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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 03301-3857
603-271-9389 1-800-852-3345 Ext. 9389

Fax:603-271-4332 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

November 21, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
retroactively exercise a renewal option and amend an existing agreement with Deloitte Consulting, LLP.
Vendor #174776, 7 Eagle Square #301, Concord, NH 03301, to provide a Business Intelligence (81)
solution, with specific functionality to surround the creation of an opioid dashboard, by increasing the
price limitation by $680,961 from $2,270,549 to $2,951,510 and by extending the completion date from
November 29, 2019 to November 29, 2020, effective retroactive to November 29, 2019, upon date of
Governor and Executive Council approval. 100% Federal Funds.

This agreement was originally approved by the Governor and Executive Council on May 1, 2019
(Item #18 Vote 4-0).

Funds are available in the following account for State Fiscal Year 2020 with authority to adjust
amounts within the price limitation and adjust encumbrances between State Fiscal Years through the
Budget Office, if needed or justified.

05-95-90-902510-7039 HEALTH AND SOCIAL SERVICES, DEFT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, Public Health Crisis Response

State

Fiscal

Year

Class/Account Class Title
Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2019 102-500731
Contracts for Prog
Svc

90703900 $1,745,973 $0 $1,745,973

2019 102-500731
Contracts for Prog
Svc.

90703902 $120,000 $0 $120,000

2020 102-500731
Contracts for Prog
Svc

90703900 $404,576 $291,950

I

$696,526

2020 102-500731
Contracts for Prog
Svc

TBD $0 389,011 $389,011

Total $2,270,549 $680,961 $2,951,510
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EXPLANATION

The request is retroactive because the Department did not have the fully executed contract
documents in time for Governor and Executive Council approval to prevent the current contract from
expiring. On November 4, 2019 the Centers for Disease Control and Prevention (CDC) notified the
Department of an extension opportunity from the original deadline of November 29, 2020 to expend the
funds to March 29, 2020. Due to the compressed timeframe we were unable to meet the deadline for
the November meeting. ^

The purpose of this request is to expand the professional services to continue the development
of a software system and associated services that are required for the Department to implement a
scalable Opioid Crisis Response Management Business Intelligence dashboard that is integrated with
and expands upon the Department's existing enterprise-wide data warehousing and business intelligence
infrastructure. Additional federal funding provided by the Center for Disease Control and Prevention
(CDC) for Opioid Crisis Response the Contractor will be able to complete the transition of maintenance
and support to the Department of Information Technology. Additionally this amendment will allow for the
completion of technical architecture and final implementation of a public facing Opioid Information
Dashboard.

The Department was notified on August 29. 2018 that it had received $4.0 million in grant funding
from the Centers for Disease Control and Prevention to respond to the opioid crisis, all of which must be
expended by November 29, 2019. Part of the funding was for data integration and opioid dashboards.
This provides the Department with a unique opportunity to organize data into meaningful information,
identify actionable uses of information and develop realistic, fact-based, evidence-supported policies and
programs, which will allow the Department to accurately focus on how to best address the opioid crisis.

Data related to the opioid crisis, in many respects, presents the largest data management and
analysis challenge of any issue faced not just by the Department, but by the State as a whole. While the
contracted development of the data integration and dashboard system will be focused on opioids, the
infrastructure developed and the data integrated will be fully leveraged to support all the analytical
challenges the Department faces. For example, key elements of child welfare data are needed for
analysis of opioids, by integrating this data into the Department's business intelligence infrastructure, the
data will then be positioned to meet other analytic needs of the program. Beyond data integration, the
contractor will assist the Department with implementing high-level analytic tools and provide technical
training for Department and other agency staff, provide the toolsets rieeded to implement agile project
management, and provide assistance in developing data governance policies and procedures. All these
efforts will be applicable to all systems.

The Department maintains, or has access to, multiple systems that compile data on a variety of
health and social issues that correlate with risk, progression, misuse and addiction to opioids and
resulting health consequences, including overdose deaths. These systems organize and support various
functional areas in delivering services to the citizens, as well as systems that capture information about
the health and well-being of the general public. Additionally, other New Hampshire state agencies and
federal partners capture important data related to the opioid crisis. In aggregate, these systems maintain
a large wealth of data. v.

As part of the Opioid crisis response grant funding combined with Opioid Data to Action grant
funding the plan will be to continue to enhance the Enterprise Business Intelligence platform by finalizing
the external facing architecture for a secure public facing dashboard environment. Additionally, the
Department plans to leverage the Opioid Data To Action Grant funding to create an innovative
surveillance strategy by integrating the TEMSIS (Trauma Emergency Medical Services Information
System) data source for emergency management services with the Enterprise Business Intelligence
platform that contains Medicaid and commercial claims. Behavioral Health Substance and Opioid Use
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Disorder data, Child Welfare and Automated Hospital Emergency Department Data (AHEDD) to allow for
real-time awareness of overdoses as they relate to the treatment services.

The original agreement, included language in Part 2, Information Technology Provisions, Section
2, Contract Terms, Paragraph 2, that allows the Department to renew the contract for up to one (1) year,
subject to the continued availability of funding, satisfactory performance of service, parties' written
authorization and approval from the Governor and Executive Council. The Department and Contractor
are in agreement with renewing services for the remaining one (1) year at this time.

Should the Governor and Executive Council not authorize this request, the Department will miss
the unique opportunity to enhance the data and analytic systems that support current needs relative to
the opioid crisis, as well as impact future capabilities of the Department's data systems in order to provide
holistic analysis of emerging issues, programs, populations and business functions.

Area served: Statewide.

Source of Funds: 100% Federal Funds from Centers for Disease Control and Prevention - Public
Health Emergency Response: Cooperative Agreement for Emergency Response: Public Health Crisis
Response Funding Opportunity Number: CDC-RFA-TP18-1802

In the event that the Federal Funds become no longer available. General Funds will not be
requested to support this program.

Respectfully submitted.

Jeffrey A. Meyers
Commissioner

T/ie De/xirtment of Health and Human Services' Mission is to join conwuinilies and families
in providing op/x)rlunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hflzen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet

Commissioner

December 3, 2019

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract amendment with Deloitte Consulting, LLP, of
Concord NH as described below and referenced as DoIT No. 2019-043A.

This is a request for approval to amend the contract for the Opioid Crisis Response
Management Business Intelligence dashboard. This contract will supply a Business
Intelligence (BI) solution to DHHS with specific functionality to surround the creation of
an Opioid dashboard utilizing multiple disparate systems data in one centralized f
repository of information. The contractor will provide the relevant operational,
performance; application, and architectural requirements of the system. This solution will
also provide the necessary training for DHHS and the State of New Hampshire to
continue to support and expand the solution to utilize additional systems in order to scale
the system and maintain af^er the completion of the project. This will provide
organizations and medical providers evidence-based information to focus their services in
the areas most required.

The funding amount for this amendment is $680,961, increasing the total amount from
$2,270,549 to $2,951,510, and by extending the completion date to November 29, 2020
from the original completion date of November 29, 2019, and shall become effective
retroactive to November 29, 2019 upon the date of Governor and Executive Council
approval through November 29,2020.

A copy of this letter should accompany the Department of Health and Human Services' submission to the
Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck

DoIT #2019-043A

cc: Bruce Smith, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP #2019-043, on
May 1, 2019, Item # 18. (herein after referred to as the "Agreement"), Deloitte Consulting, LLP, (hereinafter referred to
as "Vendor") agreed to supply certain services upon the terms and conditions specified In the Agreement and in
consideration of payment by the Deloitte Consulting, LLP. (hereinafter referral to as the "Department"), certain sums
as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

/

WHEREAS, the Department wishes to make changes to the payment schedule and increase the price
limitation.

WHEREAS, The Vendor agrees to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence dashboard for the State; Deloitte
Consulting, LLP agrees to provide and implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard as described in the Statement of Work.

WHEREAS, the Department and the Vendor wish to extend the completion date from November 29, 2019 to
November 29, 2020;

WHEREAS, the Department and the Vendor wish to inaease the Contract price by $680,961 to bring the total
contract price to $2,951,510;

WHEREAS, the Department and the Vendor seek to clarify the Agreement

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth haein, the parties agree as follows:

Tlie Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Date fi-om November 29,2019 to
November 29, 2020.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitaticm by $680,961 from $2,270,549
to $2,951,510

3. Amend Section 1.3. of the Agreement (Part 3 Exhibit B Page 8) Future Vendor Rates Worksheet by adding
Table 1.4.1 and Table 1.4.2

Contract

#2019-043

Part 3 Exhibit B', Price
and Payment Schedule

AMENDED TEXT

T  •—f; •- a :• i- s.' .1 L, 0.1. 3 IB • r." •: 'j ' - v •

Section 1.3 Future Add Table 1.4.1. Maintenance, Operations & Transition

Vendor Rate

Worksheet
SFY

2020
Qty Total

Clinician $180 0 $0

Data Governance Lead $180 0 so

Data Scientist Lead PhD $443 0 $0

Initial all pages
Vendor Initials

n/tiH
Page I of 5



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

CONTRACT AMENDMENT #1

Data Scientist $361 0 $0

Data Scientist $361 0 $0

Data Visualization $160 510 $81,600

Database (ETL) $268 0 $0

Enterprise Architect Lead $247 39 $9,633

ETL and Data Wrangling Lead $202 0 $0

Opioid Analytics Lead $361 0 $0

Physician $361 0 $0

Project Manager $227 61 $13,847

Security $177 0 $0

Security Lead $202 0 $0

Senior Database (ETL) $149 800 $119,200

Tester $202 0 $0

Training Lead $155 0 $0

UI Designer $134 505 $67,670

1915 $291,950

Section 1.3 Future

Vendor Rate

Table 1.4.2 - Enhancement and Support

Worksheet SFY' *

2020
Qty Total

Clinician $180 0. $0

Data Governance Lead $180 0 $0

Data Scientist Lead PhD $443 0 $0

Data Scientist $361 0 $0

Data Scientist $361 0 $0

Data Visualization $160 549 $87,840

Database (ETL) $268 0 $0

Enterprise Architect Lead $247 60 $14,820

ETL and Data Wrangling Lead $202 161 $32,522

Opioid Analytics Lead $361 0 $0

Physician $361 0 $0

Project Manager .  $227 235 $53,345

Security $177 0 $0

Security Lead $202 0 $0

Initial all pages
Vendor Initials:

Date:

Page 2 of 5



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

CONTRACT AMENDMENT #1

Senior Database (ETL) $149 850 1 $126,650

Tester $202 0  1 $0

Training Lead $155 0  1 $0

UI Designer $134 551 1 $73,834

2406 1 $389,011

Contract

#2019-043 Part 2,
Section 4 Contractor

Key Project,Staff, -j._-
Subparagraph 4.3.3.1

IS- a ^ " ,20.1 c ̂ ■ 5 B rs vy..a  . s a rs vy. 2 •« r - &
.  .*1 -s'l fit" a ar^S ̂

Section 4 Contractor

Key Project Staff,
Subparagraph 43J.1

Delete Section 4 Section 4 Contractor Key Project Staff, Subparagraph 4.3J.1 in it's
entirety and replace with:

Key Member(s) .  Title

Gregory Spino Enterprise Architect Lead

Bryant Jenkins Opioid Analytics Lead
Contract

#2019-043

Part 2,, Section 7,
Services

AMENDED TEXT

Section 7 Services, Add Part 2, Section 7 Services, Subsection 7.7 to read:

Deloine shall provide the identified staffing to support State directed work. With Deloitte
PMO concurrence, the State will authorize Deloitte's activities on a weekly basis to
perform 1) EBI/CORbi Operations tasks 2) [)ata fixes and enhancements 3) Infrastructure
and upgrades. The activities will be prioritized via Jira and E)eloitte will produce bi
weekly status reports, including hours incurred with resource bum down. E)eloitte will bill
the Deloitte will invoice for actual hours incurred on a monthly basis.

Table 2 CONTRACT HISTORY 2019-043-Data Analytics Platform for Opioid Crisis

CONTRACT

AND

AMENDMENT

NUMBER

AMENDMENT TYPE G&C

APPROVAL

DATE

END DATE CONTRACT

AMOUNT

2019-043 Original Contract May 1,2019
Item #18

November 29,

2019

$2,270,549

2019-043

Amendment 1

1" Ameidment TBD November 29,

2020

$680,961

CONTRACT

TOTAL

$2,951,510

Initial all pages
Vendor Initials: i

Date: U hijij
Page 3 of 5



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WtffiREOF, the parties have hereunto set their hands as of the day and year first above written.

Date: I I 12^'
Deloitte Consulting, LLP

Corporate Signature Notarized;

STATE OF ^OrrNyfiWe
COUNTY OF f

On this the day of , 20l5> before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is sighed" "
above, and acknowledged that s/he executed this document in the capacity indicated above:-'-...- ^ •"

IN WITNESS WHEREOF 1 hereunto set my hand and official seal. ^ ,

rVI ^ *M»BBOKsmaaDi,Maiii»wi>>'
Notary Public/Justice of the P^fc

My Comrnission Expires:

(SEAL)

State of New Hampshire

Date: ll/z-LfZol-l
Davidwieters, Director of Information Services
State of New Hampshire
Department of Health and Human Services
Office of the Commissioner

Initial all pages
Vendor Initials: Page 4 of 5
Date: i t



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

CATHetll^/e PllM'i Date: HjSb
State^f New Hampshire, Department of Justice '

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title;

Date:

Initial all pages
Vendor Initials Page 5 of 5

11 /zi/M



state of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that DELOITTE CONSULTING

LLP is a Delaware Limited Liability Partnership registered to,transact business in New Hampshire on March 10, 2004. I further

certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as

this office is concemed.

Business ID: 467399

Certificate Number: 0004608346

u.

O

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 21st day of October A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE

1, Scott Workman, Director of Deloitte Consulting LLP, do hereby certify that:

1. 1 am a Director of Deloitte Consulting LLP, a Delaware limited partnership ("Deloitte
Consulting");

2. I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and an applicable list of the Principals/Directors of Deloitte Consulting;

3. 1 am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals/Directors;

4. I have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal/Director of Deloitte Consulting to enter into and sign agreements in
the name of and on behalf of Deloitte Consulting;

5. Gregory Spino, is on the date hereof, and since 2015 has been, a Director of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

6. As a Principal/Director of Deloitte Consulting, he is fully authorized on behalf of and in the
name of Deloitte Consulting to enter into and take any and all actions to execute,
acknowledge, and deliver the contract with the State of New Hampshire, acting through the
OfTice of the Governor, providing for the performance by Deloitte Consulting of certain
management consulting services, and any and all documents, agreements, and other
instruments (and any and all amendments, revisions, and modifications thereto) as he may
deem necessary, desirable, or appropriate to accomplish the same;

7. The signatures of Gregory Spino, as Director of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal/Director to bind Deloitte Consulting
thereby;

8. The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect
as of the date thereof;



9. The following persons, whose signatures appear below, have been duly appointed or assigned
to and now occupy the positions indicated below in Deloitte Consulting:

Scott Workman, Director

Deloitte Consulting LLP
Pittsburgh Office

Gregory Spino
Deloitte Con

Pittsburgh O i

ctor

LLPing

ce

10. FN WITNESS WHEREOF, I have hereunto set my hand as Director of the Partnership this

^ day of 2019.

Scott Workman

NEW HAMPSHIRE

COUNTY OF MERRIMACK

iic. 9tkc5
nowledged himself to be a

On this^2J__day of ,2019, before me, m >\
the undersigned officer, personally appeared Scott Workman who acknowledged
Director of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal/Director, being authorized to do so, executed the foregoing instrument for the purposes
therein contained, by signing his name thereto as Principal/Director.

IN WITNESS WHEREOF, I hereunto set my hand and official seal.
JUUi PETBg HAYWW> Hctmf .

My Commission Expires: MyCiU.iwUJwi,Biplm 6< iOflft
Notary Republic



CERTIFICATE EXHIBIT A

I, GREGORY SPINO, DO HEREBY CERTIFY THAT:

1. I am a Director of Deloitte Consulting LLP, a Delaware limited partnership ("Deloitte
Consulting").

2. I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and an applicable list of the Principals/Directors of Deloitte Consulting.

3. Principal/Directors of Deloitte Consulting are fully authorized by the Memorandum of
Agreement of Deloitte Consulting to enter into and to take any and all actions on behalf of
and in the name of Deloitte Consulting to execute, acknowledge, and deliver contracts
providing for the performance by Deloitte Consulting of management consulting services,
and any and all documents, agreements, and other instruments (and any and all amendments,
revisions, and modifications thereto) as may be necessary, desirable, or appropriate to
accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. I am duly authorized to issue this Certificate.

IN WITNESS WHEREOF, I have hereunto set my hand as a Principal/Director of Deloitte
Consulting LLP this -j./ day of 2019.

Gregory Spino

NEW HAMPSHIRE

COUNTY OF MERRIMACK

On this g.| day of ,2019, before me,
the undersigned officer, personally appeared Gregory Spino who a^nowledged himsel'f to be a
Director of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal/Director, being authorized to do so, executed the foregoing instrument for the purposes
therein contained, by signing his name thereto as Principal/Director.

IN WITNESS WHEREOF, I hereunto set my hand and official seal.>S WHEREOF, I hereunto set my hai
MS PETERS t^YWARO, Noivy PW

My Commission Expirffl^
Notary ̂ public ■ / )' '

I



ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (im/DD/YYYY)

05/31/2019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIRCATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTTTUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(le8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

Mar$hUSA. Inc.
1166 Avenue of the Americas
New York. NY 10036
Attn; realestate.certrequestgmarsh.com

CN1028715685TNCK3AWU.19.20

CONTACT
NAME:

PHONE FAX
No. Extl: /A/C. No):

E4IAIL
ADDRESS;

INSURERrS) AFFORDING COVERAGE NAlCf

INSURER A: Continental Casualty Comoanv 20443

INSURED '
Detoitte LLP; Oeloitte & louche LLP;
Deloitte Consulting LLP; Deioitte Tax LLP; Oeioitte Services LP;
O^tte Financial Advisory Services LLP;
Oeloitte Transactions and Business Analytics LLP
695 East Main Street
Stamford, CT 06901

INSURER a: N/A N/A

INSURER c: American Casually Comoanv of Readna. PA 20427

INSURER 0: Vallev Poroe Insurance Comoanv 20508

INSURER E:

INSURER F;

COVERAGES CERTIFICATE NUMBER: NY&O10633984^ REVISION NUMBER: 1

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO AIX THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

liTF
TYPE OF INSURANCE POLICY NUMBER

POUCY EFF
rMMTDIVYYYYI

POLICY EXP
fMMraOWYYY) UMfTS 1

A X COMMERCIAL 06NERAL LIABILITY

)E 1 X 1 OCCUR

GL 6024588868 06/01/2019 06«1/2020 EACH OCCURRENCE S  1,000,000

CLAIMS-MAC
DAMAGE TO RENTED
PREMISES rea oocunencel S  1.000,000

MED EXP (Any ona parson) J  10,000

PERSONAL & AOV INJURY
,  1,000,000

GENX AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE ,  2,000,000

POLICY 1 IS 1 X 1 LOC
OTHER;

PRODUCTS - COMP/OP A6G s  2,000,000

S

A 1 AUTOMOaiLEUABILmr BUA 6024568871 06/01/2019 064)1/2020 COMBINED SINGLE LIMIT
/Ea accident)

S  1,000,000

X ANY AUTO BODILY INJURY (Per person) S

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS

BODILY INJURY (Per accident) s

NON-OWNED
AUTOS ONLY

PROPERTY DAMAGE
fPer ecddeni)

s

s

1

1

UMBRELLA UAB

EXCESS UAB

OCCUR EACH OCCURRENCE s

CLAIMS-MADE AGGREGATE s

DEO RETENTIONS s

C

C

0

WORKERS COMPENSATION

AND EMPLOYERS'UABIUTY

ANYPROPRICTORff>ARTNEWEXECLmVE rm
0FFICER/MEMBEREXCLUDED7 ^
(Msndalofy In NH) ' '
If VM. dssolbe under
DESCRIPTION OF OPERATIONS Uelcw

N/A

WO 6024588837 (AOS)

WO 6024568840 (OA)

WC 6024568854 (AZ. OR.WI)

06^1^9

06/01/2019

064)1/2019

06/01/2020

064)1/2020

064)1/2020

V  PER OTH-
^ STATUTE ER

E.L EACH ACCIDENT ! s  1,000,000

E.L DISEASE - EA EMPLOYEE s  1,000,000

E.L DISEASE - POLICY LIMIT
,  1,000,000

Stop Gap (OH. ND.WA) GAP 6042880616 (OH. NO. WA) 06/01/2019 06/01/2020 1,000,000

DE8CRIPTX)N OF 0P6RAT10KS / LOCATIONS 1VEHICLE8 (ACORD 101. AdUtUoftM Ranwfci Schcdula. Rwy b* MtKlMd V mora tpM* Is rsquSrsd)

CERTIFICATE HOLDER CANCELLATION

NH 0ei)3itment of Health and Human.

Services

AIL Nathan D. White, DirectX, Bureau of Contracts and Procurement

129 Pleasant Street

Concord. NH 03301-3857

[

1  ■

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZEO REPRESENTATIVE

of Marsh USA Iik.

Rotjert A. Mazzaro

ACORD 25 (2016/03)

® 1988-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registored marks of ACORD



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Key Personnel Resumes

Enterprise Architecture Lead

Overview of Work History

I has extensive Public-Sector experience designing and delivering
complex solutions that focus on creating business value. He has
focused on designing, building and deploying large-scale human
services solutions, including Data Warehouses and Analytic
platforms, Business Intelligence tools as well as common client
and master data solution. | has deep experience and understanding
of how to architect and design a flexible and extensible Enterprise^
Medicaid Data Warehouse that can evolve to meet the dynamics

my-

needs of a Medicaid environment. | understands the role of;mger SectSl^practice experience
data management and need to create a single-source-of-truth thaf**--^ . .. y

Sector^gractice
^*'^^N^delivering complex solutions

V

Extensive Public

the business can trust. Additionally, | has worked withfse'VeralNS^^
states on their All Payers Claims Database impleme'nt^mn and ''"S.ness
planning which required integration from dozens of p^yer^anS^of value

disparate data sources. X. C

His career has been focused on leveraging^^ to ■ *vy
organizational change and support new'busine^^nitiative^He^h^r

Focus on creating large scale
Data Warehouse and Analytic
platform solutions

Understands the role of master

data management and need to
create a single-source-of-trulh

that the business can trust

experience with cross agency perform^^.management helping
clients track key performance mc^cs and rnbnitorthose metrics
against outcomes. He has overseen and directed^several^Medicaid
focused initiatives; building'J^dlcah^i^s Platfomsl^support
providers, creating bundled payment^i^thodologi^4b support
payment reform, implen^nting automated^Medicaid forecast
methodology to support^lTe'Medi^id'budgebprocess, implementing an approach to intake all required data and
manage the DUAts-popuIation^AU^ithese^fforts have been focused on leveraging data and technology to
support the business vision.^X

(tnEdue0_on^l^ Baci^ou^
(r \

Boston University' Bachelor of Arts in Economics
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Project Name &
Type

Duration & Role

Wyoming
Department of
Health

Type; Enterprise
data warehouse

implementation

Duration: 9 months

Role:

Oversaw the contract management activities and work with the client to align the project
goals and objectives. Worked with the client to define the vision for^he enterprise data
warehouse. Managed the team of analyst and developers to design, build,^d test the
solution.

Rhode Island

Healthcare

Exchange
(HSRI)

Type; Enterprise
analytics strategy

Metropolitan
Consulting
Corporation

Type: Enterprise
data warehouse

implementation

Duration: 12 months

Role:

Worked with the client to design the enterprise^anal);tics strate^>and\:reate a roadmap that
would extend beyond the current project. Led^e design>ofthe d^ta^marts and aligned them
with specific business needs as prioritized b^tl^e^lient.^N^i^ged tlie^process to evaluate
and select the appropriate business intelligence to^l^uite. Oversaw the requirements process
for the data marts, dashboards and reportihg^nctibnality. Eng^ed the cross-agency
business owners, Medicaid, Department of.PuBlictHeajUi^and the Rhode Island Quality
Institute to ensure alignment aM|suppor^fortfeir needs.,3
Duration: 12 years ̂

-  .CSVBuilt and mainteine^a 20H-.^^byte data warehouse that includes claims history and
eligibility^nformation^^abo^^.8 niniion members, covering over 12 years of claims
history. Led^the effort to<achieve^ederal certification for the Decision Support System
(DSS)^ompo^n^iduring overall Medicaid Management Information System (MMJS)
deploym^t. Collalrarated with.business users, analytic teams and EOHHS IT to develop the
single business intelHgence platform serving over 1,500 users across 30 business units and
ag^cie^M^aged the^ulti-year, $35+ million project budget. Drafted Bond Briefs and
.AdvMce Plamiin^Document (APD) for each project to secure Federal Government/ CMS
fundings'^ork^'closcly with business users in all major EOHHS projects from project
incejHion tonsure that their reporting and analytic requirements are met. Provided EOHHS
with an^Enterprise Reporting platform to manage reporting needs for alt EOHHS-developed
applications. Drafted RFPs, managed vendor relationships, and managed contract

^dejiyerables. Developed several analytic applications including EHSResults, which was a
Governor's Initiative for performance management and transparency in government

NVT
Rhode Islaodw
Executive Office'

of Health and

Human Services

Type: Technical

analytical
architecture

design

\

Duration: 41 months

Role:

Led the effort to engage several State Agencies in the Business Requirements process to
ensure the APCD supported their current and future analytic needs. Developed a proposed
future state architecture to support the overall project vision and business needs. Assisted
the State in the drafting of the RFPs for vendor selection and supported the entire vendor
selection process. Provided technical oversight and guidance to ensure the project delivered
a solid technical foundation while meeting the delivery timeline. Engaged with the Analytic
vendor to ensure the delivery of all analytic products aligned with business user needs.

Deloitte 2018 Page VI-2 of 6 o



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Rhode Island

Healthcare

Exchange
(HSRI)

Type; Reporting
and analytic
solution strategy

Duration: 15 months

Role;

Led the engagement team to gather an understand of the current state capabilities of the
organization. Led JAD session to define business and technical requirements. Evaluated
alternate approaches to deliver analytics, both database and business intelligence solutions.
Oversaw the delivery of reporting and analytic environment to support current needs while
positioning the client to migrate to a more robust platform. Discussed,^ansition plan and
strategy with executive leadership on how to move forward with the next phase of the
reporting and analytic solution.

Maryland
Healthcare

Quality
Commission

Type; Data model

designing

Duration: 15 months

Role:

Worked closely with the technical leads to ensj^th^>solutioiraligned^th the business
needs. Oversaw the data model design to ensure'uie m^el suppoiied its,primary function
which was rapid query response to support ̂ af^cs and'fjporting^V^vided guidance and
direction for the implementation of theme^busin^s intellig^ce environment and evaluated
various tools to ensure alignment wth^bjjWjness^^eedS.^d the-efTort to implement a data
quality and reconciliation progran^y worltin^with-thgclient and the State's Division of
insurance to create a formal pr^«s.

Certifications Held or Honors ̂  warde^^^
• Chartered Financial Analyst (CPA)

Li iJS.

Deloitte 2018 Page Vl-3 of 6



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Project Manager

Overview of Work History

I is a technology Consulting Manager with 18+ years
of Systems Integration experience, specializing in
projects for state and local governments with an
emphasis on data-driven solutions. He has strong
human services business process expertise, primarily
in the fields of child welfare, integrated eligibility,
Medicaid, and child support enforcement. Over the
years he managed teams spanning the software
development lifecycle, but has particular interest in.
data analytics, data warehousing, and legacy data
conversion to successfully deliver the projects*

Educational Background

1:University of Colorado B

-•*^18+ ywrs of e.\perience with
^'X^^veri^g^^^i^ated solutions
• Brii^ experi^ces from current

PM roj^n New Hampshire

-on^xtvSs,^^ands-6h^xperience across the
dhih^nalytics spectrum

ach^or of Science, Business Information Systems

■» -V V' /'Relevant Project^^perience^
Project Name
& Type

r^Kire^^s^New
Hampshire
Department ofV
Heaft&kand
Human
Services

Tvpe; HHS
Analytics
Platform

Du'^iibn^J^le

Duration: I'^months

^ole:j.}
'"Project manager for multiple threads of work that included expanding the

existing data warehouse, extending data integration (ETL) services, developing
robust dashboards and visualizations, building a predictive model to identify
persons at risk for opioid misuse, and implementing a comprehensive data
governance framework
Led daily executive briefings and escalations with project leadership team (i.e.
ClO, CSO, and Director of Data Analytics)
Led the planning, development, and acceptance of 24 deliverables and
numerous supporting artifacts comprising the statement of work
Managed data enhancements and maintenance activities supporting a data
model exceeding 450 tables

Deloitte 2018 Page Vl-4 of 6



STATE OF NEW HAMPSHIRE - DepartmeDt of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Project Manager

Midwestern

State

government

Type:

Enterprise Data
Governance and

Master Data

Management

Integrated
Eligibility
Replacement
System
(Northern
State)

Developed a comprehensive knowledge repository of design documentation,
process governance, and training materials to transition system operations to
State IT department

Followed Agile methodology with 4-week sprints between production releases
^  NX

Duration: 25 months

Role:

•  Assumed lead responsibilities from a prior-contractor^or delivery of the MDM
solution

•  Established the project work plan of N&M activities and led weekly executive
briefings with stakeholders

Managed the documentatiprijand arceptanc^ofs^? work products from project
initiation through system'implementation^»s^^

•  Reconciled and rewrote MDt^esign dcKumentation with developed SOA code
•  Led regression testing^frMDMtfunctionality and the resolution of defects

identified
•  Managed thcMdentifi^tion and^venfication of more than two dozen touchpoints

between'the NtoM and»the State's Medicaid eligibility system
✓  J ' O J J

•  Coordinated multiple "diy»nins" to rehearse the MDM conversion prior to
cut^er^^^^^^
Managed the data conversion of 5M+ member records into the MDM database

th^olution that reduced duplicate member tasks by 94%
• NLed'tKfe'dwi^ and'development for the data conversion of Medicaid program

p^ci^ion^m three existing systems to the eligibility replacement system
Facilitated executive-level discussions to shape the overall data conversion
\ V ^ s
approach'for Pilot and transition to full statewide implementation

Established the project schedule of data conversion activities from inception to
•implementation and provided weekly executive briefings with stakeholders

Developed the approach to combine person demographic and case information
from legacy sources without the benefit of relational keys between datasets

• NI

Duration: 17 months

Role:

Led the design, development, and testing for the data conversion of legacy
TANF, SNAP, and Medicaid program participation from the existing benefits
management system to the integrated eligibility replacement system

Planned and executed the conversion cutover activities for four formal mock

conversion runs and the final release cutover

Deloitte 2018 Page Vl-5 of 6



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Project Manager

Type; System
integration

Facilitated executive-level discussions to shape the overall data conversion
approach

Identified and resolved data quality problems present in thS^^cy system data
Coordinated release activities between other project teams following the
Software Delivery Life Cycle (SDLC)

Managed the weekly work plan deliverable, maintaining the^ork plan^based on
Statement of Work (SOW) revisions

Drove process improvement and adherence.to the Enterpnse/ValueDelivery
(EVD) methodology

Monitored and escalated delivery issues and risks
N\. \S ^

Channeled release communications to the«State and'other stakeholders
<

Managed the creation of theJ^equirements^Traceability/ Matrix (RTM) for each
release

ihterprise/Va

Certifications Held or Honors

Certified ScrumMaster (CSM)

• Certified SAFe 4 Agilist (SAFe)^ \
ITIL Foundation (2019)

Deloille 2018 Page Vl-6 of 6
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JefTrey A. Meyers
Comroiuioner

Liu M. Morris

Director
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

\  DIVISION OF PUBLIC HEAL TH SERVICES
/

29 HAZEN DRIVE, CONCORD, NH 03301

603-27M50I 1-800-852-334S ExL 4S0I

Fix: 603-27i-4827 TDD Acceu: l-SOO-735-2964

www.dhhs.nh.gov

April 2. 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

/

• V . •».' V

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health, to
enter into an agreement with Deloitte Consulting. LLP, Vendor #174776, 7 Eagle Square #301,
Concord, NH 03301, to provide a Business Intelligence (Bl) solution, with specific functionality
to surround the creation of an opioid dashboard, in an amount not to exceed $2,270,549,
effective upon date of Governor and Executive Council approval, through November 29, 2019.
100% Federal Funds. j

Funds are available in the following account(s) for State Fiscal Year (SFY) 2019 and are^-
anticipated to be available in SFY 2020, contingent upon legislative approval of the operational
budget with authority to adjust encumbrarices between Slate Fiscal Years through the Budget
Office. ,

05-95-90-902510-7039 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
^^VS. HHS: DIVISION OF PUBLIC HEALTH. Public Health Crisis Response

State Fiscal

Year
Class/Account Class Title Job Number

Ijotal
Amount

[

2019 102-500731 Contracts for Prog Svc 90703900 $11745,973

2019 102-500731 Contracts for Prog Svc. 90703902 120,000

2020 102-500731 Contracts for Prog Svc 90703900 $404,576
1

Total $2i,270,549

EXPLANATION i

The purpose of this request is for the development of a software system and associated
services that are required for the Department to implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard that is integrated with and expands upon the
Department's existing enterprise wide data warehousing and business intelligence
infrastructure. ;

i



His Excellency, Governor Christopher T. Sununu
and the Honoratjle Council

Page 2 of 3

The Department was notified on August 29, 2018 that it had received $4.0 million dollars
in grant funding from the Centers for Disease Control and Prevention to respond to the opioid
crisis, all of which must be expensed by August 30. 2019. Part of the funding was for data
integration and opioid dashboards. This provides the Department with a unique opportunity to
organize data into meaningful information, identify actionable uses of information and develop
realistic, fact based, evidence-supported policies and programs, which will allow the Department
to accurately focus on how to best address the opioid crisis '

Data related to the opioid crisis, in many respects, presents the largest data management
and analysis challenge of any issue faced not just by the Department, but by the State as a
whole. While the contracted development of the data integration and dashboard system will be
focused on opioids, the infrastructure developed and the data integrated will be fully leveraged
to support all the analytical challenges the Department faces. For example, key elements of
child welfare dka are needed for analysis of opioids, by integrating this data into the
Depar^ent's business intelligence infrastructure, the data will then be positioned to meet other
analytic needs of the program. Beyond data integration the contractor will assist the Department
with implementation of high-level analytic tools in its environment, provide technical training for
Department and other agency staff, provide the toolsets needed to implement agile project
management, and provide assistance in developing data governance policies and procedures.
All these efforts will be applicable to all systems.

The Department maintains, or has access to, multiple systems that compile data on a
variety of health and social issues that correlate with risk, progression, misuse and addiction to
opioids and resulting health consequences, including overdose deaths. These systems organize
and support various functional areas in delivering services to the citizens, as well as systems
that capture information about the health and well-being of the general public. Additionally, other
New Hampshire state agencies and federal partners capture important data related to the opioid
crisis. In aggregate, these systems maintain a large wealth of data.

As an example, during the project, health care claims, state funded treatment, child
welfare, and other key data relative to the opioid crisis will be securely integrated to allow for
analysis, summary reporting arid to provide targeted inten/entions in areas of the state with the
highest burden of Substance Use Disorder. Additionally, the integration efforts will be made to
maximize the future value of the data for other health issues New Hampshire faces now and in
the future.

Deloitte Consulting, LLP viras selected for this project through a competitive bid process.
A Request for Proposals/Applications was posted on The Department of Health and Human
Services' web site from October 16. 2018 through December 10, 2018. A bidder's conference
was held on October 30, 2018. The Department received six'(6) proposals/applications. The
proposals/applications were reviewed and scored by a team of individuals with program specific
knowledge. The review included a thorough discussion of the strengths and weaknesses of the
proposals/applications. The Score Summary is attached.

As referenced in the Request for Proposals and in Part 2 - Information Technologies
Provisions, Section 2. Contract Term of this contract, the Departnient has the option to extend
contract services for up to one (1) additional year, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and
Executive Council.



His Excellency, Govemof Christopher T. Sununu
and the Honorat)le Council

Page 3 of 3

Area served; Statewide.

Source of Funds: 100% Federal Funds from Centers for Disease Control - Public Health
Emergency Response; Cooperative Agreement for Emergency Response; Public Health Crisis
Response Funding Opportunity Number; CDC-RFA-TP18-1802

In the event that the Federal (or Other) Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,

rey [. Meyers
)mmissioner

The Deporlnienl of Health and Human Seruieet' Mission is to Join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 0S301

Fax: 603-271-1516 TOO Accesa: 1-800-735-2964

www.nh.gov/doit

Oeob Goulet

CommUsioner

April 18, 2019

Jeffrey A. Mcycre, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Co^rd.NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Deloitte Consulting, LLP, of Concord
NH as described below and referenced as DolT No. 2019-043.

The purpose of this request is for the development of a software system and associated
services that are required for DHHS to implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard that is integrated with^and expands upon
the Department's existing enterprise wide data warehousing and business intelligence
infrastniciure.

The amount of the contract is not to exceed $2,270,549, and shall become effective upon
the date of Govemor and Executive Council approval through November 29.2019.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Govemor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DolT #2019-043

cc; Bruce Smith, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"

[j



New Hampshire Department of Health and Human Services
OfTice of Business Operations

Contracts & Procurement Unit

Summary Scoring Sheet

Data Analytics Platform for Opioid
Crisis

RFP Name

Bidder Name

Deloltte Consulting, LLC

2.
Edifecs, Inc

^ Lewin Group, Inc

4.
Pulselight Holdings, Inc

5.

6.

SAS Institute, Inc.

SpKice Technology, Inc

1. Deloltte Consulting. LLC

Preliminary Scores from Initial Evaluation

DHHS-RFP-2019-043/RFP-2019.DPHS-19-DATAA

RFP Number

Pass/Fail

Maximum

Points

Actual

Points

1000 772

1000 448

1000 771

1000 430

1000 725

1000 450

Refined Scores foliowing.Oral Presentations

2. Lewin Group, Inc

802

731

Reviewer Names

David Wieiers. Director. Bureau of
Irtformation Services
Andrew Chalsma, Director of Data

Analytics and Reporting, NH

Brian Earp. Senior Financial
Manger, Ofc of info Sys, DHHS

Richelle Swanson. Administratr III

BIDC, Financial Analyst DPHS

Sai Cherala.Bureau Chief Populatn
Htth A Commnty Srvc
Annette Escaiante, Director

Bureau of Drug 8> Alcohol Services

Chtahui Chawta



Subjeci: DHHS.RFP-20I9^43/RFP.20I9.DPHS-19-DATAA
FORM NUMBER P.37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly Identified to (he agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

I. I Stale Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Nome

Deloitte Consulting, LLP.
1.4 Contractor Address

7 Eagle Square #301
Concord, NH 03301

1.5 Contractor Phone

Number

617-437.3483

1.6 Account Number

05-95-90-9025I0-7039

1.7 Completion Date

November 29. 2019

1.8 Price Limitation

$2,270,549

1.9 Contracting Officer for State Agency
Nathan D. White, Director

Bureau of Contracts and Procurement

1.10 State Agency Telephone Number
603-271-9631

1. 1 1 Con(rac((»>Signature 1.12 Name and Title of.Contractor Signatory

Gregory Spino
Managing Director

1.13 Acknocd^cdgement: State of , County of

On^^wV ^ , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the pe/son whose name is signed in block 1. 1 1. and acknowledge that s/KS executed this document in the capacity
indicuied'in.block t'.l2.

V
l,:.3.i SignaVureqf Notary. Public or Justice of the Peace

A •

[Seal]:
13.2 Name and Title of Nota he PeaceJuor

14 ^tatCyA'cency SignaMre

Oa.e.^/// 11^
1.15 Namfland Title of State Agency Signatory

10 o p i-<S
16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On;

Tt Apprc^al^ the Attorney General (Form, Substance and Execution) (ifapplicable)

By: . . Vmn T~ On;
yjoO'AAa-

18 Approval by the Governor and Executive Council (ifapplicable)

By: On:

Page I of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Slate ofNew Hampshire, acting
through the agency identified in block I.I ("State"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which Is Incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
E.xecuiive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the panies
hercundcr, shall become effective on the date the Governor
and E.xccutive Council approve this Agreement as indicated in
block 1.18, unless no such approval Is required. In which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown In block
1.14 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, Including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must.complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notsviihsianding any provision of this Agreement to the
contrary, all obligations of the State hereunder. Including,
without limitation, the continuance of payments hereunder, arc
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in e.xcess of such available appropriated
funds. In the event of a reduction or termination of

appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identi fied in block 1.6 in the event funds In that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80;7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding une.xpected circumstances, in
no event shall the total of all payments authorized, or actually
made hercundcr, e.xceed the Price Limitation set forth in block

1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNm'.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
taws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, se.x,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 Ifthis Agreement Is funded in any pan by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 1 1246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
as the Stale of New Hampshire or the United States issue to
implement these regulations. The Contractor funher agrees to
permit the Slate or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascenaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEU

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged In the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined elTon to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

of4

Contractor Initials
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Agrcemcni. This provision shall survive lermination of this
Ajjrcemcni.
7.3 The Coniracting Officer specified in block 1.9, or his or
her successor, shall be the Slate's representative, In the event
of any dispute concerning (he interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;

8. t .2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all. of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, efTectlvc two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering thai the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such lime as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State sufTers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALJTV/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
ell whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
lermination of this Agreement for any reason.
9.3 Confidentiality of data shaM be governed by N.H. RSA
chapter 91 -A or other e.xisting law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
GfTicer, not later than fifieen {15) days after the date of
termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind (he State or receive any benefits, workers' compensation
or other emoluments provided by the Slate to its employees.

/

12. ASSICNMENT/DELECATJON/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any ....
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor wiihoijt the prior written
notice and consent of the State. '•

13. INDEMNIFICATION. The Contractor shall defend,
indemnily and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of.
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver ofthe

sovereign immunity ofthe State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than S1,000,000per occurrence and S2.000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subpnragraph 9.2 herein, in an amount not
less than 80®^ of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

3 of 4

Contractor Initials

Date y/i//7



14.3 The Contractor shall furnish to the Contracting OfTlcer
idemined in block 1.9, or his or her successor, a cerilficate(s)
ofinsurancc ibr all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, ceniftcqtefs) of
insurance for all renewal(s) of insurance required under this'
Agreement no later than.thirty (30) days prior to the expiration
date of each of the insurance policies. The certificale(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s} of
insurance shall contain a clause requiring the insurer to
provide the Contracting OfTicer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

1 S.I By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 -A
C Workers' Compensalion ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281 ̂ A. Contractor shall
maintain, end require any subcontroctor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation In the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for poyment of any Workers' Compensalion
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Stale to
enforce any provisions hereof afler any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other parry
shall be deemed to have been duly delivered or given at the
time of mailing by certified moil, postage prepaid, in a United
States Post GfTice addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AM ENOM ENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afler approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the Slate of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITV. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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TERMS AND DEFINITIONS

The following general contracting terms and dennitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the Slate that a Deliverable has achieved the criteria for

Acceptance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has met the criteria for Acceptance Tests or Review.

Acceptance Period The limeframc durinft which the Acceptance Test Is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process; criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine whether Defects exist in the
application Software or the System to allow for acceptance

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement A.contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back of
a document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized User The Vendor's employees, Contractors, Subcontractors or other
agents who need to access the State's Personal data to enable the
Contractor to perform the Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

Breach or Breach of Security Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information maintained
by a person or commercial entity.

Business Hours Vendor personnel shall work normal business hours between
8:00 a.m. and 4:30 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes to this Schedule may be made upon agreement
with the State Project Manager.

CCP Change Control Procedures

Certification The Vendor's written declaration with full supporting and wriricn
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control Forma) process for initialing changes to the proposed solution or
process once development has begun.

20I9.043/RFP-20I9.
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Change Order Formal documentation prepared for approving a proposed change in
the Specifications or contract.

CM Configuration Management

Complelion Date End dale for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure undttr the Conlraci

Controct This Agreement between the Slate of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Conlraci Documents.

Contract Agreement Part I and Part 2. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract Agreement,
Section \ .\)

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Conlraci administrative activities. (See Section 4: Conlraci
Management)

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Exhibit B Paragraph 2.

Contractor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Contracted VendorA'cndor The Vendor whose proposal or quote was awarded the Contract with
the Slate and who is responsible for the Services and Deliverables of
the Contract.

Conversion/Migration
Validation Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS Commercial Off-The-Shclf Software

CR Change Request

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire

2019-043/RFP-20I9.DP,

Contractor Initials:

Date:

tor Initial: T
S* 19-DATAA IT Provisions - Part 2 Page 3 of 3



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-20I9-DPHS-I9-DATAA

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Custom Software Software developed by the Vendor specifically for this project for the
State of New Hampshire

Data State's records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

DBA Database Administrator

Dericiencics/Dcfccts A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Softsvarc. or the System, not conforming to its
Specifications.

Class A Deficiency - Softsvarc - Critical, does not allow System to
operate, no work around, demands immediate action; iVrinen
Documentaiion • missing significant. portions of Information or
unintelligible to Stale; Non Sofnvart - Services were inadequate and
require re-performance of the Service.

Class B Deficiency - Software • important, does not stop operation
and/or there Is a work around and user can perform tasks; Written
Documentation • portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of the
Service.

Class C Deficiency - Software • minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation • minimal changes required and of niinor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable A Deliverable Is any Written, Software, or Non-Soflware Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
Stale under the terms of a Contract requirement.

Department An agency of the State

Department of Information
TechnoloK>' (DolT)

The Department of Information Technology established under RSA
21-R by the LeRislature effective September 5, 2008.

Documentation All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature Guarantees the unaltered slate of a file

Effective Date The Contract and all obligations of the parties hereunder shall become
efTeciive on the date the Governor and the Executive Council of the

State of New Hampshire approves the Contract

Encryption Supports the transformation of data for security purposes
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Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Event of Default Any one or more of the following acts or omissions of a Vendor shall
constitute an Event of Default hercunder ("Event of Default"):

a. Failure to perform the Services as required under the
Contract or on

Schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or

condition of the Contract.

Firm Fixed Price Controct A Firm-FI.Ned-Price Contract provides a price that Is not subject to
increase without amending the contract agreement, e.g.., adjustment
simply on the basis of the Vendor's cost experience in performing the
Contract

Fully Loaded Rates are inclusive of all allowable expenses. Including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

GAAP Generally Accepted Accounting Principles
Governor and Executive Council The New Hampshire Governor and Executive Council.

Har^'est Software to archive and/or control versions of software

Identification and

Authentication

Supports obtaining Information about those parties attempting to log
on to a system or application for security purposes and the validation
of those users

Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
etc.

Intrusion Detection Supports the detection of illegal entrance into a computer system

Invoking Party In a dispute, (he party believing Itself aggrieved
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Key Project Staff Personnel ideniified by the State and by Deloirte Consulting as
essential to work on the Project.

Licensee The State of New Hampshire
Non Exclusive Contract A contract executed by the State that does not restrict the State from

seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information Data, other than Personal Data, that is not subject to
distribution to the public as public information. It Is deemed to
be sensitive and confidential by the Stale because it contains
information thai is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g.. meetings, help support, services, other

Normal Business Hours Normal Business Hours - 8:00 a.m. to 4:30 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President's
Day, Memorial Day, July 4•^ Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and lime

Open Data Formats A data format based on an underlying Open Standard.
Open Source Software Software that guarantees the user unrestricted use of the

Software as defined in RSA 21 -R: 10 and RSA 21 -R: 1 !.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 2l-R;IOand RSA 2I-R:13.

Operating System System is fully functional, all Data hw been loaded into the System,
is available for use by the State in its daily operations.

Operational Operational means that the System is operating and fully functional,
all Data has been loaded; the System is available for use by the State
in its daily operations, and the State has issued an Acceptance Loner.

Order of Precedence The order in which Contract/Documents control in the event of a

conflict or ambiguity. A lenn or condition in a document controls
over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence

Personal Data Data that includes information relating to a person that
identifies the person by name and has any of the following
Personally Identifiable Information (PII): government-issued
identification numbers (e.g., Social Security, driver's license,
passport); financial account information, including account
number, credit or debit card numbers; or Protected Health
Information (PHI) relating to a person.
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Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budget and to the required specifications and quality

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Proiect.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Revicvy and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control .Procedures
(CCP).

Project Staff State personnel assigned to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance

Review Period The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network

SaaS* Software as a Service Occurs where the COTS application is hosted but the State docs not
own the license or the code. The vendor allows the use of the

software as a part of their service.

Schedule The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Service Level Agreement (SLA) A signed agreement between the Vendor and the State specifying the
level of Service that is expected of, and provided by, the Vendor
during the term of the Contract identified in the Statement of Work.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract

Softwarc-as«a-Service (SaaS) The capability provided to the State to use the Contractor's i
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
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including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Software Deliverables COTS Software and Enhancements

Soft>vare License' Licenses provided to the State under this Contract

Solution The Solution consists of the total Solution, which includes, without
limitation. Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software provided by
or in conjunction with the Vendor and configured Software
customized for the State provided by the Vendor In response to this
RFP.

Specifications

y

The written Specifications that set forth the requirements which
include, without limiialion, this RFP, the Proposal, the Contract, any
performance standards. Documentation, applicable State and federal
policies, laws and regulations. Stale technical standards, subsequent
State-approved Deliverables, and' other Specifications and
requirements described in the Contract Documents. The
Specifications are. by this reference, made a pan of the Contract as
though completely set forth herein.

State STATE is defined as:

Stale of New Hampshire
Department ot" Health and Human Services
129 PIcasiini St

Concord, NM 03301

Reference to the term "State" shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving.

State's Confidential Records Stale's information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chanter 91 -A

State Data Any information contained within State systems in electronic or
paper format.

Stote Fiscal Vear(SFV) The New Hampshire State Fiscal Year extends from July 1" through
June 30''' of the following calendar year

State Project Leader Slate's representative with regard to Project oversight

State's Project Manager (FM) Slate's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for

20I9-043/RFP-2019-D
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review and Acceptance of specific Contract Deliverables, invoice
sign ofT, and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company npt in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verily the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.

Term Period of the Contract from the Effective Date through termination.

Transition Services Services and support provided when <CONTRACTOR> is
supporting System changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who arc familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network

Virtual Private Network Extends a private network across a public network, and
enables users to send and receive Data across shared or

public networks as if their computing devices were directly
connected to the private network

Walk Through A stcp-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

2019-043/RFP.2019-DP>IS- 19.DATA A IT Provisions - Part 2
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Warranty Period A period of coverage during which CONTRACTOR is responsible
for providing a warranty for products and Services delivered as
defined in the Contract.

Worronty Releases Code releases that arc done durinR the Warranty Period.

Warranty Sen'Ices The Services to be provided by the Vendor during the Warranty
Period.

Work Hours Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding Slate of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables Non-Soft\yare written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.

20l9-043/RFP.2019-D^-19-DATAA IT Provisions - Part 2
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INTRODUCTION

This Coniract is by and between the Slate of New Hampshire, acting through New Hampshire Department
of Health and Human Services ("State"), and Deloittc Consulting LLP, a Delaware Limited Liability
Partnership, ("Contractor"), having its principal place of business at 7 Eagle Square, #301, Concord, NH
03301.

RECITALS

The State agrees to have Dcloitte Consulting, LLP provide a software system and associated setvices for
the Depanmeni to implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard for the State;

Deloitle Consulting, LLP agrees to provide and implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard as described in the Statement of Work.

The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

I.I CONTRACT DOCUMENTS

This Contract Agreement (DHHS-RFP-20I9-043/RFP-20I9-DPHS-I9-DATAA) is
comprised of the following documents;

A. Part I • Form P-37 General Provision

B. Part 2 • Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A-Contract Deliverables

Exhibit 8- Price and Payment Schedule
Exhibit C- Special Provisions
E.xhibit D- Administrative Services

Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan

E.xhibil J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

Exhibit P - DHHS Information Security Requirements

2019-043/RFP-2019-DP^-19-DATAA IT Provisions - Pan 2 Page 1 1 of 3 i
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Exhibit 0 - DHHS Health Insurance Portability Act, Business Associate
Agreement

Exhibit R-DHHS Exhibits

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the-
following Order of Precedence shall govem:

a. State of New Hampshire, DHHS Contract Agreement 20I9-043/RFP-2019-DPHS-19-
DATAA, including Parts I, 2, and 3.

b. State of New Hampshire, DHHS 20I9-043/RFP-20I9-DPHS-I9-DATAA.
c. Vendor Proposal Response to 2019-043/RFP-20I9-DPHS-I9-DATAA dated December

10,2018

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parlies, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the Slate of New Hampshire approval ("Effective
Date").

The Contract shall begin on the Effective Date and extend through November 29, 2019. The
Term may be extended up to one (I) year, ("Extended Term") at the sole option of the State,
subject to the parties prior written agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State and
complete work by the time established through the Project Work Plan. The following statement
shall apply only to the "go-live" date Indicated in Exhibit I:

Time is of the essence in the performance of the Contractor's obligation under the

contract.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price. Part I, P37. block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit 8: Price and Payment Schedule.

*

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, pan or portion of an Item,
group of items, or total Proposal, the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the
Contractor.

20l9-043/RFP-20l9-D^-19-DATAA IT Provisions-Part 2 Page 12 of 31
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4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Coniraci Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Gregory Spino
Managing Director
200 Berkley Street
Boston, MA 021 10

Tel: 617-448-9688

Email: gspino@deloitte.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the solejudgment of the
Stale, is found unacceptable or is not performing to the State's satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project
Manager or State approved designee must be available to promptly respond during
Normal Business Hours, typically within one (I) day, to inquiries from the State,
and be at the site as needed. The Contractor's Project Manager must work
diligently and use his/ her reasonable efforts on the Project.

4.2.3 Except in the event of disability, illness, grave personal circumstances, or
separation from service ("Removal Justifications"), the Contractor shall not
change its assignment of the Contractor's Project Manager without providing the

20l9-043/RFP-20l9-D5i^-l9-DATAA IT Provisions - Part 2 Page nofJI
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Stale written justiftcation and obtaining the prior written approval of the Slate.
State approvals for replacement of the Contractor's Project Manager shall not be
unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than of the Contractor's Project Manager being replaced; meet the
requirements of the Contract; and be subject to reference and background checks
described above in General Provisions, Section 4.2.1: Contract Project Manager.
and in Contract Agreement General Provisions, Section 4.6: Reference and
Background Checks, below. The Contractor shall assign a replacement of the
Contractor's Project Manager within ten (10) business days of the departure of the
prior Contractor's Project Manager, and the Contractor shall continue during the
ten (10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.

• 4.2.4 Notwithstanding any other provision of the Contract, unless the Contractor cures
the failure within the Cure Period following written notice from the State, the State
shall have the option, at its discretion, to terminate the Contract, declare the
Contractor in default and pursue its remedies at law and in equity, ifthe Contractor
fails to assign a the Contractor Project Manager meeting the requirements and
terms of the Contract.

4.2.5 CONTRACTOR Project Manager is:
Jeffrey Walker
Senior Manager
200 Berkley Street
Boston. MA 021 10

Tel: 770-241-3846

Email: jefwalker@deloine.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendi.xC: System Requirements and Deliverables, Tt\b\tC2'. System
Requirements and Deliverables-Vendor Response Checklist. The State may conduct
reference and background checks on the Contractor's Key Project Staff. The State
reserves the right to require removal or reassignment of the Contractor's Key Project
Staff who are found unacceptable to the State. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Checks.

4.3.2 E.xcept in the event of a Removal Justification, upon commencement of Services by
the applicable Contractor's Key Project Staff member, the Contractor shall not
change any of the Contractor's Key Project Staff commitments indicated below
without providing the State written justification and obtaining the prior written
approval of the Slate. State approvals for replacement of the Contractor's Key

20I9-043/RFP-20I9-DPHS-I9-DATAA lTProvisions-Part2 Pagel4of3l
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Projcci SiafT will not be unreasonably withheld. The replacement of the Contractor's
Key Project Staff shall have comparable or greater skills than ofthe Contractor's
Key Project Staff being replaced; meet the requirements of the Contract, including
but not limited to the requirements set forth in RFP Appendix C: Syxiem
Requiremenis and Deliverables and be subject to reference and background checks
described in Contract Agreement- General Provisions, Section 4.6: Reference and
Background Checks, , „

4.3.3 Notwithstanding any other provision of the Contract to the contrary, unless the
Contractor cures the failure within the Cure Period following written notice from the
State, the Slate shall have the option to terminate the Contract, declare the Contractor
in default and to pursue its remedies at law and in equity, if the Contractor fails to
assign Key Project Staff meeting the requirements and ternis of the Contract or if it
the Contractor's replacement Project staff do not meet the requirements of the
Contract.

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Staff:

Key Mcrhber(s) . Title'

Gregory Spino Enterprise Architect Lead

Sean CorUin Opioid Analytics Lead

Jeff Walker Project Manager

Kelly Neway Training Lead

Tim Hartman Data Scientist, Lead (PhD)

,Dipak Modi Security Lead

Varsha Goel Senior Database (ETL)
Quinn Chasan Digital Analytics

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the Stale's representative with
regard to Contract administration. The State Contract Manager is:

David Wieters

Director, Bureau of Information Services

Department of Health and Human Services
Slate of New Hampshire

129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9529

Email: david.wieicrs@dhhs.nh.gov

20I9-043/RFP-20I9-D
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4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The Slate Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-ofTs;
f. Review and approval of change proposals; and

g. Managing stakeholders'concems.

The State Project Manager is:

Andrew Chalsma

Director of Data Analytics and Reporting
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord. NH 03301

Tel: 603-271-9425

Email: andrew.chalsma@dhhs.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks as part of its general hiring processes
and not utilize any staff, including subcontractors, to fulfill the obligations of the contract whose
background checks revealed that they have been convicted of any crime of dishonesty, including
but not limited to criminal fraud, or otherwise convicted of any felony or misdemeanor ofTense for
which the individual received more than I year of incarceration. The Contractor shall promote and
maintain an awareness of the importance of securing the State's information among the
Contractor's employees and agents.

The Stale may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff with Vendor concurrence. The State
shall maintain the confidentialiry of background screening resulis in accordance with the Contract
Agreement - General Provisions-Section 1 1: Use of Slate's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all of its requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor"must submit
any non-confideniia! information and documentation relating to the Subcontractor, including
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terms and conditions consistent with this Contract upon request. The State will consider the
Contractor to be wholly responsible for the performance of the Contract and the sole point of
contact with regard to all contractual matters, including payment of any and all charges resulting
from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
lime frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A; Coniraci Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the Stale will Review the Deliverable lo
determine whether il meets the Requirements outlined in Contract E.xhibit A; Contract
Daliverahles. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State's receipt of the Contractor's written
Certification. If the State rejects the Deliverable (i.e. the Deliverable docs not meet the
Requirements outlined in E.Khibit A), the State.shall notify the Contractor of the nature and class of
the Deficiency and the Contractor shall correct the Deficiency within the period identified in the
Work Plan. If no period for the Contractor's correction of the Deliverable is identified, the

•Contractor shall correct the Deficiency in the Deliverable within five (5) business days. Upon
receipt of the corrected Deliverable, the State shall have five (5) business days to review the
Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the option to
e.xtend the Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of lime after at least 3 attempts, the State may, at its option,
continue reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and pursue its
remedies at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the Slate with access to the Software and Documentation set forth in the
Contract, and particularly described in E.xhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
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The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in E.xhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the Stale with training Services set forth in the Contract, and
particularly described in E.xhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and suppon Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and
Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, .and
particularly described In Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the Slate with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: H^ork Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks.
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is incorporated
herein by reference.

Unless agreed to in writing by the State, changes to the Contract Exhibit I: Work Plan shall not relieve
the Contractor from liability to the State fordamages resulting from the Contractor's failure to perform
its obligations under the Contract, including, without limitation, performance in accordance with the
Schedule.

In the event of any delay in the Schedule, the Contractor must promptly notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the Stale
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causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless agreed to in writing by the State, except that the Schedule shall automatically extend
on a.day-to-day basis to the extent that the delay does not result from the Contractor's failure to fulfill
its obligations under the Contract. To the extent that the Slate's execution of its major tasks takes
longer than described in the Work Plan, or in the event the schedule is extended as a result of a force
majeure event or is caused by a third party, (he Schedule shall automatically extend on a day-to-day
basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion the Vendor's Work Plan or elements within the Work Plan fail meet the
requirements of the Contract, unless such failure is cured by the Contractor during the Cure Period
following written notice from the Stale.

9. CHANGE ORDERS

The Stale may request changes or revisions at any time by written Change Order. Change Orders
cannot change the price limitation, contract end dale or materially change from the Scope of Services
defined within the Request for Proposals (RFP). The State originated changes or revisions shall be
approved by the Department of Infonnation Technology. Within five (5) business days of the
Contractor's receipt of a Change Order, the Contractor shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, or the Work Plan and any changes which impact
cost, lime and/or scope as agreed to by the parties shall be included within an Amendment to the
Contract.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. Change Orders cannot change the
price limitation, contract end date or materially change the Scope of Services defined within the
Request for Proposals (RFP), unless the parties agree to such changes in an Amendment. The Slate
shall attempt to respond to the Contractor's requested Change Order within five (5) business days.
The State Agency, as well as the Department of Information Technology, must approve all Change
Orders in writing. The Slate shall be deemed to have rejected the Change Order if the parties are unable
to reach an agreement in writing and any changes which are agreed to by the parties shall be included
within a mutually agreeable Change Order. All Change Order requests from the Contractor to the
State, and the State acceptance of the Contractor's estimate for a Slate requested change, will be
acknowledged and responded to. either acceptance or rejection, in writing. If accepted, the Change
Order(s) shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1 software TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Sofiware,
and its associated Documentation, shall remain with the Contractor.
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Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall o\vn and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations under the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and all
performance enhancing operational plans and the Vendors' special utilities. The Contracted
Vendor shall license back to the State the right to produce, publish, or otherwise use such software,
source code, object code, modificalions, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, tnaterials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that arc acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

Except for Contractor Technology, all rights, title and Interest In State Data shall remain with the
State. Except for Contractor Technology, all data and any property which has been received from
the State or purchased with funds provided for that purpose under this Agreement, shall be the
property of the State, and shall be returned to the State upon demandor upon termination of this
Agreement for any reason, the Contractor shall not access State user accounts or State data, except
(I) in the course of data center operations, (2) in response to service or technical issues, (3) as
required by the express tenns of this contract or (4) at the State's written request.
"Contractor Technology" means all works of authorship, materials, information and other
intellectual property created prior to or independently of the performance of the Services, or
created by the Contractor or its subcontractors as a tool for their use in performing the Services,
plus any modifications or enhancements thereto and derivative works based thereon. Contractor
Technology includes HHS Interactive Opioid Insights. The Contractor grants to the Slate the right
to use, in perpetuity, for the State's internal business purposes, any Contractor Technology
included in the Deliverables in connection with its use of the Deliverables. The Contractor will

provide the training, code, documentation and ability to modify the Contractor technology
independent of the Contractor or some other solution will be provided that meets these terms
without incurring additional costs to the State to meet the deliverables that Contract technology is
identified to meet. Additionally, the State will have the right to use and enhance Contractor
Technology independently from the Contractor.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Infonnaiion. The Contractor shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the State Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.
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Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other flics containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and intellectual Property Rights
All right, title and interest in the State WWW site <NH.GOV, eic.>, including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information.shall, where applicable, display the Stale's copyright.

10.5 CUSTOM software SOURCE CODE

In the event that the State purchases soOware development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section docs not apply to the Contractor's
proprietary software code.

10.6 SURVIVAL

This Contract Agreement Section 10: Inialleciual Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION. CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Informoiion. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91 -A: 5 Exemptions). The Contractor shall not use the Stale
Confidential Information developed or obtained during the performance of. or acquired, or
developed by reason of the Cohiraci, except as directly connected to and necessary for the
Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentialiiy of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
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Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
infonnation made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval
of the State. The Contractor shall promptly notify the State if any request, subpoena or other
legal process is served upon the Contractor regarding the Slate Confidential Information, and
the Contractor shall cooperate with the State in any effort the State undertakes to contest the
request, subpoena or other legal process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall promptly notify the Stale, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the Slate is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91 -A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable Stale and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the Stale will be releasing the requested information. At the request of
the Slate, the Contractor shall cooperate and assist the Stale with the collection and review
of the Contractor's information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the Stale shall release the information on the date specified in the State's notice
to the Contractor, without any liability to the Contractor.

II.4 SURVIVAL

This Contract Agreement Section I ), Use ofState's Information. Confidentiality, shall

2019.043/RFP-20I9-D^-I9-DATAA IT Provisions - Part 2 Page 22 of 31
Contractor Initials: ^>
Date: <// S/j£f



STATE OF NEW HAMPSHIRE

Dcpurtment of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-I9-DATAA

PART 2 ■ INFORMATION TECHNOLOGY PROVISIONS

survive lermination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or e.xemplary damages. Subject to
applicable laws and regulations, the Slate's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement -General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the Contractor's
liability to the State for any claims, liabilities, or expenses relating to this Contract shall not
e.xceed two times (2X) the total Contract price set forth in Contract Agreement - PG?, General
Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
obligation set forth in E.xhibit K, Section 1.2, as well as the indemnification obligation set forth
below in this Section 12.2 for any third party claims for bodily injury, death, or damage to real or

tangible personal property to the e.xient caused by the Contractor's negligence or willful
misconduct.

Notwithstanding the monetary limitation contained in this paragraph 12.2 above, in the event
a claim or action is brought against the State in which infringement, violation of Contractor's
obligations under the Business Associate Agreement, and/or any third party claims for bodily
injury, death, or damage to real or tangible personal property to the extent caused by the
Contractor's negligence or willful misconduct are alleged, the Contractor, at its own expense,
shall defend, indemnify and hold harmless the State against all such claims or actions for any
expenses, costs or damages, including legal fees and expenses, incurred by the State in
connection with such claims or actions.

12.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 survival

This Section 12: LimUaiion ofLiability shaW survive termination or Contract conclusion.

13 TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT

20l9-043/RFP-20l9'D^-l9-DATAA IT Provisions - Part 2 Page23of3l
Contractor Iniiial

Date: VA//Y



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-20I9-DPHS-19-DATAA

part 2 . INFORMATION TECHNOLOGY PROVISIONS

Any one or more of ihc following acts or omissions of the Contractor shall constitute an event of
default hereunder ("Event of Default")

a. Failure to perform the Services as required under the Contract or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event ofDefault. which is not cured within the Cure Period
following written notice from the State, the State may take any one or more, or all, of
the following actions;

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater specification of time, thirty (30) days from the date of notice, ("Cure
Period"). If the Contractor fails to cure the default within the Cure Period, the State
may terminate the Contract effective two (2) days after giving the Contractor notice
of termination, at its sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both.

b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract solely for the invoices in dispute (and
any such dispute shall be resolved in accordanc with Section 16 below).

c. Set off against any other obligations the Slate may owe to the Vendor any damages
the State suffers by reason of any Event ofDefault;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Terminate the Contract and procure Services thai are the subject of the breach of the
Contract from another source and the Contractor shall be liable for reimbursing the
State for the e.xcess costs of such replacement Services, directly related to the
replacement of the Contract, to the extent the fees that the State actually pays exceed
the fees that the State would have otherwise paid to the Contractor, all of which
shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the Slate with written notice of default, and the State shall cure
the default within thirty (30) days or the Vendor may terminate the Contract.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The Slate may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
staled in this Contract, for Deliverables for which Acceptance has been given by the State
as well as for any works-in-progress. Amounts for Services or Deliverables provided
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prior to the date of termination for which no separate price is stated under the Contract
shall be paid, in whole or in part, generally in accordance with Contract Exhibit B, Prica
and Paymeni Schedule, of the Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efTiciently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the Slate from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The Stale may terminate the Contract by written notice if it reasonably determines that
a conflict of interest exists, including but not limited to, a violation by any of the parties
hereto of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event ofadcfault of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other ri^ts provided in
the Contract, may require the Contractor to deliver to the Slate any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as

has been terminated upon applicable payment thereof and provided that any
Deliverables which are provided in-progress shall be provided as-is and without
warranty.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall;

a. ''The»State 'shalY^^ntitled to any post-termination assistance generally made available
with respect to the services for up to 30 days and subject to applicable payment
therefor, unless a unique data retrieval arrangement has been established as part of the
SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to.the work which has been terminated and settle all
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outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

d. Take such action as the Slate reasonably directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any action to
inicntionally erase any State data.

1. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

•  10 days afler the effective date of termination, if ihe-tcrmination is in
accordance with the contract period

•  30 days after the effective date of termination, if the termination is for
convenience

•  60 days after the effective date of termination, if the termination is for cause
2. After such period, the Contractor shall have no obligation to maintain or provide

any Slate data and shall thereafter, unless legally prohibited, delete all Slate data
in its systems or otherwise in its possession or under its control.

f. Upon applicable payment therefor, transfer title to the State and deliver in the manner,
at the times, and to the extent directed by the Stale, any property (except for Contractor
Technology) which is required to be furnished to the State and which has been accepted
or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a lime agreed to by the parties and the subsequent secure
disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forms residing
on the Contractor devices, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and
Technology CNIST)-approvcd methods. Certifieatcs of destruction shall be provided to
the State.

i. Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
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or assigns for such period of time as deiermined necessary by the Slate; or immediately terminate the
Contract for convenience without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if-
assignees, delegates. Subcontractors, or other transferees ("Assigns") ore used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 15; Change of
Ownership, the Stale shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as deiermined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

16 DISPUTE RESOLUTION

Prior to the Hling of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or ConHdential Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Parry's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient limes and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table
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: LEVEL . Deloittc ConsuKiiig,
tLLP

STATE.: CUMULATFVE

ALLOTTED

TIME „

•Priinai7

.' . • i

Jeffrey Walker
Senior Manager

Andrew Chalsma

Slate Project
Manager (PM)

5 Business Days

" FlrsV"-i ' 7!

'. "I'i' •

Gregory Spino
Managing Director

David Wieters

Director, BIS
10 Business Days

■Secodd:;

": •* r.

Scott Workman
Managing Director

Jeffrey A. Meyers
Commissioner

15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other party. In the event that the panics do not resolve the dispute
within the time periods set fonh above, either pany may pursue its available remedies, at law or equity,
in accordance with Section 17.7 below.

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE
In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
equipment. Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or attempt to access any information In a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. Except for Contractor Technology, that all software licensed, developed, or being
evaluated by the State cannot be copied, shared, distributed, sub-licensed, modified,
reverse engineered, rented, or sold, and that at all times the Contractor must use reasonable
care to protect and keep such software confidential in accordance with the license or any
other Agreement executed by the State. Except for Contractor Technology, only
equipment or software owned, licensed, or being evaluated by the Stale, can be used by
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the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules, or Exhibit
P. DHHS Information Security Requirements, the User may face removal from the State
Contract, and/or criminal or civil prosecution, if the act constitutes a violation of law.

17.2 EMAIL USE
EMail and other electronic communication messaging systems are State of New
Hampshire property and arc to be used for business purposes only and in accordance with
Exhibit P, DHHS Information Security Requirements. Email is defined as "internal Email
systems" or "State-funded Email systems." The Contractor understands and agrees that use of
email shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE
The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual responsible for the funding
of the contracts and his/her address.

17.6 EXHIBITS

The Exhibits referred to. in and attached to the Contract are incorporated by reference as if
fully included in the te.xt.

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Coun.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting Requirements,
and General Provisions-Section 1 1: Use of State's Information, Confidentiality and General
Provisions- Section 14: Termination svhich shall all survive the termination of the Contract.

17.9 FORCE MAJEURE
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Neither the Contractor nor the Stale shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
parly. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing. Force Majeure events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the lime of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTKACTOR;

DELOiri E CONSULTING

7 EAGLE SQUARE

CONCORD. NH 03301

TO STA'i'E:

STATE or NEW HAMPSHIRE

DEPARTMENT 01- HEALTH

HUMAN SERVICES

129 PLEASANT STREET

CONCORD. NH 03301

AND

17.11 DATA PROTECTION -

The Contractor shall comply with Exhibit P of this Contract, Information Security
Requirements.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and solely from data centers within the
Continental United States. All storage, processing and transmission of State data shall be
restricted to infomiaiion technology systems within the Continental United Stales. The
Contractor shall not allow its personnel or sub-contractors to store Stale data on portable
devices, including personal computers, except as set forth in Exhibit P, DHHS Information
Security Requirements.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION -

The Contractor shall comply with Exhibit P of this Contract, Information Security
Reouirements.

17.14. BREACH RESPONSIBILITIES -

The Contractor shall comply with Exhibit P of this Contract, Information Security
Requirements.

17.15 NOTIFICATION OF LEGAL REQUESTS
The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under this contract, or
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which might reasonably require access to the data of the State. The Contractor shall refer to
E.Khibit P, DHHS Information Security Requirements for additional provisions.

17.16. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The Slate may
perform this audit or contract with a third party at its discretion and at the Slate's expense.

17.17. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical controls to
the State in the form of Contractor's Information Security Statement such that adequate
protection and flexibility can be attained between the Stale and the Contractor. For example:
virus checking and port snifTmg — the State and the Contractor shall understand each other's
roles and responsibilities.

17.18. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is reasonably
necessary to perform job duties.

17.19. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or c.xport data with respect to the DAP in piecemeal
or In entirety at its discretion without interference from the Contractor. This includes the ability
for the Stale to import or export data to/from other service providers.

17.20. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, sofhvare
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime and subject to the availability of the Slate's applicable server), and
provide service to customers as defined in the SLA.

17.21. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with Stale any the Contractor representative who the Slate believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the Slate signifies that a potential security
violation exists with respect to the request, the Contractor shall promptly remove such individual,
the Contractor shall not assign the person to any aspect of the contract or future work orders
without the State's consent.
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CONTRACT DELIVERABLES

1. Problem Statement: The Department of Health and Human Services requires a Business
Intelligence (81) Solution, with specific functionality to surround the creation of an opioid
dashboard, utilizing multiple disparate systems data in a single centralized repository of
information. This agreement also requires the necessary training for the Department to
continue to support and expand the solution and utilize additional systems in order to scale
the system and maintain it post-implementation.

2. Goals - Implement a scalable enterprise data analytics platform that serves as a
comprehensive data repository across multiple source systems, providing analytic
capabilities that address the current opioid crisis. Platform will extend the existing Department
Enterprise Business Intelligence (EBI) environment to become the Data Analytics Platform
(DAP).

3. Project Overview The general scope of the project is to provide Deloitte's Health and Human
Services (HHS) Interactive Opioid Insights module, to serve as a baseline solution for the
Department's Comprehensive Opioid Response Business Intelligence (CORBi). The module
shall be comprised of several dynamic Tableau dashboards connected to data, including
machine learning models process and analyzed in R or Python.

4. Statement of Work

4.1. The Statement and Scope of Work are addressed through;
4.1.1. Business Requirements Document
4.1.2. Vendor Response to RFP

5. General Project Assumptions

5.1. The Contractor will provide project tracking tools and templates to record and manage
Issues. Risks, Change Requests. Requirements. Decision Sheets, and other documents
used in the management and tracking of the project. The State of New Hampshire and
the Contractor's Project Managers will review these tools and templates and determine
which ones will be used for the project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used.

5.2. Prior to the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, table of contents, or agenda for Review
and prior approval by the State.

5.3. The Contractor shall help ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the State's Information
Technology resources, information, and services. Security requirements are defined in
Appendix C-2 of the Request for Proposal. The Contractor shall provide the State

20I9-043/RFP-2019.DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform forOpioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
PART 3-EXHIBIT A

CONTRACT DELIVERABLES

6.

resources, information, and Sen/ices on an ongoing basis, with the appropriate
infrastructure and security controls to ensure business continuity and to safeguard the
confidentiality and integrity of State networ1<s. Systems and Data.

5.4. The Deliverables are set forth in the Schedule described below in Section 6. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables {as defined in Section 5.3 of the Contract) in the event the State detects
any Deficiency in the System, in whole or In part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any
extensions thereof.

5.5. Pricing for Deliverables set forth in Exhibit 8: Price and Payment Schedule. Pricing will
be effective for the Term of this Contract, and any extensions thereof based on mutual
agreement.

DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE. The sprints represented
below will be prioritized based upon the minimally viable product as defined in the grant. The
scope of the sprints can be refined and adjusted based on the sprint backlog as agreed upon
by the vendor and the state consistent with the change management process defined in
section 9.:

Activity, Deliverable, or
Milestone

Deliverable Type Estimated Start

Date

Estimated

Finish Date

Agile Sprint Activities

1 Sprint 0 (Project Planning &
Initiation)

Agile Sprint 4/1/2019 4/12/2019

2 Sprint 1 (Child Welfare and
CDC Data Integration &
Visualization)

Agile Sprint 4/15/2019 5/10/2019

3 Sprint 2 (Medicald &
Commercial Claims

integration)

Agile Sprint 5/13/2019 6/7/2019

4 ■ Sprint 3 (Vital
Records/Medical Examiner,

Grant/State BDAS and

Naloxone Services Data

Integration

Agile Sprint 6/10/2019 7/5/2019

5 Sprint 4 (Live Hospital ED
Surveillance, AHEDD data
integration & AT-RISK
Predictive Model with

Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019

2019^43/RFP.20I9-DPHS-I9-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-I9-DATAA

PART 3-EXHIBIT A

CONTRACT DELIVERABLES

6 Sprint 5 (Emergency Medical
Services data (TEMSIS) &
HHSIOplold Insight
Dashboard

Agile Sprint 8/5/2019 8/30/2019

7 Sprint 6 (30 Day Closeout
Plus remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019

Sprint 0 (Planning and Project Management)

8 Conduct Project Kickoff
Meeting

Non-Software April 2019

9 Work Plan Written April 2019

10 Infrastructure Plan,
including Desktop and
Network Configuration
Requirements

Written April 2019

11 Security Plan Written April 2019

12 Communications and

Change Management Plan
Written April 2019

Sprint Execution (Installation, Testing, and System Deployment)

13 Sprint 1 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceablilty Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration .
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded Into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

14 Sprint 2 Summary Written

20I9-043/RFP-20I9-DPHS-19-DATAA
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PART 3-EXHIBIT A

CONTRACT DELIVERABLES

Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceablllty Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019
Deployment Plan Written April 2019-

August 2019
Data Loaded Into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

15 Sprint 3 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceablllty Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019
Deployment Plan Written April 2019-

August 2019
Data Loaded Into

Production

Environment

Software April 2019-
August 2019

2019-043/RFP-2019.DPHS-19.DATA A
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PART 3-EXHIBIT A

CONTRACT DELIVERABLES

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

16 Sprint 4 Summary Written

Project Status
Reports

Written April 2019-
Augu8t2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceabiiitv Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development -
and Unit Testing

Software
•

April 2019-
August 2019

Conduct integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019

Deployment Plan Written April 2019-
Auqust 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

17 Sprint 5 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceabiiitv Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019

2019^43/RFP-2019.DPHS-19.DATAA
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CONTRACT DELIVERABLES

Deployment Plan Written April 2019-
August 2019

Data Loaded Into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

Sprint 6 (Clean up and Project Closure Activities as Needed)

18 End User Support Plan Written September
2019

Business Continuity Plan Written October 2019

20 Documentation of

Operational Procedures

Written November,
2019

21 Ongoing Hosting Support Non-Software September-
November

2019

22 Conduct Project Exit
Meeting

Non-Software November,
2019

23 Conduct System
Performance (Load/Stress)
Testing

Non-software October, 2019

24 Certification of 3rd Party Pen
Testing and Application
Vulnerability Scanning

Non-software October, 2019

20I9-043/RFP-20I9-DPHS-I9-DATAA

Exhibit A - (^ntract Deliverables - Part 3
Date:

Contractor s Initials Page 6 of 6



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-I9-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1. Not to Exceed

1.1.1. This is a FIXED PRICE Contract for the period between the Effective Date
through September 30,2019. The Contractor shall be responsible for
performing its obligations in accordance with the Contract. This Contract will
allow the Contractor to invoice the State for the following activities.
Deliverables, or milestones appearing in the price and payment tables below.

Activity, Deliverable, or
Milestone

Deliverable

Type
Estimated

Start Date

Estimated

Finish

Date

Price

Agile Sprlnt.Activitles . > ' . 1.

.  1
sprint 0 (Project Planning &
Initiation)

Agile Sprint 4/1/2019 4/12/2019 Included

2
Sprint 1 (Child.Welfare and CDC
Data Integration & Visualization)

Agile Sprint 4/15/2019 5/10/2019 Included

3
Sprint 2 (Medicaid & Commercial
Claims Integration)

Agile Sprint 5/13/2019 6/7/2019 Included

4

Sprint 3 (Vital Records/Medical
Examiner, Grant/State BDAS and
Naioxone Services Data

Integration

Agile Sprint 6/10/2019 .7/5/2019 Included

5

Sprint 4 (Live Hospital ED
Surveillance, AHEDD data
integration & AT-RISK Predictive
Model with Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019 Included

6

Sprint 5 (Emergency Medical
Services data (TEMSIS) & HHSi
Opioid Insight Dashboard

Agile Sprint 8/5/2019 8/30/2019 Included

7
Sprint 6 (30 Day Closeout Plus
remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019 Included

Sprint 0 (Planning and Pro ect Management . ; . ■ ■ •"

8 Conduct Project Kickoff Meeting Non-Software April, 2019 $115,844

9 Work Plan Written April, 2019 $114,844

10

Infrastructure Plan, including
Desktop and Network
Configuration Requirements

Written April, 2019 $46,338

11 Security Plan Written April. 2019 $46,338

20I9-043/RFP-2019-DPHS-19-DATAA
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PRICE AND PAYMENT SCHEDULE

1 Communications and Change 1 »A/ri«on
1 Manaqement Plan I April. 2019 $46,338

- Sprint Execution (Installation,'Testing, and System Deployment) .

13 Sprint 1 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019'

Included In the

, Sprint
Summary

Conduct Training ' Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

14 Sprint 2 Summary Written $381,569.40

Project Status Reports Written

April 2019
-August
2019

Included In the

Sprint
Summary

20l9-043/RFP-20i9.DPHS-l9-DATAA
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PRICE AND PAYMENT SCHEDULE

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint

Summary

Requirements
Traceability Matrix

Written

April 2019

-August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
• Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-

August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
.  Summary

Conduct-=Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

15 Sprint 3 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary

Dally Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August
2019

Included In the

Sprint
Summary

20I9-043/RFP.20I9-DPHS-19-DATAA
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PRICE AND PAYMENT SCHEDULE

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing Non-Software

April 2019-
August
2019

Included In the
Sprint

Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included in the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

16 Sprint 4 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August

2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing Software

April 2019-
August
2019

Included In the

Sprint
Summary

2019-043/RFP-2019-DPHS-19-DATA A
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PRICE AND PAYMENT SCHEDULE

Conduct Integration
Testing Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the
Sprint

Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-

August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

17 Sprint 5 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019 ■

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
-August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
-August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing Non-soRware

April 2019-
August
2019

Included In the

Sprint
Summary

2019-043/RFP.-2019-DPHS-19-DAT A A -
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PRICE AND PAYMENT SCHEDULE

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the
Sprint

Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

. 'i Sprint 6 (Clean up and. Project Closure Activities as Needed)

18 End User Support Plan Written
September

, 2019
$0

19 Business Continuity Plan Written
October,
2019

$0

20
Documentation of Operational
Procedures

Written
November.

2019
$0

21 Ongoing Hosting Support Non-Software

September

November

2019

$0

22 Conduct Project Exit Meeting Non-Software
November

2019
$0

23
Conduct System Performance

■ (Load/Stress) Testing
Non-software

October,
2019

$0

24

Certification of 3rd Party Pen
Testing and Application
Vulnerability Scanning

Non-software
October,
2019

$0

1.2. Proposed Vendor Staff, Resource Hours and Rates Worksheet

1.2.1. The following worksheet indicates STAFFING TITLES Individuals that shall be
assigned to the Project, their hours and associated applicable rates. Names
are provided for INFORMATIONAL PURPOSES RELATED TO THE
PROPOSED FIXED PRICE, AND OTHER THAN KEY PERSONNEL. NAMES
ARE SUBJECT TO CHANGE BY DELOITTE AS REQUIRED .
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PRICE AND PAYMENT SCHEDULE

Title Name .
Initiation

Hours"

Implerhentatlon
•  iHours

Project
Close

out

Hours

Hourly
■ Rate

Hours

X Rate

Enterprise
Architect Lead

Gregory Spino 30 160 20 $240 $ 50,400

Opioid
Analytics Lead

Sean Conlin 10 90 10 $350 $ 38,500

Project
Manager

Jeff Walker 40 460 40 $220 $ 118,800

ETL and Data

Wrangling
Lead

Abhishek Pathak 160 1200 160 $ 196 $ 297,920

Training Lead Kelly Neway 100 664 100 $ 150 $ 129.600

Data
Visualization

TBD 120 792 120 $ 155 $ 159,960

Data Scientist,

Lead (PhD)
Tim Hartman 40 420 20 $350 $ 168,000

Data Scientist TBD 60 400 20 $215 $ 103:200

Data Scientist TBD 40 190 10 $215 $51,600

Data

Governance

TBD . 100 759 160' $ 175 $ 178,325

Security Lead Dipak Modi 0 104 40 . $ 196 $ 28,224

Ul Designer TBD 0 120 40 $ 130 $20,800

Clinician Manal Azer 0 100 20 $ 175 $21,000

Physician TBD 0 100 20 $350 $ 42,000

Senior

Database

(ETL)

Varsha Goel 0 1460 0 $145 $211,700

Database

(ETL)
TBD 0 980 0 $130 $ 127,400

2019-043/RFP-2019-DPHS-10-DATA A
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Title Name
Initiation

Hours

Irnplemehtation
Hours

Project
• Close

- out

Hours;

Hourly
Rate -

1

; Hours-

X Rate

Database

(ETL)
TBD 0 980 0 $130 $ 127,400

Tester T8D 0 1200 120 $98 $ 129,360

Tester TBD 0 600 40 $98 $62,720

Security TBD 0 600 120 $172 $ 123,840

Digital
Analytics

Quinn Chasan 0 100 0 $- $-

Cloud

Engineer
Sean Wholtman 0 100 0 $350 $ 35,000

Cloud Data

Scientist
Bryce Buffaloe 0 100 0 $- $-

Digital Data
Analyst

TBD 0 128 0 $350 $ 44,800

TOTALS^,

v:

.  \i
- ir. .. . ;i.-

i  • T.

' .700; !  10.60
"I. ■ ' ''

■'fc ' ■ ■ '$
2.270,649.

1.3. Future Vendor Rates Worksheet

1.3.1. The State may request additional Services from the selected Vendor AT THE
rates BELOW in the event that additional Service is required "SFY" refers to
State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1
through June 30 of the following calendar year. Positions not identified in the
Proposed Position Worksheet may be included in the Future Vendor Rates
Worksheet.

Table 1.4: Future Vendor Rates Worksheet

V

SFY 2020 SFY 2021, :■ .SFY 2022 SPY 2023- .

Clinician S ISO S 186 S 191 $ 197

2019^43/RFP.20l 9-DPHS-1 9-DATAA
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PRICE AND PAYMENT SCHEDULE

Data Governance

Lead

S 180 $ 186 $ 191 $ 197

Data Scientist Lead

PhD

$443 $456 $470 $484

Data Scientist $361 $ 371 $382 $394

Data Scientist $361 $ 371 $382 $394

Data Visualization $ 160 $ 164 $ 169 $ 174

Database (ETL) $268 $276 $284 $293

Enterprise Architect

Lead

$247 $ 255 . $262 $270

ETL and Data

Wrangling Lead

$202 $208 $214 $221

Opioid Analytics

Lead

$361 $371 $382 $394

Physician $361 $371 $382 $394

Project Manager $227 $233 $240 $248

Security $ 177 $ 183 $ 188 $ 194

Security Lead $202 $208 $214 $221

Senior Database

(ETL)

$ 149 $ 154 $158 $ 163

Tester $202 $208 $214 $221

Training Lead $ 155 $ 159 $ 164 S 169

Ul Designer $ 134 $ 138 $ 142 $ 146

1.4. Website Hosting, Maintenance and Support Pricing Worksheet

HOSTED

SERVICES

Year 1 Year 2 Year 3 Year 4 ,  5 TOTAL

Web Site Hosting
Fee"

$27,000 $27,000 $27,000 $27,000 $27,000 $135,000

2019-043/RFP-2019-DPHS-19-DATA A
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PRICE AND PAYMENT SCHEDULE

HOSTED

SERVICES

Year 1 Year 2 Year 3 Year 4 Year 6- TOTAL

Technical Support
and updates

Maintenance and

Updates

GRAND TOTAL $27,000 $27,000 $27,000 $27,000 $27,000 $135,000

NOTE: The prices above represent the price for Google Hosting "Services where the State
purchases the services directly from Google, and the Contractor serves as a payee agent.
This hosted services pricing is not included in the Contract Not to Exceed fixed price, but may
be added via a change order. The purchase and licensing of Google Hosting Services shall
be governed by a separate agreement between the State and a third party.

2. CONTRACT PRICE

2.1. Notwithstanding any provision In the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the
State exceed the amount indicated in the P-37 General Provisions Block 1.8 ("Price
Limitation"). The payment by the State of the total Contract price shall be the only,
and the complete reimbursement to the Contractor for all fees and expenses, of
whatever nature, incurred by the Contractor in the performance hereof.

2.2. The State will not be responsible for any travel or out of pocket expenses incurred in
the performance of the Services performed under this Contract.

3. INVOICING

3.1. The Contractor shall submit correct invoices to the State for all amounts to be paid
by the State. All invoices submitted shall be subject to the State's prior written
approval, which shall not be unreasonably withheld. The Contractor shall only submit
invoices for Services or Deliverables as permitted by the Contract. Invoices must be
in a format as determined by the State and contain detailed information, including
without limitation: itemization of each Deliverable and identification'of the Deliverable
for which payment is sought, and the Acceptance date triggering such payment; date
of delivery and/or installation; monthly maintenance charges; any other Project costs
or retention amounts if applicable.

3.2. Upon Acceptance of a Deliverable, and a properly documented and undisputed
invoice, the State will pay the correct and undisputed invoice within thirty (30) days
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PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

of invoice receipt (and All disputes shall be resolved in accordance with Section 16
of the Contract). Invoices will not be backdated and shall.be promptly dispatched.

3.3. Invoices shall be sent to;

Financial Administrator

Department of Health and Human Services
Division of Public Health
29 Hazeri Dr.
Concord; NH 03301

4. PAYMENT ADDRESS

4.1. Payments shall be made via ACH. Use the following link to enroll with the State
Treasury for ACH payments: https:/Avww.nh.Qov/treasurv/state-vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

5.1. The Contractor shall promptly, but no later than fifteen (15) business days, return to
the State the full amount of any overpayment or erroneous payment upon discovery
or notice from the State.

6. CREDITS

6.1. The State may apply credits due to the State arising out of this Contract, against the
Contractor's Invoices with

20I9^43/RFP-20I9-DPHS-I9-DATAA
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PRICE AND PAYMENT SCHEDULE

6.2. appropriate information attached

7. PROJECT HOLDBACK

7.1. The State shall withhold ten percent (10%) of each sprint release or milestone
payment amount (per the workplan) for a period of 60 days after first productive use
of the sprint release or milestone as applicable.

THE STATE RESPONSIBILITIES

8.1 The State shall cooperate with the Contractor in the performance of the Sen/ices,
including (I) providing the Contractor with timely access to data. Information, and
personnel of the State; (ii) providing DOIT support required to provide, install, maintain
and support the necessary environments and tools; (iii) promptly notifying the Contractor
of any issues, concerns or disputes with respect to the Services and (iv) having
responsibility for data sharing/data use agreements for data sources, assignment of data
privacy and security designations for data, and approval of authorizations and privileges
for data access and disclosure. With respect to the data and information provided by the
State to the Contractor or its subcontractors for the performance of the Services, the
State shall have all rights required to provide such data and information.

8.2. The Slate shall be solely responsible for; (i) the performance of its personnel and
agents; (ii) the accuracy and completeness of all data and information provided to the
Contractor for purposes of the performance of the Services; (iii) performing all
management functions for the Department; (iv) designating a management member to
oversee the Services; (v) evaluating the adequacy and results of the Sen/ices; and (vii)
establishing and maintaining internal controls, including monitoring ongoing activities of
the Department.
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EXHIBIT C

SPECIAL PROVISIONS

Revisions to Form P-37, General Provisions

1.1. Section 4. Conditional Nature of Agreement, is replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all
obligations of the State hereunder, including without limitation, the
continuance of payments, in whole or in part, under this Agreement
are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability
of funds affected by any state or federal legislative or executive action
that reduces, eliminates, or otherwise modifies the appropriation or
availability of funding for this Agreement and the Scope of Services
provided in Exhibit A, Scope of Services, in whole or in part. In no
event shall the State be liable for any payments hereunder in excess
of appropriated or available funds. In the event of a reduction,
termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds
become available, if ever. The State shall have the right to reduce,
terminate or modify sen/ices under this Agreement immediately upon
giving the Contractor notice of such reduction, termination or
modification. The State shall not be. required to transfer funds from
any other source or account into the Account(s) identified in block 1.6
of the General Provisions, Account Number, or any other account in
the event funds are reduced or unavailable.

1.2. Subsection 8.1.1, Event of Default/Remedies, is deleted and replaced as
follows:

8.1.1 failure to perform the Services in accordance with the
Agreement.

1.3. Subsection 8.2.1, Event of Default/Remedies, is deleted and replaced as
follows:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in th'e absence of a
greater specification of time, thirty (30) days from the date of the notice,
and if the Event of Default is not timely remedied, terminate this

20I9-043/RFP-2019-DPHS-I9.DATAA
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SPECIAL PROVISIONS

Agreement, effective two (2) days after giving the Contractor notice of
termination.

1.4. Section 10, Termination, is amended by adding the following language:

10.1 The State may terminate the Agreement at any time for
any reason, at the sole discretion of the State, 30 days after giving
the Contractor written notice that the State is exercising its option to
terminate the Agreement.

10.2 In the event of early termination, the Contractor shall,
within 15 days of notice of early termination, develop and submit to
the State a Transition Plan for services under the Agreement,
including but not limited to, identifying the present and future needs
of clients receiving services under the Agreement and establishes a
process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and
shall promptly provide detailed information to support the Transition
Plan including, but not limited to, any information or data requested
by the State related to the termination of the Agreement and
Transition Plan and shall provide ongoing communication and
revisions of the Transition Plan to the State as requested.

10.4 In the event that services under .the Agreement, including
but not limited to clients receiving services under the Agreement are
transitioned to having services delivered by another entity including
contracted providers or the State, the Contractor shall provide a
process for uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying
clients and other affected individuals about the transition. The

Contractor shall include the proposed communications in its.
Transition Plan submitted to the Slate as described above.

1.5. Section 13. Indemnification, is deleted and replaced as follows:

13. The Contractor shall defend, indemnify and hold harmless the
State, its officers and employees, from and against any and all losses
suffered by the State, its officers and employees, and any and all
claims, liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, or by or on behalf of
any local, state or federal government entity, on account of, based or

20I9-043/RFP-2019-DPHS-I9-DATAA

Exhibit C T. Special Provisions - Part 3

Dale;

Contractor's Initials ̂  Page 2 of 4



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
EXHIBIT C

SPECIAL PROVISIONS

>

resulting from, arising out of (or which may be claimed to arise out of)
the acts or omissions of the Contractor, Us subcontractors, and
assignees. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign immunity of
the Slate, which Immunity is hereby reserved to the State. This
covenant in paragraph 13 shall survive the termination of this
Agreement.

13.1 The Contractor shall require any subcontractor,
delegates, or transferees to agree in writing to defend, indemnify and
hold harmless the State, its officers and employees from and against
any and all losses suffered by the State, its officers and employees,
and any and all claims, liabilities or penalties asserted against the
States, its officer and employees, by or on behalf of any person, on
account of, based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the subcontractor,
delegate, or transferee.

1.6. Subsection 14.2, Insurance, is deleted and replaced as follows;

14.2 The policies described in subsection 14.1 herein shall be
on policy forms and endorsements approved for use in the Slate of
New Hampshire by the N.H. Department of Insurance, and issued by
insurers licensed or otherwise legally permitted to conduct business
in the Slate of New Hampshire.

1.7. Subsection 14.3, Insurance, is deleted and replaced as follows:

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified in
block 1.9 or his or her successor, certificate{s) of insurance for all
renewal(s) of insurance required under this Agreement no later than
five (5) days prior to the expiration date of each of the insurance
policies. The certificate(s) of insurance and any certificate renewals
thereof shall be attached and are incorporated herein by reference.
Each certificate(s) of insurance shall contain a clause Requiring the
insurer to provide the policyholder first named insured no less than
thirty (30) days prior written notice of cancellation or modification of
the policy. In turn. Contractor shall provide written notice to
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Contracting Officer identified in block 1.9, or his or her successor, in
the event Contractor is unable to procure replacement insurance
coverage meeting substantially all of the requirements and
specifications herein thirty (30) days prior to cancellation or
modification of the policy.

2. Renewal

2.1. The Department reserves the right to extend this agreement for up to one
(1) additional year, contingent upon satisfactory delivery of services,
available funding, written agreement of the parties and approval of the
Governor and Executive Council.
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ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

1.1 .The Contractor must assume all reasonable travel and related expenses. All
labor rates v^flll be "fully loaded", including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

2.1.The State will not pay for any shipping or delivery fees unless specifically
itemized in the Contract.

3. ACCESS/COOPERATION

3.1. As applicable, and subject to the applicable laws and regulations, the State
will provide the Contractor with access to all program files, libraries, personal
computer-based systems, software packages, network systems, security
systems, and hardware as required completing the contracted Services.

3.2. The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Contractor to perform its
obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

4.1. The Contractor shall provide the State access to all State-owned documents,
materials, reports, and other work In progress relating to this RFP. Upon
expiration or termination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress
relating to this RFP to the State at no additional cost to the State. Documents
must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1. The Contractor shall agree to the conditions of all applicable State and federal
laws and regulations, which are incorporated herein by reference, regarding
retention and access requirements, including without limitation, retention
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ADMINISTRATIVE SERVICES

policies consistent with the Federal Acquisition Regulations (FAR) Subpart
4.7 Contractor Records Retention.

5.2.The Contractor and its Subcontractors shall maintain payment related books,
records, documents, specifically applicable to the services The Contractor and
its Subcontractors shall retain all such records for three (3) years following
termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

5.3. Upon prior notice and subject to reasonable time frames, all such records shall
be subject to inspection, examination, audit and copying by personnel so
authorized by the State and federal officials so authorized by law. rule.

/  regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless othenvise
agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the
Contract and one (1) year term following litigation relating to the Corttract,
including all appeals or the expiration of the appeal period. The Contractor
shall include the record retention and review requirements of this section in
any of its subcontracts.

Records made available to the State under this Section may be redacted by the
Contractor to the extent necessary to protect its proprietary and confidential

information and to avoid any invasion of personal privacy.

5.4. The State agrees that books, records, documents, and other evidence of
accounting procedures and.practices related to the Contractor's cost structure
and proftt factors shall be excluded from the State's review unless the cost of
any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

6.1.The Contractor shall maintain an accounting system that allows for an audit
per the provisions of Standards for Audit of Governmental Organizations.
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Programs, Aclivities and Functions, issued by the US General Accounting
Office (GAG standards). The costs ajsplicabie to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain
records pertaining to the Services and all other costs and expenditures.
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IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT The State believes that effective communication and
reporting are essential to Project success.

1.1. The Contractor Key Project Staff shall participate in meetings as requested
by the Slate, in accordance with the requirements and terms of this Contract.

1.1.1. Introductory Meeting: Participants will include the Contractor's Key
Project Staff and State Project leaders from both Depahment of Justice
and the Department of Information Technology. This meeting will enable
leaders to become acquainted and establish any preliminary Project
procedures.

1.1.2. Kickoff Meeting: Participants will include the State and the Contractor's
Project Team and major stakeholders. This meeting is to establish a
sound foundation for activities that will follow.

1.1.3.Status Meetings: Participants will include, at the minimum, the
Contractor's Project Manager and the State Project Manager. These
meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule
and within budget, A status and error report from the Contractor shall
serve as the basis for discussion.

1.1.4. The Work Plan: must be reviewed at each Status Meeting and updated,
at minimum, on a bi-weekly basis, in accordance with the Contract.

1.1.5. Special Meetings: Need may arise for a special meeting with State
leaders or Project stakeholders to address specific issues.

1.1.6. Exit Meeting: Participants will include Project leaders from the
Contractor and the State. Discussion will focus on lessons learned from

the Project and on follow up options that the State may wish to consider.

1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation
for the kickoff meeting, will also be the Contractor's responsibility.
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IMPLEMENTATION SERVICES

1.3. The Contractor's Project Manager or the Contractor's Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of
this Contract. All status repoils shall be prepared in formats approved by the
State. The Contractor's Project Manager shall assist the State's Project
Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The
Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1.3.1. Project status related to the Work Plan;
1.3.2. Deliverable status;

1.3.3. Accomplishments during weeks being reported;
1.3.4. Planned activities for the upcoming two (2) week period;
1.3.5. Future activities; and

1.3.6. Issues and concerns requiring resolution.
1.3.7. Report and remedies in case of falling behind Schedule

1.4. As reasonably requested by the State, the Contractor shall provide the
State with information or reports regarding the Project. The Contractor
shall prepare special reports and presentations relating to Project
Management, and shall assist the State In preparing reports and
presentations, as reasonably requested by the State, all at no additional
cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

2.1. 1 The Contractor shall employ an industry-standard
Implementation strategy with a timeline set forth in accordance
with the Work Plan;

2.1.2 The Contractor and the State shall adopt a change management
approach to identify and plan key strategies and communication
initiatives.

2.1.3 The Contractor's team will provide training templates as defined
in the Training Plan, which will be customized to address the
State's specific requirements. Decisions regarding format,
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content, style, and presentation shall be made early on in the
process, by the State, providing sufficient time for development
of material as functionality is defined and configured.

2.1.4 The Contractor shall manage Project execution and provide the
tools needed to create and manage the Project's Work Plan and
tasks, manage and schedule Project staff, track and manage
.issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2 Timeline

2.2.1 The timeline is set forth in the Work Plan. During the initial
planning period Project task and resource plans will be
established for; the preliminary training plan, the change
management plan, communication approaches. Project
standards and procedures finalized, and team training initiated.
Timing will be structured to recognize interdependehcies
between applications and structure a cost effective and timely
execution. Processes will be documented, training established,
and the application will be ready for Implementation in
accordance with the Work Plan.
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1. The Contractor shall provide the following Products and Services described in this
Exhibit F, including but not limited to:

2. TESTING AND ACCEPTANCE

1.1.The Contractor, working with the State shall bear all responsibilities for the full
suite of Test Planning and preparation throughout the Project in accordance with
Section 5.3 of the Contract. The Contractor will also provide training as
necessary to the State staff responsible for test activities. The Contractor shall
be responsible for all aspects of testing contained in the Acceptance Test Plan
including support, at no additional cost, during User Acceptance Test conducted
by the State and the testing of the training materials.

1.2. The Test Plan methodology shall reflect the needs of the Project and be included
in the finalized Work Plan. A separate Test Plan and set of test materials will be
prepared for each Software function or module.

.1.3. All Testing and Acceptance (both business and technically oriented testing) shall
apply to testing the System as a whole, (e.g., software modules or functions, and
Implementatlon(s)). This shall include planning, test scenario and script
development. Data and System preparation for testing, and execution of Unit
Tests, System Integration Tests. Conversion Tests, Installation tests, Regression
tests. Performance Tuning and Stress tests, Security Review and tests, and
support of the State during User Acceptance Test and Implementation.

1.4. In addition, the Contractor shall provide a mechanism for reporting actual test
results vs. expected results and for the resolution and tracking of all errors and
problems identified during test execution. The Contractor shall also correct
Deficiencies and support required re-testing.

1.5. TEST PLANNING AND PREPARATION

1.5.1. The Contractor shall provide the Stale with an overall Test Plan that will
guide all testing. The Contractor provided. State approved. Test Plan will
include, at a minimum, identification, preparation, and Documentation of
planned testing, a requirements traceability matrix, test variants, test
scenarios, test cases, test scripts, test Data, test phases, unit tests.
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expected results, and a tracking method for reporting actual versus
expected results as well as all errors and problems identified during test
execution.

1.5.2. As Identified in the Acceptance Test Plan, and documented in accordance
with the Work Plan and the Contract, State testing will commence upon the
Contractor's Project Manager's Certification, In writing, that the
Contractor's own staff has successfully executed all prerequisite
Contractor's testing, along with reporting the actual testing results, prior to
the start of any testing executed by State staff. The State will be presented
with a State approved Acceptance Test Plan, test scenarios, test cases,
test scripts, test data, and expected results.

1.5.3. The State will commence User Acceptance Testing within five (5) business
days of receiving Certification from the Contractor that the State's personnel
have been trained and the System is Installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an
environment Independent from the Contractor's development environment.
The Contractor must assist the State with testing in accordance with the
Test Plan and the Work Plan, utilizing test and live Data to validate reports,
and conduct stress and performance testing, at no additional cost.

1.5.4. Testing begins upon completion of the Software configuration as required
and user training according to the Work Plan. Testing ends upon issuance
of a letter of UAT Acceptance by the State.

1.5.5.The Contractor must demonstrate that their testing methodology can be
integrated with the State standard methodology.

1.6. CONVERSION VALIDATION TESTING (If applicable)
In Conversion Validation Testing, target application functions are
validated.
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Activity •

Description •
'V • ■ ..
'  ' : 1

"

s.

'.. ■' '

The conversion validation test should replicate the entire

flow of the converted data through the Software Solution.
As the Software Solution is interfaced to legacy or third-
party applications/interfaces, testing verifies that the
resulting flow of the converted data through these interface
points performs correctly.

Contractor Team

Responsibilities .

. For conversions and interfaces, the Contractor's team will

execute the applicable validation tests and compare execution

results with the documented expected results.

State and,:

Coritractor. ■ , ■

Responsibilities

Extract and cleanse, If necessary, the legacy data to be

converted in the data conversions.

Work Product

Description .

.  '' • •

Validation-Tested Conversion Programs. These programs

include conversion programs that have been tested to verify

that the resulting converted legacy data performs correctly in

the entire suite of the Application.

1.7. INSTALLATION TESTING

1.7.1. In Installation Testing the application components are installed in the
System Test environment to test the installation routines and are refined
for the eventual production environment. This activity serves as a dry run
of the installation steps in preparation for configuring the production
system.

1.8. USER ACCEPTANCE TESTING (UAT)

1.8.1. The State begins UAT upon completion of the Software configuration as
required and user training according to the Work Plan. Testing ends upon
issuance of a letter of UAT Acceptance by the State and in accordance with
the mutually agreed-upon project tirneline.

1.8.2. The User Acceptance Test (UAT) is a verification process performed in a
copy of the production environment. The User Acceptance Test verifies

20l9^43/RFP-20i9-DPHS'l9-DATAA

FixhibiJ F - Testing Scn'iccs - Pan 3Dn,c:4^4r /
Conirocior's Initials Page 3 of8



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-I9-DATAA

PART 3 - EXHIBIT F

TESTING SERVICES

System functionality against predefined Acceptance criteria that support
the successful execution of approved business processes.

1.8.3. DAT will also serve as a performance and stress test of the System. It may
cover any aspect of the new System, including administrative procedures
such as backup and recovery. The results of the DAT provide evidence
that the new System meets the User Acceptance criteria as defined in the
Work Plan.

1.8.4. The results of the User Acceptance Test provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.8.5. Upon successful conclusion of UAT and successful System deployment,
the State will issue a letter of UAT Acceptance and the respective Warranty
Period shall commence

Actiyity "
Description

The System User Acceptance Tests verify System functionality
against predefined Acceptance criteria that support the
successful execution of approved processes.

Coritractpr ,

Team

Responsibilities

1

• Provide the State an Acceptance Test Plan and selection of

test scripts for the Acceptance Test.

• Monitor the execution of the test scripts and assist as needed

during the User Acceptance Test activities.

• Work jointly with the State in determining the required actions
for problem resolution.

State ■

.Resporisibilities
• Approve the development of the User Acceptance Test Plan

and the set of data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

• Execute the test scripts and conduct User Acceptance Test

activities.

• Document and summarize Acceptance Test results.

• Work jointly with the Contractor in determining the required

actions for problem resolution.

• Provide Acceptance of the validated Systems.
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Work Product The Deliverable for User Acceptance Tests is the User
Description ,!• Acceptance Test Results. These results provide evidence that

the new System meets the User Acceptance criteria defined in
the Work Plan.

1.9. PERFORMANCE TUNING AND STRESS TESTING

1.9.1. The Contractor shall develop and document hardware and Software
configuration and tuning of <SOFTWARE> infrastructure as well as assist
and direct the State's System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software throughout
the Project

1.10. SCOPE

1.10.1. The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

1.10.2. It will include the measurement of response rates of the application for
end>user transactions and resource utilization (of various servers and
network) under various load conditions. These response rates shall
become the basis for changes and retesting until optimum System
performance is achieved.

1.10.3. Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to
provide the best results.

1.11. Test Types -Performance testing shall use two different types of testing to
determine the stability of the application. They are baseline tests and load
tests.

1.11.1. Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a
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defined business transaction. During baseline testing, each Individual
script is run to establish a baseline for transaction response time,
throughput and other user-based metrics.'

1.11.2. Load Tests: Load testing will determine If the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions teased on workload
distribution. System response time and utilization is measured and
recorded.

1.12. TUNING

1.12.1. Tuning will be the Contractor led and occur during both the development
of the application and load testing. Tuning is the process whereby the
application performance is maximized. This can be the result of making
code more efficient during development as well as making tuning
parameter changes to the environment.

1.13. REGRESSION TESTING

1.13.1. As a result, of the user testing activities, problems will be identified that
require correction. The State will notify the Contractor of the nature of the
testing failures in writing. The Contractor will be required to perform
additional testing activities in response to State and/or user problems
identified from the testing results. Regression testing means selective re-
testing to detect faults introduced during the modification effort, both to
verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System
components still meet their specified requirements.

1.13.2. In designing and conducting such regression testing, the Contractor will
be required to assess the risks inherent to the modification being
implemented and weigh those risks against the time and effort required
for conducting the regression tests. In other words, the Contractor will be
expected to design and conduct regression tests that will identify any
unintended consequences of the modification while taking into account
Schedule and economic considerations.

2019-043/RFP-2010-DPHS- 19-DATA A

F..\hibit F •* T«siinB Services - Part 3
Da.c: VAA
Conirncior s Initials PogebofS



STATE OF NEW HAMPSHIRE

Dcpurtmcnt of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-20I9-DPHS-I9.DATAA

PART 3 - EXHIBIT F

TESTING SERVICES

1.14. SECURITY REVIEW AND TESTING

1.14.1. IT Security involves all functions pertaining to the securing of State Data
and Systems through the creation and definition of security policies,
procedures and controls covering such areas as identification,
authentication and non-repudiation.

1.14.2. All components of the Software shall be reviewed and tested to ensure
they protect the State's hardware and software and its related Data
assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in
order to provide the necessary confidentiality, integrity and availability.
Tests shall, at a minimum, cover each of the service components. Test
procedures shall include penetration tests and application vulnerability
scanning.

Service

Component

Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those

parties attempting to log onto a system or
application for security purposes and the

validation of users

Access Control Supports the management of permissions

for logging onto a computer or network

Encryption Supports the encoding of data for security

purposes

Intrusion Detection Supports the detection of illegal entrance

into a computer system

Verification Supports the confirmation of authority to
enter a computer system, application or

network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,

application and network accounts within an

organization.

2019-O43/RFP-20I9-DPHS-I9-DATAA

[I.xhibii F j T/siing Scr\*iccs - Pun 3
Oaic:

Contr
:: V/r/f X
inrcfors Initiols Poge 7 of8



STATE OF NEW HAMPSHIRE

Dcpurtmcnt of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20l9-043/RFP-20t9-DPHS-I9.DATAA
PART 3 - EXHIBIT F

TESTING SERVICES

Role/Privilege

Management

Supports the granting of abilities to users or

groups of users of a computer, application
or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of
activities within an application or system

Input Validation Ensures the application is protected from

buffer overflow, cross-site scripting, SQL
injection, and unauthorized .access of files

and/or directories on the server.

1.14.3. Tests shall focus on the technical, administrative and physical security
controls that have been designed into the System architecture In order to
provide the necessary confidentiality, integrity and availability. Tests
shall, at a minimum, cover each of the service components. Test
procedures shall include 3^*^ party penetration tests and application
vulnerability scanning.

1.14.4. Prior to the System being moved into production the Contractor shall
provide results of all security testing to the Department of Information
Technology for review and Acceptance. All Software and hardware shall
be free of malicious code (malware).

1.15. PENETRATION TESTING (NON-PCI ENVIRONMENT)

1.15.1. The Contractor shall provide verification that their Software and System
environment has undergone penetration testing in accordance with
current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National
Institute of Standards Technology (NIST). The State requires that the
Contractor has this testing performed annually by a qualified third-party
vendor at least annually, and after every major software and/or system
update.
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1. SYSTEM MAINTENANCE

1.1. The Contractor shall maintain and support the System in all material respects as
described in the applicable program Documentation through the contract end date.

2. SYSTEM SUPPORT

2.1. The Contractor will be responsible for performing on-site or remote technical support
in accordance with the Contract Documents, including without limitation the
requirements, terms, and conditions contained herein.

2.2. As part of the 90 day warranty period (as defined in Exhibit K the below), support
levels shall be as follows;

2.2.1. Class A Deficiencies - The Contractor shall have available to the Department
on-call telephone assistance, with issue tracking available to.the. Department,
during Department business hours (M - F, 8:00 am - 4:30 pm) with an
email/telephone response within two (2) hours of request, or the Contractor
shall provide support with remote diagnostic Services within four (4) business
hours of a request;

2.2.2. Class 8 & C Deficiencies - The Department shall notify the Contractor of such
Deficiencies during regular business hours and the Contractor shall respond
back within two (2) hours of notification of planned corrective action.

3. SUPPORT OBLIGATIONS AND TERM

3.1. The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications and terms and requirements of the
Contract, including but not limited to S1.1 through S1.20 of the Support and
Maintenance Requirements in Exhibit H Requirements, Attachment 1.

3.2. The Contractor shall maintain a record of the activities related to warranty repair or
maintenance activities performed for the Department.

3.3. For all maintenance Service calls, the Contractor shall ensure the following
information will be collected and maintained: nature of Deficiency; current status of
the Deficiency; action plans, dates and times; expected and actual completion time;
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Deficiency resolution information; Resolved by; Identifying number i.e. work order
numl>er; and Issue identified by.

3.4. The Contractor must work with the Department to identify and troubleshoot potentially
large scale System failures or Deficiencies by collecting the following information:
mean time between reported Deficiencies with the Software; diagnosis of the root
cause of the problem; and identification of repeat calls or repeat Software problems.

3.5. SUBJECT TO THE LIMITATIONS SET FORTH IN SECTION 1.1 OF Exhibit K. If the
Contractor fails to correct a Deficiency within the allotted period of time stated in A
MUTUALLY AGREED SUPPORT PLAN, the Contractor shall be deemed to have
committed an Event of Default, and the Stale shall have the right, at its option, to
pursue the remedies in Part 2 Section 13.1.1.2 (unless cured during the cure period
upon written notice from the state).
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1. The Contractor's Project Manager and the State Project manager shall finalize the
Work Plan for Implementation within five (5) days of the Effeclivis Date and further
refine the tasks required to implement the Project. The elements of the preliminary
Work Plan are documented in accordance with the Contractor's plan to implement
the System. Continued development and management of the Work Plan is a joint
effort on the part of the Contractor and State Project Managers.

2. The preliminary Work Plan for Implementation created by the Contractor and the
State is set forth at the end of this Exhibit.

3. In conjunction with the Contractor's Project Management methodology, which shall
be used to manage the Project's life cycle, the Contractor team and the State shall
finalize the Work Plan at the onset of the Project. This plan shall identify the tasks,
Deliverables, major milestones, task dependencies, and a payment Schedule
required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's team members), refine the Project's
scope, and establish the Project's Schedule. The Plan is documented in accordance
with the Contractor's Work Plan and shall utilize an approved project management
application to support the ongoing management of the Project.

4. ASSUMPTIONS

4.1. General

4.1.1. The State shall provide team members with decision-making authority
to support the Implementation efforts, at the level outlined in the
Request for Proposal Document State Staffing Matrix.

4.1.2. All State tasks must be performed in accordance with the revised Work
Plan.

4.1.3. All key decisions will be resolved within two (2) business days. Issues
not resolved within this initial period will be escalated to the State
Project Manager for resolution.

4.1.4. Any activities, decisions or issues taken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs
shall be subject to the identified Change Control process.

4.1.5. The Contractor shall maintain an accounting system that allows for an
audit, per the provisions of standards for audit of governmental
organizations, programs, activities and functions, issued by the US
General Accounting Office (GAG Standards).
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4.2. PROJECT MANAGEMENT

4.2.1. The State shall approve the Project Management Methodology used
for the Project.

4.2.2. The State shall provide the Project Team with reasonable access to
the State personnel as needed to complete Project tasks.

4.2.3. A Project folder created within the State system, or otherwise agreed
upon solution, shall be used for centralized storage and retrieval of
Project documents, work products, and other material and information
relevant to the success of the Project and required by Project Team
members. This central repository is secured by determining which
team members have access to the Project folder and granting either
view or read/write privileges. The Contractor's Project Manager will
establish and maintain this folder. The State Project Manager shall
approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a "shared" network drive
to facilitate ease and speed of access. Final versions of all
Documentation shall be loaded to the State System.

4.2.4. The Contractor assumes that an Alternate Project Manager may be
appointed from time to time to handle reasonable and ordinary
absences of the Project Manager.

4.3. PROJECT SCHEDULE

4.3.1. Deployment is planned to begin on Jun 27, 2019 with a planned go-
live date of August 25. 2019.

4.4. REPORTING

4.4.1. The Contractor shall conduct daily sprint meetings in addition to bi
weekly status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation.

4.5. USER TRAINING

4.5.1. The Contractor's Team shall lead the development of the end-user
training plan.

4.5.2. A train the trainer approach shall be used for the delivery of end-user
training.

4.5.3. The State is responsible for the delivery of end-user training.
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4.5.4. The State shall schedule and track attendance on all end-user training
classes.

4.6. PERFORMANCE AND SECURITY TESTING

4.6.1. The Contractor's Team shall provide a performance test workshop to
identify the key scenarios to be tested, the approach and tools
required, and best practices information on performance testing.

4.6.2. The State shall work with the Contractor on all testing as set forth in
Contract Exhibit F - Testing Sen/ices.

5. ROLES AND RESPONSIBILITIES

5.1. Contractor Team Roles and Responsibilities

5.1.1. Contractor Team Project Executive

5.1.1.1. The Contractor Team's Project Executives (Contractor and
Subcontractor Project Executives) shall be responsible for
advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall
advise the Contractor Team Project Manager and the
State's Project leadership on the best practices for
implementing the Contractor Software Solution within the
State. The Project Executive shall participate in the
definition of the Project Plan and provide guidance to the
State's Team.

5.1.2. CONTRACTOR TEAM PROJECT MANAGER

5.1.2.1. The Contractor Team Project Manager shall,have overall
responsibility for the day-to-day management of the Project
and shall plan, track, and manage the activities of the
Contractor Implementation Team. The Contractor Team
Project Manager will have the following responsibilities:

5.1.2.1.1. Maintain communications with the Slate's

Project Manager:
5.1.2.1.2. Work with the State in planning and conducting

a kick-off meeting;
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5.1.2.1.3. Create and maintain the Work Plan;
5.1.2.1.4. Assign the Contractor Team consultants to

tasks in the Implementation Project according
to the scheduled staffing requirements;

5.1.2.1.5. Define roles and responsibilities of all the
Contractor Team members;

5.1.2.1.6. Provide spring, reports, sprint planning, sprint
retrospective weekly sprint reports and monthly
update progress reports to the State Project
Manager;

5.1.2.1.7. Notify the State Project Manager of
requirements for State resources in order to
provide sufficient lead time for resources to be
made available;

5.1.2.1.8. Review task progress for time, quality, and
accuracy in order to achieve progress;

5.1.2.1.9. Review requirements and scheduling changes
and identify the impact on the Project in order
to identify whether the changes may require a
change of scope;

5.1.2.1.10. Implement scope and Schedule changes as
authorized by the State Project Manager and
with appropriate Change Control approvals as
identified in the Implementation Plan;

5.1.2.1.11 . Inform the State Project Manager and staff of
any urgent issues if and when they arise;

5.1.2.1.12. Provide the State completed Project
Deliverables and obtain sign-off from the
State's Project Manager.

5.1.2.1.13. Manage handoff to the Contractor operational
staff;

5.1.2.1.14. Manage Transition Services as needed.

,5.1.3. CONTRACTOR TEAM ANALYSIS

5.1.3.1. The Contractor Team shall conduct analysis of
requirements, validate the Contractor Team's understanding
of the State business requirements by application, and
perform business requirements mapping:

5.1.3.2.

20I9-043/RFP.2019.DPHS-I9-OATAA .

Exhibit I - yv^ P'a" " 3
Date; y
Contfaetor's Initials Page 4 of 17



STATE OF NEW HAMPSHIRE

Department of Health and Human Scr\'iccs
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-20I9-DPHS-I9-DATAA

PART 3 - EXHIBIT I

WORK PLAN

5.1.3.3. Construct and confirm application test case scenarios;
5.1.3.4. Produce application configuration definitions and configure

the applications;
5.1.3.5. Conduct testing of the configured application;
5.1.3.6. Produce functional Specifications for extensions,

conversions, and interfaces;
5.1.3.7. Assist the State In the testing of extensions, conversions,

and interfaces;

5.1.3.8. Assist the State in execution of the Slate's Acceptance Test;
5.1.3.9. Conduct follow-up meetings to obtain feedback, results, and

concurrence/approval from the State;
5.1.3.10. Assist jwith the correction of configuration problems

identified during system, integration and Acceptance
Testing: and

5.1.3.11. Assist with the transition to production.

5.1.4. CONTRACTOR TEAM TASKS

5.1.4.1. The Contractor team shall assume the following tasks;

5.1.4.1.1. Development and review of functional and
technical Specification to determine that they
are at an appropriate level of detail and quality;

5.1.4.1.2. Development and Documentation of
conversion and interface programs in
accordance with functional and technical

Specifications;
5.1.4.1.3. Development and Documentation of installation

procedures: and
5.1.4.1.4. Unit testing of conversions and interfaces

developed; and
5.1.4.1.5. System Integration Testing.

6. STATE ROLES AND RESPONSIBILITIES

6.1. The following State resources have been identified for the Project. The time
demands on the individual State team members will vary depending on the
phase and specific tasks of the Implementation. The demands on the Subject
Matter Experts' time will vary based on the need determined by the State Leads
and the phase of the Implementation.
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6.1.1. STATE PROJECT MANAGER

6.1.1.1. The State Project Manager shall work side-by-side with the
Contractor Project Manager. The role of the State Project
Manager is to manage State resources (IF ANY), facilitate
completion of all tasks assigned to State staff, and

communicate Project status on a regular basis. The State
Project Manager represents the State in all decisions on
Implementation Project matters, provides all necessary
support in the conduct of the Implementation Project, and
provides necessary State resources, as defined by the Work
Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following
responsibilities:

6.1.1.1.1. Plan and conduct a kick-off meeting with
assistance from the Contractor team;

6.1.1.1.2. Assist the Contractor Project Manager in the
development of a detailed Work Plan;

6.1.1.1.3. Identify and secure the State Project Team
members in accordance with the Work Plan;

6.1.1.1.4. Define roles and responsibilities of all State
Project Team members assigned to the
Project;

6.1.1.1.5. Identify and secure access to additional State
end-user staff as needed to support specific
areas of knowledge if and when required to
perform certain Implementation tasks;

6.1.1.1.6. Communicate issues to State management as
necessary to secure resolution of any matter
that cannot be addressed at the Project level;

6.1.1.1.7. Inform, the Contractor Project Manager of any
urgent issues if and when they arise; and

6.1.1.1.8. Assist the Contractor team staff to obtain

requested information if and when required to
perform certain Project tasks.

6.1.1.1.9. Manage handoff to State operational staff;
6.1.1.1.10. Manage State staff during Transition Services

as needed.
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6.1.2. STATE SUBJECT MATTER EXPERT(S) (SME)

6.1.2. IT The role of the State SME Is to assist application teams with
an understanding of the State's current business practices
and processes, provide agency knowledge, and participate
in the Implementation. Responsibilities of the SME include
the following;
6.1.2.1.1. Be the key user and contact for their Agency or

Department;
6.1.2.1.2. Attend Project Team training and acquire in-

depth functional knowledge of the relevant
applications;

6.1.2.1.3. Assist in validating and documenting user
requirements, as needed;

6.1.2.1.4. Assist in mapping business requirements;
6.1.2.1.5. Assist in constructing test scripts and data;
6.1.2.1.6. Assist in System Integration, and Acceptance

Testing;
6.1.2.1.7. Assist in performing conversion and integration

testing and Data verification;
6.1.2.1.8. Attend Project meetings when requested; and
6.1.2.1.9. Assist in training end users in the use of the

Contractor Software Solution and the business

processes the application supports.

6.1.2.2. A State technical SME and a Slate business SME will be

identified for each of the data sources required as a part of
the CORbi project. These resources will be available as
required throughout the lifecycle of a Sprint starting with the
data acquisition of data to be loaded into the DAP platform.
The State (DHHS) PMO will manage the data acquisition
effort. The DHHS team will be responsible for pushing data
from the data sources into the landing zone (could
potentially be a SFTP server or a landing table) except
where the data source is stored in an Oracle environment

accessible by Informatica. All data element associated with
the data sets being presented will be ingested into the new
location (data mart). This will allow for all data elements to
be stored in their final destination for future use in
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accordance with deliverables B6.1 through B6.16. DHH.S
staff will provide the data definitions and security
classifications (e.g. g Pll) for the data elements to be utilized,
DHHS will also lead with vendor support the design lo
specify and validate the extract logic from the landing zone
to the data marl layer and visualizations including tables,
data elements, reference data and any join logic required to
pull data from the landing zone into the data mart layer. The
data source layout and any memorandums of understanding
of other activities that need to be completed in advance of
utilizing a data source will be finalized and provided to the
Deloitte team no later than one week prior to the Sprint start.

6.1.3. STATE TECHNICAL LEAD AND ARCHITECT

6.1.3.1. The State's Technical Lead and Architect reports to the
State's Project Manager and is responsible for leading and
managing the State's technical tasks. Responsibilities
include;

6.1.3.1.1. Attend technical training as necessary to
support the Project;

6.1.3.1.2. Assist the State and the Contractor Team

Project Managers to establish the detailed
Work Plan;

6.1.3.1.3. Manage the day-to-day activities of the State's
technical resources assigned to the Project;

6.1.3.1.4. Work with State IT management to obtain State
technical resources in accordance with the

Work Plan;

6.1.3.1.5. Work in partnership with the Contractor and
lead the State technical staffs efforts in

documenting the technical operational
procedures and processes for the Project. This
is a Contractor Deliverable and it will be

expected that the Contractor will lead the
overall effort with support and assistance from
the State; and

20I9-043/RFP-20I9.DPHS-I9.DATAA
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6.1.3.1.6. Represent the technical efforts of the State in
daily sprint meetings and the bi-weekly Project
meetings.

6.1.4. STATE TESTING ADMINISTRATOR

6.1.4.1. The State's Testing Administrator will coordinate the State's
testing efforts. Responsibilities include:

6.1.4.1.1. Coordinating the development of system,
integration, performance, and Acceptance Test
plans;

6.1.4.1.2. Coordinating system, integration, performance,
and Acceptance Tests;

6.1.4.1.3. Chairing test review meetings;
6.1.4.1.4. Coordinating the State's team and external

third parties involvement in testing;
6.1.4.1.5. Ensuring that proposed process changes are

considered by process owners;
6.1.4.1.6. Establish priorities of Deficiencies requiring

resolution; and

6.1.4.1.7. Tracking Deficiencies through resolution.

6.2. Data Migration TESTING RESPONSIBILITIES

6.2.1. The Contractor Team and the State, based on their assigned migration
responsibilities, as set forth in Contract Exhibit F: Testing Sen/ices
shall identify applicable test scripts and installation instructions, adapt
them to the Project specifics, test the business process, and compare
with the documented expected results.

6.2.2. The Contractor Team and the State, based on their assigned
conversion responsibilities, shall execute the applicable test scripts
that complete the conversion and compare execution results with the
documented expected results.

6.2.3. The State is responsible for documenting the technical Specifications
of all programs that extract and format Data from the legacy systems
for use by the conversion processes.

6.2.4. The Contractor Team and the State, based on their assigned
conversion responsibilities, shall develop and unit test their assigned
conversions.

2019-043/RFP-2019-DPHS-19-DATA A
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6.2.5. The State and the Contractor Teams shall jointly conduct System and
Integration Testing, verifying and validating the accuracy and
completeness of the conversions.

6.2.6. The State and the Contractor Teams shall jointly verify and validate the
accuracy and completeness of the conversions for Acceptance Testing
and production.

7. INTERFACES

7.1. Interfaces shall be implemented in cooperation with the State. The following
Table 5.1 identifies the interfaces within the scope of this Contract and their
relative assignment.

7.2. Table: IN-SCOPE INTERFACES

Interface Cornponehts.
if applicable

Responsible
Party

Description

Comprehensive
Health,,, Care
Informatipn. .,
_^stem" (CHIS)i>
'Child . .'-Welfare.

■System- '■

Automated' .
Hospital •
Emergency
Department
bata(AHEDD)-- '
Vital Records
Data-v..
Drug Ovef;dose
Death Data ; '■

Trauma- , ■
Emergency."
Medical
Services. .
•Irlforrhation
System
(TEMSIS).; .

!

2019.043/RFP.20I9-DPHS-I9-DATAA
Exhibit I ryWofK Plan - Part 3
Date: 2Contractor's initials Page 10 of 17
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Interface Cornponerits.
if applicable

; Responsible
Party

Description

Grant/State ,

-BDAS.;.' :
Treatm'ent . .

Sen/ices . ,

/

Population '
Data ' ' ■ ■

7.3. Interface Responsibilities {DEPENDENT ON WHO IS WORKING ON THIS
THE CONTRACTOR. THE STATE OR BOTH)

7.3.1.

7.3.2.

7.3.3.

7.3.4.

7.3.5.

7.3.6.

7.3.7.

7.3.8.

7.3.9.

7.3.10.

7.3.11.

7.3.12.

The Contractor Team shall provide the State Contractor Application
Data requirements and examples, of data mappings and interfaces
implemented on other Projects. The Contractor Team shall identify
the APIs or ETL the State should use in the design and development
of the interface.

The Contractor Team shall lead the State with the mapping of legacy
Data to the Contractor Application.
The Contractor Team shall lead the review of functional and technical

interface Specifications.
The Contractor Team shall assist the State with the resolution of

problems and issues associated with the development and
Implementation of the interfaces.
The Contractor Team shall document the functional and technical

Specifications for the interfaces.
The Contractor Team shall create the initial Test Plan and related
scripts to Unit Test the interface. The State shall validate and accept.
The Contractor Team shall develop and Unit Test the interface.
The State and the Contractor Team shall jointly verify and validate the
accuracy and completeness of the interface.
The State is responsible for documenting the procedures required to
run the interfaces in production.
The State shall document the technical changes needed to legacy
systems to accommodate the interface.
The State shall develop and test all legacy application changes needed
to accommodate the interface.

The State and the Contractor Teams shall jointly construct test scripts
and create any data needed to support testing the interfaces.

20I9-043/RFP-2019-DPHS-I9.DATAA
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7.3.13. The State is responsible for all data extracts and related formatting
needed from legacy systems to support the interfaces.

7.3.14. The State is responislbie for the scheduling of interface operation in
production.

8. PRELIMINARY WORK PLAN

8.1. The following Table 11.2 provides the preliminary agreed upon V^Jork Plan for
the Contract.

8.2. Table: High Level Preliminary NH Project Plan DELIVERABLES,
MILESTONES. AND ACTIVITIES SCHEDULE MAY CHANGE AS NEEDED.
SAMPLE ONLY:

Activity, Deliverable, or
Milestone

Deliverable Type Estimated Start

Date

Estimated

Finish Date

Agie Sprint Activities

1 Sprint 0 (Project Planning
& Initiation)

Agile Sprint 4/1/2019 4/12/2019

2 Sprint'l (Child Welfare
and CDC Data Integration
& Visualization)

Agile Sprint 4/15/2019 5/10/2019

3 Sprint 2 (Medicaid &
Commercial Claims

Integration)

Agile Sprint 5/13/2019 6/7/2019

4 Sprint 3 (Vital
Records/Medical

Examiner. Grant/State

BDAS and Naloxone

Services Data Integration

Agile Sprint 6/10/2019 7/5/2019

5 Sprint 4 (Live Hospital ED
Surveillance. AHEDD

data integration & AT-
RISK Predictive Model

with Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019

6 Sprint 5 (Emergency
Medical Services data

Agile Sprint 8/5/2019 8/30/2019

2019.043/RFP-20I9-DPHS-I9-DATAA
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(TEMSIS)&HHSi Opioid
Insight Dashboard

7 Sprint 6 (30 Day Closeout
Plus remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019

Sprint 0 (Planning and Project Management)
8 Conduct Project Kickoff

Meeting
Non-Software April 2019

9 Work Plan Written April 2019

10 Infrastructure Plan,

including Desktop and
Network Configuration
Requirements

Written April 2019

11 Security Plan Written April 2019
12 Communications and

Change Management
Plan

Written April 2019

Sprint Execution (Installation. Testing, and System De Dioyment)

13 Sprint 1 Summary Written

Project Status
Reports

Written April 2019-
Auqust 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Logic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing
Non-Software April 2019-

August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019- ,
August 2019

20»9-043/RFP.20l9-DPHS.I9-DATAA

Exhibit I -jWofV Plan - Part 3
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Data Loaded into

Production

Environment

Software

■

April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

14 Sprint 2 Summary Written

Project Status
Reports

Written April 2019-
Auqust 2019

Daily Scrum Notes Written April 2019-
Auqust 2019

Requirements
Traceabilitv Matrix

Written April 2019-
Auqust 2019

Data Migration
Design and Data
Source Extract

Logic

Written April 2019-
August 2019

,  Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing
Non-Software April 2019-

August 2019
Conduct User

Acceptance
Testing

Non-software April 2019-

August 2019

Deployment Plan Written April 2019-
Auqust 2019

Data Loaded into

•  Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

15 Sprint 3 Summary Written

Project Status
Repofis

Written April 2019-
August 2019

20l9-043mFP.2019-DPHS-l9-DATAA
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Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Loqic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

16 Sprint 4 Summary Written ,,,

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Logic

Written

1

April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

20I9-043/RFP-2019-DPHS-I9-DATAA
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Conduct

Integration Testing
Non-Software April 2019-

August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
Auqust 2019

Execute Security
Plan

Non-Software April 2019-
Auqust 2019

17 Sprint 5 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
Augusl 2019

Data Migration
Design and Data

Source Extract

Logic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
Auqust 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan . Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

2019-043/RFP-20I9.DPHS-I9-DATAA
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Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

Sprint 6 (Clean up and Project Closure Activities as Needed)

18 End User Support Plan Written September
2019

Business Continuity Plan Written
•

October

2019

20 Documentation of

Operational Procedures

Written November,

2019

21 Ongoing Hosting Support

;

Non-Software September-
November

2019

22 Conduct Project Exit
Meeting

Non-Software November,

2019

23 Conduct System
Performance

(Load/Stress) Testing

Non-software October,
2019

24 Certification of 3rd Party
Pen Testing and
Application Vulnerability
Scanning

Non-software October,

2019

(

2019-043/RFP-2019-DPHS-I9-DATAA
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SOFTWARE AGREEMENT

1. LICENSE GRANT

Exhibit J not used/applicable for this agreement

20I9-043/RFP-20I9-DPHS.I9-DATAA
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WARRANTY & WARRANTY SERVICE

1. WARRANTIES

1.1. SYSTEM

1.1.1. The Contractor warrants that the System (i.e. contractor deliverables)
will operate to conform to the Specifications, terms, and requirements
of the Contract during the warranty period the Contractor shall have
no obligation under this section to make warranty repairs attributable
to:

1.1.1.1. The State's misuse or modification of such system;

1.1.1.2. The State's failure to use corrections or enhancements

made available by the Contractor at no additional cost to

the Slate;

1.1.1.3. The State's use of such system in combination with any
product other than those specified by the Contractor;

1.1.1.4. The quality or integrity of data from other automated or
manual products with which such system interfaces;

1.1.1.5. Hardware, systems, software, telecommunications

equipment or software not a part of such system which is
inadequate to allow proper operation of such system or

- which is not operating in accordance with the

manufacturer's specifications; or

1.1.1.6. Operation or utilization of such system in a manner not

contemplated by this Contract.

1.1.2. The warranty set forth in this section shall not apply with respect to
hardware or software that is supplied by a third party to the State.

1.1.3. The Terms and conditions of the warranty to the State with respect to
such hardware or software will be provided by the third party vendor

of such hardware or software.

2019-043/RFP-2019-DPHS-19-DATAA
Exhibit K - Warranty and Warranty Services - Part 3
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1.1.4. Contractor bears no responsibility of any kind for such hardware or
software and the State shall not look to the Contractor for any
warranty for such products.

1.2. NON-INFRINGEMENT

1.2.1. The Contractor warrants that it has good title to, or the right to allow
the State to use all services, equipment and software ("materials")

provided under this Contract, and that such services, equipment and

software do not violate or infringe any patent, trademark, copyright,

trade name or other iritellectual property rights or misappropriate a

trade secret of any third party, except to the extent that such
infringement or violation arises from, or could have been avoided

except for;

1.2.1.1. The State's modifications of the material or use therof in a

manner not contemplated by the Contract;

1.2.1.2. The failure of the State to use any corrections or

modifications made available by the Contractor without

charge;

1.2.1.3. Information, items, instructions or specifications provided

by or on behalf of the State; or

1.2.1.4. The use of the material in combination with any product or

data not provided by the Contractor, whether or not with

the Contractor's consent.

1.2.2. If the Slate's use of any such material, or any portion thereof is or is
likely to be enjoined by order of a court of competent jurisdiction as
such an infringement or unauthorized use, the Contractor at its option
and expense, shall have the right to;

1.2.2.1. Procure for the client the continued use of such material;

2019-043/RFP.2019-OPHS-19-OATAA

Exhibit K - Warranty and Warranty Services - Parl 3
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1.2.2.2. Replace such material with a non-infringing material, or;

1.2.2.3. Modify such material so it becomes non-Infringing,
provided that if 1.2.2.1 or 1.2.2.2 Is the option chosen by
the Contractor, the replacement or modified material is
capable of performing substantially the same function.

1.2.3. The foregoing provisions of Section 1.2 constitute the sole and

exclusive remedy of the State and the sole and exclusive obligation
of the Contractor, relating to a claim that any of the Contractor's
materials infringes any patent, copyright or other intellectual property
right of a third party.

1.3. VIRUSES; DESTRUCTIVE PROGRAMMING

1.3.1. The Contractor warrants that during the warranty period the
Contractor Deliverables shall .not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of

the Software in accordance with the Specifications.

1.4. COMPATIBILITY f

1.4.1. The Contractor warrants that during the warranty period all
Contractor deliverables, including but not limited to the components
provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as

an Enhancement, shall operate with the rest of the System without
loss of any functionality.

1.5. SERVICES

1.5.1. The Contractor warrants during the warranty period that all Services
to be provided under the Contract will be provided expediently, in a

professional manner, in accordance with industry standards and that
Services will comply with performance standards. Specifications, and

terms of the Contract.

2019-043/RFP-2019-DPHS-19-DATAA
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2. WARRANTY PERIOD

2.1. The Warranty Period shall remain in effect for ninety (90) days beyond
implementation of each milestone/sprint as referenced in Exhibit A. If the

contract is Amended the Warranty Period shall remain in effect for ninety (90)
days beyond implementation of each amended updated milestone/sprint. This

warranty period does not apply to the warranty for non-infringement, which
shall remain in effect indefinitely.

2019-043/RFP-2019-DPHS-19-DATAA
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TRAINING SERVICES

1. The Contractor shall provide the following Training Services.
1.1.The Contractor shall follow the Analyze, Design. Develop. Implement. Evaluate

(Agile-ADDIE) training design methodology.
1.2.The Contractor shall develop and deliver a Train-the-Trainer (TTT) program, as

well as create self-service capabilities that promote sustainable use of the system
for technical, business and external users.

1.3.Attachment #3 (Page 185 of response). Section D-2.2 State Personnel and
Training is incorporated herein.

State of NH Contract 2019-043
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1. Attachment #2, RFP.2019-043/RFP-2019-DPHS-19-DATAA, is incorporated herein.

2019-043/RFP-2019-DPHS. 19.DATA A
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VENDOR PROPOSAL, BY REFERENCE

1. Attachment #3. Deloltte Proposal to DHHS-RFP-2019-043/RFP-2019-DPHS-19-

DATAA, Data Analytics Platform for Opiold Crisis dated December 10. 2018 is hereby
incorporated by reference as fully set forth herein.

2019-043/RFP-2019-OPHS.19-OATAA
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CERTIFICATES AND ATTACHMENTS

Attached are:

1. Exhibit H Requirements - Attachment #1
2. Exhibit M Agency RFP with Addendums - Attachment #2
3. Exhibit N Vendor Proposal - Attachment #3
4. Contractor's Certificate of Good Standing
5. Contractor's Certificate of Vote/Authority
6. Contractor's Certificate of Insurance

2019-043/RFP-2019.DPHS-19'DATA A
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Exhibit P

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information. "Breach"
shall have the same meaning as the term "Breach" in section
164.402 of Title 45. Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide. National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Data" means all information owned, managed, created, received, from
or on behalf of, the Department of Health and Human Services (DHHS) that is
protected by information security, privacy or confidentiality rules and state and federal
laws in End Users' possession or control in connection with the performance of
Services. This information includes but is not limited to Derivative Data. Protected
Health Information (PHI). Personally Identifiable Information (Pll), Federal Tax
Information, Social Security Administration, and CJIS (Criminal Justice Information
Services) data. For the avoidance of doubt. Personal Information, as defined in .NH
RSA 359-C:19. does not Include business contact information, which includes name,
work postal address, work telephone number, title, office name and work email
address used solely for the purpose of enabling business communications pursuant
to the Contract.

4. Derivative Data" means data or information based on or created from Confidential
Data.

5. "End User" means any person or entity (i.e., Contractor, Contractor's personnel,
business associate, subcontractor, and other Contractor-authorized downstream
user) that is engaged or employed by Contractor to perform Services on behalf of
Contractor pursuant to this Contract.

6. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.

7. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge. Instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

vs. Lflsl update 10/09/18 ExWblt P ContractorinlHali/^
OHHS Information

Security Rottuirements
Page 1 of 9 Date



New Hampshire Department of Health and Human Services

Exhibit P
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

8. "Open Wireless Networic' means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI.
PHI or Confidential Data.

9. "Privacy Rule" shall mean the Standards for Privacy of individually IdentiHable
Health Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by
the United States Department of Health and Human Senrices.

10. "Protected Health Information" (or "PHI") has the same meaning as provided In the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that

is not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Data.

1. The Contractor must not use, disclose, maintain or transmit Confidential Data except
. as reasonably necessary as outlined under this Contract. Further, Contractor, including
but not limited to all Its directors, officers, employees and agents, rhust not use.
disclose, maintain or transmit PHI in any manner that would constitute a violation of the
Privacy and Security Rule as applicat^le to the Contractor in its performance of the
Services.

2. The Contractor must not disclose any Confidential Data in response to a
request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS, if legally permissible, so that DHHS has an
opportunity to consent or object to the disclosure.

3. The Contractor agrees that Confidential Data or Derivative Data therefrom disclosed to
an End User must only be used pursuant to the terms of this Contract.

4. The Contractor agrees Confidential Data obtained under this Contract may not be used
for any other purposes that are not indicated in this Contract.

5. The Contractor agrees to grant access to relevant information with respect to the
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Contractor's handling of Confidential Data as well as make available appropriate
personnel to discuss such information to the authorized representatives of DHHS for
the purpose of inspecting to confirm compliance with the terms of this Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting Confidential Data t)etween
^  Contractor-controlled applications, the Contractor will first verify the Contractor's

application encryption capabilities to enable secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting Confidential
Data. Encrypted thumb drives may be used with written exception from DHHS
Information Security.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrvoted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via cerf/f/ed ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data, said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network unless End User employs a virtual private network (VPN) connection
when remotely transmitting via an open wireless network. For the avoidance of doubt,
Contractor's internal network shall not be considered an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile .device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing a non-DHHS SFTP to transmit Confidential Data, End User
will structure the Folder and access privileges to prevent inappropriate disclosure of
information. Any non-DHHS SFTP folders and sub-folders used by End User for
transmitting Confidential Data and their Confidential Data will be deleted without
undue delay.

11. Wireless Devices. If End User Is transmitting Confidential Data via wireless devices, all
Confidential Data must t>e encrypted to prevent inappropriate disclosure of information.
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RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS ^

The Contractor will only retain the Confidential Data for the duration of this Contract. After such
time, the Contractor will have 30 days to destroy the Confidential Data in whatever form it may
exist, unless, otherwise required by law or permitted under this Contract. If it is infeasible to
return or destroy the Confidential Data, protections pursuant to this Information Security
Requirements Exhibit sun/ive this contract. To this end. the Contractor must:

A. Retention

1. The Contractor agrees it will not store, transfer or process Confidential Ddata
collected in connection with the Services rendered under this Contract outside of the
United States. This physical location requirement shall also apply in the
Implementation of cloud computing, cloud service or cloud storage capabilities, and
includes backup data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provides systems.

3. The Contractor agrees to provide security awareness and education for its End Users
In support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified herein.

5. The Contractor agrees Confidential Data stored in a Cloud must be In a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All Contractor or End User controlled
servers and devices must have currently-supported and hardened operating
systems, the latest anti-viral, anti- hacker, anti-spam, anti-spyware, and anti-
malware utilities. The environment, as a whole, must have aggressive intrusion-
detection and firewall protection that aligns with leading industry standards.

6. The Contractor agrees to reasonably cooperate with the State's Chief Information
Officer in the detection of any security vulnerability of the hosting infrastructure to
the extent applicable to the scope of the Services.

B. Disposition

If the Contractor will maintain any Confidential Data on its systems (or Its sub-contractor
systems), the Contractor will maintain a documented process for securely disposing of such
data upon request or contract termination; and will provide written confirmation to the State
regarding any State of New Hampshire data destroyed by the Contractor or any
subcontractors inadvertently or pursuant to this Exhibit. When no longer In use, electronic
media containing State of New Hampshire Confidential Data shall be rendered unrecoverable
via a secure wipe program in accordance with Industry-accepted standards for secure deletion
and media sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U.S. Department of Commerce.
The Contractor will document and confirm in writing the completion of the data destruction,
and will provide such written confirmation to the Department upon request. The written
confirmation will include details reasonably necessary to demonstrate data has been properly
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,,.^destroyed.

1. Unless otherwise specified In the Contract and subject to Section III.B. as soon as
reasonably practical after the completion or the termination of this Contract.
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

2. Unless otherwise specified in the Contract and subject to Section III.B., as soon as
reasonably practical after the completion or the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means

.  of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the Confidential Data received under this Contract, and
any derivative data or files containing Confidential Data, as follows:

1. The Contractor will maintain proper security controls to protect Department Confidential
Data collected, processed, managed, and/or stored In the delivery of contracted
services.

2. The Contractor will maintain policies and proc^ures to protect Department
Confidential Data throughout the Information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape. disk, paper, etc.).

3. The Contractor svill maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Confidential Data where applicable.

4. The Contractor will take steps to ensure proper security monitoring capabilities are in
place designed to detect potential security events that can impact Department
Confidential Data processed on Contractor-provided and Contractor-controlled
systems.

5. The Contractor will provide regular security awareness and education for its personnel
in support of protecting Confidential Data.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire that involves disclosing
Confidential Data to a subcontractor, the Contractor will enter into a written agreement
with such subcontractor that defines specific security expectations that at a minimum
are substantially the same as those applicable security obligations for the Contractor,
including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized. y
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8. If the Department determines the Contractor Is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

10. Data Security Breach Liability. In the event of an Incident, Computer Security Incident,
or Breach the Contractor shall make immediate efforts to contain the Incident/Breach,
to minimize any damage or loss resulting from the Incident, Computer Security Incident,
or Breach, as well as, investigate the cduse(s) and promptly take measures to prevent
future Incidents, Computer Security Incidents, or Breaches of a similar nature from
reoccurring.

11. Contractor must, comply with all statutes and regulations regarding the privacy and
security of Confidential Data applicable to Contractor in its performance of the Services,
and must in all other respects maintain the privacy and security of PI and PHI at a level
and scope that is not less than the level and scope of requirements applicable to
Contractor in its performance of the Services, including, but riot limited to, provisions of
the Privacy Act of 1974 (5 U.S.C, § 552a), DHHS Privacy Act Regulations (45 C.F.R.
§5b), HIPAA Privacy and Security Rules (45 C.F.R. Paris 160 and 164) that govern
protections for individually identifiable health information and as applicable under State
law; in each case that are applicable to Contractor in its provision of Services under the
Contract.

12. Contractor must safeguard the Confidential Data at a level consistent with the
requirements applicable to Contractor In its performance of the Services. Contractor
agrees to establish and maintain appropriate administrative, technical, physical, and
organizational safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it.

13. Contractor agrees to maintain a documented Breach Notification and Incident
Response process that complies with the requirements of this Information Security
Requirements Exhibit with respect to Confidential Data.

14. Contractor must restrict access to the Confidential Data obtained under this Contract

to only those authorized End Users who need such Confidential Data to perform
their official duties in connection with purposes identified in this Contract.

15. The Contractor must ensure that it requires all End Users;

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Data that Is furnished by DHHS under this Contract from
loss, theft or inadvertent disclosure.

b. safeguard this Confidential Data at all times.

vs. Last update 10/09/18 ExhibitP Contractor Initials.
DHHS Information

Security Requirements
PaqeeofS Date



New Hampshire Department of Health and Human Services

Exhibit P
r

DHHS Information Security Requirements

c. ensure that Contractor-issued laptops and other electronic devices/media
containing PHI. PI. or PFI are encrypted and password-protected.

6.' send emails containing Confidential Data only if encrypted and being sent to and
being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Data to the extent permitted bylaw.

f. Confidential Data received under this Contract and individually identifiable data
derived from Confidential Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours {e.g.. door locks, card keys, biometric Identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

I. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential Information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to reasonably request relevant documentation with respect to
Contractor's handling Confidential Data to monitor compliance with this Contract,
including the privacy and security requirements provided In herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the DHHS's Information Security Officer, Privacy Officer, and
Contracts Unit, via the email addresses provided in this Agreement, of any information
security events. Computer Security Incidents, Incidents, or Breaches that adversely affects
the confidentiality, integrity, or availability of Confidential Data under the control of
Contractor as soon as feasible, but no more than 48 hours after the Contractor has
determined that the aforementioned has occurred and that Confidential Data under the
control of Contractor may have been exposed or compromised.

If a suspected or known information security event, Computer Security Incident, Incident
or Breach involves Social Security Administration (SSA) provld^ data or Internal
Revenue Services (IRS) provided Federal Tax Information (FTI) under the control of
Contractor, then the Contractor must notify DHH Information Security immediately and
without delay.

The Contractor must comply with all applicable state and federal laws relating tO/^e
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privacy and security of Confidential Data, and safeguard the Confidential Data at the level
consistent with the requirements applicable as set forth herein. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will;

1. Identify Incidents;

2. Determine if Confidential Data is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit.

4. Identify and convene a core response group to deternnine the risk level of Incidents
and determine risk-based responses to Incidents: and

5. Determine whether Breach notification is required to the State, and, if so, identify
appropriate Breach notification methods, timing, source, and contents from among
different options to make such notification to DHHS in accordance with this Exhibit.

Incidents and/or Breaches that implicate PI within the Contractor's or End User's
possession or control must be addressed and reported, as applicable, in accordance
with NH RSA 359-C:20(l)(c).

BREACH LIABILITY

Should an Incident, Computer Security Incident, or Breach be determined to have been caused
by the Contractor and/or End User's failure to safeguard State of New Hampshire networks,
systems or DHHS Confidential Data per this Information Security Requirements Exhibit, and/or
P-37, then the State may recover from the Contractor and/or End User all costs of response and
recovery from the Incident, Computer Security Incident, or Breach, including but not limited to:
credit monitoring services, mailing costs, and costs associated with website and telephone call
center sen/ices.

VI. CONFLICT OF TERMS

In the event of any conflict or inconsistency between other Contract provisions and the Information
Security Requirements Exhibit, this Exhibit shall control and govern the rights and obligations of
the parties with respect to the subject matter of this Exhibit.

VII. PERSONS TO CONTACT

A. DHHS contact program and policy:

DHHS-Contracts@dhhs.nh.gov

(In subject line insert RFP/Contract Name and Number)

B. DHHS contact for Information Security and Data Management issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

C. DHHS contacts for Privacy Issues:

DHHSPrivacyOfficer@dhhs.nh.gov
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HEALTH INSURANCE PORTABILITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor Identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire. Department of Health and Human Services.

0) Peflnlttgng

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title45,
Code of Federal Regulations.

d. "Desionated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. 'Data AcQreoation" shall have the same meaning as the term "data aggregation" in 45CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health careoperations"-
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. Title XIII, Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996. Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160. 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164. promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information' shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.
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I. "Required bv Law' shall have the same meaning as the term "required by law" in 45CFR
Section 164.103.

m. "Secretarv"shall mean the Secretary of the Department of Health and Human Servicesor
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information

a. Business Associate shall not use. disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Part 2- Information Technology Provisions of the Agreement. Further, Business
Associate, including but not limited to all its directors, officers, employees and agents,
shall not use, disclose, maintain or transmit PHI in any manner that would constitute a
violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations ofCovered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification Rules
of any breaches of the confidentiality of the PHI, to the extent it has obtained knowledge
of such breach.
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provide services under Part 2 • information Technology Provisions of the Agreement,
disclose any PHI in response to a request for disclosure on the basis that it is required
by law. without first notifying Covered Entity so that Covered Entity has an opportunity
to object to the disclosure and to seek appropriate relief. If Covered Entity objects to
such disclosure, the Business Associate shall refrain from disclosing the PHI until
Covered Entity has exhausted all remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHl pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) QbllaatlQns and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health Information and/or any security incident that may have an Impact onthe
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

0  The nature and extent of the protected health information involved, including the
types of Identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health Information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete-the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.
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access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity,''or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate-shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.
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Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to
in the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

Associate maintains such PHI. If Covered Entity, in Its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Qbltoations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitatlon(s) In Its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes In, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522.
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may Immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(6) Mlscelianeous

a. Definitions and Reouiatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms In the Privacy and Security Rule, amended
from time to time. A reference In the Agreement, as amended to include this Exhibit I. to
a Section In the Privacy and Security Rule means the Section as In effect or as
amended.

3/2014 Exhibill Contractor Initials.
Health Insurance Portability Act

Business Assodaie AgreementAssodaie Agreement ,j/rJ
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New Hampshire Department of Health and Human Services

Exhibit Q

b. Arnen^ingnt. Cuvered Entity dncJ AgSOClatH aorBB TO taHtj SUCn acilon asis

necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA. the Privacy and SecurityRule.

e. Seoreoation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of theAgreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services Oeloitte Consulting LLP

^tate

tgnature of Authorized Representative

Name of Authorized Representative

Title of Authorized Representative

w/iiU'f
Date

Name of t Con actor

Sig^uc/of Authorized Representative

Gregory Spino
Name of Authorized Representative

Managing Director

Title of Authorized Representative

04/05/2019
Date

3/2014 £4^bill

Health insuronce Port8t)ility Ad
Business Associate Agreement
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Exhibit R OHHS ExhtbKs
New Hampshire Department of Health and Human Services

Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor Identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690. Title V, Subtitle 0; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified In Sections
1.11 and 1.12 of the General Provisions execute the following Certification;

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTfWENT OF AGRICULTURE - CONTRACTORS

This certificalion is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690. Title V. Subtitle D;41 U.S.C. 701 et seq.). The January 31.
1989 regulations were amended and published as Part II of the May 25. 1990 Federal Register (pages
21681-21691). and require certification by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by Inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send It to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street.
Concord. NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing dnjg-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction:

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
offtcer on vrhose grant activity the convicted employee was working, unless the Federal agency

Exhibit 0 • CehlScetion regarding Drug Free Vendor Initials
Workpiaco Requlrennents u/rj
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identirication number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1,1, 1,2, 1.3,1.4, 1.5, and 1.6.

2. The grantee may insert In the space provided below the site(s) for the performance of work done In
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

7 Eagle Square #301 .
Concord NH. 03301

Check □ if there are workplaces on file that are not identified here.

Vendor Name; Deloiper^onsulting LLP

ik/lLDate Narn56fey5y^pino
Title: Managing Director

ExWbil D - Cenlllcation reyarding Drug Free vendor Irttlals
Workplace Requlrennents J j
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Exhibil R OHHS Exhibits \
New Hampshire Department of Health and Human Services

Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A

'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicald Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection svlth the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
Influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement .(and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form ILL. (Disclosure Form to
Report Lobbying, in accordance with Its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be Included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352. Title 31. U.S. Code. Any person who fails to file the required
certification shad be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name; Oelgittfe Consulting LLP

Date NameT^^roySpino
Title; Managing Director

E - CertlQcatlon Regarding Lobbying Vendor Irdtiais
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification;

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result In denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certiOcation. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification In this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction,' "debarred," "suspended," "ineligible." "lower tier covered
transaction." "participant." "person." "primary covered transaction," "principal." "proposal," and
'voluntarily excluded," as used In this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered

.  transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment. Suspension. Ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions." provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but is not required to. check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render In good faith the certification required by this clause. The knowledge and

Exhlbil F - Cenincetion Regarding Debarment. Suspension Vendor Initials
- Arxl Other Responsibility Maners
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Exhibit R. DHHS Exhibits
New Hampshire Department of Health and Human Senrlces

Exhibit F

information of a participant is not required to exceed that which is normaily possessed by a prudent
person in the ordinary course of business deaiings.

10. Except for transactions authorized under paragraph 6 of these instructions, If a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, OHHS may terminate this transaction
for cause or default.

PRir^ARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated In paragraph (i)(b)
of this certification; and

11.4. have not v^thin a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. 8y signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion • Lower Tier Covered Transactions,' without modification in ail lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name: Ddfbitte Consulting LLP

y/f
Date ' Narrfr Gregory Spino

Title: Managing Director

Exhibh F - Certlficallon Regarding Oebarmeni. Suspension vendor Initials
And Other Responsibility Matters t//r / «•
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Exhibtt R DHHS Exhibits
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Exhibit 6

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Vendor identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscriminatlon requirements, which may include:

•  the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or In
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan; -

• the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or In the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

• the Civil Rights Act of 1964 (42 U.S.C. Section 2000d. which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

• the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
govemment services, public accommodations, commercial facilities, and transportation;

■ the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86). which prohibits
discrimination on the basis of sex in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscriminatlon; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations): Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

• 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
•Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239. enacted January 2. 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

ExhibHG

Vendor initials^
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Exhibit R, DHHS Exhibits
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Exhibit G

In the event a Federal or Slate court or Federal or Slate administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will fonvard a copy of'the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certirication;

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor NameiDelqitte Consulting LLP

Vs/n
Date ^ Name:Gys^€rf^p\no

Title; Managing Director

ExhbilG
Vendor Initials.
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Exhibit R. DHHS Exhibits
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Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C • Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided In private residences, facilities funded solely by
Medicare or Medicald funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's "
representative as Identified In Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227. Part C, known as the Pro-Children Act of 1994.

Vendor Name: Dfiaitte Consulting LLP

Date f Name: Gregory Spino
Title: Managing Director

Exhibit H - Certiricailon Regarding Vendor Initials //
Envlfonmeniai Tobacco Smoke j /
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Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1,2010, to report on
data related to executive compensation and associated first-tier sut>-grants of $25,000 or more. If the
Initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is sutiject to the FFATA reporting requirements, as of the dale of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFOA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $2SM annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Sen/ices and to comply with all applicable provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name: Odoitte Consulting LLP

Oatd ^ Name: Gregory Spino
Title; Managing Director

Exhlbil J - Cef1tfIc«tion Regarding the Federal Funding Vendor initials
Accooniablllty And Transparency Act (FFATA) Compliance ^ A /-
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Exhibit J

FORM A

As the Vendor Identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity Is: 002563455.

2. In your business or organization's preceding completed fiscal year, did your business or organization

receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,

loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual

gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or

cooperative agreements?

X  NO YES

If the answer to U2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your

business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities

Exchange Act of 1934 (15 U.S.C.78m(a). 780(d)) or section 6104 of the Internal Revenue Code of

' 1986? ^

NO YES

If the answer to #3 above is YES. stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows;

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount;

Amount:

Amount:

CUX)HH$/U0713
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STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Vendor Insiruclious

Vendor Response Column: Place a "Yes" if the current release of the scRware can fully support ALL the functionality described in the row,
without special customization. A "Yes" can only be used if the delivery method is Standard (see delivery method instructions below).
Otherwise, enter an No ; A No can only be used with delivery method Future, Custom, or Not Available/Not Propc^ing (see delivery method
instructions below).'

Criticallty Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in order for the
proposal to be accepted. If the proposer believes that there is something about their proposal that either obviates the need for this requirement or
makes it of less importance this must be explained within the comments. The Slate retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.-
(P) Indicates a requirement which is "Preferred". This requiremeni is considered by the Slate to be of great usefulness but the lack of this
feature is not considered serious enou^ .to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which useful or potentially useful but
not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that indicates how the
requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Funciion will be available in a future release. (Provide anticipated delivery date, version, and service release in the comment
area.) . • •

Custom - Feature/Function can be provided with custom modifi^iions. (Respondent must provide estimated hours and average billing rate or
flat cost for the software modification in the comment area. These cost estimates should add up to the total cost for software modifications
found in the cost summary table In Section X of the RFP).
Not Available/Not Proposing - F^turefFunction has not been proposed by the Vendor. (Provide brief description of why this functionality
was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered
into this column.

Working Sheet

Deloilte 2018 Pagem-C.2-1 of 86



STATE OF NEW ElAMPSHIRE - Department of Health and Human Services
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Vendor Instructions

Vendor Response Column: Place a "Yes" If the current release of the software
can fully support ALL'the functionality described in the row, without special
customization. A "Yes" can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be
used with delivery method Future, Custom, or Not Available/Not Proposing (see
delivery method instructions below).

Criticality Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of
such great importance that it must be met in order for the proposal to be accepted.
If the proposer believes that there is something about their proposal that either
obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if
the need of the requirement is reduced or eliminated by another feature of the
proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered
by the State to be of great usefulness but the lack of this feature is not considered
serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". TTiis requirement is considered
by the State to be one which useful or potentially useful but not a central feature of
the Project. - •

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not
Available/Not Proposing (as defined below) that indicates how the requirement will
be delivered.

Standard - Feature/Fitnction is included in the propose system and available in
the current sofhvarc release.

Future - Feature/Function will.be available in a future release. (Provide
anticipated delivery date, version, and service release in the comment area.)
Custom - Feature/Function can be provided with custom modifications.
(Respondent must provide estimated hours and average billing rate or flat cost for
the software modification'in the comment area. These cost estimates should add up

%
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N'cndor ln^lructi<n^s

to the total cost for software modifications found in (he cost summary table in
Section X of the RFP).
Not Available/Not Proposing - Feature/Function has not been proposed by the
Vendor. (Provide brief (lescription of why this functionality was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of
how the requirement will be met. Free form text can be entered into this column.

• ̂  •
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BliS 1NKSS UJ:qIJI K K.\ 1KN I S

1  State Requirements

Req# Requirement Description Criticality
iDeliVcri;:!

I'unftiimul ■  • ■

Bl.l Intentionally Left Blanlc

B1.2 Design and implementation of data
visualization standards via a style
guide and example templates
specifically leveraging existing
toolsets and web portals currently in
placc'at the state to create a consistent
way for data to be organized and
graphically displayed to meet both
user design and user experience
requirements.

M Yes Standard Deloitle meets this requirement with HHS
Interactive design standards. Deloine's solution
includes data visualization standards and a style
guide. Standards and style can be easily adjusted to
align with the State's dashboard design and user
experience requirements and can be aligned with
DHHS's style guide standards for the in process
EBI scope of worit with all dashboards presented
through Tableau.

BI.3 Create a method to inventory data
sources associated with the building
of the Opioid Crisis dashboard and an
ongoing process to add to the
inventory of the system and
recommend a strategy for future use
of data analytics and business
intelligence toolsets as well as create
a dashboard in which the source is

tagged as internal or external (to the
Department) and whether the data
contains personally identified
information (PII) or De-identified
information (DII) in alignment with
DHHS security and.data governance
policies

M Yes Standard Deloitte's solution includes a data source inventory
template, which will be used to capture key
metadata that includes but is not limited to Source

Name, AgencyA'endor, Description, Data
Classifications, Business Contact, Technical
Contact, Data Model Link, Data Classifications
etc.

The template can be used as a source for Tableau
to display the information on a dashboard. We can
also implement this requirement using Infonmatica
Enterprise Data Catalog or Informatica Metadata
Manager bundled with the current licensing at
DHHS/DoIT preference.
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-

BUSIM-SS KKQUIKKMKN TS :

1  State Requirements

Rcq tt Requirement Description Criticality
'^fielivery/

' B1.4 Provide professional services to
augment Internal capabilities
associated with the following skill
sets:

Business analysis, use case
development, user persona
development,
Data and statistical analysis generally,
Data and statistical analysis specific
to the opioid crisis,
Data integration and transformation,
Data visualization including
geographical information system.
Hardware architecture and design,
SofVware configuration and training.

M Yes Standard Deloitte meets this requirement with an analytics
practice of over 5,000 experts and depth of
experience with the current DHHS EBl
architecture, tools, and the lines of businesses with
which the DAP platform will orchestrate data
aggregation and analysis.

B1.5 If the proposal is a cloud/hosted
solution provide and establish
hardware and software and/or cloud

services for operation by the State
needed to augment the Department's
infrastructure.

M Yes Standard The Google Cloud Platform (OOP) will be
established during the project implementation with
a support and sutecription model which is
sustainable by DHHS/DoIT as a complement to the
on-site platform for social media data consumption
and ML processing of that data.

B1.6 Implement no later than August 15,
2019 opioid dashboards based on
requirements

M Yes Standard Deloitte with work with DHHS to create and

manage a mutually agreeable project plan that will
allow for implementation of the Opioids
dashboards determined as in-reope for Phase I, by
August 15, 2019.

81.7 Provide a detailed description of how
you would address charts included in
the Introduction section

M Yes Standard Our detailed description demonstrating how we
will address the charts included in the introduction

is previewed in our executive summary and
elaborated in section D-I.l, Description of

Deloitte 2018 Pagc in-C.2-5 of 86



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Anal3r^c$ Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019^DPHS-19-DATAA

BUSINK.SS UKQUIIHCyiKMS

State Requirements

Req # Requirement Description CriHcaUty
'SVend^?
"-Respdhse

Solution building upon our HHS Interactive Opioid
Insights capabilitia.

B1.8 Provide context sensitive "Help"
screens/lips and dashboard
instructions

P Yes Standard Deloittc meets this requirement using Tableau's
tooltip feature to address this requirement.

Bi.9 Automated reports/notifications/alens
to users based on subscription or opt
in/out functionality

M Yes Standard Deloittc meets this requirement leveraging
Tableau's data-driven alerts feature to ad^ess this
requirement. Users will be able to manage their
notifications/alerts preferences with one cliclc,
directly from the email.

BI.IO Design, develop and implement a
holistic Data Analytics Platform
(DAP) that consolidates data from
multiple, currently disparate
Department, other Slate of New
Hampshire and Federal sources,
systems and formats to meet the

needs of the state's opioid response
and provide the foundation for all
other needs of the Department
programs.

M Yes Standard Deloittc meets this requirement by extending the
EBI Data Warehouse into a holistic data analytics
repository that stores member data consolidated
across disparate data sources. Informal ica data
integration and data quality software will be
utilized to merge and consolidate from disparate
data sources. This.includes digital data that is
provided with assistance from our teaming partner
Goo^e into DAP.

B2.1 Include support for the future use of
advanced statistical analysis
techniques, predictive analytics and
machine learning

M Yes Standard Deloittc meets this requirement with the proposed
DAP solution architecture providing a foundation .
for the State to easily expand advanced analytical
capabilities including predictive analytics and
machine learning build using R and Python.

Deloittc 20)8
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lUISINICSS RKQUIRK.MKNTS

1  State Requirements

RtqU Requirement Description Critical! ty
^ResponsQ!sS?th1^f

B2.2 Be intuitive and easy to learn,
understand, navigate and use,

M Yes Standard Deloitte meets this requirement using
visualizations and dashboard design methodology
focusses on balancing simplicity, clarity and
efficiency in creating designing dashboards that are
intuitive, with simple navigation, minimum
complexity and maximum ease of use. Our solution
would build on the menu driven navigation model
being established for the current EBl scope of work
to provide enterprise access continuity.-

B2.3 Provide and support average less than
5 seconds with a majority of 1 second
query response times, with or without
user customization,

V

1

P Yes

1

Standard Deloitte will employ system design and
performance monitoring throughout the
implementation to validate consistent response
times are provided per expected or pre-defined
levels across the DAP system tools.

For Databases based on summarized data, such as
public facing summary dashboards; during design
and testing Deloitte with work with the Stale to
establish benchmarks for specific dashboards or
types and queries and implement monitoring to
identify any degradation in performance as usage
increases and more data is added to the

environment. Mutually agreeable limes shall be
established as a component of the project.

B2.4 Process and load datasets in a fast,
; smooth, efficient manner to meet no

older 24 hour stale data

M Yes

1

Standard Deloitte's solution offers the capability to load data
efTiciently using Informatica meeting' the
requirements based on the assumption that the
source systems can provide access to data on that
frequency.
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Req #

iuisi\Kss.Ki:guiui:Mi:Ms

State Requirements

Requirement Description Criticality
Response;

vDcliye^i:

-rMethod v
B2.5 The selected vendor must leverage

(where applicable for the vendor
solution) current technologies in place
at State of New Hampshire and
provide recommendations for
alternatives based on proposed
strategy to include but not limited to:
Oracle databases,
Dimcnsionally modeled data marts,
Extract, Transform, Load (ETL)
software - Informatica,
Statistical analysis tools/software and
server - R Programming and RStudio
Server/Connect, and

Supplementary Bl tools leveraging
Tableau for dashboards which:

Consolidate and arranges numbers,
metrics and Department defined
scorecards. Key Performance, and
other, metrics.

Can be tailored for specific roles and
display metrics targeted for a single
point of view,
Includes a customizable interface,
Includes the ability to pull real-time
data

M Yes Standard Deloitte proposed solution architecture leverages
State's existing IT infrastructure including
Informatica PowerCcnicr, Informatica IDQ,
Tableau. RStudio and the Oracle Database. Our
system will also leverage the Tableau navigation
model as well as the existing schemas.
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Rcq U

B2.6

B2.7

lUiSI:Vi:.SS HKg UI kkai kn i s

State Requirements

Requirement Description

Design, develop and implement an
overarching data model, which:
Combines appropriate data elements
from various sources, as needed to
achieve reporting and alert functions.
Includes interfaces, source mapping
and user interfaces; required to
achieve data consplidation and build
the DAP,

Identifies current and future state of

source systems and processes.
Possesses the processing capabilities
to provide large dataset analysis,
including highly complex numerical
analysis of textual, structured, non-
structured, spatial and other data
sources,

Provide metadata tagging of data
sources/elements.

Allows fast and flexible data

integration so that data sources are
able to be integrated in the analytical
.environment and analyzed with
limited advanced notice.

Vendors must include a proposed
architecture for the DAP, that

includes an assessment of the current

EBI for hardware or software

components that are absent but
necessary for success for the DAP
(e.g., additional cores, Oracle

Criticallt>'

M

M

^^Ycnd6r^«-
: Response

Yes

Yes

ifMcth(^:;t
Standard

Standard

• •''fejComracnts^r •
,  • -•Ag--. - V--- V,.

Deloitte's meets this requirement throu^ the
design, develop and implementation of a logical
and physical dimensional data model to support the
predictive analytics and dashboard needs. A'
Metadata repository will be created to identify and
catalog all source data. The data provided by the
State, along with the datasets Deloitte has
identified, will be upload^ to the oracle data
warehouse in the data tier allowing storage of both
unstructured and structured information of the

various datasets.

Deloitte's proposed system architecture provides a
scalable data analytics platform that extends State's
existing EBI platfcMm to the state's opioid response
and provides a foundation to support analytics
needs for other E)cpartment programs such as
SNAP, TANF etc.
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1  IJliSiNESS RKOIIIKKMKM S
r  State Requirements

Req ft Requirement Description Criticallty
^Response;

vDelii'e^n

Partitioning license), which inte^ates
data from source systems and meets,
or exceeds, the following minimal
requirements:

B2.8 Provides a framework for

organization of data, infonmaiion
management and technology systems
required to build and implement the
system.

M Yes Standard Deloitte meets this requirement through our
proposed 3-ticr architecture provides a scalable
framework to organize, process and visualize the
data and technology systems.

B2.9 Allows for data components of the
architecture to include internal and

external sources of structured and

unstructured data users require to
analyze the opioid crisis

M Yes Standard Deloitte meets this requirement with a proposed
system architecture Including a data tier with the
Informaiica ETL processes to integrate multiple
internal (existing EBI data) and external structured,
un-structured and spatial data sources.

B2.10 Includes data integration, data
cleansing and the development and
implementation of data dimensional
rules

.

M Yes Standard Deloitte meets this requirement with a data
governance framework that will define data
cleansing processes and practices. Data integration
and data dimensional rules will also be defined

using Informaiica to consume and cleanse data,
including the data imported from Google.

fcc/iniciil

B3.1 Describes the conceptual and logical
technology components required to
present information to users and
enable them to analyze the data and
its impacts,

M Yes Stand^d Deloitte meets this requirement, please refer to
Deloittc responscs for technical requirement B3.2
to 83.10
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iUISlNESS KKyUIRICMKNIS

I  State Requirements

Rcq if Requirement Description Criticality
% jResporise '■

^Deilyc^l
rMeth-^^-

B3.2 Allows for the ability to drill down on
report data by varying levels of
geographic, provider, program,
service and client demographic details

M Yes Standard Deloitte meets this requirement.providing Opioids
dashboards that arc fully interactive allowing allow
users to filter and drill down on demand by
geographic hierarchy, provider, program, service
and client demographic details using Tableau.

B3.3 Allow for the extraction of patterns
and knowledge from large amounts of
data.

M Yes Standard Deloitte meets this requirement providing opioids
predictive models configured to analyze large
datasets based on the defined hypothesis and key
predictors to detect hidden patterns thereby
identifying high risk individuals. We accelerate
this using our At Risk HHS Interactive Ooioid
Insight module.

B3.4 Provide predictive or statistical
analysis model, based upon data type
and attributes

P Yes Standard l>eloitle meets this requirement using our At Risk
predictive analytical, statistical and risk model that
will delivered and tailored based on NH's
dimensional values and data types.

B3.5 Provides browser-based solution to
support all major browsers.

M !  Yes Standard Deloitte meets this requirement leveraging Tableau
for Dashboard development which supports all
major browsers namely Google Chrome, Microsoft
Edge, Internet Explorer, Mozilla Firefox, Firefox
ESR and Apple Safari.

Deloitle 2018
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mi.siNKss ki:quiri:mi:\*is

1  State Requirements

Req n Requirement Description Cridcality
i-WendorR
-Response • -iylethodiri

B3.6 Internal multi-tenant sandbox to

provide statistical analysis areas to
look at data with access to the

dimensional based data to design and
develop visualizations on an ad-doc
development-based methodology

M Yes Standard Deloitte meets this requirement with an
architecture that supports a multi-tenant production
sandbox with userschemas for authorized users to

combine production data with local datasets and
leverage tools such as RStudio, Tableau etc. to
design and develop predictive models and data
visualizations on an ad hoc basis.

B3.7 Internal role-based authentication to

provide view, modify and delete as
well as external faciiig role-based
solution with ability to define group
or user defined access

M Yes Standard Deloitte's solution will leverage Tableau Services
Manager (TSM) to configure and manage role-
based access control to define user groups,
permissions such\as view, modify and delete.
Additionally, dashboards will also support
role/user-based row-level data restrictions.

B3.8 Provide a methodology to track web
traffic and report on number of
viewers, number of this and/or other

measures.

P Yes Standard Deloitte meets this requirement using Google
analytics out-of-box or DolT's preferred tool for
web traffic. In addition, we have proposed
providing DHHS an additional web traBic source,
Google search data for the broader population of
New Hampshire which will aggregat^ and
impohed in the DAP for analysis and presentation.

B3.9 State Sizing and Growth Assumptions M Yes Standard Our solution assumes that the existing platform has
sufficient storage and capacity to-design and
implement. If the machine learning modules
r^uire additional compute time during the DDI
phase, the GCP will be available to support peak
utilization using the credits provided by Google.
This assumption is predicated on controlled usage
of adhoc queries to contain power user access

Deloitte 2018
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liUSI N KSS n ICQlj i K iCA IKM S

State Requirements

Req U Requirement Description Criticality
^VendpnTi

Res'poiise' |i^eth(^

B3.I0

B4.

Develop capacity to make data and
Infoiinatjon available in meeting the
Department's Federal Reporting
requirements and necessary for
Federal grant applications

liie new System must accommodate
the anticipated number of users and
woiicstations at each location. In order
to support initial sizing expectations,
prior to completion of capacity
planning as part of this project, the
State has estimated the Hrsi phase
system must accommodate

approximately 2,000 internal users
(25% active users, 5% concurrent) in
and for future use, 250,000 exicmal
users (10% active users, 2%
concurrent) at this time, and all of
these users are expfxted to have a
workstation that will access the

System. These initial estimates will
be replaced with the finale user sizing
in the Capacity Plan deliverable as
part of the design phase.
Workstations, network, servers,
storage and WAN connectivity will
be recommcTKled by the vendor to .

M Yes

M Yes Standard

using commonly accepted industry norms in
collaboration with the DolT Oracle DBA team.

Standard Deloirte's solution will provide the foundation for
data and tools to support Department's Federal
Reporting requirements and necessary for Federal
grant applications, including the Healing Grant if
awarded to New Hampshire.

Deloittc's proposed solution leverages the State's
existing environments. The existing EBI
infiastructure is being designed to meet these same
requirements.

Upon finalization of estimates, Deloitte will work
with DHHS and DoIT to complete a capacity plan
and validate hardware, software, and infrastructure
requirements.

The numbers of users, concurrent usage, and
response time will be managed jointly throughout
the project lifecycle in cooperation with DHHS and
DolT. The relationship between application
development, usage, and infrastructure requires
continual monitoring and planning across
stakeholders, including DHHS and DolT.
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Req^

B4.2

HIISINKSS H KQUI I KN'I S

State Requirementis

Requirement Description

ensure sizing to access and use the
system.

The new shared infrastructure and

functional capabilities need be
designed to be operational 24 hours
per day (hours to be determined by
the state), 7 days per weck» and 52
weeks per year. The centralized
servers and resources and public
facing Web site will be designed to be
operational 7 days per week and 24
hours per day. No single disruption is
anticipated to last longer than 8 hours.
The System as a whole will be
available for use 99 percent of the
timeless mutually agreed and
scheduled service/maintenance

intervals.

Criticaiity

M

......

'Response:

Yes

Method;?

Standard

'e'hdo'rl

The proposed application architecture would
support this requirement and we will work with
DHHS and OoIT to validate that the EBl

infrastructure being refused to support the solution
to meet the uptime goals for the application.
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lUiSIXKSS KKQUIKK.MKNTS

1  State Requirements ^mm
Req # Requirement Description Criticality ■Response- *jMetHodi
B4.3 The new System must support

transparent faiiover capabilities using
high-availability architectural
elements.

M The proposed application architecture supports
clustering to provide faiiover. We will work with
DHHS and DoIT to validate that the EB!
infrastructure being re-used to support the solution
can meet the faiiover capabilities.

B4.4 Specify all equipment (if any)
required for the development and
operations of the solutions and
requirements defined in this RFP. The
equipment will be comprised of
industry standard and readily
available components.

M Yes Standard Delolrtc's proposed solution leverages the State's
existing CTvironmenl. Complementary advanced
analytic components for digital data will reside in
the Google Cloud Platform (GCP). The details of
the GCP for the development and operations of the
solutions is defined under section 1.1.12 of the
response.

B4.5 Creating/viewing population-based or
individual-based alerts and
notifications

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this
requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

B4.6 SubscribingAJn-subscribing to
alerts/notifications of interest

M Yes Standard Deloitte meets this requirement leveraging
Tableau's inbuilt Subscribe/ Un-subscribe
functionality to manage alerts/notifications of
interest.

B4.7 Sending notifications through
preferred notification method

M Yes Standard Deloitte meets this r^uiremcnt leveraging the
1 notification methods supported by Tableau.

Deloitte 20)8
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1  HUSIMCSS RI-QlilRKMKN'ls
State Requirements

Req U Requirement Description Criticality
Response' '^Method'

B4.8 Scheduling of disiribution of reports
and noliflcarions based on user input
via an "opt in" nxxlel

M Yes- Standard AJcrl owners can sign-up themselves and other
users to receive alert emails in Tableau Server.

Each recipient opt-out of alerts with one click,
directly f^m email.

84.9 Describe the proposed solution to
meet 508 compliance and DofT
compliance requirements. The
authentication and authorization

solution must be ADA compliant.

M Yes Standard Deloitte's proposed solution will leverage Tableau
as the end user interface with inbuilt 508
compliance per the terms of the license and
subscription agreements. We can provide the link
to vendor's compliance Web site. Authorization
will be provided through the existing DolT active
directory being used for the current EBI scope of
work.

84.10 Detenruning who originates and
approves DAP investment proposals.

P Yes Standard Deloitte meets this requirement ihrou^ the data
governance processes we will work with the Stale
to establish and align with the DAP investment
priorities and budget.

84.1 1 Determining the approved
technologies and products developers
must use to build services.

M Yes Standard I!>eloittc's proposed solution uses industry standard
technologies and products to build services with
capabilities to satisfy the system functional and
technical requirements. The core development
activities will be completed using developer
capabilities provided by Oracle, Informatica and
Tableau.

Deloitte 201S ,0,
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1  lUiShNKSS RKQlilKK.MKXrs
State Requirements

Req U Requirement Description Cnticality
•Response.

SDcli.yei^i
3r%iiod"-

B4.12 Defining the procedure for requesting
permission to use a service.

M Yes Standard Deloitte's project management policies will
include processes for service/access requests using
the Application Management Life cycle tool
Atlassian JIRA and/or the DofT ticket system at
the States preference. Note: We advocate using Jira
for application specific issues (defects, change
requests, etc.) and DolT system for infrastructure, •
user access, and outages with final distribution of
usage to be jointly agreed upon by DoIT and
DHHS.

B4.13 Identifying (and executing) what
service and system testing is required
before deploying a service
enhancement.

M Yes Standard Deloitte's Project plan will include standard
service and system testing phases with clearly
defined entry and exit criteria for every release
including service enhancements.

B4.14 Promulgate policies, standards, and
guidelines

M Yes Standard Deloitte Project Management processes will be in
line with the PMI project management policies,
standards and guidelines as will data governance
standards.

B4.I5 Facilitation of processes M Yes Standard Deloitte will work with the Stale to facilitate
Project Management processes as well as standard
governance procedures from project inception
throu^ closure.

B4.16 Collection, analysis and visualization
of metrics

M  . Yes ■Standard Deloitte's proposed solution will enable collection,
analysis and visualization of key metrics, as
defined in the RFP requirem^ts and demonstrated
throughout our proposed solution.

\
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1  UUS1M:sS UKQUIHKMEN I S

State Requirements

Req # Requirement Description Critical] ty

B4.I7 Administer the integration metadata -
for example, DAP metadata (such as
Web Services Description Language)
or business-to-business metadata

(siKh as electronic data

interchange/XML document
standards).

M Yes Standard Deloicte's proposed solution will administer and
maintain a Metadata repository/dictionary to
identify and catalog ali source data. We assume
that DHHS will have acquired [nformatica
Enterprise Data Catalog or will elect to use the
[nformatica Metadata Manager which is bundled
with the current license package and we would
plan to use that tool to meet this requirement.

Information about of teaming partner Google's
processes can be found here;

httDs://cloud.i:oocle.com/daianren/rtor«5/hiinl/In<5r'rt
■Metadata 57.344600

B4.18 Monitor the associated governance
procedures, through one or more
repositories.

M .  Yes Standard We assume that DHHS will have acquired .
Informatica Enterprise Data Catalog or will use
Informatica Metadata Manager which is bundled
with the current licensing and will use either to
meet this requirement.

B4.19 Role-based Access and User
Provisioning - Technology
component that enables what
information a particular user is
authorized to access.

M Yes Standard Deloitie's proposed solution will provide access
rights based on the job function and role, using the
concepts of least-privilege and need-to-know to
match access privileges to defined responsibilities.
This would be completed through both Tableau
and Oracle privilege management.

Deloit(e 2018
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B4.20 Users' access rights shall be based on
what roles they play in the enterprise
(State and Counties) and/or what
groups they belong to for external
entities.

M Yes Standard The solution will enable user roles to be defined
with the built-in reports and can be customized to
display level of detail unique to each individual's
role-set, for both intemaJ and external users.
Report and data access will be authenticated
through Active Directory and controlled through
Tableau and Oracle based on user roles and groups.

B4.21 Role-Based Access shall include the

capability to enforce who can update
data versus access and view only.
Further, the update authority should
be defined at the field level within a

panel.

M Yes Standard Deloirte will leverage Tableau's Site Roles feature
to manage this requirement. Along with content '
permissions, the site role determines who can
publish, interact with, or only view published
content, or who can manage the site's users and
administer the site itself. The tableau privilege
management will be complemented by Oracle
database privilege management.

B4.22 Authentication of user identities -

Technology component that verifies
the identities of those seeking to
access client data. Shall include

strong authentication supported by an
appropriate infrastructure for identity
and access management.

M Yes Standard Ihc proposed system leveraged the State active
directory with the strong authentication standards
defined and supported by DoIT.

B4.23 The solution must have a mechanism

for Annual Reconciliation of users to

determine if access is still needed.

M Yes Standard The solution will leverage Tableau's admin
functionality to reconcile and manage user access.
Wc will work with DHHS and DoIT to establish a
review process which could be modeled from New
HEIGHTS or other existing system that manages
annual reconciliation and sample auditing.

Deloilte 2018
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r; • . -«!-4 p.. .'.r,:. ?.-•
B4.24 Configure, install and train on the

existing Tableau environment to
allow for the usage of R
Programming

M Yes Standard Deloitte will configure, install and train the users
for usage of R programming based on the agreed
strategy for training (Train-the-Trainer or end user
training). User of R will have access to integrate
data from Tableau or directly from the Oracle
database and we will provide knowledge transfer
on our solution components that use R positioning
DHHS/DoIT to sustain and adapt the solution.

B4.25 Logging of activity - For financial,
operational, and legal reasons, the
solution must record all activities in a
log, which must be searchable to
allow administrators to identify any
abnormal pattern of activity.

M Yes Standard Deloitte's proposed solution leverages the State's
existing environments and the existing COTS
products, Informatica, Oracle and Tableau contain
logs of all activity and administrator can search for
abnormal activities as needed.

B4.26 The solution must include the

capability to monitor activity
continually according to a set of pre
defined rules, and to notify
administrators when abnormal

activity is detected

M Yes Standard The applications being utilized provide logging for
ingestion Into the'States Qradar application for
alert management.
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B4.27 Authorization - Authorization shall

provide access control through
enforcement, and be used to

determine the specific scope of access
to ̂ nt to an identity. It must provide
real-time access policy decisions and
enforcement (based on identities,
attributes, roles, rules, entitlements
and so on). Users must be able to

access only what their job functions
allow them to access. For instance, if

a person is a "manager," then he or
she is granted the access necessary to
create or edit a performance review;
however, if a person is not a manager,
then he or she should be able to

review only his or her own
performance review, and only at a
specific stage of the review cycle.
Web access management (WAM),
externalized authorization

management, identity-aware networks
and digital rigfits management tools
are examples of authorization
technologies.

M peloitte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator

for fine grained roles-based access management
completed by the Oracle privilege management.
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84.28

84.29

84.30

State Requirements

Requirement Description

Administration - Administration shall
offer a means of performing identity-
related (asks (for instance, adding a
user account to a specific system).
Administration tools must provide an
automated means of performing
identity-related work that would
otherwise be performed by a human;
examples include tasks such as
creating, updating or deleting
identities (including credentials and
attributes), and administering access
policies (rules and entitlements). User
provisioning shall be considered a
part of administration technology.
Helpdesk agents shall have override
capabilities to correct data and
account errors.

Establishment of an agile State '
enterprise technology platform based
on an DAP architecture

The selected vendor must work with

Department to ensure strategic
alignment between the.deployed
technology and the future-state
business processes and operational
model. This collaboration is to occur,
at a minimum, through the following
activities:

iUi.SINKSS KKQUIRKiMKNT.S

CriHcality
i: /Vendor'^,
fiRcsppny:?

M NO Standard Deloitte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator
for fine grained roles-based access management
completed by the Oracle privilege management.
We assume that the provisioning management will
be integrated with the DoIT ticket system for
consolidated event management.

M

Yes

Yes

Standard

Standard

•The proposed DAP architecture tools and
methodology support agjlc and waterfall
development depending on project specific needs
and State preference.

Deloitte's Project Management team will work
with the State leadership team to ensure strategic
alignment between the deployed technology and
the future-Slate business processes and operational
model and if applicable the Healing Grant. We will
do so by leveraging our knowledge the current EBI
platform and proposed capabilities.

Deloitte 2018
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B4.3I Work with Department Executive
Leadership and project team to refine
the overall vision for the project and
to develop a strategic plan for
managing change;

M Yes Standard Deloitte's Project Management team will work
with DHHS to establish a communication plan and
strategy to strategic vision, governance and
stakeholder engagement, including source system
stakeholders.

84.32 Cultivate ownership and teamwork
among stakeholders at executive
levels

P Yes Standard Deloitte project leadership will facilitate recurring
leadership meetings to review Project Management
processes to manage accountability and teamwork.
We will also work with DHHS to energize and
engage stakeholders for the purpose of this project
and the broader EBI/DAP goals of (he Department.

84.33 Define a change control process for
considering and accepting or denying
changes (policy, planning, design,
processes, etc.) throughout the project

M Yes Standard Deloitte's Project Management processes will
include Change Management process via a Change

■Control Board to manage changes to following but
not limited to scope, timeline and cost, while
aligning with the overall strategic vision.

B5.I Work with the Dqwrtmenl to develop
and deliver training as appropriate to
State users

Yes Standard Deloitte's solution will include training for State
users as defined in section 2.2, State Personnel and
Training.
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B5.3
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State^Requirements

Requirement Description

The System training, in addition to
focusing on the navigation and use of
the System, must also focus on how
the System is integrated into the day-
to-day work of end users including
access level, new business processes
and/or workflows thai.the System will
support. Additionally, training for the
usage of the back-end environment,
Informatica and database dimensional

design will be provided to a team
consisting of State of New Hampshire
database administrators, system
administrators and business analysis
responsible for the on-going
maintenance and support of the
system (outlined funher in the
Technical training section).
The selected vendor must provide the
State Project Manager with
documented evidence of each

trainee's competence to operate the
System and integrate its support in to
their day-to-day work. Training must
be of sufficient length to ensure
adequate comprehension. Training
must be provided "just in time" prior
to deployment and must
conqjrehensively address all System
operations as well as security
considerations.

Critical! ty

M

M

i?|Vcnddr;?»
^fesponse"

Yes

Yes

Standard

Standard

Deloitte's training plan will include functional
training to the end users and technical training to
the administrators and analysts to equip them for
on-going maintenance and operation of the system.
The training model includes shadowing of
resources as well as formal training and computer-
based trainings.

Our approach to training Is elaborated on in section
2.2, State Persormel and Training.

Deloitte's training team will work with the trainees
to train them on system (technical and functional)
aspects of the implementation. The training
sessions will be scheduled prior to transition with
the system fully functional in the testing
environment.

The training material and sessions will be
documented with pre-defined acceptance and exit
criteria. Our approach to training is elaborated on
in section 2.2, State Personnel and Training.

Deloitte 2018
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B5.4 The selected vendor must organize
and provide formal orientation and
training before System deployment, to
the State development and operations
staff so that they are able to manage
and maintain.the System.

M Yes Standard The Deloitte training team will facilitate training
sessions including Idck-ofT, orientation and system
training sessions. The State operations staff
engaged in shadowing will have hands on
experience prior to hand over.

B5.5 The Contractor will also involve the
State's technical staff in any
enhancements to the System to enable
the staff to become familiar with the
process.

M Yes Standard During operations the State's technical staff will be
integrated into the Deloitte team providing full
transparency so they are able to engage and
understand how changes/enhancements are
integrated into the system.

B5.6 Effective training that will provide the
required skills to use this new
automated tool is critical to the
successful implementation and use of
the new System. The selected vendor
must develop user training curricula,
schedules, training materials and
training evaluation materials. The
selected vendor must maintain an
online training environment that
allows trainees to access the new
System. The selected vendor must
conduct face-to-face, hands-on, user
training in logical groupings at
regional locations determined by the
State, and for managing all training
planning and logistics.

M Yes Standard Deloitte will develop training content/ material,
schedule and facilitate training sessions, gather
feedback to enhance training effectiveness and
gather evaluation material. A repository of this
content will be maintained and made available to
the State for future use. Deloitte will work the State
to create and manage a training calendar/ schedule
based on the state's training needs listed in the
requirement.

Our approach to training is elaborated on in section
2.2, State Persoruiel and Training.
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B6.1 The selected vendor shall develop a
prioritized list of data sources to
integrate and migrate into the
Enterprise Data Warehouse. The
selected vendor must identify and
prioritize data sources required to
support each implementation phase.
Additionally, the selected vendor is
required to integrate each respective
data source into the Enterprise Data
Warehouse. The following are the
initial list of data sources to be

migrated into the EDV and utilized to
create the Opioid Crisis dashboard:

M Yes Standard The data sources will be listed and prioritized
depending on the requirement for each
implementation phase to be integrated into the
Enterprise Data Warehouse beginning with the
interfaces defined in the RPP for phase 1. Should
DHHS wish to reprioritize based on source system
constraints or evolving goals, we would work with
DHHS to rebalance priorities and plans.

B6.2 Medicaid and Comprehensive Health
Care Information System (CHIS):
Pharmacy, physical, behavioral health
care claims and Medicaid and

Commercial member data. Note, for
Medicaid, while the data is currently
being integrated under a separate
effort, the vendor will be responsible
for any additional modification

■ relative to needed enhancements for

opioid dashboards and will develop
Medicaid related.

M Yes Standard Deloitte will expand on its existing implementation
to integrate the additional commercials claims data
from the all payor database into the existing
schema. One of engagement leads, Greg Spino has
extensive experience with all payor claims data
integration in a data warehouse.
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B6.3 Child protection investigations and
findings including whether opioid or
other substance use is possible factor
in the case. Child Welfare

Sysicm/DCYF Cases

M Yes Standard Deioitte will integatc with the Child Welfare
finding results including the capturing of .
opioid/substance use as a possible factor. We have
extensive experience working with the Bridges
team and will collaborate with them to extract the

applicable data. In addition, we have integrated
child welfare data into HHS Interactive and have a

strong understanding of child welfare data.-

B6.4 Automated Hospital Emergency
Department Data (AHEDD):
Statewide surveillance system collects
reaUtime data from all 26 New

Hampshire acute care hospital
emergency departments to detect
clusters or monitor potential health
threats in the population such as
respiratory illness during influenza
season, injuries during snow storms,
and drug overdoses during the current
opioid crisis.)

M Yes Standard The Deioitte solution will model and load these

(AHEDD) data into the environment to support
DAP. Our HHS Interactive solution also has a

baseline Tableau dashboard to report on emergency
admittance that would be extended using NH's
data.

B6.5 Vital Records Data: Real time birth

and mortality records certificates.
Data collected by the NH Division of
Vital Records for NH residents and

births or deaths occurring in NH. NH
resident out-of-state births are

reported to NH through an interstate
exchange agreement.

M Yes Standard The Deioitte solution will integrate with the NH
Division of Vital Records to gel Vital records data
on birth and mortality as part of the initial list of
data sources to be migrated to the EDW extending
the current EBl scope of work.
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B6.6 Medical Examiner Report dnjg
overdose deaths data by Fenianyl (no
other drugs), Fenianyl and Other
Drugs (excluding heroin). Heroin (no
other drugs). Heroin and Other Drugs
(excluding fentanyl), Heroin and
Fentanyl, Unknown Opioids, Other
Opiates/Opioids determined by the
Medical Examiner.

M Yes Standard The Deloitte solution will work with the Slate to

define the data needs and integrate this source into
the DAP environment, which we assume will be
enhanced by the NMS Labs test for fenianyl
analogs recently approved by NH's Governor and
Council. Our HHS Interactive solution also has a
baseline Tableau dashboard to report on overdoses
that would be extended using NH's data.

B6.7 Emergency Medical Services (EMS)
Trauma Emergency Medical Services
Information System (TEMSIS):
n>edical responses on Naloxone
administration incidents data and

other overdose related responses.

M Yes Standard The Deloitte solution will integrate with the
Trauma Emergency Medical Services Information
System (TEMSIS) to get medical responses on
Naloxone administration incidents data as part of
the initial list of data sources to be migrated to the
EDW.

B6.8 Grant/State BlDAS Treatment

Services Web Information

Tcchnolo^ System (WITS): An
array of levels of care including
outpatient, iritensive outpatient,
partial hospitalization, residential,
withdrawal management, and peer
and non-peer recovery support
services for substance use disorders

funded by state and grant fimding
(data includes diagnosis codes to
disringuish opioid related treatment).
WITS is vendor hosted using
Microsoft SOL Server and will be

M Yes Standard The Deloitte solution will integrate with the
Grant/State BDAS Treatment Services to get data
on Medication assisted treatment with

Opioid/opiate, methamphetamine, & cocaine/crack
admissions to state funded facilities, as part of the
initial list of data souices to be migrated to the
EDW.
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implementing log shipping to deliver
data for use in the EBI DAP and the

opioid dashboards.

B6.9 Population Data: Base data used for
calculation of population based rates
(e.g., crude, specific, and adjusted
mortality rates).

M Yes Standard The Deloitte solution will integrate population data
used for calculation of population-bas^ rates, as
part of the initial list of data sources to be migrated
to the EDW.

B6.I0 NH Health WISDOM: Data access

for public health indicators via
interactive dashboards and

community profiles. Customize and
display data in maps, graphs, and
tables related to the NH State Health

Improvement Plan, NH
Environnrtental Public Health

Tracking Program, and the NH
Occupational Health Surveillance
Proffam.

M Yes Standard The NH Health WISDOM application includes a
number of opioid data sources and dashboard
capabilities that overlap with the requirements of
this RFP and our HHS Interactive solution. We
will work DHHS and in specific the public health
team to determine how best to carry forward the
opioid specific intellectual capital of Wisdom
strengthening public health utilization of the EBI
and DAP platforms and extending existing
investments to further empower ̂alytics users and
administrators.

B6.n To help ensure that the selected
vendor and the State Project team
fully understand the extent of the
work needed for data conversion, a
detailed study of conversion issues

M Yes Standard We will work with DHHS and source systems to
develop a conversion and cleansing strategy for
each interface itcratively during the design phase in
advance of schema development. The results will
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and requirements will be required of
the selected.vendor.

-

influence the design and define the conversion
strategy and any potential issues.

B6.12 Conducting selected data source
analysis to determine conversion
requirements

M Yes Standard Deloitte will analyze data from the selected data
sources and review conversion/ mapping
requirements with State project team during design
sessions.

B6.13 Reviewing conversion analysis with
the Slate Project team, prepare
detailed data conversion plan
(addressing manual and electronic
data)

M Yes Standard Deloitte will document a Detailed data conversion
plan and the conversion requirements and
mappings will be documented and submitted for
Slate review. Review sessions will be scheduled
and facilitated by the Deloitte team.

B6.14 Defining strategies for verifying
and/or correcting existing data

M Yes Standard Deloitte's Data conversion plan will include
strategies on validating data quality and
cleansing/correcting existing data using the
Informatica cleansing capabilities as required.

B6.15 Developing data conversion scripts
and test data conversion scripts

M Yes Standard The Deloine Development and Testing teams will
develop and lest the Informatica ETL scripts to
load data from source systems to the EBI Data
warehouse.
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B6.I6 In this task the selected vendor must

address data migration issues and a
plan must be in place to ensure the
validation of all conversion routines

and the accuracy and completeness of
all data.

M Yes Standard The Deloitte Data conversion plan will include
standard handling of exceptions and data migration
issues. A reconciliation report will be generated
and shared with the State after processing of the
Inforrhatica ETL to validate accuracy and
completeness of data loads.

Dma

Govcnmn

ce

B7.I Design and implementation of a data
governance strategy

M Yes Standard Deloitte will design and implement a Data
Governance Strategy (DOS) for the phase one
scope of work that can be leveraged as a
framework for subsequent EBI activities.

B7.2 A DAP initiative requires an
infi^tructure reference model that

provides guidance for selecting
technologies and products when
implementing and deploying services.
The Vendor must design and
implement a DAP governance system
that addresses the following
requirements (at a minimum):

M Yes Standard Deloitte will employ a structured product selection
process extending the methods used to select the
current EBI platform components.

1
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B7.3 Defining methods to ensure that the
services infrastructure supports
robust, secure, scalable, and
interoperable operations.

M Yes Standard Deloitte's data govemance strategy Integrates data
governance with data modeling (DM), enterprise
architecture (EA) and business processes (BP),
overriding inter-departmental and technical silos
for greater visibility and control across domains.

B7.4 Identifying what are the approved or
standard technologies and products
for service development and
deployment.

M Yes Standard Deloitte will leverage the processes defined in the
Data Govemance Strategy to identify approved
and/ or standard technologies and products for
service development and deployment.

B7.5 Designing and implementing
methods, patterns, and technologies
that will be used to support security
(role based authentication and

management for access to data based
on an automated approval process),
reliability, transaction, and
instrumentation requirements.

M Yes Standard Our proposed solution leverages the existing
platform carrying forward security, reliability and
instrumentation requirements of the EBI platform
and extending them for the DAP scope of work.
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B7.6 Determining who determines which

technologies and products go onto the
standards list.

M Yes Standard Out data governance frameworks to be refined in
cooperation with DHHS and DolT outline the
requisite guidelines to create an effective
governance organization. The proposed
governance structure has four strata; An
executive/steering committee, a Data Governance
Council (DGO), a cohon of Data Stewards, and a
Data Governance Office (DGO). Each stratum has
clear core responsibilities, and Deloitte will work
together with the State establish the framevyork for
Governance with DHHS and DoIT coordinating
with and engaging the required sponsors and
stakeholders.

B7.7 Defining who needs to approve future
technology and product decisions as
standards evolve in the future.

M Yes Standard The Data governance framework will have a
defined governance structure including an
Executive Steering committee to review and
approve future technology and product decisions.

B7.8 Service Design and Development M Yes Standard Service design and development will propagate the
standards currently being developed in cooperation
with DHHS and DoIT.

B7.9 Service design and development
precepts delegate decisions about
services to the appropriate architects
and developers. The Vendor must
design and implement a DAP
governance system that addresses the
following requirements (at a
minimum):

M Yes Standard The governance to be established during start-up
and elaborated on throughout the project life cycle
will design the roles and authorities of DHHS,
DoIT, vendor and other stakeholders to be

observed throu^out the project life cycle.
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B7.10 Defining a meihod(ology) to ensure
that services are built the right way.

M Yes Standard Deloicte's Data Governance Framework will define

processes, policies and standards to ensure that
services are built the rigjit way.

B7.II Determining the appropriate types of
models that must be implemented.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the appropriate type of models are
implemented driven based on policies and
standards.

B7.I2 Identifying sign off or approval
requirements for service models.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.

B7.I3 Determining the design patterns that
should be used to support DAP
principles.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the design patterns (hat should be
implemented driven based on policies and
standards.

87.14 Identifying sign off or approval
requirements system or service design
decisions.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.

■
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B7.15 Establishing technology standards for
a future project.

M Yes Standard Deloitte will leverage our Data Governance
Fran^work and the lessons learned from the initial

and current implementations to establish
technology standards for a futurc project. The Data
Governance Framework will be updated, as
necessary, based on learnings.

B7.I6 Determining technology selection *
sign off or approyal requirements.

M Yes Standard Deloitte will extend and improve upon the working
relationship with DHHS and DolT, including
formal usage of technology sign-off and approval.

B7.17 Establishing standard designs for
message formats.

M Yes Standard Deloitte will work with DHHS and DolT to
establish a standard design for message formats.

87.18 Detcnrunlng interface sign off or
approval procedures.

M Yes .Standard Deloitte's Data governance framework and the
Agile Project Management Plan will define the
interface sign off and approval procedures which
will establish the format, protocol, and operational
responsibilities.

B7.19 Defining the required testing for DAP
projects.

M Yes Standard The Testing plan will detail the testing
requirements for the DAP project, including testing
of all associated tiers and recommended full

volume dress rehearsal (mock go-live) to validate
source system inputs and DAP outputs at scale.

B7.20 Establishing completed project
acceptance requirements and
proc^ures.

M Yes Standard Deloitte's Agile Project Management Plan and the
cutover plan will csiabjish completed project

• acceptance requirements and procedures.
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B7.21 Creating a "proioiyping or early
experience" capability to experiment
with and design enhancements to
rules-engines by the program group
for review and approval prior to
entering a more formal development,
testing and release process.

M Yes Standard Our solution includes machine learning capabilities
that allow for prototyping and early experience for
iterative refinement, review and approval. If DHHS
intended this requirement to include provision of a
"rules engine" like Oracles Policy management, •
Drools, or IBM Mog (ODM), we recommend the
usage of the New HEIGHTS IBM ODM rules
engine to leverage existing enterprise assets.

B7.22 Configuration and release
management

M Yes Standard We will extend the usage of GitHub to support
configuration management.

B7.23 Configuration management precepts
establish which developers or
administrators arc responsible for
configuring a service and preparing it
for production deployment. The
Vendor must build on and extend

New Hampshire's release
management processes, or develop
one if the existing process is mutually
detcrinined to be not suitable.

Requirements in this area are to
include the following:

M Yes Standard Based on the ongoing experience and knowledge
of New Hampshire's release management process,
Deloitte will leverage existing processes to
configuration and release management.

B7.24 Establishing objective criterion to
ensure that services are stable upon
production release.

M Yes Standard Deloitte will develop a cutover plan and a go/ no-
go checklist that will establish mutually agreed
upon objective criterion to ensure that services arc
stable upon production release.
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B7.25 Deftning entire deployable units
including its dependencies.

M Yes Standard Deloitte will leverage the. Deployment plan to
establish processed for defining entire deployable
units including its dependencies.

B7:26 DeHning vvho is responsible for
creating and version managing
configuration files and deployment
packages.

M Yes Standard Deloitte will work with the State to identify roles'
and responsibilities for configuration and
deployment management and document in the
Deployment plan.

B7.27 Establishing clear responsibilities and
requirements for system testing,
performance testing, and capacity
planning.

M Yes Standard Deloitte will work with the State to identify
requirements, roles and responsibilities for system
testing, performance testing, and capacity planning
and document in the Testing plan.

B7.28 .-Defining the service staging and
promotion process.

M Yes Standard This will be captured and documented in the
Deployment Plan.

B7.29 Defining and implementing services
registration procedures.

.  M Yes Standard Our solution is capable of supporting web services
and if appropriate Mulesofl may be utilized
dependent on source system capabilities and usage
of flat files and web services.

B7.30 Deflhing what information must be
captiired pertaining to a service.

M Yes Standard Deloitte will facilitate design sessions with the
state to define what information must be captured
from a service. This will be documented as part of
systems documentation.
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B7.3I Defming service provision and
instnimentation requirements.

M Yes Standard Our proposed solution leverages the service
provision and instrumentation provided ihrou^
Tableau and Informatica.

B7.32 Establishing signs ofTor approvals
required to migrate a service Into
production.

M Yes Standard The Agile Project Management includes protocols
to establish sign-olTor approval processes related
to migrating a service into production. We
recommend usage of the current Jira install to
manage the process and audit trail.

B7.33 Contract management M Yes Standard We anticipate working with DHHS and DolT
collaboratively during the development of
requirements and design specifications based on
the Memorandum's of Understanding (MOU's) we
anticipate DHHS developing for the source
systems.

B7.34 Contract management precepts shall
define the policies and processes that
potential service consumers use to
obtain permission to access a service.
The proposed DAP governance
solution may extend the existing
provisioning governance system if
suitable, or build a new one as
appropriate. The Vendor must design
and implement precepts in the
following areas:

M Yes Standard See below

.

B7.35 Ensuring that new consumers do not
crash the system through use,
operation or load.

M Yes Standard Deloitte's Testing plan will include load and
performance testing based on the users expected to
access the system and we will work with DoIT to
establish safeguards in the Oracle database to
protect against over usage. Our Team will work
closely with DoIT to establish the appropriate
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safeguards or database controls/thresholds to
' monitor usage spikes and determine appropriate

actions.

B7.36 Establishing the procedures for
requesting permission to use a
service.

>

M Yes Standard Deloitte will work with the State to establish

Systems Interface Plan with procedures for
requesting permission to use a service. Service
Level Agreements will be established for services
as pan of the initial and future implementations.

B7.37 Identifying required information to
request permission to use a service.

M Yes Standard Deloittc's Systems Interface Plan will identify the
required information to request permission to use a
service including but not limited to frequency of
access, load, data extracted, service level
agreements, and suppon standard.

87.38 Establishing an impact analysis to be
performed before granting permission
to new consumers. •

M Yes Standard Deloitte will work with the State to identify the
type of analysis required before granting access.

B7.39 Determining appropriate sign offs or
approvals to granting permissions to
access the sysierh.

M Yes Standard Deloitte will work with the State to establish a

formal approval process for internal and external
user access to the system. These approvals will be
documented for audit purposes. Access requests
are probably best manag^ through the DofT ticket
system. Note; We advocate using Jira for
application specific issues (defects, change
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requests, etc.) and DolT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DolT and
DHHS.

B7.40 Establishing a framework to negotiate
service level agreements (SLAs) for
use of the system.

M . Yes Standard The data governance framework will be utilized to
establish a framework to negotiate service level
agreements for use of the system.

B7.4i Defining arKl implementing SLAs be
reported and enforced.

M Yes Standard The plan will define a process for implementation
of established SLAs.

B7.42 Establishing processes to address
modifications or additional resources

that may be required to support the
SLAs.

M Yes Standard We will collaborate with DHHS and DolT to

establish processes including but not limited to
Service enhancements and additional resources

required to support the SLAs across the entities
responsible for system components and services.

87.43 Defining appropriate testing practices
and procedures that are required
before a new consumer can be

provisioned.

M Yes Standard Deloitte will establish a framework for the

different types of users including but not limited to
users who can publish, interact with, or only view
published content, or who can manage the site's
users and administer the site itself. These different

user roles will be tested for appropriate access-by
setting up test users with the respective roles.
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B7.44 Establishing a''process to provision
new consumers

M Yes Standard Deloitte will establish a framework with different

levels of user access, after working'with the state,
and establish a process to get them the appropriate
access.

B7.45 Service monitoring and control M Yes Standard Please see 87.46 below.

B7.46

n

\

Service monitoring and control
precepts must be designed and
implemented in such a manner as to
define respK>nsibilities for issues
related to operating a service. The
Vendor may build on and extend or
develop new service management and
operations governance by defining
and implementing precepts that
address the following:

M Yes

'1

Standard Through our deployment experience working with
similar States, we recognize the amplified level of
complexity associated with integrating data from
multiple source systems outside of the sponsors
direct domain. Our service monitoring controls and
establishes protocols for management of the
enterprise including source and subscribing
systems.

B7.47 Establishing controls and reporting to
ensure that services behave as

expected.

M Yes Standard Deloitte will leverage existing control to monitor
services and/ or generate error log/ exception
reporting to monitor the services.

B7.48 Defining instrumentation and
reporting to track service
consumption and utilization.

M Yes ■ Standard The majority of consumption will be completed
through Tableau which has audit logging to track
consumption complemented by the Oracle database
logs and potentially Google analytics for Web site
monitoring. For Web services, cither Informatica
or Mulesoft would be utilized and provide for the
required logging.

B7.49 Establishing methods and reporting
procedures to d^ect, eliminate and

M Yes Standard The usage of the States active directory will pull
forward the strengths of DoIT authentication
system. Additionally, the application logs could be

s?
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prcvenl against unauthorized service
access.

consolidated into the States Qradar application for
alert management.

B7.50 Create cracking and reporting for
service SLA compliance and
violations.

M Yes Standard Deloitte will collaborate with DHHS and DolT to
develop reporting for SLA Compliance and
violations.

B7.5I Identification of notifications and
escalation contacts and procedures for
service issues and outages

M Yes Standard The escalation procedures at part of our standard
operations rcadinesis planning and include
protocols not only for the EBI/DAP, but also for
integrated source systcrhs with redundant
call/escalation tree logic. Service outages would be
reported throu^ the DoIT ticket tracking system.

B7.52 Service monitoring and control
capabilities must be built into the
DAP runtime infrastructure. DAP
governance standards must define
where and how to use, report on and
enhance SLAs.

M Yes Standard On our ent^rise data warehouse projects, we
work with our clients doing similar work to
determine which metrics are to be monitored and
what tooling exists lo support those measurements.
We will collaborate with DoIT and DHHS to do
the same for the DAP proieci.

87.53 Incident management M Yes Standard In addition to setting incident management
standards and processes, wc recommend
integrating incident control with the DofT
maintained ticketing system to track incidents and
responsible parties.

B7.54 Incident management precepts shall
define and implement responsibilities
for monitoring and managing
problems and issues that arise during
the operation of the service. The
Vendor must build on and extend or
develop new incident management
governance by implementing precepts

M Yes Standard We propose extending the DoIT ticketing system
and working with IDoIT lo develop a response
structure that assists in identifying the pertinent
parlies for issue resolution based on roles (e.g.
Oracle DBA, Tableau specialists, source system
owner, etc.) based on symptoms for sustainable
operations.
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lhal cover the following (at a
minimum):

87.55 Design and implementation of
processes and procedures to manage
incidents and failures

M Yes Standard We recommend integrating incident control with
the DoIT maintained ticketing system to track
incidents and responsible parties and will work
with DHHS and DoIT to establish the protocols for
the supporting entities. If not able to leverage
DoIT ticketing system then incidents, requests and
failures will be tracked using the Jira application
provided and designed by Deloitte with DHHS and
DoIT.

87.56 Denniiion/ldentirication of
responsibilities for cnd-to-cnd service
exception and fault tracking

M Yes Standard The system design and operational readiness will
define the logging, fault and exception functions
that support the DAP and the roles and
responsibilities for monitoring and root cause
identification and correction.

87.57 Definition/Ideniificaiion of
responsibilities for end-to-end service
error identification and resolution.

M Yes Standard Sec above.
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B7.58 Deflnirion of the escalation path for
SLA violations.

M Yes Standard The escalation and notification process will be
established for SLA standards, including the usage
of tools (Jira/DolT ticketing system) and protocol
for elevating.

B7.59 Change management M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 - Scope
Control.

B7.60 Change.control management precepts
shall define and implement
responsibilities for managing system
enhancement requests and service
versioning. The Vendor must build on
and extend or develop and implement
new change management governance
by defining precepts that cover (at a
minimum):

M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 - Scope
Control.

B7.61 Implement a process to manage
change requests and to ensure that
enhancements do not introduce
defects in the system.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management processes and
guidelines. A change control board consisting of
State and Oeloitte project management will
evaluate potential changes and prioritize to future
releases based on criticality of change. Changes
will be tracked ihrou^ the existing Jira instance,
including the approval to migrate based on test
results.
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B7.62 Design and implement procedures for
requesting service enhancements.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the process for requesting service enhancements.

B7.63 Define what information is required
when requesting a service
enhancement.

{

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the information required while initiating a service
enhancement including but not limited to scope
and reason of change, effort estimate, criticality of
enhancement, risk of not implementing the
enhancement.

87.64. Design an impact analysis process to
be performed before a service
enhancement request is accepted.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the impact analysis process.

B7.65 Define sign off or approval
requirements for service enhancement
requests.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
sign-off or approval requirements for service
enhancement requests. We recommend using Jira
to Crack approvals and to provide the audit trail.

B7.66 Define roles, responsibilities and
sequence of events pertaining to the
implementation of an enhancement.

M Yes Standard The Change Management plan-will include steps
after a service enhancement is approved by the
Change Control Board and a future release version
is identified.
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B7.67 Develop guidelines to assist the State
in paying for or funding an
enhancement.

M Yes Standard Prioritization and funding is based on numerous
variables including important, complexity, funding
source, human capital, dependent entities and other
similar factors. We will work DHHS to assist in

understanding the factors as well implications for
larger scale projects which may qualify for"
enhanced federal funding.

B7.68 Define recommended methods and a

process for addressing enhancement
requests associated with regulatory
requirements.

M Yes Standard This will also be addressed via the Change
management process and the Change Control
Board while managing overall scope and timelines
of the implementation. In addition, Deloitte has a
national HHS practice that tracks market activities
and can assist in multi-state collaboration.

B7.69 Define methods to enable service

vcrsioning and version
control/migration.

M Yes Standard Vcrsioning will be controlled using GitHub to
complement the inherent controls of the stack
components.

87.70 Establish guidelines on how long
should a previous vcrsion(s) of the
service be maintained and

subsequently retired.

M Yes Standard Deloitte will work with the State to establish

retention/ archive rules vcrsioning. In general we
recommend retaining version history for audit
control purposes and historical reference for
similar ftiture efforts.

87.71 Define what degree.of service and
system.testing is required before
deploying a service enhancement.

M Yes Standard Deloitte will work with the state to" review test

coverage plan and identify exit criteria for testing
of service enhancements. This will be documented

in the Testing plan.
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B7.72 Establish leading practices to mitigate

current consumer disruption when
deploying an enhancement.

r

M Yes Standard -Deloitte will work with the state to review industry
standard practices to mitigate user disruption
during deployments. This will be documented in
the Deployment plan and is standard operating
procedure.

B7.73 Develop procedures to notify
consumers of the enhancement or
changes to the system.

M. Yes Standard The Communication plan will capture procedures
to notify consumers of the upcoming system
enhancements, ideally leveraging existing
communication controls like Jira and the DolT
ticketing system.

B7.74 Develop and implement processes to
fall back to a system previous version
upon discovery of a critical defect.

M Yes Standard Deloitte will identify and document rollback
plan/strategy to fallback to older system version
upon no-go of a planned service enhancement.

87.75 Data Management M Yes Standard Sec below
B7.76 Design and Implementation of a data

management strategy including data
warehousing, data quality, and data
integration capabilities. The strategy
will incorporate current practices and
the vendor will work with the current
teams.

M . Yes Standard Deloitte's Data Governance Framework defines a
data management strategy including but not limited
to data warehousing, data quality and data
integration capabilities.
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Ability to access data using open standards access
protocol (please specify supported versions in the
comments field).

M Yes Standard Lnformatica support multiple open
standards access protocols and will be
used to satisfy this requirement. If
required, Mulesofl could also be
utilized'for data integration and
supports numerogs open standards.

Ai.2 Data is available in commonly used format over which
no entity has exclusive control, with the exception of
National or International standards. Data is not subject
to any copyri^i, patent, trademark or other trade secret
regulation.

M Yes Standard Our proposed'solution uses commonly
adapted data'standards and does not
include proprietary data formats.

A1.3 Web-based compatible and in conformance with the
following W3C standards: HTML5, CSS 2.1, XML 1.1

M -  Yes Standard The navigation application and Tableau
will both be compatible with W3C
standards: HTML5,CSS 2.1, XML 1.1
standard and we will use SortSite to

validate the navigation application.

APPUCA T/oy sr.cuRm'

A2.1 Verify the identity or authenticate all of the system
client applications before allowing use of the system to
prevent access to inappropriate or confidential data or
services.

M Yes Standard Deloitte will work with the State to

determine and develop security
protocols for the application leveraging
The DoIT active directly and FTP
services standards.
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A2.2 Verify the identity and authenticate all of the system's
human users before allowing them to use its capabilities
to prevent access to inappropriate or confidential data or
services.

M Yes Standard Deloitte will work with the state to

determine and configure appropriate
levels of user profiling and
corresponding system access. Deloitte
will only provide user access once the
State has provided formal approval and
will authenticate using (he DolT
activate directory.

A2.3 Enforce unique user names for internal facing solution M Yes Standard User names and profile access will be
unique for the internal-facing solution
using the existing active directory
structure to minimize the security risks
associated with duplicate user names.

A2.4 Enforce complex passwords for Administrator Accounts
in accordance with DolT's statewide User Accouni and

Password Policy

M Yes Standard Deloitte will enforce complex
passwords for Administrator accounts,
and remain in accordance with DolT's

statewide policies, as displayed by
Deloitte's current compliance with
Do IT standards by using the DoIT
active directory capability in our
system.

A2.5 Enforce the use of complex passwords for genera) users
using capital letters, nurribers and special characters in
accordance with DolT's statewide User Account and

Password Policy.

M Yes

i

Standard Deloitte will enforce complex
passwords for general user accounts,
and remain in accordance with DolT's

statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards through usage of the
States activity direaory solution.
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A2.6 Encrypt passwords in transmission and at rest within
the database.

M Yes Standard Passwords will be crKrypled through
usage of the DolT active directory
which protects in transmission and at
rest within the database.

A2.7 Establish ability to expire passwords afier a definite
period of time in accordance with DoIT's statewide
User Account and Password Policy

M Yes Standard Deioitte will establish the ability to
expire passwords in accordance with
DoIT's statewide policy, as displayed
by Oeloitte's current compliance with
DolT standards.

A2.8 Provide the ability to limit the number of people that
can grant or change authorizations

M Yes Standard Deioitte will work with the State to. •
determine the number of people
requiring the ability.to grant or change
authorization and develop user
permission roles accordingly.

A2.9 Establish ability to enforce session timeouts during
periods of inactivity.

M Yes Standard Deioitte will work with the State to

determine applicable inactivity periods
and will incorporate session timeouts
into the application which is
configurable through Tableau and
Informatica as well as Oracle.

A2.I0 The application shall not store authentication
credentials or sensitive data in its code.

M Yes Standard The application will not store
authentication credentials or sensitive
data in code.

A2.il Log all attempted accesses that fail identification,
authentication and authorization requirements.

M Yes Standard Failed access attempts will be logged in
the Slates active directory which is
integrated with QRadar.
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Req # Requirement Description Criticality
U'VedHorVu

^Response*
ibeliveryi
^Methlodr

A2.12 The application shall log all activities to a central server
to prevent parties to application transactions from
denying that they have taken place.

M Yes Standard Natively, the tableau, informalica and
Oracle databases will log data'access.
Those logs can be aggregated into the
States existing QRadar instance for
application management.

A2.I3 All logs must be kept for (6 months) M Yes Standard Deloitte will work wdth the State to

determine archive and purge
requirements for system security data >
and logs which is configurable through
Tableau and Informatica for their

respective logs as well as Qradar if
utilized.'

A2.14 The application must allow a human user to explicitly
terminate a session. No remnants of the prior session
should then remain.

M Yes Standard Tableau will allow a user to end (exit)
or logout from a session which will
then be terminated.

A2.15 N/A . M N/A N/A N/A

A2.I6 The application Data shall be protected from
unauthorized use when at rest

M Yes Standard Deloitte's proposed solution leverages
the State's existing environments which
encrypts data rest in the Oracle
database.

A2.I7 The application shall keep any sensitive Data or
communications private from unauthorized individuals
and programs.

M Yes Standard Deloitte will work with the state to

determine and implement user access
roles and permission levels, to keep
sensitive data and communications

private from unauthorized individuals
and programs.
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pi^Gofnments^vi:^^
A2.I8 Subsequent application enhancements or upgrades shall

not remove or degrade security requirements
M Yes Standard In the event of future application

enhancements or up^des, Deloitte
will work with the Stale to determine

any corresponding security
enhancements or upgrades without
degrading or removing security features
already in place. We recommend the
Jira workflow be established to include
a security validation task for
enhancements and uperades.

A2.I9 Use change management documentation and
procedures

M Yes Standard Deloitie's Agile Project Management
Plan will include Change Management
processes and guidelines.

A2.20 Web Services : The service provider shall use Web
services exclusively to interface with the Slate's data in
near real time when possible.

M Y« Standard informatica can support web services
with a plug-in and in addition, the State
has the option of leveraging the
existing Mulesofl enterprise platform
for web services integration. We will
work with DHHS to evaluate each

interface the source system options for
data integration and timing to minimize
data latency.
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1  State Requirements

Req # Requirement Description Criticality
ryRespohseS^?

[^■|De|iyer-y*'«
1 ArrijCA rios sncuHiTY ri:srh\T, .

—

Tl.l All components of the Software shall be
reviewed and tested to ensure they protect the-
State's Web site and its related Data assets.

M Yes Standard An application vulnerability scan
will be completed to validate
compliance with industry
benchmarks. «

TI.2 The Vendor shall be responsible for providing
documentation of security testing, as
appropriate. Tests shall focus on the technical,
administrative and physical security controls
that have been designed into the System
architecture in order to provide the necessary
confidentiality, integrity and availability.

M Yes Standard Both application vulnerability and
penetration testing will be
completed to complement the user
control and permissions established
through re-use of existing
infrastructure.

T1.3 Provide evidence that supports the fact that
Identification and Authentication testing has
been recently accomplished; suppwrls obtaining
information about those parties attempting to log
onto a system or application for security
purposes and the validation of users

M Yes Standard As part of the Testing Plan we will
work with DoIT to validate logging
for active directory.

TI.4 Test for Access Control; supports the
management of permissions for logging onto a
computer or network

M Yes Standard The Testing Plan will include
checks for all user permission roles
and access controls established.

T1.5 Test for encryption; supports the encoding of
data for security purposes, and for the ability to
access the data in a decrypted format from
required tools.

M Yes Standard Encryption will be managed
throu^ the server platform. Oracle
database. Tableau FTP server, and
Informaiica/Mulesoft which are
being extended for this project.
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TI.6 Test the intrusion Detection; supports the
detection of illegal entrance into a computer
system

M Yes Standard The Intrusion Delation using
penetration testing will be
integrated by default with the
broader DolT testing for access to
the on-premisc infrastructure. We
will also perforin application
penetration testing for the DAP
using Metasploit.

T1.7 Test the Verification feature; supports' the
confirmation of authority to enter a computer
system, application or network

M Yes Standard The proposed solution will use the
Stale's active directory which Is
tested and validated.

Tl.8 Test the User Management feature; supports the
administration • of computer, application and
network accounts within an organization.

M Yes Standard Accounts will be managed using the
DolT active directory which will be-
validated throu^ the test plan.

T1.9 Test Role/Pnvilege Management; supports the
granting of abilities to users or groups of users
of a computer, application or network

. M Yes Standard The Testing Plan will verify
successful implementation of user
access roles as determined by the
Slate and Implemented through
Tableau for end users with

complementary security through
Oracle.

TI.IO Test Audit Trail Capture and Analysis; supports
the identification and monitoring of acti\oties
within an application or system

M Yes Standard The Testing Plan will include
verification of Audit Trail Capttire
and Analysis capabilities.

TMl Test Input Validation; ensures the application is
protected from buffer overflow, cross-site
scripting,, SQL injection, and unauthorized
access of files and/or directories on the server.

M Yes Standard The Testing Plan will include
application vulnerability
management scanning against the
application prior to go live using
HP Fortify for code scanning and
penetration test using Metasploit.
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State Requirements

Req # Requirement Description Criticality

W'
;.B%&

T.I.I

2

For web applications, ensure the application
has been tested and hardened to prevent critical
application security flaws. ( At a minimum, the
application shall be tested against all flaws
outlined in the Open Web Application Security
Project (OWASP) Top Ten
(http://www.owasp.org/index.php/OWASP To
p Ten Project))

M Yes Standard The Web-based porTion(s) of the
application, as applicable, will be
tested and prevent security flaws
using HP Fortify for code scanning
and penetration test using
Metasploit. ■

T1.13 Provide the State with validation of 3rd party
security reviews performed on the application
and system environment. The review may
include a combination of vulnerability scanning,
penetration testing, static analysis of the source
code, and expert code review (please specify
proposed methodology in the comments field).

M Yes Standard Deloltte's Advisory unit has
performed 3"^ party validation for
New Hampshire as approved by
CMS and would perform the
penetration and application
vulnerability scans.

TI.I4 Prior to the System being moved into
production, the Vendor shall provide results of
all security testing to the Department of
Information Technology for review and
acceptance.

M

•

Yes (Standard The Testing Plan will include
validations performed in rhultiple
test regions prior to Production, and
security testing results will be
provided to the DolT prior to
production.

T1.I5 Vendor shall provide documented procedure
for migrating application modifications from
the User Acceptance Test Environment to the
Production Environment.

M Yes

1

'  Standard Deloitte will work with the State to

establish protocols and procedures
for the migration of application
components from UAT
environments to Production. We

recommend approvals be captured
using Jira for control and audit trail.

STaSDARD TUSTISC
. .. - ..

-  -
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Req^ Requirement Description CriticaUty

T2.1

T2.2

T2.3

T2.4

The Vendor must test the software and the
system using an industry standard and State
approved testing methodology.

The Vendor must perform application stress
testing and tuning.

The Vendor must provide documented
procedure for how to sync Production with a
specific testing environment.

The vendor must define and test disaster
recovery procedures.

M

M

M

Yes

Yes

Yes

Yes

Standard

Standard

Standard

Standard

Deloitle's Testing Team will work
with Slate resources to develop a
Testing Plan in accordance with
industry standards.

The Testing Plan will include stress
testing and tuning on all application
components as well as full volume

"mock go live" testing.
The configuration management plan
will provide procedures for
migrating changes throu^ test
environments into production.

Deloitte will work with the State to

extend existing protocols for
disaster recovery from the current
EBI and assist with testing in
collaboration with DofT.
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1  State Requirements

Req # Requirement Description Criticality
. .1^ V.chd^.^;! ?• Deli very-;;
■:;R^sponsj^"

1 OVERATIOSS
Hl.l Vendor shall provide an

ANSl/TlA-942 Tier 3 Data
Center or equivalent. A tier 3
data center requires 1)
Multiple independent
distribution paths serving the
IT equipment, 2) All IT
equipment must be dual-
powered and fully compatible
with the topology of a site's
architecture and
3)ConcuTTently maintainable
site infrastructure with •
expected availability of
99.982%

. M Yes Standard . Dcloitie's proposed solution leverages the State's existing
environments for PI and PHI and us such inherits thie protections
of the States data center.

The Google platform is Fedramp certified and will only be used
for de-identified data provided by Google from there digital
search repository and if agreeable with the Stale a de-identified
extract of the all payor claims database.

The Google Cloud Platform has a 99.95% SLA, Google BigQucry
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H1.2 Vendor shall maintain a.
secure hosting environment
providing all necessary
hardware, software, and
Internet bandwidth to manage
the application and support
users with permission based
logins.

M Yes Standard Deloitte's proposed solution leverages the State's existing
divironments. The data sourced from Google will be de-identified
and will imported into the DAP consistent with other input data
sources for end user access from the on-prcmise DAP.

H1.3 I The Data Center must be
physically secured —
restricted access to the site to
personnel with controls such
as biometric, badge, and
others security solutions.

M Yes 1  Standard Deloitte's proposed solution leverages the State's existing
cnvirorunents and physical controls.
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Req ft Requirement Description Criticallt>'
-Jl^Vendorji*"

■7Meth^»
^-=-r

Policies for granting access
must be in place and
followed. Access shall only
be granted to those with a
need to perform tasks in the
Data Center.

HI.4 Vendor shall install and .
update all server patches,
updates, and other utilities
within 60 days of release
from the manufacturer.

M Yes Standard Deloitte will provide the mentioned system maintenance as it
remains in accordance with the Vendor contract in cooperation
with DoIT (e.g. Oracle).

HL5 Vendor shall monitor System,
security, and application logs.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. Dcloittc will monitor logs as part of system
maintenance and support activities included within the scope of
the contract.

HI.6 Vendor shall manage the
sharing of data resources.

M Yes Standard Deloitte will work with the State to determine policies
surrounding data resource sharing and implemeni/follow the
determined protocols.

HI.7 Vendor shall manage daily
backups, off-site data storage,
and restore operations.

_

M Yes Standard Deloitte s proposed solution leverages the Slate's existing
environments. Daily back-ups. off-site data storage, and restore
operations will all be managed and documented in the
Deployment Plan. The Coogle platform will not serve as the
primary sourcc.of data which would rcquirc'backup, although the
platform is tecked up as a GCP standard.

Deloilte 2018
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Req# Requirement Description Criticalit)'.
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H1.8 The Vendor shall monitor
physical hardware.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and DoIT monitors physical hardware.

H1.9 Remote access shall be
customized to the State's
business application. In
instances where the State
requires access to the
application or server
resources not in the DMZ, the
Vendor shall provide remote
desktop connection to the
server throu^ secure
protocols such as a Virtual
Private Network (VPN).

M Yes . Standard Deloitte's proposed solution leverages the State's existing
environments and VPN network as required. •

HI.10 The Vendor shall report any
breach in security in
conformance with State of
NH RSA 359-0:20. Any
person engaged in trade or
commerce that is subject to
RSA 358-A:3, 1 shall also
notify the regulator which has
primary regulatory authority
over such trade or commerce.
Ail other persons shall notify
the New Hampshire attorney
general's office.

M Yes Standard ' Any breaches in security will be reported to the designated DAP
security lead for DHHS.
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1  State Requirements

Req # Requirement Description Cridcality ^ Rcsppns^.
H2.1 Vendor shall have

documented disaster recovery
plans that address the
recovery of lost State data as
well as their own. Systems
shall be architected to meet

the defined recovery needs.

M Yes Standard Deloitte's proposed solution leverages the Stale's existing
environments and supporting disaster recovery plans which will
be extended to support this projixt. Our teaming partner Google's
disaster recovery plans can be found here:
hirDs://cloud.eooule.cont/solutions/dr-scenario5-for-data.

However, the OOP is a source system and will not be a primary
data store for DHHS's defined source data.

H2.2 The disasto* recovery plan
shall identify appropriate
methods for procuring
additional hardware in the

event of a component failure.
In most instances, systems
shall offer a level of

redundancy so the loss of a
i drive or power supply will
not be sufficient to terminate

services however, these failed

components will have to be
replaced.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and we do not anticipate the acquisition of
additional hardware unless DHHS/DofT elect to modify the
current disaster recovery plan which docs not include a hot site.
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I  State Requirements

Req tt Requirement Description Criticality
y.cnd^yi

,  "Re^oh'seV
i^DeliS^fyV'

:• Comments . z: •.
t' -'Lil /•- .V;;;.,

H2.3 VCTdor shall adhere to a

defined and documented

back-up schedule and
procedure.

■ M Yes Standard Deloitte's proposed solution leverages the State's existing
proposed solution. The Deployment Plan will document all back
up schedules will be jointly developed with DoIT.

Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H2.4 Back-up copies of data are
made for the purpose of
facilitating a restore of the
data in the event of data loss

or S^tem failure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments, including backup copies in cooperation with DofT.
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Standard Deloitte's Drooosed solution leveraees the State*:Deloitte's proposed solution leverages the State's

Req# Requirement Description Criticality
'Response'

H2.5

u
•>

Scheduled backups of all
servers must be completed
regularly. The minimum
acceptable frequency is
difTerentia! backup daily, and
complete backup weekly.

M Yes  existing
environments. 7*he Deployment Plan will detail all scheduled
server back-ups, which will at minimum occur daily for
difTerentia] backup and weekly for complete backup as jointly
a^eed upon by DoIT.

H2.6 Tapes or other back-up media
' tapes must be securely
transferred from the site to

another secure location to

avoid complete data loss with
the loss of a facility.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and back-up media and storage.
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State Requirements

Req U

H2.7

.Requirement Description

Data recovery - In the event
that recovery back to the last
backup is not sufficient to
recover State Data, the

Vendor shall employ the use
of database logs in addition to
backup media in the
restoration of the database(s)
to afford a much closer to

real-time recovery. To do
this, logs must be moved off
the volume containing the
database with a frequency to
match the business needs.

li()Sn,\GSI:CUR/n

H3.1 The Vendor shall employ
security measures ensure that
the State's application and
data is protected and how the
system will meet all Federal
and State requirements
currently in law and rules
protecting sensitive personal
health information, as

outlined in the Health

Insurance Portability and
Accountability Act (HLPAA)
and the more stringmt Title
42 Code of Federal

Regulations (CFR) Part 2:

Criticality

M

•Respoifiscr

Yes

'Delivery,
MSth'bd

Standard

M Yes Standard

Deloitte will work with the State to determine the frequency with
which logs are moved to maintain the ability to perform near real
time recovery. Working with DoIT, we would have the option of
recovering from the database logs. Because we use a staging area
to maintain the EB I/DAP platform we would have the option of
recovering from the staging areas if required.

Deloitte will work with the State, and the Data Governance Plan
will document all standards for data management, usage, and
protection in the application and tangential systems based on our
extensive experience supporting the security requirements for
Pl/PHl across numerous Slate clients, including New Hampshire.

Our teaming partner Google's security approach can be found
here: h[tps://cloud.gooale.coin/securitv/compliancc/hit>aa/.

However, we will not store PHI or PI on the GCP.
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State Requirements

Req# Requirement Description Criticality
* Resppriisc^i

(Confidentiality of Substance
Use Disorder Patient Records

regulation), as outlined by the
Federal Substance Abuse .

Mental Health Services

Administration (SAMHSA)
and the OfTice of the National

Coordinator for Health

Information Technology
(ONC)

.

H3.2 If State data is hosted on

multiple servers, data
exchanges between arid
among servers must be
encrypted.

M Yes Standard The hosting will be contained on the on-premise DolT platform
with augmented data/capacity on the GCP which will be de-
identifted and encrypted.

Our teaming partner Google's encryption policies can be found
here: https://cloud.google.coin/knts/docs/encT^t-decrypt

H3.3 All servers and devices must

have currently-supported and
! hardened operating systems,
the latest anti-viral, anti-

hacker, anti-spam, anti-
1 spyware, and anii-malware
utilities. The environment, as

a whole, shall have

aggressive intrusion-detection
and firewall protection.

M

1

i

Yes Standard Oeloitte will work with the State to leverage the existing DoIT
infrastructure and to support version management for the
application components introduced through the DAP.

Our teaming partner Google's compatibility protocols can be
foundhcre:

hitps://cloud.google.com/blog/products/gcp/exploring-coniainer-
security-running-a-tighi-ship-with-kubemetes-engine-1 -10
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State Requirements

Req if Requirement Description Criticality
i-ift^e'njdpiK^

C^Mettidd-a-

H3.4 All components of the.
inhastructure shall be

reviewed and tested to ensure

they protect the Stale's
hardware, sofhvare, and its
related data assets. Tests shall

focus on the technical,

administrative and physical
security controls that have
been designed into the
System architecture in order
to provide confidentiality,
integrity and availability.

M Yes Standard

.

The Testing Plan will include verification of the new
infrastructure components and will extend the current controls in
place for the EBI comportents being leveraged.

H3.5 The Vendor shall ensure its

complete cooperation with
the State's Chief Information

Officer in the detection of

any security vulnerability of
the hosting inft^tructurc.

M Yes Standard In the event of security vulnerability, Deloitte will cooperate and
collaborate with the Slate's Chief Information Officer and all

other related parties as it relates to our scope of work and
responsibilities.

H3.6 The Vendor shall authorize

the State to perform
scheduled and random

security audits, including
vulnerability assessments, of
the Vendor' hosting
infrastructure and/or the

application upon request.

M Yes Standard Deloitte will work with the State to provide support and/or access
to complete security audits and vulnerability assessments.
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Req fi Requirement Description Criticality
.:.RWponsef kiMSttipaj

H3.7 All servers and devices must

have event logging enabled.
Logs must be protected with
access limited to only
authorized administrators.

Logs shall include System,
Application, Web and
Database logs.

M Yes Standard bvent logging will be enabled on all servers and devices. Deloitte
will work with DHHS and DoIT to determine the user access roles
that will have access to these logs, including Tableau and
Informatica and with DoIT in specific for Oracle and active
directory logging.

H3.8 Operating Systems (OS) and
Databases (DB) shall be built
and hardened in accordance

with guidelines set forth by
CIS.NIST orNSA

M Yes Standard Both Operating Systems and Databases will extend the current
Oracle platform supponed and based on DoIT standards.

H3.9 The Vendor shall notify the
State's Project Manager of
any security breaches within
two (2) hours of the time that
the Vendor leams of their

occurrence.

M Yes Standard Deloine will notify the State's Project Manager within the
specified timeline of security breaches as defined in the Terms
and Conditions of the contract. .

H3.I0 The Vendor shall be solely
liable for costs associated
with any breach of State data
housed at their location(s)
including but not limited to
notification and any damages
assessed by the courts.

M Yes Standard Deloitte will be fully responsible for the costs incurred as a direct
result of any breaches we cause, per the terms of the mutually
agreeable contract for any breach of State data housed at our
location.
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1  State Requirements

Req^ Requirement Description Criticalit}' .\*.r ss.

Rcspohsev ■ Method .

H3.1i The cloud services if used

will be FEDRAMP compliant
M Yes Standard Our team partner Google's Cloud Platform is FEDRAMP

Moderate, and will likely be FEDRAMP High by January 2019.
The Informatica layer is FEDRAMP Hi^ will be used to lower
information swurity layer needed before transfer to GCP.
Additionally, only de-identified data will be housed on the GCP.

si:r\ici: ij':\r:i.ACRi:niyii:sr

H4.1 The Vendor's System support
and maintenance shall

commence upon the Effective
Date and extend through the
end of the Contract lehn, and
any extensions thereof.

M Yes Standard Support and maintenance of the system will commence upon the
effective date and extend throu^ the end of the contract.and any
extensions thereof in accordance with the contract.

H4.2 The vendor shall maintain the

hardware and Software in

accordance with the

specifications, terms, and
requirements of the Contract,
including providing, upgrades

, and fixes as required.

M Yes Standard Deloitte will maintain the applicable soHware and hardware
within the terms set forth in the Contract based on defined

responsibilities shared between the vendor, DolT and DHHS (e.g.
DoIT maintains the EBI platform and network being leveraged s
part of the DAP project.).

H4.3 The vendor shall repair or
replace the hardware or
sofhvarc, or any portion
thereof, so that the System
operates in accordance with
the Specifications, terms, and
requirements of the Contract.

M Yes Standard The proposed solution utilizes hardware and software acquired by
the State. Wc will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract.
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State Requirements

Req # Requirement Description Criticality
■ Veridpr^
Reisponse'

"Delivery
.-.Meth<^'- Cbr^ents

I-:. 7- - .
H4.4 All hardware and soHware

components of ihe Vendor
hosting infrastructure shall be
fully supported by their
respective manufacturers at
all times. All critical patches
for operating systems,
databases, web services, etc.,
shall be applied within sixty
(60) days of release by their
respective manufacturers.

Yes Standard The proposed solution utilizes hardware and software acquired by
the State. We will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract. The Google Cloud Platform (GCP)
will be maintained by Google as a service.

H4.5 The State shall have

unlimited access, via phone
or Email, to the Vendor

technical support staff
between the hours of 8:30am

to 5:00pm- Monday through
Friday EST;

M Yes Standard Deloitte technical support staff, will be available to the Vendor
throu^ phone or email between the hours of 8:30am and 5:00pm
EST Monday throu^ Friday.

i
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Req # Requirement Description Criticality
I'" Xendbjrv^
•rRcsprqrisc.

./tl^liviery^
li^etlma.^ v:!i

/'Cbirinients'fi' ; r
j.yrlgT-.rj ••■«;•. ■■

H4.6 The Vendor shall conform lo
the specific deficiency class
as described: o Class A
Deficiency - Software -
Critical, does not allow
System to operate, no work
around, demands immediate
action; Written
Documentation - missing
significant portions of
information or unintelligible
to Slate; Non Software —
Services were inadequate and
require re-performance of the
Service.
0 Class B Deficiency -
Software - important, does
not stop operation and/or
there is a work around and
user can perform tasks;
Written Documentation -
portions of information are
missing but not enough to
make the document
unintelligible; Non Software
- Services were deficient,
require reworking, but do not
require rc-pcrformance of the
Service.
o Class C Deficiency -
Software - minimal, cosmetic

M Yes Standard Deloitte will conform to the specified deficiency classes whcn^
assessing potential solution defeclsr
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Req U Requirement Description Criticality
*;Resp"6nsc! ••?tMetiiM>:

in nature, minimal effect on

System, low priority and/or
user can use System; Written
Documentation - minimal

changes required and of
minor editing nature; Non
Software - Services require
only minor reworking and do
not require re-performance of
the Service.
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H4.7

H<)siiN(;-CLOiii) ki:oijiri:.mi:ms

State Requirements

Requirement Description

As pan of the maintenance
agreement, ongoing support
issues shall be responded to
according to the following;
a. Class A Deficiencies - The

Vendor shall have available

to the State on-call telephone
assistance, with issue tracking
available to the State, eight
(8) hours per day and five (5)
days a week with an
email/telephone response
within two (2) hours of
request;- or the Vendor shall
provide support on-sitc or
with remote diagnostic
Services, within four (4)
business hours of a request;
b. Class B & C Deficiencies -

The State shall notify the
Vendor of such Deficiencies

during regular business hours
and the Vendor shall respond
back within four (4) hours of
notification of planned
corrective action; The Vendor
shall repair or replace
Software, and provide
maintenance of the Software

in accordance with the

Specifications, Terms and

CHticality

M

Deloitte 2018

•Response'fe

Yes Standard

Vendor

- Comments-

Deloitte will work with the State resources to provide
maintenance of ongoing support issues per the terms of the
contract.
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State Requirements 1 ;:;v:V«ndor;25;i

Reqi^f Requirement Description Criticality
ji^X^ndor,^
Kcsp.onsef-; i:.Metiiod!^

Requirements of the
Contract;

H4.8 The hosting server for the
Slate shall be available

twenty-four (24) hours a day,
7 days a week except for
during scheduled
maintenance.

M Yes Standard Deloine will wqrk with the State and DoIT to provide 24/7 access
to the hosting server, except for scheduled maintenance windows.

H4.9 A regularly scheduled
maintenance window shall be

identified (such as weekly,
monthly, or quarterly) at
which time all relevant server

patches and application
up^des shall be applied.

M Yes Standard Dcloittc will work with the State to determine scheduled

maintenance windows and use the determined windows for server
patches and application upgrades in conjunction with DolT.
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, .Method.;,,

.  ̂Cdmmen^s-: -v

H4.I0 If The Vendor is unable to
meet the uptime requirement.
The Vendor shall credit

State's account in an amount

based upon the following
formula: (Total Contract hem
Price/365) x Number of Days
Contract Item Not Provided.

The State must request this
credit in writing.

M Yes Standard In the event of a failure to meet a mutually agreed uptime
requirement and where Deloitte is determined to be solely at fault,
Deloitte will provide the Slate with credit in accordance with a
mutually agreed credit formula which can be similar to the
described requirement. However, we would like to clarify the
baseline cost upon which the credit would be calculated, agree to
a reasonable cap on the credit per month, and a grace peri^ afier
go live where credits would not apply. Additionally, we would
like to propose that the uptime requirement be calculated based on
a monthly average achievement.

H4.II The Vendor shall use a

change management policy
for notification and tracking
of change requests as well as
critical outages.

1

M Yes Standard Deloitte's Agile Project Management Plan will include Change
Management processes and guidelines, including those relat^ to
notification and tracking of change requests. We recommend
using the existing Jira instance for change requests and the DolT
ticketing system for critical outages consistent with State
standards. If not able to leverage DoIT ticketing system then
critical outages will be tracked using the Jira application provided
and designed by Deloitte with DHHS and DoIT.

H4.12 A critical outage will be
designated when a business
function cannot be met by a
nonperforming application
and there is no work around

to the problem.

M Yes Standard Deloitte will adhere to the staled definition of a critical outage and
will work with the State to identify action plans in accordance
with the protocols mentioned above.
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State Requirements

Req # Requirement Description Criticality • j.'i. ' 4^. .'.v

Response.'^
?l^|ivcfy:!'^

'■
H4.13 The Vendor shall mainiain a

record of the activities related
to repair or maintenance
activities performed for the
State and shall report
quarterly on the following:
Server up-time; All change
requests implemented,
including operating system
patches; All critical outages
reported including actual
issue and resolution; Number
of deficiencies reported by
class with initial response
time as well as time to close.

M Yes Standard Deloitte will work with the State to determine a tracking
methodology for repair/mainlenance-related activities and will
provide the State with quarterly reports on the requested metrics,
including incidents tracked through the DoIT ticketing system for
infrastructure maintenance and lira for application defect tracking.
If not able to leverage DoIT ticketing system then infmtructure
maintenance will be tracked using the Jira application provided
and deigned by,Deloitte with DHHS and DoIT.

H4.14 The Vendor will give two-
business days prior
notification to the State
Project Manager of all
changes/updates and provide
the State with training due to
the upgrades and changes.

M Yes Standard Deloitte will provide the State with notification of two business
days for all changes and updates and provide the State with
training that results from the changes and updates.
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1  State Requirements

Req
U

Requirement Description Criticality
iiDeliv^>ir

1 surpoKTS: yiAi:\ii:yAt\ci: Ri:ouiRi:yn::\rs

Sl.l The Vendor's System support and maintenance shall
commence upon the Effective Date and extend through the
end of the Contract term, and any extensions thereof.

M Yes Standard

/

Support and maintenance for the
system will commence on the
Effective Date and extend through the
end of the Contract term and any
extensions thereof.

Si.2 Maintain the hardware and Software in accordance with

the Specifications, terms, and requirements of the Contract,
including providing, upgrades and fixes as required.

M Yes Standard Hardware and software components
of the application will be maintained
in accordance with the Contract in

cooperation with DoIT.

SI.3 Repair Software, or any portion thereof, so that the System
operates in accordance with the Specifications, terms, and
requirements of the Contract.

M Yes Standard In the event of repairs being
necessitated, Deloitte will repair
sofhvare components in accordance
with the Contract specifications and
responsibilities.

S1.4 The State shall have unlimited access, via phone or Email,
to the Vendor technical support staffbetween the hours of
8:30am to 5:00pm- Monday throu^ Friday EST;

M Yes Standard Deloitte's technical support staff will
be available to the Vendor through
phone or email between the hours of
8:30am and 5:00pm EST Monday
through Friday.
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State Requirements

Req
#

Requirement Description Critjcality
/iVen^oi^"
Resj^hse

^Deliyei^?
.VMethc^

Sl.5 TTic Vendor response time for support shall conform.to
the specific deficiency cla^ as d^cribed below or as
agreed to by the parties: o Class A Deficiency - Software
- Critical, does not allow System to operate, no work
around, demands immediate action; Written
Documentation - missing significant portions of
information or unintelligible to Stale; Non Software -
Services were inadequate and require re-performance of
the Service, o Class B Deficiency - Software - important,
does not stop operation and/or there is a work around and
user can perform tasks; Written Documentation - portions
of information are missing but not enough to make the
document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-
performance of the Service, o Class C Deficiency -
Software - minimal, cosmetic in nature, minimal effect
on System, low priority and/or user can use System;
Written Documentation - minimal changes required and
of minor editing nature; Non Software - Services require
only minor reworicing and do not require re-performance
of the Service.

M Response times for system
deficiencies will align with the
appropriate deficiency class as
outlined.

S1.6 The Vendor shall make available to the State the latest
program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

M Yes Standard Program updates, general
maintenance releases, and
functionality releases/patches will be
made available to the State as

generally offered.
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State Requirements

Req
n

Requirement Description Crfticality
ii^^en'dp^
'RcspShset

jlDclivery'

SI.7 For all maintenance Services calls, The Vendor shall
ensure the following information will be collected and
maintained: 1) nature of the Deficiency; 2) current status
of the Deficiency; 3) action plans, dates, and times; 4)
expected and actual completion time; 5) Deficiency
resolution information, 6) Resolved by, 7) Identifying
number i.e. work order nuritber, 8) Issue identified by

P Yes Standard The stated information will be

collected, tracked, and maintained for
all maintenance calls in Jira.

SI.8 The Vendor must work with the State to identify and
troubleshoot potentially large-scale System failures or
Deficiencies by collecting the following information: 1)
mean time between reported Deficiencies with the
Software; 2) diagnosis of the root cause of the problem;
and 3) identification of repeat calls or repeat Software
problems.

P Yes Standard Deloitte will work with the State to

identify, and troubleshoot potential
large-scale system failures. This
process will include collection of the

mentioned information and tracking
in Jira for accumulation of prior
issues and resolution for future use

'Deloitte 2018
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Req

SI.9

SI.10

SI.II

State Requirements

Requirement Description

As part of the Software maintenance agreement, ongoing
software maintenance and support issues, shall be
responded to according to the following or as agreed to by
the parties: a. Class A Deficiencies - The Vendor shall
have available to the State on-cal) telephone assistance,
with issue cracking available to the State, eight (8) hours
per day and five (5) days a we^ with an email/telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b.
Class B & C Deficiencies -The State shall notify the
Vendor of such Deficiencies during regular business hours
and the Vendor shall respond back within four (4) hours of
notification of plaiuicd corrective action; The Vendor shall
repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and
Requirements of the Contract; or as agreed between the
parties

The Vendor shall use a change management policy for
notification and tracking of change requests as well as
critical outages.

A critical outage will be designated when a business'
function cannot be met by a nonperforming application and
there is no work around to the problem.

CriticaUty

M

M

M

; •-Veriddf f":'.-

Re^pn&eT
Yes

•Pcliyc^/
jMcthbS''

Standard

Yes

Yes

Standard

Standard

^Si^onfimentSw/cj^^

Ongoing software maintenance and
support issues will be responded to in
accordance with the defined

deficiency classes or as agreed upon
by the parties.

Deloitte's Agile Project Management
Plan will include Change
Management processes and
guidelines, including those related to
notification and tracking of change
requests in Jira.

Deloitte will adhere to the slated

definition of a critical outage and will
work with the State to identify action
plarts in accordance with protocols
mentioned above and visibility and
tracking using the DolT ticket
tracking for incidents. ^
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1  State Requirements

Req
#

Requirement Description Crlticality
-Respbhs'e..

^Dchvcry^
'jiyiethbd
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'• •} ■.J.'

31.12 The Vendor shall maintain a record of the activities related
to repair or maintenance activities performed for the Stale
and shall report quarterly on the following: All change
requests implemented; All cntical outages reported
including actual issue and resolution; Number of
deficiencies reported by class with initial r^ponse lime as
well as time to close.

M . Yes Standard Deloitte will work with the Slate to
track rcpair/maintcnance-rclated
activities and will provide the State
with reports on the requested metrics,
using the current Jira instance through
on demand dashboards.

31.13 The hosting server for the State shall be available twenty-
four (24) hours a day, 7 days a week except for during
scheduled maintenance.

M Yes Standard Deloitte's proposed solution.
leverages the State's existing
environments and Deloitte will work
with the State to align to this
requirement.

31.14 The Vendor will guide the State with possible solutions to
resolve issues to maintain a fully functioning, hosted
System.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work
with the State to align to this
requirement.

31. 15 A regularly scheduled maintenance window shall be
identified (such as weekly, monthly, or quarterly) at which
time all relevant server patches and application upgrades
shall be applied.

M Yes Standard Working with the State Deloitte will
define the required maintenance
windows for the application,
database, operating system and other
similar components including
regularly scheduled^ upgrade, and as
required maintenance.

31.16 The Vendor will give two-business days prior notification
to the State Project Manager of all changes/updates and
provide the Slate with training due to the upgrades and
changes.

M

1

Yes Standard Deloitte will meet this requirement by,
providing notification and knowledge
transfer.
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State Requirements ■  "..Vendor-,
Req
U

Requirement Description CriticaHt>'
■■ yeriSofrr
Response

■'Delive^
Method

T ^ , . -L.

SM7 All hardware and software components of the Vendor
hosting infrastructure shall be fully supported by their
respective manufacturers at alt times. AJ) critical patches
for operating systems, databases, web services, etc., shall
be applied within sixty (60) days of release by their
respective manufacturers.

Ivl Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work
with the State to align to this
requirement.

SI.18 The Vendor shall provide the Slate with a personal secure
FTP site to be used by the State for uploading and
downloading files if applicable.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments including the secure
FTP.

V
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State Requirements

Req# 1  Requirement Description CriUcality
vi3^enddH?2|KDelivery<

:•.+>: V  'A a?- tGbniments~,v.-K\ r'.-

PRO,//;cr :\/a:\ac/;m/;:\' /

1

1

1

pi.i Vendor shall participate in an initial kick-off meeting to
initiate the Project.

M Yes Standard Deloitte's team will participate in an
initial kick-off meeting for initiation
of the project.

P1.2 Vendor shall provide Project Staff as specified in the
RFP.

M Yes Standard Deloitte's team will be comprised of
individuals as specified in the RFP
response.

PI.3 Vendor shall.submit a finalized Work Plan within ten

(10) days after Contract award and approval by
Governor and Council. The Work Plan shall include,
without limitation, a detailed description of the
Schedule, tasks, Deliverables, critical events, task
dependencies, and payment Schedule. The plan shall be
updated no less than bi-weekly

M Yes Standard

/

Within the first ten days of contract
award, Deloitte will update the project
plan and maintain the project plan
throughout the duration of the project.

PI.4 In addition to daily agile standups, vendor shall provide
detailed written or online weekly written scorccard in
dashboard format on the progress and status of the
Project, and bi-weekJy or other agreed upon period on
funding and expenses including incurred to date

M Yes Standard- Deloitte will provide the State with
detailed status reports on an agreed
upon schedule, including expend
incurred (milestones) in year to date
fashion.

PI.5 All user, technical, and System Documentation as well •
as Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation in Word format.'

M Yes Standard Documents will be maintained as

project documentation, in a
SharePoint repository accessible to
DHHS for easy access and document
version control.

PI.6 The selected vendor must define an integrated project
management plan, which;

Yes Standard Deloitte will work with the State to

develop an integrated project plan.
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Req# Requirement Description Criticallty
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PI.7 Includes cost estimates for specific work to be
performed,

Yes Standard Cost estimates will be submitted as

part of the response to this RFP.

Pl.8 Defines Department Training as a component of the
implementation plan,

Yes Standard The Deployment Plan and Training
Plan will document procedures
surrounding Department Training.

PI.9 Clearly defines the approach and methodology to be
used in each phase of the project.

Yes Standard Deloitte's Agile Project Management
Plan clearly defines our approach and
methodology for all phases of the
project.

PMC Includes a discovery, detailed requirements and
prioritization component phase of the project.

Yes Standard Deloitte's Agile Project Management
Plan includes a phase for discovery,
detailed requirements gathering, and
prioritization.

PI. II The CORbi project will be managed using an agile
agile approach while still maintaining requirements
documents as product artifacts, allowing the
organization to adapt and change as needed more
efficiently and effectively in order to meet the business
needs. The goals will be to provide a bi-weekly
demonstration of work for review and planning for next
steps. The new process will be based on the following
scope as a baseline to the strategy:

Yes Standard

i

Deloitte's Agile Project Management
Plan will allow for bi-weekly 's
demonstrations of work for re^ew
and planning for next steps and we
look forward to jointly deploying and
supporting the transition to agile and
will bring agile experts as part of our
delivery team. We will also work with
DHHS to structure the milestone

exhibits and approach to align with
the agile delivery rtKKlel.
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PI.12 Team Formation: The Department in concert with the
awarded vCTMjor will identify the required team
members for the duration of the product delivery. The
team will consist of a product owner, scrum master, and
other team membere. 'hierc will be several teams based
on the amount of features being worked on at any given
lime. Additionally, there will be operational teams to
commit to and complete features associated with user
stories and tasks to keep the system running as well as
product enhancement teams to commit and complete
features associated with user stories and tasks to meet
the changes required by the business.

V  Yes ' Standard Deloitte has included a breakdown of
the sprint activities and a Work Plan
that define scope of activities included
and will work with all State
depanmcnts as appropriate within
each sprint and phase of the project
using the Agile team structure.

During the start-up of each sprint, we
will work with DHHS and DofT to
identify the agile team members and
rolls.

PI.13 Process: The owarded vendor will plan and implement
a process similar to the following:

_

Yes Standard Sec below:

PI.14 Backlog Creation and refinement: The Product Owner
working with team members and the business will
create a prioritized backlog of work in the form of high
level features. This will be an on-going process that
must be completed prior to each Sprint Planning
Meeting. Additionally, the Product Qwner^s) will
breakdown the features into prioritized user stories
related to the originating features for use in the Sprint
Planning meeting.

Yes Standard Deloitte's Project Management Plan
includes creation and continuous
refinement of a backlog that will be
used in the Sprint Planning meetings
to be recorded in Jira.
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'.Delivery
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PI.15 Sprint Planning Meeting; This meeting will minimally

consist of all team members facilitated by the Scrum
Master and will be focused on clarifying the details of
the prioritized backlog items, re-prioritizing as needed
and obtaining commitment from the team to complete
user stories from the backlog in the proposed sprint not
to exceed 4 weeks wth a preferred cadence of 2 weeks.
Additionally the team will then create detailed tasks
and commit to the items individually. The
commitments will be managed using a KanBan tool to
be provided by the vendor and agreed to by both parties
for the teams use throughout the contract period.

Yes Standard Deloine's Agile Project Management
Plan includes usage of Sprint Planning
meetings as described and using the
Agile KanBan or Scrum process as
jointly agreed lipon, which can also be
facilitated through Jira.

PI.16 Sprint: The ^rint will consist of daily standup meetings
(not to exceed 10 minutes) to discuss roadblocks, any
clarification needs associated with woric accomplished
the previous day or planned for the current day, or bthcr
important items to the team. The team will work in
concert with each other preferably within the same
location and will require a meeting room provided by
the awarded vendor for impromptu meetings to move
tasks forward.

Yes Standard Deloitte's Agile Project Management
Plan utilizes daily standup meetings
throughout each project sprint.

-P1.I7 Sprint.Review Meeting: Demonstrate working product
associated with commitments from the sprint planning
meeting. Communicate items to focus on in the next
sprint.

Yes Standard Deloitte's Agile Project Management
Plan includes Sprint Review Meetings
to demonstrate and assess product
progress and commit to future sprint
items using the prioritized backlog.

PI.18 Daily Meeting: Consist,of the team members that have
comrnitted to completing tasks in the sprint and will be
no longer than 10 minutes answering the following
questions:

Yes Standard Deloitte's Agile Project Management
Plan includes Daily Meetings that
function as the standup meetings
mentioned above.
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1  PKO.IKCr MANaCKMD.NT"
State Requirements I?- •■'•'i-'-• Weri_dbr'"';_ *V^

Req# Requirement Description Critlcality ke'spohsci
•;p«Iiver5C
; Method'

-PI.19 What did 1 complete yesterday? Yes Standard Daily scnim.meetings Mrill.address
work completed the prior day.

PI.20 What am 1 doing today? Yes Standard Daily scrum meetings will address
work planned for the day.

P1.21 Are there any roadblocks keeping me from completing
my commitments?

Yes Standard Daily scrum meetings will address
blockers.

PI.22 Develop and obtain buy-in for a stakeholder and
communication management plan and work with the
Department to crafi appropriate communication
messages throughout the project

Yes Standard Deloilte will work with the State to
develop a stakeholder and
communication management plan.

PI.23 Conduct organizational assessments and gap analyses
for the affected divisions and programs and facilitate
the developntent of appropriate organizational
structures and job descriptions

Yes Standard Deloitte will work with the State to
identify and organizational gaps
required to meet the project
objectives.

PI.24 Work with the Department to define business
processes, including use cases, workflows, and business
rules

Yes Standard ■ Deloitte will work with the State to
develop use cases, workflows, and
business rules required to deliver the
projea.

P1.25 The project must use agile-like software development
principles and practices

Yes Standard Deloitte meets this requirement.
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Department of Health and Human Servtce5

Data Analytics Platform for Qpioid Crisis'

RFP 2019-043/RFP-2019-DPHS-19-DATAA

RFP issued: Oct. 16.^

VENDOR CONFERENCE'. ...Oct. 30. 2018; 9:00 a.m. ESTi

'1 ■

AT: 129 Pleasant St., Concord, NH 03301

STATE POINT of CONTACT'. Brian Owens

Brian.owens@dhhs.nh.gov.

603-271-9634

CONTRACT TYPEL <NOT TO EXCEED>;

PROPOSALS DUE'. ..I..;...'Dec. 10. 2028 2:00 p.p.
EST

m.
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1, INTRODUqjION

1.1. The State of New Hampshire, acting through the Department of Health and
Human Services (Department) Is releasing this Request for Proposal (RFP) to
procure a software system and associated services for the Department to
Implement a scalable Opiold Crisis Response Management Business
Intelligence dashboard.

1.2. Project Overview
1.2.1. New.Hampshire, like many states, is in the midst of responding to the

opiold crisis. New Hampshire has been especially hard hit with one of
the highest overdose rates in the country. At the same time the
Department is limited in Its capacity to manage the volume of
information available throughout the state and nationally that" relates to
the opioid crisis. Data related to the opiold crisis In many respects
presents the largest data management and analysis challenge of any
issue faced not just by the Department but by the State as a whole.

1.2.2. The Department maintains or has access to multiple systems that
compile data on a variety of health and social issues that correlate with
risk, progression, misuse and addiction to opioids and resulting health
consequences, including overdose deaths. These systems organize
and support various functional areas In delivering services to the
citizens, as well as systems that capture Information about the health
and well-being of the general public. In addition, other NH state
agencies and federal partners capture Important data related to the
opioid crisis. Improved use of data assets is essential to the
Department's opiold response. Curreritly the primary extent of regular
data reporting on opioids in New Hampshire is the monthly New
Hampshire Drug Monitoring Initiative produced by the Department of
Safety New Hampshire Information & Analysis Center (for a recent
example, see https://www.dhhs.nh.gov/dcbcs/bdas/documents/dmi-
june-2018.pdf).

1.2.3. In aggregate, these systems maintain a large wealth of data and,
historically, have been commissioned and operated" to serve the
purposes of varying Bureaus and Divisions within the Department and
other state agencies and stakeholders outside the Department.
Unlocking, consolidating and bringing this data into a holistic Data
Analytics Platform (DAP), allows the Department to Identify and drive
meaningful change.

2019-043/RFP-201S-OPHS-19-D ATAA
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1.2.4. The Department, in partnership with the Department of Information
Technology, Is currently underway with implementation of the initial
components of an Enterprise Business Intelligence platform using
Oracle, Informatica PowerCenter Advanced Edition, Informatica Data
Quality Standard Edition, and Tableau with an expected
implementation of the infrastructure by 12/31/18.

1.2.5. There is an opportunity to organize data into information, identify
meaningful social applications and develop realistic, fact-based,
evidence-supported policies and programs; focusing the Department on
how to best address the current opioid crisis. This opportunity requires
coordination, consideration and dedication in order to make use of data
and analytical resources by putting in place a holistic solution, which
makes use of advanced analytical tools, for use by. all levels of
resources including Department subject matter experts, data
scientists/analysts, program managers, and executives, as well as
stakeholders outside the Department. Health and Human Services and
Department of Information Technology staff will work in concert with the
awarded vendor to implement a solution that will be maintained and
operated by the State of New Hampshire subsequent to acceptance of
the completed work. '

1.2.6. This RFP provides interested Vendors with the information needed to
understand the desired Data Analytics Platform (DAP), assess the level
of effort required to meet the defined requirements and to submit a
proposal for consideration that:

1.2.6.1. Enables the effective sharing, reuse, and goviemance of
Enterprise Business and Technical Services through the
deployment of the DAP;

1.2.6.2. Enables the vision for an interoperable approach to the
State's health and human sen/ices program data;

1.2.6.3. Enables New Hampshire to replace the current Department
data warehouse, which is a collection of unconnected data
stores, with a true enterprise business intelligence DAP that
will be developed and deployed through a phased approach
for meeting the future technology needs of all of New
Hampshire's DHHS programs as follows:

2019-043/RFP.2019.DPHS-19-DATAA
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1.2.6.3.1. Starting with the implementation of the essential
technical components and capabilities to meet the
Stale's functional needs for the opioid response,
followed by the expansion of technical and
functional capabilities to meet the needs of other
Department programs:

1.2.6.3.2. Ensuring an agile design, development, and
Implementation approach to the Department
enterprise DAP and opioid dashboard;

1.2.6.4. Strengthens data sharing, worker collaboration and decision
support at all levels through a new Department Enterprise
DAP driven by a robust governance model.

1.2.6.5. Ensuring that the proposed Department Enterprise DAP
adhere to confidentiality and privacy requirements of state
rules and state and federal laws, including, but not limited to;
42 CFR Part 2 and 45 CFR 160. 162 and 164.

✓

1.2.7. The Department's intent is to evaluate the necessary software
^  solution(s), implementation, maintenance and operations, and hosting

services in the context of the RFP. The Department is. interested in
proposals that demonstrate a creative approach to meeting the
requirements for the development of an Enterprise DAP, including a
new Business Intelligence System and an Opioid Dashboard. This
dashboard will be used for both external (anonymous) and internal
(role-based) access and uses (e.g., Opioid Dashboard for both external
(anonymous) and internal (role-based) access and uses.)

1.2.8. Prospective Vendors are encouraged to develop strategic partnerships
in blending the capabilities and skills necessary to develop the best
value solution for the Department.

1.2.9. The purpose of this RFP is to provide sufficient information to
interested Vendors to prepare and submit proposals, presentations and
demonstrations for consideration by the Department for:

1.2.9.1. Designing, developing and implementing (DDI) the proposed
Enterprise DAP and Business Intelligence System that will
meet the known, expected, and future interoperability needs,
integrated reporting, and shared analytics requirements of the
Department and the State

1.2.9.2. Project Management strategies to implement solutions in a
short timeline

2019-043/RFP.2019-DPHS-19.0ATAA
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1.2.9.3. Design and implementation of a State managed data
governance and management model

1.2.9.4. Providing on-site user training and complete up-to-date
operational, technical, and user documentation

1.2.9.5. Inventory, migration and training of key staff to perform the
migration of existing data warehouse and reporting
environment as it related to the Opioid dashboard data
sources

1.2.9.6. Creation of an Opioid crisis dashboard leveraging multiple
data sources to allow for real time Information gathering {see
Appendix D-1 for high-level requirements diagram)

1.2.9.7. Conducting a post-implementation review and sign off period
1.2.9.8. Hosting and/or on premise support for the proposed system

during the phased DDI effort and proposed maintenance and
operations costs for post full deployment if hosted

1.2.10. This RFP contains instructions governing the Proposals to be
submitted and the material to be included herein; a description of the
solution to be provided; general evaluation criteria; and other
requirements to be met by each Proposal.

1.2.11. The DAP will facilitate analysis that will lead to:

1.2.11.1. Strengthening the outcomes and value of the services
provided by the Department

T2.11.2. Improving the care and well-being of individuals and families
by enabling integrated analysis of intra-Departmental and

.  State data

1.2.11.3. Promoting a Department organizational structure that
encourages working across traditional boundaries and
embraces change

1.2.11.4. The DAP will support the Department in achieving these
objectives through:

1.2.11.4.1. Data cleansing and quality improvement

1.2.11.4.2. Integrating opioid-related data sets

1.2.11.4.3. Integrating other Department data

1.2.11.4.4. Improving system performance

1.2.11.4.5. Creating semantic interoperability between
disparate data sets

2010-043/RFP-2019-DPHS-19-0ATAA
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1.2.11.4.6.Creating hardware, and software architecture
principals that will allow future scalability for
additional data,

1.2.11.4.7. Meta data management,

1.2.11.4.8. Data governance, and

1.2.11.4.9. Creating a system of consent and authorization so-
that protected health information, substance use
disorder treatment information can be obtained, as

needed, and revocations can be tracked.

1.2.11.5. The Department recognizes that a modern and contemporary
information system is required to support the Department's
response to the Opioid Crisis and improving Department
programs' efficiencies, effectiveness, outcomes and quality of
service.

1.2.11.6. High-level Functionality for the Proposed System.

1.2.11.6.1. The proposed system is to have a DAP that
enables service levels, future upgrades,
replacement, and augmentation allowing the
system to be incrementally modernized throughout
its life span. This is required to enable the system
to fit the future Department needs without a
complete replacement.

1.2.11.7. The proposed system will continue to scale after the contract
completion to incorporate future data sets. Future systems
that will be integrated into the system as time and funding
permits will include but not limited to:

1.2.11.7.1.Community Mental Health Services

1.2.11.7.2. Illicit Drug Use Infectious Disease

1.2.11.7.3. Injury Prevention

1.2.11.7.4. Public Health Home Visiting

1.2.11.7.5. United Healthcare Facilities Discharge Data Set
(emergency department visits and inpatient
discharges)

1.2.11.7.6. Naloxone Distribution by Hubs

1.2.11.7.7. Human Services Programs (e.g., SNAP, TANF)

1.2.11.7.8.BRFSS (Behavioral Risk Factor Surveillance
System)

2019-043/RFP-2019-DPHS-19-OATAA
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1.2.11 7.9. YRBS (Youth Risk Behavior Survey)

1.2.11 7.10. NSDUH (National Survey on Drug Use and
Health)

1.2.11 7.11. PRAMS (Perinatal Risk Assessment
Monitoring System)

1.2.11 7.12. Prescription Drug Monitoring Program

1.2.T1 7.13. New Hampshire Hospital Electronic Health
Records

1.2:11 7.14. Housing, Employment Education

1.2.11 7.i5. CriminalJustice

1.2.11 7.16. Prevention and Harm Reduction Programs

1.2.11 7.17. Suicide Prevention

1.2.12. Contract Award

The State plans to execute a Not to Exceed (NTE) $2,278,642
Contract as a result of this RFP to include acquisition of necessary
hardware and software to meet the deliverables of the proposed
system. If an award is made, it shall be made based upon evaluation
of the submitted Proposals in accordance with the review process
outlined in Section 5: Proposal Evaluation Process below. The award
will be based upon criteria, standards, and weighting identified in this
RFP. The award may be awarded to a single or multiple vendors
based upon evaluation of the submitted proposals.

1.2.13. Non-Exclusive Contract

Any resulting Contract from this RFP will be a Non-Exclusive
Contract. The State reserves the right, at its discretion, to retain other
Vendors to provide any of the Services or Deliverables identified
under this procurement or make an award by item, part or portion of
an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors,
except that the Contractor shall be responsible for any delay, act, or
omission of the other Contractors if such delay, act, or omission is
caused by or due to the fault of the Contractor.

2019-043/RFP-2019-DPHS-19-OATAA
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If a Contract is awarded, the Vendor must obtain written consent from
the State before any public announcement or news release is issued

,  pertaining to any Contract award. Such permission, at a minimum,
will be dependent upon approval of the Contract by Governor and
Executive Council of the State of New Hampshire. A Contract award
is contingent on approval by the Governor and Executive Council.

1.3. Contract Term

Time is of the essence in the performance of a Vendor's oblioatlons

under the Contract.

1.3.1. The Vendor shall be fully prepared to commence work within 10 days of
contract approval by the G&C full execution of the Contract by the
parties, and the receipt of required governmental approvals, including,
but not limited to. Governor and Executive Council of the State of New
Hampshire approval ("Effective Date").

1.3.2. The Vendor's initial term will begin on the Effective Dale and extend
through August, 31, 2019. The term may be extended up to four (4)
years ("Extended Term") at the sole option of the State, subject to the
parties prior written agreement on applicable fees for each extended
term, up to but not beyond AUGUST, 31, 2023.

1.3.3. The Vendor shall commence work upon issuance of a Notice to
Proceed by the State.

1.3.4. The State does not require the Vendor to commence work prior to the
Effective Date; however, if the Vendor commences work prior to the
Effective Date and a Notice to Proceed, such work shall be performed
at the sole risk of the Vendor. In the event that the Contract does not

become effective, the State shall be under no obligation to pay the
Vendor for any costs incurred or Services performed; however, if the
Contract becomes effective, all costs incurred prior to the Effective
Date shall be paid under the terms of the Contract.

1.3.5. Contract Negotiations and Unsuccessful Bidder Notice

1.3.5.1. If a Vendor is selected, the State will notify the selected
Vendor in writing of their selection and the State's desire to
enter into contract discussions. Until the State successfully
completes discussions with the selected Vendor, all submitted
Proposals remain eligible for selection by the State. In the
event contract discussions are unsuccessful with the selected

Vendor, the evaluation team may recommend another
Vendor.

2019-043/RFP-2019-DPHS-19-pATAA
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1.3.5.2. In accordance with New Hampshire Statutes Chapter 21-
G:37-a. no information shall be available to the public, the
members of the general court or its staff, notwithstanding the
provisions of RSA chapter 91-A: Access to Governmental
Records and Meetings, concerning specific responses to this
RFP, from the time the RFP is made public until the Contract
is actually awarded, in order to protect the integrity of the
public procurement process. This means unsuccessful
Vendors shall not be notified until after the Governor and

Executive Council have approved the resulting Contract. No
information can be provided to non-selected Vendor until after
Contracts are awarded, at which time non-selected applicants
may submit a written request for more information about the
reasons for not being selected and recommendations^ that
may make future applications more effective. Such requests
are not considered appeals. Once an applicant has
submitted a letter, the State will attempt to accommodate
such requests within a reasonable time.

1.3.6. VENDOR ETHICS

From the time this RFP is published until a contract is awarded, no bidder
shall offer or give, directly or indirectly, any gift, expense reimbursement, or
honorarium, as defined by RSA 15-B. to any elected official, public official,
public employee, constitutional official, or family member of any such official
or employee who will select, evaluate, or award the RFP. Any bidder that
violates this section shall be subject to prosecution for an offense under rsa
640:2. Any bidder who has been convicted of an offense based on conduct in
violation of RSA 21-G:38. which has not been annulled, or who is subject to a
pending criminal charge for such an offense, shall be disqualified from
bidding on this RFP and every such bidder shall be disqualified from bidding
on any RFP or similar request for submission issued by any state agency.

1.4. Subcontractors

1.4.1-. The Vendor shall identify all Subcontractors to be provided to deliver
required Services subject to the terms and conditions of this RFP,
including but not limited to, in Appendix H: State of New Hampshire
Terms and Conditions, and Appendix H-25: General Contract
Requirements herein.

1.4.2. The Vendor shall remain wholly responsible for performance of the
entire Contract, regardless of whether a Subcontractor is used. The
State will consider the Vendor to be the sole point of contact with
regard to all contractual matters, including payment of any and all
charges resulting from any Contract.

2019-043/RFP-2019-DPHS-19-DATAA
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2. SCHEDULE OF EVENTS

. The following table provides the Schedule of Events for this RFP through Governor
•  , and Council approval and Notice to Proceed.

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16. 2018 12:00 pm

Notification to the State of the number of

representatives ^ attending the (Mandatory or
Optional) Vendor Conference

Oct. 23. 2018 2:00 pm

(Mandatory or' Optional) Vendor Conference:
location identified in Section 4.3: Vendor

Conference

Oct. 18, 2018 9:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5. 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 13. 2018 2:00 pm

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1.00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

3. SOFTWARE, REQUIREMENTS AND DELIVERABLES

3.1. Software

Each Proposal must present Software that can fully support the required
functionality listed in Appendix C: System Requirements and Deliverables.

3.2. Requirements

3.2.1. Appendix B; Minimum Standards for Proposal Consideration,
compliance with System requirements, use of proposed
<COTS/SAAS> Software, Vendor Implementation experience, and
proposed Project Team.

2019-043/RFP-2019.DPHS-19-DATAA
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3.2.2. Appendix C: System Requirements and Deliverables, for scope of
work, requirements and Deliverables.

3.2.3. Appendix D: Topics for Mandatory Narrative Responses for Software,
technical, Services and Project Management topics.

3.2.4. Appendix E: Standards for Describing Vendor Qualifications including
Vendor corporate qualifications, team organization and key staff.
Project Manager, and other key staff candidates' qualifications.

3.3. Deliverables

The State classifies Deliverables into three (3) categories; Written Deliverables,
Software Deliverables, and Non-Software Deliverables. . Pricing and scheduling
information requirements for these Deliverables are provided in Appendix F: Pricing
Worksheets. A set of required Deliverables as well as a list of Requirements for
these Deliverables is detailed in Appendix C: System Requirements and
Deliverables. Appendix D: Topics for Mandatory Narrative Responses solicits
responses, which will expound on the Vendors' understanding of the
Irriplementation process, the manner of Service delivery and experience with
similar projects related to the Software, technical Services, and Project
Management topics.

4. INSTRUCTIONS

4.1. Proposal Submission, Deadline, and Location Instructions
4.1.1. Proposals submitted in response to this RFP must be received by the

Department, no later than the time and date specified in Section 2:
Schedule of Events. Proposals must be addressed to:

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
I

do Brian Owens

129 Pleasant St.

CONCORD, NEW HAMPSHIRE 03301

4.1.2. Cartons containing Proposals must be clearly marked as follows:

STATE OF NEW HAMPSHIRE _

Department of Health and Human Services

RESPONSE TO

DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA
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4.1.3. Late submissions will not be accepted and will remain unopened.
Delivery of the Proposals shall be at the Vendors' expense. The time
of receipt shall be considered when a Proposal has been officially
documented by the Department, in accordance with its established
policies, as having been received at the location designated above.
The State accepts no responsibility for mislabeled mail. Any damage
that may occur due to shipping shall be the Vendor's responsibility.

4.1.4. Vendors are permitted to submit only one (1) Proposal(s) in response
to this RFP.

4.1.5. The State reserves the right to reject any and all Proposals and to
waive informalities and minor irregularities In Proposals received and to
accept any portion of a Proposal or all items bid if deemed in, the best
interest of the Secretary to do so.

4.1.6. All Proposals submitted in response to this RFP must consist of;

4.1.6.1. One (1) original and seven (7) clearly identified copies of the
Proposal, including all required attachments,

4.1.6.2. One (1) copy of the Proposal Transmittal Form Letter
(described in Section 4.18.2: Transmittal Form Letter, herein)
shall be signed by an official authorized to legally bind the
Vendor and shall be marked "ORIGINAL."

4.1.6.3. One (1) electronic copy on USB Flash Drive in MS WORD
format.

4.1.7. The original and all copies shall be bound separately, delivered in
sealed containers, and permanently marked as indicated above. A
Vendor's disclosure or distribution of its Proposal other than to the
State will be grounds for disqualification.

fhe cost'Proposal must be labeled clearly and sealed separately from the'
Tiain Proposal. Each cost Proposal (one (11 original and seven f7) copies'
nust be bound separatelv.>|

4.2. Proposal Inquiries
4.2.1. All inquiries concerning this RFP, including but not limited to, requests

for darifications, questions, and any changes to the RFP, shall be
emailed, citing the RFP title, RFP number, page, section, and
paragraph and submitted to the following RFP State Point of Contact;

Brian Owens

Department of Health and Human Services

2019-043/RFP-2019-DPHS-19-DATAA
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129 Pleasant St.

Concord. NH 03301

Telephone: 603-271-9634

Email: BRIAN.OWENS@DHHS.NH.GOV

4.2.2. During the Vendor Inquiry Period (see Section 2: Schedule of Events)
Vendors are encouraged to submit questions via email; however, the
State assumes no liability for assuring accurate/complete email
transmission/receipt and is not responsible to acknov/ledge receipt.

4.2.3. Inquiries must be received by the RFP State Point of Contact (see
above) no later than the conclusion of the Vendor Inquiry Period (see
Section 2: Schedule of Events). Inquiries received later than the
conclusion of the Vendor Inquiry Period shall not be considered
properly submitted and may not be considered.

4.2.4. The State intends to issue official responses to properly submitted
inquiries on or before the date specified in Section 2: Schedule of
Events', however, this date may be subject to change at the State's
discretion. The State may consolidate and/or paraphrase questions for
sufficiency and clarity. The State may. at its discretion, amend this
RFP on its own initiative or in response to issues raised by inquiries, as
it deems appropriate. Oral statements, representations, clariftcations,
or modifications concerning the RFP shall not be binding upon the
State. Official responses will be made in writing and posted as an
addendum to the Department of Administrative Services website.

4.2.5. Restriction of Contact With State Employees

From the date of release of this RFP until an award is made and announced

regarding the selection of a Vendor, all communication with personnel
employed by or under Contract with the State regarding this RFP is
forbidden unless first approved by the RFP State Point of Contact listed in
Section 4.2: Proposal Inquiries. State employees have been directed not to
hold conferences and/or discussions concerning this RFP with any Vendor
during the selection process, unless otherwise authorized by the RFP State
Point of'Contact.

4.3. Vendor Conference

4.3.1. A non-mandatorv Vendor Conference ̂will be held at the following
location on the date and at the time identified in Section 2: Schedule of

Events:

Department of Health and Human Services'

i129Pleasant St!

2019-043/RFP-2019-DPHS-19-DATAA
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Concord. NH 03301

4.3.2. All Vendors who intend to submit Proposals are encouraged to attend
the Vendor Conference. Attendance by teleconference is permitted.
Conference numbers will be emailed to registrants upon request.
Vendors are requested to RSVP via email by the date identified in
Section 2: Schedule of Events, indicating the number of individuals who
will attend the Vendor Conference. Vendors are allowed to send a

maximum number of 2 representatives.

4.3.3. Vendors will have an opportunity to ask questions about the RFP and
the State will make a reasonable attempt to answer questions it deems
appropriate. Questions may include, without limitation, a request for
clarification of the RFP; a request for changes to the RFP; suggestions
or changes to the RFP that could improve the RFP competition or lower
the offered price; and to Reyiew any applicable Documentation.

4.3.4. Vendors must email inquiries at least twenty-four (24) hours prior to the
Vendor Conference. No responses will be given prior to the Vendor
Conference. Oral answers will not be binding on the State. The State's
final response to Vendor inquiries and any requested changes to terms
and conditions raised during the Vendor Inquiry Period will be posted to
the website by the date specified as the final State responses to
Vendor inquiries as specified in Section 2: Schedule of Events.
Vendors are responsible for any costs associated with attending the,
Vendor Conference.

4.4. Alteration of RFP

The original RFP document is on file with the State of New Hampshire,
Department of Administrative Services. Vendors are provided an electronic
version of the RFP. Any alteration to this RFP or any file associated with this
RFP is prohibited. Any such changes may result in a Proposal being rejected.

4.5. RFP Addendum

The State reserves the right to amend this RFP at its discretion, prior to the
Proposal submission deadline. Any addendum issued in response to the RFP will
be posted to the Department of Administrative Services website. In the event of

'  an Addendum to this RFP, the State, at its sole discretion, may extend the
Proposal submission deadline, as it deems appropriate.

4.6. Non-Collusion

The Vendor's signature on a Proposal submitted, in response to this RFP
guarantees that the prices, terms and conditions, and Services quoted have been
established without collusion with other Vendors and without effort to preclude the
Slate from obtaining the best possible competitive Proposal.

2019-043/RFP-2019-OPHS.19-DATAA
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4.7. Validity of Proposal

Proposals must be valid for one hundred and eighty (180) days following the
deadline for submission of Proposals in Section 2: Schedule of Events, or until the
Effective Date of any resulting Contract.

4.8. Property of the State

All material received in response to this RFP shall become the property of the
State and will not be returned to the Vendor. Upon Contract award, the State
reserves the right to use any information presented in any Proposal.

4.9. Confidentiality of a Proposal

A Proposal must remain confidential until the Effective Date of any resulting
Contract as a result of this RFP. A Vendor's disclosure or distribution of
Proposals other than to the State will be grounds for disqualification.

4.10; Public Disclosure

4.10.1. Subject to applicable law or regulations, the content of each Vendor's
Proposal shall become public information upon the Effective Date of
any resulting Contract.

4.10.2. Any information submitted as part of a response to this Request for
Proposal (RFP) may be subject to public disclosure under RSA chapter
91-A: Access to Governmental Records and Meetings. In addition, in
accordance with RSA chapter 21-G:37: Financial Information
Regarding Requests for Bids and Proposals,, any Contract entered into
as a result of this RFP will be made accessible to the public online via
the website Transparent NH fhttp://www.nh.Qov/transDarentnh/V
Accordingly, business financial information and proprietary information
such as trade secrets, business and finaricials models and forecasts,
and proprietary formulas may be exempt from public disclosure under
RSA chapter 91-A:5. IV: Exemptions. If you lielieve any information
being submitted in response to a Request for Proposal, bid or
information should be kept confidential as financial or proprietary
infonnation: you must specifically identify that information in a letter to
the agency, and should mark/stamp the materials as such. Marking of
the entire Proposal or entire sections of the Proposal (e.g. pricing) as
confidential will neither be accepted nor honored. Notwithstanding any
provision of this RFP to the contrary, Vendor pricirig will be subject to
disclosure upon approval of the Contract by Governor and Council.

2019-043/RFP.2019-DPHS-19-DATAA
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4.10.3. Generally, each Proposal shall become public information upon the
approval of Governor and Council of the resulting Contract, as
determined by the State, including but not limited to, RSA chaoter 91-A:
Access fo Governmental Records and Meetings (Right to Know Law).
The State will endeavor to maintain the confidentiality of portions of the
Proposal that are cleariy and properly marked confidential. If a request
is made to the State to view portions of a Proposal that the Vendor has
properly and clearly marked confidential, the State will notify the
Vendor of the request and of the date and the State plans to release
the records. A designation by the Vendor of information it believes
exempt does not have the eiffect of making such information exempt.
The State will determine the information it believes is properly
exempted from disclosure. By submitting a Proposal, Vendors agree
that unless the Vendor obtains a court order, at its sole expense,
enjoining the release of the requested information, the State may
release the requested information on the date specified in the State's
notice without any liability to the Vendors.

4.11. Security
4.11.1. The State must ensure that appropriate levels of security are

implemented and maintained. in order to protect the integrity and
reliability of its Information Technology resources, information, and
services. State resources, information, and services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks.
Systems and Data.

4.11.2. The State will evaluate the degree to which the proposed System is
designed and architected to ensure the confidentiality and integrity of

.  its valued asset. Data.

4.12. Non-Commitment

Notwithstanding any other provision of this RFP, this RFP does not commit the
State to award a Contract. The State reserves the right, at its sole discretion, to
reject any and all Proposals, or any portions thereof, at any time; to cancel this
RFP; and to solicit new Proposals under a new acquisition process.

4.13. Proposal Preparation Cost

By submitting a Proposal, a Vendor agrees that in no event shall the State be
either responsible for or held liable for any costs incurred by a Vendor in the
preparation of or in connection with the Proposal, or for work performed prior to
the Effective Date of a resulting Contract.

4.14.- Oral Presentations/Interviews and Discussion
i

2019-043/RFP-201S-OPHS-19-D ATAA
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The State reserves the right to require Vendors to make oral presentations of their
Proposals and/or to make available for oral presentations/interviews the IT
consultants proposed to implement the COTS/SAAS application. All costs
associated with oral presentations/interviews shall be tiome entirely by the
Vendor. Vendors may be requested to provide demonstrations of their proposed
Systems as part of their presentations.

4.15. Required Contract Terms and Conditions

By submitting a Proposal, the Vendor agrees that the State of New Hampshire
terms and conditions, contained in Appendix H: State of New Hampshire Terms
and Conditions herein, shall form the basis of any Contract resulting from this
RFP. In the event of any conflict between the State's terms and conditions and
any portion of the Vendor's Proposal, the State's terms and conditions shall take
precedence and supersede any and alt such conflicting terms and conditions
contained in the Vendor's Proposal.

4.16. Proposal Format

Proposals should follow the following format:

4.16.1.1. The Proposal should be provided in a three-ring binder.

4.16..1.2. The Proposal should be printed, on white paper with
dimensions of 8.5 by 11 inches with right and left margins of
one (1) inch.

4.16.1.3. The Proposal should also be submitted electronically via CD.

4.16.1.4. The Proposal should use Times New Roman font with a size
no smaller than eleven (11).

4.16.1.5. Each page of the Proposal should include a page number and
the number of total pages and identification of the Vendor in
the page footer.

4.16.1.6. Tabs should separate each section of the Proposal.

4.16.1.7: Exceptions for paper and font sizes are permissible for:
graphical exhibits, which may be printed on white paper with
dimensions of 11 by 17 inches: and material in appendices.

4.17. Proposal Organization

Proposals should adhere to the following outline and should not include items not
identified in the outline.

4.17.1. Cover Page

4.17.2. Transmittal Form Letter

4.17.3. Table of Contents '

2019-043/RFP-2019-DPHS-19-DATAA
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4.17.4. Seclion I: Executjve Summary

4.17.5. Section II: Glossary of Terms and Abbreviations

4.17.6. Section III: Responses to Requirements and Deliverables

4.17.7. Section IV: Narrative Responses

4.17.8. Section V: Corporate Qualifications

4.17.9. Section VI: Qualifications of key Vendor staff

4.17.10. Section VII: Cost Proposal

. 4.17.11. Section.VIII: Copy of the RFP and any signed Addendum (a) -
<required in original Proposal only>

4.17.12. Section IX: Appendix

4.18. Proposal Content

4.18.1. Cover Page

4.18.1.1. The first page of the Vendor's Proposal should be a cover
page containing the following text:

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

RESPONSE TO DHHS RFP 2019^43/RFP-2019-DPHS-19-DATAA

data ANALYTICS PLATFORM FOR OPIOID CRISIS

4.18.1.2. The cover page should also include the Vendor's name,
contact person, contact telephone number, address, city,
State, zip code, fax number, and email address.

4.18.2. Transmittal Form Letter

The Vendor must submit signed Transmittal Form Letter with their response
using the Transmittal Form Letter Template provided herewith. Any
electronic alteration to this Transmittal Form Letter is prohibited. Any such
changes may result in a Proposal being rejected.

Remainder of this page intentionally left blank

2019-043/RFP-2019-DPHS-19-DATAA
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State of New Hampshire Proposal Tra'nsmittal Form Lettin

Company
Name

Address

To: NH DHHS State Point of Contact: BRIAN OWENS

Telephone 603-271-9634

Email: BRIAN.OWENSf5)DHHS.nh.oov

RE; Proposal Invitation Name: DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

Proposal Number: 2019-043/RFP-2019-DPHS-19-DATAA

Proposal Due Date and Time: <MONTH- DAY- YEAR> AT <TIME>

Dear Sir:

Company Name: . ; hereby offers to sell to the State of New
Hampshire the Services indicated in RFP NH DHHS RFP 2Q19-043/RFP-2019-DPHS-19-
DATAA DATA ANALYTICS PLATFORM FOR OPIOID CRISIS at the price(s) quoted in
Vendor Response Section VII: Cosf Proposal, and Appendix F: Pricing Worksheets, in
complete accordance with all conditions of this RFP and all Specifications set forth in the
RFP and in the State of New Hampshire Terms and Conditions outlined in RFP Appendix
H: State of New Hampshire Terms and Conditions.

Company Signor: is authorized to legally
obligate

Company Name: .

We attest to the fact that:

The company has reviewed and agreed to be bound by alt RFP terms and conditions
including but not limited to Appendix H: State of New Hampshire Terms and Conditions,
which shall form the basis of any Contract resulting from this RFP; No new terms and
conditions have been added and no existing terms and conditions have been deleted in
this RFP Proposal.

The Proposal is effective for a period of 180 days or until the Effective Date of any
resulting Contract.

2019-043/RFP-2019-DPHS-19-OATAA
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The prices quoted in the Proposal were established without collusion with other
eligible Vendors and without effort to preclude the State of New Hanipshire from obtaining
the best possible competitive price; and

The Vendor has read and included a copy of RFP-2019-043/RFP-2019-DPHS-19-
DATAA and any subsequent signed Addendum (a).

Our official point of contact is

Title

T elephone ^Email

Authorized Signature Printed

Authorized Signature

2019-043/RFP.2019-DPHS-19-0 ATAA
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4.18.3. Table of Contents

The Vendor must provide a table of contents with corresponding page
numbers relating to its Proposal. The table of contents must conform to the
outline provided In Section 4.17: Proposal Organization, but should provide
detail, e.g., numbering, level of detail.

4.18.4. Section I: Executive Summary

The executive summary, which must not exceed five (5) pages, must identify
how the Vendor satisfies the minimum standards for consideration, which are
described in Appendix 8: Minimum Standards for Proposal Consideration, to
this Request for Proposals. The executive summary wilt also provide an
overview of the Vendor's proposed Solution and Services. Vendors are
encouraged to highlight those factors that they believe distinguish their
Proposal.

4.18.5. Section II; Glossary of Terms and Abbreviations

The Vendor must provide a glossary of all temis, acronyms, and
abbreviations used in its Proposal.

4.18.6. Section III: Responses to System.Requirements and Deliverables

4.18.6.1. System requirements are provided in Appendix C: System
Requirements and Deliverables.

4.18.6.2. Using the response tables in Appendix C: System
Requirements and Deliverables, the Vendor must document
the ability to meet the Requirements and Deliverables of this
RFP.

4.18.7. Section IV: Narrative Responses

Section IV solicits narrative responses describing the Software, Technical,
Services and Project Management topics defined for this RFP Project.
Appendix D: Topics for Mandatory Narrative Responses is organized into
sections, which correspond to. the different deliverables and aspects of the
scoring process of the Proposal. Discussion of each topic must begin on a
new page.

4.18.8. Section V: Corporate Qualifications

Section V should provide corporate qualifications of all firms proposed to
participate in the Project. Specific information to be provide is described in
Appendix E: Standards for Describing Vendor Qualifications - Section E-1:
Required Information on Corporate Qualifications.

4.18.9. Section VI: Qualifications of key Vendor staff

2019-043/RFP-2019-DPHS.19-DATAA
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This Proposal section must be used to provide required information on key
Vendor staff. Specific information to be provided is described in Appendix E:
Standards for Describing Vendor Qualifications - Sections: E-2: Team
Organization and Designation of Key Vendor Staff] E-3: Candidates for
Project Manager, and E-4: Candidates for Key Vendor Staff Roles.

4.18.10. Section VII: Cost Proposal

The Cost Proposal must describe the proposed cost of the Vendor Proposal
based on and reflected by the inclusion of the completed tables listed in
Appendix F: Pricing Worksheets]

NOTE: Section VII Cost Proposal, must become public information and as
such shall not be made confidential or proprietary. Proposals submitted with
all or part of the Section Vll labeled confidential or proprietary shall not be
considered'response and shall not be accepted.

4.18.11. Section VIII: Copy of the RFP and any signed Addendum (a)

NOTE: Required in original Proposal only,

4.18.12. SECTION IX: APPENDIX- This section provided for extra
materials as referenced In Appendix D: Topics for Mandatory Narrative
Responses such as Product Literature. Ad Hoc/Federal Reporting,
Interface Standards. Testing (For DAT Plan) and Status Meetings and
Reports.

Remainder of this page intentionally left blank
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5. PROPOSAL EVALUATION PROCESS

5.1. Scoring Proposals

5.1.1. Each Proposal will be evaluated and considered with regard to the
Solution and Services proposed, qualifications of the Vendor and any
Subcontractors, experience and qualifications of proposed candidates,
and cost.

5.1.2. If the State, determines to make an award, the State will issue an Intent
to award notice to a Vendor based on these evaluations. Should the
State be unable to reach agreement with the selected Vendor during
Contract discussions, the State may then undertake Contract
discussions with the second preferred Vendor and so on. Such
discussions may continue at the sole option of the State, until an
agreement is reached, or all Proposals are rejected.

5.1.3. The State will use a scoring scale of 1000 points, which shall be,
applied to the Solution as a whole. Points will be distributed among the
following factors:

5.1.3.1. 200 points - Proposed Software Solution;

5.1.3.2. 250 points - Vendor's Technical. Service and Project
Management Experience;

5.1.3.3. 100 points-Vendor Company;

5.1.3.4. 200 points - Staffing Qualifications;

5.1.3.5. 250 points - Solution Cost (Rates and Pricing): and

5.1.3.6. 1000 points-Total Possible Score.

5.2. Rights of the State in Evaluating Proposals

The State reserves the right to:

5.2.1. Consider any source of information including but not limited to: State
employees. Internet research and rating agencies, in evaluating
Proposals;

5.2.2. Omit any planned evaluation step if. in the State's view, the step is not
needed;

5.2.3. At its sole discretion, reject any and all Proposals at any time; and

5.2.4. Open Contract discussions with the second highest scoring Vendor, if
the State is unable to reach an agreement on Contract terms with the
highest scoring Vendor.

5.3. Planned Evaluations

201&^43/RFP-2019.DPHS-19-DATAA . ,
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The State plans to use the following process:

5.3.1. Initial screening:

5.3.2. Preliminary scoring of the Proposals;

5.3.3. Oral interviews and product demonstrations; and

5.3.4. Final evaluation of Proposals.

5.4. Initial Screening

The State will conduct an initial screening step to verify Vendor compliance
with submission requirements and to confirm that the Proposal satisfies the
conditions defined in Appendix B: Minimum Standards for Proposal
Consideration. A Proposal that fails to satisfy either submission requirements
or minimum standards may be rejected without further consideration.

5.4.1. Preliminary Scoring of Proposals

The State will establish an evaluation team to initially score Proposals and
conduct reference checks.

5.4.2. Oral Interviews and Product Demonstrations

Preliminary scores from the initial evaluation of the Proposals will be used
to select Vendors to invite to oral interviews and product demonstrations.

5.4.2.1. The purpose of oral interviews and product demonstrations is
to clarify and expound upon information provided in the
written Proposals. Vendors are prohibited from altering the
basic substance of their Proposals during the oral interviews
and product demonstrations.

5.4.2.2. For each invited Vendor, the oral interview and product
demonstrations will be two (2) hours in length. A highly
structured agenda will be used for oral interviews and product
demonstrations to ensure standard coverage of each invited
Vendor. Information gained from oral interviews and product
demonstrations will be used to refine scores assigned from
the initial review of the Proposals.

5.4.3. Best and Finaj Offer

The State will not be requesting a Best and Final Offer,

5.4.4. Final Evaluation

2019-043/RFP-2019-DPHS.19-DATAA
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The State will conduct final evaluations as a culmination of the entire process
of reviewing Vendor Proposals and infonmalion gathering. Reference and
background checks will be made for finalist or finalists as appropriate. After
making a preliminary determination of award or awards, the State reserves
the right to conduct site visits to a Vendor location and/or government site(s)
that utilizes the Vendor Software.

5.5. Scoring Detail

The State will select a Vendor based upon the criteria and standards contained in
this RFP.

5.5.1. Scoring of the Proposed Software Solution

5.5.1.1. The Vendor's Proposed Software Solution will be allocated a
maximum score of (200) points. The main purpose of this
section is to measure how well the Solution meets the
business needs of the Agency. The contribution of scoring
team members representing all stakeholders will be critical in
this section.

5.5.1.2. Factors include but are not limited to:

5.5.1.3. Vendors must include a proposed architecture for the DAP,
which integrates data from source systems and meets, or
exceeds, the following minimal requirements:

5.5.1.3.1. Provides a framework for organization of data,
information management and technology systems
required to build and implement the system,

5.5.1.3.2. Allows for data components of the architecture to
include intemal and external sources of structured
and unstructured data users require to analyze the
opioid crisis,

5.5.1.3.3. Includes data integration, data cleansing and the
development and implementation of data
dimensional rules,

5.5.1.3.4. Describes the conceptual and logical technology
components required to present information to
users and enable them to analyze the data and its
impacts.

5.5.1.3.5. Allows for the ability to drill down on report data to
varying layers of detail,

5.5.1.3.6. Allow for the extraction of patterns and knowledge
from large amounts of data,

2019-043/RFP-2019-DPHS-19-DATAA
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5.5.1.3.7. Provide predictive analysis, based upon data,

5.5.1.3.8. Provides bro\wser-based solution to support all
major browsers.

5.5.1.4. Software Architecture -

5.5.1.4.1. Consider the following statistics and growth
assumptions as baseline requirements for the
formulation of their proposal to the State and sizing
of all technical elements (e.g., servers, storage,
networking, software) that are required to deliver
■the system to the state.

5.5.1.4.2. Specify all equipment (if any) required for the
development and operations of the solutions and
requirements defined in this RFP. The equipment
will be comprised of industry standard and readily
available components. Define all requirements and
provide a Bill of Materials for all items that will be
ordered and implemented upon review and
agreement by the Department

5.5.1.4.3. The overall infrastructure and equipment must be
sized in accordance with planned use and be
inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors
and other items as required to comprehensively
support development and ongoing operations for
all required environments.

5.5.1.5. Application - <NOTE: Is there a user group for the
application? How long has it been in operation? What is its
market share? Is cost of upgrade shared by user groups or
the sole responsibility of the State? Is this included with the
cost of Software Maintenance? How are future upgrades
determined? These and other factors will help the State to
understand the costs and opportunities of using this Software
in the future. >

5.5.1.6. Features - <NOTE: How well does the Solution do the things
the System needs to do? >

5.5.1.7. Compatibility with State Systems - <NOTE: The degree to
which the System uses technologies similar to other State
systems, ease of System modification, integration and data
storage. >

2019-043/RFP-2019-OPHS-19-DATAA
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5.5.1.8. User Friendliness/Usability and Efficiency - <NOTE: How
quickly can users perform a needed task? How easy is it to
learn. Is it intuitive? Is its navigation and interface similar to
other Software used? How steep is the teaming curve? >

5.5.1.9. Criteria for these scores will be found in but are not limited to:

5.5.1.9.1. Proposal Section III: Responses to Requirements
and Deliverables

5.5.1.9.2. Attachment C-2: Requirements <NOTE:
particularly business requirements>

5.5.1.9.3. Proposal Section IV: Narrative Responses

5.5.1.9.4. Vendor Presentation and Demonstration

I

5.5.2. Scoring of Vendor Technical, Service, and Project Management
Proposal

5.5.2.1. Vendor proposed Services will be allocated a maximum score
of (250) points. <NOTE: In this section the State will score
the technical merits of how the Vendor proposes to carry out
the implementation and maintain the Solution. The
Implementation of the Solution will require the Vendor to
customize or configure the application to meet the
requirements of the State, monitor and ensure its operation
throughout the Warranty Period and, if maintenance is to be
provided, to be a partner in the Solution's operation
throughout its useful life. Technical details of the System,
administrative procedures, how the Vendor manages its
team, the Project and the technical environment will be
critical. How compatible the Vendor's procedures and
technologies are with the State contribute to an assessment
of risk both in the short and long term.>

5.5.2.2. Factors include but are not limited to:

5.5.2.3. Protection of Data - <NOTE: The degree to which
continuous operations are insured against unexpected
probIems.>

5.5.2.4. Compatibility with State IT Expertise and Training
Approach - < NOTE: What is the degree to which the
System uses technologies which may be supported by State
personnel.>

2019-043/RFP.2019-DPH$-19-DATAA
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5.5.2.5. Project Execution — < NOTE: Do company procedures
facilitate: communication with the State, the early discovery
and resolution of problems, efficient and effective operation
through Implementation and an effective support structure of
the System.>

5.5.2.6. Project Management Competence - < NOTE;
Administrative, management quality control and oversight.>

5.5.2.7. Ongoing Operations — < NOTE: Post warranty operation
and support.>

5.5.2.8. Criteria for these scores will be found in but are not limited to;

5.5.2.8.1. Proposal Section III; Responses to Requirements
and Deliverables

5.5.2.8.2. Proposal Section IV; Narrative Responses

5.5.2.8.3. Attachment C-2; Requirements

5.5.2.8.4. Proposed Work Plan

5.5.2.8.5. References

5.5.3. Scoring of Vendor Company

5.5.3.1. Vendor Company qualifications will be allocated a maximum
score of (100). It must be established that the Vendor
Company is capable of carrying out the Project through
Implementation, the Warranty Period and the maintenance
period.

5.5.3.2. Factors include but are not limited to:

5.5.3.2.1. How long In business - <NOTE; A proven track
record of operation for a number of years that the
company will continue to support the Syslem>.

5.5.3.2.2. How many years' experience with this product
- <NOTE: Demonstrated competence in working
with the proposed product or Technology.>

5.5.3.2.3. Bench Streiigth and support structures -
<NOTE; The State will consider the depth of
required technical skill within the company as well
as the Vender's plan for knowledge transfer to
State staff.>
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5.5.3.2.4. References - <NOTE: The measure of a
company's worth is more accurate when made by
a third party that has collaborated with the Vendor
on a similar Project.>

5.5.3.2.5. Litigation — <NOTE: The relevance of
involvement of the company in litigation will be
considered.>

5.5.3.2.6. Financial Strength — <NOTE: Financial strength
when measured by financial statements or a rating
company is an indication of the company's ability
to operate long term and through unexpected
problems.>

5.5.3.2.7. Criteria for these scores will be found in but are not
limited to;

5.5.3.2.7.1. Proposal Section V: Corporate
Qualifications

5.5.3.2.7.2. Vendor Presentations

5.5.3.2.7.3. References

5.5.3.2.7.4. Financial Information

5.5.4. Scoring of Vendor Staffing Qualifications

5.5.4.1. Vendor Staff must have the training and experience to
support the Vendor companies plans to implement and
support the System. Vendor Company qualifications will be
allocated a maximum score of (200)

5.5.4.2. Factors include but are not limited to:

5.5.4.2.1. Staff Training - <NOTE: Staff must have relevant
training to carry out the Project.>

5.5.4.2.2. Staff Certifications - < NOTE: Staff may require
specific Certification to support and configure
needed equipment and Software.>

5.5.4.2.3. Staff Experience - <Training and certification is
important but experience with similar Projects will
be a major contributor to a smooth
Implementation.>
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5.5.4.2.4. Size and composition of Vendor Team - <Are
there sufficient staff resources and sufficient
qualifications and experience within the Vendor
team to carry out the Project?>

5.5.4.2.5. Criteria for these scores will be found in but are not
limited to:

5.5.4.2.5.1. Proposal Section V: Corporate
Qualification

5.5.4.2.5.2. Proposal Section VI: Qualifications of Key
Staff

5.5.4.2.5.3. Vendor Presentations

5.5.4.2.5.4. References

5,5.5. Scoring the Software Solution Cost

5.5.5.1. Vendor proposed Software Solution cost will be allocated a
maximum score of (250) points. The State will consider the
implementation services costs, provided in Tables F-1:
Activities/Deliverables/MHestones Pricing Worksheet, F-4:
Software Licensing, Maintenance, and Support Pricing
Worksheet and, if appropriate, F-5: Web Site Hosting,
Maintenance, and Support Pricing Worksheet. The cost
information required in a- Proposal is intended to provide a
sound basis for comparing costs.

<NOTE: THE FOLLOWING FORMULA WILL BE USED TO ASSIGN
POINTS FOR COSTS:>

<NOTE: VENDOR'S COST SCORE= (LOWEST PROPOSED COST /
VENDOR'S PROPOSED COST) TIMES

'  NUMBER OF MAXIMUM POINTS FOR SOLUTION COSTS DEFINED IN
SECTION 5.1: SCORING PROPOSALS. >

<NOTE: FOR THE PURPOSE OF THIS FORMULA, THE LOWEST
PROPOSED COST IS DEFINED AS THE LOWEST COST PROPOSED BY
A VENDOR WHO FULFILLS THE MINIMUM QUALIFICATIONS.>

Remainder of this page intentionally left blank
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APPENDIX A: BACKGROUND INFORMATION

1. A-1 Health and Human Services

1.1. The Health and Human Services is responsible for the health, safety and
well-being of the citizens of New Hampshire. DHHS provides services for
individuals, children, families and seniors, and. administers programs and
services such as menial health, developmental disability, substance abuse,
and public health.

1.2. The mission of the Health and Human Services is to join communities and
families in providing opportunities for citizens to achieve health and
independence

1.3. Project Overview/Justification

1.4. In addition to the Project Overview section included in the Introduction the
Goals and Objectives for CORbi:

1.4.1. Implement a Data Governance and Analytic Strategy to focus the
organizations resources (human and funding) to increase the
availability of information for informed decision making.

1.4.2. Automate and consolidate disparate information systems to provide
a single place for the citizens of New Hampshire to visually obtain
information surrounding the Opioid crisis.

2. A-2 Department of Information Technology and
Technology Status
The Project will be conducted in cooperation with the New Hampshire Department of
Information Technology (DolT). DolT coordinates, the statewide Information
Technology activities.

2.1. A-2.1 Technical Architecture

Components of the State's technical architecture include:
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2.1.1. State Network Environment: The State of New Hampshire operates
a Melropolltan-Area-Network (MAN) in the City of Concord, NH
using a combination of leased and owned fiber optic cable. Stale of
New Hampshire locations outside of the Concord, NH main facility
are connected via multiple wide-area networks using various
technologies including Carrier Ethernet Services. Microwave
Wireless and VPN Tunnels over the Internet. State Agency
Networks have varying levels of integration and connectivity to the
statewide core for resource sharing and centralized administration
by the Department of Information Technology (DolT). State
agencies connect to the State's central core network location in
Concord to facilitate access to e-mail, the Iriternet. and the State's
financial applications. Direct support is provided for twenty-one
partner agencies: other State agencies support their own networks,
out-source the support, or use the resources of another agency.

2.1.2. Internet Access: The State of New Hampshire has purchased thru
ARIN its own External IP Address Range and Autonomous System
Number. The State advertises its External IP Space and
Autonomous System Number to two different Internet Service
Providers so as to provide failover in the event of a single ISP
network failure.

2.1.3. The State uses VMWare for Windows server virtualization and
virtual hosts are deployed at two separate State campus sites.
VMWare provides a highly scalable and high availability environment
for the State's many Agencies. If a virtual host fails, VMWare
automatically fails over all of the virtual servers on that host to
another host. The EMC Networker product is used to manage
backups for this environment utilizing Data Domain as the disk to
disk repository.

2.1.4. For the State's Oracle enterprise systems, an Oracle/Linux Solution
(OVM) is used for the virtual environment. Similar to the windows
environment, this Solution provides a highly scalable and high
availability environment and also utilizes the EMC Networker and
Data Domain backup Solution. Data Domain is also employed to
meet the backup requirements within OVM.

2.1.5. The state's current Enterprise Business, Intelligence platform
consists of Oracle, Informatica PowerCenter Advanced Edition,
Informatica Data Quality Standard Edition, and Tableau.

2.2. A-2.2 Future Systems Environment
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2.2.1. Future design and development efforts should conform to the
emerging environment as defined by current information technology
initiatives, the New Hampshire Statewide Strategic Information
Technology Plan, and the Slate's e-Govemment Architecture Plan.

2.2.2. This environment is end user centric, utilizing the Internet and Web
whenever possible, promoting electronic transactions, and
centralized common services (security, e-payment, content search),
where possible.

3. A-3 Related Documents Required
Vendors are NOT required to submit these certificates with their Proposal. Vendors will
be required to be a registered company in New Hampshire. The certificates will be
requested from the selected Vendor prior to Contract approval.

3.1. Certificate of Good Standing/Authority (Appendix G-3-ltem A) dated after
April of the current year and available from the Department of State by calling
(603) 271-3244 or (603) 271-3246. Forms are also available on:
http://sos.nh.gov/formslaws.aspx

3.2. Certificate of Vote (Appendix G-3-ltem B)

3.3. Proof of Insurance compliant with Appendix H: State of New Hampshire
Terms and Conditions.

4. A-4 State Project Team

state high-level staffing for the Project will include:

•  Project Sponsor;

•  State Project Manager;

•  State IT Manager;

•  Technical Support Team; .

•  Business Process Owners: and

•  User Acceptance Testing Team.

4.1. A-4.1 Project Sponsor

The Project Sponsor, Lisa Morris and Katja Fox, will be responsible for securing
financing and resources, addressing issues brought to his attention by the State Project
Manager, and assisting the Slate Project Manager in promoting the Project throughout
the State. The Project Sponsor or an appropriate designee will be available to resolve
issues on a timely basis.
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4.2. A-4.2. Slate Project Manager

The State Project Manager from the Health and Human Services
Project Management Office Project, will be responsible for
everything that the Project does or fails to do, and has the primary
responsibility for seeing to the Project's success.

4.2.1. The State Project Manager for Health and Human Services, will be
responsible for working with the Health and Human Services staff,
Stale IT Manager, and the Vendor to ensure appropriate execution
of the contract. The State Project Manager will be primary point of
contract for the Vendor and business user and will interact with the

Vendor to address questions or concems encountered by users as
they arise.

Primary Responsibilities include:

4.2.1.1. Leading the Project:

4.2.1.2. Promoting the Project statewide;

4.2.1.3. Developing Project strategy and approach;

4.2.1.4. Engaging and managing all Vendors;

4.2.1.5. Managing significant issues and risks; and

4.2.1.6. Managing stakeholders* concerns.

4.3. A-4.3 State IT Manager-

The State IT Manager will provide IT support to the State Project Manager and
be the liaison for State IT requirements.

4.4. A-4.4 State technical support team

The State's Technical Support Team supports the current Safety Database tracking
software. During this project this team will serve as subject matter experts and will be
heavily involved in early planning and design activities for the System Tracking
replacement environment. ^

Primary responsibilities include:

4.4.1. Supporting the project as a technical resource and subject matter
expert;

4.4.2. Assisting with data conversion planning and design;

4.4.3. Assisting with data clean-up prior to conversion; and

4.4.4. Assisting in the development of system security, operational support
models, and system architecture planning activities.
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4.5. A-4.5 Business Process Owners

The State's Business Process Owners will serve as subject matter experts and
will be heavily involved throughout all aspects of the implementation.

Primary responsibilities Include:

4.5.1. Participate in gap analysis work sessions:

4.5.2. Serve as subject matter experts in regard to the current system and
existing business processes;

4.5.3. Help define "to be" business processes;

4.5.4. Active involvement In testing activities; and

4.5.5. Serve as liaisons between business operational departments and
the Vendor's project team.

4.6. A-4.6 User Acceptance Testing (UAT) Team

N/A

Remainder of this page intentionaliy left blank

2019-043/RFP-2019-DPHS-19<DATAA - Appendices
Page 5 of 112



Attachment #2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE

Depailment of Health and Human Services ■
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL CONSIDERATION

APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL

CONSIDERATION

A Proposal that fails to satisfy the requirements in this section may be rejected without
further consideration.

1. B-1 Submission requirements

l.lr The Proposal is date and time stamped before the deadline as defined in
Section 2: Schedule of Events. The Vendor has sent the proper number of
copies with the original version of the Proposal marked "ORIGINAL" and the
copies marked "COPY" as defined in Section 4.1: Proposal Submission,
Deadline, and Location Instructions.

1.2. The original Proposal includes a signed Transmittal Letter accepting all terms
and conditions of the RFP without exception.

1.3. The proposed escrow agreement shall be submitted with the Vendor's
Proposal for Review by the State.

2. B-2 Compliance with System Requirements
System requirements and Deliverables are listed in Appendix C: System Requirements
and Deliverables in this RFP. The proposed Vendor's Solution must be able to satisfy
all mandatory requirements listed.

3. B-3 Current Use of Vendor Proposed Software - Current
Implemented Sites of Vendor proposed Software or
Solution <N0TE: IF APPLiCABLE>

Components that constitute the Vendor's proposed Software or Solution suite must be
fully implemented and Operational in at least three (3) government entitles comparable
in size and complexity to the State of New Hampshire within the last four (4). years.
The specific Vendor proposed Software version and functionality must be described.

4. B-4 Vendor Implementation Service Experience The
Implementation Vendor must have completed the Vendor proposed Software or
Solution Implementation for at least <three> (3) government clients comparable in
size and complexity to the State of New Hampshire within the last <four> (4) years.
The specific Vendor proposed Software or solution must be described.

5. B-5 Proposed Project Team

The proposed Project Team must include individuals with substantial experience in:

5.1. Each of the disciplines relating to his or her stated project role.
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5.2. Implementing a system that meets the requirements outlined In this RFP.

5.3. The discipline of effective Agile Project Management.

5.4. The discipline of effective risk and issue management.

5.5. The discipline of data analysis, data mining, data modeling, data
visualization, analytics and statistical analysis for like solutions.

5.6. The discipline of predictive and statistical analysis.

5.7. Operational support of government entities comparable in size and
complexity.

5.8. Successful system rollnDut.

5.9. Compliance with <Regulations or Publications etc.>

5.10. Effective use of software change management best practice.

5.11. Effective use of defect tracking tools that allow for reporting on test results.

5.12. System modification in order to satisfy unique needs of the Health and
Human Services in New Hampshire.

5.13. Data privacy, data suppression (e.g. The discipline of data analysis, data
mining, data modeling, data visualization, data privacy, data suppression,
analytics and statistical analysis for like solutions.)

5.14. For the purpose of evaluating compliance with this requirement, the Vendor
team is permitted to include Subcontractors.

Remainder of this page intentionaiiy left blank
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APPENDIX 0: SYSTEM REQUIREMENTS AND DELIVERABLES

1.0-1 SCOPE OF WORK

See Section 1.1 Project Overview

2. C-2 requirements
Vendors shall complete the requirements checklist (Table C-2 General Requirements
Vendor Response Checklist). Table C-2 is Included as an attachment to RFP 2019-
043.

3. C-3 DELIVERABLES

Vendors shall complete the response checklist Table C-3 Deliverables Vendor
Response Checklist.

3.1. Table C-3 Deliverables Vendor Response Checklist

Reference
Activity, Deliverable, or Milestone Deliverable Type Projected Delivery

Date

planning AND PROJECT MANAGEMENT I,,/ ^

1 Conduct Project KIckoff Meeting Non-Software

2 Project Status Reports Written

3 Work Plan Written

4
Infrastructure Plan, including Software
and Hardware requirements

Written

5 Security Plan Written

6

Communications and Change

Management Plan Written
•

7 Agile Project Management Plan Written

9

Systems Interface Plan

and Design/Capability Written

2019-043/RFP.2019.DPHS-19-DATAA - Appondlcaa
Page 6 of 112



Attachment #2, Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform forOplold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX C: SYSTEM REQUIREMENTS AND DELIVERABLES

10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployment Plan ' Written

13

Comprehensive Training Plan

and Curriculum Written

14- End User Support Plan Written
*

16

Docurhentatlon of

Operational Procedures Written

INSTALLATION

17 Provide Software Licenses if needed Written

18

Provide Fully Tested Data Conversion
Software or solution Software

19

Provide Software Installed. Configured,
and Operational to Satisfy State
Requirements Software

TESTING

20

Cond<!ict contiuous integration and
continuous delivery testing plan Non-Software

22 Perform Production Tests Non-Software

23

Test In-Bound and

Out-Bound Interfaces Software

24

Conduct System Performance
(Load/Stress) Testing Non-Software

25

Certification of 3'^ Party Pen Testing and
Application Vulnerability Scanning. Non-Software

SYSTEM DEPLOYMENT,
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26

Converted Data Loaded into Production

Environment Software

28 Conduct Training Non-Software

29 Cutover to New Software and solution Non-Software

30 Provide Documentation Written

31 Execute Security Plan Non-Software

OPERATIONS

32 Ongoing Hosting Support if applicable Non-Software

33

Ongoing Support & Maintenance If
applicable Software

34 Conduct Project Exit Meeting Non-Software

Remainder of this page intentionally left blank
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE

RESPONSES

This section provides a series of technical topics that the Slate of New Hampshire will
consider in selecting a Solution for the Data Analytics Platform for Opioid Crisis.
Vendors must limit narrative responses describing the Software. Technical, Services
and Project Management topics defined for this Project. The following table identifies
specific topics for narratives. A page limit is identified for each topic. If a response to a
topic exceeds the page limit, the State will limit its consideration to the prescribed page
limit.

This section provides a series of topics related to the proposed Software Solution
described in RFP.

Topic Page Limit

'D-1 Proposed Software Solution

Topic 1 - Description of Solution 10

Topic 2 - Software Architecture 7

Topic 3 - Data Governance and Management 10

Topic 4 - User Friendliness and Usability 10

Topic 5 - IT Standards 2

Topic 6 - Data Import/Export and MigraUon 7

D-2 Technical, Services and Project.Management Experience

D^2\'1 Security and f^otectioh of Data . . '

Topic 7 - System Security 10,

Topic 8 - Backup and Recovery 2

Topic 9 - Assurance of Business Continuity 3

Topic 10- Skills and Experience 10

Topic 11 - Project Management Methodology 10

D'2.2 State Persprinel.and Trairiing. , J..- i. •
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Topic Page Limit

Topic 12 - User Training Approach 3

Topic 13 - Preparation of State Staff 3

'D-2.3 Project Execution ' ' . ! "

Topic 14-Implementation Approach 10

Topic 15-Testing 6 "

Topic 16- Migration Strategy 3

Topic 17 - Environment Setup 2

D'2.4 fj^oject Management Competence " ■

Topic 18 - System Acceptance Criteria 6

Topic 19 - Status Meetings and Reports 3

Topic 20 • Risk and Issue Management 3

Topic 21 • Scope Control 2

Topic 22 • Quality Assurance Approach 6

Topic 23 - Work Plan No Limit

P-2.5 Ongoing Operations j.:"

Topic 24 - Hosted or On Premise System 5

Topic 25- Support and Maintenance 2

1. D-1 PROPOSED SOFTWARE SOLUTION

1.1. Topic 1 - Description of Solution

Response Page Limit: 10

The State will evaluate whether the proposed Solution includes the required
features.

1.1.1. Provide a detailed description of your proposed Software Solution,
including features and functionality.
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1.1.2. Describe the approach for design, development and implementation
of the required solution functionality.lnclude this information for each
functional requirements area; general system, business
requirements, data governance, project management, training,
migration and inventory and training.

1.1.3. Provide specific details of the implementation strategy to meet all
functional requirements. Provide solution specific information
including a web based demonstration of the solution. Generic and
marketing description will be considered as insufficient responses.
Additionally, the Vendor is to define their methodology for
developing design-level use cases and workflows to meet all
requirements.

1.1.4. As a part of the implementation strategy, identify and explain
functionality implications associated with the phased
implementation. All functionality may be leveraged for programs
being implemented post acceptance of the final delivery of services.
Define exception handling processes where appropriate as well as
any dependencies on existing systems or components of the new
Solution that are needed to provide the specified functionality.

1.1.5. Is your product used for a similar functionality at another State
agency? If so, provide a description of the system and environment.

1.1.6. In what ways does your proposed Solution adhere to the business
and technical requirements?

1.1.7. Is your product dependent on an existing solution not included in this
proposal?

1.1.8. In what ways does your proposed solution improve our current
enterprise data warehouse system capabilities?

1.1.9. In what ways does your proposed solution provide enhanced ease of
use for both the inspectors and the administrative users?

1.1.10. Provide an appendix with sales literature describing the functionality
of the proposed Software. Provide a table with references to pages
in" the appendix that describe functionality addressed for all
appropriate topics for narrative responses.

1.1.11. How does your solution meet best practices surrounding a
Development, Stage. Production environment requiring change
management practices between environments while meeting a goal

.0^ continuous integration and continuous delivery? Environments
required by the State are
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1.1.11.1. Development

1.1.11.2. Testing

1.1.11.3. Training

1.1.11.4. Production

1.1.12. How does your solution address sizing requirements in accordance
with planned use? Be inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors and other items as
required to comprehensively support the development and ongoing
operational effort.

1.1.13. How does the solution address the ability to pull real-time data from
multiple sources and display/track progress over time toward
specific goals?

1.1.14. Provide examples of parameters in your presentation that are
configurable by the end-user.

1.1.15. Describe the solutions drill-down capability that will support detail
level data displays.

1.1.16. Describe the proposed solution's ability to provide static/historical
and dynamic (i.e. real-time) reporting for all program and functional
areas.

1.1.17. What types of built-in (pre-defined) and end-user definable (ad-hoc)
reporting capabilities are included in the proposal?

1.1.18. What types of graphical data presentations (e.g.. GIS) will the
proposed solution offer?

1.1.19. How does the proposed solution provide user-defined reporting
views / screens based upon different roles, security profiles, etc. of
various stakeholders?

1.1.19.1. How does configuration for this functionality occur within
the proposed solution?

1.1.20. What is the proposed solution's capability for end-user report / data
exportation at the report and raw data levels? The proposed solution
will export to: Excel, CSV, XML, PDF as well as integrate with
current technology solutions to include Tableau.

1.1.21. How will the solution allow for statistical analysis on population-
based and client based information to drive service, program and
overall business decisions?
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1.1.22. Describe the model summarizing your understanding of how the
data relates to the focused population.

1.1.23. Describe the solutions and structure of data security (PHI or data
suppression requirements) for external (anonymous) and internal
(role-based) access and uses.

1.1.24. How will the solution allow for statistical analysis (e.g. R
ProaramminQ^ on population-based and client based Information to
drive service, program and overall business decisions?

1.1.25. Describe how your solution will be used to deliver an Opioid Crisis
Dashboard based upon the following model:
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1.1.26. Address how your solution will address the following examples of
functionality;

' 1.1.26.1. Examples on how holistic analysis of multiple data sets
could be utilized

1.1.26.1.1. Identifying High Risk Individuals and Groups
(demographics) by Area (geographic)

1.1.26.1.2. Utilizing data to mitigate risk and progression
to misuse / targeting early intervention
service to mitigate progression to addiction

Reference Names / Purpose Objective Data
Source

Owner

1 Conducting syndromic analysis to Identify
obouiations most at Risk for Enaaolnr^ In
Substance Misuse.

Utilizing multiple data sources to more
strategically and efTtciently target prevention
strategies and programming toward high risk
groups within youth, young adult, adult and
older adult populations, residing In certain
geographical areas, that put them at greater
dsk for initiating substance misuse and

Utilizing data to
more effectively
and efficiently
target resources
for prevention
strategies &
programs that
target populations
and areas at
greatest risk for

Vital
Records

CD
Deaths

TEMSIS

AHEOD

SVI

NAS

SOS

DOJ/OCME

DOS/EMS

DHHS

DHHS

DHHS

DCYF
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progressing to misuse, addiction and related
consequence

engaging m

substance misuse

to prevent
progression and
related familial,
social and

financial

consequence to
them. their

communities and

the slate as

whole.

data

Child

Protect.

Grim.

Just

All

Claims

DOS/Court

DHHS

Identifying individuals' already engaging in
substance misuse but not yet meeting
diagnostic criteria for addiction.

To utilize effective lower cost early intenrention
services to prevent progression to addiction and
related consequence. Including fatal and non-
fatal overdose, impacts on families and
communities (including institutions), causing or
exacerbating other behavioral health and or
medical conditions and causing or exacerbating
involvement with criminal justice, child welfare
and or other social service systems.

Developing risk
factor algorithms
utilizing All
Claims. DCFY,
Hospital
Discharge Data
to analyze a host
of co-morbid

medical .
conditions

(disease,
accidents/injury)
associated with

substance misuse

cross referencing
with Pll and DID

level risk factor

multipliers to
target early
intervention

directed at these

individuals to

reduce risk and

progression to
SUD.

All

Claims

Child

Protec.

AHEDD

DHHS

DHHS

DHHS

SVI

1.1.27. Utilizing data to mitigate the progression from risk to misuse and to
addiction and death - Crisis Intervention / Case Management

Reference Names / Purpose Objective Data

Source

Owner

1 Idenlifvina Pooulations at Risk for OolnlH

Overdose.

Reducing / preventing fatal and non-fatal
Opioids (and polysubstance) overdose by

Using data to
more

strategically and
efficiently reach
out to groups at

Vital

Records

OD Deaths

TEMSIS

SOS

DOJ/OCME

DOS/EMS
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identifying high risk arouos greatest risk to
prevent fatal
and non-fatal

opiold overdose

AHEDD OPHS

Identifying Individuals at Risk for Opioid
Overdose.

Reducing fatal and non-fatal Overdose by
mitigating risk for Individuals with multiple risk
factors for opioid overdose

Identify and
conducting crisis
intervention /

intensive case

management
services /

Naloxone kits:

targeting
individuals at

greatest risk for
fatal and non-

fatal opioid
overdose

Same as

above ♦

POMP and

All

Claims Data

OTP Data

Same as

above *

BOP

DHSS

DHHS

Using data for Naloxone distribution to those
at greatest risk for overdose

Reducing / preventing fatal and non-fatal
Opioids overdose by making Naloxone
directly available to individuals that are
continuing illicit opioid use while receiving
SUO treatment from Programs administered
by BOAS / DHHS or from MAT services
provided Opioid Treatment Programs (OTPs)

Using data to be
more strategic
and efficient in

broadly
distributing
Naloxone Kits to

groups at
greatest-risk and
directly to
individuals at

greatest risk for
opioid overdose

WITS IT

system

Individual

Overdose

Risk

Assessment

data

DHHS

DHHS

Emerging Threats / Situational Awareness
Reports

Utilizing multiple
data sets for

situational

awareness and

to identify
emerging threats
before there are

outbreaks that

pose a threat to
health and safety

To be

determined

1.1.28. Utilizing Data to Inform Policy - Strategic Planning - Programming
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1.1.28.1. Data analysis outlined above can be utilized to identify
categories (population level strategies, prevention, early
Intervention, SUD / MAT treatment, crisis intervention
and recovery services) and types of Integrated /
coordinated services that will best meet the

Department's overall quality and outcomes objectives

1.1.29. Determining the Effectiveness of Policies — Strategies and Services

1.1.29.1. By particular elements (examples: Prescribing
regulation, NH PDMP program, school based
substance misuse prevention programs, SUD treatment
Services, or at a systems level (the effectiveness of the
system overall)

1.1.30. Utilizing data to report out on client demographics, provider process
and quality data and client outcomes

1.1.30.1. Client demographic data by provider process data
(locations, type and quantity of services provided),
quality and cost of services and client outcomes.

1.2. Topic 2 - Software Architecture

Response Page Limit: 7

The State will evaluate the degree to which the architecture can be supported
over an extended period, Including the ease of support.

Provide a description of the technical architecture of the proposed Solution.

1.2.1. What are the benefits of your proposed platform?

1.2.2. Is the proposed solution based upon a 3-tiered, browser-based
architecture?

1.2.3. Does any part of the proposed Solution require Software (other than
a browser) to be installed on the client workstation? If yes, describe
Software that must be installed and the access authorization level
required to install It.

1.2.4. What add-on or third-party Software is required to support the
functionality desired by the State?

1.2.5. What programming languages are used for development,
configuration, and customization of the proposed Solution?

1.2.6. What components of the Software, such as middleware, are
proprietary?

1.2.7. Is your solution dependent on open source software?
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1.2.8. What is the growth potential of the proposed System?

1.2.9. What is the timeframe for technical obsolescence of the proposed
Software? (For the purpose of this question, the version of the
proposed Software would be considered obsolete when support is
no longer available.)

1.2.10. How will the proposed solution allow for end users to share
dashboards to social media (e.g. Twitter, Facet)ook, Google+ or
other social media websites)?

1.3. Topic 3 - Data Governance and Management

Response Page Limit: 10

The State will evaluate the degree to which the governance plan will be adopted
and streamline as well as provide a Department and Statewide direction to keep
pace with evolving demands.

Data Governance and Management should include but not be limited to the
following:

1.3.1. How will your solution meet the departments needs to establish a
robust governance structure for its strategic move to implement a
managed infrastructure and enterprise Data Analytics Platform
(DAP)?

1.3.2. How will this solution increase delivery of business benefits for New
Hampshire, including faster time-to-market, lower costs, better
consistency, and increased agility?

1.3.3. How will the solution change the planning, development, and
operation of application systems, and require new methods of
collaboration among project teams within the Department?

1.3.4. What will be the base structure of the Governance process and how
will it ensure that the infrastructure, shared business and technical
services being deployed will become shared assets across all the
agencies in State of New Hampshire?

1.3.5. How will the solution address a systematic method for the"
Department to make decisions?

1.3.6. What will your process be to identify who has the authority to make
decisions, establish the precepts (i.e., principles, policies, standards,
and guidelines) that influence decisions?

1.3.7. How will the solution reduce risks and ensure that people
'  accomplish the State's strategy, goals, and priorities?
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1.3.8. How will the solution implement, and subsequently optimize
governance for compliance by balancing between directives that
require interpretation (people make such decisions) and routine or
repetitive directives (computer systems best perform these
decisions)?

1.3.9. What tools and/or technologies will be required to enable DAP
Governance within the State?

1.3.10. How will your solution provide a strategy that enables the State to
document the roles and responsibilities, as well as provide the
recommendations required staffing for the day to day design,
development and implementation of the Department Enterprise DAP
solution.

1.3.11. How will your solution address the Department's roles and
responsibilities, as well as providing the required staffing for the day
to day design, development and implementation of the Department
Enterprise DAP solution?

1.3.12. How will your solution fill, leverage as well as, if applicable, re-define
the following roles?

1.3.12.1. Architects: seasoned professionals with a ■ wide
knowledge of the IT infrastructure, and have gone
through long implementation cycles for complex
business requirements. Architects are the "nervous
system" of the DAP Competency Center and its
permanent connection to the business; at the same time,
sitting with the developers, architects stay involved in
implementation issues, which keeps their vision up-to-
date. Architects also play a key role with developers in
selecting DAP and integration technologies for future
projects.

1.3.12.2. Developers: provide detailed internal applications
knowledge. During the early stage of the DAP
Competency Center, developers and architects must
agree on the scope of decision making. More-senior
developers typically provide day-to-day project
management for DAP projects. Security skills are also
necessary, especially when PI I is involved. Statistical
analysis skills are also necessary.
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1.3.12.3. Quality assurance (QA): responsible for testing the
integration work being implemented. Although the OA
staff should leverage its experience in application
development projects, they will face different challenges
when testing DAP and integration projects. The team will
learn DAP and. integration-specific QA skills (for
example, exception testing for integration middleware
message queue overflow).

1.3.12.4. Database Administrators should be included in the DAP

Competency Center. Work streams three, four and five
involve data integration from different sources. As the
integration work beyond the three work streams
differentiates further into multistep integration and
composite applications, data modeling expertise and
enterprise data knowledge will continue to be crucial,
especially when' complex entities, such as the single
view of the citizen/consumer become established assets

of the DAP Competency Center.

1.3.12.5. Operations and system administration staff should
participate at least for the initial three to six months of
the operation of the integrated solution. Once integration
projects complete successfully, they will be moved into
production. Because of the presence of development
and QA staff in the DAP Competency Center, it will be
easier to solve day-to-day issues, and the operation of
the solution will be smoother. Qperations staff in the
DAP Competency Center must also agree to specific
configuration management issues with other groups (for
example, development, application Vendors and
integration products), before the integrated solution is
moved to production.
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1.3.12.6. Business analysts, or business-process owners, are
required for the DAP Competency Center when business
process management or business activity monitoring
requirements are present and, in general, when the DAP
Competency Center starts to demonstrate business
value. Architects always sit between business and the IT
department, while business analysts live in the business.
Business analysts' involvement is crucial to DAP
Competency Center activities, such as the definition of
high-level, coarse granularity reusable services in a
service-oriented architecture (DAP), or the setup of an
electronic channel to exchange business information
with state partners.

1.3.13. How will the proposed DAP govemance solution provide decision-
making guidance for all stages in the service lifecycle-from planning

'  to retirement?

1.3.14. How will the solution address specific lifecycle stages and issues
associated with the following?

1.3.14.1. . User Security Management Services

1.3.15. How will the solution ensure strategic alignment between the
deployed technology and the future-state business processes and
operational model?

1.3.16. What is the proposed change control process for considering and
accepting or denying changes (policy, planning, design, processes,
etc.) throughout the project?

1.3.17. How will the proposed solution develop and obtain buy-in for a
stakeholder and communication management plan?

1.3.18. How will your methodology address organizational assessments and
gap analyses for the affected divisions and programs and facilitate
the development of appropriate organizational structures and job
descriptions?

1.4. Topic 4 - User Friendliness and Usability

Response Page Limit: 10

The* State values Software that is compatible with its intended user's ability to
use it easily and successfully.

1.4.1. To what extent is the Software used in the proposed solution
intuitive based on the likelihood that the user has experienced other
applications with similar graphic user interfaces.
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1.4.2. How efficient is the Software in terms, of the number of operations
required to perform basic tasks.

1.4.3. How does the Vendor's proposed training process support the
application.

1.4.4. How much time is required to make new users fully functional and
able to input into the system?

1.4.5. Explain any function driven capabilities that exist in the proposed
application.

1.4.6. How does the solution address advanced analysis such as
predictive analysis, root cause analysis, actionable information to
determine cost effectiveness, identification of "hotspotters" (clients in
communities with multiple complex health conditions who are high-
utilizers of care, services, etc.)?

1.4.7. How will a user guidance and/or help functions be developed into
the system?

1.5. Topic 5 - IT Standards

Response Page Limit: 2

The State will evaluate the degree to which IT standards used in the Vendor
provided product are compliant with other State Systems, or utilize existing State
standards.

The proposed Solution must comply with Open Standards and Open Data
Formats as mandated by RSA chapter 21-R: Open Standards (HB418 2012).

1.5.1. Describe the degree to which your solution complies with infomiation
technology standards mentioned on the Stale of NH web site:
http://www.nh.gov/doit/vendor

.  . 1.5.2. Is the proposed application considered Open Source Software?

1.5.3. Does it comply with Open Standards, including but not limited to
Open Data Formats?

1.5.4. Describe the degree to which the proposed Solution meets the
requirements of RSA chapter 21-R:10. 21-R:11, 21-R:13.

1.5.5. Identify what industry standards are incorporated in to the Solution.

1.5.6. Identify whether standards employed are national in origin or are
unique to the proposed Software.

1.6. Topic 6 - Data Import/Export Standards and Migration

Response Page Limit: 7
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The State will evaluate the ease of interfacing with our current Data import and
export layouts for Data exchange.

The State anticipates that this system will expand to be leveraged and interfaced
by any department within the state as well as external organizations based on
approved and compliance based data sharing agreements. Describe the
mechanisms and tools included in the proposed System to implement these
interfaces. Be sure to address the following aspects of this topic:

1.6.1. What types of interfaces are possible with the proposed System
(e.g.. online, batch, etc.)?

1.6.2. What file and database formats can the solution receive?

1.6.3. What Data Is available to other systems? What Data may be
imported/updated from other systems and how is this managed?

1.6.4. What data (if any) isn't available for import/export and how is this
managed?

1.6.5. What tools are provided with the System for the development of
interfaces?

1.6.6. What scheduling tools are required for initiation of interfaces? Are
these tools included with the proposed solution?

1.6.7. Are there any constraints upon the timing of batch interfaces?

1.6.8. Does the System employ standard definitions or file layouts for iiF'
interfaces? If so, include a sample in an appendix.

1.6.9. What standard interface formats are used with the proposed
Software? What degree of flexibility is available?.

1.6.10. How does your solution meet the objective of providing a seamless
and productive environment for users.

1.6.11. How does your solution meet all mandatory State requirements and
is consistent with the standards and requirements detailed in this
RFP.

1.6.12. How does your solution meet the requirement of the provision-of
development, testing/verification, training, certification, and
production environments to be used to develop, deploy, maintain,
and operate the integrated system.

1.6.13. How will the proposed solution provide the State of New Hampshire
the processes, tools and training to be able to continue the
integration of data sources into the Data Analytics platform?
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2. D-2 Technical, Services and Project Management
Experience

2.1. D-2.1 Security and Protection of Data

2.1.1. Topic 7 - System Security

Response Page limit: 10

The State will evaluate the degree to which System issues can be
avoided. '

Software Systems must be reliable, regardless of how they are
delivered. The State's workers and citizens expect government Services
and information to be reliable and available on an ongoing basis to
ensure business continuity.

The State must ensure that appropriate levels of security are
implemented and maintained in order to protect the integrity and
reliability of its Information Technology resources, information, and
Services. State resources, information, and Services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks,
Systems and Data.

The State will evaluate the degree to which the proposed System is
designed and architected to ensure the confidentiality and integrity of its
valued asset. Data.

2.1.1.1. Describe the System security design and architectural
features incorporated into the proposed Software. At a
minimum, discuss the following:

2.1.1.1.1. The identification and authentication

methods used to ensure that users and any
interfacing applications are identified and
that their identities are property verified.

2.1.1.1.2. The authorization methods used to ensure

that users and client applications can only
access Data and services for which they
have been property authorized.

2.1.1.1.3. The immunity methods used to ensure that
unauthorized malicious programs (e.g..
viruses, worms and Trojan horses) do not
infect the application.
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2.1.1.1.4. The methods used to ensure that

communications and Data integrity are not
Intentionally corrupted via unauthorized
creation, modification or deletion.

2.1.1.1.5. The methods used to ensure that the parties
to interactions with the application cannot
later repudiate or rebut those interactions.

2.1.1.1.6. The Intrusion Detection methods used to
ensure the detection, recording and review
of attempted access or modification by
unauthorized individuals.

2.1.1.1.7. The privacy methods used to ensure that
confidential Data and sensitive
communications are kept private.

2.1.1.1.8. The System maintenance methods used to
ensure that System maintenance does not
unintentionally .■ disrupt the security
mechanisms of the application or supporting
hardware.

2.1.1.1.9. The testing methods conducted to load and
stress test your Sof^are or Solution to
determine its ability to withstand Denial of
Service (DoS) attacks.

2.1.1.1.10. The ability of your Software to be installed in
a "locked-down" fashion so as to turn off
unnecessary features (user accounts,
operating System services, etc.) thereby
reducing the Software's security
vulnerabilities and attack surfaces available
to System hackers and attackers.

2.1.1.1.11. The notification and escalation process in
the event of an intrusion.

2.1.1.2. Describe the System assurance provisions incorporated
into the proposed Software. At a minimum, discuss the
following;
2.1.1.2.1. What process or methodology is employed

within the proposed Software to ensure Data
integrity?
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2.1.1.2.2. To what degree does your approach rely on
System assurance capabilities of the
relational database management system
(ROMS)?

2.1.1.2.3. If multiple databases are employed, what
extra procedures are employed to ensure
synchronization among databases?

2.1.2. Topic 8 - Backup and Recovery

Response Page Limit: 2

The State will evaluate the degree to which proposed backup and
recovery processes protect mission-critical Data, ease of use of these
processes, and impact of these processes on operation of the System.

The State seeks a sound backup and recovery provision as part of the
Solution. Describe the tools used for backup and recovery of
applications and Data. Describe the impact of the proposed backup
process on the operation of the System. Also, address the following:

2.1.2.1. Use of and method for logging and joumaling;

2.1.2.2. Single points of failure and recommended approaches
for their elimination;

2.1.2.3. Approach to redundancy;

2.1.2.4. Please enumerate your high-level methodology for
creation of a Disaster Recovery Plan; and

2.1.2.5. Impact of Software license fees.

2.1.3. The State believes that additional Software license fees solely
related to redundancy for backup and recovery would be
inappropriate. If the Proposal differs from this standard, describe and
provide rationale for the difference.

2.1.4. Topic 9 - Assurance of Business Continuity

Response Page Limit: 3

The State will evaluate the degree to which the proposed plan to assure
business continuity mitigates risk to the State', and it's potential for
Implementation (cost effective and easy to implement).

2019-043/RFP*2019'DPHS-19-DATAA • Appendices
Page 28 of 112



Attachment #2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS ■ RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX D: TOPICS FOR MANDATORY AND NARRATIVE RESPONSES ^

2.1.4.1. The State intends to consider provision for assurance of
business continuity as an optional component of the
Solution. Please provide a plan for business continuity if
a disaster occurs at the data center that is hosting the
proposed Solution. This is an optional requirement and
will be included or excluded depending on any additional
cost associated.with the plan.

2.1.4.2. The State believes that additional Software License fees

solely related to redundancy for assurance of business
continuity would be inappropriate. If the Proposal differs
from this standard, describe and provide rationale for the
difference.

2.1.4.3. Please enumerate -your high-level methodology for
creation of a Business Continuity Plan.

2.1.5. Topic 10 - Skills and Experience

Response Page Limit: 10

The State will evaluate the degree to which the proposed Solution
provides for the skills and experience to meet the requirements in this
RFP.

2.1.5.1. Describe in detail the skills and experience that your
vendor will bring to the State to assist in meeting the
requirements and narrative included in this RFP.

2.1.5.2. Describe at least two (2) other solutions that you have
completed that relates to the requirements for this RFP

2.1.5.3. Describe the manner in which users and system
administrators can view transactional Data.

2.1.5.4. Please describe your experience with organizations
similar to the Health and Hunrian Services and discuss

what historical data they have and have not
converted/migrated into the new system.

2.1.5.5. How many years of historical data is typically converted
in a project similar to this one? Describe how you will
help Health and Human Services determine the right
number of years to convert.

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 5
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The State wil! evaluate the Vendor's approach to project management
methodology.

2.1.6.1. Describe the methodologies used for organizing teams
to implement solutions in an iterative Agile methodology.

2.1.6.2. Describe how your approach meets the requirements for
project management and testing the security of the
Software application and hosting environment.

2.1.6.3. How can you ensure the security and confidentiality of
the State Data collected on the system?

2.1.6.4. What security validation Documentation will be shared
with the State?

2.1.6.5. Do you use internal or external resources to conduct
security testing?

2.2. D-2.2 Slate Personnel and Training

2.2.1. Topic 12 - User Training Approach

Response Page Limit: 3

The State will evaluate whether the training approach Is likely to prepare
users adequately to use the new System from the day of deployment,
including maximum knowledge transfer to allow the State to conduct its
own training in the future.

The State understands the importance of training for a successful
Software Implementation. The State seeks a detailed discussion of
training alternatives in addition to a recommended training approach.

2.2.1.1. Describe the process for an assessment of needs;
identifying casual, power, and specialty users;
developing a curriculum for each audience; and
conducting, evaluating, and refining training courses.

2.2.1.2. Questions to address include, but are not limited to, the
following: •

2.2.1.2.1. What type of training (instructor led vs.
computer based) will be used for each
purpose and why?

2.2.1.2.2. What methods will be employed to evaluate
training activities? :

2.2.1.2.3. How will training be coordinated with other
user support activities?
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)  2.2.1.2.4. Will manuals be adequate to enable trained
users to research answers to their own

questions?

2.2.1.2.5. If the perception is that they are not
adequate, can those manuals be quickly
revised?

2.2.1.2.6. How will the State be prepared to conduct
ongoing training after Implementation is
completed?

2.2.1.2.7. Are training manuals on-line and maintained
as part of a maintenance agreement?

2.2.2. Topic 13 - Preparation of State Staff

Response Page Limit: 3

The State will evaluate whether the provisions to prepare State staff
participating in the Project will enable the staff to contribute
appropriately.

2.2.2.1. Describe how State staff assigned to the Project Teain
will be prepared to contribute.

2.2.2.2. Provide an overview of Project Team interactions and
dependencies between functions.

2.3. D-2.3 Project Execution

2.3.1. Topic 14 - Implementation Approach

Response Page Limit: 10

The State will evaluate the quality of analysis, reasonableness, and
flexibility evident in the proposed Implementation approach.

Provide one or more feasible Implementation plans. For each plan
provided:

2.3.1.1. Identify timeframes for major milestones, including timing
for discontinuing legacy Systems if applicable;

2.3.1.2. Discuss cost implications of the plan, including
implications on maintenance fees; and

2.3.1.3. . Address the level of risk associated with the plan.

2.3.1.4. What are the highlights {key selling points) of your
proposed approach?
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2.3.1.5. What makes your proposed implementation approach
unique in consideration of your competitors?

2.3.1.6. To assist the State in evaluation of the Implementation
Plan or plans discussed, identify the Implementation
Plan used as a basis for the cost Proposal.

2.3.2. Topic 15-Testing

Response Page Limit: 6 - Appendix Required

The State will evaluate the quality of support the Vendor will supply to
assist Slate testing staff and the effectiveness of the proposed Defect
tracking and resolution process. The ability of the State Project
leadership to participate in analysis, classification, and establishment of
priorities for suspected Defects will also be evaluated.

Slate staff will conduct Acceptance Testing, but support from the
selected Vendor is required: refer to Appendix G-2: Testing. To define
the type of support that will be provided, address the following questions:

2.3.2.1. Describe your testing methodology and include a
proposed test plan.

2.3.2.2. Will configured Software be delivered in functional
components for State Acceptance Testing?

2.3.2.3. How much time should the State allow to complete User
Acceptance Testing of a component?

2.3.2.4. What test management and test driver tools will be
employed in quality assurance testing prior to delivery of
code to the State? Will these tools be available to the

State for use in Acceptance Testing?

2.3.2.5. What support will be provided to prepare State staff
during Acceptance Testing? How will on-site support for
the State testing team be provided?

2.3.2.6. How will members of the testing team be prepared to
test the configured Software?

2.3.2.7. What Documentation of configured Software will be
available to the testing team?

2.3.2.8. Based on experience in similar Projects, how many and
what types of Defects are likely to be. encountered in
Acceptance Testing? {Include metrics from other
Projects to support this response.)
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2.3.2.9. How much time is available for comprehensive testing
and correction of Defects prior to' Implementation?
Based on metrics from similar Projects, is it sufficient?
(Provide information from other Projects to support this
response.) .

2.3.2.10. If frequency exceeds the expected level, what corrective
.actions will be instituted?

2.3.2.11. How quickly will a suspected Defect be investigated, and
. what classifications are planned for suspected Defects?

2.3.2.12. How quickly will Software Defects be corrected?

2.3.2.13. What specific Software tools will be used to isolate
performance problems?

2.3.2.14. What tools will be used to document and track status of

suspected Defects? -

2.3.2.15. Will these tools be available to the State after the Project
is completed?

2.3.2.16. What role will the State play in classification and
prioritization of Defects?

2.3.2.17. Will System performance be measured and documented
using the State's infrastructure and-Data? If yes, how?

2.3.2.18. Provide a sample User Acceptance Test Plan from a
completed Project as an appendix.

2.3.2.19. Testing Prior to UAT:

2.3.2.19.1. The State has a specific approach it
generally requires for testing. Please read
Appendix G2 (Testing Requirements) for this
approach. Please describe your typical
testing methodology and how challenging
you feel it may be to adopt the State's
standard.

2.3.2.19.2. Utilize the first five pages of this topic to
describe the approach you have proposed to
testing. Be sure to cover as applicable:

2.3.2.19.2.1. Installation and Environment Testing -

2.3.2.19.2.2. Unit Testing

2.3.2.19.2.3. System Testing
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2.3.2.19r2.4. Regression Testing

2.3.2.19.2.5. Performance Tuning and Stress Testing

2.3.2.19.2.6. Data Conversion Testing and Data Validation

2.3.2.19.2.7. Security Review/Testing

2.3.2.19.3. What test management and test driver tools
will be employed in quality assurance testing
prior to delivery of code to the State? Will
these tools be available to the State for use
in Acceptance Testing?

2.3.3. Topic 16 - Migration Strategy

Response Page Limit: 3

The State will evaluate the degree to which the Vendor will ensure that Data
conversion is effective and impacts State staff to the minimum extent possible.

2.3.3.1. It is our assumption that the Data Conversion/Migration
Plan is a deliverable that will ultimately lay out the plan
required to convert and migrate data from Health and
Human Services systems to the new environment.
Please discuss your high-level approach to carrying out
data conversion/migration activities. Be sure to discuss
software tools and processes used to support this effort.

2.3.3.2. Describe the approach that will be used for assessing
Data quality and conducting Data cleansing prior to
conversion. Please be sure to include whose

responsibility it - will be and the -process you are
proposing to deal with incomplete records in the legacy
system.

2.3.3.3. Discuss the use of automated tools in Data conversion.

When will automated tools'be used? When will manual

intervention be required?

2.3.3.3.1. What data do you know will be challenging
to convert/migrate and why? What special
approach will you recommend as part of the
planning document to help reduce the
impact of this challenge on this project?
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2.3.3.3.2. Please discuss your approach to working
with the Agency to document a data
conversion/migration plan and process.
Please also describe how you will determine
how much historical data is available and

what is appropriate to be made available
within the new system.

2.3.3.3.3. Define expectations for State and Vendor
roles during the development of the data
conversion/migration plan and process.

2.3.3.3.4. What lessons learned can you share with us
from other implementations. that are
important to understand as part of
development of the data
conversion/migration plan and process?

2.3.4. Topic 17 - Environment Setup

Response Page Limit: 2

The State will evaluate whether proposed environments are sufficient to satisfy
Project needs, including phased Implementation.

2.3.4.1. Describe the different Software and hardware
environments required for the concurrent development,
testing, and production of the proposed Solution.
Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.3.4.2. The Stale believes that additional Software License fees
solely related to establishing environments for normal
development lifecycle would be inappropriate. If the
Proposal differs from this standard, describe and provide
rationale for the difference.

2.3.4.3. Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.4. D2.4 Project Management Competence

2.4.1. Topic 18- System Acceptance Criteria

Response Page Limit: 6 '
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The State will evaluate whether proposed Acceptance criteria will assure the
Slate that the new System Is functioning effectively before being turned over
for State for User Acceptance Testing.

2.4.1.1. Propose measurable criteria for State final Acceptance
of the System.

2.4.1.2. . Discuss how the proposed criteria serve the interest of
the State.

2.4.2. Topic 19-Status Meetings and Reports

Response Page Limit: 3 - Appendix Required

The State will evaluate the degree to which Project reporting will serve the
needs of State Project leaders.

The State believes that effective communication and reporting are essential to
Project success. At a minimum, the State expects the following:

2.4.2.1. Introductory Meeting: Participants will include Vendor
Key Project Staff and State Project leaders from both the
Health and" Human Services and the Department of
Information Technology. This meeting will enable
leaders to become acquainted and establish any
preliminary Project procedures.

2.4.2.2. Kickoff Meeting: Participants will Include the State and
Vendor Project Teams and major stakeholders. This
meeting Is to establish a sound foundation for activities
that will follow.

2.4.2.3. Status Meetings: Participants will include, at a minimum,
Vendor Project Manager and the State Project Manager.
These meetings, which will be conducted at least
biweekly, will address overall Project status and any
additional topics needed to remain on Schedule and
within budget. A status and error report from the Vendor
will serve as the basis for discussion.

2.4.2.4. The Work Plan: must be Reviewed at each Status
Meeting and updated, at minimum, on a biweekly basis,
in accordance with the Contract.

2.4.2.5. Special Meetings: Need may arise for a special meeting
with State leaders or Project stakeholders to address
specific Issues.
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2.4.2.6. Exit Meeting: Participants will include Project leaders
from the Vendor and the State. Discussion will focus on

lessons learned from the Project and on follow up
options that the State may wish to consider.

2.4.2.7. The State expects the Vendor to prepare agendas for
and rhinutes of meetings. Meeting will include an
updated Work Plan. Drafting of formal presentatioris.
such as a presentation for the kickoff meeting, will also
be a Vendor responsibility.

2.4.2.8. Vendor shall submit status reports in accordance with
the Schedule and tenns of the Contract. All status

reports shall be^ prepared in formats approved by the
State. The Vendor's Project Manager shall assist the
State's Project Manager, or itself produce reports related
to Project Management as reasonably requested by the
State, all at ho additional cost to the State. Vendor shall

produce Project status reports, which shall contain, at a
minimum, the following:

2.4.2.8.1. Project Status as it relates to Work Plan

2.4.2.8.2. Deliverable status

2.4.2.8.3. Accomplishments during weeks being
reported

2.4.2.8.4. Planned activities for the upcoming two (2)
week period

2.4.2.8.5. Future activities

2.4.2.8.6. Issues and Concerns requiring resolution

2.4.2.8.7. Report and remedies in case of falling
behind Schedule

2.4.2.9. Be sure to cover the following:

2.4.2.9.1. Timing, duration, recommended participants
and agenda for the kickoff meeting;

2.4.2.9.2. Frequency and standard agenda items for
status meetings;

2.4.2.9.3. Availability for special meetings; and

2.4.2.9.4. Agenda for the exit meeting.
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2.4.2.10. As an appendix, provide an example of status reports
prepared for another Project. Names oif the Project and
of any individuals involved may be removed.

2.4.2.11. As reasonably requested by the State, Vendor shall
provide the State with Information or reports regarding
the Project. Vendor shall prepare special reports and
presentations relating to Project f^anagement, and shall
assist the State in preparing reports and presentations,
as reasonably requested by the State, all at no additional
cost to the State.

2.4.3. Topic 20 - Risk and Issue Management

Response Page Limit: 3

The State will evaluate the extent to which the proposed approach will
contribute to the timely identification and effective action on issues and risks.
The State will also evaluate whether the approach recognizes and addresses
appropriate State involvement in risk and issue management.

2.4.3.1. Provide proposed methodologies for risk and issue
management. Discuss State and Vendor
responsibilities. The State seeks a clear means to
compare planned versus actual status, including
perceritages, at a sufficiently detailed level to ensure the
State can adequately monitor the progress of the
Project. Be sure to identify any essential time
constraints on State actions. Escalation procedures will
be defined in a Contract between the State and the

Vendor.

2.4.4. Topic 21 - Scope Control

Response Page Limit: 2

The State will evaluate the degree to which proposed modifications in scope
are scrutinized to ensure that only essential changes are approved. Evaluation
will also address the quality and timeliness of Information that will be available
about a proposed scope change.

2.4.4.1. Suggest an approach for scope control. Describe how
the approach has been employed effectively on another
Project.

2.4.4.2. Demonstrate your firm's ability to manage scope creep
by discussing tools and methodologies, as well as past
Project experiences.
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2.4.5. Topic 22- Quality Assurance Approach

Response Page Limit: 6

The State will evaluate the degree to which proposed procedures will ensure
that Deliverables require limited modification when submitted for approval.

2.4.5.1. The State has identified three categories of Deliverables:

2.4.5.1.1. Written Deliverables, such as a training plan;

2.4.5.1.2. Software Deliverables, such a configured
- Software module; and

2.4.5.1.3. Non-Software Deliverables, such as conduct
of a training course.

2.4.5.2. Describe the methodology that will be employed to
assure that each type of Deliverable is of high quality
before submission for State consideration. Discussion
should include but not be limited to:

2.4.5.2.1. Provision for State input to the general
content of a Written Deliverable prior to
production:

2.4.5.2.2. The standard for Vendor internal Review of a
Written Deliverable prior to formal
submission; and

2.4.5.2.3. Testing of Software Deliverables prior to
submission for Acceptance Testing.

2.4.6. Topic 23 - Work Plan

Response Page Limit: None

The State will evaluate whether the Vendor's preliminary proposed Work Plan
includes a description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and a payment Schedule. The Work Plan shall also
address resource allocations (both State and Vendor team members). This
narrative should reflect current Project Management "best practices" and be
consistent with narratives on other topics. The Software to be used to support
the ongoing management of the Project should also be described in the Work
Plan.
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The State sees a Work Plan as essential to reaching a comprehensive
agreement with a Vendor.' Consequently, the State will seek to refine the
proposed Work Plan prior to Contract approval with the selected Vendor and to
incorporate the refined Work Plan by reference into a Contract.

2.4.6.1. Provide a preliminary Work Plan depicting tasks, task
dependencies. Schedule, milestones. Deliverables, and
payment Schedule. Include the deliverables outlined in
Appendix C (System, Requirements and Deliverables)
and include other deliverables that you, based on past
experience, would recommend be developed on this
project.

2.4.6.2. Define both . proposed Written and Software
Deliverables. Include sufficient detail that the State will
be able to identify departures from the Plan in sufficient
time to seek corrective action. In particular, provide
informatipn about staffing.

2.4.6.3. Describe all Deliverables to be produced in the Project.
Ensure that all Deliverables and milestones are identified
in the Work Plan. Identify and discuss the following;

2.4.6.3.1. ■ All assumptions upon which the Work Plan is
based;

2.4.6.3.2. Descriptions of recommended roles by
activity, and time required for both State and
Vendor members of the Project Team;

2.4.6.3.3. Assignments of members of the Vendor's
team identified by role to specific tasks; and

2.4.6.3.4. Critical success factors.for the Project.

2.4.6.4. Discuss how this Work Plan will be used and State
access to Plan details including resource allocation.

2.4.6.5. Discuss frequency for updating the Plan, at a minimum
weekly and for every status meeting. Explain how the
State will know whether the Project is on Schedule and
within budget.

2.5. D2.5 Ongoing Operations

2.5.1. Topic 24 - Hosted System If Applicable

Response Page limit: 5
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Describe the hosting plan including hardware and software platforms, software
utilities, telecommunications resources, security measures and business
continuity plans. Include a description of servers, computers, software,
programming capability and other equipment and technical resources which
will be used to design, develop, implement and maintain the application.

2.5.1.1. Provide the type and speed of the connection;

2.5.1.2. Information on redundancy;

2.5.1.3. Disaster recovery;

2.5.1.4. Security;

2.5.1.5. Interim staffing for peak help desk demand periods and
transition to a permanent arrangement;

2.5.1.6. Development of a help desk knowledge base; and

2.5.1.7. Metrics based on help desk inquiries.

2.5.2. Topic 25 - Support and Maintenance If Applicable

Response Page Limit; 2

The State will evaluate whether the Vendor's proposed support and
maintenance plan Includes a description of the types and frequency of support,
detailed maintenance tasks - including Scheduled maintenance and upgrades,
and any other dependencies for on-going support and maintenance of the
system. This narrative should reflect current "best practices" for these tasks.

2.5.2.1. For how many of your clients do you provide typical
software maintenance and support in operational years
and what percent of your clients does this represent?

2.5.2.2. For how many of your clients do you provide support and
maintenance of the operational environment on behalf of
the State and what percent of your clients does this
represent?

2.5.2.3. What do you find to be the.optimal amount of support?

2.5.2.4. Describe how general support and maintenance skills
are transferred to State technical support personnel for
knowledge sharing.

2.5.2.5. Describe how are support and maintenance issues are
tracked detailing methodology and if any additional
software is required.

2.5.2.6. Describe process for maintenance of the general
knowledge base.
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2.5.2.7. Describe any particular procedures required to handle
escalation and emergency calls.

2.5.2.8. Detail the plan for preventive maintenance and for
upgrade installations.

2.5.2.9. Detail the types and frequency of support tasks required.

Remainder of this page intentionally left blank
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APPENDIX E: STANDARDS FOR DESCRIBING VENDOR

QUALIFICATIONS

Vendor qualifications are important factors in selecting <CORbi Software and
accompanying Implementation and follow on support Services. To facilitate evaluation of
Vendor qualifications, the State seeks information about;

•  Corporate qualifications of each Vendor proposed to participate in the Project;

•  Proposed team organization and designation of key staff;

•  Individual qualifications of candidates for the role of Project Manager; and

•  Individual qualifications of candidates for other key staff roles.

This Appendix identifies specific information that must be submitted.

1. E-1 Required Information on Corporate Qualifications

Information is required on ail Vendors who will participate in
the Project. Vendors submitting a Proposal must identify any
Subcontractor(s) to be used.

1.1. E-1.1 Vendor and Subcontractors

The Vendor submitting a Proposal to this Project must provide the following
information: .

1.1.1. E-1.1.1 Corporate Overview (2 page limit)

Identify the proposed role of the firm on the Project. Describe the major
business areas of the firm. Provide a high-level description of the firm's
organization and staff size. Discuss the firm's commitment to the public sector,
experience with this type of Project Implementation and experience in New
Hampshire.

1.1.2. E-1.1.2 Financial Strength

1.1.2.1. Provide at least one of the following:

1.1.2.1.1. The current Dunn & Bradstreet report on the
firm; or

1.1.2.1.2. The firm's two most recent audited financial

statements: and the firm's most recent un

audited, quarterly financial statement; or
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1.1.2.1.3. The firm's most recent income tax return.
For example, either a copy of the IRS Form
1065, U.S. Return of Partnership Income or
Schedule E (IRS Form 1040) Supplemental
Income and Loss (for partnerships and S

,  corporations) OR, IRS Form 1120, U.S.
Corporation Income Return. These forms
are typically submitted when a Vendor does
not have audited financial statements.

1.1.3. E-1.1.3 Litigation

identify and describe any claims made by clients during the last ten (10) years.
Discuss merits, curent status and, if available, outcome of each matter.

1.1.4. E-1.1.4 Prior Project Descriptions (3 limited to 3 pages each)

Provide descriptions of no more than three (3) similar projects completed in the
last < four (4) years. Each Project description should include:

1.1.4.1. An overview of the project covering type of client,
objective, project scope, role of the firm and outcome;

1.1.4.2. Project measures including proposed cost, actual project
cost, proposed project schedule and actual project
schedule;

1.1.4.3. Names and contact information (name, title, address and
current telephone number) for one or two references
from the client; and

1.1.4.4. Names and project roles of individuals on the proposed
team for the New Hampshire Project that participated in
the project described.

1.1.5. E-1.1.5 Subcontractor Information

Vendors must provide information on any Subcontractors proposed to work on
this Project. Required information shall include but not be limited to:

1.1.5.1. Identiftcation of the proposed Subcontractor and a
description of the major business areas of the firm and
their proposed role on the Project;

1.1.5.2. A high-level description of the Subcontractor's
organization and staff size;

1.1.5.3. Discussion of the Subcontractor's experience with this
type of Project;
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1.1.5.4. Resumes of key personnel proposed to work on the
Project: and

1.1.5.5. Two references from companies or organizations where
they performed similar services (if requested by the
State).

2. E-2 Team Organization and Designation of key Vendor
staff

Provide resumes of key personnel proposed to work on the Project and an
organizational chart depicting the Vendor Project Team. This chart should identify key
staff required from the Vendor, any Subcontractors, and the Stale.

Define the responsibilities and length of assignment for each of the roles depicted in
the organizational chart. Identify the positions that should be designated key staff.
Ensure that designation of key Vendor staff includes subject matter experts in the
following areas:

Data Analysis

Data Analytics

Data Quality

Statistics

Data Govemance

User Experience (UX) and User Interface (Ul)

Data Modeling

Data Visualizations

Project Management

Training

Data Migration

A single team member may be identified to fulfill the experience requirement in multiple
areas.

2.,1. E-2.1 State Staff Resource Worksheet

Append a completed State Staff Resource Worksheet to indicate resources
.expected of organization. Expected resources must not exceed those outlined in
Appendix A: Background Information ~ Section A-4: State Project Team. The
required format follows.
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Table E-2: Proposed Stale Staff Resource Hours Worksheet

Stale Role Initiation ConHguralion Implementation Close Out Total

Project Manager
.

Position 1

Position 2

Position 3

Position 4

Position 5

State Total
.

3. E-3 Candidates for Project Manager
Although the State recognizes that staff availability is somewhat uncertain,
qualifications of the Project Manager are particularly critical. Therefore, the State
requires that the Project Manager be identified with some degree of certainty.

For the Project Manager candidate, provide a resume not to exceed five (5) pages in
length addressing the following:

3.1. The candidate's educational background:

3.2. An overview of the candidate's work history;

3.3. The candidate's project experience, including project type, project role and
duration of the assignment;

3.4. Any significant certifications held by or honors awarded to the candidate; and

3.5. At least three (3) references, with contact information, that can address the
candidate's performance on past projects.

4. E-4 Candidates for key Vendor staff Roles

Provide a resume not to exceed ten (10) pages for each key Vendor staff position on
the Project Team. Each resume should address the following:

4.1. The individual's educational background;

4.2. An overview of the individual's work history;
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4.3. The individual's project experience, including project type, project role and
duration of the assignment;

■4.4. Any significant certifications held by or honors awarded to the.candidate; and
4.5. At least three (3) references, with contact information, that can address the

individual's performance on past projects.

Remainder of this page intentionaliy left blank
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APPENDIX F: PRICING WORKSHEETS

A Vendor's Cpst Proposal must be based on the worksheets formatted as described in
this Appendix.

The Vendor must assume all reasonable travel and related expenses. Ail labor rates
will be "Fully Loaded", including, but not limited to; meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

1. F-1 ' Activities/Deliverables/Milestones Pricing Worksheet
The Vendor must include, within the Not-to-Exceed for IT service activities, tasks and
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and tools. The following format must be used to
provide this information.

Table F-1: Activities/Deliverables/Milestones Pricing Worksheet <SAMPLE TABLE>)

Activity, Deliverable, or Milestone Deliverable Type
Projected Delivery
Date

Price

-  ' 0

PLANNING AND PROJECT MANAGEMENT . '

1 Conduct Project Klckoff Meeting Non-Software

2 Project Status Reports Written

3 Wor1< Plan Written

4

Infrastructure Plan, including Desktop
and Network Configuration
Requirements

Written

5 Security Plan Written

5

Communications and Change

Management Plan
Written

7 Requirements Trace ability Matrix Written

9 Software Configuration Plan Written
-

9

Systems Interface Plan

and Design/Capability
Written
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10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployment Plan Written

13

Comprehensive Training Plan

and Curriculum
Written

14 End User Support Plan Written

15 Business Continuity Plan Written

16

Documentation of

Operational Procedures
Written

INSTALLATION

17 Provide Software Licenses If needed Written

18

Provide Fully Tested Data Conversion
Software

Software

19

Provide Software Installed. Configured,
and Operational to Satisfy State
Requirements

Software

TESTING

20 Conduct Integration Testing Non-Software

21 Conduct tJser Acceptance Testing Non-Software

22 Perform Production Tests Non-Software

23

Test In-Bound and

Out-Bound Interfaces
Software

24

Conduct System Performance
(Load/Stress) Testing

Non-Software

25

Certification of 3"* Party Pen Testing
and Application Vulnerability Scanning Non-Software

SYSTEM DEPLOYMENT
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26

Converted Data Loaded into

Production Environment
Software

27

Provide Tools for Backup and
Recovery of all Applications and Data

Software

28 Conduct Training Non«Software

29 Cutover to New Software Non-Software

30 Provide Documentation Written

31 Execute Security Plan Non-Software

OPERATIONS

32 Ongoing Hosting Support i Non-Software

33 Ongoing Support & Maintenance Software

34 Conduct Project Exit Meeting Non-Software
"

2. F-2 Proposed Vendor Staff, Resource Hours and Rates
Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to
Indicate the individuals that will be assigned to the Project, hours and applicable rates.
Names must be provided for individuals designated for key roles, but titles are sufficient
for others. Information is required by phase.

Table F'2: Proposed Vendor Staff, Resource Hours and Rates Worksheet

Title

J  • •

Name '

•4 ' I

Initiation;' 'implementation '

v-.- A'

Project
Close put

Houfiy,
Rate

Hours; X

Rate

Project
Manager

Data Analyst

Database

Specialist

Scrum Master
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Data Scientist

Position #1
1

Position #2

Position #3

TOTALS ■;
. j

3. F-3 Future Vendor Rates Worksheet
N

The State may request additional Services from the selected Vendor and requires rates
in the event that additional Service is required. The following format must be used to
provide this information. "SFY" refers to State Fiscal Year. The New Hampshire State
Fiscal Year runs from July 1 through June 30 of the following calendar year. Positions
not identified in the Proposed Position Worksheet may be included in the Future
Vendor Rates Worksheet.

Table F-3: Future Vendor Rates Worksheet

Position Title SFY201X SFY 201X SFY 201X SFY201X

Project Manager

Position #1

Position #2

Position #3
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4. F-4 HARDWARE COST worksheet

Table F-4: Hardware

Hardware Name • '■
r,; .

Initial Cost .Maintenance Support'end Upgrajdes

Year 1 J'; ' "Yiear 2'' Year 3 Year 4 ' Year 5

5. F-5 Software Licensing, Maintenance, and Support
Pricing Worksheet

Table F-5: Software Licensing, Maintenance, and Support Pricing Worksheet

iSdftware Name Initial Cost Maintenance Support and iJpgrades

T' Year 1 "' Vear 2._. * Year 3 Year 4 Years.

•
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6. F-6 Web Site Hosting, Maintenance, and Support Pricing
Worksheet

Table F-6: Web Site Hosting. Maintenance, and Support Pricing Worksheet

HOSTED SERVICES Year 1 Year 2 Year 3 Year 4 Year 5 TOTAL

Web Site Hosting Fee

Technical Support and
updates

Maintenance and
Updates

GRAND TOTAL
1

Remainder of this page intentionally left blank
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1. APPENDIX G-1 SECURITY

1.1. G-1.1 Application Security

IT Security Involves all functions pertaining to the securing of State Data and systems
through the creation and definition of security policies, procedures and controls
covering such areas as Identification, Authentication and non-repudiation. This shall
include but is not limited to:

1.1.1. Develop Software applications based on industry best practices and
Incorporating information security throughout the Software
development life cycle;

1.1.2. Perform a Code Review prior to release of the application to the
State to move it into production. The code Review may be done in a
manner mutually agreeable to the selected VENDOR and the State.
Copies of the ftnal, remediated results shall be provided to the State
for Review and audit purposes;

1.1.3. Follow Change Control Procedures (COP) relative to release of
code;

1.1.4. Develop applications following security-coding guidelines as set forth
by organizations such as, but not limited to Open Web Application
Security Project (OWASP) Top 10, SANS Common Weakness
Enumeration (CWE) Top 25 or CERT Secure Coding; and

1.1.5. Make available to the for review and audit purposes all Software
development processes and require training for appjication
developers on secure coding techniques.

1.2. G-1.2 PCI DSS Payment Application Data Security Standard (PA DSS)

Whereas the Vendor provides a Commercial Off the Shelf (COTS) product used by the
Health and Human Sen/ices, which transmits, processes or stores cardholder Data and
therefore must meet PA-DSS validation requirements

Whereas the Vendor access to the production environment which transmits, processes
or stores cardholder data and therefore is considered a "service provider" under
Requirement 12.8 of the PCI DSS Compliance.

The Vendor agrees to the following provisions:

1.2.1. PCI DSS Payment Application Data Security Standard (PA DSS) -
As the Vendor's product is part of the processing, transmission,
and/or storage of cardholder Data it is hereby agreed that:

1.2.1.1. Vendor agrees to participate in the Payment Card
Security Standards Council (PCI) Payment Application
Data Security Standards program (PA DSS);
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1.2.1.2. Vendor agrees to provide evidence of compliance with
PA DSS prior to Contract approval; and

1.2.1.3. Vendor will immediately notify the NH DolT Chief
Information Security Officer if it leams its application is
no longer PA DSS compliant and will immediately
provide the DOIT of the steps being taken to remediate
the non-compliance status. In no event should Vendor's
notification to the DolT be later than seven (7) calendar
days after Vendor leams it is no longer PA DSS
complaint.

1.2.2. PCI DSS Requirement 12.8, Service Provider - If the Vendor
provides Services on the production environment used in the
processing, transmission and/or storage of cardholder Data, it is
hereby agreed that: <

1.2.2.1. Vendor agrees that it is responsible for the security of all
cardholder Data that it obtains or possesses, including
but not limited to the functions relating to storing,
processing, and transmitting the cardholder Data;

1.2.2.2. Vendor attests that, as of the Effective Date of this

Amendment, it has complied with all applicable
requirements to be considered PCI DSS compliant, and
has performed the necessary steps to validate its
compliance with the PCI DSS; and

1.2.2.3. Vendor agrees to supply the current status of Vendor's
PCI DSS compliance, and evidence of its most recent
validation of compliance upon execution of this
addendum to Agency. Vendor must supply to Agency
an attestation of compliance at least annually.

1.2.2.4. Vendor will immediately notify Agency if it leams that it is
no longer PCI DSS compliant and will immediately
provide Agency the steps being taken to remediate the
non-compliance status. In no event shall Vendor's
notification to Agency be later than seven (7) calendar
days after Vendor leams it is no longer PCI DSS
compliant.

1.2.2.5. Vendor acknowledges that any indemnification provided
for under the Contract referenced above applies to the

•  failure of the Vendor to be and to remain PCI DSS

compliant.
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2. APPENDIX G-2 TESTING REQUIREMENTS

All testing and Acceptance addressed herein shall apply to testing the System. This shall include planning,
test scenario development. Data and System preparation for testing, and execution of Unit Testing, System
integration testing, conversiorVmigration testing, installation testing, performance, and stress testing, Security
Review and testing, and support of the State during User Acceptance Testing (UAT).

2.1. G-2.1 Test Planning and Preparation

2.1.1. The overall Test Plan will guide all testing. The Vendor provided,
State approved. Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements
traceabiiity matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, unit tests, expected results, and a
tracking method for reporting actual versus expected results as well
as all errors and problems identified during test execution.

2.1.2. It is crucial. that client training and testing activities not be
abbreviated in order to meet Project Implementation Schedules.
Therefore, the Slate requires that the testing activities be
represented both in terms of effort and duration.

2.1.3. Vendors must disclose in their Proposals the scheduling
assumptions used in regard to the Client resource efforts during
testing. ^

2.1.4. State testing will commence upon the Vendor Project Manager's
Certification, in writing, that the Vendor's own staff has successfully
executed all prerequisite Vendor testing, along with reporting the
actual testing results, prior to the start of any testing executed by
State staff.

2.1.5. The State will commence its testing within five (5) business days of
receiving Certification from the Vendor that the State's personnel
have been trained and the System is installed, configured, complete,
and ready for State testing. The testing will be conducted by the
State in an environment independent from the Vendor's
development environment. The Vendor must assist the State with
testing in accordance with the Test Pian and the Work Plari, utilizing
test and live Data to validate reports, and conduct stress and
performance testing, at no additional cost.

2.2. G-2.2 Testing

2.2.1. Testing begins upon completion of the Software configuration as
required and user training according to the Work Plan. Testing ends
upon Issuance of a letter of UAT Acceptance by the State.
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2.2.2. Vendor must demonstrate that their testing methodology can be
integrated with the State standard methodology described in Table
G-2.2 State Recommended Testing Methodology.

Table G-2.2 State Recommended Testing Methodology, please propose your
methodology and use the following as a guideline.

2.3.

Reference Topic Guideline ,

1 Unit Testing Application components are tested on an individual basis to verify that the inputs,
outputs, and processing logic of each application component functions without
errors. Unit Testing Is performed in either the development environment or a
testing environment.

The goal Is to find errors in the smallest unit of Software. If successful,
subsequent integration testing should only reveal errors related to the integration
between application components.

2 System
Integration
Testing

a. Validates the integration between the individual unit application
components and verifies that the new System meets defined
requirements and supports execution of interfaces and business
processes. The Systems Integration Test is performed in a test
environment.

b. Emphasizes end^o-end business processes and the flow of information
across applications. It includes all key business processes and
Interfaces being implemented, confirms Data transfers with external
parties, and includes the transmission or printing of alt electronic and
paper documents.

1

i

c. The State will conduct System Integration Testing, utilizing scripts
developed, as Identified in the Test Plan, to validate the functionality of
the System and its interfaces. The State will also use System
Integration Testing to validate modifications, fixes and other System
interactions with the Vendor supplied Software Solution.

3 Conversion

/Migration
Validation

Testing

The Conversion/Migration Validation Testing should replicate the entire flow of
the converted Data through the Software Solution. As the Software Solution is
interfaced to legacy or third-party applications, the testing verifies that the
resulting converted legacy Data performs correctly.

4 Installation

Testing
Application components are installed in the System test environment to test the
installation routines and are refined for the eventual production environment.
This activity serves as a dry run of the Installation steps In preparation for
configuring the production System.

_5
•'.si/.v-..- •

User

Acceptance
The User Acceptance Test (UAT) is a Verification process performed in a copy
of the production environment. The User Acceptarice Test verifies System
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Testing
(UAT)

functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

a. The Vendor's Project Manager must certify in writing, that the
Vendor's own staff has successfully executed all prerequisite
Vendor testing, along with reporting the actual testing results prior
to the start of any testing executed by Stale staff.

b. The State will be presented with a State approved Test Plan, test
scenarios, test cases, test scripts, test Data, and expected results,
as weir as written Certification of the Vendor's having completed the
prerequisite tests, prior to the State staff involvement in any testing
activities.

c. UAT will also serve as a perfomiance and stress test of the System.
It may cover any aspect of the new System, Including administrative
procedures such as backup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance

'  criteria as defined In the Work Plan

Upon successful conclusion of UAT and successful System deployment, the
State will issue a letter of UAT Acceptance and the respective Warranty Period
shall commence as described in Appendix H: State of New Hampshire Terms
and Cond/Y/ons - Section H-25.10.1: Warranty Period.

Performanc

e  Tuning
and Stress

Testing

Vendor shall develop and document hardware and Software conHguration and
tuning of System infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in configuring and tuning the
infrastructure to support the Software throughout the Project

Perfomiance Tuning and Stress Testing

Scope

The scope of performance testing shall measure the system level metrics critical
for the development of the applications infrastructure and operation of the.
applications in the production environment. It will include the measurement of
response rales of the application for end-user transactions and resource
utilization (of various servers and.network) under various load conditions. These
response rates shall become the basis for changes and retesting until optimum
system perfomiance is achieved.

The application transactions shall be identified with specific roles and selected
transactions shall be recorded for the performance measurements. These will
be compared to baselines to determine if object and/or system performance
increases as changes are made.

Performance testing shall consider the full scope of the application infrastructure
with emphasis on the most heavily used or- shared transactions. Performance
testing of the application will profile the identified user transactions and assist in
the identifying performance gaps to improve the most critical parts of the
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applications.

Perfonmance testing and tuning shall occur in the final production environment
and shall use a copy of the final production database to provide the best results.

Vendor must lead this effort. Responsibilities include Identifying appropriate
tunable parameters and their default and recommended settings, developing
scripts, which accurately reflect business load and coordinating reporting of
results.

Test types ,

Performance testing shall use two different types of tests to determine the
stability of the application. -They are baseline tests and load tests

Baseline Tests: Baseline tests shall collect performance Data and load analysis
by running scripts where the output is broken down into business transactions or
functions. The lest is like a single user executing a defined business transaction.
During .baseline testing, each individual script is run to establish a baseline for
transaction response time, throughput and other user-based metrics. Usually
each business transaction is executed multiple times during a single test run to
obtain an average for the user-based metrics required for the performance
testing evaluations. It must be noted that changes made to the code after
baseline testing is completed will skew the results collected to date. All effort will
be made to provide a code test base that is tested in the environment for
problems prior to the establishment of the baseline, which are used in future
testing and tuning efforts. Any changes introduced into the environment after
performance testing has started can compromise the accuracy of the results and
will force a decision to be made whether baseline results need to be recreated.

Load Tests: Load testing will determine if the behavior of a system can be
sustained over a long period of lime while running under expected conditions.
Load tests helps to verify the ability of the application environment under
different load conditions based on worfdoad distribution. System response time
and utilization is measured and recorded.

Tuning

Tuning will occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is
maximized. This can be the result of making code more efficient during
development as well as making tuning parameter changes to the'environment.

For infrastructure tuning, parameters will be identified for all components prior to
undertaking the load testing efforts. This should include a list of the variables.
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their definitions, (he default settings, range of acceptable settings and, the
settings as testing begins. This wlll permit the team to identify the areas of most
potential gain and a starting point. Tuning is a process which is repeated until
the team feels that the systems are running at or near optimum performance.

Imolemenlinc Performance and Stress Test

Performance and Stress test Tools must be provided by the Vendor for this
effort. Consideration must be given to licensing with respect to continued use for
Regression Testing. If the Vendor is familiar with open source low/no cost tools
for this purpose those tools should be identified in your response.

Schedulino Performance and Stress Testing '

Vendor shall perform test planning. The s.teps for planning include identification
of application functionality as well as what percentage of normal daily use is
represented by each function. This information will become the foundation for
scripting so that tests closely represent what loads in production.will look like.

Vendor shall provide definition and expectations from testing. This, definition
should include who is in charge of testing and coordinating results, anticipated
run times, logs required for tracking, their locations and which technician Is
responsible to track and provide them following each test to the team.

Initial test runs shall be completed to establish that the tests and Data sets can
be run to completion without errors. The ratio of types of transactions which
makeup the test shall be Reviewed prior to the beginning of testing and then
again once testing has begun to make sure that testing accurately reflects the
system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent tests
will be compared. Tests will be considered for baseline status once two of them
have been run within 2% of each other in key and overall performance areas.
No changes to the test scripts or Data sets (with the exception of restores after
each-test) can be done to the test environment once tuning has begun so as to
not damage the comparison to baseline results. The systems must be restarted
prior to each test run to assure all cache is cleaned out. All effort will be made to
run these tests at a time when system and network infrastructure utilization
doesn't impact the results. Tests will be run ir) close proximity to our
infrastructure to eliminate the public network from our environment.

Post test reporting and result assessment will be Scheduled following each test.
The team will compare these results to the baseline and a determination must be
made to make additional changes to the parameter being tuned or return to the
prior configuration and select another parameter to tune while keeping in mind
that significant changes to any one parameter may require the retestinq of some
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others. Careful work on Identifying dependencies up front should minimize this
impact.

If Defects are identified in the application during testing, they will be recorded;
however, changes to the application code should be avoided if possible so as
not to effect baseline comparisons. If a change to the application is required
new baselines will be established (and possibly the execution of prior tests to
validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of
the interface to respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the
system to the point of failure. The goal being to determine weak points in the
system architecture. The tester will Identify peak load conditions at which the
program will fail to handle required processing loads within required time spans.

During Performance testing the tester will design test case scenarios to
determine if the system meets the stated performance criteria (i.e. A Login
request shall be responded to in 1 second or less under a typical dally load of
1000 requests per minute.). In both cases, the tester will determine the capacity
of the system under a known set of conditions.

Regression
Testing

a.

As a result, of the user testing activities, problems will be Identified that require
correction. The State will notify the Vendor of the nature of the testing failures in
writing. The Vendor will be required to perform additional testing activities in
response to Slate and/or user problems identified from the testing results.

Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify .that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

For each minor failure of an Acceptance Test, the Acceptance
Period shall be extended by corresponding time defined in the
Test Plan.

The Vendor shall notify the State no later than five (5) business
days from the Vendor's receipt of written notice of the test failure
when the Vendor expects the corrections to be completed and
ready for retesting by the State. The Vendor will have up to five
(5) business days to make corrections to the problem unless
specifically extended in writing by the Stale.

When a programming change is made In response to a problem
identified during user testing, a Regression Test Plan should be
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developed by the Vendor based on the understanding of the
program and the change being made to the program. The Test
Plan has two objectives;

1. Validate that the change/update has been properly incorporated
inio the program; and

2. Validate that there has been no unintended change to the other
portions of the program. i

d. The Vendor will be expected to:

1. Create a set of test conditions, test cases, and test data that will validate that
the change has been incorporated correctly;

2. Create a set of test conditions, test cases, and test data that vyill validate that
the unchanged portions of the program still operate correctly; and

3. Manage the entire cyclic process.

e. The Vendor will be expected to execute the Regression Test,
provide actual testing results, and certify its completion in writing
to the State prior to passing the modified Software application to
the users for retesting.

In designing and conducting such Regression Testing, the Vendor will be
required to assess the risks inherent to the modification being Implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Vendor will be expected to design'and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

In their Proposals Vendors must acknowledge their responsibilities for regression
testing as described in this section.

Security
Review .and
Testing

IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures'and
controls covering such areas as Identification, Authentication and non-
repudiation.

All components of the Software shall be Reviewed and tested to ensure they
protect the State's hardware and Software and its related Data assets.

Service Component Defines the set of capabilities that:

Identification and

Authentication-

Supports obtaining Information 8t>out those
parties attempting to log onto a system or
application for security purposes and the
validation of users.
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Access Control Supports the management of permissions for
logging onto a computer or networ1(.

Encryption Supports the encoding of Data for security
purposes

Intrusion Detection Supports the detection of illegal entrance Into a
computer system,

Verification Supports the confirmation of authority, to enter a
computer system, application or network.

Digital Signature Guarantees the unaltered state of a file.

' User Management Supports the administration of computer,
application and network accounts within an
organization. j

Role/Privilege
Management

Supports the granting of abilities' to users or
groups of users of a computer, application or
network.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of
activities within an application or system.

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting. SQL injection, and
unauthorized access of files and/or directories

on the server. •

In their Proposal, the Vendors must acknowledge their responsibilities for
security testing. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order
to provide the necessary confidentiality, integrity and availability. Tests shall, at a
minimum, cover each of the service components.. Test procedures shall include
3"^ party Penetration Tests (pen test) or code analysis and review. i

Prior to the System being moved into production, the Vendor shall provide
results of ail security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware). '

g ' Penetration

Testing
1. Implement a methodology for penetration testing that includes the

following;
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2.

3.

4.

5.

a. Is based on Industry-accepted penetration testing approaches (for
example. NIST SP800-115);

b. Includes coverage for the entire ODE perimeter and critical
systems:

c. Includes testing from both inside and outside the network;

d. - Includes testing to validate any segmentation and scope-
reduction controls;

e. Defines application-layer penetration tests to Include, at a
minimum, the vulnerabilities listed In PCI DSS Compliance:
Requirement 6.5:

f. Dertnes network-layer penetration tests to Include components
that support network functions as well as Operating Systems;

g. Includes Review and consideration of threats and vulnerabilities
experienced in the last 12 months; and

h. Specifies retention of penetration testing results and remediation
activities results. '

Perform external penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such as
an operating system upgrade, a sub-network added to the environment,
or a web server added to the environment).

Perform internal penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such as
an operating system upgrade a sub-network added to 'thei environment,
or a web server added to the environment):

Exploitable vulnerabilities found during penetration testing are corrected
and testing is repeated to verify the corrections

If segmentation is used to isolate the CDE from other networks, perform
penetration tests at least annually and after any changes to
segmentation controls/methods to verify that the segmentation methods
are Operational and effectjve, and isolate all out-of-scope systems from
In-scope systems.

Remainder of this page intentionaliy ieft blank
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3. APPENDIX 0-3: CERTIFICATES

3.1. A. Certificate of Good Standing

As a condition of Contract award, the Vendor, if required by law, must fumish a
Certificate of Authority/Good Standing dated after April 1, 2018, from the Office of the
Secretary of State of New Hampshire. If your company is not registered, an application
form may be obtained from:

Secretary of State

State House Annex

25 Capitol Street

Concord, New Hampshire 03301

603-271-3244

If your company is registered, a Certification thereof, may be obtained from the
Secretary of State.

<Note: Sovereign states or their agencies may be required to submit suitable substitute
Documentation concerning their existence and authority to enter into a Contract>

3.2. B. Certificate of AuthorityA/ote

The Certificate of AuthorityA/ote authorizes, by position, a representative(s) of your
corporation to enter into an Agreement or amendment with the State of New

4  Hampshire. This ensures that the person signing the Agreement is authorized as of the
date he or she is signing it to enter into Agreements for that organization with the State
of New Hampshire

The officer's signature must be either notarized or include a corporate seal that
confirms the title of the person authorized to sign the Agreement. The date the Board
officer signs must be on or after the date the amendment is signed. The date the notary
signs must match the date the Board officer signs.

You may use your own format for the Certificate of Authority/Vote as long as it contains
the necessary language to authorize the Agreement signatory to enter into Agreements
and amendments with the State of New Hampshire as of the date they sign.

3.2.1. B.I CERTIFICATE OF AUTHORITYA/OTE CHECKLIST

3.2.1.1. 8.1.1 SOURCE OF AUTHORITY

Authority must come from the governing body, either:

3.2.1.1.1. A majority voted at a meeting; or
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3.2.1.1.2. The body provided unanimous consent in
writing: or

3.2.1.1.3. The organization's policy or governing
document.

3.2.2. B.1.2 SOURCE OF AUTHORITY WAS IN EFFECT ON DAY

AGREEMENT OR AMENDMENT WAS SIGNED

-Certificate must show that the person signing the Contract had authority when they
signed the Agreement or Amendment, either:

3.2.2.1. Authority was granted the same day as the day the
Agreement or Amendment was signed; or

3.2.2.2. Authority was granted after the day the Agreement or
amendment was signed and the governing body ratifies
and accepts the earlier execution; or

3.2.2.3. Authority was granted prior to the day the Agreement or
amendment was signed and It has not been amended or
repeal^ as of the day the Contract was signed.-

3.2.3. B.1.3 APPROPRIATE PERSON SIGNED THE CERTIFICATE

The person signing the certificate may be the same person signing the Agreement or
Amendment only if the certificate states that the person is the sole director (for corps)
or sole member (for LLCs).

3.3. C. Certificate of Insurance

3.3.1. C.1 Comprehensive general liability insurance against all claims of
bodily injury, death or property damage ($1,000,000 per occurrence
and $2,000,000 aggregate)

•3.3.2. , jC.1.2 pertificate -Holder. must be: State; of NH, • <AGENCY
NAME>. Comrhissioner. :' <AGENCY ADbRESS>. Concord. NH;
'0330ir

3.4. Workers Compensation

3.4.1. D.I Workers Compensation coverage may be indicated on the
insurance fonm described above.

3.4.1.1. D.1.2 Workers Compensation coverage must comply
with State of NH RSA 281-A

Remainder of this page intentionally left blank
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APPENDIX H - STATE OF NEW HAMPSHIRE TERMS AND

CONDITIONS

FORM NUMBER P.37 (version 5/8/15)

AGREEMENT

The State of New Hampshire and the Vendor hereby mutually agree as follows;

GENERAL PROVISIONS

1.1 State Agency Name 1.2 State Agency Address

1.3 Contractor Name 1.4 Contractor Address'

1.5 Contractor Phone

Number

1.6 Account Number 1.7 Completion Date 1.8 Price Limitation

)
1.9 Contracting Officer for State Agency I.IOState Agency Telephone Number

1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory

1.13 Acknowledgement: State of , County of

On , before the undersigned officer, personally appeared the person identified in block
1.12, or satisfactorily proven to be the person whose name is signed in block 1.11, and acknowledged that
s/he executed this document In the capacity indicated in block 1.12.'

1.13.1 Signature of Notary Public or Justice of the Peace

\

[Seal]

1.13.2 Name and Title of Notary or Justice of the Peace
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1.14 State Agency Signature

Date;

1.15 Name and Title of State Agency

1.16 Approval by the N.H. Department of Administration. Division of Personnel (if applicable)

By: Director. On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

By: On:

1.18 Approval by the Governor and Executive Council (if applicable)

By: On:
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2. EMPLOYMENT OCONTRACTOR/SERVICES

TO BE PERFORMED. The State of New

Hampshire, acting through the agency identified in
block 1.1 estate*), engages contractor identified in
block 1.3 eContractor*) to perform, and the
Contractor shall perform, the worl^ or sale of goods,
or both, identified and more particularly described in
the attached EXHIBIT A which Is incorporated
herein by reference eServices*).

3. EFFECTIVE DATE/COMPLETION OF

SERVICES.

3.1 Notwithstanding any provision of this
Agreement to the contrary, and subject to the
approval of the Governor and Executive Council of
the State of New Hampshire, if applicable, this
Agreement, and all obligations of the parties
hereunder, shall become effective on the date the
Governor and Executive Council approve this
Agreement as indicated in block 1.18, unless no
such approval is required, in which case the
Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown
in block 1.14 ('Effective Date').

3.2 If the Contractor commences the Services prior
to the Effective Date, all Services performed by the
Contractor prior to the Effective Date shall be
performed at the sole risk of the Contractor, and in
the event that this Agreement does not become
effective, the State shall have no liability to the
Contractor, including without limitation, any
obligation to pay the Contractor for any prices
incurred or Services performed. Contractor must
complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to
the

contrary, all obligations of the State hereunder,
including, without limitation, the continuance of
payments hereunder, are contingent upon the
availability and continued appropriation of funds,
and in no event shall the State be liable for any
payments hereunder in excess of such available
appropriated funds. In the event of a reduction or
termination of appropriated funds, the State shall
have the right to withhold payment until such funds
become available, if ever, and shall have the right
to terminate this Agreement immediately upon
giving the Contractor notice of such termination.
The. State shall not be required to transfer funds
from any other account to the Account identified in
-block 1.6 in the event funds in that Account are

reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and
terms of payment are identified and more
particularly described in EXHIBIT B which is
incorporated herein by reference.

5.2 The payment by the State of the contract price
shall be the only and the complete reimbursement
to the Contractor for all expenses, of whatever
nature incurred by the Contractor in the
performance hereof, and shall be the only and the
complete compensation to the Contractor for the
Services. The State shall have no liability to the
Contractor other than the contract price.

5.3 The State reserves the right to offset from any
amounts otherwise payable to the Contractor under
this Agreement those liquidated amounts required
or pemiitted by N.H. RSA 80:7 through RSA 80;7-c
or any other provision of law.

5.4 Notwithstanding any provision in this Agreement
to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all
payments authorized, or actually made hereunder.
exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.
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6.1 In connection with the performance of the
Services, the Contractor shall comply with all
statutes, laws, regulations, and orders of federal,
state, county or municipal authorities which impose
any obligation or duty upon the Contractor,
including, but not limited to, civil rights.and equal
opportunity iawsi This may include the requirement
to utilize auxiliary aids and services to ensure that
persons with communication disabilities, including
vision, hearing and speech, can communicate with,
receive information from, and convey information to
the Contractor. In addition, the Contractor shall
comply vrith all applicable copyright laws.

6.2 During the term of this Agreement, the
Contractor shall not discriminate against employees
or applicants for employment because of race,
color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement-is funded in any part by
monies of the United States, the Contractor shall
comply with all the provisions of Executive Order
No. 11246 ("Equal Employment Opportunity"), as
supplemented by the regulations of the .United
States Department of Labor (41 C.F.R. Part 60),
and with any rules, regulations and guidelines as
the State of New Hampshire or the United States
issue to implement these regulations. The
Contractor further agrees to permit the State or
United States access to any of the Contractor's
books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and
conditions of this Agreement.

7. PERSONNEL

7.1The Contractor shall at its own expense provide
all

personnel necessary to perform the Ser\nces. The
Contractor warrants that all personnel engaged in
the Services shall be qualified to perform the
Services, and shall be properly licensed and
otherwise authorized to do so under ail applicable
laws.

7.2 Unless otherwise authorized in writing, during
the term of this Agreement, and for a period of six
(6) months after Uie Completion Date in block 1.7.
the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or
corporation with whom it is engaged in a combined
effort to perform the Services to hire, any person
who is a State employee or oificial. who is
materially involved in the procurement,
administration or performance of this Agreement.
This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9,
or his or her successor, shall be the State's
representative, in ^e event of any dispute
concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the
State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or
omissions of the Contractor shall constitute

an event of default hereunder ("Event of
Default");

8.1.1 failure to perform the Services satisfactorily
or ori schedule;

8.1.2 failure to submit any report required
hereunder; and/or

8.1.3 failure to perform any other covenant, term
or condition of this Agreement.

8.2. Upon the occun-ence of any Event of Default,
the State may take any one, or more, or all, of
the following actions:

8.2.1 give the Contractor a written notice
specifying the Event of Default and
requiring it to be remedied within, in
the absence of a greater or lesser
specification of time, thirty (30)
days from the date of the notice;
and if the Event of Default is not
timely remedied, terminate this
Agreement, effective two(2) days
after giving the Contractor notice of
termination;
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8.2.2. give the Contractor a written notice
specifying the Event of Default and
suspending all payments to be made under
this Agreement and ordenng that the
portion of the contract price which would
otherwise accrue to the Contractor during
the period from the date of such notice until
such time as the State determines that the
Contractor has cured the Event of Default

shall never be paid to the Contractor;

8.2.3. set off against any other obligations the
State may ov^ to the Contractor any
damages the State suffers by reason of any
Event of Default; and/or

8.2.4. treat the Agreement as breached and
pursue any of its remedies at law or in
equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

9.1 As used in this Agreement, the word 'data' shall
mean al Information and things developed or
obtained during the performance of, or acquired or
developed by reason of. this Agreement, including,
but not limited to. all studies, reports, files,
formulae, surveys, maps, charts, sound recordings,
video recordings, pictorial reproductions, drawings,
analyses, graphic representations, computer
programs, computer printouts, notes, letters,
memoranda, papers, and documents, all whether
finished or unfinished.

9.2 All data and any property which has been
received from the State or purchased with funds
provided for that purpose under this Agreement,
shall be the property of the State, and shall be
returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by
N.H. RSA chapter 91-A or other existing law.
Disclosure of data requires prior written approval of
the State.

10. TERMINATION. In the event of an early
termination of this Agreement for any reason other
than the completion of the Services, the Contractor
shall deliver to the Contracting Officer, not later
than fifteen (15) days after the date of termination, a
report ('Termination Report'} describing in detail all
Services performed, and the contract price earned,
to and including the date of termination. The form,
subject matter, content, and number of copies of
the Termination Report shall be identical to those of
any Final Report described in the attached
EXHIBIT A.

11. CONTRACTOR'S REt^TION TO THE STATE.

In the performance of this Agreement the
Contractor Is in all respects an independent
contractor, and is neither an agent nor an employee
of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have
authority to bind the State or receive any benefits,
workers' compensation or other emoluments
provided by the State to its employees.

12.ASSIGNMENT/DELEGATI0N

/SUBCONTRACTS.

The Contractor shall not assign, or otherwise
transfer any interest in this Agreement without the
prior written notice and consent of the State. None
of the Services shall be subcontracted by the
Contractor without the prior written notice and
consent of the State.

13. INDEMNIFICATION.. The Contractor shall

defend, indemnify and hold harmless the State, Its
officers and employees, from and against any and
all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or
penalties asserted against the State, its officers and
employees, by or on behalf, of any person, on
account of. based or resulting from, arising out of
(or which may be claimed to arise out of) the acts or
omissions of the Contractor. Notwithstanding the
foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph'
13 shall survive the termination of this Agreement.
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14. INSURANCE.

14.1 The Contractor shall, at Its sole expense,
obtain and maintain In force, and shall require any
subcontractor or assignee to obtain and maintain In
force, the following insurance;

14:1.1 comprehensive general liability
insurance against all claims of bodily
injury, death or property damage, in
amounts of not less than $1,000.000per
occurrence and $2,000,000 aggregate ;
and

14.1.2 spedal cause of loss coverage form
covering all property subject to
subparagraph 9.2 herein, in an amount
not less than 80% of the whole
replacement value of the property.

14.2 The policies described in subparagraph
14.1 herein shall be on policy forms and
endorsements approved for use in the State of
New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in
the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting
Officer identified in block 1.9, or his or her
successor, a certificate(s) of insurance for all
insurance required under this Agreement.
Contractor shall also furnish to the Contracting
Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all
renewai(s} of ■ insurance required under this
Agreement no later than thirty (30) days prior to the
expiration date of each of the insurance policies.
The certificate(s) of insurance and any renewals
thereof shall be attached and are Incorporated
herein by reference. Each certificate(s) of insurance
shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block
1.9, or his or her successor, no less than thirty (30)
days prior written notice of cancellation or
modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor
agrees,

certifies and warrants that' the Contractor is In
compliance with or exempt from, the requirements
of N.H. RSA chapter 281*A ('Workers'
Compensation').

15.2 To the extent the Contractor is subject to the
requirements .of N.H. RSA chapter 281-A,
Contractor shall maintain, and require any
subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection
with activities which the person proposes to
undertake pursuant to this Agreement. Contractor
shall furnish the Contracting Officer identified in
block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H.
RSA chapter 281-A and any applicable renewal(s)
thereof, which shall be attached and are
incorporated herein by reference. The State shall
not l)e responsible for payment of any Workers'
Compensation premiums or for any other claim or
benefit for Contractor, -or any subcontractor or
employee of Contractor, which might arise under
applicable State of New Hampshire Workers'
Compensation laws in connection with the
performance of the Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State
to enforce any provisions hereof after any Event of
Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent
Event of Default. No express failure to enforce any
Event of Default shall be deemed a waiver of the
right of the State to enforce each and all of the
provisions hereof upon any further or other Event of
Default on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the
other party shall be. deemed to have been duly
delivered or given at the time of mailing by certified
mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement' may be
amended, waived or discharged only by an
instrument in writing signed by the parties hereto
and only after approval of such amendment, waiver
or discharge by the Govemor and Executive
Council of the State of New Hampshire unless no
such approval is required under the circumstances
pursuant to State law, rule or ̂ licy. '
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19. CONSTRUCTION OF AGREEMENT AND
TERMS.

This Agreement shall be construed In accordance
with the

laws of the State of New Hampshire, and is binding
upon and inures to the benefit of the parties and
their respective successors and assigns. The
wording used in this Agreement is the wording
chosen by the parties'to express their mutual Intent,
and no rule of construction shall be applied against
or in favor of any party.

22. SPECIAL PROVISIONS. Additional provisions
set forth in the attached EXHIBIT C are
incorporated herein by reference.

23. SEVERABILITY. In the event any of the
provisions of this Agreement are held by a court of
competent jurisdiction to be contrary to' any state or
federal law. the remaining provisions of this
Agreement will remain in full force and effect.

20. THIRD PARTIES. The parties hereto do not
intend to benefit any third parties and this
Agreement shall not be construed to confer any
such benefit.

21. HEADINGS. The headings throughout the
Agreement are for reference purposes only, and the
words contained therein shall in no way be held to
explain, modify, amplify or aid in the interpretation,
construction or meaning of the provisions of this
Agreement.

24. ENTIRE AGREEMENT. This Agreement, which
may be executed in a number of counterparts, each
of which shall be deemed an original, constitutes
the entire Agreement and understanding between
the parties, and supersedes all prior Agreements
and understandings relating hereto.
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25. APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

25.1. H-25.1 Slate of NH Terms and Conditions and Contract Requirements

The Contract terms set forth in Appendix H; Sfafe of New Hampshire Terms and
Conditions shall constitute the core for any Contract resulting, from this RFP.

25.2. H-25.2 Vendor Responsibilities

25.2.1. The Vendor shall be solely responsible for meeting all requirements,
and terms and conditions specified in this RFP, its Proposal, and any
resulting Contract, regardless of whether or not it proposes to use any
Subcontractor.

25.2.2. The Vendor may subcontract Services subject to the provisions of the
RFP, including but not limited to, the terms and conditions In Appendix
H: State of New Hampshire Terms and Conditions. The Vendor must
submit with Its Proposal all information and documentation relating to
the Subcontractor necessary to fully respond to the RFP, which must
include terms and conditions consistent with this RFP. The Vendor

shall remain wholly responsible for performance of the entire Contract
regardless of whether a Subcontractor Is used. The State will consider
the Vendor to be the sole point of contact with regard to all contractual
matters, Including payment of any and all charges resulting from any
Contract.

25.3. H-25.3 Project Budget/Price Limitation

The State has funds budgeted for this Project, subject to Appendix H: State of New
Hampshire Terms and Conditions, P-37, General Provision - Section 4: Conditional
Nature of Agreement, and P-37, General Provision - Section 5: Contract Price/Price
Limitation/Payment.

25.4. H-25.4 State Contracts

The State of New Hampshire intends to use, wherever possible, existing statewide
software and hardware Contracts to acquire supporting Software and hardware.

25.5. H-25.5 Vendor Staff

25.5.1. In the Proposal the Vendor shall assign and Identify a Project Manager
and key Vendor staff. In accordance with the Requirements and
Deliverables of Appendix C. System Requirements and Deliverables
and Appendix E: Standards for Describing Vendor Qualifications.
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25.5.2. The Vendor's selection of a Project Manager will be subject to the prior
approval of the State. The State's approval process may include,
without limitation, at the State's discretion, Review of the proposed
Project Manager's resume, qualifications, references and background
checks, and an interview. The Vendor's Project Manager must be
qualified to perform the obligations required of the position under the
Contract, have full authority to make binding decisions, and shall
function as the Vendor's representative for all administrative and
management matters. The Project Manager must be. available to
promptly respond during Normal Working Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Vendor
must use his or her best efforts on the Project.

25.5.3. The Vendor shall not change key Vendor staff and Project Manager
commitments (collectively referred to as "Project Staff") unless such
replacement is necessary due to sickness, death, termination of
employment, or unpaid leave of absence. Any such changes to the
Vendor's Project Staff shall require the prior written approval of the
State. Replacement Project Staff shall have comparable or greater
skills with regard to performance of the- Project as the staff being
replaced and be subject to the provisions of this RFP and any resulting
Contract.

25.5.4. The State, at its sole expense, may conduct reference and background
checks on the Vendor's Project Staff. The Slate shall maintain the
confidentiality of reference and background screening results. The State
reserves the right to reject the Vendor's Project Staff as a result of such
reference and background checks. The State also reserves the right to
require removal or reassignment of the Vendor's Key Project Staff
found unacceptable to the State.

25.5.5. Notwithstanding anything to the contrary, the State shall have the option
to terminate the Contract, at its discretion, if it is dissatisfied with the
Vendor's replacement Project Staff.

25.6. H-25.6 Work Plan

25.6.1. Vendor shall submit a preliminary Work Plan in its Proposal. The Work
Plan shall include, without limitation, a detailed description of the
Schedule, tasks, Deliverables, major milestones, task dependencies,
and payment Schedule. A final Work Plan will be due five (5) business
days after Contract award upon approval by Governor and Executive
Council.
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25.6.2. The Vendor shall update the Work Plan as necessary, but no less than
every two weeks to accurately reflect the status of the Project, including
without limitation, the Schedule, tasks, Deliverables; major milestones,
task dependencies, and payment Schedule. Any updates to the Work
Plan shall require the written approval of the State prior to final
incorporation into the Contract.

25.6.3. Unless otherwise agreed in writing by the State, changes to the Wohk
Plan shall not relieve the Vendor from liability to the State for any
damages resulting from the Vendor's failure to perform its obligations
under the Contract, including without limitation, performance in
accordance with the Schedule.

25.6.4. In the event of a delay in the Schedule, the Vendor must immediately
notify the State in writing. The written notification will identify the nature
of the delay, i.e., specific actions or Inactions of the Vendor or State
causing the problem; its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the

..expected Schedule affect the Project.

25.6.5. In the event the Vendor requires additional time to correct Deficiencies,
the Schedule shall not change unless previously agreed in writing by
the State, except that the Schedule shall automatically extend on a day-
to-day basis to the extent that the delay does not result from Vendor's
failure to fulfill its obligations under the Contract. To the extent that the
State's execution of its major tasks takes longer than described in the
Work Plan, the Schedule shall automatically extend on a day-to-day
basis.

25.6.6. Notwithstanding anything to the contrary, the State shall have the
option to terminate the Contract for default, at its discretion, if it is
dissatisfied with the Vendor's Work Plan or elements within the Work

Plan.

25.7. H-25.7 Change Orders

25.7.1. The State may make changes or revisions at any time by written
Change Order. Within five (5) business days of a Vendor's receipt of a
Change Order, the Vendor shall advise the State, in detail, of any.
impact on cost (e.g., increase or decrease), the Schedule, or the Work
Plan.
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25.7.2. A Vendor may request a change within the scope of the Contract by
written Change Order, identtfying any Impact on cost, the Schedule, or
the Work Plan. The State shall attempt to respond to a Vendor's
requested Change Order within five (5) business days. The State,
which includes the requesting Agency and the Department of
Information Technology, must approve all Change Orders in writing.
The State shall be deemed to. have rejected the Change Order if the
parties are unable to reach an Agreement in writing.

25.7.3. All Change Order requests from a Vendor to the State, and the State
Acceptance of a Vendor's estimate for a State requested change, will
be acknowledged and responded to. either Acceptance or rejection, in
writing. If accepted, the Change Order(s) shall be subject to the
Contract amendment process, as determined to apply by the State.

25.8. H-25.7 Deliverables

The Vendor shall provide the State with the Deliverables and Services in accordance with
the time frames in the Work Plan. All Deliverables shall be subject to the State's
Acceptance as set forth in Appendix H: State of New Hampshire Terms and Conditions -
Section H-25.9: Testing and Acceptance, herein. Upon its submission of a Deliverable,
the Vendor represents that it has performed its obligations under the;Gbntract associated
with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right to reject any and
all Deliverables'in the event the State detects any Deficiency in the System, in whole or in
part, through completion of all Acceptance Testing, including but not limited to.
Software/System Acceptance Testing, and any extensions thereof.

For each denial of Acceptance, the Acceptance Period may be extended, at the option of
the State, by the corresponding time required to correct the Deficiency, retest or Review.

25.0.1. H-25.7.1 Written Deliverables Review

The State will Review the Written Deliverables for an Acceptance Period of five (5)
business days after receiving written Certification from the Vendor that the Written
Deliverable is final, complete, and ready for Review. The State will notify the
Vendor in writing of its Acceptance or Non-Acceptance of a Deliverable by the end
of the five (5) day Review Period. If any Deficiencies exist, the State will notify the
Vendor in vwiting of the Deficiency and the Vendor must correct the Deficiency
within five (5) business days of receiving notice from the State at no charge to the
State. Upon receipt of the corrected Deliverable, the State will have five (5)
business days to Review the corrected Written Deliverable and notify the Vendor
in writing of its Acceptance or rejection thereof.

25.8.2." H-25.7.2 Software Deliverables Review
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Described in Section H-25.9: Testing and Acceptance, herein.

25.8.3. H-25.7.3 Non-Software Deliverables Review

The State will Review Non-Software Deliverables to determine whether any
Deficiency exists and notify the Vendor in writing of its Acceptance or non-
acceptance of the Non-Software Deliverable. The Vendor must correct the
Deficiencies within five (5) business days, or within the period identified in the
Work Plan, as applicable. Following correction of the Deficiency, the State will
notify the Vendor in writing of its Acceptance or rejection of the Deliverable.

25.9. H-25.8 ■ Licenses

The State has defined the Software License grant rights, terms and conditions, and has
documented the evaluation criteria.

25.9.1. H-25.8.1 Software License Grant

The .Software License shall grant the State a worldwide, perpetual, irrevocable,
non-exclusive, non-transferable, limited license to use the Software and its
associated Documentation, subject to the terms of the Contract.

The State may allow its agents and Vendors to access and use the Software, and
in such event, the State shall first obtain written Agreement from such agents and
Vendors that each shall abide by the terms and conditions set forth herein.

25.9.2. H-25.8.2 Software and Documentation Copies

The Vendor shall provide the State with a sufficient number of hard copy versions
of the Software's associated Documentation and one (1) electronic version in
Microsoft WORD and PDF format. The State shall have the right to copy the
Software and its associated Documentation for its internal business needs. The

State agrees to Include copyright and proprietary notices provided to the State by
the Vendor on such copies.

25.9.3. H-25.8.3 Restrictions

Except as otherwise permitted under the Contract, the State agrees not to:

25.9.3.1. Remove or modify any program markings or any notice of
Vendor's proprietary rights; '

25.9.3.2. Make the programs or materials available in any manner to
any third party for use in the third party's business
operations, except as permitted herein; or

25.9.3.3. Cause or permit reverse engineering, disassembly or
recompilation of the programs.

25.9.4. H-25.8.4 Title
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The Vendor must hold the right to allow the State to use the Software or hold all title, right,
and interest (Including all ownership and intellectual property rights) in the Software and its
associated Documentation:

25.9.5. H-25.8.5 Third Party .

The Vendor shall identify ail third party contracts to be provided under the Contract with
the Vendor's Proposal. The terms in any such contracts must be consistent with this RFP
and any resulting Contract, including, but not limited to Appendix H: State of New '
Hampshire Terms arid Conditions - General Provisions Form P-37.

25.10.H-25.9 Testing and Acceptance

The State requires that an Integrated and coherent approach to complete System testing,
Security Review and Testing,- Deficiency correction, Acceptance, and training, and that
Warranty Services be provided to ensure a successful Project.

In Its Proposal, the Vendor is to Include its proposed Test Plan methodology and any
scheduling assumptions used regarding the client resource efforts required during testing.
After Contract award, the Vendor will be required to customize its proposed Test Plan
methodology to reflect the needs of the Project and include the details of its Test Plan
methodology in the detailed Work Plan (the first Project Deliverable). A separate Test .
Plan and set of test materials will be prepared for each Software function or module.

In addition, the Vendor will provide a mechanism for reporting actual test results vs. i
expected results and for the resolution and tracking of all errors and problems identified
during test execution. The Vendor will also provide training as necessary to the State staff'
responsible for test activities.

See Appendix G-1 for Testing Requirements

25.10.1. H-25.9.1 Remedies

25.10.1.1. If the Vendor fails to correct a Deficiency within the period of
time allotted by the State, the Vendor shall be deemed to
have committed an Event of Default, pursuant Appendix H: '
State of New Hampshire Terms and Conditions - P-37,
General Provisions - Section 8: Event of Default/Remedies,

and H-25.14: Termination, and the State Shall have the

right, at its option, to pursue the remedies in Section H-
25.14.1: Termination for Default as well as to return the

Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to, applicable license
fees, within ninety (90) days of notification to the Vendor of .
the State's refund request
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.25.10.1.2. Notwithstanding any provision of the Contract, the State's
option to terminate the Contract and pursue the stated
remedies will remain in effect until the Vendor completes
the Contract to the satisfaction of the State.

25.10.2. H-25.9.2 System Acceptance

Upon completion of the Warranty Period, the State will issue a Letter of Final
System Acceptance.

25.11. H-25.10 Warranty

25.11.1. H-25.10.1 Warranty Period

The Warranty Period will iniUally commence upon the State issuance of a Letter of
Acceptance for UAT and will continue for ninety (90) days. If within the last thirty
(30) calendar days of the Warranty Period, the System Software fails to operate as
specified, the Warranty Period will cease, the Vendor will correct the Deficiency,
and a thirty (30) calendar day Warranty Period will begin. Any further Deficiencies
with the Software must be corrected and run fault free for thirty (30) days.

25.11.2. H-25.10.2 Warranties

25.11.2.1. H-25.10.2.1 System

The Vendor shall warrant that the System must
operate to conform to the Specifications,
terms, and requirements of the Contract.

25.11.2.2. H-25.10.2.2 Software

The Vendor shall warrant thai the Software is
properly functioning within the System,
compliant with the requirements of the
Contract, and will operate in accordance with
the Specifications. Software shall be archived
and or version controlled through the use of
Harvest Software.

25.11.2.3. H-25.10.2.3 Non-Infringement

2019.043/RFP-2019.DPHS-19-DATAA - Appendices
Page 81 of 112



Attachment U2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX H.25: GENERAL CONTRACT REQUIREMENTS

The Vendor shall warrant that it has good title
to, or the right to allow the State to use all
Services, equipment, and Software provided
under this Contract, and that such Services,
equipment, and Software ("Material") do not
violate or infringe any patent, trademark,
copyright, trade name or other intellectual
property rights or misappropriate a trade secret
of any third party.

25.11.2.4. H-25.10.2.4 Viruses; Destructive Programming

The Vendor shall warrant that the Software will

'  not contain any viruses, destructive
programming, or mechanisms designed to
disrupt the performance of the Software in
accordance with the Specifications.

25.11.2.5. H-25.10.2.5 Compatibility

The Vendor shall warrant that all System
components, including any replacement or
upgraded System Software components
provided by the Vendor to correct Deficiencies
or as an Enhancement, shall operate with the
rest of the System without loss of any
functionality.

25.11.2.6. H-25.10.2.6 Professional Services

The Vendor shall warrant that all Services
provided under the Contract will be provided in
a professional manner in accordance with
industry standards and that Services will
comply with performance standards.

25.11.3. H-25.10.3 Warranty Services

The Vendor shall agree to maintain,, repair, and correct Deficiencies in the System
Software, including but not limited to the individual modules or functions, during
the Warranty Period at no additional cost to the State, in accordance with the
Specifications and terms and requirements of the Contract, including without
limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive programming; and replacing incorrect, Defective or Deficient Software
and Documentation.

Warranty Services shall include, without limitation, the following:

2019-043/RFP.2019-DPHS-19-DATAA - Appendices
Page 82 of 112



Attachment #2, Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX H-2S; GENERAL CONTRACT REQUIREMENTS

25.11.3.1. Maintain the System Software in accordance with the
Specifications, terms, and requirements of the Contract;

25.11.3.2. Repair or replace the System Software or any portion
thereof so that the System operates in accordance with the
Specifications, terms, and requirements of the Contract;

25.11.3.3. The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the
Stale, twenty four (24) hours per day and seven (7) days a
week with an email / telephone response within two (2)
hours of request, with assistance response dependent upon
issue severity;

25.11.3.4. On-site additional Services within four (4) business hours of
a request;

25.11.3.5. Maintain a record of the activities related to Warranty Repair
or maintenance activities performed for the State; and

25.11.3.6. For all Warranty Services calls, the Vendor shall ensure the
following information will be collected and maintained;

25.11.3.6.1. Nature of the Deficiency:

25.11.3.6.2. Current status of the Deficiency;

25.11.3.6.3. Action plans, dates, and times;

25.11.3.6.4. Expected and actual completion time;

25.11.3.6.5. Deficiency resolution information;

25.11.3.6.6. Resolved by;

25.11.3.6.7. Identifying number i.e. wor1< order number;
and

25.11.3.6.8. Issue identified by.

25.11.3.7. The Vendor niusl work with the State to identify and
troubleshoot potentially large-scale Software failures or
Deficiencies by collecting the following Information:

25.11.3.7.1. Mean time between reported Deficiencies with
the Software;

25.11.3.7.2. Diagnosis of the root cause of the problem;
and

25.11.3.7.3. Identrficalion of repeat calls or repeat Software
problems.
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25.11.3.8. All Deficiencies found during the Warranty Period and all
Deficiencies found with the Warranty Releases shall be
corrected by the Vendor no later than five (5) business
days, unless specifically extended in writing by the State, at
no additional cost to the State.

25.11.3.9. If in the Event of Default, the Vendor fails to correct the
Deficiency within the allotted period of time (see above), the
Stale shall have the right, at its option: i) declare the
Vendor in default, terminate the Contract, in whole or In
part, without penalty or liability to the State; 2) return the
Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to. applicable license
fees within ninety (90) days of notification to the Vendor of
the State's intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

25.11.3.10. Notwithstanding any provision of the Contract, the Stale's
option to terminate the Contract and pursue the remedies
above will remain in effect until satisfactory completion of
the full Warranty Period.

25.12. H-25.11 Ongoing Software Maintenance and Support Levels
The Vendor shall maintain and support the system in all material respects as described in
the applicable program Documentation after delivery and. the Warranty Period of ninety
(90) days through the completion of the Contract term.

The Vendor will not be responsible for maintenance or support for Software developed or
modified by the State.

25.12.1. H-25.11.1 Maintenance Releases

The Vendor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

25.12.2. H-25.11.2 Vendor Responsibility

The Vendor shall be responsible for performing on-site or remote technical support
in accordance with the Contract Documents, including without limitation the
requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Software releases, shall be responded to
according to the following:
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25.12.2.1. a. Class A Deficiencies • The Vendor shall

have available to the State on-call telephone assistance,
with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request;

25.12.2.2. . b. . Class B & C Deficiencies -The State shall

notify the Vendor of such Deficiencies during regular
business hours arid the Vendor shall respond back within
four (4) hours of notification of planned corrective action;

25.12.3. The Vendor shall repair or replace Software, and provide maintenance
of the Software in accordance with the Specifications, Terms and
Requirements of the Contract;

25.12.4.The Vendor shall maintain a record of the activities related to warranty
repair or maintenance activities performed for the State;

25.12.5. For all maintenance Services calls, the Vendor shall ensure the

following information will be collected and maintained:

25.12.5.1. Nature of the Deficiency;

25.12.5.2. Current status of the Deficiency;

25.12.5.3. Action plans, dates, and times;

25.12.5.4. Expected and actual completion time;

25.12.5.5. Deficiency resolution information; •

25.12.5.6. Resolved by;

25.12.5.7. Identifying number i.e. work order number; and

25.12.5.8. Issue identified by.

25.12.6.The Vendor must work with the State to identify and troubleshoot
potentially large-scale System failures or Deficiencies by collecting the
following information: 1) mean time between reported Deficiencies with
the Software: 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.
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25.12.7. If the Vendor fails to correct a Deficiency within the allotted period of
time Stated above, the Vendor shall be deemed to have committed an
Event of Default, pursuant to Appendix H: State of New Hampshire
Terms and Conditions - Section H-25.14.1: Termination for Default, and
the State shall have the right, at its option, to pursue the remedies in H-
25.14: Termination, as well as to return the Vendor's product and
receive a refund for all amounts paid to the Vendor, including but not
limited to, applicable license fees, within ninety (90) days of notification
to the Vendor of the State's refund request

25.13.H-25.12 Administrative Specifications

25.13.1. H-25.12.1 Travel Expenses

The Stale will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services. ^

The Vendor must assume all travel and related expenses by "fully loading" the proposed
labor rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

25.13.2. H-25.11.2 Shipping and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically itemized
in the Contract.

25.13.3. H-25.12.3 Project Workspace and Office Equipment
The State agency will work with the Vendor to determine the requirements for
providing all necessary workspace and office equipment, including desktop
computers for the Vendor's staff. If a Vendor has specific requirements, they must
be included in the Vendor's Proposal.

25.13.4. H-25.12.4 Work Hours

Vendor personnel shall provide Services between the Work Hours of <8:00 a.m.
and 5:00 p.m. EST, eight (8) hour days, forty (40) hour weeks>, excluding State of
New Hampshire holidays. Changes to this Schedule may be made upon
Agreement with the State Project Manager.

25.13.5. H-25.12.5 Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable State and
federal laws and regulations and restrictions imposed by third parties upon the
State, the State will provide the Vendor with access to all program files, libraries,
personal computer-based systems, software packages, network systems, security
systems, and hardware as required to complete the contracted Services.
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The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Vendor to perfomi its obligations
under the Contract.

25.13.6. H-25.12.6 State-Owned Documents and Data

The Vendor shall provide the State access to all Documents, State Data,
materials, reports, and other work in progress relating to the Contract ("State
Owned" Documents"). Upon expiration or termination of the Contract with the
State, Vendor shall tum over al| State-owned Documents, State Data, material,
reports, and work in progress relating.to this Contract to the State at no additional
cost to the State. State-Owned Documents must be provided in both printed and
electronic format.

25.13.7. H-25.12.7 Intellectual Property

<NOTE: MAY NEED TO BE CHANGED - WORDING DEPENDS ON THE

OWNERSHIP STATUS OF ANY CUSTOM CODE DEVELOPED>

Title, right, and interest (Including all ownership and intellectual property rights) in
the Software, and its associated Documentation, shall remain with the Department
of Health and Human Services.

Upon successful completion and/or termination of the Implementation of the
Project, Health and Human Services shall own and hold all, title, and rights in any
solution modifications <Custom Code> developed In connection with performance
of obligations under the Contract, or modifications to the Vendor provided
Software, and their associated Documentation Including any and all performance
enhancing operational plans and the Vendors' special utilities. The Vendor shall
license back to the State the right to produce, publish, or otherwise use such
Software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Agreement.

25.13:8. H-25.12.8 IT Required Work Procedures

All work done must conform to standards and procedures established by the
Department of Information Technology and the State.

25.13.9. H-25.12.9 Computer Use
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In consideration for receiving access to and use of the computer facilities, networlt.
licensed or developed Software, Software maintained or operated by any of the
State entities, systems, equipment, Documentation, information, reports, or
Database Administrator of any kind (hereinafter "Information"). Vendor
understands and agrees to the following rules:

25.13.9.1. Every Authorized User has the responsibility to assure the
protection of information from unauthorized access; misuse,
theft, damage, destruction, modification, or disclosure;

25.13.9.2. That information shall be used solely for conducting official
State business, and all other use or access is strictly
forbidden including, but not limited to, personal, or other
private and non-State use and that at no time shall Vendor
access or attempt to access any information without having
the express authority to do so;

25.13.9.3. That at no time shall Vendor access or attempt to access
any information in a manner inconsistent with the approved
policies, procedures, and /or Agreements relating to system

^  entry/access;
25.13.9.4. That all Software Licensed, developed, or being evaluated

by the State cannot be copied; shared, distributed, sub-
licensed, modified, reverse engineered, rented, or sold, and
that at all times Vendor must use utmost care to protect and
keep such Software strictly confidential in accordance with
the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being
evaluated by the State, can be used by the Vendor.
Personal Software (including but not lirnited to palmtop sync
Software) shall not be installed on any equipment: and

25.13.9.5. That if the Vendor is found to be in violation of any of the
above-stated rules,, the User may face removal from the
State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

,25.13.10. H-25.12.10 Email Use

Mail and other electronic communication messaging systems are State of New
Harnpshire property and are to be used for business purposes only. Email is
defined as "internal email systems" or "State-funded email systems." Vendors
understand and agree that use of email shall follow State standard policy
(available upon request).
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25.13.11. H-25-12.11 Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in

direct support of the business of the Slate of New Hampshire according to State
standard policy (available upon request).

25.13.12. H-25.12.12 Regulatory/Governmental Approvals

Any Contract awarded under the RFP shall be contingent upon the Vendor
obtaining all necessary and applicable regulatory or other governmental
approvals.

25.13.13. H-25.12.13 Force Majeure

25.13.13.1. Neither Vendor nor the State shall be responsible for delays
or failures in performance resulting from events beyond the
control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts
of God. strikes, lock outs, riots, and acts of War, epidemics,
acts of Govemment, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

25.13.13.2. Except in the event of the foregoing, Force Majeure events
shall not include Vendor's inability to hire or provide
personnel needed for the Vendor's performance under the
Contract.

25.13.14. H-25.12.14 Confidential Information

25.13.14.1. In performing its obligations under the Contract, the Vendor
may gain' access to information of the State, including
Confidential Information. "State Confidential Information"

shall include, but not be limited to. information exempted
from public disclosure under New Hampshire RSA chapter
91-A: Access to Public Records and Meetings (see e.g.
RSA chapter 91-A: 5 Exemptions). The Vendor shall not
use the State Confidential Information developed or
obtained during the performance of, or acquired, or
developed by reason of the Contract, except as is directly
connected to and necessary for the Vendor's performance
under the Contract.
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25.13.14.2. The Vendor agrees to maintain the confidentiality of and to
protect from unauthorized use, disclosure, publication, and
reproduction (collectively "release"), all State Confidential
Information of the State that becomes available to the
Vendor in connection with its perfoimance-under the
Contract, regardless of its form.

25.13.14.3. Subject to applicable federal or State laws and regulations,
Confidential Information shall not include information which;
(i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in
Breach hereof; (ii) was disclosed to the receiving party on a
non-confidential basis from a source other than the
disclosing party, which the receiving party believes is not

. prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed
with the written consent of the disclosing party. A receiving
party also may disclose Confidential Information to the
extent required by an order of a court , of competent
jurisdiction.

25.13.14.4. Any disclosure of the State's information shall require prior
written approval of the State. The Vendor shall immediately
notify the State if any request, subpoena or other legal
process is served upon the Vendor regarding the State's
Confidential Information, and the Vendor shall cooperate
with the Stale in any effort it undertakes to contest the
request, the subpoena or other legal process, at no
additional cost to the State.

25.13.14.5. In the event of unauthorized use or disclosure of the State's
Confidential Information, the Vendor shall immediately notify
the State, and the State shall immediately be entitled to
pursue any remedy at law and in equity, including, but not
limited to injunctive relief.
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25.13.14.6. Insofar as the Vendor seeks to maintain the confidentiality
of its confidential or proprietary information, the Vendor
must clearly identify in writing the Information it claims to be
confidential or proprietary. The Vendor acknowledges that
the State is subject to the Right to Know Law, RSA chapter
91-A. The State shall maintain the confidentiality of the
identified Confidential Information-Insofar as it is consistent

with applicable State or federal laws or regulations,
including but not limited to, RSA chapter 91-A. In the event
the State receives a request for the information Identified by
the Vendor as confidential, the State shall notify the Vendor
and specify the date the State will be releasing the
requested Information. At the request of the State, the
Vendor shall cooperate and assist the State with the
collection and Review of the Vendor's Information, at no
additional expense to the State. Any effort to prohibit or
enjoin the release of the infomiation shall be the Vendor's
sole responsibility and at the Vendor's sole expense. If the
Vendor falls to obtain a court order enjoining the disclosure,
the State shall release the information on the date specified
In the State's notice to the Vendor without any State liability
to the Vendor.

25.13.14.7. This Contract Agreement, Appendix H: State of New
Hampshire Terms and Conditions - Section H-25.12.14:
Confidential Information shall survive the termination or

conclusion of a Contract.

25.13.15. H-25.12.14 Data Breach

In the event of a Data Breach, the Vendor shall comply with provisions of NH RSA
359-C.

25.14.H-25.13 Pricing

25.14.1. H-25.13.1 Activities/Deliverables/Milestones Dates and Pricing

The Vendor must include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for the Deliverables required based
on the proposed approach, and methodology and tools. A fixed price must be
provided for each Deliverable. Pricing worksheets are provided in Appendix F:
Pricing Worksheets.

25.14.2.H-25.13.2 Software Licensing, Maintenance, Enhancements, and
Support Pricing
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25.14.2.1. The Vendor must provide the minimum Software s]^upport
and Services through Software Licensingv' rhaintenance,
Enhancements, and support as detailed in Section H-25.11:
Ongoing Software Maintenance and Support Levels.

25.14.2.2. For Software Licensing, maintenance, and support costs,
complete a worksheet including all costs in the table. A
worksheet is provided in Appendix F: Pricing Worksheets,
under Table F-4: Software Licensing, Maintenance, and
Support Pricing Worksheet, and Table F-5: Web Site
Hosting, Maintenance, and Support Pricing Wort<sheet.

25.14.3.H-25.13.3 Invoicing

25.14.3.1. The Vendor shalj submit correct invoices to the State for all
amounts to be paid by the State. All invoices submitted
shall be subject to the State's written approval, which shall
not be unreasonably withheld. The Vendor shall only
submit invoices for Services or Deliverables as permitted by
the Contract. Invoices must be in a format as determined

by the State and contain detailed information, including
without limitation: itemization of each Deliverable and

identification of the Deliverable for which payment is sought,
and the Acceptance date triggering such payment; date of
delivery and/or installation; monthly maintenance charges;
any other Project costs or retention amounts if applicable.

25.14.3.2. Upon acceptance of a properly documented invoice, the
State will pay the invoice within thirty (30) days of invoice
issuance. Invoices will not be backdated and shall be

promptly dispatched.

25.14.3.3. If the State receives an invoice and the amount on the

invoice is calculated incorrectly, the State shall notify the
Vendor of the alleged error prior to the due date of such
payment. The State and the Vendor agree to use
commercially reasonable efforts to resolve the invoicing
error within fifteen (15) days from such notification to the
Vendor. The State shall promptly pay upon resolution of
such dispute or within such fifteen (15) day period^ of an
agreed-upon amount, whichever is later, and no late
charges shall apply to that amount or the originally invoiced
amount.

25.14.4.H-25.13.4 Overpayments to the Vendor
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The Vendor shall promptly, but no later than fifteen (15) business days, pay the
State the full amount of any overpayment or erroneous payment upon discovery or
notice from the State.

25.14.5. H-25.13.5 Credits

The State may apply credits due to the Stale, arising out of (his Contract, against
the Vendor's invoices with appropriate information attached.

25.14.6. H-25.13.6 Records Retention and Access Requirements

25.14.6.1. The Vendor shall agree to the conditions of all applicable
State and federal laws and regulations, yvhich are
incorporated herein by this reference, regarding retention
and access requirements, Including without limitation,
retention policies consistent with the Federal Acquisition
Regulations (FAR) Subpart 4.7 Vendor Records Retention.

25.14.6.2. The Vendor and its Subcontractors shall maintain books,
records, documents, and other evidence of accounting
prqcedures and practices, which properly and sufficiently
reflect all direct and indirect costs, Invoiced in the
performance of their respective obligations under the
Contract. The Vendor and its Subcontractors shall retain all
such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for
one (1) year following the termination of all litigation,
including the termination of all appeals or the expiration of

'  the appeals period.

25.14.6.3. Upon prior notice and subject to reasonable time frames, all
such records shall be subject to inspection, examination,
audit and copying by. personnel so authorized by the State

.and federal officials so authorized by law, rule, regulation or
Contract, as applicable. Access to these items will be
provided within Merrimack County of the State of New
Hampshire, unless otherwise agreed by the State. Delivery
of and access to such records shall be at no cost to the
State during the three (3) year period following termination
of the Contract and one (1) year term following litigation
relating to the Contract, including all appeals or the
expiration of the appeal period. The Vendor shall include
the record retention and Review requirements of this
section in any of its subcontracts.
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25.14.6.4. The State agrees that books, records, documents, and
other evidence of accounting procedures and practices
related to the Vendor's cost structure and profit factors shall
be excluded from the State's Review unless the cost or any
other Services or Deliverables provided under the Contract
is calculated or derived from the cost structure or profit
factors.

25.14.7. H-25.13.7 , Accounting Requirements .

The Vendor shall maintain an accounting system in accordance with generally
accepted accounting principles. The costs applicable to the Contract shall be
ascertainable from the accounting system and the Vendor shall maintain records
pertaining to the Services and all other costs and expenditures.

25.15. H-25.14 Termination

25.15.1. H-25.14.1 Termination for Default

25.15.1.1. Any one or more of the following acts or omissions of the
Vendor shall constitute an Event of Default hereunder
("Event of Default"):

25.15.1.1.1. a. Failure to perform the Services
satisfactorily or on Schedule;

25.15.1.1.2. b. Failure to submit any report required;
.  and/or

25.15.1.1.3. c. To perform any other covenant, term or
condition of the Contract.

25.15.1.2. Upon the occurrence of any Event of Default, the State may
take any one or more, or all, of the following actions:
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25.15.1.2.1. Unless otherwise provided in the Contract, the
State shall provide the Vendor written notice of
default and require it to be remedied within, in
the absence of a greater or lesser Specification
of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the
State ("Cure Period"). If the Vendor fails to cure
the default within the Cure Period, the State

may terminate the Contract effective two (2)
days after giving the Vendor notice of
termination, at its sole discretion, treat the
Contract as Breached and pursue its remedies
at law or in equity or both;

25.15.1.2.2. Give the Vendor a written notice specifying the
Event of Default and suspending all payments
to be made under the Contract and ordering
that the portion of the Contract price which
would othenwise accrue to the Vendor during
the period from the date of such notice until
such time as the State determines that the
Vendor has cured the Event of Default shall
never be paid to the Vendor;

25.15.1.2.3. Set off against any other obligations the State
may owe to the Vendor any damages the State
suffers by reason of any Event of Default;

25.15.1.2.4. Treat the Contract as breeched and pursue
any of its remedies at law or in equity, or both;
and

25.15.1.2.5. Procure Services that are the subject of the
Contract from another source and the Vendor
shall be liable for reimbursing the State for the
replacement Services, and all administrative
costs directly related to the replacement of the
Contract and procuring the Services from
another source, such as costs of competitive
bidding, mailing, advertising, applicable fees,
charges or penalties, and staff time costs; all of
which shall be subject to the limitations of
liability set forth in the Contract.
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25.15.1.3. In the Event of Default by the State, the Vendor shall
provide the State with written notice of default, and the
State shall cure the default within thirty (30) days.

25.15.1.4. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to
the State. This covenant shall survive termination or

Contract Conclusion.

25.15.1.5. This section H-25.1'4 shall survive termination or Contract

Conclusion.

25.15.2. H-25.14.2 Termination for Convenience

25.15.2.1. The State may. at its sole discretion, terminate the Contract
for convenience, in whole or in part, by thirty (30) days
written notice to the Vendor. In the event of such

termination for convenience, the State shall pay the Vendor''
the agreed upon price, if separately stated, for Deliverables
for which Acceptance has been given by the State.
Amounts for Services or Deliverables provided prior to the
date of termination for which no separate price is.stated will
be paid, in whole or in part, generally in accordance with
Appendix F: Pricing Worksheets.

25.15.2.2. During the thirty (30) day period, the Vendor shall wind
down and cease its Services as quickly and efficiently as
reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on
the State from such winding down and cessation of
Services.

25.15.3. H-25.14.3 Termination for Conflict of Interest

25.15.3.1. The State may terminate the Contract by written notice if it
determines that a conflict of interest exists. Including but not
limited to, a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.
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25.15.3.2. In such case, the State shall be entitled to a pro-rated
refund of any current development, support - and
maintenance costs. The State shall pay all other Contracted
payments that would have become due and payable if the
Vendor did not know, or reasonably did not know, of the
conflict of interest.

25.15.3.3. In the event the Contract is terminated as provided above
pursuant to a violation by the Vendor, the State shall be
entitled to pursue the same remedies against the Vendor as
it could pursue in the event of a default of the Contract by
the Vendor.

25.15.4. H-25.14.4 Termination Procedure

25.15.4.1. Upon termination of the Contract, the State, in addition to
any other rights provided in the Contract, may require the
Vendor to deliver to the State any property. Including
without limitation. Software and Written Deliverables, for

such part of the Contract as has been terminated.

25.15.4.2. After receipt of a notice of termination, and except as
otherwise directed by the State, Vendor shall:

25.15.4.2.1. Stop work under the Contract on the date, and
to the extent specified, in the notice;

25.15.4.2.2. Promptly, but in no event longer than thirty
(30) days after termination, terminate its orders
and sut^contracts related to the work which has
been terminated and settle ail outstanding
liabilities and all claims arising out of such
termination of orders and subcontracts, with the

approval or ratification of the State to the extent
required, which approval or ratification shall be
final for the purpose of this Section;

25.15.4.2.3. Take such action as the State directs, or as
necessary to preserve and protect the property
related to the Contract which Is in the

possession of Vendor and in which State has an
interest;
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25.15.4.2.4. Transfer title to the State and deliver in the
manner, at the times, and to the extent directed
by the State, any property which is required to
be fumished, to State and which has been
accepted or requested by the State; and

25.15.4.2.5. Provide written Certification to the State that
Vendor has surrendered to the State all said
property.

25.16. H-25.15 Limitation of Liability -
25.16.1.H-25.15.1 State

25.16.1.1. Subject to applicable laws and regulations, in no event shall
the State be liable for any consequential, special, indirect,
incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the Stale's liability to the
Vendor shall not exceed the total Contract price set forth in
Appendix H: . State of New Hampshire Terms and
Conditions, Contract Agreement P-37 General Provisions -
Section 1.B: Price Limitation.

25.16.1.2. Notwithstanding the foregoing and any provision of this
Contract to the contrary, in no event does the State waive
its sovereign immunity or any applicable defenses or
immunities.

25.16.2. H-25.15.2 The Vendor

Subject to applicable laws and regulations, in no event shall the Vendor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Vendor's liability to the Slate shall not exceed two times (2X) the total Contract price set
forth in Appendix H: State of New Hampshire Terms and Conditions, Contract Agreement
P-37 General Provisions - Section 1.8: Price Limitation. Notwithstanding the foregoing, the
limitation of liability shall not apply to the Vendor's indemnification obligations set forth in
Appendix H: State of New Hampshire Terms and Conditions, Contract Agreement P-37
General Provisions - Section 1.8: Price Limitation, and Appendix H: State of New
Hampshire Terms and Conditions. Contract Agreement P-37 General Provisions -
Sections 13; Indemnification, and confidentiality obligations in Section H-25.12.14;
Confidential Information, and Data Breach obligations in Section H-25.12.15: Data Breach
which shall be unlimited.

25.16.3. H-25.15.3 State's Immunity
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Notwithstanding the foregoing, nothing herein contained, shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

25.16.4.H.25.15.4 Survival

This Contract Agreement, Section H-25.15; Limitation of Liability shall survive termination
or Contract Conclusion.

25.17. H-25.16 Change of Ownership
In the event that the Vendor should change ownership for any reason whatsoever, the
State shall have the option of continuing under the Contract with the Vendor, its
successors or assigns for the full remaining term of the Contract; continuing under the
Contract with the Vendor, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminate the Contract without liability to the
Vendor, its successors or assigns.

25.18. H-25.17 Assignment, Delegation and Subcontracts

25.18.1.The Vendor shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under the Contract without
the prior written consent of the State. Such consent will not be
unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior written
consent shall be null and void and may constitute an Event of Default at
the sole discretion of the State.

25.18.2. The Vendor shall remain wholly responsible for performance of the
entire Contract regardless of whether assignees, delegates.
Subcontractors or other transferees ("Assigns'!) are used, unless
otherwise agreed to in writing by the State and the Assigns fully
assumes in writing any and all obligations and liabilities under the
Contract from the Effective Date . In the absence of a written
assumption of full obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract or other transfer shall
neither relieve the Vendor of any of its obligations under the Contract
nor shall it affect any remedies available to the State against the Vendor
that may arise from any Event of Default of the provisions of the
Contract. The Stale will consider the Vendor to be the sole point of
contact with regard to all contractual matters, including payment of any
and all charges resulting from the Contract.

25.19. H-25.18 Dispute Resolution
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Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted by this Agreement.

25.20. H-25.19 Venue and Jurisdiciion

The Contract shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the parties and their respective
successor and assigns. Any action on the Contract may only be brought in the State of
New Hampshire Merrimack County Superior Court.

25.21. H-25.20 Project Holdback

The State will withhold 10% of the agreed Deliverables pricing tendered by the Vendor in
this engagement until successful completion of the Warranty Period as defined in
Appendix H; State of New Hampshire Terms and Conditions - Section H-25.10.1; Warranty
Period.

25.22. H-25.21 Escrow of Code

Vendor will enter into a source and configuration code escrow Agreement^ with a State
approved escrow agent. The proposed escrow Agreement shall be submitted with the
Vendor's Proposal for Review by the State. The escrow Agreement requires the Vendor to
put the Vendor Software source and configuration code in escrow. The source code shall
be released to the State if one of the following events has occurred:

25.22.1. The Vendor has made an assignment for the benefit of creditors;

25.22.2. The Vendor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

25.22.3. A receiver or similar officer has been appointed to take charge of all or
part of the Vendor's assets;

25.22.4. The Vendor or its Subcontractor terminates its maintenance and
operations support Services for the State for the Software or has
ceased supporting and maintaining the Software for the State, whether
due to its ceasing to conduct business generally or othen/vise, except in
cases where the termination or cessation is a result of the non-payment
or other fault of the State;

25.22.5. Vendor.defaults under the Contract; or
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25.22.6. Vendor ceases its on-going business operations or that portion of its
business operations relating to. the licensing and maintenance of the
Software.

Remainder of this page intentionally left blank
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically
noted elsewhere in this document.

Acceptance

(

Notice from the State that a Deliverable has satisfied
Acceptance Test Of Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during svhich the Acceptance Test Is
performed.

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control Supports the management of permissions for logging onto a
computer or network.

Agreeiment A Contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and Analysis Supports the Identification and monitoring of activities within
an application or system.

Authorized User The Vendor's employees. Contractors, Subcontractors or
other agents who need to access the State's Personal Data
to enable the Contractor to perform the Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following
the conclusion of discussions.

Breach or Breach of Security

s

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information maintained
by a person or commercial entity.

Business Hours Vendor personnel shall work normal business hours between
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8:00 a.m. and 5:00 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes-to this,,Schedule may be made upon agreement
with the State Project Manager.

CCP Change Control Procedures

Certification The Vendor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.

Change Control Formal process for initiating changes to the proposed
Solution or process once development has begun.

Change Order Formal Documentation prepared for a proposed change in
the Specifications.

Completion Date End date for the Contract. (See Contract Agreement, P-37
General Provisions. Block 1.7)

Confidential Information Information required to be kept Confidential from
unauthorized disclosure under the Contract.

Contract An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement Part 1. 2, and 3. The Documentation consisting of the P-37
General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect to
the Scope of Work.

Contract Conclusion Refers to the conclusion of the Contract, for any reason,
including but not limited to. the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents Documents that comprise this Contract. (See Part 2. IT
Provisions - Section 1.1)

Contract Managers The persons Identified by the State and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall

Include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking costs
and payments, and representing the parties in all Contract
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administrative activities.

Contract Price The total, not to exceed amount to be paid by the State-to the
Contractor for product and Services described in the Contract
Agreement. This amount Is listed in Part 1, P-37 General
Provisions - Section 1.8; Price Umitation, as well as Part 3.
Exhibit B - Paragraph 2: Cor^trect Price.

Contractor The Contractor and its employees, subcontractors, agents
and affiliates >vho are providing the Services agreed to under
the Contract.

Contracted VendorA/endor The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Conversion/Migration Validation
Test

A test to ensure that a Data conversion process correctly
takes Data from a legacy system arid successfully converts it
to form that can be used by the new system.

COTS Commercial Off the Shelf Software.

CR Change Request

Cure Period The thirty (30) day period following written notification of a
default within which a Contracted Vendor must cure the

default identified.

Custom Code Code developed by the Vendor specifically for this Project for
the State of New Hampshire.

Custom Software Software developed by the Vendor specifically for this Project
for the State of New Hampshire.

Data Slate's records, files, forms. Data and other documents or
information, in either electronic or paper fonn, that will be
used /converted by the Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized persons(s) that
results in the use, disclosure or theft of the State's
unencrypted Non-Public Data.

DBA Database Administrator

Deficiencies/Defects A failure, Deficiency, or Defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to
its Specifications.

2019^43/RFP-2019-DPHS-19-DATAA • Appendices
Page 104 of 112



Attachment #2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
Terms and Definitions

Class A Deficiency - Software - Critical, does not allow
System to operate, no work around, demands Immediate
action; Written Documentation - missing significant portions
of information or unintelligible to State: Non Software -
Services were inadequate and require re-performance of the'
Service.

Class 8 Deficiency - Software - Important, does not stop
operation and/or there is a work around and user can perform
tasks; Written Documentation • portions of Information are
missing but not enough to make the document unintelligible;
Non Software - Services were Deficient, require reworking,
but do not require re-performance of the Service.

Class C Deficiency - Software - minimal, cosmetic In nature,
minimal effect on System, low priority and/or user can use
System; Written Documentation • minimal changes required
and of minor editing nature; Non Software - Services require
only minor reworking and do not require re-performance of
the Service.

Deliverable A Deliverable is any Written. Software, or NonSoftware
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract
requirement.

Department An agency of the State

Depanirieni of Infonmation
Technology {Doll)

The Department of Information Technology established under
RSA chaoter 21-R bv the Leoisfature effective Sentember B

2006.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as 'code signing'.

Documentation All information that describes the installation, operation, and
use of the Software, either in printed or electronic format.

Effective Date The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the

Executive Council of the State of New Hampshire approves
the Contract.

Encryption Supports the transformation of Data for security purposes.

Enhancements Updates, additions, modifications to, and new releases for
the Software, and all changes to the Documentation as a
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result of Enhancements, including, but not limited to,
Enhancements produced by Change Orders.

Event of Default Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder ('Event
of Default'); .

a. Failure to perform the Services satisfactorily or on
Schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or
condition of the Contract.

Firm Fixed Price Contract A Firm Fixed Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Vendor's cost experience in performing the Contract.

Fully Loaded Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

GAAP Generally Accepted Accounting Principles.

Governor and Executive Council The New Hampshire Governor and Executive Council.

GUI Graphical user Interface. -

Harvest ^ Software to archive and/or control versions of Software.

Identification and Authentication Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation The process for making the System fully Operational for
processing the Data.

Implementation Plan Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited' to. Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation Ensure that the value entered by users or provided by other
applications meets the size, type and format exoected.
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Protecting the application from cross site scripting. SQL
injection, buffer overflow, etc.

Intrusion Detection Supports the detection of illegal entrance into a computer
system.^

Invoking Party In a dispute, the party believing Itself aggrieved.

Key Project Staff Personnel identified by the Slate and by. the Contracted
Vendor as essential to work on the Project.

Licensee The State of New Hampshire

Non-Exclusive Contract A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables or
Services provided under the Contract.

' Non-Public Information Data, other than Persona! Data, that is not subject to
distribution to the public as public information. It is deemed to
be sensitive and confidential by the Stale because it contains
information that is exempt - by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g.. meetings, help support. Services, other.

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor
to begin work on the Contract on a given date and time.

Open Data Formats A Data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA chanter 21-R;10 and RSA
chaDter21-R:11

Open Standards Specifications for the encoding and transfer of .computer Data
that is defir>ed in RSA chapter 21-R:10 and RSA chaofer 21-
Rn3.

Operating System System is fully functional, all Data has been loaded into the
System, Is available for use by the Stale in its daily
operations.

Operational Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in Its daily operations, and the State has
issued an Acceptance Letter.
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Order of Precedence The order In which Contract/Documents control In the event
of a conflict or ambiguity. A term or condition In a document
controls over a conflicting or ambiguous term or condition in a
document that is lower in the Order of Precedence.

Personal Data Data that includes Information relating to a person that
Identifies the person by name and has any of the following
Personally Identifiable Information (Pll): govemmenl-lssued
identification numbers (e.g., Social Security, driver's license,
passport); financial account information, including account
number, credit of debit card numbers; or Protected Health
Information (PHI) relating to a person.,-.

Project The planned undertaking regarding the entire subject matter
of ah RFP and Contract and the activities of the parlies
related hereto.

Project Team The. group of State employees and Contracted Vendor's
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan on time, on budget and to the
required Specifications and quality.

Project Managers The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off. and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff Slate personnel assigned to work with the Vendor on the
Project.

Proposal The submission from a Vendor in response to the Request
for a Proposal or Statement of Work.

Regression Test Plan A plan integrated into the Work Plan used to ascertain
whether fixes to Defects have caused errors elsewhere In the
application/process.

Review The process of Reviewing Deliverables for Acceptance.

Review Period The period set for Review of a Deliverable. If none is
specified then the Review Period Is five (5) business days.'

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying Data processing
product and/or Service resources according to specific terms
and conditions.
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Role/Privilege Management Supports the granting of abilities to users or groups of users
of a computer, application or network.

Schedule The dates descrit>ed in the Work Plan for deadlines for

performance of Services and other Project events and
activities under the Contract.

Services The work or labor to be performed by the Vendor on the
Project as described In the Contract.

Software All Custom Software and COTS SoftNvare provided by the
Vendor under the Contract.

Software-as-a-Servlce (SaaS) The capability provided to the State to use the Contractor's
applications running on a cloud Infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g..
Web-based email) or a program Interface. The State does not
manage or control the underlying cloud Infrastructure
Including network, servers. Operating Systems, storage or
even Individual application capabilities, with the possible
exception of limited user-spedfic application configuration
settings.

'Software Deliverables All Custom Software and COTS Software and

Enhancements.

s

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which Includes,
without limitation. Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor in response to this RFP.

Specifications The written Specifications that set forth the requirements
which Include, without limitation, this RFP. the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations.
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State STATE Is defined as;

State of New Hampshire
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<AGENCY>

<Address>

<City. State. 2ip>

Reference to the term "State" shall include applicable
agencies.

Statement of Wcric (SOW) A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance and
design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible, and
accountable for achieving.

State's Confidential Records State's information regardless of Its form that is not subject to
public disclosure under applicable state and federal laws and
reoulations. includino but not limited to RSA chanter gi-A;

Access to Governmental Records and Meetings.

State Data

t

All Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
electronic manipulation of any Data that, was created by or in
any way originated with the State, whether such Data or
output is stored on the State's hardware, the Contractor's
hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

State Fiscal Year(SFY) The New Hampshire State Fiscal Year extends from July l"
through June 30*" of the follosving calendar year.

State Project Leader State's representative with regard to Project oversight.

State's Project Manager (PM) ' State's representative with regard to Project Management
and technical matters.. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off. and Review and approval of a
Change Request (CR).

Subcontractor A person, partnership, or company not in the employment of.
or owned by. the Vendor, which is performing Services under
this Contract under a separate Contract with or on behalf of
the Vendor.

System All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.
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TBD To Be Determined

Technicai Authorization Direction to a Vendor, which fills in details, clariries,
interprets, or specifies technical requirements, it must be: '

1. Consistent with Statement of Work within statement

of Services;

2. not constitute a new assignment; and

3. not change the terms, documents of Specifications
of the SOW. •

Test Plan A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of the
Project. It may consist of a timeline, a series of tests and test
Data, test scripts and rep>orts for the test results as well as a
tracking mechanism.

Term Period of the Contract from the Effective Dale through
termination.

Transition Services Services arid support provided when the Contracted Vendor
is supporting system changes.

UAT User Acceptance Test.

Unit Test ■ Developers create their own test Data and test scenarios to
verify the code they have created or changed functions
properly as defined.

User Acceptance Testing (UAT) Tests done by knowledgeable business users who are
familiar with the scope of the Project. They create/develop
test cases to confirm the System was developed according to
specific user requirements. The test cases and
scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and
netNvork accounts within an organization.

Vendor/ Contracted Vendor The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer
system, application or network.

Virtual Private Network (VPN) Extends a private network across a public network, and
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enables users to send and receive Data across shared or
public networks as if their computing devices were directly
connected to the priviate network

Warranty Period A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined In the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Services The Services to be provided by the Vendor during the
Warranty Period.

Work Plan The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall Include a detailed description of the Schedule,
tasks/activities. Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables Non-Software written Deliverable Documentation (letter,
report, manual, book, other) provided by the Vendor either in
paper or electronic format.
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Exhibit C

SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and. in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and

- state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor^hall furnish the Department with all forms and documentation
regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shali be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right to a fair
hearing in.accordance with Department regulations.

5. Gratuities or Kickbacks: The Contractor agreed that it is a breach of this Contract to accept or •
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub<ontract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the parlies
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made forexpenses incurred by the Contractor for any sen/ices provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.'

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase sen/Ices
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate

which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third parly funders. the Department may elect to:
7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement in

excess of costs;
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of Individuals for services, the Coritractpr agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS; MAINTENANCE. RETENTION. AUDIT, DISCLOSURE AND CONFIDENTIALITY;

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:
8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs

and other expenses incurred by the Contractor In the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance vrith accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract-Period, which records shall include all records of application and
eligibility (Including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on pach patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133. "Audits of States. Local Governments, and Non
Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations.
Programs. Activities and Functions, Issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.
9.1. Audit and Review: During the term of this Contract and the period for retention hereunder. the

Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confldontlallty of Records: All Information, reports, and records maintained hereunder or collected
In connection with the performance of the services and the Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly conriected to the adrriinistratlon of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attorney or guardian.

Exhibit C - Special Provljlons Contractor Initials
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Slatisllcal; The Contractor agrees to submit the following reports at the following
times if requested by the Department.
11.1. Interim Financial Reports: Written interim financial reports containing a detailed description of

all costs and non-allowable expenses Incurred by the Coniractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed.satisfactory by the Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals end objectives stated in the Proposal
and other information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as.
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall Include the following
statement:

13.1. The preparation of this (report, documeni etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g.. the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to. brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor wKh respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the op>€ratlon of the said facility or the performance of the said serwces,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be" in conformance with local building and zoning codes, by
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights. Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or
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more empioyees. it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non-
profit organizations. Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms are available at; http://w>vw.ojp.usdoj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure '
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil'
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in 48
CFR 2.101 (currently. $150,000)

Contractor Employee Whistleblower Rights and Requirement To Inform Employees of
Whistleblower Rights (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies In the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub L
112-239) and FAR 3.908.

{b) The Contractor shall inform its employees in writing, In the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c). in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
func(lon(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the.delegation or imposing sanctions if
the subcontractor's performance is not'adequate. Sutxontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contractor shall do.the following:
19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating

.the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate

19.3. Monitor the subcontractor's performance on an ongoing basis
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed

19.5. OHMS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action.

DEFINITIONS

As used in the Contract, the following terrns shall have the following meanings: '

COSTS: Shall mean those direct and indirect Items of expense determined by the Department to be
allowable and reimbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is
entitled "Financial Management Guidelines" and which contains the regulations governing the financial
activities of contractor agencies which have contracted with the State of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Sen/ices to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting forth
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor is to provAie to eligible individuals hereunder. shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean ail such laws, regulations, etc. as
they may be amended or revised from the time to lime.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
Sen/ices containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State pf NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.
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REViSiONS TO GENERAL PROVISIONS ,

Subparagraph A of the General Provisions of this contract. Conditional Nature of Agreement is
replaced as follows;
4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder. including without limitation, the continuance of payments, in whole or in part,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or executive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services'provided in Exhibit A. Scope of Services, in whole or in part. In no event shall the
Slate be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right to r^uce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions. Account Number, or any other
account, in the event funds are reduced or unavailable.

Subparagraph 10 of the General Provisions of this contract. Termination, is amended by adding the
following language;
10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of

the State. 30 days after giving the Contractor written notice that the State is exercising its
option to tenninate the Agreement.
In the event of early termination, the Contractor shall, within 15 days of notice of early
termination, develop and submit to the otate a Transition Plan for services under the
Agreement, Including but not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.
The Contractor shall fully cooperate with the State and shall promptly provide detailed

support the Transition Plan including, but not limited to. any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.
In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the Slate, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.
The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall Include the proposed communications in its
Transition Plan submitted to the State as described above.

10.2

10.3

10.4

10.5

CUtDHHS/IIOTlJ
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.). and further agrees to have the Contractoi^s representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification;

ALTERNATIVE I r FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle D; 41 U.S.C. 701 etseq.). The January 31.
1989 regulations were amended and published as Part II of the May 25.1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to: '

Commissioner • '
NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and-specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the wor1<place;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1:2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
' conviction; •

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including posKion title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit 0 - CertlflcAtion regarding Drug free Contractor Initials,
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has designated a central point for the receipt of such notices. Notice shall include the
Identification number{s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1.. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as ■
amended: or

1.6.2. Requiring such employee to participate satisfactorily in'a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3. 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site{s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name:

Date Name:
Title:

ExtiibH 0 - CertilicatJon regarding Drug Free Contractor Initials
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CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification;

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Famaies under Title IV-A
'Child Support Enforcement Program under Title IV-O
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
'Community Sen/ices Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor); the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered irito. Submission of this certification is a prerequisite for making or entering Into this
transaction imposed by Section 1352, Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name;

Date Name:

Title:
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the'President. Executive Order12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification;

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanaiion will be
considered in connection with the NH Department of Health and Human Senrices' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If It is later determined that the prospective
prirnary participant knowingly rendered an erroneous certification, in addition to other remedies

r available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," 'debarred," "suspended," "ineligible," "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal." and .'
"voluntarily excluded." as used In this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this Covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineliglbility and Voluntary Exclusion -

•  Lower Tier Covered Transactions." provided by DHHS. without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained In the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Regarding Debannenf. Suspension • Contractor Initials
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, If a participant In a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government. DHHS may terminate this transaction

'  for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals;
11.1. are not presently debarred, suspended, proposed fordebarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency:
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal. State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant Is unable to certify to any of the statements in this
certification, such prospective participant shall atlach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed fordebarment. declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Oebarmenl, Suspension. Ineligibility. and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

Date Name:

Title:

Exhibit f " CenlticeUon R^arding Oebarment. Suspension Contractor Initials
And Other Responsibility Mailers
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
.the delivery of services or beneflts, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements:

• the Civil Rights Act of 1964 (42 U.S.C. Section-2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
senrices or benefits, in any program or activity;

^ - the Americans with Disabilities Act of 1990 (42 U.S.t. Sections 12131-34), which prohibits
- discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F:R. pi. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Proc^ures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

• 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2. 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

ExNbll G ■ ' ■
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in the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor.identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification; .

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

Date Name:

• Title:

Exhibit G

Contrsclor Irdtisis.
C«rt>cafene(CttnpBanc*wiUirMMr*nwtup*niifiAQioF«MrXNeA4KiMA«d«n, Equit TrMtm*nlo(FiHh.a«MdOr9«4utfani

and proiMiont
ft/27/U

Rav. wiMu. Page 2 of 2 Date.



DO NOT RETURN SAMPLE CONTRACT

RSftffft»jceFfi5feAJ5RWff)«(ti^>QfdBWdums Appendix
New Hampshire Department of Health and Human Servlvw-

ExhibitH

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

lie Law 103-227. Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
' ' (Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or

contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18. if the services are funded by Federal programs either
directly or through State or local govemments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by -
r^edicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to'comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227. Part C, known as the Pro-Children Act of 1994.

Contractor Name:

Date Name:

TitiJi

Exhibil H— Certification Regartling Contractor Initials
Environmental Tobacco Smoke
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45.
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45. Code
of Federal Regulations.

c. "Covered Entitv' has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

d. 'Desicnated Record Set"shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

I

e. 'Data Aooreaation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D. Part 16 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104*191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160,162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "Individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. 'Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information' shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

3/2014 ExNWI I Contractor Inillab
Heann insurance Portability Act
Business Associate Agreement
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. 'Secretary' shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. 'Security Rule" shall mean the Security Standards for the Protection of Eldctronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information" means protected health Information that Is not
secured by a technology standard that renders protected health Information unusable,
unreadable, or Indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that Is accredited by the American National Standards
Institute.

p. Other Definitions • All terms not olhenwlse defined herein shall have the meaning
establlshed under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably riecessary to provide the sen/Ices outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI In any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To.the extent Business Associate Is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (li) an agreement from such third party to notify Business
Associate, In accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI In response to a
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 ExNWl I Contfactof InHials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) ObllQatlons and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health Information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall.include, but not be
limited to;

0  The nature and extent of the protected health information involved, including the
types of Identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health Information was actually acquired or viewed
0 The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment In writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of Its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

3/2014 Exhibil I Cont/BCtOf Inlllali
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard

-  contract provisions {P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement;

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a pesignated Record
Set. the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would Ije required for Covered Entity to respond to a request by an
individual for an accounting of disclosurep of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such Information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of. or accounting of PHI
-  directly from the Business Associate, the Business Associate shall within two (2)

business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall Instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction Infeasible, for so long as Business

.ExhfbitI Contradof Inlilals
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Associate maintains such PHi. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHi, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Coyered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither'termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA. the Privacy and Security Rule.

3/2014 ExhlWll Contractor IniiWs
Hearth Insuraixe Portability Act
Business Associate Agreement

Page 5 of 6 Date



DO NOT RETURN SAMPLE CONTRACT

Rfii<ftftfirtc«2FflSfeA«™ro«<tWkAiMB>idums Appendix
New Hampshire Department of Health and Human Servlc^

Exhibit!

Seareaation. If any term or condition of this Exhibit I or the application thereof to any
person{s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the Invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions In this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The State Name of the Contractor

Signature of Authorized Representative Signature of Authorized Representative
1

Name of Authorized Representative Name of Authorized Representative

Title of Authorized Representative Title of Authorized Representative

Date Date

y2Qu ExMMU
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT IFFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of Individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS#)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are frorh the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC. ^

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below nameid Contractor agrees to provide heeded inforniation as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

Date Name:

Title:

Exhibit J • Certificstion Regarding the Federal Funding Contractor initiais
Accountability And Transparency Act (FFATA) Compliance
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FORMA

As the Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements: and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgranls. and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES. please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES. stop here ^

If the answer to #3 above is NO. please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows;

Name:

Name;

Name;

Name:

Name;

Amount:

Amount:

Amount:

Amount:

Amount:

cuOHHS/no'D
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally Identifiable
Information, whether physical or electronic. With regard to Protected Health
Information." Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
■  Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data' means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance t>enefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and.
Human Services (DHHS) or accessed in the course of performing contracted
services • of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI). Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or Implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mall, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network-that is
not designated by the State of New .Harhpshire's Department of Information
Technology or delegate as a protected network (designed, tested, arid
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish,
or trace an individual's identity, such as their name, social security number,, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc., "
alone, or when combined with other personal or identifying Information which Is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States'Department of Health and Human Sen/ices.

n

10. "Protected Health Information" (or "t'HI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information In response to a
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request for disclosure on the basis that It is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there "frorh disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to .confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data tietween applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrvoted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the cpntinental U.S. and when sent to a named individual.

7. Laptops ar)d PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of. i^^tipn.

RETENTION AND DISPOSmON OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor^ will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected In
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud sen/ice or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
0  Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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' whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

^  B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer In use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
In accordance with industry-accepted standards for secure deletion and media
sanitlzation, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization,- National Institute of Standards and Technology. U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and |vill provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy alt hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored In the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information Irfecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can impact Stale of NH systems and/or
Department confidential information for contractor provided systems.-

5. The. Contractor will provide regular security awareness and education for its -End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will wor1< with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Conf^actor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement '
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office

.  leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach. ,

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
establTshed by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating tO|Vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or Includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential ̂  Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties In connection with purposes Identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in .Section IV A. alxjve,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this Information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.
f. Confidential Information, received under this Contract and individually

identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from "access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data. Including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversigit and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacyand security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

y. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 : 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

•  1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4. Identify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs. nh.gov

C. DHHS contact for Information Security issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:

DHHSInformationSecurityOfflce(^dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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Attachment 92. Agency RFP with Addendums Attachment C-2

Vendor Instructions

Vender Response Column: Place a

"Yes' K the current release of the software can fully support ALL the functionality described in the row, without special
customUatlon. A *Yes* can only t>e used If the delivery method is Standard (see deDvery method instructlorts below).
Otherwise, enter an "No*; A 'No' can only be used with deHvery method Future, Custom, or Not Avallaltle/Not Proposing (see
delivery method Instnrctiens below).

CrftlcaOtv Column:

(M) indicates a requirement thai is 'Mandatory*. The State considers it to be of such great importance that it must be met in
order for the proposal to be accepted, if the proxser believes that there is something aXut their proposal that either
obviates the rseed for this requirement or makes it of less imxnanc# this must be explained within the comments. The State
retains the right to accept a prox»l" ihe need of the requirement is reduced or eRmlnated by another feature of the

prox^al.

(P) Indicates a requirement which b 'Preferred'. Thb requirement is considered by the State to be of great usefuDness but
the tack of this feature is not considered serious enough to dtsqualify the proxui.
(O) indkaies a rxwirement which b •Qpttonai'. Thb requirement b considered by the Stale to be one which usefull or
Xtenilaily usefuO but not a central feature of the Projea.

Delivery Method Column:

Complete the delivery method using a Standard. Future. Custom, or Not Available/Not Proposing (as defined below) that
indicates how the requirement wOi X delivered.

Standard - Feature/Function b included in the proposed system aX available In the current software release.

Future • Featiue/Function will X available in a future release. (Provide antidpaied delivery date, version. aX seXce release
in the comment area.)

Custom • Feature/Function can X provldX with custom mXiflcations. (ResxXent must provide estlmatX Xurs aX
average billing rate or flat cost for iX software mXiflcation in the comment area. These cost estimates sXuld add uq io tX
total cost for software modirications fouX In the cost summary table in Section X of tX RFP).

Not Available/Net Proposing - Feature/Function has not been proxsed X tX VeXor. (Provide brief description of wX thb
funcioftalitv was not proposed.)
Comments CoHinw:

For all Delivery MethX responses veXors must provide a brief exp(ar>ation of hew tX requirement will X met. Free form

text can X entered into thb column.

DHHS-RFP-201»^3/RFP-2019-OPK$-19-OATAA INSTRUCTIONS
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Vendor Instructions

Vendor Response Column:

Place a "Yes" if the current release of the software can fully support ALL the functionality described in the
row, without special customization. A "Yes" can only be used if the delivery method is Standard (see delivery
method instructions below).

Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not
Available/Not Proposing (see delivery method instructions below).

Criticality Column:

(M) Indicates a requirement that is "Mandatory". The Stale considers it to be of such great importance that
it must be met in order for the proposal to be accepted. If the proposer beliieves that there is something
about their proposal that either obviates the need for this requirement or makes it of less Imponance this
must be explained within the comments. The State.retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.
(P) indicates a requirement which is "Preferred". This requirement Is considered by the Stale to be of great
usefuliness but the lack of this feature is not considered serious enough to disqualify the proposal.
(0) Indicates a requirement which Is "Optional". This requirement is considered by the State to be one which
useful! or potentially usefull but not a central feature of the Project.

Delivery Method Column:

Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as'defined
below) that indicates how the requirement will be delivered.

Standard • Feature/Function is included In the proposed system and available In the current software release.
Future • Feature/Function will be available In a future release. (Provide anticipated delivery date, version, and
service release in the comment area.)

Custom • Feature/Function can be provided with custom modifications. (Respondent must provide estimated
hours and.average billing rate or flat cost for the software modification in the comrhent area. These cost
estimates should add up to the total cost for software modifications found in the cost summary table in
Section X of the RFP).

Not Available/Not Proposing ♦ Feature/Function has not been proposed by the Vendor. (Provide brief
Comments Column;

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be
met, Free form text can be entered Into this column.

DHHS-RFP.2019-043/RFP-2019-DPHS-19-DATAA .
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C.2

BUSINESS REQUIREMENTS
" •

state Requirements Vendor";v^; •.■• ••
1 1  Requirement Description 1  Criticallty . Vendor ;• 1' .'^^Delivery" _. I  - ."Comments ■ ■■ .■■ '

1 Functional —

Bl.i Intentionally Left Blank .

81.2

uMigii ana impiemeniauon ui oaia visuaiizatiori iUlidSi'diVii i ityli
and example templates specirically leveraging existing toolsets and web
portals currently in place at the state to create a consistent way for data to be
organized and graphically displayed to meet both user design and user
experience requirements. M

B1.3

Create a method to inventory data sources assoicated with the
building of the Opioid Crisis dashboard and an ongoing process to add
to the inventory of the system and recommend a strategy for future
use of data analytics and business intelligence toolsets as well as
create a dashboard in which the source is tagged as internal or
external (to the Department) and whether the data contains
personally identified information (Pll) or De-identified information
(DM) M

ei.4

Provide professional services to augnient internal capabilities
associated with the following skill sets:
Business analysis, use case development, user persona development.
Data and statistical analysis generally.
Data and statistical analysis specific to the opioid crisis.
Data integration and transformation.
Data visualization including geographical information system,
Hardware architecture and design,
Software configuration and training.

.

M

Bl.S
If the proposal Is a cloud/hosted solution provide and establish
hardware and software and/or cloud services for operation by the
State needed to augment the Department's infrastructure. M

81.6
Implement no later than August IS, 2019 opioid dashboards based on
requirements M

B1.7
Provide a detailed description of how you would address charts
included in the Introduction section M

DHHS.RFP-2019-043/RFP-2019-DPHS-19-OATAA 1. BUSINESS REQUIREMENTS
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B1.8
Provide context sensitive "Help" screens/tips and dashboard

instructions P

B1.9
Automated reports/notifications/alerts to users based on subscription
or opt in/out functionality M

Bl.lO

Design, develop and Implement a holistic Data Analytics Platform

(DAP) that consolidates data from multiple, currently disparate

Department, other State of New Hampshire and Federal sources,,

systems and formats to meet the needs of the state's opioid response
and provide the foundation for all other needs of the Department- ■

programs. - • " . . M

B2.1
]

Include support for the future use of advanced statistical analysfs
techniques, predictive analytics and machine learning

<•

M -

62.2 Be intuitive and easy to learn, understand, navigate and use. M

B2.3 Provide and support average less than 5 seconds with a majority of 1
second query response times, with or without user customization. P

82.4
Process and load datasets in a fast, smooth, efficient manner to meet

no older 24 hour stale data m'

OHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA 1. BUSINESS REQUIREMENTS
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B2.S

The selected vendor must leverage (where applicable for the vendor

solution) current technologies in place at State of New Hampshire and

provide recommendations for alternatives based on proposed strategy

to include but not limited to:

Oracle databases, -

Oimensionally modeled data marts.

Extract, Transform, Load (ETl) software - Informatica,

Statistical analysis tools/software and server - R Programming and

RStudio Server/Connect, and

Supplementary Bl tools leveraging Tableau for dashboards which;

Consolidate and arranges numbers, metrics and Department defined

scorecards. Key Performance, and other, metrics,

Can be tailored for specific roles and display metrics targeted for a

single point of view.

Includes a customizable interface.

Includes the ability to pull real-time data M

82.6

Design, develop and implement an overarching data model, which:

Combines appropriate data elements from various sources, as needed

to achieve reporting and alert functions.

Includes interfaces, source mapping and user interfaces; required to

achieve data consolidation and build the' DAP,

Identifies current and future state of source systems and processes.

Possesses the processing capabilities to provide large dataset analysis,

including highly complex numerical analysis of textual, structured, non

structured, spatial and other data sources.

Provide metadata tagging of data sources/elements.

Allows fast and flexible data integration so that data sources are able

to be integrated in the analytical environment and analyzed with

limited advanced notice. M

DHHS-RFP-2019-043/RFP-2019-DPHS-19-OATAA 1. BUSINESS REQUIREMENTS
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B2.7

Vendors must include a proposed architecture for the DAP, which

integrates data from source systems and meets, or exceeds, the

following minimal requirements: M

B2.8

Provides a framework for organization of data, information

management and technology systems required to build and

implement the system. M

B2.9

Allows for data components of the architeaure to include internal and

external sources of structured and unstructured data users require to

analyze the opioid crisis M

B2.10
Includes data integration, data cleansing and the development and

implementation of data dimensional rules M

Technica 1

83.1

Describes the conceptual and logical technology components required

to present Information to users and enable them to analyze the data

and its impacts. M

83.2 Allows for the ability to drill down on report data by varying levels of

geographic, provider, program, service and client demographic details M

83.3
Allow for the extraction of patterns and knowledge from large

amounts of data. M

83.4
Provide predictive or statistical analysis model, based upon data type

and attributes P

83.5
Provides browser>based solution to support all major browsers. M

83.6
Internal multi-tenant sandbox to provide statistical analysis areas to

look at data with access to the dimensional based data to design and

develop visualizations on an ad-doc development based methodology M

83.7

Internal role based authentication to provide view, modify and delete

as well as external facing role based solution with ability to define

group or user defined access M

83.8
Provide a methodology to track web traffic and report on number of

viewers, number of this and/or other measures. P

83.9 State Sizing and Growth Assumptions M.
-

DHHS-RFP-2019-043/RFP-2019-OPHS-19-DATAA 1. BUSINESS REQUIREMENTS



with Addendums Attachment

C-2

B3.10

Develop capacity to make data and information available In meeting tfie
Department's Federal Reportir\g requirements and necessary for Federal
grant appfications M

\ SUBHEAD 1

B4.1

The nevr System must accommodate the anticipated number of users

and workstations at each location. In order to support initial sizing
expectations, prior to completion of capacity planning as part of this

project, the State has estimated the first phase system must

accommodate approximately 2,000 internal users (25% active users,
S% concurrent) In and for future use, 250,000 external users (10%

active users, 2% concurrent) at this time, and all of these users are

expected to have a workstation that will access the System. These

initial estimates will be replaced with the finale user sizing in the
Capacity Plan deliverable as part of the design phase. Workstations,
network, servers, storage and WAN connectivity will be recommended

by the vendor to ensure sizing to access and utilize the system. M

B4.2

The new shared infrastructure and functional capabilities need be

designed to be operational 24 hours per day (hours to be determined

by the state), 7 days per week, and 52 weeks per year. The centralized

servers and resources and public facing web site will be designed to be
operational 7 days per week and 24 hours per day. No single
disruption is anticipated to last longer than 8 hours. The System as a
whole wilt be available for use 99 percent of the timeless mutually
agreed and scheduled service/maintenance intervals. M

B4.3
The new System must support transparent failover capabilities using high-
availability architeaural elements. M

B4.4
Specify all equipment (if any) required for the development and operations of
the solutions and requiren>ents defined in this RFP. The equlprrient will be
comprised of industry standard and readily available components. M

B4.5
Creating/viewing population-based or individual-based alerts and

notifications M

64.fi Subscribing/Un-subscribing to alerts/notifications of interest M

64.7 Sending notifications through preferred notification method M 1
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e4.a
Scheduling of distribution of reports and notifications based on user

input via an 'opt in" model M

B4.9

Describe the proposed solution to meet 508 compliance and'DolT

compliance requirements. The authentication and authorization

solution must be ADA compliant. M

B4.10
Determining who originates and approves DAP investment proposals. P

B4.11
Determining the approved technologies and products developers
must use to build services- M

B4.12

Defining the procedure for requesting permission to use a service M

B4.n
Identifying (and executing) what service and system testing is required
before deploying a service enhancement. M

B4.14 Promulgate policies, standards, and guidelines M

B4.1S Facilitation of processes M

84.16 Collection, analysis and visualization of metrics M

84.17

Administer the integration metadata - for example, DAP metadata
(such as Web Services Description Language) or business-to-business

metadata (such as electronic data interchange/XML document

standards). M

84.18
Monitor the associated governance procedures, through one or more
repositories. M

84.19

Role-based Access and User Provisioning - Technology component
that enables what information a particular user is authorized to

access. M

B4.20

Users' access rights shall be based on what roles they play in the
enterprise (State and Counties) and/or what groups they belong to for
external entities. M V

84.21
Role-Based Access shall include the capability to enforce who can
update data versus access and view only.. Further, the update
authority should be defined at the field level within a panel. M
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B4.22

Authentication of user identities - Technology component that verifies

the identities of those seeking to access client data. Shall include

strong authentication supported by an appropriate infrastructure for

identity and access management. M '

B4.23
The solution must have a mechanism for Annual Reconciliation of

users to determine if access is still needed. M

B4.24
Configure, install and train on the existing Tableau environment to
allow for the usage of R Programming M

■

64.2$
Logging of aaivity - For financial, operational, and legal reasons, the
solution must record all activities in a log, which must be searchable

to allow administrators to identify any abnormal pattern of activity. M

64.26

The solution must include the capability to monitor activity continually
according to a set of pre-defined rules, and'to notify administrators

when abnormal activity is detected M

64.27

Authorization - Authorization shall provide access control through
enforcement, and be used to determine the specific scope of access to
grant to an Identity. It must provide real-time access policy decisions

and enforcement (based on identities, attributes, roles; rules,

entitlements and so on). Users must be able to access only what their'

job functions allow them to access. For instance, if a person is a
"manager," then he or she is granted the access necessary to create or.

edit a performance review; however, if a person is not a manager,
then he or she should be able to review only his or her own

performance review, and only at a specific stage of the review cyde.
Web access management (WAM), externalized authorization

management, identity-aware networks and digital rights management
tools are examples of authorization technologies. M
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B4.28

Administration • Administration shall offer a means of performing
identity-related tasks (for instance, adding a user account to a specific
system). Administration tools must provide an automated means of

performing identity-related work that would otherwise be performed
by a human; examples include tasks such as creating, updating or
deleting Identities (including credentials and attributes), and

administering access policies (rules and entitlements). User

provisioning shall be considered a part of administration technology.
Helpdesk agents shall have override capabilities to correct data and

account errors. M

84.29
Establishment of an agile State enterprise technology platform based
on an DAP architecture P

B4.30

The selected vendor must work v/ith Department to ensure strategic
alignment between the deployed technology and the future-state

business processes and operational model. This collaboration is to

occur, at a minimum, through the following activities: M

B4.31

Work with Department Executive Leadership and projea team to

refine the overall vision for the project and to develop a strategic plan
for managing change; M

64.32
Cultivate ownership and teamwork among stakeholders at executive

levels P

64.33

Define a change control process for considering and accepting or
denying changes (policy, planning, design, processes, etc.) throughout
the project M

Training -  1 1

j  j Work with the Department to develop and deliver training as
1  appropriate to State users M
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B5.2

The System training, in addition to focusing on the navigation and use

of the System, must also focus on how the System is integrated into

the day-to-day work of end users including access level, new business

processes and/or workflows that the System will support.

Additionally, training for the usage of the back-end environment,

informatica and database dimensional design will be provided to a

team consisting of State of New Hamshire database administrators,

system administrators and business analysts responsible for the on

going maintenance and support of the system (outlined further in the

Technical training section). M

8S.3

The selected vendor must provide the State Project Manager with

documented evidence of each trainee's competence to operate the

System and integrate its support in to their day-to-day work. Training

must be of sufficient length to ensure adequate comprehension.

Training must be provided "just in time" prior to deployment and

must comprehensively address all System operations as well as

security considerations. M

•

B5.4

The selected vendor must organize and provide formal orientation

and training before System deployment, to the State development

and operations staff so that they are able to manage and maintain the

System. M

B5.S

The Contractor will also involve the State's technical staff in any

enhancements to the System to enable the staff to become familiar

with the process. M

-
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BS.6

Effective training that will provide the required skills to use
this new automated tool is chtical to the successful

implementation and use of the new System. The selected
vendor must develop user training curricula, schedules,
training materials and training evaluation materials. The
selected vendor must maintain an online training
environment that allows trainees to access the new

System. The selected vendor must conduct face-to-face,
hands-on, user training in logical groupings at regional
locations determined by the State, and for managing all
training planning and logistics.

Inventory Migration

B6.1

The selected vendor shall develop a prioritized list of data sources to

integrate and migrate into the Enterprise Data Warehouse. The

selected vendor must identify and prioritize data sources required to
support each implementation phase. Additionally, the selected vendor

is required to integrate each respective data source into the Enterprise

Data Warehouse. The following are the initial list of data sources to be

migrated into the EDV and utilized to create the Opioid Crisis

dashboard: M

B6.2

Medicaid and Comprehensive Health Care Information System (CHIS):

Pharmacy, physical, behavioral health care claims for all NH Medicaid

services and for most commercially insured population in New

Hampshire. Medicaid member data will be integrated into the EBI

warehouse under a separate effort by Spring 2019.) M

66.3

Child protection investigations and findings including whether opioid
or other substance use is possible factor in the case. Child Welfare

System/OCYF Cases M
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66.4

Automated Hospital Emergency Department Data (AHEDD): State
wide surveillance system collects real-time data from all 26 New

Hampshire acute care hospital emergency departments to detect
clusters or monitor potential health threats in the population such as
respiratory Illness during influenza season, injuries during snow
Storms, and drug overdoses during the current opioid crisis ) M

86.5

Vital Records Data: Real time birth and mortality records certificates.
Data collected by the NH Division of Vital Records for NH residents

and births or deaths occurring in NH. NH resident out-of-state births

are reported to NH through an interstate exchange agreement. M

B6.6

Drug overdose deaths data by Fentanyl (no other drugs). Fentanyl and
Other Drugs (excluding heroin), Heroin (no other drugs), Heroin and
Other Drugs (excluding fentanyl), Heroin and Fentanyl, Unknown
Opioids, Other Opiates/Opioids determined by the Medical

Examiner.Medical Examiner Report M

•

B6.7

Emergency Medical Services (EMS) Trauma Emergency Medical
Services Information System (TEMSIS): medical responses on Naloxone
administration incidents data. A data collection and analysis capability
system that provides for the evaluation of the emergency medical and
trauma services system (TEMSIS). M

B6.8

Grant/State BOAS Treatment Services: Medication assisted treatment
with Opioid/opiate. methamphetamine, & cocaine/crack admissions
to state funded facilities. An array of levels of care including
outpatient, intensive outpatient, partial hospitalization, residential,
withdrawal management, and peer and non-peer recovery support
services. M

86.9
Population Data: Base data used for calculation of population based
rates. M •
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B6.10

NH Health WISDOM; Data access for public health indicators via

interactive dashboards and corhmunity profiles. Customize and display
data In maps^ graphs, and tables related to the NH State Health

Improvement Plan, NH Environmental Public Health Tracking Program,
and the NH Occupational Health Surveillance Program.- M

B6.11

To help ensure that the selected vendor and the State Project team

fully understand the extent of the work needed for data conversion, a

detailed study of conversion issues and requirements will be required
of the selerted vendor. M

-

B6.12
Conducting selected data source analysis to determine conversion

requirements M

-

B6.13 Reviewing conversion analysis with the State Project team, prepare

detailed data conversion plan (addressing manual and electronic data) M

B6.14
Defining strategies for verifying and/or correcting existing data M

66.1S
Developing data conversion scripts and test data conversion scripts M

B6.16
In this task the selected vendor must address data migration-issues

and a plan must be in place to ensure the validation of all conversion

routines and the accuracy and completeness of all data. M

mm,Doto Governance ||
B7.1 Design and Implen^entation of a data governance strategy M

B7.2

A DAP initiative requires an infrastrurture reference rhodel that

provides guidance for selecting technologies and products when
implementing and deploying sen/ices. The Vendor must design and

implement a DAP governance system that addresses the following
requirements (at a minimum): M

B7.3 Defining methods to ensure that the services infrastructure supports
robust, secure, scalable, and interoperable operations. M

B7.4
Identifying what are the approved or standard technologies and
products for service development and deployment. M
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87.5

Designing and implementing methods, patterns, and technologies that
will be used to support security, reliability, transaction, and

instrumentation requirements. M

87.6
Determining who determines which technologies and products go
onto the standards list. M

87.7
Defining who needs to approve future technology and product
decisions as standards evolve in the future- M

87.8 Service Design and Development M

87.9

Service design and development precepts delegate decisions about
senrices to the appropriate architects and developers. The Vendor

must design and implement a DAP governance system that addresses
the following requirements (at a minimum); M

87.10
Defining a method(ology) to ensure that services are built the right
way.

M

87.11
Determining the appropriate types of models that must be

implemented. M

87.12

Identifying sign off or approval requirements for service models M

87.13
Determining the design patterns that should be used to support DAP
principles. M

87.14
Identifying sign off or approval requirements system or service design
decisions. M

87.15 Establishing technology standards for a future project. M

87.16
Determining technology selection sign off or approval requirements M

87.17

87.18

Establishing standard designs for message formats.
Determining interface sign off or approval procedures.

M

M

87.19

87.20

Defining the required testing for DAP projects.
Establishing completed project acceptance requirements and

procedures.

M

M

87.21

O-eating a "prototyping or early experience" capability to experiment
with and design enhancements to rules-engines by the program group
for review and approval prior to entering a more formal development,
testing and release process. M
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67.22 Configuration and release management M

67.23

Configuration management precepts establish which developers or
administrators are responsible for configuring a service and preparing
it for produaion deployment. The Vendor must build on and extend

New Hampshire's release managemetit processes, or develop one if

the existing process is mutually determined to be not suitable.

Requirements in this area are to include the following: M

67.24
Establishing objective criterion to ensure that services are stable upon
production release. M

67.25 Defining entire deployable units including its dependencies. M

67.26
Defining who is responsible for creating and version managing
configuration files and deployment packages. M

67.27
Establishing clear responsibilities and requirements for system testing,

performance testing, and capacity planning. M

67.28 Defining the service staging and promotion process. M

67.29 Deftning and implementing services registration procedures. M

67.30
Defining what information must be captured pertaining to a service. M

67.31
Defining service provision and instrumentation requirements. M

67.32
Establishing signs off or approvals required to migrate a service into

production. M

67.33 Contract management M

67.34

Contract management precepts shall define the policies and processes

that potential service consumers use to obtain permission to access a

service. The proposed DAP governance solution may extend the

existing provisioning governance system if suitable, or build a new one

as appropriate. The Vendor must design and implement precepts in

the following areas: M

■  '

67.35
Ensuring that new consumers don't crash the system through use.

operation or load. M

67.36
Establishing the procedures for requesting permission to use a service. M
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67.37
Identifying required information to request permission to use a
service- M

67.36
Establishing an impart analysis to be performed before granting
permission to new consumers. M

67.39
Determining appropriate sign offs or approvals to granting
permissions to access the system. M

67.40
Establishing a framework to negotiate service level agreements (SLAs)
for use of the system. M

67.41 Defining and implementing SLAs be reported and enforced. M

67.42
Establishing processes to address modifications or additional

resources that may be required to support the SLAs. M

67.43
Defining appropriate testing practices and procedures that are

required before a new consumer can be provisioned. M

67.44 Establishing a process to provision new consumers M

67.45 Service monitoring and control M

67.46

Service monitoring and control precepts must be designed and
implemented in such a manner as to define responsibilities for issues

related to operating a service. The Vendor may build on and extend or
develop new service management and operations governance by
defining and implementing precepts that address the following- M

67.47
Establishing controls and reporting to ensure that services behave as

expected. M
-

67.46
Defining instrumentation and reporting to track service consumption
and utilization. M

67.49
Establishing methods and reporting procedures to detect, eliminate
and prevent against unauthorized service access. M

67.50
Deate tracking and reporting for service SIA compliance and
violations. M

67.51
Identification of notifications and escalation contacts and procedures
for service issues and outages M

67.52
Service monitoring and control capabilities must be built into the DAP

runtime infrastructure. DAP governance standards must define where

and how to use, report on and enhance SLAs. M

,  f

67.53 ncident management M
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B7.S4

Incident management precepts shall define and implement

responsibilities for monitoring and managing problems and issues that

arise during the operation of the service. The Vendor must build on

and extend or develop new incident management governance by

implementing precepts that cover the following (at a minimum): M

-

B7.S5
Design and implementation of processes and procedures to manage

incidents and failures M

B7.S6
Definition/Identification of responsibilities for end-to-end service

exception and fault tracking M

87.57
Definition/Identification of responsibilities for end-to-end service

error identification and resolution. M

87.58 Definition of the escalation path for SLA violations. M

87.59 Change management M

87.60

Change control management precepts shall define and implement

responsibilities for managing system enhancement requests and

service versioning. The Vendor must build on and extend or develop

and implement new change management governance by defining

precepts that cover (at a minimum): M

87.61 Implement a process to manage change requests and to ensure that

enhancements don't introduce defects in the system. M

87.62
Design and implement procedures for requesting service

enhancements. M

B7.63
Define what information is required when requesting a service

enhancement. M

87.64
Design an impact analysis process to be performed before a service

enhancement request is accepted. M

87.65
Define sign off or approval requirements for service enhancement

requests. M

B7.66
Define roles, responsibilities and sequence of events pertaining to the

implementation of an enhancement. M

87.67
Develop guidelines to assist the State in paying for or funding an

enhancement. M
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B7.68 Define recommended methods and a process for addressing

enhancement requests associated with regulatory requirements. M

87.69
Define methods to enable service versioning and version

control/migration. M

87.70
Establish guidelines on how long should a previous version(s) of the

servnce be maintained and subsequently retired. M

87.71
Define what degree of service and system testing is required before

deploying a service enhancement. M

87.72
Establish leading praaices to mitigate current consumer disruption

when deploying an enhancement. M

87.73
Develop procedures to notify consumers of the enhancement or

changes to the system. M

87.74
Develop and implement processes to fall back to a system previous

version upon discovery of a critical defect. M

87.75 Data Management M

87.76

Design and Implementation of a data management strategy including

data warehousing^ data quality, and data integration capabilities. The

strategy will Incorporate current practices and the vendor will work

with the current teams. M

DHHS-RFP-2019-O43/RFP-2019-DPHS-19-0ATAA 1. BUSINESS REQUIREMENTS



AttjcilSttS6hP#9HK9Sto^FP with Addendums Attachment

C-2

APPLICATION REQUIREMENTS
•  - . _ .

1  State Requirements rir.'v-V;. •  • •Vendor-;":

1 Rcr 0 1  Requirement Oesaiptlon j  Critlcallty "•-'Vendor 1' Delivery \  .. ■ .Comments
[CENERAL SPECIFICATIONS —

.. .

All
Ability to access data using open standards access protocol (please specify
supported versions in the comments field).

A1.2

Data is available in commonly used format over which no entity has exclusive
control, with the exception of National or International standards. Data is not
sub)ect to any copyright, patent, trademark or other trade secret regulation.

M

Al.3
Web-based compatible and in conformance with the following W3C
standards: HTM15 C!K 2.1 XMl 11 ' M

[application security ■  1

A2.1

Verify the identity or authenticate all of the system client applications before
allowing use of the system to prevent access to inappropriate or confidential
data nr

M

A2.2

Verify the identity and authenticate all of the system's human users before

allowing them to use its capabilities to prevent access to inappropriate or
confidential data nr services

M

A2.3 Enforce unique user names for Internal facing solution
M

A2.4
Enforce complex passwords for Administrator Accounts in accordance with

Ooirs statewide User Account and Password Policv
M

A2.5

Enforce the use of complex passwords for general users using capital letters,
numbers and special charaaers in accordance with DolFs statewide User
Account and Password Policv.

M

A2.6 Encrypt passwords in transmission and at rest within the database. M

A2.7

Establish ability to expire passwords after a definite period of time in

accordance with OolFs statewide User Account and Password Policy M

A2.8
Provide the ability to limit the number of people that can grant or change
authorizations

' M

A2.9
Establish ability to enforce session timeouts during periods of inactivity.

M

A2.10
The application shall not store authentication credentials or sensitive data in
its code.

M

A2.11
Log an attempted accesses that fail identification, authentication and

authorization reouirements.
M

A2.12

The application shall log all activities to a central server to prevent parties to
application transaalons from denying that they have taken place. M
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Req 9 Requirement Desoiption Criticality
Vendor-'

■•Resbohse'.'
DeIIve>y»^ L-
Method?^ - i>.. Comments

A2.13 All logs must be kept for (6 months) M

A2.14
The application must allow a human user to explicitly terminate a session. No
remnants of the orior session should then remain.

M
-

A2.1S M

The application Data shall be protected from unauthorized use when at rest
M

A2.17
The application shall keep any sensitive Data or communications private from
unauthorized individuals and oroerarris.

M

A2.18
Subsequent application enhancements or upgrades shall not remove or
deerade securltv reouirements

M

A2.19 Utilize change management documentation and procedures M

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA 2. APPLICATION -SOFTWARE



Attachment #2, Agency RFP with Addendums
Project Keqwiremeno

Anxtvnent C-2

TESTING

—

Stat« Requirements 1  • .. Vendor - ■ • |

1 MqP Acqulremeni Oncnetlen . 1 OtUcaltv |-,.»yew#or.,^ L-.Ocbvery •Cwnments . 1
UafiPiic/inOrjSfcuaiTY itstivG

Tl.l An components of the Softwve ihail he reviewed and tested to ensure
they protea the State's web site and lu related Data assets.

M

T1.2

fhe Vendor thai be responsible for providing docurnenution of
security tesdng. as appropriate. Tests than focus on the teclwicat
admlnbtrabve and physical secwity controls that have been designed
bito the System architecture in order to provide (he necesury
confidentiaBty. intexritv and availablitv. M

TI.3

Provide evidence that supports the fact that Identification artd
Authentication testing has been recently accomplished; supports
obtaining Information about those parties attempting to log oruo a
system or application for security purposes and the validation of users

M

Tl.4
Test for Access Comrtil; supports the martagemeni of permissiens for
logging onto a comouter or netvrork

M

Tl.S

Test for encryptioa- supports the encotfng of data for security
purposes, and for the abiSty to access the dau in a decrypted fonnat:
from reouired teds.

M

Tl.6
Test the Intrusjon Detection; supports the detection of illegal entrance
Into a computer system

' M

T1.7
Test the Verification feature; supports the confirmation of authority to
enter a computer system, application or networii

M

T14

Test the User Management feature; supports the admWstrtiion of
computer, application and network accounts within an organization.

M

Tl.S

Test Koie/PrrvBege Management; supports the granting of abiCties to
users or groups of usen of a computer. appBcation or network

M

Tl.lO

Test Audit Tral Capture and Analysl): supports the Identification and
monitoring of acthsties witWn an appOcadon or system

M

Tl.ll

Test Input Valdaticn; ensures the application Is protected from buffer
overflow, cross-site scripting. SQL injection, and unauthorized access of

fnes arsd/or directories on the server. M

T.1.12

For web appBcatiam. ensure the appfication has been tested ar^

harderted to prevent critical appBcation security flaws. {At a nMrmen.
(he appBcation shaB be tested against ai Raws outfined n the Open
Web AppBcation Security Project (OWASP) Top Ten

[http7A«rww.owaspxfi/lfidci.ohoA>WASP Too Ten Proiect»

M

'
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T1.13

ProvMe the State with vaSdation of 3rd party security reviews

performed on the appticadon and system envtronment. The review
may Indude a combination of vutnerabillty scanning, penetration

testing, static artalysis of the source code, and expert code review

(please specify proposed methodelofy in the comments field).

M

TJ.U

Prior to the System being moved into production, the Vendor shall

provide results of al security testing to the Department of information

Tcchnoloev for review and acceptance-

M

n.is

Vendor shaD provide documented procedure for migrating appScation

modificatiom from the User AcceptatKe Test Environment to the
Prodtfction EnvironmenL

. M

STA.\DARD TlSTixC

T2.1
The Vendor must test the software and the system using an Industry

standard and State approved tesitng methodolocy.
M

T2.2 The Vendor must perform appllcadon stress testing and tuning. M
'

n.3
The Vendor must provide documented procedure for how to syrK

Production with a specitic testing environment.
M

T2.4 The vendor must define and test dbaster recovery procedures. M

DHHS-RfP-20l9-043/RfP-2019-OPHS-l9-OATM 3. TESTING



Attachment #2, Agency RFP with Addendums Attachment C-2

1,^^ HOSTING-CLOUD REQUIREMENTs
state Requirements I:;.- ^ "'-V •:':..y:>Vendb'r'"'C:'-' •.

Reqtf 1  Requirement Description Icriticallty 'Vendor

|-'.Respoh$e
•'^'Delhre^;^L'-; , ■•Comments j

\0PERAT10NS
Hl.l Vendor shall provide an ANSl/TlA-942 Tier 3 Data Center or equivalent. A tier 3

data center requires 1) Multiple independent distribution paths serving the IT
equipment. 2) All IT equipment must be dual-powered and fully compatible with
the topology of a site's architecture and 3)Concurrcntly maintainable site
infrastruaure with expected availability of 99.982X

M

HI.2 Vendor shall maintain a secure hosting environment providing all necessary
hardware, software, and Internet bandwidth to manage the application and
suDOOrt users with oermisslon hased loeins

M

H1.3 The Data Center must be physically secured - restricted access to the site to
personnel with controls such as biometric, badge, and others security solutions.
Policies for granting access must be in place and followed. Access shall only be
granted to those with a need to perform tasks in the Data Center.

M

H1.4 Vendor shall install and update all server patches, updates, and other utilities
within GO davs of release from the manufacturer.

M

H1.5 Vendor-shall monitor System, security, and application logs. M
H1.6 Vendor shall manage the sharing of data resources. M
H1.7 Vendor shall manage daily backups, off-site data storage, and restore operations. M

H1.8 The Vendor shall monitor physical hardware. M
H1.9 Remote access shall be customized to the State's business application. In instances

where the State requires access to the application or server resources not in the
DM2. the Vendor shall provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).

M

HI. 10 The Vendor shall report any breach in security in conformance with State of NH
RSA 3S9-C:20. Any person engaged in trade or commerce that is subject to RSA
358-A:3,1 shall also notify the regulator which has primary regulatory authority
over such trade or commerce. All other persons shall notify the New Hampshire

OAnAr»l'« rtffira

M

DfSASTER RECOVERY
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H2.1 Vendor shall have documented disaster recovery plans that address the recovery
of lost State data as well as their own. Systems shall be architected to meet the
definedTProverv nPPds.

M

H2.2 The disaster recovery plan shall identify appropriate methods for procuring
additional hardware in the event of a component failure. In most instances,
systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
tn hp rpolacpd...

M

.

H2.3 Vendor shall adhere to a defined and documented back-up schedule and
orocedure. •

M

H2.4 Back-up copies of data are made for the purpose of facilitating a restore of the
data in the event of data loss or ̂ vstem failure.

M

H2.5 Scheduled backups of all servers must be completed regularly. The minimum
acceptable frequency is differential backup daily, and complete backup weekly.

M

H2.6 Tapes or other back-up media tapes must be securely transferred from the site to
another secure location to avoid complete data loss with the loss of a facility.

M

H2.7 Data recovery - In the event that recovery back to the last backup is not sufficient
to recover State Data, the Vendor shall employ the use of database logs in addition
to backup media in the restoration of the database(s) to afford a much closer to

real-time recovery. To do this, logs must be moved off the volume containing the
database with a frequency to match the business needs.

M

HOSTING SECURITY ' —

H3.1 The Vendor shall employ security measures ensure that the State's application and
data is protected and how the system will meet all Federal and State requirements
currently in law and rules protecting sensitive personal health information, as
outlined in the Health Insurance Portability and Accountability Act (HIPAA) and the
more stringent Title 42 Code of Federal Regulations (CFR) Part 2; (Confidentiality of
Substance Use Disorder Patient Records regulation), as outlined by the Federal
Substance Abuse Mental Health Services Administration (SAMHSA) and the Office
of the National Coordinator for Health Information Technology (ONC)

M

-

K3.2 If State data is hosted on multiple servers, data exchanges between and among
servers must be enervated.

M
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H3.3 All servers and devices must have currentty-supported and hardened operating
systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and antl-
malware utilities. The environment, as a whole, shall have aggressive Intrusion-

M

H3.4 Air components of the infrastructure shall be reviewed and tested to ensure they
protect the State's hardware, software, and its related data assets. Tests shall
focus on the technical, administrative and physical security controls that have
been designed into the System architecture In order to provide confidentiality.
intAgritv anH

M

The Vendor shall ensure its complete cooperation with the State's Chief
Information Officer In the detection of any security vulnerability of the hosting
infrastnirtiire

' M

H3.6 The Vendor shall authorize the State to perform scheduled and random security
audits, including vulnerability assessments, of the Vendor' hosting Infrastructure
and/or the aoolication uoon renupst

M

H3.7 All servers and devices must have event logging enabled. Logs must be protected
with access limited to only authorized administrators. Logs shall include
SyaenLAflDlication. Web and Dataha^P

M

•

H3.8 operating Systems (OS) and Databases (DB) shall be built and hardend in
accordance with euldelines set forth bv CIS. NIST or NSA

M

H3.9 The Vendor shall notify the State's Project Manager of any security breaches
within two (2) hours of the time that the Vendor learns of their occurrence.

M

The Vendor shall be solely liable for cosls associated with any breach of Slate data
housed at their location(s) including but not limited to notification and any
damaees assessed hv the courts

M

H3.11 The cloud services If used will be FFORAMP compliant
M ,

' itHVICE LEVEL ACfiEEMENT

H4.1 The Vendor's System support and maintenance shall commence upon the Effedive
Date and extend through the end of the Contract term, and any extensions
thereof

M *  .

H4.2 The vendor shall maintain the hardware and Software in accordance with the
specifications, terms, and requirements of the Contract, Including providing,
uoerades and fixes as reouired

M

3
H4.3 rhe vendor shall repair or replace the hardware or software, or any portion

thereof, so that the System operates in accordance with the Specifications, terms,
ind reauirements of the fontrart

M
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H4.4 All hardware and software components of the Vendor hosting infrastructure shall
be fully supported by their respective manufacturers at all times. All critical
patches for operating systems, databases, web services, etc, shall be applied within
sixty (60) days of release by their respective manufacturers.

H4.5

H4.6

H4.7

The Slate shall have unlimited access, via phone or Email, to the Vendor technical
support staff between the hours of 8;30am to 5:00pm- Monday through Friday
gST: ■ •

M

The Vendor shall conform to the specific deficiency class as described: o Class A
Deficiency - Software - Critical, does not allow System to operate, no work around,
demands immediate action; Written Documentation - missing significant portions
of information or unintelligible to State; Non Software - Services were inadequate
and require re-performance of the Service.

o  Oass B Deficiency • Software - important, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation -
portions of information are missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require reworking, but do
not require re-performance of the Service.

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -

minimal changes required and of minor editing nature: Non Software - Services
require only minor reworking and do not require re-performance of the Service.

M

As part of the maintenance agreement, ongoing support issues shall be responded
to according to the following:

a. Class A Deficiencies - The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Vendor shall provide support on-site or with remote
diagnostic Services, within four (4) business hours of a request;
b. Class B & C Deficiencies -The Slate shall notify the Vendor of such Deficiencies
during regular business hours and the Vendor shall respond back within four (4)
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordance with the
Specifications, Terms and Requirements of the Contract;

M
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H4.8 The hosting server for the State shall be available twenty-four (24) hours a day, 7
days'a week exceot for durrne scheduled maintenance.

M

H4.9 A regularly scheduled maintenance window shall be Identified (such as weekly,
monthly;'or quarterly) at which time all relevant server patches and application
uoerades shall be aoDlled.

M

H4.10 If The Vendor Is unable to meet the uptime requirement, The Vendor shall credit
State's account In an amount based.upon the following formula: (Total Contract
Item Prlce/365) x Number of Days Contract Item Not Provided. The State must

reouesr this rrerilt In writino

M

H4.11 The Vendor shall use a change management policy for notification and tracking of
chanee reouests as well as critical outaees.

M

K4.12 A critical outage will be designated when a business function cannot be met by a

nonperforming application and there Is no work around to the problem.
M

-

H4.13 The Vendor shall maintain a record of the activities related to repair or
maintenance activities performed for the State and shall repoit quarterly on the
following: Server up-time; All change requests Implemented. Including operating
system patches; All critical outages reported Including actual issue and resolution;

Number of deficiencies reported by class with initial response time as well as time

M

H4.14 The Vendor will give two-business days prior notification to the State Project
Manager of all changes/updates and provide the State with training due to the
uoeradpsandchanffps.

M
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SUPPORT & MAINTENANCE REQUIREMENTS
""

1  State Requirements 5,

1 1  Requirement Dcicrlption j  Critlcallty •  Vendor.;..: |;'::.OeJlverY:-:-' - ^  -t... •
I." '; . ' '■ -i-

1 SUPPORT Z MAINTCNANCi REQUIREMENTS -

S1.1

The Vendor's Strstem support and maintenance shall commence upon the
Effective Date and extend through the end of the Contract term, and any
ertfiPsionf thereof.

M

S1.2

Maintain the hanSvare and Software in accordance with the Specincatlons,
terms, and requiremenis of the Contraa, including providing, upgrades and
flxM as reouired.

M

S1.3

Repair Software, or any portion thereof, so that the System operates in
accordarKC with the Specifications, terms, and requirements of the Contraa. .  M

S1.4

The State shall have unlimited access, via phone or Email, to the Vendor
technical support staff between the hours of 8:303m to 5KX)pm- Monday
through Friday EST:

M

S1.S

The Vendor response lime for support shad conform to the specific deficiency
class as described below or as agreed to by the parties: o Oass A
Deficiency - Software - Critical, does not adow System to operate, no work
around, demands immediate aaion; Written Documentation • missing
significant portions of Information or uninted^ible to State: Non Software •
Services were inadequate and require re-performartce of the Service, o
□ass 8 Deficiency • Software - important, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation •
portions of information are missing but not enough to make the document
unintelligible: Non Software • Services were deficient, require reworking, but
do not require re-performance of the Service, o Oass C Deficiency •
Software - mirsimal, cosmetic in nature, minimal effea on System, low
priority and/or user can use System; Written Documentation - minimal
changes required and of minor editing nature: Non Software - Services
require only minor reworking and do not require re-performance of the
Service.

M

-

S1.6

The Vendor shall make available to the State the latest program updates,
general maintenance releases, seleaed funaionaiity releases, patches, and
Documentation that are generally offered to Its customers, at no additional
cost.

M
•
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Req B
.  . j

Requirementdescriptton Crltkalhy
• Vendor •

RMobnse

. Delivery.- -

Method
-Commeirti'-j'j.

S1.7

For ad maintenance Services cads. The Vendor shad ensure the (odowini
Information win t>e colieaed and maintained; 1) nature of the Oeflciencv: 2]

current status of the Oendency; 3) action plans, dates, and times; 4) expected
and actual compleiion time; 5) Deficiency resolution Information. 6) Resolved

by. 7) Identifying number I.e. work order number, 8j Issue identified by;

P

S1.8

The Vendor must work with the State to identify and troubleshoot potentially

large-scale System failures or Deficiencies by collecting the following
Information: 1) mean time between reported Deficiencies with the Software;

2) diagnosis of the root cause of the problem; and 3) Identification of repeat

calls or repeat Software problems.

P

S1.9

As part of the Software maintenance agreement, ongoing software

maintenance and support issues, shad be responded to according to the

following or as asgreed to by the parties; a. Oass A Deficiencies • The

Vendor shall have available to the State on-cati telephone assistance, with

issue tracking available to the State, eight (8) hours per day and five (S) days

a week with an email / telephone response within two (2) hours of request;

or the Vendor shad -provide support on-site or with remote diagnostic

Services, within four (4) business hours of a request; b. Oass B & C

Defidendes -The State shall rtotify the Vendor of such DeTiciendes during
regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective action; The Vendor shall repair or

replace Software, and provide maintenance of the Software In accordance

with the Specificalions. Terms and Requirements of the Contract; or as

agreed between the parties

M
'

r

Sl.lO
The Vendor shall use a change management policy for notification and

trackine of chanee reouests as well as critical outaces.
M

Sl.ll

A critical outage will be designated when a business funaion cannot be met

by a nonperforming application and there is no work around to the problem. M

SI.12

The Vendor shall maintain a record of the aaivities related to repair or

maintenance activities performed for the State and shall report quarterly on

the following; All change requests Implemented; All critical outages reported
including aaual issue and resolution; Number of deficiencies reported by

class with Initial response time as well as time to close.

M
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PROJECT MANAGEMENT
State Requirements

Req 0

PfiOJeCT MANAGEMENT

Requirement Description Cnticallty Comments

Pl.i

■ Vendor

- Resobnse:

Oeliverv.; = f|-.f;::
:Method>."j

Vendor shad participate in an initial kick-off meeting to initiate the Project.

Vendor shad provide Project Staff as specified in the RFP.
M

M

P1.3

Pl.4

P1.S

Vendor shall submit a finalized Work Plan within ten (10) days after Contract
award and approval by Governor and Coundl. The Work Plan shad include,
without limitation, a detailed description of the Schedule, tasks, Deliverables,
critical events, task dependencies, and payment Schedule. The plan shall be
updated no less than <every two weeks.>

M

Vendor shall provide detailed <bi-weekfyor monthly> status reports on the
progress of the Project, which will include expenses Incurred year to date. M

All user, technical, and System Documentation as well as Project Schedules,
plans, status reports, and correspondence must be maintained as project
documentation. (Define how- WORD format- on-Line, in a common library or
on

M

P1.6
The selected vendor must define an integrated project management
plan, which;

Includes cost estimates for specific work to be performed.

Pl.S

P1.9

Defines Department Training as a component of the implementation
plan.

Clearly defiries the approach and methodology to be used in each
phase of the project,

Pl.lO
Includes a discovery, detailed requirements and prioritization
component phase of the project.
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Pi.11

The Department has historically followed a waterfall approach to
enacting changes. This is usually accomplished by having
requirements meetings, followed by vendor design based on the
requirements, with a development, unit test, integration test, system
test and regression testing. Finally ending up with a migration to
production and training and post-production review. With this RFP the

goal will be to adjust to a more agile approach, allowing the
organization to adapt and change as needed rr>ore efficiently and
effectively in order to meet the business needs. The goals will be to
provide a bi-weekly demonstration of work for review and planning for
next steps. The new process will be based on the following scope as a
baseline to the strategy:

P1.12

Team Formation: the Department in concert with the awarded vendor
will identify the required team members for the duration of the

produrt delivery. The team will consist of a product owner, scrum
master, and other team members. There will be several teams based

on the amount of features being worked on at any given time.
Additionally, there will be operational teams to commit to and

complete features associated with user stories and tasks to keep the
system running as well as product enhancement teams to commit and

complete features associated with user stories and tasks to meet the

changes required by the business.

P1.13
Process: The awarded vendor will plan and implement a process
similar tothe following:

-

PI.14

Backlog Creation and refinement: The Product Owner working with
team members and the business will create a prioritized backlog of
work In the form of high level features. This will be an on-going
process that must be completed prior to each Sprint Planning Meeting.
Additionally, the Product Owner(s) will breakdown the features into

prioritized user stories related to the originating features for use in the

Sprint Planning meeting. |
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PI.15

Sprint Planning Meeting: This meeting will minimally consist of all

team members facilitated by the Scrum Master and will be focused on

clarifying the details of the prioritized backlog items, re-prioritizing as
needed and obtaining commitment from the team to complete user

stories from the backlog in the proposed sprint not to exceed 4 weeks

with a preferred cadence of 2 weeks. Additionally the team will then

create detailed tasks and commit to the items individually. The

commitments will be managed using a KanBan tool to be provided by
the vendor and agreed to by both parties for the teams use

throughout the contract period.

-

PI.16

Sprint: The sprint will consist of daily standup meetings (not to exceed
10 minutes) to discuss roadblocks, any clarification needs associated

with work accomplished the previous day or planned for the current

day, or other important items to the team. The team will work in

concert with each other preferably within the same location and will

require a meeting room provided by the awarded vendor for

impromptu meetings to move tasks forward.

PI.17

Sprint Review Meeting: Demonstrate working product associated with

commitments from the sprint planning meeting. Communicate items

to focus on in the next sprint.

PI.18

Daily Meeting: Consist of the team members that have committed to

completing tasks in the sprint and will be no longer than 10 minutes

answering the following questions:

P1.19 What did 1 complete yesterday?

P1.20 What am 1 doing today?

P1.21 ■
Are there any roadblocks keeping me from completing my

commitments?

P1.22
Develop and.obtain buy-in for a stakeholder and communication

management plan and work with the Department to craft appropriate

communication messages throughout the project
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Pl.23
Conduct organizational assessments and gap analyses for the affected

divistons and programs and facilitate the development of appropriate

organizational structures and job descriptions

PI.24
Work with the Department to define business processes, including use
cases, workflows, and business rules

P1.2S The project must utilize agile-like software development principles and practices
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Attachment #2. Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #1

On October 16. 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to:

1. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16, 2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23, 2018 2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor

Conference

Oct. 30, 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5. 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 13. 2018 2:00 pm

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30'am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #1
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #2

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to:

1. Update the time of the Vendor Conference listed on the Cover page to read:

Vendor Conference Oct. 30. 2018; 10:00 a.m. EST

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #2
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #3

On October 16. 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department Is publishing this addendum to:

1. Update the date for Proposals Due listed on the Cover page to read:

Proposals Due Dec. 10, 2018, 2:00 p.m. EST

2019-043/RFP-2019-DPHS-19-DATAA
.Addendum #3
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #4

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to:

1. Add Attachment C-2 to the Request for Proposals:

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #4

Page 1 of 1



Attachment #2. Agency RFP with AtJdendums Attachment C-2

Vendor Instructions

Vendor Response Column: ,
"Yes" If the current release of the software can fully support AU the functionality described in the row. without special
custombailon. A "Yes" on only be used If the delivery method is Standard (see delivery method Instrualoni below).
Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not AvatoWe/Noi Proposing (see
delivery method Instructions beknv).

Crttkanty Column:

(M) Indicates a requirement that b *Mjr>djtory*.' The State considers It to be of such great importarKe that It must be met In
order for the proposal to be aaepted. if the proposer believes that there b something about their proposal that either
obviates the need for ihb requirement or makes it of less importance thb must be espiained within the comments. The State
retains the right to accept a proposal if the need of the requirement b reduced or elirrdnated by another feature of the
proposal. *

(P) Indicates a requirement which b "Preferred". Thb requirement Is considered by the State to be of great usefullness but
the lack of thb feature b not coruidered serious enough to disqualify the proposal.
(0) Indicates a requirement which b "Optionar. Thb requirement b considered by the State to be one which useful or
potentially useful but not a central feature of the Project.

DelNcrv Method Column:

Complete the delivery method using a Standard. Future. Custom, or Not Available/Net Proposing (as defksed below) that
indicates how the requirement will be delivered.

Standard • Feature/Function b Included in the proposed system and available in the current software release.

Future • Feature/Funaion win be available in a future release. (Provide anticipated delivery date, version, and service release
in the comment area.)
Custom - Feature/Function can be provided with custom modincaiions. (Respondent must provide estimated hours and
average bUBng rate or flat cost for the software modincation In the comment area. These cost estimates should add up to the
total cost for software modifications found in the cost summary table in Section X of the RFP).
Not Available/Not Proposing - Feature/Funaion has not been proposed by the Vendor. (Provide brief description of why thb
fungloftalitv was rwt proposed.)
Cornments Column:

For al Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form
text can be entered Into this column.
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BUSINESS REQUIREMENTS
State Requirements iH^Vendpr.-

Req 9 Requirement Description Criticalitv
^;::yeridor:.;:h;.ADell»
ResDorise'-.:: Mi^li

'Corn'rhents

Bl.l

B1.2

ueiign ana nnpiemenialion bJ data visuamaiion staiida/di viA i ityle ̂ u(de "
and example templates specifically leveraging existing toolsets and web
portals currently in place at the state to create a consistent way for data to be
organi2ed and graphically displayed to meet both user design and user
experience requirements.

Bl.3

Create a method to inventory data sources assoicated with the
building of the Opioid Crisis dashboard and an ongoing process to add
to the inventory of the system and recommend a strategy for future
use of data analytics and business intelligence toolsets as well as
create a dashboard in which the source is tagged as internal or
external (to the Department) and whether the data contains

personalty identified information (Pll) or De-identified information
(Oil)

61.4

Provide professional services to augment internal capabilities
associated with the following skill sets:

Business analysis, use case development, user persona development.
Data and statistical analysis generally.

Data and statistical analysis specific to the opioid crisis.

Data integration and transformation.

Data visualization including geographical information system.
Hardware architecture and design.

Software configuration and training.

ei.s
If the proposal is a cloud/hosted solution provide and establish
"lardware and software and/or cloud services for operation by the
State needed to augment the Department's infrastructure

B1.6
mplement no later than August 15, 2019 opioid dashboards based on

requirements

81.7
Provide a detailed description of how you would address charts

ncluded in the Introduction section
~
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B1.8
Provide context sensitive "Help" screens/tips and dashboard

instructions
j

B1.9
Automaied reports/notirications/alerts to users based on subscription
or opt in/out functionality

Bl.lO

Design, develop and implement a holistic Data Analytics Platform
(DAP) that consolidates data from multiple, currently disparate
Department, other State of New Hampshire and Federal sources,
systems and formats to meet the needs of the state's opioid response
and provide the foundation for all other needs of the Department
prt^rams.

B2.1 Include support for the future use of advanced statistical analysis
techniques, predictive analytics and machine learning

82.2 Be intuitive and easy to learn, understand, navigate and use

82.3 Provide and support average less than 5 seconds with a majority of 1
second query response times, with or without user customization

82.4
Process and load datasets in a fast, smooth, efficient manner to meet

no older 24 hour stale data
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82.6

B2.S

The selected vendor must leverage (where applicable for the vendor
solution) current technologies in place at State of New Hampshire and
provide recommendations for alternatives based on proposed strategy
to include but not limited to:

Oracle databases,

Oimensionally modeled data marts.

Extract, Transform, Load (ETL) software - Informatica,
Statistical analysis tools/software and server - R Programming and
RStudio Server/Connect, and

Supplementary Bl tools leveraging Tableau for dashboards which:

Consolidate and arranges numbers, metrics and Department defined

storecards. Key Performance, and other, metrics.
Can be tailored for specific roles and display metrics targeted for a
single point of view.

Includes a customizable interface.

Includes the ability to pull real-time data

Design, develop and implement an overarching data model, which:
Combines appropriate data elements from various sources, as needed
to achieve reporting and alert functions,

Includes interfaces, source mapping and user interfaces; required to
achieve data consolidation and build the DAP,

Identifies current and future state of source systems and processes.
Possesses the processing capabilities to provide large dataset analysis,
including highly complex numerical analysis of textual, structured, non
structured, spatial and other data sources.

Provide metadata tagging of data sources/elements.

Allows fast and flexible data integration so that data sources are able
to be integrated in the analytical environment and analyzed with

limited advanced notice.
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B2.7

Vendors must include a proposed architecture for the DAP, which
integrates data from source systems and meets, or exceeds, the
following minimal requirements:

B2.8

Provides a framework for organization of data, information

management and technology systems required to build and

implement the system.

82.9

Allows for data components of the architerture to include internal and
external sources of structured and unstructured data users require to
analyze the opioid crisis,

B2.10
includes data integradon, data cleansing and the development and
implementation of data dimensional rules'

B3.1

Describes the conceptual and logical technology components required
to present information to users and enable them to analyze the data
and its impacts.

■ B3.2 Allows for the ability to drill down on report data by varying levels of
geographic, provider, program, service and client demographic details

B3.3
Allow for the extraction of patterns and knowledge from large
amounts of data.

63.4
Provide predictive or statistical analysis model, based upon data type
and attributes

B3.5

Provides browser-based solution to support all major browsers

B3.6
Internal multi-tenant sandbox to provide statistical analysis areas to
look at data with access to the dimensional based data to design and
develop visualizations on an ad-doc development based methodology

83.7

Internal role based authentication to provide view, modify and delete
as well as external facing role based solution with ability to define
group or user defined access

B3.8

B3.9

Provide a methodology to track web traffic and report on number of
viewers, number of this and/or other measures.

State Sizing and Growth Assumptions

OHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA 1. BUSINESS REQUIREMENTS



with Addendums Attachment

C-2

83.10

Develop capacity to make data and intormation avaiiable In meeting the
Department's Federal Reporting requirements and necessary for Federal
grant applications

SUBHBAL)  — —

—

B4.1

The new System must accommodate the anticipated number of users
and workstations at each location. In order to support Initial sizing
expectations, prior to completion of capacity planning as part of this
project, the State has estimated the first phase system must
accommodate approximately 2,000 internal users (25% active users,
5% concurrent} in and for future use, 250,000 external users (10%
active users, 2% concurrent) at this time, and all of these users are

expected to have a workstation that will access the System. These
initial estimates will be replaced with the finale user sizing in the
Capacity Plan deliverable as part of the design phase. Workstations,
network, servers, storage and WAN connectivity will be recommended
by the vendor to ensure sizing to access and utilize the system.

B4.2

The new shared infrastructure and functional capabilities need be
designed to be operational 24 hours per day (hours to be determined
by the slate), 7 days per week, and 52 weeks per year. The centralized
servers and resources and public facing web site will be designed to be
operational 7 days per week and 24 hours per day. No single
disruption is anticipated to last longer than 8 hours. The System as a
whole will be available for use 99 percent of the timeless mutually
agreed and scheduled service/maintenance intervals.
! new System must support transparent failover capabilities using high-

availabliity architeaural elements.
B4".3

B4.4
Specify all equipment (if any) required for the development and operations of
the solutions and requirements defined in this RFP. The equipment will be
comprised of industry standard and readily available components.

Creating/viewing population-based or individual-based alerts and

notifications
B4.5

B4.6

B4.7

Subscribing/Un-subscribing to alerts/notifications of interest
Sending notifications through preferred notification method
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B4.B
Scheduling of distribution of reports and notifications based on user
input via an "opt in" model

a4.9

Describe the proposed solution to meet 508 compliance and DolT
compliance requirements. The authentication and authorization
solution must be ADA compliant.

B4.10

Determining who originates and approves DAP investment proposals.
rietArminina fha J i. _ ■Determining the approved technologies and products de

B4.11
velopers

must use to build services.

B4.12
Defining the procedure for requesting permission to use a service.
Id

B4.13
entifying (and executing) what service and system testing is required

before deploying a service enhancement.
B4.14 Promulgate policies, standards, and guidelines

Facilitation of processes

B4.16 Collection, analysis and visualization of metrics

B4.17

Administer the integration metadata - for example, DAP rhetadata
(such as Web Services Description Language) or business-to-business
metadata (such as electronic data interchange/XML document
standards).

&4.1B
Monitor the associated governance procedures, through one or more
repositories.

B4.19

Role-based Access and User Provisioning - Technology component
that enables what information a particular user is authorized to
access.

B4.20

Users' access rights shall be based on what roles they play in the
enterprise (State and Counties) and/or what groups they belong to for
external entities.

B4.21
Role-Based Access shall include the capability to enforce who can
update data versus access and view only. Further, the update

[authority should be defined at the field level within a panel.
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B4.22

Authentication of user Identities • Technology component that verifies
the identities of those seeking to access client data. Shall include
strong authentication supported by an appropriate infrastructure for

identity and access management.

S4.23
The solution must have a mechanism for Annual Reconciliation of
users to determine if access is still needed.

04.24
Configure, install and train on the existing Tableau environment to
allow for the usage of R Programming

B4.2S
Logging of activity - For financial, operational, and legal reasons, the
solution must record all activities in a l<^, which must be searchable •
to allow administrators to Identify any abnormal pattern of activity

04.26

The solution must include the capability to monitor activity continually
according to a set of pre-defined rules, and to notify administrators
when abnormal activity is detected

04.27

Authorization - Authorization shall provide access control through
enforcement, and be used to determine the specific scope of access to
grant to an identity. It must provide real-time access Mlcy decisions
and enforcement-(based on identities, attributes, roles, rules,
entitlements and so on). Users must be able to access only what their
job functions allow them to access. For instance, if a person is a
"manager." then he or she is granted the access necessary to create or
edit a performance review; however, if a person is not a manager,
then he or she should be able to review only his or her own
performance review, and only at a specific stage of the review cycle.
Web access management (WAM), externalized authorization
management, identity-aware networks and digital rights management
tools are examples of authorization technologies
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B4.28

Administration - Administration shall offer a means of performing
identity-related tasks (for instance, adding a user account to a specific
system). Administration tools must provide an automated means of

performing identity-related work that would otherwise be performed

by a human; examples include tasks such as creating, updating or
deleting identities (including credentials and attributes), and

administering access policies (rules and entitlements). User

provisioning shall be considered a part of administration technology.

Helpdesk agents shall have override capabilities to correct data and

account errors.

B4.29
Establishment of an agile State enterprise technology pjatform based
on an DAP architecture

B4.30

The selected vendor must work with Department to ensure strategic

alignment between the deployed technology and the future-state

business processes and operational model. This collaboration is to

occur, at a minimum, through the following activities:

B4.31

Work with Department Executive Leadership and CIS to refine the

overall vision for the project and to develop a strategic plan for
managing change;

B4.32
Cultivate ownership and teamwork among stakeholders at executive

levels

B4.33

Define a change control process for considering and accepting or
denying changes (policy, planning, design, processes, etc.) throughout

the project

Training '  ! 1
1

—

Work wrth the Department to develop and deliver training as 1
1  jappropriate to State users |
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The System training, in addition to focusing on the navigation and use
of the System, must also focus on how the System is integrated into
the day-to-day work of end users including access level, new business
processes and/or workflows that the System will support.

Additionally, training for the usage of the back-end environment,
informatica and database dimensional design will be provided to a
team consisting of State of New Hamshire database administrators,

system administrators and business analysts responsible for the on

going maintenance and support of the system (outlined further in the

Technical training section).

The selected vendor must provide the State Project Manager with
documented evidence of each trainee's competence to operate the
System and integrate its support in to their day-to-day work. Training
must be of sufficient length to ensure adequate comprehension.
Training must be provided "just in time" prior to deployment and

must comprehensively address all System operations as well as '

security considerations.

The seleaed vendor must organize and provide formal orientation

and training before System deployment, to the State development
and operations staff so that they are enabled to manage and maintain
the System.

The Contractor will also involve the State's technical staff in any
enhancements to the System to enable the staff to become familiar

with the process.
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Effective training that will provide the required skills to use
this new automated tool Is critical to the successful

Implementation and use of the new System. The selected
vendor must develop user training cumcula. schedules,
training materials and training evaluation materials. The
selected vendor must maintain an online training
environment that allows trainees to access the new
System. The selected vendor must conduct face-lo-face,
hands-on, user training In logical groupings at regional
locations determined by the State, and for managing all
training-planning and logistics.

Inventory and Migration

The selected vendor shall develop a prioritized list of data sources to

integrate and migrate into the Enterprise Data Warehouse. The

selected vendor must identify and prioritize data sources required to
support each implementation phase. Additionally, the selected vendor
is required to integrate each respective data source into the Enterprise
Data Warehouse. The following are the initial list of data sources to be

migrated into the EDV and utilized to create the Opioid Crisis
dashboard:

Medicaid and Comprehensive Health Care Information System (CHIS):
Pharmacy, physical, behavioral health care claims for all NH Medicaid

services and for most commercially insured population in New

Hampshire. Medicaid member data will be integrated into the EBI

warehouse under a separate effort by Spring 2019.)
Child protection investigations and findings including whether opioid
or other substance use is possible factor in the case. Child Welfare

System/DCYP Cases
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Automated Hospital Emergency Department Data (AHEDD): State- "

wide surveillance system collects real-time data from all 26 New

Hampshire acute care hospital emergency departments to detect

clusters or monitor potential health threats in the population such as
respiratory illness during influenza season, injuries during snow

storms, and drug overdoses during the current opioid crisis.)

Vital Records Data: Real time birth and mortality records certificates.

Data collected by the NH Division of Vital Records for NH residents

and births or deaths occurring in NH. NH resident out-of-state births

are reported to NH through an interstate exchange agreement.

Drug overdose deaths data by Fentanyl (no other drugs), Fentanyl and
Other Drugs (excluding heroin). Heroin (no other drugs). Heroin and

Other Drugs (excluding fentanyl). Heroin and Fentanyl, Unknown

Opioids, Other Opiates/Opioids determined by the Medical

Examlner.Medical Examiner Report

Emergency Medical Services (EMS) Trauma Emergency Medical

Services Information System (TEMSIS): medical responses on Naloxone

administration incidents data. A data collection and analysts capability
system that provides for the evaluation of the eriiergency medical and

trauma services system (TEMSIS).

Grant/State 6DAS Treatment Services: Medication assisted treatment

with Opioid/opiate, methamphetamine, & cocaine/crack admissions

to state funded facilities. An array of levels of care including
outpatient, intensive outpatient, partial hospitalization, residential,

withdrawal management, and peer and non-peer recovery support
services.

---

Population Data; Base data used for calculation of population based

rates.
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NH Health WISDOM: Data access for public health indicators via

Interaalve dashboards and community profiles. Customize and display
data in maps, graphs, and tables related to the NH State Health

Improvement Plan, NH Environmental Public Health Tracking Program,
and the NH Occupational Health Surveillance Program.

-

To help ensure that the selected vendor and the State Project team
fully understand the extent of the work needed for data conversion, a
detailed study of conversion issues and requirements will be required
of the selected vendor.

Condurting selected data source analysis to determine conversion

requirements

Reviewing conversion analysis with the State Project team, prepare
detailed data conversion plan (addressing manual and electronic data)

Defining strategies for verifying and/or correcting existing data

Developing data conversion scripts and test data conversion scripts

In this task the selected vendor must address data migration Issues
and a plan must be in place to ensure the validation of all conversion

routines and the accuracy and completeness of all data.

\pato Covernonce t- —

Design and implementation of a data governance strategy'^

A DAP initiative requires an infrastructure reference model that

provides guidance for selecting technologies and products when

implementing and deploying services. The Vendor must design and
implement a DAP governance system that addresses the following
requirements (at a minimum):

Defining methods to ensure that the services infrastructure supports
robust, secure, scalable, and interoperable operations.
Identifying what are the approved or standard technologies and
products for service development and deployment.
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Destgning and implementing methods, patterns, and technologies that
will be used to support security, reliability, transaction, and

Instrumentation requirements.

Determining who determines which technologies and products go
onto the standards list.

Defining who needs to approve future technology and product
decisions as standards evolve in the future.

Service Design and Development

Service design and development precepts delegate decisions about
services to the appropriate architects and developers. The Vendor
must design and Implement a DAP governance system that addresses
the following requirements (at a minimum):
Defining a method(ology) to ensure that services are built the right
way.

Determining the appropriate types of models that must be,
implemented. -

Identifying sign off or approval requirements for service models

Determining the design patterns that should be used to support DAP
principles.

Identifying sign off or approval requirements system or service design
decisions.

Establishing technolo^ standards for a future project

Determining technology selection sign off or approval requirements
Establishing standard designs for message formats.

Defining the required testing for DAP projects.
Establishing completed project acceptance requirements and

procedures.

Creating a "prototyping or early experience" capability to experirhent
with and design enhancements to rules-engines by the program group
for review and approval prior to entering a more formal development,
testing and release process.
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Configuration and release management

Configuration management precepts establish which developers or
administrators are responsible for configuring a service and preparing
it for production deployment. The Vendor must build on and extend
New Hampshire's release management processes, or develop one if
the existing process is mutually determined to be not suitable.

Requirements in this area are to include the following:
Establishing objectrve criterion to ensure that services are stable upon
production release.

Defining entire deployable units including its dependencies
Defining who is responsible for creating and version managing,
configuration files and deployment packages.

Establishing clear responsibilities and requirements for system testing,
performance testing, and capacity planning.
Defining the service staging and promotion process.
Defining and implementing services registration procedures

Defining what information must be captured pertaining to a service

Defining sen/ice provision and instrumentation requirements
Establishing signs off or approvals required to migrate a service into
production.

Contract management

Contract management precepts shall define the policies and processes
that potential service consumers use to obtain permission to access a
service. The proposed DAP governance solution may extend the
existing provisioning governance system if suitable, or build a new one

as appropriate. The Vendor must design and implement precepts in
the following areas:

'

Ensuring that new consumers don't crash the system through use,
operation or load.

:stablishing the procedures for requesting permission to use a service

4
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Identifying required information to request permission to use a
service.

Establishing an impact analysis to be performed before granting
permission to new consumers.

Determining appropriate sign offs or approvals to granting
permissions to access the system. ■  ■

Establishing a framework to negotiate service level agreements (SLAs)
for use of the system.

Defining and implementing SLAs be reported and enforced
Establishing processes to address modifications or additional

resources that may be required to support the SLAs

•

Defining appropriate testing prartices and procedures that are
required before a new consumer can be provisioned
Establishing a process to provision new consumers

Service monitoring and control

Service monitoring and control precepts must be designed and
implemented in such a manner as to define responsibilities for issues
related to operating a service. The Vendor may build on and extend or
develop new senrice management and operations governance by
defining and implementing precepts that address the following-
Establishing controls and reporting to ensure that services behave as

expected.

Defining instrumentation and reporting to track service consumption
and utilization.

Establishing methods and reporting procedures to detect, eliminate
and prevent against unauthorized service access.

Create tracking and reporting for service SLA compliance and
violations.

dentification of notifications and escalation contarts and procedures
'Or service issues and outages

Service monitoring and control capabilities must be built into the DAP

runtime infrastructure. DAP governance standards must define where

and how to use. report on and enhance SLAs.

ncident management
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Incident management precepts shall define and implement
responsibilities for monitoring and managing problems and issues that
arise during the operation of the service. The Vendor must build on

and extend or develop new incident management governance by
implementing precepts that cover the following (at a minimum)-

/

Design and implementation of processes and procedures to manage
incidents and failures

Definition/Identification of responsibilities for end-to-end service
exception and fault tracking

Definition/Identification of responsibilities for end-to-end service
error identification and resolution.

Definition of the escalation path for SLA violations

Change management

Change control management precepts shall define and implement
responsibilities for managing system enhancement requests and
service versicning. The Vendor must build on and extend or develop
and implement new change management governance by defining
precepts that cover (at a minimum):

Implement a process to manage change requests and to ensure that
enhancements don't introduce defects in the system
Design and implement procedures for requesting service
enhancements.

Define what information is required when requesting a service
enhancement.

Design an impact analysis process to be performed before a service

enhancement request is accepted. -

Define sign off or approval requirements for service enhancement
requests.

Define roles, responsibilities and sequence of events pertaining to the
mplementation of an enhancement.

•'V

Develop guidelines to assist the State in paying for or funding an
enhancement.
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Define recommended methods and a process for addressing
enhancement requests associated with regulatory requirements
Define methods to enable service versioning and version
control/migration.

Establish guidelines on how long should a previous version(s} of the
service be maintained and subsequently retired.

Define what degree of service and system testing is required before
deploying a service enhancement.

)

Establish leading practices to mitigate current consumer disruption
when deploying an enhancement.

Develop procedures to notify consumers of the enhancement or

changes to the system.

Develop and implement processes to fall back to a system previous
version upon discovery of a critical defea.

Data Management

Design and Implementation of a data management strategy including
data warehousing, data quality, and data integration capabilities. The
strategy will incorporate current practices and the vendor will work
with the current teams.
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|: APPLICATION REQUIREMENTS
State Requirements ■  Vendor

f*®*! ** Requirement Description 1 Critlcalitv ' ..Vendor 1 Delivery " 1
.  . . .comments ..

1 GENERAL SPECIFICATIONS -l

Al.l
Ability to access data using open standards access protocol (please specify
suDDorted versions in the comments field). M •

A1.2

Data is available in commonly used format over which no entity has exclusive
control, with the exception of National or International standards. Data Is not

subjea to any copyright, patent, trademark or other trade secret regulation. M

A1.3
Web-based compatible and in conformance with the following W3C
Standards: HTMl S rss 7 1 XMM1

.M

1 application security - -

— ..

1

A2.1

Verify the identity or authenticate all of the system client applications before
allowing use of the system to prevent access to inappropriate or confidential
data or services.

M

A2.2

Verify the Identity and authenticate all of the system's human users before
allowing them to use its capabilities to prevent access to inappropriate or
confidential data or servifps,.

M'

A2.3 Enforce unique user names for internal facing solution
M

A2.4
Enforce complex passwords for Administrator Accounts in accordance with
OolT's statewide User Account and Password Policv

M

A2.5

Enforce the use of complex passwords for general users using capital letters,
numbers and special characters in accordance with OolTs statewide User
Acroiint and Password Polirv.

M

A2.6 Encrypt passwords in transmission and at rest within the database. M

A2.7

Establish ability to expire passwords after a definite period of time in
accordance with DolTs statewide User Account and Password Policy M

-

A2.8
Provide the ability to limit the number of people that can grant or change
authorizations

M

A2.9
Establish ability to enforce session timeouts during periods of inactivity.

M

A2.10
The application shall not store authentication credentials or sensitive data in
its code.

M

A2.11
Log alt attempted accesses that fail identification, authentication and

authorization reouirements.
M

A2.12

The application shall log all activities to a central server to prevent parties to
application transaaions from denying that they have taken place. M
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Req a Requirement Description CritlcalitY
Vendor

Resoonse

Delivery

Method
Comments

A2.13 All logs must be kept for (6 months)
M

A2.14
The application must allow a human user to expUcitly terminate a session. No
remnants of the oriof session should then remain. M

A2.1S M

A2.16
The application Data shall be protected from unauthorized use when at rest

M

A2.17
The application shall keep any sensitive Data or communications private from
unauthorized individuals and oroerams. M

A2.18
Subsequent application enhancements or upgrades shall not remove or
deerade securitv reouirements

M

A2.19 Utilize change management documentation and procedures
M

>
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TESTING

State Requirements 1  .. «• .. ... - . Vender.

1 Mql fUqiAremwt Oeiotptiw 1  CrttkaBty 1  Vendor - 1' OePwMy;| . • Comments'.
\AOPllCAtlONStCUaiTyitiTING - ..

Tl.l All components of the Software shall be renewed and tested to eruure

they protea the State's web site and lu related Data asseu. M

TIJ

The Vendor shall be responsible for pro«ldln| documentation of
security lestint, as appropriate. Tests shall focus on the technical,

•drnMstrattw and physical securiry controls that have been designed
Into the System architecture in order to provide the necessary

confidentiality, intetrity and avaiUblltv. M

T1.3

Provide evidence that supports the fact that identifjcacion and

Authentication testinf has been recently accomplshed; supports
obuining information about those parties anemptin( to loc onto a
system or application for security purposes and Ihevalidationof usen

M

T1.4
Test for Access Conuol; supports the management of permissions for
locilnt onto a computer or neiworic M

T13

Test for encryption: supports the encoding of data lor security
purposes, and for the at>iDty to access the data in a decrypted format
from required cods. M

T1.6
Test Che Intrusion Detection; supports the detection of illegal entrance
into a computer system M

T1.7
Test the Verification feature; supports the confirmation of authority to
enter a computer system, appQcatiisn or network M

nj

Test the User Marsagement feature; supporu the adminbtration of
computer, application at>d network accounts within an organization.

M

Tl.9

Test Roie/Ptivaege Management; supports the granting of abiDdes to
users or groups of users of a computer, application or network

M

Tl.iO

Test Audit Tral Capture and Arulyib; supports the identification and
morsltoring of activities within an appicailon or system

M

Tl.ll

Test Input VaBdation; ertsures the appllcaiion Is protected from buffer

overflow, cross-site scripting. S(U injection, artd uisauthorized access of
files and/or directories on the server. M

T.1.12

For web applications, ensure the apptcadon has been tested and

hardened to prevent critical appfcatien security flaws. (At a mMmum.
the appBcation shaO be tested againsi al flaws oudlned in the Open
Web Applcation Security Project (OWASP) Top Ten

(http7Avww.owasp.orKAndex.php/OWASP Top Ten Proiea)]

M
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Projea Requifemena

Attachment C-2

n.i3

RrotMe the State with vaRdation ot M party security reviews
periormed on the appBcation and system envlronirwnL The review
may indude a • combination of vulnerabOity scanninf, penetration
testk*, static analysis of the source code, and eipert code review
(please specify proposed methodotofy in the comments field).

M

T1.14

Prior to the System beint moved into pfoductien. the Vendor shall

provide results ol all security testing to the Department of informatioo
Techrtotegy for review and acceptarKe.

M

n.15

Vendor thai prOTridc documented procedure for migrating appBcation
modifications from the User Acceptance Test Cnvtrorunent to the
Production EmdronmenL

M

S;A.VDAff£> T(STI.\G -

T2.1
The Vendor must test the software and the system usirtg an industry
startdard and State aponwed testing methodolocv. M

72.2 The Vendor must perform application stress testing and tuning.
M

T2.3
The Vendor must provide documented procedure for how to sync
Produetiort whh a specific testing environment. M

T2.4 The vendor must define arjd test disaster recovery procedures. M

i
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HOSTING-CLOUD REQUIREMENTS
1  State Requirements 1  .. Vendor 1
1 Reqtf Requirement Description 1 Criticallty LvVehdor 1  Deliveryr- 1 . :i-;Ccrhnrients.v. 1
\ OPERATIONS . —

Hl.l Vendor shall provide an ANSl/nA-942 Tier 3 Data Center or equivalent. A tier 3
data center requires 1) Multiple independent distribution paths serving the IT
equipment, 2) All IT equipment must be dual-powered and fully compatible with
the topology of a site's architecture and 3)Concurrently maintainable site

infrastructure with expected availability of 99.982%

M

HI.2 Vendor shall maintain a secure hosting environment providing all necessary
hardware, software, and Internet bandwidth to manage the application and
suDDort users with ni»rmission hasPd loeins .

M

H1.3 The Data Center must be physically secured - restricted access to the site to
personnel with controls such as biometric, badge, and others security solutions.
Policies for granting access must be in place and followed. Access shall only be
granted to those with a need to perform tasks in the Data Center.

M

H1.4 Vendor shall install and update all server patches, updates, and other utilities
within 60 davs of release from the manufacturer.

M

H1.5 Vendor shall monitor System, security, and application logs.
M

H1.6 Vendor shall manage the sharing of data resources.
. M

HI.7 Vendor shall manage daily backups, off-site data storage, and restore operations.
M

H1.8 The Vendor shall monitor physical hardware. M

H1.9 Remote access shall be customized to the State's business application. In instances
where the State requires access to the application or server resources not in the
0M2, the Vendor shall provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).

M

Hl.lO The Vendor shall report any breach in security in conformance with State of NH
RSA 3S9-C:20. Any person engaged in trade or commerce that is subject to RSA
358-A:3, 1 shall also notify the regulator which has primary regulatory authority
over such trade or commerce. All other persons shall notify the New Hampshire
attrtfna^ oonaf^l't ntT.fr,

-M

DISASTER RECOVERY '—
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H2.1 Vendor shall have documented disaster recovery plans that address the recovery
of lost State data as well as their own. Systems shall be architected to meet the
defined recoverv needs

M

H2.2 The disaster recovery plan shall identify appropriate methods for procuring
additional hardware in the event of a component failure. In most instances,
systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
tr. ho

M

H2.3 Vendor shall adhere to a defined and documented back-up schedule and
orocedure.

M

H2.4 Back-up copies of data are made for the purpose of facilitating a restore of the
data in the event of data loss or Svstem failure.

M

H2.5 Scheduled backups of all servers must be completed regularly. The minimum
acceptable frequency is differential backup dally, and complete backup weekly.

M

H2.6 Tapes or other back-up media tapes must be securely transferred from the site to
another secure location to avoid complete data loss with the loss of a facility.

M

H2.7 Data recovery - In the event that recovery back to the last backup is not sufficient
to recover State Data, the Vendor shall employ the use of database logs in addition
to backup media in the restoration of the databasefs) to afford a much closer to

real-time recovery. To do this, logs must be moved off the volume containing the
database with a frequency to match the business needs.

M

HOSTING SECURITY

H3.1 The Vendor shall employ security measures ensure that the State's application and
data is protected and how the system will meet all Federal and State requirements
currently in law and rules protecting sensitive personal health information, as
outlined in the Health Insurance Portability and Accountability Act (HIPAA) and the
more stringent Title 42 Code of Federal Regulations (CFR) Part 2: (Confidentiality of
Substance Use Disorder Patient Records regulation), as outlined by the Federal
Substance Abuse Mental Health Services Administration (SAMHSA) and the Office
of the National Coordinator for Health Information Technology (ONC)

M

•-

H3.2 If State data is hosted on multiple servers, data exchanges between and among
servers must be enervated.

M
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H3-3 All servers and devices must have currently-supported and hardened operating

systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-

malware utilities. The environment, as a whole, shall have aggressive intrusion-
detection and firewall nrntertion

M

H3.4 . All components of the infrastructure shall be reviewed and tested to ensure they

protect the State's hardware, software, and its related data assets. Tests shall

focus on the technical, administrative and physical security controls that have

been designed into the System architecture in order to provide confidentiality,
intonriKf »nrl

M

H3.S The Vendor shall ensure its complete cooperation with the State's Chief

Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

M

H3.6 The Vendor shall authorize the State to perform scheduled and random security

audits, including vulnerability assessments, of the Vendor' hosting infrastructure
and/or the aonliration uoon renuest

M

H3.7 All servers and devices must have event logging enabled. Logs must be protected
with access limited to only authorized administrators. Logs shall include

Svstem Aoolication Web and Database loes.

M f

H3.8 Operating Systems (OS) and Databases (DB) shall be built and hardend in

accordance with euidelines set forth bv CIS. NIST or NSA

M

H3.9 The Vendor shall notify the State's Project Manager of any security breaches

within two (2) hours of the time that the Vendor learns of their occurrence.
M

H3.10 The Vendor shall be solely liable for costs associated with any breach of State data

housed at their location(s) including but not limited to notification and any
damaees assessed hv the rniirts

M

H3.11 The cloud services if used will be FEDRAMP compliant M

SfffWCf LEVEL AGREEMENT
,

H4.1 The Vendor's System support and maintenance shall commence upon the Effective

Date and extend through the end of the Contract term, and any extensions

thereof

M

H4.2 The vendor shall maintain the hardware and Software in accordance with the '

specifications, terms, and requirements of the Contract, including providing,
unerades and fixes as reouired

M 1
!

H4.3 The vendor shall repair or replace the hardware or software, or any portion

thereof, so that the System operates in accordance with the Specifications, terms,

and reoulrements of the Contract

M
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K4.4

H4.5

H4.6

All hardware and software components of the Vendor hosting infrastructure shall
be fully supported by their respective manufacturers at all times. All critical

patches for operating systems/databases, web services, etc. shall be applied within
sixty (60) days of release by their respective manufacturers.

The State shall have unlimited access, via phone or Email, to the Vendor technical
support staff between the hours of 8:30am to 5:00pm- Monday through Friday

£SIl
The Vendor shall conform to the specific deficient class as described: o Class A
Deficiency • Software - Critical, does not allow System to operate, no work around,
demands immediate action; Written Documentation - missing significant portions
of information or unintelligible to State; Non Software - Services were inadequate
and require re-performance of the Service.

Class B Deficiency - Software - important, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation -

portions of information are missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require reworking; but do
not require re-performance of the Service.

o Oass C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation •

minimal changes required and of minor editing nature; Non Software • Services

require only minor reworking and do not require re-performance of the Service.

M

M

H4.7 As part of the maintenance agreement, ongoing support issues shall be responded
to according to the following:

a. Class A Deficiencies • The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Vendor shall provide support on-site or with remote
diagnostic Services, within four (4) business hours of a request;
b. Class B & C Deficiencies -The State shall notify the Vendor of such Deficiencies
during regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective aaion; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordance with the

Specifications, Terms and Requirements of the Contract;

M
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H4.8 The besting server for the State shall be available twenty-four (24) hours a day, 7

davs a week exceot for durins scheduled maintenance.

M

H4.9 A regularly scheduled maintenance window shall be identified (such as weekly,

monthly, or quarterly} at which time all relevant server patches and application

uoerarie^ shall he anniieri

M

H4.10 If The Vendor is unable to meet the uptime requirement, The Vendor shall credit

State's account in an amount based upon the following formula: (Total Contract

Item Price/36S) x Number of Days Contract Item Not Provided. The State must
rAon#»sr this rrMit in writine

M

H4.11 The Vendor shall use a change management policy for notirrcation and tracking of
chanee reouests as well as critical outaees.

M

H4.12 A critical outage will be designated when a business function cannot be met by a

nonperforming application and there is no work around to the problem.
M

H4.13 The Vendor shall maintain a record of the activities related to repair or

maintenance activities performed for the State and shall report quarterly on the
following: Server up-time; All change requests implemented, including operating

system patches; All critical outages reported including actual issue and resolution;

Number of deficiencies reported by class with initial response time as well as time

M

H4.14 The Vendor will give two-business days prior notification to the State Project

Manager of all changes/updates and provide the State with training due to the

uDffradesand rhanees.

M
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SUPPORT & MAINTENANCE REQUIREMENTS
..

1- state Requirements .Vendor =/-• ••

1 Req t * Requirement Descrlpthin 1  Crilicallty i^.y;_Vendbrj«;-" k-^-Del1verY^;-.t-li' ' V--
: ..CqmmenU

SUPPORT & MAINTENANCE R£QUIR£MENTS - —1

S1.1-

The Vendor's System support and maintenance shall commence upon the
Effealve Date and extend throu|h the end of the Contract term, and any
extensions thereof.

M '

S1.2

Maintain the hardware and Software in accordance with the Specifications,

terms, and requirements of the Contract, indudsng providing, upgrades and

fixes as reouired.

M

S1.3

Repair Software, or any portion thereof, so (hat the System operates in
accordance with the Specifications, terms, and requirements of the Contract. M

SI.4

The State shall have unlimited access, via phone or Email, to the Vendor

technical support staff between the hours of 8:30am to SKX>pnv Monday
throueh Fridav FST;

M

Sl.S

the Vendor response time for support shall conform to the specific deficiency
dass as described below or as agreed to by the parties: o Class A
Deficiency • Software - Criticai, does not allow System to operate, no worlt
around, demands immediate action; Written Documentation - missing
significant portions of information or unintelligible to State: Non Software •
Services were inadequate and require re-performance of the Sendee, o

Class B Deficiency • Software • important, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation •,

portions of information are missing but not enough to make the document
unintelligible: Non Software • Services were deficient, require reworking, but
do not require re-performance of the Sendee, o Oass C Deficiency •
Software • minimal, cosmetic in nature, minimal effect on System, low
priority and/or user can use System; Written Documentation • minimal

changes required and of minor editing nature; Non Software ■ Services

require only minor reworking and do not require re-performance of the

Service.

M

1

/

S1.6

The Vendor shall make available to the State the latest program updates,
general maintenance releases, selected functionality releases, patches, and

Documentation that are generally offered to Its customers, at no additional

cost.

M
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Reqir Requirement Descrtptlon ' ' Crittcallty
Vender..

ResDonse '

Detlvery

Method V
'  . . .Comments '

SL7

For all maintenance Services caOs, The Vendor shall, ensure the following
Information win be colleaed and maintained: i) nature of the Deficiency; 2;
current status of the Oenciency; 3] action plans, dates, and times; 4) expected
and actual completion time; 5) Deficiency resolution Information, 6} Resolved
by, 7) Identifying number i.e. wort order number. 8) issue identified by;

P
'

S1.8

The Vendor most wor* with the State to identify and troobleshooi potentially
large-scale System failures or Deficiencies by coHealng the followini
Information: 1) mean time between reported Deficiencies with the Software;
2) diagnosis of the root cause of the problem; and 3) identification of repeat
calls or repeat Software problems.

P

51.9

As part of the Software maintenance agreement, ongoing software
maintenance and support Issues, shall be responded to according to the
following or as asgreed to by the parties: a. Class A Deficiencies • The

Vendor shall have available to the Sute on-cail telephone assistance, with

issue tracking avaltabte to the State, eight (8) hours per day and five (5) days
a «veek with an email / telephone response within two (2) hours of request;
or the Vendor shall provide support on-site or with remote diagnostic
Services, within four (4) busir>ess hours of a request; b. Qass 8 & C
Deficiencies -The State shaD notify the Vendor of such OefidefKies during
regular business hours and the Vendor shall.respond back within four (4)
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software In accordance
with the Specifications, Terms and Requirements of the Contract; or as
agreed between the parties

M

51.10
The Vendor shall tise a change management policy for notification and

trscklne of chanee reouesrt as welt as critical outases.
M

si.il
A critical outage will be designated when a business funaion cannot be met

by^a nonperforming application and there Is no «vork around to the problem. M

51.12

The Vendor shall maintain a record of the activities related to repak or
maintenance activities performed for the State and shall report quarterly on
the fallowing: All change.requests implemented; All critical outages reported
including actual issue and resolution; Number of deficiencies reported by
class with initial response time as well as time to close.

M

•
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PROJECT MANAGEMENT

1  State Requirements ■v-: - Vendor

1 Req0 Requirement Description Criticality
'Vendor Delivery -

PROJECT MANAGEMENT -

-  - - .

Pl.l
Vertdor shall participate in an initial kick-off meeting to initiate the Project.

M

P1.2 Vendor shall provide Project Staff as specified In the RFP. M

P1.3

Vendor shall submit a finalized Work Plan within ten'{10} days after Contract
award and approval by Governor and Council. The Work Plan shall include,
without limitation, a detailed description of the Schedule, tasks. Deliverables,
critical events, task dependencies, and payment Schedule. The plan shall be
updated no less than <every two weeks.>

M

P1.4

Vendor shall provide detailed <bi-weekly or monihlY> status reports on the
progress of the Project, which will include expenses Incurred year to date. M

PIS

All user, technical, and System Documentation as well as Project Schedules,
plans, status reports, and correspondence must be maintair>ed as project
documentation. (Define how- WORD format- on-line, in a common library or
nn nanerl

M

P1.6
The selected vendor must define an integrated project management
plan, which;

P1.7 Includes cost estimates for specific work to be performed.

P1.8
Oe^nes Department Training as a component of the implementation
plan.

P1.9
Clearly defines the approach and methodology to be used in each
phase of the project.

1

Pi. 10
Includes a discovery, detailed requirements and prioritization
component phase of the project.
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PI.11

The Department has historlcany followed a waterfall approach to

enaaing changes. This is usually accomplished by having

requirements meetings, followed by vendor design based on the

requirements, with a development, unit test, integration test, system
test and regression testing, finally ending up with a migration to

production and training and post-production review. With this RFP the

goal will be to adjust to a more agile approach, allowing the

organization to adapt and change as needed more efficiently and

effectively in order to meet the business needs. The goals will be to
provide a bi-weekly demonstration of work for review and planning for
next steps. The new process will be based on the following scope as a

baseline to the strategy:

P1.12

Team Formation: the Department in concert with the awarded vendor

will identify the required team members for the duration of the

product delivery. The team will consist of a product owner, scrum

master, and other team members. There will be several teams based

on the amount of features being worked on at any given time.

Additionally, there will be operational teams to commit to and

complete features associated with user stories and tasks to keep the
system running as well as product enhancement teams to commit and

complete features associated with user stories and tasks to meet the

changes required by the business.

-

-

P1.13
Process: The awarded vendor will plan and implement a process
similar to the following:

P1.14

Backlog Creation and refinement: The Product Owner working with
team members and the business will create a prioritized backlog of
work in the form of high level features. This will be an on-going
process that must be completed prior to each Sprint Planning Meeting.

Additionally, the Product Owner(s) will breakdown the features into

prioritized user stories related to the originating features for use in the

Sprint Planning meeting.
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Pl.lS

Sprint Planning Meeting: This meeting will minimally consist of all
team members facilitated by the Scrum Master and will be focused on

clarifying the details of the prioritized backlog items, re-prioritizing as
needed and obtaining commitment from the team to complete user
stories from the backlog in the proposed sprint not to exceed 4 weeks
with a preferred cadence of 2 weeks. Additionally the team will then
create detailed tasks and commit to the items individually. The
commitments will be managed using a KanBan tool to be provided by
the vendor and agreed to by both parties for the teams use
throughout the contract period.

P1.16

Sprint: The sprint will consist of daily standup meetings (not to exceed
10 minutes) to discuss roadblocks, any clarification needs associated

with work accomplished the previous day or planned for the current
day, or other important items to the team. The team will work in

concert with each other preferably within the same location and will

require a meeting room provided by the awarded vendor for

impromptu meetings to move tasks forward.

P1.17

Sprint Review Meeting: Demonstrate working product associated with

commitments from the sprint planning meeting. Communicate items
to focus on in the next sprint.

PI. 18

PL19

Daily Meeting: Consist of the team members that have committed to
completing tasks in the sprint and will be r>o longer than 10 minutes
answering the following questions:

What did 1 complete yesterday?
r

PI.20

Pl.21

What am 1 doing today?

Are there any roadblocks keeping me from completing my
commitments? :•

Develop and obtain buy-In for a stakeholder and communication
management plan and work with the Department to craft appropriate
communication messages throughout the project
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Conduct organizational assessments and gap analyses for the affected
divisions and programs and facilitate the development of appropriate
organizational struaures and job descriptions
Work with the Department to define business processes, including use
cases, workflows, and business rules

The project must utilize agile-like software development principles and practices
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Attachment #2, Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #5

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are qualified
to provide a software system and associated services for the Department to implement a
scalable Opioid Crisis Response Management Business Intelligence dashboard.
The Department is publishing this addendum to;

1. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors {on or about) Oct.. 16. 2018 12:00 pm

Notification to the Stale of the number of
representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23, 2018 2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor Conference

Oct. 30, 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5. 2018 2:00 pm

Final State responses to Vendor inquiries
■ 1 s

Nov. 16. 2018

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm '

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #5
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #6

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are qualified
to provide a software system and associated services for the Department to implement a
scalable Opioid Crisis Response Management Business Intelligence dashboard.
The Department is publishing this addendum to:

1. Delete and replace Section 4; Instructions. Sub-section 4.16 Proposal Format,
Paragraph 4.16.1, Sub-paragraph 4.16.1.3, with the following:

4.16.1.3 The Proposal should also be submitted electronically via USB
Flash Drive

2. Delete Section 5, Proposal Evaluation Process, Sub-section 5.5 Scoring
Detail, Paragraph 5.5.1 Scorlng of the Proposed Software Solution, Sub-
paragraph 5.5.1.2

3. Delete and replace Section 2, D-2 Technical, Services and Project
Management Experience, Sub-section 2.1, D-2.1 Security and Protection of
Data, Paragraph 2.1.6, with the following:

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 10

The State will evaluate the Vendor's approach to project management
methodology.

2.1.6.1 Describe the methodologies used for organizing teams to implement
solutions in an iterative Agile methodology.
2.1.6.2 Describe how your approach meets the requirements for project
management and testing the security of the Software application and hosting
environment.

2.1.6.3 How can you ensure the security and confidentiality of the State Data
collected on the system?
2.1.6.4 What security validation Documentation will be shared with the State?
2.1.6.5 Do you use Internal or external resources to conduct security testing?

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #6
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

4. Delete and replace Section 1, 0-1 Proposed Software Solution, Sub-section
1.1 Topic 1 - Description of Solution, Paragraph 1.1.9, with the following:

1.1.9 In what ways does your proposed solution provide enhanced ease of
use for administrative users?

5. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct.. 16. 2018 12:00 pm

Notification to the State of the number of
representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23. 2018 2:00 pm

(Mandatory or Optional) Vendor Conference;
location identified In Section 4.3: Vendor Conference

Oct. 30, 2018 10:00 am

Vendor Inquiry Period ends (final Inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor Inquiries Nov. 16, 2018

Final date for Proposal submission Dec. 10. 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Jan. 3,2019

Vendor Presentation & Demo (2 hours) Jan. 4. 2019
•

Vendor Presentation & Demo (2 hours) Jan. 7. 2019

Selection / Notification Jan. 11. 2019

2019-043/RFP-2019-DPHS-19^DATAA
Addendum #6
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Attachr ^ _
Deloitte Consulting LLP

Verier Pr(jpoMl

Deloitte 7 Eagle Square #301, Concord,
NH 03301. USA

December 10, 2018

Stale Of New Hampshire
Dcpanmeni of Health and Human Services

c/o Brian Owens

129 Pleasant St.

Concord, New Hampshire 03301

Response to DHHS RFP 20I9-043/RiFP-2019-DPHS-19-DATAA

Dear Mr. Owens:

Deloitte* is pleased to submit this proposal to the New Hampshire Depanmerii of Health and Human '
Services in response to ihb Request for Proposal (RFP) for a Data Analytics Platform for Opiold Crisis. " ' ̂
DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA.

We have reviewed the detailed requirements of your RFP and arc submitting a proposal that we believe is
responsive to your needs and required.services.

Deloitte Consulting agrees that the State of New Hampshire terms and conditions, contained in Appendix
H - State of New Hampshire Terms and Conditions, shall form the basis of any Contract resulting from
this RFP. We would like to discuss some clarifications and additions to these terms, which would be ■
similar to those contained in the recent conrracts between Deloitte Consulting and the State of New
Hampshire. The prices, terms and conditions, and services quoted were established without collusion with
other Vendors and without effort to preclude the Slate from obtaining the best possible competitive
proposal.

The State of New Hampshire and the Department of Health and Human Services are valued clients of
Deloitte. We are a market leader in the services you require - through this response, we believe we can
provide advanced analytics and data modeling services that will help New Hampshire provide innovative
solutions to stemming the opioid epidemic.

Please contact me at (617) 448-9688 or gpsino@deloiite.com if you have any questions regarding our
submission.

Sincerely,

Deloitte Consulting LLP

By:

Gregory Spino
Managing Director

As used In this docufTwnt. *Oelome* means Deloitte ConsulUno LLP. a subsidiafy of Oeloitta LLP. Please see
WV.^W,deloitte.com/us/about for a detailed descdptktn of the legal structure of Deloiaa LLP and its subsidiarfes. Certain
services may not be available to attest dienis under the rules end regulations of public accounting.
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DHHS - RFP 20I9-043/RFP-2019-DPHS-19-DATAA

Section I: Executive Summary
jScction'l - Executive Sumniflry

New Hampshire bucked the national trend with a lower than

average increase in opioid deaths for 2017 as reported by the
Centers for Disease Control. However, New Hampshire still
ranks in the top six for opioid-related overdose deaths. The CDC
reports deaths from synthetic opioids, other than meihadone,
continue to rise at alarming rates. Evolving usage of prescribed
and increasihgly-iliicii opioids presents unique and complex
challenges.

The hub-and-spoke model for treatment and the Sununu Center

program for al«risk youth have the potential to turn the tide.
Enriched data sources, like the NMS Labs test for fentanyl
analogs, recently approved by NH's Governor «&Council, provide
valuable insight. As prevention, treatment, and recovery models
evolve, data driven decisions will aid targeting of scarce
resources.

At the front lines of the opioid
epidetnic. New Hampshire is
fightitig for <i holistic solution

Better data offers insight to:

©

Target IfTvestmeni in
prevention and

troaiment

■.t,
Refine strategy

Measure ouicomes

Advance OHHS^
tKoader emerprlst

analytics vision

Figure l-J. Data Driven Decisions.

Knowing who, where, and how to intervene is essential to bending the opioid curve. Our demonstrated
ability to integrate, aggregate, and arialyze-data sources in the EBI/DAP platform makes Deloittc a safe
set of hands. Our HHS Interactive opioid machine learning models and dashboards used by commercial
and public-sector clients offer DHHS proven capabilities. Our collaboration with Google offers DHHS
out-of-the-box thinking to address two opioid analytics puzzles: data latency and access .to population
insight before citizens become treatment clients.

Should New Hampshire be selected by the National Institute of Health (NIH) as a Healing Grant awardee,
our DAP solution will be a strong enablcr of the State's broader opioid strategy.

Accelerated delivery using HHS Interactive Opioid Insights
Deloitte's HHS Interactive Qpiold Insight solution offers a strong foundation to deliver the DHHS
vision for CORbi, including:

Opioid-centric dashboards with drilldown capabilities provide visibility and trending
for populations, demographics, drug management, network coverage, overdose,
death, infant dependency, naloxone, and other similar indicators from multiple
perspectives.

Interactive visualizations to understand opioid-related activity (diagnosis, procedures,
prescription patterns, and monality) with comparisons across NH counties and
nationally to more effectively target services. Our benchmarking consumes 30+
publicly-accessible datasets from agencies such as the CDC and SAMSHA.

Confidencial
Ddoitte 20L8 Page'I.7of 662:
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G
Populjiion Profile

In addition to the phase one data sources identified by DHHS, we propose
integration of Google Search data for opioid terms into DAP.

(
• 72% of Amftrtcans Starch when ihey ere havinQ aHealth-IUrUted issue;

11n 20 on Google is Health-Related;

SOOOv Health-Related Search Queries Per Second in the US. >

A

Most opioid analytics correlate latent data for death, overdose, MAT therapy, and
other similar inslilutional events; this provides modest Insight to a person's journey
and little opportunity to nudge behavior as it evolves. Ingestion of search and
audience data will provide new insights using real-time data, including:

Geographic Trending - Aggregate "big picture" behavior trending by zip code-
based on population opioid search data; this will help shape DHHS's understanding
of how citizens search for opioid resources and trending by zip code across the state.

Audience Profiling - Search data joined with dc-idemified Google data (search
predicates, demographics, location, device, etc.) provides insight into audience
groups and behaviors related to opioids; this gives DHHS greater insight into who is
doing what and where. For example, do treatment search rates as a percentage of
population vary by demographic, location (urban/rural), income, etc.?

Nudging - The nudge may likely be delivered as a Google.com advertisement (link)
that would be displayed in response to the target search predicates. For example, a
search for 'Opioid Treatment' in NH could result in an ad link to NH's hub-and-
spoke Web site landing page. The advertisement search data is also the key input to
audience profiling.

Our health care data scientists' machine learning models identify at-risk individuals.
Results of these models have been validated and refined by comparing historical
outcomes against prospective models to tune for accuracy. Our models are informed
by our experience with federal, state, and private sector healthcare clients who share
common goals with DHHS. Our models cover the spectrum from identification of
risk to potential abuse to recovery.

The Google population profiling data and the At-Risk modeling described above will
be combined to develop journey map insights. Audience profile data and de-
identified data from the Ail Payers Claims Database (APCD) data will be ingested
into a machine learning model on the Google Cloud Platform(GCP) to correlate
audience behavior and healthcare outcomes, providing insights to influence
behavior, ideally before an adverse event is presented in an institutional setting.

The solution proposed by Dcloittc, including this integration of Google data and GCP
I  machine learning, will be fully integrated into the existing EBI platform, maximizing
I  ̂ leverage of DHHS's investment and extending the EBI capability to include the new
—I h I dfita sources and capabilities. Extcnding.the EBI requires strong governance. We

bring the experience and commitment to work with DHHS to establish strong and
sustainable governance.

Integrating the existing EBI database provides DHHS a platform and capability to
address current challenges and the flexibility to adapt, extend, and re-use as DHHS's
vision evolves. This approach is far more adaptable than a static or shrink-wrapped

Deloilte 2018' Page 1-8 of 662 .Via:
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solution similar to the Medstal product deployed for claims-specific analytics by
DHHS several years ago. in those cases, the vendor owns the product that you just
lease. You will be harnessing the hill power of your platform, including the ability to
tune and refine machine learning models, source data consumption, and dynamic
reporting capabilities.

Figure 1-2. DAP aligned yvith DHHS investment and complemented by Opioid assets.

National and local experience to extend your EBI investment
We value our ongoing collaboration with.DHHS and DoIT,
understand your data and EBI platform, have vast national HHS and
opioid experience, and, for the fourth year in a row, are Gartner's#!
rankcti ulobal leader in Data and-Analvrics.

CrosS'Sector opioid and advanced analytics experience

Over the last three years, Deloitte has established an opioid presence
across the Government at the federal, state, and local levels with over
10 successful projects and 12+ publications. We arc bringing together
50+ data sources for predictive artificial intelligence modeling.

With over 5,000 analytics practitioners, we bring deep experience Figure I-3.y^loitte s wealth
hclping.organizations leverage one of their most important assets - of HHS analytics experience.
their information. Deloitte also collalx)rates with industry leaders like Google, Tableau, Oracle, and
Informaiica to innovate and optimize.

Committed and innovative partnership with Google

Our partner, Google, is equally committed to solving the Opioid epidemic and will provide platform
credits and human capital to collaborate with DHHS and Deloitte to deliver on this ground-breaking
vision within the constraints of DHHS's fixed budget. The CDC pursued a similar strategy using opioid
search data from Google advertising to evaluate program goals backed by survey data, and Project Jigsaw
was able to identify a decision journey framework for radicalization and techniques to deter individuals
from joining terrorist organizations. The Google results will be exported to the on-premise DAP and
CORbi dashboards for end user access and usage across complementary DHHS EBI initiatives.

Harmonizing our analytics capabilities with existing state initiatives

Advanced Prcdicfivc Analytics. We work with clients to integrate massive dataseis and generate
dashboards that detect patients at high risk for opioid addiction by analyzing trends in prescription,
medical and social behavior. We provided analytics experience for the CDC Data Collation and
integration for Public Health Event Response (DCIPHER) platform to assist with surveillance and
prevention efforts of the National Center for Injury Prevention and Control (NCIPC).

Prescription Drug Monitoring Program (POMP) Analytics. In the Commonwealth of Pennsylvania,
we tracked prescription patterns of patients, pharmacies, and providers at both an aggregated and
individi^r level with Geographic Information System (CIS) modeling. We also conducted Medicaid data
analysis to identify 'doctor-shopping'/pill mills.

Deloitte 2018 . Page 1-9 of 662 V
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At'Risk Prediction Modeling. We have extensive experience developing predictive models for opioids.
For example, CeiiiCare Health and Centene worked with Deloiitc to provide population assessments to
identify opioid users who are at "high risk" for either Diversion or Overdose to share with providers for
needed management of identified members (e.g., drug testing, additional therapy, care escalation, etc.).

The "A" team with deep Data Analysis and Predictive Analytics experience

We are proposing Sean Conlln and Greg Spino as Engagement Leads, and Jeff Walker as the Project
Manager. Sean has 20+ years of experience managing a wide array of advanced analytic projects. Scan
serves as Deloine's national leader in Cognitive Analytics and Machine Learning; he led our opioid work
with Centene and is working with Dartmouth on the Healing Grant application. Greg has 20+ years of
experience, including experience integrating claims and healthcare datascts with human services data in

complex ecosystems. Jeff has over 14 years of experience designing and delivering public sector analytics
plalfoims. Jeff and Greg both have deep experience with the DHHS's EBI architecture and extensive
experience with data integration and Deloitte's HHS Interactive solution.

Complementing Scan, Greg, and Jeff is a team of data scientists, analytics specialists, and our Google
partners. We will apply that experience to realize DHHS's vision, using data to improve outcomes for
those struggling with opioid use disorders (OLTDs). Our depth of national opioid and analytics experience,
and knowledge of DHHS's environment, uniquely positions us to collaborate, with DHHS and DolT, and,
if successful. New Hampshire's Healing grant partners.

Our vision aligns with yours
A shared goai for the
greater good.

Orivtng opipid addiction and death
rates down Is the single most
important measure of success.

Known risk traits can help ideniify
and prevent irKldenis before they
occur:

who , wher^ | how |

Driving down opioid addiction and death rates is the single most
important measure of project success. However, predicting who may
become addicted, and under what circumstances, offers opportunities
for earlier and effective interventions. Early detection saves
unimaginable pain and suffering for New Hampshire families and
communities. Understanding who, when, aiid how to bend the curve
will bc'invaluable as DHHS and NH evolve and adapt to an ever-
changing, deadly, and complex epidemic.

Our team is committed to the journey ahead. Wc believe we can help Shared Vision.
turn the tide on this epidemic by bringing together the right tools, capabilities, and people to collaborate
with DHHS and DolT. We will extend your existing investments in the EBI project, the potential Healing
Grant, the hub-and-spokc network,.Sununu center, and other initiatives by aligning with and helping to
shape your vision. Wc bring opioid specific capabilities and new and innovative approaches, including
cognitive machine learning models for opioids and pre-built opioid-specific dashboard and drill down
capabilities.

Wc appreciate the complexities presented by the opioid challenge and the importance of collaborating
with DHHS to build a solution uniquely designed for New Hampshire's data and goals. We recognize that
through NH Wisdom and other similar initiatives you have invested intellectual capital in opioid
analytics. We look forward to working with you to pull forward and build upon those capabilities,
combing our collective intellectual capital and assets. We arc committed to working shouldcr-to-shouldcr
svith DHHS and DolT, providing knowledge transfer and enabling transparency throughout the project
life cycle. The DAP solution offered by Dcloitte will be one that DHHS and DofT can maintain, extend,
and re-use for today's needs and tomorrow requirements.

Deloitte - 2018 . ; . • Page [-10 of 662 ' \



AttachmS3W0T^dWb^55^i<tt^lMPSHlRE - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 20J9-q43/RFP-2019-DPHS-19-DATAA

Appendix B: Minimum Standards for Proposal
Consideration

RfP Requirements (Note; Deloitte.accepts and meets the requirements
as defined in the RFP and summarized below) . • ' . Rcfcrctice Page

B-1 Submission requirements ,

l.l. The Proposal is date and time stamped before the deadline as defined ... Met

1.2. The original Proposal includes a signed Transmittal Letter accepting ... Met. Yes, Attached

Separately.

1.3. The proposed escrow agreemem shall be submitted with the Vendor's .. Page 638

1 B-2 Coihpliaiice with System Requirements ^
System requirements and Deliverables are listed in Appendix C: System... Page 23

1 B-3 Current Use of Vendor,Proposed Software-Current [mpiemented
j Sites of Vendor proposed Software or Elation

■  ■ ' . 1

• 1
j

Components that constitute the Vendor's proposed Software or Solution
suite Page 111 to Page 256

} B-4 Vendor Implementation Service Experience- v ^ .
Implementation Vendor must have completed the Vendor proposed Sofiware Page 257 to Page 270

^5 Proposed Project Team
The proposed Project Team must include individuals with substantial •
experience in J

*• ' J

1

1
5.1. Each of the disciplines relating to his or her slated project role. Page 271 to Page 314

5.2. Implementing a system that meets the requirements outlined in this RFP. Page 271 to Page 314

5.3. The discipline of effective Agile Project Management. Page 271 to Page 314

5.4. The discipline of effective risk and issue management. Page 271 to Page 314

5.5. The discipline of data analysis, data mining, data modeling, data ... Page 271 to Page 314

5.6. The discipline of predictive and statistical analysis. Page 271 to Page 314

5.7. Operational support of government entities comparable in size and
complexity.

Page 271 to Page 314

5.8. Successful system roll-out. Page 271 .to Page 314

5.9. Compliance with <Regulations or Publications etc. Page 271 to Page 314

5.10. Effective use of software change management best practice. Page 271 to Page 314

5.11. Effective use of defect tracking tools that allow for reporting on test
results.

Page 271 to Page 314

5.12. System modification in order to satisfy unique needs of the HHS in NH Page 271 to Page 314

5.13. Data privacy, data suppression Page 271 to Page 314

5; 14. For the purpose of evaluating compliance with this requirement, the
Vendor..

Page 271 to Page 314

Figure 1-4. Compliance cross reference to Deloitte response.
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Section II: Glossary of Terms and Abbreviations
ISccrion 11: Glossary ofTerms nnd Abbreviations
The Vendor must provide a glossaiy of all icrms. acronyms, and abbreviailons used In its Proposal.

Acronym Definition v

AAA Agile for Advanced Analytics

ABL Above the Baseline

ACA American Counseling Association

ACPD Academy for Coniinuous Professional Development

AD Active Directory

ADDIE Analysis, Design, Development, implementation, and Evaluation

AHEDD Automated Hospital Emergency Department Data System

AHIP " America's Health Insurance Plans

AES Advanced Encryption Standard

AIM Analytics and Information Management

A! Artificial Intelligence

ALM Application Life Cycle Management

ANT Another Neat Tool

APCD All-Payer Claims Database

APD Advance Planning Document

API Application Programming Interface

APM Agile Project Management

ASIS American Society for Information Science

ASM Automatic Storage Management

AWS Amazon Web-Services

BB NAIC Public Debt Rating

BBB NAIC Public Debt Rating

BODR Business Continuity/Disaster Recovery

BCM Business Continuity Management

BCP Business Continuity Planning

BDAS Bureau of Drug and Alpohol Services

BETH3 TAP BETH3- Buildings (Facilities) -Equipment -Technology (IT
Hardware/Software/Infraslructure) -Human Resources -BrdPartics (Dependencies) •
TAP - Total Asset Protection

B[ Business Intelligence

BIS Bureau of Indian Standards •,

BL Baseline

Dcloittc 2018 Page n-13 or662
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jAc ronym .. Pcfinition'' ■' ; v ;  , -w

BLD Bid files

BMCO Bureau of Medicaid Managed Care Operations
EA-BOM Enterprise Architect-Business Operating Model
BP Business Processes

BPR Business Process Reengineering
BS Bachelor of Science

CA Chartered Accountant

CAL Client Account Lead

CARES Community Aging and Retirement Services
CBT Gomputer-Based Training
CCB Change Control Board
CCC Course on Computer Concepts
CCMP Communication and Change Management
CCNA Cisco Certified Network Associate

CDC Centers for Disease Control & Prevention

CDPH California Department of Public Health
CPA Chartered Financial Analyst
CFI Corporate Finance Institute
CHS Center for Health Solutions

CHFS Cabinet for Health and Family Services
CI Competitive Intelligence or Customer Intelligence
ais Criminal Justice Information Services

CMMI Capability Maturity Model Integration
CMR Change Management Request
CMS Center for Medicare and Medicaid Services

COBIT Control Objectives for Information and Related Technology
COBOL Common Business Oriented Language
COE Center of Excellence

COTS COTS

CPU Central.Processing Unit
CRM Customer Relationship Manager
CSE Child Support Enforcement
CSS Cascading Style Sheets
CSV Comma-separated Values
DAT Digital Audio Tape,
DAP Data Analytics Platform
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Acronym • ". Definition' , . '

DARPI The Division of.Analysis, Research and Praciice Integration
DBA Database Administrator

DBSCAN Density-based spatial clustering of applications with noise
DC Deloitte Consulting

DCIPHER Data Collation and Integration for Public Health Event Response
DCYF ̂ Division for Children, Youth and Families

DDI Development, Design and Implementation
t

DCD Deliverable Expectations Document

DEV Development

DC Data Governance

DGO Data Governance Organization

DCS . Data Governance Strategy

DHHS , Department of Health and Human Services

DHR Departrnent of Human Resources

DHS Department of Homeland Security
DHSS Department of Health and Social Services

DM Data Modeling

DMAS Department of Medicaid Assistance Services

DNS Domain Name System

DOD Department of Defense,

DOH Department Of Health

DolT Depanment of Information Technology

DoJ Department of Justice

DPHS Division of Public Health Services

DPW Department of Public Welfare

DSS Decision Support System

DUV Distribution of Usage Variances
DW Data Warehouse

EA Enterprise Architecture

EBI Enterprise Business Intelligence

ED Emergency Department

EDI Electronic Data Interchange

EDM Enterprise Data Management -•

EDW/BI Enterprise Data Warehouse/Business Intelligence
EMS Express Mail Service

EOHHS Executive Office of Health and Human Services
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jXcronym ^Dcnnidon ' • '
EPLC Enterprise Performance Life Cycle

EPM Enterprise Performance Management

ESB Enterprise Service Bus

ESR Extended Support Release

ETL Extract, Transform, Load

EVD Delomc's Agile based Enterprise Value Delivery Methodology
EVD for IM Deloille's Enterprise Value Delivery for information Management
FAHM Fellow, Academy for Healthcare Management

FAQ Frequently Asked Questions

FBI Federal Bureau of Investigation

FDA Food and Drug Administration

FFS Fce-for-service

FISMA The Federal Information Security Management Act

FNS Food and Nutrition Service « •

FTP File Transfer Protocol

GBM Gradient Boosting Machine

GCP Google Cloud Platform

GIS Geographic Information System

GLM Generalized Linear Model

GPS Government and Public Services

HCBC Home and Community Based Care
HCIA Heath Care Innovation Awards

HEIGHTS Help empowering Individuals to get help transitioning to self-sufficiency
HHS US Department of Health and Human Services

HHVBP Home Health Value-Based Purchasing

HIE Health Information Exchange

HIPAA Health Insurance Portability and Accountability Act of 1996

HITECH Health Information Technology for Economic and Clinical Health

HITRUST The Health Information Trust Alliance

HIV Human Immunodeficiency Virus

HIX Health Insurance Exchange

HP Hewlett-Packard

HPE Hewlett Packard Enterprise

HTML Hyper Text Markup Language

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Swure
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Acronym Definition .
•1

lAM Identity and Access Management

IBM International Business Machines

ICAM Identity, Credentials and Access Management'

ICD Interface Control Document

ICF Integrated Controls Framework

ID Identification Data

IDC International Data Corporation

[DO Insights Driven Organization

IDQ Informalica Data Quality

IDS Intrusion Detection Systems

I£ Integrated Eligibility

lES Integrated Eligibility System

IP Internet Protocol

IPS Intrusion Prevention Systems

IRS Internal Revenue Service

ISO International Organization for Standardization

ISS Integration Services Solution

IT information Technology

ITF Integrated Test Facility

ITIL Information Technology Infrastrucuire Library

ITSM IT Service Management

iV& V Independent Verification and Validation

JAMA Journal of the American Medical.Association

JIRA Proprietary issue tracking product

LDAP Lightweight Directory Access Protocol

LLP Limited Liability Partnership

LMS Learning Management System

LTSS Long-Term Services and Supports

MA Massachusetts

MAT Medication-Assisted Therapy

MACI Modified Adjusted Gross Income

MARS-E 2.0 Minimum Acceptable Risk Standards for Exchanges
MAT Medication Assisted Treatment

MBA Master of Business Administration

MCCM Medicare Care Choices Model

MCI Master Client Index
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jAcronyni Definition • . " ' ' i

MECT Mcdicaid Enterprise Certification Toolkit

S/MIME Secure/Multipurpose Internet Mail Extensions

ML Machine Learning

MLTC Managed Long-Term Care

MMIS Mcdicaid Management Information System

MOU Memorandum of Understand

MS Microsoft

MVP Minimum Viable Product

NAIC National Association of Insurance Commissioners

ND North Dakota

NCHS National Center for Health Statistics

NCIPC National Center for Injury Prevention and Control

NECSES New England Child Support Enforcement System

NH New Hampshire

NISTSP National Institute of Standards and Technology
NMS National Medical Services

NPPES National Plan and Provider Enumeration System

NY New York

OCM Organizational Change Management

O&G Oil & Gas

ODAR Office of Disability Adjudication and Review

ODM Original Design Manufacturer

ODS Operational Data Store

OMAP Office of Medical Assistance Programs

ONDIEH Office of Noncommunicable Diseases, Injury and Environmental Health

OSO Office of Security Operations

OT .Organization Transformation

OUD Opioid Use Disorder

PA Pennsylvania

PAHM Professional, Academy for Healthcare Management

PBM Pharmacy Benefit Management

PC Project Controller

PDF Portable Document Formal

PDMP Prescription Drug Monitoring Programs

PHI Protected Health Information

PI Personal Information
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jAcronym Definition '

PH Personally Identifiable Information

PL Programming Language

PLP Principle of Least Privilege

PM Project Manager

PMI Project Management Institute

PMBOK Project Management Institute Body of Knowledge

PMN Pre-manufacture Notice

PMO Project Management ORice

PMP Project Management Professional

PSP Principle of Separation of Privilege

POV Point Of View

PROD Production

QA Quality Assurance

QAM Quality Assurance and Monitoring

QC Quality Control

QRGs Quick Reference Guides

RACI Responsible, Accountable, Consulted, Informed

RAID Risk, Action Items, Issues and Decisions

RBAC Role Based Access Control

RCA Root Cause Analysis

ROMS Relational Database Management System

REST Representational State transfer

RFC Request for Change

RFP Request for Proposal

RFQ Request for Quotation "

RMAN Recovery Manager

ROC Receiver Operating Characteristic

ROl Return on Investment

RPO Recovery Point Objective

RSA Rivest, Shamir, & Adieman

RTD Resubmission Turnaround Document

RTM Requirement Traceability Matrix

RTO Recovery Time Objective

SAMSHA Substance Abuse and Mental Health Services Administration

SAS Statistical Analysis System

SAT System Acceptance Testing
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(  • -

jAcronyni . Definition . :■ .. .. ■ 1
SBIRT Screening, Brief lniervenlion, and Referral to Treatment
SDLC Systems Devclopmenc Life Cycle
SEIM Security Event and Infotmation Management
SFTP Secure File Transfer Protocol

SI Systems Integration
SICM Security Information and Events Management
SIT System Integration Testing
SLA Service Level Agreement
SME Subject Matter Expert
SNAP Supplemental Nutrition Assistance Program
SOA Service-Oriented Architecture

SOAP Simple Object Access Protocol
SOW Statement of Work

SPI Schedule Performance Indicator/Index

SPOF Single Point of Failure
SQL Structured Query Language
SSA Social Security Administration
SSL Secure Socket Layer .
SYS System
SUD Substance Use Disorders

TARB Technical Architectural Review Board

TANF Temporary Assistance for Needy Farhilies-
TCCB Technical Change Control Board
TDS Team Diagnostic Survey
TEMSIS Trauma Emergency Medical Services Information System ,
TIP Trafficking-In-Persons
TLS/SSL Transport Layer Security/ Secure Sockets Layer
TOAD Database Management Toolset from Quest Software
TSA Transportation and Security Administration
TSM Tableau Services Manager
1 1 1 Training the Trainers
UAT User Acceptance Testing
UlAJX User Experience (UX) and User Interface (UI)
URL Uniform Resource Locator

US United States

USDC US District Court
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jAcronym. ; Definition « J

VM Virtual Machine

VPC Virtual Private Cloud

WAT Web Application Firewall

WAN

WSDL

Wide Area Network

WISQARS Web-based Injury Statistics Query and Reporting System

Web Services Description Language

XML Extensible Markup Language

XSS Cross-Site-Scripting

CCP Google Cloud Platform

Figure IIS. Acronym definitions.
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Section ni: Responses to Requirements aiid Deliverables

C-2 Requirements

Section'lllj jlfspo'nses' to System.Reqtiirements and Delivcrohfes
—' •• • J

4.18.6.1. System requirements are provided in Appendix C; System Reqtiircmenu; and Dcli\-erablcs.
4.18.6.2. U.'^ing the rcs|)onse table.s in .Appendix C: System RequireineiU.s and Deliverables. Ihe'V'endor mij.st document the abilitv to meet the Requirement.s
and Deliverables of this RFP.

Vendor i'nsinrclions

Vendor Response Column: Place a "Yes" if the current release of the software can fully support ALL the functionalily described in the row,
without special customization. A "Yes" can only be used if the delivery method is Standard (see delivery method instructions below).
Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see delivery method
instructions below).

CridcaJity Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in order for the
proposal to be a^epted. If the proposer believes that there is something about their proposal that either obviates the need for this requirement or
iTiak« it of less importance this must be explained within the comments. The Slate retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered by the Slate to be of great usefullness but the lack of this
feature is not considered serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered by the Stale to be one which useful) or potentially usefull but
not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that indicates how the
requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release. (Provide anticipated delivery dale, version, and service release in the comment
area.)
Custom - Feature/Function can be provided with custom modifications, (Respondent must provide estimated hours and average billing rate or
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flat cost for the software modification in the comment area. These cost estimates should add up to the total cost for software modifications
found in the cost summai^ table in Section X of the RFP).
Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality
was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered
into this column.

Working Sheet

N'cndoi- Instructions

Vendor Response Column: Place a "Yes" if the current release of the software
can ftilly support ALL the functionality described in the row, without special
customization. A "Yes" can only be us^ if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be
used with delivery method Future, Custom, or Not Available/Not Proposing (sec
delivery method instructions below).

Criticality Column:
(IM) indicates a requirement that is "Mandatory". The Slate considers it to be of
such great importance that it must be met in order for the proposal to be accepted.
If the proposer believes that there is something about their proposal that either
obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if
the need of the requirement is reduced or eliminated by another feature of the
proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered
by the State to be of great usefullness but the lack of this feature is not considered
serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered
by the Stale to be one which useful! or potentially useful! but not a central feature
of the Project.
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N'cn<l(»r histruction>

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not
Available/Not Proposing (as defined below) that indicates how the requirement will
be delivered.

Standard - Feature/Function is included in the proposed system and available in
the current software release.

Future - Feature/Function will be available in a future release. (Provide
anticipated delivery date, version, and service release in the comment area.)
Custom - Fcaturc/Function can be provided with custom modifications.
(Respondent must provide estimated hours and average billing rate or flat cost for
the software modification in the comment area. These cost estimates should add up
to the total cost for software modifications found in the cost summary table in
Section X of the RFP).
Not Available/Not Proposing - Feature/Function has not been proposed by the
Vendor. (Provide brief description of why this functionality was not proposed.)

Comments Column:
For all Delivery Method responses vendors must provide a brief explanation of
how the requirement will be met. Free form text can be entered into this column.
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lUJsiMiss ri:quiri:.mkms

State Requirements

Req #

I'tiiiaitmul

Bl.I

BI.2

Requirement Description

Intentionally Left Blank

Critlcalitv

Vendor.

'^^Vcydbr;*?
Respond

:Dcllveryt
Method

'  ;l||Comments

Design and implementation of data
visualization standards via a style
guide and example templates
specifically leveraging existing
toolsets and web portals currently in
place at the state to create a consistent
way for data to be organized and
graphically displayed to meet both
user design and user experience
requirements.

M Yes Standard Deloitte meets this requirement with HHS
Interactive design standards. Deloitie's solution
includes data visualization standards and a style
guide. Standards and style can be easily adjusted to
align with the Stale's dashboard design and user
experience requirements and can be aligned with
DHHS's style guide standards for the in process
EBl scope of work with all dashboards presented
through Tableau.

B1.3 Create a method to inventory data
sources assoicated with the building
of the Opioid Crisis dashboard and an
ongoing process to add to the
inventory of the system and
recommend a strategy for future use
of data analytics and business
intelligence toolsets as well as create
a dashboard in which the source is

tagged as internal or external (to the
Department) and whether the data
contains personally identified
information (Pll) or De-identified
information (Dlf)

M Yes Standard Deioirte's solution includes a data source inventory
template, which will be used to capture key
rnctadata that includes but no limited to Source
Name, AgencyA'endor, Description, Data
Classifications, Business Contact, Technical
Contact, Data Model Link, Data Classifications
etc.

The template can be used as a source for Tableau
to display the information on a dashboard. We can
also implement this requirement using Informatica •
Enterprise Data Catalog or Informatica Metadata
Manager bundled with the current licensing at
DHHS/DolT preference.

Deloitte 2018"
Page ni.C.2-26of662



AttachmS3l1^rE^ibN&V|S<li^MPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

1  miSINKSS KKQUIRK.MKMS

State Requirements Vendor .i.;

Req# Requirement Description Critlcality
.Vendor

Response
•'Delivery.
Method

Comments .

B1.4 Provide professional services to
augmenl internal capabilities
associated with the following skill
sets:

Business analysis, use case
development, user persona
development,
Data and statistical analysis generally.
Data and statistical.analysis specific
to the opioid crisis,
Data integration and transformation,
Data visualization including
geographical information system,
Hardware architecture and design,
Sofhvare configuration and training.

■ M Yes Standard Deloitte meets this requirement with an analytics
practice of over 5,000 experts and depth of
experience with the current DHHS EBl
architwturc, tools, and the lines of businesses with
which the DAP platform will orchestrate data
aggregation and analysis.

-i
r

BI.5 If the proposal is a cloud/hosted
solution provide and establish
hardware and software and/or cloud

services for operation by the State
nieeded to augment the Department's
infrastructure.

M Yes Standard The Google Cloud Platform (GCP) will be
established during the project implementation with
a.support and subscription model which is
sustainable by DHHS/DoIT as a complement to the
on-site platform for social media data consumption
and ML processing of that data.

BI.6 Implement nojater than August 15,
2019 opioid dashboards based on
requirements

M Yes Standard Deloitte with work with DHHS to create and

manage a mutually agreeable project plan that will
allow for implementation of the Opioids
dashboards determined as in-scope for Phase 1, by
August 15, 2019.

B1.7 Provide a detailed description of how
you would address charts included in
the Introduction section

M Yes Standard. Our detailed description demonstrating how we
will address the charts included in the introduction .
is previewed in our executive summary and
elaborated in section D-1.1, Description of
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1  lU/SIM.SS RI-QlilKI-MKMS

State Requirements
•  . Vendor'...':.' 1

Rtqn Requirement Description Criticality
Vendor

Response
Delivery-
Method pi iComments

Solution building upon our HHS interactive Opioid
Insights capabilities.

BI.8 Provide context sensitive "Help"
screens/tips and dashboard
instructions

P Yes Standard Deloitte meets this requirement using Tableau's
tooltip feature to address this requirement.

B1.9 Automated rcports/notifications/alerts
to users based on subscription or opt
in/out functionality

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this
requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

81.10 Design, develop and implement a
holistic Data Analytics Platform
(DAP) that consolidates data from
multiple, currently disparate
Department, other State of New
Hampshire and Federal sources,
systems and formats to meet the

needs of the state's opioid response
and provide the foundation for all
other needs of the Department
programs.

M Yes Standard Deloitte meets this requirement by extending the
EBI Data Warehouse into a holistic data analytics
repository that stores member data consolidated
across disparate data sources. Informatica data
integration and data quality sofhvarc will be
utilized to merge and consolidate from disparate
data sources. This includes digital data that is
provided with assistance from our teaming partner
Google into DAP.

82.1 include support for the future use of
advanced statistical analysis
techniques, predictive analytics and
machine learning

M Yes Standard Deloitte meets this requirement with the proposed
DAP solution architecture providing a foundation
for the State to easily expand advanced analytical
capabilities including predictive analytics and
machine learning build using R and Python.

Ocloiite 2018
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1  lUISIM-SS RKQUIKMMKNTS
State Requirements ■;Vendor:.. ■

Req# Requirement Description Criticality Vendor
Response

Delivery
Method ; Comments

B2.2 Be.intuitive and easy lo leam,
understand, navigate and use.

M Yes Standard Deloilte meets this requirement using
visualizations and dashboard design methodology
focuss« on balancing simplicity, clarity and
efficiency in creating designing dashboards that are
intuitive, with simple navigation, minimum
complexity and maximum ease of use. Our solution
would build on the menu driven navigation model
being established for the current EBI scope of work
10 provide enterprise access continuitv.

B2.3 Provide and support average less than
5 seconds with a majority of 1 second
query response times, with or without
user customization,

P Yes Standard Deloilte will employ system design and
performance monitoring throughout the
implementation to validate consistent response
times arc provided per expected or pre-defined
levels across the DAP system tools.

82.4 Process and load datascts in a fast,
smooth, efficient manner to meet no
older 24 hour stale data

.  . M Yes Standard Deloitle's solution offers the capability to load data
efficiently using Infonmatica meeting the
requirements based on the assumption that the
source systems can provide access lo data on that
frequency.
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Req #

B2.5

lUiSINl-SS KKQIilKKAIKMS

State Requirements

Requirement Description

The selected vendor must leverage
(where applicable for the vendor
solution) current technologies in place
at Slate of New Hampshire and
provide recommendations for
alternatives based on proposed
strategy to include but not limited to:
Oracle databases,
Dimensionally modeled data marts,
Extract, Transform, Load (ETL)
software - Informatica,
Statistical ahalysis tools/software and
server - R Programming and RStudio
Server/Connect, and
Supplementary B1 tools leveraging
Tableau for dashboards which:

Consolidate and arranges numbers,
metrics and Department defined
scorecards, Key Performance, and •
other, metrics,
Can be tailored for specific roles and
display metrics targeted for a single
point of view, -"
Includes a customizable interface.
Includes the ability to pull real-time
data

Criticality

M

•Vendor-;

I. Vendor

Response

Yes

Delivery.
Method

Standard

Comments

Deloitie proposed solution architecture leverages
State's existing IT infrastructure including
Informatica PowerCcnter, Informatica IDQ,
Tableau, RStudio and the Oracle Database. Our
system will also leverage the Tableau navigation
model as well as the existing schemas.
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Req U

B2.6

B2.7

BUSINKSS EtKQlilUKMKMS

State Requirements

Requirement Description

Design, develop and implement an
overarching data model, which:
Combines appropriate data elements
from various sources, as needed to
achieve reporting and alert functions.
Includes interfaces, source mapping
and user interfaces; required to
achieve data consolidation and build

the DAP,

Identifies current and futtjre slate of

source systems and processes,
Possesses the processing capabilities
to provide large dataset analysis,
including highly complex numerical
analysis of iexrual, structured, non-
structured, spatial and other data
sources, *

Pro\ndc metadata tagging of data
sources/elements,

Allows fast and flexible data

integration so that data sources are
able to be integrated in the analytical
environment and analyzed with
limited advanced notice.

Vendors must include a proposed
architecture for the DAP, which
integrates data from source systems
and meets, or exceeds, the following
minimal requirements:

Criticality

M

M

Vendor.

Vendor

Response

Yes

Yes

Delivery
Method:

Standard

Standard

Comments

Deloittc's meets this requirement through the
design, develop and implementation of a logical
and physical dimensional data model to support the
predictive analytics and dashboard needs. A
Metadata repository will be created to idmtify and
catalog all source data. The data provided by the
State, along with the datasets Deloitte has
identified, will be uploaded to the oracle data
warehouse in the data tier allowing storage of both
unstructured and structured information of the

various datasets.

Deloittc's proposed system architecture provides a
scalable data analytics platform that extends State's
existing EBI platform to the state's opioid response
and provides a foundation to support analytics
needs for other Department programs such as
SNAP, TANF etc.
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MUSINi:ss RKQUIRICA1KN IS

1  State Requirements Venddrjjv'^ .T '

Req# Requirement Description Critical] ty
■. .Ventlor-:
: Resppnse :

tyDelivc'iy.
fiMethfod-

■. .. .■ ■.  ■ - : v fr Gomments3 . ̂

B2.8 Provides a framework for
organization of data, information
management and technology systems
required to build and implement the
system.

M Yes Standard Deloitte meets this requirement through our
proposed 3-ticr architecture provides a scalable
framewoi^k to organize, process and visualize the
data and technology systems.

B2.9 Allows for data components of the
:architecture to include internal and
external sources of structured and
unstructured data users require to
analyze the opioid crisis

M Yes Standard Deloitte meets this requirement with a proposed
system architecture including a data tier with the
Informatica ETL processes to integrate multiple
internal (existing EBI data) and external structured,
un-structured and spatial data sources.

B2.10 Includes data integration, data
cleansing and the development and
Implementation of data dimensional
rules

M Yes Standard Deloitte meets this requirement with a data
governance framework that will define data
cleansing processes and practices. Data integration
and data dimensional rules will also be defined
using Informatica to consume and cleanse data,
including the data imported from Google.

Ti'chnicul

B3.1 Describes the conceptual and logical '
technology components required to
present information to users and '
enable them to analyze the data and

,  its impacts,

M Yes Standard Deloitte meets this requirement, please refer to
Deloitte responses for t^hnica! requirement B3.2
to B3.10

B3.2 Allows for the ability to drill down on
report data by varying levels of •
geographic, provider, program,
service and client demographic details

M Yes Standard Deloitte meets this requirement providing Opioids
dashboards that are fully interactive allowing allow
users to filter and drill down on demand by
geographic hierarchy, provider, program, service
and client demographic details using Tableau.
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1  BUSIM:SS KKQIiiKKvMKN IS
State Requirements' '^'iVenddr^-'l" V -

Req # Requirement Description
U

Criticality V. Veiidbr "
Response

• Deliveiy
Methbd

•  ; • - "r : -
,  f: Comments , • , '

B3.3 Allow for the extraction of patterns
and knowledge from large amounts of
data,

M Yes Standard Deloilte meets this requirement providing opioids
predictive models configured to analyze large
datasets based on the defined hypothesis and key
predictors to detect hidden patterns thereby
identifying hi^ risk individuals. We accelerate
this using our At Risk HHS Interactive Onioid

Insight module.
B3.4 Provide predictive or statistical

analysis model, based upon data type
and attributes

P Yes Standard Deloitte meets this requirement using our At Risk

predictive analytical, statistical and risk mode) that
will delivered and tailored based on NH's

dimensional values and data types.

B3.5 Provides browser-based solution to
support all major browsers.

M Yes Standard Deloitte meets this requirement leveraging Tableau
for Dashboard development which supports all
major browsers namely Google Chrome, MicrosoP
Edge, Internet Explorer, Mozilla Firefox, Firefox
ESR and Apple Safari.;

B3.6 Internal multi-tenant sandbox to

provide statistical analysis areas to
look at data with access to the

dimensional based data to design and
develop visualizations on an ad-doc
development-based methodology

M Yes Standard Deloitte meets this requirement with an
architecture that supports a multi-tenant production
sandbox with user schemas for authorized users to
combine production data with local datasets and
leverage tools such as RStudio, Tableau etc.-to '
design and develop predictive models and data
visualizations on an ad hoc basis.
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1  IU»S1M-SS RKQUIKKMKN IS
State Requirements .i-*;

.  Req # Requirement Description Critical] ty
; Vendor

Response
"Delivery.
Method ̂

•• ?}| iCorhraents : :
B3!7 Internal role-based authentication to

'provide view, modify and delete as
well as external facing role-based
solution with ability to define group
or user defined access

M Yes Standard Deloitte's solution will leverage Tableau Services
Manager (TSM) to configure and manage role-
based access control to define user groups,
permissions such as view, modify and delete.
Additionally, dashboards will also support
rolc/user-based row-level data restrictions.

B3.8 Provide a methodology to track web
traffic and report on number of
viewers, number, of this and/or other
measures.

P Yes Standard Deloitle meets this requirement using Google
analytics out-of-box or DolT's preferred tool for
web traffic. In addition, we have proposed
providing DHHS an additional web traiffic source,
Google search data for the broader population of
New Hampshire which will aggregated and
imported in the DAP for analysis and oresentation.

B3.9 State Sizing and Growth Assumptions M Yes Standard Our solution assumes that the existing platform has
sufficient storage and capacity to design and '
implement. If the machine learning modules
require additional compute time during the DDI
phase, the GCP will be available to support peak
utilization using the credits provided by Google.
This assumption is predicated on controlled usage
of adhoc queries to contain power user access
using commonly accepted industry norms in
collaboration with the DoIT Oracle DBA team.

B3.I0 Develop capacity to make data and
information available in meeting the
Department's Federal Reporting
requirements and necessary for
Federal grant applications

M Yes Standard Deloitte's solution will provide the foundation for
data and tools to support Department's Federal
Reporting requirements and necessary for Federal
grant applications, including the Healing Grant if
awarded to New Hampshire.
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HUSIM:sS KKQUIRKAIlCX rs

State Requirements

Req U

SiJHIUlAl)

Requirement Description Criticality

B4.1 The new System must accommodate
the anticipated number of users and
workstations at each location. In order
to support initial sizing expectations,
prior to completion of capacity
planning as part of this project, the
State has estimated the first phase
system must accommodate

approxirnately 2,000 intemal users
(25% active users, 5% concurrent) in
and for future use, 250,000 extemal
users (10% active users, 2%
concurrent) at this time, and all of
these users are expected to have a
workstation that will access the

System. These initial estimates will
be replaced with the finale user sizing
in the Capacity Plan.delivcrable as
part of the design phase.
Workstations, network, servers,
storage and WAN connectivity will
be recommended by the vendor to
ensure sizing to access and use the
system.

.. Vendor :"; :

Vendor
Response.

•Dcliyciy.
Method" IGohimehts

Yes Standard Deloitte's proposed solution leverages the State's
existing environments. The existing EBI
infmiructure is being designed to meet these same
requirements.

Upon finalization of estimates, Deioitte will work
with DHHS and DoIT to complete a capacity plan
and validate hardware, software, and infrastructure
requirements.
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1  hiisim:ss ukquikk.mkms

State Requirements Vendor '''• • -

Req it Requirement Description Criticality
. Vendor •

Response
Delivery'-
Method

.  'Comments

B4.2

f

The new shared infrastructurfe and

functional capabilities need be
designed to be operational 24 hours
per day (hours to be determined by
the state), 7 days per week, and 52
weeks per year, liie centralized
servers and resources and public
facing Web site will be designed to be
operational 7 days per week and 24
hours per day. No single disruption is
anticipated to last longer than 8 hours.
The System as a whole will be
available for use 99 percent of the
timeless mutually agreed and
scheduled service/maintenance

intervals.

M

\

Yes Standard The proposed application architecture would
support this requirement and we will work with
DHHS and DoIT to validate that the EBl

infmtructure being re-used to support the solution
to meet the uptime goals for the application.

B4.3 The new System must support
transparent failover capabilities using
high-availability architectural
elements.

M The proposed application architecture supports
clustering to provide failover. We will work with
DHHS and DoIT to validate that the EBl

infrastructure being re--used to support the solution
can meet the failover capabilities.

B4.4 Specify all equipment (if any)
required for the development and
operations of the solutions and
requirements defined in this RFP. The
equipment will be comprised of
industry standard and readily
available components.

M Yes Standard Deloine's proposed solution leverages the Slate's
existing environment. Complementary advanced
analytic components for digital data will reside in
the Google Cloud Platform (GCP). The details of
the GCP for the development and operations of the
solutions is defined under section 1.1.12 of the

response.
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'  jll'Comments

B4.5 Creating/viewing population-based or
individual-based alerts and

notifications

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to ad^ess this
requirement. Users will be able to manage their
notifications/alerts preferences \vith one click,
directly from the email.

B'4.6 Subscribing/Un-subscribing to
alerts/notifications of interest

• <

■■

M Yes Standard Deloitte meets this requirement leveraging
Tableau's inbuilt Subscribe/ Un-subscribe
functionality to manage alerts/notifications of
interest.

B4.7 Sending notifications through
prefcired notification method

M Yes Standard Deloitte meets this requiremeni leveraging the
notification methods supported by Tableau.

B4.8 Scheduling of distribution of reports
and notifications based on user input
via an "opt in" model

M

W'

Yes Standard AJert owners can sign-up themselves and other
users to receive alert emails in Tableau Server.

Each recipient opt-out of alerts with one click,
directly from email.
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B4.9 Describe the proposed solution to
meet 508 compliance and DoIT
compliance requirements. The
authentication and authorization

solution must be ADA compliant.

1

M-

•

•

Ycs Standard Deloitte's proposed solution will leverage Tableau
as (he end user interface with inbuilt 508

compliance per the terms of the license and
subscription agreements. We can provide the link
to vendor's compliance Web site. Authorization
will be provided through the existing DoIT active
directory being used for the current EBl scope of
work.

B4.10 Dctemuning who originates and
approves DAP investment proposals.

P Yes Standard Deloitte meets this requirement through the data
governance processes we will work with the State
to establish and align with the DAP investment
priorities and budget.

B4.l l Determining the approved
technologies and products developers
must use to build services.

M Yes Standard Deloitte's proposed solution uses industry standard
technologies and products lo build services with
capabilities to satisfy the system functional and
technical requirements. The core development
activities will be completed using developer
capabilities provided by Oracle, Informatica and
Tableau.
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B4.12 Defining the procedure for requesting
permission to use a service.

M Yes Standard Deloitte's project management policies will
include processes for service/access requests using
the Application Management Life cycle tool
Atlassian JIRA and/or the DoIT ticket system at
the Stales preference. Note: We advocate using Jira
for application specific issues (defects, change
requests, etc.) and DoIT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DoIT and
DHHS.

B4.13 Identifying (and executing) what
service and system testing is required
before deploying a service
enhancement.

M Yes Standard Deloitte-s Project plan will include standard
service and system testing phases with clearly
defined entry and exit criteria for every release
including service enhancements.

B4.I4 Promulgate policies, standards, and
guidelines

M Yes Standard Deloitte Project Management processes will be in
line with the PMI project management policies,
standards and guidelines as will data governance
standards.

B4.i5 Facilitation of processes M Yes Standard Deioittc will work with the State to facilitate
Project Management processes as well as standard
governance procedures from project inception
through closure.

B4.16 Collection, analysis and visualization
of metrics

M Yes Standard Deloitte's proposed solution will enable collection,
analysis and visualization of key metrics, as
defined in the RfP requirements and demonstrated
throughout our proposed solution.
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B4.I7 Administer the integration metadata —
for example, DAP metadata (such as
Web Services Description Language)
or business-to-business metadata

(such as electronic data

interchange/XML document-
standards).

■  M Yes Standard Deloitte's proposed solution will administer and
maintain a Metadata repository/dictionary to
identify and catalog all source data. We assume
that DHHS will have acquired Informalica
Enterprise Data Catalog or will elect to use the
Informatica Metadata Manager which is bundled
with the current license package and we would
plan to use that tool to meet this requirement.

Information about of teaming partner Google's
processes can be found here:

htiDs://cloud. uooule.com/daiaDreD/docs/html/lnsen
-Metadata 57.144600

B4.18 Monitor the associated governance
procedures, through one or more
repositories.

M Yes Standard . We assume that DHHS will have acquired
Infotmaiica Enterprise Data Catalog or will use
Informatica Metadata Manager-which is bundled
with the current licensing and will use either to
meet this requiremCTt.

B4.I9 Role-based Access and User

Provisioning - Technology
component that enables what '

information a particular user is
authorized to access.

M Yes Standard Deloitte's proposed solution will provide access
rights based on the job function and role, using the
concepts of least-privilege and nccd-to-know to
match access privileges to defined responsibilities.
This would be conpleted throu^ both Tableau
and Oracle privilege management.

1h
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• Continents

B4.20 Users' access rights shall be based on
what roles they play in the enterprise
(State and Counties) and/or what
groups they belong to for cxtcmal
entities.

M Yes Standard The solution will enable user roles to be defined,
with the built-in reports and can be customized to
display level of detail unique to each individual's
role-set, for both internal and external users.
Report and data access will be authenticated
through Active Directory and controlled throu^
Tableau and Oracle based on user roles and groups.

84.21 Role-Based Access shall include the

capability to enforce who can update
data versus access and view only.
Further, the update authority should
be defined at the field level within a

panel.

M Yes

"(

Standard Deloitte will leverage Tableau's Site Roles feature
to manage this requirement. Along with content
permissions, the site role determines who can
publish, interact with, or only view published
content, or who can manage the site's users and
administer the site itself. The tableau privilege
management will be complemented by Oracle
database privilege management.

84.22 Authentication of user identities -

Technology component that verifies
the identities of those seeking to
access client data. Shall include

strong authentication supported by an
appropriate infrastructure for identity
and access management.

M Yes Standard The proposed system leveraged the Slate active
directory with the strong authentication standards
defined and supported by DoIT.

84.23 The solution must have a mechanism

for Annual Reconciliation of users to

determine if access is still needed.

M Yes Standard The solution will leverage Tableau's admin
functionality to reconcile and manage user access.
We will work with DHHS and DoIT to establish a

review process which could be modeled from New
HEIGHTS or other existing system that manages
annual reconciliation and sample auditing.
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B4.24 Configure, install and train on the
existing Tableau environment to
allow for the usage of R
Programming

M Yes Standard Deloitte will configure, install and train the users
for usage of R programming based on the agreed
strategy for training (Train-the-Trainer or end user
training). User of R will have access to integrate
data from Tableau or directly from the Oracle
database and we will provide knowledge transfer
on our solution components that use R positioning
DHHS/DoIT to sustain and adapt the solution.

B4.25 Logging of activity - For financial,
operational, and legal reasons, the
solution must record all activities in a
log, which must be searchable to
allow administrators to identify any
abnormal pattern of activity.

M Yes Standard Deloitte's proposed solution leverages the Stale's
existing environments and the existing COTS
products, Informaiica, Oracle and Tableau contain
logs of all activity and administrator can search for
abnormal activities as needed;

B4.26 ' The solution must include the
capability to monitor activity
continually according to a set of pre
defined rules, and to notify
administrators when abnormal
activity is detected

M Yes Standard The applications being utilized provide logging for
ingestion into the States Qradar application for
alert management.
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Req #

B4.27

Slate Requirements

Requirement Description

Aulhorizaiion — Authorization shall
provide access control through
enforcement, and be used to
determine the specific scope of access
to grant to an identity. It must provide
real-time access policy decisions and
enforcement (based on identities,
attributes, roles, rules, entitlements
and so on). Users must be able to
access only what their job functions
allow them to access. For instance, if
a person is a "manager," then he or
she is granted the access necessary to
create or edit a performance review;
however, if a person is not a manager,
then he or she should be able to
review only his or her own

performance review, and only at a
specific stage of the review cycle.
Web access management (WAM),
externalized authorization

management, identity-aware networks
and digital rights management toots
are examples of authorization
technologies.

Cridcallty

M

1 Vendqr
Response'

"Dclivei^
"Method

Vendor^ ̂

ii iComments

Deloitte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator
for fine grained roles-based access management
completed by the Oracle privilege management.
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|!-;Commc'rits j";: '•
B4.28 Administrarion — Administration shall

offer a n>eans of performing identity-
related tasks (for instance, adding a
user account to a specific system^
Administration tools must provide an
automated means of performing
identity-related work that would
otherwise be performed by a human;
examples include tasks such as
creating, updating or deleting
identities (including credentials and
attributes), and administering access
policies (rules and entitlements). User
provisioning shall be considered a
part of administration technology.
Helpdesk agents shall have override
capabilities to correct data and
account errors.

M NO Standard Deloitte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator
for fine grained roles-based access management
completed by the Oracle privilege management.
We assume that the provisioning management will
be integrated with the DolT ticket system for
consolidated event management.

B4.29 Establishment of an agile State
enterprise technology platform based
on an DAP architecture

P Yes Standard The proposed DAP architecture tools and
methodology support agile and waterfall
development depending on project specific needs
and State preference.

B4.30 The selected vendor must work with

Department to ensure strategic
alignment between the deployed
technology and the future-state
business processes and opd^tional
model. This collaboration is to occur,
at a minimum, through the following
activities:

M Yes Standard Deloitte's Project Management team will work
with the State leadership team to ensure strategic
alignment between the deployed technology and
the future-state business processes and operational
model and if applicable the Healing Grant. We will
do so by leveraging our knowledge the current EBI
platform and proposed capabilities.

f  1
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Response
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B4.31 Work with Department Executive
Leadership and project team to refine
the overall vision for the project and
to develop a strategic plan for
managing change;

M Yes Standard Deloltte's Project Management team will work
with DHHS to establish a comrhunication plan and
strategy to strategic vision, governance and
stakeholder engagement, Including source system •
stakeholders.

B4.32 Cultivate ownership and teamwork
among stakeholders at executive
levels

P Yes Standard Deloitte project leadership will.facilitate recurring
leadership meetings to_review Project Management
processes to manage accountability and teamwork.
We will also work with DHHS to energize and
engage stakeholders for the purpose of this project
and the broader EBI/DAP goals of the DcDartmcnt

B4*;33 Define a change control process for
considering and accepting or denying
changes (policy, planning, design,
processes, etc.) throughout the project

M Yes Standard Deloltte's Project Management processes will
include Change Management process via a Change
Control Board to manage changes to following but
not limited to scope, timeline and cost, while
aligning with the overall strategic vision.

Training
B5.I Work with the Department to develop

and deliver training as appropriate to
State users

M Yes Standard Deloltte's solution will include training for State
users as defined in section 2.2, State Personnel and
Training ^
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State Requirements

Requirement Description

The System training, in addition to.
focusing on the navigation and use of
the System, must also focus on how
the System is integrated into the day-
to-day work of end users including
access level, new business processes
and/or workflows that the System will
support. Additionally, training for the
usage of the back-end environment,
informatica and database dimensional

design will be provided to a team
consisting of State of New Hampshire
database administrators, system
administrators and business analysis
responsible for the on-going
maintenance and support of the
system (outlined further in the
Technical training section).

Criticality

M

The selected vendor must provide the
Slate Project Manager with
documented evidence of each

trainee's competence to operate the
System and integrate its support in to
their day-to-day work. Training must
be of sufficient length to ensure
adequate comprehension. Training
must be provided "just in time" prior
to deployment and must
comprehensively address all System
operations as well as security
considerations.

M

•:Veh;dor'
Response

Yes

Yes

;Vend6rj|:^

Deilyciy,
iMethiod

Standard

Standard

Comments'

Deloitte's training plan will include functional
training to the end users' and technical training to
the administrators and analysis to equip them for
on-going maintenance and operation of the system.
The training mode) includes shadowing of
resources as well as formal training and computer-
based trainings.

Our approach to training is elaborated on in section
2.2, State Personnel and Training.

Deloine's training team will work with the trainees
to train them on system (technical and functional)
aspects of the implementation. The training
sessions will be scheduled prior to transition with
the system fully functional in the testing
environment.

The training material and sessions will be
documented with pre-defined acceptance and exit
criteria. Our approach to training is elaborated on
in section 2.2, State Personnel and Training.
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B5.4 The selected vendor must organize
and provide formal orientation and
training before System deployment, to
the State development and operations
staff so that they are able to manage
and maintain the System. •

M Yes Standard The Deloitte training team will facilitate training
sessions including kick-off, orientation and system
training sessions. The State operatioris staff
engaged in shadowing will have hands on
experience prior to hand over.

B5.5 The Contractor will also involve the •

State's technical staff in any
enhancements to the System to enable
the staff to become familiar with the

process.

M Yes Standard During operations the Slate's technical staff will be
integrated into the Deloitte team providing ftjll
transparency so they arc able to engage and
understand how changes/enhancements are .
integrated into the system.

B5.6 Effective training that will provide the
required skills to use this new
automated tool is critical to the

successful implementation and use of
the new System. The selected vendor
must develop user training curricula,
schedules, training materials and
training evaluation materials. The
selected vendor must maintain an

online training environment that
allows trainees to access the new

System. The selected vendor must
conduct facc-to-face, hands-on, user
training in logical groupings at
regional locations determined by the
State, and for managing all training
planning and logistics.

M Yes Standard Deloitte will develop training content/ material, -
schedule and facilitate training sessions, gather
feedback to enhance training effectiveness and
gather evaluation material. A'repository of this
content will be maintained and made available to

the State for future use. Deloitte will work the State

to create and manage a training calendar/ schedule
based on the state's training needs listed in the
requirement.

Our approach to training is elaborated on in section
2.2, State Personnel and Training.
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1 Mr^nninn

B6.1 The selected vendor shall develop a
prioritized list of data sources to
integrate and migrate into the
Enterprise Data Warehouse. The
selected vendor must identify.and
prioritize data sources required to
support each implementation phase.
Additionally, the selected vendor is
required to integrate each respective
data source into the Enterprise Data
Warehouse. The following arc the
initial list of data sources to be
migrated into the EDV and utilized to
create the Opioid Crisis dashboard:

M Yes

1

Standard The data sources will be listed and prioritized
depending on the requirement for each
implementation phase to be integrated into the
Enterprise Data Warehouse beginning with the
interfaces defined in the RFP for phase 1. Should
DHHS wish to reprioritize based on source system
constraints or evolving goals, we would work with
DHHS to rebalance priorities and plans.

B6.2 Medicaid and Comprehensive Health
Care Information System (CHIS):
Pharmacy, physical, behavioral health
care claims for all NH Medicaid
services and for most commercially
insured population in New
Hampshire. Medicaid member data
will be integrated into the EBI
warehouse under a separate effort by
Spring 2019.) i

M Yes Standard Deloitte will expand on its existing implementation
to integrate the additional commercials claims data
from the all payor database into the existing
schema. One of engagement leads, Greg Spino has
extensive experience with all payor claims data
integration in a data warehouse.
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B6.3 Child protection investigations and

findings including whether opioid or
other substance use is possible factor
in the case. Child Welfare
System/DCYF Cases

M Yes Standard Deloitte will integrate with the Child Welfare
finding results including the capturing of
opioid/substance use as a possible factor. We have
extensive experience working with the Bridges
team and will collaborate with them to extract the
applicable data. In addition, wc have integrated
child welfare data into HHS Interactive and have a
strong understanding of child welfare data.

B6.4 Automated Hospital Emergency
Department Data (AHEDD):
Statewide surveillance system collects
real-time data from all 26 New
Hampshire acute care hospital
emergency departments to detect
clusters or monitor potential health
threats in the population such as
respiratory illness during influenza
season, injuries during snow storms,
and drug overdoses during the current
opioid crisis.)

M Yes Standard The Deloitte solution will model and load these
(AHEDD) data into the environment to support
DAP. Our HHS Interactive solution also has a
baseline Tableau dashboard to report on emergency
admittance that would be extended using NH's
data.

B6.5 Vital Records Data: Real time birth
and mortality records certificates.
Data collected by the NH Division of
Vital Records for NH residents and
births or deaths occurring in NH. NH
resident out-of-state births arc
reported to NH through an interstate
exchange agrccnicnt.

M Yes Standard The Deloitte solution will integrate with the NH
Division of Vital Records to get Vital records data
on birth and mortality as part of the initial list of
data sources to be migrated to the EDW extending
the current EBI scope of work.
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B6.6 Drug overdose deaths data by
Fentanyl (no other drugs), Fentany)
and Other Drugs (excluding heroin),
Heroin (no other drugs). Heroin and
Other Drugs (excluding fentanyl).
Heroin and Fentanyl, Unknown
Opioids, Other Opiates/Opioids
determined by the Medical
Examincr.Medical Examiner Report

M Yes Standard The Deloitte solution will work with the State to
define the data needs and integrate this source into
the DAP environment, which we assume will be
enhanced by the NMS Labs test for fentanyl
analogs recently approved by NH's Governor and
Council. Our HHS Interactive solution also has a
baseline Tableau dashboard to report on overdoses
that would be extended using NH's data.

B6.7 Emergency Medical Services (EMS)
Trauma Emergency Medical Services
Information System (TEMSIS);
medical responses on Naloxonc
administration incidents data. A data
collection and analysis capability
system (hat provides for the
evaluation of the emergency medical
and trauma services system
(TEMSIS).

M Yes Standard The Deloitte solution will integrate with the
Trauma Emergency Medical ̂ rviccs Information
System (TEMSIS) to get medical responses on
Naloxonc administration incidents data as part of
the initial list of data sources to be migrated to the
EDW.

B6.8 ' Grant/State BDAS Treatment

Services: Medication assisted

treatment with Opioid/opiate,
methamphetamine, & cocaine/crack
admissions to state funded facilities.
An array of levels of care including
outpatient, intensive outpatient,
partial hospitalization, residential,
withdrawal management, and peer
and non-peer recovery support
services.

M Yes Standard The Deloitte solution will integrate with the
Grant/State BDAS Treatment Services to get data
on Medication assisted treatment with
Opioid/opiate, methamphetamine, & cocaine/crack
admissions to state funded facilities, as part of the
initial list of data sources to be migrated to the
EDW.
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B6.9 Population Data: Base data used for
calculation of population based rates.

M Yes Standard The Deloitte solution will integrate population data
used for calculation of population-based rates, as
pan of the initial list of data sources to be migrated
to the EDW.

B6.I0 NH Health WISDOM: Data access

for public health indicators via
interactive dashboards and

community profiles. Customize and
display data in maps, graphs, and
tables related to the NH State Health
Improvement Plan, NH
Environmental Public Health

Tracking Program, and (he NH
Occupational Health Surveillance
Program.

M Yes Standard The NH Health WISDOM application includes a
number of opioid data sources and dashboard
capabilities that overlap with the r^uirements of
this RPP and our HHS Interactive solution. We
will work DHHS and in specific the public health
team to determine how best to carry forward the
intellectual capital of Wisdom and to strengthen

'public health utilization of the EBl and DAP

platforms extending existing investments to further
empower analytics users and administrators.

B6.I1 T0 help ensure that the selected
vendor and the State Project team
fully understand the extent of the
work needed for data conversion, a
detailed study of conversion issues
and requirements will be r^uircd of
the selected vendor.

M Yes Standard We will work with DHHS and source systems to
develop a conversion and cleansing strategy for
each interface iteratively during the design phase in
advance of schema development. The results will'
influence the design and define the conversion
strategy and any potential issues.

B6.12 Conducting selected data source
analysis to determine conversion
requirements

M Yes Standard Deloitte will analyze data from the selected data
sources and review conversion/ mapping
requirements with State project team during design
sessions.
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B6.I3 Reviewing conversion analysis with

the Slate Project team, prepare
detailed data conversion plan
(addressing manual and electronic
data)

M Yes Standard Deloitte will document a Detailed data conversion
plan and the conversion requirements and
mappings will be documented and submitted for
State review. Review sessions will be scheduled
and facilitated by the Deloitte team.

B6.14 Defining sh-ategies for verifying
and/or correcting existing data

M Yes - Standard Deloitte's Data conversion plan will include
strategies on validating data quality and
cIcansing/corTcciing existing data using the
Informatica cleansing capabilities as required.

B6.15 Developing data conversion scripts
and test data conversion scripts

M Yes Standard The DeloineDevelopment and Testing teams will
develop and test the Informatica ETL scripts to
covert data from source systems to the Enterprise
Data warehouse.

B6.I6 In this task the selected vendor must

address data migration issues and a
plan must be in place to ensure the
validation of all conversion routines
and the accuracy and completeness of
all data.

M Yes Standard The Deloitte Data conversion plan will include
standard handling of exceptions and data migration
issues. A reconciliation report will be generated
after processing of the Informatica ETL to validate
accuracy and completeness of conversion and ETL

processing of data.

Data

Covcrnon

.  . 1

*

"

B7.1 Design and Implementation of a data
governance strategy

Yes Standard Deloitte will design and implement a Data
Governance Strategy (DOS) for the phase one.
scope of work that can be leveraged as a
framework for subsequent EBI activities.
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B7.2 A DAP initiative requires an
infrastructure reference model that
provides guidance for selecting
technologies and products when
implementing and deploying services.
The Vendor must design and
implement a DAP governance system
that addresses the following
requirements (at a minimum);

^ M Yes Standard

•

Deloitte' will employ a structured product selection
process extending the methods used to select the
current EBl platform components.

B7.3 Defining methods to ensure that the
services infrastructure supports
robust, secure, scalable, and
interoperable operations.

M, Yes Standard Deloitte's data governance strategy integrates data
governance with data modeling (DM), enterprise
architecture (EA) and business processes (BP),
overriding inter-departmental and technical silos
for greater visibility and control across domains.

B7.4 Identifying what are the approved or
standard technologies and products
for service development and
deployment.

M- Yes Standard Deloitte will leverage the processes defined in the
Data Governance Strategy to identify approved
and/ or standard technologies and products for
service development and deployment.

B7.5 Designing and implementing
methods, patterns, and technologies
that will be used to support security,
reliability, transaction, and
instrumentation requirements.

M

!■
Yes Standard Our proposed solution leverages the existing

platform carrying forivard security, reliability and .
instrumentation requirements of the EBl platform
and extending them for the DAP scope of work.
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B7.6 Determining who determines which
technologies and products go onto the
standards list.

M Yes Standard Out data governance frameworks to be refined in
cooperation with DHHS and DoIT outline the
requisite guidelines to create an cfTcclive
governance organization. The proposed
governance structure has four strata; An

cxecuiive/siecringconunittee, a Data Governance
Council (DGO), a cohort of Data Stewards, and a
Data Governance Office (DGO). Each stratum has
clear core responsibilities, and Deloltte will work
together with the State establish the framework for

Governance with DHHS and DofT coordinating
with and engaging the required sponsors and
stakeholders.

B7.7 Defining who needs to approve future
lcchnq[ogy and product decisions as
standards evolve in the futiu-c.

M Yes Standard The Data governance framework will have a
defined governance structure including an
Executive Steering committee to review and
approve future technology and product decisions.

B7.8 Service Design and Development M Yes Standard Service design and development will propagate the
standards currently being developed in cooperation
with DHHS and DoIT.

B7.9 Service design and development
precepts delegate decisions about
services to the appropriate architects
and developers. The Vendor must
design and implement a DAP
governance system that addresses the
following requirements (at a
minimum):

M Yes Standard The governance to be established during start-up
and elaborated on ihrou^oui the project life cycle
will design the roles and authorities of DHHS,
DoIT, vendor and other stakeholders to be

observed ihrou^out the project life cycle.
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B7.10 Defining a method(ology) lo ensure
thai services are built the rî l way.

M Yes Standard Dcloitte's Data Govemancc Framework will define
processes, policies and standards to ensure that
services arc built the rigju way.

B7.n Dctermjning the appropriate types of
models that must be implemented.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the appropriate type of models are
implemented driven based on policies and
standards.

B7.I2 Identifying si^ off or approval
requirements for service models.

M Yes Standard The Data Governance Framework will identify
sign-ofT or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.

B7.13 Delemuning the design patterns that
should be used to support DAP
principles.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the design patterns that should be
implemented driven based on policies and
standards.

87.14 Identifying sign off or approval
requirements system or service design
decisions.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. Wc recommend
usage of the cunreni Jira install to manage the
process and audit trail. r
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B7.15 Establishing technology standards for
a future project.

M Yes Standard Deloitte will Tevcrage our Data Governance
Framework and the lessons learned from the initial
and current implementations to establish
technology standards for a future project. The Data
Governance Framework will be updated, as
necessary, based on learnings.

B7.16 Determining technology selection
sign off or approval requirements.

M Yes Standard Deloitte will extend and improve upon the working
relationship with DHHS and DolT, including
formal usage of technology si^-off and approval.

B7.I7 Establishing standard designs for
message formats.

M _Yes Standard Deloitte will work with DHHS and DoIT to
establish a standard design for message formats.

B7.I8 Determining interface sign off or
approval procedures.

M Yes Standard Deloitte's Data governance framework and the
Agile Project Management Plan will define the
interface sign off and approval procedures which
will establish the format, protocol, and operational
responsibilities.

B7.19 Defining the required testing for DAP
projects.

M Yes Standard The Testing plan will detail the testing
requirements for the DAP project, including testing
of all associated tiers and recommended full
volume dress rehearsal (mock go-live) to validate
source system inputs and DAP outputs at scale

B7.20 Establishing completed project
acceptance requirements and
procedures.

M Yes Standard Deloitte's Agile Project Management Plan and the
cutovcr plan will establish completed project
acceptance requirements and procedures.
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Page ni-C.2-56 of 662



Atta(:JvnSBR<40rC^BkfbhSf¥|&<HdlMPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-(M3/RFP-20I9-DPHS-I9-DATAA

1  lUISIMCSS UKQlilKKMKM S
1  State Requirements

Req # Requirement Description Criticality
' Veridof...

Response
■'Delivery''
Method

;  . ■ 'ill-.'- ■
-.v- ^'-r^fc.Commehts V

-  ' •

B7.21 Creating a "prototyping or early
experience" capability to experiment
with and design enhancements to
rules^engines by the program group
for review and approval prior to
enlering a more formal development,
testing and release process.

M Yes Standard Our solution includes machine learning capabilities
that allow for prototyping and early experience for
iterative refinement, review and approval. If DHHS,
intended this requirement to include provision of a
"rules engine" like Oracle Policy management,
Drools, or IBM I-log (ODM), we recommend the
usage of the New HEIGHTS IBM ODM rules
engine to leverage existing enterprise assets.

B7.22 Configuration and release
management

M . Yes Standard We will extend the usage of GitHub to support
configuration management.

B7.23 Configuration management precepts
establish which developers or
administrators are responsible for
configuring a service and preparing it
for production deployment. Tlie
Vendor must build on and extend
New Hampshire's release
management processes, or develop
one if the existing process is mutually
determined to be not suitable.
Requirements in this area are to
include the following:

M Yes Standard Based on the ongoihg.experience and knowledge
of New Hampshire's release management process,
Deloitte will leverage existing processes to
configuration and release management.

1  •

87.24 Establishing objective criterion to
ensure that services are stable upon
production release.

M Yes Standard E>eloitte will develop a cutover plan and a go/.no-
go checklist that will establish mutually agreed
upon objective criterion to ensure that services are
stable upon production release.
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B7.25 Defining cnlirc deployable units
including its dependencies.

M Yes Standard Deloitte will leverage the Deployment plan to
establish processed for defining entire deployable
units including its dependencies.

B7.26 Defining who is responsible for
creating and version managing
configuration flies and deployment
packages.:

M Yes Standard Deloitte will work with the State to identify roles
and responsibilities for configuration and
deployment management and document in the
Deployment plan.

87.27 Establishing clear responsibilities and
requirements for system testing,
performance testing, and capacity
planning.

M Yes Standard Deloitte will work with the State to identify
requirements, roles and responsibilities for system
testing, performance testing, and capacity planning
and document in the Testing plan.

B7.28 Defining the service staging and
promotion process.

M Yes Standard This will be captured and documented in the
Deployment Plan.

B7.29 Defining and implementing services
registration procedures.

M Yes Standard Our solution is capable of supporting web services
..and if appropriate MulesofI may be utilized
dependent on source system capabilities and usage
of flat files and web services.

B7.30 Defining what information must be
captured pertaining to a service.

M Yes Standard Deloitte will facilitate design sessions with the
state to define-what information must be captured
from a service. This will be documented as part of
systems documentation.
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B7.31 Defining service provision and
instrumentation requirements.

M Yes Standard Our proposed solution leverages the service
provision "^d instrumentation provided throu^
Tableau and Informatica.

B7.32 Establishing signs off or approvals
required to migrate a service into
production.

M Yes Standard The Agile Project Management includes protocols
to establish sign-off or approval processes related
to migrating a service into production. We
recommend usage of the current Jira install to
manage the process and audit trail.

B7.33 Contract management M Yes

•

Standard We anticipate working with DHHS and DolT
collaboratively during the development of
requirements and design specifications based on
the Memorandum's of Understanding (MOU's) we
anticipate DHHS developing for the source
systems.

87.34 Contract management precepts shall
define the policies and processes that
potential service consumers use to
obtain permission to access a service.
The proposed DAP governance
solution may extend the existing
provisioning governance system if
suitable, or build a new one as
appropriate. The Vendor must design
and implement precepts in the
following areas:

M Yes Standard See below

•i

87.35 Ensuring that new consumers do not
crash the system through use,
operation or load.

M Yes Standard Deloitte's Testing plan will include load.and
j)erforTnance testing based on the users expected to
access the system and we will work with DolT to.
establish safeguards In the Oracle database to
protect against over usage.
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B7.36 Establishing the procedures for

requesting permission to use a
service.

M Yes Standard Deloitte will work with the State to establish
Systems Interface Plan with procedures for
requesting permission to use a service. Service
Level Agreements will be establiished for services
as part of the initial and future implementations.

B7.37 Identifying required information to
request permission to use a service.

M Yes Standard Deloitte's Systems Interface Plan will identify the
required information to request permission to use a
service including but not limited to frequency of
access, load, data extracted, service level
agreements, and support standard.

B7.38 Establishing an impact analysis to be
performed before granting permission
to new consumers.

M Yes Standard Deloitte will work with the State to identify the
type of analysis required before granting access.

B7.39 Deterrmning appropriate sign olTs or
approvals to granting permissions to
access the system.

M Yes Standard Deloitte will work with the State to establish a
formal approval process for internal and exicmal
user access to the system. These approvals'will be
documented for audit purposes. Access requests
are probably best managed through the DoIT ticket
system. Note: We advocate using Jira for
application specific issues (defects, change
requests, etc.) and DoIT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DoIT and
DHHS.
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B7.40 Establishing a framework to negotiate
service level agreements (SLAs) for
use of the system.

M Yes . Standard The data governance framework will be utilized to
establish a framework to negotiate service level
agreements for use of the system.

B7.41 Defining and implementing SLAs be
reported and enforced.

Yes Standard The plan will define a process for implementation
of established SLAs.

B7.42 Establishing processes to address
modificaiions or additional resources
that may be required to support the
SLAs.

M Yes Standard We will collaborate with DHHS and DolT to

establish processes including but not limited to
Service enhancements and additional resources
required to support the SLAs across the entities
responsible for system components and services.

B7.43

t

Defining appropriate testing practices
and procedures that are required
before a new consumer can be

provisioned.

M Yes Standard Dcloitte will establish a framework for the
different types of users including but not limited to
users who can publish, interact with, or only view
published content, or who can manage the site's
users and administer the site itself. These different
user roles will be tested for appropriate access by
setting up test users with the respective roles.

87.44 Establishing a process to provision
new consumers

M .  Yes Standard Deloitte will establish a framework with different
levels of user access, after working with the state,
and establish a process to get them the appropriate
access.

B7.45 Service monitoring and control M Yes Standard please sec 87.46 below.
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d7.46 Service monitoring and control
precepts must be designed and
implemented in such a manner as to
define responsibilities for issues-
related to operating a service. The
Vendor may build on and extend or
develop new service management and
operations governance by defining
and implementing precepts that
address the following:

M Yes Standard Through our deployment experience working with
similar Slates, we recognize the amplified level of
complexity associated with integrating data from
multiple source systems outside of the sponsor?
direct domain. Our service monitoring controls and
establish protocols for management of the
enterprise including source and subscribing
systems.

B7.47 Establishing controls and reporting to
ensure that services behave as

expected.

M Yes Standard Deloitte will leverage existing control to monitor
services and/ or generate error log/ exception
reporting to monitor the services.

B7.48 Defining instrumentation and
reporting to track service
consumption and utilization.

M Yes Standard The majority of consumption will be completed
through Tableau which has audit logging to track
consumption complemented by the Oracle database
logs and potentially Google analytics for Web site
monitoring. For Web services, either Informatica
or Mulesofl would be utilized and provide for the
required loKsine.

B7.49 Establishing methods and reporting
procedures to detect, eliminate and
prevent against unauthorized service
access.

M Yes Standard Ihe usage of the States active directory will pull
forward the strengths of DolT authentication
system. Additionally, the application logs could be
consolidated into the States Qradar application for
alert manaeement.

B7.50 Create tracking and reporting for
service SLA compliance and
violations.-

M Yes Standard Deloitte will collaborate with DHHS and DofT to
develop reporting for SLA Compliance and
violations.
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87.51 Identification of notifications and
escalation contacts and procedures for
■service issues and outages

M Yes Slaridard The escalation procedures at part of our standard
operations readiness planning and include
protocols not only for the EBl/DAP, but also for
integrated source systems with redundant
call/escalation tree logic. Service outages would be
reported through the DoIT ticket tracking system

87.52 Service monitoring and control
capabilities must be built into the
DAP runtime infrastructure. DAP
governance standards must define
where and how to use, report on and
enhance SLAs.

M Yes Standard On our enterprise data warehouse projects, we
work with our cliCTts doing similar work to
determine which metrics are to be monitored and
what tooling exists to support those measurements.
We will collaborate with DolT and DHHS to do
the same for the DAP oroieci.

87.53 Incident management M Yes Standard In addition to setting incident management
standards and processes, we recommend
integrating incident control with the DoIT
maintained ticketing system to track incidents and
responsible parties.

87.54 Incident management precq>ts shall
define and implement responsibilities
for monitoring and managing
problems and issues that arise during
the operation of the service. The
Vendor must build on and extend or
develop new incident management
governance by implementing precepts
that cover the following (at a
minimum); .

M Yes Standard We propose extending the DoIT ticketing system
and working \viih DoIT to develop a response
structure that assists in identifying the pertinent
parties for issue resolution based on roles (c.g
Oracle D8A, Tableau specialists, source system
owner, etc.) based on symptoms for sustainable
operations.

87.55 Design and implementation of
processes and procedures to manage
incidents and failures

M Yes Standard We recommend integrating incident control with
the DoIT maintained ticketing system to track
incidents and responsible parties and will work
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with DHHS and DolT to establish the protocols for
the supporting entities.

B7.56 Ocfinition/ldentification of
responsibiiities for end-to-end service
exception and fault tracking

M Yes Standard The system design and operational readiness will
define the logging, fault and exception functions
that support the DAP and the roles and
responsibilities for monitoring and root cause
identification and correction."

B7.57 Definition/Identification of

responsibilities for end-to-end service
error identification and resolution.

M Yes Standard See above.

87.58 Definition of the escalation path for
SLA violations.

M Yes Standard The escalation and notification process will be
established for SLA standards, including the usage
of tools (Jira/DolT ticketing system) and protocol
for elevating.

B7.59 Change management M Yes Standard Our change managerricnt methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 - Scope
Control.
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B7.60 Change control management precepts
shall define and implement
responsibilities for managing system
enhancement requests and service
versioning. The Vendor must build on
and extend or develop and implement
new change management governance
by defining precepts that cover (at a
minimum):

M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management, '
20 Rjsk & Issue Management and 21 - Scope
Control.

B7.61 Implement a process to manage
change requests and to ensure that
enhancements do not introduce
defects in the system.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management processes and
guidelines. A change control board consisting of
Slate and Deloitte project management will
evaluate potential changes and prioritize to future
releases based on criticality of change. Changes
will be tracked through the existing Jira instance,
including the approval to migrate based on test
results.

B7.62 Design and implement procedures for
requesting service enhancements.

M Yes Standard Deloine's Agile Project Management Plan will
include Change Management Plan with details on
the process for requesting service enhancements.

B7.63 Define what information is required
when requesting a service
enhancement.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the information requir^ while initiating a service
•enhancement including but not limited to scojjc
and reason of change; effort estimate, criticality of
enhancement, risk of not implementing the
enhancement.
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B7.64 Design an impact analysis process to.
be performed before a service
enhancement request is accepted.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on

, the impact analysis process.

B7.65 Define si^ off or approval
requirements for service enhancement
requests.

M Yes Standards'
'AT*

Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
sign-off or approval requirements for service
enhancement requests. We recommend using Jira
to track approvals and to provide the audit trail.

B7.66 Define roles, responsibilities and
sequence of events pertaining to the
implementation of an enhancement.

/

M- Yes Standard The Change Management plan will itKlude steps
after a service enhancement is aiJproved by the

.Change Control Board and a future release version
is identified.

87.67 Develop guidelines to assist the Stale
in paying for or funding an
enhancenreni.

M Yes Standard ! Prioritization and funding is based on numerous
, variables including important, complexity, funding
J;sourcc, human capital, dependent entities and other
similar factors. We will work DHHS to assist in
understanding the factors as well implications for
larger scale projects-which may qualify for
enhanced federal funding. •

B7.68 Define recommended methods and a
process for addressing enhancement
requests associated with regulatory
requirements.

M Yes Standard This will also be addressed via the Change
management process and the Change Control
Board while managing overall scope and timelines
of the implementation. In addition, Deloitte has a
national HHS practice that tracks market activities
and can assist in multi-state collaboration.
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HIISIM-SS RKQUIRKMlvM S

1  State Requirements L ' .. Vendorj. ^ . 1

Req#
-I

Requirement Description Criticality
.-.Vendor,.
Response

.rDellyery!
: Method'

■; i.tpmmehts-
B7.69; Define methods lo enable service

versioning and version
control/migration.

M Yes Standard Versioning will be controlled using GitHub to
complement the inherent controls of the stack
components.

B7.70 Establish guidelines on how long
should'a previous version(s) of the
service be maintained and
subsequently retired.

M

1

Yes Standard Deloitte will work with the State to establish
retention/ archive rules versioning, in general we
recorrunend retaining version history for audit
control purposes and historical reference for
similar future efforts.

B7.71 Define what de^ee of service and
system testing is required before
deploying a service enhancement.

M Yes Standard Deloitte will work with the siate-to review test
coverage plan and identify exit criteria for testing
of service enhancements. This will be documented
in the Testing plan.

87.72 Establish leading practices to mitigate
current consumer disruption when
deploying an enhancement.

■ M Yes Standard Deloitle will work with the state to review industry
standard practices to miti^tc user disruption
during deployments. This will be documented in
the Deployment plan and is standard operating
procedure.

B7.73 Develop procedure to notify
consumers of the enhancement or
changes to the system;

M ~~Y-cs~ ""Sia'ndard The Cdmmunit^tion plan will caphire procedures ~
to notify consumers of the upcoming system
enhancements, ideally leveraging existing
communication controls like Jira and the DolT
ticketing system.

B7.74 Develop and implemetit processes to
fall back to a system previous version
upon discovery of a critical defect.

M Yes Standard Deloitte will identify and document rollback
plan/strategy to fallback to-older system version
upon no-go of a planned service enhancement.
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lUiSlNKSS UKQUIKKMKM.S

State Requirements Vendor;]

Req #
1

Requirement Description Critical] ty
Vehdbr-j

^'Response
.kPeliyery'-'
"Method

iGoiiiihents

B7.75 Data Management M Yes Standard See below
B7.76 Desi^ and Implementation of a data

management strategy including data
warehousing, data quality, and data
integration capabilities. The strategy
will incorporate current practices and
the vendor will work with the current
teams.

M - Yes Standard Deloitte's Data Governance Framework defines a
data management strategy including but not limited
to data warehousing, data quality and data
integration capabilities.
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2. APPLICATION -SOFTWARE.

AlMM.ICA i lON KKQUIUK.MKM S

State Requirements
i.-.r, j .!

.Req# Requirement Description Criticality
-.[.Vendor ^
^Resj^nseV

.Delivery:
sM^thbd^

•r

ci:m:ral spixiiica r/oys

AI.l Ability 10 access.data using open standards access>
protocol (please specify supported versions in the
comments field).

M Yes Standard Informatica support multiple open
standards access protocols and will be
used to satisfy this requirement. If
required, Mulespfl could also be
utilized for data integration and
supports numerous open standards.

A1.2 Data is available in commonly used format over which
no entity has exclusive control, with the exception of
National or International standards. Data is not subject
to anycopyri^l, patent, trademark or other trade secret
regulation.

M Yes Standard Our proposed solution uses commonly
adapted data standards and does riot
include proprietary data formats.

A1.3 Web-based compatible and in conformance with the
following W3C standards: HTML5, CSS 2.1, XML 1.1

M Yes

1
1

1

Standard The navigation application and Tableau
will both be compatible with W3C
standards: HTML5, CSS 2.1, XML l.I

standard and we will use SortSite to

. validate the navigation application.

APPIJCATIOS SIXURITY

A2.1 Verify the identity or authenticate all of the system '
client applications before allowing use of the system to
prevent access to inappropriate or confidential data or
services.

M Yes

1

Standard Deloitte will work with the State to

determine and develop security
protocols for the application leveraging
The DbIT active directly and FTP
services standards.
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1  AIM'i.iCA l ION RKQUIKK.MKM S
1  State Requirements

r- Ven'dor

Req# Requirement Description Criticality
- Vendor

Response
. Delivery
. Method

Comments

A2.2 Verify the identity and authenticate all of the system's
human users before allowing them to use its capabilities
to prevent access to inappropriate or confidential data or
services. ^

i

M Yes Standard Deloitte will work with the state to

determine and confi^re appropriate
levels of user profiling and
corresponding system access. Deloitte
will only provide user access once the

State has provided format approval and
will authenticate using the DoIT
activate directory.

A2.3 Enforce unique user names for internal facing solution M Yes Standard User names and profile access will be
unique for the internal-facing solution
using the existing active directory
structure to minimize the security risks
associated with duplicate user names.

A2.4 Enforce complex passwords for Administrator Accounts
in accordance with DolT's statewide User Account and

Password Policy

M Yes Standard Deloitte will enforce complex
passwords for Administrator accounts,
and remain in accordance with DolT's

statewide policies, as displayed by
Deloitte's current compliance with
DolT standards by using the DoIT
active directory capability in our
system.

A2.5 Enforce the use of complex passwords for general users
using capital letters, numbers and special characters in
accordance with DolT's statewide User Account and

Password Policy.

M Yes Standard Deloitte will enforce complex
passwords for general user accounts,
and remain in accordance with DolT's
statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards throu^ usage of the
States activity directory solution.
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1  APIMJCATION KI'QUIUKMKNIS
1  ' State Requirements •: Vendor';??; iirip.V: "i.-"' -j

Req# Requirement Description Criticality
-• Vendor"

•'Response'
'Delivery'
Method

V  • fCoinmcnts

A2.6 Encrypt passwords in transmission and at rest within
the database.

M Yes Standard' Passwords will be encrypted through .
usage of the DolT active directory
which protects iri'transmission and at
rest within the database.

A2.7 Establish ability to expire passwords aOer a definite
■period of time in accordance'wiih DolT's statewide
User Account and Password Policy

M Yes Standard Deloiite will establish the ability to
expire passwords in accordance with
DolT's statewide policy, as displayed
by Deloitte's current compliance with
DolT standards.

A2.8 Provide the ability to limit the number of people that
can grant or change authorizations

M Yes Standard Deloitle will work with the State to
determine the number of people
requiring the ability to grant or change
authorization and develop user
permission roles accordingly.

A2.9 Establish ability to enforce session timeouts during
periods of inactivity.

M Yes Standard Deloitte will work with the State to
determine applicable inactivity periods
and will incorporate session timeouts
into the application which is
configurable through Tableau and ■
Informatica as well as Oracle.

A2.10 The application shall not store authentication
credentials or sensitive data in its code.

M Yes Standard The application will not store
authentication credenti^s or sensitive
data in code.

A2.1] Log all attempted accesses that fail identification,
authentication and authorization requirements.

M , Yes Standard Failed access attempts will be logged in
the States active directory which is
integrated with QRadar.
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1  APlMJCAl jON Itr.QlilRKMK.ViS

1  State Requirements VenBoi'rr "

Req U- Requirement Description Criticaiity
' ■•Ve'fidbr.Li,
Resj^hse

>J)cliveryj
: Method j^2'^Coiri'ment$ . ;

A2.12 The application shall log all activities to a central server
to prevent parties to application transactions from
denying that they have taken place.

M Yes Standard Natively, (he tableau, informatica and
Oracle databases will log data access.
Those logs can be aggregated into the
States existing QRa^r instance for
application management.

A2.13 All logs must be kept for (6 months) M Yes Standard Deloitte will work with the State to
determine archi\^ and purge
requirements for system security data
and logs which is configurable through
Tableau and Informatica for (heir
respective logs as well as Qradar if
utilized.

A2.14 The application must allow a human user to explicitly
terminate a session. No reinjianis of the prior session
should then remain.

M ■  Yes Standard Tableau will allow a usento end (exit)
or logout from a session;.which will
then be terminated.

A2.15 N/A M N/A N/A N/A
A2.16 The application Data shall be protected from

unauthorized use when at rest
M Yes Standard Deloitte's proposed solution leverages

the State's existing environments which
encrypts data rest in the Oracle
database.

A2.I7 The application shall keep any sensitive Data or
communications private from unauthorized individuals
and programs.

M Yes Standard Deloitte will work with the state to
determine and implement user access
roles and permission levels, to keep
sensitive data and communications
private from unauthorized individuals
and programs.
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1  Al'IMJCATION RKQlJIKKMKNrS

State Requirements .  •Vendor:':':

Req # Requirement Diescription Cridcality
-:Vendor.

Response
.^Deiiyei^:
. Method

• Comrrien'ts'".-. •'

A2.18 Subsequent application enhancements or upgrades shall
not remove or degrade security requirements

'..i.

M Yes Standard In the event of future application
enhancements or upgrades, Deloitte
will work with the Slate to determine

any corresponding security
enhancernents or up^ades without
degrading or removing security features
already in place. We recommend the
Jira workflow be established to include

a security validation task for
enhancements and upcrades.

A2.19 Use change managenKnt documentation and
procedures

M Yes Standard Deloitte's Agile Project Management
Plan will include Change Management
processes and guidelines.

A2.20 Web Services : The service provider shall use Web
services exclusively to interface with the State's data in
near real time when possible.

M Yes Standard Informatica can support web.services
with a plug-in and in addition, the State
has the option of leveraging'the
existing MulesofI enterprise platform
for web services integration. We will
work with DHHS to evaluate each

interface the source system options for
data integration and liming to minimize
data latency.
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3. TESTING

rKsriNt

1  State Requirements "v.- • i'- , • • . . Vend6f>>v;- ,

Req # Requirement Description Criticality
7;; ii^yeii'dorv.

■ fRMbdiriscJ?-
..Dieliv^ry
^ MctKbdr

1 ArrLiCATKhs sncuRrry n-sri,\c
Tl.l All components of the Software shall be

reviewed and tested to ensure they protect the
Slate's Web site and its related Data assets.

M Yes - Standard An application- vulnerability scan
will be completed to validate
compliance with industry
•benchmarks.

T1.2 The Vendor shall be responsible for providing
documentation of security testing, as
appropriate. Tests shall focus on the technical,
administrative and physical security controls
that have been designed into the System
architecture in order to provide the necessary
confidentiality, integrity and availability.

M Yes Standard Both application vulnerability and
penetration testing will be
cornpletrt to complement the user
control and permissions established
through re-use of existing
infrastructure.

T1.3 Provide evidence that supports the fact that
Identification and Authentication testing has
been recently accomplished; supports obtaining
information about those parties attempting to log
onto a system or application for security
purposes and the validation of users

M

V

Yes Standard As part of the Testing Plan we will
work with DolT to validate logging,
for active directory.

T1.4 Test for Access Control; supports the
n^nagement of permissions for logging onto a
computer or network

M Yes Standard The Testing Plan will include
checks for all user permission roles
and acce^ controls established.

TI.5 Test for encryption; supports the encoding of
data for security purposes, and for the ability to
access the data in a decrypted format from
r«]uired tools.

M . \ Yes Standard Encryption will be managed
throu^ the servCT platform, Oracle
database. Tableau FTP server, and
Informatica^ulesofl which are

being extended for this proiect.
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*ii:sriN(;

State Requirements i 'l.; 'Vendor r .'i -*' .|
Req ft Requirement Description Criticality >:r.ycndor .

- • Response'
Delivery"
/Method

; _ u; y" j.."

i^'ii/'-^-^iGofnmeritS"' ^ .
T1.6 Test the Intrusion Detection; supports the

detection of illegal entrance into a computer
system

M Yes Standard The Intrusion Detection using
pienetration testing will be
inte^ted by default with the
broader DoIT testing for access to
the on-premise infrastructure. We
will also perform application
penetration testing for the DAP
using Metasploit.

T1.7 Test the Verification feature; supports the
confirmation of authority to enter a computer
system, application or network

M

j

Yes Standard The proposed solution will use the
Slate's active directory which is
tested and validated.

T1.8 Test the User Management feature; supports the
administration of computer, application and
network accounts within an organization.

M Yes Standard Accounts will be managed using the
DolT active directory which will be
validated through the test plan.

TJ.9 Test Role/Pnvilege Management; supports the
granting of abilities to users or groups of users
of a computer, application or network

-  1 _

M Yes Standard The Testing Plan will verify
successful implementation of user
access roles as determined by the
Slate and implemented through
Tableau for end users with

complementarysecurity through
Oracle.

Tl.lO Test Audit Trail Capture and Analysis; supports
the identification and monitoring of activities
within an application or system

M Yes Standard TTie Testing Plan will include
verification of Audit Trail Capture
and Analysis capabilities.

Tl.l 1 Test Input Validation; ensures the application is
protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized
access of files and/or directories on the server.

M Yes Standard T^e Testing Plan will include
application vulnerability
management scanning against the
application prior to go live using
HP Fortify for code scanning and
fjcnctration test using Metasploit.
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1 _ IKSriNt
•

State Kequirements I";---- •••.•=■-l,--- •" ■•Vendbrii^' ' • ••■* . I
Req# .  Requirement Description Criticalit)' ^  Vendor.":

' irRespbnse. •
/belivfei^.
Mcthod;-

'• -f ! 'U. ■■
•  }:|j?tL[;i^Cbmme ; •

T.1.1
2

For web applicaiions, ensure the application
has been tested and hardened to prevent critical
application security flaws. ( At a mininium, the
application shall be tested against ail flaws
outlined in the Open Web Application Security
Proj«t (OWASP) TopTen
(http7/www.owasp.org/index.php/OWASP To
p Ten Project))

M

•>

Yes Standard The Web-based portion(s) of the
application, as applicable, will be
tested and prevent security flaws
using HP Fortify for code scanning
and penetration test using
Mctasploit.

T1.13 Provide the State with validation of 3rd party
security reviews performed on the application
and system environment. The review may
include a combination of vulnerability scanning,
penetration testing, static analysis of the source
code, and expert code review (pl^e specify
proposed methodology in the comments field)

M Yes Standard Deloitte's Advisory unit has
pofoirned 3"^ party validation for
New Hampshire as approved by
CMS and would pcrfbrm the
penetration and application
vulnerability scans.

T1.I4 Prior to the System being moved into
production, the Vendor shall provide results of
all.security testing to the Department of
Information Technology for review and
acceptance.

M Yes Standard The Testing Plan will include
validations performed in multiple
lest regions prior to Production, and
security testing results will be
provided to the DolT prior to
production.

T1.15 Vendor shall provide documented procedure
for migrating application modifications from
the User Acceptance Test Environment to the
Production Environment.

M

• h. •

t

Yes Standard Deloitte will work with the State to
establish protocols and procedures
for the migration of application
components from UAT
environments to Production. We
recommend approvals be captured
using Jira for control and audit trail.-yiAM)ARl) n:Sr/,\'G
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IKSriNt t.

1, State Requirements •-.....-..v . .yirr •• i'X'' •

Req# Requirement Description Criticality
■ Vcridbr .

■ Response' ..
pielivcry
Method

•• 'K- ifcu r:

-  V Comments

T2.1 The Vendor must test the software and the

system using an industry standard and State
approved testing methodology.

M Yes Standard Deloitte's Testing Team will work
with State .resources to develop a
Testing Plan in accordance with
industry standards.

T2.2 The Vendor must perform application stress
testing and tuning.

/

M Yes .

r . :

.•v ,

Standard The Testing Plan will include stress
. testing and tuning on all application
components as well as full volume
"mock Ro live" testing.

T2.3 The Vendor must provide documented
• procedure for how to sync Production with a
specific testing environment.

M Yes' Standard The configuration management plan
will provide procedures for
migrating changes through test
environments into production.

T2.4 Tlie vendor must define and test disaster

recovery procedures.
M . Yes Standard Deloitte will work with the State to

extend existing protocols for
disaster recovery from the current
EB! and assist with testing in
collaboration with DoIT.
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4. HOSTINC-CLOUP REQUIREMENTS
1  HOS I INC.CI.OUl) RKQlilRKMKN TS

State Requirements..

Req # Requirement Description Criticality
[-• ychdoK
Resp'onse- Method

OPIiRATIOS'S
—  —

Hl.l Vendor shall provide an
ANSiyTlA-942 Tier 3 Data

Center or equivalent. A tier 3
data center requires 1)
Multiple independent
distribution paths serving the
IT equipment, 2) All IT
equipment must be dual-
powered and fully compatible
with the topology of a site's
architecture and

3)ConcurTently maintainable
site infrastructure with

expected availability of
99.982%

M Yes Standard Deloirte's proposed solution leverages the State's existing
environments, for PI and PHI and us such inherits the protections
of the States data center.

The Google platform is Fedramp certified and will only be used
for de-identified data provided by Google from there digital
search repository and if agreeable with the State a de-identified
extract of the all payor claims database.

TTie Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H1.2 Vendor shall maintain a"

secure hosting environment
providing all necessary
hardware, software, and

Internet bandwidth to manage
the application and support
users with permission based
logins.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. The data sourced from Google will be de-identified
and will imported into the DAP consistent with other input data
sources for end user access from the on-premise DAP.

H1.3 The Data Center must be

physically secured -
restricted access to the site to

personnel with controls such
as biometric, badge, and
others security solutions.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and physical controls.
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IIOS 1 ING-CI.OUl) KKQIilKKMKN'fS

State Requirements .Vendor, |

Req U Requirement Description Gridcalit}' Vehdoir

Response
Delivery"
Meth(^'

, , • •• . • ••

■•Gb'mments
Policies for granting access

.must be in place and
followed. Access shall only
be granted to those with a
neaJ to perform tasks in the
Data Center.

HI.4 Vendor shall install and
update all server patches,
updates, and other utilities
within 60 days of release
from the manufacturer.

M Yes Standard Deloitte will provide the mentioned system maintenance as it .
remains in accordance with the Vendor contract in cooperation
with DolT (e.g. Oracle).

HI.5 Vendor shall monitor System,
security, and application logs.

M Yes Standard Deloitie's proposed solution leverages the State's e.xisting
environments. Deloitte will monitor logs as part of'systcm
maintenance and support activities included within the scope of
the contract.

HI.6 Vendor shall manage the
sharing of data resources.

M Yes Standard Deloitte will work with the State to determine policies
surrounding data resource sharing and implement/follow the
determined protocols.

HI.7 Vendor shall manage daily
backups, off-site data storage,
and restore operations.

M Yes Standard Deloitie's proposed solution leverages the Stale's existing
environments. Daily back-ups, off-site data storage, and restore
operations will all be managed and documented in the
Deployment Plan. The Google platform will not serve as the
primary source of data which would require backup, although the
platform is backed up as a GCP standard.
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1  ' IN<i-Civ()l/l) RKQUIHKiMKM S
state Requirements

\  :;yendor ^ .Vi-'i \ i."!:
Req # Requirement Description Criticality .Vendpr .

• Response
.Deiivciy-
Meth(^ ■ .v.'dVmmerits'-- -'l- -

Hi.8 TTie Vendor shall monitor

physical hardware.
M Yes Standard Otloiwe's proposed solution leverages the Stale's existing

environments and DolT monitors physical hardware.

HI.9 Remote access shall be

customized to the State's
business application. In
instances where the State

requires access to the
application or server
resources not in the DMZ, the
Vendor shall provide remote
desktop connection to the

serverthrough secure
protocols such as a Virtual
Private Network (VPN).

M Yes Standard Deloitte's proposed solution leverages the Slate's existing
environments and VPN network as required.

HI.10 The Vendor shall report any
breach in security in
conformance wiA State of
NH RSA 359-0:20. Any
person engaged in trade or
commerce that is subject to
RSA 358-A:3,1 shall also
notify the regulator which has
primary regulatory authority
over such trade or commerce.

Ail other persons shall notify
the New Hampshire attorney
general's office.

M Yes ' Standard Any breaches in security will be reported to the designated DAP
security lead for DHHS.
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IIOSriNC.CI.Oljl) RKQIJIRIC.MI-N'IS

State Requirements

Req # Requirement Description Criticality yenidior-
Response

Delivery-
■= .Method •" •^(^mments ;

H2.1 Vendor shall have
documented.disaster recovery
plans (hat address the
recovery of lost State data as
well as their own. Systems
shall be architected to meet
the defined recovery needs.

M Yes Standard Dcloitte's proposed solution leverages the State's existing
environments and supporting disaster recovery plans which will
be extended to support this project Our teaming partner Google's
disaster recovery plans can be found here:
lutps;//cloud.uoo iile.com/sol ulions/dr-scenarios-for-data.
However, the GCP is a source system and will not be a primary
data store for DHHS's defined source data.

H2.2 The disaster recovery plan
shall identify appropriate
methods for procuring
additional hardware in the
event of a component failure.
In most instances, systems
shall ofTer a level of
redundancy so the loss of a
drive or power supply will
not be sufficient to terminate
services however, these failed
components will have to be
replaced.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments arnl we do not anticipate the acquisition of
additional hardware unless DHHS/DolT elect to modify the
current disaster recovery plan which does not include a hot site.

N
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1  IIOSnNC-CI.OUl) KI-QUIKKMI-NTS
State Requirements "  'Vendor./"' -•Vj.V'v-'. '•] yl'

Req # Requirement Description Criticality Vendor >.
Response

rDelivei^-
. 'Method' •y

■  . ■: . . ' Gominents - _ ■
H2.3 Vendor shall adhere (o a

defined and documented
back>up schedule and
procedure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
proposed solution. The Deployment Plan will docurhent all back
up schedules will be jointly developed with DoIT.

Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H2.4 Back-up copies of data are
made for the purpose of
facilitating a restore of the
data in the event of data loss
or System failure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments, including backup copies in cooperation with DoIT.
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State Requirements

Req# Requirement Description

IIOS I INCi-CLOlil) KKQIilRKMKNTS

Cridcality
'VelTdbr-
Res'pbn'se

-.■Delivery*
- Miethbd

Vendor;-

.Comments
• .3K •

H2.5

H2.6

Scheduled backups of all
servers must be completed
regularly. The minimum
acceptable frequency is
differential backup daily, and
complete backup weekly.

Tapes or other back-up media
tapes must be securely
transferred from the site to
another secure location to
avoid complete data loss with
the loss of a facility.

M Yes Standard Deloitte's proposed solution leverages the State's.existing
environments. The Deployment Plan will detail all scheduled
server back-ups, which will at minimum occur daily for
differential backup and weekly for complete backup.as jointly
agreed upon by DoIT.

M Yes Standard Dcloitte's proposed solution leverages the State's existing
environments and back-up media and storage.
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lOS i l.VC-CI.OUl) RFQUIKKMICN TS

State Requirements ."•'i' '
Vendor

Req# Requirement Description Cridcality
^Vendor i

Respbhise.
■.Delivery;:
'Method ,1 •  -Gbmm'ents

•',v •• " - !Th"5 •
H2.7 Data recovery - In the event

that recovery back to the last
backup is not sufficient to
recover State Data, the
Vendor shall employ the use
of database logs in addition to
backup media in the
restoration of the database(s)
to afford a much closer to
real-time recovery. To do
this, logs must be moved off
the volume containing the
database with a frequency to
match the business needs.

M Yes Standard Deloitte will work with the State to determine the frequency with
which logs are moved to maintain the ability to perform near real-
lime.recovery: Working with DolT, we would have the option of
recovering from the database logs. Because we use a staging area
to maintain the EBI/DAP platform we would have the option of
recovering from the staging areas if required.

H3.1 The Vendor shall employ
security measures ensure thai
the State's application and
data is protected and how the
system will meet all Federal
and State'requirements
currently in law and rules
protecting sensitive personal
health information, as
outlined in the Health
Insurance Portability and
Accountability Act (HIPAA)
and the more stringent Title
42 Code of Federal
Regulations (CFR) Part 2:

M Yes Deloitte will work with the State, and the Data Governance Plan
will document all standards for data management, usage, and
protection in the application and tangential systems based on our
extensive experience supporting the security requirements for
PI/PHI aCTOSs numerous State clients, including New Hampshire.

Our teaming partner Google's security approach can be found
here: https://cloud.>£oogle.coin/$ecufit\^coinDliance/hioaa/.
However, we will not store PHI or PI on the GCP.
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State Requirements
---V • -••^^Veiido ..

Req# Requirement Description Criticallty
: ■■ Yeri'dor f
Response

;,i^livcry
: Method .

■■■■ ' t,-" ' -
.  . Comments' . . ■ ,

(Confidentiality of Substance
Use Disorder Patient Records

regulation), ̂  outlined by the
Federal Substance Abuse

Mental Health Services

Administration (SAMHSA)
and the Office of the National

Coordinator for Health

Information Technology
(ONC)

H3.2 If State data is hosted on

multiple servers, data
exchanges between and
among servers must be

encr>Tpted.

M Yes Standard The hosting will be contained on the on-premise DolT platform
with augmented data/capacity on the GCP which will be de-
identified and encrypted.

Our teaming partner Google's encryption policies can be found
here: https://cloud.google.conYkms/docs/encrypt-dccrypf

H3.3 All servers and devices must

have currently-supported and
hardened operating systems,
the latest anti-viral, anti-
hacker, anti-spam, anti-
spyware, and anti-malware

utilities. The environment, as
a whole, shall have

aggressive intrusion-detection
and firewall protection.

M Yes Standard Dcloitte will work with the State to leverage the existing DolT
infrastructure and to support version management for the
application components introduced through the DAP.

Our teaming partner Google's compatibility protocols can be
found here:

https://cloud.google.coin/blog/producis/gcp/exploring-coniainer-
security-running-a-light-ship-with-kubcmeles-engine-1 -10
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1  IIOSIINC-C

Req U Requirement Description Criticality
rRespohscp^

■"E)elivcn'^

H3.4 All componenis of the
infrastrucrure shall be
reviewed and tested to ensure
they protect the Stale's
hardware, soflware, and its
related data assets. Tests shall
focus on the technical,
administrative and physical
security controls that have
.been designed into the
System architecture in order
to provide confidentiality,
integrity and availability.

M Yes Standard The Testing Plan will include verification of the new
infrastructure components and will extend the current controls in
place for the EB! components being leveraged.

H3.5 TTie Vendor shall ensure its
complete cooperation with -
the State's Chief Information
Officer in the detection of
any security vulnerability of
the hosting infrastructure.

M Yes Standard In the event of security vulnerability, Deloitte will cooperate and-
collaborate with the Stale's Chief Information Officer and all
other related parties as it relates to our scope of work and
responsibilities.

H3.6 The Vendor shall authorize
the State to perform
scheduled and random
security audits, including
vulnerability assessments, of
the Vendor' hosting
infrastructure and/or the
application upon request.

M Yes Standard Deloitte will work with the Slate to provide support and/or access
to complete security audits and vulnerability assessments.
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1  State Requirements

Req # Requirement Description Criticality
Vendor

' Response
Delivery ;

■Method.:^
•••• -.V •• • .. . . . .

V  Comments"; . . . .
.'it's' M.;: ' • .

H3.7 All servers and devices must
have event logging enabled.
Logs must be protected with
access limited to only
authori^ administrators.
Logs shall include System,
Application, Web and
Database logs.

M Yes Standard Event logging will be enabled on all servers and devices. Deloitie
will work with DHHS and DolT to deiemiine the user access roles
that will have access to these logs, including Tableau and
Informatica and with DoIT in specific for Oracle and active
directory logging.

H3.8 Operating Systems (OS) and
Databases (DB) shall be built
and hardend in accordance
with guidelines set forth by
CIS.NlSTorNSA

M Yes Standard Both Operating Systems and Databases will extend the current
Oracle platform supported and based on DolT standards.

H3.9 The Vendor shall notify the
Slate's Project Manager of
any security breaches within
two (2) hours of the lime thai
the Vendor learns of their
occurrence.

M Yes

-

Standard Deloitte will notify the Stale's Project.Manager within the
specified timeline of security breaches.

H3.10 The Vendor shall be solely
liable for costs associated
with any breach of State data
housed at their location(s)
including but not limited to
notification and any damages
assessed by the courts.

M ;  Yes Standard Deloitte will be fully responsible for the costs incurred as a direct
result of any breaches we cause, per the terms of the mutually
agreeable contract for any breach of State data housed at our
location.
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lUXS'l I^^^CI.()UI) RKQUIRKiNlKNT.S

State Requirements -vvi-U- r-;.'...-. Vendor ^ jj-. ■ .v -

Req # Requirement Description . Criti.calit>' -Vendor

Response '
Delivery-
Method

. ■ -J- ■ i ''
Co^tneiits

H3.I1 The cloud services if used
will be FEDRAMP compliant

M Yes Standard Our team partner Google's Cloud Platform is FEDRAMP
Moderate, and will likely be FEDRAMP High by January 2019.
The Informaiica layer is FEDRAMP High will be used to lower
information security layer needed before transfer to GCP.
Additionally, only dc-identified data will be housed on the GCP.

H4.1 The Vendor's System support
and maintenance shall

commence upon the Effective
Date and extend through the
end of the Contract term, and
any extensions thereof.

M Yes Standard- Support and maintenance of the system will commence upon the
effective date and extend through the end of the contract and any
extensions thereof in accordance with the contract.

H4.2 The vendor shall maintain the

hardware and Sofhvare in

accordance with the

specifications, terms, and
requirements of the Contract,
including providing, upgrades
and fixes as required.

M Yes Standard .Deloitte will maintain the applicable software and hardware
within the terms set forth in the Contract based on defined
responsibilities shared between the vendor, DolT and DHHS (e.g.
DoIT maintains the EBI platform and network being leveraged s
part of the DAP project.).

H4.3 The vendor shall repair or
replace the hardware or
sofhvare, or any portion
thereof, so that the System
operates in accordance with
the Specifications, terms, and
requirements of the Contract.

M Yes Standard The proposed solution utilizes hardware and software acquired by
the State. We will collaborate with the Slate to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract.
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State Requirements -; • / • "i>

Req # . Requirement Description Criticality Vendbr^-
Response -

: pdivery,"
Method ' \'C6ramcntS;,.' • r

H4.4 All hardware and software
components of the Vendor
hosting infrastructure shall be
fully supported by their
respective manufacturers at
all times. All critical patches,
for operating systems,
databases, web services, etc,
shall be applied within sixty
(60) days of release by their
respective manufacturers.

Yes Standard The proposed solution utilizes hardware and software acquired by
the Slate. We will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract. The Google Cloud Platform (GCP)
will be maintained by Google as a service.

H4.5 T^e State shall have
unlimited-access, via phone
or Email, to the Vendor
technical support staff
between the hours of $:30am
to 5:00pm- Monday throu^
Friday EST;

M Yes '  Standard- Deloitte technical support staff will be available to the Vendor
through phone or email between the hours of 8:30am and 5:00pm
EST Monday through Friday.

I
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State Requirements

Req ft

H4.6

Requirement Description

The Vendor shall conform lo

the specific deficiency class
as described: o Class A

Deficiency — Software —
Critical, does not allow
System to operate, no work
around, demands immediate
action; Written

Documentation - missing
significant portions of
information or unintelligible
lo State; Non Software -

Services were inadequate and
require re-performance of the
Service.

0 Class B Deficiency -
Software - important, does
not stop operation and/or
there is a work around and

user can perform tasks;
Written Documentation -

portions of information are
missing but not enough to
make the document

unintelligible; Non Software
- Services were deficient,
require reworking, but do not
require re-performance of the
Service.

o Class C Deficiency -
Software - minimal, cosmetic

nosriNc-ci.oul) rkquikkmknts

Crlticality

M

■j-.-'i-

^ Vcriddf-
Response

Yes

Dieiive^
Method

Standard

'Vcridbr 7

'^'CbmhientS' '.-V

Deloitte will conform to the specified deficiency classes when
assessing potential solution defects.
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Req U

State Requirements

Requirement Description

in nature, minimal effect on

System, low priority and/or
user can use System; Written
Documentation - minima!
changes required and of
minor editing nature; Non
Software - Services require
only minor reworking and do
not require re-performance of
the Service.

H<jsii.\(;.ci.()iji) ki:quikkmi:ms

Cridcality Vendor

Response
Delivery
Method

Vendor

Comments
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State Requirements '•V; At = ~ Vendor-!•

Req# Requirement Description Criticalit)'
Veddbr;
Response

Dellyery-
Niethod ■

-J i-'i- •.. .
Comments : -j,

H4.7 As part of the maintenance
agreement, ongoing support
issues shall be responded (o
according to the following:
a. Class A Deficiencies - The

Vendor shall have available

to the State on-call telephone
assistance, with issue tracking
available to the State, eight
(8) hours per day and five (5)
days a week with an
email/telephone response
within two (2) hours of
request; or the Vendor shall

provide support on-site or
with remote diagnostic
Services, within four (4)
business hours of a request;
b. Class B & C Deficiencies -

The State shall notify the
Vendor of such Deficiencies

during regular business hours
and the Vendor shall respond
back within four (4) hours of
notification of planned
corrective action; The Vendor

shall repair or replace
Software, and provide
maintenance of the Software

in accordance with the

Specifications. Terms and

M Yes Standard Deloitte will work with the State resources to provide '
maintenance of ongoing support issues per the terms of the
contract.
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Ho.s 1 iN(7-Ci.oui) ui:quiri:mi:.vi.s

State Requirements

Reqff Requirement Description Griticality jlT^yendbr."
Response

Deliyeii^'
■ Mcthbii' •• ■r-

Requirements of.the
Contract;

'

H4.8 The hosting server for the
Slate shall be available
twenty-four (24) hours a day,
7 days a week except for
during scheduled
mainienaince.

M Yes Standard Deloitte will work with the Stale and DolT to provide 24/7 access
to the hosting server, except for scheduled maintenance windows.

H4.9 A regularly scheduled
maintenance window shall be
identified (such as weekly,
monthly, or quarterly) at
which time all relevant server
patches and application
upgrades shall be applied.

M Yes Standard Deloitte will work with the State to determine scheduled
maintenance windows and use the determined windows for server
patches and application upgrades in conjunction with DolT.
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State Requirements

Req ft Requirement Description Criticalit}' •^•yeriddi^^^
.'Respond:

^Dcliycry r
- (Vfctitod • 'fGpmments "j"

H4.10 If The Vendor is unable to

meet the uptime requirement.
The Vendor shall widii
State's account in im amount
based upon the following
formula: (Total Contract Item
Price/365) x Number of Days
Contract Item Not Provided.
The Stale must request this
credit in writing.

M Yes Standard In the event of a failure to meet a mutually agreed uptime
requirement and where Deloirte is determined to be solely at fault,
Deloitte will provide the State with credit in accordance with a
mutually agreed credit formula which can be similar to the
described requirement. However, we would like to clarify the
baseline cost upon which the credit would be calculated, agree to
a reasonable cap on the credit per month, and a grace period aHer
go live where credits would not apply. Additionally, we would
like to propose that the uptime requirement be calculated based on
a monthly average achievement.

H4.11 The Vendor shall use a

change management policy
for notification and tracking
of change requests as well as
critical outages.

M Yes Standard Deloitte's Agile Project Management Plan will include Change
Management processes and guidelines, including those related to
notification and tracking of change requests. We recommend
using the existing lira instance for change requests and the DolT
ticketing system for critical outages consistent with State
standards.

H4.I2 A critical outage will be
designated when a business
function cannot be met by a
nonperforming application
and (here is no work around

to the problem.

M Yes Standard Deloitte will adhere to the stated definition of a critical outage and
will work with the State to identify action plans in accordance
with the protocols mentioned above.

H4.I3 The Vendor shall maintain a

record of the activities related

to repair or maintenance
activities performed for the
State and shall report
quarterly on the fallowing:
Server up-time; All change
requests implemented,
including operating system

M Yes Standard Deloitte will work with the State to determine a tracking
methodology for repair/maintenance-relaied activities and will
provide the State with quarterly reports on the requested metrics,
including incidents tracked through the DolT ticketing system for
infrastructure maintenance and Jira for application defect tracking.
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State Requirements

Req# Requirement Description Criticality
•Vendor .

.-Response -
Dclivcry;
Method

Comments . . •; r

patches; All critical outages
reported inci^ing actual
issue and resolution; Number
of deficiencies reported by
class with initial response
time as well as time to close.

-

H4.I4 , The Vendor will give two-
business days prior
notification to the State

Project Manager of all
changes/updates and provide
the State with training due to
the upgrades and changes.

M Yes .Standard Deloitte will provide the State with notification of two business
days for all changes and updates and provide the State with
training that results from the changes and updates.
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5. SUPPORT & MAINTENANCE

1  suppour & maini knanci: uicquirkmknis

State Requirements ' . Vendor'"•

Req
#

Requirement Description Criticality
r ychdd'r--

. Respoti'se-
J)eliycry;
Method-

■  -vComm^

\ SUPPORTS: ;U/l/A'7/;;V^IA'G7;/?/;C>^V/?/:3//;:Vy:y ' - -•

Sl.l The Vendor's System support and maintenance shall
commence upon the Effective Date and extend through the
end of the Contract term, and any extensions thereof.

M Yes Standard Support and maintenance for the
system will commence on the
Effective Date and extend through the
end of the Contract term and any
extensions thereof.

S1.2 Maintain the hardware and Software in accordance with
the Specifications, terms, and requirements of the Contract,
including providing, upgrades and fixes as required.

M Yes Standard Hardware and sofhvare components
of the application will be maintained
in accordance with the Contract in

cooperation with D6IT.

S1.3 Repair Sofhvare, or any portion thereof, so that the System
operates in accordance with the Specifications, terms, and
requirements of the Contract.

M Yes

1

Standard In the event of repairs being
necessitated, Deloitte will repair
software components in accordance
with the Contract specifications and
responsibilities.

SI.4 The Stale shall have unlimited access, via phone or Email,
to the Vendor technical support staff between the hours of
8:30am to 5:00pm- Monday through Friday EST;

M Yes ' Standard Deloitte's technical support staff will
be available to the Vendor through
phone or email betwccri the hours of
8:30am and 5;00pm EST Monday
through Friday.
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Req
#

State Requirements

Requirement Description Criticalit)'

^y^n'dor

Vendor

Response
Dclive^
Method

- • v.. I' ■

"'Tk'-'
.Comments'

SI.5

SI.6

The Vendor response time for support shall conform to
the specific deficiency class as described below or as
agre^ to by the parties: o Class A Deficiency - Software
- Critical, does not allow System to operate, no work
around, demands Immediate action; Written
Documentation - missing significant portions of
information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of
the Service, o Class B Deficiency - Software - important,
does not stop operation and/or there is a work around and
user can perform tasks; Written Documentation - portions
of information are missing but not enough to make the
document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-
performance of the Service, o Class C Deficiency -
Software - minimal, cosmetic in nature, minimal effect
on System, low priority and/or user can use System;
Written Documentation - minimal changes required and
of minor editing nature; Non Software - Services require
only minor reworking and do not require.rc-performance
of the Service.

The Vendor shall make available to the State the latest

program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that arc
generally offered to its customers, at no additional cost.

M

M Yes Standard

Response times for system
deficiencies will align with the
appropriate deficiency class as
outlined.

Program updates, general
maintenance releases, and
functionality releases/patches will be
made available to the Stale as
generally offered.
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State Requirements y^ifdof

Req
n

Requirement Description Crlticality
.^Vendor" ̂

Response
.Dclivcfy"-;
Method

t . Comments '

SI.7 For all maintenance Services calls. The Vendor shall
oisure the following information will be collected and
maintained: 1) nature of the Deficiency; 2) current status
of the Deficiency; 3) action plans, dates, and times; 4)
expected and actual completion time; 5) Deficiency
resolution information, 6) Resolved by, 7) Identifying
number i.e. work order number, 8) Issue identified by;

P Yes ■ Standard The stated information will be

collected, tracked, and maintained for
all maintenance calls in Jira.

SI.8 The Vendor must work with the State to identify and
troubleshool potentially large-scale System failures or
Deficiencies by collecting the following information: 1)
mean time between reported Deficiencies with the
Software; 2) diagnosis of the root cause of the problem;
and 3) identification of repeat calls or repeat Software
problems.

P Yes Standard Deloitte will work with the State to

identify and troubleshoot potential
large-scale system failures. This
process will include collection of the
mentioned information and tracking
in Jira for accumulation of prior
issues and resolution for future use
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Req
n

SI.9

SI.10

SI.M

State Requirements

Requirement Description

As pan of the Software maintenance agreemenl, ongoing
software maintenance and support issues, shall be
responded to according to the following or as agreed to by
the parties: a. Class A Deficiencies - The Vendor shall
have available to the State on^call telephone assistance,
with issue tracking available to the Slate, eight (8) hours
per day and five (5) days a week with an email/telephone
response within two (2) hours of request; or the Vendor
shall provide support on-siie or with remote diagnostic
Services, within four (4) business hours of a request; b.
Class B & C Deficiencies -The State shall notify the
Vendor of such Deficiencies during regular business hours
and the Vendor shall respond back within four (4) hours of
notification of planned corrective action; The Vendor shall
repair or replace Software, and providc maintcnanceof the
Software in accordance with the Specifications, Terms and
Requirements of the Contract; or as between the
parties

The Vendor shall use a change management policy for
notification and tracking of change requests as well as
critical outages.

A critical outage will be designated when a business
function cannot be met by a nonperforming application and
there is no work around to the problem.

Criticality

M

M

M

Vendor.

rRespdhse

.. Vendor ?

Yes

Yes

■pcllvery
^i^lethdd-
Standard

Standard

Yes Standard

- ■ Comments

Ongoing software maintenance and
support issues will be responded to in
accordance with the defined
deficiency classes or as agreed upon
by the parties. "

Dcloittc's Agile Project Management
Plan will include Change
Management processes and
guidelines, including those related to
notification and tracking of change
requests in Jira.
Deloitte will adhere to the stated
definition ofa critical outage and will
work with the State to identify action
plans in accordance with protocols
mentioned above and visibility and
tracking using the DolT ticket
tracking for incidents.
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1  SljPI'OKT&MAlN I KNANCK KKQUIKKMflMS
1  State Requirements . T i . "• Vendor '

Req
#

Requirement Description Gridcality
Vendor"

Response
-Delivery
Method

Comments

81.12 The Vendor shall maintain a record of the activities related
to repair or maintenance activities performed for the Slate
and shall report quarterly on the following: All change
requests implemented; All critical outages reported
including, actual issue and resolution; NumbCT of
deficiencies reported by class with initial response time as
well as time to close.

M Yes Standard Deloitte will work with the State to

track repair/maintenance-related
activities and will provide the State
with reports on the requested metrics,
using the current Jira instance through'
on demand dashboards.

SI.13 The hosting server for the Slate shall be available twenty-
four (24) hours a day, 7 days a week except fpr during
scheduled maintenance.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement.

31.14 The Vendor will guide the State with possible solutions to
resolve issues to maintain a fully functioning, hosted
System.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work
with the State to align to this
requirement.

31.15 A regularly scheduled maintenance window shall be
identified (such as weekly, monthly, or quarterly) at which
lime all relevant server patches and application upgrades
shall be applied.

M Yes Standard Working with the State Deloitte will
define the required maintenance
windows for the application,
database, operating system and other
similar components iiicluding
regularly scheduled, upgrade, and as
required maintenance.

31.16 The Vendor will give two-business days prior notification
to the State Project Manager of all changes/updates and
provide the Stale with training due to the upgrades and
changes. .

M Yes Standard Deloitte will meet this requirement by
providing notification and knowledge
transfer.
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SliPI'OR T & MAIM KNANCK KKOIjIRK.MKN I S

1  State Requirements . i •• .. Vendor?#

Req
tt

Requirement Description CriticaUty
Veh'ddr

Response
Delivei^
Method i. • ) !. Comments

SI.17 i^l hardware and sofhvare components of the Vendor
hosting infrastructure shall be fully supported by their
rttpective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc, shall
be applied within sixty (60) days of release by their
respective manufacturers.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement:

SI.18 TTie Vendor shall provide the State with a personal secure
FTP site to be used by the State for uploading and
downloading flies if applicable.

M Yes Standard ^Deloitte's proposed solution
leverages the State's existing
environments including the secure
FTP.
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6. PROJECT MANAGEMENT

i'R().ri:cr manackmkni'

1  State Requirements

Req Requirement Description Criticality
: Vendor f
'Rei^nse-;

tDelivery
c Method. ^ rritsfffGommiBntis - .

PROJECT :l/. I.V^i GEME:\r

Pl.l Vendor shall participate In an initial kick-off meeting to
initiate the Project.

M Yes Standard Deloitte's team will participate in an
initial kick-off meeting for initiation
of the project.

PI.2 Vendor shall provide Project Staff as specified in the
RFP.

M Yes -Standard Deloitte's team will be comprised of
individuals as specified in the RFP
response.

PI.3 Vendor shall submit a finalized Work Plan within ten

(10) days aflcr Contract award and approval by
Governor and Council. The Work Plan shall include,
without limitation, a detailed description of the
Schedule, tasks, Deliverables, critical events, task
dependencies, and payment Schedule. The plan shall be
updated no less than <eveiy rn'o wet:ks.>

M Yes Standard Within the first ten days of contract
award, Deloitte will update the project
plan and maintain the project plan
throughout the duration of the project.

P1.4 Vendor shall provide detailed <bi-w'eekly or monlhly>
status reports on the progress of the Project, which will
include expenses incurr^ year to date.

M

✓

Yes Standard Deloitte will provide the State with
detailed status reports on an agreed
upon schedule, including expenses
incurred (milestones) in year to date
fashion.

Pl.S All user, technical, and System Documentation as well
as Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation. (Define how- WORD format- online, in
a common library or on paper)

M Yes Standard ■ Documents will be maintained as

project documentation, in a
SharePoint repository for easy access
and document version control.

PI.6 The selected vendor must define an integrated project
management plan, which;

Yes Standard Deloitte will work with the State to

develop an integrated project plan.
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1  PROJKCT MANAGI'.MKN r

State Requirements I-.; . -•'"/'".S'lChcip'r: ' 1

Req # Requirement Description Critical! ty
f.Vcpdbr-
Res^nse

Delivery.
..Method .^:V iComraents '

P1.7 Includes cost estimates for specific work to be
performed,

/

Yes Standard Cost estimates will be submitted as
part of the response to this RPP.

PI.8 Defines Department Training as a component of the
implementation plan,

Yes Standard The Deployment Plan and Training
Plan will document procedures
surrounding Department Training.

PI.9 Clearly defines the approach and methodology to be
used in each phase of rhe prn|erf,

Yes Standard Deloitte's Agile Project Management

methodology for all phases of the
project.

PI.10 Includes a discovery, detailed requirements and
prioritization component phase of the project.

Yes Standard Deloitte's Agile Project Management
Plan includes a phase,for discovery,
detailed requirements gathering, and
prioritization.

PI.11 The Department has historically followed a waterfall
approach to enacting changes. This is usually
accomplished by having requirements meetings,
followed by vendor design based on the requirements,
with a development, unit test, integration test, system
test and regression testing. Finally ending up with a
migration to production and training and post-
production review. With this RFP the goal will be to
adjust to a more agile approach, allowing the
organization to adapt and change as needed more
efTiciently and effcciively in order to meet the business
needs. The goals will be to provide a bi-weekly
demonstration of work for review and planning for next

Yes Standard Deloitte's Agile Project Management
Plan will allow for bi-weekly
demonstrations of work for review

and planning for next steps and we
look forward tojointly deploying and
supporting the transition to agile and
will bring agile experts as part of our
delivery team. We will also work with
DHHS to structure the milestone

exhibits and approach to align with
the agile delivery model.
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1  i'K()ji:cr:M;\NAf;i:MKNi'
1  State Requirements

Reqtt Requirement Description Criticality
;■ . Vendor ;
Response

Delivery
Method

7 ■f;.'']-''' Conuhents.'
: -.t-.i u; : •

steps. The new process will be based on the following
scope as a baseline to the strategy:

PI.12

%

Team Formation: The Department in concert with the
awarded vendor will identify the required team
members for the duration of the product delivery. The
team will consist of a product owner, scrum master, and
other team members. There will be scveral teams based
on the amount of features being worked on at-any given
time. Additionally, there will be operational teams to
commit to and complete features associated with user '
stories and tasks to keep the system running as well as
product enhancement teams to commit and complete
features associated with user stories and tasks to meet
the changes required by the business.

Yes Standard Deloitte has included a breakdown of
the sprint activities and a Work Plan
that define scope of activities included
and will work with all State
departments as appropriate within
each sprint and phase of the project
using the Agile team structure.

During the start-up of.each sprint, we
will work with DHHS and DolT to
identify the agile team members and
rolls.

PI.13 Process: The awarded vendor will plan and implement
a process similar to the following:

Yes Standard See below:
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1  rko.iKCr MANA(ji:;MK;Vr
State Requirements V: :: -fS-'. •' Vendor ••

Reqft Requirement Description Criticality
•• Vendor

Response
•Delivery.
" Method

^Comnients.

PI.14 Backlog Creation and refinement: The Product Owner
working with team members and the business will
create a prioritized backlog of work in the form^of higji
level features. This will be an on-going process that
must be completed prior to each Sprint Planning
Meeting. Additionally, the Product Owncr(s) will
breakdown the features into prioritized user stories
related to the originating features for use in the Sprint
Planning meeting.

Yes Standard Deloitte's Project Management Plan
includes creation and continuous

refinement of a backlog that will be
used in the Sprint Planning meetings
to be recorded in Jira.

PI.15 Sprint Planning Meeting; This meeting will minimally
consist of all team members facilitated by the Scrum
Master and will be focused on clarifying the details of
the prioritized backlog items, re-prioritizing as needed
and obtaining commitment from the team to complete
user stories from the backlog in the proposed sprint not
to exceed 4 weeks with a preferred cadence of 2 weeks.
Additionally the team will then create detailed tasks
and commit to the items individually. The
commitments will be managed using a KanBan tool to
be provided by the vendor and agreed to by both parties
for the teams use throughout the contract period.

Yes Standard Deloitte's Agile Project Management
Plan includes usage of Sprint Planning
meetings as described and using the
Agile I^nBan or Scrum' process as
jointly agreed upon, which cari also be
facilitated through Jira.

PI.16 Sprint; The sprint will consist of daily standup meetings
(not to exceed 10 minutes) to discuss roadblocks, any
clarification needs associated with work accomplished
the previous day or planned for the current day, or other
important items to the team. The team will work in
concert with each other preferably within the same
location and will require a meeting room provided by
the awarded vendor for impromptu meetings to move
tasks forward.

Yes Standard Deloitte's Agile Project Management
Plan utilizes daily standup meetings
throughout each project sprint.
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1  I'KOJKCT.MANaCKMKNT

State Requirements
.  ;• .V- Vendor - . ' •

Req# Requirement Description CriticaJity
Vendor

Response
Delivery
Method

r Comments

PI.17 Sprint Review Meeting: Demonstrate working product
associated with commitments from the sprint planning
meeting. Communicate items to focus on in the next
sprint. '

Yes Standard Deloitie's Agile Project Management
Plan includes Sprint Review Me^ings
to d^onstrate and assess product
progress and commit to future sprint
items using the prioritized backlog.

P1.I8 Daily Meeting: Consist of the team members that have
committed to completing tasks in the sprint and will be
no longer than 10 minutes answering the following
questions:

Yes Standard Deloitte's Agile Project Management
Plan includes Daily Meetings that
function as the standup meetings
mentioned above.

PI.19 What did 1 complete yesterday? Yes Standard Daily scrum meetings will address
work completed the prior dav.

PI.20 What am 1 doing today? Yes Standard Daily scrum meetings will address
work planned for the day.

PI.21 Are there any roadblocks keeping me from completing
my commitments?

Yes Standard Daily scrum meetings will address
blockers.

PI.22 Develop and obtain buy-in for a stakeholder and
communication management plan and work with the
Department to craft appropriate communication
messages throughout the proiect

Yes Standard Deloitte will work with the Slate to
develop a stakeholder and
communication management plan.

PI.23 Conduct organizational assessments and gap analyses
for the affected divisions and programs and facilitate
the development of appropriate organizational
strucnires and job descriptions

Yes Standard Deloitte will work with the State to
identify and organizational gaps
required to meet the project
objectives.

Pi.24 Work with the Department to define business
processes, including use cases, workflows, and business
rijies

Yes Standard Deloitte will work with the State to

develop use cases, workflows, and
business rules required to deliver the
project.
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I'Ko.ihxr MANA<;K.NiK;Vr

1  ̂ State Requirements 1  4s:-; '-'-iVenddr'.^
-cx • .. ' r:. ' ■

Req# Requirement Description Criticality
■ Vendor.^

Respdhse
:belivcry:
Method

-v.-;---.
; 1' : Cdnunents .

P1.25 The project must use agile-like software development
principles and practices

Yes Standard Deioitte meets this requirement.
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C-3 Deliverables

.Reference Acti>ity, Deliverable, or Milestone ' . ■ Deliverable Type > Projected Deliverj' Date •

PLANNING AND PROJECT MANAGEMENT
1

•  j

I Conduct Project KickofT Meeting Non-Software Feb 2019

2 Project Status Reports Written Feb 2019

3 Work Plan Written Feb 2019

4 Infrastructure Plan, including Software and Hardware
requirements

Written Feb 2019

5 Security Plan Written Feb 2019

6 Communications and Change Management Plan Written Feb 2019

7 Agile Project Management Plan Written Feb 2019

8 Systems Interface Plan and Design/Capability Written Mar 2019

9 Testing Plan Written Mar 2019

10 Data Conversion Plan and Design Written Feb 2019

11 Deployment Plan Written Jul20l9

12 Comprehensive Training Plan and Curriculum Written Apr 2019

13 End User Support Plan Written Jul 2019

14 Documentation of Opertitional Procedures Written Aug2019

^INSTALLATION •  • •
' " • • K.: • ' . ' ! '  i

- I

15 Provide Software Licenses if needed Written N/A

16 Provide Fully Tested Data Conversion Software or solution Software N/A

17 Provide Software Installed, Configured, and Operational to
Satisfy State Requirements

Software Mar.2019

TESTING .  . . • . • . 1

i

18 Conduct continuous integration and continuous delivery'
testing plan

Non-Software Mar 2019
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Reference Activity, Deliverable, or Milestone Deliverable Tj-pc Projected Delivery Dale ;
19 Perform Production Tests Non-Software Aug20l9
20 Test In-Bound and Out-Bound Interfaces Software Mar 2019

21 Conduct System Performance (Load/Stress)-TestinR Non-Software Jul 2019

22 Certification of 3rd Party Pen Testing and Application
Vulnerability Scanning

Non-Software Jul2019 -

23 Converted Data Loaded into Production Environment Software Aug 2019
24 Conduct Training Non-Software Jul 2019

25 Cutover to New Software and solution Non-Software Aug 2019
26 Provide Documentation Written Aug 2019
27 Execute Security Plan Non-Software Jul 2019

OPERATIONS - j
28 Ongoing Hosting Support if applicable Non-Software N/A

29 Ongoing Support & Maintenance if applicable Sofhvarc N/A

30 Conduct Project Exit Meeting Non-Software Aug 2019

Dcloiile 2018
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Section IV: Narrative Responses
}Sccrion IV: N'nrrntlve Responses. ^
Section IV solicits narrative responses describing the Software. Technical, Services and Project Management topic.s
defined for this RFP Project. Appcndi.'^ D: Topics for Mandatory Narrative Responses is organized into sections,
which corr«pond to the different deliverables and aspects of the.scoring process oflhe Proposal. Discussion of
each topic tnu.st begin on a new page.

Section

HIGHUGHTS

D-1. Proposed Software Solution

Deloitte understands the Department is seeking a

scalable enteipinse data analytics platform that
serves as a comprehensive data repository across

multiple source systems providings analytic

capabilities that address the current opioid crisis
and serve as the foundation to realize your goals to
organize data into information, identify

meaningful social applications, and develop
realistic, fact-based, evidence-supported policies
and programs. Our proposal leverages and e.\tends

your EBJ environment to become the Data

Analytics Platfonn (DAP), delivering the "single source of truth" and providing a
scalable platform to rapidly integrate new data sources.

Dcloittc proposes to bring value to the Department by implementing and operating the HHS Interactive
Opioid Insights module that is purpose built for opioid analytics and will serve as the baseline solution for
the Department's Comprehensive Opioid Response Business Intelligence (CORbi). This module is
comprised of several dynamic Tableau dashboards connected to data, including machine learning models
processed and analyzed in R or Python. Opioid Insights offers multiple capabilities previewed in the
executive summary and highlighted below:

Dcloitie's solution delivers aji

integrated analytics platform that
provides:

•  Single source of,truth

•  Real lime Insights

•  Faster business value

•  Predictive modeling capabilities

•  Integrated visualizations

Benchmark metrics for states and counties to track trends over time and create a

customizable composite risk score based on more than 20 publicly accessible datasets.
This score can be especially valuable when combined with New Hampshire's datasets
as input to various predictive machine learning models.

Opioid-cenfric dashboards with driildown capabilities provide visibility and trending for
populations, demographics, dmg management, network coverage, overdose, death,
infant dependency, naloxone, and other similar indicators from multiple perspectives.
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G
PopuljilonProfile

Population profjling offers multiple vantage points to understand the broader population
behavior related to opioids mined from Google digital datasets, including:

• Geographic Trending - Aggregate "big picture" behavior trending by zip code.

• Audience Profiling - Search data joined with dc-identificd Google data (search
predicates, demographics, location, device, etc.) provides insight into audience groups
and behaviors related to opioids.

• Nudging -The nudge may likely be delivered as a Google.com advertisement (link)
that would be displayed in response to the target search predicates.

• At-Rlsk+ - Machine modeling combining Audience profile data and de-identified
data from the All Payors Claims Database (APCD) to develop journey map insights.

A
At risk machine learning outputs informed by our experience with federal, state, and
private sector healthcare clients who share common goals with DHHS. Our models
cover the spectrum from identification of risk to potential abuse to recovery.

Our solution addresses your technical and functional requirements and builds upon the.existing EBI
platform, extending the data model to incorporate eight new data sources identified for Phase I of this
project. Opioid Insights delivers value and flexibility to address the rapidly changing health care
environment, presenting accurate and timely data to support analysis and decision making for the
Department's opioid crisis management processes and establishes a foundation that is critical to driving
and achieving the Department's analytics goals and objectives.
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Topic 1 - Description of Solution •
I'i'opic I;- Description of.Solution • " !"
I.I.I Provide a dctailed description of your proposed Software Solution, including features nnd functionality.

Our HHS Interactive Opioid Insights is comprised of the scalable components using a platform that
aligned with and is extendible through your EBl/DAP platform, like the HHS Interactive LTSS module
currently being deployed for DHHS. Wc will integrate HHS Interactive assets; DHHS intellectual capital
captured in Wisdom and other comparable sources, the data defined by DHHS, and the existing
architecture extending. Wc will extend and enhance your EBI platform building DAP with additional data
acquisition, predictive analytics, and data visualization capabilities that meet your requirements using our
pre-buili assets. Our solution tailored for DHHS con be transitioned with no proprietary limitations or
restrictions on DHHS's usage supporting your vision of re-use for future use-cases. Opioid insists offers
informaiica based data acquisition scripts, integrated data models, R and Python based predictive models,
Tableau based data visualization accelerators for the Opioid Crisis Dashboard and our GOP digital data
inputs for population and behavior trending.

Our proposed solution has three main architectural layers upon which our HHS Interactive Opioid Insight
assets are built and will be extended into the EBl/DAP for DHHS. The following figure provides further
explanation of the features and functionalities of each layer of the architecture.

'Layer Features and FuncCionalitN'

Collect & • Enable Fast and Easy Data Collection and Integration; Collects and integrates
Ingest complex data from multiple sources and in variable formats with flexibility to handle

the required standards and to rapidly adapt to changes; Supports near real-lime and real
time data collection and ingesiion using Informatica and if required, Mulesoft depending
on subscribing system API preferences and use-cases.

• Transform Data Into Useful Information: Uses innovative, proven, tested, and
refined data loading and transformation processes enhancing data quality, accuracy.

• Model and Document Data: Brings together DHHS, industry, and Deloittc Team
health care concepts and accelerators into a single model and data dictionary for flexible
and consistent views of data, to document referential integrity and data quality rules.

• Derive Business Rules: Standardizes and provides transparency of business rules used
within the solution to allow DHHS to reuse, modify, and consistently employ business
rules for incoming data for improved information delivery and decision-making.

• Enhance Existing EBI Databases: Delivers physical implementation of modeled data,
providing broad and fast access to granular and aggregated data in business areas (i.e.,
commercial claims, child welfare investigation, Opioid Treatments, Medical Examiner
Findings, Hospital ED syndromic surveillances, ER Medical and Trauma services, and
population rates) to support current and future data, Bl, and analytics needs.

Analyze, • Standardize Approach for Data Science: Implement predictive analytics approach
Model & standardizing hypothesis creation, model development, tuning, and outcome analysis
Integrate leveraging our At-Risk machine learning model developed and tested for opioids.

• Analyze Large Datasels to Predict Future Events: Perform stailisiical analysis, linear
modeling, and regression analysis on large structured, semi- structured, and un
structured datasets.

• Integrate Findings: Support integration of the risk scores into Data Warehouse and
Dashboards; alerts can be sent to authorized users if thresholds are exceeded.
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iLayer' • Features and Functionality
Present Self-service, User Friendly,

Supporting'
Application
Services

\

 Always Available, Browser Based Portal: Promote self-
service and inspire clear insights and decision-making leveraging and tailoring our
baseline HHS Interactive Opioid Insight dashboard accelerators which present our
indicators, benchmarks and machine learning model outputs through an easy to navigate
UI which would be seamless with your existing EBl navigation model (wrapper).
Enterprise Licensing Model: Allows immediate and increased user base expansions,
including external user access, without additional license cost.

Explore Disparate and Common Data Securely: Provides very fast data exploration
in a secure manner based on user roles and permissions; allows for generation of
standard dashboards and ad hoc views that can.be exported to multiple formats.
Identify Opportunities for Oversight, Reform, and Performance Measurement:
Advances DHHS's ability to apply statistical, geographical, predictive, trending,
multivariaic, and other types of analysis to data to assist in analyzing health and social
issues impacting NH citizens, .
Audit, Balance, and Control: Provides an audilable events function that tracks end
user access to confidential data tracking how, when, and who accessed data; an audit
trail assists with identifying and mitigating threats of unauthorized access attempts.
Metadata and Data Governance: Defines roles and responsibilities across the
Medicaid enterprise and governs data including creation, standards, escalation of issues,
sharing, and how policies governing quality are developed.
Data Privacy and Security: Validates that data is appropriately protected, accessed,
and used according policy guidelines.
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Using the above-mentioned features and functionalities as a reference, we have developed the conceptual
architecture of our Opioid Insights solution illustrating the main comjwnents of the solution, tailored to
meet the Department's DAP requirements.

jTopicjl - Description of Solution '
I ■ (.2 Describe the approach for design, dcvclopnicni and impicincntation ofthe required solution ...

Our overall approach to deliver the solution functionality required as part of CORbi is built on Deloitte's
Agile for Advanced Analytics (AAA) methodology. Our AAA methodology combines lessons learned,
best practices, and experience delivering analytic projects for hundreds ofcommercial, federal, and state
clients. Our AAA methodology provides a robust repository of accelerators, tools, and guidance tailored
to meet the Department's requirements. Approach to each functional requirement area Is described in
section IV-D2.4 Topic 23: Work Plan.

jTopic 1-Description of Solution -
1 .1.3 Provide speciHc details ot'ilic implementation snategy to meet all runctionol rcquireinenis....

We have tailored our AAA methodology, as described in section IV. D 2.1: Topic I I, to deliver CORbi.
Our approach supports implementation of the data acquisition and data quality programs to integrate the
specified sources into the EBl DataMart, predictive models, and Tableau dashboards, using an agile
iterative delivery. This process will be accelerated through inheritance from HHS Interactive Opioid
Insights. Our AAA agile implementation approach includes a planning phase followed by five individual
four-week sprints to complete the system requirements, design, build, and test of all functional
components. Upon completion of the sprints, the project moves to the final phase, Deliver and Operate,
where activities such as overall user acceptance testing, deployment, and opcrationalizing the solution are
completed.

Design level use cases and workflows will be developed through visioning sessions, starting with the
planning phase, and will continue to iterate during each sprint to help the team establish an understanding
of end user requirements. Following arc potential activities included during the visioning sessions.

iDeslgn Lcvcl Use Gases & Workflow Development Activities • !.

Persona development • Outline the goals and pain points and needs of end user communities
stakeholders

User journey mapping • Develop a flow of activities that current stakeholders perform as part of
their use of existing datasets and analyses

Business question • Develop a prioritized list of business questions based on the Inputs from
prioritization the current stakeholder, available datasets and analyses.
Data mapping • Ali^ datasets to the prioritized questions and acknowledge data

limitations in answering those questions
Key Predictors • Identify key variables and data elements within the datasets that

.  stakeholders feel may help predict certain outcomes
Dashboard Wireframes • Develop prototypes based on inputs from pcrsonas, user journeys and

•  business question prioritization
Pigure ly-D.I'S. Use CaseWorkJJowManagement

Delbitte' 2018 . • ' Page IV-D.I.-l 15.of662-



Attachm8art<^^^Kdafb^Hrt^l4(i^lMPSHlRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9.043/EIFP-2019-DPHS-19-DATAA

Should we be selected for orals, we will be prepared to share a Web-based demonstration of our solution.

[Topic 1 - Description of'Sotution ' . " , • . '
1.1.4 As a panoFthe implcmemahon strategy, identify and c.xplain functionnliiy implications ...

Our approach allows us to build upon the EBI plaiform by expanding the data model to incorporate the
additional datasets required, deploying our HHS interactive Opioid Insight accelerators, including our At-
Risk and At-Risk + predictive models, and integrating our Tableau based dashboards, including our
opioid indicators and benchmarks. This strategic design approach allows for subsequent releases to build
upon prior releases, enabling functionality to be deployed and reviewed in an iterative manner. The
exception and error handling framework established for EBI is leveraged and extended to DAP, providing
a single consistent enterprise framework.

Ijopic 1 - Pescription of Solution
1.1.5 hyour product used foi a .similar functionaliiy ai ai)Oiher State agency? It so, piovide a description ...

Yes, the core components of our solution and our team have delivered similar (hnctionaliiy at another
Stale agency. Refer to Section V. Corporate Qualifications for a detailed description of the implemented
system and environment.

jjopic' I - Pescription of.Solution ,1: ' . ' . * j
1.1.6 In whai way.s does your proposed Solution adhere to ihc bu.tinc.->'.s and icchnical rcquircmcnis?

Our proposed solution aligns with the requirements in attachment C-2. It builds upon the EBI platform by
expanding the data model to incorporate the additional datasets and by deploying the data acquisition and
data quality programs. It delivers our At-Risk predictive models and dashboard that support Phase 1
indicators and extends the platform with cloud-based machine leaming environment to process stmctured
and unstructured data, including the proposed Google browsing data for population behavior analysis.
Lastly, a data'governance framework is delivered to align data standards.

;Topk: 1 ~ Description of Solution \ • -

1 .7 b your product dependent on'an e.xiscing .soKition not iiicUidcd in ihi.s proposal?

Yes, to provide the state with the best value and reusability, we are proposing to leverage and build on
your existing EBI environment. This provides the state a fully integrated data model, Integration toolset,
and end-user interface while eliminating redundant work and expense that would otherwise be required.

;T6pic I.- Dcscriptidii of vSohition ' ,

1.1.8 In what ways docs your proposed solution improve our ciirrciu cnleipri.se data warehouse sysrcni ...

Opioid Insights extends your EBI platform with trickle feed and real-time data acquisition. It builds upon
the EBI DataMart to become the DAP serving as a "Single Source of Truth". It enables predictive
modeling and integrates an innovative Google Cloud Platform, providing New Hampshire additional new
search and location-based datasets. The solution provides advanced data visualizations and self-service
data discovery and statistical analysis, including a data governance framework that establishes the
foundation for a holistic DAP.

,Topic I Description of Solution
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I■ 1.9 In xvhai ways does your proposed soluiioii pfovi<le enhanced ease oCusc Ibr both Ihe inspeciofs and ...

Opioid Insights provides the nexibility and enhanced ease-of-use for inspectors and administrative users
to manage and monitor the end user access layer as outlined in the table below.

jUser Croup;' 'Capabilities t ' ' ' '
Inspector . Browser based interface to easily monitor traffic to dashboards, traffic to data' '

sources, actions by all users, actions by specific user, and actions by recent users.
Administrator - Browser based administrative site to manage content and assign permissions, run

extract refreshes, create groups and projects, monitor site activity, optionally add
users, and pctforro other content-related tasks

• Used to monitor performance of Dashboards, background tasks for extracts,
background tasks for non-extracts, background task delay, siais for load times, slats
for space usage, and server disk space.

Figure iy-D.1-9, Inspection Capabilities.

[Topic I - Description of Soiuiioii - ■ . , ■ ■'/, . . ' . . . ^
I.I.IO Provifle an appendix with sales litcraiurc describing llie fimciionality of the proposed So It ware

The Section IX: Appendix provides the sales literature describing our proposed solution's functionality.
The table below lists the literature included in the appendix. '

jpunclionality I
=  : ! L; • ' '' : • ' "jHHS Analytics - Advanced Analytic Solutions for Health and Human Services

Understanding Opiolds Through Digital Data
Figure IV-D. UIO. Sales Literature.

!,- Pcscrip^n^f Solu^n
I.I.I IHow does your soluiion incet bcsi prjciices surromiding a Dcvclopmcni, Stage, Production environmc'm"..

The existing EBI environments will be leveraged to support DAP and the Opioid insights solution. All
code is developed, and unit tested in Ihe development environment prior to migration to a Testing
environment where access is restricted to authorized tester for integration testing. After all the entry and '
exist cntcna is satisfied, code is scheduled for depioiTnenl to Training and/or Production, depending on
whether or not the release requires end user training. Code is migration between environments following
well documented deployment processes with code versioning and release notes. Our AAA methodology
allows for agile development while also enforcing deployment standards required to limit code defects.
Ijjopic I - Dwcriyioh of Solution
1.1.12 How does your soluiion address sizing rcquircincnis in accordance wiili plniiiicd use? Be inclusive ...

Our proposed solution builds upon the existing EBl platform infrastructure, adding advanced data
acquisition, predictive analytics, and data visualization capabilities to implement the Phase I scope of
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work while establishing the foundation for the Department's long-lerm vision. With anticipated capacity
expansion already planned for the EBl platform, no additional hardware or software will be required.
To support scalability, our DAP solution is based on a 3-ticred architecture that includes a data tier,
application tier, and a presentation tier, allowing the Department to easily scale each tier independently
depending on thc need al any given time, while load balancing each tier independently, improving overall
performance to comprehensively support the development and ongoing operational effort of DAP.

{Xopjc 1 - Pcscription of Solution" * ■ t ■ i.
I.I.I? How docs the sotuiion address the ability to pull real-time daia from muliipic sources and

Opioid Insights real-time data acquisition function leverages Informaiica PowerCentcr Real-Tlmc and
provides the Department the capability to access and integrate real-time data from multiple sources while
monitoring the statistics of the ̂ ta being processed into the DataMart through Informaiica administration
console. For example, the live hospital ED surveillance data, which is inrscope for Phase I, can be pulled
real-time into the DataMart to allow the Department to monitor potential health threats as they occur. The
real-lime data acquisition function enables continuous data processing and supports batch, trickle feed,
and real-time data integration latencies within a single optimized environment.

•Topic 1 - Description ofSoluHon , . •

1.1.14 Provide c.xamplo.<.-of parameters in your prcscniaiion that arc configurable by the end u.scr.
1.1.15 Describe the solutions drill-down capability that will support detail level data displays.
1.1.16 Describe the propo.scd solution's ability to provide siatic/hisiorical and dynamic (i.e. rcal-limel reporting for
all program and fimciional area.s.

1.1.17 What types of built-in fprc-dcfincd) and end user dctinable (ad hoc) reponing capabilities arc included in the
proposal?

I ■ 1. 18 What types of graphical data presentations (e.g.. GIS) will the proposed solution orfcr'?

Opioid Insights - Indicators and Benchmarks
modules provide a repository of Tableau-
based opioid dashboard accelerators that will
be tailored to meet your dashboard needs,

significantly accelerating dashboard
implementation through our understanding of
the Department's dashboard standards, our
familiarity with the existing Tableau
environment, and our significant experience
implementing dashboards to meet your
business objectives as summarized below.

TiTnn

E fn
L;. i

Figure IV^D. 1-11. Opioid Insights Sample

jPashboard^ Capabilities

Parameters

Drill-down

Dashboard features pre-buill dashboard parameters as interactive dynamic filters
such as Geography (e.g. County), Dimensional Category (e.g. Prescribing patterns),
Dimensional Metrics (e.g. Rx rate). Demographics (e.g. age/scx/race), and Time
(e.g. year/month); Authorized users will be able to select values they want to display
Dashboard allows authorized users to drill-down into the underlying transaciional
level data from every data point, including graphical charts
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{Dashboard Capabiiitics
Time Trends • Dashboards use historical data, allowing users to monitor data over time with ease;

Time series trends include days, weeks, months, years, etc.
Dynamic • Dashboards support real-lime insight into data, enabling users to visualize the data,
Reporting filter on demand, and simply click to dig deeper into underlying the data
Graphical • Dashboards are built in Tableau, which includes over 24 simple to advanced chart
Representation types, including the ability to integrate with Google maps APIs to display fully

interactive street view

Figure IV-D. 1-12. Opioid Insights Dashboard Capabilities.

We also anticipate working with DHHS to propagate and e.xtendyour e.xisting opioid investments (e.g.
Wisdom) and possibly to complement the Healing Grant should NH be awarded.

/Topic 1 Ucscriptioh.of S.olutioh •• . i . ' . i

1.1.19 How docs the proposed solution provide uscr-dcfincd rcponing v'lcws/.«;crcciis based upon ...
1.1.19.1. How doc.s configuration for this functionality occur within the pn^poscd soluiion?

Active Directory integration will support customized views based on already defined user roles.
Safeguarding sensitive data and extending existing data and tool access policies will be a key aspect of
our solution, which can be customized during use case development. Each user role will be defined with
the built-in reports and can be customized to display a relevant level of detail unique to the individual's
role-set through Tableau administrator. This will customize information based on where the user is •
located, as well as the immediate data sets accessible by this individual. Recommendations on other
relevant reports within their user scope, or frequently viewed by similar users, can be presented to
increase usability and transparency.

{Topic:i.7 Description orSolutiou ' ,
I.I .20 What is the proposed sotmion's capability lof end user report/data c.^ponaijoii at the rc[>on and ...

Our presentation layer is implemented in Tableau providing authorized end users with the capability to
view and export underlying raw data to export data into Excel, CSV, XML, PDF.

'Topic 1 Dcscr^tioii of Solution ^ ■ ■ 'y ■
1.1.21 How will the solution allow for stati.sileal analy.^ij; on population based and client-based informaiion ...
1.1.24 How will the soluiion allow for simi.siical analysis (e.g. R Programming) on population-based and ...

We support the Department's need to perform statistical analysis on population and dient-based
information stored in the DataMan. Authorized users can view statistical indicators on the caruied
dashboards or use Tableau to connect to the DataMart and derive statistical insights on an ad hoc basis
using prc-built fijnctions such as standard deviation, mode, kurlosis, skcwncss, correlation, and
covariance. Users will also be able to use R and Python plugins to connect to existing advanced statistical
models to compute descriptive statistics on the population and member datascts imported into Tableau.
We also go above and beyond baseline requirements by inte^ting consumer browsing digital data sets
from Google to be understand the population behavior outside of institutional setting.

Topic 1 - Description of Solution

1.1.22 Describe the model summarizing your unclersiandingprhow\hc dam relaics to itic focused-populmion.
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Data will need to be mapped to the prioritized questions the State is looking to answer. This will drive
data dimensions (e.g., high risk populations). Based on the dimensions that are created, Deloilte will map
data to each dimension to allow for the statistical modeling and data visualization that will be used to
answer questions such as Can we detect similar geographic areas or sub-populations where we can
transfer successful treatment or intervention techniques?; Who are the bad actors, companies, hospitals,
etc. linked to those who have higher risk for OUD and recidivism?; How can we use the identification of
high risk populations in the justice system to improve treatment or intervention options?

(Topic I - Pcscriptioh of Soltition
1. 1.23 Dc.scribc the solutions and stnicture of data spcuritv (PHI or data suppression requirements) lor...

The solution will provide access rights based on the job function and role, using the concepts of least-
privilege to match access privileges to responsibilities. Access right will be managed using the data
governance model and workflow tool (likely the DoIT help desk ticket system) to maintain audit records
of all changes. Additionally, Pll/ PHI data will be masked and/or encrypted to safeguard the data.

iTopic 1- Description ofSplution
1. 1.23 Describe how your solution will be used lo deliver an Opioid Crisis Dashboard based upon the ...

As described in our response to question (RFP Topic 1-1.1.1), HHS Interactive Opioid Insights, aligns
with your requirements and will be inteyated with phase one data sources and tailored lo predict OUD
risk scores, and dashboards to visualize indicators and benchmarks as illustrated below:
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Figure IV-D. 1-13.Proposed solution modelfor CORbi
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|Topic1 - Description of Solution ^ ' _ • , / " .• ■ ' ^
1.1.26 Addre.ss how your solution will addre.ss the following c.xamples of liinctionalily;
1.1.26.1. Example.s on how holistic analysis of multiple data sets could be utilized
1 .1.26.1.1. Identifying High Risk lndividiials and Groups (demographics) by Area (geographic)
1.1.26.1.2. Using data to mitigate risk and progression to misuse/targeting early intervention service ...

By connecting datasets integrated into the DataMart, the Stale can develop an enhanced view of an
individual's network and identify threats. Using our At-Risk capability provides insight to understand the
high-risk factors for an individual's propensity for opioid use disorder (OUD) and identifying key actors
within the system and their influences (i.e. people, places, events). Deloinc's Opioid Insights solution will
create this insight using data to understand trends and patterns of high risk individuals. We will
complement this core capability by going deeper and combining Google digital data with the goal of
correlating behavior indicators online with institutional data to belter understand the broader landscape.

At-Risk model will be trained on datasets in the DataMart, conducting millions of checks across massive
datasets to find relationships at the individual level providing early warning of a possible misuse
situation. As the predictive score increases it correlates with the progression from misuse to OUD and to
elevated risk of death. Opioid Insights dashboards will provide the interaction with the individual data
including results of the At-Risk model. Dashboards will display aggregated results of high risk
individuals across all levels of geography including their current and permanent demographic dimensions.
Department can analyze the results on the dashboards to examine geographic patterns in opioid misuse
and monalily - places where opioid overdoses and deaths occurred more frequently, targeting early
intervention to mitigate individuals At-Risk of addiction.

['ifopk I - Descrii^ionji^
1.1.27 Using daiato mitigate the progression from risk to misuse and to addiction and dcaih - Crisis ...

Deloitte will focus on combining influential risk factors as discovered in analysis and incorporating them
into an individual-based model for assessing how these factors influence the likelihood of overdose and
death. By leveraging an individual-based network analysis, we will build an overarching model to assess
changes in multiple observed networks as described above.

jTopic 1 - Description of Solution . ' ' • > -
1.1.2S Using Data to Inform Policy - Strategic Planning - Programming
I.I.2^.1. Duiaanalysis outlined above can be utilized to identify categories (population level straiegics, ...

By combing an individual's trajectory through multiple state, federal, and publicly accessible sources, we
begin to develop a bener picture to prescribe personalized and targeted treatment interventions for the
right person at the right time. This will be accomplished through a combination of capabilities we offer
through HHS Interactive Opioid Insights, including our At-Risk machine learning model, our multi-state
and county benchmarks, and our opioid trending reports across key influential variables including
emergency admittance, newboms bom to addiction, deaths from opioids, etc. Our integration with the
Google digital data set will augment these core capabilities help to identify consumer behavior outside of
institutions providing insight into outreach, prevention and nudging opportunities to shape behavior.

.Topic t - Description of Solution

1.1.29. Determining (he l£(Tec(ivene.»;s of Policies - Strategies and Services
1,1.29.1. By paniculareiememstc.xamples: Prescribing regulation, NH FDMP program, school based ...
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Opioids insights solution focuses on combining influential risk factors and incorporating them into the
At-Risk model for assessing how these factors influence ihe.likelihood of overdose and death, which will
allow the Department to understand an individual's network and where potential risks might lie. This will
empower New Hampshire state policy and stakeholders to make more informed decisions to develop
policies, treatments, and interventions to improve OUD and mortality rates.

By leveraging a machine learning model, we can build an overarching view to assess changes in multiple
observed networks. Clustering algorithms arc used to identify commonalities within a population,
maximizing variation between clusters and minimizing variation within clusters. Al-Risk model uses K-
means clustering to identify groups of individuals that have similar characteristics to one another, using
the following process:

• An iterative process assigns an individual to the cluster with the "nearest mean"

• The means are recalculated with the inclusion of new individuals

• Process is repeated until the assignments no longer change

Clusters represent groupings of individuals that are the most similar to one another, which Deloittc will
leverage to determine patterns that are associated with overdose deaths. The various clusters can then be
further analyzed to understand how risk factors vary within each sub-population. For each cluster,
subsequent regression techniques can be leveraged to identify factors leading to successful strategies and
services. The Slate can strengthen programs and services to prevent OUD and death rates tailored to each
cluster.

jTopic 1 - Description of Solution • ,
1. 1.30. Using data to report out on client demographics, provider process mid qualir>' data and clieni ... 1.1.30.1.
Client demographic data by provider process data (locations, type and quantity ofservices ...

Dcloitte's proposed Opioid Insights dashboard module "Indicators" includes advanced interactive data
visualizations providing actionable Insights into client demographics, provider services, quality of service
and Department's cost ofservices provided empowering Department's decision-makers with scenario-
based potential outcomes integrating the predictions from the At-Risk models. Deloitte will conduct
stakeholder interviews and visioning sessions during the planning phase of the project to identify the
critical data points refining the dashboard and models provided through our HHS Interactive Opioid
Insights solution based on New Hampshire's available dataset and priority questions.
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Topic 2-Software Architecture
h'qplc 2 ̂'Sofjynre Arrhitecluire; . ^
1.2,1 What arc the benefits o1 youi' proposed platfonn?

Deloitte understands the Department's vision for unlocking, consolidating, and bringing data into a
holistic Data Analytics Platform (DAP) that promotes increase in the delivery of business benefits for
New Hampshire, including faster timc-to-markel, lower costs, better consistency, and increased agility.
Our proposed HHS Interactive - Opioid Insists is an industry leading, unified solution that provides a
multi-tiered architecture that aligns with the Department's vision for a holistic analytics platform with a
flexible data model that can support dynamic decision making needs by providing an enterprise view that
allows cITcctivc connection with multiple internal and external data sources, enabling the data warehouse
as the'primary analytics repository. The table below provides the proposed platform capabilities and
benefits to the Department.

(Key Capabilities^. Bencfits^to DHHS

HHS Interactive

Opioid
Accelerators

Our benchmarks, indicator dashboards, and machine learning models will
accelerate delivery of DHHS's goals and objectives.

Google Cloud
Accelerators and

Search Datasets

Integrates with
the Existing EBI
Infrastructure

and Data Model

Central Data

Repository

Interoperability

The solution includes New Hampshire-based google search datasets, that will be
used by our proposed At-Risk.+ model, which will combine search data with the
de-identified APCD member claims data from EB! to produce early indications
of geo-based OUD trends. Google Cloud Machine Learning engine and Google
Maps APIs will drive our proposed At-Risk + mode), enabling deep data insights
into behavioral "nudging" strategies chat may be helpful as an intervention for
individuals-At-Risk of OUD, especially across social media platform, along with
real-time geo spatial data analysis. Nudging will be facilitated through add
placement for DHHS service Web site links based on search result predicates.

DHHS and Deloitte hit the ground running by leveraging Deloitte's experience
with EBI and Opioid analytics, EBI Infrastructure assets. Data Model, and
Opioid Insights prc-configurcd accelerators to jump start the project, leading to
efficient use of time and resources right from the start.
Re-use and extension of the current platform including provision of our HHS
Interactive asset without restrictions on DHHS usage. This positions the
Department for long term goals without vendor lock-in or duplicalive
infrastructure and cost.

The centralized data repository reduces data quality issues that arc otherwise
created due to data loss or data corruption through data transfers between
multiple repositories. DHHS will save time and money as it will not require
multiple resources to manage multiple repositories.

The solution will be scalable to provide for interoperability between solutions
across departments. The 3-ticr architecture allows for the solution to cormcct
with other sources to bring in more data or provide access to transfer data
to/from other data sources as DHHS needs evolve.

Enables • The solution provides substantial advanced analytics capabilities through
Predictive statistical analysis techniques, predictive analytics, and machine learning,
Analytics & enabled by the Opioid Risk Tool for more reliable, accurate, and actionable risk
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Key Capabilities .BcncntstoDHHS' ^ ^ ̂ )
Advanced Data

Visualizations

identificalion. The solution's advanced visualization capability provides quick
access to relevant insights and allows DHHS to interact with the data, providing
dynamic filters, driil down, and geo-spatial capability through user friendly
interfaces in the Tableau dashboards.

Supports Role>
based Security

• Through Role-based security, DHHS will have more granular control of users
and device access. Access will be provided only to necessary resources and
restricted to unnecessary resources. This allows for improved performance as all
users will not have access to everything, preventing unnecessary processing
time.

Supports Agile
Project Delivery

♦ DHHS will have more visibility into the development of the solution and will be
able to prioritize features based on business value for each cycle. Agile project
delivery will allow for increased adaptability to changing requirements through
the product backlog.

Figure IV-D. 1-14. Platform Capabilities and Benefits.

|Topk'.2 - Softwari'-Archltccrurc ■ /' . !
1.2.2 Is rhc proposed .«:otulion ba.sed upon a 3-ticrecl. browser-based archiiecuire?

ffiBBWir^inny

APPi»CAtlON Tll.d

VhcfM

Yes, our proposed

Opioid Insights is a 3-
tiered, browser-based

architecture, which is

a combination of

COTS products, open
source software, and

reusable assets.

Organizing the
architecture into a data

tier, application tier,
and presentation tier

improves the

scalability and

performance of the

platform, allowing the
Department to scale Figure IV-D. hlS. NH DAP Architecture.
each tier independently depending on the need at any given time, while load balancing each tier
independently, improving overall performance. Modularizing into tiers also increases reliability and
availability by hosting different parts of the platform on separate servers and using cached results.

The solution is based upon a 3-tiered, browser-based architecture as depicted in the architecture diagram
Figure IV-D.1-9. NH DAP Architecture.'

The solution's data tier includes an Oracle Data Warehouse that is fed using informatica (ETL tool),
through ETL processes to integrate the data sources identified by the State (Medicaid Commercial
Member & Claims, Child Welfare DCYF Cases, Grant/State BdI^S & Naloxone Services, Vita!
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Records/Medical Examiner data, Live Hospital ED Surveillance AHEDD, Emergency Medical Services
TEMSiS, and Population (e.g. Cursus) Data). The ETL tool is fully integrated and scalable with best-of-
breed components and processing capabilities needed to handle internal and external sources of large
structured and unstructured data required to generate data analysis. The ETL tool enables data acquisition
in a batch mode and near-real-time (micro-batches). Data loading can be customized based on the State's
requirement. Deloitte will validate and profile the data and then perform processing to create an analysis-
ready dataset using data blending. Deloitte will apply data verification methods to yield a richer, more
nuanccd understanding of the available data. Different data sources require different verification methods
and questions. Our vast Public-Sector experience has shown that variables across health groups at a local,
state, and federal level are often defined differently. We will,work to develop clean data that "speaks the
same language." Deloitte brings extensive experience in data integration to identify and combine data
from multiple sources and migrate it into a one-slop data portfolio for DHHS with logical movement,
effective internal accessibility, and secure protection.

Deloitte will also use metadata management to resolve data quality issues. As higher volumes of data arc
ingested, the risk of misinformation and incomplete or undefined data grows, reducing the overall
usefulness of the data stored, which ultimately impacts the quality of any downstream analyses.
Designing a metadata process from the beginning enables efficient data organization and trust throughout
the pipeline, preventing the data from degrading. Effective metadata management not only builds trust
through clearly identified data, but also enables shared knowledge of how data is defined and related,
expediting future analyses.

Through the data transformation process, the acquired data is cleansed, validated, and transformed to fit
the data model, and then is loaded into the Data Warehouse. The data tier brings together DHHS,
industry, and Deloitte Team health care concepts and accelerators into a single model and data dictionary'
for flexible and consistent views of data, with supporting details and governance processes to document
referential integrity and data quality rules. Deloitie's enhanced ETL methodologies reduce the time it
takes to collate, transform, and integrate data from disparate sources, thus improving performance.

The solution's application tier includes R and Python, with connections established to the data warehouse.
This application tier configuration serves as a powerful data processing engine to perform statistical
analysis, linear modeling, and regression analysis on large structured, semi-structured and un-structured
datasets, allowing for batch processing workloads that perform analytics quickly and effectively. Using R
and Python, we perform exploratory data analysis, where our team of experienced data scientists assess
datasets against analytic models for nussing or defective data, identify relevant features, and structure the
data for modeling. We can quickly identify potential defects and data quality issues, assess multivariate
datasets for trends and relationships, and formulate hypotheses. Our team uses visual techniques, such as
simple scatter plots, to identify anomalies in multivariate data, box plots to identify outliers, and
correlation matrices to assess collinearity and for variable selection. The resulting insights of these /
exploratory techniques serve as inputs for model development. We use the results of the model
development process as inputs for model evaluation to compare and assess models to highlight impacts
and biases. Models are evaluated on the accuracy of their performance, along with the benefits and ease
of implementing each model. Our models support integration of the risk scores into the Data Warehouse .
and Tableau Dashboards. Additionally, alerts can be sent to authorized users if the model results exceed a
certain threshold.

The solution's presentation tier consists of the Tableau Server, which houses dynamic Tableau
dashboards connected to data that is processed and analyzed in R and Python. Bringing together analysis
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I

.  results in an integrated solution and directing them to identified personas is crucial to developing insights
into actionable outcomes. The presentation framework Deloitte brings to tie back the analysis to the end
user personas is the crux of our design methodology. The dashboards are accessible through desktop tools
as well as through web browsers. Access to the dashboards can be restricted based on roles, providing
more p-anular control of users and device access.

I

Through Deloitte's strategic partnership with Google, the solution also provides a cloud platform that
provides the combined analytics capabilities of our two firms! For this solution, Google will provide the
following unique assets and capabilities: (1) New Hampshire-based Search datasets (Digital data) tied to
SUD with research showing early indications of geo-based SUD trends (2) Machine Learning engine that
provides deep data insights into digital data captured; (3) Google Maps API engine that integrates with
dashboards to provide real-time geospatial data analysis.

The above architecture gives flexibility to development teams by allowing them to update a specific pan
.  of the solution independently of the other parts. This added flexibility can improve overall time-to-market

and decrease development cycle times by giving development teams the ability to replace or upgrade
independent tiers without affecting other pans of the system. Scalability is another high-quality advantage
of a 3-layer architecture. By separating out the different tiers, DHHS can scale each tier's components
independently, depending on the need, at any given time.

IXopic 2 - Software Architecture' • • • . ■ " • " '
1.2.3 Docs any pan of the proposed Solution require Sortware (other than a brow.sef) to be installed on the client
workstation? If ye.s. describe Software thai must be in.stalled, and the access authorization level required to.in.stall it.

Deloitte's proposed Opioids Insights solution is based uj>on a unique mix of packaged technologies,
COTS products, and reusable assets, most of which are already being used at the State for the EBI
platform. The Tableau visualizations are delivered via a browser, and develof>ers will require several
tools.

The table below provides software that is required to be installed on the client workstation.

|Sqft*va'rL •Description , Access Authorization Level . j
Informatica Power

Center

Develop data acquisition and
transformation programs

• ETL Developer

Informatica Data

Quality
Develop data validation, cleansing,
and consolidation programs

• ETL Developer

Tableau Creator Explore and build custom datasets;
build data visualizations

• Dashboard Developer

• Power Users'

R & Python

Libraries

Develop statistical and predictive
models

• Data Scientist

• Power Users

Figure iy-D.1'16. Client Workstation Software.

|Topic^2 - Software Architecture
1.2.4 Whai add-on or ihird-pariy Software is rc(|uifcd to .support the fufictioiialiiy desired by ihe Siaie?
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Our proposed solution, Opioid Insights, leverages the Department's Enterprise Business Intelligence .
infrastructure that includes Oracle Database, Informatica Power Center,. Informatica Data Quality,
Tableau Creator, and Tableau Server. In addition to the software included under the EBl infrastructure,
Opioid Insights will require open source software libraries of R and Python to develop predictive models.

jTopic 2 - Software Architecture ' '
1.2.5 What programming languages are used for development, configuration, and customization of the proposed
Solution''

The table below provides the programming languages used for development, configuration, and
Customization of Deloitte's proposed Opioid Insights solution components.

{Solution Components . . ' ■ Programming Language " . ;
Oracle Data Warehouse SQL and PI7SQL

Data Acquisition, Standardization, SQL & Informatica proprietary functions
Transformation

Predictive Models ^nd Python
Dashboards SQL & Tableau proprietary functions
Figure IV-D. 1-17. Solution Components and Supported Programming Languages.

iTopic 2 - Software. Architcerurc • ^ "
1.2.6 What componenrs of the Soltware. such as middleware, are proprietary?

Deloitte's proposed Opioid Insights solution utilizes no Deloitte propriety software, only standard COTS,
products already utilized in the DHHS enterprise architecture along with the GCP platform included in
our DAP proposal for digital data trending.

}Toplc 2-Soft>vftrc Archifccturc
1.2.7 Is your solution dependent on open source .software''

Yes, Deloitte's Opioid Insights solution utilizes open source software libraries of R and Python to
develop predictive models. Both of these software libraries run on a wide variety of UNIX platforms,
Windows, and MacOS.

I.2.S What is the growth potential of the propo.'^ed System?

The Deloitte team currently working to deploy EBl understands that future growth potential is dependent
on a strong foundational model and solid design principles. As EBl evolves to become the Data Analytics
Platform (DAP), which serves as the underpinnings of the Opioid Insights solution,.these same design
principles continue to drive our development. The design of the data layer is typically the least
appreciated component. However, our experience tells us that this is the most critical activity when
building an enterprise analytics environment. New data sources are integrated by leveraging common
dimensions such as member or provider, allowing users to perform complex analysis across disparate
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populations. Common data sources are modeled to suppon ease of use and extensibility, considering and
evaluating design options to support future growth over short term needs.

With respett to the analytics capabilities of the machine learning and analytics models and visualizations
serve as a framework to build upon as new data and models are integrated. The solution is scalable to
include more advanced statistical analysis, predictive analytics, and machine learning to meet the State's
future needs in Phase 2 and beyond. The underlying visualization layer, built leveraging Tableau,
supports building out a robust analytic visualization layer with decentralized publishing capabilities,
provided to authorized users, to support a multi-agency strategy. Additionally, the integration of the
Google Cloud Platform provides capabilities to integrate new and innovative data sources, such as Google
search, location, and YouTube and other social media data. These datasets, combined with the Google
Machine Learning engines, provide an environment that can be scaled to meet the largest, most complex
data challenges the future holds. The OCR platform could be used to augment to the DAP platform for '
high intensity compute activities like training of new machine learning models or other intermittent
demand capacity tasks.

Topic .2 - Software Architecture i ' ' ' _J
1 .2.9 What is the time frame for technical obsolc.sccncc of the propo.scd Sothvare? (For the purpose of ihi.s
question, the version of the propo.sed Sollware would be considered obsolete when suppon is no longer available.)

Our proposed solution leverages the Department's existing Enterprise Business Intelligence
infrastructure. The table below provides our understanding of the current version and the obsolescence
dates associated with the on-premisc software. The GCP platform is provided as SaaS.

Software Vcr^oh' End Date ■

Oracle 12c August 2019
Informatica Power Center Advanced .10.2.0 Latest version ottered by Informatica. No end

date set by Informatica for this version.

Informatica Data Quality Standard
Edition

Tableau Server 2018.3 Core based Subscription Model, will receive
Tableau Desktop quarterly updates as along as the subscription is

active.

Figure/y-D. 1-18. Opioid Insights Proposed Software Version and Vendor.Support End Dates.

Topic 2 - Soft>v«rc .AVchJtecturc

1,2.10,How will the propo.sed solution allow for end users to share da.shboards to social media (e.g. Twiticr,
Facebook, Googlc+ or other social media web.sitcs)?

Opioids Insights dashboards provide authorized end users with the following options to share information
with other authorized users as well as on public-facing social media websites.

•  How do you wont to share your insights? " ^
Share an Image Share a URL Share a PDF/Excel/CSV
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!' ' Hoy-do you want to share your insights?
All visualizations can be .

exported as high-resolution
images to post to social media
sites such as Twitter,
Facebook, or Google+

Using a pre-defined public-
view user role, specific links
can be hosted and shared to
.allow followers to interact with,

public dashboards via a
hyperlink

Detailed data that supports the
visualizations can be exported to file-
sharing sites to increase accessibility
to data

Check oui bow our huh and tpolco'
(rcatmeni model b rcdudnitoplold alnue
In New Kompchire.
u|iiold36o.enni/\'lew0ashbaan]/a837i-
^ WM tl * f jb* M

r

Figure IV-D.I-J9. Opioid Insights Options to Share Visualizations.

In addition, for dataseis or aggregates which DHHS considers to be "public access" the Tableau platform
can be used to expose analytics using the inbuilt Tableau capabilities with guest access similar to the
DHHS Wisdom. These techniques could also be combined with the Google nudge strategy placing the
access points as advertisemeril links based on search predicates.
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Topic 3 — Data Governance and Management
} I opic S-' Patft Covern»nce,and Miinagcment' ;
1.3.1 I low will your solution mcct jhe depanmeiUs needs lo esi<iblish a robust governance structure for _ I

IIS

Data CoveroeDce Framework

l>ju

Archiicciiirx*'
Orpuiiuiion .

/  U.ilu
Urlmolng,

The governance structure that will enable the

efTcctive sharing, reuse, and governance of
Enterprise Business and Technical Services

improving collaboration, data stewardship,
and data driven decision support at all levels.

Our approach is based Agile for Advanced
Analytics (AAA) Data Governance (DO)
Framework that is centered around a

collaborative approach giving stakeholders the
required context to make good decisions,
documenting data flow for accountability, and
promote compliance with existing and
upcoming data governance standards. This "
approach integrates with Data Modeling
(DM), Enterprise Architecture (EA) and
business processes (BP), superseding inter
departmental and technical silos for improved
visibility and control across domains.

Our proposed framework is made of six

components that include Organization,
Policies & Standards. Governance Metrics, Process® & Practices, Technology, and Data Architecture.
The table below lists key activities supporting the.phasc one scope of work the DG framework which will
®tablish the foundation for future phas®.

I J'olicics,
' i'rii:riplc\

.SuniljAi^

I'j'ncsies

x huciito
iKivcnuitCk-

.Mulrick

;vilh uc<>ilipn;hcii>l\-
chingc fnjtu(inneni

Figure IV-D.I-20. AAA Data Governance Framework.

'Activity Details

Evaluate Current Woridng s®sions/intervicws arc conducted focusing on the existing & targeted state
Data Governance of maturity, while prioritizing people, process, and technology to enable
Practices organization transformation. These sessions will provide a platform for agency-level

input and collaboration for the development of a customized DG strategy.
Define Data The DG strategy will document the approach to expanding and/or implementing a
Governance data governance organization to meet both DHHS DAP project needs. The outputs .
Strategy & will help the State deliver and sustain data integrity through people and proc®s®,
Framework while enabling the technology required to manage, maintain, and leverage

information as a r®ource.
Define Data

Governance

Policies &

Procedures

We identify and provide information to formalize data policies and procedur® for
managing the data domains within the scope of this RFP. These policies and
procedur® will cover data governance related activiti®, such as metadata
management, data profiling, and data privileging, and will leverage leading
practices and learnings.
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|Actjvit>' ... Details ' ■ . •
Mentor Data Stale and Agency personnel wiil receive mentoring to promulgate data governance.
Governance This will,be done via coordination with Organizational Change Management
Champions (COM) teams.
Figure IV-D.l-ll. Key activities involved in establishing the DC Framework,

;Topic 3- Data Governance and Mnnagenicnt

1.3.2 How will this sotiuion increase dvlivery of business benefits for New Hamp.shirc, including fasier...

Deloine's AAA approach lo the data governance framework is underpinned by the belief that the end goal
of data governance is to change data from a cost of doing business into a value-added asset. The business
benefits can be grouped around four themes;

Theme" Benefit

Data Quality • Unlock the value of data by establishing the rigor to ensure that data is accurate and
Assurance conforms lo "fit for purpose" business standards

• Create an integrated central repository of data sources with the necessary tools to
rapidly integrate new data sources, enhance existing predictive models, and provide
the capability that allows end users to build and deploy dashboards or visualizations

Cost and • Reduce cost and development time by creating decision rights and associated
Time Savings accountability for process changes

• Cut the lime spent on reconciling and mapping data for different use cases across the
platform and increase use case flexibility

Operational • Provide an integrated central repository of data sources with the necessary tools to
Agility rapidly integrate new data sources and enhance existing predictive models

• Empower end users to build and deploy dashboards or visualization rapidly
Consistency • Create a platform for consistency and transparency in data-driven decision making by
and increasing the repeatability of analytic results
Transparency • Provide consistent definitions and data lineage across the organization through

Business Glossary and Metadata Managemerit
Figure IV-D.1-22. AAA Data Governance Framework Business Benefits.

!Topic 3 - Data Covornnnce and Maiingeinent
1.3.3 How will the .solution chajige the planning, development, aitd operation of appiicniion systems, and

Cross-functional, multidisciplinary teams collaborating to deliver a holistic solution need to be supported
at the organization level by eliminating silos and effectively managing the application life cycle. Our DO
framework will document the process and compliance parameters required to support decision-making
and to facilitate the planning, development, and operational facets of the solution across the life cycle of
the DAP project.
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Figure IV-D. 1-23. DAP Life Cycle.

Clear objectives and separation of roles within teams, as well as demarcation of work between multiple
teams, is imponani to minimizing duplication of efforts and supponing the identification and leveraging
of cross-team dependencies. The following arc the sample collaboration methods that we will leverage for
this project:

I Sample Collaboration Mcthotis ^ ' i
Representative cross-team daily stand-ups will encourage teams to share high-level updates on their
respective team's work, identify impediments, and collaborate with other teams.

Multiple stakeholder check-in enables the State and other stakeholders to discuss scope, acceptance
criteria, and dependencies to align and prioritize initiatives and validate solution backlogs. This
approach creates stakeholder alignment and helps facilitate decision making.

Regular monthly cross-team review and planning sessions allow teams to define high-level
requirements, map cross-team dependencies, and help teams understand the integration of team
outputs.

Creation of a cross-team retrospective platform empowers teams to examine and reflect on their
collaboration processes, identify action items, and create accountability for improvements.

|Topic 3- Da'tn Cov^nancc aiid Management . ^
1-3.4 What will be the base structure of the Governance process and how will it ensure that the inrrastruciure...

The base structure of thc;;QO ft3i0riework will support the effective mobilization of shared infrastructure,
business, and technical service components in the DAP platform for re-use across the State.

I Component Description
: I

Processes, Policies,
Standards and

Procedures

Evolving processes, policies, standards, and procedures are key to enabling
effective data governance through process automation, including data
stakeholders in decision-making and the evolution of procedures to
accommodate the increasingly distributed nature of data.

Organization,
Roles and

Responsibilities

Extending the roles and responsibilities of the DO framework to the
development life cycle, focusing on data security roles and empowering Data
Stewards.

Technology and
Tool Capabilities

Tools such as cognitive and automation technologies, effective integration, and
leading data security practices support data governance.

Data Cataloging Cataloging data to create an enterprise level Data Catalog is instrumental to
establishing a holistic helping stakeholder to discover, understand, and trust
potentially relevant assets; This provides a semantic approach for content
discovery. ,

Figure iy-D.I-24. Components of the DC Framework Base Structure.
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)Topic 3 - Data Goyl'mance and Manaycnu'iu ' ' ^ ■
1.3.5 How will tlie solution nddrcss a .sysiematic method for the Dcparlment to make decisions?
1.3.6 Wliai will your process be to identify who has the authority to make decisions, establi.sli the precepts'...

The established and agreed upon framework will define the process and the key roles and responsibiiilics
of the decision makers. Data-related challenges arc mitigated through reducing ambiguity, establishing
clear accountabilities, and circulating data-related information to all stakeholders. A Data Management
and Execution team is created with the responsibility for maintaining the alignment between stakeholders
and clearly delineating lines of responsibility based on data ownership.

}Topic 3 -.Data Govcrn'nnce and Maiingenient;
1.3.7 How will the solmion reduce risks and en.surtf that }>goplc accomplish ihc Staic'.s .»;tralcgy. gonls, nnT.'.*^. "

The new DO framework supports a culture of informed decision making by establishing standardized
processes and a clearly defining decision making structure which helps drive project success and reduce
ambiguity around data which is one of the state's most important assets. By standardizing data quality arid
establish a well-defined metadata process across systems in scope of the DAP, and by clearly identifying
data owners and data steward, project risk Is dramatically reduced while ensuring the State's overall DAP
strategy, goals, and priorities more easily achieved.

{Xopic 3 - Datn Governance and'Mftnagcriictit - . '
1.3.8 How will ihe soiuuon.implcmcni, and sub.sequcmly opiimize govcmance for compliance by ... " "

The compliance decision paradigm can be separated into three strata: ^
• Automation centric: High-volume, Low-subjectivity

• Human centric: Low-volume, High-subjectivity

• Hybrid: Combination ofcomputer systems and human action

The DC framework will contain a set of decision rules to identify the optimal route for each directive
accordirig to the compliance profile, e.g. data with Personally Identifiable Information (PI!) and Protected
Health Information (PHI) will be directed to computer systems for processing to ensure strict individual
privacy.

• Automated rule-based (asks can be conducted without physical and temporal constraints, can make
objective decisions, and arc scalable. However, these are not flexible and lack accountability and
transparency.

• Compliance tasks which need decision makiiig, which involves context-based attributes, usually need
human input to incorporate ethical decisions.' However, this can also lead to human eiror and biases as
well as less efilciency.

• A hybrid approach where machine learning algorithm with guidance from humans may be the best
method to span these two approaches.

iTopic 3 - Data Govcrnaricc and Mftnageniciir
1.3.9 What tools and/or tccliiiologies will be required lo enable DAP Govcmancc wiihin the State?
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To meci phase I data governance requirements we do not envision the need for additional tools beyond
those available. As part of the phase I data governance framework development process the team will
included evaluate the need for a tool and include tool recommendations if appropriate.

The ideal tool provides a holistic, pan-enterprise view of data governance programs by collating domain
knowledge scattered across disconnected silos. It should integrate across all tiers in the DAP Program for
oversight across the DAP process flow. Deloitte's DC framework will provide tool recommendations for
the Department to enable DAP Governance within the State, maximizing the usc.of Department's existing
tools while supplementing with additional tools that provide enterprise-level data governance &
management.

[Topic 3 -.Datn Governance and Mfln'agem'ent , ' - • j
1.3.10 How will your solution provide a .strategy that enables the State to document the roles and rcspon.sibilitie.s...

Deloitte's AAA methodology for Data Governance revolves around identification of critical activities to
support the effective implementation of the data governance and management decision, and then mapping
roles and responsibilities from these activities to create a RACI chart. A RACI chart is a matrix of all the
activities or decision-making authorities undertaken in an organization set against all the people or roles.
This matrix is developed to coalesce these functions in the form of a staffing plan with clearly defined
roles and responsibilities as illustrated below:

Roles

2 ... G - ^

£• 5 6" 5I '5<  iiuiiti- .'5 g .-'"Sl i
hiiiii.iiiit ~ S c E

■2 C -2 '5

■> & .3 n
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jOala Pollrlci
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OrganizaUea

iCcMrdaacc
Proccsiet -

To^s &
TrchnolMv

'Cotcmanet
iOcmcaa

Legend

Mii.nAtoc^gi)

Figure IV-D. 1-25. Sample RACI Matrixfor Data Governance & Management.

Toplc^3 - Dn(^Gov«roaiice nnd Maiingpmeni.
1.3.1 1 How will your soluiioii addre.«;s the Deparimcnt^s roles and responsibilnies. as well as providing the
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The DG framework-will define the Department's roles and responsibilities, along with the skills required
for the staff to be part of the DA? governance and management team as previewed in the table below:

{Roles.. Resppnsibilitics

Program • Provide guidance and direction, review completed deliverables, support resource
Sponsor availability

Project • Manage day-to-day activities - project communication, analysis, deliverable
Manager development, issue resolution, manage risks, issues, action items and delivery
State Team Business and Technology SMEs:

• Core Project Team - Facilitate information requests, perform detailed reviews of work
products and deliverables, assist in execulion of project activities

• System application SMEs - Provide details on existing applications, requirements, and
react to target-state scenarios

• Business leaders and SMEs - Provide a history of existing initiatives, business drivers,
application suitability, future business capabilities

• Functional SMEs on Material, Vendor and Customer data-Deliver key statistics and
performance data, provide information on current state, provide documentation

Key
Stakeholders

Data Owner •

Review approach/results, provide feedback and direction
Represent project in senior executive meetings
Identify and assign appropriate resources and access to extended team

Approve data domain and attribute definitions, calculations, and requirements
Ensure consistency and quality across types of data
Review and approve data standard specifications
Escalate cross-functional data standardization decisions to the Data Governance
Council

Data

Steward

Set, communicate, and implement business practices and standards by domain
Work in groups byidomain area to monitor standards, practices, and processes
Rationalize changes and assess impacts
Escalate data issues or opportunities to the Data Organization
Monitor and audit the quality of data within the DAP domain

Data

Custodian

Set, communicate, and implement technical practices and standards for data
Work in groups to monitor standards, practices, and processes

• Rationalize changes and assess impacts
• Escalate data issues and opportunities to the Data Governance Organization.
*  Identify technical challenges and issues as it pertains to DAT source system data

Figure iy'D.1-26: Recommended Rolesfor Department's Governance Team.

jl'opic 3 - batu Covcrhnncc and Mnnagcmvnt

1.3.12 How will yoursoluiion fill, leverage as well a.s, if applicable, rc-defineihc following roles?
1.3.12.1. Architects; 1.3.12.2. Developers; 1.3.12.3. Quality assurance(QA): 1.3.12.'}. Database Administraiors;
1.3.12.5. Opcraiioris and .system administration staff; 1.3.12.6. Business analysts
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Deloitte has provided a list of project resources required to meet the RFP requirements. The role of the
architect is the responsibility of Greg Spino, currently working on the EBI implementation. Greg has over
twenty ye^rs,of datS^varehouse, data integration and analytics experience building and support multi-
agency platforms.

The development lead, AbHishek Pathak, has prior experience leading complex data integration and
analytic projects with specific experience working on the New Hampshire MMIS. Abhishek will lead a
team of ETL developers, Database Administrators, Data Modelers and Tableau Developers. Our team
ofTers resources that understand the current NH infrastructure and environments reducing risk and
facilitating strong collaboration.

Business Analyst and Quality Assurance positions arc vital roles on the project and are filled from
Deloitte pool of public sector resources with experience on large Health and Human Services ̂ ta
integration projects.

{Topic 3 - Data Govcri'ianco and {Vlinagcincnt. ■. , t. ' • ' • i
I.3.I.VH0W will ihc propo.-^cd DAP governance solution provide decision making guidance for all stages In ...

As stated in response 1.3.6, proposed governance framework will provide decision making guidance for
the establishment of Organization, Policies, Principles & Standards, Processes & Practices. The
framework will provide a life cycle structure leveraging predefined deliverables templates and content.
[Topic 37 Data Governance and Maiingenient
1.3.14 How will the .>;olulion address specitic life cycle stages and issue.s associaicd with the following?
1.3.14.1. User Security Managcineru Services

Designing security for authorized users of DAP is critical. User security management supports selective
restriction of access to sourcc/intermediaie/target systems, various environments, and data interaction
interfaces through authentication, authorization, and access control. Authentication verifies user identity,
authorization determines the user permissions, and access control enforces the security permissions to use
the data. The Role Based Access Control (RBAC) model determines access based on a user's role and
implements the Principle of Least Privilege (PLP) and Principle of Separation of Privilege (PSP).

User security managcmentis a composite of two processes
M iiinl lulling a i-alalog of us er ai'civss pro lilt
•  HuiM-. and iitiiiiiains an activv fcpi>siiiir\- nl aH

cfdif iivti accc.•i^; pti>lilos
•  Atidils Ihf ai'cc>s pii>lik'> pcni'ditally lor

'C.niNiiicnoy Wiili rvtiuii-uincni
•  tlic access iCijiicsts lor I'U' and l*SI'

coniplutici.-
•  l:\ aliiaic access pndiks ulicn iis'w

liincnVnialitics arc adJcrl <«r tcioncrl

I'roylsiiHiliig uscracvi'ss rtMjiifsis
*. Vcrilics die user
*  'I'toviilcs access nghis
*  Moniiors die idcniily sliuus

• • Kensn es or,rtsiricls access according lo ndc
changes

*  l.'igs inul tracks iicce.ss (of cohipliance

MH.OArOC4IQ}

figure IV-D. 1-27. Profiles and Provisioning.
A critical aspect of the DAP, Agile security management, is a continuous, pervasive, and proactive
method of protecting assets, and involves all team members during all life cycle phases as illustrated
below:
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Stage/Phase . • ' Action^

Initiation/ Discovery ♦ Document existing systems/applications and users
• Configure users in the Identity Management solution with support for single

sign-on

• Review existing security policies and their impact on the scope of the project
•  Identify legacy misaligned default settings or unnecessary privileges

Change default passwords or configurations allowing access without
authentication

Design/ Development Formalize the project security expectations in the Cross Functional
Requirements

Include information about the level of security needs in the acceptance
criteria

Create an inventory of human resources and process to identify/prioritize
potential threats

Review the security of feature on PII and PHI data storage, encryption, and
access protocols

Test to validate behavior if a non-privileged user attempts to access
privileged information

Delivery/Maintenance • Verify services are configured to follow the PLP and PSP guidelines
• Develop an incident response plan, for recovery and mitigation from a-

vulnerability incident
• Verify monitoring infrastructure to detect unauthorized access via

logs/network monitoring

Figure iy-D.1'28. Life cycle Themes.

Jopic 3 - Dafn Covernunce and Mnnagemynt

1.3.15 How will the solution ensure sirategic alignment bciwcciithc deployed ifclinology and the fuiurc-statc'T"

To maintain strategic alignment, critical components need to flex and change as the strategy itself shifts in
response to the evolving requirements of stakeholders. The key factors for organizational agility include;

• Lean process redesign - Streamline processes and minimize waste

• Digitization - Digitize stakeholder experience and operations

• Advanced analytics-Provide intelligence to facilitate decisions

• Intelligent process automation - Replace routine human tasks

• Business process outsourcing - Outsource to vetted providers

iTopic 3 - Dnia Oovernaiice'uiid Maiiogenicni . -
1.3.16 What is the proposed change contiol process tor considering and accepting or denying chanues...

The need for change management and control is a salient feature of our AAA methodology due its
iterative nature, the amount of chum created, and consequently, its impact on project climate and
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.-rP'

readiness. A detailed explanation of the change management control flow is provided in Topic 21-Scope
Control question 2.4.4.2.

jTopic 3 - Datn Covcrhaiicc and Management ^ ' i--
1.3.17 How will the proposed soUition develop and obtain buy-in for a stakeholder and communication ...

Our methodology provides a stakeholder and communication management plan and approach to
collaborative workshops for DAP. Creating transparency and measuring project progress for stakeholders

is a key pillar of our methodology. Topic 3 - Work Plan, 2.4.6.1 elaborates our methodology for

communication management.
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Figure IV-D.1-29. Collaborative Workshops *vith Stakeholders (Illustrative).

/Topic 3 -r Data Governance nnd iVUiiagement ' .
1.3.18 How will yoiir methodology address organizational assessments and gap analyses for the afTected .

Deloilte addresses this requirement through our AAA methodology which,combines our knowledge of the
NH DHHS organization and systems along with our experience with the EBI project. Our approach
includes identification of key participants, gathering input from stakeholders using our data capabilities
assessment toolkit, and documenting that will be covered in our organizational gap assessments.

Data
Ciov'cniaiK'c

O.iia

Standards

Cominunicalion

Itiisirics'^
Owncisliip

Cciitnil O.tia

kcpusilorN'

Technology

KndTio-l:nd
InU'griilion

Sviiciiroiii/.alion

Figure IV-D. 1-30. Data Capabilities.

Our proposed DC framework will create a Data Governance Organization (DGO) structure to guide the
people, processes, and technologies needed to manage and protect the Slate's data assets. The DGO will
be organized in a pyramid structure to manage participation, and to facilitate strategy, guidance, and
effective decision making.

Deloitte, 2018. Page FV-D: 1-138 of 662



Attachm6aWff^E^R)^ffi^(lidIMPSHIRE - Department of Health and Human Services.
Data Analytics Platform for Opioid Crisis
DHHS-RFP2019-043/RFP-2019-DPHS-19-DATAA

Data Governance Organization Model
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Figure IV-D. 1-31: Data Governance Organization Tier Model.
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Topic 4- User Friendliness and Usability
(Topic .4 - User Friendlinyss and Usability

1 .4.1. To what extern is the Soft ware used in ihc proposed solution intuiiive based on the likelihood ihat the um"
ha.s cxpeiienced other applications with similar graphic user interfaces.

Opioid Insights dashboard modules "Indicators" and "Benchmarks" will leverage the same user
experience design techniques and software platform (Tableau) that was selected by DHHS based on case
of use. The Tableau based platform is currently being used to build EBI dashboards for DHHS, including
LTSS and Granite Advantage. The Opibid Crisis dashboards would be accessible through the same login
navigation model and with the same UI/UX theming.

LTSS Ex»cutlv« Provider
Oe»hl>oard Servico Coordination Ovaralght

SBSBaffiESi

o

Oqlllfl O a

Current Provider Network

•. ■ 1

:• 1

1
iIuIjI

mmnoMRSB

^ O iyj:!

fO JO
Th s high level prouder dashboard The service coordination oversight The current provider network
will display key high level LTSS dashboard will display key detailed dashboard will display key detailed

Sv m fill indude the LTSS agency-level metrics and LTSS provider metrics and includeability ̂ filler these metrics down mdude the ability lo filler these the ability to fiiler these metrics'
to a medium level of granularity metrics down to a medium level of down to a medium level of

granularity granularfty

Figure IV-D. 1-32, Sample dashboards, currently in the process of being themedfor DHHS.

Oue^HH^ jnt^ctivc Opioid Accelerators use the same underlying technology and will be themed to
match with your selected Ul/UX schema and navigation model. This will provide a unified, clean and
mtuiiivc user flow, matched with helpful built-in user guides.

We understand the significance of the analytical outcomes represented in the user interface of this tool.
Livelihoods are at slake and depend on the ability of your analysts and leaders to make decisions through
interpretation of effectively displayed .data. The accelerators we bring are based on our familiarity with
your team, your evolving preferences, and your existing investment. We will provide a unified and ■
seamless experience differentiating us from our compctiiore.

Opioid Insights approach to design is based on our proven AAA methodology which is a 4-step iterative
process to achieve a user-centric design that fuels the creation of a well-designed system that resonates
more deeply with your stakeholders as illustrated below. Prior to the onset of this project, the existing
platform UIAJX theming and infrastructure will be established, allowing us to shifl to interactive Agile
development leveraging the inbuilt capabilities of Tableau to rapidly deliver sprints with live work
products using the process outlined below:
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Figure IV'D.I'JS AAA User-Centric Design Approach.

User Interface Design Approach

Research Stakeholder interviews and visioning sessions (o gain a better understanding of the
end-user personas. We then design for key personas which are a representation of the
major user groups most consistently using Opioid Insights. These personas - selected
by you - become the center of our methodology. We work to understand their core
business questions, preferences, worldng styles, historical technological constraints,
and working conditions.

Envision At this step we begin designing the user experience. We explore intersections
between user and operation needs, and work alongside your users to develop interim
work products using the Aple sprint delivery model. Sprcifically, we map core
business questions specific to each persona and create data-to-decision-to-action
flows such that the right business questions can be clearly answered and acted upon.
As users provide input and feedback during our design process, pride of ownership is
created and barriers to adoption ̂ e reduced. By bringing users along the design
journey with us, we are preparing your teams to use these systems from day one, so
that they can quickly be self-reliant and prepare their colleagues to be the same.

Prototype We refine the user cxperience:through prototyping using wireframes to rough out the
initial sketch and/or directly in Tableau depending on the design predicates. During
prototyping we will transition from wireframes'(if thcyare required to sketch out the
initial solution parameters) to protot^ing of dashboards and indicators directly in
Tableau using an Agile process that includes sharing in process asset development
and iterative sprint-based work product delivery.

Iterate Final step is to iterate. This process allows us to further refine the user experience
throu^ a reexamination of user personas, business questions, and data-to-decision-
to-action flows. At each iteration, we update and validate the wireframes or the
solution where back-end changes are required working through the prioritized
bacWog.

Figure IV-D. 1-34. Design Life cycle.

?Topic 4 - User Fric'iidljricss and Usnbility i " .

1.4.2. How efficient is ihe Sonwnre tii tcnn.s of the number ofopemtions required to perform basic ta.sks.

Our AAA methodology offers efficiency across three dimensions as illustrated in the table below:

Deloitte 2018- Page JV-D. 1-141 of 662



Attachnrt8aMJrE^#bf®W|5iidlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019.043/RFP-2019-DPHS.19-DATAA

Our Proposed SpUition Efficiciiaes

Design
Efficiency

Our leam will develop

Performance

Efficiency

 user interfaces to answer durable, enduring questions to ensure
the dashboards provide answers to business questions that arc most asked over an
extended period by their respective personas. For each of these questions, we seek to
reduce the number of steps to retrieve an answer, often centralizing the answers into
single-glance, or single-click locations (e.g., key performance indicator bars or
pages). For the Opioid Crisis Dashboards, we will leverage our HHS Interactive
Opioid Insight dashboards along with existing NH experience (e.g. NH Wisdom).
Performance is a crucial component of our design methodology. In addition to
following the best design practices that we have developed with our years of
experience in Tableau implementations, our team will apply the Tableau performance
recorder to .identify and fix the problem spots which slowdown the response times.
For example, using functions such as "hide all unused fields option", applying extract
filtCTS, optimizing extracts by performing calculations in the database and reducing
nested calculations etc. will improve the query speed and performance, leading to
accelerated viewing of analytics.

Day-one results
efficiency

Opioid Insights includes "Benchmarks" which is our proprietary list of opioid risk
metrics and algorithms that will be configured into the Department's environment, to
bring you insights on day one.

Figure IV-D.UiS, Solution Efficiencies,

Opioid Insights dashboards provide enhanced data
visualization and integration of unique, geographically-
specific indicators of the opioid epidemic. They enable
surveillance of various aspects of the opioid epidemic,
including opioid prescribing patterns, illegal activity, opioid
drug deaths, emergency room visits, and treatment
facililies. Department stakeholders can use the tool to
understand opioid-rclated activity (diagnosis, procedures,
prescriptions, mortality) and identify potential areas for
intervention.

0 0

U

Figure IV-D. 1-36. Sample Dashboards.
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Dashboards enable data assessment at differing geographic granularity: state, region, county and township
level. By looking at the problem geographically, Department will be able to assess problem areas, track
trends over time, forecast future values, and identify areas (0 act.
The solution also includes Google data sets, including New Hampshire-based google search dataseis that
will be used by our proposed At-Risk + model, which will combine search data with the de-identified
APCD member claims data from EBl to produce early indications of gco-based OUD trends.

!Topjc4 - Us»r Friendliness o'nd Us»biJiry '
1.4.3. How docs ihe Vendor's proposed training process siippon the application?

We believe the combination of a user-centric design approach with a Train-thc-Trainer methodology and
a shadowing approach for power users and developers to be most effective for training the largest number
of users to support the application.
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By engaging stakeholders at every step of the development process, we gain buy-in and user insights. The
state staff will also be integrated with the Deloiitc team through consistent collaboration and shadowing
which will allow the slate staff to have all the needed knowledge to continue to improve the application.'
We also provide the participating stakeholders a core set of users who understand the infrastructure that
supports and business rationale behind cach element of Opioid Insights. This experience will enable these
stakeholders to serve as resources for other as Opioid Insights is rolled out.

By including a shadowing approach for continuous knowledge transfer and a unified Deloittc and state
team, the application will be understood by a multitude of cross functional team members. This will allow
more users to be able to help others learn about the system and be a part of the training process.
We will design our Train-the-Trainer curriculum and shadowing sessions using real-life scenarios tailored
to your operational priorities and required analytics challenges. '

. For more information on our training development and approach, see section 0.2.2. ■

iTdpic 4 - User Friendliness and Usability
1.4.4. How much time is required to make new users fully functional and able lo inpuTimo

Our user-centric design process intends to reduce the lime from the Introduction of Opioid Insights to a
fully functional user base. This is due to the quick and easy understanding that is a core component of
uscr-ccninc design. We anticipate that the average user would be able lo navigate and use the dashboards
with little to no training through usage of an intuitive navigation model and visual self-explanatory
dashboards that use fly over and annotation to provide context.

We expect trained (or untrained) users will be able to put their skills to the test immediately through: I)
the intuitive design structure; 2) the instructional tool tips and Quick Reference Guides incorporated
throughout Opioid Insights (sec section 1.4.7 for more information).

There will be quick Instructional sessions hosted by a combination of Deloittc trainers and state trainers
from the Train-the-Trainer program that will help users further their skills and abilities within the
application. This will be supplemented by the QRG's and hands on exercises that will allow for the users
to quickly gain the knowledge that will allow for them to be fuHy functional in the new application. All in
all, a new user can understand full functionality of the application within a few days of starting the
training curriculum.

This training will be augmented by deeper dive training for DHHS and DolT staff that will be working
with the core technologies along with shoulder to shoulder knowledge transfer to prepare the State to
transition and/or extend the DAP investment without reliance on a vendor.

^Topjc 4 - User FHendliiigis and Usability ' y " ■ |
1.4.5. E.xplain any function driven capabililics ihai exist in the proposed application. ^

We will be implementing Opioid Insights dashboards in Tableau. Tableau Is developed with the function-
driven capabilities for: exporting datascts and visualizations to various output types (e.g., .csv, .pdf);
viewing across user types by user screen preference (e.g.. desktop, laptop, tablet, smart phone);
customizing to user preferences and clean user flows and intuitive design features; flexibility across
browsers; and Section 508 compliance, among others.

All of our end user outputs from our.HHS Interactive Opioid insights, including Indicators, Benchmarks.
At-Risk and At-Risk+ will be managed using the same basic end-to-end process described below:
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• Exporting data and visualizations: Your data should be accessible in the form most relevant to your
reader. Opioid Insights dashboards provide capabilities for printable reports that can be customized in

.  the Page Set-up dialogue box. Where users simply need raw data, dashboard allows authorized users to
drill-down into the underlying transactional level data from every data point, including graphical charts
with options to export the data in .csv formal for further analysis.

- Viewing across screen preferences: Users have different preferences; some like to view data on a cell
phone on the quick trip to the board room, others like to dig into the data across three screens. We want
to make sure that we build Opioid Insights to do just this. Native Tableau functionality will be
leveraged to adjust and preview the look and feel of dashboards to be compatible with any device.
Tableau's "fit all" option allows us to automatically scale the view of dashboards across multiple frame

■ sizes. Where the automatic frmctionaliiy docs not cut it, Tableau allows us to customize views based on
the most common screen preferences by Department's users.

• Customization for a clean user experience: User experience is the governing principle of our AAA
dashboard design methodology, our proposed Tableau based dashboards provide Department users a"
clean interface, attractive color palate, and continuously supported updates from Tableau allow us to
adapt a user experience with the evolving needs of your users.

• Flexibility across browser types: Tableau Server, Tableau Public, and Tableau Online seek to deliver
compatible experiences across all browsers. Web browsers with HTML 5 <canvas> element (Internet
Explorer 9.0, Firefox, Chrome, and Safari) are supported for client-side rendering. This means that we
will be able to adjust how much data will be rendered across computers and mobile devices based on
view complexity thresholds. This will allow us to ensure that display speeds are adjusted according to
the processing power of a user's system.

• Compliance: We recognize the importance and value of Section 508. Tableau based Opioid Insights
dashboards helps us to meet that degree of compliance. Tableau Versions 10.2 and later support
adaption and support for screen readers, braille keyboards, and keyboard-only navigation. The Color-
Blind Palette also allows us to select colors that can be quickly understood by viewers of all abilities.

.Topic 4.- User Friendliness and Usahility • • ' • . ' i

1.4.6. Howdoe.s ihc .solution address advanced analysi.s such as predictive analysis, root caii.se analysi.s. actionable
information to dcienninc co.st-elTectivcncss. identificaiion of hoi-spoticrs" (clieni.s in communities with multiple
comple.x health condition.s who arc higli-uiilizers of care, .services, etc.)?

Cohsistcnl with Deloitte's #1 ranking as a provider of applied analytic solutions (see corporate experience
section), the Deloitte solution provides a wealth of advanced analytic capabilities including in the three
areas detailed below: predictive analysis and root cause analysis, identification of "Hot spotters", and
determination of cost-effectiveness. Key to Deloitte's independent rankings Is our ability to make
advanced analytics easily accessible within a user's organization by using proven solutions like HHS
Interactive along with labs where clients participate in finalizing the customized user interface design.
Deloitte has completed lObOs of our persona-driven design labs like what we will provide New
Hampshire. This customization Increases the "usability" and user-friendliness of the solution, namely, it
improves user acceptance and adoption, increases the impact the analytics have on how people do their
job and meaningfully improves how the analytics help the organization achieve its mission.

Predictive Analysis and Root Cause Analysis; As an individual becomes at elevated risk of OUD or is
clinically diagnosed with OUD, the factors that drive this condition are informed by data from multiple
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systems. Putting this comprehensive person-centric or "360" view together around an individual is critical
and will be a valuable outcome of this project. It is also a key factor in the NIH HEALing operating
model should the New Hampshire/Dartmouth team be selected. Once this person-centric view is in' place,
advanced machine learning predictive models (see At-Risk and At-Risk+ in section 1.1.26) are trained to'
provide early identification of OUD based on various attributes proven as prcdicators as we" will
demonstrate through the iterative model refinement and benchmarking against historical data to "proof
the model.

Once identified at the individual level, this infonnation is aggregated to the community or state level. The
HHS Interactive user interface allows for this information to be filtered, sorted, and analyzed across
multiple dimensions. Views will allow visibility into correlations between the predictions and the input
variables subject to various filters. Deloinc's experience shows a key to developing accurate predictive
models for individual opioid users is to use both time series of the data (i.e. changes at the individual level
over time are important for making early and accurate predictions of OUD) and "synthetic" variables such
as life factors (social, medical, welfare, prescription, treatment, etc.) which allow for multi-step model
training. This last step is important, so the model does not become a "black box" but rather we can easily
understand the variables, mostly synthetic, that drive the OUD prediction thus encouraging user
acceptance of the predictions. The usability and user friendliness of the solution allows for a rich array of
data manipulation across the three types of data: geospatial, temporal and topic specific including the
above-mentioned life factors for the individual aggcrated to the community or state level.
Deloitte has experience building predictive models for a variety of conmiercial and public clients. For
example, a Medicaid MSO in the Midwest hired Deloitte to build an At-Risk model to identify who
within a - IM patient population of opioid users was at elevated risk of OUD. The model used data sets
like what will be used in New Hampshire. When compared with a competing rules-based predictive
model, the At-Rjsk model produced impressive predictive results including: 85% accuracy (vs 15%), 10%
error rate (vs 50%) and 50% faster predictions (4-5 months vs 9 months). The results were easily accessed
through a user interface based on HHS Interactive. An additional version of the At-Risk model used
massive, person-centric Lifestyle data provided by Deloitte called PredictRisk which provides -1500
commercially accessible data elements on every adult (268M) in the U.S. updated monthly. The NIH
HEALing proposal exclusively includes using this Lifestyle data on every adult in the 15 New Hampshire
sites (-500.000 adults). This Lifestyle data when combined with the New Hampshire government data
will have the potential to drive"powerful at-risk OUD predictions with the potential to significantly help
not only New Hampshire but, through NIH, many other states.

Identiricallon of "Hot spotters": Having direct access to All Provider Claims Data at the individual
level provides direct access to aggregated costs per person. This is important to understand and monitor
the Hot Spotter population. Data exploration views will facilitate analysis and insights into the drivers
behind this population and their associated costs. The ICD codes covering types of costs, treatments,
diagnoses, outcomes, etc. will be particularly helpful. Importantly these individual data sets can be '
aggeratcd in the tool based on geographic areas ranging from small communities to counties and the
entire State.

In addition to individual claims data, geospatial opioid-related information is important for understanding
the Hot Spotter population.-Deloitte through its Opioids Insight solution brings a^wcalth'of relevant data
to this topic. Accessed through HHS Interactive, data from 20+ open sources arc linked across
geographies and time to provide situational awareness around prevalence, prescriptions patterns (legal
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opioids), illegal consumption/seizures, as well as locations and size of treatment assets. Data exploration
is enabled through an intuitive, self-serve map-based user interface.

The imponance of policy makers having this situational awareness is illustrated by a tragic story in New
Hampshire. A boarding community in Massachusetts has emerged as a major source of fentanyl. The
movement of this fentanyl throughoufNew Hampshire has increased the Hot Spotter population, heavily
impacting costs and deaths in New Hampshire. This is a major reason New Hampshire has moved from a
state struggling with a population abusing prescription opioids into a state struggling with illegal
injectable opioids which result in far more Hot Spotters and deaths. Threats like this will morph over time
and the proposed solutions will provide policy makers with easily accessible, intuitive tools to anticipate,
identify and understand the root cause behind many of these drivers of the Hot Spotters population.

Actionable Information to determine Cost-effectiveness: Tying health outcomes to strategic
investments/inputs to the system will be important for New Hampshire to evaluate the remm on its
investment, and an important marker for where to invest in the future. Analysis tools predominantly using
the APOD data set will-enable direct treatment.costs to be aggregated and viewed in various,clusters and
through different filters including ICD codes for diagnosis, treatment and outcomes. Further work can
give data exploration views that study the duration of treatment and time to recurrence or successful
avoidance of recurrence.

This foundation can be extended in phase 2 and beyond. New Hampshire's integrated data sets will,
provide the ability to gain visibility into costs associated with opioids at a level previously not possible. A
more sophisticated approach to determining cost-effectiveness for various expenditures that this project
will enable involves capture costs at three levels: individual direct medical costs including associated with
treatment, costs associated with an individual beyond their medical costs (e.g. TANF, SNAP, child
services, law enforcement) and costs associated with dependents across various government programs.
The accuracy of these costs across all data sets may rec^uire additional entity resolution activity beyond
phase 1 requirements but the techniques and tools are known. What this will enable is.thc ability to look '
at an individual and model multiyear projected costs at the three levels. Then scenarios for different
treatments can be modeled. This will allow for more informed policy decisions. For example, consider a
single mother with dependents who has OUD and treatment options are being considered. The model
might show, without treatment, heavy consumption of government resources across many programs and
departments by her and her dependents that over 5 years there is a 90% chance the costs will exceed
S500,000. At the end she and her dependents will still not be self-sufficient. Treatment A may cost
$20,000 and will have minimal impact on the projected costs. Treatment B might cost $100,000 up front
but entails a rigorous 90 day in-patient treatment coordinated with child care and when she exists the
treatment, immediate job training, job placement, transportation credits, housing credits, SNAP and
TANF benefits plus Medicaid. Under the second scenario the model may show a 70% chance she and her
dependents will be self-sufficient within the 5 years and in total consume substantially fewer government
resources. Although these models are not part of the phase 1 requirements, the foundations for this tjpc of
analysis to determine cost-effectiveness will be in place.

Clarity of Bias arid Risk for all Models: For all data science approaches and models, Deloitte will work
to help New Hampshire stakeholders understand,biases and risks associated with the data science models.
Within the visual presentation of our analytics, Deloitte will present interpretable explanations of model
insights, as well as error rates and confidence scores. These explanations will help clarify for New
Hampshire stakeholders the differences in various sub-populations or individual clusters as developed in
the various models. Deloitte will leverage our open-source Model Describer too) as an accelerator in
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developing these explanations. The overall goal of outputs from Model Describer is to help people
understand what the model is 'thinking'. For example:

• What is the confidence level for each prediction?

• Which variables are important in making a prediction?

• Docs the model over weight one sub-population when making predictions?

Topic 4 •- User Fricndlijicss and Usability

1.4.7. How will a user guidance and/or hcl|> fimciion.s be developed into the system?

Opidid Insights will include user guides and help functions embedded into the Tableau dashboards and be
available on-demand. Every dashboard will feature a user guide accessible by clicking on the ® icon on
the lop right comer of the dashboard, as well supplementary micro-learnings will be available when the
user hovers over the KPIs. Opibid Insights dashboards leverage Tableau's tool tip functionality to deliver
this functionality. Embedded user guides will include K.PI definitions, dataset criteria in addition to
general help on direct the user through a series of steps to find an analytical result or through a scries of
simple action tasks, such as dashboard navigation or steps to export the dashboard view.
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Topic 5- IT Standards
j'rppic S - ri' Standards '
1 he State wll evaluate the degree lo which IT standards used in Die Vendor provided product "a^ ̂ rnpliam ̂ h
other State Systems or use c."tisiing State standards.

^O^fsund^rdrl^^^^ Data Formais as mandated by RSA chapter 2
Wc recognize the importance of adhering strictly lo the currently existing IT Standards in place within the
State. Deloittc prides itself on its currently ongoing relationship with the Stale and its full compliance
with legislated IT Standards in New Hampshire over the past 20+ years. The proposed solution is
complying with the anicles mandated by RSA chapter 21 -R: Open Standards (HB418 2012). /
Additionally, all activities relating to the encoding and transfer of data produced or utilized by the
proposed solution meet the criteria for open standards defined in RSA chapter 21-R: 10.

fArticle Standard Definition pAP Solution
2I-R:10(|) Open source The software that allows the user

software unrestricted use of the sofhvare for any
purpose and unrestricted access to the

respective source code, freedom to make
and distribute copies of the software

Any software developed as a
part of this solution meets the
definition of Open source
sofhvare

21- Open
R: 10(11) 11 Standard

Specification for encoding the transfer of
data that is free to use in perpetuity, no
restriction on the use of data stored in
format, creation of sofhvare to maintain
the data, a human readable formal, etc.

All the data stored in human

readable format and (he data
transfer tetwecn other agenesis
follows open data standards

21- Proprietary
R:10(lll) software

Does not fulfill all the guarantees
provided by open source software

Solution uses open source
software wherever it Is

applicable. State EBI standard
dashboard tool Tableau and ETL
tool tnformatica is proprietary
software

21-R:I3 Use of open
data formais

Comply with open standards for
accessing, storing, or transferring of data

Solution meets the criteria

Figure IV-D. I-37. RSA 21.R: Open Standards Mapping.

the degree 10 which your solution complies with iufdrmalion technology staiidard.s mentioned on the
.State of NH Web sue: hun://www nh.pov/rinit/vcndor' • -

The proix)sed solution complies with the standards and best practices as outlined on the Department of
Information Technology's Web site.

• Technology - As mandated by DoIT standards, the description of software, hardware, environmental,
and network considerations are addressed in this proposal.

• Accessibility - The solution is Section 508 compliant
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• Branding - DAP Solution will be designed based on the established EBI platform standards and UiAJX
themes which will be approved by the State.

• Functionality - DAP Solution will be designed to meet State standards for content organization, content
presentation, usability, capability, schema, expandability, and extensibility.

I.5.2. ls thc proposed application cohsidcred Open Source.Soflwarc?

The proposed solution is considered as Open Source Software as defined in RSA chapter 21-R excluding
propriety software that the State is also already approved for use in the EBI solution including Tableau,
Informatica. In addition, we arc using the Google Cloud Platform (GCP) to process the Google digital '
search data.

j l .5.3. Docs jl comply with Open Srandaids, including but not'Hmired to Open Data Fo'nnais?

The proposed solution complies with Open Standards and Open Data Format. Within the terms of the
contract, the proposed solution and associated data will be coded to;

• Be free to implement, and use in perpetuity and have no restrictions on the use of data stored in the
proposed format

. Have no restrictions on the creation of soflware that utilizes data codified as in the solution-and have a
specification for all to read, written in commonly accepted technical language

. Be documented so that anyone can write software that can read and interpret the complete semantics of
data stored in the solution's format and meet the criteria of an open data format

■ Allow any file written in the solution's format to be identified as adhering/not adhering to the format
j I.5.<1. OcMribc the degree to which the proposed Solution nieets the requirements,of RSA chapter 2 r"-R:lO,.21- ' \
j Ri 1 1 1-Ri 13. I ' * ' ' * * * *• i* * * • '*" '/ **

The proposed solution meets the requirements of RSA chapter 21-R: 10 as discussed above as pertains to
the solution's Open Source software, Open Data Format, and open standards. As RSA chapter 21 -R: 13
fpriher expands upon the definitions of Open Standards and Open Data Format and the commissioner's
compliance with them, it is worth noting that the proposed solution meets the conditions stipulated In
chapter 21-R: 13 as well.

i 1.5.5. Identify what industry siandajds arc incorporated in 10 ihc Solution.,• . . -
11.5.6. Idcnliry whether standards employed.are national in origin^or are uriique'io the proposed Software. ■

Deloitie offers a longstanding history of successful implementation of analytical solutions of similar
origin, and we draw on our own experience, as well the Industry's current standard practices, to
incorporate standards surrounding the software architecture, data governance, data modeling, user access
profiling, user friendliness, user experience and uscr-centric design, and data modeling and analysis.

Topic 6 - Data Import/Export Standards and Migration
|Toplc6-D«Ul^por^xportSlHndnrdsBiidMigrnllon .'
The Stale will ev.iluaie the case of interfacing with our current Data inipon and e.xport layout.'^ for Data exchange.

■ The State anticipates that this system will e.xpnnd to be leveraged arid interfaced by any dcpaninent within the state
a.s we-K as exiernal organizations based on approved and compliance-based data sharina agreements. De.scribe'the
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mechanism.s and tools included in the proposed System to implement these inicrraccs. Be sure to address the
following aspects of this topic:

Topic 6 - Data Import/Export Standards and Migration

l.fi.l. What types of interfaces are possible wiih the proposed System (e.g., online, batch, etc.)?
1.6.3. What flic and database Ibrmat.s can the solution receive?

I _ n* Hki/
OtMMdFiki

. XMU .

ISDN* KHI l.inUintS(h<mi

Deloltte's pix)posed solution will support both batch and online interfaces to integrate the data from state-
identified Opioid-related data sources and additional relevant public and private datasets.

Dcloittc understands that, as part of Phasc-I of the DAP Project, the Stfitc would like to integrate data
from multiple source systems such as Medicaid Commercial Member and Claims, DCYF, Vital Records,
EMS, and other source

systems. From our experience
woricing on the EBI platform.
Deloiite proposes lo^use the
existing Informaiica ETL to

ingest and organize the data
from these source systems;
this provides the State with a

capability to import the data
in a variety of formats

including delimited (csv,
pipe), fixed width, XMLs, and

JSONs natively. If required or
preferred, we also have the

option of using the Stales

MulesofI ESB platform as a

middleware solution for Web

services offering extensive
data exchange standards and

Dbmi

I"" toiBtBCUvrty (OOOC.
lOOC. Haivci

Oadi WafKx

CWtatkMte*

cut

CMMM

Ftk

S^att Dau

MNJMraCkON

Ob* Ac^ikklM SoNtco

Figure IV-O.J-SS. Data Exchange Interfaces &. Formats.

the ability to integrate with Informatica.

With Informatica as the data integration tool for the EBI platform, our solution has the ability to receive
data from a wide variety of files and database formats.'Some of the common formats that the Slate could
leverage as part of this solution are listed imthc table below.

^Database & Kile Formats
Relational tables, views & synonyms (SQL Server. Oracle, MS Access. DB2, Sybase, Teradaia etc.)
Fixed-width and delimited flat files that do not contain binary data

COBOL Files

XML Files

• Web Services Description Language (WSDL)

Figure iy-D.l-39. Database & File Formats.
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{Topic 6 7 Data Import/b.vport.Stnndnrds und Migrotion

1.6.?. What Daia is available to oiijersy.stcm.sV Whai Daia may be imporicd/iipdnied from oiher sy.'itein.'c and hou'Is
this managed?

fPotascts available to other systems •

• Consolidated Member Data (Demographics)

• Reference Data

• Claims and Provider Data

• Behavioral health and Long-Term Care Data

• Enrollment and Eligibility data

, • Opioid Prescription and Treatment Data

• Emergency Services and ED Visits Data

• Mortality and vital records Data

• Naloxone distribution and admin Data

Figure IV'D. 1'40._ Datasets available to other
systems.

Deloitte is currently building the EBI platform for
the Department and has integrated data from
multiple source systems. The current architecture
lands the data in its source format in the landing
layer and then the transformed data is delivered to

the DataMan layer to enable analytics. With'
integration of the data sources identincd for the

Opioid insights solution, a large repository of -
curatcd datasets would be available to be shared with

other systems as shown in the Figure IV-D. 1 -34.

In addition, the digital data ingested from Google
into. DAP could also be leveraged. Should NH be
awarded the Healing Grant, the data built into DAP
could be integrated with the Healing Grant data
creating complementary and potentially integrated
ecosystems.

These and other datasets initially or ultimately Included in DAP can be shared with other systems in the
following three ways:

• Direct access to the data in the DAP Platform: The consuming systems will have opportunity to
cither access the granular data in raw format from EBI Landing layer or the transformed and conformed
data from the EBI DataMart layer. The data will be secured using views; role-based access to views will
be made available for consuming systems.

• Data Access from Tableau Server: The data can be exported from Tableau in excel, csv and PDF
formats for consumption

• Data Extracts from the EBI Platform: Data Extracts can be developed to extract data from the EBI
Platforrn in accordance with the data sharing agreements.

• Web Services: Subscription via Web services for data to be exchanged in real-time.

Data imports/updates from other systems will be
performed and managed using our Data Management
practices. Data management includes all the steps in the
data integration life cycle starting from data ingesHon,
which includes initial conversion and delta loads, data
transformation, and data loads, which includes direct
updates or inserts to the target databases and/or historical
data tracking. In the proposed solution, data from the
sources documinlcd in the Figure lV-D.I-35. will be
imported and transformed using the ETL for the initial and incremental data loads. Data will be imported
into the landing layer In the source"formats. Data Standardization and Data Transformation rules will
subsequently be applied to conform and transform the data and deliver it to DalaMart layer for reporting

SouKot

Medicaid Commercial Member ft

Clairru
Uvt Hospital ED Surveillance
AKEDO

Child Wtirsre OCYF Caus Emergency IHcdIcal Services
TEMUS

Grant/Slate BOXS ft Naloxone

Services

Other Opioid and Orvg
Abuse related datasets

1 Vital Records/Medlcai Camlner

Figure IV-D. 1-41. Data Sources for Opioid
Insights.
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and analytics. Modeling techniques like Typc-i and Typc-2 Slowly Changing Dimensions will be
leveraged to preserve the referential' integrity and history of the data in the DataMart. Columns such as
create date, modified date, and source identifier would be incorporated in the data model to support the
audit, balance, and controls. Overall, the solution will employ robust data management practices to
deliver data that meets high quality and integrity needs.

|Topic tS r Datfl lnip.o'rt/E.'(p6'rt;Standardsond tVtigration -

1,6.4. What data (if any) is not available tor impon/cxport and how i.«; this managed?

Data sharing agreements and roles and authorizations provided to stakeholders will be used to manage
access to data. Data which the Department wishes to restrict access will be managed through active
directory, Tableau and Oracle.

(Topic 6 •- Datn Import/Export Standards rind Aligratlon
1.6.5. What tools are provided with the System for the development of intcrface.sV

The solution has two types of interfaces and the following tools will be used to develop them:

• Data Interface

- Existing ETL tool, Informatica, will be leveraged to build the data interfaces to ingest and transform
the data from source systems and deliver the data to the landing-and DataMart layers in the EBI
platform

*  t

■ - Python and R would be used to meet any specific data wrangling and standardization needs

• User Interface

-Tableau will be used to visualize the data via reports and dashboards

- R would be used to build statistical models which could further be integrated with Tableau to support
advanced analytics

(Topic 6 -.Data lihport/E.vport Standiirds and Migrfttioh ' *

1.6.6. What scheduling tool
solution?

s are required for initiation of interfaces? Are these tools included with the proposed

Deloitte understands that a scheduler facilitates batch execution with the defined dependencies and
reduces manual intervention and risk; we propose using the existing Informatica scheduler to initiate
interfaces and configure dependencies, which can be either time- or event-based. The following types of
schedules will be built as part of the solution.

Istcp Schedule : Program Type Purpose

;T ilngestion
'Schedule

Data Ingestion This schedule focuses on ingesting the source data into the
EBI landing jayer

2  Standardization

'  . and wrangling
[Schedule

Data Quality In this schedule, the jobs related to profiling and enhancing
data quality will be executed in the EBI Staging layer

r

,3 (Transformation
' schedule

Data The data will be transformed and conformed prior to loading
Warehouse into EBI DataMart in this schedule
Build
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Step Schedule Program.Typc ! Purpose

4, AJ/Machine R & Python This schedule will execute R & Python Models on the data
learning Schedule for generating statistical and graphical results

5  I Data Visualization Reports Reporting jobs will build aggregate tables in the EBI
I Schedule DataMart to suppon Tableau dashboards in this schedule

Figure IV'D. J-42. Interface Schedules.

Standards nnd Mierutioii ^
I.6.7. Are tliere any consiiainis upon the timing ot bnich interfaces? '

There are no liming constraints associated with our solution, however, batch jobs loading the data to the
EBI landing layer need to be lightly coordinated with the schedules of the sources systems identified in
this RfP.

The data loads to the subsequent EBI DataMart layer will adhere to defined dependency rales. Conformed
dimensions, such as person or member, is core to Opioid analysis and will be loaded prior to loading of
the factual data from other.sources like EMS, Claiihs, and Vital Records. Aggregate.facts to support
Tableau dashboards would be loaded toward the end of the data load schedule.

|Topic 6 - Data Import/Exjo^Stondyd^nd^^^^ ,. = • i
1.6.8. Docs (he Sy.stcm employ standard defmiiions or nic layouts for inrerracc.«;? If so, include a sample in an
appendix.

The solution will be configured to meet the Stale's business needs foropioid analytics on the Data
Analytics Platform. Our solution will use existing data import and export layouts used for data exchange
as much as possible to integrate the data in an expeditious and efficient manner.

For new data sources not covered by the existing data exchanges, Deloittc proposes to levcrBge the
existing data integration tool, Informatica, to ingest data into the EBI platform. The solution will be
flexible to accommodate a variety of data formats supported by Informatica such as csv, pipe delimited,
fixed width, and xml from source systems, as defined in the agreement, and will land the data in the EBI
landing layer in the source formal.

1.6.9. Whai .nandiird Inifrfncc formats nrc ii.sed with ilie propo.scd Sonware? What degree of nexibil'iryTs7vail7bTg^^^

The proposed solution has flexibility to support the predominant industry standard formats using
Informatica. However, it expects the sources to share the data in the format defined in the data sharing
agreements for ingeslion into the EBI platform.

1.6.10. Mow docs your solution ineei the objeciivc of providing a .seninlc.-^s and productive environ'meni ib'riiserT

One of the objectives of our solution is to provide business users with a centralized repository of the data
entities that support effective analytics to address Opioid crisis through a single instance of Tableau with
a unified navigation model and UI/UX theme. The proposed data model that will store the data at the
lowest level of granularity as possible.
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Deloitte's Data Model is divided into three layers:

• EBI Landing Layer: The data from the identified source systems in this RFP will be stored in the
granular source format in the landing layer. This will help users perform source data specific analysis
easily using the identified use cases.

• EBI Staging Layer: This layer will be primarily used to stage and standardize the data before de-
normahzmg it in the DataMart layer. This layer is generally not used by the users and is more for
supporting the data transformations.

• EBI DataMart Layer: Dimensional subject areas will be built by combining the data received from
multiple data sources in this layer. The facts and conformed dimensions will help the users complete
cross-functional, cross-program analysis and help uncarih factors that may be leading to opiold crisis. In
addition to the granular dimension tables, this layer will also house the aggregate reporting tables that
will enable better-performing tableau reports and dashboards.

Our approach of data integration and data modeling will help users with a one stop shop or a centralized
data repository of all the data needs to analyze business problems, glean patterns and trends, and derive
actionable insights related to the crisis, thereby making it seamless and productive for the users.

The Tableau reports that will be presenting the key metrics and visualizations will be automated refreshed
based on schedules that align with the incoming data batch schedules to reflect the most current data on
the dashboards and scorccards. In summary, Deloitte's modular design for data analytics platform would
account for the State's needs for automation in data ingcstion. transformation, and delivery to enable
seamless, secure, and productive usage of data and analytics by business users and data scientists.

{Topic 6- Dnta Import/Export Siandiirds and Migroiion ^

1.6. I I. How docs yoursoluiion meet all mandatory Slate rcquircmcm.s and iscon.ristent with the standards and
rciiiiircmcnts detailed in this RFP.

Deloitie s proposed solution meet State requirements as defined by our response in this topic area as well
our broader response. The proposed design provides a scalable platform for f'uture data integration and
analytics consistent with the Departments vision-for an adaptable and extendable platform. We extend the
existing EBI platform, which is being developed based on State standards and will leverage the tools,
technologies, processes, and practices to meet RFP requirements.

.Topic 6 - Dnta lniport/Export Stiindflrds and MiEratt'on
1.6.12. How docs your solution meet the rcquireinetti of the provision of dcvclopineiii. testhl^xVrifiVatroT traiiiinr
ccrtilication, and production cnvivonmcm.s to l>c u.scd to develop, dcplov, maintain, and operate the intccraied
system. ' r t

Our overall approach to deliver the Opioid Insights solution is built on Deloitte's Agile for Advanced
Analytics (AAA) methodology as described in section 1.1.11. As part of the SDLC, Deloittc recommends,
conducting development, testing, certification, and production deployment. Dcloitic will work with
stakeholders and leverage the established processes to move through the SDLC phases in the agile
framework. Also, Data Governance will establish new standards, policies, and rvlcs that may be needed to
streamline the process. Lastly, the existing EBI support team will be augmented to provide operational
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support for the data analytics platform for Opioid crisis. We recommend using Jira to manage this life
cycle creating a process and audit trail for validation of interfaces.

)Xopic 6 ~ Patnlinport/Expprt.Standards niid Migrniioii
1.6.13- How will the proposed solution provide the State of New Hampshire the proces.scs, loois and training to be
able.to continue the integration of data sourcc.s into the Data Analyiics platform?

Deloitte's proposed solution.will use modular tu-chitecture as described in section 1.2.2. The solution
offers a flexible data ingestion process where source data will be consumed by the ETL process and
stored In the EBI landing layer in the source system format with Informatica as the underlying toolset.

Our intent is to continue to promote knowledge transfer on Informatica, including shoulder to shoulder
collaboration and shadowing for the DHHS/DolT staff identified for ongoing support and future
expansion. By extending NH's current tool selection, we minimize the knowledge transfer required for
the new DAP capabilities. It is our expectation that assuming the Slate commits resources, DHHS/DolT
would have the skills to assume responsibility from and/or augment vendor staff at State discretion.

Deloitte, as part of knowledge transfer activities, will document processes to integrate new data sources to
the platform. This process will include the considerations for data ingestion, data standardization using
Informatica Data Quality, and data modeling for effective cross program analysis.
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D-2. Technical Services and Project Management Experience

D-2.1 Security and Protection of Data

Deloitte brings a strong understanding,
recognition, and a fresh perspective of the
business criticality of secuiity. We' have a
history of effective engagement within New
Hampshire, including support of similarly
sensitive client data within the integrated
eligibility system, New HEIGHTS.

Deloitte brings industry-leading security specialists with
extensive experience securing information for both public
and private sector health and human services clients. This,
coupled with our strong understanding of and proven ability
to implement security controls frameworks for current New
Hampshire systems, positions us as a strong partner to
support your security and business continuity needs.

tDC M«rketScjp«' Worldwide Risk Consuttfni Services Vendor Assessment

tOC MwfcMScipt Worldwide Rbh Cormilttng Servkw |

a

\ Distinguishing

i!'

MARS-E 2.0 security requirements
expertise and strong paiinership with
CMS

35 years of experience managing
security requirements

1300+ cyber nsk clients nationally

IDC ranked Deloitte the leader in

Worldwide Risk Sen'ices

Four decades of managing PHI and
PlI

As per Forrester. -'Deloitie has the

largest number of dedicated BC
professionals of any vendor... as well
as rhe broadest geographic reach and
presence.
I

On these projects, we have creaited
protection and security standards to
safeguard client information and data and
to ensure business continuity. Our existing
processes and standards meet the Slate's

requirements and security policies and are
aligned with federal and slate laws,
regulations, and policies. The proposed
HHS Interactive Opioid Insights solution
will be tailored align to the Slate's existing
backup and disaster recovery plan through
a close collaboration with DHHS and

DoIT.

Sintctta
NH_DAPOC-0094

Figure /y-D.2.1-0. Deloitte's ranked by IDCMarketScape.
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The following Figure [V-D.2.1-1 illustrates the features and benefits of the proposed approach for this
project;

o

"  .Physical Security
'  Physical safeguards and controls that provide protection via a rhulii-laycrcd.security

.siryicturc and controls access for the facility by using' least privilege principles.- It .
^■.Provides redundant components wth active takcovcrcopabillties to provide ■
Wj uhinierrupied availability ofdaiajlo its ci^tomcrs along with environmental control

mcasuressiKhas.firedetcciionati'd.supprcssionsysiems. "

Administrative Security
Administrative safeguards utilize siringciustaitdards of
Access Control to odmlhistcr access using Lcusi privileges
to its own employees aiKl NlSt recommended password
standards. It provides capability to administer access by
using granular level ond fine-graincdsecurity and provides
SSI. encryption using etrd-to-endsccurity and using SSL
certificates from verified vendors.

Data Security' v'
■Jj/'Administrative safe^rds .\trify;that users that luve been pro.visiohcd'

access by the customer usinggranulor level access authorizations can
• only access custoriiers" data, utilizes cnciyptionforithc customers' data
:and provideS""secut;e lraiysmissionbciv«"encnvirofvncnts. • •'

N><b^OC~'OOM
Figure iy-D.2.1-43. Features and Benefits.
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Topic 7 - System Security
) t opic 7 - System Security ^ . •

2.1.1 The Siaie will cvahiaic the degree to which System issues can bcTx^ldcdl."
rhc State will cvaliiaic the degree to which the proposed System i.s designed and nrchiiected to ensure the
confidcnlialiiy and integrity ot'its valued asset. Data.
2.1.1.1. Deiccribe the System security design and architectural features incorporated Into the proposed Sottwarc At
a minimum, discu.ss the following:
2.1. M. I The idciiuricmion and anllKniicalion methods uKd to ensure that users and any inierfacine applications '
are idemiticd and that their idemmcs are properly vcrlFicd-

Our proposed solution will Integrate with the State's Active Directory (AD) and leverage it as the source
for user authentication. This will ensure that access is only granted after a user is identiried/authcntlcaicd
with their existing state issued user id and password (based on DolT's access control standards) and that
the sensitivity of the data available corresponds with the users' access credentials. This will be enabled
using role-based access control in Tableau and Oracle.

The Data Analytics Platform that supports the HHS Interactive Opioid Insights solution uses an integrated
set of products and processes designed to work together to improve security at every level, as depicted in
the figure below:

File Transfer Protocols and File Servers

Dedicated FTP server crcdcniials will be created for processes delivering and
sourcing the files from the file servers. These credentials will be stored in the
stale's Active Directory.

ei
Oracle' Databases

Access is granted to the users using the native authentication mechanism. Oracle
stores and manages local administrative accounts and grants access to a sub-set of
privileged users with separate credentials.

Infonuaticfl (Data Integrntloii Tool)

Identification and authentication will be inplememed using the integration with
the States Active Directory. This will ensure that no unauthorized user will have
ability to transform the data with malicious intent.

rti

labloau (Data Visualization Tool)

Identification and authentication will be implemented using the integration with
the State's Active Directory with further security controls in^lcmented in
Tableau's authorization model.

Figure iy-D.2.1-44. Component Security.

Toplc_7-System Sfcurily . 4
2.1.1.1.2^ I he authorization methods u.sed to emsiirt' thai users and clicni applicaticms can only accc-ss Data and
.services for which ihey have been properly authorized.
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Unauthorized or inappropriate access to DAP data would undermine the confidence of a fragile
community. Equally as important to securing this sensitive data is providing the access necessary to curb
an epidemic that takes the life of nearly one person a day in New Hampshire.

System controls will be established to conform with data protection requirements. Authorization will play
a key role in protection of both data and services. DAP will be built on an architecture and a set of
practices that place a strong emphasis on security and data protection. The solution will provide multi-
layered security capabilities, including authentication, authorization, data protection, secure
communication, and role-based authorization services.'

The data is accessible to authorized analysts via direct SQL queries, to end users through Tableau and to
other applications using Web services or SFTP. These access methods will be configured to provide
access at a granular/object-level through the assignment of system roles that it will manage internally.
Controlled access is provided using the algorithm of least privilege by providing users only what they
need to fblfill their assigned responsibilities. Solution security controls enforce user access to databased
on assigned roles.

The data protection strategy will be aligned with the data sharing agreements between DHHS and data
source providers. The policies and standards that will apply for the protection of the data will depend on
the data, the governing agency, and the governing agency's regulations, including:
• Social Security Administration (SSA) data sharing agreements will be reviewed for clauses requiring

data share partners' compliance with SSA policies, among other data protection measures.
• Protected Health Information (PHI) data sharing agreements will be reviewed for language outlining

compliance requirements pertaining to HIPAA. HITECH, and HITRUST, among other data protection
measures.

• Personal Identifiable Information (PII) data sharing a^eements will be reviewed for language
requiring compliance with NIST SP 800-53 Rev 4.

The data protection strategy will be aligned with the Memorandum of Understanding (MOU's) that
governs data sharing agreements between DHHS and data source providers. Based on the results of these
activities, the schemas and access methods will be aligned with the requirements defined above.

^opic 7-^System Secun'ry ' ̂  • .
2.1.1.1.3. The imnniiiiiy meihod.s used lo ciwiire ihat imjutliorized malicious programs (e.g., viru.ses wormTilnd
I rqian hgrse.s) do noi intcci the application.'

Deloitte will use the State's network security controls, including but not limited to, IPS. IDS, Firewall,
and anlivirus soflw^e, to secure the DAP and the information contained in the system, [nfraslructure
security capabilities of the State network envirompent, such as firewalls, application firewalls, antivirus,
patching, configuration management, and vulnerability scanning, will be leveraged to provide
mechanisms to defend the security solution from iniemal and external threats.

Any custom code that is developed by Deloitte will be scanned using HP Fortify to identify any
vulnerabilities, and these will be remediated prior to implementation.

For data on the Google cloud, the solution includes vulnerability scans for security threats through Cloud
Security Scanner. It will automatically scan and detect four common vulnerabilities, including but not
limited to, cross-sitc-scripting (XSS), Flash injection, mixed content (HTTP in HTTPS), and
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outdaied/insccurc libraries. Additionally, VirusTotal .will be used to analyze files and URLs, enabling the
identification of viruses, worms, irojans, and other kinds of malicious content detected by antivirus
engines and Web site scanners. Data loaded in the Google cloud platform will be de-identified to further
reduce the risk of exposure in the data lake platform.

Topic 7 - Sysicni SccuriIy
2'. 1.1.1.4. The methods used to ensure that communications and Data integrity arc not inientionally corrupted via
unauthorized creation, modificmion or deletion.

As pan of the security design, we allocate resources to develop the application security design to protect
data from unauthorized access, modification, or deletion throughout the 3-ticr architecture of the solution
The security methods maintain data integrity to the Datawarehousc and Informatica in the data tier,
Python, R Studio, and Tableau server in the application layer. Tableau dashboards in the presentation
layer, and Web services and SFTP for subscribing systems.

Our on-premisc solution will extend the controls and methods currently being deployed to protect
sensitive data entrusted to DHHS. As required by the State, Dcloitte will define an Application Security
Plan, capturing the security controls and approach as per the compliance requirements in alignment with
state and federal "standards, to counter security threats and protect data integrity, confidcnfiality, and
availability. The plan will outline how data will be protected from modification and replay attacks during
exchange of data over the network. As data progresses through transformation, only automated,
authorized system functions modify data in a uniform and consistent fashion. These changes will be
tracked and stored so users can easily understand the data-transformation process. AJ! activity within the
database is audited with insert and create dates, associated user credentials, and the system functions that
executed these activities. Users will be restricted from running update, insert, or delete statements on
permanent tables. Virtual or "soff" deletes will be, leveraged on an as-needed basis, and all records will be
considered for recovery and back up.

Tlic de-ideniificd data stored on the Google Cloud Platform will be encrypted at rest and while in transit
over the Internet to ensure that communication and data integrity is not intentionally corrupted.
Additionally, systems will be set up with secure access and will be associated with cryptographic
credentials that will be authenticated for any communication to exclude unauthorized modification and
deletion of data. The solution will use the Advanced Encryption Standard (A£S) to encrypt data at rest.

jTopic 7 - System Security / ' i

2.1.1.1.5. fhc methods used to ensure that the panics to interactions with the application cannot later repudiate or
rebut those interactions.

Building upon the work delivered as part of the EBI project, our solution will maintain detailed audit logs
of actions performed by an authenticated user throughout the 3-ticr architecture of the solution, i.e.
Datawarehouse and Informatica in the data tier, Python, R Studio, and Tableau server in the application
layer, and Tableau dashboards in the presentation layer. This information will include user id, action
taken, action timestamp, and IP address used to connect. These pieces of information memorialize
interactions with the application to protect against repudiation or rebuttal of interactions and their actions.
Additionally, SSL, certificates, and encryption non-repudiation mediums will be implemented by the
solution in conjunction with access management to ensure a transaction was initiated by the user.
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}Tqpiy 7 System Sccurit>'
2.1.!.1.6.Thc.Imnision Dclcction methods used lo ensure the deicciton, recording nnd review oraliempied nccess
or moditlcaiion by iinauihorizcd individuals.

Intrusion Detection Systems (IDS) play a vital role in protecting the data security of DAP. We will
implement prevcntative measures and employ intelligent detection controls at data entry points.

For on-premise data will leverage the Slate's existing network security infraslructure (e.g., firewalls,
Intrusion Detection Systems (IDS), Intrusion Prevention Systems (FPS), gccfcncing), and Security
Incident and Event Management Systems (SIEM) using the IBM QRadar solution to prevent user identity
and data from leaking to unauthorized users.

Data stored on the Google cloud will be protected by the perimeter defense solution, including network
firewalls built into Google VPC and web application firewall capabilities, preventing detection and
modification of data by unauthorized users.

IjoP'f ̂  - System Sccurity
2.1.1.1.7. The privacy meihod.s used lo cn.siire ihat contldeiuial Data and sensiiivc communications are kept private.

We understand the various regulations with which the solution must comply, including but not limited to,
HiPAA security and privacy rule requirements, and are proposing a solution that"protects confidential
data from unauthorized access while protecting private communications within the solution components .
and between the end user and the solution.

To protect confidential data, our solution takes a 3-prongcd approach that maintains data privacy and
makes data available only to those who have a business need to access/view it. These include:

• Protecting data at rest: The data In the Oracle databases will be encrypted using Oracle native
encryption mechanisms and will be monitored to protect against exposure of confidential data through
direct access to the databases from the OS. Additionally, Informatica will be configured to purge all the
staging tables once the ETL processes have been completed.

. • Protecting data In transit: The data transmission protocol established in the EBI Database and
Informatica will be carried forward to DAP and traffic will be carried over encrypted channels using
Transport Layer Security (TLS). Secure/Multipurpose Internet Mail Extensions (S/MIME) will be used
for securing email communications. End user access lo the application via the browser will be available
only over Hyper Text Transfer Protocol Secure (HTTPS) when viewing confidential data.

• Authorizing access to data: Access to confidential datasets on Tableau will only be granted afler
authenticating and authorizing users. The application tier components for Python, R. Studio, and
Tableau will use the State's Active Directory as the authoritative source for user identities. Access
rights will be granted to individuals based on their job function and role, using the concepts of least-
privilege and necd-to-know. Requests for additional access svill follow a formal process that involves a
request and an approval from an authorized State representative, such as the data steward or data owner.
Access to infrastructure native accounts will be limited to a very small subset of application developers
and administrators. This access will be reviewed periodically to verify the user has a documented
business need requiring access.

Data that is uploaded to GCP for further analytics/analysis will be de-identified, aggregate data that will
be imported to DAP for end user access.
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Topic 7 - System Sccurit>-

2.1.1.1.8. The System mainienance meihods used to ensure that System maintenance does not uninieniionaliy
disrupt the security mechanisms of the application or supporting tiardvs-are.

Distinguishing

FACrO

Deloitte has extensive experience operating Change Management processes in complex multi-vendor
operating environments. These processes govern how application changes, including standard system
maintenance, code/configuration updates, and infrastructure changes, including patches and upgrades, are
deployed in the production environment.

Our proposed change control approach contains four steps;

• Change Identification

-• Change Evaluation/Impact Assessment '

• Change Review/Authorization

• Change Implementation

Step 1: Change Identification

A Change Management Request (OMR) is used for
identifying changes to system maintenance and
enhancements. The CMR is intended to capture detailed
information, such as description of the change request, priority.

Deloitte has delivered exceptional
tnaintenance and operations installations
in other states, including large enterprise
platforms like Georgia, Pennsylvania,
and Texas. We will bring that same
expertise and production proven solution
to the DAP environment to minimize

issues and risks.

affected components, and due date.

Step 2: Change Evaluation/Impact Assessment

The purpose of this phase is to facilitate effective change decisions. Some of the key assessment tasks are
outlined below. >

• Classify the impact: substantial, moderate, or minimal.

•  Identify the components that are affected by the change, analyze the extent of the change required for a
component, and prevent authorized modifications from accidentally defeating its security mechanism.

• Identify the web application components impacted by the change and perform vulnerability-testing for
components that arc accessible to end users through their browser.

• Perform regression testing across environments, considering critical systems functionality, potentially
affected performance, security, interoperability, and other relevant non-functional requirements
established by New Hampshire.

Step 3: Change Review/Authorization

Afier a CMR has been evaluated and analyzed by the project team, the change request details are
presented. Ailer a consensus is reached on how to proceed, approved OMRs are assigned a priority:
critical, high, medium, or low.

Step 4: Change Implementation

Once the change request has been approved and prioritized, the project team can begin development,
implementation, and regression testing.
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The system maihtenancc security requirement will maintain the levels of security specified in the security
requirements during the usage phase. The configuration and policy will be adopted to track and monitor
system changes and prevent disruptions to the system.

[Topic 7 - System Security • j

2.1.1.1.9. The le.'Jting methods conducted to load and .stress te.st your Sollware or Solution to detcrminc it.s abiliiv to
withstand Denial ofServ'icc (DoS) attacks.

Deloitte will conduct security functional testing, which takes into
consideration the overall testing requirements, including people,
processes, and infrastructure required for a successful

implementation of DAP. Our team will build a core set of test cases
that will be leveraged for our solution testing. These test cases,
among several others, include specific stress tests that focus on DoS

attacks on the various components within the solution, including the
data tier databascs/lnformatica and user-facing Tableau.

The stress testing will be performed in conjunction with
performance testing and will help measure the software's availability Figure IV-D.2.1-45. Security
and resistance to DoS attacks. The stress testing will be performed to Testing Types.
break the system under rigorous tests and determine the points of
failures. The results of the testing will enable us to deliver a solution that can comfortably withhold the
stress of day-to-day operations and demands, as well as be secure from known attacks like DoS. In
addition, we will complete penetration tests and collaborate with DoIT for Nessus scanning performed
against the server for any vulnerabilities (hat may exist and will resolve issues, if found, in cooperation
with DoIT.

' - System Sfcuj-ity
1. 1. 1. 10. The ability of your Sortware to be instnlled in a -lockcd-down" fashion so as to lunt off unnecessary

Icarurcs (user accounis, operating Sy.stem services, etc.) ihercby reducing die Sollware"s security vulncmbiliiies and
aiiack surfaces available lo System hackers and attackers.

The solution will be deployed on the hardened DoIT servers that arc "locked-down" to the State
standards. In addition, the software will be configured to reduce the exposure and attack surface by
applying the principles of least privilege and least functionality (i.e., restricting ports, protocols,
functions, and slices), employing layered defenses, deprecating unsafe functions, and eliminating
Application Programming Interfaces (APIs) that arc vulnerable to cybcr-aitacks.

)Topic 7 - System Security

2.1 .l.!.!!. The notification and escalation process in ihc event of an intrusion.

The solution deployed on-prcmise will leverage the existing Security information Event
Management(SIEM) for monitoring and identifying non-standard access patterns. Deloitte will work with
the State to enable monitoring of events based on gathered event information, unauthorized local,
network, and remote connections throu^ a SIEM tool. State security personnel will be alerted to lake
necessary actions in the event of suspicious events through QRadar. The tool will be configured in
cooperation with DoIT to produce periodic security management reports, including State-approved
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corrective action plans. It will also generate incident reporting and near-real-time alerts to the State team
based on security thresholds that will be jointly agreed to by Deloitte and the State.

The solution deployed on Google Cloud will include intrusion detection services that alert administrators
of malicious activity and policy violations and identify corrective actfons;.Google will handle any
infrastructure levej intrusions and immcdiatc^notify Deloitte if the intrusions impact (or are suspected to
impact) any of Deloitte's solution com^rie'ntsV
An Incident Report will be created for intrusion events impacting our solution and will include the details
of the incident, the steps taken to mitigate any immediate threat, the steps taken to ascertain the scope and
nature of the breach, the nature of the breach itself, the list of affected individuals, and any other relevant
information relating to the incident. Incidents will be tracked using the DoIT tracking system.

{Topic 7 - System Security j
2.1.1.2. Describe the Sy.stcm n.ssurance provision.^ incorporaicd into the proposed Sort ware. Ai a miniinum disciis«:
the following:

2..I ■1.2.1 ■ What process orntethodology is employed within the proposed .Sortwareio ensure Data intcgnty?

All the layers of the solution design contribute to provisioning of system assurance. The data landing
layer focuses on landing the data from various systems like MMIS, Commercial Claims,.Child Welfare
system, Vital Records, Hospital data, EMS data etc. in their original format to aid data reconciliation. The
data-integration processes leverage Deloitte's standard Audit, Balance, and Control steps to-enhancc
traceabiliiy to records as the data flows between various data stores. The validation steps flag the error
records for remediation and re-processing. At the database layer, data modeling and the ETL process will
be designed to include data quality validation and integrity.
Finally, the Deloitte team engages with the data stewards to manage operations and support in order to
train them on the data flow processes, quality checks, and recovery processes in the event of failure.
|Topi^7 - System Security ' ' - ' . ;
2.1.1.2.2. To what degree docs your approach .rely on System a.-».surahcc capabilities of the
relational database management sy.stem (RDMS)-.>

Modem relational database management systems (ROMS) offer several features that help with system
assurance. The standard features of securing the data at rest (in RDMS), such as setting user accounts and
authentication, setting up privileges and roles for securing the data access, leveraging features like
transparent data encryption, user session management, and database audit, will be leveraged. In addition,
the proposed solution improves system assurance by placing controls at the data integration and data
visualization layer. Section 2.1.1.2.1 discussed some of the aspects of the system assurance at the data
integration layer. TTie data visualization layer, Tableau, will be the main medium of analyzing and
visualizing opioid analytics. Coarse and fine-grain security measures will be implemented at this level,
securing access to objects and data therein only to authorized users.
In summary, the solution will not only leverage the assurance capabilities of the databases, but also
contributes to the design of assurance in the each of the data integration and data visualization layers to
provide greater confidence to the end user regarding data integrity.
Topple 7 - Systom Security
2.1.1.2.3. If multiple databases arc employed, what extra procedures arc employed to ensure
.synchronization among databases?
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Multiple databases arc currently not proposed in the current solution, but in the event that the architecture
decision is made to have multiple parallel databases to support failover or maintain business continuity in
the event of catastrophic failure, data synchronization methods will be employed. The Oracle tools and
capabilities currently used by the State on their EBI platform can be utilized for future data
synchronization needs;

• ■ Active Data Guard: A tool provided by Oracle to create, monitor, and maintain standby databases and
eliminate single point of failure.

• RMAN: Helps with fine-grained, point- in-time table recovery from the baclcup. It depends on the RPO
defined by the state for its databases.

• ASM: Leveraging the mirroring capabilities of the Oracle's Automated Storage Management.

. Oracle GoidenGate: A tool provided by oracle to replicate/synchronize the data in real time across
database technologies to create backup or disaster recovery databases.

Although the GCP platform is being integrated for digital data and associated machine learning, that data
will be aggregated and imported into DAP using the same approach as will be used for other data sources
and there is no database integration planned.
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Topic 8 - Backup and Recovery
I'i'opic 8 ̂ l^nckup and Recovery • ' i • * ,
2.1.2 The Siaie will evaUiaie the degree to which proposed backup and recovery processes protect mi.s.sion-critical
Data, ease of ttsc of these processes, and impact of these processes on operation of the System. The State seeks a
ROui»d backup and recovery provision as pan'of the Soluiion.' Describe the tools used for backup and recovery of
applications aiid Data. Describe the impact of the proposed backup proces.s on the operation ofThc System. Also,
address the following:
2.1.2.1. Use of and inetliod for logging and journal inu;

Logging andjoumaling ensures data consistency and Integrity in the event of a failure during a
transaction. With logging andjoumaling, the databases maintain file content changes that foster faster
recovery.

The proposed DAP will reside on the existing EBI repository on Oracle database servers hosted by DoIT.
These databases leverage DoIT s established database backup procedures for existing databases hosted
within the DoIT datacenters and meets the State's defined RPO and RTQ requirements.

The DBAs use Oracle's RMAN utility forjoumaling, logging, and backup capabilities to meet disaster
recovery and business continuity requirements. The backups and transaction logs caprurcd between the
scheduled backups help with complete recovery of the data within the agreed RTO. The GCP uses data
sourced from DAP that could be re-extracted as needed and would not require a log based recovery.

jTopic'8 - Backup, aiid Recgycry . . , , ' ' ̂
2.1.2.2. Single points of failure and recommended approaches for their elimination:

Dcloittc proposes to mitigate the risk that arises from Single Point of Failure (SPOF) by establishing
redundancy at two levels: Hardware and Software.

jSoftware domponen* ' Migration Strategy ; ]
Data IngcstiGn.& Organization . Periodically back up the Informatica repository databases and the

^  Informatica component metadata (XMLs)
Data Visualization • Backup Tableau report and dashboard files

Google Cloud Data • Data in Google Cloud platform to be rapidly rebuilt using the raw
data available in EBI

Machme Learning Models • Backup models in R and Python regularly

Figure iy-D.2.J^6. Mitigation Strategies for Software Components.

DoIT supports numerous mission critical applications for the State and manages their respective
infrastructures to provide a highly available, robust hosting environment. Our proposed solution leverages
DolT's existing backup and disaster recovery procedures to mitigate SPOFs at the hardware level.

DAP is a data-rich environment that is built on copies of data from other authoritative sources. The
software tools within the solution, though not deployed as clusters, in a rcdundant.format, have a high
degree of resilience as they can be recovered rapidly along with the data. The Software based SPOFs
mitigation approach for our solution is enumerated in the Figure IV-D.2.1-4
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iTopic 8 - Backup u'nd Rt'Covcr>' '

2.1.2.3. Approach to redundancy

Dcloitte will work with DolT and DHHS to facilitate redundancy In the solution at two levels: Hardware
and Software

• Hardware redundancy is accomplished by having redundant components in the existing redundant
infrastructure working in parallel in the fault tolerant mode within the DoIT Datacenter.

• Software code components will be designed modularly, versioned, and maintained redundantly to
support deployment and recovery, should one or more components be corrupted through application
clustering for Informatica and Oracle. .

•Topic 8 - Bnckup and Recovery •

2. i .2.4. Please eiuunerate your high-level methodology for creation of a Di.sastcr Recovciy Plan
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Deloitte will leverage its
Enterprise Resilience'

Methodology, which is
inclusive of Business

Continuity, Disaster

Recovery, Crisis

Management, and Emergency
Management. It outlines an

industry standard set of
activities used to establish and

operate a Business Continuity
and Disaster Recovery
program. This methodology is

aligned with global and
national frameworks

including ISD 22301, ASIS,
and niL. TTte methodology
utilizes tools and accelerators that allow Deloitte to assist DHHS and DoIT in effectively achieving the
DR objectives of the Data Analytics Platform for Opioid Crisis. Throughout the engagement. Deloitte
will leverage elements of our methodology along with existing DoIT driven BC and DR methods to
provide a single operational framework that will work effectively within the existing DoIT frameworks.
Figure rV-D.2.1 -5 illustrates our methodology.

)Topic 8j-Backup and Kccovcf)'' . *
2.1.2.5. (inpaci ofSonwarc license fees.
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Figure /V-D.l. 1-47. Deloitte's Enterprise Resilience Methodology.

 •

Our backup and recovery strategy for the proposed Opioid Insights solution aligns with the State's vision
of leveraging the existing strategies and frameworks. We do not i^equire additional Software license solely
related to redundancy for backcnd recovery as highlighted in the preceding sub-sections.
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Topic 9 - Assurance of Business Continuity
jTopIc 9 !- Assuraace of Business Continuity. . ,
The State will.evaluatc.the degree lo which the proposed plan lo assure business continiiiiv iniuuatcs risk lo the
State, and it is potential for linpletnentation (cost-clTeciive and easy to implcmeni).
2.1.4.1. The State intends to consider provision lor a.s.surance of busine.ss continuity as an optional component of
the Solution. Please provide a plan for bu.sitiess continuity if a disaster occurs at the data center that is hosting the
proposed Solution. This i.s an optional reqtiirement and will be included or excluded depending on any addiiiottal
cost associated with the plan.

- While the goal of the overall security program is to reduce the likelihood of a disruption, Deloitte will
work with the Slate to develop and irhplcment a Disaster Recovery/Business Continuity Program that
enables the recovery of the IT infrastructure used to deliver the Opioid Insists solution. This will help
cnd-lo-end business processes to continue should a disruptive event occurs. The proposed program will
include the following basic activities:

• Prioritizing the activities to be recovered by conducting a Business Impact Analysis

• Pcrforrrung a risk assessment for each of the IT services as part of the Opioid insights solution to
identify the assets, threats, vulnerabilities, and couniermeasures for each IT service

• Evaluating the options for recovery, producing a contingency plan, and testing, reviewing, and revising
the contingency plan on a regular basis

DAP will be housed using the current EBI infrastructure. This database is regularly backed by DBAs, as
per the DolT-cstablishcd database backup procedures, to enable its recovery within RPO and RTO
thresholds defined by the State. This will enable the state to stand up any business process relevant to the
data in the EBI very quickly after an adverse event.

Furthermore, the solution intends to combine the data with the search metrics on a Google cloud platform
(GCP) to build de-ideniificd data sets on GCP, on which machine learning algorithms could be executed
for deriving insights on Opioid crisis related factors. While Google provides robust disaster recovery
mechanisms on recovering the environment quickly for business continuity, Deloitte proposes to rapidly
rebuild the data on the GCP using the data on the DAP source data to re-build if required. This will act
like additional insurance to help with business continuity in an adverse event.

In summary, Oracle database backups and transaction logs provide the necessary backup capabilities to
protect critical data on the on-premise database in case of an unforeseeable disaster event, and this data in
its de-identified/aggrcgate format could be further loaded to the cloud platform, should that be needed, for
a complete data recovery, thereby enabling business continuity. Our approach for the assurance of
business continuity of DAP does not include building a separate DR environment. Our strategy focuses
on rapidly rebuilding and recovering the solution and its data for the continuity of business operations.

!ToplCj9 of Busing Continuity
2.1.4.2. The State believes that additional Sortwarc License Ices .■solely related to redundancy lor a-S-sumncc of
business coniinuity would be inappropriaie. ICdie Propo.'^al {lifrcrs from this jcrandard. describe and provide
rationale for the difTcrcncc.

Our backup and recovery strategy for DAP aligns with the State's vision. We do not require additional
Software license solely related to redundancy for assurance of business continuity as highlighted in the
preceding sub-section.
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jl!opic 9 - Assurnnc'c of Bitsiness Contimiity
2.1.4.3. Pleaaie enumerate your high-level meihodology for cremion ofa Busines.-; Coniinuiiy Plan.

We svill work with DHHS and DbIT to leverage and align the business continuity plan for DAP with the
overall Business Continuity plan of DolT for the on-premisc solution. This section provides an overview
of our high-level methodology for the creation of a Business Continuity Plan that would be used to guide
our collaboration vHth DHHS and DolT in the joint development of the BCP.

Deloilte's Business Continuity Management methodology, guided by the global Risk Intelligence
Program methodology and International BCM Standard ISO 22301, is a proven framework for applying
Business Continuity Management Services. The modular nature of the framework allows for specific
aspects of the methodology to be utilized and integrated with the Slate's overall risk management
prograni. Each of these phases - Assess, Develop, Implement and Monitor - outline the key activities to
be conducted for designing, creating, and cnHancing business continuity management at an enterprise
level as illustrated in the BCM process outline below.
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Figure iy'D.2.1-48. Business Continuity Management Methodology.
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Topic 10 - Skills and Experience
ITopic lO-Skilis and Experience

The Stale will evaluate the degree lo which the proposed Solution provides for the skills and e.wTencc lo mcci the"
requireinciiis in this R.FP.

2.1.5.1. De.scribe in demil the skills anci experience thai your vendor will bring lo ihc Siaic loasslsi in mcctinR the
requireinenis and narrative included in this R.FP.

Dcloitte is already investing in finding ways to combat the opioid crisis and brings a.team with the
necessary skills and experience to help New Hampshire develop a comprehensive platform to address this
critical issue.
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Our proposed CORbi project team is comprised of personnel who have extensive experience delivering
analytics solutions for our clients, have delivered analytics solution in cloud platform, have a successful
track record of working with Health and Human Services agencies, have hands-on experience as in multi-
specialty medical treatment centers, and understand the complexities of the opioid epidemic.The team
includes individuals from multiple disciplines of Dcloitte's diverse Advanced Analytics practice arid
Health & Human Services practice, which is made up oflocal resources and national leadership to assist
in meeting the requirements included in this RFP.

Dcloitte has a ijroycn track record of bringing a team that delivers projects that have objectives like the
ones listc'd in the RFP and assisting organizations to advance their missions. Our approach to staffing is
based on years of experience successiijlly.deliyerinj^ for HHS clients and is regularly updated
with lessons learned to provide the most efficient approach to managing a project team. In addition, we
bring an unmatched ability to quickly scale both in the data anal^ics and predictive capabilities focused
domains based emergent needs on the project. Deloitte's extensive network of practitioners includes a
global analytics practice of more than 5,000 individuals, a U.S.-based Delivery Center with more than
2,500 individuals, and a network of 3,000 Public Sector practitioners focused in Northeast state capitols.

The proposed team are prepared with a spectrum of analytics and visualization skills, including but not
limited to, languages such as R and Python, commercial partnerships spanning numerous business
intelligence and off-the-shelf software platforms, including top-tier alliance with Informatica for data
management, longtime alliance with Tableau for visualization, and Platinum partnership with Oracle for
database management. Deloitte s Informatica practice has more than 3,000 practitioners with training and
experience in delivering big data integration initiatives leveraging Informatica PowerCenter for data
integration and Informatica Data-Quality for data cleansing and quality improvement. We have used
Tableau in over 350 projects and with more than 5,000 Dcloitte practitioners trained and active with
Tableau.

In assessing personnel for the project, the Dcloitte Team looked at the following core competencies for
potential project staff:

• Experience and Knowledge. Direct experience, advanced analytics knowledge, and skills relevant for
understanding substance use disorder, delivering analytics, how it corresponds to the State's vision, and
the processes necessary for a successful implementation.

• Communication. Ability to communicate and work together as a team-with subcontractors, DHHS
staff, data source vendors, and other stakeholders-using our Project Management methodology of AAA
as our approach to achieving common objectives and goals.

• Understanding and Managing Expectations. Proven ability to complete tasks and activities based on
project plans similar in size and scope to the project.

Confidential
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Based on our understanding, some of the critical skillsets and responsibilities of our DAP Project team
members are listed below:

joAP Project Role . RcsponsibiUties
ETL & Data

Wrangling Lead
Develop and manage data movement strategy from source system to target
Collect data requirements and build data transformation logic for the business
use cases

Formulate data loading and technical architecture design

Data Scientist

Data Governance

Lead

Advise leadership in use case selection and prioritization
Conduct use case-defined Exploratory Analyses and Visioning Sessions
Provide advanced analytics augmentation through data science techniques
Implement the phased target operating model to effectively deliver and
maximize added business value across'the subset of selected use cases '

Develop and manage the respective logical data model(s)
Formulate data source integrity validations and anomaly detection
Implement the organization's data governance models

Physician and
Clinician

Provide input on appropriate use of data sets „ ,
Develop conclusions from data analysis
Support identification of appropriate interventions based on treatment data

Visualization Expert
and Ul Designer

Collaborate closely with data scientists to develop both lightweight and big
data visualizations to the specification of key stakeholders
Iteraiivcly refine visualizations through analytics labs and POV developments
Conduct stakeholder interviews to define requirements for functional
prototypes

Training Lead • Collaborate with the stakeholders and the Dcloittc team to develop training
materials

.  , • Implement change management approach

Cloud Analytics,
Cloud Engineer,
Digital Data Analyst
and Cloud Data

Scientist

Security Lead and
Security Analyst

Provide advanced analytics in cloud through data science techniques
Develop analytics models and implement the solution in a cloud platform
Advise on the integration with the cloud analytics platform

Advise security features like authentication and authorization for the solution
Advise required security changes based on collaboration with stakeholders for
the solution

Figure iy-D.2.1-50. DAP Project Roles and Responsibilities.

Confidential
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{Topic 10- Skills ̂oricl Expcrienci' '
2.1.5.2. Describe ai Icasi two (2) other solutions thai you have completed thai rclalcs lo the requirements for this
RFP

A proven record of excellence is the single biggest predictor of successful project delivery to the State. As.
illustrated in the following table, Dcloitte brings multi-agency, state, and commercial experience
delivering solutions and capabilities related to the requirements for this RFP. More information about'
these projects, as well as other similar solutions, can be found in Section V.

Client I'ProjcctOverView Solution Requirements

Centers for

Disease Control

and Prevention

ONDIEH Management CDC's Web-based Injury Statistics Query and Reporting
Support - DARPI . System (WISQARS™) is an interactive, online database
Support and WISQARS that provides fatal and nonfatal injury, violent death, and
Visualization

Application
Development

Pennsylvania
Department of
Human Services

PA Office of Medical

Assistance Programs
Technical Assistance

cost of injury data - including Opioid fatalities - from a
variety of trusted sources. The system uses many data sets,
including NCHS mortality data that NCIPC seeks to
integrate into the DCIPHER system.
CDC engaged Deloitte to modernize the existing
WISQARS applications through end-to-end development of
advanced data visualizations tools including
conceptualization, design, development, and knowledge
transfer

The Pennsylvania (PA) Office of Medical Assistance
Proems (OMAP) administers the joint state/federal
Medical Assistance (MA) or Mcdicaid program that
purchases health care for-2.7 million Pennsylvania
residents. OMAP is responsible for enrolling providers,
processing provider claims, establishing rates and fees,
contracting and monitoring of MCOs, and detecting and
deterring provider recipient fraud and abuse.
Beginning in 2014, Deloitte helped develop and maintain a
doud-based analytics solution to collect, validate, store,
and analyze data from multiple sources including Managed
Care Organizations, the Independent Enrollment Broker,
and the state's MMIS.

Figure IV-D.l.l-SI. Examples ofDA Projects Delivered.

;Topic 10— Skills n'nd Experience ^ .

2.1.5.3. Describe the manner in which users and sy.stcin fldininisirators can view transaclional Data.

It is critical that State system administrators and users view transactional data. As described in the section
2.1, the platform will integrate with the Stale's Active Directory for authentication needs and maintain
security of the data within each of the components in the solution architecture using respective
authorizations capabilities.

Confidentia)
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The proposed solution architecture for DAP provides two interfaces where clients will have access to the
data:

• Enterprise Business Intelligence Data Mart (Oracle Database)

- End users will have the ability to view and query the data using tools'like query studio, Oracle's SQL
Developer, or TOAD. The access can be restricted by setting the user profile and grant framework to
restrict users logging into the database.

• Tableau (Leverages the data model and the base tables in the datamart)

- Bl-enabled dashboards will be created using Tableau acting as the presentation layer for the
underlying data. Tableau provides great flexibility and agility to present the data as per customer
requirements.

Typically, role-based secure access will be provided on the database tables. This access will be controlled
via two ways: (a) Database Authentication (b) Database Views. Users wilLhave access to only those data
entities according to role security. All access will be in "Read Only" mode.

Tableau provides both coarse and fine grain access to the datasets, reports, and dashboards available
across various sites configured in Tableau. After authentication of users in the Slate's Active Directory,
users will be navigated to the landing page; only those dashboards that they arc authorized to view/access
will be visible in the landing area. Based on assigned privileges, users will be able to create reports and
dashboards or just interact with them.

Administrators will have full access to the transactional data and will be responsible for the upkeep of the
data in the EBI platform.

In summary, the data analytics platform will provide multiple options as listed above to authenticated
business users and administrators to securely access the underlying transactional data.

jTopic' 10 - Skills nnd E.vpcriency • " . • .
2.1.5.'!. Please describe your e.xperiencc with organizaiio'n'similar lo ihc Health and Human Services and discuss
what historical data they have and have not cbnverted/inigrated ittto the t»ew .-sysicm.

Deloitie employs a robust

Analytics and

Information Management
(AIM) practice comprised
of over 5,000

practitioners with

significant experience
delivering analytics
solutions to Health and

Human Services clients.

We were also recently
named as a global leader

in analytics and

infoirnation management
by both Ganner and

Kennedy Research.
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Figure iy-D.2.1-S2. Deioilte's Slate Government Analytics and
Information Management Experience.
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Dcloitte offers a broad suite of analytics capabilities to help clients harness the most value from their data
to enable informed, insight-driven decision making. As highlighted in the graphic above, Deloitte's HHS
experience spans the entire nation. We have partnered with numerous state agencies to design, develop,
and implement analytics solutions focused on inie^ating the right data to the make the right decisions.'
One of the key services which we provide to HHS clients is focused on data conversion and migration.
Data conversion services combine and. integrate data from multiple departments, programs, and sources
into a single unified data repository to support analytics. Deloine's data conversion approach always
starts with understanding your key business objectives and needs in order to determine the required
sources of data. Once the required sources have been identified', Deloitte's migration approach focuses on

,  profiling, extracting, cleansing, transforming, and loading data into a structured formal.

The project team for this initiative brings significant experience using with similar data and tools. Using
Informatica, we build the processes or mappings which connect lojource repositories, extract required
data elements, transform daiabascd enjoin conditions/logic, and load data into the new repository.
Depending on the individual business need, data can be loaded into several areas within the repository.
Typically, all required data is loaded into the landing or staging area. Data within the landing area is
usually a direct load or copy from the source repository. Once data has been loaded into the landing area,
only a subset of information will be loaded, into the target repository or schema. Target data is typically
transformed in Informatica to model and join the information in an optimized format.

As indicated above the specific data required is contingent on your business needs and objectives.
Deloitie bnngs extensive experience convening and migrating a wide array of Health and Human Service
related information. The graphic below highlights a subset of the data which we have convened and
migrated to support Health and Hutrian Service related analytics.
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Figure iy-D.2.1-S3. Deloitie experience in Data Conversion Sources.

As indicated above, we bring extensive experience in data conversion and migration activities to identify
and combine data from multiple sources and migrate it into a one-stop data repository for DHHS's
analytics needs. We currently provide data conversion services for numerous HHS clients using tools
such as Informatica to integrate large and siloed data sets in a centralized enterprise data warehouse. A
few key examples of our experience are highl ightcd in the table below:

|Kcntucky Child Support Enforcement i '
Client/Project Name: '
Kennjcky Cabinet for Health and Family Services (CHFS) - Child
Support Enforcement (CSE)

Confidential
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• Kentucky Child Support enforcement

Services Delivered Data Warehousing, Conversion. Data Integration, Data Wrangling, Visualization
Dashboards,

Opportunity/
Challenge

Solution

Impact

The Cabinet for Health and Family Services (CHFS) is responsible for providing
a broad array of Health and Human Services to" the citizens of Kentucky. The
Child Support Enforcement (CSE) agency within CHFS is a service delivery
agency that is responsible for the collection and distribution of Child Support to
the custodial parents of the children of the Commonwealth. Currently, CSE is
serving over a million Commonwealth citizens and children and distributes nearly
S400 million aruiually.
Child Support is a data-driven program requiring information from many
disparate systems. In Kentucky these systems reside on multiple platforms. A
final hurdle for the program has been a complete inability to proactively monitor
program performance on a timely basis at all levels; statewide, regionally, locally.
CSE requested Dcloittc to help in Irile^ating the complex data sets stemming
from disparate data sources and visualizing the data to be able to gather actionable
and data-driven insights specific to program outcomes and operations.
Dcloittc delivered a data warehouse and visualization solution consisting of
integrating a scries of child support-related data sets and applications into a
single, dimensionally-modeled data warehouse solution and the creation of
several dashboards to improve case management and increase collections.
The delivered solution provided CHFS with enhanced visibility into program
data, providing greater flexibility to conduct timely analysis without the need for
IT involvement. Moreover, the solution has enabled caseworkers to analyze data
specific to their case load, which fosters and encourages proactive measures and
increases productivity by reducing manual activity. At the CHFS Leadership
level, the data warehouse solution improves visibility into program data,
establishes a single source of the truth, and communicates how the agency is

Ig;

mm'
Figure iy-D.2.1'54. CSE Dashboard.

CHFS has realized the collection of an additional S20 million dollars annually for
the children of Kentucky. In addition, Kentucky substantially improved their
compliance and performance with federal performance incentives enabling
' Kentucky to significantly increase federal grant and performance funding.

Figure IV-D.l. 7-55. Kentucky Child Support Enforcement Data Conversion.
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CARES Income Maintenance (iNi) Maiiugcmcnt Reporting
Client/Project Name:
State of Wisconsin p.epar^ent of Health Seivices '

Solution

Services Delivered Data Warehousing. Data Iniegraiion. Conversion, Visualization
Opportunity/ Deloiitc has collaborated with the State of Wisconsin Department of Health
Challenge Services (DHS) for over 25 years on the Wisconsin CARES projwt. CARES is a

State eligibility system that administers benefits, including Medicaid, SNAP,
Child Care, and TANF for more than one million recipients.
Prior to engaging Deloiitc for enhanced reporting and data analytics, reporting at
WI pHS was supported by disparate data sources. In March 2012, DHS engaged
Dcloitle to implement a multi-layer, Enterprise Data Warehouse (EDW) to
support the slate's data analytics needs for Medicaid, SNAP, and other public
assistance programs.

Deloitte adopted an incremental approach to provide modem business intelligence
capabilities to a broad range of diverse stakeholders including: state executives,
local agency managers, and case workers.
The key objectives of the Business Intelligence modcmization project included:
• Centralizing data into a unified repository supporting federal, slate, agency, and

regional service areas reporting requirements
• Providing sophisticated analytical tools to analyze data more effectively and

produce richer insights
• Providing a secure self-service portal for automated report generation
• Standardizing methods for reponal service areas to monitor high priority

performance standards for their contract.

• Establishing a single version of truth to support data discovery and enhance
insight

Impact As part of this initiative Deloitte leveraged their knowledge of HHS programs and
delivered the following:
•  Integrated data warehouse that supports easy integration of structured, semi-

structured and unstructured data from both internal and external sources
•  Intuitive self-service business intelligence interface where DHS business users

and Technical staff can create and access specific sets of reports and queries,
reducing reliance on contractor staff •

• Reports that assist DHS and IM consortia in understanding inefficiencies in
business processes, drive performance management, understand program
population, and evaluate program integrity across the progranis of assistance

" Eylly automated standard CMS and FNS compliance reporting with enhanced
analytical capabilities that allow DHS to analyze agency performance and
program effectiveness

Figure IV'D.tlSe. CARES IM Data Conversion.

Topic 10 - Skills nnd E.xprricncc. , •

2.1 .V5. How many years ol historical daia is lypicnily converted in a project similar to this oncV Describe how vou
Will help Health and Human Services determine the ri^ltt number ofyear.s to convcrl,

Confidential
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As part of the DAP Project, Deloittc will work closely with DHHS to determine the appropriate amount
of historical data to coven and migrate to support the comprehensive Opioid analytics and dashboards.
Based upon prior experience and best practices, we typically convert five (5) years' worth of data to the
EBI platform as part of initial data transfer. For this project, we would do so from the following systems:
• Medicaid Commercial Member & Claims

. Child Welfare (DCYF Claimsj-

• Grant/State BDAS & Naloxone Services

• Vital Records/Medical Examiner

• Live Hospital ED Surveillance

• EMS and Population data

The Slate would be able to leverage that breadth of historical data in our proposed solution and leverage
that information to create multi-year trends regarding treatment and deaths across multiple dimensions
such as demographics, geography, and opioid sources.

After the initial migration, Deloitte will collaborate with DHHS to schedule monthly data loads that will
incorporate additional data, augmenting the data warehouse and downstream Google digital data.

Confidential
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Topic 11 - Project Management Methodology
Combining Data Science with rapid ingestion and integration of multiple large data sets to develop
analytic solutions makes traditional project management techniques impractical. Attempting to predict
every challenge or opportunity prior to project onset often proves counter-productive. To overcome this
reality, Deloitte teams use a tailored Agile for Advanced Analytics (AAA) methodology to deliver
transformational analytics while rapidly communicating any adjustments to scope, timeline, or
deliverables.

(Topic 1.1 — Projwt Monagcnicnt Mctliodology '
The State will evniiiate the Vendor's appioaoh to projecl nianngcntcni methodology.
2.1.6.1. Describe the methodologies u.scd for organizing teams to iinplcinem solutions in an iterative Agile
mcihodology,

Deloitte's methodology manages CORbi delivery using sprint iterations for each dimension of the
solution, These iterations allow for maximum analysis and minimum risk of error for each datasel and
easily incorporates user feedback at each deployment. This methodology and framework guide our teams
to rapidly build incremental and measurable value.

'the linuliiuoiliici is
aiuli

(iociimL-iUid in ilic

piodiK't iMC'kloi; in
llic lomi t>r

■i lik' uscj siiTKS aiv
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irnii.' ̂ ranuliir i(ciii>
lliai o.xplaii) vs liai t(>
d»
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if '

|}(inii]j;spitni i siviiiioncsiiy (raituiioinlH-i
kiii'kss c'sai'ily wtiat to do and wliai jiu- Una! (!oal
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Execution
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Figure iy-D.2.J-57. Deioitte's Analytics Scrum Mode! will deliver a product increment everyfour
weeks, thus iteratively solving key business questions while providing constantfeedback and limiting
delivery risk.

To arrive at each deliverable within a given dimension, our approach is structured around the use of
Scrum methodologies, focusing oh the use of integrated development teams conducting independent but
complimentary four-week sprints. Each sprint would be tailored uniquely toward delivering incremental
and measurable value across the current dimensions and would be organized generally across four main
functions; Stakeholder Engagement, Collect & Ingest, Analyze Model & Integrate, and Present.

The Stakeholder Engagement Sprint Phase:
The Stakeholder Engagement phase occurs during every sprint and focuses on the development of key
analytical questions that will be answered by Deloitte.'s Opioid Insights solution in order to understand
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opioid-related activity (diagnosis, procedures, prescriptions, mortality) and identify poienlial areas for
intervention. These key questions are created in partnership with the solution owners and relevant
stakeholders and a backlog of "user stories" is created. These user stories are evaluated and prioritized
based on stakeholder priority, technical feasibility, availability of data, and the expected impact on the
mission of intervention. Unlike formulaic project management methods where this phase would occur
only once in the entire project, in our approach this phase occurs at the beginning of each sprint to help
identify the nature of the challenges of each sprint and the clarity of the sprint's requirements and data.
The Stakeholder Engagement phase helps define the definition of done for each product increment.

The Collect & Ingest Sprint Phase;

The Collect & Ingest phase allows our teams to completely understand the daiasets that were defined as
being necessary inputs to address critical issues and answer key questions during the planning phase. The
Oracle data warehouse will be leveraged to create data tables from the ingested data sources. Data tables
will be modeled, integrated into Oracle, and made available to be used as inputs to the predictive models
and data visualizations being developed in later phases.

In accordance with our Agile for Advance Analytics methodology, during this phase, we anticipate the
following data sets iteratively and incrementally being prioritized, modeled, and stored in Oracle as part
of the EBI platforms transition to DAP;

• Sprint 1: Child Welfare and CDC Population Data

• Sprint 2: Medicaid and Commercial Claims

• Sprint 3; Vital Records/Medical Examiner and Grant/State BDAS & Naloxone Services

• Sprint 4: Live Hospital ED Surveillance AHEDD

• Sprint 5: Emergency Medical Services TEMSIS

The Analyze, Model, & Integrate Sprint Phase;

In the Analyze, Model, and Inte^ate phases our teams analyze and integrate data sets to create a data '
model that is easy to consume for visualization, predictive modeling, and ad hoc reporting. Our teams
design rigorous research projects and validate data science techniques proactively and quickly based on
the incremental data ingested in the prior phase. This means that instead of completing the full analysis
prior to testing and gaining feedback, the sprint model allows our teams to learn rapidly while also
resulting in fewer errors in the final Opioid Insights solution. As the State progresses into future more
complex phases of the project the models will be extended. These phases will focus on developing
solutions to the previously produced user stories that in turn contribute to addressing opioid addiction
intervention such as: i

• How are local areas with different socioeconomic characteristics impacted differently by opioid abuse?

• Do health care providers in different areas lend to prefer certain types of MAT over others, due to
efficacy or cost considerations?

• Are certain treatment units/administrators more effective than others?

• Is there a relationship between treatment outcomes and the number of social groups or community
support groups in the vicinity of treatment entities?

• What individual risk,factors result in higher rates of opioid abuse, relapse, and/or mortality rates?
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• Does reduced access to prescription opioids cause increases in use and addiction to illicit opioids or
other drugs?

• How do changing networks impact an individual's behavior and risk-level over lime?

• How does access and utilization of medical and treatment services effect OUD outcomes?

• Should treatment be tailored to specific geographic areas or custom-defined communities?

• Can we detect similar geographic areas or sub-populations where we can transfer successful treatment
or intervention techniques?

• Who are the bad actors, companies, hospitals, etc! linked to those who have higher risk for OUD and
recidivism?

• How can we use the identificatipn of high risk population's in the justice system to improve treatment or
intervention options?

The answers to these questions are addressed in the Model Development and Selection portion of the
phase. Our team uses visual techniques such as simple scatter plots on smaller components of the solution
to identify anomalies in multivariatc data, box plots to identify outliers, and correlation matrices to assess
collinearity and for variable selection. The team also has extensive experience working with missing
values and sparse datascts. We can implement a range of data imputation and sparse matrix analysis
techniques to save samples and build stronger models despite missing data.

Appropriate models for the problem class are selected from the Deloitte model library. Our model library
includes models based on advanced statistics, mathematics, engineering, statistical process control,
operations research, risk analysis, signal processing, artificial intelligence, simulation, and several other
novel approaches. For the CORbi project, Deloitte will establish an instance of the Deloitte Opioid At
Risk Plus model to connect to the data within the platform for exploratory analysis within the designated
Slate environment.

The Present Sprint Phase:

The Present phase focuses on tailoring the incremental value delivered by the Agile for Advanced
Analytics methodology to their intended audiences and providing the results of the analytics solutions in a
manner that functionally supports decision-making. The presentation framework Deloitte brings to tie
back the analysis to the end user personas is the crux of our design thinking methodology. Deloitte will
deploy the HHS Interactive Opioid Insights solution which includes the Indicator dashboard in this phase.
Deloitte will work with the State to incorporate the KPI's in the Indicator dashboard with the metrics in
the existing WISDOM solution to create visualizations for exploratory analysis within the designated
Slate environment. Existing code will be brought into the established environment, and the existing
Tableau visualization data source connections will be updated based on the new data sources and
predictive models to prepare the tool for updates which will ultimately become the Opioid Crisis
Response Management Dashboard.

The Delivery Sprint Phase: i

The final 4-week sprint will focus on final delivery of the work across all Phases. This will include:

a. Final testing (UAT) and validation of At Risk/At Risk Plus models and the Indicator Dashboard

b. Conduct final training activities
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c. Provide any remaining documentation

d. Conduct project exit meeting

Our teams know that the value of a complex analysis is lost if the insights it brings arc lost on its
audience. To accomplish this, our teams use a persona-driven approach to Aple for Advanced Analytics
outputs. At the end of the Integrate & Present phase of the sprints, the development team delivers an

'  incremental product that meets the previously determined definition of done and that the users can use in
order to provide critical feedback to inform the next sprint. The final delivery phase will focus on closure
of all sprints, migration of the final components to the Production environment, and validation that users
can leverage DAP to manage the Opioid Crisis.

I'l optc 11- Project Management iVIcihodology
2.1.6.2. Describe how your approach meets the requirements for project management and testing the security of the
Software application and hosting cnvironmetit

Deloitte performs a number of proactive measures with each incremental delivery during each sprint for
the security of the Software application, its hosting environment and the data. This means that rather than
trying to identify all security vulnerabilities and protections at the end of the solution's delivery, the
security measures are adapted and put into place with each it^tion in each sprint. These measures
include:

• Secure code review - Secure code reviews are performed using Hewlett Packard (HP) Fortify. The
secure code review is performed for any custom code developed as pad of the solution before being
released into prpductiori. The assessment of the code is perform^ during the user acceptance testing to
check that the code adheres to the know code conventions and best practices. A list of defects Is tracked
in the defect tracking system with remediation recommendations.

. Environment Penetration testing - Vulnerability assessment for the solution and its supporting
hosting/infrastructure will be. performed prior to production release of the solution. We use Tenable
Nessus or Mctasploit to run automated penetration testing scans and conduct manual testing to provide
contextual interpretation in order to weed out false positives. These tests will be conducted in close
coordination with the DolT staff to ensure that it does not trigger alerts from their monitoring tools.
Additionally, any identified vulnerabilities will be shared with DolT and a plan for their remediation
developed and co-executed with DolT and Deloitte.

TqpicJ_l_-Project iVIflnagemcnt iNfcthodology,
2.I.6..V How can yoti ensure the security and cont'ideiutaliiy of the Stale Data collected on the sy.<acm?

Security and privacy are not an afierthought, but rather at the forefront of the process during each and
every sprint.To protect confidential data that exists in each sprint, our solution takes a 3-prongcd
approach that ensures that ̂ ta privacy is maintained and data is available to only those who have a
business need to access/view it consistent with DHHS's broader data and security governance vision.
These include:

• Protecting data at rest: The data in the Oracle databases will be encrypted using Oracle native
encryption mechanisms ensuring thai direct access to the databases from the OS will expose any
confidential data. Additionally, Informatica will be configured to purge all the staging tables once the
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ETL processes have been completed, ensuring that there is not data within the solution once the
processing has been completed.

• Protecting data in transit: The data transmissions within the solution components will be carried out
over encrypted channels using Transport Layer Security (TLS). Secure/ Multipurpose Internet Mail
Extensions (S/MIME) will be used for securing email communications and end "user access to the
application via the browser will be available only over Hyper Text Transfer Protocol Secure (HTTPS)
when viewing confidential data.

• Authorizing access to data: Access to confidential data will only be granted after authenticating and
authorizing the users. The application tier components will use the State's Active Directory as the
authoritative source for user identities. Access rights will be granted to individuals based on their job
function and role, using the concepts of least-privilege and need-to-know. Requests for additional
access will follow a formal process that involves a request and an approval from an authorized State
representative, such as the data steward or data owner. Access to infrastructure native accounts will be
limited to a very small subset of application developers and administrators and this access will be
reviewed periodically to ensure that people with a business need have access. Fine grained roles based
access will be managed through the Tableau administrator in combination with-broader penmssions
managed through Oracle.

Additionally, access rights will be provided and refined during each sprint, based on an individual's Job
function and role, using the concepts of "least-privilege" and "need to know" to match access privileges
to defined responsibilities based on data governance standards. Requests for additional access at any time
during a sprint will follow a formal process that involves a request and an approval from a data or system
owner/manager/othcr executive as dictated by the security policy. Approvals arc managed by workflow
tools that maintain audit records of all changes.

jTopic 11 - Project jVlimaecmcht MethodoloRy
2.l.6.'t. What security validnrion Documentation wilt be shared with the State? ^

Security testing processes during each individual sprint includes detailed reporting on,
vulnerabilities/issues unique to that sprint's deliverable that arc Identified during our scans/testing, their
remediation options and their criticality. These reports will be shared with DHHS. Additionally, Deloitie
will conduct manual testing to verify the results of the automated scans in order to filter out the false-
positives. The vulnerabilities that are verified by our manual process will be logged as defects in the
defect tracking system and will also be available to the State for viewing/reporting.

Topic 11 - Project Mmiftgemcni jSlcthodoloRy

M.6.5. Do you use internal or c.xicmal resources lo conduct sccuriiy tc.sting?

Deloitie has a dedicated Cybcrsecurity Advisory practice. The security testing for each incremental phase •
of the solution, per our Agile for Advanced Analytics Methodology, will be conducted by professionals
with experience and expertise in running the security testing tools and conducting manual validations to
rule out the false positives so that the team can focus on the real issues. Our team has previously been
approved by CMS to conduct security validations for DHHS in NH, including for work completed by
Dcloitte Consulting for formal assessments, including MARS-E 2.0 analysis.
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I

D-2,2 State Personnel and Training
s

Providing effective and timely training and knowledge transfer; on the use of a new
system is critical to overall adoption. Our experience shows that effective knowledge
transfer is continuous and relies on a positive, collaborative learning environment
established early in the project life cycle. Our training and knowledge transfer
program establishes a foundation at the beginning of the project, builds upon that
foundation throughout the project, and ultimately prepares NH staff for full
transition of the responsibilities at the end of the contract term.

Dclome follows an Agilc-ADDIE - Analyze, Design, Develop. Implement. Evaluate - training design
methodology, which integrates multiple collaborative feedback opportunities to develop a training
program that prepares users to efficiently and accurately use the system.

aazganm!flE& ^ niinnuiiijiii

figure IV'D.l.lSS. The AgUe-ADDIE Model
K1I.IMr0C-«0«l
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Topic 12 - User Training Approach
jXppic 12.- Uscr Trnining Approach
2.2,1 I he State will evaluate whether the li^ining approach l.s likely to prepare users adequately to u.se the new
System from the day of dcployincfit, including rhaxiinum knowledge transfer to allow the State to conduct its own
training in the future... '

2.2.1.2. Questions to address include, btit arc not limited (o. the rollowing...

Dcloitte has successfully applied the Agjle-ADDIE model to guide the development and delivery of
training programs for government agencies and commercial entities deploying business intelligence
systems. Our approach focuses on developing and delivering a Train-the-Trainer (TTT) program and
creating self-service capabilities that promote sustainable use of the system for technical, business, and
external users. Key components of our plan arc listed in Figure rV-D.2.2-2 below.

iQuestioh Response i • ^
2.2.1.2.1 Training is conducted in a classroom setting and leverages conceptual overviews with hands-

on practice exercises to allow NH facilitators to become more familiar with training materials
and the new system, allowing for a more consistent delivery experience to end users.

2.2.1,2.1 We follow the Kirkpalrick
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Assessment Model to evaluate the

success of the training program,
focusing on four key components:
reactions, learning, behavior, and
results. We work with NH to

develop key metrics in each of
these areas such as surveys,
tracking use of support materials
(downloads/views), tracking
overall uptake and usage of the
tool post-training, as well as support requests. We develop a survey using the PollEvcrywherc
tool to assess reactions, learning, and satisfaction with the training.

2.2.1.2.3 The training team is integrated with the user support teams, including the usability and user
acceptance test teams, and NH staff'shadows' to reinforce traceability, consistency, and
overall usability. Post-launch, a formal feedback mechanism is used between each team to
verify that user input is distributed to all relevant teams to enhance the quality of user support
and drive tool and training improvement opportunities.

2.2.1.2.4

2.2.I.2.S

Our goal is to provide manuals that are comprehensive to enable trained users to research
answers to their own questions. We routinely update manuals on a mutualiy-agrccd-upon
maintenance schedule, if specialty questions arise that arc not covered by the manual,
additional.support is provided through TTT, job shadowing, viriual office hours, and other
formal mechanisms to facilitate knowledge development.

Manuals arc updated on a mutualiy-agrced-upon maintenance schedule in response to
feedback from stakeholders. To the extent possible, we update manuals prior to product
releases. If dear gdps are identified that require an immediate respionse, we provide off-cycle
updates for NH approval.

2.2.1.2.6 The primary focus of our approach is a rigorous TTT methodology that involves instructor-
led training supported by overview materials, quick reference guides (QRGs), and in-class
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iQucstiun Response
exercises.- In addition, we integrate knowledge transfer activities, including mentorship and
office hour programs, to provide additional learning support during the transition phase.

2.2.1.2.7 All training manuals and other support materials will be available in a shared repository and
rtiaintained, including version control documentation, as part of a maintenance agreement.

Figure iy-D.2.2-59. Response to User Training Approach Questions.

We work with NH staff to determine business and performance goals, gather training requirements, and '
Identify targeted stakeholders from the three end user groups (casual, specialty, and power) impacted by
the new implementation. We develop and deliver a needs assessment to identify and determine skill levels
and abilities and to define learner preferences and needs for each end user group. We apply the principles
of human<<sntered design to understand and collect data on the experience of stakeholders with current
tools, as well as their anticipated needs and uses for the new system. The information gathered through
this process is supplemented with information gathered through usability/design sessions and user
acceptance testing to inform recommendations for the training plan and curnculum. Recent EBI training
experience has given us insights into current user needs. For example, we anticipate formal and informal
shadowing to represent a significant component of our training and knowledge transfer effort. '

We will work DHHS and DoIT to create a Comprehensive
Training Plan and Curriculum, which includes TTT,
QRGs, and associated materials. The training plan includes a
list of proposed trainings for each user group, including
format, duration, goals, a storyboard, and proposed
assessment methodology. The curriculum is based on the

analysis gathered from the needs assessment, working with
NH to finalize the objectives of training for each group. For
example, power users might be trained on creating custom
analyses using Tableau, including the underlying datasets,
while casual users are trained on using pre-set reports.

Evidence of

expb^bJ^

Supporting CMS Million Hearts®
implementation through activities
such as:

•  15 wcbinars. 2000+ participants

• OnOeinand video training
• Average trainee satisfaction rating

ON'er 90?'«

We support the operational teams creating the Communications and Change Management Plan and
Documentation of Operational Procedures (SOPs). In addition, we propose rapid design prototyping to
allow NH to provide early feedback into training design and minimize rework later in the process. Please
refer to Figure IV-D.2.2-3 below for recommended training materials for the TTT session.

Item Description/ Rationale

Overview

Materials

One PowerPoint for each user ̂ up to support the delivery of conceptual overview.

Quick Reference Short, targeted training documents (1 -2 pages per QRG) that represent the
Guides (QRGs) transactions that most of the end users complete in the system.

TTT Session TTT includes a one-day, instructor-led session delivered to a class of 6 participants
identified by NH, two per user group. These participants are identified early in the
design phase of the project, shadow designated Deloitte team members throughout
the development process, and work with the training team to develop materials to use
with their designated user group. They receive formal in-person training on the final
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Item Description/ Rationale

product to prepare for final training handoff. TTT is delivered in a computer-lab
setting to provide hands-on practice with the application in a non-production
environment. Following a conceptual overview to the group, participants break into
three groups - casual, power, and specialty users - to review concepts and materials
specific to those user groups, then transition to hands-on practice with targeted use
case exercises.

in-class

Exercises

Hands-on practice to facilitate experiential learning during the TTT session includes
scenarios with lest logins, steps to follow, test data to manipulate, and expected
results.

Training One online evaluation developed using PollEverywhere to gather feedback from
Evaluation participants on the TTT se^ipmand supporting materials.

Figure IV-D.2.2-3. Recommended Training Materials.

Materials are updated as determined by the maintcnance'rclease schedule; however, if there is an urgent
need for an update outside of the schedule, we review such requests to determine and munjaHy agree upon
when it be accommodated. Understanding that the needs of the training program evolve over time, we
remain flexible and responsive as the tool and its users evolve.
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Topic 13 - Preparation of State Staff

The State will evaluate whcihcr the provisions to prepare Suite staff participalInK in the Project will enable the stall
to contribute appropriately.

Key

)Topic 13-Preparation oj^^atc Staff
The State will evaluate whether the pro
to contribute appropriately.

2.2.2.1. Describe how State stafT'assigncd to the Project Team will be prepared to contribute.

Our plan offers State staff the opporrunity to leam their roles
and responsibilities through a demonstrated knowledge
transfer methodology based on in-pcrson, real time
inicractions. This kriowledge transfer program occurs
throughout the system development life cycle to allow for Bcncfius of a shadovsnng approach:
State stafTto contribute to the design, development, . Individualized support
implementation, and maiii«»ance of the system. In addition . in-person discussions
to knowledge transfer, the State staff are integrated into the /-• . • i • l ^imv uic . Customized topics based on pro cciteam through regular and consistent communication, allowing assignments
for State staff to remain aware and make informed decisions. i..., • i•  Just-in-tiiiic learning

The knowledge transfer program Includes muliiple • Real-time Q&A
components to drive success:

• Smart Pairings: Wc identify appropriate mentors within the Deloitic team based on their project role,
relevant knowledge, and skills that will be transferred to State staff mcniccs. Each mentor is responsible
for providing skill coaching to Slate mcniew within their specific project role. Mentors focus on
coaching day-co-day skills needed to complete project assignments and are actively involved during
system and infrastructure development and documentation.

• On-The-Job Training: The project facility provides a collaborative learning environment for State
staff and the Deloitte project team. Dcloitte resources work sidc-by-sidc with State counterparts to
successfully complete project assignments. Our approach provides State staff an opportunity to leam
and practice completing the same project tasks, applying the same methodologies, and using the same
tools as the Deloitte resources. State staff increase involvement and self-sufficiency over time,
culminating in the ability to independently perform system tasks associated with their respective roles.

• Shadowing Material: Dcloiitc mentors and NH mentecs must agree on what material to cover during
shadowing. The training team develops a checklist and plan in coordination with State staff to
determine all the required knowledge to be transferred; this allows for a tracking mechanism to verify
that staff have gained the agrecd-upon knowledge.This checklist is recvaluated throughout
development and shadowing to verify it has the appropriate material included as the development of the
tool progresses.

• Formal Meetings: Meetings are scheduled every other sprint to track the knowledge transfer progress.
Status reports on knowledge transfer are shared with project leadership following this meeting. Times
may be set by the training team so mentors and mentecs can focus on a specific set of knowledge
transfer topics. An example of a formal shadowing session with Dcloitte mentors and NH mcntees Is
working together through the setup of a source-to-landing layer ETL mapping and workflow, then
having State staff build similar mappings based off their recent mcnior/mentec experience.
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• Informal Sessions: Mentors and mcntccs schedule their own time to familiarize themselves with these
materials. These arc mostly demonstration-focused to give mentees hands-on experience with the
material, as well as to ask their mentor questions and get real-time answers. These sessions arc focused
on a specific topic, but can be scheduled as

needed. An example of an informal shadowing
session could be working through a defect when
there is an issue in order to leam the best
approach for resolving the defect.

• Office Hours: Mentors hold office hours twice
per week to allow State slafT to ask any questions
they may have. These sessions do not focus on a

specific topic but arc instead lime where the

mentors arc completely available to discuss
.  questions/issues, work through a defect together,

etc.

• ConHnulng Knowledge Transfer: The State
trainers participating in TTT activities are among
the mentees involved in this knowledge transfer. •
Aficr they complete the training program and
knowledge transfer, the State trainers are also
prepared to help support other Slate staff on

material related to the tool. This allows for future State staff to prepare to contribute after the tool is in
place.

• Assess Knowledge Transfer Progress: Knowledge Transfer assessments arc conducted on a regular
basis to gather self-assessment details from Slate staff. These assessments enable State staff members to
rate their familiarity with identified skills and/or tools. It also gives them the opportunity to r^uest
additional training in certain project-specific areas where they may need more assistance or have a
further interest. Figure D2.2.-4 above provides an example of a self-assessment survey.

The knowledge transfer activities and support mechanisms as noted above provide a customized approach
for continuous learning and development of NHTT staff. This collaborative, on-thc-job program prepares
NH staff to independently manage and maintain the tool -going forward.

^Topic l3^^Prc^nr^ion of Stutc Staff
2.2.2.2. Proride an dverx'icw ot Project Team interactiona' and dependencies between runction.s.

As previously mentioned, creating a unified project leam with Deloiitc and NH staff is critical to the
overall success of the projccL This unified project team has a set of joint meetings that allow for regular
and consistent communication.

• Dally Scrum: Throughout the project life cycle, there arc daily agile scrum meetings that are attended
by cross-funfclional Deloitte and State staff. At these meetings, discussions occur about the activities for
the previous and current day and what barriers exist to complete tasks. By having the unified project
team in these meetings, any dependencies that exist between Deloitte and State staff are identified early.
Dependencies that occur among different functions such as policy, analytics, data modelers, and

Figure iy-D.2.2-4. Knowledge Transfer^fi^
Assessment Survey.

Deloitte 2018 Page IV.p.2.2.190 of 662



Attachm8HW)^E^ft^B&¥|i(Hd^^lPSHIRE - Department of Health and Human Services
Data Analytics Platform for Optoid Crisis
DHHS - RFP 20I9-043/RFP.20I9-DPHS-19-DATAA

developers can also be managed during these meetings. This allows for a quicker resolution as well as
the ability to take preventative measures before any barriers occur.

• Design Meetings: Design is a collaborative effort between the Deloitte functional and technical team
members as well as the State team members. By having this collaborative effon among the different
sub-teams on the project, a more comprehensive design can be created. With input from all key
stakeholders when discussing design, there arc significantly fewer issues, such as design expectations
being different than the end product. For example, by having developers in design meetings, there can
be input as to the level of effort required for different designs.

• Shadowing Meetings: The formal and informal shadowing meetings explained above help to decrease
dependencies due to an increased understanding of the development process by State staff. Through
shadowing and actively participating throughout the project life cycle, State staff are able to take more
ownership of the development and maintenance of the system and leadership of the overall project.

• Defect Review and Triage: As defects are reviewed, key stakeholders within the Deloitte and State
unified team arc in attendance. This allows for the priorities and level of effort for fixes to be
determmed and understood by a multitude of team members with different perspectives. The key ■
stakeholders from the Slate prioritize which defects require immediate fixes and what defects are nicc-
to-havc changes that can be deprioritized for future development.
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D-2,3 Project Execution

The Deloitte team leverages the project management disciplines included within our
Agile for Advanced Analytics methodology based on the principles from agile and
scrum, the Capability Maturity Model Integration (CMMI), and the Project
Management Book of Knowledge (PMBOK).

The Data Analytics Platform for Opioid Crisis will be delivered using our Agile for Advanced Analytics
methodology (AAA). Our methodology combines lessons learned,' best practices, and experience
delivering analytic projects for hundreds of commercial, federal, and slate clients. Our methodology
provides a robust repository of accelerators, tools, and guidance focused around delivering key analytics
capabilities. An agile approach enables the solution to evolve with adherence to predefined timelines and
budget constraints to deliver the highest value in the shortest amount of time.

Our approach aims to be pervasive across the enterprise, engaging with stakeholders to help shift the
organization towards becoming an Insight Driven Organization (IDG). IDC's consider the business need,
strategy, people, and process components required to successfully deliver analytics work. Our
methodology contains structured development processes, tools, templates, IDO guidance, and deliverables
that benefit engagements by:

• Enhancing delivery quality through leveraging lessons learned, defined management processes, and key
accelerators

• Providing flexibility to quicidy react to changing client needs and priorities

• Reducing program risk with a set of standardized, demonstrated processes

■  • Accelerating the analytics journey by embedding insight capabilities into core processes and operations

•  increasing client engagement and feedback through agile approach^
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Topic 14 - Implementation Approach
h'opic 14 - Implenicnfntion Approach •
The Stale will evaluate ihc quaiiiy of analysis, reasonableness, and flcxibiliiy cvideni in the propo.sed
Implemcntaiion approach. Provide one or more feasible Implcmentaiion plans. For each plan
provided;

2.3.1.1. Identify timcffaincs for major milesiones. including timing for discontinuing legacy Systems if applicable;

Dcloitte's implementation Approach to Data Analytics Platform for Oplold Crisis will be Agile and
will follow the below approach.

• Based on Scrum

• Focus on working analytics products and continuous improvement

• Scope defined using product and sprint backlogs and prioritized by the product owner to forecast
releases with the roadmap

• Work managed through quick iterations called sprints, facilitated by the scrum master, and progress is
visualized on a task board (or equivalent tool)

• Team measures include capacity, velocity, and burndown
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Figure 0-2.3-60. Agile Approach.

The major milestones as part of the implementation approach are illustrated below and elaborated on In.
section 2.4, Topic 23 Work plan.

Sprint 0: The milestone which will be achieved as part of the sprint 0 are the key foundationa! planning
and scoping documents (e.g. Sprint Plan, Work Plan, KJck-off, Communication plan etc.) that will lay the
foundation for future sprints. The key members of the team, consisting of both the State and Deloitte
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■personnel, will initiate the project and organize the people and processes needed to jointly manage and
monitor the project execution and define working parameter to support successfully delivery.

/

Sprint I: The milestone which will be achieved as part of Sprint lis the acquisition of all eight data
sources defined in the RFP. This sprint will analyze, integrate, and operationalize data from the source
systems to the landing layer. Additionally, during (his phase, the first two of the eight sources, Child
welfare and CDC population data, will be modeled and integrated into the EBI schema to suppon
predictive modeling and visualizations. The time frame for the milestone will be 4 weeks.

Sprint 2: TT^e milestone which will be achieved as part of Sprint 2 is the modeling and integration of the
Commercial claims data. This data set is critical to the project success and is isolated in a single sprint.
During this sprint, the data is modeled and integrated into the EBI schema along with Medicaid Claims.
The time frame for the milestone will be 4 weeks. ,

Sprint 3: The milestone which will be achieved as part of Sprint 3 will be full integration of the Vital
records/Medical Examiner, Grant/State BDAS, and Naloxone data sources. These data will be analyzed,
modeled, and integrated into the EBI schema, continuing to evolve the ED! schema to become the Data
Analytics Platform (DAP). The sprint will include the model formulation, finalize the key predictors,
perform exploratory analysis, and assess variable correlations and relationships. During this sprint the
team will also evaluate and design the integration for the Google behavioral trending data to determine on
how best to use the NH specific Google's datasets to predict early indications ofgeo-bascd CUD trends.
The time frame for the milestone will be 4 weeks.

Sprint 4: The milestone which will be achieved as part of Sprint 4 is the full integration of the live
Hospital ED Surveillance AHEDD data. These data will be analyzed, modeled, and integrated into the
EBI schema. This Sprint will also cover predictive model development activities and the design of Opioid
Crisis Dashboard. The de-identified claims data wijl be migrated to the Google cloud, the At-R.isk model
will be redeveloped into At-Risk+ model integrating the behavioral search data leveraging the Google's
machine learning platform. The predictive results vrill be sent back to the Data Analytics Platform for
integration into the data model and visualizations. The .time frame for the milestone will be 4 weeks.

Sprint 5: The milestone which will be achieved as part of Sprint 5 is full integration of the Emergency
Medical Services TEMSIS data. These data will be analyzed, modeled, and integrated into the EBI
schema, completing the phase I data modeling of the Data Analytics Platform. The predictive models. will
be refined, and the Opioid Crisis Dashboard development will be'completed. The time frame for the
milestone will be 4 weeks.

Sprint 6: The milestone to be achieved during the final sprint is the delivery and transition of a fully
functioning solution. The final production code migration takes place, end-to-end user testing is executed,
and training is completed.

Topic 14 - Implrmentntion Apprpnch j
2.3.1.2. Discuss cost iniplicfltionsorrhe plan, including implic.-uions on nininieiiancc fees; and ...

Our agile implementation approach and our sprint design plan is constructed to support an efficient and
rapid delivery with the iterative integration of data. The plan framework was designed to create a
consistent process that minimizes risk and provides clear direction.

Each sprint starts with a review of the previous sprint and works on any backlog refinement which will be
required in the new sprint. The new sprint is then planned along with the previous sprint backlog.
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The estimation tool enables the planning using the below details.

c. Define Duration; The number and duration of sprints are defined as well as the type of each sprint.
f. Define Resource Assumptions; The number of resources per skillsel is defined for sizing. This is not

intended to be the number of resources on the project. It is an assumption used for sizing.
g. Define Size and Features: Epics/Features are defined and sized (T-shin sizing) by sicillset. These arc

added together to translate into "effort" (i.e., number of sprints perskillset).

h. Compare Duration vs Effort; The duration of the project is used with the cplc/featorc sizing to
calculate the needed capacity per the expected scope (i.e.. no. of scrum teams needed with a SDCcific
skillset).

1. Review Resource Plan: The comparison in the previous step provides the estimated number of
resources and scrum teams. The assumptions can be adjusted as needed to re-estlmaic.

Ocloitte Agile estimation is a way to determine relative size on a projcct-by-projcct basis. This tool is a
management aid for cost estimation. T-shirt size estimation can have a 25% variance given its relativity,
and that estimation is done at a high level rather than at a task level.

The implicarions of using Agile methodology and cost implications of using the agile estimation
framework arc as follows:

; Features Benefits

Minimize risk A consistent process and tool used across the practice will minimize risk
and provide clear direction for Agile projects; Ic can also provide the

;  / foundation for effeciive contracting
Speed and flexibility A proven solution that meets the needs of service offerings will decrease the

lime to develop an estimate and eliminates the need to reinvent the wheel -
ReaMife experience A solution that is consistently used and updated provides lessons learned

and real-life experiences to new projects
Leverage through life A solution delivering forecasting functionality can be used throughout the
cyclg ■ project to confirm the ability to deliver
Figure D'2.3-61 Features and Benefits of Agile Methodology.

fT<^ic 14 - Implcnicntutioti Approach

2.T1..1. Address the level of risk as.wiatcd with the pinn

The plan was created with a detailed understanding of your existing EBl solution, including the
infrastructure, the tools, and technology recently procured, and the data model being designed. With this
knowledge, our team evaluated the new data sources and the project objectives and drafted an initial set of
sprints, summarized in 2.3,1.1 and-more details provided in the Work Plan section 2.4 Topic 23. All this
knowledge informed our sprint design, significantly reduced the delivery risk, and enabled us to construct
a plan to meet the tight timeline defined in the proposal. The team understands how these new data
sources will be integrated into the existing data model, how these data will be leveraged by our Ai-Risk
predictive model, and how.ihc opioid dashboards will be integrated into the existing solution, all
contributing to reduce the risk within our delivery plan.
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{Topic 14 - Implementation Approach
•  2J.1.4. What are liie highlights (key selling polnta) of your proposed approach?

Deloitte's Agile for Advanced Analytics (AAA) tailors
agile to fit the unique complexities of a data integration
project. Our Analytics Scrum Model will deliver a
product increment every four weeks, thus iteratively
solving key business questions while providing constant
feedback and limiting delivery risk, it is critical to note
that while a product increment is delivered every four
weeks, a key assumption of our delivery model is
frequent and constructive interaction with the users of the
analysis. A regular cadence of discussions, feedback
sessions, and demos, not just at the end of the four-week
sprint, is one of the strongest arguments for using Agile.
These interactions help bring clarity to the direction of the
product and can lead the analysis down different but
higher value avenues based on the teams having time to
constructively ideate. Figure D-2,3-
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62. Benefits of AAA.

jTcpic 14 - Iniplcnientaticn Approach •:
2.3.1.5. What makes your proposed implcincmarioii approach unique in consideration of your compciiiors?

Our implementation approach is different from our competitors in four key areas:

1. Know your Environment - We helped design and deploy your existing environment; our approach
leverages this knowledge and is tailored accordingly.

2. Reuse - We designed an approach that maximizes the reuse of your existing assets, providing the
most value to the State.

3. Accelerators — We bring specific accelerators, built on the same technology stack as your solution, to
speed the development process (e.g. At-Risk predictive model, HHS Interactive Framework)

4. Knowledge Transfer - We provide full knowledge transfer, enabling the State to support, leverage,"
and build upon the platform moving forward.

Additional Deloitte's differentiators related to our approach include:

• Deloitte s Agile for Advanced Analytics (AAA) methodology combines lessons learned, best
practices, and experience delivering analytic projects for hundreds of commercial, federal, and state
clients. Our AAA methodology provides a robust repository of accelerators, tools, and guidance tailored
to meet the Department's requirements.

• Deloitte's understanding of data governance and our experience helping government clients establish
governance frameworks offers a unique differentiation for this implementation.

- Deloitte understands Data Governance and will help to establish a governance structure that will
enable the effective sharing, reuse, and governance of Enterprise Business and Technical Services,
thereby improving collaboration and data driven decision suppon at all levels.
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- Dcloitte's approach integrates with Data Modeling (DM), Enterprise Architecture (EA) and business
processes (BP), superseding inter-departmental and technical silos for greater visibility and control
across various departments, while also ensuring that security and privacy are not an afterthought.

• Deloitte's experience with Medicaid data, All Payer Claims Database and Human Services data
integration project-informed the development of our approach. The team has direct and relevant
experience and is equipped to make this project successful within the tight time frame define.

{Topic H-.Implfincntnrion Appron'ch " • • ' ' ' ' ,

J.j. 1 .6. To assist the Stntc in evaluation of the Impleincntaiioii Plan or plans dtscus.sed, identify die ...

The project estimates arc based on the work defined in Section 2.4 Topic 23 and serve as the basis our
estimates. Project estimation is about accuracy - making the right decisions about scope, costs, resources,
deliverables, and delivery milestones. Deloiite has its own proprietary Project Estimation & Planning
Suite tool that is designed to help drive this accuracy, and in turn, facilitate the effective management of
project risks.

The Agile Estimation solution provides the following value.

'A

v\ coibi^k-iu priii-t-.N tool to Itcusal :n:roS5 (iiv

pr:iciiccuilhniniiiii/crisk ;ind provide cicur dircciioii for
Aijilc ror Advijiircd Aiuilyiic:> projeois. It cnii also
providi; the loiiiidaiioiifoi elfcctivcconhaciiog.

A pTOvcii .toliiiioii ihat nuvts ihc ncvri.« ofservice

offcrinir. will decrease the lime in develop iiii esiimale
aiitl elimiiiaics the neeJlo icinvemthe wlicet.

A solution lliai is consistently used ttiid u|xlated prvwiijes
le.ssoii> learned .iiiJ renl-lifc eVperiences to iiewprtnecis.

IA 5olutiv>ndclivcrinn foreerLstiligfuncrioit.iHr>canbc used
ihroiiglioui die project to connrnithe al'iliiy to deliver.
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Figure D-2.3-63. AAA Solution Value.
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Topic 15-Testing

2.3.2 The Siaic wilt evaluate the quality of sitppori the Vendor will supply to nssisi State lestinc staff and
2.3.2.1. Describe your le.sting methodology and include a proposed tc.st pinn.

Dcloitte's approach to testing mirrors our broader principle: that quality must be built in from the -
beginning. Our agile approach to testing includes validations throughout the Sprint life cycle to obtain
feedback and re-testing of the key components of the solution. Our team will work with the project
stakeholders and key subject matter experts to engage in the validations of each component as they are
developed, and unit tested. Any defects identified during testing activities arc reviewed, iriagcd, and
prioritized by Dcloittc in collaboration with the Department. All prioritized defects arc resolved and rc-
tcsied for confirmation. Based on the schedule, additional testing activities may be required. For example,
for public facing dashl^rds, security testing tnay be required, or if we are delivering a predictive
analytics model, a scries of validation activities are executed to tune and calibrate the model.

The table below provides details on the testing phases included in Delolttc's testing methodology thai
may be leveraged for the CORbi project.

■Testing Phase Description ' .
Unit Testing Unit testing validates that individual functions are configured and/or developed to

appropriately translate technical and functional requirements. Dcloilte Scrum team will
execute test scripts to validate the acceptance criteria. This will include ETL programs
and reporting dashboard components. Fixing errors earlier will help with overall
implementation timeline and cfTort.

ETL Test ETL lest scripts will include steps to create data in source systems, execute data loads
Scripts into DAP, compare data values between source and each layer of the DAP, and verify

the filters applied when selecting the records from source.
Dashboards Includes steps to verify the text, layout, and security for the reporting views, confirm the
Test Scripts aggregated numbers by executing SQL queries against the source data, verify the

various dashboard filters arc applied to the appropriate source data columns, and
validate changes to underlying data arc updated accurately within the dashboard.

System Validate system functionality meets the approved design as well as the business needs
Testing as specificd.by the requirements. Documents system test results in shared location,

including information pertinent to requirements traceability matrix and defects. The
defects will be evaluated into Critical, High, Medium, and Low categories based on the
impact to overall sprint release. State participants may view the progress of system
testing and monitor results at their convenience leveraging JIRA. This provides
opportunities for questions and clarifications early in the process, thus saving time and
providing better preparation for UAT.

Integration The objectives of this task arc to establish the approach and define the scenarios for
Testing integration testing. Integration testing focuses on testing all the elements of in-scope

end-tc-cnd business requirements. The intent is to mimic real-life business processes in
a testing environment and determine whether the solution meets the Requirements.
During the sprint cycle, an early integration testing will be performed to validate the
processes (or parts of processes) that were completed in the sprint to identify early
integration issues. If available, Production data will be leveraged during Integration
testing to identify any data anomalies as early as possible.
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|Tcstlng Phase Description

Regression
Testing

Regression te

Performance/

Stress Testing

Data

Conversion

Testing

sting will be conducted to re-run tests to validate that previously validated
components are still functioning after additional software is added to the environment.
In an agile environment, regression testing will be conducted in later sprints to verify
that the components previously developed are still functioning as expected.
The objective of this activity is to document the scope, scenarios, and logistics required
to verify performance of the system's underlying technical architecture. The approach
simulates load using lower environments, production volume data, and batch jobs to
measure the system's response time, latency, throughput, and resource utilization. Once
a performance risk or issue has been identified, Deloitte identifies the root cause of
issues, develops solution designs, and initiates performance tuning requests.

Prepare a data conversion plan, prepare SQL scripts to test data validity post conversion,
validate results, discuss data quality issues, update assumptions and implement fixes as
required. In an ETL environment, this includes validating that the data loaded from each
source is loaded accurately into the target database.

Security Security Testing will be conducted as part of non-functional testing. Deloitte will work
Testing with State staff to leverage existing infrastructure and processes to meet the security

requirements. Deloitte staff assisting to manage user administration and security
processes will follow Stale's existing policies and practices. The CORbi team will use
existing Oracle advanced security capabilities used for EBl project for transparent data
encryption. The data at rest will be encrypted and the authorized applications will be
able to decrypt data when displaying to authorized users. Security vulnerability testing
will be performed on Tableau dashboards published to the public.

Confirms all components of ̂he solution have been properly installed, configured, and
can be accessed by the appropriate stakeholders. Testing of the environment will include
execution of ETL mappings and refresh of Tableau dashboards and predictive models in
the environment specified for validation.

Installation

and

Environment

Testing

Production

Validation

Once Production deployment activities have completed, Deloitte performs production
validation. If no issues are uncovered, Deloitte allows users to log onto the system with
changes deployed. Deloitte performs post-production monitoring and any incidents
identified are quickly escalated to the State with the goal of achieving or maintaining
system stability. Incidents requiring a change are reviewed with the Slate for
prioritization and emergency releases are scheduled based on direction from the State.

Acceptance The User Acceptance Test (UAT) phase continues the process of validating the solution
Testing meets the business requirements, allows the State to validate the end user experience

and gives the State the ability to validate the design and reassess functionality if needed.
Deloitte will continue to support the State throughout the UAT phase to validate and
confirm the new business functions are performing as specified. As each component is
ready, the State will be able to perform UAT.

Figure 0-2,3-64. Testing Phase DetaUs.

TopicJ5-Testing

2.3.2.2. Will configured Sonwnre be delivered in functional componcms for State Acceptance Tesiing?

Yes, as each functional component is completed and has been tested by the Deloitte team, the State team
will be able to validate. For example, as ETL mappings are completed the data will be loaded in an
environment to allow for the State team to validate the accuracy of the data and the business rules applied.
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iTopic 15 - Testing '
2.3.2.3. How much time sltoiild tlie Stmc allow to complete User AccepMiice Testing of a componeniV

Deloitte will work with State to come up with an appropriate" timeline for testing the components based on
the scope, complexity, functional and non-functional requirements. Overall UAT effort could range from
2-5 days for a 4-weck Sprint.

jTopIc IS-Testhig •.
2.3.2.4. Whai icst nianngcmcni and rest driver lools will be employed in quality assurance ccsiing p^r to

The Jira tool will be used for test management and quality assurance prior to delivery of code to the State.
These lools will be available to the State similar to what is being performed for the current New
HEIGHTS and EBI projects.

{Topic IS-Testing' " ' f

2.3.2.5. Whai suppori will be provided to prepare State staff during Acceptance Testing? How will on-sitc""

The Deloitte team will be available on site to prepare the State for acceptance testing. The diagram below
outlines the multi-discipline approach to UAT preparation.

User Acceptance Testing (UAT) Approach

iNv|):ir.ilu>n Valiihitioii .Ucsnlution

Our liaun worksjointly with the Stae
10 prepitre for user (esiing ihrough:

• Prep meetings

' Brainstorming sosions ''

Functionslity.demos

• Systemtest scenarios

• Kick-off meetings 11

UAT scenarios can easily be traced'
bock to requirements:.

.• Funciionaiity ;•

• ̂  User Mperiencc
* Documentation . i

©

When defeas are found,-we will work
closely with the State towards
resolution thou^:

* &hedulcd defect review meetings
■ Defect rcponing

• Timely retcsting

©
NII_DArOC-OtM

Figure D-2.3'65. VAT Approach.

ITopic 15-Testing .

2.3.2.6. How will members of the te.sting team be prepared to test the configiired SoAware?

The testing team will be part of the Scrum team and included in the daily stand up meetings. In addition,
all design documentation will be reviewed with members of the testing team, the data model will be
reviewed with the team, and working sessions walking through the data validated in system testing will be
performed prior to the State team pcrforrntng testing. In addition, a scries of meetings will be setup for
test planning, scenario discussion, scenario prioritization, testing kickoffand demo, testing release and
status meetings and any additional testing clarification meetings.

Topic IS - Toting

2.3.2.7. What Docuntcnintion of configured Software will be available to the ic.stimr team?

• Charter
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• Requirements Documents and Requirements Traceability Matrix

• User Stories and Acceptance Criteria

• Design Deliverables including ETL Specifications and Dashboard Mociojps/Chccklists

• Unit T^esi Scripts and Results

• System Test Scripts and Results

iTopic IS - Testing

2.3.2.8. Based qh experience in similar Projects, liow many niid what types of Delects are likely to be ...

In previous analytics implementations, approximately 5 - 10 % of UAT scenarios had defects or required
clarification. None of these were critical or high defects. The nature of the defects include applying
complex source data filters, layout of a dashboard/reponing view, or due to the nature of the data received
from the source.

)Toplc IS-Testing .

2.3.2.9. How much time is available for coinprehcn.sive tc.sting and correction of Dcfccis prior to ... "

Deloitte implements a robust testing approach with multiple phases and plans for contingency in case of
unforeseen issues. The time available for testing is dependent upon the complexity of the Sprint, data
available, and components developed in each Sprint. The general timeline within each Sprint for testing is
2-3 weeks. Based on metrics from similar Agile Analytics implementations this lime is sufficient.

Topic 15-Tcsring j

2.3.2.10. If rieqiicncyc.xcccd.s the expected level, whni corrcciivc action.'? will be insiiuncdV

Deloitte will track and report all defects, closely monitoring the trends and rooi causes to identify if
additional cycles arc required for requirements clarification, unit testing, system impact and
rcprioritization. Frequency increases can be a result of multiple factors to include unclear requirements,
invalid defects logged, or code quality. Deloitte will work with the State to assess the root cause of
frequency increase and put a plan in place to correct in upcoming Sprints.

To^c 1^-Testing

2,3.2.11. How quickly will a suspected Defect be iiivcsiigiiicd. and wliai classincmions are planned for ...

Defects should be classified into Critical, High, Medium and Low. The investigation of a defect will be
within 2 business days and will be prioritized based upon the classification.

Topic IS - Testing

2.3.2. !2. How quickly will Sollwarc Dofcci.s be corrected?

Based on priority, defects identified during unit testing, system testing and UAT will be reviewed with
the State and prioritized. All Critical and High defects will be corrected within the same sprint. Medium
and Low defects reviewed and identified during the Sprint review may be deferred to a future sprint.

Topic IS-Tcsring

2.3.2.13. Whai specific Sofiware tool.'? will be used to isolate performance problems?
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Our soluiion will use existing tools part of State's infrastructure. Rational Performance Tester will be
used to mimic reporting user transactions to simulate a large transaction load on the server. Server
response time measurements will be collected to identify the presence and cause of any potential
bottlenecks.

jTopic tS-Testiiie
2.3.2.14. What tools will be u.tcd to doctimcm and track stalu.s of suspected Defeci.s?

Our solution will use existing tools pan of Stale's infrastructure. Jira will be used for documenting and
tracking status of suspected defects.

I'l opic IS " Testing- : ' .
2.3.2.15. Will these tools be available lo the State aficnhc Project is completed?

Yes, these tools will be available to the State afler the project is completed per the renewal licenses
procured by the State. CORbi project team members will be configured for the Jira tool during the project
planning.

iTopic IS-Testing , ■ . •
2.3.2.16. What role will the State play in classitlcation and prioritization of Defects?

Prior to the user acceptance phase, The State and Deloitte will review defects created to assess
prioritization based on relevant documentation and criticality to the business. During the user acceptance
phase, the State will be responsible for creating defects and assigning defect classification. During the
UAT status meetings, defects will be reviewed to validate thai the appropriate classification and
prioritization has been assigned.

[^fopic tS-'I'estme _ • ,
2.3.2.17. VVill System pcrforinaiicc be measured nnd docuinciUed using ihe Siaie's infnsiruciure and Data? "T

Yes, system performance will be measured and documented using the State's infrastructure and data as
mentioned within 2.3.2.1. - ^

[Topic l_5 - luting .
2.3.2.18. Provide a sample User Accepiance Test Flan from a completed Project as an nppcndi.x.

See appendix.

TopicJSj-Testing
2.3.2.19. Testing Prior 10 UAT;

2.3.2.19.1. The State.lias a specific approach it generally requires lor testing, Please read Appendix C2 ...

Deloiite's testing methodology is described above in response to 2.3.2.1. As specified in the table, the
Deloitte methodology includes the components included in the State mandated guidelines within
Appendix G2. The Deloitte team will work with the State to review the Deloitte methodology for testing
to make sure the State's standards have been achieved.

Topic 15-Testing

2.3.2.19.2. U.se the lirst five pagc.s of this topic to describe the approach you have propo.sed to
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icsiing. Be sure lo cover as applicable:

2.3.2.19.2.1. liistnllation and Eiu-ironmeni Testing
2.3.2.19.2.2. Unit Testing
2.3.2.19.2.3. S.vstcm Tc.sting
2.3.2.19.2.4. Rcgrc.s.sion'Testing

2.3.2.19.2.5. Pcrrormance Tunittg and Stress Testing
2.3.2.19.2.6. Data Conversion Tcsning and Data Validation
2.3.2.19.2.7. Security Review/Testing
2.3.2.19.3. What tc.si management and tc.si driver lotds will be employed in quality assurance testing
prior to delivery of code to the State? Will these loots be available to the State lor u.<c in Acceptance TesiingV

As mentioned in the response to 2.3.2.1, Deloine's testing methodology includes multiple phases to
validate that the solution is functioning as expected. The figure below displays the sprint cycle iteiailve
approach of which the building and testing of the solution is included prior to each release.

4l«^ o»r*ry

l'ro|rci I>l«inruri9 llis.ooi'rv .Sptiiil 0 U«*lr.»w

O 0 © 0 (D 4 0
Plan Pioieci oM OnfixolKrr ^

Drfiftf Va'l* Pl.in S«cu>U tif^nep PiaW in

K.-v lo-'ltN (■> Di'livtr "O.it W.iy' !| if

m

ft.i-hi s.#KrfTi tor- hrMol'-J

(SlnaMuo*""""' , "Mf'O.ij On*t rtDin,Cirrnnm (§1 0^^', iTm*

1^ Oi>« >ra|xt{P:)0... Pro)*,
-  .1 ■" ..

_^?V/e fo I Advanced^na^ _

Figure D-2.3^6. Iterative Approach to Buiidittg & Testing Solution.
Similar to what is currently being performed for the DHHS New HEIGHTS and EBl projects JIRA will
be used as the test management and driver tool. JIRA bundles can be effectively used to manage the
testing status and to effectively manage defects.
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Topic 16 - Migration Strategy
^opic 16 - Migrntioh Srrutcgj*

The State will evaluate the degree to which the Vendor will ensure thai Data conversion is effective and impncis ....
2.3.3.1. It is our assumprion that ihe Data Conversioh/iVligmtion Plan is a deliverable ihat will ultimately lay ...

Dciolite has vast experience in succcssfiilly Implcmcniing data conversion projects in the public-sector
domain with regards to creating Enterprise Data Warehouse (EDW) based analytical solutions. Our data
conversion and migration strategy incorporates the following general guiding principles and leading
practices to help address the unique aspects of data conversion and migration.

• Promote collaboration between Stale representatives and the Deloitlc team to provide a thorough
understanding of the data requirements from both Ihe target and source systems and to confirm and
refine these requirements.

• Use tools and automated processes to optimize the conversion process and support the proposed
implementation schedule

• ■ Employ repcatable development, testing, and implementation cycles of the data conversion process,
allowing for continual improvement of data quality and reduction of data issues with each cycle.

The high-level approach to converting and migrating data into the DAP platform varies based on the
process used to migrate the data. Please see the table below on the various approaches and supporting data
migration tools.

'Approach Description Tool.s.Used

ConvcTt/Mlgrate The Conversion and migration of a complete database
complete via ETL will be leveraged when certain restrictions
Database via prevent the database from being completely copied and
ETL moved from the existing server to the DAP platform.

In this scenario, the legacy database will be retired and
the ETL's will be a one-time data load.

Oracle PL/SQL, Informaiica
PowerCentcr

Database to

Database

The Database to Database migration of data from a
data source includes a direct database connection to a
source. This connection could be either a live
connection or on a batch interval to extract data into
the DAP platform.

Oracle SQL Developer,
Informatica PowerCentcr

Flat File to The Flat File to Database migration process includes NH SFTP, Oracle SQL
Database the extraction of data from a source into a flat file. The Loader, Informatica

flat file can be in multiple formats (.CSV, Fixed PowerCentcr
Width, Pipe-Delimited, etc.) and stored on an SFTP
server or the Informatica server to be consumed via an

ETL process.

FigureD'2.3-67. Conversion & Migration Approaches.

;Topic 16 - Migrntion Srraieg)' ^

2.3■3.2. Describe the approach that will be u.scd for assessing Data quality and conducting Data cleansing ...
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As part of the Data migration and conversion process all data will be loaded into a landing layer in raw
data formats before converting and migrating data into a structure for consumption in dashboards and
predictive models. Deloille assesses quality of the daiabased across six core dimensions - completeness,
uniqueness, timclinws, validity, accuracy, and consistency. Based on any quality concerns or issues, we
create a data mitigation plan to address key concerns which may include creation of exception reports or
flagging of data quality records in the database. Informatica Data Quality (IDQ) also includes the ability
to create data quality dashb6ards as a part of the solution. The roles and responsibilities for data quality
and cleansing by phase arc included in the table below.

j Phase TaskyActivlt)'/Event Description State Task Deloitte Task j
Design,

Development
and Unit

Test

Source system extract delivery/Extract issues
Lead Suppon

Source system extract data purificatlon/cleansing/parsing
and load landing

Support Lead

Staging reconciliation reports/Load Target table/Data
Validation

Support Lead

System Test Identify scenarios (t«i cases) for testing/ provide data for
testing

Support Lead

System testing with migrated data/issue resolution/Issue
fix and retcst

Support Lead

UAT Provide jointly agreed amount of converted data in UAT
region/UAT Issue resolution

Suppon Lead

UAT Testing/ /Fix validation
Lead Suppon

Go-Uve

Migration
Identify operational impacts/migration setup and
execution

Suppon Lead

Critical data validation /Final data load count validation'
Lead Suppon

Figure D-2.3-68. Rotes A Responsibiiities for Data Quality A Cleansing.

16- Migration Strategy

2.J..1,3. Di.scuss the useofauiomaicd tools in Dam conversion....
2..'.3..'. I. What data do you know will be challenging lo convcrt/migraic and wliy? What special approach...

Automated tools will be used throughout the data conversion and data migration process. Informatica
mappings and workflows will be used to extract data from the various data sources and load data into the
DAP platform on a pre-defined cycle. As required, IDQ transformations will also be automated and
embedded into the ETL mappings to cleanse data on a pre-defined frequency as defined in the user story
for each sprint; Based on our experience, the following data sources will be challenging to migrate. '

.Data Source What makes this source challenging Special Approach

Commercial Dealing with APCD datasets presents several If authorized, the team can work with
Claims unique challenges including data quality and data the APCD vendor to provide a feed to

consistency issues. Additionally, member data is link existing diem ID to the APCD
generally de-identified preventing direct linkage identifier,
to other data sources.

Figure D-2.3-69. Conversion A Migration, Challenges A Approach.
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I  16 - Mlerotion Strategy-
2.3.3.3.2. Please discuss your approach lo wurking wiih ihc Agency lo docuineiu a data conversion/migraiion ...

During the Straicgy and Planning phase, the Data Migration Plan is developed. The plan describes the
Dcloitte's comprehensive approach to meeting the State's migration requirements including State
participation in data migration activities, security measures, data cleansing approach, post-migration
cleanup, and contingency procedure. The plan will be reviewed for every sprint.

The determination on the amount of historical data to be loaded into the DAP environment is based upon
requirements for trending in dashboards, the amount of data required to support predictive models, and
potential policy and federal guidelines for data storage of specific data. The team will work with the State
on defining these requirements prior to loading data into the landing environment.

-■Topic 16 -Mlgrntipn Strateg)'- j
2.3.3.3.3. Define e.spectaiions for State and Vendor role.-; during the dcvclopmenr of«hc data conversion/...

Development of the data conversion and migration plan will involve careful review and feedback from
State and Vendor to approve the plan and documentation. Understanding of the existing data structures,
data sharing agreements, and policy rules will be expected to be provided by the State as a part of this
process. Documentation of these rules along with best practices for converting and migrating data will be
the responsibility of the Deloittc team.

[Topic 16-Migration $trateg\- ■
2.3.3.3.4. Wliac lessons learned can you share with us from other inipicincntaiioiis thai arc imponnnt to ...

A few of the lessons learned shared from other implementations of a similar size and scope are below.
• Validating with production data as early as possible
• Implementing applicable cleansing in source system
• Understanding and Implementing appropriate data governance and sharing policies up front in the

project

• Engaging all key stakeholders, including the DofT organization throughout the project is crucial to
project success
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Topic 17 - Environment Setup
{Topic 17 - Environment Setup

I he Stale will evaluate whccher proposed eiivironmeni.-; arc suftlcieni lo satisfy Project needs, includinc ohased
.Implementation. bK

2.3.4.1. D^nbe thcdiflerciu Software and hardware environments required for the concurrent development;
testing, and production of the propo.sed Soluiion. Discu.s.s how the proposed environments support the
Implementation of the hosted Solution, including all necc.ssary training.

As part of the EBI Project, DHHS and DoIT are building the infrastructure that will support the Data
Analytics Platform for the Opioid Crisis. Following figure D-2.3-1 1 clearly shows the two application
servers and the two database servers that will support the Development, Test and Production
environments via virtual environment for the all the key architcc^e components of the Opioid Insights
solution. The virtual machines (VMs) on the application servers will host the Informaiica ETL used for
the data integration and Tableau environment for Opioid Insights dashboard. The virtual machines on the
database servers will host the production and non-production Oracle databases that act as the backcnd for
the solution. Additionally, the other architecture components like R and Python will be installed and
configured on the application server VMs to support advanced analytic capabilities of the Opioid Insights
solution. The Deioittc team, will work with the State on assessing the environment below for scalability
with the data sources in scope for the CORbi.projcci.
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FigureD^2.3-70. VirtuaHiedLayers.

Environments:

Development - This environment will be used by the development team to create their code and perform
unit testing based on Oracle DW, Informatica ETL mappings and Tableau dashboards.
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Test - This environment will be used by the testing and
training teams to setup their scenarios. This will be an
independent environment from the development
environment to facilitate the Integration, User Acceptance
(System) and Regression testing. We'will work with DolT
to create database schemas that support these testing
activities and also support DolT with code migrations across
environments.

Pfi^lMl iorvcr ArchitPdu'cComporrnt fnvirormrnt |VMi|

S«rvtr- 1 Infenntikem induction

Tableau Produaion

OrKitUC ProdualOA

Server- ) inCormatlu ni Tnt

TablMu Test

TeWtM Oevetopmeni

Server-* Ora<Se IX Test

OradelX Oevetopmcnt

Training - Application Demos and Trainings to the Figure D-2.3-7]. Hardware Environment.
business users on Tableau dashboard usage will also be conducted in the test.environment. A separate
folder structure will be set up with the proper security controls to allow only those users engaged in
training to access dashboards to be leveraged as a sandbox after the training is conducted.
Production - The tools setup in this environment will be used for deployment of the production
application and support day to day operations for the Opioid Insights solution.

■ Topic 17 - Environment Setup. " " ^ ^ ^ ^ ' i
2.3.4.2. fhc State believes that additional Software License fees solely related to establishing environments for
normal development life c>'cle would be inappropriate. If the Proposal differs from thi.t standard, describe and
provide rationale for the difference.

Our environment strategy for the proposed Opioid Insights solution aligns with the State's vision of
leveraging the existing infrastructure, both hardware and software for this initiative. We do not require
Slate to procure any additional Software licenses fees solely related to environment build out for this
project. ' ^

[I'oprc 17 - Environment Setup
2..V4.3. Di.scuss how ihc pioposcd environments support the Implemcniaiion of the hosi«j Solution [ncludTrmalt*
ncccssar)' iraining. *

As discussed in the section

2.3.4.1, DHHS and DolT

has already procured the
hardware and software that

will support the CORbi

project. The figure D-2.3-13
clearly articulates how each

of the server will be used to
support the software Figure 0-2.3-72. How Servers WiU Support the SDLC.
development life cycle of the Opioid Insights solution. Deloitte will work closely with DolT on code
migration and enabling the environments through their standard access provisioning processes on ODAR
and JIRA.
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D-2.4 Project Management Competence

Deloitte delivers using well-executed and proven methods,-.including the Agile for
Advanced Analytics (AAA) methodology that will be used to govern this project.
We appreciate and understand the unique challenges that can occur throughout the
course of data driven, complex projects like CORbi based on our experience
supporting Other states and working with NK DHHS.

Our Projcci Management methodology anticipates and mitigates challenges and issues before they arise.
CORbi project is a complex project with multiple simultaneous Sprints combined with a rapid turnaround
lime for the deliverables. The sections below detail Dcloittc's AAA methodology, approach, and
processes in managing the CORbi projcci, specifically focusing on agile delivery, 360-degree
communication, timely delivery, quality and consistency. AAA has been used effectively in the past for
agile projcci dchvcry in MY, PA, and TX that are similar in size and scope to the CORbi project We
recently used a similar agile delivery approach for the DCYF salesforce pilot project with live sprint
1-ev.cw demonstrations of completed task prioritized from backlog, including previewing in process work
AAA and its supporting Project Management suite of tools provide the Siatc with visibility and insight
into Dcloitie's methodology and our Agile project delivery. At the onset of this project, our usage of
existing EBI platform and our HHS Interactive Opioid Insight accelerators will place us in a strong "
position to deliver using Agile as illustrated in our preliminary sprint plans in our project management
approach. ®

We will communicate through our scrum facilitation as well as well as status reports for project
leadership providing updates on schedule, milestones, time and schedule variance, ongoing Activities key
risks, issues and action itctos. '

Our sprint scope management provides clarity through granular definition of the epics and user stories
and usage of backlog. Our familiarity with the DHHS environment and data will bean advantage during
project startup placing us in a strong position to hit the ground quickly with the first sprint beginning
immediately following the Governor and Council project approval.
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Topic 18 - System Acceptance Criteria
[Topic 18 - System Acceptoncc Criteria * . ,
The Stale will evaluate whether proposed Acceptance criteria will assure the State that the new System is
functioning efTcctively heroic being iiimed over for State for User Acceptance Testing.
2.4.1.1. Propose measurable criteria for State final Acceptance of the Sy.stcm.

Oeloittc's proven testing procedures confirm that the implemented solution meets the specific needs of
DHHS, maintains the level of data quality required, and validates system readiness. Through the use of
our AAA methodology, which includes a series of templates, tools, and accelerators to validate well-
defined testing, the testing phase for this implementation is both efficient and effective. One such tool is
the Acceptance Criteria Checklist, which validates that the new System is functioning cfFcctively before
being turned over for State for User Acceptance Testing. From our past experience, we believe System
Acceptance Criteria are critical for DHHS because it enables you to have confidence in the CORbi project
being implemented.

We propose to bring the following Acceptance Criteria Categories for consideration. Working together,
Deloitte and DHHS will agree on the System Acceptance Criteria during the early planning stages of the
project.

• Requirements met-e.g., validated that the • Solution Readiness-e.g., data loaded is
corresponding requirements for the specific sprint validated; security profiles are set up; data
have been met wrangling and load processes, predictive

• Technical infrastructure - e.g., local hardware models and dashboards deployed; the processes
in the UAT environment is in place; performance configured for the CORbi project; all
tested deployments smoke tested

• UAT Ready System-e.g., Systems Integration • Training-'e.g., course material complete and
Test (SIT) complete; defects resolved as per deployed; UAT testers have been trained
agreed upon guidelines; load test has been . Regression testing - e.g., Regression testing of
completed previously deployed components to confirm

■ Data set up-e.g., data (obfuscated/deidentified . new deployment did not negatively Impact their
if applicable) has been loaded into the UAT functioning
environment and tested and is ready for use

Figure iy-D.2.4'73. Acceptance Criteria Categories.

To facilitate an orderly and quality implementation of the System prior to UAT, the criteria will be
developed and reviewed collaboratively with the DHHS team at the onset of each sprint. The proposed
criteria would include:

• Sprint demonstration use-case validations completed in real-time for the DHHS agile scrum product
owner and supporting team

• The planned test Scenarios for Systems Integration Testing (SIT) have been executed, validated by the
lest lead and the test results documented

• Defects found in test execution are entered in the defect tracking system and'have been resolved or a
resolution identified.

• No outstanding critical or high severity defects remain; a plan to resolve any medium severity defects Is
in place
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• With respect to interface testing, successful functioning of the application with cither real data (when
the interface is ready for handshake) or stubbed data (if the interface is not ready for handshake) is
considered to be the completion of interface-based testing

• Installation instructions or build guides are completed by the application team and an environment
readiness walk-through is completed

• UAT Environment has been configured and delivered to the testing team by the application team and
application architect

. Shakcout of the UAT Environment is completed and is fully operational with no major issues including
the verification of:

- Basic application functionality

-Test data and

- User logins

{Topic 18 - System Acccptjincc Crircfia "i
2.4.1.2. Discii.ss how the proposed criteria setve the intci cst of the Siaic.

Dcioitte's framework incorporates testing for each Sprint to confirm that the System is ready for the next
phase. The following table lists how the proposed Acceptance Criteria serves the interest of the State.

(Acceptance Criteria > liovv the proposed criteria s«r>'e the interest of- j
the State !

The planned test Scenarios for Systems
Integration Testing (SIT) have been executed,
validated by the test manager and the test results
documented

Confirms that the features and functionalities of the
System were tested by the Deloitle team prior to
UAT

Defects found in test execution arc entered in the
defect tracking system and have been resolved or
a resolution identified.

Confirms to DHHS lhat a resolution for the defects
has been identified and defects will be resolved
either prior to UAT or during UAT. Demonstrates
system is fit for use and meets the needs of the
business

No outstanding critical severity defects remain; a
plan to resolve any high severity defects is in
place

Confirms that a stable System is in place

Test results have been reviewed with the relevant
project team and project leadership

Provides confidence to DHHS that all required tests
have been executed and passed

completed Test Checklists arc published by the
Deloitle Test Team to DHHS.

Test execution communication meetings are
scheduled (status meeting and defect meeting)
Systems Integration Testing (SIT) is complete and
signed off for the modules being tested

understanding of the stanis of the functioning of the
System and set expectations for the users prior to
UAT
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jAcccptancc Criteria How the proposed criteria s€r\'c the Interest of i
the Slate ^ . ' '' i

Installation instructions or Build Guides are
completed by the application team and an
environment readiness walk-through is completed

Demonstrates the readiness of the environment —set
up of infrastructure, software components, etc.

Test Environment has been configured and
delivered to the testing team by the application
team and application architect

Confirms that the testing environment is ready for
the UAT to begin. Thou^ this does not demonstrate
System readiness, this criterion is to test the
readiness of the environment to execute UAT

Shakeout of Test Environment completed and is
fully operational with no major issues including
the verification of:

• Basic application functionality
• Test data and

Demonstrates that the UAT user profiles are set up
and the System is working as expected with the
appropriate test data

• User logins

Figure iy-D.2.4-74. How Proposed Acceptance Criteria Serves the Interest of the State.
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Topic 19 - Status Meetifigs and Reports
j'tdpic 19-Staru5 Meetings nnd Reports ^ ^ ^ ^ "
The Stale will evaluate the degree to which Project rcponing will ser\'e the needs of Stale ...
2.').2.l. lnlruducior>- iVIceliiig: Parlicipnnts will include Vendor Key Project SinffQiid Siaic ...

.  At the start of the engagement, Deloittc works with DHHS to identify all required introductory meetings,
including contract planning, project kick-off, project management planning sessions and develops
required meeting presentation and documentation. Participants in these meetings include key project
vendor staff, State project leaders from DHHS, and DolT. During these initial meetings, the vision and
the mission statements for the project are established, project governance communication protocols and
guidelines are established. The project timelines and schedules are finalized, deliverables submission and
approval processes arc reviewed, project management tools such as issue and defect tracking tools arc
defined, critical success factors are determined, and a 30 day/60 day plan is created.

Our advisory team includes Scott Workman, who has a long history with DHHS, will be sponsoring this
project, and will be available to the State as required to address and concerns or issues that may develop
during project delivery as a point of escalation.

jTopic >9 - Status Meetings and Reports
2.4.2.2. KickofTMeeting: Panicipani.s will include the Slate and Vendor Project Teams and maj~or ̂ akcMdel^"
1 his meeting is to csinbli.sh a sound foundation for activiiies thai will follow.

The kickoff meeting establishes a sound foundation for the activities to follow and sets the stage for the
entire project. For previous engagements, Deloittc has coordinated with other stakeholders and compiled
a concise kickoff meeting presentation to cover all the pertinent topics. Details around timing, agenda,
and participants for the kick-off meeting arc included in section 2.4.2.9.1.

['jjpic 19-Status Meetings nnd Reports • /
2.4.2.3. Status Meetings: Participants will include, at a luininiuiii. Vendor Project Manager ...

Deloittc will conduct weekly status meetings to address overall project status and any additional topics
needed to review the project health and bum down. The participants include the vendor project manager,
Stale project manager, and key project staff. As part of the project status review, Deloittc provides weekly
progress and work plan updates supported by relevant documentation (i.e. dashboards, rcpons), to
confirm that key stakeholders understand project performance, outstanding and current risks, issues,
decisions, and action items. Any remedial or mitigating action for variances will also be noted in the
status report. These meeting will be in addition to and complement the scrum planning and stand-up
meetings.

■Topic 1,9 - Status Meetings and Reports
2.4.2.4. The Wofi: Plan: must he RcvieweJ at each Status Mcciing and updated, at ininhmim, on a ...

Deloitte will update the project work plan weekly and include relevant project work plan reviews during
the status meetings, specifically focused on project critical path items and cxicmal dependencies in
accordance with the contract. By establishing a cadence and updating the work plan regularly, Deloittc
will leverage metrics like the Deliverable Completion Rate and Schedule Performance Index (SPI) to
quantify the project progression.
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|Topu-19-Status Meetings and Rcpnrts_
2.4.2.5. Special Meeiings: NeeJ may arise for .t special meeting wirh Siaie leaders or Project

In addition to the formal status meetings, Dcloitte anticipates a strong on the ground contingent to
collaborate dynamically with DHHS and DolT. We understands that ad hoc and special meetings between
State leaders or project stakeholders arc essential and expect to engage with State staff on a regular basis
to clear roadblock and make forward,progress working as one team.

•Topic 19 - Status Meetings ond Reports • I

2A.2.6. Exit iVIcctiiig: Participaius wil! include Project leaders from the Vendor and il\c Siai^T^

Deloittc will conduct an exit meeting (retrospective) at the end of each spring to review the lessons
learned and collected during the project life cycle. This will be .supported by exit tasks including turnover-
related items as part of the overall project closure.

[^Topic 19 - Status Meetings and Reports

2.4.2.7. The Sialc expects the Vendor to prepare agendas Cor and ininuies ofmeciingis. iVteeiing ...

Deloittc will prepare agendas, formal preseniations/repons, and maintain an updated work plan for
meetings. During the-meeting Dcloitte will document meeting notes, which will be stored on SharePoim.
The project SharePoint site will serve as a common project document repository for the State and
Dcloitte. In addition to the detailed meeting minutes, Dcloitte will also update or log new risks, issues,
action items, and decisions on SharePoint, when applicable. As a pivot from current project delivery, we
plan to move towards a more interactive minutes (decision) process. We will use live projection so that
the meeting community can participate and view captured information in real-time. This will also extend
to product feature reviews andvbackJog management.

'Topic 19 ~ Smtui Mccringi; and Reports ; ,
2.4.2.g. Vendor shall .subinii status rcport.s in accordance with ihc Schedule ...(2.4.2.8.1 - 2.4.2.8.7)

At a minimum, Dcloitte will produce project status reports that contain the following:

• Current status (on track, ofT track), Work plan overview, along a timeline, which notes the different
sprints

• Deliverable status including the key Milestones, like Sprint start/end dates and deliverable submission
dates. Progress and accomplishments made during the weeks included in the report

• Planned activities for the upcoming two (2) .week period, Upcoming milestones; deliverables, meetings
and reviews

j

• A summary of risks, issues, and action items logged in Jira and organized by severity. Risks requiring
DHHS input and guidance are further elaborated, including response strategies and triggering points,
and number of days since the risk was identified. Overdue items flagged for immediate follow up and
appropriate escalation.

• Progress against work plan stan date, end date, and duration for project activities

Topic 19 - Status Meetings and Rcports

2.4.2.9, Be sure to cover ihe following: ... (2.4.2.9.1 - 2.4.2i9.4)
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2.4.2.9.1. Based on our experience with other similar projects, Deloitte recommends having the kick-off
meeting within the first two weeks of the project. The participants for the kick-off meeting include key
project leaders from Deloitte and DHHS such as the Project Sponsor. Project Manager. Contract
Manager, other major stakeholders including users of the system, business users. The duration of the
kickoff meeting may range from 2 to 3 hours, and the meeting will cover the following topics in the
agenda: Review of Project Charter, the Project Org Chart, Key Project Members. Project Timelines and
Schedule, Communication guidelines/protocols, Project Scope. Stakeholder roles and responsibilities, and
next steps (30/60 Day Plan).

2.4.2.9.2. Given the dynamic and critical nature of the project, Deloitte proposes a weekly status meeting
with DHHS. Agendas arc coordinated with the State and published prior to the meeting. Beyond
reviewing the documentation (i.e. meeting agenda, work plan, risk and issues report) prepared for the
meeting, Deloitte focuses on outcome driven meetings to keep all stakeholders informed in a timely
manner regarding key decisions and critical project roadblocks. The standard agenda for status meetings,
at the minimum, includes a project status update, review of RAID (Risk, Action Items, Issues and
Decisions) log, and a discussion on any critical items that need DHHS's immediate attention.

2.4.2.9.3. Deloitte is committed to making our team available for any special meetings to discuss topics
that are not covered during the regular meetings or status update meetings as well as for scrum planning
and stand-up meetings.

2.4.2.9.4. Exit meeting take place at the end of each spring and upon project close-out to review the
lessons learned and collected during the project life cycle and other turnover-related items. Sprint review
meetings take place at the end of each Sprint, lessons learned are reviewed and documented, and changes
are implemented for subsequent sprints cycles

jTopic 1.9 - Status Meetings and Reports . •

2.4.2.10. As an appendi.s, provide an e.xample of status reports prepared for another Project. N^ies'.'

2.4.2.10 - The graphic below shows the summary page of a sample status report from another Deloitte
analytics engagement, see appendix for the sample status report.

I  $n

Figure iy-D.2.4-7S. Example of Status Report.

Topic 19 ̂  Status Meetings nnd Reports
2A.2. W.Aa reasonably requested by (he State, Vendor shall provide the Suite with information ...

Deloitte understands the requirement and will support creation of special ad hoc reports and presentations
for CORbi project to support client stakeholder goals toward project success.
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Topic 20 - Risk and Issue Management •
('I'opic 20 - Risk and Issue iManagement j
2.4.3.1. Provide proposed mcihodologics for risk and is.suc managemeni. Discuss Siatc and Vendor rcsponsibiliiies.
The Siaic .seck.s a clear mean.s io compare planned versus acUial status, including pcrceiitagc.s. at a sufficiently
detailed level to ensure the State can adequately monitor the progre.ss of the Project. Be .sure to identify any'
essential lime constraints on State actions, llscalaiion procedures will be defined in a Contract between the State
and the Vendor.

Deloitte's risk and issue management practices use the principles advocated by Project Management
Institute Body of ICnowledge (PMBOK) and focus on the following key processes:

Risk and Issue Identification

The onset of each sprint as the first opportunity to identify internal and external risk elements. As we
begin a sprint, we note potential areas of risk that may arise from project scope, staffing, schedule
execution, requirements gathering, software delivery, quality plans, stakeholder communications, and
other deliverables. Extra focus, monitoring and tracking Is done with respect to source system data
availability, access and quality to mitigate risks associated limited availability and poor quality of data
during data integration activities. Our national and local experienced uniquely positions us to provide
guidance and navigate throu^ these concerns. Risk identification may arise from tcam/clicht meetings,
analysis, document reviews,.workgroups, and other day-to-day sprint-related activities. The identified
risks arc then captured in a risk register. Risk description, impact description, risk assessment, owner, and
response strategy are a few of the data elements tracked within each risk entry. Active risks are tracked
and published in the weekly project status report, issues can arise from risks that become realized. A risk
that is realized will either initiate the risk response plan or be logged as a new issue to be addressed by the
project's defined issue management process.

Approach, Methods, and Tools to Analyze, Prioritize, and Escalate Risks

Risk analysis involves the assessment of risk exposure derived from the likelihood of the event occurring,
and the severity of consequences or impact of rcallzatiori!' Risk evaluation also includes the prioritization
of risks, so that highly rated risks receive more analj^is, resources, and attention. Identified risks need to
be re-cvaluatcd throughout the sprint life cycle, because conditions and priorities can change over time.

■ The probability of risks is assigned within a range of 10-90% occurrence as seen below. If a risk has a
100% probability, then it is realized and becomes an issue. The following table can serve as a guideline
for assigning probability value for a risk:

;Probabi1My Probability Value Description

0-29% ■  2 Not Likely

30-59% 3 Low Likelihood

60-79% 4 Likely

80-99% 5 Highly Likely

100% Occurred: Risk became an Issue

Figure iy-D.2.4-76. Guidelinefor Assigning Probability Value for a Risk.
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When risks arc idcniificd, they are qualitatively analyzed in terms of impact and probability. Both impact
and probability are assessed on a range of 1 - 5, with I being Low and 5 being High. The two values are
then multiplied to compute an overall risk exposure score:

Risk Exposure Score = Probability Value * Risk Impact

Risk exposure features the priority level of any given risk. The exposure score is a range of 1 - 25, as
calculated in (he below table.

Probab.lllly

V
n
a

E

1 (0-10%) ; 2 (10-20%). 3.(30^50%) 4 (60-70%) 5 (80-90%)

1 - Minimal I 2 3 4 5

2 - Low 2 4 6 8 10

3 - Medium 3 6 9 12 -  15

4 - Hi^ 4 8 12 '  16 20

5-Critical 5 10 15 20 25

Figure lV'D.2,i'77. Sample Exposure Score Range.

The severity of the risk dictates the escalation process; Lower severity risks are managed within
individual or cross-team committees while higher severity risks are raised to the project manager and
possibly the project leadership and arc discussed during status meetings.

Once escalated, the risks arc assigned an owner who will work through in mitigating the risk. The Risk
Assignee will create a formal risk response plan for risks that are determined to be High Exposure. Other
risks arc monitored and reviewed but will not have formal risk response plans. Risk response planning
will be a joint responsibility between the State and Deloitte resources.

Communication of Issues and Risks

Deloitte will work with the State to come up with a process flow to triage, validate, prioritize, and
escalate the various risks and issues that arise during the course of a sprint.

Our approach to communicating risks will focus on probability and frequency of occurrence of the risk
arid tailored messages delivered through multiple channels. Our approach to communicating issues will
focus on messaging to identify impacted stakeholders. Tailored messages delivered through multiple
channels (i.e. SharePoint, Email, status meetings, ad hoc meetings, status reports) at specific times, over
the course of the project, will enable stakeholders to understand project risks and issues.

If agreeable, we suggest using Jira to track risk. Jira dashboards will help the State monitor and control
project issues and risks. Examples of risk and issue monitoring dashboard panels built by Deloitte in past
projects are

• Cumulative Issues and Risks by Status

• Active Issues by Severity

• Active Issues Aging by Severity

Deloitte 2018 Pagc[V-D.2.4-217of662



Attachm65l®^BflB^R)^ffi^^Sd4AlMPSH^RE - Department of Health and Human Services
Data Analytics Platform forOpioid Crisis
DHHS - RFP 2019-043/RFP-20I9-DPHS-I9-DATAA

Roles and Responsibilities

The table below illustrates the responsibilities shared by the State and Deloitte in the risk and issue
management process.

|Entit>' Responsibilit)'
State • Support Deloitte in resolving risks and issues

* Review risk and issue management process workflows and provide feedback
Deloitte • Implement risk and issue management methodologies and workflows

*  identify, communicate/escalate project risks and issues and track them to closure
Figure IV'D.2.4'7B. Poles and Responsibilities ofState and Deloitte.
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Topic 21 - Scope Control
I'l opic 21 - Scope Control

2.4.4.1. Suggcsi an approach for scope conlrol. Describe how ihe approach'ha.s been cmpToyeTefiJaivei^^^^^
another Project.

Dcloittc has successfully controlled scope on a variety of projects using agile. We will extend those
lessons learned from retrospective and similar efforts which we have played forward in our approach to
comparable analytics projects.

lToplc_2l^_Scopc_Cwirror ' .
2.4.4.2. Dcmonstruie your firm s ability to manage scope creep by discussing tools and methodologies, as well
past Project experiences.

Scope control for the CORbi project is critical to successful and timely delivery of the project. The
Dcloiite team proposed for this project has decades of experience delivering similarly complex, data-
related projects and understands the need to work closely with the State to manage scope and maintain a
focused approach. We will also be engaging a certified agile coach to introduce the method to project
participants and assist with project start-up setting a strong foundation for scope management.
The User Story Backlog and the Requirement Traceability Matrix (RTM) and arc the foundations to
document to scope management and acceptance criteria for each user story associated with a particular
spnni and maintain.traccability between user story and the technical design documcnl(s)/artifact(s) and
test casesCs) associated with each user story. The User Story clearly defines the functions to be delivered
within each sprint.

The RTM provides traceability regarding the project's scope, requirements, and deliverables, and allows
for visibility into whether they remain as originally procured when compared to the baseline. The RTM
enables users to find the origin of each technical and/or functional user story and understand the changes
impacting the user story. It also identifies gaps between user story requirements and subsequent life cycle
events, such as design and testing; and it confirms completeness and coverage of requirements. These
tools give the State capabilities to effectively manage scope creep.

In SddU'on to user stories and the RTM. one of the most essential inigedienls to scope management is a
team that understands vour vision and environment and is committing to finding the highest value wav
forward within budget constraints. We have consistently demonstrated this ability working with DHHS to
innovate and adapt to meet or exceed expectations while remaining on budget

Any user story requirement identified as out of scope is managed through a change management control
process. Change management is the process for managing proposed changes to a project through a
defined and controlled change control process. Once a change from the sprint baseline has been '
identified, the formal change management process is initiated. This process includes documenting the
change in the change management tool used by the Stale, collecting requirements, estimating the change
(effort and costs), and determining system, module, and stakeholder impacts, prior to reviewing the
change with the State s Change Control Board (CCB). Dcloitte provides day-to-day support for the
controls, processes, procedures, and tools supporting the Slate's CCB by adjudicating the sprint change
requests through the change management life cycle.

Impact analysis of the change is performed by Dcloitte on behalf of the State and includes:
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• Categorizing the potential impact to scope, cost, and schedule of any change
• Prioritizing the change

• Assessing and prioritizing the implementation plan

• Approving/disapproving the change

• Monitoring the change

-- ■■

We have a strong history of collaborating with DHHS when priorities evolve and change orders can
include zero cost adjustments in priorities and approved scope (backlog) to align with the Departments
evolving goals when feasible. Through this process, Deloitte also provides the ability to accommodate
data changes and/or additions for state, federal, administrative, and clinical data structures/elements.

The following diagram illustrates a typical change control process flow implemented by Deloitte.
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Figure IV'D.2.4-79. Change Control Process Flow.
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Topic 22 - Quality Assurance Approach
( Topic 22-Qtiaiity Assurance Approach
The State will evaluntc the degree to which proposed procedures will ensure that Deliverables require limited
modification when Submitted for approval.
2.4.5.1. The State has identified three categories of Oclivemblcs:
2.4.5.1.1. Written Deliverables, such as a trainiitg plan:
2.4.5.1.2. Software Deliverables, such a configured Software module; and
2.4.5.1.3. Non-Software Deliverables, such as conduct of a training course.

Our approach: Deloilte's structured approach to quality assurance and monitoring provides DHHS with
a solution that meets the quality objectives and standards of DHHS. Our quality management processes
and controls are focused around improving results and outcomes, integrating quality management in each
step of the implementation and into operations, as well as managing risks by identifying and tracking
defects early to lake the required corrective measures for quality improvement. Initiatives like the CORbi
project impact downstream systems that may include NH healing grant if awarded, which require
coordinated and integrated quality assurance and monitoring approaches. Our quality management
processes and project management methodology address these challenges by woriking collaboratively
with DHHS and resolving them.

Our Process: The CORbi project is an innovative and challenging undertaking, with critical components
such as complex business rules, hclcrogenous data from eight different sources, and interfaces with third-
party systems. These complexities are compounded when the project is following an agile delivery as the
impact of such complexities is instantaneous with short time frames for each sprint which create the need
for having a mature quality management process. We recognize that inattention to quality leads to
reactive thinking, inconsistent results, and ineffective decision-making. We consider it critical to focus on
establishing an integrated quality management process. We proaciively identify any data quality issues,
establish a realistic schedule and scope within tsach sprint, to include testing, reviews and defect
resolution, and reduce risk by (Quality .Vcliv ilii's

infusing our subject matter cxpcns
early in the sprint cycle. We also use
the same set of quality resources for
each sprint cycle to leverage the

knowledge gained and lessons
learned from previous sprint cycles.
The process is made up of three

parts: I) define quality 2) monitor'
quality, and 3) improve quality, as

illustrated in the figure rV-D.2.4-8.

2i4.5.1.1 As a part of our quality
assurance approach for submitting

Di-linc

•  Identiiy delivertblcs for cacti Sprini C)cic
• Set dcBvcraUc standards ,
• Review and approve process design with the State
• Seiquaby cxpcciaiiore

'• Review detivenibles agans< standards
■ Conduci peer reviews
- PenormmanagenKni reviews
•  Informal deliverable reviews

• Produce quality dcliverables
■ Com^te deltvemble waDc-ihrough
• Submit quality dcBverables
■ Post deliveraMc submission debriefs

Figure IV'D.2.4'80. QuaHty Process. "u.oajuw

written deliverables, Deloiltc has a structured process in reviewing and finalizing the deliverable
inlcmally prior to submitting to the State. For example, if we are preparing the Communication and
Change Management Plan (CCMP), one of the required deliverables, the quality assurance approach
process starts off with the creation of a Deliverable Expectations Document (DED), which contains the
proposed structure and content of CCMP. The DED also contains information related to the deliverable
review process, acceptance criteria, schedule, roles and responsibilities, associated anifacts, and outline.
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The document is reviewed with DHHS to get feedback on the expected content and structure of the
CCMP. Provided DED feedback is incorporated into the actual deliverable. The DEO clearly sets
expectations on the deliverables. Once DHHS approves the DED, it is used as the template to create the
actual deliverable. The deliverable creation process goes through a rigorous internal review once the •
content is put together by the deliverable owner. The team leads, and the project manager review the
deliverable and provide feedback prior to submission to DHHS. Once submitted to DHHS, Deloitte works
with the Slate to determine if a walk-through is necessary to enable easier review of the deliverable.
Depending on the amount of feedback and changes, Deloitte may make the changes to the deliverable
during the walk-through and submit an updated version as appropriate. This approach has worked
successfully in many projects and we are confident it will also work for DHHS.

'  2.4.5.1.2 Our deliverable and project activities undergo multiple levels of testing to make sure that they
are of highest quality requiring minimal changes prior to acceptance testing. The" different types of testing
performed by Deloitte team have been explained in our response for 2.4.5.2.3

2.4.5.1.3 As a part of our quality assurance approach any non-software deliverable such as a training
course undergoes the same review and scmtiny to deliver a quality deliverable to DHHS. For example,
while delivering a training course for DHHS members, the Deloitte team has a defined training approach
as per our AAA methodology. The approach outlines various steps to deliver the training course, has
checks and balances to minimize any modifications when it is ready for submission to the State for
approval.

We discuss with the State the proposed strucmre and content of our training materials and gain approval ^
prior to creating the materials. The developed deliverables are peer reviewed and reviewed by the
leadership team to confirm that the deliverable is of quality. We review the course content with the State
prior to distribution and the trainers deliver the course to a limited set of DHHS users to confirm the right
content and delivery of the course. Any changes needed will be done prior to finalizing the course content
and submission to DHHS.

(Topic 22r-Quolij>' <\5SurMnce Approach '

2.4.5.2. Describe ilic methodology tliai will be employed to assure ihai each type of Deliverable is of high quality
before submission for Stale consideration. Discu.^^ion should include but not be limited to:

2.4.5.2.1. Provision for State iiipiit to the general content ofa Written Dclivenible prior to production;
2.4.5.2.2. The .standard for Vendor iiilemal Review ofa Written Deliverable prior to formal .submi!?sion; and
2.4.5.2.3. Testing of Software Deliverables prior to .submissioii for /\ccepiance Testing

Deloilte's structured approach to quality assurance and monitoring provides DHHS with a solution that
meets the quality objectives and standards of DHHS. Our quality management processes and controls
focus on improving results and outcomes, integrating quality management in each phase of the
implementation and into operations, as well as managing risks by identifying and tracking defects early to
take the required corrective measures for quality improvement.

•2.4.5.2.1. Our approach to quality assurance and monitoring incorporates industry best practices. This
applies to all deliverables including written deliverables. The written deliverable submission process
starts off with the creation of a Deliverable Expectations Document (DED). Before beginning work on
deliverables, agreement on content and format is crucial. A DED allows the State and Deloitte to
collaboraiively define deliverable expectations in terms of content, structure, timeline, and acceptance
criteria. Used alongside the artifacts comprising the deliverable, the DED is used to sufficiently define the
format, structure, and acceptance criteria. The DED is submitted for the State's review and approval
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which provides a provision for State input to the
general content of the written deliverable prior to
creation of the written deliverable. We strongly
believe DHHS should be actively involved while
the Deloitte Team is drafting deliverables. The
agency's involvement, coupled with the DED
process, minimizes surprises and establishes
expectations before submission to minimize

disconnects on content or.level of detail. We
believe this also enables us to effectively make
use of the short review cycle suggested by
DHHS. Once the Deloitte Team receives

approval from DHHS on the expected content
and format, we move forward on the deliverable

per the project schedule. The Deloitte Team

proactively reviews and agrees upon deliverable
content and format prior to the scheduled start

date to facilitate transparency and minimize the
risk of unforeseen setbacks.

^5)

Quality
Assurance

Figure IV'D

[m]

.2.4'81. Quaiity Assurance Approach.
2.4.5.2.2. Our approach to quality assurance and monitoring has a standard internal deliverable review
process. The internal review enables a quality output prior to submission to DHHS. The Deliverable
internal reviews are performed by the project team to: (1) verify the completeness of a deliverable, (2)
verify the accuracy of a deliverable, (3) confirm that a deliverable rnecis project standards (for example,
using the right template), as well as any deliverable-specific or custom requirement, and (4) confirm that
the content of a deliverable meets its objectives and is consistent with prior approved or related
deliverables, if any. The Deloitte team employs multiple types of deliverable reviews to help confirm that
each deliverable meets specified requirements, the cornerstone of which is the DED process to give
DHHS a precursor view and input to a deliverable's development. Once the Deloitte Team completes the
internal deliverable review process, the deliverable is submitted to DHHS for review "with a deliverable

• review comment log.

2.4.5.2.3. Our approach to quality assurance and monitoring is based on lessons learned from our
previous implementations similar in size and complexity to the CORbi project. We support our approach
to testing and reduce overall project risk with certified processes that comply with the Project
Management Book of Knowledge (PMBOK) leading practice standard for project management and align
with the proposed AAA methodology. Our objective for testing is to provide testing that produces a high-
quality, high-performing application that meets your system requirements and design. Our testing
approach and methodology is detailed and includes multiple levels of testing of the frinctionality and
application. Each phase of testing achieves a higher level of system stability.

An,exponential increase in cost and risk occurs when defects arc found later in the life cycle of an
application. So, prior to handing over the application for acceptance testing, a.dedicated team of testers
test the application thoroughly to confirm that the system is ready for acceptance testing. The Deloitte
team performs multiple levels of testing, each with a specific objective and goal in mind. The multiple
levels of testing prior to acceptance testing are described in the table below:
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Dcloitte Test

Phase
.Test Phase Description

Unit Testing Unit testing is used to verify the input and output for each component/module. For
example, in the CORbi project, the dashboards are unit tested by the developers once
development is complete. Successful testing indicates the validity of the dashboard
and cotifirms traccability to the design. During unit testing, the developer tests each
dashboard individually and verifies against a check-list to confirm that the dashboard
that they created is working as per expectations.
For example, dashboard unit testing includes testing the structure/format of the
dashboards, validity of the content, functionality such as clicks, filters, son work as
defined in the specifications. The check-list is created prior to beginning of the
development and the check-list is used as a guide for unit-testing. This enables
development consistency among components developed by different developers.

System Testing System testing serves to validate functionality and confirm that all business
requirements are met as expected and confirms that the system performs properly,
both from a functional and technical perspective.

Integration Integration testing follows the successful completion of system testing and the
Testing integration of one component within the application with other components. We

perform end-to-end testing in relation to the business process and technical
coordination of individual units or modules with the larger system. This testing
confirms that the different components within an application can properly interact and
interface with each other.

Regression Regression testing verifies that system modifications have not caused unintended
Testing effects and that the existing software or system components still comply with specified

requirements. For example, verifying impact to existing EBI Platform data structures
with the inclusion of the new data sources identified for the CORbi project.

Figure Iy-D.2.4-82. Testing Phases.

Defined Acceptance Criteria are agreed upon and established for each phase of testing as discussed in
Topic 18 - User Acceptance Criteria. Each phase is determined complete if the Acceptance Criteria arc
met. Completion of Integration Testing and acknowledgement that the criteria arc satisfied initiates the
beginning of Acceptance Testing phase activities to begin.
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Section

HtGHUGHTS

Topic 23 - Work Plan
iTopIc 23 - Work Plan
The Stale will evaluate wheihcr ibc Vendor's preliminary proposed Work Plan incVudcrali^c'r^iron^th^
bchcdule, lasks. Deliverables, major milestones, task dependencies, and a pavmCnt Schedule. The Work Platt shall
also address resource allocations (both State and Vendor team members). This narrativc should rellcci current
Project Managctneni "best practices' and be consistent with narratives on other topics. The Software to be used to
suppon the ongoing management of the Project should ai.so be (le.scribcd in the Work Plan.
1 he State .sees a Work Plan as cs.scntial to reaching a comprehensive agreement with a Vendor. Consequently, the
State will seek to refine the propo.«:cd Work Plan prior to Contract approval with the .selected Vendor and to
incorpordtc the refined Work Plan by reference into a Contract.
2.4 6.1. Provide a preliminary Work Plan depicting ta.sk.s. task dependencies. Schedule, milestones. Deliverables,
and payment Schedule. Include the deliverables outlined in Appcndi.x C (Systc.m RcquiremenLs and Deliverables)
and include, other deliverables that you, based on past c.vpericncc. would recommend be developed on this project.

We bring knowledge from our ongoing collaboi^tion with
DHHS/DoIT and our nationa) analytics practice and will
combine this knowledge with expertise in opioids and data
science. We will expand on your existing platform
infrastructure using a tailored agile methodology.to include DHHS benefits from Deloirte's
more advanced analytics capabilities to combat the opioid approach that:

•  Leverages an iterative, agile, and

Deloillt is well positioned to deliver the work plan through .w™ch1rMore1t"^^^^^^
extensive tcchnjcal and subjective matter experience and insightful results
our innovative delivery methodology; specifically, we n . •
dilTerentlateou^elves as follows: ' thtnktttg toOtter a Iresh, innovative perspective

• 'Our understanding of the Department's programs, analytics
applications, architecture, and your Enterprise Business * Includes subject matter experience
Intelligence (EBl) platform helps us signlflcflntly existing environment and
accelerate delivery and reduce time spent for analytics to accelerate the
onboarding, conducting knowledge transfer, delivery of tasks
understanding data structures, and understanding the Governance required in working with additional

■  agencies (e.g. Department of Information Technology).

• The Department is already working with Deloitte and continuing to build on the success of the EBl
platform is the best way to deliver meaningful results by the end of August.

• Our ttam has experience delivering data wrangling, data integration, data governance,
visualization, and predictive analytics capabilities required to execute the tasks indicated within
this RFP.

• Our Gartner recognized leading analytics practice brings demonstrated advanced analytics
capabilities such as machine learning, artificial intelligence, predictive analytics, and cognitive
fingagcmcnt to help continuously grow and enhance the Department's analytics capabilities.

Based on our understanding of the RFP tasks, as well as our understanding of the Department's objectives
related to data analytics, we have structured the subsequent section to detail our proposed methodology
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and approach'for delivering this project. Our goal is to work collaboratively with you to help achieve each
of the objectives defined in the Rf P.

Our Understanding of Your Objectives
•As a thought leader in analytics,
Deloitte understands that you are'
seeking advanced analytics services
to help harness the value of your
data to improve the insights into the
oploid crisis which empower the

State to take meaningful actions.

Deloitte provides a tailored
approach across your key objectives-
as listed below in

Figure IV-D.2.4-11.

Work Plan

Kiiild an lrilc«:r.itc(l Data

and Atialytic.s hatlnrin to
.Provide a .Sin^'lc Sotncc of

the riiith

Create Al Piedietivc

Models to Provide

Insights andlAiiSNxcr

I  Key Questions

Build an Oploid
Crisis Uesponso.

DashhoanI to

Siiiface lnsi;;his
Which Will I) live

Meanin^'ltd Action

Promote an

or^ani/ational stiiielnre

that eiiconrttt'es workiiii'

across truditioiial

hoiindaries and

embraces change

Figure iy-D.2.4-83. Dehitte applies a tailored approach, a
skilled team, and a deep understanding of your data to meet your
key objectives.

Our work plan begins with a look

into our proposed project schedule
The project schedule provides an
overview of the key wcrksireams
and activities (hat we will be

undertaking. Following the project
schedule, we provide additional
details on the each of the proposed
sprints as well as our plan for
project management and data

■ governance. Our team will refine the schedule at the start of the project based on priorities and scope
approved by DHHS.

Sprint Summary

The sprints described below will use an Agile for Advanced Analytics project management methodology
to deliver transformational analytics while rapidly communicating any adjustments to scope, timeline, or
deliverables. Deloinc's Agile for Advanced Analytics project management methodology and overarching
framework provides incremental value with each Sprint through multiple iterative deliveries. These
deliveries will incorporate, and adjust rapidly to, continuous user feedback during each sprint as opposed
to feedback too late in the process that would incur extra costs (both time and resources) to fully Integrate.
This methodology and framework guide our (cams to rapidly build iterative and measurable value.

To arrive at delivery on each of the tasks in a given sprint, our approach is structured around the use of
Scrum methodologies, focusing on delivering incremental value during each sprint based on tasks and
activities determined through prioritization with key stakeholders. The following graphic summarizes the
sprints, including data sources, tasks, and deliverables for Sprints 0-6:
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Figure /y-D,2.4-J2. Overview ofProposed Sprints Including Data Sources, Tasks and Deliverables.

Detailed Sprint Descriptions
In Ihis section, we provide detailed sprint descriptions that include duration, goals, tasks, and deliverables.
A few notes below on the detailed sprint descriptions.
• Key milestones arc included in each of the detailed sprint descriptions
• Task Dependencies for each of the sprints will build on the prior one to lead to successful delivery of

the Opioid insight solution

• The successful integration of the data sources laid out below in the sprint plans is a key dependency for
the creation of the At-R.isk Predictive Mode)

• Both the successful integration of the data sets laid out below in the sprint plans as-well as the
successful completion of the At-Rlsk Predictive Model arc key dependencies for the creation of the
Opioid Insight Dashboards
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Sprint 0 - Planning Phase (4 Weeks)

To kick off the project, we win conduct a discovery sprint (Sprint 0), including a working session with
Department stakeholders. This will determine the high-level priority business needs and capabilities
required throughout the project.

Goal: The primary goal is to review currcni state issues, confirm user groups, and identifying questions
that will define the priorities and requirements for the Opioid Insight solution. This includes the
development of required plans across multiple areas that will allow for successful project management,
data governance, and delivery.

Task I: Determine high-level priority business needs and capabilities with Department
stakeholders

Our understanding of the Department's goals for this project in conjunction with knowledge ofthe EBI
data landscape and architecture will help guide the direction of these conversations. Our approach to the
working session(s) includes the following steps: (I) Gather appropriate stakeholders to allow for us to
capture perspective from across the Department. (2) Collect and categorize stakeholders' questions
related to the relevant data, to help identify relevant and compelling use cases for prioritization.
(3) Facilitate the group through a prioritization exercise to identify the maximum impact and feasibility of
the solution. (4) Apply our knowledge of EBI architecture and data in estimating the level of effort for
priority business questions to realizcmaximum throughout the project.

Task 2: Develop plans across multiple areas for successful project management, data
governance and delivery

Following the working sessions with key stakeholders, we will develop numerous planning documents
detailed below in the deliverables section. Based on these documents, we will develop a product backlog
which will allow requirements to be revisited, rcpriorilized, and used to guide decision making. Jira is the
key Agile Project Management (APM) tool we use to track Backlog Items. We will also use it for Sprint
Planning to achieve the key deliverables for this task, the Scrum schedule and Sprint planning purposes.
The schedule will detail the Sprints with the outcomes of each Sprint. The Sprint Plan will identify the
objectives, scope, approach, and acceptance criteria for each Sprint. We are using Jira as the APM on our
current EBI project supporting the Department, so we understand how to quickly establish a new project
in Jira.

Deliverables

The following deliverables are included as part of the initial planning phase (Sprint 0):

• Project KickofF Meeting

• Work Plan .

•  Infrastructure Plan

• Security Plan

• Communications and Change Management Plan

• Agile Project Management Plan

• Comprehensive Training Plan and Curriculum
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• Provision of Software Licenses if needed

• Provision of Software Installed, Configured, and Operational to Satisfy State Requirements

Sprint 1 (4 Weeks)

Goal: There arc two primary goals of the sprint: I) Complete data acquisition of all eight data sources;
analyze, integrate, and operationaiize the acquisition of the new data sources into the EBI landing schema.
Confirm and implement the file validation logic and perfbim data profiling to provide feedback on data .
integrity to inform future sprints. This lays the foundation for all future sprints and enable early access to
data. 2) Begin to enhance the EBI data model; integrate Vital Records, Child Welfare Case Data, and
CDC Population data, required to support predictive analytics.

Stakeholder Engagement

As part of the stakeholder engagement phase, we will be reviewing the user stories and acceptance criteria
identified for Sprint 1, defming dctailcd requirements, data acquisition and data model design along with
creating tasks to complete the user stories.

To accomplish the goals defined for sprint 1, Deloittc proposes the following three tasks that focus on
setting up the foundation for the "Collect and ingest" track.

Task 1: Load to EBI Landing Schema and Profile Data

Following the existing EBI development processes, the team's focus is on identifying and integrating all
of the eight new data sources into the existing EBI landing schema. Working closely with each data
source owner to define the interface requirements, the team establishes the connections and defines the
required load processes in accordance with existing standards. This includes establishing data frequencies,
file exchange validation logic and error processing and notification mechanisms. Upon completion of the
integration of the new sources to the landing schema in their raw format the team is positions for success
in future sprints with nearly access to data for profiling and quality assessments to drive future
requirements.

Similar to what was performed for the EBI project, some of the data sources will have data elements
which are utilized downstream in the EBI Data Mart schema (e.g. data elements from New Heights used
in the LTSS dashboarding) whereas other data sources will be loaded into the environment for analysis
and ad hoc usage In their raw format (e.g. the CHIS database load).
The figure below depicts the existing EBI platform and schemas at the start of the CORbi project.
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Figure IV-D.2.4-84. Current EBJ Landing.

The data sources depicted in dark green above indicate data sources which are mentioned in the RFP
however, some of these sources are already available in the existing EBI platfonn.

For consistency with the standards created during the EBI project, each new data source will be loaded
Into the EBI landing layer in the same structure as created in the source system or file extract. The new
data sources being loaded into the EBI platform will go through a profiling exercise to make sure that the
data types specified in each data source match the data types created in the EBI landing layer to address
any source data quality concerns. Additional validations such as check sum count validations will also be
performed between the data sources and the EBI landing to validate that the correct number of records is
received. The figure below depicts what the EBI data platform will look like at the end of this task.
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Figure iy-D.2.4'8S. Updated EBI Landing Post Task I Completion.
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Task 2: Perform Standardization and Data Wrangling

The focus of this task will be on convening the raw data format stored in landing into a cleansed and
standardized data set. Data discovery sessions will be conducted with the key stakeholders to hypothesize
the business questions and identify the appropriate datasets within each source which will be standardized
into the existing data structures. Individuals landed from population data set and the Child Welfare data-
set will be cleansed and conformed to the standard applied in the existing EBI structure for individuals
which have already been loaded into the EBI platform. Removal of special characters, trimming of key
demographic values, and conforming of the data structures will be applied in the EBI staging layer for
these data sets.

Task 3: Modeling, Integration Design, and load into specified EBI schema

During this task the business rules required to load data into the EBI data mart layer for consumption will
be applied. The Deloitte team will work with the Department to enhance the data sirucnires currently
stored in the EBI data mart environment. Similar to what -is currently performed on the EBI project, the
Deloitte team will review the data model and ETL specifications with the State to make sure that the data
structures being developed provide ease of use for ad hoc reporting, consumption, predictive modeling as
well as dashboard development. While consuming the Child Welfare and Population data in this phase,
the Deloitte team will extend the existing EBI dimensional data model where required while also creating
additional tables and views for consumption. The data modeling process is driven by core design
principles to create a unified data model enabling the State to analyze and understand data across multiple
dimensions. This entails leveraging and enhancing existing core dimensions, such as member and
provider, where possible to reduce duplication and enhance usability. The diagram below is a conceptual
model of the existing data stored within the EBI platform today.
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Figure iy-D.2.4'S6. EBI Conceptual Data Model.

During the load process of Child Welfare and'DCYF Case data, the MCI subject area above will-be
leveraged to load individuals from these source systems into a common set of tables that will store all
individuals currently loaded into the EBI platform. Currently, the MCI contains individuals from the
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NEWHEIGHTS, NECSES, and the BRIDGES systems. Individuals from the OPTIONS systems is
scheduled to be loaded in early 2018 along with the individuals from the data sources included in this
Sprint.

The following table serves as an example of the data which will be contained in the EBI PERSON table
at the end of this task in Sprint I with the highlighted rows representing the new individuals loaded.
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Figure 1^-0.2.4-87. Person table included in the EBI MCI Schema.

Child Welfare case data will be assessed and evaluated to extend data structures currently in the EBI
platform similar to the work being performed on individuals. New subject areas will be created where
required.

Deliverables

The following deliverables are included as part of sprint I:

• Systems Interface Plan and Design/Capability

• Testing Plan

• Change Control Document and Deliverable for new Data Loads

• Data Model and ETL Specifications

Sprint 2 (4 Weeks)
Goal: The goal for Sprint 2 is to complete the integration of Medicaid Claims data and commercial
claims data into the core EBI model. As part of the current EBI project, the Medicaid Claims data have
been loaded into the current EBI schema. The Deloitte team will work with the State to assess the
similarities between the Medicaid Claims data and commercial claims data and follow a similar process to
integrate the commercial claims data into the existing EBI Schema.

Stakeholder Engagement; As part of the stakeholder engagement phase, Deloitte team will review the
user stories and acceptance criteria identified for Sprint 2, defining detailed requirements, data acquisition
and data model design along with creating tasks to complete the user stories.

To accomplish the goal for Sprint 2, Deloitte proposes the following two tasks:

Task 1: Perform standardizatioo and data wrangling

During Sprint I, commercial claims data were loaded into the

EBI Landing layer. In this sprint, commercial claims data will
be loaded into the EBI Staging layer through a set of ETL
process. Data discovery sessions'will be conducted with,ihe
key stakeholders to hypothesize the business questions and
understand how to leverage the existing claims, provider, and
reference data subject areas created for Medicaid Claims to
support the commercial claims load. During these sessions,

Did you
—.—AJ—^

KNOW?

The data structure created as a pan of
the current EBI project contains a data
model to support Claims Data and
Provider Data, and Reference table
values to support claims reporting.
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wc will leverage the knowledge of the' existing EBl team responsible for developing the existing claims
structures to assist in providing subject matter expertise on the commercial claims. Per the current design
of the EB! Schema for Medicaid Claims, a staging layer is built to allow specific data .
reconciliation/debugging activity to happen for pre, during or post load data validations, as well as to
support complex transformation logic such as grouping of sequence of claims togetho-. Similarly, to
complete the integration and the merge of the commercial claims cata, the Deloitte team will identify the
variations of data types from the landing layer to standardize the datasets prior to integrating with the
Medicaid Claims data. For example, when loading the Medicaid Provider data, the Deloitte team brings
the National Plan and Provider Enumeration System (NPPES) file obtained from CMS for specific States
as the base for loading provider information. This data is then merged with data from MMIS which
contains providers who submitted claims which are not in the NPPES data set. The Deloitte team will
work with the Department to follow a similar process for Commercial Claims by creating a staging table
to support the extension of the current EBl provider tables. This process will be followed for Commercial
Claims data as well to create a staging table to support the extension of the existing claim header and
detail tables. The standardization, conforming; and data wrangling in this task will ensure the success of
the integration with the Medicaid data as well as provide scalability for data sets in the future.

l.lil >ch«'inii«

•  •. r'l.'AB

RH.HAXtVr

niWsn
mm

NK.DArOC41lt

Figure iy'D.2.4-8S. Provider Recommended Load Process,

Task 2: Modeling, Integration Design, and load into EBl schema

Once the Commercial Claims data are prepared in ihc staging layer, the data are loaded into the existing
EBl Schema which contains three core subject areas: 1) The Claim Fact tables, 2) The Provider
Dimension, and 3) Reference Dimension tables which stores reference codes and their descriptions related
to claims. The current design of EBl Medicaid Data Model provides the end user the ability to query
various types of claims data, perform aggregation, and ad hoc analysis at both header or at the line level
based on the requirement of the Medicaid Claims data. The figure below shows the conceptual model for
the current EBl subject areas which support Medicaid Claims.
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Figure jy-D.2.4'89. Core Mcdicaid Model.

Dcloilic will leverage (he existing design of the Medicaid Claims data to bring in the Commercial Claims
data which will also be loaded into the three core areas with the applicable attributes. Attributes will be
added to the existing data model to denote claims which come from the Medicaid population versus the
Commercial Claims population. The diagram below illustrates the existing Mcdicaid model with the
Commercial Claims data included.

DAP Oato Platform

Medicaid.Claims

J

EBI Ctobn Tsbtu

•.UO.<UIM.CP<IN.I«n MCD.CUklW.HUOenjACt mco.<uum.umjact

QAIM_CATEGO>tY_WO | CWIM^CAHOOIIIf JWO ( aAIM.C*nOO«T_OIO

Commercial Claims

COaW Clalmi lead

Figure iy-D.2.4'90. DAF Data Platform,

As mentioned in Task I, the current provider table in the EBI schema merges both providers from the
NPPES data for a specific set of States with providers who have submitted Mcdicaid Claims. The staging
table created in task I will be used to load the providers who have submitted Commercial Claims into the
EBI Data Mart Provider table, EBI_PRVDR_NPI_DIM. Once integrating the provider information from
commercial claims data, additional attributes might be added into the existing provider table. The
following diagram shows how the data will be represented in the extended Provider table.

PROVIOER NPI SEQ PROVIDER ID NPI

Source

Irtdketor PROVIDER TYPE CO PROVIDER NM

1 123 12345 MMIS Bllllrvi Provider

PETERBOROUGH FAMILY

DENTAL & IMPLANT CENTER

2 345 23634 NPPES Referrlrw Provider

3 456 18124 Commercial Service PkIIHv

WENTWORTH DOUGLASS

HOSPITAL

4 567 32163 Commerical BilUrw.Provkfer JOHNNY DENTAL CENTER

Figure /y'D.2.4-9I. Provider Data Sample Including Commercial.
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The existing reference table structure will be leveraged ifor commercial claims if applicable. The Deloilte
team will also identify and analyze the distinct characteristics of the Commercial Claim Data and
additional reference codes, required and incorporate into the existing EBI data model. Below is a snapshot
of the current reference dimension tables which are used to support the Medicaid Claims which includes
dimensions to allow for breaking data down by Date, Gender, Geography, and other key factors.

Current EBI Reference Date Model

I |U.XIil

Figure IV-D.2.4-92. Current EBI Reference Data Model.

Deliverables

The following deliverables are included as part of Sprint 2:

•  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 3 (4 Weeks)
I

Goal: The goals associated with Sprint 3 are to: 1) Complete the integration of Vital Records/Medical
Examiner data and Grant/State BDAS and Naloxonc Services into the DAP, 2) Initiate the design
activities for the data elements required for predictive modeling, 3) Perform exploration and assess the
relationship between variables used in the predictive modeling development 4) Evaluate and design the
integration for the Google behavioral trending data.

Stakeholder Engagement: As part of the stakeholder engagement phase, Deloitte team will be reviewing
the user stories and acceptance criteria identified for sprint 3, and defining detailed requirements, data ■
acquisition and data model design along with creating tasks to complete the-user stories.

To accomplish the goals defined for sprint 3, Deloitte
proposes the following three tasks: Did ou

Task 1: Perform standardization and data wrangling

In this task, the Vital Records/Medical Examiner and

Grant/Stale BDAS and Naloxone Services data will be loaded

from the EBI landing layer into the EBI Staging layer through

KNOW?

Data from the Vital Records

(BVRODS) database was loaded into
the EBI Landing enxironmeni as a paiT
of the ciirrenr EBI project.
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a set of ETL processes. Data discovery sessions will be conducted with the key stakeholders to identify
the key business questions the Department would like to visualize, integrate into a predictive model, or
leverage to create reports. During these sessions, the Deloitte team will leverage the experience of our key
Clinician, Manal Azar, to discuss the key business questions with the Department. Similarly, the existing
EBl team will support in driving discovery sessions to assess the best way to integrate the Vital
Records/Medical Examiner and Grant/State BDAS and Naloxone data into the DAP. Oncc the discovery
is complete, the Deloitte team will apply the appropriate data cleansing routines and begin conforming
data dimensions to the data already loaded in the DAP. For example, new individuals will be staged for
loading into the MCI schema to continue to provide conformity of an individual in New Hampshire and
their demographics. Additional, the evaluation and integration design activity related to the google
behavior data begin.

Task 2: Modeling, Integration Design, and load into EBI Data Mart schema

Once data has been loaded into the staging layer, the Deloitte team will work with the Department to
continue extending the EBI Data Mart Schema within the DAP platform to incorporate the Vital
Records/Medical Examiner and Grant/State BDAS and Naloxone Services data for dashboarding, ad hoc
reporting, and predictive modeling. New individuals will be loaded into the MCI schema with the
appropriate attributes denoting death and birth information along with the overdose related information
received from the Vital Records/Medical Examiner data source. Additional subject areas will be created
as required to capture level of care and facility related information which is brought in from the
Grant/State BDAS and Naloxone Services daiaset. The figure below illustrates how the data model will
look at the end of this task in Sprint 3.
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Figure iy-D.2.4'93. DAP Platform Through Sprint 3.
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Task 3: Finalize key predictors, perform exploratory analysis, assess variable correlations
and relationships

After data has been prepared and appropriately loaded into a user-friendly data model for consumption,
^  the predictive model forrnulation activities will occur. During this Sprint, we will begin with exploratory

data analysis, where our team of experienced data scientists assess daiasets against analytic models'for
missing or defective data; identify relevant features; and structure the, data for predictive modeling. We
can quickly identify potential defects and data quality issues, assess multivariate datasels for trends and
relationships, and formulate hypotheses. Visually exploring the data along the various dimensions in the
feature set can yield insights about the nature of the relationship with the target, exposing the need for
additional features that must be generated and included in the final model. Furthermore, visualizations can
be,used to confirm and validate model assumptions and assert overall stability, as well as examine
forecast stability regarding performance within the model training and test sets. The design and
development of the Opioid Insights dashboards will occur in Sprints 4 and 5 however we will work with
the Department to produce some preliminary visualizations for analysis purposes. Some illiistrative
examples may include:

• How are local areas with different socioeconomic characteristics impacted differently by opioid abuse?

• Do health care providers in different areas tend to prefer certain types of MAT over others, due to
efficacy or cost considerations?

• Arc certain treatment units/administrators more effective than others?

• Is there a relationship between treatment outcomes and the number of social groups or community
support groups in the vicinity of treatment entities?

• What individual risk factors result in higher rates of opioid abuse, relapse, and/or mortality rates?

• Does reduced access to prescription opioids cause increases in use and addiction to illicit opioids or
other drugs?

. • How do changing networks impact an individual's behavior and risk-level over time?

These h^otheses may then be wrapped into higher-level questions such as the following:

• How does access and utilization of tfiedical and treatment services effect OUD outcomes?

• Should treatment be tailored to specific geographic areas or custom-defined communities? •

• Can we detect similar geographic areas or sub-populations where we can transfer successful treatment
or intervention techniques?

• Who are the bad actors, companies, hospitals, etc. linked to those who have higher risk for OUD and
recidivism?

• How can we use the identification of high risk populations in the justice system to improve treatment or
intervention options?

Deloitte data scientists will use these questions to inform their data hypotheses for analysis, aligning them
to critical issues and key questions'. These hypotheses will be iteralively discussed with the Department

■ throughout the engagement, as findings are developed through analytics sprints. During this task the team
will also evaluate the Google behavioral data on how best to utilize the NH specific Google's datascts to
predict early indications of geo-based OUD trends.
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Deliverables

The following deliverables are included as part of Sprint 3:

• Integrated Data Model

•. Change Control Docijment and Deliverable for new Data Loads

Sprint 4 (4 Weeks)
Goal: The goals associated with Sprint 4 arc to; 1) Complete the integration of Live Hospital ED
Surveillance AHEDD data, 2) Complete development of the Ai-Rlsk Predictive Model, 3) Begin
wireframe designs onihe HHSi Opioid Insight Dashboards.

Stakeholder Engagement Phase; As part of the stakeholder engagement phase. Dcloiile team will be
reviewing the user stories and acceptance criteria identified for sprint 4, defining detailed requirements,
data acquisition and data model design along with creating tasks to complete the user stories.

■  To accomplish the goals defined for sprint 4, Deloittc proposes the following three tasks:

Task 1: Perform standardization and data wrangling

In this task, the Live Hospital ED Surveillance A>IEDD data will be loaded from the EBl landing layer
into the EBl Staging layer through a set of ETL processes. Data discovery sessions will be conducted
with the key stakeholders to identify the key business questions relative to potential health threats
received from the data source. During these sessions, our key Clinician, Manal Azar, will continue to
assist the Department in driving business outcomes related to this Hospital ER data.

Task 2: Modeling, Integration D^ign, and load into EBl Data Mart schema

Once data has been loaded into the staging layer, the Dcloitte team will work with the Department to
continue extending the EBl Data Mart Schema within the DAP platform to incorporate the Live Hospital
ED data for dashboarding, ad hoc reporting, and predictive modeling. As new individuals are loaded into
the MCl, the team will work with the Department
to determine if individual attributes should be

added to the MCI schema as a result of an

individual being treated at hospitals which are
sharing data. Where possible, the data will be
stored at the lowest level of granularity however
data may be aggregated to capture cluster data or
to store the health threat data at an aggregate level

Task 3: Build At-Risk Predictive Models

Our team uses visual techniques such as simple
scatter plots to identify anomalies in multivariate

data, box plots to identify outliers, and correlation
matrices to assess collinearity and for variable
selection. The team also has extensive experience
working with missing values and sparse daiasets. We can implement a range of data imputation and
sparse matrix analysis techniques to save samples and build stronger models despite missing data. These
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exploratory techniques serve as inputs for model development. Appropriate models for the problem class
are selected from the Deloitte model library. As shown in Figure IV.D.2.4-23 above, our model library
includes models based on advanced statistics, mathematics, engineering, statistical process control,
operations research, risk analysis, signal processing, artificial intelligence, simulation, and several other
novel approaches.

Based on our extensive experience and knowledge of model characteristics, we aim to select the best
performing model, taking into consideration data characteristics including complexity, type, quality and
completeness of information. In addition, the modeling process is conducted using best scientific and
analytics practices to avoid model over fit and to choose appropriate testing, validation and testing
datasets.

Extracting meaningful jnsights from the data requires advanced analytical techniques using machine
learning to be performed by seasoned professionals with unique perspectives and the right balance of
curiosity as well as focus on business objective. Our existing model library and experience will serve as
accelerators in the model development process to answer the questions posed by the State.

Deloitte will deliver two predictive models, At-Risk and At-Risk+. The At-Risk on-prem machine
learning (ML) model is based on a proven model used commercially on behalf of a State government to
predict individuals at elevated risk of Opioid misuse, CUD or Death. The At-Risk+ is an enhanced
version which exists in the GCP cloud and the model uses both de-identified NH Stale data (same used in
At-Risk) plus Google search data. The connection between the data and the four focused populations -
youth, young adult, adult, and older adult - is complicated by the distinction between legal and illegal

.opioid users. The All Claims Payer Data (Medicaid Claims + Commercial Claims) is a foundational data
set used across all populations and is particularly helpful with the legal users at all ages. The initial At-
Risk model will be built using an ensemble machine learning approach. Several years of historical data
including the ACPD will be used for training the models and for scoring their performance.

The At-Risk model will be trained on 7 data sets assuming all are available. Basic entity resolution work
will be performed to connect "same as" records based on a 6-10 data field match. The seven data sets

include Medicaid Claims, Medicaid Eligibility, MCl, Vital Records, Medical Examiner, and LTSS. These ■
data sets will be particularly effective with populations of young adults, adults, and older adults struggling
with legal prescription opioids. For example, the At-Risk machine learning model was successfully
applied to -I million Medicaid opioid users for a midwestem state. When compared to a competing rules-
based predictive-model, At-Risk produced remarkable results: accuracy (85% vs 15%), error rale (10% vs
50%) and lead-time to make a prediction (4-5 Months vs 9 Months). Data and predictions on the youth
population will depend on their inclusion in the ACPD. The At-Risk ML model's e.xcellent results are a
result of how the data model is built. At-Risk uses an ensemble approach where multiple competing
models are trained on historical data then each model makes predictions on a test data set. The most
accurate model continues, and the others arc discarded. The winning model passes throu^ additional
rounds of competition until the final model is finished and deployed. In,the past the optimized At-Risk
model makes important use of the ICD9/I0 codes for the original diagnosis when the first Opioid was
prescribed. The model then uses hundreds of data elements to separate out who for example in the
population that started an opioid due to back pain had legitimate back pain and who was fraudulently
seeking pills. The At-Risk model for NH will be trained on the NH data using this approach.

I

The At-Risk+ will operate in the Google Cloud Platform (GCP) and provide a meaningful demonstration
of the power of Cloud, the GCP ML platform, and the predictive ability of Google's search data. Google
can track search terms down to neighborhood size geographic areas. Google has shown a strong positive
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correlation between certain opioid related search terms and increased levels of QUO and death. The At-

Risk+ will demonstrate the predictive power of this additional search data for New Hampshire. Data from
NH will be de-identified then sent to the cloud where,it will feed into the At-Risk+ predictive model and
the Google search data for the geographic area associated with the individual's domicile. The resulting
prediction will be sent back on-premise for storage. Importantly, NH will be able to experience the power
of CCFto automate the 0 and M of the predictive models. These models will undergo periodic retraining
and GOP provides a remarkable array of services to semi-automate this process.

Task 4: Desleo Opioid Insights Dashboard Wireframes

j

•

H V. t. n

Figure iy'D.2.4-9S. Sample HHSi Opioid Insights Indicators Dashboard.

During wireframe d«ign sessions, we focus on identifying the key business questions which the
Department would like iP'add^s using dashboards. Business questions are typically captured during
focused sessions with stakeholders. In addition, throughout these sessions, we also work to understand
and collect the key data sets which are required to support dashboard development.

We use a question-driven approach to the sessions, meaning that the focus remains on the business
questions identified during previous discussions and identification of hypothesis to be proved or
disproved by the dashboard. For example, if you are trying to identify the trends for the number of opioid
related hospital visits, you may hypothesize that certain external factors lead to spikes. By pulling in data
from the dimensions developed in the DAP, the user may be able to prove or disprove their hypothesis by
slicing the data set by gender or by a geographic region.

As the Department is providing feedback on the business questions answered by the dashboards, the

Dcloitte team will create dashboard wireframes. The wireframes lay out easy-to-understand visuals
focused on key business questions. We will confirm the types of visuals that are used to portray the data,
the filters used to.update the data and the expected logic behind the visuals with the stakeholders prior to
development of the dashboards.

Deliverables

The following deliverables are included as part of Sprint 4:

• Integrated Data Model

• At-Risk and At -Risk-i- Predictive Models

• HHS interactive Opioid insights Dashboards Wireframe Design
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Sprint 5 (4 Weeks)

.Goal: The goals associated with Sprint 5 is to; 1) Complete integration of the Emergency Medical
Services data (TEMSIS), 2) Enhance the At-Risk Predictive model with TEMSIS data, 3) Develop the
HHSi Opioid Insight Dashboard 3) Migrate the selected de-ideniified claims data to the Google cloud for
development of the At-Risk+ opioid model.

Stakeholder Engagement Phase: As part of the stakeholder engagement phase, Deloitte team will be
reviewing the user stories and acceptance criteria identified for sprint 5, defining detailed requirements,
data acquisition and data model design along with creating tasks to complete the user stories. To
accomplish the goals defined for sprint 5, Deloitte proposes the following four tasks:

Task 1: Perform standardizatioo and data wrangling

In this task, the TEMSIS data will be loaded from the EB! landing layer into the EBl staging layer
through a set of ETL processes. Data discovery sessions will be conducted with the key stakeholders to
focus on identifying the key business questions regarding incidents on NARCAN emergency responses.
During these sessions, our key Clinician, Manal-Azar-r will continue to assist the Department in driving
business outcomes related to this data set. Data will also be staged as necessary for confirming to the
existing EBl structures-and data sets previously loaded into the staging schemes.

Task 2: Modeling, Integration Design, and load into EE! Data Mart schema

Once data has been loaded into the staging layer as required, the Deloitte team will work with the State to
continue extending the EBl Data Mart Schema within the^DAP to incorporate the TEMSIS data for
dashboarding, ad hoc reporting, and predictive modeling. As performed in previous sprints, new
individuals are loaded into the MCl. The team will work with the Department oh whether individual
attributes should be added to the MCl schema as a result of an individual being treated for Narcan or
having any other emergency and trauma related services. The TEMSIS data will be merged with the data
created for the EBl project as well as the data sets'loadcd as a part of the CORbi project into the DAP
with a data model which creates ease of use for end users. *

Task 3: Refine At-Rlsk Predictive Models

Af^er forming the At-Risk and At-Risk+ models in Sprint 3
and completing development of the models in Sprint 4, we
will perform refinement on the At-Risk and At-Risk+ models

to help tune and calibrate. The key to creating a successful,
highly adaptable predictive models is to make sure that they
are dynamic and repeatable. A common pitfall is to over-fit
the model to the training sample data set and effectively
create a model that overemphasizes patterns found in the
sample data and are not repeatable on a difierent data set. To
offset this cbhccm, we evaluate models based on the

OU

KNOW?

The LTSS dashboards being deployed
as a part of the current EBl project arc
a subset of the overall HHS interactive

solution. This task builds upon the
HHS interactive solution by deploying
the Opioid Insigltts module to the
existing environment.

accuracy of their performance through visualizing model
results and fit statistical techniques. These techniques help to compare the observed model outcome with
actual real-world results to support model confidence and accuracy.
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Overall, our predictive analytics objective for this project is to help the Department derive actionable
insist to enhance decision making. We highli^t here that incorporating generated insights and
predictions into an overall business process requires change management, training, and overcoming
adoption barriers, all of which are being conducted throughout the project to deliver a comprehensive
solution.

Task 4; Develop Opidid Insights Dashboard

In this task we focus on the

development of the desired
dashboards based on the

wireframes created in Sprint 4.
Dashboard development
typically includes building
visualization themes, controls

and interfaces based on the

defined wireframes. In addition,
during the Build phase Deloitte
works to set up and configure
dashboard security. Security
configuration activities are
required to help validate thai
only authorized users can access

— .. I:

Figure IV'D.2.4-96. HHSInteractive Dashboard,

the dashboard. After the dashboards, have been developed, demonstrations will be held with the
Department stakeholders to review the dashboards and provide feedback. These feedback sessions are
focused on confirming the quality of the dashboard as it relates to the documented design and confirming
the dashboard addresses the Department's key business questions. Deloine will conduct internal testing to
validate that the dashboard aligns with the intended design prior to any sessions with the Department.
Following the Department validation of the dashboard, the HHS inieraciivc Opioid Insights dashboard
will be deployed to the server using the existing Tableau license. Once the dashboard is deployed, wc can
coordinate transfer of the Tableau data structure and workbook to the Department and conduct nintovcr
and knowledge transfer activities of the visualization results.

Deliverables

The following deliverables are included as part of Sprint 5:

• Deployment Plan

•  Integrated Data Model

• Refined At-Risk and Ai-Ri$k+ Predictive Models

• HHS interactive Opioid Insights Dashboard

Delivery Phase - Sprint 6 (4 Weeks)
Goal: To conclude the project, we will conduct a delivery sprint (Sprint 6), including productionizing the
environment, conducting final UAT, deploying the final At-Risk Predictive Model and HHS interactive
(HHSi) Opioid Insight Dashboards, and holding final training and transition activities.
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Task 1: Productionize the Environment

After completing data integration and modeling, finalizing of the Al-Risk predictive model, and
development of the-HHSi Opioid Insight Dashboard, we will tune and calibrate the environment to see
that it is ready for use in production by all stakeholders. This will include stress testing and execution of
the security plan.

Task 2: Conduct Final UAT

Final user acceptance testing will be conducted to make sure that all components of the HHSi Opioid
Insight environment are working properly and to standards defined throughout the project.

Task 3: Deploy final At-RJsk Predictive Model and HHSi Opioid Insight Dashboards

The final, tested versions of the Ai-Risk Predictive Model and HHSi Opioid Insight Dashboards will be
rolled into the production environment.

Task 4: Conduct final training and transition activities

As part of the delivery phase, final user training will take place for the At-Risk Predictive Model and
HHSi Opioid Insight Dashboards. This will include all documentation for the environment, predictive
models, and dashboards.

Deliverables

The following deliverables are included as part of the final delivery phase (Sprint 6):

• End User Support Plan

• Documentation of Operational Procedures

• Conduct System Performance (Load/Stress) Testing

• Certification of 3rd Party Pen Testing and Application Vulnerability Scanning

• Go- Live - Cutover to New Software and solution

• Provide Documentation
)

• Execute Security Plan

• Final UAT

• Final Training

• Final Deployment of At-Risk and At-Risk+ Predictive Models

• Productionize HHSi Opioid Insight Dashboards

• Conduct Project Exit Meeting

Data Governance

Deloitic will produce a written Data Governance strucfure and framework that will occur concurrently
with all other phases. Our proposed governance model will enable the effective sharing, reuse, and
governance of Enterprise Business and Technical Services through the deployment of DAP. The model
will also strengthen data sharing, worker collaboration and drive decision support at all levels through
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DAP. Finally, ihe combined Data Governance and Analytic Strategy will enable Slate to focus on
resources to increase the availability ofinformation for informed decision making.

The Dcloitte approach is based on our Agile for Advanced Analytics framework and marks a shift from
the traditional static governance goals such as maintaining business glossary, dictionaries, and data
catalogs. The new framework is centered around a more collaborative approach focused on giving the
stakeholders the required context to make good decisions, documenting the data flow for accountability
upcoming data governance standards. This approach integrates with Data Modeling (DM), Enterprise
Architecmre (EA), and business processes (BP), superseding inler-dcpartmcntal and technical silos for
greater visibility and control across domains, while also ensuring that security and privacy arc not an
afterthought, but rather at the forefront of the process during every sprint. This means understanding the
regulations that each Incremental deployment within DAP must comply with, including but not limited to
HIPAA security and privacy rule requirements.

To protect confidential data that exists in each sprint, our solution takes a 2-pronged approach to maintain
data privacy and make data available to only those who have a business need to access/view it. Our
approach is concerned with protecting data at rest and data in transit.

Access to confidential data will only be granted after authenticating and authorizing the users. The
application tier components will use the State's active directory as the authoritative source for user
identities. Access rights will be granted to individuals based on their job. (unction and role, using the
concepts of least-privilege and need-to-know. Requests for additional access will follow a formal process
that involves a request and an approval from an authorized State representative like the data steward or
data owner. Access to infrastructure native accounts will be limited to a very small subset of application
developers and administrators and this access will be reviewed periodically so that only people with a
business need have access.

The payment schedule as required in this topic is further elaborated in section F-1
Activities/Deliverables/Milestones Pricing Worksheet.

.Topic 23 - Work Plan

2.4.6.2. Define both propo.wd Wriiien and Software Deliverables. Include sulTicieni detail that the State will be able
to identify departures from the Plan in suftlcieut time to seek corrective action. In particular, provide information
about .>:taffrng.

2.4.6.3. Describe nil Deliverables to be protluccd in the Project. Ensure ihni all Deliverables and milesroncs are
identified in the Work Plan. Identify and di.scus.s the following;
2.4.6.3.1. All a.s.suinptions upon which the Work Plan is based:
2.4.6.3.2. Descriptions of recommended roles by activity and time required for both State and Vendor members of
the Project Team;

2.4.6.3.3. .As.signmcni.s of members of the Vendor's team identified by role to specific tasks; and
2.4.6.3.4. Critical siicces.-? factors for the Project.

Below is a table of deliverables for each of the sprints outlined above (Each number in parentheses ties to
Table C-3 in RFP; if there is no number in parentheses, the deliverable is in addition to what is included
in Table C-3).

Sprint Timeline Deliverables

Ongoing February - • Project Status Reports (2)
August » Data Conversion Plan and Design (II)
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'Sprint Timeline Deliverables

Provide Fully Tested Data Conversion Software or solution (18)
Conduct continuous integration and continuous delivery testing plan (20)
Perform Production Tests (22)
Test In-Bound and Out-Bound Interfaces (23)
Converted Data Loaded into Production Environment (26)
Conduct Training (28)
Ongoing Hosting Support if applicable (32)
Ongoing Support and Maintenance if applicable (33)

Planning February Conduct Project Kickoff Meeting(l)
Work Plan (3)

Infrastructure Plan (4)
Security Plan (5)

Communications and Change Management Plan (6)
Agile Project Management Plan (7)
Comprehensive Training Plan and Curriculum (13)
Provide Software Licenses i f needed (17)
Provide Software Installed, Configured, and Operational to Satisfy State

Sprint 1 March • Systems Interface Plan and Design/Capability (9)
• Testing Plan (10)

• Change Control Document and Deliverable for new Data Loads
• Data Model and ETL Specifications

Sprint 2 April •  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 3 May •  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 4 June •  Integrated Data Model

• At Risk Predictive Model

• HHSi Opioid Insights Wireframe Design
Sprint 5 July • Deployment Plan (12)

•  Inte^ated Data Mode
• Change Control Document and Deliverable for new Data Loads

Deliver August

Documentation of Operational Procedures (16)
Conduct System Performance (Load/Stress) Testing (24)
Certification of 3rd Party Pen Testing and Application Vulnerability
Scanning (25)
Go Live - Cutover to New Software and solution (29)
Prosnde Documentation (30)
Execute Security Plan (31)
Conduct Project Exit Meeting (34)
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Figure iy'D.2.4'97. Proposed Deliverables list

Vendor Staff

The table below lists the roles and responsibilities table for Key Vendor Staff that will be further refined
during project initiation In conjunction with the State.

jResburce Role
*  >

RMponsibilitiesArnsiu Projected
Hours

Greg Spino Enterprise
Architecture
Lead

As the Enterprise Architecture Lead, Greg aligns
the proposed solution with existing NH DHHS
infrastructure. He works closely with the project
manager, JefT, to manage and monitor key success
metrics for the project.

210

Sean Conlin Opioid As the Opioid Analytics Lead, Sean provides
Analytics Lead subject matter expertise on a range of analytics

topics to the team. He works closely with JefTto
navigate questions, offer optimal solutions and
provide direction on the business expectations
from the solution.

110

Jeff Walker Project
Manager

As the Project Manager, Jeff provides day-to-day
direction to team members regarding activities
and timelines, manages project risks, and
contributes to and reviews all deliverables prior to
submission.

540

Abhishek Pathak ETL and Data

Wrangling
Lead

As the ETL and Data Wrangling Lead, Arvind
leads the data-specific efforts of the project,
employs his big data experience to lead the data
engineering, data manipulation, and data
exploration and analysis alongside the remainder
of the data science and project management team.

1520

Tim Hartman Data Science

Lead

As the Data Science Lead, Tim serves as an
intermediary between data governance and
visualization, providing expertise on the
interpretation, utilization, and usage of the data at
hand.

240

Kelly Neway Training Lead As the Training Lead, Kelly drives the training '
and change management efTorts required along
with solution implementation. She will
collaborate with the project management, Jeff, to
build out a training schedule that meets the needs
of the project stakeholders in a timely fashion.

864

TBD Data

Visualization

A data visualization team member design the
visual aspects of the reports and dashboards to
inake them more intuitive.

1032

TBD ^ Data Scientist

(2)

A data scientist interprets the data and build
different predictive and analytics data models that
will be integrated into the solution.

480
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1

iRcsourcc
I  ■ '

Role Responsibilitivb/rosks Projected
Hours 1

"Nii-Lante

Lflmptey
Data

Governance

Lead

As a Data Governance Lead, Nii-Lante
coordinates with the state to setup a data
governance structure around the project.

1019

Dipak Modi Security Lead As a Security Lead, Dipak Modi oversees the
security features like authentication and
authorization for the solution.

144

Neluka

Wijegunawardena
Ul Designer As a Ul Designer, Neluka brings innovative and

intuitive screen designs that can help a user
navigate the solution more efficiently

160

Manal Azer Clinician As a Clinician, Manal brings her experience as a
registered nurse to support the team in decision
making for building models that accommodate for
dependencies between treatments.

120

Douglas
Rosendale

Physician The physician supports the team in building
models and making decision to weave in
considerations for medical treatments and other

substance use disorder medications.

120

TED ETL

Developer (3)
Three ETL developers will be part of the team 3420

TED Security
Analyst

Security analyst will be part of the team 720

TED Testers (2) Two testers will be part of the team I960

Quinn Chasan Digital
Analytics

Quinn advises the team on the analytics model
that are being integrated into the googic cloud
platform.

100

Sean Wohltman Cloud

Engineer
As a Cloud Engineer, Sean advises the
infrastructure requirements for building the
analytics platform.

100

Eryce Euffaloe Cloud Data

Scientist

As a Cloud Data Scientist, Brycc advises the team -
on the analytics model that are being integrated
into the googic cloud platform.

100

TED Digital Data
Analyst

Digital data analyst will be pan of the team 128

Figure iy-D.2.4-98. Key Vendor Staff.

State Personnel Involvement

Deloiite will collaborate closely with the State Project Team during each phase of the project. Based on
the requirements and tasks set forth in the RFP, we completed the following Proposed State Staff
Resource Hours Worksheet that lists resources and the minimal estimated time commitment of the State
Project Team based on our preliminary Work Plan. The extent of effort (time) required by State staff can
vary considerably based on the degree of engagement from product owners, stakeholders, staff looking to
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cross train, and other similar factors which are dilTicult to estimate prior to a joint collaboration and
dialog.

State Rule •.Initiation ' Configuration Implementation Close Ouf Total

Project Sponsor ■  I'D 10 10 10 40

State Project Manager 20 60 60 25 165

State IT Manager 5 20 40 5 70

Technical Support
Team

"20 65 30 60 175

Business Process

Owners

160 440 440 160 1,200

User Acceptance Team 0 0 160 0 .  160

State Total Hours 215 .595 740 260 1,810

Figure iy'D.2.4'99. State Personnel Involvement.

Assumptions

• Member linking will be done to support analytic requirements, i.e. the level of confidence target is in
the 90% range

• Key personnel from the State, including data source subject mailer experts, will be engaged throughout
the Project to support the process and will be empowered to make timely decisions.

• Neither the Contract nor this SOW may be modified except as otherwise agreed by Deloittc and the
State. Either party may request changes to the services, Deliverables, and/or any other aspect of this
SOW through a written change request ("Change Request"). Promptly thereafier the parties shall
discuss what impact the Change Request will have on the services and Deliverables and on pricing,
timing, and other terms of this SOW. Any changes to this SOW agreed upon by the parties as a result of
the foregoing process shall be set forth in a change order signed by the parties ("Change Order"). Once
a Change Order is signed it shall amend, and become part of, this SOW. Neither party is obligated to
change the services, Deliverables, or any other aspect of this SOW unless a Change Order for such
change has been signed by the parties.

• The State shall provide Deloittc with at least 30 days written notice and opportunity to cure prior to any
suspension or termination "of this SOW resulting from Deloitte's failure to perform any of its
obligations.

• Pre-existing Materials shall also include modifications and derivative works to any items that constitute
Prc-Existing Materials. The State consents to Deloittc using any of its Prc-Existing Materials that
Deloitie believes is useftil in the performance of^the services hereunder.

• The State will deliver data per the jointly agreed upon timelines. In the event of any delay encountered
with the State's ability to deliver the data or any delay encountered that is beyond Deloitte's control, the
State will collaborate with the vendor, using a change order if required, to address the adverse impact.

• Deloiite warrants that it shall perform the Services in good faith and in a professional manner.
Notwithstanding anything to the contrary in the contract, Deloitte disclaims all other warranties of
merchantability and fitness for a particular purpose.
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Critical Success Factors

• Based on experience, ihe single biggest success factor for transformative data analytics project is strong
leadership. Involvement of key stakeholders and a strong project sponsor with the authority to make and
enforce decisions is essential to successful implementation.

• Early access to data and clear understanding of the data provided by the source system owner is another
key success factor for any data integration, analytics or reporting project. Data analysts understand that
analytic requirements evolve iteratively with consumption and review throughout the lifccyclc; only
when data is available can informed decision be properly made.

•  In order to meet the project deliverables within the desired timeframe the team will need to adhere to a
tight scope control processes. We understand the important goals the State desired to achieve with this
project and clearly articulating the scope of each sprint will align the team's activities and set clear
expectations.

• As this will be one of the Departments larger projects delivered using agile, a commitment of the State
and vendor resources to understand, commit to, and follow the agile and scrum practices will be
essential. This includes a commitment of the required effort and the appropriate intellectual capital at
the point in lime dictated by the process.

Lastly, timely decision making is required to prevent the project from missing key dates. We will work
with the State to establish the decision-making structure and the team will communicate and escalate as
needed to support the State's decision-malcing process. This decision making process will require
adaptability on the part of the vendor and Stale to innovate throu^ challenges collectively.

jTppjc_2_3 - Work Plan ^
2.4.6.4. Discuss how ihis Work Plan will be used and State access to Plan'detoils includiiij: resource aTlov^tlon"
2.4.6.5. Disciis.s frequency for updating the Plan, at a ininimuin weekly and for ever>' status meeting. E.splain how
the State will know whether the Project is on Schedule and within budget.

One of the key work products required to support project success is a detailed project work plan. Dcloitte
will use Microsofl Project to create, update, and maintain the work plan for this project. The work plan
includes the key activities, planned start and end dates, assigned resources, anticipated duration, key
milestones, and dependencies needed to deliver the project. Given the dynamic and critical nature of the
CORbi project, Dcloitte proposes a weekly status meeting with DHHS to address overall project status
and any additional topics needed to review the project health and bum down.

Dcloitte will update the project work plan weekly and include relevant project work plan reviews during
the status meetings, specifically focused on project critical path items and cxlemal dependencies in
accordance with the contract. In addition to sharing the work plan during regularly scheduled status
meetings, Deloittc will also makc the most updated version of the work plan available via SharePoint for
ihe State to access. Throughout the project life cycle, Dcloitte will actively leverage the work plan to
manage and monitor overall project delivery. Our team will update actual start and actual completion
dates, as well as percentage of activity completion, to monitor delivery progress. This allows us to run
monitoring reports to understand late or slipping tasks to proaciivcly mitigate and manage task
completion.
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D-2.5 Ongoing Operations

Deloitte has a demonstrated track record ofprovidingquality maintain and operation
services. We are committed to collaborating with DHHS/DoIT staff to define and
document Maintenance & Operations (M&OJ functions and transition these tasks to
the State at the end of the contract term.

Our approach to Operations and Maintenance applies
,  industry-leading IT Service Management (ITSM) and DolT
standards and processes to guide the efficiency design,
management, and operations of IT activities and functions.

Our collaborative approach promotes working shouldcr-to-
shoulder with DoIT and DHHS stafTduring the development
and deployment to promote cfTicient transition of
maintenance and operations support post go-live. The figure
below describes the features of Oeloine's M«feO methodology
that supports innovations, demonstrated enterprise
architecture, and the ITIL-bascd approach tailored to the
needs of the Data Analytics Platform (DAP).

Approach

mu PMI & ITSM based.

Section

HiGHUGHTS

Deloiite's M&O niethodologs'
includes the following benefits:

-  PMI. ITILand ITSM-bascd

approach for effective and

efficient service delivery.

•  Experience with 40+ states
providing a platform for the
exchange of innovative ideas and
lessons learned.

approach tailed to NH needs

m Innovadons

Leading cnnovatbns,

enriched user experience &
inproved usability

Architectim

Enterprise architecture
enabled & production-proven

m

Methodology .

Enterprise Delivery

Methodology for M&O

Figure /y-D.2.5-100. Deloitte's M&O Methodology Benefits.
NII.OAKX<0«
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Topic 24 - Hosted System If Applicable
11loR'c24 - Hosted System 'If Applicnble
Describe ihe hosting plan including hardware and solhvare platlbrms. software utilities, )elcco"rninimication.s
resources, security measures and business cominuity plans. Include a description of servers, computers, software,
prognunming capability and other equipment and technical resources which will be it.sed to design, develop,
implement and maintain the application. '

The core Data Analytics Platform and Opioid Insights will be hosting within the State environment. The
Google components will be hosted in secure FedRamp GCP. We recognize the importance of process as
DHHS operates, maintains, and enhances the DAP. Our team and approach have been tailored to reflect
best practices cultivated across the many other States we support. Our approach and assets place DHHS in
a position of strength to use, sustain, and enhance the DAP:

Figure rV-D.2.5-2. below shows the list of hardware and software components proposed as part of the
solution for M&O activities for the DAP application.

jXypc Purpose ' Description Stutus 1
Software Database Oracle 12c Existing
Software Data Integration Informalica .Existing
Software Data Visualization Tableau Creator Licenses Existing
Software Data Processing Python, R, Tableau Prep Existing
Software • Project Management Atlassian Jira Existing
Software Incident Management Atlasslan Jira Existing
Software Configuration Management Atlassian Jira Existing
Software Version Management Git Open Source
Software Continuous Intep-alion Jenkins Open Source
Software SonSite W3C validation Existing
Software HP Fortify Application Vulnerability Existing
Software Metasploit Penetration Testing Existing
Software Build Scripting Apache Another Neat Tool (ANT) Open Source
Software Data Modeling SQL Modeler, Erwin , Existing
Software Programming Java, Angular 5, R, Python Open Source
Software IDE Eclipse Open Source
Software Google Cloud Platform Compute Engine (VMs), Data Transfer, Big

Query, Machine Learning APIs
New

Hardware Database Servers HPE BL460c Blades Existing'
,Hardware Application Servers HPE BL460C Blades Existing
Software Operating Systems Red Hat Enterprise Sciyer and Linux for

Vinual Datacenicrs
Existing

Hardware Host Servers 8 core VPP L4 VMware vSpherc 6 with
Operations Management Enterprise PI

Existing
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jtypc Purpose. Description ^ Status ' 1
Software ESB Interface Mule Existing
Software FTP Server NHFTP Server Existing
Software Security Management Apache LDAP Open Source
Figure IV-D.I.S-IOL List ofHardware and Software Components Proposed.

|2.5.1.1. Provide the lypc and speed of the connection: j

The application usage, architecture, performance requirements, and security requirements are key
parameters that influence the network bandwidth requirements. As described below, the network latency,
peering issues, bandwidth at upstream providers, and incident users using their Internet connections for '
other reasons aside from this application affect the perceived performance of the connection and the
amount of bandwidth required to keep the performance adequate. Our process embeds tools to measure,
tune, and validate the application performance. The results optimize efficiency and network utilization '
while also providing the inputs necessary for DolT to maintain and tune network access across the broad
spectrum of potential stakeholders and their physical locations (Brown Building, District Offices, Hazen
Drive, etc.).

jparamctcr Impact on.Bondwidth DAP Solution [

End-user intcmet

speed (high-speed,
and wireless

connections)

To meet any of these network speeds. The application is designed to use as little
the application must have a lightweight bandwidth as possible, so that the
design. application can perform adequately over

any type of internet connection.

Background
network activity

Some applications perform continuous
background operations to feed the data
while the user views data on a page.

Data load from various internal systems to
the EBI platform use the current network
assets and are expected not to cause any
bottlenecks as it runs off-period hours.

Data encryption in
transit

Encryption adds to bandwidth
consumption and can cause IP
fragmentation.

The servers arc configured to support the
most current encryption level -TLS 1.2.

Data backup
strategy

Network bandwidth requirements will
change depending on data backup
frequency and .chosen platform.

As the database and backup media arc
sitting in the same network, no additional
consideration is needed from a network
bandwidth point of view.

Figure iy-D.2.S-102. Parameters and Bandwidth Impacts.

,2.5.1.2. Infonnaiicn on redundancy

The DAP production systems and interfaces arc designed for high availability by considering component
redundancy, clustered solutions, data replication, and failovcr capabilities to support optimal operational
performance, even at times of high loads. On-prcmise architecture redundancy significantly improves
reliability and cost and will be finalized in collaboration with DpIT to maximize value of the on-prcmise
platform and to support expanded utilization as the EBI platform matures and grows. This strategy will
extend the current work being completed to establish the baseline EBI platform.
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J2.5.I.3. Disaster recovery

Deloilte's approach to Disaster Recovery (OR) and Business Continuity (BC) builds upon leading
industry practices drawn both from past experiences and ongoing service for states with projects of
similar size and scope as well as our work collaborating with DHHS and DolT in New Hampshire. We
understand the DHHS's need to sustain critical business operations even during catastrophic conditions. -
We understand that during a disaster, the DAP will be one pan of the overall business continuity action
plan that DHHS will need to execute. Given our experience, Dcloitic recognizes there arc several possible
exiemal events that make systems susceptible to an outage. These can include, but arc not limited to:

• System failures: Hardware failure of critical servers or disk failures

• Natural disasters: Catastrophic events such as earthquakes, tornadoes, or fire

• Man-made disasters: Human errors, fire, theft or sabotage, and electrical power outages

• Electronic attacks: Security breaches, hackers, and computer viruses ' "

The mitigation strategics for each of the above risks will vary and arc driven by acceptable downtime
limits (the length of time the system is unavailable) and budget constraints. As pan of our DR approach,
we will collaborate with DHHS and DblT to build on the current DR strategy which falls under the
broader scope of the DoU data center DR plan. The off-premise Google platform will be designed so that
the system can reload from the onsite DAP in the event of a failure, minimizing the cost of DR
infrastructure.

•2.5.1.4. Security

Deloittc is uniquely positioned to assist the Stale on this important initiative given our history of
providing cyber risk services for New Hampshire and other states, as well as our deep bench of IT
security risk assessment specialists.

Security processes include pcrfonning a risk analysis of each target environment to determine what the
best approach is to implementing and operating security features. Threats evolve, and our security
approach is designed to facilitate ongoing effectiveness based on new standards as well security scanning
and monitoring results using tools updated regularly to protect against the latest threats. We work with the
DolT to leverage existing security tools and department-specific security practices to be incorporated in
the DAP. For the DAP, the security infrastructure will build on the EBl platform and the evolving DHHS
governance model.

During the Design, Development, and Implement (DDI) phase, we will establish the baseline foundation
for security, including fine grained controls at the database and application (Tableau security controls)
levels, allowing access limits based on defined roles and profiles of the DAP user community. These
controls will be integrated with the broader DHHS data governance and stewardship roles being
established to manage data.

2.5.1.5. Interim stafTmg for peak help desk demand periods and transition to a permanent arrangement;
2.5.1.6. Development of a help desk knowledge base: and
;2.5.1.7. Metrics based on help desk inquiries
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Deloitte has a long history of providing help desk support for our State HHS clients, including interim
and transitional support. We understand that DHHS will provide the permanent help desk services
support. We recommend that during the transition, Jira be used to track and manage incidents and
problems. The ticket history maintained in Jira is searchable and would serve as the help desk knowledge-
base. Jira pro\ddes aggregate and dnll-down reporting through real-time dashboards.

The application s M&O Plan will incorporate descriptions of the help desk functions and their interaction
with other support activities of the application's M&O Plan. Deloitte will use Jira to support the help desk
functionality. All Help Desk calls and resolutions arc documented in Jira to maintain a help desk
knowledge base.

'■T>' £0 S/bta ara not »hoy<ng fo« Manch«stef
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Figure iy'D.2.5-J03. Help Desk Ticket-Jira.

NH Opioid Help Desk Dashboard oim

Figure iy-D,2.5-204. Help Desk Dashboard.
V

Deloitte staff will support DoIT and DHHS staff with help desk staff supplementing the transitional
DHHS/DolT staff as the project moves from DDI to operations. Deloitte will provide the necessary
support to resolve issues and document solutions. During this phase, Deloitte will employ a broad process
which incorporates stakeholder feedback to properly align priorities to maintenance activities, while also
emphasizing a reduction in overall system defects to improve system stability and usability at go-live
A set of standard reports, produced, through Jira, will facilitate oversight and understanding of help desk
activities. The help desk staffing requirements will be documented for DHHS/DolT and clearly defined
roles and responsibilities identified. Should the State require additional resource support, Deloitte will
work with DHHS/DolT to provide resources necessary to support the environment.
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Topic 25 - Support and Maintenance If Applicable
iTopic 25 - Support nnd Mninlcnance If Applicable ,

I he State will cvaluntc wlieilicr ihc Vendor's proposed support and maintenance plan includes ...

This proposal assumes full transition of support and maintenance to the State post go-live however,
should the state support the team will work with the State to design a support model that meets your goals
and objectives. Our M&O approach is guided by our experiences collaborating with DbIT and our usage
of ITIL standards. Our typical approach to support and maintenance provides the structure required to
predictably manage and monitor the staiiis of the M&O activities, along with the nexibility needed to
proactively address issues. The types of services provide in our typidal M&O engagement includes not
only application defect or "break fixes", but also activities such as performance monitoring and tuning,
software upgrades, and application enhancements.

The following highlights the features of our approach to the DAP's support & maintenance:

lActivity Type Frequency ^Activity Type Frequency •
Monitoring Application
outages

Automated New/Enhanced Reports On Request

Help desk suppon Daily Ad hoc Reporting On Request
Policy and Application
Enhancements

On Request •  User Maintenance On Request

Software Upgrades and
Emergency Patches

Quarteriy/On
Demand

Bach Support for ETL and Reports Daily
generation

Figure iy-D.2.5'10S. M&O Activity Types and Descriptions.

,2.5.2.1. For how-many of your clients do you provide typicnl software mainlennncc and support...
.2.5.2.2. For how many of your clients do you provide suppon and maintenance ofthe operational ...

Dcloitie serves thousands of clients worldwide across the public and private sectors, a large percentage of
whom use maintenance services. We have implemented HHS systems in 45 states including
implementation, maintenance and operation, modernization oflegacy systems, all based on MARS-E
standards. Currently, we are providing M&O services in 27 states, which is approximately 60% of total
number of state projects we have implemented in the past 5 years.

'2.5.2.3. What do you find to be the optimal amount of support?

The optimal suppon model for Opioids Insights would include staff to evolve existing data input,
continue schema development, provide performance tuning, and continued suppon for Tableau
visualizations and rcponing would be (I) Operations Manager. (2) Business Analyst (2) Informalica
experts (2) Tableau developers and (I) DBA.

2.5.2.'!. Describe how general support and maintenance skills are transferred to State rechnical ...
-2.5.2.5. Describe how arc suppon and mainlchoiicc iwucs are tracked detailing metltodology ...
2.5.2.6. De.scribe proce.s.<> for maintenance ofthe general knowledge base •

Deloittc 2018 ' Page IV.D.2.5-255 of 662



Attachm8aW^E^fo^B5^4i^lMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9-043/RFP.20J9-DPHS-19-DATAA

The knowledge repository is maintained in Jira with all details including root-cause analysis and
workaround, fix, and process improvements for each problem and incident-reported. State technical
support personnel can access this repository and it will be used to transfer the operations activities to
DoIT staff. The following figure explains the process of maintaining the general knowledge base and the
knowledge sharing process:

liicidoni

ill/

I'eil. Munii^cniciit

Input

i.

1^-
Ctianjio

MaiKiuviiii-nloU

~ I

I'ci- . .

Process

Figure iy-D.2.S-106. Problem Management Approach.

Output

NH.DAPOC-OIQ}

•:2.5.2.7. Describe any particularproccdurcs required to handle escalation and emergency calls.

The process follows the typical problem management process with shortened timelines and faster
responses. The Help desk will determine the incident scope and escalate to the appropriate team (DBA,
systems, application, network, etc.), which analyzes the issue, determine the root cause, apply the data'
fix/come up with a workaround, and fix the issue. The call tree would be developed in collaboration with
DHHS and DolT teams to handle escalation and emergency calls. This documented process will be used
to manage incidents, problems, and escalations during the transition period and is recommended for
DHHS/DoIT following transition.

|2.5.2.8. Detail the plan.for prcvcmive maintenance and-for upgrade in.stallaiions. 1
12.5.2.9. Detail ihc types and frequency of supporliasks required ' . " = - ' . '

As a part of our typical M&O approach, the change management process describes the procedure
associated with the operation, support, and maintenance of live systems. The list below is the sample
checklist for preventive maintenance and for upgrade installations and tasks associated with maintaining
and operating the DAP application.

'Support krequency jFrevehtive Maintehnnce Krcquencv ;
Running database backups Daily Monitoring & reporting disk usage Auto Alerts

Helpdesk support Daily Security Vulnerability Scans Monthly
Break fixes Monthly release System Monitoring 24/7 (Auto)
Audit Support Annual/On-Demand 3rd Party tools upgrades Timely
Change Management Monthly Log Monitoring Automated

Database activities Weekly Disaster Recovery Annual
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Section V: Corporate Qualifications
jScction V: Corporate QunHficatioiis ^
Section V should provide corpornle qualiticaiions of'nil firms proposed to participate in the Project. Specific
information to be provided is described in Appcndi.s E; Standards for Describing Vendor Qualificaiioiis - Section
E-1: Required Information on Corporate Qualifications.

Deloitte brings over 30 years of health and human

services experience, is ranked by Gartner as #1 in
Business Analytics for execution, and has been a

leader in helping governments address the opioid
crisil We are energized and committed to
working side-by-side with DHHS to use data to

drive meaningful change in solving , the opioid
crisis.

Distinguishing

FACW^

Deloitte meets your requircnients
through;

• Our cniinetice and rhoui^u
leadership on using analytics to
help goveminenis address ihc
opioid crisis

• Our e.xpericnce implementing
advanced analytics across multiple
states, federal agencies, and
comtncrcial clients

• Our unmatched nationwide HHS

experience '

•  25+ years of serving the State of
New Hampshire, and specifically
ser\'ing DHHS.

We provide a strong, integrated team with deep data
analysis capabilities, predictive analytics experience, and
experience supporting clients across the opioid
ecosystem. As the recognized leader of analytics consulting,
Deloitte offers a broad suite of capabilities for analytics and
data modeling. We understand that opioid addiction has far
reaching impacts - it strains our health care resources,
stresses child welfare systems, reduces the economic vitality
of families, and drains first responders. Our team combines the requisite skill sets of data discovery,
data ingestion and integration, data migration/conversion, statistical modeling, user design, and
visualization to meet your needs and objective. We will apply those competencies to help New
Hampshire develop strategies and creative solutions aaoss the ecosystem.

We add value by leveraging intellectual capital and accelerators. Leveraged delivery is a critical
input to our successful collaborations with New Hampshire and our other HHS clients. We provide
value-added services that help New Hampshire advance policy and process objectives using analytics as
an enabler to improve outcomes. Deloitte has had the opportunity to work with vaiHous governments,
agencies, and commercial entities to tackle the opioid crisis. These experiences have led Deloitte to
invest in a dedicated data science and visualization team to specifically focus on opioid related data.
The goal of our investment is to help clients, academics, and other organizations quickly analyze trends
and patterns in the data to better inform decisions. Our intellecrual capital will be shared with New
Hampshire in this project.
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E-1.1 Vendor and Subcontractors

E-1.1.1 Corporate Overview
|e- I .J ■ I Corporafc Overview . ' . ' , . j . -
Idcntirylhc proposed rolcoflhe firm on the Project. Describe the major business areas of the firni. Provide a hiyh-
level description ofthe firm's organization and stafTsize. Discuss the firm's commitment to the public sector,
c.tpcrience with this t>-pe of Projcci implementation and experience in New Hampshire. (2-pagc- limit)

Deloitte's role is to serve as the prime contractor to design, build, and implement a scalable Opioid Crisis
Response Management Business Intelligence dashboard within the scope ofthe RPP. This includes
providing project management, clinical support, technical services, and ongoing support.

Deloitie is a full service, multi-functional organization that provides consulting, audit, tax, and financial
advisory services. Deloitte brings industry-leading advanced analytics specialists with extensive
experience in data science and data modeling for both public sector and private sector clients. Deloitte has
94,000+ practitioners across 120 offices in the US. We employ a robust Cognitive Data Analytics practice
comprised of 5,000+ practitioners, and our breadth of experience allows us to draw on leading resources
across this practice and others to meet your needs and objectives.

Deloitte's industry-leading predictive analytics capabilities coupled with an unmatched understanding of"
your existing programs, data,sources, and structures have led to joint successes with the State of New . ..
Hampshire and DHHS, demonstrating that we bring the applicable skills and experience to help with this.
critical initiative and, furthermore, inspiring the trust and confidence that we can work together
successfully to tackle the most challenging health crisis of our time.

Commitment to the Public Sector and New Hampshire

Deloitte's commitment to our government clients is core to who we are. Deloitte has nearly 12,000
practitioners dedicated to our Government and Public Services (GPS) consulting practice, with more than
4,500 focused on slate and local government clients. More than one-third of our GPS practitioners
specialize in Health and Human Services. We bring together our Health and Human Services and
Cognitive Analytics practices to provide project management, data modeling, and analytics experience to
meet DHHS's goals and expectations for this engagement.

Deloitte has been, and will continue to be, committed to the State of New Hampshire. Since 1996, we
have become a trusted partner to the State, and are currently helping the State on many of its most
challenging initiatives in a host of critical areas such as enterprise business intelligence, cybcrsecurity,
data management, and Medicaid modernization. We have more than 100 Deloitte professionals who are
actively supporting various projects and initiatives across differerit agencies for the Stale.
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Ddoitte's NnlionoJNuntan Services Experience

Dcloitlc's Mcnitli nnd HuiiKin Services Experience
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Figure V-l0%. Deloitte's Public Sector Experience within Health and Human Services.

Commitment to the Nation's Fight against the Opioid Epidemic
I

Deloitte believes that given the widespread impact of the problem, curbing the opioid crisis lies in wide-
scale, integrated solutions with contributions from all impacted sectors. Deloitte is committed to making a
positive impact in our communities, and as such, we have thrown our strengths and resources behind
conducting research, sharing knowledge, innovating solutions, and providing client services dedicated to
quelling this epidemic.

Deloitte has taken a number of steps to make a positive impact on this issue. Our health care research arm
- the Deloitte Center for Health solutions - has released research on strategies for combating opioid
addiction, covering the full scope of the healthcare space, exploring effoiis across the provider, payer, and
patient arenas, while also'considering environmental, policy, and community efTorts. Additionally,
Deloitte launched a firmwide initiative, the Deloitte Opioid Strategies Community, to consolidate
activities and coordinate teams to combat the opioid crisis, with the ultimate goal of promoting
collaboration to effectively respond to this crisis. Deloine staff have won and participated in 'hackathons*
across the country on this topic - for example, a team of Deloitte staff recently won first place in an
opioid 'codeathon' for the Commonwealth of Pennsylvania. Deloitte is currently supporting data analytics
projects related to the opioid epidemic at the FDA, CDC, the DOJA)EA, and the DOD, as well as with
states hard-hit by the epidemic, including Ohio and Virginia. Deloitte is also working with life sciences
organizations to help increase access to treatment and to prevent addiction thru alternative pain
management therapies. We feature three of these projects in our project qualifications.
Our experience developing strategies and solutions across this ecosystem for our clients uniquely
positions us to help the State of New Hampshire. We provide specific project qualifications later in this
Section V to demonstrate the breadth and depth of our experience related to opioids.

E-1.L2 Financial Strength
E-l.1.2 FinnnclalStrength
Provide ai \c!Si one of the following:
1.1.2.1.1. The current Dunn & Bradsireci report on the firm; or
I.I .2.1.2. The firm's two most recent audited financial siniemenis; and the firm's most recent unaudited, quarterly
financial statement: or
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iE-1..1.2 Fihancial Strcneth " . . "
1 .1.2.1.3. The linn's mo.«;c recent income ta.x reium. For example, eiiher a copy oflhe IRS Form *
1065, U.S. RciurnorPannership Income or Schedule E (IRS Form 1040) Supplemental Income and Loss (for
partnerships and S corporations) OR IRS Form 1 120, U.S. Corporation Income Return. TItcsc forms arc typically
submitted when a Vcndordocs not have audited Hnnncial siatcmenis.

DeloiUe LLP and its subsidiaries (the "U.S. Firms") have more than 94,000 professionals in nearly 120
offices in 100 U.S. cities providing consulting, audit, advisory, and lax services. In the following section,
we provide the information requested in the RFP to demonstrate the financial 'strcngth of the Dcioittc
organization.

Current Dun & Bradstreet Report
The current Dun & Bradstreet repon is attached in the Section LX - Appendix.

Two Most Recent Financial Audited Statements

Since the U.S. Firms arc privately owned partnerships, they do not have audited financial statements, nor
do they file other corporate financial information such as a 10-K. The following section includes
consolidated, un-audited financial information for the U.S. Firms that is publicly available. Should you
have additional questions regarding the financial information, please contact Sherif Sakr, Deputy Chief
Financial omcer of Deloittc LLP, at (212) 436-6042 or Graham Cowie, U.S. Firms' Controller of
Deloitte Services LP, at (615) 882-7270.

For the most recent fiscal year ended June 2, 2018, the U.S. Firms had revenue of U.S. 519.9 billion.

jOclolttc LLP and Subsidiaries - By The Numbers . . ■ i
jus Firms (USS'Billions) 2018 - 2017. .2016 -
Offices (national and regional) 120 115 113

People 94,637 84.890 78,642
Consolidated Revenues 519.9 518.6 $17.5

Current Assets 55.! $4.7 $4.6

Other Assets 6.7 6.6 6.2

Total Assets 511.8 511.3 $10.8

Current Liabilities * $3.1 $2.7 $2.6

Other Liabilities 4.0 4.0 3.8

Partnership Equity 4.7 4.6 4.4

Total Liabilities Partnership Equity (USS) 511.8 511.3 510.8

Working Capital $2.0 $2.0 $2.0

Current Ratio 1.7: 1 1.7:1 1.8:1

Consolidated Revenues by Business

Audit and Enterprise Risk Services 28.6% 29.5% ■29.3%
Consulting '  50.6% 48.5% 48.4%
Financial Advisory Services 3.9% 4.6% 4.7%
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jDeloitte.LLP. and Subsidiaries - By The Numbers

16.9% 17.4% • 17.6%
Source: Deloitie LLP. New York

Figure V-109. Deloitte U-S. Firms FYI8 Consolidated Financial information,

Deloitte LLP and Subsidiaries (U.S. Firms) Consolidated Financial Information: Comments

• Current Assets consist principally of cash, client receivables, and prepaid expenses.

• Other Assets consist principally of property and prepaid pension cost.

• Current Liabilities consist principally of accounts payable, accrued expenses, and accrued
compensation and benefits.

• Other Liabilities consist principally of long-term senior notes payable to insurance companies, with
maturities through 2034.

• Partnership Equity consists of capital invested by partners and undistributed earnings.

Further, although the U.S. Firms do not have a rating from one of the nationally recognized credit rating
agencies, their privately placed debt is assigned a designation by the National Association of Insurance
Commissioners ("NAIC")- The U.S. Firms' privately placed debt carries an NAIC I designation, NAIC's
highest designation, which is comparable to an A or belter rating from one of the nationally recognized

InaJC Designation/Rating Co'rfipurabic to a Public Debt Rating of Viewed As ; ;

1 A or better Investment grade
2 BBB Investment grade
3 BB Non-investment grade
4 B Non-investment grade
5 ccc Non-investment grade/junk
6 Default status Non-investment grade

The above financial information was prepared for internal purposes. This financial information has not
been audited and does not present the financial position, results of operations, or other financial
information in accordance with generally accepted accounting principles.

The use of this information is restricted to your consideration in providing you professional services. Any
other use or circulation of this information is prohibited.
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E-1.1.3 Litigation
{K»I.U Litigation
Identity and describe any claims made by clients during the last ten (10) years. Discuss mVrits. current .stmu.? and "if
available, outcome of each matter. '

Deloittc Consulting LLP, as one of the leading providers of consulting services, is routinely involved in
complex consulting projects, often involving large-scale systems implementations and multiple service
providers. Although we are justifiably proud of our record of client satisfaction, such projects do
occasionally give rise to disagreements.over contract requirements, and we are occasionally, though
rarely, involved in liligaiion with clients pertaining to our consulting services. We do not believe that such
matters will affect our ability to provide consulting services, or that they will afTecl our ability, to serve the
State of New Hampshire in connection with this proposed engagement.

E-1.1.4 Prior Project Descriptions (3 limited to 3 pages each)
!E-I.I.4 Prior Project Descriptions (3 limited to 3 pages euHi) i
Provide descripiionsof no more ihan three CJ) similar projects completed in the last < tour (4) years Each Proicct
description .should include; '
1.1.4.1. An overx'iew of the project coveting type ofclient. objccrive. project .scope, role of the fimi and outcome;
1. 1.4.2. Projeci mcastires including proposed cost, actual project cost, proposed project schedule and actual orolcct
schedule; ' •

1.1.4.3. Names and contact information (name, title, addrcs.s and current telephone number) for one or two
refcrciKcs from the client; nnd
1.1.4.4. Names and prqjeci roles ofindividuaks on the proposed team for the New Hampshire Prolect that
participated in the project de.scrib.ed. „ ' '

Deloiite^s client engagements provide the best evidence of our capabilities. Our clients, your peers, arc
best positioned to provide the most credible testimonials regarding our ability to perform on the CORbi
project. These projects provide examples of the value we deliver to their organizations and the value we
deliver to New Hampshire.

As required by your RFP, we are providing three similar projects completed within the last four
years. For additional examples of similar project implementations and our experience with other health
and human services organizations, please review Seciion 0-2.1.5 Topic 10 - Skills and Experience.

Three Prior Project Descriptions
While we have numerous public sector and commercial clients wherein we have demonstrated our
advanced analytics capabilities related to opioids, we have selected the following completed projects to
showcase the depth and breadth of Deloitte's capabilities as they relate to this project:
j. US HHS Centers for Disease Control: ONDIEH Management Support - DARPI Support and

WISQARS Visualization Application Development

k. Indivior: Analytics for Communities in Need Opioid Use Disorder Trealmcnl

1. Commonwealth of Pennsylvania Department of Human Services: Cloud Medicaid Analytics

Con.fidenria]
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These project examples exemplify the value we deliver to other states, agencies, and organizations, and
the value we intend to deliver for New Hampshire.

1. Centers for Disease Control
ss

CcNTKit rom
COHiaOt, AH» VaCVCNTtOM

Centers for Disease Control and Prevention

National Center for Injury Prevention and Control (NCIPC) - Division of
Analysis, Research and Practice Integration (DARPQ Support and WISQARS
Visualization Application Development

Type of Client: US Federal Public Health Agency

Project Overview: CDC's Web-based Injury Statistics Query and Reporting System (WISQARS™) is
an interactive, online database that provides fatal and nonfatal injury (including opioid overdose data),
violent death, and cost of injury data from a variety of trusted sources. Deloitie worked closely with
NCIPC to design and deliver a series of data visualization applications that arm critical stakeholders in
the opioid crisis with accurate information on drug overdose rates across key demographic areas
including geography, gender, age, and race/ethnicity. .

Project Measures: Proposed Project Co.st: $1,150,000 (DAPRl Total -multiyear)
Actual Project Cost: within planned budget
Proposed Project Schedule: 9/30/2017-9/28/2019

Actual Project Schedule: on schedule

Nature and Scope
of Project:

Project Description: CDC's WISQARS™ (Web-based Injury Statistics Query
and Reporting System) is an Interactive, online database that provides fatal and
nonfatal injury, violent death, and cost of injury data from a variety of trusted
sources. The tools are public facing and utilized by researches, policy makers, and
the general public. One of the uses of the system is to explore fatal and non-fatal
dr\ig overdose data, including opioids, to understand trends in age, race, and
ethnicity over time in different geographies of the US. Dcloitte's work involves
modernize the existing WISQARS applications through end-to-end development
of advanced data visualizations tools including conceptualization, design,
development, and knowledge transfer. Dcloittc employed user centered design to
co-design drug overdose use case and other prominent public Inquiries with
NCIPC clients.

Tasks Delivered:

Conceptualized the required data analysis tool
Developed wireframes

Iterated data visualizations through collaborative user-oriented frameworks
Captured requirements uncovered during the visualization design stages
Catalopd system functional requirements into required CDC EPLC documents
and guided effort through stage gates
Developed projects and-web-applications development
Met 508 requirements through documenting of testing efforts
Supported User Acceptance Testing and incorporated feedback into existing
and in-devclopment modules.

The data visualization outputs can be viewed here:

Conridential
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Centers for Disease Control and Prevention

National Center for Injury Prevention and Control CNCIPC) - Division of
Analysis, Research and Practice integration (DARPQ Support and WISQARS

oi.cA.i- Visualization Application Development

e

1
htlDs://\visGars-viz.cdc.i>ov:80nfi/

Objectives Met: Modernizing the existing WISQARS applications

Client Reference-

Information: /

s

Reference Contacts:

Name: Mindy McCarthy

Title: Division of Analysis, Research and Practice Integration (DARPI)
Address: 1600 Clifton Road, NE Atlanta, Georgia 30329
Telephone; (404) 639-4242

Email: McCarthy, Maiinda(CDC/ONDIEH/NCIPCl <cvq5^?v).cdc.^ov>

Name/ProjectiRoje of Proposed Project Team Members wh6"Participated in this Project ' 7- |
N/A

Confidential
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2. Private Sector

INDIVIOR Indivior

Type of Client: Life Sciences

Project Overview: Used data science approaches and combination of secondary, non-traditional data
sources to understand the national opioid epidemic at a community level, and to understand drivers to
act to improve patients' access to treatment and quality oflife.

Project Measures: ; Proposed Project Cost: $370,000

Actual Project Cost: $370,000

Proposed Project Schedule: March 2018 - May 20)8
Actual Project Schedule: March 2018 - May 2018

Nature and Scope
of Project:

Project Description: The current opioid crisis is a significant public health issue
for which medication-assisted treatment (MAT) has been shown to be effective.
Significant geographic variations exist along dimensions, such as rate of drug
dependence, opioid-relaied overdose deaths, prescription and illicit drug abuse,
and access and availability to MAT. Indivior worked with Deloittc to use data
science to harness the depth and breadth of available data to understand the ,
possible drivers and actions to mitigate the risk of opioid use disorder (OUD) and
help to ensure local communities have sufficient access to treatment.

Tasks Delivered:

Defined risk scores using data science techniques: an opioid risk score and a
treatment availability score

Assigned scores to each county/geographic area
Established a framework to identify community level needs
Employed clustering algorithms to group communities with dlfTercni unmet
needs based on their opioid risk score and treatment availability score
Identified drivers and pathways that can inform various modes of action
specific to each group of communities

Objectives Met;

Built a substantial database that can answer difTerent business questions
Established a robust framework to identify community level needs
Engaged a broad set of client groups to link insights to actions
Develop^ a good working model and great momentum for data-driven
strategic thinking and communications

Identified which communities are struggling with OUD and have limited access
to MAT ^

Where MAT availability is high, found distinctive differences between
communities where OUD risk is still high vs. where OUD risk is low
Revealed clear patterns in the data of OUD risk, MAT opportunity, and

• geographically-based diversion risks and issues to analyze further

Confidential
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ij^lNDIVIOR Indivior

• Quanlified the impact of formulary coverage on volume growth and market
share

Client Reference

Information:

Reference Contacts:

Name: Debby Beiz,

Title: Chief Officer, Corporate Affairs and Communications, Indivior

Address; 10710 Midlothian Turnpike, Suite 430, North Chesterfield, VA 23235

Telephone: 0 +1 (804) 423-7082; M +1 (804) 370-0585

Email: Debbv.bei7fa)indi\'ior.coin

Name/Project Role of Proposed Project Team Members who Participated in this Project

N/A

Contldenrial
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j^^Ofmn^wealth of Pennsylvania OMAP

Pennsylvania Department of Human Services

Office of Medical Assistance Programs Technical Assistance Contract

Type of Client: State Health and Human Services Agency

Project Measures:

.*

Project Oven'icw;

The PA Office of Medical Assistance Programs administers the joint state/federal Medical Assistance
program, that purchases health care for close to 2.4 million Pennsylvania residents.

The PA Office of Medical Assistance Programs is responsible for enrolling providers, processing
provider claims, establishing rates and fees, contracting with and monitoring thanaged care
organizations, and detecting and dctcmng provider recipient fraud and abuse.
Dcloitte provides a wide range of data analysis, data integration services for Medicaid quality, and
program data for Pennsylvania's Medicaid program.

Nature and Scope,
of Project:

Proposed Project Cost: Since this is multi-year contract, depending on the
number of task orders issued, the annual contract value ranges from $2.5M -
$3M and 8-10 PTEs per year.
Actual Project Cost: Task orders have been completed on-limc and on-budget.
Proposed Project.ScheduIc: Since this is multi-year contract, depending on
the number of task orders issued, the annual contract value ranges from $2.5M
- J3M and 8-10 PTEs per.year.
Actual Project Schedule: Task orders have been completed on-time and on-
budget.

Project Description: Beginning in 2014, Dcloitte helped develop and maintain a
cloud-based analyiics solution to collect, validate, store, and analyze data from
multiple sources, including Managed Care Organizations, the Independent
Enrollment Broker, and the state's MMIS.

Tasks Delivered:

• Provided the Bureau of Medicaid Managed Care Operations (BMCO) with
analytical oversight tools to support compliance with Medicaid Managed Care
Rule updates

' Designed an integrated data model to combine and store data from the state's
MMIS, along with the state's provider revalidation system, to create and
maintain process oversight dashboards, allowing OMAP to easily track and
prioritize providers to be revalidated, applying federal provider revalidation
guidelines

Designed and configured the Extraction, Transformation, and Loading (ETL)
for the data intake and cleansing processes
Developed an advanced geospatlal analytics engine and hot spotting
visualizations to assist OMAP in understanding and oversight of their MCOs
provider networks based on network adequacy standards
Conducted analyses to identify gaps where MCOs, Providers, Federally
Qualified Health Centers (FQHCs), and other contracted entities were not
meeting contractual obligations, using the data sets to help OMAP meet federal
oversight requirements

CoTitidenrial
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Pennsylvania Department of Human Services
Office of Medical Assistance Programs Technical Assistance Contract

I.a

Developcd.and supported an integrated provider network data integration
solution with the state's 9 MCOs and the state's Independent Enrollment
Broker

Provided guidance and heath care analytics subject matter expertise to OMAP's
Office of Clinical Quality Improvement as they begin to leverage statewide
healthcare quality data collected through the slate's Health Information
Exchange (HIE)

Objectives Met;

Expanded access — Using advanced data comparison technologies and
gcospatial hot spotting, Deloitte wm able to help identify undcrserved areas of
the state down to the city block level. OMAP is now belter able to work with
MCOs to inaeasc provider enrollment in those areas and provide improved
access to the services they need.

Improved program oversight - With the cloud solution, the oversight process
lime frame was reduced from months to days. OMAP is now more able to
focus on assessing the quality of the MCOs' services.
Better able to adapt - The new flexible platform in the cloud enables OMAP to
respond to evolving state and federal oversight requirements in a more timely
manner.

Client-Reference
Information:

Reference Contacts:

Name: Erin Slabonik.

Title: Contract Manager, PA Department of Human Services
Address: 625 Forster Street, Harrisburg, PA 17120
Telephone: 717-787-1871
Email: er^bQnikt<7;<;(ate.Da.ii.s

Name/Project Role of Propose^ Proj^t Tedm Membere who Participated in this Pro ject:
N/A ^ ^ —
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E-1.1.5 Subcontractor Informatiofi
(C-J.l.S Subcontractor iiifomiation
Vendors musi provide inforinaiion on any Subconiractors proposed lo work on this Project. Required inlbrmwion
shall include but not be liiniied to:

1.1.5.1. Identification of the propo.sed Subcontractor and a description of the major biisine.ss nrea.s ofthc firm and
their proposed role on the Project;
1.1.5.2. A high-level description of the Subcontractor's orgnnization and staff size;
1. 1.5.3. Discussion of the Subcontractor's experience with this type of Project;
1.1.5.4. Rcsuines of key personnel proposed to work on the Project; and
1 .1.5.5. Two references from companies or organizations where they perlbrmed similar services (if requested by the
Slutc).

For this important project, Deloitte is partnering with Google.
Google s business is data. Google approaches problem solving from a new and innovate point of view,
beginning with the data. Google's toolset crawls through vast, unstructured datasets mainly via automated
machine learning systems to try to get ahead of likely audience behaviors.

Google is proposing three vantage points that use digital data to understand and engage citizens impacted
by opioids:

• Geographic Trending: Opioid search predicate statistics can be captured across the full spectrum of
New Hampshire s.population. This data would provide an aggregate perspective and "big picture"
trending information by zip code. •

• Audience Profiling: This extends geographic trending by associating individual data (de-identified)
known to Google for individuals using the search predicates that would be defined for DHHS opioid
data collection. This includes data like demographics, location, device, etc. This is the same approach
used by commercial entities to understand their audience (who is shopping for full sized SUV's and
what influences purchasing behavior). The results will provide DHHS insight into the nature of the
audience groups and behaviors specific to the groups related to opioids.

• Journey Mapping: The audience profiling data would be ingested into a machine learning model on
the GCP using de-identiflcd data from the All Payers Claims Database (APCD) to correlate audience
data and healthcare outcome data to improve the understanding and ability to influence behavior.

Google's mission is to organize the world's information and make it universally accessible and useful.
Within its 55,000 person complement, Google has a dedicated government practice, focused on
developing and delivering solutions that support state governments. Resumes for the google personnel
proposed to work on the Project can be reviewed in Section E-4 Non-Key Personnel Resumes.

Google also brings deep experience in helping organizations leverage data to drive decision and policy
making. For example, Google partnered with the CDC to build an opioid awareness campaign that
spurred action by consumers and enabled the public health team to break down the Search Lifl results by
geographic area, meaning they could see - even down to the county level - where the campaign was
working and could optimize future ads.
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Section VI: Qualifications of Key Vendor Staff
IScction VI: Qualificntioiis of Key Vendor Staff- ' !.
This Proposal seciion must be used to provide required inforination on key Vendor stati'. Specific information to be
provided is described in Appendix E: Standards for Describing Vendor Qualifications - Sections: E-2: Team
Organization and Designation of Key Vendor StalT; E-3: Candidates for Project Manager; and E-4; Candidates for
Key Vendor Staff Roles.

In addition, wc bring an unmatched ability to quickly scale both in the data analytics and predictive
capabilities focused domains based emergent needs on the project. Deloilte's extensive network of
practitioners includes a global analytics practice of more than 5,000 individuals, a U.S.-based Delivery
Center with more than 2,500 individuals, and a tietwork of 3,000 Public Sector practitioners focused in
Northeast .state capitols. Combined with the analytics experience of our Google team members, we offer
NH DHHS a team ready to drive insights from complex data sets.

s

Assembling the right team members with the appropriate blend of skills and

experience is essential to maximizing the value of analytics for DHHS. Deloitte
brings to NH DHHS an integrated team with the experience and skills needed to
provide ongoing insights to the opioid epidemic across New Hampshire.

Our team for NH DHHS includes individuals with clinical backgrounds, data
visualization skills, and health and human services data analytics knowledge.

The Deloitte team brings DHHS access to

talented individuals with experience in data

analysis, data analytics, data quality, statistics,
data governance, UX and Ul, data modeling, data
visualizations, project management, training and
data migration.

In addition to having the right team, in our

experience, including our work with NH DHHS,

the most successful projects have been the ones

where the- Deloitte and state teams have

collaborated closely. Our team looks forward to

forging a shoulder-to-shoulder, working
relationship with MH DHHS staff.

Section

HIGHUGHTS

How our proposed team will help
achieve success

■  Selected personnel meet or exceed
all expected quiilincations defined
in the RFP.

• Our team brings specific HHS
domain e.xperience delivering
solutions.

•  Personnel will deliver this

engagement workitig sidc-by-side
with the State of New Hampshire.
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The Deloitte team's Starfish model, as shown
in Figure VI-1, illustrates how we bring a
multi-faceted skillset to give NH DHHS
access to analytics capability spanning data
modeling techniques, programming
languages, and platforms.

Moreover, we have the ability to scjale
quickly in both the data analytics and

predictive capabilities focused domains,

based on the emergent needs on the project.
Deloilte's extensive network of practitioners

includes a global analytics practice of more
than 5,000 individuals, a U.S.-based Delivery
Center with more than 2,500 individuals, and
a network of 3,000 Public Sector

practitioners focused in Northeast state
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Figure VJ'lll. Deloitte Starfish Mode! for Staffing
Analytics Projects.

Capitols. Combined with the analytics experience of our Google team members, we offer NH DHHS a
team-ready to drive insights from complex data sets.

This section includes the organizational chart showing our proposed team and resumes of the key
personnel.
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E-2 Team Organization and Designation of key Vendor Staff
|E-2 Team Cirganixatloh arid Designation of key Vendor Staff . - • : ;
Provide resumes of key personnel proposed to work on the Projevl and in orgaiiizatioiiat chnn depicting ilic Vendor
Project Team. This chart should identify key staff required from the Vendor, any Subcontractors, and the State.
Define the responsibilities and length orassignment for each ofthe roles depicted in the organizational chart.
Identify the posiilon.s that .should be de.^ignated key staff. Ensure that designation oFkev Vendor staff includes
subject mailer cxpcns in the following area.c
• Data Analysis

• Data Analytics

• Data Quality

• Statistics

• Data Governance

• User E.Kpcricnce (UX) and User interface (Ul)
• Data Modeling

• Data Visualizations

• Project Management

• Training

• Data Migration

A single team ineinbcr may be identified to fulfilj the experience requirement in multiple arca.s.

Our team, shown in the figure below, has been assembled to deliver results for the State, on-time and on-
budget. As the prime vendor, Deloiite will be the primary point of contact for the slate and will
responsible for the successful delivery of all project requirements.

The figure below illustrates the organizational chart for the proposed team:
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Figure VI-1]2. Proposed Organizational Chart
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For positions on the organizational chart without named resources, individuals will be identified from
Deloilte and Google's deep pool of resources, based on the skills and liming of the project phase. The
table below lists the roles and responsibilities table for key personnel. Responsibilities may be further
refined during project initiation in collaboration with DHHS.

< Resource Role ■ • Responsibdit}' ' |

Greg Spino
Enterprise
Architecture Lead

As the Enterprise Architecmrc Lead, Greg aligns the proposed
solution with existing NH DHHS infrastructure. He works
closely with the project manager, Jeff, to manage and monitor
key success metrics for the projeci.

Sean Conlin
Opioid Analytics
Lead

As the Opioid Analytics Lead, Sean provides subject matter
expertise on a range of analytics topics to the team. He works
closely with Jeff to navigate questions, offer optimal solutions
and provide direction on the business expectations from the

■  solution.

Jeff Walker Projeci Manager

As the Project Manager, Jeff provides day-to-day direction to
team members regarding activities and timelines, manages
project risks, and contributes to and reviews all deliverables
prior 10 submission.

Abhishek

Pathak

ETL & Data ■

Wrangling Lead

As the ETL & Data Wrangling Lead, Abhishek leads the data-
specific efforts of the project, employs his big data experience
to lead data engineering, data manipulation, and data
exploration and analysis together with the data science and
projeci management team.

Tim Hartman Data Science Lead
As the Data Science lead, Tim serves as a connection between
data governance and visualization, providing expertise on the
interpretation, utilization, and usage of the data at hand.

Kelly Neway Training Lead

As the Training Lead, Kelly drives the training and change
management efforts required along with solution
implementation. She will collaborate with the project manager,
Jeff, to build out a training schedule that meets the needs of the
project stakeholders in a timely fashion.

Figure Vl-in. Rotes and Responsibilitiesfor Key Staff.

E-2.1 Proposed State Staff Resource Hours Worksheet
lG-2.1. State Staff Resource Worksliect .

.AppcntI a complcied State Staff Resource Woi kshcci to indicate resources expected of oiganizaiiott. Expected
resources inusi not exceed iho.se dutlined jn Appendix A: Background .informaiion - Section .A-4: Stale Projeci
■Teain. The required fomiai follows. ' ' ^

Deloitte will collaborate closely with the State Project Team during each phase of the project. Based on
the requirements and tasks set forth in the RFP, we completed the following proposed State Staff
Resource Hours Worksheet that lists expected resources and estimated time commitment of the State
Project Team based on our preliminary Work Plan.
The Worksheet assumes part-time support for all expected resources. The Project Sponsor will be
minimally involved to secure financial requests, address issues identified by the State Project Manager,

Confidential
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and assist in promoting the Project throughout the State. The State Project Manager and Business Process
Owners will be more heavily engaged throughout all phases of the project, with the latter group involved
in testing activities as well. The Technical Support Team will be more heavily involved in early planning
and design activities, and their involvement will slowly taper off as the project reaches the
Implementation and Close Out phases. If the State Project Manager or the subject matter experts are able
to dedicate additional hours beyond what is estimated in this Worksheet, Deloitte will work with the State
to adjust the timing and tasks within the project Work Plan to accommodate the additional opportunities
for their, prospective and input throughout critical activities of the project.

State Role Initiation Configuration Implementation "Close Out Total ;
Project Sponsor 10 10 10 • 10 40

State Project Manager 20 60 60 25 165

State IT Manager 5 20 40 5 70

Technical Support Team 20 65 30 60 175

Business Process

Owners
160 440 440 160 .  1,200

User Acceptance Team 0' 0 160 0 160

State Total Hours 215 595 740 260 1,810
Figure VI-JU. Proposed State Staff Resource Hours Worksheet

Confidential
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E-3 Candidates for Project Manager
|E'3 Candidntes for Project Manager . .
Alihough the Stale rccognizej: that siafTavailability Is somewhat iinccaaiii, qualifications of the Project Manager
are pajiicularly critical. Therefore, the State requires that the Project Manager be ideniined with some degree of
certainty. For the Project Manager candidate, provide a resume not to exceed Jive (5) pages in length addressing the
following:
3.1. The candidate's cducarional background;

3.2. An ovcrvicwofthc candidate's work history;
3.3. The candidate's project e.vpcriencc. including project type, project role and duration of the assignment;
3.4. Any significant ccriincnlions held by or honors awarded to the candidate: and
^.5. At least three (3) rcfcrerrccs, with contact Inforinntion, that can address ilie candidate's performance on past
project."?.

Our analytics practice brings direct experience helping organizations leverage one of ihcir most important
assets - information. We have worked with numerous state, federal; and commercial clients to enhance
efficiency, reduce cost, and improve programs through fact based, information-driven decision making.
•Our team has been carefully selected for DHHS based on their unique skill sets and background in ^
analytics. To help meet DHHS goals, we have assembled an experienced leadership team to work
collaboratively to deliver this project. Our leadership team possesses strong project delivery capabilities,
demonstrated results, and a wide array of experience in working with state and federal health and human
service programs.

Jeff Walker, our proposed Project Manager, has over 14 years of experience in
designing and delivering data solutions within the Public Sector. Currently, Jeff
is the project manager for the Enterprise Busin«s intelligence (EBl) project
team with The State of New Hampshire DHHS and leads his team in Concord to
build out the existing EBI platform to include installation of analytics tools,
training, and designing and delivering data marts and analytics dashboards. He
plans to extend his experience from the EBI project to successfully deliver this
Opioids analytics project for DHHS. Jeff brings his experience from across the
data analytics spectrum including building analytics strategies, data governance,
and design and delivery of full Data Warehouse and Analytics platforms.

I

Resumes and the references are provided in the Key Personnel Resumes section as per the RTP
requirement.

Jeff

O Walker

Confidential
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E-4 Candidates for,Key Vendor Staff Roles
^E-4 Candidates for key Vendor Staff Roles
Provide a rcj;umc not to exceed ten (10) pages for each key. Vendor staff position on
the Project Team. Each resume should address the following;
4.1. The individual's educational background;
4.2. All overview of the individual's work history.
4..T The individual's project e.vpcriencc, including prujecr type, project role and duration of the assignment;
4.4. Any .significam certifications held by or honors awarded to the candidate: and

4.5. At leist three (3) references, with contact information, that can address the individual s performance on past
piqjeci.s.

Our personnel bring strong predictive analytic capabilities along with a wide array of experience in health
and human service programs. This section provides a detailed description of how the proposed team
members meet the personnel requirements stipulated in the RFP and includes their resume with examples
of previous experience, which qualifies them for this initiative.

Enterprise Architecture Lead
Greg Spine has over 20 years of Public Sector experience designing and"
delivering complex solutions that focus on creating business value. He has
focused on designing, building, and deploying large-scale human services
solutions, including data warehouses and analytic platforms, business
intelligence tools as well as common client and master data solution. Greg
understands how to architect and design a flexible and extensible Enterprise

©Greg Medicaid Data Warehouse that can evolve to meet the dynamics needs of a
Spiiio Medicaid environment. Greg understands the role of master data management

and the need to create a slngle-source-of-truth that state leaders can trust to drive
decisions in health care investments.

9

Opiold Analytics Lead
Sean Conlin has over 20 years of experience managing and executing a wide
array of advanced analytic projects. Sean's most recent advanced analytics
projects include a'multi-agency Opioid analytics project for the State of Ohio, an
Opioid analytics project for the Centers for Disease Control, and a network-
based analysis solution for the Department of Homeland Security (DHS) which
enables DHS to identify, predict, and prevent potential illicit. Scan is currently
Deloitie's national Public Sector leader in Cognitive Analytics and Machine

'  Learning.
Conhn
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ETL and Data Wrangling Lead
Abhishek Pathak has over 16 years of Information Technology experience in
various global program/project management, consulting, dciivery and client
facing roles. Abhishek has led and succesfully delivered many data analytics
implementations for state Mcdicaid and commercial plans/payers. He is
experienced in architecting enterprise technology solutions and integration
platforms, business intelligence platforms, analytical dashboards,.and big data
solutions.

Abhi

o
shek

Piithak

Data Science Lead

Tim Hartman has extensive experience in healthcare analytics such as refining
substance abuse predictive models, identifying vulnerable patients and
segmenting patients into groups for different interventions. He recently worked
at IBM Watson Healthcare building population healthcare analytic models. Tim
has a Ph.D. in molecular physics from the University of Wisconsin and an MBA
from the University of Chicago Booth Business School. He has spent the last
five and a half years working on various projects requiring insights into

Hartman complicated healthcare datasets.

Training Lead

Kelly

Newa^

Kelly Neway has over 19 years of change management, business process
reengineering (BPR), system testing, training, implementation and operational
experience with government and commercial clients. She has deep experience
with health and human services agencies. She has led large teams through
complex transformations where she was responsible for organization transition
planning, As-Is/To-Be and gap analyses, system requirements
gathering/validation, test planning and execution, training development and
delivery, knowledge transfer, implementation planning and support, and
communications management.
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NH Engagement Advisor
Scott Workman has over 24 years of IT advisory, project management, and
health and human services experience. Of the 24 years, Scott has worked with
NH DHHS for over 20 years and is currently serving as the project executive for
New HEIGHTS. Scott assist states in the optimization of services to protect and
care for the vulnerable and to promote health and independence. He offers
mnovative thinking, a deep understanding of technology, and insights into health
and human services best practices. He has served as a project executive for
projects ranging from Affordable Care Act implementation, LTSS
modernization, Fee-for-Service to Managed Care transition, Expanded Medicaid,
streamlined applications for MAGI, statewide document.imaging, and content
management implementations. His technology expertise includes Ul/UX design,

v •. document capture, workflow management, forms design, configuration
management, security architecture, and process management.

Data Science Advisor

Chris Stchno has over 25 years of healthcare and insurance experience. He
specializes in in advanced analytics and their business applications in the
healthcare and life insurance industries. His work includes consulting on the
convergence of lifestyle based behavioral data, and electronic medical records.
He specializes in data mining, predictive modeling, Al, opioid analytics and
behavioral nudging applications. Chris has developed business applications
indude augmenting underwriting and pricing decisions, understanding and
predicting the motivation factors behind unhealthy behaviors and readiness to
change triggers, and advanced analytics to predict substance use disorders, and
enhancing risk-based sales, marketing and retention efforts. Chris pioneered the
use of third party publicly available data for morbidity and mortality modeling. '
He has built models that reflect an individual's propensity to be at-risk for a
disease, an individual's willingness to change lifestyle attributes which are
contributing to the at-risk state or substance use disorders, and behavioral
nudging applications to take advantage of this knowledge. Chris is a frequent
speaker on alternative data sources, predictive modeling, advanced opioid
analytics and behavior analytics and has been published and quoted in many
publications including the Society of Actuaries Healihwaich. The American
Academy ofActuaries Contingencies. The Journal ofDisease Management.
Predictive Modeling Ne'ws and The Wall Street Journal.

Resumes and references are provided in the Key Personnel Resumes section as per the RFP requirement.

Chris

Stchno
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Key Personnel Resumes

Gre ory Spin o
Enterprise Architecture Lead

Overview of Work History

Greg has extensive Public-Sector experience designing and
delivering complex solutions that focus on creating business
value. He has focused on designing, building and deploying
large-scale human services solutions, including Data
Warehouses and Analytic platforms, Business Intelligence
tools as well as common client and master data solution.
Greg has deep experience and understanding of how to
architect and design a flexible and extensible Enterprise
Mcdicaid Data Warehouse that can evolve to meet the
dynamics needs of a Medicaid environment. Greg
understands the role of master data management and need to
create a single-source-of-truih that the business can trust.
Additionally, Greg has worked with several states on their
All Payers Claims Database implementation and planning
which required integration from dozens of payers and of
disparate data sources.

His career has been focused on leveraging data to drive
organizational change and support new business initiatives.
He has experience with cross agency performance

Why

Gregi

20+ yeare of extensive Public
Sector practice experience
delivering complex solutions
that focus on creating business
value

Focus on creating large scale
Data Wai-ehouse and Analytic
platform solutions

Understands the role of master
data management and need to
create a single-sourcc-of-truth
(hat the business can trust

management helping clients track key performance metrics
and monitor those metrics against outcomes. He has overseen and directed several Medicaid focused
initiatives; building Medical Homes Platforms to support providers, creating bundled payment
methodologies to support .payment reform, implementing automated Medicaid forecast methodology to
support the Mcdicaid budget process, implementing an approach to intake all required data and manage
the DUALs population. Ail of these efforts have been focused on leveraging data and technology to
support the business vision.

Educational Background

Boston University Bachelor of Arts in Economics
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Relevant Project Experience

Project Name
& Type

Wyoming
Department of
Health

Type:

Enterprise data
warehouse

implementation

Duration & Role

Duration: 9 months

Role:

Oversaw the contract management activities and work with the client to align the
project goals and objectives. Worked with the client to define the vision for the
enterprise data warehouse. Managed the team of analyst and developers to design,
build and test the solution.

Rhode Island

Healthcare

Exchange
(HSRJ)

Type:

Enterprise
analytics
strategy

Metropolitan
Consulting
Corporation

Type:

Enterprise data
warehouse.

implementation

Duration: 12 months

Rolii

Worked with the client to design the enterprise analytics strategy and create a
roadmap that would extend beyond the current project. Led the design of the data
marts and aligned them with specific business needs as prioritized by the client.
Managed the process to evaluate and select the appropriate business intelligence
tool suite. Oversaw the requirements process for the data marts, dashboards and
reporting functionality. Engaged the cross-agency business owners, Medicaid,
Department of Public Health and the Rhode Island Quality Institute to ensure
alignment and support for their needs.

Duration: 12 years

Rhode [sland

Executive

Office of

Role:

Built and maintained a 20+ Terabyte data warehouse that includes claims history
and eligibility information for about 1.8 million members, covering over 12 years of
claims history. Led the effort to achieve federal certification for the Decision
Support System (DSS) components during overall Medicaid Management
Information System (MMIS) deployment. Collaborated with business users,
anal^ic teams and EOHHS IT to develop the single business intelligence platform
serving over 1,500 users across 30 business units and agencies. Managed the multi-
year, $35+ million project budget, DraRed Bond Briefs and Advance Planning
Document (APD) for each project to secure Federal Government/ CMS funding.
Worked closely with business users in all major EOHHS projects from project
inception to ensure thai their reporting and analytic requirements are'met. Provided
EOHHS with an Enterprise Reporting platform to manage reporting needs for all
EOHHS-dcvcloped applications. Drafted RPPs, managed vendor relationships, and
managed contract deliverables. Developed several analytic applications including
EHSResulis, which was a Governor's initiative for performance management and
transparency in government

Duration: 41 months

Role:
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Relevant Project Experience

Health and

Human

Services

Type;

Technical

analytical
architecture

design

Led the effort to engage several State Agencies in the Business Requirements
process to ensure the APCD supported their current and future analytic needs.
Developed a proposed future state architecture to support the overall project vision
and business needs. Assisted the State in the drafting of the RFPs for vendor
selection and supported the entire vendor selection process. Provided technical
oversight and guidance to ensure the project delivered a solid technical foundation
while meeting the delivery timeline. Engaged with the Analytic vendor to ensure
the delivery of all analytic products aligned with business user needs.

Rhode Island

Healthcare

Exchange
(HSRJ)

Typ«:
Reporting and
analytic
solution

strategy

Duration: 15 month.s
1

Role: ''
Led the engagement team to gather an understand of the current state capabilities of
the organization. Led JAD session to define business and technical requirements.
Evaluated alternate approaches to deliver analytics, bpth database and business
intelligence solutions. Oversaw the delivery of reporting and analytic environment
to support current needs while positioning the client to migrate to a more robust
platform. Discussed transition plan and strategy with executive leadership on how
to move forward with the next phase of the reporting and analytic solution.

Maryland [
Healthcare

Quality
Commission

Tvoe; Data

model

designing

Duration; 15 months

Role:

Worked closely with the technical leads to ensure the solution aligned with the
business needs. Oversaw the data model design to ensure the model supported its
primary function which was rapid query response to support analytics and
reporting. Provided guidance and direction for the implententation of the new
business intelligence environment and evaluated various tools to ensure alignment
with business needs. Led the effort to implement a data quality and reconciliation
program by working with the client and the State's Division of Insurance to create a
formal process.

Certifications Held or Honors Awarded^

• Chartered Financial Analyst (CFA)

References

AJda Rego

Assistant Secretary for
Administration and Finance

Massachusetts Executive Office

of Health and Human Services

alda.revo^tmassmail.state.ma.us

Terry Dougherty

Executive Director, Health
Systems Transformation

University of Massachusetts
Medical School

terTv.douttlterlv(«^umass mcd.edu

Melissa Pullin

Chief of Staff, Department of
Transitional Assistance, MA
Executive Office of Health

and Human Services

inipullin(?i;.mnai[.com
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Sean Conjin
Opioid Analytics Lead

Overview of Work History

Sean has significant experience managing and executing a
wide array of advanced analytic projects. Sean's most
recent advanced analytics projects include implementing a
Mission Graph solution for the Department of Homeland
Security (DHS) which enables DHS to identify, predict, -
and prevent potential illicit crime and/or terrorist attacks
and supporting TSA build system-of-system models that
have driven more than 150 critical security-related
operational decisions. In addition, Sean has helped
implement a number of advanced analytics solutions for
federal clients including the Center for Medicare and
Medicaid Services (CMS), the State of Texas,
Immigration and Customs Enforcement, the Center for
Disease Control (CDC) and the Transportation and-
Security Administratioi] (TSA). Sean brings experience
delivering all phases of advanced analytics life cycle from
initial planning and strategy development through solution
implementation. Sean is viewed a trusted advisor to his
clients in analytics and has helped numerous organizations
grow and expand their analytics footprint

Why

Sean?

20+ years of experience in
leading mission-focused
cognitive and analytics
Iransformarion projects

Viewed as a trusted advisor to

his client on helping improve
strategic decision making
through advanced innovative

analytical capabilities

Deloitte's national leader in

Cognitive Analytics and
Machine Leaming

Educational Background

University of Michigan Bachelor of Science in Computer Engineering

University of Michigan Bachelor of Science in Mechanical Engineering

Northwestern University - McCormick
College of Engineering

Master of Science in Manufacturing Engineering

Northwestern University - Kellogg
School of Management

Master of Business Administration
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Relevant Project Experience

Project Name
& Type

Duration & Role

Department of
State

Type: Data

Transformation

Project)

Duration; 18 months

Role:

Served as the project manager for the Trafficking-ln-Persons (J/TIP) office. The
J/T(P office publishes the definitive annual report for country level assessments of
performance on addressing human trafficking. The project focused on the
development of a python-based LD A modcl|With a java script front en^ that was used
to read an unlimited amount of text and automatically organize it into 20 Minimum
Stand^d "buckets" with relevance scoring applied to every document. This resulted
in a significant increase in the volume of information an analyst could take into
consideration, dramatically improving efficiency and the quality of the J/TIP report.

Transportation
Security
Administration

Tvne:

Predictive

analytics and
data

visualizations

Duration: vean;

Served as the project manager for our TSA initiative. Similar to the needs of DHS,
Sean's focus at TSA was conducting a series of data analysis, data visualization, and
predictive analytics capabilities to better understanding their TSA PreytS) Program.
Some of the key facts TSA was interested in analyzing focused on ervollment
demographics, forecasting volume, client, complaints, expanding their target
audience, and driving, increased enrollment. As part of this initiative a scries of
dashboards were implemented to visualize key model outcomes and empower TSA
employees to analyze data on a near real time basis.

Transportation
Security
Administration

Tvpe: Risk-

based

modelling

Duration: 3 vears

Directly managed and led Deloitte's OSO (Office of Security Operations) Cargo
Inspection initiative, which ̂focused on developing the first ever risk-based model
and algorithm designed to flag suspicious cargo or packages for review and
inspection. During thc initial month after the risk algorithm was implemented OSO
increased seizure of illicit cargo by nearly 20% nationally while at the same time
reducing overall searches by nearly 7%.

Certifications Held or Honors Awarded

• N/A

References

Dr. Mark Livingston
Deputy Undersecretary of
Security, U.S. Navy
mark.a.lingsront@nflvv rpti

John Halinski

CEO S&R Inc (former Deputy
'Administrator of TSA)
iwhalinski@hotmail.cQin

Kyle Ballard

Senior Coordinator, Office to
Monitor and Combat

Trafficking in Persons, U.S.
Department of State

BallardKM@siate.t^ov
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Jeff Walker
Project Manager

Overview of Work History

Jeff, our proposed Project Manager, has over 14 years of
experience in designing and delivering data related
solutions within the Public-Sector industry. Currently,
Jeff is the project manager for the Enterprise Business
intelligence (EBl) project team with The State of New
Hampshire DHHS and leads his team in Concord to build
out the existing EBl platform to include installation of
analytics tools, training, and designing and delivering data
marts and analytics dashboards. He plans to extend his
experience from the EBl project and direct the team to
successfully deliver the project.

JefThas focused across the data analytics spectrum to
include building analytics strategies, data governance, and
design and delivery of ftill Data Warehouse and Analytics platforms.

JeJP

14+ years of experience wiiJi
delivering data related solutions

Brings experiences from current
PM role in New Hampshire

Hands-on c.xperience across the
data analytics specuxtm

Educational Background

Prarie View A&M University Bachelor of Business Administration in Management
Information Systems

Relevant Project Experience

Project Name
Sc Type

New

Hampshire
Department of
Health and

Human

Services

Type: HHS

Analytics

Platform

Duration & Role

Ohio

Department of

Duration: 7 months

Role:

Leading the effort to collaborate with the DHHS business users and the DolT team
to perform platform and tool selection and installation of the EBl platform. Working
with the DHHS business users to incorporate multiple data sources into the EBl
platform and design and develop dashboards to allow for performance monitoring
across multiple programs. Managing the team responsible for training of the
Informatics Powercenter and Informatica Data Quality tools as well as Tableau
Desktop, Tableau Prep, and Tableau Server for the DHHS organization.

Duration: 3 months

Role;
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Administration

Services

Type:

Enterprise
Data

Governance
and Master

Data

Management

Rhode Island

Department of
Health and

Human

Services

Type: HHS

Analytics Data
Mart and

Dashboards

Oversaw a team responsible for gathering Master Data Management (MDM)
requirements to master individuals across the Medicaid agency and Ohio Benefits
Management system to create a single identifier and master demographics across the
State. Led the Data Governance thread responsible for creating a data governance
strategy across the multiple agencies to create an Enterprise governance structure
for mastering individuals and providers.

Duration: 66 months

Role;

Managed a Data Analytics effort to design data marts, combine all reconciliation
data sources, and build Tableau Dashboards to support both executives and data
analyst for the Health Insurance Exchange (HtX). Led a team responsible for data
conversion activities (to include capturing control points, detailed validation, and
exception reporting). Led the design and development of 1095 reporting to both
CMS and the IRS. Managed the delivery of an enterprise reconciliation to facilitate
reconciliation efforts between multiple data targets to include a Financial
Management System, and 4 major Insurance Carriers. Architected data extracts to
be provided out of the Integrated Eligibility platform into the Stales Medicaid data
warehouse

Certifications Held or Honors A warded

Oracle Endcca Server 2.3

Informatica Data Quality 8.6
Teradata DccisionCast End User Training
Informatica Powercenter 8.0

References

Ben Shaffer Amy Black Elena Nicolella Andrew Chalsma

Chief Operations Data and Reporting Executive Director, Director of Data
Officer Manager Department New England States Analytics and
DHS, RI Executive. . of Administration, Consortium Systems Reporting Quality .
Office ofHealth ahd';-^ '^ Health Source .Rhode Organization Assurance and
Human Services Island (NESCSO) Improvement, NH
Benjamin.ShatTer(«>ohh amv.blackCcDisi.com clena.nicolcliaf«)ncscso DHHS
s.n.uov ■Offe andrcw.chalsmah7)dhhs

nh.cov
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Abhishek Path a k
ETL & Data Wrangling Lead

Overview of Work History

Abhishek has over 16 years ofinformation Technology
experience. As a Bl and Analytics practitioner, he has led
engagements with the focus on system integration, data .
strategy, business and IT alignment, business value
roadmaps, data integration, big data and analytics strategy,
and enterprise implementations.

m

Abhishek?

By using his global and cross-industry experience with a
strong business acumen and planning and execution skills,
Abhishek has led and successfully delivered many data
analytics implementations across healthcare (state Medicaid
and commercial plans/payers), banking and financial, and
travel and hospitality industries.

He has hands-on experience with data integration, businws
intelligence, configuration management, quality assurance,
and project management tools. He is experienced in providing technical leadership and coordination of
software delivery activities including overall requirements analysis, systems analysis, design,
integration, quality assurance, implementation and production support.

16+ years of Infonnaiion
Technology experience across
multiple Bl and Analytics
activities

l lands-on experience delivering
large scale Enterprise Medicaid
Systems and Decisioti Support
Systems

Educational Background

Georgia Institute of Technology Master of Business Administration

Government Engineering College
(Bhppai, fndia)

Bachelor of Engineering in Computer Science

Relevant Project Experience

Project Name
& Type

Louisiana

State Medicaid

System
Integration

Type; Data

Repository and
Reporting
Delivery

Duration & Role

Duration: 7 months

Role:

Led the design and development of data repository and reporting work for the Slate
of Louisiana to integrate the identified Provider Management module with the
stale's enterprise architecture (EA). Led the delivery of a centralized data repository
that enables the State to consolidate provider and future modules' operational data
over time to decrease reliance on individual module vendor's data storage. Designed
the wireframes and built Splunk dashboards to monitor the services and database
operations performance during the integration and data exchange. Led the

Confidential
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Health Plan

Type: Data

Rqx)silory
Implementation

State IMMIS

and PBM

system

Type: Data

Management
and Bi Strategy

requirement and entire SDLC process to build data repository, dashboards and
analytical reporting.

Duration: 8 months

Role:

Led the strategic data lake implementation program within the finance organization.
Assumed end-to-end program accountability to provide cosi-efFective and high
value solutions to build a single unified data repository in Hadoop to support all the
financial data reporting and analytics needs to support strategic and compliance
reporting and data analysis. Led 30 person team, which included architect
(Data/Integration), project managers, developers, business analyst, and BI testers to
support end to end implementation including planning, requirement, development,
quality assurance, scope management, risk assessment, budget management and
resource utilization. Worked with the business and IT teams to develop the Agile
delivery plan for the key functionality and data. He led the requirement sessions,
design and development of data ingcstion, integration, conformance and enrichment
layers by leveraging big data technologies and frameworks within the Hadoop
ecosystem (Pig, Hive, Sqoop) and IBM Big Integrate. Liaised & coordinated with
different technology and service vendors to support the implementation. Worked
with different business teams and functional SMEs to define the common entities,
attributes and their inter-relation. Responsible for developing and implementing
recovery plans for off-schedule and unanticipated occurrences. Also responsible for
preparing periodic management and customer reports and presentations. Tracked
project against its schedule, budget and scope and periodic reporting status to IT and
business leadership team.

Duration: 7+ years

Role:

Led the data management and business intelligence teams that provided data and
analytics solutions and technical/architectural direction for several multi-million-
dollar data enabled projects including MMIS, and Pharmacy Benefit Management
(PBM) implementations and O&M support. Led the data management strategy
(Data Conversion and Interfaces) and iinplementation plans by working with the
State, functional SMEs and application & reporting teams. Designed and delivered
large and complex Enterprise Medicaid Systems and Decision Support System for 3
States - NH, ND and AK in less than 18 months by leading the entire SDLC.
Engaged with other project stakeholders through the entire SDLC to ensure that
solution delivery is on-time, on-budget, on-scope and on-quality. Developed the
reference architecture and reusable solution frameworks which reduced the data
ingcstion and transformation effort by 30% for a state's implementation. Helped in
streamlining the release management process which resulted In 80% reduction in
deployment/environment related defects and release issues by improving the overall
quality of the deliverables.

Certifications Held or Honors Awarded

Project Management Professional (PMP)

Informatica
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References

Uma Bhusari Rhonda Harris Tim Box
Daia Management Lead, NH Data Management and 81 Lead, Data and Reporting Lead, LA
MMIS NDMMIS PM SI (Deloitte)
Uma. Bhusariw'dhhs.nh.gov Ronda.Hnrris@Cognosante.com Tbox@Dcloittc.com
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rc Tim Hartman
Data Scientist Lead

Overview of Work History

Tim has extensive experience in healthcare analytics having
recently worked at IBM Watson Healthcare building
population healthcare analytic models. Tim has a Ph.D. in
molecular physics from the University of Wisconsin and an
MBA from the University of Chicago Booth Business
School. He has spent the last five and a half years working
on various projects requiring insights into complicated
healthcare dalasets. He has worked in population health
analytics and developed methodology for identifying
vulnerable patients and segmenting them into groups for
different interventions, recently working to build and refine
substance abuse predictive models. At a leading payer, he
worked in payment integrity, using predictive analytics to
identify fraud, waste and abuse to identify and rank provider
risk. Recently Tim has worked with clients on projects
projecting budget impacts, related to program changes,

WJ^

Tim?

Il.xtensive experience in
healthcare analytics

Hands-on experience building
predictive analytics to identify
fraud, waste and abuse, and rank-

provider risk

Worked on IBM Watson

Healthcare building population
healthcare analytics models

driving medical and pharmacy costs and identifying a range
of possible alternatives to contain costs. In addition to having expertise with advanced statistical
methodology (factor analysis, cluster analysis, dimension reduction, machine learning, etc.) and
statistical/data manipulation tools (R, SAS, SQL. Hadoop, Python. Excel, etc.) Tim is experienced in
presenting results to inicmal and external clients. He has a strong knowledge of the major issues facing
healthcare today and is excited to take on roles that use both strategic and technical skills, in line with
his education which includes both a highly quantitative doctorate and a strategic and management-
oriented MBA.

Educational Background

University of Chicago Booth School of
Business

Master of Business Administration in Strategic
Management and Analytic Management

University of Wisconsin Doctor of Philosophy in Molecular Physics

Brown University Master of Science in Physics

University of Illinois Bachelor of Science in Mathematics and Engineering
Physics

Relevant Project Experience

Project Name
& Type

Duration & Role
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Population
Health

Analytics
Program
Development

Type: Health

plan analytics
implementation

Duration: 20 months

Role:

Technical team lead in developing programs for health plans .needing sophisticated
methodblogy for identifying patients likely to be "vulnerable" (high-spend) in the
next calendar year. Designed and implemented methodology based on discussions
with subject matter experts (SMEs) who helped identify latent factors contributing
to high member spend (i.e. non-adherence to medication, safety issues,
susceptibility/demographics). The end result was a program that could be sold to
client health plans that would a) identify a list of likely vulnerable patients from
their population and b) recommend a relevant intervention to prevent the potential
high-spend from materializing.

Payment
Integrity

Type:

Advanced

statistical

analytics
implementation

Duration: 18 months

Role:

Payer
Analytics

Type:

Predictive

analytics
implementation

Technical team lead in developing advariced methodologies for identifying
overpaid healthcare (medical and pharmaceutical) claims before they were paid out
(i.e. in "pre-pay"). Used advanced statistical techniques such as machine learning
(random forest, GBM, GLM, etc.) to model likelihood of overpayment. Interacted
heavily with SMEs in various subject areas to better understand the root causes of
claim overpayment and use this knowledge to create model variables to improve
predictive capability. Focused on enhancing usage of member data as complexity of
member claim history correlates with probability of claim overpayment.

Duration: 15 months

Role;

Team lead for developing predictive analytics capabilities for a subdivision of a
large professional services firm using structxired claims data (commercial,
Medicare, Medicaid). Led projects for external clients throuj^out the project life
cycle, from writing project proposals, to implementing the modelling, to building
presentation decks for the final deliverable. Projects included cost estimation for
employer health plans and estimation of cost savings due to baby boomer retirement
from the employer's workforce and possible replacement by younger workers. Led
internal development of analysts/consultants in the usage of advanced analytics
software.

Certifications Held or Honors Awarded

Professional, Academy for Healthcare Management (PAHM) certification by America's Health
Insurance Plans (AHIP)
Fellow, Academy for Healthcare Management (FAHM) certification by America's Health Insurance •
Plans (AHIP)
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References

Marinka Natale

Senior Director, Payment
Integrity, Aetna (Formerly)

Marinka.Naialefn) pmail.com

Karen Spratley

Senior Director, Payment
Integrity, Aetna
SoratlevK-frDaeinacom

Greg Spino

Consulting Managing Director,.
GPS HST Core, Deloitte
usi)inot«»deloiite.coni
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Kel
m

Neway
Training Lead

Overview of Work History

Kelly is a Senior Soluiion Manager specializing in Human
Capital - Organization Transformation (OT), Technology
Adoption. She has 19 years of change management,
business process recnginecring (BPR), system testing,
training, implementation and operational experience with
Government and Commercial clients. She has led large
teams through complex transformations where she was
responsible for organization transition planning, As-ls/To-
Be and gap analyses, system requirements
gathering/validation, test planning and execution, training
development and delivery, knowledge transfer,
implementation planning and support, and communications
management.

Kelly?

19+years of change •
management, business process
reengineering (BPR) and training
ex|5ericnce

Hands-on experience leading
large teams througli complex
training implementations

Educational Background

Pennsylvania State University Bachelor of Science in Management and Human
Resources

Relevant Project Experience

Project Name &
Type

Duration & Role

Public Sector

Project
Duration: 11 months

Role;

Tvoe: Process

and training
delivery

Responsible for hiring and onboarding three waves of subcontractors for a total of
60 resources. Developed and delivered process and policy training followed by
hands-on computer-based system training for three weeks for each wave of
subcontractors. Developed and delivered three proficiency assessments to gauge
knowledge, retention, and overall readiness prior to deployment to a production
environment. Established operational procedures to reduce application backlog
throu^ daily assignment tracking, daily/weekly throughput targets,
individual/team performance metrics, and overall Q&A support. Reduced the
application backlog by 80% from 14,000 to 3,000 within 5 months. Developed
and distributed daily and weekly executive status reports to communicate
progress.

Organization
Transformation

Duration: 38 months

Conddential ^
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Communications
Center of

Excellence

(Deloitte)

Xype=
Organizational
Transformation

State

Government

Client

Type; Business

Process

Reengineering

State

Government

Client

Type; Business

Process

Reengineering

State

Government

Client-Major

Role:

Responsible for establishing and delivering USDC-based projects for the Human
Capital or practice (110 stafQ in Mechanicsburg, PA and Orlando, FL. Worked
closely with Deloitte onsite team leadership to manage approximately 60
concurrent projects for Government and Commercial sectors; project teams
include various levels and range in size from one to ten stafr..Focus areas
included change management, training design/development/delivery, end user
support, communications, and multimedia services. Additional responsibilities
included oversight of the OT Communications Center of Excellence (Comms
CoE) with 12 resources (48 projects completed, 12 projects currently) and the
Actuarial & Insurance Solutions practice with 8 resources.

Duration: 60 months

Role:

Assisted stale government client with business process reengineering (BPR),
application design, development, testing, training, knowledge transfer,
communications, and implementation of a custom application, which is used to
track integrated case management and service delivery for injured workers. Led
the business process reengineering effon consisting of 13 staff through the
identification and documentation of As-Is and To-Be business processes, gap
analysis, recommendations, and requirements validation. Activities included:
development and facilitation of executive visioning session and project vision
statement, planning, coordination, and communication of nearly 100 client
agency sessions and focus group sessions within four months, development of
226 As-Is and 121 To-Be process flows using IndustryPrint, identification of,240
gaps and recommendations, analysis and documentation of 1600 business and
functional requirements, and creation and submission of four deliverables, which
provide the foundation for system design and development activities.

Duration: 53 months

Role:

Assisted state government client with business process reengineering (BRP),
application design, development, testing, training, knowledge transfer,
communications, and implementation of a custom application to track integrated
case management and service delivery to more than 1.4 million citizens.
Coordinated the evaluation and selection of the team's learning management
system (LMS) and authoring tool. With a team of 30 staff and trainers, managed
the following activities: training logistics for more than 30 facilities across the
state, selection, management, and coordination of 26 trainers, training material
development for 21 courses, statewide training delivery to 5,000 end users
through 300 coursejofferings, and post-implementation support with more than
200 site visits.

Duration: 7 months

Role:
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Medicaid System
Enhancement

Type: TraJnina

Liaison

Assisted state government client with application design, development, testing,
training, and implementation of a major Medicaid eligibility system enhancement.
Managed and coordinated implementation related activities such as workflow
process analysis, system acceptance testing (SAT), end user training, and
implementation planning and support. Responsible for assisting the client training
organization with: evaluation and reconunendation of pilot and statewide training
approach and plans, development and modification of client training materials for
7,000 end users, and coordination and communication of updates regarding the
training environment.

Certifications Held or Honors Awarded

N/A

References

Deb Ferreira

Human Capital OT Managing
Director and USDC HC

Offering Lead

Deloitte Consulting

defeTreira@dcloirte.con)

Bryan Reed

Commonwealth of

Pennsylvania, Department of
Labor & Industry (DLI), Office
of Information Technology
(WCAIS Project Manager)
brreed@pa.uov

Ben Shaffer

Chief Operations Officer

DHS, R1 Executive Office of
Health and Human Services

Benjamin. Shaffcrm'ohhs.ri.gQv
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Non-Key Personnel Resumes

Nii-Lante Lamntey^
Data Governance Lead

Overview of Work History

Nil-Lanle has 13+ years of full software development life cycle and consulting experience and has
been a practitioner in the firm's Analytics and Information Management service line for+10 years. His
Deloitte Public Sector experience includes structured and unstructured data management (enterprise
content management, metadata ntanagement, master data management), data ititegration/data
warehousing (DW), businesses intelligence, analytics, data visualization, service-oriented architecture
and CRM. In addition, Nii-Lante has extensive experience in leadership roles including as a functional
(e.g. requirements gathering, testing, communications/adoption) and technical lead, and program
manager. Nii-Lante also has over 2 Vi (30 months) years of commercial experience in the Financial
Services Industry. This includes major leadership and implementation roles in ETL
architecturc/development (Ab Initio), testing, project management and planning.

Educational Background

University of Virginia Executive Master of Business Administration

University of Virginia Bachelor of Science in Computer Engineering

Relevant Project Experience

Project Name
& Type

Federal

Government
client

Type:

Enterprise Data
Management
and

Modernization

Initiatives

Duration & Rolu

Duration: 51 months

Role:

Led a portfolio of four projects (under a $120M contract) on the delivery of master
data management, metadata management and data visualization projects, providing
senior vice presidents executive-level insight into operational performance, loan
portfolio ($2T) risk analysis, and financial institution performance and management.
Managed three teams of 10+ personnel through the requirements gathering, design,
development, and testing activities. Served as the day-to-day manager and managing
client relationships. Led the implementation and enhancements efforts for a data
mart/reporting initiative (using Business Objects) to provide clients with self-service
and access to data via the web/desktops. Led a project and portfolio management
implementation and process improvement recommendation for the client's
modernization initiatives to improve integrated program delivery, risk mitigation
and visibility into project performance in a multi-contractor, multi-vendor
environment.
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Government

agency

Type:

SharcPoint

2010 Intemel

Implementation
and

Enhancements

Duration: 13 months

Role:

Civilian

Housing
Agency

Type: Asset

Management
Systems
Enhancements/

Implementation

Led ](H practitioners in the redesign and overall delivery of^a highly visible,
Internet facing portal for government agency and its stakeholders, issuers and
invMtors. This included driving the development, testing and deployment SDLC
activities for the team. Served as the day-to-day manager interfacing with the client
and platform teams on a regular basis to support the implementation of the Web site
through the full SDLC. Owned and led the development of core technical
deliverables such as the Design Document, Implementation Plan, Test Plan and
User's Guide. Managed project flnancials and budget for the project and managed
these Items m accordance to the project schedule. Led the status reporting,
requirements refinement, and development walkthroughs of the site with the client.
Led the operation and maintenance activities and implementation of the 30+
mhancements (e.g. advanced searching, user experience improvements) through the
full development life cycle for deployment to the public facing Web site.

Duration: 24 months

Role;

Civilian

Agency

Type: Loan

Servicing Data
Repository
Implementation

Led 5 practitioners in the delivery of three key Salcsforce/CipherCloud Integration
projects for a civilian housing agency and the implementation of enhancements to
Salesforce modules including HR, workflow and decision management. Managed
the requirements gathering, design, development, testing and deployment activities
for the team. Served as the day-to-day manager interfacing with the client and
platform teams on a regular basis to support the implementation of Issuer
application portal. Managed project flnancials and budget for the project and
managed these items in accordance to the project schedule. Coordinated
infrastructure readiness activities with network, security, third-party and platform
teams. Led status reporting, requirements refinement, and development
walkthroughs of the solution with the client.

Duration: 8 months

Role:

Led 4 practitioners in the execution of the medium sized data integration project for
a civilian agency's budget and economic modeling division. This solution allowed
the agency to gain greater insight into its data and provide predictive capabilities to
the portfolio per the GAO's recommendations. Managed the requirements
gathering, design, development, testing and deployment activities for the team.
Served as the day-to-day manager interfacing with the client and platform teams on
a rcgularbasis to support the implementation through the full SDLC. Managed
project flnancials and budget for the project and managed these items in accordance
to the project schedule. Coordinated infrastructure readiness activities with the
network and platform teams. Led status reporting, requirements refinement, and
development walkthroughs of the solution with the client.

Certifications Held or Honors Awarded
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PMP training, PMI Member

Actively pursuing Harvard Publishing Management Certificates

References

Derick Masengale Tony Andraos Greg McHugh
Managing Director Managing Director Managing Director
Deloitte Consulting Deloitte Consulting Deloitte Consulting
dmasenualclry.dcloifte.coin tandraostrtideloitte.com einchuuhrrtideloiire com
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D ak Modi

Security Lead

Overview of iVork History

A seasoned cybersccurity professional with over 13 years of professional services and consulting
experience, Dipak brings strong subject matter experience in application, infrastructure & cloud
security.

Dipak has extensive experience focused on design, architecture, implementation and management of
enterprise solutions with a focus on Cybersccurity, has a deep understanding of security and privacy
controls across a wide spectrum of regulations and guidelines, Including but not limited to NIST 800-
53, HIPAA, IRS 1075, MARS-E 2.0.

He brings experience in Identity, Credentials and Access Management (ICAM) and has worked on
building several ICAM & cybersccurity programs across industries, using an array of indusliy leading

.products from vendors like IBM, Oracle, Sailpoint, HPE and CA.

Dipak has served state government clients for the past seven years and brings a strong understanding of
the Health and Human services within the State government. Additionally, he has served several clients
within the financial services and consumer and industrial products industries. Dipak also brings strong
database modeling, data warehousing and business intelligence skills from his prior professional
experiences.

Educational Background

University of Maryland College Park Bachelor of Science in Computer Science

Relevant Project Experience

Project Name &
Type

Department of.
Medlcaid

Assistance

Services

(DMAS),
Virginia

Type:
integration
Services Solution

Duration & Role

Duration: 7 months

Role:

Security architect for the Integration Services Solution (ISS) module of the
MMIS Modernization project. Designed the Identity, Credential, Access
Management (ICAM) solution using IBM Security Suite of products for the
platform. Responsible for the overall security of the solution delivered as a
software as a service (SaaS) solution, built in an IBM Cloud infrastructure.
Responsible for the regulatory compliance of the solution with NIST 800-53,
MARS-E 2.0 and Commonwealth specific security and privacy regulations.
Designed the Security monitoring and reporting use_cases for Splunk for
Enterprise Security. Designed the solution for securing real-time web-services
using the IBM Datapower appliance. Led meetings with the department ClO and
the project managers across the program to discuss and elaborate on the security

Confidential
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Department of
Health and.

Human Services

(DHHS), State of
New Hampshire

Type: Identity
Management
Solution

solution as envisioned by the CISO. Managed the day to day operations of the
security team and responsible for managing the budget.

Duration: 38 months

Role:

Department of .
Human

Resources «

(DHR), State of
Maryland

Tvpe:AWS

Security
infrastructure

Security program manager for one of the crown jewel applications for the agency.
Solution architect for the Identity management (IdM) solution for the IE
application, responsible for the account life cycle management for both DHHS
employees/contractors and citizens using the application. Wrote the detailed
design specifications document for the IdM solution. Managed several security
work threads aimed at improving the overall security posture of the department,
including security and privacy risk assessments, security testing and vulnerability
management activities, unstructured data management, third party risk
management, security training development, disaster recovery/contingency plan
creation, testing and updates. Led the development ofthe security and-.privacy
compliance artifacts based on NIST 800-53 and MARS-E 2!0. Served as the
security point-of-contact for the ISO and the Integrated Eligibility Program
Manager. Managed the day to day operations of the security team and responsible
for managing the budget.

Duration: 10 months

Role:

Pennsylvania
Liquor Control
Board (PLCB),
Pennsylvania

Type: Identity
Management
Solution

Security program manager for the MD THINK, program, responsible for the
overall security of the infrastructure built on the Amazon Web-Services (AWS)
platform. Led the development of the security compliance artifacts based on
NIST 800-53 set of security and privacy controls. Led the security program that
included designing, implementing and managing services across identity and
access management (lAM), security event and information management (SEIM),
application security (vulnerability) testing, network security and regulatory
compliance. Solution architect for the lAM solution for the MD THINK
infrastructure platform built upon Sailpoint IdentitylQ, ForgeRock Directory
Services (Open DJ) and ForgeRock" Access Management (Open AM). Led the
solution design for the SIEM solution for the platform built upon SPLUNK
Enterprise Security. Led meetings with the department CTO, the Deputy CTO
and the application team to draft a formal set of technical and functional

requirements for the project.

Duration: 8 months

Role:

Solution architect for the provisioning automation project. Led a team of security
professionals responsible for the automation of the provisioning for Oracle e-
Business Suite and Oracle Store Inventory Management ERP applications
through IBM's Security Identity Manager. Led client meetings to draft the
technical and functional requirements. Wrote the detailed design specifications
document for the solution. Worked with the Department of Public Welfare
(DPW), along with PLCB to implement the project with cross agency
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Department of
Health and

Social Services

(DHSS), State of
Delaware

Type;

Authentication

and

Authorization

Implementation

infrastructure. Managed the day to day operations of the implementation team and
reported on their progress along with communicating risks and issues to the
client. Responsible for managing tHe budget by preparing the project's financial
status every period & outlining the causes for deviations.

Duration: 18 months

Role: r

Worked as the"Lead Security Architect for the Integrated Eligibility (IE)
Modernization project built on the Microsoft .Net platform. Architected the .
authentication/authorization along with the security for the application's web-
service communications. Designed and documented the security solution
comprising of Oracle Identity Manager, Oracle Access Manager, Oracle Adaptive
Access Manager, Oracle Enterprise Gateway and HP Arcsight. Facilitated
numerous conversations with the client educating them on the CMS and IRS
requirements around multi-factor authentication, password policy, session
timeouts, audit logging, reporting and FTI data usage. Assisted the Information
resource management,.lcam in the preparation of the System Security Plan and the
Information Security Risk Assessment. Managed the IT risk and compliance
work streams overseeing the compliance documentation, SIEM implementation •
and vulnerability assessment efforts. Managed the day to day operations of the
implementation team and reported on their progress along with communicating
risks and issues to the client..Responsible for managing the budget by preparing
the project's financial status every period & outlining the causes for deviations.

Certifications Held or Honors Awarded

Certified Information System Security Professional

References

John N. Pasquale Dries Tromp Badrinath Nemani

Chief Information Security System Administration CyberSecurity Sr. Manager,
QfTccr, Delaware Health and Manager, SAP Operations Government & Public Services
Social Services Cargill Inc. Cyber Strategy, Deloitte &
iohn.DOsaiialeta;siaic.dc.us dries iromDfnkartiill.com louche LLP

bnemanif<T).deloiue.com
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Manal Azer

Clinician

Overview of Work History

Experienced hcallhcarc professional with a unique ability to bridge the gap between healthcare policy and
clinical reality. Eleven years of experience across management consulting, nursing, and nonprofit
leadership.

Educational Background

Loyola University New Orleans Master of Science in Nursing

Northern Virginia Community College Associates of Science in Nursing

University of Maryland Bachelor of Arts in Health Policy and Communication

Relevant Project Experience

Project Name &
Type

Duration & Role

Centers for

Medicare &

Medicaid

Services

Tvoe: Data

extraction

algorithm
Implementation

Duration; 5 months

Role:

Served as clinical subject-matter expert (SME) for Centers for Medicare & Medicaid
Services Civil Money Penalties Reimbursement Program (CMS CMPRP).
Supported CMPRP technical assistance and toolkit teams In delivering impactful
targeted interventions and resources to nursing homes. Within data analytics team,
developed clinically sound algorithms and technical specs for data extraction from
CMS data sources.

Patient First Duration: 29 months

Tvoe: Deliver

patient care
Role:

Ensured medical protocols are appropriately implemented and documented for all
patient visits and follow-up care at high-volume care center. Delivered preventive
and emergency care, clinical assessments, therapeutic interventions, and patient
education. Supported controlled substance and prescription medication distribution.

Centers for Duration: 120 months

Medicare &

Medicaid

Services
Role:

Confldehtial ^
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Type: Clinical

SME

Provided clinical SME and management support for CMS contracts including Home
Health Value-Based Purchasing (HHVBP), Heath Care Innovation Awards (HCIA)
Hospital Quality Performance Measurement (MIDS HMDM), and Medicare Care
Choices Model (MCCM). Served as SME for technical assistant teams,
demonstration models, national roundtables, and quality measure development
projects. Dirrctly advised federal clients for federal, state, and commercial
healthcare projects.

Mission Life

Center

Type: Medical

clinic operations
oversight

Duration; 24 months

Role:

Engiagcd in strategic planning and oversight of all medical clinic operations for a
primarily homeless population with chronic comorbidities and addiction. Directed
quality assurance for a database of approximately 1,400 patients. Secured funding
for provisions of medical care to underserved populations. Recruited and developed'
teams to support clinic sustainability, expand medical offerings, and launch
community teaching initiatives.

The National

Council

Type: Medical

clinic operations
oversight

Duration: 18 months

Role:

Eiigaged in strategic planning and oversight of all medical clinic operations.
Directed quality assurance for a database of approximately 1,400 patients.
Developed a report on medication-assisted therapy (MAT) for treatment of
individuals with narcotic addictions including the medical process, success and
failure rates, and controversies surrounding MAT. Conducted literature reviews and
focus groups with primary care physicians on Screening, Brief Intervention, and
Referral to Treatment (SBIRT) tool efficacy for identifying patients who are at risk
for illicit drug or alcohol dependence.

Certifications Held or Honors A warded

Nightingale Award for Community Service
Registered Nurse - Commonwealth of Virginia - Multistage Privilege
Advanced Cardiovascular Life Support,and Pediatric Advanced Life Support

References

Mohini Venkatesh

Vice President of Practice
Improvement, National Council

for Behavioral Health

Mohini Vfciithcnationaicouncil.oro

John Basta

Executive Director, Mission
Life Center

John.Basra@gmail.com

Amy Abadir

Senior Manager, Public Payer
and Health System Strategy,
Biogen

ainvabadir@Lnhail.coin
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Dou
y—

/as. Rosen dale
Physician

Overview of Work History'

Dr. Douglas Roscndalc is the Chief Medical Interoperability Officer engaging across the government
and public health sectors where he is focused on improving health quality and safety by advancing
Interoperability, informatics, and clinical and digital transformation initiatives. He has 25+ years of
clinical practice, executive leadership, and health IT experience within the government and private
sectors spanning clinical, technical, and informatics initiatives. Doug has a critical understanding of the
governance, cultural, and technical architectures required to support health care transformation.
Prior to joining Dcloitte, Dr. Roscndalc was the founder and CEO of CAJRNformatics. He also served
as the Senior Physician Advisor for Clinical Informatics at the VHA and also as the CMIO for the
VA/DoD Interagency Program Office. He founded and chaired the Health IT Innovation Development
program under the White House Office of Science and Technology Policy, Doug is a board certified
surgeon and a Harvard trained informatics leader.

Educational Background

Lee University Bachelor of Science in Chemistry and Biology

Des Moines University Doctorate of Osteopathy

Relevant Project Experience

Project Name &
Type

Duration & Role

Deloltte Chief

Medical

Interoperability
Officer (CMIO)

Type: Medical

SMC

Duration: 12 months

Role: ''

Lead the Deloitte healthcare interoperability strategy and engaged with federal
clients including: Veterans Affairs, Department of Defense, Health and Human
Services, as well as commercial partners engaged with Veterans and Service ,
members care. Instituted the first "Clinical Informatics and Requirements
Division (GIRD) across VA/DoO in order to identify the clinical and technical
systems required to support the various workflows and capabilities globally. This
included "readiness" components for DoD, and also the seamless transfer of
Service Members that become Veterans.

White House Duration: I2monih.s

Office of Science
and Technology
Policy (OSTP)

Role:

As directed by the White House, developed the first national Online H1N1
clinical guidance application that was implemented across all of VA and launched
on Flu.Gov, in order to direct patients toward the best care based on personal

Contldenlial
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Type; Medical

SME

conditions. Also led the team that developed the VA Suicide Hot-Line application
m order for the hot-line operators to have real-time access to all clinically relevant
information globally. '

Veterans Affairs/

Department of
Defense

Interagency
Program Office
(IPO)

Type: Medical

SME

Duration: 12 months

Role:

Supported federal partners including Health and Human Services, VA,
and DoD toward accomplishing a value-based model of healthcare that is enabled
by interoperable information systems and secure network architectures. The
grander vision is to promote an open interoperable architecture for our Service
Members, Veterans, and US citizens in order to leverage technology for improved
healthcare, healthy living, and a system that learns through cognitive information
systems.

Veterans' Healtli
Administration

Type: Medical

Duration: 2 vears

Role:

Oversaw the functional requirements and business process modeling for all of
Veterans Health Administration (VHA). This included hundreds of clinical and
administrahve software systems that supported 170 hospitals, 1300 clinics, and
55K clinicians. Responsible for business process reengineering, requirements
development, procurement oversight, standards, and implementation of all EHR
systems across Veterans Health.

Certifications Held or Honors Awarded

American Board ofOsteopathic Surgeons
Fellow, American College of Surgeons
Fellow, American College ofOsieopaihic Surgeons
Colorado Medical License
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/Ve/w/caJW/egi^^
UI Designer

Overview of Work History

Ncluka has significant experience in data management and front-end development providing services
related to health care data processing, data quality, and reporting for large federal projects. She also has
expciience with project managernent, work-stream leadership, and strategic roadmap development. She
specifically supported audit sustainmeni efforts for a large Department of Defense (DoD) client and has
also worked in a clinical healthcare setting for 2 years as a Senior Emergency Medicine Scribe at Inova
Fairfax s Level I Adult and Pediatric Trauma and Emergency Center.

Educational Background

Virginia Polytechnic Institute and State
University

Bachelor of Science in Finance

Relevant Project Experience

Project Name &
Type

Duration & Role

Healthcare

Sector client
Duration: 7 months

Role:
Type;

Interactive

dashboard

implementation

Led Tableau development team for the conversion of public facing client Web site
application to interactive dashboard. Alteryx work stream lead who managed
development and implementation of multiple Alteryx projects. Projects included
continuous automated monitoring (Leading to early detection and resolution of
over 5 major data errors within 1st year of pilot project), source to target testing,
insight driven analysis, and data masking initiatives. Created and developed
Google Analytics site and Google Data Studio dashboard that were successfully
adopted across 1 1 client applications. Developed and implemented
Python/Selenium scripts for testing automation pilot in Agile development'
envirorunent.

Department of pujf^tlon: 23 months
Defense client

Role:

Type; Data

solutions
Served as Data Management and Operations Lead, directly managing 6
individuals. Team provided large-scale data solutions across engagement by
leveraging Alteryx Designer, Excel, and SAP ECC 6.o' (MM, Fl). Alteryx
Designer workflows were created on a recurring basis for data preparation,
cleansing, transformation, and testing (source to target). Workflow products were
then distributed to multiple client teams for reporting use. Team also leveraged
Alteryx to deliver data for ad hoc data requests. Project Management Lead for 50+
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resource engagement with management over engagement budget/cost workbook
maintenance, deliverable tracking, work paper management, contract modification
implementation, resource labor and travel tracking and invoicing. Participated in
comprehensive accounting line level analysis with client Finance/Accounting
leadership resulting in creation of fonnal recommendations in support of audit
readiness to audit susiainment transition. Supported inventory business process
tracking and reconciliation implementation efforts across vendor and customer
enterprise resource planning systems resulting in fonnal process assessment
reports.

Certifications Held or Honors A warded

N/A

References

Karthik Balakrishnan

Senior Manager

Deloitte Consulting

karbalakrishnan(^;dcloitte.coin

Kevin Footer

Senior Manager
Deloitte Consulting

krcK)re"r@dcloiiic.coin

Charles Chiang

Specialist Leader

Deloitte Consulting

chchianutflldeloiltc.com
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uinn Chasan

Cloud Analytics

Overview of Work History

Quirm Chasan is currently the Head of Customer Analytics with Google Cloud Platform
implementations for the U.S. Public Sector. He runs all work that sits at the intersection of Cloud,
Marketing Analytics, and Google Data for the US. He led 40(H unique initiatives across the US
Government, leading marketing analytics efforts for the team for 4+ years, implementing improved
efforts for 100+ public health campaigns within CMS, CDPH, NY, DOH, CDC. FDA, SAMHSA, and
others. Quinn was one of the four Search product e.xperts for 2+ years on attribution between Search
and Web site analytics via Google Analytics. He consulted on marketing analytics for over 600 SMBs
to improve tracking systems for customer experience on site and feeding that back into media outreach.
He trained 50+ marketing analytics specialists in small groups across two languages, three countries,
four business units, and five sectors. He is fluent in Google Media stack for consumer and user data:
AdWords, DoubleClick, Google Analytics, Tag Manager, Search Console, etc.

Educational Background

Claremoht McKenna College Bachelor of Arts in Government & Legal Studies
Dual Major

Relevant Project Experience

Project Name

& Type
Duration & Role

Google Cloud
Platform

Implementation

Type:

Relationship
Management

Duration; 7 months

Role:

Responsible for all work that sits at the intersection of Cloud, Marketing Analytics,
and Google Data for the US Public Sector. Big Data integration projects include
military gaming platforms, opioid analysis, marijuana tourism, suicide prevention,
healthcare exchange planning, etc. that require deep insights from both Google and
the Customer.

Paid Media Duration: 4 vears

Tvoe:

Relationship
Management

flole:

Senior Account Manager for the US Government team, working with the US
Department of Health and Human Services, as well as all related State Government
entities (e.g. California Dept of Health), military clients (Army, Marines, Coast
Guard, etc), and Civilian Revenue Agencies (USPS, Amirak, etc). Led Google's
media relationship with all US Healthcare Exchanges including operationalizing
Covered California's Search media and their attribution work leading to
CalHEERS, as well as Hcalthcare.gov, NY State of Health and a dozen others on

ContTdential
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improving attribution and simplifying customer journey by improved attribution
processes. Managed a support team in Delhi that assisted with the technical
implementation of paid-media-to-UX design decisions, providing ongoing client
recommendations. Led integration efforts of Google Ad-backed data into clients
Web site and media attribution models.

Certifications Held or Honors Awarded

N/A
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Sean Wohltman

Cloud Engineer

Overview of Work History

Sean has over 10 years of experience at Google developing and implementing innovative, cost saving,
products and solutions for commercial and Public Sector customers. Most recently, Sean designed
Google's Maps Imagery program on Google Cloud Platform which has delivered tens of millions of
dollars in cost savings for imagery to state and local geospalial agencies over the last 4 yeare.
Simultaneously, Sean helped NBC Universal use Google Cloud and Maps Platforms to launch the 2018
Jurassic World Alive mobile location based game at scale for millions of daily users. In a previous role
at Google, Sean developed and implemented solutions for federal Defense and intelligence customers
to operate Google Earth on premises and in austere environments. Since 2010, Swn has also spent a
signifipnt portion of his time each year volunteering on Google's Crisis Response team, where he
coordinates data sharing between sate, local, and federal agencies and the public during major crisis
events.

Educational Background

Virginia Polytechnic and State
University

Master of Science in Geographic Information Systems

Virginia Polytechnic and State
University

Bachelor of Arts in Geography

Relevant Project Experience

Project Name
& Type

Duration & Role

Launching
"Jurassic

Duration: 11 months

World Alive" Role;

mobile game

Tvoe: Goople

Cloud Platform

implementation

Technical Account Manager for real-world gaming partners Ludia, Inc. and NBC
Universal for launch of "Jurassic World Alive" mobile game. Handled all technical
requirements for launch and developed several GCP based workflows for updating
billions of real-world playable locations. Geo CE for Canada, Central and Eastern •
US, and select top accounts.

Google Earth Duration: 12 months

Enterprise
Open Source
Launch

Role:

Developed vision and go to market for GEE OS on Google Cloud Platform.
Coordinated GEE Partner activities and customer engagements to drive GCP
adoption, shared dataset ecosystem, and new pipeline for Google Maps Imagery
Sales.

Conlldenlial
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Tvoe: Market

strate^ cloud
platform

Google Maps
Imagery Sales

Tvoe; Trainlnn

development

Duration: 12 monihs

Role:

Technical sales lead for relaunch of Google Maps Imagery Sales. Refined new
imagery offering and led panner cnablement and training on the Imagery sales
process. Defined and delivered Go to Market training and tools for partners. Helped
imagery partners double their sales forces and their respective pipelinesTor'2017.
Began Google Earth Engirie trusted tester trials for State and Local agencies.

Migrating
Google
Imagery
customers from

Google Maps
Engine to
Google Cloud
Platform

Tvoe: Cloud

Migration

Duration: 12 monihs

Role:

Technical sales lead for migrating Google Imagery customers from Google Maps
Engine to Google Cloud Platform. Trained partners, coordinated iiitenial teams, and
moved all active customers from 2014 imagery business from GME to GCP in Ql.
Provided cross product pre-sales support for Geospatial Technology provider,
CartoDB.com, introduced them lo Google Cloud Platform, helped them migrate to
GCP and become a GCP customer.

Google Maps
Engine
Migration

Tvoe: Cloud

Migration

Duration: 12 months

Role:

Contributed significantly to Google Maps Engine Migration efforts, focused largely
on using Google Cloud Platform offerings as an alternative. Lead author for
Serving Raster Data on Google Cloud Platform which served as technical
foundation for Google Imagery sales program in 2015.

Certifications Held or Honors Awarded

Google Cloud Certified - Professional Cloud Architecl

Confidential
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ce Buffaloe
Cloud Data Scientist

Overview of Work History

Bryce has over 4+ years of experience managing and executing a wide array of data engineering
projects. Bryce's most recent projects include architecting and implementing a Google Cloud Platform
serverless data pipeline, ETL, and data warehouse. In addition, Bryce has helped implement a number
of data engineering solutions for federal clients including the design of linear regression models, }
optimization of high performance model serving, and data migration to Google Cloud. Bryce brings
experience designing all phases of data engineering life cycle from initial planning, strategy
development through solution implementation. Bryce is viewed a trusted advisor to his clients in data
engineering and has helped numerous organizations grow and expand their big data and analytics
footprint.

Educational Background

Temple University Bachelor of Arts in Management Information Systems

Relevant Project Experience

Project Name
& Type

Duration &l Role

Cloud

migrations to
Google Cloud
Platform

Type: Cloud

migration

Duration: 11 months

Role:

Architected customer cloud migrations to Google Cloud Platform. Advised federal,
state and local, and commercial customers on data engineering practices

for data migration, model creation, model serving, and Google Cloud pre-built
model consumption. Removed technical blockers from customer engagements,
while providing industry best practices and solutions. Created of cloud-based data
pipeline POC environment with partner to quickly connect multiple data sources to
Google Cloud Platform serverless data lake and data warehouse solutions. Assisted
customers with implementing data analytics solutions using social media, custom
data sources, and public datasets.

Technical

Solution Plan

Enablement

Type: GDPR

assessment

Duration: 3 months

Role:

Responsible for west coast GDPR data assessment structure and partnership with
3rd party vendor. Worked with 3rd party vendors to create analytics driven sales
pipelines for new and existing technologies. Supported commercial and Public
Sector client teams in pre-sales and RFP responses. Lead new sales pursuits and
solution architecture at a worldwide media company. Managed project teams to

Confidential
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Ecosystem
Solution

Architect

Type: Cloud

migration

meet clieni deliverables, while creating value adds and additional sales
opportunities.

Duration: 16 months

Role:

Architected approaches and cost models for delivery and technology to position
engagement teams for new and existing clients. Focused on supponing client teams
engaged in devops, data engineering, cloud, and emer^ng technologies for delivery,
new pursuits, workshops, trainings, and client presentations. Delivered data, cloud
and container migration assessments, roadmaps, and implementation. Drove resale
and services for projects through our op>crating groups and partners. Drove the
creation of production beta offerings internally to create accelerators and go to
market solutions for our clients. Advisor to clients and client teams on technology
needs based on requirements, business strategy, goals, and expectations. Client
Account Lead (CAL) for a worldwide media company delivering business growth
strategy work, addressing operational and administrative needs, while aligning IT
with business goals.

Certifications Held or Honors Awarded

AWS Solution Architect Associate

Nutanix Platform Professional

Nuianix Platform Sales Engineer
CCNA

CCNA Security

Google Cloud Professional Cloud Architect

Google Cloud Professional Data Engineer
Certified Kubemetes Administrator (In Progress)

Confidential
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Section VII: Cost Proposal
;Scction Vlll; Copy of the RFP and any sigjicd Addendum fai *
Tht Cos. Proposal m„s. describe the proposed cos. ofihe"r'e7,dw Propos^TbliS oamrf^^FecT^ byThrii^clu^d^
oi the completed tables listed in Appendix F; Pricing Worksheets:

Our Cost Proposal is separately attached.
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Section VIH: Copy of the RFP and any signed Addendum

(a) '
[section yIII: Copy of <hc RFP ̂nd nnyjjighcd Addendum (n) > ' ' j
Copy of the RFP and any signed Addendum (a)
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STATE OF rim HAMPSHIRE
«fHM]ihand Hutnan SarvlcM
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1. INTRODUCTION

1.1. The State of New Hampshire, acting through the Department of Hearth and
Human Services (Oeparlnnent) is releasing this Request for Proposal (RFP) to
procure a software system and associated seryicee for the Department to
implement a scalable Opioid Crisis Response Management Business
intelligence dashboard. ,

1.2. . Project Overview
1.2.1. New Hampshire, like merry states, is in the midst of responding to the

opioid crisis. New Hampshire has been espedaity hard hit with one of
the highest overdose rates in the country. At the same time the
Department is limited in its capacity to manage the volume of
information available throughout the state and nationally that relates to
the opioid crisis. Data related to the oplold crisis in many respects
presents the largest data management and analysis challenge of any
issue faced'not just by the Department but by the State as a whole.

1.2.2. The Department maintains or has access lo multiple systems that
compile data on a variety of health and eociai issues that correlate with
risk, progression, misuse and addiction to opioids and resulting health
consequences, including overdose deaths. These systerris organize
and support various functional areas in delivering services' to (he
cHizens, as well as systems that capture information about the health
end well-being of the general public, in addition, other NH state
agencies and federal partners capture important data related to the
opioid crisis, irriproved use of data assets is essential lo the
Department's opioid response. Currently the primary extent of regular
date reporting on opioids in New Hampshire Is Ihe monthly New

. Hampshire Drug Monitoring initiative produced by the Department of
Safety New Hampshire information & Analysis Centier (for a recent
example, see httpsrf/www.dhhs.nh.gov/dcbcs/bdas/documenlsfdmi-
june-2018.pdf).

1.2.3. in aggregate, these systems maintain a large wealth of data and.
hi^ortcaliy. have been commis^oned and operated lo serve the
purposes of varying Bureaus and Divisions within the Oepartrhent and
other state agencies and stakeholders outside the Department.
Urilocldng. consolidating and bringing this data into a holistic Data
Analytics Platform (DAP), allows the Department to idenlify arxJ drive
meaningful change.

201 e-043mFP-3019>OPHS-190ATAA
3 of 30
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1.2.4. The Department. In partnership with :the Departmerit of Informalipn
Technology, Is currently underway with Implementation of the initial
components of an Enterprise Business Intelligence platform using
Oracle, informatica PowerCenter Advanced Edition, informailca Data
Quality Standard Edition, and Tableau wHh an expected
Implementation of the Infrastructure by 1,2/31/18.

1.2.5. There is an opportunity to organize data Into Information. Identity
meaningful «>cial applications and develop realistic, fad-based,
evidence-supported policies and programs; focudng the Department on
how to best address the current opiold cris/s. This opportunity requires
coordination, consideration and dedication In order to make use of data
and analytical resources by putting In place a holistic solution, which
makes use of advanced analytical tools, for use by all levels of
rewurces Including Department subject matter experts, data

'  scientists/analysts, program managers, and executives, as well as
stakeholders outside the Department. Health and Human Services ar>d
Department of Information Technology daff will work In concert with the
avvarded vendor to Imptement a solution that will be maintained and
operated by the State of New Hampshire subsequent to acceptance of
(he completed work.

1.2.6. This RFP provides Interested Vendors with the Information needed to
understand the desired Data Analytics Platform (DAP), assess the.level
of effort required to meet the defined requirements and to submit a
proposal for consideration that;

1.2.6.1. Enables the effective sharing, reuse, and governance of
Enterprise Business and Technical Services through the
deployment of the DAP;

1.2.6.2. Enables the vision for an interoperable approach to the
State's health and human services program data;

1.2.6.3. Enables New Hampshire to replace the current Department
data warehouse, which Is a collection of unconnected data
stores, with a true enterprise business intelligence DAP that
will be developed and deployed through a phased approach
for meeting the future technology needs of all of New
Hampshire's DHHS programs as follows:

201S«43/RFP.20ie-DPHS-1M}ATAA
Pao«3aOO
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1.2.6.3.1. Starting with the implementation of the essential
technical components and capabilities to meet the
State's functional needs for the opioid response,
followed by the expansion of technical and
functional capabilities to meet the needs of other
Department programs;

1.2.6.3.2. Ensuring an agile doelgn, development, and
Implementation approach to the Department
enterprise DAP and opioid dashboard;

1.2.6.4. Strengthens data sharing, worker coltaboration and decision
support at all levels through a new Department Enterprise
DAP drtven by a robust governance model.

1.2.6.5. Ensuring that the proposed Department Enterprise DAP
adhere to confidentiality and privacy requiremerits of state
rules and state and federal laws, including, but not limited lo"
42 CFR Part 2 and 45 CFR 160.162 and 164.

1.2.7. The Department's Intent is to evaluate the necessary software
8olu1ion(s). imptemcntation. maintenance and operations, and hosting
Mrvices In Ihe context of the RFP. The Department is interested In
proposals that demonstrate a creative approach to meeting the
requirements for the development of an Enterprise DAP. including a
new Business' Intelligence System and an Opioid Dashboard. This
dashboard will be used for both external (anonymous) and Internal
(role-based) access and uses (e.g.. Opioid Dashboard for both external
(anonymous) and Internal (role-based) access and uses.)

1.2.8. Prospective Vendors are encouraged to develop strategic partnerships
In blending the capabilities and skills necessary to develop the best
value solution for the Department.

1.2.9. The purpose of this RFP is to provide efficient information (o
Interested Vendors to prepare and submit proposals, presentations iend
demonstrations for consideration by the Department for
1.2.9.1. Designing, developing and implementing (DDI) the proposed

Enterprise DAP and Business Intelligence System that will
meet the known, expected, and future Interoperability needs,
Integrated reporting, afxJ shared analytics requirements of the
Department and the State

1.2.9.2. Project Management strategies to Implement solutions in a
short timeline

201M43mFP.201 MPMS-1 S4jATAA
P>9*4a«30
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1.2.9.3. Design and implementation of a Slate managed data
governance and management model

1.2.9.4. Providing on-^te user training and complete up-to-date
operational, tectinicai, and user documentation

1.2.9.5. inventory, migration and Irainlng of key staff to perform the
migration of existing data warehouse and reporting
environment as it related to the Opioid dashboard data
sources

1.2.9.6. Creation of an Opioid crisis dashboard leveraging multiple
data sources to allow for real time Information gathering (see
Appendix D-1 for high-level requirements diagram)

1.2.9.7. Conducting a post-implementation review and sign off period

1.2.9.8. Hosting and/or on premise support for the proposed system
during the phased DDI effort and proposed maintenance and
operations costs for post full deployment if hosted

1.2.10. This RFP contains instructions governing the Proposals to be
submitted and the material to be included herein; a description of the
solution to be provided; general evaluation crtteria; and other
requirements to be met by each Proposal.

1.2.11. The DAP will facilitate analysis that will lead to:

1.2.11.1. Strengthening the outcomes and value of the services
provided by the Department

1.2.11.2. Improving the care and well-being of Individuals and families
by enabling Integrated analysis of Intra-Departmenta) and
State data

1.2.11.3. Promoting a Department orgahizational structure that
encourages vtrorking across trBdillonal boundaries and
embraces change

1.2.11.4. The DAP will support the Department In achieving these
objectives through:

1.2.11.4.1. Data cleansing and quality Improvement

1.2.11.4.2. Integrating opiold-relaled data sets

1.2.11.4.3. Integrating other Department data
I

1.2.11.4.4. Improving system performance

1.2.11.4.5. Creating semantic, interoperability between
disparate data sets

201»4MamFP-201»-0PH5-1ft4}ATAA
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1.2.11.4.6.Creating hardware and software architecture
principals that will allow future scalabnity for
additional data,

1.2.11.4.7. Meta data management,

1.2.11.4.8. Data governance, and

1.2.11.4.9.Creating a system of consent and authorization so
that protected health information, substance use
disorder treatment information can be obtained, as
needed, and revocaUor^ can be tracked.

1.2.11.5. The Department rec^nlzes that a modem and contemporary
Information system is required to support the Department's
response to the Opioid Crisis and improving Department
programs' effldencies, effecliveness. outcomes and quality of
service.

1.2.11.6. High-level Functionality for the. Proposed System.

1.2.11.6.1. The proposed , system Is to have a DAP that
enables service levels, future upgrades,
replacement, and augrnenlatipn .allowing the
system to be incrementally modernized throughout
Its life ^ari. This Is required to enable the system
to fit the future Department needs without a
complete replacement.

1.2.11.7. The proposed system will continue to scale after the contract
completion to Incorporate, future data sets. Future systems
that will be Integrated Into the system ais time and funding
permits will include but not limited to:

1.2.11.7.1. Community Mental Health Services

1.2.11.7.2. Illicit' Drug Use Infectious Disease

1.2.11.7.3. Injury Prevention

1.2.11.7.4..Pub(ic Health Home Visiting

1.2.11.7.5. United. Healthcare Facilities Discharge Data Set
(emergency department visits and Inpallenl
discharges)

1.2.11.7.6. Naloxone Distribution by Hubs
1.2.11.7.7. Human Services Progrems (e.g., SNAP. TANF)

1.2.11.7.8. BRFSS (Behavioral Risk Factor Surveillance
Syslem)

201 MM3mPP-201»-DPH9-1 MATAA
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1.2.11.7.9.YR8S (Youth Risk Behaviof Survey)^

t.2.11.7.10. NSDUH (National Survey on Drug Use and
Hiealth)

1.2.11.7.11. PRAMS .(Perinatal Risk Assessment
Monitoring System)

1.2.11.7.12. Prescription Drug Monitoring Program

1.2.11.7.13. New Hampshire Hospital Electronic Health
Records

1.2.11.7.14. Housing, Employment Education

1.2.11.7.15. Criminal Justice

1.2.11.7.16. Prevention and Harm Reduction Programs

1.2.11.7.17. Suicide Prevention

1.2.12. Contract Award

The State plans to execute a Not to Exceed (NTE) $2,278,642
Contract as a result of this RFP to Include acquisition of nece^ry
hardware and software to meet the dellverabies of the proposed
system. If an award is made. It shall be made based upon evaluation
of the submitted Proposals in accordance with the review process
outlined in Section 5; Proposal Evaluation Process below. The award
wlll be based upon crtterta. standards, and weighting identified in this
RFP. The award may be awarded to a single or multiple vendors
based upon evaluation of the submitted proposals.

1.2.13. Non-Exclusive Contract

Any resulting Contract from this RFP wlll be a Non-Exclusive
Contract. The Slate reserves the right, at lls discretion, to retain other
Vendors to provide any of the Services or Deliverables identified
under this procurement or.make an award by item, part or portion of
an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act. or omission of such other Contractors,
except that the Contractor shall be responsible for any delay, act. or
omission of the other Contractors if such delay, act. or omission is
caused by or due to the fault of the Contractor.

2O1S^>4ampP-20ie-OPHS.1M)ATAA
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II a Conlract iis awarded, the Vendor must dblaln written consent from
the State before any public announcement or news release Is issued
pertaining to ariy Cbritract award. Such permission, at a minimum,
win be dependent upon approval of the Contract by Governor and
Executive Council of the State of New Hampshire. A Contrect award
is contingent on approval by the Governor and Executive Council.

1.3. . Contract term

Tlrrw is of the essence in the peffcrmance of a Vendor's obligations
under the Contract.

t.3.1. The Vendor shall be fully prepared to commence work within 10 days of
contract approval by the GSC full execution of the Contract by the
parties, and the receipt of required governmental approvals, including,
but not limited to, Governor and Executive Council of the State of New
Hampshire approval ̂ Effective Date'}.

1.3.2. The Vendor's Initial term will begin on the Effective Date and extend
through August. 31. 2019. The term may be extended up to four (4)
years CExtehded Term*) at the sole option of the State, subject to the
parlies prior wrttlen agreement on applicable foes for each extended
term, up to but not beyond AUGUST. 31.2023.

1.3.3. The Vendor shall commence work upon issuance of a Notice to
Proceed by the Slate.

1.3.4. The State does not require the Verxtor to commence work prior to the
Effective Date; however. If the Vendor cdmmendes work prior to the
Effective Date and a Notice to Proceed, such work shall be performed
at the sole risk of the Vendor, in the event that the Contract does not
become effective, the State shall tie under no obligation to pay the
Vendor for any costs Incurred or Services performed; however. If the
Cohlracf becomes effective, all .costs incurred prior to the Effective
Date shail be paid under the terms of the Contract.

1.3.5. Contract Negotiations and Unsuccessful Bidder Notice

1.3.5.1. If a Vendor is selected, the State will notify the selected
Vendor in writing of their selection and the Stjaite's desire to
enter into contract discu^pns. Uritil the State sifocessfully
completes discussions with the selected Vendor, all submitted
Proposals remain eligible for selection by the Stale, in the
event contract discussions .are unsuccessful with the selected
Veridor, the evaluation team may recommend another
Vendor.

20ie443mFP.20i e-OPHd-1 s^ataa
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1.3.5.2. In accordance with New Hampshire Statutes Chapter 21-
G:37-a. no Information shall be available to the public, the
members of the general court or Its staff, notwilhstanding the
provisions of RSA chapter 91-A: Access to Governmental
Records end Meetings, concerning specffic responses to this
RFP, from the time the RFP Is made public until the Contract
is actually awarded, In order to protect the Integrity of the
public procuremehl procaM. This meena unsuccessful
Vendors shall not be notified until after the. Governor and
Executive Council have approved the resulting Contract. No
Information can be provUed to non-selected Vendor until alter
Contracts are awarded, at which time rron-seiected applicants
may submit a written request for rhore Information abdul the
reasons for not being selected and recommendations that
may make future applications more effective. Such requests
are rrat considered appeajs. Once an applicant has
submitted a letter, the State will attempt to accommodate
auch requests within a reasonable time.

1.3.6. VENDOR ETHICS

From the time this RFP is published until a contract is awarded, no bidder
shad offer or give, directly or Indirectly, any gift, expense reimbursement, or
honorarium, as defined by RSa is-b to any elected offidal, public official,
public employee, constitutional official, or ftmify member of any such official
or employee wriio will select, evaluate, or award the RFP. Any bidder that
violates this section shall be subject to prosecution for en offense under rsa
6^0:2- Any bidder who has t>een convicted of an offense based on conduct In
violation of RSA2i/3:3a which has not been annulled, or who is subject to a
pending criminal charge for such an offense, shall be disqualified from
bidding on this RFP and every such bidder shall be disquallOed from bidding
on any RFP or similar request for submission issued by any state agency.

1.4. Subcontractors

1.4.1. The Vendor shall identify all Subcontractors to be provided to deliver
required Services subject to the terms and conditions of this RFP,
Including but not limited to. In Appendix H: State of New Hampshire
Terms end Conditions, and Appendix H-2S: General ConfrBcf,
Requirements herelrt.

1.4.2. The Vendor shall remain wholly responsible for performance of the
entire Contract regardless of whether a Subcontractor is used. The
State will consider the Vendor to be the sole point of contact with
regard to all contractual matters, including payment of any and all
charges resulting from any Contract.

201»-04SmFP.201S-DPHS.1 eOATAA
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2. SCHEDULE OF EVENTS

The following table provides the Schedule of Events for this RFP through Governor
and Council approval and Notice to Proceed.

EVENT DATE TIME

RFP released to Vendors (on or about) Oct;, 16.-2P18 12:00 pm

Notification to the State of the number of
representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23.2018 2:00 pm

(Mandatory or Optional) Vendor Conference;
location identified In Section 4.3: Vendor
Conference

Oct. .16, 2018 9:00 am

Vendor Inquiry Period ends (final Iriqulrles due) Nov. 5. 2018 2:00 pm .

Final State responses to Vendor Inquiries Nov. 13.2018 2:00 pm

Final date fer Proposal submission Dec. 10. 201.8 2:00 pm

Vendor Presentation & Oemo (2 hours) Dec. 17 6:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 -1:00 pm

Vendor ,Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec; 19 10:00 am

3. SOFTWARE, REQUIREMENTS AND DELIVERABLES
3.1. Software

.  Each Proposal must present Softvrare that can fully support the required
functionality listed in Appendix C: System Requirements end Deliverables.

3.2. Requirements
3.2.1. Appendix B: Minimum Standards for Proposal, Consideretioh,

compliance with System requirements, use of proposed
<COTS/SAAS> Software. Vendor Implementation experience, and
proposed Project Team.

201»-043mPP.201»-DPHS'1 MATAA
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3.2.2. Appendix C: System Requirements end Deliverebies. for scope of
work, requirements and Deliverables.

3.2.3. Appendix 0: Topics for Mendetory Narredve Responses for Software,
technical. Services and Project Management topics.

3.2.4. Appendix Ei Stenderds for Describing Vendor OuaZ/ffcaffons lncluding-
Vendor corporate qualifications, team organization and .key staff.
Project Manager, and other key staff candidates'qualifications.

3.3. Deliverables

The state classines Deliverables Into three (3) categories: Written Deliverabies,
Software Deliverables, and Non-Software deliverables. Pricing and sct>eduiing
informalton requirements for these.Dellverabtes are provided In Appendix F: Pricing
Worksheets. A set of required Deliverables as well as a list of Requirements for
theM Deliverables is detailed In Appendix .C: System Requirements end
Deliverebies. Appendix D; Topics for Mendetory t^ierretive f^espdnses sollcils
responses, which will expound on the Vendors' understanding of the
Implementation • process, the manner of Service delivery and experience with
similar projects related to the Software, technical Services, and Project
Management topics.

4. INSTRUCTIONS

4.1. Proposal Submission, Deadline, and Location Instructions
4.1.1. Proposals submitted in response to this RFP must be received by the

Deparlment. no later than the time and date specified in Section 2:
Schedule of Events. Proposals must t>e addressed to;- > •

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

c/o Brian Ovrans

129 Pleasant St.

CONCORD, NEW HAMPSHIRE 03301

4.1.2. Cartons containing Proposals must be dearly marked as follows:

STATE OF NEW HAfWiPSHIRE

Department of Health and Human Services

RESPONSE TO

DHHS RFP 2019-043mFP-2019-DPHS.19-DATAA

2010-Oia/RFP.2019.DPHS-1 MATAA
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4.1.3. Lrte submissions will not be accepted and wilt remain unopened.
Delivery of the Proposals shall to at the Vendors' expen^. The time
of receipt shall be considered when a Proposal has been offidalty
documented by the Department, In accordance with Its established
policies, as having been received at the location designated above.
The Slate accepts rto responsibility for mislabeled mail. Any damoge
that may occur due to shippirig shall be'the Vendor's responsibility.

4.1.4. Vendors are permitted to submit only one (1) Proposalfs) in response
to this RFP.

4.1.5. The State reserves the right to reject any and all Proposals and to
waive Informalities and minor irregutarttles In Proposals received and to
accept any portion of a Proposal or all Items bid if deemed in the best
Interest of the Secretary to do so.

4.1.6. All Proposals submitted In re^cnse to this RFP must consist of;

4.1.6.1. One (1) original and seven (7) clearly Identified copies of the
Proposal, including all required attachments,

4.1.6.2. One (1) copy of the Proposal Tronsmittal Form Letter
(described In Section 4.18.2: Transrrattal Form Letter, herein)
shall be signed by an official authorized to le^tly bind the
Vendor and shall be marked 'ORIGINAL.'

4.1.6.3. One (1) electronic copy on USB Flash Drive in MS WORD
format.

4.1.7. The original and all copies shall be .bound separately, delivered In
Maled containers, and permanently rnarked as indicated above. ' A
Vendor's disclosure or distribution of its Proposal other than to the
State will be grounds for disqualification.

rKe'ra^ Prqpoisal must be'labeled-cleariy^dnd Mated separately from the-
nain Proposal. "Each cost Proposal fone ,'m onoinal ar^'^ven f7i copies'
h'ust be bound separatelv.>r^

4.2. Proposal inquiries
4.2.1. All inquiries concerning this RFP, including but not limited to, requests

for clarifications, questlorrs, and any changes to the RFP, shall be
emailed, citing the RFP title, RFP hiimber, page, sectiori, and
paragraph and submitted to the following RFP Stale Point of Contact:

Brian Owens

Department of Health and Human Services

201M43rRFP*201ft'DPHS'1M>ATAA
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129 Pleasant St.

Concord. ,NH 03301

Telephorie; 603-271-9634

Email: BRIAN.OWENSeOHHS.NH.GOV

4.2.2. During the Vendor Inquiry Period (see Section 2: Schedule of Events)
Vendors are encouraged to submit questions via email; however, the
State assumes no liability for assuring accurate/complete email
transmission/receipt and is not responsible to acknowledge receipt.

4.2.3. Inquiries must be received by the RFP State Point of Contact (see
above) no later than the conclusion of the Vendor Inquiry Period (see
Section 2: Schedule of Events), inquiries received later than the
conclusion of the Vendor Inquiry Period shall not be considered
properly submitted and may not be considered.

4.2.4. The State intends to issue official responses to properly submitted
inquiries on of before the date specined' In Section 2: Schedule of
Events: however, this-date may.be subiect to change at the State's
discretion. The State may consolidate and/or paraphrase questions for
sufficiency and cterity. The State may. at Its discretion, amend this
RFP on its own initiative or in re^onse to issues fajsed by inquiries, as
H deems appropriate. Oral statements, represenialions, dariflcatloris,
or modincatlons concerning the RFP shall not be binding upon the
State. Offidal responses will be made In writing and postied as an
addendum to the Oepartment of Admlnlstralive Sefyices website,

4.2.5. Restriction of Contact \AMh State Ernployees

From the date of release of this RFP until an award Is made and announced
regarding the selection of a Vendor, at! communication with personnel
employed by or under Contract with the State regarding this RFP' is
forbidden unless first approved by the RFP State Point of Contact listed in
Section 4.2: Proposel Inquiries. Stale employees have been directed not to
hold confererKes and/or discussioris coricerhing this RFP with any Vendor
during the selection process, unless otherwise authorized by the RFP State
Point of Contact. • '

4.3. Vendor Conference

4.3.1, A non-mandatorv Vendor Conference will be held at the following
location on the date and at the time identiried in Section 2: Schedule of
Events:

bepartmeht of Health arid HumaniServices'

fj^Pleasant"^

ZOIMMSmFP.mS-OPHS-IMiATAA
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4.3.2. All Vendors who Intend lo subrnit Proposals are encouraged to ettend
the Ver^or Conference. ARendarice. by teleconferer>ce is permitted.
Conference numbers wtl) be erhailed (o registrants upon request.
Vendors are requested to RSVP via email by the date Identified In
Section 2; Schedule of Events. Indicating the number of Individuals who
will attend the Vendor Conference. Vendors ere aHowed to send e

maxirrium number of 2 representatfvas.

4.3.3. Vendors will have an opportunity to ask questions about the RFP and
the State will make a reasonable attempt to answer questions it deems
appropriate. Questions may include, without limitation, a request for
clarification of (he RFP; a request for changes to the RFP; suggestions
or changes to the RFP that could improve the RFP corripelitfp.n of lower
the offered price.; and to Review any applicable Documentation.

4.3.4. Vendors must email Inquiries et-least twenty-fbur (24) hours prior to the
Vendor Conference. No responses will be given prior to the Vendor
Conference. Ore) answers will not be binding on the State. The State's
final response to Vendor inquiries and any requested changes to terms
and conditions raiMd during the Vendor Inquiry Period will be posted to
the website by the date specified as the final State responses to
Vendor inquiries as specified in Section 2; Schedule of Events.
Vendors are responsible for any costs associated with attending the
Vendor Conference.

4.4. Alteration of RFP

Tt>e original RFP document Is on file with the State of New Hampshire,
Department of Administrative Services. Vendors are provided an electronic
version of the RFP. Any alteration to this RFP or any file associated with this
RFP is prohibited. Any such changes may result in a Proposal being rejected.

4.5. .RFP Adderxium

The State reserves the right to amend this RFP at its discretion, prior to the
Proposal submlsskxi deadline. Any addendurn Issued in response to the RFP will
be posted to the Department of Administrative Services website. In the event of
an Addendum to this RFP, the State, at its 'sole discretion, may extend the
Proposal submission deadline, as it deems appropriate.

4.6. Non-Collusion

The Vendor's signature on a Proposal submitted in response to this RFP
guarantees that the prices, terms and conditions, and Services quoted have been
established without collusion with other Vendors and without effort to preclude the
State from obtaining the best possible competitive Proposal.

20ie^j4amFP-2O1S>DPHS-1 MATAA
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4.7. Validity of Proposal

Propoaala must be valid for one hundred and eighty (180) days following the
deadline for submission of Proposals In Section 2: Sch9dulo of Events, or until the
Effective Dale of any resulting Contract.

4.8. Property of the State
All material received In response lo this RFP shall-become the property of the
Stale and will not be returned to the Vendor. Upon Contract award, the Slate
reserves the right lo use any Information presented In any Proposal.

4.9. Confidentiality of.a Proposal
A Proposal must remain confidential until the Effective Date of any resulting
Contract as a result of this RFP. A Vendor's disclosure or distribution of
Proposals other than lo the State will be grounds for disqualification.

4.10. Public Disclosure

4.10.1. Subject to applicable law or regulations, the content of each Vendor's
Proposal shall become public information upon the Effective Dale of
any resulting Contract.

4.10.2, Any Information submitted as part of a response to this Request for
Proposal (RFP) may be subject to public-dlsclosure under.RSA charter

Access to Govommental Records and Meetings. In addition In
accordance with RSA chapter 21.G-37- Finandal Jnformaiion
Regarding Requests for Bids end Proposals., any Contract entered Into
as a result of this RFP will be made acceMit)le to the public oniine via
the website Transparent NH fhttp://w^ nh.oovAfansbarentrShA.
Accordingly. buslr>ess finandal information and' propfletary Information
such as trade secrets, business and finandals models and forecasts,
and proprietary formulas may be exempt from public disdosure under
BSA chapter 91»A:S. IV; Exemptions'. If you Ixlieve any information
being submitted in response to a Request for Proposal, bid of
Information .should be kept confidential as finandal or proprietary
Information; you must specifically identify that information in a letter to
the agency, and should mark/stamp the materials as such. Marking of
the entire Proposal or entire sections of the Proposal (e.g. pridng) as
confidential will neither be accepted nor honored, Notwithstanding any
provision of this RFP to the contrary, Vendor pricing will be subject to
disclosure upon approval of the Contrad by Goverrwr and Council.

201S-043/RPP-201»-DPHd-1d-0ATAA
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4.1,0.3. Generally, each proposal shall become public informalion. upon the
approval of Governor and Council of the resulting Contract, as
detemilned by the Slate . Including but not limited to. RSA cha pter 9i.a-
Access to GovemmonttI Records and Maatings (Right to Know Law).
The State wlli endeavor lo mainlaln the confidentiality of portions of the
Prcposa.I that are clearly and properly marked confidential. If a request
l8 rhade to the State to view portions of e Proposal that the Veridor has
properly ar^ dearty martted confidential, the Stale will notify the

■  Vendor of the request and of the date and the State plans to release
the records. A designation by the Vendor .of informaUon It believes
exempt does not have the effect of making such information exempt.
The State will determine the Information It believes is property
exempted from disclosure. By submitting a Proposal, Vendors egrec
that unless the Vendor obtains a court order, et its sole expense,
enjoining Ihe release of the requested information, the State may-
release the requested Information on the date specified In the State's
notice without any liability to the Vendors.

4.11. Security
4.11.1. The State must ensure that eppropriate levels of security are

Implemented and maintained In order to protect the. integrity and
reliability of Its Information Technolo^ resources. InformaUon, and
services. State resources, information, and services must be available
on an ongoing basis, with the appropriate Infrastructure and security
controls to ensure business contlnutty and safeguard Slate networks
Systems and Data.

4.11.2. The State will evaluate the degree to which the proposed System Is
designed and architected to ensure the confidentiality and integrity of
its valued asset, Data.

4.12. Noh-Commltment
I, • ■ .

Notwithstanding any other provision of this RFP. this RFP does not commit the
State to award a Contraci. The State reserves the right, at Its solf discretion, to-
reject any and all Proposals, or any portions thereof, el any time; to cancel this
RFP; and to sollcft new Proposals under a new acquisition process.

4.13. Proposal Preparation Cost \

By submitting a Proposal, a Ver>dof agrees that in no event shall the Stale be
either responsible for or held liable for any costs Incurred by a Venttor in the
preparation of or in connection with the Proposal, or for work performed prior to
the Effective Date of a resulting Contract.

4.14. Oral Prescntatlorta/lniervlews and Discussion

20ia^MmFP.201 S-DPHS-1 »OATAA
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The State rese(v.es the right to require Vendors to make oral presentations of their
Proposals andyor to make available for oral presentattons/lntervlews the IT
consultants proposed to Inriplement the COTS/SAAS appticatloh. All costs
associated with oral presentations/Interviews shall be bome entirely by the
Vendor. Vendors may be requested to provide demoristratlons of their proposed
Systems as pah of their presentations.

4.15. Required Contract Terms end Conditions

By submitting a Proposal, the Vendor agrees that the State of New Hampshire
terms and conditions, contained in Appendix H: State of New Hampshire Terms
end Conditions herein, shall form the basis of'any Contract resulting from this
RFP. In the event of any conflict between the State's lerrhs and cohditlohs and
any pohion of the Vendors Proposal, the State's terms and cdnditlon'S shall take
precedence and supersede any and all such conflicting terms and conditions
contained in the Vendor's Proposal.

4.16. Proposal Format

Proposals ishouid follow the following format;

4.16.1.1. The Proposal should be provided In-a three-ring binder.

4.16.1.2. The Proposal should be printed on white paper with
dimensions of 8.5 by 11 Inches wilh right and left matins of
one (1) Inch.

4.16.1.3. The Proposal should also be submitted electronically via CD.
4.16.1.4. The Proposal should use Times New Roman font vvith a size

no smaller than eleven (11).

4.16.1.5. Each page of the Proposal should include a page number and
the number of total pages and identification of the Vendor In
the page footer.

4.16.1.6. Tabs should separate each section of the Proposal.

4.16.1.7. Exceptions for paper and font ^es are perrhlsslble. for:
graphical exhibits, which rnay be printed on white paper with
dimensions of 11 by 17 inches; and material ln appendices.

4.17. PropoMi Organization
Proposals ̂ ould adhere to the following outline and should not Include Iterhs not
Identified in the outline.

4.17.1. Cover Page

•4.17.2. Transmittal Form Letter

4.17.3. Table of Contents

20ie^M3mFP-201»-DPHS>1»4)ATAA
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4.17.4. Section I: Executive Summary

4.17.5. Section II: Gtowary of Terms and Abbreviations

4.17.6. Section III: Responses lo Requirements and Deliverables

4.17.7. Section IV: Narrative Responses

4.17.8. Section V: Corporate Oueliricatlons

4.17.9. Section VI: Qualifications of key Vendor staff

4.17.10. Section VII: Cost Proposal

4.17.11. Section VIII: Copy of the RFP and any signed Addendum (a) -
<rBqulrBd in original Propose/ only>

4.17.12. Section IX: Appendbt

4.18. Proposal Content

4.18.1. CoverPage .

4.16.1.1. The first page of the Vendor's Proposal should be, a cover
page containing Ihe following text:

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

RESPONSE TO DHHS RFP 2019-043ff?FP-2019-DPHS-19-DATAA

DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

4.18.1.2. The cover, page should also include the Vendor's name,
contact person, contact telephorie number, address, city.
Slate, zip code, fax number, ertd email address.

4.16.2. Transmlttal Form Letter

The Vendor must submit signed Transmlttal Form Letter with their response
using the Transmlttal Form Letter Template provided herewith. Any
electronic aileralion to this Transr^fttal Form Letter is prohibited. Any such
changes may result In a Proposal being rejected.

Romalndor of this page Intantloholly loft blank

201M43mFP-20lS.DPH».1«>ATAA
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State of Ne'vy kampshife Proposal Transmittai.Formletter

Cpmpa.ny
Name

Address

To; NH DHHS State Point of Contact: BRIAN OWENS

Telephone 603.271-9634

Emalt^BRIAN■OWENSfl)DHHS.nh■cov
RE: Proposal Invitation Name; DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

Proposal Number: 2019-043/RFP-2019-DPHS.19.0ATAA
Proposal Due, Date and Time: <MbNTH- DAY- YEAR> AT"<TIME>

Dear Sir:

Company Name: | hereby offers to sell to the State of New
Hampshire the Services indicated In RFP NH DHHS RFP 2019-Q43/RFP.2019-OPHS.1S.
DATAA DATA ANALYTICS PLATFORM FOR OPIOID CRISIS at the price(s) quoted In
Vendor Response Section VII: Cost Pmpossi, and Appendix F: Pricing Worksheets, in
complete accordance with all condliions of this RFP and all Spedficatlons set forth in the
RFP and In the Slate of New Hampshire Terms and Conditions outlined In RFP Appendix
H: Stete of New Hampshire Terms end Conditions.

Company SIgnor: Is authorized to legally
obligate
Company Name: .

We attest to the fact that:

The company has reviewed and agreed to be bound by ell RFP terms and condllio'ns
including but not limited to Appendix H: State of New Hampshire Terms and Corididons,
which shall form the basis of any Contract resutting from this RFP; No new terms and
conditions have been added and no existing terms and conditions have been deleted In
this RFP Proposal.

The Proposal Is effective for a period of 180 days or until the Effective Dale of any
resulting Contract.

201»^43mFP.301»>DPHS.1M)ATAA
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The prices quoted In Ihe Proposal were established wllhout collusion with other
eligible Vendors and without effort to preclude the State of New Hampshire from obtaining
the best possible competitive price; end

The Vendor has read and Included a copy of RFP-20t9-043/RFP.2019-DPHS-19^
DATAA and any subsequent signed Addendum (a).

Our official point of contact Is

Title-

Telephone Email

Authorized Signature Printed

Authorized Signature
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4.18!3. Table of Contents

The Vendor must provide a table of contents with coirespondlno page
numbers relating to Its Proposal. The table of contents must-cdrifofrn to the
outline provided In Section 4.17; Proposal Organization. b*j\ should provide
detail, e.g.. numbering, level of detail.

4.16.4. Section I: Executive Summary

The executive summary, which must not exceed five (5) pages, must Identify
how the Vendor satJsfie& the minimum standards for considisratipn. which are
described In Appendix 8; Minimum Standards for Proposal Considaration, to
this Request for Proposals. The executive summary will also provide an
overview of the Vendor's proposed Solution and Senrlces. Vendors are
encouraged to highlight those factors that they believe distinguish their
Proposal.

4.18.5. Section II: Glossary of Terms and Abbreviations

The Vendor must provide a glossary of ell terms, acronyms, and
abbreviations used In Its Proposal.

4.18.6. Section III: Responses lo System Requirements and Deliverables
4.18.6.1. System requirements are provided in Appendix C: System

Raqulrements and Oalivarables.

4.18.6.2. Using the response tables In Appendix C: System
RB<julremants and DeliverablBS, the Vendor must document
the ablltty to meet the Requirements and Deliverables of this
RFP.

4.16.7. Section IV; Narrative Responses

Section IV solicits narrative responses describing the Software. Technical
Services and Project Management topics defined for this RFP Project!
Appendix D: Topics for f^andatory Narradva Responses Is organized Into
sections, which correspond to the different deliverables and aspects of. the
scoring process of the Proposal. Discussion of each topic must begin on a
new page.

.4,18.6. Section V: Corporate Qualifications

Section V should provide corporate qualifications of all firms proposed to
participate In the Project. Specific information to be provided is described In
Appendix E: Standards for Describing Vendor Quallffcaiions • Section E-1:
Requlrod Information on Corporate Qualiffcations.

4.16.9. Section V): Qualifications of key Vendor staff

201 a-(M3/RFP-20l S-OPHS-iftOATAA
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This Proposal section must be used to provide required Information on key
Vendor staff. Specific informetlpn to be provided Is described In Appendix E:
Standards for ■ Describing Vendor QOallflcatlons - Sections: E-2: Teem
Orgenlzation end DeslgnaOoh of Key Vendor Staff. E-3: Candidates for
Project Manager, and E-4: Candidates for Key Vendor Sfeff Roles.

4.18.10.. Section VII: Cost Proposal

The Cost Proposal must describe the proposed cost of the Vendor Proposal
based on and reflerted by the inclusion of the completed tables listed In
Appendix F: Prfc/npiVorks/jeef^

NOTE: Section VII Cost Proposal, must become public information end es
such shell not be made confidential or proprietary. Proposals subrriitted with
all or part of the Section Vll labeled conlfdential or propriataiy shall not be
considered response and shell not be accepted.
4.18.11. Section VIII: Copy of the RFP and any sighed Addendum (a)

NOTE: Required'ln original Proposal only._
4.18.12., SECTION IX; APPENDIX- This section provided for extra

materials as referenced In Appendix D: Topics for Mandatory Narrative
Responses such as Product Uterature. Ad. Hoc/Federal Reporting.
Interface Standards. Testing (For UAT Plan) arid Status Meetings and

■ Reports.

Remainder of this page tntentJonelly left blank
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5. PROPOSAL EVALUATION PROCESS

5.1. Scoring Proposals
5.1..1. Each Proposal wrill be evaluated and considered with regard to the

Solution and Services proposed, qualincatidris of the Vendor and any-
Subcontractors, experience end.quallflcations of proposed candidates
and cost.

5.1.2. If the State, determines to make an avrard. the State will Issue an intent
to award notice to a Vendor based on thew evaluations. Should the
State be unable to reach agreement vvtth the selected Vendor during
Contract discussions, the State may then undertake Contract
discussions with the second preferred Vendor and so on. Such
discussions may continue at the sole option of the State, until an
agreement.is reached, or all Proposals are rejected.

5.1.3. The State vAW use a scoring scale of 1000 points, which shall be
applied to the Solution a's a \whole. Points will be distributed among the
following factors;

5.1.3.1. 200 points • Proposed Software Solution; '
5.1.3.2. 250 points - Vendor's Technical, Service and Project

Management Experience;

5.1.3.3. 100 points - Vendor Company:

5.1.3.4. 200 points - Staffing Qualifications;

5.1.3.5. 250 points - Solution Cost (Rates and Pricing); and
5.1.3.6. 1000 points-Total Possible Score.

5.2. Rights of the State In Evaluating Proposals
The State reservcs the right to;

5.2.1.Consider arty source of Iriformalion including but not limited to: State
employees, Internet research and ratirig agerlcies. in evaluating
Proposals;

5.2.2. Omit any planned evaluation step If, in the Stale's view, the step Is not
needed;

5.2.3. At Its sole discretion, reject any and all Proposals at any lime; and
5.2.4. Open Contract discussions with the second highest scoring Vendor, if

the State Is unable to reach an agreement on Contract terms with the
highest scoring Vendor.

5.3. Planned Evaluations

20ie-043mFP.201 MPKS.1 SOATAA
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The State plans to use the following process;

5.3.1. Initial screening:

5.3.2. Preliminary scoring of the Propolis;

5.3.3. Oral Interviews and product demoristrations; and

5.3.4. Final evaluation of Proposals.

5.4. Initial Screening

The State, wil) conduct an Initial screening step to verity Vendor compliance
with submlssloh requlremerits and to confirm that the Proposal satisfies the
conditions defined in Appendix B: Minimum Standards for Proposal
Cons/deref/o/j. A Proposal that fails to satisfy either submission requirements
or miriimum standards may be rejected withoul further consideration.

5.4.1. Preliminary Scoring of Proposals

The State wlll establi^ an evaluation team to initially score Proposals and
conduct reference checks.

5.4.2. Oral Interviews and Product Denionstralions

Preliminary scores from the initial evaluation of (he Proposals will be used
to select Vendors (o Invite to oral Interviews end product demonstrations.

5.4.2.1. The purpose of oral Interviews and product demonstrations is
to clarify and expound upon ihfpnrhatlon provided In the
written Proposals. Vendors are prohibited from altering the
basic substance of their Proposals during the oral interviews
and product demonstrations.

5.4.2.2. For each Invited Vendor, the oral interview and product
demonstrations will be two (2) hours In length. A highly
stnictured agenda vrlll be used for oral Interviews and product
demonstrations to ensure standard coverage of each invited
Vendor. Information gained from oral Interviews and product
demonstrations wlll be used to refine scores assigned from
the Initial review of the Proposals.

5.4.3. Best and Final Offer

The Slate will not be requestirig a Best and Final Offer.

5.4.4. Final Evaluation

201 S-O43mFP.201 MPHS-1MJATAA
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The State will conduct final evaluations as a culrninaDon of the entire process
of reviewing Vendor Proposals and information gathering. Reference arxt
background checks sviti be made for finalist or finali^s as appropriate. After
making a preliminary determination of award or awards, the Slate reserves
the right to conduct site viisl|8 to a Vendor location and/or government site(s)'
that utilizes the Vendor Software.

5.5. Scoring Detail

The State will select a Vendor based upon the criteria and ̂ andards contained In
this RFP.

5.5.1. Scoring of the Proposed Software Solution

5.5.1.1. The Vendor's Proposed Software. Solution will be allocated a
maxiinufh score of (200) points. The main purpose of this
section Is to measure how well the Solution rrieets th'e
business rveeds of the Agency. The contribution of scorir>g
team members representing all stakeholders will be critical In
this section.

5.5.1.2. Factors inotude but are not limited to;

5.5.1.3. Vendors must include a proposed architecture for the DAP.
which integrates data from source systems and meets, or
exceeds, the following minimal requirements:

5.5.1.3.1. Provides a framework for organization of data,
information mar>agement and technology systems
required to build aruf implement the system,

5.5.1.3.2. Allows for data components of the .architecture to
indude Internal and external sources of structured
and unstructured data users require to analyze the
opiokf crisis.

5.5.1.3.3. Indudes data integration,, data cleansing and the
development and Implementatidn of data
dimendonal rules.

5.5.1.3.4. Describes the conceptual and logical technology
components required to present information to
users and enable them to analyze the data and its
Impacts,

5.5.1.3.5. Allows for the ability to drill dovm on report data to
varying layers of detail.

5.5.1.3.6. Allow for the extraction of patterns and knowledge
from large amounts of data.

2010>043mFP.20ie>DPHS-1 MATAA
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5.5.1.37.. Provide predictive anatysls. based upon data,

5.5.1.3.6. Provides browser-ba^d solution to support all
major browwrs.

5.5.1.4. Software Architecture-

5.5.1.4.1. Consider the following statl^ice end growth
essumptions as baseline requirenrients for the
formulation of their proposal to the State and sizing
of ell technical elements (e.g., servers, storage,
networking,, software) that are required to deliver
the systern to the state.

5.5.1.4.2. Specify all equipment (\1 any) required for the
development and operations of the solutions and
requirements defined in this RFP,. The equipment
wiii be ccrhprised of industry standard arid readily
available components. Define all requirements and
provide a Bill of luiaterials for all Hems that will be
ordered and Implemented upon review end
agreement by the Department

5.5.1.4.3. The overall infrastructure and equipment must be
sized in accordance with planned use and be
inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors
and other Hems as required to cpmprehensivoly
support development and ongoing operations for
all required environments.

5.5.1.5. Application - <NbTE; Is there a user group for the.
application? How long has H been in operation?'What is Hs
market share? Is cost of upgrade shared' by user groups or
the sole resppnsibilHy of the State? Is this Included With the
cost of Software Maintenance? How are future upgrades
determined? These and other factors v^H help the State to
understand the costs and opportunities of using this Soflvyere
In the ftjture. >

5.5.1.6. Features - <NOTE: How well does the SolutJoh do the things
the System needs to do? >

5.5.1.7. Compatibility with State Systems - <hiOTE; The degree to
which the System.uses, technologies similar to other State
systems, ease of System modification, integration and data
storage. >

201 »443mFP.2010.0f^1 MATAA
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5.5.1.8. User F.riendlinessAJsabnity and Efficiency - <NOTE: How
quickly can users perforrn a needed task? How easy Is It to
learn, Is It Intuitive? Is Its navigation and internee similar to
other Software used? How steep Is the learning curve? >

5.5.1.9. Criteria for these scores will be found In but are not.lim'ited to:

5.5.1.9.1. Proposal Section III: Responses to Requirements
and Deliverables

5.5.1.9.2. Attachment C-2; Requirements <NOTE:
particutarty business re'quirement8>

5.5.1.9.3. Proposal Section IV; Narrative Responses

5.5.1.9.4. Vendor Presentation and Demonstration

5.5.2. Scoring, of Vendor Technical, Service, and Pro)ect Management
Prpposa)

5.5.2.1. Vendor proposed Services will be allocated a maxIrriOrh ̂ re
of (260) points. <NOTE: in this sectloni the State will score
the technical merits of how the' Vendor proposes to-carry out
the implementation and maintain the Solution. The
Implementetlon of the Solution will require the Vendor to
custombe of coriHgure the applicatloh to meet the
requirements of the State, monitor and ensure its operation
throughout the Warranty Period and. If maintenance is to be
provided, to be a partner In the Solution's operation
throughout its usefut. life. Technical details of the System,
administrative procedures, how the Vendor manages Its
team, the Project and the technical environment will be
critical. How compatible Ihe Vendor's procedures ar>d
technologies are with the State contribute to an assessment
of risk both in the short and long term.>

5.5.2.2. Factors include but are not lirnlted to:

5.5.2.3. Protection, of Data - <NOTE: The degree to wtilch
continuous operations are insured against unexpected
problems.>

5.5.2.4. Compatibility with State IT Expertise and Training
Approach - < NOTE: What Is the degree to which the
System uses technologies which may be supporled by State
personnel.>

201frO43mFP.201 a.OPHS.I S-OATAA
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5.5.2.5. Project Execution - .< NOTE: Oo company procedures
facfiltate: communication with the State, the early discovery
and resolution of problems, efficient and effective operation
throujgh Implementation and an effective support structure of

• the System.*

5.5.2.6. Project Management Competence - < NOTE:
Admlnlstrptlvo, management quality control and overslghl.*

5.5.2.7; Ongoing Operations - < NOTE: Post warrant operation
and support.*

5.5.2.8, Criteria for these scores will be found in but are not limHedlo;

5.5.2.0,1,. Proposal Section ill: Responses to Requirements
and Deliverables

5.5.2.8.2. .Proposal Section IV; Narrative Responses
5.5.2.8.3. Attachment C-2: Requirements

5.5.2.8.4. Proposed Wor1( Plan

5.5.2.8.5. References

5.5.3. Scoring of Vendor Company

5.5.3.1. Vendor Company qualifications will be allocated a maximum
score of (100). It must be established thel the Vendor
Company is capable of carrying out the Project through
Implementation, the Warranty Period and the maintenance
period.

5.5.3.2. Factors Include but are not limited to:

5.5.3.2.1. How long fn business - <n6tE: A proven track
record of operation for a number of years that the
company will continue to support,the. System*.

5.5.3.2.2. How nurw years' experience with this product
- 4N'07^Demonstraled'"compet^t^'''lh working
with the proposed product or Technology.*

5.5.3.2.3. Bench Strength and support structures —
<NOTE; The State will consider, "the depth of
required technical skill within the company as well
as the Vender's plan for knowledge transfer to
State staff.*

201MU3/RFP-201^DPHS.1MiATAA
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5.5.3.2.4. References - <NOTE: The measure of a
company's worth Is more, accurate when made by
a third party thai has collaborated wtth the Vendor
on a similar Pro}ect.>

5.5.3.2.5. Litigation - <NOT£: The relevance of
Involvement of the company in litigation will bet
considered.>

5.5.3.2.6. Fihanclal Strength - <NOTE.: Financial strength
when measured by financial statements or a rating
bompany is an indication of the company's ability
to operate long term and through unexpected
problerns.>

5.5.3.2.7. Crfteria for these scores Mnll be found in but are not
limited to;

5.5.3.2.7.1. Proposal Section V: Corporate
Qualifications

5.5.3.2.7.2. Vendor Presentations

5.5.3.2.7;3. References

,5.5.3.2.7.4. Financial Information

5.5.4. Scoring of Vendor Staffing Qualifications

5.5.4.1. Vendor Staff must have the training end experience to
support the Vendor companies plans to Implement .and
support the System. Vendor Company qualifications will be
allocaf^ a maximum score of (200)

5.5.4.2. Factors include but are not limited to:

5.5.4.2.1. Staff Training - <NOTE: Staff rhust have relevant
•training to carry out the Project,>

5.5.4.2.2. Staff Certifications — < NOTE; Staff may require
spedfic Certiricatlon to support and configure
needed equipment and Software. >

5.5.4.2.3. Staff Experience - <Tr8lnlng and certification Is
Important but experience with similar Projects will
be a major contributor to a smooth
lmptementatlon.>
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5.5.4.2.4. Size and composition of Vendor Team - <Are

there sufficient staff resources and sufficient
qualifications aryj experience within the Vendor
teem to carry out the Pro)ect7>

5.5.4.2.5. Criteria for these scores will be found in but are not
limited to:

5.5.4.2.5.1. Proposal Section V: Corporate
Qualiricatlon

5.5.4.2.5.2. Proposal Section Vi:' Qualifications of Key
Staff

5.5.4.2.5.3. Verxfor Pre^ntations

5.5.4.2.5.4. References

5.5.5. Scoring the Software Solution Cost

5.5.5.1. Vendor proposed Software Solution cost will be allocated a
maximum score of (250) points. The Slate will consider the
Impiementatidn services costs, provided in Tables >.1:
ActiviSos/D^liverables/Milestones Pridng Worfrs/ieof. F-4:
Software Ucensing. Maintenance, and Support Pricing
Woi1<shael and. If appropriate. F.5: Wab Site Hosting.
Maintenance, and Support Pricing WorHsheat. The cost
information required in a Proposal is.intended to provide a
sound basis for comparing costs.

<NOT£: THE FOLLOWING FORMULA WILL BE USED TO ASSIGN
POINTS FOR COSTS:>

<NOTE: VENDORS COST SCORE- (LOWEST PROPOSED COST /
VENDORS PROPOSED COST) TIMES

NUMBER OF MAXIMUM POINTS FOR SOLUTION COSTS DEFINED IN
SECTION 5.1: SCORING PROPOSALS. >

<NOTE: FOR THE PURPOSE OF THIS FORMULA. THE LOWEST
PROPOSED COST IS DEFINED AS THE LOWEST COST PROPOSED BY
A VENDOR WHO FULFILLS THE MINIMUM QUAUFICATIONS.>

Remainder of this page Intentionally left blank
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APPENDIX A; BACKQROUND INPORMATiON

APPENDIX A: BACKGROUND INFORMATION

1. A-1 Health.and Human Services

The Health and Human Services is responsible for the health, safety and
wctl-being of the citizens of New Hampshire. OHHS. provides services for
Individuals, childrert, families and seniors, and administers programs and
services such as mental health, developmental disability, substance abuse,
and-publlc health.

1.2. The mission of the Health and Human Services is to Join communlUea and
families in providing opportunities for citizens to achieve health and
Independence

1.3. Project Overviewyjustlflcatlon

1.4. In addition to the Project Overvfevy section Included In the Introduction the
Goels and Objectives for CORbi:

1.4.1. Implemenl a Data Governance and Analytic Strategy to focus the
organizations resources (human and fundlr>g) to increase the
availability of information for Informed decision making.

1.4.2. Automate and consolidate disparate Information systems to provide
a single place for the citizens of New Hampshire to visually obtain
Information surrounding the Opioid crisis.

2. A-2 Department of Information Technology and
Technology Status
The Project will be conducted In cooperation with the" New Hampshire Department of
Information Technology (DolT). DolT coordinates the statewide Information
Technology activities.

2.1. A-2.1 Technical Architecture

Componerits of the State's technical architecture Include;

201»^4amFP.201MPHS-1»OATAA ■ Appcndlcts
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2.1.1. State Netvsrortt Environment; The State of New Hampshire operates
a MctropolttafvAfea.-Network (MAN) in the City of Concord. NH
using a combination of leased and owned fiber optic cable. State of
New Hampshire locations outside of the Concord. NH main facility
ere connected via multiple wide-area networks using various
tachnolpgias including Carrier Ethernet Services, Microwave
Wireless and VPN Tunnels over the internet. State Agency
Networks have varying levels of integration and connectivity to the
statewide core for resource sharing and centralized .administration
by the Department of Information Technology (DolT). State
agencies conned to the State's central core .network location In
Concoid to fadlitate access to e-mail, the Internet, ar^ the State's
finandal applications. Oired support is provided for twenty-one
partner agencies; other State agencies support their own networks,
out-source the support, or use the resources of another agency.

2.1.2. internet Access; The State of New Hampshire has purchased thru
ARIN its owT) External IP Address Range and Autonorhpus System
Number. The State advertises its Eirternai IP Space and
Autonomous System Number to two different intemel Service
Providers so es to provide failover In the event of a single ISP
network failure.

2.1.3. The State uses VMVVare for Windows server virtuaiizatlon and
virtual hosts are deployed at two separate State carhpus sites!
VMWare provides a highly scalable and high avallaWllty environment
for the Slate's many Agencies, tf a virtual host fails. VMWfare
automaticalfy fails over ail of the virtual servers on that host to
another host. The EMC Netwoiker produd. Is used to manage
backups for this environment utilizing Data Domain as (he disk to
disk repository.

2.1.4. For the State's Oracle enterprise systems, an Oracle/Linux Solution
(OVM) Is used for the virtual environment. Simifar to the wlr^dows
environment, this Solution provides a highly .scalable and high
availability environment and also utilizes the EMC Networttef and
Data Domain backup Solution. Data Domain Is aiso employed to
meet the backup requirements within OVM.

2.1.5. The stale's current Enterprise Business IntelligcfKe platform
consists of Oracle, Informatica PowerCenter Advanced Edition.
Infbrmatlca Data Ouality Standard Edition, arid Tableau.

2.2. A-2.2 Future Systems Environment
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2.2.1. Future design and development efforts should conform to the
emerging environment as defined by current Information technology
initiatives, the New Hampshire Statewide Strategic information
Technology Plan, and the State's e-Govemment.Archiiecture Plan.

2.2.2. This environment Is end user centric, utilizing the internet and Web
whenever possible, promoting electronic transactions, and
centralized common services (wcurity, e-payment. content search)
where possible.

3. A-3 Related Documents Required
Vendors are NOT required to submit these certificates with ihelr Proposal. Vendors svill
be required to be a registered company In New Hampshire. The certificates yvill be
requested from ttVe selected Vendor prior to Contract approval.

3.1. Certificate of Good Standing/Authority (Appendix G-3-item A) dated after
April of the current year and available from the Department of State by calling
(603) 271 >3244 or (603) 271 •3246. Forms are also available on:
http://sos.nh.gov/forTn8taws.flsax

3.2. Certificate of Vote (Apperrdix G-3-item B)
3.3. Proof of Insurance compliant with Appendix H: State of New Hampshtra

Taims and Conditions.

4. A-4 State Project Team
state hlgh^evel staffing for the. Project will include:

•  Project Sponsor;

•  State Project Manager;

•  State IT Manager;

•  Technical Support Team;

•  Business Process Owners; and

•  User Acceptance Testing Team.

4.1. A-4.1 Project Sponsor

The Project Sponsor. Lisa Morris and Katja Fox. will be responsible for securing
fi^ndng and resources, addressing issues brought to his attention by the State Project
Manager, and assisting the State Project Manager in promoting the Project throughout
the State. Tho Project Sponsor or an appropriate deslgnee will be available to resolve
issues on a timely basis.
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4.2. A-4.2 State Project.Manager
The State Projecl Manager from the Health and Human Services
Project Management Office Projecl. will be responsible for
everything that the Project does or falls to do. and has the primary
responsibility for seeing to the Project's success.

4.2.1. The Slate Project Manager for Health and Human Services, will be
respofwible for working with the Hearih.and Huritan Seivlccs staff.
State IT Manager, and the Vendor to ensure appropriate execution
of the contract. The State Project Manager will be primary point of
contract for the Vendor and business user and will interact with the
Vendor to address questions or concems encountered by users as
they arise.

Primary Responsibilities Include;

4.2.1.1. Leading the Project;

4.2.1.2. Promoting the Project statewide;

4.2.1.3. Developing Project strategy and approach;

4.2.1.4. Engaging and managing all Vendors;

4.2.1.5. Managing significant issues and risks; and

4.2.1.6. Managing stakehoWers' concerns.

4.3. A-4.3 State IT Manager-
The Stale IT Manager will provide IT support to the State Projecl Manager and
be the liaison for State IT requirements.

4.4. A-4.4 State technical support team
The State's Technical Support Team supports the currenl Safely Database tracking-
software. During this projecl this team will serve as subject matter experts and will be
heavily involved in early planning ar>d design activities for the System Tracking
replacement environment.

Primary responsibilities include:

4.4.1. Supporting the project as a technical resource and subject matter
expert;

4.4.2. • Assisting with data conversion planning and design;
4.4.3. Assisting with data clean-up prior to conversion; ar^d

4.4.4. Assisting in the development of system security, operational support
models, and systerh architecture planning activUles.

}
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4.5. A-4.5 Business Process Owners

The State's Business Process Owners will serve as subject matter experts and
■will be heavily involved throughout all aspects of the Implementation.
Primary responsibilities include:

4.5.1. Participate In gap analysis work sessions;
4.5.2. Serve as subject matter experts in regard to the current system and

existing business processes;
4.5.3. Help define to be' business processes;
4.5.4. Active Involvement in testing activities; and
4.5.5. Serve as liaisons between business operational departments and

the Vendor's project teem.

4.6. A-4.6 User Acceptance Testing (UAT) Team
N/A

Remalndorof this page IntenUonalty left blank
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APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL
CONSIDERATION

A Propoaal that falls to satisfy the requirements irt this section'may be rejected without
further.consideration.

1.B-1 Submission requirements
1.1. The Proposal is date and time stamped before the deadline as defined In

Secbon 2: Schedule of Events. The Wndof has sent the proper number of
copies with the original version of the Proposal marked •ORIGINAL' and the
copies marited 'COPY* as defined in Section 4.1: Proposal Subrnssion.
Deadline, end Location Instructions:

1.2. The original Proposal Includes a signed Transmlttal Letter accepting all terms
and conditions of the RFP without exception.

1.3. The proposed escrow agreement shall be submitted with the Vendor's
Proposal for Review by the State.

2. B-2 Compliance with System Requirements
System r^iilremenls and Delfyerabtes are listed In Apperxllx C: System Requirements
arid Dellverablas In this RFP. The proposed Vendor's Solution must be able to satisfy
all mandatory requirements li^ed.

3. B-3 Current Use of Vendor Proposed Software - Current
Implemented Sites of Vendor proposed Software or
Solution <NdTE: IF APPLICABLE>

Components that constitute the Vendor's proposed Software or Solution suite must be
fully Implemented and Operational In.at least three (3) government entitles comparable
in size and oomplexlty to the State of New Hamp^lre within the last four (4) years.
The specific Vendor proposed Software version and ftjnctlonalily must be described.

4. B-4 Vendor Implementation Service Experience The
Implementation Vendor must have completed the Vendor proposed Software or
Solution Implementation for at least <three> (3) government clients comparable in
size and complexity to the State of f^lew Hanipshire within the last <four> (4) years..
The specific Vendor proposed Software or solution must lie described.

5. Bf5 Proposed Project Team
The proposed Profect Team must inctude individuals with substantial experience in;

5.1. Each of the dlsdpllrws relating to his or her slated project role.
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5.2. implementlno a system that meets the requlrerne.nts outlined In this RFP.

5.3. The discipline.of effective.Agile Project Management.
5.4. The.di^pllne of effective risk and.i^ue management. ,
5.5. The discipline of data analysis, data, mining, data modeling, • data

visualization, anatytics and statistical analy^ for like solutions.

5.6. The discipline of predictive and statistical analysis.
5.,7. Operational support of government entitles comparable In size and

complexity.

5.8. Successful system roll-out.

5.9. Compliance with <Regulatlons or Pubilcatioftt etc.>

5.10. Effective use of software change management best practice.
5.11. Effective use of defect tracking tools that allow for reporting on test results.
5.12. System modification In order to satisfy unique needs of the Health and

Human Services in New Hampshire.

5.13. Data privacy, data suppression (e,g. The discipline of data analysts, data
nilning, data rrtbdeling, data visualization, data privacy, data supfyession,
analytics and statistical analysis for like solutions.)

5.14. For the purpose of evaluating compliance with this requirement, the Vendor
team is permitted to include Subcontractors.

Remainder of this page Intentionally left blank
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APPENDIX C: SYSTEM REQUIREMENTS AND DELIVERABLES

1. C-1 SCOPE OF WORK

See Section'1.1 Project Overview

2. 0-2 REQUIREMENTS

Vendors shall complete the requirements checkiid (Table C-2 General Requirements
Vendor Response Checklist). Table C-2 is included as an attachment to RFP 2019-
043.

3. C-3 DELIVERABLES

Vendors shall complete the response checklist Table C-3 Deliverables Vendor
Response Checklist.

. 3.1. Table C-3 Deliverables Vendor Response Checklist

^aference
ActMty. DeGverabto. or MBostor^o Deliverable Type

Projected Delivery
Date

», • . . . .1.

1

.  t* . '*

'lanning Ano project management l"' I- ^; 1

t Conduct Project KIckoff Mooting NoH'Software

I Project Status Reports Written

3 Work Plan Written

Infrastructure Ran, including Software
ind Hardware roquirerhents

Wrtten .

i Security Plan Written

3

Conrvnunications ar>d Char>ge

Management Plan Written

7 Agile Roject Managerrient Plan Wrftten

Systems interface Plan

and Design/Capability Wrkton
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10 TestiriB Plan Written

11 Data Conversion Plan and Design' Written

12 Deployrnent Plan Writton

13

Comprehensrve Treiriing Ran

ind Curriculum Written

U End User Support Ran Written

16

Documeritation of

Dperetional Procedures Written

INSTALLATION

17 Provide SoRvvere Licenses If needed Written

18

Provide Fully Tested Data Conversion
Software or solution Software

19

Provide Software Installod, Configured,
snd Operational to Satisfy State
iRequlremonts Software

TESTING

iO

Cor^duct corrtiuous Integration and
continuous doBvery testing plan Non-Software

22 ^rform Production Tests ■forvSoflwaro

23

Test In-Sound and

Dut-Bound Interfaces Software

Dondud System Performance
Load/Stress) Testing MorvSoftware

25
^rtiTtcation of 3* Party Pen Testing and
Vpplicalion Vulnerability Scanning. 4on-Software

SYSTEM DEPLpYMENX 1
201ft^3mPp.20ia>OPHS^1MATAA • Appendices
P»0»Soni2

Oeloitte 2018 ■  Page VnN356 6r662



A^tachm6aMff^Edalb^®y|i^H^IMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 2019.043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Ottpartimnt.of Haatth and Human 8«<vIcm'
Dots Analytics Platform for Opioid Crisis

DHHS • RFP 20194)43/RFP-20194)PHS.19-OATAA
APPENDIX C: SYSTEM REQUIREMENtiS AND DELIVERABLES

26

Converted Data Loaded Into Production
Environment Software

26 Conduct Training Non-^ftware

29 Cutover to New Softvtore ar>d solution Non-SofbM9re

JO Provide Documentation Written

J1 Exocuto Securtty Plan Mon-^ftware

^PERATIO^s.

J2 Ongoiftg Hosting Support If applicable Norv Software

J3

Ongoing Support & Maintenance if
applicable Software

J4 Conduct Project Exit Meeting Non'Software

Rema/ndor of this pago IntenVonalty left blank
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE
RESPONSES

This ae.ctlon provldes a series of lechnical topics thai Ihe Slate of New Hampshire will
consider, in seleding a Solution for the Data Anatytics Platform for Opioid Crisis.
Vendors must limit narrative responses describing the Software, Technical, Services
and Project Management topics defined for this Project. The following table ideotines
specific tOF^cs for narratives.' A page limit is identified for each topic. If a response to a
topic exceeds the page limit, the State will limit itsconsiderBtion to the prescribed page
limit.

J

This section provides a series of,topics related to the proposed Software Solution
described in RFP.

Topic Page'Limlt.

D-1 Propo^'Software Solution i' ' 'V;-,
.T'. -I. • :

Topic 1 - Description of Solution ro

Topic 2 - Software ArcNiecture 7

Topic 3 - Data Goverrance and Marttgement 10

Topic 4 - user Friendliness and Usst:ility ID

Topic 5 - IT Standards 2

Topic 6.-.Data Import/Export end Migration 7

Oi2'T.echiiicai^ S^ices and.^^^iMahageTC ^ . .
iC^2i-t,iSecurf/y andFh?foctt3^^ ' '''

TojA: 7 - System Security 10

Topic 6 - Backup and Recovery 2

Topic 9 - Aasurenoe of Busltwss'Continuity 3

Topic 10 - Skills and Experience 10

Toplc1l -Project Maragement Methodology 10

•tf2.j?|&af»0ftsonna/and'Iratnino jlL '.i.r -''r

20ie-043mFP.2019>0PHS-1frOATAA - Appendices
P«9«11ol112

Deloitte 2018. PageVDI.358 6f662'



AUachm83WrC^BiibhS)¥|&4i^MF$UlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RfP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Depanmsnt.of HMRh and Human Services
Data Anatytlai Platform for Opiold Crisis

DHHS -RFP 2019-043/RFP-2019^PH$-19-DATAA
APPCTOIX 0: TOPICS FOR MANDATORY AND NARRATIVE RESPONSES

"Topic [t 1 -Pisge.Urnit

Topic 12 • (Jeer Training Approach 3

To^ 13 - Preparetibh ol Slate Staff 3

0-2.jftic^;&ecufw .

Topic. 14 - Impiemeritalion Approach 10

TopfclS-TesUng 6

Topic 16- Migration'StrBlegy 3

Topic l7-Envirorwnenl Setup 2

•0-2.4'ftcyac/Managiwnenf.Crim^ V".
'  .1' ' 1 ,

Topic' 18 • System Acceptance Criteria 6

Topic 1B • Status Meetings and Reports J

Topic 20 • Risk.and issue Manegemem 3

Topic 21 • Scope Control 2

Topic 22 • Quality Assurarce Approach 6

Topic 23 • WorV Plan NolirrA

Pi2.j5'0npahp Ope^torij •> • ; R :

Topic'24 - Hosted or On Premise System S

Topic 25- Support and Maintenance 2

1. D-1 PROPOSED SOFTWARE SOLUTION

1.1. Topic 1 - Description of Solution

Response Page Limit; tO

Trie State will evaluate wriethef the proposed Solution includes trie required
features.

t.1.1. Provide a detailed description of your proposed Software Solution,
includirig features and functionality.

2019^3MFP.2010.DPH3.ia^ATAA. Appendices
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1.1.2. Describe the approach for design, development end implementation
of the required solution functionallty.lnclude this Informalton for each
functional requirements area; general system. • business
requirements, .data governance, project management, training,
migration and inventory end training.

1.1.3; Provide specific details of the implementation strategy, to meet all
functional requirements. Provide solution spedfic Information
including a web based demonstration of the solution. Generic and
marketing description wiii be considered as Insufficient responses.
Additionally, the Vendor Is .to define their methodolo^ for
developing design.tevel use cases and workflows to meet all
requirements.

1,1.4. As a part of the Implementation strategy. Identify arid explain
fundionality implications associated with the phased
Implementation. All functionality may be leveraged for programs
being implemented post acceptance of the final delivery of. services.
OeRne exception handling processes where appropriate as well as
any dependencies on existing systems or components of the new
Solutlcn'that are needed to provide the specified hinctlonallty.

1..1.5. Is your product used for a sirnllar functionality at another StatO'
agency? If so. provide a description of the system and environment.

1.1.6. In what ways does your proposed Solution adhere to the business
and technical requirements?

1.1.7. Is your product dependent on an existing solution not Included In this
proposal?

1.1.6. In what ways does your proposed solution Improve our current
enterprise data warehouse system capabilities?

1.1.9. In what ways does your proposed solution provide enhanced ease of
u« for both the Inspectors and the administrative users?

1.1.10. Provide an appendix with sales literature describing the functionality
of the proposed Software. Provide a table with referenas to pages
in the appendix that describe functionality addressed for all
appropriate topics for narrative responses.

1.1.11. Hpw does your solution meet best practices surrounding a
Developrfient. Stage. Production environment requiring change
management practices between environments while meeting a goal
of continuous Integration and continuous delivery? Environments
required by the State are

20lSC434tPP.201».OPHS-1S4)ATAA • Appendices
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1.1.11.1. Development

1.1.11.2.. Testing

1.1.11.3, Training '

1.1.11.4. Production

1.1.12. How does your solutioh address sizing requirements In accordance
with planned use? Be inclusNe of all hardware, storage, networlcing,.
backup/restore, database, file system, monitors and other items as
required to comprehensively support the development and ongoing
operational effort.

1.1.-13. How does the solution address the ebility lb pull real-time data from
muttipl'e sources and display/track progress over time toward
specific.goals?

1.1.14. Provide examples of parameters in your presentation that are
configurable by the end-user.

1.1.15. Describe the solutions drill-down capability that will support detail
level data displays.

1.1.16. Describe the proposed solution's ability to provide static/historical
and dynamic (i.e. real-time) reporting for all program and functional
areas.

1.1.17. VVhat types of built-in (pre-befined) and end-user definable (ad-hoc)
reporting capabilities are included in the proposal?

1.1.18. What types of graphical data presentations (e.g.. GIS) will the
proposed solution offer?

1.1.19. How does the proposed solution provide user-defined reporting
views /.screens based upon different roles, security profiles, etc. of
various stakeholders?

1.1.19.1. How does configuration for this functioriality occur within
(he proposed solution?

1.1.20. What Is the proposed solution's capability for end-user report / data
exportation at the report and raw data levels? The proposed solution
will export to: Excel, CSV, XML, PDF as v^ll as integrate with
current technology solutions to Include. Tableau.

1.1.21. How will ihe solution allow for statlstica) analysis on population-
based and dient based information to drive service, program and
overall business dedslons?
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.1.1.22. p«crib,0 ttie mpdel summarizing .your .undarstanding of- how
tdaie raiatas to;the focusod.popuiati.dn.

'1:.1.23. describe the solutfons and strucdire of "date sd'curity (PHI dr dete
•suppression requirements) for external '(ancnymous) and hi'iernal
.(role^based) accessendusei.

1.1.24. How, will the solution allow for s^lisiical analysis^ fe'd-'R"..
Proorammihoi on population:besed;and cliwt basedjrifdmi^aitibn'.'t^^
;drive seiyice. program and overall .business decislMS?^" •

1:1.25: Describe hoyy ybuf solutipn vlnW be.used^to deliver an" Opioid-Crisis"
Dashboard based upon die foitowing mo'del;

♦
ConipfPh#rweOolo*d ' *

ftu'iJiiett 'fUf'IftfenteKCADji' ' •

* %>M> I rooTi lia-rn'
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CSS2I

@
.i .i.-26: Address how your spiution will address'the .lollowlno examples^ of

.functionality:

'1.1.26.1. Examples on how holistic analysis of multiple.deia.sets
couldbe.utilized

1.-i.'26;.1.1. Identi^ing High Ri.sklndivlduels aid Groups.
.(dembgraphics).by. Area '(ge'ographicj

1.1.26.1.2. Utilizihg data to mitigate risk and proyession
••to misuse: / targeting early ihteiyention

Reference NarriBt/Ajrpoee- Objeciiva. .baja
Source

-Owner-

1 Conduciing .eyndromiC' analjrtie to (denlify

SubttehcelMieu'ee.

Utilizing. .rnOltlple date' coui'cas to' more
etreteeically end e^icienily'target prevention
etret^ias arid 'prpgrammhg toward .higS' risk
groupt within youth, young aduti, adutl end
oUer -idutl poputations; reading in certain
gadgrephicel .efees; that' put them el gieait'r
rbk 'for mctiaiing ' substance' nibusa and

Utilizing data to
ffldra' ,'elTaoivaty
and affidahtiy.
iargai retourcea
for,' '• prevention:
at retag ftsi^: mJL.
pVoie'ms*^''^8t'
targai pdpylailbri'a-
and 'araaa '..at
greelea nsk for

Vital

^Racbfda'

00

Deal ha

TEMStS

AXEDO

svt

NAS

:SOS

DOJAiCME

OOS€MS

OHHS

pHHS .

DHHS

.OCYF
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proorossing lo- nisuM. addiction and related
consequence

IderCifying indrriduala' already engaging in
M^starxe misuse Out not yet meeting
diagnostic crtteria for addiction.

To utjiize effective lower cost early intervention
cervices to prevent progression to eddk:tk)n and
related oonsequerce. Including fatal and non-
fatal overdose, impects on families end
communities' OncAjtfng institutions), causing or
exacerMng other behavioral hnlth and or
medical cixKtitions and causlrtg or exacerbating
invotverr^t with criminal justice, cfvld wetfare
and or other sodal'Service systems.

engaging ' In
substance misuse
to prevent
progression and
related familial,
social and
financial

consequence to
them, iheir

commuriitres and
(he state as

wfiole.

Developing rlsx-
factor algorithms
ulllldng All
Claim#,- OCFY.
Hospital
Discharge Data
to analyze a
of co-mortjid

medkat
conditions

(disease.
accidents/Injury)
associated with

substanca misuse

cross referencing
with Pii and DID
level risk factor

multipliers
target
intenrention

directed at ihese
individuals to
reduce risk and

progression to
SUD.

to

eerly

data

Child

Protect.

Cflm.

Just

All

Claims

All

Claime

Child

Protec.

AHEDD

OOSKkiKMX

DHHS

DHHS

DHHS

SVI

DHHS

1.1.27. Utilizing data to mitigate the progression from risk to misuse and to
addiction and dea^ - Crisis Intervention / Case Management

Reference Names / F^J^pose Ot)jectrve Data

Source

Owner

1 Wentrfvino PooulafiorR ni Rkk f/v rWiH

O>«rdose.

Reducing ! preventing fatal and norvfatal
Cpiolds (and polysubstance) overdose by

Using data to
more

streteglcaly and
efTicientJy reach
out to groups at

Vitai

Records

OO Deaths

TEMSIS

SOS

DOJ/OCME

DOSiEMS

20l»^3mFP.201».0PHS-iM)ATAA • Appendices
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(deitifyinQ Nph risk aroi^ greatest risk to
prevent fatei
end norvfatal

opioid overdbsa

AHEDO OPHS

2 Idenilfvino Individuals at Rlak for OoioW

Orerdoae. \

Reducing fatal and norvfatal Overdose by
rritkabno risk for individuals witn miiRlnle risk

factors for opioid overdose '

identify '' and
conducHng crisis

interverSion /

irtenslve CftM

rrtanagemers
servl^ /
Naloxone kits;

targeting
indivkluals at

greatest risk lor
fatal and norv

fatal opioid
overdOM

Same as

above *■

POMP end
All

Claims Data

OTP (Data

Same es
above *

BOP

DKSS

OHHS

3 Using data for Naloxone.distrlbuilon to those
at greatest risk for overdose

Reducing / preveitlng fatal end noin-fatal
Optoids overdose by maklnig Naloxooe
directly evailabie to incSvldiAls that are
continuing illicit opkAl use while receMng
SUO trMtment from Progrems admiristered
by BOAS / OHHS or from MAT services
provided Opioid Treatment Progrems (OTPs)

Using data to t»
more strategic
and efficient In
broadly
distributing
Nalon>ne Kits to
groups at
greatest risk and
directly to
Individuals at
greelest risk for
opioid overdose

WHS fT
system

Individuai
Overdose
Risk
Assessment
data

OHHS

OHHS

4 Emerging Threats ! Situational Awareness
Reports

I

Utilizing mUtipie
data sets for
situatiorttJ
awareness and
to iderttlfy
emerging threats
before there are
outbreaks thet
pose a threat to
health and safety

To be
determined

1.1.26. Utilizing Data to Inform Policy - Strategic Planning - Programming

20ia-043/RFP-20ia>DPHS>l»«ATAA - Appendices
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Data analysis outlined atMve can be utilized to Identify
categories (popuiation level strategies, prevention, early
interventioh, SLID / MAT tre'atmerit, crisis Ihtervehtion
and recovery services) and types of Integrated /
coordinated services that will best meet trie
Department'.s overati quality and outcomes objectives

1 .-1.29. Deterrnining the Effectiveness of Polides - Strategies and-Services

1.1.29.1. By ^rlicular elerrients • (examples; Pres^btng
regulation, NH PDMP program, ^hool based
substance misuse prevention programs, SUD treatment
Services, or at a systems level (the effectiveness of the
system overall)

1.1.30. Utilizing data to report out on client demographics, provider process
.and quality data and client outcomes

1.1.30.1. Client demographic data by provider process data
(locations, type and quantity of services provided),
quality and cost of Mrvlces and client outcornes.

1.2. Topic 2- Software Architecture

Response Page Limit: 7

The State will evaluate the degree to which the architecture can be supported
over an extended period, including the ease of support.

Provide a description of the technical archttecture-of the proposed Solution.

1.2.1. What are the benefrtsof your proposed platform?

1.2.2. Is the proposed solution based upon a 3-tiered, browser-based
architecture?

1.2.3. Does any part of the proposed Solution require Software (other than
a browser) to be Installed on the client worirstation? If yes. describe
Solh^re that must be installed and the access authorization level
requii^ed to Install It.

1.2.4. What add-on or third-party Software Is required to support the
functionality desired by the State?

1.2.5. What programming languages are used for development,
conriguration. and customization of the proposed Solution?

1.2.6. What components of the Software, such as middleware, are
proprietary?

1.2.7. Is your solution dependent on open source software?

201S-043MPA.20ie>DPH»-l»OATAA - Appendices
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1.2.8. What is the growth potential of the proposed System?

1.2.9. What is the timeframe for techriicai obsolescence of. the proposed
Software? (For the purpose of this question, the version of the
proposed Software would be considered obsolete when support Is
no longer available.)

1.2.10. How will the proposed solution allow for end users to share
dashboards to social media (e.g. Twitter. FacebooK. Google-*- or
other social media websites)?

1.3. Topic 3 - Data Governance and Management

Response Page Limit: 10

The State will evaluate the degree to which the governance plian will be adopted
and strearnlihe as w'e|l as provide a Oepartrnent ar^d Statewide difectioh to keep
pace with evolving demands.

Data Governance and Management should include but not be limited to the
following:

t.3.1. How will your solution meet the departments needs to'establish a
robust governance structure for its strategic move to implement e
managed Infrastructure and enterprise Data Analytics Platform
(DAP)?

1.3.2. How will this solution Increase delivery of buslrwss benefits for New
Hampshire, Including fester time-to-market, lower costs, better
consistency, and Increased agility?

1.3.3. How will the solution char»ge the planning, development, and
operation, of application systems, and require new rhethods of
collaborBtlon among project teams within the Department?

1.3.4. What will t>e the base structure of the Govemance process and how
will It ensure that the Infrastructure, shared business and technical
services being deployed will become shared assets across all the
agencies in State of New Hamp^lre?

1.3.5. How will the solution address a systematic method for the
Department to make decisions?

1.3.6. What will your process be to identify who has the authority to make,
decisions, establish the precepts (i.e.. principles, policies, standards,
and guidelines) lhal Influence decisions?

1.3.7. How vrdl the solution 'reduce risks and ensure that people
accomplish the State's strategy, goals, and priorities?

201S^3irRFP.20ta-OPHS-1MATAA.- Appendices
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1.3.8. How will the solution Implement, and subsequently optimize
governance for compliar>ce by balancing between directives that
require Interpretation (^ople make such decisions) arid routine or
repetiUve. directives (computer systems best perform these
decisions)?

1.3.9. Whet tools and/or technologies vvlll be required to enable DAP
Governance within the Slate?

1.3.10. Hovy will your solution provide a strategy that enables-the State to
document the roles arid responsibilities, as well as provide the
recommendations required staffing for the day to day design,
development and implementation of the Department Enterprise OAF"
solution.

1.3.11. How will your solution address the Department's roles and
respdnsibllitles. as well a's providing the required staffing for the day
to day design, development and implementation of the Department
Enterprise DAP solution?

1.3.12. How will your solution fill, leverage as well as. If applicable, re-define
the following roles?

1.3.12.1. Architects: seasoned professionals with a wide
knowledge of the IT Infrastructure, and have gone
through long implementation cycles for complex
businew requirements. Architects are the "nervous
system" of the DAP Competency Center and its
permanent connection to the buislness; at the same tlrhe,
sitting with the developers, architects stay invotved In
implementation issues, which keeps their vision up-to-
date. Architects also play a key rple with developers in
sclecling DAP and integration technologies for ftiturc
projects.

' 1.3.12.2. Developers: provide detailed' Internal applications'
knowledge. During the earty stage of the DAP
Competency Center, developers and architects must
agree on the scope of decision making. More-senior
developers typically provide day?to-day project
management for DAP projects. Security skills are also
necessary, espedalty when Pll Is involved. Statistical
analysis skills are also necessary.

201»A4amFP.20ie.OPHS-1M)ATAA - Appendices
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1.3.12;3. Quality assurance (OA): responsible for testing the
Integration work being implemented. Although' the QA
staff should leverage its experience in appilcation
development projects, they will face different chaiienges
' when testing DAP and Integration pmjects. The team will,

learn DAP end integratlon-epecific QA skills (for
exa'mpie, exception testing for integration middleware
message queue overflow).

1.3.12.4. DatabaM Administrators should be included in the DAP
Competency Center. Work streams three, four and five
involve data Integration from different sources. As the
integration work beyond' the three work streams
differentiates further into mullisfep Integration and
composite applications, data modeling expertise and
enterprise data knowledge will continue to be crucial,
especially when complex entities, such as the single
view of the cltizen/corisumer become established assete
of the DAP Competency Center.

1.3.12.5. Operations and system edminlstiatfon staff should
participate a1 least for the initial three to six months of
the operation of the integrated solutiori, Once integration
projects complete successfully, they will be moved Into
production. Because of the presence of development
and QA staff In the DAP Competency Center, It will be
easier, to solve day-io-day Issues, and the operation of
the solution will be soother. Operations staff in the

■  DAP Cdmpetericy Center must also agree to specific
configuration management issues with other groups (for
example, development.- application Vendors and
integration products), before the integrated solution Is
moved to production.

201SP«3mFP.201MPHS.1^0ATAA - App«ndlc4
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1.3.12.6. Business analysts, or business-process owners,- are
required for the DAP Competency Center when business
process managerhent or bu^ness activity riionltoring
requirements ere present and, In general, when the DAP
Competency Center starts to' demonstrate business
value. Architects always sit between business.and.the IT
department, wNle business analysts live in the business.
Business analysts' involvement is crucial to DAP
Competency Center activities, such as the definition of
high-level. coarSe granularity reusable sen/ices In a
service-oriented architecture (DAP), or the setup of an
electronic channel to exchange business Information
with stale partners.

1.3.13. How will the proposed DAP governance solution provide decision-
making guidance tor all dages in the service llfecycte-from planning
to retirement?

1.3.14. ■ How vyill the solution address spedtic lifecycle stages arid, issues
-  associated with the following?

1.3.14.1. User Security Management Services

1.3.15. How will the solution ensure strategic alignment between the
deployed technology and the future-state businesa processes and
operational model?

1.3.16. What Is the proposed change control process for considering and
accepting or denying chants (policy, planning, design, processes,
etc.) throughout the project?

^  1.3.17. How will the proposed solution develop and obtain buy-in for a
stakeholder and communication management plan?

1.3.18. How'wt|l your .methodology address organizational assessments and
gap analyses for the affected divisions and programs and facilitate
the development of appropriate organizational structures and job
descriptions?

1.4. Topic 4-User Friendliness and Usability

Response Page Limit; 10

The State values Softvimre that is compatible with its- Intended user's ability to
use It easily and succes^ully.

1.4.1. To what extent is the Software used in the proposed solution
intuitive based on the likelihood that the user has experienced other
applications with similar graphic user Interfaces.

201»043fRFP-201»-DPHS.1»4>ATAA - Appendices
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1.4.2. How efficient is the Software In terms of the number of operations
required to perform basic tasks.

1.4.3. How does the Vendor's proposed training process support the
application.

1.4.4. How much time Is required to make new users fully functional and
able to input into the system?

1.4.5. Expiaifi any function driven capabilities that exist In the proposed
application.

1.4.6. How does the solution address advanced analysis such as
predictive analysis, root cause analysis, actionable information to
determine cost effectiveness. Identification of "holspotters" (clients in
communities with multiple complex health conditions who are high-
utilizers of care, senrices, etc.)?

1.4.7. How virill a user guidance and/or'help functions be developed into
the.system?

1.5. Topic 5 - IT Standards

Response. Page Limit: 2

The State will evaluate the degree to which IT standards used In the Vendor
provided product are compliant with other State Systems, or utilize exIsOhg State
standards.

The proposed Solution must comply with Open Standards and Open Data
Formats as mandated by RSA chapter 21-R: Open Standards (HB4ie 2012).

1.5.1,. Describe the degree to which your solution complies with information
technology standards mentioned on the State of NH web site:
http;//www.nh,gov/dditArendor

1.5.2. Is the proposed application considered Open Source Software?

1.5.3. Does it comply with Open Siandards. including but r^ot limited to
(  Open Data Formats?

1.5.4. Describe the degree to which the proposed Solution meets the
requirements of RSA chapter 21-R:10. 21-R:11. 21-R:13.

1.5.5. identify what industry standards are incorporated in to the Solution,
1.5.6. Identify whether standards employed are national in origin or are

unique to the proposed Software.

1.6. Topic 6 - Data Import/Export Standards and Migration
Response Page Limit: 7

201»4M3/RFP-2die-OPHS-ie-OATAA - Appendices
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The Sble will evaluate the ease of interfacing with our current Data Impon and
export la^uts for Data exchange.

The State anticipates that this system will expand to be leveraged and interfaced
by any department within the state as weil as externai orgarilzations based on
approved and compliance based data sharing agreements. Describe the
mechanisms and toois inciuded in the proposed System to Impiement these
interfaces. Be sure to address the following asp^ts of this topic:

1.6.1. What types of interlaces are possible wllh the proposed System
(e.g., online, batch, etc.)?

1.6.2. What.file and database formats can the solution receive?

1.6.3. What Data is available to other systems? What Data may be
imported/updated from other systems and how is this managed?

1.6.4. What data (if any) Isn't available for import/export and how is this
managed?

1.6.5. What tools are provided with the System for the devetopmenl of
Interfaces?

1.6.6. What scheduling toois ere required for initiation of Interfaces? Are
these toois Included with the proposed solution?

1.6.7. Are there any constraints upon the timing of batch interfaces?

1.6.8. Does the System employ standard definitions or nie\ layouts for
inteifaces? If so, Include a sample In en appendix.

1.6.9. What standard interface formats are used with the proposed
Software? What degree of flexibility is available?.

1.6.10. How does your solution meet the objective of providing a seamless
and productive environment for users.

1.6.11. How does your solution meet ail mandatory State requirements ar>d
is consistent with the standards and requirements detailed In this
RFP.

1.6.12. How does your solution meet the requirement of the provision of
development, testing/verification, training, certification, and
production environments to be used to devefop, deploy, maintain,
and operate the integrated system.

1.6.13. How will the proposed sotution provide the State of New Hampshire
the processes, tools and training to be able to continue the
integration of data sources into the Data Analytics platform?

201S-043/RFR.201S.0PHS-1MATAA. Appendices
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2. D-2 Technical, Services and Project Management
Experience

2.1. 0-2.1 Securtty and Protection of Data

2.1.1. Topic 7 - System Security

Response Page limit; 10

The Stiate will evaluate the degree to which System issues can be
avoided.

Software Systems must be reliabie, regardless of how they are
delivered. The Slate's wortcers and citizens expect government Services
and information to be reliable and available on an ongoing basis to.
ensure business continuity.

The State must ensure (hat appropriate levels of security are
implemented and maintained In order to. protect the integrity and
reliability of its information Technology resources, Information,. ar>d
Services. State resources, information, and Services must be available
on an ongoing basis, with the appropriate infrastructure and securtty
controls to ensure business continuity and safeguard State networks.
Systems and Data.

The Sta.te wijl evaluate the -degree to which (he proposed Systerii is
designed and architected to ensure the conflderitlality and integrity of its
valued asset, Data.

2.1.1.1. Describe the System security design and arctiitectural
features incorporated Into the proposed Software. At a
minimum, discuss the following:

2.1:1.1.1. The jdentirK^tion and authentication
methods used to ensure that users and any
Interfacing applications are identified and
that their Identities are prpperiy veriHed.

2.1.1.1.2. The authorization methods used to ensure
that users and client applications can only
access Data and Mrvicea for which they
have been property authorized.

2.1.1.1.3. The immunity methods used to ensure that
unauthorized malidous programs (e.g..
viruses, worms and Trojan horses) do not
' infect the appIicaUon.

201»««arRFP.20ia.DFHS-1MATAA • Appendices
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2.1.1.1.4. The methods used to ensure that
communications and Data Integrity are. not
Intentionally comipted via unauthorized
creation, modiflcalion or deletion.

2.1.1.1.5. The methods uud to ensure that the parlies
to Interactions with the application cannot
later repudiate or rebut those interactions.

2.1.1.1.6. The Intrusion Det^ioh methods used to
ensure the detection, recording and review
of attempted access or modification t)y
unauthorized Individuals.

2.1.1.1.7. The privacy methods used to ensure that
confidential Oats and sensitive

communications are kept private.

2.1.1.1.8. The System maintenance methods used to
ensure that System maintenance does not
unintentionally djsrupt the security
mechanisms of the application or supporting
hardware.

2.1.1.1.9. The testing methods conducted to load and
stress test your Software or Solution to
determine Its ability to withstand Denial of
Service (DoS) attacks.

2.1.1.1.10. The ability of your Software to be installed In
a 'locked-down' fashion so as to turn ofT

unnecessary features (user accounts,
operating System services, etc.) thereby
reducing the Software's security
vulnerabilities and attack surfaces available

to System hackers and attackers.

2.1.1.1.11. The notification and escalation process in
(he event of an intrusion,

2.1.1.2. Describe the %stem assurance provisions incorporated
into the proposed Sofhvare. At a minimum, discuss the
following;

2.1.1.2.1. What proce» or methodology Is employed
within the proposed Software to ensure Data
integrity?

201S4Ma/RFP.201».0PHS-1»OATAA ■ Appmdicts
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2.1.1.2.2. To what degree does your approach rely on
System assurance capabilities of the
relational- database management 'system
(ROMS)? .

2.1.1.2.3. If multiple databases are employed,-what
extra procedures are employed to ensure
synchronization among databases?

2.1.2. Topics-Backup and Recovery

Response Page Limit; 2

The State will evaluate Ihe degree to which proposed twckup and
recovery processes protect mission-critical Data, ease of use of these
processes, and impact of these processes on operation of the System.
The state seeks e sound backup and recovery provision as part of the
Sblutiori. Describe the tools used for backup and recovery of
appll^tions and Data, Describe the Impect of the proposed tiackup

■ process.on the operation of the Sy^em. Also, address the following:
2.1.2.1. Use of and method for logging and Journallng;
2.1.2.2. Single points of failure and recommended approaches

fbr their elimination:

2.1.2.3. Approach to redundancy:

2.1.2.4. Please enumerate your high-level methodology for
creation of a Disaster Recovery Plan: and

2.1.2.5. Impact of Software license fees.

2.1.3. The State believes that additional Software license fees solely
related to redundancy for backup and recovery would -be
Inappropriate, if the Proposal differs from this standard, describe and
provide rationale for the difference.

2.1.4. Topic 9 - Assurance of Business Continuity
Response Page Limit: 3

The State will evaluate the degree to which the proposed plan to assure
buaness continuity mitigates risk to Ihe Stale, and It's potenUal for
Impfementation (cost effective and easy to implement).

2b1»O43mFI».201B.DPHS-lMATAA • AppendlCM
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2.1.4.1. The State Intends to consider provision for assurance of
business continuity as an optlohal component of the
Solution. Please provide a plan for business continuity If
a disaster occurs at the data center that Is hosting the
proposed Solution. This Is an optional requirement and
will be Included or excluded depending on any additional

. cost associated with the plan.

2.1.4.2. The Slate believes that additional Software License fees
solely related to redundar>cy for assurance of business
continuity would be inappropriate. If the Proposal differs
from this standard, descdbe and provide rationale for .the
difference.

2.1.4.3. Please .enumerate your high-level methodology for
creation of a Business Continuity Plan.

2.1.5. Topic 10-Skills 8fKf Experience

Response Page Limit: 10

The State will evaluate the degree to which the proposed Solution
provides for the skills and experience to meet the requirements In this
RFP.

2.1.5.1. Describe In detail the skills and experience that your
vendor will bring to the State to assist In meeting the
requirements and nanrative included in this RFP.

2.1.5.2. Describe at least two (2) other solutions that you have
completed that relates to the requirements for this RFP

2.1.5.3. Describe the manner In which users and system
administrators can view transactional Data.

2.1.5.4. Please describe your experience with organizations
simitar to the Health and Human Services and discuss
what historical data they have and have not
convertedfmlgrated into the hew system.

2.1.5.5. How many years of hlstori<al data Is typically converted
in a project similar to this one? Describe how you will
help HeaRh and Human Sen/lces determine, the right
number of years to convert.

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 5

201»^arRFP-201»-DPHS.1M}ATAA • Appendices
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The State will evaluate the Vendor's approach to project management
methodology.

2.1.6.1. Oeecrltw the methodologies used for organizing teems
to implement solutions In an iterative Agile methodology.

2.1.6.2. OeecrllM how your epproach meets the requirements for
project management and testing the security of the
Software application and hosting environment.

2.1.6.3. How can you ensure the security and confidentiality of
the State Data collected on the system?

2.1.6.4. What security validation Documentation wU) be shared
with the State?

2.1.6.5. Do you use internal or external resources to conduct
security testing?

2.2. 0-2.2 State Personnel and Training

2.2.1. Topic 12- User Training Approach

Response Page Limit: 3

The State will evaluate whether the training approach Is likely to prepare
users adequately to use the new System from the day of deployment,
including maxiinum knowledge transfer to allow the Slate to conduct its
own training in the future.

The State understands the importance of training for a successful
Software Implementation, The State seeks a detailed discussion of
training alternatives In addition to a recommended training abroach.

2.2.1.1. Describe the process for an assessment of needs;
Identifying casual, power, and specialty users;
developing' e curriculum fpr each audience; and
conducting, evaluating, and refining training courses.

2.2.1.2. .Questions to address include, but are not limited to, the
'following:

2.2.1.2.1. What type o1 training . {instructor led vs.
computer basied) will be used for each
purpose and why?

2.2.1.2.2. What methods will be employed to evaluate
training sctiyltles?

2.2.1.2.3. How wfll training be coordinated with other
user support activities?

201«-043/RFP-201MPHS-ie-DATAA - Apfrndlces
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2.2.1.2.4. Wll manuals be adequate to enable trained
/  users to research answers to their own

questions?

2.2.1.2.5. If the perception is that they are not
adequate, can those manuals be quickly
revised?

2.2.1.2.6. How will the State be prepared'to conduct,
ongoing training after Implementation is
completed?

2.2.1.2.7. Are training manuals on-line end maintained
as part of a maintenance agreement?

2.2.2. Topici 3-Preparation of Slate Staff

Response Page Limit: 3

The State will evaluate whether the provisions to prepare State staff
partidpaling In the Project will enable the staff to contribute
appropriately.

2.2.2.1. Describe how State staff assigned to the Project Team
will be prepared to contribute.

2.2.2.2. Provide en ovenrlew of Project Team interactions and
dependencies between functions.

2.3. 0-2.3 Project Execution

2.3.1. Topic 14 - Implementation Approach

Response Page Limit; 10

The State will evaluate the quality of analysis, reasonableness, and
flexibility evident in the proposed implementation approach.

. Provide one or more feasible Implementation plans. For each plan
provided:

2.3.1.1. Identify timeframes for major milestones, Including timing
for discontinuing legacy Systems if applicable;

2.3.1.2. Discuss cost implications of the plan, including
Implications on maintenance fees; and

2.3.1.3. Address the level of risk associated with the plan.

2.3.1.4. What are the highpghts (key selling points) of your
proposed approach?

20ie443mFP-2019.0PHS-1MATAA - Appendices
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2.3.1.5. Whet makes your proposed Implementation approach
unique in consideration of your competitors?

2.3.1.6. To assist the State jn evaluation of the Impternenlation
Plan or plans discussed, identiiy the Implementation
Plan used as a basis for the cost Proposal.

2.3:2. Topic 15-Testirtg ' :

Response Page Limit; 6 - Appendix Required

The State will evaluate the quality of support the Vendor wiU supply to
■  ; assist State testing ^ff and the effectiveness of the proposed Defect

tracking ar>d resolution, process. The ability of the State Pro]ecl
leade^ip to participate in analysis, clas^flcation, and establishment of
priortties for suspected Defects will also be evaluated.

State staff will conduct Acceptance Testirig. biit support from the
Elected Vendor Is required; refer to Appendix G*2: Testing. To define
the type of support (hat will be provided, address the following questions:

2.3.2.1. Describe your testing methodology and Indude a
proposed test plan.

2.3.2.2. Will configured Software be delivered In functional
components for State Acceptance Testing?

2.3.2.3. How much time should the State-allow to complete User
Acceptaixe Testing of a component?

2.3.2.4. What test management and test driver tools will be
employed in quality assurance testing prior to delivery of
code to the State? WIl these (oqls be evailaisle to the
State for use in Acceptance Testing?

2.3.2.5. .What support will be. provided ,to prepare State stall
during Acceptance Testing? How will o'n-slle 'support for
the State testing team be provided?

2.3.2.6. How will members of the testing team be prepared to
teat the configured Software?

2.3.2.7. What Documentation of configured Software will t>e
available to the testing team?

2.3.2.8. Based on experience In similar Projects, how many and
what types of Defects are likely to be encountered in
Acceptance Testing? (Indude metrics from other
Projects to support this response.)

201»O43mPP-201».0PHS-1»OATAA . Appendices
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2.3.2.9. How much time is available for comprehertsive testing
and correction of Defects prior to Implementation?
Based on metrics from similar Projects, is It sufficient?
(Provide Information from other Projects to support this
response.)

2.3.2.10. If frequency exceeds the.expected level, what corrective
actions will be instituted?

2.3.2.11. How quickly will a suspected Defect be investigated, and
what.dassiHcations are planned for suspected Defects?

2.3.2.12. How quickly will Software Defects be corrected?

2.3.2.13. What specific Software .tools will be used to isolate
performance problems?

.2.3,2.14. What tools will be used to document and track status of
suspected Defects?

2.3.2.15. Will theise tools be available to the State after the Project
Is completed?

2.3.2.16. What role will the State play In classification and.
priorltixatlon of Defects?

2.3.2.17. Will System performance be measured .and documented
using the State's infrastrudure and Data? .If yes. how?

2.3.2.18. Provide a sample User Acceptance Test Plan from a
completed Project as an appendix.

2.3.2.19. Testing Prior to UAT:

2.3.2.19.1. The State has a specific approach it
generally requires for testing.. Please read
Appendix G2 (Testing Requirements) for this
approach. Please describe your typical
testing methodology and how challenging'
you feel it may be to adopt the State's
standard.

2.3.2.19.2. Utilize the first five peges of this topic to
describe the approach you have proposed to
testing. Be sure to cover as applicable;

2.3.2.19.2.1. Installation and Environment Testirtg

2.3.2.19.2.2. Unit Testing

2.3.2.19.2.3. System Testing

20lft.043/RFP-20l»-OPH3-lS«ATAA - Appendices
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2.3.2.19.2.4. Regroesion Testing

2.3.2.19.2.5. Performance Tuning and Stress Testing

2.3.2J 9.2.6. Data Conversion Testirtg and Data Validation

2.3.2.19.2.7. Security Review/Testing

2.3.2.19.3. What test management and test driver tools
will be employed in quality assurance testing
prior to delivery of code to the State? Will
these tools t)e available to the State for use
in Acceptance Testing?

2.3.3. Topic 16 - Migration Strategy

Response Page Limit: 3

The State win evaluate the degree to which the Vendor will ensure that Data
conversion is effective and Impacts Slate staff to the minimum extent possible.

2.3.3.1. .It is our assumption that the Data Conversion/Migration
Plan is a deliverable that vrlll uttirriately lay out the plan
required to convert and migrate data from Heaim and
Human Services systems to the new environment.
Please discuss your high*le'vel approach to carrying out
data conversion/migration activities. Be sure to discuss
soRware tools and processes used to support this effort.

2.3.3.2. Describe the approach that will be used for assessing
Data quality and conducting Data dearrsing prior to
conversion. Please be sure to. include whose
respot;islbllity it will be and the process you are
proposing to deal vyi^ incomplete records iri the legacy
system.

2.3.3.3. Discuss the use of automated tools in Data conversion.
When wilt automated tools be used? When will manual
intenrention be required?

2.3.3.3.1. What data do you know will be challenging
to converl/rriigrale and why? What special
approach will you recommend as part of the
planning document to help reduce the
impact of this challenge on this project?

20ie^a/RPp.20ie.OPHS.1MATAA - Appendices
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2.3.3.3.2. Please discuss your approach to wor1<lng
.with the Agency to document a data
conversiort/migratjon plan and process.
.Please also describe how you will determine
how much historical data Is .available and

wtial is approp^ate to be made available
within the new ̂ stem.

2.3.3.3.3. Define expectations for State and Vendor
roles during the development of the data
conversion/migration plan arKl process.

2.3.3.3.4. What lessons learned can you share with us
from other Implementations that are

'  Important to understand as part of
development of the data
conversion/migration plan and process?

2.3.4. Topic 17 - Environment Setup

Response Page Limit: 2

The State wiU evaluate whether proposed environments are sufTident to satisfy
Project needs, including phased Implementation.

2.3.4.1. Describe the different Software ar>d hardware

environments required for the concurrent development,
testing, and production of the proposed Solution.
Discuss how the proposed environments support the
Implementation of the hosted Solution. Including all
necessary training.

2.3.4.2. The State believes that addKional Software License fees
solely related to establishing environments, for normal
development lifecyde would be Inappropriate. II the
Proposal differs from this standard, describe and provide
rationale for the difference.

2.3.4.3. Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.4. D2.4 Project Management Competence

2.4.1. Topic 18 - System Acceptance Criteria

Response Page Limit: 6

20ie^3/RPr>.20ie-OPHS-1MATAA. Appendkt*
Pfte«3Sol 112

Dcloitte 2018 Page VUl-382 of 662



Attach^n8Bn/4^^C^^^Si¥|^di^MPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
D*partrhent.Qf KMlth and Human Sarvlcac
Data Anatytlcs Platform for Opioid Cricit

DHHS • RPP 2019-043/RFP-2019-OPHS-194)ATAA '
APPENDIX 0: Tbwcs FOR MANDATORY AND NARRATI^ RESPONSES

The State will evaluate wftether proposed Acceptance criteria will assure the
State that the new System is functioning effeclivety before being turned over
for State for User Acceptance Testing.

2.4.1.1. Propose measurable criteria for State final Accet^nce
of the System.

2.4..1.2. - Discuss how the proposed criteria serve the interest of
the State.

2.4.2: Topic 19 - Status Meetings and Reports

ResporjM Page Llmjt: 3 - Appendix Required

The State will evaluate the degree to which Project reporting will serve the
needs oif State Project leaders.

The State txilieves ttiat effective communication and reporting are essential to
Project success. At a minimum, the State expects the follovring:

2.4.2.1. introductory Meeting: Parlldpants will include Vendor
Key Project Staff and State Project leaders from both the
Health and Human Services arxi the Department of
Information Technology. This meeting will enable
leaders to become acquainted and establish any
preliminary Project procedures.

2.4.2.2. Kickoff Meeting; Participants will include the State and
Vendor Project Teams and major stakeholders. -This
meeting is to establish a sound foundation for activities
thai will follow. ' . .

2.4.2.3. Status Meetings: Participants will Include, at e minirnum.
Vendor Project Manager and the State Project Manager.
The^ meetings, which will t^ conducted at least
biweekly, will address overall Project status and any
additional topics needed to remain on Schedule and
wllhln.budget. A status and error report from the Vendor
will serve as the basis for discussion.

2.4.2.4. TWe Work Plan: must be Reviewed at each Status
Meeting and updated, at minimum, on a biweekly basis,
in accordance with the Contract.

2.4.2.5. Special Meetings: Need may arise for a special meeting
with State leaders or Project stakeholders to address
specific issues.

20ie-043mpp.aoi»-DPHS-ie>DATAA - Appendices
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2.4.2.6. Exit Meeting; Participants will Include Project leaders
from the Vendor and the State. Oiscusslpn will focus on
lessons learned frorh the Projed and oh follow up
options that the State may wish to consider.

2.4.2.7. The Slate expects the Vendor to prepare agendas for
and minutes of meetings. Meeting will Include an
updated WorV Plan. Drafting of formal presentations,
such as a presentation for the kickoff meeting, will also
be a Vendor responsibility.

2.4.2.8. Vendor shall submit status reports In accordance with
the Schedule and terms of the Contract. AD status
reports shall be prepared In formats approved by the
State. The Vendor's Project Manager shall assist the.
Slate's Project Manager, or itself produce reports related
to Project Management as reasonably requested by the
State, all at no additional cost to the State. Vendor shall
produce Project status reports, which shall contain, at a
minimum, the following:

2.4.2.8.1. Project Status as it retates to Work Plan

2.4.2.8.2. Deliverabie status

2.4.2.6.3. Accomplishments during weeks being
reported

2.4.2.8.4. Planned activities for the upcoming two (2)
week period

2.4.2.6.5. Future activities

2.4.2.8.6. issues and Concerns requiring resolution

2.4.2.6.7. Report and remedies In case of felling
behind Schedule

2.4.2.9. Be sure to cover the following:

2.4.2.9.1. Timing, duration, recommended participants
and agenda for the kickoff meeting;

2.4.2.9.2. Frequency and standard agenda items for
status meetings;

2.4.2.9.3. Availability for special meetings; and

2.4.2.9.4. Agenda for the exit meeting.

20i9-043rRFP.20i»'0PHS-lMATAA • Appendices
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2.4.2.10. As an appendix, provide an exarnpie of status reports
prepared for another Project. Narnes of the Project and
of any individuals Involved rhay be removed.

2.4.2.11. As reasonably requested by the State, Vendor shall
provide the State, with information or reports regarding
the Project. Vendor, shall prepare special reports and
presentations rotating to Project Management, and shall
assist the State in preparing reports and presentations,
as reasonably requested by the State, all at no additionaL
cost to the State.

2.4.3. Topic 20 - Risk and Issue Management
Response Page Limit; 3
The State will evaluate the extent to which the proposed approach will
contribute to the timely kJentirication and effective action on issues and risks.
The State will also evaluate whether the approach recognizes arxl addresses
appropriate State lnvo^ement In risk and issue management.

2.4.3.1. Provide proposed methodologies for risk and Issge
management. Discuss State and Vendor
fesponstbilltle's. The Slate seeks a clear means to
compare, planned versus actual status, Including
percentages, at a sufficiently detailed level to ensure the
State can adequately monitor the progress of the
Project. Be sure to identify any essential time
constraints on State actions. Escalation procedure's will
be defined in a Cohtract between the State and the
Vendor.

2:4.4. Topic 21 - Scope Control
Response Page Limit: 2
The State will evaluate the degree to which proposed modirtcations lr> scope
are scrutinized to ensure that only essential changes are approved. Evaluation
will also address the quality and timeliness of information that will be available
about a proposed scope change.

2.4.4.1. Suggest .an approach for scope control. Describe how
the approach has been employed effectively on another
Project.

2.4.4.2. Demon^rale your firm's ability to manage scope creep
by discussing tools and methodologies, as well as past
Project experiences.

201»b43mFP-2O19-OPHS-1B«ATAA • Appendices
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2.4.5. Topic 22- Quality Assurance Approach

Response Page Limit: 6

The State will evaluate the degree to which proposed procedures will ep^re
that Deliverables require limited modification when submitted for approval.

. 2:4.5.1. The State has identified three categories of Deliverables: ̂

2.4.5.1.1. Written Deliverables, such as a training plan;

2.4.5.1.2. Software, Deliverables, such a configured
Software module; and

2.4.5.1.3. Non-Software OeliverabJes, such as conduct
of a training course.

2.4.5.2. Describe the methodology that will be employed to
assure that each type of Deliverable Is of, high quality
before submission for State consideration. Discussion
should include but not be limited to:

2.4.5.2.1. Provision for State input to the general
content of a Written Deliverable prior, to
production;

2.4.5.2.2. The standard for Vendor internal Review of a.
WrIBen Deliverable prior to formal
submission; and

2.4.5.2.3. Testing of Software Deliverables prior to
submls^on for Acceptance Testing.

2.4.6. Topic 23 • Work Plan

Response Page Limit: None

The Slate will evaluate whether the Vendor's preliminary proposed Work Plan
Includes a description of the Schedule, tasks. Deliverables, major milestones,
task dependencies, and a payment Schedule. The Work Plan shall also
address resource ellocatlons (both State and Vendor team meml?ers). This
narrative should reflect current Project Management 'best practices" and be
consistent with narratives on other topics. The Software to be used to support
the ongoing management of the Project should also be described in the Work
Plan.
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The State eeee e Wortc Plan as essential to rcachlnfl a comprehensive
agreement with a Vendor. Consequently, the State will seek to refine, the
proposed Work Pjan prior to Contract approval wifh the selected Vendor and to
Incorporate the refined Work Plan by reference Into.a Contract.

2.4.6.1. Provide a preliminary Work Plan depleting tasks, task
dependencies. Schedule, milestones. Deliverables, and
payment Schedule. Include the deliverables outlined In
Appendix C (System Requirements and Oedverables)
and Include other deliverables that you, based on past
experience, would recommend be developed on this
project.

2.4.6.2. Define both proposed Written and Software
Deliverables. Include sufficient detail that the State will
be able to Identify departures from the Plan in sufficient
time to seek corrective action. In particular, provide
information about staffing.

2.4.6.3. Describe all Deliverables to be product in the Project.
Ensure that all Deliverables and milestqnes are Identified
In the Work Plan. Identify and discuss the foUowfng;

2.4.6.3.1. All assumptions upon which the Work Plan is
based;

2.4.6.3.2. Descriptions of recommended roles by
activity and time required for both State end
Vendor members of the Project Team;

2.4.6.3.3. Assignments of members of the Vendor's
team Identified by role to specific tasks; and

2.4.6.3.4. Critical success Actors for the Project.
2.4.6.4. Di^uss how this Work Plan will be used and State

access to Plan details Including resource allocation.

2.4.6.5. Discuss frequency for updating the Plan, at a minimum
weekly and for every status meeting. Explain how the
State will know whether the Project is on Schedule and
within budget.

2.5. 02.5 Ongoing Operations

2.5.1. Topic 24-Hosted System If AppficaWe

Response Page limit: 5

201bb4a/RFp.»1S.DPHS.1M)ATAA. AppendlCM
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Oeecrlbe the hosting plan indi/ding hardware and software platforms, software
utilities, telecommunications resources, security measures and business
continuity plans. Include a description of servers, oorhputers. softvvare,
programming capability and other equipment and technical resources which
will be used to design, develop, implement and maintain the application.

2.5.1.1. Provlde the type and speed of the connection;

2.5.1.2. Information on redundancy;

:2.5.1.3. Disaster recovery;

2.5.1.4. Security:

2.5.1.5. Interim staffing for peak help desk demand periods and
Iransition lo a permanent'arrangement;

2.5.1.6: Development of a help desk knowledge base; and

2.5.1.7; Metrics based on help desk.lnqulries.

2.5.2. Topic 25 - Support and Maintenance If Applicable

Response Page Limit; 2

The State will evaluate whether the Vendor's proposed support and
maintenance plari includes a descriptibh of the types and frequency of,support,
detailed maintenance tasks - including Scheduled maintenance and upgrades,
and any other dependencies for on-going support and maintenance of the
system. This narrative should reflect current 'best practices' for these tasks.

2.5.2.1. For how many of your clients do you provide typical
software maihtenance and support iri operational years
and what percent of your clients does this represent?

2.5.2.2. For how many of your clients do you'provide support and
maintenance of the operational environment on behalf of
the State and what percent of your clients does this
represent?

2.5.2.3. What do you find to be the optimal amount of support?

2.5.2.4. Describe how general support and maintenance skills
are transferred to State technical support personnel for
knowledge sharing.

2.5.2.5. Describe how are support end maintenance Issues are
tracked detailing methodology and if any additional
software is required.

2.5.2.6. Describe process for maintenance of the general
knowledge base.

201SO43mFP.20ie.0PHS-i»«ATAA • Appendices
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2.5.2.7. Describe any particular procedures required to handle
escalation and emergency calls.

2.5.2.8. Detail the plan for preventive maintenance and for
upgrade installations.

2.5.2.9. Detail the types and frequency of support tasks required.

Remainder of this page Intehtlonalfy left blank
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APPENDIX E: STANDARDS FOR DESCRIBING VENDOR
QUALIFICATIONS

Vendor qualiflcations are Important factors In selecting <CORl>i Software and
8CCompanylt>9 Implementallon and follow on support Services, To facilitate evaluation of
Vendor qualiflcations, the State seeks information about;

•  Corporate qualiHcations of each Vendor proposed to participate In the Project;

•  Proposed teem organization and designation of key stafT;

•  Individual qualifications of candidates for the role of Projed Managen and

•  Individual qualincattons of candidates for other key staff roles.
This Appendbt identifies specific Information that must be submitted.

1.E-1 Requiredlnformation on Corporate Qualifications

Information is required on all Vendors who will participate in
the Project. Vendors submitting a Proposal must identify any
Subcontractor(s) to be used.

1.1. E-1.1 Vendor and Subcontractors

The Vendor submitting a Proposal to this Project must provide the following
Information;

1.1 .1. E'1.1.1 Corporate Overview (2 page limit)

Identify the proposed role of the firm on the Project. Describe the major
business areas of the firm. Provide a high-level description of the firm's
organization and staff size. Discuss the firm's commitment to the public sector,
experience with (his type of Project Implementation and experience in New
Hampshire.

1.1.2. £-1.1.2 Financial Strength

1. t .2.1. Provide at least one of the following:

1.1.2.1.1. The current Dunn & Bradstreet report on the
firm; or

1.1.2.1.2. The Arm's two most recent audited financial
statements; and the firm's most recent un
audited. quarterly financial statement; or

2019.043mFP-201»-OPH3-1MATAA - Appendlcn
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1.1.2.1.3. The Arm's most recant Income lax return.
For example, either a copy of the IRS Form
1065, U.S. Return of Partnership Income or
Schedule E (IRS Form 1040) Supplemental
Income and Loss (for partnerships and S
corporations) OR IRS Form 1120, U.S.
Corporation Income Return. These forms
are typically submitted when a Vendor does
not have audited financial statements.

1.1.3. E-1.1.3 Litieation

Identify and describe any claims made by dients during the last ten (10) years.
Discuss merits, current status and. If available, outcome of each matter.

'1.1.4. E-1.1.4 Prior Project Descriptions (3 limited to 3 pages each)
Provide descriptions of no more than three (3) similar projects completed in the
last < four (4) years. Each Project description should Include:

1.1.4.1. An overview of the project covering type of client,
objective, project scope, role ol the fum and outcome;

1.1.4.2. Project measures Including proposed cost, actual project
cost, proposed • project schedule and actual project
schedule;

1.1.4.3. Names and contact information (name, title, address and
current telephone number) for one or two references
from the client; and

1.1.4.4. Names and projed roles of Individuals on the proposed
team for the New Hampshire Projed that participated in
the projed described.

1.1.5. E-t.1.5 Subcontractor Informatbn

Vendors must provide Information on any Subcontractors proposed to wor1< on
this Project. Required Information shall Indude but not be limited to:*

1.1.5.1. Identincation of Ihe proposed Subcontractor and a
description of the major business areas of the Ami and
their proposed role on the Project;

1.1.5.2. A high-level description of the Sutjcontractor's
. organization and staff size;

1.1.5.3. Discussion of the Subcontrador's experience with this
type of Project;

201S-043rRPP-»1»>0PHS.1»OATAA - AppwidlCCS
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1.1.5.4. Resumes Of key personnel proposed to work on the
Project; and

1.1.5.5. Two references from cbmpaniea or organizations where
they performed similar services (If requested by the
Stete).

2. E-2 Team Organization and Designation of key Vendor
staff

Provide resumes of key personnel proposed to work on (he Project and an
orgariizaUonal chart depicting the Vendor Project Team. This chart should identify key
staff required from the Vendor, any Subcontractors, and the State.

Define the responsibilities and length of assignment for each of the rotes depicted In
the organizational chart. Identify the positions that should be designated key .staff.
Ensure that designation of key Vender staff includes subject matter experts In the
folloviring areas:

•  Data Analysis

•  Data Analytics

•  Data Quality

•  Statistics

•  Data Governance

•  User Experience (UX) arxJ User Interface (Ul)

•  Data Modeling

•  Data Visualizations

•  Project Management

•  Training

•  Data Migration

A single team member may be Identified to fulfill the experience requirement In multiple
areas.

2.1. E-2.1 State Staff Resource Worksheet

.Append a completed State Staff Resource Worksheet to indicate resources
expected of organization. Expected resources must not exceed those outlined in
Appendix A: Beckground Information ■ Section A-4: Sfefo Project Team. The
required forfnal follows.

20ie-O43mFP-20ie>OPH3-1MATAA. Appendlei*
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Table E-2: Propo&ed State Staff Reso.urce Hours Woiltsheet

State Role Iniiiatiori Configuraiion Imptementation Oose Out Total '

Prefect Maneper
-

i

PwttlonP

RrsitionS

^Mitlone

ftsltlonS

State Total

3. E-3 Candidates for Project Manager
Although the State recognizes that staff availability Is somewhat uncertain,
quaUfications of the Project Manager are particularly crlllcal. Therefore, the Stale
requires that Ihe Project Manager be identified with some degree of certainty.
For the Project Manager candidate, provide e resume not to exceed five (5) pages In
len^h addressing the foUowIng:

3.1. The candidate's educational t>ackground;

An overview of the candidate's work history;

The candidate's project experience. Including project type, project role end
duration of the alignment;

Any slgnificanl certifications held by or honors awarded to the candidate; and

At least three (3) references, with contact information, that can address the
candidate's performance on past projects.

4. E-4 Candidates for key Vendor staff Roles
Provide e resume not to exceed ten (10) pages for each key Vendor staff position on
the Project Team. Each resume should address thVfollowIng:

4.1. The indrvidual's educational background;

4.2. An overview of the individual's work history;

3.2.

3.3.

3.4.

3.5.

2O10^43/RFP-2Oli».DPH3.1».OATAA.- AppendlCM
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4.3. The Indivlduara project experience, induding project type, project role and
duration of the assignment:

4.4. Any significant cetllficatlons held by or honors awarded to the candidate; and

4.5. At least three (3) references, with contact information, that can address the'
individual's performance on past projects.

RofMlndor'of this page Intentionally left blank
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APPENDIX F: PRICING WORKSHEETS

A Vendor's Cost Proposal must be based on the worksheets formatted as described in
thls.Appendix. )

The Vendor must assume ail reasonable travel and related expenses. All labor rates
will be 'Fully Loaded*, including, but rwt limited to; meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

1. F-1 Activities/Deliverables/Milestones Pricing Worksheet
The Vendor must include, within the Not-to-Exceed for IT service activities, tasks arxJ
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and toots. The following format must be used to
provide this Information.

' Table F-1: Activiaes/Dalivarablas/Milasionas Pridng Worksheet <$AMPL£ TABLE>)

AdMiy, OeilveraWe. or Milestone Deirver8t>te Type
^ected Delivnry
>te

^rice

t^ANNING Ai^ PRCUECT MWAGEMEm

1 Conduct ̂ oiect KIckod Meeting NorvSoftware

2 ^oject Status Reports Wriilan

3 Work nari Written

t

irVrastructtfe Plan. Inctuding Desktop
snd Netv^ork CoWtgurstior
=teqUrcmefSs ,

Witlen

i Secifity Plan Written

3

^mmunications and Change

Management nan
Written

7 Requirements Trace ability Malrtx Wttt^

i Software ConTigurBtion Ran Written

Systems trterface Ran

and Design^pebiSty
Written

20194Ma4tPP.2019-0PHS-1»OATAA - Appendlcm
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to resting Plan wrtaen

11 Data Cois/ersion Plan and Design Written

12 Depioymenl Ran WriQen

13

Domprehenslve Training Plan

snd CurrioSum
Wrttten

,

14 End User Sia>po<t Plan n^&en

15 9usiness Continuity Plan Written

16

Documentation ol

^rational Prooedues
Written

NSTALLATIpN

17 divide Sonware LIcerves 9 needed written

18

Provide Piity Tested Dole Conversion
SoTlware

Software

19

^ovlde Software irstaOed, Cordigured,
and Operatlonat to Satisfy Stale
Requirements

Software

resTiNG

20 Donduct integration Testing Nor> Software

21 Donduct User Acceptance Testing Norv Software

22 Perform Roduction Tests MofvSoftware

23

Test'ln-Sound and

Out-8ound Irterfaccs
Software

24

Donduct System Performance
Loed/Stress) Testing NorvSoftware

25

Centncetion of 3" Party Pen Testing
and Application Vi^neratililY Scanning fslorvSotNvare

SYSTEM DEPLOYMENT

201»043mFP-201»>DPHS>1MATAA. Appendicts
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26
3onyerlea Data Loaded into
^oducUon ErvironmenI Software

27
^osrlde Toola for Backup end
=t«covery of all Application* and Data Software

28 Conduct Training NoivSoftware
1

29 Dotover to New Software NorvSoftware

30 ^pvide Oocumentatipn Written

31 Execute Sacurtty Plan MorvSoftware

OPERAripNS

32 Ongoing HoeUng Support NorvSoftware

33 Ongoing Support 8.Maintenance Software

34 Conduct project Exit Meeting NorvSoftware >

2. F-2 Proposed Vendor Staff, Resource Hours and Rates
Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to
Indicate the Individuals that will be assigned to the Project, hours and applicable rates.
Names must be provided for individuals designated for key roles, but titles are sufficient
for'others. Information is required by phase.

Table F-2: Proposed Vendor Staff. Resource Hours end Rates Worksheet

Title

. ■ u '
•Name.-""!

"f

Iriitiatidn .L

:  V .i:i
Irn^meritation -'

■■■iS...! Ji...

ProJ^".-
.ClC^.Outj

Hourfy" "
Rate:"-

.Hours ,X
Ra'te

^oject
Manager

Data Ar«lyst

Database
Spedalist

Scrum Master

2019^3mFP.20ie.DPHS'1MATAA - Appendlcts
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Date Scientist

Pssitloh 01

PasiUon 02

Position 03

•TOTALS': •r ••
c'

..;n
' !.'l

, I

•  I'.-"

3. F-3 Future Vendor Rates Worksheet

The-State may'request additional Services from the selected Vendor and requires rates
in the event thai additlonal Service is required. The foliovring format must be used to
provide this information. 'SFY* refers to State Fiscal Year. The Nesv Hampshire Slate
Fiscal Year runs from July t through June 30 of the following calendar year. Positions
net identified in the Proposed Position VYorksheet may be included In the Future
Vendor Rates Worksheet.

Tsble F-3: Future Vendor Retes Worksheet

'SPY 26ix •
• , - . C- ^•201 •sW,»ix- SFY 20? x;

Project Manager

rY>.sltlon 01'

Position 02

Position 03

20ie-043mFP-30ie-OPH&.lM>ATAA - Appendices
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4. F-4 HARDWARE COST worksheet

Table F-4: Hardware

■Herdi^re Name!: ■
i'l : •

Ini'lial^Cost' Malrterafve:Sup^h''and

• "Yeari • f:' Yw'2 •• :';Yeor;3r^'" iYeerJS:"

5. F-5 Software Licensing, Maintenance, and Support
Pricing Worksheet

;^IV8fe'Namfe Iriliai Cost^ 'Mirtena^'^pport'ahd
Year 1 ' Year 2

'■S ■
YMr3 Yearji Year's

1

2Ol»^3mFP.2Ol0-OPH8-1B-OATAA.. Appendices
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6. F'€ Web Site Hosting, Maintenance, and Support Pricing
Worksheet

Table'F*6: Web Site Hosting, Maintenance, and Support Prldng WorKsheet

HOSTED SERVICES Year 1 Year 2: YeafS,. Year 4 Years TOTAL.

Web She Hoiuir>g Fee

Tecbrical Support end
updatee

Malilenance and

Updates

GRAND TOTAL a
-

Remainder of this page Intentionally left blank
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1. APPENDIX G-1 SECURITY

1.1. G-1.;1. AVpliCBtiori Security
IT Securily involyea all functions pertaining to the securing of State Data and systems
through tt>e creation and definition of security polldes, procedures and controls
covering such areas as Identiflcatlon. Authentication and non-repudiation. This shall
include.but is not limited to:

1.1.1.. Develop Software applications based on industry best practices and'
incorporating information security throughout the Software
development life cycle;

1.1.2. Perform a Code Review prior to release of the application to the
State to move it into production. The code Review may bp done In a
manner mutually agreeable to the selected VENDOR and the State.
Copies of the final, remediated results'shatl be provided to the State
for Review end audit purposes;

1.1.3. Follow Change Control Procedures (CCP) relative to release of
code;

1.1.4. Develop applications following security-coding guidelines as set forth
by organizations such as, but not limited to Open Web Ap^ication.
Security Project (OWASP) Top 10. SANS Common Weakness
Enumeration (CWE) Top 25 or CERT Secure Coding; and

1.1.5. Make available to the for review and audit purposes all Software
development processes and require training for application
developers on secure coding techniques.

1.2. G-1.2 PCI DSS Payment Application Data Security Standard (PA DSS)
Whereas the Vendor provides a Commercial Off (he Shelf (COTS) product used by the
Health arxl Human Services, which transmits, proces^s or stores cardholder Data and
therefore must meet PA-OSS validation requirements

Whereas the Vendor access to the production environment which transmits, processes
or stores cardholder data and therefore Is considered a 'service provider" under
Requlrernent 12.8 of the PCI DSS Co'rnpllance.

The Vendor agrees to the following provisions:

1.2.1. PCI OSS Payment Application Data Security Standard (PA DSS) -
As the Vendor's product is part of the processing, transmission,

. -w- and/or storage of cardholder Data It Is hereby agreed that:

1.2.1.1. Vendor agrees to participate in the Payment Card
Security Standards Council (PCI) Payment Appllcalion
Data Security Standards program (PA DSS);
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1.2.1.2., Vendor agrees to provide evidence of compliance with
PA OSS prior to Contract approval; and

1.2.1.3. yeridor vvill immediately notify the NH .Doll Chief
infomiation Security Officer'lf It leams.its application Is
no longer PA OSS compliant and wlll immediately
provide the DOIT of the steps t>eing taken to remediate
the norvcompliance status. In no event should Vendor's
notification to the OolT be later than seven (7) calendar
days after Vendor learns it is no longer PA DSS
complaint.

1.2.2; PCI DSS Requirement 12.8, Service Provider - If the Vendor
provides Sen/Ices on |t)e production environment, used In the
proce^ng, tran^ission and/or storage of cardholder Data, it Is
hereby agreed that:

1.2.2.1. Vendor agrees that it Is responsible for the security of all
cardholder Data that H obtains or possesses, Including
but not limited to the functions relating to goring,
processing, and transmitting the cardholder Data ;

1.2.2.2. Vendor attests that, as of the Effective Date of this
• Amer>dment, it has complied with ell applicable
requirements to be considered PCI DSS compliant, end
has performed the necessary steps to validate Its
compllanise with the PCI DSS; end

1.2.2.3. Vendor agrees to supply the current status of Vendor's
PCI DSS compliance, and evidence of its most recent
validation of compliance upon execution of this
addendum to Agency. Vendor must supply to Agency
an attestation of compliance at least annually.

1.2.2.4. Vendor will immediately notify Agency if It learns that it is
no longer PCI DSS compliant and will Immediately
provide'Agency the steps being taken to remediate the
non*compliance status, in no e.vent shall. Vendor's
notification to Agency be later than seven (7) calendar
days, after Vendor teams It Is no longer PCI DSS
compliant.

1.2.2.5. Vendor acknowledges that any Indemnification provided
for under the Contract referenced above applies to the
feilure of the Vendor to be and to remain PCI DSS
compliant.
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2. APPENDIX G.2 TESTING REQUIREMENTS
All iwjing and AcceptarKo' addresaed herein shell apply to testing the System, Thto shall Include plar*iir*|.
test scenerk) development, Deta and System preparation ror testing, and execution of tjnit Testirx], System
Integratloh testing, conversforVmrgretlon testing. Insiallation testing, performance, and stress testing. Security
Review at*} tesUng, and support of the State during User Aoceptarw Testing (DAT).

2.1. G-2.1 Test Planning and Preparation

2.1.1. The overall Test Plan vdll guide ail testing. The Vendor provided.
State approved, Test Plan wDI Include, at a mlnimurn, Identiflcetlon.
preparation, and Ooojnientation of planned testing, a r^uiremehts
traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, unit tests, expected results, and a
tracking method for reportir>g actual versus expected results as well
as all errors and problems identified during test execution.

2.1.2. it is crucial that c|ierit training and testing activities not be
abbreviated in order to meet Projed Implementation Schedules.
Therefore, the State requires that the testing activities be
represented both In terms of effort and duration.

2.1.3. Vendors must disclose in their Proposals the .8Ct)eduUr>g
assumptions used in regard to the Client resource efforts during
testing.

2.1.4. State testing will commence upon the Vendor Project Manager's
Certification, in writing,.that the Vendor's own staff has successfully
executed all prerequisite Vendor testing, along vrith reporting, the
actual testing results, prior to the start of any testing executed by
State staff.

2.1.5. The State will commence Its testing within five (5) business days of
receiving Certification from the Vendor that the State's personnel
have been trained and the System is installed, configured, complete,
and ready for State testing. The testing will be conducted by the
State in an environment Independent from the Vendor's
development environment. The Vendor must assist the State with
testing in accordance with the Test Plan and the Woric Plan, utilizing
test artd live Data to validate reports, and conduct stress and
performance testing, at no additional cost.

2.2. G-2.2 Testing

2.2.1. Testing begirts upon completion of the Software configuratipn as
required and uswr training according to the \hfork Plan. Testing ends
upon issuance of a leRer of UAT Acceptance by the State.
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2.2.2. Vendor must demonstrate that their testing methodology can be
Integrated with the State standard methodology described in Table
G-2.2 Slate Recorhmended Testing Methodology.

2.3. Table 0-2.2 State Recommended Testing Methodology, please propose your
methodology end use the rollowing as a guideline.

Reference Topic Guideline

1 Unit Testing Appllcatldn componem ere tested on an Individual basis to'verify that the Inputs,
outputs, and processing logic .of eacn application comportert finctions without
.errors. Unit Testing is performed in either the deveiopmeni environment or a
testing environmen.

The goal is lo nnd errors in the smallest uhH of Software. If auccessfiJ,
subsequent miegraikm testing should only reveal errors related lo the integration
between application components.

2 System
integretion
Testing

a. Validates the integration between the incSvidual unit application
components and vtrlfies Ihel the new System meets defined
requirements and SLpports execution of interfaces end' business
processes. The Systems integration Test is perfonrted in a test
environment.

b. Emphftsizes end-lo-end business processes arrd the flow of information
across appiications. 11 includes all kay business processes and
interfaces being irrtplemenled. corflrms Data transfers with external
parties, and Includes the iraram'rstion or printirrg of all electronic and
l»per documervs.

c. The State will conduct System irAegraliqn Testing, utilizing scripts
developed, as identified In the Test Ptan, to validate the fmctionanty.of
the System and its interfaces. Ihe State wHI also use S^em
Integration Testing to validate mcdlficalions, Tixes and other S^em
interactions with Ihe Vendor supplied Software Solution

3 Conversloh

/Migration
Validation

Testing

The Conversion/Migratioh Validation Testing should replicate the ertirc flow of
(he converted Data through the Software Solution. As the Software Solution is
interfaced to legacy or iHrd-perty applications, the testing verifies that the'
resJting convened legacy Data performs cqrrectly.

4 Instaflalioh

Testing
Ap^ication components are installed in the System test environment to lest the
installation routines and ere refined for the eventual production environment.
This activity serves et a dry nm of the Installation steps in preparation for
configuring the production SyUem.

5- user

Acceotance

The User Acceptance Test (UAT) is a Verlflcstlon process performed in a copy
of the production environment. The User Acceptance Test verifies System

20iad43/RFP.201S-DPHS.1».OATAA • Appendices
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Testing

(VAT)

PertormerK

e  Tiaiing
and Stress

Testing

furctlortfllty agatret predenned Acceptance criteria that support the successful
execution of approved Puainess processea.

a. The Vendor's Pro|ect Manager must certify in writing, that the
Vendor's own staff has successfully executed aD prerequisite
Vendor testing, along wtlh reporting the ectuat tastlne results prior
to the start of any testing executed by Slate staff.

b. The State will be ptesenied with a Stale approved" Test Ran. test
scenanos, test cases, test scripts, test Data, and expected retuRa.
as well at written Certificate of the Vendor's having completed the'
prerequisite lesia, prior to the State alall irvoivemeht In any iestlno
activliies.

c. UAT wlO also serve as a performance and stress test of the System.
It may ciaver any aspect of the new System, including admir^trative
prooodures such as backup and recovery. The resJis of the UAT
provide evidence that the new System meets the User Acceptance
criteria as'defined in the Work.Plan

Upon successful conclusion of UAT and successful System deployment, the
State will issue a letter of UAT Acceptance and the respectN^ Warranty Period
shall commence as described In Appendix H: Sfafe of Now HampsNn Terns
andCondfnan9-$ectionH-?5.t0.i; WarartyP^kxt

Vendor shall develop and document hart»oare and Software corflguralicfi and
tuning of System Mrastructure as wen as assist and drect the Slate's System
Administrators and Database Administrators in cbrfigurifig and tunir)g the
Infrastructure to support the Software throughout the Project

Performarxe.Tuning and Stress Te8lir>g

Scope

The scope of performance testlr^ shaO measure the ey«em level metrics crtiical
for the d^eiopmenl of the e^icetions infrearucture' arid operation of the
epplicatiorts in the production environment. It wlh Include the measurement of
respoftte rates of the appilcatipn lor end-user iramactiorts arxJ resource
utiiization (of various senrers and network) under various load conditions. These
response rates shaO become the basis for changes and retesting intii optimum
system performance is achieved.

The appTicalion iransactiorn shall be identified with spectTc roles and selected
trarsactlons shall be recorded for the performance measurements. Tfwse win
be compered to tsesellnes to determine If object and/or system performance
increases as changes are made.

Performarpe testing shall consider the lui scope ol the application infrastructure
with emphasis on the most heavily used or shared transaictlcns. Performance
testing of the eppiicedon will profile the identified user transactiora and assist in
the identfving performance gaps to improve the most critical parts of tip
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appl.lMtlon«.

Performance testino and tuning shall occur in the final production environment
and Shall use a cop^ of the final production database to prot/lde the best results.

Vendor must lead thb. effort. Responsibllitiea Include idertifying epproprtete
tunabia paramatars and their defaiXl arSd re<»mmended settings, deveidping
scripts, which accurately reflect business load and coordinating reporting of
results.

Testtvoes

Performance testing shall use two dtfferent ty'^ of t^s to, .determine the
stabitlty of theappficetlorv They are baseline tests and load ints

: Baseline tests shall collect performance Data and load analysis
^ running scripts wtwe the output is broken down into business trarvactions or
furctions. The test is Pke a singia user executing a defined buslr)eu trar>sactJon.
During baseline tasting, eech IndvidLai script is run to establish a besellne for
transaction response lime, throughput and other user-based metrica. Usually
each business transaction is execUtd muSlpia Itmas during a singta test run lo
obtain an average for the user-besed metrics required for the performance
testing evaluations, it must be noted that changes mede to the code after
beseiine testing is completad will skew the resufts collected lo date. Ail effort will
be made to provide a code test bete that Is leslad In the environment for
problems prior to the establishment of the beseiine, which are used in future
teAing and tunif>g efforts. Any changes introduced into the environment after
performance testing has started can compromise the accuracy of the resutts and
will force a declsion.to be made whether beseiine results need to be recreated. '■

Load Tests: Loed testing will determine if the behavior of a system can be
sustained over a long period of time while running under expected conditions.
Load tests helps to verify the ability of the appiicalion environment under
different loed conditions baised on worldoad distribution System response time
and utilization Is measured and recorded.

Turing

Turing win occur during both the development of the application and load
testing. Turing Js the process whereby the application perfonranca is
maxirrized. this can be Ifie lesuti of maldrig codo more efflcierit during
devetopment as well as making luring parameter changes to the environmenL

For irfrastructtre luning parameters will be identified for all comporrents prior io
undertaking the load testing efforts. This should Include a list of the varlabfes.
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(heir definitions, the ^aiit 'setHngs, range of acceptable sellings end the
se.tti.ngs as testl^ begins. This win permit tfw team to identify the^areas of rnost
pcKehtlal gain arxl a starting point. Tuning is a process which' b repeated until
(he team feeb tt>at the systems are ruryting at or near.optimun performance.

Imotememlno Peffomiance and Stress Test

Performance end Stress, test Toob must be prodded by the Vendor for this
effort. Consideration must be given to Udenslng with respect to continued use for
Regression Testing, if the Vendor is familiar with open source lowAv cost toots
for thb purpose those toob should be identified in your response.

Schedtiino Peiformance and Str^ Testing

VerKkx shall perform test plannirtg. The step* for pbnring include Identification
of application functionality as well as what pereartage of normal daily use is
represented by each functkxv This Information will becdrhe the foundatiori (or
scripting so that tests clos^ represent virhat loads in production will look like.

Vertdor Shan provide ddinition and expectatiorrs from testing' Tftis deflnitjon
should include who b in charge of testing and coordinating resuitt, artidpeted
run tirrtes. logs required for tracking their locatiom and which tachnicbn b
resporaible lo track and provide them following each lest to the team.

Initial test runs sfbll be completed lo establish that the tests and Oats sets can
be njn to completion without errors. The ratio of types of transactions which
makeup (he test shall be Reviewed prior to the beaming of testing and then
again once testing has begun to make sure that testing accurately reflects the
systerh performing In production.

inUal tests shall be used to establish a baseline from vvttich all subsequert tests
will be cotTiperad. Tests win ̂  cor^dered for baseline status once two of i^m
have been run within 2% of each other in i^ and overall perfonnBnce areas..
No cftanges to the test scripts or Data sets {with the exception of restores aflar
each test) can t» done to the test erwlronment once tuning has begun so as lo
not damage the comperison lo byline resiits. The systems'must be restarted
prior to each test run to assire all cache b cleaned out. All effort will be rriade to
run these tesb at a time when system and network Infrastructure utilization,
doesnl impact the results, tests will be run in cioee proximity to our
infrastarcture to ellminste the public network from our errvironmerX.

Poet lesi reportlrtg and. result assessmen wiO be Scheduled following each test
The learn win compare ttiese resutb to the beselirw arxl a deterrninatton must' be
made to make additbnal changes to the perameter being tuned or return to the
prior configuration and select anothier parameter to tune wttlb keeping in mind
that signirieent cranqes lo ar^v one peremeter mev reoulre the retestlng of some
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otner#. Careful work on identifyCno dapendonciea up froni should mlrtmbo W»
imped

If Oefocta ere Wentified in the sppOcetlon during teating. they will be recorded-
however, chengee to the'appiicailon code ohoiid be evoided tf pooelbie ep ee
not to BiTed beaeline eompaneone. rr e change to itw appticsUon la reqiired
new baseiines win be estaUlshed (and poMiWy the executJon of piior tests lo
valicteta changes with the new appiicstion) before testing can continue.

When performing cepectty testing egslnst a GUI the focus wCi be on the abiilly of
the irterface to respond to user input

During stress/toed testing the tester win attempt to stress or load an aspect of the
system to the point c* failure. The goal being lo determine weak polrSs in the
system eTChHecture. The tester vriil Identify peek load conditions at which the
program will fail to handle required procesaing loads witNn required time spera.'

Ojrfng. Perfonnance testing the .(ester will design test case scervrios to
determine If the system meets the stated performance crtterla (i.e. A l.ogln
request shall be responded to in i second or less uider a typical daOy Iced of
1000 requests per minute.). In both cases, the tester wiD determine the capedty
of the system under s known set of condltiora. '

Regression
Testing

As e resist, of the user testing actiyiiies. prootems will be identified that require
correctloa The State wilt notify the Vendor of the natire of the lestirg faiiues In
writing. The Vendor will be required to perform additional testing eclMdes in
response to State and/or user probferro idertrted from the testing resiAt-

Re(pession Testing means selKtive ra-testtng to detect fauts irfroduced durirg
the modfficaiton effort, both to verify that the modfications have not caused
unintended adverse effects, and lo verify that the modfied end related (possibly
affected) System components sitli meet their ipectfied requrements.

a. For each minor failure of an Acceptance Teat, the Acceptance
Period shall be extended oy correspondinQ time defined in the
Test Plan,

The Vendor shell notify the State no later trvn five (5) business
days, from the Vendor't receipt of written notice of the test failure
when the Vendor expects the oofreclJons to be completed end
ready for reiesiing by the State. The Vendor win have up to fl^
(S) txAiness days to make corrections lo (he problem urtecs
■pectficaify extended In writing t?/ the State.
When a programming chenga b made in response lo a problem
ktentricd during user testing e Repression Test Plan should be

b.

c.
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developed by the Vendor based on the understanding of the
progrern and the change being .made to the prograiTV The Test
Plan has two objectives:

1. Valldsie that the chengefupdate hee been prpperty'incorporatad
Into the program; and

2. ' Validate thet tr>ere has been no unintended chsrtge to the-other
portior« of the program.

d. The Vendor wiiJ be expected to:

1. Create a set of test condliions. lest cases, and test data thai wio validate that
the change has been Incorporated correctly;

2. Greats a sal of test conditions, test cases, and test data that will vafidate that
the unchanged portions of the program still operate correctly; and

3. Manage the entire cydic process.

e. The Vendor will be expected to execute the Regression Test.,
provide actual testing results, and certify its comjaietion in vwiting
to the State prior to passing the modlTied Software application to
the users for retestlng.

In designing end conducttng such Regression Testing, the Verxtor wia be
required to assess the risks Inherert to the modirication being Implemenied and
weigh those risks against the time and effort required for conducting the
Regression Tests, in other words., the Vendor will be expected to design and
cortJuci Regression Tests that will idertJIy any unintended consequences of the
modification while taking into account Schedule and economic considerations.

In.theif Proposals Vendors must acknowledge their responsibilities for regression
lestirtg as doscribod in this tedi^

Security
Review artd

Testing

IT Security involves all hjncilorrs pertaining to Ihe securing of Stale Data and
Systerrv through the creation and definition of seourttypoiicfes. procedures and
corf/pIs covering 'such areas as Ideritificatlon, AiAhenticatlon and non-
repudation.

All components of the Software shall be Reviewed er>d tested to ensure Ihey
protect the Stale's hardware and Software and its related Oeta assets.

Service ComponerS DeTines the set of capabilities that

identlflcation and

Auihertlcatlon
Supports obtalrirtg information about those
psnies attenipting to log orto a system or
application (or security purposes and the
vefidaiion of users.
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Access Control Supports Ihe managemert of permissions for
logging orSo a computer or rietwork.

Encryption Supports the encoding of Data for aecurlty
puipoaes

Intrusion Detection Sieiporto the detaction of Illegal entrance Into a
computer system.

VeHflcation Supports the corifirmation ol authority to enter a
computer system, epplicatton or network.

Oigltai Signature Guarantees the unsttered state of a flia.

User Mar^age^r«^t Supports the adminlsiration .of computer,
appticatior) and .network accounts vrltNn en
organizaiipn,

Role/Privilege
Managemeni

Supports the gnsnling of abilities to users or
groups of usars of a computer, application or
network.

Audit Trail Caprure and
Analysis

Supports the idenincalion and momtortrg of
activities within sn apptication or system.

inpiX Vatidstion Ensures the application is protacled from buffer
overflow, cross-site scripting. SQL injection, and
unauthorized access of files and/or directories
on the server.

In their Proposal, the Vendors must acknos»ledee their responsioilllles lor
security testing. Tests shall focus on the technical, administratrve end physical
secuity contrott that have beeri designed Into the System architecture in order
to provide Ihe necessary confideitiality, Irtegrity and evaltatjllity. Tests shall, at a
rninimum, cover each of the senrfce components. Test procedures shall include
3 party Penetration Testa (pen lest) Of code analysis and review.

Prior to the System being rrtoved into p^ucUon, the Vendor shall provide
resUts of an securtty testing to (he Oepertrhent of information Technology for
Review and Acceptance. AH Software and hardware shall be free of nwlcious
code (malvirare).

9 Penetration.

Testing
1. Implement a methodology lor penetratioo testing that Includes Ihe

following;
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2.

3.

6.

It beted on Industry-accepted penetreiion tetUna aporoecnes (lot
exampte. NIST SP800-115):

Indudet covemoe for ihe entire C06 perimeter and crillcal
tyetems;

includot tnling from both Inside and outside the network;

Indudet testing to vaiidaie any segmentation and scope-
reduction controls;

Oennes eppHcaUoo-tayer penetration tests (o irvtude at a
rrtnlmun, the vUnereblUiea listed in Pa QSS Cormterge-

1. Defines networtt-layer ^netra'llon tests to indude comportertts
thsi support network funotloos as weD as OperatJrg Systems;

g. indudes Review and conaideratlon of itveats and vulnafabilities
exjaerienced in the last 13 months; and

h. SpedTias retenion of penetration testing resuHs and remediation
actMtits results.

Perform external penetration tatting at least ennoaily and after any
■Igrttlnnt lifrestructure or applicallon i4^r8de or modlTicallon (such as
an opartting system upgrade, a sot>-nBtwort( added to the env(ronrr»nt.
or a web server eddad to the environmere).
Perform kSermi penetration testing at least annuaOy and after any
sigftticani Irfrasiructure or application upgrade or modiftcatlon (such as
an operating system opgrado a sub-network added to the eovirorxnent.
or a web server added to the environment].

4. Exploitable vuinerabiWies found durirrg per)etration testing are corrected
and tasting Is repeated to verify the correctiona
if segmentation is used to Isolate the COE from otfter rwtwofks, perform
penetration tests at least annually and after any char^jes to
sagmertatioo cortrolsrmeihods to verify that the segmertatlon metfods
are Operational and effective, and laoteta all oul-of-scope systems from
in-«cope systema.

Remainder of this page IntenUonally laft blank
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3. APPENDIX G-3: CERTIFICATES

3.1. A. Certificate of Good Standing

As a condition of Contract, ayvard. the Vendor, if required by law, must furnish a
Certificate of Authority/Good Standing dated after April 1. 2018, from the Office of the
Secretary of Slate of New Hampshire. If your company Is not registered, an application
form may be obtalrwd from; ■

Secretary of State

State House Annex

25 Capitol Street

Concord. Nevy Hampshire 03301

603-2714244

If your company Is registered, a Certification thereof may be obtained from the
Secretary of State.

<Npte: Soyenign states or their agendas may be required to submit suitebfe substitute
Documen/atfon concerning their existence and authority to enter into a Contract>

3.2. B. Certificate of AuthorttyA/ote

The Certificate of Authority/Vote authorizes, by position, a representative($} of your
corporation to enter into an Agreement or amendment with the State of New
Hampshire. This ensures that the person signing the Agreement is authorized as of the
date he or she is sighing it to enter into Agreements for that organization with the State
of New Hampshire

The officer's signature must be either notarized or Include a corporate seal that
confirms the trtle of the person authorized to sign the Agreement. The date the Board
officer signs must be.on or after the date the amendment is signed. The date the notary
signs must match the date the Board officer signs.

You rhay use your own format for the Certificate of AuthorltyAfote as long as It contains
the necessary language to authorize the Agreement signatory to enter Into Agreements
and amer>dment8 with the State of New Hampshire as of the date they sign.

3.2.1. B.I CERTIFICATE OF AUTH.ORITYA/OTE CHECKLIST

3.2.1.1. B.1.1 SOURCE OF AUTHORITY

Authority must come from the goVemIng body, either:

3.2.1.1.1. A majority voted at a meeting; or

2biS-043rRPP.2019>OPK$-lsOATAA - Appendices
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3.2.1.1.2. The body provided unanimous consent In
wfiting: or

3.2.1.1.3. The organization's policy or governing
document.

3.2.2. B.I.2 SOURCE OF AUTHORITY WAS IN EFFECT ON DAY
AGREEMENT OR AMENDMENT-WAS SIGNED

Certincate must show that the person signing the Contract had authority when they
signed the:Agreement or Amendment, either

3.2.2.1. Authority was granted the ^me day as the day the
Agreement or Amendment was signed; or

3.2:2.2. Authority was granted after the day the Agreement or
amendment was signed and the governing body ratifies
and accepts the earlier execution; or

3.2.2.3: Authority was granted prior to the day the Agreement or
amendment was.signed and It has not been amended or
repealed as of the day the Contract was signed.

3.2.3. B.i.3 APPROPRIATE PERSON SIGNED THE CERTIFICATE

The person signing the.certificate may be the same person signing the Agreement or
Amendment otity if the certificate states that the person is the sole director (for corps)
or sole member (for LLCs).

3.3. C. Certificate of Insurance

3.3.1. C.I Comprehensive general liability Insurance against all clalms.of
bodily injury, death or property damage ($1,000,000 per occurrence
and $2,000,000 aggregate)

•3J.2-^'C.1.2 Certmcate Holder- rhust be:':state .of NH. <AGENCY[
NAM£>., Cdrfimlssibner; <AGENCY •Ab6RES's>. Concord. NH.'
-033011

3.4. Wor1<er8 Compensation

3.4.1. D.I Workers Compensation coverage may be Indicated on the
Insurance form des^bed above.

3.4.1.1. D.1.2 Workers Compensation coverage must corhply
wfthStateofNH RSA261-A

Remaindor of this page Intentionally left blank
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APPENDIX H - STATE OF NEW HAMPSHIRE TERMS AND
CONDITIONS

PpnM NUMBER P-37 (version S>8/15)

AGREEMENT

The stale ol New Hampshire arvl the verxtor hereby mutually agree as foHowe;
GENERAJ. PROVISIONS

1.1 Stale Aoency Name 1.2 State Agency Address

1.3 Contractor Name 1.4 Coritrector Address

1.5 Contractor Phone
Nimfier

1.6 Account Number 1.7 Completion Date 1.6 Price Limltatioh

1.9 Contracting Otncer for State Agency 1.10 State Agency Telephone Number

1.11 Contractor Signature 1.12 Name arxf TtUe of Cortractor Signatory

1.13 AckncMedgemem: State of .Countyol

P" . tetbra the ur>dereigned officer, pefsonally appeared Ihe person identified In Bock
1.12, or satWactorily proven to be the person whose name Is signed In block 1.11, and acknowledoed that
»/he executed ihts document In the capacity indicated in block 1.12.

1.13.1 Signature of Notary Pubffc or Justice of the Peace

[Sea!]

1.13.2 Name and Title of Notary or Justice of the Peace

SOia^MSmFP.tOIS-OPHS-ift^ATAA • Appendices
Peg«69el1t2 '

Deloitte 2018 Page VUI-4l5of662



,Altachm8HMSr®dBK>hffii^&4i4lMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RPP 2019-043/RFP-2019-DPHS-19-DATAA

STATH OF NEW HAMPSHIRE
D«p«rtiTHnt.of HnRh and Human Sarviccs
Data Analytics Platform rof OpieU Crisis

DHHS -RFP 2019443/RFP-2019-OPHS-19-DATAA
APPENDIX H: STATE OF NEW HAMPSHIRE THRM3 AND CONOmONS

1.14 State'Age.ncy Signature

Date;

1.1$ Name erKt'Tjile ot State Agency

1.16 Approiral by the N.H. Oepartmerf of AOminictmtioh. Division o< Personnel ftf appUcabia)

By: Director, On;

1.17 Approval by the Attorney General (Form. Substance and Execution} {' If tpplicabie)

By: On:

1.16 Approval by the Governor and Executive Council OfoppOcoble}

By: On;

20iaO43mFP.20ia-0PHS-1MATAA • Appendices
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2. EMPLOYMENT OCONTRACTOR/SERVICES
TO BE PERFORMED. The State of New
Hampehlre. -acting through the agency IderSifled in
Week 1.1 estate*), engages contrector WentifieO in
block 1.3 fContractor*) to perform, and the
Contractor shell perform, the vtorli: or sale of goods,
or both. Identined and more paHiculany descrlised In
the isttached EXHIBIT A which Is incorporated
herein by reference fServicci*).

3. EFFECTIVE DATEAIXDMPLETION OF
SERVICES.

3.1 Notwithstandng any provision of this
Agreement to the cortrary, end subject to the
approval of the Governor-end ExecuNe Council of
the State of New Hampshire, if applicable, this
Agreemera, and aJi obUgatlone of the parties
hereunder. sheir become effective on the date the
Governor end Executive Council approve this
Agreement as Indicated In block 1.10, uniesa no
such epprovBl is required. In which case the
Agreemerd shall twcome effective on the dale the
Agreemert is signed by the-.State Agency as shown
in block 1.14 rEffective Date*).

3.2 If the Cord/actor commences the Services prior
to Iht Effective Cete, all Services performed by the
Contractor prior to the Effective Dale shall be
performed et the sole risk of the Contractor, and In
the event that this ^reemers does not become
effective, the State shall have no liability to the
Contractor, inclutSng without ilmitBtion, any
obligaiion to pay the CorSiactor for any prices
incurred or Services performed. Contractor must
complete all Services by the Completion Dete
specrfled in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreomerd to
the

contrary. aD obligatiana of the State, hereunder.
ihdiidlng. ^hout limitation, the continuanoe of
payments hereunder. are cortlhgent upon the
e>«ilabillty and continued epproprialloh of funds,
end in no event shall the State be liable for'any
payments hereundv in excess of such available.
appropriated funds. In ir%e evcrit of a reduction or
termineiion of appropriated funds, the- State shall
have the right to withhold peyrhent urdil such fuinds
become available, if ever, and shall have the fight
to terminate this .Agreemerd Immedbtely upon-
giving the. Contractor notice of such termination.
The State shall rrat be required to lirarsfer funds
from any oth^ account to the. Account kfentlfied in
block 1.6 in the event funds In that Adocxfit are
reduced or unav^bie.

5, CONTRACT PRICEff^lCE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and
terms of payment are' iderdlfied er>d more
perticulatly described in EXHIBIT B which Is
Incorporated herein by reference.

5.2 The payment by the State of the contract price
shall be the onfy end the complete reimbursement
to the Contractor for all expenses, of wfetever
nature Incurred by the Contractor In the
performance hereof, and shall be the ordy. and the
complete compensation to the Contractor for tl«
Services. The State shell have no liability to the
Contractor other tlian the cordract price.

5.3 The State reserves the rigN to offset from arv
amourts otherwise payable to the Contractor under
Ifis Agreement tht^ liquidated arrwurts required
or permiBed by N.H. RSA 80:7 Ihrou^ RSA 80.7-c
or any other provision of tow.

5.4 Notwithstanding any provision in this Agreemerit
to the cordrary, end notwithstanding unexpected
circumstarces. in no everd shall (he total of all
payments authorized, or actually made heraunder,
exceed the Price Limitation set forth in block 1,8.

201»^M3mFP-201ft-0PHS.1»OATAA • Appendices
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6.1 in connedlon with the performarce of Ihe
Services, the Cohtradbr shall comply with all
statutes, taws, relations, and orders of ftdoral,
state, county or rminidpel authorities which impose
any' oUigation or duty upon the CciSracior,
inciudino, bul not limited to. civil rights and eqiAi
oppoHintty laws. This may include the reqiiremenl
to utilize auxlliery eids and service to ensure that
persons vitth oommUnicacion diiatjilitles, including
vision, hearing and speech, can commincete with,
receive infofmation from, and corvey irifotmaiion id
the Contractor. In additiori, (he Contractor shall
comply with all applicable copyright laws.

6.2 DuHng the term of 'thts Agreement, the
Contractor shall not discriminate against erhpioyees
or applicants for employment because of race,
color, religion, creed, a(^. sex. handicap, sexual
oriertation, or national or^n and will take
affirmative action to prevent slich dtocrimlr\etion.

6.3 If this Agreement to funded in any pert by
rhor^es of the Ur^ed States, the Contractor shall
cdm'pfy with eO the jjrovtotohs of Exeoitivie Order
No. 11248 fEqual Employment Opportunfty), as
suppfamentad by the ret^ations of the. United
States Depenmeni of Labor (41 C.F.R. Part 60).
and with any rules, regulations end guidelines as
the State of l^' i^mpshire or the United States
issue to implemert these regulations. The
Contractor further agrees to permit the Slate or
United States access to sny of the Cortractor's
books, records and eccourSs for the purpose of
ascertaining oompBance with ell njles. regulations
erxl orders, end the covenaits, terms end
cdndtiohs of this AgreemeN.

7. PER^NEL

T.IThe Contrador shad at its mvn expense provide
all

personnel necessary to perform the Services. The
Contractor warrarts that all personnel engaged in
(he Services shall be quBllfied to perform the
Services, and shell be property licensed and
otherwise authorized to do so under sM appiicsble
laws.

7.2 Unless otherwise authorized in writing, during
the terrn of this AgreeinenL and for a period of sb(
(6) months after the Cdmpietldn Date In block 1.7.
Ihe ConlrMor shall riot hire, and shad riot permit
any st^contfactor o'r oiher peradrt, firm or
corporation wKh whom it' is engaged In a combined
•Tort to perform the Services to hire, any person,
who to a State employee or official, who to
materiaOy' Involved in the procurement,
administration or performance of this ^reemenl.
This provision shell survive terrrinstion .of this
Agree men.

7.3 The Contracting Officer specified in block. 1.9,
or nis w her successor, shall be the Slate's
represersative. In the -event of any dispute
conc^ng the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the
State.

8. EVENT OF DEFAULT/REMEDIES.

6.1 Any one or more of the following sots or
omissions of the Cortractor shell cortstitute
an event of defauD hareunder rSvent of
Oetoiit*);

8.1.1 falure to perform the Services sattofactorily
or on schedule;

8.1.2 falure to submit any report required
hereunder; andfor

6.1.3 falure to perform any other covenant, term
or condition of thto Agreemeri

8.2. Upon the occurrence of any Evert of Default,
the State may take any one. or more, or ell, of
the following acticrts:

6.2.1 gW the Contractor a written notice
specifying the Event of OefaiA and
requiring it to be remedied wimin. in
the absence of a greater or lesser
specificatkxi of time, thirty (30)
days from the date of the notice;
end if the Event of Oefaufl is not
llmefy. remedied, terminate thto
Agreement, effective two(2) days
after giving the Cortrector notice of
termination;
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6.2.2. gl\« '.the Contractor a written rwtice
specrfylhg the. Event of Default and
-susperiding all payments to be made under
this Agreerrient and ordering that the
portion of the contract price wtvch would

.otherwise accrue to the Contractor durlrtg
the period from the date of such notice, uriii
such tirhe as the State delerrrir^es that the
Contractor haa cured tfie Evehl'of Default

shall never be paid to the Contractor;

8.2.3. set off agsinst any other obligations the
Stats may owe to the Corfractor any
.damage the State suffers tTy reason of any
Event of Default; andfor

8.2.4. treat the Agreement as breachod and
pursue any of Its remedies at law or In
eqiity. or both.

9. DATA/ACCeSSX30NFlDeNTlAUTY/

PRESERVATION.

9.1 As used In this Agraerrierii, the word 'data* than
mean al irforrrtaibn and things' developed or
obtained diring the perforronce of. or eoQuired or
developed by reason of. this Agreement, Including,
but nol Rmlted to,' all studies, reports, files,
formulae, surveys, map*, charts, sound recordtnga,
video recordings, pictorial reproductions, drawings,
analyses, graphic ' representations, computer
programs, computer prtntouts, notes, lePers,
memoranda, papers, and documeits, an whether
finished or unfinished.

9.2 All data arxi any property which has been
received from the Stale or purchased with funds
provided for that purpou under this Agreemerf,
shall be the property of the ̂ te, and shall be
returned to the State upon demand or upon
tarmirvQcn of this Agreemert for an/ reason.

9.3 CorTldertiality of data shall be governed by
N.H. RSA chapter 91-A or other existing law.
Discloeuro of data requires prior written approval of
the State.

10. TERMINATION. In the event of an early
iemirwtioh of this Agreement for eriy huaon other
then ihe compleUon of the Services,' the CorMractor
shell deliver to the Contractirg Officer, rat later
than fifteen (15) days after the date of termination, a
report fTermination Report*) describing in .detail all
Services performed; and the contract price earned,
to end indudirg the date of termihaOoa The form,
subject matter, content, and hiimber of copies of-
the Termination Report shall be ideritJcel to those of
any Firtal Report descdtied In the attached
EXHIBIT A

11. COfVrRACTOR'S RELATION TO THE STATE.

In Ihe performence of this Agreement the
Contractor Is In all respects en independent
contractor, and is neltner en agent nor an employee
of (he State. Neither the Contractor nor a^ of Its
ofTice'rs, employees, egerits or nwhbem-shall have
authoriV to bind the State or receive erfy beriefits,
workers' compensation or other emolurherfs
provided by'the State to Ks employees.

12.ASSIGNMENT/DELEGATION

/SUBCONTRACTS.

The Contiactor shall not assign, or otherwise
transfer any interest In this A^eement without the
prior written notice and oonserf of the State. None'
of the Services shall be tubcoivracted by the
Contractor without the prior written notice and'
consent of the State.

13, INOEMNIFCATION. The Cortrector shall
defend, indemnfy and hold, harmless the State,, its
ofTtcers and ̂ poyeei, from ar>d agaM any and
all toMS suffered by the State, its ofncet> and
employees, and any and e|i bbirns, liabilities or
penalties asserted against t^ Slate, its officera and
employees, by or on behalf of any peraort, on
account of, beaed or resulting frorn, arislrtg out of
(or wriich'may be dalm^ to arise out of) the acts or
omissions oil the Cortractor. Notwtthstandng the
foregoing, nothing herein pontainM shall be
deemed to corotitute a waiver of Ihe sovereign
immunity of the State, which Immunity is fiersby
reserved to the State. This covenana in paragraph
13 Ghail survive the termfnat'nn of ths Agreemerrl.

2010>043mPP>201»>DPH5-1M)ATAA - Appendices
Ps9c72of 112

Deloitte 2018 Page vaM19of662



AttachmSffMJT^^ibMB^iHdlMPSHIRE • Department of Health and Human Services
Data Analytics Platform for Optoid Crisis
DHHS- RFP 20I9-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department of Hcattri and Human Services

Analytics Platform for Opiokf Crisis'

DHHS - RFP 2019-043/RFP-2019-OPHS.19-OATAA
APPENDIX H: STATE OP" HEW HAMPSHIRE TERMS AND CONDITiONS

14. INSURANCE.

-  14.1 The Contractor shall, at its sole expense,
obtain and rrniptain In force, and shall require any
subcofSractor or assignee to obtain and maintain In
lorce, the following Irvurance:

14.1.1 comprehensive general liabitlty
insurance against all daims of bodily
injury, death or property damage, in
amounts of not less then $1,000.000per
occurrence and $2,OCD;ooo aggregate ;
end

14.1.2 special cause of loss coverage form
covering an property sub^ lo
subperagraph 9.2 h^in, in an amount
not leas than 80% of the whole
repiaeement value of the property.

14.2 The policies described in subperagraph
14.1 herdn shall be on policy forms and
cndorMmerts approved for use In the State oi
New'Hampshire by the N.H. Depertment of
Insurance, and issued by insurers liceneed in
the State of f^ew i-tampahire.

14^3 The Contractor shaH'fumish fo the Contractirtg
Officer Identified in btock 1.9, or his or her
successor, a certtricate(s) of Insurance for all
Insurance required un^r iNs Agreement
Contractor shell also furnish' to the Contracting
Officer identified In block „1.9, or his or her
successor, ceitfric8te{a) of insurance for all
ren»wal(s) of insurance required under tNs
Agreement no later than thirty (30) days prior to the
expiration date of each of the insuance policies.
The certinc8te(s) of insuence and any ranewats
thereof shall be attached and are inco^urated
herein by reference. Each ceftjricate(s) of insurance
shall cortain a clause reqUring the ir«urer to
provide the Contracting .OfTtcer identified in bkxk
1.9, Of his or her successor, no less than thirty (»)
days written notice of cancellation or
modification of the policy.

15. WORKERS* COMPENSATION.

1S.1 By signing thfs agreement, me Contractor
agrees,

certiries end warrarts Ihet the Cortractor is in
compflance with or txempi from, the requirements
of N.H RSA chapter .281-A rwbrkiars'
Compensafibn'}.

1S.2 To the extent the Contractor is. subject to the
rerairements of HH. RSA chapter 281-A,
Contractor shall maintain, and require any
subcortractor or easignee id sacure and maintain,
payment of Workers' Compensation in.conheclion
with activities which the person proposes to
undertake purauani to ihla Agraaniart. Contractor
shall furnish the Contracting Officer Idehtined in
block 1.9, of his or her successor, proof of Workers'
Compemat'ion in the manner described in N.H.
RSA chapter 281-A and eriy appllcabie rehe'w8i(i)
thereof, which shaii be attached and ere
incorporated herein by reference. The State shall
not be responsible for peymeni of any Workers'
Compensation premiumo or for any other claim or
benefit for Contractor, or any aubcontractor or
emptoyee of Cbrtractor, which might arise under
api^lcable State of New l-iampehire Workers'
Compensatloin taws in connection vfith the
performance of the Services under this AgreemenL

16, WAIVER OF BREACH. No faliirt by the Stale
to .enforce any provisions hereof after eny Evert of
Default shall be deemed e waiver of 'lts rights wun
re^d to that Event of Default, or any'subsequent
Evert ol Defauil. No express failure to enforce arry'
Event of Default shall be deemed a waiver of the
right of the State to erforce each and all of the-
provisions hereof upon any further or other Event of
Default on the part of the Cortractor.

17. NOTICE. Any notice by a party hereto to the
other party shall be deemed to have been duly
delivered or given at the time of malflng by certired
mall, postage prepaid, in a United. States Asst
Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4. herein.

18. AMENDMENT. This Agreement rnay be
amended, waived or discharged only by an
instrument in writing signed by the perties hereto
and only after apprrwsl of such amerximert, waNer
or iSscharge by the G^mor end Executive
Council of the State of Ntrw HampcNre unless no
such approval is required ixtder the circumstances
pursuart to State law, rule or policy.

20ie4M3fRFP-201»-DPKS.1M>ATAA ■ Appendlcs
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19. OONSTRUCTION OF AGREEMEf^ AND

TERMS.

-TMs Agreement shall be construed in eccordence
with the

lows of the Stale of New hlampshlre, end is binding
upon and Inure* to the benefit or the parties and
their respective successors and assigns. The
wordng used In this AorecmerS is the wording
chosen b/ the penies to etpress their mxuel Intent,
and no rule of coretruction shall be applied agairtti
or in favor of any party.

2Z SPECIAL PROVISIONS. AddUiorvl provlsJons
set forth in the attached EXHIBIT C are

incorporated herein by reference.

23. SEVERASILITY. In the evert any of irte
prcvisibre of this Afxeement are held tyy a court of
competent jurlsdictlw to be cortrary to any state or
federal taw, the remaining provisions of this
Agreement win remain in fiil force and effect

20. THIRD PARTIES. The parties hereto do not
irtend to benefit arry thrrd parties and this
Agreement shall not be construed to confer any
such benefit.

21.' HEADINGS. The headings throughout the
AgreeirerS are for referenn purposes orrty, end the
words cortalned Ihereini.shali In no way be held to
ecptain, rrxxSfy, ampCfy or eid in the irterpretBtlor\
coRstnxtlon or meanl^ of (he provisions of this
Agreeme ft.

20lMM3mPP.20l»>DPHS-l»OATAA • Appendices
Pei}«74o(113

24. ENTIRE AGREEMENT. TNs Agreerr»nt. which,
may be executed In e number of courterparts, each
of which Shall be deemed an original, constitutes
the entire Agreement a^ understanding between
the perties, arYl supersedes eil prior Agreemerts
end underetandlrgi relating hereto.
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25. APPENDIX H-25; GENERAL CONTRACT REQUIREMENTS

•25.1. H-25.1 State of NH Terms and Conditions and Contract Requirements
The Contract terms set forth In Appendix H: State of New .Hampshire Terms and
Conditions ehali cohstitute the core for any Contract resultihg from this RF.P.

25.2. H-25.2 Vendor Responsibilities

25.2.1. The Vendor shall be solely responsible, for meeting all requirements,
and terms and conditions specified in this RFP. its Proposal, and any
resulting Contract, regardless of whether or not it proposes to use any
Subcontractor.

25.2.2. The Vendor may wbcontract Services subject to the provisions of the
RFP, including t)ut not limited to, the terms ar>d corxlitions'ln Appendix
H: State of New Hampshire Terms and Conditions. The Vendor must
submit wKh Its Proposal all information and documentation relating to
the Subcontractor necessary to fully respond to the RFP, which must
include terms and conditions consistent wHh this RFP. The Vendor
shall remain wholly responsible for performance of the entire Contract
/egardless of'whether a Subcontractor is used. The State will consider
the Vendor to be the sole point of contact vylth regard to all contractual
matters, Including payment of any and all charge's resulting from any
Contract.

25.3. H-25.3 Project Budget/Price Limitation
The State has funds budgeted for this Project, subject to ApperSdix H; Sfafe of New
Hampshire Terms end Conditions, P-37, General Provision - Section 4: Coriatiorial
Nature of Agreement, and P-37, General Provision - Section 5: Contrad Price/Price
Limitation/Payment..

2i5.4. H-25.4 State Contracts

The State of New Hampshire intends to use, wherever possible, existing statewide
software and hardware Contracts'to acquire supporting Software and hardware.

25.5, H-25.5 Vendor Staff

25.5.1. In the Proposal the Vendor shall assign and identify a Project Manager
and key Vendor staff, in accordance with the Requirements and

. Deliverables of Appertdix C: System Requirements and Delivarables
and Appendix E: Standards for Describing Vendor Que/z/fcaffons.

201»^VRfP-201»-DPHS.1»OATAA - Appendices
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25.5.2. The Vendor's selection of a Project Manager will, be subject to the prior
approval of the Slate. The State's approval process may include,
without limitation, at the State's discretion, Review of the proposed
Project Manager's resume, qualifications, references and background
checks, and an Interview. The Vendor's Project Manager must be
qualified to perform the obligations required of the position under the
Contrad, have full authority to make binding' decisions, and shall
fuhctbn as the Vendor's representative for all administrative and
management matters. The Project Manager must be available to
promptly respond during Normal Working Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Vendor
must use his of her best efforts on the Prpject.

25.5.3. The Vendor shall not change key Vendor staff and Project Manager
commitments (collectively referred to as *Pro)^ Staff) unless such
replacement Is necessary due to sickness, death, lermlnatibri of
employment, or unpaid leave of absence. Any such changes to the
Vendor's Project Staff ^al) require the prior written approval- of the
State. Replaceme'nt Project-Staff shall have comparable or greater
skills with regard to performance of the Project as the staff being
replaced and be subject to the provisions of this RFP and any resulting
Contract.

25.5.4. The Stale, at its sole expense, may conduct reference and background
checks on the Vendor's Project Staff. The State shall mialnlairi the
confidentiality of reference and background screening results; The Slate
reserves the right to reject the Vendor's Project Staff as a result of such
reference and background checks. The Slate also reserves the right to
require rernoval or reassignment of the Vendor's Key Project Staff
found unacceptable to the State.

25.5.5. Notwithstanding anything to the contrary, the State shall have the option
to terminate the Contract, at Its discretion, if it is dissatisfied with the
Vendor's replacement Project Staff.

25.6. H-25.6 Work Plan

25.6.1. Vendor shall submit a preliminary Work Plan in Its Proposal. The Work
Plan shall indude, without llmitatiori, a detailed description of the
Schedule, tasks. Deliverables, major milestones, task dependendes,
and payment Schedule. A final VWrk Plan will be due five (5) business
days after Contrad award upon approval by Governor and Executive
Council.

201»^VRFP-201»4}PHS>1MATAA - App*ndlC*s
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25.6:2. The Vendor shall update the Work Plan as necessary, but no less than
every two weeks to accurately reflect the status of the Project, including
without limitation, the Schedule, tasks. Deliverables, major mllestdnes.
task dependencies, and payment Schedule. Any updates to the Work
Plan shall require the written • approval of the State prior to final
incorporation Into the Contrect.

25.6.3. Unless othemvise agreed in writing by the State, changes to the Work
Plan shall not relieve the Verklor.frorh liability to the Slate for any
damages resulting from the Vendor's feiiure to perform Its obligations
under the Contrad, including without limitation,' performance in
accordance with the Schedule.

25.6.4. In the event of a delay in the Schedule, the Vendor must immediately
notify the State in writing. The written notification will identify the riature
of the delay, i.e.. specific actions or inactions of the Veridor or Slate •
causing the problem; Its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the
expected Schedule effect the Project.

25.8.5. In the event the Vendor requires additional time to correct Deficfehcles.
the- Schedule shall noi change unless previously agreed-in writing by
the State, except that the Schedule shall automatically extend on a day*
to-day basts to the extent that the delay does not result from Vendor's
failure to fulfill its obligations under the Contract. To the extent that the
Slate's execution of Its major tasks takes longer than described in the
Work Plan, the Schedule shall airtomaticaliy extend on a day*to*<lay
basis.

25.6.6. Notwithstanding anything to the contrary, the State shall have the
option to terminate (he Contract for default, at its discretion, if it is
dissatisfied with the Vendor's Work Plan or elements within the Work
Plan.

25.7. H-25.7 Change Orders

25.7.1. The State may make changes or revisions at any time by written
Change Order. Within five (5) business days of a Vendor's receipt of a
Change Order, the Vendor shall advise the State, in detail, of any
impact on cost (e.g.. Increase or decrease), the Schedule, or the Work
Plan.

20ie4)43rRFP*201S*0PHS*1MATAA - Appondicos
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25.7.2. A Vendor may request a change within the scope of the Contract t)y
written Change Order, identifying any impact on cost, the Schedule, or
the Work Plan. The State shall attempt to respond to a Vendor's
requested Change Order within five (5) business days. The State,
which includes the requeuing Agency and the Department of
Information Technology, must approve all Change Orders In writing.
The State ̂ all be deemed to have rejet^ed the Change Order If the
parties are unable to reach an Agreement in writing.

25.7.3. All Change Order requests from a Vendor .to the State; and the State
Acceptance of a VendoHs estimate for a State requested change, will
be acknowledged and responded to, either Acceptance or rejection, in.
writing. If accepted, the Change Ordef(8} shall be subject to the
Contract amendment process, as determined to apply by the State.

25.8. H-25.7 Deliverables

The Vendor shall provide the State with the Deliverabies and Services in accordance with
the time frarries in the Work Plan. All Deliverables shall be subject to the State's
Acceptance as set forth in Appendix H; Slete of New Hampshire Terrris and Conditions -
Section H-25.9; TesOng and Accapienca, herein. Upon its submi^lon of a Deliverable,
the Vendor represents that it has performed Its obligations under the Contract associated
with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right to. reject any and
ail Deliverables In the event the State detects eriy Deficiency In the System, In whole or in
part, through completion of all Acceptance Testing, including but not limited to,
Software/System Acceptance Testing, and any extensions thereof.

For each denial of Acceptance, the Acceptance Period may be extended, at the option .of
the State, by the corresponding time required to correct the Deficiency, retest or Review.

•  2S.8.1. H-25.7.1 Wrtlten Oelivefables Review

The State will Review the Written Deliverables for an Accejatance Period of five (5)
business days after receiving written Certification from the Vendor that the Written
Deliverable Is final, complete, and ready for Review. The State will notify the
Vendor In writing of Its Acceptance or Non-Aoceptance of a Deliverable by the.end
of the five (5) day Review Period. If any Deficierkiies exist, the State will notify the.
Vendor in writing of the Deficiency and the Vendor rhust correct the Deficiency
within five (5) business days of receiving notice from the State at no charge to the
State. Upon receipt of the corrected Deliverable, the State will have five (5)
business days to Review the corrected Written Deliverable and notify the Vendor
In yvriting of Its Acceptance or rejection thereof.

25.6.2. H-2S.7.2 Software Deliverables Review

201MMVRFP.20ie-OPHS-f94)ATAA • App«nijlcn
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•Described in Section H-2S.9: Testing end Acceptance, herein.

25.8.3. H>25.7;3 Non-Software Deliverables Review

The State will Review Non-Software Deliverables to deterrriine whether any
Deficiency exists and notify the Vendor In writing of its Acceptance or non-
acce(ri8nce of the Non-Software Deliverable. The Vendor must .correcl the-
Deficiencies within five (5) business days, or within the period Identified in the
Wortt Plan, as applica.ble. Following correction of the Deficiency, the Slate will
notify the Vendor In writing of its Acceptance or rejeclioh of the Deliverable.

25.9. H-25.8 Licenses

The'Slate has defined ttte Software License grant rights, terms end conditions, and has
documented the evaluation criteria.

25.9.1. H-25.8.1 Software License Grant

The Software License shall grant the State a wbridwide. perpetual, irrevocable,
non-exclusive, non-transferable, limrled license to use the Software and Its
associated Documentation, subject to the terms of the Contract.
The State may allow its agents and Vendors to access and use the Software, end
in such event, the Stale shall first obtain written Agreement from such agenis arfd
Vendors that each shall abide by the terms and conditiona set forth herein.

25.9.2. H-25.8.2 Software arW Oocun>entation Copies

The Vendor shall provide the State wHh a sufficient number of hard copy versions
of the Software's associated Documentation and one ,(,1) electronic version. In
Microsoft WORD and PDF format. The State shall have the right to copy the
Software and its associated Documentation for its jntemal business needs. The
Slate agrees to include copyright and proprietary notices provided to the State by
the Vendor on such copies.

25.9.3. H-25.8,3 Restrictions

Except as otherwise permitted under the Contract, the State agrees not to;

25.9.3.1. Remove or modify any program markings or any notice of
Vendor's proprietary rights;

25.9.3.2. Make the programs or materials available in any manner to
any third party for use In the third party's business
operations, except as permitted herein; or

25.9.3.3. Cause or permit reverse engineering, disassembly or
recompitatipn of the programs.

25.9.4. H.25.8.4 Title

20ie-<Ma/RPP-20l»-DPHS-1»4)ATAA - Appendices
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The Vendor must hold the right to allow the Stale to use the Software or hold all.title, right,
ar>d Interest (Including all ownership and intellectual property rights) in the Software and Its
associated Documentation.

25.9.5. H-25.8.5 Third Party

The Vendor, shall Identify all third party <contracts to be provided under the Conlrad with
the Vendor's Proposal. The terms in any such contracts must be consister)t with this RFP
and any resulting Contract, Including, but not limited to Appendix H; State of New
Hempshire Terms and Conditions ■ General Provisions Form P-37.

25.10. H-25.9 Testing and Acceptance

The State requires that an integrated and coherent approach to complete System testing,
Security Review and Testing, Deficiency correction. Acceptance, and training, and that
Warranty Services be provided to ensure a successful Project.

In its Proposal, the Vendor is to include its proposed Test Plan niethodology and any
scheduling assumptions u»d regarding the client resource efforts required during testing.
After Contract award, the Vendor will be required to customize its proposed Test Plan
methodology lo reflect the needs of the Project and Include the details of Its Test Plan
methodology in the detailed Work Plan (the first Project Deliyerable). A separate Test
Plan and set of te^ materials will be prepared for each Software function or module.

In addition, the Vendor will provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracidng of all errors and problems Identified
during test execution. The Vendor will also provide training as necessary to the State staff
responsible for test activities.

See Appendix G-1 for Testing Requirements ^

25.10.1. H-25.9.1 Remedies

. 25.10.1.1. If the Vendor fails to correct a Deficiency within the period of
time allotted by the State, the Vendor shall be deemed to
have committed an Event of De^utt, pursuant.Appendix H;
State of New Hampshire Terms and Condltidnis • P-37,
General Provisions - Section 6; Event of Defauit^emedles,
and H-25.14; Termination, and the State Shall have the
right, at Us option, to pursue the remedies in Section H-
25.14.1: Termination for Default as well as to return the

Vendor's product arxl receive e refund for a!) amounts paid
to the Vendor, including but not limited to, applicable license
fees, within ninety (90) days of notification to the Vendor of
the State's refund request

20ia-043rRFP-201S'OPHS.1»4)ATAA • Apptndlc«s
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25.10.1.2. Notwithstanding any provrslon of the Contract, the Slate's
option to terminate the Contract and pursue the stated
remedies will remain in effect until the Vendor completes
the Contract to the satisfaction of the State.

25.10.2. H-25.9.2 System Acceptance

Upon completion of the Warranty Period, the State will Issue a Letter of Final
System Acceptance.

25.11. H-25.10 Warranty

25.11.1.H-25.10.1 Warranty Period

The Warranty Period will initially commence upon the State issuance of.a Letter of
Acceptance for UAT and will continue for ninety (90) days. If within the last thirty
(30) calendar days of the Warranty Period, the Systerh Software fails to operate as
specified, the Warranty Period v^il cease, the Vendor will correct the Deficiency,
and a thirty (30) caliendar day Warranty Period svlil begin. Any further Oefictencies
with the Software must be corrected and run fault free for thirty (30) days.

25.11.2.H-25.10.2 Vtferranlies

25.11.2.1. H-25.10.2.1 System

The Vendor shall vyarrant that the System mu^
operate to conform to Ihe' Spedlications'.
terms, and requirerhents oHhe Contract.

25.11.2.2. H-25.1Q.2.2 Software

The Vendor shall warrant that the Software is

properly functioriing within the System,
compliant with the requirements of the
Contract, and will operate in accordance with
the Specifications. Software shall be archived
and or version controlled through the use of
Harvest Software.

25.11.2.3. H-25.10.2.3 Non-Infringement

20ie-043/RFP-20ie-OPHS-1M}ATAA • Appendices
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The Vendor shall warrant that it has good title
to. or the right to allow the State to use alt
Services, equipment, arid Software provided
under this Contract, and that such Servloes;
equipment, and Software ('Materiar) do not
violate or Infringe any patent, trademark,
copyright, trade narne or other Intellectual
property rights or misappropriate a trade secret
ofany third party.

25.1.l,.2.4. H-^.1.0.2.4 Wnises: Destructive Programming
The Vendor shall warrant that the Software will
not contain any viruses, destructive
programmirlg. or mechaillsms' designed to
disrupt the performance of the Software in
accordance with the Specifications.

25..11.2.5. H-25.10.2.5 Compatibility

The Vendor shall warrant that all System
components, Including any replacement, or
upgraded System Software components
provided by the Vendor to correct Oefidendes
or as an Enhancement, shall operate with the
resl of the System without loss of any
functionality.

25.11.2.6. H-25.10.2.6 Professional Services

The Vendor shall warrant thai all Services
provided under the Contract will be provided In
a professional manner In accordance with
Industry standards ar>d that Services will
comply with performance standards.

25.11.3.H.25.10.3 Warranty Services

The Verxlor shall agree to maintain, repair, and correct Oefidendes In the System
^ftware, ihduding but not limited to the Individual modules or functions during
Ihe Warranty Period at no additional cost to the State, In accordance with the
Spedficatlons and terms end requirements of the Contrad induding without
limitation, correcting all errors, and Oefeds and Oefidendes; eliminating viruses or
destructive programming; end repladng Incon^ct, Defective or Defldent Software
and Documentation.

Warranty Services shall Indude. wllhout limitation, the following;

201».04arRFP.20ie.OPHS.1»4}ATAA - Appendices
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25.11.3.1. Maintain The System Software In accordance with the
Speciricatlohs. terms, and requirements of the Gontract:

25.11.3.2. Repair or replace the Systern Software or any portion
thereof so that the System operates in accordance v^th the
Specifications, terms, end.requirements of the Contract;

25.11.3.3. The Vendor shall have available to the State .on^cali
-  telephone assistance, with issue tracking available to the
State,.twenty four (24) hours per day and seven (Todays a
week v/ith an email / telephone response within two (2)
hours of request, with assistance' response dependent upon
Issue seyeiity;

25.11.3.4. On-slte additional Services within four (4) business hours of
a request:

25.11.3.5. Maintain a record of the activities related to Warranty Repair
or maintenance activities performed for ihe State; and

25.11.3.6. For all \Aftrranty Services calls, the Vendor shall ensure the.
following intormatlcn will be collected and maintained:

25.11.3.6.1. Nature of the Deficiency;

25.11.3.6.2. Current status of the Deficiency;

25.11.3.6.3. Action plans, dales, and times;

25.11.3.6.4. Expected and actual co'mptetlon time;

25.11.3.6.5. Deficiency resolution inforrriation;

25.11.3.6.6. Resolved by;

25.11.3.6.7. Identifying number I.e. work order number;
and

25.11.3.6.8. Issue IderTtified by.

25.11.3.7. The Vendor must vfork with the State to identify and
troubleshdot potentially large-scale Software failures or
Deficiencies by collecting the following information:

25.11.3.7.1. Mean time between reported Deficiencies with
the Software;

25.11.3.7.2. Diagnosis of the mot cause of the problem;
and

25.11.3.7.3. Identlficalion of repeat calls or repeat Software
problems.
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25.11.3.6. All Deficiencies found during the Warranty Period ar^d alt
Deficiencies found with the Warranty Releases shall be
corrected by Ih'e Vendor no later than five. (5) business
days, unless specifically extended in writing by the, State', at
no additional cost to (he State.

25.11.3.9. If In the Event of Defsutt, the Vendor fells to correct the
Oeflciency within the allotted period of time (see above), the
State shall have the right, .at Its option; *1) deciare the
Vendor In defeult, terminate the Contract. In whole or in
part, without penalty or liability to me State; 2) return the
Vendor's product and receive a refund for ail amounts paid
to the Vendor,'lr>cludtng but not limited to. applicable license
fees within ninety (^) days of notification to the Vendor of
the State's intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

25.11.3.10. Notwithstanding any provision of the Contract, the Slate's
option to terrninate Contract ar>d pursue the remedies
above will remain in effect until satisfactory completion of
the full warranty Period.

25.12. H>2S.11 Ongoing Software Maintenance and Support Levels
The Vendor shall maintain and support the sy^em In all material respects as described In
the applicable program Documentation alter delivery arid the Warranty Period of ninety
(90) days through the completion of the Contract term.

The Vendor will not be responsible for maintenance or support for Software developed or
modified by the State.

25.12.1.H-25.11.t Maintenance Releases

The Vendor shall make available to the State the latest program updates, general
.  maintenance releases, selected functior>ality releases, patches, and

^  Documentation that are generally offered to Its customers, at no additional cost.
25.12.2. H>25.11.2 Vendor Responsibility

The Vendor shall be responsible for performing pn-slte or remote technical support
in accordance with the Contract Documents, Including without limitation the
requirements, terrns, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software melntenence
and support levels, Including all new Software releases, shall be responded to
according to the following:
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25.12.2.1. 8. Class A Deficiencies - The Vendor shall

have available to the Slate on-call telephone assistance,
with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone
response wHhln two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
^rvlces, within four (4) business hours of a request;

25.12.2.2. b. Class 8 & C Deficiencies -The State shall

notify the Vendor of such Deficiencies during regular
business hours and the Vendor shall respond back within
four (4) hours of notification of planned corrective action;

25.12.3. The Vendor shall repair or replace Sofhvare, and provide maintenance
of the Software in accordance with the-Specifications, Terms and
Requirerrlents of the Contract;

25.12.4. The Vendor shall maintain a record of the aclivltias related to warranty
repair or maintenance activities performed for the Slate;

25.12.5. For all maintenance Services calls, the Vendor shall ensure the
following information will be collected and maintained;

25.12.5.1. Nature of the Deficiency:

25.12.5.2. Current statusof the Deficiency;

25.12.5.3. Action plans, dates, and times;

25.12.5.4. Expected and actual completion lime;

25.12.5.5. Deficiency resolution Information;

25.12.5.6. Resolved by;

25.12.5.7. Identifying number i.e. work order number; and

25.12.5.8. Issue identified by.

25.12.6. The Vendor must work with the State to identify and troubleshoot
potenlially large-scale System failures or Defldendes by collecting the
following information: 1) mean lime between reported Deficiencies v^th
the Software; 2) diagnosis of the root cause of the problem; and 3)
Identification of repeat calls or repeat Software problems.
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25.12.7. If the Vendor falls to correct a Deficiency within the allotted period of
time Stated above, the Vendor shall be deemed to have committed an
Event of Default, pursuant to Appendix H; Sfafe of New Hampshire
Terms and ConrSdons - Section H>25.14.1: Termination for Default, and
the State shall have the right, at its option, to pursue the remedies In H-
25.14: Termination, as well as to return the Vendor's product and
receive a rsfund for en amounts paid to the Vendor, including but not
limited to, applicable license fees, within ninety (90) days of hotincation
to the Vendor of the Slate's refVnd request

25.13..H-2S. 12 Administrative Specifications

25.13.1. H-25.12.1 Travel Expenses

The State will hot be responsible for any travel or out of pocket expenses Incurred in the
performance of the Services.

The Verxlor must-assume all travel and related expenses by 'fully loading' the proposed
labor rates to Include, but not limited to: meals, hotel/hou^rtg, airfare, car rentals, car
mileage, and put of'pocket expenses.

25.13.2. H-25.11.2 Shipping and Delivery Fee Exemption

The Stale will not pay for any shipping or delivery fees unless specifically Itemized,
in the Contract.

25.13.3. H-25.12.3 Project Workspace and Office Equipment

The State agency will work with the Vendor to determine the requirements for
providing all necessary workspace and office equipment, including desktop
computers for the Vendor's staff. If a Vendor has specific requirements, they must
be included in the Vendor's Proposal.

25.13.4. H-25.12.4 Work Hours

Vendor personnel shall provide Services between the Work Hours of <8:00 a.m.
and 5:00 p.m. EST, eight (6) hour days, forty (40) hour weeks>, excluding State of
New Hampshire holidays. Changes to this Schedule may be made upon
Agreement with the Slate Project Manager.

25.13.5. H-2S.12.5 Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable-State and
federal laws and regulations and restrictions imposed by third parties upon the
State, the State will provide the Vendor with access to all program files, libraries,
personal computer-based systems, software packages, network systems, security
systems, and hardware as required to complete the contracted Services.
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The State will use reasonable efforts to provide epprovals, authorizations, and
decisions reasonably necessary to allow the Vendor to perform Its obligations
under the Contract.

25. i 3.6. H-2S. i 2.6 State-Owned Documents and Data

Tt^e Vendor shall provide the State, access to ell Documents, State Data,
materials, reports, and other worit In progress relating to the Contract ("State
Owned Documents"). Upon expiration or termination of the Contract with the
State, Vendor shall turn over all State-owned Documents, State Data, material,
reports, and work in progress relating to this Contract to the State at no additional
cost to the State. State-Owrted Documents must be provided in both printed and
electronic format.

25.13.7. H-25.12.7 Intellectual Property

<NOTE: MAY NEED TO BE CHANGED - WORDING DEPENDS ON THE
OWNERSHIP STATUS OF ANY CUSTOM CODE DEVELOPED>

Title, right, arxJ interest (Including all ownership and intellectual property rights) in
the Software, and its associated Documentation, shall remain with the Department
of Health and Human Services.

Upon successful completion and/or termination of the Implementation of the
Project, Health and Huhnan Services shall own and hold all. title, and rights in any
solution modifications <Custom Code> developed in connection with performance,
of obligations under the Contract, or modifications to the Vendor provided
.Software, and their associated Documentation including any arxJ all performance
enhancing operational plans and the Vendors' special utilities. The Vendor shall
license back to the State the right to prepuce, publish, or otherwise use such
Software, source code, objed code, modifications, reports, and Documentation
developed under the Contract.

In no event shall the Vendor be pr^uded from developing for itself, or for others,
materials that are competitive vrith. or similar to Custom Software, modifications
developed In connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knovriedge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Agreement. /

25.13.8. H-25.12.8 IT Required Work Procedures

All work done must conform to standards and procedures established by the
Department of Infonmation Technology and the State.

25.13.9. H-25.12.9 Computer Use
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In conskJeration for receiving access to and use of the computer facilities, network,
licensed or developed Sofhware. ̂ Itware maintained or operated by any of the
State entitles, sy^ems, equipment, Documentation, Information, reports, or
Database Admlnlstralor of any kind (hereinafter 'Information'). Vendor
understands and agrees to the following rules;

25.13.9.1. Every Authorized User hss the responsibility to assure the
protection of information from unauthorized access, misuse,
theft, damage, destruction, modification, or disclosure:

25.13.9.2. That information shall be used solely for conducting official
State business, aixf all other use or access is strictly
forbidden Including, but not limited to, pereonal. or other
prNate and non-State use and that at no lime shall Vendor
access or attempt to access any Information without h'avliig
the express authority to do so;

25.13.9.3. That at no time shall Vendor access or attempt to access
any information in a manner inconsistent with the approved
policies, procedures, and /or Agreements relating to system
entry/access;

25.13.9.4. That all Software Licensed, developed, or being evaluated
by the State cannot be copied, shared, distributed, sub-
licensed, modified, reverse engineered, rented, or sold, and
that at all times Vendor must use utmost care to protect and
keep such Software strictly confidential in accordance with
the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being
evaluated by the State, can be used by the Vendor.
Personal Software (Including but not limited to palmtop sync
Software) shall not be Installed on eny equipment; and

25.13.9.5. That If the Vendor is found to be in violation of any of the
above-stated rules, the User may face removal from the
State Contract, and/or criminal or civil prosecution, If the act
constitutes a violation of law.

.25.13.10. H.25.12.10 Email Use

Mail and other electronic communication messaging ̂ stems ere State of New
Hampshire property and are to be used for l^slness purposes only. Email is
defined as 'Internal email systems' or 'State4unded email systems.' Vendors
understand and agree that use of email shall follow State standard policy
(available upon requed).
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25.13.11. H-25-12.11 Internet/Intranet Use

The Internet/Intranet Is to be used for access to and distribution of information In
direct support of the business of the State of New Hampshire according to State
standard policy (available upon request).

25.13.12. H-25.12.12 Regulatory/Govemmentai Approvals

Any Contract awarded under the RFP shall be contingent upon the Vendor
obtaining all necessary and applicable regulatory or other governmental
approvals.

25.13.13. H-25.12.13 Force Majeure

25.13.13.1. Neither Vendor nor the Stale shall be responsible for delays
or failures in performance resulting from events beyond the
control of su^ party end without bult or negligence of such
party. Such events shall Include, but not be limited to. acts
of God, strikes, lock outs, riots, end acts of War. epidefnics.
acts of Government, fire, power failures; nuclear accidents,
earthquakes, and unusually severe weather.

25.13.13.2. Except in the event of the foregoing. Force Majcure eventa
shall not Indude Vendor's inability to hire or provide
personnel needed for the Vendor's performance under the
Contract.

25.13.14. H-25.12.14 Confidential Information

25.lli4.1. In performing its obligations under the Contract, the Vendor
may gain access to Information of Ihe State, including
Conridentlal Information. 'State Conndential information*
shall Include, but not be (imlt^ to, information exempted
from pubOc disdosure under New Hampshire f^SA chapter
91 tA: Access to Public Records and Meetings (see e.g.
RSA. chapter 91-A: 5 Exemptions). The Vendor shall not
use the State Confidential Information developed or
obtained during the performance of. or acquired, or
developed by reason of the Contract, except as is directly
connected to and necessary for the Vendor's performance
under the Contrad.
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25.13.14.2. The Vendor agrees to maintain the confidentiality of and to
protect from unauthorized use, disclosure, pubiication, and
reproduction (collectively 'release'), all Slate Confidential
Information of -the State that becomes available to the
Vendor in connection with ite performance under the
Contract, regardless .of He form.'

25.13.14.3. Subject to appllcabie federal or State laws and regulations.
Confidential Information shall not include Information which;
(I) shall have otherwise become pubiicty available other
than as a result of disclosure by the receiving party In
Breach hereof; (il) was disclosed to the receiving party on a
non^nfidential basis from e source other than the
disclosing party, which the receiving party believes is not
prohibited from disdosing such information as a resuil of an
obligation In favor of the disdosing party; (lil) is developed
by the receiving party independently of. or was known by
the receiving party ^or to, any disdosure of such
information made by the disclosing party; or (iv) is disdosed
with the written consent of the discioslrig pai^. A receiving
party also may disclose Confidential Information to the
extent required by an order of a court of competent
jurisdiction.

25.13.14.4. Any disdosure of the State's information shall require prior
written approval of the State. The Vendor shall immediately
notify the Slate if any request, subpoena or other legal
process is served upon the Vendor regarding the State's
Confidential Infoimation, and the Vendor shall cooperate
with the State in any effort il undertakes to contest the
request, the subpoena or other legal process, at no
additional cost to the State.

25.13.14.5. In the event of unauthorized use or disclosure of the State's
Confidential information, the Vendor shall immediately notify
the State, and the State shall immediately be entitled to
pursue any remedy'at law and In equity, induding, but not
limited to injunctive relief.
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■ 25.13.14.6. Insofar as the VerKlor seeks to maintain the confldentiaiity.
of Its confidential or proprietary Information, the Vendor
must clearly idehtify in writing the Information it claims to be
confidential or proprietary. The Vendor acknowledges that
the State Is subject to the Right to Know Law; RSA chapter
91-A. The State shall maintain the confidentiality of the
Identified Confidential Information Insofar as It is consistent
with appiicabile State or federal laws or regulatiohs,-
including but not limited to. RSA chapter'91-A. In the event
the State receives a request for the Information identified by
the Vendor as confidential, the State shall' notify the Vendor
and specify the date the State will be releasing the
requested information. At the request of ihe. State, the
Vendor shad cooperate and assist the State with the
collection and Review of the Vendor's Information, at no
additional expense to the State. Any effort to prohibit or
enjoin the release of ihe information shali be the Vendor's
'sole responsiblilty. and at the Vendor's sole expense. If the
Vendor fells to obtain a court order enjoining the disclosure,
the State shall release the Information on the date specified
in the State's notice to.the Vendor without any State liability
to the Vendor.

25.13.14.7, This Contract Agreement. Appendix H: State of New
Hampshire Terms, and Conditions • Section H-25.12.14:
Confidential information shall survive Ihe termination or
conclusion of.a Contract.

25.13,15. H-25.12.14 Data Breach

In the event of a Data Breach, the Vendor shall compfy with provisions of NH RSA
359-C.

25.14.H-25.13 Pricing

25.14.1. H-2S.13.1 ActiviliesfOeliverables/Milestones Dates and Pricing

The Vendor niusl Include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for Ihe Deliverables required based
on the proposed app/oach, and methodology and tools. A fixed price must t>e
provided for each Deliverable, Pricing worksheets are provided in Appendix F:
Pricing Worksheets.

25.14.2.H-25.13.2 Software Llcen^ng, Maintenance. Enhancements, and
Support Pricing
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25.14.2.1. The Vendor must provide the minimum Software support
arxJ Services through Software Licensing, malrttenance.
Enhancements, and supporl as detailed in Section H-25.11:
Ongoing Software Maintenance and Support Levels.

25.14.2.2. For Software Licensing, maintenance, and support costs,
complete a worksheet inctudlng all coste In the table. A

. worksheet is provided in Appendix F: Pricing Worksheets,
urtder Table F-4: Softwere Licensing, Meintenance, end
Support Pricing Worksheet, and Table F-5: Web Site
Hosting, Maintenance, and Support Pricing Worksheet.

25.14.3.H-25.i3.3 invoicing

25.14.3.1.. The Vendor shall submH correct invoices to the .State for ail
amounts to be paid by the State. Ail invoices submitted
shall be sub}ect to the State's written approval, which shall
not be unreasonably ̂withheld. The Vendor shall only
submit invoices for Services or Deliverables as permitted by
the Contract, invoices must in a format as determined
by the State and contain detailed infoitnadon, inciudihg
without iimrtation: itemization of each Oeiiverable and
identification of the Deliverable for which payment'Is sought,
and the Acceptance date triggering such payment; date of
delivery and/or irtsteiiation; monthly maintenance charges;
any other Project costs or retention amourits If applktebie.

25.14.3.2. Upon acceptance of a property documented invoice, the
State will pay the Invoice within thirty (30) days of'Invoice
issuance, invoices will not be backdated and shall be
promptly dispatched.

25.14.3.3. If the State receives an invoice and the amount on the
Invoice is calcutated incorrectly, the State shall notify the
Vendor of the alleged error prior to the due date of such
payment. The Slate and the Vendor agree to use
commerdaily reasonable efforts to resoNe the invoiclr>g
error within fifteen (15) days from siich notification to the
Vendor, The State shall promptly pay upon resolution of
such dispute or within such Rfteen (15) day period of an
agreed-upon amount, whichever Is later, and no late
charges shall apply to that amount or the originally invoiced
amount.

25.14.4. H-25.13.4 Overpayments to the Vendor
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The Vendor shell promptly, but no later than fifteen (15) business days, pay the
State (he full amount of any overpayment or erroneous payment upon discovery or
notice from the State.

25.14.5.H-25.13.5 Credits

The State may appty credits due to the Slate, arising out of this Contract, against
the Vendor's Inyolces with appropriate Information attached.

25.14.6. H-25.13.6 Records Retention and Access Requirements

25.14.6.1. The Vendor shall agree to the conditions of all applicable
State and federal laws and regulations, whtoh are
Incorporated herein by this reference, regarding retention
artd access requirements. Including without limftalion,
retention policies consistent vflth the Federal Acquisition
Regulations (FAR) Subpart 4.7Vendor Records Retention.

25.14.6.2. The Vendor and Its Subcontractors shall maintain books,
records, documents, and other evidence of accounting
procedures and practices, which properly and sufftcientty
reflect all direct and Indirect costs. Invoiced in the
performance of their' respective obligations under the
Contract. The Vendor and its Subcontractors shall retain all
such records (or three (3) years following lennlnation of the
Contract, Including any extensions, Records relating to any
litigation matters regarding the Contract shall be kept for

V--*-.. one (1) year fpllowing the ferminatlon of all litigation.
including the termination of all appeals or the expiration of
the appeals period.

25.14.6.3. Upon prior notice and sut^ect to reasonable time frames, all
such records shall be subject to inspection, examination,
atxlit and copying by personnel so authorized by the State
and federal omcials so authorized by law; rule, regulation or
Contract, as applicable. Access to these items will be
provided Nvithin Merrlmack County of the State of New
Hampshire, unless otherwise, agreed by the Stale. Delivery
of and access to such records shall be at no cost to the
Slate during Ihe three (3) year period foUowing terminallon
of the Contract end one (1) year term following litigation
relating to the Contract, Including all appeals or the
expiration of (he appeal period. The Vendor shall include
' the record retention and Review requirements of this
section In any of Its subcontracts.
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25.14.6.4. The State agrees that books, records, documents, and
other evidence of accounting procedures and practices
related to the Vendor's cost stmcture and profit fectdfs shall
be excluded from the State's Review unless Ih'fwst or any
other Services or Deliverables provided under the Contract
Is calculated or derived from the cost structure or ̂profit
Actors.

25.14.7. H-25.13.7 Accounting Requirements

The Vendor shall maintain an accounting system In accordance with generally
accepted accounting principles. The costs applicable to the Contract shall be
ascertainable from the accounting system and the Vendor shall maintain records
pertaining to the Services and all other costs and expenditures.

25.15.H-25.14 Termination

25.15.1. H-25.t4..1 Termination for Default

25.15.1.1. Any one or more of the following acts or omissions of the.
Vendor shall constitute an Event of Qefault hereunder
CEvent of Oefautt*):

25.15.1.1.1. 8. Failure to perform the Services
satisfactorily or on Schedule;

25.15.1.1.2. b. Failure to submit any report required;
and/or

25.15.1.1.3. c. To perform any other covenant, term or
condition of the Contract.

25.15.1.2. Upon the occurrence of any Event of Deteull, the Stale may
take any one or more, or all, of the following actions;

201S-043/RFP-201S^PHS.1M)ATAA • Appendices
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25.15.1.2.1. Unless otherwise provided In the Contract, (he
State shall provide the Vendor written notice, of.
default and require it to be remedied within, in
the absence of a greater or lesser Specification
of lime, within thirty (30) days from the ̂ ate of
notice, unless otherwise Indicated within by the
State ('Cure l^eriod'). if the Vendor fails to cure
the default within the Cure Period, the-State
may terminate the Contract effective two (2)
days after giving the Vendor notice of
termination, at -its sole discretion, treat the
Contract as Breached and pursue its remedies
at law or in equity or both;

25.15.1.2.2. Give the Vendor a written notice specifying the
Event of Default and suspending all payments
to be made under the Contract and ordering
that the portion of the Coritract price which
would, otherwise accrue to the Vendor durir^
the period from the date of such notice until
such time as the .State determines that the

Vendor has cured the Event of Default shall
never be paid to the Vendor;

'  25.15.1.2.3.. Set off against any other obligatiohs the State
may owe to the Vendor any damages the State
suffers by reason of any Event of Defeult;

25.15.1.2.4. Treat the Contract as breeched and pursue
any of its remedies at law or in equity, or both;
and

25.15.1.2.5. Procure Services that are the subject of the
Contract from another source and the Vendor

shall be liable for reimbursing the State for the
replacement Services, and all administrative
costs directly related to (he replacernen( of (he
Contract and procuring the Services from

'  another source, such as costs of competitive
bidding, mailing, advertising, applicable fees,
charges or penalties, and staff time costs; all of
which shall be subject to the limitations of
liability set forth in the Contract.
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25.15.1.3. In the Event of Default by the State, the Vendor ahali
provide the State with written notice of default, and the
State shall cure the default withlh thirty (X)'days.

25.15.1.4. Notwithstanding the foregoing, nothing herein contained
ahali be deemed to constitute e waiver of tlie sovereign
Immunity of the State, which Immunity Is hereby reserved to
the Slate. This covenant shall survive terrnlnatlon or
Contract Conclusion.

25.15.1.5. This section H-25.14 shall survive termination or Contract
Conclusion..

25.15.2. H-25.14.2 Termination for Convenience

25.15.2.1. The StatS may, at Its sole diwretlon. terminate the Contract
for convenience. In whole or In part, tiy thirty (W) days
written notice to the Vendor. In the event of such
termination for convenience, the State shall pay the Vendor
the agreed upon price. If separately stated, for Deliverables
for wfilch Acceptance has. beeri given by the State.
Amounts for Services or Deliverables proyided prior to the
date of termination for which no separate price Is stated will
be paid, in whole or in part, generally In accordance with
Appendix F: Pricing Worksheots.

25.15.2.2. During the thirty (30) day period, the Vendor shall wind
down at)d cease Its Servlcea as quickly and efficiently as
reasonably possible, without performing uhnecesMry
Services or activities and by minimizing negative effects on
the Stale from such winding down and cessation of
Services.

25.15.3. H-25.14.3 Termination for Conflict of Interest

25.15.3.1, The State may terminate the Contract by written rwtlce if It
determines that a conflict of interest exists, including but not
limited to, a vioiation by any of the parties hereto of
applicable laws regarding ethkk in public acquisitions and
procurement and performance of Contracts.
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25.15.3.2. In such case, the State shall be entitled to a pro-rated
refund of any current development, support and
malritenance costs. The State shall pay all other Contracted
payments that would have become due and payabje if the
Vendor did not know, or reasonably did not know, of the.
connict oflntoreot.

25.15.3.3. In the everit the Contract is.terminated as provided above
pursuant to a violation by the Vendor, the State shall be
entitled to pursue the same remedies against the Vendor as
it could pursue In the event of a defeultof the Contract by

.  the Vendor.

25.1,5.4. H-25.14.4 Termination Procedure

25;.15.4.1. Upon termination of me Contract,, the State. In addition to
any other rights provided in the Contract, may require the
Vendor to deliver to the Siate any property, including
without limitation. Software and Written Deliverabtes, for
such part of the Contract as has been terminated.

25.15.4.2. After receipt of a notice of termination, and except as
otherwise'directed by the State. Vendor shall:

25.15.4.2.1. Stop work under the Contract on the date, and
to the extent spedfied, in the notice;

25.15.4.2.2. Promptiy. but In no event longer than thirty
(30) days after termination, terminate its orders
and subcontracts related to the work which has
been terminated and settle all outstanding
liabilities and ail claims arising but of such
termination of orders and subcontracts, with the
approval or ratification of the State to the extent
required, which approval or ratification shad be
final for the purpose of this Section;

25.15.4.2.3. Take such action as the State directs, or as
'  nece.ssary to preserve ar>d protect the property

related to the Contract vyhich Is In the
possession of Vendor and in which State has an
interest;
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25.15.4.2.4. Transfer title to the Slate and deliver In the

manner, at the times, end to the extent directed
by the State.'any property which is required to
be furnished to State end which has been

accepted or requested by the State; and

.  25.15.4.2.5. Provide written Certification to the State tt^at

Vendor has surrendered to the State all said

property.

25.16. H-25.15 Limitation of Liability

25.16.1.H-25.15.1 State

25.16.1.1. Subject to applicable laws and regulations, |n no event shall
the State be liable for any consequential, special, indirect,
incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the
Vendor shall not exceed the total Contract price set forth In
Appendix H; State of New Hemp^ire Terms and
Conditions. Contract Agreement P-37 General Provisions -
Section 1.8; Price Umitation.

25.16.1.2. Notwithstanding the foregoing end any provision of this
Contract to the contrary, in no event does the State waive
its sovereign Immunity or any applicable defenses or
imrnunities.

25.16.2. H.25.15.2 The Vendor

Subject to applicable laws and regulations, in no event shall the Vendor be liable for any
consequential, special, indirect, Incidental, punitive or exemplary damages and the
Vendor's liability to the State sfiaii not exceed two times (2X) the total Contract price set
forth In Appendix H: State of New HempsNre Terms and Conditions. Contract Agreement
P-37 General Provisions - Section 1.6: Price Umitation. Notwithstanding the fore^irig, the
limitation of liability shall not apply to the Vendor's irxfemniflcatidn obligations set forth In
Appendix H: State of New Hampshire Terms end Conditions. Conlracf.Agreemenf P-37
General Provisions • Section 1.8; Price Umitation, and Appendix H: State of New
Harhpshire Terms and Conditions. Contract Agreement P'37 General Providons -
Sections 13; Indemnlflcatiori. and confidentiality obligations in Section H-25.12.14:
Confidential information, and Data Breach obligations in Section H-2S.12.15; Data Breach
which shall be unlimited.

25.16.3. H-25.15.3 State's immunity
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Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which irnmuntty is hereby reserved to the
State. This covenant shall survive tefmlnatioh or Contradt Conclusion.

25.16.4. H.25.15.4 Survival

This Contract Agreement, Section H-25.15: Limitation of Liability shall survive termination
or Contract Conclusion.

25.17.H>25:16 Change of Ownership

In the event that the Vendor should change ownership for any reason whatsoever, the
State shall have the option of continuing under the Contract with the Vendor, its
successors or assigns for the full remaining term of the Contract; continuing under the
C'ontract'^h the Vendor, its successors or assigns for such period of tirne as determined,
necessaiy by the State; or inimediateiy lermihat'e the Contract without liability to the
Vendor, its successors or assigns.

25.18. H-25.17 Assignment, Delegation and Subcontracts

25.18.1.The Vendor shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under'the Contract withpi^
the prior written consent of the State. Such consent will not be
unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior written
consent shall be null, and void and. may constitute an Event of Default at
the sole discretion of the State.

25.16.2. The Vendor shaH'remain wholly responsible for performance of the
entire Contract regardless of whether' assignees, delegates.
Subcontractors or other transferees {'Assigns') are used, unless
otherwise agreed to in writing by the State and the Assigns ftjily
assumes in writing any and all obligations and liabilities under the
Contract from the Effective Date . In the absence of a vvrltten

assumption of full obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract or. other transfer shall
neither relieve the Vendor of any of its obligations under the Contract
nor shall it affect any.remedles available to the State against the Vendor
that may arise from any Event of Default of the provisions of the
Contract. The State will consider the Vendor to be the sole point of
contact with regard to all contractual matters, including payment of any
and all charges resulting from the Contract.

25.19.H-25.18 Dispute Resolution
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Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctlve relief with respect to Intellectual property rights or Confidential
Inforrhatloh). the party believing rtseif aggrieved (the "Invoking Party") shall call for
progressive management Involvement in the dispute negotiation by written notice to the
other party. Such, notice shall be without prejudice to the lnvoWna Party's right to any
other rerriedy permitted by this Agreement.

25.20. H-;25.19 Venue and Jurisdiction

The Contract shall be conslAjed In accordance' with the laws of the State of New
Hampshire, and Is binding upon and inures to the benefit of the parties and their respective
successor and assigns. Any action on the Contract, may only be brought in the State of
New Hampshire Merrimack County Superior Court.

25.21. H-25.20 Project Holdback
The State will withhold 10% of the agreed Deliverables pricing tendered by the Vendor, in
this engagement until successful completion of the Warranty Period as defined in
Appendix H: State of New Hampshire Terms and Conditions - Section H-25 lO'V Warranty
Period. . '

25.22. H-25.21 Escrow of Code

Vendor will enter Into a source and configuration code escrow Agreement.'witK^a State
approved escrow agient. The proposed escrpw Agreement shall be submitted with the
Ven'dors Proposal for Review by the State. The escrow Agreement requires the Vendor to
put the Vendor Software source and configuration code in escrow. The source code shall
be released to the State If one of the followring events has occurred:

25.22..1.The VerxJof has made an assignment for Ihe benefit of creditors;
25.22.2. The Vendor institutes or becomes sutsject to a liquidation or bankruptcy

proceeding of any kirid;

25.22.3. A r^Ner or similar officer has been appointed to take charge of all or
pari of the Vendor's assets;

25.22.4. The Vendor or Its Subcontractor terminates Its maintenance and
operations support Services for the State for the Software or has
ceased supporting and maintaining the Software for the State, whether
due to its ceasing to conduct business-generaily or otherwise, except in
cases where the termination or cessation Is a result of the non-payment
Of other fault of the State;-

25.22.5. Vendor defaults under the Contmct; or

201»^arRFP-20ie.DPH8-1MATAA - App«ndiC«s
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25.22.6. Vendor ceases Its on-going txjsiness operations or that portion ot Its
business operations relating to the licensing and maintenance of the
Software.

Romalnder of this pago IntontJonally loft blank
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TERMS AND DEFINITIONS
The following general contracting terms and definitions apply except as specifically
noted elsewhere in this document.

Acceptance Notice from the State that a Oeliverat>le has satisfied
Accep^nce Test or Review.

Acceptance LeQisf An Acceptance Letter providea notice from the State that a
Deliverable hat sattsTi^ Acceptance Tests or Re^'w.

Acceptance Pariod The limrtireme during which the Acce^nce Test is
performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and
agreed to by the" State that descrioea at a mfnlmum. the
speciTic Acceptance process, criteria, and Schedule for
Delfverabies.

Acceptance Test and Review Tests performed lb deterrhine thai no Defects exist in the
application SofSvare or the System.

Access Control Supports the management of permissions for logging orto a
computer ornetwork.

Agreement A Contract duly executed and legally Wndlng.

Appendix Suppfemernry material thai is collected arxl appended at the
back of a dooi^nt.

AudK Trail Capture and Areiysis Supports Ihe Identiftcation and moniiorlng of actWUes within
an application or system.

Authorized User The Vendor's employees, Contractors, Subcontractors or
other agentt who need to access the State's Personal Data
to enable the Contractor to perform (he Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer folicwing
the conclusion of discussions.

Breach or Breach of Security Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidertiality or Wegrtty of personal Informetion maintained
by a person or commercial,entity.

Business Hou s Vendor personnel shall work normal business hours behveen

201S-04S/RFP.20ie>OPHS-1M)ATAA • Appendices
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0;(X) a.m. and 5:00 p.m. eST, etcfil (8) hour days, forty (AO)
hour weeks, excfudtrig Slate of New Hampshire hold^.
Changes to this Schedule may be made upon agreement
with the State Protect' Manager.

CCP Change Co^roi Procedures

CertiTicstion The Vendor's written declaration with fiil supporting and
written Documentation (inducJng without llrhitstion test
resuRs es eppOcatSe) that (he Vendor has completed
development of the Delhrerabte end certified Its readiness for
eppiicabte Acceptance Testing or Review.

Chanpa Control Formal process for iritiating changes to the proposed
Solution or process once development has begun.

Change Order Formal Documentation prepared for a proposed change In
the Specifications.

Completion Date End date for Ihe Contred. (See, Contrect AgreemerS, P-37
General Provisions, Block 1.7^

Confidertial Irformation information required to be kept ConOdentiaJ from
uneuthorlzed disclosure under fhe Ceniract.

Contract An Agreemert between the State of New Hampshire and a
Vendor, wfKh creates binding obligations (or each party to
perform as specified in the Contract Documents

Contract AgreennerS Part 1, 2, and 3. The Documertaiion consisting of the' P-37
General Provisions. IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the pertles wHh respect to
the Scope of Work.

Contract Conclusion Relers to the conduston of the Contract, for eny reasor\
i/Kluding but not limited to, the successful Contract
completion, termination for corwenience, or teriTOnatioo for
default

Contract Documents Documents that comprise this Contract (See Part 2, FT
Provisions - Section 1.1)

Contract Managers The persons identified t^ the State end the Vendor who shall
be responsible for aO Contraciual euthortzaiioh end
administmiion of the Contract. These responsibitilies shall
indude but not be limited' to processing Contract
Documentation, obtaining executive approvals, tracking costs
and pevmerss.' and reoresentlna the oerties In all Centred
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administrative ecdvities.

Concrad Price The total, not to exceed amount to tre paid by the State to tr«
Contractor Ipr product and Services deacr'ibed in the Contrect
Aoreemenl. This amount is listed In Part 1. P-37 Oer«r»l
Provtsloro - Seaton 1,8: Price Llmnaiion. as well as Part:3,
Exhibit 0 - ParsBreph 2: Confrac/ Phbe,

Coritractor The Contractor and its employees, subcontractors, agentS'
and arniiateS'Who are providing the Services agreed to under
the Contract

Contracted VendorAi'endor The Vendor whose Propcsai or quote was awarded the
Contract with the. State and who is responsible for the
Services and DeRverables ol Ihe Contract.

ConversioiVMiOration Vatidation
Test

A test to ensure thet a Data conveialpn process correcliy
takes Ctota Irom a legacy system'and successfully converts it
to form ihal can be used by the new system.

COTS Commercial on the Shelf Sofh^re.

CR Change Request

Cure Period -The thirty (30) day. period following written noiificB.tior) of a
default wftNn which a." Contracted Vendor must cure the
default idenlified,

Custom Code Code developed by the Vendor specrficaay for this Project for
the State of New htompshire.

Custom Softwere Software developed by the Vendor specificaliy for this Project
for the Slate of New Hampshire.

Data Slate's records, fUes, forms. Data end other documents or
Inforntation, jn either electronic or peper form, that will be
used /coftverled'by the Vendor during the Contract term.

Gala Breach The unauthorized access by a non-euthorized persoris(s) that
results in the use, disclosure or theft of the Slate's
unencrypted Non-Public Data.

DBA Oatabese Administrator

DeTiclencies^fects A lailure, Oeflciency, or Defect In a Deliverable resulting in a
DelNeratiie, the Software, or the System, f>ot cortforming to
its SpeciTicslioris.
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Class A Deficiency - Sofwam • Cnticel, does not allow
System to operate^ no wortc around, demands immediate
ectron; Writtm Don/menraribn • missing signiricani portions
of Information or unlntelllglbie to State; Ncn Sottwaro •
Services were inadequeie and require re-performance of lhe
Service.

Class B Deficiency, - Software • importart, does not stop
operallon an^or th&e Is a .work around and user can perform
lades; Written Documentation • portions of infomnation are
missing but not enough to make the documerS inHePigble;
Non SoftMere • Servi^ were Deficient, require reworking,
but do not require re-performance of the Service.

Class C Derider^ - Software • minimal, cosmetic In nature,
minimal effect on Systern, low priortty and/or user can use
System; Wtitien Docunwtatlon ■ minimal changes reqii^
and of minor editing nature; Non Software • Services require
onty minor reworking and do not reqiire re-performence of
the Service,

OeiiveraM A Dellvefabie is any Written. Software, or NonSoftware
Delfverabte (letter, report, marual, book, dher), provided bf
(he Contractor to the State or un^r the terms ot a Contract
requirement.

Oepartmenl An agency of the Stale

Department of informatbn
Teclvology (DoiT)

The Department of irforrrBtion Technotogy established urider
RSA chaoter 21-R bv the (.eaislature effective Seotember S

2008.

Digital SIgneture Certification (hat guarantees the unaltered state of a file, also
known as 'code signing*.

Documentatloin All Information that describes the installation, operation, and
use of trie Software, either In printed or etactronic format.

EfToctlve Date The Contract and all obOgattorm of the partiea hereunder
stiali become efTectKre on the dais the Gcwrnor and the
Executive Council of the Stale of New Hampshire approves
the Contracl

Encryption Supports the transformation of Data for secii^rty purposes.

Enhancements Updates, additions, modlflcsiiom to, and new releases for
the Software, and eD chanoes to the Oocumentation aa a

2010-043mFP.201»-OPHS-ia4ATAA • AppendlcM
Papa 105 0(112

Deloitte 2018 PageVUM52 of 662



AttachmS3l'tf^E^^b^ffiV|i44AI^TPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 2019-()43/Rf P.2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Oepanmtnt of HtstOi end Human Seivlces
Dato Analytics Ptstfdrm for Opiold Crisis

pHHS - RFP 20f9.043/RFP.20i9-OPHS-19-OATAA
TermnndOtflnltlons

result of Enharcemerts. including, Ixjt not limited to,
Enhemcementa produced tjy Change Orders.

Eyeni or Oefautt

V.

Any one or more of the follw^ng acts or omisaiom of a
vendor ehaii conatitute an Event of Default hereunder fEver*
ofOefauR');

a. Failife to pertorm.lhe Servicea aatisfactorily or on
Schedule:

b. Fallire lo submit any report required; arxl^

c.. Feihjre to ^orm arv other covenar*. term or
-conditloh of theCortracL

Rrm Fixed Price Contract A f^lmi Fixed PriM Contred provide a firica that Is not
aubjaci to Increasa, i.e., adjustmeni on the basis of :tha
Vendor's cost experience in performing the Cortroct

Fully Loaded Rates are inclusive of all altowabte experwes, including, but
not iirnltad to: meals, hotel/housr^, airfare, car rentals, car
mileage; arto out of pocket es^nsas.

GAAP Generaliy.Accepted Accourting Principles.

Geverrx* and Executive Council The New Hampshire Governor and Exacutlve Courrii.

GUI Graphlcdl Interlace.

Harvest Software lo ercNve aridfor control verslona of Software.

Identification and AulherSication Supports obtainihg information abbit those parties
attemfXing to log on to a system of' applicaitlon for security
purposes and the validation of Ihose users.

Ir^emertalion The procM for maWng the Syslem fUiy Operaiior«l for
processing the Data,

implemertation Plan Sets forth the transition from development of the System to
full operation, end Includes without llmiialion. trainirn
business and technical procedures.

Information Technology (IT) Relers to ihe tools and processes used for the gatheiin^i
storing, maniputaiing. transmitting, sharing, and sensing of
informallon including, txi not limfted, to. Data processing,
computing, Worfnatlon -systerm, telecommunlcBtions and
various audio end video technologies.

input ValiOatlon Ensure that the value entered by users or provided by other
applications meets the size, type and formal exoected

201»O4a/RFP.201».0PHS-1B-OATAA • Appendlcts
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STATE OF HAMPSHIRE
Oepartment of Health and Human Services
Data Analytics Platform for OpJold Crisis

OHMS • RFP 2019-O43fRFP.2019-OPHS-19-OATAA
Tarrm and DeflnRiont

Protecting the application from cross site scripting. SOL
injection, Ixitfer overflow, etc.

intAfiion Detection Support!' the detection of (liegai entrarxe into a computer
system. •

invoking Party In a dispute, the perty t)eiievlng itaelf aggrieved.

Key Project Staff Personnel identiried tiy the State and tjy the Contracted
Vendor as essential to work on the FyojecL

Ucensee The State of New Hampshire

Non-Exdusive Coriract A Contract executed the Slate that doee noi restrict the
State from ̂ king alternative eources for the Deliverables or
Services provided under the CorSrad.

Npn-Putiilc Information Date, other than Personal Data, that Is not subject to
distribution to the public as public inforntttbn it is deemed to
be sensitive and corfldenttal the State because 11 cortains
information thai is exempt by statute.^ ordinance or
administrative rue from access by the general public as
public irSormation.

Non>Software Deilveraljles ' Oeliverables that ere rKk Sonvrare Deliverables or Written
Deliverables, e.g.. mMtings, help support, Services, other.

Notice to.Proceed (NTP) The Stale Cor^trect Menager's written direction to the Vendor
to begin work on the Contrsct on a given date and time.

Open Data Formats A Deta.formal besed on an underlying Open Standard.

Open Source Software Software that ^jarantees the user unrestricted use of the
Software as defined in RSA chnoter end R.rtA

charter 21-R lV •

Open Standards SpeciTcations for the encoding and transfer .of computer Data
that is defined in RSA charter Jl-R:!? and RSA chabfer 21-
R:13.

Operating System. System is fUly functlorBl. ell Data has been loaded into the
S^em, Is Bvailabie for use by the State in Its- dally
operatioRS.

Operaliortal

)

Operational mears that the System is operating and fully
functiorel. all Data has been loaded; the System is aveliable
for use D/ the Slate in its daily operations,'and the Slate has
issued en Acceptance Letter.

201»O4VRFP.201»-OPHS.1MATAA • Appendices
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STATE OF NEW HAMPSHIRE
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DHHS - RFP 2019^3/RFP.2019-OPHS.194)ATAA
Terim and Oeflnftlons

Order of Preccderce The order in wnich Corvract/Documents control In the event
of a conflict or amWoUtv. A lerm or condition in a documori
cortrois over a conflicting or amt:iguoui term or corxfiUon in a
document tnat is lower In ttie Order of Precedence.

personal Data Data thst Inciudea information retailng to a pereon met
identres the person tv name and has any of the following
Personally Identiflabte Intormatlon (Pll); gcvemmert-issued
Identiflcatlon numbers (e.g. Social Security, Oiver's license,
passport): financial account Information. Including accout
nunbei. credfl or debit card minbefs: or Protected Health
Intomwtlon (PHI) relating to a person.

ftojeci The planned undertaking regarding the entire subject rhatter
of an RFP and Contract and the actlvitlee of the partiee
related hereto.

^oiectTeam The group of State errpioyeee end Cortractad Vendor's
personnel responsible for managing the prooeases and
mechanisrra required such that the Services are procured in
socordence with the Work Plan on lime, on budget and to the
required SpecrficatiorB and qiellty.

Projeci kAanagers The peraons identtfied who shan function aa the Slate's and
the Vendor's representative with regard to Review and
Acceptance of Cortrad Oeirverables. invoice sign off, and
Rev^ and approval of Change Requests (CR) utilizing the
Change Control Procedures (CC^.

FVoiectStaR State persorinel assigned to wodt with the Vendor on the
Project.

l^oposai The submission from a Vendor in respcroe to the Request
for a Proposal or Staiemert of Work

Regression Test Plan A plan Irsegreted Into the Work Ran used to ascertain
whietner fixes to Defects have caused errors elsewtvra In the
application/process.

Revrew The process of Reviewing OeTiverebies for Acceptance.

Review Period The period eet for Review of a Deliverable, if none la
specified then (he Review Period Is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solldts Reposals lo satisfy Slate
fundiorat requrermrts ty supplying Data processing
product andfor Service resources accordir>g (o sp^flc terms
and conditions.

201ft^SIRPp.»1».DPHS-10-DATAA. Appendices
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DHHS - RFP 2019-P43/RFP.2019-PPHS-194DATAA
Terms and Definitions

Roie^^leoe Management Supports the grantir^g of abilities to users or groups of users
of a computer, application or network.

Schadlie The dates described In the Work Plan for deadiinea for
performance of Servicet and other Project ever^ and
ectrvllles under the Contract

SeMoes The work or bbbr to be performed by the Vendor oh the
Project as described in the Contract.

Software All Custom Software and COTS Software provided by the
Verxlor under the Contract.

Softw8re-as4<Service (SaaS)

1

The capability provided to the Stale to use the Coniractor'a
appilcalioris njnning on a ckxid Infrastructure. The
appticstions are accessible -ftpm varloas client devices
through a thin-client Irferface such as e Web t>roweer (e.g..
Wet>-based email) era program interface. Tt« State does not
manege or cortrol the underlying ck>ud InfrastructLre
Including netwofK sefyera, Operating Systems, storage or
even Indviouai appliaiion capebilltles.- with the possible,
excetaion of Imried user-specific eppilcetion configuration'
settings.

Software Oelhrerabies All Custom Software end COTS Software end
Enhancements.

Software License Licenses provided to the State under this Contract.

Solution The Sdutiori consists of the total Solution, whibn includes,
without limjtetlon, Software and Services, addressing -the
retkjlrements and terms of the Specrcatlons. The off-ihe-
shetf Software arxt cortfigured ^ftware customized for the
State provided by the Vertdor in response to this RFP.

SpKlflcatiors The written Specifications that set forth the requirements
which include, without limitation, this RFP. the Proposal, the
Cortract, any performance standards. Documert8lior\
applicable Stale end federal policies, laws and regulatiora.
State technical standard^ subsequent Slate-approved
Oeliverabies, and other Specificatiohs and requirements
described in the Cortract Oocumerts. The Specifications
are, by this reference, made a pert of the Contract as though
compielely set forth herein

Slate STATE is defined as;

State of New Hampshire

2010^SmPP-201ft-DPHS-1MATAA. Appendices
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Terms artd Deflnltlons

<AGENCY >

<Addtess>

<Cliy, State, Zip>

Reference to tne term 'State* shall Include eppticaOle
egerviea.

SCBiemeni of WorV (SOW) A Slatemert of work cieaity defines the besic requirements
and ot:iecti«re» of a ftoject The Stetemers of work also
defines e Ngh level view .of the archtedure, perforrner^e and
design requremerts. ihe rdea and responsibiJitles of (he
State end the Vendor. The Cortrad Agreement SOW
defines the results that the Vendor remains responsible and
eceduntade for echreving.

State's Confidential Records State's Informaiion regardless of its form that 'ts rid sutjjed to
pUiilc disciosura under applicable state arid federal laws end
r^latiors. mcludlno bu not limbed to RSA cheoter fli.A-
Access k) Govommanta/ Records and Maef^s.

State Data All Data created or in any way originating with ihe.State. and
aD Oeta thai Is ihe output of computer processing of or oilier
electror^ manlpiiation of any Oehi that was created by or In
any way orlginoted with the Slete, whether such Data' or
oiXput Is stored on tho State's hardware, the Cortractor's
hardware a exists in any system owned, maintained or
othenmse controlled by the State or t>y the Contractor.

State Rscai Year (Sno The New Hampehlre State Fiscal' Year extends from Juiy'l"
thrtxjgh June 30" of the following calen^r year.

State Project Leader Stale's represertative with regard to Projed oversighf.

State's Project Maneger (PM) Stde'a represertabve. with regard to Projed Management
and technical matlefs. Agency Project Managers are
responsible lor Review and Acccistance of tpedflc Corfiad
Deliverables. Invoice sign off, and Review and appmvel of a
Change Request (CR).

Sutcontrector A person, partnership, or company not In the employment of,
or owned by, the Vendor, which is performing Services under
this Contred under a separate Contrad with or on behalf of
the Vendor,

System All Software, specified hardware, end irfetfaces er*l
extensions, litegrated and functioning together in
accordance with the SpedftceUons.

30ia-043mPP-2010.0PHS-iaOATAA. Appendices
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STATE OF NEW HAMPSHIRE
Department of Heattt) and Human Services
Data Analytics Platform for Opiofd Crisis

DHHS . RFP 2019-O43/RFP.2p19-DPHS.19^ATAA
Terms and Definitions

TBO To 0e Detormined

Technical Authortzailon OirecOon lo a Vendor. nils in details, clarlfiBS.
imerprete, or specifies tech^^^c8l reqUrcmerts. it must be:

1. Consistent with Statement of Work ¥MitNn statement
Of Services:

2. not ccnstltue a new estignmenl: and

3. not change the terms, documents of Spedf1catiot«
of the SOW.

Test Plan A plan, Integrated In the Wotk Plan, to verify the code

(new or changed) vmrks to fulfill ihe requlremenis of the
Project. It may consist of a timeline, a series of lests and test
Osta, test scripts and reports for the test results ss well at a
tracking mechanism.

Term Period of the Contract from the Effective Dale ttvough
terrrfnation.

Trarsftlon Servicea Sarvteea and support provided when the Contracted Vendor
Is supporting system changes.

UAT User Acceptance Test.

Ui^l Test Devetopers create their own test Data and test scenarios to
vertfy the code they have created or changed functions
properly as defined.

User Acceptance TestinQ (UAT) Tests done by knowledgeable business users wIk) are
faminar with the scope of the Project. They create/develop
test cases to conTirm the System was developed according to
specific user requremerts. The test cases and
scrlfSsAcerBrios shoUd be mapped to busiriess
requirements outlined in the user requirements documents.

User Management' Supports the edrnlnisiratlon o( computer,- application and
network eocounts within an organlzaiion.

Vendor/ Contraded Vendor The Venda whose Proposal or quote was awarded ihe
Cortract with the State and who Is responsible for the
Services end DeBverabies of the Contract

Verification Supports the cor^rmalton of authority to erSer a computer
system, application or network.

Virtual PrKrate Network (VPN) Extends a private network acrosa a public network, and

2O1SA43/RPP-20ia-DPH3-1MATAA • Appendices
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DHHS • RFP 20194)43/RFP.2019OPHS-19-DATAA
Terrra and tJefinltlons

enebies users lo send ervl receive Oeta across shared or
public networks as if their computing devices were directly
connected lo the private network

Warranty Period A period of coverage during wiScn the CorSracted Vervior is
responsible for providing a guarsntee for products and
Services deliver^ as defined in the Contrad.

Warranty Releases Code releases ihal are done during the Warranty Period.

Werrarty Services The Services to be provided by the Vendor dirtig the
Warranty Period,

Wbfit Han The overal plan of activities lor the Project "created in
accordance wtth the Contrad. The plan and delineation of
tasks, activities and events to be performed arid tDenvefables
to be prodxed under the Project es specified in Appendix C:
Sysfarn Roijuinmerts and Oaffverables. The Work Plan
shall include a detailed description of the Schedule,
tasksfactivlties. Deliverables, critical .everts, task
dependencies, and the resources the! would lead arxHor
participate on each task.

Written OeHverables NotvSoftware svrltten DeliveraUe DocumertaBon (tetter,
report, rrranual, book, other) provided by Ihe Vendor either in
paper or electronic format.
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Exhibit C

SOCIAL PROyiaONS

Contractofs. Oblloations: The Contractor cover«r<s and agrees that ell fu/xte receive by the Contractor
under, the Contract shall Do used only as payment.toihe Contractor for services provided to eligible"
IndK/ldials and. in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compilance with Federal and State't-aws; if the Contractor Is permttted to determine the eOgibiiitv
of Individuafa sixh eUgibiiity determination ahali be trade in accordance with epplicabte federal and
state laws, regUailons. orders, guidelines, poiicles and procedures.

2. Tlrrwand Marirterof Deterrrlnatbn: Eligibility delerrrtr«tioro"8hall be made on forrro provided by
tfie Depertrnent for that purpose and shall be made artd remade at such times as are presaibed t>y
the Depertrnent

3. OocurrientatJon: Iri addition to the determir^ion forms required by the Depertrnent, the Contractor
shall malrtain a data fBe on each recipieri of services hereunder, which Tie shol) indude aQ
information necessary to nfljporl.an eUglbillty detenrfnation end such other InforrrBtion as the
Department requests, The Contractor shall furnish the Department with all forms and docixriertatlon
regarcfing eligibility determlnaUons that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
IndNldials declared Ineligible have a right to a fair hearing regaiding (hat deterrrtnatlw. The
Coritr^or hereby ccveriants and agrees thai all applicants for services shall be permitted to nil out
en application form and that each app(icant.cr re-applicant shall be informed of hrs/her right to a fair
hearing in accordance with Department regulations.

5. OrstuWes or Kkkbacks: The CpntractDr agreed that it is a breach of this Cortract to accept or
make a paymert. gratuity or offer of employmeni on behalf of the Contractor, any Sub-Contractor or
the State in order to Influence the performance ol the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and arry sub-contract or sub-agreement if it is
determined thai peyrrwrts, gratuities or offers of empioyment of any Wnd vrere offered or received by
any officials, officers, employs or agents of the Cor^tractor or Sub-Conlractor.

8. Retroactive Payments: Notwithstanding ariythinQ to the contrary cont8lr>ed.in the Contract or in ai>y
other documerv, contract or understanding, It Is expressly understood and agreed by the ptertles
hereto, that no peymerts will tw made hereunder to reimburse the Contractor for costa incurred for
any purpose or far any services provided to any individual prior to the EffWive Date of the Cortract
and fw payments shall be made for expenses Incurred by the Contractor for any services provided
prior to the date on which the indrvidual applies far services or (except as othenvtee provided by ir*
federal regrtatlons) prior to a delerminallon that the individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding ertythino to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Oepariment to pi^hase services
hereunder at a rate wWch reimburses the Conba'ctor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third perty
funders for such service. If at any time during the term of this Coniract or e'fler receipt of ihe Final
Expendilure Report hereunder, the Department shsti determine that the Contractor has used
payments hereurxJer to reimtxxse items of experoe other than such costs, or has received paytTiert
In excess of such co^s or In excess of such rates charged by the Cortraclor lo ineligible fadividuafs
or other third perty funders, the Department rray dect to;
7.1. Renegotiate ttva rates for payment hereunder. in which event new rates stBii be established;
7.2. Dedixt from any future paymert to the Contractor the arrxxjrt of any prior reimbursemert in

excess of costs;
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ExWbltC

7.3. Demand repayment of the excees paymert tiy the Contfactor in wNch event failure to make '
auch repeymeht ehali.consWute an Event of Default hereunder. When the Cohlraclor is
permitted to determine the eilglttilty of indivkJuBis for services, the Contractor agrees to
reimburse Ihe Oeper^nt (or all funds paid by the Department to the Contractor for services
provided to any indlviduaJ who Is round by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT. DISCLOSURE AND CCNFIDENTlALITY;'

8. Maintenance of Records: In addition to the ellQibllity records specified above the'Contractor
covenants and agrees to maintain the foiiowlrtg records during the Contract Period:
3.1. Rscal Records: books, records, documents and other data evidencirig and reflecting all costs

and other expenses incured by the Contractor in the perforrhance of Ihe Contract, end ell
Income received or collected by the Contractor during the Contract Period^ saW records to be
mairtained in accordance with accounting procedures and practices which sUflclent^ and
property refle« all such costs and expenses, and which are acceptable to the bepertrrrent and
to iricfudo. vrithout limitation, all ledgers, books, r^rds. snd originai evidence of costs such as
purchase requislttons and orders, vouchers, requisitions for materials, inventories, valuatiofrs of
•_in-Mnd corfributions. bbor time cards, payrolls, arrd oir>er records requested or required by the
Departmert

8.2. Statistical Records: Statistical, enrbtlment, atlendarKe orvlsit records for each recipiers of
services during the Contract Period, which records shiell include ell records of applkalion and
eligibility (including all forrns required to determine eligibility for each such recipientj, records
regarding the pra^h of services and all Invoices submitted to the Department to otrtein
payment for such services.

8.3. Medical Records: Where appropriate and ss prescribed by the Depertrmnt regulations. tt>e
Contrector Shan retain medtoal records on ̂ ach patient/l^pent of servioes.

9. Audit; Contractor Shan submit an annual autft to ihe Department within 60 days after the close of the
agency fl^i year. It is recommended that Ihe report be prepared in accordance with ihe provision of
Office of Managerrtenl and Budget Orcular A.133. "Aptfts of States, Local Goverrirnents. erxi Non
Prodi Organizations" and Ihe provisions of Standards for Audit of Govemmerital OrgisnizatlorB.
Programs. Aetfviiies and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to flrtartdai compliance audts.
9.1. Audit and R^w: During the term ol th|s Contract and the period lor retention hereunder, the

Departrt^, the United Stales Departmerit of Health end Humd.n Services, and any of their
desigrtated representatives shall have access to an reports and records maintained pursuant to
the Contraci (or purposes of audt, examination, excerpts and tranacripts,

9.2. Audi l.ktjilllies:_lnaddiiion to er>dnotinany way In limitalion of obligations of the Contraci, it Is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audt except,ions and shall return to the Department, ell paymentsmade ur>der the
Contract to.whkh exception has been taken or which have been disallowed because of such an
exception.

10. Cbnfldenttollty of Records: All information, reports, and records maintained twreunder or collected
In connection with the performance of the services and the Contract shall be coofifderttial and shall rwt
be disclosed by the Contractor, provided however, that pursuant to state laws arto the reguiations of
the Oepertmeni regardng the use and disclosure of such information, dsctosure may be rrade to
public officials requiring such irifqrmation in connection with their ofTidal duties arto for purposes
directly connected to the adrninistration of the services and the Contrect; end provided further, that
the or disciosure by any party of sny iiYormation concerning a redpiers for ar»y purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohit^ed except ori written consent of the recipient his
attorney or guardiaa

ExNMC-8p«dalPr(Maon»' ContrMoriftQItli.
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Notwilhstandng anything to the contrary cortainW herein Ihe covenants and cohditiohs contained In
the Paragraph shall survive ihe terrrtnalion of the Contract for any reeson whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the foiiowlrw
times'ir requested by the Depar^rt.
11.1. Iraerfm Financial Reports; Written interim finaixial reports containing a detailed description of

.all costs and npn-allowBble expenses incured by the Contractor to the date of the report aivi
- contaWng sixh other Information as shell be deemed satisfactory by the Department to

Justify the rate of payment hereunder, Such Financial Reports 8t»ii be sulwnftied on the form
designated 0/ the Oepenment or deemed satisf»^ory-by Ihe DepertmenL

11.2. Final Report; A flnai report shall be submitted within thiny (30) days after the end of the term
of this ContracL The Rnal Report shall be In a form satisfactory to tfte.Deperiment and sftall
contain a summary stalernent of progresa toward goals and ot^ertives stated in the Proposal
and other irformation'required tjy the DeparlmenL

12. Completlon.pf Services: Disallowance of Costs: Upori Ihe purchase by the Depertmeni of tl^
maximian nurhber of units provided for in the Contract and upon payment of the price llmrtatlpn

-.hereunder, the Cortract end:all the obfigations of the parties hereunder (exc^ such oWigatior^ as
by Ihe lerrns of ̂ e ContracI are to be performed.afier the end of the, term of (his Contract andfor
sixvlve the termination of the Contract) shaO terminate, provided however, if»at If, i^n review of the
Final ̂ pendlture Report the Department shall dlMflow any experises claimed ty Ihe Contractor as
costs hereirictef tl* Department stiall retain (he right, at its discretion, io deduct the amount of such
expenses as are disallowed or to recover such sums from the Cor>irector.

13. Credits: AJI documents, notices, press releases, research reporis and other materiais prepared
during or resulting from the performance of the services of the Contract shall Include the follwrlng
statement;

13.1, The praparation of this .(report, documeni etc.) was financed under a Contract with the State
of f^.Hampshire, Departmerit of Health and Human Servicie% with firts provided in part
by.ihd Stale of New hiampshire and/or such other funding souroes as were available or
required, e.g.. the Uniiad States Department of Health ard Human Services.

14. Prior Approval and Copyright Ownership: Ail malerlals (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printir^ prodi^lon, - . . .
distribution or use. The DHHS will retain cbjjyTlght owniershlp for any and all origirel materials .
produced, including, but not limited to, brochures, resource dlrectories, protocols or giidelines,"
posters, or reports. Contractor shall not reproduce any rnmerials produced under the cortract wltnout
prior written approval from OHHS.

15. Operation of Fadlltles: Compltance wtth l^ws. and R^ulatloni: in the operation of any faci,titles
for providing services, the Contractor shall comply with ail laws, orders and regulations of federal,
state, county and munfcipBi authorities and wHh any direction of any Public Officer or officers.
pursuant to laws which ̂ 11 impow an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such todlity. II any govemmertal llcenss or
penhH thau be rer^red lor the operalion of (he said facility or the pertormence of the said services,
Ihe Cortraclor will procure said license or permit, and will at all times comply vrtth the terms and

, condtlons of eacn sudi license or permit. In connection with the foregoing requlrenwnts, the
Contractor heretjy covenanis and agrees that, duing the term of this Contract the facllliles shall
compfy wfth all roles, orders, regulations, and requirements of the State OlTice of the Fire Marshal and
the local fire protection agency, and shall be in corforrrance with local building and zoning codes by-
taws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Envfoynient
Opportunity Plan (EEOP) to the .Office for Ovli Rights. Office of Justice Programs (OCR), If It has
rece.lved a single award of 6500,000 or more. If the reclpiert receives $25 000 or more and has 50 or

V

ExXibii C - BimcU Pr»4U(n« Cmtrictv InUtit

Fie* 3^9 0,1,

Dcioitte-. 2018 , Page VUM62 of 662



Attachmgai«nZ^lbPffi«|i(HdlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9.043/RFP-2019-DPHS-19-DATAA

OO NOT RETURN SAMPLE CONTRACT

REFERENCE FOR APPENDIX A ONLY Appendix
New Hampshire Oapartment of HMRh anct Hurhan Sarvins'-'

Exhibit C

more employoes. It will maintain a current EEOP on file and submit an EEOP Ccrtiricabon Form to the
OCR. certifying that Its EEOP Is on file. For redptents recetvlng less inah S»,000, or puWic grantMs

Wan 50 employees, regard!^ of the amours of the award, the redpierS will provide an
EEOP CeitifJcatlon Form lo ifw OCR certifying it is not feqUred to sul*nit or maintain an EEOP; Non-
pdll organlzattoos. Indian Tribes, and medoai and educetionalTnstituilors am exempt from the

reqiirement, but ere required to submit a certilTcation form to the OCR to claim the exerrvOoa
EEQP Certrceiion Fpr.rrB are aveiiabte at; hnp;/A«ww.oJp.u8doj/al»ut/bcr/pdfs/C«rt.pdf;

1T, Umitad English Pr(^tency(LEP): As clarified ty Executive Order 13186, improvlix Xccesa lo
Setvlces for jaersons with Umhed English Proficiency, end resulUng agency gutdsnce, netlorol ortain
dscrlmlnatlon lncludes dlscrinnlnaUon on the basis of limited Er^ish proficient To ensure
cqmpfiance with the Omnlbus'Crlme Control snd^e Streets Ad of 1968 andTltle Vl d the Oil
.RIdts'Act of 19M, Contradors rnust take reasonable steps to ensure that LEP persons have
meanlnd*^ access to its programs.

18. Pirpt Program for Enhancement of Contractor Employte Whlstleblower Protections: The
fdtowing shall apply iq all pontraco that exceed.Ihe Simplified Acquisition TdeshoW as defined In <8
CFR 2.101 (currently. $150,000)

Conthactor Employee Whotleblower Rksmts and Reouirement To Imform Employees of
WWSTLBBLOWEB ftCHTS (SEP 2013)

(a) This contract and emptoyees. working on this contraci will be subiect to the whisoeblower rigtte
and remedies in the pilot pro^am on Cor^rador employee wfiistleblciwer proiedJorts established at
41 U.S.C. 47i2byse«ion828of theNaiiorwi Oeferwe Authorization Ad for Fiscal Year 2013 (Pub L
112-239) and FAR 3.908. ^ . . * •
(b) The Contractor shal Worm its employees In wriiing. In Ihe predominant language of tl* viortdorce
of employee whrstlebtower rights and protections under 41 U.S.C. 4712, as described In section
3,008 of the Federal AcquisitJon Regulation..

(c) The Cortractor shell IrYsert the substance of this clause, iriduding this paraorsph (c) In all
subcontracts over the sirr^ified scqulsillon thresfdd.

19. Sut>coittrectors: DHHS recogriMs thai the Contractor may choose to use sUbcodractqrs wtm
greater expertise to perform certain health care ec^ices'or fuicttons for effide'ncy or
but the Contractor shall retain the responsltjilily end eceountetility for the functionfs). Prior id.'- 'sdxontractlng. the Contractor shafl evaluate the subcontrador's ability to perform the.delegated'
functlon(s). This is accomplished through a written agreement that spmHfles acttvlUes arid reponlng
responsibilities of the subcontractor and prc/ides for r^roldng the delegsHon or imposing sandions if
Ihe subcontractor's performance Is no* adequate. Subcontradors are suljjed to the same cdrtractual
corxaibons as the Contrador and the Contractor is responsible to ensure sutxortractor compliance
with those condlHona.

When the CorSrador delegates a firdton to a SLPcontractor, the Contrador shall do the followlrc;
19.1. Evaliate the prospective subcontrador's ability to perform the sctMiles. before deteoailna

the (unction ^
19.2. Have a wi^n agreement with the subcontractor that speofies activlilas and reporting

responsibilities and how sanctiorisAevocation will be managed if Ihe subcontractor's
performance is rtd edequate

19.3. Monitor the subcortractofs performance on an ongoing basis

ExNM C - AckMcnt Contradv Inkid*
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19.4. Prcvido to DHHS ah annual tchedule Identilying all suteontracioft, delegated (unctions and
responsibilities, end when the subcoNractor'i performance will be reviewed

19.5. DHHS shall.'at its cTtsctelion. review and approve all subcontracts.

If the Contractor Identifies deficiencies or areas lor Improvement are'ldentified. the Contractcr shall
lake corrective action.

DEFINfnbNS.

As used in the Contract, the following terms shall have the following meanings;

COSTS: Shell m.ean thoM dhed erxJ indirect liems.of experwe determirted by the Depeitment to be
allowable end retmbursabie in accordance with cost arul accourtlrtg principles eststillshM in accordance
with state and federaltaws, regulatlom, rules and orders.

DEPARTMENT: NH Depertmers of i^eellh end Human Services.

FINANCIAL MANAGEMENT GUIQELlfyES: Shall mean iftat section of the Contractor. Manioi v^h Is
entitled "nnancial Martagement Guidelines" ar*J which contains the regulations governing the financial
actlvltlea of contractor agancies wNch have contracted with the Stale of NHto receive lur)ds.

PROPOSAL: If applicable; shall mean the document submitted Ijy the Ccntractor on a form or forms
reqiired by the, Depariment and containing a description of the Services to be provided to efigibte
irtJividtais by the Contractor in aocordance .vhth the terms and conditions of the Co^ract end s^ixj forth
the total cost and sources ol revenue for each service to be provided uider the Cbriiracl

UNFT: For each service that the Cortractor'ls to provide to eligible indMduals heretrder, shaD mean that
period of time or that specified activity determined by the Department end specified in ̂ hlblt 8 of the
Corsract.

.FEDGRAL/STATE LAW; Wherever federsl or state iavrs. rcgulatlooe. rules, orders, and policies, etc. are
referred to in the Contract, the sakj reference stiell be. deemed to mean all such laws, regUatioiis; etc. as
they may be emended or revised from tt* lime to time.

COhfTRACTQR MAhtUAL: Shall mean tfiat documert prepared the NH Department of Administrativa
Services containing a compiation of an regulations promi^ted pursuant to the New HarrsnNre
Admintorative Procedures AcL NH RSA Ch Sa.i-A. for the purpose of Imptemerting State ol NH and
federal regutatfona promulgsted thereundef.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided urvier this
Contract will not supptars any existing federal funds available fpr these services.

ExNbtt C - apwM Pro<<e<ns CoWidGr InMil*.
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REVISIONS TO GENERAL PROVIStQNa

V  Sutjparagraph A ol the General Provisions of ihis oontract. CorKSttonal Nature of Aofeemer* b
replaced as follows;
4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding erv provlslon of IN# .Agreement to the oortrary, all obllgailons of Ihe Slate
hercunder. indudng wHhoiA'ilmitatiofx the continuance of payments, In whole or in pert,
trnder this Agreement are contingent upon continued approprislidn or availability of funi,
including any subsequent changes to the appropriation or evaitebirrty of furxb affedad by
any state or federal legislative or executNe.actlon that reduces, aiiminates or otherwise
mbtflfies the appfoprtatlon or ovanabillty of funding for this.Agrecment and the Scope of
Services provided in Exhibit.A, Scope of Service8,.in whole or In pert. In no event shall the
Slate be liaUe for any peyments hereunder if> extras of appropriated or ava^bie funds. In
the evpnt of a reduction, termirwtion or rr^iflcation of appropriated or available funts; the
State shall have, the right to withhold payment urtJl such funds become available, if ever. The
State shall have the right to reduce, terminate or modify services under this Agreemenl
immediately upon giving Ihe Contractw notice of such reduction, termirialion or modiflcatioa
The State 8t«ll not be required to trarwfer funds from'any other source or accourt into the
Accpurt(8) Identified in block 1.6 of the General Provisions. Accouni f>iumber, or arty other
account, in the event funds are reduced or irevallable.

2. Subpar^graph 10 of the General Provisions of this contract, Tarmination, is amended by adding the
following language;
10.1 The Stale may terminate the Agreemeit at any time for any reason, at the sole dlscretion ol

the State, 30 days after gNlrig the ppntractor written notice that the State is exercising its
option to terminate the Agreemenl.
in the e-^nt of early termination, the Ccytractor shall, wiihin 15 days of noiice. of early
tenmirntiori, devetop arid submit lo It* State a Trerwition Plan for services under the
Agreement, indudirg bu not limlled to. Identifying the presarS and luture r>eed6 of dienis
receMng seiyices under the Agreement and establishes a process lo meet those needs.
The Catractor shall fully cooperate with Ihe State end shall promptly provide detailed
irtformation to support the Transition Plan indudirg, but hot limlleo to. any inforrhaUonor
data requested tv the State related to the termtnalion of tl* Agreernent and Traroltion Plan
and shall provide ongoing communication ar^ revisions of the Trarwition Plan to the State as
reques.ted.
i.n the event thai seiyices under the Agreemenl, Including but not llmtied to dierts receiving
services under the A^eement.are trsnsltioned to having services delivefed by another entity
Including contracted providers or the Sate, the Contractor shall provide a process for
uninterrupted deliyeiy of services in the Transition Plan.
The Cortractor phall estaWish a method of notifying clienla and.other affected Incfviduals'
about the Itar^itioa The Contractor shell include the proposed comrrxtnications in.lis
Transition Plan submitted to the State as described above.

10.2

10.3

10.4

10.5

cuo*<snmi)
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CERTIPiCATION REOAROINQ DRUQ4?REe WORKPLACE REQUIREMENTS

The Contrectpf Wentifled In Section 1.3 of the General Provisions agrees to comply with the provisions ol
Sections 5151-5160 of the Ditug-Free Workplace Act of i980 (Pub. L 100-60), Title V. Subtitle D; 41
•U.S.C. 701 etseq,). and further agrees to have the Contractor's re'preseniBtlve, as ktentified ki Sections
1,11 arxJ 1.12 01 the General Provisions execute the (oitowing Certificalion:

ALTERNATIVE I. FOR ORMTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OP EDUCATION ■ CONTRACTORS

US DEPARTMENT OF.AGRICULTURE.• CONTRACTORS

Thfe^certifteation Is reqUred tjy the regulatiora implemeftlrc Sections 5151 -5160 of the Drug-Free
Woikplace M of 198.8 (Pub. L 100-690, Title V. Subtitle D; 41 U.S.C. 701 e( seq.). The January 31
19^ regulations were emended and pul:tished as Part II of the May 25,1990 Federal Register (pag»
21661-21691). and require certinc8lton.l>yofar;iee8,(and,bry inference, sub-grartees and sub
contractors), prior to award, that they willmaintain a drug-free workplace. Section 3017.630(c) of the
regUatiori proyidw that a grantee (and tv 'nfefChce. sub-grantees and 8ul>cor4rBcters) tf*t is a State
may elect lo mate one certirtcatlon to the Depertment in each federal fiscal year In lieu of certlrcates for
each grar* Airing the federal fiscal year covered by the certincatJon, The certificate set out below is a
materiai/epresentatlon of fact upon which reliance Is placed when the agency awards the gram, False
cefbrication or viotation of the certification shall be grounds for susperQion of payrnents, suHwnskxi or
termination of grants, or govemrrwrn wide suspenston or debarmert. Contractors using this form should
ser^ it to:

.Cornrrtissioner

NH Pepaitment of Health and Human ServlcW
129 Raasars Street,
Concord., NH 03301-6505

1. The grartiee certifies thai it will or will coritinue lo provide a dnjg-frae workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distrlbutioa

djspenslng, possession or use ol a coniroled substance Is prohibited In the grantee's
workptoce end specifying the actiohs thai will be taken against ernployees for .viotation of such
prohibition;

1.2. EstalJllshing an ongoing drug-free awareness program to Inform emptoyeos about
1.2.1. Thectangersofdrugabuulniheworkpiaca;
1.2.2. The grantee's policy of rriairtialninga'dnjg-freewofkplace;
1,23,. Any availaBe drug counseling, rehabiillaiion, and employee es^stance programs; and
1.24. The perwllies that rnay be imposed upon eniplcvees for drug atxjse viblatiorw

occurring In the wbrkprtace;
1.3.- Making It a recMrerneiit thafeach employee'to be engaged in ihe pertorrrrance of Ihe oant be '

given a copy of the statemerti required by paragraph (a):
1.4. Notifying the employee in the statement required by peragraph (a) thaL as a condition of

employmeni under the grant, the employee win
1.4.1. Abide ty the tierms of the statement; and
1.4.2. hWify the employer In wrlling of his or her conviction for a violation of a crimiral drug

statute occurring in the workplace no later than rive calendar days after such
eonvicdon;

1.5. Notifying the agency In writing, within ten calendar days after receiving notice urxJer
subparegraph 1,4.2 from an employee or otherwise receiving actual notice of such convicttoa
Employers of convicted employees must provide notice, including position lllte, to every grenl
officer on whose grant acth^ the convicted employee was workirtg, unless'lhe Federal agency

E*t>IWI 0 - CvittSeaOon f»a>n)ii>9 Pnig Frtt Conlrtdv IrttaN
RaoilrwMnii

cuowi««7« Ptgaiorz Om«

Deloiae 2018 f. • -i Page VUi:466,of662



Attachm6aW7®dBilbh®y|5iiAlMPSHIR£ • Department of Health and Human Services
Data Ajialytics Platform for Opioid Crisis
DHHS - RTP 2019-CM3/RFP-2019-DPHS-19-DATAA

DO NOT RETURN SAMPLE CONTRACT

REFERENCE FOR APPENDIX A ONLY AppendiX,p~|
N«w Hampthir* Oapartrntnl of HaaJth and Human

ExNbIt 0

hat deslgnaiaO a central point for the receipt of such notScee. Notice thai.indude the
Idenitfic^n numbeftt) of each alTeciad pranl;

1.6. Taking one of the foUowing actlom, within 30 calerKfer days of receMng notice under
tubperagraph 1.4.2, wtih respect to any employee who b'to convicted
1.S1. Taking a^ropriate personrwl action eoalnel si^ en employee, up to end irviuding

termlretion. conaltteit with the requirements of the RehabllltBtlon Act of 1973. as
amended: or

1.6.2. ReqiJrIng such employee to perticlpBte satlafactorliy In a drug abuse assistance or
rehebilitetion program approved for such purposes tyy a Federal. State, or local health,
isw'erforcemert. or other appropriate agercy:

1.7. Making a good faltn effort to cortlnue to maintain a drug<free workplaca through
implementaiionof paragraphs 1.1,1.2, i.3. V4.1.5. and 1.6.

2 The grantee n^ay ireed in the space provided below the titelsj for the performartce of work done in
connection with the specific grant.

Place of ̂ rformance (street address, city, county, state, zip code) (list each location)

Check G if there are woikpiaces on file that ere not Identified here.

Cor^Bclor Name:

I

Date Name:

Title;

O - CvrMuilen r«otreino Onie Fraa CaWMV InAWt.
WoKErae* RaqulrwiMnti
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CERTtRCATION REQARDINQ LOBBYINQ

The Cortractof idenlifled In Section 1.3 of the General Provislofa agrees to comply wtih the provisions ol
Section 319 of PiWic Law 10M21, Government wide Guidance for New Resthclibf« on Lobbying, end
31 y.S.C. 1352. andlulheragreesto have the Contractor's represertalive. as ideraified In Sectlonsi it
end 1.12 of the General Provisions execute the following Ccrtmcaiion:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OF EDUCATION . CONTRACTORS
US OGPARTMENT OF AGRICULTURE • CONTRACTORS

^ograms (Indbate epplicabta program covered);
TempfDrary Asslstarce to Ne^'Famiries under THle IV-A
•Child Support Erforcement Rogram under Title IV-Q
•Social Serv^ BiocK Grant Program ufxJer Title XX
•Merficaid Rogram under Trtle XJX
*Commur»ity Services Block Grant urxJer TiBe VI
•ChfkJ Care Development Block Grant under Title tv

The MTdarsigned certifies, to the best of Ns or her knowledge and belief, thal;

1. No FedBfal appropriated funds have been paid or will be paid by or on betwif of the irdersigned. to
any person for influencing or ettemfXing to infiuerrce an offteer or employee of ary egtncy. a Member
of Congress, an ofRcw or employee of Congress, or an employee of a Member of Congress In
connectjori wtih the awarding of any Federal cortract. continuation, renewal, amendment, or
modiflcatioh of any Federal contract, granL loan,,or cooperalNe agreement {and by specific mention
sub-grantee or subcontractor). '

2. If any funds other than Federal appropriated fund# have been paid or win be paid to any person for
irftuerrdrig or attempting to Infkrenca an offteer or employee of any ager^. a Member of Congress,
an officer or employee of Congress, or an employee of a Mefnber of Congress in connectionwith this
Fedarai contracL grers. loan, or cooperativa agraemeht (and by speclfte mertlon sul><^ntee or sub-

•  contractor), the undersigned shall compiato and subfrti Standard Form LLL," (Olwtoeae Form to
Report Lobbying, In accordance with its instructbns, attached and Identified as Standard Exhibtt E-f.)

3. The undersigned shall'reqiire that the languege of this certification be included In the award
doaxnert for site-awards at all tiers (Induding subcortracts. sub-grarts, and contracts under grafts,
loans, end cooperalive egreemerts) and thai aD sub>recipiart9 shall certify arti disclose accordingly.

This certification Is a material represertation of fact upon which reliance was placed wtven this trarBactton
was ma« or entered irto. Subrrtsslon of this certification Is a prerequisite for rttakirtg or entering irto tWa
transaction imposed by Section 1.352, Title 31, U.S. Code. Any person wtvo fails to file the required
certification shell be subject to a dvli penatly of not less than $10,000 and not more than SiOO 000 for
each such failure.

Contractor Name;

OBta Name;

Title;

EitilbB E - Ctrtlktdcn RegtnlAe leCbylnC' Certrtetor inklUt

CWWO.WTU oii«
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CERTIFICAnON REQAROINQ DEBARMEWT. SUSPgNaON
AND OTHER RESPONaBlLfTY MATTERS

The Contractof Wertined in Section 1.3 of theGenerai Provisions egrees to compfy with the provlslona of
Execaive cmce of the President, Execute Order 12549 and 45 CFR Part 76 reoarding Determent,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
represerutive, as kieniined in Sections 1.11 end 1.12 of the General Provisions execute the roDosying
Certtncation:

INSTRUCTONS FOR CERTIFICATION
•1. Byslgnlno end submitting this proposal (contract), ihe proepective primery pertictpent Is providing the

certification set out below.

2 The inability of a person lo provide the certificalion required bejow wiii not necessanly result in denial
of perticipetion in tM covered irareacUon. if necessary, the prospective perticipent shaD submit an
ex^nation of why It ̂ rtnot provide the certJficatioa The certiTicaiion or exptanellon wiil be
considered In connection with the NH Department of Health and Human Services' (DHHS)
determination whether to erter into (his transactioa However, failure of the prospective pdmary
perticipers to furnish e certification or an expianatton shell dsqualify such person from pertidpetlon in
this trarcsactlon.

3. The certificetion in this dause is a material represersation at fact isxn wNch reliance was placed
when DHHS (^ermlned to enter irito this iraroaction. Ifit Is bter determined that the prospective
primary participant knowingly rendered an enoneous certification, in addition to oUitf rerrerles
evallaWe to the Federal Government, DHHS rnay terminate this transaction lor cause or Afault

4. The prospective primary partidpent shao provide immediate wrttten notice to the DHHS egency to
whom this proposal (contract) is submitted if st eny time the prospective primary participant learns
thai its cartlflcation was erroneous when submitted or has become erroneous by reason of charued
circumstarves,

5. The terms 'covered iransaction,'' •'debarred.* 'suspended,' 'inetlgible.* 'lower tier covered
Irantadion.' 'pertidpant,' 'person,' 'primary covered transaction,' 'prlncipei." 'proposal,' and
'voiuntarlly excluded,* es used in thb clause, have the meanings set out in the Definitions and
enrage sections of ihe rules imptementlrig Executive Order 12549; 45 CFR Pert 76, ̂  the
attached definitions.

6. The protpecth/9 primary partidpant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowing enter Into any lower tier covered
transadion with a person who is debarred, suspended, declared ineligible..or voiurtiartiy excluded
from pertidpetlon in this covered iransadion. uNsss authorized by DHHS.

7. The prospedivo primary participant further agrees by submitting this proposal that rt will indude the
dause tilled 'Certrcation Regarding Debermert. Suspensiori, ineligibirrty and Voluntary Exclusion.
Lower Tier Covered Transectlons.' provided by DHHS. without niodiflcBllcn, in all lower Her covered
transactions and In all solicitations for lower tier covered transactions.

6. A partidpant in a covered transaction may rely upon a certification of a prospedive partidpant In a
lower tier covered transaction that ft is not debered, suspended, ineliglbte, or Irvoluitarily excluded
from the covered transaction, unless it knows thet the certification is erroneous. A partidpeni-may

.  decide the method and frequency by which it determines the eiigiblilty of its principals. Each
perticipeni may, but Is not required lo, check the Nonprocixement List (of excluded parties).

0. Nothing contained in the foregoing shaft be construed to require establishment of a system of records
In order to render in good faith the certification required by this clause. Tr« krtowledge and

&«iMF-C«rtftkritenRro«naneO*Mnn«rt.anp«i«loi Cotwag inlttiri .
AM COif Reswtdtey Msltv*
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WormaUon of t particlpert is not reqiirod lo exceed that which is ix>fTnany possessed tv a crudent
pefson in the ordinary course ot business deallhos.

10. Exoef* for transactions aiShorized under paragraph 6 of these Instructions, il a.partidpant in a
covered transaction knowingly enters into a lower tier covered transaction with a peraor^ who b
eiepended, deberred. inelisabie, or voiuitariiy excluded from particlpBtion in thisTransoclion. in
addition to other remedies available to ihe.Federal.government, OHHS may terminate this transaction
for cause or defauH

PRIM.ARY COVERED TRANSACTIONS
11. The ptDspectlva pflmary participant certiflea to the best of its knowledge and belief ihet It and Its

princ^ls:
11.1. »fe not presently debaned. suspended, proposed fa debBn7>ert. declared IneliglBie or

votuntarliy excluded from covered transactions by arry Federal depertment a agency-
11.2. hai^not within a three-year period preceding this proposai (contract) been corwfcted'a a had

a dvti lucent rendered against them fa corrmlsslon a fraud a a criminal offense in
connection with obtaining, ettempting lo obtain, or performirtg a pubBc (Federal, State or local)
IransactJon or a contract under a public transacttori; viototlon of Federal or State artitrust
atatUn a commlssipn of embezxJemert, theft, fagery, bribery, falsiflcalion a destojctton of
recada, making false rtatemente. a raccMng stolen property;

11.3. are not aeaontiy Indicted fa otherwise criminally or clyUiy charged by a goverranental entity
0' 'OF®') conmiss'ori of eny of the offenses enumereled in peragraph (l)(b)

oftMscertificetion:and w v ;
11.4. have not within a three-year period preceding this eppiicaUorVaoposai rwd one a mae puWte

transactions (Federal, State or local) tenninsted for cause or default.

12. Whae the prospective primary participant is unable to ce^l^ to any of the etatemerts in this
certincalion, such prospective partidpent shall atlech an exjienation to this proposai (corfracl).

LOWER TIER COVERED TRANSACTIONS
13. signi^ and jubmi^ this kmer tier proposal (cortracl), the prospective lower tier pertidunt, as

denned In 45 CFR Part 78, certiflea lo the best of its knowledge and belief that it and Its principals:
13.1. are not presently debarred, suspended, propoeed fa debarment, declared inelidble a

vduntariiy excluded from partidpaiion in this trerwaction by any federal department a agency
13.2. wt*re the proapecllve lower Her partidpent 1$ unable to certify to any of the above, such

aospecthre participenl shall attach an explanation to this proposal (cortract).

14. The^apectfva lower tier partidpant further agrees by submHting this proposal (cortract) that it wiu
u^ude this ciaiae ertltled 'Certirication Regardirig Debarment. Suspension. Ir*iigib«rty and
Volott^ Exdusion • Lower Tier Covered Transactions,* without mocSfJcation in afl lower tier covered
transactions end in all aoticitatiorv fa lower tier covered trerttactions.

Contracta f^me;

Oat® Name:
Title:

ExMM F-CtrtffletOan fftgirUlno SvtptMien Centrtd« inUWt
NM OU)«r RavontMUy MltW*
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-  CERTIFICAflON OF COMPLiANCE \MTH REQUIREMENTS PERTAtNINQ TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAfTH-BASED QROANIZATIQWa AMP

VWISTLEBLi^ro nonnP
V,

ThoCortractor Werttned In Section 1.3 ol the Genefal Provisions agrees by aigneiure of the Cortractorts
re^sentaUve as idenlined In Sections 1.11 and 1.12 of the General Provlsiona. to execute ifw foUowino
certiflcatfon; *

Cbrttractof wfll conply, and will reqiire any subgrantees or subcontractora to conpiy. with any apoficable
federal noryJacfiniination requirements, which may Include:

•  the (^ni^ Crime CMrd arxl Safe Streets Act of 1968 (42 U.5.C, Section 3789d) wtilch proNbila
reopierts of federal funding under this statute from discriminating, either in employment practices or in
the delivery of senrices or benefits, on the basis of race. color. relijpon, natlofial orign. and sex The Act
requires certain recipients to produce an Equal Emppyrnent Ojportuiity Plan;
• the Juvenlte Jistice De«ncpency Prevention Act of 20Q2 (42 U.S.C. Section 5672(b)) which adopts by
refwnce. the cM) rights oWigations of ihe Safe Streets Act: Recipieres of federal funqfng under this
statute a/epfoNbited from dtecrimlnating, either in employmert practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origlr% and sex. The Act includes Equal
Emptoyment Opportunly Ran requirements;

• the Civil Rights Act of 1964 (42 U.S.C. Section 2000d. which prohibits reciprerts of federal financial
assistance from dscrimlnating on the basis of race, color, or national origin In any program or activity):

•  0* 19^3 (29 U.S.C. Section 794), which prohibits recipients of Federal finarrialassistance from discriminating on the basis of disability, in regard to employrT>enl and the delivery of
services or benefits. In any program or activiiy;

• the Americans wtth Disabilities Act of 19» (42 U.S.C; Sections 1213i -34). which proNbits
dlscrlrnination and eiiwres equaj opportunity for persons with disabilities in employment State end local
govemnpnt services. puWIc eccornrnodatlorp. commercial facilities, and trarttpqrtatiqn;
^he Education Amendments of 1972.(20 U.S.C, Sections 1681,1683.1685-86) which prohiats
ascnmination on the be^s of se* federally assisted education programs;

^he Age Di^in^natioo Act of 1975 (42 U.S.C. Sections 6106-07), which prohitxts discrimir^ion on the
basis of age in programs or activltlas receiving Federal financial assistance. It does not Include
employment discrimination;

'  ̂ Reguialions - OJJDP Grant Programs); 28C.F.R. pi. 42(U.^^Pepartmenf of Jistice Regulaitone - NondlKrirrtnation; Equal Employment Opportunity- Poiides
and ̂ oc^ures); Executive Order No. 13279 (equal protection of the laws for fahh-based arid comrrxinity
o^nizations); Executive Order No. 13559, which provide fundamenrai principles and poiicy-makina
criteria for pertnerstips with faith-based and neighborhood organlzatiqns;

• 28 C.F.R. pi. 38 (U.S. Department of .Justice Regulations - Equal Trealmenl for Faith-Based
.^ni28tipns); and Whistlebiower proieciions 41 U.S.C. §4712 and The National Defense Authoriiation
^ (NDAA) for Fiscal Year 2013 (PU). L 112-239. enacted January 2. 2013) the Riot Program for
Enhancement of Contract EmployeeWiisttebiower Protections, which protects employees agairst
reprisal for certain wNsiie .blowing activities In cormectlpn with federal grants and corwects.

The certificate set out below is a material representation of fact upon which reliance Is piac^ when the
agency awards the grani. False cenreatiori or violation of the certification shall be grourids for
suspension of peyments, suspension or termination of grants, or g^ernment wide suspension or
detjarment.

ExMbtO

ContrteTor liMiHUOnrbOW InQi

OT;n«

l- wivu Plot I el 2
Me
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In the event a Federal or Stale court or Federal or State 8<*nlnfelrat/ve aoertcy maXea a findlrg of
disc^mlnatibn after a Aje process hearfng on the grounds of race, color, religion, rBtlor»io»taln. or sex
s^uisi 8 recipJartf cf firds. the redptert forward a copy of the findng to the OfTice for Civil Riotia to
Ihe applicable cor^tracting agency or division wttnin the Department of Health and Hunan Services arid
to the Department of Health and Hunan Services Cfnce of the Ornbudsrnsa

The Cortractor Idertined In Section 1.3 of the General Provisions agrees by sigrwure of the Coreractor's
repreaentaBve as identified In Sedions 1.11 and i .12 of the General Provisions 10 execute the foifewino
eertiftaetion; *

I; By Slgnlng end 6Jamming iNs proposal (contraci) the Contractor a^eee to oorrvty with the prtwisioro
ndicated abcwe.

Contractor t^me;

Narne:

Title:

CxMMO

CtiMw»wiwC«iiiH«rx««*rwww«»HWiii»r«erwie.**wewn.ee^t,e*wt*feeve^*Ow?«lI25''*'
•VVVltMMMrSrvacMm
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CERTIftCATION REQARDINQ EHVIRONMENTAL TOBACCO SMOKE

Puttie Law 10M27, Part C • Envifonmeftai Tobacco Smoke, also known as the Pro-CWldren Act of 1994
(Act), fequiret ifat smoking rwt pe permitted In any portion of any indoor facility owned or leased or'
contracted for by an entity arkj used routinely or regiiarty.for the proviaion of hwltn. day care education,
or lJt«ry services to children under the age of 18. if the services are fixxJed by FederaJ programs either
directly or through State or local gcvemmenis, by Federal grem. contract, loaa or loan guarantee. The
tew does not apply to chlitt-en's services provided In prfvete residencea, faciilHes funded solely by
" Madicaid ft*^, and porttons of facilities used for inpatlerS drug or alcohol treatmant Failureto comply wiih the provisions of the law may result in the Imposition of a cMi monelary penalty of to

SIptX) per day andfor the Imposition of an admlnistretive co^lance order on the respor«ltte entity.

The Cortractor idertlTied In SecOon i .3 of the General Provisions agrees, by ̂ nature of the Contractor's
represertalivB as identified In Section i.ii and 1.12 of II* General Provisior*. to execute the lollowirti
certification:

1. By signing larKl stAan^lrting this contract, the Contractor agrees to meke reasonable efforts to comply
with ell applicable provisions of Puttie Law 103-227, Part C, knowii as the Pro-ChiWrw Ad of 1994.

Coritractor Name:

Date Name:
TilW: '

H - R«girdhig CMrKla MStli
Envtrctm«ittl TcMcceSmdii

CUOWiWTU Pl0»1oll OM*
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AQREEMEMT

The Controctor Identified In Section t .3 of the General Provisions of the Agreement egrees to
cornpty with the Health Insurance Portability and AccountsMity Act. PubGc Law 104-191 and
with the Standards for Privacy and Security of Individually Idondfiable Health Information. 45
CFR Parts 160 and 164 apptlc8t>lo to business essoclates. As defined herein, "Business
Associate' shell mean.tho Contractor Br>d subcontractors end agents, of the Contrector that
receive, use or have access to protected hearth Information urtder this Agreame'nt ar^l *Covefod
Entliy* shall mean the State of New Hampshire. Department of Health er>d Human Services.

(1) Definillona.

a. "Breach' shall have the same meaning as the term "Breech* In section 164.402 of rrtte 45,
Code of Federal Regulations.

b. ^usirwss Associata* has the meaning given such term in section 160.103 of lhie 45. Coda
of Federal Regulations.

c. •Covored Entity* has tho moaning givonsuch term in section 160.103 of Tide 45.
Coda of Fbdorol Regulations.

d. *Oesignated Record Set* shell have the same meaning as the term 'designated record set"
in 45 CFR Section 164.501.

I

e. *Data Aoofeoation* shall have the some meaning as the term 'data aggregation* in 45 CFR
Section 164.501.

L  "Health Core Otseradons' shaii have the sarrM moaning as tho term "health care operedons'
In 45 CFR Soetfon164.501.

g. "HITECH Aer means tho Health Infofmab'on Technofogy for Ecortomic and Clinical Health
Act. TIttoXIII. Subthlo D, Part 1 & 2 of the American Recovery and Reinvostmont Act of
2009.

'  h. *tii£^* means the Health Insurance Portability and Accountability Act of 1996. PubGc Lew
104-191 and the Standards for Privacy and Security ofindividuariy Identifbble HeaRh
Information, 45 CFR Parts 160.162 and 164 arxl amendments thereto.

i. Indlviduar shall have the same moaning as the term IndMduar in 45 CFR Section 160.103
and shall Include a person who quaSfles as a personal representative In accordance with 45
CFR Section 164.501(g).

J

\. •Privacy Rule' shaD mean the Standards for Privacy of IndMdually Identifiabie Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Unltad Statas
Department of Health and Human Servicos.

fo 'Protected Health Information' shall have the same meaning as the term 'protectad health .
Information' in 45 CFR Section 160.103. limited to the information creatod or received by
Business Assoctete.from or on tMhalf of Covered Ently.

V*'* eauaii ConrtcteriniaM
H«t«n intgiiAM Pertafitty/Ict

AiMdM* AertOfiMni
Pk«Io'6 Oti«

Deloitte 2018 Page VUl-474:of662



AttochmSclWjrodBlbhEErt^diAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS. RFP 20I9-043/RFP-2019-DPHS-I9-DATAA

DO NOT RETURN SAMPLE CONTRACT

reference for appendix a only Appendix, [~]
New Hampshirt [>tpartimnt of Health and Human Services

Exhibit I

I. 'Reoutred bv Lew* shsll have the same meaning as the term 'required t>y bw' in 45 CFR
Section 164.103.

rn. 'Secretary'shall mean'the Secretary of the Department of Health and Human Services or
hla/hor de'signee.

n. •Securttv Rula' shall mean the Security Standards for the Protoction of Electronic Protected
Health Information at 45 CFR Part 164. Sul^part C. er>d amendments thereto.

0. 'Unsecured Protected Heatth Information' mearts protected health Information that Is not
securod by a techrtology standard that renders protected health information unusable,
unreadable, or Indecipherable to unauthorizod individuals and Is developed or endorsed by
a standards developing organUtllon that is accredited by tho American fyaliona! Standards
Institute. '

p. Other Daflnrtiens . All terms not otherwisB defined herein shall have the moaning
established urtder 45 C.F.R. Parts 160,162 and 164, as amended from time to time, orrd the
HITECH

Act

(2) Business Associate Use and Disclosure of Protected Heatth informatJen

a. Business Associate shall not use, dIscloM, maintain or transmit Protocted Health
information (PHI) except as reasonably necessary to provide the servlcos outlined under
Exhibit A of the Agreerhent. Further, Business Awbclate, indudmg but not Itmllod to all
its directors, ofncers, employees and agents, shall not use, disclose, maintain or transmit
PHI In any manner (hat would constituto a violation of tho Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Busirtoss Associate;
II. As required by law. pursuant to the terms set forth In paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate Is permitted under the AgroomonI to discbso PHI to a
third party. Business Associate must obtain, prior to making ar^ such disciosuroi (I)
reasonable assurances from the third party that such PHI w8l be held confidentially and
.used or further disclosed only as required'by taw or for tho purpose for which it was
disclosed to the third party; and (II) an agroomeni from such third party to notify Buslrtoss
Associate. In accordance with the HIPAA Privacy. Security, and Breach NotSfication
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
knowledge of such breach.

The Business Associate shaD not. unless such disclosure Is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI In response to a
request for disclosure on tho basis that it Is roqulrod by bw, without first notifyir>g
Covered Entity so that Covered Entity has an opportunity lo object to tho dbctosuro and
to seek appropriats relief. If Covered Entity ot^e^ to such disclosure, the Buslr>ess

3/3014 Exriui

H«t«» Iniurtnet PenitKByAcI
BvilnM* AtucWi «^t«n«r4

Pie43ere

Ccrtrtoor inaatt
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Associate shall refrain from dodosing the PHI until Coveied Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associote that Covered Entity has agreed to
.be l)ound by additional rostrictions over and above those uses or disclosures or,security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be iMund by such addttiona! restrictions and shall hot dtsclo» PHI iri violation of
such addidonel restrictions and shall abide by any additional security safeguards.

(3) Obligations and ActlvlHea of Buiineaa Associate.

a. The Businew Associate shall notify the Covered Entity's Privacy OfTice/ irhmedialely
after the Business Associate becomes aware of any use or disclosure of protected
health Informatiori hot provided for by the Agreemont fnctuding brooches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate s^hall immediately perform a risk assessment wt>en' it becomes
owere of any of the above situations. The risk assessment shaO include, but riot be
limited to:

d.

The nature end extent of the protected health Information Invotved. ineludit>g the
types of identifiers and the likelihMd of re-identification:
The unauthorized person used the protected health Information or to wtxjm the
disclosure was made;
Whether the protected health information was actually acquired or viewed
The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shaD complete the risk assessment within 4fl hours of the
breach and.lmmodiatety report the findings of the rbk assessment in writing to the
.Covered Entity.

The Business.Associate shal comply with all sections of the Prhrocy. Security, and
Breach Notification Rule.

Business Assocrato shall make evaiiaMe all of its internal policies and procedures, books
8,r>d records relating to the use arid disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy end
Security Rule.

Business Associate shaD require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and condlUons on the use and disclosure of PHI contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be recetving PHI

V2014 eitiUtt
Hcain inMjrtnc* PcntUttyM
Bwdnm Mtodtlt A^vntw

Piir« >«te
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pursuant to this.Agrboment, with rights of enforcement and irKJernnlfication from such
business esMciates who shaO ̂  govomed by standard Paragraph 3 of the standard
contract pro>^slons (P-37) of this Agrooment for the purpose of use and disclosure of
protected health information.

Within flvo (5) business days of receipt of a written request from Covered Entity.
Business Associate shall rhake available during normal business hours at Its offices all
records, books, egreemenls. policies end procedures retating to the use and disclosure
of PHI to the Covered Entity, for purposes of onablihg Coverod Entity to determine
Business Associate's compliance with the terms of tho Agreemont.

g- Within ten (10) business days of receiving a written request from Coverod Entity.
Business Associate shall provide access to PHI in a Designatod Record Set io the
Covered Entity, of os directed by Covered Entity, to on individual in order to meet tho
requirements under 45 CFR Section 164.524.

Within tan (10) business days of receiving e written request from Covered Entity for an
emendmeni of PHI or a record about on individual contained.ln e Designated Record
Set. the Business Associate shall make such PHI avaltable to Covered Entity, for
amendment orxl incorporate any such amendment to enable Coverod Entity to fulfill its

;J>^jigationa'under 45 CFR Section 164.i526.

Business Associate shall document such disclosures of PHI and information related io
Mch disclosures as would be required for Covered ErtUty to respond to a request t>y'Qn
individual for en accounting of dhciosurcB of PHI In accordance with 45 CFR Section
164.528.

■Within ten (10) business days of receiving a written request from Covered Entity for a
roquast.for an accounting of disclosures of PHI. Business Assodato shall make available
to Covered Entity such Information as Covered Entity may require to fulfill Its obligations
to provide an eccounting of disclosures with respect to PHl in accordance with 45 CFR
Soctior> 164.528. ■

in the event any Individual requests access to. amendment of^ or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
busir>ess days forward such.requqst to Covered Entity. Covered.'En^ shall have the
rosponsibaity of responding to foiwarded requests. However. If forwarding the
individuars request to Covered Entity would cause Covered Entity or the Business
Assoclato to violate HIPAA or>d the PrNocy end Security Rule, the Business Associate
-Shall insteod respond to the indh/iduai's request as required by such lew and notify
Covered Entity of such response es soon os practicable.

Within ten (10) business days of termination of the Agreer^m. for ony reason, the
Business Associate shall return or destroy, as specified by Coverod Entity, all PHI
roceivod from, or created or received by the Business Aisocate In connection with the
Agreement, and shall not retain any coplas or back-up tapes of such PHI. If return ordestruction is hot fe8sit>le. or the disposition of the PHI has t)een otherwise agreed to In
tho Agreement, Bi^iness Associate, shall continue to extend the protectiora of the
Agreement, to su^ PHI and limit further uses and disclosures of such PHI to these
purposes that make the return or destruction infeasible. for so long os Business

3r»H Eth iU I
Hnui Inturinc* PontCMyAct
SuilnHt AifOdM* A9«tn>cN
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Aswbto maintains such PHI. If Cdverad Entity, In its solo discfotlon. roqulros that tho
Businoss Assoclato destroy any or ell PHI. tho Business Associate shaO cortifv (o
Covered Entity that the PHI has been desuoyod.

(4) Oblloationa of Covered

a. Co^mrod Entity shall notify Businoss Assoclalo of any changos or Nmltation(s) In Its
Notco of.Privacy Proctlcos provldo.d to individuals in accordance with 45 CFR Section
164.520. to the extent that such chahQe or limitation may affgct Business Associale's
use or disclosure of PHI.

b. (^vcred Entity shall promptty notify Businoss Associate of any changes in. or revocation
of permission provldod to Covered Entity by Individuals whose PHI may bo used or
disclosed by'Buslness Associate under Ihts Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. ^vered entity shall promptly notify Business Associate of ony rostrtetlons on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164 522
to the extent that such restriction may affect Business Assoclato's use or disclosure of
PHI.

(6) Termination for Cause

In addition to Paragraph 10 of tha standard tenns and conditions {P-37) of this
Agrwment the Covered Entity may Immediately terminate the Agreemerit upon Covered
Enttt/s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth heroin as Exhibit I. The Covered Entity may either Immediately
torminato the Agroomont or provide an opportunity for Busboss Assocble to cure tho
aliegod broach within a tlmeframe.spedfled by Covered Entity. If Covered Entity
determines thai neither termination nor cure b feasible. Covered Entity shaO rooort tho
vlolotior> to the Secretary.

(6) MUcellarwout

[^flnltlons and Reoulatorv References AD terms used, but not otherwise defined heroin
shall fwvo tho same meaning as those terms in the Privacy and Security Rule, amended
from time to lime. A reference in the Agreement, as amended to Include, thb Exhibit I to
a Socton in the Privacy and Security Rule means the Soctton as In ofToct or as
amended.

b. Covered Entity end Business Associate ogree'to take such action as Is
necessary to amend the Agreement, from time to time as b necessary for Covered
Entity to comply with tho changes In the requirements of HIPAA. the Privacy and
Security Rule, and applicable federal and state law.

C. pate OwntiffhtP- The Business Associate acknowbdges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity:

d. lTtefPfgtetf9n- The parties ogroe that any amblaulty In" tho Agreement shall bo resolved
to permit Covered Entity to comply with HIPAA. the Privacy and Security Rule.

HMtniMuranMPanaMtvAci — .
Aitlnm MmcUI*
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StBrgWtlgn- If a.ny term or condition of this Exhibit I or the appiication thereof to eny
per»on(s) or circumstance Is held Invalid, such invalidity shall not affect other terms or
cofSditions which can be given effect without the InveDd term or condition: to this ef>d the
terms and conditions of this Exhibit I are declared severabie.

■Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI. extensions of the protections of the Agreement in section (3) I. the
defense end lr)demnificetien provision's of section (3) e and Psresreph 13 of the
standard terms and conditions (P-37), shell survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The State Name of the Contractor

Signature of Authorized Representative Signature of Authorized Ropresoritotlvo

Nome of Authorized Representativo Name of Authorized Reprosentotivo

Title of Authorized Representative Title of Authorized Representativo

Date Date

I  ContrMor MRIait
HuKMnwiAc* PgrttMtyXci
Svsinttt MtodM* AprtaRMn
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Appendix rn
Id Human'SorvicM

CERTIFICATION REQARDIHQ THE FEDERAL FUNOrNO ACCOUNTABIUTV AND TRAN9PARENCY

ACT fFFATAl COMPLIANCE

The Federal Furvltng Accouniability arti Trarttparancy Act (FFATA) reqiirei prime ewardees d IndNKlual
Federal grarns equal to or greater ttan S2S,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation arid astocialed firat-tler sub-grants of $25,000 or more. It the
initial award is below S25.000 but subsequent grant mbdificstior^ result In a total award equal to or over
S2S,00b, the award is subjecl to the FFATA reporting requirements; as or the dale of the award.
In accordarice ̂ th 2 CFR Peri 170 Reporting Subaward and Executive Comper^tipn iWormatiori). the
Depertmert of Hearth and Human Services (OHMS) must report the following irtormalion (or any
subawsrd or cortmcl award subject to the FFATA reporting requirements;
1, Name'of enttiy
Z Amount of award
3. Funcfng agency -
4. hMICS code for contracts / CFDA program number lor grants
5.' Pirogramspurce
6. 'Award Utie'descrlptjye of the purpose of the funding action
7. Locattoft of the entity V
8. Principle place of performance
9. Ur^que Identn^ of the entity (DUNS (f)
10. Total compensation and names of the top five executives if:

10.1. More thari 60H of annual gross revenues are from the Federal govemrient. and those
r^nues are greater then S2SM enxialiy and

10.2. Compensation inforr^bon is not already evailable through reporting to the SEC.

Prjme grant recipierts must submit FFAT A required data tTy the end of the month, plus 30 days, in wiiich
the award or award arnendment is made. .
The Contractor ide.ntified in Section V3 of the General Provisions agrees to comply with the provisions of
The Federal Funding AccourSabiiity and Transparency Act. Public l^w 10^282 and Publ'c Law 110>252,
and 2 CFR Part 170 (Repofilng Subevrard and Exacudva Comper^ibh irTofrretion]. and furiher agrees
to have the Contract's representatW, as idersifted in Sections 1..11 and i.i2ofihe General Provisions
execute the foUowing Certification:
This below nemed.CorSractor agrees to provide needed information as outlined above to the NH
Oepertrnert of Health and Human Senrlces end to cornpiy with all applicable provisions of the Federal
Finencial Acoourtability and Transparency Act

Contractor Name:

Data Name:

Title:

EfflM J-CwSlcaildn Rt^rsnoett F«dm Fundhg CaVrtder imam,
AccMMtearyAne Trtnjp«r«ncyAa (FFATA) CancStne*

ojOMnmi} Pigiic<T Ortt.
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FORMA ^

As the Cortractor IdersiTied In Section 1.3 of (he General Provisions, I certify that the responses to the
below listed questions ere toie and accurate.

1, The DUNS number for your ertity b;

In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percert or rnere of your annual grow revenue in U.S. federal conir8ct8, subcortract*,
loans. grsrSs, sut^ranis, and/or cooperative agreements; end (2) $25.000,OOO or rrore In annual
gross revemjes from U.S. federal contracts, subcontracts, loena. grants, tubgranis. arwVor
cooperative agreements?

NO YES

If the answer to tti above b NO. stop here

if the answerio #2 above b YES. please answer the foOowtng;

3. Opes the public have accew lo informaUon aboU the compensation of the executives in yoir'
txrsiness or organization through periodic reports filed under section 13(8) or I5(d') of the Secunties
Exchange Act of 1934 (15 U,S.C.78m(a). 78o(d)) or section 8104 of the Internal Revenue Code of
1986?

VJ

NO YES

If the an^ver to AS above b YES. stop here ^

If the arower to 03 above b NO, please ansv^r the following;

4, The nernea and compensation of the five most highly compensated officers in your business or
organization are as followa:.

Name:.

Name:.

Name:,

Name;

Name;

Amount:.

Amount:.

Amount:.

AmourK:.

Amount:

cvKx^'wri)

brNbl J - CtrtfSctifen ftsgirdAO chi Fadml r««idlng
AccovniUtty Ana TrsniMrcttcy Aa (FFATA) C«mpS*rKt

Pipe 2o> 2

CentnctorirWHt.

Omi.
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A. DoHnitlons

Tho following lorim may bo rofloctod and hove Iho doacribod moaning In thi$ documont:

\  ■

1. 'Broach* moans Iho loss of control, comprorhiso, unauthoriaod disclosure,
unauthoflrod ecqulsltJon. unauthorbod access, or dny similar term roforrfng to
situations 'whoro persons other than auhorieod users and for an other tt«n
authorized purpose have access or potential access to personally Iderrtinable
Informatbn. v^thor physical or electronic, ^th regard to ^otected Health
Worrrotion. * Breach* shall have the same meaning bs the term •Brooch* in section
164.402 of Fide 45. Code of Federal Regulations.

2. "Computer Security Incidenr shall have tho same moaning "Computer Security
Inddenr In aecticn tvw (2) of NIST Publication 800-61. Corrputor Security Incident
Handling Guldo. National Instfluto of Standards and Technology. U.S. Oepaitment
ofCommorce.

'r.--rc

3. 'Confldantbl Irdormalion" or "Confidential Data" moans all cordldential Infonrotlon
dbcbsed by one party to the other such as all medical, health, financial, public
assistance benefits and pe^rtai Information including w4thout lirhhatb'n, Substance
Abuse Treatment Records. Case Records, Protected Health Information and
Personally Identtfiable Infomtation. ' '

Confldentbl Informatbn also bdudas any and all informatbn ov^od or rnanaged by
tho State of NH • created, recolvod from or en behalf of tho Dopartmont of Health and
Humon Services (DHHS) or accessed in the course of performing contracted
services • of whbh coBection. dlscbsure, protection, and disposition is governed by
stato or federal law or regulation. This informatbn Includos. but is riot BmHod to
Protected HeaBh Iriformalbn (PHf), Personal Informatbn (Pi). Personal Rnandal
InforTTwtbn (PFI). Fodoral Tax Informatbn (FT!). So^l Security Numbers (SSN).

. Payrrbnl Card Industry (PCI), arb or other sensitive and corifkfentlal Infomiatbn.

4. "Erb User* means any person or entity (e.g.. contractor, corttractor's emptayoe,
business assocbte, sutjoontractor. other dovwwtraam user, etc.) that receivos
DHHS data or derivative data in accordance with the terms of thia Contract

5. 'HIPAA" means the Hoatth InsurorKe Portability and Accountability Act of 1996 and the
regulatbns pronulgsted thorbunder,

6. 'inddenf meerrs an act that potantlaDyvblates an expBcIt or impllod securfty policy.
whbh inciudes attempts (oBtwr folbd or successful) to galriunauthortzod access b a
system or Its data, unwanted disruptbn or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to systam hardware,
firmware, or software characteriitbs wtthout the ownefa knowbdgo. Instructtan. or
cbrtsent. Incidents Include tho bss of data through theft or device misplacement, bss
or rrtisptaconrNinl of hardcopy documonts. and misroutlng of physical or ebctrorxb

V4.tl«upd«*0i.04.20ie ecftttlK ContnawmWh
DHHS Inlormtllen

a«curty R«)ulr«iMnH
P»o* 1 er • o*ii
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mail, all of which may havo the ^tontial to put the data at risX of unauthorized
amas. use. disclosure, modification Of destruction.

7. ,'Opon Wireless Network" moans ony network or segment of o network that is
not de^gnated by the State of Now Hampshire's Department of Information

.Technology or delegate oe e protected network (designed, tested, and
approved; by moars of the State, to transmit) will bo. considered .on open
network.and not adequately secure for the transmission of unencrypted PI. PFI.-
PHI or confidential DHHS data.

8. 'Persorwl Information" (or "Pi") means information which can t>e used to distinguish
or trace an Individuars identity, such as their name, social security nurri^er, personal
information as deflned in New Hampshire RSA 359-C;19. bloinotnc records, etc..
alone, or w4ton combined with other personal or identifying information which is linked
or linkable to e specific individual, such as date and place of birth, mother's rreidbn
nama, ate.

9. "IPrlvacy Rule" shall mean the Standards for Privacy of individually Identifiable HeaKh
Information at 45 C.F.R. Parts 160 and 164. proirtjlgatod under HIPAA by the United
States Department of Health and Human Services.

10. "Preterted Health InforrrBtlon" (or *^HI*) has the same meaning ais provided In the
definition of 'Protected Health information" in the HIPAA Privacy Rule at 45 C F R §
160.103.

11. "Security Rule* shell mean the Security Standards for the Protection of Electronic
protected Health inforrretion at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Heelth Infpimation' means Protected Health Inforrretjon thatb
not secured by a tiachnology standard that renders Protected Health Iriformtion
unusable, unreadable, or IrKfedpherable to unauthorized individuals and Is
developed or endorsed by a sbi.ndards developing organization that is accredited by
the American National Standards Institute.

RESPONSiBiU'nES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Corrfidentlal Information.

1. The Contractor rnust not use. disclose, maintain or transmit Confidential information
excoFR as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not Smitod to aB its directors, officers, emptoyoes and egonts, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a viobtlen
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V4.i.MvtM«t 04.04.301 S .... ExtkMK CentnaorMdaM
DHHSInfermillan
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reqLMSt for disdcsuro oh tho basis that It is roquirod by bw, in response to a
su.tH>9ene. otc-. vAhout RrM ratifying DHHS so that OHHS has an opportunity to
consent or object to the disciosure.

3. If DHHS notiftos tho Contractor that DHHS has agreed to be bound by additiqnel
restrfctbns over and above those uses or discbsures or eecurfty safeguards of PHI
pursuant to the Privacy and Security Rub. the Contractor must be bburid by such
additional restrictions end must not dbcbse PHI b vtobtbn of such addKbnal
rostrictbrrs and must atxde by any additionai security safeguards.

. 4. The Contractor agrees that DHHS Data or derfvatrvo there from disclosed to an End
Usermust only bo used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained undor this Contract may not bo used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the dab to the buthorizod represenbtives
of DHHS for the purpose of irtspocting to confirm complbnce with the brms of thb
Contract.

II. ri^ETHOpS OF SECURE TRANSMISSION OF DATA

1. Applbetion Encryption. If End User is transmitting DHHS data conteining
. .. Confidential Data between applications, the Contractor attests the applications have
" ;--;''bpon evaluated by en expert knowledgeable In cyber security and that said

application's encryption capabilities ensure secure transmission via the'intemet.

2. Computer Disks and Porbble Storage Devices. End User rroy not use computer disks
or portabb storage devices, such as a thumb drive, as a method of transrritting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidentbl Dab If
email Is encrypted and being sent to and belr>g rocoived by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
seicure. SSL encrypb dab transmitted via a Web she.

5. .File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Oropbox or Google Cloud Storage, to transmit
Confidenbai Oab.

6. Ground Mail Servlco. End User rray only transmit Confidential Dab via certified ground
moil within tho continental U.S. or^ when sent to e named indiyidual.

7. Laptops and PDA. If End User b employing porbble devices to transmit
Confidential Oab said devices must be er>crypted and.password-protected.

8. Operi Wireless Networtcs. End User may not transmit Confidential Oab via on open

V4.LtaupdM<M.04.30iS . ExhMK Cennow
DHHS IntannHian
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wireioM nohwort?. End User must employ o virtual pnvato nolwortt (VPN) when
remotoly transmitting via en open wireless notwork.

0. Remote User Communicotlon. if End User Is employing remote communication to
access or transmit Confidential Data, a virtual privato network (VPN) must be
Installod oh the End Ueer's mobile device(s) or taptop from wtilch informetion w«l be
trartsmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also known as Secure RIe Trarrsfor Protocol. If
End User is employing on SFTP to transmit Confidential Data. End User will
stnicturo the Fot^r end access prfviloges to prevent inappropriate disclosure of
InforfTolion. SFTP foWors and sub-folders used for transmitting Confidential Data will
be ooded for 24-hour auto-doletlon cyde (i-e. Cohfidontbl Data will be delated every 24
hours).

11. VWeless Devices: If End User b transmitting Confidenfiai Data via wireless devices, all
data must be encrypted to prevent Inappropriate dbdosuro ol Information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contrador will only retain the data and any derivative of the data for the duration of this
Contract. After such timo, the Contractor wDI have 30 days, to destroy tho data and any
derivativo in whatever form it may exist, unless, otherwise required ̂  low or pormtttod
urxjer this Contract. To Ihb end, the parties nujst;

A Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection wAh tho services rendered under this Contract outsidb of the Urilted
Stales. Thb physical location requlramont shall also apply In the Implomentation of
doud computing, doud service or doud storage capablBties, and (ndudes beckup
data and Dbaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabiBtbs are In
place to dated pdentbl security events that can impact State of NH systorm
and/or Departrrionl confidential Inforrrotion for contractor providad systems.

3. The Contractor.agrees to provide security awareness and education for its End
Users In support of protoding Oopartmont confidential infonmation.

4. The Contractor agrees to retain all electrorec and hard copies of Confidential Data
In a secure location or>d IdontVied In sodlon IV. A2

5. The Contractor agrees Confidential Data stored In a Cloud rrvst bo in a
FedRAMP/HITECH compliartt solution'end oorrfity w4th all applicable statutes end
regulations regarding tho prNacy end security. All servers end devices must have
curronOy-supportod and hardened operating systems, the btest ontl-viral. anti-
hacker. anti-spam, onti-spyware, and anti-malwaro utlCtios. The environment, as a

V4.imtfpcltli<M.0«.J018' 0MMK CflnrneormiMH
DHHS infanniUen
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whole, must havo aopr'essive intrusion>d«t8c<bn and nrewaD protection.

6. The Contractor agrees to and ensures Is complete cooperation wtth the State's
Chief Information Officer In the detection of any security vulnerability of the hosting
infrastructure.

B. Dbposition

1. tf the Contractor w^ll maintain any Confidential Information, on Its systems (or Its
sub-oontractor systems), the Contractor will maintain a documented process for
securely disposing of such deta'upon request or contract terrrvnation; and wiD
obtain written.certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors es a part of ongoing, emergency, and or disaster
recovery operations. When no longer In use, electronic media containing State of
New Hampshire data shall bo rendered unrecoverable via a secure v^pe program
in -eccordanco v^lh industry-accepted standards for secure deletion and media
sanltizaticn. or othorwbo physically destroying the media (for oxampie,
degaussing) as described In NIST Special Publication 600-68. Rev 1, Guidelines
for Media Sa.nftizatlpn. National Institute of Standards and Technology. U. S.
Oepertm^t of Commorce. The Contractor w(D document and certify in ̂ ting at
time of the data destruction, ar>d provide written certification to the Department
upon request. The written ceniflcatlon will irrciude all details necessary to
demonstrate data has been properly destroyed and validated. Where eppiieablo,
regulatory arxi professiorutl standards for retention requirements' wiD be jointly
evaluatod by tho Stato and Contractor prior to dostnjctlon.

2. Unless olharvMse specified, v^hin thirty (30) days of the termination of this
Contract, Contractor agrees to destroy a.D haird copies of Confldentlal Data using a
secure niethdd such es shredding.

3. Unless otherwse specified, wllhin thirty (30) days of tho termiriation of this
Contract, Contractor agrees to completely destroy all electronic Conndentia) Data
by moans of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract. arKl any
derivatlvo data or files, as follows;

1. The Contractor wiD .maintain proper security oonlrols to protect Department
confidential information collected, processed, managed, artd/or stored in the delivory
of contracted services.

2. The Contractor wdl mointoin polidos and procodurds to protect Departmont
confidential Inforrrwtlon throughout tt>e information lifecyde. where applicable, (from
aeation, transformation, use, storage end secure destruction) regardless of \ho
media used to store the data (i.e., tape. disk, paper, etc.).

,  I
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3. The Contractor v^ll - rroihtBin appropriate oiithontlcatio'n end access controls to
contractor sys&ms that coDoct, transit, or store Department confidential Iriformatlon
where'opplcable.

4. The Contrector will ensure proper security monitorino capabilities ere in place to
detect potential security evente that can -impact State of NH syetems an^or'
Oopartmont confidential (nfomration for'contractor provided systems.

5. The Contractor Wll provide regular security awareness and education for its Erid
Users In support of protecting Department confidential information.

6. K the .Contractor will bo. sutxent/acting ariy core functions of the ehgagerhont
supportii^ the servicas for Slate of New Hairpshire, the Contractor will rralntain a
'program of an intornal process or processes that deiinos specific security
oxpoctaliorts, and nwnltoring compilahce.to security requiromonts that el a minimum
match those lor the Contractor, irtduding breech notifintion requirements.

7. The Contractor will worit with the Department to sign and compiy .wilh all applicabie
State of New Hanrpshifa arxt Ooparbirent system access end authorization policies
and procedures. systerrQ access forms, and computer use agreements as part of
obtaining and nQiritalnlng access to any Department systemis). Agreemerila wtll l>o
completed end signed by the Contactor and any applicablo sub-contractors prior to
system eccoss being authorized.

6. if the Depaitment determines the Contractor is a Businoss Associate pursuant to 4S
CFR 160:103, the Contractor will execute a HiPAA Business Associate Agreemoni
(BAA) Y^th the Departmont and is responsiblo for maintaining compliance' with tho
agreomerit.

6. The Contractor will vork vnth the Oopartment at its request to completo a Systom
Management Sunrey. The purpose of the survey Is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
oqcur over the Bfe of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
Ihe Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department end the Contrector chartgos.

10. The Contractor wil not store, knowingly or unknovsingly, any State of Now Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from tho information Security Office
leadership morrrt>of within the Departmont.

11. Data Secur^ Breach Liability. In the event of any security breach Contractor shaD
make efforts to Investigate the causes of the breach, prdmptty' teke nieasures to
prevent-future breach and minimize any damage or less resulting from Ihe breech.
The ̂ ate shal recover from tho Contractor ell costs of response and recovery from

V4.1«|| Upddt M.M.30ia exMUK CmtnacrMtitH
DHHS tntbrmttlon
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00 NOT RCTUiRN - SAMJ\E COWTRACT APPENDIX 1^ REFERENCE FOR APreNOIX AiONLV
New Hampshire Department of HearnTand Human Services

Exhibit K

DHHS Information Security Requirements

th« broach, nctuding but not limttod to: credit monitoring aervicos, maling costs and
costs assodated wtth vs«bsite and telopttone Mill center eervicos necessary due to
the breach.

12. Contreder must, comply with all applicable statutes and rdgulatlons regarding the
prtvacy and security of Confidentiei Information, and must in all other respects
maintain the privacy and socudty of PI and PHI .at a level and sCope that Is not less
than the ioyel and scope of requirements epplicsble to federal agendas, irxSuding,
but not limttod to. provistans of the privacy Act of 1974 (5 U.S.C. § 552a). DHHS
Privacy Ad Regulations (45 C.F.R. §5b). HIPAA Privacy end Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Individually identirable health
irrformation and as applicable under State bw.

13. Contrador agrees to establish and maintain appropriate admlnistratlvo. technical, and
physical safeguards to' protod the confidentiality of the Confidential Opta and to
prevent uriauthorized use or access to It. The safeguards must pro.vldo a level end
scope of sacurly that is rx>t less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Rosources/Procurerhent at httpeyfwNvw.nh.gov/dolt/yendor/index.htm
for the Department of Irtformation Technology polides, guldeBr>es. standards, and
procurement Information relating to^vendors.

14. Contrador agrees to, maintain a documented breach nddflcaition and inddent
response process. The Corrtractor wfil notify the State's Privacy Officer, and
additlorNai email addresses provided In this sedion. of any securlty breach within two
(2) hours of the time that the Contrador learns of its occurrence: Thie includes a
confidential Information breach, computer security inddent, or suspected broach
which affects or indudes any State of New Hampshire systems that conned to the
State of New Harrpshire networlc.

15. Contrador must restrid access to the Confidential Oata obtained under this
Centred to only those authorizod End Users v^o rteod such DHHS Data to
perform their official duties In connedlon Nvrth purposes Identified In this Contrad.

16: The Contrador nxtst ensure that aO End Users:

a. comply 'NMth such safeguards as referenced in Section IV A. above,
implementod to protect Confidential Information tl>at is furnished by OHMS
under this Contrad from loss, theft or Inadvertent di^osure.

b. safeguard this infonnation at aD times.

c. ensure that laptops end other oledronic devices/media containing PHI. PI. or
PR are erScrypted and password-protoded.

d. send emails oontainir>g Confidential Information only if enervoted and being
sent to end being received l>y email addresses of persons authorized to
receive such information.

V4. Lta i9dita.o4.04.3oie ExNMX
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00 NOT RCTURN - SAMPLE CONTRACT APPENDIX ̂  REFERENCE FOR APPENDIX A ONLY
New Hampshire Department of HeaLrJhd Human Services

Exhibit K

DHHS Information Security Requirements

e. 8nitt disdoiufo of lh« CorrfklontBl InfofTTBtion to the oxtont pemvttod by law.
f. Confidential Information rocoived under this Contract end Indivkfualiy

aontirable data derived from DHHS Date, must be stored in an oree that b
physically, and technoteglcaDy secure from occess by unauthorteod persorw
during duty hours es well as non^uty hours (e.o.. door locks card kovi
blomotric Identlflors. etc.). • r •

g. only authorized End Users may transmit the CoftfWentiiBi Data Including any
derivattvo files containing personally idenlifiablo Wonnation. and in aD cases,
such data rruat be encrypted at ail times v«hen in transit, at rest, or when
stored on portable media es required in section fV above.

h. Irt ail other Iftttancos Confidential Data must be rrahtalned. used and
dfsdosed'using appropriate safeguards, as determined by a risk-based
assessment of the circumstartces InvolvQd.

understand that their user credentieb (user name and password) must r*ot be
shared with anyone. End Users will keep Ihek credential Information secure.
Thb oppOes to crodentiBis usod to access the site directly or indirectly through
e Ihird party applcation. *

I.

Contrartor b responsible for oversiglf and complaiKe of their Br>d Users. OHHS
reserves the right to condud onsito inspections to monitor complbnco with this
Contract. Indudirig the privacy artd security requlrerhents provided In herein, hiPAA
end other appllcablo laws and Federal regubliohs until such timo tho.Confideritial Data
b disposed of In accordance wtth thb Contrad. ^

V. LOSS REP0RT1NQ

^ Contradpr must notify the Stele's Privacy Officer. Information Security OfTrco and
Program ̂ (uger of any Security Inddents and Breaches wtthin two (2) hours of the
time that the Contrador learns of their occurrence.

\  '• •

The Contrador must further harKlle end report Inddents and Bioaches Involving PHI In
accordance with the agency'# documented Incident Harviling and Breech NotTKation
pr^ures end Ji accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contrador'# compiance with eB appllcablo oblvstions and procedure#
Contrador # procedure# must ebo eddres# how the Contrador will:

1. Identify Inddents;

2. Determine If per»r»ally identmable Information Is involved In Inddents;
3. Report suspected or confirmed Inddents-as required In this Exhibit or P-37:
4. Iden^ end convene a core response group to deterrrfne the risk iev«l of Inddents

and determine risk-based responses to Incidents; end

V4.L.««pe^,0..04.»,# Con«a»«.u
OHHS wlsmttJan
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Attachm8aWB^Rr>ffiW|ididllVlPSHIRE - Department of Health and Human Services
,  Data Analytics Platform for Opioid Crisis

DHHS • RFP 2019-043/RFP.20I9-DPHS-19-DATAA

■M

.N«^;Hampghlre p^artmmt Of HeaM and Human Servlen
Datai Analytics Platfonrifof Opioid Crisis

addendum #1

,On October 16. 2018,.the New Hampshire Oepartrhent of Health'. arid Human Services
published, a Reque^. for Proposals, requesting .proposals iftom vendors who'are
qualified to proirfdea'sofbM'rb. s^erri and a'ssoelated set^ces for the.Departmerrt'to

.Implement a ^scalable .Oplpld Crisis. Response Menagerhent Business Intelligence
dashboard.. ,
The Oepartmehl Is publishihg this addendum to;

1. Delate and replace Section 2, Schedule of Events.wim the following:

EVENT DATE TIME

RFP released to Venddri'(on or about) Oct.. 16.2018 12:00 pm-.

Notification to' the State of the number of
representatives' attending the (Mandtfory, or
OptionaQVehdor Cbnferenca

Od.,23.20i8 2:00 pm

(Mehdalpry- or Optional) Vendor Cdriference:
location Identmed in Secilon 4.3: Vendor
Conference

Oct. 30. 2018 ,10:00. am

Vendor Inquiry. Period ends (final inquiries due). Nov. 5. 2010 2:00 pm

Final State responses to Vendor Inquiries Nov. 13. 2018 2:00 pm

Final date for Proposal submission Dec. .10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 6:30 ern

Vendor Presentation & Denio (2 hours)- Dec. 17 1:00 pm

Venddr Preseritatlbh4 Demo (2 hoiiri) Dec. 18 8;30:8m

Selection'/ Notflcatlon Dec. 19 10:00 am

2019-043/RFP-2019:0 PHS-19-DATAA
Addendum #1
Page 1:^ l

dregory Spino
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Data Analytics Platform for Oploid Crisis
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New.HampshIre p^artment ofHeahti and Human Serytcet
Data Analytlca Rlfltfbmii for Opiold Crisis

ADDENDUM #i2

On October 16. 2018. Ihe New Hampshire Department of Health and Humari" Services
published a Request, for Proposals, requesting proposals from vendors who -are
qualified to provldo'a software system and associated setvlcei for the Departmerrt to
-.Implement a scalable iOplptd .Crisis Response Management .Business Irrteinaence
dashboard. -

The Oepartmenl Is publishing this addendum to:

1. Update the Mm© of the Vendor Conference listed on the Cover page to read:

■Vendpr Conferonce pct.:30.2018: lOM ajn. EST

Gregory Spino

2019.043/RfP.201 S-OPHS-t 9-DATAA
Addendum 02
Page 1 of 1
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Att3chmSaMJrEd0JbNEV|6WAMPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9-043/RFP-20I9-DPHS-19-DATAA

.New;Hampshlro p^artm^ orHoaith and Human, Servlcn
Datai Anaiydcs Platfom for Opioid Crisis

■ad;dend:um #3

On October 16; ;2018,.the'New Hampshire Depetlm'ent of Heanh' atid Huma^Sisrvtces
published a Request for Proposals, requesting -proposals fVom .vendors, v^o 'are
qualified to p'r^de'a software s^eiri arid associated set^ces-'for the DeparimerrI to
Impiemenl a-scalable-Opioid .Crisis. Response Management Business Inteillgence
dashbo.erd..
The'Department irpubilshlhg this addendum to:

1. Update the d^e forPropbsals Due listed, on the Cover page to read:

Proposals Due TO, 20ld: 2:00 p.m . EST

Orcgo'rySpino

2019.043/RFP-2019:DPHS-19-DATAA
Addendum'03
Page 1 bf i
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DHHS - RFP 2019-043/RFP-2019-DPHS-I9-DATAA

■>u

New Hampthire bepartn^ of Health and Human Services
Data Ahal^cVPI^omi forOplold Crisis

AD:0ENbUM#4

On October 16.:2018, the New Hampshire Departm'enl of Health arid Humah'SeiS'lces
'.published a Request for Proposals, requesting-proposals from .vendors^ who-are
qualified to prb^d'e-a-software systerh arid associated seii^ces forthe Departmerrt Id

;lmpl,ement a -scalable .:Opio|d Crisis. Response Management Business intelligence
dashboard.

The'Deparltheht lapublliihlrig Ihls addendum to:
1. Add Atlachment:Co2 to the Request for Proposals:

^ .
Oregoiy Spino'

2019-043/RFP-2018tDPHS-19-DATAA
Addendum-M
Page 1 of 1
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—* hibacrrtalnaAh>dubter<bb>e le atera/nedAatMna el btterau

u.r SertbrtflnedAcadona tfirewdt ptaCatrad nedffcatlan madwd
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M«dr«(*wnB AiuBwn«nt

C-i

-V/>-

Schadulna «f Mtrlbwtfon el reeara tnd nodnatieni biwd on u««r

InevI «l( on *epl In* meM

MJ

Ptribo tfw prgpoiid tdvdgn to moei sn con^lUne* «nd OoTT

carneA»ncar«4Ur«nioftiL r>M*uchandeitien«nd<utherB<iiort

•elwd^ mwfl b* AOA cvnet*nt

M.W
OMwndnlni «Ao Wmiei «nd ippreMn OV imMOneni B*«pouh.

'Mai
0«t«rnMn| dt* tpygndadtnelGcW) *nd pfeductt di' ilepift

n«tt< iM to buld Mnttas,

Ooflrdnii the Orecodwo loi roouMilna eonnbrfon to tiM • Mntc*.

•«.u
Idtntlfftnc (ind •atcutint) <«nii mMco fnO Iruvr t«uln( U (O^ubod
b«l^ doetafbtd »ifvteo onhonownonL

M.M br«>T<ulMI« eolklg. tBnd*fdk and iMptt'xi

•i.U FMMsUon 9l

M.lt Col (action, tnalytliand ttiutlittlen gl matrtc*

•(.l>

AdnMwat dtalntairttleAiTwtadiit -loraanelt, pAf motadaio
tucn •! Wflb Sanfcoi Oodptton lonftNC*} ei,hitiiiM*-^buiJnMk
matadiia (nid at fiactronie data (ma»tf>«ne»/»Ml"de«un»ant

itandocdtl.

M.U
Monho' iliaaiieelaiod fOaoiMnca ptocadurai, threu^ ona or mera

raeedtorlot.

Mt^atod Aoeatt and Uwr Pioaftiorfnd ■ Ttdtnolocr coweenani
dtai anablai whai Memwden « partkUaa uaar b autbetaad lo

Mcaat.

Uaan' aeeau ibibu thai b« batad en what 'dlaa tf«av Mv In d>a
•nCwoHM Bait and Ceundn) and/«> what pvupt tttaa balenc lo ie>
tnafnal andUaa.

»4.n
dola laiad Moaat ihall Inetuda ttia eapabfltvto anferea «fioOn

updtM daa aarwa aeeau and aiaw ofdii. Further, iha update

autherttv thovU be daflnad at the Md Ia«a4 vKhtn a panel.

1. msicss (vovmcMCKTs
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Pra|«ct Ia9uit«m«na «n*dvn«n(

C-}

mj3

AutfivXktttan e< lao idtnddn • rttfmeiocT een«oMni tfwi Mrfrin

«>• idMlttn of tfiM tMkfna'io tcctu cioni «•». PuB Itviido
Ur«n( «wlh«nt(c*tiOn M«po>t«4 •ptropriAU lnli(»Oueuv* Iw

Utntlcv and MCtu montiomom.

UJi
Dw tekiOett mtot tww « mo^nftm for Armal itocDndU* dot o>
uMTi IB dotarmfn* l( oecBM li rdll wiidod.

UJt
Confltu*. Intt^ and 0*ln on tho odulno Tabtaau BwUronrwn m
•hw (e> tfM uua* el R RrecrtniminB

lea*i|«< aciMiv • tor rtnaAdal, OBBractonal. vd Om
tAMien mwn >«tsrd «ll tctMan In • lo^ «M<ti mull bo MordiaUo
a adoai admlnhuatan airiondfv trrt obnermii mitorn el ocilaitv.

MJ*

n<0 leaoen muu InOudo tha«iMb*ni Bimnner ottMiy OMidmoOt
•ceerrtni le * mi ol Mo-dollned rUo*. and w AetHv •AiOnboawt
■dian abnermolaclMrT h doloalad

MO}

^^idfUaUon ■ AtrdarfHtfonilMl provfdoaccBU aanool
vdercomonc. and bo v«od » doarmfno die ipadne MBpo el ooom M
vani a an tdandcy. Ii muit erevida rool-dmo aaou ooHcydoeUient
and wlgroemenl (beieden idatddao. anrtbucoi, rotoa, rvloi.
onddonionu and w on). Ui«i muM bo ablo « aceau orOv what (hair

haiadana alow chorri to aceoM. For bmanea. II a ponon b a
•minaibi.* dion ho or iha h yantod dia accats newuery to crooio or
otft 1 eorlorrhafKO imImi^ hcnro »of. II a eoraen h net a ntaiwfor.
dwi hoor »ho iheUd bo ablo IB'oolow erdy Ml or hof own
parlercMnco ro>4ow. andordy at a aoodlk iUfBol dia ronlow cydo.
Wob aecBu nwnafamoni (WAM). cMnadaad awdioriiatton
monatomani. Mondiy^orara notworlii and dl«ltal il#uamanapMnon|
(ooti ata o>an«loi d autherbeden (orMiibXij.

I. mSlNCSI HCQUMEMDm
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IUqv*«fn«nB Madwn«Ai

C-2

Mja

WmMiir«den • Mmfnhtnden ih«ri«2^ i mxAi «f pvfwm^
idvtdir^tli nd tnkt (lor btuwc*. •ddlnd i waor mcowi to •
(TMm^'Admfeditreaan loeHnMlponUo in tutormiad rnoomo'
pw«ernWn| Uonuty^^M woH dw waid o>tt«r«4M to pp'ormto
to • Kumon: tndkfdo tab «« updott^ «
dbnlAt idtmUn'OKludlns crotontkh ind ottrbutnl. «i^
•dmlniuoilno ottat peM« |ni« »nd oroMomoruil. Uior
proddentod dwi to caroUw to • pon of tonMtmtSon wcfrafafv.
Iidpdtikofana PmI luaoMirlto coeoMUa to eorroci tori ito
iceewnt orron.

EMblUnm of in *«fio Sum wKarprto MMobiv phlbrm btoto
on in CMPircMtmuro

UJ»

Thi lolMMd andbr nwtitort wt» OaiiiBiiiimemxtonfnnte
»*P»yw botoiin iho to'plotod lochneloev'ind lhoAiii»i-iuio
botooM protoiioi md cvonterui metol. TMi cdUberitton li le
occur. 111 riMmum. dirotah tto MowOii cctMtot:

Woii toih Ooporvncnt CMCUtoo UotonMp indOtS M Mftno ihi
Midi dibn lor du flrefw ind « toalooi wiMsIt piin lor
nwnodno dunor

•cu
Cd»«u amtiMp ind MwnMvt wnend uikihelrtori it lacuttw
btot

MJl

OoAnoi.ctonioco'Krol protoa toeonddorfrd ind oecopdngor
tonvtof chingi* (pcAer. cSinr*!^ dodpi. precoMot. oie.) drau^uwi
du eroloet

—  . . . . ..

vfcA a4Ui Oapanmam i» <ri<laB tnd d«t««r vaMr^ m
•MreprUtiBBSUMwMn 1 1

t. mSrCSS VQUMMCNTS
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MqulrtfiMna

C-I

nw tfiam irtWn^ k< addltfan u lacyilr^An ih* arri iM
tl ̂  SvMOTi. rrwi the loew ««ha* tf* Syutm b ha

«>• d*<H»4»v »«rt o( w«d Ma lndu>fc« Mm l««*t na« bMlrma
•fld/ei wetfleiM #wi the Swam wO wpwL

*d*de«elv, tn**| Igr eie wMfe e# tfw bid-end en*eni»«M,
m forTnaike W ditebiM AnentlofMi tfed^ *4 be pf«md le «
Mem eendMb^ el Wm e( Ne* HernMe deuboe ednMtneten.
irnem tdnMMr.iam end butMeu anet|«a rc$MnCUe (or tfte ww

meinienence end wppen e( the (tetem (eudbied hirtlMi M dte
redMdcel iraMfli Mctlen).

The teMctad Mndor miMi pemWe die Sum are|aei Mene^ eridi
docieneeeed eiManti^ each iralnee'e cenMeMrea to ooaeet* 9>e
Sreiam end Meveu lu wepen M e theb derM»*v wwt. rreWng
muei bae< lufflcMM lan(thle traure idei»iiieeemereheneton.
TmbMit "MM bepfedded 'Jiai tn dme* ertw id depbimew «t4
"■»! wnprehenehMty eddres efl SvMont epetedm e* leel ee
MCUrftV conMdMetJMK.

T)m wMaod Mndw tMM eriMda end pr«Mda lonMlvMntedwi
end tmMMp betete Sew dedoimnM. w d* Sum deeelcMnMtt
end epMettane uafl to dui t^eieenebled m menece end mebitabt
dieWitem.

The CoiwectM *111 eleo bwcdM dte SUM-t uehmi (Mil m tnr
MdMneeman* w die Sy%Mm w eneWe dta eull H bacMTw lendlet
•<ih the enxaa.

t. msfcss VQuditMeNn
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Aiaehmant

C-}

ERiethr* InMnQ ttvt *4D provid* lh« rvqiind tkJSi to um
(hit new ■uoffliM tool is «rtdc« to the tuccMcfii
ln^iemenUtlon end um el the new Syetem. The Miectad
vendor muM develop ueer trtWng cunlculi. eehediiee.
treimng metertile and tieWng Mkntlori materlaia. The
eelected vendor mu«I malrtaln an pnihe trelnii^
envlrenmait lhat afl^ trtiheea to aeetM the new
Syateffl. The Mteeted vendor must conduct taee-to-laca.
hendeon. uaar tninbig In togicei grewlngi at reoionai
loeatione daterndned by the State, end lor menaging an
irabilno ptanrdna and tootctlce.

Tbt Iihcud v«nd» tha dpiWag • arfwitttva IkieT dtu tortm w
iriiMawind'nlcnttlntetlwEmwD'MOia'witWatM. T)e
Mwfd vender nutt tdendh •"< prteriau d<U ieurtM re«u(r«d U>
lupeert «•«•> Imptemennflon AddRisntOv. the Miecttf «w^
e required W tauarcte each rweaCTMdia leuree Viie AaEnMrvbe
Dea Wirelwae. Tt>e idleiidtva are dtcMtUl Ihi cT'deie tewtw to be
trdarated bite Da EOv *nd utOrtd n o«eu da OpWdCriU)
dtdibeerid:

MMteid *nd CemprWaraM Hnlth Crrainivnatlen htwm |CHB|:
^twn>«cv, thnlal. bWaWertllaeiei cw« debn* lor aS NH liladlMid
aarvica* and ier iMtieemmaaialv bitwad ooptiaoen m Naa
HanwMa. Madkaldrrambar diw adl ba bnavawd into tfa m
watweaa wtdai a aaaarata affen by Serha nil.)
OdW wwaabn ln««ii%aeara arW Hrdb^lndud*^ whadar epieU
w wtw aubatanca via la peatlbda farter bi tia eaaa. ChH Walfaia
ayuwn/OCrr Caaai

1. tUSl^CSS RCQUatEMtNTS
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P<c4*ci ll«4ulr«fn«nl» Mutfwnm

£-J

AuWMMd Hotptul EmarfancvOtMnifianl Diu |AHCDO|; $(M«-

•Mi tuvvBtnc* Mwm eoOtCtirMl-tfm* d«u frvn (H 2< Ntw
HtmpMi iCwM ari wtia giriCT dtpiftfiiW U tftliCI
*JMn ot mw«nr oounut hMkh tfvMti tn pe»ki*dvi wdt «>-

r«(0iit«Y llniti du>1n( hflMnu MMOn. Inhxtn «unn« tnom
Kormt. ind drwl MrdOM* durtna dM cucvni ocWd

Wul Rioidi Oiu: Hm( tkiM b*th ind momKiT rMMi cirdflaui.
Dili colwiid by ttw KM DMilon •( Vlul Kmw* MH rnldwtB

•nd btrtfaa dMIhi eCBmlni In NH. NH riKdint birtta
•a Itootwd B rm itveiMi *n ln»riu» §«>«<«■ Miinwnc.

Orua o'BtdBM dNtfw dia by F«nt*n«4 (no Mm dn^i). Fim«n< tM
Odw I>u» laiduBnc iwrtfn). M««bi (n« «»«•> Hmm mM
Otb* (^up IccAidnt iintwqIV Hf«o<<«ind f«ntinvl. unknown
O^cM. Odw OptitH/Oplcidi'ditirmlnid by da Utdul
Enmbttr.Madinl Famfew Rinnrt

Enwirtcy Midkii iardMl (EMS} Traumt EmtrnncvMidleil
SarykM bdMnaUon Swan (TtliSllkmedlesliiioemwei mlwn*
•dnMuitUon bieklina diM. * d*a Witdan and (nilvyb ueiHry
naufii (bii ofoMil far (hiMbidon el the emertefxy naditilind
dMna MndMt lyttim OCMSni.

Snn^BBIOMTtMtminiSirdeniMWatlentnbWd DiiBrwm
•dtti Oaloid/adUli. nathimpFaantba, t eealne/oKk idndttldnt
iDiBMlundMfieBUM. An wiiyof li<ali oFeirilnclvdbii
MpillM. bwwaha ouoidax. Pirdil beWudtid^ fitUinciil.
•nthAawil nunit»nwm. and poii and ngn paa rieonary lupperi
tirdcac

Acprfidon Oata: ■«« data mid for aalMtadai of poouMtlon biW
ratra.

I. tUSrCS KfQlMEMCMTS
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StquVCflMAtl ARMhrnani

(•)

NH H«lih MiOOM:0*u tMBi hr pubfc hMlitt kidktien «4*

k^ar»ct»« tftthbMr* and Mnvmrtiir CUieatrtM ttri ikftn
dta in mtci, and abin raUad e i)w NH ititaHaaWt

bapio-aww *l«fv NM Enwirarvnantal Mifc Haafth Ttad«i^ ̂ r^am.
and tfaafHOccuMHand HmW lun«llafa rraaant.

TaMpwtMra.thiidatatKUd'andManddwtawbrafaei taam .
UN widnend 1^ eawi el *• wert midrt Iw dee «enwtto% a
*ufl»d i#*i «< eomemon hag* a»d fwHfww w€l b# nqi*ed
al dM laiactad wndM.

Condcdn* idanid data <*aaa analnh »dawffi*wean*niw
reewbimanti

''•'^•"■*>»«»H»dOBafiatrdiwtd>ih»S«a«aats(aniaan«. praMrt

OtAnlni lor aanMnt and/* agrraeOni ftMlrw dtu

Oa<^a*t« dan conwaitgn Krip* and M data «*nontan avtoU

bt iNa aak dw aatanad *nd* mtdt iddaw dati ndpatlon haw*
and a plan nuat ba Itt placa w anava dw MHdadon ol al «*w»*d*>
rg<jjn*_and d»a acarracr and ioi^a*rw u ol ad data.

■  •

A 0*f Mtlall* ra*dr* an Mrtaouauta rafarawa medal that
rotdaa pddar«a 1* a^acdnt cathnaietl* and preduaa adwA
>"id"wralnjanddap>e>tnta*vteB.TtiaVand*rwia«datl»»a»^
imctamara a OAd doawttan* ayatan that ad^aaa* fl* fodewh^
raqudamantt (at a ndidnaanh

•

MWdrti natheda to anataa l^at dto a«y4CM bdrwtrgciva Mieoena
roiwat, aaoaa. acaUtoa. andtmaraowabtaeetoaclDna.
WantiMni ohaiafa d>a approtod * aundard and
geducta 1* landca dp»alepmantanddaptpan»anL

1. ausiKss vQugtcMcrm
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PrtfMt Mqw^tnana •ludwtam

C-t

nirMcllgn.vtd

tauwntftuMn rmt/«nMAa.

DaurmlnKit artw dwifimi •««<< wrf piadictt ̂
ante t><« Mna«* Im.

OiAntni wfte am* i0«Bpra«* Imw* Mdtnctofy «nd p)«duct
MUm m MifldirA M** In

tervteaOMvi »f»dOi i>ic»inin

S«rte dml0t 4nri d»»>»opnmii prmpo Mi«*u 4KMer\*«bawi
tnktt«thi'«p«r«prl*i« irtMttea ind dmahem. Th« Vanto

^ Wb«rfr« >*Qul>«nwnn t nWnwn):
Mlnkig a wthBdldap) W anMf itai Mn«c« tia bull lt« r%^l
-•Y.

OMinlnifli Vm appbpriiU ifpM of modob thai mual bo

Impleniofited.

idanirfY«/i| (tan off o> aooMlrooulrontonti h* tank* rosdob.

Ooi*t«lnbi« d«t doMin paiMfia that ahowU bo uiod to lucvort OAI
vkKhdn.

idamdibia d«t eft er ape*»»al ra«*an»ant* ayaiaro or t*n4t9 dedpi
dadiiBwb

EauHbNne laelaadut ttandardt for a luwa orotacL

Dat^iwf>«na wahw^aY aabcnoii d>»oflo« aeaioiiof reoidfiiini.

C<t»t*Mne aiaAdBrd dea^ lor f»aau« fenMa.
OatarMMna InBrlaa dvi offor aooroiMl ̂ oeadutao.

DaflrOna the rawlcad laadna lor OAd orelocia.

CiublbNitt aarwdlatod ere^ accapunea raatdrtrrNna and
orecaduroL

Croadna a 'premvtfna or oailr worfanea* caoaMiy to atparlmant
«10> and dad^ anhancamafM »rukt-ar^nea br the prcptfn rewp
lor rodaw and apvovd prtor « arMOrlnt i mera formal darofopmant.
latdna and roWaao erocaai.

i. mil^CSS HCQtMCMCWTS
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Anw»wn«ni

C->

Cenrtnmian in« ratwM

CenflfkVtden pmtpu a»WMi wt*h arxtotn •>
art r«iper»Mt Iw cerAfurtat • Mnto (nd

HanpMrt'i rAaata rnanapmii prpcnm. er «w n

*>• ai*a<n prcw la mututltj Jamn^iad »ta iw aUiablt.
RaoAvnami m M» ifat art le Muda riia

buWiWm atfactK* olarlon » afaura dial tankai wa tiaWa apan
praduedon rataaaa.

Oa<MA| art* 1* raapomlM («((ntdng and aai ilgn nwna(tr«
eonflBuraOen flai and daatomiiadt pactapa.
CataUhMn« daaf raidOnaMlltai and rapulrafnanta <e> «wwn taa</«.
parfemafwa lattkw. and aaaadwataniacw.

OafWnt tfia wndea uatfm and pcnwden pfecati.

'

••Tdea proAlan and kMUtananudon raavfranwtiaa.
a^ « apprMb raoudad « ndpata • taa>«M »IB

arodurden.

Cantraaj manapraani pracapa ihtl daflna iha peddaaand etectMa
dia< pdwicW aardc* CMuman uaa w ebialn parrahdon w a«CM> a

•ardea. The preeniad CW jwernanee adutlen met eawB iN
MUnp ptvMOTktf fBwnanca matni IT lultabla.« budd a naa ww

ai aMtaadaia. T1« Vandpr muH daaipi and Inwlamanl pracada b
dtalulhiialiaa'aaa:

opmdan aa toad.

biaWbMBdia paaaa^ami Ipa tapMatdna pamdtdon to — • taadea. 1

»l».0mv 1WATAA I. miMSS RCQUUEhCKn
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Al(M<VT>«nt

C-J

Idtnehu^ Intefimden'»rtqu*w MiMalen to um i
tunkt.

oamfcBen IS iwv ceriMfnOfk

loMCftt Om nrtaxt.

EMMhlng t ITMW—Mt w n«ao«*M wtet Iwol (BAi)
far iM o4 tfw mtm.

t*ut*Nnep#eww »•«**• flwdflcadDnaBaMdentl

ramrwt tfMt >n(v b* raotirad totuppon 0»«

OaOrtn« tpprdcrlaw wtOfii pracOMi and precadwat Mt «ra
rawrirad b^ora a naw eawawmii can ba »c»»(tlonad,

tmMbWnia Drocacno^orbtani—eonaianara

Sandca nwdtvb^cnd cionodi pracapa naia ba da>%nad ind
bnplamentad In uKh a nwine a* te*flne woem/bflUat Iw bMW
ralamd M Dpandnd a lantea. T>ia Vandw mar butd on and mt^ or

dnotop naw lardM maAi|»rnant and oopailoiB poaafnanca bf
drtrdna and kuRtamandna vacapa dwi ad*au d«a'iol)o«4<«:
bctbibMnpcontrolaand'npartlnpiparaMa tfu I •endee bet»ie as
■rpacwd.

•nd utSaOev
CMatdbMnp nathod) and rapontnp ptoeadurai codaiact. ̂ Mnaia
and paiBM aaalnil iMudterliad tarvtca accaat.
Craata WacUnp and rapprdnp l« tartka Su <on««anca and
doMona.
MandOeaelon al nodflcattena and aacaladon canaacti and ptocadivat
tor aarviea hawaa and eutaaaa

Sardca mardarang and evitrd capabttoaa nauai ba to«t Imd d«a OAf
naidma bifraMrwom. OdP ipaornanca aondardi naiu daflna wfMra
and hoar louadL raaen artandarPorvaSIAa.
incHaiM markpamani |

I. lUSIMSS VQUBlEMtKTS
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ACWtVIMRI

CJ

hcttani minafvwnt 0r«c*M rt«iB4t4fn end lmel«n«r«
rwCBwiftlltki lor nwnlMni «nd nk4A*0\| preUtna ind Iium dwi
•rW durtnt dw opwidoo of ira Mrdu. I>» Vmder muu Md on

inrf mrrrt nr ill iilntl nin >ii1iliiii iiiiiapiiiwm |iUBiiiin In

knpionwtdni procooa itai ccnw vw toAeo«td Ut» mMmum);
Daf«n ind ImpiofTionMdon of prOOMMi tnd procodvtoi to nwapo

hoMone end !•*■*

OofWOOA/WondSadenolrouoniMltlOt lor«nd-t»«nd Mfvko
ncopdon *nd Uuti otAIno

OofMaonMondietiloncI (OWtftauot lor tt^io tnd tofvfco
trr«> IdtnOAc* tlon «rtd roHkrtan.
OrlMden of th* otcoliden podi (w SLA DtoUttonk
Chona moiufomom

Chonpi Mmrfil monofomom proctpK dwn doflno wtd Irnplornoni
fWOOnoMUht lor mtno^np fyMom >rd>iyomon< roquoiti and
lortfM <ofttenfnB. Tho Vandor rhoi b>M on and ortor^ o> doipleB
indlnidlo«non<nowcfani»"""op"*"'d»«or"OA«odrdofWt^
orKow dut cetoi III a mMtnon):

ifTBtittioni a o>ecota w fwanaa ihanaa roououa and w onava dot
ardweemenb don't biooduro dofocti ki dio tvRom.
Otdpn and lnipf»nowi precodiooa to ra«iMir« loraka
oidMncaiTHnb,

Oafino wtol lnton<od«< It raouOod wtoncaouaatot a torvfco
aadioneamanL

Ctoto* m topaa aAato* praeoaa to bo aoilorrTiod botoa • lortta
antonatnom raouoM la actooMd.

Oafhio alpn or apgotol raqydtniana to aorvto artoneonwi
laoumct.

Oaflno roloi. fowoibWUtloi and iiOMinra el atono parulto^ b dia
tmetonawadon of an onKantarnont
Oai iloe tuMalnoi b nhi dw tuia tn eai**d to or totdXtin
anftaneammL

1. (USfCSS WQunEMtNTS
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frofcct M«ulr*m«nB ACUChUMAI

C-2

OtAn* >«en>n*nM imriwdl (fid * iOf tddrndna

•duncMBni rMuMU «t»Od*Md «dth rMvi*tO'V'Mv*«>n«nt».

tnrtNdi 10 Mnie* Wttofdnf Mid iMttlon

conMl/frdpillcin.

Cmefch piMhe en iw long «het#d • pfiiw* wmeflfilef dw
•Midco b* nwlnulned ind (ubMouontfr rMlrtd.

dtFeo e# wrdee Mid ifesm wdng biraiiKlboiart

deotoftio » wnki MAeneoneWL

EiuWbh iwdBg weedw e mlUpio eiTTw* sonwnei dhfwede*

«*>fn do^odni tn Mihtncwmnt

Onotep pieeodwe <d nodly wiwiinii o< tfM oOunnmani or

di«n^ B itw ivtivn.

0»»»l00 MidlnpUnMH CWMIM le M back locnritMn pipitowc

nQiilon tfoon aiBoccn ol» eldtal dcfccL

OtM MMWObment . .

Ocdpicnd bnpirwtxlgno'bdia m*n«g»nant luatccrlndudnf
dmKHf^iombig,d«l»Qucbty.iwddcBbmyiaowejpcMIMcc. T)«

ur«Mcr wB InMrpoilW cwfrwil prMtea and dw wnde cdB

idOi die turrcfK tMAt.

1. •USI>CSS KQualEMDfTS
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mfMtlUqwktnMna Attsdwnam

c-2

APPLICATION ACQUIREMENTS

1 Stat* Requhmwiti Vm^

I CiAkaMv

11

1 1 CmiiMMi..,.
\ai'.f/kisfiCitiCAno-A

*L>
MAT W »cc««dtt« wHi ipi tarn* giBMcil ^
hwMi4nni(>-« h IhM

M

«u •MkM.wAhIt*WTilMafAMlMlvMumitiaMi•«*•*!*. OtitkM

'">*■« «• (T TTV*. pMM. Kikwwk m OMr lr»Ai Hcra r^U«ta>v M

UJ WMttiiTmiiptUWAMAlAtOiAyiiHWhlMMgT^WK
M

<OJ iM «ih« t|Mn « krwM Mcin1M liw««rT>ta « cwMmtol M

AU ihaiA m m* t oAttAM i« pirtn utmi ■» tHAAupmu m U

AU Wank HfiTM IMT M>Mi Iw <Mi« iAaim M

All M

A3*
E/<w«eCMuwi#«ee^AWwrw*fw |Mr<l Mm <atf«op«A l«i«v
nwn*eo ei< tA*W dw/wem In •eee*!** w» OefT* Aitewlde Uw M

»2* CACrtfi AMMiMdl M DtnWiMsn «iiA « >m MtMn «<• AiKMm. M

A1.7
tmMtfi «hAT W WBtw piiwiAib «ft* «AiAnMA«hMo'i«iMln
e«w*w wW Oerri A**Fidt l/w/teauni Mitv M

Al*
'iwAdt 4MT >■ Am iM wr*e »io^ ihM an yam ar S*>v

M

A3*
I M

AZ.10 th« •laACMMn tlHl iwl AM itftianiluAMeaAHteb V >«M*M Ml l»
III nr. M

ALU
lA niMkiT lOMHi Ml M Mmnskoiv MlMMMIon <nA

M

A2i>
riM icfAMiien tM ia| mmUm i« • e»vii mtw i* pww t'Am m
•MAbAw iniMalAM Iwa A«t|<nt iMi itwr Mm UMn «Iica M

2. APflKATMN .(OfTWARt
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C-2

•H' OMcitptfan OttkaMf Mmty

lO.ll *1 la# mM ka lar (• —nial M

U.l«
Ihatfl^kuknaaMtlavi la«Mn«Mi*«i#ttlriarrB*iau* MMn. Ma
rmMPIirfih* frMTMVMan rtmtai

M

U.U M

A2.14
ilotffMMfen OH«i«wSbeFi««e«dlfw*iew*lw*e<ieei*eiWMe

M

M.n
>ha«Hi<kjll«i ihil kaw MMIaa Oau ar iM(aww>kMlM'a arfwu ham

M

A2.M

A2JI

lii»«»quaai •aaMwian »i»nncaa«i>i ar aa^t^a* Ml a# lamara ar
M

U

DMHS4fV.I0l*«»)/RFR-»l»-0M$-l»«ATAA 2. AmjCATION-SOfrVMU
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• «kM

•m9 1 C—mto* .

fu ■»*<«» »j«»iiwii»iuiir^**" a

tij
IMaVr «««»<■ mvWi. M MWlul,
••'itea* ■■•••*« kM tixa^itpM

kfMMtinw k •pvMk M

rij

*«*a> —1 Iraai tm «■•«* .i ii»|li k II
IM »Mb. atmm « m .

*MB MM> «■«■>»«a •MUlM« >«••

IM
hn*« Ml.oaM «iMwi M

tu
M HI MiDiM m—m av hMH* a ««l H> mmt,

aa m •• ale. HMM in ««u e I «■mw Hma
M* >««#<■• IM».

ru »aa»iaiia»iDHiiiiM—aiia»aHii»ial>Mia»a»i
■to i ••em

■ M
mm 'mirmtrn mmrnrni •» m m

•M. i.HMHi irMi. aaaain ii'iinM a

n4 laawM, a*^M apMH M*. wim ■a,e*<m.
a

tu a  a ■*a1 ««Maii.ae*ae« • eae*.
a

Il.t*
IN MM iwtaiiM aa iM>ii MHMiai lanaka ■■
«MM«H a ataaln Mia «ai*>aM a MM

a

M.ll
iM—aaaiaiaMMiaaaOaialiMiiiiHii ia»
Mea, 1M«a m*aa «e fMnaa-a iMHeMe MMa
M mM •anaiiM ai MM..

M.tt
»akM laaaMHa—laaaakalMMUmaaMiM
naia>aaiMta>JaMiaMMa>iM.vlaii^aH
iMaai amaaw ana ^nai MM a wOM
M «M*alMlaea H*!1ICWhlfl la •*
raiF/Mwa—MaiMimWiiM Im In HMiit

a
■

•M\ i«n i**uM

Deloitte 2018 . PageVU|:S13of662 V



AttachmSaMrfrEdWbhffij^(HdiiVIPSH[RE - [department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP.2019-DPHS-19.DATAA

lUI

«a «■ 4« «fMi

If Mt mm. m wTZZli w

n.M
» er FWew •• w*

•■"■f ^Miti IMlta d MiMM
TwtweN*m'lUkrn mtMnnmrnt.

M

Mj> «f

—  ' I - ■
t^.l ■

nj n> wa* ■*■>»*>■••* MM M M na» M

n.%

0.4

i

1

1

1

1

S

1

1

I

1 ■  •

•M •* >Wt*«M« II UU4
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AttKhiatn) O}

iHOST(NG-aOUD REQUIREMfNTS

Sut« Vendor

••oe leeiJuwiel Owuliehii CHUbUt
OadxT

IdcreAriOA'^ "" • - - - '

MM VoidortMierevUtenANS/IU-MtnifJOiuCenMfweaMeiku Adw]
era CMnwr 1) lAMpIl InOWMtdwv dtorfeutfen p«d« ew IT
Wi*»wini. i) ABit *ou»<n»/ii erai >« end eerareJ «ra ewrae** miMiA
ra Ufdetfel$ iftai vMceeveAnd l}CarciaT«ndv radiaraMa tin
MneiraviwIOi •VKUdMiblflivc'M.KIli

M

Ml.] Vender iM mratain i iraee houfng nnlieiinnni prorWIrd «a nwraeiT

Iwdewi, •eftwwe. irf mteiw wrara*) to nw^ dn reeiouei eid
M

MU nw Dmu CenM"TM< to* (r«Td«atr MoirM -rrarkue««Maietne tin A ^
—  -—r -^-T - tni-Yi iiri.ij.te

Mdei tgi p«ndn|«a*inta( beVi ptm end teb—d, Mna thdlordr M
p'wntai ID tfrae adOi * need •» perfCTm wta In dn Oe« Cenra.

M
1

«L« Vendor the! Heel end wodeu el ivw eettfot. radeiae. end cdnr vdUu M

MM Vender tftel menher Jrdam. Mctrty. end eeqicidm M

Hl.( Verd» ehed merre^ the ehedng <ddeti reeevcs. M

Ml.l Venderihed menep dedf dedura efl-eJw dete eenp. erti reirae ddwsOee. M
✓

Hue n« Vender tM merdler perwicjl l^dnere. M

Mue lUneie eccof iMl de oMmtted n Che Saie'e buelnne eoAadau In lidrawei
■rare Ore S«M reqiAet Mu Id Sm eetfIcedendr ivw reeeureei net In dw
MHZ. ra Vender rai proidle rewoce de Aiaii eennecden leche eerra dratdh
■etee erqwcod ewch et e Mmal ra«ete Metwwk (VM^

M

Huie ''•Vmdwihil reperten«brdeehlnieQeli>lneerdermin«eiidTh$eieefNN
eAU^CJp. Anrdenenenppd kicredeerearnmerathei kHddra HRSA
U»*d. 1 «M dee nei»r the rejraier ■*!* hee prinwY ree*«rv euderitv
«>er Bdh tf ede or eonvnera. AD odier penene ihefl neotr (hi New Mmeerae
rill'ilMM raiairi iVTTia .

M

-  ■

oiSAtrfeefcov'iBv
—

D»«-WF.2m>O*J/W».»J».0fMH>DATAA
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AttacKfMM C-2

<2.1 Ml Am dKumMMd fMOMTV pUm Oyt Hdrtm M f>aj»w<

sflCMbMimMwHMlKitMin.tyBMmilulbiwtfriucMl bimoPm
K»it iiM

M

<2.1 n* ttsw leewi »*■ MUwttfi •*»«»*» <m*e* le Feewlri
idlWflnil »»*»»»• hff»rwr»o«««<wBcn«f«lifctft.in/Hail«wwi

wtt»l»ot»drh<cr ppow
mili><nd»^ » MXfcB fwH'iB. pBB t«i>l te«n»P«Bie

M

-

HU Mnder Ml t*m» n » Pttrad m doamwcil bidiHB MwAii *na
Mnrvrim.

M

H2.« ■MkHW wHi Of ««« «t imM tv ff« pvTSM Mlulni a rMsra B M M

HU 5aill>lal Patfcoao'.a* Mmran—t >« cwwpOHl THanMtwn
wwetle kaeuenev k eiWanM he«he de»r. wd *em»lee kaehe waaOr.

M

HU taan or oMr wiaii um muai ho nnat*> nr«krroH Irvn M till B
Mchar waoo leaUon B a««M aBDpkia PM loB «nfi M loB o« a Mkf.

M

HU Beta foewwY • B Chi avwii that Bwerir le* lo ihe lati b fW wflUwH
B roMB MiB Oaa, Ba ̂ knler Ml ornpiPT M «M of datakOM tap M adMar<
B hadxe ma<a tn Ob iwBnOw d 6ia laBteB^i B artort a mydi doB« B
raaMkno raeoaarv. Tola Ml tap iMi ha DBtM oA M vduma eentalrBp M
liBhoB e*h a bapwiet B maM M bw*BB nea*.

M

HOiTMCiKUinTf ■

HU Tha Vanlor ahal ampBr BCWttv cnaaMaaa •<»< Ml 010 StaB'i aaolcadan and
data h puucwi ard Fbw M atnacn ad maat ai Mad and Sub ia«jNrnanu
curanlif hi law acd rUu peBBBt Bcantn oarMTWl hoBl0< bUbrBUder\ a>
iHiUlnad In M Haaiih Mimrco horubdty and JMeurKaharf itai (MilAA) and M
mora BiiBani TTfla ai Coda d *adaral Oapaadena |a«| fan h ICodWandalty d
StMunoa Um ObBdar Padam Racorti rapdadanS aa audhxd br M fidard
kdaianea Atajaa MaMd HaaWi SandoK MrMdMndBc tSAMHU) and M Oraea
d M Hadaral CeerdlnaBr tar iB<*h hdomwctan Tachndep (OfO

u

-

HU 11 $BB dau la hoBad en muWiB leiwk dau ndhBipi heBoan end amer^ u

' DKHS-RFP-2019^)/)tf ^X)19-0rHS-19-0ATAA
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AtttdinMnl C-2

KU

lYMtffli, tfw liMM MiDMnl. «n04MCk*r.'»iS-t«tm. tr^vfmn. Ml m»

mWMtfirftiiib Tha «fwireinrMi( 11« wAcit. Mil iwM Irvwto'v

M

ia« U ouniMMiiu ol tfM MMffuou* (hil bi rrrinad uri imM b vauft itm '
nwcl tf» $W» hB*—1«. ittumn, Mri ti rMt^ dau—att. twB »■« ■
loeie ei'*e edwlal, atfmlnfcw»#i(e ̂  ̂iv*< MeiflBf tqncrelilNi hwa
baan tfarivwi ln» »«timam MHtaevt In «r«af ID prgiMt (or/UanMiy.

M

HU >>« VarMv anauia li»«nnalrta eoapaiiden arfBi thn lua'i OM
MBrmaoon onetf In'ha tfaaMon o> *nr wa^ <ninarabmy el IN iwidi^

M

o.( Tha Vand« ibal auhortea ha tea UHrtcm tataduW «M random laeMrtta
ludla. liBudbn »«jt la alitlly raaamaan. al te Vaiite'' hatng Mavucwa

M

HL7 *iwwi4ia4e<ik»*»au*hameiai«lBehW»"*ted. Ub "mi ba preiacad
•xnt acaaa lohad a ara* awhorttaa tetdiiMiiia, l^dadMuda

M

HU Oaaradnf Sauama f09) and Ollitaw (08] hat ba'Mi and Iwdand bi M

NJJ na Vandor that nedfr da teca** hdtei Hinipr otanr taoafftr fcaadaa
*19*1 (}] heiaa d ha 0ma 9>ai tf* Vandor laarra e( iMr aeaaanca.

M

MkU T>« Vania ahal ba adaly iabia la teas aaedaad arfhan* teadidteadau
Muaad at hab totadend) bidudbicbui na Iniiad » nadrieaden and ani

M

laii I><a doud aaivtai ir laad all ba KORAMb cafdhm M

iMVk'fuwi ̂ jrifviisr .

M.I Tha Vanda'i Swam •«pal and nalraananca dial wmmana <aan ha tftacdM
Dale and eitind hfdu#! he and d ha Ceaati law. and any aziandae

M

MJ ihaandathadmalnWndialiaihaaaandloftiaaiahawadinaadhha
leadaadaib •rma. ana raowbamanBdinaConvacv <nhdlniaodtfh|;
immMm «w>l IWt t r»n.at«d

M

MJ Tha landa hat rasab a raplau ha hafhaaa a teftwait. a any padun
harad. t» hai ha Snwn epaatti bi aetadanea Mh ha SpadBudora, wrmi.

IK.

M

0HHS-M^}(n9-Ol3/WM01»-0rHS-19-DATAA
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AtlKlwiwni C-2

M  ind tqtutm carwpan»ia gf V»«>ao» tMi
W K«r tuwonM K Mr maacM «• dfm. M crtM
PMdM i0 cpw«»\| aruMiib Motam Mtbwitcav «K. ifM wiM
lbs («0) «r r4tMu »r M r«ip«M Mnuteurwt.

rh« tan iMI rwvt wrtfndM wcot, «*§ pton a En«l. m if* V*««« m»v**I

MMCn «ifl bMuMTt 0w hon «d«aO«n » S«Oan-Mendn M««v
UL

Die¥eide»iM«cmem>eewwdatdiia«n«vdw«i«wertb«<:e Ckmi
OitdnKf • Mlwi • Crtlcil. 4m( net illom hmn to ep«r*i«, rowvt ir«tM
■•Baodt Imadliu MVorv WtMn DoaimcfMtfen • mMtg do^team forfin
of kdOTiNdai or urdrMt^* B Sim: Mn • S*>vfcM «■«« hMM«MU
Md nsidro rt^tomana af tfM Santo.

Ota ■ OoAdoncy • taftton • knaanant. do« »«iwa ayafidan
»we !• « ewt atoaid and mar ew aertom otiri; Wtwi Ooaenenadm •
wden af Itoimeden •1 "ftoan bui rw t#ieii#i e make Via deeuiwe
vrtrtod^ttajNenSeflwa-lendWatoadiidw. raqJra rt<MOrtlr« m <«
wrwdie lawtomenta el dia IwUca.

Qaaa C OelWwr • Sehwra. mbaa* eemede h weak a**«el afldei en
Sftoai, tor atofcir and/ar laar an uu Vrtltfn; tolton Oeeuawnaato •
metoialdw«iafto*edend el ntoer adldneiwire:wen Sedewwa •Santo*
r*»«** enir I*er fweeitine ind do n« raw** faiartomaito el #w Santo.

Itoto iHalk* lewertiad
10 aeeeidkie tt lie leltotov
*. Oau A Defldwide • ih* Vwtie del hewavalato e ir» $Bia extiWtipton* fWRanca. afffi bM eadtne mhW* » e>t tu«. il#n ») hour* pv
day «ti kr* 0)dai* a «**« addi anaiiHl / wlatircna roeonaa •<«** ra«|2|
honef raauafc a i>« Vwida dMi ptoW* Mwon M>^ a aid) iwnaa
dtienotk Satvto*. wltf«* lew H>«MMMMheu* ef a rMiM;
d. Oto tec OtOtiandai -n*a Staa thai nedb to Vwtoa ef tud*
dvb^e 'ttidar budrwa ha*i and to Vender diad caapow hatt ««*< lour (a)
hanefraMeadenelptoviadcerracitoaaierv Itovartia dMr«ab«
totia S^bwra. and irodda matoewto d to Sefaaara h acterdtnta alvi to
Searteder^ Tarma an* ftapMlamaRtiel to Cenetot:

OHMS-)VMO19-OU^r-201»-0m-l>OArM

Deloitte 2018 Page.VUI^518of662



AUachmS5W^^Bdafc^ffiVlilHAl^tPSH^RE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - Rf P 2019-043/RFP-2019-DPHS-19-DATAA

Anachnwrn C-2

nw heMlA( Mm/ la tfN tow ihsl b» mlUbti cwrvy-loM {24)>«vn • 4wt. 7
tfmiMHt-CfMte Mm

M

A  mlMMMna thai k* WwiBfiM Iwtfi m mkly.
• 9>"Wrir| *1 aMcli Km •! Mm/ mOm and ippflfiiln

UBBBinihanbaaM^lMl

M

hKCt aoMiv h anamoiM MMri vwn «w WMrtni IcrmuU; rraul Canna
i«mfrtiai/MS)> Ni/a6«r o< Orri Conrat lumNa l^o/Uad. r>« Sum muH
'aniMt rtaMr !•. w/iK.

M '

■

n«Van4a a char^manasMnarap^kvlcr/Mneaileii and inckfr^Of
rrouns ai aifrMral

M

* uUlul euta«i i« b« 4aaipMiM artMn a budnatt Aavtlen canrwi ka nw br a
nKi-f 1 ii (1^ ffuriti ntiaanrt tfraairt tnrfia tiHi^iii.

M

''M aM "Mbnaln a racdrd of tfw acMflaa/tUM lo ta^ »
naMantnea acMte parfnmi^ for (ha Sum an4 Oal lapert auanartf «n tfa
laie-ffle tam< AH >a«uaa« bawMmniaH.
qum patdwv M crlOeal oua^ taeerM Mudb^ acnal iaua ltd raMMiat;

VynAaf «< •a#lde/«lM rapenad by ̂  nHtt irhlal/aaperea *f» at .Ml 41 dme

M

M.U

lUne^ M ail dwiee/«»d* W end emea (he $uM Md» babWie due e tfM
una.«(».»RH

M

OMHS-WM<n»^J/WP10J»-OfKH9.OAIAA

Deloitte 2018 Page VIJI-5l9of662 X



Attachm83WrB^fchB5¥|iiliAlMPSHlRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-20I9-DPHS-19-DATAA

.SUPPORI & MAlNTtNANCt BIQUIREM{MS

CtaM Om mt oM Mm# M' mt mt

!«*—«1 U» >11*1111 IlL ■■ ■

I wIMmiiMi «t m *1«1 iwiKin la^ !■

argsai.,^,

»m »iFMi< m bm m —
H im

lBl.
CV—wiilM iM,

PlWll'n

■»«»r«wn < III i mi •
III-*—

wwtfValMia. • Omui^iihi-
M k MM atal •> «NMi^ *v.... 11 -.. -.- . ^■

******* aMi imMkM««• M f<M* « *•

'th* ««Mw M a^'

L ll,OTO«r • MMmHMa

Deloitte 2018 Page Vni>S20of662



Attachm8^IW^^EfiWb^ffi^iiMlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opiotd Crisis
DHHS - RFP 20I9.043/RFP-2019-DPHS-I9-DATAA

fm tl I . Ita'
I* •■MnM 1} BAOv. Q

MIS M OtfOMW « MM *M. MM. «MMa 4
f| iMBiil li

a*. 1) MMMm MMw mM>, • M I

I  a* MM MM <r M MMm M< a I

M« rf IM Mmw mIMM
■MMM —4 MMMI knaa <M

2mmm^Imm*' ' ***
feM MllH mMMi M Oa ttM, *1^ PI Mm M «M *M k* d *!•

• wen w «M« / MMeeaae MweM MM MM 01 MM «f Mwe
ar M MbM iM MVriM aaM

■ Mw HI MeMM Iw M • MMa* k. OMi » 4 C
MkMMtl -nt Mm mm Mtf> M MM « M(k OalCMM MM

MM 1k« MM Ml c
I «» ■» IMi HI a MMMa
MMIM 0 M CaMM • I

iMMMaiM MM M

AMMaatM-MMMaMMMMMtkaMiliaaaa
k<r

W<
aM IkM k M>t MM •

■M »aMa> ma MMMa • mmM 0 M MaM iMM w >«m>

MoMM
0

iMatM I. ikMoar 4 uMMitMMa

Deloitte 2018 PageVD1.52lof662 V



Attachm89W^Eti0^b^ffi■^^WiAlMPSUIRE - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 2019-043/RFP-20I9-DPHS.19-DATAA

PROJECT MANAGCMem
sot* MqutwMfiti Vendor

•*«* Pwf^Mn CiWoBy, Vwidar 0«(Mnr twmaMa |
Mi »i «• MM iM»« » MM* Dm PT4M.

■■■■
n.i u

nj Mndar M praMdt N«MI n WMM ki Ua W. M

rij

WMp Ml awtna • MMm W«P» (Ml MtMi IM lU) «*T* «ft« Cmne

•OtoM « Im Omi-CMt fw* mMJ

M

1

n.«
liiwMi lA'.wM O ewiKf*
pi'^raa IM KlMU Ml feMM arMM Ma^ >« M

PU

M IMP. MMlMt <M In'— CIMMIMIMM »« wM W ICMMM.
BbM. kUM iMwn. M (amMarMfM IMII* nM<MM M
•ewwMlM pMM IW WOO WiM, n • www MifY M

W

n:»
Iht iMcwJ Wder mat MAn« «n prefM
ebrt.vMctt;

nj neljdM COM Mknatn f» iMdflc «ort l« bi pwfarrMd.

n*
OcCftii OiBorwm TfcWmcc « CKMiMitio o< aw h>>linioi«m>Bw
eUn.

ns y"»*» 4*Kno» tJw ipproxPi end rytfioddtefir l» bo uMd h
ohoM o< tf<o eitjcct

n.w
MMn* dbiMOTi. Mulod rooMcrncnu end ortoridtcdon
eomooniini cMm M protect

& PROrtCT UANAGGAffMT

[>eloitte 2018 PagcVDI-522 of 662



AttachmS^Wry^MoNBEf^idtAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform forOpioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-I9.DATAA

Prt(M

n.n

111* 0*p*<vn*iii im hburlcaRr ieflcnivd • wiurlil egpreedi ta
■nKdnidiM«»v TH» b u—H »rh*<<<^-
'•«iMni*it> nwvtfnp. br i«*def d*t^ b*««j «n ih*
r*qkA««n*<VA «*»! • diMbuiii*!*, uxA tni. hfgidiii'i i«(, tytMm
i*tt«idt«9*ulanMdnt nn*l>r«n*^««*itfi«n^<civ«n
pradycsian «nd vaMng inri pe*i-ndueiion r^m. with M< K» (h*
|a*lwBb»P*^>« »«nia«*tgh»pBr**di.»lai»<mtf»
VprWBttan «» ideal *nd Itwn^ m rmtOtd mat ctflcWrrrtr
*fl*«K*lv In eid*r « rnmt (><• hudn** AMdi. n« fo^ «« W to
■w** < bl miUt dBiiewr»(lono'«vb{i> r»ii4*<» indtlinnlndlo
rwntMM. nwrwweiWMweibebewdentfwIeewOiKWM*
hiiiOm Bdw ivibm:

n.11

U«mformntoi:»*0*BiiW*iUlBwri*»hhitw no/M wvlor
■41 idonutv di* r*»*«d (Mm nwniten la th* diaiOen «< dw
pie*ad*lwv. t>i* (aifliiafl«niiiief«pmdyn««in*>. Krwn
Met*, and odi*> tamnan^tn. ni*r*«dl b* MvwilMfro biMd
en d« tfliaM if iiili** biOic vBrtid on it enrifMn ifcm.
*d*Oenilr,d*ei*lbeewiOond MmmeenindiieM^
Borrcetii iiMuioi maodeiod addi «w tiorlteend tnb b kooo M
n««*wifi**dndwiiaa>»dfO**tidi*»a«n>»ntt*inii»«Bnw>li
«onio<*w te«M«i (Modeled •ediiaai nedetanduik* iem**(dii
dan^i r*«*«d b* «h« hninaii

n.u
d>OT*u; !>» wwd^d oedoi «<l «Un and ln«l*m*m * powaa
tbidai B di* <olo«lna:

n.j»

•addotO*ailonandraArBnani;T1«aereduROiMi*wortli^«l(h
taaraoBniban and tfB hyatMM *a (r««* a prBrtttNd badtlodW
aoiklniS*lome«M#ilrBll*i«ni. TMawaboanon-pkB
prewM dial ewai b* eomgBBd prte 10 eadi iBbw MwwWB kWailB.
Adddonadr. da Aioducl OimvltJ «a bra*Mown da iMiur«i hio
erlortSaod ia*r usrtn i«liMd to da or1^i»i( la*Br** tv in* In da
»Bt Hanrdnt nattno,

& rittrta MMAOCACNT

Deloitte 2018 PagcVm.523 of662 V



Attachm63l4?rE^MbNB^5<ltdlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

*>«(•« Mquirwntnti

dwfKnith* d*ie»of ihe pwetd bM^lwnm. fwWWine n

loarta bam tfM bMUai M Ow mpOMd nei to MMd «<Mfkt
»*h«»re1wTodt»dwxoe#2ewk*. M4«an**vtf« Mmall iMn
DMto dvuM iMit* «<d cermA to 0« tt«iD nw

nnnltmM wll b* ifMAtOid laingi («ie«r< ml to b* wrfdatf W
Km mder Mid 4r**'W by betft oartl« b »• iMm vM
rl«eu#iowt ch* cenoKi oMied.

PI.U

Sorlm: fbiorborfaeemiuofdtlViundi^niMOfvtimBacMd

10nil>«it»(| to *«ua'oamatti, Mir bllboan rwm MMdiUd
■Ah m«k MSOncMm d« proitow* d«f or plarmod b Uw ooroM
d*T. m otnt immtM bnw to ih* mm. Tho mm w« «mk to
moon rdtfi eUiM 01Hot ̂  irtMn tho umo bcodoto <nd «a
tm*«*nm»i| room otmAM tor tfwmididimtfM b
bwometu noodnv »iiioio uiki bvM^.'

n.if Donwbmeb from the erbt **«W| nmdn* CenvTMideiw 1me
M focus en In iho kcjA ledm.

n.1*

n.i«

«envl«tln«tetlatodiosorb«iend«f8biieb«Mchen lOmbwa
Mwertn* fho Wewtow eu*Oem:

rua

nji

Whot Mn I dobw M»v?

eemmitmonb?

loiitGOMidobmnbuvb b •UakobUot MidcDnvnwnicittai
"•nepmoni (bn and verb blh dw fbto'ehoiiQ locrafk •eoroortau
EomnwleedenmoMem dweudmi dw ertbct

«. rROJCCrMMACChCMt

Deloitte 2018 PageVtII-524 of 662



Attachm8aW^T^!dWb^a^i¥|5(^AI^1PSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS- RFF 2019-043/RFP-2019-DPHS-I9-DATAA

AOMhflWfa C-)

ConAcl aiiKflbMiend ibwthiw inrf ppenefyw tar th« (IlKMri

•  ("d Brqrirni rnd tadOua tw itawtaprrom of •pffoorUw
giir<»»BOrwl taveaft |USljSSSlSll
Wart wWi 0* Otp»«n«m w diKn* ta«ta«U procaMM. Mudlr^ MM

arwUlorw. and taatnaM rUw

Tlw pftfact nasi infli* «fB»4ka tdMan Ja idcprrura prMplM arta

& noica MMAOCMIKT

Deloltte 2018 PageVni-525 of 662 2^:



Attachm63n^?rE^Mbh®^iHAliVrPSHIRE - Department of Health and Human Services
Data Analytics Platform for Oplold Crisis
DHHS - RFP 2019-043/RFP-20I9-DPHS-I9-DATAA

Will not me«t

Will p«rtiatlY m«et

Wholly meet

Deloilte 2018 Page Vm-526 of 662 V



Atlachm8rlW|rEd6ilbhBiVlS<HAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9-043/RFP.20I9.DPHS-19-DATAA

,Now H^pshlre D^artrnent of Health Md Human Servlees
'bat.a Andybcs.P^ Q.Plold Crisis

ADDENQLIM^

On'O'ctdbar I6,.2018,.the New Hampshire Oepartmeht-or Health and Humen Services
published a Request for Proposals, requesting proposals from ̂vendors who are qualified
to provide a.software .system and associated serVlces.'fpr the'Depertment to Implement, a
vseaiflble Opioid Crisis Response' Managern'erit BuiViess Intelligence dashboard.
Tha Departmant Is publishing this addendum lo;

i. pei^e and r^iaee Section 2, Schedule of Events, wttti the follovNdng:

EVE^ DATE TIME

RFP released lo Vendbrs..(on or eboui) Oct., 16,2018. 12:00 pm-

Notification lo the ^.ate of the .number of
re'preseritaltyes attending the (Mandatory or'
OptlonaO Vendor Conference

Oct. 23, 2618 2:00 pm

(Mandate^, or Optional) Vendor Conference;
location Identified In Sedlpti 4,3: Vendor Conference

Od.3Q..2018 10:00 erri

Vendor Inquiry Period ends (TinaHnquirles due) Nov. 5..2018 2:00 pm

Final State responses to. Vendor Inquiries NOV..1B..2018,

Final.dale for Proposal submission p.ec. 10,2018 2:00 pm

Vendor-Presentation & Demo (2 hours) pec.17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 0:30 em

Selection./Notmcellon Dee. 19 lO.CO am

2019-043/RFP.201 S:DPHS-1 S-DATAA

Addendum-05
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NjBW Haiitpthlre Department of Health and Human Servtces
Data 'An^ybcs platform forpplold Critit

ADDENDUM #8

Ori Odober 16, 2019, Ihe New Hampshire Department of Health and Human'Servlcos
published a Reiquest for Proposals, requesting proposajs from .vendors who.are qualified

•to provide q tpf^re.tyiiem and assocWed eervtces forthe'Depertmenl to Implement a
-scalable Opiold Crisis Response Management Business Intelligence dashboard.'
-The Oepariment Is pubflshlng this addendum to:

1. Delete and replace Section 4, Instructions, 8ub-secdon4.16.Proposaf Format,
Paragraph4.18.1, Sub-paragraph 4.16.1.3, with ttiefollqwlng:'

4.16.1.3 Tho Propotal should also be submitted electronically via USB
Plash Drive

2. beiete Section 5, Proposal Evaluation Process, Sub-sectton S.5 Scoring
Detail, Paragraph S.S.I ScoHhg of the Proposed Software Solution^ Sub-
paragraph $.5.1.2

3. Delete and replace Section. 2, 0-2 Technical, Services and Project
Management Experience, Sub-iectlon 2.1, D-ll iSecurtty and Protection of
Data, Paragraph 2.1.6, with the following:

2.1.6. Topic 11 -.Project Management Methodology

Response Page Llndt: 10

The State evaluate the Vendor's iqrproach to project rhanagefnent
methodology.

2.1.6.1 Oescrlbe.the methodologlds used for erganlalng teams to Implement
solutions In an Iterative Agile methodology.
-2.1.6.2 Deserfbe how your approach meets the requirements for project
managem^ and testing the SMurtty of the Software application and.hosting
environment

2.1.6.3 How can you ensure the security arid confidentiality of the State Data
collected on the system?
11.6.4 What security validation pocumentaOon will be shared wtth the ̂ e?
2.1.6.5 Do you use Internal or external resources to conduct security testlrtg?

2019-043/RFP-2019:D PHS-19-DATAA
Addendum 06

Page 1 of 1 Or«gorySpino
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New Hampshire Department:of Health and Human Services
Data Anai^ics Platform for Opioid Crisis

4. Delete and replace Section 1-, 0-1 Proposed Software Solution, Sub«section
1^1 Topic 1 - Description of Solution, Paragraph 1.1.9, with the following:

1.1.9 In what ways does your proposed solution provide enhanced ease of
use for administrative users?

5. Delete end replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16, 2018 12;0d pm

Notification to the State of the number of
representatives atterxtihg ihe (Mandatory or
Optional) Vendor Conference

Oct. 23.2018 .
/

2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor Conference

Oct. 3b. 2018 10:00 am

Vendor Inquiry Period ends (flnal inquiries due) Nov. 5.2010 2:00 pm

Final State responses to Vendor inquiries Nov. 16. 2018

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation &'Demo (2 hours) Jan. 3. 2019

Vendor Presentation & Demo (2 hours) Jan. 4, 2019

Vendor Presentation & Demo (2 hours) Jan. 7. 2019

Selection / Notificatlbn Jan. 11, 2019

2019-043/RFP.2019-DPHS-19-DATAA
Addendum 06

Page 1 of 1
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N«w;Ham(»hir» D*partn*ritof HMhha^ Human Sarvkaa
Data Analvtlea Ptetform tar Qnlolrt gr<,l^ "

OFFICIAL RESPONSES TO VENDOR QUESTIONS
Data Analytics Platform for Opioid Crisis

No. OuesOon Answer

1.

Saclion 1, l^troduct(o^ 8ul>«*ctJon 1.1:

<A<Wn ̂  Oapaitmant. wtit^ area is the
main customarA;^slng t>e RFP7

The Oqiertnent at Heelth and'Hjmen Services, Oepertment dr
PubBc Heelth SertAces. Bureau of Infedlous Osease is releeslna
Ws RFP.

2.

Sacilen 1, Introduction, Sub-aaetlen 1.1,
Paragraph 1.1.18 AND Section 1.
Introduction. 8ul>4eetlon 1.1, Paraaraeh
1.1.28;

VWi the system oenettt from e capebiSty to
interect wth GeoAnatytic (OS) layers on e
rrteo?

Yes,

3.

Seclton 1, Introduction, 8ub-eectlon 1.2
Project Overview;

a) .Can'you expand the business end
enefj^cBl requirements for. the
environmeni?

b) What It tie Inventory of scTtwere?
c) Is ete ̂ ertnenfs oveisrcNno

sbetegy of eh opioid module compered
lo en o^d plettonn?

d) VVhatinvftstmerttshavebeenmaMto
dale to Infrestiuctrre?

el-Howmenyeysiemi does the
Oeperteeni maintain or have access to:
in reoarde lo tols eftort?

i) Vendors should define h«r ftey wl laverege the oerent.
infrestnxture Addttionafly. they shotjid describe any eddlUotai
acfiwaie and/or herOwara reqiired to eftoctvcfy ciewt '9ie date
and successAjiiy link disperete date sources kVcrder to create
en enterprise date enaiyUcs envlronmepL The resulting
entrfrorffntfS must anew data vtsuailnBons to be dynamlcatiy
updated In both Vie external de-ldentlfled system end Intwnel
muttMenent sotuVon. eVowing for cOent hfcrmeilon to be
rendered lor use by the Depervneni

b) 19TebieeuCreaiorLlcentes(rnosi.currentverticn)
8 core Tebteeu Sever Icense
15 uee Tebieeu eUemtng fv Creete
4 cere InformaVca Oeta Quaflty S£ Devetapmenl & Production
4 core PotrerCenter AE Oeveiepmeni & Production

oncwotA

eras

Orrery Siino
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Htm Hvnpcltirt D«ptf«nefll of HttRh tnd Hunxn 8«ivle«t
Ditil Analvnc» Plutfami far Qnl^M

No. OuocUon Anfwor . v'-

e cor* OracM Dotsbno EnttrprtM EdUon w/OI*gne«Ues oiT*
Tuning Poclc*

IBM Cognoo Bl (vonrion 10.2.1) b abo onranay uaad tt f«pe<l
rwaOh-rabM data bi NH HaaRh M1SD0M. Cognoa Beanaa and
aupport wD and In Marcfi. 2020.

c) Tha goal to to heva a Data Anatytica PUtform (DAP) In t&idt
varloua daahboards may ba oentalnad to toduda lha OpWd
daahboatd daRvaraWa of iNa RFP.' TNa daahtMard w4R maal
or axeead tha cumnt raguiramanta aat forth in INa RFP. Tha
OpfoU Atfiboard daUvarabia utDtolng lha foot 8 data aourcas
wfii naad to ba daalgnad to aDow for aeaUng out to conauma
additional data aomta and fodicaton to altow for a
conflnooua avoliAlon of tha 'dynamic daahboard anvtronmanf.

d) 2 Databaaa Sarvara: HPE BL480c Btodaa. Sl2Ga. 3.2GHZ 6
eoraa

2 App Sarvara; 10 corn HPE BL4e0e Btadaa. S12G8. 3.4CKZ.
lOooraa
Rod Hat Eniarp^ Sarvar Linux and LInta for Virtual
Oataoantara '
8 cora VPP L4 VMwara vSphara S with ̂ wratlona
Maneeamant Entarprtoa Pi

a) Curmntly tha Oapartmard haa dlracl aoeaaa to tha foOowfng
ayalamator Phaaa 1;

• MedleaU artd Commercial Clalma.

• Chid WaBira Caaaa.

• Drug and Alcehol Systam traatntan data and Mioxona
dtotrlbutlon,

• Wal Raeorda.

« Hoaottal EO SvrvaPanca and Poputotlon Data avatama.
RFP-a>l>043rRFP.amdOPt«-1Q-OATAA
oracwoaA

^93al3}
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N«w Htmpstiin Otpartmcnt.of Ht«Kh Md Human 8«r«1e««
Data Analvllet Ptetfann far QoteM Crtite

No. Quatiton Anawar

irto

• mora Imlad acccas to Mtdical Examinar and Emergtncy
Madical Sarvieaa data ayatama.

4.

SacUon 1. Mroductien. Sub>««ctton 1J
Pro^ Ovtrvttw. Para^aph 1J.12 AND
Sactioo 1, Introduction. Sut>-««ction i j
Contract Tarm, Parasraph 1JJ;

a) Tha RFP ftatia a plan to axacuta a Nol
le Exoaad (NTE) et $2,276,042. Is (hb
•ineun) lor (ha baaa jraar atsiilng (rem
tha ERictlva Data to AuguN 31.201 g or
la Ihb (or tha baaa plus bur opUon
yaara through Augusi 31,20237

b) Ooaa tha Oapartmam axpact tha NTE to
CDvar a Data Analytlca Pbtbrm (0AP)7

a) A eorina which rtatM from thb RFP «49 bwiudt a prica
tMtatton Not to Excaad $2,278,042 and a Complatton Data of
Auguti 31.2010.

b) Tha NTE to goatod at oovartng all of tha raqutratnaida tatad In
tha RFP to btduda at a laval tha dato^. propoaai.
imptomanutlon and tralnino taaeetotad with a Data
Managanwnt 0 Oovamanco ptan. Agil# Prc^act Managamani
atraiagy and toolaat to mova. (ha projoci to comptatJon,
TraMng (or tyatam admWatral^ analyata. databeaa
■dmlntotratora. and and umti on tha appimpriata toois aata,
craation of (ha Optoto daahboard lavara^ tha totntmad 6
data aourcoa wtth (ha abBly to acala to' many addUtorul data
aourcaa aa wtl at tha precata and training to m^a tha
cxtobng Cognoa raperta baaad axiamal data enatytica ptottorm
ovar to tha propoiud aolutloa To tha axtant pcMite. tha
eontnetar wM tovaraga axlttlng ha/dwara and loftwart.

S.

Sactlon 1, mtroductJon.'Suh-aactlon 1.2
Prolaet Ovarvlaw. Paragraph 12.2;

matrtea and/or outcomaa wfl ba uaad
to damonatnta that iha DAP improvta tha
cara ana wa6«aiflo or todMduab and
tarnBaa?

Many matrlca wCi ba dlacovtrad through tha (ntagraUen of data
into i caninllzad bvainaaa IntaSlganca and data aiutytlca
ptatfom. Some of tha axpactod outcomaa wlB be a batter
undaratanding ol whara aarvtcaa may ba ntadad. which aarvlcaa
ara utIQzad mora. graphkal and Inbrmatlon baaad medal
ahowtng paths to addtotlon.
Oanaraly (ha Daparlmant intandto to uw Uw dashboard to ab to
Idtntdytog hot-apot cemmunlUaaMtmegraphlc groupofcauatA
gapa to aanrtooA and Impacta of ftnaneial tovaatmanto mada to
certain aanrlcaa lor IndMduato with OUCVSUD. Thto wB help id
dtrad raaeureaa and orooram daalen to araai that wB bnorova

OCICMOSA
^9ef»

V.
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New Htinpthlrt 0«ptrtmen( of Hoalth ond Human Sarvtca*
Dat> Analwllea Platfomi lorOrioM Criata

No. Ouaitlon

Soctien 1. tntreduction, Sub-ooction 1J

Anffwtr

IndMduala accaas to cata and idealy rtduco opiotd ovtrdOM
(ilaflUaa.

Anettwr outeoma wO ba uaad In tha DAP ia to anhanea data

viaugfiaatlon and intaracthrity function* to prttani opioid-cttoiad
SaaOh ataOatlc data. Tha DAP wtB provida mora'eornprahanalv*
lindaralandings ragardtoQ mobUty and mortaBty rata*.

in addition to toa mulUpta quatty matrtc* coOadad l7y tna
Oaparttnam that ara Idantlflad In Uta CMS Adu9 Cora Sat. which
indudaa tha *uaa of epield** at hioh levala In partons wttwul
cancar' and tna ceneOrrant uaa «r epields and banzodlazaptnaa.
TTm Oaportmant ha* also idantinad a numbar of othar quaOy
matrtos for Subatsnca Uaa Oisordara (SUO) traatmant Mrviea*
Including, Initiation (accata). ongagemani and ratantion In
aarvfca*. dnlcaDy appro^ta aarvlcaa and traatrnahi:
cempiaoon. Likawla* tha Oapartmant haa IdarVJilad numbar
outeoma matrica (or SUO traatmant aarvtoa* Including Ihoaa
Idantillad In tha Natiortal Outeoma kAeawras (NOMS) mada
avaBsWe tiy tha Fadarsi Subatanca Abuaa Mantai Haalth
Sarvlcaa Administration (SAMHSA). Tha Oapartmant raqtirta
tha abttty to eondud multhrarlata analyala of theaa and a vsriaty
ol ethaf haeKheata and aocloacenomic data to bnproyt aarvtoa
quality and outeoma*. Inciudtog tha atHDty to cempara PHI wOh
pubUahad non • PHI data. . This torormailon wU ba ulinnd to
Idantify and raaoha quaSly laauas at tha aarvtoa type, program or
syttama lavai and to addrasa any aarvtoa qusDy iaauaa
axpartanoad by dlenta acrota tha ayattm or by particufor
damographic gnxipa and or in eertsin gaographtodi area a.

Soma el lha da«lrad type* of chanoa to ■ more Intaoralad viaw of

PFP.30t»«43«PPP-»1bOm3-t»-OATM
OOcWQ&A

Pa^^elU
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N«w HtmpsMrt Department of Healtti and Human Servfcea
Pitfi Aniivifti PlfltTflrm fef QbIqM Crliit

No. Ouaatlon Anawmr

Project Ovir4*w< Paragrapfi 1X9:

la the deaind type oi dianga
reeuUng from the OA^

the Ala eaeoclated with the Opiold crisis ecroea difMrem Ate
loufAt ea weD as ths Imptementallon of a deti mtnagemerd
and govamance ctrstegy coupled with e prefect minegenrent.
training and cuetalAbDlty plan to continue the effoA loowird.

For ttM New Hampshire Department of HeaBh artf Human
Setvtcee to eetabaah extraerdlnatY internal end ^rrtai (adng
data anelydce capacity to:

• BeAr unAratind the variety of Intaroonnecied htalh and
aortal Isauas Impacting cfltnta aarvad acroaa dlftarenl (arrd
aomatlmva pcDgrem areas.

• UtDblhg Ate to Impreva eervict quality and Asign, Indudirig
battar Intagretlon and eeerdtnalton of aarvlcea

• Monitor and improve perfonnance. efflderrey and
. affacUveneas of progrema

7.

Section 1, Introduction. Subjection 1.2
Project Overvtew. Pangraph 1X4 AND
Section 1. introduction,.Sut>-eectlon 1J
Project Overview. Peregraph UJ. Sub-
peragnph UJ.9:

Hae the Oepertment decided to use Oncae,
Informatlce end Tebleeu for (hfa eohJtlon?

rhe OaA.imani As Added to utsta exbting kweetmenta In
Orede. Intorirallca end Tebleeu In the Ate anstytlce ptatfoim.
AddUorui software and Arthvare as apptlcaUa should to
AialM out In the reapenae and shall Indltota how the aoftslon
wfll Infagrete with extating Icchndogy.

6.

Section 1, Introduction. Sut>j«ctlon 1J
Project Overview. Paragraph UA:

a) la capacty, Keenalng avaOsble?
b) lathe vin^expected to halpwrith or

pertldpete In the Implementation of the
'' Ertterortee Bualneae Intelloence

a) As Answer #3.

Addltlonelly 3 more Tableeu Creator Iceneee and Ahlng wUI
to purchiied by DPKS in Ihe coming months for e total of 10
Creator Uceneea.

b} The cxpeetaAn le that the wiedto vendor wO lAntlfy and
leverage the exlaling Enterprtaa jntanigenca Ptallorm wttere

Rn>-20lMM»Rn>.20ie.omS-10-OATAA
oneaiOM

PegtSefX)
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N«w KvnptMr* Department of HiiiBh and Human Otrvlcaa
Data Analvtlca Platfofm for QokiM

No. QuacUon

PIstterm?
c) Hew doaa Uw cuia ajQtct D>a DAP wd

Haraei or nagnta win tna Eiaarprtaa
Btnfnaaa Intai^nca {E60 platform?

0) Pliaaa ctirtfy tna currant noathg
anvlronmanl at the Enlarpnaa Butlnaaa
tntaOganca ptatfarm that b batnp
lmplim«ntad En partnarahlp win lha
Oapartmant of Information Tachnolegy.
la inia heated tt a SiM data canter or
by a thlnHtarty Vendor?

a) \Mran wfil tna Entarprba Buclnaaa
IntaDpanea (EBI) be avalabia?

f) tMStha EBI kwljda alof the data

aourcaa ratanncad in thia RfP and
theaa data aiarrtanta nouaad in Oracta?

g) Can tna auxwuful biddar butu thalr
aolution tnlng the data aourcaa
centabad In tha EBf?

h) How many data aourotacempoaa tna
data warahouaa?

0 How traquantfy ara data aourcaa
ratraahad?

1) ^Mrat wotuma of data doaa iha
Dtparbitant anUdpata wQ ba prooaaaad
throu^ tha DAP?

k) tMratintartaeaa art in ptaca to aand
and recall data? (SfTP, ̂bAPI, ate)

I) In what lormatfi) doaa raw data
tvplcalv arrtva tnto tf>i data warahouaa

Arrewar

appVeabia to their aotui^ Tht goal b net to bnU the
pceantbl options by the currant tachnolegy In pbca wtMn (ha
orginlzalton; however In order to maxkrtlza the Invaitinari
thai the Sbb of New Hampahira haa made on the pbttorm B
b rtoommendad that the aolutton Idantify t«w the axbting
pbtbrm wi9 ba utilbad to meal the dallvarablaa of the RPP.
CurrtnOy the pbtfoim b an on pramlao aoaidon in the abta
data eantar admlnlatarad by OapartfMnt of tnfonrtalton
TachnoloQy eaffand Oapartmant aaff. The prafaranea win ba
tor the prepoaad aolutton to anhanoa the axbdng anvlronrrtant
thai the State haa to auocaaatuDy meat (ha dalvambba of itw
R^P,

c) The DAP b i part of the Enbrpiba Busintsa Intaliganca (EBl)
pbttorm. The two piadorma tavaraga the same (oobata and
provlda a dynamic daahbeard baaad anvlrenmant Irom wtlch
reports, anafysb and dacbbn matong can ba obUtoad.

d) Ciarantty the pbttorm b an on pranUaa aolutton In the sbb
data emrtv admkibtarad by Oapartmant-of Intomiattoo
Tachnotogy baft and OHHS iUff. The prafaranea wQ ba tor
the pnpoaad. aobtlon to anhanca the axiblrg anvlronmsrrt
that tna State haa to auccaaafuty meat tna dtBvaribba of tha
RFP. alhough additional anhencamanb need not ba on
prtmlaa tf the aolutton b beat Impbrrtantad anoiNr way.

a) The EBI which anblb the hiidwart and aaaecbtad aeftwara
daachbad In the invamory In quaatlon 2.b. wll ba avalliUa at
the and of Oocsmbar ZOIfl.

The RFP diOvarabb el the Oplold dashboard wtt rwad to
tocajda (ha piobaatonal aarvlcaa raqulrad to brferg In or modal
bra 8 dab aourcaa rabrencad to db RFP Irte da EBI
pbttorm tor uaa wcn da Oab Analytics Envtoonmant. The

RFP-ZnPOaMtFP-aPIPOMS-IPOATAA
OneblOaA

PagaecfS
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Naw Hftmpthir* Dtptrtmant ol H««Rh and Hunoan Strvtott
Data AniMtea PUtform tor QotoM CrfaH

NO. OuasUon

prior to procMSIng? (CSV. XML, JSON,
ate.)

fVP-3Dl»«4MVP-3d10-0»«-190ATAA
oaiewoaA

Pagtrcrs)

Ancwor

currant EBI pbHorm it In davetopmcm. Out It wU oontiin
Madlcald dabna data a modaltd 'lom, and aourea tyttam
cepita.ot additional data aats wtilch w)l need to bt modeitd
aa part of Iht naw aRod. Aa explalnad In quttden 1 tNs RFP
la to provlda tha profaaslonal aarvlcaa to daalgn and
Impiarnant a aoUlon with aaaodatad trairting to bring muUpla
data dl^rata data aoureaa togathar Into a data warahouaa
anvtroflfnara to ba lavaragad by adadng aoftwara and
hardatra and augmantad with addlkinal aoftwara and
turdwara aa appUcabia to craaia a data arutytica ptatform In
which lha Stata of Naw Karnpshira may lavaraga to eraata
dynamic vlauabaitona and raporta of .data to ba uaad to
iddrvaa tha OpiM ertaia and ba abit to acala out to contlnut
to intagnta data aouroaa Into tha anvirenmant bpm othar
HHS. State Agency's, provldara, partners, and vendors as
appScabta.

0) T>>a tuccasaful biddar wD need to propose tha proeats and
provlda (ha naeasaary profaaslonal sarvlcas to tha data
•ourcas Into tha data wartliouaa and EBI to ba laad lor the
Optold dastard and data analytiea ptsltorm. aaa gut^n S.
F. tor mars informallea

h) The data wsrahouaa b corolBntly evolving al tha time of Ihb
rttponaa tha data warahouaa currently houset 2S data
•ources.

0 Sea Answer 14

J) <• 250 MUton racorda par bngb batch wtodow
k) Oapendlng en iht aolulton tha biddar ahouU propoae the

preferred methods of aandfreoelve

1) Ftal rUas. Oracle. SOL Server, DB4
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N«w Hampthlrt 0«pirtment orHttU) «nd Hinun earvfcat
Omn Anatvttei

10.

Oucctton

Section 1, Introduction, SulMoctlon U
Proftct Ovtrvltw, PortQnpn 1.3.1.3,
Sut^rogrtph 1J.IJ:

0) Vffl o»i oaptrtmont m(v« •• • Sycttm
Intogretor (SI) or nU (htro bo on Si
vender perfonnino tMi role?

b] MthoOepertmetrreexpoetetSonmei
{bat me eelected OAR vender wH eleo
be reapontibli ter buBdtng an
Enterprtee Data VMreheuae?

e) Hm the Oepertmeru contncted wOh a

vendor to bufld the new data
Moreliouao?

d) It», veto b tbe vendor?

Artewer

Section 1, tntroductlen, Subeoctlon U
Project Overview. Peragraph lj.ij.
6(d)-piragraph 1 J.IJ:

Are vendor* required to eecure data wltMn
a Low or Medereta £nvlmnmertt, at
daflnad to FlPS Publication iflS Standarda
tor Security Cetegerlzaibn of Federei
tofarmatton end Irttermetlpn Svetome?

a) The Departmera, to conjunction with iha Oepartment of
Intormetlon Tecfvtelocy. wll oervo aa tha eyetam totegrator tor
t«a aototlon; however the prebaslonal aeivleea cemponenl of
the contract vril rtead to addreea Iha nocataaiy reaouroee to
augment Stete of New HempaMre'a cunert toamrx; to
aucceeafUBy eddreae aytoem totagratlon aa wefl aa data
cbartatog. creation of dab wirehoueee. dab marb, multi-
dlntenslortel dabbaae vbwi. and anocbttd inlnlr^ of
exieUng cbia of New Kampehire tttff to attcbln and eeeb tha
aelullon.

b) The CAP verier w« aeabi to oondnued arehltoctural deaign of
the dab warehouee end anafytica ptatform,

c) CurrenQy m* departmant haa an axbdng certtnet to bufld out
the enbrprtaa bustoaea tobOgtnc* ptattorm todudlni tha oaw
data warehouae.

d) The current vendor aupporting thto eltort b Oatolb.

Uting Federal Inbrmatlen Preceaaino Sbndard* (FIP81
Pttoflcatlor 196 abndarda the Seeurfty Cebgorbation (8C) tor
mb dab b Confidantblty^igh. Irtegrfly-Wgh. and AvalbbWly-
Medarata. Venders wio be required to eecure Ihe dab bated en
thb8C.

11.

Section 1. Introduction. Sutveoctlen 1J
Prqjoct Overview, Paragraph 1 j.f:

Can the Oepattmenl provide a Bat of
vandoia who attended tho biddefi'

AFR>2cn»b43ivp.3m»^3rae-i»OATAA
oacwQtA

^ceflers

See ACochment *1
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Ntw HimptMrt Otpirtmtnl of HmOI) and Hunian Strvtcaa
Data Analvttea Ptotfonn for QbtoM Cri«l«

No. Ouaitton Ahtwer
cenfaftnoe?

12.

Saction 1, Introduction. SutMoction 1J
Project Overview. Paragrapti 1JJ. 8ub>
paragraph 1.2JJ:

la K the Oepertmtra'e intent ttwi the
aalected vender la^taie a proceea to
develop the Oepartrrient'e data aha ring and
data managemenl approach. «v«h reaped
to inteiagar^ legal contracting, data
ehaitng and Data Ueaga Agreemerde. In
addlBon lo imptementlng a data
oovamance atnidure?

it b the Oepailmeni'a Inierd lo nave the eelected vendor (acmtate.
document.. design and Implement e date govenwnce end
manegement aoiution. Thta wQ hdude overeR management or
the avsBabRlty. utaldlty. irdegrty end lecurKy of data usad in an
anterpfiaa and ataocblad organization itructure. proceduraa and
plan to axtcuta. DHHS hae axhUng data sharing agreemtnts and
legit rtaourcee to wppoit these tgraaments. The vendor would
incorporate theee egieefnents Into the overefl data govamanoa
eohillon.

13.

Section 1. Introduction, 8ub-«acUon 1.3
Projact Ovarvtaw. Paragraph 1.3J. Sub'
paragraph

le 1 acceplabta to have web-heaed end/or
virtual training In combination wtih In-
oareon trelnina?

Yat

14.

Saction l. Introduction, Sub-eectlon U
Project Overview. Paragraph 1.2 J. Sub-
paragraph UJ.S:

a) How frequentty are tha currant data
aourcat gaiharatf?

b} \Mwl would be the etandarde tor *raal

time' Infennatton gathering?

'

a) The rrequtney of date updalee depend! on data aource end
type. Currently: vital rtcerde deta (birth end death). B b
updated dally to the extstlng data warehouee by tha NH VIUI
Reobrde Reglitry: AHEDO (AUomated Hospftel Emergency
Oepartrnem Data System). K b uptoeded mutt^ Umes per
day lor syndrome cisesincaiion. enatysle. end reportir^ ftom
en twenty-six (26) New Hampehira acute cere hospital
emergency depertmenis: Medlceld end ComriMrtJet cislme
date updstee era currently monthly: Drug end Alcohol eyslem
deta itpdatce era pienned to be monthly; ChBd Welfare data
UDdatea are weeldv: Pooutation deta abimatee ara ubdilad.

oeicttioaA
^9Gf»
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Ntw HtmptMrt Otpartmtnt'ef Haalth and Kwnan Sarvlcat
Data Anrtvtfcm far nrtow criala

Ko. Ouattton Anawar

amualy.

b) Tha axpacUtlona wB ba thai tha data la rafraahad daHy latteaa
the Information being obtalnad for lha afiort b ni avatoMa
daily. In thb caaa tha axpectatlon b data wfl be loaded irts
the EBVdata wtraheuea to be avalabb to the data arvlytba
piBtferm wtihb 24 heura of receipt Through the pro)eel it n b
identlAed thai more fraquam avalabllty of a data ayatam b
valuabb and baabb lha var>der w«i be rtapcrwteb tor
impbrnenting the Improvameni In the EBifdab warehovee

15.

BactJon 1, lntro<tucUen, 6ul>«aetJon 1J
Pfojaet Ovarviaw. Paragraph t.2.11.
But^ragraph

1MB lha avaBaMa data en IndVldiaa ortfy
Induda Madlcald raeUanta?

Tha avafiibb dab on bMNiduala b not imiiod to Medbald
rtdplanb. buf oovora an hdMdtab raoordad wlhin aach dab
•el.

IS.

Saetion 1. tntroductlen, Sub-aacUon 1J
Prefect Ovarvkw, Paragraph 1J.1l.
Std><(ur8orapt> 1J.11.7:

a) Plaaaa provkla a Qcl of data aourcvi
curranlly avaOaUa (or tha tr^l

aotuOon?
b) Ara Naioxona SaMoaa a currant or

(Mura aeurc«tr«am7
c) Vtbatapadflc data aouroafa) ara

bKhJdad ̂ htn the cstagory of Crtmlrtal
Juatloa?

e) The Ost of dab aovcea aia trtdudad b tha grtphb b
Appanctoi D. Section l.l.2SandapocffbaBy they are;
1. Medieeld and Commercbl Member trtdCblme
1 ChBo Welfare Caeea ■ ■

3. Bureau of Drug and Alcohol Sarvicea and Nabxona
Barvlcea

4. VIbl Racord* (birth and daalh) 4 Madlcal Examinar
5. Uva Hotplbi Emerganey Oapartmani SurvaBbrtoa
(AHEDD) - Aulsmatad HeapfbJ Emargancy Dapartmenf
Oab ayttem

B. Emargancy MaOcei Sarvfcaa (TEMSIS) Trauma
Emargancy Madlcal Servbea

7. Popubtlon Haatin Oab cuntnOy tocatad on
r«lw:/Mtedom.dhh».nhooyiS»4*dom/

onaaiOftA

Pa^ ioar»
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Nfw HvnpcMn Otparlmtnt of Htalth and Hurnan Sarvlcaa
Data AnaMkra Ptatfomi fof QoloM Criak

No. OutaUon Ancwar

8. The ibt of data aowrcaa ara bKfudad In tha graphic In
Appandb 0. SacUon 1.1.29 and apaclflcaOythay ara:

b) Natoxona Sarvlcaa la a futura aouna ayatam. Naioxena
aarrfcaa ara a currant aouroa. ot data. Howarof tha
Dapaitmani axpada to ha«a naw natoxona aarvica data
through a dtffarant dato aouroa in tha futwa. which would naad
to ba Intagratad Into iKa'fUura priaaa of iha.pro^

c) NCJRS: Nattonat Crlmtool Juatlca Rafaftnca Sarvtea. Thoaa

Criminal Jusica data aourcaa ara in acopa'tor phaaa 2 and
hava net baan daflnad.

»7.

•action 1, Introduction, Bub-ooctJon 1J

Praiact OvBfvtaw. Paragrapli U.I) Non>
Eicluslvo Contract:

WovU Ow Oapattmartf walccma partlaJ
Hdi7

Me.

Tha Departmeri wQ not praduda bida bom primary wandora who
auboontrad w«h othar vandera to maai tha ragubimanta of tha
RFP.

te.

•octlon 1. Introduclion. 8ut>4«eUen U
Contract Tarm. Paragnph 1.).2:

Vtfdl )a tha anttdpatad tfteeUva data tor
yair ona (1) of tha contract roauSUng from
mURFP?

Tha antldpatad aftadlva data wlB ba NH Oovamer and
Exaeuttva Coundi ravlaw and approval and al worh aaaocbtad
wtih tha daBvaribitt eullnad-wtthin tha raaUUng cordracl mutt
ba compUtad and Involead no blar than Augual 31.20tg

10.

aoctten }, SctMduia of Evanta:

a) VMianwdl Invttatfona boaart torvandor
prcaantadona?

b) Can tha (knalna ba axtandad ao
Mndora can malea liaval arrangamanta
tor tha praaartitlen?

c1 iMialblbaetodnadataeftfiaRFP?

a) Tha Dapartmani axpacta to aand Invltattona tor vandor
proaantatlens during tha waali ol: Dacambar t7>21.20tA.

b) Saa Addandun #9

c) Saa Addendum #8

ftFP-3Dl»04a(VP>30l».CfHS-1»«ATM
OOeaiOlA

^gt lie's
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Nn* Huniithlrt Otpartmtnt ol Haalth tnd Kivnan 8«rvlc«*
Ditu Analvtica PMIom tat QotoM Cri«>«

No. Otaatbn Answar

Sactkm 4, tnstnictions, 8ub4«eUon 4.1 '
Propoul Sutairdnlon OMtfniM and
Location tnttructlona, Ptr»onph 4.1.4,
8ub-ptrignph 4.1.6.3:

20.

Would n ta ponIM lo r«c*lv« tfw oripinaj
•dHabta US Word tormtl ormt RPP

OocumonU *20l0^>4S-r1)>-2010-dph»-l6*
dad*', tnd *20tao<V<fp-20l 0-<lph»-l8>
dttBt-«d4*7 Wt intinpttd lo oerwtrt lh«
PDF to irw odlttUt >^brd tormtt but tho

Intagrlty tnd rormanlnQ of tnt doaimtntt
did not titntftrevtrwtB (!■•• iNid wart '•
tfgnificsnt tmouni of otcttora of llw RFP
that wtn tnoorrtcOy mlaaBBntd}.

No.

Trio C-2 AlUctvnanl .xta wD Oo pubtabod to (bt Dtptrtmani RFP
wabalto.

21.

StcUon 4. Irtatructlons, Sub-ttction 4.1
Propoatl Submlaslon Ottrfllnt and
Location tnatructiont, Ptragrcph 4.14.
Sub^rtgraph 4.1.64 AMD Stctlon 4,
tnctnictiena, 8ut>-atctlon 4,16 Propoatl
Format. Paragraph 4.16.1.9:

Dota Iht Otptrtmard rtquirt beUi a US8
and CD'of tha oroooaf?

Trit Oopartmtnt prafars ont (i) alactronic eopy of tho r*tpon«
to tho RFP on a USB Flatfi Drtva.

Saa Addandtm 68

22.

8tctfon 4. Inttructiona, 6ub-MCtion 4.16
Proposal Fennat, Paragraph 4.16.1.4:

t) May vtndorauaa smaOtr fonts than It-
point for htadtra. footsra and laWaa?

b) May vandora uaa a font tvM othar ttun

a) Yaa. lor hoadara and footars. NoontaUaa
b) Yaa

RFP-V1»««3m^»1^0ms-1B.0ATAA
OOeaCttA
^ latf »
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Attachm63V6rBdBfi>hB)^iiAlMPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS. RFP 2019-a43/RFP-20l9-DPHS-19-DATAA

New Htinpshb* Otpcrbntnt of HtaRh and Human etrvtcaa
Data AnalHtea Ptntfofm faf OoteM Crfak

No. Quaatlon Anavrtr '
Timaa Naw Reman?

Sactlon 4, Instructlona, Sub aactton 4.1S
Propoul Fermit. ParaQraph 4.11.14: •

23.

a) May vandort number ihe papaa by
ma)er aaclbn (Sactton l-l. Sacbon li-
1)7

b) May vartdora tiduda the total number
or papaa in thaV numbering tormal?

c) May vandora axehrde btma.
■ttachmanta. tsba and taWta of
conteffia frem numbertna?

i) Yte
b) No
c) Vaa

Section 4, bittnictlona, Sub-sactien
4.18, Propoaal Content, Paragraph
4.1IJ:

24.

a) It thara any room br ocgotiaUen on any
or the ttrma and cendtdm?

b) It yea, deaa the Dapartmani raqulra
vandora to csfl out any objection or
txcapOertato the RFP tannaind
oentftlona. including to Appandh H:
Stare otNtwHtm^hin Ttnns a/id
Contfffona aa part el the propoaal
aubmlailon package?

e) Pleaw dartfy thai the note In Section
4.18.12 meana thai a8 appendteaa ihel
may be raaponsive to Appendb 0
ahoutd be Muded in the eriginal
vtibon el the propoaal. but net tha
ceolta

a) Yaa
b) Yaa, Saa Attotfurtanl #2
c) Tha Not# appOaa to Sactton 4. InatrucUona. Sub^aetlon 18

Propoaal CoiCant. Paragraph 4. i S. 11

OneblOiA
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AttachmSaM^^Eflafb^®W|i^HAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS- RFP 2019.043/RFP-2019-DPHS-19-DATAA

New ttampiMrt Dtpsrtrrttni of HtaKh end Human Strvicaa
Data AnaMki Ptotfnnn far Obtold Criah

No. OuicUen Anawar

25.

Soetlon B, Propoaal Eviluatlen Procou,
8ut-aoctlen lA biiUal Scrttnlng.
Paragnph $AX Oral Intarvtawa and
Product DtmemtriUom:

Ma tnt Qapartmcni In^ afl vtndera to
peitldpata In oral bitarvlawa and product
damonatnttona?

No.

20.

Sactlon B. Prepdial Evaluation Precaai.
8ut>.a*cUon BJ Scoring Oatail,
Paragraph fj.l Scoring of tha

PropOMd fioftwara Solution. 6ub>
paragraph 6.B.1J:

R aatma Ihis portion of tha taxt b '
trvncatad. plaaao prortda ctaitflcatlon..
Tha RFP raid* Tactora Induda but tra
nollmltadto: '

8ae Addandurn «8

27.

Sactlon B, Proposal Evaluatloo Procaaa.
Suh.aaction S4 Seortng Dalall.
Paragraph SJ.1 Scoring of tha
Propoaad SolNrara Solution. Sub-
paragraph 84.1.).S:

Mtal b iha omnt Oapartmcnl standard
torbrewaara?

Currant standard tor browaara la Intamal Exptorar 11. Edga.
Firafox and Chroma

28.
Sactlon 6. Proposal Evaluation Procaaa.
Sub^actlon IJ Scoring Oatail.
Paraoraoh SJ.I Bcorfno of lha

Statbdca and aaaumpUona wlO avoha through dbcowary and
bnpiamantittons oraokjdona.

•VP-20l»-00«FP-»1«5eHS-1W>ATM
oetawoiA
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AttachmSaWrfida^b^®W|Sii^lMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP.2019-DPHS-I9.DATAA

N«w N«mp«htr« D«panmwit erNMtth tnd Human etrvtcai
Data AnaMtea Platfomi tef QpIqM CriaU

No. OuaiUon AntMar
Propoaad Softwara Golutton, 8ut>>
paragraph S4.1.4.1:

Ooaa Cia Oapaitmare htand to provba
ctatistlea and ataumodons?

29.

SactJon t. Propoaal Evaluation Procaaa,
Buh oactten M Beortng DaUn,
Paragraph 14.2. Beortng of Vandor
Tachnleal, Btrvict and Pro>acl
Managamant Propoaal, Bub-paraaraph

Vtai tachnotoglta. apacdlcafy. deea iha
Dfoartmant hava in olica?

Sat Anawar P3

30.

Appandli A. Background tntormatiofv
BacOon 1, A-1 HaaBh tnd Human

Barviccs, Bub<«actJort 1.1, Paragraph
1.1JI:

a) Maragtncy data utaga
agraamtnta bt nnal at of pro)aci
idcfceir?

b) la tha Ingatiton of data lo tha brgat
anvfronmant a daUvtraWa of Ihia acopa
of ivorli?

c) tMwnwtldatabaavalabioloruaaby
maorelacr?

a) Afl of tha data aourcaa In phaaa ma wfl hava data unga
agraamtnta h piaea aa of iha profaet ttait data or afwrtfy
lharaaftat. Moat of tha data acts art Oapartmanl data aata.
Saaquacdon 14

b) rta

c) OnorwttMn iSdaya of projaci Aait data baaad on tha Siita'a
raealpt of namaa of tha uaara thai w(l hava accaaa and
aaaociatad papanwerk la comptatad.

31.

Appandii a, Background Information,
Bactton 1, A-1 HaaBh and Human

Barvteaa. Bub aacUoo 1.1, Paragr^h
1.14B AND AeoandJi A.Backoround

a) Oapartmanl of Htakh and Hkanan Sarvlcaa

bi Baa Anawar d 30A

c) No

RrP>»1»0«»RFP.2DlM»0.lO.OATM
oncMOaa

^iSefS
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AttachmSHWTEdBibhS/VtSiidlMPSmRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS.19.DATAA

Ntw'Htmpihirt 0«ptrijn«nt ol HMlth «nd Human Gtrvkta
P«tJi Anrt»tk« Ptotferm tor QtWold Cri«l«

No. Ouactlon Anawar

InromtatJon, 8«ctlon 1, A-1 HeaKh and
Human Garvtcaa, 8ub>Mctlon 1.1,

Paraoraph 1.1.27:

a) govaming body will ovanaa tha
MOfk on tha data?

b) VMP approval! on data ba obtalnad irom
govaming bediaa prtoi to tha projaa
fisrt data?

€) l«'AHEDO Iba only ayatam torwmich
data b avalabia?

32.

Appandli A, Background Infonnatlon,
S^en 2, A4 Oapartrwnt ol
Information Toclinoiogy and
Tachnefogy Stalua. Sub-aactlon 2.2, A-
2.2 Futura Syalama Environmanl:

•) Ooaa tha DapartmanI rtquira Oaaign
Thinking Workahopa or Uaor Joumaya
to dallna tha uaar axparbnca?

b) NNhattypia ofaaarch fundbnaliiy doaa
tha Oaeoftmant rootXra?

i) Yaa . ,

b) Saarch ahould ba kicerporatad throughout tha aniira aotutlon
and alow for a global; atta. or Bam apadnc functkmaHty

33.

Appandii B, Minimum Gtandarda for
Propoaal Conaidaratioo, Saetion 3, B.3
Currant Uaa of Vtndor Propo^
SofTwart - Currant' knplamcntad SItat of
Vandor propoaad Sotlwara ol Selullon
<NOTE: IF APPIJCABLE>:

a) VAI a fuly impiamtniad and oparallonai
oilol Inatanation of tha vandoTa

■) No. tha Dapartmant'a kilant b to hava axampba ol werMng
and fuBy opiirational ayatama.

b) Yaa.

RFP>3»1»-04a«RFP-201ft«aV<S-ia.OATAA
OOdUO&A
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Attachm85l/^Jr^eWo^®&V|6<HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis.
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Niw Hampshirt Dapartmcnt.or HMRh and Human Strvicat
Pita Anilvttci PUittenn lor OcrioM Criala

No. duaation Answer
Softwart or Solution atAa In

Oovammant anttUaa that ar*
oomparabtt ht'tlza and oomplexlty to
tha Statt of Ntw Hampahin maai tha
raqutramanta of INa aaetlon?

bl la Ihia raoulnmahl manditorv?

•

y*

Appandli B.'Mlntowni Slandarda tor
Proposal ConaMaratlbn, SacUen 4. B-4
Vander ImpiamantaUon Sarvica
Eipartonca Tha;

la (hta ra^lramani rnartdatory? YSS.

TNs raqUrtmem may ba mat through tha provlsleii of three (3)
(uUf Implemartad and opantional wlutions that era aimbr In
stzf and complaxlly thai may not ba govammant soluiions. but
rslsta to public or p^ata health or human seMce progtsma.

35.

Appendix 0. Topjea for Mandatory
Narratlva Raaponaaa, Sactfon 1, 0-1
Proposed Softwara Solution AND
Appandii D, Topics for Mandatory
Narraliva Raaponaaa, Sactlon 1. D-1
Proposed SofTware Solution. Sactlon t.
D>2 Tachnlcal. Sai>dcas and.Projact
Managamant ExpaifatKa, Sub-aactlon'
3.1, 0<2.1 Security and Prota^km of
Data, Paragrtpl) 2.1J, Topic 11 - Pr^t
Management Methodology;

Sea Addartdum M

RFP-3l>lO<MMrP-2m»OI^1»-OATAA
oneaioaA

^gt l7dS
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Artachm8awrEdMbh®V|i(HdlMPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 2019.043/RFP-2019-DPHS-19-DATAA

New Htmpthlrt Otpartment of MMlth tnd Hunun Strvlctt
Din AnUvMcaPtotfocmfDrOrioldCrteta ' •

No. OiwiUon Answer

(s M pogt Hmn for r««ponm to
Pfo)oc( Minoo«monl MolhoOology Mctton
ftv« fS) pram or tori (10) Doom?

. 3®-

Appondli 0, Topics for Mmdstory
NorrsUvo Rosponsos. Soction 1.0-1
Propesod Softworo SotuUon, SutK
.soctlon 1.1, Topic 1 - Doscriptlen of
Solution:

0) ShouU narrstNo rosportmo bo brokon
out soeerCirto lo ooeh topic tdanUlM In
thoRFP?

b) Do vondoro nood to ropost tout tbjol it in
thioooction?

c) if 0 vondor rtposts loxl b iho ropootod
toxl Indudod In Itw ton (tO) moo Imit?

a) NorraUvo rospensm moy bo brokon out to mch topic or may
bo prepoood is o oingb- roopento oo long oo rooponam
oddrom <ho roqulromonto doflnod wtfiin tho RFP.

b) No.
e) Ym, If in* vsndor choeoM lo ropoot loxl 1 wiD count ogolnol

the 10 pogoBmft.

37.

ApporKlii 0, Topics for Msndotory
Norrotlm Rosponsos. Section 1, D-1
Piopoood Softworo Solution.
soction 1.1, Topic 1 - Doscriptlen of
Solution, Porogript) 1.1.IB:

Plosoo provido s oummory of tho rolo of sn
insMClor.

Sea Addendum f 6

!

30.

Appondii 0, Topics for Mondotory
Nofrotlvo Rospmsos, Section t. D-1
Proposed Softworo Solution, 8ut>>
soctlen 1.1, Topic 1 - Description of
Selutlen, Pors^oph 1.U0:

Con vou Indudo softworo roboso ind

Sm AnaworJS

omcttfOtA

Pig* 10^33
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AttachmS3Wff^EfiWb^ffi^WiAliVlPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP.2019-DPHS-19-DATAA

Nfw Hampfthirt Dapartmtnt of HmUA and Human Sarvkai
Data Analvtica Ptottenn far Cri«U

No. OutUbn Answar

varaiona lor rocalvlno ivtiama? -

39.

Appandli D, Topica tor Mandatory
Narratlva Raapontat, Soctlon 1.0*1
Propoaad Sollwart Solution, 8ub-
Mcllon 1.1, Topic 1 - DoacrlpUon of
Solution. Paragraph 1.1.2S;

a) Can iha Otpartment prevtda an
entargad QrapNc lo vanderi?

b) NAtat la tha anlidpatad Uma partod lor
Phaaa 2. long larm anhaneamanta by
tha Daoartmant?

a) Saa Attatfimant #3

b} Phasa 2 is antldpatad to taka 6-24 montha dapandb>g upon
data ahedng agreemani Urrtellnas.

40.

Appendli D. Topics for Mandatory
Narratlva Raaponaaa, Sactlon 1.0-1
Propoaad Softwara fioiuUon. Sub-
faction 1.1. Topic 1 -Oafcnptien of
Solution, Paragraph 1.1JS;

Plaaaa dafina 'CORbT end provlda
addBlonai eentaxt; piaasa dnBtantlaia
•CORW and 'DAP*/

Comprahsnalva Opiold Raaportsa Budnaaa imatUganca (CORbl)
la tha pre)ad nama that wil daOvar an' Opiold Rasponia
dashboard tystam to halp Intagnta data for usa by program
artas, providers, snd tha dttzans to assist In the raspensa to ths
Opiold crisis.

Oats Analytics Platfonn (DAP) Is tha plalfbrm that CORbl wOl
rsslda oh and wU ba daflvarad as part of lha RFP rasponaa
lavataging the evfstInQ EBI (Entarpdsa BusMaaa lntell(^nca)
platlorm and addressing ■ straamenad approach for lha
Inlagration of dbparata data soureas.

41.

Apporatii D, Topics'for Mandatory
Narratlva Raaponsat. Sactlon t, D-1
Proposed SoRwsra Solution. Sub-
saellon 1.9, Topic 3 - Data Oevamanca
and Managarmnt, Paragraph 1J.9:

VMwi orocaaaaa doaa tha Daoaitmant

This should ba propoaad by Uw bidder

RFP^30l»04MtfP^a0100P»«-H9-OATM
omobioaA

r^i9c(»
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Att3chm8aM^^Eda^b^B)V^i(H4lMPSHIR^: - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS • RFP 2019-043/RFP-2019-DPHS-I9-DATAA

New HvnpsMre Dtptrtimni of HtaRh and Htanan 8afv(et<
Pita Analvttea Plutfotm terOrtoM Criata

Outctkin Anevtor
Intend to um tor the ptonntng, davalepment
and oparalton of aooQcallon cvtoama?

42.

Apparidli 0. Topica for Mandatory
Namttv*RasponMt, Stctionl.Q.I
PropoMd Softwara Solution, Sub*
MCtlen 1.9. Topic 9 - Data Oovorrtanca
and Managamant. Paragrapfi 1J J:

lAtai loola and lacftnotoglaa dota lha
Oapartmant uaa to anabia data Qovamanea
and manaoarrwnt?

TNa tfwutd be prepoaad.by tha biddar

43.

AppandU 0, Toptea for Mandatory
Narratlva Reaponaea, Soction 1.0-1
Prepeaad Softwara SolutJon. Sub-
aaction 1,4. Topic 4 - Uaar FrtandOnaaa
and UaabOtty. Paragnpfi 1.4.8:

How doaa tha Dapartmant daftna functlorw
drtvancapabBty?

A function drWan capability la baaad on a cepabCty that can ba
ralitad to ipaclAc fundienaUty Bka axporting to axcel. CSV. XMl.
PDF or utSldhg raaponahra and adapt'rra wab dtNgn to
seamlatsry tnniition uaara batwaan a ltd aeratn computar vlaw
to a mart phona vitw of tha data wKh aanctoltd u*ar blandly
manua and daalgn fealurea. Othar cepabtlly Oka browatr
complanca. bowaar compatibillly and 508 compUanoa wfil atae ba
considaftd.

44.

Appandli 0. Topica tor Mandatory
Nanatlva Rasponaaa, Sactien 1, D-l
Propoatd Softwara Solution. Sut>.
aactlort 1.8. Topic 8 • IT SUndarda,
Paragraph 1S.1:

boiia tha Oaparlmenl antldpata lha uaa of
tnoMa davlcm aa a oomponani of tha Data
Analvtlea Ptatferm?

Yta.

Tha dapartmant adldpatf a lha uaa of tabltta. laptope, daaktopa
and amart phonaa to aceaaa lha alia. Tha ayctem ahoiM inctuda
edadNt and reaponaNa dadgn ttomanta.

45.
AppandJi D, Topica for Mandatory
Narratlva Raaponaaa. Sacllon 1, 0-1
Proooaod Software Solution. Sub*

No.

omeMOiA
l^0t3Oflf»
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AttachmSaWEeWbhffiV|6(tiAlMPSHlRE - Department of Health and Human Services
Data Ajialytics Platform for Opi.oid Crisis
DHHS - RFP 2019-043/RFP-1019.DPHS-19-DATAA

N«w Htmpshlr* Dtpaftmtnl of NatRh Md Mimn Sarvicot
DaU Artatvflcm Pimfomi tor QrrfoM Criita

47.

No. Ouattton

a«ctlonl.«.Toptcl-OaU
tapofVCipert Standarda and MgraUcn.
Paragraph 1J.11:

VMS tha Otpanmard oonsldar ramovfng mia
regUmment?
Appandix 0, Toplea tor Mandatory
Narratlvo Raiponsaa. Sactlon 2. 0*2
Tachnleai. SariAeaa and Projoet
Managamanl Cxparttnca. &ub-saetJon
2.1, D>2.1 Sacurlty and Protodien of
Dad:

Ara thcrt Slata atandarda vdilch muai ba
mat? (If ao. plaaM provlda thoaa
flandarda)

Appandli D. Toptca tor Mandatory
NarraUv* Reaponaaa. Sactlon 2, 0-2
TachnlcaJ, Sandeaa and Pro)ac1
Managcrnenl ̂ partanca, 8ub<aactlon
2.2, D<2J Stata Paraonnai and Training,
Paragraph 2.2.1, Topk 12 - Uaar
Training Approach:

How many uaan. by typa, deaa lha
Oapartmant anddpaia?.

Anawar

Saa Sampla Cantrad. ExMbk K. DHHS Information Sacurlty
Raqulramanta aacUon or tna RF P.

DawaSopara >20

,yConcurTtnl Oavttapara <-•15.

Numbiir of
['(TaMaau)'

pi^ tacing raport uiara o'ss.iXO

Number of pubic ladng coocurront uMra
(Tabiaau)

<-500

I Number of intarrial ■-'uaicra tor
{ (exptorara'ft.vtMra) <250

RFP-20l»P43iRFP-90tO^)PHS-l»^TM
OndatQIA
Page 3i c( 3)
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AttachmSffWffrfid&fcr®V|5ildlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS. RFP 2019-043/RFP-2019-DPHS^I9-DATAA

N«w HtfflpthU* D^rtment of HtaKh tnO Human Sarvtcaa
Data AniMtea Plattem> far QptoM CrtiU

No. Outallon Anainar

Numbar of ooncurranl kitamel uaan tor <• XI
fablaau (txptotwa S vtawan)

45.

Apptndli E. SUnOarOa (or OaacrfMno
Vandor QuaDhcatlORa. Soctton 2. £4
Taam OrQanlaUon end Otalgnatlen o<
kty Vandor stafT;

la thia IW evhauatNa and raoulmd?

Vandon ahouM aubmti a tat of kay vandor etafl approprtata to tha
•otullon propoaad.

48.

Apptndli 0-1. Security. Section 1.
Apptndli 0>1 Stcurtty. Sub-etctlon 1.2.
0.1.2 PCI OSS Paymtnt Appllcallen
Data Stcurtly Stindaid (PA OSS);

a) If vtndora art not ctorfeig crtiu card
data. It (Nb taction mandatory?

b) .to than a Stata paymanl 0ataway that
to Drtrarratf? HI ao. ntiat to r?)

a) No.

6} PCMJSS to not appOcabto to ihia RFP arto (hua paymart
gataway Intonnattof^ to not nacaiaary.

SO.

Apptndli 0*2 Taallne Raqulramant:

a) iMtat lypaa of data wfl ba .
GonvartadMsniad?

b) Hewmanyyaan'vtofthofaachdaia
type wOi ba oonvartad/mleniad?

a) Orada. Mlcroaoft SOL. CSV axporta. MS Accass, XML
aiporta. and raport baaad totonnatton wbl ba m^ttd.

b) The numbar el yaart ol data wfil ba dinarant tor aach data
aourca. Tha goal vrili ba to mierata aach data aouroa In ita
anllrtly.

51.

Apptndli H46. Oanaral Contract
F^ulramanta APPENDIX H-2S. Saetlon
2IJ, H4SJ Lkanaaa. Sutiacctlon
2SJ.1, H4S.S.1 Softwara Ucansa OrtnC

Arty ratfttodona, tarma or condltlena on Uoanaae to aoftwin
propoaad wB naad to ba Oaarly daltoad. If tha icanaa to In
confiict tMth tha atatamars, tha lanna and certoUona aaaoctatad
wKh tha Heanaa wQ 00 ba conaidtrtd.

RFP>20i»«4MVP.acn»O(V«.i9O*TAA
ondalQ&A

PaO>ac(33
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AttachmS3V9^C€Blib^S/Vj&<H^MPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Oploid Crisis
DHHS - RFP 20I9-043/RFP-2019-DFHS-I9-DATAA

N«w Htfnpthlr* Otpaitnwnt.or HtaOh and Hianan Sarvtcat

QM ftfiHldKi PlflttOfm Iflf QtHaW Crtili

No. OufcUen Arttwar

PiatM eonftnn u» Stala doat not raquirt
^ wertdwfda, pao»tual. ̂vecabia...*
Beanaa to lha Softwara tor any COTS or
SaaS-baaad aoluUon that may ba btd.

52.

Appandli H>U. OctmtiI Contract
RaqwiromantB, SacUon 3S.19, H-2ft.13

AdrrWniatrallva Spaclficatiortt. 8ut>-
aactloft 26.13.7,fl-20.12.7 InieUectual
Propariy.

Plaaaa conltmi tna Stata doaanoi raqulra

owmarah^ and Intalactuai pfoparty ri^ta to
lha Softwara for any COTS or SaaS*baaad
aoluUon that may ba bid.

Owntrahip of hila6actual proparty rtghia lo aoftwart aaaodatad
wlh COTS or SaaS baaad aelullena la net raqubed by tha Stata.

Any Mftwara. data, or SaaS baaad aoluUon davabpad wtlBlnB
Stata fuidtng wO be oontidarad State propt ity.

"53.

Appandii H48, Oanarai Contract
f^uiramanta, Saetien 26.23. H46 J1
Escrow of Coda:

a) la aaerow raqulrad H vandoti praaant a
COTS aolutiw?

b) Vlftut wfl duratfen wOl lha Warranty
Pariod ba?

c) VWI lha 10% withholding ba talaaaad at
the and of lha Warranty Period?

•) Mo . .
b) 8eaSactJon2S.l1.H-2S.lOW8mnly, Sub-aaGtlon2S.it.t H-

K.lO.l Warrarty fHrlod
c) Yaa tha 10% iMthhoidIng wOl ba rataaead at the and of tha

wananty pariod.

54.

Sampia Contract, Exhibit K. 0HH8
Infonnatlon Bacurtty Raqulrcmanta,
Sactlon rv. Proeadurat tor 8acurtty:

a) Ooaa lha Oapartmam aOow
Imotamartatton and ortooino lachnlcal

a| Tta. howavtr tha data and aarvtoaa are till povamad by lha
tarma and eondOena Mteatad In Sampia Contract, ExhtbH K.
OKHS tntoimadon Sacurty Rapulramanta aactlonof lha RFP.

b) FadRAMPAilTECH is a raquiramanl V hoatad ootaida of lha
Stata of New Harrxpahfra Data Cantara aa tha data wD hava

RFP.2019<MMIfP-3m»«aHS.1»OATAA

anetwo&A '
l^73e«S
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New HimpiNirt Oepertrmnt of HmRN end Human Sarvlett
DiHaAnaMtetPtetfonntefOpteMCri«>«

No. Quaftk>n Anawtt
wppert to Ineiuda been onahoi* and
clTthera r««ourc*a If abaoluttiy no PHI
«dl bt bccessod Of axpowd is any
ofWiora mourcot?

b) 1* Ptd/RAMP/HITECH a reauborrwflt?

PHI. Pll end ether federely end stale regiiated bdormetton.

55.

Addendum 04. Attaenmeni c-l

RequbemenU, TaMe C4:

Would the State provide thle ettedvneni In
Excel format as 1 cat) be completed for
BJbmleNon?

Yet, upor) requeet

se.

Addendum M. Attachment C-2.
RequtremenlA Table C<3, Pert 1.
Buetneea Requtrementi;

a) Cat) the celts to the Excel Sheet be
provided b).en untocked form to enem
ceDe cin be expended to reed the text?

b) NMO the Oepertmeni be oom^ino the
Crticalty column tor thta eeetlor)?

a} Attachment C-2, Requbtments. Tabia C-2. Pad it. Buafneea
Requiremtnta wtl be made eviBabla on the Oepirtment'e
RFPWebafte.

b) Yea

57.

Addendum 04. Attechmeni C-2,
Requirements. TeWe C-2. RequtroiMnt
Nutnber B1.4:

la the Stale expeolng tlte vendor to provide
profitaionei eervtce* end utSlla Stato'e
te«hnolo0y components iated out in 82.5
and State's cxlaino hfttttructurc tor
hocdng?

The bidder b expected to provide a wtotton thai wll
ie)«tageAitltze the Stetec technotogy eomponerde es explained
in B2.5 of Attachment C-2. RequNmente. Table C-2. Pert t.
BuNnesa Requtmmenta end If neceeeary (he vendor may
lavaraoe a hotted aoiudon prepoeed and provided by the vendor
to iccempfsh the dalvereblee.

RFP-2(n»<M3(RF^aCnB«n«.190«TM
OflcaiOM

^9i 34 of 33
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N«w Hvnpshlrt 0«partm«fN of HmWi and Human Strvfcaa
Dltn Anal^tfca Ptatfocm >r.r Qn<^

Ho.

58.

OuaAbn

Addendum M, Anachrnem C4.
ftequtramenta. Tabte C^. Rtqulmmnt
Nmbor B3J:

VMD U>a State be pracurtrtQ OcenM tor
aoemate eetudons auneeted by (he
vender dirwctfy? \Mutd (he coat of thoaa
•eenaee be pert of (We RFP7 Ca'h (he
vender renmmend • straieoy of (eoO (het
wU extend beyond the flnt eteoe of (he
eentreo?

The vendor nuiet be able to procure the Icenaee lor the propoeed
•Dkaion OA beheU of the Slate and tha coats of ihoee icervea
and toUal maintenance period of el lead 1 year ere part of the
RFP. The vendor may recommend a eirstegy of tooto ihet wB
axtettd Myond the ftral cape of the contract end the code of any
tool or aetotton thai wll not be ccmpteled by Aupuet 31 28t9
•houU be ctoarty deecrtbad In ttw reaponee.

50.

Addendum 4, Anachncnt C-2. Reo.«
B1.6. HS.11:

■Doee the State have a ctoud envfronmenr?
(f yee, la (he queaUen abou expendlr^ iha
capecfty (e rrwet the neede of (hie RFP? if
k to about expendtno State*a ctoud
cepacly. mutd the coat of expenaton be
pert ofthtoRFP?

Ha the Stete doee net have a ctoud envtmrvnant. if a cloud
teuton te propoeed (he code would be Irciuded to iNe RFP.

/

60.

Addendum M, Attachment C-a.
Raquiremants, TaWt C4, ReQuiremeni
Mwnbere Sl.a AND HS.11:

Can the vendor heat the aototton on a
FedRAMP modarite eompeart ctoud
envtrorvnera?

No. the iolutfort muet be In • FedRAMP High Beealtoe (Ktah
tmpect Lovfl) cloud envlronmtnt.

61. Addendum M. Attachment C<3,
Reeultementa. Table C-X. ReeuJrcmertt No.

OnettiOiA
^0i23ar3)
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New Hemoshire Dtperemnt of Keatth end Ktentn StnHeee
Pete AniMleo Ptotform for QrtoW Cri«l«

No. OuetUon

NienborBta.-

a the Intentlori ot (he Stele to deploy the
ixaik>g eoftwere I.e. (Onde. InformaUci.
etc.) to (he vendor eoUJon hoded
envtronmerd?

Anewer

S2.

Addendum M. Attachment C-2,
Requiremtflla, TeMe C-2, Re<]uirement
Number Bl.i;

le there a baae ertvlninmeni «va are uatr^
to cieea OAP for Opioldi?

Yea. the beee envlronmeni nil be Implemented by December 31.
2018 end It It expected (hat thta eotulon wQ byar Into the
erwlrenmer*.

83.

Addendum M. Attachment C-2.
Requirementft. Tebte C-2, Requirement
Ntanber BtA:

Cen the vendor uee e mufU-tkDed end

need-beeed reeourdng model to tffldentJy
end economtceOy euppoit Ihe deDvery of
the program?

Vendori muti prepoae the^ aoluOon and expla/n how tho eeWlon
meetalhe requkements.

84.

Addendum (M. Attachment C-3,
Requlrtmeflle, Table C-2. Requtrcnnent
Ntanber 63.1:

li the Stete expecting ctadttleei model*
end predictive elgerllhme et pert of tWe
RFP?

Yea.

8S. Addendum M. Attachment C-3. The vendor ehouB provide eolutlona to addreea teq time by

ftpp-xn»o<»KFp.a}ifrOFKS-i»OATM
oeicftiQftA
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Nm Himpthirt Dvptftrntnt of HotRh tnd Human SarvlMa
Dilii Anafvtlcm Pfatfotm for OotoW Cri«>a

No. OutfUon Antwar

RequJrtmcftta, TiUa C-2. Requircmeni
Numter B2 J:

Can tha Slait piovida mora darlflcaUDn on
this?

levtraglno lechrwiogiaa and cMHi to straamllna itte acceaa to the
data. K the biddar Is unable to meet the rwjiirwnanl than an
explanation of wttal lhay ere abla lo provfda should be propoaed.

M.

Addandum M. Attachment C>2,
Raqulrvmanta, Tabia C-3. Raqutramarrt
Number Ba.i7;

Ooea the ̂ le have an exising Meiaaaia
aoution to at^peit iMa raqulramann

The ftata la currently Implamantlng inlormallca PowarCenlar A£
whkh kwhidaa a P4atsdata Manager and Bualnaae Ooeeary

(WISDOM currantty haa'S rapon/ayatam davalopars and 8 data
adantitl^nalyata. Pubic haaRh antldpatea having l(X>-150
normal uaera. indudlno 30 power uaars.)

87.

Addertdum M, AttachrrMnl C-3,

Raqulrameflta. Table 04, RaquSrcmant
Number B4.1;

How many uaera doea lha Stata aniiclpata
per role typt (a.p Data SdtntM, Super
Uaar. Normal Uaar)?

The pistform should •ocommodsta:

• Dsti Sdantlits 15-25

• Super Users 30-50

• Normal Uaars 200-400

68.

Addandum 84. Attachment C-3,
Requlramentt, Taiae C-2, Requirement
Number A2.18:

vmal la the lait of thia raodramant?

Sea Addarslum #8

RFP-»t&.0O/(VP.a»i»«A«.i»OATAA
OeUilO&A

37 el 33
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N«w Hvnpchirt Otpirtnent of HoaRh and Human Sarvleat
Pita AniMtea Platfftfm for QtiioM Cf4ala

No. Outcdon Answer

es.

Addendum M. Attachment C-3,
Raqulremetita. TaUa C-2. Training
Raqulrements:

a) How many rtglonal locatiora. where
tiea-o-tica Iralning It needed. wD be
ragubad?

b) How many aDendaea wID each regional
locatlen be raoulrad to accommodila?

a) Ail training wID be held In Cottcard, NH

b) wa wfl) need to have aaveral traWng aaaabna. baaed en
levela and retaa. In whkh 20^ paopla wB alletfo.

70.

Oefteral;

Ooea the State e«peet the vendor to
provlda, at part effta propoiad aehjtbn.
vandor atafl who wD uae the Oata Anatytlca
Platform for Opfold Critia afortg wAh, or
bttfaad ol. State atifr?

Tha axpectstion thai tha vandor wiO work alor^ wlh axiding
Stata staff In ail araaato enaura knowfodge transtar.

71.

Oeneral: . .

la NH DHHS apecttcalir tooklng for
veridora having lha pad partormanoa and
axpartfoa to cuatomlza tha cimnt
tachnology atick impiernantation maating
the rteeda outfned In (he RFP? For

axampla customtzaUon of TaWaeu user
Inlerfocae and Infomtalka worMovra.

Tha Department Is locking tor both the capsdiy fer'cudomlntJen
of Tableau uatr imarfacea and Intormatica woridtowa'but alao tha
•,bi9ty to atraamitoe data ciaandng. pradktlva algertthms.
Intagratien tachnlquea aa weO aa al the other rtquNmania Batad
InlheRFP

72.

Oencril:

Is an effihort/onshora axacutfon modal

Boceptabia to tha Department?

Aa long aa no data fa dorad offihora and aD production and tad
aoMtone undng any dapartmanl data la al enahora to kvkjdt
toOwrtng al lama In ExNbfi K uniao efftolaiy agraed to
etherwlaa In ffavl contmd negotiatlotu altar notlflcatJon of Intani
to award.

oneWOftA'

f^»e(33
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New Hampshlrt 0«p«f1ment of Ht«nh tnd Hunun 8*rv1ca«
Oit^ Anilytte« Prntfom fa* QnloM Cftali

No. Ouectlon Answer

73,

Qcnerat:

0o«« tSa State have a pralertnoa for
aeftvart lolulkinathal are oR-tha-ahaU. or

Intaontlon of anaMJca ft Bl tooHna?

No.

74.

Oanaral:

Old tha State «worti with an axtamal advtoor
to ortoara (ha RFP?

No

75.

Ocnaral:

\M«t la itw atnietura of lha data and whara
ta a being stored today?

OHMS currantty ueea an Orada anvtranmanl lor data
warahouaing. OHHS'a new E6I ptattorm is slao Oracta baaed.
Addtdonal file Intarracea are typlcaly Rat iaxi iBaa.

Moat of tha data la atorad In lha Orada databaaa. For (ha
dataaata that art hoi In tha .fM.ta data waraheuaa. the atnietura
dapanda on tM'dati:K)urc«aT''$6^ data aat^aourcee wOl naad
to have a dear data dicltonary davalepad.

78.

Oanaral;

How much data ctaanaing wU be raqulrad?

Minimal data daansing wU be raQuirad.

Typically tha data hodad by tha State la dean and ready lo uaa
loi tha InUal data aourcea. Future data aourcaa may naad
txtanshra daanaing. Focua of daandng wtB be around InMng of
data aata and hannonlzatlon of codaa and ralaranca tablaa

77.

Oanaral:

Can wa raceNa aoma aampia data which
vi4l remain In place and be Iritagratad to iha
new Gl aolutlon?

No. Intormation SacurBy w(a not authortM tha. rtlaaaa of raal
data prior tq an axtcutM contract.;..Sar^ daiairacuiftrnarat
wll naad to be addraasad in lha eontrad'^^.

arP-^M>41tm^3010-Of^l»-OATAA
OffleWQftA

1^290(33
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N«w Htmpfthlra Otptftimnt of Htolih aftd Hwrwin Bofvlcoi
Q«t* AnilvHci Pmtftrnn iat QdoM Criafa

No. OuotUon Arrawor

OcflortI;

78.
•) Oott thi StBto roquira Otroo (i) total

rtfortneoa or rtt» (0) total raltftnota?
b) For vondora aubnftJnQ joint pnponb.

hew many raftrtnot* ar* roqulrtd?

a) 3 total rtfartncaa '

b) 3 total ratararroaa

79.

Oortoral;

a) Can ina Otpartmant ̂ Mdfy iho numbor
of uaara lor ooeh tachnotocy currant!/ In
UM?

b) HOW marry Oapanmant uaara, In wnai

roiaawlDba raqukad?
c) Mftal latha atfbrrataoftha total numtrar

of arrd uaara that arfl raqUrt
paraorultaad daahbearda

a) For Cognoa Si Tool. 3 admlrMratora. 4 davatopara. S-tO UAT
uaara. OPHS haa a vartdor worti en raport davalopmant.
Currarrtty 0HH8 b acaNrrg out to l8 Tablaau Creator uaara.
Currandy tha 0HH8 EOW haa 400 uaara

b) Yea. <ha Oploto Citba OaahboaiO daPvarabla of iMa RFP win
u  raatda In tha Oaa Anatytlca Pttttorm and rvii ba uaad by

approxbnably 2S0 or taaa Intonrai uaara. and axtarrvl uaara
wtf ba baaad on lha ancwar to quaation S2

c) Eattorata of total numbor of and uaara raqutrtng paraonaStad
dashboards would ba around 2S0 tor this phase.

80.
Oarrarai:

WIran ta tha axoactad oo Eva data?

Go Era dab shouM ba on August t. 2010 to aitow tor Orb!
aoeapbnca prior to Auguat 31, 2019.

61.

Oorraral:

Can you tun data precaaatng and qualty
anatjrtlca IntarrvSy viing tntormatlca?

OHHS'a curram Impbmantatton of Ba E0I ptolferni tnciudaa
Ooanslng tor Inlormatica Dab Oualtty SE.

Yai. tha aabciad varrder b axpocbd to provlda aeluttona or
racommandationa en dab qusHiy and anolyaiB procata.
Intormailco wfl partorm ETL prooaaaaa mostly. Dob arulyib wB
tw partormad using R Programming ̂  an R aarvtr if nacaassry)
and cemoci to Tablaau. Tablaau «tl abo haiafla bnpb dab
•nalyba tor tha vbuattzstton.

82. OanaraJ: Yas

onewdftA

S
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N«w Otp«itmeni ofHeaHh and Human Strvlctt
Pita AiTMtet Platfofm Inr OrtoM Crtila

No. Quaation Anavntr

Can vandora pmpoaa to buBd upon
Informatics?

63. .

Ganaral;

a) DooiNHhavsaTaMaauantarprtM
today?

b) li TaMaau daptoyad on-pram or onBna?
c) Otadba Dw currant and/or aitticfpatad

rola of Tablaau within lha Daoarlmara.

a) Yes .

b) On premita

cy Tauaau wU ba tha toot uaad by HHS for vlauaBzatlona.
daahboardt, artafydca, data axptorar at^d Maprstion.
raportthQ, and statistics

64.

Oonarat;

Doartha Otpahmetd uaa proupar
aofhvara?

Vartdors may proppaa groupar aoftvrart aa part of its aoUtoa
Tha Oapartnteni tna limited accasa to groupara,

65.

Oanaral: .

Haa tha Slate rteaived any damoa prior to
thb RPP bsino ralaaaad?

No.

66.

Oanaral:

la tfieia a State data poBey puMahad
aoniawhara?

The State haa RSA to regutata data collaetlon and reltaaa. Eatfi
dataiat ftas Ita oswn admlniitrsiNa rUts lo daftna lha datafltel
data poOcy.

67.

Oanaral;

Are venders aDoviod to provlda a redacted
copyof tha'propoaal kn order to axampi
eompany flnandets and Irsda sacral
tnfbrmatfon from oubflc dlactoaurs?

Saa Soctlen 4, instrvctiona. Sub-aacUon 4.ig PupBc Dtadoaura

68.

Ganaral:

la ttw Daoarlmant ooan to lavarsalna

Yea

ftrP-2dl9-0*^P>301»^0(^l9-OATAA
OncMO&A

PlOa3le«33
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New Htmpshlrt Otptitnem ol HMSri tnd Hwnan 8trv<c«i
DltJi Analytic, pmtfann far Onl^ <;fm|

Om>tlpft An«M«r

89.

00.

01.

cxltUng aaa«» thai are btlno uMd to
precw trerttacUoft* at tfre Staia tadiy?
Oanarai:

to Oia vtndor required to regtotar to Ntw
Hampahka batere eroobaal aubn^iilort?

Vandore w«l M required to ba a regtottred company to Naw
Hampahlra to oidar to antar toto a contno agreamant.

Oanaral;

a) Ooaa lha Oapaitmani hava a praiarenca
batvrean a Heatad w On-Premlaa
aolutton?

b) \Mtien daptoymani modal doaa (ha
Oapanmam pretar or require?

c) Ooaa (ha Oapartmtrq raquire tha vartdor
to hoto and opareta and run ending
maincananoa ot tha aokiton?

d) Are lhare re<A*imanto ort how tha
appOeatton to managad?

a) How many anvkonmanta and what
typaa et anvlronmanta are reqidrad?
for anmpia Oavatopmant. Tato.
Staging. Otoaatar Raoovtry.
Productton, ate.7

0 Are lhare apedfto aacurBy
provtotonaTraqukamanta that (ha
product Oncludtog Hetoing oparattona)
naad lo comply wtth?

Oanaral;

a) VVS vandori ba opectad to managa aO
ottha acceimi managamtnt actMttoa?

RFP*»lP<»43«F».aoifrOI*«.igOATAA
ondnokA

^33cr33

a)t^

b) Biddar torould propoaa (hair racommandatlon

c) Tha purpeaa oflha training componani or tha RFP to to anaura
that tha Stoto ol Naw Hampahtra to abto to uttoo'rt and
matotaln lha anvkonmant.

d)Tha appOcatlon ahould ba avattobia 24/7/363 with atfwdutod
oKagaa tor matotananca tolowing a changt managamant
pTDcaaa

a)Four • Oavatopmant.Tatf. Otaaitar Rocovary and Production
0 Saa Sampto Contract Exhibit K. OHHS Intormatlon Sacurlty

Raqukamanta aacdon of lha RFP

a)Aoeeunl Martagamant training to lha vandor'a reaponalbiBy*
accouni managamanl'to tha reaponaibiCty ottha Sisto

b) Tha vandor ahould propoaa tha aoiutten and provkto tretotog
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Niw HvnpsMr* Dtpartmenl q( Haalth ajid Hwnan Strvlett
DaU An«Mte« Platfonn QrAM Cri«h

No. Ouaction Anawtr

b)WB trie Dopirimeftt liiitro tfw '
roquttUd odmlAMratien uUOUo* to
msMOi thb prooew?

tor any utDUea to managt bit ptootta lo Iht Stata to biat Iht
Slait tmptoyta* may managt bit admlnlstriiton tonctien*.

92.

Oontnl:

Art SttS tubtcrlpdon Uctnttt
•cctptsbie?

Vtndora propoting SaaS aubaolpUon to*ma* mutt Induda how
bit tubtolptton Uctnaa and ovtrtti aolution Inttgrtttt wtti bit
eurrtnt tnvlronmtnl.

93.

Otntrti:

Dot* tht Otptrtmtni rtqulit tour (4) or

Avt (5) aiMronments?

Pour (4)

94.

Ocntral:

tMiai thoidd bt oonsidtrtd tor uar

sect** pretoeeto tor bit tytttm?
(Uttf/potwrord, ActNt 0(rtctoryA.OAP.
Slnglt Sign-on)

Intamal ahouid ba ActNt Dbtctory/LOAP or If othtr thould bd
txpbintd.

Exttmal thould havt an optien tor optn accatt at'dttaud to bw
trwironmtra batad on Oeptrtmart wortdtow tor pubSshlng.
AddUonaby an opdon tor nab baaed aubitntaUon thould bt
propottd lor altowfng data sharing and accats to crtata or modify
daahbearda for pubdahing beted upon butlnaat rulat.

95.

Otntral:

Ptottt tat rtaictic axpactttlont around
um eemptoUon data of 12/31/18.

Complatten dale of bia knptomantatlon la August 31. 2019 and
tout RFP detdllntt trt ttt.to allow for tha metl Umt to bt iptnt
on taah. Tht new tchtdult for demonttrittpnt tnd awtrd
noUflcttlon art updattd in qutbton 19.

ftFP-a»»«4»RFfXXnO.OCMS-tOOATM
OOeWO&A

Deloitte 2018 PageyUI-562 of 662



AUachm83l4^^B^BIb^®V|&<^^^fPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS.19.DATAA

New Hampshire Department of Health and Human Services
Data Analytics Platform forOplold Crisis

Attachment #1

This atlachmenl is published to provide a list of vendors who attended the October 30,
2018 Vendor Conference for RFP-2019-043/RFP-2019-OPHS.19-OATAA.

• This list may not t}e comprehensive.
• This list waz created based on organization names as they appeared on this vendor

sign-In sheet on October 30, 2018

1. HealthEC

2. Oeltek

3. IMAT Solutions
A. Dimensional Insight
5. IBM Watson-Health

6. WRMA Inc.'
7. Google
8. PCCTG

9. fCG Hearth
■10. Conduent
11. FT! Consulting
12. American Institutes for Research
13. Cognizant
14. PulseLighl
15. Optum
16.. The Lewin Group

.17. . Orion Hearth
16. Accenture
19. LexIsNexIs Risk Solution
20. Clarion
21. SAS Instrtute
22. Amick Brown
23. . Cubic
24. Myihlcs Inc.
25. Oeloltte
26. Information Builders
27. Edifecs Inc
28. SHI
29. Health Tech Solutions
30. Informatic
31. Mllliman
32. CGI
33. Qualidigm

2019-q43/RFP-20l9-DPHS-19-OATAA
Attachrnent ff 1
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New Hampshire Department of Health arid Human Services
Data Analytlcs'Platfonn for.Oplold Crisis
34. Mastech Infotrellis

35. SAP

36. UNICOM Government

37. Netsrriart

36. Infer

39. FEI Systems
40. FYI Consulting
41. IRI

42. RTI

2019-043/RFP.2019-DPHS-19-DATAA

Attachment P 1
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New Hampehire Department of Health and Human Services • Oaia AnalyUca natlorm'lor Opted Crisis - Aitachment #2

APPENDIX A

EXCEPTIONS TO TERMS AND CONOITIONS

A Resporteer'shali be presumed to be in agreement with the letms and conditions'o( the RFP
ur>len ihe'Respon^r takes specflic exceptior to one or more or the conditions on this romx

RESP0NDER8 ARE CAUTIONEO THAT BY TAKING ANY EXCEP'RON THEY MAY BE
MATERIALLY DEVIATiNO PROM THE RFP SPECtFICATIONS. IF A RESPONDER
MATERIALLY OEVHATES FROM A RFP SPECIFICATION, ITS PROPOSAL MAY BE
REJECTED.

A material deviation is an exception to a spedjkiation whteh 1) aflprcte the Responder taking
exceiXten a competitive eGfantege over other Respon^ra, or 2) gives the State sometNng
sigrtfncantly different than the State requested.

INSTRUCTIONS: Responders must expHdOy list bD excepttens to State of NH minimum terms
and corxttibrv..'Rereferice the actual number of tiw Slate's term and condition and Exhibit
number for Which an exceptton(8) is being taken, If no exceptions exis^ state'NONE' speciflcally
on the form below, Whether or not excepliorw ere taken, the Responder must sign and date this
forni and submH it as part of their Proposal. (Add ocUiticnai pages if neoasssry.)

Responder Narne:

Term S Condition

Numt>er/Pfovlslon

Explanation of Exception

By signing ihis_fofTri. I eOfnoiMledge that thB above namea Rosponder accepts: wilhexM
qualiTicstion. a// terns'and conditions stated in this RPP Section 8- h^ndatcry Business
Spedfications. Contract Tams and Contftfons except those deaffy outlined as exce^tons above.

Signature Tille Date

20l9-043ri^n=.2019-DPHS-19-0ATAA Anachmente2
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Section IX: Appendix
{Section IX. Appendix .
This section provided for extra materijils as referenced in Appendix 0: Topicj: for Mandatory Naifative
Responses such as Product Literature. Ad Hoc/l-cderal Reporting,. Interface Standards, Testing (For UAT Plan) and
Siatu.s Meetings and Rcpoas.

Topic 1 - Product Literature

rhr
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l-ll-IS liiieraciive

. HHS Interactive.

< positibhs
stakeholders-
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hurhan services

enterprise with
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your .

constituents: ^
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Opioid Insighis
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Understanding Opioids through Digital Data
When New Hampshire was first established, a Cunter's chain (distance measure) and a cirx:umferentor
(horizontal angle measure) were used to.draw (poor) maps. Over time, these instruments improved. The
circumferentor became GPS and the Gunter chain was replaced by laser-based measurement tools.

Expansion of Digital Data
As digital data expanded exponentially, the toots used to mine it have been much like the original
surveying tools, namely clunky to use and difficult to ascertain truth from. The
average US adult checks their phone around I60x / day, and over 80%
rely on online systems for most dally actlvlt)-. The increased consumer

reliance on the digital ecosystem for services traditionally managed offline has
created a paradigm-shifting event in the management of government programs:
the availability of massive volumes of real-lime information. The issue with
digital information is the opposite of traditional information -- namely it's
robustness. The average County in the US (~100k pop.) produces -1.1
terab>'tcs per day of digital information, it is neither p^dcnt nor possible to work with 100% of that
information. The key then becomes what data do you need to answer the question at hand, and what
systems do we rely on to get that information?

fv/
IIS-

II .IMcltllD«U

.iv;v. •a;-

1

Googie^s business is data.

Google ran headfirst into the problein of exploding data and invented a way out of it through what is now
knoum as the Google Cloud Platform (GGP) to become the company they arc today. Google approaches
problem solving from a new and innovate point of view, beginning with the data. Google's toolset crawls
through vast, unstructured datasels mainly via automated machine learning systems to try to get ahead of
likely audience behaviors. For example, using digital data to build decision-journey maps to correlate raw
information with outcomes from Watching a video to purchasing a car. Health and human services
corporations, and increasingly government, are learning how to benefit from this capability as well.

How does this apply to the Opioid Epidemic?
The majority of Opioid analytics correlate death, emergency room admittance, MAT therapy usage, and
other similar institutional events. This provides modest insight to a person's journey and little opportunity
to nudge behavior as it evolves. Google's POV is that online activity is a leading indicator of intent A/or
behavior, especially on GoogIc.com.

{72% of Amorlcans Soarch when they are havir>g a Hoatth-Rolatod Issue;
1 in 20 Searches on Google is Health-Related;

3000-f Health-Related Search Queries Per Secorvj In the US. B

Google's ability to analyze digital data running massive permutations and correlations, and the potential
of real-time nudging offers an additional vantage point to understand and engage. For Opioids, Google
iised machine learning to develop a US-wide query cluster analysis of the top five Opioid-relatcd search
groupings (excluding branded drug terms) as illustrated in the graphic below:
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Top 5 Opioid-Related Search Groupings
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Figure 1: Top 5 Opioid Related Search Groupings; Source: Google Internal Data.

Digital Data Vantage Points
New Hampshire's RFP asked vendors to provide new and innovative opporrunities lo address Opioid use.
We are proposing (4) vantage points that use digital data to understand and engage citizens impacted by
Opioids; Geographic Trending, Audience Profiling, Journey Mapping, and Nudging.

Geographic Trending

Opioid search predicate statistics can be captured across the full spectrum of New Hampshire's
population. This data would provide an aggregate perspective and "big picture" trending information by
zip code.

Audience Profiling

This extends geographic trending by associating individual data (de-identified) known to Google
for individuals using the search predicates that would be defined for DHHS Opioid data collection. This
includes data like demographics, location, device, etc. This is the same approach used by commercial
entities to understand their audience (who is shopping for full sized SUV's and what influences
purchasing behavior). The results will provide DHHS insight into the nature of the audience groups and
behaviors specific to the groups related to Opioids.

Journey Mapping

The audience profiling data would be ingested into a machine learning model on the GCP using
de-identified data from the All Payors Claims Database (APOD) to correlate audience data and healthcare
outcome data to improve the understanding and ability to influence behavior.
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Figure 2: Journey Mapping.

Nudging

Progrtulon from rido tffoet to trMtmem omtIm

For the initial scope of work, DHHS will be provided approximately 200,000 advertisements on
, Google.com. Advertisement equates to the [AD] link DHHS elects to display in response to the search
predicate. For example, a search for 'Opioid Treatment' in NH could result in the placement of a link in
New Hampshire's hub and spoke
website landing page. The
advertisement search data is also
the key input to audience profiling.
For instances where an "ad" is
presented and the user clicks, those
actions could also be tracked and
associated with ihejoumey map
and audience profiling.

1.0 tiAsoTi

t
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Figure 3: Nudging.

With Data brings Improved Outcomes in the New Hampshire
Community
The capabilities as described above would be delivered using State-owned data, website data, and
advertising data to develop a framework for how your key audience is deciding to request (or not request)
services. As you understand that process, it is easier 10 craft more effective policies. For example, the
CDC used Opioid search data from advertising to evaluate program goals backed by survey data, and ■
Project Jigsaw was able to identify a decision journey framework for radicalization online, and help
defang radicaliMtion techniques and deter individuals from joining terrorist organizations.
Google and peloitte will work together with DHHS to extract the most valuable insights of this
information to help the DAS platform and the State of New Hampshire generally get a better, more
accurate view of the constituents in the Slate and their needs. The output of this analysis will be imported
into the DAP on-premise platform for display in Tableau and usage in combination with the other on-
premise data and tools.
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{Rvquircnicnt/
jContracClD.

Description

58

98 The Contractor will conduct a smoke test related to conversion.
The Agency will be included in the smoke test to ascertain that
conversion has been successfully done and is functioning as
necessary in the Contractor's solution and will share all
migration and testing results. .
Deloitte Response: Prior to production conversion, a smoke test
shall be executed to confirm and validate the conversion data set.
The Agency shall be involved in the planning and the validation
and migration and test results are shared and reviewed with the
Stale. Additionally, through the Hybrid Agile delivery model,
Deloitte shall convert data in an incremental fashion by subject
area and perform associated testing including unit testing,
integration testing, and smoke testing for each subject area. As
Deloitte progresses, these data shall be made available to the
Agency for early access and validation. Once subject area
conversion code is completed and tested, the code base will be
integrated, validated, and tested via a full-scale mock conversion
process. Once the entire conversion code based is fully validated
in the lower environment, the final production checklist will be
drafted and the post production conversion smoke test is the final
point in the validation process.

Reference Section

in Deliverable

Testing Plan: The Testing plan shall include an explanation and
cadence of all system, technical, functional and data-related
testing that will be completed by the Contractor. The Testing
plan shall also include a detailed approach to testing all
interfaces sharing data with the Data warehouse and be aligned
with the COTS Data Integration Plan. This testing shall include
at a minimum: APIs, mapping, ETL processes, scheduling of
updates, security controls relevant to data transmission and
interfaces and performance. The Test Plan shall define the exit
criteria which, when met and approved by the Agency, provide'
evidence of the completion of the test effort. The Testing Plan
wilj also provide the methods that the Contractor will work
proactively with the Testing Contractor.
Deloitte Response: The EVO methodology provides
comprehensive templates for each type of testing including
conversion testing, system integration testing, UAT,
performance testing, physical infrastructure testing, regression
testing, security testing, smoke testing, business continuity
testing,.and disaster recovery testing. These templates will be
used to develop a master Testing Plan for the DW/BI-R project
in accordance with the requirements. Deloitte shall collaborate
with the Agency to define the exit criteria for each testing phase.
The criteria will be approved by the State. Deloitte wiW
proactively work with the Testing Contractor during each testing
phase.

This document is the

Testing Plan
deliverable

mentioned in this

requirement.

section 3.1,1
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j Requirement/
.Contract ID

Description

102

103

104

Reference Section
In Deliverable

Contractor's approach and commitment to all testing phases
required for the Data Warehouse, including at a minimum:
System testing process, Integration testing, data conversion
testing process, approach to supporting the Agency during UAT.
The UAT process shall provide for authorized System users to
exercise the entire System, including the use of converted data,
in a separate, controlled environment hence an appropriately
sized environment. <

Deloitte Response: As part of the standard SDLC process,
Deloittc will engage in a ftill and comprehensive set of testing
processes including unit testing, integration testing, conversion
testing, UAT testing, performance testing, and security testing
and smoke testing. Deloitte shall provide support and oversight
during User Acceptance Testing phase and will work closely
with the Agency to provide authorized user access to the UAT
environment where users with appropriate security shall have
full and unfettered acc«s to the entire system functionality.
Additionally, the UAT environment will be a separate and
dedicated environment with the necessary data to allow users to
exercise the full system functionality. Deloittc shall take care in
setting up the appropriate security controls to govern the icsiinB
process.

section 3.3. section

section 3-9

TTie Contractor shall provide all tools necessary'for primary
testing completed them however the Agency and its Testing
Contractor may employ additional tools.
Deloittc Response: Deloitte's Test Workbench addresses both
functional and technical testing and includes templates to
accelerate the testing process. This includes automated testing
tools and user-defined testing routines along with a library of
initial test routines. These arc the same tools leveraged to
support Deloitte's System Integration testing. Deloittc will also
work with the Agency and its Testing Contractor to confirm they
have the proper access to the environmentfs) to engage in testing
with their own dedicated tools if necessary.

section 1.2

The Contractor shall manage the testing of all functionality of
the data warehouse solution including documenting objectives,
entrance criteria, scheduling, testing strategy, test procedures,
resource identification, and exit criteria.

Deloitte Response: Deloittc shall test the system functionalities
as per the scope identified for the DW/BI-R solution and shall
work with the Agency to identify entrance and exit criteria,
scheduling, identification of resources, execution, and
documentation of the process and the outcomes. Included with
the Testing Workbench arc templates to accelerate the testing
process and confirm comprehensive documentation is
maintained. Working closely with the Agency during each phase
of testing will be planned and defined in Testing Siratet^

section 1.2
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107

109

.110

Requirement/
Contract ID .*

Description ,

•V 1

Reference Section
.  .

•  in Deliverable:

Documents and drafted to coordinate the approach and
objectives. Test Plans and Test Scenarios will provide lower
level activities and details.

105 The Contractor shall perform performance testing of all data
warehouse functionality with the system integrator and the
component contractors as well as the enterprise as a whole to
ensure the appropriate and timely sharing of data with the data
warehouse.

Deloitte Response: Deloitte shall test all data warehouse
functionality implemented and to work with each component
contractor and the Agency testing contractor to address the
enterprise as a whole. Deloitte shall leverage the Testing
Workbench for all phases of testing.

section 3.5

The Contractor shall provide a testing environment for all test
phases at a minimum to include; unit, regression, system, user
acceptance testing, deployment testing, security testing and
certification testing. '
Deloitte Response: Deloitte shall provide 5 environments.
Development, System Integration, UAT, Disaster Recoveiy, and
Production. The following details align testing phases to their
respective environments in which they are performed:
1. Unit Testing - Development Env.
2. Regression Testing - System Testing Env.
3. System Testing-System Testing Env.
4. User Acceptance Testing - UAT Env.

5. Deployment Testing - All Env.

6. Security Testing - All Env.
7. Certification Testing - UAT Env.
See Section 6.16 of this SOW for additional testing environment
details.

section 5.1.1

The Contractor shall work proactivcly with the Testing
contractor to review all test results and provide the necessary
system and functional information to create verification
procedures and user acceptance test cases.
Deloitte Response: Deloitte shall work with the Testing
contractor to provide them with the information needed for User
Acceptance Testing, including documentation around distinct
system processes. Deloitte shall also work on identifying a
schedule where outcomes of UAT will be regularly discussed
and findings will be shared between Deloitte and the testing
contractor.

section 3.9

The Contractor will work with the System Integrator Contractor
to design appropriate test cases, testing approach and actively
participate in the testing of the integration of data from all other
components and will work with the Agency to manage the

section 1.2
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jRequircmcnt/ Description
'Contract ID >

Reference Section
in Deliverable

12

execution of user acceptance testing including setup of shared
resources, setup of instrumentation, conducting of the tests, and
documentation of anomalies.

Oeloitte Response: Deloilic shall coordinate design-appropriate
test cases, testing approaches, and actively participate in the
testing of data across components of the solution. Dcloitte shall
coordinate with the Agency to manage the execution of
component testing. Deloitte shall prepare for the testing by
coordinating resources, set up testing instrumentation,
conducting the tests, and documenting the testing results within
Deloine's Test Workbench to support focus on identified
anomalies.

The Contractor's solution shall provide the ability to execute
performance tests of a simulated user load consistent with the
actual load projected or used in production.
Deloitte Response: Performance Center is a performance-testing
tool that shall provide a Web-based platform to generate realistic
and production-like loads, in order to test multiple application
types and protocols across environments. It shall emulate real
user behavior and scales loads as needed, to confirm that an
application meets performance requirements. Deloitte's
Performance Test solution shall include a comprehensive set of
supporting materials to determine that an application responds
quickJy for intended users, handles the expected user load and
beyond, and accommodates the number of transactions required
by the business.

section 3.S
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1. Introduction

The Testing Plan defines the objectives, methods and processes for conducting various testing activities to
test the DW/BI-R solution. It outlines the scope of the overall testing effoit including the details related to
test types and phases, test strategy, test activities, test tools, test entrance and exit criteria and the testing
(earn roles and responsibilities.

1.1 Purpose

The purpose of this document is to describe the testing activities conducted during the DW/BI-R Project
Design, Development and Implementaiion.(DDI) phases. It also sctycs as a tool to provide Deloitle
project managers, developers, testers and other stakeholders of the project, including the state, details
about the phases and activities associated with the various testing activities.

1.2 Scope

Deloitte tests the system functionalities as per the scope idemincd for the DW/BI-R solution in the
Statement of Work (SOW) and works with the Agency to identify entrance and exit criteria, scheduling,
identincation of resources, execution, and documentation of the process and outcomes. Deloitte provide
templates to accelerate the testing process and confirm comprehensive documentation is maintained. Test
strategy documents outline the approach and objectives related to working closely with the Agency during
each phase of testing. Test plans and test scenarios will provide lower level activities and details.

Dclome works with the State to design appropriate test cases, testing approach, actively participatc in the
testing of the integration of data from all other components, and also works with the State, to provide
access to authorized DM and Qualis testers to User Acceptance Testing (UAT) environment, manage the
execution of user acceptance testing including setup of shared resources and instrumentation, conducting
of the tests, and documentation of anomalies.

, Deloitte provides tools necessary for its primary testing. However, Dcloinc will work with the Agency
and Its testing contractor to confirm they have the proper access to the environment(s) to engage in testing
with their own dedicated tools.
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2 DW/BI-R Test Approach

Testing is a planned scries of checks and reviews conducted to verify that the system has been built in
accordance with the requirements listed in the approved SOW. This is achieved by executing lest cases
and test scripts,-that have been written to validate requirements from the approved SOW. Bugs and
defects found in the system through the failed lest cases/scripts are fixed and retested. The lest cases and
test scripts are also traced back to requirements and design documents via the approved Requirement
Traceability Matrix -Technical and Functional (RTM) deliverable to ensure completeness and coverage
of requirements, particularly with respect to testing. Various testing methods used to accomplish these
efforts include Smoke Testing, Data Conversion Testing, Unit Testing, System Integration Testing (SIT),
Regression Testing, Performance Testing, Physical Infrastructure Testing, Security Testing, Business
Continuity and Disaster Recovery (BC/DR) Testing and User Acceptance Testing (UAT). Testing can be
manually performed or automated via testing tools. The Testing Plan is intended to define and
communicate the approach and activities required to meet the following test goals:

• Define the overall test process and approach including test phases, activities, and environments

• Develop test work products and deliverables that support traceability throughout the Project DDI
phases.

• Explain the approach to planning and sequencing testing tasks and activities

• Focus testing effort on high volume data and critical fionctionaliry

• Define the role, training, and participation of the Slate within the testing process

• Confirm requirements arc satisfied by system functionality

• Verify system components perform as defined by design documents

• Describe the mechanism for regression testing of existing functionality af^er new or modified
functionality is implemented

• Define a collaborative approach to successfully test with and provide support to Quality
Assurancc/Quahty Control (QA/QC) and Independent Verification and Validation (fV&V) vendors

2.1 Testing Philosophy

Our testing philosophy consists of the following guiding pririciples, based on Industry best practices as
well as numerous project engagements similar to DW/BI-R project:

• Plan and execute test early. Up-front planning in collaboration with the State facilitates starting
testing on time and staying on schedule. This especially holds true for coordinated testing efTorts
between Deloittc and the DH for system integration and User Acceptance Test phases. It is less costly
to fix errors early in the Systems Development Life Cyc\c (SDLC) rather than later.

• Clearly deHne and measure testing entry and exit criteria. For each test phase, clearly define the
objectives of each test phase/cycle and measure against entry and exit criteria to address objectives
successfully. By defining the scope and approaches for testing, testers can achieve a comprehensive test
of the overall solution.

• Define and/or update test cases during design activities. Create lest cases while executing dwign
activities to validate that there is a direct correlation between business requirements and test cases.
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Considerable coordination between the t«t, requirements, design, and state teams is necessary to
determine complete functional and technical coverage.

• Identify Test Data and Setup Test Environments. For each test phase, clearly identify test data needs
for the lest scenarios identified. Discuss the data needs with design/build team and identify appropriate
test environments to execute the test scenarios.

• Arrange what is tested and in what order. Determine the critical, significant, or highly integrated
requirements, and address as early as possible to provide the time needed to resolve possible issues.

• Automate testing where possible. Use automated testing tools to increase testing execution speed and
accuracy within the testing levels. Automation testing is especially used for smoke testing and
regression effons.

• Exercise end-to-end business process iifecycles early and often. Structure testing to support end-to-
end business process testing, and schedule execution of test cases early and oflen to increase test
exposure across the system. To determine the readiness for User Acceptance Testing, complete test
cases that simulate how the application is used, are executed throughout the various testing phases.

2.2 Tcsf Scope and Verification Approach

The test scope consists of the functional and technical requirements that are used to verify the DW/BI-R
solution at various points throughout the DDI phases and validate the design documents used to describe
how the system fulfills the requirement.

With the submission and approval of Requirement Traceability Matrix - Technical and Functional (RTM)
deliverable, acceptance criteria for all SOW requirements defined by Deloitte has been approved by DH.
Each requirement in the RTM has been categorized as testable vs non-testable.

A testable requirement is a requirement for which it is possible to write a test case that would validate
whether the requirement has or has not been met. Testable requirements can be identified and traced
through the DW Deloine Requirements Traceabililv Matrix - Technical and Functional
Deliverable C 2018.06.05 vl.l.xisx deliverable.

A non-testable requirement is a requirement for which it is not possibie.to write a test case that would
validate whether the requirement has or has not been met. Non-testable requirements can be identified and
traced through the DW Deloitte Requirements Traceabililv Matrix - Technical and Functional
Deliverable C 2018.06.05 vl.l.xisx deliverable. A non-testable requirement is met with a submission of
a deliverable or an artifact.

The Deloitte Test team coordinates with functional and technical project team members and testing
stakeholders to plan, conduct, and document testing for each code delivery. The Deloitte test team
prepares detailed test plans that define the test approach, schedule, resources, and details based on the test
phase and specific content. Status and proactive reporting and communication to management is provided
by the Deloitte test team throughout the test effort.

2.2.1 Tc.stablc Rcqiiircincnts

Testable requirements arc validated using both functional and structural techniques. Functional testing is
sometimes called black-box testing because the tester does not have working knowledge ofthe iniemal
system logic. Structural testing is sometimes called white-box tcsting bccausc the tester has knowledge of

.  the internal system logic. The various test phases highlight these different testing techniques. For
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example, unit testing and conversion testing are conducted by people with expert knowledge of the
internal system logic, while system integration testing leverages a combination of black-box testing
techniques and knowledge of internal system logic. An example of where System Integration testers heed
knowledge of internal system logic or code is end-to-end testing of Extract, Transform and Load (ETL)

■ processes, where the objective is not only to make sure that the data correctly landed from the source
table to target table, but also be able to troubleshoot the complex ETL code used if issues arc found in the
extraction, transformation and load process.

2.2.2 Noii-tcstable Rcqulremcnrs

Non-testable requirements arc verified through diflerent mechanisms such as static testing, or approval of
project specific deliverables.

Static testing is code review/walkthrough using the requirements and design documentation. The code is
not executed during static testing. An example of static testing is review of code to lest if batch job
execution is in.sequence or to verify partitions/index on databases.

For testing non-testable requirements like maintenance of software upgrades and patches, review and
approval of project specific deliverables like Change Management Plan or Implementation and Release
Plan documenting these details are used for testing and validating the requirement.

E.g. Requirement # 57 - [The Contractor shall provide, during the design/build/ configuration phase, a
technical detailed list of all technical specifications related to hosting all system environments, third party
agreements, hosting provider certifications, key personnel, disaster recovery processes and business
continuity approach] is a non-testable requirement (for which a test case cannot be written) and is
validated through the acceptance and approval of specific deliverable (in this case Hosting Plan
•Deliverable).

2.3 Hand-off from Development to Testing

Unit testing plays a vital role in confirming that high quality code is promoted to test environments for
further system integration testing. As a part of quality assurance, the QA team performs few tasks such as
periodic code reviews, unit test result reviews, and requirements traceability matrix reviews to confirm
completeness, consistency, and traceability of the development artifacts.

Prior to deployment of a development build to a test environment, the Dcloitte Test team Is provided with
the list of items included in the build and may schedule a walkthrough with the development team to
discuss the release, deployment details, and any open defects or workarounds.

2.4 CommiinicaHon

The Deloitte test team will provide periodic and ongoing communication regarding lest activities and
status. The Dcloitte test team will use tools, primarily J IRA, JAMA, and Test Workbench by Deloitte™
and their reporting capabilities for creating status reports

The Deloitte test team will also coordinate testing walkthroughs, checkpoints, and test status meetings
related to lest planning, test execution, and test deliverables. These include in-person meetings or
conference calls, as agreed upon by Deloitte and OH.
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BC-DR* - Business Continuity/Disaster Recovery

Software testing (lest planning, set-up, and execution) is conducted at multiple stages of the Project
Development, Design and Implementation (DDI) cycle and is intended to validate that the DDI activities
meet DW/BI-R project SOW requirements. Different types of testing including data conversion testing,
system integration testing (SIT), User Acceptance Testing (UAT), performance testing, physical
infrastructure testing, security testing, business continuity, and business continuity/disaster recovery
testing are carried out In these stages to achieve this objective, as illustrated in the diagram above.

t  ̂

Individual test phases may be executed successively or concurrently with the goal of comprehensively
testing the overall functional and technical behaviour, interfaces, performance, and data conversion of the
application. The scope of initial software testing phases is focused within a single development object or
unit. Unit test has a narrow scope and broad depth that seeks to exercise individual branches of logic
within the object. Subsequent test phases like System Integration Testing widen scope incrementally to
include interactions across modules, subsystems, and cventually'applicaiion-wide interactions. The
increase in scope has a corresponding decrease in depth of testing from evaluating multiple paths within a
single object or related objects to major or critical paths across modules and subsystems. Solution design
testing involves User Acceptance Testing (UAT) activities for validating technical requirements. Finally,
business requirements are validated end to end through UAT activities exercising all possible
business/end user test scenarios.

There are common elements and activities across each test phase including four major activities:

• Plan

• Develop - Prepare Test Scenarios and Test Cases/Scripts

• Prepare Data

• Execute

Each test phase targets specific types of errors with the goal of identifying as many defects as possible
within the phase where they were introduced to minimize the effort and cost of defect correction.
Standard parameters used to define each DW/BI-R test phase include:
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• Goal . '

• Scope/Coverage

• Entrance/Exit Criteria

• Specific Test Phase Activities

• Environment

• Tools

•. Test Data

• Deloitte/State Test Roles

3.1.1 Smoke Testing '

Smoke testing is the process of testing an environment after the software is built and deployed, but before
it. is handed over to use:rs of the environment to validate that the environment is operational.

• Smoke testing is an informal test where single or multiple systems are assembled and quickly tested to
confirm they communicate properly with each other and with a subset of connected interfaces. This
activity prevents deployment issues from going undetected, thereby promoting test efficiency by
preventing the need for unnecessary retesting. Once desired smoke test functionality is identified for a
test phase, smoke testing is conducted, and all identified issues are resolved.

3.1.2 Regression Testing

Regression testing is the selective retesting of a software system that has been modified to validate that
defects have been fixed, that no other previously working functions have failed because of the fixes, and
that newly added features have not created problems with previous versions of the software.

Regression testing docs not focus on testing the whole functionality of newly delivered software all over
again; rather it tests the functionality of software that already exists and has been tested in the past to
verify that changes made to the system do not break the functionality of earlier code.

Regression testing is performed within each test type/phase (after completing the planned test cases and
before the exit criteria review). x

Regression lest scripts are identified during the test planning activities. The test team works with the Stale
and Deloilte Application Team to determine the sequencing of test cases.

The test cases that serve as input to each test phase have individual pass or fail outcomes. Test cases that
fail are retested until each associated defect has been successfully reiested. Test cases that pass is eligible
for inclusion in regression testing. The goal for regression testing is identify, execute, and maintain a
growing subset of test cases that exercise core fimctionality appropriate for each test phase. Core coverage
generally means that the primary critical success path through major components/processes has been
addressed. The regression suite also expands over time to include test cases that focus on area of the
system that may have caused prior major issues during earlier releases of software. Exception-based test
cases arc included in regression testing on a limited basis.

It is not feasible to re-execute or automate all test cases for each test phase; therefore, a defined set of
regression test cases may be supplemented, as necessary, by selective re-execution of existing test cases
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for specific concerns. The priority, criticality, and order of precedence for executing regression tests is as
follows for each iterative release:

• Verify that new enhancements are functioning as expected.

• Conduct regression testing to determine that previously delivered functionality is not impacted.

Once desired regression functionality is identified for a test phase, regression testing is conducted, and all
identified issues are resolved.

3.1.3 User Access and Rolc-Bascd Testing

Functional and non-functional user access and role-based testing is included in the System Integration test
cases. The Dcloitie test team leverages the security requirements from.DW/BI-R SOW to write the test
cases for user access and role-based testing. For more details, please refer to the System Security Plan
deliverable.'

3.2 Unit Testing

3.2.1 Unit Test Overview

The output of the Development phase is code-reviewed application components. Unit Test is the process
of testing individual units of functionality of these application components. A unit can be defined as a
task or the smallest testable part of an application. The primary goal of unit testing is to take the smallest
piece of testable software in the application, isolate it from the remainder of the code, and determine
whether it behaves exactly as expected. Unit tests verify that individual system components support the
system functional and non-functional requirements as documented in the system design specifications.
Unit Test is the very first test phase that occurs for the DW/BI-R solution, it is highly iterative and
involves rapid code modifications.

Unit Test is planned, executed, and documented by the development team. Failures in unit test results are
reviewed and fixed. After fixes are incorporated, the test cases are executed again to verify the fixes. Each
unit is tested separately before being integrated into modules to test the interfaces between modules.

Complete and thorough unit testing is an essential aspect of defect management and saves a considerable
amount of time and expense. Defects found earlier in the DDI phase are less costly and time-consuming
to find and correct, in comparison to defects found in late phases of the DDI.

3.2.2 Unit Test Details

Deloilte's Healthlnteraciive Analytics solution used for DW/BI-R project is a product. The product will
be unit tested by developers only when changes are made lb the product. Developers will also use the
sample code review checklist mentioned in the DW Deloitte Quality Management Plan

Deliverable C 2018.05.08 vl.l.docx deliverable to review the code when making the changes.
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3.3 System Integration Testing

3.3.1 System Integration Test Ovcr\'ie\v

System' Integration Test (SIT) is the process of testing functional/technical requirements to verify the
application is performing to specification. In this type of testing, the Deloitte test team is verifying that
the system under creation/modification is behaving as expected when it is connected or integrated with
other existing or new systems. System integration testing follows a critical-first approach where all the
criticaljfunctionality of different subsystems is tested, followed by full system testing. System integration
testing'starts after successful completion of unit testing of all components.

I

S^stemJntegradon_Testjumn^^

System Integration Test Sumniar}-

on using cnd-to-cndGoal I • Functionally and technically exercise the entire applicati
scenarios that span system capabilities, business processes/functions, and
interfaces.

• Focus on complete requirements verification, and the integrity of functional
components to validate that different system components talk to each other, pass

^  data to each other as designed, and process return codes as designed,
j  • Prioritize testing of functionality based on criticality, complexity, and transaction

volume using realistic and/or masked, converted data as available.

• Develop regression strategy and reusable regression capabilities/assets for ongoing
use.

• Confirm the application is ready for User Acceptance Testing.
Scope/Coverage Positive and negative testing of system-wide functionality.

Core and exception business processes/transactions using end-to-end scenarios.
Testing of Extract Transform Load (ETL) processes, Business Intelligence (81)
components and reports.

System transactions occurring over simulated past and future timeframes.
Security/access associated with role-based user security.

Entrance

Criteria

• Requirements and design artifacts are approved, traced, and baselined.
• Test strategy and schedule have been approved and communicated.
• Test tools are installed and configured, including access/permissions for all

stakeholders.

.  "Test environment has been created, including all necessary applications,
I  configuration, interfaces, and reports.

• System Integration test cases have been created and approved.
• System Integration test cases/scripts have been traced to.requiremcnts and design

i  artifacts.

• System Integration data has been developed as necessary including interface files.
I  •• Defects are addressed according to agreed upon thresholds for priority/severity;

open defects/ workarounds are accepted by the test team; Thresholds will be
defined by mutual agreement between the Slate and Deloitte.

* Successful smoke test.of deployment.
SIT Activities • Test team executes integration test cases and documents results.

I  • Test team logs defects for test results that do not match expected results.
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iSystcm Integration Test Summary

Exit Criteria

Tools

Test Data

Deloitte Role

State Testing
Vendor

(Quails) Role

Test lead coordinates defect triage and facilitates triage meetings.
Test team reiests development corrections.
Test team conducts knowledge sharing sessions and walk-throughs to review
Integration and regression test cases/results with the UAT team to facilitate UAT
preparation.

Test team provides ongoing communication, status reporting and maintains test tool
dashboard content.

Test team maintains a log of events associated with test execution.
Test team generates User Acceptance Testing Readiness Report.
Planned test cases have been executed and documented in the test tool.
Defined integration pass rate has been achieved.
Defects arc addressed according to agreed upon thresholds for priority/severity;
open defects/ workarounds are accepted by business owners/test team; thresholds
will be defined by mutual agreement between the State and Deloitte.
User Acceptance Testing Readiness Report is approved.

Environment > System integration Test (SIT) environment

JIRA, JAMA, Test Workbench by Deloitte"*"^

System generated but manually created when necessary.
Unified obfuscated test dataset when multiple vendors are involved in the testing
efforts.

Partner provided incoming/outgoing files if available, otherwise simulated files.
Converted data masked/cleansed of Pll as available.

Periodic data backup and restore used to execute regression testing.
Identify functionality being tested, based on the detail design and detail requirement
sessions.

Identify tools to be used and reports to be created.
Document detailed steps required to conduct the integration test including expected
results. ^ j
Define and update integration test plan and resources.
Documentation of the integration test plan.
Execute system integration testing.

Perform independent functional, technical and security testing
Review test plans, test cases and testing results from SIT
Create test cases and test plans for UAT
Execute UAT test cases

Create test data for UAT

State Role • Provide direction and clarification to the vendor.

• Review and accept or reject the integration test plan.
• Review and accept or reject whether integration test expected results are met.

■ • Conduct focused exploratory testing, pending test progress and State and Deloitte
^affavailability.
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3.3.2 System Integration Test Details

-.System integration testing focuses on verifying the interface of discrete modules with one another. In
other words, the purpose of integration testing is to validate that different system components talk to each
other, pass data to each other as designed, and process return codes as designed. These tests will check if
the data is being correclly processed and transmitted across various tiers of the system. Sometimes these
components may be outside the system boundary. An interface with a legacy system is one such example.

Plan

The objective of this task is to plan the testing activities that are necessary for System Integration Test.
The following points are relevant to SIT planning;

• Update Project Plan Baseline

- Integration tasks

- Related training tasks

-Test cycles

• Plan Integration Test cycles to include; planned integration lest cases/scripts, defects resolved by the '
application team, previously failed scripts, and a subset of regression test scripts.

• Create and assign test work items as they relate to integration tasks in the Work Plan and detailed test
case and script creation and execution activities.

Script

The objective of this task is to write scripts for system integration testing. The following pojnts are
relevant to integration scripting:

Review the following;

• DW/BI-R requirements and detailed system design

• Open defects

• Items to include/exclude based on change requests, external dependencies, etc.'

Focus on the end-to-end business functionality and document the following;

• Test maximum/minimum allowable data

• Test boundary conditions with maximum/minimum values .

• Most commonly used functionality

• Highest volume related transactions

Scripted scenario tests are prioritized into four main categories, based on their coverage
depth to validate the solution - critical, high, medium and low;

• Critical tests arc directly associated with critical functioning of Data Warehouse, e.g., all conversion
data has been tested extensively; system is able to run ETL process correctly without any failure;
Business Intelligence (B!) reports are available to users in correct format.
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• Hi^ impact tests arc the tests that have impacts to quality of the final product, e.g., data quality,
metadata, security.

• Medium impact tests are those tests that have indirect impact to quality of the final product, e.g., web
portal usability, user documentation availability, help desk functioning.

• Low impact tests arc those tests that have cosmetic effect on the final product delivery, e.g., style guide
implementation, format of the reports etc.

Some of the different types of System Integration Test scripts that can be written are as
follows:

m. Manual test scripts arc written to test multiple integration blocks. An integration block is a series of
code modules that act as one and interface with other code module. Some examples of manual test
scripts are:

- Tester runs a report or ad hoc data request through a Business Intelligence (Bl) tool. The tester should
receive a notification of successftil completion of the data request. The tester should be able to
retrieve the data and verify that the results arc correct. This test validates that presentation code
modules can talk to application layer code modules which in turn can "talk" to database code
modules.

- Tester invokes a batch job to create data for a provider. The batch monitor should correctly invoke the
batch job and show batch slants. Affer the batch job is done, the tester should be able to verify that the
data created for the provider matches that in the database.

n. Some Data Warehouse components will have interfaces with the existing MMIS and other legacy
systems.'The application code will have a built-in logging mechanism to capture processing summary
information like count of records processed and number of records in error. The summary information
will be used to test interfaces. Scripts can be written to automate these tests by putting the summary
values in configuration files.

o. Scripts for testing of ongoing ETL. processes which include mapping validation, population of new
-and derived columns, common transformations, referential integrity refresh, update of dimensional
tables (SCDI, SCD2 and SCD3), determination of claim versions, summary of claims with their
adjustments and voids, and audit result comparison of source and target DW tables.

p. Scripts for end to end testing of data flowing from the source systems to Business Intelligence
Reporting Layer via the Data Warehouse. This data is seen by the end users on the various operational
and federally and state mandated repons being produced by the DW/BI-R solution. The data needs to
be accurate and of a very high quality.

q. Scripts for testing the various reports that will be delivered in the project. Validate that the data on the
report is accurate and layout of the report and fields displayed on the report are per report
specifications.

Prepare Data

This section presents the test data needs to support System Integration Testing and includes test data
needed for each external and intemai interface and component.
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Testers should avoid direct manipulation of the System Integration Test database except to set batch
parameters or if necessary to support an exception based data scenario. The Deloiltc Test team works with
.the Conversion and Technical teams to populate, copy, backup, refresh, and restore test data as necessary
in the system integration test environment. Common tasks and schedule dependencies between the
Deloitte Test team and the Conversion and/orTechnical teams arc documented and maintained in the
project Plan Baseline. A unified obfuscated datasct is used when multiple vendors are involved in the
testing efforts.

System Integration Test data is subject to review prior to SIT execution. Test data successfully utilized
during integration and verified by lest script expected results and backend database validation, as
applicable, is eligible for inclusion in ongoing System Integration testing regression activities and use in
subsequent tests. Regression test data is documented at the case and member level using data logs and
Structured Query Language (SQL) statements/output, as applicable.

Execute

The Deloitte Test team begins each system integration test execution cycle with a smoke test to validate
the application code has been deployed correctly.

The Deloitte Test team executes the System Integration test cases/scripts according to the plan. Defects
identified during test execution are logged using JIRA. Summary of defects is included In the Weekly and
Monthly status reports. The Deloitte lest team facilitates defect review meetings to review the findings
with the Application, Conversion, Technical/Infrastructure and Training/Implementation teams as and '
when needed. The Deloitte test lead will coordinate with interface partner test leads as necessary to triage
defects.

3.4 Physical Infrastructure Testing

3.4.1 Physical Irifrastructure Test Overview

Physical Infrastructure Testing involves testing of the physical Infrastructure of the test environments
referred to in section 5.1.1 and associated components like software, tools, equipment, etc. of the DW/BI-
R solution. The environments are tested to evaluate that they are setup with appropriate test data, tools are
configured with appropriate user security and test environment is ready with the prof^r hardware and
software required for the specific testing to be conducted.

The table below contains more details on the Physical Infrastructure Testing activities:

Thysicallnfrastructurc Test Summary .

• Evaluate that test environments arc setup with appropriate lest data, tools are
configured with appropriate user security and test environment is ready with
the proper hardware and software required for the specific testing to be
conducted

Scope/Coverage • Evaluating hardware and software of the test environments
♦ Evaluating configuration and setup of tools
•. Evaluation readiness of environments for validation
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Physical Infrastructure Test Summary

Entrance Criteria Test steps for Physical Infrastructure Testing are identified
Hardware and software components to be used have been baselined
All the hardware and software components have been interfaced with each
other per the technical architecture

A defect management tool is set up and ready to use

Physical
Infrastructure Test

Activities

• Test team prepares test environment and executes Test cases (Deloine plans
to share the SIT Testing scenarios and cases for DH/Slale Testing vendor's
reference. These can be leveraged by HI and DM to create independent
UAT Test cases)

• Test team logs defects for test results that do not tnatch expected results
• Test lead coordinates defect triage and facilitates triage meetings

Test team retesis development corrections
• Test team maintains a log of events associated with test execution

• Test team generates test results

Exit Criteria All infrastructure test steps have been executed
No Critical and Major defects are present, or an approved remediation plan is
in place

All icnown remaining important or Minor issues still requiring resolution for
testing have been documented and communicated to the key stakeholders
The Infrastructure Testing Report has been submitted

Tools JIRA, JAMA, Test Workbench by Deloilte''''^

Test Data N/A

Deloitte Role Ensure test environments and associated infrastructure setup properly
Identify tools to be used if needed and reports to be created
Document detailed steps required to conduct the test including expected
results

Define and update Test Plan and resources

Documentation of the Test Plan

Execute Physical Infrastructure Validation

State Testing Vendor
(Quails) Role

• Perform independent physical infrastructure testing
• Review test plans, test cases and testing results from SIT
• Create test cases and test plans for UAT
• Execute UAT test cases

• Create test data for UAT

3.4.2 Physical rnfrastrnctnre Test Details

The testing involves following steps after the test environments have been set up by the infrastructure
team.

1. Confirm the physical infrastructure'test infrastructure

a. Review the Physical Infrastructure Test Approach to re-confirm the test environment, tools,
and resources to setup for testing. This includes;
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I.

ii.

111.

Hardware - Configurations, Processor, Memory and other core specifications

Network - Network architecture. Physical location, Load-balancing, Cluster and Domain
Name System (DNS) configurations

Software - Other software to be installed or running in shared or virtual environments,
Software license constraints. Storage capacity and seed data volume and Logging levels

2. Confirm that the application environment has been refreshed to reflect the updated application
configuration

3. Confirm manual configurations (if needed)

4. Confirm connectivity with all interfaces that are required with third-pony opplicaiions

5. Confirm that the Physical Infrastructure Test Environment users arc setup with the appropriate security
privileges

6. Confirm that appropriate hardware and software is configured and operational

7. Review environment exit criteria and get sign-off by stakeholders

8. Record infrastrijcture validation results

9. Verify and Validate Infrastructure validation - The lest case, owner, technical infrastructure team
lead and validation owner will review the test results and resolve issues

3.5 Performance, Volume and Stress Testing

3.5.1 Performance, Volume and Stress Testing Overview
Performance, Volume, and Stress test will measure the stability and performance of the solution and its
underlying architecture to handle expected and unexpected load on the system. \

PerfornTanccjrest_Su^^
IPcrformarice, Volume, and Stress Test Summary .

purpose of performance testing is to assess whether the system, as built and
deployed, can maintain adequate throughput, satisfactory response, and timely
completion of operation under diflcrcnt conditions of volume and stress over a
designated period of lime. Performance testing also determines whether, or at what
point, extreme conditions are likely to cause a system failure.

Scope/Coverage • Scope is limited to performance requirements staled in Service Level Agreements
(SLA) section of SOW

Entrance Criteria • Access to the User Acceptance Test (UAT) environment where the testing tool
resides must be available to the testers

• Successful execution and completion of unit test scripts and smoke testing; this
implies that the code/applications are stable ejnough to be loaded

• DW/Bi-R solution is deployed to the performance User Acceptance Test (UAT)
lest environment

• Performance test data prepared; this includes data, environment, and the
boundary system and databases supporting the DW/Bl-R solution
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Performance, Volume, and Stress Test Summary

Performance,
Volume, and
Stress Test

Activities

Exit Criteria

Environment

Tools

Test Data

Deloitte Role

State Testing
Vendor (Quails)
Role

State Role

Deloitte 2018

Hardware and infrastructure applications are operational and, in a production,-
ready state and all necessary connectivity to boundary systems are complete
Identification of stakeholders from Deloitte and State

Perform System Analysis and Planning
Create Test Scripts
Define transaction mix

Identify benchmarks

Prepare data

Prepare environment

Execute test scripts
Monitor and record system performance during test script execution
Analyze results

Planned test cases/scripts have been executed and documented in the lest tool
Successful completion of the test scripts without any failures and,within the
expected / required time allocation
The necessary infrastructure, configuration and code changes have been made to
meet the performance test requirements

User Acceptance Test (UAT) Environment

JIRA, JAMA, HPE Performance Center, Test Workbench by Deloitte''"*^

System generated

Converted data masked/cleansed of Pll as available

Coordinate with State on questions and problems relating to performance and
stress testing

Validate performance expectations
Prepare test requirements and environments in which the tests will be performed
Document detailed steps required to conduct the performance and stress test
including expected results

Define and update testing work plan and resources
Define system scalability capabilities if anticipated volumes are exceeded
Deliver Performance, Volume and Stress Test Plan

Execute Performance, Volume and Stress Testing
Set iip access for the DH and testers in UAT environment

Perform independent performance, volume and stress testing
Review test plans, test cases.and testing results from SIT
Create test cases and test plans for UAT
Execute UAT test cases

Create test data for UAT

Attend deliverable walkthrou^s to enhance understanding and facilitate the
approval process

Review and accept or reject the Performance, Volume and Stress Test Plan
Review and accept or reject whether Performance, Volume and Stress Test
expected results are met
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3.5.2 Performance, Volume and Stress Testing Details

As part of an ongoing performance test process, performance testing should be performed concurrent with
System inlegralion Testing (SIT) and User Acceptance Testing(UAT) to allow time for tuning and rctest
of individual components should a bottleneck be identified.

Pcrfonmance testing is conducted to measure and evaluate response times, transaction rates, and other
time sensitive requirements to verify that performance requirements have been achieved. Performance
testing is implemented and executed to profile and tune the application's performance behaviour as a

- function of parameters such as workload or hardware configurations.

The types of volume / performance testing that arc conducted are as follows:

• Stress: To determine when the system ceases to function, and how it stops functioning.

• Volume: To verify that the system can handle large volumes of requests.

• Load: To determine the response times for various critical transactions.

Considerations for identifying potential performance bottlenecks include the following:
• Potential online performance bottlenecks in the architecture when a high volume of concurrent users is

present.

• System reliability when usage exceeds target peak volumes.

• Time to complete business functions for simulated virtual users.

• Application configuration and technology infrastructure changes as necessary to achieve peiibrmance
requirements with specific tuning recommendations.

Performance testing is executed after the system is stable, and/or after successful completion of unit and
smoke testing to ensure that ihe functions that will be subjected to performance testing are stable.

Comprehensive performance testing includes having a "background" workload on the server. The
following methods can be used to perform this:

• "Drive transactions" directly to the server, usually in the form of SQL calls.

. • Create "virtual" user load to simulate large number of clients. Remote terminal emulation tools are used
to accomplish this load. This technique can also be used to load the network with "traffic."

• Use multiple physical clients, each running test scripts to place a load on the system.

The databases used for performance testing should be cither actual size or scaled equally. Other parts of
the system like communication and related transactions should be running on the dedicated machine.

Performance testing is executed on equipment that will mirror, as closely as possible, the environment the
application will be running in.

3.6 Data Conversion Testing

3.6.1 Dato Conversion Test Qvcrvlov

The data conversion testing will include unit, system integration testing and pre-production dry run tests
to verify that the data conversion routines perform as designed and in a timely manner. The converted
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data will be leveraged in UAT. Collectively, these tests progressively validate that the conversion process
works properly over the course of the conversion development and testing lifecycle. Data translation rules
are also tested to validate quality of data, the accuracy of the metadata, and confirm that the application is
working as it was intended. Deloitte expects the initial conversion ETL loads and ongoing incremental
ETL loads to have a common code base. Test scripts written for data conversion testing can be leveraged
to test both ETL flows (initial and ongoing).

An overview of our overall testing approach and process is provided in the paragraphs that follow.

Data^onversioii^rest_^^
jDatn'^Converslon Test Summary ' . - I

Goal Technically exercise the conversion software from ehd-to-end, including legacy
data extraction, data load and data transformation into the DW/BI-R solution

Validate the completeness and accuracy of the converted data
Test the DW/Bl-R solution

Scope/Coverage Execute the conversion process from end to end
Validate the converted data

Review the conversion validation reports and results reports
Confirm the timing of the conversion process end to end

Entrance Criteria Requirements and design artifacts are approved, traced, and baselined
Test strategy and schedule have been approved and commuriicated
Conversion test environments have been created and configured
If needed, data masking process has been defined and implemented
Test Cases/Scripts have been created and approved
Test Cases/Scripts have been traced to requirements/components
Defects are addressed according to the agreed upon thresholds for
Priority/Severity; Open defects/ workarounds are accepted by the Test team;
Thresholds will be defined by mutual agreement between the State and Deloitte

Activities • The conversion team executes the data conversion process
• The conversion team, the state, module vendors and the.Deloitie test team will

validate the converted data elements and log defects for lest results that do not
reconcile to the expected results

• The conversion team, the state, and module vendors resolve the conversion
defects

• The conversion team, the state, and module vendors validate defect corrections

• Tbe conversion team, the slate, and module vendors provide ongoing
communication and status reporting

Exit Crileria Conversion process has been executed and validated end to end

Converted data is validated • planned Test Cases/Scripts have been executed
and validated based upon the agreed scope between the Slate and Deloitte
Defects are addressed according to the agreed upon thresholds for ■ '
Priority/Severity; Open defects/ workarounds are accepted by Business
Owners/Test team; Thresholds will be defined by mutual agreement between
the State and Deloitte.

Environments System Integration Test (SIT) Environment
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jDutu Conversion Test Summary
Tools JIRA, JAMA, IBM Jnfosphere DaiaStage
Deloitte Role Execute conversion modules

Validate conversion results

Provide data conversion reports/results
Conduct testing activities according to the project schedule
Address assigned issues and action items

Provide status to project management
State Testing
Vendor (Qualis)
Role

Perform independent data conversion testing
Review test plans, test cases and testing results from SIT
Create lest cases and test plans for UaT
Execute UAT test cases

Create test data for UAT

State Role Provide clarification and recommendation on data conversion defects
Validate converted data elements
Review and validate data conversion repons (perform manual data cleansing as
necessary per the conversion results reports)
Organize data conversion meetings to resolve/address defects

Provide technical and business support during test phases
Review and approve conversion results

Module Vendor

Role

• Execute and validate data extracts according to the defined conversion schedule
• Validate vendor system modifications
• Resolve and validate vendor system modifications defects and data extract

defects

» Provide technical and functional support during test phases

3.6.2 Data Conversion Test Details

3.6.2.1 Unit Test

During development, the conversion team unit tests each script that is built for the loading and
transformation of the legacy data. These tests are isolated set of tests to validate that the script is correctly
moving and transforming data from its respective source to target locations. Moreover, these tests arc
technical by nature as ihcy are comprised of SQL queries to look at panicular counts and validations
within the data as opposed to being more functional oriented tests through the application. While the
exact tests vary by script, the types of tests include:

•. Verifying that the correct number of records are created in each table

. Vcnfying that there is no primary key constraint violation (e.g.. the test will look for both cases when
the value is missing and when two records have the same unique identifier)

• Verifying that direct-load fields are populated correctly

• Verifying that fields assigned default values are populated coriectly
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• Verifying that fields requiring transformation logic (reference values, derived values) are populated
correctly

. Verifying that source data does not violate data type or data length constraints in the target database

3.6.2.2 System Integration Testing (SIT)

During the system integration test phase, validation will be performed in the conversion system test
environment to confirm the accuracy of the convened data elements in the DW/Bl-R solution.

SQL scripts will be executed to validate the data loaded in the database.

Aficr the system integration test conversion execution, there will be a series of repons generated that
provide a broad look iiiio the results of the conversion.

3.6.2.3 Prc-Production Dry Run

Conversion dry nins will be performed prior to the production pilot or wave rollouts to validate the
conversion software and processes that arc used in the live data conversion run.

Dry runs arc an essential pan of the conversion testing process as these allow the conversion team (o
simulate what occurs during a live production conversion run. In doing this, the conversion team works to
identify and correct issues in the conversion process before serious implications occur. These mns are
also essential to benchmark the performance of the conversion software and tune the performance if
necessary. This is also a way to prepare Slate staff involved with the production data conversion so that
the various activities of the conversion process are familiar to State stakeholders.

3.7 Security Testing

3.7.1 Security Test Overview

The security testing Is a set of activities performed to identify vulnerabilities in the data, application, and
network layers of the DW/BI-R solution. It is also performed to measure the effectiveness of existing
security controls present in the DW/Bl-R Solution.

For a given set of IP addresses In the DW/BI-R environment, the first server vulnerability scan is
conducted using Nessus. For a given URL and underlying apps. the scan is conducted using fBM
AppScan. The Databases arc scanned using Trustwave AppDetective.

The results are contained in the Nessus scan report. IBM AppScan report and Trustwave AppDetective
report. These reports are summarized and supplied to the Deloittc DW/BI-R solution development and
technical teams, which are responsible to take appropriate actions to mitigate or otherwise remove the
security issues and vulnerabilities noted. Af^er the Issues have been addressed, the IP addresses,
application URL and database will be re-scanned by the Nessus, IBM AppScan and Trustwave'
AppDetective tools, respectively, to verify that remediation is successful. Another report will be
generated for the re-scan.

Raw scan reports as part of security testing are shared with DH along with the summarized findings and
mitigation plan.

The scanning processes will be performed from a non-user and end-user perspective (potential external
and internal attackers) in System [ntcgralion Test (SIT) and User Acceptance Test (UAT) environment.

Dcloitte 2018 Page ix.603 of 662



Attachm6HM?rE^Mbh®1^S<iWlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 20I9-043/RFP-2019-DPHS-19-DATAA

jSccurit>'Test Summary'

Goal Validate the solution's ability to provide protecliori from accidental or malicious
access, use; modification, destruction, or data disclosure

Scope/Coverage • Vulnerability and Penetration testing of servers and databases
» Vulnerabijity and Penetration testing of URL and underlying apps

Entrance • User roles and access to functions have been appropriately defined
Criteria , System test cases arc approved and have been set up in the test management tool

and assigned to testing team

• Set up the appropriate security rights for users in the test environment
» The defect management tool is set up and ready to use

Security Test • Test team develops Security Vulnerability and Penetration-Test approach in
Activities collaboration with the Agency.

• Test team develops Security Vulnerability and Penetration Test Cases and Test
Data

• Test lead confirms readiness of Security Vulnerability and Penetration Test
Environment and populates it with Test data

• Test team executes Security Vulnerability and Penetration Test cases and
documents issues and defects

• Test team maintains a log of events associated with test execution
• Test team generates test results

Tools

Exit Criteria • Executable test cases have been executed and results are recorded in the test
management tool

• Critical and Major defects arc remediated, or an approved remediation plan is in
place

• Remaining Important or Minor issues still requiring resolution for testing have been
documented and communicated to the key stakeholders

* Security Testing Report has been submitted
Nessus, IBM AppScan, Trustwave AppDetective

Test Data

State Testing
Vendor

(Qualis) Role

User Credentials Data

Deloittc Role • Confirm that test environments and associated infrastructure are setup properly
•  Identify tools to be used and reports to be.creaied
• Document steps required to conduct the test including expected results
• Define and update Test Plan and resources

• Documentation of the Test Plan

* Execute System Security Testing
Perform independent vulnerability scanning and penetration testing
Review test plans, test cases and testing results from SIT
Create test cases and test plans for UAT
Execute UAT test cases
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3.7.2 Security Test Details

The vulnerability and penetration security testing involve following steps

Prepare for Security Vulnerability and Penetration Testing

1. Develop Security Vulnerability and Penetration Test Approach

• Review the security vulnerability and penetration test objectives

• Identify and document security vulnerability and penetration test scope

• Define testing roles and methodologies

• Establish high-level roadmap for security vulnerability and penetration testing

• Document lest tool usage and identify testing facility requirements

• Define progress-monitoring and reporting processes and document defect management procedures

,  • Establish entry and exit criteria

• Determine test data and environment requirements

• Identify test scenarios

2. Develop Security Vulnerability and Penetration Test Cases

• Identify test cases and define test steps

• Map requirements to test cases

• Identify which security proflle(s) will execute the step when in production

Execute Security Vulnerability and Penetration Testing

1. Prepare Security Vulnerability and Penetration Test Environment

• Finalize environments and determine sequence of activities

• Set up user security and check system readiness, resource readiness, and entry criteria to perform
testing

• Confirm Security Vulnerability and Penetration Test Environment readiness.

2. Conduct Security Vulnerability'and Penetration Test

• Execute test cases, review and report defects

• Document and publish results

• Mitigate critical or moderate test defects as jointly triaged with the agency
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3.8 Business Continuity and Disaster Recover)' Testing

3.8.1 Business Continuit)' and Disaster Recovery Test Overview

Business Continuity and Disaster Recovery(BDDR) Test is the process of testing the Business Continuity

and Disaster Recovery approach of the DW/Bi-R project as documented in the Business Continuity of
Operations (COOP) Plan / Disaster Recovery Plan (DRP) deliverable. In this type of testing, the Deloitte
test team is analyzing the timely restoration of data warehouse and reporting components that make up the
DW/BI-R solution architecnire and the data backup and recovery procedures, in the event of a disaster.

The lest team also verifies the readiness and effectiveness of communication protocols, business roles,

business units, and functions that are critical during the recovery of the system in the event of a disaster.

;BC/DR Test Summary ■ . , ^
Goal • Inspect timely restoration of data warehouse and reporting components in the event

of a disaster

•  Inspect data backup and recovery procedures in the event of a disaster

•  Inspect the readiness and effectiveness of communication protocols, business roles,
business units and functions that are critical during the recovery of the system in the
event of a disaster

• Confirm the application is ready for disaster recovery testing

Scope/Coverage

Entrance

Criteria

Disaster

Recovery
Testing
Activities

Testing of data backup and recovery procedures in the Disaster Recovery Test
environment

Regression and system integration testing of restored data warehouse and reporting
components in the disaster recovery test environment

Verification of security/access associated with role-based user security for the
restored data warehouse and reporting components

Testing of the readiness and effectiveness of communication protocols, business
roles, business units and functions that arc critical during the recovery of the system
in the event of a disaster

Requirements and design artifacts are approved, traced, and baselined

Test strategy and schedule have been approved and communicated

Disaster recovery lest environment has been created, including required necessary
applications, configuration, interfaces, and reports

Test tools arc installed and configured including access/permissions for all
stakeholders

Disaster recovery test cases/scripts have been created and approved

Disaster Recovery test cases/scripts have been traced to requirements/components

Disaster recovery test data has been developed as required

Test team executes disaster recovery test cases/scripts and documents results

Test team logs defects for test results that do not match expected results

Test team retests development corrections

Test team tests data recovery and back up procedures for restoring
documentation/files, database software, reports user libraries and program code in
the disaster recovery test environment
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BC^R Test Summary

Exit Criteria

• Test team executes lest scenarios to analyze the capability to switch operations
from the production environment to the failover environment and also analyzing
that the tracking time to failover is within (he desired SLA in the event of a disaster

• Test team executes test scenarios to analyze the effectiveness of major Data
Warehouse (DW) functions like ETL procedures, power sources and network
connectivity in the event of a disaster

• Test team simulates Iniemipiions in business continuity scenarios to verify the
readiness and effectiveness ofconvnunication protocols, business roles, business
units and functions that arc critical during the recovery of the system in the event of
a disaster

• Test team plans a post-test review session to identify and document lessons learned,
root causes and overall oppominities for improvement

Planned test cases/scripts have been executed and documented in the test tool
Gaps and weaknesses associated with the tests are resolved and test outcomes,
results, and remediation actions shall be shared with specific stakeholders identified
by State

Business Continuity of Operations Plan (COOP) / Disaster Recovery Plan (DRP)
deliverable is updated to reflect the lessons learned from this exercise and is
approved by the State

Environment Disaster Recovery test environment

Tools

Test Data

Dcioitte Role

State Testing
Vendor

(Qualis) Role

JIRA, JAMA, Test Workbench by Deloitte"'""

System generated

Periodic data backup and restore used to execute regression testing
Identify functionality being tested, based on the detail design and detail requirement
sessions

Identify tools to be used and reports to be created
Document steps required to conduct the disaster recovery test including expected
results

Define and update business continuity and disaster recovery test plan and resources
Execution and verification of test cases and results '
Update Business Continuity of Operations Plan (COOP) / Disaster Recovery Plan
(DRP) deliverable to reflect the lessons learnt from this exercise and get deliverable
approved by the State

• Perform independent business continuity and disaster recovery testing
• Review test plans, test cases and testing results from SIT
• Create test cases and test plans for UAT
• Execute UAT test cases

State Role • Provide direction and clarification to the vendor

• Review and accept or reject the Business Continuity of Operations Plan (COOP) /
Disaster Recovery Plan (DRP) deliverable

• Review and accept or reject whether business continuity and disaster recovery Test
Mpected results/scenarios are met
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BC/DR Test Summary

Approve updated Business Continuity of Operations Plan (COOP) / Disaster
Recovery Plan (DRP) deliverable reflecting the lessons leami from testing

3.8.2 Business Continuit)- and Disaster Recovery Test Details

The testing involves following steps:

Populate Disaster Recovery Test Environment

1. Populate Environment

Populate the environment for disaster recovery testing, which includes:

•  Installing or refreshing the application environment to reflect the updated application configuration
• Perform manual configurations (if needed)

• Confirm connectivity with interfaces required with third-party applications

2. Complete tools configuration and user security

• Sci-up the appropriate security rights for users in the disaster recovery test environment

• Configure and setup the application-monitoring tools required in the disaster recovery test
■ environment ,

3. Load disaster recovery lest data

4. Confirm disaster recovery test environment readiness

• Confirm readiness of the environment that Includes the following comparison:

- Appropriate hardware and software is configured and operational

- Selected test tools configured and ready for testing in the target environment

-Test cases are data loaded and inspected

-Environment exit criteria reviewed and signed-off by stakeholders

Conduct Disaster Recovery Test

1. Identify test cases

- Identify test cases to be executed and test case execution dependencies

2. Verify test entry criteria are met

- Execute the scheduled test when entry criteria have been met

-Record test execution results

3. Verify and Validate test execution

- The test case owner, technical infrastructure team lead and validation owner will review the test
execution results

4. Simulate interruptions in business continuity scenarios
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-Test team simulates Interruptions in business continuity scenarios to confirm the readiness and
efTcctivencss of communication protocols, business roles, business units and functions that are
critical during the recovery of the system in the event of a disaster

5. Post Test Review - Test team plans a post-test review session to identify and document lessons
learned, root causes and overall opportunities for improvement. Test team updates Business
Continuity of Operations Plan (COOP) / Disaster Recovery Plan (DRP) deliverable to reflect the
lessons learned from the testing activity.

3.9 User Acceptance Testing Support

3.9.1 User Acceptance Testing Support Overview

The State and the Testing Coniracior is responsible for all User Acceptance Test (UAT) activities.
Dcloitte plays a support role in assisting the State with rules of testing, planning, data preparation and test
environment.

CA^^u^gor^umm^^
jUser Acceptance Test Summary

Goal Testing conducted by State and the testing contractor to confirm that the system meets
business requirements and end-user expectations by validating end-to-end scenarios
and critical business functions

Scope/Coverage Demonstrate that the system meets requirements and performs all system functions
correctly including operational readiness and testing of the application and interfaces
with converted data ' •

Validate the following:
• Adherence to approved requirements and design documentation
• Conversion of legacy data '

♦ Completeness and accuracy of system documentation
Entrance

Criteria

A release schedule has been established and documented. This schedule must
include periodic planned builds for defect fixes while in test
Requirements and design artifacts are approved, traced, and baselined '
The code migration process has been documented and approved
No open Critical defects. Remaining defects have been jointly triaged by the Slate
and Deloille and the Stale and Deloitte have agreed upon a plan to address ;
Test environment has been created, including ail necessary applications,
configuration, interfaces, and reports
The State/testing contractor has developed UAT data as necessary
Proper user ids and permissions required for testing have been created and verified
UAT Test cases/scripts have been created by DH/State Testing Vendor (SIT test
scenarios and results can be leveraged - if needed)
Test cases have been traced to the requirements speci fication through the •
Requirements Traceability Matrix (RTM)
Successful Smoke Test of deployment

UAT Activities State/Testing Contractor executes UAT scripts and documents results in the lest
tool
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jUscr Acceptance Test Summary

Statc/Tcsling Contractor coordinates defect resolution and performs regression
testing of defect corrections

Updates to documentation have been completed or captured as defects
UAT test cases have been executed according to the test plan and any deviations are
documented and approved

Exit Criteria All required User Acceptance Test (UAT) types have been completed
No open Critical defects. Remaining defects have been jointly triaged by the State
and Deloitte and the State and Dcloitte have agreed upon a plan to address
Any workarounds have been documented and approved

UAT results have been provided and reviewed by Stakeholders, as defined in the
State UAT Plan ^

Joint discussions and decisions between the State and Deloitte have occurred to
confirm any variance from the UAT Acceptance Criteria, as applicable
Sign-off has been obtained from designated stakeholders indicating test completion.
This includes Go/No Go checklist, meetings, and decision

Environment User Acceptance Test (UAT) environment

JLRA, JAMA, Test Workbench by Deloitte"'""Tools

Test Data System generated

Partner provided incoming/outgoing files if available, otherwise simulated files
Converted data

Periodic data backup and restore used to execute regression testing <

3.9.2 Roles and Responsibilities
\

The table below shows the Roles and Responsibilities of Deloitte and StatefTcsiing Contractor during the
UAT phase:

yATjoles^nd^esggnslbilities
}Rplc Responsibilities

Deloitte Role • Develop a plan to support the Stale's strategy
• Validate that all system test is complete and prepare UAT Readiness Report
• Co-facilitate presentation for approval to move to the UAT phase of the project
Support UAT by:
• Providing trouble shooting help, answering questions and reviewing outputs with the

State/Testing Contractor

• Helping DH with defining the type and # of testers required, and the expected time
commitment for testing activities

• Assisting DH by sharing SIT Test scenarios and results which can be used as reference
for creating independent UAT test cases

• Resolving defects identified in UAT and regression test the system after defects arc
.  corrected

• Coordinating the implementation of changes in the UAT test environment with,the
State/Testing Contractor '
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[Role Responsibilities

♦ Ensuring proper configuration management of multiple UAT test environments
State/Testing • Develop the User Acceptance Test strategy
Contractor . Review and accept or reject UAT Readiness Report in ordcrio initiate UAT
® ® • Co-facilitate presentation for approval to move to the UAT phase of the project

• Create UAT testing scenarios and scripts
• Perform UAT testing
• Report status and results of UAT testing (JIRA to be leveraged for UAT issue

tracking)

4 Test Activities

The major testing activities conducted by the Dcloitte test team for each lest phase (except UAT) include
the following:

• Plan

• Develop - Prepare Test Scenarios and Test Cases/Scripts

• Prepare Data '

• Execute

Each activity includes development of common work products using standardized templates and includes
tasks for work product review and status reporting. The following sections describe each test activity In
further detail. »

4.1 Pian

The test planning effon requires high level planning to manage and coordinate the overall testing'task and
low-level plaruiing to scope and define individual test cases.

4-1.1 High Level Test Plan

The Dcloitte test team collaborates with project team leads to plan each test phase and/or test cycle as
described in the table below.

jstcp Task ' ! ■
I

1. Schedule Develop the overall test schedule using an inventory of Items to be tested.
2. Participants Identify Dcloitte Test team and other/external testing participants. l

3. Training Assess need for test participant (raining on test processes/tools,

4. Work Items Create and assign lest work items.

5. Release Obtain and confirm test/release content from Application team.
6. Publish Publish test schedule and communicate with participants.
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4.1.2 Low Level Test Plan

Most Dcloitte Test team members are likely to participate in low level test planning activities. These
activities are focused on lest case development and include the following:

jSlep Task

Review Review test input- including requirements, designs, work flow, etc.

Test Case Matrix Develop Test Case Matrix of input and output for business process/technical
component.

Test Scenarios and Develop Test Scenarios and Test Cases to validate business process flow and
Test Cases module integration with Data Warehouse (DW), ETL components, Business

lntelligence(BI) and Reporting artifacts.

Coverage Review completed test cases and confirm requirements and/or application
component test coverage.

Upload Upload test cases in JAMA.

4.!l.3 Traccohility Monagcincnt

Application teams develop and manage the traceability between requirements and designs during the
Design phase. The Test team utilizes that traceability as input when identifying test cases. Deloitte testers
create bi-directional traceability using JAMA to link test cases to the associated requirement and design
artifacts.

Test case traceability is used to demonstrate that each requirement and design artifact has been tested in a
minimum of one test phase. Depending on the nature of an artifact, it may be tested multiple times within
a test phase or in multiple test phases. For example, a database component will undergo testing at the unit
level and may be included in integrated testing for System Integration and User Acceptance Test (UAT).

4.1.4 Test Sequence

The Deloitte test team will evaluate and prioritize testing based on an assessment of the relative
importance of application functionality. Deloitte testers seek to develop tests for core and critical
functionality early on to achieve thorough testing and establish a foundation for regression testing.

In preparation for system integration test, the Deloitte test team will work with application teams to
identify the major business activities within each functional area or business process. Each business
activity is assessed to identify processes and transactions tfiai fit one or more of the following criteria:

• High business complexity

• High system complexity

• Critical activity

• High volume activity

Testing emphasis and coverage is higher for functionality that meets all or most of these criteria as
compared to functionality that does not.
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4.2 Develop

This acliviiy of the test deals with preparing test scenarios and test cases/scripts.
A test scenario is a business requirement to be tested. Test scenario contains a set oftest cases to validate
that the business process flows arc tested from end to end. They may be independent tests or a series of
tests that follow each other, each dependent on the output of the previous one. A test scenario can have
more than one test case.

Test cases are derived for each test scenario. Each test scenario may have one or many test cases
depending upon the functionality. Test cases cover all the aspects of testing the scenario that was based on
business requirements. Test cases are derived based on design specifications. A test case includes purpose
of the test, specific set up or configuration requirements, detailed test steps (also called test scripts) of
how to perform the test and the expected results or success criteria for the test. Test cases should be
written by a team member who understands the function or technology being tested, and each test case
should be submitted for peer review.

Detailed test case steps, i.e. test scripts, are developed manually using Excel. A test script elaborates a
defined test case by providing step by step instructions to execute the test.
Each numbered step within a test script is developed based on detailed information specified within a
design, requirement or other input. The script author clearly identifies the desired testing action and
expected result. Test script expected results should be specific and concise. In instances where input data
is variable, the script author seeks to define expected results as explicitly as possible.
At a minimum, a script should include a separate step for each action where a result can be observed.
Steps may describe manual or automated actions and the resulting system behavior to confirm.
Where feasible, test scripts follow the convention to preview relevant existing data, perform test action(s),
and review the resulting condition of the data. This confirms the test was set up properly prior to
executing the lest and provides an opportunity to correct improper data setup and potentially avoid
creation of unnecessary defects.

Testers trace test cases/scripts to requirements and design artifacts they arc intended to validate. Each test
script is evaluated by the script author and a reviewer using a test script checklist to assess script quality
and adher^cc to standards. Successfully reviewed scripts are uploaded to JAMA for execution.

4.2.1 Test Script Development

Test scripts are developed using the following steps:

Step

/  wi a^»c^.tucu aiyic iii uui..uniciu.-i I csi ocripi ueveiopmeni 5ieps

'Cask

Review Review test scenario and test case.

Create Create test script using Excel template or automated test tool.
Define Steps Provide step by step instructions for executing test scenarios and test cases.
Coverage Review completed test script and confirm requirements and/or applicaiion

component test coverage.

Upload Upload completed and reviewed lest scripts to JAMA.
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4.3 Prepare Test Data

Required test data is documented in each lest case. For prepaiing test data, Deloittc works with SI/ESB
team and the State to leverage de-ideniifled production data for testing in lower environments. Test Data
IS backed up pnor to test phase/cycle execution and may be restored or refreshed as necessary for each
execution cycle.

The Deloirte test team will work with SI/ESB team and the state to create a growing test data set to
support ongoing regression testing. System Integration Test and User Acceptance Test (UAT) incorporate
the use of converted data. Converted data used during System Integration testing and UAT will be
cleansed with data masking techniques and de-identified to protect confidentiality ofdata in lower

• environments.

4.4 Execute

Test execution includes smoke testing and regression testing as well as execution of test scripts, defect
management activities and rctesting of defect fixes.

.  4.4.1 Test Execution

Test execution for each test phase is managed using a checklist to validate required tasks are completed
and testing activities occur in the proper sequence. The checklist tracks activities specific to each test
phase including the following:

• Test entrance/exit criteria

• Test timeline communication/kick-off/walkthrough

• Test data management

. Test environmem preparation and management (scheduled updates, downtime (backup, refresh) and
Other factors)

• Online parameters (system date, security, user log in credentials/security profiles, etc.)
• Test tool access

• Script management activities

• Test results documentation . ^

•  ICnown defects/workarounds and defect management

The Deloitte test team begins each test execution with a smoke test to validate the application has been
deployed correctly and major system capabilities are functioning properly.
System parameters such as system date and batch related parameters are set and confirmed prior to script
execution. Deioiiie testers execute each test script manually or automatically and document actual test
results. Deviations from expected results arc documented as defects in JIRA.

Defects may be linked to multiple test scripts as necessary. Defects corrected during the test execution
cycle or test phase arc subject to rcicsi in lower environments prior to reiesi in the current environment.
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4.4.2 Defect Management

When an issue or defect is identified, Deloitte shall enter the issue or defect into JIRA. The defect is
Mptured, pnoritized, assigned, and tracked through remediation and retesting through to final resolution
in JIRA. JIRA automatically tracks who is responsible, the status of an issue or defect and links it to the
project requirement to which it is related. The tool includes a fiill list of features, including the ability to
notify the stakeholder of the issue or defect when its status has changed. A listing is produced from JIRA
of unresolved defects. When corrective action is taken, pertinent information about the action and/or
resolution is entered into the JIRA tracking tool. For details on the Defect management process, refer to
DW Deloine Defect Resolution Plan Deliverable C 2QlS ns.04 vl l riarit deliverable.

Deloitte shall generate reports from JIRA that include the numbers of problems identified by type of
problem, pnoiities, and number of problems corrected. Information about system defects is discussed
during bi-weekly status meetings and reported in the weekly and monthly status reports.
Defect management and resolution includes the following key activities:

• A Deloitte tester logs a defect when the test result does not match the expected result.

• The Deloitte Test team lead reviews each defect to confirm it is properly documented and not
associated with,tester or script error.

• The Deloitte Test lead facilitates defect triage process/meetings.

• Functional and tcchriical members of the Application team review and analyze assigned defects to
identify requirement, design, code or other root causes of problems defined by Defect Resolution Plan
deliverable. Other project stakeholders are .consulted as necessary.

. When a defect resolution is identified and irnplemented, the DcloTtte Test team retests the functionality
based on the resolution (which may include updates to script/data, design, and/or code changes). Defect
testing and associated regression tests arc first conducted in lower test environments as necessary
depending on the test phase where the defect was identified.

• The Deloitte Test team closes the defect if associated with a Deloitte test phase/environment or supports^
the State in retest of UAT defects.

• The Deloitte Test team communicates defect status information in the weekly and monthly status
reports or as needed.

4.4.2.1 Prioritizing Defects

Defects are pnontized based on the importance/urgency to fix a defect. Defect priority may be initially set
by the Sofhvare Tester, but it will be changed later based on its effect on the overall solution, its impact
on the schedule and as collaboratively agreed upon by Deloitte and the Agency.

Defects are prioritized based on the below classification:

• Critical - Blocks development and/or testing work, production could not run

• High • A major loss of function

• Medium - A minor loss of function, or other problem where a feasible workaround is present
• Low • Cosmetic problem like misspelt words or misaligned text
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4.4.2.2 Ti acking Defects

Defect tracking is used to measure the quality of code in the DW/BI-R project. It helps you to validate
that bugs found in the system arc getting fixed.

Listed below are the nwjor parameters based on which the defect tracking happens in the'DW/BI-R
solution:

• Defect ID

• Priority

• Severity

• Created by

• Created Date

• Assigned to

• Resolved Date

• Resolved By

• Status

4.4.2.3 Rctesting Defects

Defects arc reiested to check if the test cases that were unsuccessful in the final execution arc getting a
successful pass after the defects are repaired. For every defect found in the DW/BI-R solution, a plan will
be created for retesling the defects with an aim to make sure that the original fault has been corrected.
Retcsting will be performed on a new build using the same data, and on the same environment (from
where the defect is detected) but with different inputs.

Retesting of defects happens before the Regression testing.

Refer to the Defect Resolution Plan deliverable for additional information about the defect management
process.

5 Test Environmental Needs

5.1 Test Enviionmciits

The test environments defined in this section allows to perform various tests listed in this deliverable. It
also allows DH to monitor the accuracy of the implementation and technical coordination services. The
test environment will allow for end-to-en'd testing of the DW/BI-R solution. The test environment will
support mirroring the production system in its infrastructure, files, databases, and processing.

5.1.1 Test Environment Details

The table below shows the system environments that arc used for performing various testing activities
listed in this deliverable that are related to the DW/BI-R solution.
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Test Environments

jjesting Type^Kcy
'Activities

Physlcal/Secunt)' Description
Environment '

Development/Unit
Testing

DEV Development and unit testing of software

Regression Testing S[T(rNT)* Testing of a previously tested function following modification
to validate that defects have not been introduced or
uncovered, because of the changes made, it is performed each
time the software or its environment is changed, and typically
involves automated testing scripts

System Testing SIT(rNT) The process of demonstrating that a program, function, or
integrated system components meets its requirements and
objectives as stated in the requirements specification

User Acceptance
Testing

UAT Testing conducted by the user or customer to determine
whether a system satisfies the defined user acceptance criteria
in an isolated environment

Deployment Testing DEV, SIT(INT),
UATand PROD

This will get incorporated when we deploy the code from one
environment to another. For example, DEV to SIT, and SIT to
UAT

Security Testing DEV,SIT(rNT),
UAT and PROD

The program shall include the security testing and Deloitte
will identify and mitigate known issues before
implementation

Certification
Testing

UAT Validate the MECT checklist to meet the certification
requirements

Production PROD Final live DOH environment for use by users in their day-to
day activities

Production Disaster

Recovery (DR)
DR Replicated version of Production Operations that maintains a

small footprint unless a catastrophic disaster to Production
Operations

Listed below arc the details of activities in each environment.

• DEV environment is used for Developmental activities

• TEST environment is used for Testing and Training activities

• PROD environment is used for end user testing of production data

5.2 Productivit)'and Support Tools

The Deloitte Test team primarily uses for specialized testing related to activities such as web service
testing, and integration testing. The table below provides a listing of key test tools and a description of
their intended usage.

The table below contains the tools that will be leveraged for testing.
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)TooI Usage, -

JIRA Atlassian's JIRA tool will be used to record, manage, and monitor defects in
the Project. Defects are entered in the JIRA tool and are tracked through
completion The JIRA too) /shall support authorized access by Agency-
approved stakeholders who are able to enter newly identified action items and
issues as well as maintain and monitor those already open in the too). As new
module vendors arc selected and their.onboarding Is completed, a Joint
Agency and Deloilte team shall meet with the new module vendor to review
new initial action item or issues to be added to the JIRA repository.

JAMA li is a web-based lest and requiremeni management tool will l>c used to map
requirements to design documents and'iest cases/test scripts. This provides
traceability from test results back to the finalized requirements and validates
.that testing is comprehensive.

Test Workbench Test Workbench by DcloittcTM gn integrated test orchestration platform
by Dcloittc"^*' designed to collaboratively improve planning, automation, execution, and

reporting activities across the testing lifecycle. Test results are stored in JAMA
and reported via Test Workbench by Dcloitte'^'^.

HP Performance

Center

HP Performance Center is used to test, analyze, and validate DW/Bl-R's
performance against performance SLAs listed in SOW.

IBM InfoSphere IBM InfoSjjhere DataSlage is a data integration tool for designing, developing,
DataStage and runningjobs that move and transform data. This is used during Data

Conversion testing for running any jobs for processing of test flies.

S.3 environment Diagrams

The diagram below shows details of how DW/Bl-R's code is promoted to Test and Production
environments from the Development environment.

losi t.nviroiimi'nis

Environment Diagram
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6 Reports

Dcloitte wiil develop reports from testing activities to keep DH up to date on the testing activities
performed in the DW/Bi-R solution. These reports include test results from each component in the
DW/Bl-R solution along with impact of each defect on the overall DW/BI-R solution.

6.1 Final Test Results

The Final Test Results deliverable will contain high level details about testing performed in the DW/Bl-R
project, along with details of any major defects, issues identified, and risks discovered during testing.
Refer to the Project Plan Baseline for detailed timelines of the Final Test Results deliverable.

Listed below arc the details that an Testing Results report contains:

• Summary of testing performed in the DW/BI-R solution

• Accomplishments & Next Steps

• Upcoming major activities/milestones

• Execution Summary

• Defects Summary

• Defect Spotlight -Notable Open Defects

• Planned vs Actual timeline

• Action Items

•  Issues

• Risks

6.2 End of Phase Report

An End of Phase report is prepared at the end of a testing phase and is circulated through the weekly and
monthly status reports or as needed.

7 Responsibilities, Staffing, and Training Needs

7.1 Test Team Resourcc.s^

The Deloitie.test team is supported by the Deloitle Application, Technical, and Conversion teams
including track leads, analysts and developers. State counterparts to the Deloitte test team include the
State lest lead, State Testers, State business analysts, and Subject Matters Experts (SMEs).

Deloitte and State testing roles and major responsibilities are defined ilTdfi following table.

TesTTe^ Rolcs and Responsibilities
Role Key Responsibilities

Deloitte Test Lead • Submit a strategy for Unit, System Integration, Performance, Regression,
Data Conversion, Security, Physical Infrastructure and Business
Continuity/Disaster Recovery testing
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Role Key Responsibilities

Deloitte Data

Integration (D!)
Testers

Deloitte Business

Intelligence (Bl)
Testers

Deloitte Security
Tester

Work with client team and project managers to establish enti^ and exit
criteria, resources, checkpoints, and a timeline for each test phase to be
documented in the Testing Plan
Deploy and manage the appropriate testing framework to meet the
requirements including team members, testing tools, defect tracking and
testing processes and scripts
Plan, deploy, and manage the testing effort
Review Testing Plan, System Integration test'Cases/scripts, Testing Results
Reporting, and User Acceptance Testing Readiness Report
Coordinate with Infrastructure and Technical teams for planning and
allocating testing environments and tools
Identify test tools and report on the status of test execution and outstanding
system problems identified

Implement and manage measurements and metrics to be applied against the
system under test

Design and develop high level and detailed test cases/scripts based on input
from requirements, design, Stale stakeholders, and Deloitte test team leads
Assist with data preparation as needed to support functional and technical
testing

Execute technical test cases including conversion, ETL and interfaces test
cases to verify the functionality outlined in the requirements and design
documents

Log defects for test cases that do not meet expected results
Perform smoke, and regression tests to validate that new code releases do not
break existing functionality
Support the State testers during User Acceptance Testing
Design and develop hi^ level and detailed test cases/scripts to lest reports
and B! objects based on input from requirements, design, State stakeholders,
Deloitte test team leads and Bl/repon s^iflcations
Execute test cases to verify that the data on the reports and BI objects is per
report specifications.

Log defects for test cases that do not meet expected results
Perforin manual, smoke, and regression tests to validate that new code
releases do not break existing functionality
Support the State testers during User Acceptance Testing
Design'and develop high level and detailed test cases/scripts for vulnerability
and penetration testing based on input from requirements,'design. State
stakeholders, and Deloitte Test team leads

Assist with data preparation as needed to support vulnerability and
penetration testing

Execute vulnerability and penetration test cases to verify security
requirements

Log defects for test cases that does not meet expected results
Support the State testers during User Acceptance Testing
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Role Key Responsibilities

Deloitte

Performance

Tester

Create, maintain, and execute Performance, Volume, and Stress tests
Capture and communicate performance metrics findings to project
management and the State

Log and report performance related defects

State Test Lead Review and approve System Test Plan and the subsequent Unit, System
integration, Interface, Performance, and Conversion Test Plans
Review and approve System Integration Test Scripts, Test Results, and User
Acceptance Testing Readiness Report
Manage UAT activities

Participate in defect management and triage activities
Review and approve whether each phase of testing results is met
Provide input to Deloitte test lead on coordination and prioritization of test
activities

Participate in Go/No Go decisions and evaluation of UAT entrance and exit
criteria

State Tester Design and develop end-to-end business process scenarios that simulate how
the application is used in the field

Develop UAT test cases/scripts
Execute UAT test cases and regression scripts to determine the system is
deployment ready

State Technical

Analysts/Personnel
Review technical test plans, documentation and lest work products including
test plans, test castt, and scripts
Support defect triage and resolution for technical defects

State Business

Analysts and
Subject Matter
Experts

Provide direction and clarification on the planning, writing, and execution of
system te^st scripts
Provide a point of view from an end user perspective
Support Deloitte testers when questions regarding fijnctional gaps or policy
clarifications arise

7.2 Training Needs

Deloitte shall collaborate with the Agency to identify the specific types of training, including content and
delivery methods that are required to be delivered to the Agency, contractor staff, and other stakeholders
as appropriate.

During the training on testing, members of the Deloitte test team will train members of the state test team
on the use of the Deloitte test process and below arc high level topics that can be considered for training.

• DW/BI-R design/functional knowledge

SharePoint

• Test process/test tool proficiency

-JAMA

-Test Workbench
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• User Acceptance Testing process knowledge

• Defect management process knowledge

-JIRA

Test Schedule

The major activities for each test phase include plan, design, develop, build, and execute test cases/scripts.
For more details on test scheduling, refer to DW Deloitte Proiect Plan Baseline
Deliverable C 2018.06.22 vl.2.mpo deliverable for testing activities within DW/Bl-R solution and
integration with each module of the enterprise.

8 Risks, Dependencies, Assumptions, and Constraints

8.] Risks

No risks are identified at this time.

8.2 Dependencies

No dependencies are identified at this time.

8.3 Assumptions

This section provides a list of assumptions made by the project team while creating the Testing Plan
deliverable.

1. Test entrance and exit criteria are enforced across test phases.

2. Cross-team testing dependencies and milestones arc documented and communicated in the project
schedule.

3. DH/State Testing vendor (Qualis) performs UAT and independent functional* technical and security
■  testing (including creation of test plans, test cases and test data for UAT testing, review of test plans,

test cases and test results of SIT testing).

4. Deloitte test team members will provide State testers with training on the testing process and tools.

5: Adequate resources have been identified to test the release within the allotted time frame.

6. UAT entrance and exit criteria details will be agreed upon by the State and Deloitte.

7. For Performance Test: performance test can be run concurrently with other testing tracks. Even
though application errors may impede performance testing, the goal of performance testing is not
functional accuracy or data validation.

8.4 Constraints

This section provides a list of constraints that may cause a test limitation.

t Development activities determine the initial order in which items are tested.

• System integrated testing is conducted based upon the readiness and availability of the modules.
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9 Authorisation for Deliverable Acceptance

Please see attached Request for Acceptance of Deliverable Form.
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Topic 19 - Status Meetings and Reports Response
Following is our sample report:
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Status Report: Sample
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Stetus Report: Medlcald Schema Development
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Status Report: Data Mart Enrichment (Medlcaid Member Monthty) / New Data Based on Data Mart
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Appendix A

Exceptions to Terms and Conditions arc In the following page, in the template provided by the state.
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Attachment 3, Vendor Proposal
New Hampshire Department of Health and Human Services - Data Analytics Platform forOpiod Cnsis - Attachment #2

APPENDIX A

EXCEPTIONS TO TERMS AND CONDITIONS

Deloitte Consulting LLP ("Deloitte Consulting") is pleased to submit this proposal to State of New Hampshire,
Department of Health and Human Services ("State" or "Department") in response to its Request for Proposal,
dated October 16, 2018 (the "RFP"). Our working relationship with State has proven that State and Deloitte
Consulting have expeditiously worked together through important engagement requirements and provisions
(i.e., indemnification, [imitation of liability, intellectual property, etc.). Thus, in the event that we are selected
for award, please trust that Deloitte Consulting is ready to promptly negotiate mutually agreeable terms in a
collaborative and expeditious manner.
We look forward to working with the State on this opportunity as our proposal is submitted subject to the
condition that Deloitte Consulting and State reach and enter into a mutually agreeable definitive written
agreement for the proposed services related to the RJP that covers, but not limited to, the items set forth
below.

Rrcpnndr.r Name: Deloitte ConsullinB LLP
Fxnianation of Fxceotion

1. Software, Requirements and
Deliverables (RfP, Section
3); Ongoing Software
Maintenance and Support
Levels (Section 25.12);
Licenses (Appendix H-25,
Section 25.9)

Deloitte Consulting understands that the State will purchase the
software cither directly or through the Deloitte Consulting as a
payee agent. As such, because in either of these scenarios the State
would enter into the license directly with the third party software
vendor (the "License"), the State's use of any such software, any
warranty regarding such software, and the software's compliance
with Stale requirements (such as non-visual access requirements)
shall be subicct to the terms and conditions of the License.

2. Contract Term (RFP, Section U) We would like to clarify the applicability of time is of the essence
as we expect that we will jointly develop a mutually agreeable
project plan and both parties would be required to comply with
their respective dates and obligations, or modify them via a
mutually agreed project change contract process. We plan to use
diligent efforts to meet dates for performance contained in the
contract, and will notify the Depanmcnl promptly in writing if ii
expects or encounters significant delays in completing its services.

3. Public Disclosure (RFP, Section 4.10) Deloitte Consulting would like to clarify that its proposal response
contains confidential information and the intellectual property of
Deloitte Consulting. Deloitte Consulting considers any rate
information (include If rates are not part of evaluation process),
staff resumes and names, as well as any other identified
confidential information to be proprietary and excluded from
disclosure without our consent.

4. Security (RFP, Section 4.11; Appendix G-1);
Data/Access/Confidentiality/Preservation

(Appendix H, Section 9); DHHS Information
Security Requirements (Exhibit K)

Deloitte Consulting also requests that the data security standards,
requirements and related terms be subject to further discussion and
clarification by the panics during contract negotiations in light of
our understanding that no scnsitive.personal information is
involved in the scope of work.
We also require to make clarifying modification to the definition of
Data in section 9.1.

5. Conditional Nature of Agreement (Appendix
U, Section 4):

Deloitte Consulting can agree to provide the State a right to
terminate in the event of the non-appropriation of funds for reasons
outside the State's control, provided that the State provides
reasonable advance notification to Deloitte Consulting about
funding unavailability and is required to pay Deloitte Consulting
for all services performed up to the date of termination due to lack
of funding.

6. Conditional Nature of Agreement (Appendix
H, Section 4 r/w Exhibit C-1, Section 1);
Contract Price/Price Limitation/Payment

Relative to this Section and^all other sections that make reference
to withholding/suspension of payments, Deloitte Consulting would
like to clarify that its failure to comply with the contract, and the



Attachment 3. Vendor Proposal

(Appendix H, Section 5); Event of
Default/Remedies (Appendix U, Section 8.2.2
and 8.2 J); Termination for Default
(Appendix H-25, Section 25.15.1.2J)

damages and method of payment for such damages, shall be
determined by a coun of competent jurisdiction.
Set-Orramounts and conditions shall be subject to further review
by the parties durinq negotiations.

7. Compliance by Contractor with Laws and
Regulations (RFP, Section 1.2.6.5) (Appendix
H, Section 6.1)

Deloitie Consulting agrees to comply with laws and regulations
that are applicable to it in its performance of the services. We
would like to mutually agree on which State and Federal laws are
expected to apply to such a DAP solution.

8. Personnel (Appendix H, Section 7.1);
Workers Compensation (Appendix H, Section
15.1); Warranty (Appendix H-25, Section
25.11)

Oeloitte Consulting will warrant that the services under the
contract will be performed in good faith and in a professional
manner. However, we disclaim all other warranties, either express
or implied, including warranties of merchantability and fitness for
a particular purpose.
We would also like to clarify the warranty period for the System
Software as mentioned in .section H-25-IO.l, for instance the
warranty should be based on correction of material defects that are
identified during the warranty period. Additionally the concept of
fault free should be discussed in terms of a defect tracking process
that includes triage of responsibility along with classification of the
defect. Additionally the support levels should be further clarified..

9. Event of Default/Remedies (Appendix H,
Section 8)

Deloitic Consulting would like to further clarify the circumstances
of, and process related to, Event of Default and the consequences
associated with such default.

10. Terihination (Appendix H, Section 10;
Appendix U-25, Section 25.14); Vendor StalT
(Appendix H*25, Section 25.5.5); Termination
Procedure (Appendix U-25, Section 25.15.4)

Both parties' rights with regard to termination should be discussed
during negotiations. We believe termination for cause should be
based on a material breach of the contract and require adequate
written notice with the breaching party being given an opportunity
to cure such breach. Deloitie Consulting also requires the right to
terminate if the services conflict with law or independence rules
(due to its relationship with Deloitte & Touche LLP, an affiliate of
Deloitie Consulting).
We would like to clarify that upon termination any Software and
Written Deliverable will be transferred to State upon full payment
for such deliverables. We would also like to clarify that any
unfinished work will be the State's property once paid for. and is
provided as-is, without any warranty.

11. Indemnification (Appendix H, Section 13) We would propose that Deloine Consulting's indemnification
obligations under the Contract place reasonable, commercially
standard parameters on Deloitte Consulting's indemnification
obligations. Deloitte Consulting would agree to an indemnity for
certain damages for third pany claims for (a) bodily injury and
physical damage to real or personal property to the extent directly
and proximately caused by us, and (b) certain infringements by our
deliverables of third party'intellectual property rights. In addition,
we would propose procedural terms to ensure the ability to
effectively defend or settle, as appropriate, any indemnification
claims.

12. Insurance Requirements (Appendix H,
Section 14)

Although we can support the levels indicated we would propose
certain changes to the insurance language to be more consistent
with the insurance that we (as well as other large professional
scr\'iccs firms) maintain.

13. Vendor Staff (Appendix H-25, Section 25.5) Deloitte Consulting agrees that any changes to Key Personnel
should be approved by State however, we would like to clarify that
their dedicated timeframe be for the length of their assignment
since certain skill requirements typically change as a project life
cycle progresses. We request further discussion relative to the
State's proposed ability to removal/reassignment of Key Project
Staff from the services; as such rights may hinder our ability to
meet our other contractual obligations. While Deloitte Consulting
appreciates the importance of background check procedures,
section 2S.S.4 may need to be clarified during negotiations based
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upon ihc specifics of ihc cngaecmcni.
14. Change Orders (Appendix U-25, Section

25.7)
We request clarification that all modifications to the contract scope .
of work and schedule will be with mutual agreement. We would
like to discuss the process for deciding how to proceed with
disputed change order work.

IS. Deliverables (Appendix H-25, Section 25.8);
Testing and Acceptance (Appendix U-2S,
Section 25.10)

Deloitte Consulting agrees in principle that all deliverables shall be
subject to the review and approval of the State, and we look
forward to the development of a mutually agreed upon review
process, including the time allotted for any review or modification.
For example, Deloitte Consulting would like to clarify that
acceptance of a deliverable is deemed given if the State has not
provided Deloitte Consulting with acceptance or a notice of
deficiencies in writing for such deliverable within the agreed upon
time period. In addition, the State's initial review of a deliverable
shall identify all deficiencies requiring correction, and any
sub.^quent review shall identify deficiencies in corrections to such
identified deficiencies. To the extent that any deliverables are or
have been accepted by the State pursuant to the terms hereof at any
stage of Deloitte Consulting's performance, Deloitte Consulting
shall be entitled to rely on such acceptance, for purposes of all
subsequent stages of its performance hereundcr.

16. Licenses (Appendix U-25, Section 25.9);
InteUectua) Property (Appendix U-2S,
Section 25.13.7)

Deloitte Consulting would like to clarify that while we would
agree to assign ownership of work product specifically designed
for and delivered to Department in connection with the
engagement upon full and final payment and subject to the
contract, we would retain rights in intellectual property developed
prior to or outside of its work for Department, or as a tool In
performing the services for Department, including modifications to
such intcllcctual property. Terms applicable to third party software
providers required for the system will be between the Department
and the software provider and therefor sections such as H-25.9 and
portions of H-25.12 would not be applicable to the implementation
contract.

17. Ongoing Software Maintenance and Support
Levels (AoDendix H-2S, Section 25.12)

Deloitte Consulting looks forward to additional discussion, during
negotiations, upon award of the Contract.

18. Pricing (Appendix H-25, Section 25.14) Properly submitted invoices upon which payment is not received
within a mutually agreed upon time period would be considered
past due. Deloitte Consulting shall have the right to suspend or
terminate its services if payment is not received within such
mutually agreed upon time period.
Relative to this Section and all other sections that refer to
withholding of payments, Deloitte Consulting would like to clarify
thai its failure to comply with the contract, and the damages and
method of payment for such damages, shall be determined by a
court of competent jurisdiction.

19. IT Required Work Procedures (Appendix H-
25, Section 25.13.8)

We would like to clarify which standards and procedures
established by the Dcpartmenfof Information Technology and the
State would apply.

20. Conndential iDformation (Appendix U-25,
Section 25.13.14)

Deloitte Consulting requests that the protection of each party's
confidential information be made a mutual obligation and the
details of each party's responsibilities to protect confidential
information be clearly defined during negotiations and reflected In
the contract.

21. Limitation of Liability (Appendix U-25, .
SecHon 25.16.2)

We would like to clarify the exclusions from the limitation of
liability.

22. Dispute Resolution (Appendix H-25, Section
25.19)

Deloitte C.onsulting would propose having a mutually agreed upon
dispute resolution clause in the resultant contract.

23. Project Holdback (Appendix H-25, Section
25.21)

Although we are in general agreement with the holdback amount
we would like to discuss the release timeframe and criteria, such as
the ability to release 5% of the holdback upon solution go live.

24. Escrow of Code (Appendix H-2S, Section Do to the transfer of ownership terms of the proposed agreement;
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25.22) we feel the Escrow agreement is not necessary and would not be
applicable.

25. Terms and Deflnitions (p.l32) There are certain definitions, such as but not limited to. Breach or
Breach of Security, Confidential Information, Data Breach that
may require clarification based on the usage of such terms in the
resulting contract.

26. Health Insurance Portability Act Business
Associate Agreement (Exhibit I)

Deloilte Consulting would like to discuss certain aspects of the
BAA Such as notice time in case of a breach, etc.
Deloilte Consulting proposes additional terms for Incorporation
into a resultant contract to include, but not be limited to, a
commercially reasonable State's Responsibilities, Limitation of
WajTaniics. etc.

By signing ihis form, I acknowledge that the above named Responder accepts, without
qualification, all terms'and conditions stated in this RFP Section 8- Mandatory Business
Specifications, Contract Terms and Conditions except those clearly outlined as exceptions above.

Signature

Consulting Managing Director

Title

12/10/2018

Date

RFP 20I9-(M3/RFP-2019-DPHS-I9-DATAA Attachment U1
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Bl -1.3 Escrow of Code

Our Escrow of the code statement Is on the following page.
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Escrow

Our solution will include leveraging the Stale's COTS products as well as providing pre-existing and
custom code to the State that will be on premise, available to the State, and ch«ked into version control
software. Additionally, all such code ■will be licensed to the State for usage for the life of the solution. For
these reasons the Escrow agreement should not be required, however in the event an Escrow a^eement is
required after discussion with the State on the licensing of the code, then Deloine will sign up for an
escrow agreement with a State approved escrow agent in compliance with this section.
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Dun & Bradstreet Report
The current Dun & Bradstreet Report for Deloitte Consulting LLP is attached oii the following pages.
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Deloitte's Publications and Thought Leadership
The following is a list of recent publications and thought leadership highlighting Deloitte's perspectives
and insights on the use of data analytics and technology among States, health plans, phannacies, and other

•  stakeholders to improve prevention aiid treatment among those struggling with opioid addiction and in .
their communities.
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Additional Project tmplementations Similar in Size and
Scope to X Project
The following is a table of current and prior implementations similar in size and scope of X project:

{project
|l)ate

Client Project Description
1

Solutjon Type
1

X State of Wyoming Data analytics platform (APES) to help prevent, Fraud, Waste,
predict, detect, and monitor Fraud, Waste, and Abuse and Abuse
in the State's Medicaid entitlement program Analytics

X Centers for Disease

Control

Providing software programming and engineering
support and expertise to modify the Data Collation •
and Integration for Public Health Event Response
(DCIPHER) platform to incorporate additional
functionality to assist with surveillance and

. prevention efforts within the National Center for
Injury Prevention and Control (NCIPC)

Advanced

Predictive

Analytics

X Food and Drug
Administration

Supporting the FDA's intemational Mail Facilities
(IMF) program by enabling inspection of
intemational mail shipments for illegal opioids and
fentanyl

Advanced

Predictive

Analytics

X Drug Enforcement
Administration

Leveraging predictive analytics, commercial and
federal data analysis, and social media exploitation
capabilities to provide tactical support to DEA's
Division of Diversion Investigative Diversion
Taskforce

Advanced

Predictive

Analytics

X Military Health
System

Providing clinical policy development,
pharmacovigilance analytics, performance
management, and resource allocation

Strategic
Planning

X Centers for Disease

Control

Providing project management, governance,
communications, grants management, performance
measurement, and financial management support to
help CDC organize and manage an influx of $350M
for the opioid crisis

Strategic
Planning

Stale of Ohio Creating strategic stakeholder engagement strategy to Opioid
improve service delivery Ecosystem

Stakeholder

'  Engagement

Drug Enforcement
Administration

Providing dedicated BIS practitioners and tools, as
well as a network targeting and data analytics
capability to support ongoing criminal investigations
of IDS teams

Advanced

Predictive

Analytics

'

Department of
Justice / Federal

Bureau of

Investigation

Providing a blended team of forensic accounting,
data analytics, and discovery support practitioners, to
support for DOJ/FBI HCFSF case development and

Fraud, Waste,
and Abuse

Analytics
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Project
Date

Client . Project Description ■Solution Type i
i

prosecution (many of which are involves opioid
fraud in Medicare Part D)

Commonwealth of
Kentucky

Identified ways to meet expanding service needs,
advance leading practices, and identify opportunities
to improve the quality of services through
stakeholder input, current state analysis, and stratepc
planning for way forward

Strategic"
Planning

State of Wisconsin

•  ̂

Supported the Stale of Wisconsin to address
regulatory challenges to improve cost and quality of
delivering publicly-funded behavioral health services
in a large county

Self-service
Access to

Resources

Eli Lilly/Pfizer Evaluated implications for prevention and treatment
of substance use disorders and HIV among people
who use drugs (focus in Ukraine, HIV project
researching at-risk populations)

Advanced
Predictive
Analytics

cvs Applied data science techniques and developed
analytic solution to enable faster, more reliable
detection of drug losses

Fraud, Waste,
and Abuse
Analytics

Centene Used predictive analytics to enable plans to facilitate
faster detection of patients exhibiting pill-seeking
behavior

Advanced
Predictive
Analytics

Centers for Disease
Control

Developed a dashboard protot)T?c using data from the
Prescription Behavior Surveillance System (PBSS) to
enable CDC data scientists to analyze trends
associated with prescription drug overdoses

Advanced
Predictive
Analytics

Commonwealth of
Massachusetts

Developed pilot model in the Commonwealth of
Massachusetts to identify and manage high risk
individuals across health payers and providers to
address addiction before it happens

Advanced
Predictive
Analytics

Commonwealth of
Pennsylvania

Created a solution in Qlik Sense that tracked the
prescription pattems.of patients, pharmacies, and
providers at both an aggregated and individual level.
The solution incorporated the use of CIS analytics as
well as a national data model that could ^ used in
any state in the US that currently has a PDMP system
in place (48 of the 50 states have one)

Advanced
Predictive
Analytics

Alkcnmcs Supported the development of an engagement
strategy for usage in criminal justice setting to
address opioid addiction

Opioid
Ecosystem
Stakeholder
Engagement

State of Okiahoma Helped the state of Oklahoma to develop a Medicaid Medicaid
demonstration waiver focused on serving individuals Waiver Support
with Substance Use Disorder

Figure IX-1I6. Implementations Similar in Size d Scope.
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