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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Loxi A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commbsioner 603-271-45%01 1-800-852-3345 Ext. 4501
‘ Fax: 603-271-4827 TDD Access: 1-800-735-2964
Liss M. Morris ¢ www.dhhs.nh.gov
Director

October 23, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Depariment of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive Sole Source amendment to an existing agreement with
Trustees of Dartmouth College, Vendor # 177157-B013, Hanover, NH, to operate a cancer
registry system, by increasing the price limitation by $215,693 from $4,165,546 to $4,381,239
with no change to the completion date, June 30, 2022, retroactive to October 1, 2020, effective
upon Governor and Council approval. :

The origina! contract was approved by Governor and Council on November 18, 2016, item
#21. It was subsequently amended with Governor and. Council approval on June 8, 2018, item
#13, and most recently amended with Governor and Council approval on May 15, 2019, item #11.

Funds are available in the following accounts for State Fiscal Year 2021, and anticipated
to be available for State Fiscal Year 2022 upon the availability and continued appropriation of
funds in the future operating budget with the authority to adjust budget tine items within the price
limitation and between state fiscal years through the Budget Office, if needed and justified.

See Attached Fiscal Detalls
EXPLANATION

This request is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any subsequent amendments to be labeled as sole source. Additionally,
the vendor is uniquely qualified to provide these services.

This request is Retroactive because more time was needed to finalize the scope of work
~and funding prior to the Department finalizing the terms of the agreement.

The purpose of this request is to utilize funding from the Drinking and Groundwater Trust
Fund, established under RSA 485-F, to improve surveillance and increase knowledge related to
childhood cancer and potential health hazards in New Hampshire. The Contractor will provide
statistical analysis of national and local data relative to childhood cancer. The Contractor will also
summarize research findings related to identifying the causes of childhood cancer. Additionally,
the Contractor will convene experts on childhood cancer and public health staff for discussions to
guide future research and public health interventions. This amendment also reduces the federal
funding through the Centers for Disease Control and Prevention (CDC), to accurately reflect the
actual amount of funding awarded to New Hampshire and available to fund the contract.

The Department of Health and Human Services' Mission is to join communities and families
in providing opporiunities for cilizens o achieve health and independence.

3G ¢



His Excellency, Governor Christopher T. Sununu
and the Honorable Councl)
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The efforts paid for through this amendment will strengthen New Hampshire’s public
health capacity to address childhoad cancer by ensuring high quality childhood cancer data. The
Department will use the data and work with regional partners to address factors contributing to
childhood cancer in the region. The Contractor address factors contributing to childhood cancer
by working with the Department to provide educational materials and create messaging to the
public relative to opportunities that arise from analyzing and summarizing radiation monitoring
data from environmental samples collected by the Department's Radiological Environmental
Monitoring Program around the Seabrook Nuclear Power Station. Additionally, the Contractor will
work with the Department to develop and |mplement a study protocol to gather information about
childhood cancer survivors and their caregwers experiences with cancer treatment and post-
cancer treatment

The primary purpose of the New Hampshire Slate Cancer Regnstry is to identify all
reportable cases of cancer in New Hampshire to provide information on the overall number, types,
and changing patterns of cancer among residents of the state. New Hampshire RSA 141-B
obligates the Department to collect information regarding the majority forms of cancers diagnosed
in New Hampshire. It is a Department priority to use State Cancer Registry data to guide public
health decision-making in New Hampshire.

As referenced in Form P-37, Paragraph 18, the parties have the option to amend the
agreement contingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department is not éxercising its option to renew
at this time.

‘ Should the Governor and Council not authorize this request the Department may be
unable to effectively improve surveillance for childhood cancer and health hazards, which could
inhibit the Department’'s ability to properly inform and educate communities and medical
professionals about childhood cancer risks and contro! strategies. Additionally, without effective
surveillance strategies, there could be a reduction of data available to researchers that enables
them to understand the causes of and treatments for childhood cancer.

Area served: Statewide
Source of Funds: 100% Other Funds '

In the event that the Other Funds become no longer available, General Funds will not be
requested to support this program.
Respectfully submitted,

Q%M Ml
Lori A. Shibinette
Commissioner



Fiscal Details

05-95-90-904510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehensive Cancer Control Program & Cancer Registry

State Class / Job Current Increase Revised

. Class Title Modified (Decrease) Modified

Fiscal Year Account Number Budget Amount Budget
Contracts

2017 102-500731 for Prog Sve 90080080 $251,736 $0 $251,736

$251,736 $0 . $251,736

Sub Total:

~

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY 100%

General Funds

State Class/ "Job Current Increase Revised
Fiscal Year Account Class Title Number Medified {Decrease) Modified
Budget Amount Budget

2017 601-500931 St?\;ztiznd 90066005 $100,045 30 $100,045

' Sub Total: £100,045 §0 $100,045

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry

Programs
Current Increase Revised
Fisgs?t\"’ear AE::?:::n Class Title Nt;l:'lzer Modified {Decrease) Modified
Budget Amount Budget
Contracts
2017 102-500731 for Prog Sve 90080080 $1 73,0Q0 50 $173,000
Sub Total: $173,000 50 $173,000

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN'
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry

Programs
Current Increase Revised
Fisgz?tYeear A?:lcf’:::\t Class Title Nt;lr:ger Modified (Decrease) Modified
Budget Amount Budget
2018 102-500731 |  COMracts | g4480080 | $446,542 $0 $446,542
for Prog Svc
Contracts
2019 102-500731 for Prog Sve 90080080 $454,217 $0 $454,217
Contracts
2020 102-500731 for Prog Sve 90080080 $543,542 $0 $543,542
Contracts
2021 102-5007 31 for Prog Sve 90080080 $543,542 ($132,348) $411,194
Contracts -
2022 102-5007 31 for Prog Svc 90080080 $543,542 ($132,348) $411,194
Sub Total: $2,531,385 | ($264,696) $2,266,689
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Fiscal Details

~ 05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY100% General Funds

State Class/ Job Current Increase Revised
Fiscal Year Account Class Title Number Modified (Decrease) Modified
Budget Amount Budget

2018 | 601-500931 S‘?\;‘;ti‘;”d 90056005 | $150,000 $0 $150,000
2019 | 601-500931 S‘i}l‘:tiﬁ"d 90056005 | $150,000 $0 $150,000
2020 | 601-500931 Sti;‘:ti‘;”d 90056005 | $150.000 $0 $150,000
2021 601-500931 St?;;i;nd 90056005 | $150.000 $0 $150.000
2022 601-500031 S‘?\;‘:t';‘;“d 00056005 | $150,000 $0 $150,000

' Sub Total: $750,000 $0 $750,000

05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY &

PERFORMANCE, PREVENTIVE HEALTH BLOCK GRANT

100% Federal Funds CDC Preventative Health and Health Service Biock Grant (PHHSBG)

State Class/ Job Current increase Revised
Fiscal Year Account Class Title Number Modified {Decrease) Modified
Budget Amount Budget
Contracts
2018 102-500731 for Prog Sve 90001037 $69,611 $0 $69,611
| Contracts _
2019 102-5007 31 for Prog Sve 90001037 $69,611 ; $o $69,611
Contracts
2020 102-500731 for Prog Sve 90001037 $69,611 $0 $69,611
Contracts
2021 102-500731 for Prog Sve 90001037 $69.611 $30,389 $100,000
Contracts” .
2022 102-5007 31 for Prog Sve 90001037 $69,611 ($50,000) $19,611
Sub Total: $348,055 ($19,611) £328,444

05-95-90-902010-10790000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY

SERVICES, PEDIATRIC CANCER SURVEY

100% Other Funds
. Current Increase Revised
State Class/ . Job . .
Fiscal Year Account Class Title Number Modified (Decrease} Modified
Budget Amount Budget
Contracts
2021 102-500731 for Prog Sve 90080095 80 $500,000 $500,000
Contracts
2022 102-500731 for Prog Sve 90080095 $0 50 $0
Sub Total: 50 $500,000 $500,000

Page 2 of 3




Fiscal Details

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER

100% Federal Funds CDC NH Breast & Cervical Cancer, Comp.

Cancer & Cancer Registry

Programs
Current Increase Revised
Fisg::ln\?ear Ag::a:j:“ Class Title N:;'l:er Modified {Decrease) Modified
Budget Amount Budget
Contracts :
2019 102-500731 for Prog Svc 90080080 $11,325 30 $11,325
- Sub Total: $11,325 o $11,325
TOTAL: $4,165,546 $215,693 -| $4,381,239
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

November 3, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a Retroactive Sole Source amendment with Trustees of
Dartmouth College, of Hanover, NH, and as described below and referenced as DolT No. 2016-081C.

The purpose of this agreement is for the Trustees of Dartmouth College to improve
surveillance and increase knowledge related to childhood cancer and potential health
hazards in New Hampshire by providing statistical analysis of national and local data
relative to childhood cancer, Additionally, Dartmouth College will work with the
Department to develop and implement a study protocol to gather information about
childhood cancer survivors and their caregivers’ experiences with cancer treatment and
post-cancer treatment.

The funding amount for this amendment is $215,693, increasing the current contract from
$4,165,546 to $4,381,23% with no change to the completion date, June 30, 2022, retroactive
to October 1, 2020. This amendment shall become effective upon Governor and Executive
Council approval through June 30, 2022.

A copy of this letter should accompany the Départment of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet
DG/kaf
DolT #2016-081C
RID: N/A

cc: Michael Williams, IT Manager, DolT

"tnnovative Technologies Todoy for New Hampshire's Tomorrow”



DocuSign Enve[ope- ID: 69D93EAS-1C26-4E66-AEDS-D93DDESADB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Services
Amendment #3 to the Cancer Registry Operations Contract

This 3¢ Amendment to the Cancer Registry Operations contract (hereinafter referred to as "Amendment
#3") is by and between the State of New Hampshire, Department of Health and Human Services
(hereinafter referred to as the "State" or "Department") and Trustees of Dartmouth College, (hereinafter
referred to as "the Contractor”), a corporation with a place of business at 11 Rope Ferry Road, Box 186,
Hanover, NH 03755.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 18, 2016, (Item #21), as amended on June 6, 2018, (Item #13), and subsequently amended
on May 15, 2019 (item #11) the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract as amended and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to increase the price limitation, and modify the scope of services to support -
continued delivery of these services; and \

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$4.381,239 '

2. Modify Exhibit A, Amendment #2 by replacing it in its entirety with Exhibit A, Amendment #3,
which is attached hereto and incorporated by reference herein.

3. Modify Exhibit A-1, Additional Cancer Data Registry Technical Requirements by replacing it in its
entirety with Exhibit A-1, Amendment #3, Additional Cancer Data Registry Technical
Requirements which is attached hereto and incorporated by reference herein.

4. Modify Exhibit B-7, Amendment #2 by‘replacing in its entirety with Exhibit B-7, Amendment #3,
which is attached hereto and incorporated by reference herein.

5. Modify Exhibit K by replacing in its entirety with Exhibit K, Amendment #3, which is attached
hereto and incorporated by reference herein.

6. Add Exhibit B-8, Amendment #3.
7. Add Exhibit B-9, Amendment #3.

@

Trustees of Dartmouth College Amendment #3 Contractor initials

11/2/2020
RFP-2017-DPHS-03-CANCE-01-A03 Page 10f 3 Date



DocuSign Envelope 1D: 69D93EA6-1C26-4E66-AED9-DI30DDES4DB19

New Hampshire Department of Health and Human Serwces

Cancer Registry Operations

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #3
remain in full force and effect. This amendment shall be retroactively effective to October 1, 2020) upon
the date of Governor and Executive Council approval.

IN WITNESS WHEREOQOF, the parties have set their hands as of the date written below,

11/2/2020

Date

11/2/2020

Date

Trustees of Darimouth College
RFP-2017-DPHS-03-CANCE-01-A03

State of New Hampshire
Department of Health and Human Serwces

Sigrud by:

Ny

04I80BFBECASLAD...
Name: Lisa M. Morris

Title:

Director, Division of public Health Srvcs.

Trustees Of Dartmouth College

DocuSigned by:
@“ PoAuts

F740380A29C0415...

Name: 2411 Mortali

Title: . . ,
Director, Office of Sponsored Projects

]

Amendment #3

Page2of 3



DocuSign Envelope ID: B$D93EA6-1C26-4E66-AEDS-DI3DDES4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
11/3/2020 Eﬁv—%ﬂ
NACAYSNEAICALE

Date - Name: Catherine Pinos

Title: acrorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date ' Name:
Title:
Trustees of Dartmouth College Amendment #3

RFP-2017-DPHS-03-CANCE-01-A03 Page 3 of 3



DocuSign Envelope |D: 69D93EAS-1C264E66-AEDS-DI3DDES4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

Scope of Services

1. Provisions Applicable to All Services

11.

1.2

The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

All services to be performed under this contract shall be in accordance with
New Hampshire Department of Health and Human Services (DHHS), New
Hampshire law RSA 141-B, New Hampshire Administrative rules He-P 304,
United States Public Law 102-515, and Centers for Disease Control and
Prevention (CDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1.

2.2.

2.3.

2.4,

2.5.

The Contractor shall present for discussion and proposed modifications, a
Work Plan. The timeline and work plan shall meet all due dates for
deliverables noted in the Deliverables and Key Performance indicators set
forth in Section 15 of this document.

The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract.

The Contractor shall ensure appropriate contractor personnel are reguired
to attend regular meetings with Department staff as well as other meetings
as necessary.

The Contractor shall allow full participation of the DHHS in the ongoing,
onsite operations of contract activities including interacting directly with
contractor staff, viewing abstract processing, participating in customizing
registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

The Contractor shall provide DHHS with technical assistance and expertise
on matters within the scope of work of the contract.

3. Cancer Registry Operation

3.1.

3.2.

Trustees of Dartmouth Cellege Exhibit A = Amendment #3 Contractor Initials

RFP-2017-DPHS-03-CANCE-01-A03 Page 1 of 22 Date

The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,
http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html.

The Contractor shall collect information and maintain an electronic database
of all incident cancer cases occurring among the New Hampshire population
according to the Administrative Rules.

\ | @

11/2/2020



DocuSign Envelope ID: 69D93IEAG-1C26-4E66-AED9-DI3DDES40B19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

3.3.

3.4.

3.5.

The Contractor shall facilitate and encourage submission of reports for
each incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 141-B:7
(http://www.gencourt.state.nh.us/rsa/html/X/141-B/141-B-mrg.htm), all the
data variables listed in administrative rule He-P 304.02 by “health facilities”
within an expected time frame as listed in Administrative Rule He-P
304.01(e) and He-P 304.01(l)
(http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html).
Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. {“Health Facilities” shall be defined according
to the Administrative Rules.)

The Contractor shall inform DHHS of facilities that remain out of compliance

. with reporting requirements despite Contractor notification in the following

situations:
341, Denial or lack of access to pathology reports or medical records,

3.4.2. Lack of submission of reports within one month or expected date;
and

3.4.3. Lack of response to letter or other formal inquiry within one month.
The Contractor shall adhere to Timetable of Data Dellverables

3.51. The NHSCR data shall meet the following five (5) data quahty
criteria [National Data Quality Standard (formally known as the 24-
Month Standard)]:

3.51.1. Data are ninety-five percent (95%) complete based on
observed-to-expected cases as computed by CDC.

35.1.2. There are three percent (3%) or fewer death-
: certificate-only cases.

3.5.1.3. There is a one (1) per one thousand (1,000), or fewer,
unresolved duplicate rate.

3514 The maximum percent missing for critical data
elements are:

3.5.1.4.1. Two percent (2%) age.
35142 Two percent (2%) sex.
351.43. Three percent (3%) race.
3.5.1.44.  Two percent (2%) county.

3.5.1.45. Ninety-nine percent (99%) pass a
. CDC-prescribed set of standard
edits.

:ns
Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initiats

RFP-2017-DPHS-03-CANCE-01-A03 Page 2 of 22 Date

11/2/2020



DocuSign Envelope ID: 69D93EAG-1C26-4E66-AEDI-DI3IDDES4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A — Amendment #3

352 The NHSCR data shall meet the following data quality criteria
[Advanced National Data Quality Standards (formally known as
the 12-Month Standard)):

3.5.21. Data are ninety percent (90%) complete based on
- observed-to-expected cases as computed by CDC.

3522 There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3523 The maximum percent missing for critical data
' elements are: '

35231. Three percent (3%) age.

35232 Three percent (3%) sex.

35233 Five percent (5%) race.

3.5.2.34. Three percent (3%) county.

3.5.2.35. Ninety-seven percent (97%) pass a
CDC-prescribed set of standard
edits.

3.5.3. The NHSCR shall conduct data linkages upon request and
establish a mechanism for reimbursement of staff time spent on
these projects.

4. Case Ascertainment Activities

41, The Contractor shall establish and implement case reporting from any new
' or existing free-standing radiation oncology facility in the state. _

42. The Contractor shall establish and implement case reporting from any new
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4, Reserved. _

45, The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology
laboratories.

4.6. The Contractor shall perform death clearance at least annually. Death
clearance should be performed by matching records in the NHSCR with New
Hampshire mortality data provided by the DHHS and with National Death

DS
' s
Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials

RFP-2017-DPHS-03-CANCE-01-AC3 Page 3 of 22 Date
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DocuSign Envelope ID: 69D93EAS-1C26-4E66-AED9-D93DDES4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations
Exhibit A = Amendment #3

Index, to determine the level of the NHSCR's record completeness for in-
state and out-of-state deaths to New Hampshire residents where cancer is
identified as a cause of death.

47. For in-state deaths, the Contractor shall make a determination as to the
cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of individuals in NHSCR database, the
contractor shall electronically update the Vital Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
. reports, rapid reports, and non-reportable data sources using data linkage
processes {0 ensure maximum case ascertainment.

4.9, The Contractor shall update the NHSCR operations manual annually. This
manual on NHSCR procedures is for potential distribution to all reporting
health providers and health facilities. The manual will provide documentation
of the objectives, implementation and operation of the registry. All the
contractor staff of the Cancer Registry Operations and DHHS, including the
DHHS Information Security Officer, shall be provided with a copy of the
manual. This manual shall contain, at a minimum:

4.9.1. Most current reporting laws/regulations;

4.9.2. List of reportable diagnoses;

4.9.3. List of required data items.

4.9.4. Procedures for data processing operations including:

4941, Procedures for monitoring timeliness of reporting;

4942, Procedures for receipt of data;

4943 Procedures for database management including a
description of the Registry Operating System
(software); .

4944 Procedures for conducting death certificate
clearance,

4945, Procedures for implementing and maintaining the

quality assurance/controt program:

49451, Conducting follow-back to reporting
facilities on quality issues. These
procedures include rules for
identifying when action or further
investigation is needed,;

49452, Conducting record consolidation;
:os
Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials

. 11/2/2020
RFP-2017-DPHS-03-CANCE-01-A03 Page 4 of 22 Date



DocuSign Envelope 1D: 68D93EAS-1C26-4E66-AED9-DI3DDEB4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

4.10.

4.11.

4.12.

4.13,

414,

Trustees of Dartmouth College Exhibit A — Amendment #3 . . Contractor Initials

RFP-2017-DPHS-03-CANCE-01-A03 Page 5 of 22 Date

49453. Maintaining detailed documentation
of all quality assurance operations;

49454 Procedures for education and
training.

4.9.5. Procedures for conducting data exchange including a list of states
with which case-sharing agreements are in place;

496. Procedures for conducting data linkages.

4.9.7. Procedures insuring confidentiality and data security including
disaster planning;

4.9.8. Procedures for data release including access to and disclosure of
information; and

4.9.9. Procedures for maintaining and updating the operational manual.

The "Contractor shall revise the NHSCR operations manual when any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.

The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms, reporting
requirement document, and Webplus user guides.

The Contractor shall determine needed updates in consultation with the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access. '

Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the completeness of case reporting and
accuracy for completion.

The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to:

4141, Preparing for the DQE and responding to its findings with
procedural changes.

414.2. Conducting recoding audits focusing on the new North
American Association of Central Cancer Registries (NAACCR)
18 variables.

4.14.3. Reserved.

-

11/2/2020



DocuSign Envelope (D: 69D93EA6-1C26-4E66-AEDY-D93DDES4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

4.15.

4.14.4. Obtaining data and reports, and providing feedback related to
the DQE including, but not limited to:

414.41. De-identifying any data that needs to be sent to the
auditor;

4.14.4.2. Transmitting the data;

41443, Responding to questions on the data and any
additional requests from the auditor;

4.14.4.4, Reviewing the preliminary DQE report and
providing feedback;

4.14.4.5  Participating in the final DQE feedback meeting;
and

414.4.6. Utilizing DQE feedback to amend procedures to
optimize data quality.
The Contractor shall implement changes to the data release process that

will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

4.15.1. Reviewing and accepting the VPR template and proposed
procedures for the central data release application form.

4.15.2. Amending NH's data release procedures so that the
Department (NH DHHS) participates in the central approval
\ process.

4.15.3. Comparing the documents used by NH and those proposed by
NAACCR as the coordinating body for the VPR Cancer
Linkage System.

4154, Collaborating with the New Hampshire DHHSfPrivacy Officer
and DHHS Legal and Regulatory Services to approve the
COMMON Process.

5. Information Technology Activities

5.1,

52

5.3.

5.4,

The Contractor shall continue business operations to support the State's
requirements defined in Exhibit A-1, Additional Cancer Data Registry
Technical Requirements.

The Contractor shall continue to provide and set up necessary computer
hardware, including servers and computers for the NHSCR contractor staff,
necessary to maintain the NHSCR database. All hardware and software
shall be compatible with NPCR requirements.

The Contractor shall provide connectivity for all reporting facilities to
transmit data to the NHCSR.

The Contractor shall maintain secure web access to the NHSCR seven
days per week for Web Plus on-line data entry and data file upload@
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55.

5.6.
5.7.

5.8.

5.9

5.10.

5.11.

5.12.

5.13.

5.14.

5.15.
5.16.

Trustees of Dartmouth College : Exhibit A ~ Amendment #3 Contractor Initials
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The Contractor shall continue to utilize the current automated data
management system, consistent with national standards and populated with
NHSCR data. {The Department maintains the discretion to utilize any kind
of data management system. There shall be no medifications to the data
management system software without the approval of the Department,
DHHS Information Security and NH DolT).

The Contractor shall train staff in operation of sofMare systems.

The Contractor shall update all the components of the software, as required
and shall participate in the relevant CDC software users group.

The Contractor shall discuss with DHHS the feasibility of implementing a
WebPlus User's Agreement, the language of such an agreement, and the
protocol for phasing it into use. Implement protocol specified by the program
team during a mutually agreed timeframe to restrict reporting via Web Plus
data entry or file upload to those reporters who have submitted signed
agreements to become Web Plus users.

The Contractor shall continue to develop and implement procedures for.the
electronic submission and processing of laboratory pathology and cytology
reports utilizing NAACCR standards.

The Contractor shall maintain an electronic log of facilities and personnel
who report data to NHSCR (in excel or access or any other system) which
includes at minimum; facility ID, name and demographic information; names
and contact information of personnel (reporters and supervisors), and log
of prior facility contacts. Access logs shall be kept for six (6) years..

The Contractor shall maintain NHSCR Technical Assistance reports
between NHSCR and reporters. Maintain these files or modify or upgrade
them with approval of the NH DHHS Information Security Officer.

The Contractor shall maintain an electronic log of all abstracts received from
each reporting facility that includes facility ID, number of abstracts received,
date received, format of data received and NAACCR version if electronic
submission. Abstract logs shall be kept for six (6) years.

The Contractor shall maintain the prior NHSCR vendor copies of hard copy
logs and electronic logs of abstracts submitted to NHSCR for six (6) years.

The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by NH DolT, DHHS, NPCR or
NAACCR standards. Make further upgrade(s) or replacements(s) during the
life of this contract, at an additional negotiated price, if so requested by
DHHS and subject to all necessary state approvals.

Reserved.
Reserved.

G
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6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports.

6.2. The Contractor shall consolidate tumor records and treatment information
in accordance with standards set forth by NPCR, NAACCR or the SEER.

! 6.3. The Contractor shall perform routine, standard edit checks on all reports
received in accordance with NPCR and NAACCR standards. The contractor
shall be responsible for the accuracy of the data it codes, edits and
consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include:

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles
as chosen by the DHHS and the Contractor;

6.3.3. Detection of erfors during editing, documentation of errors found
and corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current
or prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two
or more consolidated records for the same tumor in an individual);

6.3.6. © Describe strategy for the routine, continual detection and removal
of the duplicates from the NHSCR database — even after current
accession year has closed. _

6.4. The Contractor shall assure that the individual case records in the NHSCR
automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical
processing and data compilation for analytical purposes. Areas to be edited-
include, but are not limited to:

6.4.1. Data Range Checks;

6.4.2. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.45.1. City at diagnosis field must only have values that
exactly match legitimate New Hampshire City, town,
or village names in list supplied by DHHS.

D3
[
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6.4.5.2. City at diagnosis, the code for county and state of
diagnosis must always agree and where city at
diagnosis exists, a code for county at diagnosis must
be provided.

6.4.53. Vital status and cause of death. fields must
correspond, and cause of death must be a valid ICD-
10 cause of death code or one of the special
NAACCR codes, unless this information is missing
from data supplied by NH Vital Records.

6.45.4. Records should be checked to make sure that the
physician's name is correctly entered into first and
last name fields.

6.4.5.5. Records should be checked to compare sex of
patient and the first name of the patient as a guide
for determining correct entry of the record.

6.4.5.6. No logical conflicts shall exist between all the
treatment diagnosis fields and the related reason for
no treatment fields. ‘

6.4.5.7. Apply applicable NPCR and NAACCR Central
Registry edits to data fields.

6.5. The Contractor shall geocode all cancer reports of New Hampshire
. residents|for address and census tract, for a given year and accurately
incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

7.1. - Reserved.

7.2, Reserved.

7.3. Reserved. ‘

7.4 The Contractor shall conduct on-going vulnerability testing of databases,

website, web-based portals, or systems developed, implemented,
managed, or supported as a deliverable for this contract. Certification of this
testing will be provided to DHHS Information Security. The objective of said
Vulnerability Testing is to identify design and/or functionality issues in
infrastructure of systems that could expose Confidential Data, as well as,
computer and network equipment and systems to risks from malicious
activities. Within 15 days after a Vulnerability Test has revealed a security
risk that does not have an immediate remediation path, the Contractor will
provide DHHS Information Security with a report of the security issues that
were revealed and within 45 days of testing the Contractor will provide
DHHS Information Security with a remediation plan. DHHS will decide, in
consultation with the Contractor, which, if any, security issues revealed from

the vulnerability Test will be remediated by the Contractor. [ns
Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials
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8. Information and System Security Policies and Procedures

Implement full security measures to ensure the security and

quality of all the elements in the NHSCR database through
procedures that shall include the following:

8.1. Reserved.
82. Reserved.
8.3. Reserved.
8.4. Reserved.
8.5. Reserved.
8.5.1. Reserved.
85.2.
852.1.
8.5.2.2.
8523.
8524
8.5.25.
8.5286.
8.6.

Ensure that equipment is protected from theft
and accidental or deliberate damage or misuse

Ensure that once computer programs and data
sets are completed and in routine use, they are
protected against tampering. Carefully control
access to and maintenance of computer
programs and NHSCR database.

Ensure that copies of original data submitted are
maintained and never altered.

Ensure that data are protected against
inadvertent or deliberate destruction,
modification, or dissemination.

Ensure procedures for backup, archiving, and
disaster recovery for computer programs and
NHSCR Qatabase.

Ensure that passwords are "changed, access
denied and other security procedures are in
place to protect against ongoing access and
sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

The Contractor shall maintain the security and integrity of the NHSCR data.

Re-process data at no additional cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted,

- altered, tampered with, or improperly coded/processed any data sets during -
the duration of the Contract.

Trustees of Dartmouth College
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8.7.

8.8.
8.9.

The Contractor shall immediately report to the NH DHHS Information

- Security Officer of all errors or anomalies in the NHSCR data, which could

reasonably believe to suggest that security or integrity of the NHSCR, or its
data may be compromised. The resuits of any analysis shall be reported to
the NH DHHS Information Security Officer and, in addition, the steps it has
taken or intends to take to ensure security and integrity of the NHSCR and
its data.

Reserved.
Reserved.

9. Training and Education

9.1.

9.2

9.3.

9.4.

9.5.

9.6.

Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials
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The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and complete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities.

The Contractor shall provide technical assistance by phone or in person to
individuat reporting facilities and providers during normal weekday business

_ hours; response time for telephone consultation shall be no longer than one

working day after request is received or for onsite consultation, no longer
than 10 working days.

The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities.

Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster compliance with reporting requirements as
developed by the DHHS. The meeting will be hosted either in person, or
remotely using Zoom or equivalent software, if PHI or other Confidential
Data (as defined in Exhibit K = DHHS Information Security Requirements)
will be shared a HIPAA compliant video conferencing solution must be used.

The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on.
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may include instruction on proper cancer
coding; use of edit sets; new software efc.

The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order
to increase its capacity for collecting and utilizing cancer-related data by
increasing staff knowledge.

@
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10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding,- consolidation and documentation, and
assure complete case ascertainment and high quality data from all reporting
sources in accordance with NH rules and regulations, NAACCR, and NPCR

standards.

10.2. The Contractor shall implement a QA/QC implementation plan (including
timeline) which at minimum includes the following activities and routine
operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities.
10.2.2. A routine schedule for edits and internal management reports.

10.2.3. A routine schedule for internal audits for QA/QC and data
security and provision of these reports to DHHS. The plan shall
include written procedures for the internal monitoring of guality
assurance procedures and written procedures /steps
implemented if quality control goals are not met.

10.2.4. Procedures for documenting edits/changes made to data during
processing.
10.2.5. Routine training, assessment and professional development of
the contractors’ staff.
10.3. The Contractor shall perform case finding activities utilizing traditional and
" 'non-traditional sources to assure timeliness and completeness of cancer
reporting.
10.4. By October 31st of each year, the Contractor shall obtain from each

reporting hospital a “diagnostic index” for case findings at all hospital
reporting facilities. A diagnostic index is defined as a detailed patient listing
of all discharges meeting certain definitions in medical records coding. The
Contractor shall encourage facilities to submit electronic diagnostic indices
and request that they monitor their own diagnostic indices each month.

10.5. By October 31st of each year, the Contractor shall complete Death

Clearance.
10.6. For each hospital, as resources allow, the key variables specified by
N NAACCR and NPCR will be selected for visual editing of 25 cases at least

every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified in total from these fields is greater than 2%, then the
NHSCR will continue to visually edit cases from that hospital and will work

with the hospital registrar to improve abstracting.
D3
[
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10.7. The Contractor shall ensure that cleanliness of the database is, at a
minimum, in accordance with accepted NAACCR standards. A 2% error
rate threshold shall be the guide for visual editing of hospital registry

7 accuracy.

11. Reporting Activities

11.1. The Contractor shall produce semi-annual timeliness and completeness
reports by hospital to monitor case reporting activities. The Contractor shall
supply aggregate timeliness and completeness reports to DHHS on a semi-
annual basis, stating which hospitals are delinquent in their reporting and
the steps taken to improve reporting from delinquent hospitals.

11.2. Reserved.

11.3. The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1, 1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1, 1995 to date upon request.

11.7. Upon approval from the DHHS, the Contractor shall submit finalized
datasets to NAACCR and to NPCR as specified by the NAACCR and NPCR
standards and Call for Data requirements. Submit copies of each of these
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
' " states with which DHHS has a data exchange agreement, in accordance
with the terms of the exchange agreement. The data shall be submitted

using the agreed upon NAACCR format and will have been edited to the

best extent possible. The DHHS currently has exchange agreements with

seven (7) states and additional agreements may be executed by the DHHS

during the life of this contract and shall be accommodated by the contractor.

11.9. Upon approval of the DHHS, the Contractor shall provide selected health
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared by DHHS. DHHS will provide the
Contractor with specific instructions describing the variables authorized for
release, the years of data required, and any other information such as

database format.
\ os
[
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11.10.
11.11.
11.12.

11.13.

Upon approval from the DHHS, the Contractor shall provide data to the
Vermont Breast and Cervical Program for breast and cervical cancer cases
among Vermont residents diagnosed in New Hampshire in accordance with
the program's approved application for data release by DHHS.

Upon approval from the DHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program’s approved application for data release by
DHHS.

Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
case data from the NH Mammography Network.

The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DH HS within 3 working
days of receipt of the request.

12. Other Programmatlc Activity

12.1.

12.2.

12.3.

12.4.

12.5.

Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials

The Contractor shall make available key personnel to meet with appropriate
DHHS personnel, as requested, to discuss policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

The Contractor shall convene annually the New Hampshire State Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry and to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program}
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians). )

The Contractor shall participate as an active member when needed in New
Hampshire Comprehensive Cancer Collaboration.

The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested in, regardless of
who receives the actual funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when

funding is received.
os
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12.6.

The Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably.
qualified staff is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated with these services may include:

12.6.1. Assist in the preparation of data and narrative for the annual
cancer report for New Hampshire.

12.6.2. Assist in the investigation of cancer clusters and response to
concerns about the occurrence of cancer clusters in New
Hampshire.

12.6.3. Assist with the preparation of ménuscripts for publication and

develop preparatory materials for professional meetings based
on the DHHS needs. '

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS
cancer registry section (i.e. Cancer cluster investigations).

12.6.5. Enter into agreements with other organizations as needed for
processing data according to the NPCR standards, for example,
with the National Death Index to obtain death data, and with the
Veterans Administration (VA) to obtain VA cancer data.

13. Centers for Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets .as requested by DHHS for the
purposes of the New Hampshire’s application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative
Agreement will be submitted for and all funding will be awarded
to the DHHS.

13.1.3. Identifying contractor contributions to the NHSCR effort, not
state general funds or federal funds that would be applied to a
direct or in-kind match that may be required for application for
the CDC cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants
management staff. '

0s
| g
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13.1.5.

13.1.6.

Representing the NHSCR on the NPCR and NAACCR- task
force, users group and or committees to learn recent updates,
issues and share NH experiences with all other states and will
keep DHHS fully informed of all such activities.

Where appropriate, NHSCR will communicate directly with
NPCR and NAACCR on technical matters of cancer
surveilance, standards and submissions to NPCR and
NAACCR and will keep DHHS fully informed of all such
activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the terms of this contract and solicitation of
a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractor shall:

14.1.1.

14.1.2.

14.1.3.

14.1.4.

14.1.5.

14.1.6.

Trustees of Dartmouth College

Provide the new vendor with a copy of the latest version of the
NHSCR database; the reporters’ database; preregistration log;
and the original copies of all the backups of the database.

Write up procedures used to purge all NHSCR data from
vendor's hardware and send the procedures to DHHS
Information Security and the Program point-of-contact for
review and approval. After approval of the procedures by the
DHHS, purge all NHSCR data from the hardware of vendor.

Train up to four (4) people employed by the new vendor, by
means of a reasonable exchange of information on
administration of the NHSCR database, including an overview
of reporters and data exchange processes with other states.
The training is anticipated to involve at least the vendor's
database manager and Quality Assurance supervisor for
approximately two days.

Provide the DHHS with any: hard copy of abstracts and
pathology reports submitted by reporting facilities; electronic
diskettes; and all documentation of interaction with reporting
facilities.

Provide DHHS with a hard and electronic copy of the latest
version of the operation manual; system security and integrity
manual; and all other materials developed for the work process
of NHSCR during the contract process.

Close the web access for reporting facilities so that facilities can
no longer upload data of NHSCR data to the incumbent vendor.

@

Exhibit A = Amendment #3 Contractor Initials
. 11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page 16 of 22 Date



DocuSign Envelope ID: 69D93EAG-1C26-4E66-AED9-D93DDEB4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations
Exhibit A - Amendment #3

14.1.7. Prior executing the above actions, the Contractor shall work
with DHHS to develop a Data Migration Plan that adheres to
Exhibit K — Information Security Requirements.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performahce indicators in Table
1 to measure the effectiveness of the agreement.
15.1.1. All date references in Table 1 shall be used for this contract
. unless otherwise specifically noted in the main body of this
contract.
15.1.2. All time periods are calendar days and not business days
unless otherwise specifically noted in the main body of this
contract.

15.1.3. Annually, the Contractor shali develop and submit to the DHHS,
a corrective action plan (CAP) for any deliverable and/or
performance. The Contractor shall send a copy of the CAP to
the DHHS Information Security Officer if the CAP includes
information security or privacy deliverables and/or performance
actions.

Rest of page intentionally left blank
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Table 1
Description of Key Variables :332’; Initial Term

Work Plan 21 30 days
Fully Qualified Staff 22 30 days
Allow DHHS Participation 2.4 Ongoing

3,4.1-4.3, | Ongoing

4.14.4,
Case Reporting 11.1
Create/Update operation manual 4.9 30 days & ongoing
IT infrastructure/Mebserver 5.5-5.8 30 Days
Install Registry Software and prior data 59-510 | 30days
Processes for laboratory and pathology reports 4-5 30 days
Reporters database 5.12 30 days
Registration log 513 30 days
Upgrade/Replace scftware 5.14 ongoing
DHHS data access 5.12- 5.13 | 30 days & as needed
Procedures for Consolidation of cases and reports 6.1 30 days
Run edit checks 6.3 Ongoing
Geocoding 6.4.2 Ongoing
9.1,9.2, 14-60 days
System security and policies and procedures 9.5
Responsibility for consultation/assessment 8.1-8.2 Ongoing -
QA/QC Plan 10.2 30 Days
Case Finding and Diagnostic Indices 10.4 October 31 of each year
Death Clearance 10.5 October 31 of each year
Quarterly Facility Reports 11.1 Once in 4 months
Annual progress Report 11.3 August 15 of each year
Final Incidence dataset 11.5 January 30 of each year
Extract of Incidence dataset 1.6 Ongoing
NPCR AND NAACCR Annual Report 11.7 Yearly
Submit data to NPCR 11.7 November 30 of each year
Submit data to NAACCR 11.7 November 30 of each year .
Interstate Data Exchange 11.8 Ongoing
Release of Data to researchers 11.9 Ongoing
Attend Meetings 12.2 Ongoing
CDC Cooperative Agreement Activities 13 Ongoing
Transition Activities 14 2 months
16. Specialized Services
16.1. The Contractor shall provide one (1) staff scientist to work jointly with the

New Hampshire State Cancer Registry staff to provide investigation and
research into environmental and genetic aspects of childhood cancer.

16.2. The Contractor shall collaborate with the Department to conduct a
systematic literature review on the many causes of childhood cancer which

shall include, but is not limited to:

) :Ds
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16.2.1. Most recent research published.

16.2.2. Unpublished early work presented at national and international
conferences.

16.3. The Contractor shall collaborate with the Department to write and publish:
16.3.1. A systematic review article describing the understanding of the

field.

16.3.2. Educational literature targeted to the public to explain what is
known about the causes of childhood cancer.

16.4. The Contractor shall conduct a detailed re-examination of the national data
as presented by Dr. David Siegel et al at
https://iwww.cdc.govimmwr/volumes/67 wr/mm6725a2.htm. The
Contractor specifically shall explore the following topics: _
16.4.1. Analysis of race-specific rates, including those for

Massachusetts and Pennsylvania.

16.4.2. Hypothesis testing to demonstrate whether New Hampshire
rates significantly exceed those of neighboring states.

16.4.3. Hypothesis testing to demonstrate where the northeast region
stands in comparison to other regions.

16.4.4. Analyses of cancer subtypes including comparisons based on
race-specific data, to show if certain cancers are more
prominent in the Northeast, specifically NH, and to determine
any patterns of Cancer.

16.5. The Contractor shall provide surveillance for childhood Cancers by:

16.5.1. Providing a focus on data collection to complete cases.

16.5.2. Collaborating with Massachusetts Cancer Registry to include
obtaining data on children with cancer from New Hampshire
who receive treatment in Massachusetts.

16.6. The Contractor shall add one (1) additional part-time cancer registrar,
assigned to the scope of services in Section 16, to the State Cancer
Registry team located in Dartmouth, NH to improve surveillance for
childhood cancer, at a minimum of twenty (20) hours per week.

16.7. The Contractor shall conduct case-finding audits and recoding audits to
optimize data for childhood cancer and provide a report that summarizes
the data quality and quantifies the improvement achieved through the audit
process.

16.8. The Contractor shall co-host one (1) academic conference in NH on the
etiology of childhood cancer. The Contractor shall:

03
[
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16.9.

16.10.
16.11.

16.12.

16.13.

Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor Initials
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16.8.1. Invite National and International researchers and state public

health agencies to discuss current research and public health
issues,
16.8.2. Pay for travel and fees for selected experts for their

presentations with a focus on specific pediatric cancers of
concern, genetic syndromes, and environmental childhood
cancer epidemiology.

16.8.3. include a more limited executive session by invitation to discuss
next steps.

16.8.4. Develop educational literature for the public based on
information and discussion at the conference and executive
session.

16.8.5. Measure baseline awareness of participants on at least two (2)
pediatric cancer topics prior to commencement of the academic
conference.

16.8.6. Provide conference evaluations to 100% of the participants.

The Contractor shall analyze and summarize, for a lay audience, radiation-
monitoring data from environmental samples taken around the Seabrook
Nuclear Power Station, at an estimated seventy-five (75)
Thermoluminescence Dosimetry TLD Sites, as collected by the
Department’'s Radiological Environmental Monitoring Program. The
objectives shall include, but are not limited to:

16.9.1. Providing the public with reliable radio analytical data regarding
the environmental impact of a nuclear facility.

16.9.2. Incorporating background radiation levels and radioactivity from
natural sources, as well as action levels for emergency
preparedness into the analysis reporting.

The Contractor shall develop educational materials, subject to Department
approval, based on the results of-the analyses of Seabrook data collection.

The Contractor shall work with the Department to create data visualizations
relating to radiation data and provide those to the Department.

The Contractor shall work with the Department to develop an outline of a
process that will allow for semi-automatic updating of both static and web-
based reports, and shall provide the outline to the Department by June 1,
2021.

The Contractor shall work in conjunction with the Department to produce
aggregate data and educational materials for the Department to release to
the: public for the purpose of informing the public on facts and actual risks
of radjation concentrations across the state based on the data collected by

~ the Department's Radiological Environmental Monitoring Program.

@
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16.14.

16.15.

The Contractor shall develop a study protocol to gather information about
pediatric cancer survivors and their caregivers' experiences with cancer
treatment and post-cancer treatment activities which shall include, but is not
limited to:

16.14.1.  Obtaining approval from an Institutional Review Board for the
study protocol and materials which shall include, but is not
limited to: :

16.14.1.1. Consent forms.
16.14.1.2. Focus group prompts.
16.14.1.3. Survey questions.

16.14.2.  Implementing the study to gather information from childhood
cancer survivors and their caregivers.

16.14.3.  Analyzing the results of the information gathering activities
using appropriate qualitative and quantitative methods.

16.14.4.  Developing a written report and other materials on the results
of the survivor study to share.

16.14.5.  Providing non-identifiable data to the Department.

The Contractor will work with DHHS to develop a Data Sharing Plan (DSP)
to support the Radiation Monitoring Requirement in this contract.

17. Reporting

17.1.

17.2.

17.3.

17.4.

Trustees of Dartmouth College Exhibit A — Amendment #3 Contractor initials

The Contractor shall maintain income and expenditure records that shall be
available to the Department, upon request.

The Contractor shall submit a draft work plan, for the scope of services
referenced in Section 16, to the Department for approval within thirty (30)

" days of -Governor and Executive Council approval which shall include, but

is not limited to:
17.2.1. A plan to meet each obligation of Amendment #3.
17.2.2. An estimated timeline.

The Contractor shall submit an updated work plan within sixty (60) days of
the contract amendment's effective date.

The Contractor shall submit quarterly reports within thirty (30) days at the
end of each quarter, for Department approval which shall include, but is not
limited to:

17.4.1. Brief narrative of work performed during the reporting period;

17.4.2. Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement; -

D3
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17.5.

17.4.3. Documented achievements; and
17.4.4. Progress made toward meeting the performance measures.

The Contractor shall submit an annual evaluation report within thirty (30)
days of the completion of the contract period which shall include, but is not
limited to: : :

17.5.1. Brief narrative of work performed during the reporting period;

17.5.2. Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement;

17.5.3.. Documented achievements; and
17.5.4. Progress made toward meeting the performance measures.

18. Performance Measures

18.1.

18.2.

18.3.

18.4.

185.

The Contractor shall ensure the following performance indicators are
annually achieved and monitored monthly to measure the effectiveness of
the agreement; '

The Contractor shall have at least eighty (80) participants attend the
academic conference.

The Contractor shall increase baseline awareness among participants at
the academic conference about issues related to at least two pediatric
cancer topics.

The Contractor shall increase the knowledge of state legislators with regard
to the needs of childhood cancer survivors in NH by 50%.

' Annually, the Contractor shall develop and submit to the DHHS, a corrective

action plan for any performance measure that was not achieved.

19. Specialized Services Deliverables

19.1.

19.2.

19.3.

Trustees of Dartmouth College P Exhibit A — Amendment #3 Contractor Initials
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The Contractor shall deliver final summary reports to the Department in PDF
form that will be hosted on the Department's website, analytical code and
summary files, as well as data visualizations (using Tableau ArcGIS, and
R).

The Contractor shall deliver an interactive map, such as ArcGIS StoryMap,
or Interactive Dashboard using Tableau to align with current tools and
platforms used by the Department, from the summary and analyses of
environmental samples from Seabrook Nuclear Power Station.

The Contractor shall provide a report summarizing the data collected from
the Department’'s Radiological Environmental Monitoring Program.
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CANCER DATA REGISTRY TECHNICAL "CONTRACTOR
REQUIREMENTS LRESPONSE
A GENERAL DATA SECURITY AND PRIVACY
A.1 Reserved
A.2 Reserved
A.3 Reserved
A.4 Reserved
A.5 Reserved
A6 Reserved
B APPLICATION SECURITY REQUIREMENTS
B.1 Reserved
B.2 Reserved
B.3 Reserved
B.4 Reserved
B.5 Reserved
B.6 Reserved
B.7 Reserved
B.8 Reserved
B.9 Reserved
B.10 Reserved
B.11 Reserved
B.12 Reserved
B.13 Audit all attempted accesses that fanl or Yes
succeed identification, authentication, and
authorization requirements. Audit Logs shall be
retained for six (6) years.

CONTRACTOR COMMENTS *

B.14 The application shall log all activities to a Yes The Contractor's Proposal
central server to prevent parties to application Response to Information
transaclions from denying that they have taken Technology questions dated
place. The audit logs must be kept for six (6) . October 3, 2016, providing
years, additional details and specifics of

the logging functionality process, is
hereby incorporated by reference
as fully set forth herein.

The State and Contractor shall
negotiate a mutually agreeable
remediation plan within 180 days of
the effective date of the Contract.

The Contractor will describe
aspects of the infrastructure that are
not amenable to this logging and
discuss with the State within 180
days of the effective date of the
contract.

B.15 Reserved
B.16 Reserved
B.17 Reserved
B.18 Reserved ps
B.19 Reserved

Jant
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B.20 Reserved

€. HOSTING REQUIREMENTS
C.1 _Reserved

C.2 The Contractor will not be responsible for Yes
network connection issues, problems or conditions
arising from or related to circumstances outsude the
control of the Contractor, ex: bandwidth, network
outages and for any other conditions arusu'ng on the
data submitters internal network or, more|
generally, outside the Contractor’s firewal| or any
issues that are the responsibility of the data
submitters Internet Service Provider.
C.3 Reserved

C.4 The Contractor must monitor the appllcatlon Yes .
and all servers.
C.5 The Contractor shall manage the databases | Yes
and services on all servers located at the
Contractor's facility.

C.6 The Contractor shall install and update all Yes
server patches, updates, and other ut|I|t|es within
30 days of release from the manufacturer Security
patches and vulnerability updates will be applled as
soon as possible.

C.7 The Contractor shall monitor System, Yes
security, and application logs.
C.8 The Contractor shall manage the sharing of Yes
data resources
C.9 The Contractor shall manage daily backups, Yes
off-site data storage, and restore operations.
C.10 The Contractor shall monitor physical Yes
hardware. |

C.11 The Contractor shall provide validation that Yes
they have adequate disaster recovery procedures
in place.

C.12 The Contractor shall have documented Yes
disaster recovery pians that address the recovery
of lost State data as well as their own. Systems
shall be architected to meet the defined recovery
needs.

C.13 The disaster recovery plan shall identify Yes
appropriate methods for procuring additional
hardware in the event of a component failure. In
most instances, systems shall offer a level of
redundancy so the loss of a drive or power supply
will not be sufficient to terminate services however,
these failed components will have to be replaced.

C.14 The Contractor shall adhere to a defined Yes
and documented back-up schedule and procedure.
C.15 Back-up copies of data are made for the Yes
purpose of facilitating a restore of the data in the
event of dala loss or System failure = -
- L
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C.16 Scheduled backups of all servers must be Yes
completed weekly.

C.17 The minimum acceptable frequency is Yes
differential backup daily, and complete backup

weekly.

C.18 Back-up site is physically located ~5 miles Yes
from the Production data to avoid complete data
loss with the loss of a facility.

C.19 |If State data is personally identifiable, data Yes
must be encrypted in the operation environment
and on hack up tapes.

C.20 Data recovery — In the event that recovery Yes The Contractor's Proposal

back to the last backup is not sufficient to recover Response t¢ Information

State Data, the Contractor shall employ the use of Technology questions dated
database logs in addition to backup media in the October 3, 2016, providing
restoration of the databasef{s) to afford a much additional details and specifics of
closer to real-time recovery. To do this, logs must the data recovery process, is

be moved off the volume containing the database hereby incorporated by reference
with a frequency to match the business needs. as fully set forth herein.

The State and Contractor shall
negotiate a mutually agreeable
remediation plan within 180 days of
the effective date of the Contract.

D. HOSTING REQUIREMENTS - NETWORK

ARCHITECTURE .

D.1 The Contractor must operate hosting Services The Applicant, an academic

on a network offering adequate performance to institution, is not in a position to
meet the business requirements for the State . guarantee uptime. The registry
application. - operations do not provide a public

service but deal with a small number
of (~25) reqular cancer reporters.

D.2 The Contractor shall provide network
redundancy deemed adequate by the State by
assuring redundant connections provided by
multiple Internet Contractors, so that a failure of
one internet connection will not interrupt access to
the State application

D.3 The Contractor's network architecture must
include redundancy of routers and switches in the
Data Center

D.4 Reserved

E. HOSTING REQUIREMENTS — SECURITY
E.1 Reserved

E.2 Reserved

E.3 Reserved

E.4 Reserved

E.5 Reserved

E.6 Reserved

E.7 Reserved

US
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F HOSTING REQUIREMENTS - SERVICE
LEVEL AGREEMENT

F.1 The DHHS and Health Facilities shall have Yes
unlimited access, via phone or Email, to the
Contractor's Help Desk technical support staff
between the hours of 8:00am toc 4:30pm- Monday
thru Friday EST.

F.2 The Contractor's Help Desk telephone or e- Yes NHSCR is prepared to respond
mail response time for technical support shall be during normal business hours, 8:00
no more than twenty-four (24) hours. AM to 4:30 PM, Monday through

Friday EST. This has worked well
with our reporters,

F.3 Reserved.
G ADDITIONAL QUESTIONS

G.1 The Contractor shall provide a written Yes The Contractor's Proposal
description of the Registry Plus Suite options used Response to Information

by NHSCR. Technology questions dated

. October 3, 2016, providing
additional details and specifics of
the Registry Plus Suite, is hereby
incorporated by reference as fully
set forth herein.

G.2 Reserved.
(.3 Reserved.
_G.4 Reserved.
DS
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Proteéted Health Information, “Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology u.s. Department of
Commerce.

3. “"Confidential Information” or "Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also include$ any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services {DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pl), Personal Financial Information
(PFI), Federal Tax Information (FT1), Social Security Numbers (SSN), Payment Card
Industry (PCI}, and or other sensitive and confidential information.

4. “End User" means any person or entity {e.g. contractor, contractor's employee,
business associate, subcontractor) working on behalf of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Partability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,
all of which may have the potential to put the data at risk of unauthorized acceffyse‘

V5. Last update 10/09/18 . Exhibit K Contractor Initials
Modified for Dartmouth as of 10.28.2020 DHHS Information
Security Requirements - 11/2/2020
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disclosure, modification or destruction,

7. “Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network {designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. “Personal Information” {(or “PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information™ (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. ' '

12. “Unsecured Protected Health Information” means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information

_ unusable, unreadable, or indecipherable to unauthorized individuals and is developed

or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. :

2. The Contractor must not disclose any Confidential Information in response to a request
for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to

=
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the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application’s
encryption capabilities ensure secure fransmission via the intemet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. Erd User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communicatioosn o

[~
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access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol {SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle {i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidentiat Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative under its control in whatever form it may exist, unless, otherwise required by law or
permitted under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees Confidential Data will only be stored and transmitted within
the boundaries of the United States unless prior express written consent is obtained
from the DHHS Information Security Officer and it will not outsaurce functions,
including but not limited to IT support or administrative services, relating to the State
of New Hampshire or NH DHHS offshore or outside the boundaries of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data, video conferencing and Disaster Recovery locations.

2. The Contractor agrees Confidential Data will not be stored on personal devices.

3. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

4. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

5. The Contractor agrees to retain all electronic and hard copies of Confidential Data in
a secure location and identified in section V. A.2

6. The Contractor agrees Confidential Data stored in a Cloud must be in a FedRAMP,
HITECH or government compliant solution appropriate for the type of data stored
and/or processed or transmitted, and comply with all applicable statutes and
regulations regarding the privacy and security, including all requirements contained
within this Exhibit. All Contractor or End User controlled servers and devices must
follow the hardening standards as outlned in  NIST  800-123

0s
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(https://nvipubs.nist.qov/nistpubs/legacy/sp/nistspecialpublication800-123.pdf).  As
well as current updated and maintained anti-malware utifities (e.g. anti-viral, anti-

hacker, anti-spam, anti-spyware). The environment, as a whole, must have intrusion-
detection services and intrusion protection services, as well as, firewall protection.
The Contractor must hold the key to the cloud solution.

7. The Contractor agrees to and ensures its complete cooperation with the NH DolT
Chief Information Security Officer when a hosting infrastructure security risk
vulnerability is detected and said vulnerability does not have an immediate
remediation path.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be Jomtly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as micro cross-shredding.

3. Unless otherwise spemﬁed within thirty (30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department cﬁntial
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10.

1.

information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,

-and monitoring compliance to security requirements that at a minimum match those for

the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system({s). Agreements will be completed
and signed by the Contractor and any applicable sub-contracters prior to system
access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 180.103, the Contractor will execute a HIPAA Business Associate Agreement
{BAA) with the Department and is responsible for maintaining compliance with the
agreement,

The Contractor will work with the Department at its request to complete a- System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulherabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contrlalctor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or cutside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department. '

Data Security Breach Liability. In the event of any security breach Contractor shall
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12.

13.

14.

15.

16.

make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response and recovery from the breach,
subject to the limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
C-1 of the contract, including but not limited to: credit monitoring services, mailing costs
and costs associated with website and telephone call center services necessary due to
the breach.

Contractor must, comply with all applicable statutes and {egulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govern protections for individually identifiable health information and as
applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements set forth in
the principles of NIST 800-53 and established by the State of New Hampshire,
Department of Information Technology. Refer to Vendor Resources/Procurement at
hitps:/iwww.nh.gov/doit/vendor/index.htm for the Department of Information
Technology policies, guidelines, standards, and procurement information relating to
vendors. The Contractor shall also maintain the security of the system environment in
accordance with the requirements of the Cancer Data Registry Technical
Requirements.

Contractor agrees to maintain a documented breach notification and incident response
process.

Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

h. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, P, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Infarmation only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such

[~
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information.
limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours {e.g., door locks, card keys, biometric identifiers, etc.).

only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section |V above.

in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible’ for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

A. The Contractor must notify NHDHHS Information Security via the email address

provided in this Exhibit, of any Incidents or Breaches immediately after the Contractor
has determined that the aforementioned has occurred and that Confidential Data may
have been exposed or compromised.

1. Parties acknowledge and agree that unless notice to the contrary is provided by
Department in its sole discretion to Contractor, this Section V.1 constitutes notice by
Contractor to Department of the ongoing existence and occurrence or attempts of
Unsuccessful Security Incidents for which no additional notice to Department shall
be required. “Unsuccessful Security Incidents” means, without limitation, pings and
other broadcast attacks on Contractor's firewalls, port scans, unsuccessful log-on
attempts, denial of service attacks, and any combination of the above, so long as no
such incident results in unauthorized access, use or disclosure of PHI.

. Comply with all applicable state and federal suspected or known Confidential Data loss
obligations and procedures. Per the terms of this Exhibit the Contractors and End User's
security incident and breach response procedures must also address how the Contractor
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will:

Identify incidents;
Determine if Confidential Data is involved in incidents;

Report suspected or confirmed incidents to the Department as required in this Exhibit.
The Department will provide the Contractor with a NH DHHS Security Contractor
Incident Risk Assessment Report for completion.

Within 24-hrs of initial notification to the Department, complete the NH DHHS Security
Contractor Incident Risk Assessment Report and email it to the Depantment’s
Information Security Office at the email address provided herein;

Identify and convene a core response group to determine the risk level of incidents
and determine risk-based responses to incidents and mitigation measures, prepare to
include the Department in the incident response calls throughout the incident
response investigation;

Identify incident/breach notification method and timing;

Within one business week of the conclusion of the Incident/Breach response
investigation a final written Incident Response Report and Mitigation Plan is submitted
to the Department's Information Security Office at the email address provided herein;

Address and report incidents and/or Breaches that implicate personal information (P}
to the Department in accordance with NH RSA 359-C:20 and this Agreement;

Address and report incidents and/or Breaches per the HIPAA Breach Notification Rule,
and the Federal Trade Commission's Health Breach Notification Rule 16 CFR Part
318 and this Agreement.

C. All legal notifications required as a result of a breach of information, or potential breach,
collected pursuant to this Contract shall be coordinated with the State. The Contractor shall
ensure that any subcontractors used by the Contractor shall similarly notify the State of a
Breach, or potential Breach immediately upon discovery, shall make a full disclosure,
including providing the State with all available information, and shall cooperate fully with
the State, as defined above.

V. PERSONS TO CONTACT
A. DHHS Information Security Officer:

DHHSInformationSecurityOffice @dhhs.nh.gov

@
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Jelfrey A Meyers ‘ 29 HAZEN DRIVE, CONCORD, NH 03301
Commissicner 603-271-4501  1-800-852-3345 Ext. 4501
: I'-‘u 603-271-4827 TDD Access: 1-800-735-2564
Lisa M. Morris www.dhhs.nh.gov .
Director
April 19, 2019

His Excellency, Governar Christopher T. Sununu
. and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Départment of Health and Human Services, Division of Public Health Services, to
enter into a retroactive, sole source amendment to an existing agreement with Trustees of
Dartmouth College, Vendor # 177157-8013, 11 Rope Ferry Road 6210, Box 186, Hanover, NH 03755,
to operate a cancer registry system, by increasing the’ ‘price limitation by $1,642,306 from $2,523,240
to $4,165,546 and by extending the completion date from June 30, 2020 to June 30, 2022, retroactive
to April 1, 2019 effective upon Governor and Executive Council approval. 82% Federal Funds and
18% General Funds. - - :

This agreement was originally approved by the Governor and Executive Council on November
18, 2016 (Item #21 Vote 5-0) and amended as approved by the Governor and Executive Council on
June 6, 2018 (ltem #13 Vote 5-0).

Funds are available in State Fiscal Year (SFY) 2019 and are anticipated to be available in SFYs
2020, 2021, and 2022, upon the availability and continued appropriation of funds in the fulure operating
budgets, with authority to adjust encumbrances be_tv_veeh State Fiscal Years through the Budget
Office.
' See Attached Fiscal Details
EXPLANATION

This request is retroactlve because the Department received approval from the Centers for
Disease Control and Prevention (CDC) to amend this contract with federal grant funds in February of
2019. The amendment is to combine data on cancer diagnoses with initial treatment data and will
require use of a data entry clerk who will bill- at an hourly rate for data entry. In order to complete data
entry, it was critical to begin this work as early as possible in SFY 2019. Initial treatment data includes
information about whether an individual had surgery, radiation therapy, chemotherapy, hormone, or
immunotherapy which can be used for research on these interventions.

This request is sole source because there are no renewal options left in the original contract
and the Department wishes to ensure continuation of work with the Trustees of Darilmouth College
under the CDC grant that started in June 30 2017 and ends June 30, 2022 which is the end of the
grant project period.

The Department seeks to expand upon the work that has 1aken place for the last several years
to ensure data quality and completeness through participation in the CDC Data Quality Evaluation
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(PQE). This amendment will also ensure the continued operation ‘of an_ incidence-based statewide
cancer registry system as required by RSA 141-B.

The pnmary purpose of the New Hampshire State Cancer Registry is to identify all reportable
cases of cancer in New Hampshire in order to provide information on the overall number, types, and
_.changing patterns of cancer among residents of the state. New Hampshire RSA 141-B obligates the
Depariment to . collect information regarding the majority forms of cancers duagnosed in New
Hampshire. The Contractor will continue conducting data collection, data processing, quality -
assurance and database management activities for the collection of cancer information for the New
Hampshire State Cancer Registry in accordance with the .Department guidelines and standards
established by the National Program of Cancer Registries and the North American Association of
Central Cancer Registries.

The cancer registry is one of the publlc health tools used to monitor and investigate trends in
cancer diagnoses and treatment in every state in the U.S. The cancer registry through this contract
. generates critical data for public health investigations, for public health prevention programs, and for

academic researchers who work to identify causes of cancer, and prevention and treatment strategies.
This amendment will allow the Contractor to continue to capturé essential data on people who are
newly diagnosed with cancer.

The following performance objectives will be used to measure the effectaveness of the
agreement; - ,

» For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 304.2.

+ The database shall be, at a minimum, in accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of Cancer
Registry standards. ‘ :

« The data collected is 95% complete within twelve (12) months of date of duagnoszs for cases
seen in any New Hampshire hospltal

¢ The data collected is 90% complete wnthm fifteen (15) months of the date of duagnosus for all
cases among New Hampshire residents, regardiess of where they received the cancer care.

» The data collected is 95% complete within twenty-four (24) months of date of diagnosis for all
cases among New Hampshire residents, with cases identified from death certificate review and
follow-up, lrom physician practices, from non-hospital facilities, and from out-of-state sources.

The Contractor follows the standards required for the National Program of Cancer Registries
(NPCR) National Data Quality and Completeness Program and US Cancer Statistics Publication
Standard. The Trustees of Dartmouth College has achieved status as a National Program of Cancer
Registries Registry of Excellence, and.is the recipient of’ their eleventh consecutive gold standard
certification by the North American Assocnallon of Central Cancer Registries.

Approximately 1.3 million individuals will be served from April 1, 2019 through June 30, 2022 -
through cancer-related programmlng that is informed using data from the NH State Cancer Registry.

SHould the Governor and Executive Council not authorize this request the Department may be
unable to support a high quality cancer registry and will lose the ability to monitor cancer trends;
respond to community concerns related to cancer clusters; inform and educate communities about
cancer risk; develop policies and plans that address cancer risk in the community; evaluate the
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effectiveness, accessibility, and quality of cancer prevention; and control strategies and prowde data to
researchers to understand the causes and treatments for cancer.

-

Area served: Statewide

Source of Funds: 82% Federal Funds, Catalog of Federal and Domestic Assistance (CFDA)
#93.898, United States Department of Health and Human Services, Centers for Disease Control and
Prevention, New Hampshire Breast & Cervical Cancer, Comprehensive Cancer & Cancer Registry,
Federal Award |dentification Number (FAIN) # NUS8DP006298 and Catalog of Federal and Domestic
Assistance (CFDA) #93.991, United States Department of Health and Human Services, Centers for
Disease Control and Prevention, Preventive Health and Health Services Block Grant, Federal Award
Identification Number (FAIN) # NBO10T009205; and 18% General Funds.

In the event that Federal Funds become no longer available, additional General Funds will not
be requested to support this program.

Respectfully submitted,

Jeffrey A. Meyers
Commissioner

The Department of Heolth and. Human Services’ Mission is to join communities and families
in providing opporiunities for cilizens Lo achieve health and independence.



JelTrey A, Meyers
Commissioner

Liss M. Morris
Director

STATE OF NEW HAMPSH[RE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext. 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Fiscal Details

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
'SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehenswe Cancer Control Program & Cancer Registry

Current Increase - Revised
?Z‘:t A?:]j:r{n : Class Title Nj;t;er Modified | (Decrease) Modified
Budget Amount .| ~ Budget
SFY 2017 | 102-500731 | Contracts for Prog Svc 90080080 $251,736 $0 $251,736
Sub Total $251 ,736‘ $0 $251,736

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS DIVISION OF PUBLIC HEALTH, BUREAU OF iNFORMATICS, CANCER REGISTRY
100% General Funds

, ) S Current - | Increase Revised
':'(Z‘;‘:' A%'::jr’] t Class Title N j;ge .| Modifies | (Decrease) | Modified
| Budget Amount Budget
SFY 2017 | 601-500931 | State Fund Match 80056005 $100,045 $0 $1_00.045
Sub Total $100,045 $0 $100,045 |

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN |
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT
-100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry Programs

Current Increase Revised
?ZZ?' A%E::;t Class Title N:;zer Modified | (Decrease) | -Modified
) ' Budget Amount Budget
SFY 2017 | 102-500731 | Contracts for Prog Svc | 90080080 $173,000 30 $173,000
' Sub Total .| $173,000 $0 $173,000




05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY .

100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry Programs

Fiscal Class/ . . Job Current Increase Revised
Year Aecount Class Title Number Modified | (Decrease} | , Modified-

a Budget Amount Budget
SFY 2018 | 102-500731 | Contracts for Prog Svc | 90080080 $446,542 $0 | $446,542
SFY 2019 | 102-50073t | Contracts for Prog Sv\c 90080080 $435,217 $0 $435,217
SFY 2020 | 102-500731 | Contracts for Prog Svc | 90080080 - $446,542 $97,000 $543,542
SFY 2021 _102-500731 Contracts for Prog Sve | 90080080 $0 $543,542 $543,542
SFY 2022 | 102-500731 | Contracts for Prog Svc | 90080080 30 $543,542 $543,542
Sub Total | $1,328,301 | $1,184,084 | $2,512,385

05-95-90-302010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY100% General Funds

Fiscal A?:':Os:r’u Class Title N> od e (llalf;zss?a) Modifiod

_ - . _ Budget Amount Budget
SFY 2018 | 601-500931 | State Fund Match 90056005 | $150,000 $0[ $150,000
SFY 2019 | 601-500031 | State Fund Match 90056005 | $150,000 $0|  $150,000
SFY 2020 | 601-500831 | State Fund Match 90056005 | $150,000 50| $150,000
SFY 2021 | 601-500931 | State Fund Match 50056005 $0| $150.000 | $150,000
.[SFY 2022 | 601-500031 | State Fund Match 90056005 $0| $150,000|  $150,000
1 Sub Tofal | $450,000 | $300,000 |  $750,000
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05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY &
PERFORMANCE, PREVENTIVE HEALTH BLOCK GRANT
100% Federal Funds COC Preventalive Health and Health Service Block Grant (PHHSBG)

focal | assl, Class Title e Modined (S:i:r:e?si) Modifed
Budget Amount Budget
SFY 2018 ! 102-500731 | Contracts for Prog Sve | 80001037 $£69,611 $0 - $69,611
SFY 2019 | 102-500731 | Contracts for Prog Svc | 80001037 $69,611 $0. $69,611
SFY 2020 [ 102-500731 | Contracts for Prog Svc 90001037 $69,611 $0 $69,611 |-
SFY 2021 | 102-500731 _ Contracts for Prog Sve 9000163? $0 $69,611 $69,611
'SFY 2022 1 102-500731 | Contracts for Prog Sve | 80001037 $0 $69,611 $69,611
' Sub Total | $208,833 | $139,222 $348,055

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER . ‘
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry Pr:

rams
local | lassl  Class Title o ﬁ;;ﬁ;; (E}lf:rgssi) Modiied
) Budget Amount Budget
SFY 2019 | 102-500731 | Contracts for Prog Svc | 90080080 $11,325 $19,000 ( - $30,325
Sub Total $11,325 $19,000 $30,325
R TOTAL: | $2,523,240 | $1,642,306 | $4,165,546
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access; 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 26, 2018

Jeffrey A. Meyers, Commissioner

Department of Health and Human Services

State of New Hampshire

129 Pleasant Street ’
Concord, NH 03301-3857

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology ‘(DoIT)
has approved your agency's request 1o enter into a retroactive, sole source contract amendment with
Trustees of Dartmouth College (Vendor #177157-B013), as described below and:referenced as Dol T No.
2016-081B. '

.

This is a retroactive, sole source contract amendment with the Trustees of Dartmouth
College to continue to operate an incidence-based statewide cancer registry system in
New Hampshire as required by RSA 141-B and for the use of a data entry clerk to
combine data on cancer diagnosis with initial treatment data.

This amendment will increase the contract price by $1,642,306 from $2,523,240 to
$4,165,546 and extend the contract end date from June 30, 2020 to Junc 30, 2022
" retroactive to April 1, 2019 effective upon Governor and Executive Council approval.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Govemnor and Executive Council for approval.

Stncerely

s

Denis Goulet

DG/ik/ek
DolT No. 2016-081B

cc: Bruce Smith

"Innovative Technologles Todoy for New Hampshire's Tomorrow”
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- New Hampshire Department of Health and Human Services
Cancer Ragistry Operations )

State of New Hampshire
Department of Health and Human Services
Amendment #2 to the
Cancer Registry Operations Contract

This 2™ Amendment ta the Cancer Registry Operations contract (hereinafter referred to as “Amendment
#2") dated this 13™ day of December, 2018, is by and between the State of New Hampshire, Depanment
of Health and Human Services (hereinafter referred to as the "State” or "Department”) and Trustees of
Dartmouth College, {hereinafter referred to as “the Contractor”), a corporation with a place of business at
11 Rope Ferry Road #6210, Hanover, NH 03755.

'WHEREAS, pursuant to an agreement (the “Contract”) approved by the Govemar and Executive Councl!
an November 18, 2016, Item #21, as amended on June &, 2018, Item #13, the Contractor agreed to perform
certain services based upon the terms and conditions specified in the Confract as amended and in
consideration of certain sums specified; and

~ WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Governar and Executive Council; and

WHEREAS, the parties agree to increase the price limitation and modify the scope of services to support
continued delivery of these services; and

NOW THEREFORE, in consi.deration,of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
 June 30, 2022. -
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$4,165,546.
3. Formm P-37, General Prowsuons Block 1.9, Contracting Offi cer for State Agency, to read:
. Nathan White, Dlrector
4. Form P-37, General Prowsions. Block 1.10, State Agency ‘Te!ephone Number, to read: .
603-271-9631. _ ‘
5. Delete Exhibit A, Scope of Services in its-entirety and replace with Exhibit A, Amendment #2.

6. Delete Exhibit B — Amendment #1, Method and Conditions Precedent’ lo Payment, Section 2 and
replace with the following:

2. This Agreement is funded with-general funds and federal funds as follows: 73% Federal Funds
from US Centers for Disease Control & Prevention, NH Comprehensive Cancer Control
Program & Cancer Registry Programs, CFDA #93.898, Federal Award |dentification Number
(FAIN#NUSBDP006298, and 9% Federal Funds from Centers for Disease Control and
Prevention, Preventative Health and Health Services Block Grant, CFDA #93.991, FAIN#
NB010T009205 and 18% General Funds.

Trustees of Darimouth College Amendment #2'
RFP-2017-DPHS-03-CANCE Page 1 of 4 ~



New I-Iampshlre Department of Health and Human Services
Cancer Registry Operations

7. Delete Exhibit 8-4, Amendment #1, and replace with Exhibit B-4, Amendment #2.
8. Delete Exhibit B-5, Amendment #1, and replace with Exhibit B-5, Amendment #2.
9. Add Exhibit B-6, Amendment #2. o '

10 Add Exhibit B-7, Amendment #2.
11 Add Exhibit K, DHHS Information Security Requnremen!s

The rest of this page left intentionally blank.

Trusises of Dartmouth College - ' Amendment #2
RFP-2017-DPHS-03-CANCE * Page 2 of 4



New Hampshire Department of Health and Human Services
Cancer Registry Operations

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Heglth and Human Services

/ﬁhQ

Date

ile: Li<h 2
TS DRt

Trustees of Dartmouth College

d ] 1] 14 - Sl

Date 1 . - ' W Jill M. Mortell, Director
> office of Sponsored Projects

Ackn'owl'edgement of Contractor's signature.

State of M}ﬁm’(ﬁhm%unty of ﬁ@%b_,_‘on ‘1([ e [ {3 . before the undersigned officer,
personglly appeared the person identified diréctly above, or sailsfadtonly proven to-be the person whose name is

signed above, and acknowledgad that s/he execuled this document -in the capacity indicated above.

Signature of Notary Public or Justice of the Peace

' HEATHER A. ARNOLD, Notary Pubito
My Commission Expires August 24,2021

Name arid-"Title of Notary or Justice of the Peace
Vi R J“ T

~ PR
il

. ‘My‘Commission Expires:

-t

Trustees of Dartmouth College . Amendment #2
RFP-2017-OPHS-03-CANCE ) Page 3ol 4



New Hampshlré Departiment of Health and Human Services
Cancer Registry Operations

The preceding Amendment, having been reviewed by this office, is approved as to form,-substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

_ Pl

Date

| hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of the State
of New Hampshire at the Meating on: (date of meeting} Co

OFFICE OF THE SECRETARY OF STATE

Date ’ Name:;
Title:
Trustees of Dartmouth College ' Amendment #2

RFP-2017-DPHS-03-CANCE Page 4 of 4



Now Hampshire Department of Health and Human Sarvices
Cancer Rogistry Operations . L !
Exhibit A - Amendment #2 :

Scope of Service_s

1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to

" modify Service priorities and expenditure - requirements under this
Agreement so as to achleve compliance therewith.

1.2. All services to be performed under this contract shall be in accordance with
New Hampshire Depantment of Health and Human Services (DHHS), New.
Hampshire law RSA 141-B, New Hampshire Administrative rules He-P 304,

" United States Public Law 102-515, and Centers for Disease Control and
Prevention (CDC), National Program of Cancer Registries (NPCR) and
- North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2, Requ'ired Activities

2.1. The Contractor shall present for discussion and proposed modifications, a

' Work Plan, due within 30 days of the contract effective date. The timeline
and work plan shall meet all due dates for deliverables noted in the
Deliverables and Key Performance Indicators set forth in Section 14 of this
document. .

22 The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract within 30 days of
the contract effective date.

p

2.3. The Contractor shall maintain the NHSCR database from a physical location
within a seventy-five (75} mile radius of the DHHS, iocated in Concord. The
rationale for this requirement is that the DHHS provides technical and
administrative oversight of the NHSCR operations, which includes on-site
visits to the NHSCR contractor. In addition, appropriate contractor

- personnel are required to attend regular meetings wuh DHHS staff as well
as other meetings as necessary.

24. The Contractor shall allow full participation of the DHHS in the ongoing,
* onsite operations of contract activities including interacting directly with
contractor staff, viewing abstract processing, participating in customizing
' registry software selecting edits, aspects of database management, system

" security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor shall provide DHHS with technical assistance and expertise
on matlers within the scope of work of the contract.

" Trustees of Dartmouth College Exhibit A - Amendment #2 Conlractor Initials
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" Now Hampshlre Departrmant of Health and Human Services

Cancer Registry Operations

Exhiblt A - Amendment #2

3. | Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,

htp://www.gencourt. state.nh.us/rules/state agenciesthe-p300.html.

3.2 The Contractor shall collect information and maintain an electronic
database of all incident cancer cases occurring among the New Hampshire
population accordmg to the Adminlstratlve Rules.

© 3.3 The Contractor shall facilitate and encourage submission of reports for each
incident case Facilitate and encourage submission of reports for each
incident case defined in " RSA = 141:B7
{(http://www.gencourt.state.nh.us/rsa/biml/X/141-B/141-B-mrg.htm), all the
data variables listed in administrative rule He-P 304.02 by “health facilities"
within an expected time frame as listed in Administrative Rule He-P
304.01(e) ‘ and - He-P .304.01(1)
(http:/iwww.qencourt.state.nh.us/rules/state agencies/he-p300.html).
Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. (“"Health Facilities” shall be defined according
“to the Administrative Rules.)

34 The Contractor shall inform DHMS of facilities that remain out of compliance
with reporting requnrements despite Confractor notlf cation in the following
situations:

3.4.1.  Denial or lack of access to pathclogy reports or medical _recoi'ds:-

3.4.2. Lack of submission of reports within one month or expected date; and

3.'4.3. Lack of response to letter or other formal inquiry within one month.
3.5. . The Contractor shall adhere to Timetable of Data Deliverables:

3.5.1. The NHSCR data shall meet the following five (5) data quality criteria
[National Data Quality Standard (formally known as the 24- Month
Standard)):

' 3:51.1. Data are ninety-five percent (95%) complete based on
observed-to-expected cases as comp_uted by CDC.

’3.5.1.2. There are three percent (3%) or fewer death-certificate-only
- cases. .

351.3" There is a one (1) per one thousand (1,000), or fewer,

Trustees of Darimouth College . Exhibil A = Amendment #2 Conlractor Initials f l] L 6(
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Now Hampshire Department of Health and Human Sarvlces
Cancer Registry Operations
Exhiblt A - Amendment #2

unresolved duplicate rate.
3.5.1.4.  The maximum percent missihg for critical data elements are:
3.5.1.4.1. Two percent (2%) age.
3.5.1.4.2. Two percent (2%) sex.
' 3.5.1.4.3. Three percent (3%) race.
3.5.1.4.4. Two percent {2%) county.

3.5.1.5. Ninety-nine percent (99%) pass a CDC- -prescribed set of
standard edits.

3.5.2. The NHSCR data shall meet lhe following data quality criteria
[Advanced National Data Quality Standards (formally known asthe 12-
Month Standard)):

3.5.2.1. Data are ninety percent (90%) complete based on observed-
to-expected cases as computed by CDC.

3522 There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3.5.23. The maximum percent missing for critical data elements are:
3.5.2.3.1. Three percent(3%) age. -
3.5.2.3.2. Three percent (3%) sex.

3.5.2.3.3. Five percent (5%) race.

3.5.2.34. Three percent {3%) county.

3.5.2.4. Ninety-seven percent (97%) pass a CDC-prescribed set of
standard edits.

- 4. Case Ascertainment Activities
41, The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2 The Contractor shall establish and implement case reporting from any new .
' or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4, The Contractor shall increase cancer surveillance activities by, merging

' treatment data for high incidence NH cases where treatment occurred in

another state by adding it to the NHSCR data to be used for research or

public health .aclivities that examune the appropriateness of cancer
treatments.

45. The Contractor shall ’establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology

Trustees of Dartmouth College - Exhibit A = Amendment #2 Contractor Initials } ' hh/\/
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Now Hampshire Department of Heatfth end Human Services -
Cancer Registry Operations

Exhibit A - Amendment #2

48
a7.

4.8,

4.9.

Trustees of Dartmouth College E'xhibil A - Amendment #2 Contractor Initials n\J
RFP-2017-DPHS-03-CANCE-01 Page 4 of 18 ' o Date :{ t@ lot

laboratories.

The Contractor shall perform death clearance at least annually. Death
clearance should be performed by matching records in the NHSCR with
New Hampshire mortality data provided by the DHHS and with National
Death Index., to determine the level of the NHSCR's record completeness
for in-state and out-of-state deaths to New Hampshlre residents where
cancer is identified as a cause of death.

For in-state deaths, the Contractor shall make a determination as to the
cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of individuals in NHSCR database,
the contractor shall electronically update the Vital Status date of death and
cause of death for matching cases.

The Contractor shall operate query 'systems that cross checks definitive
reports, rapid reports, and non-reportable data sources using data linkage
processes lo ensure maximum case ascertainment.

The Contractor shall create or update the NHSCR operations manuat within
30 days of the contract effective date. This manual on NHSCR procedures
is for potential distribution to all reporting health providers and health
facilities. The manual will provide documentation of the objectives,

" implementation and operation of the registry. All the contractor staff of the
Cancer Registry Operations and DHHS shall be provided with a oopy of the
manual. This manual shall contain, at a minimum:

49.1.  Most current reporting Iawslregulatlons,

4.9.2. List of reportable diagnoses; '

493. Listof required data items.

494, Procedures for data procgssing operations including:
494.1. Procedures for monitoring timeliness pf reporting; -
4.9.4.2. Procedures for receipt of data, ‘

4.9.4.3.  Procedures for database management including a description
of the Registry Operating System (software),

494.4. Procedures for conducting death certificate clearance;

494.5. Procedures for implementing and maintaining the quallty
assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting facilities on quality
issues. These procedures include rules for identifying




New Hampshire Department of Health and Human Services
Cancer Registry Operations o
. Exhibit A - Amendment #2

when action or further investigation is needed;
49452 Conducting record consolidation;’

- 4.9.4.5.3. Maintaining detailed documentatuon of all quality
assurance operations;

49454, Procedures for education and training.

4.95. Procedures for conducting data exchange including a list of states W|th
which case-sharing agreements are in place

496. Procedures for conducting data linkages.

49.7. Procedures insuring confidentiality and data security including disaster
planning;

498. Procedures for data release lncludmg access to and disclosure of
information; and .

.498.  Procedures for maintaining and updating the operatuonal manual.

4.10. The Contractor shall revise the NHSCR operations manual when any
changes ‘are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days. .

4.11. The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms,
reporting requirement document, and Webplus user guades within 30 days
of the contract effective date.

412. The Contractor shall determine needed updates in consultation with the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access.

4.13. Through site visits to New Hampshure hospitals conducted as needed the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the completeness of case reporting and
accuracy for completion.

414, The Contractor shall update quality-control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central .registry sponsored audits of reporters as per NPCR Program
Standards mcludung but not limited to:

4141. Preparing for the DQE and respondlng to its ﬁndlngs with procedural :
changes;

4.14.2. Condqclmg recoding. audits focusing on the new North American

Trustees of Dartmouth College Exhibit A — Amendment #2 " Contractor Initials’
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New Hampshire Dopartmeont of Hoalth and Human Services
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Exhibit A - Amendment #2

Association of Central Cancer Registries (NAACCR) 18 variables;

4.14.3. Completing unf‘ nished merging of treatment data from out-of-state
sources to |mprove data quality,

4.14.4. Obtaining data and reports, and providing feedback related to the DQE
including, but not limited to:

.4.14.4.1. De-identifying any data that needs to be sent to the auditor;
4,14.4.2. Transmitting the data;,

4.14.43. Responding to questions on the data and any additional
requests from the auditor; .

4.14.44. Reviewing the pre!rmrnary DQE report and providing
feedback; '

. 4.14.4.5. Participating in the fnal DOE feedback meeting; and

4.14.46. Utilizing DQE feedback to amend procedures to optimize data
quality. .

415. ' The Contractor shall implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

415.1. Rewewung and accepting the VPR template and proposed procedures
' for the central data release application form,;

4.15.2. Amending NH's data release procedures so that the Department (NH
DHHS) participates in the central approval process,;

4.15.3. Compaﬁ'ng the documents used by NH and thbse'proposed by
NAACCR as the coordinating body for the VPR Cancer Linkage
System; -

4.15.4. Collaborating with the New Hampshire DHHS legal department to
approve the common process.

5. Informatlon Technology Activities

5.1. The Contractor shall establish operations wrthrn 30 days of the contract start
date. This shall include, but not be limited 1o system set-up, testing, and
deployment, as well as business operations to support the State’s
requirements defined in Exhibit A1 Additional Cancer Data Registry
Technical Requirements.

5.2 Within 30 days of the contract start date, the Contractor shall provide and
set up necessary computer hardware, including servers and computers for
the NHSCR contractor staff, necessary to maintain the NHSCR database.
All hardware and software shall be compatible with NPCR requirements.

5.3. Within 30 days of fhe contract start date, the Contractor shall provide

YY"

Trustees of Dartmouth Coflege Exhibil A - Amendment #2 Conlraclor Initials
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New Hampshire Department of Health and Human .S_ervlces‘
Cancer Registry Operations

Exhiblt A - Amendment #2

_ connectivity for all reporting facilities to transmit data to the NHCSR.
54. The Contractor shall maintain secure web access to the NHSCR seven

® days per week for Web Plus on-line data entry and data file uploading.
5.5, Within 30 days of the contract start date, the Contractor shall install and

" utilize the current automated data management system, consistent with
national standards and populated with NHSCR data. {DHHS maintains the
discretion to utilize any kind of data’'management system. There shall be no
modifications or upgrades to the software without the approval of the

DHHS.) .
5.6. The Contractor shall traln staff in operation of software systems.
5.7. The Contractor shall update all the components of the software, as required

and shall participate in the relevant CDC software users group.

5.8. Within 30 days of the contract execution, the Contractor shall discuss with. .
DHHS the feasibility of implementing a WebPlus User's Agreement, the
‘language of such an agreement, and the protocol for phasing it into use.
Implement protocol specified by.the program team during a mutually agreed
timeframe to restrict reporting via Web Plus data entry or file upload to those
. reporters who have submitted signed-agreements to become Web Plus
users.

5.9. Within 30 days of the contract start date the Contractor shall develop and
implement procedures for the electronic submission and processing of
. laboratory pathology and cytology reports utilizing NAACCR standards.

5.10. Within 30 days of the contract start date, the Contractor shall maintain a

. computerized log of facilities and personnel who report data to NHSCR (in
excel or access or any other system) which includes at minimum; facility ID,
name and demographic information; names and .contact information of
personnel (reporters and supervisors), and log of prior facility contacts.

511: ° W[thlr) 30 days of the contract start date, the Contractor shall obtain from
the prior NHSCR reports of technical assistance between NHSCR and
reporters. Maintain these files or modify or upgrade them with approval of
the DHHS.

5.12. Within 30 days of the contract start date, the Contractor shall maintaln a
computerized log of all abstracts received from each reporting facility that
includes facility ID, number of abstracts received, date received, format of
data received and NAACCR version if electronic submission.

5.13. Within 30 days of the contracl start date, the Contractor shall obtain from
. the prior NHSCR vendor copies of hard copy logs and electronic logs of
abstracts submitted to NHSCR and shall maintain these files or modify or

upgrade them with the approval of DHHS. The DHHS will provide

Trustees of Datmouth College Exhibil A — Amendment #2 . ‘ Contractor Inilials U;“'
RFP-2017-DPHS-03-CANCE-01 Page.7 of 18 y . Date L‘i \g '0\




‘New Hampshire Department of Health and Human Services
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Exhiblt A — Amendment #2

necessary contact information and facilitate this transfer.

5.14. The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by DHHS, NPCR or NAACCR
standards. Make further upgrade(s) or replacements(s) during the life of this
contract, at an additional negotiated price, if so requested by DHHS and

" subject to all necessary state approvals.

5.15. . Within 30 days of the contract start date, the Contractor shall provide means
‘ for -DHHS staff approved by DHHS to periodically receive data from
NHSCR, while maintaining data security. '

5.16. The Contractor shall develop and implement procedures for grantmg .
access to data to approved NHSCR staff.

6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports, within 30 days of the contract
effective date.

6.2, The Contractor shall consolidate tumor records and treatment information
in accordance with standards set forth by NPCR, NAACCR or the SEER.
6.3. The Contractor shall perform routine, standard edit checks on all reports

received in accordance with NPCR and NAACCR standards. The contractor
shall be responsible for the accuracy.of the data it codes, edits and
consolidates and for maintaining the integrity of the data from year to year.
Al a minimum, the edmng and review of data would include:

6.3.1.  Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles as
! chosen by the DHHS and the Contractor; -

6.3.3.  Detection of errors during editing, documentation of errors found and
corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current or
prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two or
more consolidated records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal of
the duplicates from the NHSCR database —even after current
accession year has closed.

6.4. The Contractor shall assure that the individual case records in the NHSCR
automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical

Trustees of Darimouth College Exhibit A = Amendment #2 Contractor Inltials u;‘ ] ! W
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 processing and data compilation for analytical purposes. Areas 1o be edited
include, but are not limited to:

6.4.1. Data Range Checks;"

6.4.2. Geographic Codihg Assignment;
. 6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that exactly
. match legitimate New Hampshire City, town, or village names
in list supplled by DHHS.

6.4.52. Cityat dlagnosus the code for county and state of diagnosis
must always agree and where city at diagnosis exists, a code
for county at diagnosis must be provided.

6.4.5.3. Vital status and cause of death fields must agree and cause
' of death must be a valid ICD-10 cause of death code or one
of the special NAACCR codes.

6.4.5.4. Records should be checked to make sure that the phySlCIan s
name is correctly entered into first and last name fields.

6,455  Records should be checked to compare sex of patient and the
first name of the patient as a guide for detenmnmg correct
entry of the record.

6.4.5.6. No logical confiicts shall exist between all the treatment
diagnosis fields and the related reason for no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central Registry edits
to data fields.

6.5. The- Contractor shall geocode all cancer reports of New Hampshire
residents for address and census tract, for a given year and accurately _
incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

AR The State will perform Penetration Testmg of the Intemal Security of the
Contractor's IT system as defined in the Exhibit A-1 Additional Cancer Data
Registry Technical Requirements.

7.2. The State and Contractor shall determine a mutually agreed upon date for
the Penetration Testing and perform the testing Wllhln 90-days of the
effective date of the Contract.

7.3. The Contractor shall work with the State to negotiate a mutually agreeable
Trustees of Dartmouth Coliege : l Exhibit A = Amendment #2 Contracior Initials Q’m rr\./
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_remediation plan within 180-days of the Contract effective date. .

7.4, The Contractor shall, as a part of the remediation plan process, fully assess
all vulnerabilities identified in the penetration test results. The contractor
will acknowledge and accept all vulnerabiliies and findings of the
penetration test and develop an assessment report that describes, for each
vulnerability identified, the root cause, the risk level to the Department, the
potential adverse impact to the Department, the level of effort required to
remediate in man hours, the resource type or skillset required to remediate,
and the cost to remediate. The contractor shall remediate all high risk
findings as identified by the Department except where the remediation cost
to the Contractor is unacceptable, in which case, the Contractor will work
with the Departmeht in good faith to identify appropriate means,
allemahves and or compensating controls to address the vulnerabilities

identified. ‘
8. - information and System Security Policies and Procedures -
81. . The Contractor shall maintain the confidentiality and integrity of information

in accordance with the Health Insurance Portability and Accountability Act,
Public Law 104-191 (https://aspe.hhs.gov/report/health-insurance-
portability-and-accountability-act-1996) and with the Standards for Privacy
and Security of Individually Identifiable Health Information, 45 CFR Parts
160 and 164 (http://www.hipaasurvivalguide.com/hipaa-regulations/hipaa-
regulations.php) and those parts of the HITECH Act as applicable
(htp:/iwww.hipaasurvivalguide.com/hitech-act-summary.php). The
contractor shall also maintain and protect the confidentiality of the database
and information obtained and maintained during this contract in accordance
to NH RSA 141-B (http://www.gencourt.state.nh.us/rsa/html/X/141-B/141-
B-mrg.htm) and NH Administrative Rules He-P 304
(http://www.gencourt.state.nh, us/rules/state _agencies/he-p300. html) and
shall acknowledge agreement with the Data Use Policy of the DHHS, which
views NHSCR database as DHHS-owned database, with data release
subject to restnctlons and conditions.

82.  The Contractor shall preserve the confidentiality, integrity, and accessibility
of State of New Hampshire data with administrative, technical and physical
information security controls and measures that conform to all application,
federal, state, and industry standards, such as NIST 800-53v4; which the
Contractor applies to its own information processing environment, and
ensures the same is applied to any other subcontractor{s) information
processing environments utilized to “process or store State of New
Hampshire protected data.

8.3. The Contractor shall maintain the secﬁrity of the system environment in
accordance with the requirements of the Cancer Data Registry Technical
Regquirements in Appendix F, the United States Commerce Department’s
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National Institute of Standards and Technology (NIST) Special Publication
B800-53 and the O_pen Web Application Security Project (OWASP).

8.4. The Contractor shall maintain a system security and integrity manual which
includes plans, procedures and protocols for ensuring that the contractor's
NHSCR system will be properly secured marnlamed and updated
throughout the contract term.

8.5. "Within 14 days after initial contract start date, the Contractor shall
implement a serigs of internal procedures to ensure that:

851. Access to automaled information is restricted to authorized persons,
on a needed basis, and control is maintained over all the documents
that contain sensitive information to ensure that these documents are .
available only to authorized persons.

8.5.2. Implement full security measures to ensure the security and quality of
all the elements in the NHSCR database through procedures that shall
include the following:

852.1. Ensure that equipment is protected from theft and accidental
or deliberate damage or misuse .

8.5.2.2. Ensure that once computer programs and data sets are
- completed and in routine use, they are protected against
. tampering. Carefully control access to and maintenance of

" computer programs and NHSCR database.

8.5.2.3." Ensure that copies of original data submitted are maintained
' and never altered.

8.52.4. Ensure that data are protécted against inadvertent or
- deliberate destruction, modification, or disseminann.

.85.25. Ensure procedures for backup, archiving, and disaster
: ‘recovery for computer programs and' NHSCR database.

8.5.2.6. - Ensure that passwords are changed, access denied and other’
security procedures are in place to protect against ongoing
access and sabotage when staff resign, are terminated, or no
longer assugned to NHSCR contract.

B8.6. © The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additicnal cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted;
altered, tampered with, or improperly codedlprocessed any data sets during
the duration of the Contract. .

8.7, The Contractor shall mmednately report to DHHS all errors or anomalies in
the NHSCR data which could reasonably believe to suggest that security or
integrity of the NHSCR or its data may be compromised. The results of any
analysis shall be reported to the DHHS and, in addition, the steps it has

Trustees of Dartmouth College ‘ Exhibit A — Amendment #2 Contractor Initials ii l ‘ .\
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taken or intends to take to ensure secunty and integrity of the NHSCR and
its data.

8.8. The Contractor shall implement appropriate policies. procedures and
protocols to identify active breaches or threatened breaches of the NHSCR
security integrity.

8.9. The Contractor shall report to DHHS any suspected breach to the NHSCR
data in accordance with Table 1 - Cancer Data Registry Technical
Requirements, A,-7.

9. Training and Education

9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and complete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities.

9.2 The Contractor shall provide technical assistance by phone or in person to
individual reporting facilities and providers during normal weekday business
hours; response time for telephone consultation shall be no longer than one
working day after request is recelved or for onsne consultation, no longer
than 10 working days.

9.3. The Contractor shall assess the training needs of various reporting facnht:es
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities

94. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster compliance with reporting requirements as
developed by the DHHS.

9.5. The Contractor shall provide twice annually, web-based training ‘and .
education sessions to cancer registrars of New Hampshire hospitals on
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may include instruction on proper cancer
coding; use of edit sets; new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North

American Association of Cancer Registries (NAACR) Conference in order

. to increase its capacity for collecting and utilizing cancer-related data’ by
increasing staff knowledge. :

10. Qualnty Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and-,
assure complete case ascerlainment and high quality data from all reporting
sources in accordance with NH rules and regulatlons NAACCR, and NPCR
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standards.. .
10.2. The Contractor shall implement, within 30 days of the contract effective

date, a QA/QC implementation plan (including timeline) which at minimum
includes the following activities and routine operalions

10.21. Assngnment of qualified individuals to perform QA/QC activities.
10.2.2. A routine schedule for edits and internal management reports.

.10.2.3. A routine schedule for internal audits for QA/QC and data security and
. provision of these reports to DHHS. The plan shall include written
procedures for the intemal monitoring of quality assurance procedures
and written procedures /steps implemented if quality control goals are

not met. :

10.2.4. Procedures for documentmg edltslchanges made to. data during
‘ processing.

10.2.,5. Routine training, assessment and professional development of the
contractors’ staff. .

10.3. The Contractor shall perform case finding activities utilizing traditional and
- non-traditional sources to assure nmellness and completeness of cancer .
reporting.

10.4. ° By October 31st of each year The Contractor shall obtam from “each
reporting hospital “diagnostic index” for case finding at all hospltal reporting
facilities. A diagnostic index is-a detailed patient listing of all discharges
meeting cerlain definitions in medical records codmg Enoourage facilities
to submit electronic diagnostic indices.

10.5. By October 31st of each year, the Contractor shall complete Death
: Clearance.

10.6. For each hospital, as resources allow, the key variables specified by
' NAACCR and NPCR will be selected for visual editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified in total from these fields is greater than 2%, then the .
NHSCR will continue to visually edit cases from that hospital and will work
with the hospital registrar to improve abstracting.

10.7. The Contractor shall ensure that cleanliness of the dalabase is, at a
minimum, in accordance with accepted NAACCR standards. A 2% error
rate "threshold 'shatl be the gmde for visual edmng of hospital registry

accuracy.
11. Reporting Activities . .
111, The Contractor shall produce quarterlytimeliness and completeness

)
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reports by hospital to monitor case reporting activities. Supply aggregate
timeliness and completeness reports to DHHS on a quarterly basis, stating
which hospitals are delinquent in their reporting and the steps taken to
improve reporting from delinquent hospitals.

11.2. The Contractor shall provide DHHS with a commentary relating 1o the
annual reports provided by NPCR and NAACCR. Contingent upon. receipt
of complete death certificate data from New Hampshire Vital Records
provide an annual report monitoring: completeness estimating the percent
of cases with histological verification (HV%). Submit a report to DHHS upon
completion of the contract period or reasonable amount of time when the
NAACCR and NPCR reports are available.

11.3. The Contractor shall prepare and submlt to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4.  The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1, 1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1, 1995 to date upon request.

< 11.7. Upon approval from the DHHS, the Contractor shall submit finalized

- datasets to NAACCR and to NPCR as specified by the NAACCR and NPCR

standards and Call for Data requirements. Submit copies of each of these,
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states with which DHHS has a data exchange agreement, in accordance -
with the terms of the exchange agreement. The data shall be submitted
using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with 7
states and additional agreements may be executed by the DHHS during the

. life of this contract and shall be accommodated by the contractor.

119, Upon approval of the DHHS, the Contractor shall provide selected ‘héalth
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared by DHHS.

11.10.  Upon approval from the DHHS, the Contractor' shall provnde data to the
' Vermont Breast and Cervical Program for breast and cervical cancer cases
among.Vermont residents diagnosed in New Hampshire in accordance with
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the program's approved appljcation for data release by DHHS

11.11. Upon approval from the DHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program’s approved application for data release by

. DHHS. '

11.12.  Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
“program's approved application for data release by DHHS; recewe cancer

case data from the NH Mammography Network.

11.13.  The Contractor shall direct any requests for data or ahalysis of NHSCR data
. from researchers, the media or general public to the DHHS within 3 working
- days of receipt of the request. :

12. Other Programmatic Activity

12.1. The Contractor shall make available key personnel to meet with appropnate
DHHS personnel, as requested, to discuss -policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

12.2.  The Contractor may include travel funds for appropriate staff to attend the
. National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

12.3. The Contractor shall convene annually the New Hampshlre State Cancer
- Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the reglstry and to enhance chronic disease program .
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians). |, X

12.4. The Contractor shall paricipate as an active member when needed in New
: Hampshire Comprehensive Cancer Collaboration.

12.5, The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested in, regardless of
who receives the actual funding. Both DHMHS and contractor agree to
consider the others’ expenses and needs for operation and program growth
when applying for grants and distribution of fi nanmal resources when
funding is received.

12.6. The Contractor shall provide 'ad-hoc services felated to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably
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qualified staff is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated with these services may include:

12.6.1. Assistin the preparatlon of data and narralwe for the annual cancer-
_report for New Hampshire.

12.6.2. Assistin the investigation of cancer clusters and respbnse to concems
' about the occurrence of cancer clusters in New Hampshire.

12.6.3. Assist with the preparation of manuscripts for publication and develop
_preparatory matenals for professional meetings based on the DHHS
needs.

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS cancer
registry section (i.e. Cancer cIuster investigations).

12.6.5. Enter into.agreements with other organizations as needed for
processing data according to’'the NPCR standards, for example, with
the National Death Index to obtain death data, and with the Veterans
Administration (VA) to obtain VA cancer data. .

13. Centers for Disease Contro! and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program cbjectives, .
progress reports and NHSCR budgets as. requested by DHHS for the
purposes of the New Hampshire's application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CODC Cooperalwe Agreement will
be submitted for and all funding will be_awarded to the DHHS.

13.1.3. Identifying contractor contributions to the NHSCR effort, not state
general funds or federal funds that would be applied to a direct or in-
kind match that may be required for application for the CDC -
cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement reiated inquines by CDC project or grants management
staff.

13.1.5. Representing the NHSCR on the NPCR and NAACCR- task force,

- users group and or committees to leam recent updates, issues and

share NH experiences with all other states and will keep DHHS fully
informed of all such activities.

13.2. . Where appropriate, NHSCR will communicate directly with NPCR and
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" NAACCR on technical matters of cancer surveillance, standards and
submissions to NPCR and NAACCR and will keep DHHS fully informed of
all such activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the terms of this contract and solicitation of
a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractor shall:

14.1.1. Provide the new vendor with a copy of the latest version of the NHSCR
database; the reporters’ database; preregistration log; and the original
copies of all the backups of the database.

14,1.2. Write up procedures used to purge all NHSCR data from vendor's
* hardware and send the procedures to DHHS for review and approval.
After approval of the procedures by the DHHS purge all NHSCR data

from the hardware of vendor. :

14.1.3. Train.up to four (4) people employed by the new vendor, by means of
a reasonable exchange of information on administration of the NHSCR
database, including an overview of reporters and data exchange
processes with other states. The training is anticipated to involve at
least the vendor's database manager and ‘Quality Assurance
supervisor for approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and pathology
reports submitted by reporting facilities; electronic diskettes; and all
documentation of interaction with reporting facilities.

14.1.5. Provide DHHS with a hard and electronic copy of the latest version of
the operation manual; system secunty and integrity manual; and all
other materials developed for the work process of NHSCR during the
contract process. .

14.16. Close the web access for reporting facilities so that facilities can no
longer upload data of NHSCR data to the incumbent vendor.

- 15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performance indicators in Table
1 are annually achieved and monitored monthly 1o measure the
effectiveness of the agreement.

-15.1.1.  All date references in Table 1 shall be used for this contract unless
otherwise specifically noted in the main body of this contract.

. 15.1.2. All time periods are calendar days and not business days unless
otherwise specifically noted in the main body of thls contract.
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15.2. Annually, the Contractor shall develop and submit to the DHHS, a correcuve
_ action plan for any deliverable andlor performance.
Table 1
Dascription of Key Variables ::f':::: Initial Term
Work Plan 2.1 30 days
Fully Qualified Staff 2.2 30 days
Allow DHHS Participation 2.4 . Ongoing
' 3,4.1-4.3, | Ongoing
. 4144,
Case Reporting 11.%
Create/Update operation manual 4.9 30 days & ongoing
IT infrastructure/Webserver 5558 30 Days
install Registry Software and prior data 59-510 [ 30days
Processes for laboratory and pathology reports 4-5 30 days
Reporters database 9.12 30 days
' Registration log 513 30 days
Upgrade/Replace software 514 ongoing
DHHS data access ' 5.12-513 | 30 days & as needed
Pracedures for Consolidation of cases and reports 6.1 30 days
Run edit checks 6.3 Ongoing
Geocoding 6.4.2 Ongoing
. : 9.1,92, 14-60 days
System security and policies and procedures 8.5
Responsibility for consultahonlassessment 8.1-8.2 Ongoing
QA/QC Plan 10.2 30 Days
-|_Case Finding and Diagnostic Indlces . 104 October 31 of each year
Death Clearance 10.5 October 31 of each year
[ Quartery Facility Reports LA Once in 4 months
Histological Verification Report 1.2, Yearly
Semi Annual progress Report 11.3 January 15 & August 15 of each year
Final Incidence datasel 11.5 January 30 of each year
Extract of Incidence dataset 116 | Ongoing '
NPCR and NAACCR Annual Report - 11.7 Yearly
Submit data to NPCR 11.7 November 30 of each year
Submit data to NAACCR' 1.7 November 30 of each year
Interstate Data Exchange 11.8 Ongoing
Release of Dala lo researchers 11.9 | Ongoing
11 With Final Incidence dataset in 2016 and
Patient Centered Outcomes data 2017 only, subject to fundmg
Attend Meetings 12.2 Ongoing
CDC Cooperative Agreement Actmtles 13 Ongoing
Transition Activities 14 ‘2 months
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Naw Hampshire Department of Health and Human Serdces

BiddarProgram Nama: Trusiess of Dartmouth College

Budget Request lor: Cantef Registry Operationm
Budgel Pertod: July 1, 2019 to June 34, 2020 {$FY'2M)

Fotal Program Cost Contracior Share ] Match Funded by DHHS contrect share
Direct Indirect Total Direct . Indlract Total rect Indirect Total
11ne Hwm - i |Incremental Fized Intremantal Flamd
Tou GalaryWages WIEN S [ swossz - - I ) FLIL N EE R AN %10.008.82_
. Employwo Benefita 176,198.23 523 193.814.75 g f | 17619528 1761052 193,814.75

3. Cormubenty - . - - . B . : - -

4,_Equipment: 4.000.00 400.00 4,400.00 . - - |5 4.000.001 8 400,00 4.400.00
Renal . - - - - - - - - -

Lepic and M avidncd - . - - - . - - -

3. _Supplies: . . . B B 5 B 3 -
[y . . - N . - - . N
Pharmecy - - - - . . . . .
Madical - - B . N - . - A

T Orce 3,000.00 300.00 3,300.00 - - - 13 3.000.00 360,60 3300.00_

& Travel 18,643.00 1,884.30 20.721.30 - - - 18,843.00 1,884.30 20,727.30

7. On ey . . . - N - . - - . .

8. Current 3 - - B N - N N - N
Postage - 4, 000,00 400.00 440000 . - - 400000 | 3 400.00 4.400.00
Auit and Legal . . s T . . A .
Ingursncs - - - - - - - - -

|n. Software 18.585.58 1,85858 |8 2042214 - - - 3 1856558 % 1.838.5¢ 20,422.14

10, Marketing/Conwmanication - . 3 3 - - . - $ - -

11, Sl Eucation snd Trwrer 2,000.00 200,00 1.200.00 - - . Z,000.00 200.0 2.200.00

12._Subcontrachl; 2.000.00 00.00 2.200,00 - - . 2,000.00 200.0¢ 2.200.00

[13. Cther i-E" cetais :E.n 1,500.00 150,60 850,00 - 5 - 3 500.00 150.0¢ 1,650,060

[14. Registeas effo {hospital fey 203, 447.00 29,844,710 328,291.70 Z98.447.00 | § 20.844.70 FFIN 1IN - - -

[13, Indirect cost waiver mmﬁg| - 180.975.03 \59,975,03 . 169,975.03 169 974.99 - -

TOTAL s wrizies | s TEN,197.28 | 3 081 THA4T.00 | SINNBTD.TT] 1 4333036918 $93,775.45 XA E N

Indirect As A Farcart of Direct . 27.1%

-
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of

ogtem Nure!

Budget Requent for: Cancer Reglatry Operitions
Budget Period: July 1, 2010 to June 10, 301 {3FY 1)

New Hampshire Department of Heahh and Human Services

Cellege

Total Program Cost Tortracior Ehary I Match Fundwd by DHH3 contract ahare
Direct ndirect Votal Oirct  diect  Tem Dirwet 2= ndirect Yol .
H.lm Rnent - ncrements] Flxed Ingremental Fizad ks rwens ntad Flasd N
Y. Totel Salaqfvages [ 463,871.65 8,677 $10.000.02 - - - 13 TSN Y 48.367.17] 3 310.030.02
2__Empioyee Benefits 176,195.23 17,819.82 193, 814.75 . . - 13 178,195.23 1781952 | $ 18301475
3._Condiants - . - - . . - - .
4. Equ : 4.000,00 400.00 4,400.00 . P s 2,000.00 +00,00 4,400.00
Renal P . . T 7 s - . .
epmir prcd Maintanand - - [ - - [ - - t -
3. : . B . « - . L - . B
Edutanons . - « . - « - . .
Lab - - - - - - - - .
Pharmacy - - - . - - . - -
Weedical 7 S < P f B T T .
Offica 3,000.00 300.00 3,300.00 . - - 3.000.00 |- 306,50 3,300.00
E. Trwve| 18,843.00 188430 20,127 . . - 13,143.00 188430 70,727.30
¥ B . T P . " " B .
8, Cumeni Expndds - . . - - - - - . .
T - N N A N T - A -
_ 4.000.00 400.00 A A00.60 - f B 4,000 00 400.00 4.400.00
Audn s L - - - - - T . . . -
Insursnca . p ~ T P . p B 5
S Sofwere 19,505.58 . 105058 042314 - . P 18,885 58 1,850,568 FLYTFAL]
0. Mark et . . . - f B . B -
11, Siafl Education and Tres 000.00 2.300,00 . . - 000.00 200.00 2.200.00
Z_Subcontreetal 00000 2.200.00 - . - 600,50 200.00 2.200.00
3. Orher (spectic detsits many 500,00 1,850.00 - - - 500,00 130.00 1,850,080
14_Fegistar chion (rospial e 790,447.00 328.791.70 733447003 29844763 320 39170 . . .
[15. Indirect 01t waiver, Conrid] - 189,974.99 - |3 16997409 |3 160,874.99 . - -
. - - - 3 - - - -
TOTAL CISFIE) T89197.2a | § 1,301,419.4% TIL.447.00 | L IR A17.60 93,7764 OISTT.88 | 1 783,363.00
_HlndhAP«c-maﬂml 27.1%
|
Trustews of Dartmouth College
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Exhibit B-7, Amendment #2

Now Hampshire Department of Health and Human Services

Biddar/Program Neme: Trustess of Dumwm College

Budgel Request lor: Cancet Reghtry Opertions
Budget Perfod: July 1, 2021 to June 30, 1022 {SFY12)
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In¢ remental Flxed Incremantal Flxwd e rerTeprrial ~ Flxed
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A LE - - - - - - - . -
INMUTRNON - - - - . - - - .
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[_Sonwars 73,585 58 1.450.58 OATL N4 - P - 155558 7,056 58 0ATZ4
10, Mark L . - . N . . . - .
1Sl Edcation sra ‘I'm_\ili' 600,00 750.00 270000 - - - 000,00 700,00 2, 200.00
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New Hampsh:re Department of Health and Human Servnces
: Exhibit K
DHHS Information Security Requiremants

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the -loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations whare persons other than authorized users and for an pther' than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With _regefd to Protected Health Information, * Breach®
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology u.s. Department of
Commerce.

3. “Confidential Information” or “Confidential Data® means all confidential information

" disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Heallh Information and
Personally Identlf able Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing.contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information {PHI), Personal. Information (Pl), Personal Financial information
(PF1}, Federal Tax Information (FTI}, Social Security Numbers (SSN), Payment Card
Industry {PCI), and or other sensitive and conf dential information.

4, “End User" means any person or entlty (e.g.. contractor, contraclor's employee,
. business associate, subcontractar) working on behalf of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and ACCOUHtHbIlIty Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,

which includes attempts (either failed or successful) to gain unauthorized access to a

~ system or its data, unwanted disruption or denial of service, the unauthorized use of a

system for the processing or storage of data, and changes to system hardware,

firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents, and misrouting of physical or electronic mail,

V5. Last update 10/09/18 : Exhibit K Contractor Initils !!] ‘ l
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

all of which may have the potential to put the data at risk of unauthorized access, use,
disclosure, modification or destruction.

7. *Open Wireless Network® means any network or segment of a network that is not
designated by the State of New Hampshire's Depariment of Information
Technology or delegate as a protected network (designed, tested, and approved.
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFIl. PRI or confidential
DHHS data.

8. “"Personal Information” {or “P1") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C.19, biometric records, etc.,
alcne, or when combined with other persenal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden-
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifi able Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Heallh Informaiion' (or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.FR. §
. 160.103.

11. "Security Rule® shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing arganization that is accredited by the American
National Standards Institule. A

l. RESPO_NSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

“1. The Contractor must not use, disclose, maintain_or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to ali its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a fequest

\
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New Hampshire I.Jepartment- of Health and Human Services
. Exhibit K.
DHHS Information Security Requirements

for disclosure on the basis that it is required by law, in response to a subpoena, efc.,
without first notifying DHHS so that DHHS has an opportunity 1o consent or object to
the disclosure.

3. If DHHS notifies the Contractor lhal DHHS has agreed to be bound by addltlonal
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such addnhonal
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
* User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees 1o grant access to the data to the authorized‘representatives of
" DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract, |

il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and ‘that said application's
'encryptlon capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Conﬁdentual Data
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

"5. File Hosting Services, also known as File Sharing Sltes End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops‘and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

V5, Last ubdale 10/09/18 Exhibit K- ’ Conlractor lnllals ’I .
Modified for Dartmouth as of 4.16.2018 OHHS information .

Securily Requirements &l
Paga 3 af9 ' Date



'~ New Hampshire Department of Health and Human Services
Exhibit K '
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for lransmitting Confidential Data will be.coded for 24-
hour auto-delstion cycle (i.e. Confidential Data will be deleted every 24 hours).

11, Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Confractor will have 30 days to destroy the data and any
derivative under its control in whatever form it may exist, unless, otherwise required by law or
permitted under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. ’

2. The Contractor agrees to-ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users -
' in support of protecting Department confidential information. :

4. The Contractor agrees to relain all electronic and hard copies of Confidential Data
in a secure location'and identified in séction IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with 2ll applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

6. The Contractor agrees to and ensures its complete cooperation with the State's -
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure. : '

B. Disposition

1. I the Contractor will maintain any Confidential Information on its systems {or its sub--
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract-termination; and will obtain written
certification for any State of New Hampshire dala destroyed by the Contractor or
any subcontractors as a part of ongoing; emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program ‘in
accordance with industry-accepted standards for- secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described.in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and cerify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written cerdification will include all details necassary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention reguirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless ctherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data usmg a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to complstely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

. I"ROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract and any
derivative data or files, as follows: .

1. The Contractor will maintain proper security conlrols to protect'Depanmem confidential
information collected, processed, managed, and/or stored in the delivery of contracted
serwces

2. The Contractor will maintain pol:mes and procedures to protect Department confidential

" information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
- store the data (i.e., tape, disk, paper, etc.).
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" New Hampshire begartma'nt 6f Health and Human Services
Exhibit K
DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
_contractor systems that collect, transmit, or store Department confidential information
where applicable. : ‘

- 4, The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH syslems andfor Department
-confidential information for contractor provided systems.

5. The:Contractor will provide regular security awareness and education for its End Users
in support of protecting Depariment confidential information. :

- 6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitering compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements.

7. The Contractor will work with the Depariment to sign and comply with all applicable
State of New Hampshire and Departmant system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized. .

™

If the Department delermines the Contractor is a Business Associale pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement .

- (BAA} with the Department and is responsible for maintaining compliance with the
agreemant.

9. The Contractor will work with the Department atl its request to completa a System
Management Survey. The pumpose of the survey is to enable the Depariment and
Contractor 1o monitar for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departmaents discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Depariment and the Contractor changes.

107 The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

11, Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent -

future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response and recovery from the breach,
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New Hampshire Department of Heal_th and Human Services
Exhibit K
DHHS Information Security Requirements

subject to tha limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
C-1 of the contract, including but not limited to: credit monitoring services, mailing costs
-and costs associated with websité and telephone call center services necessary due to
the breach.

- 12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other.respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
timited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regutations (45 C.F.R. §5b}, HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govem protections for mdlwdually identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
* physical safeguards to protect the confidentiality of the Confidential Data and to pravent
unauthorized use or access to it. The safeguards must provide a level and scope of .
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https:/iwww.nh.gov/doit/vendorfindex.htm for the -
Department of Information - Technology policies, guidelines, standards, and
procurement information relating to vendors. )

14. Contractor agrees to maintain a documented breach notification and incident response
pracess. The Contractor will notify the State's Privacy Officer and the State’s Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained undér this Contract
to only those authorized End Users who need such DHHS Data to perform their
official dutles in connection with purposes :dentlf ed in this Contract.

16 The Contractor must ensure that all End- Users

a. comply with such safeguards as referenced in Section 'iV A. above, implemented
-to protect Confidential Information that is fumished by DHHS under this Contract
from loss, theft or inadverent disclosure.

b. safeguard this information at all times.

c. ensure thal laptops and other electronic dewceslmedla contalnlng PHI, Pi, or PFi
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

- s
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New Hampshire Department of Health and Human Services
Exhibit K '
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" e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically-and
tachnologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biomelric identifiers, etc.}.

g. only authorized End Users may transmit the Confidential Dala, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when Iin transit, at rest, or when stored
on portable media as required in section IV above. :

h. in all other instances Confidential Data must be mamtamed used and dlsclosed
using appropriate safeguards; as determmed by a risk-based assessment of the
circumstances involved. )

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or mdnrectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract

LOSS REPORTING

. The Contractor must notify the State's Privacy Officer and Security Officer of any Security

Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Inmdenls and Breaches mvolwng PHI in-

accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 308. In addition to, and
notwithstanding, Contractor's comphance with all applicable obligations and procedures
Contractor’s procedures must also address how the Contractor will:

1. 'Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37, ’
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and .

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and conlents from among different
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options, and bear costs associated with the Breach notice as well as any mitigation
measures subject to the limitation of I|ab|I|ty as.agreed to by the parties in Subsection
4.2 of Exhibit C-1 of the contract.

Incidents andfor Breaches that implicate P) must be addressed and reported, as
applicable, in accordance with NH RSA 359 C:20.

VL. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfﬁcgr@dhhs.nh.gov' . _
B. DHHS Security Officer: ' \
DHHSInformationSecurityOffice@dhhs.nh.gov

-t
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Trustees of Dartmouth College

Key Personnel

Name Job Title Salary % Paid from | Amount Paid from
this Contract | this Contract
Rees, Judy . Director $150,558 50% .| $75,279
Celaya, Mana Assistant Director $91,391 100% $91,891
.Riddle, Bruce Registry Manager £95.,466 100% $95.466
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" STATE OF NEW HAMPSHIRE |

DEPARTMENT OF HEALTH AND HUMAN SERVICES .
. . DIVISION OF PUBLIC HEALTH SERVICES -
Jeffrey A. Meyen : 29 HAZEN DRIVE, CONCORD, NH 03301

Commlssioner : ’ 603-271-4501  1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1.800-735-2964
Lisa M. Morris : " www.dhhs.nh.gov
Director
April 20, 2018

- His Excellency, Govemnor Christopher T. Sununu
and the Honorable Council i

State House '

Conoord New Hampshsre 03301

REQUESTED ACTION

Authorize the Department of Health and Human Serwces Division of Public Heaith Servrces to
exercise a renewal option and amend an existing agreement with Trustees of, Dartimouth College, :
Vendor # 177157-B013, 11 Rope Ferry Road 6210, Box 188, Hanover, NH 03755, to operate a cancer
registry system as requrred by RSA 141-B, by increasing the price lrm:tatlon by $1,332,300 from
$1,190,940 to $2,523,240 and .extending the.contract completro‘n date from:June 30" “2018 to June 30,
2020 to be effective upon Govemor and Executive Councrl approval 77% Federal Funds and 23%
General Funds . :

“The Governor and Executnve Counci! approved the original contract on Nove“%er 18, 2016,
Item #21. ) )

- Funds are available in the following accounts for State Fiscal Year 2018 and State Fiscal Year
2019 and are anticipated to be available in State Fiscal Year 2020, upon the availability and continued
appropriation of funds in thefuture operating budgets, with authority to adjust encumbrances between
State Fiscal Years through the Budget Office without further approval from the Govemor and Executive
Councrl if needed and justified.

Seo Attached Fiscal.Details ~

EXPLANATION

- Jhe. purpose of this amendment is to readjust the funding for State Frscal Year 2018 to
oon'unue operatmg an incidence-based statewide cancer registry system for State Fiscal Year 2019
and State Fiscal Year 2020 in New Hampshire as required by RSA 141-B. :

The Contractor will continue conducting data collection, data processrng quality assurance and
database management activities for the callection of cancer information for the” New. Hampshire State
Cancer Registry in accordance with the New Hampshire Department of Health and Human Services
guidelines and standards established by the National Program of Cancer Reglstries and the North
American Association of Central Cancer Registries.

The primary purpose of the New Hampshire State Cancer Registry is to identify all reportable
cases of cancer in New Hampshire in order to provide information’ on the overall burden, types, and
changmg pattemns of cancer among residents of the state.. New Hampshire RSA 141-B obllgates the
Department to collect information regarding the majority forms of cancers diaghosed in New



His Exceflency, Governor Christopher T. Sununu
. and the Honorable Council
Page 2

Hampshire. New Hampshire RSA 141-B and New Hampshire Administrative Code He-P 304
established reporting requirements for cancer case reporting in New Hampshire.

. The canger registry is one of the public health surveillance tools used to monitor and Investigate
trends in cancer diagnosis and treatment in every state in the U.S. The cancer registry through this
contract generdles critical data for public health investigations, for public health prevention programs,
and for academic researchers who work to identify causes of cancer, and prevention and treatment
strategies. This realignment and amendment will allow the contractor to continue to capture essential .
data on people who are newly diagnosed with cancer. These data are used to inform DHHS. cancer'-
cluster investigations and to help guide the prevention and control program planning and evaluation.
The Trustees of Dartmouth consistently callect high quality data and exceed performance expectations
for the National Prograrn of Cancer Registries National Quality Standards.

The Exhibit C-1 of the original contract contained language providing the Department the option
t6 renew for up to two (2) additional years, subject to the continued availability of funds, satisfactory
performance of contracted services and Governor and Executive Council.approval. The Department is
exercising this option. This two year amendmenl would allow the contractor to continue to generate
high quality cancer registry data for public health investigations, for public heaith prevention programs,
and for academic researchers who work to identify causes of cancer, and prevention and treatment
strategies. .

" The request to renew wnth the Trustees of Dartmouth College is based on their ability and
capability to follow the standards required for the Nationa! Program of Cancer Registries National Data
Quality and Completeness Program and the United States Cancer Statistics Pubtication Standard. The
Trustees of Dartmouth College has oblained the status as a National Program of Cancer Registries
Registry of Excellence. The vendor has consistently collected high quality data and has exceeded
performance expectations for.the National Program of Cancer Registries National Quality Standards.

~ The amendment and readjustment of funds will enable the reporting of cancer dala from
mandated cancer reporters in New Hampshire who are described in the administrative rules (He-P
- 304.01) for the purpose of monitoring cancer incidence, planning cancer prevention-and conirol
activities, evaluating the impact of public health strategies and helping to facilitate cancer research.
" This agreement will remain consistent with the statewide and agency information technology plans,
pohcues and standards. .

 The following performance objectives wilt - be used to measure the effectlveness of the
agreement. ’

s For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 304.2.

o The database shall be, ata mmtmufn, in accordance with accepted Centers for Diseaseé
Control's National Program of Cancer Registries and North American Assoclation of
Cancer Registry standards.

» The data collected is 95% complete within twelve (12) months of date of duagnosus for
cases seen in any New Hampshire hospital.

"o The data collected is B0% complete within fifteen {15) moriths of the date of diagnosis
for all cases among New Hampshire residents, regardless of where they received the
cancer care.



His Excellency, Governor Chrislo'pher T. Sununu
~and the Honorable Council
Page 3

« The data collected is 95% complete within twenty-four (24) months of date of diagnosis
for all cases among New Hampshire residents, with cases identified from death
certificate review and follow-up, from physician practices, from non-hospital facilities,
and from out-of-state sources.

Should the Governor and Executive Council not authorize this Request, the Department may
not have a qualily cancer registry and may lose the ability to- monitor and identify community cancer
concerns; diagnose and investigate cancer-related hazards in the community: inform and educate
communities about the risk of cancer; develop policies and plans that address the risks of cancer in
communities; and evaluate the effectiveness, accessibility, and quality of cancer prevention and conirol
strategies.

Area served: Statewide !

Source of Funds: 77% Federal Funds, Catalog of Federal and Domestic Assistance (CFDA)
#93.752, United States Department of Health and Human Services, Centers for Disease Contro! and
Prevention, Cancer Prevention and Control Programs for State, Terntorlal and Tribal Qrganizations
financed in part by Prevention and Public Health Funds, Federal Award Identification Number (FAINY #
58DP003930.and 23% &¢neral Funds.

In the event that the Federal Funds become no longer avallable additional General Funds will
not be requested to support this program.

Respectfully submﬁued

Approved by

The Department of Health and Human Services’ Mission is to join obmmunih‘c; ond families
in providing opportunities for citizens (o achieue health and independance.



Fiscal Details

05-95;90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehensive Cancer Control Program & Cancer Registry -

: . Current Increase Revised
focal  Classl , Class Title N | Modified | (Decrease) | Modified
: Budget Amount Budget
SFY 2017 [ 102-500731 | Contracts for Prog Svc | 20080080 $251,736 $0 $251,736
Sub Total $251,736 $0 $251,736

05-95-80-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

100% General Funds

- SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Revised

. Current Increase
FYl::i:I oass), Class Title Noob | Modified | (Decrease) | Modified
. , o Budget Amount - Budget
SFY 2017 | 601-500931 | State Fund Match | 20056005 | $100,045 $0 $100,045
' Sub Total | $100,045 $0 $100,045

.05-95-90- 902010-22150000 'HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
« 8VS, HHS: DIVISION OF PUBLIC HEALTH, CDC ORAL HEALTH.GRANT
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry Programs

. . Current . Increase Revised
focal | Slassl, Class Title naob | Modified | (Decrease) | Modified
: Budget Amount . Budget
SFY 2017 | 102-500731 | Contracts for Prog Sve | 80080080 $173,000 $0 $173,000
' ' Sub Total | * $173,000 $0 $173,000

05-95-90-902010-33979000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER

I:go%flsgezveral Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry Programs
f}:‘::' Ac;':jj:“ Class Title " l;‘;‘;er n%:;::é (él‘ifeiii) | Madined
. Budget Amount Budget
SFY 2018 | 102-500731 | Contracts for Prog Sv | 60080080 | $516,159 | (369,677) | $446.542
SFY 2019 | 102-500731 | Contracts for Prog Svc | 80080080 | $0| $435.217 | $435.217
SFY 2020 | 102-500731 | Contracts for Prog Svc | 90080080 T$0| $446,542 | $446.542
: : Sub Tolal | $516.150 | $812,142 | $1,328 301

\



. 06-96-90-902010-33970000, HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
- §VS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER '

: REGISTRY
100% General Funds -
. - o : Current Increase Revised
focdl | Classl Class Title N LIJr(r:lt))er Modifid | (Decrease) | Modified
. , IO F Budget | Amount Budget

SFY 2018 [:601-500931 | State Fund Match - -+~ 900?3005 $150,000 $0| - $150,000
SFY 2019 | 601-500931 | State Fund Match- 90056005 $0| $150,000| - $150,000
SFY 2020 | 601-500931 | State Fund Match 50056005 $0| $150,000 | _ $150,000

' — ‘ ' Sub Total | $150,000 | $300,000 | $450,000

-05-95-80-901010-53620000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION.OF PUBLIC HEALTH, BUREAU OF POLICY & PERFORMANCE, PUBLIC
HEALTH SYSTEMS, POLICY AND PERFORMANCE:

100% Federal Funds CDC Preventatwe Health and Health Service Block Grant (PHHSBG) -

f}f;' | A%f;;t Class Title " jr:ge r Modied (linlccr?eaassee) 5232:3

. o o \Budget Amount - | = Budget
SFY 2018 | 102:500731 | Contracts for Prog Svc | 80001037 $0| 569,611 $69.611
SFY 2019 | 102-500731 | Contracts for Prog Sve | 80001037 $0| $69,611|  $69,811
SFY 2020 '| 102-500731 | Contracts for Prog Svc | 80001037 $0) - se98M $69,611
Sub Total $0| $208,833| $208,833

. 05-95-90- 902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
" 8VS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES COMPREHENSIVE

?t%hgf Egderal Funds CDC NH Breast & Cervucal Cancer, Comp. Cancer & Cancer Registry Prograrns
' ";}:‘;‘:’ sl Class Title N :;ger Mooy . (&fﬁeﬁe) Mot
; ' Budget Amount Budget
" | SFY :2019 1 02-560731 Contracts for Prog Svc | 90080080 30 $11,325 $11,325
| ' Sub Total | $0| $11.325 $11.325
TOTAL: | $1,180,940 | $1,332,300 | $2,523,240
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STATE.OF NEW HAMPSHIRE
DEPARTMENT OF ]NFf;.)RMATlON TECHNOLOGY
27 Hazen D1, Concord, NH 03301
. Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

:
* " Denls Goulet - v

Commissioner

April 2,2018

Jeffrey A. Meyers, Commissioner :
. Department of Health and Human Services
State of New Hampshire
129 Pleasant Street
. Concord, NH 03301-3857

I

- This letter represents formal notification that tl'lie Deparjtmént of lnformat.ion Technology (Dol T)
has approved your agency’s request to enter into a contract amendment with Trustees of Dartmouth
College (Vender #177157-B013), as described below and referenced as DoiT No. 2016-081A.

Dear Commissioner Meyers: l

This contract amendment exercises a renewal éption with Trustees of Dartmouth College
to continue to operate an incidence-based stateide cancer régisiry system in New
Hampshire as required by RSA 141-B. The ptimary purpose of the Cancer Registry is to
identify all reportable cases of cancer in NH to provide information on the overall
burden, types and changing pattems of cancer among residents of the state.

This amendment will increase the contract price by $1,3]2,500 from $1,190,940 to
$2,523,240 and extend the contract end date from June 30; 2018 t6 June 30, 2020
effective upon the date of Governor and Executive Council approval. -

A copy of this letter should accompany the submission to the Governor and Executive Council

for approval, . -
' Sincerely,
Denis Goulet
DGk !

DolT No. 2016-081A

cc: Bruce Smith

"Innovative Technologles 'f'odby for New Hamgéhlre 's Tomorrow”




New Hampshlm Department of Health and Human Servlces
Cencer R_oglstry Operations

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the
Cancer Registry Operations

This 1% Amendment to the New Hampshlra State Cancer Raglslry (NHSCR) cantract (hereinafter referred to as
*Amendment One’) dated this19™ day of March, 2018, is by and between the State of New Hampshlre,
Departmen! of Health and Human Services (heretnaﬂer referred to as the "State™ or "Department’} and Trustees of
Dartmouth College, (hereingfter referred to as “the Contractor*), a corporat!on with e place of business at 11 Rope
Ferry Road #6210, Hanover, NH 03755.

. WHEREAS pursuant to an agraemeni (the “Contract”) approved by tha Governor and Executive Councll on
November 18, 2016, ITEM #21 the Contractor agreed to perform certain services based upon the lerms and
conditlons specified In the Contract as emended and In consldenallon of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment schedules
and terms and conditions of the contract; and

WHEREAS, pursuant to the General Provislons Paragraph 18, the State may modlfy the scope of work and the
payment schedule of the contract by written agreement of tho parties;

WHEREAS, the parlles agree to extend the term of the a-greernenl and decrease the pn'oe limitation; and

NOW THEREFORE, In consideration of the foregoing and thé mutual covenants and eondmons eontalned in the.
Conliract and set forth herain, tho partles hereto agree as follows:

1. Amend Form P-37, Block 1.8, to add Account: Number: 05-085-090-802010-3397-0000-102- 500731-
80080080. )

2. Amend Form P-37, Block1 .6, to add Account Num ber 05-095-090-902010-3397-0000-601 -500931-
90056005.

3. Amend Form P-37, Block1 .6, to add Account Number: 05-085-080-902010-5659-0000-102-500731-
90080080.

4. Amend Form P-37, Block 1.6, to add Awounl Number; 05-095-080-801010-5362-0000-102- 500731-
20001037,

5. Delete and replace Form P-37, Block 1.7, to read June 30 2020.

8. . Delete arid replace Form P-37, Block 1.8, to increase Price lentatlon by $1,332,300 from $1,190,840 to
read: $2,523,240.

7. Delete and replace Form P-37 Block 1.8, to read E. Maria Relnemann, Esq., Director of Contracts and
Procurement.

8. Delste and replace Form P-37, Block 1.10 1o read 603-271-8330.

9. Deleté in its entirety Exhibit B and reptace with Exhibit 8, Amendment #1.

10. Delete in its entirety Exhibit B-2 Budgel and replace with Exhibit B - 3, Amendment #1 Budget.
11. Add Exhibit B — 4 Amendment #1 Budget.

12. Add Exhibit B - 5, Amendment #1 Bidget.

_Trustaes of Dantmouth College Amendment 1 ' Contractor Inltats: Hﬁ'
RFP-2017-DPHS-03-CANCE . Pagetlof : bate: SPD



New Hampshire Department of Health and Human Servlces
Cancer Roglstry Oporations

This amendment shall be effective upon the date of Governor and Executive Councl approval.
IN WITNESS WHEREOF, the partles have set thelr hands as of the date wrilten below,

State of New Hampshire
Department of Health and Human Services

haig S %6& pﬂﬁ

Date ‘Hame: Lise Mormris "p.-
Titte:  Director g

Trustees of Dartmouth Coilege

\whs o Moty (.

Date Name: Heather A. Amoid, M.Ed.
Title: . Assoclate Director

Acknowledgement of Contractor's signature:

State of Nﬂ&&m Coumy'of &&HM on j5/} g . before the undafslgned officer,

personally appeared the person identified directly above, or satisfactorlly proven lo be the person whose namels
signed above, and acknowiedged that s/he executed this document in the capacity Indicated above.

a“bay ”,
Sigrigture of Ngtary Public or Justice of the Peace - L 9 O

%,
inene M- Rebig . Okfice Marapr

Name and Tl of Notary br Justice oflthe Peace

My Commisslon Expires: L{/ZO / 2‘!

Trustees of Dartmouth College Amendmenl #1 Contractor Initinls: uf E

RFP.2017-DPHS-03-CANCE Page 2 of 2 Dete: 5‘25 e .




New Hampshire Department of Health and Human Services
Cancar Roglstry Operations

The preceding Amendment, having been reviewed by this office, Is approved as to form, substanoe and execution.
' OFFICE OF THE ATTORNEY GENE_RAL

sfafs AIMMS X

| hareby certify that the foregoing Amendment was approved by the Governor and Executive Gouncll of the State
of New Hampshire at the Meeting on: {date of meeting) .

_ OFFICE OF THE SECRETARY OF STATE

Date . ' Name:

Title:
-
\
i
Trustees of Dartmauth College Amendment #1 Contracior Initials; ﬂ:ﬁ[

\ ' )
RFP-2017-DPHS-03-CANCE : Page 3ol ) : Date: i!&é‘ |8



New Hampshire Department of Health and-Human Services

Cancer Registry Operations :
. Exhlbi_t B, Amendmpnt #1 .

Method and Conditions Precédont to Payment

1. The State shall pay the confractor an amount not to exceed the Form P-37, Block 1.8, Price leilaton for the
services provided by the Contractor pursuant to Exhibit A, Scope of Services.

2. This contract is funded with funds from the following Catalog of Federal Domestic Assistance (CFDA) numbers:

CFDA #93.898, US Canters for Disease Control & Prevention, NH 'Comprehensive Cancer Contral
Program & Cancer Reglstry Programs.,

CFDA #083.758, Centers for Disease Conirol and Prevention, Preventative Health and Hsalth Services
Block-Grant.

3. The Contractor agrees to prov1de the services In Exhlbit A Scope of Service and Exhiblt A-1 Additional Cancer
Data Registry Technical Requirements, in compliance with funding requirements. Failure to meet the scope of
services may jeopardize the funded contractor's current and/or future funding.

4. Payment for sald services shall be made monthly as follows:

2.1. Payment shall be on a cost reimbursement basl's for actual expenditures incurred in the fulfiliment of
this agreement, and shall be In accordance with thé approved line item.

2.2.  The Contractor will submit an invoice in a form satisfactory to the State by the twentieth working day of
each month, which Identifies and requests reimbursement for authorized expenses incurred in the prior -
month. The invoice must be complaled signed, dated and returned to the Department in order to
initiate paymaent.

23. The State shall make payment to the Contractor within thirty (30) days of recelpt of each Involce
’ subsequent to approval of the submitted involce and if sufficient funds are avallable. Contractors will
" keep detailed records of their activities related to DHHS-funded programs and services.

24, The fina! Involce.shall be due to the State no fater than forty (40) days after-the contract Form P-37,
Block 1.7 Completion Date

2.5.  Inlieu of hard coples, all mvolees may be assigned an electronic signature and emalled. Hard coples
shall be mailed to:

Department of Health and Human Services
Division of Public Heslth Services

29 Hazen Drive

Concord, NH 03301

Email address: DPHScomraclbilling@dhhs.nh.gov

5. Notwithstanding paragraph 18 of the General Provisions P-37, an amendment limited to adjustments lo
amounts between budgel line items, related items, amendments of related budget exhibits within the price
timitation, and to adjust encumbrances between State Fisca! Years through the Budget Office if needed and
justified, may be made by written agreement of both parties and may be made without obtaining approval of the
Governor and Executive Councll. .

Trustaes of Dertmouth College Exhibit B, Amendment #1 Contractor Inluala ” h
RFP-2017-DPHS-03-CANCE-01 : Page 1 of 1 . oote 3|22} 18




Exthibit B-3, Amendmaent iH
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Exhibit B-4, Amendment &4
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Exhibit B - 5, Amendment #1

New Hampshire Department of Health and Human Barvices

BlddefProgram Name: Trusives of Dartmouth Coliege

Budget Request for: Cancer Registry Operstions

Plome of AR .
Budget Perdod: July 1, 2019 10 Juns 30, 2020 {SFY"20)
\ - Tauiﬁnm:ui - Contracior &hars | Match Fmd-d__b,mimm
— Dirwct Total Blndt  Edirect Yotal Oirwct Todlrect Yoid
[T Totsl SatergWeges 4T AT —__BOInn 101300 - . P 01 88F B183.00 [T aihsnd
7 Berwlin T80 50 XTI 00 | § 187.008.00 5 T . 152.608.00 15.270.00 | & 187 068.00
'3_%% 5 N - . . A A A 5
- Ir snd Maintenancy - : : - - - - :
| acixtion 10000 00 4.300.00 o - - 450060 000 4 800,00
%M - - - » - - " n -
Tt . T - " B T - - -
Medical - ; f N - - B p - f
— Officn ,000.00 300.00 3.300.00 = - f 0000 300.00 33000
8. Travel 18,000,600 180000 §— o A00.00 - - X 18,600.00 1,806-00 16,809.00
7. !EEB . - . v . - s - - -
. (8, Current Experaes - - - N N . B - -
. Telephons N N - N B N - B ..
__Pslugg 000,00 050 4.400.00 . - - 4,000.00 400,00 440000
] AUt anet Logal . - - - 5 5 . - -
Insurance N . - - . . - . . -
o - - - - . . N N -
5 Softworn 3 18.506.00 7,850.00 2042200 N - - 18.566.00 1556.00 20,473.00
1 P . - - - - A - . -
11, 6 'sng Trairir Z000.00 700,00 320000 - - - Z.000.00 200.00 7.200.00
12, 3 B B - A N 5 R N N
(13 Oher (3, e deials man T.500.00 1504 1,850.00 - = - 1,500.00 150,00 1,860.00
14, Registrar affort (hosphal ey 3 T4, 549.00 9AMO0 [T 10818390 SER00 |3 9040 | § 1081800 . - - .
13, Indireci cost waiver cortrby . - - - ] - 110513.00 - - -
TOTAL s 703 343.00 7038390 kil (3 WESL00 | 1 TIBAIEDS 60, 504.00 60,539.00 | $ 688,153.00 |
indirect As A Percent of Dbwct (1 . "
F
Trustes of Danmouth Codege - Exhitit 8 - 5. Amandment #1 cummmh_u‘_'ﬁ_
REP-2017-DRHS-03-CANCE Page il 1 ' Date 1%-



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN ssnvtcss' I :,.'.-‘v{.';ig""

l'./,

n'~

HH DIVISION 0F
19 IIAZEN DRIVE. COM’.‘ORD NIl 033016527 Pubhc I lealth Services

60)-271-9563  1-800-852.3M45 Ext, 956) : . E—
Fax: §03-270-8431 TDD Aceess: 1-80-735-2964 ‘

—ﬁws

J!lTuy A Meyers ™ -
Comnalysioner

Mareells Bobishy:
“Actiag Dircctor

. Octpher31,.2016
: R 7
Her Excellency, Govemor Margaret Wood Hassan
and the Honorable Council |
State House .
. Concord, New Hampshire 03301,
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to enter
into an agreement.with Trustees of Dartmouth College, Vendor # 177157-B013, 11 Rope Ferry Road 6210,
Box 188, Hanover, NH 03755, In an amount not to exceed $1,190,840, to operate an incidence-based
slatewide cancer registry syslem as required by RSA 141-B, to be effective the date of Governor and
Council approval through June 30, 2018, Funds are 79% faderal and 21% general

Funds are available in the following accounts for SFY 2017, and are anticipated to be available In-
SFY 2018. upon the availability-and continued appropriation of funds in the Ature operating budgets, with -
authority to adjust amounts within the price limilation and adjust encumbrances between State Fiscal Years
through the Budgetl Office .if needed and jushﬂed without approval from the Govemor and Executive
Council -

._'05—95—90—900510—8666 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS:;'
DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Fiscal Year Class | Account - Class Title Job Number | Total Amount
SFY 2017 102-500731 Contracts for Prog Svc 90080080 ' .. 251,736
: 601-500931 Stale Fund Match 90056005 100,045
) Sub Total $351,78%.}

05—95-90-902010 2215 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS:
DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY SERVICES.

.CDC ORAL HEALTH GRANT
Flacal Year Class / Account Class Title Job Number | Total Amount
SFY 2017 102-5Q00731 Conlracts for Prog Svc 80080080 173,000
- Sub Total $173,000

. 05-95-90-902010-3397 HEALTH AND SQG
.. BIVISION OF PUBLIC HEALTH. BUREAU ‘COMMUNITY HEALTH SERVICES, CANCER REGISTRY

SERVICES, DEPT OF HEALTH AND- HUMAN SVS, HHS:

Fiscal Year " |.Class/Account ' | Class Title Job Number '] Total Amount . [ "~
SFY 2018 102-500731 Contracts far Prog Sve 90080080 516,159
' 601-500831 State Fund Match 90056005 150,000
: ' Sub Totat - $666,159
TOTAL $1,190,940




Her Excsliency, Governor Margaret Wood Hassan ,
and the Honorable Council - ) .
Page 2 ' : ¥

- EXPLANATION

Funds in this agreement will be used to enter into an agreement with Trustees of Dartmoutn Coliege to
operate an incidence-based statewide cancer registry system in New Hampshire as required by RFA 141-B.
Certain tasks require computer related information to be received and accessed in this contract, specifically.
technical services to conduct data collection, data processing, quality assurance, and database management
activities for the collection of cancer data. The Department of Information Technology has reviewed and approved
this contract. The approval letter is attached. - - '

The primary purpose of the New Hampshire State Cancer. Regisbry is to identify all reportable cases of
cancer in New Hampshire to provide information on the over-all burden, types, and changing patterns of cancer
among residents of the state. New Hampshire RSA 141-B and New Hampshire Administrative Code He-P 304
eslabiished reporting requirements for cancer case reporting in New Hampshire. The New Hampshire State
- Cancer Reglstry’s overall measure of success is 10 meet the standards for quality, completeness and timeliness of
data as defined by the nation's standard setting organization, the North American Association of Central Cancer
Registries, The purpose of this agreement.is to canduct data collection, data processing, quality assurance and
database management activities for the collection of cancer information for the New Hampshire State Cancer
Regislry in accordance with the New Hampshire Oepartment of Health and Human Services guidelines and
standards set by the National Program of Cancer Registriss-and the North American Association of Central
Cancer Registries. .

The Department is tasked under RSA 141-8 to collect information about almost all cancers diagnosed in
New Hampshire. This Information furthers -our understanding of cancer and is used to devebop stralegies and
policies-for its prevention, treatment, and control, The data also help determine where earty detection, educational;
and other cancer-related programs should be directed. Laslly, cancer registry data are essential to respond to
public concerns -regarding potential cancer clusters and lo conducting investigations into health ‘risks and -
environmental exposure. Understanding the causes of disease clusters will allow us to prevent future deaths and
iliness from similar exposures. The availability of data on cancer in the state allows health researchers to analyze
demographic and geographic factors that affect cancer risk, early detection, and effective treatrrient of cancer -
paterits. ' : . ‘ o

The New Hampshire State Cancer Regisiry is recognized as one of the leading cancer registries in the
natlon, and has been the cornerstone of a substantial amount of research on cancer in the New Hampshire
population. Information leld in the cancer regisiry is strictly confidential, and is ‘protected from unauthorized
" access by state of the art security systems, To dale, the New Hampshire State Cancer Registry has collected.
detailed Information on over 1.3 million cases of cancer among New Hampshire residents diagnosed from 1880
forward, and more than 8,000 new cases are added annually. Every day in New Hampshire; twenty-two (22) of our
. residents are diagnosed with cancer and seven (7) of our residents die due lo cancer. Based on New Hampshire.

Department of Health and Human Services estimates, the overall cost of cancer in New Hampshire in 2008 was
. $1.1 billon. Cancer surveillance helps us understand the magnitude of the cancer problem In New Hampshire,
and provides us with critical data to assess the health of our New Hampshire residents and to make informed
decisions about how to best direct our health-related resources and activities. This data gives us the fundamenta
knowledge to guide the assessment, development, and evaluation of health policy, and inform and evaluate the
impact of population health programs and interventions as well as persanal health decisions. Cancer registries
provide a basis for public and private decisions at local, state, and national levels, . . .

. Should the Governor and Executive Council not authorize this request, we would not have 2 high quatity
cancer registry, and may not have the Information necessary lo prolact and promote the health of New -
Hampshire's residents, whether it.i3 a cancer clusler response, public education, screening, reatment or policy
change. in"addition, we may not have the information necessary to inform policy makers and the public to assist
with setting health program priorities or the ability to confirm cancer cases through the support of cancer experts to
inform the investigation process and provide review and approval refated to protecting the privacy and rghts of
indwiduals,

Trustees of Dartmouth College were selected lof this project through a competitive bid process. A -
Request for Proposals was posted on the Department of Health and Human Services' web site from July 15, 2016

through September 2, 2016. A bidder's conference was held on August 18, 2016.



Her Excellency, Gavernor Margaret Wood Hassan
and the Honorable Council
Page 3

The Depanment recelved one pr0posal The proposal was rev[ewed and scored by a team of six (6)
individuals with program specific knowledge. Their decislon followed a tharough discussion of the strengths
and weaknesses of the praposal. The final decision was made through consensus scoring. The Bid
Summary is attached. .

As referenced in the Request for Proposals and in the contract Exhibit C-1, this agreement has the
option to renew for two (2) additional years, contingent upon satisfactory del:very of servlces available
fundlng agreement of the parties and approval of the Govemor and Executive C0unCt| oo

The following pen'qrmance measures will be used to feasure the effectiveness of the Agreement;

-

. For each incident cancer case defined in Exhibit A, collect all the data varlables listed In New
Hampshire Adminlstrative Rule He-P 304.2,

2. The database shall be, at a minimum, in accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of Cancer
Registry standards.

3. The data collected is 85% complete within 12 months of date of diagnosis for cases seen in any
New Hampshire hosp:tal

4. The data collected is 90% complete within 15 months of date of diagnosis for all cases among
New Hampshire residents, regardiess of where they received the cancer care. :

5. The data collected is 95% compléte within 24 months of date of diagnosis for all cases among
New Hampshice residents, with cases identifled from death certificate review and follow- up from
physician practices, from non—hospnta! facilities, and from out-of-slate sources. )

Area served: Statewide.

Source of Funds: Source of Funds 18 79% Federal Funds from the US Centers for Disease Control
and Prevention, and 21% General Funds.

“4n the event that the Federal Funds become no longer avallagw General Funds will not be
requested fo suppon this program. . e
N
}

Respectfuily submittad,

. Marcelia J. Bobinsky, MPH
" - Acjihg Director .

Approved by: 6 [‘

y A /Meyar,
Commissloner.

The Deparinienl of Heolth and Humon Services' Mission is to join communities and families
’ . in providing opportunitics for citizens lo achieve heolih and independence, \



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fex: 603-271-1516 TOD Access: 1-800-735-2964

www.rh.gov/doit

Denis Goulet
Commissioner

October 24, 2016

Jeffrey A. Meyers, Commissioner
_ Department of Health and Human Services
State of New Hampshire '
* 129 Pleasant Street
Concord, NH 03301- 3857 '

Dear Comrmssnoner Meyers:

'nns letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Trustees of Dartmouth Collegc (Vendor
#177157-B013), as described below and referenced as DolT No. 2016-081. This pl"DJCC( isa mult of en
REP also referenced as DolT No. 2016-081.

This request is to enter into a contract wnth the Trustees of Dartmouth Collsge to operate
an incidence-based.statewide cancer registry system as required by RSA 141-B. Certain
tasks require computer related information to be received and accessed in this contract,
specifically technical services to conduct data collection, data processing, quality
assurance and database manegement activities for the collection of cancer information.

The emount of the contract is not to exceed $1;190,940 effective upon the date of
Governor and Executive Council approval through June 30 2018

: ‘A copy of this letter should aocompany the submission to the Governor and Executive Council
for approval.

incerely,f.

AL
Denis Goulet

DG/ik
Contract #2016-081

cc: Bobbic Aversa

o

"mnbvat{ve Technologies Yoday for New Hompshire's Tomorrow”
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New Hampshire Department of Health and Human Services
Office of Business Operations
. Contracts & Procurement Unit
Summary Scoring Sheet

[y

CANCER REGISTRY DPERATIONS ' RFP-ZMT-DPHS-O:!-CANCE.
RFP Name o . RFP Number . Revigwsr Names
' onawar Hosaln, Program
- Planner (Tech)
: XImU [ACTUL]] aren Paddlelord, Program
Bidder Name . Percent | m Polnta |Polrits 2. pranner (Tech)
4 : 3 Whilney Hammond, Adminisirator
" Trustees of Oartmouth College . ae% | 640 561 ' (Tech) C :
2 - : ' 1 : "Ellen Chase-Lucard, Financial
"0 . 640 . 0 . Administretor (Cosl)
3 ) ’ ' ' n . ‘h“__e W , Finahla
0 - 640 | -0° }:- S Adinistrator (Cost).
4 : ' ' g, PJ Nedeau, Financia|
"0 . ) 640 | 0 " Administrator (Cost)




FORM NUMBER P-37 (version 8/8/15)

Notige: This agreement and all of its attachments shail become public upon submission to Govemor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identificd to the agency and agreed to in writing prior 1o signing the contract.

ra

> ' AGREEMENT
The State of New Hampshire and the Contractor hereby mutually ngrec s follows
. p GENERAL PROVISIONS
1. __IDENTIFICATION. ' _ .

1.} State Agency Name . 1.2 State Agency Address
NH Department of Health and Human Servicess 129 Pleasant Street .

Concord, NH 03301-3857°
1.3 Contraclor Namc . 11.4 Contrector Address
Tmstecs of Danmouth Ccllegc L1 Rope Fcny Rosd 6210. Bortﬁﬁ'

: - | Hanover, NH 03755
1.5 Contrector Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limimtion
Number 05-95-90-9005 10-8666-102- )
51,190,940

603-653-6620 500731, 05.95-90-900510- | | 6/30/2018
. : B666-601-500931, 05-95-90-
902010-3397-102-500731, 05-

95.90-902010-3397-601-

500931 . ) .
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Eric Bomn Dm:cmr of Contracts and Procurement 601-271-9558

1 Con ctor Signa oo ' 1.12 Name and Title of Contractor Signatory
%‘ , Ji M. Mortali, Director
owledgement: State of_l\f_ﬁ-b}—-hq\,ﬂ-)QCountyof C-nraﬁmalisa Sroporstt ]

OnO’JLbo'ﬂl , 0o , before the undersigned officer, personnily appeared the person identified in block 1, 12, or sarisfactorily
proven s be the person whose name is sngned in block 1.1, and ecknowledged that s/he executed this document in the capacity
indicated in block 1,12

1.13.] Signature of Notary Public or Justice of the Peace

" [Seal] H—Uﬂﬂb(‘ O 'uu‘f‘aLJ

1132 Name md Tﬂbmtﬁymﬁww S&&s v
Commission Expires August 24, 2021

1.15 Name and Title of Statc Agency Signatory
(| Marcelle J. Bobinsky, MPH
Acting Dlrrctor

Director, On:

1. 17 Appmval by the Anomey Gensral (Form, Substance and Execution) {if applicable)

1.18 Approval.by the GovepBr and, Executive Colincil (V ppl

BY"M" Pataen -4l ﬁﬁd \‘/1 [(v

By:

Page t of 4.
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1. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Sute of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages

- contractor identified in block 1.3 (“Contractor™) to perform,
and the Contmactor shall perform, the work or sale of goods, or

bath, identified and moce particularly described in the attached

" EXHIBIT A .which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement (o the
contrary, and subject 1o the epproval of the Governor and
. Executive Council of the State of New Hampshire, if
applicable, this Agreement, and ali obligations of the partics
hertunder, shall become effective on the date the Governor
end Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
i.14 (“Effective Date™).
1.2 If the Contruclor commences the Services pnor to the-
Eftective Date, all Services performed by the Contractor prior
to the Effective Date shali be performed a1 the sole risk of the
Contractor, and in the event that this Agreement does not
become cffective, the State shall have no lisbility to the
Contractor, including without limitation, any obligation to pay
the Contrector for any costs incurred or Services performed,
Contractor must complete eil Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding 20y provision of this Agreement to the
contrary, all obligations of the State hereunder, including,.

- without limitation, the continuance of paymenis hereunder, are
contingent upan the availability end continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropristed
funds. [n the event of a reduction or lermination of
eppropriated funds, the State shall have the right to withhold
payment uriil such funds become available, if ever, end shall
have the right to terminate this Agreement immediately upon
giving the Contractor potice of such termination. The State
shall not be required to trensfer funds fromi sny other account-
to the Account identified in block 1.6 in the event funds in that
Account arc reduced or unavaijlable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

3.1 The contract price, method of psyment, and terms of
payment arc identificd and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the Sute of the contract price shail be the
only and the complete reimbursement to the Contractor. for all
expenses, of whalevet nature incurred by the Contractor in the
.performance hercol, and shalt be the only and the complete
compensation to the Contractor for the Services, The State
shall have no ligbility to the Contractor other than the contract
price, -

Page 2 of 4

5.3 The State reserves the right to offset from any amounts
otherwise payable 10 the Contractor under this Agreement
those liquidaied smounts required or permitted by N.H. RSA
80:7 through RSA 80:7c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no eveat shall the total of all paymemns euthorized, or actually
msade hercunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT-
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shell comply with all siatutes, laws, regulations,
and orders of federal, state, county or municipa) suthorities
which impose sny obligation or duty upon the Contractor,
including, but not limited 1o, civil rights and equal opportunity
laws. This may include the requirement to utilize suxiliary
aids and services to ensure that persons with communication
disebilities, including vision, hearing and speech, can
communicate with, receive informstion from, and convey
information 0 the Contractor. [n addition, the Contracior
shall comply with all applicable copyright laws, h

6.2 During the termn of this Agreement, the Contractor shall
not disciminate against employees or applicants for
employment because of race, color, religion, creed, 8ge, sex,

‘handicap, sexual orientation, or national origin and will take

affirmative aclion 1o prevent such discrimination.

6.1 If this Agreemen is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as suppiemented by the
regulations of the UUnited States Department of Labor (41
C.F.R. Part 60), and with any rules, regulstions snd guidelines
as the State of New Hampshire or the United States issuc to
implement these regulations. The Contractor further egrees to
permit the State or United States access to any of the
Contrector’s books, records end accounts for the purpose of
ascertaining compliznce with all rules, regulations and orders,
end the covenants, terms and conditions of this Agreement.

7. PERSONNEL,

7.1 The Contrictor shall at its own expense provide all
personne) necessary 1o perform the Services. The Coatractor
warrznts that all personncl engaged in the Services shalt be

- qualified to perform the Services, and shall be properly

licensed and otherwise authorized to do so under all spplicable
laws,

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months ofer the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontmctor or other persan, firm or

_corporstion with whom it Js engaged in 8 combined effort to

perform the Services to hire, eny person whe is a State -
employee or official, who is materially involved in the -
procuremcent, administration or performance of this

Contractor Initials
Date




Agreement. This provision shall survive termination af this

. Agreement. -
7.3 The Contratting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. in the event
of any dispute conceming the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the Siate.

8. EVENT OF DEFAULT/REMEDIES. .
8.1 Any one or more of the follgwing acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):
£.1.1 failure to perform the Services satisfactorily or on
schedule;, .
8.1.2 failire to submit any report required hereunder; and/or
B.1.3 failure to perform any other covenant, term or condmcm
of this Agreement
8.2 Upon the occurrence of any Event of Default, the Smc
may ke sny one, or more, or all, of the following actions:
8.2.1 give the Contractor a written nolice specifying the Event
of Default and requiring it to be remedied within, in the
sbsence of & greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
ot timely remedied, terminate this Agreement, effective two
(2) duys afler giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments 10 be made under this
- Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice untif such time as the Stete
determincs that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set ofF against any other obligations the State may owe to,

the Contrector any damages the Siate suffers by reason of any
Event of Default; and/or .

8.2.4 teat the Agreement as breached and pursue any of its
remedies at law or in eguity, or both.

9. DATNAOCESSICONFIDEN‘I‘IALITYI‘
PRESERVATION.

9.1 As used in this' Agreement, the word “data shall mean all
information and things developed or obtained during the
performance of, or scquired or developed by reason of, this

- Agreement, including, but not limited to, all studies, rcports,
files, forrulae, surveys, meps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
grmphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from.
the Stale or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shal} be returned 10 the State upon demand or upon
termination of this Agreemen! for any reason.

9.3 Confidentiality of data shali be govemned by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approvai of the State, -

10. TERMINATION. [n the event of an early termination of
this Agreement for any reason other than the completion of the

_ . Services, the Contractor shall deliver to the Contracting
. Officer, not later than fifteen (15) days afier the date of

unmnamm +a report {“Termination Report™) describing in
detai) all Services performed, and the contract price earned, to
end including the date of termination, Thc form, subject
matier, content, and aumber of copics oft.t_\_e Teamination
Report shall be identical to those of any Fimal Report
described in the atiached EXHIBIT A,

1l CONTRAC‘TOR"S RELATION TO THE STATE. o
the performance of this Agreement the Contracter is in all
respects an independent contractor, and is neither an agent nor

“-an employee of the State, Neither the Comtractor nor any of its

officers, cruployees, agents or members shall have authority o
bind the Statc or.receive any benefits, workers” compensation
or other emoluments provided by the State to its employees,

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrilien notice and
consent of the State. None of the Services shall be
tubcontracicd by the Contractor without the prior written
notice and consent of the State.

13, INDEMNIFICATION. The Contractor shall defend,
indernnify and hold harmless the Siate, its officers and
employces, from and against any and eli losses suffered by the
State, its officers and employees, and any and all claims,
lisbilities or penalties asscrted against the State, its officers
‘and employees, by or on behalf of eny person, on account of,
based or resulting from, arising ow of (or which may be
claimed to arisc out of) the acts or omissions of the
Contractor. Notwithstarding the foregoing, nothing herein
contained shall be decmed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shal)
survive the (¢rmination of this Agreement:

14. INSURANCE.

14.1 The Contractor shalt, ar its sole expense, obain and
maintain in force, and shail require any subcontractor or
assignec to obtain and maintain in force, the following

- insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 specin) cause of loss coverage form covering all
property subject (o subparagraph 9.2 herein, in an amount not .

* less than 80% of the whole replacement yaluc of the property.

14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms end endorsements approved for use in the
Statc of New Hampshire by the N.H. Department of
Insurance, and issted by insurers licensed in the State of New
Hampshire.
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[4.3 The Contracior shall furnish to the Contracting Officer -
identified in bleck 1.9, or his or her successor, a certificate(s)
of insurance for all.insurance requircd under this Agreement.
Contrzctor shall also furnish 10 the Contracting Officer
identificd in block 1.9, or his or her successor, cenificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior (o the expiration
date of each of the insurance policies. The cenificate(s) of
insumnce and any rencwals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurence shall contain & clause requiring the imsurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, 1o Jess than thirty {10) doys prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION,

15.1 By signing this agreement, the Contractor agrees,
certifies and warrents that the Contractér is in compliance with
ot exempt from, the requirements of N, H RSA chapter 281-A
(" Workers' Compensation”). .

15.2 To the extent the Contractor is subject 10 the
requirements of N.H. RSA chapter 281-A, Contractor shall

meintain, and require any subcontractor or assignee (o secure .

and maintain, payment of Workers' Compensation in
conoeetion with eclivities which the person proposes to
undertake pursuant lo this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or hey successor, proof of Workers' Compensation in the
manmner described in NH. RSA chapier 28)-A and any
applicable renewal(s) thereof, which shall be sitached 2nd are
incorporeted herein by reference. The Siate shall not be
responsible for payment of any Workers® Compensation
premiums or for any other ¢laim or benefit for Contrector, or
any subcontracior or employece of Contractor, which might -
zrise under applicable State of New Hampshire Workers™
Compensation laws in connection with the performance of the
Services under this Agreement. - .

16. WAIVER OF BREACH. No failure by the State (o
enforce any provisions hercof aRer eny Event of Default shall
be deemned 2 waiver of its rights with regerd to that Event of
Default, or any subsequent Event of Default. No express
failure 10 enforce any Event of Default shall be deemed 2
waiver of the right of the State to enforce cach and all of the
provisions hereof upon any further or othcr Event of Defeuls
on the parnt of the Contracior.

7. NOTICE. Any nolice by a panty hereto 10 the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in biocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agrecment may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto'and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approve! is required under the circumsiances pursuinl ta
Swte law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agrecment shall be construed in accordance with the

" laws of the State of New Hampshire, and is binding upon end
_ inures to the benefit of the partics and their respective

successors end essigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule ofcorulrucuon shell be applied against or
in favor of any party.

20. THIRD PARTIES. The panies hereto do not intend 10

benefit any third partics and this Agreement shall not be
construed to confer eny such benefit.

2[. HEADINGS. The headings throughout the Agreement
are for reference purposes oaly, and the words contained
therein shall in no way be held to explain, modify, emplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions sel

forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisicas of
this Agreement are held by & court of competent jurisdiction to
be contrary 1o any state or federsl law, the remaining
provisions of this Agreement will remain in full force and
effect.

24, ENTIRE AGREEMENT. This Agreement, which may

be executed in a number of counterparts, each of which shall

_ be deemed an original, constitutes the entire Agreement and -

understanding between the partics, and supersedes all prior
Agreements and undersiandings relating hereto.
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* New Hampshire Dgpartment of Health and Human Sorvices
Cancser Reglstry 0poratlon§

Exhibit A

. Scope of Services

1. Provislons Applicable to All Services

2,

1.1. The Contractor agrees thal, 10 the exlent future legislative action by the New Hampshire
General Court or federal or state count orders may have an impact on the Services .
described herein, the State Agency has the right 1o modify Service priorities and expenditure
requirements under this Agreement so as to achieve compliance therewith.

1.2, Allservices to be performed under this contract shall be In accordance with New Hampshire
Depdrtment of Health and Human Services (DHHS}, New Hampshire law RSA 141-B, New
‘Hampshire Administrative rules He-P 304, United States Public Law 102-515, and Centers
for Disease Control and Prevention (CDC), National Program of Cancer Registries (NPCR)

~ and North American Association of Central Cancer Regisiries (NAACCR) standards and .
guidelines. - . : : o :

Required Activities
The Contractor shat;

2.1. Present for discussion and proposed modifications, a Work Plan, due within 30 days of the |
contract effective date. The timeline and work plan shall meet all due dates for deliverables -
_noted in the Deliverables and Key Performance Indicators set forth in Section 14 of this
document. . ' '

2.2. Have all fully qualified staff assigned in support of the New Hampshire State Cancer Registry

-(NHSCRY) contract within 30 days of the contract effective date.

2.3. Maintain the NHSCR database from a physical location within a seventy-five (75) mile radius of
the DHHS, located in Concord. The rationale for this requirement is that the DHHS provides
~ technical and administrative oversight of the NHSCR operations, which includes on-site visits to
‘the NHSCR contractor. In addition, appropriate contractor personne! are required to attend
regular meetings with DHHS staff as weil as other meelings as necessary.

2.4. Allow ful participation of the DHHS in the ongeing. onsite operations of contract activities
. including Interacting directly with contractor staff, viewing abstract processing, participating in
" customizing registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. Provide the DHHS with technical assistance and expertise on matters within the scope of work
- of the contract. ,

. Cancer RegistryIOpera't'lonv

3.1. Operate an incidence-based statewide cancer registry reporting system in accordance with
RSA 141-B and Part He-P 304 of the New Hampshire Administrative Rules, '
; A . /slate teg/he- html. Collect information and
maintain an electronic database of all incident cancer cases occuring among the New
Hampshire population according to the Administrative Rules. '

3.2. Fadilitate.and encourage submission of reports for each incident case Facilitate and encourage
submission of reports for each incident case defined in RSA 141-8:7
(http://www.gencour state.nh us/rsa/htmiX/141-8/141-B-mra.him), all the data variables listed
in administrative rule He-P 304.02 by "heath facilities™ within an expected timeg frame as listed

Trustees of Dartmouth College Exhiblt A Contractor inl -
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Naew Hampshire Department of Health and Human Bervices
Cancer Roglstry Operations '

Exhibit A .

in Administrative Rule He-P 304.01(e) and He-P 304.01{1) -
{hitp:/iwww.gencourt state.nh us/ruieg/state gqencies/he-p300.html). Facilitation and
encouragement may include writing letters, calling by telephone and personal visits to health
providers and/or health facllity administrators or supervisors. ("Heatth Facilities" shall be
defined according to the Administrative Rules. )

3.3. Inform the DHHS of facllities that remain out of oomp!iance with reporting requirements despite
. Contractor notification in the following situations:

3.3.1. Denla! or lack of access to pathology reports or medical records; S ‘
3.3 2 Lack of submission of reports within one month or expected date; and '
33 3 Lack of rasponse to letter or other formal Inqunry within one month.

3.4. Collect additional follow-up data relating to treatment and disease status of Breast and
Colorectal cancer cases dlagnosed in 2011 for the patlent centered outcomes (PCO)

3.5, Adhera to Timetable of Data Deliverables:

35.1. The NHSCR data shall meet the following five dala quality criteria [National Data Quallry
Standard (formally known as the 24-Month Standard)):

i. Dsta are 85%complete based on observed-to-oxpected cases as computed by
CDC;

i There are 3% or fewer death-cenificate-only cases;
lii. There is a 1 per 1,000, or fewer, unresolved duplicate rate;
. The maximum percent missing for critical data elements are:
" i, 2% age
i ii. 2% sex
fil. - 3% race
v, 2% county
v. 99%passa CDC-prescrlbed set of standard ed:ts

3.5.2. The NHSCR data shall meet the following data quality criterla [Advanced Natnonal Data
Quality Standards (formally known as the 12-Month Standard)): .

i. Data are 80% complele based on observed-to-expected cases as computed by
COC;

i. There is a 2 per 1,000 or fewer unresotved duplicate rate;
iif. The maximum percent missing for critical data elements are:

. 3% age

H. 3% sex i
il. 6% race ‘ )
iv. 3% county

iv. 87% pass e CDC-prescribed set of standard edits.
4. Case Ascertainment Activities

4.1. Establish and [mplemenl case reporfing from any new or exishng free slandmg radiation
ooncology facility in the state.
Trustees of Danmm.nh Collegn Exhibit A
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Now Hampshire Dopartmant of Health and Human Services
Cancor Reg!stry Operations

~_ExhibtA

42 Establrsh and Imp!ement case raporting from any new or exlst!ng free- standing medical
.oncology facrllty In the state.

4.3, Establish and implement case reporting from any new or existing free-slandrng surgical
oncology facility in the state.

4.4, Establish and implement electronlc case finding from hospital or prtvate pathology labs and
from out-of-state pathology laboratories. .

4.5. Perform death clearance al least annually. Death clearance should be performed by matching
records in the NHSCR with New Hampshire mortality data provided by the DHHS and with
Nationat Death Index., to determine the level of the NHSCR’s record completeness for in-state
and out-of state deaths to New Hampshlre residents where cancer is identified as a cause of
death.

4.6. For In-gtate deaths the Contractor shail make a determination as to the cause of and
appropriate comection for cancer incidents not reported to the NHSCR, This should include
oontactlng the certifier of the death for case follow back as necessary. For deaths of Individuals
in NHSCR database, the contractor shall electronrcally update the Vital Status, date of death

"and cause of death for matching cases.

4.7. Operate query systems thel cross checks definitive reports rap!d reports, and non-reportable
data sources using dala linkage processes to ensure maximum case ascertainment.

4.8. Create or update the NHSCR operations manual within 30 days of the contract effective date.-
This manual on NHSCR procedures is for potential distributian 1o sll reporting health providers
and health faclliies. The manual will provide documentation. of the objectives, implementation -
and operation of the registry. Ali the contractor staff of the Cancer Registry Operations and

-- DHHS shall be provided with a copy of the manual. This manual shall contain, at a minimum:

4.8.1. Most current reporting laws/regulations;

482 List of reporiable diagnoses;

483 List of required data items. ,
.4.8.4.  Procedures for data procassing operations lncludlng:

i Procedures for m'éniton'ng timelines's of reporfing;
ii. Procedurés for receim of data;

ifi. Procedures for database management Including a descdphon of the Registry
~ Operating System (software):

iv. Prooadur,es_for conduciing death certificate clearance;

V. Procedures for implementing and maintaining the quality assurance/control
program: -

4.8.4.v.1. Conducling follow-back to reporting facilities on quality Issues. These
. procedures include rules for rdentlfylng when action or further investigation ls
. needed;

4.8.4.v.2. Conducting record consolidation;

Trusteas of Dartmouth College Exhibit A
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48.4V.3, Maintaining detailed documentation of all quality assurance operations;

4.8.4.v.4. Procedures for education and trainlng.

4.8.5. Procedures for condlcting data exchange Including a list of states with which case-

sharing agreements are in place;

4.8.6. Procedures for conducting data linkages. -

4.8.7. Procedures insuring confidentiality and data security including disaster planning;
4.8.8. Procedures for data release including access 10 and disclosure of information;
4.8.9. -Procedures for malntaining and updating the operational manual.

48

Revise the NHSCR operations manual when any changes are made to policies and
procedures relating 1o the NHSCR activities based on conlractor need or as requested by the
DHHS. The contractor wil! submil the changes to the DHHS who will review and seek ravision
or approve within 30 days.

4.10. Review and update existing documents for raporting facillties, including letfters, user

4.11.

application forms, reporting requirement document, Webplus user guides, etc., within 30 days
of the contract effective date. Determine needed updates in consultation with the DHHS.
When updates are needed, develop updated material, obtain approval of the DHHS and
provide to reporting facilities and post them on web for easier access.

Through site visits to New Hampshire hospitals conducted as needed, review dlscharge
laboratory and pathology reports as well as medical charts to ensure the completeness of
case reportmg and accuracy for compleuon

5. information Technology Activities

51

5.2.

5.3.

5.4.

5.5.

5.6.

Establish operations within 30 days of the contract start date. This shall include, but not be.
limited to system set-up, testing, and deployment, as well as business operations to support

the State's requirements defi ned in Exhibit 5-1 Additional Cancer Data Regqistry Technlcal

Requirements.

Within 30 days of the contract start date, provide and set up necessary computer hardware,
including servers and computers for the NHSCR contractor staff, necessary to maintain the
NHSCR database. All hardware and software shall be compalible with NPCR requirements.

Within 30 days of the contract start date, provide connechvuty for all reporting facilities to
transmit data to the NHCSR. -

Maintain secure web access to the NHSCR seven days per week for Web Plus on-lme data
entry and data file uploading. -

Within 30 days' of the contract start date, install and utilize the current automated data
management system, consistent with national standards and populated with NHSCR data.
Train staff in operation of software syslems. The contractor shall update all the components of
the software, as required and shall participale in the relevent CDC software users group. (The
DHHS maintains the discretion to utilize any kind of data management system. There shall be
no modifications or upgrades to the software without the approval of the DHHS.)

‘Within 30 days of the contract execution, discuss with DHHS the feasibility of implemaenting a

WebPlus User's Agreement, the language of such an agreement, and the protocol for phasing
it into use. Implement protocol specified by the program team during 8 mutuall agreed
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timeframe to restrict reporting via Web Plus data enlry or file upload to those reporters who
have submitted signed agreements to become Web Plus users.

5.7. Within 30 days of the contract start date, develop and implement procedures fov the electronic -
" submisslon‘and processing of Iabomlory pathology and cytalogy repons utilizing NAACCR
" .slandards.

5.8. Within 30 days of the conlract start date, malniain a oompuiarized log of facilities and

: personnel who report data to NHSCR (in excel or access or any other system) which includes
at minimum; facllity 1D, name and demographic information; names and contact information of
personnel (reporters and supervisors), and log of pnor faclhty contacts.

5.8. Within 30 days of the contract start date, obtain from the prior NMSCR reports of techmcal
assistance between NHSCR and réporters. Mamtam thesa files or modul'y or upgrade them
with approval of the DHHS.

5.10. Within 30 days of the contract start date, maintain a computerized log of all abstracts recelved
from each reporting facllity that inciudes facliity 1D, number of abstracts received, date
received , format of data received and NAACCR version If electronic submission.

5.11. Within 30 days of the contract start date, obtain from the prior NHSCR vendor copies of hard
copy logs and electronic logs of abstracts submitted to NHSCR. Maintain these files or modify
. or upgrade them with the approval of DHHS. The DHHS wlll provude neoessary contact
information and facilitate this transfer.

5.12. Upgrade or replace user software and or hardware and make necessary changes o
customize software because of advancing technology and or modifications required by DHHS,
NPCR or NAACCR standards. Make further upgrade{s) or replacements{s) during the life of
this contract, at an additional. negohated pdce if so requested by DHHS and subject 1o all
necessary stale approvals.

5.13. Within 30 days of the contract start date, provide means for DHHS staff approved by.the
DHHS to periodically receive data from NHSCR, while malntaining data security.

"5.14. Develop and implement procedures for granling access to data to approved NHSCR staff.

6. Database Management Activities

6.1. Develop and implement procedures for the timely and.accurate consolldatnon of cancer reports
within 30 days of the contract effective date;

$.2. Consolidate tumor records and trealment information in accordance with standards set forth by
NPCR, NAACCR or the SEER. :

6.3. Perform routine, standard edit checks on all reports received in accordance with NPCR and
NAACCR standards. The contractor shall be responsible for the accuracy of the data it codes,
edits and consolidates and for maintaining the Integrity of the data from year to year. Ata
minimum, the editing and review of data would Include: . .

6.3.1. Routine visual review of abstracts and error reporis;

6.3.2. Installation and use of the most recent slandard edit set metsafiles as ‘chosen by the
: DHMS and the Contractor;

6.3.3. Deteclion of emors dunng editing, documentation of emors found-and cormections of
errors detected; . :

. Trustees of Datmouth College ) " Exnhibit A _ : Contractor Inital /}"
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8.3.4. Detection and consolidation of multip'le abstracts tumor records) received during the
contract that malch cases reviewed in current or prior years;

. 8.3.5. Detei:Uon and removal of duplicate consolidatéd cases {that is two or more consolidated
records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal of thé duplicates from
the NHSCR database —even after current accession year has closed."

8.4 Assure that the individual case records in the NHSCR automated database are computer-edited
for duplicate racords, invalid coding, Improbeble values, and inconsistencies prior to statistical
- processing and data compilation for analytical purposes. Areas to be edited include, but are not
limlled to: - :
_ Data‘Range Checks; )
Geographic Coding Assignment;
Dupticate Record Checks;;
invalid values -
Relational items as follows:

AN

i City at diagnosis field must only have values that exactly match legitimate New
Hampshire City, town, or village names in list sypplied by DHHS.

. ' City at diagnosls, the code for county and state of diagnosis must always agree
- and whers city at diagnosis exists, a code for county at diagnosis must be
provided. .

fi. Vital status ‘and-'cause of death fields must agree and cause of death must be'a
valid ICD-10 cause of death code or one of the special NAACCR codes.

v, Records should be checked to make sure that the physiclan’s name is correctly
Ceeee " entered into first and !ast name fields. ’ :

v. Records should be checked to compare sex of patient and the first name of the.
palient as a guide for determining comrect entry of the record.

vi. No loglical conflicts shall exist between all the treatment diagnosis fields and the
related regson for no treatment fields.

vii. Apply applicable NPCR and NAACCR Central Registry edits to data fields.

6.5 Geocode all cancer reports of New Hampshire residents for address and census tract, for a
given year and accurately incorporate new and revised coding Into NHSCR databasa.

7 Penetration Internal Security Testing

7.1 The State will perform Penetration Testing of the Internal Security of the Contractor's IT system
as defined In the Exhibit A-1 Additional Cancer Data Reglstry Technical Requirements. )

7.2 The State and Contractor shal! delermine a mutually agreed upon date for tha Penetration
Testinp and perform the testing within 90-days of the effective date of the Conlract.

7.3 The Contractor shall work with the State to negotiate a mutually agreeable remediation plan
: within 180-days of.the Contract effective date. .

7.4 The-contractor shall, és a pari of the remediation plan process, fullf assess all vulnerabilities

identified in the penetration test results. The contractor will acknowledge ap® epl A
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vulnerabilities and findings of the penetration test and develop an assessment report that
describes, for each vulnerability identified, the root cause, the risk level to the Depariment, the
patential adverse impact to the Department, the level of effort required to remediate inman -
hours, the resource type or skillset required to remsdiate,-and the cost lo remediate. The
contractor shall remediate 3il high risk findings as identified by the Department except where
the remediation cost (o the Contractor is unacceptable, in which case, the Contractor will work
with the Department in good faith to identify appropriate means, slternatives, and or
compensating controls to address the vulnerabilities identified.

8. Information and System Security Policies and Procedures

8.1. Malniain the confidentiality and integrity of information in acoordance with the Health Insurance
Portability and Accountability Act, Public Law 104-191 (https://aspe.hhs.govireport/health-
insurance-poriabllity-and-accountability-act-1996) and with the Standards for Privacy and
Securily of Individually tdentifiable Health Information, 45 CFR Parts 160 and 184
(htthMww.hipaasurvivalguide.com:hlpaa-reg’ulaﬁonshipaa-regulatlons.php) and those paris of
the HITECH A&t as applicable (hhp:llwww.hipaasurvivalgulde.oornlhltech-act-summary.php).
The contractor shall also maintain and protect the confidentiality of the database and '
information obtained and maintained during this contract in accordance to NH RSA 141-8
(http:ﬂwww.gencourt.state.nh.usirsqfhlnul)m41-811.41-8-mrg.hlm) and NH Administrative.
Rules He-P 304 (hnpleww.genc0ur1.slale.nh.us{rules!state_agénciesfhe-pSOO.html) and shall
acknowledge agreement with the Data Use Policy of the DHHS, which views NHSCR database
as OHHS-owned dalabase, with data releass subject to restrictions and condilions.

8.2. Preserve the confidentiality, Integrity, and accessiblllty of State of New Hampshire data with
administrative, technical and physical information security controls and measures that conform’
to all application, federal, state, and Industry standards, such as N)ST 800-53v4: which the
Contractor applies 1o its own information processing environment, and ensures the same Is
applied to any other subcontractor(s) Information processing environments utilized to process
or store State of New Hampshire prolected data.

8.3. Maintain the security of the system environment in accordance with the requirements of the
Cancer Data Registry Technical Requirements in Appendix F, the United Statss Commerce
Department’s National Institute of Standards and Technology (NiST) Special Publication 800-
53 and the Open Web Application Security Project {OWASP). .

8.4. Maintain a syélem security and inlegrity manual which includes plans, procedures and
protocols for ensuring that the contractor's NHSCR system will be properly secured, mainlained
and updated throughout the contract term.

8.5. Within 14.days after initial contract start date, Implement a series of internal procedures to
ensure that: . . i

1. Access to sutomated information Is restricted to authorized persons, on a needed
basis, and control is maintained over all the documents that contain’ sensitive
informalion to ensure that these documents are available only o authorized persons.

2. Implement full security measures to ensure the security and qualily of all the elements in
Ihe NHSCR database through procedures that shall include the following:

i. Ensure that equipment !s protected from theft and- accidental or deliberate
damage or misuse - : '

ii. Ensure that once compuler programs and data sets are completed and In routine
use, they are protected against tampering. Carefully control access to and
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maintenance of computer programs and NHSCR database. ,
il. Ensure thal.copies of original data submitted are maintained and never altered. -
iv. Ensure thal data are protected against inadverten! or deliberale destruction,
modificatlon, or dissemination. . .
v. Ensure procedures for backup, archiving, and disaster recovery for computer
programs and NHSCR database.
V. Ensure that password are changed, access denied.and other security procedures
are in place to protect against ongoing access and sabotage when staff resign, are
" terminated , or no longer assigned to NHSCR contract,

8.8. Maintain the security and integrity of the NHSCR data. Re-process dala at no additional cost to
the DHHS In accordance with DHHS Instructions if the DHHS or contractor finds that contractor
has corrupted, altered, tampered with, or improperly coded/processed any data sats during the
duration of the Confract. :

8.7. Immediately report to the DHHS all errors or anomalies in the NHSCR data which could
reasonably believe to suggest that security or integrity of the NHSCR or its data may be
compromised. The results of any analysis shali be reported to the DHHS and, in addition, the
steps il has taken or intends 1o take to ensure security and integrity of the NHSCR and Its data.

8.8. Implement appropriate policies, procedures and protocols to Identify active breaches or
threatened breaches of the NHSCR security Integrity. '

8.9. Report to DHHS any suspected breach to the NHSCR data in accordance with Table 1 -
Cancer Data Reglstry Technical Requirements, A,-7.

g, Training and Education

9.1. Provide cone.'ultétton. technical assistance, d@nd training to assure accurate; timely and
completa data from reporters (registrars, medical record personnel, providers and abstractors) -
at reporting facilities. : ’ '

" B.2. The contractor. shall provide technical assistance by phone or In person to Individual reporting
facilities and providers during norma! weekday business hours: respanse time for tefephone
consullation shall be no longer than one working day afief request Is recelved or for onsite
consultalion, n6 longer than 10 working days. :

9.3. The contractor shall assess the raining needs of various reporing facilities; develop written
guidance, policies and procedures for reporting facilities; and provide technical assistance and
training for reporting facilities

8.4. Annually, convens slale cancer registrars meeting o inciude educational and technical
sessions o cancer registrars of New Hampshire hospitals to foster compllance with reporting
requiremenis as deveioped by the DHHS. '

8.5. Provide twice annually, web-based training and education sesslons to cancer registrars of New
Hampshire hospitals on topics identified by the contractor in consultation with DHHS that will
help Improve cancer reparting. These may include instruction on proper cancer coding; use of
edit sets; new software etc.

10. Quality Control and Assurance (QA/QC) Activitles

10.1. Carry out quality assurance and control aclivities to assure appropriate data coding,
consolidation and documentation. and assure complete case ascertainment and high quatity
" data from all reporting sources in accordance with NH rules and regulations, NAACCR, and
NPCR standards. .
Trustees of Dartmouth Collego ExhibitA " Contactor Inl
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10.2. implement, within 30 days of the contract effective date, 8 QA/QC Implementation plan
(including timeline) which at minimumn includes the following activities. and routine operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities;
10.2.2. Arroutineg schedule for edits and Internal managemeni reports;

10.2.3. A routine schedule for Intemal audits for QA/QC and data security and provision of
these reports toc DHHS. The plan shall Include writlen procedures for the intesnal
monitoring of quality essurance procedures and written procedures /steps
implemented If quality control goals.are not met;

10.2.4. Procodures for documenting edits/changes made to data during processing;
10.2.5. Routine training, assessment and professionial development of the contraclors’ staff.

10.3. Perform case finding activities utilizing traditional and non-traditional sources to assure
timeliness and completeness of cancer reporting. '

. 10.4. By October 31st of each year, obtain from each reporting hospital “diagnostic index” for case
finding at all hospital reporting facilities. A diagnostic index is a detailed patient listing of all .
discharges meeting certaln definilions in medical records cading. Encourage facllities 1o
submit electronic diagnostic indices. .

10.5. By Oclober 31_sl of each year, the contractor shall complete Death Clearance.

10.6. For each hospilal, as resaurces allow, the key variables specified by NAACCR and NPCR will
be selectad for visual editing of 25 cases at least every five (5) years for experienced
registrars, bul up to 100 annually for less éxperienced reglistrars or registrars who have not -
achieved an eror rate of <2%. I, after review and discussion with the hospital reglstrar, the
arror rate ldentified in total from these fields Is greater than 2%, then the NHSCR will continue
to visually edil cases from that hospital and will work with the hospital regisirar to improve
abstracting. ' ' .

10.7. Cleanliness of the database shall be, at a minimum, in accordance with accepted NAACCR
standards. A 2% error rate threshold shall be the guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

11.1. Produce quarterly timetiness and completeness reports by hospital to monitor case reporting
activities. Supply aggregate timeliness and completeness reports to OHHS on a quartery
. basis, slating which hospitals are definquent In their reporting and the sleps taken to improve
reporiing from delinquent hospitals. . .

11.2. Provide the DHHS with a commentary relating to the annua! reports providad by NPCR and
NAACCR. Contingent upon receipt of complate death certificate data from New Hampshire
Vital Records provide an annual report monioring completeness estimating the percen of
cases with histological verification (HV%). Submit a report to DHHS upon completion of the
contract period or reasonable amount of time when the NAACCR and NPCR reports are
avaifable. . :

11.3. Prepare and submit to the DHHS staff a semi-annual review of contract progress by January
15 and August 15 of the contract perlod. Provide an update of progress on all contract items
through the routine semi-annuai NHSCR progress report or work plan.

11.4. Cooperate wilh any audit of NHSCR for dala qt}amy' by NPCR or NPCR designaled
contractor. Submit to DHHS a summary of this audit upon completion. r~

Trustees of Dartmouth College L Exhibit A Contractor Initialy
RFP-2017-DPHS-03-CANCE-O1 .
Contraci #2018-081 Page 9 of 13 Dste / Vg

1



New Hampshire Department of Health end Human Services
Cancer Roglstry Operstions '

Exhiblt A

11.5. Provide by December 31 of each year of the contract, a finafized data set thal has undergone
complete QA/QC process. The extract of the data would cover from January 1, 1995 to date.

«  11.6. Provide the DHHS an extract of the complete NHSCR database from Jan 1, 1995 to dalé
upon request.

11.7. Upon approval from the DHHS, submit finalized datasets to‘NAAC.CR and to NPCR as
specified by the NAACCR and NPCR standards and Call for Data requirements. Submit
coples of ‘each of these submissions to DHHS.

11.8. Provide cancer case dala to and receive data from states with which"OHHS has a data
exchange agresment, in accordance with the terms of the exchange agreement.. The data
shall be submitied using the agreed upon NAACCR format and will have been edited 1o the
best extent possible. The DHHS currently has exchange agreements with 7 states and

* addilional agreements may be executed by the DHHS during the life of this contract and shall
be accommodated by the contractor. - -

11.9. Upon approval of the DHHS, provide selecled health researchers, with electronic coples of
NHSCR data for certaln specific data elements requested and cleared by DHHS.

11.10.Upon approval from the DHHS, provide data to the Vermont Breast and Cervical Program for
breast and cervical cancer cases among Vermont residents diagnosed in New Hampshire In
accordance with the program’s approved application for data release by DHHS.

11.11.Upon approval from the DHHS, provide colarectal cancer case data to the NH Coloreqtél
‘Cancer Screening Program in accordance with the program's approved application for data
release by DHHS. o

11.12.Upon approval from the DHHS, provide breast cancer case data to the NH Mammography
Network in accordaince with the program's approved application for data release by DHHS;
receive cancer case data from the NH Mammography Network.

11.13.Direct any requests for data or anailysis of NHSCR data from researchers, the media or
general public lo the DHHS within 3 warking days of receipt of the request.

12.  Other Programmatic Activity

12.1.- The Contractor shall make available key personnel to meet with appropriate DHHS
personnel, as requested, to discuss policies and procedures, ongolng activities, contract
deliverables, performance measures, review contract perfarmance &nd transition o new
contractor, elc.

12.2. The Conltractor may include travel funds for appropriate slaff to attend the National Cancer
Registrars Association (NCRA) and NAACCR meelings annually for staff development.

12.3. Convene annually New Hampshire Stale Cancer Regisiry Advisory Pane! to assist in bullding
consensus, cooperation, and planning for the registry and to enhance chronic disease
program coordination and collaboration. Representation should include key organizations
and individuals both within (e.g. representatives from all cancer prevention and control

- components and chronic disease program) and outside the program (e.g. hospita! cancer
registrars, the American Cancer Society, American College of Surgeons liaison, ¢linical-
laboratory personnel, pathologists, and clinicians).

" 12.4. Participale as'an active member when needed in New Hampshire Comprehensive Cancer
Coliaboration. ' ‘
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12.5. Participate as an active member with DHHS 1o collaborate In applying for grants that DHHS
is interested, regardless as to who receivas the actual funding. Both DHMS and contractor
agree to consider the others' expenses and needs for operation and program growth whan
applying for grants and distribution of financlal resourcas when funding is recetved.

12.6. Provide Ad-hoc services related to cancer epidemiclogy. Working with DHHS staff at
DHHS offices, the time spent may be up 10 12 hours per week on such tasks, as long as
suitably qualified stafl is available. These tasks will be mutually agreed upon by the contractor
and the DHHS, and supervised by the DHHS staff. Tasks associated with these services may

include:
1.
2
3
4.

5.

Assist in the preparation of data and narvative for the annual cancer report for New
Hampshire; '

Assist in the investigation of cancer clusters and response to concems about the
occurrence of cancer clusters in New Hampshire;

Asslst with the preparation of manuscripts for publication and develop preparatory
materlals for professional meetings based on the DHHS needs. Ce
Provide institutional Review Board (IRB review) for the DHHS cancer reglstry section
(1.e. Cancer cluster investigations).

Enter into agreemenits with other arganizations as needed for processing data
according to the NPCR standards, for example, with the National Death Index to
oblain death data, and with the Veterans Administration (VA)} to obtain VA cancer
data. L

13. Centers for Disease Control'and Prevention (CDC) Cooperative
 Agreement Actlvities

13.1. Assist In drafting goals and program objectives, progress reports and NHSCR budgets as

requested by DHHS for the purposes of the New Hampshire's application for the coC
Continuing Cooperative Agreement for Enhancement of State Cancer Registrigs.

13.1.1. Provide all contractor-specific documentation and assurances necessary for the
application. ' '

13.1.2. The contraclor agrees that the application for the COC Cooperative Agreement will be
submitted for and all funding will be awarded to the DHHS;

13.1.3. Identify contractor contributions to the NHSCR effort, not state general funds or
federal funds that would be applied to a director in-kind match that may be required
for application for the COC cooperative agreement; ’

13.1.4. Informs the DHHS within ane (1) working day of any cooperative agreement related
inquiries by CDC project or grants management staff;

13.1.5. Appropriate representatives from the contractor staff shall represent the NHSCR on
: the NPCR and NAACCR- task force, users group and or committees to learn recent
updates, issues and share NH experlences with all other states and wiill keep DHHS
fully informed of all such activitles: ' :

13.1.6. Where appropriate, NHSCR will communicate diréctly with NPCR and NAACCR on
tachnical matters of cancer surveillance, standards and submissions to NPCR and .
NAACCR and will keep DHHS fully informed of all such aclivities.
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14. Transition Activities

14.1.- If Conlractor is not abla to fulfill the terms of this contract and soficitation of 2 new vendor is
necessary, the Contractor shall assist with the transition to a new vendor. Within two (2)
months of the end of the contract term, the Contractor shall: ‘

14.1.1. Provide the new vendor with a copy of the latest version of the NHSCR database; the
reporters’ dalabase:; preregistration log; and the original copies of all the backups of
the dalgbase.

14.1.2. Write up procedures used 1o purge all NHSCR data from vendor's hardware and send
: - the procedures to DHHS for review and approval. After approval of the procedures by
the OHHS, purge all NHSCR data from the hardware of vendor.

14.1.3. Within 30 days befare the and of the contract period, train up to four peaple employed
by the new vendor, by means of a reasonable exchange of infermation on
administration of the NHSCR database, Inciuding an overview of reporters and data
exchange processes with other stales. The training is anticipated to involve at least
the vendor's database manager and Quality Assurance supervisor for approximetely
two days. .

14.1.4.Provide the DHHS with any: hard copy of abstracts and pathology reporis submitted
by reporting facilities; electronic diskettes; and all documentation of interaction with
reporting facilities. ' -
* 14.1.5. Provide DHHS with a hard and electronic copy of the latest version of the operation

manual; system security and integrity manual; and all other materials developed for
the work process of NHSCR during the contract process.

14.1.6. Close the web access for reporting facllities so that facililies can no~lon§er upload
data of NHSCR data to the incumbent vendor. ‘

15. Deliverables and Key Performance indicators

15.1. The Contractor shall ensure that following performance indicators in Table 1 are annually
achleved and monitored monthly lo measure the effectiveness of the agreement.

15.1.1. All date references In Table 1 shall be ysed for this contract.unless otherwise
specifically noted in the main body of this contract.

15.1.2. All time periods are calendar days and not business days unless otherwise
-specifically noted in the main body of this contract.

15.2. -Annually, the Contractor shalt develop and submit to the DHHS, a corrective aclion plan for

any deliverable and/or performance Indicator that was not achieved.

‘Trustees of Dartmouth College Exhibil A Contractor Inl
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New Hampshire Department of Hea]th and Humnn Sarvices

Contract #2016-081

" Cancer Registry Operations
ExhibitA
. TABLE 1
Description of Key Varfables ':z:t’:r Inkial Term

Work Plan 21 30 days
Fully Qualified Staft 2.2 30 days
Allow DHHS Participation - 24 Ongoing
Casa Reporting 3-4 Ongolng
CreatefUpdate operation manual 4.7 30 days & ongoing
IT InfrastructureWebserver 5.6 30 Days i
Install Registry Software and prior data 57-58 |30days.
Processes for laboratory and paihology reports 4-5 30 days
Reporters database 598 30 days

Registration log 5.10 30 days
Upgrade/Repiace software 541 ongoing
DHHS data access 5.12-5.13 | 30 days & as needed
Procedures for Consalidation of cases and reports 6.1 30 days
Run edit checks ) 6.3 Ongoing
Geocoding 64.2 Ongoing
Systam securily and polikies and procedures 7.2-73 14-60 days
Responslbility for consultation/assessment 8.1-8.2 Ongoing.
QAXC Plan 9.2 30 Days
Casa Finding and Dlagnostic Indices B4 October 31 of each year
Death Clearance 8.5 October 31 of each year
Quarterly Facility Reports 10.1 Once In 4 months
Histologlcal Verification Repont 10.2 Yearly

" Seml Annuat progress Report 10.3 January 15 & August 15 of each year -
Final Incidence dataset 10.5 January 30 of each year
Extract of Incidence dalasel 10.6 Ongoing ;
NPCR and NAACCR Annual Raport 10.7 Yearly
Submk data lo NPFCR 10.7 November 30 of each year
Submit data to NAACCR 0.7 | November 30 of each year
Interstate Data Exchange 10.8 Ongeing
Releass of Data to researchers 10.9 Ongoing
10 With Final Incidence dataset in 2016 and
Patient Centered Outcomes data 2017 only, subject to funding
Attend Meelings . 11.2 Ongoing
CDC Cooperative Agreement Aclivilies 12 Ongoling
Transitlon Activities 13 2 months
L
-Trustees of Dertmouth Colege Exhibit A Contractor Initia m/
RFP017-DPHS0X-CANCE-01 1 031/rc
Pogo 130f 13 Date . 7 ° /P




New Hampshire Department of Health end Homao Services
Cancer Registry Operations
' Exhibit A-1

Addjtional Cancer Data Rogistry Techpica) Rggul_;gmm

CANCER DATA REGISTRY TECHNICAL REQUIREMENTS RESPOWSE | VENDOR COMMENTS
A GENERAL DATA SECURITY AND PRIVACY ’ . e
A1 The Vendor shall be slrictly prohibiled from releasing or using Yes
. data or information obtained In its capacity as a collector and :
processor of the data for any purposes other than those .
specifically authorized by DHHS. Failure to comply could be a
violation of NH laws and rules and may lead to voiding of the
Contract, )

A.2 The Vendor shall conduci an annual securlty asssssment, Yes The Contractor will
performed by an Independent third-party securily vendor, to conduct an external
verify that the Vendor's enviranment containing the projects data security assessment
Is secure. Broader Vendor-wide assessments that include the within the next 12
project's systems are ecceptable. The Vendor shall provide . months and has
certification of assessment 10 DHHS. agreed to arrange for

o ‘NHSCR to be
specifically examined.
The Coniractor's
Proposal Response to

. Information :
Technology questions
dated October 3, 2016,
providing additiona)
detalls and specifics of
the externa! security
audit and
agsessments, Is
hereby Incorporatad by
reference as fully set
forth hareln,
The State and
Contractor shall
negotiate a mutually
agreeable remediation
plan within 180 days of
the effective date of the
. . Contract.

A.J As the state's agen!, the Vendor must provide certification of- Yes
compliance with the requirements of the Health Insurance
Portabliity & Accountability Act (HIPAA) and DHHS' standard
busliess assoclale agreemant.

Tnistees of Dastmouth College Exhibil A-1 Additlanal Cancer Data Registry Technical Requiremen X
' Contracror Inftiahs
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Neéw Hampshire Departnient of Health and Human Services

Cancer Reglstry Operations
‘ ) Exbibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR | \eNDOR COMMENTS:
§ ' " '} RESPONSE /

A.4 Asthe siate's agent, the Vendor must provide certification of Yes Trustees of
compliance with {he requirements of the United States Dartmouth
Commerce Department’s Nationa! Institute of Standards and College’s letter in
Technology {NIST}) and the Open Web Application Security the Proposal dated
Project (OWASP). August 31, 2016

that covers their
WebPlus
application
(Appendix 2),
which Is the only
public facing
‘| component of
‘ | NHSCRIT
' operations | is
hereby
incomporated by
reference as fully
. set forth hareln,

A.5 In carrying out the duties of this Contract, the Vendor shall be Yes
the agent end business assoclate of DHHS. As such, it is bound
by applicable State and federal laws regarding health care
information. —_—

A.6 The Vendor shall provide access to the State with & secure FTP Yes
"or web slte to be used by the State for uploadlng and

| downkading files.

A7 The Vandor shall notify the State’s Project Manager of any Yes
security breaches within two (2) hours of the time that the
Vendor learns of the occurrence. .

A6 The Vendor shall ensure ts complete cooparation with the Yes -

State’s Chief Information Officer in the delection of any security
vulnesrability of the Vendor' hosting infrastructure and/or the
application. )

A.B The Vendor shall be solely liable for costs associated with any Yos agreed in Exhibit C-1
breach of State data haused at thelr location(s) induding but not . { the Contract.
limited to nolification and any damages assessed by the courts.

B APPLICATION SECURITY REQUIREMENTS R:Es"l,gf"ge VENDOR COMMENTS

8.1 Verify the identity or authenticaie all of the system client " Yes
applications before allowing use of the system to prevent access
{0 Inappropriale or confidential data or services.

B.2 Verily the identily or authenticate all of the system’s human Yes
users belore allowing them to use Its capabliities to prevent
access to Inappropriate or confidential dala or sewlces

B.3 Enforce unique user names. Yos

B.4 Enforce complex non-reusable passwords of ten (10) characters Yes
or more that contaln at least one upper case, one lower case,
ona numaric, and one symbal.

Trustees of Dartmouth Colege Extvbit A-1 Additional Cancer Osta Reglstry Technical Requirements

. Contractor Inltialy
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New Hearmpshire Dei:artmenl of Health aod Humaa Services .
Cancer Registry Operations )

Exhibit A-1 -

_ CANCER DATA REGISTRY TECHNICAL REQUIREMENTS 'A‘éﬁﬁo"ﬁ?e VENDOR COMMENTS

B.5 Passwords should be forced to an Administrator resel after three Yes The Contractor's

(3) falled attempts, ) Proposal Response to

. Information

Technology questions
dated October 3, 20186,
. providing additlonal -
* . detalls and specifics of
the password
multifactor process, Is
hereby.incorporated by
reference as fully sel
forth herein.

The State and

. ) Contractor shall

\ negotiale a mutually
agreeable remedlation
ptan within 180 days of
the effective dale of the
Coniract.

B.6 Encrypt passwords In lransmission and at res! within the . Yes
database.

8.7 Expire passwords after ninaty-days.- . i Yes The Contractor's

‘ ) Proposal Response to
Information
Technclogy questions
'dated Qctober 3, 2016,
providing addilional
details and specifics of
the password’
explration process, Is
hereby incorporated by
reference as fully set
forth hereln,

The State and_
Contractor shall
négotiate 8 mutually
agreeable remediation
ptan within 180 days of
. . . the effective date of the
Contract.

8.8 ‘Authorize ugers and cllent applications to prevent access to Yes
inappropriate or confidential data or services.
B.9 Provide the ability 1o limit the number of paople that can grant or Yes
‘ change authorizatlons
1B.10Provide the abllity to enforce session limeouls during State- Yes
defined periods of inactivity. .

Truztnes of Dartmouth College Exhibll A-1 Addlliona! Cancer Dats Registry Techakal Roquirem ]
Contractor Int

RFP-2017-DPGS-03-CANCE.-G1
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New Hampshire Department of Health and Human Services

Cancer Registry Operations-
Exhibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS RESrONSE | VENDOR COMMENTS
B.11Ensure the application has been tested and hardened to prevent Yes As described above
critical application security flaws. (At a minimum, the application In A2, we will test
shall be tested against all laws outlined in the Open Web for securily flaws
Application Security Project (OWASP) Top Ten and address them
(hitpHiwww owasp omfindex. php/OWASP Top Ten Prgject) according to the
findings of testing
procedures.
The State and
, . Contractor shall
negoliate a
' mutually agreeable
remediation plan
within 180 days of
the effective date of
the Contract. '
B.12 The application:shali not store authentication cradentials or Yes
Sensitive Data in its code.
B.13Audit all sttempted accesses that fall or succaed ldantffication, Yes
authentication, and authorzatlon requirements i
B.14The application shall log &l activities lo a centra) server to Yes - The Contractor's
prevant parties to application transactions from denying that they Proposal Response 1o
have teken place. The logs must be kept for six (6) monihs Information .
- Technology questions
dated October 3, 2016,
providing additional
detalls and specifics of
the logging
functionalily process, Is
hereby Incorporated by
reference as fully set
forth herein.
The State and
Contractor shall
negotiate a
mutually agreeable
remediation plan
within 180 days of
the effective date
of the Contract.
B.15The applicalion must allow a user to explicitly terminate 8 Yes
session. No remnants of the prior sesslon should then remaln.
B.16 The Application Data shall be protected from unauthodzed use Yes
when gt rest
B8.17Keap any Sensitive Data or communications pdvale from Yes
] unauthorized indlviduals and programs.
B.18Subsequent application enhancements or upgrades shall not Yes

‘ femove or degrade sacurity requirements,
\ .

Trustees of Dartmouth College Exhiblt A-1 Additionsl Cencer Deala Regisiry Tmnbeéziequi
RFP-2017-DPGS-03-CANCE-O1
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New Hampshire Depnmlient of Health and Hnlmun Services

Cancer Registry Operations
Exhibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR | venDOR coMMENTS
, RESPONSE
B.19Conform to ali Stale end Federal laws and regulations regarding Yes
dota security )
B.20Create change management documentation and procedures No NHSCR does not
. develop nor do
software
maintenance on
user applications,
50 this item Is not
applicable.
C HOSTING REQUIREMENTS VENDOR | vENDOR COMMENTS
. . RESPONSE . '
C.1.The Vendor shall maintain & secure hosting environment Yes
providing all necassary hardware, software, and Internet
bandwidth to manage the system and data submitiers and the
State with permission based togins.
= Access will be via Interne! Explorer Version 11, or as otherwise
agreed to by DHHS. ' C
C.2 The Vendor will.not be responsible for netwoark connection Yes
issues, problems or conditions arising from or related to
clrcumstancas outside the control of tha Vandor, ex: bandwidth,
natwork outages and /or any other conditions srising on the data
submitters intemal network or, more generally, outside the ,
Viendor's firewall or any issues that are the res pensibility of the
data submitlers inlemat Service Provider. . :
C.3 Vendor shall provide a secure Tier 3 or 4 Data Center providing Yes, Tler 3
equipment, an on-site 24/7 system operator, managed firewall
‘ services, and ma d backup Services. )
C.4_The Vendor must monilor the application and al! servers. Yes
C.5 The Vendor shall manage the databases and services on all Yes
servers located at the Vendor's facilily.
C.6 The Vendor shall install and update all server patches, updates, Yes
and other utilities within 60 days of release from the
manufacturer, . ) :
C.7_The Vendor shall monltor System, security, and applicalion logs. Yes
C.8 The Vendor shall manage the sharing of dala resources. Yes
C.8  The Vendor shall manage dally backups, off-site data sloraQea, Yes
.and rostore operations, . )
C.10The Vendor shall monhor physical hardware. Yas
C.11The Vendor shall provide validation that they have adequalte Yes
disaster recovery procedures in place. '
C.12The Vendor shall have documented disaster recovery plans that Yes

address the recavery of lost Stale data as well as theyr own,
Syslems shall be archilacled {0 meet the dafined tecovery
needs. )

RFP-2017-DPGS-03-CANCE 01 .
Contraci #2016-081 ' Page Sof 9
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New Hampsbire Department of Health and Human Services

Cancer Registry Operations :
: Exhijbit A-1
'CANCER DATA REGISTRY. TECHNICAL REQUIREMENTS REonooR: | vENDOR couments

C.13The disaster recovery plan ahall identify appropriate methods for Yes
procuring additidnal hardware in the event of a component ‘
failure. In most Instances, systems shall offer a level of
redundancy so the loss of a drive or power supply will not be
sufficient to terminate services however, these falled
components will have to be replaced.

C.14The Vendor shall aghere 1o a defined and documented back-up Yes

" schedule end procedure., .

C.15Back-up copies of data are made for the purpose of facilitating a Yes
restore of the data in the event of data loss or System failure.

‘ C.16Scheduled backups of al! servers must be compleled wegkly, Yes

Ci7 The minimum acceptable frequency is differential backup Yes
daily, and compiste backup weekly.

(R ]] Tapes or other back-up media tapes must be securely Yes
transferred from the slte to another secure locatlon to avaid
complete dala lass with the loss of a facllity.

C.19 if State data is personally Identtiable, data must be _ Yes
encrypied in the operation envirenment and on back up tapes. )

C.200ata recovery - In the event that recovery back to the last . Yes The Conlractors
backup Is not sufficient to recover State Dats, the Vendor shall Proposal Responsa to
employ the use of database logs In addition to backup media In " | Information Tachnology
the restoration of the database(s) lo afford.a much cloger lo questions dated
real-time recovery. To do this, logs must be moved off the October 3, 2016,
volume containing the database with a frequency to match the providing additional
business needs. ’ . details and specifics of

. ) the data recovery
: process, Is hereby
incorporated by
reference as fully set
forth herefn.
¢ The Stale and
Contractor shall
nagotiate a mutually
agreeable remediation
plan within 180 days of
the effective date of the
raes— Contract.

D HOSTING REQUIREMENTS - NETWORK ARCHITECTURE | YENDOR COMMES

C.21The Vendor must operate hosting Services on a network Yes
olfering edequate performance to meet the business
requirements for the State appilcation. For the purpose of this
RFP, adequate performance ls defined as 89.6% uptima,
exciusive of tha reqularly scheduled maintenance window.

Trustees of Dertmouth Collage Exhibit A-1 Addiliona! Cancer Data Registry Technical Rm?‘%
Cantractor | L
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New Hampshire Department of Health and Human Services

random security audits, including vuinerability assessments, of
the Vendor’ hosting infraslructure and/or the application upon
request.

Cancer Registry Opcrn(ions
Exhibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS Reapogag | VENDOR COMMENTS
" [ C.22The Vendor shall provide network redundancy desmed Yes
. adequate by the State by assuring redundant connections
provided by multiple Intemet Vendors, so that a fallure of one
Internet connection will not interrupt access to the State
. application.
C. 231he Vendor' network architecture must include redundancy of Yeas
._routers and swiiches in the Data Center. —
C.24Remote access shall be customized to the State's business No This is not
- application, In Instances where the Stale requires accass to the applicable because
application or server -resources nol-in-the DMZ, the Verdor there Is no relevant
shall provide remole desklop connection to the server through state buslness
secure protocols such as a Virtua! Private Network {VPN). application.
VENDOR VENDOR
E HOSTING REQUIREMENTS - SECURITY | RESPONSE COMMENTS
C.25The Vendor shall empioy security measures that engure the Yas
State's data is protected.
C.26Hf State data is hosted on multiple servers, data exchanges -No This Is not
between and among servers must be encrypted. applicable as the
' dala are hosted on
_ . a single server.
C.27All servers and devices mus! have currently-supportéd and Yés
hardened operating systems, the latest anti-viral, anti-hacker, -
antk-spam, antl-spyware, and anll-malware utllitias. The
environment, as a whole, shall have aggressrva intrugion-
detection and firewall protection. 1
C.20All components of the infrastruciure shall be reviewed and Yes
" tesled to ensure they protect the State's hardware, software,
and s related data assets. Tests shall focus on the technical,
administrative, and physical securlty controls that have been
designed into the System architecture in order to provide
| confidentlality, Int . angd availability. -
C.29!n the developmen: or maimenanoe of any code, the Vendor ‘No This is not
shall ensure that the Software Is independaently verified and applicable as
validated using 8 methodology determined appropriate by the NHSCR does not
State. All sofiware and hardware shall be frae of malicious develop any code
code. that is used in
production of an
.application such a3
WaebPlus. NHSCR
h ‘does make
extensive use of
programs written In
SAS, SPSS or
- . Excel.
C.30The Vendor shall authorize the State o pedomm scheduled and Yes

Trustees of Dartmouth College
RFP-2017-0PGS-03-CANCE-01
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New Hampshire Department of Health snd Human Services

Cancer Registry Operations :
Exhibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS REGronae | VENDOR COMMENTS
C.31The Vandor ghall provide fire detection and suppression system, Yes
phyaical securlty of and Infrastructure security of the proposed
hosting facllity. The environmental support equipment of the
Vendor website hosting facility: power conditioning; HVAC;
UPS; generator must be acceptable to the State. : :
F HOSTING REQUIREMENTS - BERVICE LEVEL _VENDOR - VENDOR
‘ ' AGREEMENT : . RESPONSE COMMENTS '
. { €.32The DHHS and Heslth Fadilities sha!l have unlimited access, via Yes
phone or Emall, to the Vendor Help Desk technlca! support staff
between the hours of 8:30am to 5:00pm- Monday theu Feiday
EST. . C
C.33The Vendor telephone or e-mail response time for technical Yeos NHSCRis
support shall be no more than twenty-{our (24) hours. prepared to
' respond durdng
normal byusiness
hours, 8:00 AM to
4:30 PM, Monday
through Friday
EST. This has
worked wel! with
our reporters.
C.34The Vendor shall guarantee 99.5% uplime, exclusive of the Yes. The Applicant, an
regularly scheduled malntenance window academic
: -institution, is not In
a position to
' guarantee yptime
although in the
normal course of
business, it
. approaches 98.5%.
. ; VENDOR VENDOR
G. ADDITIONAL QUESTIONS RESPONSE COMMENTS
C.35 The Vendor shall provide a written description of the Yes The Contractor's
Registry Plus Suite options used by NHSCR. Proposal Response to
Information Technology
questions datad Oclober

3, 20186, providing

additional delalls and

specifics of the Raglstry

Plus Suite, is hereby

incorporated by

reference as fully set
“forth herein.

The State and Contractor
shall negotiale a mutually
agreeable remediation
plan within B0 days of the
effective date of the
Contract.

. Trustees of Dartmouth College
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New Hampsbire Depsrtment of Health and Human Services

Cancer Registry Operstions
' Exhibit A-1
CANCER DATA REGISTRY TECHNICAL REQUIREMENTS RESPodoE | VENDOR COMMENTS
C 36 The techn!caj Information from the COC on the Registry Yes See CI5.
Plus suite indicales that customization to the code Is .
allowed. Does Darimouth intend to do that or are thay The State end
providing an "out of box” install? That will impact whether, . Contractor shall
application security is in scope for what Dartmouth provides negotiate a
1o the State. The technical spec1ﬁcauans for Reglstry Plus mutually agreeable
are slx (8) years old remediation plan
within 80 days of
ww so lhe chances are htgher that lhere the effective date of
Is some security concerns about this software. A quick read the Contract.
shows the .Net framework is .Net 1.1 which is obsolete.
The Vendor shall provide updated technical specifications. -
C.37 The CDC's documentation puts a high leve! of the security on Yes The Conlractors
the Infrastructure that runs the system (from requirements, Proposal Response to
page 7} Information
The security of Web Plus depends mostly on the Technology questions
securlty of the dlent computer, the communication dated October 3, 2018,
channel between the client and the Web server, the - providing addiional
Web server, the base operating system, and the details and specifics of
configurations of the firewalls on either side of the Web the Cancer Reglatry
server. It is very important that the hosting agency Operations security of
have a security policy in place and document the users Web Plus, Is hereby
(and their assigned roles) who have access to Web incorporated by
Plus. The hosting agency Is respansible for encrypting reference as fully set
the Web Ptus database if required. Strong passwords forth herein,
are recommended, and account sharing should be
prohibited. For further Information, visit Web Plus The State and
Secunty Features Contractor shall
| ! negotiate a mutuaily
secyrity htm) and Maxlmlz!ng Data Securlty In pgreeable remediation
WebPlus plan within 80 days of
; B! lst the eflective date of the
. r tm}. Contract.

C.38 Penetration Intema! Security Tesling. The Stale will perform Yes The State and
Penetrallon testing, and based on results, work with the Contractor shall
Contraclor to negotiate a mutually egreeable remediation plan determine a mutuglly
within 180 days of the Contract effective date agreed upon dale for

- penetration testing and
perform the penetration
testing within 80 days
of the effective date of
the Contract.

Toustees of Dartmouth College
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Now Hampshire Departmant of Health and Human Services
Cancer Reglstry Oparations

Exhibit B p

Method and Conditions Precedent to Payment

1) The Slate sha!l pay the contracto: an amount not to exceed the Form P-37, Block 1 8 Price Limitation for the
services provided by the Contracior pursuant to Exhibil A, Scope of Services.

1.1,

1.2.

This contract i3 funded with funds from the following Catalog of Federal Oornesllc ‘Assigtance (CFDA)
numbers:

o 79% federal funds from the US Centers for Disease Control & Prevention, NH Comprehensive
Cancer Control Program & Cancer.Reglstry Grant, CFDA #93. 752 Federal Award Identiflcation
Number (FAIN), NUSBDP003930.

* 21% genaral funds.

The Contractor agrees to provide (he services in Exhibit A, Scope of Service and Exhiblt A-1 Additional
Cancer Data Registry Technical Requiremants, In compliance with {unding requirements. Failure to

_meet the $cope of servicas may jeopardize the funded contractor's current and/or future funding.

2) Payment for said services shall be made monthly as follows:

21,

2.2.

23.

24,

25.

Payment shall be on a cost reimburégment basis for aclual expenditures incurred in the fulfilment of
this agreement, and shall be in accordance with the approved line item.,

The Contractor will submit an Involce in a form satisfaclory fo the State by the twentiath working day of
each month, which identifies and requasts reimbursement for authorized expenses incurred in the priof
month. Tha invoice must be complaled signed, dated and retumned lo the Department In order to
initiate payment.

The State shali make payment to the Contractor within thity (30} days of receipt of each Invoice,
subsequent to approval of the submitted invoice and If sufficlent funds are available. Contractors will
keep detalled records of their ectivities related to DHHS-funded programs and services.

The fina invoice shall be due to the State no Ia-ler than forty {40) days after the contract Form P-37,
Block 1.7 Completion Date.

In lieu of hard copies, all invoices may be assigned an electronic 'slgnaldte and emailed, Hard coples
shall be mailed to: ’

_Depariment of Health and Human Services

Division of Public Heallh Services

29 Hazen Drlve

Congcord, NH 03301

Emall address: DPHSconlraablIImg@dhhs nh.gov

3) Notwuhstandlng paragraph 18 of the General Provisions P-37, an amendment limied to adjustmenis to
amounts between budget line ltlems, related ltems, amendments of related budget exhibis within the price
limltation, and 1o adjust encumbrances between State Fiscal Years through the Budget Office If neaded and
justified, may be made by written agreement of both partles and may be made without obtaining approval of the
Governor and Exscutive Council.

Trustesa of Darmouth College  ExRNB Contractor Initats
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Exhibit B-1 Budget

New Hampshlire Department of Hultﬁuﬁ Human Services

BIddoriConh-actor'Namo: Trustoes of Dartmouth College

| Budget Request for: Cancer R

efyistry Operations

{Name of RFP)

Budget Perlod: SFY 2047 (11/1/18 through 8/30/17)

Lins ltem

1__Yolsl SalaryWeges

" Dlroct
lncrements]
270,680.00

Trvdlroct
Fixed

. Roqulred .

Match

Ao BT

$ _ 27.860.00

2. Employee Benefits
3. Consuftants
4. Equipmont:
Renlal
Repalr and Mainienance 3
Purchasa/Depreclation $
5. Supplies: :
Educational
Lob
Pharmacy
Medical
Office
6. Travel
7. Qccupancy

81,57200|% _ 6,157.00
73,471.00 7.347.00

Lo L]
o
|4

3
12
&
8

- JCartmouth College Is

- Jaliowing a substantially
reduced 10% Indirect

- . Jcost rate-from the usua!
- Jrate of 62%. Geisel

- 1Schoot of Medicine

- |provides office space,
communications, and

'
L
'
.
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W] 4N | A A AV
.

g,
8

Aoy
»

]
L o
.
.
enlinlenlenlenlenl enlen

‘
w| |
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1
Ll L
.

386.00
2,185.00

g »
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anlem
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8
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[ £~
—
£
w
8
[

8. - Current Expenses

Yelgphone
Post

L IRl
.

o
&
2

Subscriptions

L Lady
.

Audit and Legal
Insurance -
Board Expenses
9. Softwars
10._Marketing/Communications
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Exhibit 8-2 Budget

"Now Hampshire Depertment of Health and Human Servicesa

Bldder/Contractor Name: Truatees of Dartmouth College

" Budget Request for: Cancar Rogistry Operations
(Name of RFP)

Budg_ﬂ Porlod: SFY 2018 (7/1/17 through 6/30/18)

) O Blroct - Indiroct Vosal Roquired _ Allocall
Lino itom | . “. | Incromontal Fixod Match ~ IndiroctiFixod Cost -

1. _Total SelaryWages ~ 3410467 1 8 41.08700] % 451.614.00
2. Employee Benefits $123,144 12,314.00 135,455.00
. Consultants 4,205.00 421,00 4,626.00
4. Equipment 4,692.00 489.00 5,161.00 |.
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Repair and Malntenance
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Lo
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Now Hampshire Department of Health and Human Services

Exhlblt C ‘

PECIAL PROVISIONS

Contrectors Obhgations The Contractor covenants and agrees that all funds recelved by lhe Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Comractar hereby covenants and
agrees as follows:

1.

Compliance with Federal and State Laws: If tha Contractor is permitted to delermine the eligibliity
of individuals such eligibility determination shall be made in accordance with appllcabla federal and
state laws, regulations, orders, guldelines, policles and procedures.

Time and Mannor of Dd!nnnl_natlon: Eliglblity determinations shall be made on forms provided by
ihe Dapartment for that purpese and shall be made and remade at such imes as are prescribed by
the Department.

Documentation: In addition lo the determination forms required by the Departiment, the Contracior
shall malntaln a data file on aeach recipient of services hereunder, which file shall indude all
information necessary to support an ellgibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Dapartment may request or requlre,

Falr Hearings: The Contractor undersiands that all applicants for services hereunder, as well as
Indlviduals declared Ineligible have a right to a fair hearlng regarding that determination. The
Contractor hereby cavenants and agrees that all applicants for services shall be permitted to fill out
an applicalion form and that each applicant or re-applicant shall be Informed of his/her right to a fair
hearing in accordance with Department regulations.

Gratultles or Kickbacks: The Contractor agrees that it is a breach of this Coniract to accept or
make a payment, gratulty or offer of employment on behalf of the Contracior, any Sub-Contractor of
the State in‘arder to influence the performance of the Scope of Wark detalled in Exhibit A of this
Contract. The Slate may terminate this Contract and any sub-contract or sub-agreement H It is
determined that payments, gratuities or offers of employment of any kind were offered or recelved by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

Retroactive Payments: Notwithstanding anything Lo ihe contrary contained In the Contract or in any
other document, contract or understanding, it s expressly understood and agreed by the parties
hereto, thal no payments will be made heréunder to reimburse the Contraclor for costs incurred for
any purpose or for any services provided to any Individual prior to the Effective Date of the Contract
and no paymenis shall be made for expenses incurred by the Contractor for any services provided
priar to the date on which the Individual applies for services or (except as otherwise provided by the
federal regutations) prior te a determination 1hat the individual Is eligitle for such services.

Conditions of Purchase: Notwithstanding anything to the conirary contalned In the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which relmburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary Lo assure the qualily of such service, orata
rate which exceeds Lthe rate charged by the Contractor to ineligible Individuals or other third party
funders for such service. if at any time during the term of this Contract or efter recaipt of the Fina!
Expenditure Report hereunder, the Department shall determine that the Contractor has used
paymaents hereunder to reimburse itams of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor o ineligible individuals -
or other lhird party funders, the Department may elect to:
7.1. Renegotllats the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior relmbursement In
excess of costs;

- .
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New Hampshire Department of Health and Human Services

Exhiblit C

7.3. Demand repayment of the excess payment by ihe Contractor In which event fallure to meke
such repayment shall constitule an Event of Default hereunder. When the Contractor is
permitted lo determine the eligibility of individuals for services, the Contractor agrees o
reimburse the Depariment for all funds paid by the Department lo the Conlractor for services
provided to any Individual who is found by the Department o be inelligible for such services at
any time during the pericd of retenilon of records established herein.

F'?ECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

6.

Malntenance of Records: In addition to the eligibility records spectfied above, the Contractor

covenants and agrees to maintaln the following records during the Contract Period:

8.1. Fiscal Records: books, records, documents and other data evidencing and reflacting all costs
and other expenses incurred by the Contraclor in the performance of the Contract, and all
income regelved or collected by the Contlractar during the Conlract Period, said records 1o be
maintained In accordance with accounting procedures and praclices which sufficiently and
property reflect all such costs and expenses, and which are acceptabie 1o tha Depariment, and
lo Include, without mitation, all ledgers, books, records, and ariginal evidence of costs such as
purchase requisilions and orders, vouchers, requisitions for materials, inventories, valuations of
inkind contributions, labor time cards paytolis, and other records requested or required by the
Department.

8.2, Siatistical Records: Statistical, anrollment attendance or visit records for each recipient of

10.

services during the Contract Period, which records shall include il records of application and
eliglbllity (indluding ell forms required to determine eligibility for each such reciplent), records
fegarding the provision of services and all Invokces submitted to the Department to obtaln
payment for such services. ]

8. Medical Records: Where appropriate and a3 prescribed by the Department regulations, the
Contractor shall relaln medical records on each patientirecipient of services.

Audit: Contractor shall submit an annual audit to the Depaﬂmeni within 60 days after the close of the
agency fiscal year. It Is recammended that the report be prepared in accordance with the provision of

--Office of Management and Budget Circular A-133, "Audits of Statas, Local Governments, and Non

Profit Organizalions™ and the provisions of Standards for Audit of Gevernmanta! Qrganizations,
Programs, Aclivilies and Funcltions, issued by the US General Accounting Office (GAQ siandards) as
they pertain to financlal compilance audits.

9.1, Audit and Review: During the term of this Contract and the period for relention hereunder, the
Department, the United States Depariment of Heallh and Human Services, and any of their
designated representatives shall have access lo gll reports and records malntained pursuant to
the Contract for purposes of audil, examingtion, excerpts and transcripts.

2.2, Audit Llabilitles: In addition to and not In any way in limitation of obligations of the Contract, it Is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shalt retum 1o the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception,

Confidentiality of Records: All information, reports, and records. maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuani lo stale laws and the regulations of
the Depariment regarding the use and disclosure of such information, disclosure may be made to
public officiels requiring such information in connection with thelr officlal duties and for purposes
directly connected to the administration of the sarvices and the Contract; and provided further, that
the use or disclosure by any party of any Information concerning a reciplent for ary putpose not
directly connected with the edministration of the Department or the Contraclor's responsiblities with
respect to purchased services hereunder is prohiblted except on written consent of the recipient, his
ettomey or guardlan,

Exhith € ~ Specia! Provisions Contractor Inittal / ] =

oaraTie . ’ Page 2ol 3 Date / U

Yo



Now Hampshire Depaﬂmem of Health and Human Services

- Exhibit C

1",

Nowithstanding enything lo the contrary contained herein the covenants and condilions contained In
the Paragraph shall survive the termination of the Contract for any reason whaisoever.

Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following

(mes If requested by the Department.

12,

13

14,

15.

16.

11.1.  Interim Financial Reports: Written interim financial reporis contelning a detalled description of
gl costs and non-allowable expenses Incured by the Contractor e the date of the report and
contalning such olher informationas shall be deemed satisfactory by the Depariment to
justify the rate of payment hereunder. Such Financlal Reports shail be submiited on the form
designated by the Department or deemed satisfactory by the Department.

11.2. Final Raport: A final report shall be submitted within thirty (30) days after the end of the term

) of this Contract. The Finat Report shall be In 8 form satisfactary ta the Depariment and shall
conlain a summary statement of progress toward goals and ebjectives stated in the Proposal
and other Information required by the Department.

Completion of Services: Disaliowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upan payment of the price limHation
hereunder, the Cantract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract andlor
survive the lermination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Depariment shall disallow any expenses claimed by the Contractor as
costs hereurider the Department shall retaln the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

Credits: All documents, nolices, press releases, research reports and other materlals prepared
during or resulting from the perfarmance of the services of the Coniract shall include the following

_statement

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire, Depariment of Health and Human Services, with funds provided in pan
by the State of New Hampshire and/or such other funding sources s were available or

* required, €.9., the United States Department of Health and Human Services.

Prior Approval and-Copyright Ownershlp: All materials (written, video, audio) produced or
purchased under the conlract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS wili retain copyright ownership for any and all ariginal materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
poslers, of reports. Contractor shall not reproduce any materals produced under the contract without
pricr writlen approval from DHHS,

Operation of Faciiities: Compliance with Laws and Regulations. in the operation of any facilllies
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursusant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facilty or the provision of the services at such facility. if any governmental license of
permit shall be required for the operation of the sald fadlity or the performance of the said services,
the Coantractor will procure satd license or permit, and will at all times comply with the terms and
conditions of each such license or permil. In connection with the foregolng requirements, the
Contractor hereby covenants and agrees Lhal, during the term of this Contract the facllities shall
comply with all rules, orders, reguiations. and raquirements of the State Office of the Fire Marshal and
the toca! fire protection agency, and shall be in conformance with local building and zoning codes, by-
laws and regulations.

Equal Employment Opponu}\lty Plan (EEQP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) lo the Office for Civil Rights, Office of Justice Programs (OCR), If it has
recelved a single award of $500,000 or more. (f the reciplent receives $25,000 or more and has 50 or

Exhibl C - Special Provisions Contractor |
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more employees, #t will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that lts EEQP fs on flle. For recipients recelving tess than $25,000, or public grantees
with fawer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Cerilficalion Form o the OCR certifying It s not required to submit or maintain an EEQP, Non-
profit organizations, Indian Tribes, and medical and educationat institutions are aexempt from the
EEOP requirement, but are required to submit a cerlification farm to the OCR 1o claim 1he exemption.
EEQP Cerlification Forms are avallable af: hitp://www.o|p.usdaj/about/ocr/pdfs/cer.pdf.

17. Limlted Englich Proficioncy (LEP): As clarffied by Exaculive Order 131686, Improving Acoess to
Services for pergons with Limited English Proficiency, and resulling agency guidance, hational origin
discrimination Includes discrimination on the basis of Imited English proficlency (LEP). <To ensure
compltance with the Omnlbus Crime Control and Safe Streets Act of 1068 and Title VI of the Civil
Rights Act of 1864, Contractors must take reasonable sieps to ensure that LEP persons have
meaningful accass 1o its programs.

18. Pllot Program for Enhancement of Contractor Employee Whistlablower Protectlons: The
" following shall apply to all conlracts that exceed the Simpilfied Acqu!snuon Threshold as deflined In 48
CFR 2.101 (currently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM Emm'seso:-'
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies In the pilot program on Contracior empioyee whistieblower protections established at

41 U.5.C. 4712 by section 828 of the National Defense Authorizetion Act for Fiscal Year 2013 {Pub. L.
112-239) and FAR 3.808.

{b) The Contractor shall Inform its em ployees in writing, In the predeminant language of the workforoe
of employee whistieblower rights and protections under 41 U.5.C. 4712, as dewibed In section
3.808 of Iha Federal Acquisition Reguiation.

(c) The Contractor shall Insert the substance of this clause, including this paragraph {c), In all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
" greater expertize lo perform cenaln health care services or functions for efficiency or convenience,

bui the Centracior shall retaln the responsibility and accountabllity for the function{s). Prior to

subcontracting, the Contractor shall evaluate the subcontractor's abllity to perform the delegated

function(s). This is accomplished through a written agreement that specifies activities and reporting

responsibilities of the subcontractor and provides for revoking the delegation or Imposing sanctions if

the subcontractors parformance is not adequate.-Subcontractors are subject to the same contractua)

conditions as the Contractor and the Contracior is responsible to ensure subcontractor compliance

with those conditlons. ]

When the Contractor detegates a function to a subcontractor, the Contractor shall do the following:

19.1.  Evaluate the prospective subcontractor's abllity to perform the activities, before delegating
the function

18.2. Have a written agreemeni with the subconiractor thal specifies activities and reporting
responsibiities and how sanctiona/revocation will be managed if the subcontractor's
performarice is nol adequate

18.3. Monfor the subcontractor's performance on 8n ongoing basls -

Exhiblt C - Special Provisions Contractor Initi

. S
e Pogedof5 Data / (/



New Hampshire Department of Health and Human Services
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18.4.  Provide to DHHS an annual schedule ideniifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed o
19.5. - DHHS shall, at its discretion, review and approve all subcontracts.

If the Contrector identifies deficiencies or ereas for improvement are identified, the Contractor shall
take corrective action.

DEFINITIONS
As uysed in the Contract, the following terms shall have the following meanings:

COSTS: Shall mean those direct and indirect tems of expense determined by the Department to be
allowable and reimbursable in accordance with cosl and accounting principles established In accordance
with state and federa! laws, regulalions, rules and orders.

DEPARTMENT: NH Depariment of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which Is
entitied “Financlal Management Guldelines” and which contains the regutations govemning the financlal
activities of contractor agencies which have contracled with the State of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Depariment and contalning a dascription of the Services to be provided to eligible
Indnvlduals by the Contractor in accordance with the lerms and conditions of the Contract and setling forth
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT; For each service that the Contractor is to provide to eligible individuals hereunder, shall mean that
period of lime or that spoc:ﬂed aclivity determined by the Depariment and specified in Exhiblt B of the
Conlracl

FEDERAUSTATE LAW: Wherever federal or state laws, regulations, rules, brders, and policies, etc. era
referred to in the Contract, the said reference shali be deemed lo mean all such laws, regulations, etc. as
they may be amended or revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
Services containing a compllation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Acl. NH RSA Ch 541-A, for the purpose of umplemenllng State of NH and
federal regu!atiom promulgeted thereunder, ~

SUPPLANTING OTHER FEDERAL FUNDS: The Contracior guarantees that funds provided under this
Contract will not supplant any existing federal funds avallable for these servicas

Exhibil C - Spedal Provislons Contraciof Initiats
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Exhibit C-1

REVISIONS TO GENERAL PROV]SIONS

1. Subparagraph 4 of the General Provisions of this contract, Condlllonal Nature of Agreament. is rep!aced as

follows:

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the conlrary, all obligations of the State hereunder,
Including without limitation, the continuance of payments, in whole or In part, under this Agreement are
conlingent upon continued appropriation or availabllity of funds, including any subsequent changes to the
apprapriation or avallabliity of funds affected by any state or federal legislative or executive action thal
reduces, eliminates, or otherwise modifies the approprlation or availabflity of funding for this Agreement
and the Scope of Services provided In Exhiblt A, Scope of Services, in whole or In parL. In no event ahall
the State be liable for any payments hereundar In excess of appropriated or avaiable funds. In the event
of a reduction, termination or modification of appropriated or available funds, the State shall have the right
1o withhold payment until such funds become available, if ever. The State shall have the right to reduce,
terminate or modify services under this Agreement Immediately upon giving the Contractor notioe of such
reduction, terminalion or modification. The State shall not be required 1o transfer funds from any other
source of account Into the Account(s) kdentified In block 1.6 of the Genera! Provisions, Acmunt Number,
of gny other account In the evenl funds are reduced or unavallabte.

' 2 Subparagraph 10 of the General Provisions of this conlract Termination, is amended by adding the following

language;

10.1 The State may terminate the Agreement at any time for any reason, al the sole discretion of the State,
30 days after giving the Contractor written notice that the State Is exercising ils option to terminate the
Agreement.

10:2 In the event of early" lermhauon the Contractor shall, within 15 days of nolica of early lermination,
develop and submit to the State a Transition Plan for services under the Agreement, including but not
limited to, identifying the present and fulure needs of clients recelving services under the Agreement
and establishes a process to meet those needs. .

10.3 The Contractor shall fully cooperate with the Slate and shall promptly provide detailed Informaticn to

support the Transition Plan including, but not limited to, any information or data requested by the
State related to the termination of the Agreament and Transllion Plan and shall provide ongoing
communk:ation and revisions of the Transltion Pian to the State as requested.

10.4 [n the event that services under the Agreement, including but not limited 1o clients receMing services
under the Agreement are transltioned o having services delivered by another enlity including
contracted providers or the State, the Contractor shall provide a process for uninterrupted dellvery of
services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected Individuals aboul the

’ trensition. The Contracior shall include the proposed communications In its Transition Plan submitted
{0 the Stale as described above.

3. Extenslon:
This agreement has the option for a potential extension of up to two (2) additional years, contingent upon
satlsfactory delivery of services, avallable {unding, agreement of the parties and approval of the Govemnor and
Council. .

B
N

4. Limitation of Liabllity

4.1, State

Subject to applicable laws and regulations, in no event shall the Stale be liable for any consequential, .
speclgl, Indirect, incldental, punitive, or exemplary dafnages. Subject to applicable laws and reguations, the
State's tiabllity to Contractor shall not exceed the lotal Contrac! price set forth in Contract Agreement —
General valsbm _Block 1.8.

Trustoes of Dartmouth College Exhiblt C-1 = Revislons lo Genare! Provitions: Contractor Initia
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4.2, Contractor

Subject 1o applicable laws and regulations, in no evenl shalt Contraclor be liable for any consequential,
special, Indirect, incidental, puniive or exemplary damages and Conlractors [lability to the State shall not

exceed two times {2X) the lotal Contract price set forth in Contract Agreement - P-37, General Provisions,
Block 1.8. .

Notwithstanding the foregoing, this limitation of liabllity shall not apply to Contractor's Indemnificalion
obligations set forth In the Cantract Agreement-General Provisions Section 13: indemnlfication.

4.3 Stato's Immunity .

Notwithstanding the foregoing, nothing herain contained shall be deemed to constitute a walver of the
sovereign tmmunity of the State, which immunity is hereby reserved to the State. This covenant shall survive
termination or Contract conclusion,

Trustaes of Ozrtmouth College Exhibli C-1 — Revisions to Gensral Provigions Contractor Initla
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1

IFICATION REGARDING DRUG-FREE WORKPLAC UIRE

The Conlractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-680, Title V, Subtitie D; 41
U.5.C. 701 et seq.), and further agrees io have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE CONTRACTORS

This certification is required by the regulations implamenting Sections 5151-5160 oi the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtife D; 41 U.S.C. 701 et seq.). The January 31,
19889 regulations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21681), and require certification.by grantees (and by inference, sub-grantees and sub-
contractors), prio! to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee {(and by inference, sub-grantees and sub-contractors) that ls a State
may elect to make one certification to the Depariment In each federal fiscal year in lleu of certificates for
each grant during the federai fiscal year covered by the certification. The certificate set out below ls a
. materia! representation of fact upon which reliance Is placed when the agency awards the gram. Faise
certification or violation of the certification shall be grounds for suspension of payments suspension of
termination of grants, or govemment wide suspension or debarment. Contractors uslng this form should
send itto:

Commissioner ,

NH Department of Health and Human Services
120 Pleasant Street,

Concord, NH 033016505

1. The grantee certiftes that it will or will continue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawfu! manufacture, distribution,
dispensing, possession or use of a contrailed substance is prohibited in the grantee’s
workplace and specifying the actlons ‘that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1.. The dangers of drug abuse in the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace;
1.23. Anyavailable drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. Tha penalties that may be imposed upon employees for drug abuse violations
- occurring (n the workplace;
1.3.  Making it 8 requirement that each employee to be engaged in the performance of the grant be
" given a copy of the statement required by paragraph (a);

1.4, Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will

, 1.4.1. Ablde by the terms of the statement; and
1.4.2. Notity the employer in writing of his or har conviction for a violation of a ¢fiminal drug

siatute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notitying the agency in wriling, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity thé convicted employee was working, unless the Federal agency

Exhibk D - Certification regarding Drug Free Contractor Int
. Wedkplace Requiremants 0
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has designated a central point for the receipt of such nolices. Notice shall include the
Kdentification number(s) of each affected grant; |
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriale personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
.amended; or C .
1.6.2. Requiring such employee to participate satisfactarily in a drug abuse assistance or
rehabilitation program approved far such purposes by a Federal, State, or loca!l health,
) law enforcement, or other appropriate agency,
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2. 1.3, 1.4, 1.5, and 1.6. '

2. The grantee may insert in the space provided below the site(s) for the performance of work dane in
connection with the specific grant. -

Place of Performance (street address, ity, county, state, zip code) (list each focation)

Check O if there are warkplaces on file that are not identified here.

I's

Cont;’aclor Namé; Trustees of Dartmouth College

0357+ Jih M. Mortall, Director
Office of Sponsored Projects

Exhibk O -~ Cantification regarding Drug Fres Contractor Initials __
Workplaca Requinments
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CERTIFICATION REGARDING LQBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 318 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.5.C. 1352, and further agrees to have the Contractor's representative, es identified in Sections 1.11
and 1.12 of the Genera! Provisions execute the following Certification: .

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS .

Programs (Indicate applicable program coverad):
‘Temperary Assistance to-Needy Familles under Title IV-A
*Child Support Enforcemant Program under Titte IV-D
*Secial Services Black Grant Program under Title XX
*Medicaid Program under Title XIX

“‘Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title [V

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal approptiated funds have been paid or will be paid by or on behaif of the undersigned, to
any person for influencing or attempting to influence en officer or employee of any agency, a Member
of Congress, n officer or employee of Congress, or.an employee of 8 Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor). ’

2. any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee.of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connectian with this
Federal contract, grant, loan, or cooperative agreement (and by specific menticn sub-grantee ar sup-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, In accordance with its instructions, attached and identified as Standard Exhibit E4.)

.3. The undersigned shall require that the language of this cerlification be included In the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
- loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification Is a materia! representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
trensaction impased by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to 8 civil penalty of nat less than $10,000 and not more than $100,000 for
each such failure. .

Y/
Date -

Contractor Name:  Trystees of Dartmouth College

Jill M. Mortali, Director
Office of Sponsored Projects

Exhibi E — Cerification Regarding Lobbying Contrector Initiala
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
" AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Pan 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contracior's

representative, as identified in Sections 1.11 and 1.12 of the Ganeral Provisions exacute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1.

By signing and subrmitting this proposal (contract), the prospective primary participant is providing the
certlfication set oul below. ) :

2. The inabliity of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. !f necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation wiil be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumish a cerllfication or an explanation shall disqualify such person from participation in
this transaction. .

- 3. The certification in this clause is a materia} representation of fact upon which rellance was placed -
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingty rendered an efroneous certification, In addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default,

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
. whom this propesal (contract) is submitted if at any time the prospective primary participant leams
that its certification was eroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” “lower tier covered .
transaction,” *participant,” "person,” “primary covered transaction.” “principal,” “proposa\,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definltions'and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions,

8. The prospective primary participant agrees by submilting this proposal (contract) that, should the
proposed coverfed transaction be entered into, it shall not knowingly enter Into any lower tier covered
transaction with a person who is debarred, suspended, dectared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by OHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without madlfication, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A pariicipant in a covered transaction may rely upan a certification of a prospeclive participant in a
lower tier covered transaction that it is not debarred, suspended, Ineligible, or involuntarity excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and trequency by which it determine’s the eligibility of its principals. Each '
participani may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render. In good falth the certification required by this clause: The knowledge and

Exhibll F - Certification Regarding Debarment, Suspension Contractor Initis
» And Other Responsibility Matters
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information of a participant is not required o exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for iransactions authorlzed under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower lier covered transaction with a person who is
suspended, debarred; inefigible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction

‘for cause or default, :

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11:1. are not presently debarred, suspended, propased for debarment, declared ineligible, or N
voluntarily excluded fram covered transactions by any Federal department or agency,

11.2. have not within a three-year period preceding this propasal {cantract} been convicted of or had
a civil jJudgment rendered against them for commission of fraud or a criminal offense In
conpection with obtalning, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or recelving stalen praperty;

11.3. are not presently indicted for atherwise criminally or civilly charged by a govemmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph ()(b)
of this certification; and

114, have not within a three-year periad preceding this application/proposal had one or more public
transactions (Federal, State or focal) terminated for cause of defaul. ' -

12. Where the prospective primary participant is unable to certify to any of the statements in this
cerlification, such praspective parlicipant shall aitach an explanation ta this proposal (contract).

LOWER TIER COVERED TRANSACTIONS .
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
. defined in 45 CFR Pant 76, certifies to the best of its knowledgeand bellef that it and its principals:
13.1. are not presently debarred, suspended, proposed for deébarment, declared ineligible, or
voluntarily excluded from participation in this fransaction by any federal depariment or agency.
13.2. where the prospective lower tier participant Is unable to certify to any of the above, such
praspective parlicipant shall attach an explanation to this proposal (contract).

14. The praspeclive lower tier participant further agrees by submitting this proposal (contracl) that it will
Inciude this clause entitied “Certification Regarding Debarment, Suspension, Ineligibility, and

Voluntary Exclusion - Lower Tier Caverad Transactions,” without modification in all lower tier covered
transactions and In ali solicitations for lower tier covered transactions.

L

Contractor Name: Trystees of Danimouth Coliege

#ﬁy Jiit M. Mortall, Director
Otfice of Sponsored Projects

Date

Exhbl F - Certification Regarding Debarment, Suspansion Contractor Inttials
And Othat Respensibility Matters
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TIFICATION OF COMPLI iREMENTS PERTAINING TO g

FEDERAL HONDISCRIMINA]!ON, EQUAL l' EATMENT OF FAITH-BASED ORGANIZATIONS AND
. - WHISTLEBL PROTECTIO!

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as idenuﬂad in Sectlons 1.11 and 1.12 of the General Provisions, to execute the following
certification: .

Contraclor will comply, and will require any subgrantees or subcontraciors to comply, with any apphcable
federal nondisciimination requirements, which may include:

- the Omnibus Crirne Control and Safe Streets Act of 1968 (42 U.S.C. Section 3788d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opporunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopls by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civll Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits reclprents of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (28 U.S.C, Section 784}, which prohlbits recipients of Federal financial
assistance from discriminating on the basis of disability, In regard to employment and the delivery of
services of benefits, In any program or activity,

- the Americans with Dlsablliﬂes Act of 1980 (42 U.S.C: Sections 12131-34), which prohibits
discrmination and ensurés equal opportunity for persons with disabllities in employment, State and tocal
government services, public accommeaodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, .1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1575 (42 U.8.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivities receiving Federal ﬁnanc:al assistance. Itdoes not include
empioyment discrimination;

-2BCFR.pt N (U.S. Department of Justice Regulations — OJJOP Grant Programs); 28 C.F.R. pt. 42
{L.S. Department of Justice Regulations ~ Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy- makmg
criteria for partnerships with faith-based and ne!ghbomood organizations;

28 C.F.R. pt. 38 (U.S. Depariment of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Naticnal Defense Autharization
Act (NDAA) for Fiscal Year 2013 {Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistlehlower Protections, which protects employees against
reprisal for certain whistie blowing activities in connection with federal grants and contracts.

The certificate set out below is @ materlal represantation of fact upon which reliance is placed when the .
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termmahon of grants, or government wide suspenslon or
debarment.

Exhidbit G '
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)

In the event a Federat or State court o Federal or State administrative agency makes a finding of
discrimination afer a due process hearing on the grounds of race, color, religion, nationa! origin, or sex
againsi a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable cantracting agency or division within the Department of Health and Human Services, and
to the Department of Heatth and Human Services Office of the Ombudsrnan

Tne Contractor identified in Section 1.3 of the Genera! Provisions agrees by signature of the Contractor's
reprasentative as Identlﬂed in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By slgnmg and submitting thL-. proposal {coniract) the Contractor dgrees to comply with the provisions
indicated above

-

Contractor Name: - Trustees of Dartmouth College

/3 .- Q/{{M

Date . Nam
Tllle
Jill M. Mortall, Dlrector
Office of Sponsored Projects
f
|
Exhibd G
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Exhibit H
CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103.227, Part C - Environmental Tabacco Smioke, aiso known as the Pro-Children Act of 1994
{(Act), requires that smaking not be permitted in any portion of any indoor facility owned or leased or
contracted for, by an entity and used routinely or regularly for the. provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local govemments, by Federal grant, contract, loan, or loan guarantee. The
law does not epply to children’s services provided in private residences, facilities funded sojely by
Medicare or Medicaid funds, and portions of facifities used for inpatient drug or aicohol treatment. Failure
to comply with the provisions of the law may result In the mposition of a civil ménetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible enlity.,

The Contractor identified in Section 1.3 of the General Proéi.sions agrees, by signature of the Contractor’s
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the fallowing
cerlification:
1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Pant C, known as the Pro-Children Act of 1864,

Contractor Name: Trustees of Dartmouth Collega

/0

Date " l
Jill M. Mortali, Director
- " Office of Sponsored Projzin
:.&-':';:_,
Exhfolt M ~ Certification Regarding ' Cantractor [ni
- Envirpnmenta! Tobacco Smoke
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Exhibit 1

c
U SS ASSOCIATE AGREEM

The Contractor ldentfied In Section 1.3 of the General Provisions of the Agreerr;ent agrées to
comply with the Health Insurance Partabliity and Accountability Act, Public Law 104-191 and

- with the Standards for Privacy and Security of Individually (dentifiable Health Information, 45 .

CFR Parts 160 and 164 applicable to business assoclates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractars and agents of the Contractor that
recelve, use or have access to protected health information under this Agreement and *Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

() Definitions. o o i

a. ‘Breach” shall have the same meaning as the tarm “Breach” in section 164. 402 of Tstle 45,
Code of Federal Regulations.

b. Business Associate® has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Coyered Enfity” has the meaning given such term in section 166.103 of Title 45,
Code of Federal Regulations.

d. MM shall have the same meaning as the term “designated record sef”
in 45 CFR Secuon 164.501.

e. "Dala Aqgreqation shall have the same maaning as the tarm "data aggregatlon in 45 CFR
Section 164.501.

f. }i@[t_h_gaiggggmp_gng shail have the same meaning as the term “health care operations”
in 45 CFR Section 164,501,

g. "HITECH Act’ means the Health Information Technology for Economic and Chmca! Heatlth
Act, TitleXIll, Subtitie D, Part 1 & 2 of the American Recovery and Relnvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1896, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Heatlth
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

. “Individuai® shall have the same meaning as the term “individual® in 45 CFR Section 160.103
and shall indude a person who qualifies as 8 personal representative in accordance with 45
CFR Section 164.501(g).

j. “Priyacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United Steles
Department of Health and Human Services. '

k. 'ﬁ@gggg_ﬂggun_lmgmgﬂg_n' shall have the same meaning as the term “protected health
information® in 45 CFR Section 160.103, limited to the information created or received by
Business Assouate from or on behalfl of Covered Entity.

Y2014 Exhibh | Contractor In|
. Health Insurance Porlab8ity Act .
Buaineas Associate Agreement
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“Required by [ aw" shall have lhe same meaning as the 1erm ‘required by law” in 45 CFR
Section 164.103.

. “Sectetary” shall mean the Secretary of the Department of Haallh and Human Semces or

his/her designee.

3
*Security Rulg® shall mean the Security Standards for the Protection of Electronic Protecled
Health Information at 45 CFR Part 184, Subpart C, and amendments thereto.

. *Uns ote alth Information” means protected health information that is nol

secured by a technalogy standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is deveioped or endorsed by
a standards developmg organization that {s accredited by the American National Slandards
lnsmute

- All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PH!) excep! as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or fransmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI; )
l Far the proper management and administration of the Business Assoclate;
Il As required by law, pursuant to the lerms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operauons of Covered
Entity.

To the extent Business Associate is permitted under the Agreement 1o disclose PHI 1o a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which il was
disclosed to the third party, and (ii) an agreement from such third party to notify Business
Associate, In accordance with the HIPAA Privacy, Securty, and Breach Notificalion
Rutes of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shal] not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement disclose any PH! inresponse lo a

... request for disclosure on the basie that it is required by law, without first notifying
Covered Entity so that Covered Entily has an opportunity to object to.the disclosure and
to seek appropriate relisf. If Covered Enlity objects to such disclosure, the ess

32014 Exhibit | . Contractor

Health Insurance Portability Ad .
. Business Assochate Agrecment
Page 2016 Date (ﬂ



New Hampsghire Departmont of Health and Human Services

Exhiblt |

3)

Y2014

Associate shall refrain from disclosing the PHI unti) Covered Entity has exhausted all
remedies. - .

if the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional securily safeguards.

Opllgaﬂo_ns and Activities of Busipess Agsociate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Assoclale shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be -
limited to: ’ ‘

o The nature and extent of the protected health mformatron mvolved including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made; ' '

o Whether the protected health information was actually acquired or viewed

o The exient to.which the nsk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment In writing to the

‘Covered Entity.

The Business Associale shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its intemal policies and procedures, books
and records relating o thé use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of delermining Covered Entity's comphance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require al! of its business associates that receive, use or have
access to PH| under the Agreament, to agree in wriling to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to retum.or destroy the PHI as provided under Section 3 {l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agresments with Contractor's intended business asscciatas, who will be receiving PHI

Exhidft ). .. Contrattor Initials
Heslh lnsurance Pertabillty Act

Business Aasocixte Agreement . '
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business assotlates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information,

Within five (5) business days of receipt of a written request from Covered Entity,

" Business Associate shall make available during normal business hours at its offices all

records, books, agreements, policies and procedures relating 1o the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days of receiving 8 written request from Covered Enlity,
Business Associate shall provide access to PH| In a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, 1o an Individual In order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI avaitable to Covered Entity for
smendment and incorporate any such amendment to enabte Covered Entity to futﬂll its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PH| and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individua! for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disciosures of PHY, Business Asscciate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance w:th 45CFR
Section 164.528.

tn the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Assoclate shall within two (2)
business days forward such request to Covered Entity. Covered Entfity shail have the
responsibility of responding to forwarded requests. However, if forwarding the
ingividual's reques! to Covered Entity woulid cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond fo the individual's request as required by such law and notrfy
Covered Entity of such response as soon as practrcable

Within ten (10) business days of termination of the Agreement. for any-reason, the
Business Associate shall return or destroy, as specified by Covered Enlity, all PHI
received from, or created or received by the Business Assaclate In connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. # retum or
destruction Is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Assaciate shall continue to extend the protections of the
Agreement, to such PH! and limit further uses and disclosures of such PHI to thoge
purposes that make the return or destruction infeasible, for so long as Busin

Exhbi | Contractor In
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Associate maintaing such PHI. if Covered Entity, in its sole discretion, requires that the *

-Business Associate destroy any or ail PH), the Business Agsoclate shall certify to

Covered Entity that the' PHI has. been destroyed
Oblinations of Govered Entity |

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practicés provided to individuals in accordance with 45 CFR Section
164.520, to the extant that such change or limitation may affect Buslness Associate’s
use or disclosure of PHI. .

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
184.508 or 45 CFR Section 164.508.

Covere‘d'enﬂty shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent lhal such restriction may affect Business Assoclate's use or disclosure of
PHI.

Termination for Cauge !
In addition to Paragraph 10 of the standard terms and conditions (P-37) of this

Agreement the Covered Entity may iImmediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate

. Agreement'set forth herein as Exhibit 1. The Covered Entity may either immediately
. terminate the Agreement or provide an opportunity for Business Associate to cure the

alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure ts feasible, Covered Entity shall report the
violation to the Secretary.

Mlgrcellgnﬂus

Defintions and Regulatory References. All terms used, byt not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended

from time to time. A reference in the Agreement, as amended to include this Exhibit }, to
a Section in the Privacy and Security Rule means the Section as In effect or as
amended. :

Amendment. Covered Enlity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes in the reguirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Assoclate acknowledges that it has no ownership rights
with respect to the PH| provided by or created on behalf of Covered Entity.

interpretation. The parties agree that any ambiguity in the Agreement shall be resclved
to permit Covered Entity to comply with HIPAA, the Privacy and Sacurity Rule/ "

Exhibit | Contractor |
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e Seqregation. if any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect withaut the invalid term or condition; (o this end the .
terms and conditions of this Exhibit [ are declared severable.

f. Sunviyal. Provisions in this Exhibit | regarding the use and disclosure of PHI, retum or

destruction of PHI, extensions of the protections of the Agreement in section (3) [, the
‘defense and indemnification proviglons of section (3) e and Paragraph 13 of the

standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the pasties herelo have duly executed thig Exhibit 1.

Department of Health and Human Services Trustees of Dartmouth College .
The State

°k: Repmsen ative
J1|M Mortall, Director

Marcalia J. Bobinsky, MPH

Name of Authorized Representative Name of Authorized Represgentative
Actng Direclor [Direedn
Title of Autharized Representative Tile of Authorized Representative
, 1//(/ . : _[0/31‘1/ /e
Dats [/ / _ Date

32014 . Exhibit | Contractor Im
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New Hampshire Dopartment of Hoalth and Human Servicos

Exhiblt J
CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE '

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of lndeual
Federal grants equal to or greater than $25.000 and awarded on or after October 1, 2010,  report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in-a total award equal to or over
$25,000, the award Is subject 1o the FFATA reporling requirements, as of the date of the award.

In 2¢cordance with 2 CFR Pant 170 (Reporting Subaward and Executive Compensation |nformation), the
Department of Health and Human Services (DHHS) must report the following infarmation for any '
subaward or contract award subject to the FFATA reporting requirements:

Name of entity

Amount of award
- Funding agency

NAICS code for contracts / CFDA program number for grants

Program source

Award title descriptive of the purpose of the funding action

Location of the entity

Principle place of performance

Unique identifier of the entity (DUNS &)
0. Tota! compensation and names of the top five executives if:

10.1. More than B0% of annual gross revenues are from the Federal government, and those
- revenues are greater than $25M annually and
10.2. Compensaﬁon information is not already available lhrough reporiing to the SEC

k4

ZPONON A LN

Prime grant redmems must submit FFATA required data by the end of the month, plus 30 days, In which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR-Part.170 (Reporting Subaward and Executive Compensation Information), and further agrees’
to have the Contractor's representative, as Identified in Sections 1.11 and 1.12 of the Genera! Provislons
execute the following Cedification:

The below named Contractor agrees to provide needéd information as outlined above to the NH
Department of Health and Human Services and to comply with al! applrcable provisions of the Federal
Financlal Accountablﬁty and Transparency Act.

Contractor Name: Trustees of Dartmouth College

ate

Jilt M. Mortall, Director
Office of Sponsored Proirs:2

. Exhibh J - Cenlfication Regarding the Federal Funding Contractor intlah
Aocountabilty And Trensparency At (FFATA) Compllance
CUOHRIN 10713 Page 1ol 2 Date {(



Now Hampshlra Department of Health and Human Services
Exhibit J

FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responsas to the
below listed questlons are true and accurale.

1. The DUNS number for your entity ts: _ T4~ /02 - T1§4

2, Inyour business or organization's preceding completed fiscal year, did your business or organization
" receive (1) B percent or more of your annual gross revenue in U.S. feders! confracts, subconiracts,
. loans, grants, sub-grants, and/or cooperative agreements: and ({2) $25,000,000 or more in annual-
gross revenues from U.S. federal contracis, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO . YES
If the answer to #2 above is NO, stop here
if the answer to #2 above Is YES, please answer the following:

3. Does the public have access {o Information about the compensation of the executives In your .
business or organization threugh pericdic reports filed under saction 13(a) or 15(4) of the Securitles’
Egecggnge Act of 1834 (15 U.5.C.78m(a), 780{d)) or section 6104 of tha Internal Revenue Cade of

NO ’ YES
If the answer to #3‘ab0\.te is YES, stop here
If the answer to #3 above is NO please answer the following:

- 4. 'The names and compensabon of the five most highly compensated officers In your business or
. organization are s follows:

Name; ' Amount:
Name: : Amount:
Name: . . Amount:
Name: Amount:
Name: Amount:
Exhibh J = Cenification Rogarding the Federal Funding Contractor Initials nlb

Accountability And Transpsrency Act {(FFATA) Compllance '
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