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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibiaette ^ HAZEN DRIVE, CONCORD, NH 03301
CoatabsiMcr 603-27M50I 1-000-853-3345 Ext 4501

Fax: 603-271-483? TDD Access: 1-800-735-2964
Lisa M. Morris www.dhh3.nli.gov

Director

October 23, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter Into a Retroactive Sole Source amendment to an existing agreement with
Trustees of Dartmouth College, Vendor # 177157-B013, Hanover, NH, to operate a cancer
registry system, by increasing the price limitation by $215,693 from $4,165,546 to $4,381,239
with no change to the completion date, June 30. 2022, retroactive to October 1, 2020, effective
upon Governor and Council approval.

The original contract was approved by Governor and Council on November 18, 2016, item
#21. It was subsequently amended with Governor and Council approval on June 6, 2018, item
#13, and most recently amended with Governor and Council approval on May 15,2019, item #11.

Funds are available in the following accounts for State Fiscal Year 2021, and anticipated
to be available for State Fiscal Year 2022 upon the availability and continued appropriation of
funds in the future operating budget with the authority to adjust budget line items within the price
limitation and between state fiscal years through the Budget Office, if needed and justified.

See Attached Fiscal Details

EXPLANATION

This request is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any subsequent amendments to be labeled as sole source. Additionally,
the vendor is uniquely qualified to provide these services.

This request is Retroactive because more time was needed to finalize the scope of work
and funding prior to the Department finalizing the terms of the agreement.

The purpose of this request is to utilize funding from the Drinking and Groundwater Trust
Fund, established under RSA 485-F, to improve surveillance and increase knovirledge related to
childhood cancer and potential health hazards in New Hampshire. The Contractor will provide
statistical analysis of national and local data relative to childhood cancer. The Contractor will also
summarize research findings related to identifying the causes of childhood cancer. Additionally,
the Contractor will convene experts on childhood cancer and public health staff for discussions to
guide future research and public health interventions. This amendment also reduces the federal
funding through the Centers for Disease Control and Prevention (CDC), to accurately reflect the
actual amount of funding awarded to New Hampshire and available to fund the contract.

The Deportment o( Htalth and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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The efforts paid for through this amendment will strengthen New Hampshire's public
health capacity to address childhood cancer by ensurirtg high quality childhood cancer data. The
Department will use the data and work with regional partners to address factors contributing to
childhood cancer in the region. The Contractor address factors contributing to childhood cancer
by working with the Department to provide educational materials and create messaging to the
public relative to opportunities that arise from analyzing and summarizing radiation monitoring
data from environmental samples collected by the Department's Radiological Environmental
Monitoring Program around the Seabrook Nuclear Power Station. Additionally, the Contractor will
work with the Department to develop and implement a study protocol to gather information atx)ut
childhood cancer survivors and their caregivers' experiences with cancer treatment and post-
cancer treatment

The primary purpose of the New Hampshire State Cancer Registry is to identify all
reportable cases of cancer in New Hampshire to provide information on the overall number, types,
and changing patterns of cancer among residents of the state. New Hampshire RSA 141-B
obligates the Department to collect information regarding the majority forms of cancers diagnosed
in New Hampshire. It is a Department priority to use State Cancer Registry data to guide public
health decision-making in New Hampshire.

As referenced in Form P-37, Paragraph 18. the parties have the option to amend the
agreement contingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department Is not exercising Its option to renew
at this time.

Should the Governor and Council not authorize this request the Department may be
unable to effectively improve surveillance for childhood cancer and health hazards, which could
inhibit the Department's ability to properly inform and educate communities and medical
professionals about childhood cancer risks and control strategies. Additionally, without effective
surveillance strategies, there could be a reduction of data available to researchers that enables
them to understand the causes of and treatments for childhood cancer.

Area served: Statewide

Source of Funds: 100% Other Funds

In the event that the Other Funds become no longer available, General Funds will not be
requested to support this program.

Respectfully submitted,

Lori A. Shibinette

Commissioner



Fiscal Details

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehensive Cancer Control Program & Cancer Registry

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for Proq Svc
90080080 $251,736 $0 $251,736

Sub Total: $251,736 $0 . $251,736

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY 100%
General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 601-500931
State Fund

Match
90056005 $100,045 $0 $100,045

Sub Total: $100,045 $0 $100,045

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for Prog Svc
90080080 $173,000 $0 $173,000

Sub Total: $173,000 $0 $173,000

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Prog Svc
90080080 $446,542 $0 $446,542

2019 102-500731
Contracts

for Proq Svc
90080080 $454,217 $0 $454,217

2020 102-500731
Contracts

for Prog Svc
90080080 $543,542 $0 $543,542

2021 102-500731
Contracts

for Proq Svc
90080080 $543,542 ($132,348) $411,194

2022 102-500731
Contracts

for Prog Svc
"90080080 $543,542 ($132,348) $411,194

Sub Total: $2,537,385 ($264,696) $2,266,689
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Fiscal Details

05.95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY100% General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2019 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2020 601-500931
State Fund

Match
90066005 $150,000 $0 $150,000

2021 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2022 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

*

Sub Total: $750,000 $0 $750,000

05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY &
PERFORMANCE, PREVENTIVE HEALTH BLOCK GRANT

100% Federal Funds CDC Preventative Health and Health Service Block Grant (PHHSBG)

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Proq Svc
90001037 $69,611 $0 $69,611

2019 102-500731
Contracts

for Proq Svc
90001037 $69,611 $0 $69,611

2020 102-500731
Contracts

for Proq Svc
90001037 $69,611 $0 $69,611

2021 102-500731
Contracts

for Proq Svc
90001037 $69,611 $30,389 $100,000

2022 102-500731
Contracts'

for Proq Svc
90001037 $69,611 ($50,000) $19,611

Sub Total: $348,055 ($19,611) $328,444

05-95-90-902010-10790000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, PEDIATRIC CANCER SURVEY
100% Other Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2021 102-500731
Contracts

for Proq Svc
90080095 $0 $500,000 $500,000

2022 102-500731
Contracts

for Proq Svc
90080095 $0 $0 $0

Sub Total: $0 $500,000 $500,000
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Fiscal Details

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2019 102-500731
Contracts

for Prog Svc
90080080 $11,325 $0 $11,325

- Sub Total: $11,325 $0 $11,325

TOTAL: $4,165,546 $215,693 $4,381,239
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

November 3, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a Retroactive Sole Source amendment with Trustees of
Dartmouth College, of Hanover, NH, and as described below and referenced as DolT No. 2016-081C.

The purpose of this agreement is for the Trustees of Dartmouth College to improve
surveillance and increase knowledge related to childhood cancer and potential health
hazards in New Hampshire by providing statistical analysis of national and local data
relative to childhood cancer. Additionally, Dartmouth College will work with the
Department to develop and implement a study protocol to gather information about
childhood cancer survivors and their caregivers' experiences with cancer treatment and
post-cancer treatment.

The funding amount for this amendment is S215,693, increasing the current contract from
S4,l 65,546 to S4,381,239 with no change to the completion date, June 30,2022, retroactive
to October 1,2020. This amendment shall become effective upon Governor and Executive
Council approval through June 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT #2016-08IC

RID: N/A

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



DocuSign Envelope ID: 69D93EA6-lC26-4e66-AED9.D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Services

Amendment #3 to the Cancer Registry Operations Contract

This 3*^ Amendment to the Cancer Registry Operations contract {hereinafter referred to as "Amendment
#3") is by and between the State of New Hampshire, Department of Health and Human Services
(hereinafter referred to as the "State" or "Department") and Trustees of Dartmouth College, (hereinafter
referred to as "the Contractor"), a corporation with a place of business at 11 Rope Ferry Road, Box 186,
Hanover, NH 03755.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 18, 2016, (Item #21), as amended on June 6, 2018, (Item #13), and subsequently amended
on May 15. 2019 (Item #11) the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract as amended and in consideration of certain sums specified: and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to increase the price limitation, and modify the scope of sen/ices to support
continued delivery of these services; and \

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$4,381,239

2. Modify Exhibit A, Amendment #2 by replacing it in its entirety with Exhibit A, Amendment #3,
which is attached hereto and incorporated by reference herein.

3. Modify Exhibit A-1, Additional Cancer Data Registry Technical Requirements by replacing it in its
entirety with Exhibit A-1, Amendment #3, Additional Cancer Data Registry Technical
Requirements which is attached hereto and incorporated by reference herein.

4. Modify Exhibit B-7, Amendment #2 by replacing in its entirety with Exhibit B-7, Amendment #3,
which is attached hereto and incorporated by reference herein.

5. Modify.Exhibit K by replacing in its entirety with Exhibit K, Amendment #3, which is attached
hereto and incorporated by reference herein.

6. Add Exhibit B-8, Amendment #3.

7. Add Exhibit B-9, Amendment #3.

Trustees of Dartmouth College Amendment #3 Contractor Initials

11/2/2020
RFP-2017-DPHS-03-CANCE-01 ■A03 Page 1 of 3 Date



DocuSign Envelope ID; 69D93EA6-1C26-4E66-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #3
remain in full force and effect. This amendment shall be retroactively effective to October 1, 2020) upon
the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

11/2/2020

Date

—DowSlgnad by:

/^OWIv,
— Ofl38OBPB8CA54A0...

Name: Lisa m. Morris

Title:
Director, Division of Public Health Srvcs.

Trustees Of Dartmouth College

11/2/2020

Date

^OocuSlgned by:

— F7403«OA2«CCM15...

Name: Jill Mortali

Director, Office of Sponsored Projects

Trustees of Dartmouth College

RFP-2017-DPHS-03-CANCE-01-A03

Amendment #3

Page 2 of 3



OocuSign Envelope ID: 09D93EA6-1C26-4E66-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

11/3/2020

Oocu$lM«d by:

Date Name: Catherine Pinos
Title.

I hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: ^ {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Trustees of Dartmouth College Amendment #3

RFP-2017-DPHS-03-CANCE-01-A03 Page 3 of 3



DocuSign Envelope ID; 69D93EA6-1C26-4E66-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

Scope of Services

1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. All services to be performed under this contract shall be in accordance with
New Hampshire Department of Health and Human Services (DHHS), New
Hampshire law RSA 141-B, New Hampshire Administrative rules He-P 304,
United States Public Law 102-515, and Centers for Disease Control and
Prevention (CDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1. The Contractor shall present for discussion and proposed modifications, a
Work Plan. The timeline and work plan shall meet all due dates for
deliverables noted in the Deliverables and Key Performance Indicators set
forth in Section 15 of this document.

2.2. The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract.

2.3. The Contractor shall ensure appropriate contractor personnel are required
to attend regular meetings with Department staff as well as other meetings
as necessary.

2.4. The Contractor shall allow full participation of the DHHS in the ongoing,
onsite operations of contract activities including interacting directly with
contractor staff, viewing abstract processing, participating in customizing
registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor shall provide DHHS with technical assistance and expertise
on matters within the scope of work of the contract.

3. Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with' RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,
http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html.

3.2. The Contractor shall collect information and maintain an electronic database

of all incident cancer cases occurring, among the New Hampshire population
according to the Administrative Rules.

Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials
11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page 1 of 22 Date



DocuSign Envelope ID: 69D93EA6-1C26-4E66-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

3.3. The Contractor shall facilitate and encourage submission of reports for
each incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 141-B:7

(http://www.gencourt.state.nh.us/rsa/html/X/141-B/141-B-mrg.htm), all the
data variables listed in administrative rule He-P 304.02 by "health facilities"
within an expected time frame as listed in Administrative Rule He-P
304.01(e) and He-P 304.01(1)
(http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html).
Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. ("Health Facilities" shall be defined according
to the Administrative Rules.)

3.4. The Contractor shall inform DHHS of facilities that remain out of compliance
, with reporting requirements despite Contractor notification in the following

situations:

3.4.1. Denial or lack of access to pathology reports or medical records;

3.4.2. Lack of submission of reports within one month or expected date;
and

3.4.3. Lack of response to letter or other formal inquiry within one month.

3.5. The Contractor shall adhere to Timetable of Data Deliverables:

3.5.1. The NHSCR data shall meet the following five (5) data quality
criteria [National Data Quality Standard (formally known as the 24-
Month Standard)]:

3.5.1.1. Data are ninety-five percent (95%) complete based on
observed-to-expected cases as computed by CDC.

3.5.1.2. There are three percent (3%) or fewer death-
certificate-only cases.

3.5.1.3. There is a one (1) per one thousand (1,000), or fewer,
unresolved duplicate rate.

3.5.1.4. The maximum percent missing for critical data
elements are:

3.5.1.4.1. Two percent (2%) age.

3.5.1.4.2. Two percent (2%) sex.

3.5.1.4.3. Three percent (3%) race.

3.5.1.4.4. Two percent (2%) county.

3.5.1.4.5. Ninety-nine percent (99%) pass a
CDC-prescribed set of standard
edits.

r-D9
pn

Trustees of Dartmouth College Exhibit A-Amendment #3 Contractor Initials
11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page 2 of 22 Date



DocuSign Envelope ID: 69D93EA6-1C26-4E6&-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

3.5.2. The NHSCR data shall meet the following data quality criteria
[Advanced National Data Quality Standards (formally known as
the 12-Month Standard)]:

3.5.2.1. Data are ninety percent (90%) complete based on
observed-to-expected cases as computed by .CDC.

3.5.2.2. There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3.5.2.3. The maximum percent missing for critical data
elements are:

3.5.2.3.1. Three percent (3%) age.

3.5.2.3.2. Three percent (3%) sex.

3.5.2.3.3. Five percent (5%) race.

3.5.2.3.4. Three percent (3%) county.

3.5.2.3.5. Ninety-seven percent (97%) pass a
CDC-prescribed set of standard
edits.

3.5.3. The NHSCR shall conduct data linkages upon request and
establish a mechanism for reimbursement of staff time spent on
these projects.

4. Case Ascertainment Activities

4.1. The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2. The Contractor shall establish and implement case reporting from any new
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4. Reserved.

4.5. The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology
laboratories.

4.6. The Contractor shall perform death clearance at least annually. Death
clearance should be performed by matching records in the NHSCR with New
Hampshire mortality data provided by the DHHS and with National Death

Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials
11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page3of22 Date



DocuSign Envelope ID; 69D93EA6-1C26-4E66-AED9-Dg3DDE84D8ig

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

Index, to determine the level of the NHSCR's record completeness for in
state and out-of-state deaths to New Hampshire residents where cancer is
identified as a cause of death.

4.7. For in-state deaths, the Contractor shall make a determination as to the

cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of individuals in NHSCR database, the
contractor shall electronically update the Vital Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
reports, rapid reports, and non-reportable data sources using data linkage
processes to ensure maximum case ascertainment.

4.9. The Contractor shall update the NHSCR operations manual annually. This
manual on NHSCR procedures is for potential distribution to all reporting
health providers and health facilities. The manual will provide documentation
of the objectives, implementation and operation of the registry. All the
contractor staff of the Cancer Registry Operations and DHHS, including the
DHHS Information Security Officer, shall be provided with a copy of the
manual. This manual shall contain, at a minimum;

4.9.1. Most current reporting laws/regulations;

4.9.2. List of reportable diagnoses:

4.9.3. List of required data items.

4.9.4. Procedures for data processing operations including:

4.9.4.1. Procedures for monitoring timeliness of reporting;

4.9.4.2. Procedures for receipt of data;

4.9.4.3. Procedures for database management including a
description of the Registry Operating System
(software);

4.9.4.4. Procedures for conducting death certificate
clearance;

4.9.4.5. Procedures for implementing and maintaining the
quality assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting
facilities on quality issues. These
procedures include rules for
identifying when action or further
investigation is needed;

4.9.4.5.2. Conducting record consolidation;

—OS

Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials
11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page 4 of 22 Date



DocuSign Envelope ID; 69D93EA6-lC26-4E66-AED9-D93DDE84DBig

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

4.9.4.5.3. Maintaining detailed documentation
of all quality assurance operations;

4.9.4.5.4. Procedures for education and

training.

4.9.5. Procedures for conducting data exchange including a list of states
with which case-sharing agreements are in place;

4.9.6. Procedures for conducting data linkages.

4.9.7. Procedures Insuring confidentiality and data security including
disaster planning;

4.9.8. Procedures for data release including access to and disclosure of
information; and

4.9.9. Procedures for maintaining and updating the operational manual.

4.10. The Contractor shall revise the NHSCR operations manual when any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.

4.11. The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms, reporting
requirement document, and Webplus user guides.

4.12. The Contractor shall determine needed updates in consultation with the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access.

4.13. Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the completeness of case reporting and
accuracy for completion.

4.14. The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to:

4.14.1. Preparing for the DOE and responding to its findings with
procedural changes.

4.14.2. Conducting receding audits focusing on the new North
American Association of Central Cancer Registries (NAACCR)
18 variables.

4.14.3. Reserved.

OS

Tnjstees of Dartmouth College Exhibit A-Amendment #3 - Contractor Initials
11/2/2020

RFP-2017-DPHS-03-CANCE-01-A03 Page 5 of 22 Date



DociiSign Envelope ID: 69093EA6'1C26-4E66-AED9-093DDE84D8ig

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

4.14.4. Obtaining data and reports, and providing feedback related to
the DQE including, but not limited to:

4.14.4.1. De-identifying any data that needs to be sent to the
auditor:

4.14.4.2. Transmitting the data;

4.14.4.3. Responding to questions on the data and any
additional requests from the auditor;

4.14.4.4. Reviewing the preliminary DQE report and

providing feedback;

4.14.4.5. Participating in the final DQE feedback meeting;
and

4.14.4.6. Utilizing DQE feedback to amend procedures to
optimize data quality.

4.15. The Contractor shall implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

4.15.1. Reviewing and accepting the VPR template and proposed
procedures for the central data release application form.

4.15.2. Amending NH's data release procedures so that the-
Department (NH DHHS) participates in the central approval
process.

4.15.3. Comparing the documents used by NH and those proposed by
NAACCR as the coordinating body for the VPR Cancer
Linkage System.

4.15.4. Collaborating with the New Hampshire DHHS'privacy Officer
and DHHS Legal and Regulatory Services to approve the
common process.

5. Information Technology Activities

5.1. The Contractor shall continue business operations to support the State's
requirements defined in Exhibit A-1, Additional Cancer Data Registry
Technical Requirements.

5.2. The Contractor shall continue to provide and set up necessary computer
hardware, including servers and computers for the NHSCR contractor staff,
necessary to maintain the NHSCR database. All hardware and software
shall be compatible with NPCR requirements.

5.3. The Contractor shall provide connectivity for all reporting facilities to
transmit data to the NHCSR.

5.4. The Contractor shall maintain secure web access to the NHSCR seven

days per week for Web Plus on-line data entry and data file uploa("1%
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5.5. The Contractor shall continue to utilize the current automated data

management system, consistent with national standards and populated with
NHSCR data. (The Department maintains the discretion to utilize any kind
of data management system. There shall be no modifications to the data
management system software without the approval of the Department,
DHHS Information Security and NH DolT).

5.6. The Contractor shall train staff in operation of software systems.

5.7. The Contractor shall update all the components of the software, as required
and shall participate in the relevant CDC software users group.

5.8. The Contractor shall discuss with DHHS the feasibility of implementing a
WebPlus User's Agreement, the language of such an agreement, and the
protocol for phasing it Into use. Implement protocol specified by the program
team during a mutually agreed timeframe to restrict reporting via Web Plus
data entry or file upload to those reporters who have submitted signed
agreements to become Web Plus users.

I

5.9. The Contractor shall continue to develop and implement procedures for.the
electronic submission and processing of laboratory pathology and cytology
reports utilizing NAACCR standards.

5.10. The Contractor shall maintain an electronic log of facilities and personnel
who report data to NHSCR (in excel or access or any other system) which
includes at minimum; facility ID, name and demographic information; names
and contact information of personnel (reporters and supervisors), and log
of prior facility contacts. Access logs shall be kept for six (6) years..

5.11. The Contractor shall maintain NHSCR Technical Assistance reports
between NHSCR and reporters. Maintain these files or modify or upgrade
them with approval of the NH DHHS Information Security Officer.

5.12. The Contractor shall maintain an electronic log of all abstracts received from
each reporting facility that includes facility ID. number of abstracts received,
date received, format of data received and NAACCR version if electronic
submission. Abstract logs shall be kept for six (6) years.

5.13. The Contractor shall maintain the prior NHSCR vendor copies of hard copy
logs and electronic logs of abstracts submitted to NHSCR for six (6) years.

5.14. The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by NH DolT, DHHS, NPCR or
NAACCR standards. Make further upgrade(s) or replacements(s) during the
life of this contract, at an additional negotiated price, if so requested by
DHHS and subject to all necessary state approvals.

5.15. Reserved.

5.16. Reserved.
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6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports.

6.2. The Contractor shall consolidate tumor records and treatment information

in accordance with standards set forth by NPCR, NAACCR or the SEER.

6.3. The Contractor shall perform routine, standard edit checks on all reports
received in accordance with NPCR and NAACCR standards. The contractor

shall be responsible for the accuracy of the data it codes, edits and

consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include:

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles

as chosen by the DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found
and corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current
or prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two
or more consolidated records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal
of the duplicates from the NHSCR database - even after current
accession year has closed.

6.4. The Contractor shall assure that the individual case records in the NHSCR
automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical
processing and data compilation for analytical purposes. Areas to be edited-
include, but are not limited to:

6.4.1. Data Range Checks;

6.4.2. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that
exactly match legitimate New Hampshire City, town,
or village names in list supplied by DHHS.
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6.4.5.2. City at diagnosis, the code for county and state of
diagnosis must always agree and where city at
diagnosis exists, a code for county at diagnosis must
be provided.

6.4.5.3. Vital status and cause of death - fields must

correspond, and cause of death must be a valid ICD-
10 cause of death code or one of the special
NAACCR codes, unless this information is missing
from data supplied by NH Vital Records.

6.4.5.4. Records should be checked to make sure that the

physician's name is correctly entered into first and
last name fields.

6.4.5.5. Records should be checked to compare sex of
patient and the first name of the patient as a guide
for determining correct entry of the record.

6.4.5.6. No logical conflicts shall exist between all the
treatment diagnosis fields and the related reason for
no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central
Registry edits to data fields.

6.5. The Contractor shall geocode all cancer reports of New Hampshire
. residents for address and census tract, for a given year and accurately
incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

7.1. Reserved.

7.2. Reserved.

7.3. Reserved.

7.4. The Contractor shall conduct on-going vulnerability testing of databases,
website, web-based portals, or systems developed, implemented,
managed, or supported as a deliverable for this contract. Certification of this
testing will be provided to DHHS Information Security. The objective of said
Vulnerability Testing is to identify design and/or functionality issues in
infrastructure of systems that could expose Confidential Data, as well as,
computer and network equipment and systems to risks from malicious
activities. Within 15 days after a Vulnerability Test has revealed a security
risk that does not have an immediate remediation path, the Contractor will
provide DHHS Information Security with a report of the security issues that
were revealed and within 45 days of testing the Contractor will provide
DHHS Information Security with a remediation plan. DHHS will decide, in
consultation with the Contractor, which, if any, security issues revealed from
the vulnerability Test will be remediated by the Contractor. /—ds

pn
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8. Information and System Security Policies and Procedures

8.1.

8.2.

8.3.

8.4.

8.5.

Reserved.

Reserved.

Reserved.

Reserved.

Reserved.

8.5.1.

8.5.2.

Reserved.

Implement full security measures to ensure the security and
quality of all the elements in the NHSCR database through
procedures that shall include the following:

8.5.2.1. Ensure that equipment is protected from theft
and accidental or deliberate damage or misuse

8.5.2.2. Ensure that once computer programs and data
sets are completed and in routine use, they are
protected against tampering. Carefully control
access to and maintenance of computer
programs and NHSCR database.

8.5.2.3. Ensure that copies of original data submitted are
maintained and never altered.

8.5.2.4. Ensure that data are protected against
inadvertent or deliberate destruction,

modification, or dissemination.

8.5.2.5. Ensure procedures for backup, archiving, and
disaster recovery for computer programs and
NHSCR database.

8.5.2.6. Ensure that passwords are changed, access
denied and other security procedures are in
place to protect against ongoing access and
sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

8.6. The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additional cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted,
altered, tampered with, or improperly coded/processed any data sets during
the duration of the Contract.
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8.7. The Contractor shall immediately report to the NH DHHS Information
Security Officer of all errors or anomalies in the NHSCR data, which could
reasonably believe to suggest that security or integrity of the NHSCR, or its
data may be compromised. The results of any analysis shall be reported to
the NH DHHS Information Security Officer and, in addition, the steps it has
taken or intends to take to ensure security and integrity of the NHSCR and
its data.

8.8. Reserved.

8.9. Reserved.

9. Training and Education

9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and complete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities.

9.2. The Contractor shall provide technical assistance by phone or in person to
individual reporting facilities and providers during normal weekday business
hours; response time for telephone consultation shall be no longer than one
working day after request is received or for onsite consultation, no longer
than 10 working days.

9.3.^ The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities.

9.4. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster corripliance with reporting requirements as
developed by the DHHS. The meeting will be hosted either in person, or
remotely using Zoom or equivalent software, if PHI or other Confidential
Data (as defined in Exhibit K - DHHS Information Security Requirements)
will be shared a HIPAA compliant video conferencing solution must be used.

9.5. The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may include instruction on proper cancer
coding; use of edit sets; new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order
to increase its capacity for collecting and utilizing cancer-related data by
increasing staff knowledge.
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10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and
assure complete case ascertainment and high quality data from all reporting
sources in accordance with NH rules and regulations, NAACCR, and NPGR
standards.

10.2. The Contractor shall implement a QA/QC implementation plan (including
timeline) which at minimum includes the following activities and routine
operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities.

10.2.2. A routine schedule for edits and internal management reports.

10.2.3. A routine schedule for internal audits for QA/QC and data

security and provision of these reports to DHHS. The plan shall
include written procedures for the internal monitoring of quality
assurance procedures and written procedures /steps
implemented if quality control goals are not met.

10.2.4. Procedures for documenting edits/changes made to data during
processing.

10.2.5. Routine training, assessment and professional development of
the contractors' staff.

10.3. The Contractor shall perform case finding activities utilizing traditional and
non-traditional sources to assure timeliness and completeness of cancer
reporting.

10.4. By October 31st of each year, the Contractor shall obtain from each
reporting hospital a "diagnostic index" for case findings at all hospital
reporting facilities. A diagnostic index is defined as a detailed patient listing
of all discharges meeting certain definitions in medical records coding. The
Contractor shall encourage facilities to submit electronic diagnostic indices
and request that they monitor their own diagnostic indices each month.

10.5. By October 31st of each year, the Contractor shall complete Death
Clearance.

10.6. For each hospital, as resources allow, the key variables specified by
NAACCR and NPCR will be selected for visual editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified in total from these fields is greater than 2%, then the
NHSCR will continue to visually edit cases from that hospital and will work
with the hospital registrar to improve abstracting.

^7^
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10.7. The Contractor shall ensure that cleanliness of the database is, at a

minimum, in accordance with accepted NAACCR standards. A 2% error
rate threshold shall be the guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

11.1. The Contractor shall produce semi-annual timeliness and completeness
reports by hospital to monitor case reporting activities. The Contractor shall
supply aggregate timeliness and completeness reports to DHHS on a semi
annual basis, stating which hospitals are delinquent in their reporting and
the steps taken to improve reporting from delinquent hospitals.

11.2. Reserved.

11.3. The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1, 1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1, 1995 to date upon request.

11.7. Upon approval from the DHHS, the Contractor shall submit finalized
datasets to NAACCR and to.NPCR as specified by the NAACCR and NPCR
standards and Call for Data requirements. Submit copies of each of these
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states with which DHHS has a data exchange agreement, in accordance
with the terms of the exchange agreement. The data shall be submitted
using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with
seven (7) states and additional agreements may be executed by the DHHS
during the life of this contract and shall be accommodated by the contractor.

11.9. Upon approval of the DHHS, the Contractor shall provide selected health
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared by DHHS. DHHS will provide the
Contractor with specific instructions describing the variables authorized for
release, the years of data required, and any other information such as
database format.
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11.10. Upon approval from the DHHS, the Contractor shall provide data to the
Vermont Breast and Cervical Program for breast and cervical cancer cases
among Vermont residents diagnosed in New Hampshire in accordance with
the program's approved application for data release by DHHS.

11.11. Upon approval from the DHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program's approved application for data release by
DHHS.

11.12. Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
case data from the NH Mammography Network.

11.13. The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DHHS within 3 working
days of receipt of the request.

12. Other Programmatic Activity

12.1. The Contractor shall make available key personnel to meet with appropriate
DHHS personnel, as requested, to discuss policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

12.2. The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

12.3. The Contractor shall convene annually the New Hampshire State Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry and to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians).

12.4. The Contractor shall participate as an active member when needed in New
Hampshire Comprehensive Cancer Collaboration.

12.5. The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested in, regardless of
who receives the actual funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when
funding is received.
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12.6. The Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably
qualified staff is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated with these services may include:

12.6.1. Assist in the preparation of data and narrative for the annual
cancer report for New Hampshire.

12.6.2. Assist in the investigation of cancer clusters and response to
concerns about the occurrence of cancer clusters in New

Hampshire.

12.6.3. Assist with the preparation of manuscripts for publication and
develop preparatory materials for professional meetings based
on the DHHS needs.

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS
cancer registry section (i.e. Cancer cluster investigations).

12.6.5. Enter Into agreements with other organizations as needed for
processing data according to the NPGR standards, for example,
with the National Death Index to obtain death data, and with the

Veterans Administration (VA) to obtain VA cancer data.

13. Centers for Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets .as requested by DHHS for the
purposes of the New Hampshire's application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative
Agreement will be submitted for and all funding will be awarded
to the DHHS.

13.1.3. Identifying contractor contributions to the NHSCR effort, not
state general funds or federal funds that would be applied to a
direct or in-kind match that may be required for application for
the CDC cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants
management staff.
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13.1.5. Representing the NHSCR on the NPCR and NAACCR- task
force, users group and or committees to learn recent updates,
issues and share NH experiences with all other states and will
keep DHHS fully informed of all such activities.

13.1.6. Where appropriate, NHSCR will communicate directly with
NPCR and NAACCR on technical matters of cancer

surveillance, standards and submissions to NPCR and
NAACCR and will keep DHHS fully informed of all such
activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the terms of this contract and solicitation of

a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractor shall:

14.1.1. Provide the new vendor with a copy of the latest version of the
NHSCR database; the reporters' database; preregistration log;
and the original copies of all the backups of the database.

14.1.2. Write up procedures used to purge all NHSCR data from
vendor's hardware and send the procedures to DHHS
Information Security and the Program point-of-contact for
review and approval. After approval of the procedures by the
DHHS, purge all NHSCR data from the hardware of vendor.

14.1.3. Train up to four (4) people employed by the new vendor, by
means of a reasonable exchange of. information on
administration of the NHSCR database, including an overview
of reporters and data exchange processes with other states.
The training is anticipated to involve at least the vendor's
database manager and Quality Assurance supervisor for
approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and
pathology reports submitted by reporting facilities; electronic
diskettes; and all documentation of interaction with reporting
facilities.

14.1.5. Provide DHHS with a hard and electronic copy of the latest
version of the operation manual; system security and integrity
manual; and all other materials developed for the work process
of NHSCR during the contract process.

14.1.6. Close the web access for reporting facilities so that facilities can
no longer upload data of NHSCR data to the incumbent vendor.
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14.1.7. Prior executing the above actions, the Contractor shall work
with DHHS to develop a Data Migration Plan that adheres to
Exhibit K - Information Security Requirements.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performance indicators in Table
1 to measure the effectiveness of the agreement.

15.1.1. All date references in Table 1 shall be used for this contract

unless otherwise specifically noted in the main body of this
contract.

15.1.2. All time periods are calendar days and not business days
unless otherwise specifically noted in the main body of this
contract.

15.1.3. Annually, the Contractor shall develop and submit to the DHHS,
a corrective action plan (CAP) for any deliverable and/or
performance. The Contractor shall send a copy of the CAP to
the DHHS Information Security Officer if the CAP includes
information security or privacy deliverables and/or performance
actions.

Rest of page intentionally left blank
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Table 1

Description of Key Variables
Section

Number
Initial Term

Work Plan 2.1 30 days

Fullv Qualified Staff 2.2 30 days

Allow DHHS Participation 2.4 Ongoing

Case Reporting

3. 4.1-4.3,

4.14.4,
11.1

Ongoing

Create/Update operation manual 4.9 30 days & ongoing

IT infrastructure/Webserver 5.5-5.8 30 Days

Install Registry Software and prior data 5.9-5.10 30 days

Processes for laboratory and pathology reports 4-5 30 days

Reporters database 5.12 30 days

Registration log 5.13 30 days

Upgrade/Replace software 5.14 ongoing

DHHS data access 5.12- 5.13 30 days & as needed

Procedures for Consolidation of cases and reports 6.1 30 days

Run edit checks 6.3 Ongoing

Geocoding 6.4.2 Ongoing

System security and policies and procedures

9.1,9.2,
9.5

14-60 days

Responsibility for consultation/assessment 8.1-8.2 Ongoing

OA/OC Plan 10.2 30 Days

Case Finding and Diagnostic Indices 10.4 October 31 of each year

Death Clearance 10.5 October 31 of each year

Quarterly Facility Reports 11.1 Once in 4 months

Annual progress Report 11.3 August 15 of each year

Final Incidence dataset 11.5 January 30 of each year

Extract of Incidence dataset 11.6 Ongoing

NPCR AND NAACCR Annual Report 11.7 Yearly

Submit data to NPCR 11.7 November 30 of each year

Submit data to NAACCR
11.7 November 30 of each year

Interstate Data Exchange 11.8 Ongoing

Release of Data to researchers 11.9 Ongoing

Attend Meetings 12.2 Ongoing

CDC Cooperative Agreement Activities 13 Ongoing

Transition Activities 14 2 months

16. Specialized Services

16.1. The Contractor shall provide one (1) staff scientist to work jointly with the
New Hampshire State Cancer Registry staff to provide investigation and
research into environmental and genetic aspects of childhood cancer.

16.2. The Contractor shall collaborate with the Department to conduct a
systematic literature review on the many causes of childhood cancer which
shall include, but is not limited to:
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16.2.1. Most recent research published.

16.2.2. Unpublished early work presented at national and international
conferences.

16.3. The Contractor shall collaborate with the Department to write and publish;

16.3.1. A systematic review article describing the understanding of the
field.

16.3.2. Educational literature targeted to the public to explain what is
known about the causes of childhood cancer.

16.4. The Contractor shall conduct a detailed re-examination of the national data

as presented by Dr. David Siege) et al at
https://www.cdc.gov/mmwr/volumes/67/wr/mm6725a2.htm. The
Contractor specifically shall explore the following topics:

16.4.1. Analysis of race-specific rates, including those for
Massachusetts and Pennsylvania.

16.4.2. Hypothesis testing to demonstrate whether New Hampshire
rates significantly exceed those of neighboring states.

16.4.3. Hypothesis testing to demonstrate where the northeast region
stands in comparison to other regions.

16.4.4. Analyses of cancer subtypes including comparisons based on
race-specific data, to show if certain cancers are more
prominent in the Northeast, specifically NH, and to determine
any patterns of Cancer.

16.5. The Contractor shall provide surveillance for childhood Cancers by:

16.5.1. Providing a focus on data collection to complete cases.

16.5.2. Collaborating with Massachusetts Cancer Registry to include
obtaining data on children with cancer from New Hampshire
who receive treatment in Massachusetts.

16.6. The Contractor shall add one (1) additional part-time cancer registrar,
assigned to the scope of services in Section 16, to the State Cancer
Registry team located in Dartmouth, NH to improve surveillance for
childhood cancer, at a minimum of twenty (20) hours per week.

16.7. The Contractor shall conduct case-finding audits and receding audits to
optimize data for childhood cancer and provide a report that summarizes
the data quality and quantifies the improvement achieved through the audit
process.

16.8. The Contractor shall co-host one (1) academic conference in NH on the
etiology of childhood cancer. The Contractor shall:

—OS
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16.8.1. Invite National and International researchers and state public
health agencies to discuss current research and public health
issues.

16.8.2. Pay for travel and fees for selected experts for their
presentations with a focus on specific pediatric cancers of
concern, genetic syndromes, and environmental childhood
cancer epidemiology.

16.8.3. Include a more limited executive session by invitation to discuss
next steps.

16.8.4. Develop educational literature for the public based on
information and discussion at the conference and executive

session.

16.8.5. Measure baseline awareness of participants on at least two (2)
pediatric cancer topics prior to commencement of the academic
conference.

16.8.6. Provide conference evaluations to 100% of the participants.

16.9. The Contractor shall analyze and summarize, for a lay audience, radiation-
monitoring data from environmental samples taken around the Seabrook
Nuclear Power Station, at an estimated seventy-five (75)
Thermoluminescence Dosimetry TLD Sites, as collected by the
Department's Radiological Environmental Monitoring Program. The
objectives shall include, but are not limited to:

16.9.1. Providing the public with reliable radio analytical data regarding
the environmental impact of a nuclear facility.

16.9.2. Incorporating background radiation levels and radioactivity from
natural sources, as well as action levels for emergency
preparedness into the analysis reporting.

16.10. The Contractor shall develop educational materials, subject to Department
approval, based on the results of-the analyses of Seabrook data collection.

16.11. The Contractor shall work with the Department to create data visualizations
relating to radiation data and provide those to the Department.

16.12. The Contractor shall work with the Department to develop an outline of a
process that will allow for semi-automatic updating of both static and web-
based reports, and shall provide the outline to the Department by June 1,
2021.

16.13. The Contractor shall work in conjunction with the Department to produce
aggregate data and educational materials for the Department to release to
the public for the purpose of informing the public on facts and actual risks
of radiation concentrations across the state based on the data collected by
the Department's Radiological Environmental Monitoring Program.
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16.14. The Contractor shall develop a study protocol to gather information about
pediatric cancer survivors and their caregivers' experiences \A/ith cancer
treatment and post-cancer treatment activities which shall include, but is not
limited to:

16.14.1. Obtaining approval from an Institutional Review Board for the
study protocol and materials which shall include, but is not
limited to:

16.14.1.1. Consent forms.

16.14.1.2. Focus group prompts.

16.14.1.3. Survey questions.

16.14.2. Implementing the study to gather information from childhood
cancer survivors and their caregivers.

16.14.3. Analyzing the results of the information gathering activities
using appropriate qualitative and quantitative methods.

16.14.4. Developing a written report and other materials on the results
of the survivor study to share.

16.14.5. Providing non-identifiable data to the Department.

16.15. The Contractor will work with DHHS to develop a Data Sharing Plan (DSP)
to support the Radiation Monitoring Requirement in this contract.

17. Reporting

17.1. The Contractor shall maintain income and expenditure records that shall be
available to the Department, upon request.

17.2. The Contractor shall submit a draft work plan, for the scope of services
referenced in Section 16, to the Department for approval within thirty (30)
days of Governor and Executive Council approval which shall include, but
is not limited to:

17.2.1. A plan to meet each obligation of Amendment #3.

17.2.2. An estimated timeline.

17.3. The Contractor shall submit an updated work plan within sixty (60) days of
the contract amendment's effective date.

17.4. The Contractor shall submit quarterly reports within thirty (30) days at the
end of each quarter, for Department approval which shall include, but is not
limited to:

17.4.1. Brief narrative of work performed during the reporting period:

17.4.2. Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement;
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17.4.3. Documented achievements: and

17.4.4. Progress made toward meeting the performance measures.

17.5. The Contractor shall submit an annual evaluation report within thirty (30)
days of the completion of the contract period which shall include, but is not
limited to:

17.5.1. Brief narrative of work performed during the reporting period;

17.5.2. Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement;

17.5.3. . Documented achievements; and

17.5.4. Progress made toward meeting the performance measures.

18. Performance Measures

18.1. The Contractor shall ensure the following performance indicators are
annually achieved and monitored monthly to measure the effectiveness of
the agreement:

18.2. The Contractor shall have at least eighty (80) participants attend the
academic conference.

18.3. The Contractor shall increase baseline awareness among participants at
the academic conference about issues related to at least two pediatric
cancer topics.

18.4. The Contractor shall increase the knowledge of state legislators with regard
to the needs of childhood cancer survivors in NH by 50%.

18.5. Annually, the Contractor shall develop and submit to the DHHS, a corrective
action plan for any performance measure that was not achieved.

19. Specialized Services Deliverables

19.1. The Contractor shall deliver final summary reports to the Department in PDF
form that will be hosted on the Department's website, analytical code and
summary files, as well as data visualizations (using Tableau ArcGIS, and
R).

19.2. The Contractor shall deliver an interactive map, such as ArcGIS StoryMap,
or Interactive Dashboard using Tableau to align with current tools and
platforms used by the Department, from the summary and analyses of
environmental samples from Seabrook Nuclear Power Station.

19.3. The Contractor shall provide a report summarizing the data collected from
the Department's Radiological Environmental Monitoring Program.
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CANCER DATA REGISTRY TECHNICAL

REQUIREMENTS

CONTRACTOR

RESPONSE
CONTRACTOR COMMENTS

A GENERAL DATA SECURITY AND PRIVACY

A.I Reserved

A.2 Reserved

A.3 Reserved

A.4 Reserved

A.5 Reserved

A.6 Reserved

B APPLICA TION SECURITY REQUIREMENTS

B.1 Reserved

B.2 Reserved

B.3 Reserved

B.4 Reserved

B.5 Reserved

B.6 Reserved

B.7 Reserved

B.8 Reserved

B.9 Reserved

B.10 Reserved

B.11 Reserved

B.12 Reserved

B.13 Audit all attempted accesses that fall or
succeed identification, authentication, and
authorization requirements. Audit Logs shall be
retained for six (6) years.

Yes

B.14 The application shall log all activities to a
central server to prevent parties to application
transactions from denying that they have taken
place. The audit logs must be kept for six (6) .
years.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3, 2016, providing
additional details and specifics of
the logging functionality process, is
hereby incorporated by reference
as fully set forth herein.

The State and Contractor shall

negotiate a mutually agreeable
remediation plan within 180 days of
the effective date of the Contract.

The Contractor will describe

aspects of the infrastructure that are
not amenable to this logging and
discuss with the State within 180

days of the effective date of the
contract.

B.15 Reserved

B.16 Reserved

B.17 Reserved

B.18 Reserved .—ns

B.19 Reserved
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B.20 Reserved 1

C. HOSTING REQUIREMENTS I
0.1 Reserved 1
C.2 The Contractor will not be responsible for
network connection Issues, problems or cpndltlons
arising from or related to circumstances outside the
control of the Contractor, ex: bandwidth, network
outages and /or any other conditions arising on the
data submitters Internal network or, more|
generally, outside the Contractor's firewall or any
Issues that are the responsibility of the data
submitters Internet Service Provider. I

Yes

C.3 Reserved 1 .
C.4 The Contractor must monitor the application
and all servers. 1

Yes.

C.5 The Contractor shall manage the da
and services on all servers located at the

Contractor's facility.

:abases Yes

C.6 The Contractor shall Install and upd
server patches, updates, and other utilltie
30 days of release from the manufacturer
patches and vulnerability updates will be
soon as possible.

ite all

5 within

Security
ipplled as

Yes

C.7 The Contractor shall monitor Systerh,
security, and application loqs. 1

Yes

C.8 The Contractor shall manage the sharing of
data resources 1

Yes

C.9 The Contractor shall manage dally backups,
off-site data storage, and restore operations.

Yes

C.10 The Contractor shall monitor physical
hardware. !

Yes

C.11 The Contractor shall provide validation that
they have adequate disaster recovery procedures
in place.

Yes

C.12 The Contractor shall have documented

disaster recovery plans that address the recovery
of lost State data a's well as their own. Systems
shall be architected to meet the defined recovery
needs.

Yes

C.I3 The disaster recovery plan shall identify
appropriate methods for procuring additional
hardware In the event of a component failure. In
most Instances, systems shall offer a level of
redundancy so the loss of a drive or power supply
will not be sufficient to terminate services however,

these failed components will have to be replaced.

Yes

C.14 The Contractor shall adhere to a defined

and documented back-up schedule and procedure.

Yes

C. 15 Back-up copies of data are made for the
purpose of facilitating a restore of the data In the
event of data loss or System failure

Yes

OS
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0.16 Scheduled backups of all servers must be
completed weekly.

Yes

C. 17 The minimum acceptable frequency is
differential backup daily, and complete backup
weekly.

Yes

C.18 Back-up site is physically located -5 miles
from the Production data to avoid complete data
loss with the loss of a facility.

Yes

0.19 If State data Is personally identifiable, data
must be encrypted in the operation environment
and on back up tapes.

Yes

O.20 Data recovery - In the event that recovery
back to the last backup is not sufficient to recover
State Data, the Oontractor shall employ the use of
database logs in addition to backup media in the
restoration of the database{s) to afford a much
closer to real-time recovery. To do this, logs must
be moved off the volume containing the database
with a frequency to match the business needs.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3, 2016, providing
additional details and specifics of
the data recovery process, is
hereby incorporated by reference
as fully set forth herein.

The State and Contractor shall

negotiate a mutually agreeable
remediation plan within 160 days of
the effective date of the Contract.

D. HOSTING REQUIREMENTS - NETWORK

ARCHITECTURE

D.1 The Contractor must operate hosting Services
on a network offering adequate performance to
meet the business requirements for the State
application.

The Applicant, an academic
institution, is not In a position to
guarantee uptime. The registry
operations do not provide a public
service but deal with a small number

of (-26) regular cancer reporters.

D.2 The Contractor shall provide network
redundancy deemed adequate by the State by
assuring redundant connections provided by
multiple Internet Contractors, so that a failure of
one Internet connection will not interrupt access to
the State application

D.3 The Contractor's network architecture must

include redundancy of routers and switches in the
Data Center

D.4 Reserved

E. HOSTING REQUIREMENTS - SECURITY

E.I Reserved

E.2 Reserved

E.3 Reserved

E.4 Reserved

E.5 Reserved

E.6 Reserved

E.7 Reserved

Trustees of Dartmouth College

RFP-2017-DPHS-03-CANCE-01-A03

Exhibit A-1, Amendment #3

Page 3 of 4

Contractor initials

11/2/2020
Date



DocuSign Envelope ID: 69D93EA6-1C26-4E66-AED9-D93DDE84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A-1, Amendment #3

Additional Cancer Data Registry Technical Requirements

f HOSTING REQUIREMENTS - SERVICE

LEVEL AGREEMENT

F.I The DHHS and Health Facilities shall have

unlimited access, via phone or Email, to the
Contractor's Help Desk technical support staff
between the hours of 8:00am to 4:30pm- Monday
thru Friday EST.

Yes

F.2 The Contractor's Help Desk telephone or e-
mail response time for technical support shall be
no more than twenty-four (24) hours.

Yes NHSCR is prepared to respond
during normal business hours, 8:00
AM to 4:30 PM, Monday through
Friday EST. This has worked well
with our reporters.

F.3 Reserved.

G ADDITIONAL QUESTIONS

G.I The Contractor shall provide a written
description of the Registry Plus Suite options used
byNHSCR.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3. 2016, providing
additional details and specifics of
the Registry Plus Suite, is hereby
incorporated by reference as fully
set forth herein.

G.2 Reserved.

G.3 Reserved.

G.4 Reserved.
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, "Breach"
shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g. contractor, contractor's employee,
business associate, subcontractor) working on behalf of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or sof^vare characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,
all of which may have the potential to put the data at risk of unauthorized accega^yse,

pn
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disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information

except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a request
for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to

— 03
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the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is enervated and being sent to and being received by email addresses of
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
-OS
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access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to. destroy the data and any
derivative under its control in whatever form it may exist, unless, othenArise required by law or
permitted under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees Confidential Data will only be stored and transmitted within
the boundaries of the United States unless prior express written consent is obtained
from the DHHS Information Security Officer_and it will not outsource functions,
including but not limited to IT support or administrative services, relating to the State
of New Hampshire or NH DHHS offshore or outside the boundaries of the" United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud sen/ice or cloud storage capabilities, and includes backup
data, video conferencing and Disaster Recovery locations.

2. The Contractor agrees Confidential Data will not be stored on personal devices.

3. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

4. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential infohnation.

5. The Contractor agrees to retain all electronic and hard copies of Confidential Data in
a secure location and identified in section IV. A.2

6. The Contractor agrees Confidential Data stored in a Cloud must be in a FedRAMP,
HITECH or government compliant solution appropriate for the type of data stored
and/or processed or transmitted, and comply with all applicable statutes and
regulations regarding the privacy and security, including all requirements contained
within this Exhibit. All Contractor or End User controlled servers and devices must

follow the hardening standards as outlined in NIST 800-123
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(https://nvlDubs.nist.QOv/nistDubs/leaacv/sD/nistSDecialpublicatiQn800-123.Ddfl. As

well as current updated and maintained anti-malware utilities (e.g. anti-viral, anti-
hacker, anti-spam, anti-spyware). The environment, as a whole, must have intrusion-
detection services and intrusion protection services, as well as, firewall protection.
The Contractor must hold the key to the cloud solution.

7. The Contractor agrees to and ensures its complete cooperation with the NH DolT
Chief Information Security Officer when a hosting infrastructure security risk
vulnerability is detected and said vulnerability does not have an immediate
remediation path.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination: and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will Include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless othenArise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as micro cross-shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department c^nfig^ntial
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information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can Impact State of NH systems and/or Department
confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maihtain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Departrhent determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
— OS

pn
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make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response and recovery from the breach,
subject to the limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
C-1 of the contract, including but not limited to; credit monitoring services, mailing costs
and costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govern protections for individually identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements set forth in
the principles of NIST 800-53 and established by the State of New Hampshire,
Department of Information Technology. Refer to Vendor Resources/Procurement at
https://www.nh.gov/doit/vendor/index.htm for the Department of Information
Technology policies, guidelines, standards, and procurement information relating to
vendors. The Contractor shall also maintain the security of the system environment in
accordance with the requirements of the Cancer Data Registry Technical
Requirements.

14. Contractor agrees to maintain a documented breach notification and incident response
process.

15. Contractor must restrict access to the Confidential Data obtained under this Contract

to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if enervated and being sent
to and being received by email addresses of persons authorized to receiv^such
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information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed

using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

A. The Contractor must notify NHDHHS Information Security via the email address
provided in this Exhibit, of any Incidents or Breaches immediately after the Contractor
has determined that the aforementioned has occurred and that Confidential Data may

-  have been exposed or compromised.

1. Parties acknowledge and agree that unless notice to the contrary Is provided by
Department in its sole discretion to Contractor, this Section V.1 constitutes notice by
Contractor to Department of the ongoing existence and occurrence or attempts of
Unsuccessful Security Incidents for which no additional notice to Department shall
be required. "Unsuccessful Securitv Incidents" means, without limitation, pings and
other broadcast attacks on Contractor's firewalls, port scans, unsuccessful log-on
attempts, denial of service attacks, and any combination of the above, so long as no
such incident results in unauthorized access, use or disclosure of PHI.

B. Comply with all applicable state and federal suspected or known Confidential Data loss
obligations and procedures. Per the terms of this Exhibit the Contractors and End User's
security incident and breach response procedures must also address how the Contractor
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will:

1. Identify incidents;

2. Determine if Confidential Data is involved in incidents;

3. Report suspected or confirmed incidents to the Department as required in this Exhibit.
The Department will provide the Contractor with a NH DHHS Security Contractor
Incident Risk Assessment Report for completion.

4. Within 24-hrs of initial notification to the Department, complete the NH DHHS Security
Contractor Incident Risk Assessment Report and email it to the Department's
Information Security Office at the email address provided herein;

5. Identify and convene a core response group to determine the risk level of incidents
and determine risk-based responses to incidents and mitigation measures, prepare to
include the Department in the incident response calls throughout the incident
response investigation;

6. Identify incident/breach notification method and timing;

7. Within one business week of the conclusion of the Incident/Breach response
investigation a final written Incident Response Report and Mitigation Plan is submitted
to the Department's Information Security Office at the email address provided herein;

8. Address and report incidents and/or Breaches that implicate personal information (PI)
to the Department in accordance with NH RSA 359-C:20 and this Agreement:

9. Address and report incidents and/or Breaches per the HIPAA Breach Notification Rule,
and the Federal Trade Commission's Health Breach Notification Rule 16 CFR Part

318 and this Agreement.

0. All legal notifications required as a result of a breach of information, or potential breach,
collected pursuant to this Contract shall be coordinated with the State. The Contractor shall
ensure that any subcontractors used by the Contractor shall similarly notify the State of a
Breach, or potential Breach immediately upon discovery, shall make a full disclosure,
including providing the State with all available information, and shall cooperate fully with
the State, as defined above.

PERSONS TO CONTACT

A. DHHS Information Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

VI.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

JcfTrey A. Meyers 29 HAZEN DRIVE. CONCORD. NH 03301
Commissioner 603-27M5bl ' 1*300452.3345 Ext. 4501

Fix: 603*271*4827 TDD Access: 1*300*735*2964

Lisi M. Morris www.dhhs.nh.gov
Director

April 19, 2019

His Excellency, Governor Christopher T. Sununu
.  and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
enter into a retroactive, sole source amendment to an existing agreement with Trustees of
Dartmouth College. Vendor# 177157-60.13, 11 Rope Ferry Road,6210, Box 186, Hanover, NH 03755,
to operate a cancer registry system, by increasing the price limitation by $1,642,306 from $2,523,240
to $4,165,546 and by extending the completion date from June 30, 2020 to June 30, 2022, retroactive
to April 1, 2019 effective upon Governor and Executive Council approval. 82% Federal Funds and
18% General Funds.

This agreement was originally approved by the Governor and Executive Council on November
18, 2016 (Item #21 Vote 5-0) and amended as approved by the Governor and Executive Council on
June 6, 2018 (Item #13 Vote 5-0).

Funds are available in State Fiscal Year (SFY) 2019 and are anticipated to be available in SFYs
2020, 2021, and 2022, upon the availability and continued appropriation of funds in the future operating
budgets, with authority to adjust encumbrances between State Fiscal Years through the Budget
Office.

See Attached Fiscal Details

EXPLANATION '

This request is retroactive because the Department received approval from the Centers for
Disease Control and Prevention (CDC) to amend this contract with federal grant funds in February of
2019. The amendment is to combine data on cancer diagnoses with initial treatment data and will
require use of a data entry clerk who will bill at an hourly rate for data entry. In order to complete data
entry, it was critical to begin this work as early as possible in SFY 2019. Initial treatment data includes
information about whether an individual had surgery, radiation therapy, chemotherapy, hormone, or
immunotherapy which can be used for research on these interventions.

This request Is sole source because there are no renewal options left in the original contract
and the Department wishes to ensure continuation of work with the Trustees of Dartmouth College
under the CDC grant that started in June 30, 2017 and ends June 30, 2022, which is the end of the
grant project period.

The Department seeks to expand upon the work'that has taken place for the last several years
to ensure data quality and completeness through participation in the CDC Data Quality Evaluation
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(DQE). This amendment will also ensure the continued operation of an incidence-based statewide
cancer registry system as required by RSA 141-B.

The primary purpose of the New Hampshire State Cancer Registry is to identify all reportable
cases of cancer in New Hampshire in order to provide information on the overall number, types, and
changing patterns of cancer among residents of the state. New Hampshire RSA 141-B obligates the
Department to collect information regarding the majority forms of cancers diagnosed in New
Hampshire. The Contractor will continue conducting data collection, data processing, quality
assurance and database management activities for the collection of cancer information for the New
Hampshire State Cancer Registry in accordance with the Department guidelines and standards
established by the National Program of Cancer Registries and the North American Association of
Central Cancer Registries.

The cancer registry is one of the public health topis used to monitor and investigate trends in
cancer diagnoses and treatment in every state in the U.S. The cancer registry through this contract
generates critical data for public health investigations, fdr public health prevention programs, and for
academic researchers who work to identify causes of cancer, and prevention and treatment strategies.
This amendment will allow the Contractor to continue to capture essential data on people who are
newly diagnosed with.cancer.

The following performance objectives will be used to measure the effectiveness of the
agreement:

•  For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 3Q4.2.

•  The database shall be, at a minimum, In accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of Cancer
Registry standards.

•  The data collected is 95% complete within twelve (12) months of date of diagnosis for cases
seen In any New Hampshire hospital.

•  The data collected is 90% complete within fifteen (15) months of the date of diagnosis for all
cases among New Hampshire residents, regardless of where they received the cancer care.

•  The data collected is 95% complete within twenty-four (24) months of date of diagnosis for all
cases among New,Hampshire residents, with cases identified from death certificate review and
follow-up, from physician practices, from non-hospital facilities, and from out-of-state sources.

The Contractor follows the standards required for the National Program of Cancer Registries
(NPCR) National Data Quality and Completeness Program and US Cancer Statistics Publication
Standard. The Trustees of Dartmouth College has achieved status as a National Program of Cancer
Registries Registry of Excellence, and is the recipient of their eleventh consecutive gold standard
certification by the North American Association of Central Cancer Registries.

Approximately 1.3 million individuals will be served from April 1, 2019 through June 30, 2022 -
through cancer-related programming that is informed using data from the NH State Cancer Registry.

Should the Governor and Executive Council not authorize this request, the Department may be
unable to support a high quality cancer registry and will lose the ability to monitor cancer trends;
respond to community concerns related to cancer clusters; inform and educate communities about
cancer risk; develop policies and plans that address cancer risk in the community; evaluate the
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effectiveness, accessibility, and quality of cancer prevention; and control strategies and provide data to
researchers to understand the causes and treatments for cancer.

Area served: Statewide

Source of Funds: 82% Federal Funds, Catalog of Federal and Dbmestic Assistance (CFDA)
#93.898, United States Department of Health and Human Services, Centers for Disease Control and
Prevention, New Hampshire Breast & Cervical Cancer, Comprehensive Cancer & Cancer Registry,
Federal Award Identification Number (FAIN) # NU58DP006298 and Catalog of Federal and Domestic
Assistance (CFDA) #93.991, United States Department of Health and Human Services, Centers for
Disease Control and Prevention, Preventive Health and Health Services Block Grant, Federal Award
Identification Number (FAIN) # NB010T009205; and 18% General Funds.

In the event that Federal Funds become ho longer available, additional General Funds will not
be requested to support this program.

Respectfully submitted.

Jeffrey A. Meyers
Commissioner

The Deparlntenl of Health and.Huntan Services' Mission is to join communities and families
in providing opportunities for cUisens to achieve health and independence.
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Commissioner

Lisi M. Morris

Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

29 HA2EN DRIVE, CONCORD, NH 03301
603-27MS0I {^•852-334S Eit.4501

Fbk; 603-271^27 TDD Access: I-800-735-2964

www.dhhs.nh.gov

Fiscal Details

05-95-90-900510^6660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

' Budget

SPY 2017 102-500731 Contracts for Prog Svc 90080080 $251,736 $0 $251,736

Sub Total $251,736' $0 $251,736

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
00% Genera Funds

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SFY 2017 601-500931 State Fund Match 90056005 $100,045 $0 $100,045

Sub Total $100,045 $0 $100,045

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN ,
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)

Amount

Revised

-Modified

Budget

SFY 2017 102-500731 Contracts for Prog Svc 90080080 $173,000 $0 $173,000

Sub Total $173,000 $0 $173,000



05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY

00% Federal Funds CDC NH Breast & Cervical Cancer. Comp. Cancer & Cancer Registry Pro^ rams

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

1 Modified*.
Budget

SPY 2018 102-500731 Contracts for Prog Svc 90080080 $446,542 $0 $446,542

SPY 2019 102-500731 Contracts for Prog Svc
V

90080080 $435,217 $0 $435,217

SPY 2020 102-500731 Contracts for Prog Svc 90080080 $446,542 $97,000 $543,542

SFY 2021 102-500731 Contracts for Prog Svc 90080080 SO $543,542 $543,542

SPY 2022 102-500731 Contracts for Prog Svc 90080080 $0 $543,542 $543,542

Sub Total $1,328,301 $1,184,084 $2,512,385

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND 1

SVS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMP
SERVICES, CANCER REGISTRY100% General Funds

UMAN

/lUNITY

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SPY 2018 601-500931 State Fund Match 90056005 $150,000 $0 $150,000

SPY 2019 601-500931 State Fund Match 90056005 $150,000 . $0 $150,000

SFY 2020 601-500931 State Fund Match 90056005 $150,000 SO $150,000

SFY 2021 601-500931 State Fund Match 90056005 $0 $150,000 $150,000

SPY 2022 601-500931 State Fund Match 90056005 $0 $150,000 $150,000

Sub Total $450,000 $300,000 $750,000

Page 2 of 3



05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBUC HEALTH SYSTEMS, POLICY &
PERFORMANCE, PREVENTIVE HEALTH BLOCK GRANT
00% Federa Funds CDC Preventative Health and Health Service Block Grant (PHHSBG)

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Arnount

Revised

Modified

Budget

SFY 2018 102-500731 Contracts for Prog Svc 90001037 $69,611 $0 $69,611

SPY 2019 102-500731 Contracts for Prog Svc 90001037 $69,611 $0 $69,611

SFY 2020 102-500731 Contracts for Prog Svc 90001037 $69,611 $0 $69,611

SFY 2021 102-500731 Contracts for Prog Svc 90001037 $0 $69,611 $69,611

SPY 2022 102-500731 Contracts for Prog Svc 90001037 $0 $69,611 $69,611

Sub Total $208,633 $139,222 $348,055

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER
00% Federa Funds CDC NH Breast & Cervical Cancer. Comp. Cancer & Cancer Reaistrv Proqrams

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SFY 2019 102-500731 Contracts for Prog Svc 90080080 $11,325 $19,000 $30,325

Sub Total $11,325 $19,000 $30,325

TOTAL: $2,523,240 $1,642,306 $4,165,546
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord. NH 03301

Fax: 603-271-1516 TOD Access; 1-800-735-2964
www.nh.gov/doit

Denis Gouiet

Commissioner

April 26, 2018

Jeffrey A. Meyers, Commissioner
Dcpartmeni of Health and Human Services
State of New Hampshire
129 Pleasant Street ''
Concord, NH 03301-3857

Dear Commissioner Meyers:

\

This letter represents formal notification that the Department oflnformation Technology (DolT)
has approved your agency's request to enter into a retroactive, sole source contract amendment with
Trustees of Dartmouth College (Vendor #177157-8013), as described below andTcfcrcnced as DoITNo.
2016-081B.

This is a retroactive, sole source contract amendment with the Trustees of Dartmouth
College to continue to operate an incidence-based statewide cancer registry system in
New Hampshire as required by RSA 141-B and for the use of a data entry clerk to
combine data on cancer diagnosis with initial treatment data.

This amendment will increase the contract price by SI,642,306 from $2,523,240 to
$4,165,546 and extend the contract end date from June 30, 2020 to June 30, 2022 j

■ retroactive to April 1,2019 effective upon Governor and Executive Council approval. \

A copy ofthis letter should accompany the Department ofHeallh and Human Services* j
submission to the Governor and Executive Council for approval. I

Sincerely

Denis Gouiet

DG/ik/ck

DoITNo. 2016-08IB

cc: Bruce Smith

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Services

Amendment to the

Cancer Registry Operations Contract

This 2"^ Amendment to the Cancer Registry Operations contract (hereinafter referred to as "Amendment
#2") dated this 13*^ day of December, 2018, is by and between the State of New Hampshire, Department
of Health and Human Services (hereinafter referred to as the "State" or "Department") and Trustees of
Dartmouth College, (hereinafter referred to as "the Contractor"), a corporation with a place of business at
11 Rope Ferry Road #6210, Hanover, NH 03755.

'WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 16, 2016, Item #21, as amended on June 6,2018, Item #T3, the Contractor agreed to perform
certain services based upon the terms and conditions specified In the Contract as amended and in
consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the coritract; and

WHEREAS, pursuant to Form P*37. General Provisions, Paragraph 18, the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Governor and Executive Council; and

WHER^S, the parties agree to Increase the price limitation and modify the scope of services to support
continued delivery of these sen/ices; and

NOW THEREFORE, in considerationof the foregoing and the mutuai covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows;

1. Form P-37 General Provisions, Block 1.7. Completion Date, to read:

June 30, 2022.

2. Form P-37. General Provisions, Block 1.8, Price Limitation, to read:

$4,165,546.

3. Form P-37, General .Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Nathan White, Director.

4. Form P-37. General Provisions, Block 1.10, State Agency Telephone Numljer, to read:

603-271-9631.

5. Delete Exhibit A. Scope of Services In its-entirety and replace with Exhibit A, Amendment #2.

6. Deiete.Exhibit B - Amendment #1, Method and Conditions Precedent to Payment. Section 2 and
replace with the following:

2. This Agreement is funded with general funds and federal funds as follows: 73% Federal Funds
from US Centers for Disease Control & Prevention, NH Comprehensive Cancer Control
Program & Cancer Registry Programs. CFDA #93.898, Federal Award Identification Numtjer
(FAIN)#NU58DP006298, and 9% Federal Funds from Centers for Disease Control and
Prevention, Preventative Health and Health Sen/ices Block Grant. CFDA #93.991, FAIN#

NB010T009205 and 18% General Funds.

Trustees of Dartmouth Cotteoei Amendment tf2'
RFP.20U-OPHS-03-CANCe Pa9e1ol4



New Hampshire Department of Health and Human Services
Cancer Registry Operations

7. Delete Exhibit B-4. Amendment #1, and replace with Exhibit B-4, Amendment #2.

8. Delete Exhibit B-5, Amendment #1. and replace with Exhibit B-5, Amendment #2.

9. Add Exhibit B-6, Amendment #2.

10. Add Exhibit B-7, Amendment #2. .

11. Add Exhibit K. DHHS Information Security Requirements.

The rest of this page left intentionally blank. '

TnjstMS of Oftitmouth Colloge Amendment U2
RFP-2017-DPHS-03^ANC6 ' Page 2 of 4



New Hempshire Department of Health and Human Services
Cancer Registry Operations

This amendment shall be effective upon tfie date of Governor and ExecuUve Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date N^htten below,

State of New Hampshire
Department of Health and Human Services

Date

te

Trustees of Dartmouth College

iLlhlf
Jill M. Mortsdi, Director

^Office of Sponsored Projects

Acknowledgement of Contractor's signature:

State of tfcrv^p?litr<f.Countv o'f on H 1(^1 . t>efore the undersigned officer,
personally appeared the person identified dirlktly above, or satisfadtohly proven to be the person whose name Is
signed above, and acknowedged that s/he executed this document in the capacity indicated above.

(]
Signature of Notary Public or Justice of the Peace

' HEATHER A. ARNOU), Notary Pubno
My Commbslon Expires August 24, 2021.

Name artdTrtie of Notary or Justice of the Peace

My Gbrnmissipn Expire's:

"1 ^

,  ■ ■ -J

•j

Trustees of Dartmouth College Amendment 02
RFP-201 7-ophs-ok:ance Page 3 of 4



New Hampshire Department of Health and Human Services
Cancer Registry Operations

The preceding Amendment, having been reviewed by this office, is approved as to form.-substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

Date T.
Ttle: St,

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of the Stale
of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Dale Name:

Title:

Trustees of Dartmouth College
RFP.2017-OPHS-03-CANCE

Amertdtiient 92
Page 4 of 4



Now Hampshire Department of Health and Human Services
Cancer Registry Operations ^

Exhibit A - Amendment #2

Scope of Services

1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therevylth.

1.2. All service's to be performed under this contract shall be In accordance with
New Hampshire Department of Health and Human Services (DHHS), New-
Hampshire law RSA 141-B, New Hampshire Administrative rules He-P 304,
United States Public Law 102-515, and Centers for Disease Control and
Prevention (CDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1. The Contractor shall present for discussion and proposed modifications, a
Work Plan, due within 30 days of the coritract effective date. The tirrieline
and work plan shall meet all due dates for deliverables noted in the
Deliverables and Key Performance Indicators set forth in Section 14 of this
document.

2.2. The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract within 30 days of
the contract effective date.

2.3. The Contractor shall maintain the NHSCR database from a physical location
within a seventy-five (76) mile radius of the DHHS, located in Concord. The
rationale for this requirement is that the DHHS provides technical and
administrative oversight of the NHSCR operations, which includes on-site
visits to the NHSCR contractor. In addition, appropriate contractor

' personnel are required to attend regular meetings with DHHS staff as well
as other meetings as necessary.

2.4. The Contractor shall allow full participation of the DHHS in the ongoing,
onslte operations of contract activities including interacting directly with
coritractor staff, viewing abstract processing, participating in customizing

,  registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor shall provide DHHS with technical assistance and expertise
on matters within the scope of yvprk of the' contract.

Trustees of Dartmouth College Exhibit A - Amendment S2 Contractor Initials ̂  , j ^
RFP-2017-DPHS-03-CANCE-01 Page 1 of 18 Date,



Now Hampshire Departmont of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #2

3. Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,

httD://www.aencourt.state.nh.us/rule^state aqencies/he-pSOO.html.

3.2. The Contractor shall collect information and maintain an electronic

database of all incident cancer cases occurring among the New Hampshire
population according to the Administrative Rules.

'  3.3. The Contractor shall facilitate and encourage submission of reports for each
incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 14l7B:7

(http://www.qencourt.state.nh.us/rsa/html/Xyi41-B/141-B-mrQ.htmT all the
data variables listed in administrative rule He-P 304.02 by "health facilities"
within an expected time frame as listed in Administrative Rule He-P
304.01(e) " and He-P .304.01(1)
(http://www.aencourt.state.nh.us/rules/state aaencies/he-pOOO.htmlT

Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. ("Health Facilities" shall be defined according
to the Administrative Rules.)

3.4. The Contractor shall inform DHHS of facilities that remain out of compliance
with reporting requirements despite Contractor notification in the following
situations:

3.4.1. Denial or lack of access to pathology reports or medical records;

3.4.2. Lack of submission of reports within one month or expected date; and

3.4.3. Lack of response to letter or other formal inquiry within one month.

3.5. . The Contractor shall adhere to Timetable of Data Deliverables:

3.5.1. The NHSCR data shall meet the following five (5) data quality criteria
[National Data Quality Standard (formally known as the 24-Month
Standard)]:

3:5.1.1. DMa are ninety-five percent (95%) complete based on
observed-to-expected cases as computed by CDC.

3.5.1.2. There are three percent (3%) or fewer death-certificate-only
cases.

3.5.1.3. There is a one (1) per one thousand (1,000), or fewer,

Tnjstees of Dartmouth College Exhibit A-Amendment/US Contractor Initials

RFP-2017-OPHS.03-CANCE^1 Page 2 of 18 Dale



New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #2

unresolved duplicate rate.

3.5.1.4. The maximum percent missing for critical data elements are:

3.5.1.4.1. Two percent (2%) age.

3.5.1.4.2. Two percent (2%) sex.

3.5.1.4.3. Three percent (3%) race.

3.5.1.4.4. Two percent (2%) county.

3.5.1.5. Ninety-nine percent (99%) pass a CDC-prescribed set of
standard edits.

3.5.2. The NHSCR data shall meet the following data quality criteria
[Advanced National Data Quality Standards (formally known as the 12-
Month Standard)):

3.5.2.1. Data are ninety percent (90%) complete based on obsen/ed-
to-expected cases as computed by CDC.

3.5.2.2. There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3.5.2.3. The maximum percent missing for critical data elements are:

3.5.2.3.1. Three percent (3%) age.

3.5.2.3.2. Three percent (3%) sex.

3.5.2.3.3. Five percent (5%) race.

3.5.2.3.4. Three percent (3%) county.

3.5.2.4. Ninety-seven percent (97%) pass a CDC-prescribed set of
standard edits.

4. Case Ascertainment Activities

4.1. The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2. The Contractor shall establish and implement case reporting from any new
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4. The Contractor shall increase cancer surveillance activities by, merging
treatment data for high incidence NH cases where treatment occurred in
another state by adding it to the NHSCR data to be used for research or
public health activities that examine the appropriateness of cancer
treatments.

4.5. The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology

Trustees of Oartmoulh College Exhibit A - Amendment #2 Contractor Initials
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New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #2

laboratories.

4.6. The Contractor shall perform death cleararice at least annually. Death
clearance should be performed by matching records In the NHSCR with
New Hampshire mortality data provided by the OHMS and with National
Death Index., to determine the level of the NHSCR's record completeness
for in-state and out-of-state deaths to New Hampshire residents where
cancer is Identified as a cause of death.

4.7. For in-state deaths, the Contractor shall make a determination as to the
cause of and approphate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of Individuals in NHSCR database,
the contractor shall electronically update the Vital Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
reports, rapid reports, and non-reportable data sources using data linkage
processes to ensure maximum case ascertainment.

4.9. The Contractor shall create or update the NHSCR operations manual within
30 days of the contract effective date. This manual on NHSCR procedures
is for potential distribution to all reporting health providers and health
facilities. The manual will provide documentation of the objectives,
implementation and operation of the registry. All the contractor staff of the
Cancer Registry Operations and DHHS shall be provided with a copy of the
manual. This manual shall contain, at a minimum;

4.9.1. Most current reporting laws/regulations;

4.9.2. List of repprtable diagnoses;

4.9.3. List of required data items.

4.9.4. Procedures for data processing operations including:

4.9.4.1. Procedures for monitoring timeliness of reporting;

4.9.4.2. Procedures for receipt of data;

4.9.4.3. Proceduresfordatabasemanagementincludingadescription
of the Registry Operating System (software);

4.9.4.4. Procedures for conducting death certificate clearance;

4.9.4.5. Procedures for implementing and maintaining the quality
assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting facilities on quality
issues. These procedures include rules for identifying

Taiste&sof Dartmouth College Exhibit A-Amendment #2 Contractor Initials
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New Hampshire Department of Health and Human Services
Cancer Registry Operations . .

Exhibit A - Amendment #2

when action or further Investigation is needed;

4.9.4.5.2. Conducting record consolidation;

4.9.4.5.3. Maintaining detailed documentation of all quality
assurance operations;

4.9.4.5.4. Procedures for education and training.

4.9:5. Procedures for conducting data exchange including a list of states with
which case-sharing agreements are In place;

4.9.6. Procedures for conducting data linkages.

4.9.7. Procedures insuring confidentiality and data security including disaster
planning;

4.9.8. procedures for data release including access to and disclosure of
information; and

4.9.9. Procedures for maintaining and updating the operational manual.

4.10. The Contractor shall revise the NHSCR operations manual when any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.

4.11. The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms,
reporting requirement document, and Webplus user guides, within 30 days
of the contract effective date.

4.12. The Contractor shall determine needed updates in consultation with the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access. .

4.13. Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the cornpleteness of case reporting and
accuracy for completion.

4.14. The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to;

4.14.1. Preparing for the DQE and responding to Its findings with procedural
changes;

4.14.2. Conducting receding, audits focusing ori the new North American

Trustees of Dartmouth College Exhibit A - Amendment U2 Contractor Initials
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Now Hampshire Dopartment of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #2

Association of Central Cancer Registries (NAACCR) 18 variables;

4.14.3. Completing unfinished merging of treatment data from out-of-state
sources to improve data quality;

4.14.4. Obtaining data and reports, and providing feedback related to the DOE
including, but not limited to;

4.14.4.1. De-Identifying any data that needs to be sent to the auditor;

4.14.4.2. Transmitting the data;

4.14.4.3. Responding to questions on the data and any additional
requests from the auditor;

4.14.4.4. Reviewing the preliminary DQE report and providing
feedback;

4.14.4.5. Participating in the final DQE feedback meeting; and

4.14.4.6. Utilizing DQE feedback to amend procedures to optimize data
quality.

4.15. ^ The Contractor shall Implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

4.15.1. Reviewng and accepting the VPR template and proposed procedures
for the central data release application form;

4.15.2. Amending NH's data release procedures so that the Department (NH
DHHS) participates in the central approval process; '

4.15.3. Comparing the documents used by NH and those proposed by
NAACCR as the coordinating body for the VPR Cancer Linkage
System;

4.15.4. Collaborating with the New Hampshire DHHS legal department to
approve the common process.

5. Information Technology Activities

5.1. The Contractor shall establish operations within 30 days of the contract start
date. This shall include, but not be limited to system set-up, testing, and
deployment, as well as business operations to support the State's
requirements defined in Exhibit A-1, Additional Cancer Data Registry
Technical Requirements.

5.2. Within 30 days of the contract start date, the Contractor shall provide and
set up necessary computer hardware, Including servers and computers for
the NHSCR contractor staff, necessary to maintain the NHSCR database.
All hardware and software shall be compatible with NPCR requirements.

5.3. Within 30 days of the contract start date, the Contractor shall provide

Trustees of Dartmouth Colleae Exhibit A - Amendment #2 Contractor Initials (\i i

,RFP.2017-DPHS-03-CANCE-01 Page 6 of 18 Date



New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #2

connectivity for all reporting facilities to transmit data to the NHCSR.

5.4. The Contractor shall maintain secure web access to the NHSCR seven

^  days per week for Web Plus on-line data entry and data file uploading.

5.5. Within 30 days of the contract start date, the Contractor shall install and
utilize the current automated data management system, consistent with
national standards and populated with NHSCR data. (DHHS maintains the
discretion to utilize any kind of data'management system. There shall be no
modifications or upgrades to the software without the approval of the
DHHS.)

5.6. The Contractor shall train staff in operation of software systems.

5.7. The Contractor shall update all the components of the software, as required
and shall participate in the relevant CDC software users group.

5.8. Within 30 days of the contract execution, the Contractor shall discuss with .
DHHS the feasibility of implementing a WebPlus User's Agreement, the
language of such an agreement, and the protocol for phasing it into use.
Implement protocol specified by.the program team during a mutually agreed
timeframe to restrict reporting via Web Plus data entry or file upload to those
reporters who have submitted signed agreements to become Web Plus
users.

5.9. Within 30 days of the contract start date, the Contractor shall develop and
implement procedures for the electronic submission and processing of

.  laboratory pathology and cytology reports utilizing NAACCR standards.

5.10. Within 30 days of the contract start date, the Contractor shall maintain a
computerized log of facilities and personnel who report data to NHSCR (in
excel or access or any other system) which includes at minimum; facility ID,
name and demographic information; names and contact information of
personnel (reporters and supervisors), and log of prior facility contacts.

5.11; " Withiri 30 days of the contract start date, the Contractor shall obtain frorh
the prior NHSCR reports of technical assistance between NHSCR and
reporters. Maintain these files or modify or upgrade them with approval of
the DHHS.

5.12. Within 30 days of the contract start' date, the Contractor shall maintain a
computerized log of all abstracts received from each reporting facility that
includes facility ID. number of abstracts received, date received, format of
data received and NAACCR version if electronic submission.

5.13. Within 30 days of the contract start date, the Contractor shall obtain from
the prior NHSCR vendor copies of hard copy logs and electronic logs of
abstracts submitted to NHSCR and shall maintain these files or modify or
upgrade them with the approval of DHHS. The DHHS will provide

Trustees of Dartmouth College Exhibit A-Amendment #2 Contractor Initials
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Cancer Registry Operations
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necessary contact information and facilitate ttiis transfer.

5.14. The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by DHHS, NPGR or NAACCR
standards. Make further upgrade(s) or replacements(s) during the life of this
contract, at an additional negotiated price, if so requested by DHHS and
subject to all necessary state approvals.

5.15. . Within 30 days of the contract start date, the Contractor shall provide means
for DHHS staff approved by DHHS to periodically receive data from
NHSCR, while maintaining data security.

5.16. The Contractor shall develop and implement procedures for granting
access to data to approved NHSCR staff.

6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports, within 30 days of the contract
effective date.

6.2. The Contractor shall consolidate tumor records and treatment information

in accordance with standards set forth by NPCR, NAACCR or the SEER.

6.3. The Contractor shall pierform routine, standard edit checks on all reports
received in accordance with NPCR and NAACCR standards. The contractor

shall be responsible for the accuracy-of the data it codes, edits and
consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include:

6.3.1. Routine visual review of abstracts and error reports:

6.3.2. Installation and use of the most recent standard edit set metafiles as
V  chosen by the DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found and
corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current or
prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two or
more consolidated records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal of
the duplicates from the NHSCR database -even after current
accession year has closed.

6.4. The Contractor shall assure that the individual case records in the NHSCR

automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical

Trustees of,Dartmouth College Exhibit A - Amendment #2 Contractor Initials 71'
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processing and data compilation for analytical purposes. Areas to be edited
include, but are not limited to:

6.4.1. Data Range Checks;

6.4.2. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks:

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that exactly
match legitimate New Hampshire City, town, or village names
in list supplied by DHHS.

6.4.5.2. City at diagnosis, the code for county and state of diagnosis
must always agree and where city at diagnosis exists, a code
for county at diagnosis must be provided.

6.4.5.3. Vital status and cause of death fields must agree and cause
of death must be a valid ICD-10 cause of death code or one

of the special NAACCR codes.

6.4.5.4. Records should be checked to make sure that the physician's
name is correctly entered into first and last name fields.

6.4.5.5. Records should be checked to compare sex of patient and the
first name of the patient as a guide for determining correct
entry of the record.

6.4.5.6. No logical conflicts shall exist between all the treatment
diagnosis fields and the related reason for no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central Registry edits
to data fields.

6.5. The Contractor shall geocode all cancer reports of New Hampshire
residents for address and census tract, for a given year and accurately
incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

7.1. The State will perform Penetration Testing of the Internal Security of the
Contractor's IT system as defined in the Exhibit A-1 Additional Cancer Data
Registry Technical Requirements.

7.2. The State and Contractor shall determine a mutually agreed upon date for
the Penetration Testing and perform the testing within 90-days of the
effective date of the Contract.

7.3. The Contractor shall work with the State to negotiate a mutually agreeable
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remediation plan within 180-days of the Contract effective date.

7.4. The Contractor shall, as a part of the remediation plan process, fully assess
all vulnerabilities identified in the penetration test results. The contractor
will acknowledge and accept all vulnerabilities and findings of the
penetration test and develop an assessment report that describes, for each
vulnerability identified, the root cause, the risk level to the Department, the
potential adverse impact to the Department, the level of effort required to
remediate in man hours, the resource type or skillset required to remediate,
and the cost to remediate. The contractor shall remediate all high risk
findings as identified by the Department except where the remediation cost
to the Contractor is unacceptable, in which case, the Contractor will work
with the. Department in good faith to identify appropriate means,
alternatives, and or compensating controls to address the vulnerabilities
identified.

8. Information and System Security Policies and Procedures

8.1. , . The Contractor shall maintain the confidentiality and integrity of information
in accordance with the Health Insurance Portability and Accountability Act.
Public Law 104-191 (https://aspe.hhs.gov/report/health-insurance-
portability-and-accountability-act-1996) and with the Standards for Privacy
and Security of Individually Identifiable Health Information, 45 CFR Parts
160 and 164 (http://wvtAA^.hipaasurvivalguide.com/hipaa-regulations/hipaa-
regulations.php) and those parts of the HITECH Act as applicable
(http:/AAWW.hipaasurvivalguide.com/hitech-act-summary.php). The
contractor shall also maintain and protect the confidentiality of the database
and information obtained and maintained during this contract in accordance
to NH RSA 141-B (http://www.gencourt.state.nh.us/rsa/html/X/141-B/141-
B-mrg.htm) and NH Adrriinistrative Rules He-P 304
(http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html) and
shall acknowledge agreement with the Data Use Policy of the DHHS, which
views NHSGR database as DHHS-owned database, with data release
subject to restrictions and conditions.

8.2. The Contractor shall preserve the confidentiality, integrity, and accessibility
of State of New Hampshire data with administrative, technical and physical
information security controls and measures that conform to all application,
federal, state, and industry standards, such as NIST 800-53v4; which the
Contractor applies to its own information processing environment, and
ensures the same is applied to any other subcontractor's) Information
processing environments utilized to'^process or store State of New
Hampshire protected data.

8.3. The Contractor shall maintain the security of the system environment in
accordance with the requirements of the Cancer Data Registry Technical
Requirements in Appendix F. the United States Commerce Department's
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National Institute of Standards and Technology (NIST) Special Publication
800-53 arid the Open Web Application Security Project (OWASP).

8.4. The Contractor shall maintain a system security and integrity manual which
includes plans, procedures and protocols for ensuring that the contractor's
NHSCR system will be properly secured, maintained and updated
throughout the contract term.

8.5. Within 14 days after initial contract start date, the Contractor shall
implement a series of internal procedures to ensure that:

8.5.1. Access to automated information is restricted to authorized persons,

on a needed basis, and control is maintained over all the documents

that contain sensitive information to ensure that these documents are

available only to authorized persons.

6.5.2. Implement full security measures to ensure the security and quality of
all the elements in the NHSCR database through procedures that shall
include the following:

8.5.2.1. Ensure that equipment is protected from theft and accidental
or deliberate damage or misuse

8.5.2.2. Ensure that once computer programs and data sets are
completed and in routine use, they are protected against
tampering. Carefully control access to and maintenance of
computer programs and NHSCR database.

8.5.2.3. Ensure that copies of original data submitted are maintained
and never altered.

8.5.2.4. Ensure that data are protected against inadvertent or
deliberate destruction, modification, or dissemination.

.8.5.2.5. Ensure procedures for backup, archiving, and disaster
recovery for computer programs and NHSCR database.

8.5.2.6. Ensure that passwords are changed, access denied and other
security procedures are in place to protect against ongoing
access and sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

8.6. The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additional cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted,
altered, tampered with, or improperly coded/processed any data sets during
the duration of the Contract.

8.7. The Contractor shall immediately report to DHHS all errors or anomalies in
the NHSCR data which could reasonably believe to suggest that security or
integrity of the NHSCR or its data may be compromised. The results of any
analysis shall be reported to the DHHS and, in addition, the steps it has
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taken or Intends to take to ensure security and Integrity of the NHSCR and
Its data.

8.8. The Contractor shall Implement appropriate policies, procedures and
protocols to Identify active breaches or threatened breaches of the NHSCR
security integrity.

8.9. The Contractor shall report to DHHS any suspected breach to the NHSCR
data In accordance with Table 1 - Cancer Data Registry Technical
Requirements. A.-7.

9. Training and Education

9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and corhplete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities.

9.2. The Contractor shall provide technical assistance by phone or In person to
individual reporting facilities and providers during normal weekday business
hours; response time for telephone consultation shall be no longer'than one
working day after request is received or for onsite consultation, no longer
than 10 working days.

9.3. The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities

9.4. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster compliance with reporting requirements as
developed by the DHHS.

9.5. The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on
topics Identified by the contractor In consultation with DHHS that will help
Improve cancer reporting. These may Include Instruction on proper cancer
coding; use of edit sets; new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order

.  to increase its capacity for collecting and utilizing cancer-related data by
Increasing staff knov^edge.

10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and.
assure complete case ascertainment and high quality data from all reporting
sources In accordance with NH rules and regulations, NAACCR, and NPCR
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standards...

10.2. The Contractor shall Implement, within 30 days of the contract effective
date, a QA/QC implementation plan (Including timeline) which at minimum
includes the following activities and routinie operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities.

10.2.2. A routine schedule for edits and internal management.reports.

. 10.2.3. A routine schedule for internal audits for QA/QC and data security and
.  provision of these reports to DHHS. The plan shall Include written

procedures for the internal monitoring of quality assurance procedures
and vmtten procedures /steps implemented If quality control goals are
not met.

10.2.4. Procedures for documenting edits/changes made to data during
processing.

1,0.2.5. Routine training, assessment and professional development of (he
contractors' staff.

10.3. The Contractor shall perform case finding activities utilizing traditional and
non-traditional sources to assure timeliness and completeness of cancer
reporting.

10.4. By October 31st of each year, The Contractor shall obtain from each
reporting hospital "diagnostic index' for case finding at all hospital reporting

'  facilities. A diagnostic index is a detailed patient listing of all discharges
meeting certain definitions in medical records coding. Encourage facilities
to submit electronic diagnostic indices.

10.5. By October 31st of each year, the Contractor shall complete Death
Clearance. '

10.6. For each hospital, as resources allow, the key variables specified by
NAACCR and NPCR will be selected for visual editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have.not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified In total from these fields is greater than 2%, then the
NHSCR will continue to visually edit cases from that hospital and will work
with the hospital registrar to improve abstracting.

10.7. The Contractor shall ensure that cleanliness of the database is, at a
minimum, in accordance with accepted NAACCR standards. A 2% error
rate threshold 'shall be the guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

.11.1. The Contractor shall produce quarterly timeliness and completeness

ifV^
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reports by hospital to monitor case reporting activities. Supply aggregate
timeliness and completeness reports to DHHS on a quarterly basis, stating
which hospitals are delinquent in their reporting and the steps taken to
improve reporting from delinquent hospitals.

11.2. The Contractor shall provide DHHS with a commentary relating to the
annual reports provided by NPGR and NAACCR. Contingent upon receipt
of complete death certificate data from New Hampshire Vital Records
provide an annual report nionitoring completeness estimating the percent
of cases with histological verification (HV%). Submit a report to DHHS upon
completion of the contract period or reasonable amount of time when the
NAACCR and NPCR reports are available.

11.3. The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1,1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1,1995 to date upon request.

11.7. Upon approval from the DHHS, the Contractor shall submit finalized
datasets to NAACCR and to NPCR as specified by the NAACCR and NPCR
standards and Call for Data requirements. Submit copies of each of these
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states with which DHHS has a data exchange agreement, in accordance
with the terms of the exchange agreement. The data shall be submitted
using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with 7
states and additional agreements may be executed by the DHHS during the
life of this contract and shall be accommodated by the contractor.

11.9. Upon approval of the DHHS, the Contractor shall provide selected health
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared by DHHS.

11.10. Upon approval from the DHHS, the Contractor shall provide data to the
Vermont Breast and Cervical Program for breast and cervical cancer cases
among.Vermont residents diagnosed in New Hampshire in accordance with
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the program's approved appljcation for data release by DHHS.

11.11. Upon approval from the DHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program In
accordance with the program's approved application for data release by
DHHS.

11.12. Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
case data from the NH Mammography Network.

11.13. The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DHHS within 3 working
days of receipt of the request.

12. Other Programmatic Activity

12.1. The Contractor shall make available key personnel to meet with appropriate
DHHS personnel, as requested, to discuss policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

12.2. The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

12.3. The Contractor shall convene annually the New Hampshire State Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry and to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians). .

12.4. The Contractor shall participate as an active member when needed in New
Hampshire Comprehensive Cancer Collaboration.

12.5. The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested in, regardless of
who receives the actual funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when
funding is received.

12.6. The Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably

r
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qualified staff Is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated yvith these services may include;

12.6.1. Assist in the preparation of data and narrative for the annual cancer
report for New Hampshire.

12.6.2. Assist in the investigation of cancer clusters and response to concerns
about the occurrence of cancer clusters in New Hampshire.

12.6.3. Assist with the preparation of manuscripts for publication and develop
preparatory materials for professional meetings based on the DHHS
ne^s.

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS cancer
registry section (i.e. Cancer cluster investigations).

12.6.5. Enter into agreements with other organizations as needed for
processing data according to'the NPGR standards, for example, with
the National Death Index to obtain death data, and with the Veterans
Administration (VA) to obtain VA cancer data. ^

13. Centers for Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets as requested by DHHS for the
purposes of the New Hampshire's application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative Agreement will
be submitted for and all funding will be awarded to the DHHS.

13.1.3. Identifying contractor contributions to the^ NHSCR effort, not state
general funds or federal funds that would be applied to a direbt or in-
kind match that may be required for application for the CDC
cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants management
staff.

13.1.5. Representing the NHSCR on the NPCR and NAACCR- task force,
users group and or committees to leam recent updates, issues and

.  share NH experiences with all other states and will keep DHHS fully
informed of all such activities.

13.2. Where appropriate, NHSCR will communicate directly with NPCR and
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NAACCR on technical matters of cancer surveillance, standards and
submissions to NPCR and NAACCR and will keep DHHS fully informed of
all such activities.

14. Transition Activities

14.1. if Contractor is not able to fulfill the terms of this contract and solicitation of

a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. \ft/ithin two (2) months of the end of the contract term, the
Contractor shall;

14.1.1. Provide the new vendor with a copy of the latest version of the NHSCR

database; the reporters' database; preregistration log; and the original
copies of all the backups of the database.

14.1.2. Write up procedures used to purge all NHSCR data from vendor's
hardware and send the procedures to DHHS for review and approval.
After approval of the procedures by the DHHS, purge alt NHSCR data
from the hardware of vendor.

14.1.3. Train.up to four (4) people employed by the new vendor, by meansof
a reasonable exchange of Information on administration of the NHSCR
database, including an overview of reporters and data exchange
processes with other states. The training is anticipated to involve at
least the vendor's database manager and Quality Assurance
supervisor for approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and pathology
reports submitted by reporting facilities; electronic diskettes; and all
documentation of interaction with reporting facilities.

14.1.5. Provide DHHS with a hard and electronic copy of the latest version of
the operation manual; system security and integrity manual; and all
other materials developed for the work process of NHSCR during the
contract process.

14.1.6. Close the web access for reporting facilities so that facilities can no
longer upload data of NHSCR data to the Incumbent vendor.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performance indicators in Table
1  are annually achieved and monitored monthly to measure the
effectiveness of the agreement.

15.1.1. All date references in Table 1 shall be used for this contract unless

otherwise specifically noted in the main body of this contract.

15.1.2. All time periods are calendar days and not business days unless
otherwise specifically noted in the main body of this contract.
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15.2. Annually, the Contractor shall develop and submit to the DHHS, a corrective
action plan for any deliverable and/or performance.

Table 1

Description of Key Variables
Section

Number
Initial Term

Work Plan 2.1 30 days

Fully Qualified Staff 2.2 30 days

Allow OHMS Participation 2.4 . Ongoing

Case Reocrting

3. 4.1^.3.
.  4.14.4. '

11.1

Ongoing

Create/Update operation manual 4.9 30 days & ongoing

IT infrastructure/Webserver 5.5-5.8 30 Days

Install Registrv Software and prior data 5.9-5.10 30 days

Processes for laboratory and pathology reports 4-5 30 days

Reporters database 5.12 30 days

'Registration log 5.13 30 days

Upgrade/Replace software 5.14 ongoing

DHHS data access 5.12- 5.13 30 days & as needed

Procedures for Consolidation of cases and reports 6.1 30 days

Run edit checks 6.3 Ongoing

Geocoding 6.4.2 Ongoing

System security and policies and procedures
9.1. 9.2.

9.5

14-60 days

Responsibility for consultation/assessment 8.1-8.2 Ongoing

QA/QCPIan 10.2 30 Days

Case Finding and Diagnostic Indices .  10.4 Octot>er 31 of each year

Death Clearance 10.5 October 31 of each year

Ouarteriy Facility Reports 11.1 Once in 4 months

Histologlcal Verification Report 11.2 Yearly

Semi Annual progress Report 11.3 January 15 & August 15 of each year

Final Incidence datasel 11.5 January 30 of each year

Extract of Incidence dataset 11.6 Ongoing

NPCR and NAACCR Annual Report 11.7 Yearly

Submit data to NPCR 11.7 November 30 of each year

Submit data to NAACCR 11.7 November 30 of each year

interstate Data Exchange 11.8 Ongoing

Release of Data to researchers 11.9 Ongoing .

Patient Centered Outcomes data

11 With Final Incidence dataset in 2016 and

2017 only, subject to funding

Attend Meetings 12.2 Ongoing

CDC Cooperative Agreement Activities 13 Ongoing

Transition Activities 14 2 months
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS information Security Requirements

A. Definitions

'  The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, comprorpise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations v^ere persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information,' Breach*
shall have the same meaning as the term "Breach* in section 164.402 of Title 45,
Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
incident" in section two (2) of NIST Publication 800-61, Computer Security incident
Handling Guide. National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH • created, received from or on behajf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing.contracted services
• of which collection, disclosure, protection, and disposition Is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI). Personal. Information (PI), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g.. contractor, contractor's employee,
business associate, sut^ontractqr) working on behalf of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or Its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail.
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

all of which may have the potential to put the data at risk of unauthorized access, use,
disclosure, modification or destruction.

7. 'Open VS^ireiess Network" means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI. PR. PHI or confidential
DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such.as date and place of birth, mother's maiden
name. etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Sen/ices.

10. ■'Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §

.  160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
.thereto.

12. "Unsecured Protected Health Information' means Protected Health Information that Is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
Including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or trarismit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a request
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New Hampshire Department of Health and Human Services

Exhibit K ,

DHHS Information Security Requirements

for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to
the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to' the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
' User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

•9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile devlce(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent Inappropriate disclosure of information.
SFTP folders and sub-folders used for Iransmltting Confidential Data will be.coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will t>e deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data-for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative under its control in whatever form it may exist, unless, otherwise required by law or
permitted under this Contract. To this end, the parties must;

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security av^reness and education for its End Users
in support of protecting Department con^dential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location'and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud rriust be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spywa're. and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer In the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub- -
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any sutx^ontractors as a part of ongoing,- emergency, and or disaster recovery
operations. When no longer in use. electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described.in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology. U. S. Department of
Commerce. The Contractor will document and certify In writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless othenMse specified, within thirty (30) days of the termination of this Contract.
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
senrices.

2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the Information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can Impact State of NH systems and/or Department
confidential Information for contractor provided systems.

5. The<Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sutvcontracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor. Including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Department determines the Contractor is a Business Associate pureuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement

■  (BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for'any changes In risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Cpntractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

lOrThe Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department. .

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the.causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response end recovery from the breach.
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

subject to the limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
'  C-1 of the contract, including but hot limited to: credit monitoring services, mailing costs

and costs associated with website and telephone call center services necessary due to
the breach. '

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other.respects maintain
the privacy and security of Pi and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies. Including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govern protections for individually identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
' physical safeguards to protect the confidentiality of the Confidential Data and to prevent

unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire. Department of Information Technology. Refer to
Vendor Resources/Procurement at https:/Avww.nh.gov/doit/vendor/index.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire networ1(.

15. Contractor must restrict access to the Confidential Data obtained under this Contract

to only those authorized End Users who need such DHHS Data to perform their
official duties In connection with purposes Identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
- to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this Information at all times.

c. ensure that laptops and other electroriic devices/media containing PHI, PI, or PFI
are encrypted and password-protected. ^

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from, access by unauthorized persons during duty hours
as well as non-duty hours (e.g.. door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data. Including any
derivative files, containing personally identifiable information, and In all cases,
such data must be encrypted at all times when In transit, at rest, or when stored
on portable media as required in section IV atx>ve.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand (hat their user credentials (user name and password) must not t:>e
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance vyith 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identifylncidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different

V5. Lssi update 10/09/18, Exhibit K Contractor Initials
ModifiedfOfD8rtmouthasof4.l6.2019 DHHS informatioo

Security Requirements
Page 8 of 9 Date



New Hampshire Department of Health and Human Services

Exhibit K
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options, and bear costs associated with the Breach notice as well as any mitigation
measures subject to the limitation of liability as.agreed to by the parties in Subsection
4.2 of Exhibit C-1 of the contract.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C;20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrlvacyOfficer@dhhs.nh.gov

8. DHHS Security Officer:

DHHSInformatlonSecurityOfrice@dhhs.nh.gov
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Trustees of Dartmouth College

Key Personnel

Name Job Title Salary % Paid from Amount Paid from

this Contract this Contract

Rccs, Judy Director $150,558 50% $75,279 .

Celaya, Maria Assistant Director $91,891 100% $91,891

. Riddle. Bruce Registry Manager $95,466 100% $95,466
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

J«irreyA.Meyen 29 HA2EN DRIVE, CONCORD, NH 03MJ
ConoUsioDcr 603-271-4501 1-800-852-3345 Ext 4501

Fix: 603-271-4627 TDD Accui: 1-800-735-2^
U«a M. Morrlj www.dhhi.nh.eov

Director

Aprir20, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department-of Hpalth and Human Services. Division of Public Health Services, to
exercise a renewal option and amend an existing agreement with Trustees of. Darthfiouth College,
Vendor# 177157-B013, 11 Rope Ferry Road 6210, Box 186, Hanover, NH 03755, to operate a cancer
registry system as required by RSA t41-B, by increasing the price lirnitation by $1,332,300 from
$1,190,940 to $2,523,240 arid,extending the.contract cpmp.leti.PD date frbni.Juhe''3b'"/2018 to June' 30,
2020 to be effective upon Gbvierrror. and'Executive-CbuncrPapproval. 77% Federal Funds and 23%
General Funds

The Governor and Executive Council approved the original, contract on November 18, 2016,
Item #21. 5

: Funds are available in the following accounts for State Fiscal Year 2018 and State Fiscal Year
2019 and are anticipated to be available in State Fiscal Year 2020, upon the availability and Continued
appropriation of funds in the future operating budgets, with authority to adjust encumbrances between
State Fiscal Years through the Budget Office without further approval from the Govemor and Executive
Council, If needed and justified.

See Attached Fiscal. Details

EXPLANATION

'.TJe.jgurpose of this amendment Is to-readjust the funding for State Fiscal -Year 2018 to
continue'operating an incidence-based statewide cancer registry system for State Fiscal Year 2019
and State Fiscal Year 2020 In New Hampshire as required by RSA 141-B.

The Contractor will continue conducting data collection, data processing, quality assurance and
database management activities for the collection of cancer information for thd'New Hampshire State
Cancer Registry In accordance with the New Hampshire Department of Health and Human Sen/ices
guidelines and standards established by the National Program" of Cancer Registries' and the North
American Association of Centra) Cancer Registries.

The primary purpose of the New Hampshire State Cancer Registry is to identify all reportable
cases of cancer in New Hampshire in order to provide Information'on the overall burden, types, and
changing patterns of cancer among residents of the state. - New Hampshire RSA 141-B obligates the
Department to collect information regarding the majority forms of cancers diagnosed in New
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Hampshire. New Hampshire RSA 141-'B and New Hampshire Administrative Code He-P 304
estalDlished reporting requirements for cancer case reporting in New Hampshire.

. the canper registry Is one"of the public health surveillance tools used to monitor and Investigate
trends In cancer diagnosis and treatment in every state in the U.S. The cancer registry through this
contract generates critical data for public health Investigations, for public health prevention programs,
and for academic researchers who work to Identify causes of cancer, and prevention and treatment
strategies. This realignment and amendment will allow the contractor to continue to capture essential •
data on people who, are newly diagnosed with cancer. These data are used to inform.DHHS ,cancer'-
cluster investigations and to help guide the prevention and control program planning and evaluation.
The Trustees of Dartmouth consistently collect high quality data and exceed performance expectations
for the National Program of Cancer Registries National Quality Standards.

The Exhibit C-1 of the original contract contained language providing the Department the option
to renew for up to two (2) additional years, subject to the continued availability of funds, satisfactory
performance of contracted services and Governor and Executive Council-approval. The Department is
exercising this option. This two year amendment would allow the contrador to continue to generate
high quality cancer registry data for public health investigations, for public health prevention programs,
and for academic researchers who work to identify causes of cancer, and prevention and treatment
strategies.

The request to renew with the Trustees of Dartmouth College is based on their ability and
capability to follow the standards required for the National Program of Cancer Registries National Data
Quality and Completeness Program and the United States Cancer Statistics Publication Standard, the
Trustees of Dartmouth College has obtained the status as a National Program of Cancer Registries
Registry of Excellence. The vendor has consistently collected high quality data and has exceeded
performance expectations for. the National Program of Cancer Registries National Quality Standards.

The amendment and readjustment of funds will enable the reporting of cancer data from
mandated cancer reporters in New Hampshire who are described in the administrative rules (He-P
304.01) for the purpose of monitoring cancer incidence, planning cancer prevention • and control
activities, evaluating the impact of public health strategies and helping to facilitate cancer research.
This agreerfient will remain consistent with the statewide and agency information technology plans,
policies and standards.

The following performance objectives will be used to measure the effectiveness of the
agreement:

•  For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 304.2.

•  The database shall be, at a minimum, in accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of
Cancer Registry standards.

•  The data collected is 95% complete within twelve (12) months of date of diagnosis for
cases seen in any New Hampshire hospital.

•  The data collected is 90% complete within fifteen (15) months of the date of diagnosis
for all cases among New Hampshire residents, regardless of where they received the
cancer care.
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•  The data collected is 95% complete within twenty-four (24) months of date of diagnosis
for all cases among New Hampshire residents, with cases .idisntified from death
certificate review and follow-up, from physician practices, from non-hospital facilities,
and from out-of-state sources.

Should the Governor and Executive Council not authorize this Request, the Department may
not have a quality cancer registry and may lose the ability to monitor and identify community cancer
concerns; diagnose and investigate cancer-related hazards in the community; inform and .educate
communities about the risk of cancer; develop policies and plans that address the risks of cancer in
communities; and evaluate the effectiveness, accessibility, and quality of cancer prevention and control
strategies.

Area served: Statewide

Source of Funds: 77% Federal Funds, Catalog of Federal and Domestic Assistance (CFDA)
#93.752, United States Department of Health and Human Services, Centers for Disease Control and
Prevention, Cancer Prevention and Control Programs for State, Territorial and Tribal Organizations
financed in part by Prevention and Public Health Funds. Federal Award Identification Number (FAIN) #
58DP003930.and 23*/« Funds*

In the event that the Federal Funds become no longer available, additional General Funds will
not be requested to support this program.

Respectfully submitted."

Lisa W. orris
Dicdaor

Approved by:[
L Meyers

imissioner

Tht Dtportmenl of Health and Hunion Serutca'Mission is to join comniunilUs and families
in prouiding opportunities for citizens to dehieue health and independence.



Fiscal Details

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HITMAN
SyS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Fiscal

Year

Class/ .
Account

Class Title
Job

Number

Current

Modified

Budget

Increase

. (Decrease)
Amount

Revised

Modified

Budget

SPY 2017 '102-500731 Contracts for Prog Svc 90080080 $251,736 $0 $251,736

Sub Total
I

$251,736 $0 $251,736

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100%'General Funds

Fiscal

Year
Class/. .
Account

Class Title
Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount •

Revised

Modified

Budget

SFY 2017 601-500931 State Fund Match ' 90056005 $100,045 $0 $100,045

Sub Total $100,045 $0 $100,045

05-95-90-902010-2215000(

SVS, HHS: DIVISION OF P
100% Federal Funds CDC

1 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
UBUC HEALTH. CDC ORAL HEALTH GRANT
>JH Breast & Cervical Cancer. Comp. Cancer & Cancer Reoistrv Proorams

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

. Budget

SFY 2017 102-500731 Contracts for Prog Svc 90080080 $173,000 $0 $173,000

Sub Total $173,000 $0 $173,000

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER
REGISTRY

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current
Modified

Budget

Increase

(Decrease)
Amount

Revised-

Modified

Budget

SFY 2018 102-500731 Contracts for Prog Svc 90080080 $516,159 ($69,617) $446,542

SFY 2019 102-500731 Contracts for Prog Svc 90080080 $0 $435,217 $4'35.217

SFY 2020 102-500731 Contracts for Prog Svc 90080080 ' $0 $446,542 ■ $446,542

Sub Total $516,159 $812,142 $1,328,301



06-96-90-902010>33970000,HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DfVISiON OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER
REGISTRY

100% General Funds

Fiscal

Year
Class?

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SFY 2018 601-500931 State Fund Matct} 900^^05 $150,000 $0 ■ $150,000

SFY 2019 .601-500931 State Fund Match' 90056005 $0 $150,000 ■ $150,000

SFY 2020 .601-500931 State Fund Match 90056005 SO $150,000 ■  . $150,000

Sub Totai $150,000 $300,000 $450,000

05-95-90-901010-5362000t

SVS, HHS: DIVISION OF P
HEALTH SYSTEMS, POLI
100%: Federal Funds CCXD

) HEALTH AND SOCIAL SERVICES, DEPT OF HE>
UBLIC HEALTH, BUREAU OF POLICY & PERFOR
OY AND PERFORMANCE'

^'reventative Health and Health Service Block Grant

\LTH AND HUA/IAN

MANCE, PUBLIC

PHHSBG) - ■

i Fiscal

Year
Class/ ■ .

• Account
Class Title

Job

Number

Current

Modified

^ Budget

Increase

(Decrease)
Amount •

Revised

Modified

. Budget

SFY 2018 102-500731 Contracts for Prog Svc 90001037 $0 $69,611 $69,611

SFY 2019 ■ 102-500731 Contracts for Prog Svc 90001037 $0 $69,611 $69,611

SFY 2020" ip2-50073r Contracts for Prog Svc 90001037 $0, $69,611 $69,611

Sub Total $0 $208,833 $208,833

05-96-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBUC HEALTH, COMMUNITY HEALTH SERVICES, COMPREHENSIVE
CANCER

Fiscal

Year
Class/
Account

Class title
.  Job

Number

Current

Modified

Budget

Increase
. (Decrease)

Amount

Revised

Modified

Budget

SFY i2019 .102-500731 Contracts for Prog Svc 90080080 $0 $11,325 $11,325

Sub Total $0 $11,325 .  $11,325

✓

TOTAL: $1,190,940 $1,332,300 $2,523,240

r.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INF6rmaT10N TECHNOLOGY

27. Hazen Dr.. Concord. NH 03301

.  Fm: 603-271-1516 TDD Access: 1-800-735-2964

vAvw.nh.gov/doit

Denis Goulet

Commissioner

I .

April 2,2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301-3857 ■

Dear Commissioner Meyers: j,
'  • • ' - I
• This letter represents formal notification that the Department of Infomiation Technology (DolT)

has approved your agency's request to enter into a contract amendment with Trustees of Dartmouth
College (Vendor #177157-8013), as described.below and referenced as DolT No. 2016-081 A.

j
This contract amendment exercises a renewal option with Trustees of Dartmouth College
to continue to operate an incidence-based statewide cancer registry system in New
Hampshire as required by RSA 141 -B. The primary purpose of the Cancer Registry Is to

•  identify all reportablc cases of cancer inNH to provide information on the overall
burden, types and changing patterns of cancer among residents of the state. i.

TTiis amendment will increase the contract priM by $1,332,300 from 51,190,940 to
$2,523,240 and extend the contract end date from June 30; 2018 to June 30,2020
effective upon the date of Governor and Executive Council approval.ujtive C
A copy of this letter should accompany the suljmission to the Governor and Executive Council

for approval.

Sincerely,

DG/ik

DoIT No. 2016-081A

cc: Bruce Smith

"Innovative Technologies Today fo.

Denis Goulet

Wew Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Services

Amendment #1 to the
Cancer Registry Operations

This 1" Amerxlment to the New Hampshire State Cahcer Registry (NHSCR) contract (hereinafter referred to as
'Amendment One') dated thls'lS"* day of March, 2018, is by and between the State of New Hampshire,
Department of Health and Human Services (hereinafter referred to as the 'State' or "Department") and Trustees of
Dartmouth College, (hereinafter referred to as "the Cor^tractor"), a corporation with a place of business at 11 Rope
Ferry Road #6210, Hanover. NH 03755.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executivs Council on
November 18, 2016, ITEM #21 the Contractor agreed to perform certain services based upon the terms and
conditions specified In the Contract as amerced and In consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment schedules
and terms and conditions of the contract; and

WHEREAS, pursuant to the General Provisions. Paragraph 18. the State may modify the scope of work and the
payment schedule of the contract by written agreement of the,parties;

WHEREAS, the parties agree to extend the term of the agreement and decrease the price limitation; and

NOW THEREFORE, In consideration of the foregoing and th6 mutual covenants and conditions contained In the
Contract and set forth herein, the parties hereto agree as follows:

1.' Amend Form P-37, Block 1.6, to add Account Number: 05-095-090-902010-3397-0000-102-500731-
90080080.

2. Amend Form P-37. Block 1.6, to add Account Num ber: 05-095-090-902010-3397-0000-601 -500931 -
90056005.

3. Amend Form P-37, Block 1.6, to add Account Number: 05-095-090-902010-5659-0000-102-500731.
90080080.

4. Amend Form P-37. Block 1.6, to add Account Number: 05-095-090-901010-5362-0000-102-500731-
90001037.

5. Delete and replace Form P-37, Block 1.7. to read June 30,2020.

6. Delete arid replace Form P-37, Block 1.8, to Increase Price Limitation by $1,332,300 from $1,190,940 to
read; $2,523,240.

7. Delete and replace Form P-37, Block 1.9, to read E. Maria Reinemann, Esq., Director of Contracts and
Procurement.

8. Delet0andreplaceFormP-37,Block1.1Otoread6O3-271-933O.

9. Delete in Its entirety Exhibit B and replace with Exhibit B, Amendment #1.

10. Delete In its entirety Exhibit 8-2 Budget and replace with Exhibit B - 3. Amendment #1 Budget

11. Add Exhibit B - 4 Amendment #1 Budget.

12. Add Exhibit B - 5, Amendment #1 Budget.

Truitoo of Dartmouth CoIIegfl Amendmontai Contractor Inlfala:.

RFP-2017-OPH&O3-CANCe PaflolofS DalB:3b-3|l^



New Hampshire Department of Health and Human Services
Cancer Registry Operations

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands.as of the date written below.

Slate of New Hampshire
Department of Health and Human Services

Date

w-

■

Date

lame:' Lisa Morris ■
Tide: Dl^tor

Trustees of Dartmouth College

(}. (hunolU
lame: Heather/cAmoW,M,Name

Title: Associate Director

Acknowledgement of Contractor's signature:

State of , County of on before the undersigned officer,
personally appeared the person identified directly above, or satisfactorily proven to be the person whose name Is
signed above, and acknowledged that s/he executed this document In the capacity Indicated above.

Slgnmure of Notary Public or Justice of the Peace

Name and TIfle of Notary br Justice odthe PeaceNotary
f  . I

My Commission Expires:

Trustees of Dartmouth Coll^

RFP.2017-DPHS-03-CANCe

Amendment fli

Page 2 of 3

Contractor Ir^ltfais::Ji£L
Dale:



New Hampshire Department of Health and Human Services
Cancer Refllstry Operations

The preceding Amendment, having been reviewed by this office, Is approved as to form, substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

Date / I Name

Title:

i hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of the State
of New Hampshire at the Meeting on: (dale of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

TiUe:

Tiustoes of Dartmoirth Colleoe

RFP-2017-DPHS^30WCE

Amendment fl

\
Page 3 of 3

Contractor Initials:.

D.t.: 3|23|l8:



New Hampshire Department of Heatth and-Human Services
Cancer Registry Operations

■ Exhibit B, Amendment #1

Mothod and Conditions Precedent to Payment

1. The State shall pay the contractor an amount not to exceed the Form P-37. Block 1.8. Price Limitation for the
services provided by the Contractor pursuant to Exhibit A, Scope of Services.

2. This contract Is funded with funds from the following Catalog of Federal Domestic Assistance (CFOA) numbers:
CFDA #83.898, US Centers for Disease Control & Prevention. NH Comprehensive Cancer Control
Program & Cancer Registry Programs.

CFDA #93.758, Centers for Disease Control and Prevention, Preventattve Heatth and Health Services
Block Grant.

3. The Contractor agrees to provide the Services In Exhibit A, Scope of Service and Exhlbii'A-1 Additional Cancer
Data Registry Technical Requirements, In compliance with funding requirements. Failure to meet the scope of
services may jeopardize the funded contractor's current and/or future funding.

4. Payment for said services shall be made monthly as follows:

2.1. Payment shall be on a cost reimbursement basis for actual expenditures Incurred In the fuiflllment of
this agreement, and shall be In accordartce with the approved line Item.

2.2. The Contractor will submit an Invoice in a fomri satisfactory to the State by the twentieth working day of
each month, which Identifies and requests reimbursement for authorized expenses incurred in the prior •
month. The invoice must be compieted, signed, dated and returned to the Department In order to
Initiate payment.

2.3. The State shall make payment to the Contractor within thirty (30) days of receipt of each Invoice,
subsequent to approval of the submitted invoice and If sufftdent funds are available. Contractors v^ll
keep detailed records of their activities related to DHHS-funded programs ar>d services.

2.4. The final Invoice, shall be due to the State no later than forty (40) days after the contract Form P-37,
Block 1.7 Completion Date.

2.5. In lieu of hard copies, all invoices may be assigned an electronic signature and emailed. Hard copies
shall be mailed to:

Department of Health and Humari Services
Division of Public Health Services
29 Hazen Drive

Concord. NH 03301
Email address: DPHScontr8ctbiiling@dhh8.nh.gov

5. Notwithstanding paragraph 18 of the General Prdvlslor© P-37. an amendment limited to adjustments to
amounts between budget line items, related items, ame^ments of related budget exhibits within the price
limitation, and to adjust encumbrances between State Fiscal Years through the Budget Office If needed and
justified, may be made by written agreement of both parties and may be made without obtaining approval of the
Governor and Executive Council.

Tojsloe# of Dartmouth College Exhibit B. Amendment #1 Contractor initiale,

RFP-20170PHS^3-CANCE-01 Page 1 of 1 Date, 3123-1



ExMWt 6-9, Amendmeirt #1
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Exhibit B - S, Amendment #1

Hew Hampshire Department ef HeaKh artd Hwmar> Services
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STATE OF NEW HAMPSHIRE

DEPARTMENT OFHEALTH AND HUMAN SERVICES

hftrtj A. Mcycn '
CemralukiBtr

Itlirrclla 6«biiukyv
'Actieg Dlrccler

29 MAZCiN DRIVE. COA'CORD. Ml 0330i4»7
60>27i-9S63 I-M0-I52.3M5 D(. 9.VJ

Us: M>-)7i S43l TDD Ancts: M00-73S-29M

V

NH OIVISIUH Ul

Public I Icalih Services,
iiai |ii«i I ■

■ 6'ctbbef«31{.2016

Her Excellency,' Governor Margaret Wood Hassan
and the Honorable Council .

State House

Concord, New Hainpshire 03301..

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to enter
Into an agreerhent.wilh Trustees of Dartmouth College. Vendor # 177157-B013, 11 Rope Ferry Road 6210,
Box 166, Hanover. NH 03755, |n an amount not to exceed $1,190,940, to operate an Incidence-based
statewide cancer registry system as required by RSA 141-B, to be effective the date of Governor and
Council approval through June 30., 2018. Funds are 79% federal and 21% general.

Funds are available In the following accounts for SFY 2017, and are anticipated to be available In-
SFY 2018. upon the availability and continued appropriation of funds In the future operating budgets, with
authority to adjust amounts.within the price li'mltatlon and adjust encumbrances between State Fiscal Years
through the Budget Office If needed and justifi.ed, without approval h'om the Governor and Executive
Council.-

05-95-90-900510-8666 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH* AND HUMAN S.VS, HHS.:'

Fiscal Year Class / Account Class Title Job Number Total Amount

SFY 2017 102-500731 Contracts for Prog Svc 90080080 •251.736
601-500931 State Fund Match 90056005 . 100.045

Sub Total $35.1.78.1.»

05-95-90-902010-2215 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN SVS, HHS:
DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH AND COMMUNITY SERVICES.
•CDC ORAL HEALTH GRANT '

Fiscal Year Class/Account Class Title Job Number TotalAmount

SFY 2017 102-500731 Contracts for Proq Svc 90080080 173.000

Sub Total $173,000

05-95-90-902010-3397 HEALTH AND 30,01^,SERVICES. DEPT OF HEALTH AND HUMAN SVS. HHS
DIVISION OF PUBLIC HEALTH, B.UREALIi^R^MUNITY HEALTH SERVICES. CANCER REGISTRY
Fiscal Year .Class/Accdiint" Class Title Job Number TotalAmount .

SFY 2018 102-500731 Contracts for Proq Svc 90080080 516.159

601-500931 State Fund Match • 90056005 .150.000

Sub Total $666,159

TOTAL $1,190,940



Her Excellent, Governor Margaret Wood Hassan
and the Honorable Council '
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EXPLANATION

Funds In this agreement will be used to enter Into an agreement with Trustees of Dartmouth College to
operate an incidence-based statewide cancer registry system in New Hampshire as required by RFA 141-B.
Ceiiain tasks require computer related information to be received and accessed in this contract, .specifically,
technical services to conduct data collection, data processing, quality assurance, and database mar^agemenl
activities for the collection of cancer data. The Department of Information Techrwlogy has reviewed arvj approved
thIscontracL The approval ietter is attached.

The primary purpose of the New Hampshire State Cancer. Registry is to Identify all reportable cases of
car^r in New Hampshire to provide information on the over-all burden, types, and changing patterns of cancer
among residents of the state. New Hampshire RSA 141-B and New Hampshire Administrative Code He-P 304
established reporting requirements for cancer case reporting in New Hampshire. The New Hampshire State
Cancer Reglstr/s overall measure of success Is to meet the standards for quality, completeness and timeliness of
data as defined by the nation's standard setting organization, the North American Association of Central tancer
Registries. The purpose of this agreement is to conduct data collection, data processing, quality assurance and
database management activities for the collection of cancer informaUcn for the New Hampshire State Cancer
Registry In accordance with the New Hampshire Oepartment of Health end Human Services guidelines and
standards set Ijy the National Program of Cancer Registries and the North American Association of Central
Cancer Registries.

The Department is tasked under RSA 141-B to collect information about almost all cancers diagnosed in
New Hampshire. This Information furthers our understanding of cancer and is used to develop strategies and
pdldes for Its prevention, treatment, and control. The data also l>eip determine where early detection, educational,'
and other cancer-related programs should tie directed. Lastly, cancer registry data are essential to respond to
public concerns regarding potential cancer clusters and to conducting investigations Into health risks and-
environmental exposure. Understanding the causes of disease clusters will allow us to prevent future deaths and
Illness from similar exposures. The availability of data on cancer in the state allows health researchers to analyze
demographic and geographic factors that affect cancer risk, early detection, and effective trealrhent of cancer
patients.

The New Hampshire State Cancer Registry is recognized as one of the leading cancer registries in the
nation, and has been the cornerstone of a substantial amount of research on cancer in the New Hampshire
population. Information held in the cancer registry is strictly confidenlial. and is fvotecled from unauthorized
access by state of the art security systems.To dale, the U&n Hampshire Slate Cancer Registry has collected,
detailed Information on over 1.3 million cases of cancer among New Hampshire residents diagnosed from 1990
forward, and more than 8.000 new cases are added annually. Every day in New Hampshire, twenty-two (22) of our
residenls are diagnosed with cancer and seven (7) of our residents die due to cancer. Based on New Hampshire-
Department of Health and Human Services estimates, the overall cost of cancer in New Hampshire Iri 2008 was
$1.1 billion. Cancer surveillance helps us understand the magnitude of the cancer problem in New Hampshire,
and provides us with critical data to assess the health of our New Hampshire residents and to make Informed
decisions about how to best direct our health-related resources and activities. This data gives us the fundamental
knowledge ta guide the assessment. developmenL and evaluation of health policy, and inform and evaluate the
impact of population health programs and interventions as well as personal health decisions. Cancer registries
provide a basis for public end private decisions at local, state, and national levels..

Should the Governor and Executive Council not aulhorize -this request, we would not tiave a high quality
cancer ^Istry. and may not have the Information necessary lo protect and promote the health of New
Hampshire's residents, whether it-is a cancer cluster response, public education, screening, treatment or policy
change. In addition, we may not have the information necessary to inform policy makers and tt>e public to assist
with setting health program priorities or the ability to confirm cancer cases through the support of cancer expeto to
inform the investigation process and provide review and approval related to protecting the privacy and rights of
individuals.

Trustees of Dartmouth College were selected for this project through a competitive bid process. A
Request for Proposals was posted on the Department of Health end Human Services' web site from July 15, 2016
through September 2.2016. A bidder's conference was held on August 18,2016!
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The Department received one proposal. The proposal was reviewed and scored.by .a team of six (6)
individuals with program specific knowledge. Their decision follower/ a thorough discussion of the streng^s
and weaknesses of the proposal. The final decision was made through consensus scoring. The Bid
Summary is attached.

As referenced in the Request for Proposals and in the contract Exhibit 0-1, this agreement has the
option to renew for two (2) additional years, contingent upon satisfactory delivery of ̂ rvlces, available
funding, agreement of the parties and approval of the Governor and 'Executive Council.

The following performance rr^easures will be used to rheasure the effectiveness of Agreement*

1. For each incident cancer case defined in Exhibit A, collect all the data variables listed In New
Hampshire Administrative Rule He-P 304.2.

2. The database shall be, at a minimum, in accordance with accepted Centers for Oisea^
Control's National Program of Cancer Registries and North American Association of Cancer
Registry standards.

3. The data collected is 95% complete within 12 months of date of diagnosis for cases seen in any
New Hampshlrie hospital.

4. The data collected Is 90% complete within 15 months of date of diagnosis for all cases among
New Hampshire residents, regardless of where they received the cancer care.

5. The data collected is 95% complete within 24 months of date of diagnosis for all cases among
New Hampshire residents, with cases Identified from death certificate review and fcllow-up. from
physician practices, from non-hospital facilities, and from out-of-state sources.

Area served; Statewide.

Source of Funds: Source of Funds Is 79% Federal Funds from the US Centers for Disease Control
and Prevention, and 21% General Funds.

In the. event that tfw Federal Funds become no longer..^^llaWekGeneral 'Funds will not be
requestedtosupportthlsprogram. ' ' ' •

' s

Respectfully submitted.

MPH

Ac

Marceila J. Bobinsky,
ig Director

Approved by; ^
/MeyerA

Corhmissloner.

The Oepoi'l'itcni of HeotUx aiui Humon Seivicti' Mitaion U to join coniAiu/uii^j and /amilie§
ill pncidiitf opporluniliet for citiaent to oehieue ItealUi ond independence. \



STATE OF NEW HAMPSHIRE
DEPARTMEI^OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 0^301
Fax 603-271-1516 TDD Access: 1-600-735-2964

www.nh.gov/doit

Oeob Goulei

Commissiow

October 24,2016

Jeffrey A. Meycris, Commissioner
Depanmeot of Health and Human Services
State of New Hampshire
129 Plea^t Street

Concord, NH 03301-3857

Dear Commissioner Meyers:

This letter represents formal notincation that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with Trustees of Dartmouth College (Vendor
0177157-BO13), as desalbed below and referenced as DoIT No. 2016-081. This project is a result of an

also referenced as DolT No. 2016-081.

This request is to enter into a contract with the Trustees of Dartmouth College to operate
an incidence-based statewide cancer registry system as required by RSA 141-B. Certain
tasks require computer related information to be received and acc^ed in this contract,
^reciflcally technical services to conduct data collection, data processing, quality
assurwce.and database management activities for the collection of caricer information.

The amount of the contract is not to exceed $ 1J 90,940 effective upon the date of
Governor and Executive Council approval through June 30,2018.

A copy of this letter should accompany (he subm ission to the Governor and Executive Council
for approval.

I

Sincerely,f,

(jliyUte
Denis Goulet

DG/ik

Contra^ #2016-081

cc; Bobbie Avcrsa

'fnnovqt/ve Techno/ogles Todoy/orNew Hompshln's Tomorrow'



New Hampshire Department of Health and Human .Services
Office of Business Operations
Contracts & Procurement Unit

Summary Scoring Sheet

CANCER REGISTRY OPERATIONS

RFP Name

RFP-2017-DPHS-03XANCE

RFP Number Reviewer Names

^onewafflosSnr^rogreni
Planrwr (Tech)

Bidder Name
Percent

maximu

m Pointa

Ttsfcn

Poirtta

Taren PaSdielord, Program
Planrwf (Tech)

Trueteee ofOartmouth College . 88% 840 561

> Whdney Hammond. Adminhtrator
(Tech)

2 0 840 0

Ellen Chaso'Lucard, Financial

■ Adminielretof (Cost)

3-0 640 O'

,'5Ke!I?^wan«>n.nnar>ciai

0  , 640 0

g PJ Nadeau. Financial
' Administrator (Cost)



Subject: Cancer Registry Operations ■ rfi>-2Q 17-dTihs>03-cance-01. Contract ft2016-081
FORM NUMBER P-37 (vmion S/SAS)

1.

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT "
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

IDENTIFICATION.

l.i State Agency Name
NH Department of Health and Human Servicess

1.2 State Agency Address
12? Pleasant Street
Concord, KM 0330l-385r

1.3 Contractor Name

Trustees of Dartmouth College
11.4 Contractor Address

11 Rope Ferry Road 6210. Bua"186"
Hanover, NH 03755

1.5 Contractor Phone

Number

603-653-6620

1.6 Account Number

05-95-90.900510-8666-102-

500731, 05-95-90-900510-
8666-601-500931.05-95-90-
902010-3397-102-500731.05-
95-90-902010.3397-601-
S0093I

1.7 Completion Date

6/30/2018

1.8 Price Limitation

$1,190,940

1.9 Contracting Officer for Slate Agency
Eric Borrin, Director of Contracts and Procurement

1.10 State Agency TelephoiteNumber
603.271-9558

1.1^ ConmctorSignat 1.12 Name and Title of Contractor Signatory

Jill M. Mofteil, Director
Offioo of Sponsofotf PrnjBCtel.yC Mj&owledgement: State of Afawrtj^iryisJi^County of

Onf^:^t6cj-3i,, 30/to , before the undersigned officer, personally appeared the person identified in block 1.12. or satisfactorily
proN'en tn be the person whose name is signed in block 1.11, and acknowledged thai s/he executed ̂ is document in the capacity
indtcniedinblock 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

ISeal] Q.
M3.2 ,

My ComntlsstoA Explm Auguit 24,2031

1.14 State Agency Si na

1.16 /Approval by.i
vA:

1.15 Name and Title of Slate Agency Signatory
Marcclla J. Bobinsky, MPH
Acting Dirrctor . •

epartr^hi df A'dminisjfaiion, Division of Personnel (if appUcable)

Director, On:
1.17 Approval by the Attorney General (Form, Substance and Execution) (f applicable)

By..

Wll
live Cdbncil (fapplicable) Tapplicable)

lv
1.18 Approval.by the Coveprorant^ExccutiveCdbncil (f

By t ) ■ On:

Page I of4.



2. EMPLOYMENT OF CONTRACTOR^ERVICES TO
BE PERFORMED. The Sate of New Hampshire, acting
through the agency identified in block I. I ("State*'), engages

• contractor idimdfied in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the atuched
EXHIBFT A.which is iitcorporated herein by reference
(Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
conuvy, and subject to the approval of the Governor and

. Executive Council of the Sate of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
heieunder, shall beeome en'ective on the date the Govermr
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which c*se
the Agreement shall become elective on the disle the
Agreement is signed by the Sate Agency as shovra in block
I .M CEfTealveDatc ).
3.2 If the Contractor commeaces the Services prior to the
Effective Dale, all Services performed by the Contractor prior
to the Effective Date shall be performed at (he sole risk of the
Contractor, and in the event that this Agreement does hot
become effective, the Sate shall have rm liability to the
Contractor, including without limiationi any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the Sate hereunder, including, ■
without limlation, the continuance of payments hereunder, are
contingent upon the availability end continued appropriation
of hinds, and in no event shall the Sate be liable for any
payments hereunder a excess of such available appropriated
funds. In the event ofa reduction or tenninaiioo of
appropriated funds, the Sate shall have Ihe right to withhold
payment until such funds become available, if ever, and shall
have the right to terminaa this A^eement immediately upon
giving the Contractor notice of such tcrminatioa The Saa
shall not be required to transfer fbods froni any other account
to the Account identified In block 1.6 in the event funds in that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
payment.

5.1 The contract price, method of payment, and terms of
payment are ideniined and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the Sute of the'contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The Sate
shall have no liability to the Contractor other than the contract
price.

5.3 The Sate reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amouna required or pennittcd by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Noiwithsanding any provision in tlus Agreement to (he
contrary, and noiwjthst^ing unexpected circumsances, in
no event shall the toal of all payments authorized, or actually
made hereunder, exceed the Price Umiation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/EQUAL EMPLOYMENT
OPPORTUNITY.
6.1 In connection with the perfonnance of the Services, the
Contractor shall comply with all tututes, laws, regulaiions,
and orders of federal, saa, county or municipal authorities
svhich impose any obligation or duty upon the Contractor,
including, but not limited to, civil righu and equal opportunity
laws. This may include the requirement to utilize auxiliary '
aids and services to ensure that pasons with cooununication
disabilities, Including vision, hearing and speech, can
cotnmunicaa with, receive information from, and convey
iafonnaiioQ to (he Contractor. In addition, the Contractor
shall comply with all applicable copyright laws. ^
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orienuiibn, or oatioaal origin and will take
afTinnative action to prevent such dlMriminaiioh.
6.3 If this Agreement is funded in any pan by monies of the
United Suas, the Contractor shall comply with all the
provisioits of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United Sates D^artment of Labor (41
C.F.R. Part 60), and with any rules, rtgulaiioos and guidelines
as the Saa ofNew Hampshire or the United Sates issue to
implement these regulations. The Contractor further agrees to
permit the Sute or Uniad Sates access to any of the ^
Contractor's books, records and accounu for the purpose of
ascenaining compliance with all rules, regulations and orders,
and the covenanu, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified a perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during Ihe (erm of
this Agreement, and for a period of six (6) months after the
Completion Daa in block 1.7, tfie Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined cfTort to
perform the Services to hire, any person who is a Sute
employee or ofTicial, who is maicrialty involved in the -
procurement, admlnistraiion or perfonnance ofthis

Page 2 of 4
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Agreetneoi. This provision shall survive termination of this
AgrcemenL -
1.3 The Contracting Officer specified in block 1.9, or his or
her luccessor, shall be (he State's representative, in the event
ofany dispute concerning the interpretation of (his Agreement,
the Contracting Officer's decision shall be final for the State.

1 EVENT OF DEfAULT/RflMEDIES. .
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
("Event of Default"):
8.1.1 failure to perform (he Services satisfactorily or on
schedule;

6.1.2 failure to submit any report required hereunder, and/or
B.-1.3 failure to perform any other covenant, term or condition
of this AgreemenL
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
ofOefBuli and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days fipom the date of the notice; and if the Event of Default is
not timely remedi^, tenninatc this Agreement, effective two
(2) days afler giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payreents to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period fiom the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor,
8.2.3 set off-againsi any other obligations the Stale may owe to.
the Contractor any damages the State suiters by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIAUTV/
PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performaitce of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
61cs, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

92 All data and any properly which has been received from.
the State or purchased with funds provided for thai purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidcmiality of data shall be go.vemed by N.H. RSA
chapter 91-A or other enlisting law. Disclosure of data
requires prior written approval oif the State.
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10. termination. In the event of an early terminaibn of
this Agreement for any reason other than the completion of the

. Services, the Contractor shall deliver to the Contracting
Officer, rx>t later than fifteen (15) days after the date of
terminaitprH-.a report ("Termination Report") describing in
detail all Services performed, and the contact price earned, to
and itKluding the date of termination. Thci form, subjea
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

U. CONTRACTOR'S RELATION TO THE STATE. In
the performance of thts Agreement the Contractor is in all
respects an independent controctor, and is neither an ageru nor
-an employee of the State. Neidier the Contractor nor any of its
officers, employees, agents or members shall have authon'iy to
bind the State or receive any benefits, woHcers* compensation
or other emoluments provided by the State to iu cmpioytes.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the Slate, its ofTiccra and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted.against the Slate, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, uhich immunity is hereby
reserved to (he State. This covenant in paragraph 13 shall
survive the termination of this Agreement;

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and >
maintain in force, and shall require any subcontractor or
assignee to obtain and inaintain in force, the following

•  insuraiKc:

14.1.1 comprehensive general jiability insurance against all
claims of b^ily injury, death or properly damage, in amounts
of not less than S1,000,000per occurrence and S2,000,0(X)
aggregate; end
14.1.2 special cause of loss coverage form covering all
property subject to subparegreph 9.2 herein, ir\ an amount not

■  less than 80% of the whole replacemoit value of the property.
14.2 The policies described in subparagraph 14.1 herctnshall
be on policy forms and endorsements approved for use in the
Slate of New Hampshire by (he N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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14.3 The Comracior shall ftimUh to the Competing OfHccr
identified in block 1.9, or his or her successor, a cmiric8ie(s)
of insurance for all insurance required under this Agreement.
Contncior shall also furnish to the Contiaciing OfTicef
identified in block 1.9, or his or her successor, certificate(s) of
Insurance for all renewal(s) of insurance required under this
Agreemertt no lata than thirty (30) days prior to the expiration
date of each of the insurance policies. The certir)cate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each ceitificatefs) of
insurance shall contain a clause requiring the insura'to
provide the Contracting Officer id^tified In block 1.9, or his
or ha successor, no. less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

13.1 By signing this apeement, the Contractor agrees,
certifle and warrants that the Coniraci6r is in compliance with
Of exempt from, the requirements of N.H. RSA chapta 281-A
("tyorktrj'Compensan'on").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contracior shall
maintain, and require any subcontractor or assignee to secure .
and maintain, payment of Workers' Compensation in
coQsection with activities which the person proposes to
undertake pursuant to this Agreement Contractor shall
fiimish.the Contracting Officer identified in block 1.9, or his
or ha successor, proof of Workers' Compensation in the
manna describol in N.H. RSA chapter 281*A artd any
applicable renewal(s) thaeof, which shall be attached and axe
incorporated herein by reference. The Stale shall not be
responsible for payment of any Worken' Compensation
premiums or for any other claim or benefit for Contracior, or
any subcontracibr or employee of Contractor, which might -
arise unda applicable State of New Hampshire Workers''
CompcnsBiion bws b connection with the performance of the
Services unda this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof afla any Event of Default shall
be deemed a waiva of its rights with regard to (hat Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiva of the right of the Slate to enforce each and alt of the
provisions hereof upon any further or other Event of Defauli
on the part of the Contractor.

17. NOTICE. Any notice by a party hacio to the otha party
shall be deem^ to have been duly delivaed or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, haein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an insirurhent in writing signed
by the parties hereto and only after approval of such
amertdmeni, waiva or discharge by the Governor and
Executive Council of the State of t^w Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCriON OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors end assigns. The wording used in this Agreement
IS the wording chosen by the parties to express their mutual
intent, and no rule of construclioo shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do rx>t intend to
bmefit any third parties and this Agmcmcnt shall not be
construed to confer any such benefit.

21. HEADINGS. The headings (Krot^hout the Agreement
axe for refaencc purposes only, and the words contained
thaein shall in no way be held to explain, modify, amplify or
aid inihe interpretation, construction or meaning of the
^visionsoflhis Agreement .

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

2J. SEVERABILITY. In (he event any of the provisions of
this Agreement are held by a court ofcompetent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effecL

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a rumba of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and '
understanding between the parties, and supersedes all prior
Agreeroenis and understartdings relatmg herao.
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. Scope of Services

1. Provisions Applicable to All Services

1.1. The Conlraclof agrees that, to the extent future legislative action by the New Hampshire
General Court or federal or state court orders may have an impact on the Services
described herein, the Slate Agency has the right to modify Service priorities and expenditure
requirements urvJer this Agreement so as to achieve compliance therewith.

1.2. All servteos to be performed under this contract shall be In accordance with New Hampshire
Department of Health and Human Services (DHHS), New Hampshire taw RSA 141-B, New
Hampshire Administrative rules He-P 304, United States Public Law 102-515. and Centers
for Disease Control and Prevention (CDC). National Program of Cancer Registries (NPCR)
and North American Association of Central Cancer Registries (NAACCR) standards and .
guidelines.

2. Required Activities

The Contractor shall:

2.1. Present for discussion and proposed modifications, a Woti^ Plan, due within 30 days of the
contract effective date. The timeline and work plan shall meet all due dates for deliverables •
noted In the Deliverables and Key Performance Indicators set forth In Section 14 of this
document.

2.2. Have all fully qualified staff assigned in support of the New Hampshire State Cancer Registry
(NHSCR) contract within 30 days of the contract effective date.

2.3. Maintain the NHSCR database from a physical location within a seventy-five (75) mile radius of
the DHHS, located in Concord. The rationale for this requirernent Is that the DHHS provides
technical and admlmstrative oversight of the NHSCR operations, which Includes on-site visits to
the NHSCR contractor. In addition, appropriate contractor personnel are required to attend
regular meetings wilh DHHS staff as well as other meetings as necessary.

2.4. Allow full participation of the DHHS in the ongoing, onsite operations of contract activities
including interacting directly with contractor st^. viewing abstract processing, participating In
custom.izing registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. Provide the DHHS with technical assistance and expertise on matters within the scope of work
of the contract.

3. Cancer Registry Operation

3.1. Operate an Incidence-based statewide cancer registry reporting system in accordance with
RSA 141-8 and Part He-P 304 of the New Hampshire Administrative Rules.
httD://v^.QencQurt.state.nh.us/rules/state aQencles/he-pSOO.html. Collect information and
maintain an electronic database of all incident cancer cases oocurring among the Nevv
Hampshire population according to the Administrative Rules.

3.2. Fadlitate and encourage submission of reports for each Incident case Facilitate and encourage
submission of reports for each Incident case defined In RSA 141-8:7
(http7/www.aencouft.state.nh.us/rsa/htmlOC/l41-B/Ul.B-mrQ.htmV all the data variables listed
In administrative rule He-P 304.02 by "health facilities*.within an expected timejrame as listed

T rustee* of Dartmouth Colego Exhibit A Conlrsdor in)
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In Administrative Rule He-P 304.01(e) and He-P 304.01(1)
fhttp://www.qencouf1.state.nh.us/ruies/siale aQencies/he-oOOO.htmh. Facilitation and
encouragement may include uniting letters, calling by telephone and personal visits to health
providers and/or health facility administrators or supervisors. ("Health Facilities* shall be
defined according to the Administrative Rules.)

3.3. Infomri the DHHS of facilities that remain out of compliance with reporting requirements despite
Contractor notification in the following situations:

3.3.1. Denial or lack of access to pathology reports or medical records;

3.3.2. Lack of submission of reports within one month or expected date; and

3.3.3. Lack of response to letter or other formal inquiry within one month.

3.4. Collect additional followHjp data relatirrg to treatment and disease status of Breast and
Colorecta! cancer cases diagnosed In 2011 for the patient centered outcomes (PCO).

3.5. Adhere to Timetable of Data Deliverables:

3.5.1. The NHSCR data shall meet the following five data quality criteria (National Data Quality
Standard (formally known as the 24-Month Standard)]: ^

i. Data are 95%complete based on observed-to-expected cases as computed by
CDC;

ii. There are 3% or fewer dealh-cenificate^nly cases;

lii. There is a 1 per 1,000, or fewer, unresolved duplicate rate;

iv. The maximum percent missing for critical data etemente are;

'  i. 2% age
(  ' ii. 2% sex

III. ■ 3% race

iv. 2% county

V. 99% pass a CDC-prescrlbed set of standard edits.

3.5.2. The NHSCR data shall meet the following data quality criteria (Advanced National Data
Quality Standards (formally known as the 12-Month Standard)]:

I. Data are 90% complete based on obsen/ed-to-expected cases as computed by
CDC;

ii. There is a 2 per 1,000 or fewer unresolved duplicate rate;

Hi. The maximum percent missing for critical data elements are:

I. 3% age
Ii. 3% sex

III. 6% race

Iv. 3% county

tv. 97% pass e CDC-prescrlbed set of standard edits.

4. Case Ascertainment Activities

4.1. Estatilish and Implement case reporting from any new or existing free-slarxling radiation
oncology facility In the state.
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4.2. Establish and Implement case reporting from any new or existing free-standing medical
. oncology facility In the state.

4.3. Establish and implement case reporting from any new or existing free-standing surgical
oncology facility in the state.

4.4. Establish and Implement electronic case finding from hospital or private pathology iabs and
from out-of-state pathoio^ laboratories.

4.5. Perform death clearance at least annually. Death clwrance should be performed by matching
records In the NHSCR with New Hampshire mortality data provided by the DHHS and with
National Death Index., to determine the level of the NHSCR's record completeness for In-state
and out-of state deaths to New Hampshire residents where cancer Is identified as a cause of
death. •

N

4.6. For Ifvstate deaths, the Contractor shall make a determination as to the cause of and
appropriate correction for cancer Incidents not reported to the NHSCR. This should Include
contacting the certifier of the death for case follow back as necessary. For deaths of Individuals
in NHSCR database, the contractor shall electronically update the Vital Status, date of death

" and cause of death for matching cases.
4.7. Operate query systems that aoss checks definitive reports, rapid reports, and non-reportable

data sources using data linkage processes to ensure maximum case ascertainment.

4.8. Create or update the NHSCR operations manual within 30 days of the contract effective date.
This manual on NHSCR procedures is for potential distribution to all reporting health providers
and health facilities. The manual will provide documentation of the objectives, Implementation
and operation of the registry. All the contractor staff of the Cancer Registry Operations and

• DHHS shall t>e provided with a copy of the manual. This manual shall contain, at a minimum;

4.8.1. Most current reporting laws/regulations;

4.8.2. List of reportable diagnoses;

4.6.3. List of required data Items.

, 4.8.4. Procedures for data processing operations Including:

I. Procedures for monitoring timeliness of reporting:

II. Procedures for receipt of data;

III. Procedures for database management Including a description of the Regist^
Operating System (software);

iv. Procedures for conducting death certificate clearance;

V. Procedures for Implementing and maintaining the quality assurance/control
program;

4.8.4.V.I. Conducting follow-back to reporting facilities on quality Issues. These
. procedures include rules for identifying when action or further Investigation Is
needed;

4.8.4.V.2. Conducting record consolidation;

TtvitottofOertmowthColleoe £«hlbiiA ■ Cootraciof
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4.8.4.V.3. Maintaining detailed documentation of all duality assurance operations;

4.8.4.V.4. Procedures for education and training.

4.8.5. Procedures for condUcUng data exchange Iricluding a list of states with which case-
sharing agreements are in place;

4.8.6. Procedures for conducting data linkages.

4.8.7. Procedures Insuring confidenOaiity and data security including disaster planning;

4.8.8. Procedures for data release including access to and disclosure of Information;

4.8.9. Procedures for maintaining and updating the operational manual.
4.9. Revise the NHSCR operiatlons manual when any changes are made to policies and

procedures relating to the NHSCR activities based on contractor need or as requested by the
DHHS. The contractor will submit the changes to the DHHS, who will review and seek revision
or approve within 30 days.

4.10. Review and update existing documents for reporting facilities. Iricluding letters, user
application forms, reporting requirement document, Webplus user guides, etc., within 30 days
of the contract effective date. Determine needed updates in consultation with the DHHS.
When updates are needed, develop updated material, obtain approval of the DHHS. and
provide to reporting facilities and post them on web for easier access.

4.11. Through site visits to New Hampshire hospitals conducted as needed, review discharge,
laboratory and pathology reports as well as medical charts to ensure the completeness of
case rep^ng arid accuracy for completion.

5. Information Technology Activities

5.1 Establish operations within 30 days of the contract start date. This shall include, but not be.
limited to system set-up, testing, and deployment, as well as business operations to support
the State's requirements defined In Exhibit A-1 Additional Cancer Data Registry Technical
Requirements.

5.2. Within 30 days of the contract start date, provide and set up necessary computer hardware,
Indudlng servers and computers for the NHSCR contractor staff, necessary to maintain the
NHSCR database. All hardware and software shall be compatible with NPCR requirements.

5.3. Within 30 days of the contract start date, provide connectivity for all reporting facilities to
transmit data to the NHCSR. •

5.4. Maintain secure web access to the NHSCR seven days per week for Web Pius on-line data
entry and data file uploading.

5.5. Within 30 days of the contract start date. Install and utilize the current automated data
management system, consistent with national standards and populated \Mth NHSCR data.
Train staff in operation of software systems. The contractor shall update all the components of
the software, as required and shall participate In the relevant CDC software users group. (The
DHHS maintains the discretion to utilize any kind of data management system. There shall be
no modifications or upgrades to the software without the approval of the DHHS.)

5.6. Within 30 days of the contract execution, discuss with DHHS the feasibility of Implementing a
WebPJus User's Agreement, the language of such an agreement, and the protocol for phasing
It into use. Implement protocol specified by the program team during a mutualjy^agreed
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timeframe to restrict reporting via Web Plus data entry or file upload to those reporters wfto
have submitted signed agreements to become Web Plus users.

5.7. Within 30 days of the contract start date, develop and implement procedures for the electronic
submlsslon and processing of laboratory pathology and <^ology reports utilizing NAACCR
.standards.

5.8. Within 30 days of the contract start date, maintain a computerized log of facilities and
personnel wtio report data to NHSCR (In excel or access or any other system) which includes
at minimum; facility ID, name and demographic (nforrnation;.names and contact information of
personnel (reporters and supervisors), ar^d log of prior facility, contacts.

5.9. Within 30 days of the contract start date, obtain from the prior NHSCR reports of technical
asslstar)ce between NHSCR and reporters. Maintain these files or modify or upgrade them
with approval of the DHHS.

5.10. Within 30 days of the contract start date, maintain a corhputerized log of all abstracts received
from each reporting facility that includes facility ID, number of abstracts received, date
received , format of data received and NAACCR version If electronic isubmission.

5.11. Within 30 days of the contract.starl date, obtain from the prior NHSCR vendor copies of hard
copy logs and electronic logs of abstracts submitted to NHSCR. Maintain these flies or modify

. or upgrade them with the approval of DHHS. The DHHS will provide necessary contact
information and facilitate this transfer.

5.12. Upgrade or replace user software and or hardware and make necessary changes to
customize sofh^re because of advancing technology and or modifications required by DHHS,
NPCR or NAACCR standards., ̂ ke further upgrades) or replacements(s) during the life of
this contract; at an additional, negotiated price. If so requested by DHHS and subject to all
necessary state approvals.

5.13. Within 30 days of the contract start date, provide means for DHHS staff approved by the
DHHS to periodically receive data from NHSCR, while maintaining data security.

'5.14. Develop and implement procedures for granting access to data to approved NHSCR staff.

6. Database Management Activities

6.1. Develop and implement procedures for the timely and accurate consolidation of cancer reports
within io days of the contract effective date;

6.2. Consolidate tumor records and treatment Information in accordance with standards set forth by
NPCR. NAACCR or the SEER.

6.3. Perform routine, standard edit checks on at) reports received In accordance wtth NPCR and
NAACCR standards. The contractor shall be responsible for the accuracy of the data It codes,
edits .and consolidates end for maintaining the Integrity of the data from year to year. At a
minimum, the editing and review of data would Include;

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles as chosen by the
DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found and corrections of
errors detected;

TrustoesofOaftmouthCoileoe SxhlbiiA Contractor Inltlat:
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6.3.4. Detection and consolidation of multiple abstracts tumor records) revived during the
contract that match cases reviewed in current or prior years;

. 6.3.5. Detection and removal of duplicate consolidated oases (that is two or more consolidated
records for the same tumor In an Individual);

6.3.6. Describe strategy for the routine, continual detection and removal of the dupiicates from
the NHSCR database -even after current accession year has closed.

6.4 Assure that the Individual case records in the NHSCR automated database are computer-edited
for duplicate records, invalid coding, impnobable values, and inconsistencies prior to statistical

• processing and data compilation for analytical purposes. Areas to be edited include, but are not
limited to;

1. Data Range Checks;
2. Geographic Coding Assignment;
3. Dupltcate Record Ctiecks;;
4. Invalid values

5. Relational Items as follows:

i. City at diagnosis field must only have values that exactly match legitimate New
.  Hampshire City, town, or village names In list supplied by OHHS.

11. City at diagnosis, the code for county and state of diagnosis must alv^ys agree
and where dty at diagnosis exists, a code for county at diagnosis must be
provided. '

ill. Vital status and cause of death fields must agree and cause of death rnust be a
valid ICD-lb cause of death code or one of the spedal NAACCR codes.

iv. Records should be checked to make sure that the physician's nan>e is correctly
entered into first and last name fields.

V. Re^rds should be checked to compare sex of patient and the first name of the.
patient as a guide for determining correct entry of the record. .

vi. No logical conflicts shalh exist between all the treatment diagnosis fields and the
related reason for no treatment fields.

vil. Apply applicable NPCR and NAACCR Central Registry edits to data fields.

6.5 Geocode all cancer reports of New Hampshire residents for address and census tract, for a
given year and accurately Incorporate new and revised coding into NHSCR database.

7 Penetration Internal Security Testing

7.1 The State will perform Penetration Testing of the Internal Security of the Contractor's IT system
as defined In the Exhibit A-1 Additional Cancer Data Registry Technical Requirements.

7.2 The State and Contractor shall determine a mutually, agreed upon dale for the Perwtratlon
Testirig and perform the testing within 90-day8 of the effective date of the Contract.

7.3 The Contractor shall v>«rk with the State to negotiate a mutually agreeable remediation plan
within 160-days ofthe Contract effecfive date.

7.4 The contractor shall, as a part of the remediation plan process, fully assess all vulnerabilities
identified In the perpetration test results. The contractor will acknowledge aa^'a^ipept alL
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vulnerabilitiw and findings of the penetiation lest and develop an assessment report that
de^bes, for each vulnerability identified, the root cause, the risk level to the Department, the
potential adverse impact to the Department, the'ievel of effort required to remediate in man
hours, the resource type or sklflset required to remedlate.«and the cost to remediate. The
contrador shall remediate all high risk findings as identified by the Department except where
the remediation cost to the Contractor Is unacceptable, in which case, the Contractor will Nvork
with the Department In good faith to identify appropriate means, alternatives, and or
compensating controls to address the vulnerabilities Identified.

8. Information and System Security Policies and Procedures'

8.1. Maintain the confidentiality and Integrity of Information In accordance with the Health Insurance
Portability and Accountability Act, Public l_aw 104-191 (httpa://aspe.hhs.gov/report/heallh-
insurance-por1ablllty-and-accountability-8Ct-1996) and with the Standards for Privacy and
Security of Individually Identifiable Health Information. 45 CFR Parts 160 and 104
(httpV/www.hipaasurvlvalguide.com/hlpaa-r^ulationsyhipaa-regulations.php) and those parts of
the HITECH Act as applicable (hltp://www.hipaasunrivalgulde.com/hltech-act-8ummafy.php).
The contractor shall also maintain and protect the confidentiality of the database and
Information obtained and maintained during this contract in accordance to NH RSA 141-B
(http7/www.gencourt.8tate.nh.u8/rs^mml/X/141-B/141.B-mrg.hlm) and NH Administrative-
Rules He-P 304 (hltp7fwww.gencour1.state.nh.us/ruies/state_agencies/he-p300.html) and 8f>all
acknowledge agreement vriih the Data Use Policy of the DHHS. which views NHSCR database
as DHHS^owned database, wth data release subject to restrictiorw and conditorw.

8.2. Prese^ tfie confWemiality. Integrity, and accessibility of State of New Hampshire data with
Bdmlnislralive. technical and physical Information security controls and measures that conform"
to all appllcatiori. federal, state, and industry standards, such as NIST 800-53v4; which the
Contractor applies to its own information processing environment, and ensures the same Is
applied to any other 8ubccntractor(s) Information processing environments utilized to process
or store State of New Hampshire protected data.

8.3. Maintain the security of the system environment In accordance with the requirements of the
Cancer Data Registry Technical Requirements In Appendix F. the United States Commerce
Department's National Institute of Standards and Technology (NIST) Special Publication 800-
53 and the Open Web Application Security Project (OWASP).

8.4. Maintain a system security and integrity manual which includes plans, procedures and
protocols for ensuring that the contractor's NHSCR system will be properly secured, maintained
and updated throughout the coriiract term.

8.5. Within 14.days after Initial contract starl date. Implement a series of internal procedures to
ensure that:

1. Access to automated information Is restricted to authorized persons, on a needed
tesls, and control is maintained over all the documents that contain' sensitive
infonnation to ensure that these docurrients are available only to autfwrized persons.

2. Implement full security measures to ensure the security and quality of all the elements In
the NHSCR database through procedures that shall include the following:

i. Ensure , that equipment Is protected from theft and-accidental or deliberate
dan^ge or misuse

ii. Ensure that once computer programs and data sets are completed and in routine
use. they are protected against tampering. Carefully control access to and
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maintenance of computer programs and NHSCR database,
ill. Ensure that copies of original data submitted are maintained and never altered. •
iv. Ensure that data are protected against inadvertent or deliberate destruction,

modification, or dissemination.
V. Ensure procedures for backup, archiving, arvJ disaster recovery for computer

programs and NHSCR database,
vl. Ensure that password are changed, access denied-and other security procedures

are in place to protect against ongoing access and sabotage when staff resign, are
terminated . or no longer assigned to NHSCR contract.

6.6. Maintain the security and integrity of the NHSCR data. Re-process data at no additional cost to
the DHHS In accordance with DHHS instructions If the DHHS or contractor finds that contractor
has corrupted, altered, tampered with, or Impro^rty coded/processed any data sets durir^ the
duration of the Contract.

8.7. Immediately report to the DHHS all errors or anomalies in the NHSCR data which could
reasonably believe to suggest that security or Integrity of the NHSCR or its data may be
compromised. The results of any analysis shall be reported to the DHHS and. in addition, the
steps it has taken or Intends to take to ensure security and integrity of the NHSCR and Its data.

8.8. Implement appropriate policies, procedures and protocols to Identify active breaches or
threatened breaches of .the NHSCR security Integrity.

8.9. Report to DHHS any suspected breach to the NHSCR data In accordance with Table 1 -
Cancer Data R^lstry Technical Requirements. A,-7.

^9. Training and Education
9.1. Provide consultation, technical assistance, and training to assure accurate,- timely and'

complete data from reporters (registrars, medical record personnel, providers and abstractors)
at reporting facilities.

' 9.2. The OTntractor shall provide technical assistance by phone or In person to Individual reporting
facilities and providers during rtormal weekday business hours; response time for telephone
consultation shall be no longer than or>e working day after request Is received or for onslte
consultation, no longer than 10 worthing days.

9.3. The contractor shall assess the training needs of various reporting facilities; develop written
guidance, policies and procedures for reporting facilities; and provide technical assistance and
training for reportlr)g facilities

9.4. Annially. convene state cancer registrars meeting to include educational and technical
sessions to cancer registrars of New Hampshire hospitals to foster compliance with reporting
requirements as developed by the DHHS.

9.5. Provide twice annually, web-based training and education sessions to cancer registrars of New
Hampshire hospitals on topics Identified by Ihe contractor In consultation with DHHS that will
help Improve cancer reporting. These may Include instruction on proper cancer codlrw; use of
edit sets; new software etc.

10. Quality Control and Assurance (QA/QC) Activities

10.1. Carry out quality assurance and control activities to assure appropriate data codirtg,
consolidation and documentation, and assure complete case ascertainment and high quality
data from all reporting sources In accordance with NH rules and regulations. NAACCR and
NPCR standards.
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10.2. Implement, within 30 days of the contract effective date, a QA/QC implementation plan
(including timeiine) which at minimum Includes the following activities and routine operations:
10.2.1. Assignment of quaiifiGd indfvlduals to perform QA/QC activities;

10.2.2. A routine schedule for edits and Internal management reports;
10.2.3. A rouOne schedule for Inlemal audits for QA/QC and data security and provision of

these reports to DHHS. The plan shall Include written procedures for the Interrial
monitoring of quality assurance procedures and written procedures /steps
implemented If quality control goals.are not met:

10.2.4. Procedures for documenting edils/charrges made to data during processing;
10.2.5. Routine training, assessment and professiorial development of the contractors' staff.

10.3. Perform ca^ finding activities utilizing tradittonal and non-traditional sources to assure
timeliness and completeness of cancer reporting.

,  10.4. By October 31 st of each year, obtain from each reporting hospital 'diagnostic index* for case
finding at ail hospital reporting facilities. A diagnostic index is a detailed patient listing of all
discharges meeting certain definitions In medical records coding. Encourage facilities to
submit electronic diagnostic indices.

10.5. By October 31sl of each year, the contractor shall complete Death Clearance.

10.6. For each hospital, as rissources allow, the key variables specified by NAACCR and NPCR wlH
be selected for visual editing of 25 cases at least every five (5) years for experienced
registrars, but up to 100 annually for less experienced registrars or registrars who have not
achieved en error rate of <2%. If. after review and discussion with the hospital reglslrar, Ihe
error rate Identified in total from these fields Is greater than 2%. then the NHSCR will continue
to visually edit cases from that hospital and will work with the hospital registrar to improve
abstracting.

10.7. Cleanliness of the database shall be. at a minimum, In accordance with accepted NAACCR
standards. A 2% error rate threshold shall be the guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

11.1. Produce quarterly timeliness and completeness reports by hospital to monitor case reporting
activities. Supply aggregate timeliness and completeness reports to DHHS on a quarterty

^  basis, slating which hospitals are delinquent In their reporting and the steps taken to Improve
report'ng from delinquent hospitals.

11.2. Provide Ihe DHHS with a commentary relating to the annual reports provided by NPCR and
NAACCR. Contingent upon receipt of complete death certificate data from New Hampshire
Vital Records provide an annual report monitoring completeness estimating the percent of
cases with hlstologlcal verification (HV%). Submit a report to DHHS upon completion of the
contract period or reasonable amount of time when the NAACCR and NPCR reports are
available.

11.3. Prepare and submit to the DHHS staff a semi-annual review of contract progress by January
15 and August 15 of the contract period. Provide an update of progress on all contract items
through the routine semi-annual NHSCR progress report or work plan.

11.4. Cooperate with any audit of NHSCR for data quality by NPCR or NPCR designated
contractor. Submit to DHHS a summary of this audit upon completion. C ^
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11.5. Provide by December 31 of each year of the conlract, a finalized data set that has undergone
complete QA/QC process. The extract of the data would cover from January 1,1995 to date.

V  11.6. Provide the DHHS en extract of the complete NHSCR database from Jan 1.1995 to date
upon request

11.7. Upon approval from the DHHS. submit finalized datasets to NAACCR and to NPCR as
specified by the NAACCR and NPCR standards and Call for Data requirements. Submit
copies of each of these submissions to DHHS.

11.8. Provide cancer case data to and receive data from states with which'DHHS has a data
exchange agreement, in accordance with the terms of the exchange agreement.-The data
^all be submitted using the agreed upon NAACCR format and will have been edited to the
t>esl e^nt possible. The DHHS currently has exchange agreements vwth 7 states end

•  additional agreements may be executed by the DHHS during the life of this contract and shall
be accommodated by the contractor.

11.9. Upon approval of the DHHS. provide selected health researchers, with electronic copies of
NHSCR data for certain spedfic data elements requested and cleared by DHHS.

11.10. Upon approval from the DHHS, provide data to the Vermont Breast and Cervical Program for
breast and cervical cancer cases among Vermont residents diagnosed in New Hampshire In
accordance with the program's approved applicatiori for data release by DHHS.

11.11.Upon approval from the DHHS. provide colorectal cancer case data to the NH Colorectai
Cancer Screening Program in accordance with the priogram's approved application for data
release by DHHS.

11.12.Upon approval from the DHHS, provide breast cancer case data to the NH Mammography
NetworV in accordance with the program's approved application for data release by DHHS:
receive cancer case data from the NH Mammography Networtc.

11.13.Direct ai^ requests for data or analysis of NHSCR data from r^archers, the media or
general public to the DHHS within 3 working days of receipt of the request.

12. Other Programmatic Activity

12.1. - The Contractor shall make available key personnel to meet with appropriate DHHS
pefsof}nel. as requested, to discuss policies and procedures, origoing activities, contract
deliverables, performance measures, review contract performance and transition to new
contractor, etc.

12.2. The Contractor nray include travel funds for appropriate staff to attend the Na'tlonal Cancer
Registrars AssociaUon (NCRA) ar^ NAACCR meetings annually for staff development.

12.3. Convene annually New Hampshire State Cancer Registry Advisory Panel to assist In building
consensus, cooperation, and planning for the registry and to erthance chronic disease
program coordination and collaboration. Representation should Include key organizations
and individuals both within (e.g. representatives from all career prevention arxj control

•  components and chronic disease program) and outside the program (e.g. hospital cancer
registrars, the American Cancer Soclety. American College of Surgeons liaison, clinical-
laboratory personnel, palhologists. arvj clinicians).

12.4. Partldpate as an active member when needed in New Hampshire Comprehensive Cancer
Collaboration.

Trustees of Dsrtmoi^h Co4eo« EihiWtA Co/iirectOf
RFP-20174>PHSOW:ANCE-OI - ^ . •
Coniracifl201W)ai P.90IO0I13



New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A

12.6. Participate as an active member with DHHS to collaborate In applying for grants that DHHS
is Interested, regartless as to who receives the actual funding. Both DHHS arid contractor
agree to consider the others' expenses and neecte for operation and program growth when
applytr^ for grants and distribution of financial resources when fur^dlng Is received.

12.6. Provide Ad-hoc services related to cancer epidemiology. Working with DHHS staff at
DHHS offices, the time spent may t}e up to 12 hours per v^eeK on such tasks, as long as
suitably qualified staff is available. These tasks will be mutually agreed upon by the contractor
and the DHHS. and supervised by the DHHS staff. Tasks associated with these services may
include:'

V. Assist In the preparation of data and narrative for the annual cancer report for New
Hampshire;

2. Assist In the investigation of cancer dusters and response to concerns about the
occurrence of cancer clusters in New Hampshire;

3. Assist with the preparation of manuscripts for publication and develop preparatory
materials for professional meetings based on the DHHS needs.

4., Provide Institutional Review Board (IRB review) for the DHHS cancer registry section
(I.e. Cancer duster investigations).

5. Enter Into agreements with other organizations as needed for processing data
according to the NPCR standards, for example, with the National Death Index to
obtain death data, and with the Veterans Administration (VA) to obtain VA cancer
data.

13. Centers fpr Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. Assist In drafting goals and program objectives, progress reports and NHSCR budgets as
requested by DHHS for the purposes of the New Hampshire's application for the CDC
Continuing Cooperative Agreement for Enhancement of State Cancer Registries.
13.1.1. Provide all contractor-specific documentation and assurances necessary for the

application.

13.1.2. The contractor agrees that the application for the CDC Cooperative Agreement will be
submitted for and all funding will be awarded to the DHHS;

13.1.3. identify contractor contributions to the NHSCR effort, not state general funds or
federal funds that would be applied to a dlrect^or In-kind match that may be required
for application for the CDC cooperative agreement;

13.1.4. Informs the DHHS within one (1) working day of any cooperative agreement related
Inquiries by CDC project or grants management staff;

13.1.5. Appropriate representatives from the contractor staff shall represent the NHSCR on
the NPCR and NAACCR- task force, users group and or committees to learn recent
updates. Issues and share NH experiences with all other states and will keep DHHS
fully Informed of all such actlvllies;

13.1.6. Where appropriate. NHSCR will communicate directty virfth NPCR and NAACCR on
technical matters of cancer surveillance, standards and submissions to NPCR and •
NAACCR and will keep DHHS fully Informed of all such activities.

Tnalee» ol Dtrtmouth CoOepe ExhlNtA
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14. Transltlon Activities

14.1. If Contractor is rx)t able to futfill the terms of this contract and solicitation of a new vendor Is
necessary, the Contractor shall assist with the transition to a new vendor. Within two (2)
months of the end of the contract term, the Contractor shali:

14.1.1. Provide the new vendor with a copy of the latest version of the NHSCR database: the
reporters' database; preregistratlon log; and the original copies of ail the backups of
the database.

14.1.2. Write up procedures used to purge all NHSCR data from vendor's hardware and send
the procedures to DHHS for review and approval. After approval of (he procedures by
the OHMS, purge all NHSCR data from the hardware of vendor.

14.1.3. Within 30 days before the end of the contract period, train up to four people employ^
by the new vendor, by means of a reasonable exchange Of information on '
administration of the NHSCR database, Including an overview of reporters and data
exchange processes with other states. The training Is anticipated to involve at least
the vendor's database manager and Quality Assurance supervisor for approximately
two days.

14.1.4.,Provide the DHHS with any: hard copy of abstracts and pathology reports submitted
by reporting facilities: etectronlc diskettes; and all documentation of Interaction with
reporting facilities.

-14.1.5. Provide DHHS with a hard and etectronlc copy of the latest version of the operation
manual; system security and Integrity manual; and ail other materials developed for
the work process of NHSCR during the contract process.

14.1.6. Close the web access for reporting facilities so that facilities can no longer upload
data of NHSCR data to the Incumbent vendor.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shali ensure that following performance indicators in Table 1 are annually
achieved and monitored monthly to measure the effectiveness of the agreement

15.1.1. All date references In Table 1 shall be used for this ccntract unless otherwise
specifically noted In the main body of this contract.

15.1.2. All time periods are calendar days and not business days unless otherwise
•specifically noted In the main body of this contract

15.2. -Annually, the Contractor shall develop and submit to the DHHS, a corrective action plan for
any deliverable and/or performance Indicator (hat was not achieved.

Tajitom.oT Dartmouth CoHeoe ExhlbilA Contractor Inl
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TABLE 1

Description of Key Variables Section

Number
Initial Term

Work Plan 2.1 30 days
Fully Qualified Staff 2.2 30 days
Allow DHHS Partlcioation • 2.4 Ongoing
Case Repcriinfl 3-4 Ongoing
Create/Update operation mamjal 4.7 • 30 days & ongoing
IT Infrastructure/Webseryer 5.6 30 Days
Install Registry Software and prior data 5.7 ■ 5.8 30 days
Processes for laboratory and oatholcQv reports 4-5 30 days
Reporters database 5.9 30 days
Registration loo 5.10 30 days
Upgrade/Reolace software 5.11 ongoing
DHHS data access 5.12- 5.13 30 days & as needed
Procedures for Consolidation of cases and reoorts 6.1 30 days
Run edit checks 6.3. Ongoing
Geocodlng 6.4.2 . Ongoing
System security and policies and procedures 7.2-7.3 14-60 days
Responslbliltv for consultation/assessment 8.1-6.2 Ongoing.
OAfQCPlan 9.2 30 Days
Case Finding and Diagnostic Indices 9.4 October 31 of each year
Death Clearance 9.5 October 31 of each year
Quaneriv Facility Reoorts 10.1 Once In 4 months
HlstiMoalcfil Verificatfon Reoort 10.2 Yearly
Semi Annual oroaress Report 10.3 January 15 & August 15 of each year
Final incidence dataset 10.5 January 30 of each year
Extract of incidence dataset 10.6 Ongoing
NPCR arxi NAACCR Annual Reoort 10.7 Yearly
Submit data to NPCR T0.7 November 30 of'each year

SubmH data to NAACCR 10.7 November 30 of each year
Interstate Data Exchange 10.8 Ongoing
Release of Data to researchers 10.9 Ongoing

Patient Centered Outcomes data
■10 With Final Incidence dataset In 2016 and

2017 only, subject to funding
Attend Meetings .  11.2 Ongoing
CDC Cooperative Agreement Activities 12 Ongoing
Transition Activities 13 2 months

.Trustees of Osnmouth CoBepe
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Additional Cancer Data Realatfy Technical Raqulrementa

CANCER DATA REGISTRY TECHNICAL REQUfREfyiENTS VENDOR

RESPONSE '
VENDOR COMMENTS

A GENERAL DATA SECURITY AND PRIVACY

A1 The Vendor shall be strictly prohibited from releasirtg or using
.  data or information obtained In Its capadiy as a collector and

processor of the data for any purposes other tt̂ an those .
spectflcally authorized by OHHS. Failure to comply could be a
violation of NH laws and rules and may lead to voiding of the
Contract.

Yes

A.2 The Vendor shall corxluct an annual security assessment,
performed by an Indepcrideni third-party security vendor, to
verify that the Vendor's environment containing the projects data
Is secure. Broader Vendor-wide assessments that include the
projecTs systems are acceptable. The Vendor shall provide
certificaUon of assessment to DHHS.

Yes

A.3 As the stale's agent, the Vendor must provide certification of-
compliance with the requirements of the Health Insurance
Portability S A^untabnity Act (HIPAA) and DHHS' standard
buslrtess associate agreement.

Yes

The Contractor will

conduct an external
security assessment
within the next 12

months and has

agreed to arrange for
NHSCR to be
spedfically examined.

The Contractor's

Proposal Response to
. Information

Technology questions
dated October 3, 2016,
providing additional
details and specifics of
the external security
audit and •

assessments. Is

hereby Incorporated by
reference as fully set
forth herein.

The State and

Contractor shall

negotiate a mutually
agreeable remediation
plan within 180 days of
the effective date of the

Contract.

Trvatecs e( Danniouth CoUep*
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS
VENDOR

RESPONSE
VENDOR COMMENTS

A4 As the state's agent the Vendor must provide certificatton of
compliance with the requirements of the United States
Commerce Department's Nationai Institute of Standards and
Technology (NIST) and the Open Web Application Security
Project (OWASP).

Yes Trustees of
Dartmouth

College's letter in
the Proposal dated
August 31. 2016
that covers their

WebPlus

application
(Appendix 2).
which Is the only
public facing
component of
NHSCR IT

operations. Is
hereby
incorporated by
reference as fully

.setforth herein.

A.S In carrying out the duties of this Contract, the Vendor shall be
the agent and business associate of DHHS. As such, it is bound
by applicable State and federal laws regarding health care
information.

Yes

A.6 The Vendor shall provide access to the Slate with a secure FTP
or web site to be used by the State for uploading and
downloading fBes.

Yes

A.7 The Vendor shall notify the Slate's Project Manager of any
security breaches within two (2) hours of the time that the
Vendor learns of the occurrence.

Yes

A.6 The Vendor shall ensure its complete cooperation with the
State's Chief Information Officer In the detection of any security
vulnerability of the Vendor' hosUng Infrastructure and/or the
appHcaUon.

Yes •

A.9 The Vendor shall be solety liable for costs associated with any
breach of State data housed at their location(8) Including but not
limited to notification and any damages assessed bv the courts.

Yes As agreed In Exhibit C-1
of the Contract.

B APPLICATION SECURITY REQUIREMENTS VENDOR

RESPONSE
VENDOR COMMENTS

6.1 Verify the Identity or authenticate all of the system client 1
applications before allowing use of the system to prevent access
to Inapproprfate or confklenllal data or services.

Yes

8.2 Verify the identity or authenticate ail of the system's human
users before allc^ng them to use Its capabilities to prevent
eccess to Inaooropriate or conTidentlai data or services.

Yes

8.3 Enforce unloue user names. Yes

8.4 Enforce complex non^usable passwords of ten (10) characters
or more that contain at least one upper case, one lower case,
one numeric, and one symbol.

Yes

Tfustees of Doftnouth C0O090
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR

RESPONSE
B.S Passwords should be forced to. an Administrator reset after three

(3) faDed attempts.

B.6 Encrypt passwords In transmission and at rest within the
database.

B.7 Expire passwords after ninety-days.-

B.8 Authorize users and client applications to prevent access to
Ifwggropriate or conftdential'data or services.

Yes

Yes

Yes

B.fi Provide the ability to limit the number of people that can grant or
change authorizations

B.10 Provide the ability to enforce session timeouts during State-
defined periods of lr>acUvitv. •

Yes

Yes

Yes

VENDOR COMMENTS

The Contractor's

Proposal Response to
Informatlori

T edvnology questions
dated Octobw 3.2016,
providing additional'
details and spedfics of
the password
multifaclor process, Is
.hereby .Incorporated by
reference as fully set
forth herein.

The State and

Contractor shall

negotlale a mutually
agreeable remediation
plan within 160 days of
the effective date of the
Contract.

The^Contractor's
Proposal Response to
Information

Technology questions
dated Octob^ 3. 2016,
providing additional
details end specifics of
the password'
expiration process. Is
hereby incorporated by
reference as fully set
forth herein.

The State and.
Contractor shall

negotiate a mutually
agreeable remeidiation
plan within 160 days of
the effective date of the

Contract.

TfustMS o< OsftmouC) CoOege
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Contract 9201S081

EjihttillA-IAediUonatCancerOstaRcoislfyTochnicalRoqdfemt..-
Contr«cbf _

Page Sol 9



New HunpsMre Department of Health and Human Services
Cancer kegbtry Operatlont

Exhibit A-1

CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR

RESPONSE
VENDOR COMMENTS

B.11 Ensure the application has been tested and hardened to.preven!
ottica] application security flaws. (At a minimum, the application
shall be tested against all flaws outlined in the Open Web
Application Security Proj^ (OWASP) Top Ten
(http://www.owaso.Ofo/lndex.pho/OWASP Too Ten Project)

Yes As descr3>ed above

In A2, we will test

for security flaws
and address them

according to the
flndlngs of testing
procedures.

The State and

Conhactor shall

negotiate a
mutually agreeable
remediation plan
v^hin 180 days of
the effective date of

the Contract.

B.12The application:shali not store authentication credentials or
Sensitive Data In Its code.

Yes

B.13Audlt all attempted accesses that fall or succeed identification,
authentication, and authorization requirements

Yes

B.UThe application shall log all activities to a central server to
prevent parties to application transactions from denying that they
have taken place. The logs must be kept for six (6) months

Yes The Ccntractdr's

Proposal Response to
Information

Technology questions
dated October 3.2016,
providing additional
details and specifics of
the logging
functionality process, Is
hereby IrKorporaled by
reference as fully set
forth herein.

The State and

Contractor shall

negotiate a
mutually agreeable
remedlat/on plan
within 180 days of
the effective date

of the Contract.

B.tSThe application must ailoW a user to explicitly terminate a
s^slon. No remnants of the prior session should then remain.

Yes

B.16The Application Data shall be protected from unauthorized use
when at restwnen ei rest

Yes

B.ITKeep any Sensitive Data or communicatioftt private from
^maulhorizedjndlvjdu^^

Yes

B.tdSubsequent application enhancements or upgrades shall not
•remove or degree security requirements. •

Yes

\

Truslses of Oshmouth CoUeoe
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR

RESPONSE VENDOR COMMENTS
B.19Conform to all State and Federal laws and repulations regarding

data secuntv
Yes

No NHSCR does not
develop rror do
software

maintenance on

user applications,
so this item Is no\

C HOSTtNO REQUIREMENTS VENDOR

RESPONSE
VENDOR COMMENTS

C.I The Vendor shall maintain a secure hosting environment
providing all necessary hardware, software, and Internet
bandwidth to manage the system af>d data submitters and the
State with permission based logins.

•  Access will be via Internet Explorer Version 11. or as otherwise
aareed to bv DHHS.

Yes

C.2 The Vendor will rtot bo responsible for r)etwor1( connection
Issues, problems or conditions arising from or related to
clrdimstances outside the control of the Vendor, ex; bandwidth,
network outages and /or any other conditions arising on the data
submitters Internal network or. more generally, outside the
Vendor's firewaD or any issues that are the responsibility of the
data submitters Internet Service Provider

Yes

C.3 Vendor shall provide a secure Tier 3 or 4 Data Center providing
equipment, an on-slte 24/7 system operator, managed firewall
services, and managed backup Services.

Yes. Tier 3

C.4 The Vendor must monitor the application and all servers
Yes

C.5 The Vendor shall manage the databases and services on all
servers located at the Vendor's facility.

Yes

0.6 The Vendor shall install and update all server patches, updates,
and other utilities within 60 days of release from the
manufacturer.

Yes

Yes
C.8 The Vendor shall manaqe the sharing of data resourfw:

Yes
^.9 The Vendor shall manage dally backups, off-site data storage.

. and restore operations.
Yes

Yes
C.11 The Vendor shall provide validation that they have adequate

disaster recovery procedures In olace.
Yea

C.l2The Vendor shall have documented disaster recovery plans that
address the recovery of lost Stale data as well es their own.
Sysiems'shall be ar^itecled to meet the defined recovery
needs.

Yes

Trustaea of Dsitmouth Cofleg«
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS I  VENDOR
RESPONSE VENDOR COHMan'B

C.13The dbaster recovery plan shall Identify approprtate methods for
procuring additional hardware In the event of a component
failure. In most Instances, systems shall offer a level of
redundancy so the loss of a drive or power supply will not be
sufficient to terminate services however, these failed
components will have to t>e replaced.

Yes

0.14The Vendor shall adhere to a defined and documented back-up
schedule and ordcedure.

Yes

C.lSBack-up copies of data are made for the purpose of facllltatino a
restore of the data In the event of data loss or System failure

Yes

C.16Scheduled backups of all servers must be completed weekly Yes
0.17 The minimum acceptable frequency is differential backup

dally, and comptate backup weekty.
Yes

•

0.18 Tapes or other back-up media tapes must be securely
transferred from the site to another secure locallo'n to avoid
complete data loss with the loss of a facility.

Yes

0.10 tf State data Is personally Identifiable, data must be
encrypted In the operation environment and on back up tapes

Yes

0.20 Data recovery - In the event that recovery back to the last
backup Is not sufficient to recover State Data, the Vendor shall
employ the use of database logs In addition to backup media in
the restoration of the databasefs) to a^rd.a much doser to
real-time recovery. To do this, ic^s must be moved off the
volume containing the database with a frequency to match the
business needs.

Yes The Contractor's

Proposal Rttponse to
Information Technology
questions dated
October 3, 2016,
providing additional
delays and specifics of
the data recovery
process. Is herel)y
incorporated by
reference as fully set
forth hdreln.

The State and

Contractor shall

negotiate a mutually
agreeable remediation
plan within 180 days of
tile effective date of the
Contract.

D HOSTING REQUIREMENTS - NETWORK ARCHfTECTURE VENDOR
RESPONSE

VENDOR

COMMENTS
C.21 The Vendor must operate hosting Services on a network

offering adequate performance to meet the business
requirements for the Slate application. For the purpose of this
RFP, adequate performance (s defined as 99.6% uptime,
oxduslvo of the requlartv scheduled maintenance window.

Yes

Tnnttn of Ooitmouth CoCbge

Rf P-20} 7^PGS^)M:ANCe.0'l
Contact #20 t&Od}

EiNb(t A-t Addllonol Canc« 0»ta Regtslry Tochnical Roquirtments
Contactor I

Paoa 6 of 6



New Hampshire Department of Health and Humio Services
Cancer Registry Operations

Exhibit A-1

CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR

RESPONSE
VENDOR COMMENTS |

C.22The Vendor shall provide network redundancy deemed
adequate by the State by assuring redundant connections
prodded by multiple Internet Vendors, so that a failure of one
Internet connection wUI not interrupt access to the State

. apDiicBtion.

Yes

C.23The Vendor* network architecture must include redundancy of
.  routers'andswItchesln'theDataCenter.

Yes

C.24Remcte access shall be customized to the State's business
' application. In Instances where the State requires access to the
appDcatlon or server -resources not in the DMZ, the Veridor
shail provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).

No This is not

applicable because
there Is no relevant

state business

EHOSTING REQUIREMENTS- SECURFTY VENDOR

RESPONSE
VENDOR

COMMENTS
C.25The Vendor shall employ security measures (hat ensure the

State's data is protected.
Yes

C.26lf State data is hosted on multiple servers, data exchanges
between and among servers must be encrypted.

■ No This is not

applicable as the
data are hosted on

C.27AII servers and devices must have currently-supported and
hardened operating systems, the latest anti-vlraJ, anti-hacker, •
anti-epam. anti-spyware, and antl-malware utilities. The
erwironment, as a whole, shall have aggressive intrusion-
detection and firewall protection.

Yes

*

C.28AII components of the infrastructure shall be reviewed and
tested to ensure they protect the State's hardware, software,
and Its related data assets. Tests shall focus on the technical,
administrative, and physical security controls that have been
designed into the System architecture in order to provide
confidentiaiity. integrity, and availability.

Yes

C.29ln the development or maintenance of any code, the Vendor
shaD ensure that the Software Is independently verified and
validated using a methodology determined appropriate by the
State. All software and hardware shall be free of malicious
code.

■No This Is not
applicable as
NHSCR does not
develop any code
that Is used in
production of an
application such as
WebPlus. NHSCR
does make
extensive use of
programs written In
SAS, SPSS or

C.30The Vendor shail authorize the Stale to perform scheduled and
random security audits, Including vulnerability assessments, of
the Vendor* hosting infrasiruclure and/or the application upon
request.

Yes

Tnmees tf  D«/tmoi/th CoOeoe
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR
RESPONSE

VENDOR COMMENTS

C.31The Vendor shall provide fire detection and suppression system,
physical security of and Infrastnxlure security of the proposed
hostino facility. The environmental support equipment of the
Vendor website hosting fadlHy. power conditioning: HVAC;
UPS: generatbr must be acceptable to the Stale.

Yes

F KOSTWO REQUIREMENTS - SERVICE LEVEL
AGREEMENT

VENDOR

RESPONSE
VENDOR

COMMENTS
C.32The DHHS arxJ Health Facilities shall have unlimited access, via

phone or Email, to the Vendor Help Desk technical support staff
between the hours of 8:30am to 5:00pm- Monday thru Friday
EST.

Yes

C.33The Venda telephorie or e-mail response time for technical
support shall be no more than twenfy-four (24) hours.

1  Yes NHSCR Is

prepared to
respond during
normal business

hours. 8:00 AM to
4:30 PM. Monday
through Friday
EST. This has
worked well with
our reporters.

C.34The Vendor shall guarantee 99.5% uptime, exclusive of the
regularly scheduled maintenance window

Yes Tlw Applicant, an
academic

- institution, is not In
a position to

' guarantee uptime
although in the
normal course of

business, it
approaches 99.5%.

0. ADOmONAL QUESTIONS
VENDOR

RESPONSE
VENDOR

COMMENTS

0.35 The Vendor shall provide a written description of (he
Registry Pius Suite options used by NHSCR.

Yes The Contractor's

Proposal Response to
Information Technology
questions dated October
3.2016, providing
additional details and

spedflcs of the Registry
Plus Suite. Is hereby
incorporated by
reference as fuDy set
forth herein.

The State and Contractor

Shalt negotiate a mutually
agreeable remediation
plan wllhin 00 days of (he
effective dale of ̂ e
Contract

TrvttMt ol Dartmouth Collago
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS
VENDOR

RESPONSE
VENDOR COMMENTS

0.36 The technical Information from the CDC on the Registry
-  Plus suite Indicates that customization to the code is .

al)(Mwed. Does Dartmouth Intend to do that or are they
providing an *out of box* install? That will impact whether. ..
application security is In scope for what Dartmouth provides
to the State. The technical specificallons for Registry Plus
are six (6) years old
thttD^/www.cdc.flov/cancer/nocf/Ddf/reQlstfvDlus/feQlstfv ol
us reouirements-odfl so the chances are higher that there
Is some security corx^erns atMut this software. A quicK read
shcMvs the .Net framework is .Net 1.1 which Is obsolete.

The Vendor shall provide updated technical specifications.

Yes See C35.

The State and

Contractor shell

nefgotiate a
mutually agreeable
remediation plan
within SO days of
the effective date of

the Contract.

C.37 The CDC's documentation puts a high level of the security on
the Infrastructure that runs the system (from requirements,
page 7)

The security of Web Plus depends mostly on Ihe
security of the dient computer, the communication
channel betw^n ihe client and the Web server, the
W^ server, the base operating system, end the
configurations of the ftrewalls on either side of the Web
server. It Is very Important (hat the hosting agency
have a security policy in place end document the users
(and their assigned roles) who have access to Web
Plus. The hosting agency te responsible for encrypting
the Web Rus database if required. Strong passwords
are recommended, end account sharing should be
prohibited. For further Information, visit Web Plus
Security Features -
(httD://www.cdc.Qov/cancer/npcr/tools/reql8trvDlu8/WD
securfty.html and Maximizing Data ̂ curlty In
WebPlus

(httD://www.cdc.QoWcancer/nQcr/tQOls/reQlstrvDlus/wD

C.38 Penetration Intenial Security Testing. The Stale will perform
Penetration testing, end based on results, work with the
Contractor to negotiate a mutually egreeable remediation plan
within 180 days of the Contract effective date

Yes

Yes

The Contractor's

Proposal Response to
Information

T echnology questions
dated October 3,2016,
providing additional
details and spedflcs of
the Cancer Registry
Operations security of
Web Pius, is hereby
Incorporated by
reference as fully set
forth herein.

.The State and

Contractor shall

negotiate a mutually
agreeable remediation
plan within 90 days of
the effective date of the

Contract.

The State end

Contractor shall

determine a mutually
agreed upon date for
penetration tesUng and
perform the penetration
testing within 90 days
of (he effective date of

the Contract.

TrvAttM o< Osnmouih CoSege

RfP.2017W»OW>NCE-01
Contract #201^1

Exhibit'A-t Additional Cancer Data Register Te^nlcal Reqiireffl
Contractor
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Now Hampohlro Department of Heatth end Human Services
Cancer Registry Operations

Exhibit B

Method and Conditions Precedent to Payment

1) The State shall pay the contractor an amount not to exceed the Form P-37. Block 1.8. Price Limitation (or the
services provideid by the Contractor pursuant to Exhibit A. Scope o( Services.

1.1. This contract is furxJed with funds from the followtng Catalog of Federal OomesUc Asslstance (CFDA)
numbers:

• 79% federal funds from the US Centers for Disease Control & Prevention, NH Comprehensive
Carrcer Control Program & Cancer ..Registry Grant. CFDA #93.752, Federal Award Identification
Number (FAIN). NU58DP003930.

• 21% general funds.

1.2. The Contractor agrees to provide the services in Exhibit A, Scope of Service and Exhibit A-l Additional
Cancer Data Registry Te^nlcal Requirements, In compliance with funding requirements. Failure to
meet the ̂ cope of services may jeopardize the funded contractor's current and/or future funding.

2) Payment for said services shell be made monthly as follows:

2.1. Payment shall be on a cost reimbursement basis for actual expenditures Incurr^ in the fulfillment of
this sgreemenL end shai) be in accordance with the approved line item.

2.2. The Contractor wtll submit an Invoice in a form satisfactory to the State by the twentieth working day of
'  each month, which idenUTies and requests reimbursement for authorized expenses incurred in the prior

month. The invoice must be completed, signed, dated and returned to the Department In order to
initiate payment.

2.3. The State shall make payment to the Contractor within thirty (30) days of receipt of each Invoice,
subsequent to approval of the submitted invoice and if sufficient funds are avallat)le. Contractors will
keep detailed records of their activities related to OHHS-funded programs and services.

2A. The final Invoice shall t)c due to the Stale no later than forty (40) days after the contract Form P-37,
Block 1.7 Completion Date.

2.5. In lieu of hard copies, all invoices may be assigned an electronic signature and emailed. Hard copies
shall be mailed to;

Department of Health and Human Services
Division of Public Heatth Services

29 Hazen Drive

Ckjncord, NH 03301
Email address: DPHSconlractbilling@dhhs.nh.gov

3) Notwilhstandlr^ paragraph 16 of the Genera) Provisions P-37, an amendment llmHed to adjustments to
amounts between budget line Items, related Items, amendments of related budget exhibits within the price
limitation, and to adjust encumbrances between State Fiscal Years through the Budget Office If needed and
justified, may be made by written agreement of both parties end may be made without obtaining approval of the
Governor and Executive Council.

TnittMs of Danmovth CcUe0« Ei4)lt)(i8 Conmctor (nJtafs
RFP-2017.DPHS03-CANCe-01

ContT»d II201SOS1 Psg* 1 of 1 Osto



Exhibit B-1 Budget

1  New Hampshire Oapartment of Health and Human Swvlcas

Blddor/Contr&etor Name: Trustees of Dartmouth Colleoe

Budget Request for: Cancer Registry Operations
(NameofRFP)

1  Budget Perkxl: 8FY 2017 (11/1/16 through 6^0/17)
Dlroet Indlrecl Total Roqufred Allocation Method for

Line Item Incremental Fixed Match Indlroet/Fl^ Cost
1. Total Salary/Weges 1
2. Employee Benefits S  81.572.00 $  6,157.00 S  89,729.00 $
3. ConsuUants S ^471.00 S  7.347.00 S  60,816.00 $ Dartmouth CoUage Is
4. Equipment; $ $ $' S aQowlng a substantially

Rental $ $ $ s reduced 10% Indirect

Repair and Maintenance s $ s 5 cost rate from the usual

Purchase/Depredation S  3,560.00 5  356.00 $  3.916.x s rate of62%. Gelsel

5. Supplies: % S  ' ' $ $ School of Medtcirra

Educational % 5 s i provides office space,
Lab $ S s communications, and

Pharmacy $ s s S

Medical s $ s  .

OfRce S  3,960.00 $  396.00 5  4,356.x $

6. Travel $  21,948.00 %  2.195.QO $  24.143.x $
7. Occupancy $ $ $ $

B. - Current Expenses s $ $ $

Telephone $  ' S % s

Postage S  3,680.00 S  368.00 %  . 4.04e.X $

Subscriptions S $ % $

Audit end Legal $1 % $

Insurance- $ $ s s

Board Expenses $ •$ $ s

9. Software $  6,193.00 S  819.00 S  9.012.x s

10. MarketlngfCommunicatlcns $ S $ $

11. Staff Education and Training S  • 2,000.00 S  200.00 S  2JX.X $

12. Subcontracts/Agreements s $

13. Other(8pecinc details mandatory); s s $ $

Membership s s % $

Tumor Regtslry Effort $ $ $ $

DC Contribution of Indirect Costa s $ $ $  SS.987.X
$ $ $ •$ 106,257.x

s s $

TOTAL 1  jy7,by4.oo i  47,707.00 %  524,781.00

Pege 1 of 1

Contractor Initiala:

Date: tea



Exhibit B>2 Budget

Now Hampshire Department of Health and Human Services

Bidder/Contractor Name:Trustees of Dartmouth Collefle

Budflet Request for: Cancer Registry Ooeratlons
(A/ame ofRPP)

Btidflet Period: SFV 2016 (7/1/17 throuah 6/30/18}

Olrecl Indtred Tptal Required AUocalton Method for
LinettDm . (ncronseiitBl Ftaced Match Indtrect/Ffaied Cost ■

1. Total Soiary/Wagea $410,467 $  41,047.00 $ 451.514.00 i  •
2. Employee Beneflts $123,141 $  12.314.00 & 135.455.00 s

3. Consullanta $  4.205.00 $  421.00 S 4.626.00 $ Dartmouth CoHege Is
4. Equipment $  1692.00 $  469.00 $ 5.161.00 .$ allowfhg a substantially

Rental $ S s - $ reduced tO% indirect cost

Repair end Maintenance $ $ $ rate from the usual rate of

Purchase/Depredation $ $ $ $ 62%. Gelsei Schod of

5. Supplies: S s $ $ Medldne provides ofRce -
Educational i s $ $ space, communications.
Lab $ s $ s  • and administrative

Pharmacy $ $ s $

Medical .$ $ i - $
Office $  5,439.00 $  S44.X $ 5.983.00 $

6. Travel $  30.900.00 $  3,090.00 $ 33.090.00 $

7. Occupar^ $ $ $ - $

8. Current E^nses ■ $ $ $ $

Teiephone S $ $ • t
Postage $  5,149.00 $  515.00 s 5.664.00 $

Subscriptions $  .840.00 $  84.00 $ 924.00 $

Audit and Lepal s $ $ - %

Insurance $ $ $ $

Board Expenses $ $ - $
9. Software $  16,465.00 $  1,647.00 $ 18,112.00 $

10. Maricetfng/Communlcalions $ $ s . $

11. Staff Education and Training $  3^090.00 $  309.00 $ 3.399.00 $

12. Subcontracts/Agreements $ s $ . $
13. Other (specific details mandatory): J $ . $

Merobership $  1.210.00 S  121.00 % 1.331.00 $

Tumor Registry Effort $ $ $ - S  87,206.00

DC Contribution of Indirect Costs $ $ $ $  . 148.372

$  « $ s $

$ $ $ . i
TOTAL S 609,598.00 1 U.60i.60 i i35,578.00

10.0%

CH/OHH&I01I414 Page l of i
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N«w Hampshire Department of Health and Human Services
Exhibit C

SPECIAL PROVISIONS

Contrectors Obligations: The Contractor covenants and agrees that all funds received by (he Contractor
urxier the Contract shall be used ortly as payment to the Contractor for services provided to ellgtble
individuais ̂ d. In the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: If the Contractor Is permitted to determine the eilgibliity
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures. .

2. Time and Manner of Ootermlnatlon: Eligibility determinations shall t>e made on forms provided by
the Department for (hat purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each redpfern of sendees hereur>der, which file shall indude all
Irrformation necessary to support an eligibility determlriatlon and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation
regarding dlglb^ity determinations that the Department may request or require.

4. Fair Hearlrtga: The Contractor understands that ell applicants for services hereunder. as well as
Individuals declared Ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shad be permitted to Till out
an application form and that each applicant or re-applicant shall be Informed of his/her right to a fair
hearing in accordance wtlh Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
(he Slate in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The Slate may terminate this Contract and any sub-contract or sub-agreement if It is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments; Notwithstanding anything to the contrary contained In the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the par^s
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the Individual applies for servk^s or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such ser^ces.

7. Condltloru of Purchase: Notwithstanding anything to the contrary contained In the Contract. rx)th(n9
herein corrtatrted shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor In excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to Ineligible indlvidu^s or other third parly
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, (he Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
In excess of such costs or in excess of such rates charged by the Contractor to Ineligible individuals '
or other third party funders. the Department may elect to;
7.1. Renegotiate the rates for payment hereur^er. In which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement In

excess of costs;

EkMWI C - Special Provisions Contrador Initial:
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New Hampshire Department of Health and Human Services
Exhibit C

7.3. Demand repayment of the excess payment by the Contractor In which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitt^ to determine the eUgibtlily of individuals for services, the Contractor agrees to
reimburse (he Department for all funds paid by the Department to the Contractor for services
provided to any Individual who Is found by the Department to be IneHgible for such servlcea at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE. RETENTION. AUDIT. DISCLOSURE AND CONFIDENTIALITY:

6. Mslntenartce of Records; In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the followfr>g records during the Contract Period:
8.1. Fiscal Records: books, records, documents and other data evidenclrtg and'reflecting ail costs

and other expenses incurred by the Contraclor In the performance of the ContracL and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained In accordarx;e with accounting procedures and practices which sufficlentty and
property reflect all such costs and expenses, end which are acceptable to the Department, and
to Include, without llrnttatlon, all ledgers, books, records, and origlnai evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for maierials, (nventorlei valuations of
irvkind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enrollment, attend3r>ce or visit records for each recipient of
services during the Contract Period, which records shall Include all records of application and
ellglbflity (Induding all forms required to determine ellgitMllty for each such recipient), records
regarding the provision of servtMs and all invoices submitted to the Department to obtain
payment for such services.

8.3. M^lcal Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. AudH: Contractor shall submit an annual audit to the Department within 80 days after the dose of the
agency fiscal year. It Is recommended that the report be prepared In accordance with the provision of

- Office-of Management and Budget Circular A-133, 'Audits of Slates, Local Governments, and Non
Profit Organizations' and the provisions of Standards for Audit of Governmental ■Organizations.
Programs, Activities and Functions, Issued by the US Ger>eral Accounting Office (GAO standards) as
they pertain to financial compliance audits.
9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the

D^)artment. (he United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. AudK Liabilities: In addition to and not in any way In limitation of obllgatlortt of the Contract, it Is
understood and agreed by the Contractor that the Contractor shall be held liable for any slate
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records, maintained hereunder or collected
in cc^nection with the performance of the services and the Contract shall be confidential and shall not
be drscJdsed by the Contractor, provided however, that pursuant to stale laws artd (he regulatlor^ of
the Deparlmenl regarding the use and disclosure of such Information, disclosure may be made to
public officials requiring such information in conhecllon with their official duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any Information'concernirtg a recipient for any purpose not
directly connected with the admlnlstratJon of the Department or the Contractcf's responsibilities with
respect to purdiased services hereunder is prohibited except on written consent of the recipienl, his
attorney or gUardlan.

Exhibit C - Sp«d8l ProvOions Contractor Initial
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New Hampshire Department of Health and Human Services
Exhibit C

Notv^thstanding anything to the contrary contained herein the covenants and conditions contained In
the Paragraph shall survive the termination of the Contract .for any reason whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following
times if requested by the Department.

'  11.1; Interim Financial Reports: Written interim financial reports containing a detailed desaiption of
all costs and non-allowable expenses IrKurred by the Contractor to the date of the report end
containing such other information as shall be de^ed satisfactory by the Deparfment to
justify the rate of payment hereunder. Such Financial Reports shall be submitted ori the form
designated by the oiepartment or deemed saUsfactory by the.Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the ertd of the term
of this Contract. The FIrtal Report shall t>e In a form satisfactory to the Department ar>d shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other Information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for In the Contract and upon payment of the price HmHation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as.
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the (ermlriatlon of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at Its disaetlon, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall indude the following
statement:

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire. Department of Health and Human Services, with funds provlded In part
bylhe State of New Hampshire andfor such other funding sources as were available or

'  required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchas^ under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS vyill retain copyright ownership for any and all original materials
produced, induding, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: in the operatioriof any facilities
for providing services, the Contractor shall comply with ail laws, orders and regulations of federal,
state, county and munidpat authorllies and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the fadlily or the provision of the services at such facility, tf any governmental license or
permit shall be required for the operation of the said fadiity or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, durlr>g the term of this Contract the facilities shall
comply vrith all njles. orders, regulations, and requirements of the Stale Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for CM) Rights, OfRce'of Justice Programs (OCR). If ft has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

£Jd^ibtt C - Spedsl Provisions Contrsctor I
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New Hampshire Department of Health and Human Services
Exhibit C

more employees, it will maintain a current EEOP on file and submit an EEOP Certiftcation Form to the
OCR, certifying that Its EEOP is on fUe. For redpienta receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certlficatiori Fo^ to the OCR cerlffytng It Is not required to submit or maintain an EEOP. Non
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms are available at: http://www.cjp.usddj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As darlfied by Executive Order 13166, Improving Access to
Services for persons with LlmHed English Proficiency, and resulting agency guidance, hational origin
discrimination Indudes discrimination on the basis of limited English proficiency (LEP). do ensure
oompllanoe with the Omnibus Crime Control and Safe Streets Act of 1966 and Title VI of (he CMI
Rights Ad of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whlatlebtower Protections: The
following shall apply to all contracts that exceed the Slmpllfted Acquisition Threshold as defined In 48
CFR 2.101 (currently, $150,000)

Contractor Employee Whistleblower Riokts At^ REouiREMErn' To Inform Employees of
WHiSlLEBLOWER RIGHTS (SE P 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies In the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 628 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall Inform its employees In writing. In the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described In section
3.906 of the Federal Acquisition Regulation.

(c) The Contractor shall Insert the substance of this dause, Induding this paragraph (c). In all
subcontracts over (he simplified acquisition threshold.

19. Subcontractora: OHMS recognizes (hat the Contractor may choose to use subcontradors with
greater expertise .to perform certain health care services or functions for efficiency or convenience,
but the Contrador shall retain the responsibility and accountability for the functton(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
funcllon(8). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or Imposing sanctions if
the subcontractor's performance Is not adequate.-Subcontradors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontrador compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contrador shall do the foUowtng:
19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating

the function

19.2. Have a v^ltten agreement with the subcontractor that spedfies adivitles and reporting
responsibilities and how ssndions/revocation will .be managed If the subconlrador's
perfonmarSce Is not adequate

19.3. Monitor the subcontrador's performance on an ongoing basis '

EiMUt C - Special Provbions Contractor Initi
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N«w Hampshire Department of Health and Human Services
Exhibit C

19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions arid
responsibilities, and when the subcontractor's performance will be reviewed

19.5. OHHS shall, el Its disaetion, review and approve all subcontracts.

if the Contractor identifies defidendes or areas for improvement are Identified, the Contractor shall
take corrective action.

DEFINfTIONS

As used In the Contrscl, the following terms shall have the following meanings:

COSTS: Shall mean-those direct and Indirect items of expense determined by the Department to be
allowable and reimbursable in accordance with cost and accounting prindptes established in accordance
with slate and federal laws, regulaltons. rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shalt mean that section of the Contractor Manual which Is
entitled "Financial Management Guidelines" and which contains the regutatlons governing the flnandal
activities of contractor agencies which have contracted with the Slate of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
indMdual^s by the Contractor in accordance with the terms and conditions of the Contract and setting forth
.the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor Is to provide to eligibte individuals hereunder, shall mean tl^l
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federal or state laws, regulatiora, rules, orders, and policies, etc. ere
referred to in the Contract, the said reference shall be deemed to mean ell such laws, regulations, etc. as
they may be amended ot'revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Adminbtrative
Services containing a compilation of all regulations promulgated pursuant to tl^ New Hampshire
Administrative Procedures Act. NH RSA Ch 541 -A. for the purpose of implementing State of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.

ExNDil C - Spedal Provisions Coniroaor Initlsts.
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New Hampshire Departmcoi of Health and Human Services

ExhIbH C-1

REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of tbe General Provisions of this contract. Conditional Nature of Agreement, is replaced as
follows:

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State hereunder.
induding without (imitation, the continuance of payments. In wivsle or in part, ur>der this Agreerhent are
contingent upon continued appropriation or availability of ̂ nds, Including any subsequent changes to the
appropriation or availability of funds affected by any state or federal legislative or executive ectton that
reduces, eliminates, or otherwise modifies the appropriation or availability of funding for this Agreement
and the Scope of Services provided In Exhibit A. Scope of Services, In whole or in part In no event shall
the State be llal)le for any payments hereunder in excess of appropriated or avaSabie funds. In the event
of a reduction, tennlnatlon or modification of appropriated or available funds, the State shall have the right
to withhold payment until such funds become available. If ever. The Slate shall have the right to reduce.
tefmjr>ate or modify services under this Agreement Immediately upon giving the Contractor notice of such
reduction, termination or modrTication. The State shall not be required to transfer funds from any other
source or account Into the AcMunt(s) Identtfied in block 1.6 of the General Provisions, Account Number,
or any other account. In tt>e event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract. Termination. Is amended by adding the following
language;
10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of the State.

30 days after giving the Contractor written notice that the State is exercising Its option to terminate the
Agreement.

10^2 In the event.of early termination, the Contractor shall, within 15 days of notice of earty termination,
develop and submit to the State a Transition Ran for services under the Agreement, including but not
limited to, identifying the present and future needs of clients receiving services under the Agreement
and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed Information to
support the Transition Plan lndudtr>g. but not llmlled to. any Information or data requested by the
State related to the termination of the Agreement and Transition Plan and shall provide ongoing
communication and revisions Of the Transition Plan to the State as requested.

10.4 In the event that services under the Agreement including but not limited to cQents receiving services
under the Agreement are translt!of>ed to having services delivered by another entity Including
contracted providers or the State, the Contractor shall provide a process for uninterrupted delivery of
services In the Transition Plan.

10.5 The Contractor shall'establish a method of r>otifying clients and other affected Individuals about (he
transition. The Contractor shall Include the proposed communications in its Transition Plan submitted
to the Stale as described above.

3. Extension:

This agreement has the option for a potential extension of up to two (2) additional years, contingent upon
satisfactory dellvery of services, available funding, agreement the parties and approval of the Goverrtor and
Council.

4. Limitation of Liability

4.1. State

Subject lo applicable laws and regulations, In no event shall the State be liable for any consequential,
spedal, Indirect, Incidenlal, punitive, or exemplary dafnages. Subject to applicable laws end regvJations. the
State's liability to Contractor shall not exceed the total Contract price set forth In Contract Agreement -
General ProvtsiorQ,. Block 1.8.

Tr\nt8«a ot Oartmoutn Coleo^ Exhibit C>1 - Revisions le Genefal Provisions- Conbedor Inltia
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New Hampshire Departmeot of Health and Human Services

Exhibit C-1

4.2. Contractor

Subject to applicabie laws and regulations, (n no event sKalt Contractor be liable for..any consequential,
ape^l, indirect, incidental, punitive or exemplary damages and Contractor's liability to the State shall not
exceed two times (2X) the total Contract price set forth In Contract Agreement - P-37. Gerwral Provisions.
Block 1.6.

Notwithstanding the foregoing, this limitation of liability shall not apply to Contractor's IndemnlflcaUon
obli^tions set forth In the Contract Agreement-General Provisions Section 13: Indemnincatton.

4.9 Stato'e Immunity
Nctwlthstartding the foregoing, rtothlng herein contained shall be deemed to constitute a waiver of the
sovereign Immunity of the State, which immunity Is hereby reserved to the State. This covenant shall survive
termination or Contract corKfusion.

RFP-20l7^3PHS-03-CANCE-01 /Al \/ Jj/
Conlf»clW016^1 Pflo«2of2 . Data /
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New Hampshire Department of Health and Human Services
Exhibit O

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Daig-Free Workplace Act of 1966 (Pub. L. 100-690, Title V. Subtitle D; 41 .
U.S.C. 701 et aeq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certifcation:

ALTERNATIVE 1 - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certiTication is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690. Title V. Subtitle 0; 41 U.S.C. 701 etseq.). The January 31.
1989 regulations were amended and published as Part 11 of the May 25,' 1990 Federal Register (pages
21681-21691), and require certification .by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by Inference, sub-grantees and sub-contractors) that Is a State
may elect to make one certification to the Department In each federal fiscal year In lieu of certificates for
ea^ grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which reliance Is placed v^en the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant-Street,
Concord. NH 03301-6505

1. The grantee certifies that It will or will continue to provide a drug-free workplace by:
1.1. Pubilshing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Estabfishlng an ongoing drug-free awareness program to Inform employees about
1.2.1 .• The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring (n (he workplace;
1.3. Making It a requirement that each employee to be engaged In the performance of tiie grant be
' given a copy of the statement required by paragraph (a);

1.4. Notifying employee In the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement: and
1.4.2. Notify the emfrioyer in writing of his or her conviction for a violation of a criminal drug

statute occurring In the workplace nolater than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must prov'ide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency -

EvNbl 0 - CertMctilon regtrdinp Drug Fre* Contractor Inftl
. Workplace Raqulreniarto L///) A,//.
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Exhibh D

has designated a central point for the receipt of such notices. Notice shall include the
Identification number(s) of each affected grant;

1.6. Taking one of the follo^ng actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who Is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973. as
amended; or ' '

1.6.2. Requiring such employee to participate satisfactorily In a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law eniorcement, or other appropriate agency;

1.7. Making a good laltn effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4.1.5, ar>d 1.6.

2. The grantee may Insert in the space provided below the sitefs) for the performance of work done in
connection with the specific'grant. '

Place of Performance (street address, dty. county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name: Trustees of Dartmouth (College

Date

Jin M. MortaJi. Director
Office of Sponsored Projerts

(tie

Exhl)l O - Ctrtinc«Uon tegtrding Drug Fr** Contrsdar Initials.
Workplscs Riqulnments
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New Hsmpehire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The ContTBctor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101*121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352. and turtheragrees tohave the Contractor's representative, es identified In Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMEffT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE . CONTRACTORS

Programs (Indicate applicable program covered);
Tempcfary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-0
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
*Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated furuls have been paid or will be paid by or on behalf of the undersigned, to
any person for Influendng or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, oran employee of a Member of Congress In
connection with the awarding of any Federal contract, continuation, rerwwal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by spedife mention
sub-grantee or sub-contractor).

2. If any fijhds other than Federal appropriated funds have been paid or will be paid to any person for
Infhjendng or attempting to influence an officer or employee-of any agency, a Member of Congress,
an officer or employee of Congress, or an emptoyee of a Member of Congress in connection with this
Federal contract, grant loan, or cooperative agreement (and by spedfic mention sub-grantee or sub
contractor), the undersigned shaD complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, In accordance with Its Instructions, attached and identified as Standard Exhibit E-1.)

. 3. The urxJersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (induding subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-redpients shall certify and disclose accordingly.

This certification Is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for maMng or entering into this
transaction Imposed by Section 1352, Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contiactor Name; Trustees of Dartmouth College

Til

Oal'e ■ f • Nalrie; "" ^
Jill M. Moftali, Director

Office of Sponeored Projects

Exhibk E - C«/lincatjon Reftnling Lobbying Controdor Initltli.

curoHNVitori) Page loll Date.



New Hampshire Department of Health and Human Services
• Exhibit P

CERTIFICATION-REQARDINQ DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor Identified in .Section 1.3 of the General Provisions agrees to comply with the provisions of
Exeojtrve Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Oebarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contrect), the prospective primary participant Is providing the

certification set out below.

2. The Inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanatton of why tt cannot provide the certification. ITie certification or explanation will be
considered in connection wfth the NH Department of Health and Human Services' (DHHS)
determination whether to enter Into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation In
this transaction.

3. The certification in this clause Is a material representation of fact upon which reliance was placed ■
when DHHS determined to enter into this transaction. If It Is later determined that the prospective
primary participant knowingly rendered an erroneous certification, In addition to other remedies
available to the Federal Government DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide Immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant teams
that its certification vros erroneous when submitted or has b^me erroneous by reason of changed
circumstances.

5. The terms 'covered transaction,' 'debarred,' 'suspended,' "ineligible.' 'lower tier covered
transaction,' 'participant,' •peraon,"primary covered transaction.' 'principal,' 'proposal,' and
'voluntarily excluded,' as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549:45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered Into, it shall not knowingly enter Into any lower tier covered
transaction with a person who is debarred, suspended, declared Ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include (he
clause titled 'Certification Regarding Debarment. Suspension, tneilgibility and Voluntary Exclusion •
Lower Tier Covered Transactions,' provided by DHHS, without modification, In all lov/er tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant In a
lo^r tier covered transaction that It Is not debarred, suspended, lneliglt>ie. or Involuntarily excluded
from the covered transaction, unless It knows that the certification is erroneous. A participant may
decide the metiiod and frequency by which it determines the eligibility of its principals. Each
participant may. but is not required to, check the Nonprocurement List (of exdud^ parties).

9. Nothing contained in.the foregoing shaO be construed to require estaUishmenl of a system of records
In order to render. In good faith the certification required by this clause. The knowledge and

Exhftill F • Ccnirictdon Regarding Debarment. Sutpenalon Contractor Initta
' And Other Retponalbftlty Matter*
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New Hampehlre Department of Health and Human Services
ExhIbK F

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred. Ineligible, or voluntarily excluded from participation In this transaction, in
addition to other remedies avaiteble to the Federal government. DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that It end its

prirwipals:
11'1. are not presently debarred, suspended, proposed for debarment declared Ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal {contract) been convicted of of had

a cMl judgment rendered against them for commission of fraud or a criminal offense in
connection wWt obtaining, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falslhcation or destruction of
records, making false statements,'or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) v/ith commission of any of the offenses enumerated in paragraph (i)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant Is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier partici^nt, as
.  defined in 45 CFR Part 76. certifies to the best of Its knowledge and belief that it and Its principals:

13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.

13.2. where the prospective lower tier participant Is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14; The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
Include this clause entitled 'Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lcvrer Tier Covered Transactions,* without modification in all lower tier covered
transactions and In all solicitations for lower tier covered transactions.

Contractor Name: Trustees of Dartmouth College

Jill M. Mortall, Director
Office of Spofwored Prolecta

ExhbB F - Ceitirtcattofl Rtgardlng Dabtrment. Suipanilon Contractor Iniliib.
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New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDtSCRIMlNATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified In Section 1.3 of the Genera! Provisions agrees by. signature of the Contractor's
representative as Identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantaes or subcontractors to comply, with any applicable
federal nondischmination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1966 (42 U.S.C. Section 3789d) which prohibits
recipients .of federal funding Under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

• the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section S672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. Ttie Act includes Equal
Employment Opportunity Plan requirements;

-the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or a^vity);

- the Rehabilitation Acn of 1973 (29 U.S.C. Section 794), vrhich prohibits recipients of Federal financial
assistance from discriminating on the basis of disability. In regard to employment and the delivery of
services or benefits, In any program or activity;

• the Americans with Disabilities Act of 1990 (42 U.S.C.- S^tions 12131-34), which prohibits
dlscrtminatk>n and ensures equal opportunity for persons with disabilities in employment. State and local
government senrlces, public accommodations, commercial facilities, and transportation;

-the Education Amendments of 1972 (20 U.S.C. Sections 1661, 1683.-1685-86), which prohibits
disalmination on the basis of sex in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment di^rtmination;

- 28 C.F.R. pi 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrlmination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt 38 (U.S. Department of Justice Regulations - Equal Treatment for Faitfi-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) ttie Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, v^ich protects employees against
reprisal for certain whistle blo^ng activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the .
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G
Cont/BCtor
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New Hampehiro Department of HeaKh and Human Servlcea
Exhibit G

In the event a Federal or Slate court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
aoalnst a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the appDcable contracting agency or division within the Department of Health and Human Services, and
to the Department of Heafih and Human Services Office of the Ombudsman.

the Contractor Identified in Section 1.3 of the General Provisions agrees by signature' of the Contractor's
r^resentative as identified in SecUoru 1.11 and 1.12 of the.General Provl^ons, to execute the following
certifcation;

)

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name; Trustees of Dartmouth College

Date Nam

Title
Jill M. Mortall, Director

Office of Sponsored Prelects

Eihibll G
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Now Hampshire Department of Health and Human Services
Exhibit H

CERTinCATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103>227, Part C • Environmental Tobacco Smoke, aiso known as the Pro-Children Act of 1994
(Act), requires that 8nx)kjng not be permitted in any portion of any indoor facility owned or leased or
contract^ for. by an entity and used routinety or regularly for the. provision of health, day care, education,
or library services to chDdren under the age of 16, if the services are funded by Federal programs either
directty or through State or tocat governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's seni'Ices provided in private residences, facilities funded solely by
Medicare or Mepicaid funds, and portions of fadlib'es used for inpatient drug or alcohol treatment. Failure
to comply with the pfovtsions of the law may result In the Imposition of a civil mdnetary penalty .of up to
61000 per day and/br the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provteions, to execute the foRowing
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name; Tru^ees of Dartmouth Co'liega

«■' ' * Name: ^Date ' /
tto JiU M. Mortali, Director

Office of Sponsored Proj-.r

•. I,.': ;?»y
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New HampsMre Department of Health and Human Services

Exhibit t

HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSCKIATE AGREEMENT

The Contractor IdentHied In Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Ad. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate' shall mean the Contrador and sutKontradors and agents of the Contrador that
receive, use or have access to proteded health Information under this Agreement and 'Covered
Entity' shall mean the State of New Hampshire. Department of Health and Human Services.

'  (1) DefinWons.

a. 'Breach' shall have the same meaning as the term 'Breach' in sedion 164.402 of Title 45.
Code of Federal Regulations.

b. 'Business Assodate' has the meaning given such term in sedion 160.103 of Title 45, Code
of Federal Regulations.

c. 'Covered Entity" has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

d. 'Designated Record Set' shall have the same meaning as the term 'designated record set'
in 45 CFR Sedion 164.501.

e. 'Data Agoreoatlon' shall have the same meaning as the torrn 'data aggregation' In 45 CFR
Section 164.501.

f. 'Health Care Operations' shall have the same meaning as the term 'health care operations*
In 45 CFR Section 164.501.

g. 'HITECH Act* means the Health Information Technology for Economic and Clinical Health
Act, TrtleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Ad of
2009.

h. 'HIPAA' means the Health Insurance Portability and Accountability Ad of 1996, Public Law
104^191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160,162 and 164 and amendments thereto.

i. 'Individual' shall have the same meaning as the term 'individual' in 45 CFR Section 160.103
V. and shall indude a person who qualifies as a personal representative in accordance with 45

CFR Sedion 164.501(g).

j. 'Privacy Rule' shall mean the Standards for Privacy of Individually identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health arxj Human Services.

k. 'Prdeded Health Information* shall have the same meaning as the term "proteded health
information' in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity. ' .

VMU ExhMI Contrictof
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New Hampshire Department of Health and Human Services

Exhibit I

t. "Required bv Law* shall have the same meaning as the term "required by laV in 45 CFR
Section 164.103.

ID. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee. ' -

n. 'Security Rule' shall mean the Security Standards for the Protection of Electronic Protected
Heialth Information at 45 CFR Part 164, Subparl C. and amendments thereto.

0. 'Unsecured Protected Health Information' means protected health Information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American NaUonal Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from tirtie to time, and the
HITECH

Act.
(

(2) Puslness Associate Use and Disclosure of Protected Health Information.

a. Business ̂ sociate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
Hs directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or discfose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

0. To tf)e extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure,) (1)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further discbsed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, In accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowtedge of such breach. .

d. . The Business Associate shall not. unless such disclosure is reasonably necessary to
provide ̂ n/ices under Exhibit A of the Agreement, disclose any PHI in response to a
request for disdosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disdosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the ̂ ushjess

S/2014 ' Exh&klt I Conlrador
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Exhibit I

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies. ^

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to .
be bound by additionai restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Busir^s Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Acttvltlea of Business Associate.

*a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health inforrnatlon and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when It becomes
aware of any of the above situations. The risk assessment shall Include, but rK)t be
limited to:

0  The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of reHdentification;

0 The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
o The extent to.which the risk to the protected health Information has been

mitigated.

The Business Associate shall complete the risk assessment within 46 hours of the
breach and Immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of Its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, Including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be recelviog^PHI

3/2014 ExhiM I ■ >. Contnctor hitralt

Health Insuiance PortiOillty Act
Bualness Aaaoeiitfl ABrMmam

Pa0« iel6 Date



Now Hsmpshlre Department of Health and Human Servlcoe

Exhibit t

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P*37} ofthis Agreement for the purpose of use and disclosure of
protected health information.

f. , Within five (5) business days of receipt of a written request from Covered Entity,
' Business Associate shall make available during normal business hours at its offices ail

records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's com^iance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an Individual In order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set. the Business Associate shall make such PHI available to Covered Ehtrty for
amendment and Incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
Individual for an accounting of di^osures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accountirtg of PHI
directly from the Business Associate, the Business Associate shall within two (2)
busir>ess days forward sucH request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
Individual's request to Covered Entity would cause Covered Entity or the Business
Assodate to violate HIPAA and the'Privacy and Security Rule, the Business Associate
shall instead respond to the Individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

t. Within ten (10) business days of termination of the Agreement, for any-reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate In connection with the
Agreement and shall not retain any copies or back-up tapes of such PHI. If return or
destruction Is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement, Business Associate shall continue to extend the protections of the
^reement, to such PHI and limit further uses and disclosures of such PHI to t^e
purposes that make the return or destruction infeasibie, for so long as Buslnt
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the '
Business Associate destroy any or ail PHI, the Business Aboclate shall certify to
Covered Entity that the'PHl has been destroyed.

(4) Obllaatione of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitatlon(s) In its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate!s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation
of permission provided to Covered Entity by Individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Sectionl64.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522.
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) TermlnaUon for Cause ^

In addition to Paragraph 10 of the standard terms and .conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate

■ Agreement'Set forth herein as Exhibit I. The Covered Entity may eitheir immediately
■  ■ terminate the Agreement or provide an opportunity for Business Associate to cure the

alleged t>reach within a timeframe specified by Covered Entity. If Covered Entity
determirtes that neither termination nor cure Is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miftcellaneoue

a. Definitions and Reoulatorv References. All terms used, b^t not otherwise defined herein,
^  shall have the same meaning as those terms In the Privacy and Security Rule, amended

from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as In effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as Is
necessary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes In the requirements of HIPAA. the Privacy and
Security Rule, and applicabie federal and state law.

c. Data Ownership. The Business Associate acknovriedges that it has no ownership rights
with respect to the PH( provided by or created on behalf of Covered Entity.

d. . Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA. the Privacy and Security Rulev
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Segregation. If any term or condition of this Exhibit I or the application thereof to any
per$on(8) or drcumstance Is held Invalid, such Invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit ( are declared severable.

Survival, Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destnjctlon of PHI, extensions of the protections of the Agreement In section (3) I, the
defense and Indemnification provisions of section (-3) e and Paragraph 13 of the
standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

Department of Health and Human Services Trustees of Dartmouth College

The State

Jt
Signature of Authericed Repres^tative nat

Marcella J. Boblnsky, MPH

.the

of^SSrix^R^resMSti^
jni M. Mortan. Director

offirft nf SponfiQfed Pro)ect8
Name of Authorized Representative Name of Authorized Representative

Acting Dtredor fy/ ^
Title of Authorized Reoresentafive Tifle of Authorized ReoreTitle of Authorized Representative title of Authorized Representative

^  ■ fdSi/Zu
Date / / Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILTTY AND TRANSPARENCY

ACT IFFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1,2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initiat award is below $25,000 but subsequent grant modifications r^ult in a total award equal to or over
$25,000, the award Is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1." Nan^ of entity
2. Amount of award

3. • Funding agency
4. NAICS code for contracts/CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the fundirtg action
7. Location of the entity
8? Principle place of performance
9. Unique ictentifler of the entity (DUNS tf)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation infotmalion Is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of bie month, plus ̂  days, in which
the award or award amendment is made.
The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282. and Public Law 110-252,
and 2 CFR Part.170 (Reporling Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as Identined In Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needdd Information as outlined above to the NH
Department of Health and Human Sen/Ices and to comply with al) applicable provisions of the Federal
Financial AccountablSty and Transparency Act.

Contractor Name: Trustees of Dartmouth College

ate

jni M. Mortall. Director
Office of Sponsored Projro-.^.

ExMbll J - C«rUnc«tlon R*strUln0 the Federal Funding Coturactor InUah
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FORMA

Aa the Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

.  The DUNS number for vour entity b: 'JU" /O^ - 0

2. In your business or organization's preceding completed fiscal year, did your business or organization
' receive (1) 60 percent or more of your annual gross revenue in U.S. federal corifracts, subcontracts,
bans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual -
gross revenues frorn U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

0  YES

If the answer to #2 above is NO, stop here

If the answer to #2 above Is YES. pbase answer the folbwing;

3. Does the put>tb have access to Information about the compehsatbn of the executives In your .
business or organization through periodic reports filed under sectbn 13(8) or .15(d) of the Securities'
Exchange Act of 1934 (15 U.S.C.78m(a), 7eo(d)) or sectbn 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above Is YES, stop here

If the answer to #3 above Is NO, please answer the folbwing;

4. The names and compensatbn of the five most highly compensated officers in your business or'
-  organization are as fblbws;

Name;

Name:

Name:.

Name:.

Name:

Amount;

Amount:

Amount:

Amount:

Amount:

CVOMMSniOTt)
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