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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC & HOUSING STABILITY
Lori A. Shibinette 129 PLEASANT STREET, CONCORD, NH 03301

Commissioner 603-271-9474 1-800-852-3345 Ext. 9474
Fax: 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

0CT05°22 P

Karen E. Hebert
Director

September 1, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic and
Housing Stability, to enter into Sole Source data sharing agreements (DSA) with the Contractors
listed below to share basic individual contact information so that the Contractors can contact
families to discuss their eligibility for energy assistance and assist them with applying, at no cost,
with the option to renew for up to four (4) additional years, effective October 3, 2022, or
upon Governor and Council approval, whichever is later, through October 1, 2024,

Contractor Name

Community Action Program of Belknap and Merrimack Counties, Inc.

Southern New Hampshire Services, Inc.

Southwestern Community Services, Inc.

Community Action Partnership of Strafford County

Tri-County Community Action Program, Inc.

EXPLANATION

This request is Sole Source because the five (5) Community Action Programs (CAPs)
currently assist families with both energy assistance and Supplemental Nutrition Assistance
Program (SNAP) benefits throughout New Hampshire and are therefore uniquely qualified to
utilize this data to expand efforts to provide energy assistance to families.

The Department is presenting this request to the Governor and Council because the
Department has multiple contracts and/or agreements with the Contractors listed above in State
Fiscal Year 2023, the total amount of the multiple agreements is at or above the applicable G&C
approval thresholds set forth in Manual of Procedures 150 and therefore this action requires
Governor and Council approval.

The CAPs currently administer eligibility for the Low Income Home Energy Assistance
(LIHEAP) program. The purpose of this request is to help families and individuals, with their
consent, currently utilizing SNAP benefits become aware of energy assistance programs they
may be eligible for, so they can benefit from these cost-savings. Additionally, the Contractors will
also discuss SNAP benefits that the individuals may qualify for if they already receive LIHEAP
benefits. Both SNAP and LIHEAP are 100% federaliy funded benefits.

The Department of Health and Human Services' Mission is Lo join communities and fomilies
in providing opporiunilies for cilizens to achieve heglth and independence.
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The Contractors will utilize basic contact information, including names, mailing/residential
‘addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fuel assistance options.

As referenced in the attached Data Sharing Agreement, 'Duration of Agreement .
and Additional: Terms,. Subsection B, the parties have the option to extend the
agreements for up to four .(4). additional years,. contingent upon satisfactory delivery of
services, agreement of the parties, and Govemor and Council approval.

Shou!d the Governor and Councll not authorize this request, families who utilize SNAP
benefits may not realize that they also could have access to fuel assistance benefits.

_ Respectfully submitted,

Vvl JV
Lori‘a. Shibinette

Commlsswner
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DATA SHARING AGREEMENT BETWEEN
.STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES
AND
COMMUNITY ACTION PROGRAM BELKNAP-MERRIMACK COUNTIES, INC.
FOR
DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS.
Information Security Requirements (Agreement) establishes the terms, conditions,

' safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with
Community Action Program Belknap & Merrimack Counties, Inc. (Contractor),
(Collectively, the “Parties™).

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
limited to_the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone numbeér of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benéfits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS 'shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority
This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272.1(c)(1)(i), which states that the Contractor must be
“directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals.” This Agreement is established to
ensure compliance with all applicable state and federal confidentiality and privacy .
. laws and regulations.

1. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
CONTRACTOR -

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact. -



DocuSign Envelope ID: FEI9E7010-63C5-473E-8A4A-A27FCBE087AC

Contractor shall make no other use or disclosure of the data.
Data will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

A. Source or Systems of Records

. DHHS shall provide Confidential Data from the following systems of records:

1. CSV Excel File (no database use; just an excel file with basic contact
information). '

B. Data Elements Involved
The Data DHHS will be providing to Contractor is limited to the following:

L. Client first name and last name; -
2. Client mailing/residential address;

3. Client e-mail address; and

4. Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

1. 'OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid sigﬁed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about'Fuel
Assistance Program options. This data may include:

1. Client first name and last name;

2. Client mailing/residential address;
3. Client e-mail address; and

4. Client phone number.

IV. . OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA '

In addition to those obligations included in Attachiment A, DHHS Information Security
" Requirements of this Agreement, Contractor agrees that it shall meet all federally
required standards. ' '

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
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described in Attachment A, the DHHS Information Security Requirements.

VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to .cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the returnt of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 clays of the termination of this Agreement

VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: ThlS Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council.

B: Duration: The duration of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council.

C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changeés in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for mamtammg
confidentiality or as necessary to comply with the requlrements associated with the
. safeguarding of Confidential Data.

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
'successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire-Superior Court which shall
have exclusive jurisdiction thereof. - '

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all-
claims, liabilities, and costs arising from any incidents or breaches of the data _

F. Termination: Either party may unilaterally terminate this Agreement upon

“written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.
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In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

" No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
state'to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor.

G. Contractor s Relation to DHHS. In the performance of this Agreement :
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H. ASS|gnmcnt/Deleganon/SubCOntracts The Contractor shall not assign, or otherwise
transfer any interest in this Agreement.

I Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and

$2, 000 000 aggregate or excess.

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a -
United States Post Office addressed to the parties at the addresses or email addresses
below.

- K._Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not be construed to confer any such benefit.

IC. I—ieadings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
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understandings with respect to the subject matter hereof.

IX. PERSONS TO CONTACT .

DHHS contact program and policy: -
Debra.E. Sorli
Administrator [V
Bureau of Family Assistance
Debra.e.sorli@dhhs.nh.gov
DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues:

(DHHSInformationSecurityOfficet@dhhs.nh.gov)-

X. APPROVALS
{

CONTRACTOR contact official:

Jeanne-Agri, Chief Executive Officer

1

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal -
agreements of any kind shall be binding or recognized, and hereby commits their respective

orgamzatlon to the terms of this Agreement.

Approved by:

DocuSigned by:

Janne ﬁgn ~ chief Executive Officer

Jeanne Agn

Community Action Program
Belknap-Merrimack Counties, Inc.
2 Industrial Park Drive

PO Box 1016

Concord, NH 03302-1016

Date:
9/20/2022




DocuSign Envelope [D: FEIE7010-63C5-473E-8A4A-A27FCB50B7AC

STATE contact official:

The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
mmits their respective

agreements of any kind shall be binding or recogmzed and hereby co
. organization to the terms of this Agreement.

Approved by:

DocuSignad by:

928CBCEBIB4A4YG..

Division Director

aren Hebert

epartment of Health and Human Services

ivision for Economic and Housing Stability
129 Pleasant St Concord NH 03301

Date:
9/30/2022

ATTORNEY GENERAL contact official:

The authorized Attorney General official, whose signature appears be

the terms of this Agreement.

low, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to

Approved by:

| DocuSigned by:
! ‘?\n’ujn, G.nino Attorney
1480

New Hampshire Attorney General
33 Capital Street
Concord, NH 03301

Date:
10/3/2022
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NH Department of Health and Human Services
Attachment A ;
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security incident” shall have the same meaning “Computer Security
Incident” in section two.(2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. : '

3. “Confidential Information” or “Confidential Data” means all confidential information -
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without fimitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. s

-

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law. or regulation. This information includes, but is not limited to
Protected Health Information (PHI}, Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers {(SSN),
Payment Card industry (PCI), and or other sensitive and confidential information.

4. "End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract. _

S. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

C
V5. Last update 10/09/18 - Attachment A Contractor Initials™———
DHHS Information )
Security Requirements 9/20/2022
Page 1 of 9 Date
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NH Department of Health and Human Services -
_ Attachment A
DHHS Information Security Requirements

10.

mail, all of which may have the potential to put the data at risk- of unauthorized
access, use, disclosure, modification or destruction. )
“Open Wireless Network” means any .network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data. ' '

“Personal Information” (or “PI"}-means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

“Privacy Rule” shall mean the Standards for Privacy of individually |dentifiable Health
Information at 46 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services. ’

“Protected Health information™ (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §

 160.103.

11.

12.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. .

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outfined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
V5. Last update 10/09/18 Attachment A © Contractor Initials -

DHHS Information

Security Requirements 9/20/2022
Page2of 9 ‘' Date__ "~
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NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

f

L

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure. - '

3. if DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI .
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards. -

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirm compliance W|th the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

2.

b @ ho

o

.‘“4

o)

Application Encryption. If End- User is transmitting DHHS data containing
Confidential Data between appllcatlons the Contractor attests the apphcatlons have
been evaluated by an expert knowledgeable in cyber security- and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User-may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data. -

Encrypted Email. End User may only: employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as F|Ie Sharlng Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
" Confidential Data said devices must be encrypted and password-protected, -

Open Wireless Networks. End User may not transmit Confidential Data via an open

C
V5: Last update 10/09/18 Altachment A Contractor Initials

DHHS Information -

Security Reguiremenls 9/2 072022
Page 3 of 9 Cate .~
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NH Department of Health and Human Services
Attachment A
- DHHS Information Security Requirements

10.

11.

wireless network End User must employ a vurtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a wvirtual private network (VPN) must be
instalied on the End User's mobile dev:ce(s) or laptop from WhICh information will be
transmitted or accessed.

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
mformatlon SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). -

Wireless Devices. If End User is transmitting Confidéntial Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of mformatlon

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor wil only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or. permitted
under this Contract. To this end, the parties must:

A

Retention
1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the |mplementatlon of
" cloud computing, cloud service or cloud storage capabllmes and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitofing capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department conf dential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a Secure location and identified in section V. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and-security. All servers and devices must have
currently-supported and- hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

C
V5. Last update 10/09/18 =G Attachment A Contractor Initials

DHHS Information
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NH Department of Health and Human Services -
Attachment A
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.-

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain -any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations.-When no.longer in use, electronic media contam:ng State of
New Hampshire data shall be.rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise - physically . destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization,  National Institute of Standards and Technology, u. s
Department of Commerce The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction. '

2. Unless otherwise: specufed within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

. 3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as.secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows

1. The Contractor will maintain proper security controls 'to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted ‘services.

2. The Contractor - wnll maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
- creation, transformation, use, storage and secure destruction) regardless of the

mediz-:«r used to store the data (i.e., tape, disk, paper, etc.). ~
: . 08
V5. Last update 10/09/18 . Attachment A Contrac:lorIr'mialsC
’ DHHS Information 3 -
Security Requirements ' 9/20/2022
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NH Department of Health and Human Services
~ Attachment A ‘
DHHS Information Security Requirements

10.

11.

V5. Last update 10/09/18 Allachment A Contractor Initials

The Contractor will maintain/appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. ;

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems,

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

if the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the-
agreement.

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may

.occur over the life of the Contractor engagement. The survey will be completed

annually, or an aiternate time frame at the Departments discretion with agreement by
the. Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowinglly or unknowingly, any State of New Hampshire
or Department_data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security OfF ice
leadership member W|th|n the Department. -

Data Security Breach Luablhty In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.,
The State shall recover from the Contractor all costs of response and recovery from

DHHS Information

Security Requirements g 9./20/ 2022
Page 6 of 9 Qate
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DHHS Information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone caII center services necessary due to
the breach.

12. Contractor must comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for mdw:dually |dent|f able health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps:/iwww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. ;

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s ‘Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

- 15. Coﬁtractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in qonnection with purposes identified in this Contract.

. 16. The Contractor must ensure that all End Users:

a. comply with such safeguards as . referenced in Section IV A, above,
implemented to protect Confidential Information that. is furnished by DHHS.
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

- ensure- that laptops and other electronic devices/media containing PHI, PI, or
PFlare encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
recelve such information.

DoacuSigned by:

jwuwu,llgn

* V6. Last update 10/09/18 Attachment A . Contractor Initials —0481820BABDA4SA._
DHHS Information .
Security Requirements . 9/30/2022

Page 7 0f9 - Date
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NH Department of Health and Human Services
: Attachment A
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. . Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). ;

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Canfidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be -
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

- 1]

vs{ Last update 10/09/18 Altachment A Contractor Initials

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such tlme the Confidential Data

is disposed of in accordance with this Contract.
Id

LOSS REPORTING

The _Contractor' must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. ‘

The Contractor must further handle and report Incidents and Breaches involving PHI in -
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will: -

1. Identify Incidents; ’
2. Determine if personally identifiable,information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-ba_sed responses to Incidents; and

{

X

DHHS Information

Security Requirements 9/20/2022
PageBof 9 Date
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NH Department of Health and Human Services
' Attachment A
DHHS. Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. -. i

Incidents and/or Breaches that implicate P) must be addressed and repo_rted,' as
. applicable, in accordance with NH RSA 359-C:20.

VI.  PERSONS TO CONTACT
~A. DHHS Privacy Officer:
' DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Ofﬂger:
DHHSInformationSecurityOffice@dhhs.nh.gov .

| C
V5, Last update 10/09/18 Attachment A Contractor Initials
DHHS Information
Security Requirements 9/20/2022
te

-Page 9 of 9 Da



DocuSign Envelope ID: FESET010-63C5-473E-8A4A-A27FCBS0BTAC

-

‘State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby cenrtify that COMMUNITY ACTION®
PROGRAM BELKNAP AND MERRIMACK COUNTIES, INC. is a New Hampshiie Nonprofit Corporation registercd
to transact business in New Hampshire on May 28, 1965. | further certify that all fees and documents-required by the Secretary of

State’s office have been received and is in good standing as far as this office is concerned.

Business {D: 63021
Certificate Numb'cr: 0005774597

IN TESTIMONY WHEREOF,

I hereto set my hand and cause (o be aftixed
the Seal ofl the State of New i-{ampshirc,
this 9th day of May A.D. 2022.

David-M. Scanlan

Secretary of State




.
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COMMUNITYACTION PROGRAM
27 ‘ BELKNAP-MERRIMACK COUNTIES, INC.
EMPOWERING COMMUNIT!ES S1NCE 1965

CERTIFICATE OF AUTHORITY

I, Dennis Martiﬁo, President, Board of Directors, hereby certify that;

1. | am a duly elected officer of Community Action Program Belknap-Merrimack Counties, Inc.

2. The following is a true copy of a vote taken at a meeting of the Board of Directors, duly called
and held on January 13, 2022 at which a quorum of the Directors were present and voting.

VOTED That Jeanne Agri, Chief Executive Officer/Executive Director, Michael Tabory,
Chief Operating Officer/Deputy Drrector Jill Lesmerises, Chief Fiscal Officer, Steven
Gregoire, Budget Analyst, Dennis Martino, President, Board of Directors are duly authorized
on behalf of Community Action Program Belknap-Merrimack Counties, Inc. to enter into contracts
or agreements with the State of New Hampshire and any of its agencies or departments and
further is authorized to execute any and all documents, agreements and other instruments, and
any amendments, revisions, or modifications thereto, which may in his/her judgment be desirable
or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and
effect as'of the date of the contract/contract amendment to which this certificate is attached. This
authority remains valid for thirty (30) days from the date of this Certificate of Authority. | further

- certify that it is understood that the State of New Hampshire will rely on this certificate as evidence
that the person(s) listed above currently occupy the position(s) indicated and that they have full
authority to bind the corporation. To the extent that there are any limits on the authority of any
listed individual to bind the corporation in contracts with the State of New Hampshire, all such
limitations are expressly stated herein. ' '

Dated: __9/28/2022 Signature of Elected Officer. DW M

Name: Dennis Martino
" Title: President, Board of Dlrectofs

IR!.!w. 1/13/2022
kKh:.COA 2022 ~ dannis martine

Mailing Address P.O. Box 1016, Concord, NH 03302 A'dmin.istrative Office 2 Industrial Park Drve, Concord, NH
Phone: 603225-3295 | 1 800 856-5525 'TTY/TDD 1 800 735-2964 Fax: 603 228-1898
Website: capbm.org
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DATE {(MMDD/YYYY)

’ e _ ' ' .
ACORD' - CERTIFICATE OF LIABILITY INSURANCE om0

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S) AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the poticy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to ths terms and conditions of the policy, certain policies may require an endorsement. A statemant on
this certificate does not confor rights to the certificate holder in lieu 'of such endorsement(s).

PRODUCER _ SINE:ET Andrea Nicklin
FIAUCross Insurance PHONE . (003)689-3218 | FAX wop (603)645-4331
1100 Elm Street . EMML 5. manch.cens@crossagency.com
INSURER(S) AFFORDING COVERAGE C O ONACH
Manchester . NH 03101 INSURER & : Selective Insurance Co. of SC . 19259
INSURED INSuRer g ;. ‘Granile State Health Care and Human Services Self-
Community Action Program Belknap-Merrimack Counties Inc. INSuRer ¢ . Federal’ins Co 20281
P. 0. Box 1016 ' INSURER D :
INSURER E :
Concord NH 03302 INSURER F :
COVERAGES i CERTIFICATE NUMBER:  22-23 All lines w/D&0 . REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NS ADD ﬁﬁ WY EXP
fn? TYPE OF INSURANCE IN_SJ;' WD POLICY NUMBER nﬁw‘i‘}n}'v%fm (uwnnmm LiMITS
><| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1.000.000
[ CAMAGE TO RENTED
| cLamsace [E OCCUR PREMISES (Ea cccurence) | 8 1:000,000
= MED EXP (Any one person} ] 20,000
Al + | s2509940 10/01/2022 | 104012023 | prnsona & Ao puury | g 1/000.000
| GENY AGGREGATE LIMIT APPLIES PER: ' GENERAL AGGREGATE s_3/000,000
[ Teouer D455 > 1oc PRODUCTS - COMPIOPAGG | s 3.000.000
OTHER: 3 ;
AUTOMOBILE LIABILITY C[E 2%1,3'"‘6‘-5 LimrT s 1,000,000
| any auto . BODILY INJURY (Per person) | §
[~ | OwnED SCHEDULED :
A || AUTos onLy iiGs $2509940 . 10/01/2022 | 10/01/2023 | BODILY INJURY (Per scckdent) | $
HIRED NON-GWNED PROPERTY DAMAGE s
| AUTOS oMLY AUTOS ONLY {Pat sccicent)
s
| O umeReLLaLAB | 3] oocur EACH OCCURRENCE s 5:000.000
A EXCESSUAB. [ | coamsmace 52509940 _ 10/01/2022 | 1000112023 [ sooneanre s 5000.000
peo | <] revenmon 5 0 [
WORKERS C OMPENSATION ) FER oTH -
AND EMPLOYERS' LIABILITY ‘ YIN y B STATVIE .. |ER s
B e e e e NIA HCHS20220000547 (3a.)NH | 01/01/2022 | 01/01/2023 | E:k: EACHACCIDENT $ s
{Mndatory n NH) EL. DiSEASE . £a EMPLOYEE | § 1000,
If yas, describs under 1000.000
DESCRIPTION OF OPERATIONS beiow = E.L DISEASE . pOLICY LT | 5 1.000.
Drectors & Officers Liabiilty Hm g0
rectors cers Liabili
c 82471794 04/01/2022 04/01/2023 | Deductible 5,000

DESCRIPTION OF OPERATIONS { LOCATIONS { VEHICLES [ACORD 101, Additional Remarks Scheduls, may be attached if more space is required)
Refer to policy for exclusionary endorsements and special provisions.

CERTIFICATE HOLDER ; ) 2 CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
. THE EXPIRATION DAYE THEREOQF, NOTICE WILL BE DELIVERED IN

State of New Hampshire; Depariment of ACCORDANCE WITH THE POLICY PROVISIONS.

Health & Human Services
129 Pleasant Street .
Concord NH 03301

AUTHORIZED REPRESENTATIVE

"© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The'ACORD name and logo are registered marks of ACORD

.
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DATA SHARIN G AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES -~

AND
SOUTHERN NEW HAMPSHIRE SERVICES INC.
. FOR
DATA SHARING AGREEMENT No. 2022 029

1. PURPOSE, AND LEGAL AUTHORITY
A. Purpose ‘- E

- This Data Sharing Agreement, including all-definitions, and Attachment A, DHHS
Information Security Requirements (Agréement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with .
Southern New Hampshire Services, Inc. (Contractor), (Collectively, the “Parties™).

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
_ limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
* families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority

This Agreement supports the responsibilities of the Parties and is perrn1551ble
pursuant to 7 CFR 272.1(c)(1)(i), which states that the Contractor must be

“directly.connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals.” This Agreement is established to
ensure compliance with all applicable state and federal confidentiality and privacy
laws and regulations.

Il. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below. shall be
restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact. :

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
" not respond after ninety (90) days of inactivity.

s

A. Source or Systems of Records

DHHS shall pfovide Confidential Data from the following systems of records:

1. CSV Excel File (no database use; just an excel file with basic contact
information) 2

B. Data Elements Involved
The Data DHHS will be providing to Contractor is limited to the followmg

1. Client first name and last name;
2. Client mailing/residential address;
3. Client e-mail address; and

4, Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

III. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options. This data may include:

1. Client first name and last name;

2. Client mailing/residential address;
3. Client e-mail address; and

4. Client phone number.

1V. OBLIGATIONS OF CONTRACTOR AND END USERS RELAT‘NG TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachﬁlent A, DHHS Information Security
Requirements of this Agreement, Contractor agrees that it shall meet all federally
requnred standards.

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requlrements
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VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
“agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of .
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIIL. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council.

B. Duration: The duration of this Agreement is from the Effective Date through
October 1,2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council.

- C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply with the requirements associated with the

‘safeguarding of Confidential Data.

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in'accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives;
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

-~

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.

_In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
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termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.
. * ) )

"No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
state to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor.

G. Contractor’s Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H. Assngnment/Delegatlon/Subcontracts The Contractor shall not ass1gn, ‘or otherwise
transfer any mterest in this Agreement

I. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggregate or excess.

1. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses
below.

K. Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by a court
- of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and effect,

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agréements and
understandings with respect to the subject matter hereof, '
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IX. PERSONS TO CONTACT

DHHS contact program and policy:
Debra E. Sorli
Administrator IV ,
Bureau of Family Assistance
\ Debra.e.sorli@dhhs.nh.gov

. DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues:

( DHHSInfomlmionSecuritzOfﬁcc@dlms.nh. gov)
X. APPROVALS ' ’

CONTRACTOR contact official:

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement. '

Approved by:

DocuSigned by:
DOM.IMJM, Lo./-)wu chief Executive Officer
DDOIBFEIFN814CH,.
Donnalee Lozeau : : Date:
Southern New Hampshire Services, Inc. ' 9/28/2022
40 Pine St.

Manchester NH 03103




DocuSign Envelope 1D: 510EAG9D-3A21-4B48-A45C-D5CI7E292008

STATE contact official;

The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement. '

Approved by: ) E
DocuSigned by:
Kaven Helect

ﬂzﬂsﬂﬁﬂ‘lﬂﬂ 14,
aren Hebert Date:

epartment of Health and Hu.man Services 9/29/2022
ivision for Economic and Housing Stability
: 129 Pleasant St, Concord NH 03301

pivision Director

ATTORNEY GENERAL contact official:

r R
The authorized Attomney General official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to
the terms of this Agreement.

Y

Approved by:

DocuSigned by:

‘ﬁtjm Q.,..q,“m Attorney
New Hamps _lrgoﬁ'ttorney General Date:
33 Capital Streect ' 10/3/2022

Concord, NH 03301




DocuSign Envelope 10: S10EAG9D-3A21-4B48-A45C-D5CE7E292008

NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

A. Definitions =
The following terms may be reflected and have the described meaniﬁg in this document;

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar. term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
i assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behatf of the Department of Health and
"Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN}),
Payment Card Industry (PCI) and or other sensitive and confidential information.

4. “End User" means any person or .entity (e.g., contractor, contractor's employee,
business associate, . subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA™ means the Health insurance Portability and Accountablllty Act of 1996 and the
regulations promulgated thereunder.

6. Incadent means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the dwner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss -
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5, Last update 10/09/18 Altachment A Contractor fnitials E

DHHS Information

Security Requirements
Page10f9 3/28/2022
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NH Department of Health and Human Sewibes
Attachment A
DHHS Information Security Requirements

" mail, all ‘of which may have the potential to put the data at. risk of unauthorized

10.
" definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §

1.

12.

access, use, disclosure, modification or destruction.

“Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission .of unencrypted Pl, PFI,
PHI or confidential DHHS data.

“Personal Information” (or “PI1”} means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ’

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” (or “PHI") has the same meaning as provided in the
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
undsable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2.

The Contractor must not use, disclose, maintain or transmit Confidential [nformation
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential information in response to a

; . :05
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
" consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

‘restrictions over and above those uses or disclosures or security safeguards of PHI

pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. . The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirm.compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1,

8.

Application Encryption. If End User is transmitting DHHS data. containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable StoragehDevices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

(

Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information. -

‘Encrypted Web Site. If End User is employing the Web to transmit Confidential

Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. -

File Hosting Services, also known as File Sharing Sites. End-User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U. S and when sent to a named individual.

Laptops and PDA. If End’ User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open

- : . Ds
i -
- | l n
V5. Lasl update 10/09/18 3 Attachment A Contractor Initials

OHHS Information
Security Requirements
Page 3 of 9 Date9/28/2022
3



‘DocuSign Envelope ID: 510EAG9D-3A21-4848-A45C-D5CITE292008

NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

10.

wweless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mob|le dewce(s) or laptop from which information will be
transmitted or accessed.

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will

- structure the Folder and access privileges to prevent inappropriate disclosure of -

11.

‘information.. SFTP folders and sub-folders used for transmitting Confidential Data will

be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of-
cloud computing, cloud service or cloud storage capabilities, -and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems:

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

CDS
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whole, must have aggressive intrusion-detection and firewall protection. ’

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security. vulnerability of the hosting
infrastructure. ' '

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use,/electronic media containing State of

. New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable, -
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees.to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV.' PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: A ’

1.-The Contractor will- maintain proper security controls to protect Department
confidential information collected, processed, managed, andfor stored in the delivery
of contracted services. ;

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicqble, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

C
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The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. i

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems andfor
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information. k

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum

. match those for the Contractor, including breach hotiﬁcation_requirements.

10.

11.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department.system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the_Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate' Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

. The Contractor will work 'with the Department at its request to complete a System

Management Survey. The purpose of the survey is to enable the eraﬂment and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may

‘occur over the life of the Contractor engagement. The survey will be completed

annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

C
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12.

- 13

14.

15:

16.

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

Contractor must comply with all applicable statutes and regulations regardmg the
privacy and securlty of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal-agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for mdw:dually identifiable health
information and as appllcable under State law.

Contractor agrees to establish and maintain appropnate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it- The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology policies, guudellnes standards, and
procurement information relating to vendors,

Contractor agrees to maintain a documented breach notification and incident

response process. The Contractor will notify the State's Privacy Officer and the
State's Securlty Officer of any security breach |mmed|ately, at the email addresses
provided in Section VI. This includes a confidential inférmation breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users..

a. comply with such safeguards as referenced in Section IV A. abo{fe,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

'b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/imedia containing PHI Pl, or
PFl are encrypted and password-protected. '

d. send emails containing Confidential Information only if encrypted and being
-sent to and being received by email addresses of persons authorized to
receive such information.

| C
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e. limit disclosure of the Confidential Information to the extent permitted by law.

. Confidential Information received under this Contract and individually

- identifiable data derived from DHHS Data, must be stored in. an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). :

g. only authorized End Users may transmit the Confidential Data, including any

* derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section 1V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this '
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. . -
The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations'and procedures,
Contractor's procedures must also address how the Contractor will

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

. ldentify and convene a core response group to determine the risk leve! of Inmdents
and determine risk-based responses to Incidents; and

I C
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5 Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mltlgatlon
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT : .
A. DHHS Privacy Officer;
" DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

| C
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Sfate of New Hampshire
Départment of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOUTHERN NEW HAMPSHIRE
SERVICES INC. is a New Hampshire Nonpr?ﬁl Corporation registered to transact business in New Hampshire on May 28, 1965.
I further certify that all fees and documents required by the Scerctary of State’s office have been received and is in good standing

as far as this ofTice is concerned.

Business [1D: 65506
Certificate Numbcr: 0005755694

IN TESTIMONY WHEREQF,

I hereto sel my hand and cause io be affixed
the Scal of the State of New Hampshire,
this 11th day of April A.D. 2022,

David M. Scanlan

Secretary of State
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CERTIFICATE OF VOTES
' B {(Corporate Authority)
"1, __Ouville Kerr, Clerk/Secretary of Southern New Hampshire Services, Inc.
(Name) y {Comporation name)
(Hereinafier the “Corporation™), a _ New Hampshire corporation, hereby certify that: (1) I am the duly
(State)

elected and actmg Clerk/Secretary of the Corporation; (2) I maintain and have custody and am familiar with the
minute books of the Corporation; (3) I am duly authorized to issue certificates with respect to the contents of such
books; (4) that the Board of Directors of the Corporatlon have authorized, on September 21 2021 , such authority

(Date) .
to be in force and effect until Oc;/‘ 1, &Od‘{ ]

(Contract termination date)

The person(s) holding the below listed position(s) are authorized to execute and deliver on behalf of the
Corporation any contract or other instrument for the sale of products and services:
; .

Donnalee Lozeau ; Executive Director
(Name) : (Position)
Ryan Clouthier i : Deputy Director
(Name) {Position)
James Chaisson Chief Fiscal Officer

- {Name) ; . (Position)

(5) The meeting of the Board of Directors was held in accordance with _ New Hampshire
{State of incorporation)

law and the by-laws of the Corporation; and (6) said authorization has not been modified, amended or rcscmded
and continues in full force and effect as of the date hereof.

;[{SXESS WHEREOQF, 1 have hereunto set my hand as the Clerkaecretary of the cdrporatlon this
cﬂg “day of 5%7%»44(&/ 2023, ,/

/—

ClerldSecretary

STATE OF New Hampshire
COUNTY OF Hillsborough

Onthisﬁgr{;ayo% SM&M[]P_{ ,20 S , before me, ;)QEK/YLS?LG/\/‘@./'

the undersigned Officer, personally appeared __ Orville Kerr who acknowledged her/himself to be
the Secretary of _Southern New Hampshire Services, inc. , & corporation and that she/he
as such Secretary being authorized to do so, cxccuted the foregoing mstmmcnt for the purposes therein
contained.

N WITNESS WHEREOQF, I hercunto set my hand and official seal.

Notary Public/Justice of the Peace

Commission Exp'gggm ]Bme
- Notary Public - New Hampshlm 4
My Commission Expires October 7, 2025
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDDIYYYY)
05/18/2022

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lleu of such endorsement(s).

PRODUCER GORACT Andrea Nicklin ]
PHONE ¥ FAX
FIA/Cross Insurance PHONE . (603)669-3218 . TAX Mo (603) 6454331
1100 EIm Street SN e, Manch.Certs@crossagency.com
INSURER(S) AFFORDING COVERAGE NAIC #
Manchester NH 03101 INSURER A Philadelphia Indemnity Ins Co 18058
INSURED wsurer B ; Midwest Employers Casualty Corp 23612
Southemn NH Services Inc. INSURER € : )
P.O. Box 5040 INSURER O -
. INSURER E :
Manchester NH 03108 INSURER F
COVERAGES CERTIFICATE NUMBER:  22-23 SNHS All Lines " REVISION NUMBER:
THIS I5 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF-ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
AD P
T‘n? TYPE OF INSURANCE INSD | WvD POLICY NUMBER &r?u%%"n%% tM%A%FYEYxYEﬂ LIMITS
<] COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
NTED
| cLams-maoe OCCUR PREMISES (Ea becumencey | §_ 100,000
|| | MED EXP {Any one psrson) $ 5,000
A PHPK2392811 04/01/2022 | 0410112023 [ peacona g avinury | s 1.000.000
| GEN1 AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2000,000
POLICY vl E Lac PRODUCTS -cOMPIOPAGG | § 2:000,000
OTHER: 3
COMBINED SINGLE LIMIT
[ AUTOMOBILE LIABILITY Ep Bogianl] $ 1,000,000
| ANY AUTO BODILY INJURY {Per parson) [ § -
| owneD SCHEDULED '
A | | AUTos onwy rGa PHPK2392828 04/01/2022 | 04/01/2023 | BODILY INJURY (Per accident) | §
HIRED NON-OWNED PROPERTY DAMAGE 3
| _| AUTOS ONLY AUTOS ONLY | {Per accident)
s
| <] umeRrELLALIAB | ] oecyr EACH OCCURRENCE s 5000000
A EXCESS LIAB S oE] PHUBB07546 04/01/2022 | 0410172023 | pporeaate s 5:000,000
oeo | <] rerention s 10,000 §
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILIFY YiN Xl STATUTE I ER T
B [ OF e ALy EXer e XECUTIVE NIA HCHS20220000016 (3a.) NH 01/01/2022 | 01/01/2023 | B EACH ACCIDENT R
{Mandatory In NH} EL. DISEASE - EAEMPLOYEE | 5 1,000,000
1f yes, describe under 1,000,000
DESCRIPTION OF OPERATIONS below EL. DISEASE - POUCY LIMIT |5 WOV
/ Limit 1,000,000
Professional Liability
A PHPK2392811 04/01/2022 | 04/01/2023
d L

Refer to policy for exciuslonary endorsements and special provisions.

DESCRIPTION OF OPERATIONS / LOCATIONS | YEHICLES {ACORD 101, Additional Ramarks Schldqll. may be attached if more space |3 required)

CERTIFICATE HOLDER

CANCELLATION

NH DHHS
129 Pleasani Street

Concord
|

NL 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD-
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DATA SHARING AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES
AND |
SOUTHWESTERN COMMUNITY SERVICES, INC.
FOR
DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS
Information Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
. Health and Human Services, Division of Economic and Housing Stability (DHHS),
_ agrees to share Confidential Data, as defined herein and in Attachment A, with, )
Southwestern Community Services, Inc. (Contractor), (Collectively, the “Parties”).

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
limited to the following: DHHS shall share the name, mailing/residential address;,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. -Legal Authority .
This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272.1(c)(1)(i), which states that the Contractor must be
“directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals.” This Agreement is established to
ensure compliance with all applicable state and federal confidentiality and privacy
laws and regulations.

“II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be -
restricted to the following use: .

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact.

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

A. Source or Systems of Records

DHHS shall provide Confidential Data from the following systems of records:

1. CSV Excel File (no database use; just an excel file with basic contact
information} .

B Data Elements Involved
- The Data DHHS will be providing to Contractor is limited to the following:

1. Client first name and last name;

~ 2. Client mailing/residential address;
3. Client e-mail address; and

4. Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

1. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options. This data may include: 5!
1. Client first name and last name;

2. Client mailing/residential address;

3. Client e-mail address; and

4. Client phone number.

1V. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA '

. In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Contractor agrees that it shall meet all federally
required standards.

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

. VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effectwe upon
approval of the Governor and Executive Councﬂ

B. Duration: The duration of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council.

C. Amendment: The Parties agree to modify or negotiate an amendment to this:
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and.specific safeguards for maintaining
confidentiality or as necessary to comply with the requirements associated with the
safeguarding of Confidential Data.

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party_may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an’attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.

In the event that any Confidential Data or derivative data cannot be destroyed upon _
termination, the privacy and security requirements of this Agreement shall survive the
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termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the.
state to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor. -

G. Contractor’s Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
. an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H._Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement,

I. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggregate or excess.

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, ina
United States Post Office addressed to the parties‘at the addresses or email addresses
below. '

K. Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and effect. -

N. Entire Agreement, This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
understandings with respect to the subject matter hereof.
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I1X. PERSONS TO CONTACT

DHHS contact program and poiicy: :
Debra E. Sorli
- Administrator [V

Bureau of Family Assistance
Debra.e.sorli@dhhs.nh.gov

DHHS contact for Information Security, Privacy,

Data Management, or Data Custodian issues: -

(DHH SInformationSecurityOfficé@dhhs.nh.gov)

X. APPROVALS

CONTRACTOR contact official:

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective

. organization to the terms of this Agreement.

Approved by:

DocuSigned by:

| b, Daanils

58895E5A08812444...

Chief Executive officer

Beth Daniels

Southwestern Community Services, Inc.
63 Community Way, P.O. BOX 603
Keene, NH (03431

Date:
9/22/2022
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The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:
DocuSigned by:
Division Director
B628CGCEB1B4A418...
aren Hebert Date:

irector of Division for Economic and Housing Stability 9/29/2022

epartment of Health and Human Services

ivision for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

ATTORNEY GENERAL contact official:

The authorized Attorney General official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to
the terms of this Agreement.

Approved by:
. DocuSigned by:
[/j)ohn.jm Hunrino

748734844941480,.,

Attorney

New Hampshire Attorney General Date:
33 Capital Street

10
Concord, NH 03301 ; atje0es
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NH Department of Health and Human Services
Attachment A |
DHHS Information Security Requirements:

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach” means the loss of control, compromise, unauthorized- disclosure,

unauthorized  acquisition, unauthorized access, or any similar term referring to

. situations where persons other than authorized users and for an other than

authorized purpose have access or potential access to personally identifiable

information, whether physical or electronic. With regard to Protected Health

Information, * Breach” shall have the same meaning as.the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. '

3. "Confidential Information” or "Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information inctuding without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
JInformation .(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
'Payment Card Industry (PCI), and or other sensitive and confidential information.

4.- “End User’ means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder. ' .

6. “Incident” means an act that potentially viclates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of

" a-system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through tlheft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or eﬁnic

Bl
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- NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

mail, all of which may. have the potential to put '‘the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State,.to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,

" .PHI or confidential DHHS data.

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc,,
alone, or. when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or "PHI”) has the same meaning as provided in the
definition of “Protected-Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health. Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute. '

|. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use ana Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that-would constitute a violation
of the Privacy and Security Rule. '

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18 Altachment A J Contractor Initials
e DHHS Information
Securily Requirements
Page 2 of 9 Date

9/22/2022



DocuSign Envelope ID; QC35A2CA-26B0-4E37-964A-CBA4ED4009A4

NH Department of Health and Human Services
Attachment A :
DHHS Information Security Requirements

requést for disclosure on the hasis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for-
any other purposes that are not indicated in this Contract. ‘ ‘

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. - METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. -

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual. -

7. Laptops and PDA. If End User is employing portable .devices to transmit
-« Confidential Data said devices must be encrypted and password-protected.

- 8. Open Wireless Networks. End User may not transmit Confidential Data via an open

o
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NH Department of Health and Human Services
| Attachment A
DHHS Information Security Requireme'nts

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. S8H File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

- End User is employing an SFTP to transmit Confidential Data, End User will

structure the Folder and access privileges to prevent inappropriate disclosure of

information. SFTP folders and sub-folders used for transmitting Confidential Data will

be coded for 24-hour auto-deletion cycle (| e. Confidential Data will be deleted every 24
hours). ;

11. \Mreless Devices. If End User is transmitting Confidential Data via wireless devices, all
"~ data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE REICORDS ,

The Contractor wilt only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will have 30 days to destroy the data and any-
derivative in whatever form it may exist, unless, otherwise reqmred by law or permitted

under this Contract. To this end, the parties must: -

A. Retention -

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the |mpIementat|on of .
cloud computing, cloud service or cloud storage capabilities, and mc!udes backup
data and Disaster Recovery [ocations.

2. The Contractor agrees to ensure proper security monitering capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV, A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and securlty All servers and devices must have
currently-supported and hardened operatlng systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V5. Last update 10/09/18 Attachment A Contractor Initials
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NH Depértment of Health and Human Services
Aftachment A
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vuinerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
‘sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media .
sanitization, or otherwise physically - destroying the media (for example,

- degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable, .
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard COp]eS of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
 Contract, Contractor agrees to completely destroy all electronic Confldentlal Data
by means of data erasure, also known as secure data wiping.

. IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under thls Contract, and any
derivative data or files, as follows

1. The Contractor will malntaln proper security controls to protect Department
confidential information collected, processed, managed and/or stored in the delivery
of contracted services. -

2. The Contracter will maintain policies and procedures to protect Department
confidentia! information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the

media used to store the data (i.e., tape, disk, paper, etc.). :os
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NH D)epartment of Health and Human Services
Attachment A '
DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
.Users in support of protecting Department confidential infarmation.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program- of an internat process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification réquirements.

7. The Contractor will work with the Department to sign and comply with alt applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being-authorized.

Y

If the Department determlnes the Contractor is a Busmess Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
- (BAA) with the Department and is responsible for malntalnlng compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the -Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that- may
occur over the life of the Contractor engagement. The survey. will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope-of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or-unknowingly, any State of New Hampshire

" or Department data offshore or outside the boundaries of the United States unless

prior express written consent is obtained from the Information Security Office
_leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery. from

t
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NH Department of Health and Human Services
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DHHS Information Security Requirements

the breach, including but not limited to: credit mdnitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must comply, with all appllcable statutes and regulations regardlng the.

' privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is.not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protectlons for |nd|wdually |dent|f able health
information and as appllcable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential -Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/iwww.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology policies, guudelines standards, and
procurement mformatlon relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The .Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section Vi. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
‘under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this informatiof at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to

receive such information.
C
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually

- identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as- non-duty hours (eg door locks, card keys
biometric identifiers, etc. »

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing’ personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be malntamed ~used and
disclosed using appropriate safeguards, as determined by -a risk-based
assessment of the circumstances involved.

I understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or lndlrectly through
a third party application.

V5. Last update 10/09/18 _ Attachment A Contractor Initials

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING
The .Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the emall addresses. provided in
Section VI. .
The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and '
“notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

-1.. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

Identify and-convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
:DS
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5. Determine whether Breach notification is required, and, if so, identify appropriate

' Breach notification methods, timing, source, and .contents from among different

options, and bear costs associated with the Breach notice as well as any mitigation
measures. '

Incrdents and/or Breaches that implicate Pl must be addressed ang reported as
applicable, in accordance with NH RSA 359-C: 20

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrlvacyOffrcer@dhhs nh.gov
1 B DHHS Security Ofﬁcer
DHHSInformatronSecurrtyOff ce@dhhs nh.gov

: :os
V5, Last update 10/09/18 - Attachment A Contractor Initials
. DHHS Information :

Security Requirements .
Page 9 of 8 Date

9/22/2022
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State of New Hampshire
Department of State

CERTIFICATE

-

]
1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOUTHWESTERN COMMUNITY
SERVICES, INC. is a New Hampshire Nonprofit Corporation registered to transact business in New Hampshire on May 19, 1965.
I further centify that all fees and documents required by the Secretary of State’s office have been received and is in good standing

as far as this office is concerned.

Business 1D: 65514
! Certificate Number: 0005755656

iN TESTIMONY WHEREOQOF,

I hereto sct my hand and cause to be aflixed
f ) the Seal of the Statc of New Hampshire,
A!‘Eﬁfl";ﬁ-:,;j o i _ this 11th day of April A.D. 2022.

4 -

e, !i"." i
e ] W]
)

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

|, _Kevin Watterson . P , hereby certify that:
{Name of the elected Officer of the Cerporalion/LLC; cannot be contract signatory)

1.1 am a duly elected Clerk/Secratary/Officer of _Southwestern Community Services, Inc.
' {Corporation/LLC Name).

_ 2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly célled and

held on _June 18 , 2021 , at which a quorum of the Directors/shareholders were present and voting.
(Date)
VOTED: That Beth Daniels, CEO __{may list more than one person)

(Name and Title of Conliract Signatory)

is duly authorized on behalf of _Southwestern Community Services, Inc. to enter into contracts or agreements with -
the State ; {Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and &l
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in hisfher judgment be desirable or necessary to effect the purpose of this vote.

¥

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30} days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as -evidence that the person(s) listed above currently occupy the’
position(s) indicated and that they have full authority to bind the. corporation. To the extent that there are any

~ limits on the authority of any listed individual to bind the corporation in contracts with-the State, of New Hampshire,
all such limitations are expressly stated herein. ’ e\\ /

Dated: _ 9/19/2022 : ) =

ture of Elected Officer ¥
ame: Kevin Watterson
Title: Board Chairman

Rev. 03/24/20
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ACORD
L—/ )

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DDYYYY)
0v/08/2022

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
' CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
IF SUBROGATION IS WAIVED, subject to the tarms and conditions of the policy, certatn policies may require an endorsement. A statement on
this certificato does not confer rights to the certificate holder In lieu of such endorsement{s). D

PRODUCER ] CONTAZT — Ana O'Donnell, CPIW, CIC
Clark Mortenson Insurance PHONE o (603)352-2121 mcx hoy (B03) 357-8491
PO Box 606 Aok es.  acdonnell@hiibgroup.com
INSURER(S) AFFORDING COVERAGE NAIC #
Keene NH 03431 INSURER A: Philadelphia Indemnity Insurance Co.. 18058
INSURED INSURER B ; Maine Employers Mut ins Co 11149
Southwestarn Community Services Inc. INSURER G ;
63 Community Way INSURER D :
PO Box 603 INSURER E :
Keene NH 03431 INSURER F :
COVERAGES CERTIFICATE NUMBER: 202210 2023 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT QR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
e TYPE OF INSURANCE ﬁ“%g POLICY NUMBER uﬁmo}wm m&%ﬁ’\‘«‘{-. . LIMITS
COMMERCIAL GENERAL LIABILIFY EACH OCCURRENCE s 1:000,000
. (1]
] CLAIMS-MADE @ OCCuUR PREMISES {Fa occurenca) s 100,000
o ' d MED EXP (Any one person} 3 5,000
Al PHPK2431763 06/30/2022 | 06/30/2023 [ pepoonas 8 aovinoury | |5 1:000.000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s_2.000,000
POLIGY ey Loc PRODUCTS - CoMPIOPAGG | ¢ 2:000.000
QTHER; §
COMBINED SINGLE LIMIT
'_A'U_TOMOBILE LIABILITY Ea ont) s 1,000,000
D] ANY AUTO . BODILY INJURY (Per parson} | $
| OWNED SCHECULED
A || AUTOS oy oS PHPK2431766 06/30/2022 | 06/30/2023 | BODILY INJURY (Per accident) | §
RED NON-QWNED PROPERTY. DAMAGE s
| AUTOS ONLY AUTOS ONLY | (Per accidant}
s
| €] umeRELLALIAB | 3T oecyr EACH OCCURRENCE s 2000000
A EXCESS LIAB CLAIMS-MADE PHUBB20879 06/30/2022 | 08/30/2023 | ygoregate . s 2.000,000
pen_| <] rerenmon s 10,000 : s
WORKERS COMPENSATION PER . OTH
AND EMPLOYERS' LIABILITY YIN X i | {EF T
B | OFFICESMEBER Ext Uaei T CUTVE wia| 3102800768 04/01/2022 | 04/01/2023 | B EACHACCIDENT S
Mandatory i ) ) E.L. DISEASE - EA EMPLOYEE | ¢ 500,000
fyos; coscrbe : 500,000
DESCRIPTION OF OPERATIONS beiow - EL. DISEASE - POUICYLIMT | § .
EACH OCCURRENCE 1,000,000
PROFESSIONAL LIABILITY . : - o 3
A | PHPK2431763 06/30/2022 | 06/30/2023 |AGGREGATE 3 $2,000,000

Workers Compensation laws apply for the state of: NH
Al Officers are included

DESCRIPTION OF QPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Additiona! Remarks Scheduls, may b attachad i more space Is required)

CERTIFICATE HOLDER

- CANCELLATION

' Depanment of Health & Human Services Bureau of Contracts &
129 Pleasant Street

Concord
1

NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.,

The ACORD name and logo are registered marks of ACORD
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DATA SHARING AGREE.MENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES

AND
COMMUNITY ACTION PARTNERSHIP OF STRAFFORD COUNTY
FOR
DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS
Information Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with
Community Action Partnership of Strafford County (Contractor), (Collectlvely,.the
“Parties™).

Use of the DHHS Confidential Data shared with Contractor under this Agreément ts
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental .
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority

This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272.1(c)(1)(1), which states that the Contractor must be
“directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals.” This Agreement is established to
ensure compliance with all applicable state and federat conﬁdentlallty and privacy
laws and regulatlons

IL DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO -
CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use: '

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact.
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Contractor shall make no other use or disclosure of the data.
Data will be purged for those individuals declining these services or who do
not respond after ninety (90} days of inactivity.

A. Source or Systems of Records

DHHS shall provide_Conﬁdéntial Data from the following systems of records:

1. CSV Excel File (no database use; just an excel file with basic contact
information)

" B. Data Elements Involved
The Data DHHS will be providing to Contractor is limited to the following:

1. Client first name and last name;

2. Client mailing/residential address, )
3. Client e-mail address; and

4. Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request. -

I1l. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DH HS will provide basic
contact information to Contractor for SNAP clients, to assist'in learning about Fuel
Assistance Program options. This data may include:

Client first name and last name; -
Client mailing/residential address;
"Client e-mail address; and

Client phone number.

SN =

IV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Contractor agrees that it shall-meet all federally
required standards. :

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their

respective costs associated with the Agreement. Each party shall bear and be responsible
- solely for its own costs and expenses necessary to comply with this Agreement with the

exception of any costs and expenses owed by the Contractor for data breaches further
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described in Attachment A, the DHHS Information Security Requii’ements.

VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
"~ INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIIL DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effectlve upon
approval of the Governor and Executive Council.

B. Duration: The duration of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council.

C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply with the requirements associated with the
safeguarding of Conﬁdentlal Data

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors, and assngns The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be -
applied against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

E. Indemnification. Unless othcni/ise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement -
upon written notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.



DocuSign Envelope ID: 613C1AF0-43DA-4BF0-A452-8B444D4BCTAFF

In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

) { )
No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
state to enforce each and all of the provisions hereof upon any ﬁmher or other event of
default on the part of the Contractor.

G. Contractor’s Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H._Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement.

1. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not tess than $1,000,000 per occurrence and

- $2,000,000 aggregate or excess.

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses
below. .

K. Third Parties. The parties hereto do not intend to benefit any third pames and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by.a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
' counterparts, each of which shall be deemed an original, constitutes the entire agreement
- and understanding between the parties, and supersedes all prior agreements and
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understandings with respect to the subject matter hereof.

1X. PERSONS TO CONTACT

DHHS contact program and policy:
Debra E. Sorli
Administrator [V
Bureau of Family Assistance
_Debra.e.sorli@dhhs.nh.gov
DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues: .

(DHHS InformationSecurityOffice@dhhs.nh. oov)

X. APPROVALS

CONTRACTOR contact ofﬁcigl:

-

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective

organization to the terms of this Agreement.

Approved by:

E&E'ZIZWS Parter

851 CEO0B48E...

CEO

Betsey Andrews Parker

557 Central Avenue, Suite 10
Dover, NH 03820

Community Action Partnership of Strafford County

Date:
9/20/2022
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The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:
DocuSigned by:
Kaven Hokett
| N 678COCEDIBAAIE. Division Director
aren Hebert . Date:

epartment of Health and Human Services
ivision for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

9/27/2022

ATTORNEY GENERAL contact official:

The authorized Attorney General official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized; and hereby commits their respective organization to
the terms of this Agreement. -

Approved by:

i DocuSigned by: .
ijv\, Guneino Attorney
New Hampshire Attorney General | Date:

33 Capital Street ' . 9/28/2022
Concord, NH 03301
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NH Department of Health and Human Services
Attachment A
‘DHHS Information Security Requirements

A. Definitions
-The following terms may be reflected and have the described meaning in this document:

- 1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unautherized access, or any similar term referring to
situations where persons other than authorized users and.for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic.- With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident” shall have the same meaning “Computer Security
- Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department

“of Commerce.

3. "Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without Ilmltatlon Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performmg contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PH!), Personal Information (Pl), Personal Financial
Information (PF1), Federa! Tax Information (FTI), Social Secunty Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4, “End User” means any person or entity (e.g., contractor, contractors employee,
business associate, subcontractor, other downstream user, etc.). that receives
DHHS data or derivative data in accordance with the terms of this Contract.

3. "HIPAA™ means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder. ;

8. “Incident” means an act that potentially violates an explicit or implied security policy,

' which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of

a system for the processing or storage of data; and changes to system hardware;
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents, and misrouting of physical or electronic

C
V5. Last update 10/09/18 Attachment A Contractor Initials

_DHHS Information .
Security Requirements 9/20/2022
Page 1 of 9 Date
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NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire’'s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately-secure for the transmission of unencrypted Pl, PFI,
PHI or confdentlal DHHS data.

8. “"Personal Informatlon" (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personat
information as defined .in New Hampshire RSA 359-C:19, biometric records, ‘etc.,
alone, or when combined with other personal or identifying information which is Imked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule” shall mean the Standards for Pﬁvacy of IndlwduaIIy |dentifiable Health
Information at 456 C.F.R. Parts 160 and 164, promulgated under. HIPAA by the United

States Department of Health and Human Services.
i

10. “Protected Health Information” {or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164 Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

L RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

; DS
V5. Last update 10/09/18 Attachment A Contractor Initials L

DHHS information .
Security Requirements 9/20/2022
Page 2 0f 9 ; Date
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NH Department of Health and Human Services
- Aftachment A
DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
" restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must enly be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. -

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing .
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb. drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers {SSL) must be used.and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Ser_vice's, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail-within the continental U.S. and when sent to a named individual.

7. Laptbps and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

:Ds
V5. Last update 10/09/18 Attachment A Contractor Initials :

" DHHS Information )
Security Requirements ’ 9/20/2022
Page 3 of 9 Date
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NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

b

10.

1.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

- Remote User Communication. If End User is employing remote communication to

access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or Iaptop from which |nformat|on will be
transmitted or accessed.

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this .

"Contract. After such time, the Contractor will have 30 days to destroy the data and any

derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A.

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup-
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH..systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information,

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure Iocatlon and identified in section IV. A.2

5 The Contractor agrees Confidentiat Data stored in a Cloud must be in a

FedRAMP/HITECH compliant solution and comply with all applicable statutes and

- regulations regarding the privacy and security. All servers and devices must have

. currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a -

:ns
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whole, must have aggressive intrusion-detection and firewall p'rotection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
~ Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure,

B. Disposition '

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongomg emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program

- in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and cenrtify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard coples of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within tHirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
"by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor wil ,méintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will ‘'maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

DS
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10.

1.

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information

.where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department ‘system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business, Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance' with the
agreement.

The Contractor wilt work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

0s
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12.

13.

14.

15.

16.

the breach, including but not limited to: credit monitoring services, mailing costs and |
costs associated with website and telephone cali center services necessary due to
the breach. '

Contractor must comply with all applicable statutes and regulations regarding the

privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5h), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health

information and as applicable under State law. '

Contractor agrees to establish and maintain appropriate administrative, technicai, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https.//www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. .

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach.immediately, at the email addresses
provided in~Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network,

Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to

- perform their official duties in connection with purposes identified in this Contract.

The Contractor m(.lst ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media contai'ning PHI, Pi, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

_ —DS
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4
e. limit disclosure of the Confidential Information to the extent permitted by law.

f.  Confidential tnformation received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized - persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable’ information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

-~ h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

. i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the S|te directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor comphance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in-accordance with this Contract.

LOSS REPORTING - ‘
The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. .

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach- Notification
procedures and in accordance .with 42 C.F.R. §§.431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

- DS
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with'NH RSA 358-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSinformationSecurityOffice@dhhs.nh.gov

. ] os
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that COMMUNITY ACTION
PARTNERSHIP OF STRAFFORD COUNTY i§ a New Hampshire Nonprofit Corporation registered to transact business in New
Hampshire on May 25. 1965. 1 further centify that all fees and documents required by the Sccretary of State’s office have been

received and is in good standing os far as this office is concerned.

s

Business 1D: 65583
Certificate Number; 0005748257

&

i

IN-TESTIMONY WHEREOQF, '

| hereto set'my hand and cause to be aftixed
the Scal of the State of New Hampshire,
this 4th day of Aprit A.D, 2022,

Do o

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

=

1, Alison Dorow , hereby cerify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1.1am a duly elected Clerk/Secretary/Officer of Community Action Partnership of Strafford County_.
{Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on October 20, 2021, at which a quorum of the Directors/shareholders were present and voting.
' {Date) . ’

VOTED: That Betsey Andrews Parker, CEQ {may list more than one person)
{Name and Title of Contract Signatory) :

is duly authorized on behalf of Community Action Partnership of Strafford County to enter into contracts or
agreements with the State ' : .
{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains vatid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,

all such limitations are expressly stated herein. QJV{BM
Dated:_‘] JZO I'L-) :

Signature of Elected Officer
Name: Alison Dorow
Title: Secretary

Rév. 03/24/20
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P
ACORD
R

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMWDD/YYYY}
0811872022

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provislons or be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsemsnt. A statement on
this certificate does not confer rights to the cortificate-holder in lieu of such endorsement(s).

PRODUCER ﬁﬂcr Tari Davis
CGlinsurance, Inc. PHONE .. (877)562-B954 [ A€ woy; (866) 574-2443
5 Dartmouth Drive ADUREss: 1Davis@CGIBusinessinsurance.com
INSURER{8} AFFORDING COVERAGE NAIC #
Aubum NH 03032 INSURER & : Hianover Insurance Company 22202
INSURED insuRer B : E@stern Allance 10724
Community Action Partnership of Strafford County, DBA: Strafford CAP | \ueiner e . Philadelphia indemnity
577 Central 1, Ste 10 RIURERIDE
INSURERE :
Dover NH 03820 INSURERF :
COVERAGES CERTIFICATE NUMBER:  22-23 Master REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES QF INSURANCE LISTED BELOW HAVE BEEN ISSUED TG THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.,
ATDLISUaR|
TE;;; TYPE OF INSURANCE WYD POLICY NUMBER u':a}o'%rwm ;5% uMITS
D] COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE ¢ 1,000,000
| cLamsmaoe [E OCCUR PREMISES (Faccurence) | 3 100,000
(] Abuse & Molestation Liab $1Million MED EXP (Any one person) g 10.000
Al _ ZHV A192135 07/01/2022 | 0710172023 | pepgonar s aDy naury | 3 _1:000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3 3,000,000
POLICY oo Loc PRODUCTS - COMPIOPAGG | 3 Included
o Professional Liabfiity s 1,000,000
T
| AUTOMOBILE LIABAITY C[E QMNN! EDISINGLEIL $ 1,000,000
| ANy auTO _ BODILY INJURY (Par pecson) | §
[~ | OwNED SCHEDULED
A || Aros omy R ; AWVA158930 07/01/2022 | 07/01/2023 | BODILY INJURY (Per nceident) | §
¢ 1ReD NON-OWNED "PROPERTY DAMAGE s
| 2 auTos oy AUTOS ONLY {Pef accident)
. Medical Payments 3 5,000
| X< wwareLaaes T Toccum . | eacu occurrENCE s 4.000.000
A EXCESS LIAB T e UHVA192136 0710172022 | 07/01/2023 | 4ccrecare 5 4.000,000
oep | < revenmion s @ s
WORKERS COMPENSATION OTH
AND EMPLOYERS' LIABILITY T > Siue [ o
B | O EREXECUTVE NIA 01-0000113794-05 07/01/2022 | 0710172023 [ EL EACH ACCIOENT ) M i
{Mandatory [n KH) E.L. DISEASE - EAEMPLOYEE | 3 1.000.000
I yos, describe under 1,000,000
DESCRIPTION OF OPERATIONS balow E.L DISEASE - pOLICY LiMIT_| 5 *UWW
] Per Occurrence $3,000.000
- Directors & Officers )
C | EPLI and Crime Included PHSD1725130 070172022 | 07/01/2023 {Aggregate Limit $6,000,000
Employee Dishonesty $1,000,000

Workers Comp 3A State: NH

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additionsl Remarks Schaduts, may ba attsched 1 more spaca is requirsd)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire DHHS
129 Pleasant St

Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDAMCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

D0

ACORD 25 (2016/03)

" ©1988-2015 ACORD CORPORATION. Al rights resorved.

The ACORD name and logo are registered marks of ACORD
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DATA SHARING AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES :
AND ;
TRI-COUNTY COMMUNITY ACTION PROGRAM
FOR
DATA SHARING AGREEMENT No. 2022-029

1. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS
Information Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with Tri-
County Community Action Program (Contractor), (Collectively, the “Parties”).

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority

This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272.1(c)(1)(i), which states that the Contractor must be

“directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals.” This Agreement is established to
ensure compliance with all applicable state and federal confidentiality and privacy
laws and regulations. 3

I. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
* CONTRACTOR '

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact.

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

A. Source or Systems of Records

DHHS shall provide Confidential Data from the following systems of records:

1. CSV Excel File (no database use, just an excel file with basic contact
information) ;

B. Data Elements Involved
The Data DHHS will be providing to Contractor is limited to the following:

I. Client first name and last name;
" 2. Client mailing/residential address;
3. Client e-mail address; and
4. Client phone number.
CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
- provided in this Agreement is the minimum necessary to achieve the goals of the request.

IIl. OBLIGATIONS OF DHHS RELATING TO FTHE CONFIDENTIAL DATA _

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic -
] ' contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options. This data may include:

1. Client firstthame and last name;

2. Client mailing/residential address;
3. Client e-mail address; and

4. Client phone number.

IV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Contractor agrées that it shall meet all federally
required standards.

V. COSTS -

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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VI. OBLIGATIONS OF CONTRACTOR RE-SULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council.

B. Duration: The duration of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council..

C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply with the requirements associated with the
safeguarding of Confidential Data. '

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and

. construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any party. Any actions arising.out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

2 Indemﬁiﬁcétion. Unless otherwise exempted by taw, Contractor shall hold
~ harmless and indemnify DHHS and its officers and employees from and against all
claims, habilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.

In the event that any Confidential Data or denivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
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termination or expu‘atlon of this Agreement and the data shall be maintained according
to-the Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
state to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor.

G. Contractor’s Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H. Assignment/Delegation/Subcontracts. The Contmctor shall not assign, or otherwise
transfer any interest in this Agreement.

I Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggregate or excess.

-J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
y United States Post Office addressed to the parties at the addresses or email addresses
below.

K. Third Parties. The parties hereto do not intend to benefit any third parties’and this
Agreement shall not be construed to confer any such benefit. : -

L. Headings. The headings threughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining -
provisions of this Agreement will remain in full force and-effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
understandings with respect to the subject matter hereof.
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IX. PERSONS TO CONTACT

DHHS contact program and policy:
Debra E. Sorli _
Administrator 1V
Bureau of Family Assistance
Debra.e.sorti@dhhs.nh.gov

DHHS contact for Information Security, Privacy,

. Data Management, or Data Custodian issues:
DHHSInformationSecurityOffice

X. APPROVALS

CONTRACTOR contact official;

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective

organization to the terms of this Agreement.

dhhs.nh.gov

Approved by:

CEQ

DocuSigned by:
l havunr, Lobillar [
Jeanne Robillard’

Tri-County Community Action Program
30 Exchange St.
Berlin, NH 03570

Date:
9/20/2022
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The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:

DocuSignad by;
ACEB1BAALLS,

Division Director

aren Hebert

epartment of Health and Human Services
ivision for Economic and Housing Stability

129 Pleasant St, Concord NH 03301

Date:
9/20/2022

ATTORNEY GENERAL contact official:

The authorized Attorney General official; whose signature appears below, accept§ and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to

the terms of this Agreement.

Approved by:

Do:u?tlgncqby:
! ?hljﬂ, Qunnno °

ALTOrney

New Hampshire Attorney General
33 Capital Street
Concord, NH 03301

Date: -
9/21/2022
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~ Attachment A
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach” means the loss of control, compromise, unauthorized disclosure,
unauthoriZzed acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and-for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. ‘“Computer Security Incident” shall have the same meaning "Computer Security
Incident” in section two (2} of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "“Confidential Information” or "Confidential Data” means.all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to-
‘Protected Health Information (PHI), Personal Information (P!), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream. user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the.
reguiations promulgated thereunder.

6. “Incident” means an act that potentially viclates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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NH Department of Health and Human Services
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DHHS Information Security Requirements

i

10.

1.

12.

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

“Open erefess Network” means any network or segment of a network that s
‘not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data. :

“Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked -
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” (or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. .

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or. indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Instltute 4

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18 Altachment A~ Contractor Initials E
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NH Department of Health and Human Services
' Attachment A
DHHS Information Security Requirements

\

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5.. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of mspectlng to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

ik

Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage dewces such as a thumb drive,.as a method of transmitting DHHS
data.

Encrypted Email. End User may only empléy email to transmit Confidential Data if
email is gncrypted and being sent to and being received by email addresses of
perscns authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web s:te must he
secure. SSL encrypts data transmitied via a Web site.

'File Hosting Services, also known as File Sharing Sites. End User may not use file

hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing pbrtable devices to transmit

- Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via' an open

. DS
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NH Departmeht of Health and Human Services
 Attachment A
DHHS Information Security Requirements

10.

1.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User’'s mobile device(s) or laptop from which information will be
transmitted or accessed.

SS8H File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate dlsclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise reqwred by law or permitted
under this Contract. To this end, the parties must:

A

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the ‘services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End '
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hostrng
infrastructure.

/
B.. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media contamrng State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication' 800-88, Rev 1, Guidelines
for Media Sanitization, ‘National Institute of Standards and Technology uU. S
Department of Commerce The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
- secure method such as shredding.

‘3. Unless otherwise specified, within thirty (30) days of the termlnatron of this -
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: :

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and - procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
.creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

D3
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10.

e

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

- The Contractor will ensure proper security monitoring capabilities are in place to

detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be .sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements’ will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will -be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or-outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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12.

13.

14

15,

16.

the breach, including but not limited to: credit monitoring services, mailing costs and’
costs associated with website and telephone call center services necessary due to
the breach.

Contractor must comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for mdmdually identifiable health
information and as applicable under State law. .

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is.not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, gwdelmes standards, and
procurement mformatlon relating to vendors. .

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshlre systems that connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to .
perform their official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:

a. comply with such safeg‘L’Jérds as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS .
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times. - y

¢. ensure that laptops and other electronic devices/media contalnlng PHI, PI or
PFl are encrypted and password protected.

~d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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“e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as. well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, .or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credeéntial information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including. the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING - ]

The Contractor must notify the State's Privai_;y Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. .

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
. procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’'s compliance with all applicable obligations and procedures,
Contractor's pracedures must also address how the Contractor will:

1. Identify Incidents; -

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. :

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
. B. DHHS Security Officer:
) DHHSInformationSecurityOffice@dhhs.nh.gov

t
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State of New Hampshire
Department of State

CERTIFICATE

[; David M. Scanlan, Secrelary of State of the State of New Hanipshire, do hereby certify thut TRI-COUNTY COMMUNITY
ACTION PROGRAM. INC. (TRI-COUNTY CAP) is a New Hampshire Nonprofit Corporation registered to transact business in
New Hampshire on May 18, 1965. I further certify that atl fees and documents required by the Secretary of State’s office have

been reccived and is in good standing as far as this office is concerned.

Business [D: 63020
Certificate Number: 0005774957

"IN TESTIMONY WHEREQF,
I hereto set my hand and causc 10 be aflixed
the Scal of the State of New Hampshire,
lhis_ 10th day of May A.D. 2022.

David M. Scanlan”
Secretary of State
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CERTIFICATE OF AUTHORITY

s Sandy Alonzo___ \ _"hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1.1 am a duly elected Clerk/Secretary/Officer of _Tri-County Community Action Program, Inc.
(Corporation/LLC Name)
2. The following is a true copy of a vole taken at a meeting of the Board of Directors/shareholders, duly called and
held on. hAQ51 €3 \ ¥ 20,92, at which a quorum of the Directors/sharehalders were present and voting.
{Date}

VOTED: That Jeanne Robiliard, CEO and or Randall Pilotte, CFO____ (may list rﬁore than one person)
(Name and Title of Contract Signatory)

is duly authorized on behalf of Tri-County Community Action Program Inc._ to enter into contracts or agreements

with the State
(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any. amendments, revisions, or modifications theréto, which
'may in his/her Judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | furlher certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the_extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all sUch limitations are expressly stated herein.

Dated;_8 "IIQVUI QOSDQ_

Titi.tr. Euard Chair

CHRISTINA MORIN, Notary Public
State of New Hampshire
My Commission Expires December 19, 2023

Rev. 03/24/20
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A!CORD' CERTIFICATE OF LIABILITY INSURANCE e

THIS CERTIFICATE IS [SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DCES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: I the certificate holdsr is an ADDITIONAL INSURED, the pollcy(lu) must have ADDITIGNAL INSURED provisions or be sndorsed.
if BUBROGATION IS WAIVED, subject to the terms and condltions of the policy, certaln policies may require an endorssment. A statsmenton
this cartificats does not confer rights to the cerlificate holder In liou of such sndorsement(s).

PRODUCER AME: Andrea Nickiin
FIAKCross nsurance ks ' ' [ FHGHE . (603) 669-3218 | Wc Ne: (603} 645-4331
1100 Eim Strest ADOREge: Mmanch.certs@crossagency.com
' _INSURER{S) AFFORDING COVERAGE RAIC ¥
Manchester NH 03101 wesurera: Phizdsiphia indemnity Ina Co 18058
INSURED msurEn p: Graniis State Health Care and Human Servicss Sell- 524292
Te-County Community Action Program, inc INSURER C
30 Exchange Stroet - . e
- INSURERE :
Beriin NH 03570 MsvRERE;
COVERAGES CERTIFICATE NUMBER:  22-23 Master REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, ROTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TOALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUGCED BY PAID CLAIMS,

LTR TYPE OF INSURANCE o lwyp POLICY NUMBER Ewm! m:[: VED) uMms
<] COMMERCIAL GENERAL UABILITY : EACH OCCURRENCE 3 *1:000.000
MOAMAGE TOFERTED
| cvmsoe [ occun | PREMISES (Ea corurence) | 3 100000
|| - | MEDEXP Ao persmy | 3 5000
A PHPI2433324 0700112022 | 070172023 [ pensonas saovinnmy | 1:000.000
GENL AGGREGATE LIMIT APPLIES PER! GENERAL AGGREOATE 4 3.000.000
POLICY = D Loc PRODUCTS - coMProPaca |y 3.000.000
OTHER: Prolessional Liabikity s 1,000,000
AUTOMOBILE LIARILITY COMBINED SIHGLE LT
o 3  Ea sccident] 3 foog o)
D ANy Ao BODILY INJURY (Perparsan) | §
| 24 )
A H mmouv BO'EgULEl? PHPK2433311 07/0172022 | 0720172023 | BOOILY IIURY (Per acciient) | §
HIRED NOW-OWNED SRR T :
|| auTos omwy AUTOS QMY ; | (Por sccidnnt)
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CERTIFICATE HOLDER : CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED N
OHHS ACCORDANCE WITH THE POLICY PROVISIONS,
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