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State of Neto Hampshire

DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHN J. BARTHELMES
COMMISSIONER

March 14, 2016

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

Requested Action

1. Pursuant to RSA 21-P:43, the Department of Safety, Division of Homeland Security and Emergency Management
(HSEM), requests authorization to amend the Memorandum of Agreement (MOA) (VC#177878-B001) with the Division of
State Police (NHSP) in the amount of $3,000.00, increasing the total amount from $95,825.00 to $98,825.00, to support the
extension of the cyber-security training to all State employees in order to enhance cyber terrorism/cyber security and incident
response capabilities. The MOA was initially approved by the Governor and Executive Council on January 14, 2015, Item #33,
with a no cost extension amendment approved on September 16, 2015, Item #5E. Effective upon Governor and Council
approval through September 30, 2016. Funding source: 100% Federal Funds.

Funding is available in the 2016 operating budget as follows:

02-23-23-236010-80920000 Dept. of Safety — Homeland Sec-Emer Mgmt — 100% EMPG Local Match
072-500576 Grants-Federal — Grants to Other State Agencies-Federal SFY 2016
Activity Code: 23EM138092 $3,000.00

2. Authorize the Department of Safety, Division of State Police, contingent upon approval of requested action #1, to accept
and expend $3,000.00 of pass-through funds from the NH Department of Safety, Division of Homeland Security and
Emergency Management, which will be combined with the funds remaining from the originally approved amount and
transferred from Classes 030 and 080 to Class 066, Employee Training, as shown below. Effective upon Governor and
Council approval through September 30, 2016. Funding source: 100% Agency Income.

Funds are to be budgeted as follows:

02-23-23-234010-3321000 Dept. of Safety  Division of State Police Cyber Security Enhancement Training

Current Adjusted Revised
Class Description Authorized Requested Action Appropriation
009-403283  Agency Income $ (50,491.87) $ (3,000.00) $ (53,491.87)
030-500311  Equipment $ 16,000.88 $ (9,400.00) $ 6,600.88
066-500555  Employee Training $ 22,490.00 $ 24,400.00 $ 46,890.00
080-500710  Out-of State Travel $ 12,000.99 $  (12,000.00) $ 0.99
Total $ 50,491.87 $ 3,000.00 $ 53,491.87

Explanation

This amendment is necessary as it will provide the additional funds needed to extend the online cyber-security training to the
remaining number of intended State of New Hampshire employees. To date, approximately 1,261 Department of Safety (DOS)
employees have enrolled and are working towards completing all four (4) quarters of the training. ~Approximately 4,700
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additional licenses will be issued in April 2016 to allow for state employees outside of DOS to participate in the training. The
long-term goal is to make the training available to all state employees. The Department intends to combine the requested
amount, upon approval, with funds remaining in Classes 030 and 080 then transfer the total amount into Class 066, Employee
Training. Because it was determined that out of state travel was not necessary for this project as originally anticipated, there
remains $12,000.00 in Class 080. Likewise, Class 030 has a remaining balance of $9,400.00 due to the project’s equipment
costs being less than expected. These remaining amounts plus the requested amount of $3,000.00 yields a total of $24,400.00,
which will provide the funds needed for the completion of this project.

In the event that Federal Funds are no longer available, General Funds and/or Highway Funds will not be requested to support
this program.

Respectfully submitted,

p—\,{a‘vP O Enn

John J. Barthelmes
Commissioner of Safety



Emergency Management Performance Grant (EMPG) Program — CFDA #97.042
Amendment to Memorandum of Agreement (MOA) to

Request additional funding and move funding between Class Codes to assist with costs of
cyber security training for state employees and
to allow for previously purchased equipment to be used as match

It is hereby agreed that the Memorandum of Agreement (MOA) originally approved by the Governor
and Executive Council (G&C) on January 14, 2015, Item #33, and then amended on September 16,
2015, G&C Item #5E, between the Department of Safety, Division of State Police (NHSP) and the
Department of Safety, Division of Homeland Security & Emergency Management (HSEM) for
funding for the purpose of enhancing the Department’s cyber terrorism/cyber security and incident
response capabilities is amended as follows:

1. MOA Section I, PURPOSE:

a. Request additional funding in the amount of $3,000.00 to allow for training of State
employees outside the Department of Safety. This amount, in addition to funding
previously identified in the original approved Governor and Executive request as Class
080/0Out of State Travel ($12,000.00) and remaining designated funds in Class
030/Equipment ($9,400.00), will be added to Class 066/Employee Training for a new
total amount in Class 066 of $24,400.00. This will change the amount of the original
grant from $95,825.00 to $98,825.00, to read:

The purpose of this Memorandum of Agreement (MOA) is to provide funding in the
amount of $98825.00 from the New Hampshire Department of Safety, Division of
Homeland Security and Emergency Management to the New Hampshire Department of
Safety (DOS), Division of State Police to further advance their Computer Security and
Incident Response Capabilities.

2. MOA Section IV, SCOPE OF WORK:

a. In addition to the changes made in the first amendment on this MOA, make the following
changes:

i.  Change the amount in the first sentence in the second paragraph from
$95,825.00 to $98,825.00, to read:

HSEM agrees to provide $98825.00 in financial assistance to NHSP in
support of the task listed above and in accordance with Paragraph V.

ii.  Add the following sentence to the end of second paragraph to include the use
of previously purchased equipment, related to the Scope of Work, as part of
the match, to read:

The match requirement will also be met through the purchase of equipment
related to the Scope of Work obtained during this grant’s period of
performance (10/1/2012 through 09/30/2016). q\/\"
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3.

MOA Section V, FUNDING:
a. Change the amount in both sentences from $95,825.00 to $98,825.00, to read:

HSEM will provide funding for this project totaling $98,825.00. Funding will provide
for both advanced cyber security training and equipment to enhance proactive and
reactive cyber security capabilities. Funding will be transferred to an account maintained
for this project by NHSP. NHSP agrees to document $98,825.00 in matching
expenditures.

All other provisions of the MOA, approved by the Governor and Executive Council on January 14,
2015 and as amended on September 16, 2015, shall remain in full force and effect.

EFFECTIVE DATE OF THE AMENDMENT: This Amendment shall be effective upon its approval

by the Governor and Executive Council of the State of New Hampshire. If approval is withheld, this
document shall become null and void, with no further obligation or recourse to either party. IN

WITNESS WHEREOF, the parties have hereunto set their hands:

afety, NHSP: NH Department of Safety, HSEM:
f 7 4 . " A 2 4
Colonél Robert{L. Quinn W-Pe ne
Director Dirg
3/1/l¢ A1 [lu
Date Date
NH Department of Safety:

John J. Bartﬂelmes
Commissioner

3/7//¢

Date

Approved by the Attorney General this JARday of  Mawed. 2016, as to form, substance
and execution.

Office of the Attorney General:

T

/0

Grantee Initials%&
Date _ 3lili
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Emergency Management Performance Grant (EMPG) Program — CFDA #97.042
Amendment to Memorandum of Agreement (MOA) to

Request additional funding and move funding between Class Codes to assist with costs of
cyber security training for state employees and
to allow for previously purchased equipment to be used as match

It is hereby agreed that the Memorandum of Agreement (MOA) originally approved by the Governor
and Executive Council (G&C) on January 14, 2015, Item #33, and then amended on September 16,
2015, G&C Item #5E, between the Department of Safety, Division of State Police (NHSP) and the
Department of Safety, Division of Homeland Security & Emergency Management (HSEM) for
funding for the purpose of enhancing the Department’s cyber terrorism/cyber security and incident
response capabilities is amended as follows:

1. MOA Section I, PURPOSE:

a. Request additional funding in the amount of $3,000.00 to allow for training of State
employees outside the Department of Safety. This amount, in addition to funding
previously identified in the original approved Governor and Executive request as Class
080/Out of State Travel ($12,000.00) and remaining designated funds in Class
030/Equipment ($9,400.00), will be added to Class 066/Employee Training for a new
total amount in Class 066 of $24,400.00. This will change the amount of the original
grant from $95,825.00 to $98,825.00, to read:

The purpose of this Memorandum of Agreement (MOA) is to provide funding in the
amount of $98,825.00 from the New Hampshire Department of Safety, Division of
Homeland Security and Emergency Management to the New Hampshire Department of
Safety (DOS), Division of State Police to further advance their Computer Security and
Incident Response Capabilities.

2. MOA Section IV, SCOPE OF WORK:

a. In addition to the changes made in the first amendment on this MOA, make the following
changes:

i.  Change the amount in the first sentence in the second paragraph from
$95,825.00 to $98,825.00, to read:

HSEM agrees to provide $98,825.00 in financial assistance to NHSP in
support of the task listed above and in accordance with Paragraph V.

ii.  Add the following sentence to the end of second paragraph to include the use
of previously purchased equipment, related to the Scope of Work, as part of
the match, to read:

The match requirement will also be met through the purchase of equipment
related to the Scope of Work obtained during this grant’s period of
performance (10/1/2012 through 09/30/2016).
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3. MOA Section V, FUNDING:
a. Change the amount in both sentences from $95,825.00 to $98,825.00, to read:

HSEM will provide funding for this project totaling $98,825.00. Funding will provide
for both advanced cyber security training and equipment to enhance proactive and
reactive cyber security capabilities. Funding will be transferred to an account maintained
for this project by NHSP. NHSP agrees to document $98,825.00 in matching
expenditures.

All other provisions of the MOA, approved by the Governor and Executive Council on January 14,
2015 and as amended on September 16, 2015, shall remain in full force and effect.

EFFECTIVE DATE OF THE AMENDMENT: This Amendment shall be effective upon its approval
by the Governor and Executive Council of the State of New Hampshire. If approval is withheld, this
document shall become null and void, with no further obligation or recourse to either party. IN
WITNESS WHEREOF, the parties have hereunto set their hands:

NH Department/6f Safety, NHSP: NH Department of Safety, HSEM:

Colonel Rober{ L. Quinn
Director

3//1e

Date

NH Department of Safety:

0 e tl e

JohnJ y Barthelmes
Commniissioner

3/7//L
Date

Approved by the Attorney General this j uday of ﬂ%’&h , 2016, as to form, substance
and execution.

Office of the Attorney General:
e |
77

Grantee Initials Qﬂ,\
"Date __3liliw

Page 2 of 2



HSEM-EMP- 01-20is-/6

State of Nefe Hampsljive
DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER

33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHédomalAsti'llg-iNEELFl‘/lES GC;& SE'
OG-/~ 2015

August 18, 2015

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

Regquested Action

Pursuant to RSA 21-P:43, the Department of Safety, Division of Homeland Security and Emergency Management (HSEM),
requests authorization to amend the Memorandum of Agreement (MOA) (VC#177878-B001) between the Department of
Safety, Division of State Police (NHSP) and the Department of Safety (DOS), Division of Homeland Security & Emergency
Management (HSEM). This no cost extension amendment will change the completion date from September 30, 2015 to
September 30, 2016 and change the Scope of Work to extend the cyber-security training to all State employees. The grant
was initially approved by the Governor and Executive Council on January 14, 2015, ltem #33, for the purpose of enhancing
the Department’s cyber terrorism/cyber security and incident response capabilities. Effective upon Governor and Council
approval. Funding source: 100% Federal Funds.

Explanation

This request for an extension is necessary because it was determined that it would be beneficial to extend the online cyber-
security training to all State of New Hampshire employees rather than limiting it to only the Department of Safety (DOS).
This initiative would not only enhance DOS’s cyber terrorism/cyber security awareness and capabilities, but all State
departments as well. The project’s equipment costs were less than expected; therefore, sufficient funding remains to cover
this additional training for departments outside of DOS. In order to properly execute this important project, it was agreed that
an extension to September 30, 2016, approved through Governor and Executive Council, would be required. HSEM has
reviewed this request with the Federal Emergency Management Agency (FEMA) and it was determined that the date
extension will not affect Federal funding.

In the event that Federal Funds are no longer available, General Funds and/or Highway Funds will not be requested to
support this program.

Respectfully submitted,

.!ol;ﬁ‘ J. ;anhelmes b

Commissioner of Safety

TDD ACCESS: RELAY NH 1-800-735-2964



Emergency Management Performance Grant (EMPG) Program — CFDA #97.042
Amendment to Memorandum of Agreement (MOA) for an
Extension of Performance Period
and
Change in Scope of Work

It is hereby agreed that the Memorandum of Agreement (MOA) approved by the Governor and
Executive Council on January 14, 2015, Item #33, between the Department of Safety, Division of
State Police (NHSP) and the Department of Safety, Division of Homeland Security & Emergency

- . Management (HSEM) for the purpose of enhancing the Department’s cyber terrorism/cyber security

and incident response capabilities is amended as follows:

1. MOA Section IV, SCOPE OF WORK:
a. Delete the third sentence in the first paragraph in its entirety and replace with:

This investment will also fund basic cyber security awareness training for all State of
New Hampshire employees.

b. Delete the third sentence in the second paragraph in its entirety and replace with:
The match requirement will be met through salary and benefit cost analysis of non-
Federally funded State of New Hampshire employees attending the training and utilizing
the acquired hardware, software and other equipment in a cyber-security capacity..

c. Delete the first sentence in the third paragraph in its entirety and replace with:

NHSP agrees to maintain financial records, supporting documents, and all other pertinent
records for a period of three (3) years from the MOA expiration date.

2. MOA Section VII, DURATION:
a. Delete the entire paragraph in its entirety and replace with:

This MOA shall continue in effect from the date of Governor and Council approval
through September 30, 2016, unless terminated earlier by either party.

3. All other provxswns of MOA, approved by the Governor and Executive Council on January
14,2015 shall remain in full force and effect.
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EFFECTIVE DATE OF THE AMENDMENT: This Amendment shall be effective upon its approval
by the Governor and Executive Council of the State of New Hampshire. If approval is withheld, this
document shall become null and void, with no further obligation or recourse to either party. IN
WITNESS WHEREOF, the parties have hereunto set their hands:

NH Department of S » NHSP: NHD%&H of Safety, HSEM:
Colonel Robert L. !uim; E/Plummer
Director i irector
hs/is” S/
Date Date '
| NH Department of Safetj: |
JohyyJ. Barthelmes
Commissioner
2/19/(5”
T Date & 4

Approved by the Attorney General this,mday of _Agﬁy_,ﬁﬁ) 2015, as to form, substance

and execution.

' Oﬁice of the Attorney General:

Grantee Initials

Date
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State of Nefo Hampalpive .

DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHN J. BARTHELMES
COMMISSIONER

e 33

O!-/4-2015
December 26, 2014

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Comncil
State House

Concord, New Hampshire 03301
Reguested Action

1. Pursuant to RSA 21-P:43, authorize the Department of Safety, Division of Homeland Security and Emergency
Management, to enter into a Memorandum of Agreement (MOA) with the Department of Safety, Division of State Police
(VC#177878-B001) for a total amount of $95,825.00 for the purpose of enhancing the Department’s cyber terrorism/cyber
security and incident response capabilities. Effective upon Governor and Council approval through September 30, 2015.
Froding Source: 100% Federal Funds.

Funding is available in an account titled “100% EMPG Local Match™ as follows:

02-23-23-236010-80920000 -072-500576 ' SFY 2015
Activity Code: 23EM138092 . ' $95,825.00

2. Authorize the Department of Safety, Division of State Police, upon approval of requested action #1, to accept and expead
$95,825.00 of federal funds from the NH Department of Safety, Division of Homeland Security and Emergency Management
for the purpose of enhancing the Department’s cyber terrorism/cyber security and incident response capabilities. Effective
upon Govemor acd Council approval through September 30, 2015. Funding source: 100% Agency Income.

Funds are to be budgeted as follows:

02-23-23-234010-3321000 Dept. of Safety  Division of State Police = Cyber Security Enhancement Training
RSRC: 403283 '

Amount: $95,825.00
Current Adjusted Revised

Class Description Authorized Requested Action Appropriation
009403283  Agency Income 3 (16,145.63) $ (95825.00) $ (111,970.63)
030-500311  Equipment $ 13,549.64 3 16,000.00 $ 29,549.64
038-500177  Teclnology - Software $ - $ 3993500 § 39,935.00
066-500555 Employee Training 3 - 3 27,8%000 S 27,850.00
080-500710  Out-of State Travel 3 2,595.99 $ 12,000.00 3 14,595.99

Total $ 16,145.63 $ 9582500 $ 111,970.63

TOD ACCESS: RELAY NH 1-800-735-2554
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Explanation

The New Hampshire Division of State Police highly trained personnel are required to design and manage secure networks

and information systems. Technical security training requires personnel with specific skill sets; therefore this project will

provide the funding for personnel responsible for 1T security to receive advanced information security training. Trained

personnel will, in tum, provide training to other Safety and DolT personnel utilizing a “train the trainer” concept. This grant -

will also allow for basic cyber security training for all employees at the Department of Safety, application white listing

g:zses for all desktops and laptops within the entire Department, as well as equipment to support the Security Operations
er.

Funds are to be budgeted as follows:

Class 030 fonds, Equipment ~ These funds will be used to purchase Risk Assessment & Security Operations Center
equipment.

Class 038 funds, Technology ~ Software — These funds will be used to purchase Malware protection software.
Class 066 funds, Employese Training — These funds will be used to purchase “on demand” training for the IT personnel.

Class 080 funds, Out-of-State Travel — These fonds will be used to send IT personnel to attend advanced information security
conferences and training.

In the event that Agency Income fimds become no longer available, General Funds'andlorﬂighwayl-\mdswillnotbe
requested to support this program.

The Memorandum of Agreement listed above is funded from the FFY ’13 Emergency Management Performance Grant,
which was awarded to the Department of Safety, Division of Homeland Security and Emergency Management (HSEM) from
the Federal Emerpency Management Agency (FEMA). Thegrantfundsmaybemedtom:s;nblyimmall—haﬁz
plauning and ; billtiesfactivities, to include mitigation, : A at1

State and local levels. Wm@mﬁm@ﬂﬂoﬁgﬁ&mmwmmmm
Assistant Planming Chief, and Field Representatives and approved by the HSEM Director. The criterion for approval is based

on grant eligibility in accordance with the current grant goidance and the documented needs of the State or local jurisdiction.

The Emergency Management Performance Grant is 50% federally funded by FEMA with a 50% match requirement supplied
by the Division of State Police. The Division of State Police acknowledges their match obligation in Section IV of the
Memorandum of Agreement.

In the event that Federal Funds become no longer available, General Funds and/or Highway Funds will not be requested to
support this program. .

Respectfully submitted,

mmissioner of Safety



MEMORANDUM OF AGREEMENT
. BETWEEN
NEW HAMPSHIRE HOMELAND SECURITY & EMERGENCY MANAGEMENT
AND |
THE NEW HAMPSHIRE STATE POLICE

FFY '13 Emergency Management Performance Grant — Cyber Temorism / Cyber Security &
Incident Response Capability Project .

I. PURPOSE

The purpose of this Memorandum of Agreement (MOA) is to provide funding in the amount of
$95,825.00 from the New Hampshire Department of Safety, Division of Homeland Security and
Emergency Management to the New Hampshire Department of Safety (DOS), Division of State
Police to further advance their Computer Security and Incident Response Capabilities.

ll. PARTIES

The parties to this agreement are the New Hampshire Department of Safety, Division of Homeland
Security (hereinafter referred to as “"HSEM") and the New Hampshire Department of Safety,
Division of State Police (hereinafter referred to as "NHSP").

ill. AUTHORITY

The Emergency Management Performance Grant (EMPG) Program award by HSEM provides
federal funds to assist state, local, tribal and territorial governments in preparing for all hazards, as-
authorized by Section 662 of the Post Katrina Emergency Management Reform Act (6 U.S.C. §
762) and the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (42
U.S.C. §§ 5121 et seq.). Title VI of the. Stafford Act authorizes the Federal Emergency
Management Agency (FEMA) to make grants for the purpose of providing a system of emergency
preparedness for the protection of life and property in the United States from hazards and to vest
responsibility for emergency preparedness jointly in the federal government and the states and
their political subdivisions. :

IV. SCOPE OF WORK

The purpose of this project is to further expand cyber security capabilities developed in previous
EMPG Cyber Temrorism/Cyber Security Enhancement Training grant projects by enhancing the
information security posture of critical DOS and other State information technology information
assets. NHSP and the Department of Information Technology (hereinafier referred to as “DolT")
personnel responsible for IT security will receive advanced cyber security training in addition to
what has been provided for the past two years. This investment will also fund basic cyber security
awareness training for all DOS employees. Additionally, this investment will fund application white
listing licenses for all DOS desktops and laptops. Application white listing is an altemative
approach to malware detection. Also, this grant will fund equipment to support the new Security
Operations Center located in the Incident Planning and Operations Center (IPOC).

HSEM agrees to provide $95,825.00 in financial assistance to NHSP in support of the task listed
above and in accordance with Paragraph V. The financial assistance to be provided by HSEM
under this MOA requires a 50% match contribution of the total project cost from NHSP, DoiT, and
other agency personnel. The match requirement will be met through salary and benefit cost
analysis of agency personnel attending the training and utilizing the acquired hardware, software
and other equipment in a cyber security capacity.



NHSP agrees to maintain financial records, supporting documents, and all other pertinent records
for a period of seven (7) years. In these records, NHSP shall maintain documentatlon of the 50%
cost share requ:red by thls MOA and agreed upon by NHSP.

V. FUNDING

HSEM will provide funding for this project totaling $95,825.00. Funding will provide for both -
advanced cyber security training and equipment to enhance proactive and reactive cyber security
capabilities. Funding will be transferred to an account maintained for this project by NHSP. NHSP
.agrees to document $95,825.00 in matching expenditures.

VI. TERMINATION

“This MOA may be terminated upon thirty (30) days written notice by either party. The funds (or pro-
rated funds) must be retumed if the MOA is terminated prior to the completion of the project.

Vii. DURATION

This MOA shall continue in effect from the date of Govemor and Council approval through
September 30, 2015, unless terminated earlier by either party.

Vill. AGREEMENT
In WITNESS THEREOF, the parties hereto have executed tms Agreement, which shall become

effective on the date the Governor and Executive Council of the State of New Hampshire approve
the agreement.

NH Department of Safety, NHSP : NH De nt of Safety, HSEM
Colonel gobertéuinn : E. Plummer

Director Director
Anjrf DQC&LDA&C__% ol4
Date Date

NH Department.of Safe

John J. Barthelmes
Commissioner

L12Llr¥

Date

Approved by the Attomey General this __{[ day of _ {eesyotior , 2014, as to form,
substance and execution. -

OFFICE OF THE ATTORNEY GENERAL
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