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Commissioner
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March 28, 2019

His Excellency, Governor Christopher T. Sununu

and the Honorable Council
State House | : .
Concord, New Hampshire 03301 B

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Long Term Supports and
Services to enter into a retroactive, sole source agreement with the University of New Hampshire
(Vendor # 177867), 51 College Rd. Hewitt Hall, Durham, NH, in an amount not to exceed $1,042,199 to
provide the evaluation, assessment, technical assistance, and coordination of services necessary to
advance the state’s No Wrong Door system known as ServiceLink. The Contractor will also build capacity
for outcome measures and analysis for the continuous improvement of the system creating a foundation
to transform New Hampshire's access system for Long Term Services and Supports (LTSS). This request
is to be effective retroactive to January 1, 2019, upon the date of Governor and the Executive Council
approval through August 31, 2020. 100% Federal Funds. )

Funds are available in the following accounts for State Fiscal Year (SFY) 2019, and are
anticipated to be available in SFY 2020 and SFY 2021, upon the availability and continued appropriation
of funds in the future operating budgets, with the authonty to adjust amounts within the price limitation
and adjust encumbrances between State Fiscal Years, through the Budget Office if needed and justified.

05-95-48-481010-23600000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVCS, HHS:
- ELDERLY & ADULT SVCS DIV, GRANTS TO LOCALS, NH NO WRONG DOOR BCP

Fiscal Year Class Class Title Job #/Activity Total Amount
Code

2019 102-500731 Contracts for Program - 48130321 $312,564
Svcs

2020 102-500731 Contracts for Program 48130321 $641,554
Svcs

2021 102-500731 Contracts for Program 48130321 $88,081
Sves

Total: $1,042,199
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EXPLANATION

This agreement is retroactive because the grant funds were accepted into the budget after
January 1, 2019.

The agreement is a sole source request because the No Wrong Door grant application, through
the Administration for Community Living, terms required the Department to specify a qualified contractor
at the time of grant submission. The Department identified the University of New Hampshire because of
its outcome-focused, cost-effective implementation history with the development of the No Wrong Door:
infrastructure within the state of New Hampshire. The Department, as a condition of grant award must
work with the University of New Hampshire.

The grant enables the Department to advance outcome measures and establish a foundation,
based on both quantitative and qualitative measures, to improve New Hampshire's access system for
LTSS. New Hampshire's efforts to date have focused on the implementation of an effective No Wrong
Door system known as ServiceLink. The Department is now in a position to quantify measurable
outcomes for the impact of the No Wrong Door system by testing the efficacy that providing information
earlier in a person's life, prior to a crisis situation, results in lower cost Medicaid services. Building
capacity for outcome measurement and data collection methods that support service delivery across the
No Wrong Door system, producing value based outcome measures, and the ability to share data on
individual, program, and organizational levels, is essential to continuous system improvement. The
University of New Hampshire will:

¢ Identify an understanding of LTSS demand, supply, and consumer preference.

e Establish meaningful outcome and process measures and a method for continually evaluating,
and improving, the performance of the No Wrong Door system.

e Determine a methodology for calculating cost savings and/or return on investment that .
demonstrates the impact of person-centered counseling, evidence-informed models, and the No
Wrong Door system.

o Consider data collection and evaluation from a full range of organizations that play a formal role
in carrying out the No Wrong Door system functions and that have.been designated by the state
to ensure the system can effectively serve all populations in need of long term supports and
services.

This effort will also strengthen the person-centered delivery system through streamlined access
to services in the community for all populations. Older adults, persons of all ages with intellectual,
physical, and developmental disabilities, veterans, and family caregivers will have an opportunity to learn
about and access LTSS that best meet their individual needs. The person-centered approach to LTSS
will result in individuals receiving the assistance needed to remain in their homes and communities as
long as possible, while keeping institutional services available only when they are needed.

As referenced in Exhibit A of this contract, this Agreement has the option to extend for up to one
(1) additional year, contingent upon satisfactory delivery of services, available funding, agreement of the
parties and approval of the Governor and Executive Council.
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Should the Governor and Executive Council not approve this request; the Department will lack
resources to fully implement the federal No Wrong Door Key Elements and infrastructure changes
required for the No Wrong Door System of Access for LTSS. This may impact individuals who need long-
term care from being able to obtain LTSS in their communities, which could result in increased utilization
of higher cost institutional services.

Areas served: Statewide, 36,700 people will potentially be impacted by this contract.

Source of Funds: 100% Federal Funds, Catalog of Federal Domestic Assistance (CFDA)
#93.048, U.S. Department of Health and Human Services, Administration for Community Living; Federal
Award |ldentification Number (FAIN) #90NWBC0010-01-00.

In the event that the Federal Funds become no longer available, General Funds will not be

requested to support this program.
pproved W

Cofmmissioner

The Department of Health and Human Services’ Mission is to join communities and families
In providing opportunities for citizens lo achieve health and independence.



COOPERATIVE PROJECT AGREEMENT
between the

STATE OF NEW HAMPSHIRE, Department of Health aﬁd Human Services
and the :

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

. This Cooperative Project Agreement (hereinafter “Project Agreement”) is entered into by the State of
New Hampshire, Department of Health and Human Services, (hereinafter "State"), and the
University System of New Hampshire, acting through University of New Hampshire, (hereinafter
. "Campus"), for the purpose of undertaking a project of mutual interest. This Cooperative Project shall
be carried out under the terms and conditions of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002,
except as may be modified herein. :

. This Project Agreement and all obligations of the parties hereunder shall become effective on the date
the Governor and Executive Council of the State of New Hampshire approve this Project Agreement
(“Effective date) and shall end on 8/31/20. If the provision of services by Campus precedes the
Effective date, all services performed by Campus shall be performed at the sole risk of Campus and in
the event that this Project Agreement does not become effective, State shall be Gnder no obligation to
pay Campus for costs incurred or services performed; however, if this Project Agreement becomes
effective, all costs incurred prior to the Effective date that would otherwise be allowable shall be paid
under the terms of this Project Agreement.

. The work to be performed under the terms of this Project Agreement is described in the proposal
identified below and attached to this document as Exhibit A, the content of which is incorporated herein
as a part of this Project Agreement.

Project Title: No Wrong Door System Business Case Development
. The Following Individuals are designated as Project Administrators. These Project Administrators shall

be responsible for the business aspects of this Project Agreement and all invoices, payments, project
amendments and related correspondence shall be directed to the individuals so designated.

State Project Administrator Campus Project Administrator
Name: Thomas O'Connor Name: Susan Sosa
Address: DHHS, DLTSS Address: University of New Hampshire
105 Pleasant Street Sponsored Programs Administration
Concord, NH 03301 4 Library Way, Hewitt Hall Rm 202
Durham, NH 03824
Phone; (603)271-9636 Phone: 603-862-4848

E. The Following Individuals are designated as Project Directors. These Project Directors shall be

responsible for the technical leadership and conduct of the project. All progress reports, completion
reports and related correspondence shall be directed to the individuals so designated.

State Project Director Campus Project Director
Name: Wendi Aultman Name: Laura Davie
Address: DHHS, DLTSS - , Address: University of New Hampshire
105 Pleasant Street NH IHPP
Concord, NH 03301 4 Library Way, Hewitt Hall Rm 202
' : Durham, NH 03824
Phone: (603) 271-9096 Phone: (603) 862-3682

Page 1 of 4 ‘ ‘
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F. Total State funds in the amount of $1,042,199 have been allotted and are available for payment of
allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

Check if applicable
] Campus will cost-share % of total costs during the term of this Project Agreement.

Federal funds paid to Campus under this Project Agreement are from Grant/Contract/Cooperative
Agreement No. Administration for Community Living from the Catalog of Federal Domestic
Assistance, under CFDA# 93.048. Federal regulations required to be passed through to Campus as
part of this Project Agreement, and in accordance with the Master Agreement for Cooperative
Projects between the State of New Hampshire and the University System of New Hampshire dated
November 13, 2002, are attached to this document as Exhibit B, the content of which is incorporated
herein as a part of this Project Agreement.

G. Check if applicable .
[ Article(s) of the Master Agreement for Cooperative Projects between the State of New

Hampshire and the University System of New Hampshire dated November 13, 2002 is/are hereby
amended to read:

H. (X State has chosen not to take possession of equipment purchased under this Project Agreement.
[ State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s end-
date. Any expenses incurred by Campus in carrying out State’s requested disposition will be fully
reimbursed by State.

This Project Agreement and the Master Agreement constitute the entire agreement between State and
Campus regarding this Cooperative Project, and supersede and replace any previously existing
arrangements, oral or written; all changes herein must be made by written amendment and executed for the
parties by their authorized officials.

IN WITNESS WHEREOF, the University System of New Hampshire, acting through the
University of New Hampshire and the State of New Hampshire, Department of Health and Human
Services have executed this Project Agreement.

By An Authorized Official of: By An Authorized Official of:

University of New Hampshire Department of Health and Human
Services _ _ _

Name: Louise Griffin Name: Deborah Scheetz

Title: Director, Sponsored Programs Administration Title: Director, Division of Long Term Supports
and Services

Signat

Si natureand Date: .
CXts M,w/«;aw J/:lo,/f? /2019

By An Authorized Official of: the New By An Authorized Official of: the New
Hampshire Pffice of the Attorpey General Hampshire Governor & Executive Council
Name: A 5%)7771?)0 B . Name: :
Title: Title:

Slgn)atW Date: q Signature and Date:
Page 2 of 4 '
Campus Authonzed Officia
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EXHIBIT A
A. Project Title: No Wrong Door System Business Case Development

B. Project Period: January 1, 2019, through August 31, 2020, with the option to extend the agreement
for up to one (1) additional year.

C. Objectives: To support federal and NH CarePath system partners in the development of a business
case model for No Wrong Door systems to develop methods to make more effective use of the
information collected concerning services and outcomes for the populations served, and identify
solutions to these challenges in order to build a business case model. See Exhibit A-1, Section 2
Scope of Services, Sub-section 2.3.

D. Scope of Work: See Exhibit A-1 Section 2 Scope of Services.
E. Deliverables Schedule: See Exhibit A-1, Scope of Services, Section 5, Deliverables.

F. Budget and Invoicing Instructions: See Exhibit A-1, Item F-1, SFY 2019 Budget (January 1, 2019
.- June 30, 2019); SFY 2020 Budget (July 1, 2019 - June 30, 2020), and SFY 2021 (July 1, 2020 -
August 31, 2020).

Invoicing: UNH will submit invoices to the Department on ‘rcgular UNH invoice forms no more
frequently than monthly and no less frequently than quarterly. Invoices will be based on actual
project expenses incurred during the invoicing period, and shall show current and cumulative
expenses by major cost categories. The Department will pay UNH within 30 days of receipt of each
invoice. UNH will submit its final invoice no later than 45 days after the Project Period end date.

Invoices shall be submitted to: OR emailed to:

NH Department of Health & Human Services shawn.martin@dhhs.nh.gov
Shawn Martin, BEAS Fiscal Administrator

129 Pleasant Street

Concord, NH 03301

Funding: Funding for this Agreement is based upon and subject to availability of the Grant Award to
support this project. If the funding for this Agreement is not available at the proposed levels, the
Agreement will be amended accordingly.

G. Business Associate Agreement: See attached Exhibit A-2, DHHS Information Security Requirements.

H. Health Insurance Portability and Accountability Act: See attached Standard Exhibit I.

Page 3 of 4
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EXHIBIT B

This Project Agreement is funded under a Grant/Contract/Cooperative Agreement to State from the Federal
sponsor specified in Project Agreement article F. All applicable requirements, regulations, provisions, terms
and conditions of this Federal Grant/Contract/Cooperative Agreement are hereby adopted in full force and
effect to the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATION, the
appropriate requirements should be substituted (e.g.,, OMB Circulars A-21 and A-110, rather than OMB
Circulars A-87 and A-102). References to Contractor or Recipient in the Federal language will be taken
to mean Campus; references to the Government or Federal Awarding Agency will be taken to mean
Government/Federal Awarding Agency or State or both, as appropriate.

Special Federal provisions are listed here: [ ] None or Uniform Guidance issued by the Office of
Management and Budget (OMB) in lieu of Circulars listed in the paragraph above.

Page 4 of 4
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No Wrong Door System Business Case Development

Exhlblt A- 1

Scope ofSerwces | |
1. Prowsnons Appllcable to AII Servnces ”

1.1,

1.2,

a3 L
. shall continue. after June 30, 2019, afid the Department shall not be liable for
-:any payments for services provnded :after June 30, 2019, unless and until:an

meamngful access to their | programs andlor serwces wuthrn ten (10) days of the -

_contract effective date.

.. The Contractor. agrees that, to the extent future Ieglslatlve actlon by the New R
Hampshire General Court or federal or state .court orders may have an impact ...: -~

on the Services described herein, the State ‘Agency has the:right to modify = "
- Service priorities and expenditure reqmrements under thls Agreement S0 as to
"achleve compllance therewnth

appropriation for these services has been received from the . state Ieglslature S

and funds encumbered for the ‘SFY 2020-2021 biennia...

‘For the purposes: of this Agreement, the Department has |dent|fed the
‘Contractor as a Contractor ln accordance wrth 2 CFR 200. 0 et seq

2 1
;'::' work plan_ .W.'.th Specn‘ ic: tlmel_lnes and outcomes __and submit to the Department
- . forapproval. The work plan shall include, but'not be Ilmlted to:
2415 ,Partnenng with' two (2) Veteran s Admmlstratlon (VA) medncal centers
~ 2.1.2. . Establishing Data Teams; :
213 Céordinating and facmtatmg meetmgs
21 4 » Developlng and |mpIement|ng the Contrnuous Quallty Impro_vement
- process;
. 2.1.5. :Documenting and sharmg of data collectron
2.1.6. - Providing Technical Assistance (TA);
'2:1.77" Providing. Persbn-Centered. Options. Counselmg (PCOC) tralnlng,
- 2.1.8. :Implementing evndencewlnformed practlces and
h 2.1.9. ~ Exploring shared data.” © -
22. The Contractor shall have 2 2 fuII tlme employees (FTE) for thls prolect staff
University of New Hampshire NH IHPP . ~ ExhibitAst: ©. Contractor Initials G

'58-2019-DLTSS-01-NOWRO. L Uipagetofé L. s 1'93:‘53—/’12#5- S



2.21.

2.2.2.

1 2.2, 3'_;.'

224,

. 225 EED
2.3.- The Contractor shall support federal and NH Care Path system partners |n the

development of a business case model for No Wrong Door Systems (NWDS)

wh|ch shalliinclude, but not be: limited to RS

2 3 1
- collected regardlng services of outcomes for the populatlons served;

Developing’ methods to make more effective use of the |nformat|on

" Identifying and ‘collecting data that supports the development of a_f

busmess case model

the value of NWDS across, aII partners in the system Whlch shall lnclude

' 'but not be Ilmlted to

2342 Supply, ...... SRR
'23.4.3. " Servicé Outcomes o S R
2.3.4:4.., :Consumer preference; E : Rt
- ..23:45. Performance measurement for operatlonal and quallty of serwce in

. NWDS; :

E(ACL) overall process of developlng ROI models for NWDS;

‘ 2347 Assessmg the potential tise. of health care clalms data for all payers

_:to understand the costs for caring those who use the NWDS.

3 Identifying related Return on Investment (ROI) calculatlons to quantlfy' e

2{.3,4;.8;5;; ‘identifying solutions to these challenges in order to’build:a busmess i

"2.3.48.1. . Parthering W|th the Department to obtain- support from two (2) i

.-.2.3.4193.  Coordinating and facilitating monthly meetings

23492 Establishing;Data Teams in-each region;

case model and

.;-:.Eldentlfed in sub- sectlon 2.1, mcludlng, but not limited to

. Veteran's Administration medical centers;

N 5.,::'2.3.4.9.4. *-Facilitating development and implementation of cai process

University, of New Hampshire NH IHPP :* _ E_x:hib'it Al

.. Contractor Inttials-m

| $S2019.0LTSS-0INOWRD, . Pagezofs i SN 17/}

- 23485 Documentlng and shanng current ‘data co[lectlon capacity |n L
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Exhlblt A-1

L ‘: ':eaCh reglon :
2.34.96.  Providing “TA for enhancemen't of oare transntlons from
- ..t hospital process; ST :
123497, ;Prowdlng PCOC tralnlng and TA and

business: case model for the NH CarePath System

| '2'.4. The Contractor shall prOVIde coordrnahon and support for the outcomes and'

i 2.4.1. Evaluatlon j- - §-.::; e §-;5:;
-2.4.2. Assessment; " S
'2.4.37% Technical assistance; .
© 2.4.4. :Infrastructure; and .

S _24 5-. g ‘Capacrty s i L
_ 25 The Contractor shalt utilize current and exnstlng capabllltles for data coIIectlons

and objectrves whrch mcludes but is not limited to:. .
251 _Supportmg federal and NH: “Care Path system partners |n the

| lncludlng but not- limited to:

, L ..2.5.1.1. Defmmg outcomes that are expected as benefts of an 1ntegrated No
Wrong Door: System which supports :

2.5.1.1.1. . Improved access and delivery of services; and o
- 2.5.1.1.2. - "Identified metrics.: based upon :thoseioutcomes - that are
quantifiablé in terms of value and monetary benefit to people

served as'well as to the state: and federal investments. .

. 5-2'.:5;:2:.::‘ Workmg with- key stakeholders to develop a common understandlng of

_current functionality  of the No Wrong Door systems data collectlon . e

Dt - capabilities, mcludmg, but not Ilmlted to:

f '2 5 2 1. Identlfylng gaps and soluttons for data collectlon capabltltles
2.5.2:2. . implementing solutlons and :

2.5.2’.3 Testmg busmess case model methodology |n partnershlp Wlth-‘:“i““

2.8 1 Estabhshlng Iocal data teams to develop common understandlng of data

. elements needed to develop a busmess case model to support the L

University 'o:th'ev'v Hampshire NH IHPP :i:: Ex'hitiit‘_Aét : L :C_ontractor |ni_tialsf g'g'z



Exhlbit A 1

L 7L, evidence- |nforrned models; - ‘.: L
2.6.2.  Establishing common goals; '

= 2.6.3. - Developing and: rmptementmg a Iocal work pIan for shared data_"

collectlon

3 Irmlted to:

.26 41. A model for statewrde expansmn and R
2 6! 4 2. A reduction’ in healthcare utllrzatlon rates.

26.5. Establrshrng a mechanism to ensure f"dellty to the models

2.7. - The Contractor 'shall. enhance :the State Veteran Drrected Care (VD Care)

Model rncludlng, but not limited to: -

S 2.7 Establlshlng a data team for the VD Care program
2.2 Defining common goals; = =i i i
273, Developmg and |mplement|ng a work plan for shared data collectron and
2.74. Establlshlng a mechanrsm to ensure fidelity to the models

2.8. The Contractor shaII _support the Department in: ensurlng a qualrty Person-

Centered Optlons Counselrng (PCOC) workforce mcludlng, but not limited to: -

& 281, . Implementlng a continuous qualrty |mprovement process ag outllned |n- ST

. i New Hampshlres PCOC Certification Plan;:
2.8.2.° ‘Supporting the PCOC certification process and’ o
2.8.3. Conductrng assessments S n '; Sl

“to help inform and build the NWDS busrness case model.’

210 The :Cdntractor shall ‘utilize - fundrng to. leverage the Belknap County and L .

" Monadnock Reglon ‘to inform the busrness case model whrch mcludes but is
~:not:limited to: . i TS : RN EE

e 210100 ServiceLink Resource Center consumer satlsfactlon surveys

.2.10:2. " Readmission‘rates;

©2.10.3: General demographrc mformatlon related to socral determmates of
health; and t

2. 10 4_. ‘PCOC dellvery to support this model

_ 2.1-1 The Contractor shall support the establrshment of data elements to mform the

busmess case model,- WhICh 1nc|udes workrng wrth Veteran Admlnrstratron _:..'5:33'-'

2.1_2.-- The Contractor shall collaborate with the Department to bmld on the current

"PCOC Certification development process to ensure’ quality -delivery’ and
strengthen the mctusron of outcomes |n the’ busrness case model that are tred

University of New Hampshire NH LHPP - _ Exhlblt ALt . _C_ontra.ctor‘tnr_tlals-dfx& -

. '§8-2019-DLTSS-01-NOWRO o Page4ofs j; . ipate 3/ f1]



“New’ Hampshire benartment of Health and Human Servlce's' S
No Wfo"Q Door System Business Case Development

Exhiblt A-1

2 12 1 OnQ.Q'.Ug tralnlng, .......

T2, 12.2. ' Training of new:hires; and
12123, Peer support of veteran staff

3 Stafflng

3. 1 The Contractor shall malntaln a level of staffng necessary to perform and ca rry

P 32 The Contractor shall have 2. 2 FTE staff for this DFOJ('?Ct as f°"°WS

321 Project Managér . B e 10% FTE'E
,,,,,, 3.2.2. ' Business Case Development Pro;ect Coordlnator(s) 150% FTE . .
' 3.2.3. . Care Transitions Project Coordinator ~ * * - - "30%FTE -~~~
~3.24.:. PCOC Trammg Coord:nator ﬁ-.'-; L 20%FTE.
325 .'Data Analyst — o ce 0% FTE'_

3723.'1'.2 o :Coordmatlng ‘and facrlrtatlng monthly meetlngs '
3.3.1.3. Facilitating development and. |mptementat|on of cal process
'3.3.1.4. " Establishing Data Teams in each region; L
----- 3.3.1:5. fDocumentrng and: share current data coIIectlon capamty in each_ ST
R region; - -
+:3.3i1.6. Analyzing and assessmg data outcomes """
______ 3.3.1.7. iExploring how claims data may be utlllzed to buﬂd the b‘us:ness case

R RN ‘model for the NH Care Path System. =
RRITHT 3318 Providing Technical Assistance for enhancement of care transrtlons
R _.from hospital process; and .~ - o L
RIS 3.3.1; 9. Provrdlng PCOC training and TAL: i RIS § e BRI
Lo 3.4. -f;;The Contractor shall ensure that the FTE staff referre_d to |_n 3.2 aboue_ slha_ll be
o - to protected ‘health mformatlon (PHI) to which' there is access in:the scope of . L
: ,.therr duties as- requrred by all state and federal regulatlons and Iaws

L University, of New Hampshire NH IHPP-: . _Exhib'i:t_Aitff; ’ A icontractorllniltialso\_f_' oM

/88-2019-DLTSS-01:NOWRO . ‘i PageSof6 . . U pale JRONIG



'New Hampshire Department of Health and Human Servlces s
No Wrong Door System Business Case Development

EthbItA1
) ', | semvice areas; due ffteen (15) worklng days followmg the end of each quarter
:5£'iDeI|verables i R il '

ROI calculatlons

. 52 The Contractor shall estabhsh manage and support subcontractors to ensure .

the following measures:
5,21 Care transmons from hospltals in the Belknap Co'un't'y area, shall a55|st at

L ~ least 250 individuals over the grant project period; i .
' 52:2. ° Care'transitions from hospltals in'the Monadnock area shall assnst at Ieast
500 individuals. over the grant penod and . i L

523 ~'Serve approximately 260 veterans during this grant perlod

i L work plan W|th specific tlmellnes and: outcomes S R
"L iw o University of New Hampshire NH IHPP . Exhibit ALt ::, . Contractor Initials: v g&

', §5-2018-DLTSS-01:NGWRO, L Pageote iy R DateM_ i

'5.3: Wlthm the t”rst quarter of’ the contract. award the Contractor shall develop a



No Wrong Door System Budiness Case Development Exhibit A
Item F-1 Budget

TOTAL AGREEMENT State Funding FY 2019 FY 2020 FY 2021
) 1/1/19-8/3120 1/1/19-6/30/19 7/1/19-6/30/20 7/1/20-8/31/21

Salaries and Wages $273,666 $96,029 $151,631 $26,006
Employee Benefits $113,621 $34 646 $67,272 $11,703
Tr.avel $16,173 $4,788 $10,587 $798
Supplies/Services $19,469 $5,043 312,414 $2,012
Sub Contracts $400,000 $105,000 $261,700 . $33,300
F.:.acili-tiés. & Administrative

Costs @ 35.2% $219,270 $67,058 $137,950 $14,262
TOTAL $1,042,199 $312,564 $641,554 $88,081

Campus Authorized Official d\j &Z
University of New Hampshire NH IHPP

55-2019-DLT55-01-NOWRO - Date _J3 / 2¢ / /j




. i'“Breach” means. the Ioss of “control, compromlse unauthonzed dlsclosure

:unauthonzed acquisition, unauthonzed access orany - “similar term refernng to

: Informatlon Breach shall have the'same meanlng as the term “Breach" in‘section
164 402 of T|tle 45, Code of Federal Regulatlons A

E:"Computer Secunty Incndent shall ‘have the same. meantng “Computer : Security
" Incident”. in. section two (2) of NIST Publication 800-61, ‘Comiputer Security Inicident

Handling Guide, National- Instltute of Standards and Technology, U.s. Departmentf.i o

“';‘-of Commerce.

: “Confdentlal Informatlon or: “Conf'dentlal Data” means aII conf dential |nformat|on. i
disclosed: by one party. t6. the : other such:as. aII :medical, health, :financial, public. . i
___'assmtance benefits ‘and personal information mcludtng without Ilmltatlon ‘Substance
.. Abuse Treatment :Records, Case:Records, Protected Health Informatton ‘and

Personally Identtt" able Informatlon

state or federal Iaw or regulatlon This lnformatlon mcludes but is not Ilmrted to

 Protected Health:thformation..(PHI), Personal Information (Pl), Personal Financial

Information; (PF1), Federal: Tax Information. (FT1),. Social Security Numbers (SSN)

-Payment Card Industry (PCI); and or other sensitive’ and cont" dential |nformat|on

; :“End User”. means any person or entlty (9., contractor contractors employee
busmess assomate subcontractor, other’.downstream user,. etc.).. that receives -
DHHS data or dernvattve data in accordance with the terms of this Contract

" “HIPAA" means the Health Insurance Portabllrty and Accountablllty Act of 1996 and the

regulatlons promulgated thereunder. Golin

" “Incident” means an act that potentlally vuolates an explrcn or. |mplled security pot:cy

which includes attempts (either-failed or successful) to galn unauthorized accessto.a | .’

system or its data, unwanted:disruption or denial of :service, the unauthorized use of

a-system for the processing or storage of data; and changes to system hardware,

i firmware, or software .characteristics without the owner's knowledge, instruction; or

consent Incudents include the’ Ioss of data through theft or dewce mlsplacement Ioss,,.

:' V4. Last update 04.04.2018 " © . Do Exhibt A2 L -Contraétb'r.l'niﬂalsoZ,A_‘_ =
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Exh|b|t A-2
DHHS lnformatlon Securlty Requrrements

7.

.network: and not adequately secure for the transmlssmn of unencrypted PI PFI R
s PHI or confdentlal DHHS data. :. = @ . .

“Personal lnfon-natron (or “Pi") means mformatlon whtch can be- used to dlstrngmsh

or t_race an individual's identity, such as their name, social _securrty number, personal =

*. information as defined in New Hampshire RSA 359—6:‘__19,;;biometn'c recofr;d's,:,etc.,
" alone, or when combined with-other personal or identifying information which is linked

or linkable to a specrt’c individual, such as ‘date ‘and place of birth, mothers marden
,'name etc. = S e

States Department of Health and Human Servrces

10,

11.

" developed or endorsed by a-standards developing: organrzatlon that is.accredited by L 3

“Protected Health Informatlon (or "PHI ) has the ‘same meanrng as provrded in the,

“Privacy Rule” shall mean the’ Standards for Privacy’ of Individually identifiable Health e
Information:at 45 C.F.R.:Parts:160 and 164, promulgated under HIPAA by the Unlted Loy

definition of Protected Health Informatlon in.the HIPAA Prlvacy Rulé at 45 C F R § i
: 160 103.

unusable, unreadable, or indecipherable to unauthorized individuals:“and. is

the Amerrcan Nattonal Standards Institute. -

l RESPONSIBILITIES OF DHHS AND THE CONTRACTOR 3

A Busrness Use and Drsclosure of Conf denttal Informatron

1

2

The Contractor must not use, drsclose malntaln or transmtt Conf dentlal Infonnatton

except as reasonably necessary as outlined under this Contract. Further, Contractor, "

. “Unsecured Protected Health"lh"formatron means Protected Health lrttorrnatlon thatis - i .
-not secured’ by a technology standard-that renders Protected Health Information

Jincluding but not limited to-all‘its directors, officers, employees :and agents, must not... =::::
. use, disclose, maintain or transmrt PHI in-any manner: that would constrtute a vrolatron
- of the Prwacy and:Security Rule, <. .1 U

The: Cantractor must not ‘disclose any Confi dentral Information” i response to.a’

** DHHS Information -~ - ¢ -
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_ Exhlblt A 2 _
DHHS Informatlon Securrty Requrrements

n

consent or object to the dlsclosure

| 3 I DHHS notifies the Contractor that DHHS has agreed to, be bound by addltronaI-:: o

) 1'.-

... restrictions over and -above those: uses or disclosures or. security safeguards: of PHI T
pursuant to the anacy and Secunty Rule, 'the’:Contractor must be bound by such

additional: restrictions and..must not disclose PHI| in violation -of: such addrtlonal', SRR

. 'restnctrons and must abrde by any addrtronal security safeguards

47 The Contractor agrees that DHHS Data or derivative there from d:sclosed to an End

;.' 5.. The Contractor agrees DHHS Data obtalned under this Contract may not be used for

User must only be used’ pursuant to the terms of thrs Contract.

“: ‘any other purposes that are not |nd|cated in this Contract. -

6. The Contractor agrees | to grant access to the data to the authonzed representatlves:.;

_ of DHHS for the purpose of mspectlng to confirm comphance with the terms of ‘this
- Contract - : N - IR

METHODS OF SECURE TRANSMISSION OF DATA R

© Va.Lastupdate 04.04.2018 * © 1 Exhibit A2

.'Appllcatlon Encryptron If End User is transmtt'tmg DHHS data contalnlng T
Conﬁdentral Data between apptlcatlons the Contractor attests the apphcatrons have. o

........

-Computer Disks and Portable Storage Devrces End: User rnay not use computer dlsks_ S

~ or portable storage devuces such'as a thumb drive; as a method of transmlttrng DHHS Lo
K ‘data

' Encrypted Emarl End User may- only employ email to transmlt Conﬁdentral Data if

. email is encrypted and being:sent to and ‘being.received by email: addresses of:: L
. persons authonzed to recelve such mformatron

Data, the secure socket layers (SSL) must be. used and the web srte must ber

secure. SSL encrypts data transmltted vra a Web srte

. Conﬁdentral Data , ; _
'Ground Mail Service. End User may only transmrt Conﬁdentlal Data via certrf ed ground

mail W|th|n the contlnental U S and when sent to a named rndlvrdual

‘Laptops and ‘PDA. . If End User is -employing portable- devnces to transmut‘
: Conﬁdentlal Data sald devices must be encrypted and password protected

" DHHS Information

Security Requirements S T
Page 3of9 . R Date, E/QC/H 7 -
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7519, Remote User Communlcatlon If End User'is employmg remote communucatnon to . i
. accéss or transmit Confidential Data, ‘& 'virtual private, network (VPN) miust be
.. installed on the End. Users moblle dewce(s) or Iaptop from which mfon’natlon will be
transmltted or accessed. . a

“10. SSH File Transfer Protocol (SFTP) also known as Secure Frle Transfer Protocol. If "~
. ‘End:.User is employing an SFTP to transmit Confidential. Data, End "User. wil

U structure the Folder and access privileges’ to_ prevent mapproprrate “disclosure of .

i information. ' SFTP folders: and ‘sub-folders used: for: transmitting Confidential Data will .- : :
- beicoded for 24- hour auto deletion cycle (| e: Confidential Data wnII be deleted every 24

REE Wreless Devaces If End User |s transmlttlng Conf dentlal Data via wweless dewces all’ o

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

| ‘The Contractor erI only retain the data and any derlvatlve of the data for the duratlon of this

Contract:: After suchtime!the Contractor will:have 30 days to destroy the data:and any o R

. derivative in whatever form it may. exist, untess othenmse requrred by Iaw or permutted‘ a
-":under thls Contract: To thls end the partles must RN

A Retentlon B

. 1-._;--The Contractor agrees |t Wlll .ot store; transfer or- process data collected |n”
: i..: connection: with the services rendered under this Contract outside of the. United

"States. This physical location requirement shall-also appiy in the implémentation of - * ™

cloud ¢omputing, cloud ‘service or cloud storage capabllltaes and rncludes backup' L
.- data and Dlsaster Recovery Iocatlons ' e B

) .{andior Department conf dentral mformatton for’ contractor prov:ded systems

3 ..The Contractor. agrees to prowde securlty awareness:-and educatlon for lts End -

Users in support of protectmg Department conf denttal mformatlon

- f.;zrn a secure’ Iocatlon and identifi ed in sectron V. A. 2

5 The; Coritractor agrees.. Confdentlal Data stored in ‘a Cloud must be in-a .5"- o

V4. Last update 04.04.2018 - . cl o ExhibitA2 s Contractorlnitlalscz g&.' 5
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Exhlblt A 2 7
' DHHS Informatlon Securlty Requwements

B Dlsposmon

" "sub-contractor ‘systems), the Contractor will maintain a 'documented process for - "~

" The Contractor agrees to. and ensures rts complete cooperatlon wnth the States

Chief Information Officer.in the detectlon of any. secunty vulnerablllty of the hostrng'_

s -mfrastructure

;:If the Contractor wﬂl maintain -any Conﬁdenhal Informatlon on its systems (or its

securely: disposing of slich:data upon Treqtiest or contract. tefmination; and will:" . :

' 5-5_:Contractor or any :subcontractors asia part of ongoing,.emergency, and or disaster
recovery: operations. When no longer in use, electronic media contalnlng ‘State of

New: Hampshire data:shali be rendered unrecoverable via a:securé. wipe program...
i accordance with |ndustry-accepted standards for secure deletion and:‘media

. ii'sanitization, ‘or. otherwise physically destroying “the'.media (for “example,
degaussing) as described:in"NIST Special Publication 800-88, Rev-1, Guidelines . =~

for Media Sanitization, - National Institute. of : Standards and. Technology. u. S
., Department: of. Commerce The Contractor wrll document and certufy in wntrng at

:":evaluated by the State and Contractor prior to destructlon k

- Contract, Contractor agrees to. destroy all hard coples of Confidential Data usrng a

N E-;:.by means of data- erasure, also known:as secure data wiping.

LIV PROCEDURES Fonsecunmr ------ - Lo

A Contractor agrees to safeguard the’ DHHS Data reoelved under this Contract and any

denvatlve data or files, as follows g

: V4. Lastupdate 04.04.2018 "~ . " Exhibit A-2

Unless otherwise specrt’ed -within thlrty (30) days of the termlnatron of thlsf__

Unless othenmse spectfed W|th|n thirty - (30) days of the termrnatlon of thlsfjj
- Contract, Contractor agrees to completely destroy all electronic Confi dentlal Data

~:-obtain written certification for any State of New Hampshire data destroyed.by the =

E'The Contractor  will marntam _proper- secunty controls to protect Department -
: - confidential information collected processed, managed andlor stored in the dehvery o

of contracted services. .

;fThe Contractor will- maintain .policies and procedures to protect Department
. -'confidential information throughout thé:information lifecycle, where applicable, (from

creation,: transformation, .use, storage and..secure destructlon) regardless of the-

_._medla used to store. the data (ie., tape dISk paper; etc)
DHHS Information -~ -~ @
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_.and procedures, systems access forms, and computer use agreements aspart of
... --obtaining and: maintaining access t0. .any: Department system(s). Agreements will be

If the Contractor will be sub—contractlng any core functlons of the engagement': o
o 3_support|ng the sennces for State of New Hampshrre the. Contractor will marntam a .
" program. of - an mternal process or processes that* defines - _specific’ secunty R
expectations, and monrtonng compliance to sécurity requirements that at a minimum . ..
;:match those for the Contractor mcludmg breach notrf catron requlrernents B '

'The Contractor will work with_the Department to sugn and comply with atl appltcable L

State ‘of New Hampshire and: Department .system .access and authorization policies . : ..

completed and signed by the Contractor and any apphcable sub-contractors pnor to . -

_ _system access belng authorized. I IR

VI the Department detennrnes the Contractor is a Busrness :Associate pursuant 10 45

CFR 160.103, the Contractor will execute -a HIPAA Business Associate Agreement. :
(BAA)-with'the Department ‘and is responsrble for malntamlng complrance wuth the

' 'agreement

. The, Contractor will not store knowmgly or unknowrngly any State of New Hampshrre» -

-or Department data offshore ‘or outside the boundaries of the United States: unless
: prior express written consent ‘is obtalned from the lnformatron Secunty Oft'ce

o Ieadershrp member wrthrn the Department

11.:
L make efforts’ to mvesttgate the causes of the breach,. promptly take measures to

prevent future breach and minimize any damage-or loss re5ult|ng from the breach.

_ _The State:shall recover from the Contractor all costs of- response and: recovery from:;

V4. l.ast update04042018 ______ _ . ExhbitA2 :Cont_rai:tor_r'nitiats& ﬁ -
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. than the level and scope ‘of requirements appllcable to federal agencies, including, =

~* Privacy ‘Act Regulations (45 C.F.R. §5b),- HIPAA Privacy and Security Rules (45 - :- . S

e i'procurement :nformatlon relatsng to vendors

14,

15.
- :CGontract to only those authorized' End Users who need. such DHHS Data to

- but not limited to, :provisions of :the Privacy Act of:1974 (5 U.S.C. § 552a), DHHS

C.F.R. Parts 160 and 164) that govern protections for mdlvrdually |dent|1r abte health : .,
-.information and as, appllcable under State law. "~ - T

. Contractor agrees to establish- and malntaln appropnate admmlstratlve technlcal and -

physical ‘safeguards to protect the confidentiality. of the Confidential Data and t¢ i
‘prevent unauthorized:use or access to it. The safeguards must provide a level and

", 'scope of security that is not less than the level and scope:of security ‘requirements

establishéd by the State of New Hampshire, Department of Information Technology..

Refer to Vendor Resources/Procurement at https://www. nh.gov/doit/vendor/index.htm.. e
“for the Department--of Information Technology pOIICIES guadelmes standards and

,Contractor ‘agrees to mamtaln a documented breach notufcatron and mcrdent-:

_}:response process The Contractor must: notrfy the State S: anacy Officer, tnformat:on

;Contractor must restnct access -to the. Conf dentlal Data . obtalned under - thls

o perform thelr ‘official dutles in: connectlon wuth purposes identifi ed in thls Contract

_ PFlare encrypted and password- protected :
~+:d. send emails containing Confidential Information. only if e ncgpte and bemg

‘sent to and being received by emall addresses of persons authonzed to.'g'

- . receive such mformatlon

S .+ DHHS Information

Vs, Last update 04.04.2018 =~ . ¢ . . ExhibtA2 ‘ :con:radb_rl_nitlalsgz_gLf L
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f Conf dentlal Informatron recelved under - thls Contract and mdl\ndually -
'~ identifiable data’derived from DHHS Data, must be stored in:an area that is L

physically and-.technologically ‘secure from access.by unauthorized ‘persons

‘during «duty hours as well as non-duty hours (eg:,: door Iocks “card keys
' blometnc |dent|t" tefs, etc )

- such data must be encrypted at all tlmes when in transut at rest or when o

-stored on portable media as required in sectlon v above 5.:;,:

h |n all other mstances Conﬁdentlal Data must. be malntalned used and

O understand that the:r user credentlals (user name and password) ‘must: hot be o

shared.with:anyone. End.Users will keep their credential information:secure.

This applies to credentials used to access the site durectly or, mdurectly through_.'z:f*

::,’athlrdpartyappllcatlon ST

: Contractor is : responmble for overS|ght and compllance of thetr End. Users DHHS-

reserves the:.right to conduct onsite inspections :to, monitor compllance with this

. Contract mcludtng the pnvacy and security reqmrements prowded in hereln HIPAA R

The Contractor must notlfy the. States anacy Officer; Informatlon Secunty Oft" ice and S

: 'Program Manager of any Securlty Incudents and Breaches W|th|n twenty- four (24) hours': L
. of identification of.a possible issue. -

" The Contractor must further handle: and report Incidents and Breaches rnvolvung PHI in

accordance with the agency's “documented Incident. Handllng and ‘Breach Notification i

‘procedures and in accordance with 42 C:F.R. §§ 431.300 -:306. In ‘addition to,-and
. notwithstanding, Contractor s compliance with all applicable obligations and ‘pracedures,

Contractor's. procedures must atso address how the Contractor will:

" 1. Identify Incidents;

2..: Determine if personally identifi able mformatlon is rnvolved in: tncrdents
3. Report suspected or conf rmed Inmdents as’ requrred in this Exhlblt or P 37
4

DHHS Information -

Security Requiréments r L B .
Page 8019 ' SERAREE Date Jf/

- Identlfy and convene a core response group to deterrnlne the nsk Ievel of Incrdents
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measures

Incrdents and/or Breaches that ampllcate Pl must be": addressed and reported as
appllcable in: accordance wuth NH RSA 359-C; 20 R :

Vi. ::PERSONS TO CONTACT . _
A DHHS contact for Data Management or Data Exchange issues:

- _D. DHHS contact for Breach notn‘“ ations: - o
DHHSInformatlonSecurltyOffce@dhhs nh -gov P B KO n
DHHSPruvacy Ofrcer@dhhs :nh. gov o " '

..........................

- DHHS Information - -

>Seour|ty,RequIrements L
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(1) "Mﬁ RIS _ I )
. -a. “Breach” shall:have the same meanlng as the term "Breach" in sectlon 164 402 of Tltle 45 -

e Department of Health and Human Servrces R

" Revised 04/07/15- R ' Lo " Date:

'Law 104-191 and wrth the Standards' for anacy and Secunty of Indwldually Identifiable Health:ﬁ;

Informatlon 45 CFR Parts 160 and 164 and those:parts of the HITECH Act applicable to.business

assocrates . As defined herein, “Busmess Assomate _shall mean’ the ‘Contractor and subcontractors

and agents of the' Contractor that receive, usé or have access to’ protected health information - under:; .
fthls Agreement and’ “Covered Entlty shall mean the Department of Health a,nd,:l:-l:u:m:an Services. -

-Project Title No Wrong Door System Buslness Case Project Lo
; _Project Perlod _ Effectlve January 1 2019 and endlng on: August 31, 2020

BUSINESS ASSOCIATIMM@I_T o

Code of Federal Regulatlons i

s thereto S . o L Lo -°""“

-C: X Busnness Assocuate has the meamng g:ven such term in sectlon 160 103 of Tltle 45 Code of;-‘

Federal Regulatlons

d. "}“Covered Entity” has: the meanmg glven such term in sectlon 160 103 of T|tle 45 Code of o

Federal Regulatlons

el “Designated Record Set” shall have the same meanlng as the term "desngnated record set in

:45 CFR Section 164.501. R RS IS

of: “Data Aqqreqatlon shall have the same meanmg ‘as’ the term "data aggregatlon m 45 CFR

.-Sectlon 164.501,

i rf"HIPAA" means the Health Insurance Portabllrty and Accountablllty Act of 1996; PUbIIC Law

104191 and- .the "Standards for. Privacy and Secunty of Indwndually :Identifiable’ Health-;

SRR, Information; 45 GFR Parts 160; 162:and 164. . i . i

i "lndlvadual" shall have the same meanlng as the term mdnndual" in 45 CFR Sectlon 160 103

.~ .. and shallinclude:a person who qualifies as a personal representatuve in accordance with 45::... o
i CFR Sectlon 164 502(9) I SRR Y T Do iin

4

ko anacy Rule” shaII mean the Standards for Privacy . of Indrvrdually Identlf'able :Health

Information at. 45 CFR Parts 160.and 164, promulgated under HIPAA by the United States: .

o - . Pagetofé . -5 B _
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(2)

“‘Protected Health Information'” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

“Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and-Human Services or
his/her designee. '

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“‘Unsecured Protected Health Information” shall have the same meaning given such term in
section 164.402 of Title 45, Code of Federal Regulations.

Other Definitions - All terms not otherwise defined herein shall have the meaning established

under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the HITECH Act.
Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health Information
(PHI) except as reasonably necessary to provide the services outlined under Exhibit A of the
Agreement. Further, the Business Associate, and its directors, officers, employees and
agents, shall not use, disclose, maintain or transmit PHI in any manner that would constitute a
violation of the Privacy and Security Rule. !

Business Associate may use or disclose PHI:
|. For the proper management and administration of the Business Associate;
Il. As required by law, pursuant to the terms set forth in paragraph d. below; or
lil. For data aggregation purposes for the health care operations of Covered Entity.

To the extent Business Associate is permitted under the Agreement (inctuding this Exhibit) to
disclose PHI to a third party, Business Associate must obtain, prior to making any such
disclosure, (i) reasonable assurances from the third party that such PHI will be held
confidentially and used or further disclosed only as required by law or for the purpose for which
it was disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with 45 CFR 164.410, of any breaches of the confidentiality of the
PHI, to the extent it has obtained knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to provide
services under Exhibit A of the Agreement, disclose any PHI in response to a request for
disclosure on the basis that it is required by law, without first notifying Covered Entity so that
Covered Entity has an opportunity to object to the disclosure and to seek appropriate relief. If
Covered Entity objects to such disclosure, the Business Associate shall refrain from disclosing
the PHI until Covered Entity has exhausted all remedies. If.Covered Entity does not object to
such disclosure within five (5) business days of Business Associate's notification, then
Business Associate may choose to disclose this information or object as Business Associate
deems appropriate.

Revised 04/07/15 Date:

Page 20f6
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(3)

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be
bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate shall be
bound by such additional restrictions and shall not disctose PHI in violation of such additional
restrictions and shall abide by any additional reasonable security safeguards.

_Obligations and Activities of Business Associate.

. The Business Associate shall notify the Covered Entity's Privacy Officer without unreasonable

delay and in no case later than two (2) business days following the date upon which the
Business Associate becomes aware of any use or disclosure of protected health information
not provided for by the Agreement or this Exhibit, including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected health
information of the Covered Entity.

. The Business Associate shall promptly perform a risk assessment when it becomes aware of

any of the above situations. The risk assessment shall include, but not be limited to, the
following information, to the extent it is known by the Business Associate:

« The nature and extent of the protected health information involved, including the types of
identifiers and the likelihood of re-identification;

» The unauthorized person who used the protected health information or to whom the
disclosure was made; -

» Whether the protected health information was actually acquired or viewed

« The extent to which the risk to the protected health information has been mitigated.

The Business Associate shall complete the risk assessment without unreasonable delay and
in no case later than two (2) business days of discovery of the breach and -after completion,
immediately report the findings of the risk assessment in writing to the Covered Entity.

The Business Associate shall comply with all applicable sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books and
records relating to the use and disclosure of PHI received from, or created or received by the
Business Associate on behalf of Covered Entity to the Secretary for purposes of determining
Covered Entity's compliance with HIPAA and the Privacy and Security Rule.

Business Associate shall require all of its business associates that receive, use or have access

" to PHI under the Agreement, to agree in writing to adhere to the same restrictions and

conditions on the use and disclosure of PHI contained herein, including the duty to return or
destroy the PHI as provided under Section 3(|) herein. The Covered Entity shall be considered
a direct third party beneficiary of the Contractor's business associate agreements with
Contractor's intended business associates, who will be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates who
shall be governed by the Agreement for the purpose of use and disclosure of protected health
information.

Within five (5) business days of receipt of a written request from Covered Entity, Business
Associate shall make available during normal business hours at its offices all records, books,

Page 3 of 6
Exhibit | - Business Associate Agreement Campus Authorized Official
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(4)

agreements, policies and procedures relating to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Entity to determine Business Associate's compliance
with the terms of this Exhibit.

. Within ten (10) business days of receiving a written request from Covered Entity, Business

Associate shall provide access to PHI in a Designated Record Set to the Covered Entity, or as
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR
Section 164.524.

. Within ten (10) business days of receiving a written request from Covered Entity for an

amendment of PHI or a record about an individua! contained in a Designated Record Set, the
Business Associate shall make such PHI available to Covered Entity for amendment and
incorporate any such amendment to enable Covered Entity to fulfill its obligations under 45
CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to such

disclosures as would be required for Covered Entity to respond to a request by an individual
for an accounting of disclosures of PHI in accordance with 45 CFR Section 164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a request

for an accounting of disclosures of PHI, Business Associate shall make available to Covered
Entity such information as Covered Entity may require to fulfill its obligations to provide an
accounting of disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

. In the event any individual requests access to, amendment of, or accounting of PHI directly

from the Business Associate, the Business Associate shall within two (2) business days
forward such request to Covered Entity. Covered Entity shall have the responsibility of
responding to forwarded requests. However, if forwarding the individual's request to Covered

.Entity would cause Covered Entity or the Business Associate to violate HIPAA and the Privacy

and Security Rule, the Business Associate shall instead respond to the individual's request as
required by such law and notify Covered Entity of such response as soon as practicable.

. Within ten (10) business days of termination of the Agreement, for any reason, the Business

Associate shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shall not
retain any copies or back-up tapes of such PHI. If return or destruction is not feasible, or the
disposition of the PHI has been otherwise agreed to in the Agreement, Business Associate
shall continue to extend the protections of this Exhibit, to such PHI and limit further uses and
disclosures of such PHI to those purposes that make the return or destruction infeasible, for
so long as Business Associate maintains such PHI. If Covered Entity, in its sole discretion,
requires that the Business Associate destroy any or all PHI, the Business Associate shall certify
to Covered Entity that the PH} has been destroyed. '

Obligations of Covered Entity

. Covered Entity shali notify Business Associate of any changes or limitation(s) in its Notice of

Privacy Practices provided to individuals in accordance with 45 CFR Section 164.520, to the
extent that such change or limitation may affect Business Associate’s use or disclosure of PHI.

. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of

permission provided to Covered Entity by individuals whose PHI may be used or disclosed by
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(5)

(6)

'Business Associate under this Agreement pursuant to 45 CFR Section 164.506 or 45 CFR

Section 164.508.

. Covered entity shall promptly notify Business Associate of any restrictions on the use or

disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522, to
the extent that such restriction may affect Business Associate’s use or disclosure of PHI.

Termination for Cause

In addition to Paragraph #14 of the Agreement, the Covered Entity may immediately terminate
the Agreement upon Covered Entity's knowledge of a breach by Business Associate of the
Business Associate Agreement set forth herein as Exhibit |. The Covered Entity may either
immediately terminate the Agreement or provide an opportunity for Business Associate to cure
the alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the violation
to the Secretary.

Miscellaneous

. Definitions and Requlatory References. All terms used, but not otherwise defined herein, shall

have the same meaning as those terms in the Privacy and Security Rule, and the HITECH Act,
as codified at 45 CFR Parts 160 and 164 and as amended from time to time. A reference in
the Agreement, as amended to include this Exhibit |, to a Section in the Privacy and Security
Rule means the Section as in effect or as amended. '

. Amendment. Covered Entity and Business Associate agree to take such action as is

necessary to amend the Agreement, including this Exhibit, from time to time as is necessary
for Covered Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

. Data Ownership. The Business Associate acknowledges that it has no ownership rights with

respect to the PHI provided by or created on behalf of Covered Entity under the Agreement.

. Interpretation. The parties agree that any ambiguity in the Agreement or this Exhibit shall be

resolved to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule and
the HITECH Act.

. Segregation. If any term or condition of this Exhibit | or the application thereof to any person(s)

or circumstance is held invalid, such invalidity shall not affect other terms or conditions which
can be given effect without the invalid term or condition; to this end the terms and conditions
of this Exhibit | are declared severable.

. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or

destruction of PH!, extensions of the protections of this Exhibit in section (3)(l), and the defense
and indemnification provisions of section (3) and Paragraph #14 of the Agreement shall survive
the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Revised 04/07/15 Date:
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Department of Health and Human Services Spoaspred lofo_crrams Adminstr ﬁa/)

The State University of New’Hampshire
sl
Signature of'AuEhorized'Represeniative Signature of Authérized Representative
Deborah Scheetz Louise Griffin |
Authorized Representative Authorized Representative

) o
.Director, Division of Long Term SupportsDirector, Sponsored Programs Administration

Title of Authorized Repregsntative and Services Title of Authorized Representative

3 /20 /19

Date

Date 3/29/2019
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