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March 28, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House \ ■

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Sen/ices, Division of Long Term Supports and
Services to enter into a retroactive, sole source agreement with the University of New Hampshire
{Vendor# 177867), 51 College Rd. Hewitt Hall. Durham, NH, in an amount not to exceed $1,042,199 to
provide the evaluation, assessment, technical assistance, and coordination of services necessary to
advance the state's No Wrong Door system known as ServiceLink. The Contractor will also build capacity
for outcome measures and analysis for the continuous improvement of the system creating a foundation
to transform New Hampshire's access system for Long Term Services and Supports (LTSS). This request
is to be effective retroactive to January 1, 2019, upon the date of Governor and the Executive Council
approval through August 31, 2020. 100% Federal Funds. '

Funds are available in the following accounts for State Fiscal Year (SFY) 2019, and are
anticipated to be available in SFY 2020 and SFY 2021, upon the availability and continued appropriation
of fund's in the future operating budgets, with the authority to adjust amounts within the price limitation
and adjust encumbrances between State Fiscal Years, through the Budget Office if needed and justified.

05-95-48-481010-23600000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN SVCS, HHS;

Fiscal Year Class Class Title Job #/Actiyity
Code

Total Amount

2019 102-500731 Contracts for Program
Svcs

48130321 $312,564

2020 102-500731 Contracts for Program
Svcs

48130321 $641,554

2021 102-500731 Contracts for Program
Svcs

48130321 $88,081

Total: $1,042,199
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EXPLANATION

This agreement is retroactive because the grant funds were accepted into the budget after
January 1, 2019.

The agreement is a sole.source request because the No Wrong Door grant application, through
the Administration for Community Living, terms required the Department to specify a qualified contractor
at the time of grant submission. The Department identified the University of New Hampshire because of
its outcome-focused, cost-effective implementation history with the development of the No Wrong Door-
infrastructure within the state of New Hampshire. The Department, as a condition of grant award, must
work with the University of New Hampshire.

The grant enables the Department to advance outcome measures and establish a foundation,
based on both quantitative and qualitative measures, to improve New Hampshire's access system for
LTSS. New Hampshire's efforts to date have focused on the implementation of an effective No Wrong
Door system known as ServiceLink. The Department is now in a position to quantify measurable
outcomes for the impact of the No Wrong Door system by testing the efficacy that providing information
earlier in a person's life, prior to a crisis situation, results in lower cost Medicaid services. Building
capacity for outcome'measurement and data collection methods that support service delivery across the
No Wrong Door system, producing value based outcome measures, and the ability to share data on
individual, program, and organizational levels, is essential to continuous system improvement. The
University of New Hampshire will:

•  Identify an understanding of LTSS demand, supply, and consumer preference.
•  Establish meaningful outcome and process measures and a method for continually evaluating,

and improving, the performance of the No Wrong Door system.
•  Determine a methodology for calculating cost savings and/or return on investment that

demonstrates the impact of person-centered counseling, evidence-informed models, and the No
Wrong Door system.

•  Consider data collection and evaluation from a full range of organizations that play a formal role
in carrying out the No Wrong Door system functions and that have-been designated by the state
to ensure the system can effectively serve all populations in need of long term supports and
services.

This effort will also strengthen the person-centered delivery system through streamlined access
to services in the community for all populations. Older adults, persons of all ages with intellectual,
physical, and developmental disabilities, veterans, and family caregivers will have an opportunity to learn
about and access LTSS that best meet their individual needs. The person-centered approach to LTSS
will result in individuals receiving the assistance needed to remain in their homes and communities as
long as possible, while keeping institutional services available only when they are needed.

As referenced in Exhibit A of this contract, this Agreement has the option to extend for up to one
(1) additional year, contingent upon satisfactory delivery of services, available funding, agreement of the
parties and approval of the Governor and Executive Council.
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Should the Governor and Executive Council not approve this request; the Department will lack
resources to fully implement the federal No Wrong Door Key Elements and infrastructure changes
required for the No Wrong Door System of Access for LTSS. This may impact individuals who need long-
term care from being able to obtain LTSS in their communities, which could result in increased utilization
of higher cost institutional services.

Areas sen/ed: Statewide. 36,700 people will potentially be impacted by this contract.

Source of Funds: 100% Federal Funds, Catalog of Federal Domestic Assistance (CFDA)
#93.048, U.S. Department of Health and Human Services, Administration for Community Living; Federal
Award Identification Number (FAIN) #90NWBC0010-01-00.

In the event that the Federal Funds become no longer available. General Funds will not be
requested to support this program.

oved b

Jeffrey A. Meyers
imissioner

The Department of Health and Human Services' Mission is to join communities and families
In providing opportunities for citizens to achieve health and independence.



COOPERATIVE PROJECT AGREEMENT

between the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

A. This Cooperative Project Agreement (hereinafter "Project Agreement") is entered into by the State of
New Hampshire, Department of Health and Human Services, (hereinafter "State"), and the
University System of New Hampshire, acting through University of New Hampshire, (hereinafter

o "Campus"), for the'purpose of undertaking a project of mutual interest. This Cooperative Project shall
be carried out under the terms and conditions of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002,
except as may be modified herein.

B. This Project Agreement and all obligations of the parties hereunder shall become effective on the date
the Governor and Executive Council of the State of New Hampshire approve this Project Agreement

("Effective date") and shall end on 8/31/20. If the provision of services by Campus precedes the
Effective date, all services performed by Campus shall be performed at the sole risk of Campus and in
the event that this Project Agreement does not become effective. State shall be under no obligation to
pay Campus for costs incurred or services performed; however, if this Project Agreement becomes
effective, all costs incurred prior to the Effective date that would otherwise be allowable shall be paid
under the terms of this Project Agreement.

C. The work to be performed under the terms of this Project Agreement is described in the proposal
identified below and attached to this document as Exhibit A, the content of which is incorporated herein
as a part of this Project Agreement.

Project Title: No Wrong Door System Business Case Development

D. The Following Individuals are designated as Project Administrators. These Project Administrators shall
be responsible for the business aspects of this Project Agreement and all invoices, payments, project
amendments and related correspondence shall be directed to the individuals so designated.

State Project Administrator Campus Project Administrator

Name: Thomas O'Connor Name: Susan Sosa

Address: DHHS, DLTSS Address: University of New Hampshire
105 Pleasant Street Sponsored Programs Administration
Concord, NH 03301 4 Library Way, Hewitt Hall Rm 202

Durham, NH 03824

Phone: (603) 271 >9636 Phone: 603-862-4848

E. The Following Individuals are designated as Project Directors. These Project Directors shall be
responsible for the technical leadership and conduct of the project. All progress reports, completion
reports and related correspondence shall be directed to the individuals so designated.

State Project Director Campus Project Director

Name: Wendi Aultman Name: Laura Davie

Address: DHHS, DLTSS • ^ Address: University of New Hampshire
105 Pleasant Street ' NH IHPP
Concord, NH 03301 4 Library Way, Hewitt Hall Rm 202

Durham, NH 03824

Phone: (603)271-9096 Phone: (603)862-3682

Page 1 of 4
Campus Authorized Offidal



F. Total State funds in the amount of $1,042,199 have been allotted and are available for payment of
allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

Check if applicable

r~l Campus will cost-share % of total costs during the term of this Project Agreement.

G.

1^ Federal funds paid to Campus under this Project Agreement are from Grant/Contract/Cooperative
Agreement No. Administration for Community Living from the Catalog of Federal Domestic
Assistance, under CFDA# 93.048. Federal regulations required to be passed through to Campus as
part of this Project Agreement, and in accordance with the Master Agreement for Cooperative
Projects between the State of New Hampshire and the University System of New Hampshire dated
November 13,2002, are attached to this document as Exhibit B, the content of which is incorporated
herein as a part of this Project Agreement.

Check if applicable
I  I Article(s) of the Master Agreement for Cooperative Projects between the State of New

Hampshire and the University System of New Hampshire dated November 13, 2002 is/are hereby
amended to read:

H. ̂  State has chosen not to take possession of equipment purchased under this Project Agreement.
I  I State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement's end-
date. Any expenses incurred by Campus in carrying out State's requested disposition will be fully
reimbursed by State.

This Project Agreement and the Master Agreement constitute the entire agreement between State and
Campus regarding this Cooperative Project, and supersede and replace any previously existing
arrangements, oral or written; all changes herein must be made by written amendment and executed for the
parties by their authorized officials.

IN WITNESS WHER£OF, the University System of New Hampshire, acting through the
University of New Hampshire and the State of New Hampshire, Department of Health and Human
Services have executed this Project Agreement.

By An Authorized Official of:
University of New Hampshire

Name: Louise Griffin

Title: Director, Sponsored Programs Administration

By An Authorized GfTicial of:
Department of Health and Human
Services . _ .

Name: Deborah Scheetz

Title: Director, Division of Long Term Supports
and Services

Signature and uate: . , ,

'  >3 h

By An Authorized Official of: the New
Hampshire Office^t^ Attorney General
Name: l[jflAO/l.i- -

Signat Date:an

a/29/2019

Ttle:

Signat Date:

Page 2 of 4

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:
Title:
Signature and Date:

Campus Authorized OfTicia
DatejM//?



EXHIBIT A

A. Project Title: No Wrong Door System Business Case Development

B. Project Period: January 1, 2019, through August 31, 2020, with the option to extend the agreement
for up to one (I) additional year.

C. Objectives: To support federal and NH CarePath system partners in the development of a business
case model for No Wrong Door systems to develop methods to make more effective use of the
information collected concerning services and outcomes for the populations served, and identify
solutions to these challenges in order to build a business case model. See Exhibit A-l, Section 2

Scope of Services, Sub-section 2.3.

D. Scope of Work: See Exhibit A-1 Section 2 Scope of Services.

E. Deliverables Schedule: See Exhibit A-l, Scope of Services, Section 5, Deliverables.

F. Budget and Invoicing Instructions: See Exhibit A-l, Item F-1, SFY 2019 Budget (January 1, 2019
.-June 30, 2019); SFY 2020 Budget (July I, 2019 - June 30, 2020), and SFY 2021 (July 1, 2020 -
August 31, 2020).

Invoicing: UNH will submit invoices to the Department on regular LJNH invoice forms no more
frequently than monthly and no less frequently than quarterly. Invoices will be based on actual
project expenses incurred during the invoicing period, and shall show current and cumulative
expenses by major cost categories. The Department will pay UNH within 30 days of receipt of each
invoice. UNH will submit its final invoice no later than 45 days after the Project Period end date.

Invoices shall be submitted to: OR emailed to:

NH Department of Health & Human Services shawn.martin@dhhs.nh.gov
Shawn Martin, BEAS Fiscal Administrator

.129 Pleasant Street

Concord, NH 03301

Funding: Funding for this Agreement is based upon and subject to availability of the Grant Award to
support this project. If the funding for this Agreement is not available at the proposed levels, the
Agreement will be amended accordingly.

G. Business Associate Agreement: See attached Exhibit A-2, DHHS Information Security Requirements.

H. Health Insurance Portability and Accountability Act: See attached Standard Exhibit 1.

Page 3 of 4
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EXHIBIT B

This Project Agreement is funded under a Grant/Contract/Cooperative Agreement to State from the Federal
sponsor specified in Project Agreement article F. All applicable requirements, regulations, provisions, terms
and conditions of this Federal Grant/Contract/Cooperative Agreement are hereby adopted in full force and
effect to the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATION, the
appropriate requirements should be substituted (e.g., OMB Circulars A-21 and A-110, rather than 0MB
Circulars A-87 and A-102). References to Contractor or Recipient in the Federal language will be taken
to mean Campus; references to the Government or Federal Awarding Agency will be taken to mean
Government/Federal Awarding Agency or State or both, as appropriate.

Special Federal provisions are listed here: Q None or Uniform Guidance issued by the Office of
Management and Budget (OMB) in lieu of Circulars listed in the paragraph above.

Page 4 of 4
Campus Authorized OfTicial

Date 9



New Hampshire Department of Health and Human Services
No Wrong Djoor System Business Case Development

Exhibit A-1

Scope of Services

1. Provisions Applicable to All Services

1.1. : the Contractor shall submit a detailed description.of the language assistance
services they will provide to persons with limited English proficiency to ensure
meahingfuiaccess to their programs and/or services within ten.(l d).days of the
contract effective date.

1.2. - The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may haye an impact
on the Services described herein, the State Agency has the right to modify
Service priorities and expenditure requirements under this Agreement solas to
achieve compliance therewith.

1.3. Notwithstanding any other provision of the Contract to the contrary, no services
.. shall continue after June 30, 2019, and the Departnient shall not be 'liable for
-any payrrients for services provided iafter June 30, 2019, unless arid until an
appropriation for these services has been received from the state legislature
and funds encumbered for the SPY 2020-2021 biennia..

1.4. For the purposesLof this Agreemerit, the Department has identified the
Cohtractpr;as a Cdritfactor, in accordance with:2 CFR 200.0. et s.eq.

2: Scope of Services

,  ,,2,1-. The Contractor shalii withiri the first quarter of the contract award, develop a
work plan with specific timelines and outcomes,; and submit to the Department
for approval. The work plan shall include, but hot be limited to; ■

2.1.1: : Partnering with two (2) Veteran's Administration: (VA) medical centers;
2.1.2. : Establishing Data Teams;
2.1.3. Cddrdlnating and facilitating meetings;
.2.1.4!:.: Developing and implementing . the Continuous Quality Improyement

process;

, : : 2.1.5. Dpcurnenting and sharing of data collection;
2.1.6! Providing Technical Assistance (TA);
2.1.7!"; Providing Pefsbn-Centered Optiohs Counseling (PCO.C) training;:
2.1.8. Implementing evidencerinformed practices; and

■  2.1.9. Exploring shared data. ■

2.2. the Contractdr shall have 2,2 full-time employees (FTE) for this project, staff

University of New Hampshire NH IHPP

SS-2019-DLTSS-01-NOWRO •

Exhlbit:A:t:

Page 1 of 6

Contractor Initials}

' Date



New Hampshire Department of Health and Human Services
No Wrong Door System Business Case Development

Exhibit A-1

\ time shall be the following:

2.2.1. .I FTE: Project Manager;
2.2.2. i;5 PTE: Business Case Development Project Coordihat6r(s);

■ 2.2.3.: .3 PTE: Care Transitions ProjectCoordinator
2.2.4. .2 PTE: Persoh-Centered Options Counseling Training Coordinator; and
2.2.5. .1 PTE: Data Analyst.; :

2.3. The Contractor shalf support federal and NH Care Path system partriers; in:the
development of a business case model for No Wrong Door Systems (NWDS)
which shall include, but not be limited to:;

:2-.3.i,:J

2.3.2.

2.3.3. ;

2.3.4.

Developing methods to make ̂ more effective use of the information
collected regarding services of outcomes for the populations served;
Identifying and bpilectirig data that supports the development of ;a
business case model;

Supporting the Departrnerit in all Federal reportihg Tequiremehts of the.
grant;;
Identifying related Return on Investment (ROI) calculations to quantify
the value of NVVDS across all partners in the system, which shall include,
but not be limited.to:

2.3.4;i.

2.3.4.2.

2.3.4.3.

2.3.4.4.:

2.3:4.5.

2.3.4.6.

:2..3;4.7.

2.3^8;:

2.3:4.9.

2.3.4.9.1.

2.3.4.9.2.

2.3.4.9.3:

.2.3.4.9.4.

2.3.4.9.5:

Demand;

Supply;
Service Outcomes;
Consumer preference;
Performance measurement for operational arid quality of.service in
NWDS; i
Methodological: input into the Administration for Community Living's
(ACL) overall process of developing ROI models for NWDS;
Assessmg the potential use of health care claims data for all payers
to understand the costs for caring those who use the NWDS.
Identifying sbluiiohs to these challenges in order to buildia business
case model; and
Providing project mariagerhent and. implerrienting the work plans
identified in sub-section 2.1, including, but not limited to:;

Partnering with the Department to obtain support fronri two (2)
Veteran's Administration medical centers;

Establishing Data Teams in each region; :
Coordinating and facilitating monthly meetings;
Facilitating development and implementation of CQI process;
Documenting and sharing current data collection capacity in

University.of New Hampshire NH IHPP

• SS-2019-DLTSS-01-NbWRO

Exhibit A:l:
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New Hampshire Departrhent of Health and Human Services
No Wrong Door System BusinesiCase Development

: Exhibit A.1

2.4.

each region; ■

2.3.4.9.6. Providing TA for enhancement of care transitions from
hospitaiprocess;

2.3.4.9.7. Providing PCOC lrajning and TA; and.
2.3.4.9.8. Exploring how clairhs data may be utilized . to build the

business case model for the NH CarePath^Systerh.

The Contractor shair provide coordination and support for the outcomes and
analysis of all aspects of this project, which includes, but is not limited to:'

:: 2.4.1. Evaluation;

.2.4.2; Assessment;

2.4.3: : Technical assistance;

.  2.4.4. : Infrastructure; and :

■  2.4.5; . Capacity.

2.5. the Contractor shairutilize current and existirig capabilities for data cpliectibhs
to help build the No Wrong Door Business Case Model related to project goals
and objectives which includes, but is not lirriited to:

2.5.1. : Supporting federal and NH Care Path system partners in -the
development of a business case model for No Wrong Door systems,
including but not limited to:

::2.5;1.1. pefiningioutcomes that are expected as benefits of an integrated No
. ■ iWrong Door:System which supports::

2.5.1.1.1. Irnproved access and delivery of Services; and
:: 2.5.1.1.2. / Identified metrics : based upon those':outcomes that are

quantifiable in terms of value and monetary benefit to people
seryed, as well as to the state and federal investments.

2.5.2;' Working with key stakeholders to develop a conhrhon understanding of
currerit functionality of the No Wrong poor systems data collection

.  capabilities, including, but not limited to:^

: 2.5:2.1. Identifying gaps and solutions for data collection capabilities; : ;
2.5.2;2, llrriplementing solutions; and ;
2.5.2.3. ̂ Testing business'case model methodology in partnership .with

federal partners and other grantees.

2.6. The Contractor shall enhance existing evidence-informed care transitions from
hospitals, including, but not lihhiited to:

:2.6.i,; : Establishing local data teams todevelop common understanding of data
elements needed to ̂ develop a business case model, to support the

University of New Hampshire NH IHPP

SS-2019-DLTSS-01:NbWRO

ExhibitArl
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New Hampshire Department of Health and Human Services
No Wrong Door System Business Case Deveioprnent

.  : Exhibit A-1

2.6.2:

2.6.3.

2.6.4:

evidence-informed models;

Establishing commpn.goals;
Developing and ihrtplementing a! local: work plan for! shared data
collection;

Implementing evidence-informed^ practices that include,, but are hot
limited'to:

2.6:4.1.

2.6.4.2.

A modelifor statewide expansion; and .
A reduction in healthcare utilization rates.

2.6.5. > Establishing a mechanism to ensure fidelity to the models. ^

2.7. ; The Contractor shall enhance the State Veteran Directed Care (VD-Care)
Model, including, but not limited to:

^ 2.7.1. . Establishing a .data team for the yd-Care program;
2.7.2:: Defining: common goals; :
2.7.3; Developing and implemeniing a work plan for shared data collection;
2.7.4. ■ ; Establishing a mechanjsm to ensure fidelity to the models:

2.8. The Contractor shall.support the Department in .ensuririg.a quality Person-
Centered Options Counseling (PCdC) workforce, including, but not limited to:

arid.

2.8.1. , Implementing.a continuous quality improvement process as outlined in
New Hampshire's PCDC Certification Plan;::
Supporting thei PGOC certificationi process; and
Cdriducling assessments.

2.8.2:

:: 2.8.3.

2.9. the Contractor shall leverage current NWDS evidence Informed interventions
to help inform and build the NWDS business case model.

2.10. The Contractor shall utilize, funding to leverage the Belkriap iCounty and
Monadhock Region ito inform the business case model, which includes, but is

,  notlimited to::

i ; ; 2.10.1. : SeryiceLink Resoufce Centerconsurrier satisfaction surveys;
.2.10:2. Readmission rates;'
2-to.3." General: dertiographic information related to social determiriates iof

health: and

■  ■ 2.10.4. PCOC delivery to support this model.

2.i l .;::The Contractor shall support the establishment of data; elements to jnfqrrri the
business :case model, which includes working with Veteran Administration
Medical Centers to identify arid establish data sharing. ,

2.12. the Contractor shal) collaborate with;the Departmentlto build on the current
PCOG Certification developrrient process to ensure quality delivefy and
strengthen the inclusion of outcomes in the business case model that are tied

University of New Hampshire NH IHPP

• SS-2019-DLTSS-01 -NOWRO.

Exhibit;A-1
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New Hampshire Department of Health and Human Services
No Wrong Door System Business Case Deveiopment ;

Exhibit A-1

:  to PCOC, which includes, but is not limited to;

2.12.1. Ongoing training;
2.12;2. Training of new hires; and
,2.;12.3,; Peer support of veteran staff.

3i Staffing

3.1. The Contractor shall maintain a level Of staffing necessary to perforrn a.ndoarry
outfall of the functions, requirements; roles, and duties described.in the Scope
of Work in, a timely fashion. ; ; ;

3.2; The Contractor shall have 2.2 PTE staff for this project as follows:

3.2.1.

3.2.2.

3.2:3.

3.2.4.:

3.2.5.

Project Manager
; Business Case Development Project Cc)o;rdinator(s)
Care Transitions Project Coordinator ■ ■ .
PCOC Training Coordinafor
Data: Analyst

...10% PTE

150% PTE

30% PTE

20% PTE

10% FtE

3.3. The PTEs identified in subsection 3.2, above', shall be responsible for:

:3.3;1.1.

3.3.1.2."

3.3.1.3.

"3.3.1.4.

3.3.1.5.::

3.3.1.6.

3.3.i;.7.-

:i3.i.8.

3.3.1:9-::

3.4.

Partnering'With the, Department to, obtain: support from two: (2)
iVeteran's Administration (VA) rnedical centers; :
Coordinating and facilitating monthly meetings;
Pacjlitating; development and; implementation pfCQI process;;
Establishing Data Teams in each region;
Documenting and share current-data collection capacity-in each
region;
Analyzing and assessing data outcomes;

: Exploring how claims data may;be utilized to build the business case
model for the NH Care Path Systerh."
Providing Technical Assistance for enhancement of care transitions
ifrom hospital process; and
:Providing PCOC training and TA.

;the Contractor shall;ensure that the PTE staff referred tp;in 3.2 above shajfbe
trained jnisafeguarding any: corifidential information, including, but not limited
to protected [health infbrriiatibn (PHI) to which there is access ih the scope of
•their duties as required by all state apd federal regulations and laws,

4. Reporting ;

4.1. The Contractor shajl submit quarterly progress reports for each of the tvyp: (2)

University.of New Hampshire NH IHPP
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New Hampshire Department of Health and Human Services
No Wrong Door System Business Case Development ;

Exhibit A-1

. service areas^ due fjfteen (15) workihg days following the.end of each quarter.

5; Deliverables

5.1. The Contractor shall ensure data elements are established and collected for

ROI calculations.

5.2. The Contractor shall establish, manage, and support subcontractors to ensure
the.following measures:

5.2. T; Care transitions from hospitals in the Belknap Colihty area shall assist at
least 250 individuals over the grant project period:
Care transitions from hospitals in the Monadnock area shall assist at least
500 individuals;over the grant period; and
Serve approximately 260 veterans during this grant period.

5.3. Wjthin the first quarter of the contract award; the Contractor shall develop a
:;;work plan with specific timelines ahdioutcomes.

5.2.2,

5.2.3'

University of New Hampshire NH IHPP .

SS-2019-DLTSS-01 -NOWRO -
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No Wrong Door System Budiness Case Development Exhibit A

Item F-1 Budget

TOTAL AGREEMENT State Funding FY2D19 FY 2020 FY2021

I/I/I9-8/31/20 1/1/19-6/30/19 7/I/I9-6/30/20 7/1/20-8/31/21

Salaries and Wages 5273,666 $96,029 5151,631 $26,006

Employee Benefits 5113,621 $34,646 $67,272 511,703

Travel 516,173 54,788 $10,587 $798

Supplies/Services $19,469 $5,043 $12,414 $2,012

Sub Contracts $400,000 $105,000 $261,700 .  $33,300

Faciliti^ & Administrative

Costs @ 35.2% $219,270 $67,058 $137,950 514,262

TOTAL $1,042,199 $312,564 $641,554 $88,081

University of New Hampshire NH IHPP

SS-2019-DLTSS-01-NOWRO
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New Hampshire Department of Heajth and Hunian Serylces

Exhibit A-2

DHHS Informatibh Security Requirements

A. Definitions

The follpwjngite'rms may be reflected and have the described meaning In this document;

1.

2.

"Breach" means :the loss of: Control, compromise,- uriauthorized : disclosure,
unauthorized'acquisition, unauthorized access, or any ̂ similar term referring to
situations where persons other than authorized users and tori an other than
authorized' purpose, have access or ;.potential access to. personally identifiable
.Information, whether, physical or electronic. With regard to Protected Health
•  Information, " Breach" shall have the saime meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations. :

"Computer Security : Incident" shall; have the same, rneaning "Computer- Security
Incident";in section tWo.(2) of NISI Publication 800-61, Computer Security iricident
Hahdling" Guide, Natiohal lnistitute of Standards and Technology, "U.S. Department
ofCommerce."

3. "Confidential information" or "Confidential Data" means all confidential information
disciosedi by one party to .the .other such:as.;al|i:medical, health, jfinancial, putjlic

... assistance benefits and personal, information including without limitation, Substance
,  Abuse Treatment ;Records, Case-:Records, Protected; Health Information;^ and

Personally Identifiable Information.

.. Confidential InfonDation also includes any and all infprrnatjon owned or managed by
the State of. NH - created, received frorii or on behalf of the^Department of Healtli-and
Human Services (DHHS) or accessed in the course of performing contracted,
services- of which collection, disclosure, protectibri, and dispositiori is governed by
state or federal, law dr regulation. .This information includes, but is not limited to

■ Protected. Health- InfoiTTiatior); (PHI), Personal Irifomiatibh (PI), Personal Fiharicial
lnformatiori;.(PFI), Federal; Tax. lnformation; (FTI),:.Social Security N'urribers (SSN),
Payrrierit Card Industry (PCI); arid or other sensitive and confidential information.

4. "End- User^. means any person or entity (e.g., .contractor, contractor's employee,
business :associate, subcphtractor, other downstream user,', etc.) ;that receives

• DHHS data or derivative data ih accordance with the terms of this Contract.

5.

6.

"HIPAA" means the Health Insurance Portability and Accountability, Act of 1996 and the
regulations promulgated ithereunder.

"Incident" mean.s ah .act that potentially violates an exp.licit:pr:implied security policy,
which includes attempts (eitherfailed or successful) to gain unauthpiized access to a
systeni or its data, unwantedidisruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and- changes to system hardware,
firmware, or sioftware •characteristics without the owner's knowledge, instruction; or
conserit. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy;documents, and rhisrouting .of physical br electronic
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mail, all of which may have the -potehtjal to put the data at risk of unauthorized
access, use, .disclosure, modification or destruction.

7. "Open AA/ireless Network" means any .network or segment of a network that is
not designated, by the State of New ;Hampshire's Department of Inforrnation

• Technology., or 'delegate .as . a • protected network • (designed... tested; • and
approved,;iby means of thel.State, to transmit) will be considered an open

• network and not adequately secure for the transmission of unencrypted PI, PFI,
PHIorconfidentiafDHHSdata. •.

8. "Persorial: Inforrnation" (or "Pi") means information which can be Used.to distinguish
or trace an individual's identity, such as their name, social :Security hUmber, persphal
information as, defined in New Hampshire RSA 359-C:19,;:blometric records, etc.,
alone, or when combined with other personal or identifying information .which is linked
or linkable to a specific indiyidual, such as date and place'of birth, mother's maiden
'name, etc.

9. "Privacy Rule" shall mean the'Standards for Privacy: of Individually Idehtifiable Health
Informationet 45 C.F.R. Parts;160 and 164,: promulgated under HIPAA-by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning es provided in the
definition of "Protected Health Information" in the HIPAA Privacy-Rule at 45 C.F.R. §

.. ■ ;160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
l^rotected' Health Information at 45 C.ff.R. Part iW, Subpart 0, and amendments

:  thereto.

12. "Unsecured Protected Health Information" means Protected Health Iriformation that .is
not secured by a technology standard that renders Protected Health Information

'  unusable, unreadable, or indecipherable to unauthorized individuals.;; and is
'  developed or iehdorsed by a-standards developing; organization that is-accredited by

the American National Standards Institute. -•

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

:.: A. Business Use and Disclosure;of:Confidential Information.

T.

2.

The Contractor mustinot use, disclose, maintain or transmit Confidential Information
except as reasonably necessary' as outlined under this Contract. Further, Contractor,,
including but not limited to: all lts directors, officers, iemployees arid agents, must not:
use, disclose, .rhaintain or transmit PHI in any manner'that would constitute a violation
of the Privacy and ;Security Rule,

The .Cpritractor must not disclose any Confidential Information; in ,response tb; a;
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.. request for disclosure on the basjs.that it is required, by law, in response to a
:: subpoena, etc., without first notifying :DHHS so. that DHHS- has an. opportunity to
consent or object to the disclosure.

3. If'DHHS notifies the Contractor that DHHS has agreed to, be bound by additional
restrictions over and. above those uses or disclosures Or security safeguardsipf.iPHI
pursuant to the Privacy, and Security Rule, the ;Contractor must.be bound by such,
additional; restrictions and-must not disclose . PHI in violation of; such additiohal

.  restrictions and must abide by any additional security safeguards.

4;' the Contractor agrees that DHHS Data or derivative there from disclosed to' ah End
User must p.nly be used-pureuant to the terms of thi.S; Contract. \

5. ;The Contractor agrees DHHS Data obtained under this Gphtract may not be u^d for
- any other purposes that are not indicated: in this Contract.: ■ '

6. The Contractor agrees to grant access to the data: to the authorizied representatives'
of DHHS for the.purpose of inspecting to confirm cprtipliance with the terrris: ofithis
Contract. • •

II. ; ;METHODS OF SECURE TRANSMISSION OF DATA

1: . Application Encryption-: If End User: is transmitting DHHS data, containing
Confidential: Data between applications, the Cpntfactor attests the applications have

. been evaluated by. an expert kno\Arledgeable :in : cyber security: and that .said
.  application's encryption capabilities ensure secure transmission via the internet:

•2. Computer Djsks and Portable Storage Devices. Ehd User may not use computer disks,
or portable storage devicei5,. such'as a thumb'drivei as a method! of transmitting DHHS'
data; •

3.

4.

Encrypted Email. End User may only employ eniajl. to trahsrtiit Confidential Data if
email is encrypted and beirigisent to and being;received by enriail;.addresses of:
persons authorized to receive such information.

Enciypted Web Site. If End User is-employing , the Web to transrnit Confidential
Data, the secure socket jayers! (SSL) must be!.used and the webl.site must be^
secure. SSL encrypts data transmitted yia a Web site.

.5. File- Hosting .Services, :also known as File Sharing, Sites.: End: user may hotuse file
hosting services, such as Dfopbox or : Google Cloud Storage, to transmit

. Confidential Data

6. Ground Mail Sen/ice. Erid User may only transmit Confidential Data via cerf/ffed ground
mail within,the continental U.S: and when sent to a named individual. -

7, Laptops'and'PDA.. If End User Is . employing portable devices to transmit
;  Confidential Data said devices must be encrypt^ and password-protected. .

8. Open Wireless Networks. End;User may not transmit Confidential Data via an open
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.  wireless network. End'User must employ a virtual private network (VPN): when
remotely transmitting via an open wireless network.

:9. Remote UseriCommunication.MfiEnd User is emplpying remote.'cbmmunication to'
access or transmit Gbhfidential Data, ra virtual priyate. network lyPN) must be
installed on the Ehd;User's mobile device(s) or laptop from which information will be
transmitted or accessed. •

'10. SSH File triahMer Protocol (SFTP), also knbwri as Secure:FiIe Trahsfier,Protocol. If
'Endi User is employing an SFTP to. transmit Confidential Data. End User:.will
structure the': Folder and access privileges to prevent inappropriate'disclosure of
information; I SFTP folders and ̂sub-folders used Tor-transmitting Confidential Data will

.  be! coded for 24-hour auto-deletion cycle (i.e: Confidential Data will be deleted every 24
hours). • .

.11. Wireless Devices. If End User,is transmitting Gorifidential Data via wireless devices, all :
data'rhust be encrypted to prevent inappropriate disclosurepf:iriformation.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The,.Contractor will only, retain the data and any derivative of the data for the duration of this
Contract:; After such Time','ithe Contractor wiil :have 30 days toidestrpy the data:and any
derivative in whatever form it may exist, unless, othehyise required by law or permitted
^under this Contract; To this.end, the parties must: -

- A: ■ Retention

1-. : -The Contractor agrees it will ^not store, transfer or. proces's'data collected in '
: connection with !the services rendered under this^ Contract outside of the ,United

'  States. :This physical location requirerrient shall also apply in the implementation of
cipud cpmputing, clo'ud eeryice or cloud etprage capabilities, ahd ;includes backup

:  data and Disaster Recovery locations.

2; ;- The Contractor- agrees to.ensure proper security monitoring capabilities:are jn
place to; detect potential security events that can impact iState of MM systems:

.  and/or Department confidential information for Contractor, provided'systems.

3.; :;.The Contractor agrees to provide: security awareness; and education,forTts End
Users in support of protectirig Department confidential information:' -

4. The Cohtractor agrees to retain all electronic arid hard copies of Confidential Data '
:  in a secure location and identified in section IV. A.2.

5. The .Contractor agrees . Confidential Data stored in a Cloud, must be in a,
,  , FedRAMR/HITECH compliaht solution arid comply with all applicable statutes arid ::
: regulationsTegarding the privacy and'security. All servers and devices must.have

:  ■ currentlyrsupported and hardened^ operating systems, the latest .anti-viral, anti-
hacker; anti-spam, anti-spyware, and antj-malware utilities. The environment, as a '
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whole, must have aggressive intrusion-detection and .firewall protection:

6. The Contractor agrees tO;and ensures its complete cooperation; with the State's
Chief Information Officerjn the detection of any. security vulrierabiiity. of the hosting

^Infrastructure.

B. Disposition

1.^ : If the Contractor.will maintain any Confidential Information on its systems,(or its
sub-contractor systerns), the Contractor will maintain a'dbcumented prbcbss for
securelydisposing of such:data upon request..or contract.tertriination; and will'

:: obtain Written certification for any State of New Hampshire data destroyed; by the
:.;Contractor or any isubcontractors as a part of ongoing^ ̂emergency, and ordisaster
recoyery: operations. When no longer in use, electronic media containing State of
New .Hampshire data:shall be rendered unreco.verable via a;secUre.wipe prograrri;

:: in accordance, with industry-accepted standards .for. secure deletion andi'media
:: sanitization,: .or; .otherwise physically destroyirig ithe:': media (for, -example,
degaussing) as described-iri'NISI Special Publication 800-88,.Rev 1, Guidelines
for Media Sanitization, National Iristitute of:Standards and Technology, U. S.

. Department of Commerce. The Coritractor will documeht and certify in writing at
time of the data destruction, and will: provide writteii certification to.the Departrfient
upon Truest. The : written 'certification wilf include all details: necessary ; to-

. . . demonstrate data, has -been properly, destroyed and validated.'Where.applicabie,
regulatory and pfqfessional standards for retention requirements wjll.be jointly
evaluated by the State and Contractor prior to destfuctiohV '

2. Unless! otherwise specified;: within thirty. (30): days of the termination of this-
- Contract, Contractor agrees to.destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless! .otherwise specified, within thirty !(30j:;.days of the teirnination of this;
.  . Contract, Contractor agrees to completely destroy.all electronic Confidential Data

:!! ! : .by means of data erasure, also known:as secure data: wiping.

IV;: PROCEDURES :F0R SECURITY

A. Contractor agrees.to safeguard the DHHS Data received uiider this Contract,; arid any
derivative .data or files, as follows: :

1.

2.

The Contractor, will maintain .proper security controls -to protect. Deisartment
confidential information collected; processed, managed,-and/or stored in theidelivery
of contracted services..

The Contractor.-Wiir maintain .policies-and procedures to protect Department
confidential information throughout the:ihforma.tlpn lifecycle, where applicable,' (from
creation,: transformation,.;use, storage and.isecure destruction)-r^ardless of the
media used to.store.the data (i.e., tape, disk, paper, etc.). .
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3. the Contractor, will maintain appropriate authentication-- and access coritrpls to
contractor systems that collect, transrhit; or store Departrheht confidential information
where applicable.

4. ;The Contractor.:will ensure proper security monitoring ciapabilities are in place to
'  detect potential-security events that can impact'State'of, NH .systems''and/or

Department confidential inforrnation for contractor provided, systems; . ;

5. : The Contractor:will ;provide regular security awareness
• Users in support of protecting Departrheht confidential information. • ; -

and education for i its End

6. If the Cbhtractor will be sub-contracting any core functions of the engagement
^supporting the services for State of New Hampshire, -the.Contractor will maintain a

'  program, of an ' internal process or processes that defines-.specific security
expectations, and monitoiirig compliance to security requirements that at a mininium
-match those for the Cohtractbr, including breach hotification requirerTiehts.

7.

8.

The. Contractor will work with..the Department to sign and comply with all applicable
State of New Hampshire and:Department:system:access and authprization policies
and procedures, systems access fprrns,: and computer use agreements as part of
pliltaining and rriaihtaining access .tq:ariy: Department systern(s). Agreements will be
completed and signed .by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Coritractor is a Business ̂Associate pursuant to 45
CFR 16b!ld3, the Contractor will execute a .HIPAA Business Associate Agreement
(BAA) vihth the Departrtient iand is resppnsibleTor maintaining corripliance vyith the
agreement.

The Contractor will work, iwith, the Departrnent at its request :to.:Cbmplete a System
.Mariagerheht Survey.. The piirpose of. the'survey :is to enable the Department and
Contractor to monitor for any changes in risks, threats; and vulnerabilities that may
occur over the life of the .Contractor ehgagernent. Thei survey yyill be cbrnpleted
annually.Lbran alternate timeiframe at the Departriients discretion with agreement by
:the Cdntra'dor, or.the De'pa'rtrhent may request the survey, be completed when the
scope of the engagement between the Department and the ̂Contractor changes.

10. The, Cpntractor will not store,, knowingly or unknowingly, any State of New Hampshire
or bepartmerit data pffshofe or outside.the boundaries of the United States unless
prior express wntteri consent is obtained from the Jhfpnmation Security-Office
leadership merhber within the Departrrient.

9.

11. Data Security. Breach Liability. In the event of any security;breach Contractor shall
i make efforts to: investigate the causes of the breach, , pronfiptly take measures to
prevent future breach arid rninimize any darnage-Or loss resulting:from the breach.
The; State;shall recover ffbni the Contractor, all bbsts of respOnse:arid: recovery from;
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the breach, including but not limited-to: credit monitoring services, mailjng coets and
costs associated :with website and telephone call centeri'services necessary'due.to
the:breach. •

12. Contractor must, comply with all applicable statutes and regulations regarding the
fDrivacy and security^ of Cpnfidential Information,, and rhust .in all other respects
maintain :the privacy and security of PI and PHI at; a level and scope that is not less
:thah the level and scope'bf requirements applicable to federal agencies, including,'
but not limited to,;provisions of the Privacy Act of 1974: (5 U.S.C. § 552a)v,DHHS
Privacy Act Regulations (45 C.F.R. i§5b), HIPAA Privacy and Security Rules (45
C.F.R.; Parts 160 and 164); that govern protections for individually identifiable health'
l.nfdrrhatibh iand as:applicable under State law." •

13. Contractor agrees tb establish arid rhaihtairi appropriate adrninistratiye, technical, and
physical isafeguards to protect the confidentiality; of the Confidential Data and to
prevent unauthorized use or access to:it. The safeguards :must provide a level and
scope of security that is not less than the level and scope pf security requirements
established by the State of New Hampshire, Department of Infoirpatibn technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department 'of Information Technology policies,";guidelines, standards,' and
procurernent information relating .to vendors.

14. Contractor-agrees to . maintain a dpcument^-breach notification; and incident
.  : response pro.ce.ss.T.he Contractor must:hotify the StatersjPfivacy Officer. Information

■  Security Office and Program.Manager of:any Security Incidents and.Breaches within
twenty-four (24) hours of identification of a:possible issue. This includes a confidential

.  .informatibh breach, computer security incident; br'suspected breach^which affects or
includes any;;State;;pf New Harnpshire. systems that.connect to the Stateipf New
Hampshire network." • •

15. :C.ontractbf"must restrict access to the Confidential Data obtained under this
Contract to only those authorized'End; Users who need!, such DHHS Data to
perform their bfficiarduties inepnnection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a., cprnply- with-'such safeguardsi'as, referenced : in Section. IV/A. ̂ above,
,  implemented to; protect Confidential Infpmiation that is furnished by DHHS
•  under this Contract from loss, thefl.or inadvertent disclosure.: :

b. safeguard this information at all times.

c. ehsure that laptops an;d other electronicidevices/media containing PHI, PI, or
PFi are encrypted and password-protected.

d. send emails containing Confidential Information bnlv if encrvoted and:being
sent to and being .received by email addresses of persons-authorized to.

.  . receive such information..
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limit disclosure of the Confidential lnformation to the extent permitted by law.

Confidential Information received. under this' Contract ;:and individually
identifiable data derived::from DHHS Data; must be stored in: an area that is
physically and.technologically secure from access, by unauthorized persons
during duty hours as well as :non-duty hours (efg;,: door locks, card keys,
biometric identifiers,etc;)'.

only authorized End Dsers may trahsrhit the Confidential Data; including any
derivative files, containing personally identifiable information, and.ln alLcases,
such data' must be enciypted at all times, when' in transit; ;at rest, or when

• ; ;stpred on portable hiedja as required in sectipn IVabove.

h. in all : other instances Confidential Data must be maintained, used and
disclosed musing appropriate: safeguards, as determined. by. a risk-based

. assessment of the circumstances involved.'.

g-

i. understand that their user credentials (user name and password) must .not be
secure.shared-withiahyone. End Users will keep their credential inforrriation;

.This applies to credentials used to access the site directly .or; indirectly through,
a third party application.: :

Contractor Is, responsible for oversight and compliance of their. End;:Users. DHHS
reserves thei-right to conduct; ;onsite inspections:to, monitor compliance with this

. Contract, including the;.privacy and security requirements provided in herein, HIPAA,
: arid other applicable.jaWs and Federal regulations until such time the Confidentiali Data
is disposed of in:accordance with this Contract...

V. LOSS REPORTING

The Contractor must notify, the. State's Privacy Officer,- Information Security Office and
Program' Manager of any Security. Incidents and Breaches within twenty-four (24) hours
of ide.htification ofa possible issue.

The Cbntractpr must further handle; and report Incidents and Breaches; inydiving PHI in
accordance;;with the agency's documented Incident: Handling and Breach Notification
procedures and in accordance with 42 CiF.R. §§ 4;31.300 -:;306. In addition to, and
notwithstanding. Contractor's compliance.with all applicable obligations and procedures.
Contractor's pr'ocedures must also address how the Contractor will;

1. Identify Incidents; : .

2 :: Determine if personally identifiable information Is Involved:in Incidents;

3. Report suspected or confirmed incidents as- required in this Exhibit or .F?r37;

4. Identify and conyene a core response group to determine; the risk level of Incidents
: and deterrnine risk-based responses to Incidents; and '.

5. Determine .whether Breach; notification Is required, and, if so, identify appropriate:
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VI.

... Breach notification; methods, tirning,. source, and co.ntehts from among - different
:: options, and bear costs associated with the Breach notice as well as any mitigation
measures." "

Incidents and/or Breaches that implicate ;PI must be iaddressed and reppi1ed,:::as
applicable,,iri;accordance with .NH RSA 359-C:20. . : >•

PERSONS TO CONTACT.

A. DHHS contact for Data Management or Data Exchange issues: .

;  DHHSInformationSecurity6ffice,@dhhs.nh.g6v

B. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhS;nh.gov

;C. DHHS contact for Infprmation Security issues:

bHHSInformationSecurityPffice@dhhs.nh'.gov

D. DHHS contact for Breach notifications: .

DHHSInformationSecurityOffi ce@dhhs.nh.gov

DHHSPrivacy.Officer@dhhS;nh.gov
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STANDARD EXHIBIT!

The Contractor identified as "University of New Hampshire" in Section A of the General Provisions of
the Agreement agrees to comply with the ̂Health Insurance Portability diid Accountability Act; Public^
Law, 104-191 and-with the Standards for!.Privacy and Security of Individually Jdentifiable Health'
Information, ,45 CFR Parts 160 and 184 and those:parts of the HITECH.Act apjDiicable tOibusiness
associates.. As defined herein,;"Business Associate-.ishall mean the Contractor and subcohtractors
and. agents of the Contractor that receive, use or have access to protected health informatibri under
;this;Agreement and."Covered Entity" shall mean the Department of Health andlHu.man Services. ■;

Project Title: No Wrong Door System Business Case Project
Project Period: : Effective January 1, 2019 and ending on:August 31, 2020.

BUSINESS ASSOCIATE AGREEMENT
(1) Definitions.

•3; "Breach" shall; have the same meaning as the term "Breach" in section :i64.402 of Title 45-
:  Code of Federal Regulations;

,b. ""Breach Notification Rule-shall mean the provisions of,the Notiification in the Case^df Breach,
of Unsecured Prptected Health Information at 45 CFR Part 164, Subpart D,:"and amendments'
thereto. •

C; "Busiiness Associate" has the meaning given isiich term in section 160.103:Of Title 45; Code of:
Federal Regulations.

d. ."Covered Entitv" has;the meaning given such; term in section:.1613.103 of Title;45,;,Code of
Federal Regulations!

e. ."Designated Record Set" shall have the sarrie meaning as the term "designated record set" in
:45..CFR Section 164,501.;;.:

;f:; "Data Aggreqatidn" shall have the same meaning as^the term "data aggregation" in 45 CFR
.  iSection 164.501. .

"Health Care Operations" shall have the same meaning as the term "health care operations"'
in 45 CFR Section 164.501.

:,h. "HITECH Act" means the Health InformationTechnology for Economic and Clinical-Health Act,
: .Title XIII,-Subtitle.D, Part 1 & 2 of the American Recoyeiy and Reinvestment Act of 2009. :

"HIPAA" means the Health Insurance^Portability and Accountability Act of 1996, :Public Law
104-191 and the Standards for .Privacy and Security of Individually. Jdehtifiable Health
Information, 45.CFR Parts 160, 162:and 164.

"Individual" shall have.the.same meaning as the term "indiyiduaF in 45 CFR S.ectibn. 1.60.103
and shall. include:a person who qualifies as a personal.representative in accordance with 45^
CFR Section; 1W;502(g).

k. " "Privacy Rule" shall " mean the Standards :for Privacy ;of :lndiyidually Identifiable ;Health
Information.at:45 CFR Parts 160:and 164, promulgated under HIPAA.by the United States"
Department of Health and Human^Services.

■. Page 1 of6
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I. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

m. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

n. "Secretary" shall mean the Secretary of the Department of Health and-Human Services or
his/her designee.

0. "Securitv Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

p. "Unsecured Protected Health Information" shall have the same meaning given such term in
section 164.402 of Title 45, Code of Federal Regulations.

q. Other Definitions - All terms not othenivise defined herein shall have the meaning established
under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the HITECH Act.

(2) Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information
(PHI) except as reasonably necessary to provide the services outlined under Exhibit A of the
Agreement. Further, the Business Associate, and its directors, officers, employees and
agents, shall not use, disclose, maintain or transmit PHI in any manner that would constitute a
violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered Entity.

c. To the extent Business Associate is permitted under the Agreement (including this Exhibit) to
disclose PHI to a third party, Business Associate must obtain, prior to making any such
disclosure, (i) reasonable assurances from the third party that such PHI will be held
confidentially and used or further disclosed only as required by law or for the purpose for which
it was disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with 45 CFR 164.410, of any breaches of the confidentiality of the
PHI, to the extent it has obtained knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to provide
services under Exhibit A of the Agreement, disclose any PHI in response to a request for
disclosure on the basis that it is required by law, without first notifying Covered Entity so that
Covered Entity has an opportunity to object to the disclosure and to seek appropriate relief. If
Covered Entity objects to such disclosure, the Business Associate shall refrain from disclosing
the PHI until Covered Entity has exhausted all remedies. If.Covered Entity does not object to
such disclosure within five (5) business days of Business Associate's notification, then
Business Associate may choose to disclose this Information or object as Business Associate
deems appropriate.
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e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be
bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate shall be
bound by such additional restrictions and shall not disclose PHI in violation of such additional
restrictions and shall abide by any additional reasonable security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer without unreasonable
delay and in no case later than two (2) business days following the date upon which the
Business Associate'becomes aware of any use or disclosure of protected health information
not provided for by the Agreement or this Exhibit, including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected health
information of the Covered Entity.

b. The Business Associate shall promptly perform a risk assessment when it becomes aware of
any of the above situations. The risk assessment shall include, but not be limited to, the
following information, to the extent it is known by the Business Associate:

•  The nature and extent of the protected health information involved. Including the types of
identifiers and the likelihood of re-identification;

•  The unauthorized person who used the protected health inforrhation or to whom the
disclosure was made;

• Whether the protected health information was actually acquired or viewed
•  The extent to which the risk to the protected health information has been mitigated.

The Business Associate shall complete the risk assessment without unreasonable delay and
in no case later than two (2) business days of discovery of the breach and after completion,
immediately report the findings of the risk assessment In writing to the Covered Entity.

c. The Business Associate shall comply with all applicable sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its intemal policies and procedures, books and
records relating to the use arid disclosure of PHI received from, or created or received by the
Business Associate on behalf of Covered Entity to the Secretary for purposes of determining
Covered Entity's compliance with HIPAA and the Privacy and Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have access
to PHI under the Agreement, to agree in writing to adhere to the same restrictions and
conditions on the use and disclosure of PHI contained herein, including the duty to return or
destroy the PHI as provided under Section 3(1) herein. The Covered Entity shall be considered
a direct third party beneficiary of the Contractor's business associate agreements with
Contractor's intended business associates, who will be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates who
shall be governed by the Agreement for the purpose of use and disclosure of protected health
information.

f. Within five (5) business days of receipt of a written request from Covered Entity, Business
Associate shall make available during normal business hours at its offices all records, books,
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agreements, policies and procedures relating to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Entity to determine Business Associate's compliance
with the terms of this Exhibit.

g. Within ten (10) business days of receiving a written request from Covered Entity, Business
Associate shall provide access to PHI in a Designated Record Set to the Covered Entity, or as
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR
Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set, the
Business Associate shall make such PHI available to Covered Entity for amendment and
incorporate any such amendment to enable Covered Entity to fulfill its obligations under 45
CFR Section 164.526.

i. .Business Associate shall document such disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an individual
for an accounting of disclosures of PHI in accordance with 45 CFR Section 164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a request
for an accounting of disclosures of PHI, Business Associate shall make available to Covered
Entity such information as Covered Entity may require to fulfill its obligations to provide an
accounting of disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI directly
from the Business Associate, the Business Associate shall within two (2) business days
forward such request to Covered Entity. Covered Entity shall have the responsibility of
responding to forwarded requests. However, if forwarding the individual's request to Covered

, Entity would cause Covered Entity or the Business Associate to violate HIPAA and the Privacy
and Security Rule, the Business Associate shall instead respond to the individual's request as
required by such law and notify Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the Business
Associate shall retum or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shall not
retain any copies or back-up tapes of such PHI. If return or destruction is not feasible, or the
disposition of the PHI has been otherwise agreed to in the Agreement, Business Associate
shall continue to extend the protections of this Exhibit, to such PHI and limit further uses ̂ nd
disclosures of such PHI to those purposes that make the return or destruction infeasible, for
so long as Business Associate maintains such PHI. If Covered Entity, in its sole discretion,
requires that the Business Associate destroy any or all PHI, the Business Associate shall certify
to Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entltv

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its Notice of
Privacy Practices provided to individuals in accordance with 45 CFR Section 164.520, to the
extent that such change or limitation may affect Business Associate's use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of
permission provided to Covered Entity by individuals whose PHI may be used or disclosed by
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Business Associate under this Agreement, pursuant to 45 CFR Section 164.506 or 45 CFR
Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522, to
the extent that such restriction may affect Business Associate's use or disclosure of PHI.

(5) Termination for Cause

In addition to Paragraph #14 of the Agreement, the Covered Entity may immediately terminate
the Agreement upon Covered Entity's knowledge of a breach by Business Associate of the
Business Associate Agreement set forth herein as Exhibit I. The Covered Entity may either
immediately terminate the Agreement or provide an opportunity for Business Associate to cure
the alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the violation
to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein, shall
have the same meaning as those terms in the Privacy and Security Rule, and the HITECH Act,
as codified at 45 CFR Parts 160 and 164 and as amended from time to time. A reference in
the Agreement, as amended to include this Exhibit I, to a Section in the Privacy and Security
Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, including this Exhibit, from time to time as is necessary
for Covered Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights with
respect to the PHI provided by or created on behalf of Covered Entity under the Agreement.

d. Interpretation. The parties agree that any ambiguity in the Agreement or this Exhibit shall be
resolved to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule and
the HITECH Act.

e. Segregation. If any term or condition of this Exhibit I or the application thereof to any person(s)
or circumstance is held invalid, such invalidity shall not affect other terms or conditions which
can be given effect without the invalid term or condition; to this end the terms and conditions
of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of this Exhibit in section (3)(l), and the defense
and indemnification provisions of section (3) and Paragraph #14 of the Agreement shall survive
the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.
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Department of Health and Human Services

The State

Signature of-Authorized' Representative

Deborah Scheetz
Authorized Representative

Sponsorfd hog
University of f4eW4Hampshireampshire

Signature of AutnPrized Representative

Louise Griffin

Authorized Representative

■  of Long Term Supportspirector. Sponsored Proorams Administration

Title of Authorized Representative Services Title of Authorized Representative

Date 3/29/2019
<3

Date
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