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PETER D. DANLES

Executive Director
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OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

STATE OF NEW HAMPSHIRE

121 South Fruit Street

Concord, N.H. 03301-2412

Telephone 603-271 -6766 ■ Fax 603-271-0597 H ALLIE PENTHEN Y

Director of Finance

Januaiy 2, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REOUESTED ACTION

Authorize the Office of Professional Licensure and Certification, New Hampshire Board
of Pharmacy (OPLC/BOP) to amend a sole source contract with APPRISS Inc (VC 253321),
Louisville, Kentucky, by increasing the price limitation by $278,287, from $568,568 to
$846,855, to purchase additional functionality to the prescription drug monitoring system. The
contract term shall be from Governor and Council approval through June 30, 2020. The original
contract was approved on June 18, 2014, Item #110-A and a subsequent amendment was
approved on June 29, 2016, Item #52. 95% Federal Funds, 5% General Funds.

Funding is available as follows for FY 2019, and is contingent upon the availability and
continued appropriation of funds for FY 2020, with the ability to adjust encumbrances in each of
the State fiscal years through the Budget Office if needed and justified:

01-21-021-2150-5203

Prescription Drug Monitoring Program

102-500731 Contracts For Program Services

FY 2019

$157,543

FY 2020

$120,744



His Excellency, Governor Christopher T. Sununu

and the Honorable Council

State House

Concord, New Hampshire 03301

Page 2

EXPLANATION

This purpose of this request is to allow APPRISS additional time to complete currently
contracted functionality, and additional funds for new systems functionality. The improved
functionality will provide prescribers improved information on patients through clinical alerts, as
well as the means to receive reports on their prescribing practices over a period of time and in
relation to other prescribers in their field of practice. Additionally, the PDMP will be enhanced
to allow the monitoring of whether prescribers are utilizing the database when prescribing
opioids for the treatment and management of pain.

c

It is necessary to enter into a sole source contract for these services, since it would be
impractical for any vendor but APPRISS to provide what we now have or support and enhance
their prescription drug monitoring system.

Should Governor and Council not authorize this request the NH Prescription Drug
Monitoring Program will not be able to meet the legislative requirements by making the
application more versatile, informative and user friendly.

RespectfmJysubmi

*eter D. Danies

Executive Director

NH Office of Professional

Licensure and Certification



STATE OF INEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

January 8, 2019

Peter Danles

Executive Director

Office of Professional Licensure and Certification

NH Board of Pharmacy
121 South Fruit Street

Concord, NH 03301

Dear Executive Director Danles:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to enter into a sole source agreement with Appriss,
Inc. for the continuation of the prescription drug monitoring system as described below and
referenced as DoIT No. 2014-042B.

The purpose of this amendment is to add/remove functionality of the data base to
allow for production and issuance of prescriber report cards; for the ability to
monitor the mandate of opioid prescribing and issue clinical alerts to prescribers
when patients meet clinical thresholds of cbncem.

The funding amount for this amendment is $278,287.00, increasing the total
amount from $568,568.00 to $846,855.00|and by extending the completion date
to June 30, 2020 from the original completion date of January 31, 2019. This
amendment shall become effective upon Governor and Executive Council
approval through June 30, 2020.

A copy of this letter should accompany
Executive Council for approval.

DG/kaf

Contract 2014-042B

cc: Rebecca Bolton, DoIT

the OPLC's submission to the Governor and

Sincerely, .O

Denis Goulet

Innovative Technologies^ Todayfor New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE BOARD OF PHARMACY ^

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT ymENDMENT B

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2014-
042, on June 18,2014, Item # 1 1 OA and amended on June 26,2016, Item # 52, (herein after referred to as
the "Agreement^), APPRISS Health (hereinafter referred to as "Vendor^ or "APPRISS") agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Office of Professional l.icensure and Certification (hereinafter referred to as the "Office"), certain
sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;

WHEREAS, the Office wishes to amend the contract to add functionality;

WHEREAS, The Vendor agrees to provide additional functionality;

WHEREAS, tlie Office and the Vendor wish to extend the completion date of the contract term from
January 31, 2019 to June 30, 2020;

WHEREAS, the OfTice and the Vendor wish to increase the Contract price by $278,287 to bring the
total contract price to $846,855.

WHEREAS, the Office and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions
contained in the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:
1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Date from January 31

2019 to June 30,2020.

2. Amend Section 1.8 of the Agreement (Page I) by increasing the Price Limitation by $278,287 from
$568,568 (o $846,855.

3. Amend Part 2 Section 16: Dispute Resolution by replacing the Dispute Resolution Responsibility
and Schedule Table as follows;

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
: . ' ALLOTTED TIME

Primary . Tonya Vau^n- Client
—.Rclailonship-MaiinMcr

Michelle Ricco Jonas, State Project
-Manaj>cr-(PM) - - - -

5 Business Days

'First Natalie Browning- Director
of Client

Relationships

Michael Bulick, Administrator,

Division of Health Professions

5 Business Days

.Second

1 , _ _

JcfFByal-CFO Sheri Walsh, Esq
Division Director, Division of Health
Professions

5 Business Days

Initial all pages
Vendor Initials

Date;
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

4. Amend Part 3 Exhibit A: Contract Deliverables by adding Section 2.3 Implementation Schedulefor
Amendment B- Activities/Deliverables/Milestones.

2.1 Implementation Schedule for Amendment B - Activities/Deliverables/Milestones.
These are the deliverables for implementing the additional requirements added in
paragraph 10 of this amendment.

Contract #2014-042

B

Exhibit A

Table: 2.3

AMENDED TEXT

Activity, Deliverable or Milestone Deliverable Type Target Date(s)

Conduct Project KJckoff Meeting Non-Software
Within 10 business days of
contract approval

Status Meetings Non-Software 1/2019

Work Plan Written Please see attached Change Orders

Conduct Research And Requirements
Validation

Non-Software
1/2019

Requirements Analysis Report Written Please see attached Change Orders

Security Testing and Documentation
Non-Software and

Written

Appriss performs application level
security testing ongoing.
Documentation will be provided
for enhancements within 10

business days of completion.

User Acceptance Testing and all Test Result
Documentation

Non-Software and

Written

1/2019

End User Training and Documentation
Non-Software and

Written

2/2019

5. Amend Part 3 Exhibit B Price and Payment Schedule by replacing the price with the new Contract
Total Amount.

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $846,855 for the period between
the Effective Date through June 30, 2020. APPRISS shall be responsible for
performing its obligations in accordance with the Contract. This Contract will allow
APPRISS to invoice the State for the following activities, Deliverables', or milestones
at fixed pricing/rates appearing in the price and payment tables below:

6. Amend Part 3 Exhibit B by replacing Table B-1A Deliverables APPRISS Response Checklist with
the following Table B-IB. These are the deliverables for implementing the additional requirements
added in paragraph 10 of this amendment:

Initial all

Vendor I

Date: \[

pages
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STATE OF NEW HAMPSHIRE BOARD OF PHAJIMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

Contract #2014-042 3

Exhibit B

Section Number: Table

Bl-B

AMENDED TEXT

Deliverables for Amendment
II

Deliverable |Type *Cost

Conduct Project Rickoff Meeting Non-Software No Cost

Status Meetings Non-Software No Cost

Work Plan Written No Cost

Conduct Research And Requirements Validation Non-Software No Cost

Requirements Analysis Report Written No Cost

Security Testing and Documentation
Non-Software and

Written

No Cost

User Acceptance Testing and all Test Result
Documentation

Non-Software and

Written

No Cost

End User Training and Documentation .
Non-Software and

Written

No Cost

Implement User Mandate Enhancement Software $25,000

Update Practitioner Manual - Explain User Mandate
Enhancement

Written
No Cost

Implement Prescriber Report Card Software $75,000

Update Practitioner Manual - Explain Prescriber Report
Card

Written
No Cost

Webinar Training on Prescriber Report Card (taped) -

2 of the 6
AudioA^ideo

No Cost

Webinar Training on Clinical Reports (taped) -

3 of the 6
AudioA'ideo

No Cost

TOTAL $100,000

Initial all pages
Vendor InitjaU

Date:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

'7. Amend Part 3 Exhibit B by replacing Table B-4A Hosting, Maintenance, and Support Pricing with
the following Table B-4B.

Contract #2014-042 3

Exhibits

Section Number: Table B-

4B

AMENDED TEXT

HOSTED

SERVICES

SFY

2014

SFY

2015

SFY

2016

SFY

2017

SFY

2018

SFY 2019

1
SFY 2020

Web Site

Hosting Fee^
$138 $1,215 $1,068 $1,068 $1,068 - $1,068 $1,068

Technical

Support and
Updates

$3,210 $31,374 $28,922 $28,922 $28,922 $28,922 $28,922

Maintenance

and Updates

$3594 .$32,382 $28,800 $49,633 $53,800 $53,800

$17,500(31)

$53,800

$40:000(B1)

Subtotal $6,942 $64,971 $58,790 $79,623 $83,790 $101,290 $123,790

TOTAL $519,196

♦Note: (Bl) indicate adjustment made by Amendment 1 for clinical alerts, prescriber repprt and mandate
report maintenance.

8. Amend Part 3 Exhibit B by replacing jhe price with the new Contract Total Amount.

Contract #2014-042 3
Exhibit 3
Section Number: Table 3-
53

AMENDED TEXT

HOSTED SERVICES SFY
2014

SFY
2015

SFY
2016

SFY
2017

Sfv
2018

SFY
2019

SFY 2020

Table B-1 Deliverables $13,656 $0 $0- $40,035 $0 $0 $100,000
Table B-3 SW
Licensing, Maintenance
& Support

$30,420 $1,500 $1,500 $1,500 $1,500 $1,500 $1,500

Table B-4 Hosting,
Maintenance & Support

$6,942 $64,971 $58,790 $79,623 $83,790 $101,290 $123,790

Section B-5
Enhancements/System
Modifications

$0 $0 $0 $67,274 67,274 $0 $0

Subtotal $51,018 $66,471 $60,290 $188,432 $152,564 $102,790 $225,290

TOTAL $846,855

Initial all pages
Vendor Initial
Date:
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STATE OF NEW HAMPSfflRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

9. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Arhount

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary,, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed $ 846,855 ("Total Contract Price"). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to HID for all fees
and expenses, of whatever nature, incurred by HID in the performance hereof.

10. Amend Part 3 Exhibit H as follows:

Contract #2014-042 B

Exhibit H

Section Number:

BUSINESS

REQUIREMENTS HID

REPONSE CHECKLIST

ADDED/AMENDED TEXT

Change Table Name BUSINESS REQUIREMENTS APPRISS REPONSE CHECKLIST

Add Requirement B3.9 Implement Prescriber Reports and Maintenance

1. Quarterly generation of a Prescriber Report in PDF format for all eligible

prescribers. Eligibility to receive the report requires that a prescriber have the
following information in the PDMP:
1) a valid Role, 2) a valid Healthcare Specialty, and 3) at least one opioid
prescription written in the past six months
2. Quarterly dissemination of Prescriber Reports in PDF format via email
3. Report contents as detailed in Attachment A: Metric Details
4. Metrics will report on data from the previous two calendar quarters of PDMP
data

5. Individual Prescriber Report links will be available within AWARxE PDMP
portal after secure login to the Prescriber. The link will populate a PDF of the
Prescriber's most recent four (4) quarterly reports directly from the web portal.
6. Administrators will be provided with access to Prescriber Reports via the
Appriss Analytics BI tool (Tableau).
7. Administrators will be provided Prescriber receipt information when Prescriber
Reports have been accessed via PMP AWARxe link portal.

Add Requirement B3.10

Initial all pages
Vendor initials:!
Date:

Implement Mandatory Use Compliance Module and Maintenance is designed to
manage the opioid crisis through a scalable configuration tool by tracking a
provider's interaction with and access of the PDMP. This tool is provided within
the PDMP application which allows for a continuous workflow.

The outcomes available within the tool include but may not be limited to:
•  Reports for the State PDMP Administrators of the providers' review history
•  Reports for Licensing Boards (or other roles as defined by the State) of their
Licensees' (and/or managed users/roles) review history

•  Reports for providers of their missed reviews

Page 5 of 10



STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

REPORT LOGIC

Mandatory Use Patient Request Match to Prescriber History -
The system will query for each prescriber, determine which patients were
prescribed the selected drug(s) for the configurable duration and/or supply and
were not queried in the PMP (or through PMP Gateway) by the prescriber or the
prescriber's delegate within the time period configured.

Mandatory Use Patient Request .Match to Pharmacist History -
The system will query for each pharmacist, determine which patients were
dispensed the selected drug(s) for the configurable duration and/or supply and
were not queried in the PMP (or through PMP Gateway) by the pharmacist or the
pharmacist's delegate within the time.period configured.

REPORT DETAIL

Mandatory Use Report— A role(s) can be configured to request a report on which
patients were not requested in the PMP (or PMP Gateway) where a prescription
was written by a specific prescriber or filled by.a specific pharinacist by Provider
DEA Number or other unique identifier (possibly NPI or License Number) and
Fill Date range or Written Date range.

Add Section B7 Clinical

Alerts

Add Requirement B7.1 Implement Clinical Alerts fUnsolicited Report) Maintenance

The Clinical Alerts tnodule includes a configuration screen to allow for the PMP
State Administrator to configure custom automated alerts.and/or notifications for
registered Prescribers. When this feature is enabled, these alerts run on a schedule
configured by the Admin in the background delivering custom alerts and
notifications (if configured) without the need for manual input from the PMP
State Administrator.

•  Prescriber & Dispenser ThreshoIds:"Generates an alert when a specified
number of

Prescribers and/or Dispensers is met of exceeded within a set time period.
•  Daily Active MME Threshold: Generates an alert when the daily active

MME is greater than or equal to a specified value.
•  Opioid & Benzodiazepine Threshold: Generates an alert when Opioids

and Benzodiazepine
Are prescribed within a set time period.

•  Daily Active Methadone Threshold: Generates an alert when the daily
active MME (morphine milligram equivalent) for Methadone is greater
than or equal to specified value.

•  Opioid Consecutive Days Threshold: Generates an alert when Opioids
have been received daily for longer than a set time period.

Administrators will be provided Prescriber receipt information when Prescriber
Reports have been accessed via PMP AWARxe link portal.

Initial all pages
Vendor Iniiwl

Date:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

Please refer to the following Enhancement Requests in Attachment P:

Prcscriber Reports and Maintenance Change Order:

Mandatory Use "Compliance Module and Maintenance Change Order;

Clinical Alerts (Unsolicited Reportl Maintenance Changer Order

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances,-in no event shall the total of all payments made by the State exceed $846,855 ("Total
Contract Price"). The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to APPRISS for all fees and expenses, of whatever nature, incmred by /^PRISS in the
performance hereof. , , ' -

11. Amend Part 3 Exhibit G by adding the following:

1.1.4 Prcscriber Reports and Maintenance - The PDMP Prescriber Reports enhancement will provide
and individualized report directly to all controlled siibstance prescribers in the state on a quarterly
basis, providing information regarding current prescribing volumes, behaviors, and PDMP use, as
well as the ability to track changes in these metrics over time.

1.1.5 Mandatory Use Compliance Module and Maintenance - A tool designed to help PDMP users
better understand and manage the opioid crisis through a scalable configuration tool by tracking a
provider's interaction with and access of the PDMP. This tool is provided within the PDMP
application which allows for a continuous workflow. The outcomes available within the tool
include but may not be limited to:

• Reports for the State PDMP Administrators of the providers' review history

• Rejjorts for Licensing Boards (or other roles as defined by the State) of their Licensees'
(and/or managed users/roles) review history

• Reports for providers of their missed reviews

1.1.6 Clinical Alerts (Unsolicited Report) Maintenance - The Clinical Alerts module includes a
configuration screen to allow for the PMP State Administrator to configure custom automated
alerts and/or notifications for registered Prescribers.

•  Prescriber & Dispenser Thresholds: Generates an alert when a specified number of
Prescribers and/or Dispensers is met or exceeded within a set time period.

•  Daily Active MME Threshold: Generates an alert when the daily active MME is greater than
or equal to a specified value.

•  Opioid "& Benzodiazepine Threshold: Generates an alert when Opioids and Benzodiazepine
are prescribed.within.a set time period. ,

Initial all pages
:s( ̂Vendor Initial

DTDate:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

Table 2 CONTRACT HISTORY 2014-042 - Prescription Monitoring Program

CONTRACT

AND

AMENDMEN

T NUMBER

AMENDMENT TYPE G&C

APPROVAL

DATE

END DATE CONTRACT

AMOUNT

2014-042 Original Contract 06/18/2014

Item #1 lOA

01/30/2019 $234,999

2014-042

Amendment A

l" Amendment 06/29/2016

Item #52

01/30/2019 $333,569

2014-042

Amendment B

2"*' Amendment TED 06/30/2020 $278,287

CONTRACT TOTAL $846,855

Initial all pages
Vendor Initi

Date;
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

Date:
iliij} i,

Michael Davis, Chief Executive Officer

APPRJSS

Corporate Signature Notarized:
STATE OF

COUNTY OF

On this the ^ay of 201^ before me,
, the undersigned 0^\q.zxMjC'U'^€2-

personally appeared and acknowledged her/himself to be the ,
of , a corporation, and that she/he, as such

being authorized to do so, executed the foregoing instrument for
the purposes therein contained, by signing the name of the corporation by her/himself as

IN^WfTN^ ̂HEREOF I hereunto set my hand and official seal.

lotary of the Peace

.  ' My Commission Expires:

■-/: :^*(^EAL)- ^3
'-/ y Stite of New-Hampsh^e'

^ v.C-

Peter Danles, Executive Director
State of New Hampshire
Office of Professional Licensure and Certification

LesUe Towisend
Notary Public. ID No. 597820
State at Urpe, Kentucky

My OiiTiiiii^ on to S. kg?

\ I
.5>r

NU<

5  ll

Date: //J>[

Initial all pages
Vendor Initi^s;
Date: vT-tIXm
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042 .

CONTRACT AMENDMENT B

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ' •

Approved by the Attorney General

StatoWNe

Date:

pshire. Department, of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

I.

Office of the Secretary of State

By: ^ ^ ^ ^

Title: . ■

Date:'

Initial all pages
Vendor lnitial^^-C^::^=^ Page 10 of 10



APPRISS'
HEALTH

Change Order

Description: PDMP Prescriber Reports

Appriss Service (the ''Service"): Prescriber Reports/AWARxE

The Service shall be considered completed upon delivery in

production

Date Created: 10/26/2018

Billing Agent: New Hampshire Office of Professionai Licensure and

Certification

Billing Address:
121 South Fruit Street

Concord, NH 03301

Billing Contact: Michelle Ricco Jonas

michelle.riccoiohas(S)oDlc.nh.eov

603-271-6980

Client Relationship Manager: Tonya Vaughn

tvaushn^aoDrisshealth.com

502-276-2257

High Level Description of Project

POMP Prescriber Reports wlii be generated and sent quarteriy.

Background/Business Justification

The New Hampshire Office of Professionai Licensure and Certification seeks to provide prescribers of

controlled substances with vital information from the POMP regarding their own prescribing history

and behavior. This enhancement to the New Hampshire Office of Professionai Licensure and

Certification PDMP program wiii provide this information directly to all controlled substance

prescribers in the state.



APPRISS'
HEALTH

In Scope

1.

2.

3.

4.

5.

6.

7.

Quarterly generation of a Prescriber Report In PDF format for all eligible prescribers. Eligibility

to receive the report requires that a prescriber have the following information in the POMP:
1) a valid Role, 2) a valid Healthcare Specialty, and 3) at least one opioid prescription written

in the past six months

Quarterly dissemination of Prescriber Reports in PDF format via email

Report contents as detailed in Attachment A: Metric Details

Metrics will report on data from the previous two calendar quarters of PDMP data

Individual Prescriber Report links will be available within AWARxE PDMP portal after secure
login to the Prescriber. The link will populate a PDF of the Prescriber's most recent four (4)

quarterly reports directly from the web portal.

Administrators will be provided with access to Prescriber Reports via the Appriss Analytics Bl
tool (Tableau).

Administrator will be provided with a report reflecting every time a user downloads their
prescriber report in the portal.

Excluded from Scope

1. Additional metrics or modification of current metrics as described \n Attachment A

2. Cosmetic or text changes to the standard report format

3. Changes to delivery method



APPRISS*
H E A LT H

Fees and Conditions

This Change Order form must be signed, and returned by the expiration date to move forward with

this request. Once a signed Change Order is received, the task will be planned for estimated

completion month listed below. All Fees are payable to Appriss Inc. as set forth in the Agreement

without set-off, deduction, or other withholding. The fees are non-cancelable and non-refundable.

Unless otherwise modified herein, the terms of the Agreement remain in place and unmodified.

Estimated Completion Month TBD byNHOPLC:

If Change Order signed and returned by •

October 1, 2018: Prescrlber Reports

will be delivered and billed in October

2dl8(covering Q2 and 03 2018)
If Change Order signed and returned

after October 1, 2018 and by December

1, 2018: Prescrlber Reports will be

delivered and billed in January 2019

(covering Q3 and Q4 2018)

Fee(s) One-time: $75,000

Annual recurring: $20,000

Year 1 = $95,000; Year 2 and ongoing = $20,000

Contingency N/A

Form Expiration Date 12/30/2018

Appriss Inc. New Hampshire Offlc;e of Professional LIcensure
and Certification'

Michael Davis, CEO Appriss mc.

/A 3/^/?
Aufhorized Signatory

Date Date



APPRISS'
HEALTH

ATTACHMENT A: METRIC DETAiLS

Metric Values Generation

•  The PDMP Prescriber Reports is reflective on any/all opiold and anxiolytlc/sedative/hypnotic
medications as reported to the state PMP during the report period as noted.

•  Metrics are reported either as values covering the full report period or the average of monthly
metrics (which are referred to as "Monthly Average".)

•  Some metrics additionally include comparisons to median values of prescriber peer groups: these
are defined as follows;

o Similar Prescriber (BP): The same role + the same healthcare specialty of the prescriber.
o Within Specialty (WS): The same healthcare specialty as the prescriber.

Specific Metrics Included

1. Number of persons for which prescriber wrote at least one (1) opioid prescription.
2. Number of opioid prescriptions written by prescriber.

3. Percentages of opioid prescriptions written by prescriber with daily MME of: (INCLUDES
COMPARISON)
•  MME 0-50

•  MME 51-90

•  MME 91-200

•  MME > 200

4. Percentages of prescriber's patients where opioid treatment duration (days of therapy) was:
(INCLUDES COMPARISON)

•  <7 Days
•  7-28 Days
•  29-90 Days

•  >90 Days
5. Prescription Volumes: (INCLUDES COMPARISON)

•  Total MME of Oxycodone containing products.
•  Total MME of Hydrocodone containing products.
•  Total MME of all other opioids.

6. Anxiolytic / Sedative / Hypnotic Prescribing: (INCLUDES COMPARISON)
•  Number of Anxiolytic/Sedative/Hypnotic prescriptions.
• Quantity of dose units of all Anxiolytic / Sedative / Hypnotic prescriptions.

7. Top medications prescribed (by generic name and as reported to the state PMP):
•  Top 3 drugs (based on # of prescriptions) by prescriber.

8. Possible Prescriber Shoppers
•  Number of patients with prescriptions from > 5 prescribers (including this prescriber).

9. Possible Pharmacy Shoppers
•  Number of patients having prescriptions filled at > 5 pharmacies (where this prescriber wrote

at least one of these prescriptions.



APPRISS'
HEALTH.

10. Dangerous Combo Therapy
•  Number of patients receiving an opiold + a benzodiazeplne* (in same month - both written for

by this prescriber).
•  Number of patients receiving an opioid + a benzodiazeplne* (in same month - where

prescriber just wrote one of the prescriptions).
•  Number of patients receiving an opioid, a benzodiazeplne* + carisoprodpl (in same month -

both written for by this prescriber).

•  Number of patients receiving an opioid, a benzodiazeplne* + carisoprodol (in same month -
where prescriber just wrote one of the prescriptions).

11. PMP Usage: (INCLUDES COMPARISON)
•  Number of PMP. Request Reports by prescriber and prescriber's delegate(s)

* For Dangerous Combo Therapy, benzodiazeplne also includes any other Anxiolytic/Sedative/Hypnotic
medications.
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Change Order

Description: NH Mandatory Use Compliance Module

Appriss Service (the "Service"): The Service shall be considered completed upon delivery in production

Date Created: 11/29/2018

Billing Agent: New Hampshire Office of Professional Licensure and Certification

Billing Address:
121 South Fruit Street

Concord, NH 03301

Billing Contact: Michelle Ricco Jonas

michelle.riccoiohas/oloDlc.hh.eov

603-271-6980

Client Relationship Manager: Tonya Vaughn

tvauehntSaDorisshcalth.com

502-276-2257

High Level Description of Project

New Hampshire Office of Professional Licensure and Certification is requesting an enhancement to add a report
for Administrative staff to track how many clinical alerts are being opened by Prescribers once received.

Background/Businesis Justification

New Hampshire Office of Professional Licensure and Certification needs the ability to track and report on stats
related to the viewing/downloading practices of Clinical Alerts from Prescribers in AWARxE.
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In Scope

•  Collecting and storing user data on which users downloaded/opened Clinical Alerts in AWARxE.

o Userjd

o DEA

o Download timestamp

Excluded from Scope

Any other audit tracking, changes to the database, or changes to Clinical Alerts.

Fees and Conditions

This Change Order form must be signed, and returned by the expiration date to move forward with this request.
Once a signed Change Order is received, the task will be pl^ed for estimated completion month listed below.
Ail Fees are payable to Appriss Inc. as set forth in the Agreement without set-off, deduction, or other
withholding. The fees are non-cancelable and non-refundable. Unless otherwise modified herein, the terms of the
Agreement remain in place and unmodified.

Estimated Completion Month April 2019

Fee(s) One-time: $14,010

Contingency N/A

Form Expiration Date 01/30/2018

Appriss Inc. New Hampshire O^ce of Professional Licensure and Certiflcation

Michael Davis, CEO Appriss Inc.

//03/
VDat

Authorized Signatory

Date
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Change Order

Description: Clinical Alerts

Appriss Service (the "Service"): PMP AWARE

The Service shall be considered completed upon delivery In

production

Date Created: 8/17/2018

Billing Agent: New Hampshire Office of Professional Licensure and
Certification

Billing Address:
New Hampshire Office of Professional Licensure and

Certification

121 South Fruit Street

Concord, NH 03301

Billing Contact: Michelle RIcco Jonas

Michelle.riccoionas{S)oplc.nh.^ov

603-271-6980

Customer Relationship Manager: Tonyo Vaughn

tvauahn^ooorissheglth.con)

High Level Description of Project

Clinical Alerts module to be added to the NH PMP AWARxE.

Background/Business Justification
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The Clinical Alerts module includes a configuration screen to allow for the PMP State Administrator to
configure custom automated alerts and/or notifications for registered Prescribers. When this feature
is enabled, these alerts run on a schedule configured by the Admin in the background delivering
custom alerts and notifications (if configured) without the need for manual input from the PMP State
Administrator.

Prescrlber & Dispenser Thresholds: Generates an alert when a specified number of
Prescribers and/or Dispensers Is met or exceeded within a set time period.
Daily Active MME Threshold: Generates an alert when the daily active MME Is greater than or
equal to a specified value.

Opioid & Benzodlazepine Threshold: Generates an alert when Opioids and Benzodiazeplne
are prescribed within a set time period.
Dally Active Methadone Threshold: Generates an alert when the daily active MME (morphine
milligram equivalent) for Methadone Is greater than or equal to specified value.
Opioid Consecutive Days Threshold; Generates an alert when Opioids have been received
daily for longer than a set time period.

tn Scope (See Next Page)
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The Clinical Alerts Module consists of five alert types for Prescribers with three alert methods, all

configurable by the State Administrator.

Alert Types;

Prescriber & Dispenser Thresholds

This customizable Clinical Alert is triggered when a patient meets of or exceeds the values

entered for "Count of Prescribers" and/or "Count of Pharmacies" within a set time period.

This Clinical Alert can be configured to deliver automatic alerts and/or notifications via

Patient Alerts, Email, PMP Reports, and Letters. This alert supports optional custom

disclaimer text to be displayed in the selected alert or notification. The threshold period can

be set to a customizable number of days. It can be configured to expire after a customizable

number of days, and can be configured to send only to selected user role types {Healthcare

Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Dally Active MME Threshold

This customizable Clinical Alert is triggered when a patient meets or exceeds the value

entered for "Daily Active MME*. This Clinical Alert can be configured to deliver automatic

alerts and/or notifications via Patient Alerts, Email, and PMP Reports. This alert supports

optional custom disclaimer text to be displayed in the selected alert or notification. It can be

configured to exclude treatment drugs. It can be configured to expire after a customizable

number of days, and can be configured to send only to selected user role types (Healthcare

Professional, Agency Administration, Law Enforcement. Other, or Restricted Admin).

Opiold & Benzodiazepine Threshold
This customizable Clinical Alert Is triggered when a patient has active concurrent prescriptions
for both an Opiold and a,Benzodiazepine within any time period. This Clinical Alert can be
configured to deliver automatic alerts and/or notifications via Patient Alerts, Email, and PMP
Reports. This alert supports optional custom disclaimer text to be displayed in the selected
alert or notification. It can be conjured to expire after a customizable number of days, and
can be configured to send only to selected user role types (Healthcare Professional, Agency

Administration, Law Enforcement, Other, or Restricted Admin).

Dally Active Methadone Threshold

This customizable Clinical Alert is triggered when the dally active MME (morphine milligram

equivalent) for Methadone is greater than or equal to specified value. This Clinical Alert can
be configured to deliver automatic alerts and/or notifications via Patient Alerts, Email, PMP
Reports, and Letters. This alert supports optional custom disclaimer text to be displayed in
the selected alert or notification. It can be confiRured to exclude treatment druRS. It can be

configured to expire after a customizable number of days, and can be configured to send only
to selected user role types (Healthcare Professional, Agency Administration, Law
Enforcement, Other, or Restricted Admin).
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Opioid Consecutive Days Threshold

This customizable Clinical Alert is triggered when Opiolds have been received daily for longer
than a set time period. This Clinical Alert can be configured to deliver automatic alerts and/or
notifications via Patient Alerts, Email, PMP Reports, and Letters. This alert supports optional
custom disclaimer text to be displayed in the selected alert or notification. It can be

configured to exclude treatment drugs. It can be configured to expire after a customizable
number of days, and can be configured to send only to selected user role types (Healthcare
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Alert Methods;

Prescriber Alert Method - Patient Alerts

The Patient Alerts Alert Method is the default alert type and is displayed within the AWARxE
application to Prescribers. An overview is available on the My Dashboard screen with
additional, specific patient detail listed In the Patient Alerts screen. This alert is triggered
when a Clinical Alert threshold has been met or exceeded. Optional Email notifications may
be enabled for this alert type.

Prescriber Notification Method - Email Notification

The Email Notification Method is an optional additional Prescriber notification available for

the default Patient Alerts. The email notifies the prescriber that a patient under their care has
met or exceeded a Clinical Alert threshold. The prescriber is directed to login to their My
Dashboard Patient Alerts in the AWARxE application to identify and view the specific patient
alert details. No patient information is contained in the email. Examples of notification emails
for each Clinical Alert are listed below. PMP Administrators may configure the text and format
of these emails utilizing the PDF mailing template.

Prescriber Letter Method - Letters

The Letter Notification Method is an optional Prescriber notification available for the Patient
Alerts. This option is Independent of the Patient Alerts and Email Notification Methods. A

letter will be generated for the prescriber that a patient under their care has met or exceeded

a Clinical Alert threshold. The letter will be made available for the Admin to print and
manually sent to the prescriber. PMP Administrators may configure the text and format of
these Letters utilizing the PDF mailing template.
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Fees and Conditions

This Change Order form must be signed, and returned by the expiration date to move forward with
this request. Once a signed Change Order is received, the task will be planned for estimated
completion month listed below. All Fees are payable to Apprlss inc. as set forth In the Agreement
without set-off, deduction, or other withholding. The fees are non-cancelable and non-refundable.
Unless otherwise modified herein, the terms of the Agreement remain In place and unmodified.

Estimated Completion Month October 2018

Fee(s) $2,500 one-time fee

$5,000 ongoing

Year 1» $7,500; Year 2 and ongoing « $5,000

Form Expiration Date 9/15/2018

Appriss Inc.

Robert Cohen, President Apprise Health

Date

U-\q-U

New Hampshire Office of Professional LIcensure
and Certtflcatfoi

/
k'y

Aufhorized Signatory

Date



CERTIFICATE OF VOTE
(Corporation with Seal)

,  Michael Davis CEO and President
I. of the

(Corporalton Representative Name) (Corporation Representative Title)

Appriss Inc.
do hereby certify that:

(Corporation Name)

.u ^ CEO and President(1) I am the duly elected and acting of the
(Corporation Representative Title)

Appriss .Inc. Delaware . ..
■  a ■ corporation (the

"Corporation");
'  «(Corporation Name) (State ot Incorporation)

(2) I maintain ar>d have custody of and am familiar with the Seal.and minute books of the Corporation;

(3) I am duly authorizedrto issue certificates;

(4) the following are true, accurate and complete copies of the Delegation of Authority signed on the

28th dav of Decernbe^ "2018 .

RESOLVED; That this Corp>oration enter into a contract with the Staje of New.Harnpshire, acting by and
through theOffice of Professional Licensure & Certificatiorproviding for the performance by the Corporation
of certain software and technology. . .. . < services, and' that "Hhe • President '(any Vice
President) (and the Treasurer) (or any of them acting singly) be and hereby (is) (are) authorized and
directed for and on behalf of this Cof^ration to enter into the said contract with the State and to take any
and all such actions and.to execute, seaj, acknowledge and deliver for and on behalf of this Corporation
any and all docu^merits, agreements 'ar}d other Instruments (and any amendments, revisions or
modifications'thereto) as (she) (he) (any of them) may deem necessary, desirable or appropriate to
accomplish the same;

RESOLVED: That the signature of any officer of this CorporatioOjaffixedJo any Instrument or document
described in or contemplated by these resolutions shall be conclusive evidence of the authority of said
ofTicer to bind this Corporation thereby;

The forgoing resolutions have not been revoked, annulled or amended in any manner whatsoever,
and remain In full force and effect as of the date hereof; and the following person(s) (has) (have) been
duly elected and now occupy the office(s) indicated below

Michael Davis .. President Name

David Strauss Vice President Name

Jeffrey Byaj Treasurer Name



IN WITNESS WHEREOF. I have hereunto set my hand as the CEO and President
(Title)

.. . ofthfrCorpor^tion and have affixed its corporate seal this day of ■ 20 ■

^  ̂ >• •

V r \ tcy «VX.$,

■••.."'(Seal)-"

STATE OF

COUNTY OF i ,

On this the day of 2)6^. 2O/0. before me, the undersigned officer.
personally apoearedT'^^Cg^/^jy who acknowledge her/himself to be the

CEO and President , Appriss Inc
. of . a corporation, and that

she/he. as
(Title) (Name of Corporation)

such CEO and President being authorized to do so, executed the foregoing instrument for the

|i^, t}y signi^ the name of the corporation by her/himsetf as
IN WITNESS WHEREOF I hereunto set my hand and official seal.

(Title)

urooses therei CO

NotaR Public/Justice of the Peace

My Commission expires:
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December 28, 2018

Please be advised that the following delegates are authorized on behalf of Appriss Inc. (the
Company) to contract on behalf of the Company and execute documents as necessary to enter
into business arrangements with government entitles and corporations.

• Michael Davis - Chief Executive Officer and President

•  Jeffrey Byal - Chief Financial Officer, Treasurer, and Secretary

•  David Strauss - Senior Vice President, General Counsel, and Assistant Secretary
•  Krishnan Sastry - Chief Operating Officer

•  Brian Oldham - Chief Information Officer

•  Alden Pennington -Vice President, Human Resources

•  Joshua Bruner - President, Appriss Safety

•  Robert Cohen - President, Appriss Health

•  Krishnan Sastry - President, The Retail Equation and Sysrepublic, Inc. d/b/a Appriss
Retail

Please contact me at 502-815-3950 or ibvaifSapprlss.com ifvou have questions on this matter
or need additional information.

Very truly yours.

Jeffreys. Bya|
Chief Financial Officer, Treasurer, and Secretary

9901 Linn Slotion Rood | Suite 500 | Louisville, KY 40223 | 1 866 277 7477 | appriss.com



/XCORCf CERTIFICATE OF LIABILITY INSURANCE
4/I/20I9

DATE (MIVOO/YYYY)

12/28/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(8).

PRODUCER LOCKTON COMPANIES

500 West Monroe. Suite 3400

CHICAGOIL 60661

(312)669-6900

CONTACT
NAME:

PHONE PAX
IfJC. No. ExH: iaa:. Nol:

E-MAIL
ADDRESS:

INSURERtS) AFFORDINO COVERAGE NAIC*

iNsuRERA: Federal Insurance Company 20281

Holding Company, Inc.1443/44 DBAAppriss
9901 Linn Station Rd

Louisville, KY 40223

INSURERS:Great Northern Insurance Company 20303

INSURER c :Chubb Indemnity Insurance Company 12777

iNSURERO:Mlinois Union Insurance Company 27960

INSURER E:

INSURER F:

COVERAGES CERTIFICATE NUMBER: 15800540 REVISION NUMBER: xxxxxxx

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

ADDL

IN/lP
SUBA

WYD POUCY NUMBER
POLICY EFF

IMMrtJDnrYYYI
POLICY EXP
IMM/DDfTfYYI LIMITS

A X COMMERCML GENERAL UABIUTY

E 1 X iOCCUR
N N 3589-61-07 4/1/2018 4/1/2019 EACH OCCURRENCE $ 1.000.000

CLAIMS-MAC
DAMAGE TO RENTED
PREMISES lEa occunencel s 1.000.000

MEO EXP (Any one person) i  10.000

PERSONAL S AOV INJURY $  1.000.000

GEN-L AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE ( 2.000.000

X POLICY 1 IS'^f 1 |lOC
OTHER:

PROtXCTS • COMP/OP AGG $ 2.000.000

s

B AUTOMOBILE UABIUTY N N 7356-12-23 4/1/2018 4/1/2019
COMBINED SINGLE LIMIT
(Eaacddeni) * 1.000.000

X ANY AUTO

HEOULEO
ITOS
)N-OWNED
TOS ONLY

BODILY INJURY (Per perion) »xxxxxxx
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SC
Al

BODILY INJURY (Per accident) * xxxxxxx
NC
Al

PROPERTY DAMAGE
(Per Bcddentl * xxxxxxx

$ xxxxxxx

A X
UMBRELLA LIAB

EXCESS UAB

X OCCUR

CLAIMS-MAOE

N N 7987-32-60 "4/1/2018 4/1/2019 EACH OCCURRENCE s 14.000.000

AGGREGATE (  14.000.000

OEO RETENTIONS »xxxxxxx

C
WORKERS COMPENSATION
AND EMPLOYERS' LIABiUTY y 1N
AMY PROPRIETOR/PARTNER/EXECUTTVE j—^
OFFICERMEMBER EXCLUDED? N
(Mandatory in NH) " '
II yet. deacribe under
DESCRIPTION OF OPERATIONS below

N/A

N 7172-34-50 4/1/2018 4/1/2019
V 1 PER 1 OTH-
A 1 STATUTE 1 ER

E.L. EACH ACCIDENT J 1.000.000

E.L. DISEASE - EA EMPLOYEE $ 1.000.000

E.L. DISEASE - POUCY LIMIT $ 1.000.000

D Errors & Omissions
Cyber Liabilily

N N G7l1 12482001 4/1/2018 4/1/2019 Limit: $10,000,000 Agg
Limit: $10,000,000 Agg

DESCRIPTION OF OPERA'nONS 1 LOCATK>NS / VEHICLES (ACORD 101. Addltional Romtrli* SchMlul*, may b« atlachad If mor* apaea la raqulrad)

CERTIFICATE HOLDER CANCELLATION

15800540

New Hampshire Board of Pharmacy
12! South Fruit Street, Suite 401
Concord NH 03301-2412

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

1

AUTHOROEO REPRESENTATIVE y /I

""yj
ACORD 25(2016/03) The ACORD name and logo are registered marks of ACORD



State of New Hampshire

Department of State

CERTIFICATE

1. William M. Gardner. Sccrctarj' of Slate of ihe Slate of New Hampshire, do hereby eertify that APPRISS INC. is

a Delaware Profit Corporation registered to transact business in New Hampshire on November 15. 20I I. I further certify that all

fees and documents required by the Sccrctaiy of State's ofTice have been received and is in good standing as far as this ofTice is

concerned.

Business ID: 661872

Certificate Number: 0004360944

{if.<9

lb

IN TESTIMONY WIIEREOF.

I hereto set my hand and cause to be affixed

the Seal of the Stale of New Hampshire,

this 3rd day of January A.D. 2019.

w.

William M. Gardner

Secretary of State



OFFJCIE OF PROFESSIONAL LICENSURE AND CERTIFICATION

STATE OF NEW HAMPSHIRE

DIVISION OF HEA LTH PROFESSIONS

Board of Pharmacy '

Prescription Drug Monitoring Program

121 South Fruit Street

Concord,N.H.03301-2412

SARAH T. BLODGETT Telephone 603-271-2350 ■ Fax 603-271-2856
Acting Executive Director

lUIV

June 15.2016

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Office of Professional Licensurc and Certification, New Hampshire Board of

Phannacy (OPLC/BOP) to amend a SOLE SOURCE contract with Health Information Designs,
LLC (HID) (VC #703600), of Aubum, Alabama, by increasing the price limitation by $234,999
from $333,569 to $568,568 to purchase additional functionality to the prescription drug monitoring
system. The contract term shall be from Governor and Executive Council approval through
January 30, 2019. The original contract was approved on June 18, 2014, Item #110-A.

61% Federal Funds 39% General Funds.

Funding is available for Fiscal Year 2017 with the anticipation that funding will be
available in Fiscal Years 2018 and 2019 with budget approval and continued appropriation in the
following Nld Office of Professional Licensure/PDMP accounts, with the authority to adjust
encumbrances in each of the State fiscal years through the Budget Office if needed and justified:

2014 05-0074-074PHB743510-3331PDM $51,018

2015 05-0074-074PHB743510-3331PDM $66,471

2016 01-21-2150-52030000-102-500731 $60,290

2017 01-21-2150-52030000-102-500731 $174,040

2018 01-21-2150-5203 0000-102-500731 $175,706

2019 01-21-2150-52030000-102-500731 $41,043

GRAND TOTAL $568,568



STATE OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECHNOLOGY

27 Hazcn Dr., Coivrord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964
www.nh.gov/doil

Denis Goulct

Commissioner

June 15,2015

Sarah Blodgetl
Acting Executive Director
OfEce of Professional Licensure and Certification

NH Board of Pharmacy
121 South Fruit Street

Concord, NH 03301

Dear Acting Executive Director Blodgetl:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency's request to enter into a sole source agreement with Health
Information Designs, LLC for the purchase of additional functionality to the prescription drug
monitoring system as described below and referenced as DblTNo. 2014-042A.

The purpose of this contract is to add/remove functionality of the database to
allow for dispensers to upload data on a daily basis; to allow practitioners to
queiy data across state lines through interoperability connections and other "to be
determined" enhancements that will make the application-more user friendly and
will be prioritized by Office of Professional Licensure and Certification (OPLC).
The contract amount includes funding for $234,999, increasing the total amount
from $333,569 to $568,568, effective upon the date of Governor and Council
approval through June 30,2019.

A copy of this letter should accompany the OPLC's submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/mh

Contract 20i4-042A

cc: Rebecca Bolton, DOIT

Innovative Technologies Today for New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION

PRESCRIPTION MONITORING
CONTRACT 2014-042

CONTRACT AMENDMENT A

WHEREAS, pursuant to an initial agreement approved by Governor and Council, as a result of RFP
Board of Phannacy 2014-042. on June 18, 2014 Item # I lOA (herein after referred to as the "Agreement"),
Health Information Designs, LLC (hereinafter referred to as "Vendor" or "HID") agreed to supply certain
sei*viccs upon the tenns and conditions specified in the Agreement and in consideration of payment by the
Office of Pi ofessional Liccnsure and Certification (hereinafter referred,to as the "Office") certain sums as
specified therein;

WHEREAS, pursuant to paragraph 18 of the General Provisions of the Agreement, the contract may
be amended, waived, ordischarged only by written instrument executed by the parties hereto and appioved
by the Governor and Council; and

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;

WHEREAS, the Office wishes to amend tlie contract to add functionality;

WHEREAS. The Vendor agrees to provide the additional functionality;

WHEREAS, the Office and the Vendor wish to increase tlic Contract price by $234,999 to bring the
total contract price to' $568,568

WHEREAS, the Office and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in
the Agreement and set forth herein, the parlies agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agreement (Page I) by increasing the Price Limitation by $234,999 from
$333,569 to $568,568.

2. Amend Part 2 Section 16: Dispute Resolution by replacing the Dispute Resolution Responsibility
and Schedule Table as follows:

Dispute Resolution Responsibility and Schedule Table

LEVEL : CONTRACTOR
■ALLbtiTOTO>li*^IE

'Primaiy John Fclion- Client
Manager

Michelle Ricco Jonas. Stale
Project Manager (PM)

5 Business Days

f'Firsf'r" Rhonda Grabow-
Direclor of Client
Strategy

Michael Dupuis, Administrator,
Division of Health Professions

5 Business Days

Second : •

.

Clay Jones-HID CFO Division Director, Division of
Health Professions

5 Business Days

Initial sill



STATE OF NEW HAAEPSHERE

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

3. Amend Part 3 Exhibit A: Conlracl Deliverables by adding Section 2.2; Jmplemenialion Schedule for
Amendmenl 1 ~ AciivUies / Deliverables / Milestones

2.1 Implementation Schedule for Amendmenl 1— Activities / Deliverables /
Milestones. These are the Deliverables for implementing the additional requirements
added in paragraphs 10 and 11 of this Amendmenl as well any additional work
approved by the Department of Information of Teclmology and the Office of
Professional Licensure under contingency funding..

Table 2.2 Deliverables for Amendment 1

All estimated dales provided are trom the Contract Approval date ("CAD").

1
Activity, Deliverable or Milestone Deliverable Type Date

.,K..vv:.:-. ... • . " .• '....I■

Conduct Project Kickoff Meeting Non-Software CAD+5

Status Meetings Noh-Sofiwarc CAD+weekly

Work Plan Written CAD+10

Conduct Research And Requirements
Validation

Non-Software
CAD+20

Requirements Analysis Report Written CAD+21

Security Testing and Documentation
Non-Software and

Written

CAD+25

Video Help AudioA'ideo CAD+32

User Acceptance Testing and all Test Result
Documentation

Non-Software and
Written

CAD+35

End User Ttaining and Documentation
Non-Software and

Written

CAD+40

4. Amend Part 3 Exhibit B Price and Payment Schedulc'by replacing the price with the new Contract
Total Amount.

1.1 Firm Fixed Price

Tliis is a Finn Fixed Price (FFP) Conti'act totaling $568,568 for the period between the Effective
Date through Januaiy 30, 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rales appearing in tlie price and payment
tables below:

1 «i» I 11



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSLlHi:
AND CERTIFICATION

PRESCRIPTION MONITORING
CONTRACT 2014-042

CONTRACT AMENDMENT A

5. Amend Part 3 Exhibits by replacing Table B-1 Deliverables HID Response Checklist with the
following Table B-l A. These are the Deliverables for implementing the additional
requirements added in paragraphs 10 and 11 of this Amendment as well any additional work
approved by the Department of Information of Technology and the Office of Professional
Licensure under contingency funding.

Table B-IA Deliverables for Amendment

Activity, Deliverable or
Milestone

Deliverable

Type

*CdST

v': •• -

Conduct Project KickofF
Meeting

Non-Software
No Cost

Status Meetings Non-Software No Cost

Work Plan Written No Cost

Conducl Research And

Requirements Validation
Non-Software

No Cost

Requirements Analysis Report Written No Cost

Security Testing and
Documentation

Non-Software

and Written

No Cost

User Acceptance Testing and all
Test Result Documentation

Non-Software

and Written

No Cost

End User Training and
Dccumenlalicn

Non-Software

and Written

No Cost

Wcbinar Training on Interstate

Operability (taped) - 1 of the 6
AudioA/idco

No Cost

Implement Interstate
Operability

Software
$40,035

Implement Daily Uploading Software No Cost

TOTAL
$40,035

.^11



STATE OF NEW HAMPSlilM

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE

AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

6. Amend Part 3 Exhibit B by replacing Table B-4 Hosting, Maintenance, and Support Pricing with the
following Table B-4 A

Table B-4A: Hosting, Maintenance, and Support Pricing Worksheet

HOSTED

SERVICES

SFV 2014 SFY 2015 SFY 2016 SFY 2017 SFY 2018 *SFY 2019

Web Site

Hosting Fee*

$ 138 $ 1,215 $ 1,068 $ 1,068 $ 1,068 $ 623

Technical

Support and

updates

$ 3,210 $ 31,374 $ 28,922 $ 28,922 $ 28,922 $ 16,912

Maintenance

and Updates

$ 3;594 $ 32,382 $ 28,800 $ 28,800 +

$20,833 (Al)

$ 28,800 +

$25,000 (Al)

$ 16,800 +

$14,583 (Al)

Subtotal r . $:6;942'-;',^ it":64i97| ;ir58;790r:-^';$ 7?,623.>:;^;:%83;^90||v $ 48,918

■r: $ 343,034

* Note (Al) indicate adjustment made by Amendment 1 for Interstate Sharing Hub Connections and Daily
Reporting Maintenance effective 9/1/2016.

7. Amend Part 3 ExJiibit B by replacing the price with the new Contract Total Amount

B-5: Contingency

Contingency - Due to recent legislation for interoperability and mandaloiy usage, enhancements to make the
application more user friendly will be further defined and prioiitized by the OPLC, Contingence Amount is
$134,548.

Initial all pages



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION

PRESCRIPTION MONITORING
CONTRACT 2014-042

CONTRACT AMENDMENT A

S. Amend Part 3 Exhibit B by replacing Table B-5 with the following Table B-5A Cost Summary.

Table B-5 Cost Summary

SFY

2014

SFY

20J5

SFY

2016 SFY 2017

SFY

2018

SFY

2019

Table B-1 Deliverables $13,656 $ 0 $ 0 $ 40,035 $ 0 $ 0

Table B-3 SW Licensing,

Maintenance & Support
$30,420 $1,500 $1,500 $1,500 $1,500 $875

Table B-4 Hosting,

Maintenance & Support

$6,942 $64,971 $58,790 $79,623 $83,790 $48,918

Section B-5 Contingency $0 $0 $0 $ 67,274 $67,274 $0

TOTALS $51,018 $66,471 $60,290 $188,432 $152,564 $49,793

GRAND TOTAL filiSilliilil $568,568

9. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of ail payments made by the State exceed $ 568,568 ( Total
Contract Price"). The payment by the State of the total Contract price shall be the only, and the
complete reimbursement to HID for all fees and expenses, of whatever nature, incurred by HID in the
performance hereof.

10. The Office and HID acknowledge and agree that HID has current plans to move RxSentry to new a
hosting center as part of managed services in an attempt to accommodate the new user requirements
of the Office, that being a five (5) second web page response time. This conversion will require
that HID perform infrastructur e modifications to accommodate the Office s web page response time
requirements. While the exact date of conversion to the managed services is not within HID's
exclusive control, as of the execution hereof, it is contemplated that this move to the new hosting
center will occur by the end of June 2016.

Iitiri;)! aW na&cs



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

10. Amend Part 3 Exhibit H by replacing the Requirement Description of Requirement B1.3 with the
following:

(a)Except as provided in subparagraphs (b) and (c), each dispenser shall submit the required information in
accordance with transmission dady by the close of business on the next business day from the date the
prescription was dispensed.
(b) Veterinarians shall submit the information required under subparagraph (a) no more than 7 daysfrom
the date the prescription was dispensed.
(c) Dispensers who have a federal Drug Enforcement Administration license, but who do not dispense
controlled substances may request a waiver from the requirements of subparagraph (a) from the board.

Please refer to Enhancement Request: NHPDMP_20l6_103_Daily Reporting

Table 2 CONTRACT 2014-042 - Prescription Monitoring

2014-042 Original Contract June 18,

2014 Item #

llOA

January 31, 2019 $333,569

2014-042

Amendment A

1^ Amendment TBD Januaiy 31,2019 $234,999

11. Amend Part I of ExJiibit G by adding the following:

1.1.2 Interstate Sharing Hub Connections
Recognizing thai the State desires to initiate interstate data sharing using both available HUB vendor options, HID shall
offer this function in JUcSentry. Specifically, HID shall offer functionality for all users to be able to use interstate data
sharing query functionality, as described further in the Statement of Worlc dated January 25,2016. Die two HUB
vcndoroptions ih question are PMPi and RjcCheck. Please refer to Statement of Work U NH PDMP 2016 - 104-
Interstate Sharing Hub Connections

1.1.3 Daily Reporting
Recognizing that the State desires to have uploaders/dispensers upload reports daily into the NH PDMP; HID shall
make the neccssaiy operational and resource changes to accommodate the increased daily activity as described further
in the Statement of Work dated Januaiy 29, 2016.

Please refer to Statement of Work //NH PDMP 2016- 103- Daily Reporting

Iniiial all naces



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION

PRESCRJPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
lake effect upon the approval dale from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above writlen.

Dale;

d.liobeil DiBenedetf^Or.jCEO
Health Infonnalion Designs, LLC

Corporate Signature Notarized:
STATE OF MAbo-moL

COUN1~YOF

On this the 7*^ day of "Tun-e , 2016_, before me, / // t
, I'le undersigned Officer noheti A dr

personally appeared and acknowledged her/liimself to be the ChifiC o/^^'eetr ,
of . mL , a corporation, and that she/he, as suchu  being authorized to do so, executed the foregoing rnstrumcnl for

the purposes therein contained, by signing the name of the corporation b}' her/liimself as
Cf^O -

JN WITNESS WHEREOF 1 hereunto set my hand and official seal.

iry Public/Justice of the Peace

My Commission Expires:

(SEAL)

Stale of New Hampshire

Date: Hjljjk-
Sarah Blodg^t,'Actf^ng Executive Director
State of New Hampshire
Office of Professional Liccnsure and Certification

Approved by the Attorney Genera! (Form, Substance and Execution)

Date:

State of New Hampshire, Department of Justice



statement of Wor1< it: NH PDMP 2016 - 104-ln(efState Sharing Hub Connections

health information
designs

391 Industfy Drive ♦ Auburn, AL 36832 ♦ Ptione: 334-502-3262 4 Fax: 334-466-6947

STATEMENT OF WORK

This Statement of Worl< (SOW), effective as of January 25, 2016 (SOW Effective Dale) is entered into by
and between NH PDMP (Customer), and Health Information Designs, LLC (HID) and is incorporated into

the Master Agreement (Agreement) between the parties. Certain words are capitalized in this SOW
where grammatical rules would not require capitalization. These terms are defined in the Section in which
they first appear or their definitions are set forth in the Agreement.

1. Description of Work

NH would like to initiate interstate sharing using both HUB vendor options.

The HID development team vwll offer functionality for prescril>ers to be able to use interstate
sharing query functionality in fRxSentry. The two HUB options in questions is PMPi and RxCheck

hub connections.

2. In Scope

The HID development team will develop code make the adjustments shown above.

HID will need to assist client with testing of other slates

HID will need to add additional states as client moves forward with adding new states

All guides that are Impacted would need to be revised by technical writing

All revised guides would need to be posted on all sites based on technical team who handles
that site.

3. Excluded from Scope

•  No other changes made.

4. Assumptions

Flat fee for all POMP clients is assigned for this project regardless of vendor(s) selected.

Flat fee/standard pricing for standard set-up and maintenance of both vendors.

Annual maintenance fee is billed monthly at ($1,250.00 per month).

Revisions to standard set-up and support could impact fees

Client responsible for notifying users of change.

Client responsible for user training.

5. Constraints

•  HID scheduling around other priorities

Page l of 2



statement of Work #; NH PDMP 2016 - 104-lnterstate Sharing Hub Connections

Fees

(n considering this enhancement/change request, HID had taken into consideration the
modifications that will impact RxSentry. The projected cost to perform the work required to
support this enhancement request is estimated at $40,035 Implemenlalion fee and $15,000
annual maintenance fee. This includes both vendors.

Expiration

This woi1< scope and price are valid for thirty (30) days from the effective date.

Accepted by:

Customer

Authorized Signature

Print Name

Title

Dale

Health Information Designs, LLC

Aq^Mofized Signature

Guy Robert DiSenedetto. Jr.

Print Name

Chief Executive Officer

THIe

June 7. 2016

Date

Page 2 of 2



Enhancement Request: NHPDMP_2016_l03_Daily Reporting

health information

391 Industry Drive ♦ Auburn, AL 36832 ♦ Phone: 334-502-3262 4 Fax: 334-4bb-{35:W/

STATEMENT OF WORK

This Statement of Work (SOW), effective as of January 29. 2016 {SOW Effective Date) is entered into by
and between NH POMP, and Health Information Designs, LLC (HID) and is incorporated into the Master
Agreement (Agreement) between the parties. Certain words are capitalized in this SOW where
grammatical rules would not require capitalization. These terms are defined in the Section in which they
first appear or their definitions are set forth in the Agreement.

1. Description of Work

The HID operational team will begin to accept and process daily upload file reporting of controlled
substances from NH POMP uploaders/dispensers. Operational changes and resources will be
adjusted to accommodate the increased daily activity.

2. In Scope

•  HID will process files received from NH uploaders/dispensers on a daily bases.

•  Records will be searchable within the NH PDMP database within 24 hours of submission for

files received M-F Sam - 5pm ET. File received after hours or on the weekends will be
processed the following business day.

•  All guides that are impacted will be revised by HID technical writing.

•  All revised guides will be posted on appropriate sites.

•  Daily uploads will begin no earlier than September 1, 2016.

3. Excluded from Scope

•  Report Changes

•  File Format changes

•  Application Changes

4. Assumptions

Daily uploads will t>egin no earlier than Septemt)er 1,2016.
Operational and resource adjustment changes only for HID; no development work required.
There will be an annual re-occurring cost associated with this change.

Client responsible for notifying users of change.

Client responsible for user training. • . . - ~

User notifications sent by Client will be shared with HID 10 days in advance of distribution
to users to ensure that the HID Help Desk is aware of external messaging and is staffed
appropriately to handle potential increased call volume and to respond to any questions
they receive.

Page 1 of 2



Enhancemenl Request: NHPDMP_2016J03_Daily Reporting

5. Constraints

♦  None

6. Fee

In considering Ihis enhancement/change request, HiD had taken into consideration the
modifications that will impact RxSentry. The projected minimum cost to perform the work
required to support this enhancemenl request is estimated at $10,000.00. This is an annual re-
occurring cost for the slate.

7. Acceptance

HID acknowledges that Customer will only be liable to pay for this enhancement with the
implementation of the completed task. Acceptance of this estimate is acknowledgment that the
Customer confirms the intent to move forward with this task. The final fee for implementation will
be provided with the Deliverable Acceptance Form for sign off and invoicing.

Accepted by:

Customer Health Information Designs, LLC

Kfumdci/
Aiilhorized Signature ^ Auihorized Signature

Rhonda Grabow

Prinl Name P""' ̂ame
Director, Client Strategy

Title

Date

Title

6/7/2016

Date

Page 2 of 2



health information
designs

CERTIFICATE

Rhett Gibson, do hereby represent and certify that:

(1) I am a Manager of Health inforiTiation Designs, LLC, an Alabama limited liability company {the
"Company").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.

(3) I am duly authorized to issue certificates with respect to the Company.

(4) The signatu.'-e of Guy R. DiBenedetto, Chief Executive Officer, of this Company affixed to any contract
instrument or document shall bind the corporation to the terms and conditions of the contract
instrument or document.

(5) The foregoing signature authority has been in effect since May IS, 2012.

(6) The foregoing signature authority has not been revoked, annulled or amended in any manner
whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Manager of the Company.

[d ̂  , 20 I

Rhett Gibson

STATE OF _ /If/lbQjr]£L

COUNTY OF Lzjl

On this the day of . 2016, before me, Rhett Gibson personally appeared and
acknowledged himself to be Manager of Health Information Designs, LLC, an Alabama limited liability Company,
and that he, as such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREOF, I hereunto set my hand and official seal.

Notary' Public

My Commission Expires: "^CLniLO^y ^Oil

391 Industry- Drive • Auburn. .AL 3G831 • (33<-) .502-3262



Client#: 4137 ANAHO

ACORa. CERTIFICATE OF LIABILITY INSURANCE
DATE (MMflJOYYYY)

5/16/2016

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
certificate does NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT; If the certificate holder is an ADDITIONAL INSURED, the policy(ics) must be endorsed. II SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an ondorsemenL A statement on this certificate docs not confer rights to the
certificate holder in lieu of such cnddrsemenl(s).

Julie Fauik^PROPU<PER

Harmon Dennis Bradshaw, Inc.

334-273-7277

P.O. Box 241667

Montgomery, AL 36124

PHONG 334 517-1839

ifaulkner@hdbinsurance.com

334-273-9197

PRODUCUK ANAHO
CUSTOMGR 10 a:

|RSURCR(S) AFFORDIWG COVCRAGe

INSURER A; Sentinel Insurance Company
wAica

11000
insured

Analytics Holdings, LLC Health

Information Designs, LLC HDI Solutions,

LLC 391 Industry Drive

Auburn, AL 36832

INSURER B: Hartford 29424

INSURER c: Alabama Self Insured Work. Comp
INSURER o: Scntry Insurance a Mutual Comp 24988

INSURER E: Hudson Specialty Insurance Co.
INSURER F: Certain Underwriters at Lloyds,

COVERAGES CERTIFICATE NUMBER; REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT VMTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONOmONS OF SUCH POLICIES. UMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

iSR
tR

TYPE OF mSURANCE

GENERAL LIABIUTV

COMMERCIAL GENeRAL UABlUfTY

CLAIMS-MAOE C3 OCCUR

GENX AGGREGATE LIMIT APPLIES PER;

PRO-
LOCPOLICY JgCT

AUTOMOQILO LIABJLITY

ANY AUTO

ALL OWNED AUTOS

SCHEDULED AUTOS

HIRED AUTOS

NON-OVSNEO AUTOS

VDOL

NSR

UMBRELLA UAB

EXCESS LIAS

OCCUR

CLAIMS-MADE

OeOUCTIBLE

RETENTION t 10.000
WORKERS COMPENSATION
AND EMPLOYERS'UAerUTY

ANY PROPRIETORA>ARTNeR>eXECUT(VEr-^
OFFICEWMEMBERGXCLUOeO? I N|
(Mandatoiy M NH)
Hves dcsotbe under
DESCRIPTION OF OPERATONS below

Professional

Medical Professio

>U8R
WO

N/A

POLICY NUMBER

21UENNE0947

21UENNE0947

21RHUKK9599

637500

637501

9054351

EMT711602

HAH152601

POUCY EFF
MMrporrmo

36/07/2015

36/07/2015

06/07/2015

01/01/2016

01/01/2016

POLICY EXP
finfcuoonnnniT

06/07/2016

06/07/2016

06/07/2016

01/01/2017

01/01/2017

06/07/2015

03/13/2016

06/07/2016

03/13/2017

UMTTS

EACH OCCURRENCE
TKCAZSrrCTtERTEC
PREMISES rEa oocufrencel

MED EXP (Any one per»3n)

PERSONAL t AOV INJURY

GENERAL AGGREGATE

PRODUCTS - COUP/OP AGO

COMSINEO SINGLE LIMIT
(EaacddenQ

BODILY INJURY (Per pcnoa)

BOaUY INJURY (Per aeOocrt)

PROPERTY DAMAGE
(Per acciderA}

EACH OCCURRENCE

AGGREGATE

WCSTATU-
TORYtlMnrS

OTH-

£8_

e.L. EACH ACCIDENT

e.L. OlSEASC - EA EMPLOYEE

E.L. DISEASE - POLICY LIMIT

Si.000.000

S300.000

S10.000

$1,000,000

$2,000,000

$2,000,000

1.000.000

$4.000.000

$4.000.000

>1,000,000

$1,000,000

$1,000,000

$5,000,000

$5,000,000

•SCRJPTION OF OPERATIONS / LOCATTONS/VEHICLES (Attach ACORD 101. Ad<lWo«»al Remarks ScticdMe. H mere spaM b required)

FRTinCATE HOLDER

Proof of Coverage
SHOULD AXY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESCNTATTVE

1
J-/

I

:ORD 25 (2009/09) 1 of 1 ACORD name and logo arc registered marks of ACORD SRL
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CERTIFICATE

1, William M. Gardner, Secretai7 of State of the State of New Hampshire, do hereby

certify that Health Information Designs, LLC doing business in New Hampshire as HID

Alliance, a(n) Alabama limited liability company, registered to , do business in New

Hampshire on January 28, 2014. I further certify that it is in good standing as far as this

office is concerned, having filed the aimual repoilfs) and paid the fees required by law.

In TESTIMONY WHEREOF, ! hereto

set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 14*'' day of June, A.D. 2016

William M. Gardner

Secretary of State



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

June 15,2015

Sarah Blodgett
Acting Executive Director
Office of Professional Licensure and Certification

NH Board of Pharmacy
121 South Fruit Street

Concord, NH 03301

Dear Acting Executive Director Blodgett:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to enter into a sole source agreement with Health
Information Designs, LLC for the purchase of additional functionality to the prescription drug
monitoring system as described below and referenced as DoIT No. 2014-042A.

The purpose of this contract is to add/remove functionality of the database to
allow for dispensers to upload data on a daily basis; to allow practitioners to
query data across state lines through interoperability connections and other "to be
determined" enhancements that will make the application more user friendly and
will be prioritized by Office of Professional Licensure and Certification (OPLC).
The contract amount includes funding for $234,999, increasing the total amount
from $333,569 to $568,568, effective upon the date of Governor and Council
approval through June 30,2019.

A copy of this letter should accompany the OPLC's submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/mh

Contract 2014-042A

cc: Rebecca Bolton, DOIT

Innovative Technologies Todayfor New Hampshire's Tomorrow
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05 STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

J21 South Fruit Street

Concord, NH 03301-2412
Phone:603-271-2350 I Fax:603-271-2856

Board Members

Charles J. Fanaros. R.Ph. • Preshienl

^ Robert J. Stout. R.Ph. . Fice Prcsidau
Helen C. Perwnas. PharmD. R.Ph • Secre.

3 Michael D. Bullek. R.Ph. • Treasurer

3 John R. Genovcse. R.Ph. - Kleniber

^ Car)-J. Merchant. R.Ph.. M.B.A. - Membei
M Hoattior C. hliambargcr - Public Member

Morj^aret A. Cljford. R.Ph.
Paulo L. S'liykil

ChiefCompliance Jaresiigaior
License Clerk

Robert D. Elder. R.Ph.

Compliance Inx-esiigeior

Board Staff

James. M. Queeiion. R.Ph.

Compliance Investigator

Breiida J. Laitgis

Licensing Assistant

Jason R. Richard

Business Administrator

Website: WH'w.nh.gov/phannacy
p/i annacy. boa rd(^t li.gov

E-Mail:

June 5, 2014

Her Excellency, Governor Margaret Wood Hassan
arid the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the State of New Hampshire through the State of New Hampshire Board of
Pharmacy ("NH BOP") to enter a contract with Health Information Designs, LLC (HID)
(VC #703600), of Aubum, Alabama, for a total contract value of $333,569, to purchase and
install a software system and associated services for NH BOP to collect prescription data. The
contract term shall be from Governor and Executive Council approval tlirough January 30, 2019.
The Term may be extended up to two (2) years, ("Extended Temi") at the sole option of the
State, subject to the parties' prior written agreement on applicable fees for each extended term,
up to but not beyond January 30, 2021.

■ Funds are available through a Firm Fixed Price (FFP) Contract agreement totaling
$333,569 for the period between the Effective Date through January 30, 2019. HID shall be
responsible for performing its obligations in accordance with the Contract. This Contract will
allow HID invoicing the State for the contracted activities, deliverables, or milestones at fixed
pricing/rates. The agency Class 102 funds for this contract are 100% Federal.

Funding is available in the following New Hampshire Board of Pharmacy accounts as
follows, with the authority to adjust encumbrances in each of the State fiscal years through the
Budget Office if needed and justified:



Fiscal

Years - CLASS CODE-ACc6uNt COi)E ̂i3J (ACCOUNT) DESC
Amount

2014 05-74-74-743510-33310000- Prescription Drug Monitoring
102-500731 - Contract for Program Services

S51.018

102-500731 - Contract for Program Services

2016 05-74-74-743510-33310000- Prescription Drug Monitoring
102-500731 -Contract for Program Services

$ 60,290

2017 05-74-74-743510-33310000- Prescription Drug Monitoring
102-500731 - Contract for Program Services

$ 60,290

2018 05-74-74-743510-33310000- Prescription Drug Monitoring
102-500731 - Contract for Program Services

$ 60,290

2019 05-74-74-743510-33310000- Prescription Drug Monitoring
102-500731 - Contract for Program Services

5 35,210

Grand Tola $333,565

EXPLANATION

This contract is for the purpose of purchasing and installing a software system and
associated services for NH BOP to collect prescription data for online review by practitioners
and pharmacists and administrative reporting and analysis of data. The information provided to
the State will allow them to help prevent misuse, overuse, abuse and diversion of controlled
prescription drugs in Schedules II through IV. The Controlled Drug Prescription Health and
Safety Program is statutorily mandated (RSA 318-3:32-38).

Through a competitive bidding process. Department of Information Technology issued a
request for bids and received proposals from four vendors. Health Information Designs, LLC
has met all requirements and received.the highest score from the reviewers.

.^t-satnTiittedf'Resnectfu

Charl^^ laras, RPh
President, NH Board of Pharmacy

MRJ



FORM NUMBER P-37( version 1/09)

Subjeci:

STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING

CONTRACT 2014-042 .

AGREEMENT-PART I

BOARD OF PHARMACY PRESCRIPTION MONITORING SYSTEM"

AGREEMENT

The-Stale of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name

Stale of New Hampshire Board of Pharmacy
1.2 State Agency Address

121 South Fruit Street-

Concord, NH 03301-2412 .

1.3 Contractor Name

Health Information Designs, LLC
1.4 Contractor Address

391 Iridustiy Drive, Auburn, AL 36832

1.5 Contractor Phone

Number

(334) 502-3262

1.6 10-07400-33310000 1.7 Completion Date
January 30,2019

1.8 .$333,569

1.9 Contracting OITicer for Slate Agency
Charles J. Fanaras, RPh

1.10 State Agency Telephone Number
(603)271-2350 | Fax: (603) 271-2856

1.1 1 ContractorSignature 1.12 Name and T'lie of Contractor Signatory

Guy Robert DiBcnedetto, Jr., President aind CEO

Acknowledgement: Slate of AkLi/no , County of

On 'Tune , before the undersigned ofncer, personally appeared the person idcntiHed in block 1.12, or satisfactorily
proven to be the person whose name is signed in block MI, and acknowledged that s/he executed this document in the capacity
indicated in block 1.12.

13.1 Signature of Notary Public or Justice of the Peace

[Seal]

LI 3.2 Name and Title ofNotary or Justice of the Peace

T'a.nef f^iclvanpy^ /J
LM Sta BlS. gn 1.15 Name and Title of State Agency Signatory

Charles J. Fanaras, RPh, President.of New Harnpshire Board of
Pharmacy

1.16 Apprbval bythcN.H. Department of Administration, Division of Personnel (ifappjicable)_
• , , • , I

By: Director, On:

17 Appro/aJ by the,Attorney General (fo^. Substance and Execution)

18 Approval by the Governor and Executive Council

By: On:
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Summary Table

2014-042 BOP PMP :

Company Company Address

Software

Solution

30 Pts max

Technical,
Service and PM

Exp and

Approach
20 Pts max

Company
Quaimcatlons

5 Points Max

Staffing
Qualifications

5 Points. Max

I
1
!

Solution Cos^

Solution

Cost Points

40 Pts Max

TOTAL

100 Pts Max

1

Consilience
400 th ave. Suite 340
Waltham MA 02451

:  20.10 14.41 3.98 3.40 $  1.542,125! 6.8 48.7

Optimum

100 E. Campus View
Blvd, Suite

380,Columbus OH

43235

27.52 18.59 4.84 4.68 $  502,120; 20.8 76.4

Appriss
10401 Linn Station Rd.,
Suite 200 Louisville, KY

40233

19.92 14.46 3.58 3.02 , $  261.250l
i

40.0 81.0

Health

Information

391 Industry Drive,
Auburn. AL36832 25.20 18.19 4.86 ■ 4.68 . $  334,507i 31.2 84.2

1 Max Points 84.2

PiOfiBf. Canuil NH ER As»oci6lj», P.A.
CnaUmsn. NH Pfatcipiion Morioring Program Aavisory CourKil
Naw Hampihira MaOical Sociaiv
Cnairmal^, NH Emargartcy Maoieji A Trauma Sarvicai Coordinating Board

Dtnlaa M Nia*

Exacuiiva Oiracior NH Board 0' Uurfir\g
Member o/ ina NH Prejaiptior* f/oniioring Program Adviiory Council arva chair o( iha Implamanlatlon Ccmmitlae

John R Ganovaaa R.Ph.

Clinical Inlormatici Pharmacist
Cheshire Madicat Canter Kaana. NH
Commissioner NH Board ol Pharnacy
Mamoer ol NH Society ol Haalih .System Pharmacists

MemtMt ol American Society of Health Sysiam Pharmacists

Rebecca L; Bolion

Oirecior of Systems Operatioa
New Mampahtre Department of Information Technology

fnichaet Vigiiano
Pharmacist representaftve fo. (he NH Prescription Monitoring Program Advisory Council
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BOARD OF PHARMACY

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AGREEMENT-PART 2

TERMS AND DEFINITIONS

The Ibliowmg general conlracling lefitlS and definitions apply except as spccilically noted elsewhere
in this doeumenl.

Acceptance Notice from the Slate that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests perfonned to determine that no Defects exist in the
application Software or the System

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back
of a document

Audit Trail Capture and

Analysis

Supports the identification and monitoring of activities within an
application or system

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

BOP Board of Pharmacy

CCP Change Control Procedures

CR Change Reouesl

COTS Commercial Off-The-Shelf Software

CM Configuration Management

Certification The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or
process once development has begun.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

-Gomplction-Datc _£ndjdate.for the.CQRlract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure under (he Contract

Contract , This Agreement between the Slate of New Hampshire and a Vendor,
which creates binding obligations for each party to perfomt as
specified in the Contract Documents.

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination
for convenience, or termination for default.
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Contract Documents Documenis that comprise this Contract (Sec Conlracl Agreement,
Section 1.11 ,

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (See Section 4:. Conlracl
Management)

Contracted VcndorA'cndor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Conlracl.

Conversion Test A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS Commercial off the Shelf

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software Software developed by the Vendor specifically for this project for
the Slate of New Hampshire

Data Slate's records, files, forms. Data and other documenis or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

DBA Database Administrator

Dcficicncics/Dcfccts A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or tlie System, not conforming to its
Specifications.

Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands immediate action; Wrillen
Documenlalion - missing significant portions of information or
unintelligible to Stale; Non So/hvare - Services were inadequate and
require re-performance of the Service.

^

Class B Deficiency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
.tojnake-.thc-document-uninteIligible;-A'p/j-5o/?ii'.ar.e.^ervJccs-werc-
dcficient, require reworking, but do not require re-performance of
the Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor
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reworkiniJ and do not require re-performance of the Service.

Deliverable A Dclivcroblc is ony Written, Softvvorc, or Non-Soflworc
Deliverable (letter, report, manual, book, other); provided by the
Vendor to the Stale or under the terms of a Contract requirement.

Deparlmcnt An agency of the State

Department of Information

Tcchnoloev (DoIT)

The Department of Information Technology established under RSA
21 -R by the Letjislature effective September 5. 2008.

Documentation All information that describes the installation, operation, and use of

the Software, either in printed or electronic format.

Digital Signature Guarantees the unaltered state of a file

Effective Date The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive

Council of the State of New Hampshire approves the Contract

Encryption Supports the encoding of data for security purposes

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to. Enhancements
produced by Change Orders

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor's cost
experience in performing the Contract

Fully Loaded Rales arc inclusive of all allowable expenses, including, but not
limited to: meals, hotel/liousing, airfare, car rentals, car mileage, and
out of pocket expenses

GAAP Generally Accepted Accounting Principles

Governor and Executive Council The New Hampshire Governor and Executive Council.

Harvest Software to archive and/or control versions of software

HID Health Information Design

Identification and

Authentication

Supports obtaining information about those parties attempting to log
on to a system or application for security purposes and the validation
of those users

Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT)

I

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to. Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation Ensure the application is protected from buffer overflow, cross-site
scripting, SQE injection, and canonicalization

Intrusion Detection Supports the detection of illegal entrance into a computer system
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Invoking Party In a dispute, the parly believing itself aggrieved ^

Key Project Staff Personnel identified by the Slate and by HID as essential to work
on the Project.

Licensee The State of New Hampshire

Non Exclusive Contract A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract.

Non-Software Deliverables Deliverables that arc not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other
Normal Business Hours Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday

through Friday excluding State of New Hampshire holidays. Stale
holidays are: New Year's Day, Martin Lutlier King Day,
President's Day^ Memorial Day, July 4*^, Labor Day, Veterans Day,
Tlianksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The Stale Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

Operating System System is fully functional, all Data has been loaded into the
Svstem, is available for use by the State in its daily operations.

Operational Operational means, that the System is operating and fully
functional, all Data has been loaded; the System is available for use
by the.State in its daily operations, and the State has issued an
Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is. lower in the Order of Precedence

PMP Prescription Management Program

Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team The group of Stale employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured jn accordance with the Work
Plan on lime, on budget and to the required specifications and
quality

Project Management Plan A document that describes, the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers The persons identified who shall function as the State's and the
-A'cndor'sT-cpresentalive-Avith-rcgard-lO-Rcvtex^^fTd-ATtreptancror
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Staff State personnel assigned to work with the Vendor on the Project
Proposal The submission from a Vendor in response to the Request for a

Proposal or Statement of Work

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether
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■

fixes to Defects have caused errors elsewhere in the
application/process.

Review The process of reviewing Deliverables for Acceptance
Review Period The period set for review of a Deliverable. If none is specified then

the Review Period is five (5) business days.

RFP (Rcqucsl for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Rolc/Privilcgc Management Supports the granting of abilities to users or groups of users of a
computer, application or network

SaaS- Software as a Service Occurs where the COTS application is hosted but the State docs not
own the license or the code. TTie vendor allows the use of the
software as a part of their service.

Schedule The dales described in the Work Plan for deadlines for performance

of Services and other Project events and activities under the Contract

Service Level Agreement (SLA) A signed agreement between the Vendor and the State specifying the
level of Service that is expected of, and provided by, the Vendor
during the term of the Contract.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract

Soft^vare Deliverables COTS Software and Enhancements

Software License Licenses provided to the State under this Contract
Solution The Solution consists of the total Solution, which'includes, without

limitation. Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications Tlie written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards. Documentation, applicable Slate and
federal ;policies, laws and regulations, .State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State STATE is defined as:

New Hampshire board of Pharmacy
121 South Fruit Street

Concord, NH 03301 -2412

and/or

New Hampshire Department of Information Technology
27 Hazcn Drive

Concord, NH 03301
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Reference to the term "Stale" shall include applicable agencies

Slalcmen( of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving.

Stale's Confidcnlial Records State's information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 9.1-A

State Data Any information contained within State systems in electronic or
paper format.

Stale Fiscal ycar(SFY) The New Hampshire State Fiscal Year extends from July T
through June 30"" of the following calendar year

State Project Leader State's representative with regard to Project oversight

State's Project Manager (PM) State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership,, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills m details, clarifies, interprets, or
specifies technical requirements. It must bet (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.

Term -
-Period-ofthe-Gontract-from-the-ElTeGtive-DatMhrough-tepmmation:-

Transition Services Services and support provided when HID is supporting System
changes.

UAT User Acceptance Test

Unit Test Developers create their own lest data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with
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ihe scope of the Project. They create/develop lest cases to connnTj
the System was developed according to speciiic user requirements.
The test cases and scripts/scenarios should be,mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network

Walk Through A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for development

Warranty Period A period of coverage during which HID is responsible for
providing a guarantee for products and Services delivered as
defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Services The Services to be provided by the Vendor during the Warranty
Period.

Work Hours Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed arid Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities. Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on eaeh task.

Written Deliverables Non-Software written deliverable Documcniation (letter, report,

manual, book, other) provided by the Vendor either in paper or
electronic format.

■y
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INTRODUCTION

—niiS'OonlracHs~by~and-bciween-!he-Slflle-or-New-Wampshirej-aciing-lhr/)iigJi_Jhe_Bnarii_fliLEhaniiacy_
(■'Slaie"), and Health information Designs, LLC, an Alabama Corporation, ("HID"), having its principal
place of business at 391 Industry Drive, Auburn, AL 36832.

The purpose of this contract is to purchase and install a software system and associated services for
NH BOP to collect prescription data for online review by practitioners and pharmacists and
administrative reporting and analysis of data. The purpose is to provide information to the State to
allow them to help prevent misuse, overuse and abuse of controlled prescription drugs in Schedules
II through IV. ■ ,

RECITALS

The State desires to have HID provide a Commercial-off-the-shelf Software System, and associated
Services for Board of Phannacy (BC)P);

HID wishes to provide a Commercial-off-the-Shelf Software System and associated Services for the
Stale.

The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1 Contract Documents

This Contract is comprised of the following documents (Contract Documents):

A. Part I - State Terms and Conditions contained in the Form P-37
B. Part 2 - The Contract Agreement |
C. Part 3 - Consolidated Exhibits

Exhibit A- Contract Deliverables
Exhibit Br Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Service
Exhibit F-Testing Services ,
Exhibit G- Maintenance and Support Services
Exhibit H- Requirement Responses
Exhibit I- Work Plan
Exhibit J- Software License and related Tenns
Rxhihit K- Warrantv and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- The Vendor Proposal, by reference
Exhibit O- Certificates apd Attachments
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1.2 Order of Precedence

In ihe evenl of conflici or ambiguity among arty of the ie.\I of the Conlracl Documents, the
following Order of Precedence shall govern:

a. The Sla/e of New Hampshire Terms and Condi/ionSy Form P-37-Contract Agreement
Part I

b. General Con/racl Requirements in Section H of the RFP document.
c. State of NewHampshire, Board of Pharmacy Contract 20M-042.
d. RFP 2014-042 Prescription Monitoring dated November I I, 2013 with addenda 1-4

incorporated; (hen

c. The Vendor's Proposal, dated January 31, 2014.

1.3 Contract Term

The Contract and all obligations of the parlies hereunder shall becptne etTective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to. Governor and Executive Council of the Slate of New Hampshire approval
("Effective Date").

The Contract shall begin on the Effective Date and extend through January 30, 2019. The Term
may be extended up to two (2) years, ("Extended Tenn") at the sole option of the Stale, subject
to the parties prior written agreement on applicable fees for each extended term, up to but not
beyond January 30, 2021.

HID shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require HID to commence work prior to the ElTective Date; however, if HID
commences work prior to the Effective Date and a Notice to Proceed, such work shall be
performed at the sole risk of HID. In the event that the Contract does not become effective, the
State shall be under no obligation to pay HID for any costs incurred or Services performed;
however, if the Contract becomes effective, all cosU incurred prior to the Effective Date shall
be paid under the terms of the Contract.

Time is of the essence in the performance of HID^s obligations under the Contract,

2. COMPENSATION

2.1 Contract Price

Tlie Contract price, method of payment, and terms of payment are identified and more
particularly described in Contract Exhibit B: Price and Payment Schedule.

2.2 Non-Exclusive, Firm Fixed Price Contract

This is a Non-Exclusive, Firm Fixed Price (FFP) Contract with price and term limitations as set
forth in the Contract.

The State reserves the right, at its discretion, to retain other contractors to provide any of (he
Services or Deliverables identified under this procurement or make an award by item, part or
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portion of an item, group of llems, or lolal Proposal. HID shall not be responsible for any delay, act,
~or"OTnissfon"of^ch*ott)cr*conlraclor?ir-exeepHhal-l4IO-shai-l-be-rcspon.siblc_for_any_delay.-acl,_or_
omission of the other contractors if such delay, act, or omission is caused by or due to the fault of
HID.

3. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both HID and
State personnel. HID shall provide all necessary resources to perform its obligations under tlie
Contract. HID shall be responsible for managing the Project to its successful completion.

3.1 The Vendor's Contract Manager

HID shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. HlD's Contract Manager is:

Andrea Hardy

Manager, Business Intelligence & Contract Compliance
PO Box 529. Auburn, AL 36832
Tel: 334-246-5283

Fax: 888-419-1312

Email: andrea.hardy@hidinc.com

3.2 The Vendor's Project Manager

3.2.1 Contract Project Manager
HID shall assign a Project Manager who meets the requirements of the Contract,
including but not limited to, the requirements set forth in the RFP. HlD's selection of the
Contracted Vendor Project Manager shall be subject to the prior written approval of the
State The State's approval process may include, without limitation, at the Slates
discretion, review of the proposed HID Project Manager's resume, qualifications,
references, and background checks, and an interview. The State may require removal or
reassignment of HlD's Project Manager who, in the sole Judgment of the Slate, is found
unacceptable or is not performing to the State's satisfaction.

32 2 HID Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding decisions under (he
Contract, and shall function as HlD's representative for all administrative and
management matters. HlD's Project Manager shall perform the duties required under the
Contract, including, but not limited to, those set forth in Contract Exhibit I, Section 2.
HlD's Project Manager must be available to promptly respond during Normal Businessto inquiries irom the St^c, and"be at ^

j  I u.,_ U.,..#
nUUIS WIUIMI iwu- injuio iv - L r> •

HlD's Project Manager must work diligently and use his/ her best efforts on the Project.

3.2.3 HID shall not change its assignment of HID Project Manager without providing the Slate
written justification and obtaining the prior written approval of the Stale. State appro^ls
for replacement of HlD's Project Manager shall not be unreasonably withheld. Tlte
replacement Project Manager shall have comparable or greater skills than HID Project
Manager being replaced; meet the requirements of the Contract, (including but not
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limited to, the requirements set forth in RFP); and be subject to reference and background
checks described abbve'in Contract Agreement Part 2, Section 3.2.1: Coniraci Project
Manager, and in Contract Agreement Part 2, Section 3.6: Reference and Backfzround
Checks, below. HID shall assign a replacement HID Project Manager within ten (10)
business days of the departure of the prior HID Project Manager, and HID shall continue
during the ten (10) business day period to provide competent Project management
Services through the assignment of a qualified interim HID Project Manager.

3.2.4 "Notwithstanding any other provision of the Contract, the State shall have the option, at its
discretion, to lenninate the Contract, declare HID in default and pursue its remedies at
law and in equity, if HID fails to assign a HID Project Manager meeting the requirements
and terms of the Contract.

3.2.5 The Contracted Vendor Project Manager is:
John Fellon

. POMP Account Operations Manager
PC Box 529

Auburn, AL 36832

Tel; 334-466-3107

Fax: 888-419-1312

Email: john.felton@hidinc.com

3.3 HID Key Project Staff

3.3.1 HID shall assign Key Project Staff who meet the requirements of the Contract, and can
implement the Software Solution meeting the requirements set forth in RFP Appendix C:
Sysfem Requirements and Deliverables, Table C.l: System Requirements and
Deliverables-Vendor Response Checklist. The State may conduct reference and
background checks on HID Key Project Staff. Tlie State reserves the right to require
removal or reassignment of HID's Key Project Staff who are found unacceptable to the
State. Any background checks shall be performed in accordance with the Contract
Agreement Section 4.10: Background Checks.

3.3.2 HID shall not change any HID Key Project Staff commitments without providing the State
written justification and obtaining the prior written approval of the Slate. Stale approvals
for replacement of HID Key Project Staff will not be unreasonably withheld. Tlie
replacement HID Key Project Staff shall have comparable or greater skills than HID Key
Project StalT being replaced; meet the requirements of the Contract, including but not
limited to the requirements set forth in RFP Appendix C: System Requirements and
Deliverables and be subject to reference and"Background"checks descnbea'IrTCorrtfact"
Agreement-Part 2, Section 3.6: Reference and Background Checks,

3.3.3 Notwithstanding any other provision of the Contract to the contraiy, the Slate shall have
the option to terminate the Contract, declare HID in default and to pursue its remedies at
law and in equity, if HID fails to assign Key Project Staff meeting the requirements and
terms of the Contract or if it is dissatisfied with HID's replacement Project staff.
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3.3.3.1 HID Key Project Slaff shall consist of the following individuals in the roles
identified below:

BID'S Key Project Staff:

Key Mcmberfs)

Jim Wilkerson

Clay Jones

Sheila Sullivan

Robbie

Sommervillelmplementation
Manager

John l-ellon

Tom Beard

Steve Espy, RPh

Steve Harrison

Michael Pugh

Connie Lewis

Title

Chief Operations
Officer (Oversight)

Chief Financial Officer

(Oversight)

Director of PDMP

(Oversight)

Project Manager
(Account Manager)

Development Lead

PDMP Training Manager

Call Center Director

(Oversight)

Technical Support
Manager

Director of Technical

Writing

3..4.S.tatc_Cojitract_Managcr

The Stale shall assign-a Contract Manager who shall function as the State s representative with
regard to Contract administration. The State Contract Manager is:

Michelle Ricco Jonas

New Hampshire Board of Pharmacy
121 South Fruit Street^ Concord, NH 03301
Tel: (603) 271-2350
Fax:(603)271-2856
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Eniail ; michelle.ionas@nh.qov

3.5 State Project Manager

The Stale shall assign a Project Manager. The State Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all HIDs;
c. Managing significant issues and risks.

d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The Slate Project Manager is:
Michelle Rico Jonas

New Hampshire Board of Pharmacy
121 South Fruit Street, Concord, NH 03301

Tel: (603) 271-2350

Fax:(603) 271-2856

Email: michelle.ionas@nh.aov

3,6 Reference and Background Checks

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and HID Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement, Part
2-Section 11: Use of Stale's Informotion. Conjidenliality.

4. DELIVERABLES

4.1 Vendor Responsibilities

HID shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a Subcontractor is used.

HID may subcontract Services subject to the provisions of the Contract. HID must submit all
infomiation and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider HID to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all contractual matters,
inclucfing payment of any andTll charges resulting fronfthe Contract.

4.2 Deliverables and Services

HID shall provide the Stale with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

2014-042 BOP Contract Agreement-Part 2
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Upon its submission of a Deliverable or Service, HID represents llial it has performed its
obligations under the Contract associated with the Deliverable or Service.

4.3 Non-Software and Written Deliverables Review and Acceptance

After receiving written Cenification from HID that a Non-Software or Written Deliverable is
final, complete, and. ready for Review, the State will Review the Deliverable to determine
whether it meets the specifications outlined in the contract. Tlie Stale will notify HID in writing
of its Acceptance or rejection of the Deliverable within five (5) business days of the State's
receipt of HID's written Cenification. If the State rejects the Deliverable, the State shall notify
HID of the nature and class of the Deficiency and HID shall correct the Deficiency within the
period identified in the Work Plan, if no period for HID's correction of the Deliverable is

I  identified, HID shall correct the Deficiency in the Deliverable within five (5) business days.
Upon receipt of (he corrected Deliverable, the Slate shall have five (5) business days to review
the Deliverable and notify HID of its Acceptance or rejection thereof, with the option to e.xtcnd.
the Review Period up to five (5) additional business days. If HID fails to correct the Deficiency
within the allotted period of time, the State may. at its option, continue reviewing the
Deliverable and require HID to continue until the Deficiency is corrected, or immediately
terminate the Contract, declare HID in default, and pursue its-remedies at law and in equity.

4.4 Sysfcm/Sofhvare Testing and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in E.xhibil F: Testing Services.

4.5 Security

The Stale must ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of its information technology resources,
information, and services. Stale resources, information, and services must be available on an
ongoing basis, with the appropriate infrastructure and security controls to ensure business
continuity and safeguard State networks. Systems and Data.

IT Security involves all functions pertaining to the securing of State Data,and Systems through
the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All coniponents of the Software shall be reviewed and tested to ensure they protect the Stale s
hardware and software and its related Data assets. See Contract Agreement —Part 3 — Exhibit F.
Testing for detailed information on requirements for Security testing.

5. SOFTWARE

5.1 Software arid Documentation

HID shall provide the State with Software Licenses and Documentation set forth in the Contract,
and particularly described in Exhibit J: Software License and Related Terms.

2014-042 BOP Contract Agreement-Part 2
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Ti.Z Sottware Support and mainiciiancc

HID shall provide ihe Stale with Software support and Maintenance Services set forth in the
Contract, and particularly described in Exhibit J: Software License and Related Terms.

5.3 R^trictions

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of HID'S proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the

third party's business operations, except as permitted herein; or
c. Cause or [jerrnit reverse engineering, disassembly or recompilation of the programs.

5.4 Title

HID must hold the right to allow the State to use the Software or hold all title, right, and interest
in the Software and its associated Documentation

6. WARRANTY

HID shall provide the Warranty and Warranty Services set forth in the Contract, and particularly
described in Exhibit K: Warranty and Warranty Services.

1. SERVICES

HID shall provide the Services required under the Contract Documents. All Services shall meet, and
be perfomied, in accordance with the Specifications.

7.1 Administrative Services

HID shall provide the State with the administrative Services set forth in the Contract, and
particularly described in Exhibit D: y4i//77/n/5/rfl//ve Sen'/ces'.

7.2 Implementation Services

HID shall provide the Slate with the Implementation Services set forth in the Contract, and
particularly described in Exhibit E: Implementation Services.

7.3 Testing Services

HID shall perform testing Services for the Slate set forth in the Contract, and particularly

7.4 Training Services

HID shall provide the Stale with training Services set forth in the Contract, and particularly
described in Exhibit L: Training Services.

2014-042 BOP Contract Agreement-Part 2
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7:S1Vl3^i7rrciran'Cic~aiiti"Siri5port-Sennccs

HID shall provide the Stale with Maintenance and support Services for the Software set forth in
the Contract, and particularly described in Exhibit G: System Maintenance and Support.

8. WORK PLAN DELIVERABLE

HID shall provide the Slate with a Work Plan that shall include, without limitation, a detailed
description of the Schedule, tasks. Deliverables, major milcstcnes, task dependencies, and payment
Schedule.

Tlie initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: IVork
Plan. HID sliall update the Work Plan as necessary, but no less than every two weeks, to accurately
reftect the status of the Project, including without limitation, the Schedule, tasks. Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates to the Work Plan must be
approved by the Slate, in writing, prior to final incorporation into Contract Exhibit I. PVork Plan.
The updated Contract Exhibit I; Work Plan, as approved by the State, is incorporated herein by
reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I. Work Plan shall
not relieve HID from liability to the State for damages resulting from HID's failure to perform its
obligations under the Contract, including, without limitation, performance in accordance with the
Schedule.

In the event of any delay in the Schedule. HID must immediately notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of HID or the Stale causing the
problem; its estimated duration period to reconciliation; specific actions that need to be taken to
correct the problem; and thc.expccted Sclieduie impact on the Project.

In the event additional time is required by HID to correct Deficiencies, the Schedule shall not change
unless previously agreed in writing by the State, except that the Schedule shall automatically extend
on a day-to-day basis to the extent that the delay does not result from HlD's failure to fulfill its
obligations under the Contract. To the extent that the Staters execution of its major tasks takes longer
than described in the Work Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall Itave the option to tenninatc the
Contract for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS
me-StaTe-marma1ce-changes-DrTevisiDns-al-any-time-by-\vritlen-ehange-0rder-T-he-Slate^nginated-
changes or revisions shall be approved by the Department of Information Technology. Within ten

■  (10) business days of HlD's receipt of a Change Order. HID shall advise the State, m detail, of any
impact on cost (e.g., increase or decrease), the proposed timeline. f
statement, HID will work with the State to deHne a mutually agreed upon, detailed Schedule, or the
Work Plan. HID will provide a Statement of Work document, which outlines these details.

2014-042 BOP Contract Agreement-Part 2
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1 )1D mav request a change within-thc scope of the Contract by writlcn-Chanfte Order, idenlifyinc; any
impact on cost, the Schedule, or the Work Plan. The State shall attempt, to respond to HlD's
requested Change Order witliin ten (10) business days. The State Agency, as well as the Department
of information Technology, must approve all Change Orders in writing. The State shall be deemed to
have rejected the Change Order if the parlies arc unable to reach an agreement in writing.

All Change Order requests from HID to the Stale, and the Stale acceptance of HlD's cslimatc for a
Stale requested change, will be acknowledged and responded to, either acceptance or rejection, in
writing. If accepted, the Change Order(s) shall be subject to the Contract amendment process, as
detennined to apply by the State.

10. INTELLECTUAL PROPERTY

Upon successful completion and/or termination of the Implementation of the Project, HID shall own
and hold all, title, and rights , in any Software modifications developed in connection with
performance of obligations under the Contract, or modifications to HID provided Software, and their
associated Documentation including any and all peiTormance enhai'tcing operational plans and the
Vendors', special utilities. HID shall license back to the Stale the right to use such software.
However, the source code, object code will be held in escrow and may only be released to the State
for publishing or other use as defined by the terms of Section 17.

In no event shall HID be precluded from developing for itself, or for others, materials that are
competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under, the Contract. In addition, HfD shall be free to,use its general
knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques that arc
acquired or used in the course of its performance undcrlhis agreement

10.1 State's Data

All rights, title and Interest in Slate Data shall remain with the Stale.

10.2 Vendor's Materials

Subject to the provisions of this Contract, HID may develop for itself, or for others, materials
that are competitive with, or similar to, the Deliverables, in accordance with the confidentiality
provision of this Contract, HID shall not distribute any products containing or disclose any
State Confidential Information. HID shall be free to use its general knowledge, skills and
experience, and any ideas, concepts, know-how, andT^h"nlqoeS"llTat"aTe"actfuired'OT'used"in"the
cQurse of its performance under this Contract, provided that such Is not obtained as the result of
the deliberate memorization of the State Confidential information by HID employees oi| third
party consultants engaged by HID.

Without limiting the foregoing, the parties agree that the-genera! knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but Is not limited to the following: records of grand juries

2014-042 BOP Contract Agreement-Part 2
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aTidTietTrjririesrrccords-of-parolc-and-pardon-bQards^pcr-sonal-^ioolj:ecoj:dS-Of-fiUpils; records
pertaining to internal personnel practices, Hnancial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable infonnalion that is private in nature.

10.3 State Website Cqpyrighl

WWW Copyright and Intellectual Property Rights , rN
All right, title and interest in the Stale WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right title
any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the Slate's copyright.

10.4 Cuslom Sofhvare Source Code

HID shall provide the State with a copy of the source code for the Custom Software, which
shall be subject to the License rights. The State shall receive a worldwide, perpetual,
irrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare
derivative works of any custom developed sofiware. As the software licensed herewithin is
proprietary to HID. the source code will be placed in escrow in as detailed Section 17 of this
agreement and will only be released to the Stale in accordance with those terms.

10.5 Survival

This Contract Agreement Section 10: Jnlelleclual Property shaW survive the termination of the
Contract.

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 Use of Stale's Information

In performing its obligations under the Contract. HID may gain access to infomation of the
State, including State Confidential Infonnalion. "State Confidential Information shall include,
but not be limited to, infonnalion exempted from public disclosure
Chapter 91-A: Access to Public Records and Meetings e.g. RSA Chapter 9I-A. 5
Exemptions). HID shall not use the State Confidential Information dcveloi^d or obtained
during the perfonnance of, or acquired, or developed by reason of the Contract, except as
directly connected to and necessary for HlD's performance under the Contract.

11.2 StateConfidcntiallnformation

' HID shall mainlain Ihe conndenlialily of and prelect from f
p.uhlicafbn.jtndj'fipLoduclLQDj.cQLLecUxeJy.^lcdtoia^lL^
becomes available to HID in connection with its performance under the Contract, regardless of
its form.

Subject to applicable federal or Stale laws and regulations. Confidential Information shall not
include informalion which: (i) shall have otherwise become publicly available other

2014-042 BOP Contract Agreemcnt-Parl 2
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fe^rofaisciosure Dy the receiving pany m DreacifliereoOTil) \vas dl^ClosedTTthCTeceivin^
party on a non-confidential basis from a source other than the disclosing party, which the
receiving party believes is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is developed by the receiving party
independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent ot the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval of
the State. HID shall immediately notify the State if any request, subpoena or other legal process
is served upon HID regarding the State Confidential Information, and HID shall cooperate with
the Slate in any effort the State undeilakes to contest the request, subpoena or other legal
process, at no additional cost to the State.

In the event of the unauthorized release of Slate Confidential Information, HID shall
immediately notify the State, and the Stale may immediately be ̂entitled to pursue any remedy
at law and in equity, including, but not limited to, injunctive relief.

11.3 Vendor Confidential Informafion

Insofar as .HID seeks to maintain the confidentiality of its confidential or proprietary
information, HID must clearly identify in writing all information it claims to be confidential or
proprietary. Notwithstanding the foregoing, the State acknowledges that HID considers the
Software and Documentation to be Confidential Information. HID acknowledges that the State
is subject to Slate and federal laws governing disclosure of information including, but not
limited to, RSA Chapter 91-A. The State shall maintain the confidentiality of the identified
Confidential Information insofar as it is consistent with applicable Stale and federal laws or
regulations, including but not limited to, RSA Chapter 91-A. In the event the State receives a
request for the infonnation identified by HID as confidential, the State shall notify HID and
specify the date the State will be releasing the requested information. At the request of the
State, HID shall cooperate and assist the State with the collection and review of HID's
information, at no additional expense to the Stale. Any effort to prohibit or enjoin the release
of the infonnation shall be HID's sole responsibility and at HID's sole expense. If HID fails to
obtain a court order enjoining the disclosure, the State shall release the information on the date
specified in the State's notice to HID, without any liability to HID.

11.4 Survival

This Contract Agreement Section 1 1, Use of Sfale's Information, ConJidenfialUy, shall survive
. termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1 State
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Snbjccl~to~^pp^icablc^aws-flnd--^eguIa(ions—in-nG-cvGni-£haH-lhe_Sb3ic_b£_ljabie_Jiu"_axiy_
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to HID shall not exceed the total Contract
price set forth in Contract Agreement, Section 1.8 of the Conlraci Agreement —Part hGeneiai
Provisions.

Notwithstanding the foregoing and any provision of this Contract to the contrary, in no event
does the State waive its sovereign immunity or any applicable defenses or immunities.

12.2 HID

Subject to applicable laws and regulations, in no event shall HID be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and HID s liability
to the Stale shall not exceed two times (2X) the total Contract price set forth in Contract
Agreement, Section 1.8 of \\\t Contract Agreement-Part 1-General Provisions.

Notwithstanding the foregoing, the limitation of liability in this SOW Section 12.2 shall not
apply to HID's indemnification obligations set forth in the Contract Agreement Part I-Section
13; Indemnification and confidentiality obligations in Contract Agreement-Part 2- Section 1 1.
Use ofState's Information^ Confidentiality, which shall be unlimited.

12.3 Stale's Immunity
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver
of the sovereign immunity of the State, which immunity is hereby reserved to the Slate. This
covenant shall survive termination or Contract conclusion.

12.4 Survival

Tills Contract Agreement- Part 2-Seclion 12: Limitation ofLiability shsW survive termination or
Contract conclusion.
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13. TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 Termination for Default

Any one or more of the following acts or omissions of HID shall constitute an event of default
hereundcr ("Event of Default'")

a. Failure to perfomi the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure lb perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the Stale may take any one or more, or
all, of the following actions:

fl. Unless otherwise provided in the Contract, the Slate shall provide HID written
notice of default and require it to be remedied within, in the absence of a greater or
lesser specification of lime, within thirty (30) days from the date of notice, unless
otherwise indicated within by the State ("Cure Period"). If HID fails to cure the
default within the Cure Period, the Stale may terminate the Contract effective two
(2) days after giving HID notice of termination, at its sole discretion, treat the
Contract as breached and pursue its remedies at law or in equity or both.

b. Give HID a written notice specifying the Event of Default and suspending all
payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to HID during the period from the
dale of such notice until such time as the State determines that HID has cured the

Event of Default shall never be paid to HID.

c. Set ofT against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

c. Procure Services that are the subject of the Contract from another source and HID
shall be liable for reimbursing the State for the replacement Services, and all
administrative costs directly related to the replacement of the Contract and
procur4ng-the-Sei:v.iccs-fxom.anollier_source,_such.as_CQStsjif_cQmpfi.litiy£_hitl£iiiig,_
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall
cure the default within thirty (30) days.
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b. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subcontracts related to the work which has been terminated and settle

all outstanding liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the Slate to the extent
required, which approval or ratification shall be final for the purpose of this
Section;

c. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of HID and in which the
State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the extent

directed by the State, any property which is required to be furnished to the State
and which has been accepted or requested by the State; and

c. Provide written Certification to the State that HID has surrendered to the Stale ail

said property.

f. Assist in Transition Services, as reasonably requested by the .Slate at no additional
cost.

14. CHANGE OF OWNERSHIP

In the event that HID should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with HID, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with HID, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without
liability to HID, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS
15.1 HID shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights, or

duties under the Contract without the prior written consent of the Stale., Such consent shall not
be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer
made without the State's prior written consent shall be null and void, and may constitute an
event of default at the sole discretion of the State.

I

15.2 HID shall remain wholly responsible for performance of the enfire Contract even if assignees,
delegates Subcontractors, or other transferees ("Assigns") are used, unless otherwise agreed to

s_aud_

liabilities under the Contract from the Effective Dale. In the absence of a written assumption of
full obligations and liabilities of the Contract, any permitted assignment, delegation,
subcontract, or other transfer shall neither relieve HID of any of its obligations under the
Contract nor affect any remedies available to llie State against HID that may arise from any
event of default of the provisions of the contract. The State shall consider HID to be the sole

2014-042 BOP Contract Agreement-Part 2
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j-j^-^—^Jeiwilhslanding ihc foregoing, nolhing. hcrf^in rnnlaincd siiall be deemed to constitute
a vvaiverof ihe sovereign immunily of the Stale, which immunity is hereby reserved to
the Slate. This covenant shall survive termination or Contract Conclusion.

13.2 Termination for Convenience

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to HID. In the event of a termination for
convenience, the State shall pay HID the agreed upon price, if separately stated in this
Contract for Deliverables for which Acceptance has been given by the State. Amounts
for Services or Deliverables provided prior to the date of termination for which no
separate price is staled under the Contract shall be paid, in whole or in part, generally in
accordance with Contract Exhibit B, Price and Payment Schedule, of the Contract. '

13.2.2 During the thirty (30) day period, HID shall wind down and cease Services as quickly
and efficiently as reasonably possible, without performing unnecessary Services or
activities and by minimizing negative effects on the State from such winding down and
cessation of Services.

13.3 Termination for Conflict of Interest

13.3.1 The State may terminate the Contract by written notice if it determines that a conflict
of interest e.xists, including but not limited to, a violation by any of the parties hereto
of applicable laws, regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay ail other contracted
payments that would have become, due and payable if HID did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is lenninated as provided above pursuant to a violation by
HID, the Stale shall be entitled to pursue the same remedies against HID as it could
pursue in the event of a default of the Contract by HID.

13.4 Termination Procedure

13 4 1 Upon terminalion of the Contract, the Slate, in addition to any other rights provided
in the Contract, may require HID to deliver to the State any prope^, including^.. " " )n, Soflwaic mrmyfrth'e'C.ontract

as has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State,
HID shall: •- j • .u

a. Stop work under the Contract on the date, and to the extent specified, in the notice,

2014-042 BOP Contract Agreement-Part 2
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poim-ofT:Dnlact-wilhTcgard-to-aH-con(ractufll-moHefSr4nG]iJding-payme«l-of-any-aad^i_charges.
resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit HID from assigning the Contract to
the successor of all or substantially all of the assets or business of HID provided that the
successor fully.assumes in writing all,obligations and responsibilities under the Contract, in the
event that HID should change ownership, as pennilted under this Contract Agreement Part 2,

.  Section \ A: Change of_ Ownership, the Stale shall have the option to continue under the
Contract with HID, its successors or assigns for the full remaining tenn of the Contract;
continue under the Contract with HID, its successors or assigns for such pcnod of time as
determined necessao- by the State; or immediately terminating the Contract without liability to
HID, its successors or assigns.

16. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "Invoking Party'-) shall call for progressive management involvement

.  in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
10 the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as speciHed below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE

ATi.6ttED TIME

Primary John Fellon, Project
Manager

Miciiellc Ricco Jonas, State
Project Manager (PM)

7 Business Days

First G. Robert DiBcncdctto,

Jr., President and CEO

Charles Fanaras, RPh

NH Board of Pharmacy

President

8 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is^
i^CEK^-by"llT^J^tlTeT"partyrSabset|uent-a1lotted-timcis:days-from-the-date-that-the-onginaHnvolang
Party's notice is received by the other party.

17. ESCROW OF CODE

HID will enter into a source and configuration code escrow agreement, with a State approved escrow
agent. The escrow agreement requires HID to put the Contracted Vendor Software source and
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e'shaH-beTdeasedtoihe'Siateif uiie-uf iheTbilowinu-
cvcnis has occurred:

a. the Vendor has made an assignment for the benefit of creditors;
b. the Vendor institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind;
c. a receiver or similar officer has been appointed to take charge of all or part of the Vendor's

assets; or

d. the Vendor or its Subcontractor terminates its maintenance and operations support Services for
the State for the Software or has ceased supporting and maintaining the Software for the State,
whether due to its ceasing to conduct business generally or otherwise.

18. GENERAL PROVISIONS

18.1 Travel Expenses

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

• Tlie Vendor must assume all travel and related expenses by "fully loading" the proposed labor
rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses.'

18.2 Shipping and Delivery Fee Exemption

Tlie State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

18.3 Project Workspace and Office Equipment

The State agency will work with HID to determine the requirements for providing all necessary
workspace and office equipment, including desktop computers for H ID'S staff.

r

18.4 Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable State and federal laws
and regulations and restrictions imposed by third parties upon the State, the State shall provide
HID with access to all program files, libraries, persona! computer-based systems, software
packages; network systems, security systems, and hardware as required to complete contracted
services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow HID to perform its obligations under the Contract.

18.5 Required Work Procedures ~

Ail work done must conform to standards and procedures established by the Department of
Information Technology and the Stale.

18.6 Computer Use

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, sofiware maintained or operated by any of the State entities, systems,
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-equipmcnlT—Bocumcnlalionr-Hnfor-mauon,-rcpod5,—QJ—data of any kind (heremaller
'Information"), HID understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modincalton, or
disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall HID access or atiempl to access any
information without having the express authority to do so.

c. that at no time shall HID access or attempt to access any information in a manner
inconsistent with the approved policies, procedures, and /or agreements relating to
system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied
shared: distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times HID must use utmost care to protect and keep such software snc y
confidential in accordance with the license or any other Agreement executed by the
Slate. Only equipment or software owned, licensed, or being evaluated by the State, can
be used by HID. . personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

c  That if HID is found to be in violation of any of the above-slated rules, the User may
face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

18.7 Email Use

Mail and olher electronic communication messaging systems are S'ate of New
Hampshire property and are to be used for business purposes only. Email .s defined ̂
■'internal Email systems" or "State-funded Email systems", HID understand.and agree that use
of email shall follow State standard policy (available upon request).

18.8 Intcrnet/Infranct Use ■ ■ 1
The Internet/Intranet is to be used for access to and distribution of information in directsupport of the business of the State of New Hampshire according to State standard policy
(available upon request).

.-18.9-RcguIatot^-Gov.ernmcnt_ApproyaIs.
hid shall'o'btain all necessaiy and applicable-regulatory or other governmental approvals
necessary to perform its obligations under the Contract.

18.10 Force Majcurc ^ . .
\  Neither HID nor the State shall be responsible for delays or failures m |x:rformance ^suitingmorn events beyond the control of such party and without fault or negl|gence of such party^

Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and
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Of War, epidemics, acts ol (.jovemmenl, lire, power tailures. nuclear accidents, earlliqu;ikes,
and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include HID's inability
to hire or provide personnel needed for HID's performance under the Contract.

18.11 Insurance

18.11.1 HID Insurance Requirement

See Contract Agreement Part l-Form P-37 Section 14.

18.11.2 Tlie ACORD Insurance Certificate should.note the Certificate Holder in the lower

left hand block including State of New Hampshire, Department Name, name of the
individual responsible for the funding of the contracts and his/lier address.

18.12 Exhibits

The E.xhibits referred to, in and attached to,the Contract are incorporated by reference as if
fully included in the te.xt.

18.13 Venue and Jurisdiction

Any action on the Contract may only be brought in the Slate of New Hampshire Merrimack
County Superior Court.

18.14 Survival

The terms, conditions and warranties contained in the Contract that by their context are

intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the tenns of the Contract Agreemunt
Exhibit D Section 3: Recordsj Retention and Access Requirements, Contract Agreement
Exhibit D Section 4: Accowiting Requirements, and Contract Agreement Part 2-Section ! I:
Use of State 's Information. Confidentiality and Contract Agreement Part 1- Section 13:
Indemnification which shall all survive the termination of the Contract.
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-lr^El::lVI?I^i3fcES7M11jEST-eNE-S-A-NB-A^WT-{£S ^ ^

HID shall provide the State with the PMP System which will meet and perform in accordance with the
Specifications and Deliverables that are in accordance with the time frames in the Work Plan.

Prior to the commencement of work on Non-Software and Written Deliverables. HID shall provide to the
State a template, table of contents, or agenda for Review and prior approval by the State.

The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally accepting
a Deliverable, the Slate reserves the right .to reject any and all Deliverables in the event the State detects
any Deficiency in the System, in whole or in part, through completion of all Acceptance Testing,
including but not limited to, Software/System Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule, Pricing will be effective for
the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

• 2.1 Implemcntalion Schedule-Activities/Deliverables/Milestones
Table 2.1 Deliverables HID Response Checklist

Note Tliese dates assume a June 4'"* Governor and Council Approval. Dates will be moved
automatically if contract receives a subsequent approval.

Activity, Deliverable or Milestone Deliverable Type Date

Conduct Project KickolTMecting Non-Software June 9-10, 2014

Status Meetings Non-Software
Weekly,

Tuesdays

Work Plan Written June 10-30, 2014

Conduct Rescarcli And Requirements
Validation

Non-Software
June 14-22, 2014

Requirements Analysis Report Written June 22, 2014

Security Testing and Documentation
Non-Software and

Written

June 22-24, 2014

and July 16-
Scptembcr 22,

■  - -201-4

'Conduct Technical and Information
Architecture Review And Develop Plan

Non-Software
June 9-September

10, 2014

Information Map and Navigation Plan Written June 2-18, 2014

Database Architecture and Data Dictionary Written June 10-15,2014

Design Documentation Written June 14-22,2014

2014-042 Exhibit A Contract Deliverables
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User Acceptance Testing and all Test Result Non-Soft ware and July 22-Septernber

Doc.u mentation Written 22, 20 M

End User Training and Documentation
Non-Sofiwarc and

• Written

September 21-23,
2014

3. TRAINING DELIVERABLES

Training will be in accordance with the requirements set forth in Contract Exhibit L: Training
Services and the Schedule established by the iVork Plan, Contract Exhibit I. AH pricing has been
cslablished in Contract Exhibit B: Price andPayineni Schedule.

4. SOFTWARE LICENSES

Software Licenses for are set forth in Contract Exhibit J: Software License and associated pricing is
established in Contract Exhibit B: Price and Paywent Schedule.

20M-042 Exhibit A Contract Deliverables
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1. DELIVERABLE PAYMENT SCHEDULE

M Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $333,569 for the period between the Effective
Date through January 30. 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following
activities. Deliverables, or milestones at fixed pricing/rates appearing in the price and payment
tables below:

Table B-1 Deliverables HID Response Checklist

Activity, Deliverable or

Milestone

Deliverable

Type

COST

Conduct Project Kickoff
Meeting

Non-Software
$3,484

Status Meetings Noii-Softwarc $929

Work Plan Written $523

Conduct Research And
Requirements Validation

Non-Software
$961

Requirements Analysis Report Written $602

Security Testing and
Documentation

Non-Software

and Written

$1046

Conduct Technical and
Information Architecture

Review And Develop Plan

Non-Software

$1,769

Information Map and
Navigation Plan

Written
$523

Database Architecture and Data

Dictionary
Written

$680

Design Documentation Written $523

User Acceptance Testing and all
Test Result Documentation

Non-Soft ware

and Written

$1,046

~-0nd"Uscr"Training*and
Documentation

~Non=SaflwaTC-

and Written

$1,569

TOTAL
$13,656

2014-042 Exhibit B-Price and Payment Schedule
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T3T2 Future HlXTl^tcs Worlislicet

Table B-2: Future HID Rates Worksheet

Position Title
N

SFY

2015

SFY

2016

SFY

20X7

SFY

2018

Implementation Manager $54.22 $54.22 $54.22 $54.22

Account Manager $54.22 $54.22 $54.22 $54.22

Analysis & Reporting
Manager

$48.46 $48.46 $48.46 $48.46

Technical Lead $93.38 $93.38 $93.38 $93.38

Information Systems
Manager

$38.18 $38.18 $38.18 $38.18

Director of Technical

Writing
$49.40 $49.40 $49.40 $49.40

Call Center/Help Desk $49.40 $49.40 $49.40 $49.40

PMP Technical Support
Manager

$21.18 $21.18 $21.18 $21.18

Trainer $93.39 $93.39 $93.39 $93.39

B-3 Software Licensing, Maintenance, and Support Pricing Worksheet

Table B-3: Software Licensing, Maintenance, and Suppoirt Pricing Worksheet

Software Maintain

SFY 14

Maintai.

n

SFY 15

Maintaiu

SFY 16

Maintain

SFY 17

Maintain.

SFV18

.Maintain

SFY 19

RxSentry SW $ 26,125 $1,500 $  1,500 $  1,500 $  1,500 $  875

Progress SW $  3,300

$  005

TOTALS $ 30,420 $1,500 $ L500 $  1,500 $  1,500 $  875

Grand TOTAL $37,295

20M-042 Exhibit B-Pricc and Payment Schedule
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B-4 Hosting, Maintenance, and Support Pricing Worksheet

Table B-4: Hosting, Maintenance, and Support Pricing Worksheet

HOSTED

SERVICES

SFY 2014 SFV2015 SFY 2016 SFY 2017 SFY-2018 *SFY 2019

Web Site

Hosting Fee*

$  138 $ 1,215 $ 1,068 $ 1,068 $ 1,068 $ 623

Technical

Support and

updates

$ 3,210 S 31,374 $ 28,922 $ 28,922 $ 28,922 $  16,912

Maintenance

and Updates

$ 3,594 $ 32,382 $ 28,800 $ 28,800 $ 28,800 $ 16,800

Subtotal $ 6,942 $ 64,971 ;^8,790 > $ 58,790 $ 58,790 $ 34,335

TOTAL S 282,618

** Based on a comract end dale of January 30, 2019

Table B-5 Cost Summary

SFY 2014 SFY 2015 SFY 2016 SFY 2017 SFY 2018 SFY 2019

Table B-1 $ 13,656 $ 0 $ 0 $ 0 $ 0 $ 0

2014-042 Exhibit B-Price and Payment Schedule
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"DcHvcrablCT

Table 13-3 SW

Licensing,

Maintenance «&

Support

$30,420

Table 13-4

Hosting,

Maintenance &

Support

TOTALS

GRAND

TOTAL

$ 6,942

$ 51,018

$ 1.500 $  1.500

$ 64,971 $ 58,790

$ 66,471 $ 60,290

$ 1,500 $ 1,500 $ 875

$ 58,790 1'58,7.90 $ 34,335

$ 60,290 $ 60,290 $35,210

S 333,569

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $333,569 ('Total
Contract Price"). Tlie payment by the State of the total Contract price shall be the only, and the complete
reimbursement to HID for all fees and expenses, of whatever nature, incurred by HID in the performance
hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

HID shall submit correct invoices to the State for all amounts to be paid by the State. All invoices submitted
shall be subject to the State's prior written approval, which shall not be unreasonably withheld. HID shall
only submit invoices for Services or Deliverables as permitted by the Contract. Invoices must be in a format
as determined by the State and contain detailed infonnation, including without limitation: iteniization of
each Deliverable and identification of the Deliverable for which payment is sought, and the Acceptance
aatytn'^ermg such payment; date ofdellvery and/or InstallaTion; moritlily maintenance charges; any otHer"
Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed Invoice within thiily (30) days of invoice receipt. Invoices will not be backdated
and shall be promptly dispatched.

2014-042 Exhibit B-Price and Payment Schedule
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PRICE AND PAYMENT SCHEDULE

lnvnir.p.<: shall he sp.nl in:

State of New,Hampshire Board of Pharmacy

121 South Fruit Street

Concord, NH 03301-2412

4. PAYMENT ADDRESS

All payments shall be sent to the following address: -

Health Information Designs, LLC
Susie McGuirc, Controller

PC Box 529, Auburn, AL 36832

5. OVERPAYMENTS TO HID

hid siiallpromptly, but no later than riftecn (15) business days, return to the Slate the full amount of any
overpayment or erroneous payment upon discovery or notice from the Slate.

6. CREDITS

The State may apply credits due to the Stale arising out of this Contract, against HID's invoices with
appropriate information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software license fees,
as set forth in the Payment Table above, until successful conclusion of the Warranty Period.

2014-042 Exhibit B-Price and Payment Schedule
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SPECIAL PROVISIONS

I ■ Form P-37 Seclion 17. NOTfCE- Replace nolificalion to the addressed parlies on Contract Agreement
Part I - Section 17 at the addresses given in blocks 1.2 and 1.4 of the Form P-37, to notify the parties below;

Notice

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the lime of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO HID;

Health Information Designs, LLC
Kathleen Sabo

Director of Business Development

PO Box 529, Auburn, AL 36832
Tel; (334)466-3031

TO STATE;

State of New Hampshire
Board of Pharmacy

Prescription Drug Monitoring Program
121 South Fruit Street

Concord, NH 03301-2412
fel; (603) 271-2350

2. Form P-37 Section 14. INSURANCE

Both parties agree to amend section 14.1.1 of the Contract 2014-042 in order to show the amount of insurance
is in agreement with HID's coverage currently in force for comprehensive general liability in the amount of
$1.000,OOOfor each occurrence and the excess/umbrella liability in the amount of $4,000,000 for each
occurrence.

3. EXTENSION

This agreement has the option for a potential extension up to two (2) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parlies and approval of the Governor and
Council.

2014-042 Exhibit C-Special Provisions
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EXHIBIT D

ADMINISTRATIVE SERVICES

1. STATE MEETINGS AND REPORTS

The Stale believes that effective communication and reporting are essential to Project success.

HID Key Project Staff shall participate in meetings as requested by the State, in accordance with the
requirements and terms of this Contract.

a. Introductory Meeting: Participants will include HID Key Project Staff and State Project leaders
from both the Board of Pharmacy and the Department of Information Technology. This meeting will
enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and HID Project Teams and major stakeholders.
This meeting is to establish'a sound foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimum, the HID Project Manager and the State
Project Manager. These meetings will be conducted at least every two weeks and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error repiort from HID shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a Bi Weekly
basis, in accordance with the Contract.

c. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from HID and the State. Discussion will
focus on lessons learned from the Project and on follow up options that the Slate may. wish to
consider.

The State expects HID to prepare agendas and background for and minutes of meetings. Background for
, each status meeting must- include an updated Work Plan. Drafting of formal presentations, such as a
presentation for the kickoff meeting, will also be HID's responsibility.

The HID Project Manager or HID Key Project Staff shall submit every two weeks status re^rts m
accordance with the Schedule and tenns of this Contract. All, status reports shall be prepared in formats
approved by the State. Tlie HID's Project Manager shall assist the States Project Manager or itself
produce reports related to Project Management as reasonably requested by the Stale, all at no additional
cost to the Slate HID shall produce Project status reports, which shall contain, at a minimum, the
following:

1. Project status related to the Work Plan;
2. Deliverable status;

3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and

6. Issues and concerns requiring resolution.
7. Report and remedies in case of falling behind Schedule
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As reasonably requested by the State, HID shall provide the State with information or reports regarding the
Project. HID shall prepare special reports and presentations relating to Project Management, and shall
assist the Slate in preparing reports and presentations, as reasonably requested by the State, all at no
additional cost to the State.

2. STATE-OWNED DOCUMENTS AND DATA

HID shall provide the State access to all documents. Stale Data, materials, reports, and other work in
progress relating to the Contract ("State Owned Documents"). Upon expiration or termination of the
Contract with the Slate, HID shall turn over all State-owned documents, material, reports, and work in
progress relating to the Contract to the State at no additional cost to the State. State-owned Documents must
be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

, HID shall agree to the conditions of ail applicable State and federal laws and regulations, which are
incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
CoiUracfor Records Relenlion.

HID and its Subcontractors shall maintain books, records, documents, and other evidence of accounting
procedures and practices, which properly and sufficiently reflect all direct and iiidirect costs invoiced in
the performance of their respective obligations under the Contract. HID and its Subcontractors shall retain
all such records for three (3) years following termination of the Contract, including any extensions.
Records relating to any litigation matters regarding the Contract shall be kept for one (1) year following
the tennihation of all litigation, including the termination of all appeals or the expiration of the appeal
period.

Upon prior notice and subject to reasonable lime frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so authorized
by law, rule, regulation or Contract, as applicable. Access to these items shall be provided within
Merrimack County of the State of New Hampshire, unless otherwise agreed by the State. Delivery of and
access to such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (I) year term following litigation relating to the Contract, including
all appeals or the expiration of the appeal period. HID shall include the record retention and review
requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to HID's cost structure and profit factors shall be excluded from the Stale's review
nnicss*the"cost"of'any"Other*Serviccs"or-Deliverables-provided-under-lhe-<9ontr-act-is-calGulatGd-or-dcrivcd—
from the cost structure or profit factors.

4: ACCOUNTING REQUIREMENTS

HID shall maintain an accounting system in accordance with generally accepted accounting principles.
The costs applicable to the Contract shall-be asccrtainable. from the accounting system and HID shall
maintain records pertaining to the Services and all other costs and expenditures.
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-^rwoRK-iToms-

HID personnel shall work normal business hours between 8:00 am and 5:00 pm, eight (8) hour days forty
(40) hour weeks, excluding State ofNew Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.
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HID shall provide ihe Stale with the loliowmj^services sei fonh in ConlraU EaIiiUiI A.

J. IMPLEMENTATION STRATEGY

1.1 Key Components

A. HID shall employ an Implementalion strategy with a timeline set forth in accordance
with the Work Plan:

B. HID and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

C The HID team will provide training templates as defined in the Training Plan, which
will be customized to address the State's specific requirements.

D. Decisions regarding format, content, style, and presentation shall be made early on in
the process, by the State, providing sufficient time for development of material as
functionality is defined and configured.

E. HID shall utilize an approach that fosters and requires the participation of Stale
resources, uses their business expertise to assist with the configuration of the
applications, and prepares the State to assume responsibility for and ownership of the
new system. A focus on technology transition shall be deemed a priority.

F. HID shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within
the Project Team, and report status.

G. HID shall adopt an Implementation lime-line aligned with the State s required time
line.

1.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project (ask and
resource plans will be established for: the preliminaiy training plan, the change management plan,
communication approaches. Project standards and procedures finalized, and team training
initiated. HID's Project management tracking software and processes will be used for managing
the Project.

1.2.1 Implementation

Timing will be structured to recognize intcrdepcndencics between applications and structure a
cost effective and timely execution.

Processes will be documented, training established, and the application will be ready for.
Implementation in accordance with the State's schedule.
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Implementaiion shall be piloted in one area/office to refine liie (raining and iiiipleiMcmalion
approach, or the Stale shall choose a one-lime statewide Implementation.

1.2.2 Change Management and Training
HID's change management and training services shall be focused on developing chanp
management and training strategies and plans. Us approach relies on Stale resources for the
e.\ecution of the change management and end user training.

I. SECURITY

HID shall ensure that appropriate levels of security are implemented and maintained in order to protect
the integrity and reliability of the State's Information Technology resources, information, and semc^.
Security requirements are defined in Appendix C-2 of the Request for Proposal. HID sl^ll provide the
Slate resources, information, and Services on an ongoing basis, with the appropnate infrastructure and
security controls to ensure business continuity and to safeguard the confidentiality and integrity, of Stale
networks; Systems and Data.
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TriDlHa]} provide Ihe foiiowmg Products and'Services dercTtbc^in-lliis-ExiTibit-FrincIiidingHjul-noHimiled-
lo:

1. TESTING AND ACCEPTANCE

HID shall bear all responsibililies for the full suite of Test Planning and preparation throughoul the
Project. HID will also provide training as necessary to the State staff responsible for lest activities. HID
shall be responsible for ail aspects of testing contained in the Acceptance Test Plan including support, at
no additional cost, during User Acceptance Test conducted by the State and the testing of the training
materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be preparcd.for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests. System Integration Tests, Conversion Tests, Installation tests, Regression tests. Performance
Tuning and Stress tests. Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, HID shall provide a mechanism for reporting actual test results vs. expected results and for the
resolution and tracking of all errors and problems identified during test execution. HID shall also correct
Deficiencies and support required re-testing.

I.l Test Planning and Preparation

HID shall provide the Stale with an overall Test Plan that will guide all testing. Tlie HID provided.
State approved, Test Plan will include, at a minimum, identification, preparation, and Documentation
of planned testing, a requirements traceability matrix, test variants, test scenarios, test cases, lest
scripts, test Data, test phases, unit tests (as appropriate), expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems identified during lest
execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, Slate testing will commence upon HID's Project Manager s Certification, in writing, thai
HID's own staff has successfully executed all prerequisite HID testing, along with reporting the
aclual-tcsting--resuUSj-prior-to-lhe~sfarl..of.any-Jcsling..executed_b.y„StateLSlafC._.Ih5.5.late wU[_be_.
presented with a State approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data,
and expected results.

The State will commence its testing within live (5) business days of receiving Certification from HID
that the State's personnel have been trained and the System is Installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an environment independent
from HID's development environment. HID must assist the Slate with testing in accordance with the
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Ti;sl-Plan-and-lhc-WorkH^l.anruliliang-l6Sl-3nd-liv&-DalaJQ-vaUdam£P9Tls. and conduct stress and
performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user, training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the Sac.

HID must demonstrate that their testing methodology can be integrated with the Slate standard
methodology.

1.2 Unit Testing . r u u

In Unit testing. HID shall test the application components on an individual
inputs outputs, and processing logic of each application component functions without errors. Unit
testing is performed in either the development environment or a testing environment.

The goal is to find errors in the smallest unit ofsoftwafe before logically linking it into largw units,
if su'Issful! subsequent testing should only reveal errors related to the integration between
applicaiion modules.

The HID developer, who is responsible for a specific unit of work, will be responsible for conducting
the unit testing of iheir modules.

Unit Testing will largely focus on ihe Data Inlerfacc^Conversion aspects of this project as the core
software is a Commercial off the Shelf (COTS) product that has been m production m other Stales for
some time.

•  'Develop the scripts needed to unit test individual.application modules, .interfacc(s) j
; P«cnntio^fe3 and conversion compgn^ —---j
:  "For application miidulcs, convci^ions and interfaces the HID. team wjH iden.^ j
^ RiSBdMS applicablctcst.scripls and installation instmctions, adapl.._lhcm tp the Projectspecifics, test.lhe.proccss. and compare with the documented expected results-

Unit^Testcdi Modules (hat have-becn tested..to..verify ihat thcMnputs, outputs, and
processing logic,of each application ,module functions ̂ YllHo^t. c^Tors.. ^n^

; DSfh-lSw detailed test scripts and installation guides, list
i - conduct thc.tcst, the prrr-" «-vciiiion. and the expected results.

1.3 System Integration Testing . • -j x

a test environment.

;::f:fm"o: across applications. It includes all key business processes and interfaces being
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implemented, confirms dala transferc wiih exiernal parties, and includes the transmission or pnnhng
of all electronic and paper documents.

■m

HfOiTcam

Sti o il ijtiK

iMTTA

5^ah m
m

i
^•rturxx:^.
:orK4itii

P^'cnptib

Systems rntcgraiion Testing validates the inlcgratibh between the target application
modules and other systemSj and'verifies thai" the new System meets defined
interface requirements and supports execution of business processes. This test
emphasizes end-torcnd business processes and the flow of information across the
application. It includes all key business processes and: interfaces being
implemented, confirms data transfers with external parties, and includes the
transmission or printing of all electronic and paper documents.,

Take the.lead in developing the Systems Intention Test Specifications.
Work jointly, with the State to deyclop and load the data profiles to support the
test Sp^ificatipns..
Work jointly wiih the State to validke components of the test scripts.
.Work-jointly with HID to develop, thc Systems Integration Test Specifications.
Work jointly, with .HlD. to develop, and load the. daU profiles to support the test
Specifications.
Work jointly with HID to validate components of the test scripts,
modifications, fixes and other.System interactions with the HID supplied
Software Solution.

The. IntegrationrTested System indicates that all interfaces between the
application and the legacy and.third-^party systems, interfaces, and.applications
are functioning pjpperiy.^ '

1.4 Conversion Validation Testing
In Conversion Validation Testing, target applicatioii functions arc validated.

tioesivi

HIS

m
cnipuon

• Tlic conversion validation. test should replicate the/entire.-flow; of the
' oihWrtcd data Ihrougfi.ihV.^ftwarc: Solution: As the SoftwWc Solution is
TritcHaced;'to. legacy or :lhifdrparty. applications/interfaces^ •te^in0j,ycrifics

•'that' the resulting flbw-of the converted data, through ttiesc. interface points
"perfotms cbrrectiyL
For conversions and. interfaces, the "HID team' will execute the applicable
validation tests and compare execution results with the documented expected
results. Extract and cleanse, if necessary, the legacy data to be converted in the
data conversions. j '
Validaiipn-Tcsted Conversion-Prbgraml THbsc programs thcludc conversion

• pro^iiis that have been tested to verify that the resulting converted legacy dataperforms correctly m the entire suite ofthc Ap'^icafion. ■ - • .

1.5 Installation Testing
In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.
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'L6 User Acccpiance TC5Titrg'(t^7^:T)
UAT begins upon completion of the Software configuration as required and user training according to
ihc Work Plan. Testing ends upon issuance of a ieiler of UAT Acceptance by the State.

. BID'S Project Manager must certify in writing, that HID's own staff has sucqessfully executed all
prerequisite HID testing, along with reporting the actual testing results prior to the start of any testing
executed by Slate staff.

The State shall be presented with all testing results, as well as written Certification that HID has
successfully completed the prerequisite tests, meeting the defined Acceptance Criteria, and^rfo^ance
standards. The State shall commence testing within five (5) business days of
writing, from HID that the system is installed, configured, complete and ready for State testing. The
State shall conduct the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality tif the System and the interfaces, and verify Implementation readings UAT
is performed in a copy of the production environment and can serve as a^performance and test of
the System. The User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and rccovcty).

The User Acceptance Test (UAT) is a verification process perfonncd in a copy of the pr^uctmn
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
crilcria lliat support the successful execution of approved business processes.

UAT will also serve as a performance and stress lest of the System. It may
new System including administrative procedures such as backup and recovery The^rr^ults of he
UrT prTvid'e evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan. \

The results of the User Acceptance Test provide evidence that the new System meets the User
■ Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

Th^yli^m'u^r Acceptance TcsTs^^ System' functionality against predefined
_Ac«^ancc^tcnalhatsupj^^.  yit en

Provide the State an Acceptance Jest Plan and selection of test scripts fpr the
Acceptance Test. . . . • .l n

Monitor the execution of the test seripts and assist as needed dunng the. User
-Acccptancc-Test-activiticsr , • • • . " ~
Work jointly with the State in dethrroining the required aetions for problem
resolution.

: •.•:3TC5:wiSK«J.953S

^h2

m

SfalCiRes Approve the development of the User Aceeptanee Test Plan and the set of data
for use during the User Acceptance Test.
Validate the Acceptance Test environment.

Execute the test scripts and conduct User Acceptance Test activities. ^
Document and ̂ umi^riMActxjM -i
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.. • Work jointly with HID In dclentiining the required actions for problem.
resolution. ■■ ■

'  ̂ Provide Acceptance of the validated Systems.
The Deliverable for User Acceptance Tests is the User Acceptance Test Results.
Thcsc-results provide evidence that the new System meets.the User Acceptance
criteria defined in the Work Plan.

1.7 Performance Tuning and Stress Testing
HID shall develop and docunienl hardware arid Soflware configuratioh and tuning of the prescription
monitoring (POMP) solution, including HlD's proprietary RjtSenlty® prescription drug monitoring
software, hardware, and connectivity infrastructure.

1.7.1 Scope

The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load,conditions. These
response rales shall become the basis for changes and retesting until optimum System pcrfohmancc
is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database to provide the best results.

1.7.2 Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script Is run to establish a baseline for transaction response time, throughput and other user-
based metrics.

b) Load Tests: Load testing will delemiine if (he behavior of the System can be sustained over a
Ippg period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

_ 1-7.3 Tuning _ _ _
Tuning.will be HID led and occur during both the development"^ the application andl^Testing.' '
Tuning is the process whereby the application performance is maximized. This can be the result of
making code more efficient during development as well as making tuning parameter changes to the
environment..

1.7.3 Tuning
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i-and-4oaci-t«i.in&—Xvning-isJhe.

process whereby the application perfonnance is maximized. This can be the result of making code
more efficienl during configuration as well as making tuning parameter changes to the
environment.

For infrastructure tuning, parameters will be identified for all components prior to undertaking the
load testing efforts. Tliis should include a list of the variables, their definitions, the default settings,
range of acceptable settings and the settings as testing begins. This will permit the team to '^^entify
the areas, of most potential gain and a starting point. Tuning is a process which is repeated until the
team feels that the systems are running at or near optimum perfonnance.

1-7.4 Tmnlcmcnfing Performance and Stress Test ^ j .•
Performance and Stress test Tools must be provided by HID for this effort Consideration must be
give to licensing with respect to continued use for regression testing. If HID is familiar wilh.open

"  source low/no cost tools for this purpose those tools should be identified..

1 .V.S Scheduling Performance and Stress Testing . r
HID shall perform Test Planning. Tlie steps for planning include identificalion of application
Tunctlonalily as well as what percentage of normal daily use is represented by each func ion. us
infomialion will become the foundation for scripting so that tests closely represent what loads in
production will look like.

HID shall provide defmition and expeclalions from lesting. This definilion should include who is in
charge of lesting and coordinating results, anticipated run times, logs required for tracking their
locations and which technician is responsible to track and provide them following each test to the
team.

Initial test runs shall be completed to establish that the tests and data sets 'o cojnplction
without errors. The ratio of types of transactions which makeup the test shall he reviewed prior o
the beginning of testing and then again once testing has begun to make sure that testing accurately
reflects the system performing in production.

Initial tests shall he used to establish a baseline from which all subsequent tests will he coj^ed
Tests will he considered for baseline slalus once two ofthcm have been run within 2/o of each o her
inteyrnd overall performance areas. No changes to the test scripts or data sets (^.th the exception
of restores after each test) can he done to the test environment once tuning has begun so as not
damte ̂ comparison to baseline results. The systems must he restarted pnor to each test run to
assure all cache is cleaned out. All effort will he made to run these tests at a time when system and

._nelw.orkjnfrastr.uctUtC_aiilizaliorLdocsn:iimpa^j^re^^

Post lest reporting and result assessment will he scheduled following each (cst. The team will
compare these results to the baseline and a determination must he made to make additional ch^ges
m le oarametrteing tuned or return to the prior configumtioit and select another parameter to
tune while keeping in mind that significant changes to any one parameter may require the relestingof soml oUter^ c!reful work on identifying dependencies up front should minimize this impact.
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If defects arc identified in the opplicalion during testing they will be recorded; however, chanpes to
the application 'code should be avoided if possible so as not to affect baseline comparisons. If a
change to the application is required new baselines will be established (and possibly the execution
of prior tests to validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of the Interface to
respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the system to the point
. of failure. The goal being to determine weak points in the system architecture. The tester will
identily peak load conditions at which the program will fail to handle required processing loads
within required time spans.

During Performance testing the tester will design test case scenarios to determine if the system
meets the stated performance criteria (i.e. A Login request shall be responded to in I second or less
under a typical daily load of 1000 requests per minute.). In both cases the tester will determine the
capacity of the system under a known set of conditions.

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The Stale
will notify HID of the nature of the testing failures in writing. HID will be required to perform
additional testing activities in response to State and/or user problems identified from the testing
results. Regression testing means selective re-testing to detect faults introduced during the
modification effort, both to verify that the modifications have not caused unintended adverse effects,
and to verify that llic modified and related (possibly affected) System components still meet their
specified requirements:

a.) For each minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defir^ed in the Test Plan.

b.) HID shall notify the State no later than five (5) business days from the HID s receipt of written
notice of the test failure when HID expects the corrections to be completed and ready for
retcsting by the Stale. HID will have up to five (5) business days to fnake corrections to the
problem unless specifically extended in writing by the State.

C:) When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by HID based on the understanding of the program
and the change being made'tb the program. The Test Plan has two objectives:

1.validate that the change/update has been properly incorporated into the program; and
2. validate that there has been no unintended change to the other portions of the program.

d.) HID will be expected to:
1. Create a set of test conditions, test cases, and lest data that will validate that the change has

been incorporated correctly;
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.  . HntT ihai will valiHalK lhat ihe unchanged
2. Create a set ol test conditions, lest cases, and test data inai win

portions of the program still operate correctly; and
3. Manage the entire cyclic process.

users for rctcsting.

_ ijI tv rpnuifcd to assess the risks inherent

account Schedule and economic considerations.

1.9 Securitv Review and Testing , u

identification, authentication and non-repudiation.

All componenls of Ihe Software shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets.

and availability. Tests shall, at a minimum, cover each 0' ^
procedures may include Penetration Tests (pen test) or code analysis and Review.

Serv ice Comooncnt

Identification and
Authentication

Defines the set of capabilities that.
Supports obtaining information about tnose paiue:.
attempting to log onto a systeip or application for
cerurilv purposes and the validation of users

Access Control Supports the management of permissions tor
loBsina onto a rnmputer or network

Encryption

Intrusion Detection

Supports the encoding oi oaia lui
Supports the detection of illegal entrance into a
r.omnuter system

Verification Supports the confirmation of autnonty lo euici ^
..computer.systcm.,application .o.r,ngt.work...

Diaital Sicnature

User Management

Guarantees the unaiiereo state <ji q "iw

Supports the administration ol compuier,
application and network accounts withm an
nrpanization.

Role/Privilege

Management

Audit Trail Capture

Supports the grantingofabilil.es to users or giuups
of users of a computer, application or network
Supports the identific.alion and mumtu.mg__^
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TESTING SERVICES

and Analysis activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on

the server.

In iheir proposal, HIDs must acknowledge their responsibilities for security testing. Tests shall focus on the
technical, administrative and physical security controls that have been designed into the System architecture
in order to provide the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover
each of the service components. Test procedures will include 3"* party Penetration Tests (pen test) or code
analysis and review.

HID will be required to provide 3"* party testing. Prior to the System being moved into production HID shall
provide results of all security testing to the Department of Information Technology for review and
Acceptance. All Software and hardware shall be free of malicious code(iTialware).

1.10 Successful UAT Completion

Upon successful.completion of UAT, the Stale will issue a Letter of UAT Acceptance. Upon
issuance of the Letter of UAT Acceptance by the State, the respective Warranty Period shall
commence as set forth in Contract Exhibit K: Warrwity and Warranly Services.

l.n System Acceptance

Upon completion of the Warranty Period, the Slate shall issue a Letter of Final System
Acceptance.
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MAI NTENANCE and SUPPORT SERVICES

through the end of the contract period.

offered to its customers, at no additional cost.

2. SYSTEM SUPPORT
2.1 HlD's Responsibility ^ „ .. technical support in accordance with theHID will be responsible for pcrfonmng n reniiiremcnts lenns and conditions contained

Contract Documettts, including without hmttat.on the requ.rements, tenns,
herein.

•  TU c.fp chrill notify HID of such Deficiencies during regular

corrective action;

3. SUPPORT OBLIGATIONS AND TERM
■A^ .«,.;nfpnflnre of the Software in accordance3 1 HID shall repair or replace Software, and provi pontracfwith the Specifications and terms and requ.reinents of the Contra ,

i- vA-j lA-AiisifTflniv rcoair or maintenance activities
■' ■ 3.2'hTd shall ntaintain a record of the acttv.ttes related to warranty repat

performed for the State;
o  • lie win shall ensure the following information will be collected

2014-042 Exhibit G-Maintenancc and Support Services
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EXHIBIT C

MAINTENANCE AND SUPPORT SERVICES

-*3:4—i=f1'D'musTwarlrv7iTjnhc-SimT!-ioitiemify"anti"ircnjb1eslToot-poieniiaHyiargc=scalc-Sysicm-fai-ltircs-
or Deficiencies by collecling the foilowing informalion: I) mean lime between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeal Software problems.

3.5 If HID fails to correct a Deficiency within the allotted period of time stated above, HID shall be
deemed to have committed an Event of Default, and the State shall have the right, at its option,

to pursue the remedies In Part 2 Section 13.1.1.2, as well as to return HID's product and receive
a refund for all amounts paid to HID, including but not limited to, applicable license fees, within
ninety (90) days of notification to HID of the State's refund request

3.6 If HID fails to correct a Deficiency within the allotted period of time Stated above, HID shall be
deemed to have committed an Event of Default, and the State shall have the right, at its option,
to pursue the remedies in Part 2 Section 13.1.1.2.
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REQUIREMENT RESPONSES

Contractor Responses to Appendix C in the RFP

State-Re'duireWerits

Red U

Bl.l

Bi.2

Data mijst be colieoted by the Vendor in the current format established by the
American Society for Automation in Pharmacy (ASAP) in its ASAP Rules Based
mplem'entation Guide for Prescription MonitorinR Programs,
The Vendor must prepare and provide to Dispensers any instructions needed to
comply-with the data reporting requirements and provide technical assistance. The
New Hampshire Board of Pharmacy (BOP) and/or New Hampshire Prescription
Management Program Advisory Committee (PMPAC) reserves the right to review
and api^rove any communication prior to it being distributed to Dispensers. The
BOP/PMPAC will provide the Vendor with a list of Dispensers required to report,
which l/\\\ include the Dispensers' names and mailing addresses. There are
approximately 1,000 Dispensers that may be required to report into the program.
300 In-Slate Dispensers, 500 Out-of-State Dispensers, and 200 Vetennarians,
Emergency Room Doctors, Physicians, Dentists, etc... An updated list of
Dispensers will be provided as needed to the Vendor upon request. There are an
estimated 7,000 Practitioners of which a small percent choose to dispense
medica'tion and all Practitioners must register with the PMP. Email address must
be provided by DispcnsersfPractitioners during the PMP registration process.

M

M

Yes Standard

Yes

HID will collect data using'
ASAP v4.2.

Standard

HID will send file

submission not Bcation

letters to Dispe nsers with
instructions rej arding
account registrstion and
data uploading. All
correspondenc i vvill be
approved by>H BOP.
Dispensers wil
link directing i
uploaders' NH
HID will prov
RxSentry Dkp
Implemenlatk
electronically

Dispensers wi
and necessary
functionality.

1 be given a

hem to the

PDMP site,

de the

ensers'

n Guide

(0 assist

th uploading
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REQUIREMENT RESPONSES

B1.3

Prescription data must be collected from all Dispensers and uploaded into the
application on a weekly basis, or sooner, on a to-be-determined basis in
cooperation with Dispensers

i

1

M

Yes Standard

HID will collect prescription
data every seven (7) days.
HID does collect

prescription data daily for
other state PDMPs and will

provide this- pricing option
to NH BOP upon request.
Dispensers will have the
ability to upload as often as
they wish.

B1.4
The verjdor must work with the Dispensers to load a minimum of 6 months
historical data-prior to "go-live". • M

Yes Standard

81.5

identify and flag users in each dispensing category as "non-compliant" who fail to
submit .data or submit a report with no records/data.

i

1

1

1  ' .

M

■ Y-es ■^tahdaild'.O-.'.'.r

HID will provide NH BOP 1
with a weekly compliance
report indicating registered
dispensers who have not
uploaded data- NH BOP
administrators will also have
the ability to vjew non-
compliant Dispensers using

.^.I^Sentry's .Upload History
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BOARD OF PHARMACY
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CONTRACT 2014-042 'PART 3

EXHIBIT H

REQUIREMENT RESPONSES

The application must allow Board BOP and PMPAC staff to obtain a reporl/iisl of
"non-compliant" Dispensers at any time.

M

The application must create and store a record of each attempted data submission
by Disposer, whether or not the data submission is successful/error free. Statistics
regarding data submissions (good and bad) must be accessible to the system
Administrators

Bl.7
M

Yes Standard

Yes

RxSentry's Up',
report will allo^;
users to view a

uploads, display
details by upload
dispenser, and i
upload history
uploader or disp
The RxSentryU
Details report:
information abi
uploads, includ
information fci

uploader, and
last file upload

(a

HID provides all submitters

d History
'NH BOP

"listory of
uploading
er or

earcli the

or a specific
enser name,

pload
isplays
lit all file

ing contact
each

data of thethe

of data with an

report, which ;
errors that occ

the upload pro
reports will tra
"Minor" or "S

"Fatal" errors,

pharmacy DE
loaded into R;

upload
ocuments

.irred during
:ess. Upload
ck all

:rious" errors,

such as blank

K. will not be
Sentry.

RxSentry does keep a record
of upload hist)ry, but does
not record files that are not

Standard

loaded or are

Dispensers w

•ejected.
10 have files

that are rejected and do not
resubmit corrtcted data are
treated as not -compliant.
Upload Histo7 reports
contain uplojder
information and are
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REQUIREMENT RESPONSES

accessible to NH BOP
administrators.

B1.8

The application must logically associate each record with a Dispenser's, account
and include, at a minimum, the following Information in each record;
* Unique Dispenser ID
* Date $iibmitted
* Time Submitted

* Atternpted number of Records to be Submitted
* Number of Records Successfully Submitted
* Source IP Address of the Data Submission

M

No

Not

Available/

Not

Proposing

RxSentry provides the
ability to logically associate
each record with a

Dispenser's account to
include unique dispenser ID,
date dispensed, time
submitted, attempted
number of records to be

submitted, and number of
records successfully
submitted. Atthovigh
RxSentry does record the
source IP address of each

data submission, system
functionality does not
currently associate these
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REQUIREMENT RESPONSES

Bl.9

The application must return an acknowledgement or display a message to the
Dispenser regarding whether their attempted data submission is successful or
failed, and if failed? the acknowledgement or message must identify the error(s)) in
enough detail that the Dispenser can correct the data and re-submit. The Dispenser
must be'notified when their-data transmission does not meet the established
threshold for accuracy and completeness and be provided with a detailed
explanation of the cause of the errors. The Dispenser must correct the errors and
resubmit the file until it is accepted. The BOP/PMPAC must be notified when a
Dispensers' data submission is not completed by the pre-established due date.

M

Yes Standard

items.

HID provides all submitters
of data with an upload
repotl. which documents
errors that occurred during

the upload process. Upload
reports will track all
"Minor" or "Serious" errors.

"Fatal" errors, such as blank
pharmacy DEA, will not be
loaded into R>.Sentry.
RxSenlry does keep a record
of upload history, but does
not record Hies that are not

loaded or are rejected.
Dispensers who have files
that are rejected and do not
resubmit corrected data are

treated as non-compliant.
Upload History reports
contain uplo^er

I  information and are
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accessible to Nfl BOP
administrators.
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STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING

CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

The application must collect data regarding every dispensing of a monitored
prescription drug from approximately 1,000 licensed individuals with the authority
to disperise monitored prescription drugs and approximately 800 pharmacies
licensed to dispense monitored prescription drugs to patients in New Hampshire of
which 300 are In-State and 500 are Out-of-State, and 200 Veterinarians.
Emergency Room Doctors, Physicians, Dentists, etc... through a variety of secure
transmission/transport protocols, standards and methods to receive data from
Dispensers, initially including the following at a minimum:
^ ASAI^
* Batch;Filc transmission methods with daily update capability
* ManuM data entry through a secure Web portal
* Manual batch file upload via a secure Web portal
* Securb file transfer of a batch file via File Transfer Protocol (FTP)
* Transfer Control Protocol Internet Protocol (TCPIP)

M

Manual Dispensers must be able to report dispensing via a secure website

M

Yes

Yes

Standard

Standard

rq.Dispensers
manually will
ability to use
online Univer^
Form (UCF)
blanks and su

website.

ID

ortmg

have the

UxSenlry's
al Claims

fill in data

jmit via secure
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CONTRACT 2014-042 -PART 3
EXHIBIT H

REQUIREMENT RESPONSES •

Data colfected from the Dispensers rhiist include the following data elements for
each Schedule II-IV prescription, in standard ASAP format:
* The Dispenser's DEA Number
* Name of the patient for whom the controlled substance is being dispensed
* The Patients' Full Address, including city, state, and zip code; Telephone
Number;:aiid Date of Birth
* Date the prescription was written
* Date the prescription was filled
* Prescription Number
* Whether the prescription is new or a refill
* Metric quantity of the dispensed drug
* Estimated days of supply of dispensed drug, if provided to the Dispenser
* National Drug Code of dispensed drug
* Prescfiiber's DEA Number

* NumbV of refills
* Source of payment (Insurance or Other)

M

Yes Standard

81,13
The application must collect data for all schedule II through schedule IV
prescriptions, including compounded prescriptions.

M

Yes Standard

RxSentry will
uploaded data
schedule, inclu
through iV, if i
with ASAP V.4

ccept

rom any drug
ding II
compliance
2.

n

B1.14

The Vet^dor must collect the data in ASAP format from Dispensers by secure
email, telephone modem, diskette, CD-ROM; tape, secure FTP. Virtual Private
Network (VPN), and other agreed upon media.

M

Yes Standard

HID has the a

data using secv
telephone mod
CD-ROM, tapi
VPN, and othe
media. Howev

most efficient

uploading for
recommends c

using SFTP in

Wlity to collect
re email.

;m. diskette,
, secure FTP,
r agreed upon
Jr. for the

md updated
NH BOP. HID

ollectine data

d VPN.^
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REQUIREMENT RESPONSES

Dispensers under common ownership must be permitted to submit al) of their data
in one transmission, provided each Dispenser is clearly identified for each
prescription dispensed.

B1.15 M

Yes Standard

HID is experierced with
collecting data rom
dispensers unrit r common
ownership. The common
owner can uplotd data from
multiple pharhi tcies
(dispensers) in he same file:
RxScntry ident fies each
individual disp :nser with
these consolidated data files.

Pharmacies wjih multiple
locations arc only required
to set up one ai count to
upload their deta. For
example. Wal-start. CVS.
and other chain pharmacies
currentlv send in one file

that contains data from all of
their pharmacijes in the state.
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STATE OF NEW HAMPSHIRE
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CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

The Vendor is responsible for monitoring that each Dispenser has submitted data
on the required submission schedule, and must notify the Dispenser ofany
submission failures.

M

Yes Standard

HID will prov.de NH BOP
with a weekly compliance
report indicating registered
dispensers who have not
uploaded data. NH BOP
administrators will also have
the ability to view non-
compliant Dispensers using
RxSentry's Upload Histor>'
report. HID provides all
submitters of da-.a with an
upload report, which
documents errors that
occurred during the upload
process. Upload reports will
track all "Minor" or

"Serious" errors: "Fatal"
errors, such as blank

pharmacy DBA. will not be
loaded into R>;Sentry.
R.xSentry does keep a record
of upload history, but does
not record files that are not

loaded or are rejected.
Dispensers, who have files
that are rejected and do not
resubmit corrected data are

treated as non-compliant.

Bl.!7

The data submitted by the Dispensers must be validated to confirm that the data
submitted meets the accuracy and completeness thresholds established by the
BOP/p|MPAC. The process must confirm that all required fields are included and
must validate that the data is valid based on Industry best-practice. For example,
the disjjense date must be greater than the date of birth of the Patient but less than
or equal to the current date.

M

Yes Standard

RxSentry uses internal data
checks and validation to

ensure that the submitted

data complies with quality
standards established by the
NH BOP dur.ng
implementatior.
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REQUIREMENT RESPONSES

I

81.18

DEA number is included in each record from the Dispenser and during the data
jpload process the application needs to populate Prescriber Name, Dispenser
'^Jame. Address, and Registered Schedule based oh the DBA number.

M

Yes Standard

81.19
The application must identify and differentiate Institutional DBA Numbers from
individual Prescribers.

D
Yes Standard

B1.20

NDC number is included in each record from the Dispenser and during the data
upload pi-ocess the system must populate Drug Name, Strength, controlled
substance schedule and dosage form based on the NDC number.

M

Yes Standard

81.21

An aulorhated process needs to compare information in the database with NDC
number updates and update the various Helds with new/revised information based
on the NDC updates.

M

Yes Standard

B1.22

The application must convert NDC numbers to drug name, strength and dosage
form.

M

Yes Standard

RxScntry provkies the
ability to convert license
numbers, DBA numbers,
and NDC numbers to the

appropriate data fields,
including drug name,
strength, and dosage form.

81.23

1 The vendor must provide a NDC data base ( e.g. FIRST DATA BANK ®) and a
list of DBA numbers from Drug Enforcement Agency.

M

Yes Standard

RxSentry receives and
incorporates updated NDC
data from First DataBank on
a monthly basis. The user
can readily examine this
information for any NDC by
looking at the drug profile in
RxSentry.

Hi.24

The application must have a "Homeless indicator.

P

Yes 1 Standard

ASAP v4.2 requires that an
address is provided with
each entry. Hcwever,

.  ̂pispensiy;s,.-m^ select to
indVcaU'^I^ot^less" within"
the address fidd of a
oarticular entry.
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. EXHIBIT H
REQUIREMENT RESPONSES

B2.I

B2.2

Records irelating to any individual who does not meet the level established to'
suggest possible drug abuse or diversion must be deleted within 6 months after the
initial prescription was dispensed. All other information/records must be deleted
after 3 years per RSA 318-B: 32. IV. The level established to suggest possible
drug abuse or misuse is defined as Schedule 11 - IV controlled drugs obtained
through ̂  Practitioners, 6 Pharmacies, within 3 months or lOOmg or greater of
morphine or morphine equivalents per day.

Category A: All records will be retained in application for the first 6 months. At
six (6) months and one (I) day , all records not meeting the level established to
suggestjpossible drug abuse or misuse must be deleted. Moving forward, the most
current 6 months of data must be retained in the application using the same
deletion criteria.

M

M

Yes

No

Custom

Custom

HID

HID will monito

maintain daily d
records meeting
levels establishejl
BOP as describe 1

requirement,
understands this
is mandated by S
Hampshire statu
However, HID,
recommend dele
data as it wiH.se

the usability oft
PpMP for the
searching for po
misuse and abus

schedule li-IV p
drugs.-HID does
daily deletion m
thresholds such

described for an

clients. HID has

pricing for this f
Cost Propo.'ial
response.

r

See HlD's respc ise to B2.

and

letion of

criteria of
by the NH
in this

equirement

late of New

es.

4oes not
ing this
erely limit
leNH

rpose of
ential

; of

■escription
not provide
jeting strict
IS those
/ofour 2 I
provided
eature in the
'-6) of this(F
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EXHIBIT H

REQUIREMENT RESPONSES

.  B2.3-

Category B: All records relating to any individual who meet the level established
to suggest possible drug abuse or misuse must be retained for 36 months from the
most recent violation date. At thirty six (36) months and one (1) day , all records
older than 36 months must be deleted. Moving forward, the most current 36
months of data must be retained in the application using the same deletion criteria.

M

No Custom See HlD's respon ;e to B2.1.

B2.4

If Back-Up Tapes need to be used to restore data; the record deletions as defined in
Requirements B2.2 and B2.3 must be performed prior to making the data available
to users.:

M

No •Custom See.HlD's resoon >e.to B2.1.

The application must provide six (6) categories of reports/queries capabilities as
follows:

* Audit Reports/Look Uos to include: Dispenser compliance vvith transmission of
dispensed data on a weekly basis. Dispenser's non-compliance with transmission
of dispensed data on a weekly basis; Registration of Prescribers and Dispensers.
* Threshold Reoorts/Look Uos to include: Number of prescriptions dispensed,
number of Prescribers used, and number of phamacies used in a designated time
period. The criteria may be added to or changed over time. A report function for
this activity is required and must allow for parameters to be changed.
" Provider Reoort/Look Uos to include: All patients and demographics: name.

33.^

birthdate, address, all drug(s) names, strength, quantity, refill status, all
prescription(s) dispensed by date, pharmacy name(s) and addresses, range of start
and stop dates for filled prescriptions; provider(s) name and address.

* Pharrhacist Report/Look Uos to include: Patient demographics as above, drug(s)
dispensed to date; prescription(s) written and date, dnig strength, quantity, refill
status, and provider demographics as above.
* PatieM Reoort/Look Uos to include: Patient demographics, drug(5) name,
strength, quantity, date prescribed and dispensed and refill status.
' Law Enforcement Reoort/Look Uos to include: Report will be a query template
based on what is requested and approved for release.

M

Yes Standard

Yes Standard
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STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY
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CONTRACT 2014-042 -PART3

EXHIBITH

REQUIREMENT RESPONSES

Canned Reports that ailow Users, with the appropriate rights based on their
security role to select report criteria as.following:
* Prescriptions prescribed to ah individual by drug type by time period;

Prescriptions dispensed to an individual by drug type by location by time period;
* Prescriptions dispensed by drug type by time period (summary):
* Prescription trends by location (see above) by time period (summary);
* Queries executed by date by time by individual;
* Listing of authorized logins, name, entity, access history, and login expiration;
*  Individuals visiting a pharmacy more than one time in a given period;
* Prescriptions prescribed by a selected Prcscribcr by date.

M

No

Not

Available/

Not

Proposing

RxSentry includes canned
reports that allow users,
based on assigned user-
role. to report the
following criteria:
prescriptions prescribed to
an individual by drug type
and date range;
prescriptions dispensed to
an individual by drug type,
location, and date range:
summary of prescriptions
dispensed by drug type, by
date range; prescription
trends by location, date
range: queries executed by
date, time, and user; listing
of authorized logins,
name, entity, access
history, and login
expiration; arxi
prescriptions prescribed by
a selected prescriber. by
date; RixSentry's
Query menu do« not
provide users the ability to
query individuals visiting'
a pharmacy raore than one
time in a given :ime
period. Authorized users
will have the ability to
create a Threshold report
showing pharmacy
dispensing patterns. Users
will then have the ability
to drill down to the

2014-042 Exhibit H'-Priority Responses
Initial All Pages;
Contractor's Initials Exhibit H Page 38 of 105



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING

CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

individual from lha!

report.
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CONTRACT 2014-042 -PART 3

EXHIBIT H
REQUIREMENT RESPONSES

The application must provide the ability for the User to select various geographic
areas (tovvn, County, Region, etc....) with canned, ad-hoc, and customized"reports.

Application must have a user-friendly query tool

M

M

Yes

Yes

Standard

Standard

Hundreds of sophisticated,
customized reports can be
generated on demand within
RxSentry. The ad hoc
reporting tool. Query Menu,
is robust and user-friendly,
with an intuitive interface
that requires little training.
RxSentry version 1.2 has
greatly improvec the
usability of R>:Sentry's
Query menu. HID provides
additional information on
RxSentry's query tool in
Section IV, D-1. Topic 3 of
this response.
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B3.5

Users with the appropriate rights/privileges must have the ability to execute queries
against the database without the need to consider software distribution and
management logistics. ^

M

Yes Standard

RxSentfy employs role-
based security, granting
users access to system

functionality based on
assigned roles. Roles are
determined during
implementation and granted
upon registration. Users
with Query menu direct
access may directly query
the system and received
query, results. Indirect
system users such as law
enforcement users, may
query the system but must
request access to query

results through State
administrators. '

B3.6

B3.7

Users with the appropriate rights/privileges must have the ability to execute
standard reports, to execute ad hoc queries, and to create custom reports.

M

YeS Standard

System is able to e.xport all reports into Excel without requiring further
modification of formatting, labeling, or manual manipulation in Excel.

M

No

Not

Available/

Not

Proposing

Users have the ability to
export RxSentry data as a
.CSV file which may be used
in Microsoft Excel or other

desired data management
applications. RxSentry does
not require users to purchase
or otherwise download

Microsoft Excel. Users have

the ability to choose any
product to maripulate
system data.
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The application must integrate with MS Word (version 2007 and higher) and have
the ability to generate up to 20 template documents/letters that can be emailed
directly to Dispensers.

M

No Custom

HID will provide the ability
to generate up to 20
template documents/letters
from RxSentry. that can be
emailed directly to
Dispensers. HID provides
up to three.(3) letter
templates for a standard
R-xScntry implementation
and has provideil up to three
(3) letter templates with
neural logic as an
enhancement for a current
client. HID assi.imes that the

State desires neural logic
behind each individual

letter, (Ex. dispensers who
have prescribed a number of
a specific drugO; rather than
a basic template reformat.
Therefore, HlD;includes the
pricing and hours to
complete this project
separately. In order to
complete this project for 20
letters, HID has provided
pricing in our Cost
Proposal for this response.
HID has only included the
formatting of one (3) letters
within the 120;
implementation, schedule.
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B4.1

The application must have fuzzy logic, sounde.x and wild cards search
capabilities. Search results can be printed.

M

Yes Standard

RxSentry provides search
capabilities that will
include fuzzy logic,
soundcx, and wild cards to
allow users tc- ret\irn data

even if e.xact matches are

not made.

B4.2

The application must allow the user to do full-text searches

M

No

Not

Available/

Not

Proposing

RxSentry provides users
the ability to type directly
into a search bar in order

to search information such

as dispenser name or
recipient name.

B4.3

The application must allow users to drill down on the results of patient
searches to see pharmacy used. Prescriber, prescriptions dispensed by
date, drug name, strength, and quantity

M

Yes Standard

-

B4.4 The application must distinguish query capabilities based on user roles. M Yes Standard

84.5 All queries must be logged, tracking user and the fields queried M Yes Standard

B4.6 The user must have the option to print query results M Yes Standard

B4.7

The application must allow authorized PMP Administralors/BOP staff to
search, Correlate, query, and match records on all variables contained in
the record in order to discover instances in which the records of a single
patient are misidentified as being the records of two or more patients.

M

Yes Standard

B4.8
Data that has passed the checks for accuracy and completeness shall be
accessible to users as soon as possible after submission. M

Yes
I ■§■■■

Standard
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35.1

Vendor must compare a data extract from the states' enterprise eLicensing
application containing all active Licensees with the DBA numbers from
the Drug Enforcement Agency and populate the PMP database with all
active prescribers and dispensers authorized to prescribe or dispense
schedule IIHV controlled substances w|thin the.state prior to "go-live".
Curren|ly includes Nurse Practitioi1erY(apprb:^l"Mate]y 1726); Dentists"
(approximately 1108); Veterinarians (approximately 905). Note that the
State oT New Hampshire plans to migrate all License types into an
enterprise-wide solution and over the next 36 months.'

M

Yes Standard

HID will com;
extract from If

eLincensing a
populate the.P
databiase wi^
prescribers an
for registrafior
NH PDMP du

>are a data

e stale's
iplicalion to
3MP

jctive"

1 dispensers
within the

ing

85.2

Application must compare a data extract from the states' enterprise
eLicensing application containing all active Licensees with the DBA
numbers from the Drug Enforcement Agency on a monthly basis to
deterrnjne all changes in active prescribers and dispensers authorized to
prescribe or dispense schedule II-IV controlled substances within the state
and update all changes to the PMP database (new and inactive Licensees).
Note that the State of New Hampshire plans to migrate all License
types into an enterprise-wide solution and over the next 36 months.

M

Yes Standard

HID will use t

eLicensing ap
containing all
Licensees witi
numbers on a

basis to detern

in active presc
dispensers for
PDMP.

te Slate's

ilication
ictive

DBA

nonthly
ine changes
ibers and

IheNH

B5.3

Vendor must compare a data extract from the states' current five (5) MS
Access databases containing all active Licensees with the DEA numbers
from the Drug Enforcement Agency and populate the PMP database with
all active prescribers and dispensers authorized to prescribe or dispense
schedule ll-IV controlled substances within the state prior to "go-live".
Includes Physicians (approximately 6300); Physician assistants
(approximately 575); Optometrists (approximately 130); Pharmacists
(approximately 2600); Pharmacies in state (approximately 300); Non-
Resident (approximately 500); Naturopathic Doctors (approximately 80);
and Podiatrists (approximately 103).

M

Yes Standard
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B5.4

Application must compare a data extract from the states' current five (5)
MS Access Databases application containing active Licensees with the
DEA numbers from the Drug Enforcement Agency on a monthly basis to
determine all changes in active prescribers and dispensers authorized to
prescribe or dispense schedule li-lV controlled substances within the state
and update all changes to the PMP database (new and inactive Licensees).
Physicians (approximately 6300); Physician assistants (approximately
575); Optometrists (approximately 130); Pharmacists (approximately
2600); Pharmacies.in state (approximately 300); Non-Resident
(approximately 500); Naturopathic Doctors (approximately 80); and
Podiatrists (approximately 103).

M

Yes Standard

B5.5

Vendor must create data extract process that can either be autorhatically
run or easily executed from the states' current five (5) MS Access
databases' containing all active Licensees for Physicians (approximately
630.0); Physician assistants (approximately 575); Optometrists
(approximately 130); Pharmacists (approximately 2600); Pharmacies in
state (approximately 300); Non-Resident (approximately 500);
Naturopathic Doctors (approximately 80); and Podiatrists (approximately
103). Note that the State of New Hampshire plans to migrate all
License types into an enterprise-wide solution and over the next 36
months.

M

Yes Standard

B6.i

The application must have the ability to recognize slightly different but
similar Patient records to avoid duplicate data entry/records and allow the
Administrators the ability to review/merge/delete/accept records that fall
into this category.

M

Yes Standard

RxSentry contains logic to
automatically cluster
similar patient records
including similar names
and addresses. RxSentry
administrators will have

the ability to review,
merge, delete, and accept
records that fell into this
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•  • .. ..

category.

86.2 The application must allow system Administrators and BOP staff the
ability, to search, correlate, query and match records on all variables
contained in a record in order to discover instances in which the records of
a single^patient are misidentified as being the records of two or more
patients'.

M

Yes Standard

RxSentry's Q\iery Menu
offers users, including
system administrators.

BOP staff, registered
dispensers, and registered
practitioners the ability to
search, correlate, query,
and match records of two
or more patients.

B6.3
Users must have the ability to self register and reset their passwords
throu.Rh the application M

Yes Standard

B6.4
PMP Administrators must have the ability to post announcements on the
home page of the application so Users see them when they log in. M

Yes Standard -

B6.5

The application must allow links to web sites/pages to be inserted on
appropriate pages/locations.

D

Yes Standard

Administrative users have

the ability to insert links
on the RxSertry public
web site.
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B6.6

PM? Administrators must have the ability to modify data in the database.
For example, Demographic information.

M

Yes Standard

PDMP Administrators will

have the ability to modify
data in RxSerrtr;.'. Data
upioaders wil, have the
ability to modify
demographic information
provided within an upload.
All users will have the

ability to modify their own
demographic information.

B6.7

V.

Dispensers must have the ability to correct data when they determine that
incorrect data was submitted via the weekly transfer etc...

M

Yes Standard

Dispensers may correct
data submitted by
resiibmitting the data in
question. Dispensers will
have the ability to save
new data uploads for the
same exact prescription in
place of previous
information. RxSentry will
record the most recent

information.

.  . -86.8
,Must:h^ye:.thie';abili.ty:tp.o presCriber-'and.DJspenser
details'^Sbh5ith"e^Tatcs'iefehh'glic6n$r^^ ' ■ Yes>.. ..Standard^- i. • v..

B6.9 Vendors must hove a minimum of 3 years experience providing
Prescription Drug Management software :solutions. The vendor must be
capableiof creating;and .executihg;a-.project.jmpleme,ntatip plamincluding
installaAbn,^onfiguf!^ti'oh',.'trAining,:ahBfpost!installati6n'3
measures to test and verify successful deployment.

, M ,

• Y«-'

'w

IStandafd

-•HlD-has'prp'^ded its "
PDMP solution since 2006

and currently provides
these servi'ce^ in 21 stales.
HID providesbur Project
Work Plan; including
-implet^enta^ibii-plans, in
'Section 1 y ;-'D2.4; of thi s
"response;'"''"".
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M!

Req^ Req'iiircmthi bcscrlj^^
"D^biSIRfi

Al.l

J;fp«^U'>ii<^'4Ur:5jS

. .y •«.■••

Ability to access data using open standards access drivers (please
specify,supported versions in the comments field). M No

Not
Available/

Not
Proposing

RxSentry is a proprietary
system built on a Progress
OpenEdge platform. HID
will not supply RxSentry for
alt to implement and use in
perpetuity with no royalty or
fee and with no restrictions
on the use and manipulation
of dala. To do so would
prohibit HID from further
profitability'from the system
and violate HIPAA
regulations.
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A1.2

A1.3

The system software adheres to open standards and is not
proprietary.

The database platform adheres to open standards.

D

M

No

No

Not

Available/

Not

Proposing

RxSentry is a proprietary/
system built on a Progress
OpenEdge platform. HID
will not supply RxSentr/ for
all lo implement and use in
perpetuity with no royalty or
fee. To do so would prohibit
KID from further

profitability from the system.
HID will not allow no

restrictions on the use of data

stored in the format. This
allowance would provide
access of PHI, violating
HIPAA regulations. Opening
RxSentry to complete
alteration may provide the
ability for system users to
create algorithms for false
reports of data.

Not

Available/

Not

Proposing

The Progress OpenEdge
platform of RxSentry is
proprietary, but doesesllow
its licensed use for
manipulation and creation.
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A 1.4

The Solution must comply with Open Standards as specified in RSA
21-R:I0 and 2i-R;13. including but not limited to Open Data
Formats.

M No

Not

Available/

Not

Proposing

sing

-end

5 and

to

R.xSenlry was created l

SOA which separates
business logic and Iron
logic. This allows user-
facing RxSentry featun
functionality to be opei
system users for
manipulation. RxSeotr
allows users to export (biiery
Menu data into a fonrict that
can be further manipulited
using other solutions.
However,"NH BOP mist
request or approve the pse of
data by unauthorized
RxSentry users in ordef to
protect PHI. However,
R-xSentry is a propriettfry
system and does not cc mply
with Open Standards a
specified in.RSA 21-R 10
and 21 -R: 13 for the ret sons

described in HID's responses
to A1.1-AI.3.

A 1.5

Web-based compatible and in conformance with the following W3C
standards:XHTML I.O.CSS 2.1. XML 1.0 (fourth edition)

M No

Not

Available/

Not

Proposing"

RxSentry is not com
at the XHTML level

lime. RxSentry exists
HTML 4,01 and HTjv

levels.

patible
fat this

at the

.4L5

AI.6 System must be HL7 compliant M Yes Standard

AI.7 Be Section 508 Compliant M Yes Standard
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A).8

A).9

Al.lO

Al.l l

Compatible with all current browsers that are installed with the
standard, default settings

Browser functionality must not rely on Java. Javascript or Java
Applets to work

Personally identifiable information must be encrypted within the
database and during transmission

Al.12

Data validation does not occur in the browser

Al.13

At a minimum, the System should support this client configuration:
Pentium 4. 630/3.0GH2 PC. Microsoft Windows 7 or higher.
Internet Explorer 10 or higher, and 128 bit encryption.

System has ability to flag data fields (user defined or standard) as
mandatory and thus required during data entry.

Al.)4

A1.15

A MobilApp version of the System must be available that allows for
real-time" updates from smart phones and tablets. Prefer a mobile
application (available from an app store) or at a minimum the
application must be mobile ready, i.e. it can be read by browsers
used in smart phones/tablets.

System uses field level data integrity checks (e.g., numeric fields
verify a number is entered, etc.).

A1.16
System has ability to provide online help that is connected to the
relevant routine, field, or report the end-user is actively using.

M Yes

M

M

M

M

M

D

M

Yes

Yes

Yes

Standard

Standard

RxSentry is a web-based
application. RxSentry is
compatible with Internet
Explorer versions 7 and
higher, Moiilla Firefox
versions 3 and higher,
Google Chrome and all
versions of Apple Safari

Standard

Standard

Yes

Yes

Yes

M

Yes

Yes

Standard

Standard

Standard

Standard

Standard

RxSentry is accessible
through mobile devices
as smart phones and tal
using Internet browser
features. However, RxS
does not exist in traditi
MobilApp version.

such

lets

entry

bnal
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A2.1

Verify the. idehtity or authenticate all of the system client
applications before allowing use of the system to prevent access to
inappropriate or confidential data or services. M Yes Standard

A2.2

Verify the identity or authenticate all of the system's human users
before allowing them to use its capabilities to prevent access to
inappropriate or confidential data or services. . M Yes Standard

A2.3 Enforce unique user names.
M Yes Standard

A2.4

Enforce all state office user complex passwords often characters or
more in accordance with DolT's statewide User Account and
Password Policy

-M Yes Standard

A2.5

Enforce the use of complex passwords for general users using
capital letters, numbers and special characters

M Yes Standard

HID assigns each user ?.
unique login/password
combination which allows
access to the system. .Ml
passwords must contain at
least eight (8) characters, at
least one (i) capital letter,
one (1) lowercase letter, and
one 11) number and cannot
be a dictionary word.
Additionally. RxSentry
masks password entry to
protect password
confidentiality.

A2.6 Encrypt passwords in transmission and at rest within the database. M Yes Standard

M.l Expire passwords after 90 days
M Yes Standard

A2.8 Users must be able to reset their passwords themselves
M Yes Standard

A2.9
Authorize users and client applications to prevent access to
inappropriate or confidential data or services. M Yes Standard
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c

A2.10
Provide ability to limit the number of people that can grant or change
authoriutions

M Yes Standard

A2.11
Establish ability to enforce session timeouts during periods of
inactivity. Default should be 15 minutes.

- M Yes Standard
,

A2.12

The application should automatically save data that has been entered
every minute.

D No

Not

Available/

Not

. Proposing

RxSentry requires ver;/ little
data entry in its uploadcr site
or Qviery site. Saving
sensitive data entered into

the system every minute may
promote HIPAA violations.

A2.13

Ensure application has been tested and hardened to prevent critical
application security flasvs. ( At a minimum, the application shall be
tested against all flaws outlined in the Open Web Application
Security Project (OWASP) Top Ten
(http;//www.owasD.org/index.php/OWASP Top Ten Proiect))

M Yes Standard

HID uses Cenzic Hailstorm

scans to identify security
risks in RxSentry, such as
those issues listed in the

OWASP CWE/SANS Top
25 List.

A2.14
The application shall not store authentication credentials or sensitive
Data in its code.

M Yes Standard

A2.15

Log all attempted accesses that fail identification, authentication and
authorizationTequirements

M Yes Standard

HID tracks all failed

attempted logins through
web server logs. HID will
store logs for 90 days or
longer as requested by NH

BOP.

A2.16 The application shall securely log all activities to" prevent parties to
application transactions"from denying that they have taken place.

■M Yes Standard
RxSentry's Global Avidit
Trail tracks all activities
within the system.

A2.17
The application must allow a user to explicitly terminate a session.
No remnantS'Of the prior session should then remain.

M Yes Standard

A2.18 Use only the Software and System Services designed for use M Yes Standard

A2.19
The application Data shall be protected from unauthorized use when
at rest

M Yes Standard
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A2.20
Keep any sensitive Data or communications private from
unauthorized individuals and programs. M Yes Standard

A2.21
Subsequent applica:ion enhancements or upgrades shall not remove
or degrade security requirements M Yes Standard

A2.22 Create change management documentation and procedures
M Yes Standard

A2.23
System has the ability to log a user out and save data after a defined
length of inactivity. M

Yes Standard

A2.24

System has ability to assign system privileges and security by user,
group, home, or role.

M

Yes Standard

RxSentry provides a role-
based access control

mechanism to provide
specific user controls based
on specific organizational
roles. System flinctions and
information can be

controlled, providing the
ability to administer granular
logical access controls.

A2.25

System has ability :o restrict specific users from viewing certain
records.

M

Yes Standard

RxSentry has defined user-
roles within the system.
Users are restricted to
viewing only areas of the
system defined by their role.
User roles will be defined by
NH BOP during
implementation.

A2.26

The solution must meet federal HIPAA regulatory standards.
Vendors must supply in writing that their product meets the HIPAA
requirements'

M

Yes Standard

RxSentry meets HIPAA
regulatory standards. HID
provides a statement co this
effect as Appendi.x 3 cf this
resDonse.
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A3.1

Application must have functions to maintain data integrity. M Yes Standard

HID will enforce data

integrity by defining logic
checks, validations, and
business rules in areas such

as error reporting, data
validation, data clustering,
and name standardization.
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Tl.l

TI.2

TI.3

TI.4

-.State RctjuR-eiTierits:

Gritiiraii^'::;;
Mari'B.'i

D=DESIR

Red-
RequiremcniSeYc 'i

-  .. :•

Si.

T1.5

T1.6

TI.7

T1.9

Tl.l

0

All components of the Software shall be reviewed and tested to ensure they
protect the State's web site and its related Data assets.

The Vendor shall be responsible for security testing, as appropriate. Tests shall
focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability.
Test for Identincation and Authentication; supports obtaining information about
those parties attempting to log onto a system or application for security purposes
and the validation of users

Test for Access Control: supports the management of permissions for logging
onto a computer or network

Test for encryption; supports the encoding ofdata for security purposes
Test the Intrusion Defection; supports the detection of illegal entrance into a
computer system

Test the Verification feature: supports the confirmation of authority to enter a
computer system, application or network

Test the User Management feature; supports the administration'of computer,
application and network accounts within an organization.
Test Role/Privilege Management; supports the granting of abilities to users or
groups of users of a computer, application or network
Test Audit Trail Capture and Analysis; supports the identification and
monitoring of activities within an application or system

M

M

M

M

M

M

M

M

M

M

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Yes Standard
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Test Input Validation; ensures the application is protected from buffer overflow,
cross-site scripting, SQL injection, and unauthorized access of files and/or
directories on the server.

M

Prior to the System being moved into production, the Vendor shall provide
results of all security testing to the Department of Information Technology for
review and acceptance.

M

Yes

Yes

Standard

12.

T2.2

The Vendor must perform application testing using an industry standard and
State approved testing methodology.

The Vendor must perform application stress testing and tuning.

M

M

Yes

Yes

Standard

Standard

Standard

HlD''will pctfbrtj
application testir
implementatior.
approved metho(
provide additionp
information on s
testing processes
response to 02.2
|V of this respc
HID will perfom
testing of the Ni-
during impleme
provide addition
information on?

testing processe
response to D2.2

rvi-ofthis respcr

sextcnsive

g during
ising State-
olocy. HID
I

ress/load

in our

of Section

se.

stress/load

PDMP

tation. HID

ai

ress/load

in our
of Section

se.

T3.1

The Vendor must create training materials for Dispensers, Administrators,
Physicians, and other groups of user of the application M Yes Standard

HID will prbvid
RxSentry User's
RxSentry Dispels
[mplementalion
RxSentiy Pvactl
Training Guide:,
RxSenlry Lcr\v L
User Guide to a

the NH PDMP.

I  the

Guide,
er's

Guide,

ioner's

and

iforcemeni
:company
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REQUIREMENT RESPONSES

T3,2

T3.3

T3.4

T3.5

The Vendj)r m^st prea.t.e pnHin-^.tutorja)s/training-regat.dihK'data:coilecti6n for a)
Pharmacies and b) Practitioners that dispense.

The Vendor must create on-line tutorials/training regarding reportinE of Patient
information for a) Pharmacies and b) Practitioners that dispense.

The Vendor must create on-line tiitorials/traininE for application Administrators

The Vendor must perform knowledge transfer to Administrators so they can
adequately perform system maintenance/administration functions.
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STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

T3.6

The Vendor must create on-line tutorials/training for Law Enforcement Users M Yes Standard

staff.

HID wil! provj(
tutorial for law

users. Allhoiigl
is not provided
RxSentry imple
will be included

standard imple
maintenance cc

PDMP.

e an online

enforcement

this feature

with each

mentation, it
in the

mentation and

sts oflheNH

T3.7 The application must contain Help features that explain/define specific fields and
process flows. ^ M Yes Standard

Hip provides<
features on the

uploaderand C

nline help
RxSentry

uery sites.

T3.8 The vendor must provide 6 training webtnars within 6 months following "go-
live" for up to 60 end users M Yes Standard

Training webin
limited to 24 u

session.

ars will be

ers per
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Rcq
• U

/.'Staie R^ijuireni'ents -'. v.

-■ . Requifimeift DeS-cnpti^h

El.

CHticfllity-
M-.Nfahd r' .

Vendor must to identify all equipment required to support the proposed
solution

M Yes Standard

HID proposes a Vendor-
hosted solution. Therefore,
HID will be responsible for
all hardware servers to
support RjtSentry. HID will
use Dell® PowerEdge®
servers to support'the NH
PDMP/RjtSentry. Using
RASeritry will require users
to have a device with
internet browser access.
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STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

El.

">

Vendor shall identify all 3rd party tools required to support the proposed
solution and indicate if licensing costs are included in the pricing

M

HID uses the following 3rd
party tools to support
RxSentry: Dell®
PowerEdge® servers.
Progress® OpenEdge®
Enterprise plalforra, CentOS
Linux with Apache HTTP
Server. Vsheil® Server.

SonicWall® Pro Firewall,
Bastille Linux Server

Hardening. IPTables
firewall, Pitney Bowes
Centrus®, JIRA®,
BitDefender, Kaspersky AV,
SonicWALL Gateway
Antivinis, SonicWall
Viewpoint, Scrutinizer,
Splunk, OpenVAS^ All third
party applications '.ced to
support RxSentry are
provided and used by HID
and our staff. All applicable
•licenses of these-tKird party
'tools are included In HID's

system pricing. HID
" provides-additional
inforrhatipn on thitd party
^Rj<SentTy.:tools.m Section

■'ly, b-KTopic 1 find. D.25,
Aur-t

^iStafld afdy^b'r^spBhS^:'? '■ "■ v. . ■
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EXHIBIT H

REQUIREMENT RESPONSES

Req #

Hl.l

:■ State

■  - ■;! , \ ■ . ■ ■ ReqUirem'ertiDescn . , . ■.■vy.\V - V; ■ wiis

-5 V-..V • •■'"••'•'"''ClVst*"*.* ■ 'l-W'

M Yes Standard

HI.2

VcnUur bhall mamiam a secure hosting environment providing all
necessary hardware, software, and Internet bandwidth to manage
the application and support users with permission based logins" M Yes Standard

H1.3

The solution must meet federal HIPAA regulatory standards. '
Vendors must supply in writing that their product meets the
•HIPAA requirements M Yes Standard

HID provides language
confirming compliance with all
HIPAA regulatory standards in
Appendix 3 of this response.

H1.4 State access will be via VPN or Internet Browser
M Yes Standard

HI.5

At the State s option, authorized third parties may be given limited
access by the Vendor to certain levels of the State's system through
the VPN or through a separate network connection that meets the
Vendor's specifications.

M Yes Standard

HI.6

The State will be responsible for equipment, labor, and /or services
necessary to set-up and maintain the internet connectivity at the
State and/or other third party sites. M Yes Standard

HI.7

Vendor will not be responsible for network connection issues,
problems or conditions arising from or related to circumstances
outside the control of the Vendor, ex: bandwidth, network outages
and /or any other conditions arising on (he State's internal network
or, more generally, outside the Vendor's firewall or any issues that
are the responsibility of the State Internet Service Provider. .

M Yes Standard
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PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3 .

EXHIBIT H

REQUIREMENT RESPONSES

HI.8

Vendor shall provide a secure Class A Data Center providing
equipment (including dedicated servers), an on-site 24/7 system
operator, managed firewall services, and managed backup
Services.

M Yes Standard

HI.9

Data Center Air Conditioning - used to control temperature and
humidity in the Data Center. Temperature ranges shall be between
68 and 75 ®F. .

M Yes Standard

HI.10

Data Center Humidity shall be non-condensing and be maintained
between 40-55% with a maximum dew point of 62 "F.

M Yes Standard

More than 450 sensors

constantly monitor the
temperature, humid'.t^/, and
structural integrity of the
•building.at Atlanta NAP, HlD's
premier'colocatiOh facility
which will support the NH
PDMP RxSentry system.

HI.11

Data Center Backup Power - uninlcmiptible power supplies shall
be sized to sustain computer systems and associated components
for, at a minimum, the amount of time it takes for a backup
generator to take over providing power. Where possible, servers
shall contain redundant power supplies connected to commercial
power via separate feeds.

M Yes Standard

HI.12

Data Center Generator - shall be sufficient to sustain computer

systems and associated components for, at a minimum, the amount
of time it lakes for commercial power to return. Fuel tanks shall be
large enough to support the generator at -full load for a period not
less than 1 '/i days of operation.

M Yes Standard

HI.13

Data Center Floor - A raised floor is required for more uniform air
circulation in;the form of a plenum for cold air as well as to
provide space for power cabling and wetness monitoring.

M Yes Standard

HI.14

Data Center Fire Protection System - fire detectors in conjunction
with suppression gaseous systems must be installed to reduce the
risk of loss due to fire.

M Yes Standard
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

PRESCRIPTION MONITORING
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EXHIBIT H

REQUIREMENT RESPONSES

HI.15

HI.16

HI.17

HI.18

HI.19

HI.20

Hl.2i

HI.22

H1.23

The Data Center must be physically secured - restricted access to
the site to personnel with controls such as biometric, badge, and
others security solutions. Policies for granting access must be in
place and follpwed. Access shall only be granted to those with a
need to perform tasks in the Data Center.

Vendor must monitor the application and all servers.

Vendor shall :manage the databases and services on all servers
located at the Vendor's facility.

Vendor shall install and update all server patches, updates, and
other utilities within 30 days of release from the manufacturer.

Vendor shall monitor System, security, and application logs.
Vendor shall manage the sharing of.data resources.

Vendor shalF manage daily backups, off-site data storage, and
restore operations.

The Vendor shall monitor physical hardware.

The Vendor shall report any breach in security to the PMP
Program Manager within 2 hrs of time that the vendor learns of
occurrence..

M

M

M

M

M

M

M

M

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

H2.1

H2.2

H2.3

H2.4

Vendor shall conform to adequate disaster recovery procedures as
defined by the State of New Hampshire.

Vendor shall have documented disaster recovery plans that address
the recovery "of lost" State data as well as their own. Systems shall
be architected to meet the defined recoverv needs.

The disaster recovery plan shall identify appropriate methods for
procuring additional hardware in the event of a component failure.
In most instances, systems shall offer a level of redundancy so the
loss of a drive or power supply will not be sufficient to terminate
services however, these failed components will have to be
replaced.
Vendor shall adhere to
schedule and procedure.

a defined and documented back-up

M

M

M

M

Yes

Yes

Yes

Yes

Standard

Standard-

Standard

Standard

HID provides our sa

and AtlaniaNAP Dls
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REQUIREMENT RESPONSES

H2.5

H2.6

Back-up copies of data are made for the purpose of facilitating a
restore of the data in the event of data loss or System failure.

Scheduled backups of all servers must be completed regularly. At a
minimum. Bluehost servers shall be backed up nightly, with one
daily, one weekly, and one monthly backup stored in a secure
location to assure data recovery in the event of disaster.

M

M

Yes

Yes

Standard

Standard

The minimum acceptable frequency is differential backup daily,
and complete backup weekly.

H2.7 M

Yes Standard

Full database backu

'perfoimed nightly t
server located at H!

location center. Th

are PGP-encrypted
for three months. .

3S are

) the backup
D's CO-

ise backups
and stored

H2.8

Tapes or other back-up media tapes must be securely transferred
from the site.to another secure location to avoid complete data loss
with the loss of a facilitv.

M

Yes Standard

H2.9
If State data is personally identifiable, data must be encrypted in
the operation environment and on back up tapes.

M
Yes Standard

H2.10

Data recovery - In the event that recovery back to the last backup
is not sufficient to recover State Data, the Vendor shall employ the
use of database 16gs in addition to backup media in the restoration
of the database(s) to afford a much closer to real-time recovery. To
do this, logs must be moved off the volume containing the database
with a frequency to match the business needs.

M

Yes Standard

RxSentry supports
recovery through ir
backups performer
frequently than dai
Restoration will be

from the point of tl
incremental backu

point-in-time

cremcntal

more

y-

available

e previous

H3.I

The Vendor; must operate hosting Services on a hetwbrk'ofTering
adequate performance to meet the business requirements for the
State application. For the purpose of this RFP, adequate
performance is defined as 99.9''/o uptime, e.xclusive of the regularly
scheduled maintenance window.

M

Yes Standard
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H3.2

The Vendor shall provide network redundancy deemed adequate
by the State by assuring redundant, connections provided by
multiple Internet Vendors, so that a failure of one Internet
connection, will not interTiipt access to the State application.

M

Yes. Standard

HID provides information
regarding our network
redundancy in Section l\.
D2.1

H3.3

Where redundant connections are :not provided, then. theHnternet
Vendor who provides the Internet service to the Vendor must have
their service supplied by a provider($) that has multiple feeds to
ensure that a failure in one of the-larger carriers will not cause a
failure of the-State's Service.

M

. % .

Yes Standard

RxSentry exists using redundant

H3.4
The Vendor! network architecture must include redundancy of
routers and switches in the Data Center. M

.  Yes Standard

H3.5

Remote access shall be customized to the State's business
application. In instances where the State requires access to the
application or server -resources not in the DMZ, the Vendor shall
provide remote desktop connection to the server through secure
protocols such as a Virtual Private Network (VPN).

M

Yes

H4.1
X MC r ciiuyi biiaii employ security measures ensure that the Slate's

application and data is protected. M
Yes Standard

H4.2
If State data is hosted on multiple servers, data exchanges between
and among servers must be encrypted. M

Yes Standard

H4.3

All servers and devices must have CMrrently-supported and
hardened operating systems, the latest anti-viral, anti-hacker. anti-
spam, anti-spyware, and anti-malware utilities. The environment,
as a whole,, shall have aggressive intrusion-detection and firewall
protection.

M

'  Yes Standard

H4.4

Ail components of the infrastructure shall be reviewed and tested
to ensure they protect, the State's hardware, software, and its
related data assets. Tests shall focus on the technical,
administrative and physical security controls that have been
designed into the System architecture in order to provide
confidentiality. Inteerity and availabilitv.

M

Yes Standard

••
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EXHIBIT H

REQUIREMENT RESPONSES

H4.5

In the development or maintenance of any code, the Vendor shall
ensure that the Software is independently verified and validated-
using a methodology determined appropriate by the State. All
software and hardware shall be ftee of malicious code.

M

Yes Standard

H4.6

The Vendor shall notify the Executive Director of the NH Board of
Pharmacy of any security breaches within 2 hrs of time vendor
learns of occurrence.

M

Yes Standard

H4.7

The Vendor shall ensure its complete cooperation with the Slate's
Chief Information OfFicer in the detection of any security
vulnerability of the Vendor' hosting infrastructure and/or the
application.

M

Yes Standard

H4.8

The Vendor shall be solely liable for costs associated with any
breach of State data housed at their location(s) including but not
limited to notification and any damages assessed by the courts.

M

Yes Standard

The Vendor shall authorize the Stale to perform scheduled and

H4.9 random security audits, including vulnerability assessments, of the
Vendor' hosting infrastructure and/or the application upon request.

M

Yes Standard

H4.10

The Vendor shall provide fire detection and suppression system,
physical security of and infrastructure security of the proposed
hosting facility. The environmental support equipment of
theVendor website hosting facility: power conditioning; HV.^C;
UPS; RcneratoT.must.be ac.ceptable.to the State. ..

M

Yes Standard,

H5.1

The Vendor's; System-support and maintenance shall commence
upon the Effective Date and extend through the end of the Contract
term, and any extensions thereof.

V!

Yes Standard

HlD's proposed support and
maintenance will commence of

the contract effective date and

extend -through the end of the
initial contract termj and any
ne.eotiated extensions thereof.

H5.2

Maintain the- hardware and Software in accordance with the

Specifications, terms, and requirements of the Contract, including
providing, upgrades and fi.xes as required.

M

Yes 1  Standard
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H5.4

STATE OF NEW HAMPSHIRE

BOARD OF pharmacy
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

H5.5

Repair or replace the hardware or Software, or any portion thereof,
so that the System operates in accordance with the Specifications,
terms, and requirements of the Contract.

The State shall have unlimhed access, via phone or Email; to the
Ve:ndor,tecKnibar.sqp.poit^ of 8:3,pam to
5:60pm-I^bnday 'thni'-Prida^^^^ •
The Vendor response time for support shall conform to the specific
deficiency class as described below: o Class A Deficiency-
Software - Critical, does not allow System to operate, no work
around, demaiids immediate action; Written Documentation -
missing significant portions of information or iininteliigible to
State; Non Software • Services were inadequate and require re-
performance of the Service. 0 Class B Deficiency •
Software - important, does not stop operation and/or there is a
work around and user can perform tasks; Written Documentation ■
portions of information are missing but not enough to make the
document unintelligible; Non Software - Services were deTicient.
require reworking, but do not require re-performance of the
Service, o Class C Deficiency - Software - minimal, Cosmetic
in nature, minimal effect on System, low priority and/or user can
use System; Writlcn Documentation - minimal changes required
and of minor editing nature; Non Software - Services require only
minor reworking and do not require re-performance of the Service.

M

M

M

Yes

Yes

Standard

St'fthdard

Yes Standard

HID will repair or replace the
hardware or software to meet

the system operations as
proposed in this response,
including the specifications,
terms, and requirements of the
contract.
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EXHIBIT H

REQUIREMENT RESPONSES

H5.6

As part of the Software maintenance agreement, ongoing software
maintenance and support issues, shall be responded to according to

the following: a. Class A Deficiencies • The Vendor shall have
available to the State on-cali telephone assistance, with issue
tracking available to the State, eight (8) hours per day and seven
(7) days a week.with an email / telephone response within two (2)
hours of request; or the Vendor shall-provide support on-site or
with remote diagnostic Services, within four (4) business hours of
a request; 'b. Class B & C Deficiencies -The State shall notify
the Vendor of such Deficiencies during regular business hours and
the Vendor shall respond back within four (4) hours of notification
of planned corrective action; The Vendor shall repair or replace
Software, and provide maintenance of the Software in accordance
with the Specifications, Terms and Requirements of the Contract.

M

Yes Standard

The HID PDMP Help Desk will
be available 8;30a.m. to 5:00

p.m. Monday through Friday
EST to meet the reqMiremenls of
this RFP. On-call n>essage
assistance will be a>'a.lable to

the State at all other times, with
telephone response within two
(2) hours of request. HID will
provide support, (as needed),
on-site at the hosting facility
within four (4) business hours
of a request for Class A
Deficiencies. To meet the

requirements for Class B & C
Deficiencies. HID will respond
within four (4) hours of
notification of planned
corrective action.

H5.7

The hosting server for the State shall be available twenty-four (24)
hours a day, 7 days a week except for during scheduled
maintenance.

M

Yes Standard

H5.8
The Vendor will guide the State with possible solutions to resolve
issues to niaintain a fully functioning, hosted System.

M
Yes ■ • Standard

H5.9

A regularly scheduled maintenance window shall be identified
(such as weekly, monthly, or quarterly) at which time all relevant
server patches and application upgrades shall be applied.

M

Yes Standard

HID will run all regularly
scheduled system updates at
non-peak hours. Upcate
maintenance window will be

presented to the State for
approval.

H5.10
The Vendor response time for support shall conform to the specific
deficiency class as described in H5.5 and H5.6

M
Yes Standard

H5.1 1

The Vendor wilt give two-business days prior notification to the
State Project Manager of all changes/updates and provide the State
with training due to the upgrades and changes.

M

Yes Standard
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CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

H5.I2
The Vendor shall guarantee 99.9% uptime, exclusive of the
regularly scheduled maintenance window M

Yes Standard

H5.13

If The Vendor is unable to meet the 99.9% uptime requirement,
The Vendor shall credit State's account in an amount based upon
the following formula: (Total Contract item Price/365) x Number
of Days Contract Item Not Provided. The State must request this
credit in writing.

M

Yes Standard

H5.U

The Vendor shall use a change management policy for notification
and tracking of change.requests as well as critical outages.

M

Yes Standard

HID provides informs
regarding our change
management policy if
IN", p.2, Topic 24 of
response.

tion

Section

his

H5.I5

A critical outage Will be designated when a business function
cannot be met by a nonperforming application and there is no work
around to the problem.

M

Yes Standard

H5.16

All hardware and software components of the Vendor hosting
infrastructure shall be fully supported by their respective
manufacturers at all times. Ail critical patches for operating
systems, databases, web services, etc, shall be applied within thirty
(30) days of release by their respective manufacturers.

M

Yes Standard

H5.I7

The Vendor shall maintain a record of the. activities related to
repair or maintenance activities performed for the. State and shall
report quarterly on the following: .Server up-time; .All change
requests implemented, including operating system patches; All
critical outages reported including actual issue and resolution;
Number of deficiencies reported by class with initial response time
as well as time to close.

M

Yes Standard

H5.18

The Vendor shall provide the State with a personal secure FTP site
to be used the State for uploading and downloading files.

M

Yes Standard
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iIe^e stiksPbNSE'ci

Wm

—rrr—. ■ :

31.1

The Vendor's System support and maintenance
shall, commence upon the Effective Date and
extend through the end of the Contract term, and
any extensions thereof.

M Yes Standard

SI.2

Maintain the hardware and Software in

accordance with the Specifications, terms, and
requirements of the Contract, including providing,
upgrades and fixes as required.

M Yes Standard

S1.3

Repair or replace the hardware or Sof^vare, or any
portion thereof, so that the System operates in
accordance with the Specifications, terms, and
requirements of the Contract.

M Yes Standard

S1.4

The State shall have unlimited access, via
phone or Email, to the Vendor technical
support staff between the hours of 8:30am to
5:00pm- Monday thru Friday.EST;

M Yes Standard

31.5

The Vendor response time for support shall
conform to the specific deficiency class as
described in H-5.5 and 5.6

M Yes Standard

31.6

The Vendor will guide the State with possible
solutions to resolve issues to maintain a fully
functionine. Hosted Svstem.

M Yes Standard
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S1.7

F

The Vendor shall make available to the State the
latest prograri^ updates, general maintenance
releases, selected functionality rdeases, patches',
and Documentation that are generally offered to
its customers, at no additional cost.

STATE OF NEW

BOARD OF P

PRESCRIPTION
CONTRACT 201

EXHIE

REQUIREMEN"

M

hampshif

HARMACV

MONITORII

4-042 -PART

IT H

r RESPONSE

Yes

.E

3

.8

Standard

51.8

The Vendor shall maintain a record of the
activities related to warranty repair or
maintenance'activities performed for the State.

M Yes Standard

SI.9

For all maintenance Services calls. The Vendor
shall ensure the following information will be
collected and maintained: 1) nature of the
Deficiency; 2) current status of the Deficiency: 3)
action-plans, dates, and times; 4) expected and
actual completion time; 5) Deficiency resolution
information. 6) Resolved by, 7) Identifying
number i.e. work order number. 8) Issue identified
by;

M Yes Standard

51.10

The Vendor must work with the State to identify
and troubleshoot potentially large-scale Svstem
failures or Deficiencies by collecting the
following information: 1) rhean time between
reported Deficiencies with the Software: . 2)
diagno.sis of thy'rbpt.cau'se of the problem; and d)
identification of repeat calls or repeat Software
problems., .. .

M Yes Standard

jV> Ti.)

52.1
iviainiain tne oysxem ionware in accordance with

the Specifications and Tcrrns.ofthe Contract. M Yes . Standard

•'j:-

52:2'

.Repair or ..repjlace^the System Software or any
; pbiiion'.AtH.e/eo'frs^ vthat- th'.e v.Syste""nh^l-6'perates in
accordance with the Specification's-' term's and
requirements of the Contract.

r-"'. .M" Yes :Stahdard .  .-1
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S2.3

STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

<H1D> shall have available to the State on-call

telephone assistance, with issue tracking available
to the State, eight (8) hours per day and seven (7)
days a week with an email / telephone response
within two (2) hours of request, with assistance
response dependent upon issue severity.

M Yes Standard

HID will provide POMP
Technical Help Desk
assistance to the State

Monday-Friday, 8:00 a.m. to
5p.m. ET with answering
service available at other

hours. To meet the warranty
requirements of this

response, HID wll provide
the State with on-call

telephone assistance,
including the ability for Sla:e
staff to leave a message after
business hours, requesting a
return call response withir
two (2) hours of request.

S2.4

Maintain a record of the activities related to
warranty repair or maintenance activities
performed for the State

M >es Standard

S2.5

For all Warranty Service calls. <HiD> shall
ensure the following information will be collected
and maintained: 1) nature ofthe Deficiency; 2)
current status of the Deficiency; 3 ) action plans,
dates, and times; 4) expected and actual
completion time; 5) Deficiency resolution
information; 6) resolved by 7) Identifying number
i.e. work order number; 8) issue identified by.

M Yes Standard

HID will use JIRA tracking
management software to
track all reported issues
regarding the NH PDMP

systctTi.

S2.6

The Vendor rriust work with the State to identify
and troubleshoot potentially large-scale Software
failures or Deficiencies by collecting the
following information: 1) mean time between
reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software
problems. ^

M Yes Standard

2014-042 Exhibit H-Priority Responses
Initial All Pages:
Contractor's Initials Exhibit H Page 73 of 105



S2.7

All Deficiencies found during the Warranty
Period and ail .Deficiencies found.with the
Warranty Releases shall be corrected by the
Vendor no later than 5 business.days, unless
specifically extended in writing by the State, and
at no additional cost to the State.

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H
REQUIREMENT RESPONSES

M Yes Standard
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REQUIREMENT RESPONSES

M »

State Rediiiremehts
asm

Rcq#
b-tiESlR'ED^

Pl.l

Vendor shall participate in an initial kick-off meeting to
initiate the Project.

M Yes Standard

HID provides information
regarding the Project Kick-Off
meeting in Section n\', D.24
and in the proposed Work

Plan in this response.

P1.2

Vendor shall provide Project Staff as specined in the RFP.

M Yes Standard

HID provides information
regarding Project Staff in our
response to Section VI of this

response.

PI.3

Vendor shall submit a finalized Work Plan within ten (10) j
days after Contract award and approval by Governor and
Council. The Work Plan shall include, syithout limitation,
a detailed description of the Schedule, tasks, Deliverables,
critical events, task dependencies, and payment Schedule.
The plan shall be updated no less than every two weeks.

M Yes Standard

HID provides our proposed
Project Work Plan in Section
IV, D2.4 of this response.

P1.4

Vendor shall provide detailed bi-weekly status reports on
the progress of the Project, which will include expenses
incurred year to date.

M Yes Standard

r

HID's Project Managers wilT
pro'vidc detailed bi-weekly
status reports including

expenses incurred. |
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REQUIREMENT RESPONSES

PI.5

All user, technical, and System Documentation as well as
Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation. on-Line. in a searchable PDF format

M Yes Standard

HID will provide all
documentation onlut'

searchable PDF format

on-.the NH PDMP p
website. HID will prc-v
BOP with electronic

copies of all project sch
plans, status reports, an
required correspondenc

maintained as proj
documentation, and wi
copies of these docum*

future use.

ibl

user

in a

posted
ic

deKH

PDF

edules,
d other

e to be

:ct

I store

nts for
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WORK PLAN

WORK PLAN

HlD's Project Manager and the State Project manager shall finalize the Work Plan within len business days
of the Effective Date and further refine the tasks required to implement the Project. The elements o the
preliminary Work Plan are documented in accordance with HiD's plan to ^plement the App ica ton
Software. Continued development and management of the Work Plan ts a joint effort on the part of HID and
State Project Managers.

The preliminai7 Work Plan created by HID and (he Stale is set forth at the end of this Exhibit.

In conjunction with HID's Project Management methodology, which shall be used to manage the Project s
life cycle, the HID team and the State shall bnalize the Work Plan at the onset of the Pfoject. nus plan shall
identify the (asks. Deliverables, major milestones, task dependences, and a payment Sch^ule required
to implement the Project. It shall also address intra-task dependences, resource allo«t,oris (both State and
HID team members), refine the Project's scope, and establish the Project s Schedule. Tlie Plan is documented
in accordance with HID's Work Plan and sliall utilize Microsoft Project to support the ongoing management
of the Project.

1. ASSUMPTIONS (ADD TO/CHANGE THIS AS APPROPRIATE)

^^*'"The' State shall provide team members with decision-making authority to supirort the
Implementation efforts, at the level outlined in the Request for Proposal Document Stale Staffing
Matri.x. . • . tw i di

.  All State tasks must be performed in accordance with the revised Work Plan.

.  All key decisions will be resolved within five (5) business days. Issues not resolved withm this
initial period will be escalated to the State Project Manager for resolution.

.  Any acivities, decisions or issues taken on by the State that affect tte mutually agreed u^n
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

•  hid shall provide a separate escrow agreement for the application.
.  HID shall maintain an accounting system in accordance with Generally Accepted Accounting

Principles (GAAP).

- %he HID Team shall perform this Project at State facilities at no cost to Hip.
.  The HID Team may perform that work at a facility other than that furnished by the State, when

oractical, at their own expense. ^ . u -.u

.  The HID Team shall honor all holidays observed by HID or the State, although with permission,
may choose to work on holidays and weekends. „hrtn/.c

-  The Slate shall provide adequate facilities for the HID Team, including PCs, phones. Virtual
Private Network (VPN) access, and modem-based dial-out capability and ac^ss to any necessary
Internal Slate networks and/or software (within State standards). A physical workspace for each
consultant including a desk and chair, with the items mentioned above, shall
Convenient access to a high-speed printer, a high-speed copier,
nrovided to the Proiect Team, as well as access to conference rooms for meehngs. This space,
equipment, and printer/fax supplies shall be provided at no cost to the HID Team and shall be
available when the Project begins.'
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C. Project Manflgemcnt
•  The State shall approve the Project Management Methodology used for the Project.
•  The Stale shall provide the Project Team with reasonable access to the State personnel as needed

to complete Project tasks.
•  A Project folder created within the State system shall be used for centralized storage and retrieval

of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. HID's Project Manager will establish and maintain this folder. Tlie State
Project Manager shall approve access for the State team. Documentation can .be stored locally for
HID and State team on a "shared" network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

•  HID assurhes that an Alternate Project Manager may be appointed from lime to time to handle
reasonable and ordinary absences of the Project Manager.

D^S^Tcchnical Environment and Management
•  The State is responsible for providing the desktop hardware, network, and communication

facilities needed to support the Project.
•  The State's desktop hardware operating environment and supporting software shall meet HID

certification requirements for the applications deployment being installed.
•  The State is responsible for providing the Internet access.
•  HID team shall HlD's RxSentry® PDMP software. Version 1.2.
•  Designated State systems personnel shall be available during nonnal working hours and for

adjustments to operating systems configurations and tuning.

E. Conversions

•  The HID Team shall lead the State with the mapping of the legacy Data to the HID applications.
•  Additionally, the HID Team shall:

1. Provide application data requirements and examples, of data mappings, conversion scripts,
and data loaders. The HID Team shall identify the APIs the State, should use in the design
and development of the conversion. ^

2. Provide guidance and assistance with the use of the data loaders and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.
4. Lead the resolution of problems and issues associated with the development and

Implementation of the conversions.

F. Project Schedule
♦  Deployment Is planned to begin on Effective Date of Contract with a planned go-live date of four

(4) months later..

G. Reporting

♦  HID shall conduct every two weeks status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results and Documentation.

H. User Training

2014-042 Exhibit I Work Plan
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TlCffSCTcfcr lo ExIiiDirt ;

•  HID must create training materials for Dispensers, Administrators, Physicians, and other
groupsofiiser of the application. • j us

•  HID must create on-line tutorials/training regarding data collection for a) Pharmacies and b)
Practitioners that dispense. ■ r s

.  HID must create on-line tutorials/training regarding reporting of Patient information for a)
Pharmacies and b) Practitioners that dispense.

•  HID must create on-line tutorials/training for application Administrators.
.  HID must perform knowledge transfer to Administrators so they can adequately perform

system maintenance/administration functions.
•  HID must create on-line tutorials/training for Law Enforcement Users.
•  Tlie application must contain Help features that explain/define specific fields and process

flows.

•  HID must provide 6 training webinars within 6 months following "go-live" for up to 60 end
users.

I. Performance and Security Testing . . , • u
•  The HID Team shall provide a performance test workshop to identify the key scenarios to be

lesicd, the approach and tools required, and best practices information on perfomiance testing.
•  The State shall work with HID on performance testing as set forth in Contract Exhibit F - Testing

Services.

2. ROLES AND RESPONSIBILITIES

A. HID Team Roles and Responsibilities

1) HID Team Project Executive r- .• x u n u
The HID Team's Project Executives (HID and Subcontractor Project Executives) shall te
responsible for advising on and monitoring the quality of the Implemcntat,on throughout the
Project life cycle. The Project Executive shall advise the HID Tcatii Project Manager and tie
State's Project leadership on the best practices for implementing the HID Software Solution
within the State. The Project Executive shall participate in the definition of the Project Plan and
provide guidance to the Slate s Team.

TteldlD Team ProjMt^S^ shall have overall responsibility for the day-to.day management
of the Project and shall plan, track, and manage the activities of the HID Implementation Team.
The HID Team Project Manager will have the following responsibilities.

•  Maintain communications with the Slate's Project Manager,
•  Work with the Slate in planning and conducting a kick-off meeting,
•  Create and maintain the Work Plan; j- , ,i
.  Assign HID Team consultants to tasks in the Implementation Project according to

scheduled staffing requirements;
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I  rolp.s and rp-«;pon.';ihiliiifLS nf all HID Team members; ^ ^

Provide update progress reports to the Stale Project Manager every two weeks;
Notify the Stale Project Manager of requirements for State resources in order to provide
sufficient lead lime for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;
Review requirements and scheduling changes and identify the impact on the Projeci in order
to identify whether the changes may require a change of scope;
Implement scope and Schedule changes as authorized by the Stale Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the Slate completed Project Deliverables and obtain sign-off from the State s Project
Manager.

3) HID Team Analysis
The HID Team shall conduct analysis of requirements, validate the HID Team's understanding
of the Stale business requirements by application, and perform business requirements mapping:
•  Construct and confirm application test case scenarios;

•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured applicalion;
•  Produce functional Spetificalions for extensions, conversions, and interfaces;
•  Assist the State iri the testing of extensions, conversions, and interfaces;
•  Assist the State in execution of the Slate's Acceptance Test;

•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;

•  Assist with the correction of configuration problems-identified during system, integration
and Acceptance Testing; and

•  Assist with the transition to production.

4) HID Team Tasks
TlVe HID team shall assume the following tasks:

•  Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;

•  Development and Documentation of conversion and interface programs in accordance
with functional and technical Specifications;

•  Development and Documentation of installation procedures; and
•  Development and execution of unit test scripts;

•  Unit testing of conversions and interfaces developed; and

•  System Integration Testing.

B. State Roles and Responsibilities

The following State resources have been identified for tjie Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
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ImplemenliilioM. The demands on Ibc Suhjrr.i Malter Rxpe.rlC lime will vary based on the need
determined by the Stale Leads and the phase of the Implementation.

1) Stale Proiecl Manager ^ . w ti

The Slale Project Manager shall work sidc-by-si'de whh the HID Project Manager. The role of
the State Project Manager is to ntanage State resources (IF ANY), facihtate eomjMehon of a
tasks assigned to State staff, and communicate Project status on a regular basts. Tlte State I'rojec
Manager represents the. State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary Slate
resources, as dehned by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
.  Plan and conduct a kick-off meeting with assistance from the HID team;
•  Assist the HID Project Manager in the development of a detailed Work Plan,
.  Identify and secure the State Project Team members in accordance with the Work Plan,
.  Define roles and responsibilities of all Stale Project Team members assigned lo the Project;
.  Identify and secure access to additional State end-user staff as needed to sup^rt specific

areas of knowledge if and when required to perform certain Implementation tasks,
.  Communicate issues to State management as necessary to secure resolution of any matter

that cannot be addressed at the Project level;
•  Inform the HID Project Manager of any urgent issues if and when ihey arise; and
.  Assist the HID team staff to obtain requested information if and when required to perfonn

certain Project tasks.

2) State Subject Matter Expcrt(s)(SME) / « ̂ r
The role of the Slate SME is to assist application teams with an understanding of the S e s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following.

Be the key user and contact for their Agcricy or Depailment,
Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;

Assist in validating and documenting user requirements, as needed;
Assist in mapping business requirements;

/Assist ineopstrucling.test script^ and d^ta;.
. Assist in;systemi,,jntegration, and Ac«ptan^ V ■■ - "
AB''ist in-^ ihtegration;tesl.ing and data .verification;
Attend Project meetings when requested; and • •

Assist in training end users in the use of the HID Software Solution and the business
processes the.application supports.
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3) Sfalc Technical Lead
The Slate's Technical Lead assists the Stale's Project Manager and is responsible for managing
the State's technical tasks. Responsibilities include:

•  Assist the State and HID Team Project Managers.to establish the detailed Work Plan;
•  Work with State IT management to obtain Slate technical resources in accordance with

the Work Plan; and

•  HlDRepresent the technical efforts of the State at Project meetings that take place every
two weeks.

4)

5) State Network Adrninistrator(DoIT)
The State Network Administrator will provide technical support regarding networking
requirements administration. The responsibilities will include:
•  Assess the'ability of the State's overall network architecture and capacity to adequately

support implemented applications;
•  Establish connections among the database and application servers; and
•  Establish connections among the desktop devices and the Application and database

servers.

3. SOFTWARE APPLICATION

Detail what software is requiredfor the Contractor to perform the activities of the Contract.

Not Applicable

4. CONVERSIONS

The following Table 4.1 identifies the conversions within the scope of this Contract.

Table 4.1: Planned Conversions

3SR

detail''!  delaiis^gSfiR»m|
en.tcjrn.rises

HID HID musl'comparc a data extract from; thcistatcs' enterprise
. cLiccnsing.applicatlon containing all .active Licensees with
the DEA numbers from the Drug Enforcement. Agency and
populate the PMP database wiih air^ctivfc prc'scribers and
dispensers authorized to prescribe or dispense schedule II-
IV controlled substances within the state prior to "go-live".
Currently includes Nurse Practitioners (approximately
1726); Dentists (approximately II08); Veterinarians
(approximately 905). Note that the Slate of New Hampshire
plans to migrate all License types into an cntcrprisc-wide
solution and over the next 36 months.

2014-042 Exhibit I Work Plan

Initial All Pages:
Contractor's initials: Exhibit Page 82 of 105



STATE OF NEW HAMPSHIRE
BOARD OF pharmacy

prescription monitoring
CONTRACT 2014-042-PA RT 3

EXHIBIT!

WORK PLAN

dctaiBTrom

cntcrpnsc

cLkensmg

softwin ̂
da^.bas^^'
Monifil^
Updaii

'as;

dcia I jS/f^p

ni^MW
4fipis

mda(abases:i^
i-Tr.il:,+r

-•T.^
conversion

m

m
■a

T.-wnf.

dela ilsJfro

y.tvs«-nda.taBa^fp^^
m&M

«-

m

Application,must comparc a data extract from ihc-stat^ >,.;
enterprise eLicensing application containing all actiyci
Licensees with (he DEA numbers from the Drug. ... .
Enforcement,Agency on a monthly basis to determine.all.,
changes.in active prcscribers and dispensers authorized to
prescribe or dispense schedule 11-1V controlled substances
within the state and .updatc all changes to the PMP database
(ncwand: inactive Licensees). Note that the Stale of New ■
Hampshire plans to migrate all License types into an . ,
enterprise-wide solution and over the next 36 months.
HID must compare a data extract from the states':, .
current five (5) MS Access databases conlaining.air
active Licensees with the DEA numbers frofn-the Drug-.
Enforcement Agency and populate the PMP database
with all active prcscribers and.dispcnsers.^utlwri^d to
prcscribe ordispCTse schedule ll-lV controlled
substances within the state prior to "go-live". Includes
Physicians (approximately 6300); Physician assistants
(approximately 575); Optbmctrists (approximatcly. ■
130); Pharmacists (approximately 2600); Pharmacies^
in state (approximately 300); NonrResidcnl , .
(approximately 500); Naturopathic-Doctors,'. .
(approximately 80); and Podjatrists (app^roximately _ .
103).

Application must compare a data extract from the,
states' current five (5).MS Acc(as Databases,
application containing active Liixnsccs with the DEA
numbers from the Drug Ehforccment Agency on a
monthly basis to"determine all'changes in active
prcscribers and dispensers authorized to prescribe or
dispense schedule II-IV controlled substances within
the state and updatc al.l change to tlw PMP database
(new and, inactive Licensees).. Physiciains
(approximately 6300); Physician.assistants
(approximately 575); Optometrists (approximately
130); Pharmacists (approximately 2600); Pharmacies
in state (approximately 300); Non-Resident
(approximately 500); Nalurppathic Doctors
(approximately 80); and Podiatrists (approximately
103).

j
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I  '

m

CreiitJoiAS-ii^®
!:n
Pro

vr-

a?j!

HID must crcalc data extract process that can citherrbc.--
automatically run or easily executed from the stal«'-,
currenl five (5) MS Access databases containing all ' .
active Licensees for Physicians (approximately 6300); :
Physician assistants (approximately 575); Optometrists*
(approximately 130); Pharmacists (approximately .
2600); Pharmacies in state (approximately 300); Non--';.
Resident (approximately 500); Naturopathic Dbctp.re--' ,-
(approximately 80);= and Podiatrists (approximately.
103). Note that the State of New Hampshire plans;to
migrate all License types into an enterprise-wide . .. .
solution and over the next 36 months.

A. Conversion Testing Responsibilities
•  The HID Team and the State, based on their assigned conversion responsibililies,'^^set forth in

Contract Exhibit F: Testing Senn'ces shall identify applicable test scripts and iristallalion
instructions, adapt (hem to, the Project specifics, test the business process, and compare with the
documented expected results.

•  The HID Team and the Slate, based on their assigned conversion responsibilities, shall execute
the applicable test scripts that complete the conversion and compare cxecution results with the
documented expected results.

•  The HID Team and the State, based on their assigned conversion responsibilities, shall develop
and unit test their assigned conversions.

•  The State and the HID Teanis shall jointly conduct System and Integration Testing, verifying
and validating the accuracy and complelcncss of the conversions.

•  The Stale and the HID Teams shall jointly verify and validate the accuracy and completeness of
the conversions for Acceplance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 5.
interfaces within the scope of this Contract and their relative assignment.

Not Applicable

identifies the
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6. APPLICATION MODIFICATION

To more luMy address ihe Slaters requiremenls, llie HID Team shall implemenl the following
application modincations. The following Table 6.1 idenlides Ihc modificalions that are w.lhm the
scope of this Contract.

Table 6.1: Modifications - HID Developed

'■js

m

B2:

i

5^;

Records'relating to any individual\,vdid docs not
meet the level established to.suggcstfpossible drug
abuse or diversion must be deleted within 6 months
after the initial prescription . was^dispcnsed. All
other. information/recordsV must'. beVdclded after 3
years per RSA 3I8-B: 32; IV;. The Idycl established,
to suggest po^ible drug abuse; or mis^ is defined
as Schedule II - IV controlled.'driig? obtained
through 6 Practitioners, 6 Pharn^ics, within 3
months or lOOmg or greater of- morphine or
morphine equivalents per day. ' •
Category A: All records will' be retained in
application for the first 6 months;.- At six (6) months
and onc.(l) day., all records not rneeting the level |
established to suggest po^iblc drug abuse or misuse j
must be deleted. Moving forwardi the most current |
6 months of data must be retained in thc.applicailon |
using the same deletion criteria:; - . |
Category B; All records relating to>ny individual
who meet the level established,to suggest possible
drug abuse or misuse must be rqtain^ for 36 months
from the most-recent violation, date: - At thirty six
(36) months and one (1) day , alfretords older than
36 months must be deleted. ' MovingTorward, the
most current 36 months of data muS'bc retained in
the application using the same deletion criteria. .
If Back-up Tapes need to be used to restore data;
the record deletions as defined in Requirements
B2.2 and 823 must, be performed prior to making 1
the data available to users. ; 1

7. PRELIMINARY WORK PLAN
The following Table 7.1 provides the preliminary agreed upon Work Plan for the Contract. Dates
will be modified upon contract approval.

Table 7.1: High [./cvcl Preliminary NH Project Plan
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New Hampshire PDMP Project Work Plan

Note that (he workplan dales will be modified once the contraci is approved and in force per Ihe schedule
required.
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SOFT\VARE LICENSE

1. LICENSE-eRA-NT

HID hereby grants to the Stale a worldwide, perpetual, irrevocable, non-exclusive, non-transferable,
limited license to use the Software and its associated Documentation, subject to the terms of the
Contract. The State may allow its agents and Contractors to access and use the Software, and in such
event, the State shall ftrst obtain written agreement from such agents and Contractors that each shall
abide by the terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

HID shall provide lift State with a sufficient number of hard copy versions of the Software's
associated Documentation and one (I) electronic version in Microsoft WORD and PDF format. The
Stale shall have the right to copy the Software and its associated Documentation for its internal
business needs. The State agrees to include copyright and proprietary notices provided to the State by
HID on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of HID's proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the

third party's business operations, except as pennitted herein; or
c. Cause or [jcnnit reverse engineering, disassembly or rccompilalion of the programs.

4. TITLE

HID must hold the right to allow the Stale to use the Software or hold all title, right, and interest
(including all ownership and intellectual property rights) in the Software and its associated
Documentation.

5. THIRD PARTY

HID shall identify all third party contracts to be provided under the Contract with HID's Proposal.
The terms in any such contracts must be consistent with this RFP and any resulting Contract,
including, but not limited to Appendix H; State of New Hampshire Terms and Conditions General
Provisions Form P-37.

6. VIRUSES

HID shall provide Software that shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the perfomiance of the Software in accordance with the
Specifications.

As a part of its internal development process, HID will use reasonable efforts to test the Software for
viruses. HID shall also maintain a master copy of the appropriate versions of the Software, free of
viruses, if the Slate believes a virus may be present in the Software, then upon its request, HID shall
provide a master copy for comparison with and correction of the State's copy of the Software.
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7. SOFTWARE ESCROW

7.1 HID represents and warrants that the currently existing source code for the Software licensed to
the State under the Contract, as well as the Documentation for such Software, and developer
comments to the source code for the Software (the "Deposit Materials ') have been deposited in
an escrow account maintained at EscrowTech International, Inc. (the Escrow Agent ) as required
by this Contract. Future Deposit Materials for major version releases (e.g., X.y-z) of the Software
not otherwise delivered to the State Licensee as source code shall be deposited m the escrow
account (normally within six (6) months after the first commercial shipment of each such
release). HID shall promptly pay to the Escrow Agent all escrow fees that become due under the
Escrow Agreement.to maintain the Software in escrow..

7.2 HID agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. Tlie Escrow Agent shall notify the Slate that it has been added as a
subscriber within a commercially reasonable time. Thereafter, upon the request of the State, to be
made no more frequently than annually, HID shall provide the State with written verification that
the Software has been deposited with the Escrow.Agent.

7J The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events );

(a) HID has made an assignment for the benefit of creditors: /
(b) HID institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind,
(c) A receiver or similar olTiccr has been appointed to lake charge of all or part of HID s

assets;

(d) HID terminates its maintenance and operations support services for the State for the
Software or has ceased supporting and maintaining the Software for the State whether
due to its ceasing to conduct business generally or otherwise, except in cases where the
termination or cessation is a result of the non-payment or other fault of the State,

(e) HID defaults under the Contract; or
(Q HID ceases its on-going business operations or that portion of its business operations

relating to the licensing and maintenance of the Software.

7 4 In the event that Deposit Materials arc released from escrow to the Slate, HID hereby grants the
Slate the right to use, copy, modify, display, distribute, and prepare derivative works of the
Deposit Materials, and to authorize others to do the sanie on behalf of the State (Contractors,
agents, etc.), solely for the purpose of completing the performance of HID's obligations under
the Contract, including, but not limited to, providing maintenance .and support for the Software
and subject to the rights granted in this Contract.

7.5 HID agrees to pay all costs associated with the escrow covered by this Contract, ex^pt for
nominal fees to cover the cost of reproduction and distribution of release of the Deposit
Materials to the State, including all related reasonable administrative expenses.
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WARRANTY AND WARRANTY SERVICES

I. WARRANTIES

1.1 Services

HID warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software

HID shall warrant that the Software is properly functioning within the System,
compliant with the requirements of the Contract, and will operate in accordance with the
Specifications.

Software shall, be archived and or version controlled through the use of Harvest
Software.

1.3 Non^Infringement

'  HID warrants that it has good title to, or the right to allow the Slate to use. all Services,
equipment, and Software {"Material) provided under this Contract, and that such
Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual properly rights or misappropriate a trade
secret of any third party.

1.4 Viruses; Destructive Programming

HID warrants that the Software shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Software in accordance with
the Specifications.

1.5 Compatibility

HID shall warrant that all System components, including any replacement or upgraded
System Software comporients provided by HID to correct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any functionality.

1.6 Services . ^ .
HID shall warrant that all Services provided under the Contract will be provided in a
professional manner in accordance with industry standards and that Services will comply
with performance standards.

2. WARRANTY SERVICES

HID agrees to maintain, repair, and correct Deficiencies in the System Software, inclMding but not
lirhited to the individual modules or functions, during the Warranty Period, at no additional cost to the
State, in accordance with the Specifications, Terms and requirements of the Contract, including,
without limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive programming; and replacing incorrect. Defective or Deficient Software and
Documentation.
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Warraniy Services shall include, wiihoul limilalion, the following:

3.

8-

Maintain the System Software in accordance with the Specifications and Terms of the
Contract;

b. Repair or replace the System Software or any portion thereof so (hat the System operates in
accordance with the Specifications, terms and requirements of the Contract;

c. HID shall have available to the State on-call telephone assistance, with issue (racking
available to the Slate, twenty four (24) hours jter day and seven (7) days a week with an email
/ telephone response within two (2) hours of request, with assistance response dependent
upon issue severity;

d. On-site additional Services within four (4) business hours of a request;
c. Maintain a record of the activities related to warranty repair or maintenance activities

performed for the State;
f. For all Warranty Service calls, HID shall ensure the following information will be collected

and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency, 3) action
plans, dates, and limes; 4) expected and actual completion time; 5) Deficiency resolution
information; 6) resolved by 7) Identifying number i.e. work order number; 8) issue
identified by.
HID must work with the State to identify and troubleshoot potentially large-scale Software
failures or Deficiencies by collecting the following information: 1) mean time between
reported Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems; and

h.. All Deficiencies found during the Warranty Period and all Deficiencies found with the
Warranty Releases shall be corrected by HID no later than five (5) business days, unless
specifically extended in writing by the State, and at no additional cost to the State.

in the event HID fails to correct a Deficiency within the allotted period of time, the State may, at its
option,: I) declare HID in default, terminate the Contract, in whole or in part, without penalty or
liability (o the State; 2) return HID's product and receive a full refund for all amounts paid to HID,
including but not limited to, any applicable license fees within (90) days of notification to HID of the
State's intent to request a refund; and 3) to pursue its remedies available at law and m equity.

Notwithstanding any provision of this Contract, pursuant to Contract Agreement -Part 2 Section 13.1
the State's option to declare HID in default, terminate the Contract and pursue its remedies shall
remain in effect until satisfactory completion of the full Warranty Period.

3. WARRANTY PERIOD

Tlie Warranty Period shall commence upon the State's issuance of a Letter of Acceptance for the UAT
and extend for Ninety (90) days.

If within the last thirty (30) calendar days of the Warraniy Period, the Software fails to Of^rate in
accordance with its Specifications, the Warranty Period will cease. HID shall co^ect the Deficiency
and a new thirty (30) Warranty Period will begin. Any further Deficiencies with the Software must be
corrected and run fault free for thirty (30) consecutive calendar days.
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training SERVICES

HID shall provide (he following Training Services.

HID will provide user (raining and supporl (o all users of (he PDMP.

Training for S(a(c Slaff

HID will provide two (2) days of ensile, inslruclor led (raining for Stale slaff.

The staff training guide used during the training sessions will provide information about key features of
RxScniry and serve as a s(cp-by-step guide for the most commonly-used administrative RxSentry functions,
such as:

Logging on to RxSentry (Accessing the system and its contents)

Understanding security roles and pennissions

Security and confidentiality issues

Entering data into the system

Creating queries

Generating reports and letters

Viewing drug profiles

Performing searches for pharmacies, prescribers, and recipients ot controlled substance recipients
Understanding "clustering" and data normalization methods
Understanding data file formatting and uploading by dispensers
Validation and quality transmissions and correcting errors

The training sessions will also be supported by the RxSeniry User's Guide, this document will serve as a
procedural guide and reference for the NH PDMP system. It is intended for ail personnel—end users, advanced
users, and system operators—and is designed to supplement the customized training sessions received from
HID. The user's guide will be customized to reflect the New Hampshire PDMP system and the protocols and
policies oftlic NH BOP, and it will be updated accordingly as changes arc made to the system. Additionally,
help desk support throughout the life of the contract will ensure that assistance with RxSentry system
functionality is available.

The training program will use the following format:

Conient - A staff training guide, (provided by HID), which will be used to train NH BOP slaff on the most
commonly-used features of the RxSentry PDMP. This guide will be customized to target the specific
training needs of NH BOP.

Evaluation - HID collects feedback regarding the training sessions using a training evaluation form that is
distributed to each training attendee at the conclusion of the training session. The feedback is used to fine-
tune subsequent training. To dale. HID has received excellent feedback on the quality and content of the on-
site training sessions.

Z)//rar/o/r - Typically eight (8) hours per day.

Locution oftraining - NH BOP office or other site designated by the NH BOP.

An excerpted RxSentry User's Guide is provided as Appendix 6. HID will also be responsible for Irain-the-
traincr" training and will provide additional optional training if necessary.
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TRAINING SERVICES

Training for Dispensers and Data Rcqueslcrs

Upon conlraci awara, hiU will provide training guides lor ilie purpose ol oriemlngdispcnscii diid JdU
requesters to the RxSentry application. Tliesc guides will be made available within RxSentry and on the Web
site HID will host for the State. They will be updated and reposted accordingly as changes are made to the
system.

The guide specifically designed for dispensers {RxSentry Dispenser's Implementation Guide) includes such
topics as:

Creating an upload account

Formatting files for upload

Selecting and employing a file upload method

Verifying file upload success

Correcting upload errors

The guide specifically designed for data requesters includes such topics as:

Developing queries

Running standard reports

Creating ad hoc reports

A sample RxSentry Dispenser's Implementation Guide is provided as Appendix 7.

Training for Practitioners

Upon contract award, HID will provide online training guides for the purpose of orienting practitioners to the
qiiejyingand reporting capabilities within the RxSentry application. Tliis guide will be made available within
RxSentry and on the website HID will host for the State. It will be updated and reposted accordingly as changes
arc made to the system.

The guide specifically designed for practitioners (RxSentiy Practitioner's Training Guide) includes such topics
as:

Developing queries

Running standard reports

Creating ad hoc reports

A sample RxSentry Practitioner's Training Guide is provided as Appendix 8.

The guide specifically designed for practitioners {RxSentiy Training Guidefor Law Enforcement Users)
includes such topics as:

Continuing Education

HID strongly encourages its PDMP clients to participate in continuing education efforts organized by the
Alliance for States with Prescription Monitoring Programs and the National Association of State Controlled
Substances Authorities (NASCSA).

Additionally, HID provides significant web-based continuing education with our clients. HID has found that
individual sessions have provided a greater benefit to our clients than other approaches because each PDMP is
customized to fit each client's program needs. State laws, and program goals. HID will provide six (6) training
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webinars wiihin six (6) months rollowing "go-live" for up to 60 end users as requested in the requirements of
this RFP. Each training webinar will be limited to 24 users. • ■ .

Client Meetings

HID provides annual client meetings for all PDMP clients. Clients are able to share success stories and funding
strategies, learn about future developments, and speak to HID PDMP managers and developers about concerns
or ideas. Client feedback questionnaires, resulted in excellent marks validating the success of these meetings

Support

HID's clinical professionals—pharmacists, physicians, and nurses—know the industry, our products, and their
needs forleaming how to work within RxSentry. Tliey have helped develop RxSentry from the beginning and
bring a sound understanding of the workflow and environments of healthcare providers in the community. With
their assistance, HID has developed training materials that establish best practices when training the major users
for our system: State staff, practitioners, dispensers, data requesters, and law enforcement agencies.

The feedback received during training sessions allows HID training staff the ability to further refine-the
materials to address any gaps perceived in user learning. HID's Help Desk also assists in identifying potential
issues. HID's PDMP help desk staff will record all phone calls and e-mailed questions creating a log of user
needs that are constantly evaluated against training and user guides. Because HID's technical writing team and
the training staff work together closely, these issues can be addressed in ujxlaled iterations of the online training
and user guides in a timely manner.

HID provides onsite instructor led training for State staffduring implementation. After successfully training
staff for PDMP implementation in 23 States, HID finds that onsite instructor led training leads to active learning
through classroom style participation. Active leaming empowers learners and assists in creating a strong support
system for staff as they are able to receive direct attention to their questions^ receive immediate answers, and
evaluate their leaming through the training process.

If necessary, HID will provide web based training after implementation. Web based training can assist in
solidifying knowledge after onsite instructor led training and assist users in supplementing their learning or
educate themselves to updates in the RxSentry programing.

Online training guides for the purpose of orienting practitioners to the querying and reporting capabilities within
the RxSentry application are provided to dispensers, data requesters, practitioners, and law enforcement
agencies. The training guides provide users with refined and easy-to-use instructions to understand the software
and its use. HID will also provide web based training materials for these user groups if necessary.

HID collects feedback regarding the training sessions using a training evaluation form that is distributed to each
training attendee at the conclusion of the training session. The feedback is used to fine-tune subsequent training.
To date, HID has received excellent feedback on the quality and content of the on-site training sessions.

Additionally, HID's PDMP Help Desk will provide support 8:00 a.m. to 5:00 p.m. ET, Monday through Friday
except State of New Hampshire holidays, throughout the life of the contract. This will ensure that assistance
with RxSentry system functionality, and specifically ad hoc report and query creation, is always available.
HID's PDMP help desk is a fully-staffed with a team of customer support professionals, including one help desk
manager and six help desk representatives. The help desk team records each call and e-mail in a Customer
Relations Management tool which captures detailed information on the user, issue, and resolution. HID's PDMP
help desk's average response time to phone calls is less than thirty (30) seconds. Average response time to e-
mails is less than five (5) minutes.
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HID will provide cusiomer support in a variety of methods, including toll-free telephone numbers and e-mail
in ihp POMP help desk, Strong, reli;ihle user dor.iimenlalinn. and online help. All user dncumenlalion

will provide contact information to the PDMP help desk. And, the contact information will be made available on
the HID-hosted NH PDMP public website.

The training manuals and user guides will allow trained users to research and locate answers to their questions.
The skills required to access and use the system effectively are explicitly documented in the training'manuals
customized for each user group. All training documentation is designed, developed, arid maintained by Hip's
expert technical writing team led by Connie Lewis, MBA, HlD's Director of Technical Writer. Ms. Lewis h^
21 years of experience in various aspects of the Information Technology field. She has extensive experience
designing, writing, and publishing both online and hardcopy user documentation for commercial software
projects and for training purposes. Committed to developing clear, usable, and user-friendly^dOcumentation and .
serves as a user advocate in each project she undertakes, Ms. Lewis has led (he design and development of all
documentation for the PDMP team.

HID's technical writing team is fully equipped to develop solutions and quickly revise lhc user documentation to
meet the needs of the NH BOP and the users. During implementation, HID will work with NH BOP to develop
user documentation, allowing time for NH BOP review and edits. HID will use Work^ne*documcntation
tracking application to record all versions and changes to documentation.

HID will provide NH PDMP.user documentation including the flxSenlry User's Guide, RxSenlry Dispenser's
fmpiemenfafion Guide, RxSeriliy Pracli/ioner's Training Guide, and RxSenlry Training Guidefor Law
Enforcement Users to assist the State in making coordinated efforts to promote the new PDMP and train
practitioners and dispensers on its use. With continually updated training manual and HID's PDMP Help Desk,
the State will be prepared for any future training once implementation is completed. HlD!s PDMP Help Desk
will be available Monday through Friday from 8:00 a.m. to 5:00 p.m. ET excluding New Hampshire State
holidays. HID's PDMP Training Manager will also be available to assist the Slate with these endeavors during
irnplemcntalion and as needed throughout the life of the project.

All user documentation used during system training will.be made available on the NH PDMP website. HID
will also provide the NH BOP with electronic versions of these documents to place on the-NH BOP site as
requested. Tliesc documents will be updated and reposted accordingly as changes arc inade to the system.
Connie Lewis, MBA, Director of Technical Writing, will oversee the customization of these documents for
each client as well as the maintenance of these documents throughout the contract-life.
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NH BOARD OF PHARMACY RFP 2014-042 (WITH ADDENDA) INCORP.ORATED

NH BOARD OF PHARMACY RFP 2014-042, with all included addenda, are included by reference
as binding Deliverables lo this Contract.
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HID Proposal dated January 31. 20M to the New Hampshire Board of Pharmacy is
incorporated herein by reference.
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SPECIAL EXHIBITS, ATTACHMENTS, AND CERTIFICATES

Allached are:

^  A. Cuiilracttjr^"0;rtificaTe"ofA'utE^Aullioii(y
B. Conlraclor's Certificate of Good Standing
C. Contractor's Certificate of Insurance
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CERTIFICATE

1, Devin R. Gibson, do hereby represent and certify that:

(1) I am a Manager of Health infomialion Designs, LLC, an Alabama limited liability company (the "Company").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.

(3) I am duly authorized to issue certificates with respect to (he Company.

(4) The signature of Guy R. DiBenedetto, President and Chief Executive Officer, of this Company affixed to ajiy
contract instiiiment or document shall bind the coiporation to the tenns and conditions of the contract instrument or
document.

(5) The foregoing signature authority has been in effect since May 15, 2012.

(6) The foregoing signature authority has not been revoked, annulled or amended in any manner whatsoever, and
remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Manager of the Company.

^  20 _

Devin R. Gibson, Manager

STATE OF /HahAjr)<x.

COUNTY OF ^

On this the ^ ~ day of , 2014, before inc. Devin R. Gibson

personally appeared and acknowledged himself to be Manager of Health Information Designs, LLC, an Alabama limited

liability company, and that he, as such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

Notary Public ^■ U

My Commission Expires:
U  D
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CERTIFICATE

I, William M. Gardner, Secrelaiy of Slate of Ihe Stale of New Hampshire, do hereby

certify that Health Information Designs, LLC doing business in New Hampshire as HID

Alliance, a(n) Alabama limited liability company, registered to do business in New

Hampshire on January 28, 2014. I further certify that it is in good standing as far as .this

office is concerned, having paid the fees required by law.

Si

In TESTIMONY WlLERJcOF, I hereto
set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 4'^ day of June, A.D. 2014

William M. Gardner

•  Secretary of State
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ACORD.. CERTIFICATE OF LIABILITY INSURANCE
THIS CERTIFICATE IS ISSUED AS A MATTER OF INF,ORMATI<3N ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED.BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED

REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If ihe cerlificalc holder ts an ADDITIONAL INSURED, (he po

the terms and conditions of the policy, certain policies may require an on
certificate holder in lieu of such endcrscment(s).

icy(ics) must be endorsed. If SUBROGATION IS WAIVED, subject to
dofScmenL A statement on this cerlificalc docs not confer rights to the

pkouUccR

Harmon Dennis Bradshaw, Inc.

334-273-7277

P.O. Box 241667

Montgomery, AL 36124

KAMG; Julie Faulkiiei /
E.„. 334-273-7277 334-273-9197

AMRCss- jfauikner@hdbinsurancc.com
FHOUUCbit
riisiriMFRinf-

INSURCR(S) AFFOROtNC COVERAGE NAK fl

INSURED

Analytics Holdings, LLC Health
Infor. Designs, LLC HOI Solutions, LLC

Sanovia Health Info. Designs, LLC

391 Industry Drive, Auburn, AL 36832

'

INSURER A: Sentinel Insurance Company 11000

INSURER o: Thc Hartiord 29424

INSURER c:AS1WCF/Midwcst Employers

INSURER D: Scotry Insurancc a Mutual,Compa 24988

wsuRCRG: Hudsori Specialty Insurancc Comp
INSURER F:

COVERAGES CERTIFICATE NUMBER: !' REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW »UVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REOUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WTTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSLCD.OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS ̂ OWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

(NSR

lTR
TYPE OF INSURANCC

UXXSUBR

NSR Wvo POLICY KUWBCR
POLICY EFF
jlMM/DO/YYVY)

POLICY exp
[MM/oorfYro

A
CCNGRAL LIAeiLHY

x[ COMMERCIAL GCNERAl LIA8t.lTY
' I I CLAIMS-MADE Q OCCUR

21UENNE0947 P6/07/2014 06/07/2015

GENT AGGREGATE LIMIT APPLIES PER:

} POLICY I I i ! LOG

EACH OCCURRENCE

OAUAGE TO l^bNTEO
PREMISES fEa occurreocel

MEO 0CP (A/if ona person]

PERSONAL & AOV INJURY

GENERAL AGGREGATE

PROOUCTS - COMPOP AGG

si.OOO.OOO

S300.000

&10.000

si.OOO.OOO

s2,000.000

s2.000.000

A AUTOMOOILE UAOILITY

ANY AUTO

ALL OWNED AUTOS

SCHEDULED AUTOS

HIRED AUTOS

NON-OWNED AUTOS

(i-

21UENNE0947 06/07/2014 06/07/2015 CI^INED SINGLE LIMIT
(Ea aceirleni) 1.000.000

eOOILY INJURY (Per person)

BODILY itlJURY (Per accrdem)

PROPERTY DAMAGE

(Per acddeni]

UMORCLLALIAB

EXCESS LIAS

OCCUR

CLAIMS-MADE

21RHUKK9599 106/07/2014 06/07/2015 EACH OCCURRENCE s4.000.000

OEOUCTIBLE

RETENTION $ 10,000

AGGREGATE s4.000.000

WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY y / „
ANY PROPRJETORff»ARTNGR)EXECUTIVEr-^
OFFlCERrttfMOERexCLUDEO? \ Nj
(Mandatory in NH)

HIA I

637501

9054351

|01/01/2014
01/01/2014

01/01/2015

01/01/2015

Y iWCSTATU-
A IrnPYiiMiTS

OTH

fa

ll yes.
oescSC

describe under
RIPTION OF OPERATIONS belowr

e.L. EACH ACCIDENT si,000,000

E.L. DISEASE - EA EMPLOYEE sl.000,000

E.L. DISEASE • POLICY LIMIT si.OOO.OOO

Professional EUC0811T002 06/07/2014
I

06/07/201.5 $5,000,000

•" •■ivi.'.'ill s'
DESCRIPTION OF OPERATIONS / LOCATIONS I VCHICtJES (Attach ACORO 101. Addrtronsf RernarVs Schedute. d more space is

CERTIFICATE HOLDER CANCELLATION

New Hampshire Board of Pharmacy
121 South Fruit Street

Concord, NH 03301

SHOULD ANY OF THE ABOVe DesCRlpEO POUCIHS BE CANCELLED BEFORE
THE EXPIRATK>N.OATE:THEREpF.:NpTICE WLL BE DELIVERED IN
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StATE of N.H. P-37 contract checklist

1. State Agency Name & Address:
Office of Professional Licensureand Certification,

Pliarmacy Board

questions/discussion):
Michelle Ricco Jonas

2. Primary Agency Contact Phone Number
603-271-6980

Michcllc.RiccoJonas@nh.gov

5. Secondary Agency Contact (for contract return):
Sarah Blodgctt

7. C<intractor Name (Sec P-37, Block 1.3):
Health rnformation Designs, LLC (HID)

9. Targeted G & C Closing Date:
06/29/2016

6. Secondary Agency Contact Phone Number:
6032716985

8. Price Limitation (Sec P-37, block 1.8):
$568^8

id. targeted G & C Meeting Date:
06/29/2016

11. RUSH? yB nD REQUESTED rush return DATE FROM DOJ ^6/15/2016_

(If requested return date is less than two weeks from Targeted G & C Closing Date, picase explain on separate sheet.)

Did the agency review the contract, its attachments, cover letter, and all other materials included with the
12. submission, and redact information that is private, confidential, proprietary, or otherwise exempt from public

disclosure under RSA 91-A or other laws? VES^ NO d

part 1: CONTRACT CHECKLIST FOR DEPARTMENT OF JUSTICE REVIEW
Item Verify Comments

Execution

Fully and properly executed;
all blocks on P-37 fully
completed. Each page
initialed by contractor. All
modifications initialed by the
parties.

IS

Exhibit A

Scope of

Services

(P-37)

Scofie of Services described
in detail.

□

Not Applicable

Exhibit B
Payment
Terms
(P-37)

Contract price, method and
terms of payment described
in detail.

□
Not Applicable

Exhibit C
Special
Provisions
(P-37)

Modifications, additions
and/or deletions to Form P-
37, General Provisions,
described in detail.

□ Not Applicable
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STATE OF N.R P-37 CONTRACT CmCKLIST

Secretary of

Stale's Office

Ccrtificatcof

Certificate of Good Standing
attachcd.( I. See RSA 5:18-
a; 11. Individuals contracting
in their own name do not

need a CGS. Business □

("CGS")
organizations and trade
names need a CGS, except
for nonresident non-profit
corporations.)

NM

Certificate of
Vote/

18. Authority
("OVA")

CVA attached.
(Individuals contracting in
their own name do not need
a CVA. Business entities
and trade names need a
CVA.)

Certificate of
19. Insurance

Certificate of Insurance form
attached with insurance
coverage required under the
contract. Modifications of
insurance coverage required
under the contract specified
in Exhibit C.

Bond/Security
20. and Power of

Attorney

If contract requires a bond,
required documentation (e.g.
letter of credit) is attached.

□ Not Applicable

Workers'
Compensation

Contractor demonstrates
compliance with or
exemption from RSA 281-A
(and, if applicable, RSA
228;4-band RSA 21-1:80,
and any other applicable
laws or rules).

Amendment

Originally approved contract
and any prior amendments
provided to DOJ and DAS
with amcDdment. Exercise
of any renewal/cx'tension
options in the original
contract identified in
amendment.

Business

2^ Associate
Agreement

Fully executed HIPAA
Business Associate
Agreement attached. □ Not Applicable

^  Completed
2^ Review for

Nonpublic
Information |

Confirm that the agency has
checked "yes" to Box 12
above.
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STATE OF N.H. P-37 CONTRACT CHECKLIST

DATE RECEIVED: DATE APPROVED: Q f /j£
DATE CONDITIONALLY APPROVED: DATE REJECTED:

REVIEWING ATTORNEV:^/,^.^ PHONE AND EMAIL:

NOTES
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STATE OF N.H. P-37 CONTRACT CHECKLIST

CHECKJ^rST FOR DEPARTMENT OF ADMINISTRATIVE SERVICES REVIEW
Item Verify Comments

25. Rcqucsl Letter
— Requested

Artinn

Requesting Party; purpose
(to enter into a contract);
contractor name/addres.s:

cost; services; timing;
funding source.

26. Request Letter

— Funding &
Funding
Statement

Verify that funding is
available; contingent upon
future budgets; allocated by
fiscal year; proper account

numbers used.

0

27. • Request Letter

- Explanation
Description of services;
reason for retroactive or

sole source; details of

bidding process; proper
statewide approvals
obtained.

m

28. DolT Approval

(if applicable)

Dept. of Information
Technology Approval
Letter attached.

29. Personnel

Approval

(if applicable)

Director of Personnel

signature on P-37 or
approval letter attached.

El

30. Lease

Approval

Review/Approval by
DAS/Bureau of Planning &.
Management, if applicable.

□ Not Applicable

31. Bid
Evaluation/
Summary

Criteria & scoring;
evaluation team members
& qualifications included;
bid-opening minutes.

□ Not Applicable

32. Central
Scn'iccs - Is a

Statewide
contract

available?

Limit contract to period for
which a statewide contract
is not available. □ Not Applicable

33. Memorandum

of
Understanding

One rcqucsl for both
agencies with all required
information/approvals.

.□ Not Applicable

34. Authorized
Signor

Agency signatory must
have legal authority (via
statute or power of
attorney) to contract on
behalf of the Stale.

El

35. Social Ser\'ice
Contracts

Provide latest F/S; list of
BOD; key fjersonncl &
salaries; resumes of those
involved in the project.

□ Not Applicable

36. Format 'ages double-sided; inch
nargins; font is 10 Pica or
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STATE OF N.H. P-37 CONTRACT CHECKLIST

larger; alTpages
sequentially numbered and
labeled (Page 1 of ;
Exhibit A, B, etc); pages

initialed and dated by
contractor.

37. Number of

Copies

One original plus 11 copies
(lOG&C and I DA$)

38. Order of

Doeumcnls in

Request
Package

39. Review for

Nonpublic

Information

G&C Letter; bid summary;

DolT approval; personnel
approval; lease approval;
executed contract or

■contract amendment;
Exhibit A; Exhibits;
Exhibit C; Ccrrificatc of
Good Standing;
Certificate of Vote/
Authority; Certificate of
Insurance; Bond/Security
and Power of Attorney;
Workers' Compensation;
Business Associate
Agreement; Social Services
Documents; Audited F/S,
BOD, key personnel,
resumes; original request
letter & contract, ifcurrcnt
request is an amendment.
Confirm that the agency
has checked "yes" to Box
12 above.

FOR DAS USE ONLY
DATE RECEIVED; REVTEWING BUSINESS SUPERVISOR:

PHONE: EMAIL:
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CONFIDENTIAL

December 21,2016

Via Federal Express

Michelle Ricco Jonas

State of New Hampshire Board of Pharmacy
121 South Fruit Street

Concord, New Hampshire 03 301 -2412
(603) 271-2350

Re: Consent to assignment

Ladies and Gentlemen:

We refer to the following contract or contracts (the "Agreement(s)"):

•  Contract No. 2012-042, dated as of June 5, 2014, by and between Health Information
Designs, LLC and the State of New Hampshire Board of Pharmacy, as amended pursuant
to extract Amendment A, dated as of June 7,2016.

Please be advised that Health Information Designs, LLC ("HID") on December 9, 2016 entered
into an agreCTient relating to a sale transaction (the "Transaction") whereby it transferred certain
of its operating assets to Appriss Inc. on behalf of itself and its affiliates ("Buyer*0. The
Agreement(s) is one oftiie transferred assets.

Please indicate by counter-signature of this letter that you irrevocably consent to the Transaction
and to the assignment of the Agreement(s) to Buyer and waive any rights you may have under the
Agreement(s) with respect to the Transaction, including, without limitation, any right to receive
notice, terminate the Agreement, declare a default or impose transfer fees or costs. You
irrevocably agree that the Transaction will not constitute a default under, or give you any right to
terminate, the Agreement(s). You irrevocably agree that, as of December 9,2016, Buyer, and not
HID, shdl (i) be responsible for performance under the Agrcement(s) and the obligations
thereunder and (i i) have al 1 rights (including the right to payment), claims, credits, causes of action,
defenses and rights of set-off of any kind arising out of, relating to or in respect of the
Agreement(s).

Except as expressly provided herein, this letter shall not alter, modify, amend or in any way affect
the terms, conditions, obligations, covenants or agreements contained in the Agreement(s). Except
as expressly provided herein, your consent as described above shall not constitute a consent to any
future assignment. This letter may be executed in counterparts (including by facsimile or pdf),
each of which shall be deemed an original, but all of which together shall constitute one and the
same document.



If you have any questions, please contact Natalie Browning at (502) 815-5630 or
nbrowning@apprisshealth.com. Thank you.

•  ♦ ♦

Sincerely,

APPRJSS INC.

Name: /? ^
Title:

Agreed as aforesaid:

STATE OFNEWHAI [IRE^

Name: Peter Danles
Title: Executive Director
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