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JANOB’19 P11 4:26 DAS

OFFICE OF PROFESSIONAL LICENSURE AND CERTIF.ICATION

STATE OF NEW HAMPSHIRE
121 South Fruit Street
Concord, N.H. 03301-2412

PETER D. DANLES Telcph(me 603-271-6766 : Fax 603-271-0597 HALLIE PENTHENY
Executive Director Director of Finance

January 2, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Office of Professional Licensure and Certification, New Hampshire Board
of Pharmacy (OPLC/BOP) to amend a sole source contract with APPRISS Inc (VC 253321),
Louisville, Kentucky, by increasing the price limitation by $278,287, from $568,568 to
$846,855, to purchase additional functionality to the prescription drug monitoring system. The
contract term shall be from Governor and Council approval through June 30, 2020. The original
contract was approved on June 18, 2014, Item #110-A and a subsequent amendment was
approved on June 29, 2016, ltem #52. 95% Federal Funds, 5% General Funds.

Funding is available as follows for FY 2019, and is contingent upon the availability and
continued appropriation of funds for FY 2020, with the ability to adjust encumbrances in each of
the State fiscal years through the Budget Office if needed and justified:

01-21-021-2150-5203 FY 2019 FY 2020
Prescription Drug Monitoring Program ‘
102-500731 Contracts For Program Services $157,543 $£120,744



His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

Page 2

EXPLANATION

This purpose of this request is to allow APPRISS additional time to complete currently
contracted functionality, and additional funds for new systems functionality. The improved
functionality will provide prescribers improved information on patients through clinical alerts, as
well as the means to receive reports on their prescribing practices over a period of time and in
relation to other prescribers in their field of practice. Additionally, the PDMP will be enhanced

to allow the monitoring of whether prescribers are utilizing the database when prescribing

opioids for the treatment and management of pain.
{

It is necessary to enter into a sole source contract for these services, since it would be
impractical for any vendor but APPRISS to provide what we now have or support and enhance
their prescription drug monitoring system.

Should Governor and Council not authorize this request the NH Prescription Drug
Monitoring Program will not be able to meet the legislative requirements by making the
application more versatile, informative and user friendly.

Respectfu

eter D. Danles
Executive Director

NH Office of Professional
Licensure and Certification




STATE OF ENEW HAMPSHIRE
DEPARTMENT OF IINFORMATION TECHNOLOGY
27 Hazen Pr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

January 8, 2019

Peter Danles

Executive Director

Office of Professional Licensure and Certification
NH Board of Pharmacy

121 South Fruit Street

Concord, NH 03301

Dear Executive Director Danles:

This letter represents formal notification tl|1at the Departiment of Information Technology
(DolT) has approved your agency’s request to enter into a sole source agreement with Appriss,
Inc. for the continuation of the prescription drug monitoring system as described below and
referenced as DolT No. 2014-042B.

The purpose of this amendment is to add/remove functionality of the data base to
allow for production and issuance of prescriber report cards; for the ability to
monitor the mandate of opioid prescribing and issue clinical alerts to prescribers
when patients meet clinical thresholds of concern.

The funding amount for this amendment is $278,287.00, increasing the total
amount from $568,568.00 to $846,855.00and by extending the completion date
to June 30, 2020 from the original completion date of January 31, 2019. This
amendment shall become effective upon Governor and Executive Council
approval through June 30, 2020.

A copy of this letter should accompany ithe OPLC’s submission to the Governor and
Executive Council for approval.

Sincerely, M
Denis Goulet

DG/kaf
Contract 2014-042B

cc: Rebecca Bolton, Dol T

Innovative Technologies Today for New Hampshire's Tomorrow
1o aw e - F ® N ] JeTa



STATE OF NEW HAMPSHIRE BOARD OF PHARMACY b
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT B

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 201 4-

042, on June 18, 2014, Item # 110A and amended on June 26, 2016, ltem # 52, (herein after referred to as
the “Agreement”), APPRISS Healith (hereinafier referred to as “Vendor” or “APPRISS™) agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Office of Professional Licensure and Certification (hereinafter referred to as the “Office™), certain

sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the

Agreement, the Agreement may be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor end Executive Council;

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;
WHEREAS, the Office wishes to amend the contract to add functionality;
WHEREAS, The Vendor agrees to provide additional functionality;

WHEREAS, the Office and the Vendor wish to extend the completion date of the contract tenm from
January 31, 2019 to June 30, 2020;

WHEREAS, the Office and the Vendor wish to increase the Contract price by $278,287 to bring the
total contract price to $846,855.

WHEREAS, the Office and the Vendor seek to clarify the Agreement,

NOW THEREFORE, in consideration of the foregoing, and the covenanté and conditions
contained in the Agreement and sct forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1.

Amend Section 1.7 of the Agreement (Page 1) by extending the Campletion Date from January 31,
2019 to June 30, 2020.

Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $278,287 from
$568,568 to $846,855,

Amend Part 2 Section 16: Dispute Resolution by replacing the Dispute Resolution Responsibility
and Schedule Table as follows:

Dispute Resolution Responsibility and Schedule Table

LEVEL | CONTRACTOR STATE T - | CUMULATIVE
. - - - . " -ALLOTTED TIME
Primary .| Tonya Vaughn- Clicnt Michelle Ricco Jonas, State Project 5 Business Days
- . -}.—.Relationship-Manngcr: -Manaper.('M) S o P
'First | Netalic Browning- Director | Michael Bullek, Administrator, 5 Business Days
' of Client Division of Health Professions
j . Relationships
.Second - ;| Jeff Byal- CFO Sheri Walsh, Esq 5 Business Days

) Division Director, Division of Health
o Professions

Initial all pages
Vendor Initials; -

Date:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

4. Amend Part 3 Exhibit A: Contract Deliverables by adding Section 2.3 Implementation Schedule for
Amendment B- Activities/Deliverables/Milestones.

2.1 Implementation Schedule for Amendment B - Activities/Deliverables/Milestones.
These are the deliverables for implementing the additional requirements added in
paragraph 10 of this amendment.

Contract #2014-042

B AMENDED TEXT

Exhibit A

Table: 2.3

Activity, Deliverable or Milestone Deliverable Type | Target Date(s)
Conduct Project Kickoff Meeting Non-Software Within 10 business days of

contract approval

Status Meetings Non-Software 172019

Work Plan Written Please see attached Change Orders
: i 172019 |

Coqduqt Research And Requirements Non-Software

Validation

Requirements Analysis Report - Written Please see attached Change Orders

Security Testing and Documentation

Non-Software and
Written

Appriss performs application level
security testing ongoing.
Documentation will be provided
for enhancements within 10
business days of completion.

User Acceptance Testing and all Test Result

Non-Software and

1/2019

Documentation Written
on- 2/2019
End User Training and Documentation Non Soﬁware and '
Written

5. Amend Part 3 Exhibit B Price and Payment Schedule by replacing the price with the new Contract

Total Amount.

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP} Contract totaling $846,855 for the period between
the Effective Date through June 30, 2020. APPRISS shall be responsible for
performing its obligations in accordance with the Contract. This Contract will allow
APPRISS to invoice the State for the following activities, Deliverables, or milestones
at fixed pricing/rates appearing in the price and payment tables below:

6. Amend Part 3 Exhibit B by replacing Table B-1A Deliverables APPRISS Response Checklist with
the following Table B-1B. These are the deliverables for implementing the additional requirements

added in paragraph 10 of this amendment:

Initial all pages .
Vendor Injtjaly:
Date: ;

Page 2 of 10




STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
: PRESCRIPTION MONITORING
" CONTRACT 2014-042

CONTRACT AMENDMENT B
Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table
B1-B
Deliverables for Amendment Deliverable E’i"ype *Cost
Conduct Project Kickoff Meeting Non-Software No Cost
Status Meetings Non-Software Ne Cost
Work Plan Written No Cost
Conduct Research And Requirements Validation Non-Software No Cost
Requirements Analysis Report Written No Cost
Security Testing and Documentation Non-Software and No Cost
Written
User Acceptance Testing and all Test Result Non-Software and No Cost
Documentation ‘ Written
End User Training and Documentation . Non-So&ware and No Cost
. ' Written
Implement User Mandate Enhancement Software £25,000
Update Practitioner Manual — Explain User Mandate . No Cost
Written
Enhancement
[mplement Prescriber Report Card Software $75,000
Update Practitioner Manual — Explain Prescriber Report Written No Cost
Card
Webinar Training on Prescriber Report Card (taped) - Audio/Video No Cost
2 ofthe 6 .

: — — ~ N ;
Webinar Training on Clinical Reports (taped) Audio/Video o Cos
3Jofthe 6
TOTAL -$100,000
Initial all pages .

@ Page 3 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFlCE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING
CONTRACT 2014—042

CONTRACT AMENDMENT B .

‘7. Amend Part 3 Exhibit B by replacing Table B-4A Hosting, Mamtenancc and Support Pricing w1th
the following Table B-4B

Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table B-
4B

HOSTED SFY SFY SFY SFY SFY | SFY 2019 SFY 2020
SERVICES 2014 2015 2016 2017 2018
Web Site $138 $1,215 $1,068 $1,068 $1,068 - | $1,068 31,068
Hosting Fee* ) . . :
Technical $3,210 $31,374 | $28,922 | $28,922 | $28,922 | $28,922 $28,922
Support and ' ‘ '
Updates ' - . .
Maintenance | $3594 $32,382 | $28,800 | $49,633 | $53,800 | $53,800 $53,800
and Updates ‘ - $17,500(B1) | $40,000(B1)
Subtotal $6,942 $64,971 | $58,790 | $79,623 | $83,790 | $101,290 $123,790
TOTAL 1 $519,196

*Note: {(Bl) indicate adJustment made by Amendment | for clinical alerts, prescriber report and mandate

report. mamtenance

8. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount.

Initial ali pages’ .
Vendor Initig]
Date:

Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table B-
5B
| HOSTED SERVICES | SFY SFY SFY SFY SFY SFY | SFY 2020
2014 2015 2016 2017 2018 2019
Table B-1 Deliverables | $13,656 | $0 30 340,035 | 80 50 ‘ £100,000 |
Table B-3 SW $30,420 | $1,500 $1,500 $1,500 $1,500 $1,500 $1,500
Licensing, Maintenance ’ ' '
& Support
Table B4 Hosting, $6,942 $64,571 $58,790 | $79,623 | 383,790 | $101,290 | $123,790
Maintenance. & Support ' ) ' :
Section B-5 , $0 1 %0 $0 $67,274 67,274 | $0 50
Enhancements/System
Modifications . " ‘
Subtotal $51,018 | $66,471 $60,290 | $188,432 | 5152,564 | $102,790 | $225,290
TOTAL $846,855
Page 4 of 10



STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING '
CONTRACT 2014-042 )
CONTRACT AMENDMENT B

9. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed $ 846,855 (“Total Contract Price™). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to HID for all fees

and expenses, of whatever nature, incurred by HID in the performance hereof.

10. Amend Part 3 Exhibit H as follows: ' .

Contract #2014-042 B
Exhibit H

Section Number:
BUSINESS
REQUIREMENTS HID
REPONSE CHECKLIST

ADDED/AMENDED TEXT

Change Table Name

BUSINESS REQUIREMENTS APPRISS REPONSE CHECKLIST

Add Requirement B3.9

lmg!ement Prescriber Reports and Maintenance

1. Quarterly generation of a Prescriber Report in PDF format for all eligible
prescribers. Eligibility to receive the report requires that a prescriber have the
following information in the PDMP:

1) a valid Role, 2) a valid Healthcare Specialty, and 3) at least one opioid
prescription written in the past six months

2. Quarterly dissemination of Prescriber Reports in PDF format via email

3. Report contents as detailed in Attachment A: Metric Details

4. Metrics will report on data from the previous two calendar quarters of PDMP
data

5. Individual Prescriber Report links will be available within AWARXE PDMP
portal after secure login to the Prescriber. The link will populate a PDF of the
Prescriber’s most recent four (4) quarterly reports directly from the web portal.
6. Administrators will be provided with access to Prescriber Reports via the
Appriss Analytics BI tool (Tableau).

7. Administrators will be provided Prescriber receipt information when Prescriber
Reports have been accessed via PMP AWARxe link portal.

Add Requirement B3.10

7 Implement Mandatog Use Comphance Module and Maintenance is desugned to

manage the opioid ¢risis through a scalable configuration tool by tracking a
provider’s interaction with and access of the PDMP. This tool is provided within
the PDMP application which allows for a continuous workflow.

The outcomes available within the tool include but may not be limited to:

Reports for the State PDMP Administrators of the providers’ review history
"Reports for Licensing Boards (or other roles as defined by the. State) of their
Licensees’ (and/or managed users/roles) review history

Reports for providers of their missed reviews

Initial all pages
Vendor [nitjals;
Date:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT B

REPORT LOGIC
Mandatory Use Patient Request Match to Prescriber History —

| prescriber’s delegate within the time period configured.

Mandatory Use Patient Request Match to Pharmacist History -

- pharmacist’s delegate within the time.period configured.

REPORT DETA]L

Fill Date range or Written Date range. .

Add Section B7 Clinical

Alerts

Add Requirement B7.1 | Implement Clinical Alerts (Unsolicited Report) Maintenance

State Administrator.

number of

MME is greater than or equal to a specified value.

and Benzodiazepine
Are prescribed within a set time period.

than or equal to specified value.

have been received daily for longer than a set time period.

Reports have been accessed via PMP AWARXxe link portal.

—

Date

Vendor lmt}

Initial all pages ' . '
] i ‘alﬂ - Page 6 of 10

The system will query for each prescriber, determine which patients were
prescribed the selected drug(s) for the configurable duration and/or supply and
were not queried in the PMP (or through PMP Gateway) by the prescriber or the

_The system will query for cach pharmacist, determine which patients were
dispensed the selected drug(s) for the configurable duration and/or supply and
were niot queried in the PMP (or through PMP Gateway) by the pharmacist or the

Mandatory Use Report— A role(s).can be conﬁgured to request a report on which
patients were not requested in the PMP (6r PMP Gateway) where a prescription
was written by a specific prescriber or filled by a specific pharmacist by Provider
DEA Number or other unique identifier (possibly NP1 or License Number) and

The Clinical Alerts module includes a configuration screen to altow for the PMP
State Administrator to configure custom automated alerts and/or notifications for
registered Prescribers. When this feature is enabled, these alerts run on a schedule
configured by the Admin in the background delivering custom alerts and
notifications (if configured) without the need for manual input from the PMP

e Prescriber & Dispenser Thresholds: Generates an alért when a specified

Prescribers and/or Dispensers is met or exceeded within a set time period.
e Daily Active MME Threshold: Generates an 'alert when the dally active

¢ Opioid & Benzodiazepine Threshold: Generates an alert when Opioids

* Daily Active Methadone Threshold: Generates an alert when the daily
active MME (morphine milligram equivalent) for Methadone is greater

s Opioid Consecutive Days Threshold: Generates an alert when Opioids

" Administrators will be provided Prescriber receipt information when Prescriber




STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
° PRESCRIPTION MONITORING
- CONTRACT 2014-042 .
CONTRACT AMENDMENT B

Please refer to the following Enhancement Requests in Attachment P;

Prescriber Reports apd Maintenance Change Order;

1

Mandatory Use ’Comp!ibnce Module and Maintenance Change Order;. ‘

Clinjcz‘il' Alerts (Unsolicited Rt_tnort:) Maintenance Changer Ordqr

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances,.in no event shall the total of all payments made by the State exceed $846,855 (*Total
Contract Price”). The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to APPRISS for all fees and expenses, of whatever namre incurred by APPRISS in the -
performance hereof. | .

1i. Amend Part 3 Exhibit G by adding the following:

1.1.4 Prescriber Reports and Mamtenance - The PDMP Prescriber Reports enhancement will provide
and individualized report dlrectly to all controlled substance prescribers in the state on a quarterly
basis, providing information regarding current prescribing volumes, behaviors, and PDMP use, as
well as thc ability to track changes in these metrics over time.

1.1.5 Mandatory Use Comphance Module and Maintenance — A tool desugned to help PDMP users
better understand and manage the opioid crisis through a scalable configuration tool by tracking a
provider's interaction with and access of the PDMP. This tool is provided within the PDMP
application which allows for a continuous workflow. The outcomes available within the tool
include but may not be limited to:

» Reports for the State PDMP Administrators of the prbviders' review history

* Reports for Licensing Boards (or other roles as defined by the State) of their Licensees’
(and/or managed users/roles) review history

-e Reports for providers of their missed reviews

1.1.6 Clinical Alerts (Unsolicited Report) Maintenance - The Clinical Alerts module includes a
configuration screen to allow for the PMP State Administrator to conﬁgure custom automated
alerts and/or notifications for registered Prescribers.

» Prescriber & Dispenser Thresho]ds Generates an alert when a specified number of
~ Prescribers and/or Dlspensers is met or exceeded within a set time period.

s Daily Active MME Threshold: Generates an alert whcn the dally active MME is greater than
or equal to a specified value. _

. Oﬁioid & Benzodiazepine Threshold: Generates an alert whén Opioids and Benzodiazepine
are prescribed within a set time period.

Initial all pages . | .
Vendor Im &? /@ ) ‘ Page 7 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042

CONTRACT AMENDMENT B

Table 2 CONTRACT HISTORY 2014-042 — Prescription Monitoring Program

CONTRACT AMENDMENT TYPE G&C END DATE CONTRACT
AND APPROVAL AMOUNT
AMENDMEN ‘ DATE
T NUMBER
2014-042 Original Contract 06/18/2014 01/30/2019 $£234,999
Item #110A

2014-042 1¥ Amendment 06/29/2016 01/30/2019 $333,569
Amendment A [tem #52
2014-042 2" Amendment TBD 06/30/2020 $278,287
Amendment B -

CONTRACT TOTAL $846,855

Page 8 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING

“  CONTRACT 2014-042
CONTRACT AMENDMENT B

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOQF, the parties have hereunto set their hands as of the day and year first above
written.

L L) A e 122814

Michael Davis, Chief Executive Officer
APPRISS

Corporate Signature Notarized:
STATE OF _KEAV 7Ly

COUNTY OF (LFFERS oA/
On this the o 97‘635/ of Mﬂ, 20123 before me,

LEBL I~ T pg IAIS 2D , the undersigned Of’ﬁccr_/&( 1 CHAEL M/g
personally appeared and acknowledged her/himself to be the (227> ,
of PR E S , @ corporation, and that she/he, as such

ey being authorized to do so, executed the foregoing instrument for

the purposes therein contained, by signing the name of the corporation by her/himself as
Zga#& EL _DALIS

\

TNE WHEREOF [ hereunto set my hand and official seal.

ﬁk@

otary\PﬁErcViusﬂc/ of the Peace .

)

% \QWNsn,

-

My

My G E:q:‘m
stpt gy
‘}:,‘r i‘ p \\- .ﬂ'/
% Date: //Z/;)\O/C?

Peter Danles, Executive Director
State of New Hampshire
Office of Professicnal Licensure and Certification

Initial all pages .
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
' PRESCRIPTION MONITORING ‘
CONTRACT 2014-042 .
CONTRACT AMENDMENT B

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. - ' o

Approved by the Attorney General

/ Z% Date: [‘ [Z@[f
: Neﬁqﬁpsﬁire, Department of Justice . S

o

I hereby certify that the foregoing amendment was approved by the'Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)
‘ Iy

Office of the Secretary’ of State

By:

Title:

Date:*

Initial all page . o
Vendor Initial . Page 10 of 10



2, APPRISS®
, HEALTH

Change Order

Description:

PDMP Prescriber Reports

Appriss Service (the “Service”):

Prescriber Reports/AWARXE

The Service shall be considered completed upon delivery in
production

Date Created:

10/26/2018

éllllng Agent:

New Hampshire Office of Professional Licensure and
Certification

Billing Adaress:

121 South Fruit Street
Concord, NH 03301

Billing Contact:

Michelle Ricco Jonas
michelle.riccojonas@oplc.nh.gov
603-271-6980

Client Relationship Manager:

Tonya Vaughn

tvaughn@apprisshealth.com
502-276-2257

High ievél Description ‘cof_Project'

PDMP Prescriber Reports will be generated and Sent quarterly.

Backgrouh‘d/ Bd;iness Justification

The New Hampshire Office of Professional Licensure and Certification seeks to provide prescribers of
controlted substances with vital information from the PDMP regarding their own prescribing history

and behavior. This enhancement to the New Hampshire Office of Professional Licensure and
Certification PDMP program will provide this information directly to all controlled substance

prescribers in the state.




APPRISS®
HEALTH

ln Scope

1.'

vos W

Quarterly generat:on of a Prescrlber Report in PDF format for aII ellglble prescrlbers Ellgnblhty
to receive the report requires that a prescriber have the following information in the PDMP:
1) a valid Role, 2) a valid Healthcare Specialty, and 3) at least one opioid prescription written
in the past six months

Quarterly dissemination of Prescriber Reports in PDF format via email

Report contents as detailed in Attachment A: Metric Details

Metrics will report on data from the previous two calendar quarters of PDMP data
Individual Prescriber Report links will be available within AWARXE PDMP portal after secure
login to the Prescriber. The link will populate a POF of the Prescriber's most recent four (4)
quarterly reports directly from the web portal.

Administrators will be provided with access to Prescriber Reports via the Appnss Analytics BI
tool (Tableau).

Administrator will be provided with a report reflecting every time a user downloads their
prescriber report in the portal.

Excluded from Scope

1.

2.
3.

Additional metrics or modlf' catlon of current metrics as descnbed in AttachmentA
Cosmetic or text changes to the standard report format
Changes to delivery method




APPRISS®
HEALTH

Fees and Conditions

This Changé Order form must be signed, and returned by the expiration date to move forward with
this request. Once a signed Change Order is received, the task will be planned for estimated
completion month listed below. All Fees are payable to Appriss Inc. as set forth in the Agreement
without set-off, deduction, or other withholding. The fees are non- -cancelable and non-refundable.
Unless otherwise modified herein, the terms of the Agreement remain in place and unmodified.

Estimated Completion Month | 78D bi} NH OPLC:

- If Change Order signed and returned by
October 1, 2018: Presc_rviber Reports
will be delivered and billed in October
2018(covering Q2 and Q3 2018)

- If Change Order signed and returned
after October 1, 2018 and by December
1, 2018: Prescriber Reports will be
delivered and billed in January 2019
(covering.Q3 and Q4 2018)

Fee(s) One-time: $75,000
Annual recurring: $20,000
Year 1 = $95,000; Year 2 and ongoing = $20,000

Contingency | N/A
Form Expiration Date ‘ "~ | 12/30/2018
Appriss Inc. . Newl_Hampshire Office of Professional Licensure

and Certification.

Il LD

Michael Davis, CEO Appriss Thc. Authorized Signatory

//ﬂa/ 50/9 //3 /z,o/q

Date Date




APPRISS®
HEALTH

ATTACHMENT A: METRIC DETAILS

Metric Values Generation

¢ The PDMP Prescriber Reports is reflective-on any/all opioid and anxiolytic/sedative/hypnotic
medications as reported to the state PMP during the report period as noted.
» Metrics are reported either as values covering the full report period or the average of monthly
metrics (which are referred to as “Monthly Average”.)
» Some metrics additionally include comparisons to medlan values of prescriber peer groups; these
are defined as follows:
o Similar Prescriber (SP): The same role + the same healthcare specialty of the préscriber.
o Within Specialty (WS): The same healthcare specialty as the prescriber.

Specific Metrics Included

—

Number of persons for which prescriber wrote at least one (1) opioid prescription.
Number of opioid prescriptions written by prescriber.
Percentages of opioid prescriptions written by prescriber with daily MME of: (INCLUDES

COMPARISON)
e MME 0-50
¢ MME51-90
» MME 91-200
e MME > 200

Percentages of prescriber’s patients where opioid treatment duration (days of therapy) was:
(INCLUDES COMPARISON)

e <7Days

o 7-28 Days
¢ 29-90 Days
e > 90 Days

Prescription Volumes: (INCLUDES COMPARISON)
o Total MME of Oxycodone containing products.
» Total MME of Hydrocodone containing products.
¢ Total MME of all other opioids.
Anxiolytic / Sedative / Hypnotic Prescribing: (INCLUDES COMPARISON)
¢ Number of Anxiolytic / Sedative / Hypnotic prescriptions.
» Quantity of dose units of all Anxiolytic / Sedative / Hypnotic prescriptions.
Top medications prescribed (by generic name and as reported to the state PMP):
o Top 3 drugs (based on # of prescnptlons) by prescriber.
Possible Prescriber Shoppers
« Number of patients with prescriptions from > 5 prescribers (including this prescriber).
Possible Pharmacy Shoppers
¢ Number of patients having prescriptions filled at > 5 pharmacies (where this prescriber wrote
at least one of these prescriptions.



APPRISS’
HEALTH,
10. Dangerous Combo Therapy
+ Number of patients receiving an opioid + a benzodlazeplne (in same month - both written for
by this prescriber).
» Number of patients receiving an opioid + a benzodiazepine* (tn same month - where
prescriber just wrote one of the prescriptions). :
+ Number of patients receiving an opioid, a benzodlazeplne + carisoprodol (in same month -
both written for by this prescriber).
» Number of patients receiving an opioid, a benzodiazepine® + cansoprodol (in same month -
where prescriber just wrote one of the prescriptions).

11. PMP Usage: (INCLUDES COMPARISON)
¢ Number of PMP. Request Repoﬂs by prescriber and prescrlber s delegate(s)

* For Dangerous Combo Therapy benzodiazepine also includes any other AnxlorytchSedatlve!Hypnotlc
medications.
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Change Order .

Description:

NH Mandatory Use Compliance Module

Appriss Selrvice (the “Service™):

The Service shall be considered completed upon delivery in production -

Date Created: 11/29/2018
Billing Agent: New Hampshire Office of Professional Licensure and Certification
Billing Address: 121 South Fruit Street

Concord, NH 03301

Billing Contact:

Michelle Ricco Jonas

michelle. riccojonas@oplc.nh.gov
603-271-6980

Client Relationship Manager:

Tonya Vaughn

tvaughn@apprisshealth.com
502-276-2257

High Level Deséription of Project

New Hampshife Office of Professional Licensure and Certification is requesting an enhancement to add a report
for Administrative staff to track how many clinical alerts are being opened by Prescribers once received.

i_iackgrqﬁnd!l:lus:lneés J u.shtiﬂcation .

New Hampshire Office of Professional Licensure and Certification needs the ability to track and repbn on stats

related to the viewing/downloading practices of Clinical Alerts from Prescribers in AWARXE.
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‘In Scope

. Collectmg and storing user data on Wthh users downloaded/opened CI|n|caI Alerts in AWARxE.
o User_id
o DEA
o Download timestamp

AEchudedfromScope TR RN N
e Any other audit trackmg, changes to the database or changes to Cllnlcal Alerts

Fees and Conditions

This Change Order form must be signed, and returned by the expiration date to move forward with this request.
Once a signed Change Order is received, the task will be planned for estimated completion month listed below.
All Fees are payable to Appriss Inc. as set forth in the Agreement without set-off, deduction, or other
withholding. The fees are non-cancelable and non-refundable. Unless otherwise modified herein, the terms of the
Agreement remain in place and unmodified.

Estimated Completion Month ' Apﬁl 2019

Fee(s) ' One-time: $14,010

Contingency | N/A

Form Expiration Date - _ | 01/30/2018
Apprfss Inc. New Hampshire Office of Professional Licensure and Certification
Michael Davis, CEO Appriss Inc. Authorized S‘rnatory

1/03/2019 //)A?

Date/ Date
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Change Order

Description: - Clinical Alerts

Appriss Service {the "Service”): PMP AWARE
The Service shall be considered completed upon delivery in
production

Date Created: 8/17/2018

Billing Agent: New Hampshire Office of Professional Licensure and

Certification

Billing Address:

New Hampshire Office of Professional Licensure and
Certification

121 South Fruit Street

Concord, NH 03301

Billing Contact:

Michelle Ricco Jonas
Michelle.riccojonas@oplc.nh.pov

603-271-6980

Customer Relationship Manager:

Tonya Vaughn
tvaughn@®@apprissheolth com

High Level Description of Project

Clinical Alerts module to be added to the NH PMP AWARXE.

Background/Business Justification
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The Clinical Alerts module includes a configuration screen to allow for the PMP State Administrator to
configure custom automated alerts and/or notifications for registered Prescribers. When this feature
Is enabled, these alerts run on a schedule configured by the Admin in the background delivering
custom alerts and notifications (if configured) without the need for manual input from the PMP State
Administrator.

Prescriber & Dispenser Thresholds: Generates an alert when a specified number of
Prescribers and/or Dispensers Is met or exceeded within a set time period.

Daily Active MME Threshold: Generates an alert when the daily active MME is greater than or
equal to a specified value.

Opiold & Benzodlazepine Threshold: Generates an alert when Opioids and Benzodiazepine
are prescribed within a set time period.

Daily Active Methadone Threshold: Generates an alert when the daily active MME {morphine
milligram equivalent) for Methadone is greater than or equal to specified value.

Opioid Consecutive Days Threshold: Generates an alert when Opioids have been received
daily for longer than a set time period.

in Scope (See Next Page)
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The Clinical Alerts Module consists of five alert types for Prescribers with three alert methods, all
configurable by the State Administrator.

Alert Types:
Prescriber & Dispenser Thresholds
This customizable Clinical Alert is triggered when a patient meets of or exceeds.the values
entered for “Count of Prescribers” and/or “Count of Pharmacies” within a set time period.
This Clinical Alert can be configured to deliver automatic alerts and/or notifications via
Patient Alerts, Email, PMP Reports, and Letters. This alert supports optional custom
disclaimer text to be displayed in the setected alert or notification. The threshold pericd can
be set to a customizable number of days. it can be configured to expire after a customizable
number of days, and can be configured to send only to selected user role types {Healthcare '
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Daily Active MME Threshold

This customizable Clinical Alert is triggered when a patient meets or exceeds the value
entered for “Daily Active MME”. This Clinical Alert can be configured to deliver automatic
alerts and/or nogiﬁcations via Patient Alerts, Email, and PMP Reports. This alert supports
optional custom disclaimer text to be displayed in the selected alert or notification. it can be
configured to exclude treatment drugs. It can be configured to expire after.a customizable
number of days, and can be configured to send only to selected user role types (Healthcare
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Opioid & Bemociia:epine Threshold

This custbmizablg Clinical Alert is triggered when a patient has active concurrent prescriptions
for both an Opioid and a,Benzodiazepine within any time period. This Clinical Alert can be
configured to deliver automatic alerts and/or notifications via Patient Alérts, Emalil, and PMP
Reports. This alert supports optional custom disclaimer text to be displayed in the selected '
alert ar notification. It can be configured to expire after a customizable number of days, and
can be configured to send only to selected user role types (Healthcare Professional, Agency
Administration, Law Enforcement, Other, or Restricted Admin).

Daily Active Methadone Threshold
This custamizable Clinical Alert is triggered when the daily active MME (morphine milligram
equivalent) for Methadone is greater than or equal to specified value. This Clinical Alert can
be configured to‘deliver automatic alerts and/or notifications via Patient Alerts, Email, PMP
Reports, and Letters. This alert supports optional custom disclaimer text to be displayed in
_the_selected alert or_notification. It can be configured ta exclude treatment drugs. It can be
configured to expire after a customizable number of days, and can be configured to send only
to selected user role types (Healthcare Professional, Agency Administration, Law
Enforcement, Other, or Restricted Admin).
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Opiold Consecutive Days Threshold

This customizable Clinical Alert is triggered when Opioids have been received daily for longer
than a set time period. This Clinical Alert can be configured to deliver automatic alerts and/or
notifications via Patient Alerts, Email, PMP Reports, and Letters. This alert supparts optional
custom disclaimer text to be displayed in the selected alert or notification. It can be
configured to exclude treatment drugs. It can be configured to expire after a customizable
number of days, and can be configured to send only to selected user role types (Healthcare
Professionai, Agency Administration, Law Enforcement, Other, or Restricted Admin}.

Alert Methods:

Prescriber Alert Method — Patient Alerts

The Patient Alerts Alert Method is the default alert type and is displayed within the AWARXE
application to Prescribers. An overview is available on the My Dashboard screen with
a'dditional, specific patient detail listed in the Patient Alerts screen. This alert is triggered
when a Clinical Alert threshold has been met or exceeded. Optional Email notifications may
be enabled for this alert type.

Prescriber Notification Method — Emall Notification

The Email Notification Method is an optional additional Prescriber notification available for
the default Patient Alerts. The email notifies the prescriber that a patient under their care has
met or exceeded a Clinical Alert threshold. The prescriber is directed to login to their My
Dashboard Patient Alerts in the AWARXE application to identify and view the specific patient
alert details. No patient information is contained in the email. Examples of notification emails
for each Clinical Alert are listed below. PMP Administrators may configure the text and format
of these emails utilizing the PDF mailing tempiate. '

Prescriber Letter Method — Letters

The Letter Notification Method is an optional Prescriber notification available for the Patient
Alerts. This option is independent of the Patient Alerts and Email Notification Methods. A
letter will be generated for the prescriber that a patient under their care has met or exceeded
a Clinical Alert threshold. The letter will be made available for the Admin to print and
manually sent to the prescriber. PMP Administrators may configure the text and format of
these Letters utilizing the POF mailing template.
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Fees and Conditions

This Change Order form must be signed, and returned by the expiration date to move forward with
this request. Once a signed Change Order is received, the task will be planned for estimated
completion month listed below. All Fees are payable to Appriss inc. as set forth in the Agreement
without set-off, deduction, or other withholding. The fees are non-cancelable and non-refundabie.
Unless otherwise modified herein, the terms of the Agreement remain in place and unmodified.

-Estimated Completion Month

October 2018

Fee(s)

$2,500 one-time fee
$5,000 ongoing
Year 1= $7,500; Year 2 and ongoing = $5,000

Form Expiration Date

9/15/2018

Appriss inc.

/Z/C"M

Robert Cohen, President Appriss Health

WL -\ -]

Date

New Hampshire Office of Professional Licensure

e ,

Auﬂion'zed Signatory

‘?/ %ﬂ

Date



CERTIFICATE OF VOTE

(Corporation with Seal)
ich - : CEO and President
] Michael Davis ) nd Presiden of the
{Corporation Representative Name} (Corporation Representative Title)
Appriss Inc.
PP , do hereby certify that:
(Corporation Name)
' CEO and President
{1} 1 am the duly elected and acting of the
{Corporation Represqntalive Title}
. Appriss Inc. , @ Delaware corporation  (the
*Corporation”); ' M
v a{Corporation Name) ' {State ot Incorporation)

(2) | maintain and have custody of and am familiar with the Seal and minute books of the Corporation;

{3) | am-duly authorized:to issue certificates;
(4) the following are true, accurate and complete copies of the Delegation of Authority signed oﬁ the

: n

28th dayr of_. December :JZOi.'

s -

RESOLVED: Thal this Corporation enter into a contract with the State of New Hampshire, actlng by and
through theOffice of Professional Licensure & Certificatiorproviding for the performance by the Corporahon
of certain software andtechnology, -.. .- services, and' that‘the -President i(any Vice
President) (and the Treasurer) {or any of them aclmg singly) be and hereby (is) (are) authorized and
directed for and on behaif of this Corporatlon to enter into the said contract with the State and to take any
and all such actions and.to execute, seal acknowledge and deliver for and on behalf of this Corporation
any and all documents, agreements and other instruments {(and any amendments, revisions or
modifications: therelo) as-(she) (he) (any of them) may deem necessary, desuable or appropriate lo

accomplish the same;

RESOLVED: That the signature of any officer of this Corporation. afﬁxed Jlo any instrument or document
described in or contemplated by these resolutions shall be conclusive evidence of the authority of said

officer to bind this Corporation thereby:

The forgomg resolutions have not been revoked, annulled or amended in any manner whatsoever,
and remain in full force and effect as of the date hereof; and the following person(s} (has) (have) been
duly elected and now occupy the office(s) indicated below

Michael Davis .. President Name

David Strauss Vice President Name

Jeffrey Byal Treasurer Name




[

IN WITNESS WHEREOF, | have hereunto set my hand as the - 2"d President

- {Title)
. aftm:c:otpma}non and have affixed its corporate seal this 28 day of DecCmbe 2018
::' o ::;- ™oz Ly onrt ifns, Ak
P : e
T e o ST . (Tite)
T (Seal)

STATE OF.. K!m‘mt}/ |

COUNTY OF __ Shelby ,

On this the o/® day of

Y ﬁ , 20&. before me, é"[" Jét/g&w , the undersigned officer,
personally &MMA&L&I@L

. who acknowledge her/himself to be the
CEO and President _of Appriss Inc. . a corporation, and that
she/he, as ) )
(Title) {Name of Corporation)
such _CEQ and President being authorized to do so, executed the foregoing instrument for the
(Title)

s thergin coptgin

, by signing the name of the corporation by her/himself as

Public/Justice of the Peace

My. Commission expires: &7 g, . J030
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Knowledge for good.™

December 28, 2018

Please be advised that the following delegates are authorized on behalf of Appriss inc. {the
Company) to contract on behalf of the Company and execute documents as necessary to enter
into business arrangements with government entities and corporations.

Michael Davis — Chief Executive Officer and President

L ]

s Jeffrey Byal — Chief Financial Officer, Treasurer, and Secretary

e David Strauss — Senior Vice President, General Counsel, and Assistant Secretary

e Krishnan Sastry — Chief Operating Officer

¢ Brian Oldham - Chief Information Officer

¢ Alden Pennington —Vice President, Human Resources

* Joshua Bruner — President, Appriss Safety

* Robert Cohen - President, Appriss Health

¢ Krishnan Sastry — President, The Retall Equation and Sysrepublic, Inc. d/b/a Appriss

Retail

’

Please contact me at 502-815-3950 or |byal@appriss.com if you have questions on this matter
or need additional information.

Very truly yours,

leffrey' S. Bya
Chief Financial Officer, Treasurer, and Secretary

9901 Linn Stotion Road | Suite 500 | Louisville, KY 40223 | | 844 277 7477 | appriss.com



ACORD’ CERTIFICATE OF LIABILITY INSURANCE et
h b 412019 12/28/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provislions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holdaer in lieu of such endorsement(s). .

PRODUCER LOCK TON COMPANIES . N
500 West Monroe, Suite 3400 PHONE FAX
CHICAGO 1L 60661 1= (AlS. Rl
(312) 669-6900 -ADORESS:
INSURER{S) AFFORDING COVERAGE NAIKC ¥
msurer A : Federal Insurance Company 20281
;h::;l;4 Alert Holding Company, Inc. wsurer g : Great Northern Insurance Company 20303
DBA Appriss insurer ¢ ; Chubb Indemnity Insurance Company 12777
990! I,jnn Station Rd msurer p: llinois Union Insurance Company 27960
Louisviile, KY 40223 INSURER E :
) INSURER F :
COVERAGES CERTIFICATE NUMBER: 15800540 REVISION NUMBER: AXXXXXX

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED S8ELOW HAVE BEEN (SSUED TC THE INSURED NAMED ABOVE FOR THE PCOLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFQRDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TR TYPE OF INSURANCE ﬁﬁmn. mﬁm POLICY NUMBER OHCTEE [ ooy e p—
A | X | COMMERCIAL GENERAL LABILITY N | N| 3580.61-07 412018 | 40172019 | EACH OCCURRENCE s 1,000,000
. [DAMAGE TG RENTED
CLAIMS-MADE m OCCUR PREMISES {Ea occurrence) | 8 1,000,000
B MED EXP {Any ons person) s 10,000
] PERSONAL 8 ADV INJURY | 5 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2.000,000
X Jrouey [ ]58% [ e PRODUCTS - COMPIOP AGG | 52,000,000
OTHER: $
B | AUTOMOBILE LIABILITY N | N 7356-12-23 12018 | 4112019 | Gl Eﬁf"‘GLE HMITTs 1 000,000
X | Anv auto BODILY INJURY (Per parson) |3 X X XX XXX
| ED 8
| AuTOS oNLY AUTOS ONLY | (Per acciden] § XXXXXXX
‘ s XXXXXXX
A [X |UMBRELLALIB | | ocCUR N | N 7987-32-60 12018 4112019 EACH OCCURRENCE s 14,000,000
EXCESS LIAB CLAIMS-MADE . AGGREGATE s 14.000.000
DED | | RETENTION S - 1 3.9.9.9.9.9.9.4
- TR
C|AND EmPLovERS LiNaITY N NI 7172-34-50 O annos [annme [ X SAwe [ 8
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT s 1.000.000
OFFICERMEMBER EXCLUDED? NIA . :
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| $ 1.000.000
Il yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | 8 1.000.000
D | Errors & Omissions N N | G71112482001 4/1/2018 4/12019 Limit: $10,000,000 Agg
Cyber Liability Limit: $10,000,000 Agg

DESCRIPTION OF CPERATIONS / LOCATIONS / VEHICLES (ACORD 104, Additional Remarks Scheduls, may be attached if o space I8 required)

_CERTIFICATE HOLDER : CANCELLATION

15800540
. SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
?’,fIWSHa'EP]fh'Te goard g f'Ph%T;acy THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
21 South Fruit street, suite ACCORDANCE WITH THE POLICY PROVISIONS.
Concord NH 03301-2412 .

AUTHORIZED Rsmeamnfy_e_r_.—" o j ') B /

® 1988-2045 ACORD CORPORATION, All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



State of New Hampshire
Department of State

CERTIFICATE

1. William M. Gardner, Sceretary of State of the State of New Hampshire. do hereby certify that APPRISS INC. is
a Delaware Profit Corporation registered to transact business in New Hampshirc on November 15, 2011. 1 further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 661872
Certificate Number: 0004360944

IN TESTIMONY WHEREOF,

I hereto set my hand and cause 1o be aflixed
the Seal of the Staie of New Hampshire,
this 3rd day of January A.D. 2019.

Dor ok

William M, Gardner

Secrctary of Staie




OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

° STATE OF NEW HAMPSHIRE . / q 16
DIVISION OF HEALTH PROFESSIONS G -C G ’_2 /
Board of Pharmacy l -‘Lm -‘FPbZ-

Prescription Drug Monitoring Program
121 South Fruit Street
Concord, N.H. 03301-2412

SARAH T. BLODGETT Telephone 603-271-2350 - Fax 603-271-2856

Acting Executive Director

i
June 15,2016
Her Exceliency, Governor Margaret Wood Hassan
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Office of Professional Licensure and Certification, New Hampshire Board of
Pharmacy (OPLC/BOP) to amend a SOLE SOURCE contract with Health Information Designs,
LLC (HID) (VC #703600), of Aubum, Alabama, by increasing the price limitation by $234,999
from $333,569 to $568,568 to purchase additional functionality to the prescription drug monitoring.
system. The contract term shall be from Governor and IExecutive Council approval through
January 30, 2019. The original contract was approved on June 18, 2014, Item #110-A.

61% Federal Funds 39% General Funds.

Funding is available for Fiscal Year 2017 with the anticipation that funding will be
available in Fiscal Years 2018 and 2019 with budget approval and continued appropriation in the
following NH Office of Professional Licensure/PDMP accounts, with the authority to adjust
encumbrances in each of the State fiscal years through the Budget Office if needed and justified:

TR R T T
égg‘%%#m,ﬁg&ivﬁm@‘-?? &fh‘,’gé"‘- g}fﬁ-@ b i“%ﬁzﬁé‘-fh
2014 05-0074- 074PI—[B?43510-3331PDM $51,018
2015 1 05-0074-074PHB743510-3331PDM ' $66,471
2016 01-21-2150-52030000-102-500731 $60,290
2017 01-21-2150-52030000-102-500731 $174,040
2018 01-21-2150-52030000-102-500731 $175,706
2019 01-21-2150-52030000-102-500731 $41,043
GRAND TOTAL $568,568




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 15,2015

Sarah Blodgett

Acting Executive Director

Office of Professional Licensure and Certification
NH Board of Pharmacy

121 South Fruit Strect

Concord, NH 03301

Dear Acting Executive Director Blodgett:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a sole source agreement with Health
Information Designs, LLC for the purchase of additional functionality to the prescription drug
monitoring system as described below and referenced as DolT No. 201 4-042A.

The purpose of this contract is to add/remove functionality of the database to
allow for dispensers 1o upload data on a daily basis; to allow practitioners to
query data across state lines through interoperability connections and other “to be
determined” enhancements that will make the application-more user friendly and
will be prioritized by Office of Professional Licensure and Certification (OPLC).
The contract amount includes funding for $234,999, increasing the total amount
from $333,569 to $568,568, effective upon the date of Governor and Councii

approval through June 30, 2019.

A copy of this letter should accompany the OPLC’s submission to the Governor and
Executive Council for approval.

Sincerely,
s,

Denis Goulet

DG/mh
Contract 2014-042A

cc: Rebecca Bolton, DOIT

Innovative Technologies Today for New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE
. . BOARD OF PHARMACY
OTFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

WHEREAS, pursuant to an initial agreement approved by Governor and Council, as a result of RFP
Board of Pharmacy 2014-042, on Junc 18,2014 Item # 1 10A (herein after referred to as the “Agreement™),
Health Information Designs, LLC (hereinafter referred to as “Vendor” or “HID”) agreed to supply certain
services upon the terms and-conditions specified in the Agreement and in consideration of payment by the
Office of Professional Licensure and Certification (hereinafier referred.to as the “Office™) certain sums as

specified therein;

WHEREAS, pursuant to paragraph 18 of the General Provisions of the Agreement, the contract may
be amended, waived, or discharged only by written instrument executed by the parties hereto and approved

by the Governor and Council; and

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;
i
WHEREAS, the Office wishes to amend the contract to add functionality;

WHEREAS, The Vendor agrees (o provide the additional functionality;

" WHEREA S, the Office and the Vendor wish fo increase the Contract price by $234,999 to bring the
total contract price to $568,568

WHEREAS, the Office and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in
the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $234,999 from
$333,569 to $568,568. .

2. Amend Part 2 Section 16: Dispute Resolution by replacing the Dispute Resolution Responsibility
and Schedule Table as follows: o

Dispute Resolution Responsibility and Schedule Table

[:CUMUL?

LEVEL B CONTRACTOR L TR WL CT L S CUMULATIVE: -
John Felton- Client Michelle Ricco Jonas, Siale 5 Business Days
Manager Project Manager (PM)
Rhonda Grabow- Michael Dupuis, Administrator, | 5 Business Days
Director of Client Division of Health Professions
| Strategy
" Clay Jones- HID CFO Division Director, Division of 5 Business Days

Health Professions

Initial all naces -~



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY .
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

3. Amend Part 3 Exhibit A: Contract Deliverables by adding Section 2.2: Implementation Schedule for
Amendment 1 — Activities / Deliverables / Milestones

2.1 Implementation Schedule for Amendment 1- Activities { Deliverables /
Milestones. These are the Deliverables for implementing the additional requirements
added in paragraphs 10 and 11 of this Amendment as well any additional work

approved by the Department of Information of Technology and the Office of
Professional Licensure under contingency funding.

Table 2.2 Deliverables for Amendment 1

All estimated dates provided are from the Contract Approval date (“CAD”).

Activity, Deliverable or Milestone Deliverable Type Date
—-5— T AT B ey fem SRS TS TEEERE N FE

Conduct Project Kickoff Meeting Non-Software CAD+5

Status Meetings Non-Softwarc CAD+weekly

Work Plan Written CAD+10

Conduct  Research  And - Requirements CAD+20

- Non-Software
Validation
Requirements Analysis Report Written CAD+2]
- +

Security Testing and Documentation Non Soﬁwarc and CAD+23
s Written

Video Help Audio/Video CAD+32

User Acceptance Testing and all Test Result Non-Software and CAD+35

Documentation Written :

End User Training and Documentation Non-Software and CAD+40

Written

4. Amend Part 3 Exhibit B Price and Payment Schedule by replacing the price with the new Contract
Total Amount.

1.1 Firm Fixed Price
This is a Firm Fixed Price (FFP) Contract totaling $568,568 for the period between the Effective
Date through January 30, 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rates appearing in the price and payment

" tables below:

Twitial all maanc



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

1

OYFICE OF PROFESSIONAL LICENSURE

AND CERTIFICATION
PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

5. Amend Parl 3 Exhibit B by replacing Table B-1 Deliverables HID Response Checklist with the

following Table B-1A. These are the Deliverables for implementing the additional
nts added in paragraphs 10 and 11 of this Amendment as well any additional work
ce of Professional

requireme

approved by the Department of Information of Technology and the Offi
Licensure under contingency funding.

Table B-1A Deliverables for Amendment

TOTAL

Activity, Deliverable or Deliverable *COST
Miles{one Type

Cond_uct Project Kickoff Non-Software No Cost
Meeting

Status Meetings Non-Software No Cost
Work Plan Written No Cost
Conduct Research And No Cost

) i Non-Software

Requirements Validation

Requircments Analysis Report Wrilten No Cost
Security Testing and Non-Software Nao Cost
Documentation and Written

User Acceptance Testing and all Non-Software No Cost
Test Result Documentation and Written

End User Training and Non-Software No Cost
Documentation and Written

Webinar Training on Interstate g No Cost
Operability (taped) — 1 ofthe 6 | ~08oVi4e0

Implement Interstate $40,035

o Software
Operability
Implement Daily Uploading Software No Cost
$40,035

nnnnnn




STATE OF NEW HAMPSHIRE
. BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

6. Amend Part 3 Exhibit B by replacing Table B-4 Hosting, Maintenance, and Support Pricing with the
following Table B-4A

Table B-4A: Hosting, Maintenance, and Support Pricing Worksheet

SFY 2018 *SFY 2019

HOSTED SKY 2014 | SFY 2015 | SFY 2016 SFY 2017
SERVICES
Web Site $ 138 $ 1,215 § 1,068 -§ 1,068 $ 1,068 3 623
Hosting Fee*
Technical $ 3,210 $ 31374 | § 28922 $ 28,922 $ 28,922 $ 16,912
Support and -
updates
Maintenance $ 3,594 $ 32382 [$ 28800 $ 28,800+ $ 28,800+ | % 16,800+
and Updates $20,833 (A1) |$25,000 (A1)| $14,583 (A1)
Subtotal ., $ 48,918
TOTAL $ 343,034
. R LR
te Sharing Hub Connections and Daily

* Note (A1) indicate adjustment made by Amendment | for Intersta
Reporting Maintenance effective 9/1/2016.

N

7. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

B-5: Contingency

Contingency — Due to recent legislation for interoperability and mandatory usage, enhancements to make the
application more user friendly will be further defined and prioritized by the OPLC, Contingence Amount is

$134,548.

Initial all pages .4



STATE OF NEW HAMPSHIRE
'BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE

AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT A

8. Amend Part 3 Exhibit B by replacing Table B-5 with the following Table B-5A Cost Summary.

Table B-5 Cost Summary

SFY SFY SFY SFY SFY
2014 2015 2016 {1 SFY 2017 | 2018 2019
Table B-1 Deliverables $13,656 | § 0 $0 $ 40,035 {$0 g0
Table B-3 SW Li i ;
able B-3 SW Licensing, | ¢34 450 | $1,500 | $1,500 |$1,500 {81,500 | $875
Maintenance & Support
Table B-4 Hosting, $6.942 | $64,971 | 358,790 |$79,623 | $83,790 | $48,918
Maintenance & Support ) ‘
Section B-5 Contingency $0 30 $0 $67274 | $67274 | $0
TOTALS $51,018 | $66,471 | $60,290 | $188,432 | §1 52,564 | $49,793
GRAND TOTAL $568,568

9. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

2. TOTAL CONTRACT PRICE :
Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $ 568,568 (“Total
Contract Price”). The payment by the Statc of the total Contract price shall be the only, and the
complete reimbursement to HID for all fees and expenses, of whatever nature, incurred by HID in the

performance hereof.

10. The Office and HID acknowledge and agree that HID has current plans to. move RxSentry to new a
hosting center as part of managed services in an attempt t0 accommodate the new user requirements
of the Office, that being a five (5) second web page responsc tme. This conversion will require
that HID perform infrastructure modifications to accommodate the Office’s web page response ime
requirements. While the exact date of conversion to the managed services is not within HID’s
exclusive control, as of the execution hereof, it is contemplated that this mave (o the néw hosting

center will occur by the end of June 2016.

Initial all nages .



STATE OF NEW BAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

10. Amend Part 3 Exhibit H by replacing the Requirement Description of Requirement B1.3 with the

following:

(a)Except as provided in subparagraphs (b) and (c). each dispenser shall submit the required information in
accordance with transmission daily by the close of business on the next business day from the date the
prescription was dispensed. :

(b) Veterinarians shall submit the information required under su

the date the prescription was dispensed.
(c) Dispensers who have a federal Drug Enforcement Administration license, but who do not dispense

controlled substances may request a waiver from the requirements of subparagraph (a) from the board.

bparagraph (a) no more than 7 days from

Please refer to Enhancement Request: NHPDMP_2016_103_Daily Reporting

Table 2 CONTRACT 2014-042 — Prescription Monitoring

2 Wit
e g e e e i
R yor | B ol A Sm

e ‘k 3

riginal

jm-]c 18,
2014 Item #

1 Amendment

11. Amend Part | of Exhibit G by adding the following:

1.1.2 Interstate Sharing Hub Connections
Recognizing that the State desires to initiate interstate data sharing using both available HUB vendor options, HID shall

offer this function in RxSentry. Specifically, HID shall offer functionality for all users to be able to use interstate data
sharing query functionality, as described further in the Statement of Work dated January 25, 2016. The two HUB
vendor options in question are PMPi and RxCheck. Please refer to Statement of Work # NH PDMP 2016 — 104-

Interstate Sharing Hub Connections

1.1.3 Daily Reporting
Recognizing that the State desires (o have uploaders/dispensers upload reports daily into the NH PDMP; H1D shall
make the necessary operational and resource changes to accommodate the increased daily aclivity as described further
in the Statement of Work dated January 29, 2016.

Pleasc refer 1o Statement of Work # NH PDMP 2016 — 103- Daily Reporting

Initial all mages o



STATE OF NEW HAMPSHIRE
| BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
) AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
‘CONTRACT AMENDMENT A

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the partics have hereunto set their hands as of the day and year first above writlen.

X,// W Date: 72016,

G. Robert DiBenedetfs Jr.,CEO
Health Information Designs, LLC

Corporate Signature Notarized:
STATEOF ___Afsbama

COUNTY OF lee

Onthisthe 7% day of _June , 2016 _, before me, )
Yanelk Nulvan ey , the undersigned Officer & foberd D Bfﬂm{m%, Jr-
personally appeared and acknowledged herfimself to be the _ Chiaf Eyecudive Oflecer s

of Hewtth Tnbormabion Drsuns . Lts , acorporation, and that she/he, as such
CEO v being authorized to do so, executed the foregoing instrument for

the purposes therein contained, by signing the name of the corporation by her/himself as
CED

IN WITNESS WHEREOF I hereunto set my hand and official seal.

é‘-&} mu,«éfflnuxj——
1 ry Public/Jdstice of thé Peace
My Commission Expires: 7@«#@) 2. %017

SEAL)

State of New Hampshire

dN oAy A/U/,,;Vf' Date: [;'//"{j//@

Sarah Blodgétt, Actfhg Executive Director

State of New Hampshire
Office of Professional Liccnsure and Certification

Approved by the Attorney General (Form, Substance and Execution)

g)—-’ %—9’5’(/4,4 /j/fﬂ%f’ﬂ;(/ﬁ/ Date: ’(//5’ //,/‘

State of New Hampshire, Department of Justice

PRI I | R



STATEMENT OF WORK _
This Statement of Work (SOW), effective as of January 25, 2016 (SOW Effective Dale) is entered into by

© Slatement of Work #: NH PDMP 2015 — 104-Inlerslate Sharing Hub Conneclicns

health mformatlon
designs

391 Induslry Drive ¢ Auburn, AL 36832 « Phone: 334-502-3262 ¢ Fax: 334-465—6947

and between NH PDMP (Customer), and Health Information Designs, LLC (HID) and is incorporated into
the Master Agreement {Agreement) between the parties. Certain words are capitalized in this SOW
where grammatical rules would not require capitalization. These terms are defined in the Section in which

they first appear or their definitions are set forth in the Agreement.

1.

Description of Work
NH would like to inifiate interstate sharing using both HUB vendor options.

The HID development team will offer functionality for prescribers 1o be able to use interstate
sharing query functionality in RxSentry. The iwo HUB options in questions is PMPi and RxCheck

hub connections.

In Scope
« The HID development team will develop code make the adjustments shown above,

+ HID will need to assist client with {esling of other states

HID will need to add additional states as client moves forward with addtng new states

All guides that are impacted would need to be revised by technical wriling

All revised guides would need 1o be posted on all sites based on technical team who handles

.
that site.
- 4
Excluded from Scope
+ No other changes made.

Assumptions
Fiat fee for all POMP clients is assigned for this project regardless of vendor(s) selecled.

Flat feefstandard pricing for standard set-up and mainlenance of both vendors.
« Annual maintenance fee is billed monthly at ($1,250.00 per month).
s Revisions to slandard set-up and support could impact fees

= Client responsible for notifying users of change.

¢ Client responsible for user training.

Constraints
» HID scheduling around other priorities

Page1of 2



Stiatement of Work #: NH PDMP 2016 — 104-Interstate Sharing Hub Conneclions

6. Fees
in considering this enhancement/change request, HID had taken into consideration the

modifications that will impact RxSentry. The projected cost 1o perform the work required 1o
support this enhancement request is eslimated at $40,035 Implementalion fee and $15,000

annual mainlenance fee. This includes both vendors,

7. Expiration
This work scope and price are valid for thirly (30) days from the effeciive dale.

Accepted by:
Customer / Health Information Designs, [LLC
Authorized Signalure nzed Signaiwe
Guy Robert DiBenedello, Jr.
Print Name Print Name
Chief Executive Officer
Title Title
June 7, 2016
Date Date

fage 202



Enhancement Request: NHPDMP_2016_103_Daily Reporting
B
)
et

health information

T desisns

391 industry Drive ¢ Auburn, AL 36832 ¢ Phone: 334-502-3262 4 Fax: 334-465-6347

STATEMENT OF WORK
This Statement of Work (SOW), effective as of January 28, 2016 (SOW Effective Date) is entered into by

and between NH PDMP, and Health Information Designs, LLC (RID) and is incorporated into the Master
Agreement (Agreement) between the parties. Certain words are capilalized in this SOW where
grammatical rules would not require capitalization. These terms are defined in the Section in which they

first appear or their definitions are set forth in the Agreement.

1. Description of Work
The HID operational team will begin to accept and process daily upload file reporting of controlied

substances from NH PDMP uploaders/dispensers. Operational changes and resources will be
adjusted to accommodate the increased daily aclivity.

2. In Scope
HID will process files received from NH uploaders/dispensers on a daily bases.

Records will be searchable within the NH PDMP database within 24 hours of submission for |
files received M-F 8am — 5pm ET. File received after hours or on the weekends will be

processed the following business day.
Al guides that are impacted will be revised by HID technical writing.

« All revised guides will be posted on appropriate sites.
« Daily uploads wilt begin no earlier than September -1, 2016.

3. Excluded from Scope
+ Report Changes
« File Format changes
s Application Changes

8 Assumptions
« Daily uploads will begin no earlier than September 1, 2016.
Operational and resource adjustment changes only for HID; no development work required.

There will be an annual re-occurring cost associated with this change.

« Client responsible for notifying users of change.

« - Client responsible for user {raining.
User notifications sent by Client will be shared with HID 10 days in advance of distribution

to users o ensure that the HID Help Desk is aware of external messaging and is staffed
appropriately to handle potential increased call volume and {o respond lo any questions

IR S

they receive.

Page 1of 2



Enhancement Request: NHPDMP_2016_1 03_Daily Reporling .

5. Constraints
+« None

6. Fee
In considering this enhancement/change request, HID had taken into consideration the

modifications that will impact RxSentry. The projected minimum cost to perform the work
required to support this enhancement request is estimated at $10,000.00. This is an annual re-

occurring cost for the state.

7. Acceptance
HID acknowledges that Customer will only be liable to pay for this enhancement with the

implementation of the completed task. Acceptance of this estimate is acknowledgment that the

Customer confirms the intent to move forward with this task. Th
be provided with the Deliverable Acceptance Form for sign off and invoicing.

e fina! fee for implementation will

"Accepted by:

Customer Health Information Designs, LLC

Rhonda Grabow

Authorized Signature
Rhonda Grabow

Authorized Signature

Prinl Naﬁe Print Name

Director, Client Strategy
Title Titie

61712016
Date Date

Page 2 0of 2
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CERTIFICATE

i, Rhett Gibson, do hereby represent and certify that:

(1) 1am a Manager of Health Informaticn Designs, LLT, an Alabama limited Hability company {the

“Company”).
(2} 1 maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.

(3} 1am duly autherized to issue certificates with respect to the Company.

{4) The signature of Guy R. DiBenedetto, Chief Executive Officer, of this Company affixed to any contract
instrument or document shall bind the corporation to the terms and conditions of the contract

instrument or document.
{5) The foregoing signature zuthority has been in effect since May 15, 2012,

(6) The foregoing signature authority has not been revoked, annulled or amended in any manner
whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOQT, | have heretunto set my hand as Manager of the Company.

Y

March (0530 7¢

RAAL Do

Rhett Gibson

staTeof  Aabama

county OF __ Kee

On this the 704 dayof Maach__ 2016, before me, Rhett Gibson personally appeared and
acknowledged himself tc be Manager of Health Information Designs, LLC, an Aiabama limited liability Company,
and that he, 35 such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.

Notary Public

nMy Commission Expires: Jan u.Mj "?, 2017

381 Industry Drive - Aubom, AL 30831 -« (334) 502-3262



Client#: 4137

CERTIFICATE

ACORD.

OF LIABILITY INSURANCE

ANAHO

DATE (MWDONYYY]
5M6/2016

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE BOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT. if the cerlificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. if SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this cerlificate does not confer rights to the

cedificate holder in licu of such enddrsement(s).

PRODVCER
Harmon Dennis Bradshaw, Inc.

334-273-7277

CONIACT Julie Faulkner

TN, exy: 334 517-1839 T oy, 334-273-9197

EMAL s jfaulkner@hdbinsurance.com

P.O. Box 241667 '(fﬂug?gﬁgslo ANAHO
C LN
Montgomery, AL 36124 INSURER(S) AFFORDING COVERAGE NAIC ¥
INSURED ) i nsurer 4 : Sentinel Insurance Company 11000
;Analytnc§ Holdm.gs, LLC Health . wsurer & . The Hartford 28424
L"Lfgr:';;t‘lo'; D‘is’ggs_' LLC HDt Solutions, msuner ¢ - Alabama Self Insured Work. Comp
o ; usiry Urive e 0 - Sentry Insurance a Mutual Comp 24988
uburn, AL 36832 meureR £ ; Hudson Specialty Insurance Co.
INSURER ¥ : Certain Underwriters at L'Oyds,
COVERAGES CERTIFICATE NUMBER: REVISION NUMEER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE UISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT YO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
'TS.RR TYPE OF INSURANCE ::;?{L SH:JV%R POLICY NUMBER ¥ Ere mtwg% LIWITS
A _E;ENER‘“- LiapiuTyY X | X [ 21UENNE0947 06/07/2015] 0610712016 EACH OCCURRENCE 51,000,000
X| COMMERCIAL GENERAL LIABILITY . mﬂm) $300,000
]cuws-mne occua MED EXP (Any one persony {510,000
L PERSONAL & ADV INAURY | 51,000,000
] GENERAL AGGREGATE  |52,000,000
GENL AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMPIOP AGG | 52,000,000
’_I POLICY r—l P LoC $
8 | AUTOMOBILE LIABILITY X | X |21UENNE0S47 06/07/2015]06/07/2016 COMBINEDSINGLE LT |, °
-—x— oy ATO (Ea accidens) 1,000,000
|—— BOOILY, INJURY (Per person) [ $
| ALL OWNED AUTOS BODILY INJURY (Per actidert) | $
|| SCHEDILEQ AUTOS PROPERTY DAMAGE
| X| rureo autos {Per pocident) $
| X NON.OWNED AUTOS ‘ 3
. :
3| x| umsreuawms X Joccur 21RHUKK9599 06/07/2015 | 06/07/2016 EACH OCCURRENCE 34,000,000
EXCESS LAB CLAIMS-MADE AGGREGATE 34,000,000
DEDUCTIBLE s
X] eerenmion _s_19,000 WC STATU- OTH- :
[ R vERe: LinptrTY o 637500 01/0172016|01/0112017 X [¥5:5 s |__1%8
o | ANy PROPRIETORPARTNER/EXECUT 637501 01/01/2016|01/01/2017) £.L.. EACH ACCIDENT 51,000,000
N i ity v S M1 | 9054351 £.L. OSEASE - EA EMPLOYEE] 51,000,000
Eé&mﬁpemmus below E.L DISEASE - POLICY LiMIT 51,000,000
Professional EMT711602 06/07/2015 08!071_2016 $5,000,000
Medical Professio HAH152601 03/13/2016|03/13/2017] $5,000,000

iSCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {Attach ACORD 121, Additional Remarks Schedute, il mare space B requircd)

CANCELLATION

ERTIFICATE HOLDER

Proof of Coverage

SHOULD ANY OF THE ABOVE DESCR!B-ED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

5t dfveasmen T

2ORD 25 (2009/09)

e SO IRAT A, A

1 of 1
(a)

The ACORD name and logo are registered marks of ACORD

Mt ©1968-2009 ACORD CORPORATION, All rights reserved.
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State of Nefu :ﬁmﬁpzhife

| Bepartment of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby
certify that Health Information Designs, LLC doing business in New Hampshire as HID
Alliance, a(n) Alabama limited lability company, registered to.do business in New
Hampshire on January 28, 2014. 1 further certify that it is in good standing as far as this

office is concerned, having filed the annual repori(s) and paid the fees required by law.

In TESTIMONY WHEREOF, I hereto
set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 14" day of June, A.D. 2016

William M. Gardner
Secretary of State




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 15, 2015

Sarah Blodgett

Acting Executive Director

Office of Professional Licensure and Certification
NH Board of Pharmacy

121 South Fruit Street

Concord, NH 03301

Dear Acting Executive Director Blodgett:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency’s request to enter into a sole source agreement with Health
Information Designs, LLC for the purchase of additional functionality to the prescription drug
menitoring system as described below and referenced as DolT No. 2014-042A.

The purpose of this contract is to add/remove functionality of the database to
allow for dispensers to upload data on a daily basis; to allow practitioners to
query data across state lines through interoperability connections and other “to be
determined” enhancements that will make the application more user friendly and
will be prioritized by Office of Professional Licensure and Certification (QPLC).
The contract amount includes funding for $234,999, increasing the total amount
from $333,569 to $568,568, effective upon the date of Governor and Council
approval through June 30, 2019.

A copy of this letter should accompany the OPLC’s submission to the Governor and
Executive Council for approval.

Sincerely,
Denis Goulet

DG/mh
Contract 2014-042A

cc: Rebecca Bolton, DOIT

Innovative Technologies Today for New Hampshire's Tomorrow
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Board Members

al - 1
STATE OF NEW H_AMPSHIRE F Charles J. Fanaras, B.Ph, - Presiden
BOARD OF PHARMACY é Robert J. Siout, R.Ph. - Viee Presidcnt
. , .
121 South Fruit Street § Helen C. Pervonas, PharmD. R Ph - Secre.
E‘E Michael D. Budlek, R.Ph. - Treasurer
COHCOfd, NH 03301-2412 2L John R. Genovese, R.Ph, - Member
Phone: 603-271-2350 | Fax: 603-271-2856 ﬁp Gary J. Merchant, R.Ph.. M.B.A. - Member
&l Heather U Shambarger - Tallic Menber
] Board Staff
Morgaret A. Clifford, R.Ph. Rober1 D. Elder, R.Ph. James. M. Queenan, R.Ph. Brenda J. Langis Juson R, Richard
Perila L. Smykil
Chief Compliance Javestigator Compliance Investigator + Compliante Investigotor Licensing Assistont Business Adminisirator
Licenase Clerk
1Website: www.nl.gov/pliarmacy E-Muit:
pharmacy.board@nh.gov
I
June §, 2014
)
Her Excellency, Govemor Margaret Wood Hassan
and the Honorable Executive Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION J

Authorize the State of New Hampshire through the State of New Hampshire Board of
Pharmacy (“NH BOP”) 1o enter a confract with Health Information Designs, LLC (HID)
(VC #703600), of Aubumn, Alabama, for a total contract value of $333,569, to purchase and
install a software system and associated services for NH BOP to collect prescription data. The
contract term shall be from Governor and Executive Council approval through January 30, 2019.
The Term may be extended up to two (2) years, {“Extended Term”) at the sole option of the
State, subject to the parties’ prior written agreement on applicable fees for each extended term,

up to but not beyond January 30, 2021.

" Funds are available through a Firm Fixed Price (FFP) Contract agreement totaling
$333,569 for the period between the Effective Date through January 30, 2019. HID shall be
responsible for performing its obligations in accordance with the Contract. This Contract will
allow HID invoicing the State for the contracted activities, deliverables, or milestones at fixed
pricing/rates. The agency Class 102 funds for this contract are 100% Federal.

Funding is available in the following New Hampsh‘irc Board of Pharmacy accounts as
follows, with the authority to. adjust encumbrances in each of the State fiscal years through the

Budget Office if needed and justified:



Fiscal - [ | AT S ‘

Yéars ."CLASS CODE—ACCOUNT CODE —OBJ (ACCOUNT) DESC. ,_A’“"““‘

2014 05-74-74-743510- 33310000 Prcscnpllon Drug Monitoring $51 018
102-500731 — Contract for Program Services

2045 05-74-74-743510-3331-0000—Preseription-Drug-Monitoring $.6647]
102-500731 - Contract for Program Services

2016 05-74-74-743510-33310000- Prescription Drug Monitoring £60,290

‘ 102-500731 — Contract for Program Services

2017 05-74-74-743510-33310000- Prescription Drug Monitoring $ 60,250
102-500731 — Contract for Program Services 7

2018 05-74-74-743510-33310000- Prescription Diug Monitoring $ 60,290
102-500731 — Contract for Program Services

2019 05-74-74-743510-33310000- Prescription Drug Monitoring : $35.210
102-500731 ~ Contract for Program Services
L T e g ~ . Grand Total’~ - $333569

EXPLANATION

This contract is for thc purpose of purchasing and installing a software system and
associated services for NH BOP to collect prescription data for online review by practitioners
and pharmacists and administrative reporting and analysis of data. The information provided to
the State wilt allow them to help prevent misuse, overuse, abuse and diversion of controlled
prescription drugs in Schedules II through 1V.  The Controlled Drug Prescription Health and
Safety Program is statutorily mandated (RSA 318-B:32-38).

Through a competitive bidding process, Department of Information Technology issued a
request for bids and reccived proposals from four vendors. Health Information Designs, LLC
has met all requirements and received:the highest score from the reviewers.

MRJ

Charles
President, NH Board of Pharmacy



FORM NUMBER P-37 ( version 1/09)

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
© . PRESCRIPTION MONITORING
CONTRACT 2014-042
AGREEMENT- PART 1

BOARD OF PHARMACY PRESCRIPTION MONITORING SYSTEM'

AGREEMENT
The State of New Hampsh1rc and the Comrac:or hereby mutuaily aq,ree as follows:

GENERAL PROVISIONS

Subject:

1. IDENTIFICATION.

l—_l .1 State Agency Name
State of New Hampshire Board of Pharmacy

1.2 State Agency Address
121 South Fruit Street:
Concord, NH 03301-2412

1.3 Contractor Name ' ; 1.4 Contractor Address N
Health Information Designs, LLC _ 391 Industry Drive, Auburn, AL 36832

1.5 Contractor Phone. 1.6 10-07400-33310000 1.7 Completion Date 1.8 .$333,569
Number B ' ‘ January 30,2019 .

(334) 502-3262

1.10 Stalc Agency Te!cphonc Numbcr

1.9 Contracting Officer for State Agency
(603)271-2350 | Fax: (603) 271-2856

Charles] Fanaras, RPh .

I.11 Contractor Slgnature f.12 Name and Title of Contractor Signatory

Y
4 208 A /
113’ Acknowlcdgcmcnt State of - A.,éédpm County of  Aee

On Tine g, 20/9 , before the unders:gncd officer, personally appeared the person identified in block 1. 12, or satisfactorily
proven to be the person whosc name s signed in block 1.11, and acknow[edgcd that s/he executed this document.in the capacity ., -

Guy Robert DiBencdetto, Jr., President and CEO

indicated in block 1.12.
1:13.1 Signature of Notary Public or Justice ofth__c__Pgacc

[Seal) ;éﬂug W -'

1.13.2 Name ard Title of Notary or Justice of the Peace

7:4;'19} mu/Vm ey, Lrecetve Hssistant

1.15 Name and Title of State Agency Signatory )
Charles J. Fanaras, RPH, President of New Hampshlre Board of

Pharmacy -

I 16 Apprbval by tlﬁ‘N H. Dcpal‘[l'[lel'_l_t of Admlmstrauon D:ws:on of Personnel (if apphcable) e

[ I - .

By: Director, On:

17 App&%omey Gcnc l Substancc and Execution)
By: On: @/ 5/ / (-/

Qimanda . Gz:cl/eoOSﬁr

.18 Approval by the Governor and Executive Council

By:
Page | of 4
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Summary Table
2014-042 BOP PMP
Technical, .
) Service and PM |
Software Exp and Company Staffing Solution
" Solution Approach Qualificatlons | Qualifications- Cost Polnts | TOTAL
Company ' Company Address 30 Pts max 20 Pts max § Polnts Max | 5 Polnts Max | Solution Cost| 40 Pts Max | 100 Pts Max
490 th ave, Suile 340 20.10 ' 3.98 3.40 § 1,542,125!| 6.8 48.7
Conslllence Waltham MA 02451 20.10 14.41 3..9 $ 1,542, !
100 E. Campus View _ _ . )
i Blvd, Suite 52 4 4.68 502,120/ 20.8 76.4
Optirnum 380.Columbus OH 27.52 18.58 1.84 . $ 502,120!
43235 .
10401 Linn Station Rd., | - , _ . .
Appriss Suite 200 Louisville, KY 19.92 14.46 3,58 3.02 $  261,250i 40.0 81.0
40233 - o ' . o : A
Health 391 Industry Drive, ‘ ' - 4a8 £07| 34.2 84.2 -
Information | Auburn, AL36832 25.20 18.19 4.86 468 . $  33ap07|| 312 :
: Max Poinls 84.2
DavId E. Strang, MD

Panner, Cantral NH ER Associclys, P.A

Canirman, NH Prascription Moriering Program Agvisory Coungil
New Hampthire Madical Socisty .

Cnaicman, NH Emargancy Medical & Traumna Services Coordinating Board

Deniss M Nies

Execulive Diracior NH Board O° Hursing

Member of Ine NH Prescription teanitoring Program Advizery Council and chair of the Implemaentation Committae
John R Genovese R,Ph,

Clinical Informalics Pharracist

Cheshirs Medical Conlor Keens, NH

Commissionsr NH Board of Pharnacy

Memper of NH Society ol Healih System Pharmacists

Membe: of American Sociely of Festth Syslam Pharmacists

Rebecca L: Bolton

Director of Systems Operation

New Hampahire Qepartment of Information Technology
Mlchael vigglane

Pharmacist representative for the NH Prescriptlon Monitoring Program Advisory Council




STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AGREEMENT —PART 2

TERMS AND DEFINITIONS

‘I'he following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceplance

Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter

An Acceplance Letter provides notice from the Siate that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the
application Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network '

0

A contract duly executed and legally binding.

Agreement

Appendix Supplementary material that is collected and appended at the back
of a document

Audit Trail Capture and | Supports the identification and monitoring of activities within an

Analysis application or system

Best and Final Offer (BAFO)

For negotiated procurements, a Vendor's final offer following the
conclusion of discusstons.

BOF Board of Pharmacy

CCcr Change Control Procedures

CR Change Request

COTS Commercial Off-The-Shelf Software
CM Configuration Management

Certification

The Vendor's written declaration with full supporting and writien
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its rcadmcss for applicable Acceptance

Testing or Review.

Change Control

Formal process for initiating changes 10 the proposed solution or
process once development has begun.

Change Order

Formal documentation prepared for a proposed change in the
Specifications.

-Gompletion-Date--———.— — ..

...End date for the Caniract

Confidential Information

Information required 1o be kcpl Confidential from unauthorized
disclosure under the Contract

Contract .

This Agreement between the State of New Hampshtre and a Vendor,
which creates binding obligations for each party 1o perform as

specified in the Contract Documents.

Contraci Conclusion

Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Coniract completion, tcrmmauon

for convcmence or lcrmmauon for default.

/’/‘?/7
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Contract Documents

Documents that comprise this Conlract {Sec Contract Agreement,
Sectign 1.1)

Coniract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contracl. These responsibilities shall include but not be limited
to processing Contract Documentation, obiaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (Sec Section 4: Confract

Management)

Contracted Vendor/Vendor

The Vendor whose proposal or quole was awarded the Contract with
the State and who is responsible for the Services and Deliverables of

the Contract.

Conversion Test

A test 1o ensure that a Daia conversion process correctly takes Data
from a legacy system and successfully converts it 1o a form that can
be used by the new System.

COTS

Commercial off the Shelf

Cure Period

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software

Software developed by the Vendor specifically for this project for
the State of New Hampshire

Data State’s records, files, forms, Data and other documents or
information, in cither electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

DBA Daltabase Adminisirator

Deficiencics/Defects A failure, deficiency or defect in a Deliverable resulting in a

Deliverable, the Software, or the System, not confonmng to its
Specifications.

Class A Deficiency — Sofnware - Critical, does not allow System to
operate, no work -around, demands immediate action; Writren
Documentation - missing significant portions of mformation .or
unintelligible to State; Non Software - Services were inadequate and

rcquire re-performance of the Service.

Class B Deficiency — Soffware - important, docs not stop operation
and/or there is a work around and user can perform lasks; Written
Documentation - portions of information are missing but not enough
.to.make.the_document _unintelligible;_Non.Soffware.= Services were
deficient, require reworking, but do not require re-performance of

the Service.

Class C Deficiency — Soffware - minimal, cosmelic in nature,
minimal efféct on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor

editing nature; Non Software - Services require only minor
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reworking and do not require re-performance of the Service.

A Deliverable i3 any Written, Software, or Mon-Software

Dcliverable
’ Deliverable (letter, report, manual, book, other), provided by the
Vendor o (he State or under the terms of a Contract requirement,
Department An agency of 1he State

Department  of
Technology (Dol T)

Information

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format. -

Digital Signature

Guarantees the onaltered state of a file

Effective Date

The Contract and all obligations of the parties hereundér shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption

-Supports the encoding of data for security purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Software, and ali changes 1o the Documentalion as a result of
Enhancements, including, but not limited to, Enhancements

produced by Change Orders

Firm Fixed Price Contract

A Firmm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment -on the basis of the Vendor’s .cost

experience in performing the Contract ‘

Rates arc inclusive of all allowable expenses, including, but not

Fully Loaded
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocke! expenses ]
GAAP Generally Accepted Accounting Principles

Governor and Executive Council

The New Hampshire Governor and Executive Council.

Harvest

Sofiware to archive and/or control versions of software

HID

Health Information Design

Identification and
Authentication

Supports obtaining information about those parties attempting 1o log
on 1o a system or application for sccurity purposes and the validation

of those users

Implementation

The process for making the System fuily operational for processing
the Data.

Implementation Plan

Sets forth the transition from development of the System to full

operation, and includes without limitation, training, business and

technical procédures.

| Information Technology (1T)

|

Refers (o the tools and processes used for the gathering, storing, |~

manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and

-video technologies.

Input Validation

Ensure the application is protected from buffer overflow, cross-site
scripting, SQL injection, and canonicalization

Intrusion Detection

Supports the detection of illegal enirance into a computer system

e rdan
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Invoking Party

In a dispute, the party believing itself aggrieved

Key Project Staff

Personnel identified by the State and by HID as essential to work
on the Project.

Licensee

The State of New Hampshire

Non Exclusive Contract

A contract executed by the State that does not restrict the State
from secking alternative sources for the Deliverables or Services
provided under.the Contracl.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Wrtten
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normmal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Yecar’s Day, Marin Luther King Day,
President’s Day; Memorial Day, July 4" Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgwmg Day, and Christmas
.Day. Specific dates will be provided

Notice to Pro.cccd {NTP)

The State Contract Manager’s wrilten direction to lhc Vendor to
begin work on the Contract on a given date and time

Operating System

System is fully functional, all-Data has been loaded into -the
System, is available for use by the State in its daily operations.

Operational

Operational means. that the System is operating and fully
functional, all Data has been loaded; the Sysiem is availabte for use

" by .the State in its daily operations, and the State has-issued an

Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a.
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is. lower in the QOrder of Precedence

PMP

Prescription Management Program

Project

The planned undertaking regarding the entire subject matler of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required
such-that the Services are procured in accordance with the Work
-Plan on time, on budget and to the required specifications and

quality

Project Managemenl Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

PrOJect Managcrs

The persons identified who shall function as the State’s and the

+meen e —~d-eAfendor’ s Tepresentative with regard-to-Review amd ATTeptance of

Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures

(CCP)

Project Staffl

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in responsc 1o the chucsl for a
Proposal or Statement of Work

A plan integrated into the Work Plan used to ascertain whether

Regression Test Plan

Y
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elsewhere in  the

[ fixes to Defects have caused errors
application/process.
Review The process of reviewing Deliverabies for Acceptance

Review Period

"The period set for review of a Deliverable. 1f none is specified then
the Review Period is five {5) business days. )

RFP (Request for Proposal)

| A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product andfor Service
resources according to specific terms and conditions

Role/Privilege-Management

Supports the granting of abilities 10 users or groups of users of a
computer, application. or network

Sa'aS‘- Software as a Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use of the

software as a part of their service.

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events-and activities under the Contract

Service Level Agreement (SLA)

A signed agreement between the, Vendor and the State specifying the
level of Service that is expected of, and prowded by, the Vendor

during the term of the Contract.

Services

“The work or labor 10 be performed by the Vendor on the Project as
described-in the Contract.

Software

All custom Software and COTS Software provided by the Vendor
under the Contract

Software Deliverables

COTS Sofiware and Enhancements

Software Licensc

Licenses provided to the State under this Contract

4 Solution

The Solution consists of the total Solution, which'includes, without
limitation, Sofiware and Services, addressing the requirements and
terms of the ‘Specifications. The off-the-shelf Software and

Vendor in response to this RFP.

configured Software customized for the State provided by the’

Specifications

" The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal :policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Conlracl as

though completely set forth herein.

State

STATE is defined as:

New Hampshlrc Board of Pharmacy
121 South Fruit Strect
Concord, NH 033012412

and/or

New Hampshire Department of Information Technology

27 Hazen Drive
_Cancord, NH 03301
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Reference to the term “State” shall include applicable agencies
pp 8

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving,

State’s Confidential Records.

State’s information regardless of its form that is not subject to
public disclosure under applicable state and federai laws and
regulations, including but not limited to RSA Chapter 91-A

State Data

Any information contained within State systems in electronic or
paper format.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July [

through June 30" of the following calendar year

Staie Project Leader

State’s representative with regard to Project oversight .

State’s Project Manager (PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are rtesponsibie for
review and Acceplance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

A person, partnership, or company not in the employment of, or

Subcontractfor
owned by, the Vendor, which is performing Services under this
. Contract under a separate Contract with or on behalf of the Vendor
System All Software, specified hardware, and interfaces and exlensions,
: integrated and functioning together in accordance with the
Specifications.
TBD - To Be Determined

chhnical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies techaical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not conslitute a

‘new assignment; and: (3} not change the terms, documents of

specifications of the Contract Agreement

Test Plan

" A plan, integralcd in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of the Project. it
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.

[ (LT | ¢ DO

_Period-of-the-Contract-from-the-Effective-Date-through-termination:—~

Transition Services

Services and support provided when HID is supporting System
changes.

UAT

User Acceptance Test

Unit Test

Develapers crealc their own test data and test scenarios (0 verify the
code they have created or changed f unctions properly as defined.

User Acceptance Tesling

Tests done by knowledgeable business users who are familiar with

7

37
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the scope of the Project. They create/develop test cases 1o confirm

tha System was developed according 1o speciiic uSer requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents. .

User Management

Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of

the Contract.

Verification

Supports the confirmation of authority {0 enter a’computer system.
application or neiwork

Walk Through

A step-by-step review of a Specification, usability features or
desipn before it is handed off 1o the technical team for development

Warranty Period

A period of coverage during which HID is responsible for
providing a guaraniee for products and Services delivered as
defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

The Services to be provided by the Vendor durmg the Warranty
Period.

Work Hours

Verdor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project

Manager.

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
cvents to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shali include a
detailed description of the Schedule. tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead

and/or participatc on each task.

Written Deliverables

Non-Software written deliverable Documentation (Ieuer report,
manual, book, other) provided by the Vendor either in paper or

electronic format.
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INTRODUCTION

*—*——Tfns—eonlracl-ls—by—and-bclwecn -the-Stnte-of~-New-Hampshire,-acting-{ hmugh_thr_Bnard_ﬂf_P_hannarv
(“State™, and Health Information Designs, LLC, an Alabama Corporation, (“HID"), having its principal

place of business at 391 Industry Drive, Auburn, AL 36832.

The purpose of this contract is to purchase and install a software system and associated services for
NH BOP to collect prescription data for online review by practitioners and pharmacists and
administrative reporting and analysis of data. The purpose is to provide information to the State to
allow them to help prevent misuse, overuse and abuse of controlled prescription drugs in Schedules

Il through 1V.

RECITALS

The State desires to have HID provide a Commercial-off-the-shelf Sofiware System, and associated
Services for Board of Pharmacy (BOP);

HID w:shcs to provide a Commcrmal-oﬂ'—lhe Shelf Sofiware System and associated Services for the

State.

The partics therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1 Contract Documents
This Contract is comprised of the following documents (Contract Documents):

A. Part | — State Terms and Conditions contained in thc Form P-37

B. Part2-—
C. Part3 -

- _Exhibit K- Warranty and Warranty Scrvices —

The Contract Agreement
Consolidated Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule

Exhibit C- Special Provisions

Exhibit D- Administrative Services ' ' .
Exhibit E- Implementation Services

Exhibit F- Testing Services

Exhibit G- Maintenance and Support Servnces

Exhibit H- Requirement Responses

Exhibit I- Work Pian

Exhibit J- Software License and related Terms

Exhibit .- Training Services
Exhibit M- Agency RFP with Addendums, by reference

Exhibit N- The Vendor Proposal, by reference
Exhibit O- Certificales apd Attachments

) A7
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1.2 Order of Precedence

In the event of conflict or' ambiguily among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. The Siate of New Hampshire Terms and Conditions, Form P-37-Contract Agreement

Part |

General Contract Requiremenis in Section H of the RFP document.

State of New ‘Hampshire, Board of Pharmacy Contract 2014-042.

d. RFP 2014-042 Prescripiion Monitoring dated November 11, 2013 with addenda 1-4
incorporated; then

e. The Vendor’s Proposal, dated January 31, 2014.

Ay

=

1.3 Contract Term _ _
The Contract and all obligations of the parties hereunder shall become effective afler full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval

(“Effective Date™).

The Contract shall begin on the Effective Date and extend through January 30, 20i9. The Term
may be extended up to two (2) years, (“Extended Term™) at the sole option of the Staie, subject
to the partics prior writicn agreement on applicable fees for each extended term, up (o but not

beyond January 30, 2021.

HID: shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require HID to commence work prior 10 lhc'Ef_fectivé Date; however, if HID
commences work prior 1o the Effective Date and a Notice to Proceed, such work shall be
performed at the sole risk of HID. In the event that the Contract does not become effective, the
State shall be under no obligation to pay HID for any costs incurred or Services performed:
however, if the Contract becomes efTective, all costs incurred prior to the Effective Date shall

be paid under the terms of the Contract.

Time is of the essence in the performance of HID’s obligations under the Contract.

2. COMPENSATION

2.1 Contract Price
The_Contract _price, method of paymenl, and terms of payment are identified and more

particularly described in Contract Exhibit B: Price and Payment Schedule.

2.2 Non-Exclusive, Firm Fixed Price Contract
This is a Non-Exclusive, Firm Fixed Price (FFP) Contract with price and term limitations as set

forth in the Contract.

The State reserves the right, at ils discretion, to retain other confractors 1o provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or



portion of an item, group of items, or total Proposal. HID shall not be responsible for any delay, act,
or-ommission-of-such-other-contractors—exeeptthati41D-shall-be-responsible{or_any delay. act. or.
omission of the other contractors if such delay, act, or omission is caused by or due to the fault of

HID.

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
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3. CONTRACT MANAGEMENT
The Project will require the coordinated efforts of a Project Team consisting of both H!D and
State personnel. HID shall provide all necessary resources (o perform its obligations under the
Contract. HID shall be responsible for managing the Project 10 its successful completion.

3.1 The Vendor’s Contract Manager _
HID shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration: HID’s Contract Manager is:

Andrea Hardy
Manager, Business Intelligence & Contract Compliance

PO Box 529, Auburn, AL 36832
Tel: 334-246-5283
Fax: 888-419-1312
Email: andrea.hardy(@@hidinc.com

3.2 The Vendor’s Project Manager

321

3.2.2

Contract Project Manager
HID shall assign a Project Manager who meets the requirements of the Contract,

including but not limited to, the requirements set forth in the RFP. HID’s selection of the
Contracted Vendor Project Manager shall be subject to the prior written approval of the
State. The State’s approval process may, include, without limitation, at the State’s
discretion, review of the proposed HID Project Manager's resume, qualifications,
references, and background checks, and an interview. The State may require removal or

reassignment of HID’s Project Manager who, in the sole judgment of the State, is found

unacceptable or is not performing to the State’s satisfaction.

HID Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority. to make binding decisions under the
Contract, and shall function as HID’s representative for all administrative and
management matters. ‘HID’s Project Manager shall performn the duties required under the
Contract, including, but not limited to, those set forth in Contract Exhibit I, Section 2.
HID's Project Manager must be available to promptly respond during Normal Business

3.2.3

i Two. (2) hours. to inquifiés from the State, and b€ at (i€ Si€ a5 niecded:

Hours within-
HID’s Project Manager must work diligently and use his/ her best efforts on the Project.

HID shall not change its assignment of HID Project Manager without providing the State
written justification and obtaining the prior writicn approval of the State. State approvals
for replacement of HID’s Project Manager shall not be unreasonably withheld. The
replacement Project Manager shall have comparable or greater skills than HID Project
Manager being replaced; meet the requircments of the Contract, (including but not

%
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limited 1o, the requirements set forth in RFP); and be subject to reference and background
checks described abiove in Coftratt Agreement Part 2, Scction 3.2.1: Cantract Project
Manager, and in Contract Agreement Part 2, Section 3.6: Reference and Background
Checks, below. HID shall assign a replacement HID Project Manager within ten (10)
business days of the departure of the prior HID Project Manager, and H1D shall continue
during the ten (10) business day period to provide competeni Project management
Services through the assignment of a qualified interim HID Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the option, at its
discretion, o terminate the Contract, declare HID in default-and pursue its remedies at
law and in equity, if HID fails 10 assign a 1D Project Manager meeting the requirements

“and terms of the Contract.

The Coniracted Vendor Project Manager is:
John Feiton
. PDMP Account Operations Manager
PO Box 529
Auburn, AL 36832
Tel: 334-466-3107
Fax: 888-419-1312
Email: john.felton@hidinc.com

3.3 HID Key Project Staff

334

3.3.2

HID shail assign Key Project Staff’ who meet the requirements of the Contract, and can
implement the Software Solution meeting the requirements set forth in RFP Appendix C:
System Requirements and Deliverables, Table C.1:  System Requirements and
Deliverables-Vendor Response Checklist. The State may conduct reference and
background checks on HID Key Project Staff. The State reserves the right to require
removal or reassignment of HID's Key Project Staff who are found unacceptable to the
State. Any background checks shall be performed in accordance with the Contract

Agreement Section 4.10: Background Checks.

HID shall not change any HID Key Project Staff commitments without providing the State
written justification and obtaining the prior written approval of the State. State approvais
for replacement of HID Key Project Staff will not be unreasonably withheld. The
replacement HID Key Project Staff shall have comparable or greater skills than HID Key
Project Staff being replaced; meet the requirements of the Contract, including but not
limited to the requirements set forth in RFP Appendix C: System Requirements and

333

Deliverables and be subject to refcrence and background checks described in Contract
Agreement-Part 2, Section 3.6: Reference-and Background Checks, -

Notwithstanding any other provision of the Contract to the contrary, the State shall have
the option to terminate the Contract, declare HID in default and to pursue its remedies at
law and in equity, if HID fails 1o assign Key Project Staff meeting the requirements and
terms of the Contract or if it is dissatisfied with HID’s replacement Project staff.

A7
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3.3.3.1 HID Key Project Staff shall consist of the followmg individuals in the roles
identified helow:

HID’s Key Project StafT:

Key Member(s) Title
Jim Wilkerson Chief Operations
o Officer (Oversight)
Clay Jones Chief Financial Officer
(Oversight)
Sheila Sullivan | Director of PDMP
(Oversight)
Robbie . Project Manager
Sommervillelmplementation .(Account Manager)
Manager
John Felton
Tom Beard ' Development Lead
Steve Espy, RPh ' PDMP Training Manager
' Steve Harrison Call Center Director
. {Oversight)
Michael Pugh Technical Support
Manager

Director of Technical
Writing

Connie Lewis

3.4 State Contract. Manager.
The State shall assign-a Contract Managcr who shall function as the State’s rcpresenlalwc with
regard 1o Contract administration. The State Contract Manager is:

Michelle Ricco Jonas

New Hampshire Board of Pharmacy

121 South Fruit Street, Concord, NH 03301
Tel: (603) 271-2350

Fax: (603) 271-2856
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Email ; michellejonas(@nh.qov

3.5 State Project Manager

The State shall assign a Project Manager. The State Project Manager’s duties shall include the
following: '

. Leading the Project;

Engaging and managing all HIDs;

Managing significant issues and risks,
Reviewing and accepting Coniract Deliverables;
Invoice sign-offs;

Review and approval of change proposals; and
Managing stakecholders’ concerns.

e s o

The State Project Manager is:

Michelle Rico Jonas

New Hampshire Board of Pharmacy

121 South Fruit Street, Concord, NiH 03301
Tel: (603) 271-2350

Fax: (603) 271-2856

Email: michelle jonas@nh.qov

3.6 Reference and Background Checks

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and HID Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement, Part
2-Section 11: Use of State s Information, Confidentiality.

. 4. DELIVERABLES

4.1

Vendor Responsibilities
HID shall be solely responsible for meeling all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a Subcontractor is used. '

HID may subcontract Services subject to the provisions of the Contract. HID must submit all
information and documentation relating to the Subcontractor, inciuding terms and conditions
consistent with this Contract. The State will consider HID to be wholly responsible for the
performance of the Contract and the sole point of contact with regard 10 all contractual matlers,

42

including payment of any and all charges resuliing from the Contracl.

Deliverables and Services
HID shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract

Exhibit A: Contract Deliverables.

2014-042 BOP Contract Agreement-Part 2
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Upon its submission of a Deliverable or Service, HID represents that it has performed its
obligations under the Contract associated with the Deliverable or Service.

43 Non-Software and Written Deliverables Review and Acceptance .

After receiving written Certification from HID that a Non-Software or Written Deliverable is
final, complete, and_ready for Review, the State will Review the Deliverable 1o determine
whether it meets the specifications outlined in the contract. The State will notify HID in writing
of its Acceptance or rejection of the Deliverable within five (5) business days of the State’s
receipt of HID's written Certification. If the State rejects the Deliverable, the State shall notify
HiD of the nature and class of the Deficiency and HID shall correct the Deficiency within the
period identificd in the Work Ptan. if no period for HID's correction of the Deliverable is
identified, HID shali correct the Deficiency in the Deliverable within five (5) business days.
Upon receipt of the corrected Deliverable, the State shail have five (5) business days 10 review
the Deliverable and notify HID of its Acceptance or rejection thereof, with the option to extend.
the Review Period up 1o five (5) additional business days. 1f HID fails to correct the Deficiency
within the allotted period of time. the Stale may, at its option, continue reviewing the
Deliverable and require HID to continue until the Deficiency is corrected, or immediately
terminate the Contract, declare HID in default, and pursue its-remedies at law and in cquity.

4.4 System/Software Testing and Acceptance -
System/Sofiware Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services. '

4.5 Security
The State must ensure that appropriate fevels of security are implemented and maintained in
order to protect the integrity and reliability of its information technology resources,
information, and services. State resources, information, and services must be available on an
ongoing basis, with the appropriate infrastructure and security controls to ensure business

continuity and safeguard Statc networks, Systems and Data.

IT Security involves all functions pertaining to the securing of State Data.and Systems (hrough
the creation and definition of security policics, procedures and controls covering such areas as

identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested 1o ensurc they protect the Siate’s
hardware-and software and its related Data assets. Sce Contract Agreement —Part 3~ Exhibit F:
Testing for detailed information on requirements for Security testing.

5. SOFTWARE

5.1 Software and Documentation _

HID shall provide the State with Softwarc Licenses a
and particularly described in Exhibit I: Sofiware License and Related Terms.

nd Documentation set forth in the Contract,

2014-042 BOP Contract Agreement-Part 2
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S Naftware Supporl and iviainienance

HiD shall provide the State with Software support and Mainienance Services set forth in the
Contract, and particularly described in Exhibit J: Software License and Related Terms.

53 Re_s[‘rictions

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of HID’s proprietary rights;
b. Make the programs or matcrials available in any manner to any third party for use in the

third party’s business operations, except as permitted herein;-or
c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5.4 Title
HID must hold the right to allow the State to use the Software or hold all title, right, and interest
in the Software and its associated Documentation

6. WARRANTY

HID shal! provide the Warranty and Warranty Services set -forth in lhe Contract, and particularly
de.scrlbcd in Exhibit K: Warranty and Warranty Services.

7. SERVICES
HID shall provide the Services required under the Contract Documents. All Services shall mect, and
be performed, in accordance with the Specifications.

7.1 Administrative Services
HID shall provide the State with the administrative Services set forth in the Contract, and
particularly described in Exhibit D: Administrative Services.

7.2 Implementation Services :
" HID shall provide the State with the Imp]cmenlahon “Services set forth in thc Contract, and
particularly described in Exhibit E: implementation Services.

7.3 Testing Services
HID shall perform testing Services for the State sct forth in the Contract, and particularly
oo described in Exhibit F: Testing Services.

7.4 Training Services
HID shall provide the State with training Services set forth in the Contract, and particularly
described in Exhibit L: Training Services.

2014-042 BOP Contract Agreement-Part 2
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75 Maimeirance and-Support-Services
HID shall provide the State with Maintenance and .support Services for the Software set forth in
the Contract, and particularly described in Exhibit G: Sysrem Maintenance and Support.

8. WORK PLAN DELIVERABLE
HID shall provide the State with a Work Plan that shall include, without limitation, a detailed
description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and payment

Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit |1 Work
Plan. HID shall update the Work Plan as necessary, but no less than every (wo weeks, 10 accurately
reflect the status of the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates to the Work Plan must be
approved by the State, in writing, prior to final incorporation into Contract Exhibit I: Work Plan.
The updated Contract Exhibit I: Work Plan, as approved by the State, is incorporated- herein by

reference.

Unless otherwise agreed in writing by the State, changes {0 the Contract Exhibit 1:"Work Plan shall
not relieve HID from liability to the State for damages resulting-from HID’s failure to perform its
obligations under the Contract, including, without limitation, performance in accordance with the

Schedule.

In the event of any delay in the Schedule, HID must immediately notify the State in writing,
identifying the nature of the delay, i.c., specific actions or inactions of HID or the State causing the
problem; its estimated duration period to reconciliation; specific actions that need 1o be taken 10
correct the problem; and the expecied Schedule impact on the Project. :

In the event additional time is required by HiD to correct Deficiencies, the Schedule shall not change

uritess previously agreed in writing by the State, except that the Schedule shall automatically extend
on a day-to-day basis to the extent that the delay does not result from HID's failure o fulfill its
obligations under the Contract. To the extent that the State’s execution of its major tasks-takes longer
than described in the Work Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or

elements within the Work Plan.

9. CHANGE-ORDERS o
"—""—"*‘"——'ﬁm'Siare‘may*m'a'kethanges‘orrevision:;‘arany'ﬁme'bywﬁncn-(:‘hangcﬁrder.—'fﬁc-S1ale'ori'ginalcd'
changes or revisions shall be approved by the Department of Information Technology. Within ten
. (10) business days of HID’s receipt of a Change Order. HID shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the proposcd timeline. Upon delivery of the impact
statement, HID will work with the State 1o define a mutually agreed upon, detailed Schedule, or the

Work Plan. HID will provide a Statement of Work document. which outlines these details.

2014-042 BOP Contract Agreemen-Part 2
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111D may request a change within-the scope of the Contract by writien-Change Order, identifying any
impact on cost, the Schedule, or the Work Plan. The State shall attempt. 1o respond to HID’s
requested Change Order within ten (10) business days. The State Agency, as well as the Depariment
of Information Technology, must approve all Change Orders in writing. The State shall be deemed to
have rejected the Change Order if the parties are unable to reach an agreement in writing,

All Change Order ﬁ;quests from HID to the State, and the State acceptance of HID's estimate for a
State requested change, will be acknowledged and responded to, either acceptance or rejection, in
writing. I accepted, the Change Order(s) shall be subject to the Contract amendment process, as

determined to apply by the State.

10. INTELLECTUAL PROPERTY

Upon successful completion and/or termination of the Implementation of the Project, HID shall own
and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contract; or medifications 1o HID provided Software, and their
associated -Documentation including any and all performance enhancing operational plans and the
Vendors’, special utilities. HID shall license back to the State the right to use such software.
However, the source code, object code will be held in escrow and may only be released to the State
for publishing or'other use as defined by the terms of Section 17.

In no .event shall HID be preciuded from developing for itself, or for others, matenials that are
competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under. the Contract. .In addition, HID shall be free 10 .use -its general
knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques that are
acquired or used in the course of its performance under this agreement

10.1 State’s Data
All rights, title and interest in State Data shalt remain with the State.

10.2 Vendor’s Materials
Subject to the provisions of this Contract, HID may develop for itself, or for others, materials
that are competitive with, or similar to, the Deliverables. in accordance with the confidentiality
provision of this Contract, HID shall not distribute any products conlaining or disclose any
State Confidential information. HID shall be free to use its general knowledge, skills and

experience, and any ideas, concepls, Know-Hiow, and Techmques tiratare acguired or-usedinthe——————-
course of its performance under this Contract, provided-that such is not obtained as the result of
{he deliberate memorization of the State Confidential Information by HID employees or third

party consultants engaged by HID.
Without limiting the foregoing, the parties agree that the: peneral knowledge referred to herein

cannot include information or rccords not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following; records of grand juries

. 2014-042 BOP Contract Agreement-Part 2
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and-petitjuries; Tecords-of-parolc-and-pardon-boards
pertaining to internal personnel praclices, financial information, test questions, scoring keys and

other examination data use 10 administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video 1ape sale or rental.
and other files containing personally identifiable information that is private 10 nature.

10.3 State Website Copyright .

WWW Copyright and Intellectual Property Rights : '
All right, title and interest in the Stale WWW site, including copyright to all Data and

information, shall remain with the State. The State shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the WWW pages. Al WWW
pages and any other Data or information shall, where applicable, display the Statc's copyright.

10.4 Custom Software Source Code
HID shall provide the State with a copy of the source code for the Custom Software, which
shall be subject to the License rights. The State shall receive a worldwide, perpetual,
irrevocable, non-exclusive paid —up right and license 10 use, COPY, modify and prepare
derivative works of any custom developed soflware. As the sofiware licensed herewithin is
proprietary to HID. the source code will be placed in escrow in as detaited Section 17 of this
agreement and will only be released to the State in accordance with those terms. .

10.5 Survival
This Contract Agreement Section 10: Inrellectual Properily shall survive the termination of the

Contract.

11.-USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 Use of State’s Information

In performing its obligations under the Contract, HID may gain access (0 information of the
State, including State Confidential Information. “S(ate Confidential Information” shall include,
but not be limited to, information exempted from public disclosure under New Hampshire RSA
Chapter 91-A: Access to Public Records and Meetings (see c.g. RSA Chapter 91-A: 5
Exemptions). HID shall not use the State Confidential Information developed or obtained
during the performance of, or acquired, or developed by reason of the Contract, except as
directly connected to and necessary for H1D’s performance under the Contract.

11.2 State Confidential Information

HID shall maintain the confidentiality of and protect from unauthorized use, disclosure,

™ al| State Confidential Informatign that

publication. and_reproduction (collectively “release

becomes available to HID in connection with its performance under the Contract, regardiess of

its form.

ate laws and regulations, Confidential Information shall not

Subject to applicable federal or St
Il have otherwisc become publicly available other than as a

include information which: (i) sha

2014-042 BOP Contract Agreement-Part 2

Initial All Pages:

HID's initials,__ 724 5/29/2014 Page 18 of 27

-personal-sch oolrecordsof pupils;records



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AGREEMENT —PART 2

Tesult of disclosure by THe Teceiving pany in breach Hereol; (i1) was disciosed 1o theeceiving
party on a non-confidential basis from a source other than the disclosing party, which the
* receiving party believes is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is developed by the receiving party
independently of, or was known by the receiving party prior 10, any disclosure of -such
information made by the disclosing party; or (iv) is disclosed with the writlen consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent

required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential information shall require the prior written approval of
the State. 11D shall immediately notify the State if any request, subpoena or other legal process
is served upon HID regarding the State Confidential information, and HID shall cooperate with
the State in any effort the Stale undertakes 10 contest the request, subpoena or other legal
process, at no additional cost 10 the State. :

In the event of the unauthorized release of State Confidential Information, HID shall
immediately notify the State, and the State may immediately be'entitled to pursue any remedy
at law and in equity, including, but not limited to, injunctive relief.

[

11.3 Vendor Confidential Information
Insofar as HID sceks to maintain the confidentiality of its confidential or proprictary
information, HID must clearly identify in writing all information it claims to be confidential or
proprictary. Notwithstanding the foregoing, the State acknowledges that HID considers the
" Software and Documentation to be Confidential Information. HID acknowledges that the State
is subject to State and federal laws governing disclosure of information including, but not
limited to, RSA Chapter 91-A. The State shall maintain the confidentiality of the identified
Confidential Information insofar as it is consistent with applicable State and federal laws or
regulations, including but not limited to, RSA Chapter 91-A. In the event the State reccives a
request for the information identified by HID as confidential, the State shall nolify HID and
specify the date the State will be releasing the reqiiésted information. At the request of the
“State, HID shall cooperaté and assist the State with the collection and review of HID’s
information, at no additional expense to the State. Any effort to prohibit or enjoin the release
of the information shall be HIDs sole responsibility and at HID’s sole expense. 1f HID fails 10
obtain a court order enjoining the disclosure, the State shall release the information on the date
specified in the State’s notice to HID, without any liability to HID.

11.4 Survival o .
This Contract Agreement Section 11, Use of State s Information, Confidentialily, shall survive

.termination or conclusion of the Contract.

{2. LIMITATION OF LIABILITY

12.1 State

2014-042 BOP Contract Agreement-Parl 2
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S‘ubjccl"to-*app]icab!c-{aws—-and-iregulatiens,—in—ne—svcm_shall_the State_be_liable for any

consequential, special, indirect, incidental, punitive, or exemplary damages. Subject 10
applicable laws and regulations, the State’s fability to HID shall not exceed the total Contract
price set forth in Contract Agreement, Section 1.8 of the Contract Agreement —Part 1:General

Provisions.

Notwithstanding the foregoing and any provision of this Contract to the contrary, in no event
does the State waive ils sovereign immunity or any applicable defenses or immunities.

12.2 HID
Subject 1o applicable faws and regulations, in no event shall HID be hable for any

“consequential, special, indirect, incidental, punitive or ex¢mplary damages and HID's hability
to the State shall not exceed two times (2X) the total Contract price set forth in Contract
Agreement, Section 1.8 of the Confract Agreement —Part 1-General Provisions.

Notwithstanding the forcgoing, the limitation of liability n this SOW Section 12.2 shall not
apply to HID's indemnification obligations set forth in the Contract Agreement Part 1-Section
13: Indemnification and confidentiality obligations in Contract Agreement-Part 2- Section 11:
Use of State s Information, Confidentiality, which shall be unlimited.

12.3 State’s Immunity
Notwithstanding, the Toregoing, nothing herein contained shall be deemed to conslitute a waiver

of the sovereign immunity of the State, which immunity is hereby reserved to the State. This
covenant shatl survive termination or Contract conclusion.

12.4 Survival
This Contract Agreement- Part 2-Section 12: Limitation of Liability shall survive termination or

Coatract conclusion.

2014-042 BOP Contract Agreement-Part 2
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13. TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 Termination for Default
Any one or more of the following acts or omissions of HID shall constitute an event of default

hereunder (“Event of Default™)

13.1.1

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; andfor
c. Failure 1o perform any other covenant, term or condition of the Contract

Upon the occurrence of any Event of Defaull, the Stale may take any one or more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide HID writien
notice of default and require it 1o be remedied within, in the absence of a grealer or
lesser specification of time, within thirty (30) days from the date of notice, uniess
otherwise indicated within by the State (“Cure Period™). If HID fails to cure the
default within the Cure Period. the State may terminate the Contract effective two
(2) days after giving HID notice of termination, at its sole discretion, treat the
Contract as breached and pursue its remedies at law or in equity or both.

b. Give HID a written noiice specifying the Event of Default and suspending all
payments {0 be made under the Contract and ordering thatl the portion of the
Contraci price which would otherwise accrue to HID during the period from the

date of such notice until such time as the State determines that HID has cured the

Event of Default shall never be paid to HID.

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

¢. Procurc Services that are the subject of the Contract from another source and HID
shall be liable for reimbursing the State for the replacement Services, and all
administrative costs directly related to the replacement of the Contract and

13.1.2

mailing, advertising, applicable fecs, charges or penallies, and staff time costs; all
of which shall be subject to-the limitations of liability set forth in the Contract.

The Vendor shall provide the State with written notice of default, and the State shall
cure the default within thirty (30) days.

2014-042 BOP Contract Agreement-Part 2
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b. Promptly, but in no event longer than thirty (30) days aftertermination, terminate
its orders and-subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of this

Section;

c. Take such action as the State directs, or as necessary to preserve and ‘proiecl the
property retated.to.the Contract which is in the possession of HID and in which the

State has an interest; :

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any properly which is required 1o be furnished to the State
and which has been accepted or requested by the State; and

¢. Provide written Certification to the State that HID has surrendered to the State all
said property. '

f. Assist in Transition Services, as reasonably requested by-the State at no additional
cost. . .

14. CHANGE OF OWNERSHIP
In the event that HID should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with HID, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with HID, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without

liability to HID, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 HID shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights, or )
duties under the Contract without the, prior wrilten consent of the State., Such consent shall not
be unreasonably withheld. Any attempted transfer, assignment, _dqlg_galioh, or other transfer
made without the State’s prior written consent shall be null and void, and may constitute an
event of default at the sole discretion of the State.

. .

15.2 HID shall remain wholly responsible for performance of the entire Contract even if assignees,

delegates, Subcontractors, or other transferees (“Assigns™) are used, unless otheirwise agreed {0

in—wriﬁﬂg—by—{-he—State,‘—-and—lhe_;—Assigqs-fulIy-assumes_in_wrjung_any._aﬁd_all.obligalions_and_,.__,,_,___ﬂ__
liabilities under the Contract from the Effective Date. In the absence’of a written assumption of
full obligations and liabilities of the Contract, any permitted “assignment, delegation,
subcontract, or other transfer shall neither relicve HID of any of its obligations under the
Contract nor affect any remedies available to the State against HID that may arise from any
cvent of default of the provisions of the contract. The State shall consider HID to be the sole

2014-042 BOP Contract Agreement-Part 2
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1333 Notwithstandingthe-foregoing. nothing herein contained shall be deemed to constitute

IO W Tt

a waiver-of the sovereign immunity of the State, which immunity is hereby reserved 1o
the State. This covenant shall survive termination or Contract Conclusion.

13.2 Termination for Convenience

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to HID. In the event of a termination for
convenience, the State shail pay HID the agreed upon price, if separately stated in this
Contract, for Deliverables for which Acceptance has been given by the State. Amounts
for Services or Deliverables provided prior to the date of termination for which no
separate price is stated under the Contract shall be paid, in whole or in part, generally in
accordance with Contract Exhibit B, Price and Payment Schedule, of the Contracl. '

13.2.2 During the thirty (30} day period, HID shall wind down and cease Services as quickly
and efficiently as reasonably possible, without performing unnecessary Services or
activities-and by minimizing negative effects on the State from such winding down and

cessation of Services.

13.3 Termination for Conflict of Interest

13.3.1  The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited 10, a violation by any of the parties hereto
of applicable laws. regarding ethics in public acquisitions and procurement and

performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if HID did not know, or
reasonably did not know, of the conflict of intercst.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
HID, the State shall be entitled (o ‘pursu¢ the same remedies against HID as it could

pursue in the cvent of a default of the Contract by HID.

13.4 Termination Procedure

"13.4.1  Upon termination of the Contract, the State, in addition to any other rights provided
in the Contract, may require HID to deliver to the State any property, including

—witliour 1 Tiﬁ'tmmﬁftm‘Wﬁummmﬁ,‘fmmhFCUmrzrc1

as has been terminated.

13.4.2 After rcccipt of a nolice of termination, and except as otherwise c_lireclcd by the State,

HID shall: -

a. Stop work under the Contract on the date, and to the extent specified. in the notice;

2(14-042.BOP Contract Agreement-Part 2
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—pointof Lun|:actwith-rcgard-to-ali-conlractual—mal{ers,—iueludi-ng—paymcnl.of_any_and.aiLcharges
resulting from the Contract. '

15.3 Notwithstanding the foregoing, nothing herein shall prohibit HID from assigning the Contract to
the successor of all or substantially all of the assets or business of HID provided that the
successor fully.assumes in writing all, obligations and responsibilities under the Contract. In the
event that HID should change ownership, as permitied under this Contract Agreement Part 2,

. Section 14:" Change of Ownership, the State shall- have the option‘ 1o continue under the
Contract with HID. its- successors or assigns for the full remaining term. of the Contract;
continue under the Contract with HID, its successors or assigns for such period of time as
determined necessary by the State; or immediatcly terminating the Contract without liability to

HID, its successors or assigns.

16. DISPUTE RESOLUTION
Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect 1o intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party™) shall call for progressive management involvement
_in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
10 the Invoking Party’s right (o any other remedy permitted under the Contract.

and/or telephone conferences as
s for the parties at the following
aliotted time as specified below

The parties shall use reasonable efforts to arrange personal meetings
needed, at mutually convenient times and places, between negoltiator.
successtve management levels, each of which shall have a period of
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
' ALLOTTED TIME
Primary John Felton, Project Michelle Ricco Jonas, State 7 Business Days
‘ Manager - Project Manager (PM) .
First ‘ G. Robert DiBenedctto, Charles Fanaras, RPh 8 Business Days
Jr., President and CEO NH Board of Pharmacy
President

The aliotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is

e ————penived By thEother pany - Subsey uent-atlotted timeis daysT rom-the-datethatthe-original-invoking-
Party’s notice is reccived by the other party. '

17. ESCROW OF CODE

HID will enter into a source and configurati
agent, The escrow agreement requires HID to put the Contracted Vendor

on code escrow agreement, with a State approved escrow
Software source and

2014-042 BOP.Coutracl Agreement-Part 2
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evenls has occurred:

a.
- b.

c.

d.

the Vendor has made an assignment for the benefit of creditors; )
the Vendor institutes or becomes subject to a-liquidation or bankruptcy proceeding of any kind;

a receiver or similar officer has been appointed to take charge of all or part of the Vendor's
assels; or -

the Vendor or ifs Subcontractor terminates its maintenance and operations support Services for
the State for the Sofiware or-has ceased supporting and maintaining the Software for the State,
whether due 10 its ceasing to conduct business generally or otherwise.

18. GENERAL PROVISIONS

18.1

Travel Expenses
The State will not be responsible for any travel or out of pocket expenses incurred in the

performance of the Services.

+ The Vendor must assume all travel and related expenses by “fully loading™ the proposed labor

18.2

18.3

18.4

rates to include, but not limited to: meals, hatel/housing, airfare, car rentals, car mileage, and
out of pocket expenses.- :

Shipping and Delivery Fee Exemption
The State will not pay for any shipping or delivery fees unless specifically itemized in the

Contract.

Project Workspace and Office Equipment

The State agency will work with HID 1o determine the requirements for providing all necessary

workspace and office equipment, including desktop computers for HID's staff.
. . Is

-Access/Cooperation

" As applicable, and reasonably necessary, and subject to the applicable State and federal Jaws

and regulations and restrictions imposed by third parties upon the State, the State shall provide
HiD with access 10 all program files, libraries, personal computer-based systems, software
packages; nctwork systems, security systems, and hardware -as required to complete contracted

Services,

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably nccessary to allow HID to perform its obligations under the Contract.

18.5

18.6

Required Work Procedures
All work done must conform to standards and procedures established by the Depariment of

{information Technology and the State.

Computer Use
In consideration for receiving access to and use of the computer facilities, network, licensed or

developed software, software maintained or operated by any of the State entities, systems,

2014-042 BOP Contract Agreement-Part 2
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18.7 Email Use
‘Mail and- other - electronic communication

Hampshire property and are to be used for business
“internal Email systems™ or “State-funded Email sysiems™.

cquipmcnt,——Bocumcma{ion;--inﬁar«malion,_repnrlc,
“Information”), HID understands and agrees 10 the following rules:

'STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2(14-042
CONTRACT AGREEMENT —PART 2

ar__data_of any kind (hereinafter

Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or

disclosure.

“That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited 10, personal, or other private
and non-State use and that at no time shall HID access or atlempt 10 access any

information without having the express authority 1o do so.

any information in a manner

That at no time shall HID access or atlempt to access
d for agreements relating to

inconsistent with the approved policies, proccdures, an
system entry/access. '

That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
D must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed, or being evaluated by the State, can
be used by HID. : Personal software (including but not limited to palmtop sync sofiware)

shall not be installed on any equipment.

at all times HI

above-stated rules, the User may

That if HID is found to be in violation of any of the
| or civil prosecution, if the act

face removal from the State Contract, and/or crimina
constitutes a violation of faw.

inessaging  systems- are State of New
purposes oniy. ‘Email is defined as
. HID understand.and agree that use

of email shall follow State standard policy (available upon request).

\

18.8 Internet/Intranet Use

The Internet/
support of the business of the State of New

Intranet is to be used for access to and distribution of information in direct
Hampshire according to State standard policy

(available upon request).

M__.-_,_.18.9_*Regu!atony_Goyei:nmcnt_Ap.pr:o_\calq
HID shall obtain all necessary and applicable regulato

ry or other governmental approvals

necessary 1o perform its obligations under the Contract.

18.10 Force Majeure
Y Neither HID nor the State shal! be responsible for d
from events beyond the control of such party an
Such events shall include, but not be limited 10, ac

1

clays or failures in performance resulting
d without fault or negligence of such party.
ts of God, strikes, lock outs, riots, and acts

2014-042 BOP Contract Agreement-Part 2
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of War, epidemics, acls of Gavernment, fire, power fatlures. nuclear accidents, earthquakes,
and unusually severe weather.

Except in the cvent of the foregoing, Force Majeure events shall not include HID’s inability
to hire or provide personnel needed for HID's performance under the Contract.

'18.11 Insurance

18.11.1 HID Insurance Requirement
See Contract Agreement Part 1-Form P-37 Section 14.

18.11.2 The ACORD Insurance Centificate should. note the Certificate Holder in the lower
left hand biock including State of New Hampshire, Department Name, name of the
individual responsibie for the funding of the contracts and his/her address.

18.12 Exhibits . _ o
The Exhibits referred to, in and attached to.the Contract ar¢ incorporated by reference as if
fully included in the text.

18.13 Venue and Jurisdiction
Any action on ihe Contract may only be br0ughl in the State of New Hampshire Merrimack

Counly Superior Court.

18.14 Survival

The terms, conditions and warranties contained in the Coniract that by their contexi are

intended to survive the completion of the performance, cancellation or termination of the

Contract shall so survive, including, but not limited to, the tenns of the Contract Agreement -
Exhibit D Section 3. Records, Retention and Access Requirements, Contract” Agreement

Exhibit D Section 4: Accounting Requirements, and Contract Agreement Part 2-Section 11:

Use of State’s Information, Confidemtiality and Contract Agreement Part -1- Section 13:

Indemnification which shall all survive the termination of the Contract.”

2014-042 BOP Contract Agreement-Part 2
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ANII-A f“'l"}\ll"]"‘l’!?(‘

I- ﬁE’IﬂVERJ\'BtES’,‘M‘IL’ES‘T@ NES-AND-AC]
HID shall provide the State with the PMP System which will meet and perform in

YT

Specifications and Deliverables that are in accordance with the time frames in the Work Plan.

Prior to the commencement of work on Non-Software and Written Deliverabies, HID shall provide to the

State a template, table of contents, or agenda for Review and prior approval by the State.

The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally accepting
a Deliverable, the State reserves the right 1o reject any and all Deliverables in the event the Stale detects
any Deficiency in the System, in whole or in part, through completion of all Acceptance Testing,

including but not limited to, Software/System Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be cffective for

the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

.21 Implementation Schedule — Activities / Deliverables / Milestones

Table 2.1 Deliverables HID Response Checklist

Note These dates assume a June 4" Governor and Council Approval. Dates will be moved

automatically if contract reccives a subsequent approval.

Activity, Deliverable or Milestone

Deliverabic Type

Date

Non-Sofiware

June 9-10, 2014

Conduct Project KickofT Meeting

. Weekly,
Stalus Meclings Non-Sofiware Tuesdays
Work Plan Written June 10-30, 2014
Conduct Research  And  Requircments Non-Software June 14-22,2014
Validation
Requirements Analysis Report " Written June 22,2014

June 22-24, 2014

accordance with the

Security Testi 4D ati Non-Sofiware and and July 16-
ecurity Testing and Documeniaion Written September 22,
- =201
+Conduct  Technical — and Information June 9-September
Architecture Review And Develop Plan Non-Software 10,2014
Information Map and Navigation Plan Written June 2-18, 2014
Database Architecture and Dala Dictionary Written June 10-15, 2014
Design Documentation Written June 14-22, 2014
2014-042 Exhibit A Contract Deliverables
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User Acceptance Testing and all Test Result Nan-Sofiware and July 22-September

Nocumentation Writen 22,2014

End User Training and Documentation Non-Soﬁf_warc and September 21-23, )
: -Written 2014

‘3. TRAINING DELIVERABLES

Training will be in accordance with the requirements sct forth in Contract Exhibit L: Training
Services and the Schedule established by the Work Plan, Contract: Exhibit 1,

csiablished in Contract Exhibit B: Price and Payment Schedule.

4. SOFTWARE LICENSES

Software Licenses for are set forth in Contract Exhibit J: Soffware License and associated pricing is

established in Contract Exhibit B: Price and Payment Schedule.

2014-042 Exhibit A Contract Deliverables
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PRICE AND PAYMENT SCHEDULE

1. DELIVERABLE PAYMENT SCHEDULE

1.1  Firm Fixed Price
This is'a Firm Fixed Price '(FFP) Contract totaling $333,569 for the period between the Effective
Date through January 30, 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following -
activities, Déliverables, or milestones at fixed pricing/rates appearing in the price and payment

lables beiow:

Table B-1 Deliverables HID Response Checklist

Activity, Deliverable or Deliverable COST
Milestone " Type
Coud_ucl Project Kickoff Non-Software $3,484
Meeting
Status Meclings Non-Sofiware $929
Work Plan Writicn 523
Cond.uct Rcscarch'Anfi Non-Sofiware $961
Requirements Validation - )
Requirements Analysis Report Writien $602
Security Testing and Non-Software $1046
Documentation and Writlen
Conduct Technical and . $1,769
Information Architecture Non-Software
Review And Develop Plan
Informa_lion Map and Written $523
MNavigation Plan :
Databasc Architecturc and Data . $680
.. Written .
Dictionary
Design Documentation ~ Written £523
User Acceptance Tésling and all Non-Software $1.046
Test Result Documentation and Written
End-UserTrainingand~————]~Non=Software=—{—$1 569
Documentation and Written
TOTAL $13,656
2014-042 Exhibit B-Price and Payment Schedule
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B-2 Fufure HTD Rafes Workshceel(

Table B-2: Future HID Rates Worksheet

Positioa Title SFY SFY SFY SFY
* 2015 2016 2017 2018
Implementation Manager | $54.22 $54.22 $54.22 $54.22
Account Manager $54.22 $54.22 $54.22 $54.22
Analysis & Reporting $48.46 $48.46 $48.46 $48.46
Manager ‘
Technical Lead : $93.38 $93.38 $93.38 $93.38
Information Systems 3$38.18 338.18 $38.18 $38.18 .
Manager ‘
Director of Technical $49.40 $49.40 $49.40 $49.40
Writing
Call Center/Help Desk $49 .40 $49.40 $49.40 $49.40
PMP Technical Support $21.18 $2118 - [ $21.18 $21.18
Manager
Trainer $93.39 $93.39 $93.39 $93.39

B-3  Software Licensing, Maintenance, and Support Pricing Worksheet

Table B-3: Software Licensing, Maintenance, and Support Pricing Worksheet

Software Mg__intain Maintai. { Maintaie | Maintain - | Majntain. | Maintain

seyu | SFY16 |SFY17 SFY.18 SFY 19
' SFY 15 " ' L '

RxSentry SW $ 26,125 | $1,500 ¥ 1,500 $ 1,500 3 I,SOOI $ 875

Progress SW $ 3,300 ‘

Escrow. $—995

TOTALS $ 30,420 | $1,500 £ 1,500 ¥ 1500 £ 1,500 5 875

Grand TOTAL $37,295

20i4-042 Exhibit B-Price and Payment Schedule
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B-4  Hosting, Maintenance, and Support Pricing Workshceet

Table B-4: Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SFY 2014 | SFY 2015 SFKY 2016 SFY 2017 SFY2018 | *SFY 2019
SERVICES
Web Site 138 $ 1,215 3 1,068 $ 1,068 3 1,068 $ 623
Hosting Fee*
Technical $ 3.210 331374 $ 28922 $ 28922 $ 28922 $ 16912
Support and . :
updates
Maintenance 3 3,594 $ 32,382 ¥ 28,800 $ 28.800 $ 28,800 $ 16,800
and Updates

. X . > e e a0n 4
Subtotal $ 6942 $ 64,971 &8790> $ 58,790 ¥ 58,790 $ 34,335

$ 282,618

| TOTAL

** Based on a contract end date of January 30, 2019

*Based on a $6.942 fee during the 4 month implementation and a $4,905 fee during operation.

Table B-5 Cost Summary /
SFY 2014 | SFY 2015 | SFY 2016 | SFY 2017 | SFY 2018 | SFY 2019
Table B-1 $ 13,656 $0 fo $0 50 0
2014-042 Exhibit B-Price and Payment Schedule
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Drtiveradics

Table B-3 SW
“Licensing,
Maintenance &
Support

$30,420

$ 1.500

¥ 1,500

3 1,500

'$ 1,500

$ 875

Table B-4
Hosting,
Maintenance &
Support

.$ 6,942

$ 64971

$ 58,790

'$ 58,790

$.58,790

$ 34335

TOTALS

1% 51,018

¥ 66,471

$ 60,290

$ 60,290

$ 60,290

$35210

GRAND
TOTAL

3 333,569

. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $333,569 (“Total
Contract Price™). The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to HID for all fees and C\pcnscs of whatever nature, mcurrcd by HlD in lhe performance

- hercof.

The State will not be responsible for any travel or out of pocket expenses incurred in thc performance of
the Services performed under this Contract.

3. INVOICING

HID shall submit correct invoices to the State for all amounts to be paid by the State. All invoices submitied
shall be subject to the State’s prior written approval, which shall not be unreasonably withheld. HID shall
only submit invoices for Services or Deliverables as permitted by the Contract. Invoices must be in a format
as determined by the State and contain delailed information, including without limitation: itemization of
cach Deliverable and identification of the Deliverable for which payment is sought, and the Acceptance

date'tnggering such payment; datc ol dehvery and/or installation; monﬂﬂy mainlenance charges; any other
Project costs or retention’ amounts if ‘applicable.

Upon Acceplance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice rcccnp{ Invoices will not be backdated

and shall be promptiy dispatched.

2014-042 Exhibit B-Price and Payment Schedule
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Invnices shalt he sent 1n:
State of New,Hampshire Board of Pharmacy

121 South Fruit Street
Concord, NH (03301-2412

4. PAYMENT ADDRESS'

All ];;aymcnls shalt be sent to the following address: .

Health Information Designs, LLC
Susie McGuire, Controller
PO Box 529, Auburn, AL 36832

5. OVERPAYMENTS TO HID

HID shall.promptly, but no later than fifteen (15

) business days, return to the State the full amount of any
overpayment or erroneous payment upon discovery or notice from the State. ‘

6. CREDITS

The State may apply credits due to the
appropriate information attached.

State arising out of this Contract, against HID's invoices with

7. PROJECT HOLDBACK

The State shall withhold ten per
as set forth in.the Payment Table above, until successful conclusion

cent (10%) of the price for each Deliverable, except Software license fees,
of the Warranty Period.

5014-042 Exhibit B-Price and Payment Schedule
Initial All Pages:
(7 - Exhibit B

Contractor’s Initials

Page 7 of 105



STATE QF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBITC
SPECIAL PROVISIONS

-1._ Form P-37 Section 17. NQTICE- Replace notification to the addressed parties on Contract Agreement
Part 1- Section 17 at the addresses given in blocks 1.2 and 1.4 of the Form P-37, 10 notify the parties below:

Nolice
Any notice by a parly hereto to the other party shall be deemed to have been duly delivered or

piven at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO RID: TO STATE:
Health Information Designs, LLC State of New Hampshire
Board of Pharmacy

Kathleen Sabo

Director of Business Development
PO Box 529, Auburn, AL 36832
Tel: (334) 466-3031 '

Prescription Drug Monitoring Program
121 South Fruit Street -
Concord, NH 03301-2412

Tel: (603) 271-2350

2. Form P-37 Section 14. INSURANCE

Both parties agree to amend section 14.1.1 of the Contract 2014-042 in order to show the amount of insurance
is in agreement with HID’s coverage currently in force for comprehensive general liability in the amount of
$1,000,000for each occurrence and the excess/umbrella liability in the amount of $4,000,000 for each

occurrence.,

3. EXTENSION
This agreement has the option for a potential extension up to two (2) additional ycars, contingent upon

- satisfactory delivery of services, available funding, agreement of the parties and approval of the Governor and

Council.

2014-042 Exhibit C — Special Provisions
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ADMINISTRATIVE SERVICES

1. STATE MEETINGS AND REPORTS

The State believes that effective communication and reporting are essential to Project success. .

HID Key Project Staff shall participate in meetings as requested by the State, in accordance with the
requirements and terms of this Contract. :
Key Project Staff and State Project lcaders

f Information Technology. This meeting will
Project procedures.

a. Introductory Mecting: I'.’arlicipants will include HID
from both the Board of Pharmacy and the Department 0
enable feaders to become acquainted and establish any preliminary

y )
Kickoff Meeting: Participants will include the State and HID Project Teams and major stakeholders.
This meeling is 1o establish a sound foundation for activities that will follow. :

¢. Status Meetings: Participanls will include, at the minimum, the HiD ‘Project Manager and the State
Project Manager. These meetings will be conducted at least every two weeks and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status

and error report from HID shall serve as the basis for discussion.

The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a Bi Weekly

basis, in accordance with the Contract.
e. Special Meetings: Need may aris for a special meeting with State leaders or Project stakeholders to
_address specific issues. : '

f. Exit Mceting: Participants will include Project leaders from HID and the State. Discussion will

focus on lessons learned from the Project and on follow up options that the State may. wish to
consider. ' .

ackground for and minutes of mcetings. Background for

The State expects HID ta prepare agendas and b
entafions, such as a

_each status meeting must. include an updated Work Plan. Drafting of formal pres
presentation for the kickoff meeting, will also be HID’s responsibility.

The HID Project Manager or HID Key Project Staff shall submit every (ivq weeks status reports in
accordance with the Schedule and terms of this Contract. All status rcquis shall be prepared in formats

approved by the State. The HID’s Project Manager shall assist the State’s Project Manager, or itself

produce reports related to Project Management as reasonably requested by the State, all at no additional

cost to the State HID shall produce Project status reports, which shall contain, at a minimum, the

following;

Project status related to the Work Plan;

Deliverable status;

Accomplishments during weeks being reported;

Planned activities for the upcoming two (2) week period;
Future activities; and ;

Issues and concems requiring resolution.
Report and remedies in case of falling behind Schedule

RO AN
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_ As reasonably requested by the State, HID shall provide the State with information or reports regarding the
Project. HID shall prepare special reports and presentations relating 10-Project Management, and shall
assist the State in preparing reporls and presentations, as reasonably requested by the State, all at no

additional cost 10 the State.

2. STATE-OWNED DOCUMENTS AND DATA
HID shail provide the State access (o all documents, State Data, materials, reports, and other work in
progress relating to the Contract (“State Owned Documents™. Upon expiration or termination of the
Contract with the State, HID shall turn over all State-owned documents, material, reports, and work in
progress relating to the Contract to the State at no additional cost to the State. State-owned Documents must

be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS
. HID shall agree to the conditions of all applicable State'and federal Taws arid regulations, which are
incorporated herein by reference, regarding retention and dccess requirements, including without
limitation, retention poticies consistent with- the Federal Acqunsmon chulallons {FAR) Subpart 4.7

Contractor Records Retention.

HID and its Subcontractors shall maintain books, records, documents, and other evidence of accounting
procedures and practices, which properly and sufficiently reflect all direct and indircet costs invoiced in
the performance of their respective obligations under the Contract. HID and its Subcontractors shall retain
all such records for three (3) years following termination of the Contract, 1nc1udmg any extensions.
Records relating to any litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the exp:rauon of the appeal

period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so authorized
by law, rule, regulation or Contract, as applicable. Access to these items shall be provided within
Merrimack County of the State of New Hampshire, unless otherwise agreed by the State. Delivery of and
access 10 such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (1) year term following litigation relating to the Contract, including
all appeals or the explrallon of the appedl period. HID shall include the record retention and review

requirements of this section in any of its subcontracls

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices relaiéd to HID's cost structure and profit factors shall be cxcluded from the Stale’s review
nilessthe-cost-ofany-other-Services-or-Deliverablesprovided- undcr-ihc-C—ontraet-:s ealculalsd or-derived—— e

from the cost structure or pro['! factors.

4. ACCOUNTING REQUIREMENTS
HID shall maintain an accounting system in accordance with generally accepted accounting principles.
The costs applicable to the Contract shall-be ascertainable, from the accounting system and HID shall

maintain records pertaining 1o the Services and all other costs and expenditures.
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) hour days, forly

(40) hour weeks, excluding State of New Hampshire holidays. Changes 10 this schedule may be made
upon agreement with the State Project Manager. :
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HID shall providé The Staic wilh {iie Tollowing Services set forty i Contract-ExhrbitAs
1. IMPLEMENTATION STRATEGY

1.1 Key Components
A. HID shall employ an Implementation strategy with a timeline set forth in accordance

with the Work Plan:

B. HID and the Statc shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

C. The HID team will provide training templates as defined in the Training Plan, which
will be customized to address the State’s specific requirements.

D. Decisions regarding format, content, style, and presentation shall be made early on in
the process, by the State, providing sufficient time for development of material as

functionality is defined and configured.

E. HID shall utilize an approach that fosters and requires the participation of State
resources, uses their business expertise to assist with the configuration of the
applications, and prepares the State to assume responsibility for and ownership of the
new system. A focus on technology-transition shall be deemed a priority.

F. HID shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within

the Project Team, and report status. .

G. HID shall adopt an Implementation ime-line aligned with the State’s required time-

line,

1.2 Timeline
The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management plan,
communication approaches, Project standards and procedures finalized, and team training
initiated. HID's Project management tracking software and processes will be used for managing

the Project.

1.2.1 Implementation _
Timing will be structured to recognize interdependencies between applications and structure a

cost effective and timely execution.
»

Processes will be documented, training established, and the application will be ready for.
Implementation in accordance with the State’s schedule.

. 2014-042 Exhibit E-1 Security and [nfrastructure
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[mplementation shall be piloted in one areafoffice to refine (he (raining and hripleientation
approach, or the State shall choose a one-lime statewide Implementation.

1.2.2 Change Management and Training
HID’s chanpe management and {raining services shall be focus
management and Iraining strategies and plans. lts approach relies
execution of the change management and end user training,

ed on developing change
on Siate resourtes for the

1. SECURITY

HID shall ensure that appropriate levels of security are imptemented and maintained in order to protect
the integrity and reliability of the State’s Information Technology resources, information, and services.
Security requirements are defined in Appendix C-2 of the Request for Proposal. HID shall provide the
State resources, information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business continuity and (o safeguard the confidentiality and integrity. of State

networks; Systems and Data.
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TESTING AND ACCEPTANCE

HID shall bear all responsibilities for the full suite of Test Planning and preparation throughout the
Project. HID will also provide training as necessary to (he State staff responsible for test activities. HID
shall be responsible for all aspects of testing contained in the Acceptance Test Plan including support, at
no additional cost, during User Acceptance Test conductéd by the State’and the testing of the training

materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for cach Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to festing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, [nstallation tests, Regression tesls, Performance
Tuning and Stress tests, Securily Review and tests, and support of the State during User Acceplance Test

and [mplementation.

In addition, HID shall provide a mechanism for reporting actual test results vs. expected results and for the
resolution and tracking of all errors and problems identified during test execution. HID shall also correct

Deficiencies and support required re-testing,

1.1 Test Planning and Preparation

HID shall provide the State with an overall Test Plan that will guide all testing. The HID provided,
State approved, Test Plan will include, at a2 minimum, identification, preparation, and Documentation
of planned testing, a requirements traceability malrix, test varianis, test scenarios, test cases, test
scripts, lest Data, test phases, unit tests (as appropriate), expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems identified during test

execution.
As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the

Contract, State testing will commence upon HID’s Project Manager’s Certification, in writing, that
HID's own staff has successfully executed alt prerequisite HID testing, along with reporting the

------------------------- hac{ualv~lcsting——resuIts;prior--to-lhe,-stan.-of.any_icsiing..cxecu1cd.“b.)rmSlatc_slaff.__.E;_ State will be

presented with a State approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data,
and expected results.

The State will commence ils testing within five (5) business days of receiving Certification from HID
that the State’s personnel have been trained and the System is installed, configured, complete, and
ready for State tesling. The testing will be conducted by the State in an environment independent
from HID’s development environment. HID must assist the State with testing in accordance with the
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_validate_reports, and conduct stress and

—TestPlanand-the-W orijI_an,—uli-iizing-lest__apd_—li.vc_D_ala,Io
performance testing, at no additional cost.

configuration as required and user, training according

Testing bégins inpon completion of the Software | s
a letter of UAT Acceptance by the State.

t0 the Work Plan. Testing ends upon issuance of

"HID must-demonstrate that th

_ eir testing méthodology can be integrated with the State standard
methodology. :

1.2 Unit Testing
In Unit Testirig,
inputs, oulputs, and processing fogic
testing is performed in either the deve

HID shall test the application components on an individual basis to verify that the
of each application: component functions without errors. Unit

lopment environment or 2 testing environment.

smallest unit of software before logically linking it into larger units,

The goal is to find errors in the
revedl errors related to the integration between

If successful, subsequent testing should' orily
gpplicalion modules.

The HID developer, who is responsible for a specific unit of work, will be responsible for conducting
the unit testing of their modules.

aversion aspects of this project as the core

Unit Testing will largely focus on the Data Interfaces/Co
at has been in production in other States for

softwarc is a Commercial off the Shell (COTS) product th

some {ime.

rots :-.;»,%,E'f Develop the scripts needed 10 unit test individual:application modules, interface(s) |
<38 and-conversion COmMponRents. . :

lication modules, conversions and interfaccs the HID. team will identify
installation instructions, adapt them to the Project
d compare with the documented expected results:.
ested to verify. that the!inputs; outputs, and
odule functions, without, errors.: Individual
¢s list all the. rt:quir'qdiac,tions-'ai'r_'l_d'-‘dma 10
d the expected'results. . -

For app
applicable. test..scripts and
3pcciﬁcs,-lcsl.lhc, process, an
7 - Unit:Tested: Modules that have.been t
1 processing logic.of each application.m
detailed test scripts and installation guid
conduct the test, the process for test execution, an

1.3 System Integration Testing ‘

The new System is tested in integration with other application systems (legacy ‘a_nd_servic_c providers)

in a production-like environment. System Integration Testing validates the integration between the
"""""""""""""""""""" -individual-unit-applicalion—moduies-and—ver—iﬁcs—thaMhqmcw-Syslcm_mccts_dcﬁhcd.tequincmcms_and____ e
supports execution of ‘nterfaces and business processes. The System Integration Test is performed in
a test environment.
h]
" Thorough end-to-end testing shall be performed by the HID tea

integrates with any interfaces. The test emphasizes end-to-end
information across. applications. It includes all key business processes an

m(s) to confirm that the Application
business processes, and the flow of
d interfaces being
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i

implemented, confirms data transfere with external parties, and includes the transmission of pnigiing
of all electronic and paper documents.

Systcms lmcgrauon Tcslmg vahdaics the integration between the target apphcauon '
‘modules and’ other- systems; and’ vérifies thiat the new System mcets defined
3 interface requirements and supports execution of business processes. This test
-emphasizes end-to-end business processes and the flow. of information across the
application. It -includes all key business processes and:.interfaces being
implemented, confirms data transfers with external parties, and includes the
transmission or printing of ali electronic and paper documents. .
i . + . Take the lead in developing the Systems !ntcgrauon Tcsl Spcc:i’ cauons
c*.. Work _|01nlly with the State to dcvclop and load !hc data proﬁ[es o suppori the |
o, fest Specific ications..
e Workjomlly with th¢ Siaté {0 validate components: oflhc test smpts.
. e2 Work jointly, with:H1D.to develop the Systems. integration Test Spccn" ications.
Work jointly. with. HID, to dcvclop and load the. data prof' ics to suppoﬂ the test

Spccuf cations.
o  Work jointly with HID to validate componcms “of lhc test scripts,
modifications, fixes and other .System mlcracuons with lhc HID supplied

Sofiware Solution. _ J

s The [nlcgraluon—Tcslcd System- indicates that all interfaces between lhc
. application and the Icgacy. and third-party systems, mtcrfaccs and.applications

_arc l'uncliomng propcr[y . e d

1.4 Conversion Validation Testing
In Conversion Valldzmon Testing, target application funchons are validated.

Thc convcrsxon validation . test’ should  replicate the: -entire.; ﬂow of the
convcrtcd data.thirough. the: Software: Soluticn: *As thé’ ‘Software Solution is
“jriterfaéed 10" legacy ‘ot :third:party. applicationsfinterfaces; tcs‘hng,,vcnf s
“'that the' resulting; ﬂow ofi the: convcrtcd dala lhrough thcscL terface, points.

pcrfon"nscorrcctly R e S G
For conversions and: interfaces, the“HID tedm will execute lhc applicable
‘validation tests and compare exccution results with the documented expected

results. Extract and cleanse, if ncccssary, the Iegacy data lo bc convcrtcd in the .
data convcrs;ons :

7 Rrgducas gz ; Vahdauon Tcstcd Conversion- Progmms Thésc'p'mgr;ims include conversion
S : prograrns that have been tested to verify that the resuiting convertcd legacy data

B

CIIplion

x5 A 2 P .

h

pcrfonns corrcctly in-the enfire suile ol the Appl:canou T T

1.5 Installation Testing
In Instatlation Testing the application components are installed i in the System Test environment to (cst
the installation routines and are refined for the eventual production environment. ThlS aclivity serves

as a dry run of the installation steps in preparation for configuring the production system.
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1.6 User Accepiance Lasting (UAT)

e configuration as required and user training according to

UAT begins upon completion of the Softwar
fa feiter of UAT Acceptance by the State.

the Work Plan. Testing ends upon issuance 0

as successfully executed ail

-HID’s Project Manager must ccrtif).r in writing, that HID's own staff h
or 10 the start of any testing

prcréq uisite H1D testing, along with reporting the actual testing resuits pri
executed by State staff.

h all festing results, as well as written Certification that HID has
eting the defined Acceptance Criteria, and performance
hin five (5) business days of receiving Certification, in
configured, complete and ready for State testing. The
eveloped as identificd in the Acceptance Test Plan to

validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceptance Test may cover any aspect of the new ‘System, including

administrative procedures (such as backup and recovery).

The State shall be presented wit
. successfully completed the prerequisite lests, me
standards. The State shall commence testing wit
writing, from HID that the system is installcd,
State shall conduct the UAT utilizing scripts d

fication process performed in a copy of the production

The. User Acceptance Test (UAT) is a verl
fies System functionality against predefined Acceptance

environment. The User Acceptance Test veri
‘criteria that support the successful execution of approved business processes.

UAT will also serve as a pért'ormancc and stress test of the System. It may cover any aspect of the

new System, including administrative procedures such as backup and recovery. The results of the

UAT provide evidence that the new System meels the User Acceptance criteria as defined in the

Work Pla|_1. _ .

The results of the User Acceplance Test prdvidc evidence that the new System meets the User

. Acceptance criteria as defined in the Work Plan.

Upon SUC.CCSSfUl conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence '

‘_l‘_c_si,sll_'\gl;gify System’ ﬁll:_l?:lif).ﬂ:é“?}' against predefined.

e -The: ;S}sicm User Ac_c_cpu_mcc _ unctic
he successful exccution of ‘dpproved processes.

Acceptance criteria that support

f l{]ﬁggﬁjﬁ FZak3 - o, - Provide the State an
i Rcspansibili Acceptance Test.
8 d assist as needed during the-User

Ac;cﬁlancc Test Plan and sclcct;io.n. of test scripts for the '

, ﬁ%ﬁé‘%%‘&ﬁ HES% o Monitor the execution of the test scripts an
A  — Aopqpmncc»Tﬁtﬂaai?i_tics. :
s ‘Work jointly with the State in
resolution.

‘determining the 'rcéuircd"actic;ns for. problem

. Apprdvc the development of the User Acceptance Test Plan and the set of data

for usc during the User Acceptance Test.
« Validate the Acceptance Test environment.

Execute the test scripts and conduct User Acceptance Test activities.
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e Work jaointly with HID in detetmining thie requited actions for problem.
resolution. : )

_»__Provide Acceptance of the validated Systems. )

The Deliverable for User Acceptance Tests is the User Acceplance Test Results, !

These- results provide cvidence that the new System meets.the User Acceptance
_criteria defined in the Work Plan. : e

1.7 Performance Tuning and Stress Testing
HID shall develop and documient hardware and Software configuratiori and tuning of the prescription

monitoring (PDMP) solution, including HID’s proprietary RxSentry® prescription drug monitoring
soﬁwarc, hardware, and connectivity infrastructure.

1.7.1 Scope . S
The scope of Performance Testing shall be to measure the System level metrics critical for the

development of the applications infrastructure and operation of the applications in the production

environment. _

It will include the measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until optimum System performance
is achieved.

Performance testing and tuning shall accur in the final production environment and shall use a

copy of the final production database to provide the best results.

1.7.2 Test Types
Performance testing shall use two different types of testing lo determine the stability of the

application. They are baseline tests and load tests.

a) Bascline Tests: Bascline tests shall collect performance data and load analysis by running
scripts where the output is broken dowa into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response titne, throughput and other user-
based metrics. : |

b) Load Tests: Load testing wiil determine if the behavior of the System can be sustained over a
long period of time whil¢ running under expected coriditions. Load test helps to verify the
ability of the application environment under differént load conditions based on’ workioad
distribution. System response time and utilization is measured and recorded.

1.7.3 Tuning

Tuning.will be HID led and occur during both the devélopment of the application and load testing,
Tuning is the process whereby the application performance is maximized. This can be the result of
making code more efficient during development as well as making tuning parameter changes to the

environment. .

1.7.3 Tuning

2014-042 Exhibit F Testing Services
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process whereby the application performance is
more efficient during configuration as wel

envirgnment,

For infrastructure tuning, parameters will be identified for all compo

load testing cfforts. This should include a list of the variables, their d

range of acceptable settings and the scitings as testing begins. T
- the areas, of most potential gain and a starting point. Tuning is a

team feels that the systems ar

1.7.4 Tmplementing Performance and Stress Test

EXHIBITF
TESTING SERVICES

l-rﬂmmnﬁgunratinnﬂrﬂ-hc-appiiea&ien—and»load-tcsl.ing._l uning.is the

maximized. This can be the result of making code
| as making tuning parameter changes to the

nents prior to undertaking the
efinitions, the default settings,
is will permit the team to identify
process which is repeated until the

€ running at or near optimum performance.

Performance and Stress test Tools must be provide
give to licensing with respect 10 continued use for regression (esting.

d by HID for this effort. Consideration must be
If HID is familiar with open

source low/no cost tools for this purpose those tools should be identified..

1.7.5 Scheduling Performance

and Stress Testing

HID shall perform Test Planning. The steps for planni
functionaiity as well as what percentage of n
information will become the foundation for scripting so

production will look like.

HID shall provide definition

charge of testing and coordinating resuits, anticipated run times,

locations and which technici
team.

Initial test runs shall be-com
without errors. The ratio of
the beginning of testing and

ing include identification of application
ormal daily use is represented by each function. This
that tests closely represent what loads in

g This definition should include who is in
logs required for tracking, their
ovide them Tollowing each test to the

and expectations from testin

an is responsible to track and pr

ed to establish that the tests and data sets can be run to completion
makeup the test shall be reviewed prior 1o
begun to make sure that testing accurately

plet
types of transactions which
then again once testing has

reflects the system performing in production.

Initial tests shall be used to
Tests will be considered for

\ in key and overall performance areas. No changes 10t
of restores afier each test) can be done to the test cnvironme

damage the comparison o b

assure all cache is cleaned out. A
network infrastructure_utilization doesn’t impact the results. e,

establish a basefine from which all subsequent tests will be compared.

baseline status once (w0 of'them have been run within 2% of each other
he test scripts or data sets (with the exception

nt once tuning has begun so as 10 not

aseline results. The systems must be restarted prior to each test run to
Il effort will be made to run these (ests at a time when system and

Post test reporting and result assessmen
-compare these results to the baseline and
to the parameter being tuned or return 10 the prio
tune while keeping in mind that significant changes
of some others. Carefut work on identifying depende

{ will be scheduled following each test. The team will
a determination must be made to make additional changes
r configuration and select another parameter to
o any one parametcs may require the retesting
ncies up front should minimize this impact.
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If defeets arc identificd in the application during testing they will be recorded; however, changes to
the application ‘code should be avoided if possible so as not 1o affect baseline comparisons. If a
change to-the application is required new baselines will be established (and possibly the execution
of prior tests to validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of the interface to
respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the system to the point
. of failure. The goal being to determine weak point$ in the system architecture. The tester will
identify peak load conditions at which the program will fail to handle required processing loads

within required time spans.

During Performance testing the tester will design test case scenarios to determine if the system
meets the stated performance criteria (i.e. A Login request shall be responded to in 1 second or less
under a typical daily load of 1000 requests per minute.). In both cases the tester will determine the
capacity of the system under a known set of conditions.

1.8 Regression Testing
As a result, of the user testing activities, problems will be identified 1hat require correction. The State
will notify HID of the nature of the testing faitures in writing. HID will be required to perform
additional testing activities in response lo State and/or user problems identified from the testing
results. Regression testing means selective re-testing 1o detect faults introduced during the
modification effort, both 1o verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System components still meet their

specified requirements:

a.) For each minor failure of ‘an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan. B T

b.} HID shall notify the State no later than five (5) business days from the HID's reccipt of written
notice of the test failure when HID expects the corrections (0 be completed and ready for
retesting by the State. HID will have up to five (5) business days to make corrections to the
problem unless specifically extended in writing by the State. -

¢:) When a pqogfamming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by HID based on the understanding of the program
and the change being made 1o the program. The Test Plan has two objectives:

.validate that the change/update has becn properly incorporated into the program; and
2. validate that there has been no unintended change to the other portions of the program.

d.) HID will be expected to:
| Create a set of test conditions, test cases, and test data that will validate that the change has

been incorporated correcily;
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2 Create a set of test conditions, tesl cases, and test data that will validate that the unchanged
portions of the program still operate correctly; and

3. Manage the entire cyclic process.

¢.) HID will be expected 1o execule the regression lest, provide actual testing results, and certify its
comptetion in writing to the State prior (o passing the modificd Software application to the

users for retesting.,

In designing and conducting such regression testing, HID will be required to assess the risks inherent
{0 the modification being implemented and weigh those risks against the time and effort required for
conducting the regression iests. In other words, HID will be expected to design and conduct
regression tests that will identify any unintended consequences of the madification while taking into

account Schedule and economic considerations.

1.9 Security Review and Testing

[T Security invoives all functions pertaining to
the creation and definition of security policies, p
identification, authentication and non-repudiation.

1e securing of State Data and Systems through
rocedures and controls covering such areas as

All components of the Sofiware shall be reviewed and tested to ensure they protect the State’s
hardware and software and its refated Data assets.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity
and availability. Tests shall, at a minimum, cover each of the service components. Test

procedures may include Penetration Tests (pen test) or code analysis and Review.

Defines the set of capabilitics that:

Supports oblaining information about those parties
attempting to log onto a system of application for
security purposes and the validation of users ‘
Supporis the management of permissions for
logging onto a computer or network

Scrvice Component
Identification and
Authentication

Access Control

Encryption,

Supports the encoding, of data for securily purposes

Intrusion Detection

Suppoits the detection of illegal entrance into a
compuler sysiemnt

Verification

Supports the confirmation of authority to enler a
|.computer.system, application.or networ Koo, e

Digital Sigpature

Guarantees the unaltered state of a file

User Management Supports  the administration of  computer,
application and network accounts within an
organization.

Supports the granting of abilities to users or groups

Role/Privilege
of users of a computer, application or network

Management

Audit Trail Capturc | Supports _the identification and _monitoring of
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and Analysis activities within an application or sysiem

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

In their proposal, HIDs must acknowledge their responsibilities for sccurity testing. Tests shall focus on the
technical, administrative and physical security controls that have been designed into the System architecture
in order to provide the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover
each of the service components. Test procedures will include 3" party Penetration Tests (pen test) or code

analysis and review.

HID wilt be required to provide 3" party testing. Prior to the System being moved into production HID shall
provide results of all security testing to the Department of Information Technology for review and
Accepiance. Alf Software and hardware shall be free of malicious code (malware).

1.10 Successful UAT Completion
Upon successful.completion of UAT, the State will issue a Letter of UAT Acceptance. Upon
issuance of the Letter of UAT Acceplance by the State, the respective Warranty Period shall
commence as set forth in Contract Exhibit K: Warranty and Warranty Services.

1.11 System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.. .

2014-042 Exhibit F Tesling Services
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1. SYSTEM MAINTENANCE
HID shall maintain and support the System in all
program Documentation after User Acceptance an
through the end.of the contract period.

material respects as described in the applicable
4 successful completion of the Warranty Period

1.1 HiD’s Responsibility
~ HID shall maintain the Application System in acco
responsible for maintcnance or support for Software deve

rdance with the Contract. HID will not be
loped or modified by the State.

1.1.1 Maintenance Relcases . .
HID shall make available to the State the latest program updates; general maintenance
releases, selected functionality releases, patches, and Documentation that are generally

offered 1o its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1 HID’s Responsibility
HID will be responsible for performing on-sile or remole te
Contract Documents, including without limitation the requiremen

herein.

chnical support in accordance with the
ts, terms, and conditions contained

As part of the Sofiware maintenance agreement, ongoing Sofiware maintenance and support levels,
including all new Softwarc releases, shall be responded to according to the following:

a. Class A Deficiencies - HID shall have available 1o the State an-call telephone assistance,
with issue tracking available to the State, eight (8) hours per day and five (7) days a week with
an email / telephone response within two {2) hours of request; or 41D shall provide support on-
site or with remote diagnostic Services, within four (4) business hours of a request;

—The State shail notify HID of such Deficiencies during regular

b. Class B & C Deficiencies
d back within four (4) hours of notification of planned

business hours and HID shall respon
corrective action;

3. SUPPORT OBLIGATIONS AND TERM

3.1 HID shall repair or replace Software, and provide maintenance of the Software in accordance

with the Specifications and terms and requirements of the Contracl;

33 HID shail maintain a record of the aciivilies refate
performed for the Statc;

ensure the following information will be collected

t status of the Deficiency; 3) action plans,

me; §) Deficiency resolution information,

ber, 8) Issuc identified by; and

3.3 For all maintenance Services calls, HID shall
and maintained: 1) nature of the Deficiency; 2) curren
dates, and times; 4) expecied and actual completion ti
&) Resolved by, 7) Identifying number i.c. work order num
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e 3A—H D mustwork witlriheStare to-identify-and-troubieshoot-potentiatly farge=scale-System-faitures
or Deficiencies by collecting the following information: 1) mean time between reporied
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Sofiware problems.

3.5 If HID fails to correct a Deﬁciency wiihin the allotied period of time stated above, HID shall be
deemed to have committed an Event of Default, and the State shall have the right, at its option,
1o pursue the remedies in Part 2 Section 13.1.1.2, as well as to refurm HID's product and receive
a refund for all amounts paid 1o HID, including but not limited to, applicable license fees, within
ninety (90) days of notification to HID of the State’s refund request

3.6 If HID fails to correct a Deficiency within the allotied period of time Stated above, HID shall be

deemed to have commitied an Event of Default, and the State shall have the right, at its option,
10 pursue the remedies in Part 2 Section 13.1.1.2.
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Contractor Responses to Appendix C in the RFP

"

Fe
B 1 PCTion; L 2Ispe t
Data must be collected by the Vendor in the current format established by the
Bl.l American Society for Automation in Pharmacy (ASAP} in its ASAP Rules Based HID wiil collect data using:
implementation Guide for Prescription Monitoring Programs. Yes | Standard ASAP v4.2.
The Vendor must prepare and provide to Dispensers any instructions needed to HID will send file
comply: with the data reporting requirements and provide technical assistance. The submission notification
New Hampshire Board of Pharmacy (BOP) and/or New Hampshire Prescription letters to Dispensers with
Managément Program Advisory Committee (PMPAC) reserves the right to review instructions regarding
and ap_érove any communication prior to it being distributed to Dispensers. The account registration and
BOP/PMPAC will provide the Vendor with a list of Dispensers required to report, data uploading All
which will include the Dispensers' names and mailing addresses. There-are correspondence will be
approxfmately 1,000 Dispensers that may be required to report into the program. approved by NH BOP.
B12 300 In-State Dispensers, 500 Out-of-State Dispensers, and 200 Veterinarians, Dispensers will be given a
' Emergéncy Room Doctors, Physicians, Dentists. etc... An updated list of link directing them to the
Dispensers will be provided as needed to the Vendor upon requesi. There are an uploaders' NHI PDMP site.
estimated 7,000 Practitioners of which a small perceni choose to dispense HID will provide the
medication and all Practitioners must register with the PMP.  Email address must RxSentry Dizpensers'
be proﬁfided by Dispensers/Practitioners during the PMP registration process. Implementatign Guide
1 : ' electronically [lo assist
: Dispensers with uploading
' and necessary
' Yes | Standard functionality.
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Prescnphon data must be collected from all Dispensers and uploaded into the
apphcahon on a weekly basis, or sooner, on a {o-be-determined basis in
cooperanon with Dispensers

. o STATE OF NEW HAMPSHIRE .

M

Yes

Standard

HID will collect prescription
data every seven {7) davs.
HiD does collect
prescription data dailv for
other state PDMPs and will
provide this pricing option
to NH BOP vpon request.
Dispensers will have the
ability to upioad as often as
they wish,

B1.4

The veﬁdor must work with the Dlspensers to load & minimum of 6 months
hlstoncal data-prior to "go-live".

Yes

Standard

BLS

idenufy and flag users in each dispensing category as "non-compliant” who fail to
submit data or submit & report with no records/data.

HID will provide NH BOP
with & weekly compliance
report indicating registered
dispensers who have not
uploaded data. NH BOP
administrators will also have
the ability ta view non-
compliant Dispensers using

RxSemry‘s Upload History
: 'reper? " ,

,. . .. :...__ _. e - .
e 'Y’:CS=.':;:'7-. _ chaie e
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The appiiic‘aﬁon must allow Board BOP and PMPAC staff to obtain a repori/list of

"non-compliant” Dispensers at eny time.

Yes

Standard

RxSentry's Up.gad History
report will aliow NH BOP
users to view g history of

uploads. disple¥ uploading

details by upl

der or

dispenser, and gearch the
upload history for a specific
uploader or dispenser name.
The RxSentry #pload
Details report :jisplays
information atout ail file
uploads. including contact
information fog each

uploader, and

e data of the

last file uploadi

BL.7

The application must create and store a record of each attempted data submission
by Dispenser, whether or not the data submission is successful/error free. Statistics
regarding data submissions {good and bad) must be accessible to the system
Administrators

Standard

HID provides
of data with a
report, which

all submitters
riupload
Jdocuments

errors that occhirred during
the upload protess. Upload
reports will track all
"Minor" or "Strious” errors.
“Fatal” errors.such as blank
pharmacy DEA. will not be
loaded into R¢Sentiy.
RxSeniry does keep a record
of upload-histpey, but does
not record files that are not

loaded or are
Dispensers w

that are reject
“resubmit corr
treated as nofl

Upload Histo
contain uploa
information 2

rejected.

ho have files

ed and do not
ected data are
-compliant.

Ty reports
der

ng are
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accessible to NH BOP
administrators.

The application must logically associate each record with a Dispenser's. account
and include, at a minimum, the following information in each record:

* Unique Dispenser ID

* Date Submitted

Time Submitied

Attempted number of Records to be Submitted

Number of Records Successfully Submitted

B1.8 Sourc:e 1P Address of the Data Submission

- * * N

RxSentry provides the
ability to logically associate
each record witha
Dispenser's account to
include unigue dispenser (D,
date dispensed, time
submitted, attempted
number of recosds to be
submitied, and number of
records successfully
submitted. Although
RxSentry does record the

Not source 1P address of each

Available/ data submission, system

Not functionality does not
No Proposing currently associate these
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items.

B1.9

The application must return an acknowledgement or display a message to the
Dispenser regarding whether their attempted data submission is successful or
failed, and if failed, the acknowledgement or message must identify the error(s)) in
enough detail that the Dispenser can correct the data and re-submit. The Dispenser
must be'notified when their-data transmission does not meet the established
threshold for accuracy and completeness and be provided with a detailed
explanation of the cause of the errors. The Dispenser must correct the errors and
resubmit the file until it is accepted. The BOPPMPAC must be notified when a
Dispensers' data submission is not completed by the pre-established due date.

Yes

Standaid

HID provides &l! submitters
of data with an upload
report. which documents
errors that occurred during
the upload process. Upload

reports will track all

“Minor” or "Serious” errors.
"Fatal" errors. such as blank
pharmacy DEA, will not be
loeded into RxSeniry.
RxSentry does keep a record
of upload history. but does
not record filzs that are not
loaded or are ejected.
Dispensers who have files
that are rejecied and do not
resubmit corrected data are
treated as non-compliant.
Upload History reports
contain uploader
information and are
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accessible to NEH BOP
administrators‘.
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The application must coliect data regarding every dispensing of a monitored
prescription drug from approximately 1,000 licensed individuals with the authority
to dispensc monitored prescription drugs and approximately 800 pharmacies
licensed to dispense monitored prescription drugs to patients in New Hampshire of
which 300 are In-State and 500 are Qut-of-State, and 200 Veterinarians.
Emerzency Room Doctors, Physicians, Dentists, etc... through a variety of secure
fransmission/transport protocols, siandards and methods to receive data from
Dlspensers initially including the foHowmg at a minimum:
Bli0 | ASAR M
Bau:h File transmission methods with daily update capability
Manual data entry through a secure Web portal |
Manual batch file upload via a secure Web portal
Secure file transfer of a batch file via File Transfer Protocol (FTP)
Transfer Control Protocol Internet Protocol (TCPIP)

£
*
»
*

Yes Standard

Manual Dispensers must be able to report dispensing via a secure website Dispensers reporiing

manually willfhave the

: ' ability to use RxSentry's
Bl.1i ! . M online Universal Claims

- : Form (UCF) o fill in data

blanks and submit via secure
Yes | Standard website,
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Data collected from the Dispensers must include the foliowing data elements for
each Schedule 11-1V prescription, in standard ASAP format;
* The Dispenser's DEA Number
* Name of the patient for whom the controlled substance is ‘being dispensed
* The Patients' Full Address. including city, state, and zip code: Telephone
Number ‘and Date of Birth
" * Date the prescription was written
* Date the prescription was filled
"B1.12 * Prescription Number M
* Whether the prescription is new or a refill
* Metric quantity of the dispensed drug
* Estimated days of supply of dispensed drug, if provided to the Dispenser
* Wationa] Drug Code of dispensed drug
* Presciiber's DEA Number
* Number of refills
* Source of payment (Insurance or Other)
Yes | Standard
| RxSentry wili dccept
The apphcanon must coliect data for all schedule 11 through schedule 1v uploaded (Iiata rom any drug
BY.13 rescriptions, mcludm com ounded rescriptions. M schedule, incluling 11
P p g P P P through [V, if in compliance
Yes [ Standard with ASAP vid.2.
The Vendor must collect the data in ASAP format from Dispensers by secure HID has the ability to collect
email. lelephone modem, diskette, CD-ROM; tape. secure FTP. Virtual Private data using secyre email.
\letwork {VPN), and other agreed upon media. telephone modem, diskette,
CD-ROM, tape, secure FTP,
: VPN, and othey agreed upon
Bl.14 M media. However, for the
i most efficient and updated
i uploading for NH BOP. HID
; recommends cpllecting data
Yes | Standard using SFTP end VPN.
2014-042 Exhibit H-Priority Responses _ Y
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DiSpensérs under common ownership must be permitted to submit all of their data
in one transmission, provided each Dispenser is clearly identified for each
prescription dispensed.

1 HID is experienced with
collecting data jrom
dispensers undgr common
ownership. Taelcommon
owner can upload data from
multiple pharmhacies
{dispensers) in the same file:
RxSentry idenat{fies each
individual dispenser with
these consolidated data files.
Pharmacies wifh multiple
locations are only required
to set up one agcount to
upload their data. For
\ example. wmi«nan. CVs.
and other chaig pharmacies
currentiv send{in one file
that contains data from all of
Yes | Standard their pharmacigs in the state.

B1.15 M-
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The Vendor is responsible for monitoring that each Dispenser has submitted data
on the required submission schedule, and must notify the Dispenser of any
submission failures,

B1.16

Yes

Standard

HID will prov.de NH BOP
with a weekly compliance
report indicating registered
dispensers whn have not
uploaded data, NH BQP
administrators will aiso have
the ability to view non-
compliant Disoensers using
RxSentry's Upload History
report. HID provides all
submitters of daza with an
upload report, which
documents errars that
occurred durirg the upload
process. Upload reports will
track all "Minor ' or
"Serious" errors; "Fatal”
errors, such as blank
pharmacy DEA. will not be
loaded into RaS2niry,
RxSentry does keep a record
of upload history, but does
not record files that are not
loaded or are rejected.
Dispensers who have files
that are rejected and do not
resubmit corrected data are
treated as non-compliant.

The da;ia submitted by thé Dispensers must be validated to confirm that the data
submitted meets the accuracy and completeness thresholds established by the
BOP/PMPAC. The process must confirm that all required fields are included and
BI.17 must validate that the data is valid based on Industry best-practice. For example.

the dispense date must be greater than the date of birth of the Patient but less than
or equal to the current date.

Yes

Standard

RxSentry uses internal data
checks and validation to
ensure that the submitied
data complies with quality
standards established by the
NH BOP durngz
implementatior,
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DEA nun';rber is included in each record from the Dispenser and during the data

Bi.18 upload process the application needs to populate Prescriber Name, Dispenser M
Name, Address, and Regnstered Schedule based on the DEA number, Yes | Standard
The application must identify and differentiate Institutional DEA Numbers from
BII® | i gividus . - - D »
individual Prescribers. Yes | Standard
NDC number is inciuded in each record from the Dispenser and during the data
Bi.20 upload process the system must populate Drug Name, Strength, controlted M :
- | substance schedule and dosage form based on the NDC number. Yes 1 Standard
An autornated process needs to compare information in the database with NDC '
Bi21 number updates and update the various fields with new/revised information based M
on the NDC updates. Yes | Standard
The application must convert NDC numbers to drug name. sirength and dosage RxSentry provides the
form. ability to convet license
numbers, DEA numbers,
B1.22 - M and NDC numters to the
appropriate data fields,
. including drug name.
. ) Yes ~ | Standard strength, and dosage form.
The vendor must provide a NDC data base ( e.g. FIRST DATA BANK @) and a RxSentry receives and
list of DEA numbers from Drug Enforcement Agency. incorporates updaled NDC
data from First DataBank on
- M a monthly basis, The user
B1.23 can readily exemine this
information foz any NDC by
Jooking at the drug profile in
. Yes | Standard RxSentry.
The application must have a "Homeless” indicator. ASAP vd.2 requires that an
: address is provided with
i each entry. Hewever,
B1.24 : T | Digpensersmay select to
o indicate" Homeless" within’
the address field of a
Yes | Standard particular entry,
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i Bacle Up RSSOl i ', i385
Records relating to any individual who does not meet the leve] established to
suggest possible drug abuse or diversion must be deleted within 6 months after the
initia] prescription was dispensed. All other information/records must be deleted
after 3 years per RSA 318-B: 32. |V, The level established to suggest possible
drug abuse or misuse is defined as Schedule i1 - iV controlled drugs obtained
through 6 Practitioners, 6 Pharmacies, within 3 months or 100mg or greater of
morphine or morphine equivalents per day.

Yes

Custom

maintain daily d
records meeting
levels establishe
BOP as describe

requirement. HIp

understands this

- HID will monitor and

tletion of
eriteria of
d by the NH
t in this

requirement

is mandated by State of New

Hampshire stat

es.

However, HID does not
recommend dele}ing this

data as it will 52
the usability oft

rerely limit
ne NH

PDMP for the purpose of

searching for po
misuse and abus
schedule 1.1V p
drugs. HiD does
daily deletion m
thresholds such
described for an

ential

kof
rescription
not provide
reting strict
s those

b of our 2§

clients. HID has‘Jprovided

pricing for this

Eature in the

Cost Proposal (F-6) of this

‘B2.2

Category A: All records will be retained in aﬁplication for the first 6 months. At
six (6) months and one (1) day , all records not meeting the level established to

suggest'gpossibie drug abuse or misuse must-be deletéd. Moving forward, the most .

current 6 months of data must be retained in the application using the same
deletion criteria. ) : :

No

Cusiom

response,

See HID's respg

nse to B2.1.
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Category B: All records relating to any individual who meet the level established
to suggest possible drug abuse or misuse must be retained for 36 months from the
most recent violation date. At thirty six (36) months and one (1) day , all records
older than 36 months must be deleted. Moving forward, the most current 36
months of data must be retained in the application using the same deletion criteria.

No

Custom

See HID's respénse io B2.1.

B2.4

Sl

If Back-Up Tapes need to be used 1o restore data; the record deletions as defined in

Reqmrements B2.2 and B2.3 must be performed prior to making the data available
to users.;

| f)

The application must provide six () categories of reports/queries capabilities as
follows:

* Audit. Reporis/Look 1Jps to include: Dispenser compliance with transmission of

dispensed data on a weekly basis. Dispenser's non-compliance with transmission

of dispensed data on e weekly basis; Registration of Prescribers and Dispensers.
* Threshold Reports/l.ook Ups to include: Number of prescriptions dispensed,

number of Prescribers used, and number of pharmacies used in a designated time
period. The criteria may be added to or changed over time. A repont function for
this activity is required and must allow for parameters 1o be changed.

* Provider Repori/Logk Ups to include: ~All patients and demographics: name,
birthdate, address, all drug(s) names, strength. quantity. refill status, all
prescnphon(s) dispensed by date, pharmacy name(s) and addresses, range of start
and stop dates for filled prescriptions; provider(s) name and address.

No

Yes

.Custom

Standard

See HID's responke to B2.1.

* Pharrhacist Report/L.ook Ups to include: Patient demographics as above, drug(s)

d1spensed fo date; prescription(s) written and date, drug strength, quanhty refill
slalus and provider demographics as above,

* Patight Report/l,ook Ups to include: Patient demographics, drug(s) name,

strengih, quantity, date prescribed and dispensed and refill status.
* Law Enforcement Report/l.ook Ups to include: Report will be 2 query template

based on what is requested and approved for release.

Yes

Standard
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Canned Repom that allow Users, with the approprlate rights based on their

security roie to select report criteria as following:

* Prescnpnons prescrived to an individual by drug type by time period:
Prescnpuons dispensed to an individual by drug type by location by time period;

Prescnptlons dispensed by drug type by time period (summary):

Prescnphon irends by location (see above) by time period (summary);

Queries executed by date by time by individual;

Listing of authorized logins, name, entity, nccess hlslory and login expiration;

lndw:duals visiting a pharmacy more than one time in a given period;

Prescnptlons prescribed by a-selectéd-Prescriber by date.

P I

-

RxSentry includes canned
reports that allow users,
based on assigned user-
role. to report the
following criteria:
prescriptions prescribed to
an individual by drug type
and date range;
prescriptions dispensed to
an individual by drug type,
location, and dale range:
summary of prescriptions
dispensed by drug type, by
date range; praséription
trends by locaticn, date
range: queries executed by
date, time, and user; listing
of authorized logins,
name. entity. access
history, and login
expiration; and
prescriptions prescribed by

| asélected préscriber. by

date: ‘RxSentry's
Query menu does not
provide users the ability to
query individuals visiting ’
a pharmacy raore than one
time in a given time
period. Authorized users
will have the akility to
create a Threshold repont

Not showing pharmacy

Available/ | dispensing patterns. Users

Not will then hava the ability
No Proposing | to drill down to the
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individual from that
report.
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The application must provide the ability for the User 1o select various geographic
B3.3 areas (town, County, Region, etc....) with canned, ad-hoc, and customized reports. | M

Yes

Application must have a user-friendly query tool

Yes

Standard

Standard

Hundreds of sophisticated,
customized reports can be
generated on demand within
RxSentry. The ad hoc
reporting tool. Query Menu,
is robust and user-friendly.
with an intuitive interface
that requires little training.
RxSentry version 1.2 has
greatly improvec the
usability of Ru:Sentny's
Query menu. HID provides
additional infermation on
RxSentry's query teol in
Section IV, D-1, Topic 3 of
this response.
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Users with the appropriate rights/privileges must have the ability to execute queries
against the database withoui the need to consider software distribution and
management logistics. :

Yes

Standard

RxSentry emplovs role-
based secutity, granting
users access to system
functionality based on
assigned roles. Roles are
determined during
implementation and granted
upon registration. Users
with Query menu direct
access may directiy query
the system and received
query.results. Indirect
system users such as law
enforcement users, may
query the systemn bui must
reguest access lo query
results through State
administrators. -

B3.6

Users with the appropriate rights/privileges must have the ability to execute
standard reports. 1o execute ad hoc queries. and to credle custom reporis.

Yey

Standard

System is able to export ali reports into Excel without requiring further
modification of formatting. labeling, or manual manipulation in Excel.

No

Not
Available/
Not
Proposing

Users have the ability o

" export RxSentry data as a

.csv file which may be used
in Microseft Excel or other
desited data management
applications. RxSentry does
not require usess to purchase
of otherwise download
Microsoft Excél. Users have
the ability to choose any
product to maripulate
system data.
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The application must inlcgrate with MS Word (version 2007 and higher) and have

the ability to generate up to 20 template documents/letters that can be emailed
directly to Dispensers.

P

HID will providz the ability
to generate up to 20
template documents/ietters
from RxSentry, that can be
emailed directly to
Dispensers. HiD provides
up to three (3) letter
templates for a standard
RxSentry implementation
and has provided up to three
(3) letter templates with
neural logic as an
enhancement fo: a current
client. HID assumes that the
State desires neural logic
behind each individaual
letter, (Ex. dispensers who
have prescribed a number of
a specific drug): rather than
a basic template reformal.
Therefore, HID:includes the
pricing and hours to
complete this project
separately. [n order fo
complete this project for 20
letters, HID has provided
pricing in our-Cost
Propesal for this response.
HID has only included the
formatting of one (3) letters
within the 120
implementation schedule.

23 AE

el e E e A
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The application must have fuzzy logic. soundex and wild cards search _ RxSentry provides search

capabilities. Search results can be printed. capabilities that will
include fuzzy logic,

B4.1 : soundex, and wild cards to

allow users ic return data

even if exact matches are

. . | Yes | Standard not made.
The application must allow the user to do full-text searches - ' RxSentry provides users
the ability to type directly
B4.2 M Not into a search bar in order
: Available/ | to search information such
Not as dispenser name or
. . ‘ No Proposing | recipient name.
The application must allow users to drill down on the results of patient

B4.3 searches to see pharmacy used. Prescriber. prescriptions dispensed by

M

date, drug name. strength, and quantity Yes | Standard
B4.4 The application must distinguish query capabilities based on user roles. M Yes | Standard
B4.5 | All queries must be logged, tracking user and the fields queried M Yes | Standard
R4.6 The user must have the option to print query results - M Yes | Standard

The application must allow atithorized PMP Administrators/BOP staff to

search, correlate, query, and match records on ali variables contained in
B4.7 the record in order to discover instances in which the records of a single M

patient ¢ are mlsudentlﬂed as being the records of two or more patients. ves | Standard

Data ihnt has passed the checks for accuracy and completeness shalt be

Stand ard
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Vendor must compare a data extract from the states' enterprise elicensing
application containing all active Licensees with the DEA numbers from HID will compare a data
the Drug Enforcement Agency and populate the PMP database with all extract from {He stale's
active prescribers and dispensers authorized to prescribe or dispense eLincensing application to

g5 | Schedule Il-l\_/__‘g:o_mljgl1ed'sgb_§t§ﬁc¢s:ﬁ§.§hi_ﬂ t_hg_‘-;gltgltq prior'to "go-live". M | populate the PDMP

) Currenily includes Nurse Practitioniers (approxifiately 1726); Dentists ° database with hetive’
(approximately 1108); Veterinarians (approximately 905). Note that the prescribers end dispensers
State of New Hampshire plans to migrate ali License types into an for registration within the
enterprise-wide solution and over the next 36 months. NH PDMP duting
T Yes | Standard implementatioh.

Application miist compare a data extract from the slates' enterprise HID will use the State's
eLicensing application containing all active Licensees with the DEA eLicensing epplication
numbers from the Drug Enforcement Agency on 8 monthly basis to containing all petive
determine all changes in active prescribers and dispensers authorized to Licensees with DEA

B5.2 prescribe or dispense schedule 11-1V controlled substances within the state M numbers on a monthly
and update all changes to the PMP database {new and inactive Licensees). basis to determine changes
Note that the State of New Hampshire plans to migrate all License in active prescribers and
types into An enterprise-wide solution and over the next 36 months. ' dispensers forfthe NH

- . Yes | Standard PDMP.
Yendof must compare a data exiract from the states’ current five (5) MS
Access databases containing all active Licensees with the DEA numbers
from the Drug Enforcement Agency and populate the PMP database with
alt active prescribers and dispensers authorized to prescribe or dispense
schedule i1-1V controiled substances within the state prior to "go-live”,
. Includes Physicians {approximately 6300); Physician assistants M

B3.3 (approximately 575); Optometrists (approximately 130); Pharmacists :
(approximately 2600); Pharmacies in state (approximately 300); Non-
Resident (approximately 500): Naturopathic Doctors {approximately 80):
and Podiairists (approximately 103),

Yes | Standard
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Application must compare a data extract from the states’ curreni five (3)
M5 Access Databases application containing active Licensees with the
DEA numbers from the Drug Enforcement Agency on a monthly basis to
determine all changes in active prescribers and dispensers authorized {0
prescribe or dispense schedule -1V controlled substances within the state
and update ail changes to the PMP database {new and inactive Licensees).
Physicians (approximately 6300): Physician assistants (approximately
575); Optometrists (approximately 130): Pharmacists (approximately
2600); Pharmacies.in state (approximately 300); Non-Resident
{approximately 500); Naturopathic Doctors (approximately 80); and
Podiatrists (approximately 103).

Yes

Standard

BS.S

-

Vendor must create data extract process that can either be automaticaily
run or easily executed from the states' current five {5) MS Access
databasés- containing all active Licensees for Physicians (approximately
6300): Physician assistants {approximately 575): Optometrists
{approximately 130); Pharmacists (approximately 2600); Pharmacies in
state (approximately 300); Non-Resident {approximately 500);
Naturopathic Doctors (approximateiy 80); and Podiatrists {approximately
103). Note that the State of New Hampshire plans to migrate all

License types into an enterprise-wide solution and over the next 36
months.

Aneo ]

B6.1

The application must have the ability to recognize slightly different but
similar Patient records to avoid duplicate data entry/records and allow the
Administrators the ability to review/merge/delete/accept records thet fall

into this catepory.

Yes

Yes

Standard

RxSentry cortains logic to
automatically cluster
similar patient records
including similar names
and addresses. RxSentry
administrators will have

| the ability to review,

merge. delete, and accept

Standard

records that &ll into this
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category.

RxSentrv's Query Menu
offers users, inzluding
system administrators,

: -, . ‘ - BOP staff, registered
B6.2 The application must allow system Administrators and BOP staff the M dispensers, anc registered
ability to search. correlate. query and match records on all variables practitioners the abilitv to
contained in a record in order to discover instances in which the records of search, correlate, query,
a single:patient are misidentified as being the records of two or more and match records of two
patients: ' _ Yes | Standard | or more patien:s.
B6.3 Users must have the ability to self register and reset their passwords M
] through. the application Yes | Standard
PMP Administrators must have the ability to post announcements on the ;
B6.4 home page of the application so Users see them when they log in. M Yes | Standard -
The application must allow links to web sites/pages to be inserted on Administrative users have
B6.5 appropriate pages/locations. ) D the ability to insert links
' ' ' on the RxSextry public
Yes | Standard web site.
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PMP Administrators must have the ability to modify data inthe database.
For example, Demographic information.

Yes | Standerd

'PDMP Administrators will
have the ability to modify
data in RxSemtrv. Data
uploaders wil have the
ability to modify
demographic information
provided within an upload.
All users will have the
ability to modify their own

B6.7

Dispensers must have the ability to correct data when they determine that
incorrect data was submitted via the weekly transfer ete. ..

Yes Smndard

demographic information.
Dispensers may correct
data submitted by
resubmitting the data in
question. Dispensers will
have the abilizy to save
new data uplcads for the
same exact prescription in
place of previous
information, RxSentry will
record the mest recent

T aer | M

information.

B6.9

. capablelof creating: and e‘(ecutmg a.project.implementation plan inciuding

Vendors must have a minimum of 3 years experience providing .M

Prescription Drug Management software-solutions. The vendor must be

mstallatt@n..conf guranon trmmng, Antpostiinstallation suppori mcludmg
measures to test and verify successful deployment.

) ves Standard

ey

La

| ves | Standard -

o “H}D:has prowded ns

"PDMP solutisn since 2006
and currently prowdes
these servace:} in 21 states.
HID provides our Project
Work Pldn; including
mplementatnon plans, in

‘tesponse:”
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AL Ability to access data using open standards access dnvers (please
’ specify supported versions in the comments field).

v

No

Not
Availabie/
Not
Proposing

' R:<Sentrv is 8 proprietary

system built on a Progress
OpenEdge platform. HID
will not supply RxSentry for
all to implement and use in
perpetuity with no royalty or
fee and with no restrictions
on the use and manipulztion
of data. To do so would
prohibit HiD from further
profitability’ from the system

"and violate HIPAA

regulations.
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RxSentry is a proprietary
system buili on a Progress
OpenEdge platform. HID
will not supply RxSentry for
all to implement and use in __
perpetuity with no royalty or
fee. To do so would prohibit
HID from further

Not profitability from the system.
The system software adheres to open standards and is not Available/ | HIiD will not allow ne
Al2 M D No s . H
proprietary. : Not restrictions on-the use of data
Proposing | stored in the format. This
' allowance would provide
access of PHI, violating
HIPAA regulations. Opening
- RxSentry to complete
alteration may provide the
ability for system users to
create algorithms for false
reporis of data.
Not The Progress OpenEdge -
) Available/ pla!fo‘rm of RxSeniry is
Al.3 | The database platform adheres to open standards. M No Not proprietary, but does ailow
‘ A . its licensed use for
Proposing

manipulation and creazion.
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The Solution must comply with Open Standards as specified in RSA
21-R:10 and 21-R:13. including but not limited to Open Data
Formats.

Not

RxSentry was created using

SOA which separates.
business logic and fron

logic. This allows user-

-end

facing RxSentry featurés and
functionality to be opeq to

system users for

manipulation, RxSentry

aliows users to export Query
Menu data into a format that

- | can be further manipulated
Available/ | using other solutions.
Al M No Not However, NH BOP muist
Proposing | request or approve the hise of
data by unauthorized
RxSentry users in orde} to
protect PHI. However,
RxSentry is a proprietary
system and does not egmply
with Open-Standards a3
specified in RSA 21-R}10
and 21-R:13 for the regsons
described in HID's responses
to Al.I-Al1.3.
Not RxSeatry is not compatib!e
Available/ at the XHTML Ie\'rel bt this
AlS M No Not time. RxSentry exisis|at the
Web-based compatible and in conformance with the following W3C Proposing” HTML 4.01 and HTML 5§
standards; XHTML 1.0,CSS 2.1, XML 1.0 (fourth edition) . levels,
Al.6 | System must be HL7 compliant M Yes Standard
Al.7 | Be Section 508 Compliant M Yes Standard
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RxSentry is a web-baszd
application. RxSentry is
compatible with Internet

: Explorer versions 7 and
AlB ; ] \
M Yes Standard higher, Mozilla Firefox
, . versions 3 and higher,
Compatible with all current browsers that are installed with the ' Google Chrome and all
standard, default settings .| versions of Apple Safari
A9 Browser funct:mnahry must not rely on Java, Javascript or Java M Yes Standard
Applets to work
A110 Personally identiﬁablc info;imx.ation must be encrvpted within the M Yes Standard
database and during transmission .
Al Data validation does not occur in the browser M Yes Standm"d
At a minimum, the System should support this client configuration;

¥

Al.12 | Pentium 4, 630/3.0GHz PC. Microsoft Windows 7 or higher.

M Yes Standard
internet Explorer 10 or highes. and 128 bit encryption.
_ | System has ability to flag data fields (user defined or standard) as
Al13 mandatory and thus required during data entiy. M Yes Standard
A MobilApp version of the System must be available that allows for R . ibl
real-time updates from smart phones and tablets.  Prefer a mobile xSentry is accessible
application (dvailable from an app stote) or at a minimum the : through mﬁb”e dev{;cchsuch
application must be mobile ready. i.e. it can be read by browsers as.smalri P °"°§ and taGlets
A114 | ysed in smart phonesitablets. D using [niernet browser
features. However, RxSentry
does not exist in traditipnal
ves | Standard MobilApp version.
System uses field leve) data integrity checks (e.g., numeric fields M
A5 verify a number is entered, etc.). ) Yes Standard
System has ability to provide online help that is connected to the -
AT16 | relevant routine, field, o report the end-user is actively using. M JYes Standard

gy [ [}
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Verify the 1dentaty or authenncate all of the’ system client

A1 apphcahons before allowing use of the system to prevent access o M Yes Standard
inappropriate or confidential data or services.
Verify the tdenmy or auihenncate all of the system’s human users .
before allowing them to use its capab1llt|es to prevent access {o
A22 inappropriate or confidential data or services, M Yes Standard
A2.3 | Enforce unique user names. M Yes Standard
Enforce all state office user complex passwords of fen characters or
A2.4 | morein accordance with Dol7" 'S statewide User Account and M Yes Standard
Password Pollcy N
HID assigns each user 2
unique login/password
combination which allows
access o the system. All
passwords must contain at
.| leasi eight (8) charactars, at
least one (1) capital lettar,
A2.5 M Yes Standard one (1) lowercase leitar, and
one (1) number and cannot
be a dictionary word.
Additionally, RxSeniry
masks password entry to
Enforce the use of complex passwords for general users using protect password
capital letiers. numbers and special characters confidentiality.
A2.6 Encrypt passwords in transmission and at rest within the database. M _Yes Standard
A7 | Expire passwords after 90 days M Yes Standard
Az2.g | Users must be able to reset their passwords themselves M Yes |- Standard
Authorize users and client applications to prevent access to .
A2.9 inappropriate or confidential data or services. M Yes Standard

20114-042 Exhibit H-Priority Responses
Initial All Pages:

Contracior 5 Initials Z{"'

Exhibit H

Page 52 of 105




STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

_ . -EXHIBITH B
REQUIREMENT RESRONSES -
Provide ability to limit the number of people that can grant or change
A210 | Juthorizations ' M Yes Standard
Establish ability to enforce session timeouts during periods of
A2l inactivity, Default should be 15 minutes. - M Yes Standard
The application should automatically save data that has been entered . i
everv minute. . RxSeniry requires very litile
’ Not data entry in its uploader site
Available/ | or Query site. Saving
A2.12
D No Not sensitive data entered into
. Proposing | the system every minute may
promote HIPAA violations.
. HI1D uses Cenzic Hailstorm
Ensure application has been tested and hardened to prevent critical scans lo identify securily
application security flaws. { At a minimum, the application shall be risks in RxSentry, such as
A213 tested against all flaws outlined in the Open Web Application M .Yes Standard those issues listed in ths
Security Project (OWASP) Top Ten OWASP CWE/SANS Top
{httpAiwww.owasp.orgfindex.php/OWASP Top Ten Project)) 25 List.
The application shall not store authentication credentials or sensitive .
A2.14 1 baiain its code. M Yes tandard
HID tracks ali failzd
attempted logins through
web server logs. HID will
A2.15 M Yes Standard store logs for 90 days or
Log all attempted accesses that fail identification, authentication and longer as requested by NH
authorization:requirements BOP.
) ) RxSentry's Global Auvdit
A2.16 |} The application shall securely log all activities to prevent parties to M Yes Stendard I‘;;:'i:?ﬁ:iil:;“v'“es
application transactions from denying that they have taken place. _ ; '
The application must allow a user to explicitly terminate a session.
A2.171 No remnants-of the prior session should thea remain. M Yes Standard
A2.18 | Use only the Software and System Services designed for use M Yes Standard
A2.10 ‘:th:ezfplication Data shall be protected from unauthorized use when M Yes Standard
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Keep any sensitive Data or communications private from
A220 | ynauthorized individuals and programs. P M Yes Standard
Subsequent application enhancements or upgrades shail not remove
AL21 | o degrade security requirements M Yes Standard
A2.22 | Create change management documentation and procedures M Yes Standard
System has the ability to log a user out and save data after a defined
A2.23 | length f inactivity, . M
Bth oF Inacit Yes Standard
System has ability to assign system nvnle es and security
S:IOUP home, or?c;lc &n sy P ges an urity by user. RxSentry provides a role-
based access control
mechanism to provide
specific user controls based
A2.24 M on specific organizational
ioles. System functions and
information can be
controlied, providing the
ability to administer granular
Yes Standard { logical access controls.
System has abtlnv 0 restrlct specific users from viewing certain RxSentry has defined user-
records. roles within the system.
| Users are restricled to
viewing only areas of the
A2.25 - M system defined by their role.
User roles will be defined by
NH BOP during
. Yes Standard | implementation.
| The solution must meet federal HIPAA regulatory standards.
Vendors must supply in writing that their product meets the HIPAA
’| requirements- RxSentry meets HIPAA
A2.26 M regulatory standards. EiD
provides a statement to this
effect as Appendix 3 ¢f this
Standard | response
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Application must have functions to maintain data integrity. ] M Yes

Standard ‘

'HID will enforce data

integrity by defining logic
checks, validations, a1d
business rules in areas such
as“error reporting, data
validation, data clustering,
and name standardization.
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i State Requlreaent il

SF
1 APE ATION S L

Tty | Al componems'of the _Soﬁwa‘re shall be reviewed and tested to ensure they Yes ) Standard
protect the State’s web site and its related Data assets. M

The Vendor shall be responsible for security iesting, as appropriate. Tests shall
T1.2 | focus on the technical, administrative and physical security controls that have Yes Standard

been designed into the System architecture in order to provide the necessary ’
confidentiality, integrity and availability.

M
Test for Identification and Authentication; supports obtaining information about
T1.3 | those parties attempting to log onto a system or application for security purposes Yes Standard
and the validation of users M
T4 Test for Access Control: supports the management of permissions for logging

onto a computer or network Yes Standard

X

T1.5 | Test for encryption; supports the encoding of data for security purposes

Yes Standard
Test the ‘Intrusion Detection; supports the deiection of illegal entrance into a
TL6 computer system Yes Standard

Y

T17 Test the Verification feature: supports the confirmation of authority o enter a

computer system, application or network Yes Standard

M
Test the User Management feature; supports the administration of computer, ,
T19 application and network accounts within an organization. M Yes Standard
Ti.1 | Test Role/Privilege Management; supports the granting of abilities to users or v Standard
0 groups of users of a computer, application or network M e anaar
T1.1 | Test Audit Trail Cepture and Analysis; supports the identification and v Standard
| menitoring of activities within an application or system ) M & andar ;
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Test Input Validation; ensures the application is protected from buffer overflow,
le" cross-site scripting, SQL injection, and unauthorized access of files andfor

directories on the server.

Standard

T1.1 | Prior to the System being moved into production, the Vendor shall provide

3 results of all security testing to the Department of Information Technology for

review and acceplance,
14 VDARD

T2 The Vendor must perform application testing using an industry standard and
" | State approved testing methodology.

Standard

Standard

HID'will performs extensive
application testing during
implementatior. psing Siate-
approved methodology. HID
provide additionpl
information on sfress/load
testing processey in our
response to D2.3 of Section
1V of this resperse.

T2.2 | The Vendor musi perform application stress testing and tuning.

T3.1

The Vendor must create training materials for Dispensers, Administrators,
Physicians, and other groups of user of the application

Yes
M

Yes
M
M Yes
M Yes
M Yes

Standard

Standard

HID will perforp stress/load
testing of the NH PDMP
during implementation. HID
provide additionfl
information on skress/load
testing processes in our
response 1o D2.3 of Section
IV of this respense.

HID will providp the

RxSentry User's|Guide,

RxSentry Dispenser's
implementatior |Guide.
RxSentry Practitioner's
Training Guide) and
RxSentrv Law Enforcement
User Gitide to eccompany
the NH PDMP.
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The Vendor q}fy_;;_ g;e_a_t‘g-.p:]e}ip‘;-,@u;q;ig_]ﬁ{t_naining-réga,rkd_iqg'dgta;collgqt_idn -f'or.'a)__.:_' FRORNRNRN-SEY PSS
Pharmacies and b) Practitioners that dispense. ' .M

HID will providd an online
tutorial for dispensers.
Although this fedture is not
provided with cach RxSentry
implementation, |t will be
included in the standard

Yes [ standard | POMP

The Vendor must create on-line tutorials/training regarding reporting of Patient

information for a) Pharmacies and b) Practitioners that dispense. M Yes Standard

HID will providelan online
tutorial for dispegsers,
Although this feature is not

provided with ea¢h RxSentry

implementation, {t will be
included in the sthndard
implementatioriand
maintenance ccsts of the NH
PDMP.

T34

e L
ok P

_The Vendor must create on-line tutorialsftraining for application.Administrators M Yes Standard

+ | implementationing

HID will provide|an online
tutorial for NH BPP
administrators. Ajthough this
feature is not pro}ided with
each RxSentry
implementation, it will be
included in the standard

maintenance costh of the NH
PDMP,

The Vendor must perform knowledge transfer to Administrators so they can
adequately perform system maintenance/administration functions. M Yes

Standard

HID will adequately train
NH BOP adminigtrators on
the applicable usgs of
RxSentry. As HID is
proposing a Vendor-hosted

| solution, major s¥stem

maintenance will(be
perfonmed by HID technical
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staff.

HID will provide an online

tutorial for law
users. Although
is not provided

enforcement
this feature
with each

T5.6 - RxSentry implementation, it
will be included in the
standard impleientation and
maintenance cqsts of the NH

The Vendor must create on-line tutorials/training for Law Enforcement Users Yes Standard | PDMP.
- e " | HID providesdnline help

T3.7 | The application must contain Help features that explain/define specific fields and features on the RxSeniry

process flows. Yes Standard | uploader and Cuery sites.
- Training webinars will be

T3.8 | The vendor must provide 6 training webinars within 6 months following "go- limited to 24 users per

live” for up to 60 end users M Yes Standard | session.
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s Y
FoLw T
ARt
S ASTA

HID proposes a Vendor-
hosted solution. Therefore,
. HID will be responsible for
. . all hardware servers to
quipment required to support the proposed - Suppont RxSenh’}*. HID will
use Dell® PowerEdge®
servers to support the NH
PDMP/RxSentry. Using
RxSentry will reqiire users
tc have a device with

M Yes | Standard | Internet browser access.

El. | Vendor must to identify ali e
1 solution

2014-042 Exhibit H-Priority Responses
Initial All Pages:

Contractor's Initials __ o7 '9 : Exhibit H Page 60 of 105



STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY

PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3

EXHIBIT H

REQUIREMENT RESPONSES

El. | Vendor shall identify all 3rd party tools required to support the proposed
2 | solution and indicate if licensing cosis are included in the pricing

HID uses the following 3rd
party tools to support
RxSentry: Dell®
PowerEdge® servers,
Progress® OpenEdge®
Enterprise platforra, CentOS
Linux with Apache HTTP
Server. Vshell® Server,
SonicWall® Pro Firewall,
Bastille Linux Server
Hardening. 1PTablz;
firewall, Pitney Bowes
Centrus®, JIRA®,
BitDefender, Kaspersky AV,
SonicWALL Gateway
Antivirus, SonicWall
ViewPoint, Scrutinizer,
Splunk, OpenVAS, All third
party applications wsed to
support RxSentry are
provided and used by HID
and our staff. All applicable

|-licenses of thesethird party
‘tools are mcluded in HID's
| system pricihg: HID

1 provides: addlttonal

mformahon on thu:d party -

R:(Sentry tools in Section
IV, DY

AToplc 1-%6d D, 25,
sofour- tet\hmcal
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T -
3 g
\ i i 4 7, g
. . !;.. E 5 .'l" :
Rit 4 S ‘ e
. <1 | ¢ ¥
S Sy
HILOPERATIO
HI.1 | System must be hosted by the Vendor M Yes Standard
Vendor shall maintain a secure hosting environment providing all
H1.2 | necessary hardware. software, and [nternet bandwidth to manage M Yes Standard
the application and support users with permission based logins.
The solution must meet federal HIPAA regulatory standards. HID provides language
L3 Vendors must supply in writing that their product meets the M v Standarg | cOnfirming compliance with ali
HLS | Hipaa regquirements : es tandar HIPAA regulatory s:andards in
: Appendix 3 of this response.
H1.4 | State access will be via VPN or Internet Browser M Yes Standard
Al the State’s option, authorized third parties may be given limited

access by the Vendor to cerfain levels of the State's system through
HIS the VPN or through a separate network connection that meets the M Yes Standard
Vendor's specifications.
The State will be responsible for equipment, labor. and /or services

H1.6 | necessary to set-up and maintain the internet connectivity at the M Yes Standard
State and/or other third party sites.

Vendor will not be responsible for network connection issues, ’ .

problems or conditions arising from or related to circumstances

outside the control of the Vendor, ex: bandwidth, network outages

" H1.7 | and for any other conditions arising on the State’s internal network M Yes Standard
or, more generally, outside the Vendor's firewall or any issues that

are the responsibility of the State Internet Service Provider. .
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Vendor shall provide a secure Class A Data Center providing
H1.8 equipment (inctuding dediceted servers), an on-site 24/7 system

operator, managed firewall ‘services, and managed backup M Yes Standard
Services. . : -
Data Center Air Conditioning — used to control temperature and

H1.9 | humidity in the Data Center. Temperature ranges shall be between M Yes - Standard
68 and 75 °F. ) ' :
Data Center Humidity shall be ron-condensing and be maintained : | More than 450 sensors
between 40-55% with a maximum dew point of 62 °F. ’

constantly moniior the
temperature, humid-ty, and
. struciural integrity of the
M- . Yes Standard |} ilding.at Atlanta NAP, HID's -
' ' premier“colocatighfacility
which will support the NH
PDMP RxSentry system.

HI.10

Data Center Backup Power — uninterruptible power supplies shall

be sized lo sustain computer systems and associated components

Hi11 for, at a minimum, the amount of time it takes fqr a backup M Yes Standard
generator to take over providing power. Where possible, servers .

shall contain redundant power supplies connected to commercial

power via separate feeds.

Data Center Generator — shall be sufficient to sustain computer _

. | systems and associated components for, at a minimum, the amount .

H1.12 | of time it takes for commercial power to return. Fuel tanks shall be ™M Yes Standard
large enough to support the generator at -full load for a period not

less than | ¥ days of operation.

Data Center Floor —~ A raised floor is required for more uniform air

Hi.13 | circulation in the form of a plenum for cold air as well as to M
provide space for power cabling and wetness monitoring.

Yes Standard

Data Center Fire Protection System — fire detectors in conjunction

M1.14 | with suppression gaseous sysiems must be installed to reduce the M

Yes Standard
risk of loss due to fire,
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The Data Center must be physically secured — restricted access to
the site to personnel with controls such as biometric, badge, and
HI.15 | others security solutions. Policies for granting access must be in

M Yes Standard
place and followed. Access shall only be granted to those with a
need to perform tasks in the Data Center.
H1.16 | Yendor must monitor the application and all servers. M Yes Standard
Vendor shall imanage the databases and services on all servers . )
H1.17 tocated at the Vendor's facility. M Yes
Vendor shall install and update all server paiches, updates, and
HI.18 other utilities within 30 days of release from the manufacturer. M . Yes Standard
H1.19 | Vendor shali monitor System, security, and application logs. M . Yes Standard
H1.20 | Vendor shall manage the sharing of data resources. M Yes Standard
Vendor shall ‘manage daily backups, off-site data storage, and
HEZE | ectore operations. M Yes Standard
#1.22 | The Yendor shall monitor physical hardware. M Yes Standard
The Vendor shall report any breach in security to the PMP
H1.23 | Program Manager within 2 hrs of time that the vendor learns of M Yes Standard

gccurrence..

»,

* A1 b iyt
Vendor shall conform to adequate dis

defined by the State of New Hampshire. M

Yendor shall have documented disaster recovery plans that address HID provides-our sample {10
H2.2 the recovery of lost Statedata as well as their own. Systems shall

M and dtlantaNAP Disgster
be architected to meet the defined recovery needs. Recovery Plan as Agpendix 13
' : Yes Standard- | of this response.

Yes Standard

The disaster recovery plan shall identify appropriate methods for

procuring additional-hardware in the event of a component failure.

In most instances, systems shall offer a level of rédundancy so the

H2.3 . A : . \ . M
loss of a drive or power supply will not be sufficient to terminate

services however, these failed components will “have to be
replaced.

Vendor shall adhere to a defined and documented back-up
H2.4 1 schedule and procedure. M

~

Yes Standard -

Yes . Standard
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Back-up copies of data are made for the purpose of facilitating a
H2.5 | restore of the data in the event of data loss or System failure. M Yes Standard
Scheduled backups of all servers must be completed regularly. At a
minimum, Bluehost servers shall be backed up nightly, with one
H2.6 daily, -one weekly, and one monthly backup stored in a secure M
location to assure data recovery in the event of disaster. Yes Standard
The minimum acceptable frequency is differential backup daily,
and complete backup weekly. Full database backups are
‘performed nightly tp the backup
H2.7 M server located at HID's co-
location center. These backups
are PGP-encrypted pnd stored
. T Yes Standard | for three months. .
Tapes or other back-up media tapes must be securely transferred A -
H2.8 from the site to another secure location to avond complete data loss M
) with the loss of a facility. '
Yes Standard
If State data is personally identifiable. data must be encrypted in
H29 | the operation environment and on back up tapes. M. Yes Standard
Data recovery — In the-event that recovery back to the last backup RxSentry supports point-in-time
is not sufficient to recover State Data. the Vendor shall employ the recovery through incremental
use of database logs'in addition to backup media in the restoration backups performed more
H2.10 | of the database(s) to afford a much closer to real-time recovery. To M frequently than daily.
do this, logs must be moved off the volume containing the database Restoration will bd available
with a frequency to match the business needs. from the point of the previous
. Yes Standard incremental backup.
'.fvdmmkdrnmcruﬁc ol ek G b A il ’
The Vendor; must operate hoshng Services on'a hetwork offenng '
‘adequate performancc to meet the business requirements for the
H3.1 | State apphcanon For the purpose of this RFP, adequate M
performance is defined as 99. 9% uptime, exclusive of the regularly
scheduled maintenance window. Yes Standard
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The Vendor shall provide network redundancy deemed adequate
by the State by assuring redundant. connections provided by
multiple internet Vendors, so that o failure of one Internet

_ conneétion,wi]]__not-iﬁtentqgt_ access to the State application.

HID provides infarmation
regarding our network
redundancy in Section iV,

‘Where reduridant*¢ofinections ‘are -not provided,  then. the: lntémer |

Vendor whao provides the Intemet service to the Vendor must have
their service supplied by a provider(s) that has multiple feeds to
ensure that a failure in one of the -larger carriers will not cause a
failure of the'State's Service. .

Yes

e

Yes

St_andard

Standard

D2.1.

RxSentry exists using redundans
Intemét connections.

H3.4

The Vendor’ network architecture must include redundancy of
routers and sivitches in the Data Center.

Yes

Standard

H3.5

Remote access shall be customized to the State's business
application. In instances where the State requires access to the
application or server -résources not in the DMZ, the Vendor shall
provide remote desktop connection to the server through secure
protocols such as a Virtual Private Network (VPN).

[

HA4.1

The Vendor shall employ security measures ensure that the State's

application and data is protected.

Yes

Yes

Standard

Standard

H4.2

if State data is hosted on multiple servers, data exchanges between
and among servers must be encrypted.

Yes

Standard

H4.3

All servers and devices must have currently-supported and
hardened operating systems, the latest anti-viral, anti-hacker, anti-
spam, anti-spyware, and anti-malware utilities. The environment,

| &s a whole, shall have aggressive intrusion-detection and firewall

protection.

- Yes

H4.4

All components of the infrastructure shall be reviewed and lested
to ensure they protect the State's hardware, software, and its
related data assets. Tests shall focus on the technical,
administrative and physical security controls that have been
designed into the System architecture in order to provide
confidentiality. integrity and availability,

Yes

Standard

Standard
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In the development or maintenance of any code, the Vendor shall

using a methodology determined appropriate by the State. All
software and hardware shall be free of malicious code.

ensure that the Software is independently verified and validated -

Standard

H4.6

The Vendor shail notify the Executive Director of the NH Board of

Pharmacy of any security breaches wnhm 2 hrs ofhmc vendor
learns of occurrence.

Standard

H4.7

The Yendor shall ‘ensure its complete cooperation with the State's
Chief Information Officer -in the detection of -any security

vulnerability of the Vendor’ hosting infrastructure and/or- the
application. o

H4.8

The Vendor shall be solely linble for costs associated with any
breach of State data housed at their location(s) including but not
limited to notification and any demages assessed by the courts.

Yes

Standard

Standard

H4.9

The Vendor shall authorize the State to perform scheduled and
random security audits, including vulnerability assessments, of the
Vendor' hosting infrastructure and/or the application upon request.

Yes

Standard

H4.10

H5.1

""WCBLEVELREEMENT & 8 L i ,
The Vendor s System- suppoit and maintenance shall commence |

The Vendor shall provide fire detection and suppression system.
physical security of ‘and infrastructure security of the proposed
hosting facility. The environmental support equipment of

theVendor website hosting -facility: power condltlomng, HVAC
UPS; g

upon the Effective Date and extend through the end of the Contract
term, and any extensions thereof,

Standard

HID's proposed sugpport and
maintenance will commence of

M the contract effective date and
extend-through the gnd of the
| initial contract term, and any
L . Yes Standard | negotiated extensions thereof.
Maintain the- hardware and Software in accordance with the ,
H5.2 | Specifications, terms, and requirements of the Contract. including M
providing, upgrades and fixes as required. Yes Standard
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Repair or replace the hardware or Software, or any pomon thereof,

so that the System operates in accordance with the Specifications,
terms. and requirements of the Contract,

Yes Standard

HID will repair or replace the
hardware or software to meelt
the system operations as
proposed in this response.
including the speci‘ications,
terms, and requnreme'\ts of the
contract.

The State shall have unlimifed access, via phone or Emails to the

"H5.4 | Vendor, tcchmcal support’s&gffbetween thc hours ofS 30am to N T
5:00pm: Monaay thiliFriday ‘EST; S " SN

ves | sibndia [

The Vendor response time for support shall conform ‘to the spec:ﬁc
deficiency class as described below: o Class A Deficiency -
Software -"Critical, does not allow System to operate, no work
around. demands immediate action; Written Documentation -
missing significant portions of information or unintelligible 1o
State; Non Software - Services were inadequate and require re-
performance of the Service. o Class B Deficiency -
Soflware - important. does not stop operation and/or there is a
H5.5 | work around and user can perform tasks; Written Documentation - M
portions of information are missing but not eriough to make the
document unintelligible: Non Software - Services were deficient,
require reworking, but do not require re-performance of the
Service. o Class C Deficiency - Software - minimal, éosmetic
in nature, minimal effect-6n System, low priority and/or user can
use System:-Written Documentation - minimalichanges required
and of minor editing nature; Non Software - Services require only
minor reworking and do not require re-performance of the Service. Yes

Standard
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As part of the Software maintenance agreement, ongoing sofiware The HID PDMP Help Desk will
maintenance and support issues, shall be responded to according to be available 8:30a.m. to 5:00
the following: a. Class A Deficiencies - The Vendor shall have p.m. Monday through Friday
available to the State on-call telephone assistance, with issue EST to meet the requiremenis of
tracking available to the State, eight (8) hours per day and seven this RFP. On-call message
(7). days a week \vith an email / telephone response within two (2) assistance will be ava.lable to
hours of requést; or the Vendor shall provide support on-site or the State at all other times, with
with remote diagnostic Services, within four (4) business hours of telephone response w.thin iwo
arequest; - *b: Class B & C Deficiencies ~The State shall notify {2} hours of request. HID will
H5.6 | the Vendor of such Deficiencies during reguler business hours and M provide suppor, (as needed).
the Vendor shall respond back within four (4) hours of notification on-site at the hosting facility
of planned corrective action; The Vendor shall repair or replace - within four {4) busiaess hours
Software, and -provide maintenance of the Software in accordance of a request for Class A
with the Specifications, Terms and Requirements of the Contract. Deficiencies. To meel the
requirements for Class B & C
Deficiencies. HID will respond
within four (4) hours of
notification of planned
: . ‘ Yes Standard | corrective action.
The hosting server for the State shall be available twenty-four (24) ~
HS.7 | hours a day, 7 days a week except for during scheduled M
maintenance. Yes Standard
The Vendor will guide the State with possible solutions to resolve M
H5.8 issues to maintain a fully functioning, hosted System, Yes - |- Standard
A regularly scheduled maintenance window shall be identified HID wil! run all regularly
(such as weekly, monthly, or quarterly) at which time all relevant scheduled system updates at
server patches and application upgrades shall be applied. M non-peak hours. Upcate
H5.9 : . maintenance windcw will be
presented to the Statz for
. : : Yes Standard | approval.
The Vendor response time for support shall conform to the specific | M
H5.10 deficiency class as described in HS5.5 and H5.6 Yes Standard
The Vendor will give two-business days prior notification to the :
HS5.11 | State Project Manager of all changes/updates and provide the-State M
with training due 1o the upgrades and changes. ) Yes Standard
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The Vendor shall guarantee 99.9% uptime, exclusive of the
regularly scheduled maintenance window

M

Yes

Standard

H5.13

If The Vendor is unable to meet the 99.9% uptime requirement,
The Vendor shall credit State’s account in an amount based upon
the following formula: (Total Contract Item Price/365) x Number

of Days Contract ltem Not Provided. The State must request this
credit in writing. : ]

Standard

Hs.1d

The Vendor shall use a change management policy for notification
and tracking of change requests as well as critical outages.

Yes

Standard

HID prevides informdtion

regarding our change

management policy i Section

IV, D.2, Topic 24 of
response.

his

H5.15

A critical outage will be designated when a business function

cannot be met by a nonperforming application and there is no work
around to the probiem,

Yes

Standard

H5.16

All hardware and sofiware components of the Vendor hosting
infrastructure  shall be fully supported by their respective
manufacturers at all times. Al critical paiches for operating
systems, databases, web services, etc, shall be applied within thirty
{30) days of release by their respective manufacturers,

' Standard

H5.17

The Vendor shall- maintain a record of the. activities related 1o
repair or maifitenance activities performed for the. State and shall
report quarterly on the following: .Server up-time;.All change
requests implemented, including operating system patches; All
critical outages reported including actual issue and resolution;

Number of deficiencies reported by class with initial response time
as well as time 1o close,

Yes

Standard

HS5.18

The Vendor shail provide the State with a personal secure FTP site
to be used theState for uploading and downloading files.

Yes

Standard
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PR I UL R g}

"'ify'mmrm&"“ it REQUIREMENTS i

i .;?""I».“?ﬁ»fkl" ;iﬂ“

PPORT:& MAINTENANGE RFQU!RP mrnms‘ iz
The Vendor's System support and maintenance
shall commence upon the Effective Date and
St extend through the an of the Contract term, and M Yes - Standard
any extensions thereof.
Maintain- the hardware and Software in
accordance with the Specifications. terms, and
51.2 requirements of the Con?ract including providing. M Yes Standard
upgrades and fixes as required. i
Repair or replace the hardware or Soﬁware or any
ortion thereof, so that the System operates in ,
S1.3 sccordance with the Specifications. terms, and M Yes Standard
requirements of the Contract. }
The -State shall have unlimited access, via
hone or Email, to the Vendor technical .
514 Support staff between the hours of 8:30am to M ves Standard
5:00pm- Monday thru Friday. EST;
The Yendor response time for support shall
S1.5 conform to the specific deficiency class as M
described in H-5.5 and 5.6
_The Vendot will guide the State with possible 1
S1.6 | solutions to resolve issues to maintain a fuilly M Yes
functioning, hosted Svstem.

I NPT R e I TON

Yes Standard

Standard
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Yes

Standard

S1.8

The Vendor shall maintain a record of the

maintenance activities performed for the State,

activities related to  warranty repair  or

Yes

. Standard

S1.9

For all maintenance Services calls, The Vendor
shall ensure the following information will be
collected and maintained: 1) nature of the
Deficiency; 2) cutrent status of the Deficiency: 3)
action“plans. dates. and times; 4) expected and
actual comp]ehon time; 5) Deficiency reSolution
information. 6) Resolved by, 7) ldentifying

number i.e. work order number, 8) Issue identified
by,

Yes

Standard

S1.10

The Vendor must work with the State to identify
and troubleshoot potentially large-scale System
failures or Deficiencies by  collecting the
following information: 1) mean time -between
reported . Deficicncies with the Software: 2)
diagnosis of the- o0t cause of the problem; and 3)
identification of repeat calls or ‘repeat Softivare
roblems..

ARRAINI 1

52.1

Maintain the System Software in accordance thh
the Specifications and Terms of the Contract.

Standard

[ "S:.t;ar;da;cfl' :

s -

'_‘__,Repalr or replacer the System Soﬁware or any -

82.,2-.-~g';pon|on thereof 50 that- the: System opcrates m

accordance with the Specifications; terms and

requirements of the Contract,

_4.‘;.-‘

' 'fgté.';iaar.d'

AT
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<HID> shall have available to the State on-call

-| telephone assistance, with issue tracking available

1o the State, eight (8) hours per day and seven (7)
days a week with an email / telephone response
within two (2) hours of request, with assistance
response dependent upon issue severity.

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
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CONTRACT 2014-042 -PART 3

EXHIBITH '
REQUIREMENT RESPONSES

Standard

HID will provide PDMP
Technical Help Desk
assistance to the State

Monday-Friday, 8:00 a.m. to
5p.m. ET with a1swering
service available af other

hours. To meet the warranty
requirements of this
response, HID wll provide
the State with on-call
telephone assistance,
including the ability for State
staff to leave a message after

business hours, requesting a

return call response withir

524

Maintain a record of the activities related to
warranty repair or maintenance activities
performed for the State

Standard

two (2) hours of request.

For all Warranty Service calls, <HID> shall
ensure the following information will be collected
and maintained: 1) nature of the Deficiency; 2)
current status of the Deficiency; 3) action plans,
dates, and times: 4) expected and actual
completion time: S} Deficiency resolution
information; 6) resolved by 7) ldentifying number
i.e. work order number; 8) issue identified by.

Standard

HID will use JIRA tracking
management software to
track all reported issues
regarding the NH PDMP

sysiem:.

$2.6

The Vendor must work with the State to identify
and troubieshoot potentially large-scale Software
failures or Deficiencies by collecting the
following information: 1} mean time between
reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3)

identification of repeat calls or repeat Software
problems.

(Y| Yes
M Yes
M Yes
M Yes

Standard

2014-042 Exhibit H-Priority Responses
Initial All Pages:

Contractor’s Initials Z‘@

Exhibit H

!

- Page 73 of 105




STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBIT H
REQUIREMENT RESPONSES

All Deficiencies found during the Warranty
Period and all Deficiencies found with the
Warranty Reléases shall be corrected by the
9 g )
527 Vendor no later than 5 business.days; tinless M Yes Standard
specifically extended in writing by the State, and
at no additional cost to the State,
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: Vendorshallpammpatc in an initial ku:k off meeting 10 ‘

initiate the Project.

HiD provndes mforrnahon

"

regarding the Project Kick-Off
Pi M Yes Standard meeting in Section IV, D.24
and in the proposed Work
Plan in this response.
Vendor shall provide Project Staff as specified in the RFP. HID provides information
regarding Project Stafl in owr
P1.2 M Yes Standard response to Section V1 of this
response.
Vendor shall submit a finalized Work Plan within ten (10)
days afler Contract award and approval by Governor and . :
Council. The Work Plan shall include, without limitation, HID provides our _PTUPOS‘_?d
P13 | adetailed description of the Schedule, tasks, Deliverables. M Yes Standard Project Work Plan in Section
critical events, task dependencies, and payment Schedule. 1V, D2.4 of this response.
The pian shall be updated no less than every two weeks.
Vendor shall provide detailed bi-weekly status reports on H1D's Project Managers will®
the progress of the Project, whlch will mcludc expenses " provi i i
Pid mcuprrreg Seat to date. d] P M Yes Standard provide detailed bi-weekly

status reports including
expenses incuried.
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All user, technical, and System Documentation as wel! as
Project Schedules, plans, status reports, and
carrespondence must be maintained as project
documentation. on-Line. in a searchable PDF format

M

Yes

Standard

HID will provide all
documentation onling
searchable PDF format
orthe NH PDMP p
website, HID will prov
BOP with electronic
copies of all project sch
plans, status reports, an
required correspondend
maintained as proj

documentation, and wi)

copies of these documd
future use,

user
bina
posted
blic
de NH
PDF
edules,
d other
e to be
BCt

i store
nts for
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WOURK PLAN

HID’s Project Manager and the State Project manager shall finalize the Work Plan within ten business days

of the Effective Date and further refine the tasks required to implement the Project. The elements of the
preliminary Work Plan are documented in accordance with HID’s plan (o implement the Application
Software. Continued development and management of the Work Plan is a joint effort an the part of HID and

State Project Managers.
The preliminary Work Plan created by HID and the State is set forth at the end of this Exhibit.

ent methodology, which shail be used 1o manage the Project’s
life cycle, the HID team and the State shall finalize the Work Plan at the onset of the Project: This plan shall
identify the tasks, Deliverables, major milestones, task dependencics, and a payment Schedule required
to implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
HID team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is documented
in accordance with HID’s Work Plan and shall utilize Microsoft Project 10 support the ongoing management

of the Project.

In conjunction with 131D’s Project Managem

1. ASSUMPTIONS (ADD TO/CHANGE THIS AS APPROPRIATE)

A. General

« The State shall provide team
Implementation efforts, at the level outlined in the
Matrix.

«  All State tasks must be performed in accordance with the revised

« All key decisions will be resolved within five (5) business days.
initial period will be escalated to the State Project Manager for resolution.

. Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control

process.
« HID shall provide a separate escrow agreement for the application. :
« HID shall maintain an accounting system ‘in accordance with Generally Accepled Accounting

Principles (GAAP).

members with decision-making authority to support the
Request for Proposal Document State Staffing

Work Plan.
Issues not resolved within this

B. Logistics
e The HID Team shall perform this Project at State facilities at no cost to HID.
« The HID Team may peiform that work at 2 facility other than that furnished by the State, when

practical, at their own expense.
«  The HID Tcam shall honor all holidays observed by HID or the State, although with permission,

may choose 1o work on holidays and weekends. . .
.« The State shall provide adequate facilities for the¢ HID Team, including PCs, phones, Virtual
Private Network (VPN) access, and modem-based dial-out capability and access 10 any nccessary
internal State networks and/or software (within State standards). A physical workspace for each
consultant, including a desk and chair, with the items mentioned above, shall be..provided.
Convenient access to a high-speed printer, 2 high-speed copier, and a fax machinc shall bc
provided to the Project Team, as well as access to conference rooms for meetings. This space,
equipment, and printer/fax supplies shall be provided at no cost to the HID Team and shail be

available when the Project begins.”
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C. Projcct Management
« - The State'shall approve the Project Management Methodology used for the Project.

.« The State shall provide the Project Team with reasonab!c access to the State personnel as needed
to complete Project tasks.
A Project folder created within the State system shall be used for centralized storage and retricval
of Project documents, work products, and other material and information relevant 1o the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access 10 the Project folder and granting either view or
read/write privileges. HID’s Project Manager will establish and maintain this folder. The State
Project Manager shail approve access for the State team. Documentation can be stored locally for
HID and State team on a “shared” network drive to facilitate case and speed of access. Final

- versions of all Documentation shall be loaded to the-State System.

«  HID assusnes that an Alternate Project Manager may be appointed from time 1o time to handle

reasonable and ordinary absences of the Project Manager.

%’I‘cchnical Environment and Management
The State is responsible for providing the desklop hardware, network, and communication

facilities needed to support'the Project.

« The State’s deskiop hardware operating environment and supporting software shall meet HID
centification requirements for the applications deployment being installed.

» The State is responsible for providing the Internet access. '

+  HID team shalt HID’s RxSentry® PDMP sofiware, Version 1.2,

« Designated Stale systems personnel shall be available during normal werking hours and for
adjustments to operating systems configurations and tuning.

£. Conversions :
+  The HID Team shall lead the State with the mapping ofihc legacy Data to the HID applications.

« Additionally, the HID Team shall:
1. Provide application data requirements and examples, of data mappings, conversion scripts,

.and data loaders. The HID Team shall identify ihe APIs the State should use in the design

and development of the conversion. .
2. Provide guidance and assistance with the use of the data loaders and conversion scripts

provided.
3. Lead the review of functional and technical Specifications.
4. Lead the resolution of problcms and issues associated with lhc development and

Implemantation of the conversions.

"F. Project Schedule
Deployment.is planned to begin on Effcctive Date of Contract with a planned go-live date of four

(4) months later..

G. Reporting
HID shall conduct every two wecks status meetings, and provide reports that include, but are not

*
Jimited to, minutes, action items, test results and Documentation.

H. User Training

2014-042 Exhibit [ Work Pian
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Pleasereferto Exhibit

HID must create training materials for Dispensers, Administrators, Physicians, and other

. groups of user of the application.

« HID must create on-line tutorials/training regarding
Practitioners that dispense. "
HID must create on-line tutoriais/training regarding reporting of Patient information for a)
Pharmacies and b) Practitioners that dispense.

« HID must create on-line tutorials/training for application Administrators.

"HID must perform knowledge transfer 10 Administrators so they can adequately perform

system maintenance/administration functions. , _
« HID must create on-line tutorials/training for Law Enforcement Users.
The application must contain Help features that explain/define specific fields and process

data collection for a) Pharmacies and b)

flows.

e HID must provide 6 training webinars within 6 months following "go-live” for up to 60 end

users.

. Performance and Security Testing
e The HID Team shall provide a performance test w
tested, the approach and tools required, and best practices
*  The State shall work with HID on performance testing as

Services.

orkshop to identify the key scenarios 1o be
information on performance testing.
set forth in Contract Exhibit F — Testing

2. ROLES AND RESPONSIBILITIES

A. HID Team Roles and Responsibilitics

1) HID Team Project Exccutive .
The HID Team’s Project Executives (HID and Subcontractor Project Executives) shatl be

responsible for advising on and monitoring the quality of the Implementation throughout the
Project tife cycle. The Project Execulive shall advise the HID Team Project Manager and the
State’s Project leadership on the best practices for irln,.plcmenting the HID Software Sofution
within the State. The Project Executive shall participate in the definition of the Project Plan and

provide guidance (o the State’s Team.

2) HID Team Project Manager S
The HID Team Project Manager shall have overall responsibility for the day-to-day management

of the Project and shall plan, track, and manage the activitics of the HID Implementation Team.

The HID Team Project Manager will have the following responsibilities:

Maintain communications with the State’s Project Manager;
Work with the State in planning and conducting a kick-off meeting;

« Create and maintain the Work Plan;
Assign HID Team consultants (o tasks in the Implementation Proje

scheduled staffing requirements;

ct according to the
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s TIeling roles and sespansimilines of alt T Team members,

« Provide update progress reports to the State Project Manager every two weeks;

Notify the State Project Manager of requirements for Stale resources in.order 1o provide
sufficient lead time for resources to be made available;

¢ Review task progress for time, quality. and accuracy in order to achleve progress;’

Review requirements and scheduling changes and identify the impact on the-Project in order

to identify whether the changes may require a change of scope;
Implement scope and Schedulce changes as authorized by the State Project Manager and with

appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project

Manager.

3) HID Team Analysis
"The HID Team shalf conduct analysis of requirements, validate the HID Team’s understanding

of the Stale business requircmcnls by application, and perform business requirements mapping;
« Construct and confirm application test case scenarios;
+  Produce application configuration definitions and configure the applications;
« Conduct testing of the configured application; :
»  Produce functional Specifications for cxtensions, conversions, and interfaces;
Assist the State in the testing of extensions, conversions, and interfaces;
o Assist the State in execution of the State’s Acceptance Test;
Conduct follow-up meetings to obtain fecdback, results, and concurrence/approval from

ihe State;
Assist with the correction of configuration problems-identified during system, integration

and Acceptance Testing; and
«  Assist with the transition to production.

4) HID Team Tasks
The HID team shall assume the fo]lowmg tasks:
Dcvclopmenl and review of functional and technical Specification to determine that they

are at an appropriate level of detail and quality;
Development and Documentation of conversion and interface programs in accordance

with functional and technical Specifications;
¢ Development and Documentation of installation procedures; and

« Development and execution of unit test scripts;
Unit testing of conversions and interfaces developcd and.

e System Intcgratlon Tcsung

B. Statc Roles and Respoasibilities

The following State resources have been identified for the Project. The time demands on the

individual State ieam members will vary depending on the phase and specific tasks of the

2014-042 Exhibit | Work Plan
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Implementation. The demands on the Suhject Matter Fxperts’ time will vary based on the nced
determined by the State Leads and the phase of the Implementation. :

1) State Project Manager

The State Project Manager shall work side-by-side with the HID Project' Manager. The role of

the State Project Manager is 1o manage Siate resources (IF ANY), facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the

Project. The State Project Manager has the following responsibilities:
e Plan and conduct a kick-off meeting with assistance from the HID team;
«  Assist the HID Project Manager in the development of a detailed Work Plan;

o ldentify and secure the State Project Team members in accordance with the Work Plan;

o Define roles and responsibilities of all State. Project Team members assigned 10 the Project;
.user staff as needed to support specific

« ldentify and secure access to additional Staic end
areas of knowledge if and when required to perform certain Implementation tasks;

« Communicate issues to State management as necessary 10 secure resolution of any matter

that cannot-be addresscd at the Project level;
o Inform the HID Project Manager of any urgent issues if and when they arise; and
«  Assist the HID team staff to obtain requested information if and when required 1o perform

certain Project tasks.

2) State Subject Matter Expert(s) (SME)
The role of the State SME is to assist app
current business practices and processcs, provide agency knowledg
implementation. Responsibilities of the SME include the following:

e Be the key user and contact for their Agency or Department;

e Attend Project Team training and acquire in-depth functional knowledge of the relevant

applications; ) '

e Assist in validating and documenting user requirements, as nceded;

e  Assist in mapping business requirements;

e . Assistim constructing test scripts and data; .
 Assistin:sysiem, ifiegration, and Acceptange Testing;  *.. © "o
s Assistinpetforming coriversion and integrationi esting and data verification; -
« Attend Project meetings when requested; and ‘

e Assist in training end users in the use of the HID Software

processes the, application supports.

lication leams with an understanding of the State’s
e, and participate in the

Solution and the business
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'3) State Technjcal Lead

The State’s Technical Lead assists the State’s Project Manager and is resmns:blc for managmg

the State's lcchmcal tasks. Responsibilities include:

wo weeks.

4)

< Assist the State and HID Team Project Managers.(o establish the detailed Work Plan;
= Work with State IT management to obtaln State lcchmca] resources in accordance with

the Work Plan; and
. HIDRepresenl the technical efforts of lhc State at Pro_lccl meetings that take place every

5) State Network Administrator (DoIT)

The State Network Administrator will provide technical support rcgardmg networking

requirements administration. The responsibilities will include:

e Assess the ability of the State’s overall network architecture and capacity to adequately

support implémented applications;
» Establish connections among, the database and application servers; and

e Establish  connections among the desktop devices and the Application and dalabase

Servers:

3. SOFTWARE APPLICATION

Detail what saftware is required for the Contractor fo perform the activities of rhe Contract.

Not Applicable

4. CONVERSIONS

The following Table 4.1 identifies the conversions within the scope of this Contract.

Tablc 4.1: Planncd Conversions

L gt ~ L AR = e
AT £ "Tﬁ?}g'e-\‘%ﬁ‘g :
S

,Qeampﬁo

HID must:compare a data extract. from the: staicsL enterprise
. cLicensing.application containing.alt active Licensees with

the DEA numbers from the Drug Enforccmcnl Agency and
populate the PMP’ daiabase with all dctive prcscnbcrs and
dispensers authorized (o prescribe or dispensc schedule 11-
I'V controlled substances within the state prior-to-"go-live™.
Currently includes Nurse Practitioners (approximately
1726); Dentists (approximately 1108); Vceterinarians
(approximately 905). Note that the State of New Hampshire
plans 10 migrate all Licensc types into an enterprise-wide

solutionand overthenext 36 months. |
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Application must.compare a d
 enterprise eLicensing application containing all active:
Licensees wiih the DEA numbers from the Drug: C
‘Enforcement, Agency on 2 monthly basis to-determineall ., .
_changes,in active prescribers and dispensers authorized 10
prescribe or dispense schedule §1-1V controlied substances
within the state and.update all changes to the PMP database
(new.and:inactive Licensees). Note that the State of New -
. Hampshire:plans to migrate ail License types-into an: ..
. enterprisc;wide solution and over the next 36:months.

"} HID st compare a-data extract from the states's -~

curment five (5) MS Access databascs containing.all
active Licensees with the DEA numbers froi the Drug-.
Enforcement Agency and populate the PMP database
with all active prescribers and dispensers authorized to
prescribe.or dispense schedule 11-1V controlled: o
substances within the state/prior 10 "go-live™. Incliides
Physicians (approximatety 6300); Physician assistants
(approximately 575); Optomeirists-(approximately.
130); Pharmacists (approximately 2600); Pharmacies:
~-in state {(approximately 300); Non-Resident -
(approximately. 500); Naturopathic:Doctors: . . --. .-
(approximately 80); and Podiatrists (approximately .
103). - L .

plcay Sl
¥ ,,_,és’

Application must compare a data extract from the.
states' current five (5).MS Access Databascs. .. A
application containing active Licensees with the DEA
numbérs from the Drug Enforcement Agency ona- '
monthly basis ipﬁcti:nﬁinéall"char'tgcsin'acti\}f‘é
prescribers and dispensers authorized to prescribe or
dispense schedule I1-1V controlled substances within: -
the state and update. all.changes o the. PMP database
(ncw and inactive l_.Ailc;_néccs).‘__ Physicidns o
(approximately 6300); Physician.assistants
(approximately 575); Optometrists (approximately
130); Pharmacists (approximalciy'2600); Pharmacies
in state (approximately 300); Non-Resident '
(approximately 500); Naturopathic Doctors
(approximatcly 80); and Podiatrists (approximately

103).
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hyersionzEEs ',;_-2.’_,.,..:, ;

HID must-create data cxtract process lhat can cnthcrrbc
automaticatly run or casily executed from thc states's. z
current five (5)MS Access databases contammg aill~
- | active Licensees for Physicians (approximately 6300)
* .| Physician assistants {(approximately 375}, OplomclnstSe :
1 (approximately.130); Pharmacists (approxnmatcly
-{ 2600); Pharmacies in.slate (approximately 300) Non
"1 Resident {approximately 500); Naturopathic Doctorss=.; -+
(approximately: 80); and Podiatrists (approxlmmc!y '
103). Notcthat the State of New Hampshire plansto ..
migrate all Licensc types into an cntcrpnsc-mdo :
solution and overthe next 36 months. - .

A. Conversion Testing Responsibilities

‘the conversions for Acceptance Testing and production.

The HID Team and the State, based on their ass1gncd conversion reSpon5|b1hI|cs as'set forth in
Contract E,xhlb!t F: Testing Services shall identify applicable test scripts and installation
instructions, adapt them to,the Project specifics, test the business process, and compare wilh the

" documented expected results.

The HID Team-and the State, based on their assigned conversion responsibilities, shali execute
the applicable test scripts that completc the conversion and compare execution results with the

documented expected results.
The HID Team and the State, based on their assigned conversion responsibilities, shall develop

and unit test their assigned conversions.
The State and theé HID Téanis shall jointly conduct System and Inicgrauon Testmg, verifying

and validating the accuracy and completeness of the conversions.
The Staie and the HID Teams shall jointly verify and validate the accuracy and complctcness of

[

5. INTERFACES
Interfaces shall be implemented in cooperation with the State. The following Table 5 1 ldcntlf'cs the

interfaces within the scope of this Contract and their relative assignment.

Not Applicable -
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6. APPLICATION MODIFICATION
To more fully address the Statc’s requirements, the HID Team shall implement the foliowing

application modifications. The following Table 6.1

identifies the modifications that are within the

scope of this Contract.

Table 6.1: Modifications — HiD Developed

7. PRELIMINARY WORK PLAN
The following Tabl

enuiremen

A AR SO

T A
ponents,

ey

S

mect the level established to; suggestpossible drug.
abuse or diversion must be deleted within 6 months '
afier the initial prescription . wasidispensed. Al
other. informationfiecords: must; b€ deleted ' after 3
years per RSA 318-B:32:1V.. The level established:
to suggest possible drug:abuse: or misuse is-defined
as Schedule Il - IV controlled. dfugs obtained
through 6 Practitioners, 6 Pharmacies, within 3
months or 100mg or -greater of: ‘morphine or
morphinc cquivalents perday.-

: Category A: Al records will' be-retained in
application for the first 6-months.. Al six.(6) months
and- one. (1) day ., all records not: meeting the -level
established to suggest possible drug abuse-or misuse
mus! be deleted.. Moving forward; the- most current.
6 months of data must be retained in-the. &pplication
using the same deletion criteriaz; & - B
Category B: All records relating to.any individual
who mect the level established to suggest possible
drug abuse or misusc must be retained for 36 months
from the most: recent \{iqlali'ol‘l'_ date: .- At thirty six
(36) months and onc (1) day’, all; records older than
i 36 months must be deleted. - Moving, forward, the
| most current 36 months of data must-be retained in
_the application using, the same deletion criteria. . |

]

!

{ .

I 1f Back-Up Tapes need (o be used to restore data;
! the record deletions as defined in. Requirements
.?

I B2.2-and-B23 must. be performed prior to making
the data available o users.

e 7.1 provides the preliminary agreed upon Work Plan for the Contract. Dates

will be modified upon contract approval.

Table 7.1: High Level Preliminary NH Project Plan
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New Hampshire PDMP Project Work Plan

Nole that the workp]an dates will be modified once the contract is approved and in force per the schcdulc

required.
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FICENSE-GRANT

HID hereby grants to the State a worldwide, perpetual, irrevocable, non-exclusive, non-transferable,
limited license to use the Software and its associated Documentation, subject 1o the terms of the
Contract. The State may allow its agents and Contractors to access and use the Software, and in such
event, the State shall first obtain written agreement from such agents and Contractors that ¢ach shall

abide by the terms and conditions set forth hercin.

i,

2. SOFTWARE AND DOCUMENTATION COPIES
HID shall provide tH: State with a sufficient number of hard copy versions of the Software’s
_ associated Documentation and one (1) elecironic version in Microsoft WORD and PDF format. The
State shall have the right to copy the Software and its associated Documentation for its internal
business needs. The State agrees to include copyright and proprictary notices provided to the State by

HID on such copies.

3. RESTRICTIONS
Except as otherwisc permitted under the Contract, the Stale agrees not 10:
a. Remove or modify any program markings or any notice of HID’s proprictary rights;
b. Make the programs or materials available in any manner to any third party for usc in the
third party’s business operations, except as permitied herein; or
Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE :
HID must hold the right (o allow the State to use the Software or hold all title, right. and nterest

(including all ownership and intellectual property rights) in the Software and its associated
Documentation.

S. THIRD PARTY
HID shall identify all third party contracts to be provided under the Contract with HID's Proposal.
The terms in any such contracts must be consistent with this RFP and any resulting Contract,
including, but not limited to Appendix H: State of New Hampshire Terms and Conditions General

Provisions Form P-37.

6. VIRUSES

HID shall provide Sofiware that shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performance of the Software in accordance with the

Specifications.

As a part of its internal development process, HID will use reasonable efforts to test the Sofiware for
viruses. HID shall also maintain a master copy of the appropriate versions of the Software, free of
viruses. If the State believes a virus may be present in the Software, then upon its request, HID shall
provide a master copy for comparison with and correction of the State’s copy of the Software.
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7. SOFTWARE ESCROW

7.1 HID represents and warrants that the currently existing source code for the Sofiware licensed to
the State under the Contract, as well as the Documentation for such Software, and developer
comments to the source code for the Software (the “Deposit Materials™ have been deposited in
-an escrow account maintained at EscrowTech International, Inc. (the "Escrow Agent") as required
by this Contract. Future Deposit Materials for major version releases (e.g., X.y.z) of the Software
not otherwise delivered to the State Licensee as source code shall be deposited in the escrow
account (normally within six (6) months afier the first commercial -shipment of each such
release). HID shall promptly pay to the Escrow Agent all escrow fees that become due under the

Escrow Agreement to maintain the Software in escrow..

7.2 HID agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. The Escrow Agent shall notify the State that it has been added as a
subscriber within a commercially reasonable time. Thereafier, upon the request of the State, to be
made no more frequently than annually, RID shall provide the State with writlen verification that

the Software has been deposited with the Escrow, Agent.

7.3 The Escrow Agent shall make and release a copy of the applicable Dc:posit'Matcrials to the State
upon the occurrence of any of the following events ("Release Events"):

(a) HID has made an assignment for the benefit of creditors: 7

(b) HID institutes or becomes subject to 2 liquidation or bankruplcy proceeding of any kind;

{c) A recciver or similar officer has been appoimcd to take charge of all or pari of HID’s
‘assels; ' ‘ ' : :

(d) HID terminates its maintenance and operations support services for the State for the
Sofiware or has ceased supporting and maintaining the Software for the State whether
due 10 its ceasing to conduct business generally or otherwisc, except in'cases where the |
termination or cessation is a result of the non-payment or other fault of the State;

(¢) HID defaults under the Contract; or -

(D HID ccases its on-going bissiness operations or that portion of its business operations
relating 1o the licensing and maintenance of the Sofiware.

7.4 In the event that Deposit Materials are released from escrow to the State, HID hereby grants the
State the right to use, copy, modify, display, distribute, and prepare derivative works of the
Deposit Materials, and to authorize others to do the sanie on behalf of the State (Contractors,
agents, elc.), solely for the purpose of completing the performance of HID’s obligations under
the Contract, including, but not limited to, providing maintenance .and support for the Software

and subject to the rights granted in this Contract.

7.5 HID agrees to pay all costs associated with the escrow covered by this Contract, except for
nominal fees to cover the ‘cost of reproduction and distribution of release of the Deposit
Materials to the State, including all related reasonable administrative expenses..

b
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1. WARRANTIES

1.1

1.2

1.3

1.4

1.5

1.6

Services o
HID warrants that the System will operate to conform to the Specifications, terms, and

requirements of the Contract.

Software ' ‘ ' -
HID shall warrant that the Software is properly functioning within the System,
compliant with the requirements of the Contract, and will operaie in accordance with the

Specifications.

Software shall be archived and or version controlled through the use of Harvest
Software.

Non-Infringement .
HID warrants that it has godd title to, or the right to allow the State to use, all Services,
equipment, and Software (“Material”) provided under this Contract, and that such

Services, equipment, and ‘Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual properly rights or misappropriate a (rade
secret of any third party. ’ _ .

Viruses; Destructive Programming
HID warrans that the Software shall not contain any viruses, destructive programming,

-or mechanisms designed (o disrupt the performance of the Software in accordance with

the Specifications.

Compatibility

HID shall warrant that all System components, including any replacement or upgraded
System Soflware components provided by HID to correct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any functionality.

Services )

HID shall .warrant that all Services providcd.‘undcr the Coniract will be provided in a

_professional manner in accordance with industry standards and that Services will comply

with performance standards.

2. WARRANTY SERVICES
HID agrees to maintain, repair, and correct Deficiencies in the System Software, inclyding but not
limited to the individua! modules or functions, during the Warranty Period, at no additional cost to the
State, in accordance with the Specifications, Terms and requirements of the Contract, i'ncluding,
without limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive  programming; and replacing incorrect, Defective or Deficient Software and

Documentation.
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Warranty Services shall include, without limitation, the following:
a. Maintain the System Software in accordance with the Sp:ciﬁcaliohs and Terms of the

Contract; .
b. Repair or replace the System Sofiware or any portion thereof so that the System operates in

accordance with the Specifications, terms and requirements of the Contract;

HID shall have available to the State on-call telephone assistance, with issue tracking

available to the State, twenty four (24) hours per day and seven (7) days a week with an email

{ telephone response within two (2) hours of rcquest, with assistance response dependent

upon issue severity;

d. On-site additional Services within four (4) business hours of a request;

Maintain a record of the activities related to warranty repair or maintenance activities

performed for the State;

f.  For all Warranty Service calls, HID shall ensure the following information will be collected

and maintained: 1) naturc of the Deficiency; 2) current stalus of the Deficiency; 3) action

plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution

information; 6) resolved by 7) identifying number ie. work order number; 8) issue

identified by.

HID must work with the State to identify and troubleshoot potentially large-scale Software

failures or Deficiencies by collecting the following information: 1) mean time -between

reported Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)

identification of repeat calls or repeat Software problems; and _

h. All Deficiencies found during the Warranty Period and all Deficiencies found with the
Warranty Releases shall be corrected by H ID no later than five (5) business days, unless
specifically extended in writing by the State, and at no additional cost to the State.

In the event HID fails 1o correct a Deficiency within the allotied period of time, the State may, at its
option,: 1) declare HID in defaull, terminate the Contract, in whole or in part, without penalty or
liability to the State; 2) return HID's product and receive a full refund for all amounts paid to HID,
including but not limited to, any applicable license fees within (90) days of notification to HID of the
State’s intent to request a refund; and 3) to pursue is remedies available at iaw and in equity.

Notwithstanding any provision of this Contract, pursuant to Contract Agreement -Part 2 Scction 13.1,

the State’s option to declare HID in default, terminate the Contract and pursue its remedies shall
remain in effect until satisfactory completion of the full Warranty Period.

3. WARRANTY PERIOD - ' .
The Warranty Period shall commence upon the State’s issuance of a Letter of Acceptance for the UAT

and extend for Ninety (90) days.

ty Period, the Software fails 1o operate in
Il cease. HID shall correct the Deficiency,
her Deficiencies with the Software must be

If within the last thirty (30) calendar days of the Warran
accordance with its Specifications, the Warranty Period wi
and a new thirty (30) Warranty Period will begin. Any furt}
corrected and run fault free for thirty (30) consecutive calendar days.
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HID shall provide the following Training Services.

HID will provide user training and-support to all users of the PDMP.

Training for State Staff
HID will provide two (2) days of onsite, instructor led training for State staff.

The stafT training guide used during the training sessions will provide information about key features of
RxSentry and serve as a step-by-step guide for the most commonly-used administrative RxSentry functions,

such as:

Logging on to RxSentry (Accessing the system and its contents) '
Understanding security roles and permissions

Security and confidentiality issues

Entering data into the system

Creating queries

Generating reporis and lctlers

Viewing drug profiles

Performing searches far pharmacies, prescribers, and recipients of controlled substance recipients
Understanding “clustering™ and data normalization methods
Understanding data file formatting and uploading by dispensers
Validation and quality transmissions and correcting crrors

The training sessions will also be supported by the RxSenfry User’s Guide. This document will scrve as a
procedural puide and reference for the NH PDMP system. It is intended for all personnel—end users, advanced
users, and system operators—and is designed to supplement the customized training sessions received from
HID. The uses’s guide will be customized to reflect the New Hampshire PDMP system and the protocols and

policies of the NH BOP, and it will be updated accordingly as changes arc made to the system. Additionally,
help desk support throughout the life of the contract will ensure that assistance with RxSentry system

functionality is available.

The training program will use the following format:

Content - A staff training guide, (provided by HID), which wili be used to train NH BOP staff on the most
commonly-used features of the RxSentry PDMP. This guide will be customized to target the specific
training needs of NH BOP.

Evaluation - H1D collects feedback regarding the training sessions using a training evaluation form that is
distributed 1o each training attendee at the conclusion of the training session. The feedback is used to fine-
{une subsequent {raining, To date, HID has received excellent feedback on the quality and content of the on-

sil¢ training sessions.

Duration - Typically eight (8) hours per day.
Location of training - NH BOP office or other site designated by the NH BOP.

An excerpted RxSentry User's Guide is provided as Appendix 6. HID will also be responsible for “train-the-
{rainer” training and will provide additional optional training if necessary.

1
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Training for Dispensers and Data Requesters

Upon coniracl award, HiD will provide raining guides 107 The purpose of origntngaispensers anddata——————

requesters to the RxSentry application. These guides will be made available within RxSentry and on the Web
site HID will host for the State. They will be updated and reposted accordingly as changes are made to the

system. .
The guide specifically designed for dispensers (RxSentry Dispenser s Implementation Guide) includes such
topics as:

Creating an upload account

Formaiting files for upload

Selecting and employing a file upioad method

Verifying file upload success

Correcting upload errors

The guide specifically designed for data requesters includes such topics as:

Developing queries
Running standard reports

Crealing ad hoc reports
A sample RxSentry Dispenser’s implementation Guide is provided as Appendix 7.

Training for Practitioncers

Upon contract award, HID will provide online training guides for the purpose of orienting practitioners 10 the
querying and reporting capabilitics within the RxSentry application. This guide will be made available within
RxSentry and on the website HID will host for the State. 1t will be updated and reposted accordingly as changes

are made 1o the system.
The guide specifically designed for practitioners (RxSentry Practitioner’s Training Guide) includes such topics
as: . .
Developing querics
Running standard reports
Creating ad hoc reports
A sample RxSentrv Practitioner s Training Guide is provided as Appendix 8.

The guide specifically designed for practitioners (RxSentry Training Guide for Law Enforcement Users)

includes such topics as:

v

Continuing Education
HID strongly encourages its POMP clients Lo participate in continuing education efforts organized by the
' Alliance for States with Prescription Monitoring Programs and the Nationai Association of State Controtled

Substances Authorities (NASCSA).

Additionally, HID provides significant web-based continuing education with our clients. HID has found that
individual sessions have provided a greater benefil to our clients than other approaches because each PDMP is

customized 1o fit each client’s program nceds, State laws, and program goals. HID will provide six (6) training
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webinars within six (6) months following “go-live™ for up to 60 end users as requested in the requirements of -
this RIFP. Each training webinar will be limited to 24 users. o

Client Meetings
HID provides annual client meetings for all POMP clients. Clients are able to share success stories and funding
strategies, learn about future developments, and speak to HID PDMP managers and developers about concerns
or ideas. Client feedback questionnaires resulted in excelient marks validating the success of these meetings
) . +
Support
HID’s clinical’professionals—pharmacists, physicians, and nurses——know the industry, our products, and their
needs forleaming how to work within RxSentry. They have helped develop RxSentry from the beginning and
bring a sound understanding of the workflow and environments of healthcare providers in the community. With
their assistance, HID has developed training materials that establish best practices-wheri training the major users
for our system: Siate staff, practitioners, dispensers, data requesters, and law enforcement agencies.

The feedback received during training sessions-allows MID training staff the ability to further refine the
materials to address any gaps perceived in'user learning, HID's Help Desk also assists in identifying potential
issues. HID's PDMP help desk staff will record all phone calls and e-mailed questions creating a log of user
needs that are constantly evalualed against training and user guides. Because HID’s technical writing team and
the training staff work together closcly, these issues can be addressed in updated iterations of the online training

and user guides tn a timely manner.
41D provides onsite instructor led training for State staff during implementation. After successfully training
staff for PDMP implementation in 23 States, HiD finds that onsite instructor. led training leads to active learning

through.classroom style:participation. Active learning empowers learners and assists in creating a strong support
system for staff as they are able 10 feceive direct attention (o their questions; receive immediate answers, and

evaluate their learning through the training process.

If necessary, HID will provide web based training after implementation. Web based training can assist in
solidifying knowledge afler onsite instructor led training and assist users in supplementing their learning or

educate themselves to updates in the RxSentry programing.

Online training guides for the purpose of orienting practitioners to the querying and reporting capabilities within
the RxSentry application are provided to dispensers, data requesters, practitioners, and law enforcement
agencies. The training guides provide users with refined and casy-1o-use instructions to understand the software
and its use. HID will also provide web based training malerials for these user groups if necessary.

HID collects feedback rcgai;ding the training sessions using a training evaluation form that is distributed to cach
training altendee at the conclusion of the training session. The feedback is used to fine-tune subsequent training.

To date, HID has.received excellent feedback on the quality and content of the on-site training sessions.

Additionally, HID’s PDMP Help Desk will provide support 8:00 a.m. 10 5:00 p.m. ET, Monday through Friday
except State of New Hampshire holidays, throughout the life of the contract. This will ensure that assistance
with RxSentry system functionality, and specifically ad hoc report and query creation, is always available.
HID's PDMP help desk is a fully-staffed with a team of customer support professionals, including one help desk
manager and six help desk representatives. The help desk team records each call and e-maii in a Customer
Relations Management tool which captures detailed information on the user, issue, and resolution. HID's PDMP
help desk’s average response lime to phone calls is less than thirty (30) seconds. Average response time to e-

mails is less than five (5) minutes.

2014-042 Exhibit L-Training
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' . STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBITL
TRAINING SERVICES -

HID will provide customer support in a variety of methods, including toll-free telcphone numbers and  e-mail
addresses 10 the_POMP help desk, strang, reliable user docimeniation, and online help. All user documentation

will provide contact information to the PDMP help desk. And, the contact information will be made available on
the H1D-hosted NH PDMP public website.

The training manuals and user guides will allow trained users 1o research and locate answers 10 their questions.
The skills required 10 access and-use the system effectively are explicitly documented in the training manuals
customized for cach user group. All traisiing documentation is designed, developed, and maintained by HID’s
expert technical writing team led by Connie Lewis, MBA, HID’s Director of Technical Writer. Ms. Lewis has
21 years of experience in various aspecis of the Information Technology ficld. She has extensive experience
designing, writing, and publishing both online and hardcopy-user documentation for commercial soflware
projects and. for-training purposes. Commitied to developing clear, usable, and user-friendly. ddcumentation and .
serves as a user advocate in each project she undertakes, Ms. Lewis has led the design and development of all

documentation for the PDMP team.

HID's technical writing team is fuily cquipped to develop solutions and qﬁickly revise.the user documentaion to
meet the needs of the NH BOP .and the users. During implementation, HID will work with NH BOP 1o develop
user documentation, allowing time for NH BOP review and edits. HID will usc-WorkZoan)dpcumcnlalion

tracking application to record all versions and changes to documentation.

(1D will provide NH PDMP user documentation including the RxSentry User's Guide, RxSentry Dispenser s
Implementation Guide, RxSeritry Practitioner s Training Guide, and RxSentry Training Guide for Law
Enforcement Users to assist the State in making coordinated efforts to promote the new PDMP and train
practitioners and dispensers on its use.. With continually updated training manual and HID’s PDMP Help Desk,
the State will ‘be prepared for any future training once implementation is completed. HID's PDMP:Help Desk
will be available Monday through Friday from 8:00 a.m. t0 5:00 p.m. ET excluding New Hampshire State
holidays. HID's PDMP Training Manager will also be available to assist the State with these endeavors during,

implementation and as nceded throughout the life of the project.

All user documentation used during system training will be made available on the NH PDMP website. HID
will also provide the NH BOP with clectronic versions of these documents to place on the-NH BOP site as
requestcd. These documents will be updated and reposted accordingly as changes are made to the syslem.

Connie Lewis, MBA, Dircctor of Technical Writing, will oversee the customization of these documents for
each client as well as the maintenance of these: documents “throughout the - contract-life.

2014-042 Exhibit L-Training
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBIT M -
NH BOARD OF PHARMACY RFP 2014-042 (WITH ADDENDA) INCORPORATED

NH BOARD OF PHARMACY RFP 2014-042, with all included addenda, are included by reference
as binding Deliverables to this Contract.

2014-042 Exhibit M-Agency RFP with Addendums
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
VENDOR PROPOSAL BY REFERENCE

HID Proposal dated January 31,

2014 to the New Hampshire Board of Pharmacy is
incorporaled herein by reference. .

i

2014-042 201 x-xxx Exhibit N-Contracior Proposal by Reference
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
" EXHIBIT O
SPECIAL EXHIBITS, ATTACHMENTS, AND CERTIFICATES
Attached are:

Contractor's-Certificateof-Vote/Anthority

Contractor’s Centificate of Good Standing
Contractor’s Certificate of Insurance

2014-042 Exhibit O-Certificates and Attachinents
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CERTIFICATE

I, Devin R. Gibson, do hereby represent and certify that:

(1) 1am a Manager of Health Information Designs, LLC, an Alabama limited liability company (the "Company").
(2) I maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.

(3) 1 am duly authorized fo issue cértificates with respect to the Company.

(4) The signature of Guy R. DiBenedetto, President and Chief Executive Officer, of this Company affixed to any
contract instrument or document shall bind the corporation (o the terms and conditions of the contract mstrumcnl or

document.
A

(5) The foregoing signature authority has been in effect since May 15, 2012.

(6) The foregoing signature authority has not been revoked, annulled or amended in any manner whatsoever, and
remains in full force and effect as of the date hereof,

IN WITNESS WHEREOF, 1 have hereunto set my hand as Manager of the Company.
jun e S ')0_{ _

Devin R. Glbson, Manager

STATE OF Aabama

COUNTY OF__ Aex
5 yéday of  Jure , 2014, before me, Devin R. Gibson

On this the
personally appeared and acknowledged himself to be Manager of Health Information Designs, LLC, an Alabama limited

liability company, and that he, as such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREOF [ hereunto set my hand and official seal.

Tani? Puboeniy

Notary Public /-

My Commission Expires:

4 077
/WAA(? T



State of Nefr Hampslyire
Bepartment of State

CERTIFICATE

I, William M. Gardncr; Scc-rela{y 01‘" State of the State of New Hampshire, do hereby
certify that Health In_fomaatior; De,s;igns, LLC doing business in New Hampshire as I-'IiD.
Alliance, a(n) Alabama limited liability coﬁqpany, registered 10°'do business in New
Hampshire on Yanuary 28, 2014. 1 further certify that.it 15 1n good s.llanding_ as far as this

office is concerned, having paid ihé‘:féil_zs required by law.

In TESTIMONY WHEREOF, I hereto
'set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 4" day of June, A.D. 2014

% Sl
William M. Gardner
Secretary of State




Client#: 4137 :

ACORD.

CERTIFICATE OF LIABILITY INSURANCE

HOISO

DATE {MMDOY YY)
6/04/2014

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED.BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AU_THORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: !l the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. f SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, cerlain policies may require an endorsement. A statement on this cerificate does not confer rights to the

certificate holder in lieu of such endorsement(s).
PRODUCER ) e il FaulkTEs - 7
Harmon Dennis Bradshaw, Inc. mﬁxu: 334-273-7277 ”—'gm}: 334:273.9197
334-273-7277 et ss: ifaulkner@hdbinsurance.com
P.0O. Box 241667 PRUOUCER
AL 361 24 CUSTOMCR 1D £:
Montigomery, INSURER(S) AFFORDING COVERAGE NAKC #
INSURED | wsuren & : Sentinel Insurance Company 11000
Ar;aly'tlcs Holdmgs, LLC Health wsurcr o ; The Hartford 29424
Infor. De5|gns LLC HOI Solullons LLC WSURER C ¢ ASIWCF/Midwest EmplOerS
Sanovia Hcallh-lnfc. Dcsngns. LLC meurzr o ; SeAlry Insurance a Mutual Compa 24068
391 Industry Drive, Auburmn, AL 36832 wsurer e . Hudson Specialty Insurance Comp
INSURERF :
COVERAGES . CERTIFICATE'NUMBER: r [ . REVISION NUMBER:
THIS IS TO CERTIFY THAY THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD |
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED. OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
| sxcrusions anp CONDITIONS OF SUCH F'oucuss LIMﬂ'S SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
:ﬁ_s'.nn TYPE OF INSURANCE . o \wo POLICY NUMBER ;oucv EfF IPOchv EXP LTS
A | GENERAL LIABILITY X | x |21UENNED947 106/07/2014]06/07/2015 eAcH DCCURRERCE 51:000,000
. NTED
X | COMMERCIAL GENERAL LIABILITY i PR;—MISES (G2 ocourvence)__ | $300,000
lcwusmoe OCCUR MED EXP (Ary ons persony | 510,000
] PERSONAL 8 ADV NJURY | 51,000,000
|| GENERAL AGGREGATE 52,000,000
" GEN1, AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMPIOP AGG- | 32,000,000
—
leouer [ 1588 [ oo ' _ s
A | AUTOMOBHE LIABILITY X | X |21UENNED47 06/0712014]06/07/2015 COMBINED SINGLE LiMIT s .
i . (Ensccidene) 1,000,000
| X] anyauto P BODALY INJURY (Per person) | $
|| auL owneo auTos G BODIY MY (Per acigemy| 5
|} SCHEDULED AUTOS PROPERTY DAMAGE
| X| viReD auTos {Per accident) s
X{ NON.OWNED AUTOS s
___‘ . s
B XI UMBRELLALIAR | X | ocoum 21RHUKK9599 06/0772014{06/07/2015 erct OCCURRENCE s4 000,000
EXCESS L1AB CLAIMS-MADE AGGREGATE 54,000,000
|| oEoucTieLE s
X{ reTennion s 10,000 s
WORKERS COMPENSATION WC STATLL OTH.
C | D EMPLOYERS: LIABILITY i 637501 01/01/2014301/0%/2015 X | TorY | IMITS £n
D | AnY PROPRIETORPARTNEREXECUT 9054351 01/01/2014)01/01/2015 €.L. EACH ACCIDENT 51,000,000
OFFICERMEMBER EXCLUDED? ME@ NIA i
{Mandatory in NH! i E£L. DISEASE - EA EMPvoveg| 51,000,000
DE“CRIPTION OF OPERATIONS below I ! E.L. DISEASE - POUCY LT | 51,000,000
E (Profcssional EUC08117002 i’OGIO?I2014 .
1

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES {Attach ACORD 101, Additionat Remarks Schedule, # more space i |

CANCELLAT:ON Co

CERTIFICATE HOLDER

New Hampshire Board of Pgarmacy
121 South Fruit Street
Concord, NH 03301

AUTHORZED nmi&m;&w& S

P g/g/m'

ACORD 25 (2009/09) 1 of1

#5250997/M250911

The ACORD name and logo are registered marks of ACORD

© 1988-2009 ACORD CORPORATION. All rights reserved.
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STATE OF N.H. P-37 CONTRACT CHECKLIST

1. State Agency Name & Address:
Office of Professional Licensure and Certification,

Pharmacy Board

2. Primary Agency Contact Phone Number :
603-271-6980

e = ~ e

questions/discussion):
Michelle Ricco Jonas

Michelle.Riccod onas@nh.gav

5. Sccondary Agency Contact (for contract return):
Sarah Blodgett

6. Sccondary Agency Contact Phone Number:
6032716985

7. Céntractor Name (See P-37, Block 1.3):
Health Information Designs, LLC (HID)

8. Price Limitation (Sce P-37, block 1.8):
$568.,568

9. Targeted G & C Closing Date:
0672972016

10. Targeted G&C Mecl:ng Date:
061292016 ‘

11.

RUSH? YX] N[J REQUESTED RUSH RETURN DATE FROM DOJ __
(If requested return date is less than two wecks from Targeted G & C Closing Date, please explain on separate sheet.)

6/1512016

Did the agency review the contract, its attachments, cover letter, and all other materials included with the

12

submission, and redact information that is private, confidential, proprictary, or otherwise exempt from public
disclosure under RSA 91-A or other laws? YESX NO [ .

PART !1: CONTRACT CHECKLIST FOR DEPARTMENT OF JUSTICE REVIEW

Item Verify v Comments
|| Fully and properly cxecuted;
all blocks on P-37 fully
Execution completed. Each page X
13 . pag
. initialed by contractor. All
modifications initialed by the
parties.
Exhibit A Not Applicable
14. gﬁg&i:sr Scope of Scrvices described | [] '
in detail
(P-37) '
Exmblt B Contract price, method and .
ayment . Not Applicable
15. Terms terms of payment described ]
(P-37) in detail,
Exhibit C Modifications, additions
Special and/or deletions to Form P- ; .
16. Provisions 37, General Provisions, L Not Applicable
(r-37) described in detail.
Page §i.of 5
Vesion 5-8-15




STATE OF N.H. P-37 CONTRACT CHECKLIST

“Certificate of Good Standing
attached.{ I. See RSA 5:18-

Secretary of | o 11 Individuals contracting | [X]
State’s Office | . ; .
Certificate of in their own name do not
17. A Standing need a CGS. Business O
(“CGS™) orgamzahons and trade
names need a CGS, except N/A
for nonresident non-profit
corporations.)
Cerlificate of CV{\ z.machcd. ..
Vote/ (In(_.‘]mduals cootracling In
. their own name do not need 7
18. Authorily . .. 4
(“CVA™) a CVA. Business enuties
and trade names need 2
CVA.)
Certificate of Insurance form
attached with insurance
Certificate of | coverage required under the
19.  Insurance contracl. Modifications of [
insurance coverage required
under the contract specified
in Exhibit C. '
Bond/Sccurity | If contract requires a bond,
20. and Powerof | required documentation (c.g. | [] | Not Applicable
Attorney letter of credit) is attached.
Contractor demonstrales
compliance with or
Workers® excm;?lion ﬁ:om RSA 281-A
21. Compensation (and, if applicable, RSA X
228:4-b and RSA 21-E80,
and any other applicable
laws or rules).
Originally approved contract
and any prior amendments
provided to DOJ and DAS =
22 Amendment with amendment. Exercise
) of any renewal/extension
options in the original
contract identified in
amendment.
Busmf:ss Fully executed HIPAA '
Associate : ;
23. Agreement Busincss Associate [ | Not Applicable
: Agreement atiached.
Ccm?plclcd Confirm that the agency has
Review for .
24. . checked “yes™ to Box 12 [
Nonpublic :
above.

Information

Page 2 0f §
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STATE OF N.H. P-37 CONTRACT CHECKLIST

. FOR DOJ USE ONLY |
[ DATE RECEIVED: DATE APPROVED: ¢ ( ,g /lé
DATE CONDITIONALLY APPROVED: DATE REJECTED:

REVIEWING ATTORNEY: 1 |} pir, o N Ao d&(h‘ % L\ PHONE AND EMAIL:

Shorted. (s devoh

NOTES

Page 3 of §
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STATE OF N.H. P-37 CONTRACT CHECKLIST

PART 2: CONTRACT CHECKLIST FOR DEPARTMENT OF ADMINISTRATIVE SERVICES REVIEW

Item Verify o Comments
25.  Request Letter | Requesting Party; purpose
—Requested | (to enter into a contract),
Action contractor name/address; X
cost; services; iming,;
funding source.
26. Request Letter | Verify that funding is
— Funding & | available; contingent upon
Funding future budgets; allocated by | [X]
Statement fiscal year; proper account
numbers used.
27. - Request Letter | Degeription of services;
— Explanation | reason for retroactive or
sole source; details of [
bidding process; proper
statewide approvals
obtained.
28.  DolT Approval | Dept. of Information
(if applicable) | Technology Approval X
Letter attached.
29, Personnel Director of Personnel
Approval signature on P-37 or X
(if applicable) | approval letter atiached.
30. Lease Review/Approval by
Approval DAS/Bureau of Planning & | [[] | Not Applicable
Management, if applicable.
35 Bid Criteria & scoring,
Evaluation/ | evaluation team members [1{ Not Applicable
Summary & qualifications included,;
bid-opening minutes.
32 Central Limit contract to period for
Services — Is a | which a statewide contract
Statewide _is not available. (] | Not Applicable
contract '
available?
33.  Memorandum | One request for both
of agencies with all required | [ ]| Not Applicable
Undersianding | information/approvals. 1
34 Authorized Agency signatory must
Signor have legal authority (via 4}
statute or power of
attorney) to contract on
behalf of the State.
3s. Social Service | Provide latest F/S; list of
Conlracts BOD,; key personnel & 1| Not Applicable
salaries; resumes of those
involved in the project.
36. Format Pages double-sided; % inch
margins; font is 10 Pica or

Pagcd of §
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STATE OF N.H. P-37 CONTRACT CHECKLIST

larger; all'pages
sequentially numbered and
labeled (Page 1 of _;
Exhibit A, B, eic); pages
initialed and dated by

PR
vl auior,

37. Number of
Copies

One original plus 11 copies
(10 G&C and | DAS)

38. Order of
Documents in

Request

Package

G&C Letter; bid summary,
DolT approval; personnel
approval; lease approval,
cxecited contract or
<contract amendment;
Exhibit A; Exhibit B;
Exhibit C; Certificate of
Good Standing;
Certificate of Vote/
Authority; Certificate of
Insurance; Bond/Sccurity
and Power of Afttorney,
Workers' Compensation;
Business Associaie
Agrecment; Social Services
Documents; Audiled F/S,
BOD, key personnel,

| resumes; original request

letter & contracy, if current
request is an amendment.

39. Review for
Nonpublic
Information

Confirm that the agency
has checked “yes” to Box
12 above.

X

FOR DAS USE ONLY
[ DATE RECEIVED: REVIEWING BUSINESS SUPERVISOR:
PHONE: EMAIL:
NOTES
Page Sof 5
Version 5-8-15



CONFIDENTIAL

December 21, 2016
Via Federal Exprcsé |

Michelle Ricco Jonas

State of New Hampshire Board of Pharmacy
121 South Fruit Street

Concord, New Hampshire 03301-2412
(603) 271-2350

Re: Consent to assignment
Ladies and Gentlemen:
We refer to the following contract or contracts (the “Agreement(s)”):

e Contract No. 2012-042, dated as of June 5, 2014, by and between Health Information
Designs, LLC and the State of New Hampshire Board of Pharmacy, as amended pursuant
to Contract Amendment A, dated as of June 7, 2016.

Please be advised that Health Information Designs, LLC (“HID") on December 9, 2016 entered
into an agreement relating to a sale transaction (the “Transaction™) whereby it transferred certain
of its operating assets to Appriss Inc. on behalf of itself and its affiliates (“Buyer”). The
Agreement(s) is one of the transferred assets.

Please indicate by counter-signature of this letter that you irrevocably consent to the Transaction
and to the assignment of the Agreement(s) to Buyer and waive any rights you may have under the
Agreement(s) with respect to the Transaction, including, without limitation, any right to receive
notice, terminate the Agreement, declare a default or impose transfer fees or costs. You
irrevocably agree that the Transaction will not constitute a default under, or give you any right to

-terminate, the Agreement(s). You irrevocably agree that, as of December 9, 2016, Buyer, and not
HID, shall (i) be responsible for performance under the Agreement(s) and the obligations
thereunder and (ii) have all rights (including the right to payment), claims, credits, causes of action,
defenses and rights of set-off of any kind arising out of, relating to or in respect of the
Agreement(s).

Except as expressly provided herein, this letter shall not alter, modify, amend or in any way affect
the terms, conditions, obligations, covenants or agreements contained in the Agreement(s). Except
as expressly provided herein, your consent as described above shall not constitute a consent to any
future assignment. This letter may be executed in counterparts (including by facsimile or pdf),
each of which shall be deemed an original, but all of which together shall constitute one and the
same document.




[f you have any questions, please contact Natalie Browning at (502) 815-5630 or
nbrowning@apprisshealth.com. Thank you.

* * *
Sincerely, Agreed as aforesaid:
APPRISS INC.
Name: 220cnr  Cobsn- Name: PeterDanles

Title: Title: ive Di
W PRE 1104 am ) Wi Executive DI!‘GCtOf




