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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

D1 VISION OF PUBLIC HEAL TH SER VICES

Lori A. Shibinettf 29 HAZEN DRIVE, CONCORD. NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501

Fax: 603-27M827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov

Director

February 18, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Trustees of
Dartmouth College (Vendor #177157-6013), Hanover, NH to continue operation of the NH State
Cancer Registry per New Hampshire RSA 141-B and in accordance with the Centers for Disease
Control and Prevention's (CDC) National Program of Cancer Registry standards to complete data
modernization activities In accordance with the National Program of Cancer Registry, by
increasing the price limitation by $2,010,573 from $4,381,239 to $6,391,812 and by extending the
completion date from June 30, 2022 to June 30, 2024, effective upon Governor and Council
approval. 80.3% Federal Funds. 19.7% General Funds.

The original contract was approved by Governor and Council on November 18, 2016 (Item #21),
amended on June 6, 2018 (Item #13), amended on May 15, 2019 (Item #11), and most recently
amended on November 18, 2020 (Item #32).

See attached fiscal details

EXPLANATION

The Department is required to collect information on cancer cases diagnosed in NH and
among NH residents per New Hampshire RSA 141-B. The Department is requesting to extend
the contract to allow for continuous operation of the NH State Cancer Registry and to enable the
Contractor to complete the necessary data modernization activities. This request is Sole Source
because the Department is seeking to extend the contract beyond the completion date and there
are no renewal options available. The Contractor currently operates the NH State Cancer Registry
and is therefore uniquely qualified to complete the necessary enhancements.

The purpose of this request is to amend the contract to continue operation of the NH State
Cancer Registry and expand upon the current work, including data modernization activities in
accordance with the National Program of Cancer Registry standards. The Contractor will also:

•  Collaborate with the Department on electronic pathology reporting.

•  Participate in electronic pathology workgroup calls.

•  Review incoming electronic pathology reports.

•  Respond to requests related to the registry database, electronic pathology reports,
electronic provider reports, and electronic reports from hospital cancer registries.

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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•  Review, refine, and evaluate data management reports, dashboard Interfaces, and
administrative interfaces.

•  Participate in and contribute to the cancer surveillance cloud-based computing
platform Data Governance Council meetings.

•  Develop training materials and resources to promote engagement of local leaders
around interpretation and use of Standardize Incidence Ratios.

•  Collaborate with the Department and develo)^ training and resources to promote
engagement of local leaders.

•  Engage stakeholders In project development and Implementation to ensure utility
and usability of deliverables.

• Collaborate with the Comprehensive Cancer Program to share information on
cancer survivorship experiences in New Hampshire.

Approximately 1.3 million individuals will be served during State Fiscal Years 2022, 2023,
and 2024, through cancer-related programming that is informed using data from the NH State
Cancer Registry.

TYie Department will monitor services to ensure:

• All data variables listed in New Hampshire Administrative Rule He-P 304.2 are collected
in the NH State Cancer Registry for each incident cancer case.

•  The NH State Cancer Registry database meets CDC's National Program of Cancer
Registries and North American Association of Cancer Registry standards.

•  Data are ninety-five percent (95%) complete based on obsen/ed-to-expected cases as
computed by CDC.

•  The NH State Cancer Registry meets data quality criteria from the Advanced National
Data Quality Standards.

Should the Governor and Council not authorize this request, the Department would be
unable to collect information on the majority of cancers diagnosed in NH as obligated per New
Hampshire RSA 141-B. Additionally the Department may be unable to support a high quality
cancer registry and will lose the ability to monitor cancer trends: respond to community concerns
related to cancer clusters; inform and educate communities about cancer risk; develop policies
and plans that address cancer risk in the community; evaluate the effectiveness, accessibility and
quality of cancer prevention and control strategies; and provide data to researchers to understand
the causes and treatments for cancer.

Area served: Statewide.

Source of Federal Funds: Assistance Listing Number #93.898, FAIN #NU58DP006298,
Assistance Listing Number #93.991, FAIN #NB010T009381.

In the event that the Federal or Other Funds become no longer available, additional
General Funds will not be requested to support this program.

Respectfully submitted,

Lori A. Shibinette

Commissioner



Fiscal Details

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehensive Cancer Control Program & Cancer Registry

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for ProQ Svc
90080080 $251,736 $0 $251,736

- Sub Total: $251,736 $0 $251,736

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY 100%

General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 601-500931
State Fund

Match
90056005 $100,045 $0 $100,045

Sub Total: $100,045 $0 $100,045

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF COMM & HEALTH SERVICES, CDC ORAL
HEALTH GRANT

100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class.Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for Prog Svc
90080080 $173,000 $0 $173,000

Sub Total: $173,000 $0 $173,000 ■

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS. HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF COMM & HEALTH SERVICES, CANCER
REGISTRY

100% Federal Funds CDC. NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Prog Svc
90080080 $446,542 $0 $446,542

2019 102-500731
Contracts

for Prog Svc
90080080 $454,217 $0 $454,217

2020 102-500731
Contracts

for Prog Svc
90080080 $543,542 $0 $543,542

2021 .102-500731
Contracts

for Prog Svc
90080080 $411,194 $0 $411,194

2022 102-500731
Contracts

for Prog Svc
90080080 $411,194 $183,863 $595,057
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2023 102-500731
Contracts

for Prop Svc
90080080 $0 $529,201 $529,201

2024 102-500731
Contracts

for Prog Svc 90080080 $0 $529,201 $529,201

Sub Total: $2,266,689 $1,242,265 $3,508,954

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF COMM & HEALTH SERVICES, CANCER
REGISTRY 100% General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2019 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2020 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2021 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2022 102-500931
State Fund

Match
90056005 $150,000 $21,974 $171,974

2023 102-500931
State Fund

Match
90056005 $0 $186,667 $186,667

2024 601-500931
State Fund

Match 90056005 $0 $186,667- $186,667

Sub Total: $750,000 $395,308 $1,145,308

05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF POLICY & PERFORMANCE, PREVENTIVE
HEALTH BLOCK GRANT

100% Federal Funds CDC Preventive Health and Health Service Block Grant (PHHSBG)

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Prog Svc
90001037 . $69,611 $0 $69,611

2019 102-500731
Contracts

for Prog Svc
90001037 $69,611 $0 $69,611

2020 102-500731
Contracts

for Prog Svc
90001037 $69,611 $0 $69,611

2021 102-500731
Contracts

for Prog Svc
90001037 $100,000 $0 $100,000

2022 102-500731
Contracts

for Prog Svc
90001037 $19,611 $119,000 $138,611

2023 102-500731
Contracts

for Prog Svc
90001037 $0 $119,000 $119,000

2024 102-500731
Contracts

for Prog Svc 90001037 $0 $119,000 $119,000

Sub Total: $328,444 $357,000 $685,444



Fiscal Details

05-95-90-902010-10790000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF COMM & HEALTH SERVICES,
PEDIATRIC CANCER SURVEY

100% Other Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2021 102-500731
Contracts

for Proq Svc
90080095 $500,000 SO $500,000

2022 102-500731
Contracts

for Proq Svc
90080095 $0 $0 $0

Sub Total: $500,000 $0 $500,000



Fiscal Details

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

.  Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2019 102-500731
Contracts

for Prog Svc
90080080 $11,325 $0 $11,325

2020 102-500731
Contracts

for Prog Svc
90080080 $0 $0 $0

2021 102-500731
Contracts

for Prog Svc
90080080 $0 $0 $0

2022 102-500731
Contracts

for Prog Svc
90080183

$0 $16,000 $16,000

2023 102-500731
Contracts

for Prog Svc
90080183 $0 $0 $0

2024 102-500731

Contracts

for Prog Svc
Contracts

for Prog Svc

9008018

. . 3
$0 $0 $0

Sub Total: $11,325 $16,000 $27,325 .

TOTAL: $4,381,239 $2,010,573 $6,391,812



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

vvwvv.nh.gov/doit

Denis Goulct

Commissioner

Febntar>' 14, 2022

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street >

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Teehnology (DoIT)
has approved your agency's request to enter into an amendment with Tnistees of Dartmouth College, of
Hanover, NH, and as described below and referenced as DoIT No. 2016-081D.

■ The purpose of this agreement is for the Trustees of Dartmouth College to allow fbr
continuous operation of the NH State Cancer Registry and to complete data modernization
activities in accordance with the National Program of Cancer Registry.

I
The funding amount for this amendment is S2,010,573, increasing the current contract from
$4,381,239 to $6,391,812 and extending the completion date from June 30. 2022 to June
30, 2024. This amendment shall become effective upon Governor and Executive Council
approval through June 30, 2024.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/RA

DoIT #2016-0810

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

State of New Hampshire
Department of Health and Human Services

Amendment #4

This 4"^ Arnendment to the Cancer Registry Operations contract is by and between the State of New
Hampshire, Department of Health and Human Services ("State" or "Department") and Trustees of
Dartmouth College ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 18, 2016, (Item #21), as amended on June 6, 2018, (Item #13), as amended on May 15,
2019 (Item #11), and subsequently amended on November 18, 2020 (Item #32) the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
In consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

June 30, 2024.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$6,391,812.

3. Modify Exhibit A, Amendment #3 by replacing it in its entirety with Exhibit A, Amendment #4, which
is attached hereto and incorporated by reference hereiri.

4. Modify Exhibit A-1 Additional Cancer Data Registry Technical Requirements by replacing it in its
entirety with Exhibit A-1, Amendment #4, Additional Cancer Data Registry Technical Requirements
which is attached hereto and incorporated by. reference herein.

5. Modify Exhibit K, Amendment #3, Section 2, Paragraph 6., to read:

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground mail or
courier such as FedEx or UPS within the continental U.S. and when sent to a named individual.

,6. Modify Exhibit K, Amendment #3, Section 4, Paragraph 5., to read:

5. The Contractor will provide regular security awareness and education for its End Users in
support of protecting Department confidential information. The Contractor will not permit access .
to confidential information unless End Users attest to receiving security awareness and HIPAA
training within the last year.,

7. Add Exhibit B-10, Amendment #4, which is attached hereto and incorporated by reference herein.

8. Add Exhibit B-11. Amendment #4, which is attached hereto and incorporated by reference herein.

9. Add Exhibit B-12, Amendment #4, which is attached hereto and incorporated by reference herein.

10. Add Exhibit B-13, Amendment #4, which is attached hereto and incorporated by reference herein.

RFP-2017-DPHS-03-CANCE-01-A04 Trustees of Dartmouth College Contractor Initials:,

2/22/2022
A-S-1.0 Page 1 of 3 Date:



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

All terms and conditions of the Contract and prior amendments not modified by this Amendment #4
remain in full force and effect. This Amendment shall be upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

2/22/2022

Date.

•DocuSlgn6d by:

a/.

M. Ti-lley

Title: Director

Trustees of Dartmouth College

2/22/2022

Date

■OocuSIgned by:

Narne:^^°"'^"'^- i ©dartmouth. edu
Title: Director, office of sponsored Projects

RFP-2017-DPHS-03-CANCE-01-A04 Trustees of Dartmouth College"

A-S-1.0 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

-OoeuSlgnttJ by:

2/23/2022

;

Date Name:Robyn Guam no

Attorney

I hereby certify that the foregoing Amendment was approved by the Governor arid Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

RFP-2017-DPHS-03-CANCE-01-A04 Trustees of Dartmouth College

A-S-1.0 Page 3 of 3



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

Scope of Services

1. Provisions Applicable to All Services
1.1. The Contractor agrees that, to the extent future legislative action by the New

Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to,
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. All services to be performed under this contract shall be in accordance with
New Hampshire Department of Health and Human Services (DHHS), New
Hampshire law RSA 141-B, New Hampshire Administrative rules He-P 304,
United States Public Law 102-515, and Centers for Disease Control and

Prevention (CDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1. The Contractor shall present for discussion and proposed modifications, a
Work Plan. The timeline and work plan shall meet all due dates for
deliverables noted in the Deliverables and Key Performance Indicators set
forth in Section 15 of this document.

2.2. The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract.

2.3. The Contractor shall ensure appropriate contractor personnel are required
to attend regular meetings with Department staff as well as other meetings
as necessary.

2.4. The Contractor shall allow full participation of the DHHS in the ongoing,
onsite operations of contract activities including interacting directly with
contractor staff, viewing abstract processing, participating in customizing
registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor sha|l provide DHHS with technical assistance and expertise
.  on matters within the scope of work of the contract.

2.6. The Contractor shall collaborate with DPHS on electronic pathology (ePath)
reporting through the APHL AIMS Platform.

2.7. The Contractor shall participate in bi-weekly calls and in quarterly ePath.
Workgroup (WG) calls with laboratories.

2.8. The Contractor shall review incoming ePath reports for completeness and
quality and use ePath reports for case finding.

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials _

RFP-2017-DPHS-03-CANCE-01-A04 Page1of21 Daie



DocuSign Envelop© 10: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

2.9. The Contractor shall respond to requests for size of registry database,
number of ePath reports, electronic provider reports, and electronic reports
from hospital cancer registries.

2.10. The Contractor shall participate in evaluation activities to measure the
effectiveness of the Cancer Surveillance Cloud-Based Computing Platform
(CS-CBCP) to improve timeliness, completeness, and quality of cancer
reporting.

2.11. The Contractor shall participate in requirements-gathering sessions to
provide input on CS-CBCP functionality, and identify any further
development opportunities.

2.12. The Contractor shall review, refine, and evaluate data management reports,
dashboard interfaces, and admin interfaces.

2.13. The Contractor shall actively participate in and contribute to CS-CBCP Data
Governance Council meetings.

3. Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with RSA.141-B and Part He-P 304 of the
New Hampshire Administrative Rules,
http;//www.gencourt.state.nh.us/rules/state_agencies/he-p300.html. The
Contractor shall collect information and maintain an electronic database of
all incident cancer cases occurring among the New Hampshire population
according to the Administrative Rules.

3.2. The Contractor shall facilitate and encourage submission of reports for
each incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 141-B:7
(http://www.gencourt.state.nh.us/rsa/html/X/141-B/141-B-mrg.htm), all the
data variables listed in administrative rule He-P 304.02 by "health facilities"
within an expected time frame as listed in Administrative Rule He-P
304.01(e) and He-P 304.01(1)
(http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html).
Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors! ("Health Facilities" shall be defined according
to the Administrative Rules.)

3.3. The Contractor shall inform DHHS of facilities that remain out of compliance
with reporting requirements despite Contractor notification in the following
situations:

3.3.1. Denial or lack of access to pathology reports or medical records;

3.3.2. Lack of submission of reports within one month or expected date;
and

3.3.3. Lack of response to letter or other formal inquiry within one month.
DS

j
Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials

2/22/2022
RFP-2017-DPHS-03-CANCE-01-A04 Page 2 of 21 Date



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

3.4. The Contractor shall adhere to Timetable of Data Deliverables:

3.4.1. The NHSCR data shall meet the following five (5) data quality
criteria [National Data Quality Standard (formally known as the 24-
Month Standard)]:

3.4.1.1. Data are ninety-five percent (95%) complete based on
observed-to-expected cases as computed by CDC.

3.4.1.2. There are three percent (3%) or fewer death-
certificate-only cases.

3.4.1.3. There is a one (1) per one thousand (1,000), or fewer,
unresolved duplicate rate.

3.4.1.4. The maximum percent missing for critical data
elements are:

3.4.1.4.1. Two percent (2%) age.

3.4.1.4.2. Two percent (2%) sex.

3.4.1.4.3. Three percent (3%) race.

3.4.1.4.4. Two percent (2%) county.

3.4.1.4.5. Ninety-nine percent (99%) pass a
CDC-prescribed set of standard
edits.

3.4.2. . The NHSCR data shall meet the following data quality criteria
[Advanced National Data Quality Standards (formally known as
the 12-Month Standard)]:

3.4.2.1. Data are ninety percent (90%) complete based on
observed-to-expected cases as computed by CDC.

3.4.2.2. There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3.4.2.3. The maximum percent missing for critical ciata
elements are:

3.4.2.3.1. Three percent (3%) age.

3.4.2.3.2. Three percent (3%) sex.

3.4.2.3.3. Five percent (5%) race.

3.4.2.3.4. Three percent (3%) county.

3.4.2.3.5. Ninety-seven percent (97%) pass a
CDC-prescribed set of standard
edits.

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials _

RFP-2017-DPHS-03-CANCE-01-A04 Page 3 of 21 Date _2/22/^2



DocuSign Envelope ID; AEC191F^B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

3.4.3. The NHSCR shall conduct data linkages needed for registry
operations upon request and establish a mechanism for
reimbursement of staff time spent on these projects.

4. Case Ascertainment Activities

4.1. The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2. The Contractor shall establish and implement case reporting from any new
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4. Reserved.

4.5. The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology
laboratories.

4.6. The Contractor shall perform death clearance at least annually. Death
clearance should be performed by matching records in the NHSCR with New
Hampshire mortality data provided by the DHHS and with National Death
Index, to determine the level of the NHSCR's record completeness for in
state and out-of-state deaths to New Hampshire residents where cancer is
identified as a cause of death.

4.7. For in-state deaths, the Contractor shall make a determination as to the

cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This shall include contacting the certifier of the death for case
follow back as necessary. For deaths of individuals in NHSCR database, the
contractor, shall electronically update the Vital Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
reports, rapid reports, and non-reportable data sources using data linkage
processes to ensure maximum case ascertainment.

4.9. . The Contractor shall update the NHSCR Operations Policies and
Procedures Manual and the Systems, Security and Integrity Manual
annually. This manual on NHSCR procedures is for potential distribution to
all reporting health providers and health facilities. The manual will provide
documentation of the objectives, implementation and operation of the
registry. All the contractor staff of the Cancer Registry Operations and
DHHS, including the DHHS Information Security Officer, shall be provided
with a copy of the manual. This manual shall contain, at a minimum:

4.9.1. Most current reporting laws/regulations;

4.9.2. List of reportable diagnoses;

4.9.3. List of required data items.

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials

RFP-2017-DPHS-03-CANCE-01-A04 Page 4 of 21 Date



OocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

4.9.4. Procedures for data processing operations including:

4.9.4.1. Procedures for monitoring timeliness of reporting;

4.9.4.2. Procedures for receipt of data;

4.9.4.3. Procedures for database management including a
description of the Registry Operating System
(software);

4.9.4.4. Procedures for conducting death certificate
clearance:

4.9.4.5. Procedures for implementing and maintaining the
quality assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting
facilities on quality issues. These
procedures include rules for
identifying when action or further
investigation is needed;

4.9.4.5.2. Conducting record consolidation;

4.9.4.5.3. Maintaining detailed documentation
of all quality assurance operations;

4.9.4.5.4. Procedures for education and

training.

4.9.5. Procedures for conducting data exchange including a list of states
with which case-sharing agreements are in place, subject to existing
agreements, and DHHS approval;

4.9.6. Procedures for conducting data linkages.

4.9.7. Procedures insuring confidentiality and data security including
disaster planning;

4.9.8. Procedures for data release including access to and disclosure of
information as permitted by RSA 141-8, and He-P 304 and which
may require use of DHHS Data Sharing or Exchange Agreement,
and approval; and

4.9.9. Procedures for maintaining and updating the NHSCR Operations
Policies and Procedures Manual and the Systems, Security and
Integrity Manual.

4.10. The Contractor shall revise the NHSCR operations manual when any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.
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4.11. The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms, reporting
requirement document, and Webplus user guides.

4.12. The Contractor shall determine needed updates in consultation with the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access.

4.13. Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the completeness of case reporting and
accuracy for completion.

4.14. The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to:

4.14.1. Preparing for the DOE and responding to its firidings with
procedural changes.

4.14.2. Conducting receding audits focusing on the new North
American Association of Central Cancer Registries (NAACCR)
18 variables.

4.14.3. Reserved.

4.14.4. Obtaining data and reports, and providing feedback related to
the DQE including, but not limited to:

4.14.4.1. De-identifying any data that needs to be sent to the
auditor;

4.14.4.2. Transmitting the data;

4.14.4.3. Responding to questions on the data and any
additional requests from the auditor;

4.14.4.4. Reviewing the preliminary DQE report and
providing feedback;

4.14.4.5. Participating in the final DQE feedback meeting;
and

4.14.4.6. Utilizing DQE feedback to amend procedures to
optimize data quality.

4.15. The Contractor shall implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
subject to existing agreements between DHHS and NAACCR, and which
may include approval and signing of a DHHS Data Sharing or Exchange
Agreement including, but not limited to:

>  D8

J
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4.15.1. Reviewing and accepting the VPR template and proposed
procedures for the central data release application form.

4.15.2. Amending NH's data release procedures so that the
Department (NH DHHS).as allowed by He-P 304, participates
in the central approval process.

4.15.3. Comparing the documents used by NH and those proposed by.
NAACCR as the coordinating body for the VPR Cancer
Linkage System.

4.15.4. Collaborating with the New Hampshire DHHS Privacy Officer
and DHHS Legal and Regulatory Services to assess whether
the common VPR process is acceptable to the Department.

5. Additional Requirements

5.1. The Contractor shall continue business operations to support the State's
requirements defined in Exhibit A-1, Additional Cancer Data Registry
Technical Requirements.

5.2. The Contractor shall continue to provide and set up necessary computer
hardware, including servers and computers for the NHSCR contractor staff,
necessary to maintain the NHSCR database. All hardware and software
shall be compatible with NPCR requirements.

5.3. The Contractor shall provide connectivity for all reporting facilities to
transmit data to the NHCSR.

5.4. The Contractor shall maintain secure web access to the NHSCR seven
days per week for Web Plus on-line data entry and data file uploading.

5.5. The Contractor shall continue to utilize the current automated data
management system, consistent with national standards and populated with
NHSCR data. (The Department maintains the discretion to utilize any kind
of data management system. There shall be no modifications to the data
management system software without the approval of the Department,
DHHS Information Security and NH DolT).

5.6. The Contractor shall train staff in operation of software systems.

5.7. The Contractor shall update all the components of.the software, as required
and shall participate in the relevant CDC software users group.

5.8. The Contractor shall revise the WebPlus login page to include a terms and
conditions for use statement and acknowledgement. The Contractor
agrees to work with the Department to develop this language.

Trustees of Dartmouth College Exhibit A-Amendment #4 Contractor Initials.
2/22/2022

RFP-2017-DPHS-03-CANCE-01-A04 Page 7 of 21 Date



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

5.9. The Contractor shall work with the Department's Information Security to
review and evaluate its Security Improvement Plan and complete a Privacy
Impact Assessment (PIA) as directed by the Department. Both parties will
endeavor in good faith to develop and finalize the Security Improvement
Plan by March 31, 2022. If the March deadline is not met, the
Department, at its discretion, may approve a 30-day extension. The
Contractor shall implement the Security Improvement Plan by setting
reasonable milestones and dates for implementation, as approved by
the Department's project manager.

5.10. The Contractor shall continue to develop and implement procedures for the
electronic submission and processing of laboratory pathology and cytology
reports utilizing NAACCR standards.

5.11. The Contractor shall maintain an electronic log of facilities and personnel
who report data to NHSCR (in excel or access or any other system) which
includes at minimum; facility ID, name and contact information of personnel
(reporters and supervisors), and log of prior facility contacts. Access logs
shall be kept for six (6) years.

5.12. the Contractor shall maintain NHSCR Technical Assistance reports
between NHSCR and reporters. Maintain these files or modify or upgrade
them with approval of the NH DHHS Information Security Officer.

,5.13. The Contractor shall maintain an electronic log of all abstracts received from
each reporting facility that includes facility ID, number of abstracts received,
date received, format of data received and NAACCR version if electronic

submission. Abstract logs shall be kept for six (6) years.

5.14. The Contractor shall maintain the prior NHSCR vendor copies of hard copy
logs and electronic logs of abstracts submitted to NHSCR for six (6) years.

5.15. The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by NH DolT, DHHS. NPCR or
NAACCR standards. Make further upgrade(s) or replacements(s) during the
life of this contract, at an additional negotiated price, if so requested by
DHHS.and subject to all necessary state approvals.

5.16.. Reserved.

5.17. Reserved.

6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports.

6.2. The Contractor shall consolidate tumor records and treatment information

in accordance with standards set forth by NPCR, NAACCR or the SEER.
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6.3. The Contractor shall perform routine, standard edit checks on all reports
received in accordance with NPGR and NAACCR standards. The contractor

shall be responsible for the. accuracy of the data it codes, edits and
consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include:

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles

as chosen by the DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found
and corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current
or prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two
or more consolidated records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal
of the duplicates from the NHSCR database - even after current
accession year has closed.

6.4. The Contractor shall assure that the individual case records in the NHSCR

automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical
processing and data compilation for analytical purposes. Areas to be edited
include, but are not limited to:

6.4.1. Data Range Checks;

6.4.2.. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4-5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that
■ exactly match legitimate New Hampshire City, town,
or village names in list supplied by DHHS.

6.4.5.2. City at diagnosis, the code for county and state of
diagnosis, must always agree and where city at
diagnosis exists, a code for county at diagnosis must
be provided.

6.4.5.3. Vital status and cause of death fields must

correspond, and cause of death must be a valid ICD-
10 cause of death code or one of the special
NAACCR codes, unless this information is missing
from data supplied by NH Vital Records. ,—os

j
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6.4.5.4. Records should be checked to make sure that the

physician's name is correctly entered into first and
last name fields.

6.4.5.5. Records should be checked to compare sex of
patient and the first name of the patient as a guide
for determining correct entry of the record.

6.4.5.6. No logical conflicts shall exist between all the
treatment diagnosis fields and the related reason for
no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central
Registry edits to data fields.

6.5. The Contractor shall geocode all * cancer reports of New Hampshire
residents for address and census tract, for a given year and accurately
incorporate new and revised coding into NHSCR database.

7. Internal Security Vulnerability Testing

7.1.

7.2.

7.3.

7.4.

Reserved.

Reserved.

Reserved.

The Contractor shall conduct on-going vulnerability testing of databases,
website, web-based portals, or systems developed, implemented,
managed, or supported as a deliverable for this contract. Certification of this
testing will be provided to DHHS Information Security. The objective of said
Vulnerability Testing Is to identify design and/or functionality issues in
infrastructure of systems that could expose Confidential Data, as well as,
computer and network equipment and systems to risks from malicious
activities. Within 15 days after a Vulnerability Test has revealed a security
risk that does not have an immediate remediation path, the Contractor will
provide DHHS Information Security with a report of the security issues that
were revealed and within 45 days of testing the Contractor will provide
DHHS Information Security with a remediation plan. DHHS will decide, in
consultation with the Contractor, which, if any, security issues revealed from
the vulnerability Test will be remediated by the Contractor.

8. Information and System Security Policies and Procedures

8.1. Reserved

8.2. Reserved

8.3. Reserved

8.4. Reserved

8.5. Reserved

8.5.1. Reserved.
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8.5.2. Implement full security measures, which include all applicable
privacy, confidentiality standards, to ensure the security and
quality of all the elements in the NHSCR database through
procedures that shall include the following:

8.5.2.1. Ensure that equipment is protected from theft
and accidental or deliberate damage or misuse .

8.5.2.2. Ensure that once computer programs and data
sets are completed and in routine use, they are
protected against tampering. Carefully control
access to and maintenance of computer
programs and NHSCR database.

8.5.2.3. Ensure that copies of original data submitted are
maintained and never altered.

8.5.2.4. Ensure that data are protected against
inadvertent or deliberate destruction,
modification, or dissemination.

8.5.2.5. Ensure procedures for backup, archiving, and
disaster recovery for computer programs and
NHSCR database.

8.5.2.6. Ensure that passwords are changed, access
denied and other security procedures are in
place to protect against ongoing access and
sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

8.6. The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additional cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted,
altered, tampered with, or improperly coded/processed any data sets during
the duration of the Contract.

8.7. The Contractor shall immediately report to the NH DHHS Information
Security Officer of all errors or anomalies in the NHSCR data, which could
reasonably believe to suggest that security, privacy, or integrity of the
NHSCR, or its data may be compromised. The results of any analysis shall
be reported to the NH DHHS Information Security Officer and, in addition,
the steps it has taken or intends to take to ensure security and integrity of
the NHSCR and its data.

8.8. Reserved.

8.9. Reserved.

9. Training and Education
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9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and complete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities.

9.2. The Contractor shall provide technical assistance by phone or in person to
individual reporting facilities and providers during normal weekday business
hours; response time for telephone consultation shall be no longer than one
working day after request is received or for onsite consultation, no longer
than 10 working days.

9.3. The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities.

9.4. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster compliance with reporting requirements as
developed by the DHHS. The meeting will be hosted either in person, or
remotely using Zoom or equivalent software, if PHI or other Confidential
Data (as defined in Exhibit K - DHHS Information Security Requirements)
will be shared a HIPAA compliant video conferencing solution must be used.

9.5. The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may include instruction on proper cancer

■  coding; use of edit sets; new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order
to increase its capacity for collecting and utilizing cancer-related data by
increasing staff knowledge.

9.7. The Contractor shall develop training materials and resources to promote
the engagement of local leaders, including local health officers, town
administration, and elected officials, around interpretation and use of
Standardized Incidence Ratios (SIRs), which includes, but is not limited to:

9.7.1. Collaborating with the Department and developing training and
resources to promote the engagement of local leaders,
including local health officers, town administration, and elected
officials around interpretation and use of SIRS.

9.7.2. Engaging stakeholders, including the Department, the
APPLETREE program, other state partners, community
members, and members of the target population, in project
development and implementation to ensure utility and usability
of deliverables.
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9.7.3. Developing training resources to promote an understanding of
the State's process for responding to cancer investigations, in
order that local leaders are able to fit Into and inform the

process, including ho\A/ to best assess concerns and
understand related environmental, health outcome, and risk

factor data.

9.7.4. Engaging stakeholders; arranging and facilitating meetings;
researching and assembling materials; facilitating training
sessions; and producing and posting resources, including
written materials and recorded presentations and/or trainings.

9.7.5. Providing a formal evaluation, that includes but is not limited to
written materials and recorded training sessions, to share with
partners from other states to support their efforts in response to
environmental health concerns.

10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and
assure complete case ascertainment and high quality data from all reporting
sources in accordance with NH rules and regulations, NAACCR, and NPGR
standards.

10.2. The Contractor shall implement a QA/QC implementation plan (including ,
timeline) which at minimum includes the. following activities and routine
operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities.

10.2.2. A routine schedule for edits and internal management reports.

10.2.3. A routine schedule for internal audits for QA/QC and data

security and provision of these reports to DHHS. The plan shall
include written procedures for the internal monitoring of quality
assurance procedures and written procedures /steps
implemented if quality control goals are not met.

10.2.4. Procedures for documenting edits/changes made to data during
processing.

10.2.5. Routine training, assessment and professional development of
the contractors' staff.

10.3. The Contractor shall perform case finding activities utilizing traditional and
non-traditional sources to assure timeliness and completeness of cancer
reporting.
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10.4. By October 31st of each year, the Contractor shall obtain from each
reporting hospital a "diagnostic index" for case findings at all hospital
reporting facilities. A diagnostic index is defined as a detailed patient listing
of all discharges meeting certain definitions in medical records coding. The
Contractor shall encourage facilities to submit electronic diagnostic indices
and request that they monitor their own diagnostic indices each month.

10.5. By October 31st of each year, the Contractor shall complete Death
Clearance.

10.6. For each hospital, as resources allow, the key variables specified by
NAACCR and NPCR will be selected for visual editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rale identified in total from these fields is greater than 2%, then the
NHSCR will continue to visually edit cases from that hospital and will work
with the hospital registrar to improve abstracting.

10.7. The Contractor shall ensure that cleanliness of the database is, at a

minimum, in accordance with accepted NAACCR standards. A 2% error
rate threshold shall be the guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

11.1. The Contractor shall produce semi-annual timeliness and completeness
reports by hospital to monitor case reporting activities. The Contractor shall
supply aggregate timeliness and completeness reports to DHHS on a semi
annual basis, stating which hospitals are delinquent in their reporting and
the steps taken to improve reporting from delinquent hospitals.

11.2. Reserved.

11.3. " The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion. ^

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1, 1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1, 1995 to date upon request.
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11.7. Upon approval from the DHHS, the Contractor shall submit finalized
datasets to NAACCR and to NPGR as specified by the NAACCR and NPGR
standards and Call for Data requirements. Submit copies of each of these
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states \with which DHHS has a data exchange agreement, in accordance
with the terms of the exchange agreement. The data shall be submitted
using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with
seven (7) states and additional agreements may be executed by the DHHS
during the life of this contract and shall be accommodated by the contractor.

11.9. Upon the Department's approval, which may include signing a DHHS Data
sharing or Exchange Agreement, the Contractor shall provide selected
health researchers, with electronic copies of NHSCR data for certain
specific data elements requested and cleared by DHHS. DHHS will provide
the Contractor with specific instructions describing the variables authorized
for release, the years of data required, and any other information such as
database format.

11.10. Upon approval from the DHHS which may include signing a DHHS Data
Sharing or Exchange Agreement, the Contractor shall provide data to the
Vermont Breast and Cervical Program for breast and cervical cancer cases
among Vermont residents diagnosed in New Hampshire in accordance with
the program's approved application for data release by DHHS.

11.11. Upon approval from the DHHS which may include signing a DHHS Data
Sharing or Exchange Agreement, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program's approved application for data release by
DHHS.

11.12. Upon approval from the DHHS which may include, signing a DHHS Data
Sharing or. Exchange Agreement, the Contractor shall provide breast
cancer case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
case data from the NH Mammography Network.

11.13. The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DHHS within 3 working
days of receipt of the request.

12. Other Programmatic Activity

12:1. The Contractor shall make available key personnel to meet with appropriate
DHHS personnel, as requested, to discuss policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.
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12.2. The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

12.3. The Contractor shall convene annually the New Hampshire State Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry and to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians).

12.4. The Contractor shall participate as an active member when needed in New
Hampshire Comprehensive Cancer Collaboration..

12.5. The Contractor shall work with the Comprehensive Cancer Program to
share information on cancer survivorship experiences in NH as permitted or
allowable by state and federal law, and any applicable IRB or other
restrictions or protocol relating to contacting individuals.

12.5.1. Primary sources of information should be NH Provider
Interviews, Cancer Survivor Interviews, Cancer Survivorship
Surveys, and Childhood Cancer Focus Groups/lnteh/iews as
well as any other material that may be relevant. Work with
DPHS to identify important findings to present at the
conference.

12.5.2. Identify, in conjunction with DPHS, proper venues for sharing
information. Areas to be considered include stand-alone

conferences. Grand Rounds, integration into pre-existing
conferences and/or meetings, and recorded sessions etc.

12.5.3. Manage logistics of the event to include outreach, registration,
CME/CNE offering, pre and post survey, post event follow-up
for participant questions/inquiries.

12.5.4. Support DPHS in the development of event materials,
including developing informational sheets.

12.5.5. A minimum of 75 people shall be educated about cancer
survivorship experiences in NH.
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12.6. The Contractor shall participate as an active member \with DHHS to
collaborate in applying for grants that DHHS is interested in, regardless of
who receives the actual funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when
funding is received.

12.7. The Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably
qualified staff is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated with these services may include:

12.7.1. Assist in the preparation of data and narrative for the annual
cancer report for New Hampshire.

12.7.2. Assist in the investigation of cancer clusters and response to
concerns about the occurrence of cancer clusters in New

Hampshire.

12.7.3. Assist with the preparation of manuscripts for publication and
develop preparatory materials for professional meetings based
on the DHHS needs.

12.7.4. Provide Institutional Review Board (IRB review) for the DHHS
cancer registry section (i.e. Cancer cluster investigations).

12.7.5. Enter into agreements with other organizations as needed for
processing data according to the NPGR standards, for exarhple,
with the National Death Index to obtain death data, and with the

Veterans Administration (VA) to obtain VA cancer data.

13. Centers for Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets as requested by DHHS for the
purposes of the New Hampshire's application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative
Agreement will be submitted for and all funding will be awarded
to the DHHS.

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials _
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New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

13.1.3. Identifying contractor contributions to the NHSCR effort, not
state general funds or federal funds that would be applied to a
direct or in-kind match that may be required for application for
the CDC cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants
management staff.

13.1.5. Representing the NHSCR on the NPCR and NAACCR- task
force, users group and or committees to learn recent updates,
issues and share NH experiences with all other states and will
keep DHHS fully informed of all such activities.

13.1.6. Where appropriate, NHSCR will communicate directly with
NPCR and NAACCR on technical matters of cancer

surveillance, standards and submissions to NPCR and
NAACCR and will keep DHHS fully informed of all such
activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the terms of this contract and solicitation of

a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractor shall;

14.1.1. Provide the new vendor with a copy of the latest version of the
NHSCR database: the reporters' database; preregistration log;
and the original copies of all the backups of the database. ■ .

14.1.2. Write up procedures used to purge all NHSCR data from
vendor's hardware and send the procedures to DHHS
Information Security and the Program point-of-contact for
review and approval. After approval of the procedures by the
DHHS, purge all NHSCR data from the hardware of vendor.

14.1.3. Train up to four (4) people employed by the. new. vendor, by
means of a reasonable exchange of information on
administration of the NHSCR database, including an overview
of reporters and data exchange processes with other states.
The training is anticipated to involve at least the vendor's
database manager and Quality Assurance supervisor for
approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and
pathology reports submitted by reporting facilities; electronic
diskettes; and all documentation of interaction with reporting
facilities.

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractor Initials _
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14.1.5. Provide DHHS with a hard and electronic copy of the latest
version of the operation manual: system security and integrity
manual; and all other materials developed for the work process
of NHSCR during the contract process.

14.1.6. Close the web access for reporting facilities so that facilities can
no longer upload data of NHSCR data to the incumbent vendor.

14.1.7. Prior executing the above actions, the Contractor shall work
with DHHS to develop a Data Migration Plan that adheres to
Exhibit K - Information Security Requirements.

15. Deliverables and Key Performance Indicators

15.1. The Department shall follow performance indicators in Table 1 to measure
the effectiveness of the agreernent.

15.1.1., All dale references in Table 1 shall be used for this, contract

unless otherwise specifically noted in the main body of this
contract.

15.1.2. All time periods are calendar days and not business days
unless otherwise specifically noted in the main body of this
contract.

15.1.3. The Department shall work with the Contractor to develop a
CAP template and the parameters for corrective action if the
Contractor does not meet NPCR standards.

15.1.4. Annually, the Contractor shall develop and submit to the DHHS,
a corrective action plan (CAP) for any deliverable and/or
performance. The Contractor shall send a copy of the CAP to
the DHHS Information Security Officer if the CAP includes
information security or privacy deliverables and/or performance
actions.

Rest of page intentionally left blank

-DS

Trustees of Dartmouth College Exhibit A - Amendment #4 Contractorlnitiais

RFP-2017-DPHS-03-CANCE-01-A04 Page 19 of 21 Date



DocuSign Envelope ID: AEC191F5-B78F-450F-B8B1-7A49C2DF5A9A

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #4

Table 1

Description of Key Variables
Section

Number
Initial Term

Work Plan 2.1 30 days

Fully Qualified Staff 2.2 30 days

Allow DHHS Participation 2.4 Ongoing

Case Reportinq

3,4.1-4.3,
4.14.4,
11.1

Ongoing

Create/Update operation manual 4.9 30 days & ongoing

IT infrastructure/Webserver 5.5-5.8 30 Days

Install Registry Software and prior data 5.9-5:10 30 days

Processes for laboratory and pathology reports 4-5 30 days

Reporters database 5.12 •30 days

Registration log 5.13 30 days

Upgrade/Replace software 5.14 ongoing

DHHS data access 5.12-5.13 30 days & as needed

Procedures for Consolidation of cases and reports 6.1 30 days

Run edit checks 6.3 Ongoing'

Geocodinq 6.4.2 Ongoing

System security and policies and procedures

9.1,9.2,

9.5

14-60 days

Responsibility for consultation/assessment 8.1-8.2 Ongoing

QA/QC Plan 10.2 30 Days

Case Finding and Diagnostic Indices 10.4 October 31 of each year

Death Clearance 10.5 October 31 of each year

Quarterly Facility Reports 11.1 Once in 4 months

Annual progress Report 11.3 February 1 of each year

Final Incidence dataset 11.5 January 30 of each year

Extract of Incidence dataset 11.6 Ongoing

NPCR AND NAACCR Annual Report 11.7 Yearly,

Submit data to NPCR 11.7 November 30 of each year

Submit data to NAACCR
11.7 November 30 of each year

Interstate Data Exchange 11.8 Ongoing

Release of Data to researchers 11.9 Ongoing

Attend Meetings 12.2 Ongoing

CDC Cooperatiye Agreement Actiyities 13 Ongqing

Transition Activities 14 2 months

16. RESERVED

17. Reporting

17.1. The Contractor shall maintain income and expenditure records that shall be
available to the Department, upon request.

Taistees of Dartmouth College
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17.2.

17.3.

17.4.

17.5.

The Contractor shall submit a draft work plan, for the scope of services
referenced in Section 16, to the Department for approval within thirty (30)
days of Governor and Executive Council approval which shall include, but
Is not limited to:

17.2.1. A plan to meet each obligation of Amendment #3.

17.2.2. An estimated timeline.

The Contractor shall submit an updated work plan within sixty (60) days of
the contract amendment's effective date.

The Contractor shall submit quarterly reports within thirty (30) days at the
end of each quarter, for Department approval which shall include, but is not
limited to:

17.4.1. Brief narrative of work performed during the reporting period;

17.4.2. Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement;

17.4.3. Documented achievements; and

17.4.4. Progress made toward meeting the performance measures.

The Contractor shall submit an annual evaluation report within thirty (30)
days of the completion of the contract period which shall include, but is not
limited to:

17.5.1.

17.5.2.

17.5.3.

17.5.4.

18. RESERVED

19. RESERVED

Brief narrative of work performed during the reporting period;

Summary of work plans for the upcoming quarter, including
challenges and/or barriers to completing the requirements of
this Agreement;

Documented achievements; and

Progress made toward meeting the performance measures.

Trustees of Dartmouth College
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Additional Cancer Data Registry Technical Requirements

CANCER DATA REGISTRY TECHNICAL

REQUIREMENTS

CONTRACTOR ^

RESPONSE
CONTRACTOR COMMENTS

A GENERAL DATA SECURITY AND PRIVACY

A.I Reserved

A.2 Reserved

A.3 Reserved

A.4 Reserved

A.5 Reserved

A.6 Reserved

B APPLICATION SECURITY REQUIREMENTS

8.1 Reserved

8.2 Reserved

8.3 Reserved

8.4 Reserved

8.5 Reserved

8.6 Reserved

8.7 Reserved

8.8 Reserved

8.9 Reserved

8.10 Reserved

8.11 . Reserved

8.12 Reserved

8.13 Audit all attempted accesses that fail or
succeed identification, authentication, and
authorization requirements. Audit Logs shall be
retained for six (6) years.

Yes

8.14 Reserved

8.15 Reserved

8.16 Reserved

8.17 Reserved

8.18 Reserved

8.19 Reserved

8.20 Reserved

C. HOSTING REQUIREMENTS

0.1 Reserved

0.2 The Oontractor will not be responsible for
network connection issues, problems or conditions
arising from or related to circumstances outside the
control of the Oontractor, ex: bandwidth, network
outages and /or any other conditions arising on the
data submitters internal network or, more
generally, outside the Oontractor's firewall or any
issues that are the responsibility of the data
submitters Internet Service Provider.

Yes

0.3 Reserved

0.4 The Oontractor must monitor the application
and all servers.

Yes

0.5 The Oontractor shall manage the databases
and services on all servers located at the

Oontractor's facility.

Yes

Trustees of Dartmouth College
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Additional Cancer Data Registry Technical Requirements

0.6 The Contractor shall install and update all
server patches, updates, and other utilities within
30 days of release from the manufacturer. Security
patches and vulnerability updates will be applied as
soon as possible.

Yes

0.7 The Contractor shall monitor System,
security, and application logs.

Yes

0.8 The Contractor shall manage the sharing of
data resources

Yes

0.9 The Contractor shall manage daily backups,

off-site data storage, and restore operations.

Yes

0.10 The Contractor shall monitor physical
hardware.

Yes

0.11 The Contractor shall provide validation that
they have adequate disaster recovery procedures
in place.

Yes

0.12 The Contractor shall have documented

disaster recovery plans that address the recovery
of lost State data as well as their own. Systems
shall be architected to meet the defined recovery
needs.

Yes

0..13 The disaster recovery plan shall identify
appropriate methods for procuring additional
hardware in the event of a component failure. In
most instances, systems shall offer a level of
redundancy so the loss of a drive or power supply
will not be sufficient to terminate services however,

these failed components will have to be replaced.

Yes

0.14 The Contractor shall adhere to a defined

and documented back-up schedule and procedure.

Yes

0.15 Back-up copies of data are made for the
purpose of facilitating a restore of the data in the
event of data loss or System failure

Yes

0.16 Scheduled backups of all servers must be
completed weekly.

Yes

0.17 The minimum acceptable frequency is
differential backup daily, and complete backup
weekly.

Yes

0.18 Back-up site is physically located -5 miles
from the Production data to avoid complete data
loss with the loss of a facility.

Yes

0.19 If State data is personally identifiable, data
must be encrypted in the operation environment
and on back up tapes.

Yes

0.20 Data recovery - In the event that recovery
back to the last backup is not sufficient to recover
State Data, the Oontractor shall employ the use of
database backups in the restoration of database(s)
to afford a much closer to real-time recovery. To
do this, logs must be moved off the volume
containing the database with a frequency to match
the business needs.

Yes

f—Oi
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D. HOSTING REQUIREMENTS - NETWORK
ARCHITECTURE

D.1 The Contractor must operate hosting Services
on a network offering adequate performance to
meet the business requirements for the NHSCR
application.

The Applicant, an academic
institution, is not in a position to
guarantee uptime. The registry
operations do not provide a public
service but deal with a small number

of (-25) regular cancer reporters.

D.2 The Contractor shall provide network
redundancy deemed adequate by the State by

assuring redundant connections provided by
multiple Internet Contractors, so that a failure of '
one Internet connection will not interrupt access to
the NHSCR application

D.3 The Contractor's network architecture must

include redundancy of routers and switches in the
Data Center

D.4 Reserved

E. HOSTING REQUIREMENTS - SECURITY

E.1 Reserved

E.2 Reserved

E.3 Reserved

E.4 Reserved

E.5 Reserved

E.6 Reserved

E.7 Reserved

F HOSTING REQUIREMENTS - SERVICE

LEVEL AGREEMENT

F.1 The DHHS and Health Facilities shall have

unlimited access, via phone or Email, to the
Contractor's technical support staff between the
hours of 8:00am to 4:30pm- Monday thru Friday
EST.

Yes

F.2. The Contractor's telephone or e-mail
response time for technical support shall be no
more than one business day.

Yes NHSCR is prepared to respond
during normal business hours, 8:00
AM to 4:30 PM. Monday through
Friday EST. This has worked well
with our reporters.

F.3 Reserved.

G ADDITIONAL QUESTIONS

G.1 Dartmouth runs the following:
NorthCon: A way to convert reports between older
and newer NAACCR formats.

TNM Staging Module: An optional API for NPCR
Registries to work with new required staging
elements.

WebPlus {see C37): Used for reporters to send
short abstracts of cancer data to NHSCR. These

are transferred immediately as described in (i).

Yes

Trustees of Dartmouth College
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Additional Cancer Data Registry Technical Requirements

PrepPlus and ORS Plus; Required part of the
RegistryPius Suite for a registry database.

eMaRC Plus: This has two components. The first
processes ePath reports from local and national
pathology labs for review by NHSCR staff. The
second component processes Clinical Document
Architecture reports from, physician offices under
Meaningful Use. All output from eMaRC is stored
in a SQL database.

G.2 Reserved.

G.3 Reserved.

G.4 Reserved.
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Exhibit B-10, Am«ndin«nt M

Naw Hampshir* Dapartment of Health and Human Services

Centraetor Nam*: Trustati ol Dartmouth Collaga

Budgat Raquaat for: Naw HampthJra Slila Cancar Registry • core

r«t

Budget Period: 07/01/202t-OS/M/2022

- Total Program Cost Contractor Share / Match ' Fuiided by DHHS contract share

Llrta ham Olrecl Indirect Total . Direct Irtdlrect Total ... Olrecl . Indirect Teul

1. Total SalarvfWsoes $ 506.M3.00 50.684.30 S 557.527.30 $ S  506.843.00 S  50^884.30 S 557.527.30

2. Emolovee Berwflts $  178.444.00 17.844.40 S 196.288.40 $ S  176.444.00 S  17.844.40 s 196.268.40

3. ConsuHants S s S $
4. Eauioment: 5 $ $ $

Rental S 5 $ s

Repair and Maintenance i S i $

Purchaso/Decredatlon S  3,000.00 300.00 S 3.300.00 s $  3.000.00 S  300.00 $ 3.300.00

5. Suooies: t $ 8 $

Educational i  1.353.00 135.30 s 1.488.30 $ $  1.353.00 $  135.30 s 1.488.30

Lab t s s s

Pharmacy S $ $ $
Madlcel s i t i i
oirice I  2.000.00 200.00 i 2.200.00 i $  2.000.00 $  200.00 $ 2.200.00

6. Travel S  15.785.00 5 1.578.50 s 17.363.50 $  • - $  15.765.00 S  1.578.50 $ 17.363.50

7. Occuoancv ( S s s $

6. Currerit Exoensas 5 5 s $

Teleohone 5 5 $ s

Poslaoe 5  3.400.00 340.00 S 3.740.00 5 $  3.400.00 $  340.00 5 3.740.00

Subscriptions S  1.000.00 100.00 S 1.100.00 5 $  1.000.00 $  100.00 $ 1.100.00

Audit artd Laoal J S 5 $

Insurance 5 5 % i

Board Expenses S 5 i %

9. Software S  22.099.00 2.209.90 I 24.308.90 % $  22.099.00 %  2.209.90 s 24.308.90

10. Marketmg/Communlcatiocw 5 $ 5 $

11. Staff Education end Training S  3.440.00 344.00 $ 3.784.00 S $  3.440.00 $  344.00 $ 3.784.00

12. Subconlracts/Aflreemenls 5  85.947.00 8.594.70 S 94.541.70 5 $  85.947.00 $  8.594.70 5 94.541.70
13. Other (EpeciOc details mandatorv): $ s 1 $

5 $ $ S

S 5 5 S
Registrar match funds S 338.166.00 { s 336.166.00 $336,166.00 5338.166.00 i

TOTAL 1  1.159.477 5 82.331 1 1.241.808 i $ $  3)6,166 1  <23.311 $  82.331 t 905.642
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New Hampshire Department of Health and Human Services

Contractor Hum: Tntstae* oi Oartmewth Colltga

Budget Rac|uaal for Naw Kampahiro Ststa Canctr Ragislry • aurvtverthip
PiqM> na

BudpMPariod; e7/0V2021-OWWZ072

Total Pfpgratn Co^ Contractor Shara / Match ^undad by DHHS contract ahara

t. Total SatarrlWaqea

2. Employee Benefita

3. Corttidtanta
4. Equtprrtant:

Rental

Repeif and Majntananca

Ptxcheae/Deoradetlen

S. Suoetiea;

Edtjcallonal

Pttafmacv

7, Ocetipancv

a, Curranl Exoanaea

Taleohene

Poaiaoa

Suttacfiptiona

Audit and Laoal

inauranea

Board Expanaea

9. Software

10. MaiitalliWCOfTVntinicaliOfta
>1. Staff Education and Trainino

12. SuOcontraeta/Aai aaniama

13. Otftar lap*cdicoeta4a tnandatoryl;

1.4S5 T irnrT
r

■nsT rIS.109 ),5S4 T TUT
irtdlract Aa A Percent of Direct

Caat-aharim comet from a portion of itarecotewd bdirtcl coats (FftA <»«») talctjljied from the difftragt bete aoi DHHS ^iprtned FAA rate of?4,5% atxl Stale ofNII maadaicd rsteof 10%.

Truataea ol Oartmoulft CcSaga
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New Hampshire Department of Health and Human Services

Centraeter Kamt: Trust*** of Dactmeuth Can*9*

SudpM R*eu**t tor N*w Hampshb* Stal* Canear RtQislry - cer*
AqMrroi

Budget p*rfed: orroinoss^srrarzo}*

Contractor Shar* / Match

Lin* lt*cn

Total Program Cow

)ndir*ct

Fundtd by 0HH3 contract »h»r«

t. Total Salar>rw»qe»

2. Employ** B«r>e<it*

X Coimilanls

4, Equtpmew:

Rental

R*p*eand Melnlennnc*

Pufti>***/D«erad*t>oo

5. Suoelios:

Phemioev

Onic*

6. Travel

7. Oceupaitev

8. Current Exoenaes

jaieghoo^
Poatao*

Sub*crtpt)or»»

Audit *r>g Leeal

Be*rtl Eyp«ni**

10. UarlietinolCornrtHinleations

Start tiaucaaon ana t rammo

12. Sutrcorttraets/Aar—r.ienti

13. Ottw:

Regatrar matcn lunds 336,16e.OO

11TW
336,166.00

—nnw Tsnr 834.su I
Indirect As A Percent of Direct
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State of New Hampshire

Department of State

CERTIFICATE

I, William M; Gardner, Secretary ofSiaie of the Siaic of New Hampshire, do hereby ceniiy that TRUSTEES OP DARTMOUTH

COLLEGE a New Hampshire Siaic Chartered (Legislative) formed to ttarsacl business in New Hampshire on December 13.

1769. ( further certify that it has paid the fees required by law and has not dissolved.

Business ID: 66740

I Certificsie Number 0004S7SS93

Qfi
df.

%

S
o

>

IN TESTIMONY WHEREOF.

1 hereto set my haitd and cause to be affixed

the Seal of the State of New Ham^hire,

this 4th day of September A.D. 2019.

William M. Gardner

Secretary of State
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DARTMOUTH Hanover, New Hampshire, 03755
Board of Trustees

CERTIFICATE

I, Laura H. Hereod, hereby certify that 1 am Assistant Clerk of Trustees of Dartmouth College, a
corporation created by Royal Charter and existing under the laws of the State of New Hampshire; that as
Assistant Clerk I have custody of the records of meetings of the Board of Trustees of said corporation;
and that at a meeting of said Board duly called and held on the 9^ day of April, 2011 at which a quorum
was present and acting throughout, the following vole was adopted:

VOTED: To approve the Signature and Requisition Authority Policy, effective July I, 2011
or such earlier date as the Executive Vice Prcsidcnt/Chicf Financial Officer shall determine.
The provisions of the Signature and Requisition Authority Policy shall take precedence.
over any previous inconsistent vote of the Board of Trustees.

I further certify that said Board voted to adopt amendments to the Signature and Requisition Authority
Policy on March 3,2012 (effective January 1, 2012), September 22, 2013, January 2, 2014, March 8,
2014, November 8,2014, September 17, 2016, March 4,2017, November 4, 2017, and November 3,
2018 and that pursuant to authority granted in the policy, amendments by the Executive Vice President
and the Provost were made August 7,2015 (effective July 1,2015), as amended on September 17,2016,
April 10,2017, October 13,2017, and as further amended on October 18,2018. The document is
available on Dartmouth's website at:
https://www.dartmouth.edu/fLnance/documents/Durchasing tab documents/signature authority oolicv.

pdf

I further certify that said vote remains in full force and effect as of the date hereof and is not contrary to
any provision of the Charter of said corporation.

1 further certify that attached hereto is a true and correct copy of the Introduction and the Sponsored
Activities Administration and Intellectual Property Transactions section (Appendix G) of the said
Signature and Requisition Authority Policy.

I further certify that the following persons were appointed to the positions opposite their respective names
and continue to serve in said positions as of the dates shown:

DavidKotz Interim Provost July 1,2021
Dean Madden Vice Provost for Research July 1,2017
Diarme Ingalls Controller J uly 1,2020
JillMorlali Director,-Office of Sponsored Projects September 15,2008
Stephanie Morgan Senior Grants Associate January 1,2020
Renec Brown Senior Grants Associate January 1,2020
Sherrie Read Contracts Manager March 1,2019

WITNESS WHEREOF, I have hereunto set my hand and affixed the seal of the corporation this ,
21 day of ./ j/ g

Laura H. Hereod, Assistant Clerk
Trustees of Dartmouth College



ACORof CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DO/YYYY)

07/01/2021

THIS CERTtFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFiCATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endor8ement(s).

PRODUCER

Marsh USA Inc.

1717 Arch Sireet
Philadelphia, PA 19103-2797

J09254-DART-GAWUP-21-22

CONTACT
NAMF;

PHONE
lAir. Nn F*tl'

FAX
ItJC. Not:

E-MAIL
ADOPFSS;

INSURER/S) AFFORDING COVERAGE NAICV

INSURER A: Plnnacle Consoftium of Hiohef Ed VT RRRG 11980

INSURED

TRUSTEES OF DARTMOUTH COUEGE
6012 NORTH FAIRBANKS

8 CEMETERY LANE
HANOVER. NH 03755

INSURER B: Sdfetv National Casualty Corporation 15105

INSURER c; Genesis Insurance Comoanv 38962

INSURER D: N/A N/A

INSURER E ; N/A N/A

INSURER F: N/A N/A

COVERAGES

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

IZB. TYPE OF INSURANCE
ADOL

INSD. POLICY NUMBER
POUCY EFF

(MMrtlOAYYYl
POUCY EXP
IMM/DDfirYYYl

COMMERCIAL GENERAL UABiUTY

CLAIMS-MADE s OCCUR
PCHE2021-03 07/01/2021 07A] 1/2022 EACH OCCURRENCE

OAMAGe'TD'R'ERTEC
PREMISES fEa occurrenc<>

MEO EXP (Any ofw p«f>on)

PERSONAL & ADV INJURY

GEN'L AGGREGATE LIMIT APPLIES PER:

POLICY □LOC

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGG

OTHER:
COMBINED SINGLE LIMIT
(Ea acddani)

3,000,000
3,000,000

5,000

3,000,000

6,000,000

3,000,000

AUTOMOBILE UABIUTY

ANY AUTO

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

CA6675685

•SELF-INSURED FOR

•PHYSICAL DAMAGE-

07/01/2021 0701/2022 2,000,000

BODILY INJURY (Per parson)

BODILY INJURY (Per ecddeni)
PROPERTY DAMAGE
fPer accident)

UMBRELLA LIAB

EXCESS UAB

DED

OCCUR

CLAIMS-MADE

YUB 301084N 0701/2021 0701/2022 EACH OCCURRENCE 2,000,000

AGGREGATE 2,000,000

RETENTIONS

Y/N

WORKERS COMPENSATION
AND EMPLOYERS' UABIUTY
ANYPROPRIETOR/PARTNER/EXECUTIVE | 1
OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
If yes, describe urtder
DESCRIPTION OF OPERATIONS below

STATUTE
OTH
ER

N/A
E,L. EACH ACCIDENT

E.L. DISEASE - EA EMPLOYEE

E.L. DISEASE - POLICY LIMIT

PROFESSIONAL LIABILITY PCHE2021-03 07/01/2021 07/01/2022 EACH CLAIM

AGGREGATE

3,000,000

3,000,000

DESCRIPTION OF OPERATIONS I LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be atUched M more space Is required)

EVIDENCE OF INSURANCE

Note: The umbrella liability policy # YUB301084N provides excess coverage over the professional liability policy # PCHE2021-03,

State of NH
Department of Health and Human Services
129 Pleasant Street
Concord. NH 03301-3857

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
Of Marsh USA Inc.

Manashi Mukherjee

ACORD 25(2016/03) The ACORD name and logo are registered marks of ACORD



AcSRcf CERTIFICATE OF LIABILITY INSURANCE DATE <MM/DDrYYYY)

07/01/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Marsh USA Inc.

1717Arch Street
Philadelphia, PA 19103-2797

J09264-DART-GAWUP-21-22

CONTACT
NAME:

PHONE
(A/C No Fttlr

FAX
lUC. No):

E.MAIL
ADDRESS;

INSURERtS) AFFORDINO COVERAGE NAIC*

INSURER A: N/A N/A

INSURED

TRUSTEES OF DARTMOUTH COLLEGE

6012 NORTH FAIRBANKS

8 CEMETERY LANE
HANOVER. NH 03755

INSURER B: N/A N/A

INSURER C: N/A N/A -

INSURER D: Midwest Emolovers CasuaIN ComDanv 23612

INSURER E: National Fire Insurance Of Hartford 20478

INSURER F : Transoortaiion Insurance Co 20494

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
(TR TYPE OF INSURANCE

ADDL
INSD

SUBR
wvn POLICY NUMBER

POUCY EFF
IMMrt)D/YYYY)

POUCY EXP
IMMTODrYYVY) UMrrs

COMMERCIALGENERAL UABIUTY

«  OCCUR

EACH OCCURRENCE S

CLAIMS.MAC
DAMAGE TO RENTED
PREMISES /Fa occurrence) S

MED EXP (Any one peraon) s

PERSONAL & ADV INJURY s

GEN'L AGGREGATE LIMIT APPLIES PER: GENERALAGGREGATE $

policy! 1 |loc
OTHER;

PRODUCTS. COMP/OP AGG s

s

AUTOMOBILE LIABILITY

)

COMBINED SINGLE LIMIT
(Ea acddeni)

s

ANY AUTO BODILY INJURY (Per peraon) $

OVWED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEOULEO
TOS
)NOVVNED
FTOS ONLY

BODILY INJURY (Per accident) s

NC PROPERTY DAMAGE
(Per Bcddeni)

s

$

UMBRELLA UAB

EXCESS UAB

OCCUR

CLAIMS4>IADE

EACH OCCURRENCE s

AGGREGATE s

DEO RETENTIONS s

E

F

0

WORKERS COMPENSATION

AND EMPLOYERS' UABIUTY y, ̂
ANYPROPRIETOR/PARTNER/EXECUTIVE rfr-l
OFFICERA1EMBEREXCLUDE07 H
(Mandatory In NH) '
If yaa. daaciltM under
DESCRIPTION OF OPERATIONS below

N/A

6024204717 (AOS)

6024204720 (CA)

EWC006364 (NH) 'Below SIR Applies'

SIR: $1,000,000

07^1/2021

07/01/2021

07/01/2020

07/01/2022

07/01/2022

07/01/2023

^ PER OTH-
X STATUTE FR

E-L. EACH ACCIDENT $  1,000,000

E-L. DISEASE - EA EMPLOYEE 5  1,000,000

E.L. DISEASE • POLICY LIMIT J  1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101. Additional Ramarka Setiadula. may b« aRachad If mora apaca la raqulrad)

FOR INFORMATIONAL PURPOSES ONLY

State of NH

Department of Health and Human Services
129 Pleasant Street

Concord. NH 03301-3857 q

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ofMarah USA Inc.

ManashI Mukherjee

ACORD25 (2016/03)

© 1988-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SEBVICES

Lori A. SMblMfle 19 HAZEN DRIVE, CONCORD. NH OWOl
Comaintooer 603-27M50I X-mASl-HiS ExL 4501

Fm;605-27I-4S27 TDD Access: l'SOO-735-2964
Un M. Morrb www.dhh9.oh.fOv

DJrector

October 23, 2020

Hl« Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health
Services, to enter into a Retroactive Sole Source amendment to an existing agreement with
Trustees of Dartmouth College, Vendor # 177157-B013. Hanover, NH, to operate a cancer
registry system, by increasing the price limitation by $215,693 from $4,185,5^ to $4,381,239
with no change to the completion date, June 30, 2022, retroactive to Octot>er 1, 2020, effective
upon Governor and Council approval.

The original contract was approved by Governor and Council on November 18, 2016, Item
#21. It was subsequently amended with Governor and Council approval on June 6, 2018, Hern
#13, and most recently amended with Governor and Council approval on May 15.2019, item #11.

Funds are available in the following accounts for State Fiscal Year 2021, and anticipated
to be available for State Fiscal Year 2022 upon the availability and continued appropriation of
funds In the future operating budget with the authority to adjust budget line items within the price
llmltallon and between state fiscal years through the Budget Office, If needed and justified.

See Attached Fiscal Details

EXPLANATION

This request Is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any subsequent amendments to be labeled as sole source. Additionally,
the vendor is uniquely qualified to provide these services.

This request is Retroactive because more time was needed to finalize the scope of wor1(
and funding prior to the Department finalizing the terms of the agreement.

The purpose of this request is to utilize funding fmm the Drinking and Groundwater Trust
Fund, established under RSA 485-F, to improve surveillance and Increase knowledge related to
childhood cancer and potential health hazards in New Hampshire. The Coritractor will provide
statistical analysis of national and local data relative to childhood cancer. The Contractor will also
summarize research findings related to Identifying the causes of childhood cancer. Addftionally,
the Contractor will convene experts on childhood cancer and public health staff for discussions to
guide future research and public health Interventions. This amendment also reduces the federal
funding through the Centers for Disease Control and Prevention (CDC), to accurately reflect the
actual amount of funding awarded to New Hampshire and available to ̂ nd the contract.

The Deportment of Health and //union Servicee' Mission is to Join community* and families
in proutding opportunities for eiliiens to achieve health and independence.



Hit Excellency. Governor Christopher T. Sumjnu
end the Honorsbie Cound)

Page 2 of 2

The efforts paid for through this amendment will strengthen New Hampshire's public
health capacity to address childhood cancer by ensuhr^ high quality childhood cancer data. The
Department will use the data and worit with regional partners to address factors contributing to
childhood cancer in the region. The Contractor address factors contributing to childhood cancer
by working with the Department to provide educational materials and create messaging to the
public relative to opportunities that arise from analyzing and summarizing radiation monitoring
data from environniental samples collected by the Department's Radiological Environmental
Monitoring Program around the Seabrook Nuclear Power Station. Additionalty, the Contractor will
work with the Department to develop and Implement a study protocol to gather information about
childhood cancer survivors and their caregivers' experiences with cancer treatment and post-
cancer treatment

The primary purpose of the New Hampshire State Cancer Registry is to identify all
reportable cases of cancer in New Hampshire to provide information on the overall number, types,
and changing patterns of cancer among residents of the state. New Hampshire RSA 141
obligates the Department to collect information regarding the majority forms of cancers diagnosed
in New Hampshire. It is a Department priority to use State Cancer Registry data to guide public
health decislon-makirig In New Hampshire.

As referenced in Form P-37, Paragraph 18. the parties have the option to amend the
agreement contingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department is not exercising Its option to renew
at this time.

Should the Govemor and Council not authorize this request the Department may be
unable to effectively Improve surveillance for childhood cancer and health hazards, which could
inhibit the Department's ability to properly Inform and educate communities and medical
professionals about childhood cancer risks and control strategies. Additionally, without effective
surveillance strategies, there could be a reduction of data available to researchers that enables
them to understand the causes of and treatments for childhood cancer.

Area served; Statewide

Source of Funds: 100% Other Funds

In the event that the Other Funds become no longer available, General Funds will not be
requested to support this program.

Respectfully submitted.

Lori A. Shibinette

Commissioner



Fiscal Details

05-9&-90-900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF INFORMATICS, CANCER REGISTRY
100% Federal Funds CDC, Comprehensive Cancer Control Program & Cancer Registry

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for Proq Svc
90080080 S251.736 $0 $251,736

Sub Total: $251,736 SO . , $251,736
S  ̂

05-05-90.900510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OP PUBLIC HEALTH. BUREAU OF INFORMATICS. CANCER REGISTRY 100%
General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 601-500931
State Fund

Match
90056005 . $100,045 $0 $100,045

Sub Total: $100,045 $0 $100,045

05-95-90-902010-22150000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT
100% Federal Funds CDC NH Breast & Cervical Cancer. Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2017 102-500731
Contracts

for Prog Svc
90080080 $173,000 $0 $173,000

Sub Total: $173,000 $0 $i 73,000

05-95-90-902010.33970000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS. HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY

100% Federal Funds CDC NH Breast & Cervical Cancer. Comp. Cancer & Cancer Registry

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Proq Svc
90080080 $446,542 $0 $446,542

2019 102-500731
Contracts

for Proq Svc
90080080 $454,217 $0 $454,217

2020 102-500731
Contracts

for Proq Svc
90080080 $543,542 $0 $543,542

2021 102-500731
Contracts

for Proq Svc
90080080 $543,542 ($132,348) $411,194

2022 102-500731
.  Contracts

for Proq Svc
'90080080 $543,542 ($132,348) $411,194

Sub Total: $2,531,385 ($264,696) $2,266,689

Page 1 of 3



Fiscal Details

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY100% General Funds

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 601-500931
State Fund

Match
90056005 $150,000 $0 .$150,000

2019 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2020 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2021 601-500931
State Fund

Match
90056005 $150,000 $0 $150,000

2022 601-500931
Stale Fund

Match
90056005 $150,000 so $150,000

Sub Total: $750,000 $0 $750,000

05-95-90-901010-80110000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS. HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY &
PERFORMANCE. PREVENTIVE HEALTH BLOCK GRANT
100% Federal Funds CDC Preventative Health and Health Service Block Grant (PHHSBG)

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2018 102-500731
Contracts

for Prog Svc
90001037 $69,611 SO $69,611

2019 102-500731
Contracts

for Proq Svc
90001037 $69,611 ^ $0 $69,611

2020 102-500731
Contracts

for Proa Svc
90001037 $69,611 $0 $69,611

2021 102-500731
Contracts

for Proq Svc
90001037 $691611 $30,389 $100,000

2022, 102-500731
Contracts'

for Proq Svc
90001037 $69,611 ($50,000) $19,611

Sub Total: $348,055 ($19,611) $328,444

05-95.90-902010-10790000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, PEDIATRIC CANCER SURVEY
100% Other Funds

State

Fiscal Year
Class/

, Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2021 102-500731
Contracts

for Proq Svc
90080095 $0 $500,000 $500,000

2022 102-500731
Contracts

for Proq Svc
90080095 $0 $0 $0

Sub Total: $0 $500,000 , $500,000

Page 2 of 3



Fiscal Details

05-95-90-902010-56S90000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES. COMPREHENSIVE CANCER
100% Federal Funds CDC NH Breast & Cervical Cancer, Comp. Cancer & Cancer Registry
Programs

State

Fiscal Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

2019 102.-500731
Contracts

for ProQ Svc
90080080 $11,325 $0 $11,325

V Sub Total: S11,325 SO $11,325

TOTAL: $4,165,546 $215,693 $4,381,239

Page 3 of 3



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr.. Concord," NH 03301

Fax; 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doil

Denis Coulet

Commissioner

November 3, 2020

Lori A. Shibineite, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinetie;

This letter represents forma) notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a Retroactive Sole Source amendment with Trustees of
Dartmouth College, of Hanover, NH, and as described below and referenced as DolT No. 2016-081C.

The puipose of this agreement is for the Trustees of Dartmouth College to improve
surveillance and increase laiowledge related to childhood cancer and potential health
hazards in New Hampshire by providing statistical analysis of national and local data
relative to childhood cancer.. Additionally, Dartmouth College will work with the
Department to develop and implement a study protocol to gather infonnation about
childhood cancer survivors and their caregivers' experiences with cancer treatment and
post-cancer treatment.

The funding amount for this amendment is S215,693, increasing the current contract from
S4,l 65,546 to S4,381,239 with no change to the completion date, June 30,2022, retroactive
to October 1,2020. This amendment shall become efTeciive upon Governor and Executive
Council approval through June 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

. Sincerely,

Denis Goulet

DG/kaf

DolT#2016-081C

RID: N/A

cc: Michael Williams, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow'



DocuSlgn Envelope ID; 6dDd3EA6-lC26-4E66-AED9<D93pOEa4DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Services

Amendment #3 to the Cancer Registry Operations Contract

This 3"^ Amendment to the Cancer Registry Operations contract (hereinafter referred to as "Amendment
#3") is by and between the State of New Hampshire. Department of Health and Human Services
(hereinafter referred to as the "State" or "Department") and Trustees of Dartmouth College, (hereinafter
referred to as "the Contractor"), a corporation with a place of business at 11 Rope Ferry Road, Box 186,
Hanover, NH 03755.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 18. 2016, (Item #21), as amended on June 6, 2018, (Item #13), and subsequently amended
on May 15. 2019 (Item #11) the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract as amended and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37. General Provisions. Paragraph 18. the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to increase the price limitation, and modify the scope of services to support ■
continued delivery of these sen/ices; and \

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
In the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37. General Provisions, Block 1.8. Price Limitation, to read:

$4,381,239

2. Modify Exhibit A. Amendment #2 by replacing it In its entirety with Exhibit A. Amendment #3,
which is attached hereto and incorporated by reference herein.

3. Modify Exhibit A-1. Additional Cancer Data Registry Technical Requirements by replacing It in its
entirety with Exhibit A-1. Amendment #3. Additional Cancer Data Registry Technical
Requirements which Is attached hereto and incorporated by reference herein.

4. Modify Exhibit B-7, Amendment #2 by replacing in its entirety with Exhibit B-7, Amendment #3.
which is attached hereto and Incorporated by reference herein.

5. Modify.Exhibit K by replacing in its entirety with Exhibit K, Amendment #3. which is attached
hereto and Incorporated by reference herein.

6. Add Exhibit B-8, Amendment #3.

7. Add Exhibit B-9. Amendment #3.

Trustees of Dartmouth College Amerxlment #3 Cor^tractor Initials

n/2/2020
RFP-2017-DPHS-03-CANCe-Ol -A03 Page 1 of 3 Date



OocuSign Envelope ID; 69D93EA6-tC26<4E66-AE09-D93D0E840Bl9

New Hampshire Department of Health and Human Services
Cancer Registry Operations

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #3.
remain in full force and effect. This amendment shall be retroactively effective to October 1, 2020) upon
the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

11/2/2020

Date

G& Mr..
—oneoeFMCAMAo..

Name: Lisa m. Morns

Title:
Director, Division of Public Health Srvcs.

11/2/2020

Date

Trustees Of Dartmouth College

/—~Ooeu9lgivM tty:

N_F7iOJ»0AJ#C(M 15...

Name: Jill Mortali

Director, Office of sponsored Projects

Trustees of Dartmouth College

RFP-20l7-DPHS-03-CANCe-01-A03

Amendment #3

Page 2 of 3



OocuStgn Envelope 10: e9D93EA6-1C2ME66-AED9-0930DE&408l9

New Hampshire Department of Health and Human Services
Cancer Registry Operatioiis

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENEi^L

11/3/2020

~OK«SJw>Mby;

Date Name; Catherine Pinos
Title:

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: . (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:
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Scope of Services

1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact bn the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. All services to be performed under this contract shall be in accordance with
New Hampshire Department of Health and Human Services (DHHS), New
Hampshire law RSA141-B. New Hampshire Administrative rules He-P 304,
United States Public Law 102-515, and Centers for Disease Control and
Prevention (CDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1. The Contractor shall present for discussion and proposed modifications, a
Work Plan. The timeline and work plan shall meet all due dates for
deliverables noted in the Deliverables and Key Performance Indicators set
forth in Section 15 of this document.

2.2. The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract.

2.3. The Contractor shall ensure appropriate contractor personnel are required
to attend regular meetings with Department staff as well as other meetings
as necessary.

>

2.4. The Contractor shall allow full participation of the DHHS in the ongoing,
onsite operations of contract activities Including interacting directly with
contractor staff, viewing abstract processing, participating in customizing
registry software selecting edits, aspects of database management, system
security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor shall provide DHHS with technical assistance and expertise
on matters within the scope of work of the contract.

3. Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with' RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,

http://www.gencourt.state.r)h.us/rules/state_agencies/he-p300.html.

3.2. The Contractor shall collect information and maintain an electronic database
of all incident cancer cases occurrlngiamong the New Hampshire population
according to the Administrative Rules.

V  i r*"
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3.3. The Contractor shall facilitate and encourage submission of reports for
each incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 141-B:7

(http;/Avww.gencourt.state.nh.us/rsa/hlml/X/141-B/141-B-mrg.htm), all the
data variables listed in administrative rule He-P 304.02 by "health facilities"
within an expected time frame as listed in Administrative Rule He-P
304.01(e) and He-P 304.01(1)
(http://www.gencourt.state.nh.us/rules/state_agencies/he-p300.html).
Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. ("Health Facilities" shall be defined according
to the Administrative Rules.)

3.4. The Contractor shall inform DHHS of facilities that remain out of compliance
. with reporting requirements despite Contractor notification in the following

situations:

3.4.1. Denial or lack of access to pathology reports or medical records;

3.4.2. Lack of submission of reports within one month or expected date;
and

3.4.3. Lack of response to letter or other formal inquiry within one month.

3.5. The Contractor shall adhere to Timetable of Data Deliverables:

,3.5.1. The NHSCR.data shall meet the following five (5) data quality
criteria [National Data Quality Standard (formally known as the 24-
Month Standard)]:

3.5.1.1. Data are ninety-five percent (95%) complete based on
observed-to-expected cases as computed by CDC.

3.5.1.2. There are three percent (3%) or fewer death-
certificate-only cases.

3.5.1.3. There is a one (1) per one thousand (1.000), or fewer,
unresolved duplicate rate.

3.5.1.4. The maximum percent missing for critical data
elements are:

3.5T.4.1. Two percent (2%) age.

3.5.1.4.2. Two percent (2%) sex.

3.5.1.4.3. Three percent (3%) race.

3.5.1.4.4. Two percent (2%) county. •

3.5.1.4.5. Ninety-nine percent (99%) pass a
CDC-prescribed set of standard
edits.

Trustees of Dartmouth College Exhibit A-Amendment 03 Conlractorinitiats
11/2/2020

RFP-2017-DPHS-03-CANCE-01.A03 Page 2 of 22 Date



DocuSign Envelope ID: 69D93EA6<lC2&<4E6e-AE09-093DDE&40Bl9

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

3.5.2. The NHSCR data shall meet the following data quality criteria
(Advanced National Data Quality Standards, (formally knovm as
the 12-Month Standard)]:

3.5.2.1. Data are ninety percent (90%) complete based on
observed-to-expected cases as computed by ,CDC.

3.5.2.2. There is a two (2) per one thousand (1,000) or fewer
unresolved duplicate rate.

3.5.2.3. The maximum percent missing for critical data
elements are:

3.5.2.3.1. Three percent (3%) age.

3.5.2.3.2. Three percent (3%) sex.

3.5.2.3.3. Five percent (5%) race.

3.5.2.3.4. Three percent (3%) county.

3.5.2.3.5. Ninety-seven percent (97%) pass a
COC-prescribed set of standard
edits.

3.5.3. The NHSCR shall conduct data linkages upon request and
establish a mechanism for reimbursement of staff time spent on
these projects.

4. Case Ascertainment Activities

4.1. The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2. The Contractor shall establish and implement case reporting from any new
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and Implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4. Reserved.

4.5. The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology
laboratories.

4.6. The Contractor shall perform death clearance at least annually. Death
clearance should be performed by matching records in the NHSCR with New
Hampshire mortality data provided by the DHHS and with National Death

pn

Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials
11/2/2020

RFP-2017-DPH$-Q3-CANCE-01-A03 Page 3 of 22 Date



OocuSlgn Envetopa ID: 69D93EA&-1C2&4E6^AE09-093DD£84DB19

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

Index, to' determine the level of the NHSCR's record completeness for in
state and out-of-state deaths to New Hampshire residents where cancer is
identified as a cause of death.

4.7. For in-state deaths, the Contractor shall make a determination as to the
cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of individuals in NHSCR database, the
contractor shall electronically update the Vita) Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
.  reports, rapid reports, and non-reportable data sources using data linkage
processes to ensure maximum case ascertainment.

4.9. The Contractor shall update the NHSCR operations manual annually. This
manual on NHSCR procedures is for potential distribution to all reporting
health providers and health facilities. The manual will provide documentation
of the objectives, implementation and operation of the registry. All the
contractor staff of the Cancer Registry Operations and DHHS, including the
DHHS Information Security Officer, shall be provided with a copy of the
manual. This manual shall contain, at a minimum:

4.9.1. Most current reporting laws/regulations;.

4.9.2. List of reportable diagnoses;

4.9.3. List of required data items.

4.9.4. Procedures for data processing operations including;

4.9.4.1. Procedures for monitoring timeliness of reporting;

4.9.4.2. Procedures for receipt of data;

4.9.4.3. Procedures for database management including a
description of the Registry Operating System
(software);

4.9.4.4. Procedures for conducting death certificate
clearance;

4.9.4.5. Procedures for implementing and maintaining the
quality assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting
facilities on quality issues. These
procedures include rules for
identifying when action or further
investigation is needed;

4.9.4.5.2. Conducting record consolidation;

— OS

pn
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4.9.4.5.3. Maintaining detailed documentation
of ail quality assurance operations;

4.9.4.5.4. Procedures for education and
training.

4.9.5. Procedures for conducting data exchange including a list of states
with which case-sharing agreements are in place; ,

4.9.6. Procedures for conducting data linkages.

4.9.7. Procedures insuring confidentiality and data security including
disaster planning:

4.9.8. ■ Procedures for data release including access to and disclosure of
information: and

.  4.9.9. Procedures for maintaining and updating the operational manual.

4.10. The' Contractor shall revise the NHSCR operations manual when any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.

4.11. The Contractor shall review and update existing documents for reporting
facilities, including, but not limited to letters, user application forms, reporting
requirement document, and Webplus user guides.

4.12. The Contractor shall determine needed updates in consultation \Mth the
DHHS. When updates are needed, develop updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access.

4.13. Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the completeness of case reporting and
accuracy for completion.

4.14. The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC-sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to:

4.14.1. Preparing for the DOE and responding to its findings with
procedural changes.

4.14.2. Conducting receding audits focusing on the new North
American Association of Central Cancer Registries (NAACCR)
18 variables.

4.14.3. Reserved.
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4.14.4. Obtaining data and reports, and providing feedback related to
the DQE including, but not limited to:

4.14.4.1. De-identifying any data that needs to be sent to the
auditor:

4.14.4.2. Transmitting the data;

4.14.4.3. Responding to questions on the data and any
additional requests.from the auditor;

4.14.4.4. Reviewing the preliminary DQE report and
providing feedback;

4.14.4.5. Participating in the final DOE feedback meeting:
and

4.14.4.6. Utilizing DOE feedback to amend procedures to
optimize data quality.

4.15. The Contractor shall implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

4.15.1. Reviewing and accepting the VPR template and proposed
procedures for the central data release application form.

4.15.2. Amending NH's data release procedures so that the-
Department (NH DHHS) participates in the central approval

^  process.

4.15.3. Comparing the documents used by NH and those proposed by
NAACCR as the coordinating body for the VPR Cancer
Linkage System.

4.15.4. Collaborating with the New Hampshire DHHS'privacy Officer
and DHHS Legal and Regulatory Services to approve the
common process.

5. Information Technology Activities

5.1. The Contractor shall continue business operations to support the State's
requirements defined in Exhibit A-1, Additional Cancer Data Registry
Technical Requirements.

5.2. The Contractor shall continue to provide and set up necessary computer
hardware, including servers and computers for the NHSCR contractor staff,
necessary to maintain the NHSCR database. All hardware and software
shall be compatible with NPCR requirements.

5.3. The Contractor shall provide connectivity for all reporting facilities to
transmit data to the NHCSR.

5.4. The Contractor shall maintain secure web access to the NHSCR sevendays per week for Web Plus on-line data entry and data file uploacjrn^
Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials
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5.5. The Contractor shall continue to utilize the current automated data

management system, consistent with national standards and populated with
NHSCR data. (The Department maintains the discretion to utilize any kind
of data management system. There shall be no modifications to the data
management system software without the approval of the Department.
DHHS Information Security and NH DolT).

5.6. The Contractor shall train staff in operation of software systems.

5.7. The Contractor shall update all the components of the software, as required
and shall participate in the relevant CDC software users group.

5.8. The Contractor shall discuss with DHHS the feasibility of implementing a
WebPlus User's Agreement, the language of such an agreement, and the
protocol for phasing it into use. Implement protocol specified by the program
team during a mutually agreed timeframe to restrict reporting via Web Plus
data entry or file upload to those reporters who have submitted signed
agreements to become Web Plus users.

I. *

5.9. The Contractor shall continue to develop and implement procedures for.the
electronic submission and processing of laboratory pathology and cytology
reports utilizing NAACCR standards.

5.10. The Contractor shall maintain an electronic log of facilities and personnel
who report data to NHSCR (in excel or access or any other system) which
includes at minimum; facility ID, name and demographic Information; names
and contact information of personnel (reporters and supervisors), and log
of prior facility contacts. Access logs shall be kept for six (6) years..

5.11. The Contractor shall maintain NHSCR Technical Assistance reports
between NHSCR and reporters. Maintain these files or modify or upgrade
them with approval of the NH DHHS Information Security Officer.

5.12. The Contractor shall maintain an electronic log of all abstracts received from
each reporting facility that includes facility ID. number of abstracts received,
date received, format of data received and NAACCR version if electronic
submission. Abstract logs shall be kept for six (6) years.

5.13. The Contractor shall maintain the prior NHSCR vendor copies of hard copy
logs and electronic logs of abstracts submitted to NHSCR for six (6) years.

5.14. The Contractor shall upgrade or replace user software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by NH DolT. DHHS, NPCR or
NAACCR standards. Make further upgrade(s) or replacements(s) during the
life of this contract, at an additional negotiated price, if so requested by
DHHS and subject to all necessary state approvals.

5.15. Reserved.

5.16. Reserved.
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6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports.

6.2. the Contractor shall consolidate tumor records and treatment information
in accordance with standards set forth by NPCR. NAACCR or the SEER.

6.3. The Contractor shall perform routine, standard edit checks on all reports
received in accordance with NPCR and NAACCR standards. The contractor

shall be responsible for the accuracy of the data it codes, edits and

consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include:

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the most recent standard edit set metafiles

as chosen by the DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found
and corrections of errors detected;

6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases reviewed in current
or prior years;

6.3.5. Detection and removal pf duplicate consolidated cases (that is two
or more consolidated records for the same tumor in an individual);

6.3.6. ■ Describe strategy for the routine, continual detection and removal
of the duplicates from the NHSCR database - even after current
accession year has closed.

6.4. The Contractor shall assure that the individual case records in the NHSCR

automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to, statistical
processing and data compilation for analytical purposes. Areas to be edited-
include, but are not limited to:

6.4.1. Data Range Checks;

6.4.2. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that
exactly match legitimate New Hampshire City, town,
or village names in list supplied by DHHS.

Trusteesof Dartmouth College " Exhibit A-Amendment #3 Contractorlnltiats
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6.4.5.2. City at diagnosis, the code for county and state of
diagnosis must always agree and where city at
diagnosis exists, a code for county at diagnosis must
be provided.

6.4.5.3. Vital status and cause of death - fields must

correspond, and cause of death must be a valid ICD-
10 cause of death code or one of the. .special
NAACCR codes, unless this information is missing

-  from data supplied by NH Vital Records.

6.4.5.4. Records should be checked to make sure that the

physician's name is correctly entered into first and
last name fields.

6.4.5.5. Records should be checked to compare sex of
patient and the first name of the patient as a guide
for determining correct entry of the record.

6.4.5:6. No logical conflicts shall exist between all the
treatment diagnosis fields and the related reason for
no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central
Registry edits to data fields.

6.5. The Contractor shall geocode all cancer reports of New Hampshire
. residents for address and census tract, for a given year and accurately
incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

7.1. • Reserved.

7.2. Reserved. -

7.3. Resen/ed.

7.4. The Contractor shall conduct on-going vulnerability testing of databases,
website, web-based portals, or systems developed, implemented,
managed, or supported as a deliverable for this contract. Certification of this
testing will be provided to DHHS Information Security. The objective of said
Vulnerability Testing is to identify design and/or functionality issues in
infrastructure of systems that could expose Confidential Data, as well as,
computer and network equipment and systems to risks from malicious
activities. Within 15 days after a Vulnerability Test has revealed a security
risk that does not have an immediate remediation path, the Contractor will
provide DHHS Information Security with a report of the security issues that
were revealed and within 45 days of testing the Contractor will provide
DHHS Information Security vwth a remediation plan. DHHS will decide, in
consultation with the Contractor, which, if any, security issues revealed from
the vulnerability Test will be remediated by the Contractor.
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8. Information and System Security Policies and Procedures

8.1. Reserved.

8.2. Reserved.

8.3.

8.4.

8.5.

Reserved.

Reserved.

Reserved.

8.5.1.

8.5.2.

Reserved.

Implement full security measures to ensure the security and
quality of all the elements in the NHSCR database through
procedures that shall include the following:

8.5.2.1. Ensure that equipment is protected from theft
and accidental or deliberate damage or misuse

8.5.2.2. Ensure that once computer programs and data
sets are completed and in routine use, they are
protected against tampering. Carefully control
access to and maintenance of computer
programs and NHSCR database.

8.5.2.3. Ensure that copies of original data submitted are
maintained and never altered.

8.5.2.4. Ensure that data are protected against
inadvertent or deliberate destruction,

modification, or dissemination.

8.5.2.5. Ensure procedures for backup, archiving, and
disaster recovery for computer programs and
NHSCR database.

8.5.2.6. Ensure that passwords are changed, access
denied and other security procedures are in
place to protect against ongoing access and
sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

8.6. The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additional cost to DHHS in accordance with DHHS
instructions if the DHHS or contractor finds that contractor has corrupted,
altered, tampered with, or improperly coded/processed any data sets during
the duration of the Contract.
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8.7. The Contractor shall immediately report to the NH DHHS Information
■  Security Officer of all errors or anomalies in the NHSCR data, which could
reasonably believe to suggest that security or Integrity of the NHSCR. or its
data may be compromised. The results of any analysis shall be reported to
the NH DHHS Information Security Officer and, in addition, the steps it has
taken or Intends to take to ensure security and integrity of the NHSCR and
its data.

8.8. Reserved.

8.9. Reserved.

9. Training and Education

9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely and complete data from reporters (registrars,
medical record personnel, providers and abstractors) at reporting facilities."

9.2. The Contractor shall provide technical assistance by phone or in person to
individual reporting facilities and providers during normal weekday business

.  hours; response time for telephone consultation shall be no longer than one
working day after request is received or for onsite consultation, no longer
than 10 working days.

9.3.. The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and' provide technical assistance and training for reporting facilities.

9.4. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster corhpliance with reporting requirements as
developed by the DHHS. The meeting will be hosted either in person, or
remotely using Zoom or equivalent software, if PHI or other Confideritial
Data (as defined in Exhibit K — DHHS Information Security Requirements)
will be shared a HIPAA compliant video conferencing solution must be used.

9.5. The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may, include instruction on proper cancer
coding; use of edit sets; new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order
to increase its capacity for collecting and utilizing cancer-related data by
increasing staff knowledge.

Trustees of Dartmouth College Exhibit A - Amendment #3 Contractor Initials

RFP-2017-DPHS-03-CANCE-01-A03 Page11of22 Date



OocuSfgn Envelope ID: 6gD93EA&-lC26-4E66>A£D9-093DDE84D819

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and
assure complete case ascertainment and high quality data from all reporting
sources in accordance with NH rules and regulations. NAACCR, and NPGR
standards.

'10.2. The Contractor shall implement a QA/QC implementation plan (including
tirneline) which at minimum includes the following activities and routine

• operations:

10.2.1. Assignment of qualified individuals to perform Q/VQC activities.

10.2.2. A routine schedule for edits and internal management reports.

. 10.2.3. A routine schedule for internal audits for QA/QC and data

security and provision of these reports to DHHS. The plan shall
include written procedures for thei internal monitoring of quality
assurance procedures and written procedures /steps
implemented if quality control goals are not met.

10.2.4. Procedures for documenting edits/changes made to data during
processing.

10.2.5. Routine training, assessment and professional development of
the contractors" staff.

10.3. The Contractor shall perform case finding activities utilizing traditional and
non-traditional sources to assure timeliness and completeness of cancer
reporting.

10.4. By October 31st of each year, the Contractor shall obtain from each
reporting hospital a "diagnostic index" for case findings at all hospital
reporting facilities. A diagnostic index is defined as a detailed patient listing
of,all discharges meeting certain definitions in medical records coding, The
Contractor shall encourage facilities to submit electronic diagnostic indices
and request that they monitor their own diagnostic indices each month.

10.5. By October 31st. of each year, the Contractor shall complete Death
Clearance.

10.6. For each hospital, as resources allow, the key variables specified by
NAACCR and NPCR will be selected for yisua! editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars or registrars who have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified in total from these fields is greater than 2%, then the
NHSCR will continue to visually edit cases from that hospital arid will work
with the hospital registrar to improve abstracting. ^'

•
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10.7. The Contractor shall ensure that cleanliness of the database is. at a
minimum, in accordance with accepted NAACCR standards. A 2% error
rate threshold shall be the guide for visual editing of hospital registry

^ accuracy.

11. Reporting Activities

11.1. The Contractor shall produce semi-annual timeliness and completeness
.  reports by hospital to monitor case reporting activities. The Contractor shall
supply aggregate timeliness and completeness reports to DHHS on a semi
annual basis, stating which hospitals are delinquent in their reporting and
the steps taken to improve reporting from delinquent hospitals.

11.2. Reserved.

11.3. The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process. The
extract of the data would cover from January 1, 1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1, 1995 to date upon request.

11.7. Upon approval from the DHHS. the Contractor shall submit finalized
datasets to NAACCR and to.NPCR as specified by the NAACCR and NPCR
standards and Call for Data requirements. Submit copies of each of these
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states with which DHHS has a data exchange agreement. In accordance
with the terms of the exchange agreement. The data shall be submitted
using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with
seven (7) states and additional agreements may be executed by the DHHS
during the life of this contract and shall be accommodated by the contractor.

11.9. Upon approval of the DHHS, the Contractor shall provide selected health
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared by DHHS. DHHS will provide the
Contractor with specific instructions describing the variables authorized for
release, the years of data required, and any other information such as
database format.
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'  11.10. Upon approval from the DHHS, the Contractor shall provide data to the
Vermont Breast and Cen/ical Program for breast and cervical cancer cases
among Vermont residents diagnosed in New Hampshire in accordance with
the program's approved application for data release by DHHS.

11.11. Upon approval from the DHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program's approved application for data release by
DHHS.

11.12. Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
case data from the NH Mammography Network.

11.13. The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DHHS within 3 working
days of receipt of the request.

\

12. Other Programmatic Activity

12.1. The Contractor shall make available key personnel to meet with appropriate
DHHS personnel, as requested, to discuss policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

12.2. The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for slaff.development.

12.3. The Contractor shall convene "annually the New Hampshire State Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry and to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and individuals both within (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists, and clinicians).

12.4. The Contractor shall participate as an active member when needed in New
Hampshire Cornprehensive Cancer Collaboration.

12.5. The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested in,.regardless of
who receives the actual, funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when
funding is received.
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12.6. The Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably-
qualified staff is available. These tasks will be mutually agreed upon by the
contractor and the DHHS. and supervised by the DHHS staff. Tasks
associated with these services may include:

12.6.1. Assist in the preparation of data and narrative for the annual
cancer report for New Hampshire.

12.6.2. Assist in the investigation of cancer clusters and response to
concerns about the occurrence of cancer clusters in New

Hampshire.

12.6.3. Assist with the preparation of manuscripts for publication and
develop preparatory materials for professional meetings based
on the DHHS needs.

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS
cancer registry section (i.e. Cancer cluster investigations).

12.6.5. Enter into agreements with other organizations as needed for
processing data according to the NPCR standards, for example,
with the National Death Index to obtain death data, and with the

Veterans Administration (VA) to obtain VA cancer data.

13. Centers for Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets .as requested by DHHS for the
purposes of the New Hampshire's application for the CDC Continuing
Cooperative Agreement for Enhancement of State Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative
Agreement will be submitted for and all funding will be awarded
to the DHHS.

13.1.3. Identifying contractor contributions to the NHSCR effort, not
state general funds or federal funds that would be applied to a
direct or in-kind match that may.be required for application for
the CDC cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants
management staff.

^7n
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13.1.5. Representing the NHSCR on the NPCR and NAACCR- task
force, users group and or committees to learn recent updates-,
issues and share NH experiences with all other states and will
keep DHHS fully informed of all such activities.

13.1.6. Where appropriate, NHSCR will communicate directly with
NPCR and NAACCR on technical matters of cancer

surveillance, standards and submissions to NPCR and
NAACCR and will keep DHHS fully informed of all such
activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the terms of this contract and solicitation of

a new vendor is necessary, the Contractor shall assist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractor shall:

14.1.1. Provide the new vendor with a copy of the latest version of the
NHSCR database; the reporters' database; preregistration log;-
and the original copies of all the backups of the database.

14.1.2. Write up procedures used to purge all NHSCR data from
vendor's hardware and send the procedures to DHHS
Information Security and the Program point-of-contact for
review and approval. After apprpval of the procedures by the
DHHS, purge all NHSCR data from the hardware of vendor.

14.1.3. Train up to four (4) people employed by the new vendor, by
means of a reasonable exchange of. information on
administration of the NHSCR database, including an overview
of reporters and data exchange processes with other states.
The training is anticipated to involve at least the vendor's
database manager and Quality Assurance supervisor for
approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and
pathology reports submitted by reporting facilities; electronic
diskettes; and all documentation of' interaction with reporting
facilities.

14.1.5. Provide DHHS with a hard and electronic copy of the latest
version of the operation manual; system security and integrity
manual; and all other materials developed for the work process
of NHSCR during the contract process.

14.1.6. Close the web access for reporting facilities so that facilities can
no longer upload data of NHSCR data to the incumbent vendor.

G"OS
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14.1.7. Prior executing the above actions, the Contractor shall work
with DHHS to develop a Data Migration Plan that adheres to
Exhibit K - Information Security Requirements.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performance indicators in Table
1 to measure the effectiveness of the agreement.

15.1.1. All date references in Table 1 shall be used for this contract

unless otherwise specifically noted in the main body of this
contract.

15.1.2. All time periods are calendar days and not business days
unless otherwise specifically noted in the main body of this
contract.

15.1.3. Annually, the Contractor shall develop and submit to the DHHS.
a corrective action plan (CAP) for any deliverable and/or
performance. The Contractor shall send a copy of the CAP to
the DHHS Information Security Officer if the CAP includes
information security or privacy deliverables and/or performance
actions.

Rest of page intentionally left blank

p7*f

Trustees of Dartmouth College Exhibit A-Amendment #3 Contractor Initials
11/2/2020

RFP-20t7-DPHS-03-CANCe-01-A03 Page 17 of 22 Dale



OocuSign Envelope 10:69093EA6-1C26-4£66-AED9-093DDE$40ei9

New Hampshire Department of Health and Human Services
Cancer Registry Operations

Exhibit A - Amendment #3

Table 1

Description of Key Variables
Section

Number
Initial Term

Work Plan 2.1 30 days

Fullv Qualified Staff 2.2 30 days

Allow DHHS Particioalion 2.4 Ongoing

Case Reporting

3. 4.1-4.3,
4.14.4,
11.1

Ongoing

Create/Update operation manual 4.9 30 days & ongoing

IT infrastructureWebserver 5.5-5.8 30 Days

Install Registrv Software and prior data 5.9-5.10 30 days

Processes for laboratory and pathology reports 4-5 30 days

Reporters database ■ 5.12 30 days

Reqislration log 5.13 30 days

Upgrade/Replace software 5.14 ongoing

DHHS data access 5.12- 5.13 30 days & as needed

Procedures for Consolidation of cases and reoorts 6.1 30 days

.Run edit checks 6.3 Ongoing

Geocodinq 6.4.2 Ongoing

System security and oolicies and procedures
9.1,9.2,

9.5

14-60 days

Responsibility for consultation/assessment 8.1-8.2 Ongoing •

QA/OC Plan 10.2 30 Days

Case Firtdino and Oiagnostic Indices 10.4 October 31 of each year

Death Clearance 10.5 October 31 of each year

Quarterly Facility Reports 11.1 Once in 4 months

Annual progress Report 11.3 August 15 of each year

Final Incidence dataset 11.5 January 30 of each year

Extract of incidence dataset. 11.6 Ongoing

NPGR AND NAACCR Annual Report 11.7 Yearly

Submit data to NPGR 11.7 November 30 of each year

Submit data to NAAGGR 11.7 November 30 of each year .

Interstate Data Exchange . 11.8 Ongoing

Release of Data to researchers 11.9 Ongoing

Attend Meetings 12.2 Ongoing

GDG Cooperative Agreement Activities 13 Ongoing

Transition Activities 14 2 months

16. Specialized Services

16.1. The Contractor sha

16.2.

ll provide one (1) staff scientist to work jointly with the
New Hampshire State Cancer Registry staff to provide investigation and
research into environmental and genetic aspects of childhood cancer.

The Contractor shall collaborate with the Department to conduct a
systematic literature review on the many causes of childhood cancer which
shall include, but is not limited to:
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16.2.1. Most recent research published.

16.2.2. Unpublished early work presented at national and international
conferences.

16.3. The Contractor shall collaborate with the Department to write and publish:

16.3.1. A systematic review article describing the understanding of the
field.

16.3.2. Educational literature targeted to the public to explain what is
known about the causes of childhood cancer.

16.4. The Contractor shall conduct a detailed re-examination of the national data

as presented by Dr. David Siege) et al at
https://www.cdc.gov/mmwr/volumes/67/wr/mm6725a2.htm. The
Contractor specifically shall explore the following topics:

16.4.1. Analysis of race-speciftc rates, including those for
Massachusetts and Pennsylvania.

16.4.2. Hypothesis testing to demonstrate whether New Hampshire
rates significantly exceed those of neighboring states.

16.4.3. Hypothesis testing to demonstrate where the northeast region
stands in comparison to other regions.

16.4.4. Analyses of cancer subtypes including comparisons based on
race-specific data, to show if certain cancers are more
prominent in the Northeast, specifically NH, and to determine
any patterns of Cancer.

16.5. The Contractor shall provide surveillance for childhood Cancers by:

16.5.1; Providing a focus on data collection to complete cases.

16.5.2. Collaborating with Massachusetts Cancer Registry to include
obtaining data on children with cancer from New Hampshire
who receive treatment In Massachusetts.

16.6. The Contractor shall add one (1) additional part-time cancer registrar,
assigned to the scope of services in Section 16, to the State Cancer
Registry team located in Dartmouth, NH to improve surveillance for
childhood cancer, at a minimum of twenty (20) hours per week.

16.7. The Contractor shall conduct case-finding audits and receding audits to
optimize data for childhood cancer and provide a report that summarizes
the data quality and quantifies the improvement achieved through the audit
process.

16.8. The Contractor shall co-host one (1) academic conference in NH on the
etiology of childhood cancer. The Contractor shall:
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16.8.1. (nvite National and International researchers and state public
health agencies to discuss current research and public health
issues.

16.8.2. Pay for travel and fees for selected experts for their
presentations with a focus on specific pediatric cancers of
concern, genetic syndromes, and environmental childhood
cancer epidemiology.

16.8.3. Include a more limited executive session by invitation to discuss
next steps.

16.8.4. Develop educational literature for the public based on
information and discussion at the conference and executive

session.

16.8.5. Measure baseline awareness of participants on at least two (2)
pediatric cancer topics prior to commencement of the academic
conference.

16.8.6. Provide conference evaluations to 100% of the participants.

16.9. The Contractor shall analyze and summarize, for.a lay audience, radiation-
monitoring data from environmental samples taken around the Seabrook
Nuclear Power Station, at an estimated seventy-five (75)
Thermoluminescence Dosimetry TLD Sites, as collected by the
Department's Radiological Environmental Monitoring Program. The
objectives shall include, but are not limited to:

16.9.1. Providing the public with reliable radio analytical data regarding
the environmental impact of a nuclear facility.

16.9.2. Incorporating background radiation levels and radioactivity from
natural sources, as well as action levels for emergency
preparedness into the analysis reporting.

16.10. The Contractor shall develop educational materials, subject to Department
approval, based on the results of-the analyses of Seabrook data collection.

16.11. The Contractor shall work with the Department to create data visualizations
relating to radiation data and provide those to the Department.

16.12. The Contractor shall work with the Department to develop an outline of a
process that will allow for semi-automatic updating.of both static and web-
based reports, and shall provide the outline to the Department by June 1,
2021.

16.13. The Contractor shall work in conjunction with the Department to produce
aggregate data and educational materials for the Department to release to
the public for the purpose of informing the public on facts and actual risks
of radjation concentrations across the state based on the data collected by
the Department's Radiological Environmental Monitoring Program.
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16.14. The Contractor shall develop a study protocol to gather information about
pediatric cancer survivors and their caregivers' experiences with cancer
treatment and post-cancer treatment activities which shall include, but is not
limited to:

16.14.1. Obtaining approval from an Institutional Review Board for the
study protocol and materials which shall include, but is not
limited to:

16.14.1.1. Consent forms.

16.14.1.2. Focus group prompts.

16.14.1.3. Survey questions.

16.14.2. Implementing the study to gather information from childhood
cancer survivors and their caregivers.

16.14.3. Analyzing the results of the information gathering activities
using appropriate qualitative and quantitative methods.

16.14.4. Developing a written report and other materials on the results
of the survivor study to share.

16.14.5. Providing non-identifiable data to the Department.

16.15. The Contractor will work with DHHS to develop a Data Sharing Plan (DSP)
to support the Radiation Monitoring Requirement in this contract.

17. Reporting

17.1. The Contractor shall maintain income and expenditure records that shall be
available to the Department, upon request.

17.2. The Contractor shall submit a draft work plan, for the scope of services
referenced in Section 16, to the Department for approval within thirty (30)
days of Governor and Executive Council.approval which shall include, but
is not limited to:

17.2.1. A plan to meet each obligation of Amendment #3.

17.2.2. An estimated timeline.

17.3. The Contractor shall submit an updated work plan within sixty (60) days of
the contract amendment's effective date.

17.4. The Contractor shall submit quarterly reports within thirty (30) days at the
end of each quarter, for Department approval which shall include, but is not
limited to:

.  17.4.1. Brief narrative of work performed during the reporting period:

17.4.2. Summary of work plans for the upcoming quarter, includlrig
challenges and/or barriers to completing the requirements of
this Agreement;
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17.4.3. Documented achievements; and

17.4.4. Progress made toward meeting the performance measures.

17.5. The Contractor shall submit an annual, evaluation report within thirty (30)
days of the completion of the contract period which shall include,-but is not
limited to:

17.5.1. Brief narrative of work performed during the reporting period;

17.5.2. Summary of work plans for the upcoming quarter, iricluding
challenges and/or barriers to completing the requirements of
this Agreement;

17.5.3.. . Documented achievements; and

17.5.4. Progress made toward meeting the performance measures.

18. Performance Measures

18.1. The Contractor shall ensure the following performance indicators are
annually achieved and monitored monthly to measure the effectiveness of
the agreement:

18.2. The Contractor shall have at least eighty (80) participants attend the
academic conference.

18.3. The Contractor shall increase baseline awareness among participants at
the academic conference about issues related to at least two pediatric
cancer topics.

18.4. The Contractor shall increase the knowledge of state legislators with regard
to the needs of childhood cancer survivors in NH by 50%.

18.5. Annually, the Contractor shall develop and submit to the DHHS, a corrective
action plan for any performance measure that was not achieved.

19. Specialized^Sefvices Deliverables
19.1. The Contractor shall deliver final summary reports to the Department in PDF

form that will be hosted on the Department's website, analytical code and
summary files, as well as data visualizations (using Tableau ArcGIS, and
R)-

19.2. The Contractor shall deliver an interactive map, such as ArcGIS StoryMap.
or Interactive Dashboard using Tableau to align with current tools and
platforms used by the Department, from the summary and analyses of
environmental samples from Seabrook Nuclear Power Station.

19.3. The Contractor shall provide a report summarizing the data collected from
the Department's Radiological Environmental Monitoring Program.
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Additional Cancer Data Registry Technical Requirements

CANCER DATA REGISTRY TECHNICAL
REQUIREMENTS

CONTRACTOR

RESPONSE
CONTRACTOR COMMENTS "

A GENERAL DATA SECURITY AND PRIVACY
A.1 Reserved

A.2 Reserved

A.3 Reserved

A.4 Reserved

A.5 Reserved -

A.6 Reserved

B APPLICATION SECURITY REQUIREMENTS
B.I Reserved

B.2 Reserved

8.3 Reserved

8.4 Reserved

8.5 Reserved

8.6 Reserved

B.7 Reserved

8.8 Reserved

8.9 Reserved

B.10 Reserved

8.11 Reserved

8.12 Reserved

8.13 Audit all attempted accesses that fail or
succeed identification, authentication, and
authorization requirements. Audit Logs shall be
rftiainfid for six (6) vears.

Yes

8.14 The application shall log all activities to a
central server to prevent parties to application
transactions from denying that they have taken
place. The audit logs must be kept for six (6) ■
years.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3, 2016, providing
additional details and specifics of
the logging functionality process, is
hereby Incorporated by reference
as fully set forth herein.

The State and Contractor shall

negotiate a mutually agreeable
remediation plan within 180 days of '
the effective date of the Contract.

The Contractor will describe

aspects of the infrastructure that are
not amenable to this logging and
discuss with the State within 180
days of the effective date of the
contract,

8.15 Reserved

8.16 Reserved

8.17 Reserved

8.18 Reserved

8.19 Reserved

[ '
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B.20 Reserved 1

C. HOSTING REQUIREMENTS 1
0.1 Reserved 1
C.2 The Contractor will not be responsible for
network connection issues, problems or cicnditions
arising from or related to circumstances oijlside the
control of the Contractor, ex; bandwidth, network
outages and /or any other conditions arising on the
data submitters internal network or, more|
generally, outside the Contractor's firewalj or any
issues that are the responsibility of the data
submitters Internet Service Provider. I

Yes

C.3 Reserved 1 .
C.4 The Contractor must monitor the application
and all servers. 1

Yes.

C.5 The Contractor shall manage the da
and services on all servers located at the
Contractor's facility.,

abases Yes

C.6 The Contractor shall install and upd;
server patches, updates, and other utilitie
30 days of release from the manufacturer
patches and vulnerability updates will be
soon as possible. .

ite all

5 within

Security
applied as

Yes

C.7 The Contractor shalli monitor Systerh,
security, and application logs. 1

Yes

C.8 The Contractor shall manage the sharing of
data resources 1

Yes

C.9 The Contractor shall hnanage daily backups,
off-site data storage, and restore operations.

Yes

C.10 The Contractor shall monitor physical
hardware. 1

Yes

C.11 The ContractoriShall provide validation that
they have adequate disaster recovery procedures
in place.

Yes

C.12 The Contractor shall have documented
disaster recovery plans that address the recovery
of lost State data as well as their own. Systems
shall be architected to meet the defined recovery
needs.

Yes

C.I3 The disaster recovery plan shall identify
appropriate methods for procuring additional
hardware in the event of a component failure. In
most instances, systems shall offer a level of
redundancy so the loss of a drive or power supply
will not be sufficient to terminate services however,

these failed components will have to be replaced.

Yes

C.14 The Contractor shall adhere to a defined
and documented back-up schedule and procedure.

Yes

C.I 5 Back-up copies of data are made for the
purpose of facilitating a restore of the data in the
event of data loss or System failure

Yes

-—-09
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Additional Cancer Data Registry Technical Requirements

C.16 Scheduled backups of all servers must be '
completed weekly-

Yes

C.17 The mirtimum acceptable frequency is
differential backup daily, and complete backup
weekly.

Yes

C.18 Back-up site is physically located *-5 miles
from the Production data to avoid complete data -

loss with the loss of a facility.

Yes

C.19 If State data is personally identiflabie. data
must be encrypted in the operation environment
and on back up tapes.

Yes

C.20 Data recovery - In the event that recovery
back to the last backup is not sufficient to recover
State Data, the Contractor shall employ the use of
database logs in addition to backup media In the
restoration of the database{s) to afford a much
closer to real-time recovery. To do this, logs must
be moved off the volume containing the database
with a frequency to match the business needs.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3, 2016, providing
additional details and specifics of
the data recovery process,. Is
hereby incorporated by.reference
as full.y set forth herein.

The Slate and Contractor shall

negotiate a mutually agreeable
remediation plan within 180 days of
the effective date of the Contract.

D. HOSTING REQUIREMENTS - NETWORK
ARCHITECTURE

0.1 The Contractor must operate hosting Services
on a network offering adequate performance to
meet the business requirements for the State
application.

The Applicant, an academic
institution, is not in a position to
guarantee uptime. The registry
operations do not provide a public
service but deal with a small number
of (-25) regular cancer reporters.

0.2 The Contractor shall provide network
redundancy deemed adequate by the Slate by
assuring redundant connections provided by
multiple Internet Contractors, so that a failure of
one Internet conneclipn will not interrupt access to
the State application

D.3 The Contractor's network architecture must

include redundancy of routers and switches in the
Data Center

D.4 Resen/ed

E. HOSTING REQUIREMENTS - SECURITY

E.I Reserved

E.2 Reserved

E.3 Reserved

E.4 Reserved

E.5 Reserved

E.6 Reserved

E.7 Reserved >

Taistees of Dartmouth College
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Additional Cancer Data Registry Technical Requirements

F HOSTING REQUIREMENTS - SERVICE
LEVEL AGREEMENT

F.1 The OHHS and Health Facilities shall have
unlimited access, via phone or Email; to the
Contractor's Help Desk .technical support staff
between the hours of 8:00am to 4:30pm- Monday
thru Friday EST.

Yes

F.2 The Contractor's Help Desk telephone or e-
mail response time for technical support shall be
no more than twenty-four (24) hours.

Yes NHSCR Is prepared to respond
during normal business hours, 8:00
AM to 4:30 PM. Monday through
Friday EST. This has worked well
with our reporters.

F 3 Reserved.

G ADDITIONAL QUESTIONS

G.I The Contractor shall provide a written
description of the Registry Plus Suite options used
byNHSCR.

Yes The Contractor's Proposal
Response to Information
Technology questions dated
October 3. 2016. providing
additional details and specifics of
the Registry Plus Suite, is hereby
incorporated by reference as fully
set forth herein.

G.2 Reserved.

G.3 Reserved.

G.4 Reserved.

Trustees of Dartmouth College

RFP-2017-DPHS-0J-CANCe-01-A03
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New Hampshire Department of Health and Human Services

Exhibit K, Amendment #3

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document;

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable Information,
whether physical or electronic. With regard to Protected Health Information. "Breach"
shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer.Security Incident
Handling Guide. National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential lnformation also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition Is govemed by state or
federal law or regulation. This information Includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial Information
(PFI), Federal Tax Information (FTI). Social Security. Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g. contractor, contractor's employee,
business associate, subcontractor) \vorking on behalf of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a.
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics \Mthout the owner's knowledge, instruction, or
consent. Incidents Include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,
all of which may have the potential to put the data at risk of unauthorized accegs^se,

V5. Laslupdate 10/09/18 ExhibltK ConiroctorInitials

Modified for Oartmoulh as of 10.28.2020 DHHS Inlormalion
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DHHS Information Security Requirements

disciasure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is not
designated by the State of New Hampshire's Department of information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit).will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc..
alone, or when combined witH other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule"'shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Inforrnation that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
Including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a request
for disclosure on the basis that It Is required by law. in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to

V5, LesJ update 10/09/18 Exhibil K Conlraclof initials
Modinod lor Dartmouth as of 10.28.2020 DHHS information

Security Requirements 11/2/2020
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DHHS information Security Requirements

the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to t>e bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not Indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

V Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable In cyber security and that said application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. Erid User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and t>eing received by email addresses of
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers,(SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data. , .

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential

Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
-0>
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access or transmit Confidenllal Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure FileTransfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all.
data must be encrypted to prevent Inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to, destroy the data and any
derivative under Its control in whatever form it may exist, unless, otherwise required by law or
permitted under this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees Confidential Data vwll only be stored and transmitted within
the boundaries of the United States unless prior express written consent is obtained
from the DHHS Information Security Officer_and it wilt not outsource functions,
including but not limited to IT support or administrative services, relating to the State
of New Hampshire or NH DHHS offshore or outside the boundaries of the'United
States. This physical location requirement shall also apply in the implementatipn of •
cloud computing, cloud service or cloud storage capabilities, and includes backup
data, video conferencing and Disaster Recovery locations.

2. The Contractor agrees Confidential Data vrill not l>e stored on personal devices.

3. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provided systems.

4. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential infoirhatlon.

5. The Contractor agrees to retain all electronic and hard copies of.Confidential Data in
a secure location and identified in section IV. A.2

6. The Contractor agrees Confidential Data stored in a Cloud must be in a. FedRAMP,
HITECH or government compliant, solution appropriate for the type of data stored
and/or processed or transmitted, and comply with all applicable statutes and
regulations regarding the privacy and security, including all requirements contained
within this Exhibit. All Contractor or End User controlled servers and devices must

follow the hardening standards as ' outlined in NIST 800-123

V5. Lasl update 10/09/18 Exhibit K Contractor Initials
Modified for Dartmouth as of 10.28.2020 DHHS Information
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(httDs://nvlDubs.nist.QOv/nistDubs/leQacv/sD/nistsoecialDubiication800'123.Ddfl. As

well as current updated and maintained anti-malware utilities (e.g. anti-viral, anti-
hacker, anti-spam, anti-spyware). The environment, as a whole, must have intrusion-
detection services and intrusion protection sen/ices, as well as, firewall protection.
The Contractor must hold the key to the cloud solution.

7. The Contractor agrees to and ensures its complete cooperation with the NH DolT
Chief Information Security Officer when a hosting infrastructure security risk
vulnerability is detected and said vulnerability does not have an immediate
remediation path.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination: and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion" and media
sanitlzation, or otherwise physically destroying the media (for example, degaussing)
as described In NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless othenvise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as micro cross-shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security.controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department cgofifi^ntial

V5. Lesl update 10/09/lB Exhibit K Conlractof Initials
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information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage'and secure destruction) regardless of the media used to

.  store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maihtain a
program of an internal process or processes that defines specific security expectations,
•and monitoring compliance to security requirements that at a minimum match those for
the Contractor, Including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with alt applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Departrhent determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a^ System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
—ot

pn
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make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response and recovery from the breach,
subject to the limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
C-Tof the contract, including but not limited to: credit monitoring services, mailing costs
and costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to-'federai agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govern protections for individually Identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements set forth in
the principles of NIST 800-53 and established by the State of .New Hampshire,
Department of Information Technology. Refer to Vendor Resources/Procurement at
https://www.nh.gov/doit/vendor/index.htm for the Department of Information
Technology policies, guidelines, standards, and procurement information relating to
vendors. The Contractor shall also maintain the security of the systerri environment in
accordance with the requirements of the Cancer Data Registry Technical
Requirements.

14. Contractor agrees to maintain a documented breach notification and incident response
process.

15. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other-electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvoted and being sent
to and being received by email addresses of persons authorized to receiv^such

[p^
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information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that Is physically and
technologically secure from access by unauthorized persons during duty.hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or yvhen stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible" for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein. HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is dispoised
of in accordance with this Contract.

V. LOSS REPORTING

A. The Contractor must notify NHDHHS Information Security via the email address
provided in this Exhibit, of any Incidents or Breaches immediately after the Contractor
has determined that the aforementioned has occurred and that Confidential Data may

-  have been exposed or'compromised.

1. Parties acknowledge and agree that unless notice to the contrary Is provided by
Department in its sole discretion to Contractor, this Section V.I constitutes notice by
Contractor to Department of the ongoing existence and occurrence or attempts of
Unsuccessful Security Incidents for which no additional notice to Department shall
be required. "Unsuccessful Security Incidents" means, without limitation, pings and

.  other broadcast attacks on Contractor's firewalls, port scans, unsuccessful log-on
attempts, denial of service attacks, and any combination of the above, so long as no
such incident results in unauthorized access, use or disclosure of PHI.

B. Comply with all applicable state and federal suspected or known Confidential Data loss
obligations and procedures. Per the terms of this Exhibit the Contractors and End User's
security Incident and breach response procedures must also address how the Contractor
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will:

1. Identify incidents;

2. Determine if Confidential Data is involved in incidents;

3. Report suspected or confirmed incidents to the Department as required in this Exhibit.
The Department will provide the Contractor with a NH DHHS Security Contractor
Incident Risk Assessment Report for completion.

4. Within 24-hrs of initial notification to the Department, complete the NH DHHS Security
Contractor Incident Risk Assessment Report and email it to the Department's
Information Security Office at the email address provided herein; •

5. Identify and convene a core response group to determine the risk level of incidents
and determine risk-based responses to incidents and mitigation measures, prepare to
include the Department in the incident response calls throughout the incident
response investigation;

6. Identify incident/breach notification method and liming:

7. Within one business week of the conclusion of the Incident/Breach response
investigation a final written Incident Response Report and Mitigation Plan is submitted
to the Department's Information Security Office at the email address provided herein;

8. Address and report incidents and/or Breaches that implicate personal information (PI)
to the Department in accordance with NH RSA 359-C:20 and this Agreement:

9. Address and report incidents and/or Breaches per the HIPAA Breach Notification Rule,
and the Federal Trade Comrriission's Health Breach Notification Rule 16 CFR Part

318 and this Agreement.

C. All legal notifrcations required as a result of a breach of information, or potential breach,
collected pursuant to this Contract shall be coordinated with the State. The Contractor shall
ensure that any subcontractors used by the Contractor shall similarly notify the State of a
Breach, or potential Breach Immediately upon discovery, shall make a full disclosure,
including providing the State with all available information, and shall cooperate fully with
the State, as defined above.

VI. PERSONS TO CONTACT

A. DHHS Information Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit K Contractof Initials
Modified for Dartmouth as of 10.28.2020 DHHS information

Securtty Requirements , 11/2/2020
Page 9 of 9 Date
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STATE OF NEW HAMPSmRE

DEPARTMENT OF HEAJLTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

Jeffrey A. M«ym 29 HAlEN DRIVE, CONCORD. NM 0J301
Cocnmisiiontr 603-271-4501' 1400-8S2.3345 Cit. 4501

]  Fix: 603-271-4827 TDD Access: 1-800-735-2964
Uii M. Mwrii www.dhhj.nh.Bov

Director . •

April 19, 2019

His Excellency, Governor Christopher T. Sununu
.  and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health Services, to
enter into a retroactive, sole source amendment to an existing agreement with Trustees of
Danmouth College. Vendor # 177157-6013. 11 Rope F^erry Road.6210. Box 186. Hanover, NH 03755.
to operate a cancer registry system, by increasing the*pr'ce limitation by $1,642,306 from $2,523,240
to $4,165,546 and by extending the completion date from June 30, 2020 to June 30, 2022. relroactlve
to April 1, 2019 effective upon Governor and Executive Council approval. 62% Federal Funds and
18% General Funds.

This agreement was originally approved by the Governor and Executive Council on November
18, 2016 (Item #21 Vote 5-0) and amended as approved by the Governor and Executive Council on
June 6. 2018 (Item #13 Vote 5-0).

Funds are available in State Fiscal Year (SFY) 2019 and are anticipated to be available in SFYs
2020, 2021, and 2022, upon the availability and continued appropriation of funds in the future operating
budgets, with authority to adjust encumbrances between State Fiscal Years through the Budget
Office.

See Attached Fiscal Details

EXPLANATION '

This request is retroactive because the Department received approval from the Centers for
Disease Control and Prevention (CDC) to amend this contract with federal grant funds in February of
2019. The amendment is to combine data on cancer diagnoses with initial treatment data and will
require use of a data entry clerk who will bill at an hourly rate for data entry. In order to complete data
entry, it was critical to begin this work as early as possible in SFY 2019. Initial treatment data includes
information about whether an individual had surgery, radiation therapy, chernotherapy, hormone, or
immunotherapy which can be used for research on these interventions.

This request is sole source because there are no renewal options left in.the original contract
and the Department wishes to ensure continuation of work with the Trustees of Dartmouth College
under the. CDC grant that started in June 30, 2017 and ends June 30. 2022, which is the end of the
grant project period.

The Department seeks to expand upon the work'that has taken place for the last several years
to ensure data quality and completeness through participation in the CDC Data Quality Evaluation.
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(DQE). This amendment will also ensure the continued operation of an Incidence-based statewide
cancer registry system as required by RSA 141-B.

The primary purpose of the New Hampshire State Cancer Registry is to Identify all reporlable
cases of cancer In New Hampshire in order to provide information on the overall number, types, and

.changing patterns of cancer among residents of the state. New Hampshire RSA 141-B obligates the
Department to. collect information regarding the majority forms of cancers diagnosed in New
Hampshire. The Contractor v^nll continue conducting data collection, data processing, quality
assurance and database management activities for the collection of cancer information for the New
Hampshire State Cancer Registry in accordance with the • Department guidelines and standards
established by the National Program of Cancer Registries and the North American Association of
Central, Cancer Registries.

The cancer registry is one of the public health tools used to monitor and investigate trends in
cancer diagnoses and treatment in every state in the U.S. The cancer registry through this contract

. generates critical data for public health investigations, fdr public health prevention programs, and for
academic researchers who work to identify causes of cancer, and prevention and treatment strategies.
This amendment will allow the Contractor to continue to capture essential data on people wrho are
newly diagnosed with.cancer.

The following performance objectives will be used to measure the effectiveness of the
agreement:

•  For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 3G4.2.

•  The database shall be. at a minimum. In accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of Cancer
Registry standards.

•  The data collected is'95% complete.within tNvelye (12) months of date of diagnosis for cases
seen In any New Hampshire hospital.

;  • The data collected is 90% complete within fifteen (15) months of the date of diagnosis for all
cases among New Hampshire residents, regardless of where they received the cancer care.

•  The data collected is 95% complete within twenty-four (24) months of date of diagnosis for all
cases among New.Hafttpshire residents, with cases identified from death certificate review and
follow-up. from physician practices, from non-hospital facilities, and from out-pf-stale sources.

The Contractor follows the standards required for.the National Program of Cancer Registries
(NPCR) National Data Quality and Completeness Program and US Cancer Statistics Publication
Standard. The Trustees of Dartmouth College has achieved status as a National Program of Cancer
Registries Registry of Excellence, and. is the recipient of their eleventh consecutive gold standard
certification by the N.orth American Association of Central Cancer Registries.

Approximately 1.3 million Individuals will be served from April 1, 20l9.through June 30. 2022 -
through cancer-related programming that is informed using data from the NH State Cancer Registry.

Should the Governor and Executive Council not authorize this request, the Department may be
unable to support a high quality cancer registry and will lose the ability to monitor cancer trends;
respond to community concerns related to cancer clusters; inform and educate communities about
cancer risk; develop policies and plans that address cancer risk in the community: evaluate the
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effediveness. accessibility, and quality of cancer prevention; and control strategies and provide data to
researchers to understand the causes and treatments for cancer.

Area served; Statewide

Source of Funds: 82% Federal Funds. Catalog of Federal and Dbmestic Assistance (CFDA)
#93.898, United States Department of Health and Human Services, Centers for Disease Control and
Prevention New Hampshire Breast & Cervical Cancer, Comprehensive Cancer & Cancer Registry.
Federal Award Identification Number (FAIN) # NU58DP006298 and Catalog of Federal and Domestic
Assistance (CFDA) #93.991. United Slates Department of.Health and Human Services. Centers for
Disease Control and Prevention, Preventive Health and Health Services Block Grant. Federal A\ward
Identification Number (FAIN) # NB01OT009205; and 18% General Funds.

In the event that Federal Funds become rio longer available, additional General Funds will not
be requested to support this program.

Respectfully submitted.

Jeffrey A. Meyers
Commissioner

The Deparlnxenl ofHeoUh and.Human Servkti'Mittion is lojoin eemmuniiies and foniiliet
in providing opporiunilies (or ctlizc'U to achieve heoUh and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DiV/SIO^ OF PUBLIC HEALTH SERVICES

29 HAIENDRJVE, CONCORD, NH 03301
603-27MS0I I-000-052-334S Ell. 4S0I

Pai: 603-2714827 TDD Access: I•800-735-2964

www.dhhi.nh.gov

Fiscal Details

05-95-90-900510-86660000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Arnount .

Revised

Modified

' Budget

SPY 2017 102-500731 Contracts for Prog Svc 90080080 $251,736 $0 $251,736

Sub Total $251,736' $0 $251,736

15-95-90.900

>VS, HHS; D
00% Genera

510-86660000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
VISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
Funds

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified
Budget

SFY 2017 601-500931 State Fund Match 90056005 $100,045 $0 $100,045

Sub Total $100,045 $0 $100,045

05-95.90-902010-22150000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN .
SVis, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CDC ORAL HEALTH GRANT

Fiscal

Year

Class/

Account

•  t

Class Title
Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

-Modified

Budget

SFY 2017 102-500731 Contracts for Prog Svc 90080080 $173,000 $0 $173,000

Sub Total ■ $173,000 $0 $173,000



05-95-90-902010-3i5970000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY

Fiscal

Year

Class/

Account
Class Title

T- —,

Job

Number

Current

r^odified

Budget

Increase

(Decrease)
Amount

Revised

, Modined*.
Budget

SFY 2018 102-500731 Contracts for Prog Svc 9008C080 $446,542 SO. $446,542

SPY 2019 102-500731 Contracts for Prog Svc 90080080 $435,217 $0 $435,217

SFY 2020 102-500731 Contracts for Prog Svc 90080080 $446,542 $97,000 $543,542

SFY 2021 102-500731 Contracts for Prog Svc 90080080 SO $543.^2 $543,542

SFY 2022 102-500731 Contracts for Prog Svc 90060080 $0 $543,542 $543,542

Sub Total $1,328,301 . $1,184,084 $2,512,385

SVS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, CANCER REGISTRY100% General Funds

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SFY 2018 601-500931 State Fund Match 90056005 $150,000 $0 $150,000

SFY 2019 601-500931 State Fund Match 90056005 $150,000 .$0 $150,000

SFY 2020 601-500931 State Fund Match 90056005 $150,000 SO $150,000

SFY 2021 601-500931 State Fund Match 90056005 $0 $150,000 $150,000

SFY 2022 601-500931 State Fund Match 90056005 SO $150,000 $150,000

Sub Total $450,000 $300,000 ■ $750,000

Page 2 of 3



05-95-90-901010^0110000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY &
PERFORMANCE, PREVENTIVE HEALTH BLOCK GRANT
00% Federa Funds CDC Prevehlalive Health and Health Service Block Grant (PHHSBG) '

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

Budget

SPY 2018 102-500731 Contracts for Prog Svc 90001037 $69,611 $0 $69,611

SPY 2019 102-500731 Contracts for Prog Svc 90001037 $59,611 $0 $69,611

SPY 2020 102-500731 Contracts for Prog Svc 90001037 $69,611 $0 $69,611

SPY 2021 102-500731 Contracts for Prog Svc 90001037 SO $69,611 $69,611

SPY 2022 ■ 102-500731 Contracts for Prog Svc 90001037 $0 $69,611 $69,611

Sub Tota! $208,833 $139,222 $348,055

05-95-90-902010-5S590000 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN

SVS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH & COMMUNITY
SERVICES, COMPREHENSIVE CANCER

Fiscal

Year

Class/

Account
Class Title

.. Job
Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised -

Modified

Budget

SPY 2019 102-500731 Contracts for Prog Svc 90080080 $11,325 $19,000 $30,325

Sub Total $11,325 $19,000 $30,325

TOTAL: $2,523,240 $1,642,306 $4,165,546

Page 3 of 3



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hacen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-600.735-2964
.www.ah.gov/doil

Denis Goulet

Commissioner

April 26, 2018

Jeffrey A. Meyers, Commissioner
Department of HcaJth and Human Services
Slate of New Hampshire

129 Pleasant Street ""
Concord, NH 03301-3857

Dear Commissioner Meyers:

This Icncr represents formal notification that the Department oflnformation Technology (DolT)
has approved your agency's request to enter into a rctmaclive, sole source contract amendment with
Trustees of Daitmouth College (Vendor«177157-BO13), as described below and:refcrenccd as DolT No.
2016-P81B. . . , ■

This is a retroactive, sole source contract amendment with the Trustees of bartmoulh
College to continue to operate an incidence-based statewide cancer registry system m
New Hampshire as required by RSA 141-B and for the use of a data entry ckrk to
combine data on cancer diagnosis with initial treatment data.

This amendment will increase the contract price by $1,642,306 frorh $2,523,240 to
$4,165,546 and extend the contract end date from June 30, 2020 to June 30, 2022

■ retroactive to April 1,2019 effective upon Coveraor and Executive Council approval.

A copy of this letter should accompany the Depanmem of He^lh and Human Services*
submission to the Governor and Executive Council for approval.

Sincerely

Denis Goulet

DG/ik/ck

DolT No. 2016-081B

cc: Bruce Smith

'Innovative Technologies Today for New Hampshire's Tomorraw'



New Hampshire Department of Health and Human Services
Cancer Registry Operations

State of New Hampshire
Department of Health and Human Sorvicos

Amendment U2 to the

Cancer Regletry Operations Contract

This 2^ Amendment to the Cancer Registry Operations contract (hereinafter referred to as "Amendment
P2') dated this 13" day of December. 2018. is by and between the Stale of New Hampshire. Department
of Health aruJ Human Services (hereinafter referred to as the "Stale" or "Department") and Toistees of
Dartmouth College, (hereinafter referred to as "the Contractor"), a corporation with a place of business at
11 Ropo Ferry Road #6210. Hanover, NH 03755.

'WHEREAS, pursuant to an agreement (the "Contract") approved by the Govemor and Executive Council
on November 18.2016, Item #21. as amended on June 6.2018. Item #1,3. the Contractor agreed to perform
certain services based upon the terms end conditions specified in the Contract as amended and in
consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the coritracl; and

WHEREAS, pursuant to Form P-37. General Provisions. Paragraph 18. the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Govempr and Executive Council; and

WHEREAS, the parties agree to Increase the price limitation and rhodrfy the scope of services to support
continued delivery of these services; end

NOW THEREFORE. In'consideration.of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. ' Form P-37 General Provisions. Block 1.7, Completion Date, to read:

June 30. 2022.

,2. Form P-37. General Provisions. Block 1.8. Price Limitation, to read:

$4,165,546.

3. Form P-37. General .Provisions, Block 1.9. Contracting Officer for Stale Agency, to read:

Nathan White, Director.

4. Form P-37. General Provisions, Block 1.10, Slate Agency Telephone Number, to read;.

603-271-9631.

5. Delete Exhibit A. Scope of Services in Its-enlirety and replace wilh Exhibit A. Amendment #2.

6. Delete. Exhibit B - Amendment #1. Method and Conditions Precedent'to Payment, Section 2 and
replace with the following;

2. This Agreement is funded with general funds and federal funds as follows; 73% Federal Funds
from US Centers for Disease Control & Prevention, NH Comprehensive Cancer Control
Program & Cancer Registry Programs. CFDA #93.898, Federal Award Identrficetion Number
(FAIN)#NU58DP006298, and 9% Federal Funds from Centers for Disease Control and
Prevention. Preventative Health and Health Services Block Grant. CFDA #93.991. FAIN#
NB010T009205 and 18% General Funds.

Trustees or Osnmouth CoOegfl A/nen^ert02'
RFP-20U-OPHS^3-CANCE Page I 014 '



New Hampshire Department of Health and Human Services
Cancer Registry Operations

7. Delete Exhibit B-4. ̂ nendment , and replace with Exhibit 0-4. Amendment #2.

8. Delete Exhibit B-5. Amer*dmen! #1. and replace with Exhibit B-5, Amendment #2.

9. Add Exhibit B-6. Amendment #2.

10. Add Exhibit B-7. Amendments. .

11. Add Exhibit K. DHHS Information Security Requirements.

The rost of (his peg© isft Intentionolly blank. '

Tnjst&ea of Dartmouth Cdteoe • Afflendm«m»2
RfP-20ir-DPHS-0W;ANC6 ■ Pa9o2oJ4



New Hampshire Department of Health and Human Services
Cancer Registry Operations

This emendment shall be effective upon the date of Governor ond Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

Date

Date

1^

Slate of New HampsNre
Department of Health and Human Services

Trustees of Dartnriouth College

Jill M. Mortall. Director

® Office of Sportsored Protects

Acknowledgement of Contractor's signature:

State of hkx-> jjirv^ndiirjf.Countv of on HI , before the undersigned officer,
personally appe^ed (he person Identiried dirlktly above, or satisfactorily proven lo be the person whose name is
signed above, and acknowledged that s/he executed this document-in the capacity Indicated above.

jlca^n^ Q .QjUhtl^d.
Signature of Notary Public or Justice of the Peace

' HEATHER A. ARNOLD. Notary Putno
My Commbalon Expires August 24,2021.

Name aridTitle of Notary or Justice of the Peace

'MyGbrnmissipn Expire's:

•j

-  • • j

Truitoes of Darvnouth Cofl»eft
RFP-2017-OPHS-0Wyu^CE,

Am«ndmenl«2

Pago 3 ol0



New Hampshire Department of Health and Human Services
Cancer Registry Operations

The preceding Amendment, having been reviewed by this office, is approved as to form,-substance, end execution.

OFFICE OF THE ATTORNEY GENERAL

Date 7.
nue:

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of the State
of New Hampshire at the Meeting an: (dale of meeiing)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Trustees of Oanmcuth CoiDege
RFP-20I7.0PHS-03-CANCE

AminementS2

PD9e4of4 .
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Cancor Registry Operallcna ' >>

Exhibit A - Amendment #2

Scope of Services

1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. All services to be performed under this contract shall be In accordance with
New Hampshire Department of Health and Human Services (DHHS), New-
Hampshire law RSA 141-B, New Hampshire Administrative rules. He-P 304,
United States Public Law 102-515, and Centers for Disease Contiol and
Prevention (GDC), National Program of Cancer Registries (NPCR) and
North American Association of Central Cancer Registries (NAACCR)
standards and guidelines.

2. Required Activities

2.1. The Contractor shall present for discussion and proposed modifications, a
Work Plan, due within 30 days of the corilract effective date. The tirrieline
and work plan shall meet all due dates for deliverables noted in the
Deliverables and Key Performance Indicators set forth in Section 14 of this
document.

2.2. The Contractor shall have all fully qualified staff assigned in support of the
New Hampshire State Cancer Registry (NHSCR) contract within 30 days of
the contract effective date, '

2.3. The Contractor shall maintain the NHSCR dalaba^ from a physical location
within a seventy-five (75) mile radius of the DHHS, located in Concord. The
rationale for this requirement Is that the DHHS provides technical and
administrative oversight of the NHSCR operations, which includes on-site
visits to the NHSCR contractor. In addition, appropriate contractor

' personnel are required to attend regular meetings with DHHS staff as well
as other meetings as necessary.

2.4. The Contractor shall allow full participation of the DHHS In the ongoing,
•  onslte operations of contract activities including Interacting directly with

contractor staff, viewing abstract processing, participating in customizing
,  registry software selecting edits, aspects of database management, system

security, and quality assurance that the DHHS deems necessary.

2.5. The Contractor shall provide DHHS with technical assistance and expertise
on matters within the scope of work of the' contract.

Truslecs of Dartmouth College Exhibit A-Amendmenl«2 Conlractw

RFP-2017-DPHS-03-CANCE-Ot Page 1 of 18 Date angi'i
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Exhibit A - Amendment #2

3. Cancer Registry Operation

3.1. The Contractor shall operate an incidence-based statewide cancer registry
reporting system in accordance with RSA 141-B and Part He-P 304 of the
New Hampshire Administrative Rules,

httD://www.Qencourt,state.nh.us/rules/state aqencies/he-D300.html.

3.2. the Contractor shall collect information and maintain an electronic
database of all Incident cancer cases occurring among the New Hampshire
population according to the Administrative Rules.

- 3.3. The Contractor shall facilitate and encourage submission of reports for each
incident case Facilitate and encourage submission of reports for each
incident case defined in RSA 141rB;7

fhttp://www.Qencoun.state.nh'.us/risa/hlml/X/l4l-B/141-B-mrQ.html. all the

data variables listed in administrative rule He^P 304.02 by "health facilities'
within an expected time frame as listed in Administrative Rule He-P
304.01(e) " and He-P .304.01(1)
(http://www.Qencourt.state.nh.us/rules/state aQencies/he-p300.htmn.

Facilitation and encouragement may include writing letters, calling by
telephone and personal visits to health providers and/or health facility
administrators or supervisors. ("Health Facilities' shall be defined according
to the Administrative Rules.)

3.4. The Contractor shall inform DHHS of facilities that remain out of compliance
with reporting requirements despite Contractor notification in the following
situations:

3.4.1. Denial or lack of access to pathology reports or medical records;

3.4.2. Lack of submission of reports within orie month or expected date; and

3.4.3. Lack of response to letter or other formal inquiry y\nlhin one month.

3.5. . The Contractor shall adhere to Timetable of Data Deliverables:

3.5.1. The NHSCR data shall meet the following five (5) diata quality criteria
(National Data Quality Standard (formally known as the 24-Month
Standard)]:

3:5.1.1. Data are ninety-five percent (95%) corhplete based on
observed-to-expected cases as computed by CDC.

3.5.1.2. There are three percent (3%) or fewer death-certificate-cnly
cases.

3.5.1.3. ' There is a one (1) per one thousand (1.000), or fewer,

Tnjsleos of Dartmouth Colleoe Exhibit A - Amendment ff2 Contractor Initials

RFP.20t7-DPHS-03-CANCE^1 Pe902of18 .Daleinuii
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Exhibit A - Amendment 02

unresolved duplicate rate.

3.5.1.4. The maximum percent missing for critical data elements are:

3.'5.1.4".1. Two percent (2%) age.

3.5.1.4.2. Two percent (2%) sex.

3.5.1.4.3. Three percent (3%) race.

3.5.1.4.4. Two percent (2%) county.

3.5.1.5. Ninety-nine percent (99%) pass a CDC-prescribed set of
standard edits.

3.5.2. The NHSCR data shall meet the following data quality chteria
(Advanced National Data Quality Standards (formally known as the 12-
Month Standard)];

3.5.2.1. Data are ninety percent (90%) complete based on observed-
to-expected cases as computed by CDC.

3.5.2.2. There Is a two (2) per one thousand (1.000) or fewer
unresolved duplicate rate.

3.5.2.3. The maximum percent missing for critical data elements are:

3.5.2.3.1. Three percent (3%) age.

^  3.5.2.3.2. Three percent (3%) sex.
3.5.2.3.3. Five percent (5%) race.

3.5.2.3.4. Three percent (3%) county.

3.5.2.4. Ninety-seven percent (97®/o) pass a CDC-prescribed set of
standard edits.

Case Ascertainment Activities

4.1. The Contractor shall establish and implement case reporting from any new
or existing free-standing radiation oncology facility in the state.

4.2. The Contractor shall establish and Implement case reporting from any new ■
or existing free-standing medical oncology facility in the state.

4.3. The Contractor shall establish and Implement case reporting from any new
or existing free-standing surgical oncology facility in the state.

4.4. The Contractor shall increase cancer surveillance activities by. merging
treatment data for high Incidence NH cases where treatment occurred in.
another state by adding it to the NHSCR data to be used for research or
public health activities that examine the appropriateness of cancer
treatments.

4.5. The Contractor shall establish and implement electronic case finding from
hospital or private pathology labs and from out-of-state pathology

Trustees of Dartmouth CoDege Exhibit A-Amondmont 02 Contractor inlUels.
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Now Hampshiro Departmont of Heatth and Human Services
Cancer Registry Operations

Exhibit A - Amendment 92

laboratories.

4.6. The Contractor shall perform death cleararice at least annually. Death
clearance should be performed by matching records in the NHSCR with
New Hampshire mortality data provided by the DHHS and with National
Death Index., to determine the level of (he NHSCR's record completeness
for in-state and out-of-state deaths to New Hampshire residents where
cancer is identified as a cause of death.

4.7. For in-state deaths, the Contractor shall make a determination as to the
cause of and appropriate correction for cancer incidents not reported to the
NHSCR. This should include contacting the certifier of the death for case
follow back as necessary. For deaths of Individuals in NHSCR database,
the contractor shall electronically update the Vital Status, date of death and
cause of death for matching cases.

4.8. The Contractor shall operate query systems that cross checks definitive
reports, rapid reports, and noh-reportable data sources using data linkage
processes to ensure maximum case ascertainment.

4.9. The Contractor shall create or update the NHSCR operations manual within
30 days of the contract effective date. This manual on NHSCR procedures
is for potential distribution to all reporting health providers and health
facilities. The manual will provide documentation of the objectives,

.  implementation and operation of the registry. All (he contractor staff of the
Cancer Registry Operations and DHHS shall be provided with a copy of the
manual. This manual shall contain, at a minimum:

4.9.1. Most current reporting laws/regulations;

4.9.2., List of reportable diagnoses;

4.9.3. List of required data items.

4.9.4. Procedures for data processing operations Including: .

4.9.4.1. Procedures for monitoring timeliness of reporlihg; ■

4.9.4.2. Proceduresforreceiplofdata;

4.9.4.3. Proceduresfordatabase management Including a description
of the Registry Operating System (software);

4.9.4.4. Procedures for conducting death certificate clearance;

4.9.4.5. Procedures for implementing and maintaining the quality
assurance/control program:

4.9.4.5.1. Conducting follow-back to reporting facilities on quality
issues. These procedures include rules for identifying
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when action or further investigation is needed;

4.9.4.5.2. Conducting record consolidation;

.  . 4.9.4.5.3. Maintaining detailed documentation of at! quality
assurance operations;

4.9.4.5.4. Procedures for education and training.

4.9:5. Procedures for conducting data exchange including a list of states with
which case*shar1ng agreements are in place;

4.9.6. Procedures for conducting data linkages.

4.9.7. Procedures insuring confidentiality and data security including disaster
planning;

4.9.8. - Procedures for data release Including access to and disclosure of
information; and

. 4.9.9. Procedures for maintaining and updating the operational manual.

4.10. The Contractor shall revise the NHSCR operations manual when, any
changes are made to policies and procedures relating to the NHSCR
activities based on contractor need or as requested by the DHHS. The
contractor will submit the changes to the DHHS, who will review and seek
revision or approve within 30 days.

4.11. The Contractor shall review and update existing documents for reporting
facilities, ihciudtng. .but not limited to letters, user application fomis,
reporting requirement document, and Webplus user guides, within 30 days
of the contract effective date.

4.12. The Contractor shall determine needed updates In consultation with the
DHHS. When updates are needed, develop. updated material, obtain
approval of the DHHS, and provide to reporting facilities and post them on
web for easier access. .

4.13. Through site visits to New Hampshire hospitals conducted as needed, the
Contractor shall review discharge, laboratory and pathology reports as well
as medical charts to ensure the corppleteness of case reporting and
accuracy for completion.

4.14. The Contractor shall update quality control efforts inclusive of capacity to
participate in the CDC'Sponsored Data Quality Evaluations (DQEs) and
central registry sponsored audits of reporters as per NPCR Program
Standards including, but not limited to:

4.14.1. Preparing for the DQE and responding to its findings with procedural
.  changes;

4.14.2. Conducting receding.audits focusing ori the new North American
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Association of Central Cancer Registries (NAACCR) 18 variables;

4.14.3. Completing unfinished merging of treatment data from out-of-state
sources to improve data quality;

4.14.4. Obtaining data and reports, and providing feedback related to the DQE
including, but not limited to; .

4.14.4.1. Oe-identifying any data that needs to be sent to the auditor;

4.14.4.2. Transmitting the data;

4.14.4.3. Responding to questions on the data and any additional
requests from the auditor;

4.14.4.4. Reviewing the preliminary DQE report and providing
'  feedback;

.4.14.4.5. Participating in the final DQE feedback meeting; and

4.14.4.6. Utilizing DQE feedback to amend procedures to optimize data
quality.

4.15. \ The Contractor shall Implement changes to the data release process that
will facilitate NAACCR's Virtual Pooled Registry (VPR) linkage projects
including, but not limited to:

4.15:1. Reviewing and accepting the VPR template and proposed procedures
for the central data release application form;

4.15.2. Amending NH's data release procedures so that the Department (NH
DHHS) participates in the central approval process; '

4.15.3. Comparing the documents, used by NH and those proposed by
NAACCR as the coordinating body for the VPR Cancer Linkage
System;

4.15.4. Collaborating with the New Hampshire DHHS legal department to
approve the common process. •

5. Information Technology Activities

5.1. The Contractor shall establish operations within 30 days of the contract start
date. This shall include, but not be limited to system set-up, testing, and
deployment, as well as business operations to support the State's
requirements defined in Exhibit A-1. Additional Cancer Data Registry
Technical Requirements.

5.2. Within 30 days of the contract stait date, the Contractor shall provide and
set up necessary computer hardware, including servers and computers for
the NHSCR contractor staff, necessary to maintain the NHSCR database.
All hardware and software shall be compatible with NPCR requirements.

5.3. Within 30 days of the contract start date, the Contractor shall provide
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connectivity for all reporting facilities to transmit data to the NHCSR.

5.4. The Contractor shall maintain secure web access to the NHSCR seven
^  days per week for Web Plus on-line data entry and data file uploading.
5.5. Within 30 days of the contract start date, the Contractor shall install and

utilize the current automated data management system, consistent with
national standards and populated with NHSCR data. (DHHS maintains the
discretion to utilize any kind ofdata'management system. There shall be no
modifications or upgrades to the software without the approval of the
DHHS.)

5.6. The Contractor shall train staff in operation of software systems.

5.7. The Contractor shall update all the components of the software; as required
and shall participate in the relevant CDC software users group.

5.8. Within 30 days of the contract execution, the Contractor shall discuss with..
DHHS the feasibility of .implementing a WebPlus User's Agreement, the
language of such an agreement, and the protocol for phasing It into use.
Implement protocol specified by.the program team during a mutually agreed
timeframe to restrict reporting via Web Plus data entry orfile upload to those

,  reporters who have submitted, signed agreernenls to become Web Plus
users;

5.9. Within 30 days of the contract start date, the Contractor shall develop and
implement procedures for the electronic submission and processing of

.  laboratory pathology and cytology reports utilizing NAACCR standards.

5.10. Within 30. days of the contract start date, the Contractor shall maintain a
computerized log of facilities and personnel who report data to NHSCR {in
excel or access or any other system) which includes at minimum; facility ID.
name and demographic information; names and .contact information of

personnel (reporters and supervisors), and log of prior facility contacts.
5.11; ~ Withif) 30 days of the contract start date, the Contractor shall obtain frorri

the prior NHSCR reports of technical assistance between NHSCR and
reporters. Maintain these files or mod.rfy or upgrade them with approval of
the DHHS. -

5.12. Within 30 days of the contract start' date, the Contractor shall maintain a
computerized log of all abstracts received from each reporting facility that
includes facility ID. .number of abstracts received, date received, format of
data received and NAACCR version If electronic submission.

5.13. Within 30 days of the contract start dale, the Contractor shall obtain from
the prior NHSCR vendor copies of hard copy logs and electronic logs of
abstracts submitted to NHSCR and shall maintain these files or modify or
upgrade them with the approval of DHHS. The DHHS. will provide
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necessary contact Information and facilitate this transfer.

5.14. The Contractor shall upgrade or replace u^r software and or hardware and
make necessary changes to customize software because of advancing
technology and or modifications required by DHHS. NPCR or NAACCR
standards. Make further, upgrade(s) or replacements(s) during the life of this
contract, at an additional negotiated price, If so requested by DHHS and
subject to all necessary state approvals.

5.15. . Within 30 days of the contract start date, the Contractor shall provide means
for -DHHS staff approved by DHHS to periodically receive data from
NHSCR, while maintaining data security.

5.16. The Contractor shall develop and. Implement procedures for granting
access to data to approved NHSCR staff.

6. Database Management Activities

6.1. The Contractor shall develop and implement procedures for the timely and
accurate consolidation of cancer reports, vrithin 30 days of the contract
effective date.

6.2. The Contractor shall consolidate tumor records and treatment Information
in accordance with standards set forth by NPCR. NAACCR or the SEER.

6.3. The Contractor shall pierform routine, standard edit checks on all reports
received in accordance with NPCR and NAACCR standards. The contractor
shall be responsible for the accuracy of the data it codes, edits and
consolidates and for maintaining the integrity of the data from year to year.
At a minimum, the editing and review of data would include;

6.3.1. Routine visual review of abstracts and error reports:

6.3.2. Installatiori and use of the most recent standard edit set metafiles as
^  chosen by the DHHS and the Contractor;

6.3.3. Detection of errors during editing, documentation of errors found and
corrections of errors delected;

.6.3.4. Detection and consolidation of multiple abstracts tumor records)
received during the contract that match cases renewed in current or
prior years;

6.3.5. Detection and removal of duplicate consolidated cases (that is two or
more consolidated records for the same tumor in an individual);

6.3.6. Describe strategy for the routine, continual detection and removal of
the duplicates from the NHSCR database -even after current
accession year has dosed.

6.4. The Contractor shall assure that the individual case records in the NHSCR
automated database are computer-edited for duplicate records, invalid
coding, improbable values, and inconsistencies prior to statistical
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processing and data compilation for analytical purposes. Areas to be edited
include, but are not limited to:

6.4.1. Data Range Checks;

-6,4.2. Geographic Coding Assignment;

6.4.3. Duplicate Record Checks;

6.4.4. Invalid values

6.4.5. Relational items as follows:

6.4.5.1. City at diagnosis field must only have values that exactly
match'legitinnate New Hampshire City, town, or village names
in list supplied by DHHS.

6.4.5.2. City at diagnosis, the code for county and state of diagnosis
must always agree and where city at diagnosis exists, a code
for county at diagnosis must be'provided. ,

6.4.5.3. Vital status and cause of death fields must agree and cause
of death must be a valid ICD-10 cause of death code or one
of the special NAACCR codes.

6.4.5.4. Records should be checked to ftiake sure that the physician's
name is correctly entered into first and last name fields.

. 6.4.5.5. Records should be checked to compare sex of patient and the
first name of the patient as a guide for determining correct
entry of the record.

6.4.5.6. No logical conflicts shall exist between all the treatment
diagnosis fields and the related reason for no treatment fields.

6.4.5.7. Apply applicable NPCR and NAACCR Central Registry edits
to data fields.

6.5. The Contractor shall geocode all cancer reports of New Hampshire
residents for address and census tract, for a given year and accurately
Incorporate new and revised coding into NHSCR database.

7. Penetration Internal Security Testing

7.1. The State will perform Penetration Testing of the Internal Security of the
\  Contractor's IT system as defined in the Exhibit A-1 Additional Cancer Data

Registry Technical Requirements.

7.2. The Slate and Contractor shall determine a mutually agreed upon date for
the Penetration Testing and perform the testing within 90-days of the
effective date of the Contract.

7.3. The Contractor shall work with the State to negotiate a mutually agreeable
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remediation plan within 180-days of the Contract effective dale.

7.4. The Contractor shall, as a part of the remediation plan process, fully assess
all vulnerabilities identified in the penetration test results. The contractor
will acknowledge and accept all vulnerabilities and findings of the
penetration test and develop an assessment report that describes, for each
vulnerability identified, the root cause, the risk level to the Department, the
potential adverse impact to the Department, the level of effort required to
remediate In man hours, the resource type or skiilset required to remediate,
and the cost to remediate. The contractor shall remediate atl high risk
findings as Identified by the Department except where the remediation cost
to the Contractor is unacceptable. In which case, the Contractor will work
with the. Department in good faith to identify appropriate means,
alternatives, and or compensatirig controls to address the vulnerabilities
identified.

8. Information and System Security Poilcies and Procedures
8.1. , . The Contractor shall maintain the confidentiality and integrity of information

in accordance with the Health Insurance Portability and Accountability Act,
Public Law 104-191 (https://aspe.hhs.gov/report/health-insurance-
portabllity-and-accountabllity-act-1996) and with the Standards for Privacy
and Security of Individually Identifiable Health Information, 46 CFR Paris
160 and 164 (http://www.hipaasurvival9uide.com/hipaa-re9ulations/hlpaa-
regulatlons.php) and those parts of the HITECH Act as applicable
(http://wwrtv.hipaasurvivalguide.com/hitech-act-sufhmary.php). The
contractor shall also maintain arid protect the confidentiality of the database
and informMion obtained and maintained during this contract In accordance
to NH RSA 141-B (http://www.gencourt.stale.nh.us/rsa/html/X/141-B/141-
B-mrg.htm) and NH Adrplnistrative Rules He-P 304
(http://vrtvw.gencourt;state.nh.us/rules/state_agencies/he-p300.html) and
shall acknowledge agreement with the Data Use Policy of the DHHS, which
views NHSGR database as DHHS-owned database, with data release
subject to restrictions and conditions.

8.2. The Contractor shall preserve the confidentiality, integrity, arid accessibility
of State of New Hampshire data with administrative, technical and physical
information security controls and measures that conform to all application,
federal, state.'and industry standards, such as NIST 800-53v4; which the*
Contractor applies to its own information processing environment, and
ensures the same is applied to any other subcontractor(s) information
processing, environments utilized to "^process or store Stale of New
Hampshire protected data.

8.3. The Contractor shall maintain the security of the system environment in
accordance writh the requirements of the Cancer Data Registry Technical
Requirements in Appendix F, the United States Commerce Department's
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Natlorial Institute of Standards and Technology (NIST) Special Publication
800-53 and the Open Web Application Security Project (OWASP).

8.4. The Contractor shall maintain a system security and integrity manual which
includes plans, procedures and protocols for ensuring that the contractor's
NHSCR system will be properly secured, maintained and updated
throughout the contract term.

8.5. ' Within 14 days after initial contract start date, the Contractor' shall
implement a series of internal procedures to ensure that:

8.5.1. Access to automated information is restricted to authorized persons,
on a needed basis, and control is maintained over all the documents
that contain sensitive information to ensure that these documents are
available only to authorized persons.

8.5.2. Implement full security measures to ensure the security and quality of
all the elements in the NHSCR database through procedures that shall

,  include the following':

8.5.2.1. Ensure that equipment is protected from theft and accidental
or deliberate damage or misuse .

8.5.2.2. Ensure that once computer programs and data sets are
completed and in routine use, they are protected against
tampering. Carefully control access to and maintenance of
computer programs and NHSCR database.

8.5.2.3. Ensure that copies of original data submitted are maintained
and never altered.

8.5.2.4. Ensure that data are protected against Inadvertent or
deliberate destructiori, modification, or dissemination.

8.5.2.5. Ensure procedures for backup, archiving, and disaster
recovery for computer programs and NHSCR database.

8.5.2.6. Ensure that passwords are changed, access denied and other
security procedures are in place to protect against ongoing
access and sabotage when staff resign, are terminated, or no
longer assigned to NHSCR contract.

8.6. ■ The Contractor shall maintain the security and integrity of the NHSCR data.
Re-process data at no additional cost to DHHS In accordance with OHHS
instructions if the DHHS or contractor finds that contractor has corrupted,-

'  altered, tampered with, or improperly coded/processed any data setsduring
the duration of the Contract.

8.7. The Contractor shall Immediately report to DHHS all errors or anomalies in
the NHSCR data which could reasonably believe to suggest that security or
integrity of the NHSCR or its data may be compromised. The results of any
analysis shall be reported to the DHHS and, in addition, the steps-it has
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taken or intends to take to ensure security and integrity of the NHSCR and
Its data.

6.8. The Contractor shall implement'appropriate policies, procedures and
protocols to identify active breaches or threatened breaches of the NHSCR
security integrity.

8.9. The Contractor shall report to DHHS any suspected breach to the NHSCR
data In accordance with Table 1 • Cancer Data Registry Technical
Requirements. A.-7.

9. Training and Education

9.1. The Contractor shall provide consultation, technical assistance, and training
to assure accurate, timely arid corhplete data from reporters {registrars,
medical record personnel, providers and abstractors) at reporting facilities.

9.2. The Contractor shall provide technical assistance by phone or in person to
individual reporting facilities and providers during normal weekday business
hours; response time for telephone consultation shall be no longer'than one
working day after request Is received or for ensile consultation, no longer
than 10 working days.

9.3. The Contractor shall assess the training needs of various reporting facilities;
develop written guidance, policies and procedures for reporting facilities;
and provide technical assistance and training for reporting facilities

9.4. Annually, the Contractor shall convene state cancer registrars meeting to
include educational and technical sessions to cancer registrars of New
Hampshire hospitals to foster compliance with reporting requirements as
developed by the.DHHS.

9.5. The Contractor shall provide twice annually, web-based training and
education sessions to cancer registrars of New Hampshire hospitals on
topics identified by the contractor in consultation with DHHS that will help
improve cancer reporting. These may Include instruction on proper cancer
coding; use of edit sets;'new software etc.

9.6. The Contractor shall send one (1) staff member to attend the North
American Association of Cancer Registries (NAACR) Conference in order

.  to increase its capacity for collecting and utilizing cancer-related data' by
Increasing staff knowledge.

10. Quality Control and Assurance (QA/QC) Activities

10.1. The Contractor shall perform quality assurance and control activities to
assure appropriate data coding, consolidation and documentation, and-,
assure complete case ascertainment and high quality data from all reporting
sources In accordance with NH rules and regulations, NAACCR, and NPCR
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standards...

10.2. The Contractor shall implement, within 30 days of the contract effective
date, a QA/QC implementation plan (including timeline) which at minimum
includes the following activities and routine operations:

10.2.1. Assignment of qualified individuals to perform QA/QC activities.

10.2.2. A routine schedule for edits and intemal management reportis.

. 10.2.3. A routine,schedule for intemal audits for QA/QC and data security and
.  provision of these reports to DHHS. The plan shall Include written

procedures for the Intemal monitoring of quality assurance procedures
and written procedures /steps Implernented if quality control goals are
not met.

\ .

10.2.4. Procedures for documenting edits/changes made to- data during
processing.

i.0.2.5. Routine training, assessment and professional development of the
contractors' staff.

10.3. The Contractor shall perform case finding activities utilizing traditional and
non-traditional sources to assure timeliness and completeness of cancer
reporting.

10.4. By October 31st of each year, The Contractor shall obtain from " each
reporting hospital "diagnostic Index' for case finding at all hospital reporting
facilities. A diagnostic index is;a detailed patient listing of all discharges
meeting certain definitions in.medical records coding. Encourage facilities
to submit electronic diagnostic indices.

10.5. By October 31st of each year, the Contractor shall complete Death
Clearance. '

10.6. For each hospital, as resources allow, the key variables specified by
NAACCR and NPCR will be selected for visual editing of 25 cases at least
every five (5) years for experienced registrars, but up to 100 annually for
less experienced registrars Or registrars \a4io have not achieved an error
rate of <2%. If, after review and discussion with the hospital registrar, the
error rate identified in total from these fields is greater than 2%. then the
NHSCR will continue to visually edit'cases from that hospital and will work
With the hospital registrar to improve abstracting.

10.7. The Contractor shall ensure that cleanliness of the database is, at a

minimum, in accordance with accepted N/VACCR standards. A 2% error
rate threshold 'shall be the-guide for visual editing of hospital registry
accuracy.

11. Reporting Activities

.11.1. The Contractor shall produce quarterly timeliness and completeness
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reports by hospital to monitor case reporting activities. Supply aggregate
timeliness and completeness reports to DHHS on a quarterly basis, slating
which hospitals are delinquent in their reporting and the steps taken to
improve reporting from delinquent hospitals.

11.2. The Contractor shall provide DHHS with a commentary relating to_ the
annual reports provided by NPGR and NAACCR. Contingent upon receipt
of complete death certificate data from New Hampshire Vital Records
provide, an annual report rnonitoring completeness estimating the percent
of cases with hlstological verification (HV%). Submit a report to DHHS upon
completion of the contract period or reasonable amount of time when the
NAACCR arid NPCR reports are available,

11.3. The Contractor shall prepare and submit to DHHS staff a semi-annual
review of contract progress by January 15 of the contract period. Provide
an update of progress on all contract items through the routine semi-annual
NHSCR progress report or work plan.

11.4. The Contractor shall cooperate with any audit of NHSCR for data quality by
NPCR or NPCR designated contractor. Submit to DHHS a summary of this
audit upon completion.

11.5. The Contractor shall provide, by December 31 of each year of the contract,
a finalized data set that has undergone complete QA/QC process.- The
extract of the data would cover from January 1,1995 to date.

11.6. The Contractor shall provide DHHS an extract of the complete NHSCR
database from Jan 1,1995 to date upon request.

11.7. Upon approval frorn the DHHS, the Contractor shall submit finalized
datasets to NAACCR and to NPCR as specified by the NAACCR and NPCR
standards and Call for Data requirements. Submit copies of each of these,
submissions to DHHS.

11.8. The Contractor shall provide cancer case data to and receive data from
states with which DHHS has a data exchange agreement, in accordance
with the terms of the exchange agreement. The data shall be submitted

•  using the agreed upon NAACCR format and will have been edited to the
best extent possible. The DHHS currently has exchange agreements with 7
states and additional agreements rriay be executed by the DHHS during the

.  life of this contract and shall be accommodated by the contractor.

11.9. Upon approval of the DHHS, the Contractor shall provide selected health
researchers, with electronic copies of NHSCR data for certain specific data
elements requested and cleared.by DHHS.

11.10. Upon approval from the DHHS, the Contractor-shall provide data to the
Vermont.Breast and Cervical Program for breast and cervical cancer cases
among.Vermont residents diagnosed in New Hampshire in accordance with
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the program's approved appljcation for data release by DHHS.

11.11. Upon approval from the OHHS, the Contractor shall provide colorectal
cancer case data to the NH Colorectal Cancer Screening Program in
accordance with the program's approved application for data release by

.. DHHS.

11.12. Upon approval from the DHHS, the Contractor shall provide breast cancer
case data to the NH Mammography Network in accordance with the
program's approved application for data release by DHHS; receive cancer
c^se data from the NH Mammography Network.

11.13. The Contractor shall direct any requests for data or analysis of NHSCR data
from researchers, the media or general public to the DHHS within 3 working
days of receipt of the request. >

12. Other Programmatic Activity

12.1., The Contractor shall make available key personnel to meet v^th appropriate
DHHS personnel, as requested, to discuss-policies and procedures,
ongoing activities, contract deliverables, performance measures, review
contract performance and transition to new contractor, etc.

12.2. The Contractor may include travel funds for appropriate staff to attend the
National Cancer Registrars Association (NCRA) and NAACCR meetings
annually for staff development.

12.3. The Contractor shall convene annually the New Hampshire Slate Cancer
Registry Advisory Panel to assist in building consensus, cooperation, and
planning for the registry arid to enhance chronic disease program
coordination and collaboration. Representation should include key
organizations and Individuals both vrithin (e.g. representatives from all
cancer prevention and control components and chronic disease program)
and outside the program (e.g. hospital cancer registrars, the American
Cancer Society, American College of Surgeons liaison, clinical-laboratory
personnel, pathologists. and clinicians).

12.4. The Contractor shall participate as an active member when needed in New
Hampshire Comprehensive Cancer Collaboration.

12.5. The Contractor shall participate as an active member with DHHS to
collaborate in applying for grants that DHHS is interested In. regardless of
who receives the actual funding. Both DHHS and contractor agree to
consider the others' expenses and needs for operation and program growth
when applying for grants and distribution of financial resources when
funding is received.

12.6. The' Contractor shall provide ad-hoc services related to cancer
epidemiology. Working with DHHS staff at DHHS offices, the time spent
may be up to twelve (12) hours per week on such tasks, as long as suitably
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qualified staff Is available. These tasks will be mutually agreed upon by the
contractor and the DHHS, and supervised by the DHHS staff. Tasks
associated with these services may include:

12.6.1. Assist in the preparation of data and narrative for the annual cancer
report for New Hampshire.

12.6.2. Assist in the investigation of cancer clusters and response to concems
about the occurrence of cancer clusters In New Hampshire.

12.6.3. Assist with the preparaUon of manuscripts for publication and develop
preparatory materials for professional meetings based oh the DHHS
needs.

12.6.4. Provide Institutional Review Board (IRB review) for the DHHS cancer
registry section (i.e. Cancer cluster Investigations).

12.6.5. Enter Into. agreements with other organizations as needed for
processing data according to'the NPGR standards, for example, with
the National Death Index to obtain death data, and with the Veterans
Administration (VA) to obtain VA cancer data. ^

13. Centers for Disease Control and Prevention (CDC) Cooperative.
Agreement Activities

13.1. The Contractor shall assist in drafting goals and program objectives,
progress reports and NHSCR budgets as- requested by DHHS for the
purposes of the New Hampshire's application for the CDC Cpntinuing
Cooperative Agreement for Enhancement of Slate Cancer Registries which
includes, but is not limited to:

13.1.1. Providing all contractor-specific documentation and assurances
necessary for the application.

13.1.2. Agreeing that the application for the CDC Cooperative Agreement will
be submitted for and all funding will be awarded to the DHHS.

13.1.3. Identifying contractor contributions to the, NHSCR effort, noi state
general funds or federal funds that would be applied to a direct or in-
kind match that may be required for application for the CDC
cooperative agreement.

13.1.4. Informing DHHS within one (1) working day of any cooperative
agreement related inquiries by CDC project or grants management
staff.

13.1.5. Representing the NHSCR on the NPCR and NAACCR- task force,
users group and or committees to learn recent updates, issues and

.  share NH experiences with ail other states and will keep DHHS fully
informed of all such activities.

13.2. Where appropriate, NHSCR will communicate directly with NPCR and

-WTruslMS of Oartmoulh Colloge Exhibit A - Amendment U2 Contractor initials
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NAACCR on technical matters of caricer surveillance, standards and
submissions to NPGR and NAACCR and will keep OHHS fully informed of
all such activities.

14. Transition Activities

14.1. If Contractor is not able to fulfill the temfis of this contract and solicitation of

a new vendor is necessary, the Contractor shall aissist with the transition to
a new vendor. Within two (2) months of the end of the contract term, the
Contractorshali;

14.1.1. Provide the new vendor with a copy of the latest version of the NHSCR
database; the reporters' database: preregistration log; and the original
copies of all the backups of the database.

14.1.2. Write up procedures used to purge all NHSCR data from vendor's
hardware and send the procedures to DHHS for review and approval.
After approval of the procedures by the DHHS, purge alt NHSCR data
from the hardware of vendor.

14.1.3. Train.up to four (4) people employed by the new vendor, by means of
a reasonable exchange of information on administration of the NHSCR
database, including an overview of reporters and data exchange
processes with other states. The training is anticipated to involve at
least the vendor's database manager and Quality Assurance
supervisor for approximately two days.

14.1.4. Provide the DHHS with any: hard copy of abstracts and pathology
reports submitted by reporting facilities; electronic diskettes; and all
documentation of interaction with reporting facilities.

14.1.5. Provide DHHS with a hard and electronic copy of the latest version of
the operation manual; system security and integrity manual; and all
other materials developed for the work process of NHSCR during the
contract process.

14.1.6. Close the web access for reporting facilities so that facilities can no
longer upload data of NHSCR data to the Incumbent vendor.

15. Deliverables and Key Performance Indicators

15.1. The Contractor shall ensure that following performance indicators in Table
1  are annually achieved and monitored monthly to measure the
effectiveness of the agreement.

'15.1.1. All date references in Table 1 shall be used for this contract unless

otherwise specifically noted in the main body of this contract.

15.1.2. All time periods are calendar days and not business days unless
othenvise specifically noted In the main body of this contract.

Trustees of Dartmouth College Exhibit A-Amendment 02 Contractor Iniiials
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15.2. Annually, the Contractor shall develop and submit to the DHHS, a corrective
. action plan for any deliverable and/or performance.

Table 1

Description of Key Varleblos
Section

Number
Initial Term

WorV Plan 2.1 30 days

Fully Qualified Staff 2.2 30 days

Allow DHHS PartlclDetlon 2.4 . Ongoing

Case Reportino

3.4.1-4.3.
.  4.14.4. '

11.1

Ongoing

Creaie/Update operation manual 4.9 30 days & ongoing

IT InfrastAiCtureAVebserver 5.5-5.8 30 Days

Install Reqistrv Software end prior data 5.9-5.10 30 days '

Processes for ieboratory and pathcloov reports 4-5 30 days

Reporters database .  5.12 30 days

'Reqistralion loo 5.13 30 days

Upqrade/Reolace software 5.14 ongoing

DHHS data access 5.12- 5.13 30 days & as needed

Procedures for Consolidation of cases and reoorts 6.1 ■ 30 days

Run edit checKs 6.3 Ongoing

Geocodinq 6.4.2 Ongoing

System security and policies and procedures
9.1. 9.2.

9.5

14-60 days

Responsibility for consultation/assessment 8.1-8.2 Ongoing

QA/QCPlan 10.2 30 Days

Case Pindinq and Diaqnostic Indices .  10.4 October 31 of each year

Death Clearance 10.5 October 31 of each year

Quarterlv Facility Reports .  , 11.1 Once in 4 months

Histoloqical Verification Report 11.2. Yearly

Semi Annual progress Report 11.3 January 15 8 August 15 of each year

Final Incidence datasel 11.5 January 30 of each year

Extract of Incidence dateset 11.6 Ongoing

NPCR end NAACCR Annual Report ' 11.7 Yearly

Submit data to NPCR . 11.7 November 30 of each year

Submit data to NAACCR
11.7 November 30 of each year

Interstate Data Exchanoe 11.8 Ongoing

Release of Data to researchers 11.9 Ongoing .

Patient Centered Outcomes data

11 With Final Incidence dataset in 2016 and

2017 only, subiecl to funding

Attend Meetinqs 12.2 Ongoing

CDC Cooperative Aqreement Activities 13 Ongoing

Transition Activities 14 2 months

Trustees of Dartmouth College '■
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

•  The following terms may be reflected and have the described meaning in this document;

1. "Breach' means the -loss of control, comprornise. unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potenlla! access to personally Identifiable Information,

•  whether physical or electronic. With regard to Protected Health Information.' Breach"
shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

2. "Computer Security Incld'enf shall have the same meaning "Computer Security
Incident" In section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide. National Institute of Standards and Technology. U.S. Departrhenl of
Commerce.

3. "Confidential Information" or 'Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance beneftts and personal information including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also Includes any and all Information owned or managed by
the State of NH • created, received from or on behalf of the Department.of Health and
Human Services (DHHS) or accessed In the course of performing.contracted sen/ices
- of Nvhlch collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This Information includes, but Is not limited to. Protected
Health Information (PHI), Personal. Information (PI). Personal Financial Information
(PFI), Federal Tax Information (FT!). Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive ahd^ confidentlat informalion.

4. ."End User" means any person or entity (e.g.. contractor, contractor's employee,
business associate, suticontraclor) working on t>€half of the contractor that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "incident" means an act that potentially violates an explicit or.implied security policy,
which Includes attempts (either failed or successful) to gain unauthorized access to a
system or Its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of date through theft or device misplacement, loss .
or misplacement of hardcopy documents, and misrouting of physical or electronic mail.

V5. Lost update icyosna EshWtK Coniraclof InWob
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all of which may have the potential to put the data at risk of unauthorized access, use.
disclosure, modification or destruction.

7. 'Open Wireless Network' means any network or segment of a network that Is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI. PFI, PHI or confidentjal
DHHS data.

-6. 'Personal irSformation' (or 'PH rheans information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
infoimalion as defined in New Hampshire RSA 359-C:19. biometric records, etc..

■  alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden-
name. etc.

9. "Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. ■'Protected Health Information' (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information' In the HIPAA Privacy Rule at 45 C.F.R. §

.  160.103.

11. 'Security Rule' shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subpart C.' and amendments
.thereto.

12. 'Unsecured Protected Health Information' means Protected Health Information thai is
not secured by a technology standard that renders Protected Health information
unusable, unreadable, or Indecipherable to unauthorized individuals and is developed-
or endorsed by a standards developing organization that Is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined underthis Contract. Further, Contractor,
including but not lirnited to all its directors,-officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a request

vs. Last updBU 10/00/18 ExhIbliK Contrecior InUab
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for dtsclosure on the basis that it is required by law. in response to a subpoena, etc.,
without first notifying OHMS so that DHHS has an opportunity to consent or object to
the d'lsciosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over end above those uses or disclosures or security safeguards of PHI
pursuant to' the Privacy and Security Rule, the Contractor must be tx)und by such
additional restrictions and must not disclose PHI In violation of such addilional
restrtctions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
■ User must only be used pureuanl to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that ere not indicated in this Contract.

6. The Contractor agreies to grant access to the data to the authorized representatives of
■ DHHS for the purpose of Inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TR/WSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and 'that said application's

■encryption capabilities ensure secure transmission via the internet.
2. Computer Disks and Portable Storage Devices. End User may not use computer disks

or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
.  data. .

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email Is encrypted and' being sent to and beirig- received by email addresses of-
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hostirig services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

vs. Lest update 1<V09/18 Exhibit K' Cofllntctor inlUats
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wireless networt^. ErKl User must employ a virtual private networi< (VPN) when
rerhotely transmitting via an open wireless network.

•9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be Installed
on the End User's mobile device($) or laptop from which' information will be
transmitted or accessed.

■10. SSH File Transfer Protocol (SFTP). also known as Secure File Transfer Protocol. If
End Oser is employing an SFH'P to transmit Confidential Data. End User wilt structure
the Folder and access privileges to prevent inappropriate disclosure of Information.
SFTP folders and sub-folders used for Iransmitting Confidential Data will be.coded for 24-
hour euto-deletlon cycle (I.e. Confidentiel Data will be deleted every 24 hours).

11. Wireless Devices. If End User'Is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of Information.

III. RETENTION AND DISPOSltlON OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative under Its control in whatever form it may exist, unless, otherwise required by law or
permitted under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected In
connection with the services rendered under this Contract outside of the United

' States. This physical location requirement shall also'apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and Includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitonng capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department conndential Information.

4. The Contractor agrees to retain ail electronic and hard copies of Confidential Data
in a secure locatlon'and Identified in section iV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud rriust be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker. anti-spam, anti-spywa're. arid enti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.'

V5. Last uixJalo 1(V09/id
Modiflod lot Dartmouth as of 4.16.2019
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6. The Contractor agrees to and ensures its complete cooperation'with the State's '
Chief Information Officer In the detection of any security vulnerability of the hosting
.Infrastructure.

B. Disposition

1. If the Contractor will meihtain any Confidential Information on its systems (or Its sub-'
contractor systems), the Contrador v^ll maintain a documented process for securely
disposing of such data upon request or contracl termination; and will obtain written
certiftcatlon for any State of New Hampshire data destroyed by-the Contractor or
any subcontractors as a part' of ongoing.- emergency, and or disaster recovery
operations. When no longer In use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in

<  accordance with industry-accepted staridards for- secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described.in NISI Special Publication 600-86, Rev 1, Guidelines for Media

.  Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The'Contractor will document and certify in writing at time of the data
destruction, and will provide wrIRen certification to the Department upon request.
The wriRen certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unles.s otherwise specified, within thirty (30) days of the terrhination of this Contract.
Contractor agrees to destroy .all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless othenAise specified, within thirty (30) days of the termination of this Contract.
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

rv. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department confidential
Information throughout .the Information llfecyde, where appllceble. (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

vs. Lastupdatoioroe/iB ExNNik - Contractor inhiaS
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems andyor Department
confidential information for contractor provided systems.

5. ThO'Contractor will provide regular security awareness and education for Us End Users
in support of protecting Dep>artment confidential information.

6. If the Contractor vrill be sub-contracting any core functions of the engagement
supporting the services, for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor. Including breach notification requirements.

7. The Contractor \mII work with the Department to sign and comply with all applicable
State of New Harfipshire and Department system access end authorization policies and
procedures, systems access forms, end computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8.- If the Department determines the Contractor Is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement

•  (BAA) with the Department and is responsible for maintaining compliance with the
agreernent.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10.'The Contractor will not store', knowingly or unknowingly, any Stale of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
'express written consent Is obtained from the information Security Office leadership
member within the Department. .

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the.causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor costs of response and recovery from the breach.

vs. Lostupd9lo1<yOfl/1fl ExNbliK ConVoctor Inltlab ' '
ModiSed for Dartmouth dtof 4.16.2019 OHHS tnformaOon

Security Requirement ilik/iiPogeSofS Date.
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Exhibit K

DHHS Information Security Requirements

subject to the limitation of liability as agreed to by the parties in Subsection 4.2 of Exhibit
'  C-1 of the contract, including but not limited to: credit monitoring services, mailing costs

and costs associated with vyebsite and telephone call center services necessary due to
the breach.

12.'Contractor must, compfy with all applicable statutes and regulations regarding the
privacy end security of Confidential Informetion, and must in all other.respects maintain
the privacy and security of Pi and PHI at a level and scope that is not less than the
level end scope of requirements eppllceble to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a). DHHS Privacy Act
Regulations (45 C.F.R. §5b). HIPM Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govem protections for IrKlivldually identmable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
' physical safeguards to protect the confidentiality of the Confidential Data arK) to prevent

unauthorized use or access to it. The safeguards must provide a level and scope of
security that Is not less than the level and scope of security requirements established
by the State of New Hampshire. Department of Ihformatiorj Technology. Refer to
Vendor Resources/Procurement at hltps://www.nh.gov/doil/vendor/index.hlm for the
Department of information Technology policies, guidelines, standards, and
procurement information relating to vendors. ^

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided In Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire networtt.

15. Contractor must restrict access to'the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
ofndal duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End-Users:

a. comply with such safeguards as referenced In Section IV A. above. Implemented
■ to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all tirnes.

c. ensure that laptops and other electroriic devices/media containing PHI, PI, or PFI
are encrypted and password-protected. '

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

vs. Latt update 1009/18 EtfiibitK Contractor Initiate
Modiftfd for Dartmouth as of 4.18.2019 DHHS informationSecurity Requirements ^

Po'pe 7 qI 9 Dote.
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Exhibit K

DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifidt>le
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from.access by unauthorized persons during duty hours
as well as non-duty hours (e.g.. door locks, card keys, biomelric identrfiers. etc.).

g. only authorized End Users may transmit the Conftdential Data. IrKluding any
derivative files, containing personally identifiable information, and In ell cases,
such data must be encrypted at all times when In transit, at rest, or when stored
on portable media as required in section iV above.

h. .in all other Instances Confidential Data must be maintained, used and discjosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand (hat their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential Information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and com'pllance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided In herein. HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data Is disposed
of in accordance with this Contract. . ,

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report incidents and Breaches involving PHI In-
accordance with the agency's documented Incident Handling and Breach Notlficalion
procedures and in accordance vyith 42 C.F.R. §§ 431.300 • 306. In addition to, and'
notwithstanding, Contractor's compliance with all applicable obligations and procedures.
Contractor;s procedures must also address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is Involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based'responses tolncidents; and

5. Determine whether Breach notification is required, and, If so. identify appropriate
Breach notification methods, timing, source, and contents from among different

vs. Losi updaw 10/09/18,
Modified for Danmouih o$ of 4.16.2010

Exhipli K

OHHS InformaOon

Securliy Reoulremenu
Pope 8 of 9
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DHHS Information Security Requirements

options, and bear costs associated with the Breach notice as well as any mitigation
measures subject to the limitation of liability as.agreed to by the parties in Subsection
4.2 of Exhibit C-1 of the contract.

incidents and/or Breaches that implicate PI must be addressed and repprled. as
applicable, in accordance v/ith NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer;

DHHSPflvacyOfficer@dhhs.nh.gov

8. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.90v

V5. Last update ICVOtf 18 ExhfbiiK Coniraclw Inftlab
Modified (Of Oortmoolh as of 4.18.2019 OHHS infofmaiton

Security Requlremenis
Pe9a9ol9 Oate



Trustees of Dartmouth College

Key Personnel

.

Name Job Title Salary % Paid from Amount Paid from

this Contract this Contract

Rees, Judy Director SISO.SSS 50% $75,279 .

Celaya, Maria Assistant Director S9I.89I 100% $91,891

.Riddle, Bruce Resistry Manaser $95,466 100% $95,466
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STATE OF NEW HAMPSHIRE

department of health and human services

DIVISION OF PUBLIC HEALTH SERVICES

Jeffrey K. Meyen « HA2EN DRIVE, CONCORD, NH OJMi
C«aBluloD0 60>27iaS01 l-a0M53O}4S EiL 4501

Fii: 603-271^7 TDD Acceii: 1-600-735-2M
Liu M. Marrli www.dhhl.nh.|ov

DIrtcler

Aprir20, 2018

• His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House,
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department-of Hpalth and Human Services. Division of Public Health Services, to
exerdse a renewal option and amend an existing agreement with Trustees of. Dartmouth College,
Vendor # 177157-B013, 11 Rope Ferry Road 6210, Box 186. Hanover. NH 03755, to operate a cancer
registry system as required by RSA i41-B, by increasing the price limitation by $1,332,300 from
$1,190,940 to $2,523,240 arid .extending the.contract c9mp.le.ti.oc1 date ff6nS'.Juhe-30;^2018 to June" 30,
"2020 to be effective upon GoViernor.-and'Executive .Cburwi%p'proval. 77®/o Federal Funds and 23%
General Funds

The Governor and Executive Council approved the original contract on Novb^nber 18. 2016,
Item #21.

: Funds are available In the following accounts for State Fiscal Year 2018 and State Fiscal Year
2019 and are anticipated to be available in State Fiscal Year 2020, upon the availability and continued
appropriation of funds in the future operating budgets, with authority to adjust encumbrances between
State Fiscal Years through the Budget Office without further approval from the Governor arid Executive
Council, if needed and justified.

Sec Attached Fiscal. Details r

EXPLANATION ^

.  ■ .Tlje.purpose of this arn.sndment Is to'readjust the funding for Stale Fiscal -Year'2018 to
cbntihue'-dperating an incidence-based statewide cancer registry system for State Fiscal Year 2019
and State Fiscal Year 2020 in New Hampshire as required by RSA 141-B.

The Contractor will continue conducting data collection, data processing, quality assurance and
database management activities for the collection of cancer information for the''New Hampshire -State
Cancer Registry In accordance with the New Hampshire Department of Health and Human Services
guidelines and standards established by the' National Program' of Cancer Registries' and the North
American Association of Central Cancer Registries.

The primary purpose of the New Hampshire State Cancer Registry is to Identify all reportable
cases of cancer in New Hampshire In order to provide Information' on the overall burden, types, and
changing patterns of cancer among residents of the slate. - New Hampshire RSA 141-B obligates the
Department to collect Information regarding the majority forms of cancers diagnosed in-New
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Hampshire. New Hampshire RSA 141-B and New Hampshire Administrative Code He-P 304
established reporting requirements for cancer case reporting in New Hampshire.

. the cariper registry is one of the public health surveillance tods used to monitor and Investigate
trends in cancer diagnosis and treatment in every state in the U.S. The cancer registry through this
contract generd^tes critical data for public health Investigations, for public health prevention programs,
and for academic researchers who work to Identify causes of cancer, and prevention and-treatment
strategies. This realignment and 'amendment will allow the contractor to continue to capture esisential >
data on people who.are newly diagnosed with cancer. These data are used to inform.DHHS..cancer-
cluster Investigations and to help guide the prevention and control program planning and evaluation.
The Trustees of partrhouth consistently collect high quality data and exceed performance expectations
for the National Program of Cancer Registries National Quality Standards.

The Exhibit 0-1 of the priginal contract contained language providing the Department the option
to' renew for up to two (2) additional years,- subject to the continued availability of funds, satisfactory
performance of contracted services and Governor and Executive Council-approval. The Department is
exercising this option. This tvyo year amendment would allow the contractor to continue to generate
hjgh quality cancer registry data for public health Investigations, for public health prevention programs,
and for academic researchers who work to identify causes' of cancer, end prevention and treatment
strategies.

' The request to renew with the Trustees of Dartmouth College is based on their ability end
capability to follow the standards required for the Nalipnal Program of Cancer Registries National Data
Quality and Completeness Program and the United States Cancer Statistics Publication Standard. The
Trustees of Dartmouth College has obtained the status as a National Program of Cancer Registries
Registry of Excellence. The vendor has consistently collected high quality data and has exceeded
performance expectations for.the National Program of Cancer Registries National Quality Standards.

The amendment and readjustment of funds will enable the reporting of cancer data from
martdated cancer reporters in New Hampshire who are descrit>ed in the administrative rules (He-P
304.01) for the purpose of monitoring cancer incidence, planning cancer prevention and control
activities, evaluating the impact of public health strategies and helping to facilitate cancer research.
This agreerfient will remain consistent with the statewide and agency information technology plans,
policies and standards.

The following performance objectives will be -used to measure the effectiveness of the
agreement: ■'

•  For each incident cancer case, collect all the data variables listed in New Hampshire
Administrative Rule He-P 304.2.

•  The database shall be, at a minimum, in accordance with accepted Centers for Disease
Control's National Program of Cancer Registries and North American Association of
Cancer Registry standards.
The data collected is 95% complete within twelve (12) months of date of diagnosis for
cases seen in any New Hampshire hospital.

The data collected is 00% complete within fifteen (15) months of the date of diagnosis
for all cases among New Hampshire residents, regardless of where they received the
cancer care.
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•  The data collected Is 95% complete within twenty-four (24) months of date-of diagnosis
for a!) cases among New Hampshire residents, with cases .identified from death
certificdte review and follow*up, from physician practices, from non-hospital facilities,
and from out-of-state sources.

Should the Governor and Executive Council not authorize this Request, the Department may
not have a quality cancer registry and may lose the ability to monitor and identify community cancer
concerns; diagnose and investigate cancer-related hazards In the community; Inform and .educate
comrhunities about the risk of cancer; develop policies and plans that address the risks of cancer in
comrhunitles; and evaluate the effectiveness, accessibility, and quality of cancer prevention and control
strategies.

Area served: Statewide

Source of Funds: 77% Federal Funds, Catalog of Federal and Domestic Assistance (CFpA)
#93.752, United States Department of Health and Human Sen/ices, Centers for Disease Control and.
Prevention, Cancer Prevention and Control Programs for State. Territorial and Tribal Organizations
financed In pah by Prevention and Public Health Funds, Federal Award Identification Number (FAIN)'#
58DP003930,An4 237* ecocra.1 Fur^dS.

In the. event that the Federal Funds become no longer available, additional General Funds will
not be requested to suppoh this program.

Respectfully submitted,'

Usafi^. f^orris
Di ctor

Approved by:[
A^ (ideyers

imissioner

77i« Dtporimtnt of Health o/ui Human Strvicu' hfution U to Join communitU$ and familUa
in providing opportunitin (or citiient to dcAutw heollh and indtptndence.



Fiscal Details

05-95^0-900510*8686o6oO HEALTH AND SOCIAL SERVICES, OEPT OF HEALTH AND HgMAN
SyS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY

Fi^l
Year

Class/ ,
Account

Class Title
Job

Number

Current

Modified

Budget

Increase

.(Deaease)
Amount

Revised

Modified

Budget

SPY 2017 '102-500731 Contracts for Prog Svc 80080080 $251,736 $0 $251,736

Sub Total $251,736 $0 $251,736

05.95.90-900510-86660000 HEALTH AND SOCIAL SERVICES; DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFORMATICS, CANCER REGISTRY
100%'General Funds

Fiscal

Year

Class/. .
Accourit

Class Trtle
Job

Number

Current

Modified
Budget

Increase

(Decrease)
Amount •

Revised

Modified

Budget

SFY 2017 601.500931 State Fund Match * 00056005 $100,045 $0 $100,045

Sub Total $100,045 $0 $100,045

05-95-90-902010-2215000C

SVS, HHS: DIVISION OF P
100% Federal Funds CDC

HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
UBUC HEALTH, CDC ORAL HEALTH GRANT
NJH Breast & Cervical Cancer. Comp. Cancer & Cancer Reqistrv Proarams

Rsca)

Year

Class/

Account
Class Title

Job

Number

Current •

Modified

Budget

Increase

(Decrease)
Amount

Revised

Modified

. Budget

SFY 2017 102-500731 Contracts for Prog Svc 90080080 $173,000 $0 $173,000

Sub Total ■ $173,000 $0 $173,000

05-95-90-902010-33970000 HEALTH AND SOCIAL SERVICES, OEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER
REGISTRY

Fiscal

Year

Class/

Account
Class THIe

Job

Number

Current

Modified

Budget

Increase

(Decrease)
. Amount

.  Revised

Modified

Budget

SFY 2018 102-500731 Contracts for Prog Svc 90080080 $516,159 ($69,617) $446,542

SFY 2019 102-500731 Contracts for Prog Svc 90080080 ,r $0 $435,217 $4'35.217

SFY 2020 102-500731 Contracts for Prog Svc 90080080 ■ $0 $446,542 ■■ $446,542

Sub Total $516,159 $812,142 $1,328,301



06.96-90.90201003970000,HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, CANCER
REGISTRY

100% General Funds • '

Fiscal

Year
Class)
Account

Class Title
Job

Number

Current

Modified

Budget

Increase

(Decrease)
Amount

Revised
Modified

Budget

SFY2018 601-500931 State Fund Mate!;) 900^05 $150,000 $0 ■ $150,000

SFY 2019 .601-500931 State Fund Match' 90056005 $0 $150,000 ■ $150,000"

SFY202P .601-500931 State Fund Match 90056005 $0 $150,000 . $150,000

Sub Total $150,000 $300,000 $450:000

■05-95-90-901010^3620000 HEALJH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS. HHS:. DIVISION OF PUBLIC HEALTH, BUREAU OF POLICY & PERFORMANCE, PUBLIC
HEALTH SYSTEMS. POLICY AND PERFORMANCE

• Fiscal
Year

Class/ ■ .
■ Account Class Title Job

Number

Current
Modified

^ Budget

Increase
(Decrease)

Amount •

Revised
Modified

. Budget
SFY 2018 102-500731 Contracts for Prog Svc 90001037 .  $0 $69,611 $69,611
SFY5019 102-500731 Contracts for Prog Svc 90001037 $0 369,611 $69,611
SFY 2020" 102-500731" Contracts for Prog Svc 90001037 SO, $69,811 $69,611

Sub Total so $206,833 $208,833

05-96-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SyS, HHS: DIVISION OF PUBLIC HEALTH, COMMUNITY HEALTH SERVICES, COMPREHENSIVE
CANCER

Fiscal
Year

Class/
■ Account Class title •  Job

Number

Current
Modified
Budget

increase
. (Decrease)

Amount

Revised
Modified
Budget

SFY 2019 .102-500731 Contracts for Prog Svc 90080080 SO $11,325 $11,325
Sub Total $0 $11,325 .  $11,325

✓

TOTAL: $1,190,940 $1,332,300 $2,623,240

r.



Denis Goulet

Commissioner

STATE OF N)^ HAMPSHIRE
department OF INFORMATION TECHNOLOGY

27. Haeen Dr.. Concord. NH 03301

.  Fax; 603-271.1516 Tt)D Access: l.WO-735-2964
www.i^.gov/doit

I .

April 2,2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301-3857 ■

Dear Commissioner Meyers: j.
■  • • I

• This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract amendment with Trustees of Dartmouth
Cd)lege(Vendor #I77157-B013). as described.belowiind referenced as DolT No. 2016-081 A.

j  <" ■ .
This contract amendment exercises a reiiewal option with Trustees of Dartmouth College
to continue to operate an incidence-based statewide Cancer registry system in New
Hampshire as required by RSA 141-8. The pnmary purpose of the Cancer Registry is td

•  identify all rcportable cases ofcahccr in NH to provide information on the overall
burden, types and changing patterns of cancer imong residents of the state.

ceThis amendment will increase the contract pri
S2,523,240 and extend the contract end date
effective upon the date of Governor and Execirt

fr)

A copy of this ieber should accompany the su
for approval.

bmission to the Governor and Executive Council

Sincerely,

DG/ik

DolT No. 2016-081A

cc: Brucc Smith

'Innovative Technologies Today fo

by $1,332,300 from $1,190,940 to
m June 30; 2018 to June 30,2020
ive Council approval.

Denis Goulet

New Hompshlre's Tomorrow'



New Hampshire Department of Health and Human Services
Cancer Rogtatfy Operations

State of New Hampshire
Department of Health and Human Services

Amendment d1 to the

Cancer Registry Operations

This 1 ** Amerximent to the New Hampshire State Cancer Registry (NHSCR) contract (hereinafter referred to as
'Amendment One*) dated Ihis'lO"' day of March, 2018, Is by and t>etween the State of New Hampshire,
Department of Health arxl Human Servioes (hereinafter referred to as the 'State' or 'Oepanmenf) end Trustees of
Dartmouth College, (hereinafter referred, to as 'the Contractor^), a corporation with a place of business at 11 Rope
Ferry Road tt82t0. HarMver, NH 03755-.

WHEREAS, pursuant to an agreement (the 'Contract') approved, by the Goverrw and ExecutK/o Council on
November 16,2016. ITEM U2\ the Contractor agreed to perform certain services based upon the terms end
conditions specified In the Contract as amertded and In consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to (he scope of work, payment schedules
and terms end conditions of the contract; arid

WHEREAS, pursuant to the General Provisions. Paragraph 18. the State may modify the scope of work and the
payment schedule of the contract by written agreement of the,parties;

WHEREAS, iho parties agree to extend the term of the agreement and decrease the price limitation; and

NOW THEREFORE, In consideration of (he foregoing and the mutual cover^ants and conditions contained In the
Contract end set forth herein, the parties hereto agree as follows: '

1." Amend Form P-37. Block 1.6. to add Account Number: 05-095-09Q-902010-3397-0000-102-500731.
90060060.

2. Amend Form P-37, Block 1.6, to add Account Number: 05-095^0-9020lO-3397-0000-601-500031-
90056001

3. Amend Form P-37, Block 1.6, loadd Account Number: 05-005-090-902010-5859-0000-102-500731-
90080080.

A. Amend Fonn P-37, Block 1.6. to add Account Number: 05-OB5-000-901010-S362-0000-102-500731-
90001037.

5. Delete and replace Form P-37, Block 1.7, to read June 30,2020.

6. . Delete arid replace Form P-37. Block 1.8, to increase Price Limitation by $1,332,300 from $1,190,940 to
read: $2,523,240.

7. Delete and replace Form P.37, Block 1.9, to road E. Maria Relnemann. Esq., Director of Contracts and
Procurement.

8. Delete and replace Form P-37, Block 1.10 to read 603-271-9330.

9. Delete In Its entirety Exhibit 6 end replace with Exhibit B, Amendment #1.

10. Delete in its entirety Exhibit B-2 Budget end replace with Exhibit 6 > 3, Amendment f^1 Budget

11. Add Exhibit B - 4 Amendment #1 Budget.

12. Add Exhibit B - S, Amendment 01 Budget.

Truilaesof DaitmoutnColtog* Amsndniontai Contractor Initials:.

RFP.JOU-OPHWI.J^Ce PapolofJ ' Palo:



New Hampshire Department of Health and Human Services
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This amendment shall be effective upon this date of Governor end Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands.es of the date written t>elow,

State of New Hampshire
Department of Health Bt¥i Human Services

Date lame:' Ll^ Morris •
Title; Ol^tor

Date

Trustees of Dartmouth College

lame: Heather ̂  Arnold, M.Name:

t
E

itle:
9:

Associate Director

Acknowledgement of Contractor's signature:

County ofState of •v.iiru' on .. before the undersigned officer.
personally appeared the person identified directly above, or satrsfactorily proven to be the person whose name Is
signed ateve, end ecknowfedgad that s/he executed this document in the capacity Indicated above.

Slgrf^re of Ndlary Public or Justice of the Peace -

Name and Tlie of Notary tr Justice oAthe freace

M/2o/z1
Notary

My Commission Expires:

\ I

Trustees of Dartmoutf) Cod^

RFP.2017-DPHS-03-CANCe

AmoTMlmenlAI

Page 2 of 3

Conl/Qctor Inttiols;.

Dale:



New Hampshire Department of Health and Human Services
Cancer RofltetryOpefBtlons

The preceding Amendment, having t>een reviewed by (his office, is approved as to form, substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

Date/ ' Name

TItie:

.1 hereby cenffy that the foregoing Amendment was approved by the Go^^mor and Executive GounctI of the State
of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

TiUe:

Tivstoos ot OannraiXh Collese

RFP-2017^PHS-0«ANCE

A/nenOnent II

\
Papa 3 or 3

Controdcr Inllfals:. J6_
O.I.; 3/23|lg



New Hampshire Department of Heatth end-Human Services
Cancer Registry Operations

■ Exhibit B. Amendment #1

Method and Conditions Precedent to Payment

1. The State shall pay the contractor an amount not to exceed the Form P-37. Block 1.0. Price Limitation for the
services provided by the Contractor pursuant to Exhibit A, Scope of Services.

2. This contract Is funded with fur>ds from' the follosving Catalog of Federal Domestic Assistance (CFOA) numbers;
CFOA #83.898, US Centers for Disease Control & Prevention, NH Comprehensive Cancer Control
Program & Cancer Registry Programs.

CFOA #83.788, Centers for Disease Control and Prevention, Preventallve Heatth 8r>d Health Services
Block-Grant.

3. The Contractor agrees to provide the Siervlces In Exhibit A. Scope of Service and Exhlbll A-l Additional Cancer
, Date Registry Technical Requirements; in compliance with funding requirements. Failure to meet the scope of
services may jeopardize the funded contractor's current and/or future funding.

4. Payment for said services shall be made monthly es follows:

2.1. Payment shall be on a cost reimbursement basis for actual expenditures ir^fred In (he fulfillment of
this agreement, and shall be In accordance with the approved line Item.

2.2., The Contractor will submit an Irivolce In a form satisfactory to the State by the twentieth working day of
each month, which Identifies and requests reimbursement for authorized expenses Incurred in the prior •
nf»onth. The Invoice must be completed, signed, dated and returned to the Depattmonl In order to
Initiate payment.

2.3. The State-shall make payment to the Contractor within thirty (30) days of receipt of each Invoice,
subsequent to approval of the submitted Invoice'and if sufRcJent funds are available. Contractors wtll
keep detailed records of their actlvilies related to DHHS-fur>ded programs and services.

2.4. The final Invoice, shad be due to Ihe Stale no later than forty (40) days after-the conLract Form P-37,
Block 1.7 Completion Date.

2.5. in lieu of hard copies, ell invoices may be assigned an electronic signature and emaQed. Hard copies
shall be mailed to:

Department of Health and Human Services
Division of Public Health Services
20 Hazen Drive

Concord. NH 03301
Email address: DPHScontrBclbilling@dhhs.nh.gov

5. NoMthslanding paragraph 18 of the Genoral Provisions P-37, an amerxjment limited to adjustments to
amounts between budget line Items, related items, ame^ments of related budget exhibits within the price
limitation, and to adjust encumbrances between State Fiscal Years through (he Budget Office If n^ed and
justified, may be made by written agreement of both parties end may be made without obtaining epproval of the
Governor and Executive Council.

HaTfuiiwofDPftmoythCo«»g« EirfilWlB./VnendmentSI Contmctor InlUali

RFP-2017OPHS^3.CANCE-0t Pnga 1 of 1 Oato 3123^^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SE.RVICES

»MAlCiNDRIVE.Ca-fCORO,NM OJ)OI-45]7
oi
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Pubticlleallh Services.

O'etbber.31.i.2016

Her Excellency,' Governor Margaret Wood Hassan
and the Honorable Council . .

State House

Concord. New Hampshire 03301,

REQUESTED AeilON

Authorize the Department of Health and Human Services, Division of Public Health Services, to enter
Into an agreemenl.wlth Trustees of Dartmouth College. Vendor # 177157-8013. 11 Rope Ferry Road 6210,
Box T66. Hanover. NH 0375S, jn en amount not to exceed $1,190,940, to operate an Incidence-based
statewide cancer registry syslerh as required by RSA 141-B, to be effective the date of Governor and
Council approval through June 30,.2018. Funds are 79% federal and 21% general.

Funds are available In the following accounts for SFY 2017, and are anticipated to be available In-
SFY 2018, upon the availability and continued appropdallon of funds in the future operating budgets, with
authority to adjust amounts.within the price li'mitatjon and adjust encumbrances between State Fiscal Years
through the Budget Office-if needed and justified, without approval from the Governor and Executive
Council.-

05-95-90-900510-8666 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH-AND HUMAN SVS, HHS.V

Flacal Voar Class/Account Class Title Job Number Total Amount

SFY 2017 102-500731 Contracts for Proo Svc. 90080080 .-251.736

601-500931 State Fund Match 90056005 ■ 100.045

Sub Total $35,1.781..

05-95.90-902010-2215 HEALTH AND'SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS. HHS:
DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH AND COMMUNITY SERVICES.
•CDC ORAL HEALTH GRANT

Flacal Year Class/Account Class Title Job Number Totaf Amount
SFY 2017 102-500731 . Conlracls for Proq Svc 90080080 173.000

Subtotal $173,000

05-95-90-902010-3397 HEALTH AND SQ^;^,SERVICES. DEPT OF HEALTH AND-HUMAN SVS. HHS
DIVISION OF PUBLIC HEALTH.- B.URe!AO§OftMUNlTY HEALTH SERVICES. CANCER REGISTRY
Fiscal Year .Clasd /Accdunt ' Class TItie Job Number Total Amount •

SFY 2018 102-500731 Contracts for Proa Svc 90080080 ■  516.159

601.500931 State Fund Match - 90056005 .150.000

Subtotal $666,159
• TOTAL $1,190,940



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council ' '

Page 2 .

EXPLANATION

Funds In.this agreement be used to enter-Into an agreement with Trustees of Dartmouth College to
operate an irKldence^ased statewide cancer registry system in New Hampshire as required by-RFA i4t«B.
Certain-tasks require computer related Information to be received and accessed in this contract, .speclficalty.
technical services to conduct data collection, data processing, quality assurance, end database mahagemeni
activities for the collection of cancer data. The Department of Infamation Techrvology has reviewed and approved
this contracL The approval letter is attached.

The primary purpose of the New Hempshire State Cencer-Registry Is to identify all reportsbie cases of
cancer in New Hampshire to provide information on the over-ell burden, ty^s. and chartging patterns of cancer
among residents of the state. New Hampshire RSA-i4l-6 and New Hampshire Administrative Code He-P 304
estabfished reporting requirements for cancer case reporting in New Hampshire. The New Hampshire State
Cancer Reglst^s overall measure of success is to meet the standards for qualiiy, completeness and timeRness of
data as deHned by the nation's standard setting organization, the North American Association of Central (dancer
Registries. The purpose of this agreement.is to conduct data ullection, data processing, quality assurance and
database management activities for the collection of cancer informaticn'tor the New Hampshire State Cancer
Registry In accordance with the New Hampshire Oepartment of Health and Human Services gu)delir>es end
standards set t^ the Nationat Program of Cancer Reglstries-and the North Amertcan Associatioo of Central
Cancer Registries.

The. Department is tasked under RSA 141-G to collect information about almost all cancers diagnosed in
New Hampshire. This information furthers our understanding of cancer'and ts used to dovebp strategies and
^cies'for Its prevention, treatment, end control. The data also' help determine where earty detection, educational
and other cancer-related programs should be directed, lastly, cancer registry data are essential to respond to
public cor>cems;re9ardlng potential cancer clusters and to conducting investigations Into health risks and-
er}vironmentdl exposure. Understanding the causes of disease clusters will allow us to prevent future deaths and
illness from similar exposures. The avaibbility of data on cancer in the state allows health researchers to analyze
demographic and geographic factors (hat affect cancer risk, earty detection, artd effective treatment of cancer
patieriis.

The New Hampshire State Cancer Registry is recognized as one of the leading canper reglstrfes In the
nation, arxj has been the cornerstone of a substantial amount of research on cancer in (he New Hampshire
population, information held in the cancer registry is strictly confidential, and is -protected from unauthorized
access by state of the art security systems. To date, the Hampshire Slate. Cancer Registry.has collected,
detailed InformaUon on over 1.3 million cases of cancer arrx^ng Hampshire residents diagnosed from 1990
forvyard. and more than 6.000 new cases are added annually. Every day in New Hampshire.- twenty-two (22) of our
residents are diagnosed with cancer and seven (7) of our resldertts die due to cancer. Based on New Hampshire.
Department of Health and Human Services estimates, (he overall cosl of cancer in New Hampshire lr\ 2008 was
$1.1 billion. Cancer surveitlance helps us understand the magnitude of'the cancer problem In New Hampshire,
and provides us with critical data to assess the health of our New Hampshire residents and to make informed
decisions about how to best direct bur health-related resources and activities. This data glves'us (he fundamental
knowledge to guide the essessmenl, developmenl end evaluation of health policy, and inform and.evaluate the
impact of population health programs and interventions as welt as personal health decisions. Cancer regisldes.
provide a basis for public and private decisions at local, state, and national levels..

Should the Governor end Executive Coun6i ry)t authorize-this request, we would not have e high quality
cancer'^Istry. and may not have (he Information necessary lo protect and promote the'health of New
Hampshire's residents, whether il ls a cancer cluster response, public education, screening, treatment or policy
change. In'addition, we may not hWe the information necessary 10 inform policy makers ar^ the public to a^st
with setting health p^ram priorities or the ability to confirm cancer cases'through the support of cancer expete to
infonn the investigation process and provide review and approval related to protecting the privacy and rights of
ind'iyid'uals.

Trustees of Dartmouth College were selected for this project through a competitive bid process. A
Request for Proposals was posted on the Depanmenl of Health and Human Services' web site from July 15.2016
through September 2. 2016. A tedder's conference's held on August 16. 2016.



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

Page 3

,  The Department received one proposal. The proposal was reviewed'and soored.by.a team of six (6)
individuals with program specific knowledge. Their decision followed a thorough discussion of the strengths
and weakness^ of the pro.pos3l. The ftnal decision was made through consensus scoring. The Bid
Summary is attached.

As referenced in the Request for Proposals' and in the contract Exhibit C-1, this agreement has the
option to renew for two (2) a.dditlonai years, contingent upon satisfactory delivery of ̂ rvlces. available
funding, agreement of the parties and approval of the Governor and'Executive Council.

The following peddrmance measures will be used to rheasure the effectiveness of the Agreement:

t. per each incident cancer case defined In Exhibit A. collect all the data variables listed In New
Hampshire Administrative Rule He-P 304.2.

2. The database shall be, at a minimum, in accordance with accepted Centers for Dlsea^
Contrcrs National Program of Cancer Registries and North American Association of Cancer
Registry standards.

3. The data collected is 95% complete within 12 months of date of diagnosis for cases seen In any
New Hampshire hospital.

4. The data collected is 90% complete within 15 months of date of diagnosis for all cases among
New Hampshire residents, regardless of where they received the cancer care. , ; .

5. The data collected Is 95% complete within 24 months of date of diagnosis for all cases among
New Hampshire reslderMs, with cases identified from death certificate review and follow-up. from
physician practices, from non-hospital facilities, and from out-of-state sources.

Area served; Statewide.

Source of Funds: Source of Funds Is 79% Federal Funds from (he US Centers for Disease Control
and Prevention, and 21% General Funds.

the 'event that Federal Funds become no longer..ay^ilal^^^enerai Funds wi
requested tosuppoi^ this program. - - •

* S
I  • •

Respectfully submined,

will not be

Marcella J. Soblnsky, MPH
AclHSg Director

Approved by; \^y
/Meyare

Commissioner.

Tht 0/ HnlUi uiui Htinion Stn-iui' Miision i« u and /oitiilitt
iii i/rtviding opportunilio for eilUeni oehitue htalUi ond ind*p«nd*n<t. ^



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFOR^TION TECHNOLOGY

27 Hwen Di.. Concord, NH 0J301
Fax 603-271.1516 TDD Acccw: 1.600.73S-2964

www.nh.gov/doit

Dcob Goutet

CommUsiow

October 24,2016

Jeffrey A. Meyers, Commissioner
Deparlmeot of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Meyers:

This lener reprtsenls formal notification that the Department of tnformation Technology (DoIT)
has approved your agency's request to enter into a contract with Trustees of Dartmouth College (Vendor
0I77I57-DO13), as desffibed below and referenced as DoIT No, 2016-081. This project is a rtsull of an
RPP also referenced as Doll No. 2016-081.

This request is to enter into a contract with the Trustees of Dartmouth College to operate
an incidence-based-statewide cancer registry system as required by RSA 141-B. Certain
tasks require computer related information to be received and accessed in this contract,
speciftcally technical services to conduct data collectim, data processing, quality
assufMce.and database management activities for the collection of cancer information,

'  The amount of the contract is not to exceed 51 j 190,940 effective upon the dale of
Governor and Executive Council approval through June 30,2018.

A copy of this letter should Accompany the subm Ission to the Governor and Executive Council
forappmva). .

inccrely.f,

Denis Goulei

DC/iJt

Contraa «20I6-08I

cc: Bobbie Aversa

*fnnovot/ve Technologlts Today/or New HompsMrt't Tomorrow'



New Hampshire Department of Health and Human.Services
Office of Business Operations
Contracts & Procurement Unit

Summary Scoring Sheet

CANCER REGISTRY OPERATIONS

RFP Name

RFP-aolT-DPHS-Ca-CANCE

RFP Humb«f Reviewer Names

■ Planner (Tech)

Bidder Name
Percent

rnaximu

m Points Polrits

l^eren paddleford, Profiram
Planner (Tech)

Trustees of Oertmoutti Colla0s . 88% 640 061

. Whilney Hammond. AdminhValor
(Tech)

2 0 . 640. 0

Ellen Chaso'Lucard. Ftnandal

■ Admlnislretor (CoaD

3-0 640 •  • O"

.|5He!l!^tvan40n.-unanciai
.••}5'''i^(5ffiini8tralor (Coal)..

^•0 ■ ■ ; 640 .. 0

g PJ Nadcau,. Financial
' Adminjstraior(Ccat)



Subj«ct: Cancer Registry OocratictM ■ riT>.2Q l7-th»ha^^.<ance-0}. Contraci #2016^81
FORM NUMBER P.JI (venloQ S/IM)

Notice: Thii agreement and ail of its aiCachmenis shall become public upoo submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in vvriiing prior to signing the contract.

AGREEMENT
The State of New Hampshire and (he Contractor hereby mutually agree as follows;

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name
NH Dcpanoent ofHealih and Human Serviceai

1.2 State Agency Address
129 Pteasani Street

Concord. KH 03301OSSV

1.3 Contractor Name -

Trustees of Danmoud) College
11.4 Contracipr Address
11 Rope Ferry Road 6210.-Bux-tfifi"
Hanover, NH 03735

1.5 Comrector Phone

Numher

603-653.6620

1.6 Accoum Number

05-95-90-9005 [0-8666-102-

500731, 05-95-90-900310-
8666-601 -500931,05-95-90-
902010-3397-102-500731.05-

95-90-902010-3397-601-

500931

1.7 Completion Date

6/30/20)8

1.8 Price Limitation

$1,190,940

1.9 Contracting Officer for State Agency
Eric Dorrin, Dtrecior of Contracts and Procurement

1.10 Slate Agency Telephone Number
603-271.9558

fConq^tor Signat 1.12 Namc.and Title of Contractor Signatory

Jill M. Mortall. DirectOf
Otfioo orSponsofad PrnJftOta1.^ A^owledgetnent: State of

, before the undersigned officer, prraonally appeared the person identified in block 1.12, or sarisfactorily
pro\tn tnbe the person whose name is signed in block l.U. and acknowledged thai s/he eiecuied this document In the capacity
indtcAted in block 1.12.

I.ir'.l Sigrurure of Notary Public or Justice of the Peace

-  fScall Q'
1.13.2 ,

MyCoromiasloo Exptrea Aufiuft 24,2031

i.l4 State Agency SuoaDpe

AddI.{6/Approval by.i

By:

1.15 Name and Title of State Agency Signatory
Marcella J. Bobinsky, MPH
Acting Diftctor . •

epajtrjjfehi of Adminisd^on, Division of Personnel {ifapplicable)

Direcior.On;
.1.17 Approval by the Attorney General (Form, Substance and Execution) (ifapplicable)

By..'

ive C^ncil (IfbppUcahle) i 7 71.18 Approval.by the Go

By

Executive Cwncil (v ipplicaile)

On:

Page I of4.



1. EMPtOYMENTOFCONTTUCTOIWERVICESTO

BE performed. The Sate of New.Hampshire, eciing
(hraugh the agency idemified in block I. \ ("Stftte"), cnseges
comnctor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more panicuiarly described in the atuched
EXHIBfT A.which is incorporated herein by raference
('^Ico").

3. CFFECTIVX OAT£rCOMPLeT(OM OFSERVICES.
3.1 Noiwithsianding any provision of (his Agreemeni to the
contrary, and subject to. the approval of the Oovemor and
. Executive Council of the State ofNew Hampshire, if
applicable, ibis Agreement, and all cbligaiiona of the panics
hereundcr. shall become cfTective on (he date the Oovemor

and Executive Council approve (his Agreemeni as indicated.in
block i.l8, unless no such approval is required, in which caK
the Agreement shall become effeciive OB (he dale the
Agreement is signed by (he State Agency as shown in block
1.14 CEfTcctive Date").
3.3 If the Contractor coouneeccs (he Services prior to the
Ef&ctivc Dale, all Scrvices performcd by (he Contractor prior
to the Effective Date shall be performed at (he sole risk of the
Contractor, and in the event that this Agreement does hot
become effective, (he State shall have no liability to the
Contractor, including without timlaiioni any obligation to pay
(he Contractor for any costs Incurred or Services performed.
Comrictor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDmONAt NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreemcni to the
contrary, all obligations of the Sute hereundcr. including,.
without limiation, the continuance of payments hereunder. are
contingent upon the availability and continued appropriation
of hinds, and in no event shall the Sute be liable for any
paymems hercuader m excess of such available appropnaicd
funds, [n the event of 1 reduction or (enninxiioQ of

appropriated fun6. the Sute shall have ihe right to withhold
payment until such funds become available, if eva, end shall
have the right to terminate this Agreement immediately upon
giving (he Contractor ootice of such icrminatjon. The Sute
shall not be requirad to trattsfer fliods from any other account -
to the Account identified In block 1.6 In the event funds in that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE UMITATION/

pavment.

5.1 The contract price, mcihodofpaymcni,and terms of
payment ara identified and more particularly descn'bed in
EXHIBIT B which is incorporated herein by reference.
9.2 The payment by the Sale of (he'contract price shall be the
only and the complete reimbursement to the Contractor, for all
expenses, of whatever nature incuned by the Contractor in the
.poformance hereof, and shall be (he Only and the complete
oompereaiioo to the Contractor for the Services. The Sute
shall have no liability to the Contractor other than the contract
price.

5.3 The Sute reserves the r^ht to offset from any amounu
otherwise payable to the Contractor under this Agreement
those Itquidated amounu required or permitted by N.H. RS A
80:7 threugh RSA 80:7< or any other provision of law.
5.4 Norwrthsunding any provision in this Agreement to (he
contrary, and notwithstanding unexpected circumsances, in
no event shall the loul of all paymeras authorized, or actually
made hereunder, exceiKi the Price UmiUtioQ set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/EQUAL CMPLOVMOiT
OPPORTUNITY.
6.1 In connection with the perfonnince of the Services, the
Contractor shall comply with ail sututes, Uwi, regulations,
and orders of federal, sute, county or municipal authorities
which impose any obligation or duty upoo the Contractor,
including, but not limited to. civil righu and equal opportunity
laws. This may include the requirement to utilize auxiliary '
aids and services to ensure that persons with communication
disabilities, irKludiog vision, hearing arul speech, can
communicate with, receive information ftom, and convey
iorormation to the Contractor. In addition, the Contractor
shall comply with all applicable copyrighi laws. ^
6.2 During the term of this Agreement, the Contractor shall
not diKriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex.
handicap, sexual oricouiion, or national origin and will take
afTinnaiive action to prevent such diuriminalioh.
6.3 If this Agreement is fimded in any pan by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of (he United Suies Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
OS the Sate ofNew Hampshire or the United Sates tuuc to
implement these.regulations. The Contractor further agrees to
permit the Sate or United Sutes access to any of the ^
Contractor's books, records end eccounu for the purpose of
ascertainiog compliance with all rules, regulations and ordos,
and the covenants, terms and conditions of (his Agraement.

7. PERSONNEL.

7.1 The Conuicior shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, end shall be properly'
ikcrned and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afler the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it Is engaged in a combined effort to
perform the Services to hire, any person who is a Sate
employee or ofncia). who is materially involved in the -
procurement, administration or pcrformsnce ofthis

Page 2 of 4
Contractor Initials;

Date



Agiccmeot. Thi> provision shall survive (enninaiion of this
AgnemenL ■
1.3 The Comractins OfTicar ipectned in block 1.9, or his or
her successor, shall be (he State's representative, in the event
ofany dispute concemtns the inierprctationofthis Asreemem.
the Contracciflft OfTicer's decision shall be fioal for the State.

a.£V£KTOFOEfAULT/R£M£DiES. .
1.1 Any one or more of the folldwtns aco Of omi&siom of (be
Contractor shall coretimte an eveni of default hereunder
("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failtjrc to stibmit any report required hcrtunder, and/or
B. I .3 failure to perform any other covenant, term or condition
of this AgreemenL '
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the folbwing actions; .
8J2.I give the Contractor a written notice specifying the Event
orOehultartd requiring it to be remedied withir), in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedi^ rennirtate this Agreement, effective two
(2) days affcT giving the Contractor rtoiice of lenninaiion;
82.2 give the Contractor a written notice specifying the Event
of Default ond'suspending all payrocnu to be made under this

■ Agreemem and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during (be
period from the date of such notice until such time as the State
determines that (he Contractor has cured the Event of Default

shall rwver be paid to the Coneractor,
8.2.3 set ofr-against arty other obligations tbe State may owe to.
(he Cootraetoreny damages the State suffers by reason of any
Event of Default; and/or •

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. data/access/confidentiauty/

preservation.

9.1 As used in this Agreement, the word "data" shall mean ail
informaticn and things developed or obtaiivd during the
porformarKe of, or acquired or developed by reason of, this

. Agreement, including, but not limited to, all studies, reports,
fries, formulae, surveys, mops, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic rcpresentations, computer programs, computer
printouts, notes, letters, mcmora7>da, papers, and documents,
all whether finished or unfrnished.

92 All data end any properly which has been received from,
the Stale or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be retumcd to the State upon demaod or upon
termination of (his Agreement for any reason.
92 Coofrdcmiality of data shall be go.vcmcd by N.H. RSA
chapter 91-A or other existing low. Disclosure of data
requires prior written approval of the State.
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10. termination. In the event of an early temiinaiion of
this Agreement for any reason other than (he completion of the

.Services, the Contractor shall deliver to the Contnctirtg
OITiccr, not later than frfteen (15) days afier the date of
termlnai^^ia report ("Termination Report") describing In
detail ail Services performed, and the con^t price earned, to
and including the date of termination. The form, subjea
matter, cbnient, and number of copies of ̂  Term'inadon
Report shall be idcntieel to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S REl^ATION TOTHE STaTE. Io
the performance of ihis Agreement the Contractor Is in all
respects an independent conuoctor, and is neither an agent nor
-an employee of the State. Neither (he Contractor nor any of its
ofTiccn, employees, agents or members shall have euthohty to
bind the Slate of receive any behcnts, worten' compotsaiion
or other emoluments provided by (he State to its employees.

12. assicnment/delecation/subcontracts.

The ConiTBCtorshall not assign, or otherwise (ransferany
intertst in this Agreement without (he prior written notice and
cottscnt of the State. None of the Services shall be

lubconlrscied by the Contractor without the prior written
notice iaod consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, >u officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or pcnaltia acseried.againtt the State, (ts officers
and employees,'by or on behalf of any person, on account of,
based'or resutiing from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, tvthing herein
contained shall be deemed to constitute a waiver of (he

soveieign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement;

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and '■
maimain in force, and shall requ'ire any subcontractor or
assignee to obtain end maintain in force, the following

•  insurorKc:
14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or properly damage, in amounts
of not less than % 1.000.0(X)j>cr occurrence and S2,000,0(X)
aggregate'; end
14.1.2 specie) cause of loss coverage form covering all
property subject to subparagreph 9.2 herein, in an amount not .

■  less than 80V» of the whole rcplacemott value of the property.
14.2 The policies described in subporagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insuren licensed in the Stale of New
Hampshire.

0f4
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l4.3TheCoQincU)r$hallftimlth(oiheConirKtingOfric«r. -
identified in block 1.9, or hii or her successor, a cmificaie(s)
or insunmce for ell-insurance required under this Agreement.
Contncior shall also fttmish to the Contieciiog Oflkcr
idemificd in block 1.9, or his or her successor, ccrtificale(s) of
insurance for all reriewaKs) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of eich of (he insurance policies. The ceruficate(s) of
insurance and any renewals thereof shall be attached and art
incorporated herein by rtfercTKC. Each ccitiixatcfs) of
insurance shall contain a clause requiring (he ifQura to
provide the Contraaing Officer identified In block 1.9. or his
or her successor, no.kss than thirty (30) days prior written. '
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

IS.I By signing this a^eemenl, the Contractor agrees.
certiOa and warrants that the Coniracidr is in cortipliance with
or exempt from, the requirements of N.H. RSA chapter 281'A
("H^orktrj'Compensation"),
ly} To the extent the Contractor is subject lo the
rcquiretnents of N.H. RSA chapter 28NA, Contractor shall
mainiam, and require any subcontractoror assignee to secute .
and maintain, payment ofWorken' Compensation in
coDoection with activities which the person proposes to
undertake pursuant to'this Agreement Contractor shall
fumi^.the Contracting Orficer identified in block i .9, or his
or her successor, proof of Workers' Compensation in the
nunnerdescribe in N.H. RSA chapter 28I>A and any
applicable renewai(s) thaoof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Worken' Compensaibn
premiums or for any other claim or benefit for Contractor, or
any subcontracloi^ or employee of Contractor, which might -
arise under applicable State of New Hampshire Workitft''
Coirqnualion laws in connection with the performance of ihe
Services under (his Agreement.

16. waiver of BREACH. No failure by the State to
enforce any provisions hercofafier any Event ofOefauli shall
be deemed a waiver of its rights with regard to (hat Event of
Oefouli, or any subsequent Event of Dcfeuli. No express
failure to enforce any Event of Default shall be deemed a
waiver of (he right of (he Statc.to enforce each and all of the
provisions hereof upon any further or other Event of Dcfaulj
on the pan of Ihe Contractor. .

17; NOTICE. Any notice by a party hereto to the other pany
shall be decm^ lo have been duly delivered or given ei the
time ofmailing by certified mall, postage prepaid, in a United
States Post QfTice addressed to the parties at the addresses
given in bfocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may.be arriendedi
waived or discharged only by an insirufhem In writing signed
by the parties hereio'and only aficr approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New HarDpshire unless no

.'1

such approval is required under (he circumsunccs pursuant to
State law, rule or policy.

19. CONSTRUCTiON OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and Is binding upon and
inures to (he benefit of the parties and their respeoive
successors and assigns. The wording used in this Agreement
Is the wording chosen by (he parties to express their mutual
intent, and no rule of corutruciioo ahail be applied against or
in favor of any party.

20. THIRD PARTIES.-The parties hereto do not intend to
bmefit any third parties and this Agtecmeni ihatt not be
eonstrucd to confer any such benefit.'

21. HEADINGS. The headings throughout the Agreement
are for rcfoeiKc purposes only, and (he words contained
therein shall in 00 way be held to explain, modify, amplify or
aid inihe interpretation, construction or meaning of the
l^visiorisofthis AgreemcnL .

12. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

22. SEVERABILITV. In iheevent anyofthe provisionsof
this Agreement are held by a court ofcompeieni jurisdiction to
be contrary' to any. state or federal law, the remaining
provisions of this Agreement will remain in lull force and
effecL

'24. ENTIRE AGREEMENT. This AgRement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and '
understanding between the parties, and supersedes all prior
Agreements and undentartdings relating hereto.

Page 4 of 4
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New Hampshire DcRertment of Health ant] I;tym8n Services
Cancer Rogistry OfMretlons

Exhibit A

. Scope of Services

1. Provielons Applicable to All Services

1.1. The ContTKtof agrees thai, to the extent future legislative action by the New Hampshire ■
.  General Cckjrt or federal or stale court orders may have an Impact on the Services .

described hweln, the State Agency hes the right tg modify Service priorities and expenditure
requirements under this Agreement so es to achieve compliance therewith.

1.2. All services to be performed under this contract shall be In accordance with New Hampshire
Oopdftment of Health and Human Services (OHHS). New Hampshire law RSA 141-B. New
•Hampshire Adminlstrativo rules He-P 304. United States Public LaW 102-515, and Centers'
for Disease Control and Prevention (CDC). National Program of Cancer Registries (NPCR)
and North American Association of Central Cancer Registries (NAACCR) standards and' .
guidelines. •

2. Required Activities

The Contractor shall;

2.1. Present for discussion arid proposed modifications, a Work Ran. due vrithin 30 days of the
.bontract effective date. The timeline and work plan shall rheet all due dates for deliverables ■
noted in the Deliverables end Key Performance Indlcatore set forth In Section 14 of Ihls
document.

2.2. Have Oil fully qualified staff assigned In support of the New Hampshire Stale Cancer Registry
(NHSCR) contract within 30 days of the contract effective date.

2.3. Maintain the NHSCR database from a physical location within a seventy-five (75) mile radius of
the OHHS. located in Concord. The rationale for this requirement Is that the OHHS provides
technical and edmlnlslretive oversight of the NHSCR operations, which Includes on-isite visits to
the NHSCR contractor. In addition, appropriate contractor personnel are required to attend
regular meetings with OHHS staff as well as other meetings as necessary.

2.4. Alfow fun participation of the OHHS in the ongoing, ensile operations of contract adMlies
including Interacting directly with contractor staff, viewing abstract processing, participating In
cu9torn.i^ng registry software selecting edits, aspects of database management, systerh
secuhty. ar^ quality assurance that (he OHHS deems necessary.

2.5. Provide the OHHS with technical assistance and expertise on matters within the scope of work
of the contract.

3. Cancer Regfstry Operation

3.1. Operate an incidence-based statewide cancer registry reporting system In accordance with
RSA 141-B and Part He-P 304 of the Now Hampshire Administrative Rules.
httP;//www.oenCQurt.state.nh.us/rules/8tat6 aQenctes/he-pSOQ.html. Collect Information and
maintain an electronic database of all Incident cancer cases occurring among the Nevy
Hampshire population according to the Adrhinistrative Rules.'

3.2. Facilitate-and encourage submission of reports for each Iricident case Facilitate and encourage
submission of reports for each incident case defined In RSA 141-8:7

(httpy/w^.qefiCQurt.6tate.nh.us/rsa/html/X/i4l-B/14l-B-mrQ.htmV all the data variables listed
In administrative rule He-P 304.02 by "health facilities", within an expected llmejrame as listed

Trtm#«orD#ftmoolhColBg« EeilbllA ConVedof'lrtftJla^wTl A-'
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Nm Htfnpshiro Departmont of Hoalth and Human Sanrlcaa
CajKor Roglatry Operationa

ExhlWtA.

In Administrative Ru!e He-P 304.01(e) and He'-P 304.01(1)
fhttp://www.qencouf1.state.nh.us/rules/state aqencies/he'oSOQ.htmlV Facilitation and
encouragement may Include ̂ ting letters, calling by telephone artd personal visits to health
providers end/or health facility administrators or supervisors, f Meatth Facilities' shall be
defined according to the Administrative Rules.)

3.3. Infomn the DHHS of facilities that remain out of compliance with reporting requirements despite
- Contractor notification In the following situations;

3.3.1. Denial or tack of access to pathology reports or medical records;

3.3.2. Lack of submission of reports within one month or expected date;

3.3.3. Lack of response to letter or other formariniquiry within one month.

3.4. Collect addifiortal follow*up data relatir>g to treatment end disease status of Breast and
Colorecta! cancer cases diagnosed In 2011 for the patient centered outcomes (PCO).

3.5. Adhere to Timetable of Data Delrverebles:

3.5.1. The NHSCR data shall meet the follov^ng five data quality criteria (National Data Quality
Standard (formally known as (he 24-Month Standard)]: '

i. Data are 9S%complete based on observed-to-expected cases as computed by
CDC;

•11. There are 3% or fewer dealh-cenificate^nly cases:

lii. -There is a 1 per 1,000, or fewer, unresolved duplicate rate; .

iv. The maximum percent missing for critical data elements ere;

'  i. 2% age
(  ■ II. 2% sex

Hi. • 3% race

'iv. 2% county

V. 99% pass a COC-prescrlbed of standard edits.

3.5.2. The NHSCR data shall rnaet the following data quality criteria [Advanced National Data
Quality Standards (formally known as the 12-Month Standard)]:

I. Data are 80% complete based on observed-to-expected cases as computed by
COG;

There is a 2 per 1.000 or fewer unresolved duplicate rate;

The maximum percent missing for .critical data elements are:

i. 3% age
II. 3% sex

III. 6% race *
N. 3% county •

Iv. 97% pass a COC-prescrlbed set of standard edits.

4. Case Ascertainment Activities

4.1. Establish and Implement case reporting from any new or existing free-standing radiation
oncology facility in the state.

TruttoM or Ot/ttieuVi CeOofia E«hibriA . ConUtctoi hrfo
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4.2. Establish and Implement case reporting from any new or existing free-standing medical
.onoology facility in the state.

4.3. Establish and implement case reporting from any new or existing free-standing surgksl
^  oncology facility In the state.

4.4. Establish and Implement electronic case finding from tiospltal or private pathology labs and
from out-cf-state patholo^ tabomtories.

4.5. Perform death clearance at least arwually. Death clearance ehould be performed by matching
records in the NHSCR with New Hampshire mortality data provided by the DHHS'and with
National Death Index., to determine the level of the NHSCR's record completeness for in-state
and out-of state deaths to New Hampshire residents where cancer Is Identified as a cause pf
death. ' •

\

4.6. For IrvState deaths, the Contractor shall make a determination as to the cause of end
epproprlate correction for cancer Incidents not reported to (he NHSCR. This should include
contacting the certifier of the death for case follow back as necessary. For deaths of Individuals
In NHSCR database, the contractor shall electronically update the Vital Status, date of death
' arKj cause of death for matching cases.

4.7. Operate query systems that cross checks definitive reports, rapid reports, and non-reportable
data sources using data linkage processes to ensure maximum case ascertainment.

4.6. Create or update the NHSCR operations manual within 30 days of the contract effective date.'
This manual on NHSCR procedures is for potential distnbutlon to all reporting health providers
ertd health facilities. The manual wll) provide documentation of the objectives, Implemehtation
end operation of the registry. All (he contractor staff of the Cancer Registry Operations and

•  DHHS shall be provided with a copy of the manual. This manual shall cpriteln. at a minimum;

4.6.1. Most current reporting laws/regulations;

4.8.2. List of reportable diagnoses;

4.6.3. List of required data hems.

.  . 4.6.4. Procedures for data processing operations Including:

1. Procedures for monitoring timeliness of reporting;

li. Procedures for receipt of data;

Hi. Procedures for database management Including a description of (he Registry
OperBtir>g System (software);

Iv. Procedures for conducting death certiOcate clearance;

v. Procedures for Implementing and maintaining the quality assurance/control
program: ■

4.8.4.V.I. Conducting follow-back to reporting facilities on quality Issues. These
. procedures include rules for idanUfyIng when ecHon or further Investigation Is

.. . needed:

4.6.4.V.2. Conducbng record consolidation;

Tnntao or Dartmouth CeOepo EiMbdA • C»\nexst
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4.8.4.V.3. Maintaining dotailed documentation of all quality assurance operations;

4.8.4.V.4. PfoOedures for education and training.

4.8.5. Procedures for oondbcting data exchange Iridudlng a list of states with which case-
sharing agreements are in place:

4.8.6. Procedures for conducting data linkages. ■

4.6.7. Procedures insuring conflderitlallty and data security. Including disaster p(annir>g;

4.8.8. Procedures for data release including access to and disclosure of information;

-  4.8.9. -procedures for maintaining and updating the operational manual.

4.9. Revise the NHSCR operiations manual when any changes are made to policies and
procedures relating to the NHSCR activitias basedon contractor need or as requested by the
DHHS. .The contractor will submit the changes to the OHHS. who will review and seek revision
or approve within 30 days.

4.10. Review and update existing documents for reporting feclIltJes. Including letters, user •
application forms, reporting requirement document, Webplus user guides, etc., v^hin 30 days
of the contract effective date. Determine needed updates in consultation wfth the DHHS.
When updates are needed, develop updated material, obtain approval of the OHHS. end.
provide to reportlhg facilities and post them on web for easier access.

4.11. Through site visits to New Hampshire hospitals conducted as needed, review discharge.
laborBlory and pathology reports as well as medical charts to ensure the completeness of
case rep^ng arid accuracy for completion.

5. Information Technology Activities

5.1 Establish operations within 30 days of the contract start date. -This shall include, but not be.
limited to system set-up. testing, and deployment, as well as bustne^ operations to support
the State's requirements defined in Exhibit A«1 Additional Cancer Data Registry Technical
Requirements.

5.2. Within 30 days of the contract start date, provide and set up necessary computer hardware.
Induding servers ar)d computers for the NHSCR contractor staff, necessary to maintain the
NHSCR database. .AJI hardware and software shall be compalible with NPCR requirements.

5 3. Within 30 days of the contract start date, provide connectivity for all reporting facilltles to
transmit data to the NHCSR. •

5.4. . Maintain secure web access to the NHSCR seven days per week for Web Plus on-line data
entry end data file uploading. . . .

5.5. Within 30 days'of the contract start date. Install and utilize the current automated data
•  management system, consistent with national standards and populated with NHSCR data. .

Train staff In operation of software systems. The contractor shall update all the components of
the software,'as required end shall participate In the relevant CDC software users group. (The
DHHS maintains the discretion to utiiiu any kind of .data management system. -There shall be
no modifications or upgrades to the software without the approval of the OHHS.)

5.6. Within SO'days of the contract executio.n, discuss with DHHS the feasibility of Implementing a
WebPlus User's Agreement, the language of such an'agrecmorn, and the protocol for phasing
11 into use. Implement protocol specified by the program team during a mutually^agreed
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timeframo to restrict reporting via Web Plus data entry or Hie upload to those reporters who
have submitted sigr^ed agreerrients to become Web Plus users.

5.7. Within 30 days of the contract start date, develop and Implement procedures for the electronic
submlsslon'and procesising of laboratory pathology and Oology reports utliizir>g NAACCR
.stan^rds.

'  5.8. Within 30 days of.the contract start date, maintain a computerized log of facilities and
personnel who report data to NHSCR (In excel or access or any other system) which Includes
at minimum; facility ID. name and demographic inforrnationi.r^ames end contact information of
personnel (reporters and supervisors), and log of prior facility, contacts.

5.9. Within 30 days of the contract start date, obtain from the prior NHSCR reports of technical
assistance between NHSCR and reporters. Maintain these files or modify or upgrade them,
with approval of the DHHS.

5.10. Within 30 days of the contract start date, maintain a computerized \pQ of all abstracts received
frpm each reporting lacllity that Includes facility ID, number of abstracts received, date
received., formal of data received and NAACCR version If electronic isubmission.

5.11. Wrthin ̂  days of the oontract.start date, obtain from the prior NHSCR vendor copies of hard
copy logs and electronic logs of abstrecis submitted to NHSCR. Majntalri these files or modify

. or upgrade them with the approval of DHHS. The DHHS will provide necessary contact
Information end facilitate this transfer.

5.12. Upgrade or replace user software and or hardware and make necessary changes to
customize software because of advancing technology arid or modifications required by DHHS,
NPCR or NAACCR standards. Make further upgrade(s) or repl8cern6n1s(s) during the life of
this contract.'at an additional, negotiated price, if so requested by DHHS and subject to all
necessary stale approvals.

5.13. Within 30 days of the contract start date, provide means for DHHS staff approved by.the
DHHS to periodically receive data from NHSCR. while maintaining data security.

'5.14. Develop and Implement procedures for granting access to data to approved NHSCR staff.

6. Database Management Activities

6.1. Develop and implement procedures for the timely and.accurate consolidation of cancer reports
within ̂  days of the contract effective.date;

6.2. Consolidate tumor records and treatment Information in accordance with standards set forth by
NPCR. NAACCR or the SEER.

6.3. Perform routine, standard edit checks on all reports received In accordance wtth NPCR and
NAACCR standards. The contractor shall be responsible for the accuracy of the data It codes,
edits .end consolidates end.for maintaining the Integrity of the data'from year to year. At a
minimum, the editing and review of data would Include;

6.3.1. Routine visual review of abstracts and error reports;

6.3.2. Installation and use of the. most recent standard edit set metafiles as chosen by the
DHHS and the Contractor;

6.3.3. Deleciion of errors during editing, documentation of errors found and correcljons of
errors detected;

TrustMsofOartmouthColIeoo ExMbilA Contractor
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6.3.4. Detection end consoddation of multiple abstracts tumor records) reeved during the
contract that match cases reviewed In current or prior years;

. 6.3.5. Detection and removal of duplicate oonsotidal^ cases (that Is two or more cor«o!idated
records for the same tumor in an Individual);

6.3.6. Describe strete^ for the routine, continual detection end removal of the duplicates from
the NHSCR datiabase -even after currer^t accession year has closed.' "

6.4 Assure that (he Individual case records in the NHSCR autometed'database ere computer'edited
for duplicete records, Invalid coding. Improbable values. ar\d inconsistencies prior (o siaUsUcal

.• processing and date compilation for analytical purposes. Areas to be ediled include, but are not
limited to:

1. Data Range Checks;
2. Geographic Coding Assignment;
3. Duplicate Record Checks;;
4. invalid values

5. Relalional Items as foliows:

i. City at diagnosis field must only have values that exactly match legitimate New
.  Hampshire City, town, or village names In list sgpplied by DHHS.

C. City at diagnosis, the code for county and state of diagnosis must always agree
-  ervd where c/ty el diagnosis exists, a code for county at diagnosis must be

provided. '

ill. Vital status and cause of death fields must agree and cause of death rnust be' a
valid ICO-1 b cause of death code or orie of the special NAACCR codei

iv. Records should be checked to make sure" that the physician's name Is correcliy
entered Into fiist and last name fields.

V. Records should be checked to compare sex of patient and the first name of the-
patient as a guide for determining correct entry of the record. .

vl. No logical confiicts shall exist between all the treatment diagnosis fields and (he
related reason for no treatment fields.

vli. Apply applicable NPGR and NAACCR Central Registry edits to data fields.

6.5 Geocode ail cancer reports of New Hampshire residents for address and census tract, for a
given year and accurately fricorporate new and revised coding Into NHSCR database.

7 Penetration internal Security Testing

7.1 The State will perform Penetration Testing of the Internal Security of the Contractors FT system
as defined In the Exhibit A*1 Additional Cancer Data Registry Technical Requirements.

7.2 Tl^e Stale and Contractor shall determine a mutually agreed upon date for the Perpetration
Testirig and perform the testing within SO-daye of the effective date of the Coniract.

7.3 The Contractor shall vtfork with the Slate to negotiate a mutually agreeable remediation plan
'  within ISO-days of-the Contract effective date.

7.4 The coniractor shall, as a part of the remediation plan process, fully assess all vulrwrabllities
identified Inlhe penetration test results. The contractor will acknowledge aaS'abceptaH
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vulnerBbiliti» end findings of ihe penetration test and develop an assessment report that
d.e^bes. for each vulnerabiBty Identified, the rpot cause, the risk level to the Department, the
potential adverse impact to the Departmenl. ihe'level of effort repulred to remediate In man
hours', the resource type or skinset required to romedlate.-and the cost to remediate. The
contrador shall remediate all high risk findings as identified by the Department exdspt where
the remediation cost to the Contractor Is unacceptable, In which ̂ se. the Contractor wtll work
with (he Department In good faith to identify appropriate means, altematrves, and or
compensating controls to address the vulnerabilities identified.

8. Information and System Security Policies and Procedures'

8.1. Maintain the confidentiality and Integrity of Information In accordance with the Health Insurance
Portability and Accountability Act, Public t^w 104-191 (httpfi://BSpe.hhs.gov/reporVhe8lth-
insurance-portBblllty-and-accounleblllty-act-1996) and with the Standards for Privacy artd
Security of Individually Identifiable Health Information, 45 CFR Parts 180 and 104
(http://www.hipaasunrivaI9ulde.com/hlpa8-regulalionsjhlpaa-regulatlons.php) and those parts of
the HITECH Act as applicable (hltp://www,hipaasurvlvaigulde.com/hltech-act-summary.php).
The contractor shall also maintain and protect the confidentiality of the database and
Information obtained and maintained during this contract in accordance to NH RSA 141-8
(http7/www.9encour1.8late.nh.u3/r8^hlm!/X/l41-B/14l-B-mrg.htm) and NH AdministrBlive-
Rules He-P 304 (httpy/www.gencour1.8late.nh.ua/.njies/8taie_agencies/he-p300.html) and shall
acknoswfedge agreement with the Data Use Policy of the DHHS, which views NHSCR database
as DHHS-TOwned database, w'lh data release subject to restrictions arid conditions.

8.2. Preserve the oonfWentlall^. Integrity, and accessibility of State of New Hampshire data with
BdrrUnislraltve. technical and physical Information security controls and measures that conform'
(0 ell epplicatiori. federal, state, and Industry standards, such as NIST 800-53v4; which Ihe
Contractor applies to its own Information processing environment, and ensures the same Is
applied to any other sutwntractorfs). Information processing environments utilized to process
or store State of New Hampshire protected data.

8.3. Maintain the security of the system environment In accordance with the requiremenls of the
Cancer, Data Registry Technical Requiremenls In Appendix F. the United States Commerce
Department's National Institute of Standards and Technology (NIST) Speclal Publicalion 800-
63 end the Open Web Application Security Project (OWASP).

8.4. Maintain a system security and integrity manual which Includes plans, procedures and
protocols for ensuring that the contractor.'s NHSCR system will be properly secured, maintained
and updated throughout the contract term.

8.5. Within 14.days after Initial contract start date. Implement a series of internal procedures to
ensure that:'

1. Access to automated Irrfonnalion Is restricted to authorized persorw, on a needed
tosls. , ̂  control is maintained over all the documents that contain' sensitive
information to ensure that these docurnents are available only to authorized persons.

2. Implement full security measures to ensure the security and quality of all the elen^ents in
the NHSCR database through procedures that shall include the foUowing:

i. Ensure.that equipment Is protected from theft end-ecddontal or deliberate
damage or misuse

11. Ensure that once computer programs and data sets ere completed end In routine
use. they are prolecled against tampering. Cerofulty control access to and
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msintertsnce of computer programs and NHSCR database.
Hi. Ensure thai-copies of original data submitted are maintained and never altered. •
iv. Ensure that data are protected against inadvertent or deliberate destruction,

modification, or dissemination.
V. Ensure procedures for backup, archhring, and disaster recovery for computer

programs and NHSCR database,
vl. Ensure that password are changed, access denied-end other security procedures

ere in place to protect against ongoing access and sabotage when stafT resign, are
terminated . or no longer assigned to NMSCR contract.

8.6. Maintain the security and integrity of the NHSCR data. Re^process data at no additional cost to
the DHHS In accordance with DHHS Inslnjctions If the DHHS or contractor finds that contractor
has corrupted, altered, tampered with, or Imprc^rty coded/processed any data sets during the
duration of the Contract

8.7. Immediateiy report to the OHMS all errors or anomalies in the NHSCR data which could
r^onably believe to suggest that security or Integrity of the NHSCR or its data may be
cornpromis^. The results of any analysis shall be reported to the DHHS and, In addition, the
steps it has taken or Intends to take to ensure security and Integrity of the NHSCR and Its data.

8.8. Implement appropriate policies, procedures and protocols to Identify active breaches or
threatened breaches of .the NHSCR security Integrity.

8.9. Report to DHHS any suspected breach to the NHSCR data In accordance vrilh Table 1 -
Cancer Data R^lstry Technical Requirements. A.-7.

^9. Training and Education
9.1. Provide consultation, technical assistance, and training to assure accurate.- timely and'

oomptele data from reporters (registrars, medical re^rd personnel, providers and abstractors) '
at reporting facilities.

9.2. The TOntractor- shall provide technical assistance by phone'or In person to lr>dlvldual reporting
fecilities and providers during rwrmal weekday business hours; response time for telephone
consultation shall be no longer than one working day after request Is received or for onsKe
consultation, no longer than 10 working days.

9.3. The contractor shall assess the training needs of various reporting facilities; develop written
guidance, policies and procedures for reporling facilities; and provide technical asslstanoe and
training for reporting facflilles

9.4. Anniwlly. convene slate cancer registrars meeting to Include educational and technical
sessions to cancer registrars of New Hampshire hospitals to foster compllanoe with reporting
requirements as developed by the DHHS.

9.5. Provide twice annually, web-based training and educabon sessions to cancer registrars of New
Hampshire hospitals on topics Identified by ihe contractor In consultation with DHHS that will
help Improve cancer reporting. These may Include instruction on proper cancer codirig; use ol
edit sets; new software etc.

10. Quality Controrand Assurance (QA/QC) Activities

.10.1. Carry out quality assurance and control ectMties to assure epproprtaie data cpdirtg.
consolidation and documentation, and assure complete case ascertainment and high quality
data from ail reporting sources In accordance with NH rules and regulations NAACCR and
NPCR standards.
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10.2. Implement, within 30 daya of the contract effective date, a QA/QC Implomentation plan
(Including timeline) which al minimum Includes the follpwing activilies.end routine operaitons;
10.2.1. Assignment of qualified Individuals to perfomi OA/QC actMlies;

10.2.2. A fouline'schedule for etfts and Internal management reports;

10.2.3. A rouUne schedule for Internal audits for QA/QC and data security and provision of
these reports to DHHS. The plan shall Include wrillen procedures for Ihe Internal
monitoring of quality assurance procedures and written procedures/steps
Implemented If quality control ocals.are not met:

10.2.4. Procedures for documenting edits/changes made to data during processing;
10.2.5. Routine training, assessment and pfofessiorial development of Ihe contractors' staff.

10.3. Parfo/TT) ca^ finding actrvities utilizing trsditlona} and non-traditional sources to assure
Umelinws and completeness of carKor reporting.

,  10.4. By October 31st of each year, oblairi from each reporting hospital "diagnostic Index* for case
finding stall hospital reporting facilities. A diagnostic index Is a detailed patient listing of all •
discharges meeting certain definitions In medical records coding. Encourage facilities to
submit electronic diagnostic indices.

10.5. By October 3l st of each year, the contractor shall complete Death Clearance.

10.6. For each hospital, as resources allow, the key variables specified by NAACCR and NPCR will
be selected for visual editing of 25 cases at least every five (5) years for experienced
ragislrars. bul up to 100 annually for less experienced registrars or registrars who have not ■
achieved en error rate of <2%. tf. after review and discussion with the hospital registrar, the
error rale Identified in total from Ihese fields Is greater than 2%. then the NHSCR will continue
to visually edil cases from that hospital and will work with the hospitarregistrar to Improve
abstracting.

10.7. Cleanlmess of the database shall be. at a minimum, In accordance with eccepted NAACCR
star^Jards. A 2% error rate threshold shall be the guide for visual editing of hospital reglstiy
accuracy.

11. Reporting Activities

11.1. Produce quarterly timeliness and complalflness reports by hospital to monitor case reportirig
activities. Supply aggregate timeliness and completeness reports to DHHS on a quarterty

^  basis, stating which hospitals are delinquent In their reporting and the steps taken to Improve
reportjnjg from delinquent hospitals.

11.2. Provide the DHHS with a commentary reieiing to the annual reports provided by NPCR and
NAACCR. Contingent upon receipt of complete death certificate data from New Hampshire
Vital Records provide an annual report monitoring completeness estimating the percent of
cases with hlstologlcal varificatjon (HV%). Submit a report to DHHS upon completion of the
contract period or reasonable amount of time when the NAACCR and NPCR reports are
available.

11.3. Prepare and submit to the DHHS staff a semi-annual review of contract progress by Janyary
15 and August 15 of the contract period. Provide an update of progress on all contract Items
through the routine semi-annual NHSCR progress report or work plan.

11.4. Cooperate with any audit of NHSCR for data quality by NPCR or NPCR designated
contractor. Submit to DHHS a summary of this audit upon completion. C "N

Trutlsa of Dartmouth cdteoo EihWlA Coov.aorln«air74llM
fVP.JOirOPHSOJOVifCEOl wjnuaaoriivBaii xrrir
Cofttr*a«0lS<»1 P«0«0ofl3



Now Hsmpshlre Oepsrtmont of Heolth and Human Services
Cancer RoQlsVy Opcretlons

Exhibit'A

11.5. Provide by December 31 of each year of the contract, a finatized data eet that has undergone
complete QA/QC process. The extract of the data would cover from January 1.1995 to date.

N  11.6. Provide the OHHS en extract of the complete NHSCR database from Jan 1. 1995 to date
upon request

11.7. Upon approval from the OHHS, submit finalized datasets to NAACCR and to NPCR as
specified by the NAACCR and NPCR standards and Cat) for Data requirements. Submit
copies of'each of these submissions to OHHS.

11.8. Provide cancer case data to and receive dota from states with which'OHHS has a dota
exchange agreement. In accordance with the terms of the exchange egroement. The data
^atl be submitted using the agreed upon NAACCR format and will have'been edited to the
best extent possible. The DHHS currently has exchange agreements with 7 states end

•  addrlionai agreements may be executed by the OHHS during the life of this contract and shall
be accommodated by the contractor.

11.9. Upon approval of the DHHS. provide selected health researchers, with electronic copies of
NHSCR data for certain specific data elements requested and cleared by DHHS.

11.10. Upon approval from the DHHS, provide data to the Vermont Breast and Cervical Program for
breast and cervical cancer cases among Vermont residents diagnosed in New Hampshire In
accordance with the program's approved applicatiori for data release by DHHS.

11.11.Upon approval from the DHHS. provide cotoreclal cancer pase data to the NH Colorectal
•Cancer Screening Program In accordance with the program's approved application for data
relea^ by DHHS.

11.12.Upon approval from the DHHS. provide breast cancer case data to the NH Mammography
Network in acoordahoe with the program's approved application for data release by OHHS;
receive cancer case date from the NH f^ammography Network.

11.13.0irect et^ requosis for data or analysis of NHSCR dalalrom researchers, the media or
general public to the DHHS within 3'working days of receipt of (he request.

12. Other Programmatic Activity

12.1.- The Contractor shall make available key personnel to meet with appropriate DHHS
pefsof}n8l. as requested, to discuss policies and procedures, origoing activities, contract
deliverables, performance measures, review contract performance end transition to new
contractor, etc.

12.2. The Coolractor may include travel funds for appropriate staff to attend the National Cancer
Registrars Associalion (NCRA) and NAACCR meelings annually for staff development.

12.3. Convene annually New Hampshire Stale Cancer Registry Advisory Panel to assist In building
consensus, cooperation, and planning for the registry and to enhance chronic disease
program coordination'arxl collaboration. Representation should include key organizations
and Individuals twth within (e.g. representatives from ail cancer prevention end control

•  components and chronic disease program) and outside the program (e.g. hospital cancer
registrars, the American Cancer Sodety, American College of Surgeoris liaison, clinical-
laboratory personnel, pathologlsts, af>d clinicians).

■ 12.4. Participate esen active member when needed in New Hampshire Comprehensive Cancer
Collaboralion.
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-  12.5. Participate as an active member with DHHS. to collaborate {r\ applying for grants that DHHS
is interested, regardless as to who receives the actual funding. Both DHHS arid contractor
agree to consider the others' expenses and neette for operation and program growth whan
applylr^ for grartts arjd distrlbutior^ of financial resources when funding is received.

12.6. Provide Ad-hoc services related to cancer epidemloiogy. Working with DHHS staff at
DHHS offices, the time spent may be up to 12 hours per week on such tasks, as long as
suitably qualified staff is availatTle. These tasks will be mutually agreed upon by the contractor
and the DHHS, and supervised by the DHHS staff. Tasks associated with these services may
Include;'

v. Assist in the preparation of data and narrative for the-annuai cancer report for New
Hampshire;

2. Assist in the investigation of cancer clusters and response to concerns about the
occurrence of cancer dusters in New Hampshire;

•  3. Assist with the preparation of manuscripts for publication and develop preparatory
materials for professional meetings based on the DHHS needs. . ..

4.. Provide Institutional Review Board (IRB review) for the DHHS cancer registry section
(I.e. Cancer duster investigations).

5. Enter into agreements with other organizations as needed for processing data
according to the NPCR standards, for example, with the Nallonal Death Index to
obtain death data, and with the Veterans Administration (VA) to obtain VA cancer
data.

13. Centers fpr Disease Control and Prevention (CDC) Cooperative
Agreement Activities

13.1. Assist In drafting goals and program objectives, progress reports and NHSCR budgets as
requested by DHHS for the purposes of the New Hampshire's application for the CDC
Continuing Cooperative Agreement for Enhancement of Stale Cancer Reglstnes.

13.1.1. Provide all contractor-spedfic documentation ar>d assurances necessary for the
application.

13.1.2."The contractor agrees that the application for the CDC Cooperative Agreement will be
submitted for and all funding wdl t^ awarded to the DHHS;

13.1.3. Idenlify contractor contributions to the NHSCR effort, not state general funds or
federal funds that would be applied to a direct^or lo^kind match that may be required
for application for the CDC cooperative agreement;

13.1.4. informs the DHHS within one (1) wrorking day of any coopefalive agreement related
inquiries by CDC projed or grants management staff;

13.1.5. Appropriate representatives from the contractor staff shell represent the NHSCR on
the NPCR and NAACCR- task force, users group and or committees to fearn recent
updates, Issues and share NH experiences with all other slates and will keep DHHS
fully Infomied of ail such actMlles;

13.1.6. Where appropriate. NHSCR will communicate directly with NPCR and NAACCR on
technlcalniattersof cancersurvelllance, slandardsandsubmlsslonstoNPCRand •
NAACCR and will keep DHHS fully Informed of all such activities.
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14. Transition Activities

14.1. - If Contractor is not able to futfill the terms of this contract and solicitailon of a new vendor Is
necessary, the Contractor shall assist with the transition to a new vendor. Within two (2)

.  months of the end of the contract term, the Contractor shall:

14.1.1. Provide jho now vervJor with e copy of the latest version of the NHSCR database; the
reporters' database; preregistration log; end the original copies of ell the backups of
the database.

14.1.2. Write up procedures used to purge ell NHSCR data from vendor's hardware and send
• the procedures to OHHS for review and approval. After approval of the procedures by
the OHHS. purge ell NHSCR data from the hardware of verxlor.

'14.1.3. Within 30 days before the end of the contract period, train up to four people employ^
by the new vendor, by means of e reasonable exchange bf Information on •
administration of the NHSCR database. Including an overview of reporters and data
exchange processes with other stales. The training Is anticlpaled to involve at least
the vendor's database manager and Quality Assurance supervisor for approximately
two days.

14.1.4.,Provide the OHHS with any: hard copy of abstracts and pathology reports submitted
by reporting fadlilias; etectronlc diskettes; and all documentation of InieracUon with
reporting facilities.

■ 14,1.5. Provide DHHS with e hard and etectronlc copy of the latest version.of the operation
manual; system security and Integrity manual; and all other materials developed for
the work process of NHSCR during the contract process.

14.1.6. Close the twb access for reporting facilities io that facilities can no longer upload
data of NHSCR data to the Incumbent vendor.

15. Deliverables and Key Performance Indicators

15.1. The Contrectof shell ensure that following performance Indicators In Table 1 are annually
echlevcd and monitored monthly to measure the effectiveness of the agreement

15.1.1. All date references In Table 1 shall be used for (his contract unless otherwise
specifically noted In (he main body of this contract.

15.1.2. All time periods are calendar days and not business days unless otherwise
•specifically noted In the main body of this contract •

15.2. -Annually, the Contractor shall develop and submit to the DHHS, a corrective action plan for
any deliverable and/or performance Indicator that was not achieved.

'TwitoeB.ol Dartmouth CoOeee EkWWia Cofttracttit
RfR.Mf7.D;»HSeycANceet .
Cortlr»ct9Mia08r Page 12 oil) Z?Oa



New Hampshln) OopaTtment of HeaJth and Human Services
Cancer Roflletry Operations

Exhibit A

TABLE 1

Description of Key Verfftbles
Section.

Number
Initial Term

Worn Plan 2.1 30 days

Fully Quoltfled Staff 2.2 30 days

Allow OKHS PartltiDatlon ' 2.4 Ongoing

Case ReDoriifto 3-4 Ongoing

OeaWUDdal'e ooeraUon manual 4.7 • 30 days & ongoing

IT Infrastnjcture/Webserver 5.6 30 Days
Install Refltstry Software and prior data 5.7 5.8 30days.

Processes for laboratory arxJoathotoav reports 4-5 30 days

Reporters datet^se 5.9 30 days

Reflistratlon Icq 5.10 30 days

Uparade/Reoiace software 5.11 ongoing

OHHS data access 5.12- 5.13 30 days & as needed
f^ocedures for Consr^idaUon of cases and reports 6.1 30 days
Run edit chedca 6.3. Ongoing
Oeocodino 6.4.2 . Ongoing

System security and policies and procedures 7.2-7.3 14-60 days

Responsibility for consultation/assessment 8.1-6.2 Ongoing.

OA/QC Plan 0.2 30 Days
Case Finding and Diagnostic Indices 6.4 Octot)er31 of each year

Death Clearance 6.5 October 31 of each year

Oua/tcrty Fecility Reports 10.1 Once In 4 months

Hlstoioolcel Verification Report 10.2 Yearly
Semi Anhuet progress Report 10.3 January 1S & August 15 of each year -
Final Incidence dataset 10.5 January 30 of each year

Extract of Incidence dataset 10.8 Ongoing
NPCR and NAACCR Annual Reootl 10.7 Yearly

Submn data to NPCR T0.7 November 30 of'each year

Submit data to NAACCR 10.7 November 30 of each year

Interstate Data Exchanoe 10.8 Ongoing

Release of Data to researchers 10.9 Ongoing

Patient Centered Outcomes data
■10 With Final Incidence dataset In 2016 and

20l7 only, sublect to funding
Attend Meetings .  11.2 Ongoing
CDC Coooerative Agreement AciMUes 12 Ongoing
Transition Activities 13 2 months
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Additional Cancof Data Roatatrv Technical Raqulr^rnema

CANCER DATA REGISTRY TECHNICAL REQUIREMENTS VENDOR

RESPONSE '
VENDOR COMMENTS

A GENERAL DATA SECURITY AND PRIVACY

A1 The Vendor aha!) be al/lcUy prohltfled from reieaslrtg or usir>g
. data or Informatton obtained In ha cspadly aa a collector and

prooeaaor of the data for any.purposes other (hen those .
Bpectflcally outhorfzod by OHHS. Failure to eompfy could be a
violation of NH laws and rules and may load to voiding of the
Contract.

Yea

A.2 The Vendor shaO corxlucl an annual security assessment,
performed by an Indepertdent third-party securlly vendor, to
verify that the Vendor's cnvlfonmenl contafnlnfl Ihe proleds data
Is smre. Broader Vendor-wide assessments that include the
project's systems are ecceptable. The Vendor shall provide
oeftKlcaUon of assessment to DHHS.

Yes The Contractor wt1l

cortduct an external '

security essessmenl
wtthln the next 12
months end has

agreed to arrange for
>IHSCR to be

spedflcally examined.

The ContrBCtor's

Proposal Response to
■ InformaUon

Technotogy questions
dated October 3. ̂ 16.
providing addltlorQl
details arid specifics of
the external security
audit and ■

assessments. Is

hereby Incorporated by
referertte as futty set
forth twreln.

The State and

Contractor shall

negotiate a mutually
agreeable remediation
plan within 160 days of
the effective date of the

Contract.
A.3 As ihe state's agent, the Vendor must provide oertincatlon of-

compllance with the requirements of the Health Insurance
Portability 6 AixountablBty Act (HIPAA) and OHMS' standard
buslrtess associate agreement.

Yes

TAntea ol DBieriouOi CcDeQ*
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CAMCER DATA REGISTRY TECHNICAL REQUIREMENTS .
VENDOR

RESPONSE
VENDOR COMMENTS

A4 As (ho slate's agent the Vendor must provide ceiiificstton ol
comptianco vvilh the requirements of the Untied Slates
Commerce Department's Notional Institute of Siendanfs end
Technology (NISI) end the Open Web Applicallon Security
Project (CWASP).

Yes Trustees Of
Dartmouth

Coliege's letter In
the Proposal dated
August 31. 2016
that covers their

WebPlus
application
(Appendix 2),
which Is (he only
public facing
component of
NHSCR IT

operations. Is
hereby
ir>corporated by
reference as fully
. set forth herein.

AS In carrying out the duties of Ihts Contract, the Vendor shall bo
the egeni and business associate of DHHS. As such, ti is tMund
by applicable State and federal laws regarding health care
Information.

Yes

A.6 The Vendor shall provide access to the State with a secure FTP
'or web site to bo used by the State for uploading and
downloadino Ges.

Yes

AT The Vendor shall notify the State's Project Manager of any
security breaches whhln two (2) hours of (he time that the
Vendor learns of Iho occurrerKe.

Yes

A.6 Tho Vendor shall ensure Its complete cooperation with the
State's Chief Information Offlcer In the detection of any security
vulnerability of tt>e Vendor' tiosting Infrastructure and/or the
applicaticn.

Yes ■

A.G The Vendor shall be solely liable for costs assodaled wtth any
breach of State data housed at their locat'ion(8] Induding but not
timlted to notification and any damaoes assessed bv the courts.

Yes As agreed In Exhibit C*1
of the Contract.

B APPLICATION SECURITY REQUIREMENTS VENDOR

RESPONSE
VENDOR COMMENTS

B.I Verify the Identity or aulhenllcate ail of the system dleni . .
applications before allowing use of the system to prevent eocess
to Inapproprlato or confldenllal data or servtcos.

Yes

6.2 Verify the Identity or euiheriticata all of the system's human
users before allc^g them to use Its capabilities to prevent
access to Inaooroorlale or confidenllai data or services.

Yes

6.3 Enforce unloue user names. Yes
6.4 Enforce complex non^eusable passwords of ten (10) characters

or more that contain at least one upper case, one lower case,
or>e rujmertc. and crw symbol.

Yes

Tiustees of Dareniu/th Coflege
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CANCER DATA REOI97RY TECHNICAL REQUtREUEKTS

B.S Passvi«rti3 should be forced to. an Administretor resei after three
(3) faDed attempts.

B.6 Encrypt passwords In transmission arvd at rest within the
datat)»e.

6.7 Expire passwords ofler ninety-days.-

VENOOR

RESPONSE

Yes

Yes

Yes

6,8 Authorize users and cUervt eppllcalions to prevent aocess to
InapyopriaiB orcoftfkleniiai'data or services.

Yes

VENDOR COMMENTS

The Contractor's
ProposaJ Response to
Informatich

T echndoey puestlofts
dated Octobd 3.2016,
providing addiilonel'
detail^ end spedfics of

the password
muliifaclbr process. Is
hereby .Incorporated by
reference as fully set
fcrlh herein.

The State and

Contractor shall

negotiaie a mutually
agreeable remediation
plan within iBOdoys of
the effective date of the

Contract.

Thc.,CcntrBCtor'e

Proposal Response to
informaOoh
Technology questions
'dated October 3. 2016,
providing addlUonal
details end spedflca of
the password'
expiration process. Is '
hereby incorporated by
reference as fully set
forth herein.

The State end,
Contractor shall

negotiate a mutually
agreeable remediation
plan within 160 days of
the effective date of the
Contract.

B.fi Provide the atriiity to limit the rujmber of people that can grant or
change authorizations

Yes

B.IOProvide the ability to enforce session timeouts during State-
defined periods of Inactivity. •

Yea

TrustN* Oi OsftnoUh CoO«g«
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CANCER DATA REGISTRY TECHNICAL REQUIREMENTS
VENDOR

RESPONSE
VENDOR COMMENTS

B.11 Ensure the application has been tested and hairdened to.prevent
attics) Bpplfcstion aecurlty Daws. (At a mlnjmum, (ho application
Shan be tested egainat all Daws outlined tn the Open Web
Application Security Pr^qd (OWASP) Top Ten
(http://w<ww.owaso.om/)nde».Dho/OWASP Top Ten Protect \

Yes As descrQ)ed above

In A2. we will test
for security (laws
artd address them

according to the
rtndlngs of testing
procedures.

The State and

Contractor shall

negotiate a
mutually agreeable
remediation plan
within 180 days of
the effective date of

the Contract.

B.12The application .shell noi store eulhentlcation credentials or
Sensitive Data In Its code.

Yes

B.l3Audlt all attempted accesses that fall or succeed ideniincstlon.
authentlcatton. arvj authorization requlremerrts

Yes

B.l4The appiicaUon shall log ail actMiles (o a centre) server to
prevent parties to application transactions from denying that they
have taken place. The logs must be kept (or six (6) months

Yes The Contractor's

Proposal Response to
Information . .

Technology questions
dated October 3,2016,
providing additiortal
details and spedfics of
the logging
functionality process. Is
hereby Incorporsled by
reference as fuOy set
forth herein.

The State and

Contractor shall

negotiate a
mutually agreeable
remediation plan
within 180 days of
the effective date

of the Contract.

B.IS-The application must NloW a user to explicl.tly termmaie a
sessiorv No remnants of Ihe ytor Mssli^should then remain.

Yes

B.16The AppUcatlon Data shall be protected from unauthorized use
vrhen at real

Yes

B.tTKeep any Sensitive Data or communications prtvste from
unayihortzedjndl^^

Yes

B.ldSubsequent application enhancements or upgrades shall not
■remove or degree security requirements. •

Yes

\
Tfvstca d Outmouth CoOeea
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Ntw Uampsblrc* Dcpartrntot of Health nod Haauo Services
CfiDccr R^stry Oi^retlooi

CANCaR DATA REQISTRY TECHNICAL REQUIREUENTS VENDOR
VENDOR COMMENTS

B.i9Conlorm (o all State end Federal laws and regulations regarding
data securttv

Yes

No NHSCR does not

develop nor do
software

maintenance on
user eppllMttons,

so this Item Is not

applicable.

C HOSTmO REQUIREUENTS VENDOR

RESPONSE VENDOR COMMENTS
C.I The Vendor shall maintain a secure hosting environment

providing all necessary hardware, software, end internet
bandwidth to manage the system and data submitters and the
Stale with permission based logins.

•  Access will be via Internet Explorer Version 11. or as otherwise
eareed to by OHHS.

Yes

Issues, problems or conditions arising fr^ or related to
clrdimstsnces outside the control of the Vendor, ex-. baridwWth.
nelvwfk out^s and /or any other conditions Arising on the data
fiutimitters Iritemal network or, more generally, outside the
Vendor's firewaD or any issues that are the responsibility of the

. data submitters Internet Service Provider

Yes

.

C.3 Vendor shall provide a secure Tier 3 or 4 Data Center providing
epulpment, an on-site 24/7 system operator, managed firewall
aervlces, and manaoed backup Services.

Yes, Tier 3

C.4 The Vendor must monitor the apoilcallon and all servers
Yes

C.S The Vendor shall manage the databases end servlcQs on ell
servers locatad at the Vendor's ifacilitv.

Yes

0.6 The Vendor shall Install and update all server patches, updates,
and other utilities wtihln 60 days of release from the
manufacturer.

Yes

C.7 The Vendor shall monitor System, security, and aoolication h>a$
Yes

0.8 The Vendor shall manaoe the sharlno of data resour^Hi
Yes

,.0 The Vendor shall manege dally backups, off-eile data storage,
.and restore operations.

Yes

C.iOTh© Vendor shall monitor Physical hardware. Yes
C.11 The Vendor shall provide validation that they have adequate

disaster recovery procedures In place.
Yes

C.12The Vendor shall have documented duster recovery plans that
address the recovery of lost Stale data as well as their own.
Systems-shall be architected to meet the defined recovery
needs.

Yee

Tmstaca o< Ouimouth CaCeo«
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New BtmpshJre Departmeot of Health end Humio Servfcet
Caoccr RiesUtry Operatioot

CAMCER DATA REGISTRY TECHNrCAL REQUIREMENTS VENDOR
RESPONSE .VENDOR COUMBfTB 1

procuring additional hardware in tho event of a componeni
faSure. in most Irtstances. systems shad ofier e level of
redundancy so the loas of a drfve or power supply wDi r>ot be
sufficient to terminate services however, these failed
components w<!I hove to be replaced.

Yes

C. 14The Vendor shall adhere to o defined end documented t>ocK-i/p
schedule end orOceduro.

Yes

C.lSBack-up copies of data are made for the purpose of facUltdtlnii a
restore of the data (n the event of data loss or System failure

Ves

C.16Scheduled backups of oil servers must be comploled weekly Yes
C.I 7 The minimum acceptebie frequency Is differonUal backup

dally, and comotate bacicup weekly.
Yes

•

0.18 Tapes or other back-up media tapes must be securely
Iransforred from the site to another secure location io evold
complete data loss with (he loss of a facility.

. Yes

C.iO tf State data Is personally Identiflabie, data must be
erwvpted In the opefeticn environment and on back up tapes

Yes

C.200ata recovery - In the event that recovery back to the last
b^up Is not sufficient to recover State Data, the Vendor shall
employ the use of database logs in addition to backup media In
Ihe restoration of the d3laba8e(s) to afford.a much doser to
reai-dme recovery. To do this, logs must be moved off the
volume containing the database with a frequency to match the
business needs.

f

Yes The Contractor's

Proposal Rttponse to
Informallon Technology
questions dated
October 3; 2016,
providing additional
deta9s and specifics of
the data recovery
process, la hereby
incorporBted by
reference as fully set
forth hfereln.

The Stale and
Contractor shall

negotiate a mutually
agreeable reniediation
plan wllhin 160 days of
the effective dele of the

D HOSTING REQUIREMENTS - NETWORK ARCHITECTURE VENDOR
RESPONSE

VENDOR

COMMENTS
C.21 The Vendor must operate hosting Services on a r>eh»ork

offering cdequale performance to meet the business
requirements for the Slate application. For the purpose of this
RFP. adequate performance ts defined as 99.6% uptime,
exclusive of the roflulartv scheduled maintenance window.

Yes

Tnnito d OsftmovOi CoCbge
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New Htmpihirt Dtpartment of Health and Hotsio Services
Cancer Re^try OperBtioos

Etbibit A-l

CANCER DATA REGISTRY TECHNICAL REQUIREUEKTS VENDOR
RESPONSE

VENDOR COMMENTS

C.22The Vendor shal) provide network redundancy deemed
edequate by the State'by sasurlnp redundant connections
prcMded by multiple Internet Vernlors, ao d\at a lalure of one
Interrat connection win not interrupt access to tiie State

. apcticBlion.

Yes

C.23The Vendor" network architecture must include redundancy of
.  routere'end ewtichea In (he Data Center.

Yes

C.24 Remote aec«a ehall be cualomixed to Iho Stele's business

- appncallon. In Instoncea where the Slate requires access to the
oppDcatton or server •resource not-in-the DW, the Veridor
shall provide remote desktop connection to the server through
secure protocols such as a Vbtual Private Network (VPN).

No This b not

applicable because
there Is no relevant

state business

application.

EHOSTING REQUIREMENTS- SECURnV
VENDOR

RESPONSE
VENDOR

COMMENTS
C.2STho Vendor shall employ eecvrlty measures that ensure the

State's data is protected.
Yes

C.26lf State data Is hosted on multiple servers, dala exchanges
between and among servers must be encrypted.

• No This Is not

appUcabie as the '
data are hosted ors

a sinflle server.

C.27A1I servers and devices must have currently-supported and
hardened operating systems, the latest anti-vtr^, anti-hacker, -
antl-epam, antl-spyware, and anll-malware utflhles. The
envlrorunent, as a whole, shall have.aggressive intrusion-
detection end firewall protection.

Yes

i

\

C.26AII components of the Infrastructure shall be reviewed and
tested to ensure they protect the Slate's harrhvare. software,
and Its related data assets. Tests shall focus on the technic^,
admtnis^atrve. and physical security controls that have been
designed into the System architecture In order to provide
corrfldentiallty. tnteorlty. and avaltabUlty. -

Yes

.C.29ir> (he development or maintenance of arty code, (he Vendor
shaO ensure that the Software Is independently verified and
valideled using a methodology determined appropriate by the
State. All software end hardware shal) be free of malicious
code.

•No This Is not
applicable es
NHSCR does nol

develop'any code
that Is used In

production of an
application such as
"WcbPius. NHSCR
does make

extensive use of

programs written In
SAS. SPSS or
Excel.

C.SOThe Vendor shall authorize the Stale to perform scheduled and
random security audtts. Including vulnerability assessments, of
the Vendor" hosting (nfreslruclure end/or the application u;^
roQuesl.

Yes

Tofttees of D«tmouU) Coao^o
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New HAmpsbIre Dcpartmeat of Health aod Humio Services
Cancer Registry Opcrotioos

ExhlbH AO

CANCER DATA REGISTRY TECKNICAL REQUIREMENTS
VENDOR

RESPONSE
VENDOR COMMENTS

0.31 Tb« Vendor she!) provide fire detecUon end suppression system,
physical secuhly ̂  and Infreslruclure security of the proposed
hosting facfllty. The environmental suppod equipment of (he
Vendor v«bslte hosting facfiity. power conditioning: HVAC:
UPS: oeneraVor must be acceptable to the Stale.

Yes

F KOSTMO REQUIREUENTB - SERVICE LEVEU
AGREaWENT

VENDOR
RESPONSE

VENDOR

COMMENTS
C.32The DHHS ervt Healih Fedlltles shall have untimttod access, via

phone or Emell. to the Vendor Help Desk technlcol suppod staff
between the hours of 8:30am to 5;00pm- Monday thru Friday
EST.

Yes

C.33The Vendor telephor>e or e-mail response time for technlcaJ
support shall be no more than twen^-four (24) hours.

(  Yes NHSCR is

prepared to
respond during
normal business

hours, 8:00 AM to
4:30 PM. Monday
through Friday
EST.Thbhas

worked well with

our reporters.

C.34The Vendor shall guarantee 09.5% uptime, exclusive of the
reguiarty scheduled maintenance window

Yes- The AppiJcant. an
academic

• Institution, is not in

a position to
' guarantee uptime
although in the
horma) course of

business. It
approaches 99.5%.

0. ADOmONAL QUESTIONS
VENDOR

RESPONSE
VENDOR

COiniENTS

C.3S The Vendor shall provfoa a written description of (he
Registry Plus Suite options used by NHSCR.

Yes The Contractor's

Proposal Response to
InformaCon Technology
questions dated October
3.2016, providing
additional details and

spedflca of (he Registry
Plus Suite, (s hereby
incorporated by
reference esfuDy set
fohh herein.

The State and .Contractor
shel) negotiate a mutually
agreeatrie remedlellan
plan vrllhln 80 da^ of the
affective dale of ̂ e
Contract.

TiutieM 01 Oaflmouth Conege'
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New HAmpsblre Depiitoeot of Heattb &od Humao SciMca
Caacer Registry Operatloos

Eihlbtt A-1

CANCER DATA REGISTRY TECHNICAL REQUIREMENTS
VENDOR

RESPONSE
VENDOR COMUENTB

C.38 Tha lachnlcal Information from tbe CDC on tbe Reglsiry
■  Plus suite indiaies thai customization to iho code is .

BlIOMed. Does Dartmouth Intend to do that or are they,
providing an *ou1 of box* Install? That vydl impact whether. ..
appllcaiion security b In scope for whal Dartmouth provides
to Iho State. Tho technical specifications for Registry Plus
ere six (6) ̂r» dd
fhttQV/www.cdc.cev/cancer/nQcr/pdf/reQlstrvDlus/realslfv dI

us reoulrements.pdfl so the chartces are higher that there
b some security concerns atwut this aoftwere. A quick read
shows the .Net framavwrfc Is .Net 1.1 which b obsolete.

The Vendor shall provide updated t^nlcal specifications.

Yes See CS5.

The State end

Contractor shdl

negotiate a
mutually agreeable
remeidiaUon plan
within 80 days of
Ihd effective date of

the Contracl.

C.37 The CDC's docurhentation puts a high level of the security on
the Infrastructure that runs lha system (from requirements.
pa8e7)

The security of Web Plus depends mostly on Ihe
securtly of the dient computer, the communication
channel between the client and the Web server, the
Web server, the base operating system, and the
configurations of the nrewalis on either side of (he Web
server. It b very Important that the hosting agency
have a security policy In place end document the users
(and their assigned roles) who have access to Web
Plus. The hosting agency b responsible for encrypting
Ihe Web Plus database ff requlr^. Strong passwords
ere recommended, and account sharing should be
prohibited. For further Information, visit Web Pius
Security Features .
fhttD://www.cdc.f»v/cancef/npcr/1o6ls/reflistrvDlus/wD

secur1tv.html and Maximizing Data Security In
WebPhjs

(hnD://www.cdc.oov/c8ncer/nocrnQols/fBQl9trvolushvD

C.38 Penetration Interr^al Security Testing. The Stale will perform
Perwtrallon testing, artd based on results, work with the
Contractor to negotiate a mutually agreeable remediation plan
within 180 days of the Contract effective date

Yes

Yes

The Contractor's

Proposal Response to
Information

Technology questions
dated October 3.2016,
providing eddltlona)
details and spedfics of
the Cancer Regbtry
Operations security of
Web PhiS. b hereby
Incorporated by
reference as fully sel
forth herein.

.The State and
Contractor shall

negotiate a mutually
agreeable remediation
plan wlihln 80 days of
the effectlyo dale of (he
Contracl.

The Stale end

Contractor shall

determine a mutually
agreed upon dale for
penetration testing end
perform the penetration
testing within 90 days
of (he effective date of

(he Contract.

TrvatM ol OenmouCi CoBags
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Now Hampohlro Dopartmmt of Hoatih end Human Sorvlcea
Cancer fteglatry Operations

Exhibit B

Method and Conditions Precedent to Payment

1) The Suite shall pay Ihe conlractw an amount not to exceed the Form P-37. Block 1.8, Price Limitation for iho
services p/ovfded by the Contractor pursuant to Exhibii A. Scope of Services.

t .1. This contract is funded with funds from the foUowinp Catalog of Federal OomesUc Asslstanc© <CFOA)
numbers: '

• 79% federal funds from the US Centers for Disease Coniml & Prevention.. NH Comprehensive
Cancer Control Program & Cancer ̂Registry Grant, CFOA Pd3.7S2. Federal Award Idendflcallon
Number'(FAIN). NU58DP003930.

• 21% oenaralfunds.

1.2. The Contractor agrees to provide the services in Exhibit A. Scope of Service ai^ Exhtoit A-1 Additional
Cancer Data Roilry Technical Requlremenls. In compliance with funding requirements. Failure 16
meet the &cope of services may jeopardize the funded contractor'a current and/or future funding.

2) Payment for said services Shan be made monthly as follows;

2.1. Payment shall be on a post reimbursement basis for actual expenditures Incurred in the fulfillment of
this agreement end shaD be in accordance with the approved line Horn..

2.2. The Contractor win submit an Invoice In a form satlsfaaory to the State by the twentieth working day of
■  each month, which IdonUfies and requests reimbursement for authorized expenses Incurred tn the prior

month. The Invoice must be completed, signed, dated and returned to Ihe Department In order to
Initiate payment.

2.3. The Stale shall make payment to the Contractor within thirty (30) days of receipt of each invoice,
subsequent to approval of the submitted invoice and if sufflclenl funds are available. Contradoro wfl)
keep detailed recorda of their acUvllles related to DHHS-fundod programs and services.

2.4. The final Invoice shall be'due to Ihe Slate no later than forty (40) days afier the contract Form P-37.
Stock 1.7 Completion Date.

2.5. In lleu of hard copies, all Invoices may be assigned an electronic signature and emailed. Hard copies
shall be mailed lo:

Department of Health end Human Services
' Division of PubHc Health Services
29 Hazen Drive

Concord. NH 03301

Email address: DPHSconlractblIling@dhhs.nh.gov

3) Notwilhst'andlf^ paragraph 18 of Iho General Provisions P-37. an amendment llmltod to adjustments to
amounts between budget line iiams. related Items, amendments of related budget exhibits wlDiin the prtco
limitation, arxJ to adjust encumbrances between State Fiscal Years through the Budget Office K needed arid
justified, may be made by written egreement of both parties end may be made without obtaining approval of the
Governor and Executive Council.

TivtlitiorDartmowlhCcdoo# emwie Conrtclof
RFP.2017-OPHSO3-CANCe-O1

ContTKlSZOlMai Pagtlofl Otft



Exhibit B-1 Budget

New Hampshire Oipartmeni of Health and Human Seoteas

Bidder/Contractor Name: Tniitees of Oartmouth Coilefle

Budget Reguest for; Cancer Registry Opemtione
I (NamoofRfP)

Budget Period: 8FY 2017 (11/1/16 throuoh 6/30/17)

bbed Indbad ■ . Requtrod ■ AJfoosUen Method for

Uneftam (ncsemenhd Fixed Notch . tRdboet/Pl^ Oeet
1. Total SalaryAVeges 1  2^6,690.00 S  27.889.00 i 306.559.00 %

2. Empfoyee BeneOts $  81,572.00 $  8.157.00 5 89^729.00 $
3. ConsuUants i ^471.00 $  7.347.00 $ 60,816.00 $ Oertmoulh CoUege Is
4. Eaulomont; s % i . $ allowing 0 substanlfaDy

R^lal s $ 5 reduced 10% Indlrod

Repair and Maintenance $ $ . 5 cost rato from the usual

Purchaee/Depredatlon $  3.560.00 5  396.00 s 3.916.00 $ rate of62%.Ge!sel

5. Si^plias: $ $  • ' • $ - $ School of Medicino
Educationol s % $ i provides office speco,
Lab $ S $ i communlceilons. and

Ptttrmflcy 5 % $ $

Medical s s s . I  .

Ofnce S  3.980.00 S  396.00 $ 4.356.00 $

6. Travel i  21,948.00 5  2.195.00 $ 24.143.00 6

7. Occupancy $ S 5 .• S

B. - Current Expenses s s $ S
Telephone ) ' s $ -

Postaoe i  3.680.00 $  366.00 5 .  4,046.00 $

Subscriptions j  <. % $ . $
Audil end Legel $1 S $

lr\$urance- S $

Board Expenses $ % - S

9. Software t  8.193.00 $  819.00 $ 9.012.00 s

10. MarKetlnafCommunlcatlcns '$ $ . $

11. Staff Education and Traln!^ S  • 2.000.00 S  200.00 $ 2.200.00 (

12. Subcontracte/Aarecmonta s $ 5 ■

13. Other (speclfc details mandalorv): s s $ •

Membemttfp s $ 5

Tumor ReflWy Effort s s i %

DC Coni/lbutlon of Indirect Coste s  • • $ $ $  55.987.00

$ $- 5 •$ 106.257.00

• s • ^,
TOTAL 1  ̂77,074.00 i  4y.y6y.6a 624.781.65 i  ihiiUM

Pege 1 of 1
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Exhibit B>2 Gudgot

Now Hampthiro Depertment of KeflKh and Human 8orviccs

Bldder/Contreetor Nome: Tfuoteca of DartmoutK CoHoflo

Budgel Roquatt For: Carrcaf RofllatryOpafatlona
(Name ot f^P)

Bud^ Period: SPY 2018 (7M/17 throuHh 6/10/18)

Line rtDm .
Direct ■

tncrocQOnnl
Iftdtrect

Ptxod

Ycsa— Required

Match

Allocation Mirtftod for

'  hidlrectfFbeed Cost ■

1. Total Salsry^flflea $
2. Employee Benefits $123,141 $ 12.314.00 i 136.455.00 S

3. Consultsrtla. $  4.20500 $ 421.00 $ 4.626.x $ Dartmouth Colleoe Is
4. Equtpmant: $  4.692.00 i 469.00 i 5.161.x ■ S ' allowthg a substantially

Rental $ . s . $ reduced 10% Indirect cost
Repair and Maintenance I $ $ ) rate from the usual rate of

F^lrchasc/Depredado^ s $ $ 62%. Gelsd School of
5. Siippiias: s i $ Medicine provides ofnce -

Educational s $ space, communications.
Lab $ J % ervd admlnlstrsilva

Pharmacy s s $
Medical .$ $ - T .

Office $  5,439.00 $ S44.X $ 5.9B3.X $

6. Travel S  30.900.00 $ 3.090.x $ 33.090.x $

7. Occupar^ $• s $ -

8. Current Expenses ■ s li • 1!•$ • 1 $
Telephone $ - $ . $

Postage S  5,149.00 $ 515.x $ 5.e64.X $

SubscdpUons S  . 840.00 1 64.x $ 024.x %

Audit erxl Lepal 8 $ • T • %

InsurarKO s li • 11$ 1
Board Expenses $ - $ • ■ %

9. Software $  16,465.00 $ 1,647.x $ 16.112.x %

10. Marfcettng/Communlcaiiona . $ $ . $ . $
11. Staff Education end Tratnlng S  3.090.00 $ X9.X $ 3.3g9.X $

12. Subcontracla/AfKeomonts $ s - $ • $

13. Other (speciricoatalls mandatory): $ s . s . $

Merpbershlp S  1.210.00 T 121.x $ 1.331.x s

Tumor Registry Effort $ s . $ •  - S  67.2X.X

DC ConlrtbuUon of Indirect Costs $ s $ S  . 146.372
$ $ $ $

$ -  1[E •
$

TOTAL 1 do9,&98.(b[T 'id,5^1.00 111 6i5.iig.6o 1 i 135.578.00
tndlroet As A ̂orconl of olroet
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N«w Kanipsh{r« Dopartmont g1 Hoalth and Human Servlcca
Exhibit C

SPECIAL PROVISIONS

ConlrBctors Obligadons: The Contradof oovenante and agraes that an funds received by (he Contractor
under the Contract shall be used only as payrnent lo the Contractor for services provided to ellgtble
Indivtduals In the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compltanoe with Federal end State Lms: If the Contractor Is permined to determine the etlolblHty
of Indlvidu^s such eligibility determlnallon shall be made In acct^anoe with eppllcable federal and
state laws, regulaUona, orders, guldelinos, policies and procedures. .

2. Time end tdannor of Oertermlnatlon: Eliglblllly determfnellora shall be made on forms provided by
(he Oepartmcnl for that purpose and shall be made and remade at such times as ajo prescrtbcd by
the Department. *

3. Documentation: In eddlUon to the determination forms reqdred by the Department, the Contractor
shall maintain a data file on each redplertt of servtcei hereunder, which Tilo shall include all
Irtformation necessary to support an ellglbfnty determination and such other Information as^the
Department requests. The Contractor shall furnish (he Department with all forms and documentation
regarding cdlglbility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all appllcanis for services hereunder. as well as
Individuals declared Ineligible have a right to a fair hearing regarding thai determination. The
Contractor hereby covenants and agrees (hat ail applicants for sarvices shall be permined to TJI out
an applicalton form and that each applicant or re-applicant shall be Inlcrmod of his/her right to a fair
hearmg In accordance with Department regulations.

5. Gratuities or Kickbacks: The Ccntracta agrees that It Is a broach of this Contract to accept or
make a payment, gratuity or offer of employmenl on behalf'of the Contrsdor. any Sub-Contractor or
the Slate in'order to influence the performance of the Scope of Wortt detailed in Exhibit A of this
Contract. The State may terminate this Contrad and any sub-contrKt or sub-agreement It It b
determined thai payments, gratuities or offers of employment of any kind were offered or received by
any officials, ofHcers, employees or agents of the Contractor or Sub-Contractor.

6. Rotroactlvo Payments: Notwithstanding anything to the contrary contained In the Contrad or in any
other document, contract or understanding. It is expressly ufxJerstood and agreed by the parties
hereto, (hat no payments will be made her^nder to reimburse ihe'Contractor for costs incurred for
any purpose or for any services provided to any Individual prior lo the Effective Date of the Contract
and no payments sh^l be made for expenses Incurred by the Contractor for any services provided
prior to the date on which the Indtvidual apptlcs for services or (except as otherwise provldad by the
federal regulations) prior to a detormlnation that the Indlvldu^ Is eligible for such services.

7. Conditions of Purchase: Nolwllhstanding anything to the conlrary contained In the Contrad. nothing
herein contair>ed shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor In excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quallly of such service, or ata'
rate which exceeds the rate charged by the Ocnt/actor to Ineligible Indlviduais or other third party
funders for such service. It at any time during the term of this Contract or efter receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
In exce&s of such costs or In excess of such rales charged by tho Cont/aclor to ineilgibie Individuals '
or other third patty funders. the Department may elect lo:
7.1. Renegotiate the rates for payment hereunder. In which event new rates shall be established;
7.2. Deduct from any future paymeni to the Contractor the amount of any prior reimbursement In

excess Of costs:

E Khlbtl C * Sptdal Previsions Conbedor Inttisl
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7.3. Demand repayment of the excess payment by the Contractor In which event failure to moke
such r^ayment shad constitule an Event of Default hereunder. When the Contractor b
permitted to determine the eUoibilily of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Conl/ector for services
provided to any MMdual who Is found by (ha Oepartment to be Inelioible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE. RETENTION. AUDIT, DISCLOSURE AND CONFIDENTIALITY:

6. Methtonsnce of Rocorda: In addition to the eilglbllity records spectfiad obove, the Contraaor
covermnla and agrees to maintain .the following records during the'Contract Period:
8.1. Fiscal Records: books, records, documents and other dale evidencing and'reflecting ell costs

and other expenses incuired by the Contraclor In the performance of the CcmtracL and al)
Income received or collected by the Contractor during the Contract Period, said records to be
maintained In accordance with accounting procedures artf practices which sufflclenlty and
properly reflect ell such costs end expenses, end which are acceptable to the Department, and
to Include, without llrnttaUon. all ledgers, books, records, end original evidence of costs such as
purchase requisitions ervj orders, vouchers, requisitions for materials, (nvenioriei valuatlorQ of
Irvklnd contributions, labor time cardsi payrolls, end other records requested or required by the
Department.

6.2. Statistical Records: Statistlcel. enrollment, attendance or visit records for each reciptent of
. services during the Contract Period, which records shall Include all records of appllcallon orid
diglbQJty (including all forms required to determine eligibility for each euch recipient), records

-  regarding the provision of servlMs and ell Invoices submitted to the Department to obtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patiertt/recipleni of services.

9. Audit: Contractor shall sut^lt en annual audll to (he Department within 60 days after tM close of the
agency Hscal year. It is recommended (hat the report be prepared In eccdnJance with the provision of

- -Office-of Management and Budget Circular A-1'33. 'Audits of Slates, Local Governments, and.Non
Profit Organizations' and the provisions of Standards for Audit of Governmentai'Organizalions,
^ograms, ActlvlUes and FuncUorrs. Issued by (he US General Aocountlng Office (GAO standards) as
they pertain to financial compliance audHs.
0.1. Audit end Revtew: During the term of this Ccr^tract end the period for retonUon hereunder, the

Department the United States Deparlmcnt of Health and Human Services, end any of their .
designated representatives shall have eccess to all reports end records maintained pursuant to
the Contred for purposes of audit, examination, excerpts end trenscripts.

0.2. Audit Liabilities: In addition to and not In any way In limitation of obllgaiions of the Conirect. It Is
understood end agreed by the Contractor that the Contraclor shall be held liable for any slate
or federal audit excepUons and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidontlallty of Rocordo: All information, reports, and records maintained hereunder or coDecled
in connection with the performence of the services end the Contract shall be conHdentlal and shall not
be disclosed by (he Contractor, provided however, that pursueni to stale lews end the regiDaUons of
the Deparlmeni regarding the use end disclosure of such Informellon. disclosure may be mode to ■
public officials requiring such Information in connection with their officlai duties and for purposes
directly connected to the edmlnlstration of the services end the Contract; and provided further, that
the use or disclosure by any parly of any Information'concerning a recipient for any purpose rwt
directly connected with the edmlnlstrallon of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibtiod except on written consent of the recipient. Ns
ettomey or gUerdlan.

EkN&n C - SpocUI Provtiions

0M7n« Pegs 2 ol 5

/NConlractor Inl

Datft mJ/j^



Now Hornpahlrc Dopaftmonl of Health and Human SofVlcaa
• Exhibit C

Notwithstanding anything to Ihe contrary contalnad herein the covenants and conditions contained In
the Paragraph shall survtve the termination of the ConUact.for any reason whatsoever.

11. Roporta: Fiscal and Statistical: The Contractor agrees to submit the following reports at (he following
times If requested by the Department.

•  11.1-. Interim Financial Reports: Written Interim financial reports containing a detailed des^iption of
all cosb end non-allowabie expenses (recurred by Ihe Contractor to the date of the report end
oontalnir>g sudi other Informatfon es shali.be de^ed Mlfsfectory by the Department to
justify the rate of paymertt hereunder. Such Flr>anclat Reports shall be submitted ori the form
designated by the Department or deemed satisfactory by the.Deparimeni.

11.2. Final Report: A fV>at report shati be submlitod wlihin thirty (30) days after the end of the term
of this Contract. The Final Report shall bo In a form satisfactory to tho Department ar>d shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other Information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Deparbnent of the
maximum number of units provided for In the Contract and upon payment of the price limitation
hereundtf, the Contract and all the obligations of the parties hereunder (except such obligations as.
by the terms of die Contract ere to be performed after lhe end of the term of this Contract and/or'
survive the termination of the Contract) shall terminate, provided however, that If, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at Its discretion, to deduct (he amount of such
expert&es as ere disallowed or to recover such sums from the Contractor.

13. Credits: Alt documents, notices, press releases, research reports and other materiats prepared
during or resulting from the performance of the services of Contract shall indude the following
statement:

13.1. The preparation of tWs (report, document etc.) was rmanced under a Contract with the Stale
of New Hampshire. Departrhent of Health end Human Services, with funds provlded In part
by Ihe State of f^ew Hampshire end/or such other funding sources es were available or

-  -required, e.g., the United States Department of Heanh and Human Services.

14. Prior Approval and-Copyrlghl Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The OHMS will retain copyrfghi ownership for ony and all original materials
produced. Induding, but not limited to, broc^res. resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from OHMS.

15. Oporatlon of FadlHIes: Compllanco with Law's and Regulations: In the operattori of any facilities
■  for providing services, the Contractor shall comply with ell laws, orders and regulations of federal.

state, county and munlc^al authorities and with any direction of any Public OfTicer or offrcers
pursuant to laws which' shall impose an order .or duty upon tho contractor with respect to-the
operation of the fadlily or the provision of the services at such facility, ff any governmental license or
permit shall be required for the operation of the said fadlity or the performance of the said services,
the Contractor vvlll procure saW license or permit, end will at ell times comply with the terms and
conditions oif each such Ooense or permit. In connection with the foregoing requlrements. the
Contractor hereby covenants and agrees that, during the term of this Contract Ihe facflitles shall
comply with all rules, orders, regulations, and requirements of the State Office of the Firo Marshal and
the local fire protection agency, and shall be In conformance with local building and zoning codes, by-
taws and regulations.

16. Equal Employment Opportur»lty Plan (EEOP): The Contractor will provide an Equal Emptoymcfnt
Opportunity Plan (6E0P) to the Office for ClvD Rights, Office'of Justice Programs (OCR). If ft has
received a single eward of $500,000 or more, ff the reclpfont receives $25,000 or more and 50 or
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more employees, it will maintain a current EEOP on file end submit an EEOP Certification Form to the
OCR. certifying that Its EEOP Is on fQe. For recipients receMng less'than $25,000. or public ff-antees
with fewer than SO employees, regardless of the amount of the award, the recipient will provide an
EEOP Cer11ficaUor> Fo^ lo the OCR certifying It b not required to submit or maintain an EEOP. Non
profit organizaUons, Indian Tribes, and medical end educational institutions are exempt from the
EEOP requirement but are required to submit a certiTicatlon form to the OCR to claim the exemption.
EEOP Cerdficalion Forms are avai.table at: httpif/www.ojp.usddyobout/ocr/pdfs/cert.pdf.

17. Limited Erigtleh PrryflclencyfLEP): As clarified by Execulh/e Order 13166. improving Access to
Services for persons with UmKed English Profidoncy, and resulting agency guidance, hatlonal origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). «To ensure
oompllar>oe with trie Omnibus Crime Centrd and Safe Streets Act of 1066 and Tide VI of the CMt
Rights Act of 1664, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access 10 Its programs.

18. Pilot Program for Entiancement of Cordractor Employee Whlsllablower Protections: The
fofiowlng shall apply to ad contracts that exceed the Simplified Acquisition Threshold as defined In 48
CFR 2.101 (currently. $150,000)

CoHTRACTOP Employee vVHtSTLEecowER Rjohts and Requirement To Inporm Eaxployees Of
WHJShjEBt.ov^R Rights (SEP 2013)

(a) This contract and employees wo'rVIng on this contract will be subject to the wtilstieblower rights
Bird remedies In the pilot program on Contractor employee whbtleUower protections established at
41 (J.S.C. 4712 by section 828 of the National Defense AuthorizaUon Act for Fbcal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall Inform Its cmployoes In v^rltlng. In the predominant language of the workforce,
of employee whIstJeblower rights and protections under 41 U.S.C. 4712. as described In section
3.908 of ihe Federal Acquisition Regulation.

(c) The Contractor ahail insert the substance of iNs clause. Including thb paragraph (c). In all
subcontracts over Ihe stmplined acquisition threshold.

19. Subcontractors: OHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise .to perform certain health care services or functions (or efficiency or convenience,
but the Contractor shall retain the responsibility and eccountabnity for ihe functton(a). Prior to
subcontracting, the Contractor shaO evaluate the suboontractoris ability to perform the delogaled
(uncllon(8). Thb is eccomplbhed through a wrtticn agreement that specifies activities and reporting
responsibilities of the subcontractor end provides for revoKjng the delegation or Imposing sanctions If
the subooniractor'e performance'b Bdequate.-Subcontraciors ere subject to the same contractual
conditions as tl« Contractor and the Contractor b responsible to ensure subcontractor complianco
with those conditions.

When the Contractor delegates a funcllcn to a subcontractor, the Contractor shall do the following:
19.1. Evaluate the prospective subcontractor's ability lo perforrn ihe actlviiles, before delegating

the function
19.2. Have a written agreement wllh the subconiroctor thai specifies activftios and reporting

responslbDKies and how sanctions/revocation will .be managed if the subcont^or's
perfonmarice Is not adequate

19.3. Moriilor the subcontractor's performance on on ongoing basis '

EjWUi C - Sptcla! PfOvbJoni Cofttrectw Initi
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19.4. Provide to DHHS an annual schedule Identifying all subcontractors, delegated functions ar^
responsibiUlies. end when the subcontractor's parfomiance will be reviewed

19.5.' OHHS shall, at Its disaetlon, review and approve all subcontracts.

if (he Contractor identifies deficiendes or areas for improvement are identified, the Contractor shall
take corrective action.

DEFINmONS
As used In the Contract, the following terms shall have the fotlowing mear^ings:

COSTS: Shall mean those direct and Indirect Items of expense determined by the Department to be
allowaUe and reimbursable In accordance with cost and accounting principles established In accorderroe
wtth slate and federal laws, regulations; rules and orders.

DEPARTMENT: NH Department of Health arxJ Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual *^lch b
entitled 'Financial Management Guidelines" and which contains the regulations governing the financial
activities of contractor agencies wi^h have contracted with the Slate of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
reoulred by the Department and containing a description of the Services to be provided to eliglbie
IrxJividuals by the Contrector In accordance wtth the terms and conditions of (he Contract and setting forth
.the (Ota) cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each seMoe that the Contrector Is to provide to eliglbie IndMduais hereunder. shall mean (hat
period of lime or (hat specified activity determined by (he Department and specified in Exhibit 6 of the
Contract.

FEDERAL/STATE l^W: Wherever federal or state laws, regulatlorts, rules, orders, end policies, etc. are
referred to In the Contract, the said reference shall be deemed to mean all such laws, regulaiions, etc. as
they may be amended or revlsed from the time to time.

CO^^'KACTOR MANUAL: Shall mean that document prepared by the NH Department of Adminblralive -
Services oontair^g a compilation of all regulaiions promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A. for the purpose of imptementirig Stale of NH and
federal regutalions promulgated (hereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guaraniees thai fur>ds provided under this
Contract wfli not supplant any existing federal funds available for these services.

EJiNbll C - Spedal Provhlons Contrtiaor l/Vtats.
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REVISIONS TO GENERAL PROVISIONS

1. Subparsgraph 4 of U>e General Provisions of ihls contract. CondiUonal Nature of Agreement, is replaced as
follows:

4. CONDfTIONAL NATURE OF AGREEMENT.

Notwitbstandlng.any provision of this Agreement to the contrary, all obligations of the Stale hereunder.
including without (Imtlatlon, the continuanoe of payments. In whole or In part, urxter this Agreement are
contingent upon continued appropriation or evellebllity of fuivls. Including any eubsequeni changes to the
epproprtation or availability of funds affected by any state or federal legl^Uve or executive action that
reduces, eliminates, or otherwise modifies the eppro^lalion or availability of fur>dlng for this Agreement
and the Scope of Slices provided in Exhibit A. ̂ pe of Services, In whole or in part In r>o event ohall
the State be liable for any payments hereundar In excess of appropriated or avaSabie funds. In the event
of a reduction, termination or modification of appropriated or available funds, the State shaf) have the right
to withhold payment until such funds become avsOable. if ever. The Slate shall have the right to reduce,
termirute or modify services under thb Agreement immediately upon gMng ihe Contractor noUoe of such
reduction, termination or modification. The Stale shall not be required to transfer funds from any other
eotpce or account into the Acttunt($) Identified (n block 1.6 of the General Provisions, Account Number,
or any other account, In the event furxjs ere reduced or unavailable.

2. Subparagroph 10 of the General Provisions of this contract, Termirviijo'n, Is amended by adding the following
language;
10,1 The State may termlriate the Agreement at any lime for any reason, at the sole discretion of the State.

30 days after giving the Contractor written notice that the State is exercising its option to terminate the
AgrecmcnI.

10^2 In (he event.of e3r1y'(ermtr\ailon, the Contractor shall: within 15 days of notice of early termination,
develop and submit to the State a Transition Plan for services under the Agreement, Iricluding but not
(imlied to. identifying the present and future needs of clients receiving services under ihe Agreemenl
and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate wllh the Slate and shall promptly provide detailed Information to
support the Transition Plan Including, but not limited to, any Information or data requested by the
State related to the lemilnaUon of the Agreement and Transition Plan end shall provide ortgoirrg
communication and revisions bf the TransUbrt Plan to the Slate as requested.

10.4 In the event that services under the Agreement, lncludir)g but not limited to. clients rece.Mng servloes
under the Agreement ere transtilohed to having services delivered by another entity Including
contracted providers or the State, (he Contractor shell provide a process for uninterrupted delivery of
services in the Transition Plan.

10.5 The Contractor shall' establish a method of notifying dients and other affected Individuals about (he
trar^slbon. The Contractor shall indude the proposed communications in its Transition Plan submitted
to (he Stale as described above.

3. Extonslon;

This agreement has the option for o potential extension of up to two (2) edditibna) years, contingent upon
satisfactory delivery of services, available funding, agreernent d the parties and.approval of the Goverrtor and
Coundl.

. .... V.'.

4. LImltstlon of Llobllity

4.1. State

Sut^ect to applicable laws and regulatiorts. In no event shall the Stale be liable for any consequential, .
spedel, indlrecl, inddenlal, punitive, or exemplary dafnages. Sublect to applicable laws end 'regdatlons, the
State's llobllity to Contractor shall not exceed the total Conlraci priM set forth in Contract Agreement -
General Provisions.. Slock 1.8.

Tivstan of Osnmoutn Colege -Roviaiensto GoneniProvUkxu- Controctor inRla
Rf P-2017-OPK$4>CANCe-01

ConOgcl #3010081 P«e«lor2 Oflio ^07



New Hampshire Dcpartmeot of Health and Human Services

Exhibit C-1

Contractot

Subject to applicable laws end regulations. In rx> evenl shaQ Contratlor be liable for..any cor^seguential.
«pe^. Indirect, inddental. punitive or exemplary damages and Contractor's llabiDty (o the State shaO not
exceed two times (2X) the total Contract price set forth in Contract Agreement - P-37. General Rovfslons.
Bkxk1.e.

Notwithstanding the foregoing, this limitation of lisbHity shall not apply to Contractor's IndemnlflcaUon
obllgaUona set forth In the Contract Agreement-Qeneral Provisions .Section 13: IndemniricBtion.

4.) State'e tmmunlty
Notwtthstsr^ing the foregolr^, nothing herein contained shall t>e doemod to corutltute a waiver of the
sovereign immunity of the Slate, which (mmuntty b hereby reserved to the State. This covenant shall survive
(armlnatlon or Controcl conclusion.

Trmtses el Owtmouih Co6«pt
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Comrecl s3o<eosi
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CERTIFICATION REGARDING ORUQ^REE WORKPLACE REQUmEMENTS

The Contractor identified in Section \ .3 of tiie General Provisions agrees to compfy with the provisions of
Sections 5lSt^16'0 of the Drug^ree Wodtplace Act of 1966 (Pub. L. 100490. Title V. Subtitle 0; 41 .
U.S.C. 701 et seq.), end further agrees to have the Contractor's representative, as identifii^ rn Sections
1.11 and 1.12 of the General Provisions execute the fodowing Certifcation:

ALTERNATIVE 1 ■ FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification Is required by the regulations implementing Sections S1S1-5160 of the Orug^Free
Worliplace Act of 1986 (Pub. L. 100490. Title V. 'Subtilfe 0; 41 U.S.C. 701 et seq.). The January 31.
1989 regulations were amended end published as Pert It of the May 25.' 1990 Federal Register (pages
21681-21601). and require certification .by grantees (end bylnlerence. sub^rantees end sub
contractors). prlorto award, that they will maintain a drug*free workplace. SecUori 30t7.630(c) of tho
regulation provides thai a grantee (and by Inference, sub-giantees and sub-contractors) that Is a State
may elect to ma)('e one certifiution to the Deparlnteni In each federal fiscal year in lieu of certincatea for
ea^ grant during the federal fiscal year covered by the certification. The certificate eel out below Is a
material representation of fact upon which reliance Is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termlnatiort of grants, or government wide suspension or debarment Contractors using this form shodd
ser^dltto:

Commissioner

NH Department of Healtii end Human Services
129 Pleasant-Stieat,
Concord. NH 03301450$

i. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. PubQshing a statement notifying employees that the unlawful manufacture, distribution,

dbpenslng. possession or use of a controlled substance is prohibKed In the grantee's
workplace ar>d specifying the actions that will t>6 taken against employees for violation of such
prohibition:

1.2. EslaWishlrig an ongoing drug-free awareness program to inform employees about
1.2.1.. The dangers of drug abuse In the vrorkplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitalion, and employee assistar^ programs; end
1.2.4. The penalties that may be imposed upon employees for drug abuse vtoiatiorts

occurring In the workplace;
1.3. Making It e requirement that each empioybe to be engaged In tho performarKe of the grant be
' given a copy of the statement required by paragraph (a);

1.4. Notifying the employee In the statement required by paragraph (a) that, as a condition of
empbyment under the grant, the employee wU)
1.4.1. Abide by the terms of the stBlement: and

'  1.4.2. Notify the emfdoyer in writing of his or herconviclion for a violation of a crfminal drug
statute occurring In the workplace no later than five calendar days after such
conviction:

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph l.4.2 from en employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency ■

Eiht)! 0 - CeittriMlloA r«0ifdino OruQ FtM Cootrtdor I
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has designated a central point lor the receipt of such notices. Notice shall include the
Wentrfication number(8) of each affected grant;

I.e. Taking one of the fo(lo^r>g actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2. with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of -1973, as
.amended: or ■ '

1.6.2. Requiring such employee to participate sa'tisfactorily In o drug abuse asslstartco or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law eniorcement. or other appropriate agency;

1.7. Making a good tallh effort to continue to maintain a drug-free workplace through
^ptementetion of paragraphs 1.1. 1.2, 1.3.1.4.1.5. and 1.6.

2. The grantee may insert In the space provided below the site(s) fa the perfamance of work done in
connection with the specific'grant.'

Place of Performartce (street address, dty, county, state, zip code) (list each tocation)

Check □ if there are workplaces on file that are not identified here.
t

Contracior Name: Trustees of Dartmouth Cdlege

Date
Itle f  Jin M.Mortall. Director

Office of Sponsored Projerts

Exhl)! 0-CinirtCiUoA Oug FfM Contraclac InXlib.
Woikplica Riqulrtflwnb
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CERTIFICATION REQARDING LQBBYINQ

The ContTBctor identlfAd in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 ,of Public Lew 101-121. G^venvncnt wide Guidence for Nbw Restri^nson Lobbying, and
31 U.S.C. 1352. end further agroM to have the CorMractor's representative, as identified (n Sections VII
and 1.12 of the GanerelProvlslor^s execute the following Certiftcetiort:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE • CONTRACTORS

Programs (lr>dlcete applicabte progrem covered);
lempcrary Assistance to-Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-0
'Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX
'Community Services Blocii Grant under Title VI
'Child Care Developmenl BtocK Grant under Tide IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for Influencing or attempting to Influence an officer or employee of any agency, a Member
of Congress, an ofhcer or employee of Congress, or.an employee of a Member of Congress in
connection with (he awarding of arty Federal contJect, continuation.-rer^ewal, amendment, or
modificatJon of any Federal contract grant, loan, or cooperative agreement (and by speclik mention
sut^rantee or sub^nlractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person (or
lnfluer\cln9 or ettemptirig to Influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress In connection with thb
Federal ooritract, grant loan, or cooperative agreemenl (and by spectfic mention sub-grantee or sub
contractor), the undersigned shaD complete, and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, In accordartce with its Instructions, attached and identified as Standard Exhibit E-t.)

. 3. The undersigned shall require that the language of (his certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts urxfer grants,

-  loans, and cooperative agreements) and that all sub-recipients shall certify end disclose accordingly.

This oenjficadofl is a material repfescntabon of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification Is a prerequisite for making or entering Into this
transaction imposed by Section 1352. Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a cMI penalty of not less then $10,000 end not more than $100,000 for
each such failure.

Contractor^Name; Trustees of Dartmouth College

muik-
Dale

Jill M. Mortal). Director
Office of Sponeored Projects

EU^iM E - C«/1il1cation R»e«n]itig Lobby(ng Contrsctor InHltll.
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CERTIFICATION-REQAROINQ DEBARMEWT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in .Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Debarrnonl,
Suspension, end Other Responsibility Matters, and further agrees to have (he Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the foNowinp
Certificatfon;

INSTRUCTIONS for CERTIFICATION
1. By signing and submitdng this proposal (contract), the prospective primary participant Is providing the

certtTcatlon set out below.

2. The inabifity of a person to provide the certification required below will not necessarily result in denial
of partidpation in this covered transaction. If necessary, the prospecdve participant shad submit en
explanation pi why ft cannot provide the certficallon. l^e certification or expianatlon vrill be
considered in connection wfth the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of Ihb prospective primary
participant to Aimish e certlficattbn or an explanalMn shall disqualify such person from participation In
this transaction.

3. The certlficBbon in this cleuse Is a material representet'on of fact upon which reliance was placed ■
when OHHS determined to enter into this transaction. If It is later determined that the prospective
primary participant knowingly rendered an erroneous dertificetton. In addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primes participant shall provide Immediate written nob'ce to the DHHS agency to
whom this propOMi (contract) is submlRed if at any time the prospective primary participant learr\s
that Its certification was erroneous when submitted or has b^me erroneous by reason of changed
circumstances.

5. The terms 'covered transaction.' 'debarred.' 'suspended.' 'ineligible.' 'lower tier covered . .
transaction.' 'participant,' 'person.' 'primary covered transaction.' 'principal.' 'proposal.' ar>d
'voluntarily excluded,' as used in this clause, have the meanings set out in the Deflnltions'and
Coverage sections of (he rules implementing Executive Order 12549:45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) (hat. should the
proposed covered transaction t>e entered into. It shall not knowingly enter Into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligtble, or voluntarily cxditded
from participation in this covered transaction, unless authorized by OHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will Include the
clause titled 'Ceitiflcation Regarding Debarmenl. Suspension. Inellgibility and Voluntary Exclusion •
Lower Tier Covered Transactions.* provided by OHHS, vrilhout modiricatlon, In all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

6. A participant in a covered transaction may rely upon a oertificatton of a prospective participant in a
loiMr tier covered transaction that it is not debarred, suspended. Ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification Is erroneous. A participant may
dedde the method end frequency by which it determines the eligibility odts principals. Each
partldpani may. but is not required to, check the Nor^procurement List (of exdud^ parties).

9. Nothing contained in.the foregoing shaD be construed to require ostattishn^nt of a system of records
.In order to render. In good faith the certification required by ̂ Is clause: The knovriedge and

CitfUbti P « CtniroBon ricgsHinfl Debarment. Suipenalon Cooinictor InHIt
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tnformation of a partidpant Is not required to exceed that which is normaiiy possessed by a prudent
person in the ordinary course of business dealings.

to. Except for transacbons authorized under paragraph 6 of these Instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, theligible, or voluntarily excluded from participabon In this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the'best of its knowledge and belief, that It artd Its

principaie:

11'1. ere not presently debarred, suspended, proposed for debarment, declared Ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not v^hln a three-year period prcceding this proposal (contract) been convicted of or had
a cMI Judgment rendered against them for commission ot fraud or a crlmlna) offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, Stale or local)
transaction or a contract under a public transaction; violation of Federal or State arttltrust
ataUitas or commission of embozzlomenl, theft, forgery, bribery, falsification or destruction of
records, making false statements.' or receiving stolen property;

11.3. are not presently Indicted for otherwise criminally or civtily charged by a govemnwntal entity
(Federal, Stale or local) with commission of any of the offenses enumerated In paragraph (0(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, Stale or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certrfication. such prospective participant shall attach en explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting tfvs lower tier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76. certifies to the best of Its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant Is unable to certify to any ot the above, such
'  prospective partidpant shall attach ari explanation to tt̂ ls proposal (contract).

14'. Tf>6 prospective lower tier participant further agrees by submitting this proposal (contract) that it will
■ Include this clause entitled 'Ceftiflcatlon Regarding Debarment. Suspension, ineligibility, and
Voluntary Exclusion • Lower Tier Covered Transactions.* without modifcation in all lower tier covered
transactions and In all solicitations tor tower tier covered transactions.

Contractor Name: Trustees 61 Oartmoulh CoHege

Jill M- Mortal]. Director
Office of Sponsored Pfojecta

ExhbB F - Ceniftcetiofl Ragai^lnfl D«bftfm«ni. Suip«n>lon Contractor Iniiiib.
AAd OUmi RntpofltlbSty Manet* .
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CERTiPICATION OF COMPLIANCE WITH REQUIREMENTS PEftTAINiNG TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH^ASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor IdentJned In Section 1.3 of (he General Provisions agrees by. signature of the Contractor's
representative as Identified In Sections 1.11 and i.l2of the General Provisions, to execute the following
cenMcatior>:

Contractor w8l compty, and witt require any subgranlaes or subcor^traclors to comply, with any applicable
federal nondiscriminatlon requirements, which may delude:

• the Omnibus Crime Control and Safe Streets Act of 1986 (42 U.S.C. Section 3769d) which prohibits
recipients .of federal funding Under this statute from discriminating, either in employment practices.or In
the delivery of services or benefits, on the basis of race, color, religion, national origin, arid sex. ITte Act
requires certain recipients to produce an Equal Employment Opportunity Ptan;

• the Juvenile Justice Delinquency Preverition Act of 2002 (42 U.S.C. Section S672(b)) which adopts by -
reference, the civD rights obligations of the Safe Streets Act Recipients of federal funding under this
statute are prohibited from discriminating, either in empioyment practices or In the delivery of services or
benefits, on the basis of race, color, religioo. national origin, and sex. TY>e Act includes Equal
Employment Opportunity Plan requirements:

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or a^ity):

• (he RehabilitaUon Ac^ of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal flnancia)
assistance from discriirilnatihg on the basis of disability. In regard to employmeni and the delivery of
services or benefits, In any program or activity,

• the Americans with Disabilities Act of 1990 (42 U.S.C.-S^tions 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities In employment. State and local
governnwnt services, public eccomrnodalions, commercial facilities, and transportation;

•the Education AmendrT>errta of 1972 (20 U.S.C, Sections 1661, t683.-1685^86). which prohibits
disalmination on the basis of sex In federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or acth/llies receiving Federal fmanciai assistance, it does not include
efnpI6ymentdlscrimlr>ation; - •

-28C.F.R. pi 31 (U.S. Department of Justice Regulations - OJJpP Gran! Programs); 28 C.F.R. pt. 42
(U.S. Depanmeni of Justice Regulations - Nondiscriminatlon; Equal Employment Opportunity; Policies
end Procedures); Executive Order No. 13279 (equal protection of the laws for falth-;b8sed and community
organizations): Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with failh-based and neighborhood organizations;

• 28 C.F.R. pL. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith.-Bascd
Organizations); and Whistieblower protections 41 U.S.C. §4712 and The National Defense Authorization
Acl(NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistieblower Protections, wt^ich protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certiflcdte set out below Is a material representation of fact upon which reiiance is placed when the .
agency awards the grant. False certification or. violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

E*hiM C
Contractor
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In the event a Federal or Slate court or Federal or State administntive agency makes a finding of
dtscrimlnation after a due process hearing on the grounds of race, color, rettglori, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the findli^ to the Office tor Civil Rights, to
the appDcabie contracting agency or division within the Department of Health and Human Services, and
to the Department of Health ̂ d Hurrtan Services Office of the Ombudsman.

the Contractor identified in Section 1.3 of the General Provisions agrees Dy signature of the Contractor's
r^resentatlve as Identified in SecUortt 1.11 and 1.12 of ttie.Oeneral Provisions, to execute the following
ceitifcation: \

'  ■ I
I. By signing and submitting this proposal (controct) the Contractor agrees to compty with the provisions

indicated above.

Contractor Name; Trustees of Oartmouth College

Date - Nam

Tille
Jill M. Mortail, Olrectof

Office o1 Sponsored Projects

EthMG
Coiimciar I.
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CERTIFICATION REGARDING ENVIRONWENTAL TOBACCO SMQKE

Public Law 103.227. Part C • Environmental Tobacco Srnoke. eho known as the Pro.ChlWfen Act of 1994
(Act), requires thai omcking r>ot be permitted In any portion of any Indoor facility owned or teased or
contracted for. by an entity end used routinely or regularly for the. provision of health, day care, education,
or library services to chDdren urvJer the age of 16. if the services are funded by Federal prograrns either
diiectty or through Stale or locel governments, by Federal grant, contract, loan, or loan guarantee. The
lew does not apply to children's services provided in private residences, facilities funded solely try
fMedicare or Medicaid hinds, end portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the pravfstons of the taw may result In iho tmposJlton of a civl) mbnetary penalty .of up to
11000 per day and/or the Imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative 88 Identifi^ in Section 1.11 and 1.12 of the General Provisions, to execute IhefoHowIng
certification:

1. By signing end submitting this contract the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227. Part 0. knovm as Iho Pro-Children Act of 1994.

Contractor Name: Trustees of Dartmouth Co'liega

Ue JiU M. Mortali, Director
Offlc© o1 Sponsored Proj-.v

EjUifbB h - C«nirc4i)on R«gird<og Cor^trsdor I
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HEALTH INSURANCE PORTABLfTY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor Wentffied In Section 1.3 of the General Provlslone of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Star>dards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein. 'Business
Associate* shall mean the Contractor and subcontractors and agents .pf the Contractor that
receive, use or have access to protected health Information under this Agreement and 'Covered
Entity' shall mean the State of New Hampshire. Department of Health and Human Services.

(1) DeflnWons.

e. 'Breach' shall have the same meaning as the term 'Breach" In section 164.402 of Title 45,
Code of Federal Regulations.

b. 'Business Aasodate' has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. 'Covered £011!/ has the meaning given such term In section 160.103 of Title 45.
Code of Federal Regulations.

d. 'Pesionated Record Set' shall have the same meaning as the term 'designated record set'
in 45CFR Sectlon164.501.

e. 'Data AQoreoatlon' shall have the same meaning as the lerrn 'data aggre^tion' In 45 CFR
Section 164.501.

f. 'Health Care Operations' shalJ have the same meaning as the term "health care operations*
In 45 CFR Section 164.501.

g. 'HITECH Acr means the Health Information Technology for Economic and Clinical Health
Act TrtieXJU, Subtitie D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. 'HIPAA* means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the iStandards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160,162 and 164 and amendments thereto.

I. 'Individual* shall hove the same meaning as the term 'individual" in 45 CFR Section 160.103
and shall Include a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

j. 'Privacv Rule' shjail mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HlPAA by the United States
Department of Heatth and Human Services.

k. 'Protected Health Information' shall have Ihe same meaning as the term 'protected health
Information* In 45 CFR Section 160.103, limited to the information created or received by
Business Assodale from or on behalf of Covered Enlily. ' .

y20l4 ExhMI ConnaHot InllW^r^^
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I. 'Required bv Law* shafl have the same meaning as the term 'required by laW In 45 CFR
Section 164.103.

m. 'Secretary' shall mean the Secretary of the Department of,Health end Human Services or
his/her deslgnee.

n. 'Security Rule' shall mean the Security Standanls for the Protection of Electronic Protected
Heafth Infonmalion at 45 CFR Part 164, Subpart C, and amendments, thereto.

0. 'Unsecured Protected Health Information* means protected health Irrformation that is not
secured by a tochnol<^ standard that renders protected heafth Information unusable,
unreadable, or Indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that (s accredited by the American National Standards
Institute.

p. Other DefinHlona • All terms not othen^^ise defined herein shall have the meaning
established urtder 45 C.F.R. Parts 160. 162 and 164. as emended from time to time, and the
HITECH

Act.

I

(2) PMSlness Associate Use and PtoeloBufe of Protected Heafth InformaMon.

a. Business ̂ sociate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasof^ably necessary to provide the services outlined under
Exhibit A of the Agreement. Further. Business Associate. Including but not limited to all
Hs directors, officers, employees and agents, shall not use. disclose, maintain or transmit
PHI in any manner that would constitute a vlolalton of the Privacy and Security Rule.

b. Business Associate may use or discfcse PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth In paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure,. (1)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (11) an agreement from such third parly to notify Business
Associate; In accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach. .

d. . The Business Associate shall not, unless such disclosure Is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response, to a
request for disdosure on the basis that h is required by law. vrilhout first notifying '
Covered Entity so that Covered Entity has an opportunity to object to-the disdosure and
to seek appropriate relief. If Covered Entity objeds to such disdosure. the ̂ usfrjesa

'  ExhMI CofltridOf
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Associate shall refrain from disclosing the PHI urttil Covered Entity has exhausted bI!
remedies.

e. If the Covered Entity notiftes the Business Associate that Covered Entity has agreed to .
be bound by addttionai restrictions over end above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall bo bound by such additional restrictions and shall not disclose PHI in vioiation of
such addition^ restrictions ar>d shati abido by any additional security safeguards.

(3) Obligations and Acttvhies of Business Associate.

'a. The Business Associate shall notify the Covered Entity>,Privacy Officer immediately
after the Business Associate becomes aware of ariy use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health inforrnation and/or any security Incident that may have an impact on the
protected heaith infomiation of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall Include, but not be •
limited to:

.  0 The nature and extent of the protected health information involved, including the
types of identifters and the likelihood of reMdentrfication;

0  The unauthorized person used the protected heaith information or to whom the
disclosure was made:

o Whether the protected health infonmatlon was actually acquired or viewed
o The extent to.which the risk to the protected health Information has been

mitigated.

The Business Associate shall complete the risk assessment within 46 hours of the
breach and Immediately report the findings of the risk assessment In writlr^g to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule. '

d. Business Associate shall make available all of its Internal policies and procedures, books
and records relaUr>g to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of Its business associates that receive, use or have
access to PHI under the Agreement, to agree In writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be recelviAg^PHI

V20t4 Exhbfll- .. Cofttncto'
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pursuant to this Agreement, wrth rights of enforcement and indemnrftcation from such
business associates who shall be governed by standard Paragraph lf13 of the standard
conb^act provisions (P'37} of this Agreement for the purpose of use and disclosure of
protected health information.

f. , Within five (5) busirress days of receipt of a written request from Covered Entity,
' Business Associate shall make avaQabie during normal business hours at its offices all

records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate'e oomF^iance with the terms of (he Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI In a Designated Record Set to the
Covered Enthy. or es directed by Covered Entity, to an Individual In order to meet the
requirements under 45 CFR Section 154.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a.Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and Incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CPR Section 164.526.

i. Business Associate shall document such disclosures of PHI and Information related to
such disclosures as would be required for Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Wthin ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI. Business Assodate shall make available
to Covered Entity such Information as Covered Entity may require to fulfil} its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.526.

k. In the event any Individual requests access to, amendment of. or accounting of PHI
directly from the Business Assoclste, the Business Assodate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However. K forwarding the
Irtdividuars request to Covered Entity wouid.cause Covered Entity or the Business
Assodate to violate HIPAA and the'Privacy end Security Rule, the Business Associate
shall instead respond to the Individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Wthin ten (10) business days of termination of the Agreement, for any-reason, the
Business Assodate shaD return or destroy, as specified by Covered Entity, all PHI'
received from, or created or received by (he Business Assodate In connection with the
Agreement and shall not retain any copies or back-up tapes of such PHI. If return or
destruction Is not feasible, or the disposition of the PHI has been otherwise agreed to In
the. Agreement, Business Assdclate shall continue to extend the protections of the
Agreerr^ent. to such PHI and limit further uses and disclosures of such PHI to Ih^se

•  purposes that make the return or destruction Infeasible, for so long as Busint

Sr20U ExhMI CoAtractof In:
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the '
■ Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the'PHI has been destroyed.

(4) ObtlaaUone of Covered Entity

a. Covered Entity shall notify Business Associate of any d^anges or i}mlt8tion(s) In its
Notice of Privacy Practices provided to individuals in accordance with 45 CPR Section
164.520, to the extent that such chahge or limitation may affect Business Assoclatels
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes In. or revocation
of permission provided to Covered Entity by Indfviduais whose PHI may be used or
disclosed by Business.Assodate' under this Agreement, pureuanl to 45 CFR Section
164.506 Of 45 CFR Section 164.508.

c; Covered entity shall prorhptty notify Busir>ess Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522.
to the extent thai such restriction may affect Business Associate's use or disclosure of
PHI.

(6) Termination for Cause '

In addition to Paragraph 10 of the standard terms and.condltfons (P-37) of this
Agreement the Covered Entity may Immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate

• Agreemenfset forth herein as Exhibit t.-The Covered Entity may either immediately
.  . .terminate the Agreement or provide an opportunity for Business Associate to cure the

alleged breach within a timeframe specified by Covered Entity, If Covered Entity
determines that neither termination nor cure Is feasible. Covered Entity shall report the
violation to the Secretary.

(6) MIftcellaneoue

a. Definitions and Regutatorv References. All terms used, byt not dthe^a'e defined herein,
^  shall have the same meaning as those terms In the Privacy and Security Rule, amended

from time to time. A reference in the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as In effect or as
amer^ded.

b. Amendment Covered Entity and Business Associate agree to lake such action as Is
necessary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes In the requirements of HIPAA. the Privacy and
Security Rule, and applicabte federal and slate law.

c. Data Ownership. The Business Associate acknowledges thai it has no ownership rights
with respect to the PHl-provlded by or created on behalf of Covered Entity.

d. . IntefDretatlon. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule/

)/20t4 EihUI ConirKtsrl
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Segregation, if ar\y term or condition of this Exhibit I or the application thereof to any
p6rson(8) or drcumstance is held Invalid, euch invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to .this end the
terms and conditions of this Exhibit I are declared severable..

Sun/ival. Provlsiortf in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI. extensions of the protections of the Agreement In section (3) I. the
defense and indemnlfication.provlslons of section (-3) e and Paragraph 13 of the
standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

Depsftmeni of Heallh and Human Services Tnrstees of Dartmouth College

The State _ /) Name-etthe Contractor

\  / y jni M. Mortan, Dtrectof,  , Jill M. Mortan, DtrectofMarcsllaJ.Boblnsky.MPH nf Rpom«fOd PfOleCte
Name of Authorized Representative Name of Authorized Representative

Acting Director

TrTle of Authorized RepreTitle of Authorized Representalive TrTle of Authorized Representative

■  /{/y /■o/3i/yu
Date / / Date

VMU Eihibilll Cgnlfvdorl
Inturtnc* Pg<tsSteiy Ad

BuslAHs Assodtte Aa;*«men|
P»{|iSofe Date,



Now Hompohiro Dopartmont of Health and Human Servkoa
Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNOtNQ ACCQUNTABtUTY ANO TRANSPARENCY
ACT IFFATAi COMPLIANCE

The Federal Funding Accountability and Transparency Ad (FFATA) requlre»,prime awardees of individual
Federal grehls equal to or greater than $25,000 and awarded on or alter October 1.2010, to report on
data related to executive compensation and associated lirst>iie'r sub-grants of $25,000 or more. If the
InHial sward is below $25,000 but subsequent grant modificsUons result In -a total award equal to or over
$25,000, the award la subject to the FFATA reporting rcqulrementa. as of thq date of the award.
In accordance wHh 2 CFR Part 170 (Reporting Subsward and Executive Compensation Information), the
Departmant of Health 8r>d Human Services (OHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Htme of entity
2. Amount ol sward

3. • Funding agency
4. NAiCS code for contracts/CFDA program number for grants
5. Program source
6. Award title descrlpdve of the purpose of the funding action
7. Location of the entity

Principle place of performance
$. Unique identifier of the entity (DUNS F)
10. Total compensation and n8nf\cs of the top five ex^tivcs If:

10.1. More than 80% of annual gross revenues are from the Federal governmenl and those
revenues ore greater than $2SM'-annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prir^ grant recipients must submit FFATA required data by tha end of the month, plus 30 days, in which
tho award or award amendment is made.
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282. or>d Public Law 110-252,
and 2 CFR-Part.170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as IdenUfled In Sectlor\s 1.11 and 1.12 of the General Provisions
execute the fonowing Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Ocpartmenl cH Health and Human Services iand to comply with ail'applicable provisions of the Federal
Financial AccountablSty and Transparency Act.

Contractor Name: Trustees of Dertnnouth College

ale

jniM. Morlall. Director
Office of Sponsored Projr^

EJtfitbn J-Ctn2ric«]lonR«safOlnBiheF«S«(ilFuntf)ng CoAtnctO'IniUab
Aeesunia&Uty And TrtnipuvAcy ao (PFAJTA) Compline*
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Now Hampohlro Dopartinent of Koatth and Human Servlcoa
EihlbitJ

FORMA

Aa Die Contractor identiRed in Section 1.3 of the General Provisions. I certify that the responses to the
below Bsted ouesllons are true and accurate.

.  The DUNS number forvour entity ts: '0^90^

2. In your business or orgenizotton'e preceding completed fiscal year, did your business or organizabon
' roceivo (1) 60 percent or more of your annual gross revenue In U.S. rederal corifracts. subcontracts.
.  loans, grams, eub^ants. and/or cooperative agreements; and (2) $25,000,000 or more in ennual -
gross revenues frorp U.S. federal contracts, subcontracts, loans, grants, eubgrents, end/or
cooperative agreements?

0  YES

If the answer to 92 above is NO, stop here

If the answer to 92 above Is YES. please answer the followmg;

3. Does the public have eccess to Information about the compensation of the executives In your -
business or orgenizatlon through periodic reports filed under section 13(a) or .15(d) of the Securities'
Exchange Act of 1634 (15 U.S.C.78m(a). 780(d)) or section 6104 of the Internal Revenue Code of
1988?

NO YES

If the answer (0 #3 above is YES. stop here

If the answer to #3 above Is NO, ̂ease answer the following:

4. The names'end compensation of the five most highly compensated officers in your business or'
•  organizaDon ere as fbllows:

Name:

Name:,

Name:,

Name:.

Name:

Amount:

Amount:

Amount;

Amount:

Amount:

cuoMCnion)
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