STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
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129 PLEASANT STREET, CONCORD, NH (3301-3857
603-271-9389  1-800-852-3345 Ext. 9389
Fax: 603-271-4332 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Jeffrey A. Meyers
Commissioner

May 14, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
exercise a renewal option and amend an existing contract with Derek Bumford, (Vendor #280939), 67
Washington St., Penacook, NH 03303, to continue to provide services for the provision of the Task
Force Logistics Coordinator, by increasing the price limitation by $14,000 from $7,000 to $21,000, and
by extending the completion date from June 30, 2019 to June 30, 2021, effective upon date of
Governor and Executive Council approval, through June 30, 2021. 100% Federal Funds.

The original agreement was approved internally by the Department of Health and Human
Services on June 14, 2018,

Funds are anticipated to be available in State Fiscal Year (SFY) 2020 and SFY 2021, upon the
availability and continued appropriation of funds in the future operating budgets, with authoerity to adjust
encumbrances between state fiscal years through the Budget Office, if needed and justified.

05-95-90-902510-2239 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, HOSPITAL
PREPAREDNESS '

State Job Current Increased Revised
Fiscal | Class/Account | Class Title Number Modified | (Decreased) Modified
Year Budget Amount Budget
Contracts for
2019 102-500731 Prog Sve 90077700 . $7,000 $0 $7,000
Contracts for
2020 102-5007 31 Prog Svc 90077700 $0 $7,000 $7,000
Contracts for
2021 102-5007 31 Prog Svc 90077700 $0 $7,000 $7,000
Totals: $7,000 $14,000 $21,000

EXPLANATION

The purpose of this request is to continue providing a Task Force Logistics Coordinator. The
Contractor will continue to provide expertise, supervision and management of the Department emergency
supply warehouse for the Metropolitan Medical Response System Task Force.




His Excellency, Govermor Christopher T Sununu
and the Honorable Counci!
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The New Hampshire Metropolitan Medical Response System Medical Task force 1 (MTF-1)is a
self-contained unit of volunteer doctors, nurses, pharmacists, paramedics, EMT's, mental health
professionals, and non-medical personnel who are available to respond state wide with the primary
mission of medical support to local first responders. Missions may include medical support at hazardous
material events, mass casualty incidents, public health events and assisting hospitals during a surge
event. The task force is an Emergency Support Function 8 (ESF-8) resource under the Direction of the
Emergency Services Unit Department. ESF 8 is the cornerstone of Health and Medical coordination of
the state’s public health and medical resources in the case of an emergency/disaster situation. ESF 8
oversees the emergency management functions of prevention, preparedness, recovery, mitigation and
response with all agencies and organizations that carry out health or medical services.

Metropolitan Medical Response System provides a response tool for the State of New Hampshire
when the local response is no longer able to provide a sustained response. The medical volunteers who
are members of Metropolitan Medical Response System provide their expertise in events that may
require assistance with a surge on local hospitals. This will be invaluable in a catastrophic event. This
team of professionals is trained and ready for deployment by the emergency management system within
the State of New Hampshire within hours of a request.

The Contractor will maintain proper stock of inventory, distribution of medical and non-medical
supplies and equipment from the warehouse, load and unload the MMRS truck and trailer, provide
warehouse budget needs and supervise the supply staff at the warehouse to ensure all MMRS team
members are ready to provide advanced field healthcare in New Hampshire and surrounding States.

The original contract was competitively bid. The contract contains language to renew the
contracted services for up to two (2) years. The Department wishes to exercise this option. The
Department is satisfied with the Contractor’'s performance.

Should Governor and Executive Council not authorize this request, the Metropolitan Medical
Response Team may be unable to deploy effectively to events throughout the State of New Hampshire
in a timely and prepared fashion in order to sustain the medical needs of first responders and citizens
during emergency situations, catastrophic events and/or ongoing public health crises, such as the recent
Hepatitis A outbreak.

Source of Funds: 100% Federal Funds from the United States Department of Health and Human
Services, the Catalog of Federal Domestic Assistance (CFDA) #93.074, Department of Health and
Human Services, Centers for Disease Control and Prevention, Hospital Preparedness Program (HPP),
and Public Health Emergency Preparedness (PHEP) Aligned Cooperative Agreements; and CFDA
#93.889, Office of the Secretary, National Bioterrorism Hospital Preparedness Program Federal Award
Identification Number (FAIN) # USCTPO000535 (for both CFDA numbers).

In the event that the Federal Funds become no longer available, Genera! Funds will not be
requested to support this program.

Respectfully submitted,
ey A. Meyers

Commissioner

The Department of Health and Human Services’ Mission is lo join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Metropolitan Medical Response System (MMRS) Logistics Coordinator

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the
Metropolitan Medical Response System (MMRS)
Logistics Coordinator contract

This 1* Amendment to the Metropolitan Medical Response System (MMRS) Logistics Coordinator
contract (hereinafter referred to as *Amendment #17) dated this 16™ day of April, 2019 is by and between
the State of New Hampshire, Department of Health and Human Services (hereinafter referred to as the
"State" or "Department”) and Derek Bumford, (hereinafter referred to as "the Contractor"), an individual
with a place of residence at 67 Washington Street, Penacook, NH 03303.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Department on June 21, 2018, the
Contractor agreed to perform certain services based upon the terms and conditions specified in the
Contract as amended and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor h‘aye.agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions Paragraph 3, the State may modify the scope of work and the payment schedule of
the contract upon written agreement of the parties and approval from the Governor and Executive Council;
and

WHEREAS, the parties agree to extend the term of the agreement and increase the price limitation to
support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2021.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$21,000. '

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
603-271-9631.

+

Derek Bumford Amendment #1
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New Hampshire Department of Health and Human Services
Metropolitan Medical Response System {MMRS) Logistics Coordinator

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHERECQCF, the parties have set their hands as of the date written below, '

State of New Hampshire
Department of Health and Human Services

shaig LM M(\(//MMM
J

Name: (Leigh A. Cheney
Title: irettor

Derek Bumford

Date

5//3/!") e— T — e
Ddte ’ <=Nam&: Doce b Bonfamg

Title: L%B(Hcs Coardinador

Acknowledgement of Contractor's signature:

stateof N H , County of MNecti rac, (ic on_ S5l }DOI"! , before the undersigned officer,
personally appeared the person identified directly above, or satisfactorily proven to be the person whose name is
signed above, and acknowledged that s/he executed this document in the capacity indicated above.

% N ﬁ 1L
Signature of Notary Public or Justice of the Peace T

Alisn Lee  YRDieds” .

Name and Title of Notary or J”-"ﬁfﬁ%‘éﬁé’ﬁ& - =

Public, Staio of Now Hampshire )
Vi Conrissn Epren 8212022

My Commission Expires:

Derek Bumford Amendment #1

RFA-2018-ESU-03-METRO Page 2 of 3



New Hampshire Department of Health and Human Services
Metropolitan Medical Response System (MMRS) Logistics Coordinator

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

Dat

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of the State
of New Hampshire at the Mesting on: {(date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Derek Bumford Amendment #1
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Derek Bumford :

67 Washington St. Penacook, NH 03303 / (603) 703-4254 / derekbumford04{@hotmail.com

Professional Experience

Hanoverhill Healthcare Center Director of Environmental Services 2018-Present

o}

Manage the Safety, Security, Biomedical, Housekeeping, IT, Laundry, Maintenance, Emergency Management
and Purchasing departments \

o  Conduct quality assurance assessments and implement process improvements
o Responsible for all life safety and physical environment standards for the organization
o Oversee recruitment, interviewing and hiring of new staff for the departments | manage
o  Evaluate equipment and vital systems and provide guidance on equipment replacement and infrastructure
updates
o  Dircct staff training and development to maximize productivity
©  Maintain operational efficiency with lean initiatives and standard work procedurcs
o CMS survey contact for all Life safety and emergency management functions
Penacook Rescue Squad  Lieurenant / Emergency Medical Technician ’ 2017-Present
©  Devcloped Strategic Plan
o Conduct quality assurance assessments of patient care and documentation
©  Assess financial performance and provide guidance to the Board of Trustees
o  Rapidly assess lite threatening criteria and provide appropriate action
o  Perform primary and secondary patient assessments while continuing to monitor patients for changes and
revisc plans accordingly
o Interpret patient’s historical information and assess to identify underlying critical issues
©  Administrative and management duties for a department of 37 employees as directed by the Chief
Concord Hospital Environmental Compliance Coordinator / Command Center Manager 2005- 2018
o  Hospital patient decon team leader
o  Hospital ligison for our public health and community partners
o  Design and execute drills as required by accreditation standards and organizational priorities
©  Manage Emergency Operations Plan, Contingency Plan, OilSPCC Plan and associated plans and polices

United States

Marine Corps Platoon Commander / Military Police / Presidential Security 1999-2003

o  Conduct all military law enforcement activities within my area of jurisdiction
o Protection detail for government officials, dignitaries and the President of the United States
Education

o  WNew Hampshire Department of Safety Division Fire Standards / EMS
*  Homeland Security Exercise & Evaluation Program (HSEEP)

o FEMA Certificates ‘

' = Healthcare Leadership for Mass Casualty Incidents (with ICE event)

=  Hospital Emergency Response Team for Mass Casualty Incidents Train the Trainer
*  Hospital Emergency Response Team for Mass Casualty Incidents (with ICE event)
s Incident Command System (ICS) / ICS for Healthcare / Hospitals
= Applying [CS to Healthcare Organizations for Healthcare / Hospitals
= ICS for Single Resources and Initial Action Incident
= National Incident Management System (NIMS)
= Continuity of Operations {(COQP) Awarcness Course
*  Introduction to Continuity of Operations
= Continuity Planners Workshop

o Bachelors of Scicnce in Business/Finance, University of Phoenix

©  Lcan Six Sigma Trained

o  Positive Power and Influence Certificd

o Operational Exccllence the Toyota Way Trained
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DDIYYYY)

08/21/2018

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy({ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PROCUCER

Affinity Insurance Services, In¢

CONTACT

NamE: ~ Healthcare Providers Service Organization

PHONE

| PHONE . 800-082-9491 [ FAX | op: BO0-758-3635
E

1100 Virginia Drive, Suite 250 ADbRESS; _service@hpso.com
Fort Washington, PA 19034 INSURER(5) AFFORDING COVERAGE NAIC #
INSURER a : American Casualty Company of Reading, PA 20427
WSURER Derek Bumford INSURER B :
67 Washington Street INSURER € :
Penacook, NH 03303 INSURER O :
INSURER E :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM QR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

N ADDL|SUBR| POLICY EFF | POLICY EXP
L%I TYPE OF INSURANCE INSD | WYD POLICY NUMBER {MMIDDRYYYY] mwonrv%v LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE 3
. “DAMAGE T& RENTED
CLAIMS-MADE OCCUR PREMISES (Ea ocourence) 5
MED EXP {Any one parson) 5
- PERSONAL & ADVINJURY | 8
GEN'L AGGREGATE LIMIT APPUIES PER: GENERAL AGGREGATE s
poucy [ |5 [ ]uoe PRODUCTS - COMPIOP AGG | §
OTHER: 3
COMBINED SINGLE LiMIT
AUTOMOBILE LIABILITY (Ea accident) s
ANY AUTO BODILY INJURY {Per persan) | § !
OWNED SCHEDULED -
AUTOS ONLY AUTOS BODILY INJURY (Per accident)f S
HIRED NON-OWNED PROPERTY DAMAGE s
|| AUTOS ONLY AUTOS ONLY , | {Per accidert)
s
UMBREU.& LIAB OCCUR EACH OCCURRENCE 3
EXCESS LIAB CLAMS-MADE AGGREGATE $
DED | l RETENTION $ [
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YiN Stanre | [E7
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT s
OFFICER/MEMBER EXCLUDED? l:I NiA
{Mandatory in NH) E.L. ISEASE - EA EMPLOYEE] §
If yes, describe under
SCRIPTION OF OPERATIONS below ~ E.L. DISEASE - POLICY LIMIT | §
. - Per Claim
A [Professional Liabilty - Occurrence 665785965 06/19/18 | 06/19/119 sl $1,000,000
$3,000,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Additonal Schedule, may be d if more space is required)

New Hampshire Department of Health and Human Services, is added as a(n) Certificate Holder effective 06/26/2018.

CERTIFICATE HOLDER

CANCELLATION

New Hampshire Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Affinity Insurance Services, Inc

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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Subject: RS Logistics Coordinator/RFA-2018-ESU-03-

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified 1o the agency and agreed to in writing prior 1o signing the contract.

FORM NUMBER P-37 (version 5/8/15)

: AGREEMENT
The State of New Hampshire and the Contractor hereby mutuzlly agree as follows:
' ‘GENERAL PROVISIONS
1. IDENTIFICATION.
L1 Stote Agency Name 1.2 State Agency Address
NH Depariment of Health and Human Services 129 Pleasant Street
‘ : Concord, NH 03301.3857
(3 Contractor Name . _ : S 1.4 Contractor Address
Derek Bumford " ' 67 Washington Street
Penacook, NH 03303
1.3 Contractor Phone -~ .| 1.6 Account Number 1.7 Corriplcﬁon Daie - 1.8 Price Limitation
. Number o : :
603-703-4254 05-95-90-902510-22390000- Junc 30, 2019 ‘ $7.000
1L ' 102-500731-90077700 '
1.9 Coniracting Officer for State Agency 1.10 State Agency Telephone Number
E. Maria Reinemann, Esq. ‘ 603-271-9330
Director of Contracts and Procurement ‘ R O e
L1 Contractor Signature - - _ 1.12 Name and Title of Contractor Signatory

LA Acknewtfdgement: State of Merrima k., County of N ElrpseuC

an 0 Ill-l lJ-O WY , before he undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
; n whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

°; Cb-hj Justice of the Peafe . A
' MM% My (bivem Expra ;/,nf/a;
ol : l

Justice of the Peace Vv -V

BSica_Farin

¥ 1.15 Name and Title of State Agency Signatory

at /
.Mm 20 %Z Leagh A .CW,M@&-‘M

.16 Appro;‘nU:y the N.H. Dcpanmcfw!\dminislrblion, ivision of Pevsdnnel (if applicable)

By: ) Director, On:

1.17 Approval by the Attarney General (Form, Substance and Execution) (if applicuble)

By:é. /I -_g__a _,—-\- On: l|92-|\8

1.18  Approval by the Governor and Executive Council (if applicable)

By: . On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identifi cd in block 1.1 (*State™), engages
contractor identified in block 1.3 (“Contractor™) to perform,
and the Contractor shall pcrform the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is mcorporntcd herein by reference
(“Services"). :

3. EFF ECT IVE DATE‘.ICOM PLETION OF SER‘VICES
3.1 Notwithstanding any prowsmn of this Agreement to the
contrary, and subject to the Iupg:imvnl of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Apreement, |a.nd all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council appr:ove this Agreement as indicated in
block 1.18, unless no such approva] is required, in which case
the Agreement shall become effective on the date the
Apreement is signed by the|State Agency as shown in block
1.14 (“Effective Date™).

- 3.2 [f the Contracior commences the Services prior to the
Effective Date, all Scmccmpcrformed by the Contractor prior
(o the Effective Date shall be performed at.the sole risk of the
Contractor, and in the evcnt that this Agreement daes nol
become elTective, the State shall have no liability to the
Contractor, including wnho'ut limitation, any obligation to pay
the Contractor for any cosls incurred or Services performed.

. Contractor must complete all Services by the Complcuon Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
‘Notwithstanding any provision of this Agreement to the
contrary, all obligations ol'the State hereunder, including,
without limitation, the contmuunce of payments hereunder, are
contingent upon the nvallablllty and continued appropriation
of funds, and in no event shall the Siate be liable for any
payments hereunder in excess of such available appropriated
funds. Inthe event ofa reducuon or termination of
appropriated funds, the Stntl: shall have the right to withhold
payment until such funds bccome availeble, if ever, and shall
have the right to'terminate lhlS Agreemen{ imimediately upon
giving the Contractor notice of such termination. The State
shali not be required to transfer funds from any other accouni
to the Account jdentified in|block 1.6 in the event funds in that
Account are reduced or unarnilablc.

5, CONTRACT PRICE/PRICE LIMITATIONI
PAYMENT. = |

5.1 The contract price, mcthod of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is mcorpomted herein by reference.

5.2 The payment by the Sum: of the contract price shall be the
only and the complete relmburscrncnt to the Contractor for all
expenses, of whatever na:urlc incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Conu'actor for the Services. The State
-shall have no liability to the Contractor othcf than the contracl
price.

vy M.

!

5.3 The Suate reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agréement’
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement 10 the

-'contrary, and notwithstanding uncxpected circumstances, in

no event shzll the total of all payments authorized, or actually
made hereunder, exceed thc Prlcc Limitation set forth i in block
1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS -
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. .
6.1 [n connection with the performance of the Services, the
Cantractor shall comply with all statutes, laws, regulations,
and orders of federal, stale, county or municipal autherities.
which impose any obligation or duty upon the Contracior,
including, but not limited 1o, civil rights and cqual opportunity
laws. This may include the requirement to utilize suxiliary
aids and services to ensure that persans with communijcation
disabilities, including vision, hearing and speech, can

. communicale with, receive information from, and convey

information to the Contractor. In addition, the Contraclor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreemetit, the Contractor shall
not discriminate against employees or applicanis for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmalive action lo prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor {41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to

“implement these regulations. The Contractor further agrees to

permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, lerms and conditions of this Agrecment,

7. PERSONNEL.
7.1 The Contractor shall at its own expense provide all
personnel necessary to perforin the Services, The Contractor

- warrants that ell personnel engaged in the Services shall be

qualified to pecform the Services, and shall be properly
licensed and otherwise authorized to do so under all appllcnblc
laws,

7.2 Unless otherwise authorized in wrmng. during the term of
this Agreement, and for a period of six (&) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall nat permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effortto
perform the Services to hire, any person who is a Stale
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials*=
D .

Page 2 of 4 !



Agreement, ‘This provision shall survive termination of ihis
Agreement. . '

1.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the Slnjc‘s representalive. In the event

ol any dispule conrcerning the interpretation of this Agreement,

the Contracting OfTicer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the

Contractor shall constitute an Evcnt of default hereunder

_ (“Event of Defoult™):

8.1.1 failure 10 perform the Scrwces satisfactorily or on’
schedule; : ‘

8.1.2 failure to submit any report required hereunder; and/or
B.1.3 failure 1o perform any other covenanl, term or condition
of this Agreement.

" 8.2 Upon the occurrence of any Event of Default, lhe State
may take any one, or more, orJaII of the following actions:
8.2.1 pive the Contractor a wnncn notice specrfymg the Event
of Default and requiring it'to bc remedied within, in the
absence of a greater or lesser speclf' cation of time, thirty (30}
days from the date of the notu:e, and ifthe Event of Default is”
not limely remcdled lemunale this. Agreement, effective two
{2) days gfier giving the Conlrnclor notice of termination;
8.2.2 give the Contractor & wrmcn notice specifying the Event
of Default and suspending all paymcnls 1o be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrué to the Contractor during the

" period from the date of such nPucc until such time as the State

determines that the Conlraclor‘ has cured the Event of Default

shall never be pand to the Conlmclor,

'8.2.3 set off against any other thgnuons the Suuc may owe to

the Coniractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its

remedies at law or in equity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data™ shall mean all
information and things developed.or obtained during the
performance of, or acquired or developed by reason of, this
‘Agreement, including, but not|limited 1o, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, piclorial"rcproducl‘ions. drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, mcmofanda. papers, and documents,
all whether finished or unrnlshcd

9.2 All data and any property wh:ch has been received from
the State or purchased with I‘unds provided for that purpose
under this Agreement, shall be the property of Lhe State, and
shall be returned to the State upon demand or upon
termination of this Agretment for any reason.

9.3 Confidentiality of daia shall be poverned by N.H. RSA
chapter 91-A or other exlsung} law. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10. TERMINATION, In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifieen (15) days after the date of
termination, a report (*Termination Report™) describing in
deunil al} Services performed, and the contract price earned, 10
and including the date of termination. The form, subject
matter, content, and rumber of copies of the Termination
Report shatl be identical to those of any Final Report

" described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In "~
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither on agent nor
an employee ofthe Stale. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to

- bind the State or receive any benefits, workers® compensation

or other emoluments provided by the State to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall.not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and

’ I-;\.'_l,conscnt of the State. None of the Services shall be
" subcontracted by the Contractor without the prior written

notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employecs, from and against any and all Josses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,

based or resulting from, arising out of (or which may be-

claimied (o arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein

"contained shall be deemed to constilute a waiver of the

sovercign immunity of the State, which immunity is hereby
reserved 1o the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

. 14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall rcquire any subconiractor or
asmgnec to obtain and maintain in forcc. the following
insurance:

14.1.1 comprcbcnswc gcncrnl liability insurance agamst all
claims of bodily injury, death or property damage, in amounts
of not fess than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in gn amount not
less than 80% of the whole replacement velue of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New

Hampshire.
Contractor Initials
Date



143 The Cummclor shall fumish to the Contracting Officer
identified in block 1.9, or h|s or her successor, a certificate(s)
of insurance for al} i msurance required under this Agreement.
Contractor shall also I'urmsh to the Contracting Officer
“identified in black 1.9, or hls or her successor, certificate(s) of
insurance for al! rencwal(s) of insurance required under this
Agreement no later than lhlrty {30) days prior to the expiration
date of each of the i msumnce policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
lncorporatcd herein by rcl'cn"cncc Each certificate(s) of
insurance shall contain a clause requiring the insurer (o
provide the Contracting Officer identified in block | -9, or his
or her successor, no less lhnn thirty (30) days prior written
rotice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION
15.1 By signing this agreerﬁcng the Contractar ngrecs
certifies and warrants that !hc Contractor is in.compliance with
or exempt from, the rcqunremcnls of N.H. RSA chapter 281-A
" ("Workers' Compénsation' }
15.2 To the extent the Comraclor is subjecl to the
requirements of N.H. RSA chaplcr 281-A, Contractor shall
maintain, and rcqutrc any subconlmclor or assignee to secure
and maintain, payment of Workers Compensation in .
connection with activities whlch the person praposes to
undertake pursuant to this Agreemcnl Contractor shall
furnish the Contracting Ochcr identified in block 1.9, or his
or her successor, proof of Workets Compensation in the
manner described in N.H, RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by rcfcrcncc The State shall not be
responsible for payment of uny Workers' Compensation
" premiums or for any other claim or benefit for Contractor, or -
any subcontractor or empio§ee of Coniractor, which might
arise under applicable State of New Hampshire Workers’
Compensation {aws in connecnon with the performance of the
Services under this Agreemcnt

16. WAIVER OF BREACH No faiture by the State to
enforce any provnsnons hereof afler any Event of Default shal
be deemed a waiver of its rights with regard to that Event of
Delault, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed o
waiver of the right of the State to enforce each and all of the
provisions hereol upon any ﬁ.mhcr or other Event of Default
on the part of the Contractor,

17. NOTICE. Any notice by & party hereto 1o the other party
shall be deemed to have been duly delivered or g:ven al the
time of mailing by certified mail, postage prepaid, in o United
States Post Office addressed|to the parties at the addresses
given in blocks 1.2 and | 4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afler approval of such
amendment, waiver or dlschnrge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

- This Agreement shall be construed in accordance with the

laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective

. Successors and assigns. The wording used in this Agreement

is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applicd agamsl or -

. in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
bencefit any third parties and this Agreement shall not be -
construed to confer any such benelit.

21. HEADINGS. The headings throughout the Apgreement

_are for reference purpases only, and the words contained
-therein shall in no way be held to explain, modlfy amplify or

aid in the interpretation, construction or meaning ofthc
provisions oflhls Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are mcorporated herein by
refcrence,

23; SEVERABLLITY. In the event any of the provisions of

- this Agreement are held by a court of competent jurisdiction to

be conirary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24, ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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New Hampshire Department of Health and Human Services
Metropolitan Medical Response System (MMRS) Logistics Coordinator

Exhibit A

Scope of Services

1. Provisions Applicable to All Services

1.1.

12

1.3.

2. . Sc
21,

22.

2.3.

Derok Bumford

The Contractor shall submit a detailed descnptron of the language assistance
servuces they will provide to persons with [imited English proficiency to ensure
meaningful access to their programs and/or services within ten (10) days of
the’ contract effectrve date.

The Contractor agrees that, to the extent future legislative action by the New

'Hampshlre General Court or federal or state court orders may have an impact

on. the Services described herein, the State Agency has the right to modify
Sen.nqe priorities and expenditure requirements under this Agreement so as
to achieve compliance therewith.

For the purposes of this contract, the Contractor shall be identifi ed as a
contractor, in accordance with 2 CFR 200.0. et seq.

ope of Work

The Contractor shall maintain ongorng contact with the (MMRS) Medial Task
Force‘1 (MTF-1) Commander and Department staff.

The Contractor shall maintain a State of New Hampshire, Department of

Transportatlon Medical card.

The Contractor shall maintain inventory of the Departments warehouse.
Duties include, but are not limited to:

2.3.1.| 'Provision of procurement services to ensure proper stock of inventory
in partnership with the Department.

2.3.2. Distribution of necessary medical and non-medical supplies and
equipment to the MMRS MTF-1 team in an emergency of hazardous
event, as determined by the nature of the incident.

2.3.3. Admmlstratron of Task Force vehicle, equipment and supplies.

2.3.4. Management of the emergency supply warehouse budget and
- purchasing inventory.

2.3.5. Management of personal protective equrpment -as.well as monitoring ‘
and detection equipment to ensure both are in good condition and up
-'to date. o _

2.3.6. Supervision of the emergency supply warehouse staff. -
2.3.7) Medium physicat labor, which includes, but is not limited to:
' 2.3.7.1. Continuous strenuous activities. .

2.3.7.2. Frequent and/or repeated reaching.

Exhibit A  Contractor InillalgZZ b -
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" New Hampshire Depaﬂmént of Health and Human Services

Metropolita

n Medical Response System {MMRS) Loglstics Coordinator

" Exhibit A

24,

2.5.

2.6.

2.7.

2.8.
2.9.

2.10.

- 211,

212,

Derek Bumford

- 2.3.7.3. FreQuent and/or repeated bending.
2.3.7.4. Frequent and/or repeated lifting.

23.7.5. Lifting and moving items weighing an average of sndy (60)
pounds (Ibs) repetitively.

23.76. Lifting items above shoulder and head height repetitively.

The| Contractor shall load and unload the MMRS truck and trailer in order to
prepare for deployment in the event of disaster or public health emergency.

- The| Contractor shall provide gather and prepare all necessary materials for

deployment in the event of an emergency or hazardous incident and provide
materials to the MMRS MTF-1.

The|Contractor shall aid in developing and implementing an annual Homeland
Security Grant Program (HSGP) budget to submit to the Department.

The| Contractor shall coordinate with the Lakes Region General Hospital
(LRGH) and other public health pharmacies to replace and distribute
pharmaceuticals, as necessary.

The|Contractor shall receive and stock all warehouse inventory ensuring the
warehouse is kept organized and orderly at all times.

The! Contractor shall update the iIntegrated Resource Management System
(IRMS) post incidents as well as annually.

The Contractor shall maintain inventories specified by the Department, which
includes, but is not limited to: :

2.10.1. Phamaceuticals and disposal dlsposmon sheets, pre and . post
incident.

2.10.2. Non-phammaceutical related equipment and supplles pre and post
incident.

2.10.3. An annual non-phammaceuticai related equipment and supply of ali
non-pharmaceutical related equipment available to the MMRS MTF ~
1 team.

The |Contractor shall ensure the MMRS MTF-1 team is ready to deploy wnth
proper supplies necessary for incident which include, but are not limited to:

2. 11|1 Medical supplies.
2.11.2. Personal protective equipment.
2.11.3. Pharmaceutical supplies.

The Contractor shall provide physical inventory at a minimum of once a
contract period of all non-pharmaceutical related equipment and supplies.

Exhibit A Contractor Initials (o,
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New Hampshire Department of Health and Human Services
Metropolitan Medical Response System (MMRS) Logistics Coordinator

Exhibit A

2.13.

3 Repo
3.1.

3.2

The. Contractor shall develop a shelf life management plan that shall be’
updatpd twice annually. The Contractor shall ensure the following, which are
not limited to: : :

2.13.1. Pharrnaceutlcals that are expired are removed and d|sposed of in
accordance with hazardous pharmaceutical waste program.

2.13.2. Hazardous waste materials are disposed of properly.
2.13.3. Inventory is rotated in a manner conducive to first-expired-first-out.
rting '

The Contractor shall provide reports to the Department, as requested, lhat
may include but are nat limited to:

3.1.1] After action reponts that detail inventory use.
3.1. 2 Inventory of all pharmaceutical and disposition sheets.

The Contractor shall provide reports and invoices to the City of Franklm by
the 15th of each month which include, but are not limited to:

3.2.1. Invoices of medical equipment.

322 Invoices of pharmaceuticals purchased.

3.2.3| Invoices of training facility fees incurred.

' 3.24. Reports that may include, but are not limited to:

3.3.

Derek Bumford

3.2.4.1. Type of training provided.

3.24.2. Number of participants.

3.2.43. Date of training.

3.2.4.4. Location of fraining.

3.2.45. Inventory used.

3.2.4.6. Other reports as requested by the City of Franklin.

‘The |Contractor shall file reports with the Operations Coordinator of the

Emergency Services Unit regarding contract services.

Exhibit A Conlraclor Inﬂiais
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New Hampshire bepartment of Health and Human Services
Maetropolitan t\_tledlcal Response System {(MMRS) Logistics Coordinator

Exhibit B8

1.

Method and Conditions Precedent to Payment

The State |shall pay the Contractor an amount not to exceed the Form P-37 General
Provisions,| Price Limitation, Block 1.8, for services provided by the. Contractor pursuant to
Exhibit A, Scope of Services.

This contract Is funded with funds from:

2.1.The Catalog of Federal Domestic Assistance (CFDA) #83.074, United States
Department of Health and Human Services, Centers for Disease Contro! and
Prevent[on Hospital Preparedness Program (HPP), and Public Hea!th Emergency
Preparedness (PHEP) Aligned Cooperative Agreements.

2.2. The Catalog of Federal Domestic Assistance (CFDA) #93.889, United States
Departn;lent of Health and Human Services, Office of the Secretary, National
‘Bioterrorism Hospital Preparedness Program :

- Payment to|the Contractor shall be made on a monthly basis subject to the following

conditions:

3.1. The Contractor shall submit invoices, on Department supplied forms, by the fifteenth
(15%) day of each month which identifies hours billed, date worked, rate, total. and
activity completed -If the Contractor works less than a full hour, then the hourly rate will
be proralted at fifteen (15) minute intervals of actual work completed

3.2. The State shall pay the Contractor fifty dollars ($50) per hour, for services performed in
accordance with the Exhibit A, Scope of Services and in compliance with funding
requnrements The total of the payments made pursuant to this Agreement shall not
exceed the price limitation set forth in block 1.8 of the Form P-37 General Prowsnons

3.3. Monthly statements/reports shall be submitted to:

Emergency Services Unit

Attn: Financia! Coordinator

era:rtment of Health and Human Services
129 Pleasant Street

ConcT:rd NH 03301

A final payment request shall be submitted no later than sixty (60) days after the Contract
completion date Fallure to submit the invoice, and accompanying documentalion, could
result in nonpayment

Notwﬂhstandmg paragraph 18 of the Form P-37, General Provisions, changes limited to
encumbrances between State Fiscal Years may be made by written agreement of both
parties and may be made without obtaining approva! of the Governor and Executive
Councll

Notwrthstandmg anything to the contrary’ herein, the Contractor agrees that funding under
this Agreement may be:withheld in whole or in part in the event of noncompliance with any
State or Federat law, rule or regulation applicable to the services provided or if the services
have not been satisfactorily completed in accordance with the terms and conditions of this
Agreement.

Derek Bumford | Exhibit B Contractor Initials DNg
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New Hampshire Department of Health and Human Services

Exhibit C

SPECIAL PROVISIONS

Contractors Otiigations: The Contractor covenants and agrees that all funds received by the Contractor -
under the Contract|shall be used only as payment to the Contractor for services provided to eligible -
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows: | : '

1.

¥

Compliance with Federal and State Laws: If the Contractor is permitted to determine the efigibility
of individuals such gligibility determination shall be made in accordance with applicable federa! and
state laws regulattone orders, guidelines, policies and procedures

Time and Manner of Determination: Eligibility delermlnat:ons shall be made on forms provided by

. the Department for that purpose and shall be made and remade at such limes as are prescribed by

the Deparlment

Documentatian: In addition to the delermination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall Include all
information necessary to support an eligibility determination and such other information as the
Department requests The Contractor shall fumish the Department with all forms and documentation
regarding ellglblllty determinations that the Depariment may reques! or require.

Falr Hearings: The Coniractor understands that all applicants for services hereunder, as well as
individuats dedared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be mformed of his/her right to a fair
hearing in accordance wilh Department regulations.

Gratultles or Iflckbacks The Conlractor agrees that it is a breach of this Contract to accept or
make a payment, gratulty or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State.in order 1o influence the performance of the Scope of Work detalled in Exhibit:A of this

~Contract. The \State may terminate this Contract and any sub-contract or sub—agreement ifitis

determined thal payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Conlractor.

Retroactive Payments Notwithstanding anything to the conlrary contained in the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that nolpayments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individua! prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as atherwise provided by the
federal regulatlons) prior to a delermination that the individual is ehglble for such services.

Conditlons of|Purchase: Notmmstandlng anything to the contrary contained in the Contract, nothing

- herein contained shall be deemed to obligate or require the Department to purchase services

hereunder at a'rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, orata
rate which exceeds the rate charged by the Cantractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Depariment shall determine that the Contractor has used
payrnents hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third pany funders, the Department may elect to: :

..7.1. Renegoliate the rates for payment hereunder, in which event new rates shall be established;

7.2. ‘Deduct from any future payment to the Contractor the amount of any prios reimbursement in
excess of cosls;
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New Hampshlre Department of Health and Human Services
Exhibit C

7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constilute an Event of Default hereunder. When the Contractor is
permltled lo determine the eligibility of individuals for 'services, the Conlractor agrees to
rermburse the Department for all funds paid by the Department to the Contractor for services -
provlded to any individual who is found by the Department o be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8 Malntenance of Records: In addition to the eligibliity records specified above the Contractor

covenants and agrees to maintain the following records during the Contract Period:

a1, Fiscal‘Records books, records, documnents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
Income received or collected by the Contractor during the Contract Period, sald records to be
malntalned In accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to mctude ‘withoutirmitation, all ledgers, books, recerds, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
m-klnd contributions, labor time cards, payrolls and other records requested or required by the
Department

B.2. Statlstlcal Records: Statistical, enrollment, altendance or visit records for each recipient of
serwoes during the Conlract Period, which records shall include all records of application and
ellglblhty (including all forms requ:red to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to abtain
payment for such services.

8.3 Meducal Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fi sr:.el year. {Lis recommended that the report be prepared in accordanca with the provision of
Office of Management and Budget Circular A-133, "Audits of Stales, Loca! Governments, .and Non
Profit Orgenrzations" and the provisions of Standards for Audit of Governmental Organizations,
Pragrams, Aotlvlties and Functions, issued by the US General Accounting Office (GAQ standards) as
they pertain to financial compliance audits.

9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
Department the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
‘the Contract for purposes of audlt ‘examination, excerpts and transcripts.

8.2, Audit tilabilltles In addition to and not in any way in limitation of obtigations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments mada under the
Contract 1o which exception has been taken or which have been disaliowed because of such an

, exception

10. Conﬂdentla]lty of Records: All informatlon reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidentiai and shall not
be disclosed\by the Contractor, provided however, that pursuant to slate laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public ofﬁciels requiring such information in connection with their official duties and for purposes
directly connected to the adminlstrauon of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly oonnected with the administration of the Dapartment or the Contractor's responsibilities with
respect to purchesed services hereunder is prohibited except on written consent of the recipient, his
attorney or guardlan
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New Hampshire Department of Health and Human Services
Exhibit C

Notwlmstandinﬁ anything to the contrary contained herein the covenants and conditions contained in -
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Stalistical: The Conlractor agrees to submit the following reports at the following
times if requested by the Department.

11.1. Inlertm Financial Reports; Written Interim financial reports contalning a detailed description of
al costs and non-allowable expenses incurred by the Contractor to the date of the report and
contaming such other information as shall be deemed satisfactory by the Depariment to
Justity the rate of payment hereunder. Such Financial Reparts shall be submitted on the form

' des-gnated by the Deparment or deemed satisfactary by the Department.

11.2.  Final Raport: A final report shall be submitted within thirty (30) days after the end of the term

of this Contract. The Final Report shall be in a form satisfaclory to the Department and shall
' contaln a summary statement of progress toward goals and objectives stated in the Proposal
" and other information required by the Department..

.12. Completion of Services: Disallowance of Costs: Upan the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the’Contract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termmauon of the Contract) shall terminate, provided however, that if, upon review of the

- Final Expendlture Report the Department shall disallow ary expenses claimed by the Contraclor as
costs hereunder the Department shall retain the right, atits discretion, to deduct the amount of such -
expenses as are disallowed or 16 recover such sums from the Contractor. -

"13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulhng from the performance of the services of the Caontract shall include the following
statement. :
13.1. The praparatlon of this (report, document etc.) was financed under a Contract with the State

of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
requnred e.g., the United States Department of Health and Human Services. :

14. Prior Approval and Copyright Ownershlp All materials (written, video, audio) produced or
purchased under the. contract shall have prior approval from DHHS before printing, production,
distribution or use The DHHS will retain copyright ownership for any and all original materials
produced, inc!ud:ng but not limited to, brochures, resource directories, protocols or guidelines, .
'posters or reports Contractor shall not reproduce any matenals produced under the contract without
prior written approval from DHHS.

15. Operation of ﬁaclllﬂes Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Conlractor shall comply with ali laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to Iaws which shall impose an order or duty upan the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facllity or the parformance of the sald services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term-of this Contract the facilities shall
comply with allirules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by- -
laws and regulahons

16. Equal EmploymentOpportunlty Ptan (EEOP): The Contractor will provide an Equal Employmenl

Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient recewes $25,000 or more and has 50 or
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New Hampshire Department of Health and Human Services
ExhlbltC

more employees it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, cerufying that lis EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certtﬁcatlon Form to the OCR centlifying it is not required to submlt or maintain an EEOP. Non-
profit organlzations Indian Tribes, and medica! end educational institutions are exempt from the
EEOP requiremenl but are required to submil a certification form to the OCR to claim the exemption. .
EEOP Certification Forms are available at; hitp:/iwww. ojp.usdoj/aboutiocr/pdfsicert. pdf

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulling agency guidance, national origin
discrimination/inctudes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1964 Contractors musi take reasonable steps {o ensure that LEP persons have
meaningful aocess {o its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisstlon Threshold as defined in 48
CFR 2101 (cTnently $150 000)

' CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES oF
WHISTLEBLOWER RIGHTS (SEP 2013)

{a) This contract and employees waorking on this coniract will be subject to the whistieblower nghis
and remedxes in the pilot program on Contractar employee whistleblower protections established at
41U.S.C. 4712 by section 828 of the National Defense Autharization Act for Flscal Year 2013 (Pub. L.
112.239) andFAR 3.908.

(b) The Contractor shall inform ils employees in writing, in the predominanl language of the workforce,
of employee whistleblower rights and protections under 41 U.5.C. 4712, as described in section
3.808 of the Federal Acquisition Regulation.

{c) The Contractor shall insert the substance of this clause, mcludlng this paragraph (c), in all
subcontracts over the strnphf ed acquislhon threshold.

18. Subcontractors: DHHS racognizes that the Contractor may choose 1o use subcontractors with
graater expertlse to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontractlng tha Contractor shall avaluale the subcontracior's abllity to perform the delegated
function(s). This is accomplished through a written agreement that specifies activilies and reporting
.responsmlllties of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor’s performance is not adequate. Subcontractors are subject to the same confractual
conditions asithe Contractor and the Contractor is responsible to ensure subcontractar compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:

18.1. Evaluaie the prospective subcontractor's abnhty to parform the activities, before deiegaling
the functlon

19.2. Have a written agreemenl with the subcontractor that specuﬁas activities and repeorting
responsmllltlas and how sanctions/revocation will be managed if the subcontractor’s
perfonnanca is not adequate

19.3.  Monitor the subcantractor's performance on an ongoing basis

Exhibit C — Special Provisions ) Contracior Inittats D1
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19.4. Provlde to DHHS an annual schedule u:inntufymg all subcontractors, delegated funclions ahd
responsnbilllles and when the subcontractor's performance will be reviewed
19.5. DHHSshall, at its discrstion, review and approve all subcontracts.

if the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shafl
take corrective/action.

DEFINITIONS ‘
As used in the Contract, the following terms shall have the following meanings:

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be
allowable and relmbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders.

K
DEPARTMENT' NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Comractor Manua! which is
entitied "Financial Management Guidelines” and which contains the regulalions governing tha financial
activilles of contractor agencles which have contracled with the State of NH-to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting fonh
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor is to provide Lo eligible individuals hereunder shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE |LAW: Wherever federal or state laws, regulauons rules, orders, and policies, elc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws, regulat:ons elc. as
they may be amended or ravised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
Services contalnlng a compilation of all regulations promuigaled pursuant to the New Hampshire

" Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State of NH and
federal regulations|promulgated thereunder,

SUPPLANTING O'IrHER FEDERAL FUNDS: The Contractor guarantees thal funds provided under this
Contract will not supplant any existing federal funds available for these services.

Exhibit C - Spacial Provisions Contractor Initials DWiZ
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Exhibit C-1

REVISIONS TO TO GENERAL PROVISIONS

1, Suhparagraph 4 of the General Provisions of this contract Conditional Nature of Agreement, is
replaced as follows:

4.

: COhIlDITIONAL NATURE OF AGREEMENT

Notwrthstandrng any provision of this Agreement to the contrary, all obligaticns of the State
hereunder including without limitation, the continuance of payments, in whole or In part,
under this Agreement are contingent upon continued appropriation or avadabihly of funds,
|nclud|ng any subsaquent changes to the appropriation or availability of funds affected by
any\stale or federal legislative or executive action that reduces, eliminates, or otherwise

modifies the appropriation or availability of funding for this Agreement and the Scope of

Servlces provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
Stata be liable for any payments hereunder in excess of apprapriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
Staie shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
rmmedrately upon giving the Coniractor notice of such reduction, termination or modification.
The,State shall not be required 1o transfer funds from any other source ar account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this-contract, Termination, is amended by adding the
following language; :

10.1

10.2

10.3

104

10.5

The |State may terminate the Agreement at any time for any reason, at the sole discretion of
the State, 30 days after giving the Conlractor written nolice that the State Is exercrslng its
opllon to terminate the Agreement,

In the event of early termination, the Contraclor shali, within 15 days of notice of early
terrnmauon develop and submit o the Stale a Transition Plan for services under the
Agraement includmg but not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establlshes a process to meel those needs.’

The! Contractor shall fully cooperate wilth the State and shall promptly provide detailed

lnformabon to support the Transition Plan including, bul not limited to, any information or |
_ data requested by the State related to the termination of the Agreement and Transition Plan .

and shall provide ongoing communication and revisions of the Transition Plan to the Stale as
requesled

In the event that services under the Agreement, including but not imited to clients receiving

servlces under the Agreement are transitioned to having services delivered by ancther entity

mcludmg coniracted provlders or the State,. the Contractor shall provlde a process for
uninterrupied delivery of services in the Transition Plan.’

The'Contractor shall estabiish a method of notifying clients and other affected indlviduals
aboui the transition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the State as described above.

KR Beneﬁgl'l
The Departmenl resarvas the right to extend this Agreement for up lo two (2) additional years,
oonlmgenl upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Governor and Executive Council.

CUDHHSM1071)
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New Hampshire Department of Health and Human Services
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CER1'¥FICATION REGARDING DBUG -FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the Genera! Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of thle General Provisions execute the followlng Cerification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

us DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
us DEPARTMENT OF EDUCATION - CONTRACTCRS
us DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Sublitle D; 41 U.S.C. 701 et seq.). The January 31,
1988 regutations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21691), and require ceriification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they wilt maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-coniractors) that is a State
. may elect to maka]one certification to the Department in each federal fiscal year in lieu of certificates for
. €ach grant during the federal fiscal year covered by the certification.” The cerlificate set out below is a
material representat:on of fact upon which reliance is placed when the agency awards the grant. False
cerlification or violahon of the certification shall be grounds for suspension of payments, suspension or

- tenn!r;latlon of gtan|ts or government wide suspension or debarmeni. Contractors using this form should
send it to: .

Cammissuoner

NH Department of Health and Human Services
128 Pleasanl Street,

Concard, NH 03301-6505

. 1. The grantee | ceml':es fhat'it will or will continue to prowde a drug-free workplace by
1.1. " Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohlbihon .
1.2. Establ:shing an ongoing drug-free awareness program to inform employees about
- 1.21.. The dangers of drug abuse in the workplace; . )
1.2.2. p‘he grantee's policy of maintalning 2 drug-free workplace;
1.2,3. Any avallable drug counseling, rehabilitation, and employee assistance programs; and
1.24. The penalties that may be imposed upan employees for drug abuse violations
occurrlng in the workplace;
1.3 Making it a requirement that each employee to be engaged in the perforrnance of the grant be
_ given a copy of the statement required by paragraph (a);
14. Notlfylng the employee In the statement required by paragraph (a} that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
142 Noﬁfy the employer in writing of his or her conviction for a violation of a criminat drug
statute occurring in the workplace no later than ﬂve caIendar days after such
comuclson
1.5. Notifying the agency in writing, within ten calendar days afier receiving notice under
subparagraph 1.4,2 fram an employee or clherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grani
officer o) whose grant activity the convicted employee was working, unless the Federal agency

ExhibH D - Cenlification regarding Orug Free Contractor InitialVE
Workplace Requirements .
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1.6.

1.7.

has designated & central point for the receipt of such notices. Notice shatl include the

Identiﬂpatlpn number(s) of each affected grant; )

Taking one of the following actions, within 30 calendar days of receiving notice under.

subparagraph 1.4.2, with respect to any employee who Is so convicted

1.6.1. | Taking appropriale personnel aclion against such an employee, up 1o and including |
termination, consistent with the requirements of the Rehabilitation Act of 1973, as’
amended; or . .

1.6.2. | Requiring such employee to participate satisfactorily In a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,

- | taw enforcement, or other appropriate agency;
Making a gaod faith effort to continue to maintain a drug-free workplace through
impiementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in

conneclion with the specific grant.
Place of Performance (street address, city, county, state, zip cade) (list each tocation)
Check 0O if there are workplaces on file-that are not identified here.
Contractor Name:
£l4i8 e = oS
Date .,.4?_‘;"75’ Derede Ruatbondd
e
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CERTIFICATION REGARDING LOBBYING

The Conlractor Identiﬂed in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Publlc Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1,11
and 1.12 of the General Provisions execuls the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered)
“*Temporary Assistance to Needy Familles under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicald Program under Title XIX

*Community Servlces Block Grant under Title VI

*Child Care Deve!opment Block Grant under Title IV

The r.:ndersigned t_:lertiﬁes. to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for’lnﬂuenclng or attempting to influence an officer or employee of any agency, a Member
- of Congress, en officer or employee of Congress, or an employee of a Mémber of Congress in
connection mm the awarding of any Federal contract, continuation, renewa!, amendment, or
" modification of any Federa! contract, grant, loan, or cooperatwe agreement (and by speaf c menlion
sub-grantee or, sub-contraclor) ‘

2. If any.funds- otner than Federal appropriated funds have been paid or will be paid to any person for
- 'Influencing or attempting to influence an officer or ampioyee of any agency, a Member of Congress,
¢ an officer or employee of Congress, or an ‘employee of a Member of Congress in connection with this
Federal contract grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub-
contractor), lhe undersigned shall complete and submit Standard Form LLL, {(Disclosure Form to
Report Lobbying; in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperatlve agreements) and that afl sub-recipients shall certify and disclose accordingly.

This certification is Ia material representatnon of fact upon which reliance was placed when this transaction
was made or entared into. Submission of this certification is a prerequisite for meking or entering into this
transaction lmposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shalt be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name:

2t | = o el
Date /ﬁémMM

Title:
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CERTIFICA;I'ION REGARDING DEBARMENT, SUSPENSION
AND Oﬂl_ER RESPONSIBILITY MATTERS

The Contraclor ldentlﬁed in Section 1.3 of the General Provisions agrees to comply with the provisions of

Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,

Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's

Et:apraﬁsenlativa as identified in Sections 1 11 and 1.12 of the General Provisions execute the following
ertification: .

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal {contract), the prospective primary pamcipant is providing the
cerdification set out below.

2. The inability cllf a person to provide the certification required below will not necessarily result in denial
: of partlcipatlon in this covered transaction. If necessary, the prospective participarit shall submit an
explanation cf why it cannot provide the cerification. The certification or explanation will be
considerad ln connection with the NH Department of Health and Human Services' (DHHS)
determination whether o enter into this transaction. However, fallure of the prospective primary
participant io[furmsh a certification or an explanation shall disqualify such person from participation in
this transaction. _ .

3. The oeruf'cabon in this clause is a material representation of fact upon which reliance was placed
when DHHS delennlned to enter into this ransaction. [f it is later determined that the prospective
primary parudpam knowingly rendered an emoneous certification, in addition to other remedies
avallable to the Federal Government, DHHS. may terminate this lransactlon for cause or default.

4. The prospectrve primary parumpant shall provide immediate writlen notice to the DHHS agency to
wham this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certifi cation was erroneous when submitted or has become erroneous by reason ol changed
circumstances.

5. The terms “covered transaction,” “debarred,” “suspended,” “inefigible,’ “lower tier covered
transaction,” 'parhapant " “person,” “primary covered transaction,” *principal,” “proposal,” and
"voluntarily excluded as used in this clause, have the meanings set out in the Definitions and’
Coverage sectsons of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
atlached deﬂnitions

6. The prospectwa primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
. transaction wnh a person who is debarred, suspended, deciared ineligible, or voluntarily exciuded
from parhctpatlon in this covered transaction, unless authorized by DHHS.

7. The prospecbve primary participant further agrees by submitting this proposal that it will include the
clause titled ‘Cerhﬁcauon Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Coverad Transactions,” provided by DHHS, without modification, in ail lower tier covered
transactions|and in all sollmtauons for lower tier covered transactions.

8. A parﬂcapant in a covered transaction may rely upon a certification of a prospec’uve participantin a
lower lier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
paricipant may. but is not required to, check the Nonprocurement List (of exduded parties).

9. Nothing contained in the foregoing shall be construed to require eslabl:shment of a system of racords
in order to render in good faith the certification requ!red by this clause. The knowtedge and

Exhibit F - Certification Regarding Debarmeni, Suspension Contractos Iniiats | Wis
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ord:nary course of business dealings.

10. Except for transachons authorized under paragraph 6 of these instructions, if a participant in a .
covered transactlon knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred ineligible, or volurtarily excluded from participation in this transaction, in
addition ta nther remedies avaflable to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospectivire primary participant certifies to the best of its knowledge and beliel, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment declared ineligible, or
voluntarily excluded from covered transactions by any Federa! depariment or agency,

11.2. have nol within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgrnent rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes| or commission of embezziement, thefl, forgery, bribery, falsification or destrud:on of
records, making false statements, or receiving stolen property;, .

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental enmy
(Federal State or local) with commission of any of the offenses enumerated in paragraph {I){b}
of this cenrfication and

11.4. have not within a three-year period preceding this apphcanonlproposal had one or mare public -
transactions (Federal, State or local) terminated for cause-or default. . -

12. Where the prospective primary participant is unable lo certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal {contract)

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower lier proposal (contract), the prospactive Iower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and ils principals:
13.1. arenot prasanlly debarred, suspended, proposed for debarment, declared ineligible, or
voluntanly excluded from participation in this transaction by any federal depariment or agency.
13.2. where lhe prospective lower tier participant is unable to certify to any of the above, such
prospecbve participant shall attach an explanation to this proposal {contract).

14. The prospect:u!e lower tier participant further agrees by submrttlng this proposal (contract) that it will
include this clausa entilled "Cenrlification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclus:on Lower Tier Covared Transaclions,” without modification in all lower lier covered
transactions and in all soliciations for lower tier covered transaclions.

Contractor Name:

gﬂﬂ&—e | e Durell BurdiE

Title:
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
' WHISTLEBLOWER PROTECTIONS

The Contfaclm identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as|identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable

federal nondiscrimination requirements, which may include:

- the Omnibus Cr|1me Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits

recipients of federal funding under this statute from discriminating, either in employment practices or in

the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act

requires certain recipients to produce an Equal Employment Opportunity Plan;

.- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act.. Reciplents of federal funding under this
Statute are prohibited from discriminating, either in employment praclices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial _
‘assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Seclion 794), which prohibits recipients of Federal financial
assislance from discriminating on the basis of disability, In regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabllities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination ang ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation; .

- the Education A|rnendments of 1872 (20 U.5.C. Sections 1681, 1883, 1685-86), which prohibits

discrimination on the basis of sex In federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections §106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination; : ‘

" -28 C.F.R.pt. 31/(U.S. Department of Justice Reguiations — OJJOP Grant Programs); 28 C.F.R. pt.-42
(U.S/ Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures):[ Executive Order No. 13279 {equal protection of the laws for faith-based and community
+ organizations); Executive Order No. 13559, which provide fundamental principles and policy-making

crileria for partnerships with faith-based and neighborhood organizations;

-28CFR.pt. 38‘ (U.S. Department of Justice Regulations — Equaf Treatment for F aith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Naticnal Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistieblower Protections, which protects employees against
reprisal for certain whistle blowing aclivities in connection with federal grants and contracts.

The cerlificate sel out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debament.

Exhibit G
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In the event & Fed!eral or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color; religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or, division within the Department of Health and Human Services, and

to the Department|of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees‘by signature of the Contractor's
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: ' :

I. By signing and submitting this proposéi (contract) the Contraclor agrees to comply with the provisions
indicated above. o

Contractor Name:

Lluey | %
Date - | ame; A d

Title:
Exhkit G :
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

I
Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facilily owned or leased or
contracted for by; an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, If the services are funded by Federal programs either
directly or through State or local governments, by Federal grani, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded sciely by
Medicare or Meqfcald funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with thp provisions of the law may result in the imposition of a civil monelary penalty of up to

$1000 per day andfor the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provis;ions agrees, by signature of the Contractor's

representative as idenlified in Section 1.11 and 1.12 of the General Provisions, lo execute the following

certification: _
1. By signing and su'bmim‘ng this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Acl of 1894,
Contractor Name:
: P , .
Llrdhg e 2 S - |
Date ° ' A Derek Bumlird -
Title:
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HEALTH INSURANCE PORTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 aqd 164 applicable to business associates. As defined herein, “Business
Assaciate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshlre Department of Health and Human Services.

(4] ) Defin itiong

a. 'Breach’ shall have the same meaning as the term “Breach” in section 164.402 of Ttle 45,
Code of Federal Regulatlons

'b. ‘Business Associate” has the meaning given such term in section 160.103 of Title 45, Cade
of Federal Regulatrons

[
c. “Covered Enm has the meaning given such term in sectlon 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same mean:ng as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Agaregation” shall have the same meaning as the term “data aggregation® in 45 CFR
Section 164 501.

f.. "Health Care Ogratlon shall have the same meanmg as the term “health care operations”
{in 45 CFR Section 164.501. ‘ .

g *HITECH Act’ means the Heaith lnf;:arfnatloﬁ Techndldgy.'fbr Eéghomlc and Clinical Health
Act, TitleXIll, Subtitie D, Part 1 & 2 of the American Recovery and Relnvestmenl Act of
2009.

h. “HIPAA™ means the Health Insurance Portability and Accountability Act of 1986, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto

t. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall mclude a person who qualifies as a personal representative in accordance with 45 .
~CFR Section 164. 501(q).

). “Privacy Rulel shall mean the Standards for Privacy of Individually Identifiable Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shall have the samé meaning as the term “protected health
information” |n 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.
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l.  "Required by Law" shall have the same meanmg as the term “required by law™ in 45 CFR
- Section 164/103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “Security Rule” shall mean the Security Standards for the Pratection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C. and amendments thereto.

0. "Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, (or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute,

p. Other Deﬁgmons All terms nol otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, .and the
HITECH
Act.

(2) Business Assoclate Use and Disclosure of Protected Haalth Information.

a. Business Associate shall not use, drsclose maintain or transmit Protected Health
Informatlon (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, Including but not limited to all
its dlrectors officers, employees and agents, shall not use, disclose, maintain or transmit
PHl in any manner that would constitute a violation of the Privacy and Security Rule

b. Business Associale may use or dlsclose PHI:’
. For the proper management and administration of the Business Assoclate
s, As required by law, pursuant to the terms set forth in paragraph d. below; or
M. For data aggregation purposes for the health care operations of Covered
Enlity.
c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a

third party Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PH) will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
dlsclosed to the third party; and (ii) an agreement from such third party to notify Business
Assoclate In” accordance with the HIPAA Privacy, Security, and Breach Notification
Rules ofE any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Busi‘ness Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered|Ent|ty so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business
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Associate 'shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
bé bound by additional restrictions over and above those uses or disclosures or security
safeguardls of PH! pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligatlbns and Actlvities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected|health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes

“aware of 'any of the above situations. The risk assessment shall include, but not be

limited to:

0 - Trge nature and extent of the protected health information invoived, including the
" types of identifiers and the likelihood of re-identification;
o Tt;we unauthorized person used the protected health information or to whom the
disclosure was made; - _
o Whether the protected health information was actually acquired or viewed
o . The extent to which the fisk to the protected health information has been
mitigated.

The Busipess Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the

" Covered [Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule. .

Business Associate shall make available all of its intemal palicies and procedures, bocks
and records relating to the use and disclosure of PHI received from, or created or
receivedjby the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associales thal receive, use or have
access t:o PHI under the Agreament, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained hergin, including
the duty 'to retum or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be FOhsidered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's Intended business associates, who will be receiving PHI
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pursuarﬁt to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contrac; provisions (P-37) of this Agresment for the purpose of use and disclosure of
protected health information.

Within fjve (5} business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records!, books, agreements, policies and procedures relating o the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to detsrmine
Business Associate's compliance with the terms of the Agreement.

Within tg‘n (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Coverecli Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an

- . amendment of PHI or a record about an individual contained in a Designated Record

Set, the ‘Business Assaciate shall make such PH available to Covered Entity for
amendrqent and incorporate any such amendment to enable Covered Entity to fulfill its

obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI aﬁd information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PH! in accordance with 45 CER Section
164,528

Within ten (10) business days of receiving a written request from Covered Entlity for a
request f'o'r an accounting of disclosures of PHI, Business Associate shall make avallable
1o Covered Entity such information as Covered Entity may require to fulfill its obligations

to-provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164,528,

in the event any individual requests access to, amendment of, or accounting of PHI

. directly from the Business Associate, the Business Associate shall within two {2)

" business, days forward such request to Covered Entity. Covered Entity shall have the

014

responsibility of responding to forwarded requests. However, if forwarding the

individual’s request to Covered Eritity would cause Covered Entity or the Business
Associate to viclate HIPAA and the Privacy and Security Rule, the Business Associate
shail instéa_d respond to the individual's request as required by such taw and notify
Covered Entity of such response as soon as practicable,

Within ten (10) business days of terminalion of the Agreement, for any reason, the

, Business‘Associate shall return or destroy, as specified by Covered Entity, all PHI

received from, or created or received by the Business Associate in connection with the
Agreemet:*nt, and shall not retain any copies or back-up tapes of such PHI. If return or
destmcﬂqn is not feasible, or the disposition of the PHI has been otherwise agreed toin
the Agreqment, Business Assotiate shall continue to extend the protections of the
Agreemerllt, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business
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Assocrale| mamtarns such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered rlznmy that the PHI has been destroyed.

Ohllgaﬂons of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice. of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

Covered Entlty shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
dlsclosedjby Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered ent:ty shall promptly notify Business Associate of any restrictions on the use or
drsclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

e Cause

In addltlor'm to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit . The Covered Entity may either immediately
tem'nnate the Agreement or provide an opportunity for Business Associate to cure the

_alleged breach within a timeframe specified by Covered Entity. If Covered Entity

determrnes that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary

Miscellaneog_s_

ition lato Al terms‘ used, but not otherwise defined herein,
shall have the same meanlng as those terms In the Privacy and Security Rule, amended

. from time to time. A reference in the Agreement, as amended to include this Exhibit I, to

a Sec:tlon| in the Privacy and Security Rule means the Section as In effect or as
amended‘

Amendment. Covered Entity and Business Associale agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law, '

Data Ownership. The Business Associate acknowiedges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Inremreggg'og. The parties agree that any ambiguity in the Agreement shall be resolved
to permitjCovered Entity to comply with HIPAA, the Privacy and Security Rule.
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e. Segreaation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditionis which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable. '

f. Survival Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Department of Health and Human Services Decerr Rumbli-1
The State _ - Name of the Contractor

gnature of Authorized Representative

>
Namfe Authorllzed Representdtiye Name of Authorized Representative
Pive o
Title of Authorlzied Representative Title of Authorized Representative
wholik (s ~

Date . Date
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CERTIFICATION I%EGARD!NG THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
: _ ACT (FFATA) COMPLIANCE

The Federal Funding Accountabllity and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to execunve compensalion and associated first-tier sub-grants of $25,000 or more. If the
 initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
*.$25,000, the awardlis subject to the FFATA reporting requirements, as of the date of the award. '
In accordance with|2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) musi report the {ollowing Information for any .
subaward or contract award subject to the FFATA reporting requirements:
Name of entity | . '
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for granls
Program source
Award title descrlptwe of the purpose of the funding action
Location of the enhly
Principle place ot performance :
Unique identlﬁer of the entity (DUNS #)
0. Total compensatlon and names of the top five executives if.
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.
Prime grant reclpler‘\ts must submit FFATA requnred data by the end of the month, plus 30 days in which
the award or award amendment is made.
The Contractor identlﬁed in Section 1.3 of the General Provisions agrees to comply \mth the provisions of
- The Federal Fundlng Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor’s representative, as identifi ed in Sechons 1:11 and 1.12 of the General Provisions
execute the followmg Certification: ‘
The below named Contracior agrees to provtde needed infnrmalion as oullined above to the NH
Department of Health snd Human Services and to comply with all applicable prowsmns of the Federal
Financial Accounlablllty and Transparency Act.

SeeNOREWN=

' Contractor Name:

Ll P e
Date -—gﬁﬁ Derek Rumbord
. tle: R
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FORM A

As the Contractoridentified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your enlity is:

2. in your business or organization's preceding completed fiscal year, did your business or arganization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, 'sub- -grants, and/or cooperative agreements, and (2} $25,000,000 or. more in annual
gross revenues from U.S. federal contracts, subconlracts, loans, grants, subgrants, andfor
cooperative agreements?

NO ' YES
If the answer to #2 above is NO, stqp.here s
If the answer to ¥2 above is YES, ﬁ!ease answer the follcwing:
3. Does the public have access to information about the compensation of the executives in your

business or organization through pericdic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1834 {15 U.5.C.78m(a), 78o{d}) or section 6104 of the Intemal Revenue Cade of

ol
MV NO ' YES

If the answer|to #3 above is YES, stop here
If the-answer|to #3 above is NO, please answef the following:

4. The names and compensalion.of the five most highly compensated officers in your business or
organization are as follows:

Name: M?_Bm&é‘ Amount: _ o0 S,

!

Name: Amount:
Name: ‘ Amount:
Name: ) Amount:
Name: ' Amount:
' .
Exhibil & - Certification Regarding the Federa! Funding Contractor lniﬂa!.-.'DPE
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"A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. A“Breach" means the loss of control, compromise, unauthorized disclosure,
unauthonzed acquisition, unauthorized access, or any similar term referring to
srtuatlons where persons other than authorized users and for an other than
authorlzed purpaose have access or potential access to personally identifiable
|nfon1tation whether physical or electronic. With regard to Protected Health
,Infor‘mahon Breach” shall have the same meaning as the term “Breach' in section
164.402 of Title 45, Code of Federal Regulations

2. “Computer Security .Incident” shall have the same meaning “Computer Security
Incudent in section two (2) of NIST Publication 800-61, Computer Security Incident .
. Handllng Guide, National Institute of Standards and Technology, U.S. Department -
of Commerce. '

3. -conr idential Information™ or "Confidential Data” means alt confidential information
disclosed by one party to the other such as all medical, health, financial, public
asmstance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. ,

Confidential tnformation also includes any and all information owned or managed by
- -the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performmg contracted
services - of which collection, disclosure, protection, and disposition is govemed by
state‘or federal law or regulation. This information includes, but is not limited to
Protected Heatth Information (PHI), Personal information (Pl), Persona! Financial
Informatlon (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract,

5. "HIPAA" means the Health Insurance Portability and Accountabtllty Act of 1996 and the
regulations promulgated thereunder. .

- 6. "Incident" means an act that potentially vno!ates an explicit or implied security policy,
whlch‘ includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
fi rmware or software characteristics without the owner's knowledge, instruction, or

‘ consent Incidents include the loss of data through theft or device m:splacement loss
or rmsplacement of hardcopy documents, and m|sroutmg of physical or electronic
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maill, ali of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction. '

7. 'Oplen Wireless Network” means any network or segment of a network that is
not,designated by the State of New Hampshire's Department of Information
Teqhnology or delegate as a protected network (designed, tested, and
approved, by-means of the State, to transmit) - ‘will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,

.PHI or confidential DHHS data.

B. “Pegsonal Information” (or “PI") means information which can be used 1o distinguish
or trlacs an individual’s identity, such as their name, social security number, personal
infopnation as defined in New Hampshire RSA 359-C:19, biometric records, eic.,
alone, or when combined with other personal or identifying information which is linked
or Iipkable to a specific individual, such as date and place of birth, mother's maidén
name, etc.

9. _“Prlyacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United

States Department of Health and Human Services.

10. "Prqtected Health Information” (or 'PHI-"-) has the same meaning as provlded in the
-deﬁr\ﬂtion of *Protected Health information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103. ' ;

. "Segurity Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. = - '

12. "Unsecured Protected Health Information” means Protected Health Information that is
not :secured by a technology standard that renders Protected Health Information
unu§able. unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by

the American Nationa! Standards Institute.

l. RESPONSIBILITIES CF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.
f
1. The|Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
Incldding but not limited te all its directors, officers, employees and agents, must not
use,|disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The|Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, In response to a
subpoena etc., without first notifying DHHS so lhat DHHS has an opportunity to
consent or object to the disclosure.

3 If DHIHS notifies the Contractor that DHHS has agreed to be bound by additional
restncuons over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
_eddltlonal restrictions and must not disclose PHI in violation of such additional

restricf'aons and must abide by any additional security safeguards

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
© User Tnusl only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any o‘ther purposes that are not indicated in this Contract.

‘6. The Contractor agrees to grant access to the data to the authorized representatlves
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

IIl. METHODS OF SECURE TRANSMISSION OF DATA

1. Apphcatlion Encryption. f End User is transmitting DHHS data contammg
Confi dentral Data between applications, the Confractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
appl]catton s encryption capabilities ensure secure transmission via the internet,

2. Computer Disks and Portable Storage Devices. End User may not use computer disks -
or portable storage devices, such as a thumb.drive,"as a method of transmitting DHHS
data.

3. Encrypted Emall. End User may only employ emall to transmit Confidential Data if
email is; encrypted and being sent to and being received by email addresses of
persons|authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmlt Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. |SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
, hosting | services, such as Dropbox or Google Cloud Storage, to transmit
Conﬁde:lmal Dala. '

6. Ground Manl Service. End User may only transmit Confidential Data via certified ground
mail within the continentai U.S. and when sent to a named individual.

7. Laptops| and PDA. If End User is employing portable devices to transmit
Conﬁderlﬂial Data said devices mus! be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open .
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wireless network. End User must employ a virtual private network (VPN) when

-~ remot'ely transmitting via an open wiraless network. .
9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual privale network (VPN) must be

mstallled on the End User's mobile device(s) or laptop from which information will be

transmitted or-accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocal. If
End lleer is employing an SFTP to transmit Confidential Data, End User will
structyre the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). :

11, Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted lo prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data.and any
derivative |in whatever form it may exist, unless, otherwise required by law or permitted
under this/Contract. To this end, the parties must: :

A. Reten tioh

1.. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
dTala and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
pjace to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees 1o provide security awareness and education for its End
Users in support of protecting Depariment confidential information.

4. Tlhe Contractor agrees to retain all electronic and hard copies of Confidential Data

i’T a secure location and identified in section IV. A.2
S. The Confractor agrees Confidential Data stored ‘In a Cloud must be in a

FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have

currently-supported and hardened operating -systems, the latest anti-viral, anti-

hacker, anti-spam, anti-spyware, and anti-mabware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chlef Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Dlsposltion

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
.recovery operations. When no longer in use, electronic media contatnlng State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
In accordance with industry-accepted standards for secure deletion and media
sanitization or otherwise physically destroying the media (for example,
degaussrng) as described In NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National (nstitute of Standards and Technology, U. S.
Cepartment of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
reguIatory and - professional standards for retention requirements will be jcintly
evaluated by the State and Contractor prior to destruction. -

2, Unless otherwise specified, within thirty (30) days of the termination of this
Contract Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. .

3. Unless otherwise specified, within thirty (30) days of the termination of this
- Cantract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping. '

V. PROCEDURES FOR SECURITY

A.‘ Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derwatwe data or files, as follows: .

1. The! Contractor will maintain proper security controls to protect Department
conf dential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
conf dential information throughout the information lifecycle, where applicable, (from

- creatron transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect transmit, or store Department confidential information
where applicable.

4, The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact, State of NH systems and/or
Department confidential information for contractor provided systems

5. The Contractor will provide regular security awareness and- education for its End -
~ Usersin support of protecting Department confidential information.

6. If the Contractor’ will be sub-contracting any core functions of the engagement
supporttng the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific secunty
expectatlons and monitoring compliance to security requirements that at a minimum
match those for the Contractor including breach nottf‘ cation requirements.

7. The Contractor will work thh the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtalning and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior-to.
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsrble for maintaining compliance with the
agreement

9. The Contractor will work with the Departrnent at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
antractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be compieted
annually or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not stare, knowingly or unknowingly, any State of New Hampshire
oerepartment data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
Ieadershlp member within the Department.

11. Data Security Breach Liability. In the event of any secunty breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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12.

13.

the breach, including but not limited to: credit monitoring services, mailing costs and
costs| associated with website and telephone call center services necessary due to
the brieach.

Contrfactor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § $52a), DHHS
Prrvacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 .

-C.F. R Parts 160 and 164) that govern protections for individually identifiable heaith

lnformatlon and as appllcable under State law.

Contiactor agrees to establish and maintain appropriate administrative, technica!, and
phy5|cal safeguards to protect the confidentiality of the Confidential Data and to

. prevent unauthorized use or access to it. The safeguards must provide a level and

14,

18.

16.

scope of security that Is not less than the level and scope of security requirements
establlshed by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps:/www.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology policies, guidelines, standards; and
procurement information relating to vendors. .

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
addmonal emall addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
conf dential Information breach, computer security incident, or suspected breach
Whlch affects or includes any State ‘of New Hampshire systems that connect to the
State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:

a| comply with such safeguards as referenced in ‘Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent dlsc!osure

b. sefeguard this lnformatlon at all times.

c.‘ ensure that laptops and other electronic devices/media containing PHI, P, or
PFl are encrypted and password-protected.

d! send emails containing Confidential Information only if encrypted and being
. sent to and being received by email addresses of persons authorized to
receive such'information.
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. limit disclosure of the Confidential Information to lhe extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card’ keys :
biometric identifiers, efc.).

only authorized End Users may transmit the Confidential Data, including any
derivative files containing personaily identifiable Information, and in all cases,
such data must be encrypted at all times when In transit, at rest, ‘or when
stored on portable media as required in section IV above.

in all other instances Confidential Data must ‘be maintained, used and

" disclosed using appropriate safeguards, as determined by a risk-based
.. assessment of the circumstances involved.’

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compllance of their End Users. DHHS-
reserves the right to conduct onsite inspections to monitor complrance with this
Contracl including the privacy and security requirements provided in herein, HIPAA,
and oth‘er applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance wrth this Contract

. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches wnhm two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report incidents and Breaches involving PH! in
accordance with the agency’s documented Incident Handling and Breach Nolification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
'notw:thstandlng Contractor's compliance with ali applicable obligations and procedures,
Contractor's procedures’ must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information Is involved in Incidents;

a Rep'ort suspected or confirmed Incidents as required in this Exhibit or P-37;

4

Identify and convene a core response group to determine the risk level of Incidents
and [determine risk-based responses to Incidents; and

-~

V4. Last update 04.04.2018 , Extibh K , Contractorinitiats) 6
DHMS Information
Security Requirements u Iy ) I )
Page8olg Date =2~ ¢% —




New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

3. Determine whether Breach notification is required, and, if S0, :dentlfy appropriate
Breach notification methods, timing, source, and contents from among different

ophons and bear costs associated with the Breach notice as well as any mitigation
measﬂxres

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VL. PERSONS TO CONTACT
A. DHHS contact for Data Management or Data Exchange Issues:
DHHSInformationSecurityOffice@dhhs.nh.gov
B. DHHS contacts fqr F’tivacy issues:” -
DHHSPrivacyOfficer@dhhs.nh.gov
C. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov
D. DHHS|contact for Breach notifications: '
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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