
Lori A. Shibinette

Commissioner

Heather M. Moquin

Chief Executive OfTicer

MI^R12'20 Pfi 3:56
STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL

36 CLINTON STREET, CONCORD, NH 03301

603-271-5300 1-800-852-3345 Ext. 5300

Fax:603-271-5395 TDD Access: 1-800-735-2964

www.dhhs.nh.gov

February 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into an agreement with Endur ID, Inc (Vendor # TBD), 8 Merrill Drive Unit 4, Hampton, NH
03842 to provide Patient Identification Bracelets and a Software System in an amount not to
exceed $67,524, effective upon Governor and Executive Council approval through June 30,
2021. 70% General Funds, and 30% Other Funds (provider fees).

Funds are available in the following account for State Fiscal Years 2020 and 2021 with
authority to adjust budget line items within the price limitation and adjust encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-94-09400-8410 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS. HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL. NHH-
FACILITY/PATIENT SUPPORT

State

Fiscal

Year

Class/Account Class Title Job Number
Total

Amount

20^ 102-500731 Contracts for Prog Svc 94025500 $62,955

20y 102-500731 Contracts for Prog Svc 94025500 $4,569

Total $67,524

EXPLANATION

This purpose of this request is to provide materials and software to print reliable
identification wristbands for each patient at New Hampshire Hospital.

Approximately 1,250 individuals will be served on an annual basis once the system has
been implemented at New Hampshire Hospital.

The Contractor will provide a patient identification system and associated software that
will include, but is not limited to:

•  Patient identification (ID) wristbands that can be customized to specifications as
required by the Department.
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• Wristband production software and patient tracking solutions compatible with
NHH's current electronic health records software.

•  Installation of new software and integration with the Department's existing system.

•  Training for Department personnel.

This system will provide improved patient identification with durable, color-coded
wristbands that can be customized with patient information, including a photograph and
prescription information that meet requirements set by the Centers for Medicare and Medicaid
Services and the Joint Commission.

Endur ID, Inc. was selected for this project through a competitive bid process. A Request
for Proposals was posted on the Department of Health and Human Services website from
December 13, 2018 through March 6. 2019. The Department received two (2) proposals. The
Score Summary is attached.

Should the Governor and Executive Council not authorize this request, The Department
may not be able to obtain a patient identification system that meets requirements set by the
Centers for Medicare and Medicaid Services, and may risk losing accreditation from the Joint
Commission.

Area served: New: Hampshire Hospital

Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees).

In the event that Other Funds become no longer available, additional General Funds will

not be requested to support this program.

Respectfully submitted.

Lori A. Shibinette

Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Office of Business Operations
Contracts & Procurement Unit

Summary Scoring Sheet

Patient Identification Bracelets and

Software System
RFP Nam©

Bidder Name

1.
Medirex Systems, Inc.

2.
Endur ID, Inc.

RFP-2019-NHH-03-PATIE

RFP Number Reviewer Names

1. Chad Boutin, Registered Nurse-NHH

Pass/Fail

Maximum

Points

Actual

Points

Daniel Rinden,Business Administrator-

NHH

200 95

Dave Levesque, Business System
■ Analyst

200 181
4. Leslie Pond, Pharmacist-NHH

5. Sean Hollingsworth, IT Manager
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

March 6,2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with Endur ID, Inc., as described below and
referenced as DoIT No. 2019-033.

This is a request for approval to enter into a contract to provide patient identification
bracelets and a software system. This system will provide improved patient identification
with durable, color-coded wristbands that can be customized with patient information,
including a photograph and prescription information that meet requirements set by the
Centers for Medicare and Medicaid Services and the Joint Commission.

The amount of the contract is not to exceed $67,524 and shall become effective upon the
date of Governor and Executive,Council approval through June 30,2021.

A copy of this letter should accompany your Agency's submission to Governor and Executive
Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck

DoIT #2019-033

cc: Bruce Smith, Manager, IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow'

DOIT Template 20200205 VI



FORM NUMBER P-37 (version 5/8/15)

Subject: Patient Identification Bracelets and Software System fRFP-2019-NHH-03-PA'nE^n

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency arid agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mumally agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 Slate Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name

Eodur ID. Inc.

1.4 Contractor Address

8 Merrill Drive, Unit 4

Hampton, NH 03842

l.S Contractor Phone

Number

603-758-1488

1.6 Account Number

05-95.94-102-500731-9400-

8410

1.7 Completion Date

June 30.2021

1.8 Price Limitation

$67,524

1.9 Contracting Officer for Slate Agency
Nathan D. White, Director

1.10 State Agency Telephone Number
603-271-9631 '

1.11 CoatTncto^Signature 1.12 Name and Title of Contractor Signatory

1.1 ̂ Aclg»Ttff6lgement: State of .County of '

On ^ ffP- j ̂0 . before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the person whose name is signed in block 1.11, and acknowledged that s/be executed this document in the capacity
indicated in block 1.12.

1.13.1 Sign^w of Notary Public.or Justice ef tb»Paac>
y/ SHARON. MONETTE

>' Public - New Hampshire
fSeall P^tTCommission Exoires Anril 20. 2021

1.13.2 Name and Title of Notary oi Jujtici. uf the Peace

\3hcLro/n e.
1.14 ' State Agency Signature

M  Date:

1.15 Name and Title of State Agency Signatory

1.16 Approval by theN.H. Department of Administration, Division of Personnel (\f applicable)

By: Director, On:

1.17 Approval byJ^c-Attomey General (Form. Substance and Execution) Of applicable)

1.18 Approv^Tby the Governor and Executive Council ({f applicable)

By: On:

Page I of4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Slate ofNew Hampshire, acting
through the agency identified in block 1.1 ("State"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and ail obligations of the parties
hereunder. shall become effective on the date the Governor '
and Executive Coimcil approve this Agreement as mdicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
i<^reemeot is signed by the State Agency as shown in block
1.14 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limiuilion, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
fu^s. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such fluids become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that

Accoimt are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
ETGtlBIT B which is incorporate herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the conqilete reimbursement to the Contractor for all
expenses, of xsliatever nature inctured by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State

have no liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the ri^t to o£&et from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Not^vithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, stale, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to. civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to'ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Conuiictor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of tUs Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discriminatioiL
6.3 If this Agreement is funded in any part by monies of the
United Stales, the Contractor shall comply with all the
provisions ofExecutive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
reg^ations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afler the
Completion Date in block 1.7. the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a confined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

{"Event of Default"):
8.1.1 &ilure to perform the Services satisfactorily or on
schedule:

8.1.2 failure to submit any report required beretinder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all. of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Defiiult and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days fiom the date of the notice: and if the Event of Defeult is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of (Default

shall never be paid to the Contractor:
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIAUTY/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtamed during the
performance of. or acquired or developed by reason of this
Agreement, including, but not limited to. all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, leners, memoraiKia. papers, and documents,
ail nhether finished or unfinished.

9.2 All data and any property nhich has been received fiom
the Slate or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 -A or other e.xisting law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifieen (15) days afier the date of
termination, a report ('Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including (he ̂ te of termination. The form, subject
matter, content, and number of copies of the Termination
Repoii shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,

indemniiy and bold harmless the Stale, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties a^rted against the State, its officers
and employees, by or on behalf of any person, on account of.
based or resulting fî m, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $l,(XX),()00per occiurence and S2,000.000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amoumt not
less than 80Vo of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and iss^ by insurers licensed in the State of New
Hampshire.

of 4 AContractor Initials .

Date



!4.3 The Cootnictor shall furnish lo the Contracting Ofilcer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewalfs) of insurance required uiuler this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certi£icate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting OfiGcer identified in block 1.9, or bis
or her successor, no less than thirty (30) days prior written
notice of cancellation or modiGcation of the poGcy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certiGes and warrants that the Contractor is in compliance with
or exempt from, the requirements ofN.H. RSA chapter 28 UA
("Workers' Compensation ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identiGed in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Woikers' Compensation
premiums or for any other claim or beneGt for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof afler any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any noGce by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only aGer approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant lo
State law, rule or policy.

19. CONS'raUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State ofNew Hampshire, and is binding upon and
inures to the beneGt of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings througbout the Agreement
are for reference ptuposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABELTTY. In the event any of the provisions of
this Agreement are held by a court of competent jiuisdiction to
be contrary to any state or federal law, the remaining
provisions of this A^eement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be e.x^ted in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relaGng hereto.
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STATE OF NEW HAMPSHIRE
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF TOALTH AND HUMAN SERVICES

PATIENT IDENTmCATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS Al^ DEFINrnONS ' ■

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a Deliverable
has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by the
State that describes at a minimum, the specific Acceptance process,
criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist, in the application
Software or the System

Access Control Supports the management of permissions for logging onto a computer or
network '

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back of a
document

Audit Ti all Capture and
Analysis

Supports the identiHcation and monitoring of activities within an
application or system

Authorized Persons The Contractor's employees, c6ntra«ors, subcontractors or other agents
who need to access the State's personal data to enable the Contractor to
perform the services required.

CertUlcatlon The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as applicable)
that the Vendor has completed development of the Deliverable and
certified its readiness for applicable Acceptance Testing or Review.

Change Order Formal dociOTenlation prepared for a proposed change in the
Specifications.

Completlou Date 'End date for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure imfier the Contract

Contract This A^eement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as specified
in the Contract Documents.

Contract Agreement Fart 1, 2, and 3.. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including but not
limited to, the successftil Contract completion, tennination for
convenience, or termination for default.

2019-03 3 IT Provision
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Documents Documents that comprise this Contract (See Contract Agreement, Section
l.I)

Contract Managers The persons identified by the Stale and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited to
processing Contract Documentation,. obtaining executive approvals,
tracking costs and payments, and representing the parties in all Contract
administrative activities. (See Section 4: Contract Mouazement)

Contract Piice The total, not to exceed amount to be paid by the State to the Contractor
for product and services described in the Contract Agreement. This
amount is listed in the General Provisions Section 1.8 fP-37).

Contractor The Vendor and its employees, subcontractors, agents and affiliates who
are providing the services agreed to under the contract.

Contracted VendorA'^cndor The Vendor whose proposal or quote was awarded the Contract with the
State and who is responsible for the Services and Deliverables of the
Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes Data from
a legacy system and successfully converts it to a form that can be used by
the new System.

Care Peilod The thirty (30) day period following written notification of a default
wthin which a contracted vendor must aire the default identified.

Custom Code Code developed by the Vendor specifically for this project for the State
of New Hampshire

Custom Software Sofhvare developed by the Vendor specifically for this Project for the
Slate ofNew Hampshire

Data State's records, files, forms, Data and other documents or information, in
either electronic or paper form, that will be used /converted by the Vendor
during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that results in the
use, disclosure or theft of the State's unencrypted non-public data.

DBA Database Administrator

Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a Deliverable,
the Soft\vare, or the System, not conforming to its Specifications.

Class A Deficiency - Sojhvare - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software • Services were inadequate and
require re-perfomiance of the Service.

Class B Deficiency-Soyhrore - important, does not stop operation and/or
there is a work around and user can perform tasks; Written Dociwientation
- portions of information are missing but not enough to make the

2019:033 IT Provisions
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document unintelligible; Non Sojhyare - Services were deficient, require
reworidng, but do not require re-performance of the Service.

Class C Deficiency - Sofiware - minimal, cosmetic in nature, minimal
effect on System, low priority and/or user can use System; WrUteu
Documentation • minimal changes required and of minor editing nature;
Non Sofhyare - Services require only minor reworking and do not require
re-performance of the Service.

Deliverable A Deliverable is any Written, Software, or Non-Software Deliverable

(letter, report, mtmual, book, other), provided by the Vendor to the State
or under the terms of a Contract requirement.

Department of iDformatlon

TecbDoloev fDoIT)

The Department of Information Technology established under RSA 21 -R
by the Legislature effective September 5,2008.

Documentation All information that describes the installation, operation, and use of the
Software, either in printed or electronic format.

Digital Slgoattire Certification that guarantees the unaltered state of a file, also,known as
"code signing."

Effective Dote The Contiuct and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the State

of New Hampshire approves the Contract .

Encrvptlon Supports the transformation of data for security purposes
Enbaocements Updates, additions, modifications to, and new releases for the Soft\vare,

and all changes to the Documentation as a result of Enhancements,
including, but not limited to, Enhancements produced by Change Orders

Firm FUed Pilce Contract A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor's cost experience in
perfomiing the Contract ,, .

Fully Loaded . . Rates are inclusive of all allowable expenses, including, but not limited
to: meals, hotel/housing, airfare, car rentals, car mileage, and out of
pocket expenses

Governor and Executive

Council

The New Hampshire Govemor and Executive Council.

Identification and

Authentication

Supports obtaining information about those parties attempting to log on
to a system or application for security purposes and the validation of
those users

Implementation The process for making the System fully operational for processing the
Data.

Iinplemeutatlou Plan Sets forth the ftansition from development of the System to full
operation, and includes without limitation, training, business and
tecluiical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, u-ansmitting, sharing, and sensing of information

2019-033 IT Provisions
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including, but not limited to, Data processing, computing, information
systems, telecommunications, and various audio and video technologies.

Input Valldatloo Ensure that the values entered by users or provided by other applications
meets the size, type and format expected. Protecting the application from
cross site scripting, SQL injection, buffer overflow, etc.

luti'usloo Detection Supports the detection of illegal entrance into a computer-system
Invoklne PartY In a dispute, the party believing itself aggrieved.
Key Project Staff Personnel ideniiCed by the State and by the Conu-actor as essential to

work on the Project.

Licensee The State of New Hampshire
Non Exclusive Conti'act A contract executed by the State that does not restrict the State from

seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Inforniatlon Data, other than personal data, that is not subject to distribution to the
public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is exempt
by statute, ordinance or administrative rule from access by the general
public as public information.

Noo-Soft^vare Deliverables Deliverables that are not Software Deliverables or Written Deliverables,
e.g., meetings, help support, services, other

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday througli
Friday excluding State of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President's Day, Memorial
Day, July 4*'', Labor Day, Veterans Day, Thanksgiving Day, the day after
Thanksgiving Dav. and Christmas Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to begin
work on the Contract on a given date and time

Open Data Formats A data format based on an underlying Open Standard.
Open Source Softivare Sofhvare that guarantees the user unrestricted use of the Sbftwwe as

defined in RSA 21 -R: 10 and RSA 21 -R: 11.

Open Standards Specifications for the encoding and transfer of computer data that is
defined in RSA 21 -R: 10 and RSA 21 -R: 13.

Operating System System is fully functional, all Data has been loaded into the System, is
available for use by the State in its daily operations.

Operational The System is operating and fully functional, all Data has been loaded;
the System is available for use by the State in its daily operations, and
tlie State has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a conflict
or ambiguity. A term or condition in a document controls over a
conflicting or ambiguous term or condition in a document that is lower
in the Order of Precedence

Pei'sonal Data Data that includes information relating to a person that identifies the
person by name and has any of the following personally identifiable
information fPlI): government-issued identification numbers (e.g.,

2019-033 IT Provisioo5j;;;,Part 2
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-

Social Security, driver's license, passport); financial account
information, including account number, credit or debit card numbers; or
protected health information (PHJ) relating to a person.

Project The planned undertaking regarding the.entire subject matter of an RFP
and Contract and the activities of the parties related hereto.

Project Team The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required such
that the Services are procured in accordance with the Work Plan on time,
on budeet and to tlie required specifications and quality

Project ManagemeDt Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers The persons identified \vbo shall function as the State's and the Vendor's
representative with regard to Review and Acceptance of Contract
Deliverables, invoice sign off, and review and approval of. Change
Requests (CR) utilizing the Change Control Procedures (CCP)

Prelect Staff State personnel assigned to work with the Vendor on the Project
Proposal The submission from a Vendor in response to the Request for a Proposal

or Statement of Work

Protected Health

iDrorniatioo ̂ HI)
Individually identifiable health information transmitted by
electronic media, maintained in electronic media, or transmitted or
maintained in any other fomi or medium. PHI excludes education
riecords covered by the Family Educational Rights and Privacy Act

. (FERPA), as amended, 20 U.S.C. 1232g, records described at 20
U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether fixes to
Defects have caused errors elsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance
Review Period The period set for review of a Deliverable. If none is specified then the

Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule The dates described in the Work Plan for deadlines for performance of
Services and otlier Project events and activities under the Contract

Security Incident The potentially unauthorized access by non-authorized persons to
personal data or non-public data the Contractor believes could •
reasonably result in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within the possession
or control of the Contractor. A security incident may or may not turn
into a data breach.

2019-033 IT ProvisionsAP
Contractor Initials:

art 2

Date: d-l\^ko

Page 7 of 33



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Se»*\1ce Level Agreement
(SLA)

A sighed agreement between both the State and the Contractor that is
subject to the terms and conditions in this document that unless
otherwise agreed to includes (1) the technical service level performance
promises, (i.e. metrics for performance and intervals for measure), (2)
description of service quality, (3) identification of roles and
responsibilities, (4) security responsibilities and notice requirements,
(5) bow disputes are discovered and addressed, and (6) any remedies for
performance failures.

Seivlce The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Cootractor The vendor and its employees, subcontractors, agents and aHiliates who
are providing the services agreed to under the contract.

Software All custom Software and COTS Software provided by the Vendor under
the Contract

Soft>vare-as-a-SeiTice (SaaS) The capability provided to the State to use the Contractor's applications
running on a cloud infhistructure. The applications are accessible from
various client devices through a thin-client interface such as a Web
browser (e.g.. Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure including
network, servers, operating systems, storage or even individual
application capabilities, with the possible exception of limited user-
specific application confieuratlon settings.

Software Deliverables Sofhvore and Enhancements

Software License Licenses provided to the State under this Contract

Solution The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and terms
of the Contract Specifications. The off-the-shelf Sofhvare and
configured Software customized for the State provided by the Vendor in
response to this RFP.

Speclflcations The written provisions that set forth the requirements which include,
without limitation, this RFP, the Proposal, the Contract, any performance
standards. Documentation, applicable State and federal policies, laws and
regulations, State technical standards, subsequent. State-approved
Deliverables, and other Specifications and requirements described in the
Contract Documents. The Specifications are, by this reference, made a
part of the Contract as though completely set forth herein.

State STATE is defined as:

State of New Hampshire
Department of Health and Human Services
129 Pleasant St.

Concord, NH 03301
Reference to the term "State" shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives ofa Project. The Statement of Work also defines a high level
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view of the architecture, perfonmnce and design requirements, the roles
and responsibilities of the State and the Vendor. The Contract
Agreement SOW defines the results that tlie Vendor remains responsible
and accountable for achieving.

State's CoDfldeotlal Records State's information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chanter 91-A

State Data For SaaS applications means all data created or in any way originating
with the State, and all data that is the output of computer processing of
or other electronic manipulation of any data that was created by or in any
way originated with tlie Stale, whether such data or output is stored on
the State's Hardware, the Contractor's hardware or exists in any system
owned, maintained or otherwise controlled by the Slate or by the
Contractor.

State Fiscal Year (SFY) The New Hampshire Slate Fiscal Year extends from July 1" through June
30'*' of the following calendar year

State IdentUled Contact The person or persons designated in writing by the State to receive
security incident or breach notification.

State's Project Manager

(P^D

State's representative with regard to Project management and twhnical
matters. Agency Project Managers are responsible for review and
Acceptance of specific Contract Deliverables, invoice sign off, and
Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or owned
by, the Vendor, which is performing Services under this Contract under
a separate Contract with or on behalf of the Vendor

System Ail Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications. \

TBD To Be Determined

Tecbnicnl Autborlzatlou Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a new
assignment; and (3) not change the tenns, documents of specifications of
the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts and reports
for the test results as well as a tracking mechanism.

Terra Period of the Contract from the Effective Date through termination.

Traustlion SeiTlces Services and support provided when Contractor is supporting System
changes.

UAT User Acceptance Test

2019-033 IT Provision
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Unit Test Developers create their own test data and test scenarios to verify the code
they have created or chansed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with the
scope of the Project.- They create/develop lest cases to confirm the
System was developed according to specific user requirements. The test
cases and scripts/scenarios should be mapped to business requirements
outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract witli the
State and who is responsible for the Services and Deliverables of the
Contract.

VeiiflcatloD Supports the confirmation of authority to enter a computer system,
- application or network

Walk Tlirougb A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours Vendor personnel shall work normal business horn between 8:00 am
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding State
of New Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.

Work Plan The overall plan of activities for the Project created in accordance with
the Contract. The plan and delineation of tasks, activities and events to
be performed and. Deliverables to be produced under the Project as
specified in Appendix C. The Work Plan shall include a detailed
description of liie Schedule, tasks/activities, Deliverables, critical events,
task dependencies, and the resources that would lead and/or participate
on each task.

Written Deliverables Non-Software written deliverable Documentation (letter, report, manual,
book, other) provided by the Vendor either in paper or electronic format.

2019-033 IT ProvisiOQS -jh^ 2
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INTRODUCTION

This CoDtracl is by and between the State of New Hampshire, acting through New Hampshire Department
of Health and Human Services ("State" or "Department"), and Endur ID, Inc., a New Hampshire
Corporation, ("Contractor"), having its principal place of business at 8 Merrill Drive, Unit 4 Hampton, NH
03842.

The Contractor shall provide a patient identification system, which must include, but is not limited to:
1. Vendor part number SM-1 -LA patient identification (ID) wristbands that can be customized to

specifications as required by the Department.

2. IDMX wristband production software that is compatible with the Department's current
Netsmart/Avatar system, including on site installation of IDMX wristband production software at
New Hampshire Hospital.

3. Training for each staff member on use of the system.

4. Endur ID Secur Trac software.

5. Installation of the IDMX production soft^vare and ENDUR ID Secur Trac software at New
I Hampshire hospital, as directed by the Department.

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
"handheld scanning devices", which must have the ability to communicate with Endur ID Secur
Trac software, and exchange and upload data

RECITALS

Whereas the Department desires to have the Contractor provide patient identification bracelets and a
software system and associated services for the Department;

Whereas the Contractor wishes to provide patient identification bracelets and a software system;

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2019-033) is comprised of the following documents:

A. Part 1 - Form P-37 General Provision
B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule

2019-033 IT Provisions 2 PageIlof33
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Exhibit C-Special Provisions

Exhibit D- Administrative Services
Exhibit E-Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H-Requirements . '
Exhibit I-Work Plan

Exhibit J- Software Agreement
Exhibit K-Warranty and Warranty Services
Exhibit L-Training Services

Exhibit M- Agency RFP with Addendums, by reference
Exhibit N-Vendor Proposal, by reference.

Exhibit 0- Certificates and Attachments, DHHS Standard Exhibits C-K

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern; . ^ .

a. State of New Hampshire, Department of Health and Human Services Contract
Agreement 2019-033, including Parts 1,2, and 3. ^ ^

b. State of New Hampshire. Department of Health and Human Services. RHP-2019-NHH-
03-PATIE

Vendor Prt)posal Response to R5P-2019-NHH-03-PATE doted March 5,2019.c.

2. CONTRACT TERM - c r „
The Contract and all obligations of the parties hercunder shall become effective after ful
execution by the parties, and the receipt of required governmental approvals, including bui not
limited to. Governor and Executive Council of the State of New Hampshire approval f Effective
Date")-

The Contract shall begin on the Effective Dale and extend through lime 30, 2021.,

The Contractor shall commence work upon issuance of a Notice to Proceed by the Department.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1. P-37. Block 1.8 Price Limitation, method of payment, and tc^s of
payment are Identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

2019-033 rrProvisioiis^^rt 2 Page 12 of 33
Contractor Tnitlals: —
Date: ^



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT roENTIFICATlON BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal, the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to. the fault of the
Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated effons of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

A1 Larose

CEO

EndurID

8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488x111

alarose@endurid.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the Slate. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks^ and an interview. The State may require removal or
reassigimient of the Contractor's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State's satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
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Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
Contractor's Project Manager must work diligently and use his/ her best efforts on
the Project.

4.2.3 The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of tlie Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor's Project Manager within ten (10) business
days of the departure of the prior Contractor's Project Manager, and the Contractor
shall continue during the ten (10) business day period to provide competent Project
management Services throu^ the assignment of a qualified interim Project
Manager.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and piusue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

4.2.5 CONTRACTOR Project Manager is:
Jose Munoz

IT Project Manager
EndurID

8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488x113

jmunoz@endurid.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP-2019-NHH-03-PATIE. The Stale may conduct reference and
background checks on the Contractor's Key Project Staff. The State reserves tlie
riglit to require removal or reassignment of the Contractor's Key Project Staff who
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are found unacceptable to the State. Any background checks shall be performed in
accordance with General Provisions Section 4.6: Background Checks.

4.3.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written Justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Contractor's Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix C:
System Requirements and Deliverables and be subject to reference and background
checks described in Contract Agreement- General Provisions, Section 4.6: Reference
and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor's replacement Project staff.

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Staff:

Key Title
Member(s)
Joe Tinson Project Manager

Jeff Bagley Regional Sales Manager

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as tlie State's representative with
regard to Contract administration. The State Contract Manager is:

Dan Rinden

Business Administrator in

36 Clinton Street

Concord, NH 03301
603-271-5512

603^271-5969

Daiiiel.Rinden@dhlis.nh.gov
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4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include the
following;

a. Leading the Project;
b. Engaging and managing all Contractors; ' .
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-ofTs;
r. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Sean HoLlingsworth
DOrr IT Lead NHH

36 Clinton Street

Concord, NH 03301
603-271-5752

Sean.P.Hollingsworth@doit.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otber^vise convicted of any felony or
misdemeanor offense for which incarceration for up to I year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement -
General Provisions-Section 11: Use of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESFONSIBILITrES

The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardjess of whether or not.p subcontractor is used.

The Contractor-may subcontract Services subject to the provisions of the ConU^act, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all conbuctual matters,
including payment of any and all charges resulting from the Contract.
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5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the Department with the Deliverables and Services in accordance with
the time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND \VRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in,writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the Stale's receipt of the Contractor's written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the nature
and class of the Deficiency and the'Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no period for the Contractor's correction of the Deliverable is
identified, the Contractor shall correct tlie Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review tlie Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected,
or immediately terminate the Contract, declare the Contractor in default, and pursue its remedies at
law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Sofhvare Testing and Acceptance shall be performed as set forth in tlie Test Plan and more
particularly described in Exhibit F: TestingServices.

6. SOFTWARE

The Contractor shall provide the State with access to tlie Sofhvare and Documentation set forth in the
Contract, and particularly described in Exliibit J: Sojhvare Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D; Administrative Ser\'ices.
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7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the Slate with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit 0: System Maintenance and
Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor, shall provide the State witli a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work Plan.
The Contractor shall update the Work Plan as necessary, but no less than every t^vo weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks.
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is incorporated
herein by reference.

Unless othenvise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the Stale for damages resulting from the Contractor's failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify tlie State in witing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the State
causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.
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In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend
on a day-to-day basis.

Not\vithstaiidiQg anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the Work"
Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five (5)
business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by witten Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor's requested Change Order witliin five (5) business days. The State Agency, as well as
tlie Department of Information Technology, must approve all Change Orders in \yriting. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the Slate.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shah remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Sofhvare modifications developed
in connection with performance of obligations under the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and all

■  performance enhancing operational plans and the Vendors' special utilities. The Contracted
Vendor shall license back to the Slate the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and Documentation developed under the Contract.

Provisions 4 Pa

afja's:
2019-033 IT Provisions ,1 fart 2 Page 19of33
Contractor Init

Date;



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - EVFORMATION TECHNOLOGY PROVISIONS

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
Uiat are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purclwsed with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demand
or upon termination of tliis Agreement for any reason. The Contractor shall not access State user
accounts or State data, except (1) in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or (4) at the State's written
request.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, toe Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of toe deliberate memorization of the State Confidential Information by toe Contractor employees
or third party consultants engaged by toe Contractor.

Without limiting the foregoing, toe parties agree that toe general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to toe'following: records of ̂and juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, exaniination for employment, or
academic examination and persormel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature.

10.4 STATE VVEBSITE.COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all Data
and information, shall remain with toe State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or infomiation shall, where applicable, display the Slate's copyright.
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10.5 CUSTOM SOFTWARE SOURCE CODE

la the event that the State purchases software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section does not apply to the Contractor's

. proprietary software code.

10.6 SURVIVAL

This Contract Agreement Section 10: Iiitelleciiiol Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE'S DEFORMATION

In performing its obligations under the Contract, the Conhactor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure imder New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings ('see e.g. RSA Chapter 91-A; 5 Exemptions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INF6rMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations. Confidential Infomiation shall
not include information which: (i) shall have other\vise become publicly available otlier than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to Uie
receiving party on a non-confidential basis fi-ora a source other than the .disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by tlie receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Infomiation to tlie extent
required by an order of a court of competent jurisdiction.

Any disclosure of tlie State Confidential Information shall require the prior written approval
of the State. The Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any effort tlie State
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undertakes to contest the request, subpoena or other legal process, at no additional cost to the
Slate.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall inunediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunciive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Sofhvare and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of tlie identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor's information, at no additional expense to the Slate. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a coiirt order enjoining the
disclosure, the Slate shall release the information on the date specified in the State's notice
to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 11, Use of State's Infomiation, Conjideutialit)', shall
sur\'ive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and reflations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement-P-37, General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor's liability to the State shall not exceed two times (2X) the total Contract price set
forth in Contract Agreement - P-37, General Provisions, Block 1.8.
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Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement-General Provisions Section
13; Indenini/ication and confidentiality obligations in Contract Agreement-P-37, General
Provisions Section II: Use of State's In/oniiafioh, Confidentiality', which shall be unlimited.

12.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which iimnunity is hereby reserved to the
State, This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL

This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION

""This Section 13 shall ̂ rvive the termination or.Contract Conclusion. '

13.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder ("Event of Default")

a. Failure to perform tlie Services satisfactorily or on schedule;
b. Failure to submit tmy report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

a. Unless otherwise provided in the Contract,, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, witliin thirty (30) days from the date of notice,
unless otherwise indicated within by the Slate ("Cure Period"). If the Contractor
fails to cure the default within the Cure Period, the Stale may terminate the Contract
effective two (2) days after giving the Contractor notice of temiination, at its sole
discretion, treat tlie Contract as breached and pursue its remedies at law or in equity
or both.

b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would othenvise accrue to the Contractor during the period
from the date of such notice until such time as the State determines that the

Contractor has cured the Event of Default shall never be paid to the Contractor.
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c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and the
Contractor shall be iiable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall cure
the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance .with Contract Exhibit B, Price and Pa}'iiient Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by \vritten notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of tlie conflict of interest,
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13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event ofa default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to tlie State any property, including
without limitation. Software and Written Deliverables, for such jjart of the Contract as
has been terminated.

13.4.2 After receipt of a notice of tennination, and except as otherwise directed by the State, the
Contractor shall:

a. The State shall be entitled to any post-termination assistance generally made available
with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA,

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after teiminatioh, terminate its
orders and subcontracts related to the work which has been terminated and settle all

outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of tliis Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

1. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

•  10 days after the effective date of termination, if the termination is in
accordance with the contract period

•  30 days after the effective date of termination, if the temiination is for
convenience

•  60 days after the effective date of termination, if the termination is for cause
2. After such period, the Contractor shall have no obligation to maintain or provide

any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.
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f. Transfer title to the State and deliver in the manner, at the times, and to the extent
dir^ted by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure

<  disposal of State data;

h. The Contractor sh'all securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the Slate. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NlST)-approved methods. Certificates of destruction shall
be provided to the State.

i. Provide written Certification to the State that tlie Contractor has surrendered to the

State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
fiiU remaining tenn of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or inunediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not asrign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any a'ttempted transfer, assignment, delegation, or other transfer made
without the State's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates. Subcontractors, or otlier transferees ("Assigns") are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the. Contract from the Effective Date. In tlie absence of a written assmnption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor tliat may arise from any event of default of the provisions
of tlie contract. The State shall consider the Contractor to be tlie sole point of contact with regard to ail
contractual matters, including payment of any and all charges resulting from the Contract.

\
j

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 15: Change of
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OwTtership, tbe State shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute {other than an action seeking
injunctive relief with respect to intellecttial property rights or Confidential Information), tlte party
believing itself aggrieved (the 'Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolution Responsibility aud Schedule Table

ILEyEL.'v' endUr-^ing:- .
V V ' •

•STATE; ' •

r  - • 't.

iCUMUIiATIVF.

Iallotted\ :
'.time: ■ •

.-PriiiTai-y Joe Tmson

Project Manager
Sean Hollingwoith
State Project
Manager (PM)

S Business Days

Jose Munoz

IT Project Manager
Lori Shibinette

CEO New

Hampshire Hospital

10 Business Days

♦Secpu'd} )■;,
r

5"",

Al LaRose
Chief
Executive Officer

Kerrin A. Rounds
Acting
Commissioner

15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the otlier party. .

17 SAAS GENERAL TERMS AND CONDITIONS

I7.I COMPUTER USE
In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
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equipment, Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
Information without having the express authority to do so.

c. That at no lime shall the Contractor access or anempi to access any information in a
manner inconsistent with the approved policies, procedures, and /or a^eements relating
to system entry/access.

d. That all sofhvare licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
ali times the Contractor must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or soft\vare o\vned, licensed, or being evaluated by the Slate, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE

Email and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defmed as "internal Email
systems" or "State-funded Email systems." The Contractor understands and agrees that use
of email shall follow State standard policy (available upon request).

17.3 EVTERNET/INTRANET USE
The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract. '

r

17.5 INSURANCE CERTIFICATE
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The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual responsible for the fiinding
of the contracts and his/her address.

17.6 EXmBITS

The Exhibits referred to, in and attached-to the Contract are incorporated by reference as if
fully included in the text.

17^7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit D Section 5:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements,
and Form P-37, General Provisions-Section 9; Data/Access/Confidentiality/Preservation, and
Fonn P-37, General Provisions- Section 10: Termination which shall ail survive the
temiination of the Contract. ,

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be linuted to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at tlie time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR: TO STATE:

ENDURID, INC. STATE OF. NEW HAMPSHIRE
8 MERRILL DRIVE, UNIT 4 DEPARTMENT OF HEALTH AND

HUMAN SERVICES

HAMPTON, NH 03842 ' 129 PLEASANT ST.
TEL: 603-758-1488 CONCORD, NH, 03301
E.MAIL: ALAROSE@ENDURID.COM TEL: (603) 271-9000
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17.11 DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions;

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its o\vn personal data and non-public data of similar kind.

b. All data obtained by the Contractor in the perfomiance of this contract and all personal
data shall be encrypted at rest and in transit with controlled access. Unless otherwise ■
stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless othenvise stipulated, the Contractor shall encrypt all non-public data at rest and
, in transit. The Stale shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

d. At no time shall any data or processes — that either belong to or are intended for the
use of the State or its officers, agents or employees — be copied, disclosed or retained by
the Contractor or any party related to the Contractor for subsequent use in any transaction
that does not include the State.

e. The Contractor shall not use any information collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted to information jechnology systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, except as specified and allowed by the
contract, and then only on devices that are used and kept at its data centers within the
Continental United States. The Contractor shall permit its personnel and Contractors to access
State data remotely only to provide technical support and as specified or required by the
contract;

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall inform the Stale of any security incident or data breach in accordance
withNHRSA359-C.

IT Provisiong^Ja2019-033 IT Provisions^art 2 Page 30 of 33
Contractor

Date:



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTinCATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 2- INFORMATION TECHNOLOGY PROVISIONS

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defmed by law or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State idenliOed conujct immediately as defmed in the SLA.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES

This section only applies when a data breach occurs m\h respect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall inunediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it conCrnts that there is, or reasonably believes that there has been a
data breach, the Contractor shall (1) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

c. Unless bther%vise stipulated, if a data breach is a direct result of the Contractor's breach
of its contract obligation to encrypt personal data or otherwise prevent its release, the
Contractor shall bear the costs associated with:

(1) the investigation and resolution of the data breach;
(2) notifications to individuals, regulators or others required by State law;
(3) a credit monitoring service required by State (or federal) law;
(4) a website or a toll-free number and call center for affected individuals required
by State law NH RSA 359-C: 19-C:20, all not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currently $148 per
record/person) in the most recent "Cost of a Data Breach Study; Global Oveiview"
published by the Ponemon Institute at the time of the Data Breach; and
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(5) complete all corrective actioos as reasonably deteimined by the Contractor based
on root cause; all [(1) through (5)] subject to this Contract's limitation of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS •
The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under this contract, or
which in any way miglit reasonably require access to the data of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited,by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include latency statistics, user access, user access IP address, user
access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terras. The State may
perform this audit or contract with a third party at its discretion and at the State's expense.

17.18. DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprietary information from the redacted version. A Service Orgamzation Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice (to be determined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and perfonnance. A major upgrade is a
replacement of hardware, software or fimiware with a newer or better version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version
number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES
The Contractor shall enforce separation of job duties, require commercially reasonable non-

•  disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perfonrfjob duties.
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17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSXBELnTES AND UPTIME GUARANTEE
The Contractor shall be responsible for the acquisition and operation of all hardware, sofhvare
and network support relai^ to the services being provided. The technical and professional
activities required for establishing', managing and maintaining the environments are the
responsibilities, of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defmed in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with Stale any the Contractor representative who the Stale believes is detrimental to its working
relationship' with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall immediately remove such
individual. The Contractor shall not assign the person to any aspect of the contract or future work
orders without the State's consent.
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PART 3 - EXHIBIT A

• SCOPE OF SERVICES AND CONTRACT DELIVERABLES

Scope of Sei-vlces

1. ProvlsioDS Applicable to All Services

1.1. The Contrnctor agrees that, to the extent future legislative action by the New Hampshire General
Court'or federal or state court orders may have an impact on the Services described herein, the State

. Agency has the right to modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. The Contractor shall provide and install a turnkey solution for patient identification at New
Hampshire Hospital, hereinafter to be called "the project", and have it in a fully functional state no
later than sixty (60) days after the contract effective date.

2. Scope of SeiMces

2.1. The Contractor shall conduct a project kick-ofT meeting, with personnel at New Hampshire Hospital
to be designated by the Department, no less than thirty (30) days from the contract effective date,
which includes, but is not limited to: \ .

2.1.1. A review of the overall project timeline, to be approved by the Department that includes, but
\  is not lirnited to:

2.1.1.1. A schedule of weekly meetings and/or conference calls.

2.1.1.2. A process for delivery of progress reports.

2.1.1.3. A preliminary installation and training schedule, which must include, but is not
limited to:

2.1.1.4. A start date.

2.1.1.5. A completion date.

2.1.1.6. Training dates and times.

2.1.1.7. Identification of workstation, and server, and network requirements for IDMX
software.

2.1.2. A site survey and wireless net\vork assessment, which includes, but is not limited to,
recommendations and price quotations for additional wireless hardware, if required to
support the project installation.

2.1.3. Analysis of hardware and server and network requirements for the project.

2.1.4. A review of the IDMX/Netsmart/Avalar integration process.

2.1.5. Development of a custom wristband template based on the requirements set by the
Department.

2.2. The Contractor shall provide vendor part number SM-l-LA patient identification (ID) wristbands
that can be customiz^ to specifications as required by the Department, including, but not limited to:

State ofNH Contract 2019-033 A I Date: o
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2.2.1. Patient demographic data.

2.2.2. Color-coded medical alerts.

2.2.3. Color-coded risk alerts.

2.3. The Contractor shall provide IDMX wristband production sofhvare that is compatible with the
Department's current Netsraart/Avatar system, including, but not limited to;

2.3.1. A software license that is valid for no less than two and one-half (2-1/2) years.

2.3.2. Connection to the Department's existing Netsmart/Avatar medical records software via HL7
interfacing.

2.3.3. Testing of the software configuration.

2.3.4. Training each staff member to use the system, as required by the Department, which includes
but is not limited to:

2.3.4.1. Secur-Trac training for handheld users, to consist of no less than one (1) class of
sixty (60) to ninety (90) minutes for each work shift, which includes, but is not
limited to:

2.3.4.1.1. Instruction on functions of handheld devices.

2.3.4.1.2. Test scanning activities.

2.3.4.1.3. A hard copy of the handheld device User Guide.

2.3.4.2. Secur-Trac Software training for software administrators, to consist of one (1)
class of (60) to ninety (90) niinutes.

2.3.4.3. IDMX training on the wristband production software and wristband and clasp
application for all users, to consist of no less than one (1) class of thirty (30) to
forty five (45) minutes for each work shift. .

2.3.5. Support services by telephone on weekdays from 8:00 am to 5:00 pm.

2.3.6. Emergency support services 24 hours per day, seven days per week.

2.3.7. Testing of support services.

2.4. The Contractor shall provide and install the Endur ID Secur-Trac software at the direction of the
Department.

2.5. The Contractor shall provide no less than twelve (12) Portable Ruggedized mobile computers,
hereinafter to be called "handheld scanning devices", which must have the ability to communicate
with Endur ID Secur-Trac software, and exchange and upload data.

2.6. Each handheld scanning device provided by the Contractor shall include features and functionality,
, as required by the Department, which include, but are not limited to:

State of NH ConUuct 2019-033
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2.6.1. IP64ratiDg.

2.6.2. User log in requirements, which must include, but is not limited to:

2.6.2.1. Integration with Avatar credentials, or:

2.6.2.2. State of New Hampshire AD single sign-on.

2.6.3. Capability to generate reports in multiple file formats, including, but not limited to:
2.6.3.1. PDF.

2.6.3.2. Excel.

2.6.3.3. HTML. .

2.6.3.4. XML.

2.6.4. A method that allows for replacement or repair of scanner tools supplied dtrough this contract
within 24 hours of notice to the Contractor.

2.7. The Contractor shall install the IDMX software and have it in a fully functional state no later than
sixty (60) days after the contract effective date which includes, but is not limited to:

2.7.1. On site installation oflDMXNvristband production software at New H^pshire Hospital, or
State of New Hampshire Data Center, to be determined by the Department.

2.7.2. Integrating patient identification software with existing Netsmart/Avatar medical records
sofhvare via HL7 interfacing.

2.7.3. TestingofconfigurationofHL7mterfacingportionofibeproject.

2.7.4. Training stafTtp use the system.

2.7.5. Testing of support services.

2.7.6. Installation of IDMX license at a workstation to be designated by the Department.

2.7.7. Installation of color printer, provided by the Department, at a location to be determined by
the Department.

2.7.8. Testing of printer by printing sample wristbands.

2.7.9. Creating system users and setting system privileges for each user as directed by the
Department.

2.7.10. Vendor part number SM-l-LA and consumable items that can produce no less than one
thousand two hundred (1,200) individual patient identification bracelets.

2.8. The Contractor shall install the Seair-Trac soft\vare and have it in a fully functional state no later
than sLxty (60) days after the contract effective date, which includes, but is not limited to:

State ofNH Contract 2019-033 A. Date:
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2.8.1. Customization of Secure-Trac hardware to meet the needs of the Department, to be
determined by the.Department.

2.8.2. Integration with IDMX hardware.

2.8.3. Testing for accuracy of data sharing with IDMX software and hand-held devices.

2.8.4. User set-up for Secur-Trac and handheld devices.

2.8.5. Testing of handheld devices at locations througliout New Hampshire Hospital, as determined
by the Department.

2.8.6. Testing of reporting capability, including generating a test report that includes, but is not
limited to:

2.8.6.1. Patient ID.

2.8.6.2. Location:

2.8.6.3. Date.

2.8.6.4. Time.

2.8.6.5. Attending employee.

2.8.7. Finalization of user training schedule and roll-out date, to be approved by the Department.

2.9. The Contractor shall provide a method to allow for replacement or repair of any scanner tool at any
time, twenty-four (24) hours per day.

3: Pei-formance Measures

3.1. The Contractor shall respond to 100% of requests for service no later than one (1) hour after
receiving the service request.

4. Deliverables

4.1. The Contractor shall provide:

4.1.1. An initial supply of materials to make no less than one thousand two hundred (1,200)
wristbands, to include:

4.1.1.1. Wristband material,

4.1.1.2. Secur-Lok clasps,

4.1.2. A user Guide for IDMX sofhvare and bracelet assembly.

4.1.3. A User Guide for Secur-Lok software.

4.1.4. A User Guide for handheld devices.

General Project Assumptions

State ofNH Contract 2019-033 /i /
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5.1. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contractor's Project Managers will review these tool.s
and templates and determine which ones will be used for the project. Training on these tools and

"  templates will be conducted at the start of each phase in which they will be used.

52. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the Stale a template, table of contents, or agenda for Review and prior approval by the
Slate.

5.3. The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State's Information Technology resources,
information, and services. The Contractor shall provide the State resources, information, and
Services on an ongoing basis, with the appropriate infrastructure and security.controls to ensure
business continuity and to safeguard the conndentialiiy and integrity of State networks. Systems and
Data. '

5.4. The Deliverables are set forth in the Schedule described below in Chart 5.5 By unconditionally
.  accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the

State delects any deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions
thereof.

5.5. Pricing for Deliverables .set forth in Exhibit B: Price ami Paymenf Schedule. Pricing will be
effective for the Term of this Contract, and any extensions thereof.

DELIVERABLES, MILESTONES, AND ACTrVITIES SCHEDULE

Chart 5.5"

Activity, Deliverable, or Milestone
Deliverable

Fype

Projected
Delivery Date

PI ANWrNC AND PROJECT MANAGEMENT

I Conduct Project Kickoff Meeting Non-Software April 9,2020

2 Project Status Reports Written Weekly

3  ,
Work Plan Written April 16, 2020

4

Infrastructure Plan, including Desktop
and Network Configuration
Requirements

Written

April 16,2020

5 Security Plan
Written

April 16.2020

Stale of NH Coniract 2019-033

Exhibit A - Contract Deliverables - Part 3 Coniractor's Initials: ^ mL
Date:

Page 5 of 36



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTrFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

part 3 - EXHIBIT A

SCOPE OF SERVICES AND CONTRACT DELIVERABLES

6  ̂Vristband Template ^Vritten fVprir]6.2020

7 ;nftwnrp. r.onfipuration Plan . ^Vritteh Mav 1. 2020

8
Systems Interface Plan V
md Desien/Capability Vritien - May 1.2020

9 resting Plan vVrilten May 1,2020

10
Comprehensive Training Plan
and Curriculum Written May 1,2020

11 End User Support Plan Written April 28, 2020

12
Documentation of

Operational Procedures Written Aoril 28.2020

INSTAlil?i^ri(
13 Provide Software Licenses if needed Written April 28. 2020

14
Provide Fully Tested Data Conversion
Software Software April 28.2020

15

Provide Software Installed. Configured,
and Operational to Satisfy State
Requirements Software April 28.2020

TESTINGiy^^i:
mmmmmmmmmmimm

16 rnndnr.f Integration Testing Non-Software Anril 30. 2020

17 Conduct User Acceptance Testing Non-Software Aoril 30. 2020

18 Perform Production Tests Non-Software Aoril 30.2020

19
Test In-Bound and
Out-Bound interfaces Software April 30, 2020

20 ,
Conduct System Performance
(■Load/Stress") Testing Non-Software April 30. 2020 .

21
Certificatipii of 3"^ Party Pen Testing and
lApplicalion Vulnerability Scanning. Non-Software Abril 30,2020

SYSTEM-DE wmsmsmmassaiifeiiesas-

22
Converted Data Loaded into Production
Environment Software April 30,2020

)

23

Provide schedule, capacity, and method.
for Backup and Recovery of all
Applications and Data Software Aprir30,2020 ■

Smic of NHConiraci 2019-033
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24 Conduct Training Non-Software April 30, 2020

25 Cuiover to New Software Non-Software May 6,2020

25 Provide Documentation Written May 6,2020

26 Execute Security Plan . Non-Software May 6. 2020

27 . Ongoing Hosting Support Non-Software Ongoing

28 Ongoing Support & Maintenance Software Ongoing

29 Conduct Project Exit Meeting Non-Software May 6,2020

Stale of NH Contract 2019-033
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PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed

Tliis is a Not to Exceed (NTE) Contract for the period between the Effective Date through June 30,2021.
The Contractor shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow the Contractor to invoice the State for the following, activities, Deliverables, or
milestones appearing in the price and payment tables below:

Activity, Deliverable, or Mllestooe
Projected

Delivery Date
Price ■

,

1 Provide IDMX Software License S9,700

2 Provide Secur-Trac Software License
V

S4,890

3

Provide IDMX Software Installed, Configured, and
Operational to Satisfy State Requirements S8,919

4

Provide Secur-Trac Software Installed, Configured,
and Operational to Satisfy State Requirements $11,852

4 Hand Held Scanner Licenses (12) S 1,224-

6

Provide Tools for Backup and Recovery of all
Applications and Data

7 Conduct Training S7,350

'■ • '■ • '-'i
•  ... 'S .... ..»J

8 Handheld Scanners (12) $14,451

9 Ongoing Support and Maintenance $6,178

10 Supplies V , $2,960

TOTAL $67,524

1.2 SAAS Services Pricing Worksheet
Pricing must reflect the payment of maintenance tlirough the Contract end date. Price estimate should
reflect the most optimistic implementation date. Actual payments may differ from the estimate if project
start date slips or if implementation takes longer as this will cause a shorter maintenance period. Table
should be customized to.reflect the project and the cost composing the Contractor's proposal.

. Table 1.4: SAAS Services Pricing Worksheet

Cs>MS!SER^<3ESi:^^:;-:w
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE
\

Software Installation,
Configuration and
Testing

520,771 $20,771

Technical Support,
Maintenance and '

updates

$3,089 $3,089 56,178

Training $7,350 -• 57,350

Hardware 514,451 -
$14,451

Supplies $1,480 $1,480 52,960

Licensing 515,814 SO $15,814

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the mnount indicated
in the P-37 General Provisions Block 1.8 ("Price Limilatioii"). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to ̂ e Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOiaNG

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All invoices.
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submit invoices for Services or Deliverables as permitted by the Contract.
Invoices must be in a format as detennined by the State and contain detailed information, including without
limitation: itemization of each Deliverable and identification of the Deliverable for wliich payment is
sought,\nd the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated
and shall be promptly dispatched.

Invoices shall be sent to:

Financial Administrator

New Hampshire Hospital .
Business Office _

36 Clinton St.

Concord, NH 03301

State of NH Contract 2019-033
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF-HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: httDs://www.Dh.gov/treasurv/state-vendors/index.btm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the Stale arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

State of NH Conlract 2019-033
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
•  PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033 - PART 3

EXHBITC

REVISIONS TO STANDARD CONTRACT LANGUAGE

1. Revisions to Form P-37, General Provisions

1.1. Section 4, Conditional Nature of Agreement, is replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT,

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, includitig without limitation, the continuance of payments, in whole or in part, under this
Agreement are contingent upon continued appropriation or availability of fund.s, including any •
subsequent changes to the appropriation or availability of funds affected.by any state or federal
legislative or executive action" that reduces, eliminates', or otherwise modifies the appropriation or
availability of funding for this "Agreement and the Scope of Services provided in Exhibit A, Scope of
Services, in whole or in part. In no event shall the State be liable for any payments hereunder in'
exce'ss of appropriated or available funds. In the event of a reduction, termination or modification of
appropriated or available funds, the Stale shall have the right to withhold payment until such funds
become available, if ever. The State-shall have the right to reduce, terminate or modify services
under this Agreement immediately upon giving the Contractor notice of such reduction, termination
of modification. The State shall not be required to transfer funds from any other source or account
into the Accouni(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account in,the eycnl funds are reduced or unavailable. •

1.2; Section 10, Termination, is amended by adding the following language:

10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of the State,
30 days after giving the Contractor written notice that the Slate is exercising its option to terminate
the Agreement.

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early termination,
develop and submit to the State a Transition Plan for services under the Agreement, including but not
-limited to, identifying the present and future heeds of clients receiving services under the Agreement .
and establishes a process to meet tho.se needs.

10.3, The Contractor shall fully cooperate with the State and shall promptly provide detailed information to.
support the Transition Plan including, but not limited to, any information or data requested by the
State related to the termination of the Agreement and Transition Plan and shall provide ongoing
cofnrnunicaiion and revisions of the Transition Plan to the State a.s requested.-

10.4 In the event that se^ices under the Agreement, including but not limited to clients receiving services
under the Agreement arc transitioned to having services delivered by another entity including
contracted providers or the State, the Contractor shall provide a process for uriinterrupted delivery of
services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected,individuals about (he
transition. The Contractor shall include the propokd communications in its Transition Plan submitted
to the State as described above. . ,

State of NH Contract 2019-033
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033 - PART 3

EXHIBIT D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates will
be "fully loaded", including, but not limited to: meals; hotel/housing, airfare, car rentals,
car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security systems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the Stale access to all State-owned documents, materials,
reports, and other work in progress relating to tliis RFP. Upon expiration or termination of
the Contract with the State, the Contractor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional cost
to the State. Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contractor shall agree to the conditions of all applicable Stale and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly.and sfufllciently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for

three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of alf litigation, including the termination of all appeals or the
expiration of the appeal period.

State of NH Contract 2019-033 Date; j;
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT2019-033-PART3 ,

EXHIBIT D

ADMINISTRATIVE SERVICES

Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrknack County of tiie Stale of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during tire three (3) year period following termination of the Contract and
one (1) year term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
be excluded from the State's review unless the cost of any other. Services or Eieliverables
provided under the Contract is calculated or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles. The costs applicable to the Contract shall be
ascertainable from .the accounting system and the Contractor shall maintain records
pertaining to the Services and all oilier costs and expenditures.

=: 9U?0
Exhibit D - Administrative Services - Part 3 Contractor's Initials: 'j/jj
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT E

IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project
success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in
accordance witlt the requirements and terms of this Contract.

n. loti oductoi-y Meeting: Participants will include the Contractor's Key Project Staff and
State Project leaders from both Department of Justice and the Department of Information
Technology. This meeting will enable leaders to become acquainted and establish any
preliminary Project procedures.

b. Klckoff Meeting: Participants will include the State and the Contractor's Project Team and
major stakeholders. This meeting is to establish a sound foundation for activities that will
follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor's Project
Manager and the Stale Project Manager. These meetings will be conducted at least bi
weekly and address overall Project status and any additional topics needed to remain on
schedde and within budget. A status and error report from the Contractor shall serve as
the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a
bi-weekly basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the Slate.
Discussion will focus on lessons learned from the Project and on follow up options that the
State may wish to consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
" Background for each status meeting must include an updated Work Plan. Drafting of formal

presentations, such as a presentation for the kickoff meeting, will also be the Contractor's
responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall subniit monthly status
reports in accordance with the Schedule and terras of tliis Contract. All status reports shall be
prepared in formats approved by the State. The Contractor's Project Manager shall assist the State's
Project Manager, or itself produce reports related to Project Management as reasonably requested
by the State, all at no additional cost to the State. The Contractor shall produce Project status reports,
which shall contain, at a minimum, the following:'

1. Project status related to the Work Plan;

2. Deliverable status;

3. Accomplishments during weeks being reported;

State of NH Contract 2019-033
Date
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 ■ EXHIBIT E

IMPLEMENTATION SERVICES

4. Planned activities for the upcoming two (2) week period;

5. Future activities; and

6. Issues and concerns requiring resolution.

7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shaU assist the State in preparing reports and presentaUons, as reasonably requested by
the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor's team will provide training templates as defmed in the Traitiing Plan, which will
be customized to address the State's specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient
time for development of material as fiinctionality is defined and configured. ' ■ .

The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project's Work Plan and tasks,manage and schedule Project staff, track and manage issues,
manage changing requirements, maintain cotmnunication within the Project Team, and report
status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for; the preliminary training plan, the change
management plan, communication approaches, Project standards and procedures finalized,
and team training initiated. Timing will be structured to recognize interdependencies
behveen applications and struchire a cost effective and timely execution. Processes will be
documented, training established, and the application will be ready for Implementation in
accordance with the Work Plan.

2.3 Change Management and Training
The Contractor's change management and training services shall be focused on developing
-change management and training strategies and plans. Its approach relies on State
resources for the execution of the change management and end user training.

State of NH Contract 2019-033
Dale
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBIT F

TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project. The Contractor will also .provide training as necessary to the State staff
responsible for test activities. The Contractor shall be responsible for all aspects of testing
contained in the Acceptance Test Plan including support, at no additional cost, during User
Acceptance Test conducted by the State and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of lest materials will be prepared for
each Sofhvare function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing
the System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall
include planning, test scenario and script development, Data and System preparation for testing,
and execution of Unit Tests, System Integration Tests, Conversion Tests, Installation tests,
Regression tests, Performance Tuning and Stress tests, Security Review and tests, and support of
the State during User Acceptance Test and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified
during test execution. The Contractor shall also correct Deficiencies and support required
re-testing.

1.1 Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing.
The Contractor provided. State approved, Test Plan will include, at a minimum,
identification, preparation, and Documentation of planned testing, a requirements
iraceability matrix, test variants, test scenarios, test cases, test scripts, test Data, t«t phases,
unit tests, expected results, and a tracking "method for reporting achial versus expected .
results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work
Plan and the Contract, State testing will commence upon the Contractor's Project
Manager's Certification, in writing, that the Contractor's own staff has successfully
executed all prerequisite Contractor's testing, along with reporting the actual testing results,
prior to the start of any testing executed by State staff. The State will be presented with a
State approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data, and
expected results.

The State will commence its testing wiUiin five (5) business days of receiving Certification
from the Contractor that the State's personnel have been trained and the System is installed,
configured, complete, and ready for State testing. The testing will be conducted by the State
in an environment independent from tlie Contractor's development environment. The
Contractor must assist the State with testing in accordance with the test Plan and the Work
Plan, utilizing test and live Data to validate reports, and conduct stress and performance
testing, at no additional cost.

State ofNH Contract 2019-033 Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBIT F

TESTING SERVICES

Testing begins upon completion of the Software configuration as required and user training according to
the Work Plan testing ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor must demonstrate that their testing methodology can be integrated with the State standard
methodology.

1.2 System Integration Testing (if applicable)
The new System is tested in integration with other application systems (legacy and service
providers) in a production-like environment. System Integration Testing validates the
integration bet\veen the individual unit application modules and verifies that the new
System meets defmed requirements and supports execution of interfaces and business
processes. The System Integration Test is performed in a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that
the Application integrates with any interfaces! The test emphasizes end-to-end business
processes, and the flow of information across applications (IF APPROPRIATE). It
includes all key business processes and interfaces being implemented, confmns data
transfers with external parties, and includes the transmission or printing of all electronic
and paper documents.

iycuvity^DjscnplidhV .

.' ■" ; '■
/■ ■: • '

Systems Integration Testing validates .the integration bct\veen the t^get
•' application ihodiiles and other systems, and.yerifies that the'new System

meets defined interface requirements and supports execution of busincM
processes.' Tliis test emphasizes end-to-end business processes and the flow

• of information across, the application.- It mcludes"all key business processes
, and interfaces being implemented, confirms data transfers with external
pahieSi and includes the transmission or printing of all electronic and paper

•/documents. ' -

Gpntr8;cJqrtTea'iii>, .

.;y'
v'". , ■

- • . f ake tlTe 'lead -in developing the Systems . Integration Test
, Specifications."" ' - . • .

•  • Work jointly with the State to develop and load tlie data profiles to
r. support'the test Specifications.

• Work joiiitly with the State .to validate components of Ae test
scripts."

'  - " ' ■

■Slatc'Res^duri.biiJli«j

f

*■ Work jointiy .\vith. the'Contractor,.to develop the Systems
Integration'Test Specifications.

• " Work jointly .with the Contractor, to'develop'and load .the data
*  profiles to support the test Specifications.

• Workjoinlly with the Contractpr to validate components of the test
scripts, modifications, ̂ xes and other'System interactions with the
Contractor supplied Software Solution. / " ' , „
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

,  PART 3 - EXHmrr F
TESTING SERVICES

.^orlcP^Jfctj '
Dcscriplioul •. "

• " The Integration-Tested System indicates that all interfaces
•. between the application and the legacy and third-party systems,

■' interfaces, and applications are functioning properly.

•  ■ , " . ' ■

1.3 Conversion Validation Testing (If applicable)
In Conversion Validation Testing, target application functions ore validated.

Activity DescripUon

^  i

I Tbe^conveision validation lest ^buld replicate the entire tidw.of .
- the'converted data through the Software ^lution. As the Software •
'solution" is interfaced, -to, legacy, or. third-par^'
-.'.applications/interfaces, testing verifies that the resulting flow.pf the',
'^converted data throu^ these, inteiTacc points pcrforins correctly^

Contrnctor/I eanif
Respphsibiliti^j i

; For conversions and interfaces, the Contractor s .t'cara wll execute the
;^applicable validation tests and compare exeqition/rcsultsUyith the
l^dociimentedexpectedresuhs*

State'R^pdiisibiljUes • • .Extract and cieanse, if necessary, ̂ e legacy data to be conycrted in the;
/data conversions.' . . • / ■;

Work Product' ' •
Description;.

.  ''

V Validrtion-fcsted Conversion Programs, these programs include
Jcrfnversion programs that have been tested to^verify that the resulting^
^'.converted-legacy data-performs coiTMtly in thc.entire^smte of.the

Ap'plicatioii. ' . / " i

1.4

1.5

Installation Testing
In Installation Testing the application components are installed in the System Test
environment to test the installation routines and are refmed for the eventual production
environment. This activity serves as a dry run of the installation steps in preparation for
configuring the production system.

User Acceptance Testing (UAT)
UAT begins upon completion of the SofKvare configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by
the State.

" The User Acceptance Test (UAT) is a verification process performed in a copy of the
production environment. The User Acceptance Test verifies System functionality against
predefmed Acceptance criteria that support the successful execution of approved business
processes.

UAT will also serve as a perfomiance and stress test of the System. It may cover
any aspect of the hew System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

State of NH Conlmci 2019-033
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHTBIT F

TESTING SERVICES

The results of the User Acceptance Test provide evidence that the new System meets the
User Acceptance criteria as defined in the Work Plan. •

Upon successful conclusion ofUAT and successful System deployment, the State will issue
a letter of UAT Acceptance and the respective Warranty Period shall commence

AcUvity.'DescrijJtibpl,'
t  •» • ' I' ' '

Tlie System User Acceptance Tests verify System functionality against
. predefined Acceptance criteria that siipport the successful execufioh of
- approved processes. ■ " - . •' ' '

•GqntractdrfTMm: .
Rkpomi^iUjiel.

.*>. ^ •

V. .> Provide the State an Acceptance Test Plan and selection of test
scripts for the Acceptance Test.

t  - •.' Monitor the execution of the test scripts 'and Msis't as n«ded
•  during theUser Acceptance Test activities. •. . .

• Workjointly with the State in determining the rcquiied actions']-
for.problemrwolution. • '

SiaTc;ResppristbihIi^s5

. • ' J ' '
*  ' . • '

■ '•• •

. Approve tlie] development of the User Acceptance Test Plan
•  . ' and'the set ofdata for use during the User Acceptance Test.

' Validate the Acceptrincc Test environment.

■ • ,'Execute the test scripts'^d" conduct User Accepiance Test
activities. ■ "

'  ' pocuiiient and sununarize'Acceptance Test results.

•  • - -Workjointly with the Conuiictor in determining Uic required
"  actions for problem resolution. - ] • "

.  • Provide'Acceptance of the validated Systems.

\yqrk*^roducji- ,' . •
Descriplioal '.
-  'L '

t Yhe Deliverable for .User Acceptance Tests is the xJser Acceptance Test
■ Results. These results provide evidence that the new System meets the
; User Acceptance criteria defined in the Work Plaa

1.6 Performance Tuning and iStress Testing

The Contractor shall develop and document hardware and Software configuration and tuning of IDJ^
and Secure-Trac infrastructure as well as assist and direct the State's System Administrators and
Database Administrators in configuring and tuning tlie infrastructure to support the software
tlu-oughout the Project

1.7 Scope

'  The scope of Performance Testing shall be to measure the System level' metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measurement of response rates of the application for end-user transactions and
resource'utilization (of various,servers and net\vork) under various load conditions, these response
rates shall become the basis for changes and retesling until optimum System performance is achieved.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION B^CELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 ■ EXMBIT F

TESTING SERVICES'

Performance testing and tuning shall occur in the fmal production environment and shall use a copy
of the fmal production database to provide the best results.

1.7.1 Test Types

Performance testing shall use two different types of testing to determine the stability of the application.
They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the output is broken down into business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

"1.7.2 Tuning

tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process whereby the application peiformance is maximized. This can be the
result of making code more efficient during development as well as making tuning parameter changes
to the environnient.

1.8 Regtessioh Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during

■  the modification effort, both to verify that the modifications have not caused unintended adverse
effects, and to verify that the modified and related (possibly affected) System components still meet
tlieir specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess tire risks
inherent to the modification being implemented and weigh those risks against tlie lime and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all hinctions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, autlientication and non-repudiation. /

All components of the Soft^vare shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets. Tests shall focus on the technical, administrative
and physical security controls that have been designed into the System architecmre in order to provide
the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the
service components, Test procedures shall include penetration tests and application vulnerability
scanning.

State ofNH Contract 2019-033 ' Date:—
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Senice Component Defines the set of capabilities that;

Identification and

Authentication

Supports obtaining information about those p^ies
attempting to log onto a system or application for
security purposes and the validation of users

Access Control Supports the management of permissions for
logging onto 0 computer or network

Encryption Supports the encoding of data for security purposes
Intrusion Detection Supports the detection of illegal entrance into a

computer system

Verification ^ Supports the confirmation of authority to enter a
computer system, application or net\vork

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,
application and network accounts within an
organi/fltion.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or nenvork

Audit Trail Capture
and Analysis

Supports the identification and monitoring of
activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shaJl, at a minimum, cover each of the service components. Test procedures shall
include 3"* party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the Department of Information Technology for review and Acceptance. Ail Software and
hardware shall be free of malicious code (raalware).

State ofNH ConUTJCt 2019-033
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MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the applicable
program Documentation through the contract end date.

1.1 Contractor's Responsibility

The Contractor shall maintain the System in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are .
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement -

The Stale will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information technology
practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terras and requirements of the Contract, including but
not limited to Sl.l through SI.20 of the Support and Maintenance Requirements in Exhibit H
Requirements, Attachment 1,

2.2 If the Contractor fails to correct a Deficiency within the allotted period of lime stated above,
the Contractor shall be deemed to have committed an Event of Default, and tlie State shall
have the right,,at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to
return the Contractor's product and receive a refund for all amounts paid to the Contractor,
including but not limited to, applicable license fees, within ninety (90) days of notification to
tlie Contractor of the Stale's refund request

2.3 If the Contractor fails to correct a Deficiency within the allotted period of time stated above,
tlie Contractor shall be deemed to have committed an Event of Default, and the Slate shall
have the right, at its option, to pursue the remedies in Part 1, General Provisions, Section 8.

State of NH Contract 2019-033
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•REQUIREMENTS

Project Requirements are hereby incorporated within..

State ofNH Contract 2019-033 Date; _
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SOFTWARE AGREEMENT

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within ten (10) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor's
plan to implement the System. Continued development and management of the Work Plan is a joint effort
on the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the
end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
Contractor's team members), refine the Project's scope, and establish the Project's Schedule. The Plan is
documented in accordance with the Contractor's Work Plan and shall utilize <SOFTWARE TYPE> to
support the ongoing management of the Project.

1. ASSUMPTIONS

A. General

•  The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document
State Staffmg Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.

•  All key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution.

•  /^y activities, decisions or issues taken on by the State that affect the mutually agreed
upon Work Plan timeline, scope, resources, and costs shall be subject to tlie identified
Change Control process.

•  The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles (GAAP).

B. Project Management

•  The State shall approve the Project Management Methodology used for the Project.

•  The State shall provide the Project Team with reasonable access to the State personnel
as needed to complete Project tasks.

•  A Project folder created within the State system shall be used for centralized storage
and retrieval of Project documents, work products, and other material and infonnation
relevant to the success of the Project and required by Project Team members. , This
central repository is.secured by determining which team members have access to the
Project folder and granting either view or read/write privileges. The Contractor's
Project Manager will establish and maintain this folder. The State Project Manager
shall approve access for the State team. Documentation can be stored locally for the

State ofNH Contract 2019-033 Date; ̂
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Contractor and State team on a "shared" network drive to facilitate case and speed of
access. Final versions of all Documentation shall be loaded to the State System.

•  The Contractor assumes'ihat an Alternate Project Manager may be appointed from lime
to time to handle reasonable and ordinary absences of the Project Manager. .

C. Conversions (If applicable)

•  The Contractor Team's proposal is based on the assumption that the State's technical team
is capable of implementing, with assistance from the Contractor's technical team, a subset
of the conversions. The Contractor's Team shall lead the Stale with the mapping of the
legacy Data to the Contractor's applications.

•  Additionally, the Contractor's Team shall:

1. Provide the Slate wilh'Coniractor's application data requirements and examples,
of data mappings, conversion scripts, and data loaders. The Contractor's Team
shall identify the APIs the Slate should use in the design and development of the
conversion. , • . .

2. Provide guidance and assistance with the use of the data loaders and conversion
scripts provided.

3. Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues associated with the development
and Implementation of the conversions.

D. Project Schedule . '

•  Deployment is planned to begin on April 9, 2020 with a planned go-live date of May 6,
2020.

E. Reporting

•  The Contractor shall conduct weekly status meetings, and provide reports that include, but
arc not limited to, minutes, action items, test rcsult.s, and Documentation. ^

F. UserTraining

• The Contractor's Team shall lead the development of the end-user training plan.

•  A train the trtuner approach shall be.used for the delivery of end-user training.

•  The Slate is responsible for the delivery of end-uscriraining.

•  llic State shall schedule and track attendance on all end-user training classes.

0.. Performance and Security Testing

•  The,Contractor's Team shall provide a performance test workshop to identify the key
scenarios to be tested,' the approach arid tools required, and best practices information
on performance testing.

State ofNH Contract 2019-033
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•  The State shall work with the Contractor on all testing as set forth in Contract Exhibit
F - Testing Sen'ices.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities

1) ContractorTeam Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
,  Executives) shall be responsible for advising on and monitoring the quality, of the

Services tlioughout the Project life cycle. The Project Executive shall advise the
Contractor Team Project Manager and the State's Project leadership on the best
practices for implementing the Contractor Software Solution within the State. The
Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2) Contractor Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to
day mianagement of the Project and shall plan, track, and manage the activities of the
Contractor Implementation Team. The Contractor Team Project Manager will have
the following responsibilities:

• Maintain communications with the State's Project Manager;

• Work wiili tlie State in planning and conducting a kick-off meeting;

•  Create and maintain the Work Plan;

•  Assign the Contractor Team consultants to tasks in the Implementation Project according
to the scheduled staffmg requirements;

•  Define roles and responsibilities of all the Contractor Team members;

•  Provide <WEEKLY update progress reports to tlie State Project Manager; .

• Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

•  Review task progress for time, quality, and accuracy in order to achieve progress;
<  '

•  Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a change of scope;

•  Implement scope and Schedule changes as authorized by the State Project Manager and
with appropriate Change Control approvals as identified in the Implementation Plan;

•  Inform the State Project Manager and staff of any urgent issues if and when they arise;.

•  Provide the State completed Project Deliverables and obtain sign-off from the State's
Project Manager.

• Manage handoff to the Contractor operational staff; . .

Slate ofNH Contract 2019-033 Dale: 9/
Exhibit J - Sofhvare A^eeraent - Part 3 Contraclor's Initials;

Page26of36



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AFJD HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBIT J

SOFTWARE AGREEMENT

• Manage Transition Services as needed. ^ .
3) Contractor Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor
Team's understanding of the State business requirements by application, and perform
business requirements mapping:

•  Construct and confirm application test case scenarios;

•  Produce application configuration definitions and configure the applications;

•  Conduct testing of the configured application;

•  Produce functional Specifications for extensions, conversions, and interfaces;

•  Assist the State in the testing of extensions, conversions, and interfaces;

•  Assist the State in execution of the State's Acceptance Test;

•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval
from the State;

•  Assist with the correction of configuration problems Identified during system,
integration and Acceptance Testing; and

•  Assist with the transition to production.

4) Contractor Team Tasks

The Contractor team shall assume the following tasks:

•  Development and review of fiinctional and technical Specification to determine that they are at an
• appropriate level of detail and quality;

•  Development and Documentation of conversion and interface programs in accordance witli functional
and technical Specifications;

•  Development and Documentation of installation procedures; and
•  Unit testing of conversions and interfaces developed; and
•  System Integration Testing.

B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on
the individual State team members will vary depending on the phase and specific tasks of
tlie Implementation. The demands on the Subject Matter Experts' lime will vary based on
the need determined by the State Leads and the phase of the Implementation.

1) State Project Manager

The State Project Manager shall work side-by-side with the Contractor Project
Manager. The role of the State Project Manager is to manage State resources (IF
ANY), facilitate completion of all tasks assigned to State staff, and communicate
Project status on a regular basis. The State Project Manager represents the State in all
decisions on Implementation Project matters, provides all necessary support in the

State ofNHConlmct 2019-033 " Dale:
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conduct of the Implementation Project, and provides necessary State resources, as
defined by the Work Plan and as otherwise identified throughout the course of tlie
Project. The State Project Manager has the following responsibilities:.

•  Plan and conduct a kick-off meeting with assistance from the Connector tearn;

•  Assist the Contractor Project Manager in the development of ai detailed Work Plan;

•  Identify and secure the State Project Team members in accord^ce with the Work
Plan;

•  Define roles and responsibilities of all State Project Team members assigned to the
Project;

•  Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when, required to perform certain
Implementation tasks;

•  Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressed at the Project level;

•  Inform the Contractor Project Manager of any urgent issues if and when they arise;
and

•  Assist the Contractor team staff to obtain requested information if and when
required to perform certain Project tasks.

• Manage handoff to State operational staff;

• Manage State staff during Transition Services as needed.

2) State Subject Matter E\pert(s) (SME)

The role of the State SME is to assist application teams witii an understanding of the
State's current business practices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include tlie following:

•  Be the key user and contact for their Agency or Department; .

•  Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

•  Assist in validating and documenting user requirements, as needed;

•  Assist in mapping business requirements;

•  Assist in constructing test scripts and data;

•  Assist in System Integration, and Acceptance Testing;

•  Assist in performing conversion and integration testing and Data verification;

•  Attend Project meetings when requested; and

Exhibit J -Software Agreement-Pan 3 Contractor's Initials: fM
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•  Assi^ in training end users in the use of the Contractor Software Solution and
the business processes the application supports.

3) State Technical Lead and Architect

The State's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

•  Attend technical training as necessary to support the Project;

•  Assist the State and the Contractor Team Project Managers to establish the
• detailed Work Plan;

• Manage the day-to-day activities of the State's technical resources assigned
to the Project;

• Work with State IT management to obtain State technical resources in
accordance with the Work Plan;

• Work in partnership with the Contractor and lead the State technical staff's
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be expected that the
Contractor will lead the overall effort with support and assistance from the
State; and

•  Represent the technical efforts of the State at WEEKLY Project meetings.

4) State Testing Administrator

The State's Testing Administrator will coordinate the State's testing efforts.
Responsibilities include:

•  Coordinating the development of system, integration, perfomiance, and
Acceptance Test plans;

•  Coordinating system, integration, performance, and Acceptance Tests;

•  Chairing test review meetings;

•  Coordinating the State's team and external third parties involvement in testing;

•  Ensuring that proposed process changes are considered by process owners;

•  Establish priorities of Deficiencies requiring resolution; and

•  Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION

Detail what software is required for the Contractor to perform the activities of the Contract.

State ofNH Contract 2019-033 . Da'e:
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4. CONVERSIONS

A. Conversion Testing Responsibilities

•  The Contractor Team and the State, based on their assigned conversion
responsibilities, as set forth in Contract Exhibit F: Testing Sen>ices shall identify
applicable test scripts and installation instructions, adapt them to the Project
specifics, test the business process, and compare with the documented expected
results. '■

•  The Contractor Team and the State, based on their assigned conversion
responsibilities, shall execute the applicable test scripts that complete the
conversion and compare execution results with the documented expected results.

•  The State is responsible for documenting the technical Specifications of all
programs that extract,and format Data from the legacy systems for use by the
conversion processes.

•  The-Contractor Team and the State, based on their assigned conversion
responsibilities, shall develop and unit test their assigned cpnversions.

•  The State and the Contractor Teams shall jointly conduct System and Integration
Testing, verifying and validating the accuracy and completeness of the
conversions.

•  The State and the Contractor Teams shall jointly verify and validate the accuracy
and completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State.
A. Interface Responsibilities

•  The Contractor Team shall provide the State Contractor Application Data requirements
and examples, of data mappings and interfaces implemented on other Projects. The
Contractor Team shall identify the APIs the State should use in the design and
development of the interface.

•  The Contractor Team shall lead the State with the mapping of legacy Data to the
Contractor Application. .

• . , • The Contractor Team shall lead the review of functional and technical interface
Specifications.

•  The Contractor Team shall assist the State with the resolution of problems and issues
associated with the development and Liiplementation of the interfaces.

•  The Contractor Team shall document the functional and technical Specifications for
the interfaces.

State ofNH Contract 2019-033
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•  The Contractor Team shall create the initial Test Plan and related scripts to Unit Test
the interface. The State shall validate and accept.

•  The Contractor Team shall develop and Unit Test the interface.
%

•  The State and the Contractor Team shall jointly verify and validate the accuracy and
completeness of the interface.

•  The State is responsible for documenting the procedures required to run the interfaces
in production.

•  The State shall document the technical changes needed to legacy systems to
accommodate the interface.

•  The State shall develop and test all legacy application changes needed to accommodate
the interface.

•  The State and the Contractor Teams shall Jointly construct test scripts and create any
data needed to support testing the interfaces.

•  The State is responsible for all data extracts and related formatting needed from legacy
systems to support the interfaces.

•  The State is responsible for the scheduling of interface operation in production.

6. LICENSE GRANT

RESERVED

Stale ofNH Contract 2019-033 Date:
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WARRANTY & WARRANTY SERVICE

1. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software

The Contractor wairants that the Sofhvare, including but not limited to the individual modules or
functions furnished under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the Specifications and Terms
of the Contract.

For any breach of the above Sofhvare warranty, the State's remedy, and the Contractor's entire
liability, shall be;

(a) The correction ofprogram errors that cause breach of the warranty, or i f the Contractor cannot
substantially correct such breach in a commercially reasonable manner, the State may end its
program license if any and recover the fees paid to the Contractor for the program license and
any unused, prepaid technical support fees the State has paid for the program license; or

(b) The re-performance of the deficient Services, or

(c) If the Contractor cannot substantially correct a breach in a commercially reasonable nranner,
the State may end the relevant Services and recover the fees paid to the Contractor for the
deficient Services.

1.3 Non-Iufl'iogement

The Contractor warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software ("Material") provided under this Contract, and that such Services,
equipment, and Sofhvare do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party.

1.4 Vli uses; Destiucttve Piogrammlng

The Contractor warrants that the Sofhvare shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Sofhvare in accordance with the
Specifications.

1.5 Compatibility

The Contractor warrants that all System components, including but not limited to the components
provided, including any replacement or upgraded System Software components provided by the
Contractor to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

1.6 SeiTlces

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with performance standards. Specifications, and terms of the Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract
and any extensions, except for the warranty for non-infringement, which shall remain in effect
in indefinitely.

State ofNH Contract 2019-033 Date:
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1. The Contractor shall provide training for users, of the IDMX software on each work shift, as
determined by the Department. IDMX software training must include, but is not limited to:
1.1. Printing, assembling and attaching wristbands.

1.2. Applying Secur-Loc clasps to wristbands.

1.3. Review of the procedure for disposal of used wristbands.

1.4. A hard copy ofthe IDMX User Guide for each employee designated for training.

2. Classroom training for each designated employee on use of the handheld devices. Training
for handheld devices shall include, but is not limited to:

2.1. Instruction on ftmctions of handheld device.

2.2. Test scanning activities.

2.3. A hard copy of the handheld device User Guide.

3. The Contractor shall provide training for users of tlie Secur-Trac soft\vare on each work shift,
as determined by the Department. Secur-Trac software training must include but is not

. limited to:

3.1. Basic navigation ofthe software at the workstation where it is installed, including, but
not hmited to:

3.1.1. Filtering records.

3.1.2. Sorting records.

3.1.3. Searching records.

3.1.4. How to run a query.

3.1.5.- How to generate, view and print reports.

State of NH Contract 2019-033 Date
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AGENCY RF? WITH ADDENDUMS, BY REFERENCE

Rn»-2019-NHH 03-PATIE Patient Identification Bracelets and Sofhvare System dated
December 13,2018 is hereby incorporated by reference as fully set forth herein.

State ofNH Contract 2019-033 Date
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VENDOR PROPOSAL, BY REFERENCE

ENDUR ID proposal to RFP-2019-NHH 03-PATIE Patient Identification Bracelets and
Software System dated March 6,2019 is hereby incorporated by reference as fully set forth
herein.
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CERTIFICATES AND ATTACHMENTS

Attached are:

A. DHHS Standard Exhibits

State ofNH Contract 2019-033 Date:
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OHHS Standard Exhibits
New Hampshire Department of Health and Human Services

/  Exhibit C

SPPCIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and. in the furtherance of the aforesaid covenants,, the Contractor hereby covenants and
agrees as follows:

1. . Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that.purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Department may request or require. .

4. Fair Hearings: The Contractor understands that all applicants for services hereunder. as well as
individuals declared Ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that ell applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right to a fair
hearing in accordance with Department regulations.

5! Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any SutvContractor or
the State in order to influence the performance of the Scope of Work detailed In Exhibit A of this •
Contract. The State may terminate-this Contract and any sub-contract or sut>-agreement if it Is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or inany
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any Individual prior to the Effective Date of the Contract
and no payments shall be made for expenses Incurred by the Contractor for any services provided
prior to the date on which the Individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.

7. Conditions of Purchase: Notvirithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Departrnent to purchase services
hereunder at a rale which reimburses the Contractor In excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other .third party funders. the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rales shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement In

excess of costs;
exhibit C-Special Provisions Contraclof Inlllals jTj [
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute en Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of Individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE. RETENTION. AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:

8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, end which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
In-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

6.2. Statistical Records: Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (Including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services.

8.3. M^ical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
OfFtce of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by Oie US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, end any of their
designated representatives shall have access to ell reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall retum to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
in connecUon vrith the performance of the services and the Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their offtcial duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any Information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his

•  attorney or guardian.
Exhibit C - Special Provisions Contractor initials
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical; The Contractor agrees to submit the following reports at thefollowing
times if requested by the Department.
11.1. Interim Financial Reports: Written interim financial reports containing a detailed descriptionof

all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other infomiation as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated In the Proposal
and other Information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum numljer of units provided for in the Contract and upon payment of the price limitation
hereunder. the Contract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or.
survive the termination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor. '

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include thefollowing

-  statement:

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire. Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shail have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials

.  produced, including, but not limited to. brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,-
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms arid

' conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by
laws end regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights. Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or
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more employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR; certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
wiUi fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms are available at: http-yAvww.ojp.usdoj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Sen/ices for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (currently, $150,000)

Contractor Employee Whistleblower Rights and requirement To Inform Employees of
Whistleblower Rights (SEP 2013)

(a) This contract and employees working on this contract wiil be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as descrit>ed in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This Is accomplished through a vwitten agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:

19.L Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation wiil be managed if the subcontractor's
performance is not adequate

19.3. Monitor the subcontractor's performance on an ongoing basis

Exhibit C - Special Provisions Contractor Initials
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19.4. Provide to DHHS an annual schedule identifying ell subcontractors, delegated functionsand
responsibilities, end when the subcontractor's performance will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts. -

if the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action.

20. Contract Definitions:

20.1. COSTS: Shall mean those direct and indirect Items of expense determined by the Department
to be allowable end reimbursable in accordance with cost and accounting principles established
in accordance with state end federal laws, regulations, rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services.

20.3. PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a
form or forms required by the Department and containing a description of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract.

20.4. UNIT: For each service that the Contractor Is to provide to eligible individuals hereunder, shall
mean that period of time or that specified activity determined by the Department and specified
in Exhibit 6 of the Contract.

20.5. FEDERAL/STATE l_AW: Wherever federal or state laws, regulations, rules, orders, and
policies, etc. are referred to in the Contract, the said reference shall t^e deemed to mean
all such laws, regulations, etc. as they may be amended or revised from time to time.

20.6. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing federal funds available for these services.

Exhtbil C - SpedeJ Provisions Contractor Initials

Page 5 of 5 Date Q'



DHHS Standard Exhibits
New Hampshire Department of Health and Human Services

Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle 0:41
U.S.C. 701 et seq.). and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certjfication:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES ■ CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provideis that a grantee (and by inference, sub-grantees and sub-contractors) that Is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon svhich reliance is placed when the agency awards the grant. False
certification or violation of the cerlificatiqn shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street.
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
'1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

■  1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
suijparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, Including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency ̂

ExtiitJit D - Cerllfication regarding Drug Free Vendor Initials
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, yvith respect to any employee who Is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or .

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for. such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2,^1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

^ f. On l I

Check □ if there are workplaces on file that are not identified here. ^ ̂

0-/i^ j'^o
Date

Vendor Name: Xmd. . . .. i, TTv

Name:
Title: ceo

CU^HHS/110713
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS •

Programs (indicate applicable program covered):
Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title ly-D
•Social Services Block Grant Program under Title XX
•Medicaid Program under TitJe XiX
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sulxontractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: ^ ^ VT"

Oj\i-ho
^ 1 'Date ' ' Name:

Title:

CUDHKS/110713
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RFfiPQNSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shali submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection wrth the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective pnmary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3  The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate thiS transaction for cause or default.

4 The prospective primary participant shall provide immediate wntten notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred;" "suspended," "ineligible," "lower tier covered
transaction" "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded." as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing ̂ ecutive Order 12549: 45 CFR Part 76. See the
attached definitions.

6  The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded

•  from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by subrnitting this proposal that it will include the
clause titled 'Certification Regarding Debarment. Suspension, Ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8 A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9 Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and j .

Exhibil F - Cortlflcelion Regardino Oebaiment, Suspension Vendor Inllials —
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
susfiended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) t>een convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
. (Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Debarment, Suspension, Ineiigibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,' without modification in ail lower tier covered
transactions and In all solicitations for lower tier covered transactions.

Vendor Name: flTn ̂  ov ,-^0 C_

Date UaCcS-f
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL N0NDISCRIMINAT10N. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondlscrimlnation requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

• the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirerhents;

• the Civit Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employrnent. State and local
government services, public accommodations, corrvnercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681,1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

.- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

• 28 C.F.R. pt. 31 (U.S. Department of Justicp Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures): Executive Order No. 13279 (equal protection of the lav/s for faith-based and community
organizations): ̂ ecutive Order No. 13559, which provide fundamental principles and policy-making •
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract,Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government svide suspension or
debarment.

Exhibit G
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division v/ithin the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

t

The Vendor identified in Section 1.3 of the Genera! Provisions agrees by signature of the Contractor's
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

VendorName:

Date Na
Title:

c c V La CiP< i

cso

ExhitKt 6
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C • Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be pennitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, If the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided In private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Vendor Name:

9
Date * * Name: L,Q(OS<

Title; ^

Exhitxt H - C«rtirtcetion Regarding Vendor Initials4Environm'onlal Tobacco Smoke ' / L
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT
}

The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate" shall mean the Vendor and subcontractors and agents of the Vendor that receive,
use or have access to protected health information under this Agreement and "Covered Entity"
shall mean the State of New Hampshire. Department of Health and Human Services.

(1 Definitions.

a. "Breach" shall have the same meaning as the term "Breach" In section 164.402 of Title 45,
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entitv" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. 'Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data AaareGation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations' shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160,162 and 164 and amendments thereto.

I. "individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person v/ho qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. 'Privacv Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and HUman Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received t)y
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibit I Vendor Initials
Health insurance Portability Act
Business Associate Agreement ^ />. /.
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I. 'Required bv Lav/* shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. 'Secretary' shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Securitv Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information' means protected health information that Is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and Is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Discloisure of Protected Health Informatton.

a. Business Associate shall not use. disclose, maintain or transmit Protected Health •
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further. Business Associate. Including but not limited to all
Its directors, officers, employees and agents, shall not use. disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law. pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate Is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any. such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (II) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
Knowledge of such breach.

d. The Business Associate shall not. unless such disclosure Is reasonably necessary to
provide sen/Ices under Exhibit A of the Agreement, disclose any PHI In response to a
request for disclosure on the basis that It Is requlred.by law. without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Buslneyjs^

3/2014 Exhibit I • Vendof livlials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations ahd Activities of Business Associate. .

a. The Business Associate shall notify the Covered Entity's Privacy Officer Immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security Incident that may have an impact on the
protected health information of the Covered Entity.

- b. The Business Associate shall immediately perform a risk assessment when It becomes
aware of any of the above situations. The risk assessment shall Include, but not be
limited to;

o The nature and extent of the protected health Information Involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health Information or to whom the
disclosure was made;

0 Whether the protected health Information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree In writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's Intended business associates, who vrill be receivina PHI

3/2014 Exhibit I Vendor Initials f' 1
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pursuant to this Agreement, with rights of enforcement and Indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at Its offices all
records, books, agreements, policies and procedures relating to the use arid disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by^Covered Entity, to an Individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and Incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

I. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 CFR Section.
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
Individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that rnake the return or destruction infeasible, for so long as Business A /
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any,or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

I

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to Individuals in accordance with 45 CFR Section
164.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. • .

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. the Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither terrhination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(6) MIscellaheous.

a. Definitions and Reaulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms In the Privacy and Security Rule, amended
from time to time. A reference, in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPM, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownershio. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation., The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered.Enlity to comply with HIPAA, the Privacy and Security Rule, h ,

3/2014 Exhlbill Vendor Initials /]'
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e. SeareQation. If any term or condition of this Exhibit I or the application thereof to any .
person(s) or circumstance Is held Invalid, such Invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. .Provisions In this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI, extensions of the protections of the Agreement In section (3) I. the
defense and Indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services XtS "TnC-.
The State _ Nanja-af^ha.Vendor

Signature of Authorized Representative Signature of Authorized Representative

Name of Authorized ReprUentative Name of Authorized Representative

C^O
Title of Authorized Representative Title of Authorized Representative

^ I^ 0
Date Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT fFFATAi COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 {Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Services and to comply with all applicable provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name: •brvAuf IIToC

Date Name: R\^/rT
THie:

C^o

Exhibit J - Certification Regarding Iho Federal Funding Vendor inilials
Accountability And Trarttparency Ac! (FFATA) Compliance
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FORMA

As the Vendor Identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are'true and accurate.

1. The DUNS number for your entity is: _

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements: and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

JO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934(15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986? .

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following;

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follosvs:

Name:,

Name:

Name:

Name:

Name:

Amount:,

Amount:,

Amount:,

Amount:

Amount:

CUfDHKSn ID713

Exhibit J - Certification Regarding the Federal Funding
Accountability AtkJ Transparency Act (FFATA) Compliance
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DHHS Information Security Requirements

A. DeRnitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information." Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45. Code of Federal Regulations.

2. "Computer Security Incident' shall have the same meaning "Computer Security
Incident" In section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide. National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal Information including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by ,
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI), Personal Financial
Information (PFI). Federal Tax Information (FTI), Social Security Numbers (SSN).
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

vs. Last updalo 10/09/18 Exhibit K Contraclorinilials
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DHHS information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
•  access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pi, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information' as defined in New Hampshire RSA 359-C;19, biometric records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific.individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C,,and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and Is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not limited to all its directors, officers; employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

vs. Last update 10/09/18 Exhibit K Contractor initials
DHHS Intormation

Security Requirements
Page 2 of 9 Oate.



DHHS Standard Exhibits
New Hampshire Department of Health and Human Services

Exhibit K

DHHS information Security Requirements

request for disclosure on the basis that it is required by law. in response to a
subpoena, etc.. without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only.be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated In this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is enervated and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data. '

6. Ground Mail Service. End User may only transmit Confidential Data via ceiHried ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Conndentiai Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual. private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the. Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees It will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the Implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are In
place to detect potential security events that can Impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
.  in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored In a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker. anti-spam, antl-spyware, and antl-maiware utilities. The environment, as a
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whole, must have aggressive [ntrusion-delection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the Stale's
Chief Information Officer in the detection of any security vulnerability of the hosting
Infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or Its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer In use. electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization. or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88. Rev 1. Guidelines
for Media Sanitization. National Institute of Standards and technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy ail electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle. where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e.. tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for Its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with ail applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor ]s a Business Associate pursuant to 45
CFR 160.103. the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the suryey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and^minimize any damage or loss resulting from the breach.

, The Stale shall recover from the Contractor all costs of response and recovery from
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the breach, including but not iimited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and- scope of requirements applicable to federal agencies, including,
but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protectiohs for individually identifiable health
information arid as applicable under State taw.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality, of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gbv/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach Immediately, at the email addresses
provided in Section VI. This includes a confidential information breach,' computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced In Section iV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI. or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys,
biometric identifiers, etc.).,

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor Is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein. HIPAA.
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance yvith this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Offtcer of any
Security Incidents and Breaches immediately, at the email addresses provided in

. Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures rnust also address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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.5. Determine whether Breach notification Is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pi must be addressed and reported, as
appiicabie, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSinformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire

Department of State

CERTIFICATE

I, Willian, M. Oanlncr, of State of the Stiue of New Hampshire, do hereby certify that ENDUR ID, INC. is a New
Hampshire Profit CorporaUon registered to transact business in New Hampshite on January 06, 2010. I further certify that all fees
and documents required by the Sectetary of Stale's office have been received and is in good standing as far as this office is
concerned.

Business ID; 624296

Certificate Number 0004S93I40

Qet
<9

>8a-

0

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 17th day of September A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE OF AUTHORITY

hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. I am a duly elected Cierk/Secretary/Officer of E-A/idr ■L'O. .
(Corporation/LLC Name)

2. The foljiiwing is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on . \ck\^Cu^i 20 ̂  . at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That hi u (may list more than one person)
(Name and Title of Contract Signatory)

is duly authorized on behalf of £Jiur .LO to enter into contracts or agreements with the State
(Name of Cdrporallon/ LLC)

of New Hampshire and any of its agencies or departments and further Is authorized to execute any and all
documents, agreements and other Instruments, and any amendments, revisions, or modifications thereto, which
may In his/her judgment be desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(5) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporationjn contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

VDated: lh/}0
fignat

Name:
Title:

re of Elected Officer

STATE OF NEWJjAMPGHIRC

County of MrALj-f
The foregoing instrument was acknowledged before me this 2  day of L . 20 1^0

By
^Name of Elected Clerk/Secretary/Officer of the Agency)

(Ngtary Public/JugJiee of the Peace)

SEAL,

Commission Expires:

JOHN 0. CHANG
Notary Public

COMMONWEALTH OF MASSACHUSEnS]
My Commission Expires

October 18. 2024

Rev. 09/23/19



^aoRcf CERTIFICATE OF LIABILITY INSURANCE DATE (MM/DDTYYVY)

0Af2Z/202O

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

Risk Strategies Company

160 Federal St

2nd Floor

Boston MA 02110

NAME**^^ Ronda Laventure
(781)961-0328 (781)55^)888

Aoorass- dav^tureQrlsk-strategies.com
INSURER(S) AFFORDOJO COVERAGE NAtCf

INSURERA Ohio Security Insurance Co. 24082

mSUREO

Endur Id, Inc.

Endur ID Holding Co LLC

6 MerTill Industrlal Or

Hampton NH 03642

INSURERS
Ohio Casualty/Peerless Insurance 24074

INSURERC

INSURER 0

INSURER E

INSURERF

COVERAGES CERTIFICATE NUMBER: CL19671B087 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE USTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD

INDICATED. NOTWTHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WTTH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONOmONS OF SUCH POLICIES. UMITS SHOVW MAY HAVE BEEN REDUCED BY PAID CLAIMS.

lfI5RT
TYPE OF INSURANCE POLICY NUMBER

MUeVEPP WUCVEXP
LOnTSLTR

X COMMERCWL GENERAL LlABtLXTY

CLAIMS-MAOE OCCUR

GEN\ AGGREGATE UMITAPPUES PER;

PRO-
JECTPOUCY I I □LOC

OTHER:

BKS58277350

(MM/DtVVYYYl

05/01/2019

IMM/Dorrrrn

05/01/2020

EACH OCCURRENCE
DAMAGE TO RENTED
PREMISES (E« oeajfT»nee>

MED EXP (Any orw panon)

PERSONALS AOV INJURY

GENERAL AGGREGATE

PRODUCTS - COMPCPAGG

C0MbNEe>&i46Le Uki/r
(Ea>cda«nH

2,000,000

300,000

15,000

2.000.000

4.000.000

4.000,000

AUTOMOBILE UABtUTY

ANY AUTO BODILY INJURY (Per penon)
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

BOOILY INJURY (Per ccddent)
WWWRTVBAMAfie
(Per ecddemi

UMBRELLA UAB

EXCESS UAB

DEO

X OCCUR

ajuM&4iiAoe

EACH OCCURRENCE 3,000,000

USO58277350 05roi/2019 05/01/2020 AGGREGATE 3,000,000

X RETENTION S 10.000
"Per
STATUTE

■StJT
ER

WORKERS COMPENSATION
AND EMPLOYERS' UABUTY

ANY PROPRIETOR/RARTNER/EXECUTTVE
OFFICER/MEMBER EXCLUDED?
(Mandetory In NH>
II yet. detcrtbe under
(DESCRIPTION OF OPERATIONS below

Y/N

H XWS58277350 05/01/2019 05/01/2020 E.L EACH ACCIDENT 500,000

E.L DISEASE - EA EMPLOYEE 500,000

E.L DISEASE - POLICY UMIT 500,000

DESCRtPTtON OF OPERATIONS I LOCATIONS I VEHICLES (ACORD101, AddMonel Remeit* Schedule, mey be attached V more epece la required)

Evidenca of Insurance
Re: Account «05-9&-94<102-500731-9400-8410.

CERTIFICATE HOLDER CANCELLATION

NH Department of Health and Human Services Bureau of Contracts &
Procurement

Attn; Dean B. Fancy
129 Pleasant Street

Concord NH 33013857
1

1 ;

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)
C1988-2015 ACORD CORPORATION. All rights reservod.

The ACORD name and logo are registered marks of ACORD.



ADDITIONAL COVERAGES

Ref# Description

Expense Mod Factor 1

Coverage Code

EXN01

Form No. Edition Date

Llmttl Limit 2 Limits Deductible Amount Deductible Type Premium

Ref# Description

Schedule Mod Factor 1

Coverage Code

SCH01

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium '

Ref# Description

Experience Mod Factor 1

Coverage Code

EXP01

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

Ref# Description

WTROR

Coverage Code

WTROR

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

$45.00

Ref# Description

Expense constant

Coverage Code

exCNT

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

$160.00

Ref# Description

PPMF

Coverage Code

PPMF

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible lype Premium

-$13.00

Ref# Description

Additional Prem to Equal Inc Limits

Coverage Code

AiLMP

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

$66.00

Ref# Description

increased employer's liability

Coverage Code

INEL

Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

$9.00

Ref# Description Coverage Code Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

Ref# Description Coverage Code Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

Ref# Description Coverage Code Form No. Edition Date

Limit 1 Limit 2 Limits Deductible Amount Deductible Type Premium

OFAOTLCV Copyright 2001, AMS Services, Inc.


