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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSHIRE HOSPITAL

Lori A. Shibinette 36 CLINTON STREET, CONCORD, NH 03301
Commissioner 603-271-5300 1-800-852-3345 Ext. 5300
Fax: 603-271-5395 TDD Access: 1-800-735-2964

Heather M. Moguin www.dhhs.nh.gov
Chief Executive Officer

February 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into an agreement with Endur ID, Inc (Vendor # TBD), 8 Merrill Drive Unit 4, Hampton, NH
03842 to provide Patient Identification Bracelets and a Software System in an amount not to
exceed $67,524, effective upon Governor and Executive Council approval through June 30,
2021. 70% General Funds, and 30% Other Funds (provider fees).

Funds are available in the following account for State Fiscal Years 2020 and 2021 with
authority to adjust budget line items within the price limitation and adjust encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-94-09400-8410 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH-
FACILITY/PATIENT SUPPORT

g+

State Total
Fiscal Class/Account Class Title Job Number
Amount
Year
2020 102-500731 . | Contracts for Prog Svc | 94025500 $62,955
2021 102-500731 Contracts for Prog Svc | 94025500 $4,569
Total $67,524

EXPLANATION

This purpose of this request is to provide materials and software to print reliable
identification wristbands for each patient at New Hampshire Hospital.

Approximately 1,250 individuals will be served on an annual basis once the system has
been implemented at New Hampshire Hospital.

The Contractor will provide a patient identification system and associated software that
will include, but is not limited to:

+ Patient identification (1D} wnstbands that can be customized to specifications as
required by the Department.



His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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e Wristband production software and patient tracking solutions compatible with
NHH's current electronic health records software.

« Installation of new software and integration with the Department’s existing system.
¢ Training for Department personnel.

This system will provide improved patient identification with durable, color-coded
wristbands that can be customized with patient information, including a photograph and
prescription information that meet requirements set by the Centers for Medicare and Medicaid
Services and the Joint Commission.

Endur ID, Inc. was selected for this project through a competitive bid process. A Request
for Proposals was posted on the Department of Health and Human Services website from
December 13, 2018 through March 6, 2019. The Department received two (2) proposals. The
Score Summary is attached.

Should the Governor and Executive Council not authorize this request, The Department
may not be able to obtain a patient identification system that meets requirements set by the
Centers for Medicare and Medicaid Services, and may risk losing accreditation from the Joint
Commission.

Area served: New: Hampshire Hospital
Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees).

In the event that Other Funds become no longer available, additional General Funds will
not be requested to support this program.

Respectfully submitted,

Lori A. Shibinette
Commissioner -

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.

W



New Hampshire Department of Health and Human Services
Office of Business Operations
Contracts & Procurement Unit
Summary Scorillg Sheet

Patient Identification Bracelets and

‘Software System RFP-2019-NHH-03-PATIE .
RFP Name RFP Number . Reviewer Names
1. Chad Boutin, Registered Nurse-NHH
Bidder Name Maximum | Actual 5 Daniel Rinden,Business Administrator-
PassiFail | Points Points " NHH 7
1 ) _ 3 Dave Levesque, Business System
" Medirex Systems, Inc. o 200 85 " Analyst
2. 4. Leslie Pond, Pharmacist-NHH
Endur 1D, Inc. o ) 200 181 _

5. Sean Hollingsworth, IT Manager




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit -

Denis Goulet
Commissioner

March 6, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a contract with Endur ID, Inc., as described below and
referenced as Dol T No. 2019-033.

This is a request for approval to enter into a contract to provide patient identification
bracelets and a software system. This system will provide improved patient identification
with durable, color-coded wristbands that can be customized with patient information,
including a photograph and prescription information that meet requirements set by the
Centers for Medicare and Medicaid Services and the Joint Commission.

The amount of the contract is not to exceed $67,524 and shall become effective upon the
date of Governor and Executive Council approval through June 30, 2021.

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincerely, 4

e

Denis Goulet

DG/kaf/ck
DolIT #2019-033

cc: Bruce Smith, Manager, IT Lead

“Innovative Technologies Today for New Hompshire's Tomorrow"

DOIT Template 20200205 V1
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Subject; Patient Identification Bracelets and re System (RFP-2019-NHH-03-PA

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Coupcil for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

FORM NUMBER P-37 (version 5/8/15)

AGREEMENT
The State of New Hampshire and the Contractor bereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION. :
1.1 State Agency Name 1.2 State Agency Address
NH Department of Health and Human Services 129 Pleasant Street
Concord, NH 03301-3857
1.3 Contractor Name 1.4 Contractor Address
Endur ID. Inc. 8 Merrill Drive, Unit 4
Hampton, NH 03842
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number .
603-758-1488 05-95-94.102-50073 1-9400- June 30,2021 567,524
2410
1.9 Coniracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director 603-271-9631 !
1.11 Signature 1.12 Name and Title of Contractor Signatory
§ MoiU | acose  CEO
rd

¥ i
t.1N Ackpowlédgement: State of M H . Coumyof

on & // 2 / 30 . before the undersigned officer. personally appeared the person identified in block 1. 12, or satisfactority
proven to be the person whose name i3 signed in block 1.11, and acknowledged that s/e executed this document in the capacity
indicated in block 1.12.

113} Si of Notary Public.or justree-of the-Peace

Z SHARON.MONETTE
. Lz e Notary Public - New Hampghire
s [Seal] i

My Commission Expiras Aprit 20, 2021

1.13.2 Name and Title of Notary or-Justice-of thePeace

Sharon Mone fe

1.14 -iln!c Agency Signature 1.15 Name and Title of State Agency Signatory
\

//H%/fl /I/( /blvqﬂ—-‘ Date: 7"}")1)" /J(I\Kt/‘ /l/l M‘I)nl‘n ‘e

1:16 Approval by the N_H. Department of Administration, Division of Personnel (if applicable}

By Director, On:

1.17 Approval by mey General (Form. Substance and Execution) (jf applicable)

By, 4 % On: 2/!}/2,02-0

1.18  Apprové by the Governor and Execufive Courcil (if applicable)

By: ’ On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State"), engages
contractor identified in block 1.3 (“Contractot™) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
{“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless oo such approval is required. in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
1o the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the .
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithsianding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediatety upon
giving the Contractor notice of such lermination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. .

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement 10 the Contracior for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services, The State
shall have no liability to the Contractor other than the contract
price.
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5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.} In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
inctuding, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including viston, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contracter
shall comply with all applicable copyright laws,

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”’), as supplemented by the
regulations of the United Siates Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
irmplement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all )
personne! necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properiy
licensed and otherwise authorized to do so under all applicable
lavvs.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for & period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporetion with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is matérially involved in the
procurement, administration or performance of this

Contractor Initials }
Date (]



Agreement. This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute en event of default hereunder
{“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, 1erminate this Agreement, effective two
{2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments 1o be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue 1o the Contractor during the
period from the date of such potice until such-time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. .
9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, inctuding, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, compuler programs, compuier
printouts. notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the Siate or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of
this Agreemen! for any reason other than the completion of the
Services, the Contractor shalt deliver to the Contracting
Officer, not later than fifieen (15) days after the date of
termination, a report (“Termination Report™) describing in
detail all Services performed, and the contract price carned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an ageni nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers® compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend.
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilitics or penaltics asseried against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontracior or
assignee to oblain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000.000
aggregate ; and

14.1.2 special cause of loss coverage form covering alt
property subject to subparagraph 9.2 herein, in an amount not
less than 809 of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Page 3 of 4 /
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14.3 The Contrattor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shal] also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by referencé. Each centificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor i8 in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers' Compensation”).

15.2 To the extent the Contractor is subject to the
requirerents of N.H. RSA chapter 281-A, Contractor shall
muaintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuznt to this Agreement. Contractor shall
furnish the Contracting Qfficer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers®
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No faiture by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State 1o enforce each and all of the
provisions hereof upon any further or ather Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agrecment may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
smendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire vnless no

such approval is required under the circumstances pursuant to
State law, nule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreemeant shall be construed in accordance with the
taws of the State of New Hampshire, and is binding upon and
inures to the benefit of the partics and their respective
successors and assigns. The wording used in this Agreement
ts the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of nny party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated berein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary 1o eny state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect. )

24, ENTIRE AGREEMENT. This Agreement, which may
be exécuted in a number of counterparts, cach of which shat
be deetned an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE 4
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
. SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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STATE OF NEW HAMPSHIRE
-DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

“

The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.
Acceptance Letter An Acceptance Letter provides notice from the State that a Deliverable

has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which tie Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by thé Vendor and agreed to by the
State that describes at a minimum, the specific Acceptance process,
criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the application
Software-or the System

Access Control

Supports the manngement of permissions for logging omo a computer or
network

Agreement

A contract duly executed and legally binding. -

Appen(llx

Supplementary material that is collected and appended at the back of a
document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized Persons

The Contractor’s employees, contractors, subcontractors or other agents
who need to access the State’s personal data to enable the Contractor to
perform the services required.

Certification

The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as applicable)
that the Vendor has completed development of the Deliverable and
certifted its readiness for applicable Acceptance Testing ot Review.

Change Order

-Formal documentation prepared for a proposed change in the

Specifications.

Completion Date

"End date for the Contract

Confidential Information

Information required to be kept Confidential from unauthorized
disclosure under flie Contract

Contract

Thi§ Agreement befiveen the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as specnf' ied
in the Contract Documents.

Contract Agreement

Part 1, 2, and 3.. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and |
acceplance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work

Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including but not
limited to, the successful Contract completion, tenmination for
convenience, or termination for default,

2019-033 IT Provision art 2
Contractor Initials: :
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES -
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

J

Contract Documents

Documents that comprise this Contract {See Contract Agreement, Section
1.1}

Coatract Managers

.

The persons identified by the Stale and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited to
processing Contract Documentation, . obtaining executive approvals,
tracking costs and payments, and representing the parties in all Contract
administrative activities. (See Section 4: Contract Management)

Contiract Price The total, not to exceed amount to be paid by the State to the Contractor
for product and services described in the Coniract Agreement. This

' | amount is listed in the General Provisions Section 1.8 (P-37).

Contractor The Vender and its employees, subcontractors, ageats and affiliates who

are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor who.se proposal or quote was awarded the Contract with the
State and who is responsible for the Services and Dehvembles of the
Contract.

Counversion Test

A test to ensure that a Data conversion process correctly takes Data from
a legacy system and successfully converts it to a form that can be used by
the new System.

Cure Perlod

The thirty (30) day period followmg written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the State
of New Hampshire

Custom Software

Software developed by the Vendor specifically for this Project for the
State'of New Hampshire

Data State’s records, files, forms, Data and other documents or information, in
either electronic or paper form, that will be used /converted by the Vendor
during the Contract Term |

Data Breach The unauthorized access by a non-authorized person/s that results in the
use, disclosure or theft of the State's unencrypted non-public data.

DBA Database Administrator

Deficlencies/Defects A failure, deficiency or defect in a Deliverable resulting in a Deliverable,

the Software, or the System, not conforming to its Specifications.

Class A Deflclency — Software - Critical, does not atlow System to
operate, no work around, demands immediate action; Wirren
Dacwmentation - missing significant portions of information or
unmtelhg:ble to State; Non Sofhvare - Services were inadequate and
require re-performance of the Service.

Class B Deflclency — Sofhvare - important, does not stop operation and/or
there is 8 work around and user can perform tasks; IPritten Documentation
- portions of information are missing but not enough to make the

2019-033 IT Provisions 5 §art 2
Contractor Initials;
Date: -
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document unintelligible; Non Sofhvare - Services were deficient, require
reworking, but do not require re-performance of the Service.

Class C Deflclency — Sofhvare - minimal, cosmetic in nantre, minimal
effect on System, low priority and/or user can use System; Written
Documentation - minimal changes required and of minor editing nature;
Non Software - Services require only minor reworkmg and do not require
re-performance of the Service.

Deliverable

A Deliverable is ‘any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the State
or under the terms of 8 Contract requirement.

Department of Information
Technology (Dol T)

The Department of Information Technology established under RSA 21-R
by the Legisiature effective September 5, 2008.

Documentatfon

All information that describes the mslallanon operation, and use of the
Software, either in printed or electronic format.

Digital Siguature

Certification that guarantees the unaltered state of a file, also_known as
“code signing.”

Effective Date The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the State
. of New Hampshire approves the Contract . .
Encryption Supports the transformation of data for security purposes
Enhancements Updates, additions, modifications to, and new releases for the Software,

and all changes to the Documentation as a result of Enhancements,
including, but not limited to, Enhancements produced by Change Orders

Flrm_ Fixed Price Contract

A Firm-Fixed-Price Contract provndes a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor’s cost experience in
performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, bul uol limited
to: meals, hotel/housing, airfare, car rentals, car mileage, and out of
pockel expenses

Governor and Executive
Councll

The New Hampshire Governor and Executive Council.

Idenllﬂcathn and
Authentication

Supports obtaining information about those parties attempting to log on
to a system or application for security purposes and the validation of
those users

Implementation

The process for making the System fully operanona] for processing the
Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes wnhout limitation, training, business and
technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering, storing,

Date:

2019-033 IT Provisions 3 Part 2
Contractor Injtials:
5 -

manipulating, transmitting, sharing, and sensing of information

Page 5 of 33




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
' SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

including, but not timited to, Data processing, computing, information
systems, telecommunications, and various audio and video technologies.

Input Validation

Ensure that the values entered by users or provided by other applications
meels the size, type and format expected. Protecting the application from
¢ross site scripting, SQL injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of illegal entrance into a computer-system

Inveking Party In a dispute, the party believing ilseif aggrieved.

Key Project Staff Personnel identified by the State and by the Contractor as essential to
work on the Project, .

Licensee The State of New Hampshire

Non Exclusive Contr act

A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract, .

Non-Public Information

Data, other than personal data, that is not subject to distribution to the
public as public information. It is deemed to be sensitive and
corfidential by the State because it contains information that is exempt
by statute, ordinance or administrative rule from access by the general
public as public information.

Non-Softwaye Dellvei‘ables

Deliverables that are not Software Deliverables or Written Deliverables,
e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday through
Friday excluding Stdte of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4%, Labor Day, Veterans Day, Thanksgiving Day, the day after
Thanksgiving Day, and Christmas Day. Specific dates will be provided

Notlce to Proceed (NTP)

The State Contract Manager’s written direction to the Vendor to begin
wotk on the Contract on a given date and time

Open Data Formats -

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the Software as
defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards Specifications for the encoding and transfer of computer data that is
defined in RSA 21-R:10 and RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into the System, j is
available for use by the State in its daily operations.

Operational The System is operating and fully functicnal, all Data has been loaded;

the System is available for use by the State in-its daily operatlons aud
the State has issued an Acceptance Lelter,

Ourder of Precedence

The order in which Contract/Doctments contro] in the event of a conflict
or ambiguity. A term or condition in a document controls over a
conflicting or ambiguous term or condition in a document that is lower
in the Order of Precedence

Personal Data

Data that includes information relating to a person that identifies the
person by name and lias any of the following personally identifiable
information (P1I): government-issued identification numbers (e.g.,

2019-033 IT Provisionsg—,Part 2
Contractor Initials: Zi(
Date: .
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Social ‘Security, driver’s license, passport); financial account
information, including account number, credit or debit card numbers; or
protected health information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter of an RFP
and Contract and the activities of the parties related hereto. -

Project Team

The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required such
that the Services are procured in accordance with the Work Plan on time,
on budget and to the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
emptoyed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State's and the Vendor's
representative with regard to Review and Acceptance of Contract
Deliverables, invoice sign off, and review and approval of, Change
Requests (CR) utilizing the Change Control Procedures (CCP)

Project Staff State personne! assigned to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a Proposal
_ or Statement of Work

Protected Health Individually identifiable health information transmitted by

Information (PHI) electronic media, maintained in electronic media, or transmitted or

maintained in any other form or medium. PHI excludes education
records covered by the Family Educational Rights and Privacy Act

- (FERPA), ss amended, 20 U.S.C. 1232, records described at 20

U.S.C. 1232g{(n)(4)B)(iv) and employment records held by a
covered entity in its role as employer.

Regresslon Test Plan

A plan integrated into the Work Plan used to ascertain whether fixes to
Defects have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then the
Review Period is five {5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requiremenis by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Security Incident

Schedule The dates described in the Work Plan for deadlines for perfon'nance of
Services and other Project events and activities under the Contract
The potentially unauthorized access by non-authorized persons 1o

personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of & State's
unencrypted personal data or non-public data within the possession
or control of the Contractor. A security mc;denl may or may not turn

12019-033 IT Provisions/ part 2.
Contractor lnitials:
Date: __£) t 12 {QO ‘

into a data breach.
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Service Level Agreement
(SLA)

A signied agreement between both the State and the Contractor that is
subject to the terms and conditions in this document that unless
otherwise agreed to inciudes (1} the technical service level performance
promises, (i.e. metrics for performance and intervals for measure), (2)
description of service quality, (3) identification of roles and
responsibilities, (4) security responsibilities and notice requirements,
(5) bow disputes are discovered and addressed and (6) any remedies for
performance failures.

Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Contractor

The vendor and its employees, subcontractors, agents and affiliates who
are providing the services agreed to under the contract.

Software

All custom Software and COTS Software provided by the Vendor under
the Contract

Software-as-a-Service (Saa8)

The capability provided to the State to use the Coatractor’s applications
running on 8 cloud infrastructure. The applications are accessible from
various client devices through a thin-client interface such as a Web
browser (e.g., Web-based email) or a program interface. The State does
not magage or control the underlying cloud infrastructure including
network, servers, operating systems, storage or even individual

“application capabilities, with the possible exception of limited user-

specific application configuration settings.

Software Deliverables Software and Enhancements
Software License Licenses provided to the State under this Contract
Solution The Solution consists of the total Solution, which includes, without

limitation, Software and Services, addressing the requirements and terms
of the Contract Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the Vendor in
response (o this RFP.

Specificattons

. The written provisions that set forth the requirements which include,

without limitation, this RFP, the Proposal, the Contract, any performance
standards, Documentation, applicable State and federal policies, laws and
regulations, State technical staodards, subsequent . State-approved
Deliverables, and other Specifications and requirements described in the
Contract Documents. The Specifications are, by this reference, made a
part of the Contract as though completely set forth herein.

| State-

-

STATE is defined as:

State of New Hampshire

Department of Health and Human Services

129 Pleasant St. N
Concerd, NH 03301 '
Reference to the term “State™ shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high level

2019-033 IT Provisions
Contractor Initials:
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view of the architecture, performance and design requirements, the roles
and responsibiliies of the State and the Vendor. The Contract
Agreement SOW defines the results that the Vendor remains responsible
and accountable for achieving.

State’s Confldentinl Records

State’s information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-A

State Data

For Saa$ applications means all data created or in any way originating
with the State, and all daia that is the output of computer processing of
or other electronic maniputation of any data that was created by or in any
way originated with the State, whether such data or output is stored on
the State’s Hardware, the Contractor’s hardware or exists in any system
owned, maintained or olherwme controlled by the State or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1% through June
30% of the following calendar year

State Identified Contact

The person or persons designated in writing by the Stale to receive
security incident or breach notification.

State’s Project Manager
@®n

State's representalive with regard to Project management and téchnical
matters. Agency Project Managers are responsible for review and
Acceptance of specific Contract Deliverables, invoice sign off, and
Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or owned
by, the Vendor, which is performing Services under this Contract under
a separate Contract with or on behalf of the Vendor
System All Software, specified hardware, and interfaces and extensions,
‘ integrated and functioning together in accordance with the
. Specifications. \
TBD . e To Be Determined

Technleal Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1} consistent with
Statement of Work within statement of Services; (2) not constitute a new
assignment; and (3) not change the terns, documents of specifications of
the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts and reports
for the test results as well as a tracking mechanisni.

Term Period of the Contract from the Effective Date through termination.

Transttion Services

Services and support provided when Contractor is supporting System
changes.

UAT - -

User Acceptance Test

Date:

2019-033 IT Provisiongy, Part 2
Contractor Ttialﬁz

Page 9 of 33




- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES .
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS -

Unit Test

Developers create their own test data and test scenarios to venfy the code
they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with the
scope of the Project. They create/develop test cases to confirm the
System was developed according to specific user requirements. The test
cases and scripts/scenarios should be mapped to business requirements
outlined in the user requirements docunients,

User Management

Supports ‘the administration of computer, application and network
accounts within an orgamzauon

Vendor/ Coniracted Vendor

The Vendor whose proposal or quote was awarded -the Contract with the
State and who is responsible for the Serv;ces and Deliverables of the
Contract. >

Verification

Supports the confirmation of authority to enter a cornpuler system,

-application or network

Walk Through

A step-by-step review of a Specification, usability festures or design
before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00 am
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding State
of New Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.

Work Plan

The overall plan of activities for the Project created in accordance with
the Contract. The plan and delineation of tasks, activities and-events to
be performed and. Deliverables to be produced under the Project as
specified in Appendix C. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Deliverables, critical events,
task dependencies, and the resources that would lead and/or pamclpate
on each task. :

1 Written Deliverables

_Non-Software written delwemble Documentation (letter, report, manual,
book other) provided by the Vendor elther in paper or electronic format.

Date:
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IN'I'RODUCTION

This Cootract is by and between the State of New Hampslnre acting through New Hampshire Department
of Health and Human Services (“State” or “Department™), and Endur ID, Inc.,, a New Hampshire
Corporation, (*Contractor™), baving its principal place of business at 8 Merrill Drive, Uml 4 Hampton, NH
03842.

The Contractor shall provide a patient identification system, which must include, but is not limited to:
1. Vendor part number SM-1-LA patient identification (ID) wristbands that can be customized to

’ spec1ﬁcat|ons as required by the Department.

2. IDMX wristband production software that is compatible with the Department’s current .
Netsmart/Avatar system, including on site installation of IDMX wristband production software at
New Hampshire Hospital, ‘

3. Training for each staff member on use of the system.
4. Endur ID Secur Trac sofhware.

5. Installation of the IDMX producuon software and ENDUR ID Secur Trac software at New
i Hampshire hospital, as directed by the Department.

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices", which must have the ability to communicate with Enddr ID Secur
Trac software, and exchange and upload data

RECITALS

Whereas the Department desires to have the Contractor provide patient identification bracelets and a
software system and associated services for the Department;

Whereas the Contractor wishes to prévide patient identiﬁcatibn bracelets and a software system,
The parties therefore agree as follows:
‘1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement {2019-033) is comprised of the following docuinents:

A. Pant 1 - Form P-37 General Proviston

B. Part 2 - Information Technology Provisions

C. Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule

2019-033 IT Provisions — Page 11 of 33
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Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services .
. Exhibit H- Requirements o
“ _ Exhibit - Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Eixhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference. - -
. Exhibit O- Certificates and Attachments, DHHS Standard Exhibits C-K

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the

following Order of Precedence shall govern:

a. -State of New Hampshire, Department of Health and Human Services Contract

Agreement 2019-033, including Parts 1, 2,and 3,

b. State of New Hampshire, Department of Health and Human Services, _R.FP-201_9-NH[-i-

" 03-PATIE.
¢. Vendor Proposal Response to RFP-2019-NH H-03-PATIE dated March 6, 2019

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Govemor and Executive €ouncil of the State of New Hampshire approval (“Effective

Date™}.

The Contract shall begin on the Effective Date and extend through June 30, 2021..

The Contractor shall commence work upon issuance of a Notice to Proceed by the Department.

3. COMPENSATION

2019-033 IT Provisions
- Contractor Initigls:__

Date: -

31 . C_ONTitACT PRICE

The Contract Price, Part 1, P-37, Block 1.8 Price Limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3

Contract Exhibit B: Price and Payment Schedule.

32 NON-EXCLUSIVE CONTRACT
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32  NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the

Contractor.

4, CONTRACT MANAGEMENT : . .
The Project wilt require the coordinated efforts of a Project Team consisling of botl the
Contractor and State personnel. The Coniractor shall provide all necessary resources to perform
its obligations under the Contract. The Contracior shall be responsible for managing the Project
to its successful completion. : '

4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Al Larose
CEO
Endur ID

8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488 x111
alarose(@endurid.com

42  THE CONTRACTOR'S PROJECT MANAGER

4.2.1

4272

Contract Project Manager ‘

The Coatractor shall assign a Project Manager who meets the requirements of the

Contract. The Contractor’s selection of the Contracted Vendor Project Manager

shall be subject 1o the prior written approval of the State. The State’s approval
process may include, without limitation, at the State's discretion, review of the-
proposed Contractor’s Project Manager's resume, qualifications, references, and

background checks; and an interview. The State may require removal or

reassignment of the Contractor’s Project Manager who, in the sole judgment of the

State, is found unacceptable or is not performing to the State's satisfaction.

“The Contractor’s Project Manager must be qualified to perform the obﬁgation§

required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and-management matters. The Contractor’s

2019-033 IT Provisions -f Part 2 Page 13 of 33
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l Project Manager shall perform the duties required under the Coniract, including, '

423

but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
Contractor’s Project Manager must work diligently and use his/ her best efforts on
the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s

" Project Manager shall not be unreasonably withheld. The replacement Project

424

4.2.5

Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to .
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreemént General Provisions,

‘Section 4.6: Reference and Background Checks, below. The Contractor shall

assign a replacement of the Contractor’s Project Manager within ten (10) business
days of the departure of the prior Contractor's Project Manager, and the Contractor -
shall continue during the ten (10) business day period to provide competent Project
management Services through the assignment of a qualified interim Project
Manager. :

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to lerminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the

Contractor Project Manager meeting the requirements and terms of the Contract,

CONTRACTOR Project Manager is:
Jose Munoz - '
IT Project Manager
Endur ID
8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488 x113
jmunoz(gendurid.com

4.3 CONTRACTOR KEY PROJECT STAFF

Date:

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP-2019-NHH-03-PATIE. The State may conduct reference and
background checks on the Contractor’s Key Project Staff. The State reserves the
right to require removal or reassignment of the Contractor’s Key Project Staff who

2019-033 IT Provisions 2 " Page 14 of 33
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are found unacceptable to the State. Any background cbecks shall be performed in
accordance with General Provisions Section 4.6; Background Checks.

432 The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contracior’s
Key Project Staff will not be unreasonably withheld. The replacernent of the
Contractor’s Key Project Staff shall have comparable or greater skills than of the
Contractor’s Key Project Staff being replaced, meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix C:
System Requirements and Deliverables and be subject to reference and background
checks described in Contract Agreement- General Provisions, Section 4.6 Reference
and Bachground Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key PmJect
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with

the Contractor’s replacement Project stafT.

4.3.3.1 The Contractor Key Project Staff shall consist of the folkowmg
individuals in the roles identified below:

The Contractor’s Key Project Staff:

4

Key Title

Member(s)

Joe Tinson Project Manager

Jeff Bagley Regional Sales Manager

4.4 ‘STATE CONTRACT MANAGER
. The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:
i

Dan Rinden

Business Administrator ITI
36 Clinton Street

Concord, NH 03301
603-271-5512

603-271-5969
Daniel.Rinden@dhbs.nh.gov

- 2019-033 IT Provisions
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4.5 STATE PROJECT MANAGER
The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:
Leading the Project;
Engaging and managing all Contractors;
'Menaging significant issues and risks.
’ Revxewmg and accepting Contract Deliverables;
Invoice sign-offs,
Review and approval of change proposals; and
Managing stakeholders’ concerns.

".ﬂr*s',as"cr.v

The State Project Manager is:

Sean Hollingsworth

DOIT IT Lead NHH

36 Clinton Street

Concord, NH 03301

603-271-5752
Sean.P.Hellingswoerth@doit.nh. gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill tbe obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an suthorized penalty, The
Contractor shall promote and maintain an awareness of the impottance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement —
General Provisions-Section 11: Use of State’s Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES )
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardiess of whether or not a subcoatractor is used.

The Contractor-may subcontract Services subject to the provisions of the Centract, including but

not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit

all information and documentation relating to the Subcontractor, including terms and conditions -
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual matters,

including payment of any and all charges resulting from the Contract.
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5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the Department with the Dehvembles and Services in accordance with
the time frames in the Work Plan for this Contract, and as more pamcularly described in Contract
Exhibit A: Contract Deliverables.

53 NON-SOFTWARE AND WRITIEN DELIVERABLES REVIEW AND
ACCEPTANCE

After recelvmg written Certificatiod from lhe Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it ‘meets the Requirements outlined in Contract Exhibit A: Coutract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the nature
and class of the Deficiency and the' Contractor shall correct the Deficiency within the penod
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Coatractor fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deﬁuency is corrected,
or 1mmednate1y terminate the Contract, declare the Conlractor in default, and pursue its remedies at
law and i in equity. ,

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Tgs.rmg Services.

6. SOFTWARE

The Countractar shall provide the State w:th access to the Software and Documentation set forth in the
Contract, and pasticularly described in Exhibit I: Sofhvare Agreement.

7. SERVICES

The Contractor shall prowde the Services reqmred vader the Contract Documents All Services shall
meet, and be perfonned, in accordance with the Specifications.

71 AD]\'IH\TISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.
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7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the [mplemeutauon Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Coniract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State wilh training Services set forth in the Contract, and
particularly described in Exhibit L: Trmmng Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularty described in Exhibit G: System Maintenance and

Support.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor. shall provide the State with A Work Plan that shall include, without hrmtnlnon,
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.
The initial Work Plan shall be o separate Deliverable and is set forth in Contract Exhibit I: Work Plan.
- The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the Stale, in writing, prior to final incorporation into Contract Exhibit
I: Work Plen. The updated Contract Exhibit 1. Work Plan, as approved by the State, is incorporated
herein by reference.

‘Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages resuiting from the Contractor's failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule,

In the event of any delay in the Schedule, the Contraclor must immediately notify the State in writing,
identifying the nature of the delay, i.e.,-specific actions or inactions of the Contractor or the State
causing the problem; its estimated duration period to reconciliation; specific actions that peed to be
taken to correct the problem; and the expected Schedule impact on the Project.
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In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-lo-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfill its obligations under the Contract. To the extent that the State’s execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend
on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option o terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the Work’
Plan,

9. CHANGE ORDERS

10.

'2019-033 IT Provisions 4 Part 2
Contractor Initjals:
Date:

The State may make changes or revisions at any lime by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five (5}
business days of the Contractor’s recelpt of a Change Order, the Contractor shall advise the State, in
detml of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor's requested Change Order within five (5) business days. The State Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Chiange Order if the parties are unable to reach an agreement in |
wriling.

,
]

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations under the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and all
performance enbancing operational plans and the Vendors! special utilities. The Contracted
Vendor shall license back to the State the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and Documentation developed under the Contract.
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In no eveiit shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
genera! knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE’S DATA AND PROPERTY ‘

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchzsed with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demand
or upon termination of this Agreement for any reason. The Contractor shall not access State user
accounts or State data, except (1) in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or {4) at the Slale 8 written
request. ‘

10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
-of the deliberate memorization of the State Confidential Information by the Contractor employees
or third party consultanls engaged by llle Contractor.

Wllhout limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not Limited to the'following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining .
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature.

"10.4 STATE WEBSITE COPYRIGHT

WIWW Copyright and Inteliectnal Property Rights

Allright, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all Data
and information, shali remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WwWW
pages and any other Data or information shall, where applicable, display the State's copyright.
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10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the State purchases software development services, which results in Custom
Softwarg, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section does not apply to the Contractor's
_proprietary software code.

10.6 SURVIVAL
This Contract Agreement Section 10 Intellectual Properry shall survive the termination of the
Contract.

11. USE OF STATE’S INFORMATION, CONFIDENTLAL]TY

11.1 USE OF STATE’S INFORMATION" )

In performing its obligations under the Contract, the.Contractor may gain access to

information of the State, including State Confidential Information. “State Confidential

Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access fo Public Records and

Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the State

Confidential Information developed or obtained during the performance of, or acquired, or

developed by reason of the Contract, except as directly connected to and necessary for the

Contractor’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION . .
The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i} shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof, {ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
whicl: the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
d:sclosmg party. A receiving party also may disclose Confidential Informauon to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval
of the State. The Coantractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any effort the State
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undertakes to contest the request subpoena or other legal process, at no additional cost to the
State.

In the event of the unauthorized release ot' State Conﬁdennal Information, the Contractor
shall imunediately noufy the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims 1o be confidential or proprietary. Notwithstanding the foregoing, the State
acknowtedges - that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information mcludmg, but not limited to, RSA Chapter -
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulanons, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
" and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin Lhe release of the information shall be the Contractor’s sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's notice
to the Contractor, without any liability to the Contractor. -
.

114 SURVIVAL

This Contract Agreement Secuon 11, Use of Swte's Irgfommnon Confi denrmhry shall -
survive termination or conclusion of the Coatract.

12 LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the Smte's liability to the Contractor shall not exceed the
tatal Contract price set forth in Contract Agreement — P-37, General Provision_s‘, Block 1.8,

12.2 CONTRACTOR
Subject to applicable laws and regulations, in no event shali the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract price set
forth in Contract Agreement — P-37, General Provis‘ions, Block 1.8,
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Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor’s
indemnification obligations set forth in the Contract Agreement-General Provisions Section
13: Indemmification and confidentiality obligations in Contract Agreement-P-37, General
Provisions Section 11: Use of State's Information, Confidentiality, which shall be unlimited,

12.3 STATE'S IMMUNITY ,
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION
‘Tlus Section 13 shall survive the termination or. Conlract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shalt constitute an event of
default hereunder (“Event of Default”)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

¢. Failure to perform any other covenant, term or condition of the Coutracl

13 1. 1 Upon the occurrence of any Event of Defaull the State may take any one or more, or all
of the following actions:

a.  Unless otherwise provided in the Contract, the State shali provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of notice,
unless othenwise indicated within by the State (“Cure Period™). If the Contractor
fails to cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days after giving the Contracior notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both.

b. Give the Contractor a writlen notice specifying the Event of Default and suspending:
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines that the
Contractor has cured the Event of Default shall never be paid to the Contractor.
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c. Set off against any other obligations the State may owe to the Vendor an} damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedles at law or in equity, or
both. -

e. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all edministrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of defnult, and the State shall cure

the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13, 2 1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or

in part, by thirty (30} days written notice to the Contractor. In the-event of a termination
for convenience, the State shall pay the Contmctor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Paymerit Schedule, of the
Contract. .

'13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Servicesas

quickly and efﬁc:ently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquxsmons and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest,
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. 1332 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor. |

13.4 TERMINATION PROCEDURE

13.4.1  Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.42 After receipt of a notice of termination, and except as otherwise directed by the Stéte, the
Contractor shall:

8. The State shall be entitled to any post-term'mn!ion assistance generally made available
" with respect to the services, unless o unique data remevnl arrangement has been
- established as part of the SLA.

b. Stop work under the Coniract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle att
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, witl the approva!l or ratification of the State to the extent required, which
approval or ratification shal} be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contraclor and i in
wluch the State has an interest;

.. During any period of service suspensmn, the Contractor shall not take any action to
intentionally erase Any State data.

1. Inthe event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for & period of:

10 days afier the effective date of termination, if the termination is in
accordance with the contract period

+ 30 days after the effective date of termination, if the termination is for
convenience

» 60 days after the effective date of termination, if the termination is for cause

2. After such period, the Contractor shall have no obligation to maintain or provide
any State.data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.
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] .
f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the pames and the subsequent secure
disposal of State data,

b. The Contractor shiall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State, Data shall be
permanently deleted and shall not be recoverable, according to National lnstitute of
Standards and Technology (NIST)-approved methods. Certificates of destniction shall
be provided to the State.

i. Provide written Certification to the State that the Contractor .has surrendered to the
State all said property. .

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
kave the opnon of continuing under the Contract with the Contraclor, its successors or assigns for the
full remaining term of the Contract; continving under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any dttempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State. R

15.2 * The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns} are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shatl
neither relieve the Contractor of any of its obhganons under the Contract nor affect any remedies )
available to the State against the Contractor (hat may arise from any event of default of the provisions
of the contracl. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.
N

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of ali or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownershlp, as pemulted under Section 15: Change of
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Chnership, the State shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necéssary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigas.

DISPUTE RESOLUTION
Prior to the filing of any formal proceedmgs wuh respect o a dispute (other than an action seeking
injunctive relief with respect 1o intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party™) shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of altotted time as specified below in
which to attempt to resolve the dispute: .

Dispute Resolution Responslblllty abd Schednle Table

L= ENDUR IDJING::* oST_@T.B;;}'-:f o [{CUMUBATIVE |
RSN oo [ e L PACLOTEEDY
- "-?‘.‘J e e o T ITINMEL
iy} Joe Tinson Sean Hollingworth 5 Business Days
| Project Manager State Project
g Manager (PM)
L.+'i| Jose Munoz Lori Shibinette 10 Business Days
! ; ,I IT Project Manager CEQ New
4 et Hampshire Hospital -
tSeconrlJ;. Al LaRose Kerrin A. Rounds | 15 Business Days
b > .| Chief Acting
H +1 Executive Officer Commissioner

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other party. .

SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE . '
In consideration for receiving access (o and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,

Date:
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PART 2 INFORMATION TECHNOLOGY PROVISIONS

equipment, Documentation, information, reports, or data of any kind (hereinafter
“lnformauon"), the Contractor understands and agrees to the following rules:

a.

b

Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, thefi, damage, destruction, modnf ication, or disclosure.

That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

That at no time shall the Contractor access or anempt to access any information in a
manner inconsistent with the approved policies, procedures, and for agreements relating
to system entry/access. .

That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmest care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, ot being evaluated by the State, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shail oot be installed on any equipment.

That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecunon, if the act
constitutes a violation of law. .

17.2 EMAIL USE ' ~ :
Email and other electronic communication messaging systems are State of New Hampshire

property and are to be used for business purposes only. Email is defined as “internal Email

systems” or “State-funded Email systems.” The Contractor understands and agrees that use
of email shall follow State standard policy (available upon request).

17.3 INTERNETI[NTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct support

of the business of the State of New Hampslnre according to State standard policy (available

upon request).

_ 17.4 REGULATORY GOVERNMENT APPROVALS

-

The Contractor shall obtain all necessary and applicable regulatory or other govemmenta{l

approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE
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The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual responsible for the funding
of the contracts and his’her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached-to the Contract are mcorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION _
‘Any action on the Contract thay only be brought in the State of New Hampshire, Merrimack

County Superior Court. -

17.8 SURVIVAL

The terins, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shali so survive, including, but not limited to, the terms of the Exhibit D Section 5:
Records Retention and Access Requuements Exhibit D Section 6: Accounting Requirements,
and Form P-37, General Provisions-Section 9: Dala/Accesleonﬂdentmluy/Preservauon, and
Form P-37, General Provisions- Section 10: Termination which shall all survive the .
termination of the Conlract. ' , ’
17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited 1o, acts of Gad, sirikes, tock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earlhquakes and unusually severe weather. :

Except in the event of the foregomg, Force Majeure events shall not include the Contractor's
inability to hire or prov:de personnel needed for the Contractor's performance under the
Contract

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR: TO STATE:

ENDUR ID, INC. , STATE OF NEW HAMPSHIRE

8 MERRILL DRIVE, UNIT 4 DEPARTMENT OF HEALTH AND
, . ~ HUMAN SERVICES

HAMPTON, NH 03842 ! 129 PLEASANTST.

TEL: 603-758-1488 CONCORD, NH, 03301

E.MAIL: ALAROSE@ENDURID.COM  TEL: (603) 271-9000

2019-033 IT Provisions
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17.11 DATA PROTECTION .

" Protection of personal privacy and data shall be an integral part of the business activities of

the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the- confidentiality, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and

- organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.

b. All data obtained by tlie Contractar in the performance of this contract and all personal
data shall be encrypted at rest and in transit with controlied access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless othenwise stipulated, the Contractor shall encrypt all non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
Jevel of protection and encryption for all non-public data shall be identified and made a

part of this contract. ' '

d. At no time shall any data or processes — that either belong to or are intended for the’
use of the State or its officers, agents or employees — be copied, disclosed or retained by
the Contractor or any party related to the Contractor for subsequent use in any transaction
that does not include the State. o

e. The Contractor shall not use any information collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service. ’

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and'its end users solely from data centers
within the Continental United States. All storage, processing and transimission of State data
shall be restricted to information technology systems within the Continental United
States. ‘The Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, except as specified and allowed by the
contract, and then only on devices that are used and kept at its data centers within the
Continental United. States. The Contractor shall permit its personnel and Conlractors to access
State data remotely only to provide technical support and as specified or required by the
contract: :

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C.. .
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a. Incident Response: the Contractor may need to communicate with outside parties
regardmg a secunty incident, which may include contacting law enforcement, fielding
media i mqumes and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the Siate should be handled
on an urgent as-needed basis, as pant of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Réporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined in the SLA.

¢. Breach Reporting Requirements: 1f the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by epplicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES
This section only applies when a data breach occurs with respecl to personal data wu.hm the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

‘b. The Conltracior, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonabiy believes that there has been a
data breach. the Contractor shall (1) cooperate with the Siate as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

¢. Untess otherwise stipulated, if a data breach is a direct result of the Contractor’s breach
of its contract obligation to encrypt personal data or otherwise prevem its release, lhe
Contractor shall bear the cosls associated with: '

(1) the investigation and resolution of the data breach;

(2) notifications to individuals, regulators or others required by State law;

(3} a credit monitoring service required by State (or federal) law;

(4) a website or a toll-free number and call center for affected individuals required
by State law NH RSA 359-C:19-C:20, all notto exceed the average per record per
person cost calculated for Data Breaches in the United States (currently $148 per -
record/person) in the most recent “'Cost of a Data Breach Study: Global Overview"
published by the Ponemon Institute at the time of the Data Breach; and

}lart 2
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(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(1} through (5)] subject to this Contract’s limitation of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS :
The Contractor shall contict the State upon réceipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access 1o the data of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited. by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS ] T
The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include latency statistics, user access, user access IP address, user

aceess history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT
The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit of contract with a third party at its discretion and at the State’s expense.

17.18. DATA CENTER AUDIT :
The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit.

17.19. ADVANCE NOTICE . i
The Contractor shall give advance notice (to be determined at the coniract time and include
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. ‘A major upgrade is a
replacement of hardware, software or firmware with a newer or beiter version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version
oumber, :

17.20. SECURITY .

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained benveen the State and
the Contractor. For example: virus checking and- port sniffing — the State and the Contractor
shall understand each other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
- disclosure agreements, and limit staff knowledge of State data to that which is absolutely

necessary to perform’job duties. .
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17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in enlirety at ils
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shatl be responsible for the acquisition and operation of all hardware, software
and petwork support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the eavironments are the
responsibilities. of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship’ with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the requesi, the Contractor shall immediately remove such

-individual. The Coatractor shall not essign the person to any aspect of the contract or future work

orders without the State’s consent.
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Scape of Services
1. Provisions Applicable to All Services

i.1. The Contractor agrees that, to the extent future tegislative action by the New Hampshire General
: Court'or federal or state court orders may have an impact on the Services described herein, the State
. Agency has the right to modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2, The Contractor shall provide and install a turnkey solution for patient identification at New .
Hampshire Hospital, bereinafter to be called “the project”, and have it ina futly functional state no
later than sixty (60) days after the contract effective date.

2. Scope of Services

2.1." The Contractor shall conduct a project kick-off meeting, with personnel at New Hampshire Hospital
to be designated by the Department, no less than thirty (30) days from the contract effective date, -
which includes, but is not limited to: 3

2.1.1. A review of the overall project timeline, to be approved by the Department that includes, but
. is not limited to:

2.1.1.1. A schedule of weekly meetings and/or conference calis.
2.1.1.2." A process for delivery of progress reports.

2.1.1.3. A preliminary installation and training schedule, which must include, but is not
{imited to: -

2.1.1.4, A start date. ,
2.1.1.5. A completion date.
2.1.1.6.  Training dates and times.

2,1.1.7.  Identification of workstation, and server, and network requirements for IDMX
software. .
2.1.2. A site survey and wireless network assessment, which includes, but is not limited to,
recommendations and price quotations for additional wireless hardware, if required to
support the project installation. -

2.1.3. Analysis of hardware and server and network reqmrements for the pro;ect
2.1.4. A review of the IDMX/Netsmart/Avalar integration process.

2.1.5. Development of a Custom wristband template based on the requuements set by the
' Department. ‘ .

2.2. The Contractor shall provide vendor part number SM-I-LA patient identification {ID) wristbands
that can be customized to specifications as required by the Department, including, but not limited to:

State of NH Contract 2019-033 : . Date: Q.t Ikl 20
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2.2.1. Patient demographic data.
2.2.2. Color-coded medical alerts.
2.2.3. Color-coded risk alerts.

The Contractor shall provide IDMX wristband production software that is compalible with the
Department’s current Netsmart/Avatar system, including, but not limited 10;

2.3.1. A software lcense that is valid for no less than two and one-half (2-1/2) years.

2.3.2. Connection to the Department’s e)ustmg Netsmart/Avatar medlcal records software via HL7
mterfacmg )

2.3.3. Testing of the software conﬂguranou

2.3.4. Training each staff member to use the system, as required by the Depanmem which includes

but is not limited to:

2.34.1.  Secur-Trac training for handheld users, to consist of no less than one (1) class of
sixty (60) to ninety (90) minutes for each work shift, which includes, but is not
timited to:

2.3.4.1.1, Instruction on functions of handheld devices.
2.3.4.1.2. Test scanning activities.
2.34.1.3. A hard copy of the handheld device User Guide.

2.3.4.2.  Secur-Trac Software training for software administrators, to consist of one (1)
class of (60) to ninety (90) minutes.

2.34.3. IDMX training on the wristband production software and wristband, and clasp
application for all users, to consist of go less than one (1) class of lhmy (30) to
forty five (45) minutes for each work shift.

2.3.5. Support services by telephone on weekdays from 8:00 am to 5:00 pm.
2.3.6. Emergency support services 24 hours per day, seven days per week.
2.3.7. 'Testing of support services.

The Contractor shall provide and install the Endur ID Secur-Trac software at the direction of the
Department, .

The Contractor shall provide no less than twelve (12) Portable Ruggedized mobile computers,
hereinafter to be called “handheld scanning devices”, which must have the ability to commumcale
with Endur ID Secur-Trac software, and exchange and upload data.

Each handheld scanmng device provided by the Contractor shall include features and functionality,
. as required by the Department, which include, but are not limited to : ’

State of NH Contract 2019-033 o Date: _ D/ ﬂ:ab
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IP 64 rating.
User log in requirements, which must include, but is not limited to:

26.2.1. Integration with Avatar credentials, or:
2.6.2.2. State of New Hampshire AD single sign-on.

. Capability to geuem'te reports in multiple file formats, including, but not limited 10

2.6.3.1. PDF.
2632, Excel
2633 HTML.
2634 XML

A method that allows for replacement or repair of scanner tools supplied through this contract
within 24 hours of notlce to the Contractor.

2.7. The Contractor shall install the IDMX software and have it ina fully functional state no later than
sixty (60) days after the contract effective date which includes, but is not limited to:

27.1.
2.7.2.

2.73.
274,
2.75.
2.7.6.
2.7.7.

2.7.8.
2.7.9.

2.7.10.

On site installation of IDMX wristband production sofiware at New Hampshire Hospital, or
State of New Hampshire Data Center, to be determined by the Department.

Iutegratmg patient identification software with existing Netsman/Avatar medical records
software via HL7 interfacing.

Testing of configuration of HL7 interfacing portion of the project.

Training staff to use the system.

Testing of support services.

Instatlation of IDMX license at & workstation to be designated by the Department.
Installation of color printer, provided by the Department, at & location to be determined by

- the Department.

Testing of printer by printing sample wristbands.

Creating system users and seltiné systern privileges'for each user as directed by the
Department. ' ) '

Vendor part number SM-1-LA and consumable items that cag produce no less than one
thousand two hundred (1,200} individual patient zdennf cation bracelets.

2.8. The Contractor shall install the Secur-Trac software and have it in a fully functional state no later
than sixty (60) days afier the contract effective date, which-includes, but is not limited to:

- State of NH Contract 2019-033 N ‘ g . Date: Q‘t"l‘!}o
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2.8.1. Customization of Secure-Trac hardware to meet the needs of the Departmem tobe
determined by the.Department.

2.8.2. Integrauon with IDMX hardware. .

2.8.3. Testing for accufacy of data sharing with IDMX software and hand-held devices.

2.8.4. User set-up for Secur-Trac and handheld devices,

{

2.8.5. Testing of handheld devices at locauons throughout New Hampshire Hospital, as determined
by the Department.

2.8.6. Testing of reporting capability, including generating a test report that includes, but js not
limited to:

2.8.6.1. Patient ID.
12862 Location:
2.8.6.3. Date.
2864, Time.
2.8.6.5 Attendir;g employee.
2.8.7. Finalization of user training schedute and roll-out date, to be approved by the Department.

2.9, The Contractor shall provide a method to allow for replacement or repair of any scanner tool at any
time, twenty-four (24) hours per day. '

3: Performance Measures

3.1. The Contractor shall respond to 100% of requests for service no later than one (1) hour after
receiving the service request. :

-4, Deliverables
4.1. The Contractor shall provide:

4.1.1. An initial supply of materials 1o make no less than one thousand two hundred (1,200)
wristbands, to include:

4.1.1.1.  Wristband material.

4,1,1,2.  Secur-Lok clasps.
4.1.2. A user Guide'for IDMX software and bracelet assembly.
4.1.3. A User Guide for Secur-Lok software. '
4.1.4. A User Guide foi’ handheld devices.

General Project Assumptions -
$tate of NH Contract 2019-033 ' ' . pae:_ /10 Z,)o
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The Contractor will provnde project tracking tocls and templates to record and  manage Issues, Risks,
Change Requests, Requireinents, and other documents used in the managcmcnt and tracking of the

project. The State of New Hampshire and the Contractor’s Project Managers will review these tools

and templates and determine which oncs will be used for the project. Training on these tools and
templates will be conducted at the start of each phase in which they will be used.

Prior to the commencement of work on Non-Sofiware and Written Deliverabies, the Contractor shnll_
provide (o the State a template, table of contents, or agcndn for Review and prior '|pproval by the

" Stale.
53.°

The Contrnctor shall ensure that appropriate levels of security are implemented and mamtmncd in
order to protect the integrity and reliability of the-State’s Information Technology resources,
information, and services. The Contractor shall provide the State resources, information, and
Services on an ongoing basis, with the appropriate infrastructure and security, controls to ¢nsure
business conlmuny and to safeguard the confidentiality and integrity of State newworks, Systems and
Data. - . .

‘The Deliverables are set forth in the Schedule described below in Chart 5.5 By unconditionally -

. accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the

State deiécts any deficiency in the System, in whole or in part, through completion of all Accepmncc
Testing, including but not limited to, SoflwarclSystcm Acceptance Testing, and any extensions .
thereof. . -

. Pricing for Dehverablcs set forth in Exhibit B: Price and Puyment Schedule Pncmg will bc

effective for the Term of this Contract, and any extensions the.rcof

DELIVERABLES, MILESTO\IES AND ACTIVITIES SCHEDULE

Chart 5.5° ’ .
Activily, thvcrablc, or Mxlestonc 'I?t:hverabl_c o PIO_]-C.Clcd
J ype . |Delivery Date
PLANN NG AND PROJECT MANAGEMENT
L |Conduct Project Kickoff Mecling . Non-Software April 9, 2020
2 : Pfojccl'Status ch'orts Written Weekly
P Work Plan | : |Writen April 16, 2020
1 Infrastructure. Plan, including Desklop Written ‘
" _jand Network Configuration .
Requirements ) April 16, 2020
P Security Plan Written April 16,2020

Stae of NH Con'lra.cl 2019-033 . : Date; [ ;Q b@
- Exhibit A - Contract Deliverables - Part 3 Conurgictor’s Initials: ?4l
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1 Wristband Template Written - April 16, 2020
. Software Configuration Plan . Written May 1, 2020
g Systems Interface Plan 7 ' '
“ * land Design/Capability Written . May 1, 2020
i Cesting Plan Wrilten May 1, 2020
10 Comprehensive Training Plan o
and Curriculum Written May 1, 2020
A End User Supbort-Pla.n Written A'pril 28, 2020
"IDocumentation of - R
Opcrauonal Procedures Written April 28, 2020
g : e L B S T
AN, 2l '_.i’\ ik f‘f‘ij?",% b _-i A
i3 Provide Sofiware Licenses if needed [Written * |April 28, 2020
14 Provide Fully Tested Data Coﬁvcrsion ) : . '
- |Sofiware " {Software | April 28, 2020
Provide Software Instatled, Confgurcd :
5 - ‘land Operational Lo Satlsfy Statc .
Requlremems Software Apnl 28, 2020
FESTG, A ? -
16 Céﬁduét ]ntcgraiion Tcsting . Non-Software  jApril 30, 3020
7 ~ lconduct User A?cc'cp'tance Testing Non-Software April 30, 2020
18 Pcr'f'orr'n. Production Tests Non-S‘oftwarc Apr.il 30, 2020
o Test In-Bound and ) - '
Out-Bound Interfaces Software April 30, 2020
iO Conduct System Performance . ‘
g (Load!Stress) Testing Non-Software April 30, 2020 .
2'1 Certification of 3" Party Pen Testingand™ *). -
. AQEIIC&[]OTI Vulncrablllty Scanmnﬂ - (Non-Software pnl 30, 2020
b o NN e T
) Converted Data Loaded into Production C
Environment ‘ Software April 30, 2020
Provide schedule, capacity, and method. -
231 for Backup and Recovery of all . ‘ ) -
Applications and Data Software April 30, 2020
State of NH Coniract 2019-033

; . A Date: 9!52;90
. Coniractor’s lnitials: ) -



STATE OF NEW HAMPSHIRE
DEPARTMENT QF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
*  SAAS CONTRACT 2019-033
PART 3 ~ EXHIBIT A
SCOPE OF SERVICES AN D CONTRACT DELIVERABLES

24 Conduct Training - . . .Non—Sof;ware Aprll 30,2020
‘ |25 * |Cutover to New Softwan: Non-Soft.warc May 6, 2020

25 " [Provide Documentaton Writien May 6, 2020

26 Execute Sccurity Plan . © [Non-Sofiware MayG 2020
B e

27 . Ongoing Hosting Support o . .jNon-Software Ongomg

28 . |Ongeing Support & Maintenance - SoI:lwar_e - Ongoing

ho Conduct Project Exit Meeting Non-Software May 6, 2020

State of NH Contract 2019-033 ' : < Date: __2{12:/30
o Contractor's Initials: __ ‘ -

Exhibit A — Contrict Deliverables — Part 3
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STATE OF NEW HAMPSHIRE
' DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
| PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed
This is 2 Not to Exceed (NTE) Contract for the period between the Effective Date through June 30, 2021.
The Contractor shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow the Contractor to invoice the State for the following. activities, Deliverables, or
milestones appearing in the price and payment tables below: :

. [Projected
IA ctivity, Deliverable, or Milestone C Price
oo ' elivery Date
BEERLORTON | . o a. . R
A e v re cm”  urdemsmradwrs el = 2 - T S S By o
1 Provide IDMX Software License $9,700
2 Provide Secur-Trac Software License . $4,890
Provide IDMX Software Installed, Configured, and
3 Operational to Satisfy State Requirements 58,919
[Provide Secur-Trac Software Installed, Configured,
4 and Operational to Satisfy State Requirenents $11,852
4 Hand Held Scanner Licenses (12) ' ) ’ 51,224~
SYSTPVGDBRIONNMENTY - ™7 L s !
Provide Tools for Backup and Recovery of all
6 lApplications snd Data ) ;

7 Conduct Training ‘ $7,350
G)(B-}—SR;'FIONS) o .-‘.' = ..(.. ....:.. ey =:..- .:q‘.'-: _'u..l. S u‘;..., [_ ey .. — A‘...l.. m .,:‘...,1‘ ] = ...m I?:‘l
o PRI I A N S L { PRV N0 - A ORI NS P
8 Handheld Scanners (12) ' ‘ 514 451

P Ongoing Support and Maintenance- . 86,178
10 [Supplies Y : . . §2,960
‘ TOTAL ' $67,524

1.2 SAAS Services Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price estimate should
reflect the most oplimistic implementation date. Actual payments may differ from the estimate if project
start date slips or if implementation takes longer as this will cause a shorter maintenance period. Table.
should be customized to, reflect the project and the cost composing the Contractor’s proposal.

. Table 1.4: SAAS Services Pﬂclng’ Worksheet

Iftgsms_fs;emwfessi TOTAL,
RSN A RN AL 1 ] B e e et
State of NH Contract 2019-033 ’ . Date: &t } DAO

Exhibit B - Price and Payménl Schedule - Part 3 : . Contractor’s Initials g l
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Software Installation, $20,771 - $20,771
Configuration and

Testing

Technical Support, $£3,089 $3,089 $6,178
Maintenance and ° ’ 3

updates

Training $7,350 - $7.350-
Hardware $14,451 - $14,451
Supplies $1,480 £2,960
Licensing 515,814 §15,814
GEANDAOTAT e, 156000550

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwilhstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 (“Price Limitation”). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incusred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract. ’

3. INVOICING

The Contractor shall submit correct invoices 16 the State for all amounts to be paid by the State. All invoices..
submitted shall be subject to the State’s prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submit invoices for Services or Deliverables as permitied by the Contract.
Invoices must be in a format as determined by the State and contain detailed information, including without
lumtauon itemization of each Deliverable and identification of the Deliverable for which payment is
sought, Jand the Acceptance date triggering such payment; date of delivery and/or instatlation; momhly
maintenance charges any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not-be b1ckdated
and shall be promptly dispatched.

Iovoices shali be sent to:

Financial Administrator -

New Hampshire Hospital |

Business Office . : . -

36 Clinton St. ,
Concord, NH 03301 ' ,

Datc:‘._o_((_?_'/ ﬁ ¢
Al

State of NH Contract 2019-033
Exhibit B - Price and Payment Schedule — Part 3
’ ' Page 9 of 36
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STATE OF NEW HAMPSHIRE
' DEPARTMENT OF-HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS
Payments shall be made via ACH. Use the following link to enroli wuh the State Treasury for ACH
payments: https.//www.nh. novfu-easurvlstate-vendorslmdex htm

5. OVERPAYMENTS TO THE CONTRACTOR
The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment of erroneous payment upon discovery or notice from the State.

6. CREDITS
The State may apply credits due to the State arising out of this Commcl agamst the Contractor’s invoices
with appropriate information attached.

State of NH Conlract 2019-033 _ : " Date: '/[J-/?O :

Exhibit B - Price and Payment Schedule — Part 3 Contractor's Initials £ ‘
Page 10 0f 36
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STATE OF NEW. HAMPSHIRE -
DEPARTMENT OF HEALTH AND HUMAN SERVICES ‘
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 - PART 3
. EXHBITC
REVISIONS TO STANDARD CONTRACT LANGUAGE

L Revisions to Form P-37, General Prowsmns
1.1. Section 4, Condmonal Nature of Agrccmcnt is replaced as follows:

4.

CONDITIONAL NATURE OF AGREEMENT,

Notwuhstandmg any provision of this Agrecment to the contrary all obh gations of the State
hereunder, including without limitation, the continuance of payments, in whole or in part, uinder this
Agreement are contingent upon continued appropriation or avaitability of funds, including any .
subsequent changes to the appropriation or availability of funds affected. by any state or federal
legislative or executive action that reduces, ¢liminates, of othérwise modifies the appropriation or
avmlablhty ‘of fundmg for this Agreement and the Scope of Services provided in Exhibit A, Scope of
Services, in whole or in part. In no cvent shall the State be liable for any payments hereunder in
excess of apptopriated or available funds. In the event of a reduction, termination or modification of
appropriated or available funds, the State shall have the nght to withhold payment until such funds
hecome available, if ever. The State-shall-have the right to redute, terminate or modify services
under this Agrcement 1mmed1ately upon giving the Contractor notice of such reduction, termination
or modification. The State shall not be required to transfer funds from any olher source or account
into the Account(s) identified in block 1.6 of the General Provisions, Accounl Number, or any other .
account in the event funds are reduced or unavailable. -

1.2: Section 10, Termination, is amended by addlng the fo]lowmg language:

10.1

10.2

10.4

10.5

" . Staic of NH Contract 2019033 . . Dae
Exhibi;C-Spcéia] Provisions — Part 3 . o Conlraclorslmnals

The State may termmatc the’ Agreemcnt at any time for any reasan, at the so]c discretion of the State,
30 days after giving the Conlractor written notice that the Stalc is exercising its ophon 1] lcrmmalc
the Agrccmcnt

In the evént of early termination, the Contractor shall, wuhm 15 days of notice of early termination,
develop and submit to the State @ Transition Plan for services under the Agréement, including but not

-limited 1o, 1dcnufymg the présent and future needs of clients recelvmg services under the Agreement .

and establishes a process to megét (hose néeds.

3 The Confractor shall fully cooperatc with the State and shall promptly provxdc detailed mformauon 10.

support the Transition Plan including, but not limited to, any information or data requésted by the
State related to the termination of the Agreement and Transition Plan and shall provide ongoing
commuinication and revisions of the Transition Plan to 'the State as requested..-

In the event that services under the Agreement, including but not limited to clients receiving services
under the Agreement arc transitioned to havmg services delivered by another entity including

-contracted praviders or ‘the State, the Contraétor shall provxde a process for uninterrupted delivery of

services in the Transition Plan. .

The Contractor shall establish a method of notifying clients and other affected, mdmduals about the
transition. The Conlmctor shall mclude the proposcd communications in ils Transition Plan submnted .
to the State as dcscnbcd above., '

//}/w

*
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 —~PART 3
EXHIBIT D ‘
ADMINISTRATIVE SERVICES

1. ' TRAVEL EXPENSES ‘
The Contractor must assume all reasonable travel and related expenses. All labor rates will
be “fully loaded”, including, but not limited to: meals; hotel/housing, airfare, car rentals,
car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE E}CEMPTION

The State will not pay for any shipping or delivery fees unless speclﬂcally itemized in the
Contract.

3 ACCESSICOOPERATION
" As applicable, and subject to the applicable laws and regulations, the State will prowde the
Contractor with access to all program files, llbranes, personal computer-based systems,
sofiware packages, network systems, security syslems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES
The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination of
the Contract with the State, the Contractor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional cost
to the State, Documents must be provided in both printed and electronic format.

- 5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1} year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

State of NH Contract 2019-033 ' Date: _le-/?o

Exhibit D — Admipistrative Services —Part 3 Contractor's Initials: 7}44
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STATE OF NEW HAMPSHIRE
~ DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
' SAAS CONTRACT 2019-033 - PART 3
EXHIBIT D
ADMINISTRATIVE SERVICES
Upon prior notice and subject to reasonable time frames, all such records shalt be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Accessto -
these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Conlract and
one (1) year termn following litigation relating to the Contract, inciuding all appeals or the
explratnon of the appeal period. The Contractor shall include the record retention and
review requirements of this section in any of its subcontracts.

.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall -
be excluded from the State’s review unless the cost of any other, Services or Deliverables

. provided under the Contract is calculated or derived from thie cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles. The costs applicable to the Contract shall be -
ascertainable from (e accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures.

State of NH Contract 2019-033 . ‘ ‘Date: 9 ZI?{”

Exhibit D — Administrative Services — Part 3 - Contractor's Initials: !
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH-AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT E
IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are esseatial to Project
success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in
accordance with the requirements and terms of this Contract.

n. lIotroductory Meetlng: Participants will include the Contractor’s Key Project Staff and
State Project leaders from both Department of Justice and the Department of Information
Technology. This meeting will enable leaders to become acquainted and establish any
preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor's Project Team and
major stakeholders. This meetmg is 1o establish a sound foundation for activities that will,
follow.

c. Siatus Meetings: Participants will include, at the minimum, the Contractor’s Project
Manager and the State Project Manager. These meetings will be conducted at least bi-
weekly and address overall Project status and any additional topics needed to remain on
schedule and within budget. A status and error report from the Contractor shall serve as
the basis for discussion. ’

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, ona
bi-weekly basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

f. ExIt Meeting: Participants will include Project leaders from the Conlractor and the State.
Discussion will focus on lessons learned from the Project and on follow up options that the
State may wish to consider.

The State expects the Contractor to prepare agerdas and background for and miinutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentauon for the kickoff meeting, will also be the Contractor s
responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor’s Project Manager shall assist the State's
Project Manager, or itself produce reports related to Project Management as reasonably requested
by the State, all at no additional cosi to the State. The Contractor shall produce Project status reports,
which shall contain, a1 a minimum, the following: )

1. Project status related to the Work Plan;
2. Deliverable status;
3. Accomplishments during weeks being reported;

~

State of NH Contract 2019-033 . I
] Date: 9 /9 Qrﬁ : .
Contractor's Initials:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 -EXHIBITE
IMPLEMENTATION SERVICES

4. Planned activities for the upcoming two (2) \\;reek period;
5 TFuture activities; and

6. Issues and concerns requiring resolution.

7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cos to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shail adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan, which will
be customized to address the State’s specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient
time for development of niaterial as functionality is defined and configured. SRR A

"The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project’s Work Plan and tasks, manage and schedule Project staff, track and manage issues,
manage changing requiremerits, maintain communication within the Project Team, and report
status.

2.2 Timeline . .
The timeline is set forth in the Work Plan. During the initial planqing'period Project tas
and resource plans will be established for: the preliminary training plan, the change.
management plan, communication approaches, Project standards and procedures finalized,
and team training initiated. Timing will be structured to recognize interdependencies
between applications and structure a cost effective and timely execution. Processes will be
documented, training established, and the application wil] be ready for Implementation in
accordance with the Work Plan.

2.3 Change Management and Tralnlng

- The Contractor's change management and training services shall be focused on developing
-change management and training strategies and plans. Its approach relies on State
resources for the execution of the change management and end user training.

State of NH Contract 2019033
. Date: &2 [2]20.
Contractor's Initials:

Exhibit E — Implementation Services — Part 3
Page 15 of 36



-

. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

The Coantractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to: _

1. TESTING AND ACCEPTANCE ’
The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project. The Contractor will also provide training as necessary to the State staff
responsible for test activities. The Contractor shall be responsible for all aspects of testing
contained in the Acceptance Test Plan including support, at no additional cost, during User
Acceptance Test conducted by the State and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing
the System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall
include planning, test scenario and script development, Dato and System preparation for testing,
and execution of Unit Tests, System Integration Tests, Conversion Tests, Installation tests,
Regression tests, Performance Tuning and Stress tests, Security Review and tests, and support of
the State during User Acceptance Test and I.mplememanon

In addition, lhe Cortractor shali provide a mechanism for reporting actual test resuits vs.
expected results and for the resolution and tracking of all errors and problems identified
during test execution. The Contractor shall also correct Deficiencies and support required
re-testing.

1.1 Test Planning and Preparation
The Contracter shall provide the State with an overall Test Plan that will gulde all testing.
_The Contractor provided, State approved, Test Plan will include, at a minimum,
identification, preparation, and Documentation of planned testing, a requirements
traceability matrix, test variants, test scenarios, test cases, test scripts, test Data, test phases,
unit tests, expected results, and a tracking method for reporting actual versus expected
results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work
Plan and the Contract, State lesting will commence upon the Contraclor’s Project
Manager's Certification, in writing, that the Contractor’s own staff has successfully
executed all prerequisite Contractor’s testing, along with reporting the actual testing results,
prior to the start of any testing executed by State staff. The State will be presented with a
State approved Acceptance Test Plan, test scenanos, test cases, test scripts, test data, and
expected resulis.

The State will commence its testing within five (5) business days of receiving Certification
from the Contractor that the State’s personnel have been trained and the System is installed,
conﬁgured complete, and ready for State testing. The testing will be conducted by the State
in an environment independerit from the Contractor’s development environment. The
Contractor must assist the State with testing if accordance with the Test Plan and the Work
Plan, utilizing test and live Data to validate reports, and conduct stress and performance_
testing, at no addnlmnal coslt.

State of NH Coatract 2019-033 " Dae_Q2[2 90
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
. SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

Testing begirs upon completion of the Software configuration as required and user training according to
the Work Plan. Testrng ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor must demonstrate that their-testing methodology can be integrated with the State standard
methodology.

1.2 System Integration Testing (if applicable} .
The new System is tested in integration with other application systems (Iegacy and service
provrders) in a preduction-like environment. System lntegration Testing validates the
integration between the individual unit application modules and verifies that the new
System meets defined requirements and supports execution of interfaces and business
processes. The Sysiem Integration Test is performed in g test environment.

Thorough end-to-end testing shall be performed by the Contractor teamn(s) to confirm that
the Application integrates with any interfaces. The test einphasizes end-to-end business
processes, and the flow of information across applications (IF APPROPRIATE). It
includes all key business processes and interfaces being implemented, confirms data
transfers with external parties, and mcludes the !mnsmrsaon or printing of all electronic
and paper documents.

Acar\'ny;Dcscnphonv "Systems Integration Testing Q}'dl‘ia;i'é;‘tl'ic”in"t'egra-fion‘ between the target’

b : .

oo It 3_ . .| application modules and other systéms, and verifies that the'new System
S el | meets defined interface requirements ‘and ‘supports execution of business
= V03 N+ 1 processes. This test emphasizes end-to-end buisiness processes and the flow
I <, . |.-ofififormation across the application...It includes all key business processes |-
BRI § and interfices being ‘implemented, couﬁrms data transfers with external’
Y SN _Jl’,’ parucs and includes Lhe lmnsnnss:on or prmhug ofall eleclromc and papcr
PR A documcms ST . : C
Contmc{on-Tcam:c " p Tnke the Iead -in dcvc]opmg lhc Systcms lmegranon “Test’
Rcsponslblhues} ! Spccrﬁcatmns ’ . o
. '-_‘-i g '--"'.\ -': . ‘Workjomllywnh thie State todcvclop and load the data profiles to
PR »support the test Specrﬁcatrons o . c
¥ " . ._f-f'{.; ool -+ Work Jomtly wrlh the. Sta!e 10! Vahdatc componcms of r.hc lesl
[t et senpsl e .
4 .3 " . ¢ 4 . et ' .
§me‘Respon5|51hu:sj . Work jomlly wrth the Contraclor o devc]op the Systems

‘ lmcgrauon Tcst Spccrﬁcahons . X o

+ . Work Jomtly wrth the Contractor 16 deve]op and load l.hc da!a
: proﬁles to support the test Spccrﬁcanons ‘.

Y Work Jmntly with the Contraclorlo validate componems of the tesf
T scrrpls, modlﬁcauons ﬁxcs and other System mteracnons with the
Conlmclor suppllcd Soﬁwnre Soluuon T

State of NH Contract 2019-033 ‘ ' - Date: 2/p0
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

‘Deseripliont

.xyqrﬁ-ﬂm_ duct: ° -

The Integration-Tested System indicates that all interfaces
. between the application and the legacy and third-party systems,
< interfaces, and applications are t_’unclioning propetly.

‘.

1.3 Converslon Valldation Testing (If applicable) .
1n Conversion Validation Tesling, target application functions are validated.

Activity Descnplion

[N

F

. Lt.'(nm't:rh:d data lhrough these mtcrfacc poinis pcrforms corrccl]y

! Tbe convers:on vahdamn est shouid Teplichte the entire “fléw of
thc conveﬂed daia UJrough the Soﬁware Solution, As lhc Sofmrare
Solul:on is mlcrfaccd to. legacy . or, lhxrd-party
,apphcnuonsﬁntcrfaces 1csung vcnf es that the resu]tm g flow of the:,

2
‘1

; For convcrswns and mtcrfaces, Lbc Conlrnclor s team “will cxccutc e the
apphcablc validation lests and comparc cxccutlon results-wuh ihé
documemcd cxpcclcd r:suils . s " - ,"'

[Stafe:Responsibilities -,

Extmcl and clca.usc, if ncccssary lhe Iegacy data fo bc convened in thc

daia conversxons . } 2 .

Work Product®*
Déseription” .

N Jconversmn progranis- Ahat have been tested to vcnfy thm the resullmg

Vahdauon-Tcstcd Converston Programs " These pmgmms mcludc

gcomfemt:l ‘legacy duta pcrforms correctly in lhc entire, smle of thc
1 Apphcauon . -

L ,‘.'-. P

1.4 Installatlon Testing
In Installation Testing the application componeuts are installed in the System Test
énvironment to test the installation routines and are refined for the eventual production
environment. This activity serves as a dry run of the installation steps in preparauon for
configuring the production system.

1.5 User Acceptance Testing (UAT)
' UAT begins upon completion of the Software con.figurauon as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceplance by
the State.

" The User Accepmnce Test (UAT) is a verification process performed in a copy of the
production environment. The User Accepiance Test verifies System functionality against
predefined Acceptance criteria that support the successful execution of approved business
processes, :

UAT will also serve as a performance and stress test of the Sysitem. It may cover
any aspect of the riew System, including administrative procedures such as
backup and recovery. The results of the UAT prowde evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

Datc; 9 Ad

Contractor's Initials:
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) STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

The resulis of the User Acceptance Test provide evidence that the new System meets the
User Acceptance criteria as defined in the Work Plan. .

Upon successful conclusion of UAT and successful System deptoyment, the State will issue
a letter of UAT Acceptance and the respective Warranty Period shall commence -

Actn'ny Dcscnpnolﬁ Thc Systcm User Acceptance Tesls venfy System functionality agamst

P T | prcdcﬁncd Accepiance criteria thal suppon the succcssful ewcecuuon of
Ao .*' I approv:d processes. - - -

-Con!raclorfTeam L r,— . e Prowde the Statcan Acccplancc Tcst Plan and selcctlon of test

Respoumb:htms. S :_~ - scnpts for the Acceplancc Test. o

R RN Momtor the cxccutmn ‘of the test scrlpls apd assusl as nccdcd
. dunng lhc Uscr Accepmnce Test achvmcs :

e

e WorL Jomlly wnlh the State in dclcrm.lmng the rcqmrcd aclwus i
for problem rcsoluuon.

P e T U e e e

L Approve the development of lhc User Accepla.ucc Test Plan

. n:, G P nnd ‘the set ofdata foruse dunngtthscrAccepmnceTesl
I R TCLEE BRI .Vahdate the Acceplzmcc Tcsl environment. "+ S
Sev g aee sl e ~Execute the tést scnpts “and conducs User Acccplam:c Test
\ CR A : aclwmcs ety K . ;

o L Document and sununanze ‘Aéce ptancc Tcst results

. ~,--Work Jomlly with the Comractor in dclem‘umng lhe reqmrcd
- acuous for prcblem rcsolunon .

+ 4 to

e .Prowdc Acceptancc of lhc vuhdatcd Syslems

{The Dclwcmblc for User Acceptance Tests is the User Acccptance Test

* Results, Thcsc results provide evidence that thc new System mccls l.hc
T User Acceptance criteria defined in thé Work Plan

1.6 Per formance Tunlng and Stress Testlng

The Contractor shall develop and document hardware and Software configuration and tuning of IDMX
and Secure-Trac infrastructure as well as assist and direct the State’s System Administrators and
Database Administrators in configuring and tuning the infrastructure to support the software
throughout the Project

1.7 Scope

The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

1t will include the measurement of response rates of the-npplication for end-user transactions and
resource utilization (of various servers and petwork) under various load conditions. These response
rates shall become the basis for changes and retesting until optimum System perfornance is achieved.

State of NH Contract 2019-033 : - ; Date: 20
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" Performance testing and tuning shall occur in the final production environment and shall use a copy

1.7.1 Test Types

of the final production database to provide the best results. : :

Performance testing shall use two different types of testing to detérmine the stability of the application. -
They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by runmng scripts
where the output is broken down irito business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, each individual seript is run
to establish a baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability .
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

'1.7.2 Tuning

1.8

Tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the

‘result of making code more efficient during development as well as making tuning parameter changes

to the environnient,

Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during

* the modification effort, both to verify that the modifications have not caused unintended adverse’

effects, and to verify that the modified and related (possibly affected) System components stitl meet
their specified requirements. '

In designing and conducting such regression testing, the Contractor will be required to assess the risks

inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economiic considerations.

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as

- identification, authentication and non-repudiation. - ‘

All components of the Software shall be reviewed and tested to ensure they protect the State’s
hardware and software and its related Dala assets. Tests shall focus on the technical, administrative
and physical security controls that have been designed into the System architecture in order to provide
the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the
service components. Test procedures shall include penetration tests and application vulnerability
scanning. : :

State of NH Contract 2019-033 . . Date: . QA j2/30
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Service Component

Deflnes the set of capabilities that:

Identification and
Authentication

Supports obtaining information about those parties
attempling to log onto a system or application for
security purposes and the validation of users

Access Contro!

Supports the management of permissions for
logging onto a computer or network

Encryption -

Supports the encoding of data for security purposes

Intrusion Detection

‘Supports the detection of illegal entrance into a
computer system .

Verificalion 1 | Supports the confirmation of authority to enter &

) ‘ computer system, application or network
Digital Signature Guarantees the unaltered state of a file
User Management Supports the administration of computer,

application and network accounts within an
. organization. .

Role/Privilege Supports the granting of abilities to users or groups
Management of users of a computer, application or network
Audit Trail Capture Supports the identification and monitoring of
and Analysis activities within an application or system

Input Validation

Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and -
unaithorized access of files and/or directories on
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include 3™ party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide resulis of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

Date; 9[ f2/3¢
Contractor's Initials: 4:[
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" 1. SYSTEM MAIN’I'ENANCE

The Contractor shall maintain and support the System in all material respects as described in the apphcable
program Documentation through the contract end date.

1.1  Contractor's Responsibility

The Contractor shall maintain the System in accordance with the Contract.

111 Maintenance Releases -

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documenmuon that are .
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement -

The State will adopt the Centractor’s standard maintenance agreement delf ed to address
terms and conditions inconsistent with State Statutes and general State information technology
practlces

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but
not limited to S1.1 through §1.20 of the Support and Mamlenance Requirements in Exhibit H
Requirements, Attachment 1.

2.2 If the Contractor fails to correct a Defictency wnhm the allotted period of time stated above, )
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 2 Section 13. 1.1.2, as well as to
return the Contragtor’s product and receive a refund for all amounts paid to the Contraclor,
including but not limited to, applicable license fees, within ninety (90) days of notification to
the Contractor of the State's refund request.

23 If the Contractor fails to correct a Deﬁcnency within the allotted period of time stated above,
the Contractor shall be deemed to have comumitted an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 1, General Provisions, Section 8.

State of NH Contract 2019-033 Date:
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Project Requirements are hereby incorporated within.,

State of NH Contract 2019-033 Date: (9 )90
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The Contractor’s Project Manager and the State Project manpager shall finalize the Work Plan for
Implementation within ten (10) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s
plan to implement the System. Continued development and management of the Work Plan is a joint effort
on the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the
end of this Exhibit. :

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
Contractor's team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is
documented in accordance with the Contractor’s Work Plan and shal! utitize <SOFTWARE TYPE> to
support the ongoing management of the Project.

1. ASSUMPTIONS
A. General _
"« The State shall provide team members with decision-making authori'ty to support the

Implementation efforts, at the level outlined in the Request for Proposal Document
State Staffing Matrix. .

«  All State tasks must be performed in accordance with the revised Work Plan.

« All key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution.

+ Any activities, decisions or issues taken on by the State that affect the mutualty agfeed
upon Woark Plan timeline, scope, resources, and costs shall be subject to the identified -
Change Control process. -

« The Contractor shall maintain an accounting system in accordance with Generaﬂy
Accepted Accounting Principles (GAAP).

B. Project Management
' _ The State shall approve the Project Management Methodology used for the Project.

»  The State shall provide the Project Team with reasonable access to the State personnel
as needed to complele Project tasks.

+ A Project folder created within the State system shall be used for éenl;alized storage
and retrieval of Project documents, work products, and other material and information
-relevant to the success of the Project and required by Project Team members. , This’
central repository is.secured by determining which team meinbers have access to the
Project folder and granting either view or read/write privileges. The Contractor’s
Project Manager will establish and maintain this folder. The State Project Manager
shall approve access for the State team. Documentation can be stored-locally for the

State of NH Contract 2019-033 o Date: 70
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Contractor and State team on a “shared” network drive to facilitate case and speed of
access. Final versions of all Documentation shall be loaded to the State System.

* The Contractor assumes that an Alternate Project Manager may be appointed from time -
" to ime 1o handle reasonable and ordinary absences of the PToJcct Managcr

C. Conversions (If applicable) N

. Thc Coritractor Team's proposal is based on the assumption that the State’s technical team

" is capable of lmplcmcnung, with assistance from the Contractor’s technical team, a subset

-of the conversions. The Contractor’s Team shall lead the State with the mappmg ol’ the
lcgacy Data to thc Contractor's appl:cauons

* Additionally, the Conlructgx_' s Team shall:

1. Provide the State with Contractor’s application data requirements and examples,
of data mapplhgs conversion scripts, and data loaders. The Contractor’s Team
shall identify the APIs the State should use in the design and dcvelopment of the

_conversion. |

2. Provide gmdancc and assistance with the usc of the data loaders and conversion
scripts provided.

Lead the review of functional and technical Specifications.

. Assist with the resolution ofproblems and issues associated wnlh the dcvelopmcm ‘
- and Implementation of the conversions.

D. Prcgcct Schedule
E Deploymcnl is planncd to begin on Apnl 9 2020 with a planned go-live date of May 6,

2020
E. Reporting
* The Contractor shall conduct weekly ;;mlﬁs mcctings, and provide rt:"pong that include, but
are not limiled to, minutes, action items, test results, and Documentation, - -
F. User Training S ) T JREAES

» The Contraclor's Team shall lead the development of the end—us’cf training plan,
* A train the trainer approach shall be uscd for the delivery of end-user training.
e Thc Smtc is rcsponsablc for the delivery of end-user training. )
* The State shall schedule and track attendance on all end- -user lraining classes.
G. . Performance and Sccunty Testing '

s The Conlraclor s Team shall provndc a performancc test workshop to ldcnu[‘y the key
scenarios to be tesied, the approach and tools lequnrcd and best practices information
on pcrtormancc lcsung ' : '

State of NH Contract 2019-033 - T " Date: MO
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2. ROLES AND RESPONSIBILITIES

A.
D

2)

Maintain communications with the State's Project Manager;

STATE OF NEW HAMPSHIRE
) DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT ]
SOFTWARE AGREEMENT

e The State shall work with the Contractor on all testing as set forth in Contract Exhibit
F — Testing Services.

Contractor Team: Roles and Responsibilities

Contractor Team Project Execuuve

The Contractor Team’s Project Executives (Conu'aclor and Subcontractor Pro_;ect
Executives) shall be responsible for advising on and monitoring the quality. of the’
Services throughout the Project life cycle. The Project Executive shall advise the
Contractor Team Project Msdnager and the State’s Project leadership on the best
practices for implementing the Contractor Software Solution within the State. The
Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.

Contractor Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-
day management of the Project and shall plan, track,-and manage the activilies of the
Contractor Implementation Team. The Contractor Team Project Manager will have
the following responsibilities: .

Work with the State in planning and conducting a kick-off meeimg,
Create and maintain the Work Plan;

Assign the Conlractor,Team consuitants to tasks in the Implementation Project according
to the s¢heduled staffing requirements; '

Define roles and responsibilities of all the Contractor Team membérs;
Provide SWEEKLY update progress reports to the State Project M-annger; .

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

—

Review task progress for tune, qualny, and accuracy in order to achieve progress;

Review requirements and schedulmg changes and 1dent1fy the impact on the Project in
order to identify whether the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the State Project Manager and
wilh appropriate Change Control approvals as identified in the Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they arise;.

Provide the State completed Project Deliverables and obtain sign-off from the State’s
Project Manager.

Manage handoff to the Contractor operational staff;

State of NH Contract 2019-033 ’ Date: E). 2130
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. * Manage Transition Services as needed,
3) Contractor Team Analysis .

The Contractor Team shiall conduct analysis of requirements, validate the Contractor
Team's understanding of the State business reqmrements by application, and perform
business requirements mapping:

Construct and confirm application test case scenarios;

Produce application configuration definitions and configure the applicatioi:k;
Conduct testing of the configured application; .

Produce functional Specifications for extensions, conversions, and interfaces;

Assist the State in the testing of ex!ensioné, conversions, and interfaces;

Assist the State in execution of the State’s Acceptance Test; -

Conduct follow-up meetings to obtain feedback, results, and concurrence/approval
from the State;

Assist with the correction of configuration problems identified during system,
integration and Acceptance Testing; and

Assist with the transition to production.

4) Contractor Team Tasks

The Contractor team shall assume the following tasks:

» Development and review of functional and technical Speciﬁcatidn to determine that they are at an
*appropriate level of detail and quality;

» Development and Documentation of conversion and interface programs in accordance with functional
and technical Specifications;

s Development and Documentation of installation procedures; and

¢ Unit testing of conversions and interfaces developed; and

¢ System Integration Testing. -

" B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on
the individual State team members will vary depending on the phase and specific tasks of
the Implementation. The demands on the Subject Matter Experts® time will vary based on
the need determined by the State Leads and the phase of the Implementation,

1) State Project Manager

‘The State Project Manager shall work side-by-side with the Contractor Project

Manager. The role of the State Project Manager is to manage State resources (IF
ANY), facilitate completion of all tasks assigned to State staff, and communicate
Project status on a regular basis. The State Project Manager represents the State in all
decisions on Implementation Project matters, provides all necessary support in the

State of NH Contract 2019033 ’ Date: _ 70
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conduct of the implémentation Project, and provides necessary State resources, as
defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities; -

L]

[ 4

Plan and conduct a kick-off meeting with assistance from the Contractor team;
Assist the Contractor Project Manager in the development of a detailed Work Plan;’

Identify and secure the State Project Team members in pccbrdance with the Work
Plan;

Define roles and respons;blhues of all State Pro_;ect Team members assigned to the
Project,;

Identify and secure access to additionat State end-user staff as needed 10 support
specific areas of knowledge if and when reqmred to perform certain
Implementation tasks; !

Communicate issues to State management as necessary to secure resolution of any
matter that cannot be add:essed at the Project level,

Inform the Contractor Project Manager of any urgent issues if and when they arise;
and

Assist the Contractor team staff to obtain requested information if and when
required to perform certain Project tasks.

Manage handoff to State operational stafT;

Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(s) (SME)

" 'The role of the State SME is to assist application teams with an understanding of the
State’s current business praclices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:

« Be the key user and coatact for their Agency or Department; .

¢ Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

&  Assist in validating and documenhng user requ:rements, as needed

¢ Assist in mapping business requirements,

e Assist in constructing test scripts and data;

*  Assist in System Integration, and Accepiance Testing;:

*  Assist in performing conversion and integration testing and Data verification;

¢  Attend Project meetings when requested; and

State of NH Contract 2019-033 Date: g lalaq
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Assist in training end users in the use of the Contractor Software Solution and
the business processes the application supports.

3) State Technical Lead and Architect

The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State's technical tasks. Respensibilities include: :

Attend technical training as necessary to support the Project;
Assist the State and the Contractor Team P.l‘OjeCl Managers to establish the

. detailed Work Plan;

Manage the day-to-day activities of the State’s technical resources assigned
to the Project;

Work with State IT management to obtain State technical resources in
accordance with the Work Plan;

Work in parinership with the Contractor and lead the State technical staff’s
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be expected that the
Contractor will lead the overall effort with support and assistance from the
State; and

Represent the technical efforts of the State at WEEKLY ProJect meelings.

4) State Testmg Adlmmstrator : ‘

The State’s Testmg Admihjsu-ator will coordinate the State’s testing efforts.
Responsibilities include:

+ Coordinating the development of system, integration, pérfommnce, and
Acceptance Test plans;

e Coordinating system, integration, performance, and Acceplance Tests;

+  Chairing lest review meefings;

» Coordinating the State's team and external third parties involvement in testing;

e Ensuring that proposed process changes are considered by process owners;

s  Establish priorities of Deficiencies requiring resolution; and

s+ Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION
Detail what software is required for the Contractor to perform the actwmes of the Contract.

State of NH Contract 2019-033
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4. CONVERSIONS

A.

Conversion Testing Responsibilities

e The Contractor Team and the State, based on- their assigned conversion
responsibilities, as set forth in Contract Exhibit F: Testing Services shall identify
applicable test scripts and installation instructions, adapt them to the Project
specifics, lest the business process, and compare with the documented expected
results. : -

o The Contractor Team and the State, based on their assigned conversion
responsibilities, shall execute the applicable test scripts that complete the
conversion and compare execution results with the documented expected results.

e The State is responsible for documenting the technical Specifications of all
programs that extract and format Data from the legacy systems for use by the
COnVersion processes. C

e The -Contractor Team and the State, based on their assigned conversion
responsibilities, shall develop and unit test their assigned conversions. '

¢ The State and the Contractor Teams shall jointly conduct System and Integration
Testing, , verifying and validating' the accuracy and completeness of the
conversions. :

e The State and the Contractor Teams shall jointly verify and validate the accuracy
and completeness of the conversions for Acceptance Testing and production,

5. INTERFACES
Interfaces shall be implemented in cooperation with the State.

A Interface Responsibilities

e The Contractor Team shall provide the State Contractor Application Data requirements
and examples, of data mappings and interfaces implemented on other Projects. The
Contractor Team shall identify the APIs the State should use in the design and
development of the interface. - ’

* The Contractor Team shall lead the State with the mapping of legacy Data to the
Contractor Application. . _ )

.. The -Contractor Feam shall lead the review of functional -and tf;chnical interface
Specifications. ' . .

¢ The Contractor Team shall assist the State with the resolution of problems and issues
associated with the development and Implementation-of the interfaces.

+ The Contractor Team shall document the functional.-and technical Specifications for
the interfaces. : ' )
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The Contractor Team shall create the initial Test Plan and related scripts to Unit Test
the interface. The State shall validate and accept.

The Contractor Team shall develop and Unit Test the interface.

»
The State and the Contractor Team shall jointly verify and validate the accuracy and
completeness of the interface.

The State is responsnble for documenting the procedures- requxred to run the interfaces
in production.

The State shall document the technical changes needed to legacy systems to
accommodate the interface.

"The State shall develop and test all legacy application changes needed to accommodate

the interface.

The State and the Contractor Teams shall jointly construct test scnpls and create any
data needed to support testing the interfaces.

The State is _responsmle for all data extracts and related formatting needed from legacy
systems to support the interfaces. o

The State is responsibte for the scheduling of interface operation in production.

6. LICENSE GRANT
RESERVED
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1. WARRANTIES

1.1 System
The Contractor warrants that the System wxll operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software )
The Contractor warrants that the Software, including but not limited to the individual modules or
functions furnished under the Contract, is properly functioning within the System, compliant with
the requirements of the Coatract, and w:ll opernte in accordance with the Specifications and Terms
of the Contract.

For any breach of the above Software wamnty, the State’s remedy, and the Contractoi’s entire
liability, shall be:

{a) The correction of program errors that cause breach of the warramy, orif the Contractor cannot
substantially correct such breach in a commercially reasonable manner, the State may end its
program license if any and recover the fees paid to the Contractor for the program license and
any unused, prepaid technical support fees the State has paid for the progm.m license; or

(b) The re-performance of the deficient Services, or
(c) If the Contractor cannot substantially correct a breach in o commercially reasonable manner,”
the State may end the relevant Services and recover the fees paid to the Contractor for the
deficient Services.

1.3 Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software (“Material) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, tzade name or
other intellectual property rights or misappropriate a trade secret of any third party.
14 Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destruclive programming,
or mechanisms designed to dlsrupt the performance of the Software in accordance with the
Specifications.

1.5 Compatibility

The Contractor warrants thiat all System components, incliding but not limited to the components
provided, including any replacement or upgraded System Software components provided by the
Contraclor 1o correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality. -

1.6 Services
The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance withi industry standards and that Servu:es will
comply with performance standards, Specmcauons, and terms of the Contract.
2. WARRANTY PERIOD
' The Warranty Period shali remain in effect until the conclusion or termination of this Contract
and any extensions, except for the wa.rmnty for non-infringement, which shail remain in effect
in indefinitely. :

State of NH Coniract 2019-033 Date: _ /] &Z@)

Exhibit K - Warranty and Warranty Service— Part 3 Contractor's Initials: I
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033 PART 3
EXHIBIT L
TRAINING SERVICES

1. The Contractor shall prdvi_de training for users of the IDMX software on each work shift, as
determined by the Department. IDMX software training must include, but is not limited to:

1.1,

1.2.

1.3.
1.4.

Printing, assembling and attaching wristbands.

Applying Secur-Loc clasps to wristbands.

Review of the procedure for disposal of used wristbands.

A hard copy of the IDMX User Guide for each employee désignated for training.

2. Classroom training for each designated employee on use of the handheld devices. Training
for handheld devices shall include, but is not limited to:

2.1,

Instruction on functions of handheld device.

2.2. Test scanning activities.
2.3. A hard copy of the handhetd device User Guide.

3. The Contractor shall provide training for users of the Secur-Trac software on each work shift,
as determined by the Department. Secur-Trac software training must include but is not
limited to:

3.1. Basic navigation of the software at the workstation where it is installed, including, but
not limited to: '

3.1.1. Filtering records.

3.1.2. Sorting records.

3.1.3.  Searching records.”

3.1.4. How to run a query.

3.1.5. How to generate, view and print reports.

]

State of NH Contract 2015-033 Date: 9/ }9,/30
Exhibit I. — Training Services— Part 3 Contractor’s Initials: .
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
) SAAS CONTRACT 2019-033 '
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RFP-2019-NHH 03-.PATIE Patient Identification Bracelets and Software System dated
- December 13, 2018 is hereby incorporated by reference as fully set forth herein.

Sla:e of NH Contract 2019-033 . o * Date: 9/’3 /}0

Exhibit M — Agency RFP with Addendums, by Reference - Part 3 Contractor’s [nitials: ___2 l {
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERV'ICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBITN -
VENDOR PROPOSAL, BY REFERENCE

ENDUR ID proposal to RFP-2019-NHH 03-PATIE Patient Identification Bracelets and
Software System dated March 6, 2019 is hereby incorporated by reference as fully set forth
herein.

State of NH Contract 2019-033 ' Date: 9 /’7/90

Exhibit N - Vendor Proposal- Part 3 Contractor’s Inilials: 4(
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBITO -
CERTIFICATES AND ATTACHMENTS

Attached are: .

A. DHHS Standard Exhibits g l
State of NH Contract 2019-033 Date: g’ 020
Exhibit O — Vendor Proposal- Part 3 Contractor’s Initials: |/
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New Hampshire Depai'tment of Health and Human Services

DHHS Standard Exhibits
i Exhibit C

SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contraclor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows: . ’

1.

.Compliance with Federal and State Laws: If the Contractor is permitied to determine the eligibility

of individuals such ellgibility determination shall be made in accordance with applicable federal and
slate taws, regulations, orders, guidelines, pelicies and pracedures. .

Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

Documentation: In addilion to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include alt
information necessary to support an efigibility determination and such other information as the
Deparment requests. The Contractor shall furnish the Depariment with all forms and documentation
regarding eligibility determinations that the Depariment may request or require, .

Fair H'earings: The Contractor understands that ali applicants for services hereunder, as well as
individuals deciared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that &ll applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right lo afair
hearing in accordance with Department regulations. .

Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or

make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the Stata in order to influence the performance of the Scope of Work detailed in Exhibit A of this -
Contract. The State may lerminate this Contract and any sub-contract or sub-agreement if it is )
determined that payments, gratuilies or offers of employment of any kind were offerad or recelved by -
any officials,-officers, employees or agenls of the Contractor or Sub-Contractor.

Retroactive Paymsnts: Notwithstanding anything to the contrary contained in the Contract or inany
other documenit, contract or understanding, it is expressty understood and agreed by the parties
hereto, that no paymants will be made hereunder to reimburse the Contractor for costs incurred for
any purpose of for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal ragulations) prior to a determination that the individual is eligible for such services.

Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
hereln contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rale which reimburses the Contractor in excess of the Contraclors costs, at a rate
which exceads the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds tha rate charged by the Contractor to insligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to-ineligible individuals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursementin
excess of costs,; ’
Exhibit C - Spacial Provisions Contraclor initials
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New Hampshlra Department of Health and Human Services

DHHS Standard Exhibits
Exhihit C

7.3.7

Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contraclor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the sligibility records specified abova, the Contractor
covenanis and agrees to maintain the following records during the Conlract Period:

8.1.

8.2.

8.3.°

Fiscal Records: books, records, documents and other data evidencing and reflecting all cosis
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Centractor during the Contract Period, said records to be
maintained in accordance with accounting procedures-and practices which sufficiently and
properly reflact all such costs and expenses, and which are acceptable to the Department, and
{o include, without [imitation, all ledgers, books, records, and original evidence of cosls such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind éontributions, labor time ¢cards, payrolls, and other records requesied or requtred by the
Department.

Statistical Records: Statistical, enroliment, attendance or visit records for each recxplent of
services during the Contract Period, which records shall include all records of applicationand
aligibillty (Including all forms required to determine eligibility for sach such recipient), records
regarding the provision of services and all invoices submitied to lhe Department to obtain
payment for such seivices.

Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patientirecipient of services.

8. Audit: Conlractor shall submit an annual audit to the Depariment within 80 days afler the close ofthe
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations™ and the provisions of Standards for Audit of Governmental Organizations,
Programs, Actlvities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits. '

9.1.

9.2.

Audit and Review: During the tarm of this Contract and the peried for retention hereunder, the
Departmant, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to ali reports and records maintained pursuantto
the Contract for purposes of audil, examination, excerpts and transcripts.

Audit Liabllities: In addition to and net in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held fiable for any slate

. or federal audit exceptions and shall return to the Department, all payments made under the

Contract to which exception has boen taken or which have been disallowed because of such an

exception.

10. Confidentiality of Records: All information, reports, and records maintalned hereunder or collected
in connection with the performance of the servicas and the Coniract shall be confidential and shallnot
be disclosed by the Contractor, provided howaver, that pursuant to state taws and the regulations of
the Department regarding the use and disciosure of such information, disclosure may be made to
-public officials requiring such information in connection with their official duties and for purposes
directly connected to the administration of the services and the Contract; end provided further, that
the use or disclosure by any party of any Information conceming a recipient for any purpose nol
directly connectad with the administration of the Depariment or the Cantractor's responsibilities with
respact to purchased services hereunder is prohibited except on written consent of the recipient, his

' attorney or guardian.

[ LTk
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. DHHS Standard Exhibits
New Hampshire Department of Health and Human Services

Exhibit C

Notwithstanding anything to the contrary contained herein the covenants and conditions contained In.

the Paragraph shall survive the termination of the Contract for any reason whatsoevsr. ,

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at thefollowing
times if requested by the Department.

11.1.  Interim Financia! Reports: Written interim financial reporls containing e delailed description of
all costs and non-allowable expenses incurred by the Contractor to the dats of the report and
containing such other information as shall be deemed satisfactory by the Department to
Justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Depariment or deemed satisfactory by the Department. :

11.2.  Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form salisfactory to the Depariment and shal!
contaln & summary statement of progress toward goals and oblectives slatad in theProposal
and other information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by lhe Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and gl the obligations of the parties hersunder {except such obligations as,
by the terms of the Contract are to be performaed after the and of the term of this Contract and/or .
survive the lermination of the Contract} shall terminate, provided however, that if, upon review ofthe
Final Expenditure Report the Depariment shall disallow any expenses claimed by the Contractor as
costs hareunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as.are disallowed or to recover such sums from the Contractor. *

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include thefollowing
statement: ' o
43.1. The preparation of this (repor, document etc.) was financed under a Contract with the State

of New Hampshire, Department of Health and Human Services, with funds provided In part
. by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials {written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials

. produced, including, but not limited to, brochures, resource direclories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In.the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
staté, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upen the contracter wilh respect to the
operation of the facility or the provision of the services at such facility. if any governmental license or
permit shall ba required for the operation of the said facility or the performance of the said saervices,

. the Contractor will procure said license or permit, and wili at all times comply with the terms and

" conditions of each such license of permil. In connection with the foregeing requirements, the
Contractor hereby covenants and agrees that, during the term of this Confract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shall be in canformance with local building and zoning codes, by-
laws and regulations. .

18. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opporlunity Plan (EEOP) ta the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

Exhibit C ~ Special Provisions Contraclos Inilials
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New Hampshire Department of Health and Human Services

DHHS Standard Exhibits
Exhibit €

more employess, it will maintain a current EEQP on file and submit an EEOP Certification Form to the
OCR,; certifying that its EECP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Cetification Form to the OCR cerlifying it is nol required to submit or maintain an EECP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submil a cerlification form to the OCR to claim the exemption.

‘ EEQP Certification Forms are availabla at; hitp:/www.ojp.usdoj/aboutiocr/pdfsfcert.pdf.

7.

18.

19.

Limited English Proficiency {LEP}: As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulling agsncy guidance, nationalorigin
discrimination includes discrimination on the basis of limited. English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1984, Contractors must take reasonable steps 1o ensure that LEP persons have
meaningful access to its programs.

Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all confracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (cumently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employae whistleblower protections established at

41 U,S.C. 4712 by section 828 of the National Defense Aulhorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.808.

{b) The Contractor shall inform its employees in writing, in the p'redom’i‘nant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

{c) The Coﬁlraclor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition thresh_old. .

Subcontractors: DHHS racognizes that the Contractor may choose to use subcontractors with
greater experlise to parform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior 1o
subcantracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s}. This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequale. Subcontractors are subject to the same contraclual
conditions as the Contractor and the Contractor is respansible to ensure subconiractor compliance
with those conditions. ‘

When the Contractor delegates a function to a subconiractor, the Contractor shall do the following:

19.1.  Eveluate the prospective subcontractor's ability to perform the activities, befora delegating
the function )
19.2. Have a writlan agreement with the subcontractor that specifies activilies and reporiing
. responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate
10.3.  Monitor the subcontractor's performance on &n ongoing basis

Exhibit C - Special Provisions : Contractor Initials
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DHHS Standard Exhibits
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194,
19.5.

Provide to DHHS en annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
DHHS shall, at its discretion, review and approve all subcontracts, .

if the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take cormrective action.

20. Contract_Deﬂnitions:

20.1.

20.2.

20.3.

204,

20.5.

20.6.

01318

COSTS: Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles established
in accordance with state and federai laws, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

PROPOSAL: if apphcable shall mean the document submitted by the Contractor on a

form or forms required by the Department and containing a description of the services and/or
goods to be provided by the Contractor in eccordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service o be provided

_ under the Contract.

UNIT: For each service that the Contractor Is fo provide to eligible individuals hereunder, shall
mean that period of time or that specified activity determined by the Depariment and specified
in Exhibit 8 of the Contract.

FEDERALISTATE LAW: Wherever federal or state laws, reguratior{s, rules, orders, and
policies, etc. are referrad to in the Contract, the said reference shall be deemed to mean
all such laws, regulations, etc. as they may be amended or revised from time to time.

SUPPLANTING OTHER FEQERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing federal funds available for these services. :

Exhibil C - Spacial Provisions Contraclor Initinls
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-680, Title V, Subtitle D; 41
UI.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sectiens
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

- This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-890, Title V, Subtitle 0; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federat Register (pages

~21681-21681), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630{(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-conlractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of cestificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or viclation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to: .

Commissioner

NH Department of Health and Human Services
128 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such
prohibition; . ’

1.2. Establishing 2n ongoing drug-free awareness program to inform employees about
1.21, The dangers of drug abuse in the workplace, ’

© 1.2.2. The grantee's policy of maintaining a drug-free workplace; ‘
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace; .-

1.3. Making it a requirement that each employee to be-engaged in the performance of the grant be
given a copy of the statement required by-paragraph (a):

1.4. Nolifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will '

1.4.1. Abide by the terms of the statement; and

1.4.2. Nolify the employer in writing of his or her conviclion for a violation of-a criminal drug
statute oceurring in the workplace no later than five calendar days after such
conviction;. - ‘

1.5. Motifying the ageney in writing, within ten calendar days after receiving notice under )
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,

- Emplovers of convicted employees must provide notice, including position litle, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency,

Exhibit D - Cedification regarding Drug Frae Vandor Initials
Workplace Requiremanls
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the followmg actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convictéd
1.6.1. Taking appropnate personnel action against such an employee, up to and including
‘termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance o
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain-a drug-free workplace through
implementation of paragraphs 1.1, 1.2,.1.3, 1.4, 1.5, and 1.6. .

2. The grantee may insert in the space prowded below the site(s) for the performance of work done in
connection with the specﬁ' ic grant.

Place of Pedformance (street address, city, county state, le code) (list each location)
Cndur IO Tnc.
%[’f\ern‘\ Travsleia| Ve UnTt Y

~ o
Check O if there are workplaces on file that are not identified here. qum"“ 4 Mh O3 } o

Vendor Name: Eadw T The.
§ Merr i) Tadvd cicl) O Unt 1 Y

HempTon, AR O3 8Y)

9/19 /ao

Date : Name: Q\he( T Lafosé
Title: - C®o
Exhibit D — Certification regarding Drug Free * Vendor Initials
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.5.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11.
and 1.12 of the General Provisions execute the following Ceification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT QF EDUCATION - CONTRACTORS ‘
" . US DEPARTMENT OF AGRICULTURE - CONTRACTORS®

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
“Child Support Enforcement Program under Title 1V-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Titte XiX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certiﬁgs, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for infiuencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federa! contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor). o

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influenging or attempting to influence an officer or employee of any agency, a Member of Congress,

- an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, {Disclosure Form to
Report Lobbying, in accordance with ils instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award -
docutment for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This cerfification is a material representation of fact upon which reliance was placed when this transaction

was made or entered into. Submission of this certification is a prerequisite for making or entering into this

transaction-imposed by Section 1352, Title 31, U.S, Code. Any person who fails to file the required

cerlification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure. .

VendorName: = ndul LD, 'T_ﬂc-.

2 / /20
Date 7 ' Name. Qlbedtv tqosL
' Title: SCEC

Exhibit E - Cedificalion Regarding Lobbying - Vendor Initials 2 ‘
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The Vendor identified in Secticn 1.2 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12548 and 45 CFR Part 76 regarding Debament,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTiI;-'ICATION
1. By signing and submitting this proposal {contract}, the prospective primary participant is providing the
certification set out below. '

2. The inabllity of a persen to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the cerification. The certification or explanation will be
considered in connection with the NH Department of Heatth and Human Services' {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a cerification or an explanation shall disqualify such persan from participation in
this transaction. .

3. The certification in this clause is a material representation of fact upon which reliance was placed
.when DHHS determined to enter into this transaction. Jf itis later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant leams
that its cerlification was erroneous when submitted or has become eroneous by reason of changed
circumstances. : '

5. The terms “covered transaction,” “debarred;” "suspended,” “ineligible,* “lower tier covered
transaction,” “participant,” *person,” “primary covered transaction,” "principal,” "proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions. ) .

6. The prospective primary parlicipant agrees by submitting this proposal (contract) that, should the
propesed covered transaction be entered into, it shall not knowingly enter into any lower tier covered -
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled *Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exciuslon -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in al! lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upen a certification of a prospective participant ina
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is emoneous. A participant may
decide the method and frequency by which it determines the eligibility of its pringipals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be consirued to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and ] ‘
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information of a participant is not required to exceed that which is normally possessed by a prudent
persen in the ordinary course of business deahngs

10. Except for-transactions authorized under paragraph 6 of these instructions, if a participantin a
covered transaction knowingly enters into a lower lier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarity excluded from participation in this transaction, in

“addition to other remedies ava;lable to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary partlmpant certlfies to the best of its knowledge and bellef thal it and its
principals:
11.1. are not.presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency,
. 11.2. have not within a three-year pericd preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
‘ connection with cbtaining, attempting to obtain, or performing a public {Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or recefving stolen property;
11.3. are not presently indicted for otherwise criminally or civilly charged by a govemmental entity
. (Federal, State or Iocal) with commission of any of the offenses enumerated in paragraph (1)(b)
of this certification; and
11.4. have not within a three-year period preceding thls application/proposal had cne or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary pardicipant is unable to cerify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract),

14, The prospective lower tier participant further agrees by submiitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower lier covered transactions.

Vandor Name: rf‘\ & UTTB Tf\ (-

9//9/30 ' %

Date ) T \‘ge\'\‘ Laces<
‘ CCo
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the Genera! Provisions, to execute the following
certification:

Vendor will comply, and will reqmre any subgrantees or subcontractors to comply, with any applicable
federal nondlscnmlnahon requirements, which may include:

- the Omnlbus Crime Control and Safe Streets Act of 1868 (42 U.S.C. Section 3789d) which prohibits
reclpients of federal funding under this statute from discriminating, either In employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

* - the Juvenile Justice Delanquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opporlunity Plan requirements;

- the Civil Rights Act of 1864 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basls of race, color, or national erigin in any program or activity),

- the Rehabliitation Act of 1973 {29 U.5.C. Section 7984), which prohibits recipients of Federal financial
assistance from dlscrimlnating on the basis of disabllity, in regard to emp!oyment and the delivery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 {42 U.S.C. Sections 12131-34), which prohlblts
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facnities and transporiation;

- the Education Amendments of 1872 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohlbuts
discrimination on the basis of sex in federally assisied educatton programs,

- the Age Discrimination Act of 1875 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receivmg Federal financial assistance. It does not include
employment discrimination; .

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs}; 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 {equal protection of the laws for faith-based and community
" organizations); Executive Order No. 13559, which provide fundamental principles and policy-making -
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Nationa! Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or govemnment wide suspension or

- debarment.
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in the event a Federat or State courl or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, refigion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
lo the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Coniractors
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: -

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above. .

Vendor Name: enduc LD Tac-

S50 -
Date ?;M lhe e\ Locose
' CzO

'
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, alse known as the Pro-Children Act of 1894
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
_ or library services to children under the age of 18, Hf the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facllities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcoho! treatment. Failure
to comply with the provisions of the law may result in the imposition of a civit monetary penalty of up to
$1000 per day and/or the imposition of 2n adminisirative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following

certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
N all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Vendor Name: | E V\&_ o '.CD rﬂ (_

| 9 l1a)20 | W

Date Name: S Lalfos<
' Titte: Q l l)‘ ¢
. C,F—O
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Vendor and subcontractors and agents of the Vendor that receive,
use or have access to protected health information under this Agreement and "Covered Entity”
shall mean the State of New Hampshire, Department of Health and Human Services.

(1 Definitions.
a. “Breach” shall have the same meaning as the term "Breach" In section 164 402 of Tltle 45,
Code of Federal Regulatjons

" b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code

of Federal Regulations.

c. “Covered Entity” has the meaning given such termin section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set” shali have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. "Data Aggreqation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501. )

{. “Health Care Operations" shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. "HITECH Act” means the Health Inforrﬁation Technolagy for Economic and Clinical Health -
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestmem Act of

2009.

h. "HIPAA" means the Health Insurance Portabllity and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “[ndividual” shall have the same meaning as the term “individual® in 45 CFR Section 160,103
and shallinciude a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

J. “Privacy Rule® shall mean the Standards for Privacy of Individually |dentifiable Heaith
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States

Department of Health and Human Serwces

k. “Protected Health Information* shall have the same meaning as the term “protected health
information® in 45 CFR Section 160.103, limited 1o the information created or received by
Business Associate from or on behalf of Covered Entity.

32014 © Exhibitl Vendor Initials
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.1. “Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

m. “Secrefary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “Security Rule* shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto. )

o. “Unsecured Protected Health Information” means protected heaith information that is not
secured by a technology standard that renders protected health information unusable,

unreadable, or indecipherable to unauthorized individuals and is developed or endorsed Dy
a standards developing organization that is accredited by the American National Standards
Institute.

p. Qther Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

x -‘.z.‘;.i‘-r

(2) Business Associate Use ar_id_ Diéclp'éu'ré of Protected Health Information.

a. Business Assoclate shall not use, disclose, maintain or transmit Protected Heaith .

" Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shali not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
i For the proper management and administration of the Business Associate;
i As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, -prior to making any. such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and {ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rulés of any breaches of the confidentiality of the PHL, to the extent it has obtained
knowtedge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary o
provide services under Exhibit A of the Agreement, disclose any PHI in response toa
request for disclosure on the basis that it is required.by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate refief. If Covered Entity objects to such disclosure, the Businegs

3/2014 Extubit | . Vendor Initials
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Associate shall refrain from disclosing the-PHI until Covered Entity has exhausted all
remedies.

e If the Covered Entity notifies the Business Associate that Covered Enfity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

{3} Obligations and Activjties of Business Associate. .

a.  The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of prolected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

‘b. The Business Associate shall immediately perform a risk assessmént when it becomes.

aware of any of the above situalions. The risk assessment shall include, but not be
limited to: '

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made; ' o

o Whether the protected heaith information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.- :

The Business Associate shall complete the risk'assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with ali sections of the Privacy, Security, and
Breach Notification Rule. T

d. Business Associate shall make available alf of its internal policies and procedures, books
and records refating to the use and disclosure of PHI received from, or created or -
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. ~ ‘

e.  Business Associate shall require all of its business associates that receive, use or have
© access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business assoctates, who will be receivinz PHI

2014 Exhibit I Vendor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37} of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Enlity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Enlity,
- Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individua! in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10} business days of receiving a written requesi from Covered Entity for an
- amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.  *

i. Business Associate shall document such disclosures of PHI and information retated to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section.
164.528. '

j- Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528. ’

k. In the event any individual requests access to, amendment of, or accounting of PHI .
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the

~ responsibility of responding to forwarded requests. However, If forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associale to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

L Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Assoclate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for'so long as Business g f
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall cerlify to
Covered Entity that the PHI has been destroyed.

'(4)  Obligations of Covered Entity

a. Covered Entity shall notify Business Assotiate of any changes or limitation(s}) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section’
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or.
disclosed by Business Assoclate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Sectton 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI. : i

(5) . JTermination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit L. The Covered Entity may either immediately
terminate the Agreement or provide an opportunrty for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) ' Miscellanecus .

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference, in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Secuon as in effect or as
amended

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from'time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PH! provided by or created on behalf of Covered Entity. :

d. Interpretation. . The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. g ’
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{

e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person{s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable. :

f. Survival, Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement,

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

' Department of Health and Human Services -E“ Ao TN Ve,
The State : Na e Vendor

m//l/'ﬁw A Mg

Signature of Authorized Representative Signature of Authorized Representative

/‘IU\H\V M /]/104'.;\-'« Q\‘nt;r LQ{'OQ(_

Name of Authorized Représentative Name of Authorized Representative
LED CeOD
Title of Authorized Representative Title of Authorized Representative
2o fmow 9/(3/30

Date Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award'is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 {Reporting Subaward and Executive Compensation Information}, the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements: ‘

Name of entity )
Amount of award
Funding agency ’ '
NAICS code for contracts / CFDA program number for grants
Program source :
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of perfomance
Unique identifier of the entity (DUNS #)
0, Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation Information is not already available through reporting to the SEC.

2OENONEWN S

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Vendor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, and further agrees
to have the Conltractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification: ’

The below named Vendor agrees to provide needed information as outlined above to the NH Depariment
of Health and Muman Services and to comply with all applicable provisions of the Federal Financial
Accountabllity and Transparency Act.

Vendor Name: Ei‘\ é Ve TD Iq C

'Q/Igl/_;o | ' %/

Date Name: AiLerT Larese
Title: .
Ceo
Ay
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FORM A

As the Vendor Identified in Section 1.3 of the General Provisions, | cerlify that the responses to the
below listed questions are'true and accurate.

1.
S 2

The DUNS number for your entity is: !‘5-—7 *—f ‘5 - L” l 0 Lf

In your business or organization’s preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcentracts, loans, grants, subgrants, and/or
coopergtive agreements?

NO ' YES' : :
If the answer to #2 above is NO, stop here
If the answer to #2 above is'YES, please answer the following:
Does the public have accéss to information about the compensation of the executives in your -
business aor crganization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a}, 780(d}) or section 6104 of the Intemal Revenue Code of
19867 '

NO __ _YEs
if the answer to #3 above is YES, stop here

If the answer to #3 above_is NO, please answer the following:

The names and compensation of the five most highly compensated officers in your business or

organization are as follows:

" Name: . Amount: :
Name: Amount:
Name: ' - Amount:
Name: -' ‘ Amount:
Name: __. Amount:
| ~ [
Exhibit  — Cerlification Regarding the Federa! Funding Vendor Initials
Accountability And Transparency Act (FFATA) Compliance 9
Date
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DHHS Standard Exhibits
New Hampshlre Department of Health and Human Services

Exhibit K
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach” means the loss of control,” compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access 1o personally identifiable
information, whether physical’ or electronic. With regard to Protected Health
_Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Tille 45, Code of Federal Regulations.

2. 'Computer Security -Incident” shall have the same meaning “Computer -Security
Incident” In section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Depanment
of Commerce.

3. “Confidential nformation” or "Conlfidential Data” means all confidential information
disclosed by one parly o the other such as all medical, health, financlal, public
assistance benefits and personal information including without IImitation, Substance
Abuse Treatment Records, Case Records, Prolected Heallh Information and
Personally [dentifiable Information.

Confidential Information also includes any and all information owned or managed by -
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing coniracted
services - of which collection, disclosure, protection, and disposition is governed by |
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PF1), Federal Tax Information (FT1), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User* means any person or entity {e.g., contractor, contractor's employee,
- business associate, subcontracior, other downstream user, etc.) that receives
DHHS data or derivalive data in accordance with the terms of this Contracl.

S. 'HIPAA"rmeans.l'he Health Insurance ﬁ'orlability and Accountability Act of 1996 and the
regulations promulgated thereunder. .

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device mispiacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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DHHS Standard Exhibits
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Exhibit K
DHHS Information Security Requirements

&

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open ereless Network® means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS dalta.

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is Ilnked '
or linkable to a specific individual, such as date and place of birth, mothers maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parls 160 and 184, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. *Protected Health Information” (or “PHI") has the same meaning as prov1ded in the
definition of "Protected Heallh Information” in the HIPAA Privacy Rule at 45CFR. §
160.103. :

"11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health information at 45 C.F.R. Parl 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to wunauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Cenfidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not Iimited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a viclation
of the anacy and Security Rule. .

2. The Contractor must not disclose any Confidential Information in response to a’

V5. Last updale 10/09/18 . Exhibit K Contractor Inilials [ i ‘
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DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response fo a
subpoena, etc., without first nolifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only. be used pursuant to the terms of this Contracl.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data lo the authorized representatives

of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. : .

. METHODS OF SECURE TRANSMISSION OF DATA :

1.

Application Encryption. If End User is transmiting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or porlable storage devices, such as a thumb drive, as a method of transmitting DHHS
data. . .

Enc}ypted Email. End User may only employ emall to transmit Confidential Data if
email is encrypted and being sent to and being recelved by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file 2
hosting services, such as Dropbox or Google Cloud- Storage, to transmit
Confidential Data. : !

Ground Mail Service. End User may onfy transmit Confidential Data via certified ground
mail within the continenta! U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open .

V5. Les! updale 10/09/18 Exhibit K . Conlractor Initials

DHHS Information
Security Roquiroments
Paged ol © Dato



|

. DHHS Standard Exhibits i
New Hampshire Department of Health and Human Services

' “Exhibit K
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote commumcat:on to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. '

10. 8SH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP foiders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto- deletlon cycle (i.e. Confidential Data will be deleted every 24
hours). ‘

11. Wireless Devices. If End User is transmltttng Confidential Data via wireless devices, al
data must be enc:ypted to prevent inappropriate disclosure of information.

.. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Conlract, After such time, the Contractor will have 30 days to destroy the data and any
derivative in whalever form it may exisl, unless, otherwise requ:red by Iaw or permitted
under this Contract. To this end, the parties must:

A Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Confract outside of the United
States. This physical location requirement shall alsoc apply in the implementation of
cloud compuling, cloud service or cloud storage capabilities, and inciudes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabiities are in
place to detect potential security events that can impact State of NH syslems
and/or Department confidential information for contractor provided systems.

3. The Contraclor agrees to provide security awareness and education for its End
Users in support of protecting Depaﬂment confidenlial information.

4. The Conlractor agrees to retain all elecltronic and hard coples of Confidential Data
. in a secure location and identified in seclion IV, A2

5. The Conlractor agrees Confidential Data stored in a Cloud must be in a
' FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware ulilities. The environment, as a
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whole, must have aggressive intrusion-deteclion and firewall protection.

6. The Conltractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any secunty vulnerability of the hosting
infrastructure.

B. ljisposltion '

1. If the Contractor will maintain any Confidential Informaliocn on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire dala destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire dala shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for .example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validaled. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard coples of Confidential Data using a
secure method such as shredding.

3. Unless olherwise specified, within thirty (30) days of the termination of this
Conlract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data recelved under this Contract and any
derwatlve data or files, as follows:

1. The Contractor will maintain proper security controls to -protect Department
confidentia! information collected, processed, managed, and/or stored in the delivery
of contracled services. .

2. The Contractor will maintain policies and procedures to protect Department
confidentia! information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to slore the data (i.e., tape, disk, paper, elc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Depariment confidential information
where applicable.

4, The Contractor will ensure proper security moni'toring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecling Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractof will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization palicies
and procedures, systems access forms, and computer use agreements as part of

" obtaining and maintaining access to any Department system({s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prlor to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request fo complete a System
Management Survey. The purpose of the survey is to enable the Depariment and
Contractor to monitor for any changes in risks, threats, and vulnerabilities -that may
occur over the life of the Contractor engagement. The survey will be compieted
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Depariment and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is oblained from the Informatlon Securny Office
leadership member within the Department

11. Data Security Breach Liability. in the event of any security breach Conltractor shall
make efforts to investigate the causes of the breach, promplly take measures to -
prevent future breach and minimize any damage or loss resulting from the breach.

. The State shall recover from the Contractor-all costs of response and recovery from

-
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, ‘and must in al! other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contraclor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality, of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a leve! and
scope of security that is not less than the level and scope of security requirements
_established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.htm
for the Department of information Technology policies, gu:dellnes standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach nolification and incident
response process. The Contractor will nolify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems thal connect to the State of New Hampshire network.

15. Contractor must restrict access 1o the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Dala to
perform their official dulies in conneclion with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as' referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that [aptops and other electronic dewces!medra containing PHI, PI, or
PF are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent fo and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f Confidential Information received under- this Conlract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well.as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). . . .

g. only authorized End Users may transmit the Confidential Data, including any

derivative files containing personally identifiable information, and in alt cases,

_such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above. '

. h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
-a third party application.

Contractor is.responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING ‘ .

The Contractor must nofify the State's Privacy Officer and Securily Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
_Section VI. ' '

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures musl also address how the Contractor will: '

1. ldentify Incidents; )

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to incidents; and :
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s

5. Determine whether Breach notification is required, and, if éo, identify appropriate
Breach nofification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach nolice as well as any mitigation
measures. '

Incidents andior Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: |
DHHS|nformalionSecurityOfﬁce@dhﬁs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby cerify that ENDUR ID, INC. is a New
Hampshire Profit Corporation registered to transact business in New Hampshire on January 06, 2010. | further centify that all fees
and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 624296
Certificate Number: 0004593140

IN TESTIMONY WHEREOQF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 17th day of September A.D. 2019,

Gor Lok

William M. Gardner
Secretary of State




CERTIFICATE OF AUTHORITY

LBYU&V(’,W &'-\\)QJ‘N\W . hereby certify that:
(Name of the elected Officer of the Corporation/L.LC. cannot be contract signatory)

1 I am a duly elected Clerk/Secretary/Officer of EN-L);" .LD Ine .
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and

held on __Yowdeu~ 33 , 20 a¥/ , at which a quorum of the Directors/shareholders were present and voting.
(Date)
VOTED: That prl Lu\ Fefe_ | Ct-O {may list mere than one person)

(Name and Titie of Contract Signatory)
is duly authorized on behalf of E,\JUT _L") Lae to enter into contracts or agreements with the State
(Name of Cdrperation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in hisfher judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repeated and remains in full force and effect as of the
date of the contract/contract amendment to which this cedificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this cerificate as evidence that the person(s) listed above currently occupy the
position{s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation jn contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated: &Z 1&}[ prd) | ,P/l QA//@"’__J

ignattire of Elect dOf'Fcer
Name: 19,

Title: ) (.Ql‘

STATE OF NEW HampsHiRe ] &S
County of _/M FAJ//{ JA -

The foregoing instrument was acknowledged before me this l 2 day of lf’}’ l—; 20 2-0

By
\Hame of Elected Clerk/Secretary/Officer of the Agency) M
“(Notary Public/Jugt
JOHN C. CHANG
AN T ARY slAL; T Notary Public

o
COMMONWEALTH OF MASSACHUSETTS
My Commission Expires
Qctober 18, 2024

Commissicn Expires:

Rev. 09/23/19
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ACORD
L/

CERTIFICATE OF LIABILITY INSURANCE

-

DATE (MMWDDYYYYY)
01/23/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: [f the certlficate holder ts an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION |S WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statoment on
this certlficate does not confer rights to the certificate holder In lleu of such endorsément(s).

PRODUCER : N%CT Ronda Laventura
Risk Strategies Company PHONE oy (781)961-0328 f:,é. nop, (781) 559-0888
160 Federal St. ADOREss: NaventureQrisk-strategies.com
2nd Floor INSURER(S) AFFORDING COVERAGE RAKC ¢
Boston MA 02110 INSURER A :  Ohio Security Insurance Co. 24082
INSURED ‘ wsurera : Ohio Casualty/Peerless Insurance 24074
Endur id, Inc. INSURER C :
Endur ID Holding Co LLC INSURERD :
8 Merrill Industrial Dr INSURERE :
Hampten NH 03842 INSURERF :
COVERAGES CERTIFICATE NUMBER; CL196718087 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
~ POLICY EFE_ |
1&'5; TYPE OF INSURANCE M POLICY NUMBER {MWDINYTYY) | {MMDONYYYY) LTS
¢ COMMERCIAL GENERAL LABILITY EACH OCCURRENGE s 2,000,000
NTEL
| cLams-mape @ OCCUR PREMISES (Ea oocurence) | 3 200,000
|| MED EXP {Anty o person) s 15.000
A BKS58277350 05/01/2019 | 05/01/2020 | pepsonar aaovingury | 2.000.000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 4.000,000
% POLICY D JECT toc PRODUCTS - COMPIOPAGE | 5 4,000,000
OTHER: s
COMBINED SINGLE UNIT
| AuTOMOBILE LuABILITY {Ea scciden) $
ANY AUTO BODILY INJURY {Per parson} | §
™| ownED SCHEDULED
A | | Auvtos omy AUTos BODILY INJURY (Per sccident) | §
HIRED NON-OWNED s
|| autos onwy AUTOS ONLY | {Por sccident)
s
| | umsrELLALAB | X occur EACH OCCURRENCE s 3,000,000
B EXCESS LIAB CLAIMS MADE US056277350 05/0112019 | 050112020 { oorEcare s 3.000,000
oeo | D] rerenmion s 10,000 s
WORKER PENSA FER oTH
AHDEuPls.:\’oEI:lS‘uABm YIN [Siae | 8% oo
A | U XECUTIVE NIA XWS58277350 05/01/2018 | 05/0172020 |E:L: EACHACCIOENT s
{Mandstory In NH) E.L DISEASE - EAEMPLOYEE | 5 500,000
:;’)E“' gescribe under 500 000
SCRIPTION OF OPERATIONS below E.L DISEASE - Poucy umiT |3 500

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Adcitionsl Remarks Scheculs, may be attached I mone space ks required)

Evidenca of Insurance
Re: Account #05-95-84.102-5007 31-8400-8410.

CERTIFICATE HOLDER

OE)

CANCELLATION

NH Depariment of Health and Human Services Bureau of Contracts &
Procurerment

Attn: Dean B. Fancy

129 Pieasan! Streat

Concord NH 33013857

Y It

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE MTH THE POLICY PROVISIONS.

-

‘I 4

AUTHORIZED RE?ES‘EN'IITN'E ,

@ e Tk T |
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Ref # | Description Covorage Code Form No. Edition Dato
Expense Mod Factor 1 EXNOA1
Limit 1 Limit 2 Limht3 Deductible Amount Deductible Type Premium
Ref# | Description Covorago Codo Form No. Edition Date
Schedule Mod.Factor 1 SCHO1
Limit 1 Limit 2 Limit 3 Deductible Amount Deductible Type Promium -
Ref# | Description Coverage Code | Form No. Edition Date
Experience Mod Factor 1 EXPO1 - )
Limit 1 Limit 2 Limit 3 Deductible Amount Deductible Type Premium
Ref # | Description Coverage Code Form No. Edition Date
WTROR WTROR
Limit 1 Limit 2 Limit 3 Deductible Amount Deductible Type Promium
$45.00
Ref # | Description . Coverage Code Form Mo. Edition Date
Expense constant EXCNT
Limit 1 Limit 2 Limit 3 Deductible Amount Deductible Type Premium
$160.00
Ref# | Description Coverage Code Form No. Editicn Dato
PPMF PPMF
Limit 1 Limit 2 Limit 3 Deductlble Amount Deductiblo Type Premium
-$13.00
Ref £ | Description Coverage Code | Form No. Edition Dato
Additiona! Prem to Equal inc Limits AlLMP
Limit 1 Limit 2 Limit 3 Deductible Amount Deductible Type Promium
$66.00
Ref# | Description Covorage Codo Form No. ‘Edition Date
Increased employer's llability INEL
Limit 4 Limit 2 Limit 3 Deductible Amount Deductible Type Premlum
‘ $9.00
Ref# | Description Coverage Codo Form No. Edition Date
Limit 4 Limit 2 Limit3 Doductible Amount Deductible Typo Promlum
Ref # | Description Coverago Codo Form No. Edltion Dato
Limlt 1 Limit 2 Limit3 Deductible Amount Deductible Type Premium
Ref # | Description Coverage Code Form No. Edition Date
Limit 1 Limit 2 - Limit 3 Deductible Amount Deductible Typo Premium
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