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DIVISION OF PUBLIC HEAL TH SER VICES

29 HAZEN DRIVE, CONCORD, NH 03301
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January 3, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council ^

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services to
exercise a renewal option and amend an existing sole source agreement with OxBow Data
Management Systems, LLC (Vendor 273689), 3802 Raynor Parkway Suite 200, Bellevue NE 68123,
to provide a medical information tracking system that integrates health screening data management
with eligibility determination and billing by increasing the price limitation by $107,920 from $206,926 to
$314,846 and by extending the completion date from June 30, 2020 to June 30, 2024, effective upon
Governor and Executive Council. 100% Federal Funds.

This agreement was originally approved by the Governor and Executive Council on June 1,
2016 (Item #21) and subsequently amended on July 10, 2019 (Item #11).

Funds are available in the following account for State Fiscal Years 2020 and 2021, and are
anticipated to be available in State Fiscal Years 2022, 2023, and 2024, with authority to adjust
amounts within the price limitation and adjust encumbrances between State Fiscal Years through the
Budget Office, if needed and justified.

05-95-90-902010-5659 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND

HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND

SERVICES, COMPREHENSIVE CANCER

HUMAN SVS,

COMMUNITY

Fiscal

Year

Class Title Activity
Code

Current

Modified

Budget

Increase/

Decrease

Modified

Budget

2016 102-500731 Contracts for

Program Services

90080081
I

$80,526 $0.00 $80,526

2017 046-500464 Contracts for

Program Services

90080081

$23,020 $0.00 $23,020

2018 046-500464 Contracts for

Program Services

90080081

$23,740 $0.00 $23,740

2019 046-500464 Contracts for

Program Services

90080081

$24,460 $0.00 $24,460

2020 102-500731 Contracts for

Program Services

90080081

$55,180 $0 $55,180

2021 102-500731 Contracts for

Program Services

90080081 $0 $25,900 $25,900

2022 046-500464 Contracts for 90080081 $0 '-$26:620, $26,620



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

Program Services

2023 046-500464 Contracts for

Program Services

90080081 $0 $27,340 $27,340

2024 046-500464 Contracts for

Program Services

90080081 $0 $28,060 $28,060

■ -

1  >' ' '

Total: $206,926 $107,920 $314,846

EXPLANATION

The original contract is sole source because the integrated software system developed by the
OxBow Data Management Systems, LLC (Oxbow), the Medical Information Tracking System (Med-IT),
Is the only web-based system approved by the Centers for Disease Control and Prevention (CDC) for
use by cancer screening programs. Additionally, the Med-IT system is the only web-based data
management and billing system that meets the requirements of the Health Insurance Portability and
Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines

Approximately 16,000 women will be served from the contract amendment through June 30,
2024.

The OxBow system provides the Department's Breast and Cervical Cancer Screening Program
(BCCP) with a web-based database for women enrolled in this program. This amendment is for Oxbow
to continue to provide the medical information tracking system that patients rely on to remind them of
their appointments/procedures and ensure billing is completed accurately.

The Department's BCCP is a screening program that provides low-income women in New
Hampshire with breast and cervical cancer screenings and follow-up. The Department provides these
services through agreements with over twenty-six (26) screening sites. The program has sen/ed close
to 30,000 women since it began in 1997 and continues to serve approximately 4,000 women annually.

Should the Governor and Executive Council not approve this request the Department will lose
the federal funding available to improve the BCCP services, which is being utilized to enhance existing
systems to send automatic reminders to patients about upcoming appointments and/or follow up
procedures. Loss of funding to add enhancements to the current system could result in some women
not receiving screenings that are necessary to maintain good health.

Area Served: Statewide

Source of Funds: 100% Federal (CFDA #93.898, FAIN #6 NU58DP006298)

In the event that Federal Funds are no longer available, General Funds will not be requested to
support this program.

Respectfully suj^itted.

Kerrin A. Rounds

Acting Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opjMrtunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh gov/doit

Denis Goulet

Commissioner

January 28, 2020

Kerrin A. Rounds, Acting Commissioner
Department of Health and Human Services
State ofNew Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Acting Commissioner Rounds:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source amendment with OxBow Data Management
Systems, LLC. (Vendor #273689), of Bellevue, NE as described below and referenced as DoIT No. 2016-
078B.

The purpose of this request is to enter into a contract amendment for The Division of Public
Health Services for the continuation of the Medical Information Tracking System (Med-
IT). The Med-IT system integrates health screening data management with eligibility
computing and billing. Med-IT is the only web-based system approved by the Centers for
Disease Control and Prevention for use by the cancer screening program, and it also meets
the requirements of the CDC Health Information and Portability and Accountability Act
(HIPPA) safeguards, reporting requirements and screening guidelines.

The funding amount for this amendment is $107,920.00, increasing the current contract
from $206,926.00 to $314,846.00 and by extending the completion date to June 30, 2024
from the original completion date of June 3^0, 2020. This amendment shall become
effective upon Governor and Executive Council approval through June 30,2024.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

DG/kaf

DolT#2016-078B

cc: Bruce Smith, IT Manager, DoIT

Sincerely,

A,

)enis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #2

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP #2016-078, on
June 1, 2016, Item #21 (herein after referred to as the "Agreement"), Oxbow Data Management Systems, LLC
(hereinafter referred to as "Vendor") agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Department of Health and Human Services (hereinafter referred to as
the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to increase the price limitation and payment schedule;

WHEREAS, The Vendor agrees to provide enhancements to MED-IT in order to be compliant with CDC
regulations;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $107,920 to bring the total
contract price to $314,846;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows;

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2020 to June
30, 2024.

2. Amend Section 1.8, Price Limitation, of the P-37 by increasing the Price Limitation by $107,920 from
$206,926 to $314,846.

3. The Agreement is further amended as described in Table 2:

Table 2 ^ ̂  7
Contract #2016'78^';; .
Exhibit BjRrice.a'nB^Baymentv?^

ScbVduIei^Se^io^l^^jTO ^7 ■ ?
Sche&uIe:Subscctmi^^^ ; ;
Scr^.cels,^ricin^ -

SAAS ̂rvices Pricing Worksheet
Exhibit B, Price and Payment Schedule, Section 1 Payment Schedule, Subsection
^1.3, SAAS Services Pricing Woriksheet, Table i.3.4.1,.SAAS Services Pricing
Worksheet to read:

Initial all pages 2/14/202O
Vendor Initials Page I of 4

Amendment template revision 9/22/17



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #2

1.3.4.1. Table 2: SAAS Services Pricing Worksheet

"f;i,sAAsrMRwbEs:'7*a mm
UT.M.IS'iih-!, 4.-c-.2019,,.i,ij

u-'sg.-j-i'i
;"-202i—^

Data Conversion $45,667 so $0 SO $0 $45,667

Travel & Training $12,559 $0 $0 $0 $0 $12,559

Med-IT« - BCC

Subacrtption Fees
$19,600 $20,520 $21,240 $21,980 $22,680

$23,400 $24,120 $24,840 $25,560
$204,120

Med4T® - Changes
& Enhancements

$2,500 $2,500 $2,500 $22,500 $12,500
$2,500

$2,500 $2,500 $2,500

$52,500

tGRAN D.TOTAi:. -l! ̂  i ;! $80,526 •!$23,020.>3 «$23;7405. B -i"--

lii.
t— im£s

,*v»rri'.« i\.

4 wv \ .c
•r i.f• Ti*

Table 3 CONTRACT HISTORY 2016-078 - <Integrated Software System for the Breast & Cervical Cancer
Screening Program>

i>i;CONTRACT^ 5

tfAMENDMENTji;.

i'\-v';'AMENDMENT.T;YPEi.^«,
;%ppkoyAE'i!

^ -iENB:i)ATE-':;2 ^fe'Ol^RA^jCi;'^':'
^-^AM<iUNT-l;i^l

2016-078 Original Contract June 1,2016
(Item #21)

June 30, 2020 S176,926

2016-078

Amendment 1

1" Amendment July 10,2019
(item #11)

No change in
completion date

$30,000

2"* Amendment TBD June 30,2024 $107,920

W' t,-' i|,' 'i,

Initial all pages
Vendor Initials: O
Date: 1}/N/J±_

Page 2 of 4



STATE OF NEW HAMPSHIRE

Department of Health & Human Services ^
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #2

Except as provided herein, all provisions of the Agreement shall remain in fill) force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

ESS WHERE

bow Data h^anagement Systenas, LE

e parties b^e hereunto set their hands as of the day and year first above written.

Date: 'C/M/tf

Corporate Signature Notarized:

STATE OF NEBRASKA

COUNTY OF SARPY

On this the day of , 201^ before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF 1 hereunto set my hand and official seal.

ceNotary Public/Justice of

My Commission Expires:

(SEAL)
SENIRAL notary- Slats of Nebraska

KATHRYN A YOUNG
MyComm.6q).Man:ft 24.2021

State of New Hampshire

isa Morris, Director
State of New Hampshire
Department of Health and Human Services

Date

Initial all pages
Vendor Initials:

Date: fl/zV/fV
Page 3 of 4



STATE OF NEW HAMPSHIRE

DepartmeDt of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #2

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date:

State 0/ Hampshire, Department of Justice
PiMdS

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Tide:

Date:

Initial all pagesc
Vendor Inkials/J">C*^ P^e 4 of 4

j  ty ̂  Amendment template revision 9/32/17



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secrttary of Siaic of ihe Siaic ofNcw Htmpshirc, do hereby ccnify ihai OXBOW DATA

MANAGEMENT SYSTEMS, LLC is a Nebraska Limited Liability Company registered to transact business in New Hampshire on

April 21. 2016. 1 further certify that all fees and documents required by the Secretary ofStatc'sofricehavc been received and is in

good standing as far as this ofTice is concerned.

Business ID: 742794

Ccrtincaic Number: 0004524081

SI

S
o

A

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be amxcd

the Seal of the State of New Hampshire,

this 4ih day of June A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE OF VOTE

I, Brian Bald, do hereby certify that:

I am the President of OxBow Data Management Services (OxBow), with the authority to hereby designate Scott
Butler, Contracts Manager, signature authority on behalf of OxBow to enter into said contract with the State and to
execute any and a!) documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he may deem necessary, desirable or appropriate.

STATE OF NEBRASKA

County of Sarpy

Elected Officer)f the

The forgoing instrument was acknowledged before me this _ day of 20 .

By Br. i (Lr)
{Name of Elected Officer of the Agency)

(NOTARY SEAL)

Commission Expires:

C  (Notaiy-PHJbffc/Justice ofjife Peac

A GENERAL NOTARY ■ State of Nebraska
Jti KATHRYNAYOUNG

My Comm. £xp. Mafch 24,2021.



Client#: 574122 AF0GNNATIV6

ACORD^ CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DD/YYYY)

1/24/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING iNSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer any rights to the certificate holder In lieu of such endorsementjs).

PRODUCER

Marsh & McLennan Agency LLC

1031 W4th Ave, Suite 400

Anchorage, AK 99501

NAMEf*^^ Deldre Moore
Ko. 907-276-5617 Twc. noI: 907-276-6292
A^REss: deidre.moore@marshmc.com

INSURERIS) AFFORDING COVERAGE NAICF

INSURER A : Evanston Insurance Company 35378

mSURED

OxBow Data Management Systems, LLC

3909 Arctic Boulevard Suite 500

Anchorage, AK 99503

INSURER a: Navigators Specialty Insurance Company 36056

INSURER c : ACE American Insurance Company 22667

INSURER D:

INSURER E ;

INSURER F ;

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

ADOL

INS8
SUBR

VWP POUCY NUMBER
POLICY EFF

IMM/DD/YYYYI
POLICY EXP

IMM/OD/YYYYl UMITS

A _x COMMERCIAL GENERAL UABIUTY MKLV5ENV102092 12/31/2019 12/31/202C EACH OCCURRENCE s1.000.000

CLAJMS-MACE 1 X| OCCUR
(100,000

PK^?F^^cS^ncei $100,000

BI/PD Ded: MED EXP (Any one person) $5,000

*PL is Claims Made PERSONAL & AOV INJURY $1,000,000

GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000

POLICY 1 X| 1 X 1 LOC
OTHER:

PRODUCTS • COMP/OP AGG $2,000,000

Prof. Liab. >1,000,000

C AUTOMOBILE UABIUTY ISAH08871589 12/31/2019 12/31/2020
COMBINED SINGLE LIMIT
(Fa aecklenti sl.000,000

X ANY AUTO
BODILY INJURY (Per person) s

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED BODILY INJURY (Per eccideni) $

X X
NONOWNEO
AUTOS ONLY

PROPERTY DAMAGE
(Per Bccidenn

$

s

B UMBRELLA LIAB

EXCESS LIAB

X OCCUR SF19FXS718746IC 12/31/2019 12/31/2020 EACH OIXURRENCE $5,000,000

X CLAIMS-MADE AGGREGATE $5,000,000

DEO RETENTIONS $

C
WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY y, ̂
ANY PROPRIETORffARTNER/EXECUTIVEl 1
OFFICERA/IEMBER EXCLUOE07 N
(Mandatory In NH)
It yes. describe under
DESCRIPTION OF OPERATIONS below

Nf A

WLRC4813502A

incl. ND OH WA WY

Stop Gap

12/31/2019 12/31/2020
V PER OTH-
A STATirTF FR

E.L. EACH A(XIOENT $1,000,000

E.L. DISEASE EA EMPLOYEE $1,000,000

E.L. DISEASE POLICY LIMIT $1,000,000

A Contractor's Poll

Liability

(Claims Made)

MKLV5ENV102091 12/31/2019 12/31/2020 Each Condt: $1,000,000

Aggregate: $2,000,000

DESCRIPTION OF OPERATIONS 1 LOCATIONS / VEHICLES (ACORD 101, Additional Rtmartca Schadult, may ba attachad if mora tpaca Is rtquirad)

Re: Contract #: 2016-078 | Description: integrated Software System for the Breast & Cervical Cancer
Screening Program. Subject to said policy limits, terms, and exclusions.

CERTIFICATE HOLDER CANCELLATION

state of New Hampshire

Dept of Health & Human Services

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE OEUVERED IN

ACCORDANCE WITH THE POUCY PROVISIONS.

129 Pleasant Street

Concord, NH 03301

1

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) 1 of 1
#34641182/M4579423

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
WATYC



A.CORO ADDITIONAL REMARKS SCHEDULE
Page.^ of ̂

AGENCY

Marsh & McLennan Insurance Agency LLC

NAMED INSURED

OxBow Data Management Systems, LLC

CARRIER NAIC COOE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM.

.  25 FORM TITLE' Certificate of Liability Insurance
FORM NUMBER:

This is evidence of insurance procured and developed under the Alaska Surplus Lines Law, AS 21.34. It is not covered by the Alaska
Insurance Guaranty Association Act, AS 21.80.

ACORD 101 (2008/01) © 2008 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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JelTrey A. Meyers
Commissioner

Lisi M. Morris

I Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD. NH 03301

603-27M501 1-800-8S2.334S Ext. 4501

Fax: 603-27M827 TOD Access: 1-800-735-2964

www.dhhs.nh.gov

June 10. 2019

His Excellency, Governor Christopher T. Sununu
and'the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services
(DPHS), to enter into a retroactive sole source amendment to an existing agreement with OxBow
Data Management Systems. LLC (Vendor 273689) 3802 Raynor Parkway Suite 200, Bellevue NE
68123, to provide a Medical Information Tracking System that integrates health screening data
management with eligibility determination and billing by increasing the price limitation by $30,000 from
$176,926 to $206,926 with no change in the completion date of June 30. 2020, effective retroactive to
May 1, 2019 upon Governor and Executive Council. 100% Federal Funds.

This agreement was originally approved by Governor and Executive Council on June 1, 2016
(Item #21).

Funds are anticipated to be available in State Fiscal Years 2020. upon availability and
continued appropriation of funds in future operating budgets, with authority to adjust encumbrances
between state fiscal years through the Budget Office.

05-95-90-902010-5659 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,

HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES, COMPREHENSIVE CANCER

Fiscal

Year

Class Title Activity
Code

Current

Modified

Budqet

Increase/

Decrease

Modified

Budget

2016 102-500731 Contracts for Program
Services

90080081

$80,526 ■  $0.00 $80,526

2017 046-500464 Contracts for Program
Services

90080081

$23,020 $0.00 $23,020

2018 046-500464 Contracts for Program
Services

90080081

$23,740 $0.00 $23,740

2019 046-500464 Contracts for Program
Services

90080081

$24,460 $0.00 $24,460

2020 102-500731 Contracts for Program
Services

90080081

$25,180 $30,000 $55,180

't

U  *• •

Total: $176,928 $30,000 $206,926



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 3

EXPLANATION

This request is retroactive because the Department received approval from the Centers for
Disease Control and Prevention (CDC) to amend this contract w/ith federal grant funds in February of
2019. The amendment is to add system enhancements to the Med-lt System, a proprietary system, in
order to comply with data requirements from the CDC grant. In order to complete system
enhancements, it was critical to begin this work as early as possible in SFY2019.

The original contract is sole source because the integrated software system developed by the
OxBow Data Management Systems. LLC (Oxbow) the Medical Information Tracking System (Med-IT).
is the only web-based system approved by the Centers for Disease Control and Prevention (CDC) for
use by cancer screening programs. Additionally, the Med-IT system is the only web-based data
management and billing system that meets the requirements of the CDC Health information Portability
and Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines.

Approximately 10,000 women will be served from the contract amendment through June 30.
2020.

The OxBow system provides the Department's Breast and Cervical Cancer Screening Program
(BCCP) with a web-based database for women enrolled in this program. This amendment is for Oxbow
to complete enhancements to the existing data system that will-enable screening sites to submit their
billing information electronically rather than using paper forms.

The Department's BCCP is a screening program that provides low-income women in New
Hampshire with breast and cervical cancer screenings and follow-up. The Department provides these
services through agreements with over twenty-six (26) screening sites. The program has served close
to 30.000 women since it began in 1997 and continues to serve approximately 4.000 women annually.

The additional funds will be used to create an interface to enable providers to submit billing for
services'electronically. This additional functionality will reduce the administrative burden on screening
sites, which include Federally Qualified Health Centers and other facilities who provide low-cost
services to the State's most vulnerable people. The low-income women served by screening sites will
benefit from this automation in the billing process, as it will reduce the likelihood of a women being
incorrectly billed for a service that is covered by the BCCP. Women served through'this program have
been known to incorrectly receive bills for services that should be free. Reduction of administrative
burden on these screening sites will help to shift limited resources towards direct clinical care.

Should the Governor and Executive Council not approve this request the Department will lose
the federal funding available to improve the BCCP services, which is being utilized to enhance existing
systems to send automatic reminders to patients about upcoming appointments and/or follow up
procedures. Loss of funding to add enhancements to the current system could result in some women
not receiving screenings that are necessary to maintain good health.

Area Served; Statewide

Source of Funds: 100% Federal (CFDA #93.898. FAIN #6 NU58DP006298)

In the event that Federal Funds are no longer available. General Funds will not be requested to
support this program.

ully submitted.

JeKiey A. Meyers
Commissioner



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
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Tht Deportment of UcoUh and Unman Services' Mission is to Join communiiics and families
in i)roviding opportnniiies for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr.j Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nhlgov/doit

Denis Coulet

Commissioner

Jeffrey A. Meyers, Commissioner
Departrnenl of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

June 13,2019

TTiis letter represents forma) notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a retroactive sole source contract amendment with
OxBow Data Management System, LLC (Vendor U\
referenced as DolT No. 2016-078A.

72328), of Bellevue, NE as described below and

The purpose of this retroactive sole source contract amendment is for system enhancements
to the Medical Information Tracking System (Med-IT) in order to comply with data
requirements from the CDC. This system integrates health screening data management
with eligibility computing and billing. Med-llj is the only web-based system approved by
the Centers for Disease Control and Prevention for use by cancer screening program.
Additionally, the Med-IT system is the onlyj web-based data management and billing
system that meets the requirements of the jCDC Health Information Portability and
Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines.

The funding amount for this amendment is $30,000.00, increasing the current contract from
$176,926.00 to $206,926.00 with no change in the completion date of June 30, 2020,
effective retroactive to May 1, 2019 upon Governor and Executive Council approval
through June 30, 2020.

■ A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

DG/kaf

DolT#2016-078A

cc: Bruce Smith, IT Manager, DolT

Denis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

WHEREAS, pursuant lo an Agreement approved by Governor and Council, as q result of RFP f 2016-078, on
June 1,2016, Item # 21 (herein after referred to as the "Agreement"), Oxbow Data Management Systems, LLC
(hereinafter referred to as "Vendor") agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Department of Health and Human Services (hereinafter referred to as
the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written Insirtimcni executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to increase the price limiiatidn;

WHEREAS, The Vendor agrees to provide enhancements to MED-IT in order to be compliant with CDC
regulations;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $30,000 to bring the total
contract price to $206,926;

WHEREAS, the Deportment and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows;

1. Amend Section 1.8, Price Limitation, of the P-37 by increasing the Price Limitation by $30,000 from $176,926
to $206,926.

2. Amend Section 1.9, Contracting Officer for State Agency, of the P-37 to read:
Nathan D. White

3. Amend Section 1.10, State Agency Phone Number, of the P-37 to read:
(603)271-9631

4. The Agreement is further emended as described in Table 2;

Table 2

CoDrract«016-78 ' .
ExhibitB Price.and.Payment
Schedule', Section 1, Paytpent 7
.Schedijle Subsection. 1.3;
SAAHS Services p'ricliig •
Worksbeet.Table 1.3/4.1 ''

SAAS Servlcesypricltg Worksheet "
..Exhibit Bi'P'rice and PayinebtEcb^ule, Section;! Payment Schedule,^Subsection
• I'j, SAAS Services'Pricing Worksheet, Tatile,1.3.4.1, SAAS Ser^ces Pricing .•
Worltsbeet to read: c 'yi"'..::

^  L.. -•
-I:,: T ■•. - S v;r- • - • . "••• ' - •• • : '
•j -i-j . . . I •

Initial all pages
Vendor Initials Page 1 of 5
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STATE OF NEW HAMPSHIRE

Department of Health & HumaD Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

1.3.4.1. Tablo 2: SAAS Services Pricing Worksheet

SAAS sERyiees-':
. (if appllcabjey..

Sl^
.'.1 ■'26i6f:.v-V

: y. iSFY -:-*.
.ri: :

•; SPY. ■ -
;• . ,2018. ■ .

"  SFY
'.r-.iOIS. ..

• SFy/.--' ■■■
-. 2P20.:,- V

TOTAL '

Data ConverBlon $45,667.00 - - • • $45,667.00

Travel &
Training $12,559.00 - •- - -

$12,559.00

Med-rr® - see
Subscription
Foes

$19,800.00 $20,520.00 $21,240.00 $21,960.00 $22,680.00 $106,200.00

Med-IT® -
Changes &
Enhancements

$2,500.00 $2,500.00 $2,500.00 $22,500.00 $12,500.00 $42,500.00

V / t ** •

GfWND TOTAL:.--.;:
•  1 * ■

: $23,020:00
2

.$23.740;.00 •
r $44,460.00

•  .Ti " . '
.  $35..t8b.0p../'

r»

>$206,926.00

5. Amend Port 3, Exhibit G, Section 3, Contractor's Service Level Agreement, Subsection 3.1, Definition of
Services, to read:

3.1. Definition of Services

3.1.1. The Contractor shall render Mcd-IT® Services in a professional manner, consistent with
accepted industry standards. The Contractor shall provide Program Subscriber Services that
include;

3.1.1.1. Access to and the use of the following Med-IT® services by the Department and its
designated users.

3.1.1.2. Support of the Med-IT® product (Operations and Technical Support) as needed to
maintain System functionality as agreed to in the Contract and as modified through other
contracted enhancements.

3.1.2. The Department owns the rights to all data and may retrieve data from the System using the
Med-IT® export functions at any time.

3.1.3. Create an Electronic Data Interchange (EDl) interface to allow providers to electronically
submit claims to the Breast & Cervical Cancer Program (BCCP).

3.1.4. Facilitate import of Specific BCCP Electronic Health Record (EHR) data electronically to five
community health centers who are members of the Community Health Access Network (CHAN)

3.1.5. Implement the comma separated values (csv) file format for data for CHAN sites.

6. Add Exhibit K, DHHS Information Security Requirements.

itial all,pages
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STATE OF NEW HAMPSHIRE

Departmeot of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

Table 3 CONTRACT HISTORY 20IWI78 - <lDtegrated.Software System for the Breast & Cervical Caocer
Screeoiog Program>

CbNTRACT^/
"AND

amendment"
• .NUMBER:"^

-  •" *V rr'.
>. . .rT.* .CA .

"• :'G&C'V::'
rAPPRGVALr

DATE •

-  END DATE
;> y.: '

CONTRACT :

•••• amount- •

2016-078 Original Contract June 1,2016
(Item #21)

June 30. 2020 ; 5176,926

2016-078

Amendment 1

1" Amendment TBD No change in
completion date

$30,000

■  .. *-V '■ -r-T: ;GONTRA;eT; tota']^^^ .$206,926- y. ;-
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Date:
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program .
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agreement shall remain in full force and cfTecl. This modification shall
lake efTect upon ihe approval date from the Governor and the Executive Council.

ies have herpimto set their hands as of the day end year first above written.iheSS RE

Dataxbow ent

Date; 5/2^/ /f
Systems, LLC

Corporate Signature Notarized:

STATE OF

COUNTY OF

tly abovy oi
. 2011 before the undersigned officer, personally appearedOn this the, day of rr—

the person identified directly abovb^ or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

fN WITNESS WHEREOF I hereunto set my hand and official seal.

of ceNotary Public/Just

Mv Commission Expires:

(S

Mik

GEMERAL NOTARY • StziB d Nebnsica
KATHRYNAYOUNQ

ky Com E*^toth2<2m

State of New HamDsbire

"^agency representative NAME, TITLE>
Slate of New Hampshire
<AGENCY>

Date:

Initial all pages
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Date
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STATE OF NEW HAMPSHIRE

Departmeot-of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as lo form, substance, and
execution.

Approved by the Attorney General

ofNeSta ps

Date:

ire, Department of Justice

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
Stale of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

Inilial all pagcs^^
Vendor Initials A^Q ^ om/n
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New Hampshire Department of Health and Human Services
Exhibit K. Amendment.#!

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. 'Breach" means the loss, of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information,' Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning 'Computer Security
Incident' in section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide. National Institute of Standards and Technology. U.S. Department
of Commerce.

3. "Confidential Information" or 'Confidential Data' means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation.'Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This Information includes, but is not limited to
Protected Health Information (PHI), PerMnal Information (PI). Personal Financial
Information (PFI), Federal Tax Information (FTI). Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Las) updata 1(V09/18 E*Nbit K, ContfBCtor Initiate
Amendment
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1

DHHS information Security Requirements

mall, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an Individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:l9, biometric records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHO has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI In any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 1(V09/18 K . Contraclorlnltlato
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New Hampshire Department of Health and Human Services

Exhibit K. Amendment #1

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is - transmitting DHHS data containing
Confidential Data t>etween applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting.DHHS
data.

3. Encrypted Email: End User may only employ email to transmit Confidential Data if
email is encrvoted and being sent to and being received by email addresses of
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Sen/ice. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and'when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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New Hampshire Department of Health end Human Services

Exhibit K, Amendment #1

DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when -
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to .
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, ail
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION.AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the Implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and Hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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New Hampshire Department of Health and Human Services

Exhibit K, Amendment #1

OHMS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of. such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example;
degaussing) as described in NIST Special Publication 800-88, Rev 1. Guidelines
for Media Sanitization. National Institute of Standards and Technology. U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor wilK maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

V5. Last update 10/09/15 ExMbitK, Contractor InWals,
Amendment #1

DHHS tntormation *'9
Security Requirements t^ate /



New Hampshire Department of Health and Human Services

Exhibit K. Amendment #1

DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire ar^d Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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New Hampshire Department of Health and Human Services
Exhibit K. Amendment#!

DHHS Information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must , in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 652a). DHHS:
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules <45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law. ,

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https://wvflw.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and Incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systerns that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to ,
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or Inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI. or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1

DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by, law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,

■ such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances Involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein. HtPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed pf in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided In
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI In
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4. Identify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and
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New Hampshire Department of Health and Human Services

Exhibit K. Amendment#!

DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, If so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and l>ear costs associated with the Breach notice as well as any mitigation
measures.

incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C;20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer;

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer

DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire

Department of State

CERTIFICATE

I. William M. Gardner. Sccrciao' of Siaic oflhe State of New Hampshire, do hereby certify that OXBOW DATA

MANAGEMENT SYSTEMS, LLC is a Nebraska Limited Liability Company registered to transact business in New Hampshire on

April 21, 2016. 1 further certify that all fees and documents required by the Secretary of State's office have been received and is in

good standing as far as this office is concerned.

Business ID; 742784

Certincaic Number: 0004524081

Opf

u.

O

(g>

(N TESTIMONY WHEREOF.

1 hereto set my hand and cause to be ofTixed

the Seal of the State of New Hampshire,

this 4th day of June A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE OF VOTE

1. Brian Bald, do hereby certify that:

1. 1 am a duly elected Officer of OxBow Data Management Services.

2. The following is a true copy of the resolution duly adopted at a meeting of the Board of Directors of

the Agency duly held on 11/1/2018:

RESOLVED: That the Contracts Manager

is hereby authorized on behalf of this Agency to enter into the said contract with the State and to
execute any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appropriate.

3. The forgoing resolutions have not been amended or revoked, and remain in full force and effect as of

the 5*^ day of June, 2019.

4. Scott Butler is the duly elected Contracts Manager of the Agency.

^gnatiM of the Elected Officer)

STATE OF NEBRASKA

County Of Sarpy

The forgoing instrument was acknowledged before me this day of^ —. 20.1-^,

(Name of Elected Officer of the Agency) 'N" fV >

(Notary Public/Justice of the Peace)

(NOTARY SEAL)

Commission Expires:^
A CEKEJUiNOTARr-SlateofNeb

_W ANN WILLIAMS
MyComm

/jslu

2019. Exp.Jum21.2

Slate of Neb



AC^Rtf CERTIFICATE OF LIABILITY INSURANCE (2ATS IHlUDOrYVYY)

5/39/2019

THIS CERTIFICATE IS ISSUED AS A MATTER OP INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING tNSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is en ADDITIONAL INSURED, the pollcy(lee)-must be endorsed. If SUBROGATION IS WAIVED, subject to
.the terms and conditions of the policy, certain policies may require an endorsement A statement on this certificate does not confer rights to the
certificate holder In lieu of such endorsementfs).

PftOOuCEA

Karoh 6 KcLennan Agency. LLC

1031 Neec 4Ch Ave.. Suite 400

Anchorage AX 99501

c^ACT Hoore

(907)376-5«17 | ■

AnnAi>«<i- deldre. iworeOiaarehiae. ccsa

MSURCfUSl AFFORDINO COVBRAOe NAIC •

wftuReRA-RvjtnAton Insurance Co. 35378

wsuneo

McCallie Aeaoclatea. Inc.

Oxbow Data Kanageaent Syeteoe. LLC

3909 Arctic Blvd.. Suite SOO

Anchorage AX 99503

insurfrkACB American Ineurance Co. 23467

iNSuittRCiNavlaatoro SDOCialtv Ineurance Co. 36056

tNSuRSROAtlantic Sooclaltv Ineurance Co. 27154

INSURER 6:

INSURER F r

THIS IS TO CERTIFY THAT THE POUCIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED. NOrNMIHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUCIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSA

L76 rvPE OF mSURANCE fTrnwrr POUCY NUMOER
POUCY EPF
IMMEXNYVYYT

POUCY exp
tMM/r*V*VV« UMfTS 1

A

X COMMERCIAL 01J4ERAL UABiUTV

« m OCCUR Oanaral Liability Only

iaU.VSllTV101377 12/3U201I

1
1

1

13/31/3010

EACH OCCURRENCE 1  1.000,000

1 CLAIUS-MU DAMAGE TO HtNTCD
i  100,000

MEO EXP (Any em penen) 9  5,000

PERSONAL 0 AOYINAIRY t  1,000,000

GENL AGCREGATC UMTT AFFUES PER: GENERAL ACGREQATE 1  2,000,000

E
POLICY |jy ̂  1 1UX
OTHER: Salt iDPueaC Rataaclon 1

PftOOUCTS . COMPXP AGO ' 1  2,000.000

e

AUTQMOeaJ? UAOtUTV

laABOIKIlll 13/31/2011 13/31/3010

couaiNEo ̂ nSlB UkiT
(FeMbMml S  1,000,000

X ANY AUTO

ALLOViNEO
AUTOS

HIRED AUTOS

>IE0UL£0
fTOS
PLONNED
fTOS

BOOiLY INJURY (Pw pervon) s

sc
AL DOOLY INJURV (Pw MdMrt) s

NC
AL

PHOPERTY DAMAGE
iP»f wrirtani s

s

c

UMORELLA UAB

excEESLuo

OCCUR

C4JUUS.M0OE

gpimj7ii74<zc

*Do«a not apRly to

PL Tochaology tiO

13/Sl/2eiS 13/31/3010 EACH OCCURRENCE s  5.000.000

X AGGREGATE s  5.000.000

loEol Iretentons \ I

B

WORKERS COMPENSATION
ANO EMPLOYERS'UAffiUTY

ANY PROPRieTORPARTN£R®(£CUTl\« 1 1
officermemser EXCLUOEO? N
|M«nd*ta(y In NH) '
B yat daaoibe mow
OA.««iRlPnON OF OPFRATWMS hakM.

Nf A

l(UIC4SllI»4e

Daducclbloi 1790.000

13/31/2010 13/31/3010

X KA 1 l&fH-
* RTATUTfi 1 1 FR

E.L EACH ACaOCKT S  1.000.000

E.L DISEASE . EA EMPLOYEE 1  1.000.000

E.L DISEASE - POUCY UMIT 'l 1,000.000
D PreCeeilooel Liability

Technology B&O

79001022(0001 10/01/3010 10/01/3010 EecnLOM $S,000,000

AcoraQtto fS,000,000

oesCRIPnON of OPeRAnONS i lOCat>cn9 ' vehicles (aCORD iei. AedUena RMuna s«nMW». m*r ba uatfMd IT fiw* aptM u

Re: 8AAS Contract 2016-078, Integrated Software System for the Breeat 6 Cervical Cancer Screening
Program. Evidence of Insurance. Subject to aaid policy limlta, terms, and excluaiens.

CERTIFICATE HOLDER CANCELLATION

jezmifor.hachottOdhbs.oh.g

State of New Bas^ahire
Department of Health & Human Servicea
129 Pleasant Street

Concord, NH 03301

SHOULD AMY OF THS ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATTON DATE THEREOF. NOTICE WILL BE DEUVEREO IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORSEO REPRESENTATTVe

K Leadbetter/GSERVE l

e 1986-2014 ACORD CORPORATION. All rights ressrved.
ACORD 25 (2014/01)
IN$025 (201401)

The ACORO name and logo are registered marlis of ACORD



COMMENTS/REMARKS

This is evidence of insurance procured and developed under the Alaska Surplus Lines
AS 21.34. It is not covered by the Alaska insurance Guaranty Association Act, AS 21.80.
This insurance was placed by the following Surplus Lines Broker: Worldwide Facilities Inc
License #9718. Applies to Companies "A" & "C".

OFREMARK COPYRIGHT 2000, AMS SERVICBS INC,
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iefTrry A. Mejr«n
CoocBlulooer

Mircrlla J. Dobltuky
Acting Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

29 flAZEN DRINT. CONCORD. NH 0330USOJ
603-27l-4«l2 1^0452-334$ Eit. 4612

Fti: 603-271-4827 TDD Acccu: 1-80l>-73$-2964

May 9. 2016

T'nS/ hh dm (VISION Of

Public Hcallh Services

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the..Department of Health and Human Sen/ices to enter into a sole source
agreement with OxBow Data Management Systems. LLC (Vendor #TBD), 3602 Raynor
Parkway Suite 200, Bellevue NE 68123. to provide a Medical Information Tracking System
that integrates health screening data management with eligibility computing and billing in ah
amount not to exceed $176,926, effective upon Governor and Council approval through June
30. 2020. 100% Federal Funds.

Funds are available in State Fiscal Year 2016 and 2017, and are anticipated to be
available in State Fiscal Years 2018, 2019, and 2020,- upon availability and continued
appropriation of funds in future operating budgets, with authority to adjust encumbrances
between state fiscal years through the Budget Office, without further approval from the
Governor and Executive Council, if needed and justified.

05-95-90.902010-5659 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH AND
COMMUNITY SERVICES, COMPREHENSIVE CANCER

Fiscal Year Class Title Activity Code Amount

2016 102-500731 Contracts for Program Services 90080081 $80,526

2017 046-500464 Contracts for Program Services 90080081 $23,020

2018 046-500464 Contracts for Program Services 90080081 . $23,740

2019 046-500464 Contracts for Program Services 90080081 $24,460

2020 046-500464 Contracts for Program Services 90080081 $25,180

Sub-Total: $176,926



Her Excellency. Governor Margaret Wood Hassan
and the Honorable Council
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EXPLANATION

This request is sole source because the integrated software system developed by the
vendor, the Medical Information Tracking System (Med-IT). is the only web-based system
approved by the Centers for Disease Control and Prevention (CDC) for use by cancer
screening programs. Additionally, the Med-IT system is the only web-based data management
and billing system that meets the requirements of the CDC Health Information Portability and
Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines.

The Department's Breast and Cervical Cancer Screening (BCCP) Program is a free
screening program that provides low income women in New Hampshire with no cost breast
and cervical cancer screenings and diagnostics. The Department provides these services
through contracts with over twenty-six (26) primary care providers and through agreements
with over 200 providers who bill for clinical procedures. The program has served close to
30,000 women since it began in 1997 and continues to serve approximately 4.000 women
annually. Although implementation of the Affordable Care Act increased the number of low-
income women in New Hampshire who are Insured and thus reduced the need for free
screening, it has not fully eliminated the need to provide screening and diagnostic services to
certain groups of low income women in New Hampshire.

The CDC requires that Breast and Cen/ical Cancer Screening Programs: 1) establish
and maintain a data system to collect, edit, manage, and continuously improve the data
needed to track a vyoman's receipt of screening, diagnostic and treatment services; 2)
establish and maintain a system that provides routine, and ad - hpC;-;r.^g§d for program
managenTent; 3) establish methods for reviewing and assessing the corripieteriess. accuracy,
and timeliness , of data collected; and 4) establish policies to ensure the security and
confidentiality of all data collected. These datia are used to provide an understanding of who is
screened with program funds; monitor and project clinical costs; track patients for clinical care
and follow-up; meet reporting requirements for CDC; and to link data to the cancer reaistrv
data. ■ ^

Currently, the Department maintains a centralized Cancer Screening and Tracking
Database (CaST) in order to track Minimal Data Elements (MDEs) for all women enrolled in
the screening program. A CDC contractor provides the Department with a version of CaST
that is installed on a server. Providers and contractors must submit, patient data via fax. mail
or e-mail to the Department, which is then entered into CaST by a full-time claims processor.
The data manager can then generate a number of monthly reports, such as missing data
reports and clinical care indicators, as well as provide screening sites with data that can assist
with program planning and quality assurance.

A separate billing application, which was developed by the Department of Information
Technology, is used by the Department to manage direct claims from enrolled providers. The
data manager must manually confinn program enrollment and clinical validity for claims prior
to entering invoices into the billing application. Use of Med-IT will help the Department of
Health and Human Services to t)etter meet protection standards related to protected health
information of women enrolled in the BCCP.

The transition to the Med-IT system is part of a strategic plan to adapt to changes in
health care financing and the changing needs for access to cancer screening and diagnosis.
In SFY15 the Department eliminated a claims processor position and in SFY16 eliminated an
administrative secretary and consolidated remaining responsibilities into a new data manager



Her Excellency. Governor Margaret Wood Hassan
and the Honorable Council
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position. These changes in staffing for the program and the transition from printed paper forms
that are mailed and faxed to central office will result in a total savings of $800,000 over the
five-year contract period. In SFY16, the BCCP expanded the scope of contracts with primary
care providers to allow for provision of care coordination services to low income women who
face significant barriers to screening and would not be likely to get screened without this level
of assistance.

The vendor's software application will ensure the Department can meet protection
standards related to protected health information of women enrolled in the BCCP. The
software application will also assist primary care providers in ensuring care coordination,
services are available to low income women who face significant barriers to breast and
cervical cancer screening services.

Should the Governor and Executive Council not approve this request the Department
will lose the federal funding available to improve the BCCP services, which include automatic
reminders to patients about upcoming appointments and/or follow up procedures. This could
result in some women not receiving screenings that are necessary to maintain good health.

Area Sen/ed. Statewide

Source of Funds; 100% Federal (CFDA #93.283. FAIN #6 NU58DP003930-04-01)

In the event that Federal Funds are no longer available, General Funds will not be
requested to support this program.

Respectfully/Subrartted.r^ubmnite

Marcella J. Bobinsky
Acting Director

Approved by:

jffrey A. Meyers
Commissioner

Tht Department ofHealth and Human Services' Mission is tojoin communities and families
in providing opportunities for citiiens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haxcn Dr., Concor<l. NH 03301

Fax; 603-271-1516 TOD Access: 1-600-735-2964

www.nh.gov/dolt

Dcob Goukt

Commissioner

May 16, 2016

Jeffrey A. Meyers, Commissioner
State of New Hampshire
Department of HeaJth and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Meyers:

'  This letter represents formal notiricelion that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a sole source contract with OxBow Data Management
Systems, Bellevue, N£, as described below and referenced as DoIT No. 2016-078.

The purpose of this contract Is to provide Medical Information Tracking System (Mcd-
IT) that integrates health screening data management with eligibility computing and
billing. Med-IT is the only web-based system approved by the Centers for Disease
Control and Prevention for use by cancer screening program. Additionally, the Med-IT
system is the only web-based data management and billing system that meets the
requirements of (he CDC Health Information Portability and Accountability Act
(HIPAA) safeguards, reporting requirements and screening guidelines. This contract is
not to exceed SI76,926, effective upon Governor and Council approval through June 30,
2020.

A copy of this letter should accompany the Depaiiment of Information Technology's submission
to the Governor and Executive Council for approval.

Sincerely,

ft^r tcrrnis Gouiet

DO/mh

Contract 2016-078

'Innovative Technologies Today for New Hampshire's Tomorrow'



FORM NUMBER P-37 (v«r»loo 5«/15)

Subject: SAAS Conina 20[6-Q?g - Inlepnled Software System foe th^ CfinKf SCTceninR FffiBram
Notice: This afptement and all of its attachmenis thai) become public upon submission to Governor and

Executive Council for approval. 'Any information thai is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby munially agree as follows;

GENERAL PROVISIONS

I. IDENTIFICATfON.

t.l StateAgeocyName
Department of Health & Human Services

1.2 State Agency Address
129 Pleasarrt Street

Concord, NH 03301

IJ Contractor Name

OxBow Data Management Systems, LLC

1.4 Contractor Address

3802 Raynof Parkway, Suiie 200
Bcllevue. NE 68123

1.5 Contractor Phone

Numba

(402)991-«036

1.6 Accourtt Number

05.9S.90'90 2010-5659

1.7 Completion Date ^

June30.3aW—

1.8 Price Limitation

SI 76,926

1.9 Contracting Officer for State Agency
EricD. Borrin

1.10 Stale Agency Telephone Number
(603)271-9558.

1.11 ContractorBi^ 1.12 Name and Title of Contractor Signatory
Jennifer S. Msassen. Managing Partner

.13 Acknowledgement: Slate of Nebraska .County of Sarpy

On ■ 28 April 2016 . before the undersigned officer, personally appeared the person ideniified in block 1.12, or satisfactorily
proven to be the person whose name is signed in block 1.11. and acknowledged that i/he executed this document in the capacity
indicated In block 1.12^

1.13.1 Signature of No ic or Justice of the Peace

iSctl)

Uaiutiioun-&ditfabiiAi
runamtAvoiMQ

■ %Obhh. t» MMt>M

1.13.2 Name and Title ofNotary or Justice of the Peace
Kathryn A. Young, General Notary

.14 State Agency Sf

S "
Date:

Depproval by1.16 A

By:

1.15 Name and Title of Stale

fAa rc

AgerKy^ignatory

nt of Admint.«r8tion, Division ofPersonnel 0/appiicabh)

Director, On:

1.17 Approvakby the Attorney General (Form, Substance and Execution) (i/opplicable)

■M
plicabie)Executive1.18 Approval by the Governor

By: I On:

Page I of 4



FORM NUMBER P-37 (ftnloa 9/8/15)
SoUeet SAAS COfltna 201fr<t78 ♦ Integrated Sofhwe Swem for tha Bretrt A Ctfvieal Cancer Setetftfag Proi?nm

Nwtcy: ThU snd all of to atxachmemi stall become public upon sobmltilon to Oovemor lod
Exetodvo CouncQ fbf approval. Any iarormation thai Is prhvtt, confidential or proprietuy mtm
be deariy'idemified D the icency 81^ esrtcd 10 in wiitins prior to signlag lite contract

AGREEMENT

TV State of New Hanipstiire and the Comractor hereby mutnally acree ai follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

I.I StateA^eacyName
Departmem of Health dt Human Services

U Stale Agency Address
129 Pleasant Street

Concord. NH 03301

IJ CcQtracterNam

OxBow Data Manigamem Synems, LLC
1.4 Contractor Address

3802 Raynor Piilcway, Sutie 200
BdtBVue.KE 68123

IS Contractor Phooc

Numba

(402)991-6036

1.6 Account Number

03-95-90-902010-5659

1.7 Completion Date
fii

June 30.30^7-

1.9 Cor4recting Offica for State AgetKy
EricO. Borrln

IJ Price Ufflftsiioo

SI 76,926

1.10 Suie Ageecy Telephooe Number
(603) 271-9558

Ml Contractor M2 Name aodTttleofConvactor Signatory

leonl/er S. Maasseo. Managing Partaer

1.13 AcfcndwIedgBmem: State of Nebraska .Cocruyof Sarpy

On 2fiApn}2016 .befbra theoadenlgncdofficer.pertonally speared ihepertonidentificd In block 1.12.orsaii](ectori)y
proves to be the person whose name ii signed in block 1.) 1. end aclcnowledged thus/be executed this doeumeru in the capacity
tndlcsied In block 1.12.

1.13.1 Signature or Justice of tfao Peace asm loun. ft* 0 mkii
unarmavouMe

1.132 Name and Title of Nottuy or Justice ofthe Peace

Kalhryn A. Young. General Nolary

1.14 State Agency SI

1.16 Approval by IMN.R

By:

Data:
. S

1.15 Name end Title orStataAgeney..^gnatory
(1\q fx c

of Admhiisbatioo, Divfalon of Personnel (IfoppUaAh)

Director, On:

1.17 Approval by tbc Aooraey Qeocra] (Form, Substance end Executioo)

By: On:

1.18 Apprtrvil by (he Oovemor and Executive Cbuncil ({fqpp/fca5/r:)

By: On:

Page 1 of4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Slnte of New Hampshire, acting
through the agency identified In block I. I ("Stale"), engages
contractor identified in,block 1,3 ("Contractor") to perform,
and the Coniracior shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBtT A which is Incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the Stale of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereundcr, shall become effective on ihe date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unle.ss no such approval i.s required, In which case
the Agreement shall become effective on the date the
Agreement i.s signed by the State Agency as shown In block
1,14 (■■Effective Date'i
3.2 Ifthe Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, Including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Coniractor must complete all Ser\nce$ by the Completion Date
specified In block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations'of the State hereundcr, including,
without limitation, the continuance of paymenut hereundcr, arc
contingent upon the availability and continued appropriation
of fun^, and in no event shall the Slate be liable for any
payments hereunder in excess of .such available appropriated
funds. In the event of a reduction or termination of
appropriated funds. the State shall have the right to svithhold
payment until such funds become available, if ever, end shall
have the right to terminate this Agreement immediately upon
giving Ihe Coniractor notice of such termination. The State
shall not be required to transfer funds from any other account
to Ihe Account Ideniified in block 1.6 in the event funds in that
Account arc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contract price, method of payment, and terms of
payment are ideniified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the Stale of the contract price shajl be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by (he Contractor in the
performance hereof, and shall be t)ie only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to ihe Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted byN.H. RSA
80:7 through RSA 80:7-c or any other prosaslon of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereundcr, exceed the Price Limitation set forth in block
1.6.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.
6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal outhorilie.s
which impose any obligation or duly upon the Contractor,
including, but not limited to. civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and .speech, can
communicate withi receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all opplicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual oriemaiion, or national origin and will take
afTirmative action to prevent isuch discrimination.
6.3 if this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions ofExccuiivc Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United Slates Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United Stales access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.
7.1 The Contractor shall at its own e.xpense provide all
personnel necessary to perform the Services. The Contractor
warrants (hat all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.
7.2 Unles.s otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Dale in block 1.7, (he Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom, it is engaged In a combined effort to
perform the Services to hire, any person who i.s a Stale
employee or official, who is materially involved in the
procurement, administration or performance of this

of 4
Contractor Initials,

DateTyyzi



u-.a:-

Agrcemcm. This provision shall survive icrrnlnaiion of ihis
Agreemcm.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the Stale's represcniaiive. In ihe event

• of any dispute concerning the inierpreiation of this Agrccmcnl,
the Contracting Officer's decision shall be final for the Slate.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hwconder
(■'Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any repon required hcrcunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a grcater or lesser specification of time, thiny (30)
days from the date of ihe notice; and if the Event of Default is
not timely remedied, terminate this Agreemeni, effective two
(2) days aficr giving the Contractor notice of termination; -
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payment.-! to be made under thi.-:
Agreement and ordering that the portion of Ihe contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that Ihe Contractor has cured the Event of Default
shall never be paid lo the Contractor;
8.2.3 aa off against any other obligations the Stale may owe to
the Contractor any damages the State suffers by reason ofany
Event of Default; end/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. data/access/confidentiautv/
PRESERVATION.
9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of. this
Agrecmem. including, but not limited to. all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordirtgs, pictorial reproductions, drawings, aitalyses, ■
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.
9.2 All data and any prt^rty which.has been received from
the Stale or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned lo the State upon demand or upon
termination of this Agreement for any reason. -
9.3 Confidentiality ofdala shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data .'v.-;.
requires prior written approval of the State. *
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10. TERMINATION. In the event of on early termiration of
this Agreement for any reason other than the completion of the
Ser\'ices, the Contractor shall deliver to the Contracting
Omccr, not later than fi fteen (15) days after the dale of
termination, a repon ("Termination Report") describing in
detail all Services performed, and the contract price earned, lo
artd including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be Identical to those of any Final Report
described in the attached EXHIBIT A.

11 CONTRACTOR'S RELATION TO THE STATE. In
the performatKe of this Agreement the Contractor is in all
rcspccis an independent contracior, and is neither an agent nor
an employee of Ihe Stale. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the Stoic or receive any benefits, workers' compensation
or other emolument.^ provided by the State to its employees.

12. ASSIGNMENT/DELECATI ON/SUBCONTRACTS.The Contractor shall not assign, or otherwise transfer any
interest in this Agrccmcnl wiihout Ihe prior written notice and
consent of the State. None of the Services shall be •
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The ConirBcior shall defend,
indemnify and hold harmless the Slate, its officers and
employees, from and against any and all losses suffered by the '
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and cmployec.s by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omi.ssions of the
Contraaor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the Stale. This covenant in paragraph 13 shall
survive the termliution of this Agreement,

14. INSURANCE.
14.1 The Coniractbr shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, Ihe following
insurance:
14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than SI .OOO.OOOper occurrence and $2,000,000
aggregate; and
14.1.2 special cause of loss coverage fomi covering all
property subject to sub'paragraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described In subparagraph 14.1 herein shall
be on policy forms and ertdorsemenis approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials
Date

At



]4.3 The Conlr&aor shall Tumishioihe Comraciing OITiccr
idenlined in block 1.9, or his or her successor, &certincate(s)
ofinsurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certincate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than ihiny (30) days prior to the expiration
date of each of the insurance policies. Tl^ certincaie(s) of
insurance and any renewals thereof shall be attached and arc
irtcorporated herein by reference. Each cenincatc(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Cmcer identified in block 1.9. or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees.
certiHes and warrants that the Contractor is in compliance with
or exempt from, the requirements ofN.H. RSA chapter 281 - A
("Worktrs' Compensailon").
15.2 To the extent the Contractor is subject to the
requirements ofN.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers', Compensation in
connection with activities which the person proposes (o

- undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9. or his •
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 'A and any
applicable renew8l(s) thereof, which shall be attached and are
incorporetcd-hercin by reference. The State shall not be
responsible for payment of any Worken' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Slate to
enforce any provisions hereof after any Event of [)efault shall
be deemed a waiver of its right.s with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provi.rions hereof upon any further or other Event of Default
on the part of the Coniraaor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
lime of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the Slate of New Hampshire unle.ss no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
lows of the Stale of New Hampshire, and is binding upon end
inures to (he benefit of the parties and (heir respective
successors and assigns. The wording used in this Agreement
is (he wording chosen by the parties to express their mutual
inlcni, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit;

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C arc incorporated herein by
reference.

23. SEVERABILITV. Inihe event any of the provisions of-
this Agreement are held by a court of competent juri.sdiclion to-
be contrary to any slate or federal law, the remaining
provisions of (his Agreement will remain in full force and

■effect.

24. ENTIRE AGREEMENT. This Agrecmeni, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parlies, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS • The following general contracting terms and definitions
apply except as specifically noted elsewtiere In this document.

Acceptance Notice from the State that a Deliverable has satisfied
Acc^tance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceotance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test Is
performed

Acceptance Test Plan The Acceptance Test Plan provided by the Contractor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist In the
application Software or the System

Access Control Supports the management of permissions for logging onto
a computer or netwoii(

Agreement A contract duly executed and leoallv blndinq.

Appendix Supplementary material that Is collected and appended at
the back of-a document

Audit Trail Capture and Analysis Supports the identification and monitoring of activities within
an application or system

Authorized Persons The the Contractor's employees, contractors, subcontractors
or other agents who need to access the State's personal
data to enable the the Contractor to perform the services
reouired.

BCCP Breast and Cervical Cancer Proaram

CaST Cancer Screeninq and Trackina Database

CDC Centers for Disease Control

Certification The Contractor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicattie) that the Contractor has completed
development of the Deliverable and certified Its readiness
for applicable Acceptance Testinq or Review.

Change Order Formal documentation prepared for a proposed change in
the Specifications.

Confidential Information Information required to be kept Confidential from
unauthorized disclosure under the ConlrBct

Contract This Agreement tjelween the State of New Hampshire end a
Contractor, which creates binding obligations for each party
to perform as specified In the Contract Documents.

Contract Agreement Part 1. 2. and 3.. The documentation consisting of both the
General Provisions and the Exhibits wt^ich represents the

201S^7B IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

understanding and acceptance of the reciprocal legal rights
and duties of the parties with respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason,
including but not lirhited to, the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents Documents that comprise this Contract (See Contract
Aareement, Section 1-.1)

Contract Managers The persons identified by the State and the Contractor who
shall be responsible for all contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contrsct
Management)

Contractor The Contractor and its employees, sulxontractors, agents
and affiliates who are providing the services agreed to under
the contract.

Contracted

Contractor/Contractor

The Contractor whose proposal or quote was awarded the
Contract with the Stale and who Is responsible for the
Services and Deliverables of the Contract.

Conversion Test A test to ensure that a Data conversion process correctly
takes Data from a legacy system and successfully converts
It to a fonn that can be used by the new System.

Cure Period The thirty (30) day period following written notification of a
default within which a contracted Contractor must cure the

default identified.

Custom Code Code developed by the Contractor specifically for this
project for the State of New Hampshire

Custom Software Software developed by the Contractor specrfically for this
Project for the State of New Hampshire

Data State's records, files, forms. Data and other documents or
Information, in either electronic or paper form, that will t>e
used /converted by the Contractor during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that
results in the use, disclosure or theft of a the State's
unencrypted non-public data.

DBA Database Administrator

Deficiencies/Defects A failure, denciency or defect in a Deliyerable resulting In e
Deliverable, the Software, or the System, not conforming to
Its Specifications.

Class A Deficiency - Software - CrHical, does not allow
Svstem to operate, no work around, demands immediate
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STATE OF NEW HAMPSHIRE
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Breast & Cervical Cancer Screeriing Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

action: Written Documentation - missing significant portions
of Information or uninteiiiglble to Slate; Non Software -
Services were Inadequate and require re-performance of the
Service. ,

Class 8 Deficiency - Software - important, does not stop
operation and/or there is a worfc around and user can
perform tasks; Written Documentation - portions of
information are missing but not enough to make the
document untntelllgible; Non Software - Services were
deficient, require reworking, but do not require re-
perfonnance of the Service.

Class C Deficiency > Software - minimal, cosmetic in
nature, minimal effect on System, low priority and/or user
can use System; Written Documentation - minimal changes
required and of minor editing nature; Non Software -
Services require only minor reworking and do not require re-
performance of the Service.

Deliverable A Deliverable Is any Written. Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract
requirement.

Department of Information
Technology (DolT)

The Department of information Technoiogy established
under RSA 21-R by the Legislature effective September 5.
2008.

Documentation . All information that describes the (nstallallon. operation, and
use of the Software, either In printed or electronic format.

Digital Signature Certrfication that guarantees the unaltered state of a file,
also known as 'code siqninq."

EDI Electronic Data Interchanqe

Encryption Supports the transformation of data for security purposes

Enhancements Updates, additions, modifications to, and new releases for
the Software, and all changes to the Documentation as a
result of Enhancements, including, but not limited to,
Enhancements produced by Change Orders

Firm Fixed Price Contract A Flrm-Flxed-Prlce Contract provides a price that Is not
subject to increase, i.e., adjustment on the basis of the
Contractor's cost experience in performing the Contract

Fully Loaded Rates are inclusive of all ailowrable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of oocket exoenses

Governor and Executive Council The New Hampshire Governor and Executive Coundi.
HIPAA Health Insurance Portability end Accountability Act
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STATE OF NEW HAMPSHfRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 201M78

PART 2 • INFORMATION TECHNOLOGY PROVISIONS

Identification and

Authentication

Supports obtaining Information at>out those parties
attempting to tog on to a system or application for security
purposes and the validation of those users

Implementation The process for making the System fully operational for
processing the Data. "

Implementation Plan Sets forth the transition.from development of the SystemTO '
full operation, and Includes without limitation, tralnirig.
business and technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
Information including, but not limited to. Data processing,
computing, information systems, telecommunications, artd
various audio and video technologies.

Input Validation Ensure that the values entered by users or provided by
other applications meets the size, type, and format
expected. Protecting the application from cross site
scripting. SQL injection, buffer overflow, etc.

Intrusion Detection Supports the detection of illegal entrance into a computer
system

Invoking Party In a dispute, the party believing Itself aggrieved.

ISSHS Integrated software system for health services
Key Project Staff Personnel identified by the State and by the Contractor as

essential to work on the Project.
Licensee The State of New Hampshire
MDE Minimal Data Elements

NHHPP New Hampshire Health Protection Program
NH FIRST State of New Hampshire financial system
NIST National Institute of Standards and Technoloov
Non,Exclusive Contract A contract executed by the Slate that does not restrict the

State from seeking allemative sources for the Deliverables
or Services provided under the Contract.

Non*Publlc Information Data, other than personal data, (hat is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non*Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. State holidays are: New Year's Day, Martin
Luther King Day. President's Day. Memorial Day. July 4'^.
Labor Day, Veterans Day, Thanksgiving Day. the day after
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Thanksgiving Day. and Christmas Day. Specific dates will
be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the
Contractor to begin work on the Contract on a given dale
and time

Open Data Formats A data format based on an underlylna Ooen Standard.

Open Source Software Software that guarantees the user unrestricted use of
the Software as defined in RSA 21-R:10 and RSA 21-

R:11.

Open Standards Specifications for the encoding end transfer of
computer data that Is defined in RSA 21-R:10 and RSA
21-R:13.

Operating System System is fully functional, all Data has been loaded Into the
System, is available for use by the State In its daily
operations.

Operational The System is operating and fully functional, ail Data has
t>e6n loaded; the System Is available for use by the State in
Its daily operations, and the State has issued an
Acceptance Letter.

Order of Precedence The order In which Contract/Documents control in the event

of a conflict or ambiguity. A term or condition In a document
controls over a conflicting or ambiguous term or condition in
a document that Is lower In the Order of Precedence "

Personal Data Data that Includes information relating to a person that
Identifies the person by name and has any of the following
personally identifiable information (Ptl): government-Issued
Identification numbers (e.g.. Social Security, driver's
license, passport); financial account information, including
account numt)er. credit or debit card numt>ers; or protected
health information (PHI) relating to a person.

PHI Protected Health Informaiton

Program Subscriber Services Services provided by the vendor to the Slate as described
In this contract.

Project The planned undertaking regarding the entire subject
matter of an RFP and Contract and the activities of the

parties related hereto.
Project Team The group of State employees and contracted Contractor's

personnel responsible for managing the processes and
mechanisms required such that the Services are procured
in accordance with the Work Plan on time, on budget and to
the required specifications and quality

Project Management Plan A document that describes the processes and methodology
to be employed by the Contractor to ensure a successful
Project.
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 • INFORMATION TECHNOLOGY PROVISIONS

Project Managers The persons identified who shall function as the State's and
the Contractor's representative with regard to Review and
Acceptance of Contract Detiverables, Invoice sign off, and
review and approval of Change Requests (CR) utilizing the
Chanae Control Procedures (COP)

Project Staff State personnel assigned to work i^th the Contractor on
the Project

Protected Health Information

(PHI)
Individually Identifiable health infomiation transmitted
by electronic media, maintained in electronic media, or
transmitted or maintained In any other form or medium.
PHI excludes education records covered by the Family
Educational Rights and Privacy Act (FERPA), as
amended. 20 U.S.C. I232g, records described at 20
U.S.C. 1232g(a)(4)(6)(iv) and employment records
held by a covered entity in Its role as employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain
whether fixes to Defects have caused errors elsewhere In

the application/process.

Review The process of reviewinq Deliverables for Acceptance

Review Period The f^riod set for review of a Deliverable. If none is
specified then the Review Period Is five (5) business days.

Role/Privilege Management Supports the granting of abilities to users or groups of users
of a computer, application or network

Schedule The dates described in the Work Plan for deadlines for

performance of Services and other Project events and
activities under the Contract

Security Incident The potentially unauthorized access by non-authorized
persons to personal data or non-public data the the
Contractor believes could reasonaMy result In the use.
disclosure or theft of a State's unencrypted personal
data or non-public data within the possession or control
of the the Contractor. A security incident may or may
not turn into a data breach.

Service Level Agreement (SLA) A signed agreement between both the State and the the
Contractor that is subject to the terms and conditions in this
document that unless otherwise agreed to includes (1) the
technical service level performarKe promises. (I.e. metrics
for performance and Intenrals for measure). (2) description
of service quality. (3) Identification of roles and
responsibilities, (4) security responsibilities and notice
Vequlrements. (5) how disputes are discovered and
addressed, and (6) any remedies for performance failures.

Service The work or labor to be performed by the Contractor on the
Projact as described in the Contract.

Software All custom Software and DBSM Software provided by the
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contractor under the Contract

.Software-aS'd-Servlce (SaaS) The capability provided to the State to use the the
Contractor's applications running on a cloud infrastructure.
The applications ere accessible from various client devices
through a thln-clienl Interface such as a Web browser (e.g..
Wel>based email) or a program interface. The State does
not manage or control the uriderlying cloud Infrastructure .
including network, servers, operating systems,.storage or
even individual application capabilities, with the possible
exception of limited user-specific application conOguration
settings.

Software Deliverables Software end Enhancements

Software License Licenses provided to the State under this Contract

Solution

>

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications. The
off-the-shelf Software and configured Software customized
for the State provided by the Contractor In response to this
RFP.

Specifications The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
descrit>ed in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as
though completely set forth herein.

State STATE Is defined as:

State of New Hampshire
Department of Health & Human Services
129 Pleasant Street

Concord. NH 03301
Reference to the term 'State' shall Include applicable
aqertcles

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the rx>les and responsibilities of
the State and the Contractor. The Contract Agreement
SOW defines the results that the Contractor remains

responsible and accountable for achieving.

State's Confidential Records State's Information regardless of its form that Is not subject
to public disclosure under applicable state and federal taws
and requlations, Includinq but not limited to RSA Chaoter
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
integrated Software.System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1 91-A

state Data For SaaS applications means all data created or In any way
originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of
any data that was created by or in any way originated with
the State, whether such data or output is stored on the
Slate's hardware, the the Contractor's hardware or exists in
any system owned, maintained or otherwise controlled by
the State or bv the the Contractor.

State Fiscal Year (SPY) The New Hampshire State Fiscal Year extend.s from July 1"
through June 30*^ of the following calendar year

State Identified Contact The person or persons "designated In writing by the State to
receive security incident or breach notification.

State's Project Manager (PM) State's representative with regard to Project management
and technical matters. Agency Project Managers are
responsible for review and Acceptance of specific Contract
Deliverables. Invoice sign off. and Review and approval of a
Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment
of. or ovmed by. the Contractor, which Is performing
Services under this Contract under a separate Contract
with or on behalf of the Contractor

System All Software, specified hardware, and Interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

TBD To Be Determined

Technical Authorization Direction to a Contractor, which fills In details, clarifies,
interprets, or specifies technical requirements. It must be:
(1) consistent with Statement of Woric within statement of
Services: (2) not constitute a new assignment; end (3) not
change the terms, documents of specifications. of the
Contract Agreement

Test Plan A plan. Integrated In the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the
Project. It may consist of a timeline, a series of tests and
test data, test scripts and reports for the test results as well
as 8 tracking mechanism.

Term Period of the Contract from the Effective Dale through
termination.

Transition Services Services and support provided when the Contractor Is
supporting Svstem changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to
verify the code they have created or changed functions
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properly as defined.

User Acceptance Testing Tests done, by knowledgeable business users who are
familiar with the scope of the Project. They create/develop
test cases to confirm the System was developed according
to specific user requirements. -The test cases and
scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and
network accounts within an organization

Verification Supports the confirmation of authority to enter a computer
system, application or network

Walk Through A step-by-step review of a Specification, usability features
or design before it Is handed off to the technical team for
development

Work Hours Contractor personnel shall work normal business hours
between 8:00 am and 5:00 pm, eight (8) hour days, forty
(40) hour weeks, excluding State of New Hampshire
holidays. Changes to this schedule may be made upon
aqreement with the State Project Manaqer.

Work Plan The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and
Deliverables to be produced under the Project as specified
in Appendix C. The Work Plan shall Indude a detailed
description of the Schedule, tasks/activities. Deliverables,
critical events, task dependencies, and the resources that
would lead and/or participate on each task.

Written Deliverables Non-Software written deliverable Documentation (letter,,
report, mariual, book, other) provided by the Contractor
either in paper or electronic format.
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through the New
Hampshire Department of Health and Human Services ("State*), and OxBow Data Management
Systems, LLC. a Nebraska Corporation, ("Contractor^), having its principal place of business at
3802 Raynor Parkway. Suite 200, Bellevue, NE 68123.

The Contractor shall provide the Medical Information Tracking System web-based
application to support breast and cervical cancer screening activities for the Department of
Health and Human Services. Functions shall Include, but not be limited to, functions for
billing reimbursement and funding management; patient navigation; and data reports that
are compliant with the (inters for Disease Control (CDC) funding.requirements with real
time validation capabilities.

RECITALS

Whereas the State desires to have the Contractor provide a Medical Infonmatlon Tracking
System web-based application, and associated Services for the State; and

Whereas the Contractor wishes to provide a Medical Infomrailon Tracking System web-based
application, and associated Services for the State.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1. CONTRACT DOCUMENTS

This Contract Agreement (2016-078) Is comprised of the following documents:

1.1.1. PART 1 - Form P-37 General Provision

1.1.2. PART 2 - Information Technology Provisions

.1.1.3. PART 3 - Exhibits

1.1.3.1. Exhibit A- Contract Deliverables

1.1.3.2. Exhibit B- Price and Payment Schedule

1.1.3.3. Exhibit C- Special Provisions

1.1.3.4. Exhibit D- Administrative" Services

1.1.3.5. Exhibit E- Implementation Services

1.1:3.6. Exhibit F-Testing Services

1.1.3.7. Exhibit G- Maintenance and Support Services

1.1.3.6. Exhibit H-Requirements

1.1.3.9. Exhibit!- Work Plan

1.1.3.10. Exhibit J- Software Agreement
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
integrated Software System for the

Breast & Cervical Cancer Screening Program
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1.1.3.11. Exhibit K-Warranty

1.1.3.12. Exhibit L-Training Services

1.1.3.13. Exhibit M-Reserved

1.1.3.14. Exhibit N-Reserved

1.1.3.15. Exhibit 0- DHHS Standard Exhibits

2. CONTRACT TERM

2.1. The Contract and all obligations of the parties hereunder shall become effective
after full execution by the parties, and the receipt of required governmental
approvals. Including, but not limited to. Governor and Executive Council of the
State of New Hampshire approval ('Effective Date*).

2.2. The Contract shall begin on the Effective Date and extend through the Contract
Completion Date. In accordance with Form P-37. General Provisions. Block 1.7.
Completion Date.

2.3. The Term may be extended up to four (4) years. ("Extended Term") at the sole
option of the State, subject to the parties prior written agreement on applicable
fees for each extended term, upon Governor and Executive Council approval.

2.4. The Contractor shall commence work upon Issuance of a Notice to Proceed by
the State.

2.5. Time Is of the essence In the performance of the Contractor's obligation
under the contract.

3. COMPENSATION

3.1. CONTRACT PRICE

The Contract Price, Part 1. P-37. General Provisions, Block 1.8 Price Limitation, method
of payment, and terms of payment are Identified and more particularly described In
section 5 of P-37 Agreement and Part 3 Contract Exhibit B: Price end Peymenl
Schedule.

3.2. NON-EXCLUSIVE CONTRACT

The State reserves the right, at Its discretion, to retain other Contractors to provide any of
the Services or Deliverdt>les identified under this procurement or make an award by item,
part or portion of an hem. group of Items, or total Proposal. The Contractor shall not be
responsible for any delay, act. or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act. or omission of the other Contractors If
such delay, act. or omission is caused by or due to the fault of the Contractor.
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4. CONTRACT MANAGEMENT

4.1. The Project will require the coordinated efforts of a Project Team consisting of
both the Contractor and State personnel. The Contractor shall:

4.1.1. Provide all necessary resources to perform its obligations under the
Contract.

\

4.1.2. Be responsible for managing the Project to Hs successful completion.

4.2. THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all
Contract authorization and administration. The Contractor's Contract Manager is:

Scott Butler

Contract Specialist
3902 Raynor Parkway, Suite 200
Believue. NE 68123

Tel:402-291-2203-E)(t. 124

Email: scott.butler@mccdllie.com .

4.2.1. The Contractor shall assign a Project Manager who meets the
requirements of the Contract. The Contractor's selection of the
Contract Project Manager shall be subject to the prior vwitten approval
of the State. The State's approval process may include, -without
limitation, at the State's discretion, review of the proposed Contract
Project Manager's resume, qualifications, references, and background
checks, and an interview. The State may require removal or
reassignment of the Contractor's Contract Project Manager who. In
the sole judgment of the State, is found unacceptable or is not
performing to the State's satisfaction.

4.2.2. The Contract Project Manager must be qualified to perform the
obligations required of the position under the Contract, shall have full
authority to make binding decisions under the Contract, and shall
function as the Contractor's representative for ail administrative and
management matters. The Contract Project Manager shall perform
the duties required under the Contract, Including, but not limited to.
those set forth In Exhibit I. Section 2. The Contract Project Manager
must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site, as
needed. The Contract Project Manager must work diligently and use
his/ her best effprts on the Project.

4.2.3. The Contractor shall not change Its assignment of Contract Project
Manager without providing the State written justification and obtaining
the prior written approval of the State. State approvals for
replacement of the Contract Project Manager shall not be
unreasonably withheld. The replacement Contract Project Manager
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STATE OF NEW HAMPSHIRE
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integrated Software System for the

Breast & Cervical Cancer Screening Program
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shall have comparable or greater skills than .the Contract Project
Manager being replaced; meet the requirements of the Contract; and
be subject to reference and background checks described Section
4.2.1, above, and In Section 4.6: Reference and Background Checks,
below: The Contractor shall assign a replacement Contract Project
Manager within ten (10) business days of the departure of the prior
Contract Project Manager, and the Contractor shall continue during
the ten (10) business day period to provide competent Project
Management Services through the assignment of a qualified interim
Contract Project Manager.

4.2.4. Notwithstanding any other provision of the Contract, the State shall
have the option, at its discretion, to terminate the Contract, declare the
Contractor in default and pursue its remedies at law and In equity, if
the Contractor fails to assign a Contract Project Manager meeting the
requirements and terms of the Contract.

4.2.5. The Contractor's Contract Project Manager Is:

Rex Brown

Program Director
3602 Raynor Par1(way, Suite 200
Bellevue. Nebraska 68123

Tel: (402)991-6036
Email: rex.brown@oxbowdms.com

4.3. CONTRACTOR KEY PROJECT STAFF

4.3.1. The Contractor shall assign Key Project Staff who meet the
requirements of the Contract, and can Implement the Software
Solution meeting ' the requirements set forth in Exhibit H -
Requirements. The State may conduct reference and background
checks on the Contractor's Key Project Staff. The Slate reserves the
right to require removal or reassignment of the Contractor's Key
Project Staff who are found unacceptable to the State. Any
background checks shall be performed In accordance with Section
4.6: Background Checks.

4.3.2. The Contractor shall not"^ change any Contractor Key Project Staff
commitments without providing the State written justification and
obtaining the prior written approval of the State. State approvals for
replacement of Contractor Key Project Staff will not be unreasonabty
withheld. The replacement Contractor Key Project Staff shall have
comparable or greater skills than the Contractor Key Project Staff
being replaced; meet the requirements of the Contract and shall be
subject to reference and background checks described in Section 4.6:
Reference and Background Checks.
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4.3.3. Notwithstanding any other provision of the Contract to the contrary,
the State shall have the option to terminate the Contract, declare the
Contractor In default and to pursue Its remedies at taw and in ̂ uity, if
the Contractor fails to assign Contractor Key Project Staff meeting the
requirements and terms of the Contract or If It Is dissatisfied with the
Contractor's replacement Project staff.

4.3.4. Contractor Key Project Staff shall consist of the following individuals In
the roles identified below:

Contractor Key Project Staff Title
Carolyn Wendover Sr. Data Analyst
Dan Dawson Software Engineer III
Megan Schroeder Requirements Analyst

Scott Butler Contract Specialist

4.4. STATE CONTRACT MANAGER

4.4.1. The State shall assign a Contract Manager who shall function as the
State's representative with regard to Contract administration. The
State Contract Manager Is:

Eric D. Borrin

Director of Contracts & Procurements

129 Pleasant Street

Concord. NH 03301
Tel: (603) 271-9558
Email: Eric.Borrin@dhhs.8tate.nh.us

4.5. STATE PROJECT MANAGER

4.5.1. The Stale Project Manager duties shall include, but not be limited to:

4.5.1.1. Leading the Project:

4.5.1.2. Er>gaglr>g end managing all the Contractors;

4.5.1.3. Managing significant issues and risks.

4.5.1.4. Reviewing and accepting Contract Deliverables;

•  4.5.'1.5. Invoice sign-offs;

4.5.1.6. Review and approval of change proposals; and

4.5.1.7. Managing stakeholders'concems.

4.5.2. The State Project Manager is:

Whitney Hammond
Administrator Chronic Disease Section

29 Hazen Dr.

Concord. NH 03301
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Tel: 603-271-4959

Email: whitney.hammond@dhhs.s!ale.nh.us

4.6. REFERENCE AND BACKGROUND CHECKS

4.6.1. The Contractor shall conduct criminal background checks and not
utilize any staff, including subcontractors, to fulfill the obligations of the
contract who have been convicted of any crime of dishonesty,
including but not limited to criminal fraud, or otherwise convicted of
any felony or misdemeanor offense for which incarceration for up to 1
year is an authorized penalty.

4.6.2. The Contractor shall promote and maintain an awareness of the
importance of securing the State's information among the Contractor's
employees and agents.

4.6.3. The State may, at Its sole expense, conduct reference and
background screening of the Contract Project Manager and
Contractor Key Project Staff.

4.6.4. The State shall maintain the confidentiality of background saeening
results In accordance with the Section 11. Use of State's Information,
Confidentiality.

5. DELIVERABLES

5.1. CONTRACTOR RESPONSIBIUTIES

5.1.1. The Contractor shall be solely responsible for meeting all
requirements, and terms and conditions specified In this Contract,
regardless of whether or not a subcontractor Is used.

5.1.2. The Contractor may subcontract services subject to the provisions of
the Contract, Including but not limited to. the terms and corKJitions In
the Contract. The Contractor must submit all information and
documentation relating to the Subcontractor, Including terms and
conditions consistent with this Contract. The State shall consider the
Contractor to be wholly responsible for the performance of the
Contract and the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the
Contract.

5.2. DELIVERABLES AND SERVICES

5.2.1. The Contractor shall provide the State with the Deliverables and
Services in accordance with the time frames In the Work Plan for this
Contract, and as more particularly descrit>ed in Contract Exhibit A:
Contract Deliverables.

5.3. NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE
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5.3.1. After receiving written Certincation from the Contractor that a Non-
Software or Written Deliverable is fine), complete, and ready for
Review, the State shall Review the Deliverable to determine whether It
meets the Requirements outlined In Contract Exhibit A: Contract
Deliverables.

5.3.2. The State shall notify the Contractor. In writing, of Us Acceptance or
rejection of the Deliverable within five (5) business days of the State's
receipt of the. Contractor's written Certification.

5.3.3. If the State rejects the Deliverable, the Stale shall notify the Contractor
of the r>ature and class of the Deficiency and the Contractor shall
correct the Deficiency within the period Identified in the Work Plan. If
no period for Contractor's correction of the Deliverable Is identified,
the Contractor shall correct the Deficiency In the Deliverable within five
(5) business days.

5.3.4. Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify the Contractor of Its
Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days.

5.3.5. If the Contractor falls to correct the Deficiency within the allotted
period of time, the State may. at Its option, continue reviewing the
Deliverable and require the Contractor to continue until the Deficiency
is corrected, or:

5.3.5.1. Immediately terminate the Contract:

5.3.5.2. Declare the Contractor in default; and

5.3.5.3. Pursue its remedies at law and In equity.

5.4. SOFTWARE REVIEW AND ACCEPTANCE

5.4.1. System/Software Testing and Acceptance shall be performed as set
forth In the Test Plan and more particularly described in Exhibit F:
Testing Services.

6. SOFTWARE

The Contractor shall provide the State with acess to the Software and Documentation set
forth In the Contract, and particularly described In Exhibit J: Software Agreement. The
Contractor shall provide the State of New Hampshire fvtedical Information Tracking (Med-IT)
system for the Department of Health and Human Services' Breast and Cervical Cancer
Program. This system Includes data conversion, training and subscription services to the
online system that merges health screening data management with eligibility computing and
billing.

7. SERVICES
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The Contractor shall provide the services required In this Contract. All services shall meet,
and be performed, in accordance with the following specifications.

7.1. ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in
the Contract, and particularly descnbed In Exhibit D; Administrative Services.

7.2. IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in
the Contract, and particularly described in Exhibit E: Implementation Services.

7.3. TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the. Contract,
and particularly described In Extiibit F: Testing Services.

7.4. TRAINING SERVICES

The Contractor shall provide the State with training Services set forth In the
Contract, and particularly described in Exhibit L: Training Services.

7.5. MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for
the Software set forth in the Contract, and particularly described in ExhIbK G:
System Maintenance and Support.

8. WORK PLAN DELIVERABLE

8.1. The Contractor shall provide the State with a Work Plan that shall Include, without
■  limitation, a detailed description of the schedule, tasks, deliverables, major
milestones, task dependencies, and payrhent schedules.

8.2. The initial Work Plan shall be a separate deliverable and is set forth in Contract
Exhibit I: Work Plan. The Contractor shall update the Work Plan as necessary,
but no less than every two weeks, to accurately reflect the status of the Projed,
including without (imitation, the schedule, tasks, deliverables, rhajor milestones,
task dependencies, and payment schedules. Any such updates to the Work Plan

'  must be approved by the State, in writing, prior to final incorporation Into Coritract
Exhibit I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by
the State. Is Incorporated herein by reference.

8.3. Unless otherwise agreed in writing by the State, changes to the Contract Exhibit
I: Work Plan shall not relieve the Contractor from liability to the State for damages
resulting from.the Contractor's failure to perform its obligations under the
Contract, including, without limitation, performance in accordance with the
schedule.

8.4. In the event of any delay In the schedule, the Contractor must immediately notify
the State in writing, identifying the nature of the delay, i.e., specific actions or
inactions of the Contractor or the State causing the problem; Its estimated
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duration period to reconciliation; specific actions that need to be taken to correct
the problem; and the expected Schedule impact on the Project.

8.5. In the event additional lime Is required by the Contractor to correct deficiencies,
the schedule shall not change unless previously agreed in wrillng by the State,
except that the schedule shall automatically extend on a day-to-day basis to the
extent that the delay does not result from the Contractor's failure to fulftll its
obligations under the Contract. To the extent that the State's execution of its
major tasks takes longer than described in the Work Plan, the schedule shall
automatically extend on a day-to-day basis.

8.6. Notwithstanding anything to the contrary, the State shall have the option to
terminate the Contract for default, at its discretion. If It is dissatisfied with the
Contractor's Work Plan or elements within the Work Plan.

. 9. CHANGE ORDERS

9.1. The State may make chianges or revisions at any time by written Change Order.
The State originated changes or revisions shall be approved by the Department
of Information Techr>ology. Within five (5) business days of the Contractor's
receipt of a Change Order, the Contractor shall advise the Stale. In detail, of any
impact on cost (e.g., increase or decrease), the schedule, or the Work Plan.

9.2. The Contractor may request a change within the scope of the Contract by written
Change Order, Identifying any impact on cost, the Schedule, or the Work Plan.
The State shall attempt to respond to the,Contractor's requested Change Order
within five (5) business days, The State Agency, as well as the Department of
Information Technology, must approve all Change Orders In writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to
reach an agreement in writing.

9.3. All Change Order requests from the Contractor to the State. arKl the Stale
acceptance of the Contractor's estimate for a State requested change, will be
acknowledged and responded to, either acceptance or rejection. In writing.

9.4. If accepted, the Change Order(s) shall be subject to the Contract amendment
.  process, as determined by the State.

10. INTELLECTUAL PROPERTY

10.1. SOFTWARE TITLE

10.1.1. Title, right, and Interest (including all ownership and intellectual
property rights) in the Software, and its associated Documentation,
shall remain with the Contractor.

10.1.2. Upon successful completion and/or termination of the Implementation
of the Project, the Contractor shall own and hold all. title, and rights in
any software modificalions developed in connection with performance
of obligations under the Contract, or modifications to the Contractor-
provided software, and their associated documentation Including any
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and all performance enhancing operational plans and the Contractors'
special utilities. The Contractor shall license back to the State the
right to produce, publish, or otherwise use such software, source
code, object code, modifications, reports, and documentation
developed under the Contract.

10.1.3. In no event shall the Contractor be precluded from developing for
Itself, or for others, materials that are competitive with, or similar to
Custom Software, modifications developed In connection with
perfonnance of obligations under the Contract.

10.1.4. The Contractor shall t>e free to use Its general knowledge, skills,
experience, and any other ideas, concepts. know*how, and techniques
that are acquired or used in the course of Its performance under this
agreement.

10.2. STATE'S DATA AND PROPERTY

10.2.1. All rights, title and interest in State Data shall remain-wilh the State.

10.2.2. All data and any property which has been received from the State or
purchased with funds provided for that purpose under this Contractor,
shall be the property, of the State, and shall be returned to the State
upon demand or upon termination of this Contract for any reason.

10.2.3. The Contractor shall not access State user accounts or State data,
except:

10.2.3.1. In the course of data center operations;

10.2.3.2. In response to service or technical Issues;

10.2.3.3. As required by the express terms of this contract; or

10.2.3.4. At the State's written request.

10.2.4. The Contractor shall not rent or sell the State's Data.

10.3. CONTRACTOR'S MATERIALS

10.3.1. Subject to the provisions of this Contract, the Contractor may develop
for Itself, or for others, materials that are competitive with, or similar to,
the deliverables. In accordance with the provision of this Contract,
the Contractor shall not dtstribute any products containing or disclose
any Slate Confidential Information. The Contractor shall be free to use
its general knowledge, skills and experience, and any ideas, concepts,
know-how. and techniques that are acquired or used in the course of
its performance under this Contract, provided that such is not obtained

.  as the result of the deliberate memorization of the State Confidential
Information by the Contractor's employees or third party consultants
engaged by the Contractor.

2016-078 IT Provisions-Part 2 Page 20 of 36 Dale:

OxBow Data Management Systems. LLC Inlliats:



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 ■ INFORMATION TECHNOLOGY PROVISIONS

10.3.2. Without limiting the foregolf>g. the parties agree that the general
knowledge referred to herein cannot Include information or records not
subject to public disclosure under New Hampshire RSA Chapter 91-A.
which includes but is not limited to the following: records of grand
juries and petit juries; records of parole and pardon boards; personal
school records of pupils; records pertaining to Internal personnel
practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel,
medical, welfare, library use. video tape sale or rental, and other files
containing personally identifiable Information that is private In nature.

10.4. STATE WEBSITE COPYRIGHT

All right, title and Interest in the Slate WVWV site. Including copyright to all Data and
Information, shall remain with the State. The State shall also retain all right, title and
interest In any user Interfaces and computer instructions embedded wHhin the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

10.5. CUSTOM SOFTWARE SOURCE CODE

In the event that the Contracto develops a Custom Code for the software, all title, rights,
and Interest In the Custom Code shall reamln with the Contractor. Support for the
Custom Code shall be included under (he ongoing software subscription.

10.6. SURVIVAL

This Contract Agreement Section 10; Intellectual Property shall survive the
termination of the Contract.

11. USE OF STATE'S INFORMATION. CONFIDENTIALITY

11.1. USE OF STATE'S INFORMATION

11.1.1. In performing its obligations under the Contract, the Contractor may
gain access to information of the State. Including State Confidential
Information, which shall.include, but Is not limited, to, information
exempted from public disclosure under New Hampshire RSA Chapter
91-A: Access to Public Records and Meetings (see e.g. RSA Chapter
91-A: 5 Exemptions).

11.1.2. The Contractor shall not use the State Confidential Information
developed or obtained during the performance of. or acquired, or
developed by reason of the Contract, except as directly connected to
and necessary for the Contractor's performance under the Contract.

11.2. STATE CONFIDENTIAL INFORMATION

11.2.1. The Contractor shall maintain the confidentiality of arKl protect from
unauthorized use, disclosure, publication, and reproduction

2016^76 IT Provisions - Part 2 Page 21 of 36 Dale

OxBow Data Management Systems. LLC Initials;



STATE OP NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

(coilectively 'release'), all State Confidential Information that becomes
available to the Contractor in connection with its performance under
the Contract, regardless of Its form.

11.2.2. Subject to applicable federal or State laws and regulations,
Confidential Information shall not include information which

11.2.2.1. Shall have otherwise become publicly available other than
as a result of disclosure by the receiving party In breach
hereof.

11.2.2.2. Was disclosed to the receiving party on a non-confidential
basis from a source other than the disclosing party, vdiich
the receiving party believes Is not prohibited from
disclosing such Information as a result of an obligation In
favor of the disclosing party.

11.2.2.3. Is developed by the receiving party independently of, or
was known by the receiving party prior to. any disclosure of
such information made by the disclosing party.

11.2.2.4. Is disclosed with the written consent of the disclosing party.

11.2.3. A receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction. ■

11.2.4. Any disclosure of the Slate Confidential Information shall require the
prior written approval of the State. The Contactor shall;

11.2.4.1. Immediately notify the State If any request, subpoena or
other legal process Is served upon the Contractor
regarding the State Confidential Information. \

11.2.4.2. Cooperate svith the State in any effort the State undertakes
to contest the request, subpoena or other legal process, at
no additional cost to the State.

11.2.5. In the event of the unauthorized release of State Confidential
Information, the Contractor shall Immediately notify the State, and the
State may immediately be entitled to pursue any remedy at law and in
equity, including, but not limited tOi Injunctive relief.

11.3. CONTRACTOR CONFIDENTIAL INFORMATION

11.3.1. Insofar as the Contractor seeks to maintain the confidentiality of its
confidential or proprietary Information., the Contractor must clearly
identify in writing all Information it claims to be confidential or
proprietary.

11.3.2. Notwithstanding the foregoing, the State acknowledges that the
Contractor considers the software and documentation to be

Confidential Information. The Contractor acknowledges that the State
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is subject lo State and federal laws governing disclosure of
Information Including, but not limited to. RSA Chapter 91-A.

11.3.3. The Stale shall maintain the confidentiality of the identified
Confidehtlal Information Insofar as it is consistent with applicable State
and federal laws or regulations, including but not limited to. RSA
Chapter 91-A.

11.3.4. In the event the State receives a request for the information Identified
by the Contractor as confidential, the State shall notify the Contractor
and specify the dale the State will be releasing the requested
information.

11.3.5. At the request of the State, the Contractor shall cooperate and assist
the Stale with the collection and review of the Contractor's
information, at no additional expense to the Stale.

11.3.6. Any effort to prohibit or enjoin the release of the Information shall be
the Contractor's sole responsibility and at the Contractor's sole
expense.

11.3.7. If the Contractor fails to obtain a court order enjoining the disclosure,
the State shall release the Information on the date specified in the
State's notice to the Contractor, without any liability to the Contractor.

11.4. SURVIVAL

This Contract Agreement Section 11, Use of State's Information, Confidentiality; shall
sun/ive termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1. STATE

12.1.1. Subject to applicable laws and regulations, in no event shall the State
be liable for any consequential, special, indirect, incidental, punitive, or
exemplary damages. Subject to applicable laws and regulations, the
Stale's (iabilfty to the Contractor shall not exceed the total Contract
price limitation In Form P-37. General Provisions. Block 1.8. Price-
Limitation.

12.2. CONTRACTOR

12.2.1. Subject to applicable laws and regulations, in no event shall the
Contractor t>e liable for any consequential, special, indirect, incidental,
punitive or exemplary damages and the Contractor's liability to the •
State shall not exceed two times (2X) the price limitation In Form P-37.
General Provisions. Block 1.8, Price Limitation.

12.2.2. Notwithstanding the foregoing, this limitation of liability shall not apply
to the Contractor's:
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12.2.2.1. Indemnification obligations set fortti Form P-37, General
Provisions. Paragraph .13, Indemnification.

12.2.2.2. Confidentiality obligations in Section 11. Use of State's
Information. Confidentiality, above, which shall be
unlimited.

12.3. STATE'S IMMUNITY

12.3.1. Notwithstanding the foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign immunity of the Stale,
which Immunity is hereby reserved to the State. This coveriant shall
survive termination or Contract conclusion.

12.4. SURVIVAL

This Section 12: Limitation of Liability shall survive termination or Contract
conclusion.

13. TERMINATION

13.1. SURVIVAL

Section 13: Termination, shall survive the termination or Contract conclusion.

13.2. TERMINATION FOR DEFAULT

13.2.1. Any orte.or more of the following acts or omissions of the Contractor
shall constitute an event of default hereunder ("Event of Default'):

13.2.1.1. Failure to perform the Services satisfactorily or on
schedule;

13.2.1.2. Failure to submit any report required; and/or

13.2.1.3. Failure to perform any other covenant, term or condition of
the Contract '

13.2.2. Upon the occurrence of any Event of Default, the State may take any
one or more, or all. of the following actions:

13.2.2.1. Unless otherwise provided in the Contract, the State shall
provide the Contractor with written notice of default and
require It to be remedied within, In the absence of a greater
or lesser specification of time, thirty (30) days from the date
of notice, unless othervvise indicated within by the State
("Cure Perjod'3. If the Contractor fails to cure the default
within the Cure Period, the State may terminate the
Contract effective two (2) days after giving the Contractor
notice of termination, at its sole discretion, treat the
Contract as breached and pursue its remedies at taw or in
equity or both.
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13.2.2.2. Give the Contractor a written notice specifying the Everi! of
Default and suspending all payments to be made, under the
Contract and ordering that the portion of the Contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the
State determines that the Contractor has cured the Event
of Default shall never be paid to the Contractor.

13.2.2.3. Set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of
any Event of Default:

13.2.2.4. Treat the Contract as breached and pursue any of its
remedies at law or in equity, or both.

13.2.2.5. Procure Services that are the subject of the Contract from
another source and the Contractor shall be liable for

reimbursing the State for the replacement Services, and all
administrative costs directly related to the replacement of
the Contract and procuring the Services froni another
source, subject to the limitations of liability set forth by the
Contract, which may Include but is not limited to:

13.2.2.5.1. Costs of competitive bidding.

13.2.2.5.2. Mailing.

13.2.2.5.3. Advertising.

13.2.2.5.4. Applicable fee and charges or penalties.

13.2.2.5.5. Staff time costs.

13.2.3. The Contractor shall provide the State with written notice of deifautt,
and the State shall cure the default within thirty (30) days.

13.3. TERMINATION FOR CONVENIENCE

13.3.1. The State may, at Its sole discretion, terminate the Contract for
convenience, In whole or in part, by thirty (30) days written notice to
the Contractor. In the event of a termination for convenience, the
State shall pay the Contractor the agreed uFX>n price, if separately
stated In this Contract, for Deliverables for which Acceptance has
been given by the State.

13.3.2. Amounts for Services or-Deliverables provided prior to the date of
termination for which no separate price Is stated under the Contract
shall be paid, In whole or In part, generally In accordance with
Contract Exhibit B, Price and Payment Schedule, of the Contract.

13.3.3. During the thirty (30) day period, the Contractor shall wind down and
cease Services as quickly and efficiently as reasonably possible.
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without performing unnecessary Services or activities and by
minimizing negative effects on the State from such winding down and
cessation of Services.

13.4. TERMINATION FOR CONFLICT OF INTEREST

13.4.1. The State may terminate the Contract by written notice If It determines
that a conflict of interest exists, including but not limited to. a violation
by any of the parties hereto of applicable laws regarding ethics In
public acquisitions and procurement and performance of Contracts.

13.4.2. In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs.

13.4.3. The State shall pay all other contracted payments that would have
become due and payable If the Contractor did not know, or reasonably
did not know, of the conflict of interest.

13.4.4. In the event the Contract Is terminated as provided above pursuant to
a violation by the Contractor, the State shall be entitled to pursue the
same remedies against the Contractor as It could pursue in the event
of a default of the Contract by the Contractor.

13.5. TERMINATION PROCEDURE

13.5.1. Ijpon termination of the Contract, the State. In addition to any other
rights provided In the Contract, may require the Contractor to deliver
to the State any property, including without limitation. Software and
Written Deliverables, for such part of the Contract as has been
terminated.

13.5.2. After receipt of a notice of termination, and except as otherwise
directed by the Slate, the Contractor shall:

13.5.2.1. Provide any post-termination assistance generally made
available with respect to the services, unless a unique data
retrieval arrangement has been established as part of the
SLA.

13.5.2.2. Stop work under the Contract on the date, and to the extent
specified. In the notice.

13.5.2.3. Promptly, but in no event longer than thirty .(30) days after
termination, terminate its orders and subcontracts related
to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such'
termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this
Section:
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13.5.2.4. Take such action as the State directs, or as necessary to
preserve and protect the property related to the Contract,
which Is in the possession of the Contractor and in which
the Slate has an interest;

13.5.2.5. Not take any action to intentionally erase any State data.

13.5.3. In the event of termination of any services or agreement In entirety,
the Contractor shall not take any action to intentionally erase any
Stale data for a period of;

13.5.3.1. 10 days after the effective date of termination. If the
termination is in accordance with the contract period.

13.5.3.2. 30 days after the effective date of termination. If the
termination is for convenience.

13.5.3.3. 60 days after the effective date of termination, if the
termination is for cause .

13.5.4. After such period, the Contractor shall have no obligation to maintain
or provide any State data, and shall thereafter, unless legally
prohibited, delete all State data in its systems or otherwise in its
possession or under its control.

13.5.5. Transfer title to the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested
by the State.

13.5.6. The Contractor shall implement an orderly return of State data in a
CSV or another mutually agreeable fomnat at a time agreed to by the
parties and the sut>sequent secure disposal of State data.

13.5.7. The Contractor shall securely dispose of all requested data in all of its
forms, such as disk, CO/ DVD, backup tape and paper, when
requested by the State. Data shall be permanently deleted and shall
not be recoverable, according to National Institute of Standards end
Technology (NIST)-approved methods.

13.5.8. Certificates of destruction shall l>e provided to the State.

13.5.9. Provide written Certification to the Slate that the Contractor has

surrendered to the State ail said property.

14. CHANGE OF OWNERSHIP

14.1. In the event that the Contractor should change ownership for any reason
whatsoever, the State shall have the option of continuing under the Contract
vtrith the Contractor, its successors or assigns for the full remaining term of the
Contract; continuing under the Contract with the Contractor, its successors or
assigns for such period of time as determined necessary by the State; or
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Immediately terminate the Contract without liability to the Contractor, its
successors or assigns.

15. ASSIGNMENT. DELEGATION AND SUBCONTRACTS

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise transfer
any of its Interest, rights, or duties under the Contract without the prior written
consent of the State. Such consent shall not be unreasonably withheld. Any
attempted transfer, assignment, delegation, or other transfer made without the
State's prior written consent shall l)e null and void, and may constitute an event
of default at the sole discretion of the State.

15.2. The Contractor shall remain wholly responsible for performance of the entire
Contract even If assignees, delegates, subcontractors, or other transferees
('Assigns") are used, unless otherwise agreed to In writing by the State, and the
Assigns fully assume In writing any and all obligations and liabilities under the
Contract from the Effective Dale. In the absence of a written assumption of full
obligations and liabilities of the Contract, any permitted assignment, delegation,
subcontract, or other transfer shall nerther relieve the Contractor of any of Its
obligations under the Contract nor affect any remedies available to the State
against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be the sole point of
contact with regard to all contractual matters! Including payment of any and all
charges resulting from the Contract.

15.3. Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or
business of the Contractor provided that the successor fully assumes in writing
all obligations and responsibilities under the Contract. In the event that the
Contractor should change ownership, as perVnitted under Section 14: Change
of Ownership, the State shall have the option to continue under the Contract
with the Contractor, its successors or Assigns for the full remaining term of the
Contract; continue under the Contract with the Contractor. Its successors or
assigns for such period of lime as determined necessary by the State: or
immediately terminating the Contract without liability to the Contractor. Its
successors or assigns.

16. DISPUTE RESOLUTION

16.1. Prior to the filing of any formal proceedings with respect to a dispute (other than
an action seeking injunctive relief with respect to intellectual property rights or
Confidential Information), the party Ijelieving Itself aggrieved (the "Invoking
Party") shall call for progressive management Involvement in the dispute
negotiation by written notice to the other party. Such notice shall be without
prejudice to the Invoking Party's right to any other remedy permitted under the
Contract.

16.2. The parties shall use reasonable efforts to arrange personal meetings and/or
telephone conferences as needed, at mutually convenient times and places.
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tetween negotiators for the parties at the following successive management
levels, each of which shall have a period of allotted time as specified below In
which to attempt to resolve the dispute:

16.2.1. Dispute Resolution Responsibility and Schedule Table

UML CONTRACTOR STATE CUMULATIVE

ALLOTTED
TIME

Primaiy Carolyn Wendover
Sr. Data Analyst

Whitney Hammond
State Project
Manager (PM)

5 Business Days

ffret Rex Brown

Program Director
Eric D. Borrin

Director
10 Business

Days

Second <Jennifer Maassen

Managing Director
Jeffrey A. Myers
Comrnissioner

15 Business

Days

16.3. The allotted time for the first level negotiations shall begin on the date the
Invoking Party's notice is received by the other party. Subsequent elicited time
is days from the dale that the original invoking Party's notice is received by the
other party.

17. SAAS GENERAL TERMS AND CONDITIONS

17.1. Computer Use

17.1.1. In consideration for receiving access to and use of the computer
facilities, network, licensed or developed software, sof^re
maintained or operated by any of the State entities, systems,
equipment. Documentation, information, reports, or data of any kind
(hereinafter "Information'), the Contractor understands and agrees to
the following rules:

17.1.1.1. Every Authorized User has the responsibility to assure
the protection of Information from unauthorized access,
misuse, theft, damage, destruction, modification, or
disclosure.

17.1.1.2. That information shall be used solely for conducting
official State business, end all other use or access is
strictly forbidden Including, but not limited to, personal, or
other private and non-State use and that at no time shall

the Contractor access or attempt to access any
information without having the express authority to do so.

17.1.1.3. That at no time shall the Contractor access or attempt to
access any information in a manner inconsistent with tt5ten! with the
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approved policies, procedures, and /or agreements
relating to system entry/access.

17.1.1.4. That all software licensed, developed, or being evaluated
by the State cannot be copied, shared, distributed, sub-
ticensed. modified, reverse engineered, rented, or sold,
and that at all times the Contractor must use utmost care

to protect and keep such software strictly confldentlial In
accordance with the license or any other Agreement
executed by the State. Only equipment or software
ovmed. licensed, or being evaluated by the State, can be
used by the Contractor. Personal software (Including but
not limited to palmtop sync software) shall not be
Installed on any equipment.

17.1.1.5. That if the Contractor Is found to be in violation of any of
the above-stated rules, the User may face removal from
the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2. Email Use

17.2.1. Mall and other electronic communication messaging systems are
State of New Hampshire property and are to be used for business
purposes only. Email Is defined as "internal Email systems" or
'State-funded Email systems." the Contractor understand and agree
that use of email shall follow State standard policy (available upon
request).

17.3. Internet/Intranet Use

•  17.3.1. The Internet/Intranet is to be used for access to and distribution of
Information In direct support of the buslne^ of the State of New
Hampshire according to State standard policy (available upon
request).

17.4. Regulatory Government Approvals

17.4.1. The Contractor shall obtain all necessary and applicable regulatory or
other governmental approvals necessary to perform Its obligations
under the Contract.

17.5. Insurance certificate

17.5.1. The Insurance Certificate should note the Certificate Holder In the
lower left hand block including State of New Hampshire. Department
Name, name of the individual responsible for the funding of the
contracts and his/her address.

17.6. Exhibits
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17.6.1. The Exhibits referred to. in and attached to the Contract are
incorporated by reference as If fully included in the text. .

17.7. Venue end Jurisdiction

17.7.1. Any action on the Contract may only be brought In the State of New
Hampshire. Merrimack County Superior Court.

17.8. Survival

17.8.1. The terms, conditions and warranties contained in the Contract that
by their context are intended to survive the completion of the
performance, cancellation or termination of the Contract shall so
survive, including, but not limited to. the terms of the Exhibit E,
Section 3: Records Retention and Access Requirements, Exhibit E
Section 4: Accouhting Requirements, and General Provisions-Section
11; Use of State's Information. Confidentiality and General
Provisions- Section 13; Termination which shall all survive the
termination of the Contract.

17.6. Force Majeure

17.9.1. Neither the Contractor nor the State shall be responsible for delays or
failures in performance resulting from events toyond the control of
such party and without fault or negligence of such party. Such events
shall include, but not be limited to, acts of God. strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power
failures, nuclear accidents, earthquakes, and unusually severe
weather.

17.9.2. Except in the event of the foregoing. Force Majeure events shall not
Include the Contractor's inability to hire or provide personnel needed
for the Contractor's performance under the Contract.

17.10. Notices

17.10.1. Any notice by a party hereto to the other party shall be deemed to
have been duly delivered or given at the time of mailing by certified
mail, postage prepaid. In a United States Post Office addressed to
the parties at the following addresses.

17.10.1.1. Contractor:

OXBOW DATA MANAGEMENT SYSTEMS

ATTN: REX BROWN

3802 RAYNOR PARKWAY. SUITE 200
BEILEVUE.NE 68123
E MAIL: REX BRQWN@OXBOWDMS.COM

TEL; (402) 991^036

17.10.1.2. State:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH & HUMAN SERVICES

ATTN: ERIC D. BORRIN

129 PLEASANT STREET
CONCORD. NH 03301

E.MAIL: ERIC.BORRIN@DHHS.STATE.NH.US
TEL: (603) 271-9558

17.11 Data Protection

17.11.1. Protection of personal privacy and data shall be an integral part of the
business activities of the Contractor to ensure there Is no
Inappropriate or unauthorized use of State Information at any lime. To
this end, the Contractor shall safeguard the confidentiality. Integrity
and availability of State information end comply with the following
conditions:

17.11.2. The Contractor shall Implement and maintain appropriate
administrative, technical and organizational security measures to
safeguard 'against unauthorized access, disclosure or theft of
personal date arvl non-public data. Such security measures shall t>e
in accordance with recognized industry practice and not less stringent
than the measures the Contractor applies to Its own personal data
and non-public data of similar kind.

17.11.3. All data obtained by the Contractor in the performance of this contract
shall become and all personal data shall be encrypted at rest end In
transit with controlled access. Unless otherwise stipulated, the
Contractor Is responsible for encryption of the personal data.

17.11.4. Unless otherwise stipulated, the Contractor shall encrypt all.non-"
public data at rest and in transit. The State shall identify data it
deems as non-public data to the Contractor. The level of protection
and encryption for all non-public data shall be Identified and made a
part of this contract.

17.11.5. At no time shall any data or processes — that either belong to or are
intended for the use of the State or Its officers, agents or employees
— be copied, disclosed or retained by the the Contractor or any party
related to the Contractor for subsequent use in any transaction that
does not include the State.

17.11.6. The Contractor shall not use any Information collected in connection
with the service issued from this proposal for any purpose other than
fulfilling the service.

17.12. DATA LOCATION

17.12.1. The Contractor shall provide Its services to the State arxJ Its end
users solely from data centers In the U.S. Storage of State data at
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rest shall be located solely in data centers in the U.S. the Contractor
shall not allow Its personnel or contractors to store State data on
portable devices, Including personal computers, except for devices-
that are used and kept only at its U.S. data centers, the Contractor
shall permit its personnel and contractors to access State data
remotely only as required to provide technical support, the
Contrador may provide technical user support on a 24/7 basis using
a Follow the Sun model, unless otherwise prohibited in this contract. -

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

^  17.13.1. The Contractor shall Inform the State of any security incident or data
breach in accordance with NH RSA 359-C:20.

17.13.1.1. Incident Response: The Contractor may need to
communicate with outside parties regarding a security
incident, which may inciude contacting law enforcement,
fielding media Inquiries and seeking external expertise as
mutually agreed upon, defined by law or contained in the
contract. Discussing security Incidents with the State
should be handled on an urgent as-needed basis, as part
of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or
contained in the contract.

17.13.1.2. Securrtv Incident Reportino Requirements: the Contractor
-  shall report a security incident to the appropriate State

identified contact Immediately as defined in the SLA.

17.13.1.3. Breach ReoorlinQ Reoulrements: if the Contractor has

actual knowledge of a confirmed data breach that affects
the security of any State content that is subject to
applicable data breach notification law, the Contractor
shal:

17.13.1.3.1. Promptly notify the appropriate State
identified contact within 24 hours or sooner,

unless shorter time Is required by
applicable law; and

17.13.1.3.2. Take commercially reasonable measures to
address the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES

This section only applies when a data breach occurs with respect to personal data
within the possession or control of the Contractor.
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17.14.1. The Contractor, unless stipulated otherwise, shall immediately notify
the appropnate State identified contact by telephone in accordance
with the agreed upon security plan or security procedures if it
reasonably believes there has been "a security incident. ^

17.14.2. The Contractor, unless stipulated otherwise, shall promptly notify the
appropriate State' identified contact within 24 hours or sooner by
telephone, unless shorter time is required by applicable law. if it
confirms that there is. or reasonably lielieves that there has been a
data breach.

17.14.3. The Contractor shall;

17.14.3.1. Cooperate with the State as reasonably requested by the
State to Investigate and resolve the data breach;

17.14.3.2. Promptly Implement necessary remedial measures, if
necessary; end

17.14.3.3. Document responsive actions taken related to the data
breach, including any post-Incident review of events and
actions taken to make changes in business practices in
providing the services, if necessary.

17.14.4. Unless othenvise stipulated, if a data breach is a direct result of the
Contractor's breach of its contract obligation to encrypt personal data
or otherwise prevent its release, the Contractor shall bear the costs
associated with;

17.14.4.1. The Investigation and resolution of the data breach;

17.14.4.2. Notifications to individuals, regulators or others required
by State law;

17.14.4.3. , A credit monitoring senrlce required by State (or federal)
law;

17,14.<.4. A website or a toll-free number and call center for

affected Individuals required by State law — at! not to
exceed the average per record per person cost
calculated for data breaches in the United States

(currently $201 per record/person) In the most recent
Cost of Data Breach Study: Global Analysis published by
the Ponemon Institute 17 at the time of the data breach;
and

17.14.4.5. Complete all corrective actions as reasonably determined
by the Contractor based on root cause; all (17.14.1.4.1
through 17.14.1.4.5) subject to this Contract's limitation
of liability.
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17.15. NOTIFICATION OF LEGAL REQUESTS

17.15.1. The Contractor shall contact the State upon receipt of any electronic
discovery, litigation holds, discovery searches arxl expert testimonies
related to (he State's data under this contract, or which in any ..way
might reasonably .require access to the data of the State, the
Contractor shall not respond to subpoenas, service of process and
other legal requests related to the State without first notifying the
State, unless prohibited by law from providing such rtotice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

17.16.1. The Contractor shall provide reports to the State in a format as
agreed to by both the Contractor and the State.

17.16.2. Reports shall include latency statistics, user access, user access IP
address, user access history and security logs for all State files
related to this contract.

17.17. CONTRACT AUDIT

17.17.1. The Contractor shall allow the State to audit conformance to the

•  contract terms, The State may perform this audit or contract with a
third party at its discretion and at the State's expense.

17.18. DATA CENTER AUDIT

17.18.1. The Contractor shall perform an: independent audit of its data centers
at least annually at Its expense, and provide a redacted version of the
audit report upon request.

17.18.2. The Contractor may remove its proprietary Information from the
redacted version. A Service Organization Control (SOC) 2 audil
report or approved equivalent sets the minimum level of a third.-party
audit.

17.19. ADVANCE NOTICE

17.19.1. The Contractor shall give advance notice (to be determined at the
contract lime and included in the SLA) to the State of any upgrades
(e.g.. major upgrades, minor upgrades, system changes) that may
impact service availability and performance. A major upgrade Is a
replacement of hardware, software or firmware with a newer or better
version In order to bring the system up to date or to improve its
characteristics. It usually Includes a new version number.

17.20. SECURITY

17.20.1. The Contractor shall disclose its non-proprietary security processes
and technical limitations to the State such that adequate protection
and flexibility can be attained between the State and the Contractor.
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For example; virus checking and port sniffing — the State and the
Contractor shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

17.21.1. The. Contractor shall enforce separation of job duties, require
commercially reasonable non-disciosure agreements, and limit staff
knovdedge of State data to that which Is absolutely necessary to
perform job duties.

17.22. IMPORT AND EXPORT OF DATA

17.22.1. The State shall have the ability to import or export data in piecemeal
or in entirety at its discretion without Interference from the Contractor.
This Includes the ability for the State to import or export data to^rom
other service providers.

17.23. RESPONSlBIUnriES AND UPTIME GUARANTEE

17.23.1. The Contractor shall be responsible for the acquisition and operation
of all hardware, software and network support related to the services
being provided.

17.23.2. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities
of the Contractor.

17.23.3. The System shall be available 24f7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined
in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

17.24.1. The State shall have the right, at any time, to require the Contractor
remove from Interaction with the State any Contractor representative
who the State believes Is detrimental to its working relationship with
the Contractor.

17.24.2. The State shall provide the Contractor with notice of its.
determination, and the reasons it requests the removal.

17.24.3. If the State signifies that a potential security violation exists with
respect to the request, the Contractor shall immediately remove such
Individual.

17.24.4. The Contractor shall not assign the person to any aspect of the
contract or future work orders without the State's consent.
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EXHIBIT A - DELIVERABLES

1. DEUVERABLES, MILESTONES AND ACTIVITIES

1.1. Background and Project Ovorvlow

1.1.1. The Chronic Disease Prevention and Screening'(COPS) Section seeks a Sole
Source Software as a Service contract for a web-based data management and
billing application. The Breast and Cervical Cancer Screeriing (BCCP)
Program within the COPS Is a free screening program that provides tow
Income women in New Hampshire with no cost breast and cervical cancer
screening and diagnostics. The BCCP provides these services through
contracts with over twenty-six primary care providers and through agreements
with over 200 providers who bill for clinical procedures.

1.1.2. Certain data are collected and used to;

1.1.2.1. Provide an understanding of who is screened with program funds.

1.1.2.2. Monitor and project clinical costs.

1.1.2.3. Track patients for clinical care and foitow-up.

1.1.2.4. Meet reporting requirements for CDC.

1.1.2.5. Link data with the cancer registry data.

1.1.3. The .Centers for Disease Control (CDC) requires that Breast and Cervical
Cancer Screening Programs:

1.1.3.1. Establish and maintain a data system to collect, edit, manage, and
continuously Improve the data needed to track a woman's receipt of
screening, diagnostic and treatment services.

1.1.3.2. Establish and maintain a system that provides routine and ad hoc
report for program management.

1.1.3.3. Establish methods for reviewing and assessing the completeness,
accuracy, and timeliness of data collected.

1.1.3.4. Establish, policies to ensure the security and confidentiality of all >
data collected.

1.1.4. Currently, the BCCP maintains a centralized Cancer Screenlrtg and Trackirig
Database (CaST) In order to track Minimal Data Elements (MOEs) for all
women enrolled in the screening program. A CDC contractor provides New
Hampshire wrth a version of CaST that can be installed on a server and
requires our contractors to submit patient data via FAX to be entered at the
central office by a full-time claims processor. A data manager generates a
numt>er of monthly reports (e.g.. missing data reports, clinical care Indicators,
etc.) and provides screening sites with data to help with program planning and
quality assurance. A separate DolT developed billing application Is used by
the BCCP to manage direct claims from enrolled providers. The data manager
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must manually confirm program enrollment and dinical validity for claims prior
to entering invoices Into'the DolT developed billing application.

1.1.5. Following Implementation of the Affordable Care Act the number of low-
income women In New Hampshire who were insured increased considerably
because of access to subsidized insurance plans through the Health
Insurance Marketplace and free Insurance through the New Hampshire Health
Protection Program (NHHPP). In SFY15 the BCCP eliminated our claims
processor position and the data manager Is performing these responsibilities.
In SFY16. the BCCP plans to expand the scope of contracts with primary core
providers to allow for provision of care coordination services to low income
women who face signincant barriers to screening end would not be likely to get
screened without this level of assistance. Given this emerging focus for the
BCCP It is likely that we will be serving close to 6,000 women annually and will
have an increase in data reporting and entry.

1.1.6. Project Summary

1.1.6.1. There are 26 contracted BCCP screening sites In New Hampshire
end 200 providers.

1.1.6.2. The BCCP has screened 30.000 women since 1997 and has

100,000 screening cycle records (screening to diagnostic/treatment
if needed).

1.1.6.3. The BCCP screens 4,000 women annually.

1.1.6.4. Each woman screened can have between 2-5 data forms submitted

to the central office and between 4-20 claims per screening cycle. '

1.1.6.5. In SFY15 the BCCP eliminated the claims processor position and
merged these responsibilities with the data manager position.

1.1.6.6. COC requires collection of MOEs and reporting bi-annually on core
Indicators.

1.1.6.7. In NH, BCCP screening sites submit program data via fax to the
central office and receive reports via mail.

1.1.6.8. The BCCP requires increased data management capacity for
SFY16 to accommodate an increase in the number of women

served.

1.1.6.9. We will need to enter Into a contract for a Software as a Service
solution to migrate our existing records, receive software training.
arKt test/work with the tool and database k>efore Implementation.

1.1.6.10. Only BCCP staK will have access to crude data. It is anticipated
that System Administrators will access the data through a separate
account in a secure session.

1.1.6.11. The data will be used to create reports for CDC. BCCP and
contractors to Inform program planning.
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1.2. Genera] Project Assumptions

1.2.1. The Contractor will provide project tracking tools and templates to record
and manage Issues. Risks, Change Requests. Requirements, Decision
Sheets, and other documents used In the management and tracking of the
project.

1.2.2." The State of New Hampshire and the Contractor Project l^anagers will
'  review these tools and templates and determine Nvhich ones will te used

for the project. Training on these tools and templates will be conducted at
the start of each phase In which they will be used.

1.2.3. Prior to the commencement of work on Non-Software and Written

Deliverables, the Contractor shall provide to the State a template, table of
contents, or agenda for Review and prior approval by the State.

1.2.4. The Contractor shall ensure that appropriate levels of security are
Implemented and maintained In order to protect the Integrity and.reliability
of the State's Information Technology resources, information, and services.
The Contractor shall provide the State with resources, information, and

- Services on an ongoing basis, with the appropriate infrastructure and
security controls to 'ensure business continuity and to safeguard the
conridentiality and integrity of State networks. Systems and Data.

1.2.5. . The Deliverables are set forth In the Schedule described below in Section
2, Deliverables. Milestones, and Activities Schedule. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all
Deliverables In the event the State detects any Deficiency In the System. In
whole or In part, through completion of all Acceptance Testing, including
but not limited to. Software/System Acceptance Testing, and any
extensions thereof.

1.2.6. Pricing for Deliverables set forth In Exhibit B; Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions
thereof.
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2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Activity, Deliverable, or Milestone
Deliverable

Type
Projected

Delivery Date

PLANNING AND PROJECT MANAGEMENT

2.1. Conduct Project Kickoff Meeting Non-Software

30 days from
contract effective

date

2.2. Project Status Reports Written

Weekly
beginning 30
days from ttie
contract effective

date

2.3.
Work Plan Written

Within 30 days
of the contract

effective date

2.4.

Infrastructure Plan, including Desktop
and Network Conriguratlon
Requirements

Written

Within 30 days
of the contract

effective dale

2.5.
Security Plan Written

Within 30 days
of the contract

effective date

2.6.
Communications and Change
Management Plan

Written

Within 30 days
of the contract

effective date

2.7. Requirements Traceability Matrix Written

Within 30 days
of the contract

effective date

2.8. Software Configuration Ran Written

Within 30 days
of the contract

effective date

2.9.
Systems Interface Plan
and Design/Capability

Written

Within 30 days
of the contract

effective date

2.10.
Testing Plan Written

Within 30 days
of the contract

effective date

2.11. Data Conversion Plan and Design Written

Within 30 days
of die contract

effective date

2.12. Deployment Plan Written

Within 30 days
of the contract

effective date
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2.13.
Comprehensive Training Plan
and Curriculum

Written

Within 30 days
of the contrect

effective date

2.14. End User Support Plan Written

Within 30 days
of the contract

effective date

2.15. Business Continuity Plan Written

Within 30 days
of the contract

effective date

2.16.
Documentation of Operational
Procedures

Written

Within 30 days
of (he contract

effective date

2.17. Provide Software Licenses If needed Written

Within 30 days
of the contract

effectiw date

2.18.
Provide Fully Tested Data Conversion
Software

Software

Within 30 days
of the contract

effective date

2.19.

Provide Software Inatalled.
Configured, and Operational to
Satisfy State Requirements

Software

Within 30 days
of the contract

effective dale

2.20. Conduct Integration Testing Non-Software

Within 30 days
of the contract

effective date

2.21. Conduct User Acceptance Testing Non-Software

Within 30 days
of the contract

effective date

2.22. Perform Production Tests Non-Software

Within 30 days
of the contract

effective date

2.23.
Test In-Bound and

Out-Bound Interfaces
Software

Within 30 days
of the contract

effective date

2.24.
Conduct System Performance
Load/Stress) Testing Non-Software

Within 30 days
of the contract

effective date

2.25.

Certification of S"* Party Pen Testing
and Application Vulnerability
Scanning.

Non-Software

Within 30 days
of the contract

effective date
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2.26.

Converted Data Loaded into

Production Environment
Software

Within 30 days
of the contract

effective date

2.27.
Provide Tools for Backup and
Recovery of all Applications and Data

Software

Within 30 days
of the coniract

effective date

2.28.
Conduct Training Non-Software

Within 30 days
of the contract

effective date

2.29. Cutover to New Software
1

Non-Software

Within 30 days
of the contrect

effective date

2.30. Provide Documentation Written

Within 30 days
of the contract

effective date

2.31.
Execute Security Plan Non-Software

Within 30 days
of the contract

effective date

2.32. Ongoing Hosting Support Non-Software Upon program
effective date

2.33.
Ongoing Support & Maintenance Software Upon program

effective date

2.34.
Conduct Project Exit Meeting Non-Software Upon program

effective date
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EXHIBITS

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1, Firm Fixed Price

This Is a Firm Fixed Price (FFP) Contract effective the date of Governor and Executive
Council approval through Form P-37. Block 1.8. Completion Date. The Contractor shall be
responsible for performing its obligations in accordance with the Contract. This Contract
will allow the Contractor to invoice, the State for the following activities, deliverables, or
milestones at fixed pricing/rates appearing In the price and payment tables below:

Activity, Deliverable, or Milestone
Projected Delivery

Date
Price

PLANNING AND PROJECT MANAGEMENT

1.1.1. Conduct Project Kickoff Meeting Within 10 days
of Contract

Included In

pridnq model

i.1,2.. Project Status Reports
Within 30 days
of the contract

^active date

Included In

pricing model

1.1.3.
Work Plan

Within 30 days
of the contract

effective date

Included in

pricing model

1.1.4.

Infrastructure Plan, including Desktop
and Network Configuration
Requirements

Within 30 days
• of the contract

effective date

included in

pricing model

1.1.5,
Security Plan

Within 30 days
of the contract

effective date

Included in

pricing model

1.1.6.
Communications and Change
Management Plan

Within 30 days
of the contract

effective date

IrKluded In

pricing model

1.1.7. Requirements Traceability Matrix
Within 30 days
of the contract

effective date

Included in

pricing model .

1.1.8. Software Configuration Plan
Within 30 days
of the contract

effective date

Included In

pricing model

1.1.9.
Systems Interface Plan
and OeslgnyCepability

Within 30" days
of the contract

effective date

Included In

pricing model

1.1.10.
Testing Plan

Within 30 days
of the contract

effective date

Included in

pricing model

L
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1.1.11. Data Conversion Plan and Design
Within 30 days
of the contract

effective date

Included in

pricing model

1.1.12. Deployment Plan
Within 30 days
of the contract

effective date

Included in

pricing model

1.1.13.
Comprehensive Training Plan
and Curriculum

Within 30 days
of the contract

effective date

Included in

pricing model

1.1.14.
End User Support Plan

Within 30 days
of the contract

effective date

included in

pricing model

1.1.15. Business Continuity Plan
Within 30 days
of the contract

effective date

•  Included in

pricing model

1.1.16.
Documentation of

Operational Procedures

Within 30 days
of the contrect

effective date I

Included in

pricing model

1.1.17. Provide Software Licenses if needed
Within 60 days
of the contract

effective date

Included In

pricing mode)

1.1.18.
Provide Fully Tested Data Conversion
Software

Within 60 days
of the contract

effective date

Included in

pricing model

1.1.19.

Provide Software Installed,

Configured, and Operational to
Satisfy State Requirements

Within 60 days '
of the contract.
effective date

Included In

pricing model
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1.1.20.
Conduct Inlegraiion Testing

Within 60 days
of the contract

effective date

Included in

pricing model

1.1.21.
Conduct User Acceptance Testing

Within 60 days
of the contract

effective date

Included in
pricing model

1.1.22. Perform Production Tests
Within 60 days
of the contract

effective date

Included in '

pricing model

1.1.23.
Test In-Bound and

Oul-Bound Interfaces

Within 60 days
of the contract

effective date

Included in

pricing model

1.1.24.
Conduct System Performance
(Load/Stress) Testing

Within 60 days
of the contract

effective date

Included In

pridng model

1.1.25.

Certification of 3'^ Party Pen Testing
and Application Vutnerabiiity
Scanning.

Within 60 days
of the contract

effective date

Included In

pricing model
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1.1.26.

Converted Data Loaded into

Production Environment

Within 60 days
of the contract

effective date

Included in

pricing model

11.27.
Provide Tools for Backup and
Recovery of all Applicdtlons and Data

Within 60 days
of the contract

effective date

Included in

pricing model

11.26.
Conduct Training

Within 60 days
ol the contract

effective date

Included in

pricing model

1129.
Cutover to New Software

Within 60 days
of the contract

effective date

Included in

pricing model

1130.
Provide Documentation

Within 60 days
of the contract

effective date

Included in

pricing model

1.131 Execute Security Plan
Within 60 days
of the contract

effective date

Included in

pricing model

1132. Ongoing Hosling Support
Upon program
effective date

Included In

pricing model

1.133.
Ongoing Support & Maintenance

Upon program
effective date

Induded in

pricing model

1134. Conduct Project Exit Meeting
Upon program
effective date

Included in

pricing model

1.2. Future Vendor Rates Worksheet

1.2.1. The State may request additional Services from the selected
Vendor and requires rates In the event that additional Service is
required.

1.2.2. . The following format must be used to provide this information.
"SFY" refers to State Fiscal Year,

1.2.3. The New Hampshire Slate Fiscal Year runs from July 1 through
June 30 of the following calendar year.

1.2.4. Positions not identified In the Proposed Position Worksheet may

be included in the Future Vendor Rates Worksheet.
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1.2.4.1. Table 1 Future Vendor Rates Worksheet

Position Title SPY 2016 SFY2017 SPY 2018 &FY2019

Project Manager $200 $200 $200 $200

Principal Program
Analyst

$200 $200 $200 $200

Senior Developer $175 $175 $175 $175

Intermediate Developer $150 $150 $150 $150

Tester $150 $150 $150 $150

1.3. SAAS Services Pricing Worksheet

1.3.1. Pricing must reflect the payment of maintenarice through the
Contract end date.

1.3.2. Price estimate should reflect the most optimistic implementation
date.

1.3.3. Actual payments may differ.from the estimate if project start date
slips or If implementation takes longer, as this will cause a
shorter maintenance period.

1.3.4. Table 2: SAAS Services Pricing Worksheet should be
customized to reflect the project and the cost composing the
Contractor's proposal.

1.3.4.1. Table 2: SAAS Services Prlclha Worksheet

dAA88eRV»CK>i:
. 2016 ;

■  SPY
.*• •. . •

...•aoiTf;.':;

Data Conversion $45,667.00 - • - . $45,667.00

Travel &

Training $12,559.00 - ■ • - $12,559.00

Med-rr®-BCC
Subscription
Fees

$19,800.00 $20,520.00 $21,240.00 $21,960.00 . $22,680.00 $106,200.00

Med-rr® -

Changes A
Enhancements

$2,500.00 $2,500.00 $2,500.00 $2,500.00 $2,500.00 $12,500.00

. $1^6^.00.' $23^20.00 $23,74d.pp;| ;irv|;i^6,fi26;pp/-

2. CONTRACT PRICE

2.1. Notwithstanding any provision in the Contract to the contrary, and
notwithstanding unexpected circumstances, in no event shall the total of
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all payments made by the State exceed Form P-37 General Provisions,
Block 1.8, Price Limitation.

2.2. The payment by the State of the total Contract price shall be the only, and
the complete reimbursement to the Contractor for all fees and exper^ses,
of NVhatever nature, incurred by the Contractor in the performance hereof.

2.3. The State will not t>e responsible for any travel or out of pocket expenses
incurred in the performance of the Services perforrhed under this Contract.

3. INVOICING

3.1. The Contractor shall submit correct invoices to the State for all amounts to
be paid by the State.

3.2. All invoices submitted shall be subject to the State's prior written approval,
which shall not be unreasonably withheld.

3.3. The Contractor shall only submit invoices for Services or Deliverables as
permitted by the Contract.

3.4. Invoices must be Iri a format as determined by the State and contain
detailed information, including without limitation:

3.4.1. Itemization of each Deliverable and identification of the
Deliverable for which paymeni Is sought.

3.4.2. Acceptance date triggering such payment.

3.4.3. Date of delivery and/or Installation.

3.4.4. Monthly maintenance charges.

3.4.5. Any other Project costs or retention amounts, K applicable.

3.5. Upon Acceptance of a Deliverable, and a property documented artd
undisputed invoice, the State will pay the correct and undisputed invoice
within thirty (30) days of Invoice receipt. Invoices svii) not be backdated
and shall be promptly dispatched.

3.6. Invoices shall t^ sent to:

Financial Manager
DHHS

29 Hazen Drive
Concord. NH 03301

^ ^ JLJ),
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3.7. All vendor payments shall be sent to:

OxbowlnyoicinQ@mccallie.com

&  .

OxBow Data Management Systems, LLC
3906 Raynor Parkway. Suite 200
Bellevue. NE 68123

4. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than ftfteen (15) business days, return to the State the
full amount of any overpayment or emoneous payment upon discovery or notice from the State.

5. CREDITS

The State may apply credits due to the Slate arising out of this Contract, against the Contractor's
invoices with appropriate Information attached.

6. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the first year annual fee/implementation fee for a
period of 60 days after first productive use of the System.
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Exhibit C - Special Provisions

Use the special provision section to show appropriate changes to the tem>s outlined In the General
Provisions.
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Exhibit D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

1.1. The Contractor shall assume all reasonable travel and related expenses.

1.2. A!) labor rates will l>e "fully loaded", Including, but not limited to:

1.2.1. Meals.

1.2.2. Hotel/housing.

1.2.3. Airfare.

1.2.4. Car rentals.

1.2.5. Car mileage.

1.2.6. Out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

2.1. The State shall not pay for any shipping or delivery fees, unless speclfrcally itemized
In the Contract.

3. ACCESS/COOPERATION

3.1. As applicable, and subject to the applicable laws and regulations, the State shall, as
required to complete contracted Services, provide the Contractor with access to all:

3.1.1. Program files.

3.1.2. Libraries.

3.1.3. Personal computer-based systems.

3.1.4. Software packages.

3.1.5. Network systems.

3.1.6. Security systems.

3.1.7. Hardware.

3.2. The State shall use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Contractor to perform its obligations
under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

4.1. The Contractor shall provide the State access to all State-owned documents,
materials, reports, and other work In progress relating to this Contract.

4.2. Upon expiration or termination of the Contract with the State, the Contractor shall turn
over all State-owned documents, material, reports, and work in progress relating to
this Contract to the State at no additional cost to the State.

201 &078 Enhtbil 0 - Administrative Services Date:

Part 3 Page 15 of 66
0)^w Data Management Systems, LLC Contractor InitialsitiaJs:



STATE OF NEW HAMPSHIRE
Department of Health & Human Services

<  Integrated Software System for the
Breast & Cervical Cancer Screening Program

SAAS CONTRACT 2016-078

PART3-EXHIBITS

4.3. Documents must be provided In both printed and electronic formal.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1. The Contractor shall agree to the conditions of all applicable State and federal laws
end regulations, which are incorporated herein by reference, regarding retention and
access requirements, including vrithout llmltalion. retention policies consistent with the
Federal Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

5.2. The Contractor and Its Sut>contractors shall maintain books, records, documents, and
other evidence of accounting procedures and practices, which properly and
sufficiently reflect all direct and indirect costs invoiced in the performance of their
respective obligations under the Contract. The Contractor and Its Subcontractors
shall:

5.2.1. Retain all such records for three (3) years following termination of the
Contract, Includir^ any extensions.

5.2.2. Retain all records relating to any litigation matters regarding the Contract for
one (1) year following the termination of all litigatiori, including the termlnallon
of all appeals or the expiration of the appeal period.

5.3. Upon prior notice and subject to reasonable time frames, all such records shall be
subject to inspection, examination, audit and copying by personnel so authorized by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access to these Items shall be provided within Merrimack County of the
State of New Hampshire, unless otherwise agreed by the Stale. Delivery of end
access to such records shall be at no cost to the State:

5.3.1. During the three (3) year period following termlnallon of the Contract.

5.3.2. One (1) year term follovring litigation, relating to the Contract, Including all
appeals or the expiration of the appeal period.

5.4. The Contractor shall Include the record retention and review requirements of this
section In any of its sut>contracts.

5.5. The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors
shall be excluded from, the State's review, unless the cost of any other Services or
Deliverables provided under the Contract Is calculated or derived from the cost
structure or profit factors.

6. ACCOUNTING REQUIREMENTS

6.1. The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles.

6.2. The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures
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Exhibit E

IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

1.1.1. Introductory Meeting: Participants shall include the Contractor Key

Project Staff and State Project leaders from both the Department of Justice
and the Department of Information Technology in order to;

1.1.1.1. Enable leaders to become acquainted.

1.1.1.2. Establish any preliminary Project procedures.

1.1.2. KIckoff Meeting: Participants shall include the State and the Contractor
Project Team and major stakeholders In order to establish a sound
foundation for activities that will follow.

1.1.3. Status Meetings: Participants shall Include, at the minimum, the
Contractor Project Manager and the State Project Manager. The meetings
shall;

1.1.3.1. Be conducted at least bi-weekly.

1.1.3.2. Address overall Project status.

1.1.3.3. Address any additional topics that are necessary to remain on
schedule and within budget.

1.1.3.4. Be based on a status and error report from the Contractor.

1.1.4. The Work Plan: The Work Plan shall be reviewed at each Status Meeting
and updated, at minimum, on a bi-weekly basts. In accordance with the
Contract.

1.1.5. Special Meetings: Need may arise for a special meeting with State
leaders or Project stakeholders to address speclflc issues, which shall be
scheduled l:)etween the parties at an agreeable time and location, as
necessary.

1.1.6. Exit Meeting: Participants shall include Project leaders from the
Contractor and the State, in order to:

1.1.6.1. Review lessons learned from the Project.

1.1.6.2. Address follow up options available to the Slate.

1.2.' The Contractor shall prepare agendas, background, and minutes of all meetings.
The Contractor shall ensure:

1.2.1. The background for each status meeting Includes an updated Work Plan.
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1.2.2. Formal presentations are drafted for meetings, such as a presentation for
the kickoff meeting.

1.3. The Contractor Project Manager or the Contractor Key Project Staff shall submit
monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor's Project Manager shall assist the State's Project Manager, or
Itself produce reports related to Project Management as reasonably requested by
the State, all at no additional cost to the State. The Contractor shall produce
Project status reports, which shall contain, at a minimum, the following:

1.3.1. Project status related to the Work Plan.

1.3.2. Deliverable status.

1.3.3. Accomplishments during weeks being reported.

1.3.4. Planned activities for the upcoming two (2) week period.

1.3.5. Future ectivilies.

1.3.6. Issues and concerns requiring resolution.

1.3.7. Report and remedies in case of falling behind Schedule.

1.4. As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall, at no additional
cost to the State:

1.4.1. Prepare special reports and presentations relating to Project Management.

1.4.2. Assist the State In preparing reports and presentations, as reasonably
requested by the State.

2. IMPLEMENTATION STRATEGY

2.1. Key Components

2.1.1. The Contractor shall employ an industry-standard Implementation strategy
with a timeline set forth in accordance v^th the Work Plan.

2.1.2. The Contractor and the State shall adopt a change management approach
to identify and plan key strategies and communication Initiatives.

2.1.3. The Contractor team shall provide training templates, as defined in the
Training Plan, which shall be:

2.1.3.1. Customized to address the State's specific requirements.

2.1.3.2. Reviewed for formal, content, style, and presentation and
approved early on In the process In order to provide sufficient
time for development of material as functionality is defined and
configured.
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2.1.4. The Contractor shall manage Project execution and provide the tools
needed to:

2.1:4.1. Create and manage the Project's Work Plan and tasks.

2.1.4.2. Manage and schedule Project staff.

2.1.4.3. Track and manage Issues.

2.1.4.4. Manage changing requirements.

2.1.4.5. Maintain communication within the Project Team.

2.1.4.6. Report status.

2.2. Contractor Timeline

2.2.1. The timeline shall be set forth In the Work Plan. During the initial planning
period Project task and resource plans shall be established for

2.2.1.1. The preliminary training plan.

2.2.1.2. The change rnanagement plan.

2.2.1.3. Communication approaches.

2.2.1.4. Finalized project standards and procedures.

2:2.1.5. Initiation of team training.

2.2.2. Timing shall be structured to recognize interdependencies t>etween
applications and structure a cost effective and timely execution.

2.2.3. Processes shall be documented, training established, and the. application
shall be ready for Implementation in accordance with the Work Plan.

2.3. Change Management and Training

2.3.1. The Contractor's change management and training services shall be
focused on developing change management and training strategies and
plans. Its approach relies on State resources for the execution of the
change management and end user trainirtg.

3. Custom Code Development Methodology .

3.1. The Contractor shall use structured design techniques for all software
development efforts. For database development efforts the design approach shall
Include the identification and design of various database-unique objects such as
the tables, data entry screens, queries, validity checks, etc. The general design
approach for such database applications is described as follows.

3.2. The Contractor's first step In the software development effort shall be the
generation of a requirements document. This Includes;

3.2.1. Customer requirements relating to System scope and capabilities;
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3.2.2. Requirements imposed by the software/hardware environment for the
System, including any network requirements;

3.2.3. Security requirements such as password protection and data encryption;
and

3.2.4. Development effort consideration such as level of effort, schedule,
deadline, personnel available, and types of documentation required.

3.3. Concurrent with the requirement definition is the development of the data
definition. In collaboration with the Department, the Contractor Identifies and
defines the individual data elements, their type and size, quantity of data, validity
requirements, security requirements, and relationships l>etween data groups.

'  Using all this Information, the data shall be integrated into the selected database
system.

3.4. The resulting Requirement and Data Dictionary Documents will serve as the basis
for acceptance testing and provide the details needed to finalize a budget and
development schedule.

3.5. The Contractor shall develop test plans for system Integration tests and final
acceptance testing. The Contractor shall design these tests to verify that the
System works as specified and meets all customer requirements.

3.6. At this point, the Contractor shall define and design the various remaining
application objects. These include screens for user interface, reports, validity
checks, and navigation methods. As they are developed, they shall be unit tested
and undergo internal testing to ensure the requirements have been met.

3.7. Once internal testing is complete the application along with tested customizations
shall be moved to the Contractor Staging System. This is the external facing test
environment and offers the Department a first look at the System. The Contractor
continues validation testing and prepares system documentation, and the
Department wilt t>egin familiarizing themselves v/ith the application as it fits their
day to day environment. This Staging System shall remain in place even after the
Go Live event as an environment where the Department can train new users, test
future updates before they are introduced into the production environment, and
refresh their familiarity with less often used features of the System If needed. The
Staging System shall be inltiaiiy loaded with the preliminary data conversion set if .
legacy data will be converted to the new application. Later, this data shall be de-
identified but remains in place to assist with training/validation, use without
exposing protected client information.

3.8. It is also In this environment where final Acceptance testing takes place. This
allows both the Contractor and the Department to perform final checks on the
System without affecting converted legacy data which may already be loaded into
the Production environment.
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3.9. After System Acceptance, the application shall be moved to the Production
environment, final data conversion Is performed - if not already complete, and any

. actual client data In the Staging envlfonn>ent shall be de-Identified.

3.10. The following diagram illustrates the development work flow and the sample
project plan ehows how various activities relate. Actual work activities and
durations depend on the final Statement of Work and are finalized duhng initial
contract award meetings.
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4. Data Conversion Methodology

4.1. The Contractor's multi-phased approach to the data conversion process, shown in the

figure below, addresses the mechanics of the conversion, enables data standardization,

and incorporates corrections to meet COC's semi-annual Minimum Data Element (MDE)
submission requirements.

Xusibmiire
Data

Coiiyersion
Uiiiides

"HE
1

.Compare

Check end
Modify Unm
Compliant

Revise
(il fcqiiiredj

Deliver Final
Conversion

4.2. For quality assurance, the Contractor shall generate an MDE report using
converted data to compare against a baseline MDE generated by the
Department's current system. Contractor experts verify conversion accuracy by
reviewing MDE content, verifying MDE Edit Check results, and corpparlng
frequency of result values. This Is essentially the same comparison performed by
the CDC supplied Edit Check application used during MDE submission to check
data quality and the Contractor's method of ensuring the Department's converted
data has been done accurately and will meet MDE reporting quality standards.

4.3. As part of this validation process, a meeting between the Contractor's Data
Analyst, the Department's data manager and any other personnel most familiar
with the Customer data shall be held. Depending on the scope of the data
conversion, this may be conducted via webinar or as an onsite meeting at the
Department's location. The Contractor shall work with the Department to ensure
all enrollment, screening, diagnostic, provider and referral documents.are correctly
captured within Med-IT®. Once any conversion discrepancies are corrected or
explained, an MDE file can then be generated and submitted for CDC verification
of the conversion.

4.4. In this approach, data is converted using two trial runs prior to the final data
conversion to test the conversion script and to streamline the conversion process.
This best practice minimizes the time required for final data conversion and cut-
over. reducing downtime and the amount of 'catch up' data entry and editing
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workload. Final data conversion normally requires five or less business days to
complete.

4.5. Actual data conversion steps and timelines are determined by the type and
quantity of data to be converted. This shall be finalized during the initial meeting
following contract award. It is anticipated that data conversion will be completed
within a few weeks.

4.6. It Is anticipated that data entry in the legacy System shall a week prior to the Med-
IT® Go-Live date. User's stop entry in the legacy system, data is transferred to
disk and sent by over-nlght delivery to the Contractor's corporate offices or
uploaded to the Contractor's Secure FTP server. Using the verified data
conversion processes and scripts, data shall t>e converted and uploaded to the
Med-IT® production System. This process will take up to 2 days for conversion
and upload. Final conversion testing and verification shall take place with both

.  Department and Contractor staff participating. Once the Department program
administrators have accepted with UAT and the conversion in writing, the Med-
IT® service shall go live, and authorized users shall have full access to the
System.

4.7. The following diagram illustrates a sample data conversion project plan and
shows how various activities relate. Actual work activities and durations depend
on the final Statement of Work and are ftnalized during initial contract award
meetings.
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EXHIBIT F

TESTING SERVICES

1. TESTING AND ACCEPTANCE

1.1. The Contractor ehall bear all responsibilities for the full suite of Test Planning and
preparation throughout the Project. The Contractor shall:

1.1.1. Provide training as necessary to the State staff responsible for test activities

1.1.2. Be responsible for all aspects of testing contained in the Acceptance Test
Plan Including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

1.1.3. Ensure the Test Plan methodology Is Included In the finalized Work Plan and
reflects the needs of the Project. «

1.1.4. Prepare a separate Test Plan and set of lest materials for each Software
function or module.

1.2. All Testing and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g.. software modules or functions, and
Implementatlon(s)); This shall include, but not be limited to:

1.2.1. Planning, test scenario and script development.

1.2.2. Data and System preparation for testing.

1.2.3. Execution of Unit Tests, System Int^ratlon Tests. Conversion Tests,
Installation tests, Regression tests. Performance Tuning and Stress tests.

1.2.4. Security Review and tests.

1.2.5. Support of the State during User Acceptance Test and Implementation.

1.3. The Contractor shall:

1.3.1. Provide a mechanism for reporting actual test results vs. expected results.

1.3.2. Provide for the resolution and tracking of all errors and problems Idenlifted
during test execution.

1.3.3. Correct Deficiencies and support required re-testing.

2. Tost Planning and Preparation
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2.1. The Contractor shall provide the State with an overall Test Plan for review and
approval that will guide all testing. The State approved Test Pian shall include, but not
be limited to:

2.1.1. Identification, preparation, and Documentation of planned testing.

2.1.2. A requirements traceabiHty matrix.

2.1.3. Test variants.

2.1.4. Test scenarios."

2.1.5. Test cases.

2.1.6. Test scripts.

2.1.7. Test Data.

2.1.8. Test phases.

2.1.9. Unit tests.

2.1.10. Expected results.

2.1.11. A tracking method for reporting actual vers^us expected results.

2.1.12. Identification of all errors and problems arising during test execution.

2.2. As identified In the Acceptance Test Plan, and documented in accordance with the
Work Plan and the Contract. State testing shall' commence upon the Contractor's
Project Manager's written certification that the Contractor's staff has successfully
executed all prerequisite Contractor testing, along with reporting the'actual testing
results, prior to the start of any testing executed by State staff. The Contractor shall
present the State with:

2.2.1. A State approved Acceptance Test Plan.

2.2.2. Test scenarios.

2.2.3. Test cases.

2.2.4. Test scripts.

2.2.5. Test data.

2.2.6. Expected results.

2.3. The State shall commence its testing within frve (5) business days of receiving
Certification from the Contractor that the State's personnel have t>een trained and the
System Is installed, configured, complete, and ready for State testing. The testing will
be conducted by the State In an environment Independent from the Contractor's
development environment. The Contractor must assist the State with testing in
accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct stress and performance testing, at no additional cost.
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2.4. Testing begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of UAT
Acceptance by the State.

3. System Integration Testing (If applicable)

3.1. The new System shall t>e tested in integration with other application systems (NH First
System) in a production-like environment in order to validate the integration between
the individual unit application modules and verify that the new System meets defined
requirements and supports execution of interfaces and business processes. The
System Integration Test shall be performed In a test environment.

3.2. Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm
that the Application integrates with any interfaces. The test emphasizes end-to-end
business processes and the flow of Information across applications. It includes all key
business processes and interfaces being implemented, confirms data transfers with
external parties, and includes the transmission or printing of all electronic and paper
documents.

Activity
Description

Systems Integration Testing validates the integration between the target
application modules and other systems, and verifies that the new System
meets defined interface requirements and supports execution of business
processes. This test emphasizes end-to-end business processes and the
flow of information across the eppiicalion. It includes all key business
processes and interfaces being Implemented, confirms data transfers with'
external parties, and includes the transmission or printing of all electronic
and paper documents.

Contractor

Team

Responsibilities

•  Take the lead in developing the Systems Integration Test
Specifications.

• Work jointly with the Slate to develop and load the data profiles to
support the test Specifications.

• Work jointly with the State to validate components of the test scripts.

State

Responsibilities

• Work jointly with the Contractor to develop the Systems Integration
Test Specifications.

• Work jointly with the Contractor to develop and load the data profiles to
support the test Specifications.

• Work Jointly with the Contractor to validate components of the test
scripts, modifications, fixes and other System interactions with the
Contractor supplied Software Solution.

Work Product
Description

•  The Integration-Tested System indicates that all Interfaces between the
application and the legacy and third-party Systems, interfaces, and
applications are functioning properly.
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4. Conversion Validation Testing

Activity
Description

The conversion validation lest should replfcate the entire flow of the
converted data through the Software Solution. As the Software
Solution is inlerfac«d to legacy or third-party
applications/interfaces, testing verifies that the resulting 6ow of the
converted data through these interface points performs correctly.

Contractor Team

Responsibilities

For conversions and Interfaces, the Contractor team will execute the

applicable validation tests and compare execution results with the
documented expected results.

State

Responsibilities
Extract and cleanse. If necessary, the legacy data to be converted In
the data conversions.

Work Product

Description

Validation-Tested Conversion Programs. These programs Include
conversion programs that have been tested to verify that the resulting
converted legacy data performs correctly in the entire suite of the
Application.

5. Installation Testing

5.1. In Installation Testing the application components are Installed in the System Test
environment to test the installation routines and are refined for the eventual production
environment. This activity serves as a dry run of the Installation steps In preparation
for configuring the production System.

6. User Acceptance Testing (UAT)

6.1. UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon Issuance of a letter of UAT
Acceptance by the State.

6.2. The User Acceptance Test (UAT) Is a verification process performed in a copy of the
production environment. The User Acceptance Test verifies System functionality
against predefined Acceptance criteria that support the successful execution of
approved business processes.

6.3. UAT will also serve as a performance and stress test of the System. It may cover any
aspect of the new System, including administrative procedures such as backup and
recovery. The resutts of the UAT provide evidence that the new System meets the
User Araptance criteria as defined In the Work Plan.

6.4. The results of the User Acceptance Test provide evidence that the new System meets
the User Acceptance criteria as defined In the Work Plan.

6.5. Upon successful conclusion of UAT and successful System deployment, the State will
issue a letter of UAT Acceptance and the respective Warranty Period shall commence.
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Activity
Description

The System User Acceptance Tests verify System functionality against
predefined Acceptance criteria that support the successful execution of
approved processes.

Contractor
Team

Responsibilities

•  Provide the State an Acceptance Test Plan and selection of test scripts
for the Acceptance Test.

• Monitor the execution of the test scripts and assist as needed during
the User Acceptance Test activities.

• Work jointly with the State In determining the required actions for
problem resolution.

State

Responsibilities

• Approve the development of the User Acceptance Test Plan and the
set of data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

•  Execute (he test scripts and conduct User Acceptance Test activities.

• Document and summarize Acceptance Test results.

•  VVork jointly with the Contractor in determining the required actions for
problem resolution.

•  Provide Acceptance of the validated Systems.

Work Product

Description

The Deliverable for User Acceptance Tests is the User Acceptance Test
Results. These results provide evidence that the new System meets the
User Acceptance criteria defined in the Work Plan.
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7. Performance Tuning and Stress Testing

7.1. The Contractor shall develop and document hardware and Software configuration and
tuning of the Software Infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in conriguring and tuning the
infrastructure to support the software throughout the Project

7.1.1. Scope

7.1.1.1. The scope of Performance Testing shall be to measure the
System level metrics critical for the development of the
applications infrastructure and operation of the ap^ications in the
production environment.

7.1.1.2. It will include the measurement of response rates of the
application for end-user transactions and resource utilization (of
various servers and network) under various load conditions.
These response rates shall tjecome the basis for changes and
retesting until optimum System performance is achieved.

7.1.1.3. Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production datat^ase
to provide the best results.

7.1.2. Tost Types

7.1.2.1. Performance testing shall use two different types of testirig to
determine the stability of the application. They are baseline tests
and load tests, as follows;

7.1.2.1.1. Baseline Tests: Baseline tests shall collect

performance data and load analysis by running scripts
where the output is broken down into business
transactions or functions. The test is like a single user
executing a defined business transaction. During
baseline testing, each individual script is run^ to
establish a baseline for transaction response time,
throughput and other user-based metrics.

. 7.1.2.1.2. Load Tests: Load testing will determine If the behavior
of the System can be sustained over a long period of
lime while running under expected conditions. Load
test helps to verify the ability of the application
environment urrder different load conditions based on

workload distribution. System response time and
utilization is measured and recorded.

7.1.3. Tuning

7.1.3.1. Tuning will be the Contractor led and occur during both the
development of the application and load testing. Tuning is the
process svhereby the application performance is maximized. This

2016-07B Exhibti f - Testing Services Date
Port 3 Page 29 of 66
0)£ow Data Management Systems. LLC Contractor Initialshials: ^.4



STATE OF NEW HAMPSHIRE
Department of Health & Human Services

Integrated Software System for the
Breast & Cervical Cancer Screening Program

SAAS CONTRACT 2016-078

PART 3 - EXHIBITS

can be the result of making code more efficient during
development as well as making tuning parameter changes to the
environment.

8. Regression Testing '

8.1. As a result, of the user testing activities, problems will be Identified that, require
correction. The State will notify the Contractor of the nature of the testing failures in

.writing. The Contractor will be required to perform additional testing activities In
response to State and/or user problems identified from the testing results. Regression
testing means selective re-testing to detect faults introduced during the modification
effort, both to verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System components still
meet their specified requirements.

8.2. In designing and conducting such regression testing, the Contractor will be required to
assess the risks inherent to the modification being Implemented and weigh those risks
against the lime and effort required for conducting the regression tests. ■ In other
words, the Contractor will be expected to design and conduct regression tests that will
Identify any unintended consequences of the rnodificatlon while taking into account
Schedule and economic considerations.

9. Security Review and Testing

9.1. IT Security involves all functions pertaining to the securing of Stale Data and Systems
through the creation and definition of security policies, procedures and controls
covering such areas as Identrfication. authentication and non-repudiation.

9.2. All components of the Software shall l>e reviewed and tested to ensure they protect the
State's hardware and software arid its related Data assets. Tests shall focus on the
technical, administrative and physical security controls that have been designed into
the System architecture in order to provide the necessary confidentiality,' Integrity and
availability. Tests shall, at a minimum, cover each of the service components.

Service Component Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining Information about those parlies attempting to log
onto a System or application for security purposes and the validation of
users

Access'Control
Supports the management of permissions for togging onto a computer
or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of Illegal entrance into a computer system

Verification
Supports the confirmation of authority to enter a computer system,
application or networi(

Digital Signature Guarantees the unaltered state of a file
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User Management
Supports the administration of computer, application and network
accounts within an organization.

Role/Privltege
Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of activities within an
application or system

Input Validation
Ensures the application is protected from buffer overflow, cross-site
scripting. SQL Injection, and unauthorized access of files and/or
directories on the server.

9.3.

9.4.

9.5.

Tests shall focus on the technical, administrative and physical security controls that
have been designed into the System architecture In order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the
service components.

Test procedures shall include 3rd party penetration tests and application vulnerability
scanning.

Prior to the System being moved into production the Contractor shall provide results of
all security testing to the Department of Information Technology for review and
Acceptance. All Software and hardware shall be free of malicious code (malware).

10. Penetration Testing (Non-PC) Environment)

10.1. The Contractor shall provide certification that their Software and System environment
has undergone penetration testing In accordance with current recommendations from a
recognized industry standards organization, such as the U.S. Department of
Commerce National Institute of Standards Technology (NIST). The State requires that
the Contractor has this testing performed annually by a qualified third-party vendor at
least annually, and after every major software release.
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EXHIBIT G

MAINTENANCE & SUPPORT SERVICES

1. SYSTEM MAINTENANCE

1.1. The Contractor shall maintain and support the System in all material respects as
described in the applicable program Documentation through the contract completion
date in Form P-37. General Provisions, BlocK 1.7. Completion Date.

1.2. The Contractor shall maintain the System in accordance with the Contract, which
includes, but Is not limited to;

1.2.1. Maintenance Releases • The Contractor shall make available to the State the

latest program updates, general maintenance releases, selected functionality
releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

1.2.2. Standard Agreement - The State will adopt the Contractor's standard
maintenance agreement modified to address terms and conditions Inconsistent
with State Statutes and general State information technology practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1. The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance vrith the Specifications and terms and requirements of the
Contract, iricludlng but not limited to the Support and Maintenance Requirements in
Exhibit H • Requirements.

2.2. Should the Contractor fall to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, and the Stale shall have the right, at Its option, to pursue the remedies in
Part 2 Section 13.2. as well as receive a refund for all amounts paid to the
Contractor, including but not limited to. applicable license fees, within ninety (90)
days of notification to the Contractor of the State's refund request

' 2.3. Should the Contractor fail to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, arKj the State shall have the right, at Ks option, to pursue the remedies in
Part 1 Section 14.

3. CONTRACTOR'S SERVICE LEVEL AGREEMENT

3.1. Definition of Services

3.1.1. The Contractor shall render Med-IT® Services in a professional manner,
consistent with accepted Industry standards. The Contractor shall provide
Program Subscrit:>er Services that include:

3.1.1.1. Access to and the use of the following Med-IT® services by the
Department and its designated users.
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3.1.1.2. Support of Ihe Med-IT® product (Operations and Technical Support)
as needed to maintain System functionality as agreed to in the
Contract and as modified through other contracted enhancements.

3.1.2. The Department owns the rights to all data and may retrieve data from the
System using the Med-IT® export functions at any lime.

3.2. Performance Services (Operations)

3.2.1. The Contractor shall be excused for delay in the performance, of any
obligations hereiinder when such delay is the result of or attributable to the
elements, acts of war, terrorism, nature, federal government actions, delays in
transportation, manufacturers' delays in providing parts or products or problem

.  solutions, or any other cause beyond our reasonable^control.

3.3. System Availability

3.3.1. The Contractor shall maintain all patches, upgrades, .and maintenance of
firewalls, operating systems, databases, and hardware needed to provide
ongoing access to Med-IT® and the agreed upon functionality. Scheduled
availability to the Department shall be as follows:

3.3.1.1. 98% during peak operating hours (SAM - 5PM Central Time, Monday
- Friday, excluding Federal holidays).

3.3.1.2. 95% fornon-peak operating hours.

3.3.1.3. Scheduled Downtimes are excluded from this calculation. Availability
will be measured at the firewall inside the host.

3.3.1.4. Scheduled downtimes for maintenance and upgrades will be planned
for non- peak operating hours. Routine planned downtimes will be
coordinated and announced at least 24 hours in advance.

3.4. Incident Response

3.4.1. The Contractor help desk shall track status of all submitted/repxDrted incidents.
The Contractor shall respond to problems to meet stated Med-IT® availability,
as required. Technical and operational problems shall be detected, diagnosed,
and corrected in order to restore service to its installed base state of op>eratlon.
All technical problems shall be logged, tracked, end reported. Where possible,
the Contractor shall provide notification and status updates to keep Ladies First
informed appropriately for the plans and level of impact on operational
availability.

3.5. Data Repository and Recovery

3.5.1. The Contractor shall maintain all data placed within Med-IT® and will not delete
data without written direction from the Department.

3.5.2. The Contractor shall maintain a current library of encrypted backup tapes
including a daily backup rotated every 30 days, a backup performed the 1st
and 15th of each month and maintained for 6 months, and monthly backups for
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2 years. Recovery will be made to the most recent uncorrupled backup
available. Upon need for a recovery, the Contractor shall provide status and
estimated time to repair. .

3.5.3. The Contractor shall provide a copy of the data In an appropriate format at the
end of the contract upon the Department's request.

3.6. Security

3.6.1. The Contractor shall provide safeguards to protect Department data and
provide slated availability as a hosting and technical support facility, to include:

3.6.1.1. Providing a secure facility for hosting of Med-IT® data

3.6.1.2. Providing encrypted transmission of data

3.6.1.3. Annual Penetration and Vulnerability assessment by an independent
third-party

3.6.1.4. Complying with appropriate NIST standards

3.6.1.5. Complying with HIPAA safeguards

3.7. Technical Support

3.7.1. Help Desk Support

3.7.1.1. The Contractor shall provide Tier 2 Help Desk support during normal
business hours (8-5 Central Time. Monday-Friday) and will normally
respond to Department requests for technical assistance/support

' within 4 hours, but no later than 1 business day. Tier 1 support will be
provided by the Department. If the Tier 1 contact Is unable to
complete the support Issue, Department administration personnel
shall contact the Contractor using the provided phone number or
email address.

3.7.1.2. Examples of Tier 2 responsibilities include: verifying Med-IT«S> status,
unlocking Program administrator accounts, restoring data, or verifying
a program fault or feature error.

3.7.1.3. All System functional problems shall be logged, tracked, and reported.
Where possible, the Contractor shali provide notification and status
updates to keep New Hampshire OHHS Informed appropriately for the
plans to repair functionality.

3.7.2. Technical Support Requests

3.7.2.1. A request for sen/Ices functionality beyond that specifically agreed to
In the SOW shall be considered a request for technical support
beyond this Plan and shall follow the change order process defined in
Part 2 Section 9. Change Orders.

3.8. t3epartment Duties and Responsibilities

3.8.1. The Contractor Med-IT® Sen/ice requires the Department t)e responsible for:
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3.8.1.1. Identifying to the Contractor a program primary and secondary point
of contact for coordination, technical support request response, and
notifications.

,  3.8.1.2. Identifying a primary Med-IT® System administrator to the Contractor.

3.8.1.3. Administering their program within Med-IT®, to Include granting
access and setting roles for their PHI authorized users.

3.8.1.4. Ensuring user training.

3.8:1.5. Providing Tier 1 Help Desk support.

3.8.2. The Department Tier 1 support should be the first stop for all general supf^rl
questions, health program Issues, and data access-problems.' Examples of
Tier 1 responsibilities include unlocking user accounts, adding user accounts,
and answering questions regarding how certain data should be entered or
reported. The Department help desk manager decides, based upon the
contract requirements, whether they require additional . support from the
Contractor and make the initial contact with the Contractor's Help Desk.

3.8.3. The Department and their designated PHI authorized users are responsible for:

3.8.3.1. Obtaining and maintaining browsers with appropriate encryption
capability and providing access to the internet to reach the Med-IT®
portal.

3.8.3.2. Ensuring adherence by their users to..such-laws and policy that apply
and constitute the legal use of Med-lt®. •
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EXHIBIT H

REQUIREMENTS

1. Technical Requirements

1.1. Application - Software Requirements shall be as described in Exhibit H-1, Project
Requirements, Application Requirements

Testing Requirements shall be as described in Exhibit H-2. Project Requirements.
Testing Requirements

Hosting - Cloud Requirements shall be as described in Exhibit H-3, Project
Requirements, Hosting - Cloud Requirements.

1.2.

1.3.

1.4. Support & Maintenance Requirements shall be as descrilTed in Exhibit H-4, Project
Requirements, Support & Maintenance Requirements,

1.5. Project Management Requirements shall be as described in Exhibit H-5. Project
Requirements. Project Management Requirements

2. Business Requirements

2.1. Enrollment Requirements

Requirement Description

Create New

Member

The System must allow BCCP Staff and Contractors to
establish a record for any woman who contacts the program,
regardless of whether an application is completed.

This includes entering limited demographic information and
. responses to marketing questions (e.g.. How did you learn
about the program?) from "potential members."

The 'membership status' of this person will be determined
and updated throughout the enrollment process.

Track

Informatlori

Requests

The System must allow BCCP Staff and Contractors the
ability to track all requests for Information about the program
by potential members Including (he date of contact and
reason.

Track

Applicdtlon
Status

The System must provide a means to track the date an
application is sent to a potential member and the date it Is •
returned to facilitate follow-up to potential members who
request but do not return an application.

Enter NH

BCCP Form

Data

The System must provide a means for BCCP Staff and
Contractors to enter all data collected as part of the NH
BCCP program application and subsequent forms for e
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member or potential member into the database.

Verify
Member Data

The System must Include, edits and validations to assure
completeness end format of member data required to
determine elelglbilrty. This includes assuring all data
conforms to standards for MDE reports.

Calculate

Member

Eligibi}ity

The System must provide a means to determine.a potential
memt)er's eligibility based on NH specific calculations and for
a variability of eligibility levels (e.g.. eligible for screening,
eligible for assistance with diagnostics, eligible for navigation
only, not.eligible).

Identify
Quitline

Eligible
Members

The System must provide a means for users to Identify
BGCP members who qualify Quitline interventions per
program rules (have received qualifying screening within
appropriate time frame). BGGP will supply the Contractor
with a description of qualifications.

Set Coverage
Dates

The System must allow BGGP staff to set coverage dates for
program eligibility. Typically enrollment period for members
Is two years from the date enrolled.

Manage
Member Data

The System must provide a means for users to update
demographic data related to a meml^r. ^

BGCP

Member ID

The System must be able to assign a unique BGGP Member
ID to each member at the time they are first enrolled. The
format for this ID will tDe defined by the program.

Member

Withdrawal

Authorized users must be able to manually withdraw women
from the BGGP Program.

Set Member

Status

The System must allow assigning members a specific
program enrollment status automatlcalty based upon their
current eligibility information. Users with appropriate
permissions must also be able to change this status (e.g.,
pending, under review, enrolled, not eligible, or withdrawn).

Generate

Enrollmient

Notice

The System must provide a means to generate and print
notices to be sent to numbers, including enrollment status
and appropriate follow-up.

Generate

Membership
Card

The System must provide a means to generate and print
membership cards to be mailed to enrolled members.
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.  Re-Enrollment
Applications

The System must be able to generate monthly lists
of members who last applied for (he program 24
months previous. This list will generate re-
applications.

Correspondence Log

The System must Include e means for 6CCP staff
and contractors to record notes documenting
communications with members. These notes must

be associated with a specific member record and
available to other users with appropriate
permission.

Update Notices

The System must allow BGCP staff with appropriate
permissions a means to update the content of letter
templates generated from the System to reflect
changes in the program.

Work with NHEasy
Medicaid Web Service

2.2. Screening Requirements

Requirement Description

Generate Reminder

Reports

The System must produce standard reports by
member outlining recommended screenings or
other actions based on specific algorithms for care
and program outreach goals.

These reports must be In a format that can t:>e
printed by BCCP staff and Contractors and mailed
to members.

Enter Screening
Results

The System must provide a means for users to
■  enter screening results data for services that were

submitted to the BCCP program on paper.

Track Historical

Screening Results

The System must maintain a history of all screening
results associated with a member .and allow users
to view this history.

Identify Outlier Data

The System must provide a means to alert users to
records containing screening results outside the
expected range per MDE expected values.
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Associate Results to

Memt)ers

The System must provide a means of associating
screening and diagnostic cycle esults data to a
speciflc member who received the service If this
was not properly assigned via import or data entry.

Breast and Cervical
Cycle Adherence

The screening cycle of breast and cervical-related
procedures must follow prescribed timelines as
defined by N8CCEDP guidelines.

Export Diagnosis
Report for Cancer
Registry

The System must allow users with appropriate
permissions to export a list of members who haye a'
diagnosis code indicating cancer per .CDC
requirements.

Import Diagnosis
Report from Cancer
Registry

The System must allow users to import data from a
.CSV file provided by the NH Cancer Registry
indicating women with cancer as a diagnosis per .
CDC requirements. This includes updating the
diagnosis Information for any BCCP members on
the list.

2.3. Diagnostic Requirements

Requirement Description

Case Management
Follow-Up List

The System must be able to generate a list of
memt>ers who should receve follow-up by the case
manager. This list must include:

•  abnormal symptorhs/resuUs reported on
application

•  service data received that suggests abnormal

results

•  data the suggests payment for services related to
abnormal results (e.g., diagnostic CPT codes)

BCCP will supply Contractor with a list of what
qualifies as an abnormal result.

Display Current
Member Status with

Case Management
Information

Case managers must t>e able to assess the current
membership status of women whenever accessing
their record.
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Track Follow-Up
Status

The System must allow assigning of a case
management status to members recetving follow-
up. These include:

•  Tracking - Eligible for case management, but no
plan set

•  Short-term Follow-Up — A follow-up plan
established with at least one recommended
service rx)t yet complete

•  Complete/Incomplete - Determine whether all data
for services comprising the follow-up plan have
been received

•  Diagnosis Breast - Follow-up resulted In a breast
cancer diagnosis, no longer memt>er of BCCP

•  Diagnosis Cervical - Follow-up resulted in a
cervical cancer diagnosis, no longer member of
BCCP

Record and Track

Follow-Up
Recommendations

Follow-Up Date
Automation and

Manual Override

Notes on member for

Case Manager

The System must allow case managers to enter
follow-up services recommended for a member.
This includes calculating end saving the date by
which It Is recommended the service be accessed.

Follow-up dates associated with services must be
calculated by the System based upon parameters
specific to the service, but users must also be able
to edit these dates.

A case manager must l>e able to view, enter, or edit
notes associated with a member. These rwtes must
be saved with the date and user who entered them.
Users must be able to view and edit existing notes
or add new ones.

Follow-up query end
report generation

Case managers must be able to run a report
lndlcatir>g all members for whom a service Is stii)
recommended artd the date by which this service Is
recommended.

Assign Risk Value

System uses Ladies First algorithm to determine
the number of Interventions a memt>er needs t>ased

on screening values.
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Member Progress
Tracking

System must track the progress a member has
made in set Lifestyle intervention goals (example:

weight lost, smoking status change,

Community Partner
Participation

The System must have the capacity to track and
query memt>er participation in communhy partner

progrems. Data is entered manually.

Generate New Leaf

Letter

The System must allow users to generate letters
Introducing' members to New Leaf and track the

date sent.

Generate New Leaf

Goal Sheet

The System must allow users to generate Goal

Sheets to be sent to New Leaf Members and track

the date sent.

Generate New Leaf

Reminder Letters

The System must have the means to generate
reminder letters to New Leaf paiticipants In support

of Intervention cycles based upon the program's
algorithm for intervention. Intervention cycles are
determined by a set risk value algorithm determined

by program.

Document

Interventions

The System must allow users to document

interventions including the date of intervention and

type of intervention.

Track New Leaf

Intervention Cycles

The System must have the capacity to track

multiple- intervention cycles for New Leaf

participants.

Manage New Leaf
Status

The System must albw assigning a member a
status with regard to involvement in New Leaf. This

includes automatically assigning a status based on

the algorithm or a LF staff user updating the status.

Status may include: "Eligible". "Active". "Lost to

Follow-up". "Declined intervention'
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2.4. Financial/Billing Requirements

Requirement Description

Enter Billing Data

The System must provide a means for users to
enter billing data for bills submitted to the BCCP
program on paper. Users must be able to
associate this data with the specific memt>6r for
which the bilt-was submitted and the service

provider.

Import Billing File
The System miist provide a means to import billing
data provided in an Excel file and associate this to
the correct member and service provider.

Export Billing' File
The System must provide a means to export billing
data in a .csy nie to interface with the NHFIRST
System.

Associate Payment
Requests and Billing
Data to Memt)er

The System must provide a means of associating
payment requests and billing data to the specific
memt^er who received'the service if this was not

properly assigned via the Import or data entry.

Create Searchable List

of Unmatched Bills

Bills that are not matched to a member or provider
are kept in a separate list that can be viewed by
BCCP staff.

View. Historical Billing
The System must allow users to view (he billing
history of providers, and by memljer.

Match Screening
Results to Billing Data

The System must include ar) automated process
that compares bills with no associated screening
results.

Manually Match
Results to Billing Data

The System must allow users to manually match
payment requests to screening and diagnostic
results when this Is not possible via the automated
process.

Identify Unmatched Bill
and Result Data

The System must allow users to identify billing and
results data that have been entered, but not t>een

matched to a service provider or client. Process
would allow BCCP staff to view screenings no
associated bills and bills with no associated

screening data.
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Maintain Payment
History

The System must allow users to record and track
payments to providers based upon biliing data.
This includes calcuiating payment amounts based
upon program-determined rates for specific
services.

Catcuiate Costs

The System must look up the cost of a service
based upon the biliing data and guidance set by
the program. The System must also have the
ability to manually change pre-set costs on a
record-by-record basis.

The System must be able to calculate a match
amount based on a 3 federal dollars to 1 state

dollar ratio.

The System must be able to provide Information
needed to populate a clinical cost worksheet as
defined by the CDC NBCCEDP.

2.5. Grant Requirements

Requirement Description

Access Data

The System must provide a means for program
staff to access all data In a format that may be
queried. This includes both manually entered and
System entered data within the System.

This access may be via a data warehouse, data
views or other appropriate means. This access is
in addition to standardized reports or queries
generated from within the appiicalion.

Breast & Cervical MOE

Report

The System must incorporate a function allowing
users to produce the MOE report for Breast &
Cervical screenings per CDC guidelines.

MOE Validation
The System must be able to validate MDE reports
for the NBCCEDP grant.

Standard Reports

The System must provide the ability to generate
and view a set of predefined reports including
reports to support member outreach, statistical
reports and reports related to System use for
program management.
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Business Office

Reports

The System must be able to create reports of billing
activities Including, but not limited to match amounts,
clinlcdl cost worksheets, money spent from each
grant, and other sumrnahes of billing data as needed
by either the BGCP program or the Business Office.

2.6. Grant Reporting Requirements

Requirement Description

Track Events

The System must provide a means for tracking the
dale, time, and user for key events within the
System. This includes changes in status associated
with enrollment, it also includes all actions

associated v/ith outreach (I.e. communication log.
reports or notices generated). This may Include
additional events defined t>y the program.

Manage Notices
The Systerh must allow program administrators to
update the template of all letters and r>otices
generated by the System.

Manage Providers

The System must provide the ability for program staff
to maintain and update data regarding providers
contracted to provide screening, including contact
information and services provided. This Information
must be available for data entry throughout the
System.

User-Defined Fields

The 6CCP Data manager must be able to add or
modify fields within the System. This Includes some-
fields that will be defined prior to Implementation, but
also the ability to add new fields when needed.

Manage Field Values
The BCCP Data Manager must be able to manage
the acceptable values users may enter for fields
within the application.

Associate Provider
The System must facilitate associating a provider to
screening results and payment requests.

Assign Permissions
The System administrator must be able to add users
and edit user permission levels for System access.

Duplicate Process
The System must l^e able to identify and list potential
duplicate memt>er. screening, and billing records
within the System. The System must be able to
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generate a list of these duplicates to BCCP staff.

User-Defined

Reports

The System must have the capacity to be queried by
Data Manager and saved for future use. These
queries should be SQL-based.

Interim and Annual

Progress Reporting
for CDC grants

The System must have the capacity to generate
interim and annual progress reports In CDC defined
performance measures. All users must be able to
generate these reports.

Data Retention

All membership records including billing, enrollment,
outreach, case management and screening results
must be maintained in the System and never
deleted.

Delete Information

Requests

BCCP Program staff must have the ability to delete
data related to requests for Information by potential
members, provided that an application for
membership has not been received.'

2.7. Usability Requirements

Requirement Description

Data Entry Usability .

Data entry process and interface should be user-
friendly and Intuitive. Users must be able to search
member records and access the major functions
that support the business process without
performing complex queries.

2.8. Performance Requirements

Requirement Description

System Back-
Up/Restoration

All data must be backed up at least daily via a
regularly scheduled process. Backups must be
stored separately from the prirnary database and
restoration of data must be possible for a time
period of at least 2 years.

System Availability

The System must be available for use by multiple
users without Interruption during'normal business
hours.
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2.9. Security Requirements

Requirement Description

Role-based Users

The System must employ role-based access to
functional areas based on user security level (i.e.
program staff, program managers).

2.10. Compliance Requirements

Requirement Description

HIPAA

The System must assure that any storage and/or
transfer of member data Is done in compliance with
HIPAA.

NIST
The System must assure that the hosting facility
meets the NIST 800-53 Rev 3 requirements.

2.11. Import of Legacy Data

2.11.1. Existing BCCP data must be transferred Into the new System from the
existing CaST database. Completion of this task includes;

2.11.1.1. Documenting BCCP requirements of essential data that must
be retrieved from the legacy system and any rules and

^  specifications for transfer into the new integrated database.

2.11.1.2. Performing the transfer of data.

2.11.1.3. Performing Quality Assurance testing following the data
transfer.

2.12. Ongoing Support and Maintenance of System

Requirement Description

Defect Resolution
The contractor must provide timely response to any
defects identified within the production System.

NBCCEDP

Compliance

The contractor must maintain the System to be
compliant with the current NBCCEDP data
requirements defined by CDC. This includes making
updates vrithln the timeframes required to meet CDC
Implementation deadlines.

Documentation

The contractor must maintain documentation of NH

specific, requirements, design, development and
System configuration and this must be available to
the BCCP.
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User Acceptance
■ Testing

All new features or changes to the System impacting
.the functions used by BCCP staff must be tested
and accepted prior to release Into the production
environment.'

Change Control
Process

The System must be controlled using a defined
Change control process that Includes tracking and
reporting enhancement requests and defects, testing
and approval of any new features by BCCP prior to
implementalion.

2.13. Contractor Helpdesk Support and Training

Requirement Description

Helpdesk Support

Support must t>e available Monday through Friday
from 8:00 am to 5:00 pm. Two tiers of support
should be provided including back-up support for
end-users who would call the state administrator for

help, but may have difficulty accessing them. The
second tier of support Is for system administrators
for technical assistance and support within 4 hours
of a request this can relate ro unlocking accounts,
restoring data, or verifying feature errors.

Initial Training

Training for BCCP staff on administrative function of
the ISSHS as well as trainer training that Includes
observation of an instructor conducting an actual
training with end-users. Access to the training
system must be available upon initiation of a
contract.

Provide Training In
Staging Environment

Initial training and ongoing training must be provided
on en allemative staging system to ensure HIPAA-
protected data are not shared and data corruption do
not occur.
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State Requirements Vendor

Req 0 Requirement Description CrWcallty
Vendor

Response

Delivery

Method
Comments

GENERAL SPECIFJCAVONS

A1.1
Ability (0 access data using open standards access protocol (please

spectN supported versions in the comments field).
M Yes Standard

A1.2

Data is available in commonly used format over which no entity has
exdusrve control. wHh the exception of National or Intemational
standards. Data is not subject to any copyright, patent, trademark or
orttler trade secret regulation.

M Yes Standard Export Data Tables to CSV

A1.3
Web-based compatible and in conformance with the following W3C
standards: HTML5. CSS 2.1. XML 1.1

M Yes Standard <

At.4 Compatibility with all browers ar>d mobile devises. M Yes Standard

A2.1

Verity the Identity or authenticate all of the system cliecTt ap^icalions
t)efore allowing use of the system to prevent access to inappropriate or
conndential data or services.

M Yes Standard

A2.2

Verify the Wenttty and authenticate all of the system's human users
before allowing them to use its capabilities to prevent access to
inappropriate or confidential data or services..

M Yes Standard

A2.3 Enforce unique user names. M Yes Standard

A2.4

Enforce complex passwords for Administrator Accounts in accordance

wHh OolTs statewide l/serAccoun/and Password Po/rcy M Yes Standard 8 character. 1 number, 1 symbol

A2.5

Enforce the use of complex passwords for general users using capital
letters, numbers arxl special characters in accordance with OolTs
statewide User Account ar>d Password PoKcy.

M Yes Standard

A2.6 Encrypt passwords in transmission and at rest within the datatiase. M Yes Standard

A2.7

Establish ability to expire passwords after a definite period of lime in
accordance with DolT's statewide User Account and Passvrord Policy M Yes Standard

A2.e

Provide the ability to iimll the number of people that can grant or
change authorizatiorts Yes Startdard
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Req 0 Roqulrvment Description Crttlcaltty
Vendor

Response

Delivery
Method

Comments

A2.9
Establish ability to enforce session timeouts durirtg periods of inactivity.

Yes Standard

A2.10
The appiication shall not store authentication credentials or sensitive
data in its code.

M Yes Standard

A2.11
Log ail attempted accesses that fail idenliftcation. authentication ar>d
authorization requirements.

M Yes Standard

A2.12

The application shali'log all activities to a centrat server to prevent
parties to application transactions from denying that they have taken
place.

M Yes Standard

A2.13 All logs must be kept for a minimum of 1 year. M Yes Standard

A2.14
The appiication must allow a huntan user to explidtiy terminate a
session. No remnants of the prior session should then remain.

M Yes Standard

A2.15
Do not use Software and System Services for anything other than they
are designed for.

M Yes Standard

A2.16
The application shaD keep any sensitive Data or communications
private ti'om unauthorized individuals and programs.

M Yes Standard

A2.17
Subsequeitt application enhancements or upgrades shaD r>ot remove or
degrade security requirements

M Yes Standard

A2.18 Utilize change management documentation and procedures M Yes Standard

A2.19
exchjstvely to interface with the State's data in near real time when
possible.

M Yes Standard

A3.i

The application shall have the ability to track women with normal
exatninalions, which shaft include generating reminders for the next
appiepriate screenir>g time.

M Yes Startdard

A3.2

The appiication shall have the ability to track women who have
abnormal breast orcertvical screening examinatiorts to help ensure
apprpriate diagnostic and treatment follow up.

•  M Yes Standard

A3.3
The application shall have-lhe ability to track billing for any dinical
procedures provided to women.

M Yes Standard

A3.4
The application shall have the ability to generate a program mailing list
to remind dients wrhen they are due for screenings. M Yes Standard
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Req 9 Requirement Doscrlptlon . Critlcaiity
Vendor

Response

Dollvory

Method
Commonts

A4.1

The appldation shall ensure user roles and access include that only
BCCP can download the raw data from the software server, which shall
be exported as an Excel'file.

M Yes Standard

A4.2

The appiication shaD have the ability to perform the foDovring edit
checks: 1) ̂ bedded edit checks within the data entry System and 2)
Edit checks for duplicate clients.

M Yes Standard

A4.3

The appiication shaQ meet all COG dala reporting requirments. In
accordance wHh CDC standards, including exporting thof the MDE data
hie. and it is updated periodically (free of charge) to accommodate
changes in all CDC requirements.

M Yes Standard

A4.4

The application shall ensure reports include, but are not limited lo:
frequency reports, MDE error report, management report, standard
auidt reports, graphs, data quality indicator guide (DQIG), DQIG
frequencies and DOIG core program performance indicators.

M Yes Standard

A4.5

The application shall have the ability to export data to a flat file and
importa data Into other software porducts such as SaS and Microsoft
Excel.

M Yes Standard

A4.6

The application shall hawe the ability to ehave data entered at local
sites via secure web interface artd include system reports and query
capalHKties.

M Yes Standard

A4.7
The applicabon shall have the ability to interface with NHFIRST for
payment of daims.

M Yes Standard

1
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Stat* Raqutr*m«nts Vendor

Roqi Roqulrement De«crfptlen Crfticainy
Vertdor

Response

Delhrvry

Method
Comments

APPUCATtON SECl/RjrY TESTING

T1.1

Al component* of the Software shall be reviewed btkI

tested to ensure Ihey protect the Stale's web site and Ks

retsted Oeta assets.
M Yes Stai^anj

T1.2

The Vertdor shal be respensftrle for providrog
documentation of security testing, as appropriate. Tests
shal focus on the technical, admlnistrailve and physical
security controb that have been designed into ITte System
archlecture in order to provide the. necessary
cortftdentiaCty. integrity artd avaHabSty.

M Yes Standard

T1.3

Provide evider>ce that supports the fact thai IderftiTcation
and Autherrtication testing has been recently accompEshed;
supports obtainirtg infonnation about those padies
attempting lo log onto a system or appTrcation for security
purposes end the vafidatbn of users

M Yes 5iar>danj

TI.4
Test (or Access Control: supports the management of
permissions (or logging onto a computer or netwodi M Yes Standard

T1.5

Test for encryption: supports the eiKOding of data for
security purposes, artd (or the abfiity to accoss the data In a
decrypted formal from required tools.

M Yes Startdard

T1.6
Test the Intrusion Detection; supports the detection of
inegal entrance into a computer system M Yes Standard

T1.7

Test the Verification feature: supjports the confirmation of
authority lo enter a computer system, application or network M Yes Standard

T1.8

Test the User Management feature: supports the
administration of computer, application artd network
accounts within an erganizsUon.

M Yes Star>dard

T1.9

Test RoWPrivSegie Management; supports the grantkig of
abilities to users or groups of users of a computer,
application or netwerl(

M Yes Standard

T1.10

Test Audit Trail Capture and Analysis: supports the
identification and monitoring of activities within atr
application or system

M Yes Standard

CM* Ml}.

0>>« 11 0W» tfcitfXTK SfWwi, U.C
P««* UJ I ar }

\

7^ ■■
Ova



STATE OF NEW HAMFSHtRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

INTEGRATED SOFTWARE SYSTEM FOR THE

BREAST AND CERVICAL CANCER SCREENING SYSTEM
CONTRACT 201M)78

EXHIBIT K-2

T1.11

Test Input Validation; ensures the application is protected
from bi^ef overflow, cross-site scripting. SOL injection, and
unauthorized access of IQes and/or .directories on the

server.

M Yes Standard

T.1.12

For web applications, ensure the application has been
tested and hardened to prevent crUul appGcalion security

flaws. (At a minimum, the application shall be tested
againsi afl flaws outlaied in the Open Web AppGcation
Security Project (OWASP) Top Ten
(http://www.owasp.org/lndexphp^OWASP_Top_Ten_Projo
ct))

M Yes Standard

T1.13

Provide the Slate with vaBdailon of 3rd party security
reviews perfonned on the appfcation and system
envirorvnent. The review may mdude a combination of
vutnersbBUy scanning, penetration testing, static analysis of
the source code, and expert code review (please specify
proposed methodology in the comments feld).

M Yes Standard

T1.t4

Prior to the System being moved Into production, the
Vendor shal provide resuSs of al security testing to the
Department of Information Technoiogy for review and
acceptance.

M Yes Starxtard

T1.15
Vendor shall provide docunented procedirre (or migrating
appHcationmodirications from the User Acceptance Test
Er^onmcfTi to the Production EnvironmenL

M Yes Standard

STANDARD TES7MG

T2.1
The Vendor must test the software end the system usir>g an
industry standard end Stale approved testing methodology.

M Yes Standard

T2.2
Ttw Vendor must perform appOctlion stress testing and

tuninQ.
M Yes Standard

T2.3
The Vendor must provide documented procedure for how to
sytK Production v4th a specific testing environmenL

M Yes Standard

T2.4
The vendor must define and lest disaster recovery

procedures.
M Yes Startdard
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H0STIN6-CL0UD REQUIREMENTS |
[  State Requirements Vendor 1

1 P<»q0 Roqurrvrmnl Dt«criptlon Crfticarrty '
VetKlor

Retpones

Delivtry

Method
Comment* j

[OPERATIONS

H1.1

Vendor shel meintatn a eecure t>ostir>g environiDerrt providing bB
necessary hardware, software. ar>d Irttemet bandwidth to manage the
appOcation and support users with permission based loairts.

M Yes Standard

H1.2
State access will be via rntemet browser

M Yos Standard

Ht.3
At the State's option, authorized thinj parties may be given Itmited
access bv the Vendor to certain levels of the System.-

M Yes Standard

HV4

At a mktimuin. the System should support this dieni configuration: 13.
4G8 RAM. Windows 7. tE9 but capable of running lEl 1 and Edge artd
Minimum of MS 2010 if there is erty office Integration

M Yes Standard

H1.5

Vendor shall provide a secure Tier 3 or greater Data Center providir>g
equipment (including dedicated servers), an on-srte 24/7 system
operator, managed firewall services, and managed badcup Services. M Yes Standard

HI.12

The Data Center must be physksny secured - restricted access to the
site to personnel with controls such as biometric. badge, and others
security solutions. Policies for granting access must be in place and
followed. Access shaO only be granted to those with a need to perform
tasks in the Data Center.

M Yes Standard

HI.13 Vendor must monitor the appfication and all servers. M Yes Standard

HI.14
Vetxfor shall manage the databases and services on all servers

located at the Vendor's facrllty.
M Yes Standard

HI.15
The monthly patching is the minimum and patching for high
vutnerabOities should be done immediately after release.

M Yes Standard

HI.16 Vendor shed monitor System, security, and application logs. M Yes Standard

HI.17 Vendor shall manage the sharittg of data resources. M Yes Standard

HI.18
Vendor shall manage daily backups, off-srta data storage, and restore
operations.

M Yes Standard

HI.19 The Vendor shaD mor^rtor physical hardware. M Yes Standard

H1.20

The Vervlor shall report any breach in security In conformartce with
State of NH 359-C:20. Any person engaged in trade or commerce that
is subject to RSA 359-A:3. ShaD elso notify the regulator which has
primary regutatory authority over such trade or commerce. All other
persons shall notify the New Hampshire attorney gerterafs offne.

M Yes Standard

/;/
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Req 0 Requirement Description Criticatlty
Vendor

Retponat

Delivery

Method
Comments

DISASTER ReCOVERY

Mil
Vendor shafl conform to edequato disaster recovery procedures as

defined try the State of New Hamoshue.
M Yes Standard

H2.2

Vendor shaD have documented disaster recovery plans that address

the recovery of iost State data as weD as their own. Systems shall't>e
architected to meet the defined recovery needs outGr>ed in the RFP.

M Yes Standard

H2.3

The disaster recovery plan shali identrfy appropriate methods for
procuring addlbonai hardware in the event of a component failure. In
most instances, systems shafi offer a ievd of redundancy so the loss ot
a drive or power supply veli rwt be sufficient to tenninate services
hovtever. these failed components wQi have to be replaoed.

M Yes Standard

H2.4
Vendor shaB adhere to a defined artd documented back-up schedule

and procedure.
M Yes Standard

H2.5
Back-up copies of data are made for the purpose of (adiitating a
restore of the data in the event of data loss or System failure.

M Yes Standard -

H2.6

Scheduled backups of ail servers must be completed regularty. At a

minimum, host servers shaB be backed up nightly, with one daily. or>e
weekly, and one rrwnthly backup stored in a secure locabon to assure
data recovery in the event of disaster.

M Yes Standard

H2.7
The minimum acceptable frequency is differential backup daily. ef>d
complata backup vteeklv.

M Yes Slar>dard

H2.8

Tapes or other back-up media tapes must be securely transferred from

the site to another secure location to avoid comptete data loss with the

loss of a fadlity.

M Yes Standard

H2.9 Al data must be encryped in transit and at rest M Yes Starrderd

H2.10

Data recovery - In the event that recovery t>adc to the last backup is
not sufficient to recover State Data, the Vendor shall employ the use o<

detalMsa logs in addition to backup media In the restoration of the
database(s) to afford a much doser to reaMime recovery. To do this,
logs must be moved off tho volume containing the database wfth a
frequency to match the business needs.

M Yes Standard

H3.1

The Vendor' must operate hosting Services on a network ofierirtg

adequate performence to meet the business requirements for tt>e Stata
appficatlon. For the purpose of this RFP. adequate performartce is
defined as 99.9% uptime, exdusive of the regutarfy schedulec^
maintenance window.

M Yes Standard

CjcMM H-3 PrDject Reqvrtrements. Hottlna Ro^uirementt
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Rtq 0 Raqulrvrrwnt Description Crrtlcaflty
Vendor

Response

Dslivery

Method
Comments

H3.2

The Vendor shaft provide neh«ork redundancy deemed adequate by
the Stale by assuring redundant conr>ect>ons provided by multiple
Internet Vertdors, so that a failure of orte Internet connectton wiD not
interrupt access to the State application.

M Yes Standard

H3.3

Where redundant connections are not provided, then (he Internet
Vertdor who provides the Internet service to the Vendor must have

their service-suppited by a providerts) that has muibple feeds to ensirre
that a failure in or>e of the larger carriers win not cause a failure of the
Slate's Service.

M Yes - Standard
.

H3.4
The Vendor* network architecture rmist include redundancy of routers
and switches in the Data Center.

H Yes Standard

HOSTING SECURITY

H4.1
The Vendor shaB employ security measures to ensure tnst the State's
application and data is protected.

M Yes Standard

H4.2
if State data is hosted on multiple servers, data exchanges between
and smona servers rriust be encrypted.

M Yes Standard

H4.3

Ml servers and devices must have currently*supported and tiardened
operating systems, the latest anti-viral, anti-hacker, anti-spam, anli-
spyware. and anti-mahvare utilities. The environment, as a whole. shaB

have aqqressive intrusiorv-detection and firewall protection.

M Yes Standard

H4.4

AD components of the infrastructure shaO be reviewed 8i>d tested to

ensure they protect the State's hardware, software, and its related data
assets. Tests shaB focus on the techrucai. administrative and physical
security controls that have been designed into the System architecture
in order to provide confidentiafity. mtegrity and avaBabtlity.

M Yes Standard

H4.S

The Vendor shall notify the State's Project Manager of any .security
breaches within two (2) hours of the time that the Vertdor leams of their

occurrer>ce.

M Yes Standard

H4.6

The Vendor shall ensure its comptote cooperation with the Slate's
Chief Information OfTcer in the detection of any security vulnerabffity of
the Vendor" hostinq infrastructure arKt/or the application.

M Yes Standard

H4.7 .

The Vendor shall be solely liable for costs associated with any breach
of State data ftoused at their location(s) inducfing but r>ot limited to
notification and any damages assessed by the courts.

M Yes Standard

H4.8

The Vef>dor shafl authorize the State to perform scheduled aryj randorr
security aud'rts. including vulnerabSty assessments, of the Vendor*
hostinq infrastructure and/or the appGcalion upon request

M Yes Standard

ExtiUt H>3 Project Requfrements. Hostirtq Reqi^rcrnents
OxBow Data Managemenl Systems. LLC
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Roq 0 Roquiramtftt Oascffption CrtUcallty
Vendor

Response

Delivery
Method

Commenta

H4.9
Logging shall go to centralizod logs server for security reasons. Logs
should indude System. Application. Web and Database logs. M Yes Startdard

K4.tO

The operating system end the data base shal t>e buih and harderted
wherever possbe to guidelines set forth by:CIS (Center Internet
Security). NIST. or NSA (please specify whose guideGnes are foOowed
in the comments field)

M Yes Starrdard

H4.11

1 he Vendor must provide reports to the Fro|ect Manager on a quartsrty

bssb to vafidate that redundancy is in fact In place and '
badcupfrestores are functioning.

M Yes Standard

SERVICE LEVEL AGFEEmENT

H5.5

The hosting server for the State shall be available twenty-four (24)

hours a day. 7 days a week except for during scheduled maintenance. M Yes Standard

H5.6
The Vendor wi9 guide the State with posdble sotirtions to resolve
issues to maintain a fuOy fundbnina. hosted Svstem.

M Yes Standard

HS.7

A regularty sdieduled maintenance window shall be bentified (su^ as
««eeUy. monthly, or quarlerty) at which tirne aD relevant server patches
and appicatbn upgrades shall t>e applied.

M Yes Standard

K5.9

The Vendor wil give two-busbess days prbr notirication to the State
Prr^ct Manager of all changesAipdates and provide the Slate with
trabinq due to the upgrades and changes.

M Yes Standard

H5.12

Al hardware and softvrace component of the Vendor hosting
infrastructure shall be fuOy supported by their respective manufacturers
at aO times. All chlical patches for operating systems, databases, web
services, etc. shall be appfied within thirty (30) days of retease by their
respective marnifadurers.

M Yes Standard

HS.13

The Vendor shall provide the Stata with a personal secure FTP site to
be used the State for upbading and downbading files if appftcabte. M Yes Standard

ExMM Pn)}»ct Requlrefnenls. Hosting Roquirvmcnts
OxOow Osta Manigemeni Systems. LLC
PB9« 46ii 4 of 4
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CONTRACT 70IM78

ExMMK>4

SUPPORT & MAINTENANCE REQUIREMENTS
Stat* Rvquiwnants -Vendor

R»4«ReewhuT** DwcAptlcinCfttutty
Vender

Respense

Dvthwry

Hsthod
Cewmwnts

SLFVORT A MWTEWAWC6 ReouDtecwrs

Sl.1
TTa Vendor's System support end msiitenanci tfiefl convnence upon the EffccOv* Oste end extend
threuQA the and of 0>t CorOrad term, end erry edentierts thereof.

MYesStandard

su
Maiitarii t>e hardivere end Sofhtere In eccor dance wtds Ote Spectaeadora. terms, end reqiirerrefta or
T» Corenct. Induding prpvkflng. upgrades and fbws es required.

MYesStandard

S1.3
Repair Software, or any person iharetf. so diet the System epareies in eooordance with the
Spedttcetions. terms, erd requirements ol ttw ConffacL

MYesStandard

SV4
The State thaJ haee un&nted eceess. vie phone or Emel. to the verdor technicai support stafi
&ah»aen the hours ol S;30em to S;00prtv Monday tvu Fridpy EST;

MYesStandard

S1.9

The Vendor response Crm for support sheS oonlorm to the spadftc deftdercy dm es desciibed
belpw or as agreed to by Om parties; o Ctess A Oettdency • Software • Cndcat doe* not eflow
System O operate, no wotli around, demands irrmediate ectien: Wi'iOen Documentation • crAssrp
slgnMcent portions of tifunretion or unlntaCgible to State: Non Software • Senites were IrMdequate
and reqiire re-pertarmarve or the Sarvtea. o Cdss B Oeftdcrcy ■ Software • Inyortenl. does

not stsp cparation endfor there h a wort around and user cen perform teifcs; Written Oocumerrtstion •
pordom ol kdormetlon are rrdsing but not ertough to make die document urrtttetQgUe: Non Software •
Services were defeaem. require reworlung. but do not require ra-pertormenceol the Service, o
Ctm C Deftdency • Software • ff^nirral. cosrtwfc in netire. mMmel efteei on System, low priotiiy
sndior user can use System; Vftttten DocumenteSon - mlnimei changes required and of minor edling
nature; Non Software. Servton reqdre onfy ndnor reworking and do not raqtAe re-perfarmsnca of the
ServkB.

MYesStandard

S1.0

The Vendor sheS make aveSeble to ftte State the letesl pregrem updates, genetaf melrcanertte
releeses. selected furcfioneCiy releases, patches, and OocumentrJen fnat ace genetaty oftered to Its
OJStomars. ct nq eddderuj cost

UYesStandard

S1.6

for all maintenance Services cdls. The Vendor shel ensure the toCowfryj MermetioA wO be oeflected
end msirtilned: I) nasjte of the Deficiency; 2) cunent stata of Vw Deflderscy: 3) action ptens. dates,
and tbnas: 4) exacted arrf actoi completioo time; 5) Defidency resctudon Inlormaden, 6) RescWed

by. 7) Identifying nwrdef Le. wok order number.. S) Issue ktemifled by;

PYesStandard

SI.10

The Vender must work wim ffte State to identify and bousteshoot polen9a0y large>seete System
fafluras or Oefieicnoes by uftecting the foBowdig intormafion: l}mean bna between reported
Defidendes wth the Software: 2) diagnesb of the root causa of the oroblcm; and 3) Idercifteatton of
repeat caSs or repast Seftwara prooiems.

PYesStandard

£««• H-4 Prejea O.'Sxpar
Oafitfo Ova Umovnanl Syttamt
Pn4alr lot2

M««imwKa Ra«uira<nar(»



STATE Of KEW HAMPSHIRE
department of health and human services

BREAST AND CERVICAL CANCER SCREENING SYSTEM
CONTRACT 201«-07«

CrMumy
R»»por*»» MIfthod

Cwnawnto

Si.II

Aa part of tha Software mMrtiefunca eoraamant offpoinp eoAwara mtbRsnarva M aupport iuuea,
»htf ea (««per0ad to accerttog to to* tolowing or as asgreao to by lha pantos: a. Ctosa A

DaActonctos • Th* Vendor shall have •vabbto to th* Slat* orv-cafl totephen* assrstaAoa. wOh ssu*
iraeidng avalabte to toe stato. aiphi (S) hours par day and Ova (S) days a waak wtto en amad /

tolaphona rctporaa wiNn two (2) hours of raquasL or toa Vendor thai provida support on-ths or with
ramola dtognottic Services, witoin lour (4) buslnats hours of a raquast b. Class B i C

Oeddandas -Th* Staia thai noOy to* Vendor of such OeActonda* durrig ragUar businass hours and
the Vender shrf respond back wShto lour (4) hours of mdnes'Jon of ptannad corraetfv* ccden; The
vendor ihd repair or raptoca SofNwa. end pR>vida mainttnenca of toa Software to accerdarca wfto

toa Spedteatens, Terms and Requirernents of the Connct or as ooraad bctraen the parties

Standartl

Si.12
The Vendor thai use a change managarrant poBcy for netiScation and Vacfctog of change requetts as
w«Q as crtticel outages.

Yes Standard

SI.19
A citicsl outage wB be designated wtwn a businass function cannot be mat by a nonpertermito
applcation and there b no weiti aroutd to the preblenv Yes Stersdard

81.14

The Vendor shdl maintafn a record of the aciKttos reheod to repair or matotariettoe acdvtties

partermad for tow State end she! report quartorty en tow foBowtng: AJl change requests toiptemented:
AS critical outoges reported todudlngactoal bsua and reselulion; Ntaitoar of defidarscie* reported by
dass wtch Mtiaf respons* time as wcf as time to dosa.

Yes Standard

51.IS
Tha hosting aarvar tor tow Ststa thai be avadabto iwcnry-fev (24) hom a day. 7 days a weak txcepi
tor durtog sctwduted nwinMiwrfc*. Yes Standard

Si.16
The Vcrtoor gufcto the Stoto wfto poisMa aolutlons to resofv* Issues to msintato '■ fuly toKflontog.
hestod System. Yes Standard

S1.17 A regUarty sdwdtiad matotsftanoe wtodow shal b* klainiSad (such as waattfy. montoly. or qusierly)
ai wttich brw al ndavani sarvar paictws and apcflcatten upgrades shal be appGad. Stvidard

S1.16
Tha Vendor wd give twe-bustoess days prior neCfication to tow Ststa Prc^ Marwger of ^
chongeaAtodstes end prwida the Ststo wito todrting du* to the ttogFadas and diangcs. Standard

Si.tto
AM hvtowa and ■eftwere oon^orwnb of tow Vendor hosting tofrestfuetia* thcS b* fu9y sttoportad by
ffwir raspactira manufachaws at c9 times. AI critical pahtoas for oparatlrig systems, dstobases. wab
sarviees. ate. shal be apctiied vrftoin toiirty (30) days of reteasa by Iheir respa^a menufachrcrv

Yes Standard

S1.20
Th* Vendor shal prowfda tow State wkh a parsoneJ secure FTP sita to be used tow State lor uptoadtog
and dowftioadtog Oes V appScabia. Yes Standard

£WWa toeiee AswAwiwrti. Staawl

ai0*«air2«r2

ilWawiavM aiaW—lavi
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

BREAST AND CERVICAL CANCER SCREENING SYSTEM

CONTRAa 2016-078

Exhibit H-5

PROJECT MANAGEMENT.

State Requirements Vendor

Requirement Description CritJcallty
Vendor

Response

Delivery

Method
Comments

f>ROJECT MMAGEMENT

P1.1
Vertdor shall partidpate in an initial kick-off meeting to Initiate
the Project

M Yes Standard

P1.2 Vendor shall proYide Project Staff as specified in the RFP. M - Yes Standard

PI.3

Vendor shall submit a finalized Work Plan within ten (10) days
after Contract award and approval by Govemor and Council. The
Work Plan shall include, without limitation, a detailed description

of the Schedule, tasks. Deliverables, critical events, task
dependencies, and payment Schedule. The plan shall be
updated no less than every two weeks.

M Yes Standard

.P1.4

Vendor shall provide detailed bi-weekiy status reports on the

progress of the Project, which will include expenses Incurred
year to date.

M Yes Standard

PI.5

All user, technical, and System Documentation as well as Project

Schedules, plans, status reports, and correspondence must be
maintained as project documentation. (Define how- WORD

format- on-Line. in a common library or on paper)

M Yes Standard

Exhibit H-5, Project Management

OxBow Data Management Systems, LLC

Page 48 V 1 of 1
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STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 3-EXHIBITS

EXHIBIT I

WORK PLAN

The Contractor's Project Manager and the State Project manager shall finaliie the Work Plan for
Implementation within ten (10) days of the contract effective date and further refir>e the tasks
required to Implement the Project. The elements of the preliminary Work Plan are documented In
accordance with the Contractor's plan to implement the System. Continued development and
management of the Work Plan Is a joint effort on the part of the Contractor and State Project
Managers.

The preliminary Work Plan for Implementation created by the Contractor and the Stale Is set forth at
the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to
manage the Project's life cycle, the Contractor team and the State shall finalize the Work Plan at
the onset of the Project. This plan shall Identify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to Implement the Project. It shall also address
Intra-lask dependencies, resource allocations (both State and the Contractor team members), refine
the Project's scope, and establish the Projed's Schedule. The Plan Is documented in accordance
with the Contractor's Work Plan and shall utilize MS Project to support the ongoing management of
Ihe Project.

1  ASSUMPTIONS

1.1 General

1.1.4 The Slate shall provide learn members with decision-making authority to
support the Impiementation efforts, at the level outlined in the Request for
Proposal Docunient State Staffing Matrix.

1.1.5 All State tasks must be performed in accordance with the revised Work
Plan.

1.1.6 All key decisions shall be resolved within five (5) business days. Issues
not resolved within this Initial period will be escalated to the State Project
Manager for resolution.

1.1.7 Any activities, decisions or Issues taken on by the State that affect the
mutually agreed upon Work Plan timeline. scoF>e. resources, and costs
shall be subject to the identified Change Control process.

1.1.8 The Contractor shall maintain an accounting system in accordance with
Generally Accepted Accounting Principles (GAAP).

1.2 Project Management

1.2.4 The Stale'Shall approve the Project Management Methodology used for
the Project.

2016-070 Exhibit I-WofX Plan Dale-
Part 3 Pageieoies #
OxBow Data Management Systems. LLC Contractor Initials: Q y\



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 3-EXHIBITS

1.2.5 The State shall provide the Project Team with reasonable access to the
State personnel as needed to complete Project tasks.

1.2.6 A Project folder created within the State system shall be used for
centralized storage and retrieval of Project documents, work products, and
other material and infotmation relevant to the success of the Project and
required by Project Team members. This central reposrtory Is secured by
determining which team members have access to the Project folder and
granting either view or readAvrite privileges. The Contractor's Project
Manager will establish and maintain this folder. The Stale Project
Manager shall approve access for the Slate team. Documentation can be.
stored locally for the Contractor and State team on a 'shared' network
drive to facilitate ease and speed of access. Final versions of all
Documentation shall be loaded to the State System.

1.2.7 The Contractor assumes that an Alternate Project Manager may be
appointed from time to time to handle reasonable and ordinary absences
of the Project Manager.

1.3 Conversions

1.3.4 The Contractor Team's proposal is based on the assumption that the
State's technical team is capable of Implementing, with assistance from the
Contractor technical team, a subset of the conversions. The Contractor
Team shall lead the State with the mapping of the legacy Data to the
Contractor, applications.

1.3.5 The Contractor Team shall: '

1.3.5.1 Provide the Stale wnth " the Contractor application data
requirements and examples, of data mappings, conversion
scripts, and data loaders. The Contractor Team shall identify
the APIs the State should use in the design and development
of the conversion.

1.3.5.2 Provide guidance and assistance with the use of the data
'  loaders and conversion scripts provided.

1.3.5.3 Lead the review of functional and technical Specifications.

1.3.5.4 Assist with the resolution of problems and Issues associated
with the development and Implementation of the conversions.

1.4 Project Schedule

1.4.4 Deployment is planned to begin on April 1. 2016 with a planned go-live
date of June 1. 2016.

1.5 Reporting

2016-076 ExNt)tll-Work Plan Date-
Pari3 Page 49 or 66
OxSow Data Managomeni,Systems. LLC Contractor tnttials
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Department of Health & Human Sorvlcos
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 3-EXHIBITS

1.5.4 The Contractor shall conduct <weekly I every two weeks> status meetings,
and provide reports that Include, but are nol limtted to. minutes, action
Items, test results, and Documentation.

1.6 User Training

1.6.4 The Contractor Team shall lead the development of the end-user training
plan.

1.6.5 A train the trainer approach shall be used for the delivery of end-user
training.

1.6.6 The State is responsible for the delivery of end-user training.

1.6.7 The Slate shall schedule and track attendance on all end-user training
classes.

1.7 Performance and Security Testing

1.7.4 The Contractor Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and t>est
practices infonnation on performance testing.

1.7.5 The State shall work with the Contractor on all testing as set forth In
Contract Exhibit F - Testing Services.

ROLES AND RESPONSIBILITIES

2.1 Contractor Team Roles and Responsibilities

2.1.4 The Contractor Team Project Executive

2.1.4.1 The Contractor Team's Project Executives (the Contractor
and Subcontractor Project Executives) shall be responsible
for advising on and monitoring the quality of the Services
throughout the Project life cycle.

2.1.4.2 The Project Executive shall advise the Contractor Team
Project Manager and the State's Project leadership on the
best practices for implementing the Contractor Software
Solution within the State.

2.1.4.3 The Project Executive shall participate In the definition of the
Project Plan and provide guidance to the State's Team.

2.1.5 Contractor Team Project Manager

2.1.5.1 The Contractor Team Project Manager shall have overall
responsibility for the day-to-day management of the Project
and shall plan, track, and manage the activities of the
Contractor Implementation Team.

2016-076 Eihibll I - Work Plart Date:
Part 3 Page 50 of 66
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PART 3-EXHIBITS

2.1.5.2 The Contractor Team Project Manager will have the followring
responsibilrties:

2.1.5.2.1 Maintain communications with the Slate's Project
Manager.

2.1.5.2.2 Work with the Slate in planning and conducting a
kick-off meeting.

2.1.5.2.3 Create and maintain the Work Plan.

2.1.5.2.4 Assign the Contractor Team consultants to tasks
in the Implementation Project according to the
scheduled stafHng requirements.

2.1.5.2.5 Define roles and responsibilities of all the
Contractor Team members.

2.1.5.2.6 Provide weekly and monthly update progress
reports to the State Project Manager.

2.1.5.2.7 Notify the State Project Manager of requirements
for State resources in order to provide sufficient
lead time for resources to be made available.

2.1.5.2.8 Review task progress for time, quality, and
accuracy in order.to achieve progress.

2.1.5.2.9 Review requirements and scheduling changes and
identify the impact on the Project in order to
identify whether the changes may require a
change of scope.

2.1.5.2.10 Implement scope and Schedule changes as
authorized by the State Project Manager and with
appropriate Change Control approvals as
identified in the Implementation Plan.

2.1.5.2.11 inform the Slate Project Manager and staff of any
urgent Issues if and \^en they arise.

2.1.5.2.12 Provide the State completed Project Deliverables
and obtain sign-off from the State's Project
Manager.

2.1.5.2.13 Manage handoff to the Contractor operational
staff.

2.1.5.2.14 Manage Transition Services as needed.

20lM)7e Exhibit I - Work Plan
Pan 3 Page 51 of 66
OxBow Data Management Sysloms, LLC

Date:

■f /puContractor IrxiUals



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 3-EXHIBITS

2.1.6 Contractor Team Analysis

2.1.6.1 The Contractor Team shall conduct analysis of requirements,
validate the Contractor Team's understanding of the State
business requirements by application, and perform business
requirements mapping:

2.1.6.1.1 Construct and confirm application test case
scenarios.

2.1.6.1.2 Produce application configuration definitions and
configure the applications.

2.1.6.1.3 Conduct testing of the configured application.

2.1.6.1.4 Produce functional Specifications for extensions,
conversions, and interfaces.

2.1.6.1.5 Assist the State in the testing of extensions,
conversions, and interfaces.

2.1.6.1.6 Assist the State In execution of the State's
Acceptance Test.

2.1.6.1.7 Conduct follow-up meetings to obtain feedback,
results, and concurrence/approval from the State.

2.1.6.1.8 Assist with the correction of configuration
problems Identified during System, integration and
Acceptance Testing.

2.1.6.1.9 Assist with the transition to production.

2.1.7 Contractor Team Tasks

2.1.7.1 The Contractor team shall assume the following tasks:

2.1.7.1.1 Development and review of functional and
technical Specification to determine that they are
at an appropriate level of detail and quality.

2.1.7.1.2 Development and Documentation of conversion
and interface programs in accordance with
functional and technical Specifications.

2.1.7.1.3 Development and Documentation of installation
procedures.

2.1.7.1.4 Unit testing of conversions and interfaces
developed.

2.1.7.1.5 System Integration Testing.

2016-078 Enhlbil I-Wofli Plan Date: V/
Pan 3 Page 52 of 66 '
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2.2 State Roles and Responsibilities

2.2.4 State Project Manager

2.2.4.1 The State Project Manager shall work Side-by-slde with the
Contractor Project Manager.

2.2.4.2 The role of the State Project Manager is to manage State
resources, facilitate completion of ell tasks assigned to State
staff, and communicate Project status on a regular basis.

2.2.4.3 The State Project Manager represents the State in all
decisions on Implementation Project matters, provides all
necessary support In the conduct of the Implementation
Project, and provides necessary State resources, as defined
by the Work Plan and as otherwise identified throughout the
course of the Project. The State Project. Manager has the
following responsibilities:

2.2.4.3.1 Plan and conduct a kick-off meeting with
assistance from the Contractor team.

2.2.4.3.2 Assist the Contractor Project Manager in the
development of a detailed Work Plan.

2.2.4.3.3 Identify and secure the State Project Team
members in accordance with the Work Plan.

2.2.4.3.4 Define roles and responsibilities of all State Project
Team members assigned to the Project.

2.2.4.3.5 Identify and secure access to additionai State end-
user staff as needed to support specific areas pf
knowledge if and when required to perform certain
Implementation tasks.

2.2.4.3.6 Communicate Issues to State management as
necessary to secure resolution of any matter that
cannot be addressed at the Project level.

2.2.4.3.7 Inform the Contractor Project Manager of any
urgent issues if and when they arise.

2.2.4.3.8 Assist the Contractor team staff to obtain
requested information if and when required to
perform certain Project tasks.

2.2.4.3.9 Manage handoff to State operational staff.

2016078 Exhlbil I - Work Plan ' Oato:
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2.2.4.3.10 Manage State staff during Transition Services as
needed.

2.2.5 State Subject Matter Expert(s) (SME) .

2.2.5.1 The roie of the State SME is to assist application teams with
an understanding of the State's current business practices
and processes, provide agency knowledge, and participate in
the Implementation. Responsibilities of the SME Include the
following:

^  2.2.5.1.1 Be the key user and contact for their Agency or
Department.

2.2.5.1.2 Attend Project Team training and acquire in-depth
functional knowledge of the relevant applications.

2.2.5.1.3 Assist in validating and documenting user
requirements, as needed.

2.2.5.1.4 Assist in mapping business requirements.

2.2.5.1.5 Assist in constructing test scripts and data.

2.2.5.1.6 Assist in System Integration, and Acceptance
Testing.

2.2.5.1.7 Assist In performing conversion and integration
testing and Data vedfication.

2.2.5.1.8 Attend Project meetings when requested.

2.2.5.1.9 Assist in training end users In the use of the
Contractor Software Solution and the business
processes the application supports.

2.2.6 State,Technical Lead and Architect

2.2.6.1 The State's Technical Lead and Architect reports to the
State's Project Manager and is responsible for leading and
managing the State'S' technical tasks. Responsibilities
include:

2.2.6.1.1 Attend technical training as necessary to support
the Project.

2.2.6.1.2 Assist the Stale and the Contractor Team Project
Managers to establish the detailed Work Plan.

2.2.6.1.3 Manage the day-to-day activities of the Stale's
technical resources assigned to the Project.

201 &^78 Exhibit I-WorX Plon Date
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2.2.6.1.4 Work with Slate IT management to obtain State
technical resources in accordance with the Work
Plan.

2.2.6.1.5 Work in partnership with the Contractor and lead
the State technical staffs efforts in documenting
the technical operational procedures and
processes for the Project. This is a the Contractor
Deliverable and it shall be expected that the
Contractor shall lead the overall effort with support
and assistance from the State.

2.2.6.1.6 Represent the technical efforts of the State at
Weekly Project meetings.

2.2.7 Stale Testing Admiriislrator

2.2.7.1 The State's Testing Administrator will coordinate the State's
testing efforts. Responsibilities include;

2.2.7.1.1 Coordinating the development of system,
integration, performance, and Acceptance Test
plans.

2.2.7.1.2 Coordinating system, integration, performance,
and Acceptance Tests.

2.2.7.1.3 Chairing test review meetings.

2.2.7.1.4 Coordinating the State's team and external third
parlies involvement In testing.

2.2.7.1.5 Ensuring that proposed process changes are
considered by process owners.

2.2.7.1.6 Establish priorities of Deficiencies requiring
resolution.

2.2.7.1.7 Tracking Deficiencies through resolution.

3 SOFTWARE APPLICATION

The Contractor shall provide access to the following software applications:
Name of Software Version

Oxbow Med-IT Current

2016-078 Exhibit I-Work Plan.'- Date;
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4 CONVERSIONS

Table 4.1: Planned Conversions

4.1

Conversion Desciiptlon

Legacy
BCCP Data

BCCP has over 100,000 screening cycle records for conversion
and upload to the Med-IT system.

Conversion Testing Responsibilities

4.1.4 The Conlractor Team and the State, based on their assigned conversion
responsibilities, as set forth in Contract Exhibit F: Testing Services shall
identify applicable test scripts and installation instructions, adapt them to the
Project specifics, test the business process, and compare with the
documented expected results.

4.1.4.1 The Contractor Team and the State, based on their assigned
conversion responsibilities, shall execute the applicable test
scripts that complete the conversion and compare execution
results with the documented expected results.

4.1.4.2 The Slate is responsible for documenting the technical
•Specifications of all programs that extract and format Data
from the legacy systems for use by the conversion processes.

4.1.4.3 The Contractor Team and the State, based on their assigned
conversion responsibilities, shall develop and unit test their
assigned conversions.

4.1.4.4 The State and the Contractor Teams shall jointly conduct
System and Integration Testing, verifying and validating the
accuracy and completeness of the conversions.

■  4.1.4.5 The State and the Conlractor Teams shall jointly verify and
validate the accuracy and completeness of the conversions
for Acceptance Testing and production.

5  INTERFACES

Table 5.1: In-Scope Interfaces
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Interface Components,
If applicable

Responsible
Party

Description

NH First ERP

Sfystem
Infer (Lawson) Oxbow The Med-IT system shall

Interface with the NH First

system for the payment of
claims
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S.I Interface Responsibilities

5.1.4 The Contractor Team shall provide the State the Contractor Application Data
requirements and examples, of data mappings and interfaces implemented
on other Projects. The Contractor Team shall identify the APIs the State
should use In the design and development of the interface.

. 5.1.5 The Contractor Team shall lead the State with the mapping of legacy Data to
the Contractor Application.

5.1.6 The Contractor Team shall lead the review of functional and technical

interface Specifications.

5.1.7 The Contractor Team shall assist the State with the resolution of problems
and issues associated with the development and Implementation of the
Interfaces.

5.1.8 The Contractor Team shall document the functional and technical
Specifications for the interfaces.

5.1.9 The Contractor Team shall create the initial Test Plan and related scripts to
Unit Test the interface. The State shall validate and accept.

5.1.lOThe Contractor Team shall develop and Unit Test the Interface.

5.1.11 The State and the Contractor Team shall jointly verify and validate the
accuracy and completeness of the interface.

5.1.12The State shall te responsible for documenting the procedures required to
run the interfaces in production.

5.1.13The State shall document the technical changes needed to legacy systems to
accommodate the Interface.

5.1.14The State shall develop and test all legacy application changes needed to
accommodate the interface.

5.1.15The State and the Contractor Teams shall jointly construct test scripts and
create any data needed to support testing the interfaces.

5.1.16The State is responsible for all data extracts end related formatting needed
from legacy systems to support the interfaces.

5.1.17The State is responsible for the scheduling of interface operation in
production.

6 APPLICATION MODIFICATIONS

To rnore fully address the State's requirements, the Contractor Team shall implement the
following application modifications. The following Table 6.1 identifies the modifications that
are within the scope of (his Contract.

2016-076 Exhlbil l-Work Ran Date

Part 3 Page 58 ot 66
OxSow Data Mandgomenl Systems. LLC Contractor Initials;



STATE OF NEW HAMPSHIRE

Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

PART 3-EXHIBITS

Table 6.1; Modifications - Contractor Developed

Requirement ; Components. if
applicable

, Enhancement Description'

i

\  ;

N/A N/A

7 PRELIMINARY WORK PLAN

Table 7.1: High Level Preliminary NH Project Plan

Task Name Duration' Start' Finish

Requirement Analysis 2 days 5/2/16 5/3/16

Establish NH Development Environment 1 day 5/4/16 5/4/16

Enhancement (Fiscal Interface File) 13 days 5/5/16 5/23/16

Data Conversion 30 days 5/4/16 6/14/16

Acceptance Testing 5 days 6/20/16 6/24/16

Training 5 days 6/27/16 7/1/16

Go Live Process 5 days 7/4/16 7/8/16

This plan is Intended to provide relative numbers of worl^ days needed to complete the major
steps. It Is based on a start date of 5/2/2016. Actual work plan dates and schedules will be
determined at contract award and will need to be modified to Include existing obligations for
the Department of Health & Human Services and OxBow.

Date:

Contractor Initials
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EXHIBIT J

SOFTWARE AGREEMENT

OxBow OMS, LLC. Med-IT^
Service Level Agreement (SLA)

This service level plan defines the ser\'ice oi the level of functional content and operational results. Jt
does not describe specific technical tools which are used, or imply the use ofa particular technology,
unless otherwise specifically stated. This service description is neutral with respect to the technical
implementation of the service and the determination of marginal technical details. The service
description pertains to the flow of work, the roles and respotuihilities. and the expected results of
successful ser\<ice fulfillment

The term 'Customer' used within this document refers to the fded-Tl* Subscriber Entity authorized use
ofthe Med-JT* system and to which OxBow DMS, LLC has an active contract.

1. Definition of Services

OxBow will render Med-IT® Services in a professional manner, consisicnl with accepted industry
standards. OxBow will provide Program Subscriber Services that include:
• Access to and the use of the following Med-IT® services by the Customer and its designated users.
• Support of the Med-IT® product (Operations and Technical Support) as needed to maintain system
functionality as agreed to in the original SOW and as modified through other contracted
enhancements.

The Customer owns the rights to all data and may retrieve data from the system using
the Med'IT^ export functions at any time.

2. Performance Services (Operations)
OxBow shall be excused for delay in the performance of any obligations hcreunder when such delay
is the result of or attributable to the elements, acts of war. terrorism, nature, federal government
actions, delays in transportation, manufacturers' delays in providing pans or products or problem
solutions, or any other cause beyond our reasonable control.

a. System Availability:
OxBow will maintain all patches, upgrades, and maintenance of firewalls, operating systems,
databases, and hardware needed to provide ongoing access to Mcd-IT® and the agreed upon
functionality. Scheduled availability to the Customer will be as follows;
1) 98% during peak operating hours (SAM - 5PM Central Time, Monday - Friday, excluding Federal
holidays).

2) 95% for non-peak operating hours.
3) Scheduled Downtimes arc excluded from this calculation. Availability will be measured at the
firewall inside the host.
4) Scheduled downtimes for maintenance and upgrades will be planned for non-peak operating hours.
Routine planned downtimes will be coordinated and announced at least 24 hours in advance.
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b. Incident Response:
The OxBow help desk will irack siotus of fill submitted/reported incidcnls. OxBow will respond to"
problems to meet stated Mcd-IT® avallfibiiity, os required. Technicfil and operatiohal problems will
be detected, diagnosed, and corrected in order to restore service to its installed base slate of operation.
All technical problems will be logged, tracked, and reported. Where possible. OxBow will provide
notification and status updates to keep Ladies First informed appropriately for the plans and level of
impact on operational availability.

c. Data Repository and Recovery
OxBow will maintain all data placed within Med^lT® and will not delete data without written
direction from the Customer.

OxBow will maintain a current library of encrypted backup tapes including a daily backup rotated
every 30 days, a backup performed the 1 u and 15ih of each month and maintained for 6 months, and
monthly backups for 2 years. Recovery will be made to the most recent unccrrupled backup available.
Upon need for a recovery, OxBow will provide status and estimated time to repair.
OxBow will provide a copy of the data in an appropriate format at the end of the contiBct upon the
Customer's request.

d. Security
OxBow will provide safeguards to protect Customer data and provide stated ovailabiliiy as a hosting
and technical support facility, to include':
• Providing a secure facility for hosting of Mcd-IT® data
• Providing encrypted transmission of data
• Annual Penetration and Vulnerability assessment by an independent third-pany
• Complying with appropriate NIST standards
• Complying with HIPAA safeguards

3. Technical Support
a. Help Desk Support
OxBow will provide Tier 2 Help Desk support during normal business hours (8-5 Central Time,
Monday-Friday) and will normally respond to Customer, requests for technical assislancc/suppon
within 4 hours, but no later than 1 business day. Tier 1 support will be provided by the Customer. If
the Tier 1 contact is unable to complete the support issue. Customer administration personnel will
contact OxBow using the provided phono number or email address.
Examples of Tier 2 responsibilities include: verifying Mcd-IT® status, unlocking Program
administrator accounts, restoring data, or verifying a program fault or feature error.
All system functional problems will be logged, tracked, and reported. Where possible, OxBow will
provide notification and status updates to keep Ladies First informed appropriately for the plans to
repair functionality.

b. Technical Sijpport Requests
A request for services functionality beyond that specifically agreed to in the SOW will be considered
a request for technical support beyond this Plan.
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OxBow will coordinate appropriate service changes with the Customer. OxBow will provide
time/cost estimates for requested implementation. All requested changes will require approval from
the Customer prior to work being'-siartcd- OxBow will bill for actual time to complete requested
service modification as work is.compl^id^

4. Customer Duties and Responsibilities
a. OxBqw Med-IT* Service requires the Customer be responsible for:
• Identifying to OxBow a program primary and secondary point of contact for coordination, technical
support request response, and notifications.
• Identifying a primary Med-ITi^ system administrator to OxBow.
• Administering their program within Mcd*rr<8>. to include granting access and setting roles for their
PHI authorized users.

• Ensuring user training.
■ Providing Tier i Help Desk support.

The Customer Tier I support should be the first stop for all general support questions, health program
issues, and data access problems. Examples of Tier I responsibilities include unlocking user
accounts, adding user accounts, and answering questions regarding how certain data should be entered
or reported. The Customer help desk manager decides, based upon the contract requirements, whether
they require additional support from OxBow and make the initial contact with OxBow's Help Desk.

b. The Customer and their designated PHI authorized users are responsible for:
• Obtaining and maintaining.browsers with appropriate enciyption capability and providing access to
the intcmel to reach the Mcd-IT® portal.
• Ensuring adherence by their users to such laws and policy that apply and constitute the legal use of
Med-rr<8).
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EXHIBIT K.

WARRANTY

1. WARRANTIES

1.1. System

1.1.1. The Contractor warrants that the System wil) operate to conform to the
Specifications, terms, and requirements of the Contract.

1.2. Software

1.2.1. The Contractor warrants that the Software, including but not limited to
the individual modules or functions furnished under the Contract, Is
property functioning within the System, compliant with the"
requirements of the Contract, and will operate in accordance with the
Specifications and Terms of the Contract.

1.2.2. For any breach of the above Software warranty, the State's remedy,
and the Contractor's entire liability, shall be: (a) the correction of
program errors that cause breach of the warranty, or If the Contractor
cannot substantially comect such breach In a commercially reasonable
•manner, the State may end its program license If any and recover the
fee's pa^to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program
license; or (b) the re-performance of the deficient Services, or (c) If the
Contractor cannot substantially 000*001 a breach In a commercially
reasonable manner, the State may end the relevant Services and
recover the fees paid to the Contractor for the deficient Services.

1.3. Non-tnfrlingement

1.3.1. The Contractor warrants that It has good title to, or the right to allow
the State to use, all. Services, equipment, and Software CMaterial")
provided under this Contract, end that such Services, equipment, and
Software do not violate or Infringe any patent, trademark, copyright,
trade name or other inteliectual property rights or misapproprtate a
trade secret of any third party.

1.4. Viruses; Destructive Programming

1.4.1. The Contractor warrants that the Software shall not contain any
viruses, destructive programming, or mechanisms designed to disrupt
the performance of the Software in accordance with the
Specifications.

1.5. Compatibility
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The Contractor warrants that all System components, including but not
lirhlted to the components provided. Including any replacement or
upgraded System Software components provided by the Contractor to
correct Deficiencies or as an Entiancement, shall operate with the rest
of'the System without loss of any functionality.

1.6. Services

1.6.1. The Contractor warrants that all Services to t)e provided under the
Contract will be provided expediently, in a professional manner. In
accordance with industry standards and that Services will comply with
performance standards. Specifications, and terms of the Contract.

2. WARRANTY PERIOD

2.1.1. The Warranty Period shall remain in effect until the conclusion or
termination .of this Contract and any extensions, except for the
warranty for non-Infringement, which shall remain in effect' In
indefinitely.
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EXHIBIT L

TRAINING SERVICES

The Contractor shall provide on-slte Training Services for two (2) users over the course
of three (3) full days. The Contractor shall provide training as shown in the agenda
below:

System Training

Agenda
Day 1: General System & Data Entry

•  Morning - General Overview (All users)

o Med-IT* Overview

o System Navigation

o General Data Relationships

o BCC Workflow - Normal Findings

o WW Workflow (optional)

o CRC Workflow (optional)

•  Afternoon - Abno.rmal Screening (All users)

o Pap Guidelines

o B.CC - Abnonmai Findings

o Review Unusual Situations

0 Patier^t Navigation/Case Management

o Summery of Services Functions

o General User Reports

Day 2: Reports and BlllinQ

• Morning - Reports and Uliiities (Staff users)

0 Administrator

o Client Management

o Quality

o CDC

o Update Utilities
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•  Aftemoon - BdlinQ fFlscal Manaoement usersl

o Contract and Provider Setup

o Fund Management

o Contract Years
/

o CPT Codes

o Business Rules

o EDt

o Billing Authorization

o Billing Reports

Pay 3: Administration and Data Manaoement

•  Morning - Administration (Program Administrators)

o Program Management

9 Role Management

o User Management

o Lookup Tables

o Admin Reports

o Calendar of Activities

Aftemoon - Data Management (Data Manager)

o CarK:er Registry Linkage

o MDEs

o MDE Checklist

o  Insurance Referral

o Ad-hoc Queries

o Data Dictionary

o Data Extraction
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SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, In the furtherance of the aforesaid covenants, the Contractor hereby covenants ar^
agrees as follows:

1. Compliance with Federal and State Lows; If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Ootormlnatlon: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made end remade al such times as are prescribed by
the Department. •

3. Oocumerrtatlon; In addition to the determination fomis required by the Department, the Contractor
shall maintain a data Tile on each recipient of services hereunder, which nie shell include.all
information necessary to support an eligibility determination and such other Information as the
Department requests. The Contractor shall furnish the Department with al) forms and documentation
regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that ell applicants for services hereunder, as well as '
individuals declared Inellgibte have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that al) epplicants for services shall be permitted to fill out
an application fonn end that each applicant or re-applicant shall be Informed of his/her right to a fair
hearing in accordance with Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees (hat H is a breach of this Contract to accept or .
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the Slate in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if It is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contrect or in any
other document, contract or understanding, h is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to eny individual prior to the Effective Date of the Contract
and no payments shall be made for expenses Incurred by the Conlrector for any services provided
prior to the date on which the individual applies for services or (except es otherwise provided by the
federal regulations) prior to a determination that (he Individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or al a
rate which exceeds-the rale charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
In excess of such costs or in excess of such rates charged by the Contractor to ineiigtble individuals
or other third party funders, the Department may elect to:
7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established:
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement in

excess of costs;
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7.3. E>em8nd repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute en Event of Default hereunder. When the Contractor is
permitted to detennine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTEI«tANCE, RETENTION. AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:
8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs

-  and other expenses incurred by the Contractor In the performance of the Contract, end ell
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufHciently and
property reflect all such costs and expenses, and which are acceptable to the Department, and
to include, v^thout limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, tabor time cards, payrolls, end other records requested or required by (he
Department.

8.2. Statistical Records: Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application end
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding tha provision of services and all invoices submitted to (he Department to obtain
payment for such services.

8.3. M^ical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States. Local Covernments, and Non
Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations.'
Program's, Activities and Functions, issued by the US General Accounting Office (GAG standards) as
they pertain to financial compliance audits.
9.1. AudK and Review: During the term of this Contract and the period for retention hereunder. the

Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liablliti^: In addition to and not In any way In limitation of obligations of the Contract, It is
understood and agreed by the Contractor that the Contractor shall bo held liable for any state
or federal audit exceptions end shall return to (he Department, el) payments made under the
Contract to which exception has been taken or which have been disallowed because of such en
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
In connection with the performance of the services and (he Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such Information, disclosure may be made to
public officials requiring such Information in connection with their officiai duties and for purposes
directly connected to the administration of the services end the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attorney or guardian.
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical; The Contractor agrees to submit the follciwing reports at the following
limes if requested by the Department.
11.1. Interim Financial Reports: Written interim financial reports containing a detailed description of

all costs and non-allowable expenses incurred by the Contractor to the dale of the report and
containing such other Information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shati be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be In a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

12. Completion of Servlcea: Disallowance of Costs; Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitalion
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as,
by the terrns of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if. upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall Include the following
statement:

13.1. The preparation of this (report, docunient etc.) was ftnanced under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g.. the United Stales Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchas^ under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS Nvill retain copyright owr»ership for any and all original materials
produced. Including, but not limited to, brochures, resource directories, protocols orgukJelinesi'^i^-.
posters, or reports. Contractor shall not reproduce any materials produced under the cbniract without
prior written approval from DHHS.

15. Operation of Facilities: Conipllanco with Laws and Regulations: In the operation of any facilities
for providing services. tl)6 Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duly upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be requir^ for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at ell times comply with the terms and
cond'ttions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be iri conformance with local building and zoning codes, by
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Ptan (EEOP) to the Office for Civil Rights. Office of Justice Programs (OCR), if H has
received a single award of $500,000 or more. If the recipient receives $25,000 or more end has 50 or
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more employees, it will maintain a current EEOP on file and submit en EEOP Certification Form to the
OCR, certifying that Its EEOP Is on file. For recipients receiving less than $25,000. or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Cert^^ion Form to the'OCR certifying It is not required to submit or maintain an EEOP. Non
profit organiz^ions, Indian Tribes, and medical and educational institutions ore exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Ceriificalion Forms are available at: http://www.o]p.usdoj/about/6cr/pdf8/cert.pdf.

17. Limited English Proflcioncy (LEP): As clarified by Executive Order 13166. Improving Access to
Services for persons with Limited English Proficiency, ̂end resutting e9er\cy guidance, national origin
discrimination Includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the CM)
Rights Act of 1964. Contractors must take reasonable steps to ensure thai LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
folkjwing shall apply to all conlracls that exceed the Slm^rtied Acquisiiion Threshold as defined In 48
CFR 2:101 (currently. $150,000)

Contractor Employee Whistleblower Rights and Requirement To Inform Employees of
Whistleblower Rights (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
end remedies in the pitot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub L
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described In section
3.908 of the Federal Acquisition Regulation.

(c) The Conlractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: OHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perfomi certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the sut>con1ractor's ability to perfomi the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the sutxontrector end provides for revoking the delegation or imposing sanctions if
the sut>con1reclor'8 performance Is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor end the Contractor is responsible to ensure subcontractor compliance
wHh those conditions.
When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:
19.1. Evaluate the prospective subcontractor's ability to perform the activities. t)efore delegating

the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
respcnslbiltties and how sanclions/revocalion will be managed if the subcontractor's
performance is not adequate

19.3. .Monitor the sut>contrector's performance on an ongoing basis

EmuXt C - special Provbloas Controaor Inhlib.
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor Identifies deHciencies or areas for improvement are identified, the Contractor shall
take corrective action.

DEFINITIONS

As used in the Contract, the following terms shall have the following meanings;

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be
allowable and reimbursable in accordance with cost and accounting principles established In accordance
with state and federal laws, regulations, rules and orders.-

DEPARTMEf^TT: NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is
entitled "Financial Management Guidelines" and which contains the regulations governing the financial
actrvities of contractor agencies which have contracted with the State of NH to receive funds.^

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting forth
the total cost and sources of revenue for each service to t>e provided under (he Contract.

UNIT; For each service that the Contractor is to provide to eligible irtdividuals hereurtder. shall mean that
period of time or that specified activity determined by the Department and specified In Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws,, regulations, etc. as
they may be amended or revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541 -A, for the purpose of implementing State of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees thai funds provided under this
Contract will not supplant any existing federal funds available for these services.

CxhibH C - special Fiovtakms Corvacior Initials
\
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Now Hampshire Department of Health and Human Services

Exhibit C-1

REVISIONS TO GENERAL PROVISIONS

1. * Subparagraph A of the General Provisions of this contracl. Conditional Nature of Agreement, is
replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT.
Notwiihslanding any provision of this Agreement to the contrary, ell obligations of the State
hereunder. including without limitation, the continuance of payments. In whole or in part,
under this Agreement are contingent upon continued appropriation or availability of funds,
Including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or exwulive action that reduces, eliminates, or olhenivtse
modifres the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A. Scope of Services, In whole or In part. In rx> event shell the
State be liable for any payments hereunder In excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have tfie right to withhold payment until such funds become available. If ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account Into the
Account(s) Idenlified in block 1.6 of the General Provisions, Account Number, or any other,
account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract. Termination, is amended by adding the
following language;

10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of
the State. 30 days after giving the Contractor written notice that the State is exercising its
option to terminate the Agreement.

10.2 In the event of early terminatioh. the Conlrector shall, within 15 days of notice of early
termination, develop and submit to the Slate a Transition Plan for services under the
Agreement, including but not limited to. identifying the present and future needs of dients
recei\ring services under the Agreement and establishes a process to meat those needs.

10.3 The Contractor shall fully cooperate with the Stale and shall promptly provide detailed .
information to support the Transition Plan including, but not limited to. any Information or
data requested by the Slate related to the termination of the Agreement ar)d Transition Plan
end shall provide ongoing comrnunicatlon and revisions of the Transition Plan to the State as
requested.

.  10.4 tn ihe event that services under the Agreement, induding but not limited to dients receiving
services under the Agreement are transitioned to havir^g services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
unlnternjpted delivery of services in (he Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall Indude the proposed communications in Its
Transition Plan submitted (o the State as described above.

3. The Division reserves the right to renew the Contract for up to four additior^al years, subject to the
confinued availability of funds, satisfactory performance of services and approval by the Governor
and Executive Coundl.

ExNbi] C-1« Rvvlsions loStarxlsrO Provlskxis Contrsctor lr>hl«ls
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Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L iOQ-690. Title V. Subtitle D; 41
U.S.C. 701 ct seq.). and further agrees to have the Contractor's representative. as Wentified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification;

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
VV^place Act of 1988 (Pub. L 100-690. Title V. Subtitle D; 41 U.S.C. 701 et seq.). The January 31
1989 regulations were amended and published as Pert II of the May 25.1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contrartors). pror to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regula^n provides that a grantM (and by Inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year In lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certrfication shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors uslno this form should
send H to: -a w

t

Commissioner
NH Department of Health and Human Services
129 Pleasant Street.
Concord. NH 03301-6505

1. The grantee certifies that It will or will continue to provide a drug-free workplace by:
1.1. Pubfishlng a statement notifying employees that the unlawful manufacture, distribution

dispensing, possession or use of a controDed substance 1$ prohibited In the grantee's "
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to infonm employees about
1.2.1. The dangers of drug abuse in the wofkplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. • Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations '

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a):
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will.
1.4.1. Abide by the terms rf the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency In writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

E*WM D - CertJftcatlon fes«rding Omg Free ContnaorlrWih
Wortcptece ReqUrements
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(8) of each affected grant:

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2. with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. State, or local health,
law enforcement, or other appropriate agency;

1.7. leaking a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs i. 1.1.2, i .3.1.4.1.5. and i .6.

2. The grantee may Insert in the space provided below the slte(s) for the performance of work dor^e In
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ If there ere workplaces on file that are not identified here.

Contractor Name: OxBow Data Managem«nr Systrms. LLC

it? 'Oate NargcBTlFfnifcr S. Maassen
Tilre; Managing Partner

Exhibit 0 - Ccrtiftcaiion regarfling Drug Free Contractor InltlaJa
Workplace Requirements
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CERTIFICATION REQARDING LOBBYING

The Contractor identified in Section 1.3 of the General Prosnsions agrees to comply with the provisions of
Section 319 of Public Law 101*121, Government wide Guidance for New Restrictions on Lobbying, end
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sectiorts 1.11
and 1.12 of the General Provisions execute the following Certification:

tJS DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
'Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicald Program under Title XIX
'Community Services Block Grant under Title Vt
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for Influencing or attempting to influence an ofTicef or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modiHcation of any Federal contract, grant, loan, or cooperative agreement (and by speciftc mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to inftuerKe an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL. (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at el) tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352. Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name: OxBow Data Managcmcnl Sysicmi. LLC

Da
E;:

Name; jeMlk/S. Maassen
Title: J^n<ging Farmer

Exhibit £ - CertMcation Regarding Lobbying ConbBCtor Initiaia
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Exhibit F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contreclor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of (he President. Executive Order 12549 and 45 CFR Part 76 regarding Oebarment,
Suspension, and Other Responslbifity Mahers. and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute (he following
Certification;

INSTRUCTIONS FOR CERTIFICATION
1. By signing end sutimltling this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in (his covered transaction. If necessary, the prospective participant shall submit an
explarmtion of why it cannot provide the certification. The certification or explanation v^ll be
considered in connection with the NH Department of Health and Human Services' (DHHS)
detemnination whether to enter into this transaction. However, failure of the prospective primary
partKipant to furnish a certification or an explanation shall disqualify such person from participation in
this tran^ction.

3. The certification in this clause is a material representation of fact upon which reliance was placed,
when OHHS determined to enter into this transaction. If It is later determined that the prospective
primary participant knowingly rendered en erroneous certification. In addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shaD provide Immediate written notice to the DHHS agency to
wt>om (his proposal (contract) is submitted If at any time the prospectNe primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms 'covered transaction,' 'debarred,' 'suspended.' 'ineligible.* 'lower tier covered
transaction,' 'participant.* 'person.* 'primary covered transaction.' 'principal.' 'proposal.' and
'voluntarily excluded.* as used in this clause, have (he meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) thai, should the
proposed covered transaction be entered into, it shall not knowingly enter Into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting (his proposal that it will include the
clause titied 'Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions,' provided by DHHS. without modification, in all lower tier covered
transactions and In all solicrtations for lower tier covered transactions.

6. A participant In a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it Is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determinas the eligibility of Its principals. Each '
participant may. but Is not required to, check (he Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certificafcn required by this clause. The knowledge and

EtfUM F - C«ftiBc«llon ResflTdlng Oebarmenl. Smpemion Contractor liVtlsh.
And Other ReiponslbOty Matter*
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters Into a lower tier covered transaction with a person who Is
. suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government. DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
1 i.l. are not presently debarred, suspended, proposed for debarment. declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment render^ against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)

;  of this certiftcation; and.
11.4. have not within a three-year period preceding this application/proposal had one or more pubDc

transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarity excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant Is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Debarment, Suspension, Ineligibility. and
Voluntary Exclusion • Lower Tier Covered Transactions." without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions. S

I

I
Contractor Name: OxBow Daia Managcmeni Sysrcms, LLC

Da Name; Jffpnil^S.Mauscn
Title: ,^wanaging Partner

ExNtXt F - CenrftciHon Regarding Oebarment. Suspension . Contrsctor Intilats.
And Other ReiponslMity Matters /
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAiNING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor Identified In Section 1.3 of the General Provisions .agrees by signature of the Contractor's
representativeas identified In Sections 1.11 and 1.12of theOenera.iProvisions. toexecute thefollowing "
cerWicalion: ;•

Contractor will comply. arKi will require any subgrantees or subconlraclors to comply, vrith any applicable
federal nondiscriminaiion requirements, which may Include:

. the Omnibus Crime Control and Safe Streets Act of 1988 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either In employment practices or In
the dclh/ery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Emptoyment Opporlunity Plan;

• the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or In the delivery of services or •
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d. which prohibits reciplenis of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

• the Rehabilitation Act of 1973 (29 U.S.C. Section 794). which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services (X benefits, in any program or activity;

- the Arnericans with Disabilities Act of 1990 (42 U.S.C. Secttons 12131-34). which prohtoits ■
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local

• government services, public accommodations, commercial facilities, and transportation;

• the Education Amendments of 1972 (20 U.S.C. Sections 1681,1683..1685-W). which prohibits
discnmir^tion on the basis of sex in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discriminalion on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
emptoyment discrimination:

- 28 C.F.R. pt. 31 (U.S. Department of Justice R^ulalions - OJJOP Grant Programs); 28 C.F.R. pi. 42
(U.S. Department of Justice Regulations - Nondiscriminaiion: Equal Emptoyment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the lav/s for faith-based and community
organizations): Executive Order No. 13559. which provide fundamental principles and policy-making
criteria for partnerships wilh falth-based and neighborhood organizations;

• 28 C.F.R. pt. 38.(U.S: Department of Justice Regulations - Equal Treatment for Farih-Based
Organizatiof^): and Whls^J^er protections 41 U.S.C. §4712 and The National Defense Authorizalion
Act (NOAA) for Fiscal Ye0r^2o©-(Pub. L. 112-239. enacted January 2. 2013) the Pilot Program for
Enhancement of Contract Emptoyee Whistleblower Protections. v4i)ch protects employees against
reprisal for certain whistle blowir>g activities in connection with federal grants and contracts.

The certificate set out below Is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

ExtitoftG
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In the evenl a Federal or State court or Federal or State administrative agency makes a finding of
distfimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights to
the applicable contracting agency or division within the Department of Health and Human Services, arid
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identrfi^ in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as Identified In Sections 1.11 and 1.12 of the General Provisions, to execute the fottowina
certification;

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
Indicated above.

Contractor Name. OxBow Daia Managemcni Systems. LLC

ZSf
Dat NemeTTcnWfcr S. Maassen

Title.^ Managing Partner

win*
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CERTIFICATION REQARDINQ ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Pah C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18. if the services are funded by Federal programs either
dir^ly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and pohlons of facilities used for inpatienl drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Conlractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227. Part C. known as the Pro-Children Act of 19^.

Contractor Ndme:0xB6w Data Martagemeni Systems, LLC

Da Nam

Til

S. Maassen

(anaging Partner

cuoHHSn 10713
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HEALTH INSURANCE PQRTABLiTY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified In Section 1.3 of the General Provisions of the Agreement agrees to
compty with the Health Insurance Portability and Accountability Act. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined Herein, 'Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health Information under this Agreement and 'Covered
Entity" shall mean the State of New Hampshire. Department of Health and Human Services.

(1) Definitions.

a. 'Breach* shall have the same meaning as the term "Breach* In section 164.402 of Tide 45.
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45. Code
of Federal Regulations.

c. !C2y£(:ed_Enfily^ has the meaning given such term in section 160.103 of Tide 45.
. Code of Federal Regulations.

. b. 'Designated Record Set' shall have the same meaning as the term 'designated record set'
In 45 CFR Section 164.501.

e. 'Data Aaqreoatlon' shall have the same meaning as the term 'data aggregation' In 45 CFR
Section 164.501.

f- 'Health Care Ooerations' shall have the same meaning as the term 'health care operations"
In 45 CFR Section 164.501.

g. 'HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. TIdeXill. Subtitle D, Part 1 & 2 of the An>erlcan Recovery and Reinvestment Act of
2009.

h. 'HIPAA" means the Health Insurance Portability end Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160. 162 and 164 and amendments thereto.

i. 'Indivlduar shall have the same meaning as the term 'individual' In 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

j- 'Privacv Rule" shall mean the Standards for Privacy of Iridlvldually Identifiable Health
Information at 45 CFR Parts 160 and 164. promulgated under HIPAA by the United States
Department of Health and Human Services.

k- 'Protected Health Information" shall have the same meaning as the term 'protected health
Information' In 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.
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I. 'Required bv Law' shall have the same meaning as the term 'required by law" in 45 CFR
Section 164.103.

m. 'Secretary" shall mean the Secretary of the Department of Health and Human Services or
hisfher designee.

n. 'Security Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. 'Unsecured Protected Health Information* means protected health inforrrwtlon that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or Indecipherable to unauthorized individuals and Is developed or endorsed by
a standards developing organization that Is accredited by the American National Standards
Institute.

p. Other Definitions • All terms not othenvise defined herein shall have the meaning
established under 45 C.F.R. Pads 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use. disclose, maintain or transmit Protected HeaRh
.  Infonrtation (PHI) except as reasonably necessary to provide the services outlined under
ExhibR A of the Agreement. Fudher. Business Associate, including but not limited to all
Rs directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set fodh in paragraph d. below; or
III. For data aggregation purposes for the heaRh care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i).
reasonable assurances from the third party that such PHI will be held confidentially and
used or fudher disclosed only as required by law or for the purpose for which R was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under ExhibR A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it Is required by law, without first notifying
Covered EntRy so that Covered Entity has an oppodunRy to object to the disclosure and
to seek appropriate relief, if Covered Entity objects to such disclosure, the Business
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the.Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additionai restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI In violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Acttvltles of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer Immediately
after the Business Associate becomes aware of any use or disclosure of protected
health Information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an Impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall Include, but not be
limited to:

0 The nature and extent of the protected health information involved. Including the
types of Identifiers and the likelihood of re-identiftcation;

o The unauthorized person used the protected health Information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
0 The extent to which the risk to the protected health Information has been

mitigated..

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with ell sections of the Privacy, Security, and
Breach Notifioation Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree In writing to adhere to the same
restrictions end conditions on the use and disclosure of PHI contained herein, Including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered e direct third party beneficiary of the Contractor's Ixisiness associate
agreements with Contractor's Intended business associates, who will be receiving ̂ 1
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pursuant to this Agreement, with rights of enforcement and'indemnification from such
business associates who shail be governed by standard Paragraph fSf 13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five (5) business days of receipt of a wrltten.r^uest from Covered Entity.
Business Associate shall rhake available during horrnat business hours .at its offices all
records, books, agreements, policliss and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Busir^ss Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as direded by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an Individual contained in a Designated Record

'  Set. the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fuKlii Its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Wthin ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered EntHy such information as Covered Entity may require to fulfili its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528.

k. In the event any Individual requests access to. amendment of. or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered, Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as r^ulred by such law and notify
Covered Entity of such response as soon as practicable.

/

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate In connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement. Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction Infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limllatlon(s) In Its
Notice of Privacy Practices provided to Individuals in accordance wfth 45 CFR Section
164.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes In. or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

■ c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance wHh 45 CFR 164.522
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(6) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure Is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms In the Privacy and Security Rule, amended
from time to time. A reference in the'Agreement, as amended to include this Exhibit I, to
a Section In the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment- Covered Entity and Business Associate agree to take such action as Is
necessary to amend the Agreerhent. from time to time as Is necessary for Covered
Entity to comply writh the changes in the requirements of HIPAA. the Privacy and
Security Rule, and applicable federal and state law.

c. Pat? QwnorphiP- The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. / /
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e. Seoreoation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held Invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI. extensions of the protections of the Agreement in section (3) I. the
defense and indemniftcation provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parlies hereto have duly executed this Exhibit I.

OxBow Data Management Systems. LLC

The State ~7) ' Name of ̂  Contractor

ma A j

Signature of Ai^onzed Repreesentative Sign^re ol Authorized Representative

•kName of Authorized Represenrative Name of Authorized Representative

Title of Authorized Representative Title of Authorized Representative

Date Date
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CERTIFICATION REQARDINQ THE FEDERAL PUNDINQ ACCOUNTABILITY AND TRANSPARENCY
ACT fFFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1.2010, to report on
data related to executive compensation and associated first-lier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modrficatlohs result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (OHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting /equirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
"7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if;

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues ere greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public l^w 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification;
The below named Contractor agrees to provide needed information as outlined above to (he NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: OxBow Data Management Systems, LLC

Name:

Title: a

S. Maassen

(anaging Partner
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As Ihe Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity Is; ^61557522

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to above is NO. stop here

If the answer to #2 above Is YES. please answer the following:

3. Does the public have access to Information about the compensation of the executives in your
•business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C,78m(a). 78o{d)) or section 6104 of the Internal Revenue Code of
19867

NO YES

If the answer to 03 above is YES. stop here

If the answer to 03 above Is NO. please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name;

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

cuOHmnioro
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