STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501  1-800-852-3345 Ext. 4501
Fax: 603-271-4327 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Kerrin A. Rounds
Acting Commissioner

Lisa M. Morris
Director

January 3, 2020

His Excellency, Governor Christopher T. Sununu

and the Honorable Council J
State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services to
exercise a renewal option and amend an existing sole source agreement with OxBow Data
Management Systems, LLC (Vendor 273689), 3802 Raynor Parkway Suite 200, Bellevue NE 68123,
to provide a medical information tracking system that integrates health screening data management
with eligibility determination and billing by increasing the price limitation by $107,920 from $206,926 to
$314,846 and by extending the completion date from June 30, 2020 to June 30, 2024, effective upon
Governor and Executive Council. 100% Federal Funds.

This agreement was originally approved by the Governor and Executive Council on June 1,
2016 (item #21) and subsequently amended on July 10, 2019 (Item #11).

Funds are available in the following account for State Fiscal Years 2020 and 2021, and are
anticipated to be available in State Fiscal Years 2022, 2023, and 2024, with authority to adjust
amounts within the price limitation and adjust encumbrances between State Fiscal Years through the
Budget Office, if needed and justified.

05-95-90-302010-5659 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES, COMPREHENSIVE CANCER '

Pl

Fiscal Class Title Activity Current Increase/ Modified
Year Code Modified Decrease Budget
Budget

2016 102-500731 | Contracts for 90080081

Program Services ' $80,526 $0.00 | $80,526
2017 046-500464 | Contracts for 90080081

Program Services $23,020 $0.00 $23,020
2018 046-500464 | Contracts for 90080081 '

Program Services $23,740 $0.00 $23,740
2019 046-500464 | Contracts for 90080081

Program Services ' $24,460 $0.00 $24,460
2020 102-500731 | Contracts for 90080081

' Program Services 1 $55,180 $0 |- $55,180

2021 102-500731 | Contracts for 90080081 30 $25,900 $25,900

Program Services T M
2022 046-500464 | Contracts for 90080081 30 | "“$26620 |, $26,620




His Excellency, Governor Christopher T. Sununu
and the Honorabte Council

Page 2 of 2
Program Services
2023 046-500464 | Contracts for 90080081 $0 $27,340 $27,340
| Program Services
2024 046-500464 | Contracts for 90080081 $0 $28,060 $28,060
Program Sewices
Nl DI T T Total: | $206,926 | $107,920 [ $314,846

EXPLANATION

The original contract is sole source because the integrated software system developed by the
OxBow Data Management Systems, LLC (Oxbow), the Medical Information Tracking System (Med-IT),
is the only web-based system approved by the Centers for Disease Control and Prevention (CDC) for
use by cancer screening programs. Additionally, the Med-IT system is the only web-based data
management and billing system that meets the requirements of the Health Insurance Portability and
Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines

Approximately 16,000 women will be served from the contract amendment through June 30,
2024.

The OxBow system provides the Department’s Breast and Cervical Cancer Screening Program
(BCCP) with a web-based database for women enrolled in this program. This amendment is for Oxbow
to continue to provide the medical information tracking system that patients rely on to remind them of
their appointments/procedures and ensure billing is completed accurately.

The Department's BCCP is a screening program that provides low-income women in New
Hampshire with breast and cervical cancer screenings and follow-up. The Department provides these
services through agreements with over twenty-six (26) screening sites. The program has served close
to 30,000 women since it began in 1997 and continues to serve approximately 4,000 women annually.

Should the Governor and Executive Council not approve this request the Department will lose
the federal funding available to improve the BCCP services, which is being utilized to enhance existing
systems to send automatic reminders to patients about upcoming appointments and/or follow up
procedures. Loss of funding to add enhancements to the current system could result in some women
not receiving screenings that are necessary to maintain good health.

Area Served: Statewide
Source of Funds: 190% Federal (CFDA #93.898, FAIN #6 NU58DP006298)

in the event that Federal Funds are no longer available, General Funds will not be requested to
support this program.

Kerrin A. Rounds
Acting Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF IN EORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nhigov/doit

Denis Goulet
Commissioner

January 28, 2020

Kerrin A. Rounds, Acting Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Acting Commissioner Rounds:

This letter represents formal notification that Ehe Department of Information Technology (DolT)
has approved your agency’s request to enter into a sole source amendment with OxBow Data Management
Systems, LLC. (Vendor #273689), of Bellevue, NE as Wescribed below and referenced as Dol T No. 2016-
078B.

The purpose of this request is to enter into a conltract amendment for The Division of Public
Health Services for the continuation of the Medlcal Information Tracking System (Med-
IT). The Med-IT system integrates health sc|reemng data management with eligibility
computing and billing. Med-IT is the only web-based system approved by the Centers for
Disease Control and Prevention for use by the <|:ancer screening program, and it also meets
the requirements of the CDC Health Information and Portablhty and Accountability Act
(HIPPA) safeguards, reporting requirements and screening guidelines.

The funding amount for this amendment is $107,920.00, increasing the current contract

from $206,926.00 to $314,846.00 and by extending the completion date to June 30, 2024

from the original completion date of June 30 2020. This amendment shall become
effective upon Governor and Executive Council approval through June 30, 2024,

A copy of this letter should accompany the Department of Health and Human Services’ submission

to the Governor and Executive Council for approval.

Slncerely,

enis Goulet
DG/kaf
DolT #2016-078B

cc: Bruce Smith, IT Manager; DolT

"Innovative Technologies Today for New Hampshire's Tomorrow™




STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program

SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #2

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP #2016-078, on
June 1, 2016, Item # 21 (herein after referred to as the “Agreement”), Oxbow Data Management Systems, LLC
(hereinafter referred to as “Vendor”) agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Department of Health and Human Services (hereinafter referred to as
the “Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed 1o amend the Agreement in certain respects;

WHEREAS, the Department wishes to increase the price limitation and payment schedule;

WHEREAS, The Vendor agrees to provide enhancements to MED-IT in order to be compliant with CDC
regulations;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $107,920 to bring the total
contract price to $314,846;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement {Page 1) by extending the Completion Date from June 30, 2020 to June
30, 2024.

2.  Amend Section 1.8, Price Limitation, of the P-37 by increasing the Price Limitation by $107,920 from
$206,926 to $314,846.

3. The Agreement is further amended as described in Table 2:

' SAAS Serwees Pricing Worksheet ;e '
: Exhlblt ‘B, ‘Price and Payment Schedule,: Sectmn 1 Payment Schedule, Subsectlon
,-.3,‘ SAAS Semces ‘Pricing Worksheet, Table 1 341, SAAS Servu:es Pnemg ,
Worksheet to read L

e X B R S AT 2 B IR VU AP URRIP IS Sy

Initial all pages SEE 214r2020

Vendor Initials Page 1 of 4

Amendment template revision 922/17




STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program

SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #2
1.3.4.1. Table 2: SAAS Services Pricing Worksheet
. SAASISERVICEST a.[% SFY3 M ATONE SF ot sIL
loaSEY ity 5 ST ¥ TOTAL™

a..f....a{" appllmblo}‘»n.m . e 'F;:'.i._..-ﬁ:ﬁ!n ik —-‘!‘_{md’ 3!"

Data Conversion $0 $45.687

Travel & Tralning $12,559 | $0 50 S0 $12,550

::::::p;lg;:gm ’ 519'm 520.520 s21.240 521.980 322.680 323.400 524.120 324.840 525.560 5204.120

. $2,560

:;"n‘gﬁ wﬂ‘:;‘g“ $2,500 | 52,500 | $2.500 $12,500 52500
L R TR b T ] e SN S SRl 5.\.:"- e i e
{ERAND TOTAL: 2 ST 1 R e H
Er b ] IR R B uﬂri e SR T PRI o

Table 3 CONTRACT HISTORY 2016-078 - <Integrated Software System for the Breast & Cervical Cancer
Screening Program>

ETCONTRACT; i ™.~ AMEND ymmmmﬁ;?«r?;
L AND 2 ey e ARRE }" s «}“d

._‘mﬁiiﬂN "?;_
.ﬁ.mm\mmw. .u.ﬁ ;
2016-078 Ongma.l Cont:ract Junel 20[6 June 30, 2020 3176,926

{Item #21)
2016078 1® Amendment July 10, 2019 No change in $30,000
Amendment 1 (item #11) completion date
2™ Amendment TBD June 30, 2024 $107.520

Initial all pages
Vendor Initials:
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services )
Integrated Software System for the
Breast & Cervical Cancer Screening Program -

SAAS CONTRACT 2016078
CONTRACT AMENDMENT #2

Except as provided herein, all provisions of the Agreement shull remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

e hereunto set their hands as of the day and year first above written.

Date: ”Z /“///?

bow Data Managefnent Systems, LLC

Corporate Signature Notarized;

STATE OF NEBRASKA

COUNTY OF _SARPY

On this the / 4/ day of WMM—., 2012 before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s'he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto s¢t my hand and official seal.

My Commission Expires:

} GENERAL NOTARY - Stzte of Nebraska
(SEAL) . KATHRYN A YOUNG
weisiehms My Comm, Exp, March 26, 2001

State of New Hampshire

Date: IL’%/ | q
isa Morris, Director
State of New Hampshire
Department of Health and Human Services

Initial all pages ’
Vendor [nitials: Page 3 of 4

oue: 4/4/19"



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-978

CONTRACT AMENDMENT #2

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Y e 2]4]20

Stafe of Ne}w Hampshire, Department of Justice
CRTHELING £PIMNOS

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

Initial all pages
Vendor Initials Page 4 of 4

1[/' q/ ,ci Amendment template revision 9/22/[7



State of New Hampshire
Department of State

CERTIFICATE

i, William M. Gardner, Secrctary of State of the State of New Hampshire, do hercby cenify that OXBOW DATA
MANAGEMENT SYSTEMS, LLC is a Nebraska Limiled Liability Company registered o transaét business in New Hampshire on
April 21, 2016. ) further cenify that all fees and documents required by the Secretary of State’s office have been received and is in

good standing as far as this office is concerned.
f

Business [D: 742784
Cenificate Number: 0004524081

IN TESTIMONY WHEREOQF,

| hereto set my hand and cause 1o be offixed
the Seal of the Sinte of New Hampshire,
this 4th day of June A.D. 2019.

Gor ok

William M. Gardner
Secretary of State




CERTIFICATE OF VOTE

|, Brian Bald, do hereby certify that: .

| am the President of OxBow Data Management Services (OxBow), with the authority to hereby designate Scott
Butler, Contracts Manager, signature authority on behalf of OxBow to enter into said contract with the State and.fo
execute any and all documents, agreements and other instruments, and any amendments, revisions,

or modifications thereto, as he may deem necessary, desirable or appropriate.

@iyh rgdht the Elected Offi€er)
STATE OF NEBRASKA
County of Sarpy _
The forgoing instrument was acknowledged before me this / 4/ Ha day of Neov , 2009

By BR,; an BoJ &

{Name of Elected Officer of the Agency)

C___(Notary. Putific/Justice yp@ Pea@\
{NOTARY SEAL;}

Commissicn Expires: MW%/ _02 /

A GENERAL NOTARY - Stie of Nebrasia
B KATHRYN A YOUNG
mestelomw Wy Comm, £xp. March 24, 2021 ,




ACORD.

Client#: 574122

AFOGNNATIVE

CERTIFICATE OF LIABILITY INSURANCE Y aaroae

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER({S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statoment on
this certificate does not confer any rights to the cartificate holder in lieu of such endorsement(s).

PRODUCER SONEAEY Deidre Moore
Marsh & Mclennan Agency LLC N, £xty. 907-276-5617 [ fare, wo). 907-276-6292
1031 W 4th Ave, Suite 400 Ewal <. deidre.moore@marshme.com
Anchorage, AK 93501 INSURER(S) AFFORDING COVERAGE NAIC #
INSURER 4 : Evanston insurance Company 35378
INSURED INSURER B : Navigators Specialty Insurance Company 35056
OxBow Data Management Systems, LLC (NSURER C : ACE American Insurance Company 22667
3909 Arctic Boulevard Suite 500 INSURER D -
Anchorage, AK 99503 .
INSURERE :
INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY TMAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT GR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR

TYPE OF INSURANCE

ADOLISUBR]
WvD POLICY NUMBER

POLICY EFF. | POLICY EXP
[MWDBYYYY) [(MWDDIYYYY) LIMITS

A X | COMMERCIAL GENERAL LIABILITY MKLVSENV102092

| cLams.maoe OCCUR

| x| BUPD Ded: $100,000

'] *PL is Claims Made

M2/31/2019}12/31/2020 EACH OCCURRENCE $1,000,000

PR I e ey | $100,000

MED EXP {Any one person) 35,000

PERSONAL & ADVINJURY | $1,000,000

Liability
{Claims Made)

| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000
|| POLICY @ Tgtc:)f |Z| Loc PRODUCTS - COMPIOP AGG | 52,000,000
OTHER: Prof. Liab. $1,000,000
C |avromosie uasiTy ISAH08871589 12/31/2019|12131/2020 GOMBREDPINGLELMIT 1 (4 000,000
X| anr auto BODILY INJURY (Per person) | §
: D oLy SCHEQULED BODILY INJURY (Per accident} | §
s
B | [umBrELLALIAB | X |occur SF19FXS718746IC 12/31/2019(12/31/2020 eAcH OCCURRENCE 5,000,000
¥ | EXCESS LIAB CLAIMS-MADE AGGREGATE $5,000,000
oED || RETENTIONS s
WORKERS COMPENSATION PER OTH-

C | WORKERS COMPENSATION o WLRC4813502A 12/31/2019]12/31/2020 X [58ne | (9]
8@}.85%5@2‘@%{%@’3“““@ NIA incl. ND OH WA WY E.L. EACH ACCIDENT $1,000,000
{Mandatory In NH) Stop Gap £.L. DISEASE - EA EMPLOYEE| $1,000,000
It yes, describa under

SCRIPTION OF OPERATIONS bejow E.L. DISEASE - POLICY LbwiT | $1,000,000

A jContractor's Poll MKLVSENV102091 12/31/2019{12/31/2020 Each Condt: $1,000,000

Aggregate: $2,000,000

DESCRIPTION OF OPERATIONS f LOCATIONS / VEMICLES {ACORD 101, Additional Remarks Schedul
Re: Contract #: 2016-078 | Description: Integrated Software System for the Breast & Cervical Cancer

Screening Program. Subject to said policy limits, terms, and exclusions.

, may ba attached ¥ more space is reguired)

_CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Dept. of Health & Human Services
129 Pleasant Street

Concord, NH 03301

SHOULD ANY QOF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTMORIZED REPRESENTATIVE

hedtit More—.

ACORD 25 (2016/03)

1

© 1988-2015 ACORD CORPORATION. All rights reserved.

of 1 The ACORD name and logo are registered marks of ACORD
#54641182/M4579423

WATYC




ey I ‘
A'CORD ADDITIONAL REMARKS SCHEDULE

Page2 _ of 2
AGENCY NAMED INSURED
Marsh & MclLennan Insurance Agency LLC OxBow Data Management Systems, LLC
CARRIER NAIC CODE
EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: 25 FORM TITLE: Certificate of Liability Insurance

This is evidence of insurance procured and developed under the Alaska Surplus Lines Law, AS 21.34, Itis not covered by the Alaska
Insurance Guaranty Association Act, AS 21.80.

ACORD 101 {2008/01) © 2008 ACORD CORPORATION. All rights reserved.

The ACORD namae and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Jeffrey A. Meyers 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner ) 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Lisa M. Morris www.dhhs.nh.gov

' Director

June 10, 2019

His Excellency, Governor Christopher T. Sununu
and:the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services
(DPHS), to enter into a retroactive sole source amendment to an existing agreement with OxBow
Data Management Systems, LLC (Vendor 273689) 3802 Raynor Parkway Suite 200, Bellevue NE
68123, to provide a Medical information Tracking System that mtegrales health screening data
management with eligibility determination and billing by increasing the price limitation by $30,000 from

- $176,926 to $206,926 with no change in the completion date of June 30, 2020, effective retroactive to
May 1, 2019 upon Governor and Executive Council. 100% Federal Funds.

This agreement was originally approved by Governor and Executive Councit on June 1, 2016
(tem #21).

Funds are anticipated to be available in State Fiscal Years 2020, upon availability and
continued appropriation of funds in future operating budgets, wath authority to adjust encumbrances
between state fiscal years through the Budget Office.

05-95-90-902010-5659 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES, COMPREHENSIVE CANCER

Fiscal Class Title Activity Current Increase/ Modified
Year Code Modified Decrease Budget
Budget
2016 102-500731 | Contracis for Program 90080081
Services $80,526 ' $0.00 $80,526
2017 046-500464 | Contracts for Program 90080081
Services $23,020 $0.00 $23,020
2018 046-500484 | Contracts for Program 90080081
Services $23,740 $0.00 $23740
2019 046-500464 | Contracts for Program 20080081 )
Services . $24.460 $0.00 $24 460
2020 102-500731 | Contracts for Program 20080081 .
§emices $25,180 $30,000 $55,180
Y = L T Total: $176,928 $30,000 $206,926



His Excellency, Governor Christopher T. Sununu
and the Honorable Councit
Page 2of 3

EXPLANATION

This request is retroactive because the Department received approval from the Centers for
Disease Control and Prevention (CDC) to amend this contract with federal grant funds in February of
2019. The amendment is to add system enhancements to the Med-It System, a proprietary system, in
order to comply with data requirements from the CDC grant. In order to complete system
enhancements, it was critical to begin this work as early as possible in SFY2019.

The original contract is sole source because the integrated software system developed by the
OxBow Data Management Systems, LLC (Oxbow) the Medical Information Tracking System (Med-IT),
is the only web-based system approved by the Centers for Disease Contro! and Prevention (CDC) for
use by cancer screening programs. Additionally, the Med-IT system is the only web-based data
management and billing system that meets the requirements of the CDC Heailth Information Portability
and Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines.

Approximately 10,000 women will be served from the contract amendment through June 30,
2020.

The OxBow system provides the Department's Breast and Cervical Cancer Screening Program
(BCCP) with a web-based dalabase for women enrolled in this program. This amendment is for Oxbow
to complete enhancements to the existing data system that will-enable screening sites to submit their
billing information electronically rather than using paper forms.

The Department's BCCP is a screening program that provides low-income women in New
Hampshire with breast and cervical cancer screenings and follow-up. The Department provides these
services through agreements with over twenty-six (26} screening sites. The program has served close
to 30,000 women since it began in 1997 and continues to serve approximatelty 4,000 women annually.

The additional funds will be used to create an interface to enable providers to submit billing for
services electronically. This additional functionality will reduce the administrative burden on screening
sites, which include Federally Qualified Health Centers and other facilities who provide low-cost
services to the State's most vulnerable people. The low-income women served by screening sites will
benefit from this automation in the billing process, as it will reduce the likelihood of a women being
incorrectly billed for a service that is covered by the BCCP. Women served through this program have
been known to incorreclly receive bills for services that should be free. Reduction of administrative
burden on these screening sites will help to shift limited resources towards direct clinical care.

Should the Governor and Executive Council not approve this request the Department will lose
the federal funding available to improve the BCCP services, which is being utilized to enhance existing
systems to send automatic reminders to patients about upcoming appointments and/or follow up
procedures. Loss of funding to add enhancements to the current system could result in some women
not receiving screenings that are necessary to maintain good health.

Area S_erved: Statewide
Source of Funds; 100% Federal (CFDA #93.898, FAIN #6 NU580P006298)

In the event that Federal Funds are no longer available, General Funds will not be requested to
support this program.

Res ully submitted,

JeNedy A Meyers
Commissioner



His Excellency, Governor Chri'slopher T. Sununu
and the Honorable Council
Page 30f3

The Department of Health and Human Services” Mission is to join communitics and families
in providing opportunities for citizens te achicve health nad independence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.! Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh‘gov/doit

Denis Goulet
Commissioner

| June 13,2019

Jeffrey A. Meyers, Commissioner
Departmient of Health and Human Services i
State of New Hampshire !
129 Pleasant Street :
Concord, NH 03301 ‘

Dear Commissioner Meyers: 1

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a retroactive sole source contract amendment with
OxBow Data Management System, LLC {Vendor #1'72328), of Bellevue, NE as described below and
referenced as Dol T No. 2016-078A.

The purpose of this retroactive sole source contract amendment is for system enhancements
to the Medical Information Tracking Systcn{ (Med-IT) in order to comply with data
requirements from the CDC. This system int:egratcs health screening data management
with eligibility computing and billing. Med-IT] is the only web-based system approved by
the Centers for Disease Control and Prcventmn for use by cancer screening program.
Additionally, the Med-IT system is the on]y web-based data management and billing
system that meets the requirements of the CDC Health Information Portability and
Accountability Act (HIPAA) safeguards, rcportmg requirements and screening guidelines.

The funding amount for this amendment is $30,000.00, increasing the current contract from
$176,926.00 to $206,926.00 with no change lin the completion date of June 30, 2020,
effective retroactive to May 1, 2019 upon Governor and Executive Councnl approval
through June 30, 2020.

" A copy of this lcncr should accompany the Department of Health and Human Services' submission

to the Governor and Executive Council for approval.

Sincerely,

-

Denis Goulet
DG/kaf

DolT #2016-078A
cc: Bruce Smith, IT Manager, DolT

“Innovotive Technologies Todoy for New Hampshire's Tomorrow"




STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement appraved by Governor and Council, as a result of RFP #2016-078, on
June i, 2016, [tem # 21 (herein sfter referred 10 as the “*Agreement”}, Oxbow Dala Management Systems, LLC
(hereinafier referred 10 as “Vendor"}) agreed 10 supply certain services upon the terms and conditions specified in the

Agreement and in consideration of payment by the Department of Health and Human Services (hereinafier referred 10 as

the “Department™), certain sums as specified therein;

WHEREAS, pursuant 1o the Agreement Section 18: Amendmeni and the provisions of the Agreement, the
Agreement may be modified or emended only by a writien instrument executed by the panies thereto end approved by

the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in ¢ertain respects;

WHEREAS, the Department wishes 1o increase the price limitation;

WHEREAS The Vendor egreces 1o provide enhancements to MED-IT in order to be compliant with CDC

regulations;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $30,000 1o bring the total

contract price to $206,926;

WHEREAS, the Department and the Vendor seek 10 clarify the Agreement,

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the

Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8, Price Limitation, of the P-37 by increasing the Price Limitation by $30,000 from $176,926

to $206,926.

2. Amend Section 1.9, Contracting Officer for State Agency, of the P-37 to read:
Nathan D. White

3. Amend Section 1,10, State Agency Phone Number, of the P-37 to read: '
(603) 271-9631

4, The Agreement is further emended as described in Table 2:

Tahlel e B B N T

I . . e -t

Contrac! #‘20]6-78
Exhubn B Price.snd. Payment

Schedule, Section 1, Payrpene _": ',‘:

.Schedule Subsection 1.3;
SAAHS Sérvices pnelng

Worksheet Table 1 3 41 T

: SAAS Serv]ces Pne:ng Worksheet R U A S

. _,Exh:hlt B, Price and Payi ment, Schedule. Section 1 Pnyment Schedule. Subsect:on
113, SAAS Services’ Pnelng Worksheet Table 1 3.4. 1 SAAS Semccs Pncmg
"Worksheet to rend T

K
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Caocer Screening Program

SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #1
1.3.4.1. Table 2: SAAS Services Pricing Worksheet

SAAS senvnc:—:sm S, SFY w3 L HUSFYLLEY SRYL T USFY " SFY, '..-" -TOT;L .

Aif appllcabla}- ‘2016‘.,','.‘. ol 20177 | 2008, - | L 22019, £. 2020, R :
Data Conversion 545,667.00 - - - - $45,667.00
Travel &

Tmlnlng 312,55900 - = - - 512,55900
Med-IT® - BCC

Subscription $18.800.00 $20,520.00 $21,240.00 $21,660.00 $22.680.00 $106,200.00
Foes

Med-IT® -

Changes & $2,500.00 $2,500.00 $2,500.00

Enhancoments ; $22,500.00 | $12,500.00 $42,500.00

— - — e — - . -
e i e T SN B AL RN R '

GRAND TéTaL; ..‘f." ?36 o |5 25020007} 828740007 - o 0o - 53518000, 2 5208.926.00

5. Amend Part 3, Exhibit G, Section 3, Contractor's Service Level Agreement, Subsection 3.1, Definition of
Services, 10 read:
3.1. Definition of Services

3.0

ER S

315

6. Add Exhibit K, DHHS lnformation Security Requirements.

The Contractor shall render Med-IT® Services in a professional manner, consistem with
accepted indusiry standards. The Contractor shall provide Program Subscriber Services that

include:

3.1.1.1. Access to and the use of the following Med-IT® services by the Department and its

designated

users.

3.1.1.2. Suppori of the Med-IT® product (Operations and Technical Suppon) as needed
maintain System functionality as sgreed 1o in the Controct and as modified through other

contracted enhancements.

The Department owns the rights to all data and may retrieve data from the System using the
Med-IT® export functions at any time.

Creale an Electronic Data Interchange (EDI) interface 10 allow providers to electronically
submit claims to the Breast & Cervical Cancer Program (BCCP).

Facililate inl1por1 of specific BCCP Electronic Health Record (EHR) data elecirpnically to five
community health centers who are members of the Community Health Aceess Network (CHAN)

Implement the comma separated velues (csv) file format for data for CHAN sites.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #1

Toble 3 CONTRACT HISTORY 2016-078 - <lntegrated Software System for the Breast & Cervical Cancer
Screeoing Program>

CONTRACT..| "~ ™™ AMENDMENT TYPE! TTGECTTF ENDDATE °7 ) - CONTRACT
AND s T[S LAt -—APPROV.-\L‘ L Y ira L T AMOUNT.- ¢

AMENDMENT {: * o DATE Y PR

~.NUMBER: X [= .. oS- ) S R AL PR A
2016-078 Ongmal Conuract Juncl,2016 June 30, 2020 | $176,926

{[tem #21) .

2016-078 1# Amendment TBD No change in $£30,000
Amendment 1 completion date

2 TS CONTRACT TOTALN L Lol ol mde, T80 7 70 27 -5206,9267 4.5
_.:.:._i.:f—; -\_-é‘-"_- PR T, S -—a.—-(‘.‘:-...l'.-t'c-.n.-ln .-.:..-':.hii-..‘.--.“.. O ;.._.: ‘... ™ T -: -.r'! -..
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program .
SAAS CONTRACT 2016-078
CONTRACT AMENDMENT #1

Except as provided herein, al} provisions of the Agreement shall remain in full force and effect. This modification shall
1ake effect upon the spproval date from the Governor and the Executive Council.

Corporate Signature Notarized:

STATE OF l Mﬁﬂ @
COUNTY OFMA—
0

On this the. é g day of _m_@a:___, 201§, before the undersigned officer, personally appeared

the person identified directly abovl] or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

N WITNESS WHEREOF 1 hereunto set my hand and official seal.

%4%‘7/’
Notary Public/J usﬁé of ch

My Commission Expires:

GENERAL HOTARY - Statn of Nebrska
(SEAL KATHRYN A YOUNG
My Comm. Exp. March 24, 2021

State of New Hampsbire
@4“&& ..l D \RECTUR bpﬂs Date: b/l$ ) |g

ZAGENCY REPRESENTATIVE NAME, TITLE>
State of New Hampshire
<AGENCY>
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STATE OF NEW HAMPSHIRE
Department-of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078

CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. B

Approved by the Attorney Geuneral

Date: étﬁ’f[dd'?

pshire, Department of Justice

1 hereby centify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

Initial all pages ¢- '
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

A. Definitions
The following terms may be reflecied and have the described meaning in this document:

1. *Breach” means the loss of contral, compromise, unauthorized disclosure,
unauthorized acquisition,” unauthorized access, or ‘any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Heaith
Information, * Breach” shall have the same meaning as the term “Breach” in section
164 402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
incident” in section two (2) of NiST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. '

3. *Confidential Information™ or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation,” Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidentia) Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Persona!l Financial
information (PF)), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4. “End User means any person or enlity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5 *HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data, and changes 1o system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18 Exhibit K, Contracior Inltials _%_
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New Hampshire Department of Health and Human Services
_ Exhibit K, Amendment #1
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network -(designed, tested, and
approved, by means of the State, to transmit) wili be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS data.

8. “Personal Information" (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Pars 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services. ,

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. .

12. “Unsecured Protecled Health Information® means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited 1o all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PH in any manner that would constitute a violation
of the Privacy and Security Rule,

2 The Contractor must not disclose any Confidential Information in response to a

V5. Lasi update 10v0918 Exhibit K, Contracior Initlats ﬁ
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a

subpoena, elc., without first notifying DHHS so that DHHS has an opportunity to

consent or ob]ect to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PH!I in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract..

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes thal are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is- transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in c¢cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting. DHHS
data.

Encrypted Email: End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authortzed to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Oropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mait within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing ponlable devices to transmit
Confidentia! Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

wirelesé network. End User must employ a virtual private network (VPN) when .
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote cammunication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. ' .

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocal. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. ARer such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must: '

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in suppor of protecting Department confidential information.

4. The Contractor agrees to retain all etectronic and hard copies of Confidential Data
in a secure location and identified in section V. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as-a
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New Hampshlre Department of Health and Human Services
Exhibit K, Amendment #1 ’
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition
-\ -

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a docuniented process for
securely disposing of. such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed Dy the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure defetion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in wriling at
time of the data destruction, and will provide written certification to the Department
upon request. The writlen certification will include all details necessary 10
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thiy (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of thus
Contract, Contractor agrees to completely destroy all electronic Confidential Data
" by means of data erasure, also known as secure data wiping.

Iv. PROCEDURES FOR SECURITY

A. Contractor agrees to ;safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Confractor will. maintain proper security controls to protect Department
confidential information ¢ollected, processed, managed and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, {from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., 1ape, disk, paper, etc.).
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls o
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at 8 minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as’ part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors ‘prior to
system access being authorized.

-8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance: with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternale time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts 1o investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must.in all other ‘respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1874 (5 ‘U.S.C. §.552a), DHHS.
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rutes (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the leve!l and scope of security requirements
established by the State of New Hampshire, Department of information Technology.
Refer to Vendor Resources/Procurement at https:/Awww.nh.gov/doitivendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor wili notify the State's Privacy Officer and the
State’s Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by OHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, PI, or
PF! are encrypted and.password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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New Hampshire Department of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

t Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (eg., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any

derivative files containing personally identifiable information, and in all cases,

- such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirecily through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. OHHS
reserves the right to conduct onsile inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HiPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses pravided in
Section VL.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicabie obligations and procedures,
Contractor’s-procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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New Hampshire Departmant of Health and Human Services
Exhibit K, Amendment #1
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, ideniify appropriate
Breach notification metheds, timing, source, and contents from among different
options, and bear costs associated with the Breach nolice as well as any mitigation
measures.

Incidents andfor Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer.
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Sceretary of State of the State of New Hampshire, do hercby centify that OXBOW DATA
MANAGEMENT SYSTEMS, LLC is a Nebraska Limited Liability Company registered to transact business in New Hampshire on
April 21, 2016. 1 further certily that all fces and documents required by the Secretary of Staie's office have been reccived and is in

good standing as [ar as this office is concemned.

Bustness [D:; 742784
Cenificate Number: 0004524081

IN TESTIMONY WHEREOF,
| hereto set my hand and cause to be afTixed
the Scal of the Stalc of New Hampshire,
this 4th day of June A.D. 2019.

Dy o
William M. Gnrdnc'r
Sccretary of State




- CERTIFICATE OF VOTE

|, Brian Bald, do hereby certify that:
1. | am a duly elected Officer of OxBow Data M‘anagement Services.

- 2. The following is a true copy of the resolution duly adoﬁted at a meeting of the Board of Directors of
the Agency duly held on 11/1/2018:
RESOLVED: That the Contracts Manager
is hereby authorized on behalf of this Agency to enter into the said contract with the State and to
execute any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appropriate.
3. The forgoing resolutions have not been amended or revoked, and remain in full force and effect as c;f

the 5% day of June, 2019.

4. Scott Butler is the duly elected Contracts Manager of the Agency.

ﬁgnat# of the Elected Officér)
STATE OF NEBRASKA
County of Sarpy

h -
The forgoing instrument was acknowledged before me this 3'* day of\\l ng 20 lsl

Bym ann wi“h}‘ﬂj
(Name of Elected Officer of the Agency) Q\’\ l/\)‘,&m\

(Notary Public/Justice of the Peace)

(NOTARY SEAL)

, GENERAL NOTARY-Slate of Nebraska
Commission Expires:( 2‘3"‘@# .,L ANN WILLIAMS

. My Comm. Exp. Juns 21, 2019
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDD/YYYY)
5/29/2019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALYER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holdor is an ADDITIONAL INSURED, the policy(les)-must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certsin policios may require an sndorsement. A statoment on this centificats does not confer rights to the

certificato holder In llou of such endorsomant{s).

PROOUCER AT Deidre Moore _
¥aroh & McLennan Agency, LLG . (907)276-5617 fﬁ';.m"”""-“"
1031 West 4th Ave., Suite 400 m”.daidte Booro@marghme . com

DYSURER{S] AFFORDING COVERAGE NAK #
Anchorage AK 99501 mwwggg,svmaton Insurance Co. 35178
NSURED | iesuRER B ACE American Insurance Co. 22687
McCallie Asaociates, Inc. N Navi al Insurance Co, .|36056
Oxbow Data Management Syotems, LLC " Atlan al nsurance Co. 27154
3909 Arctic Blvd., Buita 500 LINSURERE :
Anchorage AR 98503 INSURERE
COVERAGES CERTIFICATE NUNEER:lO/J.S McCallie REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES QF INSURANCE LISTED BELOW HAVE BEEN ISSUED TQ THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE [SSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIEnSmLIMlTS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[T, [RBOC
) TYPE OF INSURANCE Nenlwvn POLICY NUNBER (e RBAT m uums
X | COMMERCIAL QENERAL LIABILITY EACH OCCURRENCE [ 1,000,000
A | cLams-mane E(:loccun Genarsl Lisbillty Ouly L N 100,000
- MELVSENV101)T7 123/31/2018|12/31/2019 | MED EXP (Asy one parson) 3 5,000
| PERSOMAL & ADVINJRY |3 1,000,000
GENL AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE s 2,000,000
lmvmﬁ’& woc PROOUCTS . COMPIOR AGG | & 2,000,000
X_| QTHER: Bel? Ineursd Retgsntion S N .
0 SINGLE LIMIT A
L_ironm UAGILITY | (E2 pocisern 3 1,000,000
B X | any a0 BOOILY ILJURY (Pwr parsany | §
AL CwwED SCnepuen IAABOBIESI6A 1373172010 12/3172018 | BOOILY IJURY (Par naciient)| 3
1 NON-OWNED m ']
|| MIRED AUTOS AUTOS L iPer accidert}
s
_( UMORELLA LIAB octuR BPLEFESTLOTLEIC [12/33/2018 12/31/101% | pACH OOCURRENCE ] 5,000,000
c (x| ExcEssuso CLAIMS-MADE *Doss not apply to AGGREGATE 5 5,000,000
DED I !mmm, PL Teachnology R40
WORKERS COMPENRATION X | SPERT l g;u-
AND ENPLOYERS' UABILITY Yin ATUTE
&«mmnmommrmmcm NiA E.L EACH ACCIDENT 3 1,000,000
B [Mandatory in NH} WLRC4{81)1%40 12/31/2018)12/31/3019 | B, (XSEASE . EA EMPLOYEH 3 1,000,000
BEELRTTION 5F Grenanons bwon Daductibles $750.000 ELOSEASE:POUCYUMT |3 2,000,000
D |Protessional Lisbility 7600102260001 16/01/2018)310/01/2019 | Each Loss 35,000,000
Technology B&D AQoregeis $5,000,000

DESCRIPTION OF GPERATIONS | LOCATIONS / VEHICLES [ACORD 101, Addinonsl Remarks Scivdwie, May be wiisched If mors space fa required)

Ro: BAAS Coptract 2016-078,

Intograted Software Bysten for the Breast & Cervical Cancer Screening

Program. Bvidence of Insurance. Subject to aaid policy limits, terms, and exclusions.

CERTIFICATE HOLDER

CANCELLATION

jennifer.hackett@dhhs.nh.g

S8tato of New Hampsahire .
Dopartment of Health & Human Services
129 Pleasant Strest

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOQF, -NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

Concord, NH (03301 AUTHORIZED REPRESENTATIVE
X Leadbetter/GSERVE = o 25 (e W -
© 1988-2014 ACORD CORPORATION. All r‘lphts morved
ACORD 25 (2014/01) The ACORD narne and logo are reglstared marks of ACORD

INSO25 (201401)
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COMMENTS/REMARKS

This is evidence of insurance procured and developed under the Alaska Surplus Lines Law,
AS 21.34. It is not covered by the Rlaska Insurance Guaranty Association Act, AS 21.80.

Thie insurance was placed by the following Surplus Lines Broker: Worldwide Facilities Inc.
. License #9718. Applies to Companies "A" & "C".

OFREMARK COPYRIGHT 2000, AMS SERVICES INC.
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STATE OF NEW HAMPSHIRE

Frx: 6032714827 TOD Access: 1-800-735-2964

Jtﬁrt')' A. Meyens
Commluioq:r

Marcells J. Bobinsky
Acting Dircctor

May 9, 2016
Her.Excellency, Governor Margare! Wood Hassan
and the Honorable Council
State House
Concord, New Hampshire 03301 )
REQUESTED ACTION

Authorize the Department of Health and Human Services to enter into a sole source
agreement with OxBow Data Management Systems, LLC (Vendor #TBD), 3802 Raynor
Parkway Suite 200, Bellevue NE 68123, to provide a Medical Information Tracking System
that integrates health screening data management with eligibility computing and billing in an
amount not to exceed $176,926, effective upon Governer and Council approval through June
30, 2020. 100% Federal Funds.

Funds are available in State Fiscal Year 2016 and 2017, and are anticipated to be
available in State Fiscal Years 2018, 2019, and 2020, upon availability and continued
appropriation of funds in future operating budgets, with authority to adjust encumbrances
between state fiscal years through the Budget Office, without further approval from the
Governor and Executive Council, if needed and justified.

05-95-90-902010-5659 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND

COMMUNITY SERVICES, COMPREHENSIVE CANCER

DEPARTMENT OF HEALTH AND HUMAN SERVICES gz
&
29 HAZEN DRIVE, CONCORD, N¥) 03301-650) Public Health Secvices
603-271-4612  1-B00-852.1345 Ext. 46)2 VAAAS g s, porvererg e resiorg covn & s

Fiscal Year Class ' _ Title Activity Code | Amount

2016 102-500731 | Contracts for Program Services 30080081 $80,526
2017 046-500464 | Contracts for Program Services 90080081 $23,020
2018 046-500464 | Contracts for Program Services 90080081 . $23,740
2019 046-500464 | Contracts for Program Services 80080081 $24 460
2020 046-500464 | Contracts for Program Services 90080081 $25,180

Sub-Total: $176,926




Her Exceliency, Governor Margaret Wood Hassan
and the Honorable Council
Page 2

EXPLANATION

‘This request is sole source because the integrated software system developed by the
vendor, the Medical Information Tracking System (Med-IT), is the only web-based system
approved by the Centers for Disease Control and Prevention (CDC) for use by cancer
screening programs. Additionally, the Med-IT system is the only web-based data management
and billing system that meets the requirements of the CDC Health Information Portability and
Accountability Act (HIPAA) safeguards, reporting requirements and screening guidelines.

The Department's Breast and Cervical Cancer Screening (BCCP) Program is a free
screening program that provides low income women in New Hampshire with no cost breast
and cervical cancer screenings and' diagnostics. The Department provides these services
through contracts with over twenty-six (26) primary care providers and through agreements
with over 200 providers who bill for clinical procedures. The program has served close to
30,000 women since it began in 1997 and continues to serve approximately 4,000 women
annually. Although implementation of the Affordable Care Act increased the number of low-
income women in New Hampshire who are insured and thus reduced the need for free -
screening, it has not fully eliminated the need to provide screening and diagnostic services to
certain groups of iow income women in New Hampshire. '

The CDC requires that Breast and Cervical Cancer Screening Programs: 1) establish
and maintain a data system to collect, edit, manage, and continuously improve the data
needed to track a woman's receipt of screening, diagnostic and' treatment services; 2)
establish and maintain a system that provides routine. and ad.-hoc:report for program
management; 3) establish methods for reviewing and assessing the compléteness, accuracy,
and timeliness. of data collected; and 4) establish policies to ensure the security and
confidentiality of all data collected. These data are used to provide an understanding of who is
screened with program funds; monitor and project clinical costs; track patients for clinical care
and follow-up; meet reporting requirements for CDC; and to link data to the cancer registry
data. - :

Currently, the Depantment maintains a centralized Cancer Screening and Tracking
Database {(CaST) in order to track Minimal Data Elements {MDEs) for all women enrolled in
the screening program. A CDC contractor provides the Department with a version of CaST
that is installed on a server. Providers and contractors must submit patient data via fax, mail
or e-mail to the Department, which is then entered into CaST by a full-time claims processor.
The data manager can then generate a number of monthly ‘reports, such as missing data
reports and clinical care indicators, as well as provide screening sites with data that can assist
with program planning and quality assurance.

A separate billing application, which was developed by the Department of Information
Technology, is used by the Department to manage direct claims from enrolled providers. The
data manager must manually confirm program enroliment and clinical validity for claims prior
to entering invoices into the billing application. Use of Med-IT will help the Department of
Health and Human Services to better meet protection standards related to protected health
information of women enrolled in the BCCP.

The transition to the Med-IT system is part of a strategic plan to adapt to changes in
health care financing and the chariging needs for access to cancer screening and diagnosis.
In SFY15 the Depariment eliminated a claims processor position and in SFY186 eliminated an
administrative secretary and consolidated remaining responsibilities into a new data manager



Her Excellency, Governor Margaret Wood Hassan
and the Henorable Council
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position. These changes in staffing for the program and the transition from printed paper forms -
that are mailed and faxed to central office will result in a total savings of $800,000 over the
five-year contract period. in SFY16, the BCCP expanded the scope of contracts with primary
* care providers to allow for provision of care coordination services to low income women who
face significant barriers to screening and would not be likely to get screened without this level
of assistance.

The vendor's software application will ensure the Department can meet protection
standards related to protected health information of women enrolled in the BCCP. The
software application will also assist primary care providers:in ensuring care coordination.
services are available to low income women who face significant barriers to breast and
cervical cancer screening services. .

Should the Governor and Executive Council nat approve this request the Department
will lose the federal funding available to improve the BCCP services, which include automatic
reminders to patients about upcoming appointments and/or follow up procedures. This could
result in some women not 'receiving screenings that are necessary to maintain good health.

Area Served: Statewide
Source of Funds: 100% Federal (CFDA #93. 283 FAIN #6 NUS8DP003930-04-01)
In the event that Federal Funds are no longer available, General Funds will not be

requested to support this program.
Respecﬂullygb

arcella J. Boblnsky
Acting Director

"Approved by: Lﬁl{/\,

ffrey A. Meyers
Commissioner

The Department of Heaith and Human Services’ Mission is to join communities and familics
in providing opportunities for citizens to achieve heaith and independenice.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOCY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TOD Access: 1-800-735-2964
www.nh.gov /doit

Deols Goulet
Commissioner

May 16,2016

Jeffrey A. Meyers, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissicner Meyers: .
This letter represents formal notificetion that the Department of Information Technology (DolT)
has approved your agency’s request 10 enter inte B sole source contract with OxBow Data Management
Systems, Bellevue, NE, as described below and referenced as Dol T No. 2016-078.
The pl.irpose of this contrect is to provide Medicz! Information Tracking System (Med-
IT) that integrates health screening data management with cligibility computing and
billing. Med-IT is the only web-based system approved by the Centers for Disease
Control and Prevention for use by cancer screening program. Additionally, the Med-1T
system is the only web-based data management and billing- system that meets the
requirements of the CDC Health Information Portability and Accountability Act
(HIPAA) saleguerds, reporting requirements and screening guidelines. This contract is
not to exceed $176,926, effective upon Governor and Council approval through June 30,
2020.

" A copy of this leticr should sccompany the Depanmem of Informstion Technology 8 submission
to thc Governor and Executive Council for approval.

Sincerely,

ng“%ms Goulet

DG/mh '
Contract 2016-078

“Innovative Technologles Todoy for New Hompshire's Tomorrow”



FORM NUM BER P-J? (version 5!8![5)

Subject:

Notice: This agreement and all of its am.\chments shall become public upon submission to Govemor and
Executive Council for spproval. ‘Any information that is pnme confidential or proprictary must
be clearty identified to the agency and weed to in writing prior to signing the tontract.

AGREEMENT
T‘hc Suate of New Hampshue and the Comractor hereby murually agree us follows.
GENERAL PROVISIONS
J. IDENTIFICATION.
1.1 State Agency Name 1.2 Steic Agency Address
Department of Health & Human Services 129 Pleasant Streen
Concord, NH 0331
13 Conrractor Name i.4 Contrector Address
OxBow Dats Management Systems, LLC : 3802 Raynor Parkway, Sutic 200
Believue, NE 6812) -
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation %
Number DXLV 2L e
{402) 991 -60]6 ’ 05-95-90-902010-5659 June 30, 20— . $176926
1.9 Comntracting’ Ofﬁur for State Agency 1.10 Siate Agency Telephone Number
Eric D. Borrin {603)271-9558.
1.1} Contractor digna . [.12 Namc and Title of Comrector Signatory

Jennifer §. Maassen, Managing Partner
y R

]

o

113" Acknawledgement: Stete of Nebraska . County of Sarpy

- 28 April 2016 before the undersigned officer, personally appeared the person identificd in block 1.12, or satisfactorily
prov:n to be the person whose name is signed in block 1.11, and acknowledged that w/he executed lhls document in the capacity

indicated in block 1.12.

1.33.1 Signature of No

it or Justice of the Peacc lmm hdm

ﬁhhlﬂall."

{Sesl)

1.132 Name and Title of Notary or Justice of the Peace
Kathryn A. Young, General Notary

[.14  Stte Agency Sigaa 1.15 Neme end Titlc of State Agency.Signatory
) 77/’; Date: &fet /(p Marrrlqug.}w,ﬁ_‘/ ﬂdyiu ite ¢ fot”

1.16 Abproval by 1 N.H. Deparurent of Adminisuation, Division of Personnel (if applicable)

By: . Director, On:

1.17 Approvaby the Attomey General (Form, Substance and Execution) (if opplicable)

7 Mo M Rﬂp{rm %}13}

118 Approval by the Governor apd Executive Ceuneil (;t abplicable)

By: On:

Page | of 4



Execative Councll for approval. Any information that Is privese, confidential or proprictary must
be clearly identified i the agency and agreed 1o in writing priot to signing the contract.

) AGREEMENT
The State of New Hampshire and the Contractor bereby mutually sgreo as follows:
) "GENERAL PROVISIONS
). - IDENTIFICATION. *
1.1 Statc Ageacy Name 1.2 Swuic Agenry Address
Department of Health & Humen Services 129 Pleasant Street
Concord, NH 01101 -
i3 Ceatracior Name ‘ 1.4 Contractor Address
OxBow Datn Management Sysiems, LLC 3802 Raynor Paricovny, Sutic 200
: Bellowue, NE 6812)
1.5 Contratter Phone © 1.8 Accouni Number 1.7 Completion Date 1.8 Price Limitnion
Number . 2020 M :

{402) 9916036 05.95-90-902010-5659 June 39, 2049 4! W 5176926
1.9 Contucting Offices for Staia Agency “T'1.10 Sute Ageocy Telephoae Number
Eri¢ D, Bogyin ' - {603) 2719558
1.1] Contractor B 1.12 Nm-wdﬁdeofaamﬁmslmy

# fennlfer 5. Muassen. Managing Partacr

" 113 Acknowledgement: Sutoof Nebraska , Coonty of Sarpy

On 28 April 2016 _ beforo the uadersigned officer, personally appeared the person identified In block 1.12, or satisfactorily
proven to be the person whase name is signed in black 1.1, and scknowledged that she axecuted this document In the capacity
indlcated In block 3.12.

ATHITYIN A YOUNO

1130 Signanure of it of Justics of tho Peace ‘ GEXERAL RGTAD - Str 6 Roterchy
é-u—.umum

L
1112 Nume and Title of Notary or Justice of the Peace
Kathryn A. Young, General Notary

L.15 Name end Tide of Stats Ageney Signstory -

1.14 _Sae Agency Sig
Dato: j/i,f// t Marel ,"JgJWILY AJM ite e for

1.16 Abproval by té N.H. Departrobm of Administation, Division of Personne! (if applicable)
By: ) * Director, On:

117 Approval by the Ausmey Genern) {(Form, Substance end E.v.ean-i-;:;)_afnppikabh)

By: On: .
TAT_Approval by (he Governor and Execwsive Councll (if applicable)
By: On:

Pngeloh
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Stete of New Hampshire, acting
through the agency identified in block 1.1 (*State™), engages
contractor identified in block 1.3 (“Contractor”) to perform,
and the Contrector shall perform, the work or sale of goods, or
both, identified and more particularly described in the atiached
EXHIBIT A which is incorporated hercin by reference
("Services”). :

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement 10 the.
conltrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, ond all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agrecment shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Daie™}). '

3.2 If the Contractor cammences the Services prior to the
Effective Date, all Services performed by the Contractor prior
10 the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the Staie shall have no liabitity to the
Contractor, including without limitation, any obligation 1o pay
the Contractor for any cosis incurred or Services performed.
Contractor must complete gll Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
wilhout limitation, the conlinuance of paymenis hereunder, are
contingent upon the availability and continued approprigtion
o!‘ funds, and in no event shall the State be liable lor any
payments hereunder in excess of such available appropriated
funds. In the event of & reduction or termination of :
appropriated funds, the Statc shall have the right to withhold
payment until such funds become available, il ever, and shall
have the right to terminatc this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required 1o transfer funds from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of

payment are identificd and more panticularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shail be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The Stale
shail have no liability to the Contractor other than-the contract

, price.

5.3 The State reserves the right to ofTset from any amounts
otherwise payable to the Contracior undcr this Agreement
those liquidated amounts required or permitied by N.H. RSA
£0:7 through RS A B0:7-c or any other provision of law.

$.4 Notwithstanding any provision in this Agrecment o the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. -

6.1 In connection with the performance of the Services, the
Contractor shall comply with all siztutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunily
laws. This may include the requircment lo utilize suxiliary
aids and services to ensure that persons wilh communication
disabilities, including vision, bearing and speech, can
communicaie with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate ngainst employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientalion, or naticnal origin and will take
affirmative action to prevent such discrimination.

6.3 H1his Agreement is funded in any part by monies of the
United States, the Contractor shall ecomply with all the
provisions of Execulive Order No. 11246 (“Equal
Employment Opportunity'), as supplemented by the
regulations of the United Siates Depaniment of Labor (41
C.F.R. Part 60), and with nny rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement thesc regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with alt rules, regulations and orders,
and the covenants, lerms and conditions of this Agrecment.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that gl personnel cngaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwisc autharized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shalt not hire,
and shall not permil eny subcontractor or other person, firm or
corporation with whom il is engaged in n combined effort to
perform the Services to hire, any person who is a Stale
employee or official, who is materially involved in the
procurement, administralion or performance of this

Page 2 of 4
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Agreement. This provision shall survive termination of this
Agreement, .

1.3 The Conracting Officer specified in block 1.9, or his of
her successor, shall be 1he Siale’s representative. In the event

.- of any dispute concerning the inierpretation of this Agrecment,

the Contracting Officer's decision shall be final for the Siate.

8. EVENT OF DEFAULT/REMEDIES. .
8.1 Any one or more of the foltowing acts or omissions of the
Contractor shell constitute an event of defaull hereunder
("'Event of Default”™);

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any repon required hereunder; andror
8.1.3 failure 10 perform any other covenant, term or condition
of this Agreemeni.

8.2 Upan the occurrence of any Event of Defoult, the State
may teke any ene, or more, or all, of the fotlowing actions;
8.2.1 give the Conlractor a writien notice specifying the Event
of Default and requiring it 1o be remedied within, in the
absence of a greater'or lesser specification of time, thiny (30}
days from the dai¢ of the notice; and if the Evenl of Default is
not timely remedied, 1erminate this Agreemeny, effective two
(2) days alter giving the Coniractor notice of termination;
8.2.2 give the Contractor a wrilten notice specifying the Event
of Default and suspending all payments 10 be made under this
Agrecment and ordering that the portion of the contract price
which would otherwise accrue 19 1he Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor his cured the Event of Defaull
shall never be paid to the Contractor;

8.2.3 sc ofT against any other obligations the State may owe 10
the Contractor any damages the State suffers by reason of any
Event of Default; end/or

8.2.4 1reat the Agreement as breached and pursue any of its- -
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.,

9.1 As used in this Agreement, the word “data” shal) mean all
information and things developed or abtained during the
performance of, or acquired or developed by reason of, this
Agreement. including, but not limited to, oll studies, reports,
files, formutac, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, -
grophic representations, computer programs, computer

" printouts, noles, letlers, memoranda, papers, and documents,

all whether finished or unfinished.

9.2 All data and any propenty which has been received from
the State or purchased with Rinds provided for that purpose
under this Agreement, shall be the propenty of the Staie, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason. .

9.3 Confidentiality of data shall be govened by N.H.'RSA

chapter 91-A or other existing law. Disclosure of data T

= [N e

requires prior written approval of the State, . .

Pag
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10. TERMINATION. In the event of an carly termination of
this Agreemem for any renson other than the complction of the
Services, the Contracior shall deliver 1o the Contracting
Officer, not later than fificen (15) days after the date of
termination, a repon (“Termination Repon™) describing in
detail all Services performed, and the contract price camed, 1o
and including the date of terminatien. The form, subject
matter, content, and number of copies of the Termination
Repont shall be identical to those of any Final Report
described in the atiached EXHIBIT-A,

. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Coniractor is in all
respeais an independent contractor, and is neither an agent nor
tn employee of the Siate. Neither the Contreetor nor any of its
officers, employees, agents or members shall have authorily to
bind the Stale or receive any benehits, workers’ compensation
or other cmoluments provided by the Statc 10 its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or othcrwise transfer any
imerest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be -
subcontracted by the Coniractor without the prior written
nolice 2nd consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmiess the Staie, its officers and
cmployees, from and against any and all losses suffered by the
State, its officers and employces, and any and all claims,
liabilities or penalties asserted against the State. ils officers
and employces, by or on behalf of any person, on account of,
based or resulting from, arising owi of {or which may be
claimed to arise out of)'the ecls or omissions of the
Contractor. Notwithstanding the forcgoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the Statc, which immunity is hereby
reserved 10 the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14, INSURANCE. -

14.) The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee Lo obtein and maintzin in force, the following
insurance:

14.1.1 comprehensive general liability insurance againsi all
claims of bodily injury, death or property damage, in amounts
of not less thon $1,000,000p¢r occurrence and $2,000,000
oggregale ; and

14.1.2 specin! cause of loss coverage form covering all
propeny subject Lo subparagraph 9.2 herein, in an amount not
less than B0% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.) herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Depanmeni of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
f4
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14.3 The Caniractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for ll insurance required under this Agreement.
Contractor shall also fummish to the Contracting Officer
identified in block 1.9, or his or her successor, centificate(s) of
insurnnce for all renewal(s) of insurance required under this

Agrcement no later than thinty (30) days prior to the expiration -

date of each of the insurance policies. The certificate(s) of
insurance and any rencwals thereof shall be attached and are
incorporated herein by reference. Each centificate(s) of
insurance sholl contain a clause requiring the insurer to
provide the Contracting Officer idemified in block 1.9, or his
or her successor, no less than thity (30} days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that 1the Contractor is in compliance with
or excmpt from, the requirements of N.H. RSA chapter 281-A
{"Workers' Compensation™).

15.2 To the extent the Contracior is subject Lo the
requirements of N.H. RSA chapter 281-A, Contractor shali
maintain, and require any subcontractor o assignee 10 secure
and maintain, payment of Workers’ Compensation in
connection with aclivities which the person proposes to
“undertake pursuant to this Agreement. Coniractor shall
furnish the Contrecting Officer identified in block 1.9, or his
or her successor, prool of Workers' Compensation in the
. manner described in N.H. RSA chapier 281-A and any

gpplicable renewal(s) thereof, which shall be attached and are

incorporaied-herein by reference. The Siate shall nog be
responsible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under appliceble State of New Hampshire Workers®
Compensation laws in connection with the performance of the
Services under this Agrecment.

16. WAIVER OF BREACH. No failure by the' Staic 1o -
enforce any provisions hereof after any Event of Default shatl
be deemed a waiver of its rights with regard (o that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed o
waiver of the right of the State 10 enforce cach and all of the
provisions hereof upon any further or other Event of Deflault
on the part of the Contractor.

17. NOTICE. Any nolice by 8 pany hereto to the ather party
shall be deemed 1o have been duly delivered or given et the
time of meiling by certified mail, postage prepaid, in a United
States Post Office addressed to the partics at the addresses
given in blocks 1.2 and | .4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the panties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Counci) of the State of New Hampshire unless no

such approval is required under the circumstances pursuant Lo
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be-construed in accordance with the
lows of the State of New Hampshire, and is binding upon and
inures 1o the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties 10 express their mutual
intent, and no rule of construction shall be applicd against or
in favor of any party.

20. THIRD PARTIES. The parties hereio do not intend 10
benefit any third pantics and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to cxplain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement,

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference,

2). SEVERABILITY. In the evem any of the provisions of-
1his Agreement are held by a coun of competent junisdiction to°
be contrary to any siatc or federal law, the remaining
provisions of this Agreement will remain in full force ond

‘effect.

24. ENTIRE AGREEMENT. This Agreecmeni, which may
be executed in o number of coumerpants, each of which shall
be deemed an original, constitutes the entire Agreement and
undersianding between the partics, and supersedes all prior
Agreements and understandings relating hereto,
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services .
Integrated Software System for the
Breoast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS - The following general conlracting terms and definitions
apply excepl as spécificelly noted elsewhere in this document.

Acceptance

Notice from the State thal a Deliverable has satisfied

. Acceptance Test or Review.

Acceptance Letter

An Acceptance Letier provides notice from the State that a
Deliverable has sslisfied Acceptance Tesis or Review.

-| Acceptance Period

The timeframe during which the Acceptance Test is
performed ' :

Acceptance Test Plan

The Acceptance Test Plan provided by the Contractor and

agreed to by the State tha! describes at a minimum, the

specific Acceptance process, criteria, and Schedule for
Deliverables, '

_Acceptance Teost and Review

Tests performed to determine that no Defects exist in the
application Software or the System

Access Control

Supports the management of permissions for logging onto
a computar or network

| Agroement

A contract duly executed and legally binding.

Appendix

Supplementary material that is collected and appended at
the back of-a document

Audit Trall Capture and Analysis

- Supports the identification and monttoring of activities within

an application or system

Authorized Persons

The the Contraclor's émployees, contractors, subconiraclors
or other agents who need to access the State’s personal
data to enable the the Contractor to perform the sarvices
required.

BCCP Breast and Cervical Cancer Program

CaST Cancer Screening and Tracking Dalabase’

cbDC Centers for Disease Cantrol

Cortification 1 The Conlractor's written declaration with full supporting and

written Documentation (including without limitation test
results as applicable) that the Contractor has completed
development of the Deliverable and certified its readiness
for applicable Acceptance Tesling of Review.

Change Order

Formal documentation prepared for a proposed change in
the Speciications.

Confidential Information

Informalion required to be kept Confidential from
unauthorized disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a
Contractor, which creates binding obligations for each party

| to perform as specified in the Conlract Cocuments.

Contract Agreement

Part 1, 2, and 3.. The documentation consisting of both the

| General Provisions and the Exhibits which represents the
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS -

underslanding and acceptance of the reciprocal legal rights
and dutias of the partias with raspect to the Scope of Work -

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
comptetion, termination for convenlence or. termination for
defaull.

'Contract Documents

Documents that comprise thns Contracl (See Contract
Agreement, Section 1.1)

Contract Managers

The persons identified by the State and the Contractor who .
shall be rasponsible for all contraclual authorization and
administration of the Contracl. These responsibifities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and repraesenling the parties in all

‘Coniract administrative actlvities. (See Section 4: Contract

Management) .
Contractor The Contractor and its employees, subconiractors, agents
and affiliates who are providmg the services agreed to under
the contract.
Contracted The Contractor whose proposal or quote was awarded the

Contractor/Contractor

Contract with the Stale and who is responsible for the
Services and Deliverables of the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly

.takes Data from a legacy system and successfully converts

il to a form that can be used by the new Syslem.

Cure Period

The thirty {(30) day period following written naotification of 8
defsult within which a contracted Contractor must cure the
defaull identified.

Custom Code-

Code developed by the Contractor specifically for this
project for the State of New Hampshire

Custom Software

Software developed by the Contractor specifically for this
Project for the State of New Hampshire

Data

Slate's records. files, forms, Dala and other documents or
information, in either electronic or paper form, that will be
used /converied by the Contractor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person/s that
resulls in the use, disclosure or theft of a the State’s
unencrypted non-public data,

DBA

Database Administrator

Deficloncias/Defects

A failure, deficiency or defect in a Deliverable resulting In a
Delivaratle, the Software, or the System, not conforming to
its Specifications.

Class A Deficlency - Software - Critical, does not allow
System to operate, no work around, demands immediale
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for'the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

aclion; Wrilten Documnenlation.— missing significant portions
of information or unintelligible to State; Non Software -
Services were inadequate and require re-parformance of the
Service.

Class B Deficlancy — Soflwarg — imperant, does not stop
operalion and/or there is a work around and user can
perform tasks, Written Documentation - portions of
information are missing but nol enough to make the
document unintelligible; Non Software - Services were
deficlent, require reworking, but do not require re-

performance of the Service.

Class C Deficlency - Software — minimal, cosmetic In
nature, minimal effect on System, low priority and/or user
can usa Systam; Written Documenlation — minimal changes
required and of minor editing nature; Non Software -
Services require only minor reworking and do not require re-
performance of the Service.

Deliverable

A Deliversble Is any Wiitten, Software, or Non-Software
_Deliverable (letter, report, manual, book, other), provided by
‘the Contractor to the State or under the terms of a Conlract
requirement.

Department of Information -
Technotogy (DolT)

The Department of lnfon'nahon Technology established
under RSA 21-R by the Legislature effective September 5,
2008. .

Documentation

All information that describes the installation, operation, and
use of the Software, either in printed or electronic format.

Digital Signature

Certification thatl guarantees the unallered state of 8 file,
also known as "code signing.”

ED! Electronic Data Interchange .
Encryption Supponts the transformation of data for security purposes
Enhancements Updates, additions, modifications to, and new releases for

the Software, and all changes to the Documentation as 8
resull of Enhancements, Including, but nol limited to,
Enhancements produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Conlract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Conlractor's cost experience in pedorming the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfere, car rentals, car
mileage, and out of pocket expenses

Governor and Executive Council

Tha New Harnpshire Governor and Executive Council.

HIPAA

Health Insurance Portability and Accountability Act
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
. SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

tdentiflcation and
Authentlcation

Supports obtaining information about those parties
attempling to log on to a system ¢r application for security
purposes and the validation of those users

Implementation

The process for making the System fully operat:onal for
processing the Data.

Implemantation Plan

Sels forth the transition.from development.of the System to‘ ol

full operation, and includes without Inmltatuon
business and technical procedures.

trainlng

Information Technology (IT)

Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
informalion including, but not limited to, Data processing,
computing, Information systems, telecommunications, and
varous audio and video technologles.

Input Validation

Ensure that the values entered by users or provided by
other applications mesets the size, type. and format
expected. Protecting the application from cross site
scripting, SQL injection, buffer overflow, etc.

Intruslion Detection

Supports the delectlon of illagal entrance into a computer
system

Invoking Party -in a dispute, the party beliaving itself aggrieved.

ISSHS Integrated software system for health services

Koy Project Staff Personnel identified by the State and by the Conltractor as
) essential to work on the Project.

Licenseeo The.State of New Hampshlire

MDE Minimal Data Elements

NHHPP New Hampshire Health Protection Program

NH FIRST State of New Hampshire financial system

NIST = National Institute of Standards and Technology

Non Exclusive Contract

A contract exacuted by the State thatl does not restrict the
State from seeking altemalive sources for the Daliverables
or Services provided under the Contract.

-Non-Public Information

Data, other than personal data, that is not subject to
distribution to the public as public information. It is deemed
lo be sensltive and confidential by the State because it
conlains information that is exempt by slatute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Dellverables

Deliverables that are not Software Deliverables or Written
Deliversbles, e.g., meelings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 am. to 500 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. State holidays are: New Year's Day, Martin
Luther King Day, President's Day, Memorial Day, July 4™,
Labor Day. Veterans Day, Thanksgiving Day, the day after
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services \
Integrated Software System for the
Breast & Cervical Cancer Screening Program
: SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Thanksgiving Day, and Christmas Day. Specific dates will
be provided )

Notlce to Proceod (NTP)

The State Contrac! Menager's written direction to the
Contractor to begin work on the Coniract on a given date
and time

A data format based on an underlying Open Standard.

Open Data Formats
Open Source Software

Software that guaraniees the user unrestricted use of
the Software as defined in RSA 21-R:10 and RSA 21-
R:11.

Open Standards

Spaclficalions for the encoding and transfer of
computer data that is defined in RSA 21-R:10 and RSA
21-R:13. :

QOperating System

System'is fully functional, all Data has been loaded into the
System, is available for use by the Slate In its daily
operations. ' .

Opeorational

The System is operaling end fully functions!, all Data has
been loaded; the System is available for use by the State in
its daily operalions, and the State has Iissued an
Acceplanca Letier. )

Ordor of Precodence

The order in which Contract/Documents control in the event
of a conilict or ambiguity. A term or condition in & document
controls aver a conflicting or amblguous term or condition in
a document that is lower in the Order of Precedence |

Personal Data

Data that includes informsation relating to a person that
identifies the person by name and has any of the following
personally idenliflable information {P!1): government-Issued
identification numbers (e.g., Social Security, driver's
license, passport); financial account Information, including
account number, credit or debit card numbers: or protected
health information (PH!) relating 1o & person.

PHI

Protected Health Informaiton

Program Subscriber Services

Services provided by the vendor 10 1he Stale as described
in this contract.

Project The planned undertaking regarding the entire subject
matter of an RFP and Contract and the aclivities of the
parties related hereto. )

-| Project Team The group of State employees and contracted Contractor's

personnel responsible for managing the processes and
mechanisms required such that the Services ere procured
in accordance with the Work Plan on time, on budget and to
the required specificalions and quality

Project Management I"lan

A document that describes the processes and methodology
to be employed by the Contractor to ensure a successful
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Project Managers

The persons identified who shall function as the State's and
the Contraclor's represantative with regard to Review and
Acceptance of Contract Deliverables, Invoice sign off, and
review and approval of Change Requests (CR) utilizing the
Change Control Proceduras (CCP}

Project Staff

State personnél asslgned lo work with the Coniractor on
the Project

Protected Hoalth Information
{PHI)

Individually identifiable health information transmitted
by electronic media, maintained in electronic media, or
transmitted or maintained in any other form or medium.
PHI excludes education records covered by the Family
Educational Rights and Privacy Act (FERPA), as
amended, 20 U.S.C. 12329, records described at 20
U.S.C. 1232g(a)(4)}{B)}iv) and ermployment records
held by a covered enlity in its role as employer.

Regression Test Plan

A plan integrated inlo the Work Plan used to ascertain
whether fixes to Defects have caused errors elsewhere in
the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is
specified then the Review Period Is five (5) business days.

Role/Privilege Management

Supports the granting of abllities to users or groups of users
of a computer, application or natwork

Schedule

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Coniracl

Security Incldent '

The potentially unauthorized access by non-authorized
persons to personal dala or non-public data the the
Contractor believes could reasonably result in the usse,
disclosure or theft of a State's unencrypted personal
data or non-public dala within the possession or control
of the the Contractor. A securily incident may or may
not turn into a data breach.

Service Level Agreament (SLA)}

A signed agreement belween both the State and the the
Contractor that is subject to the terms and conditions in this
document that unless otherwise agreed to includes (1) the
technicat service level performance promises, (i.e. metrics
for performance and intervals for measure), {2) description
of service quality, (3) Kdentification of roles and
responsibllities, (4) security responstblilities and notice

‘requirements, (5) how disputes are discovered and

addressed, and (6) any remedies for performance failures.

Seorvice The work or labor to be performed by the Contractor on the
Project as described In the Contract.

Software Al custom Software and IRl Software provided by the
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
. SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contractor under the Con'lract

.Software-as-a-Service (SaaS)

The capabllity provided to the Slate to use the the
Contractor's applications running on a cloud infrastructure.
The applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email} or a program interfaca. The Slate does
not manage or control the underlying.cloud infrastructure |
including network, servers, operating systems, storage or
even individual application capabilities, with the possible
exception of limited user-spacific application configuration

settings.

Software Dellverables

Software and Enhancemants

Software Liconse

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requiremanits and terms of the Contract Specifications. The
ofi-the-shelf Software and configured Software customized
for the State provided by the Contractor in response to this
RFP.

Speciications

Thae written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsaquent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contrad as
though completely set forth herein.

State

STATE Is defined as:

Slate of New Hampshire

Department of Health & Human Services

129 Pleasant Street

Concord, NH 03301

Reference to the term "State® shall include applicable
agencies

Statoment of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project.”. The Statement of Work also

- defines a high tevel view of the architecture, performance

and design requirements, the roles and responsibilities of
the State and the Contractor. The Contract Agreement
SOW defines the resulls that the Contractor remains
responsible and accountable for achieving.

State's Confidentlal Records

State’s information regardless of its form thal is not subject
to public disclosure under applicable state and federal laws

and regulations, including but not limited to RSA Chaptaer
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
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)

91-A

State Data

For Saa$S applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of
any data that was created by or in any way originated with
the State, whether such dala or output is stored on the
Slate's hardware, the the Contractor's hardware or exists in
any system owned, maintained or otherwise controlled by
the State or by the the Contractor.

State Figcal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1*
through June 30” of the following calendar year

State Identified Contact

The person or persons designated in wriling by the State 1o
recelve security incident or breach nottfication.

State’s Project Mahager (PM)

State's representative with regard to Project management
and technical matters. Agency Project Managers are
responsible for review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of a .
Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor, which is performing
Services under this Contract under a separate Contract
with or on behali of the Contractor

System

All Software, specified hardware, and interfaces and
extensions, inlegrated sand functioning together in
accordance with the Specifications.

78D

To Be Determined

Toechnlcal Authorization

Direction to & Contractor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be;
(1) congistent with Statement of Work within statement of
Services: (2) not constitute 8 new assignment; and (3) not
change the terms, documents of specifications of the
Contract Agreement

Test Pla'n

A plan, integrated in the Work Plan, to verify the code’

{(new or changed) works to fulfili the requirements of the
Project. It may consist of a limeline, a series of tests and
test data, test scripts and reports for the test results as well
as @ tracking mechanism.

Term

Period of the Contract from the Effectwe Date through
terminalion.

Transition Services

Services and support provided when the Contractor is
supporting System changes.

UAT

User Acceptance Tes!

Unlit Test

Developers creale their own test data and test scenarios to
verify the code they have created or changed funclions
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
" PART 2- INFORMATION TECHNOLOGY PROVISIONS

properly as defined.

User Acceptance Testing

Tests done. by knowledgeable business users who are
familiar with the scope of the Projecl. They create/develop
test cases to confirm the System was developed according
to specific user requiremenis. .The tesl cases and

scripta/scenarios should be mapped to buslness

raquirements gutlined in the user requirements documents.

User Management

Supports the administration of computer, application and
network accounts within an organization

Verification

Supports the confirmation of authority to enter a compuler
system, application or network

Walk Through

A step-by-step review of a Spec[ﬁcélion. usability features
or design before it is handed off to the technical team for
development

Work Hours

Contractor personne! shall work normal business hours
between 8:00 am and 5:00 pm, eight (8} hour days, forty
{40) hour weeks, excluding State of New Hampshire
holidays. Changes to this schedule may be made upon
agreement with the Stale Project Manager.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and evenls to be perdormed and
Deliverables to be produced under the Project as specified
in Appendix C. The Work Plan shall include e detalled
description of the Schedule, tasks/aclivities, Deliverables,
critical events, lask dependencies, and the rescurces that
would lead and/or participate on each task.

Writtan Deliverables

Non-Software written deliverable Documentation (letter,
report, manual, book, other) provided by the Contractor
either in paper or elecironic format.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through the New
Hampshire Department of Health and Human Services (“State”), and OxBow Data Management
Systems, LLC, a Nebraska Corporation, ("Contractor’), having its principal place of business al
3802 Raynor Parkway, Suite 200, Bellavue, NE 68123.

The Contractor shall provide the Medical information Tracking System web-based
application to support breast and cervical cancer screening activities for the Department of
Health and Human Services. Functions shall Include, but not be limited to, functions for
billing reimbursement and funding management; palient navigation; and dala reports that
are compliant with the Centers for Disease Control (CDC) funding requirements with real-
time validation capabilities.

RECITALS

Whereas the State desires to have the Contractor provide a Medical Information Tracking
- System web-based application, and associated Services for the State; and

Whereas the Contractor wishes o provide a ‘Medical Infomraiton Tracking System web-based
application, and associated Services for the State.

The parties therefore agree as follows:
1. CONTRACT DOCUMENTS .
1.1. CONTRACT DOCUMENTS
This Contract Agreement (2016-078) Is comprised of the following documents:.
1.1.1.  PART 1 - Form P-37 General Provision
1.1.2.  PART 2 - Information Technology Frovisions
1.1.3.  PART 3 - Exhibits
1.1.3.1. Exhiblt A- Contract Deliverables
1.1.3.2. Exhibil B- Price and Payment Schedule
1.1.3.3.  Exhibil C- Special Provisions
1.1.3.4, Exhibit D- Administrative Services
1.1.3.5. Exhibil E- Implementation Services
1.1:3.6. Exhibit F- Testing Services
1.1.3.7.  Exhibit G- Maintenance and Support Services
1.1.3.8. Exhiblt H- Requirements
1.1.3.9. Exhibit I- Work Plan
1.1.3.10. Exhibit J- Software Agreement
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1.1.3.11. Exhibit K- Warranty

1.1.3.12. Exhibit L- Training Servicas

1.1.3.13. Exhibil M- Reserved

1.1.3.14. Exhibit N- Reserved

1.1.3.15. Exhibit O- DHHS Standard Exhibits
2. CONTRACT TERM '

2.1. Tha Contract and all obligations of the parties hereunder shall become effective
after full execution by the parties, and the receipt of required governmental
approvals, including, but not limited to, Governor and Executive Councll of the
State of New Hampshire approval ("Effective Date").

2.2.- The Contract shall begin on the Effective Date and extend through the Contract
Completion Date, in accordance with Form P-37, Genera! Provisions, Block 1.7,
Completion Date.

2.3. The Term may be extended up to four (4) years, ("Extended Term") at the sole
option of the State, subject to the parties prior written agreemeni on applicable
fees for each extended term, upon Governor and Executive Councll approval.

ﬁ.d. The Contractor shall commence work upon lssuénce of a Notice to Proceed by
the Stete.

25 Tim of th once in the efformanca of the Contractor’s obligation
under the coptract.

act.
3. COMPENSATION
3.1. CONTRACT PRICE

The Contract Price, Part 1, P-37, Genera! Provisions, Block 1.8 Price Limitation, méthod
of payment, and lerms of payment are identified and more paricularly described in
section 5 of P-37 Agreement and Part 3 Contract. Exhibit B: Price and Payment
Schedule.

3.2. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other Conlractors to provide any of
the Services or Deliverables identifled under this procurement or make an award by item,
part or. portion of an ftem, group of items, or total Proposal. The Contractor shall not be

- responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Contractors if -
such delay, act. or omission is caused by or due lo the fault of the Contractor.
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4. CONTRACT MANAGEMENT

4.1. The Project will require the coordinaled efforts of a Project Team consisting of
both the Contractor and State personnel. The Contractor shall:

44.1. Provide all necessary resources to perform Iis obligations under the
Conlract.

‘ 4.1.2. 8e responsible for managing the Project to its successful completion.
4.2. THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shsll assign & Contract Manager who shall be responsible for all
Contract authorization and administralion. The Conlractor's Contract Manager is:

Scott Buller

Contract Specialist

3902 Raynor Parkway, Suite 200
Bellevup, NE 68123

Tel: 402-291-2203-Exi. 124

Email: scott.butler@mccaliie.com .

4.2.1. The Conlractor shail assign a Project Manager who meels the
requirements of the Contract. The Contractors seleclion of the
Contract Project Manager shall be subject to the prior written approval
of the State. The State's approval process may include, without
limitation, at the State's discretion, review of the proposed Contract
Project Manager's resume, qualifications, references, and background
checks, and an interview. The Stale may require removal or
reassignment of the Contractor's Contract Project Manager who, In
the sole judgment of the State, is found unacceptable or is not
performing to the State's salisfaction.

422 The Contract Project Manager must be qualified to perform the
obligations required of the posilion under the Conlract, shall have full
suthority to make binding decisions under the Contract, and shall
function as the Contraclor's representative for all administrative and
management matters. The Contract Project Manager shall perform
the duties required under the Contract, including, but not limiled lo,
those set forth in Exhiblt |, Section 2. The Conlract Project Manager
must be available to promplly raspond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site, as
needed. The Contract Project Manager must work diligently and use
his/ her best efforts on the Project.

4.23. © The Contractor shall not change its assignment of Contract Project
Manager without providing the State written justification and obtsining
the prior written approval of the State. State spprovals for
replacement of the Contract Project Manager shsll not be
unreasonably withheld. The replacement Contract Project Manaf/;er

%
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shall have comparable or greater skills than the Contract Project
Manager being replaced. meet the requirements of the Contract: and
be subject to reference and background checks described Section
4.2.1, above, and in Section 4.6: Reference and Background Checks,
below. The Contraclor shall assign a replacement Contract Project
Manager within ten (10} business days of the departure of the prior
Contract Project Manager, and the Contractor shall continug during
the ten (10) business day period to provide -competént Project
Management Services through the assignmenl of a qualified interim
Contract Project Manager.

424, Notwilhstanding any other provision of the Contract, the State shall
have the option, at its discretion, to terminate the Contract, declare the
Contractor in default and pursue its remedies at law and in equity, if
the Contractor fails to assign a Contract Project Manager meelmg the
requirements and terms of the Contract. .

4.25.  The Contractor's Contract Project Manager is:

_ Rex Brown
Program Director
3802 Raynor Parkway, Suite 200
Bellevue, Nebraska 68123
Tel: (402)991-6036
Emanl rex.brown@oxbowdms.com

4.3. CONTRACTOR KEY PROJECT STAFF

431, The Contractor shall assign Key Project Staff who meet the
requiremenis of the Coniract, and can implement the Software
Solution meeling the requirements set forth In Exhibit H -
Requirements. The State may conduct reference and background
checks on the Contractor's Key Project Staff. The Stale reserves the
right 1o require removal or reassignment of the Contractor's Key
Project Statf who sre found unacceptable to the State. Any
background checks shall be performed in accordance with Section
4.6: Background Checks,

4.3.2. The Contractor shall not” change any Contractor Key Project Staff
commitments without providing the State wrilten justification and
obtaining the prior written approval of the State. State approvals for
replacement of Contractor Key Project Staff will not be unreasonably
withheld. The replacement Coniractor Key Project Staff shall have
comparable or greater skills than the Contractor Key Project Staff
being replaced; meet the requirements of the Contract and shall be
subject to reference and background checks described in Section 4.6:
Reference and Background Checks,
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'4.3.3. Notwithstanding any other provision of the Contract to the contrary,
the State shall have the gplion to terminate the Contract, declare the
Contractor in default and lo pursue its remedies at law and in equity, if
the Contractoer fails to assign Contractor Key Project Staff meeting the
requirements and terms of the Contract or If It is dissatisfied with the
Coniractor's replacement Project staff.

434, Contractor Key Projact Staff ghall consist of the following individuals in
the roles identified below:
Contractor Key Project Staff Title
Carolyn Wendover Sr. Data Analyst
Dan Dawson Software Engineer lI
‘Megan Schroeder Requirements Analyst
Scott Butler - Contract Specialist

4.4, STATE CONTRACT MANAGER

4.4.1.  The Stale shall assign a Contract Manager who shall function as the
State's representative with regard to Coniract administration. The
State Contract Manager Is: )

Eric D. Borrin

Director of Contracts & Procurements
129 Pleasant Streel

Concord, NH 03301

Tel: (603) 271-9558

Email: Eric.Borrin@dhhs.state.nh.us

4.5. STATE PROJECT MANAGER

4.51. The Stale Project Manager duties shall include, but not be limited to:
4511, Leading the Project;
4.5.1.2.  Engaging and managing all the Contractors;
4.51.3. Managing significant issues and risks.
45.14. Reviewing and accepting Coniract Deliverables;

- 4515,  Invoice sign-ofis;

45.1.6. Review and approval of change proposals; and
4.5.1.7. Managing stakeholders’ concems.

452 The State Project Manager is:

Whitney Hammond

Administrator Chronic Disease Section
29 Hazen Dr.

Concord. NH 03301
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Tel: 603-271-4959
S ' Email: whitney.hammond@dhhs.slale.nh.us

- 4.6. REFERENCE AND BACKGROUND CHECKS

461. The Contractor shall conduct cidminal background checks and not
utilize any staff. including subcontracters, to fulfill the obligations of the
contract who have been convicled of eny crime of dishonesty,
iIncluding but not limited to criminal fraud, or otherwise convicted of
any felony or misdemeaanor offense for which incarceration for up to 1
yesr is an authorized penalty.

4.6.2 The Contractor shall- promote and maintain an awareness of the
: importance of securing Ihe State’s information among the Coniractor's
employees and agents.

48.3. The Siate may, at ils sole expense, conduct reference and
background screening of the  Contract Project Manager and
Coniractor Key Project Staff. ‘

416.4. The State shall malntaln the confidentiality of background screening
resulls In accordance with the Seclion 11, Use of State's Information,
Confidentiality.

5. DELIVERABLES
5.1. CONTRACTOR RESPONSIBILITIES

5.1.1. The Conlractor shall be solely responsible for meeting all
requirements, and terms and conditions specified in this Contract,
regardless of whether or not a subcontractor is used.

51.2. ' The Contractor may subcontracl services subjeci ta the provisions of
the Contract, including but not limited to, the terms and conditions in
the Contract. The Contractor must submit all information and
documentation relating to the Subcontractor, including terms and
condilions consistent with this Contract. The State shall consider the
Contractor to be wholly responsible for the performance of the
Contract and the sole point of contacl with regard to all contractual
matters, including paymem of any and all charges resulting from the
Contract.

5.2. DELIVERABLES AND SERVICES - »

5.2.1. The Contractor shall provide the. State with the Deliverables and
Services in accordance with the time frames in the Work Plan for this
Cantract, and as more particularly described in Contract Exhibit A:
Contract Deliverables.

5.3. NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE
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5.3.1.

5.3.2.

3.3.3.

5.3.4.

5.3.5.

Afier receiving written Cedification from the Contractor that a Non-
Software or Written Deliverable is final, complete, and ready for
Review, the State shall Review the Deliverable to determine whether it
meets the Requlrements outlined in Contract Exhibit A: Contract
Deliverables. ‘

The State shall notify the Contractor, in writing, of its Acceplance or
rojaction of the Deliverable within five (5) business days of the State's
receipt of the Contractor's written Certification.

f the State rejects the Deliverable, the State shall notify the Contractor
of the nature 'and class of the Deficiency and the Contractor shall
correct the Deficiency within the period identified in the Work Plan. If
no period for Contractor's comrection of the Deliverable Is identified,
the Contractor ghall correct the Deficiency in the Deliverable within five
(5) business days.

Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify the Contractor of Its
Acceptance or rejection thereof, with the aption to exiend the Raviaw
Pariod up to five (5) additional business days.

If the Contractor falls o correct the Deficlency within the allotied
period of time, the State may, at Its option, continue reviewing the
Deliverable and require the Contractor to continue until the Deficiency
is comected, or:

5.3.5.1. Immediately terminate the Contract:
5.3.5.2. Declare the Contractor in default; and
5.3.5.3. Pursue its remedies at law and In equity.

5.4. SOFTWARE REVIEW AND ACCEPTANCE

5.4.1.

6. SOFTWARE

The Contractor shall provide the Stale with acess to the Software and Documentation set
forth in the Contract, and particularly described in Exhibit J: Software Agreement. The
Contractor shall provide the State of New Hampshire Medical Informalion Tracking (Med-IT)
system for the Department of Health and Human Services' Breast and Cervice! Cancer
Program. This system Includes dala conversion, training and subscription services to the
online system that merges health screening data management with eligibility computing and

System/Software Testing and Acceptance shall be performed as set
forth in the Test Plan and more particularly described in Exhsbu F:
Testing Services. ,

bifling.
7. SERVICES
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The Contractor shall provide the services required in this Contract. All services shall meet,
and be performed, in accordance with the following specificalions.

7.1. ADMINISTRATIVE SERVICES

The Contraclor shali provide the State with the administrative Services set forth in
the Contract, and particulardy describad in Exhibit D: Administrative Services.

7.2. IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in
the Contract, and particuladly described in Exhibit E: Implementation Services,

7.3. TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the. Contract,
and particularly described In Exhibit F: Testing Services.

7.4. TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the
Contracl, and particulady described in Exhibit L: Training Services.

7.5. MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for
the Software set forth in the Contract, and paricularly described in Exhibit G:
Systen Mainlenance and Support.

8. WORK PLAN.DELIVERABLE

8.4. The Contraclor shall provide the State with a Work Plan that sh.all include, without
. limitation, a delailed description of the schedule, tasks, deliverables, major
milestones, 1ask dependencies, and payment schedules.

8.2. The initia! Work Plan shali be a separate deliverable dnd is set forth in Contract
Exhibit I: Work Plan. The Coniractor shall update the Work Plan as necessary,
. but no less than every two weeks, to accurately reflect the status of the Project,
-including without limitation, the schedule, tasks, deliverables, major milestones,
task dependencies, and payment schedules. Any such updates to the Work Plan
- musl be approved by the State, in writing, prior to final incorporation Into Contract
_ Exhibit I: Work Plan. The updated Conlract Exhibit I: Work Plan, as approved by

the Stale, Is incorporated herein by reference.

8.3. Unless otherwise agreed in writing by the State, changes to the Contract Exhibit
I: Work Plan shall not relieve the Contractor from liability to the State for damages
resulting from .the Contractor's failure to perform its oblipations under the
Contract, including, without limitation, performance in accordance "with the

" scheduls. |

8.4. In the event of any delay in the schedule, the Contraclor must immediately notify
the State in writing, identifying the nature of the delay, i.e., specific actions or
inactions of the Contractor or the State causing the problem; its estimated
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duration period to reconclliation; specific actions that need to be laken to correct
the problem; and the expected Schedule impac on the Project.

In the evenl additlonal time Iis required by the Conlractor to correct deficiencies,
the schedule shall not change unless previously agreed in wriling by the Siate,
except that the schedule shall automatically extend on a day-lo-day basis 1o the
extent that the delay does not result from the Contractor's fallure lo fulfill its
obligations under the Contract. To the extent that the Stale's execution of ils
major lasks takes longer than descrbed in the Work Plan, the schedule shall
automalically extend on a day-to-day basis. ' .

Notwithstanding anything to the conlrary, the State shall have the option 1o
terminate the Conlract for default, at its discretion, if il Is dissatisfied with the
Contractor's Work Plan or elements within the Work Pian.

.. 9.. CHANGE ORDERS

8.1.

8.2/

9.3

9.4.

The State may make changss or revisions at any time by written Change Order.
The State originated changes or revisions shall be approved by the Department
of information Technology. Within five (5) business days of the Contractor's
receipt of 8 Change Order, the Contractor shall advise the State, in detail, of any
impact on cost {e.g., increase or decrease), the schedule, or the Work Plan.

The Contractor may requast a change within the scope of the Contract by written
Change Order, Identifylng any impact on cost, the Schedule, or the Work Plan.
The Stale shall attempt to respand to the Contractor's requested Change Order
within five (5) business days. The State Agency, as well as the Department of
Informalion Technology, must approve all Change Orders in ‘wriling. The State
shall be deemed to have rejected the Change Order if the parties are unable 1o
reach an agreement in wriling. :

Al Change Order requests from the Contractor to the State, and the State

- acceptance of the Contractor's eslimate for a State requested change, will be

acknowledged and responded to, eilher acceptance or rejection, in writing.

R accepted, the Change Order(s) shall be subject to the Contract amendment

process, as determined by ths Stale.

10. INTELLECTUAL PROPERTY
10.1. SOFTWARE TITLE

10.1.1.  Title, right, and inlerest (including all ownership and intellectual
property rights) in the Software, and its associated Documentalion,
shall remain with the Conlractor.

10.1.2.  "Upon successful completion and/or termination of the Implementation
of the Project, the Contractor shall own and hold all, title, and rights in
any software modifications developed in connection with performance
of obligations under the Conlract, or modifications to the Contractor-
provided software, and their associated documentation including any
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and all performance enhancing operational pians and the Contractors’
special utiliies. The Contractor shal) license back o the State the
right to produce, publish, or otherwise use such software, source
code, object” code, modifications, reports, and documentation
developed under the Contract. :

10.1.3. In no event shall the Contractor be pracluded from developing for
itself, or for others, materials that sre competitive with, or similar to
Custom Software, modifications developed In connection with
performance of obligations under the Contract.

10.1.4. The Contractor shall be free to use ils general' knowledge, skills,

- experience, and any other ideas, concapts, know-how, and technigues

that are acquired or used in the course of its performance under this
agreament.

10.2. STATE'S DATA AND PROPERTY
10.2.1. Al rights, title and interest in State Data shall remain with the State.

10.2.2. Al data and any property which has been received from the State or
purchased with funds provided for that purpose under this Contractor,
shall be the property. of the State, and shall be retumed to the Stale
upon demand or upon termination of this Contract for any reason.

10.2.3. Tha Contraclor shall not access State user accounts or State data,
excepl: .

10.2.3.1. In the course of data center operations;
10.2.3.2. Inresponse to service or technical Issues;
10.2.3.3. As required by the express terms of this contract; or
10.2.3.4. At the State’s written request.
10.2.4. The Contractor shall not rent or sell the State's Data.
10.3. CONTRACTOR'S MATERIALS

10.3.1.  Subject to the provisions of this Contract, the Contractor may develop
for itself, or for others, malerials thal are compatlitive with, or similar to,
" the deliverables. In accordance with the provision of this Contract,
the Conlractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use
its general knowledge, skills and experience, and any ideas, concepts,
know-how, and techniques that are acquired or used in the course of
_ its parformance under Lhis Contract, provided that such is not obtained
\ as the result of the deliberate memorization of the State Confidential
Information by the Contractor's employees or third party consullants
engaged by the Contractor. '
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10.3.2. Without limiting the foregoing, the paries agree that the general
knowledge referred 10 herein cannot Inctude information or records not
subject to public disclosure under New Hampshire RSA Chapter 91-A,
which includes but is not limited to the following: records of grand
juries and petit juries; records of parole and pardon boards, personal
school records of pupils; records pertaining to internal personnel'
praclices, financial information, test questions, scoring keys and other
examination dala use 1o administer a licensing examination,
examination for employment, or academic examination and personne),
medical, welfare, kbrary use, video tape sale or rental, and other files
containing personally identiflable information thal'is private in nalura.

10.4. STATE WEBSITE COPYRIGHT )

All right, litle and Interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and
interest in any user inlerfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

10.5. CUSTOM SOFTWARE SOURCE CODE

in the event that the Contracto develops a Custom Code for the software, aII titte, rights,
and interest in the Custom Code shall reamin with the Contractor. Support for the
Custom Code shall be included under the ongeing software subscription. :

10.6. SURVIVAL

This Contract Agreement Section 10: Intelleclual Property shall survive the
termination of the Contract.

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY
11.1. USE OF STATE'S INFORMATION

11.1.1.  In performing its obligations under the Contract, the Contractor may
gain access to information of the State, Including State Confidential
information, which shall include, bul is not limited_ to, information
exempted from public disclosure under New Hampshire RSA Chapter
91.A: Access 1o Public Records and Meetings (see e.g. RSA Chapler
91-A: 5 Exemptions).

11.1.2. The Contractor shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, excepl as directly connected to
and necessary for the Contractor’'s performance under the Contract.

11.2. STATE CONFIDENTIAL INFORMATION

11.2.1. The Contractor sheali maintain the confidentialily of and protect from
unauthorized use, disclosure, publication, and reproduction
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(coltectively “release”), all State Confidential Information that becomes
avallable to the Contractor in connection with its performance under
the Contract, regardiess of its form.

11.2,2. Subject to applicable federal or State laws and regulations,
) Confidential Information shall not include information which

11.2.2.1. Shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach
hereol.

11.2.2.2. Was disclosed to the recaiving party on a non-confidential
basis from a source other than the disclosing party, which
the receiving party believes is nol prohibited from
disclosing such information as a result of an obligation In
favor of the disclosing party.

11.2.2.3. Is developed by the recelving party independenlly of, or
was known by the receiving party prior to, any disclosure of
such information made by the disclosing party.

11.2.2.4. Is disclosed with the written cansent of the disclosing party.

11.23. A recelving party also may disclose Confidential Information 1o the
extent required by an order of a court of competent Jurisdiction. .

11.24. Any disclosure of the State Confidential tnformation shall require the
prior written approval of the State. The Contractor shall:

11.2.4.1. Immediately notify the State if any request, subpoena or
other legal process is served upon the Caontractor
regarding the Siate Confidential Information. \

11.2.4.2. Cooperate with the State in any effort the State undertakes
to contesl! the request, subpoena or other legal process, at
no additional cost to the State.

11.25. In the evenl of the unauthorized release of State Confidential
Information, the Contractor shall immediately notify the State, and the
State may immediately be entitled to pursue any remedy at law and in
equity, including. but nol limited to, injunctive relief.

11.3. CONTRACTOR CONFIDENTIAL INFORMATION

11.3.1.  Insotar as the Contractor seeks to mainlain the confidentiality of ils
confidential or proprietary information. the Contractor must clearly
identify in wriling all Informalion i claims to be confidential or
" proprietary.

11.3.2. Notwithslanding the foregoing, the State acknowladges that the
Contractor considers the softwareé and documentation to be
Confidential Information. The Contractor acknowledges that the State
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is subject to State and federal laws governing disclosure of
information including, but not limited to, RSA Chapter 91-A.

11.3.3. The State shali mainlain the confidentiality of the identified
Confidential Information insofar as it is consistent with applicable State
and-federal laws or regulations, including but not limited to, RSA
Chapter 91-A,

11.3.4.  In the event the State receives a request for the information identified
by the Contraclor as confidential, the State shall notify the Contractor
and specify the dale the State will be releasing the requested
information.

11.3.5.  At'the request of the State, the Contractor shall cooperate and assist
the Siatle 'with the collection and review of the Conlractor's
information, at no additional expense to the Stats,

11.36. Any effon‘tc; prohibit or enjoin the release of the information shall be
the Coniractor's sole responsibility and at the Contractor's sole
expense. - :

11.3.7.  If the Contractor falls to oblain a court order enjoining the disclosure,
the State shall release the information on the date specified in the
State's notice to the Contractor, without any liability to the Contractor.

" 11.4. SURVIVAL

This Contract Agreement Section 11, Use of State's Information, Coriﬁdentiality; shall
survive termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY
12.1. STATE

12.1.1. Subject to applicable laws and regulations, in no event shall the State
be liable for any consequential, special, indirect, incidental, punitive, or
exemplary damages. Subject to applicable laws and regulations, the
State's liability to the Contractor shall not exceed the total Contract
price limitation In Form P-37, General Provisions, Block 1.8, Price
Limitation. '

12.2. CONTRACTOR

12.2.1.  Subject to applicable laws and regulations, in no event shall the
’ Conlractor be liable for any conseguantial, special, indirecl, incidental,
punitive or exemplary damages and the Contractor's liability to the
State shall not exceed two limes (2X) the price limitation in Form P-37,

General Provisions, Block 1.8, Price Limitation.

12.2.2.  Notwithstanding the foregoeing. this limilation of liability shall not apply
to the Contractor's: .
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12.2.2.1. Indemnification obligations set forth Form P-37, General
Provisions, Paragraph 13, Indemnification,

12.2.2.2. Confidentiality obligations in Section 11, Use of State's
Information, Confidentiality, above, which shall be
unlimited.
12.3.. STATE'S IMMUNITY

12.3.1.  Notwithstanding the foregoing, nothing herein contained shall be
deemed to constitute a walver of the sovereign immunity of the State,
which immunity is hereby reserved to the State. This covenant shall
survive termination or Contract conclusion,

12.4. SURVIVAL

This Section 12 Limitation of Liability shall survive termination or Contract
conclusion.

13. TERMINATION
13.1. SURVIVAL
Secion 13: Termination, shall survive the termination or Confract conclusion.
13.2. TERMINATION FOR DEFAULT

13.2.1.  Any one or more of the following acts or omissions of the Contractor
shall constitute an event of default hereunder ("Event of Default’):

13.2.1.1. Failure to perform the Services 'satisfactorily or on
schedule;

13.2.1.2. Fallure to submit any repor required; and/or

13.2.1.3. Failure to perform any other covenant, term or condition of
the Contrect -

13.2.2.  Upoen the occurrence of any Event of Default, the State may take any
one or more, or all, of the following actions:

13.2.2.1.  Unless otherwise provided in the Conltract, the State shall
provide the Contractor with written notice of default and
require it to be remedied within, in lhe absence of a greater
or lesser spacification of time, thifty (30) days from the date
of nolice, unless otherwise indicated within by the State
("Cure Period™). If the Contractor fails 1o cure the default
within the Cure Period, the State may terminate the
Contract effective two (2) days after gliving the Contractor
nolice of lermination, al its sole discretion, treal the
Contract as breached and pursue its remed:es st law or in
oquity or both.
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13.2.3.

13.2.2.2. Give the Conlractor a written notice specifying the Everit of
Default and suspending all payments to be made under the
Contract and ordering thal the portion of the Contract price
which would otherwise accrue 1o the Contractor during the
period from the date of such natice unlil such timeé as the
State determines thal the Contractor has cured the Event
of Default shall never be paid to the Contractor.

13.2.2.3. Set off against any other obligations the State may owe to
the Contractor any damages the Stale suffers by reason of
any Event of Default;

13.2.2.4. Treat the Contract as breached and pursue any of |ts
remedies at law or in equity, or both.

13.2.2.5. Procure Services that are the subject of the Contract from
another source and the Contractor shall be liable for
reimbursing the State for the replacement Services, and all
administrative costs directly related to the replacement of
the Contract and procuring the Services from another
source, subject 1o the limitations of liabllity set forth by the
Contract, which may include but is not limited to:

13.2.2.51.  Costs of compatitive bidding.

13.2.25.2. Mailing.

13.2.2.5.3.  Advertising.

13.2.2.5.4. Applicable fee and charges or penalties.
13.2.2.59.5.  Staff time costs.

The Contractor shall provide Lhe State with writlen notice of default,
and the State shall cure the defaull within thirty (30) days.

13.3. TERMINATION FOR CONVENIENCE

13.3.1.

-1

13.3.3.

13.3.2.

The Stale may, at Its sole discretion, terminate the Contract for
convenience, in whole or in pari, by thity (30) days written notice to
the Contractor. In the event of a termination for conventence, the

‘State shall pay the Conlractor the agreed upon price, if separately

stated in this Contract, for Delivarablas for which Acceptance has
been given by the State.

Amounts for Services or. Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract
shall be paid, in whole or in part, generally in accordance with
Contract Exhibit B, Price and Payment Schedule, of the Contract.

Ouring the hirty (30} day period, the Contraclor shall wind down and
cease Services as quickly and efficienlly as reasonably possible,

2016-078 IT Provisions — Part 2 Psago 25 of 36 Dale:_wp
OxBow Data Management Systems, LLC Initisls: % d tyw



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
. SAAS CONTRACT 2016-078
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

without performing unnecessary Services or activities and by
minimlzing negative effects on the State from such winding down and
cessation of Services. :

13.4. TERMINATION FOR CONFLICT OF INTEREST

13.4.1.  The State may terminate the Contract by written notlce If it determines
that a conflict of interest exists, including but not limited to, a violation
by any of the parties hereto of applicable laws regarding ethics in
public acquisilions and procurement and performance of Contracts.

13.4.2 In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs.

13.4.3. The State shall pay all other contracted payments that would have
become due and payabile if the Contractor did not know, or reascnably
did not know, of the conflict of interest.

13.4.4.  In the event the Confract is terminated as provided above pursuant to
a violation by the Contraclor, the State shall be entitled to pursue the
same remedies against the Contractor as  could pursue in the event
of a default of the Conlract by the Contractor.

13.5. TERMINATION PROCEDURE

13.5.1.  Upon termination of the Contract, the State. in addition to any other
rights provided in the Contract, may require the Contractor to deliver
to the State any propery, including without limitation, Software and
Written Deliverables, for such part of the Contract as has been
terminaled. : '

13.5.2.  After receipt of a notice of termination, and except as otherwise
. directed by the State, the Contractor shall:

13.5.2.1. Provide any post-termination assistance generally made
avallable with respect to the services, unless a unique data
retrieval arrangement has been established as pan of the
SLA, :

13.5.2.2.  Stop work under the Contract on the date, and to the extent
specified, in the notice,

13.5.2.3. Promptly, but in no event longer than thirty (30) days after
termination, terminate its orders and subcontracts related
to the work which has been terminated and ssttle all
outstanding liabilities and all claims arising out of such'
termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this
Section;

2016-078 IT Provisions - Pari 2 - Page 26 of 36 Date; rzz Lﬂ'z'/ﬁ

OxBow Data Menagement Syslems, LLC . Inftials;

!



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the

Breast & Cervical Cancer Screening Program

- SAAS CONTRACT 2018078

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

13.5.3.

1354,
13.55.
13.56.

13.5.7.

13.5.8.
13.5.9.

13.5.2.4. Take such action as the State directs, or as necessary to
preserve and protect the property related to the Contract,
which is in the possession of the Contractor and in which
the State has an interest;

13.5.2.5. Nottake any aclion to intentionaily erase any State data.

in the event of termination of any services or agreement In entirety,
the Contractor shall not take any aclion to intenlionally erase any
Stale dala for a period of:

13.5.3.1. 10 days after the effeclive date of termination, if the
termination is in accordance with the contract period.

13.5.3.2. 30 days after the eflective date of temmination, i the
termination is for convenience.

13.5.3.3. 60 days after the effective date of temination, if the
termination is for cause .

After such period, the Contractor shall have no obligation to maintain
or provide any Stale data, end shall thereafter, unless legally
prohiblled delete all Slale dala in its systems or otherwise in its
possession or under its control,

Transfer title to the State and deliver in the manner, at the times, and
o the extent directed by the State, any property which is required to
be fumishad to the State and which has been accepted or requested
by the State.

The Contractor shall implament an orderly retumn of Siate data in 3
CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State data.

The Contractor shall securely dispose of all requested data in all of its
forms, such as disk, CD/ DVD, backup tape and paper, when
requested by the Siate. Data shall be permanently deleted and shall
notl be recoverable, according to Nalional Institute of Standards and
Technology (NIST)-approved methods.

Certificates of destruction shall be provided lo lhe'.Slate.

Provide written Certification to the State thet-the Conlractor has
surrendered o the State all said property.

14. CHANGE OF OWNERSHIP

144. In the even that the Contractor should change ownership for any reason
whatsoever, the State shall have the option of conlinuing under the Contract
with the Contractor, its successors or assigns for the full remaining term of the
Contract; continruing under the Contract wilh the Contractor, its successors or
assigns for such period of lime as detlermined necessary by the State; or
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immediately terminate the Contracl without liability to the Contractor, Its
SUCCesSSors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1.

15.2.

15.3.

The Coniractor shall not assign, delegate, subcontract, or otherwise transfer
any of its interest, rights, or duties under the Contract without the prior written
consent of the State. Such consent shall not be unreasonably withheld. Any
attempled transfer, assignmant, delegation, or other transfer made without the
State's prior written consent shall be null and void, and may constitule an event
of default at ihe sole discretion of the State.

The Contractor shall remain whoily respansible for performance of the entire
Conlract even H assignees, delegates, subcontractors, or other transferees
(“Assigns”) are used, unless olherwise agreed-to in writing by the State, and the
Assigns fully assume in writing any and all obligations and liabiliies under the
Contraci from the Effective Date. In the absence of a written assumption of full
obligations and liabilities of the Conlraci, any permitted assignment, delegation,
subcontract, or other transfar shall neither relieve the Contractor of any of its
obligations under the Contract nor aHfect any remedies available to the State
against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be the sole point of
contact with regard to all contractual matters.! including payment of any and all
charges resulting from the Contract.

Notwilhstanding the foregoing, nothing hergin shall prohibit the Contractor from
assigning the Contract to the successor of all of substantially all of the assets or
business of the Contractor provided that the §ucces§or fully assumes in wriling
all obligations and responsibilities under the Contract. In the event that the
Contractor should change ownership, as permitted under Section 14: Change
of Ownership, the State shall have the oplio:n to continug under the Contract
with the Contraclor, its successors or Assigns for the full remaining term of the
Contract; conlinue under the Conltract with the Contractor, its successors or
assigns for such period of lime as determined necessary by the State; or
immadiately terminating the Contract without liability to the Contraclor, its
SUCCESSOrs OF assigns.

16. DISPUTE RESOLUTION,

16.1.

16.2.

Prior to the filing of any formal proceedings with respect to a dispute (other than
an action seeking injunclive relief with respect to intellectual property rights or
Confidential Information), the party believing itsef aggrieved (the “Invoking
Party”) shall call for progressive managsment involvement in the dispute
negotistion by written notice to the olher party. Such nolice shall be without
prejudice to the Invoking Party's right 1o any other remedy permitted under the
Contract. :

The parties shall use reasonable efforts to arrange perﬁonal meetings and/or
telephone conferences as needed, at mulually convenient times and places,
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between negotiators for the pahies at the following successive management

levels, each of which

shall have a period of aliotted time as specified below in

which to attempt to resclve the dispute:

16.2.1.  Dispute Resolution Responslblllt_y and Schedule Table
LEVEL - { CONTRACTOR SYATE ... [ CUMULATIVE
' U BSOS S S | ALLOTTED

: . : . - | TIME’,_ .-
Primary - | Carolyn Wendover | Whitney Hammond | 5 Business Days
T " | Sr. Data Anslyst State Project
R Manager (PM)

First Rex Brown Eric D. Borrin 10 Business
T T | Program Director Director Days
‘Second | <Jennifer Maassen | Jeffrey A. Myers 15 Business
", | Managing Director | Commissioner Days

16.3. The allotted time for

the first level negotiations shall begin on the date the

lnvoking Party’'s notice is received by the other party. Subsequent sllotted time

is days from the date
other party.

that the ongma! Invoking Panty's notice is received by the

'17. SAAS GENERAL TERMS AND CONDITIONS

17.4. Computer Use
17.1.1.
facilities,
maintained
equipment,

In conslderation for recelviﬁg access to and use of the computer
network,

licensed or developed software, software
or operated by any of the State entilies, systems,
Documentation, information, reports, or data of any kind

{hereinafter "Information™), the Contractor understands and agrees to
the following rules:

17.1.1.1.

17.1.1.2

17.1.1.3.

2016-078 1T Provisions — Par 2
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Every Authorized User has the responsibllity to assure
the protection of information from unauthorized access,
misuse, thefl, damage, destrucnon modification, or
disclosure.

That information shall be used solely for conducting
official State business, and all other use or access is
strictly forbidden Including, but not limited to, persanal, or
other private and non-State use and that at no time shall
the Contractor access or sttemplt to access any
information without having the express authority to do so.

That at no time shall the Contracior access or attempt to -

access any information in‘a manner inconststent with t
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17.2.

17.3.

17.4.

17.5.

17.6. -
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approved gpolicies, procedures, and J/or agreements
relating 1o system entry/access.

17.1.1.4. That all software licensed, developed, or being evaluated
by the State cannol be copied, shared, distributed, sub-
licensed, modified, reverse engineered, rented, or sold,
and that at all times the Contractor must use utmosl! care
to protect and keep such software strictly confidential in
accordance with the license or any other Agreement
executed by the State. Only equipment or software
owned, licensed, or being evaluated by the State, can be
used by the Contractor. Personal software (including but
not limited to palmtop sync software) shall not be
installed on any equipment.

17.1.1.5. That if the Contractor Is found to be in violation of any of
the above-stated rules, the User may face removal from -
the State Contract, andfor criminal or civil prosecution, if
the act constitutes a violation of law.

Emall Use

17.2.1.  Mall and other electronlc communicalion messaging systems are
State of New Hampshire property and are to be used for business
" purposés only. Email is defined as “internal Email systems™ or
"State-funded Emall systems.” tha Contractor understand and agree
that use of email shall follow State standard policy (avallable upon

request).

Internet/intranet Use

* 17.3.1.  The Intemetfintranet is to be used for access to and distribution of -

information in direct support of the business of the State of New
Hampshire according to State standard policy (available upon

request).
Regulatory Government Approvals

17.4.1. The Contractor shall obtain all necessary and applicable regulatory or
other govemmental approvals necessary to perform its obligations
under the Contract.

insuranceo certificate

17.5.1. The Insurance Certificate should note the Certificale Holder in the
lower left hand block including State of New Hampshire, Department
Name, name of the individual responsible for the funding of the
contracts and his/her address.

Exhiblts

. N l
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17.6.1. The Exhibits referred to, in and attached to the Contract are
incorporaled by reference as if fully included in the text. .

17.7. Venue and Jurisdiction

17.7.1.  Any adlion on the Contract may only be brought in the State of New
Hampshire, Maerrimack County Superior Court,

17.8. Survival

17.8.4. The tarms, conditions and warranties contained in the Contract that
by their context are intended to survive the completion of the
performance, cancellation or termination of the Contract shall so
survive, including, bul not limited to, the terms of the Exhibit E,
Section 3: Records Retention and Access Requirements,” Exhibit E
Section 4; Accounting Requirements, and General Provisions-Section
11: Use of Stale’s Information, Confidentiality and General
Provisions- Section 13: Temmination which shall all survive the
termination of the Contract.

17.9. Force Majoure

17.2.1.  Neither the Contractor nor the State shali be responsible for delays or
failures in performance rasulting from events beyond the conlrol of
such party and without fault or negligence of such party. Such events
shall include, bul not be limHied to, acts of God, strikes, lock outs,
riots, and acls of War, epidemics, acts of Government; fire, power
fallures, nuclear accidents, earthquakes, and unusually severe
weather,

17.9.2. Except in the event of the foregoing, Force Majeure events shall not
_ Include the Contractor's inability to hire or provide personnel needed
for the Contractor's performance under the Contract.

17.10. Notices

17.10.1. Any notice by a party hereto to the other party shall be deemed to
have been duly delivered or given at the time of malling by certified
mail, postage prepaid, in a United States Post Office addressed lo
the parties at tha following addresses.

17.10.1.1. Contractor:

OXBOW DATA MANAGEMENT SYSTEMS
ATTN: REX BROWN

3802 RAYNOR PARKWAY, SUITE 200
BELLEVUE, NE 68123

E.MAIL: REX.BROWN@OXBOWDMS COM
TEL: (402) 991-6036 -

47.40.1.2. State:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH & HUMAN SERVICES
ATTN: ERIC D. BORRIN

129 PLEASANT STREET

CONCORD, NH 03301

E.MAIL: ERIC BORRIN@®DHHS STATE NH US
TEL: (603) 271-8558

17.11. Data Protection

17.11.1. Proteclion of personal privacy and dala shall be an integral part of the
business activities of the Contractor to ensure there is no
inappropriate or unauthorized use of State informalion at any time. To
this end, the Contraclor shall safeguard the confidentiality, integrity
and availability of State informalion and comply with the following
conditions: :

17.11.2. The Contractor shall Implemenl and maintain appropriate
administrative, technical and organizational security measures to
safeguard - against unauthorized access, disclosure or theft of
personal date and non-public data. Such 'security measures shall be
in accordance wilh recognized industry practice and not less stringent
than the measures the Contracior applies to ils own persona! data
and non-public dala of similar kind.

17.11.3. Al data oblained by the Contractor in the performance of this contract
shall become and ell personal data shall be encrypted at rest and in
transit with controlled access. Unless otherwise stipulated, the
Contractor is responsible for encryption of the personal data. '

17.11.4. Unless otherwise slipulated, the Contractor shall encrypt all .non-
public data al rest and in transit. The State shall identify dala it
deems as'non-public data to the Contractor. The level of protection
and ancryption for all non-public data shall be Identified and made a
part of this contract.

17.11.5. Al no time shall any data or processes — that aither belong to or are
intended for the use of the State ar its officers, agents or employees
— be copied, disclosed or retained by the the Contractor or any party
related to the Conlractor far subseguent use in any transaction that
does not include the Stals. .

17.11.6. The Contractor shall not use any information coilected in connection
wilh the service Issued from this proposal for any purpose other than
fulfilling the service.

17.12. DATA LOCATION

17.12.1. The Contractor shall provide s services 1o the State and its end
users solely from date centers in the U.S. Storage of Siate data at
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rest shall be located solely in data centers in‘the U.S. the Contractor

shall not allow ils personnel or contractors to store Stale data on

poriable devices, Including parsonal computers, except for devices.
that are used and kept only at its U.S. data centers. the Contractor

shall permit its personnel and contractors to access State data

remotely only as required to provide technical support. the
Conlractor may provide technical user support on a 24/7 basis usging

a Follow the Sun model, unless otherwise prohibited in this contracl.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

‘' 17.13.1. The Contractor shall inform the State of any security incident or data
breach in accordance with NH RSA 359-C:20.

17.13.1.1. locident Response: The Contractor may need to
communicate wilth outside parties regarding a secunly
incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as
mutually agreed upon, defined by law or contained in the
contract, Discussing security Incidents with the State
should be handled-on an urgent as-needed basis, as pan
of the Contraclor communication and mitigation
processes as mutually agreed upon, defined by law or
contained in the contracl.

17.13.1.2. Security Incident Reporling Re utrements: the Contractor
- shall report a security incidant to the appropriate State
identified contact immediately as defined in the SLA.

17.13.1.3. Breach Reporting Requirements: If the Coniractor has
actual knowledge of a confirmed data breach that affects
the securily of any State contenl that is subject to
applicable data breach notification law, the Contraclor
shal:

17.13.1.3.1. Promptly .notify the appropriate State
identified contact within 24 hours or sooner,
unless shorter time s required by
applicable law; and

17.13.1.3.2. Take commaercially reasonable measures to
address the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES

This section only applies when a data breach occurs with respect to personal data
within the possession or control of the Contractor.
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17.14.1. The Contractor, unless stipulated otherwise, shall immediately notify
the appropriate State identified conlact by telephone in accordance
with the agreed upon security plan or securty procedures if ol
reasonably belleves there has beena security incident. /

17.14.2. The Contractor, unless stipulated otherwise, shall promptly notify the
appropriate State’ identifiad contact within 24 hours or sooner by
telephona, unless shorer tima is required by applicable law, If &t
confirms that there is, or reasonably believes that there has been a
data breach,

17.14.3. The Contractor shall

17.14.3.1. Cooperate with the State as reasonably requesied by the
State to Investigate and resolve the data breach:

17.14.3.2. Prompily implement necessary remedial measures, if
necessary, and

17.14.3.3. Document responsive actions taken related to the data
breach, including any post-incident review of events and
actions taken to make changes in business praclices in
providing the services, if necessary. '

17.14.4. Unless otherwise slipulated, if a dala breach is 8 direct result of the
Contractor's breach of its contract obligation to -encrypt personal data
or otherwise prevent its release the Contractor shall bear the costs
associated with:

17.14.4.1. The investigation and resolution of the data breach;

17.14.4.2. Nolifications to individuals, regulators or others requnred ,
) : by State law;

17.14.4.3. . A credil monitaring service required by State (or lederal)
law, i

17.14.44. A websile or a toll-free number and call center for
affected individuals required by State law — all not to
exceed the average per record per person cosl
calculated for data breaches in the Uniled States
(currently $201 per record/person) in the most recent
Cosl of Data Breach Study: Global Analysis published by
the Ponemon Institute 17 at the time of the dala breach;
and

s

17.14.4.5. Complete all corrective actions as reasonably determined
by the Contractor based on root cause; all (17.14.1.4.1
through 17.14.1.4.5) subject to this Contract's limitation
of fiabllity. ‘
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17.16.

17.17.

17.18.

17.19.

17.20.
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NOTIFICATION OF LEGAL REQUESTS

17.15.1. The Contractor shall contact the State upon receipt of any electronic
discovery, litigation holds, discovery searches and expert testimonies
related to the State's data under this contract, or which in any way
might reasonably .require access to lhe data of the State. the
Contractor shall not respond to subpoenas, service of process and
other legal requests related to the Slate without first notifying the
State, unless prohibited by law from providing such notice.

ACCESS TO SECURITY LOGS AND REPORTS

17.16.1. The Contractor shall provide reports to the State in a format as
agreed to by both the Contractor and the State.

17.16.2. Reports shall include latency statistics, user access, user access [P '
- address, user -access history and security logs for all State filas
related to this contract. .

CONTRACT AUDIT -

17.17.1. The Confractor shall allow the State to audit conformance to the
 contract terms. The State may perform this audit or contract with a
third party at its discretion and at the State's expense.

DATA CENTER AUDIT

17.18.1. The Contractor shall peform an:independent audit of its data centers
. at least annually at its expense, and provide a redacied version of the
audit report upon reguest.

17.18.2. The Contraclor may remove ils proprietary information from the
redacted version. A Service Qrganization Control (SOC) 2 audil
report or approved equivalent sets the minimum level of a third-party
audit.

ADVANCE NOTICE

17.19.1, The Contractor shall give advance nolice (to be determined at the
contract time and included in the SLA) to the State of any upgrades
{e.g.. major upgrades, minor upgrades, sysiem changes) that may
impact service evellability and performance. A major upgrade is a
replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to dale or to improve ils
characteristics. 1t usually Includes a new version number.

SECURITY

17.20.1. The Contractor shall disclose its non-proprietary socurity processes
and technical limitations to the State such that adequate protection
and flexibility can be attained between the State and the Contractor.
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For example: virus checking and pont sniffing — the State and the
Contractor shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

17.21.1. The. Contractor shall enforce separation of job dufies, require
commercially reasonable non-disclosure agreements, and limit staH
knowledge of State data lo that which is absolutely necessary to
perform job duties,

17.22. IMPORT AND EXPORT OF DATA

17.22.1. The State shall have the ability to import or export data in piecemeal
or in entirety at its discretion without interference from the Contractor.
This includes the ability for the State to import or export data to/from
other service provlders .

17. 23 RESPONSIBILITIES AND UPTIME GUARANTEE

17.23.1. The Contractor shall be responsible for the acquisition and operation
of all hardwarse, software and network support related to the services
being provided.

17.23.2. The technical and professional activilies required for establishing,
managing and maintaining the environments are the responsibilities
of the Contractor.

17.23.3. The System shall be available' 24/7/365 (with agreed-upon
~maintenance downtime), and provide service to customers as defined
in the SLA.

" 17.24. RIGHT TO REMOVE INDIVIDUALS

17.24.1. The State shall have the right, at any time, to require the Coniractor
remove from Interaction with the State any Contractor represantative
who the State believes is delrimenta! to its working relationship with
the Contractor.

17.24.2, The State shall provide the Contractor with nolice of ils.
determination, and the reasons it requests the removal.

17.24.3. if the Stale signifies that a potential security violation -exists with
respect to the request, the Contractor shall immediately remove such
tndividuat,

17.24.4. The Contractor shall not assign theé person to any aspect of the
contract or future work orders without the State's consent.
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EXHIBIT A - DELIVERABLES

1. DEUVERABLES, MILESTONES AND ACTIVITIES
1.1, Background and Project Ovorviow

1.1.1. The Chronic Disease Prevention and Screening’ (CDPS) Section seeks a Sole
Source Software as a Service contract for 8 web-based data management and
billing application. The Breast and Cervical Cancer Screening (BCCP)
Progrem within the COPS Is a free screening program that provides low
incoma women in New Hampshire with no cost breast and cervical cancer
screening and- diagnostics. The BCCP provides these services through
contracts with over twenty-six primary care providers and through agreements
with over 200 providers who blll for clinical procadures.

1.1.2. Certaln data are collected and used to:
1.1.2.1.  Provide an understanding of who is screened with program funds.
1.1.2.2.  Monlior and project clinical costs.
1.1.2.3.  Track patients for clinical care and follow-up.
1.1.2.4.  Meet reporting requirements for COC.
1.1.2.5.  Link data with the cancer regisiry data.

1.1.3. The Centers for Disease Conirol {(COC) requires that Breast and Cervica!
Cancer Screening Programs:

1.1.3.1.  Establish and maintain a data system o collect, edit, manage and
continuously Improve the data needed to track a woman 's recelpt of
screening, diagnostic and treatment services.

1.1.3.2.  Establish and maintain a system that provides routine and ad hoc
report for program management,

1.1.3.3.  Establish methods for raviewing and assessing the complelenass
accuracy, and timeliness of dala collected.

1.1.3.4. Establish. policies to ensure the security and confidentiality of ail.
data collecled.

1.1.4. Currently, the BCCP maintains a centralized Cancer Screening and Tracking
Database (CaST) in order to track Minimal Data Elements (MDEs) for all
women enrolled in the screening program. A COC contractor provides New
Hampshire wiih & version of CaST that can be installed on a server and
requires our contractors to submit patient data via FAX to be enterad at the
centra) office by a full-time claims processor. A dala manager generates a
number of monthly reports (e.g., missing data reporis, clinlcal care indicators,
elc.} and provides screening slles with data to help with program planning and
quality assurance. A separate DolT developed billing application is used by

_the BCCP to manage direct claims from enrolled providers. The data manager

. od
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must manually confirm program enrollment and clinical validity for clalms prior
1o entering invoices into the DolT developed billing application.

1.1.5. Following implementation of the Affordable Care Act the number of low-

: income woman in New Hampshire who were insured increased considerably
because of eccess to subsidized insurance plans through the Health
Insurance Marketplace and free insurance through tha New Hampshire Heslth
Protection Program (NHHPP). In SFY15 the BCCP eliminated our claims
processor position and the data manager (s performing these responsibilities.
In SFY16, the BCCP plans lo expand the scope of contracts with primary care
providers to aflow for provision of care coordination services to low income
woman who face significant bamiers to screening and would not be likely to get
screened without this level of assistance. Given this emerging focus for the
BCCP It is likely that we will be serving close to 6,000 women annually and will
have an increase in data reporting and entry.

1.1.6. Project Summary

1.1.6.1. There are 26 contracied BCCP screening sites-In New Hampshire
and 200 providers.

1.1.6.2. The BCCP has screened 30,000 women slnce 1997. end has
100,000 screening cycle records (screening 1o diagnostic/treatment
“if needed).

1.1.6.3. The BCCP screens 4,000 women annually.

1.16.4. Each woman scraensd can have between 2-5 data forms submitted
to the central office and between 4-20 claims per screening cgcle. )

1.1.6.5. In SFY15 the BCCP eliminated the ¢laims processor position and
merged these responsibilities with the data manager position.

1.1.6.6. CDC requires colleclion of MDEs and reporting bi-annually on core
indicators.

1.1.6.7. In NH, BCCP screening sites submit program data via fax to the
central office and receive reports via mail.

1.16.8. The BCCP requires increased data management capacity for
SFY16 to accommodate an increase in the number of women
served.

1.1.6.9. We will need lo enler into a contract for a Software as a Service
solution to migrate our exisling records, receive software training,
and lest/work with the 1ool and database before iImplementation.

1.1.6.10. Only BCCP staff will have access 10 crude data. It Is anlicipsted
that System Administrators will access the datae through a separsle
account in & secure session, .

1.1.6.11. The data will be used to create reports for COC, BCCP and
contractors to inform program planning.

'l I “‘l//
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.1.2. General Project Assumptions

1.2.1, The Contractor will provide project tracking tools and templates to record
and manage Issues, Risks, Change Requesis, Requirements, Decision
Sheets, and other documents used In the management and tracking of the
project. - .

1.2.2- The State of New Hampshire and the Contractor Project Managers will
* review these tools and tempiates and determine which ones will be used
for the project. Training -on these toots and templates will be conducted at

the start of each phase in which they will be used.

1.2.3. Pror to the commencement of work on Non-Software and Written
Deliverables, the Contractor shall provide lo the Slate a template, table of
contents, or agenda for Review and prior approval by the State.

1.2.4. The Contractor shall ensure that appropriate tevels of security are
implemented and maintained In order to prolect the Integrity and reliability
of the State's Information Technology resources, information, and services.
The Contractor shall provide the Stale’ with resources, information, and

+ Services on an ongoing basis, with the appropriate Infrastructure and
security controls to ‘énsure business continuity and o safeguard the
confidentiality and integrity of State networks, Systems and Data.

1.2.5. . The Deliverables are set forth in the Schedule described below in Section
2, Deliverables, Milestones, and Activitles Schedule. By unconditionally
accepling a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the Stale detects any Deficiency in the System, In
whole or in part, through completion of all Acceptance Testing, including
but not limied to. Software/System Acceptanca Testing. and any
extensions theraof.

1.26. Pricing for Deliverables set forth in Exhibit B: Price and Paymeant Schedule.
Pricing will be effective for the Term of this Coniract, and any extensions
theraof.

IS AP
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2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Activity, Dellverable, or Milestone

Detiverable
Type

Projected
Dellvery Date

PLANNING AND PROJECT MANAGEMENT

INo:‘n-Soﬂ\w.r'cma ‘

130 days from

21. Conduct Project Kickoff Meeting icontract effective
date
Weekly
beginning 30
22 Project Status Reports LWritten days from the
. contract effective
' date
Within 30 days
2.3, Work Plan Written of the contract
' jetleclive date
infrastructure Plan, including Desktop ithin 30 days
2.4, jand Network Configuration Written . [of the contract
[Requirements flective dale
’ ithin 30 days
2.5. Securily Plan Written f the conlract
: . . tieclive date
o . ithin 30 days
26, . [Commurications and Change hiten Eﬁmmmm
9 flective date
_ ithin 30 days
27. Requirements Traceability Matrix Written Ethe contract
tective date
ithin 30 days
28 [Software Configuration Plan Written f the contract
: flective date
' Within 30 days
29 S::lg;‘:i Il:%r;azeb;ian \Written of the contract
. gr/Lapabiity effective date
Within 30 days
2.10.- Testing Plan Written ol the contract
etfective date
Within 30 days
2.11. Data Conversion Plan and Design Written of the contract
atlactive date
Within 30 days
2.42, |Peployment Plan Written of the contract
- - iaffective dale
2016-078 Exhi [+] [#) J/
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ithin 30 days
p1a, [CoTErShensNe TaningPlon K conee
Hective date
Within 30 days
2.14. End User Support Plan Written of the contract
i efoctive date
. (Within 30 days
Business Continulty Plan Writlen of the contract
2.15. :
jeffective date
. . ithin 30 days
216, g?occuergzrelzhon of Operational MWritlen of the contract
_ effective date
. ithin 30 days
2.17. [Provide Software Licenses if needed Written of the contract
effactive dale
: ithin 30 days
218, g:)me Fully Testad Data Conversien Software F the contract
) re flactive date
Provide Software Inatalled, tthin 30 days
2.19. [Configured, and Operational to Sottware f the contract
Satisty State Requirements flectve date
. ithin 30 days
Conduct Integration Tesling Non-Software f the contract
2.20. .
fleclive date
ithin 30 days
2.29 Conduct User Acceptance Testing Non-Software of the contract
o leffective dale
- [Within 30 days
Perform Production Tests Non-Software of the cantract
222,
ffaclive date
) ithin 30 days
2.23. ;I')e::falr; B%U;:g aﬂnd Software of the contract
ul-oound Interlaces otfoctive date
Within 30 days
2.24 ?_on%'}lg: 2ysteTm F:.e rlormance INon-Software of the contract
49 [(LoadiStress) Testing efiective date
Certification of 3 Party Pen Tesling ‘ Within 30 days
225 [and Application Vulnerability Non-Software o the contract
7 IScanning. ' fetiective date
2016078 € Be D ?L“Z:z.g/
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C ‘ "~ | Within 30 days

onverted Data Loaded into :
Software of the contract
2.26.  |Production Environment eftective date
. Within 30 days
2.27. ;;::;3: T(:)‘:Izllff:{pe?igkal;ig:sngnd Data Software - of the contract
ry p effective date
. Within 30 days
2.28. [Conduct Training Non-Software of the contract
o ) effective date
. L Within 30 days
2.20 Cutover to New Software Non-Software 1 of the contract
. . i .
. .| effective date
i Within 30 days
2.30 Provide Documentation Written of the conlract
U efiactive date
' Within 30 days
231, [Execute Security Plan Non-Sohware of the contract
Y : effective date
Ongoing Hosting Support Non-Software Upon program
2.32. going Hosting Suppe effective date
ngoing S n & Maintenance Software Upon program
2.33. Ongoing Suppo n affoctive date
Conduct Project Exit Meetin Non-Software Upon program
2.34, Proj g J effective date
2016-075 Exhibji A-Deliverables Date: //;b
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EXHIBITB
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1.  Firm Flixed Price
This is a Firm Fixed Price (FFP) Conlract effective the date of Governor and Executive
Council approval through Form P-37, Block 1.8, Completion Dale. The Contractor shall be
responsible for performing ils obligations in accordance with the Contracl. This Contract
will aflow the Contrector to invoice the State for the following activities, deliverables, or
milestones at fixed pricing/rates appearing in the price and payment tables below:
Activity, Deliverable, or Milestone Pro]ect;:tgqllvery Price
PLANNING AND PROJECT MANAGEMENT
1.1.1. [Conduct Project Kickoff Meeting W::‘ié‘o‘n?r:;ys p:‘{‘;'n‘;d;dog‘el
. Within 30 days Included in
" 1.4.2. |Project Status Reports of the contract pricing model
: . effective date
Within 30 days Included in
1.1.3. [Work Plan of tha contract pricing model
: sffeclive date .
Infrastructure Plan, including Desktop Within 30 days included in
1.1.4. fand Network Configuration -of the contract pricing mode
" |Requirements effective date
Within 30 days included in
11,5, [oecurity Plan of the contract pricing mode!
effective date
T Within 30 days Included in
1.1.6. .lﬁg:;;:r;ﬁ;o&::nd Change of the contract pricing model
efiective date
Within 30 days Included in
1.4.7. [Requirements Traceability Matrix of the contract pricing model .
affective date
Within 30 days Inctuded in
1.1.8. [Software Configuration Plan of the conlract pricing model
effective date
Within 30 days Included in
11.9. gr{:tgr:sslé:ll%rgi?b:;::n of the contract pricing mode!
eflective date
Within 30 days Included in
1.1.10. Testing Plan of the contract pricing mode!
eftective date

'.n/ /
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. Within 30 days Included in
1.1.11, |[Data Conversion Plan and Design of the contract pricing mode!
> . effective date
Within 30 days Included in
1.1.12. |Peployment Plan of the contract pricing model
effeclive date
Within 30 days Included in
1.1.13. aC::‘l g[;?-:i:ﬁ:;? Training Plan of the contract pricing model
- effective date
Wilhin 30 days Included in
"1.1.14. End User Support Plan of the contract pricing model
effective date
Within 30 days - Included in
1.1.15. |Business Continuily Plan of the contract pricing model
elieclive dale
. Within 30 days Included in
Documentation of
1.1.16. [Operational Procedures of the contract pricing mode!
: ‘ effeclivo date

" Within 60 days

_included in

1.14.17. [Provide Software Licenses if nesded of the contract pricing model
effeclive date
. . Within 80 days Included in
‘118 g;m?;ully Tested Data Conversion of the }:ontrail oriting modl
) . eflective date
Provide Software Installed, Within 60 days - Inctuded in
1.1.19. Configured, and Operational to of the contract pricing model
effective date

Satisfy State Requirements

11/
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' _ Within 60 days included in
1.1.20. [Conduct Integration Testing - | of the contract pricing mode!
eHeclive date '
Within 60 days Included in
1.1.21. [Conduct User Acceptance Testing of the contract pricing model
- effective date
. Within 60 days Included in -
1.1.22. [Perform Production Tests | of the contract pricing model
) eHeclive date
Within 60 days Included in
ast in-Bound and .
1.1.23. ) . of the contract pricing model
‘ Oul-Bound Interfaces offective date
Conduct System Performance Within 60 days | Included in
. of the contract pricing modet
1.1.24. | 0ad/Stress) Testing effectiva date
Certtiication of 3™ Party Pen Testing Within 60 days Included in
4.1.25, fand Application Vulnerability of the contract pricing model
"7 |scanning. : etective date
: 11141_1}/
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' o | Within 60days | Included in
Converted Data Loaded Into of the contract pricing mode!
1.1.26.  [Production Environment offective date
Provide Tools for Backup and \:;i::i: f:nf.-:ﬁ p:?:::;dfndoictl‘al
1.1.27. Recovery of all Applications and Data. - | .yective date .
Within 60 days Included in
1.1.28. [conduct Training of the contract pricing model
T gffective date
Within 60 days Included in
1.4.29. [Cutover to New Software of the contract pricing model
A effective date
. Within 60 days Included in
1.1.30 Provide Documentation of the conltract pricing model
T effeclive date
Within 60 days Included in
1.4.34. [Execute Security Plan of the contract pricing mode!
RS L effeciive date
B . S ' Upon program [nled in
1.1.32, [Ongoing Hosling Suppont -effective date pricing mode!
o Upon program Included in
1.1.33. [Ongoing Support & Malntenanc.e effective date ' | pricing mode!
' - . , Upon program Included In
1.4.34, [Conduct Project Exit Meeting effective dale pricing model
1.2.  Future Vendor Rates Worksheaet

1.2.1.

The State may request additional Services from the selected
Vendor and requires rales in the evenl that additional Service is

required. .
1.2.2. . The following format must be used to provide thls information.
_ “SFY" refers 10 State Fiscal Year.
1.23.  The New Hampshire State Fiscal Year runs from July 1 through
June 30 of the following calendar year. -
1.24. Positlons nol identified in the Proposed Position Worksheet may

be included in the Future Vendor Rates Worksheet,

Daiezv"Z:[/Z‘? /,b
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- 1.2.4.1. Table 1 Future Vendor Rates Worksheot P

Position Title SFY 2016 | SFY 2017 | SFY 2018 SFY 2019
Project Maneager , $200 $200 $200 | %200
Principal Program |

Analyst $200 ' $200 $200 $200
Senior Devaloper $175 $175 $175 $175
Intermediate Developer $150 $150 $150 - | $150
Tester  $150 $150 $150 $150

1.3. SAAS Services Pricing Worksheet

1.3.1. . Pricing must reflect the payment of rﬁainlenance through the
Contract end date.

1.3.2. Price e'stlmate should reflect the most optimistic implementation
date. _

1.3.3.  Actual paymenls may differ from the estimate if project starl dale
slips or if implementation takes longer, as this will cause a
ghorter maintenance period.

1.3.4. Table 2. SAAS Services Pricing Worksheet should be
customized o reflect the project and the cost composing the
Contractor's proposal. )

Table 2: SAAS

Searvice

e T .
Data Conversion - - - - $45,667.00
Travel & '
tralnlngf $12,559.00 - - - - $12,559.00
Med-iT® - BCC :
Subscription $19,800.00 | $20,520.00 $21,240.00 $21.960.00 |. $22,680.00 $106,200.00
Foes ' . :
Mod-IT® - ) . .
Changose & $2,500.00 $2,500.00 $2.500.00 $2,500.00 $2,500.00 $12.500.00
Enhancaments

GRANDIOTAL -] - $50.628.001|: $23020.00..{- $23,740.00":8247480.0035] 626,180,001 78176026100,
2. CONTRACT PRICE ' |

2.1.  Notwithstanding any provision in the Contract to the conirary, and
notwithstanding unexpected circumstances, in no event shall the total of

, ; i //
7016-078 Exhibit B-Price and Payment Schedule Date_J/ZB/ (7
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all payments made by the State éxceed Form P-37 Genera!l Provisions,
Block 1.8, Price Limitation.

2.2. The payment by the Stale of the total Contract price shall be the anly, and
the complete reimbursement to the Contractor for all fees and expenses,
of whatever nature, incurred by the Contractor in the performance hereof..

2.3. The State will not be responsible for any trave!l or out of pocke! expenses:
incurred tn the performance of the Services performed under this Contract.

3. INVOICING

3.1. The Contractor shall submit correct invoices to the State for all amounts to
be paid by the State.

3.2.  Allinvoices submitted shall be subject to the State’s prior written approval,
which shall not be unreasonably withheld.

3.3.  The Contractor shall only submit invoices for Servlces or Deliverables as
permitied by the Contract.

3.4. Invoices must be In a format as delermined by the Stale and contain
detailed information, including without Iimitation:

3.4.1. ltemization of each Deliverable and identification of the
Deliverable for which paymen! Is sought.

34.2. Acceptance date triggering such payment.

3.4.3. Date'of delivery and/or installation.

3.44. Monthly maintenance charges.

3.45. Anyother Préjeci costs or reteﬁtion amounts, if applicable.

3.5. Upon Acceptance of a Deliverable, and a properly documented and
undisputed invoice, the State will pay the correct and undisputed invoice
within thirty {30) days of invoice receipl. Invoices will not be backdated
and shall be promptly dispatched.

3.6. Involces shall be sent to;

Financial Manager
DHHS

29 Hazen Drive
Concord, NH 03301

i : T
2016-078 Exhibil B-Price and Paymeni Schedule Dam:#ﬂ/p
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3.7. Al vendor paymenls shall be sent to:
Oxbowinvoicing@mgcallie.com

&

OxBow Data Managemeni Systems, LLC
3806 Raynor Parkway, Suite 200
Bellevue, NE 68123

4. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, retumn to the State the
" full amount of any overpayment or eroneous payment upon discovery or notice from the State.

5. CREDITS

The Stale may apply credits due to the State arising out of this Contract, against the Contractor's
involces with appropriate Information attached.

8. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the first year annual faefimplementation fee for a
period of 60 days afier first productive use of the System.

-

/

2016078 Exhibil B-Price and Payment Schedule Date. [ 2K /k
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Exhibit C — Special Provisions

Use the special provision section 1o show appropriate éhanges to the terms outlined in the General
Provisions.

)
2016-078 Exhibit C — Specia! Pravisions - Date: fﬂéb’/&
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Exhibit D
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES
1.1. The Contractor shall assume all reasonable travel and related expenses.”
1.2. Alliabor rates will be "fully loaded”, including, but not imited to:

1.2.1. Meals.
1.2.2.  Hotel/housing.
1.2.3. Aidare.

1.24. Carrenlals.
1.25. Car mileage.
1.26. Out of pocket expenses.
2. SHIPPING AND DELIVERY FEE EXEMPTION

21 .. The State shall nol pay for any shipping or delivery fees, unless specifically itemized
in the Contract.

3. ACCESS/COOPERATION

3.1.  As applicable, and subject to the applicable IaQs and riegulations, the State shall, as
required to complete contracled Services, provide the Contractor with access to all:

3.1.1. Program files.

3.1.2. Libraries.

3.1.3.  Personal computer-based systems.
3.14.  Software packages.

3.1.5. ° Network systems.

3.1.6.  Security systems.

3.4.7. Hardware.

3.2. The State shall use reasonable efforts 1o provide approvals, a(:thorizations. and
decisions reasonably necessary to allow the Contractor to perform its obligations
under the Contract,

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

4.1. The Contrector shall provide the State access to all Stale-owned documents,
materials, reports, and olher work in progress relating to this Contract.

4.2, Upon exptration or termination of the Contract with the State, the Contractor shall tum
over all State-owned documents, matenal, reports, and work in progress relating to
this Contract to the State at no additional cost to the State.

2016-078 Exhiblt D - Administrative Services Date: V. /b
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- Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1,

5.2

5.3.

5.4.

5.5.

6.2.

The Contractor shall agree to the conditions of all applicable State and federal laws
and regulalions, which are incorporated herein by reference, regarding retention and
accass requirements, including without fimitation, retention palicies consistent with the
Federal Acquisition Regutations (FAR) Subpart 4.7 Contractor Records Retention.

The Contractor and Its Subcontractors shall maintain books, records, documents, and
olher evidence of accounling procedures and practices, which property and
sufficiently reflect all direct and Indirect costs invoiced in the performance of their
respeclive obligations under the Contract. The Contractor and Ills Subcontractors
shall: .

5.21. Retain all such records for three (3) years following termination of the
Contract, including any extensions.

5§.2:2. Retain all records relaling to any litigation matters regarding the Contract for
' one (1) year following the termination of all litigation, including the termination
of &ll appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, atl such records shall be
subject to inspection, examinalion, audil and copying by personne! so suthorized by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access o these Hems shall be provided within Memimack County of the
State of New Hampshire, unless otherwise agreed by the State. Delivery of and
access to such records shall be at no cost to the State:

5.3.1. During the three (3} year period following termination of ihe Contract.

53.2. One (1) year tarm following litigation relaling to the Conlract, Includmg ell
appeals or the expiration of the appeal period.

The Contractor shall include the record retention and review requirements of this
saction in any of s subcontracts,

The State agrees thal books, records, documents, and other evidence of accouniing
procedures and praciices relaled to the Contractor's cost structure and profit factors
shall be excluded from the State’s review, unless the cost of any other Services or
Deliverables provided undar the Contract is calculated or derived from the cosl
structure or profit factors.

ACCOUNTING REQUIREMENTS
6.1.

The Contractor shall malntain an accounting system in accordance with Generally
Accepted Accounling Principles.

The cosls applicable to the Contract shall be as‘cenainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures.

Part 3
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' Exhibit E

IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requiraments and terms of this-Coniract.

1.2]

1.1.1.

1.1.2,

1.1.6.

Introductory Meeting: Participants shall include the Contractor Key
Project Siaff and State Project leaders from both the Department of Justice
and the Department of Information Technology in order to;

1.1.1.1. Enable leaders to become acquainted.
1.1.1.2. Establish any preliminary Project procedures.

Kickoff Meeoting: Paricipants shall include the State and the Contractor
Project Team and major stakeholders in order to establish a sound
foundation for activities that will follow.

. Status Mootings: Participants shall include, at the minimum, the

Contractor Project Manager and the State Project Manager. The meetings
shall:

1.1.3.1. Be conducted at least bl-weekly.
1.1.3.2. Address overall Project status.

1.1.3.3. Address any additional topics that are necessary to remain on
schedule and within budget.

1.1.3.4. Be based on a stalus and error report from the Contractor.

. The Work Plan: The Work Plan shall be reviewed at each Stalus Meeting

and updated, at minimum, on a bi-weekly basis, in accordance wilh the
Contract.

. Special Meetings: Need may arise for a special meeting with State

leaders or Project stakeholders to address specific issues, which shall be
scheduled between the parlies at an agreeable time and location, as
necessary.

Exit Meeting: Paricipants shall include Project leaders from lhe
Contractor and the State, in order to:

1.1.6.1. Revlew lessons learned from the Project.
1.1.6.2. Address follow up options available to the State.

The Contractor shall prepare agendas, background, and minutes of all meetings.
The Contractor shall ensure: :

1.2.1.

The background for each status meeting Includes an updated Work Plan.

2016-078 Exhibil E - Implementation Services
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1.2.2. Formal presenlations are drafied for meslings, such as a presentation for
the kickoff meeting.

1.3. The Contractor Project Manager or the Contractor Key Project Staff shall submit
monthly status reporls in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formsts approved by the State.
The Contractor's Project Manager shall assist the State's Project Manager, or
iiself produce reports related to Projecl Management as reasonably.requested by
the State, all at no additional cost to the State. The Contractor shall produce
Project slatus reports, which shall contain, at a minimum, the following:

1.3.1. Project status related to the Work Plan.

1.3.2. Deliverable status.

1.3.3. Accomplishments during weeks being reported.

1.3.4. Pianned activities for the upcoming two (2) week perlod
1.3.5. Future activilies.

1.3.6. Issues and concerns requiring resolution,

1.3.7. Report and remedies in case of falling behind Schedule.

1.4. As reasonably requested by the Stats, the Contractor shall provide the State with -
information or reports regarding the Project. The Conlractor shall, at no additional
cost lo the State:

1.4.1. Prepare special reports and presentations relating to Project Management.

14.2. Assist the State in preparing reporls and presentalions, as reasonably
requested by the State,

2. IMPLEMENTATION STRATEGY
2.1. ¥Xey Components

2.1.1. The Contractor shall amploy an indusiry-standard Implementation strategy
with a timeline set forth in accordance with the Work Plan.

2.1.2. The Conlractor and the State shall adopt a change' managemeni approach
10 identify and plan key strategies and communication initiatives.

2.1.3. The Contractor team shall provide lram:ng templales. as defined in the
" Training Plan, which shall be:

2.1.31. Customized to address the Stale's specific requirements.

N

2.1.3.2. Reviewed for format, content, style, and preseniation and

' approved early on in the process in order to provide sufficient

time for development of malerial as funclionality is defined and
configured.

' /
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2.1.4. The Contraclor shall manage Project execution and provide the tools
needed to:
2.1:4.1. Create and manage the Project's Work Plan and tasks.
2.1.4.2. Manage and schedule Project staff. .
2.1.4.3. Track and manage issues.
2.1.44. Manage changing requirem'e‘nts.
2.1.4.5. Malntain communication within the l5roject Team,
2.1.46. Report status. '
Contractor Timeline

2.2.1. The timeline shall be set forth in the Work Plan. During the initial planning
period Project task and resource plans shall be established for:

2.21.1.  The preliminary training plan.

2.2.1.2. The change management pian,

2.2.1.3. Communication approaches.

2.2.1.4. Finalized project standards and procedures.
© 2:21.5. Initlation of team training.

2.2.2. Timing shall be.slructured to recognize interdependencies between
applications and structure a cost effective and timsly execution.

2.2.3. Processes shall be documented, training established, and the_ application
shall be ready for Implementation in accordance with the Work Plan.

Change Management and Training

2.3.1. The Contractor's change management and training services shall be
focused on developing change management and training strategies and
plans. Its approach relies on State resources for the axecution of the
change management and end user training.

3. Custom Code Development Methodology .

31

32

The Contractor shall use structured design techmques for all software
development efforts. For database development efforts the design approach shall
include the identification and design of varous database-unique objects such as
the tables, data entry screens, querias, validity checks, et¢c. The genera! design
approach for such database applications is described as follows.

The Contractors first step in the software development effort shall be the
generation of a requirements document. This Includes:

3.2.1. Customer requirements relating to System scope and capabitities;

2016-078 Exhibit E - Implementation Services
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3.3.

3.4.
3.5.

- 3.6

3.7

3.8
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3.2.2. Requirements imposed by the software/hardware environment for the

System, including any network requirements;

3.2.3. Securily requirements such as password proleclron and data encryplion;
and

3.2.4. Development effort consideration such as level of effort, schedule,
deadline, personnel available, and types of documentation required.

Concurrent with the requirement definition Is the development of the data
definition. In collaboration with the Depariment, the Contraclor identifies -and
defines the individua! data elements, their type and size, quanlity of data, validity
requirements, security requirements, and relationships between data groups.
Using all this Information, the data shall be integrated Into the selected database
sysiem,

The resulting Requirement and Data Dictionary Documents will serve as the basis
for acceptance tesling and provids the details needed o finalize a budget and
development schedule.

The Contractor shall develop test plans for system integration tests and final
acceptance testing. The Contraclor shall design these tesls to verify that the
System works as specified and meets all customer requirements,

At this point, the Contractor shall define and design the various remaining
application objects. These include screens for user inlerface, reports, validity
checks, and navigation methods. As they are developed, they shall be unit tested
and undergo inMlemal estirig to ensure the raquirements have been mel.

Once internal testing is complete the application along with tested customizations
sha!l be moved 1o the Contractor Staging System. This is the external facing test
environment and offers the Department a first look at the System. The Contractor
continues validation testing and prepares system documentation, and the
Department will begin familiarizing themselves with the application as it fits their
day to day environmenl. This Staging System shall remain in place even after the
Go Live event as an environment where the Depariment can train new users, test
future updates before they are introduced into the production environment, and
refrash their familiarity with less often used features of the System if needed. The
Staging System shall be initially loaded with the preliminary data conversion sel if .
legacy data will be converted to the new application. Later, this data shall be de-
identified but remains in place to assist with training/validation. use without
éxposing protected client information.

It is also in this environment where final Acceptance testing takes place This
allows both the Coniractor and the Depariment to perform final checks on the
System without affecting converted Iegacy data which may already be loaded into
{he Production environment. ..
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3.9. After System Acceptance, the application shall be moved to the Produclion

environmant, final data conversion is performed - if not already complete, and any
. actual client data in the Staging environment shall be de-identified.

3.10. The following diagram illustrates the development work flow and the sampla
project plan ghows how various activities relate. Actual work activities and
durations depend on the final Stalement of Work and are finalized during initial
contract award meetings. :

QUALITY ASSURANCE IS PERFORMED THROUGHOUT ALL PHASES PERTQRMANCE AND SECURITY MONITORING OCC URS WITHIN ALL ENVIRONMENTS
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4. Data Conversion Methodology .

4.1. The Contractor's multi-phased approach lo the data conversion process, shown in the
figure below, addressaes the mechanics of the convarsion, enables data standardization,
and incorporates correclions 1o meet CDC's semi-annual Mnnlmum Data Elemenl (MDE)
submission requirements. '

| Compare’

Cuslom-ze
Dala :
- Conversion .
Utilities:

. Initidl Data Receive
Migration | X Legacy,
Discussion | Data.

:‘Convert’

4.2. For quality assurance, lhe Contractor shall generate an MDE repont using

converied data to compare againsl a basefine MDE generaled by the
- Department's current system. Conlraclor experts verify conversion accuracy by .

reviewing MDE content, verifying MDE Edit Check results, and comparing
frequency of result values. This is essentially the same comparison performed by
the CDC supplied Edit Check epplicstion used during MDE submission to check
data quality and the Contractor's method of ensuring the Depariment's converted
data has been done accurately and will meet MDE reporling quality standards. _

4.3. As part of this validation process, 8 mesting between the Contractor's Data
Analysl, the Department's data manager and any other personnel most familiar
with the Customer data shall be held. Depending on the scope of the dala
conversion, this may be conducted via webinar or as an onsite meeting at the
Dapartment's location. The Contractor shall work with the Department to ensure.
alt enrollment, screening, diagnostic, provider and referral documents. are correctly
caplured within Med-IT®. Once any conversion discrepancies are corrected or
explained, an MDE file can then be generated and submitted for CDC verification
of the conversion.

4.4. In this approach, date is converted using two trial runs prior to the final data
conversion to test the conversion script and to streamline the conversion process.
This best practice minimizes the time required for final data conversion and cut-
over, reducing downtime and the amount of “catch up™ dala enlry and editing
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workload. Fina!l data conversion normally requires five or less business days to
complete.

4.5. Actual data conversion steps and timelines are determined by the type and
quantity of data to be converted. This shall be finalized during the initial meeting
following contract award. It is anticipated that data conversion will be completed
within a few weeks.

4.6. Itis anticipated that data entry in the legacy System shall a week prior to the Med-
IT® Go-Live date. User's stop entry in the legacy system, data is transferred o
disk and sent by over-night delivery io the Contractors corporate offices or
uploaded to the Contraclor's Secure FTP server. Using the verifiad data
conversion processes and scripls, data shall be converted and uploaded to the
Med-IT® production System. This process will take up to 2 days far conversion
and upload. Final conversion tesling and verification shall lake place with both

-+, Department and Contractor staff paricipating. Once the Depariment program
administrators have accepted with UAT and the conversion in writing, the Med-
IT® service shall go live, and authorized users shall have full access to the
Sysiem.

4.7. The following diagram illustrates a sample data conversion projaect plan and
shows how various aclivities relate. Actua! work activities and durations depend
on the final Statement of Work and are finalized during Initial contracl award
meelings.

* Phass t kil Evaluation | — ——

i : w7
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EXHIBIT F
TESTING SERVICES

1. TESTING AND ACCEPTANCE

1.1. The Conlractor shall bear all responsibilities for the full suite of Test Planning and
preparation throughout the Project. The Contractor shall:

1.1.1.  Provide training as necessary 10 the State staff responsible for test activilies

1.1.2. Be respoﬁsible for all aspects of testing contained in the Acceptance Test
Plan including suppont, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

1.1.3.  Ensure the Test Plan methodology Is included in the finalized Work Plan and
reflects the needs of the Project. .

1.1.4. Prepare a separate Test Plan and set of test materials for each Software
function or module. ‘

1.2. All Tesling and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g., software modules or functions, and
Implementation(s}}: This shall include, but not be limited to:

1.2.1.-  Planning, test scenario and script development.
1.2.2.  Data and System preparation for testing.

1.23. Execution of Unit Tests, System Intégration Tests, Conversion Tests,
Installation tests, Regression tests, Pedormance Tuning and Stress tests.

1.2.4.  Security Review and tests.

1.2.5.  Support of the State during User Acceptance Test and Implementstion.
1.3. The Contractor shall:

.1.3.1. Provide a mechanism for reporting actual tes! resulls vs. expecled rasults,

1.3.2.  Provide for the resolution and tracking of all errors and problems identified
during test execution.

1.3.3.  Correct Deficiencies and support required re-festing.

2. Test Planning and Preparation -

WA/
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2.1. The Contractor shall provide the State with an overall Test Plan for review and
approval that will guide all testing. The State approved Test Plan shall include, but not
be limited to:

2.1.1.  Identification, preparation, and Documentation of planned testing.
2.1.2. A requirements traceability matrix.
21 .‘3. Test variants.
2.1.4. Test scenarios.
2.1.5. ' Test cases.
21.6. Test §cripls.
21.7. Tes! Data.
2.1.8. Test phases.
2.1.9.  Unit tesls.
2.1.10. Expected resuits.
2.1.11. A tracking method for reporting actuai versus expected results.
. 2.1.12. Identification of all errors and problems arising during test execution.

2.2. As identified in the Acceptance Test Plan, and documented in accordance with the
Work Plan and the Contract, State testing shall commence upon the Coniractor's
Project Managers writtsn cenification that the Contractor's staff has successtully
execuled all prerequisite Contractor testing, along with reporting the actua! testing
resulls, prior to the start of any testing executed by State staff. The Contractor shall
present the State with:

2.2.1. A State approved Acceptance Test Plan.
2.2.2.  Teslscenarios. '

2.2.5. Test cases.

2.2.4.  Test scripts.

2.2.5. Testdata.

2.2.6. Expected results.

2.3. The State shall commence lis testing within five (5) business days of receiving
Certification from the Contractor that the State's personne! have been trained and the
Systern Is installed, configured. complete, and ready for State testing. The testing will
be conducted by the State in an environment independent from the Contractor's
development environment. The Contractor must assist the State with testing in
accordance with the Tesl Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct strass and performance testing, at no additional cost.
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Testing begins upon completion of the Software configuration as required and user
training according to the Work Plan. Tesling ends upon issuance of a Ietter of UAT
Acceplance by the State.

3. System Integration Testing (if applicable)

31,

3.2.

The new System shall be tested in integration with other application systems {(NH First
System) in a production-like environment in order to validate the integration between
the individual unit application modules and verify that the new System meets defined
requirements and supports execution of interfaces and business processes. The
System Integration Test shall be performed in a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm
that the Application integrates with any interfaces. The test emphasizes end-to-end
business processés and the flow of information across applications. It includes all key
business processes and interfaces being implemented, confirms data transfers with
extemal parties, and includes the lransmissnon or printing of all electronic and paper
documents.

Activity

Description flow of information across the application. It includes all key business

Systems Integration Testing validates the inlegration between the target
applicalion modules and other systems, and verifies that the new System
meets defined interface requirements and supports execution of business
pracesses. This tesl emphasizes end-to-end business processes and the

processes and interfaces being implemented, confirms dala transfers with’
external parties, and includes the transmission or printing of all electronic
and papsr documents. - .

Contractor

Team

Responsibilities}|  support the test Specifications.

* Take the lead in developing the Systems Integration Test
Specificalions.

=  Work jointly with the State to develop and load the data profiles to

»  Waork jointly with the State to validate components of the test scripls.

State

Responsibilities

s Woark jointly with the Contractor to develop the Systems Integration
Test Specifications.

«  Work jointly with the Cantractor to develop and load the data profiles to
support the test Specifications.

+  Work Jointly with the Contractor to validate components of the test
scripts, modifications, fixes and other Syslem interactions with the
Contractor supplied Software Solution.

Work Product
pescrlptlon

¢ The Integration-Tested System indicates that all interfaces between the
application and the legacy and third-party Systems, interfaces, and
applications are functioning properly.

¢

VA2
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4. Conversion Validation Testing

Actlvity
Deszcription
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The conversion validation test should raplicate the entire flow of the
converted data through the Software Solution. As the Software
Solution is interfaced to legacy. or third-party
applications/interfaces, lesting verifies that the resulling flow of the
converted data through these interface points performs correclly.

Contractor Team
Responsibliities

For converslons and interfaces, the Conlractor team will execute the
applicable validation tests and compares execution resulis with the
documenled expecled results.

State Extract and cleanse. Iif necessary, the Iegacy data to be converted in |
Responsibilities the data conversions.

Validation-Tested Conversion Programs. These programs include

Work Produci conversion programs that have been tesled to verify thal the resulling

Description converted legacy dala performs comectly in the entire sulte of the
h Application,

5. Installation Testing

5.1.

In Installation Testing the spplication components are Installed in the System Test
environment Lo test the inslallation routines and are refined for the eventual production
environment. This activity serves as a dry run of the installation steps in preparation
for configuring the production System.

6. User Acceptance Testing (UAT)

6.1.

6.2.

6.3.

6.4.

6.5.

UAT begins upon complelion of the Software configuration as required and user
Iraining according to the Work Plan. Testing ends upon issuance of a lotter of VAT
Acceptance by the Stats.

The User Acceptance Test (UAT) is a verification process performed in a copy of the
production environment. The User Acceplance Test verifies System funclionality
against predefined Acceptance criteria thal.support the successful execution of
approved business processes.

UAT will also serve as a performance and stress test of the System. Il may cover'any
aspect of the new System, including administralive procedures such as backup and
recovery. The resulls of the UAT provide evidence that the new System meets the
User Acceplance crileria as defined in the Work Plan.

The resulls of the User Acceplance Test provide evidence that the new System maels
the User Accaptance criteéria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will -
issue a letter of UAT Acceptance and the respective Warranty Period shall commence.

’
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Activit The System User Acceptance Tesls‘verify System functionality against
D“my" on predefined Acceptance criteria thal support the successful execution of
P approved processes.
«+ Provide the State an Acoeplan&m']an and selection of test aerip_ts.
for the Accaptance Tesl, .
g::r:‘ractor * Monlior the execution of the test scripts and assist as needed during
Responsibilities the User Acceplance Test activities.

» Work jointly with the Stale in determining the required actions for -
problem resolution.

WI’ -“ » Approve the development of the User Acceptance Test Plan and the

set of data for use during the User Acceptance Test.
« Validate the Acceplance Test environment.
State = Execute the test scripls and conduct User Acceptance Test aclivities.
Responsibllities || , pocument and summarize Acceptance Test results.

+ Work jointly with the Contractor in determining the required actions for
prablem resolution,

' » Provide Acceptance of the validated Syétems.

The Deliverable for User Acceptance Tests Is the User Acceptance Test
Resulls. These results provide evidence that the new System meets the
User Acceptance criteria defined in the Work Plan.

Work Product
Description
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7. Performance Tuning and Stress Testing

7.1. The Contractor shall develop and document hardware and Software configuration and
tuning of the Software infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in  configuring and tuning the
infrastructure to supporl the software throughout the Project

7.1.1. Scope

7.1.11.  The scope of Perfomance Tesling shall be to measure the
System level meatrics critical for the developmant of the
applications infrastructure and operation of the applications in the
production environment.

7112, it will include the measuremenl of response rates of the
application for end-user transactions and resource utilization (of
varipus servers and network) under various load conditions.
These response rates shall become the basis for changes and
retesting until optimum System performance is achieved.

7.1.1.3. Perdomnance testing and tuning shall eccur in the final production
environment and shall use a copy of the final production database
to provide the best resulls.

7.1.2. Test Types |

7.1.21. Performance testing shall use two different types of tesling 1o
determine the stability of the application. They are baseline tests
and load tests, as follows:

7.1.21.1. Baseline Tests: Baseline tests shall collect
_ performance data and load analysis by running scripts
where the output is broken down into business
transactions or functions. The test is like a single user
execuling a defined business lransaction. During
baseline testing. each individual script is run, to
establish a baseline for transaction response tims,
throughput and other user-based metrics.

. 7.1.21.2.  Load Tests: Load testing will determine if the behavior
of lhe System can be sustained over a long period of
time while running under expected conditions. Load
test helps to verify the abllity of the application
environment under different load conditions based on
workload distribulion.  Syslem response time and
ulilization is measured and recorded.

7.4.3.  Tuning

7.1.31. Tuning will be the Contractor led and occur during both the
developmen! of the application and load lesting. Tuning is the
process whereby the application peformance is maximized. This

[/
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8. Regression Testing

8.1,

8.2
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can be the result of making code more efficient during
development as well.as making tuning parameler changes to the
environment.

As a result, of the user testing activities, problems will be Identified thal requ:re
correction. The State will notify the Contractor of the nalure of the teslmg fBI|Uf95 in
,writing. The Contractor will be required to perform additional lesllng activities in
response to State and/or user problems identified from the tesling results. Regression

‘testing means seleclive re-testing to detect faulls introduced during the modification

effort, both to verify that the modifications have not caused unintended advarse effecis,
end to verify that the modified and relaled (possibly affecled) System componenis slill
meet their specified requirements.

‘In designing and conducting such regression testing, the Contractor will be required to

assess the risks inharent to the modification being implemented and weigh those risks
against the time and effort required for conducting the regression tests. .In other
words, the Contractor will be expected to design and conducl regression tests that will
identify any unintended consequences of the modification while taking into account
Schedule and economic considersations.

8. Security Review and Testing

9.1.

9.2

IT Security involves all functions pertaining to the securing of State Dala and Systems
through the creation and definition of security’ policies, procedures and controls
covering such areas as identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the
State’s hardware and software and its related Dala assets. Tests shafl focus on the
technical, administrative and physical security controls that have been designed into

the System architecture in order 1o provide the necessary confidentiality, integrity and

availability. Tests shall, at a minimum, cover each of the service components.

Service Component | Defines the set of capabllities that:

N Supports obtaining information about those parties attempting to log
Identilication and - . -
Authenlication onto a System or applicalion for security purposes and the validation of

users
o Supports the management of permissions for logging onto a computer
Access Control of network
Encryption Supporis the encoding of data for security purposes
tntrusion Deteclion Supports the detection of illegal entrance into a compuler system
I Supports the confirmation of authority 10 enler 8 computer system,
Verification application or network '
Digita! Signature Guarantees the unaltered state of a file
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Supports the administration of computer, application and network

User Management accounts within an organization.
Role/Privilege Supports the granting of abilties to users or groups of users of a
Management computer, applicalion or network
Audit Trail Capture | Supports the identification and monitoring of sctivities within_ an

and Analysis application or system

Input Valldation scripting, SQL injection, and unauthorized access of files and/or

Ensures the application is protected from buffer overflow. cross-site

directories on the sarver.

B.3.

94.

9.5.

Tests shall focus on the technical, administrative and physical sacurity controls that
have been designed into the System architecture in order to provide the necessary

. confidentiality, integrity and availability, Tests shall, al a minimum, cover each of the

service components. '

Test procedures shall include 3rd party penetration tesls and application vulnerability
scanning.

Prior to the System being moved into production the Contractor shall provide resulls of
all securily testing to the Depanm_enl of Information Technology for review and
Acceplence. All Software and hardware shall be free of malicious code {malware).

10.Penetration Testing (Non-PCl Environment)
10.1. The Contractor shall provide certification that their Software and System environment

has undergone penelration testing in accordance wilh current recommendations from a
recognized Iinduslry standards orgenization, such as the U.S. Department of
Commerce National Institute of Standards Technology (NIST). The State requires that
the Contractor has this testing performed annually by a qualified third-party vendor at
least annually, and afler every major software release.
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EXHIBIT G
" MAINTENANCE & SUPPORT SERVICES

1. SYSTEM MAINTENANCE

1.1. The Contractor shall maintain and support the System in all material respects as
described in the applicable program Documentation through the contract completion
date in Form P-37, General Provisions, Block 1.7, Completion Date. .

1.2.  The Contractor shall maintain the System in accordance with the Contract, which
" includes, but Is not limited to: -

1.2.1. Maintenance Releases - The Contractor shall make available to the State the
latest program updates, general maintenance releases, selecled functionality
releases, patches, and Documentation that are generauy offered to its
customers, al no additional cost.

1.2.2. Standard Agreement - The Stale will adopt the Coniractor's standard
maintenance agreement modified to address terms and conditions inconsistent
with State Statutes and general State information technology practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1. The Contractor shall repair or replace Software, and provide maintenance of the
Sofiware In accordance with the SpecHications and terms and requirements of the
Contract, including but not limited to the Support and Maintenance Reguirements in
Exhibit H - Requlrements.

2.2. Should the Contractor fall to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, and the State shall have the right, at its oplion, to pursue the remedies in
Part 2 Section 13.2, as well as receive a refund for all amounts pald to the
Contractor, including but not limited lo. applicable license fees, within ninety {90)
days of notification to the Contractor of the State's refund request

- 2.3.  Should the Contractor fail to comect a Deficiency within the sllotted penod of time
staled above, the Contraclor shall be deemed to have committed an Event of
Default, and the State shall have the rlghl at its oplion, to pursue the remedies in
Part 1 Section 14, )

3. CONTRACTOR'S SERVICE LEVEL AGREEMENT
3.1. Definition of Services

3.1.1. The Contractor shall render Med-IT® Services in a professional manner,
consistent with accepted industry standards. The Contractor shall provide
Program Subscriber Services that include:

3.1.1.1. Access to and the use of the following Med-IT® services by the
Department and its designated users.
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3.2

3.3

4.

3.5.

3.2
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3.1.1.2. Support of the Med-IT® product (Operations and Technical Support)
8s needed to maintain System functionality es agreed to in the
Contract and as madified through other contracted enhancements.

The Department owns the rights to all data and may relrieve data from tha
System using the Med-{T® export functions at any time,

Performance Services (Operations)

3.2.1.

The Contractor shall be excused for delay in the performance of any
obligations hereunder when such delay is the result of or aftributable to the
elements, acts of war, terrorism, nature, federal govemment actions, delays in
transportation, manufacturers’ delays in providing parts or products or problem

. solutions, or any other cause beyond our reasonable control.

System Avaiiability

3.3.1.

The Contractor shall maintain all palches, upgrades, .and maintenance of
firewalls, operating systems, databases, and hardware needed lo provide
ongoing access to Med-IT® and the agreed upon functionality. Scheduled
availability to the Departmient shall be as follows:

3.3.1.1. 98% during peak operating hours (BAM — SPM Central Time, Monday
- Friday, excluding Federal halidays).

3.3.1.2. 95% for non- peak operaling hours.

3.3.1.3. Scheduled Downtimes are excluded from this calculation. Availabilily
will be measured at the firewall inside the host.

© 3.3.1.4. Scheduled downtimes for maintenance and upgrades will be plannad

for non- peak operating hours. Routine planned downtimes will be
coordinated and announced al least 24 hours in advance.

Incident Response

3.4.1.

The Contractor help desk shall track status of all submitted/reported incidents.
The Contractor shall respond to problems to meet stated Med-IT® avallability,
as required. Technical and operational problems shall be detected, diagnosed,
and corrected in order to restore service to its installed base state of operation.
All 1echnical problems shall be fogged, tracked, and reported. Where possible,
the Contractor shall provide notification and status updates to keep Ladies First
informed appropriately for the plans and level of impaclt on opemtional
avallability.

Data Repository and Recovery

3.5.1.

35.2.

The Contractor shall mainlain all data placed within Med-IT® and will nol delete
data withoul written direction from the Department.

The Contractor shall maintain a current library of encrypted backup tapes
including a daily backup rotated every 30 days, a backup performed the 1st
and 15th of each month and maintained for 6 months, and monthly backups for
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3.6

3.7

3.8

Pat 3

35.3.

Security
3.6.1.

3.7.1.

37.2
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2 years. Recovery will be made to the most recent uncorrupted backup
available. Upon need for a recovery, the Contractor shall provide status and
estimated time to repair. .

The Contractor shall provide a copy of the dala In an appropriate format at the
end of the contract upon the Department's request.

The Contractor shali pro;.ride safeguards to protect Depaniment data and
provide slated availability as a hosling and technical support facility, to include:

3611,
36.1.2

3.6.1.3.

3.6.1.4,
36.1.5.
: Technlqal Suppon

Providing a secure facllity for hosting of Med-IT® data
Providing encrypled transmission of dats

Annual Penetration and Vulnerability assessment by an independent
third-party

Complying wilh appropriate NIST standards
Complying with HIPAA safeguards

Help Desk Support

3.7.1.1.

3.7.1.2

3713

The Contractor shall provide Tier 2 Halp Desk support during normal
business hours (8-5 Central Time, Monday-Friday) and wili normally
respond to Depattment requests for technical assistance/support
within 4 hours, but no later than 1 business day. Tler 1 support will be
provided by the Department. If the Tier 1 contact is unable o
complete the support Issue, Department administration personnel
shall contact the Contractor using the provided phone number or
email address.

Examples of Tier 2 responsibilities include: verifying Med-IT® status,
unlocking Program administrator accounts, restoring data, or verifying
a program fault or feature error.

All System functional problems shall be logged, tracked, and reported.
Where possible, the Contraclor shall provide nolification and status
updates to kesp New Hampshire DHHS informed appropriately for the
plans to repair functionality.

Technical Support Requests

3.7.21.

A requesl for services functionality beyond thal specifically agreed to
in the SOW shall be considered & request for technical suppont
beyond this Plan and shall follow lhe change order process defined in
Pant 2 Section 9, Change Orders.

Departiment Duties and Responsibilities
The Contractor Med-IT® Service requires the Depariment be responsible for:

3.8.1.
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3.8.1.1. |dentifying to the Contractor a program primary and secondary point
of contact for coordinalion, technical support request response, and
notifications.

. 3.8.1.2. Identifying a primary Med-IT® System administrator to the Contractor.

3.8.1.3. Administering their program within Med-IT®, to include greniing
- access-and setting roles for their PHI authorized users.

3.8.1.4, Ensuring user training.
3.8.1.5. Providing Tier 1 Help Desk support.

The Department Tier 1 support should be the f rsi stop for all general support
questions, heafth program issues, and data access problems. - Examples of
Tier 1 responsibilities include unlocking user accounts, adding user accounts,
and answering questions regarding how certain dala should be entered or
reported. The Department help desk manager decides, based -upon the
contract requirements, whether they require additional support from the
Contractor and make the initial contact with the Contractor's Help Desk.

The Deparlmenl and their designated PHI authorized users are responsible for:

3.8.3.1. Obtaining and maintaining browsers wihh appropriaté encryption
capability and providing access to the internet to reach the Med-IT®

portal.

3. 8 3.2. Ensuring adherence by their users to. such laws and pollcy thatl apply
and constitute the legal use of Med-IT®. "
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1. Technical Requirements
1.1. Application - Software Requirements shall be as described in Exhibit H-1, Project
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EXHIBIT H
REQUIREMENTS

Requirements, Application Requirements

1.2. Testing Requirements shall be as described in Exhibn H-2, Project Requirements,

Testing Reguirements

1.3 Hosting - Cloud Requiremanis shall be as described in Exhibit H-3, Project

Requirements, Hosting — Cloud Requirements.

1.4. Support & Maintenance Requirements shall be as described in Exhibit H-4, Project

Requirements, Support & Maintenance Requirements,

1.5. Project Management Requirements shall be as described in Exhibit H- 5 Project

Requirements, Project Management Requirements

2. Business Requirements

2.1. Enroliment Requirements

Reguirement

Description

Create New
" Member

The System must allow BCCP Staff and ‘Conlractors 10
esfablish a record for any woman who contacts the program,
regardless of whether an application is completed.

This includes entering limited demographic information and

. responses (0 marketing questions {e.g., How did you lsam

aboul the program?) from “potential members.”

Tha "membership status” of this person will be determined
and updsted throughout the enrallment process.

Track
Information
Requests

The System must allow BCCP Staff and Contractors the
ability to track a!l requests for information about the program
by potential members including the dale of contact and
reason.

Track
Application
Status

The System musl provide a means o track the date an
application is sent 10 a polential member and the date it is
returned to facilitate follow-up to potential members who
request but do not relurn an application.

Enter NH
BCCP Form
Data

The Syslem must provide a means for BCCP Staff and
Contractors to enter all data collected as part of the NH
BCCP program application and subsequent forms for &
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member or potential member into the dailabase.

The System musl Include_ edils and validations to assure

Verlfy completeness and format of member dala required to
Member Data determine eleigibllity. This includes assuring =all data
conforms to standards for MDE reports.

. The System musi provide a means to determine.a potentlal
Calculate member's eligibility based on NH specific calculations and for
Member a variability of eliglbility levels (e.g.. eligibla for screening,
Eligibility eligible for assistance with dlagnosllcs ehg:ble for navigation

' only, not eligible).
Identify The System must provide a means for users to identify
Quitline BCCP members who qualify Qullline interventions per
Eligible program rules (have received qualifying screening within
Members appropriate time frame). BCCP will supply the Contractor

with a descriplion of qualifications.

Sat Coverage
Dales

The Systerm must allow BCCP staff to sel coverage dates for
program sligibility. Typlcally enroliment period for members
is two years from the date enrolled.

Manage The System must provide a means for users to updale
Member Data demographic data related to 8 member. .
BCCP The System must be able to assign a unique BCCP Member
M ID to each member at the time they are first enrolled. The
ember 10 format for this iD will be defined by the program.
Member Authorized users must be able lo manuslly withdraw women
Withdrawal from the BCCP Program,
The System must sllow assigning members a specific
Set M program enroliment status automatically based upon their
et Member current eligibllity Information. Users with appropriate
Status permissions musl also be able lo change this status (e.g.,
pending, under review, enrolled, not eligible, or withdrawn).
Generate The System must provide 8 means to generate and print
Enroliment notices to be sent to members including enroliment status
Notice and appropriale follow-up.
Senerale _ The System must provide 8 means to generate and print
C::;bershlp membership cards to be mailed to enrolted members.
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, The Syslem must be able to generate monthly lists
Re-Enroliment of members who last applied for the program 24

Applications months previous. This list will generate re-
applications.

The Systeam must include & means for BCCP staff
and contractors to record notes documenting
communications with members. These notes must

Comespondence Log be assoclated with a specific member record and
avallable to other dusers with appropriate
permission.

The System must allow BCCP staft with appropriate
permissions a means to update the content of letter
templates generated from the System to reflect
changes in the program.:

Update Notices

Work with NHEasy
Medicaid Web Service

2.2. Screening Requirements

Roquirement B Description

The System musl produce standard reports by
member outlining recommended screenings or
other actions based on specific algorilhms for care
Generate Reminder . and program oulreach goals.

Reports
epo Thesa reports must be In a format that can be

printed by BCCP staff and Contractors and mailed
to members.

Enter S . The System must provide a means for users 10
n B'I créening - enter screening resulls data for services that were
© Results submitted to the BCCP program on paper.

The System must maintain a history of all screening
results associated with a member and allow users
to view this history.

Track Historica!
Screening Results

S The Syslem must provide a means to afert users to
Identify Qutlier Data records containing screening results outside the
‘expected range per MDE expecled values.
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The System musl provide a means of associating

Associate Resulls to scraening and diagnostic cycle esulls date to a

Members specific member who received the service if this
‘ was not properly assigned via import or dala entry.

B Cervical The screening cycle of breast and cervical-related
Crea‘est’\adr;‘d envica procedures must foliow prescribed timelines as
yc erence _defined by NBCCEDP guidelines.

The System must allow users with appropriate

Export Diagnosis permissions to export a list of members who havea. .

Rep_ortforCancer diagnosis code’ indicating cancer per folo]e:
Registry requirements. '

The System must allow users to import data from a

. ] .csv fie provided by the NH Cancer Registry

Import Diagnosis indicating women with cancer as a diagnosis per .

2:2&?,;’0"1 Cancer CDC requirements. This includes updating the

diagnosls information for any BCCP members on
thae list.

2.3, Diagnostic Requirements

Roquirement : Description
The System must be able to generate a list of
members who should raceve follow-up by the case
manager. This list must include:
» abnormal symploms/results reporfed “on
application ,
Case Management o service dala received that suggests abnormal
Follow-Up List results
» data the suggests paymeni for services related to
abnormal results (e.g., diagnostic CPT codes)
BCCP will supply Contractor with a list of wha!
qualifies as an abnormal result.
aispigg Csurrent ith Case managers must be able 10 assess the current
Cem Mra tatus wit membership status of women whenever accessing
ase Management their record. . ‘
Information

OxBow Data Managemen! Sysloms, e Contrector Initials:
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The System must allow assigning of a case
management stalus to members receiving follow-
up. These include:

« Tracking - Eligible for case management, but no
plan set

s Shor-term Follow-Up - A follow-up plen
eslablished with al least one recommended

. Track Follow-Up _ service nol yel complete

Stalus *  Complete/incomplete — Determine whether all date
for services comprising the follow-up plan have
been received

» Diagnosis Breast —~ Follow-up resulted In a breast
cancer diagnosis, no fonger member of BCCP

» Diagnosis Cervical ~ Follow-up resulled in a
cervical cancer diagnosis, no longer member of
BCCP

The System must allow case managers to enter
follow-up services recommended for a member.
This includes calculating and saving the date by
which it Is recommended the service be accessed.

Record and frack
Follow-Up
Recommendations

Follow-up dales associated with services must be
calculated by the System based upan ‘parameters
specific lo the service, but users musl also be able
to edit these dates.

Follow-Up Date
Automation and
Manual Qverride

A case manager musl be able lo view, enter, or edit -
notes associated with a member. These notes must
Notes on member for be saved with the date and user who entered them.
Case Manager Users must be able to view and edit existing notes
or add new ones.

Case managers must be able to run a report

Faollow-up Query gnd indicating ali members for whom a service is slili
report generation recommended and the date by which this service Is
recommended.

Syslem uses Ladies First aigorithm to determine’
Assign Risk Value the number of interventions a member needs based
' on screening values.
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. System must track the progress a member has
Q_Aemt?er Progress : made in sel Lifestyle Intervention goals (example:
racking weight lost, smoking stalus change,

. . The Syslem must have the capacily to track and
Community Partner query member participation in communty partner
Participation programs. Data is entered manually.

The Syslem must allow users ‘1o generate letlers
Gensrale New Leaf introducing’ members 1o New Leaf and track the
Le_mer date sent.

The System must allow users to generate Goal
Generate New Leaf Sheels 1o be sent to New Leal Members and track
Goal Sheet the date sent.

The System must have the means lo generate
reminder lefters to New Leaf participants in support
Generate New Leaf of intervention cycles based upon the program’s
Reminder Letters algorithm for intervenlion. Intervention cycles are
“determined by a set risk value algorithm determined
by program.

The Syslem must allow users to document
Document interventions including the date of intervention and
Interventions type of intervention.

The System must have the capacity to track

Track New Lgafl multiple- intervention cycles for New Leaf
Intervention Cycles participants.

The System must allow assigning a member @
slatus with regard to involvement in New Leaf. This
Manage New Leal includes sutomatically assigning a status based on
Status the algorilhm or a LF staff user updating the status.
Stalus may include: “Eligible”, “Aclive”, “Lo$! to

Follow-up®, “Declined Intervention”
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Financlal/Bllling Requirements

Requirement

Dascription

Enter Biling Data

The System must provide & means for users to
enter billing data for bills submitted to the BCCP
program on paper. Users must be able to
assoctate this data with the specific member for
which the bill~was submitted and the service
provider.

The System mist provide a means to import billing

Import Billing File data provided in an Excel file and assoctate this to
the correct member and service provider. '

. The System must provide a means to export billing

Expori Billing File dala in a .csv file to interface with the NHFIRST

System.

Associale Payment
Requeslts and Billing
Data to Member

The System must provide a means of assacialing
payment requesls and billing data 1o the specific
member who received the service if this was not
properly assigned via the import or data entry.

Create Searchable List
of Unmatched Bills

Bills that are not matched to a member or provider
are kept in a sgparate list that can be viewed by
BCCP staff. }

View . Historical Billing

The System must allow users to view the billing
history of providers, and by member.

Match Screening
Results to Billing Data

The System must include an automated process
that compares bills with no associated screening
rosults.

Manually Malch
Results to Billing Data

The System must allow users to manually match
payment requesls to screening and diagnostic
resulls when this is not possible via the automated
process.

Identify Unmalched Bill
and Result Dala

The System must allow users o identify billing and
results data that have been entered. but not been
matched to a service provider or client.” Process
would allow BCCP staff to view screenings with no
associated bills and bills with no associated
screening data. '

et

C
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The System must allow users to record and track
peyments to providers based upon billing dala,
This includes caiculating payment amounis based
upon program-determined rates for specific
services.

Maintain Payment
Hislo_ry

The System must look up the cost of a service
based upan the billing data and guidance set by
the program. The System musl also have the
ability to manually change pre-set cosis on a
record-by-record basis.

Calculate Costs The System musi be able to calculate a maich
amount based on a 3 federal dollars 10 1 state
dollar ralio.

The System must be able to provide information
needed to populate a clinical cost workshee! as
defined by the CDC NBCCEDP,

2.5. Grant Requirements

Requirement - Description

The Syslem must provide a means for program
staff to access all data in a formal that may be
quered. This includes both manually enlered and
Access Data System entered dats within the System.

This access may be via a dala warehouse, data
views or other appropriate means. This access is
in addition to standardized reports or quedes
generaled from within the application. !

The System must incorporate a function allowing
users to produce the MDE repont for Breast &
Carvical screenings per COC guidelines.

Breast 8 Cervicéf MDE
Report

The System must be able to validate MOE reports

MDE Validation for the NBCCEDP grant.

The System musl provide the ability to generate
and view 2 set of predefined reports including
Standard Reports reporis to supporl member oulreach, siatistical
reporis and reports related to Syslem use for
program mansagement.
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The System must be able to create reporis of billing
activilles Including, but not limited 10 malch amounts,
clinical cost worksheels, money spent from each !
grant, and other summaries of bllling data as needed
by either the BCCP program or the Business Office.

Business Office
Reports

2.6. Grant Reporting Requirements

Requirement Description

The System must provide & means for tracking the
dale, time, and user for key events within lhe
' System. This Includes changes In status associated
Track Events with enrollment. It also includes all aclions
associated with oulreach (i.e. communication log.
reports or notices generated). This may Include
additional events defined by the program.

The System must allow program administrators to
Manage Nolices update the template of afl letters and nolices
generated by the System.

The System must provide the ability for program staff
to malntain and update data regarding providers
coniracted to provide screening, including contact
information and services provided. This information
must be available for data entry throughout the
System.

Managse vaide}s

The BCCP Data manager must be able to add or
modify fields within the System. This includes some-
fields that will be defined prior to implementation, but
also the ability to add new fields when needed.

User-Defined Fields

The BCCP Dala Manager must be able to manage
Mansge Field Values - the acceplable values users may enler for fields
within the application.

The System must facilitate associaling a provider to

Associate Provider screening results and paymenl requests.

The System administrator musi be able to add users

Assign Permissions . and edit user permission levels for System access.

' The System must be able to identify and list potential
Duplicate Process duplicate member, screening, and billing records
wilhin the System. The Syslem must be able to
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_generate a list of these duplicates to BCCP staff.

User-Defined
Reports

queries shoqld be SQL-based.

The System must have the capacity to bé queried by
Data Manager and saved for future use. These

Interim and Annual
Progress Reporting
for COC grants

generate these reports.

The System must have the capacity to generaie
interim and annual progress reports in COC défined
performance measures, All users must be able to

Data Retention

doleled.

All membership records including billing, enroliment,
outreach, tase management and screening results
must be maintained in the System and never

Delete Information

Requests

members, provided t(hat an
membership has not been received.’

BCCP Program staff must have the ability to delete
data related to regquesis for information by potential
application  for

2.7 Usability Requirements

Requirement

Description

Data Eniry Usability _

parforming complex queries.

Data entry process and interface should be user-
friendly and intuitive. Users must be able to search
member records and access-the major functions
that support the business process

wilhout

2.8 Performance Requirements

Requirement Description

System Back-

Up/Restoratio

period of al least 2 years.

All data must be backed up at least daily via a
regularly scheduled process. Backups musl be
stored separately from the primary database and
n restoralion of dala musl be possible for 8 lime

System Availability

hours.

The System must be available for use by multiple
users without Interruption during normal business

2016078 Exhiblt H - Roquiremonts

Pan 3

Page 45 of 68

O=te: y & -

OxBow Dela Manggemont Systems, LLC Conlractor Intisls;

.



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS"

2.9 Security Requirements

Requirement Description
The System must employ role-based access to
Rele-based Users tunctional areas besed on user security level (i.e.
program slaff, program mansagers).

2.10. Compliance Requirements

Requirement Description
' The System must assure that any storage and/or
HIPAA transfer of member data is done in compliance with

HIPAA.

NIST The Syste}n must assure that the hosting factlity
i meets the NIST 800-53 Rev 3 requirements.

2.11. Import of Legacy Data

2111, Existing BCCP data must be transferred into the new System from the
existing CaST database. Completion of this task includes:

2.11.1.1. Documenting BCCP requirements of essential data thal must
be retrieved from lhe legacy system and any rules and
specifications for transfer into the new integrated database.

2.11.1.2. Performing the transfer of data.

2.11.1.3. Performing Quality Assurance lesling following the data
- transfer. :

2.12. Ongoing Support and Maintenance of System

Requirement Description
. The contractor must provide timely response to any
Defect Resolution defects identified within the production System.

The conlractor must maintain the System to be
© compliant with the current NBCCEDP data
gBCC?DP requirements defined by. COC. This includes making

ompliance updates within the timeframes required to meel CDC
implementation deadlines. '

The coniractor must maintain documentation of NH
, specific. requirements, design, development and
Documentation System configuration and this must be available 1o
: the BCCP.
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All new fealures or changes to the System impacting

User Acceptance .the functions used by BCCP staff must be tested
" Testing and accepled prior (o release into the production
‘ environment.’

The System must be conirolled using a .defined

ch Control change control process that Inchides tracking and

ange Lontro reporting enhancement requests and defects, tesling

Process and approval of any new features by BCCP prior to
: implementalion. '

213. Contractor Helpdesk Support and Tralning

Requirement Description

Support must be avallable Monday through Friday
from 8:00 am to 500 pm. Two tiers of support
should be provided including back-up support for
end-users who would call the state administrator for
Helpdesk Support help, .but may have difficulty accessing them. The
second tier of support Is for system administrators
for technical assistance and suppor within 4 hours
of a request this can relale ro untocking accounls,
- restoring data, or verifying feature errors.

Training for BCCP staff on administrative function of
the ISSHS as well as trainer training that includes
. observation of an instructor conducting an actual
Iqﬂlal Training training with end-users, Access to the tralning

system mus! be aveilable upon initiation of a’
" contradi.

, Initial training and ongoling training must be provided
Provide Trainlng In on an allernative slaging system to ensure HIPAA-
Staging Environment protected data are not gshared and data corruption do
not occur.
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State Requirements Vendor
. Vendor Delivery
Roq # Requirement Description Criticality Response Mathod Comments
GENERAL SPECIFICATIONS -
Ability to access data using open standards access protocol (please
A1 specify supporied versions in the comments field). M Yes Standard
Data is available in commonly used format over which no entity has
exclusive control, with the exception of Nationa or Intemational
Al2 siandards. Data is not subject to any copyright. paten!. trademark or M Yes Standard Export Data Tables to CSV
orhier trade secret regulation.
Web-based compatible and in ooniorrnance with the following W3C
AL3 | \andards: HTMLS, CSS 2.1, XML 1.1 . M ves Standard ‘
A1.4 |Compatibitity with all browers and mobile devises. M Yes Standard
- Verify the identity or authenticate all of the systern client appiications
A2.1 |before allowing use of the system lo prevent access 1o inappropriate of M Yes Standard
confidential data or services. '
Verity the identity and authenticata all of the system's human users
A2.2 |before allowing them to use its capabllies to prevent access to M Yes Standard
inappropriate or confidential data or services. .
A2.3 |Enforce unique user names. M Yes Standard
Enforce complex passwords for Administrator Accounts in accorgance -
A2.4 twith DolT's statewide User Account and Password Poficy M Yes Standard |8 character. 1 number, 1 symbol
Enforce the use of complex passwords {or general users using capita!
A2.5 llefters, numbers and special characters in accordance with DolT's M Yes Standard
slatewide User Account and Password Pobicy.
A2.6 [Encrypt passwords in transmission and at rest within the database, M Yes Standard
Estabtish ability to expire passwords after a definile period of time in ]
A2.7 |accordance with DolT's statewide User Accouni and Password Palicy M Yes Standard
[Provide the ability to limii the number of people that can grant or
A2.8 |change authorizations Yes Standard
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Vendor Delivery

Req# Requirement Description Criticality Response Method Comments

A2.9 Estabiish abilty to enforce session imeouts during periods of inactivity, " Yes Standard
The application shall not store authentication credentials or sensitive

A2.10 | 413 in its code. M Yes Slandard
Log all attempted accesses that fail identifcation, authentication and y

A2.11 authorization requirements. M Yes Standard
The application shall'log all activilies to a central server (0 prevent h

A2.12 |parties to application transactions from denying that they have taken M Yes Standard
place.

A2.13 |All logs must be kept for a minimum of 1 year. M Yes Standard
The application must allow a human user to explicily \arminate a :

A2.14 session. No remnants ¢f the prior session should then remain. M Yes Standard
Do notuse Software and System Services for anything other than they )

A215 lure desiged for. M Yes Standard
The application shall keep any sensitive Data or communications

A2.18 private from unauthorized individuals and programs. M Yes Standard
Subsequent applicalion enhancements or upgrades shall not remove or

A2.17 degrade security requirements M Yes Standard

AZ.18 |Utilize change management documentation and procedures M Yes Standard
exclusively to imlerface with the State’s data in near real time when

A2.19 ible. . M Yes Standard
The application shall have the ability to track women with notmal

Al % |examinations, which shafl include generating reminders for the next M Yes Standard
appropriate screening time.
The application shall have the ability to track women who have

A3.2 |abnormal breast or certvical screening examinations to help ensure oM Yes Standard
apprpriate diagnoslic and treatment follow up.
The application shall have-the ability to track blmng for any clinical

A3.3 lorocedures provided to women, M Yes Standard
The application shail have tha abliity to generate & program mailing list | -

A3.4 L1 remind clients when they are due for screenings. M Yes Standard

Exhibit H-1 Project Requirements, Application Requirements Contractor Initials:%{@
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X ' . Vendor Dolivory

Req # . Requirement Description . Criticality Reaponse Method Comments
The applciation shall ensure user roles and access include thal only

Ad4.1 {BCCP can download the raw data from the software server, which shall M Yes Standard
be exported as an Excel file. :
The appiication shall have the ability to perform the foltowing edit

A4.2 |checks: 1} embedded edit checks within the data entry System and 2) M Yes Standard
Edit checks for duplicate clients.
The application shall meet al COC dala reporting requirments, in
accordance with CDC standards, including exponing thof the MDE data :

Ad.3 file, and i is updated periodically (free of charge) to accommodate M Yes Standard
changes in all CDC requirements.
The application shafl ensure reports inchide, but are not limited 10: .
traquency reports, MDE error report, management repori, standard

A44 | uidt reports. graphs. data quatity indicator guide (DQIG), DQIG M Yes Standard
trequencies and DQIG core program performance indicators.
The application shall have the ability to export data to a flat file and

A4S limporta data into other software porducts such as 5aS and Microsoft M Yes Standard
Excel.
The application shall havve the ability to ehave data entered at local

A4.6 [sites via secure web interface and include system reports and query M Yes Standard
capabilities. . _
The application shall hava the ability to interface with NHFIRST for .

A4T payment of daims. M Yes Standard
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State Requirements

Vendor

Raq#

Requirement Description

Vendor

Criticattty | o

Oelhvary
Wethod

Commenls

APPUCATION SECURITY TESTING

T4

IAl componerds of the Software shall be reviewed end
tested to ensure ihey protec! the Statas web site and its.
reisted Oatd nssets

Standard

T1.2

[The Vendor sha) be responsible for providing
documentation of securtty testing, 23 appropriate. Tests
shall focus on the technical, adminbsirziive and physical
securtly controds that have been designed into the Syslem
archiecture in order to provide the necessary
confidentiality, tegrity and m:labifﬂy

Standard

Ti.)

Provide evidence that supports the fact thal ldentification
and Authentication tesling has been recently accompished;
supports  oblaining  information about those parties
attempling lo log omo 2 system or application for security]
purposes and the vahdation of users )

Standard

Ti4

Test for Access Control. supports the management
permissions for logging onto a computer o network

Slandard

T1.5

Test for encryption; supponts the encoding of data for!
security purpases, and lor the ablity 1o access the datain a
docrypted formst from required tools,

Standang

T1.6

[Test the Intnmion Detection; suppoits the detection o

illegal entranca info a computer system

Standerd

Test tha Verification feature 'supports ihe confirmation o]
authority 10 enter 3 computer system, apptication or network

M Yes

Standard

T1.8

Test the User Management fealure; supports the
administration of computsr, application and network
accounts within an organization,

Standard

T1.9

Test Rolo/Privilege Managament: supports the granling of]
abilies {0 vsers or groups of users of a computer,
application or network

Standard

Ti.10

[Test Avan Trad Capture and Analysis: supports the

wentification and monftoring of  aclivities within - an

application or system

M Yes

Stendard
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CONTRACT 20118078
EXHBIT H-2
Test Input Valldation: ensures the epplication s prolected
froen buffer overflow, cross-site scripting, SQL injection, and :
TN unauthorized access of MMes and/or directories on the ™ Yes Standard
server.
For web gpplications, ensure the zpplcation has been
testeg and hardened to prevent critical application security
farwey, ( At 8 mirgmum, the application shafl be tested
T.1.12]agains!t & Nlaws autined in the Open Web Appcation M Yes Standard

Provide the State with validation of 3nd party security]
reviews  performed on the eppbcetion and system
envimnment. The review may inclute 8 combination of]
T1.13 |vvinerebility scanning, penetration testing. siatic analysis of M Yes Standard
the source code, andt expert code review (please specHy]
proposed methodalogy in the comments feld).

Ti.14
acceptances.

Prior to the Syatem being moved into production, the
Vendor shall provide resuls of all security testing to the
Department of Information Technology for review and

M Yes Standard

T1.15

Vendor thall provide documentad procedure for migrating
epphication modifications from the User Acceptance Test
Environment (o the Production Environment.

M Yes Standard

[STANDARD TESTING

T2.1

" |The vendor must test the software and the system using an
industry slandard and State approved testing methodology.

M Yes Standard

2.2 |4 ming.

The Vendor must perform application stress lesting and

M Yes Standard

T2.3

The Vendor must provide documented procedure for how o
sync Production with a apecific testing environment,

M Yes Standard

T2.4

procedures.

The vendor must dafine and test disaster recovery

M Yes Standard
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HOSTING-CLOUD REQUIREMENTS

State Requirements Vandor
- .- . .{ Vendor Dativery .
Req 2 Requirement Description Criticality Responss Method Comments
OPERATIONS
[Vendor shall maintain a secure bosling environment providing a8
H1.1 |necessary hardware, software, and Inteme! bandwidth to manage the M Yes Standard
appiication and support users with permission based logins.
H.2 Stato access will be via internat browser ™M Yos Standard
At the State's oplion, authorized third parlies may be given limited
H3.3 Jaccess by the Vendor to cerlain levels of the System.- Yo3 Standard
AL 8 minimum, the System should support this dient configuration: 13 .
Hi4 HGB RAM, Windows 7, 1IES bir capable of running IE11 and Edge and M Yes Standarg
Minimum of MS 2010 if there is any office integration
[Vendor shall provide & secure Tier 3 or greater Data Center providi ]
equiprment (including dedicated servers), an on-site 2477 system}
H1.5 operator, managed firewall services, and managed backup Services. M Yes Standard
The Data Center must be physically secured — restrictad acoess to the
site lo personnel with controls such as biometric, badge, and of
H1.12 Jsecurity solutions. Policies for granting access must be in placo and M Yes Standard -
followed. Access shail only be granted to thote with a need to perfo
tasks in the Data Center, -
H1,13 [Vendor must monitor the application and 2!l servers. M Yes Standard
[Vendor shall manage the databases and services on all servers]
H1.14 | ated at the Vendor's facilly. M Yes Standara
The monthly patching is the minimum and patching for highl :
115 | inerabilities should ba dons immediately after release, M Yes Standard
H1.16 [Vendor shefl monitor System, sacurity, and application logs. M Yes Standard
H1.17 [Vendor shall manage the sharing of data resources. M Yes Standard
H1.18 Vendo_r shall mansage daily backups, off-site daia slorage, and restore] M Yes Standard
operstions.
H1.19 |The Vendor shall monitor physical hardware, M Yes Standaid
The Vendor shall repon any brasch in security in conformance with)
State of NH 359-C:20. Any person engaged in trade of commerce that]
is subject to RSA 358-A;3. shall also nolify the regulator which has
HL20 o ry regulatory euthority over such brade or commerca. All other] M Yes Standard
ns shafl notity the New Hampshire attomey generafs office.
Exhibit H-) Project Requirements, Hosting Requirements Contractor inltials:
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Vendor Delivery

Responss Mothod Comments

ReqA| Roquirement Deacription Criticafity

DISASTER RECOVERY

[Vendor shall conform to adequate disaster recovery procadurss as
defined by the State of New Hampshire. M Yes Standard
[Vendor shall have documented disaster recovery plans that add
the recovery of ko3t Stats data as weall as their own. Systems shafl’
architected to meea! the defined recovery neads outfined in the RFP.

H2.1

H2.2 M Yes Standard

The disasiar recovery plan shall identify appropriate methods - for

procuring additional hardware in the event of 3 compaonent faiture. |
H2.3 ]mostinstancas, systems shall offler a level of redundancy so the loss M Yes Standard
a drive or power supply will not be suffident to tenninate services
however, these failed components will have t be replaced.
::dn:?o;h::ma‘dhere to a defined and documented back-up schedule] M Yes Standard
H2.5 Back-up copias of data are made for the purpose of facilitzting
" frestore of the data in the event of data loss or System failure.
Schaduled backups of all servers must be completed regularly, At
minimum, host servers shall be backed up nightly, with one daily. o

. and one monthly backup stored in a secure location lo assur

ata recovery in the event of disaster,

The minimum accepiable Irequency is differential backup daily, and -
H2.7 complate backup weekly. M Yes Standard
Tepes or other back-up meadia tapes must be securely transtferred from
H2.8 [the gite to another secure location to avoid complats data loss with the] M Yes Standardg
loss of a facility. i
H2.9 [AN data must be encryped in transit and ol rest M Yes Standerd
Data recovery - In the event that recovery back to the las! backup :j
nol sufficient to recover State Data, the Vendor shzall employ the use ¢
database logs in addition to backup media in the restoration of
database(s) to afford a8 much closar to real-ime recovery. To do this,
logs must be moved off the volume containing the database with
irequency to match ihe business needs.

H2.4

M Yes | Standsnd -

H2.6 M Yes Standard

H2.10 M Yes Standard

The Vendor musi operate hosting Services on 8 network offering
adequates performence to meel the business requirements for the Sta
H3.1 apphication. For the pumpose of this RFP, adequate performsnce t M Yes Standard
defined as 99.9% uplime, exdusive of the regulardy schedul
maintenance window. ) -

E£xhiM H-3 Project Requirements, Hosting Requirements ' . Contractor inttizts:
OxBow Data Management Systems, LLC

Pega 460 2 of 4 : . ) Oato: 28, /,b



- STATE OF NEW HAMPSHIRE )
DEPARTMENT OF HEALTH AND HUMAN SERVICES
BREAST AND CERVICAL CANCER SCREENING SYSTEM
’ CONTRACT 2016-078

EXHIBIT H-3

Vendor Delivery

Ruq # Requirement Description Criticallty Response Method

Comments

The Vendor shafl provide network redundancy deemad adequate by
the State by assuring redundant connections providsd by mulliple
Internet Vendors, 50 that & failure of one Internel connection will no
interrupl access to the State epplication.

H3.2 M Yes Standard

here redundani connections are nol provided. then the Intemed

endor who piovides the Intermst service to the Vendor must havel .
H1.3 |their service supplied by 3 provider(s) that has muttiple feeds to ensure M Yes - Standard
thal a failure in one of the (arger carriers will not cause a failure of the
State’s Service.

The Vendor network architecture must include redundancy of routerﬁ

H3.8 1. nd switches in the Dats Center. M Yes Standard

HOSTING SECURITY

The Vendor sha employ security measures to ensure that the State's

HA1 Bopptication and data is protected.

M Yes Standard

If State data is hosted on multiple servers, data exchanges between

H4.2 and among servers must be encrypted.

M Yos Standard

IAA servers and devices must have cumently-supported and hardened
operating systems, the latest anti-viral, anti-hacker, anti-spam, anti-
spyware, and ant-maiware utilities. The environment, as a whols, shall
have aggressive intrusion-detection and firewall protection,

H4.3 M Yes Standard

_ JA components of the infrastructure shall be reviewed and testad to
ensure they protect the State's hardware. software, and its refated data
2ssats. Tests shall focus on the technical, administrative and physical M Yes Standard
security controls that have been designed into the System erchitecture

in order to provide confidentiatity, integrity and availability. *

The Vendor shall notity the State’s Project Manager of any security
H4.5 [breaches within two (2) hours of the time that the Vendor leams of their M Yes Standard
ocrrence i

The Vendor shall ensure its comphaie cooperation with the Siate”
H4.6 (Chief Information Officer in the detaction of any security vulnerability off - M Yes Standard
Jthe Vendar hosting Infrastcture and/or the application.

H4.7 fof Stale data housed at their location(s) including but not limited |
notification and sny damages assessed by the courts.

The Vendor shall be solaly liable for costs associated with any breach|
M Yes Standard

H4.8 lsecurity audits, induding vulnerability assessments, of the Ve
hosting infrastructure andlor the application ypon request.

M Yes Standard

The Vendor shafl avthorize the State to perform scheduled and ran:zq

Exhiblt H-] Project Requirements, Hosting Requirements
OxBow Data Mansgement Systermns. LLC
Poge 48k Y of 4

Contractor Inlttal:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
BREAST AND CERVICAL CANCER SCREENING SYSTEM
CONTRACT 2016078
EXHIBIT H-)

Vendor Delivery

Req® Requirement Oiscdpﬁon ]. Criticalhty Responss Method

Comments

Loggmng shall go to centralized logs aerver lor secunty masons. Logs

H4.9 | inould include System, Application, Web and Database logs. M Yes Standzrd

The operating system amd the daia base shel¥ be built and hardened
wherever possibe to guidelines set forth by:CIS (Center Intemet

Sceurity). NIST. or NSA (pleass specify whose guidefinas are followed M Yes Standard
in the comments fekd)

H4.10

Vendor must provide reports 1c the Projed Manager on 8 quariarly
H4 11 [pesis to vafidate that redundancy is'in fact in place and - M Yes Standard
beckup/restores are functioning. .

SERVICE LEVEL AGREEMENT

The hosting server for the State shall be availabls twenty-four (24)]
H5.5 jhours a day. 7 days a week except for during scheduted maintenancs. M Yes Standard

. |The Vendor wil guide the Siate with possible softions lo resobve
H5.6 Jicsves to maintain a fully fundlioning, hosted System. M Yes Standard

A regularly scheduled mantenance window shait be identified (such asf
HS.7 jweekly, monthly, or quarterty) at which time all relevant server patches; M Yes Standard
and application upgrades shall be applied.

The Vendor wil give two-business days pror notification to the State]
H5.9 |Project Manager of alt changesiupdates and provide the Siste with) M Yes Standard
training due to the upgrades ond changes.

Al hardware and software components of the Vendot hosling

infrastructure shall be fully supported by their respective manufacture

H5.12 [at &l times. All crilical patches for operating systems_ databases, web

sennces alc, shall be apphied within trnny (30) days of release by their]
manufachirers.

M chA Standard

Tha Vendor shall provide the Siats with a personsl secure FTP site tof :
H5.13 |ba ysed the State for upioading and downloading files if apphicable. M Yes Standard

Exhiblt H-) Project Requirements, Hosting Requirements . Contractor Infists;
OxBow Dzta Manzgement Systems. LLC
Pogoe 48k 4 ol 4
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAM SERVICES
BREAST AND CERVICAL CANCER SCREENING SYSTEM

CONTRALT 2016-078

Extitit Ha

Req#

Requirerrard Oescription

Crvcatiy

Respovrae

S1.%1]

A3 part of the Softwern madnienancs sgreement, ongoing software Maimsnence snd support ixsues,
shid b8 resporded I scctrding 1 The Ioliowing or 83 23greed t by the perties: a, Clasy A
Deficiencias - The Veror shall have svolabie 10 the State on-cell triephone sasistancs, with tsue
tracking svalable 10 the Stats, sight (8) hours por day and fve (5) days & week with £n omad /
telephone response witin two {2) howrs of equest, or tw Vendar shad provide suppon on-site o with
lremola disgrioltic Services, within lowr (4) aless hours of s requint b Ctess B R C
DefiCiencirs -The 5wty thedl notly the Vendor of such Deficlencies during regutar business hours and
0% Vender thefl respond beck within four (4) howrs of notificetion of planned corective ection; The
meumw.mmmmusmnhmm
B Specifications, Terms and Requirerments of the Conyact or £3 o0resd betwen the parses

Yos

Sterutard

%112

The Vendor chall usa » Change mansgoment policy 10r notidcation armd recking of changs requetss as
weft a3 criticed outages,

Yes

Stendard

51,13

A crttical outge wilt be designated when ¢ buinass function cannot be met by 8 nonperforming
application snd Meve I3 No work eround 1o the problem,

Yes

S1.14

The Vendor shell medrttain & record of the ecivities retzted © repeir of mzintenence acthvites
performed for the Stide and shel) repon quarisrdy on the loiowing: All chenge raquests inplamented:
All critical outeges reporied inchuding sctual aue end reaohstion; Number of defidenciss reporied by
chirss with Initial responise trme &3 well 23 Ume o ciose.

Yeos

Standard

$1.13

The hoiting server for tha State shal! be vallzble twenty-fow (24) hours 8 dy, 7 days & wesX sxcept
flor dureyg schaduled mahTerancs.

Yas

Starctard

S1.1¢

The Vendor will guide the Stats with possibls sokutiond 1o resclve issues to meintain 3 Adly funciioning.
hosiad System, .

Y3

S117

A reQuissly schedulad maintanence window shal be identfied (such s weeldy, monthly, or quatery)
1 which time a8 relevant sarvar paiches and epplicetion upgrades shall o epphed,

Standord

§1.18]

Tha Vendor will give two-txniiness deys prior nolfcetian b he State Propec! Maneges of of
changeshgxirtey prxd provide the Sten with reining dus D the upgrades end changes.

Yo

Standard

5119

A hardwars end softwers components of the Vendor hoating ntrastruchurs shef) be ully supported by
et respective memriachuers ot el tmes. Al oitce] pethes far Opersting systams, daabeses, web
sarvices, wtt, ahell be epptied within thinly {30) days of relesas Uy thew respeciive mertachren,

Yes

Stendard

51.20

The Vendor shall provide e Sta's with & persanel secure FTP site 40 be used D Stets for uploeding

jena dowrinading flss I eppicabie,

Yoy

Exeltt Mt Propecy Recuirwrent. Suppent Maine L T ]
Crfitre Dutts Mgnaguemers Sycmes.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
BREAST AND CERVICAL CANCER SCREENING SYSTEM
CONTRACT 2016-078
Exhibit H-5

PROJECT MANAGEMENT . . )
State Requirements " Vendor

Yendor Delivery
Response Method

Req# Requirement Description Criticality

PROJECT MANAGEMENT

P14 ;een:?;j:::ll participate in an initial kick-off meeting to initiate | M Yes Standard
P1.2 [Vendor shall provide Project Staff as specified in the RFP. M - Yes Standard
Vendor shall submit a finatized Work Plan within ten (10) days
after Contract award and approval by Governor and Council. The
Work Plan shall include, without limitation, a detailed description M ¥ Standard
of the Schedule, tasks, Deliverables, critical events, task es nda
dependencies, and payment Schedule. The plan shail be
updated no less than every two weeks.

Vendor shall provide detailed bi-weekly status reports on the
.P1.4 |progress of the Project, which will include expenses incurred M Yes Standard
year to date. '

All user, technical, and System Documentation as well-as Project
Schedules, plans, status reports, and correspondence must be
maintained as project documentation. {Define how- WORD
format- on-Line, in a common [ibrary or on paper)

Comments

P13

P1.5 M Yes | Standard

Exhibit H-5, Project Management ; Contractor Initials: h‘-u
/6

Cx8ow Data Management Systems, LLC )
Page4bv 1ofl - Date:___ 4
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

EXHIBIT |
WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within ten (10) days of the contract effective date and further refine the tasks
required o implement the Project. The elements of the preliminary Work Plan are documented In
accordance with the Contractor's plan to implement the System. Continued development and
management of the Work Plan is a joint effot on the part of the Coniractor snd State Project
Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is sel forth at
the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used 1o
manage the Project's life'cycle, the Contractor team and the State shall finalize the Work Pian at
the onset of the Project. This plan shall identify the tasks, Deliverables, major milestones, task
dependencles, and a payment Schedule required to implement the Project. It shall also address
Intra-task dependencies, resource allocations (both State and the Contraclor team members), refine
. the Project’s scope, and establish the Project’s Scheduls. The Plan is documented in accordance

with the Contractor's Work Plan and shail utilize MS Project to support the ongoing management of
the Project. .

1 ASSUMPTIONS
1.1 Goneral

1.1.4  The State shall provide team members with decision-making authority to
support the Implementation efforts, at the level outlined in the Requesl for
Proposal Document State Staffing Matrix.

1.1.5  All State tasks must be performed in accordance with the revised Work
Plan.

116  All key decisions shall be resolved within five {5) business days. Issues
not resolved within this Initial period will be escalated to the State Project
Manager for resolution,

147 Any activities, decisions or issues taken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs
shall be subject to the identified Change Control process.

1.1.8  The Contractor shall maintain an accounting system in accordance with
Generally Accepted Accounting Principles (GAAP).

1.2 Project Management

124  The State-shall approve the Project Management Methodology used for
the Project. .

2016-078 Exhibit | - Work Plan ' _ Date; VZZS/Jb
Parl 3 Page 48 of 66
OxBow Data Managernent Systems, LLC Contractor Initials; M
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1.5

1.2.5

1.2.6

1.2.7

STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

The State shall provide the Projecl Team with reasonable access lo the
Stale personnel as needed to complete Project tasks.

A Project folder created within the State system shall be used for
centralized storage and retrieval of Project documents, work products, and
other material and information relevant to the success of the Project and
required by Project Team members. This cantral reposhory Is secured by
detarmining which leam members have access to the Project folder and
granting elther view or readiwrite privileges. The Contractor's Project
Manager will establish and maintain this folder. The Stale Project

Manager shall approve access for the State team. Documentation can be.

stored locally for the Contractor and State team on a “shared” network
drive to facilitale ease and speed of access. Final versions of all
Documentation shall be loaded to the State System.

The Contractor assumes: that an Alternate Project Manager may be
appointed from time to time to handle reasonable and ordinary absences
of the Project Manager.

Conversions

1.3.4

1.3.8

The Contraclor Team's proposal is based on the assumplion that the
State's technical team is capable of implementing, with assistance from the
Contractor technical team, a subset of the converslons. The Contractor
Team shall lead the Stete with the mapping of the legacy Data to the
Contractor. applications.

The Contraclor Team shail: ' : - s .

T R
1.3.51  Provide the State with” the Contractor application data
requirements and examples, of data mappings, conversion
scripls, and data loaders. The Contractor Team shall identify
the APis the State should use in the design and development
of the conversion.

1.3.5.2 Provide guidance and assistance with the use of the data

- loaders and conversion scripts provided.
1.3.5.3 Lead the review of functional and technical Specifications.

1.3.54 Assist with the resolution of problems and Issues associated
with the development and Implementation of the conversions.

Project Schedule

" 1.44  Deployment is planned to begin on Aprl 1, 2016 with a plannéd go-live
date of June 1, 2016.
Reporting

2016-078 Exhibil | - Work Plan

Parl }

QxBow Data Managemenl Systems, LLC Contractor Inttials;
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~ STATE OF NEW HAMPSHIRE
. Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

1.54  The Contractor shall conduct <weekly / every two weeks> status meetings,
and provide reports that Include, but are not limiled to, minutes, aclion
Items, test results, and Documentation.

1.6 User Training

164 The Contractor Team shall lead the deveiopmanl of the end-user tralning
plan.

1.6.5 A train the trainer approach shall be used for the delivery of end-user
training.
16.6 The Stale is responsible for the delivery of end-user training.

1.6.7  The State shall schedule and track attendance on all end-user training
classes. '

1.7 Performance and Security 'Tastlng

1.7.4 The Contractor Team shall provide a performance test workshop to ideniify
) the key scenarios to be lested, the approach and tools required, and best
praclices information on performance testing.

1.7.5 The State shall work with the Contraclor on all testing as set forth In
Contract Exhibit F — Testing Services.

2 ROLES AND RESPONSIBILITIES
21 Contractor Team Roles and Responsibllities
2.1.4  The Contractor Team Project Executive

2141 The Contractor Team's Project Executives (the Contractor
and Subcontractor Project Executives) shall be responsible
for advising on and monitoring the quality of the Services
throughout the Project life cycle.

2142 The Project Execulive shall advise the Contractor Team
Froject Manager and the State's Project leadership on the
best practices for implementing the Contractor Software
Solution within the State.

2143 The Project Executive shall participale in the definition of the
Project Plan and provide guidance to the State's Team.

2.1.5 Contractor Team Project Manager

2.1.51 The Contractor Team Project Manager shall have overall

) responsibility for the day-to-day management of the Project

and shall plan, track, and manage the activities of the
Conlractor Implementation Team.

2016078 Exhibit | - Work Plan Date: _146’//&
Pant 3 Page 50 of 66 )
OxBow Data Manggemont Systems, LLC Contractor [nitials:
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

2152 The Contractor Team Project Manager will have the following
respanslibilities: . .

2.1.5.2.1 Maintain communicalions with the Slate's Project
Manager.

2.1.5.2.2 Work with tha State in planning and conducting a
kick-off meeting.

2.4.5.2.3 Create and maintain the Work Plan.

2.1.5.2.4 Assign the Contractor Team consultants to tasks
in the Implementation Project according to the
scheduled staffing requirements.

2.1.5.25 Define roles and responsibiliies of all the
Contractor Team members.

21.5.26 Provide weekly and monthly update progress-
reports to the State Project Manager.

2.1.5.2.7 Notify the State Project Manager of requirements
for State resources in order to provide sufficient
lead time for resourcas to be made available.

21528 Review task progress for time, quality, and
accuracy in order {0 achieve prograss.

2.1.5.2.9 Review requirements and scheduling changes and
identify the impact on the Project in order to
identify whether the changes may require a
change of scope.

2.1.5.2.10 Implement scope and Schedule changes 8s
authorized by the State Project Manager and with
appropriate Change Control approvals as
identified in the Implementation Plan.

2.1.5.2.11 Inform the Stale Project Manager and staff of any
urgent issues if and when they arise.

2.1.5.2.12 Provide the State completed Project Deliverables
and oblain sign-off from' the State’s Project
Manager.

2.1.5.2.13 Manage handoff to the Conlraclor operational
siaff.

2.1.5.2.14 Manage Transition Services as needed.

2016-078 Exhibil | - Work Plan ' Date: (/ZZK//

Part 3 Page 51 of 66
OxBow Data Managoment Syslems, LLC Contractor iniligls:




STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
= : SAAS CONTRACT.2016-078
PART 3 — EXHIBITS

2.16  Contraclor Team Analysis

2161 The Contractor Team shall conduct analysis of requirements,
validate the Contractor Team's undersianding of the State
business requirements by application, and perform business
raquirements mapping:

2.1.6.1.1 Construct and confirm application test case
Scenarios.

2.1.6.1.2 Produce application configuration definitions and
configure the applications.

2.1.6.1.3 Conduct testing of the configured application,

2.16.1.4 Produce functional Speciﬁcafions for extensions,
conversions, and intsrfaces.

2.1.6.1.5 Assist the State in the testing of extensions,
conversions, and intarfacas.

2.16.1.6 Assist the State in execution of the State's
Accaptance Test.

2.1.6.1.7 Conduct follow-up mestings to oblain feedback,
results, and concurrence/approval from the Siste.

2.1.6.1.8 Assist with the correclion of configuration
problems identified during System, integration and
Acceptance Testing.

2.1.6.1.9 Assist with the transition to proguction.
2.1.7  Contractor Team Tasks )
2171 The Contractor team shall assume the following tasks:

21.7.11 Developmant and review of functional and
technical Specification 1o determine that they are
8l an appropriale level of detail and quality.

2.1.7.1.2 Development and Documentiation of conversion
and Interface programs in a&ccordance with
functional and technical Spacifications.

21713 Development and Documentation of installation
procedures.

2.1.7.1.4 Unit testing of conversions and inlerfaces
developed.

2.1.7.1.5 Syslem Integration Testing.

2016-078 Exhibit | - Work Plan Date: _?[;6’//(9
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

2.2 State Roles and Responsibllities
2.2.4 State Project Manager

2.2.41 The State Project Manager shall work side-by-side wnh the
Contractor Project Manager.

2242 The role of the State Prolect Manager is to manage State
resources, facililate completion of all tasks assigned to State
staff, and communicate Project status on a regular basis.

2243 The State Projecl’ Manager represents the State in all
decisions on Implementation Project matlers, provides all
necessary support in the conduct of the Implemantation
Project, and provides necessary State resources, as defined
by the Work Plan and as otherwise identified throughout the
course of the Project. The Slate Project. Manager has the
following responsibilities:

22431 Plan and conduct a kick-off meeting with
assistance fram the Contractor team.

2.24.3.2 Assist the Contraclor Project Manager in the
development of a detailed Work Plan.

22433 Identify snd secure the State Project Team
members in accordance with the Work Plan.

2.2.4.3.4 Define roles and responsibilities of all State Firo]ect
Team members assigned to the Project.

2.2.4.35 Identify and secure access to additional State end-
user stalf as needed to support specific areas of
knowledge if and when required to perform certain
Implementation tasks.

2.2.436 Communicate issues to State management as
necessary to secure resolution of any matter that
‘ cannot be addressed at the Project level.

2.24.3.7 Inform the Contractor Project Manager of any
urgent issues if and when they arise.

2.2.4.38 Assist the Contractor team staff to oblain
requested information if and when required to
perform certain Project tasks.

2.2.4.3.9 Manage handoff to State operational staff.
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2.2.4.3.10 Manage State staff during Transilion Services as
needed.

2.2.5 State Subject Matter Expert(s)(SME) .

2.2.51 The role of the State SME is to assist application teams with
an understanding of the State's current business praclices
and processes, provide agency knowledge, and paricipate in
the Implementation. Responsibilities of the SME Include the

- following:

2.25.1.1 Be the key user and contact for their Agency or
' Department.

2.2.5.1.2 Attend Project Team training and acquire in-depth
functional knowledge of the relevant applications.

22513 Assist in validating and documenting user
requirements, as needed.

2.2.5.1.4 Assistin mapping business requirements,
2.2.5.1.5 Assist in constructing test scripls and data.

22516 Assist in System Integration, and Acceplance
Testing. '

2.2.5.1.7 Assist in performing conversion and integration
testing and Dala verification.

2.25.1.8 Attend Project meetings when requested.

22519 Assist in training end users In the use of the
Contractor Sofiware Solution and the businaess
processes the application supports,

2.2.6 State Technical Lead and Architect

2261 The State's Technical Lead and Archilect reports lo the
State’'s Project Manager and is respensible for leading and
managing the State's lachnical tasks. Responsibilities
include;

2.2.6.1.1 Atlend technical training as necessary to support
the Project.

2.2.6.1.2  Assist the Stale and the Contractor Team Pfoject
Managers to establish the detailed Work Plan.

2.26.1.3 Manage the day-to-day aclivities of the State's
technical resourcas assigned o the Project,
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2.26.1.4 Work with State IT management to obtain State
technical resources in accordance with the Work
Plan.

2.26.1.5 Work in partnership with the Contractor and lead
the State technical staffs efforls in documenting
the technical .operational procedures and
processes for the Project. This is a the Contractor
Deliverable and it shall be expected that the
Contraclor shall lead the overal! effort with support
and assistance from the State.

2.2.6.1.6 Represent the technical efforts of the State ai
Weekly Project meetings.

2.2.7 State Testing Administrator

2271  The State's Testing Administrator will cooidinate the State's
testing efforts. Responsibilitias include:

22711 Coordinating the developmenl of system,
integration, performance, and Acceptance Test
plans.

2.2.7.1.2 Coordinating system, integration, performance,
' and Acceplance Tests.

2.2.7.1.3 Chairing tes! review meetings.

2.2.71.4 Coordinating the State's team and external third
parties involvemenl in testing.

. 22715 Ensuring that proposed process changes are
considered by process owners.

2.27.1.6 Establish priorities of Deficiencies requiring
resolution.

2.2.7.1.7 Tracking Deficiencies through resolution.
3 SOFTWARE APPLICATION

The Contractor shall provide access to the following software applications:
Name of Scftware ‘Version
Oxbow Med-IT Current
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4 CONVERSIONS .
Table 4.1: Planned Conversions

Converslon || Description ' ' I

Legacy BCCP has over 100,000 screening cyc!e records for conversion
BCCP Data and upload to the Mad-IT system.

| —]

4.1 Conversion Testlng Responslbllltles

414 The Contractor Team and the Slale, based on their assigned conversion
responsibliities, as set forth in Contract Exhibit F: Testing Services shall
identify applicable tesl scripts and installation instructions, adap! them to the
Project specifics, test the business process, and compare with the
documented expected results..

4141 The Contractor Team and the State, based on their assigned
conversion responsibilities, shall execute the applicable taest
scripls that complete the conversion and compare execution
results with the documented expected resulls.

4.1.4.2 The State is responsible for documenting the technical
-Specifications of all programs that extract and format Data
from the legacy systems for use by the conversion processes.

4143 The Contractor Team and the State, based on their assigned
- conversion responsibiiities, shall develop and unit test their
et . . assigned conversions.

4144 The State and the Contractor Teams shall jointly conduct
System and Integration Testing, verifylng and validaling the
accuracy and completeness of the conversions.

- 4145 The State and the Contractor Teams shall jointly verify and
validate the accuracy and completeness of the conversions
for Acceptance Tesling and production.

5 INTERFACES
Table 5.1: in-Scope Interfaces
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interface Components, || Responsible Description
If applicable Party

NH First ERP || Infor {Lawson) || Oxbow The Mad-IT sysiem shall
System : . Iinterface with the NH First
system for the payment of
claims
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5.1 Interface Responsibilities

5.1.4 The Contractor Team shall provide the State the Contracior Application Data
requirements and examples, of data mappings and interfaces implemented
_on other Projects. The Conlractor Team shall identify the APIs the State
should use in the design and development of the interface.

.5.1.5 The Contractor Team shali lead the State with the mapping of legacy Data to
: the Contractor Application.

5.1.6 The Contraclor Team shall lead the review of functional and technical
intedface Speciﬁcatlons

5.1.7 The Contractor Team shall assist the State with the resolution of problems
and issues associated with the development and Implementation of the
interfaces.

5.1.8 The Contractor Team shall document the functional and technical
Specifications for the interfaces.

5.1.9 The Contractor Team shall create the initial Test Plan and related scripts to
Unit Test the interface. The State shall validate and accept.

5.1.10The Contractor Team shall develop and Unit Test the Interdace.

5.1.11The Stale and the Coniractor Team shall jointly verify -and validate the
accuracy and completeness of the interface.

5.1.12The Siste shall be responsible for documenting the procedures required to
run the interfaces in production.

5.1.13The State shall document the technical changes needed lo legacy systems to
accommodate the Interface.

5.1.14The Siatle shall develop and test ail legacy application changes needed to
accommodate the interface.

5.1.16The State and the Contractor Teams shall jointly construct test scripts and
create any data needed to support testing the interfaces.

5.1.16 The State Is responsible for all data extracts and related formatting needed
from legacy systems to suppori the interfaces.

5.1.97The State is responsible for the scheduling of inlerface operation in
production.'

6 APPLICATION MODIFICATIONS

To more fully address the Stale’s requirements, the Contractor Team shall implement the
following applicatlon modifications. The following Table 6.1 identifies the modifications that
are within the scope of this Contract.
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Table 6.1: Modifications — Contractor Qeveloped

,Components,. if | Efthancement Description:
applicable

| '|

7 PREUMINARY WORK PLAN

N N

Table 7.1; High Level Prellminary NH Project Plan

Ta _ Duration* Startt  Finish
Requirement Analysis © 2days 5216  5/3/16
Establish NH Development Environment 1 day 5/4/16 5/4/16
Enhancement (Fiscal Interface File) 13 days 5/5/116 5/23116
Data Convarslon : 30 days 5/4116 6/14/16
Acceplance Tesling 5 days 6/20/16 6/24/16
Training 5 days 6127116 7/1116
Go Live Process 5 days 416 7816

This plan is intended o provide relative numbers of work days needed to complele the major
steps. [tis based on a stant date of 5/2/2016. Actual work plan dates and schedules will be
determined &t contract award and will need to be modified to include existing obhgatnons for
the Department of Health & Human Services and OxBow.

2016-076 Exhibit | - Work Plan ' Date; //
Pan 3 Page 59 of 66
OxBow Data Management Systems. LLC " Contractor Initials:



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

EXHIBIT J
- SOFTWARE AGREEMENT

OxBow DMS, LLC. Med-IT®
Service Level Agreement (SLA)

This service level plan defines the service ot the level of functional content and operational results. Ii
does not describe specific technical 100ls which are used, or imply the use of a particular technology,
unless otherwise specifically siated. This service description is neutral with respect to the technical
implementation of the scrvice and the determination of marginal technical details. The service
description pertains to the flow of work. the roles and responsibilities, and the expected results of
successful service fulfiliment :

The term “Customer” used within this document refers to the Med-1T° Subscriber Entity authorized use
of the Med-IT¢ system and to which OxBow DMS, LLC has an active contract,

1. Definition of Services

OxBow will render Med-IT® Services in a professional manner, consistent with accepted indusiry
standards. OxBow will provide Program Subscriber Services that include: '

* Access to and the use of the following Med-1T® services by the Customer and its designated users.

* Support of the Med-1T® product (Operations and Technical Support) as needed to maintain system
functionality es egreed to in the originsl SOW and as modified through other contracted
cnhancements. ‘ '

The Customer owns the rights to all data and may retrieve data from the system using
the Med-IT® export functions at any time.

2. Performance Services (Operations)

OxBow shall be excused for delay in the performance of any obligations hereunder when such delay
is the result of or attributuble to the elements. acts of war, terrorism, nature, federal government
actions. delays in transporiation, manufacturers' delays in providing parts or products or problem
selutions, or any other cause bevond our reasonable conirol,

a. System Avallability:

OxBow will maintain ol patches, upgrades, and maintenance of firewalls, operaling systems,
dotsbases, and hardware nceded to provide ongoing access 10 Med-IT® and the agreed upon
functionality. Scheduled availability 1o the Cusiomer will be as follows:

1) 98% during peak operating hours (8AM ~ SPM Central Time, Monday — Friday, excluding Federal
holidays).

2) 95% for non-peak operating hours. :

3) Scheduled Downtimes are excluded from this calculation. Availability will be measured al the
firewall inside the host.

4) Scheduled downtimes for maintenance and upgrades will be planned for non-peak operating hours.
Routine planned downtimes will be coordinaied and announced at feast 24 hours in advance.
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b. incident Response

The OxBow help desk will track status of all submmcdlreponcd tncidents. OxBow will respond to°

problems 10 meet stated Med-IT® availability, as required. Technical and operational problems will

be detected, diagnosed, and corrected in order Lo restore service to its installed base state of operation.

All technical problems will be logged, iracked, and reported. Where possible, OxBow will provide

notification and status updates to keep Ladies First informed appropnalely for the plans and level of
- impact on operational availability.

¢. Data Repository and Recovery

OxBow will meintoin al] dma placed within Med-IT® and will not delete data without written
direction from the Customer.

OxBow will maintain a current kidbrary of encrypted backup tapes including & daily backup rotated
cvery 30 days, a backup performed the 1. and 154 of each month and maintained for 6 months, and
monthly backups for 2 years. Recovery will be made to the most recent uncorrupted backup available.
Upon need for a recovery, OxBow will provide siatus and estimated lime 10 repair.

OxBow will provide a copy of the data in an eppropriate format at the end of the contract upon the
Customer's request.

d. Security

OxBow will provide safeguards to protect Customer data and provide stated availability as a hosting
end 1echnical support facility, to include:

» Providing a securce {acility for hosting of Med-IT® data

* Providing encrypted transmission of data

* Annual Penetration and Vulnerability assessment by an independent third-party

» Complying with appropriate NIST standards-

* Complying with HIPAA safeguards

3. Techhical Support

a. Help Desk Support

OxBow will provide Ticr 2 Help Desk support during normal business hours (8-5 Central Time,
Monday-Friday) and will nonmally respond 10 Customer. requests for technical assistance/suppon
within 4 hours, but no later than 1 business day. Tier | support will be provided by the Customer. If
the Tier 1 contact is unable to complete the support issue, Customer administration personnel will
contact OxBow using the provided phone number or cmail address.

Examples of Tier 2 responsibilities include: verifying Med-IT® siatus, unlocking Program
adminisirator accounts, restoring data, or verifying & program feult or featurc error.

All system functional problems will be logged, tracked, and reported. Where possible, OxBow will
provide notification and siatus updates to keep Ladies First informed appropriately for the plans to
repair functionality.

b. Technical Suppart Requasts
A request for services functionality beyond that spcaﬁcaily agrced to in the SOW will be considered
a request for technical suppon beyond this Plan,
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OxBow will coordinatc appropriate service changes with the Cusiomer. OxBow will provide
time/cost estimates for requested implementation, All requested changes will require 2pproval from
the Customer prior 1o work bcmg»slarlcd OxBow will bill for actual lime to complete requested
service modification as work ia compléldd

4. Customer Dutles and Responslbllltles ‘

a. OxBow Med-IT® Service requires the Customer be responsible for:

. ldcnnfymg to OxBow a program primary and secondary point of contact for coordination, technical
support request response, and notifications.

* Jdentifying a primary Med-1T® system administrator to OxBow.

» Administering their program within Med-IT®, 0 include granting access and setting roles for their
PH! authorized users.

*» Ensuring user training.

= Providing Tier 1 Help Desk support.

-~

The Customer Tier | support should be the first stop for all general support questions, health program
issues, and dala access problems. Exemples of Tier | responsibilities include unlocking user
accounts, adding user accounts, and answering questions regarding how certain data should be entered
or reported. The Cusiomer help desk manager decides, based upon the contract requirements, whether
they require additional suppont from OxBow and make the initia) contact with OxBow's Help Desk.

b. The Customer and thelr designated PHI authorized users are responsible for:

+ Obtaining and maintaining browsers with nppropnale encryption capability and providing access to
the intemnet 1o reach the Med-IT® porial.

* Ensuring adherence by their users to such taws and policy that apply and constitute the legal use of
Med-IT®.
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EXHIBIT K.
WARRANTY

System

1.1.1.

The Conlractor warrants that the System will operate to conform to the
Specifications, 1erms, and requiroments of the Contract.

Software

1.2.1.

122

The Contractor warrants that the Software, including but noi limited to
the individual modules or tunctions fumished under the Contract, Is

properly functioning within the Syslem, compliant with the"

requiremants of the Contract, and will operate in accordance with the
Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State's remedy,
and the Conlractor's entire liability, shall be: (a) the correction of
program errors that cause breach of the warranty, or if the Contractor
cannol substantially correct such breach in a commaercially reasonable

~manner, the State may end its program license if any and recover the

~* fgg8 PaitFto the Contractor for the program license and any unused,

prepaid technical support fees the State has pald for the program
license; or (b) the re-performance of the deficient Services, or (c) if the
Contraclor cannot substantially comect a breach in a commerclally
reasonable manner, the State may end the relevant Services and
recover the fees paid to the Contractor for the deficient Services.

Non-infringement

1.3.1.

The Contracter warrants that it has good tille to, or the right to allow
the State to use, all Services, equipment, and Scftware (“Material’)
provided under this Contract, end that such Services, equipment, and
Software do not violate or infringe any palent, trademark, copyright,
trade name or other intellectual property rights or misappropriale a
{rade secret of any third party.

Viruses; Destructive Programming

1.4.1.

The Contractor warrants that the Software shali not conlain any
viruses,-destructive programming, or mechanisms designed to disrupt
the performance of the Softlware in accordance with the
Specificatlons. ‘ .

Cofnpatlbll!ty

i
2016-078 Exhibit K - Wamantee : - Dato: 28//157

Part 3

Page 61 of 66

OxBow Data Management Systems, LLC - Contractor Initials:

P~



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Integrated Software System for the
Breast & Cervical Cancer Screening Program
SAAS CONTRACT 2016-078
PART 3 - EXHIBITS

1.5.1.  The Contraclor warrants that all System components, including but not
limited to the componenis provided, Including any replacement or
upgraded System Software components provided by the Contractor to
correct Deficiencies or as an Enhancement, shall operate with the rest
af the System without loss of any functionality.

1.6. Services

1.6.1. The Contractor warrants thal all Services to be provided under the
Contract will be provided expediently, in a professional manner, in
accordance with industry standards and that Services will comply with
performance slandards, Specifications, and terms of the Contracl.

2. WARRANTY PERIOD

2.1.1.  The Warranty Period shall remain in effect until the conclusion or
termination . of this Contract and any exiensions, except for the
wamanty for non-Infringement, which shall remain in effect’ in

indefinitely.
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EXHIBITL
' TRAINING SERVICES

The Contractor shall provide on-site Training Services for two {2) users over the course
of three (3) full days. The Contractor shall provide training as shown in the agenda
elow: Med-if® System Training
‘ Agenda
Day 1: General System & Data Entry
¢ Morning ~ Ganeral Qvarvisw (All users)

o Med-IT® Overview
System Navigalion
General Data Relationships
BCC Workflow ~ Normal Findings
WW Workflow (optional)
o CRC Workfiow (optional)

¢ ARemoon - Abnormal Screening (Al users)

O O o

o Pap Guidelines )

‘BCC - Abnormal Findings

Review Unusual Situalions

Patient Navigation/Case Management

c O o0 o

Summary of Services Funclions
o General User Reporis

¢ Morning - Reports and Ultilities (Staft users)
Administrator '
‘Client Management
Quality
cocC
Update Utilitles
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» Aftemoon - Billing {Fiscal Management users)

o Contract and Provider Setup

o Fund Managemeni

" o Contract Years
o CPT Codes
o Business Rules
o EDI _
o Billing Authorization
o Billing Reports

: Administralion an ta Mana

ent

* Morning - Administration (Program Administrators)

o Program Management

-0

Role Management
User Management
Lookup Tables

Q 0

Admin Reporis

0

o Calendar of Activities

+ Aftemoon - Data Management (Data Manager)

o Cancer Registry Linkage
MDEs.

MDE Checklist
Insurance Referral
Ad-hoc Queries

Data Dictionary

o Data Extraction

o o o o

)
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Exhibit C
SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Conlractor
under the Contract shall be used only s payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants. the Contractor hereby covenants and
egrees as follows:

1. Complfanca with Federal and State Laws: If the Conlractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
stete laws, regulations, orders, guidelines, policies and procedures. :

2. Time and Manner of Determination: Eligibility determinations shall be mede on forms provided by
the Departmant for thet purpose and shall be made and remade 81 such limes as are prescribed by
the Depantment.- - .

3. Documentatlon: In addition to the determination fonns required by the Depariment, the Conlractor
shall maintain a data file on each reciplent of services hereunder, which file shall include all
information necessary 1o support an eligibility determination and such other information as the
Cepartment requests. The Contractor shall fumish the Depanment with all forms and documentation
regarding eligibility determinations that the Depaniment may reques! or require.

4. Falr Hearings: The Contractor understands thst all applicants for services hereunder, as well as
individuals declared ineligible have a right 1o a lair hearing regarding that determination. The
Contractor hereby covenants and egrees that ali applicants for services shall be permitted to fill out
an application form and that each applicant or re-gpplicant shall be informed of his/er right to a fair
hearing in accordance with Department regulations.

5. Gratulties or Kickbacks: The Contraclor agrees that it is a breach of this Contract to accepl or
make @ payment, graluity or offer of employment on behalf of the Conlractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement ff it is
detemmined that payments, gratuities or offers of employment of eny kind were offered or received by
any officials, afficers, employees or agents of the Contraclor or Sub-Contractor,

6. Retroactive Payments: Notwithstanding anything to the conlrary contained in the Contract or in any

© other document, coniract or understanding, it is expressty understood and agreed by ihe parties
hereto, that no payments will be made hereunder lo reimburse the Contractor for costs incurred for
any purpose or lor eny services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contrector for any services provided
prior to the dale on which the individual applies for services or (except as otharwise provided by the
federal regulations) prior to 8 determination that the individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, al e rate
which exceeds the amounts reasonable and necessary lo assure the quality of such service, or sl 8
rate which exceeds the rale charged by the Contractor to ineligible individuals or other third party
funders for such servico. If at any time during the term of this Coniract or after receipt of the Final
Expenditure Report hereunder, the Departmant shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such cosls, or has received paymeni
in excess of such costs or in excess of such rates oharged by the Contractor to ineligible individuals
or other third parly funders, the Department may elect to:

7.1. Renegotliale the rates for paymenlt hereunder, in which event new rates shall be established:
7.2, Deduci from any fulure payment te the Contractor the amount of any prior reimbursement in
excess of costs;
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Depanment to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of recards established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENT!ALITY:

8

10.

Maintenanco of Rocords: In addition to the eligibility records specified above, the Contractor

covenants and agreas to maintain the following records during the Cantracl Period:

8.1, Fiscal Records: books, records, documents and other data evidencing and reflecting all costs

- and olher expenses incurred by the Contractor in the performance of-the Contract, and 8!l
income received or collected by the Contractor during the Contract Period, sald records to be
mainlained in accordance with accounting procedures and practices which sufficiently and
properiy reflect all such costs and expenses, and which are acceplable to the Depariment, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for malerials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Depariment,

8.2. Suatistical Records: Statistical, enroliment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and &!l invoices submitted to the Depertmen! Lo obtain
payment for such services.

8.3. Medica) Records: Where approprigte and as prescribed by the Depariment regulations, the
Contractor shall relain medical records on each patientreciplent of services.

Audit: Coniractor shall submit an annuai audit to the Department within 60 days efter the close of the
agency fiscal year. It is recommended that the repon be prepared in sccordance with the provision of
Office of Management and Budget Circular A-133, "Audits of Stales, Local Governments, and Non
Proft Organizations” and the provisions of Standards for Audit of Governmenisl Crganizations, ’
Programs, Activities and Functions, issued by the US Genera) Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1, Audit and Review: During the term of this Contract and the period for retention hereunder, the
Department, the Unled States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records mainiained pursuant to
the Contract for purposes of audil, examination, excerpls and transcripls.

9.2. Audi Liabllities: In eddition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contraclor shall be held liable for any state
or federal audit exceptions and shall return to the Departmen, ell payments made under the
Contract to which exception has been laken or which have been disallowed because of such en
exception.

Confidentlality of Rocords: Allinformation, reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential end shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made o
public officials requiring such information in connection with their official duties and for purposes
direclly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by eny party of any information concerning B recipient for any purpose not
directly connected with the administration of the Department or the Conlractor's responsibilities with
respect to purchased services hereunder is prohibiied excepl on written consent of the recipient, his
sttorney or guardian.

Exhibit C - Spectal Provisions Contractor Inltials
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11.

12.

13

14.

15.

16.

Notwithstanding anything to the conlrary contained herein the covenants aend conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

Reports: Fiscal and Statistical: The Contractor egrees to submit the following reports at the following °

times if requestaed by the Department. )

11.1.  Interim Financial Repors: Whitten interim tinancial-reports containing a detailed description of
all cosls and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department {0
justify the rate of payment hereaunder. Such Financial Reports shall be submitted on the form
designated by the Depariment or deemaed satisfactory by the Departmaent.

11.2.  Final Report: A final report sha!l be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives a!ated in the Proposai
and other information required by the Department.

Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum nurnber of unils provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the tarmination of the Contract) shall terminate, provided however, that if. upon review of the
Final Expenditure Report the Depaniment shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shali retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed of 10 recover such sums from the Contractor.

Credits: Al documents, notices, press releases, research reports and olher materials prepared
during or resulting from the perfformance of the services of the Contract shall include the following
statement:

13.1.  The preparation of this {report, document etc.} was financed under a Contract with the Stale
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g.. the United States Department of Health and Human Services.

Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from OHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all origina) materials
produced, including, bul nol limited to, brochures, resource directories, proto-cols or- gutdelmes., gt
poslers or reports. Conlracior shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

Oporation of Facllities: Complianco with Laws and Regulations: in the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorilies and with any direction of any Pubtic Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect (o the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure sald license or permit, and will at all times comply with the terms and
conditrons of each such license or permil. In connection wilh the foregoing requirements, the
Contractor hereby covenants and agrees thal, during the term of this Contract the facilities shall
comply with afl rules, orders, regulatuons and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be i in conformance with local building and zoning codes, by-
laws and regulations.

Equal Employment Opportunity Plan {(EEQP): The Contractor will provide an Equal Employment

Opportunity Plan (EEQOP} 1o the Office for Civil Rights, Office of Juslice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

Exhibh C = Spedia! Provisions Contracior Initiats
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17,

18.

19.

o4 Page 4ol 5 Date

more employees, it will maintain 8 current EEOP on file and submit en EEOP Certdfication Form to the
OCR, certlfying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEQP Centification Form to the OCR certitying it is not required 1o submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, bul are required 1o submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms are svailable at: hitp://'www.ojp.usdoj/about/ocr/pdisicert. pdi.

Limited English Proficioncy (LEP): As clarified by Executive Order 13168, Improving Access to
Services for persons with Limited English Proficiency. end resulling agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency {LEP). To ensure
compliance wilh the Omnibus Crime Control and Safe Streets Act of 1968 and Thie Vi of the Civil
Rights Act of 1884, Coniractors must leke reasonable steps to ensure that LEP persons have
meaningful access o its programs.

Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all conlracls that exceed the Simplitied Acquisition Threshold as defined in 48
CFR 2:101 {currently, $150,000) : -

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

{e) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contracior employee whistleblower prolections established at

41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.

112-239) and FAR 3.908. :

{b) The Contractor shall inform its employees in wriling, in the predominant language of the workforce,

of employee whistleblower rights and prolections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

{c) The Conlractor shall insert the substance of this clause, including this paragrapb (c). in afl
subcontracts over the simplified acquisHion threshold.

Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater experlise to perform certain health care services or funciions for efficiency or convenience,
but the Contractor shall retein the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontraclor's ability to perform the delegated
funclion(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor end provides for revoking the delegation or imposing sanctions if
the subconiraclor's performance is not adequate. Subcontraclors are subject to the same conlractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to e subcontractor, the Contractor shall do the following:

18.1.  Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function .

18.2.  Have a written agreement with the subcontractor that specifies activities and reporting
responsibilitias and how sanctions/revocation will be managed H the subcontraclor's
performance is not adequale '

18.3.  Monltor the subcontractor's perfarmance on an ongoing besis

Extublt C - Special Provisions Contrector Initlsts
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19.4. Provide to DHHS an annual schedule identifying all subconlractors delegaled functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shall, at its discretion, review and approve all aubconlracts

If the Contractor identifies deficiencies or areas for improvement are rdenlrﬁed the Contractor shall
lake cafrective action.

DEFINITIONS
As used in the Contrac, the following terms shall have the following meanings:

* COSTS: Shall mean those direct and indirect items of expense determined by the Depariment 10 be
ellowable and reimbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders.:

DEPARTMENT: NH Deparimeni of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is
entdled "Financial Managemen! Guidelines™ and which contains the regulations governing the financial
aclivities of contractor agencies which have contracted with the State of NH to receive funds:

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and sefting forth
the total cost and sources of revenue for each servica to be provided under the Contract.

UNIT: For each service that the Contractor is to provide o efigible individuals hareunder. shall mean that
perlod of time or that specified activity determined by the Depariment and specified in Exhibit B of the
Conlract.

FEDERAL/STATE LAW: Wherever federal or stale laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws, regulations, elc. 8s
they may be amended or revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Depariment of Administrative
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State of NH and
federn! regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.

' Exhibh C - Special Provisions Cortractor Inltials
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NS TO GEN PR ONS

1. ° Subparagraph 4 of the General Provisions of this contracl, Conditional Nature of Agreament, is
replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT,

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitafion, the continuance of paymants, in whole or in pan,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the eppropriation or avallabllity of funds affected by
any stale or federa! legislalive or executive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in pan. In no event shall the
State be liable for gny payments hereunder in excass of appropnated or avallable funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right to reduce. terminale or modify services under this Agreement
immediately upon giving the Contractor nolice of such reduction, termination or modification.
The State shall nol be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provistons, Account Number, or any other,
account, in the event funds are reduced or unavallable.

2, Subparagraph 10 of the Genera! Provisions of this contract, Termination, is amended by adding the
- - following language;

10.1 The State may terminate the Agreement al any lime for any reason, at the sole discretion of
the State, 30 days after giving the Contractor written notice that the State is exercising its
option to terminate the Agreemant,

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early
terminstion, develop end submil to the Siate a Transition Plan for services under the
Agreement, including but not limited to, identifying the present and future needs of clients
receiving services under the Agreemenl and establishes a process to meet those needs.

10.3 The Contraclor shall fully cooperale with the State and shall promplly provide detailed .
information to support the Transition Plan including, but not limited to, any Information or
deta requested by the State refated to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.

-10.4 in‘the event thal services under the Agreement, including but not limited to clients receiving
services under the Agreement are ransitioned 1o having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of senvices in the Transition Plan,

10.5 The Contractor shall establish a method of nolifying clients and other affecled individuals
about the transition. The Contractor shall include the propesed communications in its
Transition Plan submitted to the State as described above.

3. The Division reserves the right to renew the Contract for up to four additional years, subject to the
continued availability of funds, satisfactory performance of sendces and approval by the Govemor
and Executive Councll. :

Exkibit C-1 - Revisiony ¢ Standard Provisions Contracioe Intials
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE RE EME

" The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-650, Title V, Subtitle D: 41
U.S.C. 701 et seq.), and further agrees (o have the Contraclor's representative, as.identified in Sections
1.11 and 1.12 of the General Provisions execute ths following Certification: '

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1588 (Pub. L. 100-630, Title V, Sublitle D; 41 US.C. 701 el seq.). The Janvary 31,
1989 regulations wers amended and published as Part Il of the May 25, 1990 Federal Regisler (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Depariment in each federal fiscal year In lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which rellance is ptaced when the agency awards the grant, False
certification or violation of the certification shall be grounds for suspension of peyments, suspension or
termination of grants, or govemment wide suspension or debarment. Contractors using this form should
send it to;

Commissioner

NH Department of Health and Human Services

128 Plessent Sireet,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1 Publishing a statement notifying employees that the unlawful manufacture, distribulion,
dispensing, possession or use of e controlled substance Is prohiblted In the grantee's
workplace and specifying the actions that will be taken against employees for viotalion of such
prohlbition:

1.2.  Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dengers of drug abuse in the workplace;

1.2.2. The grantee's policy of maintaining a drig-free workplace;

1.2.3. . Any available drug counseling, rehabilitation. and employee assislance programs; and

1.2.4. The penatties that may be imposed upon employees for drug abuse violations
occurmring in the workplace: "

1.3.  Making it a requirement that each employee lo be engaged in the perfarmance of the grant be
given a copy of the statement required by paragreph (a).

14.  Notifying the employee in the statement required by paragraph (a) that, as a condition of
employmenl under the grant, the employee will .

1.4.1.  Ablde by the terms of the statament: and

1.4.2.  Nolify the employer in writing of his or her conviction for @ violation of & criminal drug
slatute occurring in the workplace no later than five calendar days afler such
conviction; '

1.5.  Notifying the egency In writing, within ten calendar days after recelving notice under
subparagraph 1.4.2 from an employes or ctherwise receiving actual notice of such ‘conviction,
Employers of convicted employees must provide nolice, including position title, 10 every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Centification regarding Orug Free Contracior (nitlgls /1""'
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has designated a central poini for the receipt of such notices. Notice shall includa the
identification number(s) of each affected grant.
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respeci to any employee who is 0 convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and |ncludmg
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to paricipate satisfaclorily in & drug abuse assistance or
rehabilitation program approved for such purposes by a Federa), State, orlocal healih,
law enforcement, or other appropriate agency,
1.7. Making a good [aith effort to continue o maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may inser! in the space provided below the site(s) for the performance of work done In
connectian with the specific grant,

Place of Performance (street address, city, county, state, zip code) (list each location)
‘Check O if there are workplaces on file that are not identified here.

Contractor Name: OxBow Data Management Systems, LLC

Wi 2e //L
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The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbymg and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as cdentrf ed in Sechons 1.1
and 1.12 of the General Provisions execute the following Cemr cation:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EQUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered).
*Temporary Assistance to Needy Families under Tille IV-A
*Child Support Enforcement Program under Title (V-D
*Social Services Block Grant Program under Tille XX
*Medicaid Program under Tille XIX

*Community Services Block Grant under Title VI

*Chilg Care Development Block Grant under Title IV

The undersigned certifies, lo the best of his or her knowledge and belief, that:

1. NoFederal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federa! contract, grant, loan, or cooperalive agreement (and by specific menlion
sub-grantee or sub-contractor).

2. | any funds other than Federal appropriated funds have been paid or will be paid 10 any person for
influencing or attempting to influence an officer or employee of any agency. a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federsl conlract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its inslructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-racipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or antering into this
transaclion imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of nol less than $10,000 and not more than $100,000 for
each such failure,

‘/) ?// L
Dapp 7

Contractor Name: OxBow Dala Management Systems, LLC
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c ICATION RE DING DEBARMENT, SU

AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Offica of the President, Executive Order 12548 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsib:ﬁty Matters, and further agrees to have the Conlractor's
represenialive, as identified in Seclions 1.11 and 1.12 of the General Provisions execute the following
Certification:

'msmucnoaas FOR CERTIFICATION
8y signing end submitting this proposal (contract), the prospoctwe primary paricipant is providing the
certification set out below.

2. The inability of a person to provide the cerlification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explansation of why it cannot provide the certification. The cetification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
detemnination whether to enter into this lransaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from particlpstion in
this transaction.

3. The certification in this clause Is & malene] representation of fact upon which refiance was placed.
when DHHS determined o enter into this transaction. H it is later determined that the prospective
primary participant knowingly rendered an erroneous cedification, in addition to other remedies
avallable to tha Federal Govarnmeni, DHHS may terminate this transaction for cause or default.

4, The prospaclive primary participant shall provide immediate written notice to the DMHS agency to
whom Lhis proposal (conlract) is submitted if at any time the prospective primary participant laarns
that its cedtification was eroneous when submitted or has become erroneous by reason of changed
circumstances,

5. The terms "covered transaction,” "debarred,” ‘suspended,” "ineligibla,” “lower tier covered
transaction,” “participant,” *person,” “primary covered transaction,” “principal,” “proposal.” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage seclions of the rules implementing Executive Order 12549: 45 CFR Pant 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered lransaction be entered into, it shall not knowingly enter into any lower lier covered
iransaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, uniass authorized by DHHS,

7. The prospective primary participan! further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Deberment, Suspension, Ineligibility and Voluntary Exciuslon -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and In all solicitations for lower tier covered transactions.

8. A particlpant in a covered transaclion may rely upon a certification of e prospective participant in a
lower tier covered transaction thal it is not debasred, suspended, inelfigible, or involuntarily excluded
from the covered trensaction, unless it knows that the certification is erroneous. A participant may
decide the melhod and frequency by which it determines the eligibitity of its principals. Each
participant may, but is rot required to, check the Nonprocuraman! List (of excluded parties).

8. Nothing contained in the foregoing shali be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Cerilfication Regerding Debarment, Suapension Contractor intlgy
And Other Responsibliity Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for iransactions authorized under paragraph & of these instructions, if a participant in a
covered transaclion knowingly enters into a lower lier coverad transaction with a person who is
.suspended, debarred, ineligible, or voluntarily axcluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies (o the best of its knowledge and belief, that il and its
principals:
11.1. are not presenuy debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency,;
11.2. have not within a three-year period preceding this proposal {contract) been canvicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with abtaining, attempting to gbtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
siatutes or commisasion of embezzlement, theft, forgery, bribery, falsification or destruction of
. records, making false staterments, or receiving stolen property;
11.3, are not presently indicled for olherwise criminally or civilly charged by a govemmenlal enlity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I}(b)
, of this centification; and.
11.4. have not within a three-year period preceding this application/proposal had ane or more public
transactions (Federal, State or local) terminated for cause or default,

12. Where the prospective primary parlicipant is unable to certify to any of the statements in this
certificalion, such prospective paricipant shali attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal {contract). the prospecliva lower lier participant, as
) defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presenily debarred, Suspended proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
. prospective participant shall attach an explanation {o this proposal (contract).

14, The prospective lower tier participant further agrees by submitting this proposal {contract) that it will
includa this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower lier covered transactions,

Contractor Name: OxBow Data Management Systems, LLC

o2/l //4/ Wirosse

Dav 7 Name: | S. Maassen. .
Title; anagmg Partner

Exhibit F - Ceniiication Regasding Oebarmeni, Suspension | Contracior Inftials ﬂb\
. And Other Responsibiiity Matlers Y,
CUTHEN 0TI ‘Page 2 of 2 . Date /b



Now Hampshire Department of Health and Human Services
Exhibit G

CERTIFIC QF C IANCE REQUIREMENTS P 1 T

CERTIFJCATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO '
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS -

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: ’ :

Contractor wil! compiy. and will require any subgrantees or subcontractors to comply, with any applicablé
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Control end Safe Streeis Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from diseriminaling, either in employment practices of in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex, The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Juslice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b}) which adopts by
reference, the civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or .
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opporiunity Plan requirements; ’

- he Civil Rights Act of 1864 (42 U.5.C. Section 2000d, which prohibits recipients of federal financial
essistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1873 (28 U.5.C. Section 794), which prohibits recipients of Federal financial
assislance from discriminating on the basis of disability, in regard 1o employment and the delivery of
sarvices or benefils, in any program or activity; S .

- the Americans with Disabilities Act of 1990 (42 U.5.C. Sections 12131-34), which prohibits -
discrimination and ensures equal opportunily for persons with disabilities in employment, State and local
- govemment services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 Uu.s.C. Sections_ 1681, 1683, 1685-86), which prohibits
discrimination on the basis of séx in federally assisted education programs; .

- the Age Discrimination Act of 1975 (42 U.5.C. Sections 6106-07), which prohibils discrimination on the
basis of age in programs or activities receiving Federal financial assislance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.5. Department of Justice Regulations - OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscriminalion; Equal Employment Opporiunity; Policies
and Procedures); Executive Order No. 13279 (equa! protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for parinerships with faith-based and neighborhood organizations;

-28C.F.R. pt. 38 (U.S: D_,egerlment of Justice Regulations — Equal Treatment for Faith-Based
Organizations), and Whigtieblower protections 41 U.S.C. §4712 and The Nationa! Defense Authorization
Act (NDAA) for Fiscal Year20:3:(Pub. L. 112-239, enacted January 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whistieblower Protections, which protecis employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which refiance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension of termination of grants, or govemment wide suspension or
debarment.
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New Hampsh(re Departmont of Health and Human Services
Exhiblt G

In the even! a Federal or Stale coun or Federal or State administrative agency makes a finding of
discrimination afler a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracling agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.,

Tha Contractor identified in Section 1.3 of the General Provisions agrees by signalure of the Canlractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, 1o execute the following
certification:

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the proviglons
indicated above,

Contractor Name: OxBow Data Minagement Systems, LLC

y/es /e
d /

Dat
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New Hampshire Department of Health and Human Services
Exhibit H

C C R VIRONMENTAL TOBACCO SMO

Public Law 103-227, Parl C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used roulinely or regularly for the provision of health, day care, education,
ot library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, kan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solaly by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol lreatment. Failure
to comply with the provigions of the taw may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity,

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representalive as identified in Section 1,11 and 1,12 of the General Provisions, 1o execute the lollowing

certification: .

1. By signing ang submitting this contraci, the Conlractor agrees to make reasonable efforts to comply
wilh all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Acl of 1994,

Contractor Name; OxBow Data Management Systems, LLC

Y/

Daje . /

Exhibit H - Certlfication Regarding Centractor Indtists
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New Hampshire Department of Health and Human Services

Exhlbit|

HEALTH INSURANCE PORTABLITY ACT -
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portabllity and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Heatth Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined Herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

{1) Defipitions.

8. Breach” shall have the seme meaning as the term "Breach” in section 164.402 of Title 45,
Code of Federal Regulations. |

b. 'Egsiness Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations,

c. -Covered Entity" has the meaning given such term in section 160,103 of Title 45,
. Code of Federal Regulations. . _

_d.- W" shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501. '

e. “Data Aqqregation® shail have the same meaning as the term ‘data aggregation” in 45 CFR
Section 164.501.

f. "Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501. .

é. ‘HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009, . :

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually ldentifiable Heaith
Information, 45 CFR Paris 160, 162 and 164 and emendments thereto.

{. “individual® shall have the same meaning as the term “individua)® in 45 CFR Section 180,103
" and shall include a person who qualifies as a persenal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually !dentifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health information™ shall have the same meaning as the term "protected health
information® In 45 CFR Section 160.103, limited to the information created or recelved by

Business Associate from or on behalf of Covered Entity.
32014 Exnibit | Contracior tnitisty
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New Hampshire Depariment of Health and Human Services

Exhibit i

0.

Act.

()

‘Required by | aw” shall have the same meaning as the term “required by law" in 45 CFR
Section 164,103.

*Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Pant 164, Subpart C, and améndments therelo.

“Unsecured Protected Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuatls and is developed or endorsed by
a standards developing organization that is accredited by the Amencan National Slandards
Institute,

Other Definitiops - All terms nc;t olherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Bus]pess Assoclate Use and Disclosure of Protected Health information,

Business Assaciate shall not use, disclose, maintain or lransmit Protected Health

. Information {PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to sl!
its directors, officers, employees and agents, shall not use, disclose, malntain or transmit
PHIin any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
i For the proper management and administration of the Business Associate;
I As required by law, pursuant to the terms set forth in paragraph d. below; or -
Il.  For data aggregation purposes for the heatth care operations of Covered
Entity.

To the extent Business Associate is permitied under the Agreement to disclose PHli to a
third party, Business Associate must obtain, prior to making any such disclosure, (i),
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpase for which it was
disclosed to the third party; and (il} an agreement from such third party to notify Business
Assoclate, In accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such hreach.

The Business Associale shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that It Is required by 1aw, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. it Covered Entity objects to such disclosure, the Business

32014 ’ Exhidit | ) - Contractor Infllah ML\
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New Hampshire Depariment of Health and Human Services

Exhiblt |

Associate shali refrein from disclosing the PHI until Coveted Entity has exhausted all
remedies.

e.  Ifthe Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Assocliate
shall be bound by such sdditional restriclions and shall not disctose PHI-in violation of
such additional restrictions and shall abide by any additional security safeguards.

3) Obligations an ies of Bus 8 a

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, Includmg the
types of identifiers and the likelihocod of re-identification;
o The unauthorized person used the protected health information or to whom the
© disclosure was made;
o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected heslth information has been
.mitigated. .

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c The Business Associate shall comply with all sections of the Privacy, Secunty and
Breach Notification Rule.

d Business Associate shall make available all of its internal policies and procedures, books
8nd records relating to the use and disclosure of PHI recelved from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rute.

e. Business Associate shall require all of its business associates that receive, use or have
‘access to PHI under the Agreement, to agree In writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, Including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficlary of the Contractor's business associate
agreements with Contractor's intended business assoclates, who will be receiving PHI

Y2014 Exnibll | Contractor Initiats
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Now Hampshire Dopartment of Health and Human Services

Exhibit |

372014

pursuant to this Agreement, with rights of enforcement and Indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement {or the purpose of use and disclosure of
protected health information,

Within five (5) business days of receipt of a written. réqu'e'st from Covered Entity,
Business Associate shall make available during normel business hours at its offices all
records, books, egreements, policles and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine

" Business Assoeiate's compliance with the terms of the Agreement.

Within ten (10) business days of recelving a written request from Covered Entity,
Business Assoclate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. -

Within ten (10) business days of receiving a writlen request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available 10 Covered Entity for
amendment and Incorporate ‘any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond 10 a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten {10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fuffill its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528.

In the event any Individual requests access to, amendment of, or accounting of PH!
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Businass
Assoclate to violate HIPAA and the Privacy and Secufity Rule, the Business Assoclate
shall instead respond to the individual's request as required by such law and nolify
Covered Entity of such response as soon as practicable.

Within ten {10} business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created of received by the Business Associate in connection with the
Agreement, and shall not retain any coples or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposilion of the PHI has been otherwise agreed to in
the Agreement, Buslness Associate shafl continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those

purposes that make the retum or destruction infeasible, for so long as Business '
Exnibli } Contradior Initiats
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New Hampshire Department of Health and Human Services

Exhlbit

{4

()

(6)

V2014

Associale maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PH, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obllgations of Coyered En_' tity

Covered Entity shall notify Business Associate of any changes or limitation(s) In its
Notice of Privacy Practices pravided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promplly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Seclion
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
10 the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

Yerminatiop for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate '
Agreement set forth hereln as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. !f Covered Entity
determines that neither termination nor cure is feasible, Covered Enlity shall report the
violation to the Secretary.

‘Miscellaneous
Definitions and Requlatory References. Al terms used, but not otherwise defined herein,

sheall have the same meaning as those terms in the Privacy and Security Rule, smended
from time to time. A reference in the' Agreement, as amended to include this Exhibit, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. .

Amendment. Covered Entity and Business Associale agree to take such action as is
necessary (0 amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowfedges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
Z“'é"
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New Hampshiro Department of Health and Human Services

Exhibit!

e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are-dec¢lared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in secticn (3) |, the

defense and indemnification provisions of section {3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

,1'73 State
i onzed Representative

- T2 ;
[1&“{1/ = bmc/ad jennifer S. Maasen
Name of Authorized Representative Name of Authorized Representative
A

:Z :t e “ ' ( - © Managing Partner i
Title of Authdrized Representative Title of Authorized Representative

57 /{//(p o/ 26 Ve

‘Date - Date ’

OxBow Data Management Systems, LLC
Name of the Coptractor

re of Authorized Representative
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New Hampshire Dopartment of Health and Human Services
Exhibit J

The Fadera! Funding Accountability and Transparency Act (FFATA) requires ptime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
dsta related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent gran! modifications result in a total award equal to or over
$25.000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Pant 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS} must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of enlity
Amoun! of award
Funding agency !

NAICS code for contracts / CFDA program number for grants
Program source
Award title descriplive of the purpose of lhe funding action
Location of the entity :
Principle place of pedormance
Unique identifier of the enlity (DUNS #)
0. Total compensation and names of the lop five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues ere greater than $25M annually and
10.2. Compensatlion information is not already available through repomng to the SEC.

~SOBNOO AN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Acl, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Conlractor's representative, as identified in Sections 1,11 and 1.12 of the General Provigions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Depariment of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountabilty and Transparency Act.

Contractor Name: OxBow Data Management Systems, LLC

D Name: n}ﬂ S. Maassen
Title: anaging Partner

Exnibit J - Centification Regarding the Federal Funding Contractor Initisls
Accountability Ang Trenaparency Act (FFATA) Compliance
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New Hampshire Department of Health and Human Services
Exhibit J

FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are frue and accurate.

1. The DUNS number for your entity is; _ 961557522

2. Inyour buamess or organization’s preceding complated fiscal year, did your business or orgamzauon
receive (1) BO percent or more of your annual gross revenue in U.S. federal contracts, subcontraclts.,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25.000.000 or more in annual
gross revenues from LS. federal contracts, subcontracts, loans, grants, subgranis, and/or
cooperative agreements?

X ___NO YES .
If the answer to #2 above s NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your

-business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities

Exchange Act of 1834 (15 U.5.C.78m({a), 780(d)) or section 6104 of the Intemal Revenue Code of
19867

NO ’ YES
If the answer to #3 above is YES, stop here
it the answer to #3 above is NO, please answer the following: >

4. The names and'oompensation of the five mos! highly compensated officers in your business or
organization are as follows:

Name: Amount:
Name:. : Amount:
Name: ' Amount:
Name: : . Amount:
Name: Amounl:
Exhibit J - Ceartification Regerding the Federat Funding Contracior Initlaly
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