STATE OF NEW HAMPSHIRE

" DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES '

Lori A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-2714501 1-800-852-3345 Ext. 4501
Fax:; 603-27t4827 TDD Access: 1-800-735-2564
Lisa M. Morris www.dhhs.nh.gov
Director
May 29, 2020

His Excellency, Governor Chnstopher T Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source contract with Sage Pursuits, Inc. (d/b/a Envision Technology
Partners, Inc) (VC# 318560), Greenwood Village, CO in the amount of $2,651,554 for a web-
based Immunization Information System (IS}, with the option to renew for up to five (5) additional .
years, effective upon Governor and Council approval through June 30, 2025. 53% Federal Funds.
47% General Funds. .

Funds are available in the following accounts for State Fiscal Years 2020 and 2021, and
are anticipated to be available in State Fiscal Years 2022, 2023, 2024, and 2025, upon the
availability and continued appropriation of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

05-95-090-902510-5178 HEALTH AND.SOCIAL SERVICES DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL
IMMUNIZATION PROGRAM

State- Class / : B )
Fiscal Year Account Class Title Job Number Total Amount
2020 102-500731 - Contracts for Prog Sve - 90023200 - $964,114
© | 103-502664 Contracts for 90023103 $173,000
2020 Operational Svs
103-502664 Contracts for 80023103 $160,063
2021 Operational Sve - .
1 103-502664 Contracts for - 90023103 $160,063
2022 Operational Svc , -
103-502664 - Contracts for ' 90023103 $160,063
2023 | Operational Svc ' '
103-502664 Contracts for 90023103 $160,063
2024 - ' Operational Svc '
Subtotal $1,777,366

The Department of Health and Hiuman Services' Mission is to join communities and families
in providing oppertunities for citizens to achieve health and independence.
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01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds) Activity Code
03900052

State - Class/ Activity

Fiscal Year Account Class Title Code Total Amount
2020 | 038-509038 T e~ | o03s00052 | Sr4es
2021 | 038-509038 | TESCSF%SSEY' | 03900052 ~ $200,000
2022 | 038-509038 TES?C',"F'\-'%ESEY ) 03800052 $200,000
2023 | 036509038 TE§§§T%E§EY" 03900052 $200,000
2024 | 038-509038 TE%';‘%E,S; ) 03900052 $200.000

Subtotal $874,188
Total $2,651,554
EXPLANATION

This request is Sole Source because the vendor is the only vendor able to provide the
necessary services. The Centers for Disease Control and Prevention recognizes Envision
Technology Partners, Inc. as a qualified vendor to provide a web-based Immunization Information
System. The Department previously attempted to competitively bid the services included in this
contract. A Request for Proposals was posted in February 2019 and canceled in May 2019
because no vendors responded to the solicitation.

, " The purpose of this request is for the Contractor to create a web-based Immunization
information System, which is a confidential, electronic system used to track administration of
vaccines. This data system will record all immunization doses administered by participating
providers to persons residing within New Hampshire to provide consolidated immunization
histories so providers can determine appropriate patient vaccinations. In addition, the system will
have the functionality of a vaccine ordering management system, which will be used by the
Department to order, track, monitor, and assure accountability for $28 million in childhood
vaccines purchased annually and distributed to approximately 300 healthcare providers in New
Hampshire. The Contractor will work with the Department to setup and maintain this system,
which will be available to all healthcare providers in New Hampshire. The system will provide
aggregate data on vaccinations for use in surveillance, program operations, and public health
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action and be in full compliance with New Hampshire Administrative Rules He-P 307, which are
designed to protect the privacy of residents and ensure that patient participation is voluntary.

During the first year of the contract, the Department will use approximately $1.0 million of
federal funds to purchase the software licenses and transfer vaccine inventory, train and educate
. NHIP staff on the new system as well as provider demographic information (e.g. health care
provider addresses, usernames, login, phone, etc.) from the legacy system to the new system.
The Department will also educate New Hampshire staff on how to use the system, as well as
develop education for end users. The roughly $300,000 of general funds will be used to pay for
continued maintenance and support of the system during year one, which is the same source of
funds used. currently to fund the annual support and maintenance of the legacy system. The
legacy system is incompatible with New Hampshire's needs and the annual support and
maintenance of the existing system is unsustainable. The Department will recognize an
immediate cost savings when it switches to the new system of approximately $200,000 per year
in annual maintenance and support fees. Even when taking into consideration the $1 million in
implementation costs, the Department will still save $79,655 over the life of the 5-year contract..

The Contractor will provide a project management plan as well as participate in regular
project status meetings. The Contractor will work with the Department to migrate the current
provider contact details and vaccine inventory data of providers to the new system. Training to
internal staff will be given on how to use this system. The Contractor will assist in setting up
interfaces between healthcare providers' electronic medical records and the new system. The
Contractor will also assist in ensuring vaccine management files involved in providing ordering
and returns from health care providers are interfacing with the Centers for Disease Control and
Prevention vaccine ordering system. This system is used to process all vaccine purchased by the
State of New Hampshire. The Contractor will provide updates and releases on a scheduled basis
to ensure patient information is stored in accordance with HIPPA regulations and the strongest
industry security standards.

Implementing this Immunization Information System offers numerous benefits to the
Department, healthcare providers, and individuals and is a key component of immunization best
practices recommended by the Centers for Disease Control and Prevention. Decreased duplicate
immunizations, decreased healthcare costs, and increased immunization rates are all
documented benefits of an Immunization Information System. This system can prompt providers
to use the most up-to-date immunization recommendations and can provide technology ta remind
patients when immunizations are due. Participating patients and families will benefit from having
access to a complete electronic immunization record that includes information from multiple
healthcare organizations regardless of where a vaccine was received. The Department will use
the system to assure accountability of publicly-purchased vaccines and to identify communities
with low vaccination rates to promote vaccination and prevent infectious disease outbreaks.
Besides New Hampshire, all 49 states and the District of Columbia have an Immunization
Information System in place.

The Department will monitor contracted services by ensuring that the Contractor performs
the following project management functions:

+ Scheduling and conducting meetings with Department staff, maintaining action ptans
and reporting on the current status of all tasks;

* Conducting briefing sessions with Department management or the project team upoen
request;

» Reviewing written weekly status reports where the Contractor documents any decisions
made or discussions with Department staff;
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» Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

¢ Reviewing an online monthly report on the activity and status of all logged requests
received.

As referenced in Part 2, Information Technology Provisions, Contract Term of the attached
contract, the parties have the option to extend the agreement for up five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval,

Should the Governor and Council not authorize this request, New Hampshire will be the
only state in the nation without an Immunization Information System. If authorized, this system
would allow for enhanced vaccine accountability of publicly purchased vaccine, and timely
immunization data during vaccine-preventable disease outbreaks or pandemics. Mareover, the
federal funding directed towards the acquisition and implementation of the system would be
jeopardized if this system was not purchased. '

Area served: Statewide
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Source of Funds: CFDA# 93.268 FAIN# NH23IP922595
In the event that the Federal Funds become no longer available, additional General Funds
will not be regquested to support this program,

Respectfully submitted,

ke—

Lori A. Shibinette
Commissioner

| | ' W'ﬁd“” for

Denis Goulet
Commissioner :
Dept. of Information Technology

DolT RID # 51248



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 29, 2020

Lori A. Shibinette

Commissioner

Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a sole source contract with Sage Pursuits, Inc. (d/v/a
Envision Technology Partners, Inc) (VC# 318560), Greenwood Village, CO as described below and
referenced as DolT No. 2020-025.

The purpose of this request is for Sage Pursuits, Inc. to implement a web-based
Immunization Information System which is a confidential, population-based,
computerized database that records all immunization doses administered by participating
providers to persons residing within a given geographical area. The Immunization
Information System will provide consolidated immunization histories to determine
appropriate client vaccinations by a provider. In addition, the system will have the
functionality of a vaccine ordering management system. Sage Pursuits, Inc. will also
provide annual support and maintenance.

The amount of the contract is not to exceed $2,651,554 and shall be effective upon
Governor and Executive Council approval, through June 30, 2025.

t

A copy of this letter should accompany the Department of Health and Human Services
submission to the Governor and Executive Council for approval.

Sincerely,
W@Jw, -
Denis Goulet

DG/ik
DolT #2020-025

cc: Mike Williams, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow"
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_N_o_gg This agreement and all of its attachments shall become public upon submission to Governor nnd :
Execulive Council for approval. Any information that-is prwalc confidential or proprictary must
" be clearly identified to the agency and agreed to m writing prior to signing the contract.

‘ - : AGREEMENT : ' "
' The State of New Harnpshlrc and the Contractor hereby mutually agrce as I'ollows

I. IDENTIFICATION.

¢ GENERAL PROVISIONS

FORM NUMBER P-37 (version 5/8/15)

1.I _Siate Agency Name
NH Department of Health and Human Scrvnccs

1.2 Siate Agency Addf@ss ..
129 Pleasant Street
Concord, NH 03301-3857

1.3 Contractor Name
Sage Pursuns. Inc. &/b/a Envision chhno!ogy Partners. [nc.

1.4 Contractor Address
7995 East Prentice Avenue, Suite 305 E
Greenwood Village. CO goLlN

1. Contractor i’honc 1.6 Account Number
Number ’

303 914 9797 1 05-095-090-902510-51780000

1.7 Completion Date 1.8 Price Limitation

June 30. 2025 -

5303607 $2,651,554

M

05/27/2020 -

19 Conlracnng OfT cer for Siate Agcncy
Nathan D Whnc Director

1.10 State Agency Felephone Number
603-271-9631

L1 Conlractor Slgnaturc

G(tu.;uc ﬁ(mrju_) - ;

1.12 Name and Tite of Contractor Signatory

Claire Murchie, President
113 Acknowledgcmcm State of Coumy oI‘
On - o . before thc undcr51gncd officer, personally appearcd the person ldcnnﬁcd inblock 1.12, or sal:sfactonly

proven to bc the person whose name is. 5|gncd in block 1. I 1, and acknowledged that s’he cxecutcd this documnent in the capacity

| indicated in block 1.12.

H

IRERE Slg-naturc‘ofNolary Public or Justice of the Peace

[Scnl]

1 L13, 2 ‘Name and Title of'Nolary or Justice ol'lh: Peace.

1.14 Stalc Agency Signature

\ALN\% M \frdd Daie: g‘lﬂW

1.15 Name and Title of State Agency Signatory

Mnladiy

116 Approval by the N.H. Dcpanmcntof Administration, Division of Pcrsonnci fi f rippl:cnble)

Bg‘(: '

' Dlrector On

1.17 Approval By the Attorney General (Form, Substance end Execunon) {if applicable)

5/2212020

1.18 Approval by the Governor and Executive Council {if applicable)

By

on: - .

-Page Lol 4 . . _ - L



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (“Contractor”) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“*Services”}.

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior 1o the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability 1o the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds, In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment untii such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

S. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2 of 4

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
I.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified 10 perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6} months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

.. CIm
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Report™) describing in
detail all Services performed, and the contract price ¢arned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed 1o arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14. INSURANCE,

14.1 The Contractor shall, at-its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject 1o subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
§4.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Page 3 of 4
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS’ COMPENSATION,
15.1 By signing this agreement, the Contractor agrees,
-centifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{“Workers' Compensation”),
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers™ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shatl not be
responsible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contracior.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed 10 have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed 10 the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afier approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule 6f construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement. '

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24, ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes-the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4 ' cIm
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS
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1. CONTRACT DOCUMENTS .....coorrmmmmssssensssissosssssssssssmssssssssasssssesssesssssssmsssmmsssssssssen e 10
3. COMPENSATION cooommmoomemeeoseossos s ssseessesssssssssssnmssssssssssssssssssssssssmnsemssnssssssssosssssssassssmnnsesssssnes 12
4. CONTRACT MANAGEMENT cooooreoreeoeeresseeresseassasssssssssssssssssssssssssmsmmssssnmssssossessssssssssssesas 12
5. DELIVERABLES cooooooovocvvvvossusmsssassssssssssssessssssssssssmssssssessssssssssseesssssssssssmssnsssssassessississsssssssssans 16
6. SOFTWARE «.oororreres oo eerssres e st ssseses st s srs st esss st sess s s e 17
. SERVICES woreeeeeeeoeeeeesseorsesessseesmmsmssassssossssssssssssssssssssssmsssssnssssasssssassosssssssssssasasessossossssssssssssesess 17
8. WORK PLAN DELIVERABLE ...........ooooeoevcevosessrssnsssenssnsssissssssassammasssssssssssssassssssssssssssssenns 18
9. CHANGE ORDERS.....oommmeesssessenesssssssssssssssasmmsssasssssssssssesssssessessssmsasssssssssssssssssssmmsanssaseseses 18
10.  INTELLECTUAL PROPERTY....oooueiosnssssssosssssssssssssssssmsnsssssssssssssssssssstsssssenssssssssessess 19
11 USE OF STATE’S INFORMATION, CONFIDENTIALITY ............................................. 20
12 LIMITATION OF LIABILITY .....ovcouuuieummumsasossossessesssssssssssssssssmmmsssessssssssessissississesssnsssensaes 22
13 TERMINATION. cooooomeemermeeessseseeseseesemessemsmmmssssssssnessessessssssosessammastassnsossosssssssssssssssssmsssnsensssensaos 22
14 CHANGE OF OWNERSHIP .....oooorreremseceeessseemessesssssssssssesssssssssssssssssssssassssssssssssssassssssssssnsens 25
15  ASSIGNMENT, DELEGATION AND SUBCONTRACTS .eucceneoeeeeeceeeeesessssasasresesnnessnesnens 25
16 DISPUTE RESOLUTION woooeoeceoeeeeooeesss s eessssssssessssssssmssssssssssessosssssssssssossanssnsssssssssnssseses 26
2020-025 1T Provisions — Part 2 Page 1 of 3i

Contractor Initials;__ CJM

Date:



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System

CONTRACT 2020-025

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the application
Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supple_meméry material that is collected and appended at the back of
a document

Audit Trail Capture and Supports the identification and monitoring of activities within an

Analysis application or system

Authorized Persons

The Contractor’s employees, contractors, subcontractors or other
agents who need to access the State’s personal data to enable the
Contractor to perform the services required.

Certification

The Vendor’s written declaration with full supporting and written
Documentation (including without limitation test results as
applicable)} that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order

Formal documentation prepared for a proposed change in the
Specifications.

Completion Date

End date for the Contract

Confidential Information

Information required to be kept Confidential from unauthorized |
disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3.. The documentation consisting of both the pp
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work
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Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default,

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1}

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contract
Management)

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-37).

Contractor

The Vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed 1o under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

.| Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

Cure Period

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software

Software developed by the Vendor specifically for this Project for the
State of New Hampshire

Data

State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person/s that resulis in
the use, disclosure or theft of a the State’s unencrypted non-public
data.

DBA

Database Administrator

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
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Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency — Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of the
Service.

Class C Deficiency — Sofiware - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software Deliverabie
(ietter, report, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract requirement.

Department of Information
Technology (DolIT)

The Department of [nformation Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Certification that guarantees the unaltered state of a file, also known
as “code signing.”

Effective Date

The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the
State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendot’s cost experience
in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

Governor and Executive Council

The New Hampshire Governor and Executive Council,

Identification and
Authentication

Supports obtaining information about those parties attempting to log
on to a system or application for security purposes and the validation
of those users
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Implementation

The process for making the System fully operational for processing
the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology {(IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmiiting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and ‘various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
ete.

Intrusion Detection

Supports the detection of illegal entrance into a computer system

Invoking Party

In a dispute, the party believing itself aggrieved.

Key Project Staff

Personnel identified by the Siate and by the Contractor as essential
to work on the Project.

Licensee

The State of New Hampshire

Non Exclusive Contract

A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information

Data, other than personal data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is
exempt by statute, ordinance or administrative rule from access by
the general public as public information.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 am. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year’s Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4™ Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contract Manager’s written direction to the Vendor to
begin work on the Contract on a given date and time

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.
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Operational

The System is operating and fully functional, all Data has been
lpaded; the System is available for use by the State in its daily
operations, and the State has issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence -

Personal Data

Data that includes information relating to a person that identifies the
person by name and has any of the following personally identifiable
information (P1I): government-issued identification numbers (e.g.,
Social Security, driver’s license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter of a
Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budget and to the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor’s representative with regard to Review and Acceptance of
Contract Deliverables, invoice'sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
{CCP)

Project Staff

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health Information
(PHI)

[ndividually identifiable health information transmitted by
electronic media, maintained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a)}(4)(B)(iv) and employment
records held by a covered entity in its role as employer.

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. 1f none is specified then
the Review Period is five (5) business days.

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network
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Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State’s
unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident may
or may not turn into a data breach.

Service Level Agreement (SLA)

A signed agreement between both the State and the Contractor that
is subject to the terms and conditions in this document that unless
otherwise agreed to includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and addressed, and
(6) any remedies for performance failures.

-Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Contractor

The vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Software

All custom Software and COTS Software provided by the Vendor
under the Contract

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure, The applications are
accessible from various client devices through a thin-client interface
such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure including network, servers, operating systems,
storage or even individual application capabilities, with the possible
exception of limited user-specific application configuration settings.

Software Deliverables

Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications.

Specifications

The written provisions that set forth the requirements which include,
without limitation, the Contract, any performance standards,
Documentation, applicable State and federal policies, laws and
regulations, State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements described in
the Contract Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth herein.

State

STATE is defined as:
State of New Hampshire
Department of Health and Human Services
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29 Hazen Drive
Concord, NH 03301
Reference to the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving,

State’s Confidentia) Records

State’s information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chanter 91-A

State Data

For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of computer
processing of or other electronic manipulation of any data that was
created by or in any way originated with the Siate, whether such data
or output is stored on the State’s hardware, the Contractor’s hardware
or exists in any system owned, maintained or otherwise controlled
by the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1* through
June 30" of the following calendar year

State Identified Contact

The person or persons designated in writing by the State to receive
security incident or breach notification.

State’s Project Manager (PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, parinership, or company not in the employment of, or
owned 'by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. [t must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement :

A plan, integrated in the Work Plan, to verify the code

Test Plan
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.
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Transition Services

Services and support provided when Contractor is supporting System
changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification

Supports the confirmation of authority to enter a computer system,
application or network

Walk Through

A slep-by-step review of a Specification, usability features or design
before it is handed off 10 the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8} hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan

The overall plan of aclivities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written}. Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Health and Human Services (“State™), and Envision Technology Partners, Inc., a Corporation,
(“Contractor™), having its principal place of business at 7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111

An Immunization Information System (I1S) is a confidential, population-based, computerized database
that records all immunization doses administered by participating providers to persons residing within
a given geopolitical area. An [IS can make available aggregate data on immunizations for use in
surveillance, program operations, and public health policy development. An [IS also provides
consolidated immunization histories to determine appropriate client vaccinations by a provider. In
addition, 115 has the functionality of a vaccine ordering management system.

RECITALS

Whereas the State desires to have the Contractor provide an Immunization Information System, and
associated Services for the State;

. Whereas the Contractor wishes 10 implement Envision’s Commercial Off the Shelf, WeblZ Immunization
Information System, for the New Hampshire Division of Public Health Services. The solution includes a
license to the WeblZ application, hosting, maintenance, and support for the activities of the New
Hampshire Immunization Information System (NHIIS). The WeblZ application provides the ability for
health and medical practices to enter immunization data, analyze, and track immunization activity for
individuals from birth to death throughout New Hampshire. WeblZ data is used to evaluate the
effectiveness of the statewide Immunization Program, determine the need for the new programs, and
identify underserved populations. The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2020-025) is comprised of the following documents:

A. Part | - Form P-37 General Provision
B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions '
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
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Exhibit H- Requirements
Exhibit [- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
- Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference ,
Exhibit O- Certificates and Attachments
Exhibit P- DHHS Information Security Requirements
Exhibit Q — Certification Regarding Drug-Free Workplace Requirements
Exhibit R- Certification Regarding Lobbying '
Exhibit $- Certification Regarding Debarment, Suspension, and Other
Responsibility Matters
Exhibit T- Certification of Compliance with Requirements Pertaining to Federal
Nondiscrimination, Equal Treatment of Faith-Based Organizations and
Whistleblower Protections
Exhibit U — Certification Regarding Environmental Tobacco Smoke
Exhibit V- Health Insurance Portability and -Accountability Act Business
Associate Agreement
Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:
a. State of New Hampshire, Department of Health and Human Services Contract
Agreement 2020-035, including Parts 1.
b. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035, including Parts 2
¢. State of New Hampshite, < Department of Health and Human Services Contract
Agreement 2020-035, including Parts 3

2. CONTRACT TERM' '

The Contract and all obligations of the parties hereunder shall become effective after full execution
by the parties, and the receipt of governmental approvals, including but not limited to, Governor
and Executive Council of the State of New Hampshire approval(Effective Date) The contract shall
begin on the Effective Date and extend through June 30, 2025 followed by five (5) years of
maintenance and support. The Term may be extended up to June 30, 2030, (“Extended Term") at
the sole option of the State, subject to the parties prior written agreement on applicable fees for
each extended term. Maintenance and Support services shall start on the next day of the State’s
issuance of the Letter of Acceptance in response to UAT.
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The Contractor shall commence work upon issuance of a Notice to Proceed by the State.
3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the
Contractor.

4. CONTRACT MANAGEMENT

The Contractor shall provide all necessary resources to petform its obligations under the
Contract. The Contractor shall be responsible for managing the Project to its successful -
completion. )

4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contracl Manager is:

Claire Murchie

7995 East Prentice Avenue, Suite 305-E

Greenwood Village, CO 80111

Desk: 303.914.9797 x104 ’
Cell: 720.891.8551

Fax: 303.914.9781

Email: cjmurchie@envisiontechnology.com

42 THE CONTRACTOR’S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, at the State’s discretion, review of the
proposed Contractor’s Project Manager’s resume, qualifications, references, and
background checks, and an interview. The State may require removal or
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4.2.2

4.2.3

424

4.2.5

reassignment of the Contractor’s Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit [, Section 2. The Contractor’s Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
Contractor’s Project Manager must work diligently and use his/ her best efforts on
the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project -
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Information Technology
Provisions, Section 4.2.1: Contract Project Manager, and in Contract Agreement
[nformation Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor’s
Project Manager within ten (10) business days of the departure of the prior
Contractor’s Project Manager, and the Contractor shall continue during the ten (10)
business day period to provide competent Project management Services through
the assignment of a qualified interim Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Project Manager is:
Claire Murchie

7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111

Desk: 303.914.9797 x104

Cell: 720.891.8551

Fax: 303.914.9781

Email: ¢cjmurchié@envisiontechnology.com
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4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in Exhibit A Section 3. Deliverables, Milestones and Activities Schedule and
Exhibit A Section 4. Deliverables. The State may conduct reference and background
checks on the Contractor’s Key Project Staff. The State reserves the right to require
removal or reassignment of the Contractor’s Key Project Staff who are found
unacceptable to the State. Any background checks shall be performed in accordance
with Information Technology Provisions Section 4.6: Reference and Background
Checks.

4.3.2 The Contractor shali not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor’s Key Project Staff shall have comparable or greater skills than of the
Contractor’s Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in Exhibit A Section
3. Deliverables, Milestones and Activities Schedule and Exhibit A Section 4.
Deliverables. and be subject to reference and background checks described in
Contract Agreement- Information Technology Provisions, Section 4.6: Reference
and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor’s replacement Project staff.

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor’s Key Project Staff:

Key Member(s) Title
Claire Murchie President
Steve Murchie CEO and
Developemnt
! Manager
Brad Couse Senior
Developer
2020-025 1T Provisions — Part 2 Page 14 of 31
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4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

TW Hull

29 Hazen Drive

Concord, NH 03301

Tel: (603) 271-4456

Email: Torane. Hull@DHHS.NH.GOV

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager’s duties shall include
the following:

Leading the Project;

Engaging and managing all Contractors;

Managing significant issues and risks.

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of change proposals, and

Managing stakeholders’ concerns.

mopae oS

The State Project Manager is:

TW Hull
29 Hazen Drive
Concord, NH 03301
! Tel: (603) 271-4456
Email: Torane. Hull@DHHS.NH.GOV

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
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misdemeanor offense for which incarceration for up to | year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement —
Information Technology Provisions-Section 11: Use of State’s Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible.for
the performance of the Contract and the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contrace
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the nature
and class of the Deficiency and the Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected,
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or immediately terminate the Contract, declare the Contractor in default, and pursue its remedies at
law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J; Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: Maintenance and Support
Services.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty and Warranty Services.
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8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Pian must be approved by the State, in writing, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit |: Work Plan, as approved by the State, is incorporated
herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor’s failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the State
causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfill its obligations under the Contract. To the extent that the State’s execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend
on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the Work
Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The Siate originated
changes or revisions shall be approved by the Department of Information Technology. Within five (5}
business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor’s requested Change Order within five (5) business days. The State Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
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shall be deemed to have rejected the Change Order if the parties are unabie to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. 1f accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State, which, at the minimum, will require
governmental approvals, including Governor and Executive Councit approval.

10.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the Contractor
shall own and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contract, or modifications to the Contractor provided
Software, and their associated Documentation including any and all performance enhancing
operational plans and the Contractor’ special utilities. The Contractorshall license back to the State
the right 1o produce, publish, or otherwise use such software, source code, object code,
modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE’S DATA

All rights, title and interest in State Data shall remain with the State. All data which has been
received from the State or purchased with funds provided for that purpose under this Agreement,
shall be the property of the State, and shall be returned to the State upon demand or upon
termination of this Agreement for any reason. The Contractor shall not access State user accounts
or State data, except (1) in the course of data center operations, (2) in response to service or
technical issues, (3) as required by the express terms of this contract or (4) at the State’s written
request.

10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. 1n accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
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and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the State Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature,

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or informatign shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE
N/A

10.6 SURVIVAL

This Contract Agreement Section 10: Infellectual Property shall survive the termination of the
Contract.

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. “State Confidential
[nformation™ shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

2020-025 IT Provisions — Part 2 Page 20 of 31
Contractor [nitials: M

Date: 5;525;{_2(2



11.3

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidentiat information shall require the prior written approval
of the State. The Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any effort the State
undertakes to contest the request, subpoena or other legal process, at no additional cost to the
State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the. State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shail be the Contractor’s sole responsibility and at
the Contractor’s sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s notice
to the Contractor, without any liability to the Contractor.
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11.4 SURVIVAL

This Section 11, Use of State 's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8.

12.2 STATE’S IMMUNITY ‘
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.3 SURVIVAL .
This Section 12: Limitartion of Liability shall survive termination or Contract conclusion.

13 TERMINATION
This Section 13 shatl survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder (“Event of Default™)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of notice,
uniess otherwise indicated within by the State (“Cure Period™). If the Contractor
fails to cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days after giving the Contractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both. :
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b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines that the
Contractor has cured the Event of Default shail never be paid to the Contractor.

€. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the.State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall cure
the default within thirty (30} days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract.

13.2.2 During the thirty {30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1  The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracis. |
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13.3.

2

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.

1

Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 Afier receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall:

The State shall be entitled to any post-termination assistance generally made available
with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA.

Stop work under the Contract on the date, and to the extent specified, in the notice;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shal! be final for the purpose of this Section;

Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

1. Inthe event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

* 10 days after the effective date of termination, if the termination is in
accordance with the contract period

* 30 days after the effective date of termination, if the termination is for
convenience
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e 60 days after the effective date of termination, if the termination is for cause

2. Afier such period, the Contractor shall have no obligation to maintain or provide
any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f.  Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data;

h. The Contractor shall securely dispose of all- requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Cenrtificates of destruction shall
be provided to the State.

i. Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State,

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns”) are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
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of the contract. The State shall consider the Contractor to be the sole point of contact with regard to all
contractuat matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. in the
event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option 1o continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party”) shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party’s right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified betow in
which 1o attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
ALLOTTED
B TIME

Primary | Claire Murchie TW Hull 5 Business Days
President State Project

.- Manager (PM)

First Steven Murchie Lisa Morris 10 Business Days
CEO Director

Second Lori Shibinette, 15 Business Days

' Commissioner

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other party.
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GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE :

In consideration for receiving access to and use of the computer facifities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter

“Info

a.

rmation’”), the Contractor understands and agrees to the following rules:
Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other

use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,

shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evaluated by the Stiate, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE -

EMail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Email systems.” the Contractor understand and
agree that use of emaii shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE :
The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.
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17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the individual responsible for
the funding of the contracts and his/her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack

" County Superior Court.

17.8 SURVIVAL

"The terms, conditions and warranties contained in the Contract that by their context are

intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit D Section 5:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements,
and Information Technology Provisions-Section 11: Use of State’s Information,
Confidentiality and Information Technology Provisions- Section 13: Termination which shall
all survive the termination of the Contract.

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
inability to hire or provide personnel needed for the Contractor’s performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR TO STATE:
CLAIRE MURCHIE TW HULL

STATE OF NEW HAMPSHIRE -
7995 E. PRENTICE AVE. STE.205-E DIVISION OF PUBLIC HEALTH
GREENWOOD VILLAGE, CO 80111 29 HAZEN DRIVE
TEL: (303) 914-9797 EXT. 104 CONCORD, NH 03301

TEL: (603) 271-4456
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CIMURCHIE@ENVISIONTECHNOLOGY.COM

17.11 DATA PROTECTION

The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements. '

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors to store Stale data on
portable devices, including personal computers, except as set forth in Exhibit P of this
Contract, DHHS Information Security Requirements..

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.

17.14. BREACH RESPONSIBILITIES
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.,

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. the Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include, user access, user access 1P address, user access history
and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT
The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

17.18. DATA CENTER AUDIT
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The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit. For
the Azure attestation will not be provided by the vendor, the Department would have to obtain
that information on their own.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice to the State of any upgrades (e.g., major upgrades,
minor upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics. It usually
includes a new version number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand each other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties, -

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability 1o import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for.the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contracior. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in this agreement.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall immediately remove such
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individual. the Contractor shall not assign the person to any aspect of the contract or future work
orders without the State’s consent.
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Statement of Work

The Contractor shall provide the New Hampshire Division of Public Health Services (DHHS) with a fully
integrated WeblZ Immunization Information System that supports the full breadth of the New Hampshire
Immunization Information System (NHIIS) operations. The Contractor shall provide fully integrated solutton,
including license to the WeblZ System, hosting, maintenance and support. WeblZ System shall enable health
and medical practices to enter immunization data, analyze, and track immunization activity for individuals from
birth to death throughout New Hampshire to evaluate the effectiveness of the statewide Immunization Program,
determine the need for the new programs, and identify underserved populations.

General Project Assumptions

2.1

2.2

2.3

2.4.

2.5.

The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contractor’s Project Managers will review these tools
and templates and determine which ones will be used for the project, as part of the initial planning
phase of the contract. Training on these tools and templates will be conducted at the start of each phase
in which they will be used.

Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the State.

The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State’s Information Technology resources,
information, and services. Security requirements are defined in. The Contractor shall provide the State
resources, information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business continuity and to safeguard the confidentiality and integrity of
State networks, Systems and Data.

The Deliverables are set forth in the Schedule described below in Section 3 and Section 4. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through completion of
all Acceptance Testing, including but not limited to, Software/System Acceptance Testing, and any
extensions thereof,

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

State of NH Contract 2020-025
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STATEMENT OF WORK

3. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Table 1
Projected )
Activity, Deliverable, or Milestone Delivery Deliverable Type
Date
IPLANNING AND PROJECT MANAGEMENT 1
1 Contract Licenses 6/30/20 Software
Licenses
2 Project Management 6/30/21 Written
B Project Planning 9/10/20 Written
= = — T e - =
[INSTALLATION L T . !
WeblZ Configuration, Setup, and VTrckS an Software
14 HL7 Interfaces WeblZ, Provider Management, 11/30/20
HL7 Onboarding, and Public Portal
5 Data Conversion Plan 11/30/20 Software
6 Development 1/11/21 Software
7 Practice Data Conversion 5/31/21 |Software
g Tec}?mcal Support for Azure Hosted 6/30/21 Software
Environment 7
TESTING | _ e e b
9- WeblZ Training and Materials 2/4/21 Software
SYSTEM DEPLOYMENT =~ ST B
10 User Acceptance Testing 6/3/21 Software
1 Production Release and Go-Live and 90 Day 0/3/21 Software
Warranty
OPERATIONS
12 Datamart Setup 9/3/21 Software
13 Mobile WeblZ 0/3/21 Software
14 Annual Support Afler Go-Live 9/3/21 Software
15 Emergency Response Enhancement Requests N/A Software
(including Change Orders)
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4. DELIVERABLES

The following sections describe the required tasks and subtasks 1o be performed by the Contractor for each
Deliverable under the terms of this Agreement. The Contractor must perform each task and/or subtask, but
is not limited to performing only the identified task or subtasks in a given project area. The Parties hereby
agree that the Deliverables(s) are the controlling items and that the Contractor’s obligation is to perform
and deliver the Deliverable as described in the following sections. Deliverables should be submitted to the
Department and will be subject to Department review and acceptance.

Deliverable 1: Contract Initiation

, Sub -
Task Item Tasks Description
Contract Initiation Sub | Contractor to deliver Software License Agreement for all

modules: WeblZ, Provider Management, DataMart, Mobile

WeblZ

Deliverable 2: Project Management

. Deliverable Two ,

Envision Project )
Management

06/30/2020, continuing for 12 months.

Task [tem '?‘;:ks Description ‘ , i |
Weekly Meetings Sub 1 Schedule and conduct meetings with NH DPHS staff,
' ' maintain action plans and report on the current status of all
tasks.
Sub 2 Conduct briefing sessions with NH DPHS personnel as
requested by NH DPHS Management or Project Team.
Status Reports Sub 1 Contractor will provide written weekly status reports that
document any decisions made or discussions with NH
DPHS staff.

Deliverable 3: Project Planning
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Deliverable Three

Project Planning and

09/10/2020

Description

The Contractor will lead a two-day onsite meeting with the
INH DPHS project team to ensure that all key participants and
stakeholders have the same common understanding about the
project scope and implementation methodology. Contractor
will provide the agenda and be responsible for publishing
meeting minutes. The result of the onsite meeting will be the
refinement of the Project Plan,

The Contractor will refine the draft project plan based on
feedback from the kick-off meeting

Initiation
Sub
Task Item Tasks -
On-site Project Kickoff Subl
Detailed Project Plan Subl
Provide Project Templates Sub 1

Provide approved templates and completion instructions for

all subsequent deliverables, including;

* Project Management Artifacts (e.g., Status reports, Issues
Log, Meeting Notes/Summaries)

e JAD Session Artifacts (e.g., WeblZ Configuration
document, VTrckS, and HL7 Specification documents)

e UAT and Data Migration Test Plans

e Training Plans and Materials

f
Deliverable 4: WeblZ Configuration, Setup, and Interfaces

| Due Date
WebIZ Configuration 11/30/2020
and Setup :
i Sub L
Task Item Tasks Description
Establish WeblZ Subi The Contractor will configure an internal Development

Development environment.

environment for New Hampshire. The environment will be
created at Envision headquarters and shall be used
throughout the duration of the Contract to customize and
maintain WeblZ with no disruption to NH programmatic

activities.

State of NH Contract 2020-025
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Configuration Specification Subl Contractor will facilitate a set of online meetings

with the NH DHHS staff to review the features and
functionality of WeblZ, Public Portal, Provider
Management, and HL7 Onboarding. Contractor will
produce the configuration document of the new WeblZ
application based on the NH DHHS staff.

VTrckS Documentation Subl Contractor will provide the WeblZ specification for a bi-
directional vaccine online ordering system to CDC’s
VTrckS system.

HL7 Documentaticn Subi Contractor will provide the WeblZ specification for an

HL7-compliant bi-directional external system interface that

automatically senses and correctly processes messages in
HL7 v2.5.1.

Deliverable 5: Data Conversion Plan

Deliverable Five o Due Date

Sub
Task Item ‘ . Tasks Descrlptlon
Data Migration Plan Subl The Contractor will facilitate a set of online meellngs

with the NH DHHS staff to create a Data Migration Plan that
outlines the activities associated with transitioning the legacy
data into WeblZ. This will include mapping the data, defining
transformation rules, and a review of migration results after
each attempt. This document will progressively summarize
the percentage of data successfully migrated and include a list
of failures and associated corrective actions.

Deliverable 6: Development

Development _ : 0171172021
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WeblZ Development and Subl The Contractor will complete the development activities
Configuration — All Releases needed to achieve the validated NH DPHS requirements:

¢ Configure WeblZ for NH DPHS

Provide updated online help.

Provide updated administration materialis.
Deliver an updated copy of the source code.

*

Deliverable 7: Practice Data Conversion

Deliverable Seven

Practice Data Conversien ‘ 05/31/2021
Sub - - '
Task Item . Tasks Description
WeblZ Development and Subl The Contractor will complete the development activities
Configuration — All Releases needed to achieve the validated NH DPHS requirements:

s Configure WeblZ for NH DPHS
* Provide updated online help.
e Provide updated administration materials.

< » Deliver an updated copy of the source code.
Data Migration Process Subl The Contractor will develop and document a Data Migration
Process Description and provide an updated Data Migration
Test Plan in accordance with the previously approved Data
Migration Plan. .
Sub?2 The Contractor will repeatedly migrate the legacy data and
review the results with the Department .

Deliverable 8: Contracter Technical Support for Azure Hosting
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Setup the Azure Subl
Infrastructure to support the

WeblZ environments

The Contractor will teverage Envision’s Agreement
for Azure Government Cloud Hosting

environment to setup, manage, backup and secure the
necessary software and Azure Government Cloud

linfrastructure to support the four (4) Azure
environments for use by the Department :
1. Test
a. Used to test bug fixes, approved
enhancements, and upgrades to the
system.
b. Used to validate Service Pack and
global application upgrades.
¢. Typically will require a “snapshot™ of
production data to initiate testing.
d. May require data cleansing and / or
enhancement scripts.
¢.  Will require an updated Test Plan.
2. Training
a. Used for user training,
b. Will require a one-time conversion of

training data from the legacy training
system using the same protocols as

developed for production.
3. QA —HL7 User Acceptance Testing
a. Used by HL7 users to test HL7
messages prior to submitting
messages to production.
4. Production

production data from the legacy
system to the new system.
5.

'The Contractor shall make technical support personnel
available by phone and email on the following
schedule: Monday through Friday, 8:00 AM. To
5:00P.M., excluding state holidays.

The Contractor will act as the central point of contact
for all Azure support issues, including network access
Jand infrastructure management.

Contractor Technical Support Sub |
for Azure Hosting
Sub 2
Sub 3

Contractor will log Azure bug reports and provide to
the Department technical support services for the
Server Environments based on the priority levels and
problem resolution processes described in the
Performance Measures, above.

State of NH Contract 2020-025
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Sub 4 The Contractor will respond to technical questions
about the Azure Server Environment. Such requests
will be assigned a default Priority of Low unless the
Department requests a higher priority be assigned to
the request.

Monthly Report Sub 1 The Contractor shall provide or make available online
a monthly Azure issue report on the status of all logged
requests received from the Department.

Activities Tracking Sub 1 The Contractor shall maintain a log of Azure requests
lin a Department approved tracking system with a
unique number assigned to each Department request.
The unique number shall be provided by the
Contractor to the Department for reference and
communication.

Sub 2 The Department. will assign one of four levels of
priority to each request:

Critical

¢ Total System failure

¢ Major component is not working

e Mission critical impact to business function

« Initial Response 1 hour / 24 hours resolution after
. required information provided

s Associated function not working with no
workaround available

* Moderate to severe impact to business function

¢ Initial Response within 4 hours / 3 business day
resolution after required information provided

Medium

e System / functional error that can be bypassed

¢ System / functional errors that occur outside
normal routine

¢ Low to moderate impact to business function

s Initial Response within 24 hours / agreed upon
timeline between Contractor and Department

® Possible design problem

s Questions

» Low impact to business function/workaround
exists

¢ [nitial Response within 72 hours / agreed upon
timeline between Contractor and Department

State of NH Contract 2020-025
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Deliverable 9: WebIZ Training and Materials

Deliverable Nine N '+ DueDate . :

WeblZ Trallnlng and . 7 o 2/4/2021
Materials _
' Sub .
Task ltem Tasks Descr?ptlon .
Training Environment — 1* Sub | The Contractor will establish and populate a Training
Release Environment on the hosting site.

Sub 2 The Contractor will add administrator accounts as
necessary to support the training effort for the first

release.
WeblZ Written Training Subl The Contractor shall provide a four day onsite “train the
Materials — [nitial Release trainer” training including training plans and related

training materials. End users include NH immunization
staff and other stakeholders with role-based access to the
application. Training plans and materials shall be based
on a "train the trainer" model designed to ensure that NH
staff will be self-sufficient with respect to training
application stakeholders.

Sub 2 For the initial release of the application the Contractor will
provide updated training materials for end users,
administrators, and |T personnel.

" Deliverable 10: User Acceptance Testing

User Acceptance Testing . 6/32021 ' ‘
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User Acceptance Testing Sub 1 The Contractor will establish and populate a UAT
Environment ' Environment on the hosting site. This environment

shall be validated to pass all test cases associated with
the current release before releasing it to the user
community for their testing efforts.

Sub 2 The Contractor will add user and administrator
accounts to support the testing effort.

User Acceptance Testing Subi The Contractor will provide test plans to be executed
against the application installed on the UAT
environment. Department staff will be responsible for
executing the test plans and reporting issues back to the
contractor.

Sub 2 If any “showstopper” bugs {(critical issues) are
discovered during UAT, appropriate issues will be
added to the issue tracking system and the Contractor
will revert to the Development or Design stage (as
appropriate) to address their resolution.

Sub 3 The Contractor will provide the Department a UAT report
that documents any non-critical issues and the proposed
releases in which they will be addressed.

Deliverable 11: Production Release and Go-Live
Production [E:::f;ase and Go- 9/3/2021, or Ninety (90) days after Production “go live”

) Sub L
Tafk ltem Tasks Description ,
Production Deployment Sub | The Contractor will:

» Establish and validate the production
environment on the hosting platform using
test data,

¢ Notify NH DPHS IT staff to freeze any
legacy data sources {(if necessary),

¢ Execute the Data Migration Process to
populate the new production instance,

e Add appropriate user and administration
accounts,

s Execute ALL test cases one more time.

State of NH Contract 2020-025
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e If there are no Critical (showstopper) issues
raised:

o The contractor will release the new
production instance.

*» Otherwise: \

o Log the new {non-critical) issues,

o Notify NH DPHS IT staff to revert to
the appropriate prior lifecycle stage to
address the issue(s)

Sub2 The Contractor will provide the Department a
Production Issues report that documents any non-
critical issues and the proposed releases in which
they will be addressed.

Data Dictionary Sub | The Contractor will provide documentation
describing the database structure associated with the
current release in production.

WeblZ Licensing Subl Contract will provide the user license for the
application.

Deliverable 12: Datamart Setup

Datamart Setup © 93n0 :

Sub .
Task ltem ‘ . Tas ' | Description: ~ t = :
' E g ks ) ' el L o .
Datamart Setup Sub 1 [The Contractor will:

s Define the slices to collect

+ Set up the Datamart database

s [oad the data

¢ Train New Hampshire how to use the Datamart

Deliverable 13: Mobile WeblZ

State of NH Contract 2020-025
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Deliverable Thirteen DucDate

Task ltem ”?“Z:ks |Description - ‘

Determine Hardware Subl Contractor will facilitate a set of online meetings

Needed and Purchase with the NH DHHS staff to setup the Mobile WeblZ

|Hardware {assumes 26 units application and determine exact hardware configuration

are needed) required. Contractor will purchase the hardware.

Instatl Countermind and Sub! The Contractor will install the Mobile WeblZ sofiware on

WeblZ Mobile Software the hardware ship the equipment to NH DHHS staff.

Train Staff and remotely assist  [Subl The Contractor will remotely train the NH DHHS staff on

with first event how to use the software and hardware and remotely assist
the NH DHHS staff with their first event leveraging the
software/hardware.,

Deliverable 14: Annual Support After Go-Live

Deliverable Fourteen Due Date

9/3/2021, or Ninety (90) days after Production “go
S live” '

WebIZ Annual Support

Sub
Tasks

Task ltem ‘|Description

Sub 1 The Contractor shall make technical support personnel
available by phone and email on the following schedule:
Monday through Friday, 8:00A.M. To 35:00P.M,
excluding state holidays.

[The Contractor will act as the central point of contact
for all support issues, including application
functionality, application availability, network access,

and infrastructure management.

For each scheduled release of the application, the
Contractor will log bug reports and enhancement
requests and provide to the Department technical
support services for the Software based on the priority
levels and problem resolution processes described in the
Performance Measures, above.

Problem Support

Sub 2

Sub3

State of NH Contract 2020-025
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STATEMENT OF WORK

Sub 4 For each scheduled release of the application, the
Contractor will coordinate with the Department-to
identify the specific set of bug fixes and enhancements
to be associated with the upcoming release.

Sub 5 For each scheduled release of the application, the
Contractor will provide a delta document outlining what
has changed since the last upgrade and updated test and
training documentation for changes made to the system
and/or external interfaces (as appropriate to the release)
to the Department.

Sub 6 The Contractor will respond to technical and functional
questions about the Envisions Application. Such
requests will be assigned a default Priority of Low
unless the Department requests a higher priority be
assigned to the request.

Monthly Report Sub 1 The Contractor shall provide or make available online a
monthly report on the activity and status of all logged
requests received from the Department.

Activities Tracking Sub | The Contractor shall maintain a log of requesits in a
Department approved tracking system with a unique
number assigned to each Department request. The
unique number shall be provided by the Contractor to
the Department for reference and communication.

Sub 2 The Department will assign one of four levels of
priority to each request:
Critical

e Total System failure

s Major component is not working

¢ Mission critical impact to business function

» Initial Response 1 hour / 24 hours resolution after

required information provided

» Associated function not working with no
workaround available

* Moderate to severe impact to business function

» [nitial Response within 4 hours / 3 business day
resolution after required information provided

Medium

» System / functional error that can be bypassed

» System / functional errors that occur outside
normal routine

* Low to moderate impact to business function

State of NH Contract 2020-025
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STATEMENT OF WORK

» Initial Response within 24 hours / agreed upon
timeline between Contractor and Department

Low
+ Possible design problem
»  (Questions
+ [Low impact to business function/workaround exists
*

Initial Response within 72 hours / agreed upon
timeline between Contractor and Department
Annual Updates Upgrade NH DPHS is entitled to a minimum of one full upgrade
" | per year to the then current Licensed Software version
to be completed -at a mutually agreeable time. The
Contractor will plan and coordinate the update with the
Department at least one (1) month in advance and
coordinate downtime communications.
Monthly Updates Sub 1 The Contractor, as needed, will plan and coordinate the
application of patches. The Contractor will plan and
coordinate the update with the Department at two (2)
weeks in  advance and coordinate downtime
communications.
CDC 1S Annual Reports Subl The Contractor will provide support relating to data
extracts and queries relating to Immunization
Information Systems Annual Report required by the
Center for Disease Control and Prevention (CDC) for
WeblZ.NET only.
User Acceptance Testing Subi The Caontractor will provide test plans to-be executed
against the application installed on the Test
environment. Department staff will be responsible for
executing the test plans and reporting issues back to the
contractor.
Sub 2 If any “showstopper” bugs (critical issues) are
discovered during UAT, appropriate issues will be
added to the issue tracking system and the Contractor
will revert to the Development or Design stage (as
appropriate) to address their resolution.

Deliverable 15: Emergency Response Enhancement Requests (including Change Orders)

Emergency Response
Enhancement Requests

State of NH Contract 2020-025
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STATEMENT OF WORK .
Orders

Sub . - o
Task Item Tasks Description _
Emergency Response Subl State will provide detailed statements of work for
Enhancement (including Emergency Response Enhancements in the form of a
Change orders) Change Order.

Sub2 Contractor at no cost to the State will provide fixed cost

|proposals for the Emergency Response Enhancement.

Sub3 Upon acceptance, The State will pay 50% upfront.

The last 40% will be paid with a 10% hold back when the
service is delivered to production.

The final 10% will be paid after a 90-day warranty period.

State of NH Contract 2020-025
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PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Firm Fixed Price
This is a Firm Fixed Price (FFP) Contract the period between the Effective Date through June 30,
2025. The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following activities,
Deliverables, or milestones at fixed pricing/rates appearing in the price and payment tables below.
New Hampshire would like to leverage the Government Services Administration (GSA) rates.

Table 2: Price and Payment Schedule

Projected
Activity, Deliverable, or Milestone Delivery Price
Date
PLANNING AND PROJECT MANAGEMENT:
1 Contract Signature 6/30/20 $335,000
. 6/30/20-
2 Project Management 6/30/21 $60,000
. . 6/30/20- $63,809

3 Project Planning 9/10/20
INSTALLATION - e e e

WeblZ, Provider Management, HL7Onboarding, $30,000
4 and Public Portal Configuration, Setup, and |1 1/30/20

VTrckS and HL7 Interfaces
5 Data Conversion Plan 11/30/20 $26,328
6 Development 1/11/21 $31,405
7 Practice Data Conversion 5/31/21 $30,000
[s Techmcal Support for Azure Hosted 6/30/21 $42,000

Environment
TESTING =~ |, . - - , ,
9 WeblZ Training and Materials 2/4/21 $30,000
SYSTEM DEBLOYMENT i, . e
10 User Acceptance Testing 6/3/21 $20,000
11 Production Release and Go-Live 0/3/21 $48,750

State of NH Contract 2020-025
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OPERATIONS . | T,

12 Datamart Setup 9/3/21 $20,000

13 Mobile WeblZ /3721 $174,000

14 Annual Support Fees (Table 3 Detail below) Year 2 $360,063.00
Annual Support Fees (Table 3 Detail below) Year 3 $360,063.00
Annual Support Fees (Table 3 Detail below) Year 4 $360,063.00
Annual Support Fees (Table 3 Detail below) Year 5 $360,063.00

15 E.mergc:ncy Response Enhancement Requests N/A $300,000.00
(including Change Orders)

1.3 Annual Support Fees

The Pricing Tables below reflect the payment of maintenance and support through'the Contract end
date. The Price reflects the anticipated implementation date. Actual payments may differ if the project start
date slips or if implementation takes longer as this will cause a shorter maintenance period. Table 3: Detail
of Annual Support Fees provides the detailed list of products and services provided during the maintenance

and support period.
Table 3: Detail of Annual Support Fees

Medium Customer Medium Customer Support
Product/Service Support and and Maintenance
2019 Product/Service Provided ) Maintenance . i R
Name . . Fee Firm Fixed Price
Fee Firm Fixed Price
. GSA Rate
Commercial Rate
Immunization Registry WebIZ NET
Annual product support $56,250
CDC IS Annual Report $5,625
(DSi Forecaster support $7,500
VTrckS ExiS Interface support 57,500
AFIX Assessment support $7,500
HL7 Message support $7,500
HL7 Onboarding support $7,500
Flu PreBook $6,563
Public Portal $5,625
Annual Support Fees $111,563
Provider Management* WebPM.NET 525,000

State of NH Contract 2020-025
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on the GSA Schedule)*

Azure hosting support® AZURE.NET $60,000
Microsoft Azure Government Hosting $110,000
Cost * !
Immunization Adhoc Reporting Data : $20,000
Mart* Annual product support WebDM.NET !
Mohile WeblZ * WebMOBILE.NET $14,000
Mobile WebIZ hardware (26 units)® $19,500
Open Market Annual Support Fees (Not $248,500

Grand Total - Annual Support Fees

$360,063

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to thé contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated in
the P-37 General Provisions Block 1.8 (“Price Limitation™). The payment by the State of the total Contract
price shall be the only, and the complete reimbursement to the Contractor for all fees and expenses, of

whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of”

the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All invoices
submitted shall be subject to the State’s prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a format as determined by the State and contain detailed information, including without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is sought, and the,
Acceptance date triggering such payment; date of delivery and/or installation; monthly maintenance charges;

any other Project costs or retention amounts if applicable.

'Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the
correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and

shall be promptly dispatched.

Invoices shall be sent to:

Department of Health and Human Services
Division of Public Health Services

29 Hazen Drive
Concord, NH 03301

Email address: DPHScontractbilling@dhhs.nh.gov

Payments shall be made via ACH. Use the.following link to enroll with the State Treasury for ACH

payments: https://www.nh.gov/treasury/state-vendors/index.htm

State of NH Contract 2020-025
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4. PAYMENT ADDRESS
Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh. pov/treasury/state-vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifieen (15) business days, return to the State the full amount
of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s invoices
with appropriate information attached.

7. PROJECT HOLDBACK '
The State shall withhold ten percent (10%) of the Support and Maintenance fees for a period of 60 days after
first productwe use of the System.

If the system is down for longer than a period of four (4) hours then the State will receive a credit that will go
towards the following State Fiscal Year using a consistent formula. If the system is down for four (4) hours
that will constitute a half-a-day, each hour after that will be rounded up to the next half-day. The formula to
be used is as follows:

(Annual Support Fees/ Three Hundred and Sixty-Five (365)) x number of half days the system is down.
In the final State Fiscal Year of the contract annual support payment the following formula will be used:

(Annual Support Fees - average system down times of the prior year)

Final payment will be made at the end of the contract period.

8. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the performance
of the Services performed under this Contract. The Contractor must assume all reasonable travel and
related expenses incurred by Contractor in performance of its obligations. All labor rates in this
Agreement will be considered “Fully Loaded”, including, but not limited to: meals hotel/housing,
airfare, car rentals, car mileage, and any additional out of pocket expenses.

9. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this Agreement.

State of NH Contract 2020-025
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SPECIAL PROVISIONS

1. Revisions to Form P-37, General Provisions

1.1, Paragraph 3, Subparagraph 6.1, Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.1 In connection with the performance of the Services, the Contractor shall comply with
all applicable statutes, laws, regulations, and orders of federal, state, county or municipal
authorities, which impose any obligation or duty upon the Contractor with respect to its
performance of the Services, inciuding, but not limited to, civit rights and equat opportunity
laws. [n addition, the Contractor shall comply with all applicable copyright laws.

1.2. Paragraph 3, Subparagraph 6., Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.3 Unless the Contractor is otherwise exempt, if this Agreement is funded in any part by
monies of the United States, the Contractor shall comply with all the provisions of
Executive Order No. 11246 (“Equal Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41 C.F.R. Part 60), and any rules,
regulations and guidelines as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to permit, the State or the
United States reasonable access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with the covenants, terms and conditions of this
Agreement at the Contractors principal place of business during normal business hours and
provided that the State or the United States make best efforts not to interfere with the
business operations of Contractor.

1.3. Paragraph 8, Event of Default/Remedies, is amended as follows:

8.1 Any one or more of the following acts or omissions of the Contractor shalt constitute

an event of default hereunder (“Event of Default”):

8.1.1 Failure to perform the Services in accordance with [Exhibit A];

8.1.2 Failure to submit any report required hereunder; and/or ,

8.1.3 Failure to perform any other material covenant, term or condition of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may take any one, or more, or

all, of the following actions:
8.2.1 Give the Contractor a written notice specifying the Event of Default and
requiring it to be remedied within thirty (30} days from the date of the notice; and
if the Event of Default is not timely remedied, terminate this Agreement, effective
two (2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of Default and if the
Contractor does not remedy such Event of Default within thirty (30) days from the
date of the natice, suspending all payments to be made under this Agreement until
such time as the Contractor has cured the Event of Default;
8.2.3 give the Contractor a written notice specifying the Event of Default and if the
Conitractor does not remedy such Event of Default within thirty (30) days from the
date of the notice, set off against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of Default; and/or

State of NH Contract 2020-025
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8.2.4 Give the Contractor a written notice specifying the Event of Default and if
the Contractor does not remedy such Event of Default within thirty (30) days from
the date of the notice, treat this Agreement as breached and pursue any of its
remedies at law or in equity, or both.

1.4. Paragraph 9, Subparagraph 9.3, Effective Date/Completion of Services, is amended as follows:

9.1 As used in this Agreement, the word “data” shall mean all of the State’s confidential or
proprietary information delivered by the State to the Contractor under this Agreement,
including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts,
sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes, letters, memoranda,
papers, and documents, all whether finished or unfinished; provided, however, any
evatuation, analysis, comments, and information or ideas for improvement or modifications
to the Services or the Contractor’s proprietary software, in any medium whatsoever, and
whether provided by the State or otherwise obtained by the Contractor, will not be
considered data under this Agreement and will be considered the property of the
Contractor. )

1.5. Paragraph 9, Subparagraph 9.2, Effective Date/Completion of Services, is amended as follows:

9.2 All data which has been received from the Stale under this Agreement shall be the
property of the State, and, to the extent it is in the possession of the Contractor, shall be
returned to the State upon demand or upon termination of this Agreement for any reason.
9.3 Confidentiality of data shatl be governed by N.H. RSA chapter 91-A or other existing
law. Disclosure of data requires prior written approval of the State.

1.6. Paragraph 11, Indemnification, is amended as follows:

11. The Contractor shall defend, indemnify and hold harmless the State, its officers and employees,
from and against any and all losses suffered by the state, its officers and employees, and any and
all claims, liabilities or penalties asserted against the State, its officers and employees, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the Contractor. Notwithstanding the foregoing,
nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph 13 shall survive
the termination of this Agreement. Notwithstanding anything to the contrary in this Agreement,
the Contractor is not obligated to defend, indemnify or hold harmless the State, its officers and
employees, from any claim or corresponding losses arising out of or resulting from the State’s, its
officers’ or employees’: (a) gross negligence, or more culpable act or omission, including without
limitation, recklessness or willful misconduct; or (b) bad faith failure to comply with any of its
obligations under this Agreement.

State of NH Contract 2020-025
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1.7. Paragraph 14, Subparagraph 14.1, Part 14.1.1, Insurance, is amended as follows:
14.1 The Contractor shall at its sole expense, obtain and continuously maintain in force, and shall

require any subcontractor or assignee to obtain and maintain in force, the following insurance:

14.1.1 commercial general liability insurance against claims of bodily injury, death or property
damage, in amounts of not less than $2,000,000 per occurrence and $4,000,000 aggregate, and
technology professional liability coverage in the amount of $5,000,000 for each claim
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1. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security systems, and -hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

2. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, and materials,
reports. Upon expiration or termination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress relating to
this contract to the State at no additional cost to the State. Documents must be provided in
both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart
4.7 Contractor Records Rerention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect ali direct and indirect costs
invoiced in the performance of their respective obligations under the Contract. The Contractor and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be kept
for one (1) year following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, ali such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access 10 Lthese items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year term following litigation relating to the Contract,
including all appeals or the expiration of the appeal period. The Contractor shall include the record
retention and review requirements of this section in any of its subcontracts.
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The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors. '

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures.
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1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance with
the requirements and terms of this Contract.

a. Intreductory Meeting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technoloegy. This meeting
will enable leaders to become acquainted and establish any preliminary Project procedures,

b. Kickoff Meeting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

¢. Status Meetings: Participants will include, at the minimum, the Contractot’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budget. A status and error
report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

¢. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal presentations,
such as a presentation for the kickoff meeting, will also be the Contractor’s responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager, or itself
produce reports related to Project Management as reasonably requested by the State, all at no additional
cost to the State. The Contractor shall produce Project status reports, which shali contain, at a minimum,
the following:

1. Project status related to the Work Plan;
Deliverable status;
Accomplishments during weeks being reported,;
Planned activities for the vpcoming two (2) week period;
Future activities; and
Issues and concerns requiring resolution.

AU
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7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by the
State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan, which will
be customized 1o address the State’s specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient
time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project’s Work Plan and tasks, manage and schedule Project staff, track and manage issues,
manage changing requirements, maintain communication within the Project Team, and report
status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training

initiated. Timing will be structured to recognize interdependencies between applications and

structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2.3 Change Management and Training

The Contractor’s change management and training services shaII be focused on developing
change management and training strategies and plans. Its approach relies on State resources
for the execution of the change management and end user training.
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The Contractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1.

TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented 1esting) shall apply to testing the System
as a whole, (e.g., software modules or functions, and Implementation(s}). This shall include planning, test
scenario and script development, Data and System preparation for testing, and execution of Unit Tests,
System Integration Tests, Conversion Tests, installation tests, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance Test and
Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of atl errors and problems identified during test execution. The Contractor
shall also correct Deficiencies and support required re-testing,

1.1 Test Planning and Preparation

The Contractor provided, State approved, Test Plan will include the test scripts, expected results, and a
tracking method for reporting actual versus expected results as well as all errors and problems identified
during test execution. As identified in the Acceptance Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the Contractor’s Project Manager’s
Certification, in writing, that the Contractor’s own staff has successfully executed all prerequisite
Contractor’s testing, priot to the start of any testing executed by State staff. The State will be presented
with a State approved Acceptance Test Plan including the test scripts and expected results.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment
independent from the Contractor’s development environment. The Contractor must assist the State
with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to validate
reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

State of NH Contract 2020-025

Exhibit F — Testipg Services — Part 3
Date: 51/5{2—0 OJM

Contracior’s Initials

Page 27 of 52



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System

CONTRACT 2020-025PART 3 - EXHIBIT F
TESTING SERVICES

1.2 System Integration Testing

The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in
a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and the
flow of information across applications (IF APPROPRIATE}. It includes all key business processes
and interfaces being implemented, confirms data transfers with external parties, and includes the
transmission or printing of all electronic and paper documents.

Activity Description | Systems Integration Testing validates the integration between the target application
‘ : | modules and other systems, and verifies that the new System meets defined interface

n e . requirements and supports execution of business processes. This test emphasizes
end-to-end business processes and the flow of information across the application. It |,

. inciudes all key business processes and interfaces being implemented, confirms data
transfers with external parties, and includes the transmission or printing of all

1 i -
' electronic and paper documents.

| Contractor Team o Take the lead in developing the Systcms Intcgl:alion Test Specifications.
Responsibilities s Work jointty with the State to develop and load the data profiles to support the

. test Specifications.

¢ Work jointly with the State to validate components of the test scripts.

State Responsibilities | ¢ Work jointly with the Contractor to develop the Systems Integration Test

) - Specifications. '

o  Work jointly with the Contractor to develop and lead the data profiles to support
the test Specifications. .

e  Work jointly with the Centractor to validate components of the test scripts,
modifications, fixes and other System interactions with the Contractor supplied
Software Solution.

Work Product =+ | e The Integration-Tested System indicates that all interfaces between the
Description application and the legacy and third-party systems, interfaces, and applications
- " ' are functioning properly.

1.3 Conversion Validation Testing
In Conversion Validation Testing, target application functions are validated.
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“Activity Description .* .| The conversion validation test should replicate the entire flow of the
. ; converted data through the Software Solution. As the Software Solution is
interfaced to legacy or third-party applicationsfinterfaces, testing verifies that
the resulting flow of the converted data through these interface points
. performs correctly

Contractor Team . For conversions.and interfaces, the Contractor’s team W|1I execute the appllcable

Responsibilities . validation tests and compare execution results wnh the documented expected.
e ¢ |1 results,

State Responsibilitics. ' Extract and cleanse, if necessary, the’ Iegacy data 10 be converted in the data

) T ) ' conversions.

Work Product ™" Validation-Tested Conversion Programs. " These prpgrams “include conversion

Description . programs that have been tested to verify that the resulting converted legacy data

performs correctly in the entire suite of the Application.

1.4 Installation Testing

In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

1.5 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Pian.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

Activity Description The System User Acceptance Tests verify System functionality against predefined
| Acceptance criteria that support the successful execution of approved processes.

Contractor Team « Provide the State an Acceptance Test Plan and se]cctlon of test scripts for the,
Responsibilities Acceptance Test.
;o » Monitor the execution of the test scripts and-assist as needed during the User
Acceptance Test activities.
s  Work jointly with the State in determining the required actions for problem
resolution.
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for use during the User Acceptance Test.
» Validate the Acceptance Test environment.
. » Execute the test scripts and conduct User Acceptance Test activities.
_» Document and summarize Acceptance Test results.

resolution,
s Provide Acceptance of the validated Systems.

‘State Responsibilities: | e  Approve the development of the User Acceptance Test Plan and the set of data

-« Work jointly with the Contractor in delerrmnmg the required actions for problem

‘Work Product - | The Deliverable for User Acceptance Tests is the User Acceptance Test Results.
‘Deseription
' criteria defined in the Work Plan.

These results provide evidence that the new System meets the User Acceptance

1.6 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of the
Solution as well as assist and direct the State’s System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software throughout the Project

1.7 Scope

The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment. -
It will include the measurement of response rates of the application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and retesting unti! optimum System performance is achieved.
Performance testing and tuning shall occur in the final production environment and shall use a copy of
the final production database to provide the best results.

1.7.1 Test Types
Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the output is broken down into business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, each individual script is
run to establish a baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

1.7.2 Tuning
Tuning will be the Contractor led and occur during both the develepment of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more efficient during development as well as making tuning parameter changes
to the environment.
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Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State will
notify the Contractor of the nature of the testing failures in writing. The Contractor will be required to
perform additional testing activities in response 1o State and/or user problems identified from the testing
results. Regression testing means selective re-testing to detect faults introduced during the modification
effort, both to verify that the modifications have not caused unintended adverse effects, and to verify that
the modified and related (possibly affected) System components still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort required
for conducting the regression tests. In other words, the Contractor will be expected to design and conduct
regression tests that will identify any unintended consequences of the modification while taking into
account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security invelves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component

Defines the set of capabilities that:

ldentification and
Authentication

Supports obtaining information about those parties
attemnpting to log onto a system or application for
security purposes and the validation of users

Access Control

Supports the management of permissions for logging
onto a computer or network

Encryption

Supports the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into a
computer system

Verification

Supports the confirmation of autherity to enter a
computer sysiem, application or network  ~

Digital Signature

Guarantees the unaltered state of a file

User Management

Supports the administration of computer, application
and network accounts within an organization.

Role/Privilege

Supports the granting of abilities to users or groups

Management of users of a computer, application or network
Audit Trail Capture | Supports the identification and meoenitoring of
and Analysis activities within an application or system

Input Validation

Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
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unauthorized access of files and/or directories on the
server.

Tests shall focus on the technical, administrative and physical security controls that have been designed
into the System architecture in order to provide the necessary confidentiality, integrity and availability.
Tests shall, at a minimum, cover each of the service components. Test procedures shall include 3™
party penetration tests and application vulnerability scanning, will be handled per section 1.9.

Prior 1o the System being moved into production the Contractor shall provide results of all security
testing to the-Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

1.9  Penetration Testing (Non-PCl Environment)
The Contractor shall provide certification that their Software and System environment has undergone
penetration testing in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor.
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2  Standard Agreement
The State will adopt the Contractor’s standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information technology
practices. '

2. SUPPORT OBLIGATIONS AND TERM

2.1  The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to S1.1 through S1.20 of the Support and Maintenance Requirements in Exhibit H
Requirements, Attachment 1.

2.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,
at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the Contractor’s
product and receive a refund for all amounts paid to the Contractor, including but not limited to,
applicable license fees, within ninety (90) days of notification to the Contractor of the State’s refund
request

2.3 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shali have the right,
at its option, to pursue the remedies in Part 1 Section 14.
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Attachment |: Project Requirements is hereby incorporated within.
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The Contractor’s Project Manager and the State Project rhanéger shall finalize the Work Plan for
Implementation within fifteen (15) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s
plan to implement the System. Continued development and management of the Work Plan is a joint effort on
the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the end of
this Exhibit.

In conjunction with the Contractor’s Project Mapagement methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shali identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-task dependencies, resource allocations
(both State and Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.
The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize the Solution to support
the ongoing management of the Project. :

1. ASSUMPTIONS

A. General

» The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

e All State tasks must be performed in accordance with the revised Work Plan.

= All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

« Any activities, decisions or issues taken on by the State that affect the mutually agreed upon Work
Plan timeline, scope, resources, and costs shall be subject to the identified Change Control process.

o The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP}).

B. Project Management

¢ The State shall approve the Project Management Methodology used for the Project.

s The Staie shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

e A Project folder created within the State system shall be used for centralized storage and retrieval
of Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and Siate team on a “shared” network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.
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The Contractor assumes that an Alternate Project Manager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager.

C. Conversions

The Contractor Team’s proposal is based on the assumption that the State’s technical team is

capable of implementing, with assistance from the Contractor’s technical team, a subset of the

conversions. The Contractor’s Team shall lead the State with the mapping of the legacy Data to
the Contractor’s applications.

Additionally, the Contractor’s Team shall:

1. Provide the State with Contractor’s application data requirements and examples, of data
mappings, conversion scripts, and data loaders. The Contractor’s Team shall identify the APls
the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders-and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions.

D. Reporting

The Contractor shall conduct <weekly / every two weeks> status meetings, and provide reports that
include, but are not limited to, minutes, action items, test results, and Documentation.

E. User Training

The Contractor’s Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the detivery of end-user training.
The State is responsible for the delivery of end-user training,

The State shall schedule and track attendance on all end-user training classes.

F. Performance and Security Testing

The Contractor’s Team shall provide a performance test workshop to identify the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing.
The State shall work with the Contractor on all testing as set forth in Contract Exhibit F — Testing
Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities
DHHS reserves the right to request another person if the person currently assigned is not satisfactory

1) Contractor Team Project Executive

The Contractor Team’s Project Executives (Contractor and Subcentractor Project Executives) shall
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State’s
Project leadership on the best practices for implementing the Contractor Software Solution within

State of NH Contract 2020-025

Exhibit I — Work Plan — Part 3
Date:  S//5/20

Contractor's Initials__¢JM Page 36 of 52



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 3 - EXHIBIT 1
WORK PLAN

the State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager wili have the following
responsibilities:

*

3)

Maintain communications with the State’s Project Manager;

Work with the State in planning and conducting a kick-off meeting;

Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according to
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

Provide weekly and month update progress reports to the State Project Manager;

Notify the State Project Manager of requirements for State resources jn order to provide
sufficient lead time for resources to be made available,

Review task progress for time, quality, and accuracy in order to achieve progress;

Review requirements and scheduling changes and identify the impact on the Project in order to
identify whether the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

Manage handofT to the Contractor operational staff;

Manage Transition Services as needed.

Contractor Team Analysis
The Contractor Team shal! conduct analysis of requirements, validate the Contractor Team’s
understanding of the State business requirements by application, and perform business
requirements mapping:
» Construct and confirm application test case scenarios;
* Produce application configuration definitions and configure the applications;
» Conduct testing of the configured application;
* Produce functional Specifications for extensions, conversions, and interfaces;
s  Assist the State in the testing of extensions, conversions, and interfaces;
s Assist the State in execution of the State’s Acceptance Test;
¢ Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;
»  Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and
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¢ Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shall assume the following tasks:

s Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;

» Development and Documentation of conversion and interface programs in accordance with
functional and technical Specifications;

« Development and Documentation of instaltation procedures; and

»  Unit testing of conversions and interfaces developed; and

» System Integration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Experts’ time will vary based on the need determined by the State Leads
and the phase of the Implementation.

1) State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The role
of the State Project Manager is to manage State resources (IF ANY), facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the [mplementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
* Plan and conduct a kick-off meeting with assistance from the Contractor team;
»  Assist the Contractor Project Manager in the development of a detailed Work Plan;
» Identify and secure the State Project Team members in accordance with the Work Plan;
» Define roles and responsibilities of all State Project Team members assigned to the Project;
» Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain [mplementation tasks;
« Communicate issues 10 State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;
e Inform the Contractor Project Manager of any urgent issues if and when they arise; and
e  Assist the Contractor team staff to obtain requested information if and when required to
perform certain Project tasks.
+ Manage handoff to State operational staff;
» Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(s) (SME)
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The role of the State SME is to assist application teams with an understanding of the State’s current
business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following;:

3) State Technical Lead and Architect

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;

Assist in validating and documenting user requirements, as needed;

Assist in mapping business requirements;

Assist in constructing test scripts and data;

Assist in System Integration, and Acceptance Testing;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Software Solution and the business
processes the application supports.

The State’s Technical Lead and Architect reports to the Siate’s Project Manager and is responsible
for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical training as necessary to support the Project;

Assist the State and the Contractor Team Project Managers to establish the detailed Work
Plan;

Manage the day-to-day activities of the State’s technical resources assigned to the Project;
Work with State [T management to obtain State technical resources in accordance with the
Work Plan;

Work in partnership with the Contractor and lead the State technical staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overail effort
with support and assistance from the State; and

Represent the technical efforts of the State at each project meetings.

4) State Testing Administrator
The State’s Testing Administrator will coordinate the State’s testing efforts. Responsibilities
include:

Coordinating the development of system, integration, performance, and Acceptance Test
plans;

Coordinating system, integration, performance, and Acceptance Tests;

Chairing test review meetings;

Coordinating the State’s team and external third parties involvement in testing;

Ensuring that proposed process changes are considered by process owners;

Establish priorities of Deficiencies requiring resolution; and

Tracking Deficiencies through resolution.
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3. SOFTWARE APPLICATION
N/A

4. CONVERSIONS
Convert data as applicable.

A. Conversion Testing Responsibilities

« The Contractor Team and the State, based on their assigned conversion responsibilities, as set
forth in Contract Exhibit F: Testing Services shall identify applicable test scripts and installation
instructions, adapt them to the Project specifics, test the business process, and compare with the
documented expected results.

o The Contractor Team and the State, based on their assigned conversion responsibilities, shall
execute the applicable test scripts that complete the conversion and compare execution results
with the documented expected results.

» The State is responsible for documenting the technical Specifications of all programs that extract
and format Data from the legacy systems for use by the conversion processes.

s The Contractor Team and the State, based on their assigned conversion responsibilities, shall
develop and unit test their assigned conversions.

¢ The State and the Contractor Teams shall jointly conduct System and Integration Testing,
verifying and validating the accuracy and completeness of the conversions.

» The State and the Contractor Teams shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State via the Change Order process, which is
identified in Part 2. The following Tabie 5.1 identifies the interfaces within the scope of this Contract and
their relative assignment.

Table 5.1: In-Scope Interfaces

ﬁ Interface 7

Vaccine Tracking System |, Contractor and | VTrckS is CDC’s vaccine ordering system. An interface is setup
' Division of Public | so that daily ordering, inventory, wastage and/or return files can be

Health sent to VTrckS. Also on a daily basis, files are received letting the
program know of vaccines shipped to providers on that day. This
file is uploaded into the I11S and the provider then knows 1o watch
for the shipment to enter into their inventory. VTrckS provides
other services but no interface is needed.

: -R_(_’spo-nsil)l.c!l-’a_rly

~ Description

(V'kaSj in accordance with
EXiS specifications !

NH Medicaid Management: Contractor and MMIS authorized users would have access to the IS to assess the
S Division of Public ' | wvaccination records of their clientele. MMIS has the capability to
Information System (MMIS) L. - . !
: . Health send files of the vaccination records of their clientele for input into
the [IS.
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Responsibie Party 7 ~ Deseription
New  Hompshire  Vital Contractor and An interface with Vital Records is needed to download. the new
‘ : Division of Public | births_in the state into the 1IS. A file of deaths would be

Records System . . , . .
CHESY B Health downloaded into the HS as well to stop reminder/recall notices

being sent to relatives of recently deceased patients who may have

! participated in the [IS.

4

oot '

New Hampshire Enterprise - Contractor and Aggregate data will be shared with other programs for disease [:
sz; Warchouse iI" Division of Public momtonng through the EDW.
Health
Elecuonic Health Records : Contractor and One of the main avenues toreceive patlcnt vaccination information
Svstems .| Division of Public | is through electronic health records of providers using HL7. An
¥ ) Health . interface would be required to be setup for each provider
| N | depending on the EHR and version used.
b T ) .
National Provider Identifier |+ Contractor and The NPI database is maintained by CDC. The database contains
(NPD) Division of Public | the unique 10-digit -identifier and identifies HIPAA-covered
Health healthcare providers. Each provider enrolled in the [IS will enter
' their NPI. The database also lists providers who are no longer
covered:
New Hampshire Ucc*"omc Contractor and |t NH EDSS maintains a database of discase conditions that must be

Division of Public |- reported by clinicians. An interfice between the two systems

Dlseasc Survcﬂlancc Systemn, ] . .
¥ Health would prove beneficial to monitor an outbreak .of vaccine-

(NH EDSS). ) preventable diseases and the areas hardest hit.
Various State 1155 Contractor and NH is bordered on three sides by other states having each an IIS.
- Division of Public | Residents of NH cross borders to access their healthcare providers
Health and their vaccination information will be entered into NH IIS and
vice versa.

A. Interface Responsibilities

e The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of data mappings and interfaces implemented on other Projects. The Contractor Team
shall identify the APIs the State should use in the design and development of the interface.

e The Contractor Team shall lead the State with the mapping of legacy Data to the Contractor
Application.

o The Contractor Team shall lead the review of functional and technical mterface Specifications.

e The Contractor Team shall assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces.

¢ The Contractor Team shall document the functional and technical Specifications for the interfaces. ,

s The Contractor Team shall create the initial Test Ptan and related scripts to Unit Test the interface.
The State shail validate and accept.
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The Contractor Team shall develop and Unit Test the interface.

The State and the Contractor Team shall jointly verify and validate the accuracy and completeness
of the interface. :

The State is responsible for documenting the procedures required to run the interfaces in
production.

The State shall document the technical changes needed to legacy systems to accommodate the
interface.

The State shall develop and test all legacy application changes needed to accommodate the
interface.

The State and the Contractor Teams shall jointly construct test scripts and create any data needed
to support testing the interfaces.

The State is responsible for all data extracts and related formatting needed from legacy systems to
support the interfaces.

The State is responsible for the scheduling of interface operation in production.

6. PRELIMINARY WORK PLAN
The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 6.1: High Level Preliminary NH Project Plan

Task Name S Start Finish
WeblZ Immunization Registry Implementation Tue 6/30/20 Fri 9/3/21
Deliverable 1: Contract Sinature Tue 6/30/20 Tue 6/30/20
Deliverable 2: Project Management Tue 6/30/20 | Wed 6/30/21
Project Status Meetings and Reports (Weekly) Tue 6/30/20 Thu 7/30/20
Project Status Meetings and Reports (Weekly) Fri7/31/20 | Mon 8/31/20
Project Status Meetings and Reports (Weekly) Tue 9/1/20 |  Wed 9/30/20
Project Status Meetings and Reports (Weekly) Thu 10/1/20 Fri 10/30/20
Project Status Meetings and Reports (Weekly) Mon 11/2/20 | Mon 11/30/20
Project Status Meetings and Reports (Weekly) Tue 12/1/20 | Thu 12/31/20
Project Status Meetings and Reports (Weekly) Mon 1/4/21 Fri 1/29/21
Project Status Meetings and Reports (Weekly) Mon 2/1/2) Fri 2/26/21
Project Status Meetings and Reports (Weekly) Mon 3/1/21 Wed 3/31/21
Project Status Meetings and Reports (Weekly) Thu 4/1/21 Fri 4/30/21
Project Status Meetings and Reports (Weekly) Mon 5/3/21 |  Mon 5/31/21
Project Status Meetings and Reports (Weekly) Tue 6/1/21 Wed 6/30/21
Deliverable 3: Project Planning Tue 7/7/20 |  Thu 9/10/20
Project Kickoff Meeting (remote due to COVID-19) Tue 7/7/20 | Mon 7/20/20
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Detailed Project Plan Complete Wed 9/2/20 Wed 9/2/20
Specification Document Templates Complete Thu 9/10/20 Thu 9/10/20
Deliverable 4: WeblZ Configuration, Setup, and Interfaces Thu 7/30/20 | Mon 11/30/20
Deliverable 5: Data Conversion Plan Tue 7/21/20 | Mon 11/30/20

Deliverable 6: Development Fri 10/30/20 | Mon 1/11/21
Deliverable 7: Practice Data Conversion Tue 1/12/21 Mon 5/31/21
Practice Data conversion - lteration 1 Tue 1/12/21 Mon 1/25/21]
Practice Data conversion - lteration 2 Tue 1/26/21 Mon 2/8/21
Practice Data conversion - lteration 3 Tue 2/9/21 Mon 2/22/21
Practice Data conversion - Iteration 4 Tue 2/23/21 Mon 3/8/21
Practice Data conversion - lteration 5 Tue 3/9/21 Mon 3/22/21
Practice Data conversion - [teration 6 Tue 3/23/21 Mon 4/5/21
Practice Data conversion - lteration 7 Tue 4/6/21 Mon 4/19/21
Practice Data conversion - lteration § Tue 4/20/21 Mon 5/3/21
Practice Data conversion - lteration 9 Tue 5/4/21 Maon 5/17/21
Practice Data conversion - lteration 10 Tue 5/18/21 Mon 5/31/21
Deliverable 8: Technical Support for Azure Hosted Environment Tue 12/1/20 | Wed 6/30/21
Support Azure Environments Mon 1/4/21 | Fri 1/29/21
Support Azure Environments Mon 2/1/21 Fri 2/26/21
Support Azure Environments Mon 3/1/21 Wed 3/31/21
Support Azure Environments Thu 4/1/21 Thu 4/29/21
Support Azure Environments Fri 4/30/2] Mon 5/31/21
Support Azure Environments Tue 6/1/21 Wed 6/30/21
Deliverable 9: WeblZ Training and Materials Fri 10/30/20 Thu 2/4/21
Deliverable 10: User Acceptance Testing Tue 1/26/21 Thu 6/3/21
Deliverable 11: Production Release and Go-Live Fri 6/4/21 Fri 9/3/21
Deliverable 12: Datamart Setup Mon 7/12/21 Fri 9/3/21
Deliverable 14: Annual Support Fees Due Fri 9/321 Fri 9/3/21
Deliverable 13: Mobile WeblZ Mon 6/14/21 Fri 9/3/21
Determine Hardware Needed and Purchase Hardware (26 units) Mon 6/14/21 Fri 7/16/21
Train Staff and remotely assist with first event Mon 8/16/21 Fri 9/3/21
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1. LICENSE GRANT
<1, License Grant.

Subject to the payment of applicable license fees, Contractor hereby grants to the State a non-transferable,
non -sub licensable, non-exclusive license to use Software and its associated documentation during the
applicable subscription term, subject to the terms of the Contract. The State may allow its agents and
Contractors to access and use the Software, and in such event, the State shall first obtain written
agreement from such agents and Contractors that each shall abide by the terms and conditions set forth
herein.

2. Software Title. Title, right, and interest (including all ownership and intellectual property rights)
in the Software provided under this agreement, and its associated documentation, shall remain with the
Contractor.

3. Software and Documentation Copies. Contractor shall provide the State with a sufficient number
of soft copy versions of the Software’s associated Documentation and one (1) electronic version in
Microsoft Word and PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the State does not
have possession of the Software, Contractor shall provide a reasonable number of copies of the Software
and associated Documentation upon request. The State agrees to include copyright and proprietary notices
provided to the State by the Contractor on such copies.

4, Restrictions. Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or

¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5. Viruses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Sofiware in accordance with the Specifications.
As a part of its internal development process, Contractor will use reasonable efforts to test the Software
for viruses.

6. Audit. Upon forty-five (45) days written notice, Contractor may audit the State’s use of the
programs at Contractor’s sole expense. The State agrees to cooperate with Contractor’s audit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be responsible
for any of the State’s reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing, Contractor’s audit rights are subject to applicable State and federal laws and regulations.

7. Software Non-Infringement. Contractor warrants that it has good title to, or the right to allow the
State to use all Services, equipment, and Software, including any all component parts thereof such as
third-party sofiware or programs that may be embedded in the Software (“Contracted Resources™)
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provided under this Contract, and that such Services, equipment, and Software do not violate or infringe
any patent, trademark, copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shali survive termination
of the Contract. [n the event that someone makes a claim against the State that any Contracted Resources
infringe their intellectual property rights, Contractor shall defend and indemnify the State against the claim
provided that the State:

a. Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives Contractor control of the defense and any settlement negotiations; and

¢. Gives Contractor the information, authority, and assistance reasonably needed to defend
against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the State seeks to
assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated someone
else’s intellectual property rights, Contractor may choose to either medify the Contracted Resources to be
non-infringing or obtain a license io allow for continued use, or if these alternatives are not commercially
reasonable, Contractor may end the license, and require return of the applicable Contracted Resources and
refund al! fees the State has paid Contractor under the Contract. Contractor will not indemnify the State if
the State alters the Contracted Resources without Contractor’s consent or uses it cutside the scope of use
identified in Contractor’s user Documentation or if the State uses a version of the Contracted Resources
which has been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State at no additional cost. Contractor will
not indemnify the State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, data, or material not furnished by Contractor. Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination of any
Contracted Resources with any products or services not provided by Contractor without Contractor’s
consent.

8. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible for
maintaining all licenses or permissions to use any third-party software, equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be construed to require Contractor to maintain licenses and permissions
for Software acquired by the State directly or through third-parties which may be integrated with the
Contractor’s deliverables.

9. Custom Software. Should any custom source code be developed, Contractor shall provide the
State with a copy of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and
prepare derivative works of any custom developed software.
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10. Software Escrow. Contractor agrees to provide to the State the currently existing source code and
any other tools and requirements necessary to create executable or interpretive programs. This information
may be provided to the State either directly, with any such protections as required by the Contractor or
through a mutually agreed upon Escrow Agreement. Contractor shall be responsible for all costs associated
with the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent
as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possession and/or demand
a release of the source code from the Escrow Agent upon the occurrence of any of the following events

("Release Events"):

(@)
)

©
(d)

(e)
(f)

Contractor has made an assignment for the benefit of creditors:

Contractor institutes or becomes subject to a fiquidation or bankruptcy proceeding of
any kind;

A receiver or similar officer has been appointed to take charge of all or part of
Contractor’s assets;

Contractor terminates its maintenance and operations support services for the State
for the Software or has ceased supporting and maintaining the Software for the State
whether due to its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment or other fault of the
State; .

Contractor defaults under the Contract; or

Contractor ceases its on-going business operations or that portion of its business
operations relating to the licensing and maintenance of the Software.

Upon the occurrence of a Release Event, Contractor hereby grants the State the right to use, copy, modify,
display, distribute, and prepare derivative works of the source code, and to authorize others to'do the same on
behalf of the State (Contractors, agents, etc.), solely for the purpose of completing the performance of
Contractor’s obligations under the Contract, including, but not limited to, providing maintenance and support
for the Software and subject to the rights granted in this Contract

State of NH Contract 2020-025
Exhibit ] — Software Agreement — Part 3
Date: _S//5/20

Contractor’s initials:

gm Page 46 of 52



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025 '
PART 3 - EXHIBIT K
WARRANTY and WARRANTY SERVICE

1. WARRANTIES

1.1

1.2

1.3

14

L3

System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or

(c) if the Contractor cannot substantially correct a breach in a commercially”
reasonable manner, the State may end the relevant Services and recover the
fees paid 1o the Contractor for the deficient Services.

Non-Infringement

The Contractor warrants that it has good title 10, or the right 10 allow the State to use, all
Services, equipment, and Software (“Material”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Soflware
components provided by the Contractor to correct Deficiencies or as an Enhancement, shall
operate with the rest of the System without toss of any functionality.
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1.6 Services
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.
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Exhibit L Training Services - Not Applicable to this Contract
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Exhibit M = Not Applicable to this Contract
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Exhibit N — Not Applicable to this Contract.
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Exhibit H Requirements — Attachment 1

Exhibit P - DHHS Information Security Requirements

Exhibit Q — Certification Regarding Drug-Free Workplace Requirements

Exhibit R- Certification Regarding Lobbying

Exhibit S- Certification Regarding Debarment, Suspension, and Other
Responsibility Matters

Exhibit T- Certification of Compliance with Requirements Pertaining to Federal
Nondiscrimiation, Equal Treatment of Faith-Based Organizations and
Whistleblower Protections

Exhibit U — Certification Regarding Enviranmental Tobacco Smoke

Exhibit V- Health Insurance Portability and Accountability Act Business Associate
Agreement

Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA} Compliance

Cantractor’s Certificate of Good Standing

Contractor’s Certificate of Vote/Authority

Contractor's Certificate of Insurance
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. *“Breach” means the loss of control,. compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than -
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health

Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technclogy, U.S. Department
of Commerce.

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI1), Federal Tax Information (FTI), Social Security Numbers {SSN),
Payment Card Industry (PCIl), and or other sensitive and confidential information.

4. "End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. ‘“Incident” means an act that potentially viclates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. tncidents include the loss of data through thefi or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means’ of the State, to transmit) will be considered an open
-network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.”

8. "Personal Information” {or “PI1"} means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric recow tc.,
alone, or when combined with other personal or identifying information which ked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of'Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute. '

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

1. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protoco! (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lil. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidentiat information throughout the information lifecycle, where applicable, {from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4, The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information. '

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compfiance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements,

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system{s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs -of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach, in an amount not to exceed $5,000,000 per occurrence.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law. '

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/'vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State’s Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguardé as referenced in Section IV A, above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved. '

i. understand that their user credentials {(user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1,3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's represeritative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS -
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 {Pub. L. 100-630, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part il of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees {and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee {(and by inference, sub-grantees and sub-contractors) that is a State
may etect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s )
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee's policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph {a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction; P

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

s
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has designated a central point for the receipt of such notices. Notice shall include the
identification number{s) of each affected grant;
1.8. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6,

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

Vendor Name: EHViSioh Tethnology Partners, inc.

DSII512020 @ ane 77/@.*.0(4_./

Date .'l‘.'ﬁ'l:e: Claive Murthie, Prasident
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ERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor’'s representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title [V-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-I.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submissicn of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: EnviSion Technology Fartners, Inc.

05/15/2020 - @ﬂm %c&u

Date Q':I’;e: Claire Marchie, Pregident
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily resull in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification, The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumish a cenrtification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set cut in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.,

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and
Exhibit S Cim

Vendor Initials

CUBHHS 10713 Page 1of2 Date 5[ /52 20



New Hampshire Department of Health and Human Services
Exhibit S

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10, Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default,

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;,

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public {Federal, State or Iocal)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (1){b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions {Federal, State or local} terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal {(contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal {contract).

14, The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name: EHVISion ﬁchno[qgg Partners, inc.

0571572020 @m m"&*-(j'u/

Date .'}‘i‘;‘,’;‘:e: Claive Murchie, Prosident
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Centractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d} which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinguency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 {42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (28 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity, .

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination; :

-28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures), Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act {NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts -

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit T CIm
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this proposal {contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name: EHVISIoN TZC/’MO[Ong ?M&@h{, ne.

S/15/20 | @M m(d—*-(j&_l./

Date Name:

Tite: | Claire Murchie, Prefident

Exhibit T C,jM
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or focal governments, by Federal grant, centract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:
1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Vendor Name:  EnViSion Technology Fartners, Inc.

5/15/20 Clacre W ocho

Dat N : . . .
e TonS Claive Marchie, President

Exhibit U Vendor Initials OJM
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Busineés Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢c. ‘“Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “"Data Aggregation” shall have the same meaning as the term "data aggregation™ in 45 CFR
Section 164,501, - -

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. "HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

. 4

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Setrvices.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by

Business Associate from or on behalf of Covered Entity. cIm
312014 ) Exhibit V Contractor Initials ___~
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I “Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee. '

n. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
Il For data aggregation purposes for the health care operations of Covered
Entity.

C. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in responsé toa
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

Exhibit V
2014 . Contractor Initials Oj M
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Exhibit V

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PH1 pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in viclation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate

agreements with Contractor’s intended business associates, who will be receiving PHI
372014 ' ' Exhibit vV Contractor Initials OJM
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,

. Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Wwithin ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

I Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered. Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and'the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

l. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible. for so long as Business

Exhibit V i cIm
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Caovered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rute, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

C. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

32014 _E"P'b" v Contractor Initials ﬂ
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e. Seqregation. |f any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Deparypent of Health and Human Services 6}7 W"I [bh‘ nmm’@ﬂg ?ﬂf’tk’@f’ JI /” C.
The $tate Name of the' Contractor
apa.x_,u. /’ / /(__f-u..tf-(_-/

LN
Signatbire of Authonzed Representative Signature of Authorized Representative

N Lendin Claive Marchie

Name'qf Authorized Representative Name of Authorized Representative
}6%0(- (MSsimn  Predident
Titte of Authorized Representative Title of Authorized Representative
Shglyv S/15/20
Date Date
. CIM
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA} COMPLIANCE '

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. if the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, the
Department of Health and Human Services {(DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)

0. Total compensation and names of the top five executives if.
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2, Compensation information is not already available through reporting to the SEC.

SN RELNS

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1,11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

. - Clacie Mk

Date Name:

Tite: | Claire Murchie, President

Exhibit W M
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is: 078319405

2. Inyour business or organization’s preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X NO YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13{a) or 15{d}) of the Securities
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)}) or section 6104 of the Internal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4, The names and compensation of the five most highly compensated officers in your business or
organization are as follows: '

Name: _ Amount:
Name: Amount:
Name: Amount:
Name: Amount:
Name: Amount:
Exhibit W Contractor Initials Oj M
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Attachment 1: Project Reguirements

R ~ Vendor Instructions e
Vendor Response Column: Place a “Yes” if the current release of the Software can fully support ALL the functionality
described in the row, without special customization. A “Yes” can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be used with delivery method
Future, Custom, or Not Available/Not Proposing (see delivery method instructions below).

Criticality Column:

(M) Indicates a requirement that is "Mandatory”. The State considers it to be of such great importance that it must
be met in order for the proposa! to be accepted. If the proposer believes that there is something about their proposal
that either obviates the need for this requirement or makes it of less importance this must be explained within the
comments. The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by
another feature of the proposal.

(P) indicates a requirement which is "Preferred". This requirement is considered by the State to be of great
usefullness but the lack of this feature is not considered serious enough to disqualify the proposal.

(0} Indicates a requirement which is "Optional®. This requirement is considered by the State to be one which usefull
or potentiaily usefull but not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below)
that indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current Software release.

Future - Feature/Function will be available in a future release. {Provide anticipated delivery date, version, and service
release in the comment area.}

Custom - Feature/Function can be provided with custom modifications. {(Respondent must provide estimated hours
and average billing rate or flat cost for the Software modification in the comment area. These cost estimates should
add up to the total cost for Software modifications found in the cost summary table in Section X of the RFP).

Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. {Provide brief description of
why this functionality was not proposed.)

Comments Column:
For all Delivery Method responses Vendors must provide a brief explanation of how the requirement will be met.
Free form text can be entered into this column.

INSTRUCTIONS



Attachment 1:

Project Requirements

B3 REQ
T State Requirements Vendor State and Vendor
. Vendor | Delivery - -
) Reg# _ Requirement Description - Criticalley Re?p;m Method | Comments - State an_d Vendor Agreed upon Comments
General Business Requirements I e
81.1 |The Solution must have ability to display data on users screen. M Yes Standard |Via standard web browsers
Highly formatied output is generated as POF files. Output
81.2 |The Solution must have ability to send or export multiple file formats. M Yes Standard  |intended for analysis is generated as either Excel
workboaks or CSV files.
While there are some limited areas of the application
where graphical output is produced, it can't be considered
81,3 |The Solution must have ability to deliver/export graphical data displays. M No Future broad coverage. We do have 3 proposal circulating with
our customers to add an visualization component using
Power B, but it has not been funded yet. The State accepts vendor response.
HL? messages are accepted in 2.5.1 v1.5 format. In
B81.4 |The Solution must have ability 1o receive and Iog‘messages in multiple formats. M Yes Standard {addition, a fat file import farmat can be used for provider
wha da6 not have HL? capabllities.
. Outbound HL7 messages are 2.5.1 v1.5 standard. .
B1.5 |The Solution must have ability to generate and save multiple file formats. M Yes Standard |Additionally, some file formats intended for externat
) consumers aré in documented custom formats.
B1.6 |The Solution must have ability to log user receipt of files, M Yes Standard | AN transactions within the system are logged.
There are some differences in how vatidations are
817 The Solution must have ability to validate that all required data fields are complete M Yes Standard enforced berween direct-entry usage and electronic
and valid. submissions, but both have standard and predictable
re5pONsSes.
The TEST enviranment is most often used for UAT of new
. . . software patches and releases, During JAD sessions, we'll
B1.B :::::: :::;u:?::::::::r::r:fce“ to State Project aff to test environment thay M Yes Standard |agree what type of data will be maintained in TEST:
production duplicate; production snapshot; scrambled
production; manually created; etc.
The Solution must 2llow user to compare the expected resutts of the forecasting The f?recasthg.mglne inchudes an audit :.apablﬁty mft
B19 M Yes Standard |explains the fogic paths applied 10 determine best seriss
test case to the results observed by the tester. N
for the patient.
While Envision is deploying new CDSI logic as quicldy as
! current processes and technology allows, we 3iso have 3
B1.10 The Solution must have abitity to deploy updated/new clinical decision support logid " ves Standard new automated deployment system in development that |
o production environment In a timely way. we hope to have embedded in a software version by
yearend 2020. This will dramatically shorten the
distribution timeline.
The Solution must have ability to notify end users of updated/new clinical decision| Notification ns.normall‘v left to slat.es 1o manage, but the
B1.11 support logic according to federsl, State, and local laws, regutations and policies. M Yes Standard |software provides various mechanisms to alert users to
’ i ! software thanges.
112 The Solution must allow State Project Staff to send unauthorized users referral " ves Standard The solution contains options for setf-registration of
communications for Facility/Organization Registration, individual users and facilities.
BL13 The Solutien must require user 1o 3gree 1o confidentiality policy prior to allowing M Yes Standard |Multiple policy agreements can be enforced.
User to access the system.
81.14 The Solution must have ability to electronically generate VFC provider enrollment M Yes Standard
forms and store related data.
) Contractor Initials: Q 2 M
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f ink k
The Solution must have VFC online enroliment capabilities that include emergency we do not.have afeature '?r clnmc.s to upload b.ac P
B81.15 back-up plan Documentation Yes Standard |plans, but if 3 back up pan is required, the requirement
i . can be tracked with the enfoliment.
The Solution must have the provider onboarding functionality, i.e., tracking Some of these functions are implemented with the currend]
B1.16 |onboarding steps, comment area, provider onboarding questionnaire, which No Future Provider Onboarding Module, but others are still o be
interfaces with main provider information table. built. The State accepts vendor response.
With the caveat that in 3 web-based application, this can
BL17 The Selution must allow user to open multiple screens at once within the ves Standard be problematic. There is no locking of records opened by a
’ apptication, user, 50 if a user opens multiple instances of the same
recard and makes edits, inconsistent data can result.
B1.18 |The Solution must have ability to provide online access to enrofiment formis}, Yes Standard
B1.19 The Solution must have the ability to interoperate with case management tool for No N/A The sotution includes a case management facility that may
) scheduling and routing for site visits Lo registered facllities. address State requirements. P The State accepts vendor response.
B1.20 The Solution n:nust support_the entry of all organization demographics and data Yes Standard
when comgleting electronic forms.
Th L { aformin ress an i
81.21 € Solution must allow user to save 4 prog d retuen to modify or Yes Standard |implemented far longer/mare complex forms, but not all,
submit it at a later time.
- 0 -
B2 The Solution must have atfu ity to validate that all of the fields are complete before Yes Standard
allowing the vser 1o submit the form online.
B1.23 The .Soluuon must have ability 1o alert user of incomplete fields and inappropriata ves Standard
entries.
B1.24 |The Solution must have ability to submit form electronically, Yes Standard
B1.25 |The Solution must allow user to modify form until it is submitted. Yes Standard
The sohution itself does not include scanning capabilities,
B1.26 |The Solution must have ability to scan in paper forms. No N/A but scanned files (e.g., training certificates) can be
attached to a form. The State accepts vendor response.
BL27 The Solution must have ability to retrieve information from scanned forms and No N/A
) autamatically fill required data fields with retrieved information. The State accepts vendor response.
81.28 |The Solution must have ability to record person who is making the request. Yes Standard
weh fual t never implem hi bility.
The Solution must have ability to validate medical license number against @ have evaluated but n .” P ‘en:ed this capa .' iy
B1.29 X . . No Custem  |In the absence of more detailed requirements, no estimata
Professional Licensing Agency record database. for ffort or cost Is provided in this nse
o s provide e3ponse. The $tate accepts vendor response.
B1.30 |The Solution must have ability to display the submitted form 10 user. Yes Standard
- |The solution itsef does not include document imaging
B1.31 The Solution must have the ability to integrate document imaging into System, No N/A capabilities, but image files {e.g., training certificates) can
be attached 10 a form. The State accepts vendor response.
{ ili lert if th i 1
BL32 The ?olumn .n'n::st have ability to search for and alert if there is a potential match of] Yes Standard
duplicate facifities.
a1.33 jfhe So utllon must have ability Lo compare facility registration application Yes standard
information to current records 10 find matches,
lal available for new {
B1.34 |The Solution must allow user to assign a rejection code to a rejected application. Yes Standard Denlal reason codes ar_e valanie user registration
and comments are available for enroltments.
Solution does not currently support the notion of an
BL.35 The Solution must support 3 rules-based algorithm to suggest approval or rejection No N/A intelligent assistant, but could be added. in the absence of
) based on review. more detailed reqitirements, no estimate for effort or cost
is provided in this response. The State accepts vendor response.
B1.36 |The Solution must provide communication Lo applicant on registration status. Yes Standard |Via embedded emall
B1.37 |The Sotution must allow IS stalf 1o review and reject/approve registration form. Yes Standard
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§1.38 The Solution must allow applicant to edit, save, and resubmit a rejected facility Yes Standard AS it pertains to VFC program enroltments, Individual user
i registrathon application. registrations cannot be resubmitted once rejected,
81.36 The Solution muft have ability to create and save new records for approved facility ves Standard
registration applicants.
Uniqueness is enforced during creation, but the process
B1.40 |The Solution must have the ability to create unique provider site 1D, Yes Standard a N E‘ P
allows for assignment of meaningful IDs.
The Solution must have the ability to store multiple unique provider facility site IDs
BLA1 | sed by various systems. ’ Ne N/A Not currently supported, but could be added. The State accepts vendor response,
i 1 ificati Tacili i i
81.42 The T:‘.olulion must have ability to send approval notification to facility registration Yes standard |via embedded emait
applicant.
Not currently su ted, but couvid be added, The system
The Solution must have the ability to send mass emails to providers or other u ty suppor ! c ¥s
B1.43 thorized No N/A already supports email for scripted actions and
uthorized users. notifications. . The State accepts vendor response.
This might require some clarification in discussions. Every
record in the system (patient, provider, user, facility, etc.)
has audit tracking for user create and uvpdate. Some record
types have more detalled change tracking as well .
. _ . vaccinations, patient address and VFC status, etc)). These
The Solution must have ability, at State level, to access audit logs for actions t ) 3 . ] v " ',
B1.44 ., L L No N/A types of audit are visible to all users of the application,
performed by users on patient, vaccination, facility, and user records. . -
However, there is another level of auditing that takes placd L
) L L Envision I5 able to complete a HIPAA
for HIPAA cormpliance, and this is not visible to any . -
application user. If needed for HIPAA investigations, investigation for the State and can supply
Envision provides reports as part of support and that information. The State accepts vendor
maintenance, response.
This applies to the vast majority of lookup tables in the
B1.45 The Solution must give State Administrators the ability to access and maintain Yes Standard application. However, some codes are reserved for system
: internal tables, change attribute values or properties, and medify drop down lists. use, where altering a value or property would allect
desired performance of the application.
Th luti t tices in accordance with AIRA/MIROW guide fo . - -
e S0 u“?n mtf“ support best practices in accor wi W .gu An exception would be if the State-specific business rules
collaboration with Inventory Management QOperations. Vendor will work with State i . N .,
Bl.46 . . . ! . ) Yes Standard  |violate AIRA/MIROW guidelines, in which case we may not
during Sotution Implementation to define how State-specific business rules will be .
be abie 1o comply.
supported.
j ices i { MIROW guide f
The Solutnfm rrufst suppfm best pra-cuces in accordance \mth.AlW I.lo guide fo! An exception would be if the State-specific business rufes
coltaboration with Vactines For Children program. Vendor will work with State . . . .
B1.47 _ B . : i R Yes Standard |violate AIRA/MIROW guidelines, in which case we may not
during Solution Implementation to define how State- specific business rules will be
be able 10 comply,
supported.
The Solution must support best practices In accordance with AIRA/MIROW guide fo An exception would be if the State-specific business rutes
81.48 |Reminder/Recall. Vendor will work with State during Solution Implementation to Yes Standard [violate AIRA/MIROW guidefines, in which case we may not
2ddress how State-specific business rules will be supported. be able to comply.
The Solution must support best practices In accordance with AIRA/MIROW guide fo We have not currently implemented the AlIRA DOA/MOQE
81.49 [Data Quality Assurance, Vendor will work with State during Solution Yes Standard [tool. We have a number of equivalent capabilities that
implementation to define how State-specific business rules will be supported. preceded MQE. The State accepts vendor response.
Full compliance with the latest MIROW Vaccine Level
The Solution must support best practices in accordance with AIRA/MIROW guide fo el €0 . » I. “." . . .
. . _ . . L Deduplication guidance is not currently implemented. This
B1.50 |Vaccine Level Deduplication. Vendor will work with State during Sotution No N/A .
Implementation to address how State-specific business rules wilt be supported work is currently underway and should be complete in
plementatian 1o adcr P u ppored. 2019, The State accepts vendor response,
Th luti t L ith AIRASMIR ide §
& Solution must support best practices in accordance witl RAJ OW guide fo An exception would be If the State-specific business rules
Managerment of Moved or Gone Elsewhere {MOGE) and other patient status X e . A
B1.51 3 R . . . _ . Yes Standard |violate AIRA/MIROW guidelines, in which case we may not
designation business rules, Vendor will work with State during Solution
- . . - be able to comply.
Implementation to define how State-specific business rules will be supported.
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The Solution must use standards described in current CDC implementation guides

We are compliant with the CDC implementation guide for

Patient Record Business Requiréments:

vaccination records.

ouf USer community.

B1.52 Yes Standard
for immunization messaging (including support for HL7 2.5.1). NOAC 1117 2.5.1 an the retease LS level. .
The Soluth = ; " -
8153 e‘So v n?n nilust use standards described in current CDC implementation guides Yes Standard
for immunization data values.
The Solution must support immunization messaging based on HL7 Clinical . - .
1. N N/A This § i t lable.
B1.54 Document Architecture, Clinical Care Document (CCD). ? 4 is functionality is nat currently available The State accepts vendor response.
. . This optional module will be included in the proposed
B1.55 |The Solution must implement a data mart for ad-hoc reporting. Yes Standard product offering The State accepts vendor response.
The Solution must utilize role-based access to control user access to lIS :
B1.56 |functionality, reports, and data. The Vendor must work with the State to define Yes Standard
mutvally agreed upon user roles and associzted access rights.
A simple comment capability exists in most database
major entities {users, providers, vacginations, etc.) and can
BLS? The Solution must have the ability (o ink comments or notes to database records, Yes Standard be easily added to others if desirable. We have noted,
i times, dates, users, and history tables. however, that for the patient entity, a separate Notes
management ultility is preferred by users due to the
potential depth and complexity of notes attached.
B81.58 The Solution must have a built-in messaging functionality to allow for No N/A Not currently implemented, but has been discussed with
' communication between users and provider facilities within the system. Ul USEr community. The State accepts vendor response,
The Solution must have a built-in e-mail capability to allow for communication from . .
N | ted, but has been discussed with
81.59 |within the system to individual e-mail addresses, including ability 1o send No NfA ot currently implemented, bu u

The State accepts vendor response.

B82.1 |The Solution must allow user to create 3 new patient record. Yes Standard
B2.2 |The Solution must have ability to create a new record. Yes Standard
B2.3 |The Solution must allow System administrator Lo create a new patient record. Yes Standard
B2.4 |The Solution must have ability to identify new patient records This may be an eas_i)_y adaressed requicement if we are
) : No N/A provided with additional business needs. The S1ate accepts vendor response.
. . . There is a standard set of core required values, and an
g25 The Solution must have ability to prevent 3 record from being saved unless required extensible set of values which can be made required in 3
data elements are completed. Yes Standard {particular customer environment,
826 The Solution must have ability to prompt user to confirm creation of a new patient
record after possible matches are found. Yes Standard
g7 The Solution must have ability to flag new patient records where possible matches Audit creation dates are shown on the possible match
are found. No N/A display, but nothing flags a record as “new". The State accepts vendor response.
818 The Solution must have ability to prompt user te confisrm ereation of 3 new patient . ] )
record after possible matches are found. Yes Standard |Note: this is duplicate of item B2.6
82.9 |The Solution must have ability to automatically generate 3 unique patient 1D. The patient ID in the system is an integer, increasing as an
Yes Standard [IDENTITY{n,1}. This is alsc the primary key for the table.
82.10 The Solution must have ability to document all CDC-approved core data slements Note: Envision. fliff hifre participated in every core data
related to vaccine administration. Yes Standard |element definition project for the past ten years.
B2.11 |The Solution converts addresses to use standard US Postal conventions and codes. Yes Standard
. This functionality is not currently implemented directly in
Webi2. However, a project Is currently underway to
B2.12 The Solution must have the ability to create a map using geocodes for statistical integrate Smamf Streets addres‘s validation {an AIRA
reporting. benefit) which includes geocoding. Pending approval of
2019-2020 CoAg funding requests, we have a follow-on
project o integrate advanced visualizations using PowerBI
No N/A {additional costs may apply). The State accepts vendor response.
Contractor Initials:
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B2.13

The Solution must display age in year/month/day format in all age display fields
{e.g.. 2 years, 4 months, 3 days).

Yes

Standard

82.14

The Solution must contain an optional selection calendar for date fields in addition
te direct entry.

Yes

Standard

B82.15

The Solution must provide for logical and wildcard searching of all fields involving
HL7 components.

No

NIA

There is not currently 3 mechanism to arbitrarily search
the database for any field that might be matched by an
HL? message component. However, the HLT message log
allows for text string searches, which might address this
need.

The State accepts vendor response.

82.16

The Solution must be able to conduct and narrow search on all related fields (e.g.,
S number, gender, patient middle name, patient address, patient phone number,
vaccine type, kot number, manufacturer, others.}

No

Nfa

The system currenthy supports patient search on: Patient
First/Last/Middie, DOB, Patient 1D, cther unique persoanl
identifiers (55N, Student 1D, medical record number, etc.),
Gender, Birth Mother information, Birth Father
information. We have a recent customer request to add
phone number to the search, which will be added
sometime in 2020. Patient search does not support any
vaccination event-related data.

The State accepts vendor response,

B2.17

The Solution must have ability to flag a record by a User for deletion.

No

N/A

No general capability to "flag a record for deletion”
currently exists. An exception would be in the manual
duplicate identification process, where a user with
appropriate privileges can identify 3 matching pair, and
note which recerd should be deleted,

The State accepts vendor response.

82.18

The Solution must have ability to delete a record by Administrator.

Yes

Standard

Only users with the appropriate security attributes can
view andfor edit deleted records, or delete recoeds,
Record deletion is typically a "soft” delete, except in some
cases where the patient and all related information can be
expunged from the system.

B2.19

The Solution must have the ability to delets patient records without compromising
inventory integrity.

Yes

Standard

If a record to be deleted in a merge includes administered
invantory, the vaccination event must be assigned to the
recard Lo keep o the merge cannol proceed.

B82.20

The Solution must have ability to copy selected data elements from the record to b
deteted into a newly created record.

No

M/A

In the context of merging records, data elements from the
record to be deleted can be moved to the record to be
kept. There is currently no mechanism to create new
records as a partial extract of an existing record. There is a
proposed project (pending CMS funding) to change ALL
duplicate merges into an A+B=C process.

B2.2}

The Solution must have ability for user to select patient record status indicator.

No

N/A

Requirement unclear. WebIZ fully implements COC PALS
guidelines, and authorized users have the ability to modify
global status sertings. Patients who are Deceased or Opted,
out cannot be seen or modified except by users with
appropriate privilegss. Inactive Patisnts cannot be
modified except by state staff

B2.22

The Solution must have the ability to display patient status indicator.

No

N/A

Requirement unclear. WebIZ fully implements CDC PAIS
guidekines, and authorizad users have the ability to modify
global status settings. Patients who are Deceased or Opted
out cannot be seen or modified except by users with
appropriate privileges.

The State accepts vendor response,
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Requivement unclear. Webi2 fully implements CDC PAIS
. guidelines, and authortted users have the ability to modify
82.23 The So!utnon.musl. prevent user access and updates to records that have baen M global statys settings. Patients who are Deceased of Opted
placed in an inactive status. out cannot be seen or modified except by users with
No NfA appropriate privileges, The State accepts vendor response.
. . o After further discussion, vendor stated that
8224 |The Solution must document active/inactive status of individuals at bath they Unclear how “jurisdictions” are defined. We mayhave a |they could meet this requirement. The State
provider arganization/site and geographic jurisdiction levels. . . .
No N/A solution with recently introduced "Regions” feature. accepts vendor response,
82.25 |The Solution must have the ability 1o recall or re-open a closed record. M Yes Standard The 5tate accepts vendor response.
i . Lo After further discussion, vendor stated that
82.26 The ?olunon must have ability to perform a patient record query based on one or M they could meet this requirement. The State
multiple user-defined parameters. . .
No N/A Specific requirement unclear. accepts vendor response.
B2.27 |The Solution must support a rule-based patient record query algorithm. M Yes Standard
Typically very achievable, dependent upon system load
and network traffic. Performance at the application level is}
B2.28 |The Solution must support 3 maximum query response time of 4 seconds. M generally sub-second. This can vary if the query is so broad
that the subset of data returned exceeds preset
Yes Standard |thresholds.
The Solution must have ability to produce a patient record match using user-defineq
B2.29 \ M
criteria, Yas Standard
82.30 |The Solution must have ability to display and print patient record. M Yes Standard
immunization records are typically generated as 3 PDF file,
82,31 |The Solution must have ability to securely export and email a patient record. M which can be attached to any emazit (including encrypted).
The email capability is currently external to the application
Yes Standard |but couvld be changed 10 a built-in capability,
The Solution must support a patient record query algorithm to return “best
B2.32 M
matches." - Yes Standard
The Solution must have the ability to specify required parameters for patient
B82.33 M
queries. Yes Standard
B2.34 The Solution must allow user to re-query for a patient record by modifying existing .
most current query parameters. Yes Standard
B2.35 |The Solution must have ability to query with a search string and/or filter. Yes Standard - -
: This is a system setting that will be determined during
i . . . . configuration JAD sessions. There are two settings: a soft
92.36 The' Soluticn must have ability to set .an adlu.su!:le limit to the n'umber of possible y smit that throws a warning before displaying dats, and a
patient query matches based on the immunization program policy. hard limit that forces & revision in search parameters
Yes Standard |before continuing.
B2.37 The Sclution must have ability to display the list of returned possible patient query M
matches as allowed by local policy. yes Standard
82,38 The Solution must allow user to select 3 patient record from the list of possible M
patient query matches. Yes Standard
82.39 The Solution must have ability to prevent a record from being saved unless specified "
data elements are completed and valkd. Yes Standard
B2.40 |The Solution must have ability o associate a patient with a clinic/site. M Yes Standard
B2.41 The Solution must have ability Lo flag patient record for death and include a date of "
death. Yes Standard
B2.42 |The Solution must have the ability to inactivate/lock patient record, M Yes Standard [Using the soft defete capability
The State has the option to add in specific
The Solut h bl wcally inacts sent ds hased age parameters (example at age 110 - it will
B2.43 ag: ution must have ability to automatically inactivate patient records based on " 0 inactive), the State can update to Inactive
. if the patient passes away. The State accepts
No N/A vendor response. Ny
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B2.44 |The Solion must have ability Lo reactivate patient record. M Yes Standard
B2.45 |The Solution must have zbility to edit status of patient record. M Yes Standard
92.45 The Solution must have ability to electronically document patient consent to
vaccinalion, Yes Standard
Currently WeblZ assumes default patient inclusion in the
B2.47 The ‘Sf.ulutiotu must have ability to electronically decument patient consent to M No N/A :::ﬁ:o::::z‘::::nm': ?:;i:;;::::::::l::n s
participate in IIS. patient to "opt-in” is possible, but not quoted here withou
additional requirements, The State accepts vendor response.
82.48 The Solution must have ability to receive updated patient record in a designated M Assumes HLY as the primary mechanism, with a system-
format from the provider's EHR. Yes Standard |defined flat file option as fallback,
The application includes a capability for a potential uses to
5 ) request access to the system. If this is intended to mean 2
B2.49 |The Sclution must support an online data request form, M single-patient request fe¢ vaceination history, thatis
handied by an optional module called the Patient Portat
Yes Standard {[price will be included in quote).
02.50 The Sclution must provide online instructions to "read only™ user an how Lo treate M )
and submit a data request. N No N/A Requirement unclear The State accepts vendor response,
BL51 The Solution must have ability to generate record/file in Tormat specified by user- M
defined parameters. ) No NfA Requirement unclear The State accepts vendor response.
B2.52 |The Solution must have ability to receive an electronic data request. M No N/A Requirement unclear The State accepts vendor response,
. - . . The State gives their uses certain
B2.53 The Solution f""'f‘ have ability to query and view the System's existing M authorization levels, which they can change
usersfauthorization Agreements. ,
a1 any point. The State accepts vendor
No N/A response. The State accepts vendor response,
B83.1 |The Solution must allow the user to view a patient immunization record. M Yes Standard
B3.2 |The Solution must have ability to print officlalimmunization certificate or record. M
Yes Standard
The Sotution must Bow user o add/modify/delete vaccine and/or demographic
B33 information, W Yes Standard |Based on user privileges
B82.4 |The Solution must have ability to display a patient record with vaceine forecast. M ves Standard
3 A i ) Creation and/or configuration of standard documents
B1S The Solution must _allow the user to pring a patient record with vaccine forecast and " {Official 12 Record, Student Certificates, Administrative
redact demographic data per program policy. Records, etc.) is pant of the standard onboarding effort for
Yes_ Standard |new sites, and is incheded in the initial costs.
The Solution must allow auvthorized vsers to view patient vaccination history and
B3.6 |forecast, including contraindications and history of disease (including M Yes Standard
consumer/patient access).
3.7 The.SOlution rnust have ability to send and receive patient query resufts in 3 M Yes Standard |Generally via HL7, untess otherwise specified.
gesignated format.
838 The Solution must have ability 19 expost patient history and forecasts in multiple " Yes standard
formats (e.g. POF, spreadsheet).
83.9 |7The Solution must have ability to indicate vaccine refusal by patient. M Yes Standard
83.10 |The Solution must have ability to select patient vaccine refusal reason code. M Yes Standard
T The Sotution must have ability to display patient exemptions, contraindications and ™ Yes Standard This is a fairly extensive module that will be configured
reactions in accardance with Vactine Recommendations and Guidelines of the ACIP] during JAD sessions,
Contractor Initials: Cljm
ColT # 2020-025 Da@

1. BUSINESS REQUIREMENTS




Attachment 1: Project Requirements

The Solution must have ability to document adverse reactions in accordance with
B3.12 N i . Yes Standard
vaccine Recommendations and Guidelines of the ACIP,
The system currently is linked to the VAERS website but noj

083.13 |The Solution must have ability to interoperate with VAERS. No N/A effort is made to pre-populate some/all of the VAERS
reporting form, as this is not supported by CDC. The State accepts vendor response.

B1.14 The Solution must have ability to display, print and export an updated immunization Yes standard

record and forecast.
¥ holly on the CDC's CDSI logic, ing data

B3.15 |The Solution must support a rules based vaccine clinical decision support algorithm, Yes Standard I::‘ :’::t:d whlly g, supporting
Envision follows the CDSI Logic specification and
supporting data. CDSi provides a way to version vaccine
series rules when ACIP makes significant changes. For

316 |m " d | " Standard example, on August 7, 2009, the minimum intenaf and age

B83i.1 & Solution must have ability to a effective dates to vaccine rules, e tandar

v o v o pely for the 4™ dose of Polic was changed significantly and the
logic and supporting data allow for this rule 1o be applied
differently for vaccinations administered before that date
vs on of fter that date,
WeblZ provides a facility for users 10 be able to view the
CDSI supporting data by vaccine Antigen and then by
apphcable series and target doses within. Additionalty,

- . WebiZ also provides an audit capability where the uxer ¢any
3 ( h 1 | ory. Y tandard .

B83.17 |The Solution must have ability to sort vaccine rules by category. es Standar see what rules have been apphed to any administered
vaccine with regard toit's evatuation status as well as the
rules that apply to generating forecast dates for the next
dose in the vaccine series. 4
WebIZ uses the CDSi Logic Speciflcation and Supporting

The Solution must have ability 1o maintzin historical records of effective dates of Data. Tothe extent that effective date rules are provided

B83.18 N Yes Standard 3

previous forecast schedules. by CDSI, WeblZ supports and uses these in forecast and
evaluation,
WebiZ follows the CDSI Logic Specification and Supporting
Data. To the extent that there are differing rules (ie.,
i Is, ki ditions), weblZ th

The Solution must have ability to review/apply an immunization schedule that was nterva s ages and S-ID conditions), usef R N .

83.19 appropriata at the time of administration Yes Standard |appropriate supporting data based ¢n the administration
Pprom . date and the effective date of the rutes. The evalvation

and forecast audit utility provides a user with the ability 1o
see the rules that apply for any given target dose.

83.20 The Solution must allow 115 System staff to easily update the rules-based vaccine No N/A This is a task that Envision manages under our Support and

) clinical support bogic. Maintenance program. The State accepts vendor response.
* h ili i i s into the IS
8321 The Soiution‘ must halve the ability to incorporate new vaccine codes into the IIS and Yes Standard |Dependent on CDSIrule creation and publication,
the forecasting algorithm
The Solution must have abitity to immediately update a vaccine forecast for a
B3.22 Yes Standard
3 patient record when immunizations are added/modified/deleted.
B3.23 |The Solution must allow user to create and save forecasting test cases for reuse, Yes Standard |Currently this is only exposed for internal use.
B3.24 The Solufnn must have ability to document patient vaccine funding eligibility ves Standard
information,
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For every dose manually entered the
The Solution must have ability to select vaccine funding eliibility for each vaccine This is standard with HL7, but currently the manual vaccing Provider has to setect funding eligibility.
Vi L.
B3.25 do:e ution must have ability to select vaccine funding elgibility for v No N/A entry screen is based on patient-level eligibility. We have a| There is 2 workflow to administer muttiple
i project in our schedule for completion in 2020 entries- is a process currently being worked
on.
. - . " Date(s) of adminstration are clearly visible, but there is no
83.26 |The Solution must have ability to identify new vaccine events, No N/A notion of 3 “new” event. The State accepts vendor response.
The Soheti t ilable an i inath '
8327 e Sohe 'Ol:l mus re:olrd ?nd n.uke available all submitted vaccination andfor Yes Standard | Generally this is instantaneous.
demographic information in a timety manner. - , ,
Reminder/Recall Business Requirements il .
B4.1 |The Solution must allow user to select reminder/recall parameters. Yes Standard
Reminder/Recall process generates a cohort of patients
B4.2 |The Solution must afkow user to select one or mare notification methods. Yes Standard Ineeding to be contacted. Contact mechanismis a
secandary decision.
843 The Selution must have ability to produce alist of patients according to user- Yos Standard
defined parameters.
luti h ili t for clini b f patient |
B4.4 The %o um", st ) ave _ab' ity to prompt for clinical user review of patient lists Yes Standard |There are np "automated™ notifications at this time,
before sending notifications, v .
B4.5 |The Solution must have ability to print a list of queried patients. Yes Standard
BA5  [The Solution must have ability to kg each time a user generates 3 list of patients. Yes Standard |Each reminder recall run records who created thereport.
Can partially be accomplished by checking flag to auto-
847 The Solution must have the ability to display the date the Reminder Recall notice Yes Standard create patient event when patient is included in
! was sent to a patient. reminder/recall, but dependent on a human actually
completing the notification of the patient.
B4.8 The Sol'ul.uon must allow the end user to sel and/or modify the reminder/recall Yes standard
count limit for a patient.
The Solution must allow user or System administrator to set upper limit for the .
B4.9 |number of times a reminder/recall will be generated and sent without a patient Yes Standard
response.
Th licat ot have a feature to automatical
Allow the user to establish a time interval between reminder recall notices {e.g., 90 ® 30P -clatnon does o v Y v b
B4.10 days or 60 days) Yes Standard |create notices per a schedule, but the user can manaully
vs sk create notices based on thelr preferred schedule.
User can select a “count” value that will exclude patients
Ba.11 The Solution must prevent sending notifications to patients who have met the Yes Suandard from the reminder recall il they have been included in
: "count” limit of reminderfrecall. previous reminder recalls and have not received a
subsequent vaccination.
Ba.12 The Solution must prevent all records given an inactive status from being included ig ves Standard Yes, we exclude patients inactive at the clinic selectad for
i the list of patients for reminder/recall. the reminder recall, when using the clinic version.
Not currently a built-in feature of the application.
However, the application does have built-in mail and SMS
. . iliti , and it would be relati rai d
B4.13 |The Seclution must have ability to generate and send electronic notifications. No N/A capabilities now. " v refatively straightfarwar
to extend them to reminder/recall. In the absence of more| There are specific notifications that are
detailed requirements, no estimate for effortorcosts | 1reagty built in that allows output of data.
provided in this response. The 5tate accepts vendor response.
Ba14 The Solution must allow user to senera_le tustomizable, query- driven mail tabels, Yes Standard
letters, or posteards based on user choice.
B415 The Solution must have ability to track notification attempts and log back to a Yes standard notification attempts are logged when changing patient
) patient's record. status to inactive for reason lost to follow up
B4.16 The_ Solution must allow user to select reminder/recall notification opt-out on a Yes Standard
atient record.
B4.17 |The Solution must have ability to update/save patient status, Yes Standard | If referring to Patient Active/Inactive Status =
Contractor Initials:
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There are some overtide conditions such as ignoring the
. . N . tient setting for Do Not Include Patient &

The Solution must have ability to recognize and include some inactive records for pa en setting for Y " N

. K Reminder/Recall, but no general set of override rules. This

B4.18 |future notifications {e.g., not deceased, opted-out of registry, but needs to be] No N/A ) N
. B _ . option could be added, but in the absence of more
notified in pandemic scenario). . . - .
. detailed requirements, no estimate for effort or cost is
ovided in this response. The State accepts vendor response.
De-Duplication Business Requirements ) s

The Saluti h il ically identi ; g Occurs during the Add Patient process Lo a limited extent,

85.1 ¢ |b|u:°n::nuu ave ability to automatically identify new patient records as and all new records are included In nightly dupficate

possible duplicates. . Yes Standard |identification.
85.2 The Solution must have ability to automatically identify existing patient records as
" |duplicates. Yes Standard
BS5.3 |The Solution rmust allow users to manually flag duplicate records. Yes Standard -
.4 C . i i .
BS The Solution must support a rules-based algerithm to evaluate duplicate records Yes standard
™ - o " be easi . " i (add We are working on an enhancement to allow users to
BS.S e:o ution must allow rules to be easity editable by (1S stafl {add, € adjust the matching atgorithms sensitivity, and later to use
modify). No N/A additional atgorithms. The State accepts vendor response.
856 |The Soluts f h ible dugh d di b revi Currently, all identified possible duplicates require manual
. e Solution must flag when possible duplicate records needing manual review. ves Standard |review.
5.7 The Solutien must have ability to combine two or more duplicate records according
" |10 business rules. No N/A
85.8 |The Solution must allow user to manually flag records for manuazl review. Yes Standard
B5.9 |The Solution must have ability to alert user of records pending for manual review. No N/A The State accepts vendor response.
85.10 The Solution must allow user to view records simultaneously for decision to merge User views duplicates side-by-side and decides which data
) records. Yes Standard  |shoutd prevail in the merge.
The Sotuti | . h il . - With the caveat that in a web-based application, this can
85.11 d el' ution must allow user to navigate the System while reviewing possible be problematic. There 1s no locking of records opened by a
uplicates. user, s0if a user opens multipleinstances of the same
Yes Standard |record and makes edits, Inconsistent data can result.
85,12 The Solution must allow user to select data elements to merge into a consolidated Yes Standard
record.

B5.13 |The Sclution must support an audit trail when records are merged. Yes Standard

Currently the application uses 3 model of "one record of
. ill tve™. We have a major project scheduled
The Solution must have ability to retain “pre-merged” records and reverse merge t-wo_m_ su,me v ,.or proj .

85,14 events No N/A beginning in 2019 (pending funding approvals) that will  |if rwo patients are combined in the system,
change thistoan "A p"‘f 3 Vi"d‘_c- "“:d"- which will one will go inactive. The State accepts vendor
greatly enhance traceability and “undo™ operations, response. -

85.15 |The Solution must allow user to flag record as "not a duplicate”. B Yes Standard

~ o - -

85.16 The Solution must hav.ve ahbility to-prev:.-m matching for the same pair of records tha Yes standard

have been flagged a5 "not a duplicate”.
8517 The_ Solution must allow user to manually Nag a record as pending for manual Yes standard Cu:.rently, all identified possible duplicates require manuval

TEview. review.
BS.18 |The Solution must have ability to alert user of records pending for manual review, Note: Duplicate of B5.9

Th lution must b, ili ically i ¥ i E R
B5.19 e So ution mus : ave al:ulllty to automatically identify new vaccine events as Yes Standard | Both through the Ul and KLY

duplicates or possible duplicates.

Th {uti h. abili It M i i 36 i il
BS.20 e So ution must have ability to automatically identify existing vaccine events as Yes standard |Both through the Ul and HL7

duplicates,

A t hich can identi tential duphbeat
85,21 |The Solution must allow users to manually flag dupficate events, No NfA w':;:ﬂ exists w n identify poten uplcate
Contractor Initigls: (’L/m
DolT # 2020-025 ;s

1. BUSINESS REQUIREMENTS



Attachment 1: Project Requirements

The Solution must have ability to display 1o the end user the vaccine type,
manufacturer, lot number, expiration date, NDC, administration date,
B5.22 N M Yes Standard
administration site, efigibility, and who entered the dose for manual vaccine]
deduplication review.
B5.23 |The Solution must dupport 3 rules-based algorithm to evaluate dupficale events. M Yes Standard
B%.24 The Sotution must support probabilistic algorithm 1o determine and fllag when " No N/A We use vaccine type, vaccine group and dates to flag
' duplicate events need manual review, potential duplicates. The State accepts vendor response,
85.25 The Solution must have ability to .se!ect the "best” vaccination event automatically ™ Yes Standard Truein H!.? processing. In manual entry, this is left to the
that does not require manual review. user making the entry.
85.26 |The Solution must 2llow user to delete a duplicate vaccine event, M Yes Standard
B5.27 |The Solution must have ability ta display possible duplicate records. M Yes Standard
Th fut L} il ily i i {
85.28 L] So ution |-nust ave ability to avtomatically identify new patient records as M Note: Dupticate of 85,1
passible duplicates.
B5.29 |The Solution must have the ability to create a possible duplicate report. M Yes Standard
Users are prompted when possible duplicates are
B5.30 |The Solution must have ability to prevent dupficate records from being created. M No N/A identified, but can still enter a new record that becomes a
duplicate. In HL7, this process is much more rigorous. The State accepts vendor response.
B5.31 |The Solution must allow user to identify duplicate patient records. M Yes Standard .
B6.1 |The Solution must support user ordering of vaccine. M Yes Standard
Th luth h ility £ i 4
B6.2 e Solution must have ability for provider 1o access and place order through the IE M ves S1andard
System.
" . n - -
86.3 The Sclution must allow providers to verify/update contact information during each M Yes Standard
order.
" . N lini their order history and
B6.4 |The Solution must have ability to display an order history of 3 provider. M Yes Standard g:::r users can see their order history and status of each
B6.5 The Solution must have ability to display all open orders {in transit or orders in M Yes standard Clinic users can see their order history and status of each
process). : order,
™ huti h ili i i
866 | & Solution mus! ave abi ?tv, a1 State level, to assign funding source/product M Yes Standard
intent at the vaccine arder line level,
86.7 The Solution must have ability 1o display order status, approval status, and shipping M No Vaccine ordering for privately funded doses is not
" |status for both public and private doses. supported. The State accepls vendor response.
36.8 The Solution must have ability 1o communicate order status or an audit log 1o the M ves standard
provider,
The Solution must have ability to store shipper’s tracking number and link to the]
% M No N/A N .
863 shipper's website so that the end user may follow their vaccine shipment, d ot currently supported
B86.10 |The Solution must have capabilities for user to edit shipping information in the (1S, M Yes Standard
B6.11 |The Solution must have ability to sum quantities frem multiple shipping notices. M No N/A Requirement unclear The State accepts vendor response.
" D e abil - - -
B6.12 The ‘Solunon must h?ve the ability to automatically alert provider via email that M Yes standard
vaccine has been shipped.
- Yes, we display the package size for each NDC and enforce
hi inil ity. A mimi ti
86.13 |The Sotution must have ability to display minimum order increments, M Yes Standard this a5 3 minimum quantity m_m mum order quantity
. can 350 be set for clinics that validates the total order
quantity.
Th buti h bility to cakculate and display IS recommended
B6.14 eSc.: ?mn must have ability to caleu pay 15 ¢ order M Yes Standard |Based on prior usage panerns.
quantities. -
i ired if clinic is usi der forecaster
The Solution must allow provider to enter a reason for vaccine orders outside the 3 comment is requuled I clinic 13 using arcer for
B6.15 . M Yes Standard |and the order quantity does not equal the forecasted
variance threshold. 5
quantity. R
Contractor Initialy: (4]
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The Solution must alert user during vaccine ordering if provider's current on-site
Bb.16 No NFA N
inventory is above threshold for ordering. M / ot currently supported The State accepts vendor response,
B6.17 |The Solution must alert user for the need for manual order intervention. M No NiA Not currently supported The State accepts vendor response,
The Solution must allow provider to attach files of various formats to the vaccine
3 N NfA
B6.18 | cger. M ° / Not currently supported The State accepts vendor response.
Th futi | on i ) i
86.19 e Solution must allow only speciﬁf -users ] order- vaccines, del et.e .and edit] M Yes Standard
orders, and view order statuses for a clinic based on assigned user permissions. .
86,20 |The Sclution must allow user 1o view grder on the screen and print. M Yes Standard
B6.21 |The Solution must allow user to view and print the attachments, M No NA Attachments not supported The State accepts vendor responsae,
86.22 |The Solution must ability to block 3 provider order. M Yes Standard
86.23 The Solution must support a rules-based decision algorithm to approve of reject M No /A
order.
A provider can be given user permissions to override
B6.24 The Solution must have an override function allowing 3 provider to place additional " Yes {standara defined order constraints. We would suggest that these
) orders within a current tier ordering timeframe during an emergency situation, |permissions be limited to program staff wha could order
on behalf of the provider in emergency situtations.
86.25 |The Solution must have ability to reject order. ™M Yes Standard
86,26 |The Solution must allow user to select the reason code for rejection. M No NfA The State accepts vendor response.
B6.27 |The Solution must support reasen codes for order rejection. M No NfA The State accepts vendor response.
B6.28 |The Solution must allow user to edit, save, and resubmit ordear after rejection, M Yes Standard
B6.29 The Solution rf\us-t allow immunization program 1o edit, save, and resubmit vaccine " ves Standard
order after rejection.
B6.30 |The Sclution must have ability to transmit order to the CDC, M Yes Standard |Via standard CDC upload protocol
86,31 |The Solution must allow immunization program 1o view error message from CDC. M Yes Standard
86.32 |The Solution must have the ability to interoperate with VirekS. M Yes Standard
B6.33 |The Solution must have ability to display the shipping file. M Yes Standard
B5.34 The Solution must support an interface allowing an immunization program to view " No N/A
i order confirmations. The State accepts vendor response,
The State would like to see z list of all of the
orders that have gone through to make sure
B6.35 |The Sotution must have ability 1o send rejection notification back to NS program. M No N/A that there are no issues. Filed are extracted
and uploaded The Stale accepts vendor
response.
; . . . o . User can view order and shipment information within the
Th lution mwst have ability Lo 1 user verification that order information, o ) ) . !
B6.36 * Sc Y L u .v ity Lo support u X M Yes Standard |application for verfication with the packing slip and
Ipacking slip information, and package contents are equivalent.
package contents
X | it inventory data elements in the case of
86.37 T!!e Soluuo‘n n.wsl 2 lo\fv u'ser 10 edit inventory i " Yes Standard
discrepancies in the shipping file, .
y F i and order numb
86.38 |The Solution must have ability to flag errors in a shipping file, M Yes Standard ormatling errors and order numbers that could not be
. matched are flagged.
3 Th lution m il ify distril fani hippi L Ni N/A
85,39 e Solution must have ability to notify distributor of an incorrect shipping file M o /. The State accepts vendor response.
The Solution must have ability to notify State that provider shipments have arrived .
B6.40 No N/A N .
and if there are any discrepancies pes provider office. M v ot currently implemented The State accepts vendor response.
Contractor Initials: C‘jm
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K

Cormrmunication is completed within the
system and a popup will occur if an order has
The Solution must allow user to send acknowledgement of order receipt ! been approved or rejected. You can turm on
B6.41 ) No N/A Requirement unclear, , X P
electronically or manually. ematls, so they can get the history of what is
happening. The State accepts vendor
response.
B6.42 :I'he So_lution must allow the user to activite each product in the ItS after shipment Yes standard
is received.
When you get a message, it attempts to
86.43 The Solution must !tave ability to flag order by vaccine type as over-order quantity, No N/A Not currently implemented. match up with the inventory for the patient.
under-prder quantity, or damaged. The State accepts vendor response.
The Solution must ave ability for State (o inform distributor of over quantities .
86.44 received, under guantities ::ceived. o damaged order. ‘ No WA Not corrently implemented. The State accepts vendor response.
The Solution must ave ability to alert the Administrators of discrepancies in received .
BEAS | rders. i " Admints i No N/A Not currently implemented. The State accepts vendor response,
06.46 |The Solution must have ability to return order to the Immunization program, Yes Standard Pro_videfs are able to submit Returns to Program for
) review and approval.
a7.1 The Solution must have vaccing inventory capabilities that manage a universal State Yes Standard we are currently working with at least two other universal
. like New Hampshire states,
7.2 The Solution must have vaceing inventory capabilities that manage {aduit} private ves Standard Private vaccine inventories can ba managed, but ordering
and State inveniories. is Qutside the system
Need to be able to print from City Health
Department (Nashua and Manchester) the
ten {10} and Regional Public Health Network
. - . . [RPHN) jurisdictions, For the two "major™
87.3 Th.e $¢_:I|.!tnon must have 2bility 1o print current inventory list at provider, State, and No N/A Definition of "jurisdiction” is not clear. cities Nashua and Manchester, they are their
jurisdictional levels.
own networks, but the network oversees the
greater Nashua and Manchester areas and
not just the specific citles, State will need it
separated out - cities on their own and the
RPHN. The State accepts vendor response,
B7.4 |The Solution must have ability to display cufrent provider inventory. Yes Standard
There are dashboards, which the State
i inquired if this can be done by the regional
87.5 Requirement unchear .
The Salutian must have opening dashboard which displays pertinent information public health network. The State accepts
regarding vactine inventory and/or coverage. vendaor response.
87.6 The Solution must have ability to display inventory by vaccing type and funding ves standard
SOurCe.
- The Solutien mu.st have ability to query the inventary system/function by funding ves standard
source and vactine type.
878 The I50~lmion must have ability to nzeﬂect inventory decrementing as vaccines are Ves Standard | Both via Ul and HL?
administered and reported (real-time).
The Solution must have ability to decrement vaccine inventory, regardiess ofl
B87.9 |patient’s 1S active status, inchuding but not limited to the vaccine type, dose level, Yes Standard
by funding source, and by lot number.
The Solution must have the capability for a user 10 enter  refrigerator count and
8720 reconcile differences in invem:ry. N * ves Standard
8711 The Solution must have ability to capture and display provider refrigeration storage He N/A
capacity/capability, T,
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interface Businéss Requirements

submission of administration data.

The $olution must support secure fite transfer transport methods inChading but not

Unclear how this is different from 87,20

B7.12 |The Sctution must have ability to produce an inventory reconciliation report. M Yes Standard
87.13 The Sc!ulic.m must allow the user to attach usage reports to an inveniory M No N/A
recongiliation report.
B7.14 The_So!.uuon must have ability to display alerts/notifications for vaccines nearing " Yes Standard
expration.
Th U ili I f i
8718 [ So!uuorT must haYe ability 1o track, at State level, borrowed doses of vaccine " ves Standard
with reclassified funding sources.
Th hiti I I i madif antity K
8916 elSo hrtion must al l_ow user, at State level, 1o assign and ify quantity for M ves standard [Also available to providers
expired/lost/wasted inventory using inventory adjustment codes.
B7.17 The Solution must have the ability to track and notify Administrators of manual ™ No N/A
""" |changes toinventory. The State accepts vendor response.
. . . We have a report that lists the number of wasted doses fod Alerts/notlfication are needed when there
Th L n h hi il h I f t {
B7.18 |, e Solution must have the abllity to determine the total cost of wasted vaccine peq M No N/A each vaccine at a clinic, but the total cost would need 1o |are changes to Inventory. The State accepts
inventory for NHIP.
be manually calculated. vendor response.
B7.18 The Solnfuon must ha\_fe temperature kog reporting capabilities with a warning M Yes standard
mechanism when temiperatures are out of range.
The Solution must have ability to automatically decrement vaccine doses as| .
87.20 Y tandard .
vaccinations are recorded, whether through the user interface or an EHR system. M b 5 d Repeats 7.8
87.21 The Solution must have the capability to auto decrement the inveniory upon M

.1 M Yes Standar
B8 limited 10 federally mandated Encryption. ¢
luti h includi t Emit
B8.2 The Solution must support web service transport methods including but not limited M Yes Standard | Currently HTTPS only.
to federally mandated Encryption,
The Solution must support Direct transpart methods including but not limited to .
3 M No NfA . .
B8.3 federally mandated Encryption. /i Direct protocol not supported, and is not recommended The State accepts vendor response.
B8.4 |The Sclution must have the ability to import from Electronic Health Record systems M Yes Standard {via HL?
i [ k to the
B8.5 |The Solution must provide functionality for batch HL? messaging. M Yes Standard Mote that b‘,“'h messaging reduces feedback o the
sender, and is not a recommended approach.
B8.6 |The Solution must provide functionality for real-time HL? messaging, M Yes Standard
Unable to find a reference to this local IG to verify. We
B5.7 The Solution must have ability to store and display all 115 Core Data Elements as " No N/A support the national standard HL7 1G 2.5.1 v1.5, and all US
L listed by New Hampshire HL7 implementation Guide. core data elements. Per AIRA AART testing, we provide a
best-in-class HL7 engine for IS, The State accepts vendor response.
The Solution must have the ability tO generate accurate error message in
B88.8 |appropriate format in case of a record query failure in accordance with current LY M Yes Standard
implementation Guide. :
" i ool " -
88.9 The Solf.ntnon must have.abn ity to automatically accePt da a and update a patient " Yes standard
record in accordance with current HLY implementation Guide.
83.10 The Solu.mn must have a.bmty to create and send em".u mes.sages in designated M ves Standard
formats in accordance with current HL? Implementation Guide,
83.11 The Solution n"lust have ability to log error or ackl:um!edgemem messages in " Yes Standard P
accordance with current HL? tmplementation Guide.
Th » il wl
g1z |! e Solution must have ability to fiter or sort error _or acknowledgement messages M Yes Standard
in accordance with current H17 Implementation Guide. .
88.13 |The Sotution must have ability to view response files, M Yes Standard
88.14 |The Solution must have ability to log user views of received response files, M No N/A Requirement unclear. The State accepts vendor response.
The Soluti {low 11! Ff to vi messa;
88.15 & Sotution must Allow 115 Staff to view current and past error message(s for a M Ves Standard .
user in accordance with current HL? Implementation Guide.
Th futi | i [ il
BA.16 e 50 l:ltlon must 3 !ow user to man?a Ity modify a data ercor in the IS and ™ ves Standard
resubmit the record in accordance with current HL7 Implementation Guide, T
f{
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88.17 The Solution must support an interface with SNS or other State inventory M No N/A -
. management system/function. The State accepts vendor response.
88.18 The Solution must have ability 1o interoperate with other inventory systems through M No N/A )
’ a predefined APl or Open Standards interface. The State accepts vendor response.
. - . - . th he vital Records interface is one of th
The Sclution must have ability to receive "real-time™ records from Vital Records for Creation of the Vital Recor _s " ' N
g8.19 |, . R M Yes Custom  |standard tasks for onboarding a new state, Costs ire
birth, death, adoption, and name change events. 3 o
included in this response.
The specific format and interface to be used are
B8.20 |The Solution must have ability to ac files f Vital Records in multiple form M ¥ Stom
ust have ability cept files from Vital Recards in multip ats “ Co determined during early JAD sessions during onboarding.
The Solution must have abili detect if a newborn r i dora
eg.21 v v . ity to I . v ecord s a new record or M Yes Custem  |VR import rules determined during JAD sessions
match/update to an existing record or a duplicate.
The Solution must hav ility to mateh an existing record with incoming vital . .
88.22 ave ability sting coming vi M Yes Custom VR import rules determined during JAD sessions
record data,
The Solution must have ability to use new vital d data to update patient
88.23 . ity to use new vital secor ue st M. Yes Custom  |VR import rules determined during JAD sessions
demographic data. .
BS.24 |The Solution must have ability to capture date of death from vital records data. Y] Yes Custom  |VR import rules determined during JAD sessions
B8.25 |The Solution must provide functionakity for batch HL? messaging. M Note: Duplicate of 88.5
B8.26 |The Sciution must provide functionality for real-time HL7 messaging. M N Note: Duplicate of B3.6
88.27 |The Solution must support Secure File Transport-based data exchange. M Yes Standard
The Solution must support data exthange based on the Direct protocol .
. M Ny N/A i t .
88.28 {http://directproject.org/). 0 d Direct protocol not supported, and is not recommended The State accepts vendor response.
The Solution must s data exchan ices and Simple Objec
88.29 u upport [ ge based on web services and Simp ject M Yes Standard
Access Protocol (SOAP).
Th lution must provide the abili i t from an, MR/EHR
pg.30 |1 olution must provide the ability to import from and export to EMR/ M Yes |[Standard |HL7is the standard mechanism
systems.
Th lution must provide functionality to extract and send an im izath
pa.31 || Solution must provide functionality to extr an immunization M Yes [Standard |via HL7 today; a REST APLis forthcoming.
forecast to an external application.
Ihe Soluti low barcod i 4 " - g N iable in Web anpli ’ but wieh AFIX reports take place of the CoCASA
B8.32 & Solution must allow barcode scanning and recognition utilizing current 1-0 an M No N/A n.l currently available in V.Ve appl tcaut.)n. ut \Ive ave reporting. The State accepts vendor
2-D baicode standards. built support for barcodes into our Mobile solution.
response,
B8.33 |The Solution must provide Optical Character Recognition from scanned forms, [s] No N/A
08.24 " No N/A Import, especially, requires significant business rules
- Solution must have the ability to import and export configurable flat files. processing.
88.45 Solulion_must valida‘te if 3 User wants t?.terminate the session prior to terminating M ves Standard
the session due to time out or user decision.
vendor to provide interoperability specifics and record layout for the following:
file fi i
B8.34 {Vaccine Tracking System (VTrckS} in accordance with EXiS specifications M Yes Standard :::enﬂy support allstandard fite farmats supperted in
. Format TBD. An all on i ided i
B8.35 |NH Medicaid Management Information System (MMIS) M- Yes Custom 4 N ocation is provided in the quote based
on reguirements TBD.
TAD. An allocation is i in th.
B8.36 |New Hampshire Vital Records System M Format ! BO. An allocation is provided in the quote based
on requirements T80,
Fi TBD. ion i i in th ote ba
B8.37 |New Hampshire Enterprise Data Warehouse Yes Customn ormat X An allocation is provided in the qu sed
on requirements TBD.
88.38 |Electronic Health Records Systems Yes Standard |HL? is the standard mechanism
. Fi t TBD. ion i [
B8.39 [National Provider Identifier (NP1} Yes Custom orma ) An allacation is provided in the quote based
on requirements TBD.
. An all ion i ided i
B8.40 |New Hampshire Electronic Disease Surveillance System {ND EDSS5) M Yes Custom Farmat TBD n allocation l.s prowi .d in the quote ba{ed
on requirements TBD. HL7 is potential no-cost alternative,
Contractor Initials: L:
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Via HL7. We are currently the only NS provider with a
lworking interstate interface utilizing the ONC HUS.
BB.42 |New Hampshire Health Information Organization (NH HIO} M Yes Standard [Via HLY

B8.41 |Various State 1ISs M Yes Standard

_ VAERS does not support an automated interface.
Currently, the VAERS system prefers a manual web
submission, but it also supports an uploaded fillable POF.
88.43 |vaccine Adverse Event Reporting System (VAERS) M No N/A we have evaluated the potential of pre-fitling this POF
format, but it is not a system standard and may be prane
1o errors, Currently, the adverse events handling in WebiZ
links the user to the manual web forms.

The State accepts vendor response.

Reports Business Requirements o .
The Solution must have ability 1o store report templates using past user-defined

B9.1

parameters or 115-defined parameters. M No NfA Not currently available.
B9.2 |The Solution must alow user to select from a list of predefined reports. M Yes Standard
B89.3 1The Solution must allow user to choose parameters for reports. M Yes Standard
We have several mechanisms to accomplish this, including
89.4 The Solution must have ability to generate an ad hoc report based upon selected the ability for a knowledgeable user to write custom
: parameters. queries that can be scheduled and viewed within the
M Yes Standard |application,
Ba.S HThe Solution must have abikity to display and/or aggregate data based on user

role, - M Yes Standard

Statistical tools are not built-in, but we provide an ad hoc
extract that can easily be imporied Into a tool like SAS.

B9.6 |The Solution must have ability to perform a statistical analysis on existing data. tedgeable users can also write custom queries

M No NfA against the OLTP or Datamart databases,
9.7 The Solution must have the ability to generate VFC accountability reports for -
) managing VFC invenlories and orders. M Yes Standard
go.8 The Solution must have the ability to generate a doses administered report that
tracks at the dose number level in the vaccine series, M Yes Standard
9.9 The Solution must have the capability to determine active and inactive statuses en
patients for reporting accuracy. M Yes Standard
89.10 The Solution must have the capability to generate a report describing the number o
patients declining or refusing vaccinations. M Yes Standard
89.11 The Solution must provide users the ability to generate coverage reports on their
Ipatient population by age, vaccine series and vaccing type. M Yes Standard
The Solution must provide users the ability te generate coverage reports thay
B9.12 |display the number missed opportunities, the number late but up-to-date, and the
number of invalid doses. ' M lves Standard |Via AFIX/IQP standard reports !
.- B9.13 |The Solution must allow user 10 select data parameters for report generation. M Yes Standard

Most reports have pre-set output options (PDF, Excel,
M No N/A CSV). The latter two can be filered alfter extract. The State accepts vendor response.
Most reports are generated in real-time, Soma reports are
generated as a scheduled task off-hours (e.g.,
reminderfrecall). Custom queries can be setto runon a

£89.14 |The Solution must allow user 1o select report output parameters.

89.15 |The Solution must allow user (o choose a time that report will be generated.

Y] No N/A schedule following standard ¢ron settings. The State accepts vendor response,
80.16 The Solution must have ability for System to determine if the report ¢an be This is a desirable feature in our roadmap, but not
immediately generated of if it must be delayed based on size. L No NfA currently planned or scheduled, The State accepts vendor response.
89.17 The Solution must have ability to prompt user to confirm the generation of a report
at a later time if required. M No NfA The State accepts vendor response.
B9.18 |The Solution must have ability to save, display, or print report. M Yes Standard
B9.19 |The Solution must have ability 1o produce reports in multiple formats. L] Yes Standard

Contractor Initials:
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89.20 The Sclution must allow System Administrator to hide System standard reports to Access Lo report categories [containing multipte reports}is

i business users. Yes Standard |set at the user fevel

N | i i 3
B9.21 |The Solution must allow System Administrator to modily System standard reports, No /A The State accepts vendor response.
BY.22 |The Solution must allow user (o delete a user-defined report. Yes Standard |Applies to Query Manager
85.23 The Solution.myst allow user to delete and/or modify data elements within a user-

) defined report. Yes Standard |Applies to Query Manager
B9.24 The Solution must have ability to generate user-defined or customizable reports £9.22-24 enabled through a query manager, which

i based on configurable parameters. Yes Standard |requires SQL expertise.
89.25 |The Solution must allow user to return 1o and modify report criteria. Yes Standard
89.26 |The Solution must have ability 1o verify that the report Is in the correct format. Requirement unclear
89.27 |The Solution must have ability 1o send repon by email. No N/A Can be sent as attachment in external amail system The State accepts vendor response.
89.28 The Solution must have ability Lo export data in sefected file formats, including POF

) and CSV. Yes Standard |Excel (¥15X} format is becoming standard
89.29 The Solution must have zbility to export data that is interoperable with statisticai

’ analysis Software. Yes Standard
89.30 |The Solution rmust have the ability to create error file reports. Requirement unclear
B9.31 |The Solution must exclude all records with an inactive status from coverage reports Yas Standard

AFIX reporting capabilities have replaced the need for

. Th } h he ability to generat . CASA
B9.32 e Solution must have the ability to generate CoCASA reports No N/A c The State accepts vendor response.
B9.33 |The Solution must have the ability to export files that can be imported into CoCASA, Yes Standard
£9.34 The Solution must have the ability 1o generate patient lists, including randomized All standard AFEGIQIP reports are supported, but not

i patient lists, for AFIX methodologies. No M/A randomized lists. The State accepts vendor response.
B9.35 The Solution rmust have the ability (o capture information about AFIX feedback we do not currently track AFIX feedback information or

) 183ults, site visit summaries, e1c. No N/A site visit summaries, The State accepts vendor response.
89.36 The Solution must have the ability 1o generate a listing of AFIX feedbacks by

- jurisdiction (including: Pin, Clinic Name, Assess Date, 5tafl) No N/A we do not currently track AFIX feedback information, The State accepts vendor response.
89.37 |The Solution must have tha ability generate AFIX reports based on jurisdictions. No N/A Meaning af “jurisdiction” is not clear. The State accepts vendor response.
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N StRuinments

'APPLICATION REQUIREMENTS

“Vendor .

Z ,State and veandor

Req K

GENERAL SPECIFICATIONS

Requirement Description

State and Vendor Agreed upon Comments

N Current industry standard protocol For access to data in
immunization information systems is HL7. Preferred
. version is 2.5.1 v1.5, and is lully supported. Most recently
ALl ::: Sohutian m‘:" h'“:::"_“’ "_“::"'“ “”':":::]‘“"d"ﬂ’ sccess protocal Yes | Standard [deprecated varsion is 2.3.1, and fully supported, but with
had t 0 the comme: . fewer features than 2.5.1. Emenging standard is FHIR,
which is prototyped and may be in production by yesrend
2020 (andardaten issues pending).
Th‘_ Sohh.r.ion r:uun have ‘::. “;'h:. in mmm sonal or b ' wnr“:hmkr m Database Is SOL Server Enterprise Edition version 2016 or
AL2 'M:: rd’ :;:lu::w cont. X L with € - '“"ft:"o at do:n“::m bt tead Yes Standard |later. AN data structures are documented kn data
standards. Data is not subject 1o any copyright, patent, trademark or other trade dictionaries provided to clients.
secret regulation.
Historicalty, WebiZ was built using ASP.Net with the Wab
Forms development pattern, More recently, new
413 |Solution must include web-based graphleal user interface {GUI} technologles. Yei Standard [developmaent has emploved the MVC pattern. Both
patterns utilize Bootstrap for consistent styling, but tha
MVC camponentry has 3 more modern look.
The Solution's Web-based interface must be ible and in con, with 3
AL4 | 1ha following W3 standards: HTMLS, €55 1.1, XML 1.3 Ne N/A  |WebIZ supparts all modarn browsers The State accepts vendor response.
The solution contains 3 module intended for rapid entry
of minimal data by jurisdiction staff, but it will need to be
T vetted by the State to determine suitability. Currently, no
s [ e v e o | e o ccaertas v i,
N manually keyad information and scanned ba by e * but could be added (to date, other custornars have not
usars- been able to agrae on needed functionality}. Bar code
scanning it incorporated Inte sur Mobile solution, but it
represents 3 different modality from rapid data entry. The State accepts vendor fesponse.
Vandor must maintain the data entry user interface with goal to maintain vass of
ALS |use and intuitiveness of the interface as well 23 10 reduce the number of screans Yes Standard
ard Interactions ¥ 10 complete taghs.
AL7 Solutbon musgt un on all curre_nw manufacturer-supported versions of Windows Yas Standard
and OSX operating sy wia web interface,
Vendor must maintain Sclution’s Web-based interface to keep it compatible with o s Envizions raferance platform, but I, Edge,
Al8 [curent versions of most commonly used browser Softwars, such s internet Yes Standard Fitefox and Safar are tested reguiarly
Explocer, Microsaft Edge, Safari, Google Chrome., and Mozilla Firefox. . * )
Parts of the solution have been modified to inchude
responsive behavior, but many remalning parts of the
application expect a wide-screen, data intensive Bayout,
3 11ibbe
Tha Solution's Web-based interface must support Android, 105 and Windows- and ace _Ml responsive. AN screans should ba acce
Al9 based wirelazs handhekt devices for field or clink Inpat Mo N/A  |vis mobile devices, but user axperiences may not be
wireless vices for npat. optlmized for activities requiring more data presentation.
Note that a Mabila varsion designed for iOS tablets [s
available, but Is intended for remote, disconnected use
such as mass clinkcs, The State accepts vendor response.
0
We are currently under contract to deliver 31 LDAP
* authentication extension to the fystem, bt it would only
A21 [The Solution must support Single Sign-On user Access Control. No Future |apply to thoss users managed under the organization’s
AD. This may of may not addrass the State’s
requirements. The State accepts vendor response,
Tha Solution must verify the identity or authenticaze all of the system client The vendor is authenticating users and limiting their access based on role,
A2.2 ]applications before aliowing usa of the system to p sccets (o inapproprl No N/A  |Requirement unclear, Communicating in-between servers, elc, is being followed through best
or confidential data or services. practices_ The State accepts vendor response,
Contractor tnitials:
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Attachment 1: Project Requirements

¥ . T = - : - . Vendor | Delivery - — N TR A
Req ¥ Requirement Description v Criticali - cem ts -
ea equirem sicTiRLs Heality Response | Mecthod L. Coc:nmm S . _ % - -
ton ify the & i i ¥
The Solu! must verify identity and authenticata all of the system’s human Permissions are granted by user, role, e and specific
A2.3 {users before allowing them to use Its capabllities to prevent access to M Yes Standard N
N : N security function.
inappropriate or confidential data or servkes. .
A2.4 |The Solution must enforce unique user names, M Yes Standard
The Sclution must enforca complex pasywords for Administrator Accounts in .
. M h{ Standard ssword forcad globally if ired.
A5 accordance with DolT's Statewide User Account and Password Policy hid andard |Complex pe s ors anforcad globally if required
The Sclution must enfores the use of complex passwords for general users using
A2.6 |capital letters, numbers and special characters in accordance with DolT's Statewide M Yes Standard
User Account and Password Policy.
a27 The Solution must encrypt passwords in transmission and at rest within the M Yes Standard |Uslng SHAS12
database,
The Solution must establish ability to explre passwords after a definite period of
A28 |[time in accordance with DoiT's Statewide User Account and Passwerd Policy. L Yes Standard
A2 The Solution must provide the ability to Hmit the number of peopie that can grant M Yes standard User administration is a spacific function, generalty
" |or change avthorizations. Jlimited to program siaff,
. Hlish abil 3 |
A2.10 The S.o!ullon must abitity to session t tiufin‘ periods of M Yes Standard
inactivity.
The Solution must not store authentication credentials or sensitive data in its code. Credentials and similar sensitive data have recantly baen
AZ11 M Yes Standard |moved to an encrypted database table, and soon will
move to the Azure Key Vault service.
42.12 The Setution m.uu log l-ll attemnpied accesses that fall identification, authenticstion M Yas Standard
and authorization reguir
The Solution must log all activities to a central sarver to prevent parties to
A2, M ¥i Standard
21 application transactions from denying that they have taken placs. o anaa
Allkogs for the Seiution must be kept for 12 ths. Logs are generalty archived atter 90 days for performance
A2.14 M Yas Standard |reasons, but the archived records are available onling in .
real-time. Permanent deletion policy is site-dependent.
4215 [All history tables for the Solution must be kept for <> M Yas Standard |History tables are typically kept indefinitely
The Solution must monitor for out of ordinary activity. After further discussion with the vendor, the State accepts the monitoring
A2.16 P No N/A  |Requirernent unclear. .
B provided by the vendor.
The Solution must allow a human user to explicitly terminate a sassion. No Remaining cookies- Authenticated user what user they are, as well as
remnants {&.g. cookies, cache, etc.) of the prior session should then remain. other examples can be provided, Maore of a clean up if they explicitly
A2.17 [ No N/A After session tarmination, some cookies may remain . N . . .
terminate session. Less if they close the screen. Envision: All cookies are
encrypted. The State accepts this response.
A218 The Salution must validate if 3 User wants to terminate the session prior to M Yes Standard A warning is issued prior o the standard timeout period
) 1erminating the session dua %o time out or user decision. expiration
vendor must provide 3 Securlty Strategy describing Vendor's approach to Every different state supported would be difficult to ensure each siate
managing information security risks for the Solution, This security strategy wil does approvals before enhancements and changes. Concern over approval
ensure that Solution and Data are secured according to HIPAA Security Rule, WeblZ is COTS software, and we sre uniable to comply loop of new releases, DOIT- This is primarily for custom work. Envision-
A2.19 |Faderal Information Processing, Industry, and New Hampshlre standards. Strategy M No N/A  |with State review and approval for all anhancements and | Tries to buttd for the common good as priority. Focus en OTS solutions.
must address Yendar's approach to accountability, risk management, legal and changes beyoad narmal UAT. State can go in and approve any areas that apply to the state in the UAT
best practics compliance, and technical sacurity, State raview and approval is environment, State can turn off and on. State also invited to exploratory
required for all enhancemants and changes. sessions. The State accepls this response.
?Iev'vdor must develop a Securj!y Plan e‘m:omplsslnl l.hz topics of workforce, \WebIZ Is COTS software, and wa are unable to comply
incident reporting, and technical security of information assets throughout | ,
A2.20 ) M No NfA with State review and approval for all enhancemants and
lifecycle {creation to destruction). State review and approval is required for all ha beyand normal UAT.
enh and changes. changes beyanc nol : Same as 3 above. The State accepts this response.
Vandor must provide a detziled Physical Security Design for Contractor controlled
hosting facility. Physical Security Design must address namative description of N . . . .
A2.21 |environmental security ingluding perimeter security and entry conteols, alarms, M No NfA ;’:n:‘l_‘::::wu“ ::::mdkby Microsoft's Azure . i
and menitering, State review and approval is required for all enhancernents or * an e poRcy Vendor has provided security documentation, the State may request a
changes, tour of an Azure Security facility. The State accepts this response.
Contractor Initials: Cij
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Attachment 1: Project Requirements

) o vendor | Delivery — i y ~ -
Req ¥ Requir t Descripti icatl ments te and Vendor Agreed u| Comrents
eq equirement Description Criticatity Res e Com State and Vendor Ag upon
Vendor must develop a detailed Logical Security Design for 1S comperter and
network systems. Logical Security Design must address namative description of
A2.22 |logical security controls inckading Heation security, i mapsgement, host M Yos Standard
hardening, anti-virus, remote access, Encryption, monitoring, snd reporting. State
review and approval i required
Note that Ervition controls the logical security design and
A2.23 Vendor must implement and docurnent 3l procaduces and features described in " ¥ Standard can providae a pian, but tha physical security design is
) 1he Physical and Logical Security Plans security configurations. . Micresoft's responslibility In Azure Govt, and s a closely
uarded secret.
AZ.24 |All Soltware and Hardware must be frae of malicious code. M Yas Standard |
A2.25 [Selution must pot validate nor requirs an emadl for user sccounts, M Yes Standard Emall may ba required for cartaln funcionality, such as
self-sarvice registration.
A2.26 Vendor mun not use Softwiare and System Services for anything other than they " Yes Standard
are designed for, -
The Solution Data must be protected from unauthorized use when at rest Database is encrypted at rest via SOL Server Transparent
A2.27 M Yes Standard |Dats Encryption, using AES256 cipher. This covers Data,
Log and Backup files
A2.28 The Solution mus} Leep any sensitive Dats or communications private from " Yes standard
unauthorized individuals and programs,
AZ29 Subsequent mhamen.nenu or upgrades 1o tha Solution must not remove or ™ Yes standard
degiade security requirements.
A2.30 Vendor raust wtillze change management documentation and procedures " Yes Standard So.un:c controd and change urdlr-s managed through
Microsoft Team Foundation Services,
Contractor Initials: L:
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TESTING.

Vendor

State and Vendor

- Regubrement Dasoription

APPUCATION SECURITY TESTING

Penetretion tests of the gener apphicathon are conducted
by 4 third party annually, Wl desired, & pen tett of the

State and Vendor Agreed upon Comments

STANDARD TESTING

The Vendor must test Lhe Software and the system uiing an industry standard and

1 All components of the Solution must be reviewed and 1ested to ensure they protecy Yo State's specilic virtion in the hotted #trironment can be
the State's web tite and lts telated Data. conducted prior to go-live,
The Vendot muit be ke Fiw prorvicling o kor of secuarity testing, 4
e { Tasts must focus on The technical, sdministrstive and physoal security Yos Standard
contsols that have been designed into the Syilem srchitecture in order Lo provide
the v confidentiabty, integrity and svailabik
{Provide evidence that supporis the fact that and Austh
ni teiting M? [ u(fnl!y Aished, bisning inlermlu'um sbour] Mo iA Recuicement unchesr.
thows perties aempting 1o log onio 3 system or for security
and the vakdation of users Vendor maintaing lkogs of 2l login attempts.
T4 Test for Actess Control: supports the managemaent of parmissions for logging into} Yes Standard These speafics Lests ten be tonducted by the State during
Salutivn. UAT.
T1s |Fest foe encrvption: supports the encoding of daty for security purposes, and for| Yes Standard These spedfics tests can be conducted by the State during
the sbility 16 sccess the data in » decrypted lormat from required tools. UAT.
11§ Tewl the Detection; the d lon of & bon into Sotution. Yes Saandased 'I:::c specifics teats can ba conducted by the State during
7 Tasl the Verification lesture: supports the tonfumatlon of authority 10 enter 3| Yo Standard These specifics tests tan ba conducted by the Stats duning
Sohution. UAT.
s Tesl the Ui Mansgement feature; supporls Lhe adminittration of Solution. Yes Stondard These specifics teits tan be conducied by the State during
AT,
Test Role/Priviege Management; supports the granting of abilities to users o Thee sgeciflics tests can be conducted by the State during
LY ) Yey Standard
froupt of uters of Sobution. UAT,
Twst Audht Trall Capture and hysi: the i wrnd itoring o Tharse specifics trsts can be conductad by the State duning
110 | irvtins within sohution, Ves | Mandaed |y
Test Input Velidation; enares the doation i pretecied from buffer overflow, . -
TL11 |crosssite scripting, SQU injection, and unauthorized sccess of files andfod] tes | stendara ::‘T“ spedifics testa can be conducied by the State during
direciovies on the server.
For web i eniure the apphcation has been teited and hardened o
1.1.17 |prevent eritical apphication security Aaws. [ At 4 minimum, the application must be Yoz Standard |Verified during annusl penetration testing, at & minimum,
tasted against all aws outlined in the Open Web Application Security Project
(OWASP) Top Tan (hitpi//www.owasp. ol gfinder. php/OWASP_Top_Ten_Project)y
Provide the 5tate with validation of Ird party security caviews performed on the|
fication and system The review may inchude & comblnation of]
TL13 |winerabitity scanning, penetration terting, static snalysis of the sourte code. and Y Standerd
enpart code raview (please spedly d methodalogy in the Feld).
Prios to the System being moved into production, the Vendor must provide results
T1.14 |of sfl vecunity testing 1o the Depertment of iaformation Technology lor teview snd Yo Standard
CEpLanca.
Vendor must peovide d d e lor migrating apph
T1.15 |moditications Hom the User Teut 10 the Prady Ho N/A This activity is Envisions responsibilty.
Emvironmant, Vendor is responsible for migrating from UAT testing to Production.

| appropriste 11t seripts lof the Solution.

21 Ly sre aporoved tesing methodology a3 mors fully describad In Section G-2 of RFP. Yoo | Stendad
122 The Vendor must perform spplication strtis Leiting and tuning & morw fully Yeu Standard
Jdescribed in Sectien G-2 of RFP. i
- nnvgnduﬂfwvmddc documented procedure for how to syne Production with Ve s 4

2 specific 1eszing environment,
12,4 |The Vendor must define and test disaster recovery procedures. Yei Standad
7 The Vender must provide the Suave Project 5tafl with, or assist in development of Yo i d

DelT ¥ 2020-025
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~_ State Requirements

HOSTING-CLOUD REQUIREMENTS

State and Vendor

Requirermnent Description

State and Vendor Agreed upon Comments

OPERATIONS . R .
Vendor must provide an ANSI/TIA-942 Tier 3 Dats Center o equivalent, A tier 3 All hosting will be conducted In Microsoit's Azure
data center requires 1} Multiple independent distribution paths serving the IT Government Clowd (see buips:f/decs.mitrosoft.comfen-
H1.1 |equipment, 2) All IT equipment must be dual-powered and fully compatible with the M Yes Standard  |us/azure/security/security-microsoft-trust-center)
topalogy of & 1ite's architecture and 3)Concurrently maintainable site infrastructure
with expected availability of 99.982%
Vendor must malntain a secure hosting environment providing all necessary AN hosting will be conducted in Microsoft's Azure
HL.2 Hardware, Software, and internei bandwidth to manage the application and " ves Standard Government Cloud [see https://docs.microsoft.com/fen-
" |support multiple concurrent users with permission based logins. usfarure/security/security-microsoft-trust-center)
The Data Center must be physically secured — restricted access to the site to Al hasting will be conducted in Microsoft's Azure
personnel with controls such as biometric, badge, and others security solutions. Government Cloud (see htips://docs.microsoft.com/ens
HL1.3 |Policles for granting access must be in place and followed. Access must only be Y] Yes Standard  |usfazure/security/security-microsoft-trustcenter)
granted to those with a need to perform tasks in the Data Center.
.4 Yendor must install and update all server patches, updates, and other utllities " Vas Standard
within 60 days of release from the manufacturer.
H1.5 |Vendor must monitor System, security, and application logs, M Yes Standard
H1.6 |Vendor must manage the sharing of data resources. M Yes Standard
HLT Vendnr-mus! manage daily backups, off-site data storage, and restore operations, " Yes Standard
H1.8 The Yendor must monitor physical and virtual Hardware, " ves standard Note: No monitoring of physical hardware bs permitted in
the hosting emvironment.
The Vendor must ensure all Documentation, application configuration, and
H1.9 [development resources associated with the Solution sre stored in the State’s M No NSA
Configuration Management Database. Inconsistent with requirement for a hosted COTS solution  |DolT accepts. Can obtain directly from the Azure website.
The Vendor must repart any breach in security In conformance with Siate of NH
X 4 . K
RSA 359-C:20 and HIP:AA 45 CFR §5 164.400-414, Any person engzaged in trade or Ervislon's normal process for handiing all notifications is 1o
commerca that is subject to RSA 358-A:3: must also notify the regulator which has
H1.10 M Tes Standard |alert the immunization program, and follow recommended
primary regulatory authority over such trade or commerce, All other persons must next steps t the time
notify the New Hampshire attorney general's office. )
The Vendor must immediately report sny significant performance issues or Breach
Hi.11 |of Security to the State of New Hampshire Immunization Program Director via M Yes Standard
telephone or Emalk,
The Vendor must operate hosting Services on a network offering adequate
H1.12 |performance te meet the carrent and any future butlness requiremaents for the M Yes Standard
State application.
H1.13 Vendor's hosted Solution must provide|abllity 0 mnlnl online, :e.l—:me Ufetime M Yes Standard |Most logs are archived on an agreed-upon schedule, but
data access all demographic records without negative impact to performance. archives are svallable in real-time online.
H1.14 Vendor's hosted Solution mus:fprovidn ability for all users to access the system M ves Standard | Provisioning of virmual servers wil be determined by )
without negative impact 1o performance. anticipated system load, and can be adjustad if needed.
HI.1S .v:ndor.'s hosted So!utjon. must pmvif!e ::"" 1o suppond any needed amount of " Yes Stardard |Provisioning of virtual servers will be determined by
imemunization records without negative impact (o performance. anticipated system boad, and can be adjusted if needed.
H1.16 |Vendor must manage the databases and Services on alf servers hosting the Solution, M Tes Standard
DiSASTER RECOVERY _ B : N s ) -
Vendor must provide d ed disaster ¥ plans thas address the recovery)| Note: DR requirements are typically declded during JAD
HZ.1 of lost State data as well as their own, Systems must be architected 10 mest the " s standard sessions based on site requirements. Some cost savings
: defined recovery needs. may be available if TTR requiremnents are refaxed.
Pt 4 m
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Vendor must provide and adhere 10 a defined and documented back-up schedule Ervision also uthlizes Azure SQL backup, which intetligently
H2.3 |and procedurs. Yes Standard |creates incremental and full backups based on dats
changes and passage of time.
H24 -Bxk-up coples of data are made for the purposs of {acilitating a restore of the data ves standard
in the event of data loss or System falhure.
Scheduled backups of entlre Sotution must be completed reguiarly. The minimum
H2.5 |acceptable frequency is differential backup daily, and complete backup weekly. Yes Standard
Back-up media must be securely transferrad from the site to another secure Standard practice Ls localty redundant storage [3x, on
H2.6 |kcation to avold complete data loss with the loss of a facllity, No Custom  |different storage wnits in same data center). At added cost,
these can be made geo-redundant. Same as H1.9.
Data eecovery = ln the event that recovery back 1o the last backup is not suffident
to recover State Data, the Vendor must employ the ute of database logs in addition _
L backup medla In the restoration of the database(s) to atford a much closer to real es scandard Full and Log backups are taken regularly using Azure
time recovery, To do this, logs must be moved off the volume containing the Managed Backup and shipped to Arure Blob Storage,
database with s frequency ta match the business needs,
0
H3A The Vendor must employ seCurity measures that ensure that the State’s application Yes Standard
and data is protected.
H3.2 |AN Data exchanges must be encrypted. Yes Standard |HTTPS protocol with minimum TLS 1.0
All servers and devices must have currently-supparied and hardened operating
H3.3 1ystems, the latest anti-m.alwm and anti-hacker utilitles, The environment, as 3 Ves Standard
whale, must have aggressive intrusion-detection and firewall protection.
ANl components of the infrastructure must be reviewed snd tested to ensure they
H3.4 |protect the State’s Hardware, Software, and data. Tests must focus on the Yes Standard
technical, sdminitrative and plrsical security controls,
The Vendor must ensure its complete cooperation with the State’s Chief It is ¢ to We application pen tests in
H3S |information Officer bn the detection of any security vulnerability of the hosting Yes Standard  |cottaboration with Microsoft.
infrastructure.
The Vendor must authorize the State to perform scheduled and random audits, 1t is comman Lo arrange application pen tests in
H3.6 including security and vidnerabillty assessments, of the Vendor' hosting Mo NfA collaboration with Microsoft. However, access to the
infrastructure and/or the application upon request, hosting Infrastructure is highly restricted and generally not
lgranted by Microsoft.
All servers 3nd devices must have event logging enabled. Logs must be protected
H3.7  |with access limited to only authorired administrators. Logs must include System, Yes Standard
Application, Web and Database logs.
Operating Syttems {OS) and Databases (DB) must be built and hardened in
HIE | o cordance with guidelines set forth by CIS, NIST or NSA. Yes Standard
H1S The Vendor must notify the State’s Project Manager of any security breaches within s P
1w {2) hours of the time that the Vendor learns of their occurrence.
Envisions abifity to cover costs assoclated with » breach
The Vendor must be solely Gable for costs associated with any breach of State data are imited to the extent that we can insure against. Owr Reference the Exhibit P- DHHS !nlormatio:; Security
H3.1¢ |housed st their locations) including but not limited 1o notification and any damages No NfA coverage 1s Bmited to $5M per occurrence, Any additional ,
assessed by the courts. insurance coverage required beyond that amount will, Requirements
need to be pald for by New Hampshire,
The Vendor's System suppart and malntenance rmust commence upon the Effective
H4.1  |Date and extend through the end of the Contract term, and any extensions thereof. Yes Standard
The Vendor must maintain the Hardware and Software in sccordance with the .
H8.2 |specifications, terms, and requirements of the Contract, inchuding praviding, Yes Starwtyrg |1iOU8 that the hardware in the Microsoft Government
: ' " Ooud server envi is not under Envisions control.
pgrades and fixes.
The Vendor must repair or replace the Hardware or Software, or ..mv portion Note that the hardware in the Microsaf Government
a3 thereof, so that the System operates i accordance with the Specifications, terms, Ves Standard |Cloud server emvironment is not under E contral.
and requirements of the Contract,
We have, howeves, migrated (o newer hosts as nesded.
2 Tay
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H4,4

All Hardware and Software components of the Vendor hosting infrastructure must
be fully supported by their respective maradacturers at all times, All approved
critical patches for operating systems, databases, web tervices, #tc,, must be
applied within sbety {60} days of release by thelr respective manufacturers.

Yes

Standard

Ha.5

The State must have unlimited access, va phone or Email, to the Vendor technical
support staff between the hourt of 7:308m 10 5:00pm Monday through Friday EST
for non-critical deficiencies;

No

N/A

Our Denver-besed support desk operates from 7:00am to
5:00pm MST Monday -Friday for nan-critical issues, and
critical lssues are monitored Sunday through Saturday
7:am - 5:00pm MST.

The State accepts this response.

The State must have unlimited 24/7/365 access, vis phone or Email, to the Vendor
technical support staff when concerning critical deficlencies and system uptime.

NfA

Our Denver-based support desk operates from 7:00am to
5:00pm MST Monday -Eriday for non-critical 1ssues, and
critical i3sues sre monitored Sunday through Saturday
7:am - 5:00pm MST.

The State accepts this response,

H4.6

The Vendor response time for support must conform to the specific deficiency class
a1 described below or 33 agreed (o by the parties:

+ Class A Daficiency - Software - Critical, does not allow System to operate, no work
around, demands immadiate action; Written Documentation - missing significant
lpovtions of information or unintetligible 1o State; Non Soitware - Services were
inadequate and require re-performarnce of the Service.

« Class 6 Deficiency - Software - Important, does not stop operation andfor there is
a waek around and user can perform tasks: Written Documentation - partions of
Information are missing but not encugh to make the document unintelligible; Non
Software - Services were deficient, require reworking, but do not require re-
performance of the Service,

+ Class C Deflciency - Software - minimal, cosmetic in nature, minimal effect on
System, kow priority and/or user can yse System; Written Documentation - minimal
changes required and of minor editing nature; Non Software - Service: require only
minor reworking and do not require re-performance of the Service.

Customn

See 1ab ? for Enwision standard SLA terms

The State accepts this fespbnse.

H4.7

As part of the malntenance agreement, ongoing support issues must be responded
1o pccording 1o the following:

3. Class A Deficiencies - The Vendor must have availabie 10 the State on-call
1elephone assistance, with issue tracking avallable to the State, twenty-four {24)
hours a day, seven (7) days of the week with an emnall / 1elephone response within
one [1) hour of request; or the Vendor must provide support on-site or with remote,
diagnostic Services, within four [4) business hours of a request;

b, Class B & C Deficiencies —The State must notify the Vendor of such Deticlencies
during regular business hours and the Vendor must respond back within four (4)
hours of notification of planned correcthve action; The Vendor must repair or
replace Software, and provide maintenance of the Software In accordance with the
Specifications, Terms and Requirements of the Contract;

No

Custom

Ses tab 7 for Envision standard SUA terms

The State accepts thls response.

HAB

The hosting server for the State must be available as deflned by uptime
requirements, except for during scheduled maintenance.

Standard

Tha Azure customer SUA for all services is 99.5%, and
Envision matches that,

Ha.9

A regularly scheduled maintenance windew must be identliled {such as weekly,
manthly, or quarterty) st which tirme all relevamt server patches and application
upgrades must be applied. )

Yes

Standard

Typically this is coordinated with monthly application
patches, but our redundant hosting architecture allows us
to incrementally pazch as well.

H4,10

If The Vendor is unable to meet the uptime requirement, The Vendor must credit
State’s account in an amount based upon the following formula: (Total Contract
Itern Price/365) x Number of Days Contract [tem Not Provided. The State must
request this credit in writing.

Standard

Ervdsion will refund any monbes credited to us by Microsaly
tor any New Hampshire Azrure outages from Microsoft
Arure Government Cloud services ,

State has provided additional information in Exhibit B Price
and Payment Schedule,

Ha.11

The Vendor must provide documentation and utifize 3 change mansgement policy
for noilfication and tracking of change requests as well a3 outages.

Standard

H4.12

An outage will be designated when a business function cannot be met by s

nonperforming application and there Is no work sround to the problem.

Custom

See tab 7 for Erndsion standard SLA terms

The State accepts this response.

DolT # 2020-025

Contractor Initials:
Date:



The Vendor must maintain a record of the activities related to Hardware and
Software activities performed that affect the Sohstion and must report Monthly on
the following: Server up-time; AR charge reguests implemented, induding operating
systemn patches; All cutages reported including actual issue and resokution; Number
of deficiencies reported by class with Inlthal response time as well a3 time 1o close.

H4.13 M Yes Standard

The Vendor will give two-business days pror notification to the State Project Staff of
Ha.14 |3l critical changes/updates and provide the State with training due 1o the upgrades M Tes Standard
and changes.
The Vendor will give 8 30 days prior notification to the State Project Staff of all non- Training on new features may come in the form of

H4.15 |eritical changes/updates and provide the State with tralning due 1o the upgrades M Yes Standard |documentation, live webinar, andfar video content,
and changes.

Contractor Initials: ‘:
DolT # 2020-025 Date: Q g 2 2 g ZZDZD



Attachment 1: Project Requirements

State Requirements

SUPPORT & MAINTENANCE REQ

REMENTS

Vendor

State and Vendor ™ -

11

- Requirernent Description
& MA A REQ
The Vendor's System support and maintenance must commence upon the|

Effective Date and extend through 1he end of the Contract term, and any]
extensions thereof.

Criticality

Vendor
nse

Delivery
Method

Comments

. State and Vendor Agreed upon Comments

51.2

Vendar must maintain the-Hardware and Software in accordance with the
specifications, terms, and requirements of the Contragt, including providing,
upgrades and fixes as required.

Yes

Standard

51.3

Vendor must repair Software, or any portion thereof, so that the Solution)
operates in accordance with the Specifications, terms, and requirements of the
Contract.

Yes

Standard

514

The State must have vnlimited access, via phone o Email, to the Vendor technical
suppon staff between the hours of 7:30am (o 5:00pm Monday through Friday EST
for non-critical deficiencies;

Ne

NIA

Dur Denver-based support desk operates from 7:00am to
5:00pm MST Manday -Friday for non-critical issues, and
Icritical issues are monitared Sunday through Saturday
7iam - 5:00pm MST,

The State accepts this response.

515

The State must have unlimited 24/7/365 access, via phone or Email, 1o the Veador
technical support staff when concerning critical deflciendies and outages.

NfA

Our Denver-based support desk operates from 7:00am to
5:00pm MST Monday -Friday for non—critical issues, and
critical issues are monitored Sunday through Saturday
7:am - 5:00pm MST.

The State accepts this response.

516

The Vendor response time for support must conform to the specific deficiency
class as described below or as agreed to by the parties:

« Class A Deficiency - Software - Critical, does not allow System te cperate, no
work around, demands immediate action; Written Docurmnentation - missing
significant portions of information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of the Service.

» Class B Deficiency - Software - impartant, does not stop operation and/or there
is # work around and user can perform tasks; Written Documentation - portions of
information are missing but not enough to make the decument unintelligible; Non
Software - Services were deficient, require reworking, but do not require re-
performance of the Service.

= Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -
minimal changes required and of minor editing nature; Non Software - Services
require only minor reworking and do nol require re-performance of the Service.

See 1ab 7 for Envision standard SLA terms

51.7

The Vendor must make available to the State for review and use the latest
program updates, general maintenance releases, selected functionality releases,
patches, and Documentation that are generalty offered to its customers, at nof
additional cost.

standard

513

For all maintenance Services calls, The Vendor must ensure the following|
information will be collected and maintsined: 1} nature of the Deficiency; 2)
current status of the Deficiency; 3] sction plans, dates, and times; 4} expected and)
actual completion time; 5) Deficiency resolution information, 6) Resolved by, 7)
Identifying number i.e. work order number, B) Issue identified by, 9) Approved by]
State status, 10) Approved by, 11) Completion Due Date;

Yes

Standard

We will track all issues/requests through resolution in
SysAld. This includes: category, status, TFS ID, TFS Status,
I Al other information may be captured within

notes, but no specific fields exist to track the other items,

Contractor Initials: Gjm

DolT # 2020-025 Date:

2020
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Attachment 1. Project Requirements

| Reqy s

Requirement Descr_lptlon‘ .

Critlcality

Vendor
Response

Delivery
Method

) 'Sl‘ét.é_'ihd Vendor Agreed ubq‘n-cdfmeﬁts

519

The Vendor must work with the State to identify and troubleshoot potentialiy
targe-scale System fallures or Deflciencies by collecting the following information]
1) mean time between reported Deficiencies with the Software; 2} diagnozis of the
root cause of the problem; and 3) identification of repeat calls or repeat Software
preblems.

Standard

we typically provide the root cause for any large-scale
issues, but not mean time between reported bugs.

5110

As part of the maintenance agreement, ongaing support issues must be responded
to according to the following:

3. Class A Deficiencies - The Vender must have available to the State on-call
telephone assistance, with issue tracking available 1o the State, twenty-four (24)
hours a day, seven (7} days of the week with an email / telephone response within
one {1} hour of request; or the Yendor must provide support on-site or with
remote diagnastic Services, within four (4) business hours of a requess;

b, Class B & € Deficiencies —The State must notify the Vendor of such Deficiencies
during regulsr business hours and the Vendar must respand back within four {4)
hours of notification of planned corrective action; The Yendor must repair or
replace Solftware, and provide maintenance of the Software in accordance with
the Specifications, Terms and Requirernents of the Cantract;

No

[T

See SLATs & Cs

The State accepts this response.

51.1%1

The hosting server for the State must be available as defined by uptime

[requirements, except for during scheduled malntenance,

Standard

s1.12

An outage will be designated when a business function cannot be met by a
nonperforming application and there is no work around to the problem.

Standard

51.13

The Vendor must maintain a record of the sctivities related to Hardware and
Software activities performed that affect the Solution and must report Monthly on
the following: Server up-time; All change requests implemented, including
operating system patches; All outages reported including actual issue and
resolution; Number of deficiencies reported by class with initial response time as
well a3 time 10 close,

Yes

Standard

‘We provide monthly Azure status reports to all clients,
including uptirme metrics

51.14

In the develapment ar maintenance of any code, the Vendor must ensure that the
Software is independently verified and validated using 2 methodology determined
appropriate by the State. :

N/A

‘WeblZ is COTS software

State and vendor discussed development
methodology and testing, State accepts the Vendor
methodologies.

51.15

The Vendor must pariner with the State with possible solutions to resohe issues|
to maintain a fully functioning, hosted System.

Yes

Standard

$1.16

A regularty scheduled maintenance window must be identified (such as weekly,
monthly, or quarterly) #t which time all relevant server patches and application|
upgrades must be applied.

N/A

Envision prefers having some flexibility to schedule
convenient times with dlients for potential downtime in
their systems

Vendor will provide one week notification and
approval. State accepts this response.

51.17

The Vendor must give two-business days prior notification to the State Project
Staff of all eritical changesfupdates and pravide the State with training due 1o the
upgrades and changes.

Standard

51.18

The Vendor must give a 30 days prior notification to the State Project Staff of alt
non-critical changesfupdates and provide the State with training due to the
upgrades and changes.

Standard

§1.19

All Hardware and Software components of the Vendor hosting infrastructure must
be fully supported by their respective manufacturers at ail times. All approved
critical paiches for operating systems, databases, web services, etc, must be

{epplied within sixty {60] days of release by their respective manmdacturers,

Standard

$1.20

The Vendor must provide 3 method of upl
State's FTP site, as applicable.

ding and d foading files to the|

Standard

Need specification for file types to be transferred and
why.

DolT # 2020-025
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Contractor Initials: C L: M

Date:
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Attachment 1: Project Requirements

State Requirements Vendor o State and Vendor -
Requirement Description © - State2nd Vendor Agreed upon Comments
PROJECT MANAGEMENT L . _ N
P1.1 |Vendor must participate In an initial kick-off meeting to initiate the Project. M Yes Standard
Lz Vendor must provide Project Staff as specified in the RFP. o Yes Standard Vendor reserves to right to augment snd/or substitute
5 staff with Customer approval.
V:nd:r ::st‘suhmnlt a finalired w:vrr': chmnv:'llt}x tc\: [lflpdhavs lhe;ﬂ(‘.o:;nn A draft version of the work plan has been provided with
award and approval by nor - The Wor n must €. this response. A finalized work plan will be provided 10
without limitation, a detailed description of the Schedule, tasks, Delhy bk days after the inittal kickoHf meeting Is held and will be
PL3 u’itiﬂl.:vm:, u: dependendies, ": payment Schedule. The plan must be M No Standard (updated w}eklv unii the new system is deployed. At the -
updated no kess than every two weeks. point the IS Is implemented, the frequency of work plan
updates will diminish to a mutually sgreed to deltvery
frequency (bi-weekly or manthly a3 needed). The Stats accepts vendor response,
Vendor must provide detailed weekly status reports on the progress of the Vendor will provide detalled weekly status reports on the
PL4  |Project, which will Incude expenses Incurred year to date. L] Na Standard {progress of the project but the expenses Incurred to date
will be tracked in the work plan. The State accepts vendor response.
All user, technical, and System Documentation as well 85 Project Schedules, plans, In addition, documents may be provided in orlginal
PLS  [status reponts, and correspondence must be maintained ss project documentation M Yes Standard |applicathon file formats (e.g., Excel, Project, Vislo,
and riust be previded to the State in Woed or PDF foreat, PowerPoint, etc.)

Contractor Initials: ‘ U_

DoIT # 2020-025 Date:
6. PROJECT MANAGEMENT



Service Level Agreement

Severity

Definition

Critical
Respond within 1 hour

Total System failure
Major component is not working
Mission critical impact to business function

High

Respond within 4 hours

Associated function not working with no
workaround available
Moderate to severe impact to business function

Medium

Respond within 48 hours

System / functional error that can be bypassed
System / functional errors that occur outside
normal routine

Low to moderate impact to business function

Low
Respond within 72 hours

Suggestions {future enhancements)
Possible design problem
Questions

Low impact to business function/workaround exists

DolT-# 2020-025

CJm

Contractor Initials:
Date: O
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SAGE PURSUITS, INC. is

a Colorado Profit Corperation registercd to transact business in New Hampshire on May 22, 2020. | further centify that all fees and

documenits required by the Secretary of State’s ofTice have been received and is in good standing as far as this office is concerned.
! ' '

Business [D: 842769
Certificate Number : 0004920347

IN TESTIMONY WHEREOF,

I hereto set my hand and causé to be affixcd
the Seal of the State of Ncw Hampshire,
this 22nd day of May A.D. 2020.

William M. Gardner

Secretary of State”




CERTIFICATE OF AUTHORITY

I, Steven Jay Murchie, hereby certify that:
{(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory}

1. | am a duly elected Clerk/Secretary/Officer of: Sage Pursuits, Inc. dba: Envision Technology Partners, Inc.
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on May 1, 2020, at which a quorum of the Directors/shareholders were present and voting.
{Date) :

VOTED: That Claire Murchie, President {may list more than one person)
{Name and Title of Contract Signatory)

is duly authorized on behalf of Sage Pursuits, Inc. dba: Envision Technology Pariners, Inc. to enter into contracts or
agreements with the State

{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any &nd all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

hm

‘Dated: May 1, 2020

Signature of Elected Officer
Name: Steven Jay Murchie
Title: Secretary .

Rev.03/24/20



ACORDl ® DATE (MMDDYYYY)
CERTIFICATE OF LIABILITY INSURANCE

05/12/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lleu of such endorsement(s).

PRODUCER SONTACT  Chisty Fields
Denver Agency PHONE _ . (720) 257-7958 | PR Nol:
210 University Bivd, Suite 600 AL . christy@denveragency.com
INSURER(S) AFFORDING COVERAGE NAIC #
Denver CO B0208-4881 | \ueymera: Sentinel Insurance Co., Ltd 11000
INSURED NSURER B : Trumbull Insurance Company 27120
Sage Pursuits, Inc., DBA; Envision Technology Partners wsurerc: North American Capacity Ins Co 25038
7995 Prentice Ave. INSURER D :
Suite 305-€ INSURER E
Greenwood Village © CO 80111 INSURER F :
COVERAGES CERTIFICATE NUMBER:  2016-20 Master Cent REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT CR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

R AOCISUBH POLICVEFF |
ey TYPE OF INSURANGE \Nso [ wep POLICY NUMBER (AMDON VYY) | (WDON VY] umITS
S¢| COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE s 2.000,000
| camsmace OCCUR PALMSES (s ausrence) | s 1:000.000
MED EXP (Anry one person) 3 10,000
A 34SBAPN3468 19282019 | 1172812020 | oneomaL s aDymoury | s 2.000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 4.000.000
POLICY D o El Loc PRODUCTS - cOMPIOPAGG | 3 4.000.000
QTHER: $
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY . Ea pocdent) s 1,000,000
ANY AUTO BODILY INJURY (Per parson) | §
OWNED SCHEDULED -
A AUTOS ONLY AUTOS 345BAPN3468 11/28/2018 | 11/28/2020 | BODILY INJURY (Per accident) | §
S| HIRED NOW.OWNED "PROPERTY DAMAGE s
| X AuTOS oMLY AUTOS ONLY | (Per nccidens
Hired Car Physical s 50,000
<] UMBRELLA LIAB > occur ) EACT BECURRENGE ¢ 1,000,000
A EXCESS LIAB CLAME MADE 34SBAPN3468 117282019 | 1112812020 | ,orccure 5 1,000,000
oen | X< revenmion s 10-000 s
WORKERS COMPENSATION PER o
AND EMPLOYERS' LIABILITY Yin ] STATUTE IE ~500.000
B | R e o Ve NIA _34WECBT8534 11/28/2019 | 1172812020 |EL EACHACCIDENT Bk
{Mandatory in NH) E1 DISEASE . EAEmProvee | s 1.000.000
If yes, dascribe under 1,000,000
DESCRIPTION OF OPERATIONS below E.L. DISEASE - poLicy umiT_} s 1,000
) N . Limit (each claim): $5,000,000
Technology Professional Liability (Claims .
¢ | made) CALPY-017530 117282019 | 11/28/2020 | Deductible: $10,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Additional Remarks Schedule, may be attached If more space is required)

_CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire: Department of Health ACCORDANCE WITH THE POLICY PROVISIONS.

and Human Services

N AUTHORIZED REPRESENTATIVE
129 Pleasant Street

| Concord NH 03301 %’WM

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



