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STATE OF NEW HAMPSHIRE
* DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 9, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH (3301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT), on behalf of the Department
of Labor (DOL), to cnter into a contract amendment with Hyland Software Inc., (Vendor #
220511), Westlake, Ohio, increasing the price limitation by $160,000 from 1,220,182.32 to
$1.380,182.32 for additional licensing services for the DOL's Electronic Document Management .
System (EDMS) with no change to the contract end date, effective upon Governor and Executive
Council approval through Junc 30, 2024 . The original contract was approved by Governor and
Executive Council on May 6, 2020 ltem #71.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the DOL to reimBursc
DolT is 100% Other Funds.

Funding is available in the following account for SFY 2022 and 2023 with the authority to
adjust encumbrances between fiscal ycars within the price limitation through the Budget
Office. if needed and justified.

CATHDEPTH#-AGENCY#- Activity | SFY 2022 | SFY 2023 Total
ACTIVITY#-ACCOUNTING UNIT Code :

#- DEPT NAME- AGENCY NAME
-ACCOUNTING UNIT .
NAME CLASS- OBJECT - DESC
01-03-03-030010-76260000 DolT - IT | 03260017 | $80,000.00 | $80,000.00 | $160,000.00
for DOL 046-500465 1T Consult-
Non-Benefit

"Innovotive Technologies Today for New Hampshire's Tomorrow™



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

EXPLANATION

“This contract amendment with Hyland Inc. will leverage the existing working relationship
in the moderization of DOL’s business processes and infrastructure. Specifically, this
modification will allow for the provision of additional licensing services related to the
enhancement or.replacement of core components of the Department’s relational database currently
residing on the aging. on-premise IBM AS400 Power Server solution with Hyland’s WorkView
relational database solution and their OnBase Electronic Document Management System (EDMS).

The Department of Information Technology and the Department of Labor respectfully
request approval of this contract modification.

Respectfully submitied,

Denis Goulet
DolT Commissioner

Department of Labor Commissioner

DG/ik
DolT #2020-075A
RID: 69220

“Innovative Technologies Todoy for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 11, 2022

Ken Merrifield, Commissioner
Department of Labor

State of New Hampshire

95 Pleasant Street

Concord, NH 03301

Dear Commissioner Merrifield:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to amend a contract with Hyland Software Inc., of Westlake, Ohio, as
described below and referenced as DolT No. 2020-075A.

This amendment will allow for the provision of additional licensing services related to
the enhancement or replacement of core components of the Department’s relational
database currently residing on the aging on-premise IBM Power Server (aka AS400).
solution with Hyland's relational database solution called WorkView and their Electronic
Document Management System (EDMS) called OnBase.

The amendment will increase the Price Limitation by $160,000 from 1,220,182.32 to
$1,380,182.32 and shall be effective upon Governor and Executwe Council approval
through June 30, 2024,

A copy of this letter will accompany DolT’s submission to Governor and Executive Council for
approval.

Sincerely,

e Aa—

Denis Goulet

DG/ik
DolT. #2020-075A

cc: Todd Allen, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow”
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Hyland Contract #: EU-36918-24479761

STATE OF NEW HAMPSHIRE

Department of Information Technology - DOL
DOL. Hyland Cloud Hosting Contract
DolIT - 2020-075
AMENDMENT Amend A (n
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DocuSign Envelope [D: 408B5E07-0941-4628-87F0-4EDBAA410625

Department of Information Technology - DOL
DOL Hyland Cloud Hosting Contract
DolT - 2020-075
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of Contract 2020-
075, on May 6. 2020, Item #71 (herein after referred to as the “Agreement”), Hyland Software lnc. (herein
after referred to as “Contractor”) agreed to supply certain services upon the terms and conditions specified
in the Agreement and in consideration of payment by the Department of Information” Technology
(hereinafier referred to as the “Department™), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement to allow for the
provision of additional licensing related to the enhancement or replacement of core componenls of the
Department’s relational database and electronic document management systems;

WHEREAS, the Vendor, in accordance with Section 4.2 of Exhibit D of the Agreement, will provide the
Department with change orders for review/approval in advance of providing additional licensing.

WHEREAS, payment for the provision of additional licensing shall be made upon Departmental approval
of milestones or defined deliverables as set forth in any related Change Order in accordance with Section
4.2 of Exhibit D of the Agreement:

WHEREAS, the Departiment and the Vendor wish to increase the Contract price by $160,000 to bring the
{otal contract price to $1,380,182.32;

NOW THEREFORE, in considcration of the foregoing, and the covenants and conditions contained in the
Agrecment and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

[. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $160,000 from 1.220,182.32 to $1,380,182.32.

Stat o ntract
Datel nBK
Cont itials

Page
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DocuSign Envelope ID; 408B5E£97-0941-4628-87F0-4EDBAA4 10625

Department of Information Technology - DOL
DOL Hyland Cloud Hosting Contract
Dol T - 2020-075
AMENDMENT Amend A (1)
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DocuSign En.velope ID: 408B5E97-D541-4628-87F0-4EDBAA4 10625

Department of Information Technology - DOL
DOL Hyland Cloud Hosting Contract
DolT - 2020-075 .

AMENDMENT Amend A (1)

~ CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect, This
modification shall take effect upon the approval date from the Governor and the Executive Council,

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above

written.
DocuSignaed by:

BTIBF205DEMA24, . . -
Noreen Kilbane, Chiet Administrative Officer

Hyland Software, inc. - Ds ‘
' l fg " May 9, 2022 | 11:41:07 EDT

STATR OF NEW HMPSSIRE '
ﬂ/’é J . Date: _5/11/2022

Denis Goulet, Commissioner
Statc of New Hampshire
Departrnent of Informatioin Technology

/é'z"fé ' Date: 5{ "Z 2%

Ken Merrifield, &inmi_s}oner
State of New Hampshire
Department of Labor

Date: may 92022 | 11:41:49 EOT

The preceding Amendment, having been reviewed by this oftice, is approved as to form, substance, and
execution.

Approved by the Attorney General

Js] SHncee Y Fllavser 2 Date: _May 16, 2022

State of New Hampshire, Department of Justice

Datc| #BK _

State~—os ntract
Con'lL itials
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DocuSign Envelope |D: 408B5E97-D941-4628-87F0-4EDBAA4 10625

Department of Information Technology - DOL
DOL Hyland Cloud Hosting Contract
DolT - 2020-075
AMENDMENT Amend A (1)

[ hereby certify that the foregoing amendment was approved by the Govérnor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State—03 - ntract
Cont itials

Page 50f5



State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire. do hereby certify that HYLAND SOFTWARE, INC. is
2 Ohio Profit Corporation registered lo transact business in New Hampshire on June 26, 2009. 1 further centify that all fees and

documents required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.”

Business ID: 615852
Certificate Number: 0005772122

IN TESTIMONY WHEREOF, )

I hereto set my hand and cause 10 be affixed
the Scal of the State of New Hampshire,
this 5th day of May A.D, 2022,

David M. Scanlan

Secretary of State



DocuSign Envelope ID; 50794222-E£765-47EC-A5651-4F18CIDAJEIE

EU-36518-24531497

April 26, 2022

HYLAND SOFTWARE, INC.
SECRETARY'S CERTIFICATE

‘1, the undersigned, the duly elected and acting Secretary of Hyland Software, Inc. a
~ corporation organized and existing under the laws of the State of Ohio (the “Corporation™),
do hereby certify that Noreen Kilbane, Executive Vice President & Chief Administrative
Officer, is a duly elected Officer of the Corporation and is authorized to enter into, execute,
acknowledge and attest to any agreements, instruments or documents on behalf of the
Corporation.

IN WITNESS WHEREOF, | have hereunto set my hand on behalf of the
Corporation as of the date first written above. i

HYLAND SOFTWARE, INC.

By:

Date; .
April 26, 2022 | 17:39:12 EDT

Name: Abby Moskovitz

Title: Corporate Secretary

Hyland Legal
Approved By:

Date: April 26, 2022 | 16:41:17 €OT

28500 Clemens Road « Westlake, Ohio 44145 « Phone: 440,788.5000 - Fax: 440.788.5100 - www.hyland.com

©2021 Hyland Software, Inc. and its affiliotes. All rights reserved. All Hyland product nomes ore registered or unregistered trademarks of Hyland Software, inc. or its affilictes in the United States ond other
coun(res, . . .
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CERTIFICATE OF LIABILITY INSURANCE

DATE {(MM/DD/YYYY)
122972024

THIS CERTIFICATE IS.ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE ACONTRACT BETWEEN THE ISSUING INSURER(S], AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies} must have ADDITIONAL INSURED provlslons or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, cartain policias may require an endorsement. A statemant on
this certificate does not confer rights to the certificate holder in liau of such endorsement(s).

PRODUCER LSRACT Mackenzia Hurd
The Jamas B, Oswald Company PHONE oy (216) 367-8787 f;% Ney (218) 2414520
1100 Superior Avenue East ' apoREss. Mhird@oswaldcompanles.com
Suite 1500 INSURER{S) AFFORDING COVERAGE NAIC #
Cleveland OH 44114 INSURER &: Federal Insurance Company 20281
INSURED . NSuRgr B : @reat Northem Insurance Co. R . 20303
HSI Holdings [, Inc. mwsurerc: Pacific Indemnity Company 20346
Hytand Software, inc. INSURER O :
28500 Clemens Road INSURERE :
Waestlake ‘OH 44145 INSURER F :
COVERAGES CERTIFICATE NUMBER:  21/22 GUAUTO/ REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

LTR TYPE OF INSURANCE ey s POLICY NUMBER PR LIMITS
>¢] COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1.000,000
| cLams e OCCUR PREMISES (Ea soourence) | 8 1:000.000
|| MED EXP (Any one parson) $ 10,000
A ¥ 3578-33-25 123112021 | 12131/2022 | personat s 0w viURY | 5 1/000,000
GENY AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2:000.000
> rouey [ 585 Loc PRODUCTS - COMPIOR AGG | § 2.000.000
OTHER: ~ s
‘ TOMBINED SWGLE LT
| AUTOMOBILE LiABILITY (Ea sccideni] s 1,000,000
| ANY AUTO BODILY INJURY (Per parson) $
[ | OWNED SCHEDULED .
B | [ AuTos omuy oS 7352-28-83 12/31/2021 | 12/31/2022 | BODILY INJURY (Per sccideny) | $
HIRED NON-OWNED [ PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY {Per socident)
$
| uMBRELLALIAB . ) 3] oecur } EACH OCCURRENCE s 25.000,000
A EXCE3S LIAB CLAIMS-MADE 7988-20-68 12/31/2021 | 12131/2022 | \norecate ¢ 25,000,000
bED | | RevenTion 3 $
WORKERS COMPENSATION PER oI
AND EMPLOYERS' LIABILITY X §Fhwre _ ER 50000
C | L EIIEXECUTIVE NiA (22) 7171-39-93 12/31/2021 | 1243172022 | Eoo EACHACCIDENT s
(Mandatory In NH) EL OSEASE - EAEmpLovee | ¢ 1.000.000
i yes, describa und : 1,000,000
DESGRIPTION OF OPERATIONS below E.L DISEASE - POLICY L | 5 1.000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Adait
Contract Number: 2020075

| Remarks &

may be hed If more space I3 requiced)

DOL Document Managemaent Hosting Services Is Included as Additional Insured with respect 1o General Liabillty when required by written contract or

agreemant.

CANCELLATION

CERTIFICATE HOLDER

State of NH, Dapartment of Information Technology
ATTM:Chief Information Officer

27 Hazan Drive
Concord

NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPREZENTATIVE

waim@@

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION All rights reserved.

The ACORD name and logo are rogisterod marks of ACORD




Denis Goulet
Commissioner

www.hh

. . l
‘His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Council

State House

" Concord, NH 03301

“Authorize the Department of Information Technol
Labor.(DoL), to enter into a Sole Source contract
220511), Westiake, Ohio, in the amount of $1,220,

~ software related to replacing the existing electroni
option to renew for up to four (4) additional years,
. Council approval through June 30, 2024. '

100% Other (Agency Class 27) funds: the Agency,

APR20°20 a11:43 pag

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INEFORMATION TECHNOLOGY
27 Hazen Dr.| Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

gov/doit

March 16, 2020

REQUESTED ACTION

wi

0gy {DolT), on behalf of the Department of
th Hyland Software Inc., (Vendor #
182.32 for cloud hosting services and
c document management system, with the
effective upon Governor and Executive

Class 027 used by the DoL to reimburse DoIT

is 100% Other Funds derived from the Workers® Compensation Insurance Assessments and the

* Inspection Fees-Ceniﬁcates-Licenses fund.

Funds are available in the followmg account(s) for SFY 2020 and 2021 and ant|c1patcd to be
-available in SFY 2022 through SFY 2024, upon the availability and continued appropriation

- of funds in the future operatmg budget, with the atlxthonty to adjust encumbrances between

fiscal years within the pncc limitation through thc|Budgct Office, if needed and justified.

Funding is available in account;

IT for Labor '

Categoryl - Dept# -
Agency 4 - Bur/Div
Fund # - Accounting
Unit# - Expenses Class#
- Expense Account# -
Expense Class Title

Activity
Code

SFY 2020}

SFY ZOIIi

SFY 2022

SFY. 2023

© SFY 2024

Total

01-03-03-030010-
76260000 - 046-
500465 IT Consult-
Non-Benefit

03260017

$549,430.32

$167,688.0

0

$167,688.00

$167,688.00

$167,688.00

$1,220,182.32

“Innovative Technologies Today fo:- New Hampshire's Tomorrow"
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His Excellency, Governor (fhristopher T. Sununu
and the Honarable Executive Council
Page 2

EXPLANATION .

Thisisa sole source réquest to purchasc cloud hosting scrvices and software related (o

. Labor’s Electronic Document Management System (EDMS) system upgrade. This contract

works in conjuncuon with the ImageSofl, Inc. contract DolT # 2018-133 which provides the

integration services component of the project. These two contracts derived from a single

proposal to Labor’s Request for Proposal (RFP) issued in March of 2019. It was determined

during contract development the State would. be required to purchase the Hyland OnBase

software and cloud hosting services dircctly from Hyland to receive the 23% government

. pricing discount for a savings of $365,000 through the initial term. This requirement for
" purchasing directly from Hyland created !hc unforeseen necessity: for separate conh’acls with

' lhlS onc needing to be sole source. :

The OnBase sofiwarc developed and owned by Hyland is top rated by Gartner in the

W " Electronic Content Management sector. The Hyland cloud infrastructure provides superb
security with multiple service levels of disaster recovery and continuity of operations planning. .
This electronic content management system using OnBase software will be flexibic and
configurable requiring minimal customization fo accommodate the NHDOL's current and future
business processes. This project will be a collaborative effort between the Statc, the mttgrator
and this cloud hostmg Contractor. .

The Department oflnformatlon lcchnology and the Dcpanmenl of Labor rcqucsl
' approval of this contract. :

Respectrully bmitted,

Dcms Goulct
DolT Commiissioner

»

Ken Mértitield
Department of Labor Commissioner

" DG/ik
DolT #2020-075
" RID: 49406

. .
Mlannativa Tarhnatanine Tadacdne Mav Unemnchleals Pomemeomg.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., toncord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.jl';OV/doit

Denis Goulet
Commissioner

March 17, 2020

Ken Merrifield, Commissioner

- Department of Labor . ,
State of New Hampshire o

' 95 Pleasant Street ‘ '
Concord, NH 03301 ‘

!

I

- Dear Commissioner Merrifield:

This letter represents formal notification that lhe Department of Information Technology (DolT):
has approved your agency’s request to enter into a contract with Hyland Software Inc., of Westlake, Ohio,
as described below and referenced as Do!T No. 2020-075.

This contract will provide cloud hosting services and OnBase software for the Dol .
Electronic Document Management System (EIDMS) system upgrade. This contract
works in conjunction with the DolT 2018-133 ]mageSoﬂ, Inc. contract. The two
contracts together will provide a new, modem EDMS with up to date security for data
protection. The new system will be flexible and configurable requiring minimal
customization to accommodate the NHDOL's turrent and future business process
workflows, reporting requirements, and interfaces.

* The contract amount is $1,220,182.32 and shall be effective upon Governor and
Executive Council approval through June 30, 2024 with an option to renew for up to four
additional years.

A copy of this letter will accompany DolT’s submission to Governor and Executive Council for

approval.
Sincerely,
Denis Goulet
DG/ik

"DolT #2020-075

‘cc: Joseph Nadeau, IT Manager, DolT

"Innovative Technologies Todoy for New Hompshire's Tomorrow"
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OocuSign Envelape ID: $95142A5-C707-424E-B0EA- camwaocncs

: ' 02/19/2019 FORM NUMBER P-37 (version 12/11/2019)

b[gﬂ_g: This agreemént and )i of its atiachments shall become public upon submission lo Goveﬁwr'md
Executlve Council for approval. Any informatian that iy private, confidential or proprictary must
be clearly identified to the agency and agreed to in wrlting prior to signing the contract.

" AGREEMENT
The State of New Hampshire and the Contractor hereby mutually sgrec-as follows:
_ GENERAL PROVISIONS,
- IDENTIFICATION: . .
I I Sute Agency Name 1.2 Siate Agency Address
‘NH Department of Informaticn Teclmology in support of 27 Hazen Drive
NH Department of Labar Concord NH 0330/
1.3 Contractor Name K I 1.4 Contractor Address
Hyland Software, Inc. (_,,', £ april 17,2020 26500 Clemens Roed -
Westleks, Ohio 44145 )
1.5 Contector Phone 1.6 Accouni Number- 1.7 Completion Date "1.8 " Price Limitation
_Number "] 01-03-030300 1%260000 f
. 046-500465 06/3072024 $1,220,182.32
(440) 788-5000 \ ..
D, b
1.9 Contracting Officer for State Agency "1 1.10 Stats Agency Telephone Number
Denis Goulet, Commissioner 603-223-5703
L1 Contractor Signawre 1.12 Name and Title of Contractor Signatery
) 03/ Noreen B. Kilbane — Chiel Administrative Officer
fleee f WL Dete: /,,% a2 '
.18~ State Age ey Signature T I4 Neme end Title of Sme Agcncy Sngnmry
: .- Denis Goulet, Commissioner
Dat
“ 37 lva

115 Approw':T by th—"N H. Department of Administration, Division of Porsonnc] (if applicable)

By: ' ' * Director, On:

: Subm.nce.aﬁ' Execution) (I applicable) -

v 2/2 3 /2022

1.16 Approval by theAttor

¢ Governor and E‘.xecuuvc Councnl {if applicable}

G&C ltem number: G&C Meeting Date:

- HYLAND
SOFTWARE
Q2 112
ltia)  Dace
LEQAL

Page 1 of 32

Contractor Initials _,
Date 2441 /5
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and mare particularly
described in the attached EXHIBIT B which is incorporated
herein by reference {(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligetions of the parties hereunder, shall
become effective on the date the Govermor and Executive
Council approve this Agreement as indicated in block 1.17,
uniess no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including .without limitation, any obligation to pay the
Contractor for any costs incurred. or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provisicn of this Agreement to the
contrary, all obligations of the State hercunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the aveilability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, climinales or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of eppropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required 10 transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in thal Account ere reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

Page 2 of 32

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA B0:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances,’in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WiTH LAWS
AND REGULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY. o

6.1-1n connection 'with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Cortractor shall also comply with all applicable intellectual
property laws. ) :

6.2 During the term of this Agreement, the Contractor shall not
discriminate against emplayees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warfants that
all personne] engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afier the
Completion Date in block |.7, the Coritractor shall not hire, and
shall- pot permit any subcontractor or other person, firm or
carporation with whom it is engaged in 2 combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State,
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the- Services satlsfactonly or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Dcfault, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2'give the Contractor a writlen notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.] give the Contractor a written notice specifying the Event of
Default and set off against any ather obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or

8.2.4 give the Contractor a writien notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both,

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right.of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.’

9.2 In the event of an carly termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State’s discretion, deliver to the
Contracting Officer, not tater than fifteen (15) days after the date
of termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject matter,
content, and number of copics of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
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shall, within 15 days of notice of early termination, devetop and
submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean al}
information and things developed or obtained during the

- performance of, or acquired or developed by reason of, this

Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether:
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be retumed to the State upon demand or upon termination

_ of this Agreement for any reason,

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE., In the
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a writien consent of the Stale. For purposes
of this paragraph, a Change of Control shall ~constitute
assignment. ‘“Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the

. voting shares .or similar equity interests, or combined voting

power of the Contractor, or (b) the sale of all or substanually all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the-State.
The State is entitled to copies of all subcontracts and assignment
agreements ang shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its

" officers and employees, from and against any and ali claims,

liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
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the State, its officers or employees, which arise out of (or which
may be claimed .lo arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13 1Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immusity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termiriation of this Agreement.

14. INSURANCE,

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shail require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance agamst all clalms
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and i

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.} herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all'renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
‘insurance policy.. The centificate(s} of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference,

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, c.cmﬁcs
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H, RSA chapter 281-A (" Workers’
Compensation").

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, .Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers’ Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers®
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might erise under applicable State of New Hampshire
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Workers' Compensation Jaws in  connection with™ the
performance of the Services under this Agreement,

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by centified mail, postage prepaid, in 8 United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein,

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Govemnor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to Staté law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agrecment shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A} and/or attachments and amendment thereof, the terms of the
P.17 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend 1o
benefit any ‘third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words. contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement. .

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23, SEVERABILITY. Inthe event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in fuli force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, ¢ach of which shall be
deerned an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandmgs with respect to the subject matter

hereof.
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EXHIBIT A
SPECIAL TERMS

The terms outlined in the General Provisions Form P37 are modified as set forth below:

1. The following language is added to Provision 3, Effective Date/Completion of Services, as sub-
provision 3.37 :
3.3 The Contract and all obligations of the parties hereunder shall become effective on the
" Effective Date and extend for four (4) years (“Initial Term”). The Initial Term may be
extended up to four (4) years (“Extended Term”) at the sole option of the State, subject to the
parties’ prior-written agreement and governmental approvals.
2. The following language is added to 7.1.2 in Provision 7, Personnel
During the term of this Agreement for a period of six (6) months after termination or expiration
- of this Agreement, the State shall not hire, and shall not solicit, hire or employ as an cmploycc or
mdepcndcm contractor any Contractor employee.
3. Provision 8 is deleted in its entirety.
4. Provision 13, Indemnification, is deleted in its entirety and replaced with the following:

Unless otherwise exempted by law, and except as provided in Exhibit F, Section 8, the Contractor
shall indemnify and hold harmless the State, its officers and employees, from and against any and

all claims, liabilities and costs for any third party claim for damages resulting from personal injury
or death or damages to tangible personal property or real property, , which arise out of (or which
may be claimed to arise out of) the acts or omission of the Contractor, or subcontractors, including

- but not limited to the negligence, reckless or intentional conduct. The State shall not be liable for
any costs incurred by the Contractor arising under this paragraph 13. Notwithstanding the
foregoing, nothing herein contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the State. This covenant in paragraph
13 shal} survive the termination of this Agreement.

5. Provnsnon 14.1.1, Insurance, is partially modlficd as following:

14.1.1. Commercial gcneral liability insurance against all claims of bodily injury, death or property
damage, in amounts of $1,000,000 per occurrence and $2,000,000 aggregate or excess; and

6. Provision 14.1.3, Insurancé, is modified as following:

14.1.3 The Contractor shall fumish to the Contracting Officer identified in block 1.9, or his or
her successor, a certificate(s) of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all renewal(s) of insurance required under this
Agreement no later than five (5) days after the expiration date of each insurance policy. The
certificate(s) of insurance and any renewals thereof shall be attached and are incorporated herein
by reference.

7. The following language is added to Provision 19, Conflicting Terms:
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In the event of conflict or ambiguity among any of the text of the Contract Documents, the following
Order of Precedence shall govern: '

1. Form P-37, General Provisions as modified in Exhibit A;
II.-  Exhibit C, Price and Payment Schedule;
[1l.  Exhibit D, Software License Schedule - Perpetual ;
IV.  Exhibit E, Maintenance Schedule;
V. Exhibit F, Hosting Schedule;
V1. Exhibit B, Scope of Work; :
VII.  Attachments . S . '
a.State of NH Hosting and Software Technical Requirements Spreadsheet with Hyland
responses dated February 14, 2020 :
b.Hyland Service Class Manual Version 2017.2 dated December 1, 2017
¢.Hyland Cloud Customer Process Manual Version 2017.1.

8. Provision 20, Third Parties, is modified as following:

Except as provided in Secti .15 of General Terms Schedule below, the parties hereto do

not intend to benefit any third parties and this Agreement shall not be construed to confer any
such benefit. ' '

The following _General Terms Schedule provisions are added to P-37:

1. . TERM; TERMINATION; SURVIVAL OF PROVISIONS AFTER EXPIRATION OR TERMINATION. .

LA Term. This Agreement shall have a term commencing on the Effective Date, and will continue until al) Schedules have been terminated in
accordance with the 1erms in this Agreement. : .

1.2 Tcmmination.
.21 Intentionally omitted,

1.2.2 By En‘ri;er Party. Either party may terminate this Agreement in its entirety or any Schedule, effective immediately upon written notice.to the
other party, if the other party has commiticd a breach of 8 material provision of this Agreement or any Schedule and has failed to cure the breach within

thirty (30) days aficr the receipt of wrilten notice of the breach given by the non-breaching party.

1.3.1 Generally. Any \erminstion of this Agreement or any Schedule will not discharge or otherwise afcct any pre-termination obligations of
either party existing under Lhis Agreement at the time of termination, including Customer's obligation 10 pay to Hyland all fecs and charges accrued or
due for any period or event occurring on or prior (o the effective date of termination or cxpiration of this Agreement or the applicable Schedule; and
all liabilitics which have accrued prior to the date of termination shall survive. ' :

1.3.2 Survival of Certain Obligations. All provisions of this Agreement or of an spplicable Schedule, which by their nature cxtend beyond the
expiration or terminetion of this Agreement will survive and remain in effect until all obligations arc satisfied, including, but not limited o ell sections
of these General Terms (except Section 8.12).

1.3.3.  Termination of a Schedule. If n Software License Schedule - Perpetual or a Software License and Maintenance Schedule — Subscription or
a Saa$ Schedule is terminated in accordance with its terms, then this eatire Agreement will terminate with respect to the Software licensed under such

Schedule. Otherwise, termination of a Schedute will not affect the remaining Schedules,
1. PAYMENT TERMS.
Contractor Initials
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2.t Intentionally omitted.
22 Intentionally Omitted.
23 Intentionally Omitted. . . -

25 Resolution of [nvoice Disputes. If, prior to the due date for payment under any invoice, Customer nolifies Hyland in writing that it-disputes
all or any portion of an amount invoiced, both parties wilt use reasonable efforts to resolve the dispute within thirty (30) calendar days of Hyland's
receipt of the notice. 1f any amount.remains disputed in good faith afier such 30-day periad, ¢ither party may escalate the disputed items to the panties’

respective executive management (o attempt 10 resolve the dispute. The panties agree that al least one of cach of their respeclive executives will meet
{which may be by telephone or ather similarty ¢ffective means of remote communication} within ten (10) calendar days of any such cscalation (o
attempt to resolve the dispute. IFthe parties’ executive managers are unsble 1o resolve the dispute within ten (10} celendar days of such meeting, cither
party thereafler may file litigation in a court of compelent jurisdiction 1o seck resolution of the dispute.

26 Centain Remedics For Non-Payment or For Late Pavment. At the election of Hyland, exercisable by written notice to Customer, any past

due amounts {except those amounts properly disputed in accordance with Section 2.5 of these General Terms), which defaylt continues unreémedied
for st least thirty (30) calendar days afier the due date of such payment, Hyland shall provide written notice to Customer regarding such-past due
amounts and if after miny (days) following such notice, such past-due amounts remain unremitted, Hyland shall have the right to suspend or cease the
provision of any services under this Agreement or any Services Proposa] including the delivery of any Upgrades and Enhancements to Cuslomcr
unless and until such defeult shall have been cured.

2.7 W&Lﬂmﬂ@a All l'ccs.. costs and ¢xpenses under this Agreement shall be determined and invoiced in, and all
payments required o be made in conneclion with this Agreement shall be made in, U.S. dollars. Delivery of CDs, if any, shall be F.O.B. Hyland's

offices in Westlake, Ohio, USA,

28 Treining. Hyland offers training courses lo Customer and its employces as described on Hyland's training web portal (currently.
huips://training.onbase.com). Training fees for such courses shall be determined at Hyland's retail prices in cffect at the time Customer registers for
training. Hyland shall invoice Customer for applicable training fecs upon Customer’s registration for cach training course and such invoice shall be
due and payable in accordance with Section 2.3 above. In the event that Customer prepays for training, then such prepaid training shall cxpu'c twelve
(12) months from the date Hyland accepts Customer’s purchase order {or such training.

3. CONFIDENTIAL INFORMATION.

31 “Confidential Information™ shall be such information that is marked “Proprietary” or “Confidential,” that is known by the recipient 1o be
confidential or that is of such a nature as customarily would be conlfidential between business parties, except as provided in the next semence.
Confidential information shall nol include information that: (a) is or becomes generally known (o the public without breach of this Agreement by the
recipient, or (b} is demonstrated by the recipient 10 bave been in the recipient’s possession prior 10 its disclosure by the disclosing party, or {c) is
received by the recipient from a third party that is not bound by restrictions, obligations or duties of non-disclosure 1o the disclosing party, or (d) is
demonstrated by recipient Lo have been independently developed by recipient without reference to the other party's information.

32 Each party agrees that, with respect to the Confidentia) Information of the other party, or its affiliates, such party as a recipient shall-use the
same degree of care Lo protect the other party's Confidential Information that such party uses to prelect its-own confidential information, but in any
event not less than reasonable care, and not use (except in performance of this Agrecment) or disclose to any third party any such Confidential
Informetion, except as may be required by law or court order. Each party shall be liable and responsible for any breach of this Section 3 commmcd by
any of such party's employecs agents, consultants, coniractors or representatives.

33 Notwithstanding the foregoing, Hyland acknowledges that Customer is subject to State end federal Jaws goveming disclosure of information
_ including, but not limited to, RSA Chapter 91-A. Customer will mainwin confidentinlity of Confidential Information insofar as it is consistent with

applicable State and federal laws or regulations, including but not limited 10, RSA Chapter 91-A. In the cvent the State receives a request for Hyland's
information, the State shall notify Hyland and specify the date the State will be releasing the requested information. At the request of the State, Hyland
shall cooperate and assist the State with the collection and review of the Contracior’s information, at no additional expensc 1o the State. Any cffort to
prohibit or ¢njoin the release of the information shall be the Contracior’s sole responsibility and a1 Hyland sole expense. If Hyland fails to cbtain a
court order enjoining the disclosure, Hyland shall release the information on the date specified in the State’s notice to Hyland, without any liability to
Hyland.

‘ OWNERSHIP AND PROHIBITED CONDUCT.

4.1 Ownership. Hyland and its suppliers own the Software, Work Products, Documentation and Innovations, including, without limitation, any
and alt worldwide copytights, patents, trade secrets, trndemarks and proprictary and confidential information rights in or associated with the foregoing.
The Software, Documentation, and Work Products arc protected by copyright laws and international copyright treaties, as well.as other intellectual
property laws and treaties, No ownership rights in the Software, Innovations or Work Products are transferred to Customer. Customer agrees to lake
all reasonable steps to protect all Work Products and lnnovations, and any related Documentation, delivered by Hyland to Customer under this
Agreement from unauthorized copying or use. Customer agrees that nothing in this Agreement or associated documents gives it any right, title or
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interest in the Software or Work Products, except for the limited express rights granted in & Software License Schedule —~ Perpetusl or a Sofiware
License and Maintenance Schedule — Subscription or a SaaS Schedule. Customer acknowledges and agrees that, with respect to Hyland's end users
gencrally, Hyland has the right, at any time, to change the specifications and operating characteristics of the Software, end Hyland’s policies respecting
Upgrades and Enhancemenis (including but not limited to its release process). THIS AGREEMENT IS NOT A WORK-FOR-HIRE AGREEMENT.

42 . Pmhibited Condyct. Customer agrees not to: (a) remove copyright, trademark or other proprietary rights notices Lhat appenr on or during the
use of the Software, Work Products, Documentation or Third Party Software; (b) sell, transfer, rent, lease or sub-license the Software, Wark Products,
Documentation, Third Party Software, or Third Party Software documentation to any third party; (c) except as exprcssly permitted wilh respect to Work
Producls, alter or modify the Software, Work Products, Documentation or Third Party Software; or (d) reverse engineer, disassemble, decompile or
attemnpt to derive source code from the Software, Work Products, Documentation or Third Party Sol’n»vun:1 or prepare derivative works therefrom.

5. DISCLAIMER OF WARRANTIES,

5.1 EXCEPT FOR THE WARRANTIES PROVIDED BY HYLAND AS EXPRESSLY SET FORTH IN THE SCHEDULES MADE PART OF
THIS AGREEMENT, HYLAND AND [TS SUPPLIERS MAKE NO WARRANTIES OR REPRESENTATIONS REGARDING ANY SOFTWARE,
HOSTED SOLUTION (INCLUDING ANY SOFTWARE OR HARDWARE), WORK PRODUCTS, INNOVATIONS, INFORMATION,
MAINTENANCE AND SUPPORT, HOSTING SERVICES, PROFESSIONAL SERVICES OR ANY OTHER SERVICES PROVIDED UNDER
THIS AGREEMENT OR ANY SERVICES PROPOSAL. HYLAND AND ITS SUPPLIERS DISCLAIM AND EXCLUDE ANY AND ALL OTHER
EXPRESS, IMPLIED AND STATUTORY. WARRANTIES, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF GOOD TITLE,
WARRANTIES AGAINST INFRINGEMENT, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE, AND WARRANTIES THAT MAY ARISE OR BE DEEMED TO ARISE FROM ANY COURSE OF PERFORMANCE, COURSE OF
DEALING OR USAGE OF TRADE. HYLAND AND ITS SUPPLIERS DO NOT WARRANT THAT ANY MAINTENANCE AND SUPPORT,
HOSTING SERVICES, PROFESSIONAL SERVICES, SOFTWARE OR WORK PRODUCTS PROVIDED WILL SATISFY CUSTOMER'S
REQUIREMENTS OR ARE WITHOUT DEFECT OR ERROR, OR THAT THE OPERATION OF ANY SOFTWARE OR ANY WORK
PRODUCTS PROVIDED UNDER THIS AGREEMENT WILL BE UNINTERRUPTED. EXCEPT AS EXPRESSLY STATED iN A HOSTING
SCHEDULE, HYLAND DOES NOT ASSUME ANY LIABILITY WHATSOEVER WITH RESPECT TO ANY THIRD PARTY HARDWARE,
FlRMWARE SOFTWARE OR SERVICES.

3.2 CUSTOMER SPECIFICALLY ASSUMES RESPONSIB]L]T’Y FOR THE SELECTION OF THE SOF‘TWAR.E WORK PRODUCTS,
MAINTENANCE AND SUPPORT HOSTING SERVICES AND PROFESSIONAL SERVICES TO ACHIEVE ITS BUSINESS OBJECTIVES.

53 HYLAND MAKES NO WARRANTIES WITH RESPECT TO ANY-SOFTWARE OR WORK PRODUCTS USED N ANY NON-
PRODUCTION SYSTEM AND PROVIDES ANY SUCH SOFTWARE AND WORK PRODUCTS “AS 18"

54 No oral or writien information given by Hylnnd its agents, or emp[oyoes shall creste any additional warranty. No modification or addition
to the limited warrantics sel forth in this Agreement is authorized unless ivis set farth in writing, references this Agreement, and is signed on behalf of

Hyland by a corporaie officer.
6.  LIMITATIONS OF LIABILITY.

6.1 EXCEPT AS PROVIDED IN SECTION 6.3 BELOW, AND' EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW, INNO
EVENT SHALL EITHER PARTY (INCLUDING iN THE CASE OF HYLAND, ITS SUPPLIERS) BE LIABLE FOR ANY INDIRECT,
INCIDENTAL, CONSEQUENTIAL, SPECIAL OR PUNITIVE DAMAGES, OR ANY TYPE OF CLAIM FOR LOST PROFITS, LOST SAVINGS,
BUSINESS INTERRUPTION DAMAGES QR EXPENSES, THE COSTS OF SUBSTITUTE SOFTWARE WORK PRODUCTS OR SERVICES,
OR LOSSES RESULTING FROM ERASURE, DAMAGE, DESTRUCTION OR OTHER LOSS OF FILES, DATA OR PROGRAMS OR THE COST
OF RECOVERING SUCH INFORMATION, EVEN IF SUCH PARTY HAS BEEN ADVISED QF THE POSSIBILITY OF SUCH DAMAGBS
LOSSES, EXPENSES QR COSTS.

6.2 EXCEPT AS PROVIDED IN SECTION 6.3 BELOW, AND EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW,
HYLAND AND ITS SUPPLIERS' MAXIMUM LIABILITY ARISING UNDER THIS AGREEMENT SHALL NOT EXCEED: (A) WITH RESPECT
TO ALL CLAIMS ARISING OUT OF A CUSTOMER DATA INCIDENT (AS DEFINED WITH RESPECT TO A HOSTING SCHEDULE -
PERPETUAL OR SOFTWARE-AS-A-SERVICE SCHEDULE), $1X (6) TIMES ALL FEES AND CHARGES ACTUALLY PAID BY CUSTOMER
TO HYLAND AS DESCRIBED IN THIS AGREEMENT DURING THE YEAR IN WHICH SUCH CUSTOMER DATA INCIDENT OCCURRED;
AND (B) WITH RESPECT TO CLAIMS BASED UPON ALL OTHER MATTERS, THE AMOUNT OF FEES AND CHARGES ACTUALLY PAID
BY CUSTOMER TO HYLAND AS DESCRIBED IN THIS AGREEMENT DURING THE TWELVE (12} MONTH PERIOD IMMEDIATELY
PRECEDING THE OCCURRENCE OF THE EVENT GIVING RISE TO SUCH LIABILITY. NOTWITHSTANDING ANY OF THE FOREGOING,
N NO EVENT SHALL MICROSOFT, AS A SUPPLIER TO HYLAND OF THIRD PARTY SOQFTWARE BUNDLED WITH THE SOFTWARE
LICENSED UNDER THIS AGREEMENT, BE LIABLE FOR ANY DIRECT DAMAGES IN EXCESS OF FIVE DOLLARS ($5.00).

6.3 NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE LIMITATIONS OF SECTIONS 6.1 AND 6.2(B) ABOVE, AS
APPLICABLE, SHALL NOT APPLY WITH RESPECT TO: (1) ANY CLAIMS, LOSSES OR DAMAGES OF THIRD PARTIES THAT ARE
SUBJECT TO HYLAND’S INDEMNIFICATION OBLIGATIONS UNDER THIS AGREEMENT; (2) ANY CLAIMS, LOSSES OR DAMAGES
ARISING QUT QF THE RESPONSIBLE PARTY'S BREACH OF SECTION 3 {CONFIDENTIAL INFORMATION) (EXCEPT WITH RESPECT

" Contractor Initials ‘
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TO CUSTOMER -DATA AS DEFINED FOR A HOSTING SCHEDULE - PERPETUAL OR SOFTWARE-AS-A-SERVICE SCHEDULE); OR (3)
ANY CLAIMS, LOSSES OR DAMAGES ARISING OUT OF CUSTOMER'S OR CONTRACTOR’S PROHIBITED ACTS.

7. FORCE MAJEURE. No failure, detay or default in performance of any obligation of a party 10 this Agreement (except the psyment of
money) shall constitute a default or breach to the extent that such failure to perform, delay or default arises out of a cause, existing or future, beyond
the control (including, but not limited to: action or inaction of governmental, civil or military authority; fire; strike, lockout or other labor dispute;
flood; war; riot; theN; earthquake; natural disaster or acls of God; national emergencies; unavailability of materials or utilities; sabatage; viruses; or the
acl, negligence or default of the other party) and without negligence or willful misconduct of the party otherwise chargeable with failure, delay or
default Either party desiring to rely upon any of the (oregoing as an excuse for failure, default or delay in performance shall, when the cause arises,
give to Lhe other party prompt notice in writing of the facts which constitute such cause; and, when the cause ceases (o exisy, give prompl notice of that
fact (o the other party. This Section 7 shall in no way Jimit the right of cither party 10 make any claim egainst third partics for any damages suffered
due 10 said cavses: If any performance date by a party under this Agreement is postponed or extended pursuant to this Section 7 for longer than ninety
(90) calendar days, the other party, by written notice given during the postponement or extension, and at least thirty (30) days prior to the cfective date
of termination, may terminate this Agreement.

8. GENERAL PROVISIONS.

8.1  lnicmionally omiticd.

8.2 Interpretation. The headings used in this Agreement are for relerence and convenicnce purposes only and shali not in any way limil or affect
the meaning or interpretation of any of the terms hereof. Al defined terms in this Agreement shall be deemed to refer 1o the masculine, feminine,
ncwter, singular or plural, in cach instance as the conlext or particular facts may requirc. Usc of the terms “hereunder,” “herein,” “hereby” and similar
terms refer 10 this Agreement.

83 Waiver. No waiver of any right or remedy on one occasion by cither party shall be deemed a waiver of such right or remedy on any other
occasion, .

84 Intcgration. This Agrccmcnt, including eny and all exhibits and schedules referred 10 herein, set forth the enlire agreement and understanding
between the parties pertaining to the subject matter and merges and supersedes all prior agreements, negotiations and discussions between them on the
same subject matter. This Agreement shall not be supplemented or modified by any course of perfarmance, course of dealing or trode usage. Customer
and Hyland specifically acknowledge and agree that any other terms varying from or adding to Lhe terms of this Agreement, whether contained in any
purchase order or other clectronic, written or ora) communication made from Customer to Hyland are rejecied and shall be aull and void and of no
force or effect, unless expressly agreed to in writing by bath parties.

85 lntentionally omitted.

8.6 Binding Effect; No Assignment. This Agreement shall be binding vpon end shall inure to the benefit of the parties and their respective
successors and permitted assigns.

8.7 Inientionally omitied.
3.8 Intentionally omitied.

8.9 °  |ndependent Contractor. The parties ncknowlcdgc that Hyland is an independent contractor and that it will be responsibie for its obligations
as employer for those individuals providing any services.

8.10 Em The Software, Third Party Software, Work Products and Documentation are subject to export control laws and regulations of the
United States and other jurisdictions. Customer agrees 10 comply fully with all relevant export control laws and regulations, including the regulations
of the U.S. Department of Commerce and ail U.S. export control Jaws, including, but not limited 1o, the U.S. Dcpmmcnl of Commerce Expon
Administration Regulations (EAR), 10 assure that the Sofiware, Third Party Software, Work Products or Documentation is nol exporied in violstion of
United States of America law or the laws and regulations of other jurisdictions. Customer agrees that it will not export o rescxport the Software, Third
Party Software, Work Products or Documentation 10 any organizations or nationals in the United States embargoed territories of Cuba, Iran, North
Korea, Sudan, Syrie or any other lerritory or nation with respect to which the U.S. Department of Commerce, the U.S. Department of State or the U.S.

Department of Treasury maintains any commercial activitics sanctions program. Customer shall not use the Software, Third Party Software, Work
Products, or Documentation for any-prohibited end uses under applicable laws and rcgulauons of the United States and other jurisdictions, including
but not limited to, any application rclated 10, or purposes associated with, nuclear, chemical or biclogical warfare, missile technology (including
unmanned air vehicles), mililary application or any other use prohibited or restricted under the U.S. Expont Administralion Regutations (EAR) or any
other relevant laws, rules or regulations of the United States of America and other jurisdictions,

8.11 Injunctive Relief. The parties to this Agréement recognize that a remedy et law for a breach of the provisions of this Agreement relating to
Conlfidential Information and intcllcctual property rights will not be adequale for the aggrieved party’s protection and, accordingly, the aggrieved party
shall have the right to seek, in addition 10 any other relief and remedies available 10 it, specific performance or injunctive relief 10 enforce the provisions

Page 9 of 32 _
' Contractor Initials

Date 4, 270



of this Agreement. Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved (o the State.

8.12 Intentionally Omitted,

8.13  Third Pantics. Nothing herein expressed or implied is intended or shall be construed 10 confer upon or give to any person or entity, other than
the parties hereto, any rights or remedies by reason of this Agreement; provided, however, that third party supplicrs ofsoﬂware products bundled with
the Soﬂwnre are third party beneficiaries to this Agreement as it applies 10 their respective software products.

9. ' DEEIEED.IEBM&- :

9.1 General Defined Terms

“Customer” means State of New Hampshire, Department of Labor.
"Delivery” means;

. (a) in the case of Software: (1) for any Software module included in the initial Software referénced in the Initial Purchase Table
Schedule, by the electronic downloading of such Software onto Customer’s sysicms, or such Software being made available by Hyland 1o Customer
for clectronic download onto Customer's systems from a location identificd by Hyland to Customer; ar (2} in the case of any later licensed Soflware
module, by the Delivery (in accordance with subparagraph (b) below) by Hyland to Customer of a Production Certificale which includes such Soflware
module; and

(b) in the case of a Production Centificate, by Hyland either shipping (physically or electronically} the Production Cenificate to
Customer or making the Production Certificate available for electronic download by Cusiomer from a location identified by Hyland to Cuslomer
{including through one of Hyland's authorized solution providers).

“Documentation” mcans: (a) in the case of the Software: (1) to the extent available, the “Help Files” included in the Soflware, or (2) if no such “Help
Files" arc included in the Software, such other documentation published by Hyland, in each case, which relale to the functional, operationat or
pcrfonmncc characteristics of the Software; or (b) in the case of any Work Product, the Specifications (|f any} for the Work Product.

“Error” means any defect or condition inherent in the Soﬂwa.rc which is reported by Customer in accordance with this'Agreement and which is
confirmed by Hyland, that causes the Software 1o fail 10 function in any material respect as described in the Documentation.

“Error Correction Services” means Hyland's reasonable cfforts to correct en Error, which may be effected by a reasonable workaround.

“[nitisl' Maintenance Period™ means the twelve (12) month period of Maintenance and Suppornt that begins .on the nineticth (90th) day after the Effective
Date of the Maintenance Schedule.

“Innovalions” means all designs, processes, procedures, methods and innovations which are developed, discovered, conceived or introduced by Hyland,
working cither alone or in conjunction with others, in the performance of this Agreement (including any Services Proposal).

“Meintenance and Support” means for Supported Software, (i) Error Cortection Services, {ii) Technical Suppont Scrvices; and (iii) Lhe availability of
Upgrades and Enhancements in accordance with a Maintenance Schedule or Software License and Maintenance Schedule - Subscription.

“Production Certificate™ means; licensc codes, a license certificate, or an IFM file issued by Hyland and necessary for Customer to activate Software
for Customer’s production use.

“Prohibiled Acts” mean any action taken by Customer that is: (i) in violation of Section 1 of a Software License Schedule - Perpetual or Section [, 2
or 3 of a Softwarc and Maintcnance Schedule — Subscription or Section 2 of a S2aS Schedule or (ii) contrary to Section 4 of these General Terms.

“Professional Services™ means any professional services provided by Hyland under a Services Proposal, including but not limited 1o those services
listed at https/fwww.hyland.com/community. Examples of the strvices include: (a) installation of the Software; (b) consulting, implementation: and
integration projects related 10 the Soﬁwan:,‘mcludmg but not limited to the customized configuration of Software integration modules or business
process automation modutes; (c) project management, {d) development projects in connection with the mlcgranon of Software with olhcr applications
utilizing any Software application programming interface (API).

"Resolution™ means Hyland provides Customer with & reasonable workaround, correction, or modification that solves or mitigates a reported Ervor.
“Services Proposal” means cither: (a) e written proposal, statement of work or services sales order form issued under o Professiona) Services Schedule,
and which sets forth the Professional Services Hyland will provide to Customer and which is s:gncd by Customer and Hyland; or (b) a purchase order
submitted by Customer and accepied by Hyland for Professional Services.

“State Fiscal Year” or “SFY™ means the New Hampshire State Fiscel Year which runs from July 1 through Junc 30 of the foltowing calendar year,
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“Software”™ means: (a) Hyland's proprietary software products, listed in the Initial Purchase Table Schedule, and other Hyland proprietary soflware
products for which Customer submits a written purchase order to Hyland (or an authorized solution provider) that Hyland eccepts and fulfills, inctuding,
in cach case, third party soflware bundled by Hyland together with Hyland's proprictary software products as a unified product; and (b) all Upgrades
and Enhancements of the software products described in clause (a) which Customer properly obtains pursuant to Maintenance and Support or received
under a SanS Schedule.

“'Specifications” means the definitive, final functional specifications for Work Pfoducl;s, if any, produced by Hyland under a Services Proposal.

“Supported Software; Relired Software™. At any particular time during a mainienance period covered by an spplicable Maintenance Schedule or
Software License and Maintenence Schedule - Subscription: (a) “Supponied Software” means the current released version of the Software licensed by
Customer from Hyland and any other version of such Soflware that is not Retired Software; or {b) “Relired Software™ means any version of the Software
licensed by Customer from Hyland under this Agreement which is identificd as being retired on Hyland's applicable secure end user web site. Hyland
will specify on its end user web site Sofiware versions which become Retired Softwere. The effective date of such change will be twelve (12) months
from the daie Hyland initially posts the status change on its cnd user web site, and Customer will receive notice as o registered user of Hyland's
apphca.blc secure end user web site,

“Technical Support Services™ means lclephonc or online technical support related 1o problems reperted by Customer and associnied with the operation
of any Supported Software, including uss:stanoc and advice rclated to the operation of the Supported Software. Technical Suppon Services sre not

available for Retired Software.

“Upgrades and Enhencements” means any and all new versions, improvements, modifications, upgrades, updates, fixes and additions to Software that
Hyland makes available to ‘Customer or to Hylend's end users generally during the term of a Maintenance Schedule or Software License and
Maintenance Schedule — Subscription or o SanS Schedule 10 correct Errors or deficiencies or enhance the capabilitics of the Sofilware, together with
updates of the Documentation to rl:ﬂccl such new versions, improvements, modifications, upgrades, fixes or additions; provided, however, thal the
l'orcgomg shall not include new, separate product ofTerings, new modules or re-platformed Software. .

"Workmg Hour” means the services ol one (1} person for a period of ane (1) hour (or any pan thereof) durung regular business hours, and shall include
the travel time during which Hyland's resource(s) is required (o tmavel outside of the metropolitan arca in which such Hyland resource(s) regularly
works when not at a third party location; provided that time spent commuling from a tocal place of residence {including 8 hotel} 10 a work location in
the same metropaolitan arca will not be included in travel time.

“Work Products™ means all items in the nature of computer software, including source code, object code, scripts, and any components or clements of
the forcgoing, or items created using the configumtion tools of the Soflware, together with any and all design documents associated with items in the
nature of compuler software, in each case which are created, developed, discovered, conceived or introduced by Hyland, working cither alone or in
conjunction with others, in the performance of services under this Agreement. If applicable, Work Products shall include any pre-configured iemplates
or VBScripls which have been or may be created or otherwise provided by Hyland to Customer as pant of the configuration of the advence caplure
module of the Softwarc.

9.3 Additional Delined Torms - Hosting Schedule.

“Consumplion Fees” means the amounts payeable by Customer (or storage of data and information in the Hosted Solution in excess of the data storage
allocation set forth in the Initial Purchase Table Schedule for the Hosted Solution.

“Customer Data” means any and all electronic deta and infarmaticn of Customer stored within the Hosted Solution. )

“Customer Data Incident” means an unauthorized disclosure of Customer Data resulting from Hyland's failure to comply with the Hosied Salution
Security Attachment. Without limitation, Customer Data Incident does not include any of the following that results in no unnuthorized recess to
Customer Dats or to any Hyland’s systems stonng Customer Data: (a) pings and other broadcast attacks on firewails or edge servers; (b} port scans;
(c) unsuccessful log-on atiempts; {d) deniak of service attacks; or (&) packet sniffing (or other unauthorized access to traffic data that docs not result in
gecess beyond {P addresses or headers),

“Host ch Site” means the web site hosted by Hyland as part of the Hosted Solution on a web server mcluded in the Network, through which Customer
will access the Software and Customer Data stored using the Software,

“Hosted Solution” means & Hast Web Site, Network, Software, Third Party Software and Hosting Services provided, collectively, by Hyland under
this Agreement.

“Hosted Solution Suppon” means the services described in Section 2 of the Hosting Schedule.

“Hosting Fees” means the arhounts invoiced by Hyland 1o Customer and payable by Customer to Hyland far Hosting Services included in the Hosted
Solution. The initial Hosting Fees are set forth in either the Initial Purchase Table Schedule when Hosting Services are purchased initially, or in an
Amendment to this Agreement when Hosting Services are added afier the Effective Date.
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“Hosting Scrvices” means the Standard Hosting Services and any Oplionnl Hosting Services included in the Hosted Solution.

“Initial Sctup Fee” means the one-time fce invaiced by Hyland to Customer and payable by Cuﬁomer 1o Hyland for the setup and activation of the
Netwotk and the Host Web Site for use applicable te each Software purchase under the Agreement.

“Network” means the computers and peripheral storage devices, switches, fircwalls, routers and other network devices provided by Hyland as part of

the Hosted Solulicm
N

“Optional Hosting Services” means opuonnl services described in the Process Manual which Hyland offers as Hosung Services, but which gre not
included in the Standard Hosting Services. :

“Process Mnnual“ means the latest version of the manual describing ihe Hosting Services, the Network and certain other ;:omponcnu of the Hosted
Solution, including the aftestations, centification documenis and assistance with compliance and security lesting Hyland agrees to pfOVIdc based upon
the Service Class sclected by Customer, s posted by Hyland from 1ime to time on a website deslg,natcd by Hyland.

“Scmcc Class” means the service level commnmcnl included as pan of Siandard Hosting Services. as described in the Service Class Manual, and
purchesed by Customer o8 part of the Hosted Solution.

“Service Class Manual” means the latest version of the manual describing the Service Classes, as posted by Hyland from ime to time on'a websile
designated by Hyland.

“Standard Hosting Scrvices” means the Hosting Services described in the Process Manual as being standard hosting services.

“Third Party Softwarc” means all third party software products (other than third party sofiware products bundlcd by Hyland as a pant of the Softwarc)
licensed by Hyland and sublicensed through this Agreement by Hyland 10 Customer as part of the Hosted Sclution.

“User Tesling Environmenl” means a separale instance of the Software, Third Party Sofware and Work Products {including Customer Data} hosted
by Hyland on the Network for Customer, -for use by Customer solcly with production data in & non-production environment for lhc limited purpose of
functional and performance Lesting of the Sofware and environment, Third Party Software and each Work Product.

“User Testing Lite Environment” means s separate instance of the Software, Third Party Software and Werk Products (including Customer Data)

hosted by Hyland on the Network for Customer, for use by Customer solcly with production data in a non-production environment for the limited
purpose of functional testing of the Software and envirenment, Third Party Software and each Work Product,
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EXHIBIT B
SCQPE OF SERVICES

1. Deliverables
ThJS Contract is for Software hcensmg and Hosung Services as more fully detailed beiow.

1. Contractor shall provide the State a perpetual, non-exclusive, non-assignable, limited llccnsc to the
OnBase Enterprise Content Management (ECM) System, an electronic document management system,
as specified in Exhibit D, which is incorporated by reference herein.

2. Contractor shall provide hosting services as specified in Exhibit F, which is incorporated by reference

herein. _
3. Subject to Customer registering for and paying the applicable training fees, Hyland shall make avaﬂable

to the State the OnBase Workflow Administration Certification training and OnBase System
Administration Certification Trauung

» The OnBase System Administration Certlﬁcapgﬂ [rajpning provides in-depth, hands- -on experience that

directly maps to the day-to-day activities of an OnBase System Administrator.

» The QOnBase Workflow Admini;tratior{ Certification Training presenté a hands-on approach to
understanding the Workflow interface, interactions and possibilities ‘

4. Hyland shall prov1de maintenance services as specified in Exhibit £, which is incorporated by reference
herein.
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EXHIBIT C |
PRICING & PAYMENTS

4. PRICING & PAYMENT SCHEDULE

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37 General Provisions
- Block 1.8: Price Limitation for the period between the Effective Date through date indicated in Part I, P-
37 General Provisions - Block 1.7: Completion Date. The Contractor shall perform its obligations under
this Contract at the price as specified below. '

The payment by the State of the total contract price shall be the only and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the performance
hereof. ’

. Table 4.1
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» Contractor Initials

Date

« |ACTIVITY, DELIV ERP\’I,’-_I:.E-‘.or‘lypI:,'ESTI;ONE u vt PROJ’ECTED ":FTOTAL AMT] - PAYMENT]
S ot R " DELIVERY |~ . AMOUNT. DUE
A T S T LA AT "--'.'.DATE_ ' ' ' - )
' SFY20:Hyland Cloud Feés ) . : -

~ L.t |SFY20 Hyland Cloud Annual Hosting Fee 03/01/2020 $109,246.08 $109,246.08
1.2 | SFY20 Hyland Cloud Hosting Setup Fee 03/01/2020 $9,103.84 $9,103.84
1.3 | SFY20 Hyland Cloud Backfile Conversion 03/01/2020 $6,000.00 $6,000.00

Storage Fee ) '
1.4 | SFY20 Hytand Cloud Annual Active Directory 03/01/2020 £1,632.00 $1,632.00
Federation Services Annual Fee
| SFY20 OnBase Software Acquisition B : _ ' .
2.1 |SFY2Z0 Software Procurement (see section 5 03/0172020 $286,497.60 $286,497.60
OnBase Software Licensing Table Listing) _
2.2 | SFY20 Software Maintenance Procurement 03/01/2020 - $56,810.00 $56,810.00
| Initial Hyland Cerul”cltlon and Online : : '
Training . . - X ' - _ . . .
3.1 |OnBase System Admmlslrauon Ccmf catlon 03/01/2020 $2,570.40 $2,570.40
Training
3.2 | OnBase Workflow Administration Certification 03/01/2020 $2,570.40 $2,570.40
Training ' '
| SFY20 Contingency Furids , L . S -J
4.1 | SFY20 Funds for purchasing Additional Hosting 03/01/2020 $75,000.00 $75,000.00
Storage, Licensing and Training. ?
Additional costs would be in affect if additional
storage capacity was in need.
Additional costs would be in affect if additional
State resources required training.
Additional costs would be in affect if additional
user licenses were needed. '
SFY21 Annual Sustainability Cost v - .
5.1 [SFY2! Hyland Cloud Annual Hosting Fee 1/1/2021 $109,246.08 $109,246.08
5.2 |SFY21 Hyland OnBase Annual Maintenance Fee . 1/1/2021 $56,809.92 $56,809.92
5.3 | SFY2| Hyland Cloud Annual Active Directory 1/1/202] $1,632.00 $1,632.00
Federation Services Annual Fee
_ — [ [

. SFY22 Annual Sustainability Cost L c - . :
6.1 |SFY22 Hyland Cloud Annual Hosting Fee 1172022 £109,246.08 $109,246.08
6.2 | SFY22 Hyland OnBase Annual Maintenance Fee 1172022 . $56,809.92 $56,809.92
6.3 |SFY22 Hyland Cloud Annual Active Directory 17172022 $1,632.00 $1,632.00

Federation Services Annuzl Fee
_ SFY23 Annual Sustainability Cost L
7.1 | SFY23 Hyland Cloud Annual Hosting Fee /12023 $109,246.08 $109,246.08
7.2 | SFY23 Hyland OnBase Annual Maintenance Fee 1/1/2023 $56,809.,92 $56,809.92
7.3 | SFY23 Hyland Cloud Annual Active Directory 11172023 $1,632.00 $1,632.00
Federation Services Annual Fee ]
SFY24 Annual Sustainability Cost .

" 8.1 |SFY24 Hyland Cloud Annual Hosting Fee 1/1/2024 $109,246.08 $109,246.08
8.2 | SFY24 Hyland OnBase Annual Maintenance Fee 1/1/2024 $56,809.92 $56,809.92
8.3 | SFY24 Hyland Cloud Annual Active Directory 1172024 $1,632.00 $1,632.00 | -

Federation Services Annual Fee ) :
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5. ONBASE SOFTWARE LICENSING TABLE LISTING —
Contracter shall provide the Software at the cost defined below, which such cost reflects initial one-time
license fees for perpetual licenses to the Software. Any additional Software licenses require an amendment
~ (if required) to this contract or a separate procurement and will be subject to the current pricing under the
procurement vehicle used to purchase such licenses: ' :

# | . "SoftwareItem . - [ Product ). UnitCost .| Units Cost

OnBl‘se'Soﬂw;_re ., . . OMNILA " o B
T MU Lieense GBIPWT 36,578.00 T $6.578.00
7 Unity Clicnt Server URIPOT 31224000 . i $12.240.00
3 EDM Services DMIFIT 34,0000 T $4,080.00
: Docament Tmpon Processor (DIF) DFIFWI $4,080.00 i $4,080.00
5 Named Client Software CTPNT 357120 . %6 $49.123.20
3 Workflow Named Client SL WOPNT 588621 8% $76214.40
7 Production Document Imaging (Kofax or

TWAIN) First (1) . | piewi $4,080.00 1 $4,080.00

3 Application Ensbler AEIP(] $16.320.00 1 $1632000
9 Advanced Coptae TATPWI $20,400.00 ] $20,400.00
10 | Document Retention : BRIPD $5,160.00 5316000
T\ negration for Microsoll Outlook OUTIPT) $2.160.00 1 $3,160.00
12| Fall Text Search : T e $16320.00 ] $16.320.00
3 OMIPWI- ‘

Mobile Access for iPAD {PAD $4,030.00 ' $4,080.00
T ; OMIPWI-

Mobile Access for iPHONE IPHONE $4,080.00 I $4,080.00
15| Reporting Dashboards | REPN $8,160.00 ] $8.160.00
16§ Encrypied Disk Groups : EHIPII $5.160.00 T | - $8.160.00
77| Encrypicd Alphs Reywords AKTPT 38.160.00 T 38.160.00
18 Document Compasition - ADIPII . $16320.00 1 $16,320.00
19 Single Sign-On for Microsoft Active Dircctory '

Federation Sexvices SNIPIIS $0.00 i $0.00
20 || POF Framework ' PDFIPII $2,448.00 ] 3244800
T | Archival AFI ‘ ARIPII $4,080.00 i $4,080.00
23 | Virtual Prim Driver PTIFCT $4,080.00 ] $4.080.00

[ 7¢ T Workvicw Concurrem Clicnt (1-20) VLIPCI $1.24.00 N )
Page 16 of 32

Contractor Initials |
Date & D



Total Saftware Cost: 5286 497.60

6. INVOICING

Contractor shall submit correct invoices to the State for all amounts to be paid by the State. The Contractor shal] only
submit invoices for Services or Deliverables as permitted by the Contract. invoices must be in a format as determined by
the State and contain detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering such payment; date of
delivery and/or installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptancc of a Deliverable, and 'a properly documented and undisputed invoice, the State will pay the correct and
undisputed invoice wnhm thirty (30) days of invoice recenpt Invoices wlll not be backdated and shall be prornptly
dispatched.

Invoices shall be emailed to:

NHDOL Business Office: businessoffice@dol.nh.gov-
. Cc: Joseph.A Nadeau@DolT.nh.gov

7. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH payments
hups://www.nh.govitreasury/state-vendors/index.him

8. OVERPAYMENTS Tb THE CONTRACTOR

Contractor shall promptly, but no later than fifteen (15) business days, retumn to the State the full amount of any
overpayment or erroneous payment upon discovery or notice from the State.

9. CREDITS

The State may apply credits due to the State arising out of this Contract, against Contractor’s invoices with appropriate
information attachcd

10. TRAVEL EXPENSES , A
The Contractor must assume all travel and related expenses. All labor rates will be “fully loaded”, including,
but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of pocket expenses. The State
shall not be responsible for any travel or out of pocket expenses incurred in the performance of the Services
performed under this Contract.

11. SHIPPING AND DELIVERY FEE EXEMPTION :
The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.
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~ EXHIBIT D
(Perpetual License for Software)
All capilalizcd terms not defined in this Schedule shalt have the meaning ascribed them in the General Terms.
1.  SOFTWARE AND WORK PRODUCTS LICENSE.

1.1 License Grenl. Subject to Customer’s payment in full of the Software license fees and subject further to Customer’s compliance with this
Agreement, Hyland grants to Customer a perpetual (except as otherwise provided in this Agreement), non-exclusive, non-assignable, limited license
to: (a) the Software, in machinc-readable object code form only, end the associated Documentation; and (b) Work Products and associaled
Documcnumon in cach case solely for use:

(H by Customer intemnally, and only for storing, processing and accessing Customer's own data; and

@ subject to Section 1.8 below, by a third party contraetor retained by Customer as n provider of services to Customer (" Third Party
Contractor”), but only by the Third Party Contractor for capturing, storing, processing and accessing Customer’s own data in fulfillment of the Third
Party Contrector’s contractual gbligations as a service provider to Cusiomer.

The Software, Work Products and associsted Documentation are Jicensed for use by a single organization and may not be used for processing of third-
party data as a service bureau, epplication service provider of othcrwise, Customer shall nol make any use of the Sofiware, Work Products or
Documentation in any manner not expressly permitted by this Agreement. Software subject 10 a regulatory control may only be installed in the country
identified a3 the end user location in the purchase order.

12 Modificuion of Work Products.

1.2.1 Form of Delivered Work Products. The form in which Hyland delivers Work Products will be determined by Hyland depending on the
purpose and functionatity of the Work Product. . .

1.22 ' Configiration Work Products, If Hyland delivers 8 Work Product: (a)'in the form of (1} source code which is compiled by tools in the
Software to machine langunge form; or (2) a script; or (b) crested using the configuration tools in the Software (a “Configuration Work Product™), then
Hyland granisto Customer the limited right 10 modify the Configuration Work Producy, provided such altered or modified Configuration Wark Product
is used only in compliance with the terms of the limited license to such Work Product granted under Section 1.1 above.

1.2.3 Independent Work Products, IF Hyland delivers 8 Work Product which is not a Configuration Work Product (an “Independent ‘Work
Product™), then, except s otherwise provided in the last sentence of this paragraph, Customer may not modify such Independent Work Product, [f
Hyland delivers an independent Work Product, and Customer desires to obtain the right to modify the Independent Work Product, then the parties may
muluaily agree that Hyland shatl deliver o Customer & copy of the format of the source Independent Work Product that is necessary o enable the
Customer to complete its modifications, subject to and upon the paymest by Customer 10 Hyland of any additional Professional Scrvices fces as Hyland
may charge to prepare and deliver such format. In such case, Hyland grants to Customer the right to modify and, if necessary, compiie the delivered
formal of the Independent Work Product,-provided the modified Independent Work Product |s used only in compliance with the u:rms of the limited
license to such Work Product granted under Section 1.1 above.,

1.3 . Lsc Restriction. Each module of the Software and each Work Product is licensed for o spetific type of use, such as concurrently or on a
specified workstation or by a specificd individust and the Sofiware may control such use. Sofiware products that are valume-bascd may: (i) no longer
function il applicable volume limits have been exceeded; or (ii} include funclionality which monilors or tracks Customer usage and reports that usage.
Upon reasonable notice to Customer and lo the extent permitted by 1aw, Hyland shall be permitted access to Customer’s Software system to measure
Customer's volume usage of such Software. Customer acknowledges and agrees that additional fees may apply based on Customer's volume usage.
Customer may not circumvent or atempt to circumvent this restriction by any means, including but not limited to changing the computer calendears.
Use of software or hardware that reduces the number of users directly accessing or utilizing the Software (sometimes called “multiplexing” or “pooling”
software or hardware) does not reduce the number of Software licenses required. The required number of Software licenses would equal the number
of distioct inputs o the multiplexing or pooling software or hardware. Customer is prohibited from using any software other than the Software Client
modules or a Software application programming interface (API) to eccess the Software or any data stored in the Software database for any purpose
other than genernting reports or statistics regarding system utilization, unless Hyland has given ils prior written consent to Customer’s usc of such other
softwart and Customer has paid to Hyland the Software license fees with respect to-such access (o the Software or data stored in the Software database
in accordance with Hyland’s licensing policies applicable to the Software modules that provide access to the Software application modules and daia
stored in Lthe Software dambase. Cusiomer further agrees that, in connection with any use of the Software and Work Products, the Software and Work:
Products shall not be copicd and instalied on additional servers unless Customer has purchased a license therefore, and the number of users of the
Software shall not cxceed the number of users permitted by the Software Client licenses purchased by Customer.

1.3.1 Any additional fees specified in 1.3 above are subject to prior notice and Customer's prior consent, subject to Provision 4 of the P37, General

Provisions, and subject to the amendment process pursuant to Provision 17, of the P37, General Provisions,
Page 18 of 32 .
Contractor [nitials
Date %—?E@



t.4 Production and Test Systems. Customer shall be entitled to use one (1) production copy of the Software and each Work Product licensed
and one (1) additional copy of the production environment licensed Software and Work Products for customary remote disaster recovery purposes
which may not be used as-a production system concurrently with the aperation of any ether copy of the Softwere and Wark Products in & production
environment. Subject to the payment of any additional applicable license fees, Customer shall also be cntitled 1o license a reasonable number of
additional copies of the production environment licensed Soflware and Work Products 1o be used exclusively in a non-production environment on
Customer's own compuler network and solcly for the purposes of experimenting and testing the Software and Work Products, developing integrations
between Lthe Soflware and other applications that integrate to the Software or Work Products solely using integration modules of the Software licensed
by Customer under this Agreement, and training Customer's employees on the Software and Work Products ("Test Systems"). Hyland reserves the
right to further define the permitied use{s) and/or restrict the use(s) of the Test Systems. Customer's sole recourse in the event of any dissatisfaction
with any Software or Work Products in any non-preduction system is to stop using such Software or Work Products end retumn it to Hyland, provided
thay, in the event Customer is currently purchasing Maintenance and Support from Hyland, to the extent that Customer is using the Test System for the
purposes of testing en Upgrade or Enhancement of the Softwarc prior to implementing the same in Customer's production environment, then Customer
may contact Hyland for the provision of Maintenance and Support as described in Section 1.6 of the Maintenance Schedule, Customer shall not make
any copics of the Software or Work Products not specifically authorized by this Section 1.4. -

i.5 Evaluation Software. From time to time Customer may clect 10 ¢valuale certain Softlware modules (“Evaluation Softwarc™) for the purposc
of detiermining whether or not to purchase a production license of such Evaluation Software. Evaluation Software is licensed for Customer’s use in
Customer's Test Systems. Notwithstanding anything to the contrary, 8s to any Evaluetion Software, the Agreement and the limited license granted
hereby will terminate on the carliest of: (8) last day of the evaluation period specified in the accepled purchase order delivered for. such Evaluation
Software: or (b) immediately upon the delivery of written notice 1o such effect by Hyland to Customer. Upon expiration or other terminalion of such
period, Customer immediately shatl cither (y) discontinue any and all of use of the Evaluation Soflware and related Documentation and remove the
Evaluation Softwarc; or (z) deliver a purchase order for purchase of such Evaluation Software.

1.6 Third Party Licenses. The Soflwere may be bundled with software owned by third parties, including but not limited to those manufacturers
listed in the Help About screen of the Sofiware. Such third party software is licensed solcly for use within the Software and is not to be used on a
stand-alonc basis. Notwithstanding Ure above, Customer acknowledges thay, depending on the modules licensed, the Software may include’'open source
soflwarc governed by an open source license, in which case the open source license (8 copy of which is cither provided in the Software or available
upon wrilten request) may grant you sdditional rights to such open source software, Additionally, in the case of such software to be downloaded and
instatlcd on a mobile device, if such software will be downloaded from the application market or store maintained by the manufacturer of the mobile
device, then use of such sofiware will be governed by the license terms for the software included i the applicable appllcauon store or market or
presented to Customer or Customet's user in the software, and this Ag,recmcnl will nol govern such use.

1.7 Integration Code. If applicable, Softwere also includes all adaplers created by Hylend and provided to you by Hyland as part of an integration
between the Software and a third party line of business application (“Imegration Code”). Such Integration Code may only be used in combination with
the Sofiwarc and in accordance with the terms of this Agreement, '

1.8 Coniractor Use Aprcement. Customer agrees that if it desires 1o allow a Third Party Contractor to do any of the following:

(0} make use of the Softwarc configurtion wols, Software administrative tools or any of the Software's epplication p;'ogmmming
interfaces (“APIs™); -

(b) make usc of any training materials or attend any training courses, cither online or in person, in cither case related to the Software;
or

(c) access any of Hyland's secure websites (including, but not limited to, uscrs.onbasc;com. teamonbase.com, lraining.onbasc.com,

demo.onbasc.com, and Hyland.com/Community), either through Third Pasty Contractor’s use of Customer’s own log-in credentials or through
credentials received directly or indirect!ly by Third Party Contractor,;

then, Customer must ¢ause such Thind Party Controctor 1o executc a use agreement in a form available for download s Hyland's Comumunity websilc
{“Contructor Use Agreement™). Customer understands and agrees that; (x) Customer may not allow & Third Pasty Contractor to do any of the foregoing
if such Third Party Contractor has not signed a Contractor Use Agreement, and (y) Third Party Contractors may use the Software only in compliance
with the terms of this Agreement, and (z) Customer is responsible for such complmnce by all Third Pany Contractors that do not exccute a Contractor
Use Agrccmcnt

1.9 No High Risk Use. The Software is not feuli-tolerant and is not guaranteed to be error free or 10 operate uninterrupted. The Software is not
designed or intended for use in any situation where failure or fault of any kind of the Software could lead to death or serious bodily injury 1o any person,
or to severe physical or environmental damage (“High Risk Use”). Cusiomer is not licensed to use the Software in, or in conjunction with, High Risk
Use. High Risk Usc is STRICTLY PROHIBITED. High Risk Use includes, for example, the following: aircraft or other modes of human mass
transportation, nuclear or chemical facilitics, life suppon sysiems, implantable medical equipment, motor vehicles, or weaponry systems. High Risk
Use does not include utilization of the Software for administrative purposcs, to store configuration data, engineering and/or configuration 1003, or other
non-control applications, the faiture of which would not result in death, personal injury, or severe physical or environmental damage. These non-
controlling npplications may communicate with the applications that perform the control, bul must nof be directly. or indirectly responsible for the
control function. Customer agrees not to use, distribute or sublicense the use of the Software in, or in connection with, any High Risk Use. '
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1.10 Audit Rights. Upon reasonable notice 1o Customer, Hyland shall be permitted access 10 audil Customer's use of the Software solely in order
to determine Customer's compliance with the licensing and pricing terms this Agreement.  Customer shal) reasonably coopernte with Hyland with
respect to its performance of such audit, Customer acknowledgcs and agrees that Customer is prohibited from publishing the resulls of any benchmark
test usmg the Software to any third party without Hyland's prior writtcn approval, and that Customer hu not relied on the future availability of any
programs or services in entering into this Agreement.

1.1 AnvDoc. The optional AccuZ.ip component of the OCR for AnyDoc and AnyDoc EXCHANGEIl Software products contains material
obuained under agreement from the United States Postal Service (USPS) and must be kept current via an update plan provided by Hyland to maintain
Customer's continued right 1o use. The USPS has contractually required Hyland to include “technology which automatically dissbles.sccess (o outdaled
[zip code] products.” This technology disables only the AccuZip component and is activated only if AccuZip is not updated on o regular and timely
basis. Hyland regularly updates the zip code list as part of Maintenance end Support for the AccuZup modute.

1. " LS, GOYERNMENT END USERS. To the extent applicable, the terms and condmons of this Agreement shall pertain 1o the U S.
Government's usc and/or disclosure of the Software and the Work Products, and shall superscde any conflicting contractusl lerms or conditions. By
accepting the terms of this Agreement and/or the Delivery of the Soffware, the U.S. Government hereby agrees that the Sofiware qualifies as
“commercial” compuler software within the meaning of ALL U.S. federel acquisition regulation(s} npplicable to this procurement and that the Software
is developed exclusively at private expense. [T this license fails to meet the U.S. Government's needs or is inconsisient in any respect with U.S, Federal
law, the U.S. Government agrees 1o retumn Lhe SoRware and Work Products 1o Hyland. 'In addition to the foregoing, where DFARS is applicable, use,
modification, reproduction, relcase, display, or disclosure of the Software, Work Products or Documentation by the U.S. Government is subject solely
to the terms of this Agreement, as siated in DFARS 227.7202, and the terms of this Agreement shall supersede any conflicting contractual term or
ccndmons :

3. - LIMITED WARR.ANTY FOR SUPPORTED SOFTWARE AND WORK PRODUCTS.

31 . Supporied Software. For a period of sixty (60} days from and including the date a Supponted Software module listed in the Initial Purchase
Table Schedule has been Delivered to Customer, and for a period of sixty (60) days from and including the datc any other Supported Software module
has been Delivered to Customer, Hyland warrants to Customer that such Supported Software module, when properly instatied and properly used, will
function in oll material respects as described in the Documentation. The terms of this warranty shall not apply to, end Hyland shall have no liability
for any non-conformily related to: (a) any Retired Software modules; or (b) any Supponed Software module that has been (i) modified by Custamer
ar a third party, {ii) used in combination with equipment or software ather than that which is consistent with the’ Documcnmhon ar (iii) misused or
abumd

32 Yrork Products. For a period of sixty (60) days from and including the dale that Hyland has delivered a completed Work Product to Customer,
Hyland warrants to Customer that such Work Product, when properly installed and propesly used, will function in all material respects as described in
the Documentation. The terms of this warrunty shall not apply to, and Hyland shall have no liability for any non-conformity related to, any Work
Producf that has been (a) modified or added to by Customer or a third party, (b) used in combination with equipment or sofiware other than that which
is consistent with the Documentation, or (¢) misused or abused. .

13 Remedy. Hyland's sole obligation, and Customer’s sole and exclusive remedy, for any non-confommities to the express limiled warrantics
under Sections 3.1 or 3.2 shall be as follows: provided that, within the applicable 60-day period, Customer notifics Hyland in writing of the non-
conformity, Hyland will cither (a) repair oc replace the non-conforming Supported Software module or Work Product, which may include the delivery
of a rcasonable workaround for the non-conformity; or (b) if Hyland determines that repair or replacement of the Supperted Software module or Work
Product is not practicable, then terminate this Agreement with respect to the non-conforming Supporied Software module or with respect to the non-
conforming Work Product, in which event, upon compliance by Customer with its obligations under Section 6.2 of this Schedule, Hyland will refund
any portion of the Software license fees and annual maintenance foes paid prior to the time of such iermination with respect to such Supported Softwere
or Lhe services fees paid prior to the lime of such termination with respect to the crealion gnd implementation of such Work Product.

3.4 Maintenance. Upon the expiration of the warranty provided in Section 3.1, and solely for the peried, if any, thal begins with the expiration
of the wa.rranty provided in Section 3.1 and ends with the commencement of the Initial Maintenance Period, all Errors will be supported in eccordance
with the Maintenance Scheduie. .

4, SOFTWARE LICENSE FEES.

4.1 Lmnﬂ_ﬁgmmm_]_m;ﬂ, On or afler the Effective Date, Hyland shall invoice Customer I"or the Soﬁwurc license fees specified in the lnmn]
Purchase Table Schedule, Customer shail pay such invoice in full in accordance with the General Terms.

4.2 &Uﬂmﬂuﬂhﬁﬁ.ﬂﬁl&&ﬂﬁ:ﬂm Software license fees for follow-on purchases of licenses of Software shall be determined at

Hyland's retail list pnces in effeet at the time Customer submits its applicable purchase orders, or at such other prices as the parties may mutuatly agree
upon. Hyland shall inveice Customer for such Software license fees on or after Hyland's acceptance of Customer’s nppllcahle purchase orders.

Customer shall pay such invoices in full in accordance with the General Terms.
5. RESERVED.
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6. TERMINATION.

6.1 By Customer. Customer or Hyland may terminate this Software License Schedule - Perpetual pursuant to Section 1.2 of the General Tcrms.

6.2 Effects of Termination. Upan any termination of this Sc;ftwnrc License Schedule - Perpetual in its enlirety, any license to usc the Soflware
and Work Products will sutomatically terminate without other or {urther action on the pan of any panty; and Customer shall immediately: (a) discontinue
any and all use of the Software, Work Producis and Documentation; and (b) cither (1) retum the Soflware, Work Producis and Documentation to

Hyland. or (2) with the prior permission of Hyland, destroy the Software, Work Products and Documentation and certify in writing to Hyland thai
Customer has completed such destruction. '
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EXHIBIT E

HED
(Maintenance and Suppon for Supported Software; Pcrp-ctual)

All capitalized terms not defined in this Schedule shall have the meaning ascribed them in the G:ncral Terms.
1. MAINTENANCE AND SUPPORT TERMS.

1.1 Technical Suppert Services. Hylend wilt provide telephone or online technical support related to problems reported by Customer and
associated with the operation of any Supported Software, including assisiance and advice refated to the operation of the Supponed Softwerc. Technics!
Support Services are not available for Retired Soﬂwarc

1.2 Emor Correction Scevices. With respect to any Errors in the Supported Software which are reported by Customer and which are confirmed
by Hyland, in the exercise of its reasonable judgment, Hyland will use its reasonable cfforts to correct the Error which may be effected by a reasonable
workaround. Hyland shall promptly commence to confirm any reported Errors after receipt of & proper réport of such suspected Error from Customer.
Hyland may elect to correct the Error in the current available or in the next available commercially released version of the Supported Soflware and the
Resolution may require the Customer to lmplcmcnl an Upgrade and Enhancement in order to obtain the correction. Error Correction Scmccs are not
available for Retired Software.

1.3 Polic i i . In requesting Maintenance and
Support services, Customcr will rcpod u:rough Hyland 8 secure end user website lhe dcuuls of whnch will be scparm.ely provided to Cusiomer through

- the assigned 1echnical suppon team. In the case of reparting an Error, Customer will provide Hyland with as much information and access to systems

as reasonebly possible to enable Hyland (o invesligate and attemnpt to identify and vecify the Error. Customer will work with-Hylend suppon personnel
" during the problem isolstion process, as reasonably needed. Customier will-nolify Hylend of any configurstion_ changes, such as network
insmllationlcxpnnsion, Software upgrades, relocstions, elc.

1.4 " Upgrades and Eqhancernnts. Hyland will provide, in necotdance with Hyland's then current policics, as st forth from time to time on
Hyland’s secure end user web site (currently www.hyland.com/community), ali Upgrades and Enhancements, if and when releascd during the term of
this Maintcnance Schcdu]c Upgrades and Enhancements are not available for Relired Software.

1.5 On-line Access. Customer acknowledges and. agrees that Hyland may require on-line access to the Supported Softweare installed on
Customer's systems in order 10 provide Maintenance and Support. Accordingly, Customer shall install and maintain means of communication and the
appropriste communications software as mutually agreed upon by Hyland and Customer and an adequate connection with Hyland to fecilitate Hyland's
on-line Maintenance and Support. Such right of access and usc shall be provided at no cost or charge (o Hyland.

1.6 Test Systems Suppor. In the event Customer has a license to use a Test System (licensed pursuant to a Software License Schedule - Perpetual,
or Lhe applicable provision of 8 click-through or End User License Agreement) for the purposes of 1esting an Upgrade or Enhancement of the Software
prior 10 implementing the same in Customer's production environmeny, then Customer may contact Hyland for the provision of Maintenance and
Support as described in this Maintenance Schedute.

2, " EXCLUSIONS.

2.1 Generally. Hyland is not responsible for providing, or obligated to provide, Maintenance and Support under this Agreement: {8) in conneclion
with any Errors or problems (hat result in whole or in part from any alieration, revision, change, enhancement or modification of any nature of the
Software, or frofm any error or defect in any configuration of the Software, which activities in any such case were undertaken by any party other than
Hyland; (b) in connection with any Eror if Hyland has previously provided comrections for such Error which Customer fzils to implement; {c) in
connection with any Errors or problems that have been caused by crrors, defects, problems, alierations, revisions, changes, enhancements or
modifications in the database, operating system, third party software {other than third party softwarc embedded in the Software by Hyland), hardware
or any sysiem ot nerworking utilized by Customer; (d) if the Sofiware or related softwere or sysiems have been subjected to abuse, misuse, improper
handling, accideni or neglect; or (e) if any party other than Hyland, or an authorized subcontractor specifically selected by Hyland, has provided any
services in the nature of Maintenance and Support to Customer with respect to Lhe Software. Mainlenance and Suppon does not include any scrvices
that Hyland may provide in connection with assisting or compteting an upgrade of Supported Software with any available Upgrade and Enhancement.

2.2 - Work Producls. Maintenance and Supporl is not provided for any Work Products; however, if Customer desires Maintenance and Suppen
regarding the operation or use of Work Products, Customer may request such Maintenance and ‘Support and the partics may agree Lo enter into a
Services Proposal for such Maintenance and Support in accordance wilh an applicable Professional Services Schedule.

23 Excluded Sofiware and Hardwarc. ' This Schedule docs not govem, and Hyland shall not be responsible for, the maintenance or support of
any sofiware other than Supported Software, or for any hardwere or equipment of eny kind or nature, whether or not obtained by Customer from
Hyland. .

3 CERTAIN OTHER RESPONSIBILITIES OF CUSTOMER.
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i Qperation of the Software and Relaied Systems. Customer acknowledges and agrees Lhat it is solely responsible for the operation, supervision,
configuration, mapagement and control of the Software and all related hardware and software (including the database software). Customer is solely
responsible for obmmng or providing training for its personnel; and for instituting appropriate sccurity procedures and |mp|emcnhng reasonnble
procedures to examine and vcnfy a!l output before use.

3.2 Access 1o Premises and Sysiems. ‘Customer shall make avastable reasonable access to and usc of Cusiomer’s premises, computer hnrdwnre
peripheruls, Software and other soflware as Hyland deems necessary 10 diagnose and correct any Errors or to otherwise provide Maintenance and
Suppont Services, Such right of access and usc shall be provided at ne cost or charge 1o Hyland.

4. . MAINTENANCE PERIODS; RENEWAL AND NON-RENEWAL; REINSTATEMENT:; FEES.

4.1 Genemlly. The first period of this Maintenance Schedule shall be the Initia! Maintenance Period. This Maintenance Schedule may be
renewed for any additional periods only by mutual agreement of the partics on an annual besis. With respect to any renewal maintenance period,
mutual sgreement may be evidenced by Hyland's invoicing of annual maintenance fees for such renewal mainlenance period and Customer’s limely
payment of such annual maintenance fees. Notwithstanding anything to the contrary, the term of this Mainlcnance Schedule shall immediately
terminalce 8t the time the version of the Supported Software licensed by Customer and in usc in {ts production environment becomes Retired Software,

42 Reinstatcment. In’the event of the lermination of Maintenance and Support under this Maintenance Schedule cither by Customer’s decision
not to renew or by the Supported Software becoming Retired Software, Customer may during the term of this Agreement efier the effective date of
such termination clect to reinstate the term of this Maintenance Schedule in accordance with this paregrmph. To obtain reinstatement, Customer shall:
() deliver wrinen notice to such ¢fTect to Hyland; (b) pay to Hyland (1) annual maintenance fees for all maintenance periods which would have elapsed
fram the effective dale of such termingtion through the effective date of such reinstatement; and (2) an amount equal to one hundred percent {100%%)
of the annual maintenance fees for the renewal period of such Maintenance Schedule commencing on the ¢ffective date of such reinstatement; and (c)
il the Supponied Software has become Retired Software, upgrade to the latest released version of the Software which is Supporicd Soflware, Any
reinstatement under this paragraph shall be effective as of the first business day after Hyland has received the notice of reinstatement and all payments
required to be made hercunder in connection with such reinstatement. The renewal maintenance period commencing with the cffective date of such
reinstalement shall be for a period ending on the first annua! anniversary of such effective date; end thercafler this Maintenance Schedule shall be
renewed for an additiona! maintenance period as described in parsgraph 4.1 above. Any reinstatement specified in this paragraph 4.2 is sub)cm w
governmental approval, including but not limited 1o Governor and Executive Council approval.

4.3 mnmLMnmmnmtqu On or after the Effective Dnte, Hyland shall invoice Custom:r for the annual maintenance fees for the Initial
Maintenance Period. Customer shall pay such invoice in full on or before the commencement of the Initial Maintenance Peried.

4.4 Eirst Maintenance Period for Add-on Software. The first maintenance period related to Supponed Software modules {or which Customer
purchases licenses under a Software Liccise Schedule after the Effective Date of such Software License Schedule shall begin upon Delivery of such
additional Software. Annual maintenance fees (or the first mainienance period applicable to such Software shall be determined at Hyland's retail list
prices in ¢ffect at the time Customer submits its applicable purchase orders, or at such other prices as the partics may mutually agree upon. Hyland
shall invoice Customer for the annual meintenance fees for the first maintenence period applicable to such Software promptly upon Hyland's acceptance
of Cusiomer’s purchase order for the purchase of Maintenance and Support for such Sofiware. Customer shall pay such invoices in full in sccordance
with the General Terms.

4.5 Subscquent Maintenance Periods. Customer shall pay annual maintenance fees for all rencwal maintenance periods efter the first maintenance
period epplicable to a paricular Supponied Software module. Hyland shall invoice Customer for the annual maintenance fees for cach rencwal
maintenance period at least forty-five (435) days prior to the end of the then<Current maintenance period. Customer shall pay each undisputed invoice in
full on or prior to the first day of the renewal maintenance period to which such invoice relatcs. .

5. . TERMINATION.
s.1 By Customer. Customer may clect not to r;.:ncw Maintenance and Support under this Schedule as described in Section 4.1 of this Schedule.
52 " Termingtion_for Breach. In the event that Customer terminates this Schedule or the enlire Agreement under Section 1.2.2 of the General

Terms, then Customer shall be entitled to a pro mta refund of annual maintenance fees that Customer has actually paid for the remainder.of the
maintenance period which terminates as a result of such termination (the “unused portion of annual maintenance fees™).

Page 23 of 32

* Contractor Initials %%
Date 2



EXHIBIT F
HOSTING SCHEDULE

All capitalized terms not defined'in this Schedule shall have the meaniﬁg sscribed them in the General Terms,
1. 'HOSTING SERVICES

1.1 Hosling. Hyland will host the Hosted Selution, mcludlng providing to Customcr the Standard Hosting Scrvices and any Optional Hosting
Services which are pant of the Hosted Solution, subject 1o and in sccordance with the terms of the Process Manual and Service Class Manual. The
initial Service Class purchased by Customer is set forth in the Initial Purchase Table Schedute. Cusiomer may upgrade the Service Class at any time,
but may downgmde such Service Class only afier the expiration of the Initial Term (as défined below) of this Hosting Schedule. In the évent Customer
elects to downgrade such Service Class, such downgrade will not be effective until the beginning of the next renewe! of this Hosting Schedule, To
modify a Service Class selection, Customer must submit a purchase order indicating the new Service Class,

1.2 _ Process Mapusl. Prior to or on the Effective Date, Hyland has delivered a then-current copy of thé Process Manual (o Customer. After the
Effective Date, Hyland will have the right to modify the Process Manual {including the right 10 issue an entirely restated Process Manual) from time to
time. The modificalions or the revised Process Manual will be efTective thirty (30) days efter Hyland provides writien notice to Customer informing
Customer of Hylend's posting of such modifications or revisions on the websile identified in such nolice. If the changes 10 the Process Manual materially
adversely affect the scrvices provided to Customer under the Process Manugl, Customer may terminste this Agreement by written notice deliveeed (o
Hyland within 30 days of Customer’s receipt of such notice from Hyland. Such términation shall be effective thirty (30) days after Hyland's receipt
of Cunomcr s written notice. )

1.3 Service Class Manual. Prior 10 or on the Effective Date, Hyland has delivered a then—current copy of the Service Class Manual to Customer.
After the Effective Date, Hyland will have the right to modily the Service 'Class Manual {including the right to issue on entirety restated Service Class
Manual) from time to time. The modifications or the revised Service Class Manual will be effective thirty (30) days after Hyland provid written
notice to Customer informing Custormer of Hyiland's posting of such modifications or revisions on the websile identified in such notice.
Notwuhstmdmg the forcgomg no modifications of the Service Class Manual relating to Customer's then-current Service Class will be effective until
the next rencwat of this Hosting Schedule.

1.4 Bgnm_q[_ﬁuﬂmmmmm. Upon termination or expiration of this Hosting Schedule for any reason:

- {a) Upon written request by Customer to Hyland sent to hylandcontmets@ihyland.com mide within thirty (30) days after the effective
date of eny such termination or expiration for the return of Customer Data ("Notice of Relurn of Customer Data™), Hytand will either: (1} retum
Customer Data 1o Customer by providing to Customer the Customer Data on one () or more encrypted hard drives or other simitar medis and an expont
file containing the relevant keyword values and related file Jocations for the Customer Data or (2) make available to Customer the Customer Data for
extraction via SFTP. Hyland will work with Customer on determining the extraction method most suitable to meet Customer's requircments. Customer
shall be invoiced an amount determined by Hyland based on Hyland's then current list price s consideration for such retum of Customer Data, or such
other amount as mutually egreed upon by the parties, Customer ccknowlcdgs and agrees that thirty (30) days afler Hyland has sent or made available
10 Customer the Customer Data, Hyland shall have no obligation to maintain or provide any Customer Data nnd shall thereafier, unless legally
prohlbllnd delete all such Customer Data from st of Hyland's datacenters, including all backup copies.

(b) " Upon written request by Customer 10 Hyland sent 0 hylandcontracts@hyland.com made within thirty (30} days after the effective
date of any such termination ar.expiration for the deletion of Customer Data (“Notice of Deletion of Custamer Daia™), Hyland will have no obligation
10 maintain or provide any Customer Data and shall thereafier, unless lcgally prohibited, delete all Customer Data from all of Hyland's datacenters,
including afl backup copies.

{c) If Customer does not provide the Notice of Retumn of Customer Data or the Notice of Delction of Customer Data in accardance
with paragraph (a) ar {b) above, Cuslomer acknowledges and agrees that thirty (30) days aficr any icrminatian or expiration of this Agreement, Hyland
will have no obligation to maintain or provide any Customer Datn and shail thereafler, unless legally prohibiled, delete alt Customer Data from all of
Hylnnd‘s datacenters; including all backup copies.

1 .5 Data Location. Myland shall initially store Customer Data a1 the data center location identified in the [nitial Purchase Table Schedule. Hyland
may, a1 its expense, change the location of the Customer Dala to another data center; provided that Hyland provides at least sixty (60) days prior written
notice to Customer, informing Customer of the new location 10 be used for storing the Customer Data, If Customer objects 1o the new location proposed
by Hyland, Customer moy terminaie this Hosting Schedule by providing written notice to Hyland within thirty (30) days of the date of Hylend's notice
1o Customer regarding the change of location. Such termination shall be effective thirty (30) days after such written notice. Notwnmsu.ndmg anything
Lo the contrary, the Data Location shall be located within the United States of America

1.6 Customer Relogation of Software. During the term of this Hesting Schedule and upon termination or expiration of this Hosting Schcdulc,
Customer will have the right 1o relocate the Software Lo servers owned or used by Customer a1 a facility operated by Customer.
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1.7 Security, During the term of this Hosting Schedule, Hyland shall maintain 8 security program which shall conform to l.thSccurity
Attachment, atteched hereto as Atiachment B. In the event that any terms in the Sccurity Attachment conflict with any terms in the Process Manual,
the Security Attachment shall control.

1. HOSTED SOLUTION SUPPORT. In addilion to the Maintenance and Suppont services thal Hyland may provide in accordance with the
terms of a Maintcnance Schedule or Software License and Maintenance Schedule - Subscription, Hytand also agrees to provide mainicnance and
technical support for the Hosted Solution as described below.

2.1 Technical Suppor. Hyland will prowdc telephone or online technical suppon related 10 problcms rcportcd by Cusiomer and related to the
operation of the Network, the Third Party SoRware or the Host Web Site.
2.2 Netwprk, Third Party Sofiware or Host Web Site Defects. With respect to any defects (non—conformity to manufacturer’s provndcd user

documentation) in the Network, Third Party Software or Host Web Site which are property reported by Customer and which are confirmed by Hyland
or its supplicrs, in the cxcreise of their reasonable judgment, Hyland shall use reasonable efTons to repair the defective component so as to correct the
defect, or replace the defective component with a replacement componen! providing substantially simitar functionality, Hyland shall undenake to
confirm ony reported defects in the Network, Third Party Software or Host Web Site prumplly after receipt of proper nobcc from Customer, in
accordance with Hyland's then-current Error reponiing procedures,

23 Exclusions. Hyland is not responsible for providing, or obligated to provide, Hosted So!ution Support under this Agreement;

{a) in connection with any Errors, defccts or problems that result in whole or in part from any altcration, revision, change, enhancement
or modification of any nature of any Third Party Software, any componcnls of the Network or the Host Web Site, or from any error or defect in any
configuration of any component of the Hosted Selution, which activities in any such case were undertaken by any party other than Hyland;

(b) in connection with any Error in the Soﬁwarc or defect or problem in any other component of the Hosted Solution n‘ Hyland has
previously provided corrccnons for such Error or defect which Customer fails to implement;

(<) in connection with any Errors, defects or problems which have been caused by errors, defects, problems, alicrations, revisions,
changes, enhancements ar modifications in any sofiware, hardware or sysiem or networking which is not a part of the Hosted Solution;

(d) if the Hosted Solution has been subjected to abusc, misuse, improper handling, accident or neglect; or

() if any party other than Hyland, or an authonzcd subcontractor specifically selected by Hyland, has provided any services in the
nature of Hosted Solution Support to Customcr with respect 10 the Hosted Solution, .

24 Update. Upgrede, Change or Replacement of Componcnts of the Hosled Solution. Hyland may update or upgrade the build or version of the
Software used in the Hosled Solulion from time to time al Hyland's expense, Hyland also may change, replace, update or upgrade the hardware or
other software components of the Hosted Sotution from time 0 time. Cusiomer agrees to coltaborate with Hyland and assist Hyland in connection
wilh the completion of installation ang testing of any update or upgrndc of the Software.

3. LICENSE OF THIRD PARTY SOFIWARE.

3t Limited License. Hyland gm.ms to Customer a revoceble, non-exclusive, non-assignable, limited license to use the Third Party Software, in
machine-readable object code form only, for the term of this Hosting Schedule. Customer may use the Third Party Softwaré only as part of the Hosted
Solution, solely for use by Customer inlcmally, and only for capturing, storing, proctssmg and accessing Customer’s own data.  The Third Party
Software is licensed for use by 8 single organization and may not be used for processing of third-party data as a service burea, application service
provider or otherwisc. Customer shall not make any usc of the Third Party Soflware in any manner not expressly permitted by this Hosting Schedule.

J2 Access to Qustomer Data.  Customer acknowledges that the licenses granted herein are limited to the right of concurrent access 10 the
Cuslomer Data via telecommunications cquipment by web browser or Software application to the Host Web Site. '

33 Environments. Customer shall be entitled 1o use one (1) pmducuon copy of the Third Party Software. Further, Customer may purchase
limited access to a User Testing Environment or User Testing Lite Environment, or both. HYLAND AND ITS SUPPLIERS MAKE NO
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE USER TESTING ENVIRONMENT, USER TESTING LITE
ENVIRONMENT OR THE SOFTWARE, THIRD PARTY SOFTWARE, OR WORK PRODUCTS PROVIDED THEREIN AND THEY ARE
PROVIDED “AS 1S." Notwithstanding the forcgoing Hyland agrees that the securily measures described in the Process Manual section entitled
“Sccurity” ore also opplicd to the User Testing Environment and User Testing Lite Environment. Hyland reserves the right to further define the
permiticd usc(s) and/or restrict the usc(s) of the User Testing Environment and User Testing Lite Environment. [f, a1 any time, Customer is not satisfied
with the User Testing Environment or User Testing Lite Environment, Customer's sole and exclusive remedy shall be to stop using the User. Tcsung
Environument or Uscr Testing Lite Envnronmcnl. Customer shall not make or use any additional copies of thc Third Party Software.

4. PRICES, INVOICING AND PAYMENT.
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4.1 . |nitig) Setup Fees. Hyland will invoice Customer for Initial Setup Fees in the amount set forth in the Pricing and Payment Schedule as
specified in Exhibit C promptly following the Effective Date. Hyland will invoice Customer for Initial Sctup Fees upon cach additional purchase of
Software under the Agreement upon accepiance of Customer's purchase order for such Software. Each such invoice shal] be duc and payable in
accordance with the General Terms.

42 Hosting Fees. Customer shall pay Hosting Fees to Hyland for the Hosted Solution licensed hereunder in such amounts as specified in Exhibit
C. provided, that during the Initial Term, Customer shall pay Hosling Fees to Hyland for the Hosted Solution as initially composed in sccordance with
the Initial Purchase Table Schedule. Hyland will invoice Customer on or afier the Effective Date for Hosting Fees for the first year of the Initial Term.
Such invoice shall be due and payable by Customer (o Hyland in accordance with the General Terms. For any subsequent years, Hyfand will invoice
Customer for Hosting Fees at least sixty (60) days prior to the end of such year, and such invoices shall be due and payable by Customer to Hyland on
or before the beginning of the next year. In the event Customer licenses additional Software modules under the epplicable Schedule, Hyland wilt
invoice Customcr for Hosting Fees for such additional Software modules on a prorated basis, upon Hyland's acceptance of the purchase order for such
additional Software modules. Such invoice shall be duc and payable by Customer 1o Hyland in sccordance with the Gencral Terms. Thereafier, Hosting
Fees relating to such additional Software shall be included in the subsequent invoices issued with respect to the existing licensed Software.

43 . Consumpliop Fees. Hyland will invoice Customer for any Consumption Fees, monthly in arrears, promptly upon the end of the month to
which such Consumptlion Fees relate. Consumption Fees will be due for a month if at any lime during such month the amount of Customer Data stored
in the Hosted Solution exceeds Customer’s then-current deta storage allocation.

44 Other Fees. 10 Customer procures and Hyland provides any other services or deliverables in connection with the Hosted Solution that are rot
covered by the fecs and charges described in Sections 4.1 through 4.3 above, Hyland will invoice Customer for such other [ees or charges based upon
the pricing thet the panties have mutuatly agreed upon in connection with such other services or deliverables

5. OWNERSHIP OF HOSTED SOLUTION COMPONENTS. Hyland and its supplicrs own the Third Party Software, any and all computer
hardware and tclecommunications or other equipment and computer soflware, including the Host Web Site and the Netwark, end including, without
limitation, any and all worldwidc copyrights, patents, trade secrets, trademarks and proprictary and confidential information rights in or associated with
the components of the Hosted Solution. The Third Party Software and other software components of the Hosted Solution are protecied by copyright
laws and international copyright treatics, as well as other intellectual property laws and treatics. No ownership rights in the Third Party Software, Host
Web Site, Network or other hardware or software components of the Hosted Solution are transferred 1o Customer, Customer sgrees that nothing in
this Hosting Schedule or associated documents gives it any right, title or interest in or to any of the foregoing, except for the limited express rights
granted in this Hosting Schedule. THIS HOSTING SCHEDULE IS NOT A WORK-FOR-HIRE AGREEMENT. At no time witl Customer file or
obtain any lien or security interest in or on any components of the Hosted Solution.

6.  CERTAIN RESPONSIBILITIES AND OBLIGATIONS OF CUSTOMER.
6.1 . Qumgmmmmm In connection with the relationship established between Customer and Hyland under this Hosting Schedule:
- () excepl as ol.herwwc expressly permitied under the terms of this Hosting Schedule, Customcr will not permit or aulhonzc any person,

lega) entity, or other third party to use the Hosted Solution; and”

(b) Customer will comply with Hyland's Acceptable Use Palicy, as in effect from time to time, a copy of the current form ofwhtch is
attached hereto as Altachment A.

6.2 Expod. Regardless of any disclosure made by Customer to Hyland of an ultimate destination of any components of the Hosted Solution, or
related documentation, Customer agrees not to expon cither directly or indircctly any of the foregoing without first obtaining a license from the United
States Government to expert or re-export such components or related documentation, as may be required, and (0 comply with United States Govemment
cxport rcgulations, as epplicable. Customer agrees that it will nol export or re-expert any components of the Hosted Solution or releted documentation
lo a country that is subject to a U.S. embargo (such embargoed countriés include, but are not limited to, Cuba, Iran, Iraq, North Korea, Burma
(Mymmur) Sudan and Syrie) under the U.S. Department of Commerce Export Administration Regulations and U.S. Department of State International
Traffic in Arms Regulations. Customer will not export or re-cxport any components of the Hosted Solution (or any relaied documentation} to any
prohibited person  or entity in " violation of US. expont laws as described mbove (for more informntion  visit:
http://www.bis.doc.gov/complianceandenforcement/liststocheck.htm), Customer shall not use the Hosted Solution (or any refated documentation) for
any prohibited end uses under applicable United States laws and regulations, including but not limited to, any application related to, or purposes
associated with, nuclear, chemical or biological warfare, missile technology {including unmanned air vehicles), mititary application or any other use
prohibited or restricted under the U.S. Export Administration chulnuons (EAR) or any other relevant laws, nules or regulations of the United States
of America.

6.3 Hg_ﬂlmk_mg The “No High Risk Use” prohibition provided in the Soﬁwm License Schcdule Perpetuat or Software License and
Maintenance Schedule ~ Subscription shall apply to the Hasted Solution.

6.4 Customer Intemnet Conpection. Customer is responsible for obmining and maintaining ell software, hardware (including without limitation
network systems), telephonic or other communications circuits, and Intemnet Service Provider reletionships that are neccssary or eppropriate for
Customer to property access and use the Hosted Solution. Hylend shall have no responsibility or lisbility under this Hosting Schedule for any
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unavailability or failure of, or nonconformity or defect in, the Hosted Solution that is caused by or related in any manner to any fmlure of Customcr o
obtain and maintain all such software, hardware, equipment and relationships.

7. CERTAIN EFFECTS OF TERMINAT]ON

7.1 Igminmum If, in the reasonable oplmon of Customer or Hyland, the compliance by either pn.rty with l.hc terms of this Hosting Schedule
will be in violation of any law or reguletion implemented or medified afler the commencement of Hosting Services provided pursuant to this Hosting
Schedule, Customer or }-Iyland as the case may be, may terminate this Hosting Schedule upon thirty (30) days written notice to the other party,

7.2 Cerinin Effccts of Termination. Immediately upon gny termination or expiration of this Schedule, Customer shall cease any and afl uses of
the Hosted Solution. Hyland shatl refund the unused portion of annual Hosting fees.

8. COMPLIANCE WITH LAWS AND INDEMNIFICATION, .
8. Compliance with Laws. Subject to Section 7 sbove, Hyland agrees to comply in all respects with ofl applicable iaws in performing services
under this Agreement.

82 Indemnifiention. This Section 8.2 supersedes any indemnification provision provided in a Software License Schedule or Software License
and Maintenance Schedule - Subscription. Hyland agrees Lo indernify Customer against all liability and expense, including reasonable anomeys’ fees,
arising from or in connection with any third party claim, action or procceding instituted agninst Customer based upon any infringemens or
misappropriation by the Hosled Solution, Software and/or Work Products of any patent, regisicred copyright or registered trademark of a third party,
provided that Hyland: (a) is notified promptly after Customer receives notice of such claim; (b) is in cha.rgc of the defense of and any scttlement
negotiations with respect 10 such claim, provided, that Hyland will not scitle any such claim without the prior written conscnt of Customer if such
settlement contains a stipufation to or admission or acknowledgement of any liability or wrongdeing on the part of or otherwise requires payment by
Customer; {c) receives Customer's reasonable cooperation in the defense or settlement of such claim; and (d) has the right, upon cither the occurrence
of or the likelihood of the occurrence of a finding of infringement or misgppropriation, either 1o procure for Customer the right to continue use of the
Hosted Selution, Software and/or Work Products, or to replace the relevant portions of the Hosted Solution, Soflware and/or Work Products with other
cquivalent, non-infringing portions. If Hyland is unable 1o accomplish ¢either of the options set forth in the preceding sentence, Hyland shall terminale
this Agrecment upon thirty (30) days advance written notice to Customer and refund to Customer any Hosting Fees and Subscriptions Fegs paid.
Notwithstanding anything to the contrary, Hyland shall have no obligation to Cusiomer to defend or satisfy any claims made ngainst Customer 1o the
extent that such claims arise from: (w) any Customer Date; (x} use of the Hosted Solution other than as expressly permitied by this Agreement (except
as provided in Exhibit A and paragraph 8.1 of Exhibit F above); (¥) the combination of the Hosted Solution or any component thereof with any product
not furnished by Hyland or expressty approved by Hyland; or (z) the modification or addition of any component of the Hosted Solution, other than by
Hyland or any of its authorized resellers specifically retained by Hyland (o provide such modification or addition. THIS SECTION 8.2 STATES
HYLAND'S ENTIRE LIABILITY AND THE SOLE AND EXCLUSIVE REMEDY OF CUSTOMER WITH RESPECT TO ANY ALLEGED
INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL PROPERTY BY THE HOSTED SOLUTION OR ANY COMPONENT
THEREOQF.

9. CUSTOMER LIMITED WARRANTY.

Limitcd Warranty. Customer represents and warrants to Hyland that: (a) Customer is the legal custodian of the Customer Data and it has the right and
authority to use Lhe Hosted Solution in connection with all Customer Data and other materials hereunder; (b) Cusiomer will use reasonable ¢forts 10
ensure that any Customer Data submitted to Hyland via electronic media will be free of viruses; and {c) anyone submitting Customer Data to Hyland
for use in connection with the Hasted Solulion or Professional Services has the legal autharity 1o do so, either through ewnership of the Customer Data
or by obtaining approprinic suthorizations thercfor, and that submission of Customer Data does not violate any contracts, agreements, or any applicable
law. Customer is respansible for all Customer Data that is submitied to Hyland for usc in conncétion with the Hosted Solution or Professional Scrvices.
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ATITACHMENTA
. IQ
HOSTING SCHEOQULE (EXHIBIT F)
ACCEPTABLE USE POLICY FOR HOSTING
1. INTRODUCTION.

This Acceptable Use Policy (this “AUP™) epplies to all persons and entities {collectively referred 10 herein as “User™) who usc the services and sofiwarc
products provided by Hyland Software, Inc. (“Hyland") in connection with Hyland's hosting of on¢ or more hosted solutions (collectively referred to
herein as “Hosted Solutions™). This AUP is designed 1o protect the security, integrity, reliability and privacy of Hyland's network and the Hosted
Solutions Hyland hosts for its hosting customers,

User’s usc of the Hosted Solution constitutes User's acccpumdc of the terms and conditions of this AUP in effect at the time of such use. Hyland
reserves the right to modify this policy a1 any time effective immedintely upon Hyland's posting of the modification or revised AUP on Hyland's
website: https://www_hyland.com/community.

2. " USER OBLIGATIONS.

2.1 Misuse. User is responsible for any misuse of a Hosted Solution. T‘hcr:t‘on:. User must take al] reasonable precaulions 1o proiect access a.nd
use of any Hosted Solution that it uses,

22 Restrictions on Us¢. User shall not use a Hosted Solution in any manner in violation of applicable law including; but not limited to, by:

(2) Infringing or misappropriating inteilectual property rights, including copyrights, tmdemarks, service marks, soflware, patents and
trede secrets, ) . .
" (b) Engaging in the promotion, sale, production, fulfitiment or detivery of iliegad drugs, illegal gambling, obscenc matcrials or other
products and services prohibited by law. Similarly, soliciting illegal ectivities is prohibited even if such aclivilies are not aciually performed;
{c) Displeying, tr‘nnsmitli'ng, storing or making availnbfe child pornography materinls;
(d) Transmitting, distributing or storing any matcrial that is unlawfut, including cncrypuon software in violstion of 1).S. cxpon control

laws, or that presents a material risk of civil liability to Hyland;

(¢} - D:splnymg, transmitting,- storing or publishing information that constituies libet, stander, deramntlon harnssmeni, obscenity, or
otherwise violates the privacy or personal rights ofany person;

(] Disptaying or transmitting obscene, threatening, abusive or harassing messages; or
‘ (g) ' Promoting, offering or implementing fraudulent financial schemes including pyramids, illegitimate fonds transfers and charges to

credit cards.-
23 . Pmhibited Acts. User shail not use 8 Hosted Solution 1o engage in any of the following:

C (=) Interfering with, gaining unauthorized access to or otherwise violating the secutity of Hyland's or another porty’s server, netwark,
persanal computer, network sccess or control devices, software or data, or other sysiem, or 1o attempt to do any of the foregoing. including, but not
limited 1o, use in the development, distribution or exccution of Internet viruses, worms, denial of service attacks, network flooding or other malicious
activities intended to.disrupl computer services or destroy data; .

(b) Interfering with Hyland's network or the use and enjoyment of Hosted Solutions received by other authorized Users;
{c) Promoting or distributing software, services or address lists that have the purpose of facilitating spam;
(d) Providing falsc or misleading information in mcss.a.gc headers or other content, using non-¢xistent domain names or deceptive

addrcssmg. or hiding or obscuring information idenlifying a message’s point of origin or transmission path;

(e} Violating personal privacy ngth, cxcepl as permitted by law;
(f Sending and collecting responses to spam, unsolicited electronic messages or chain mail; and
(g) Engoging in any activitics that Hyland belicves, in its sole discretion, might be harmful to Hyland's operations, public image or
reputation.
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3 ENFORCEM ENT. If a User violates this AUP Hyland may, depending on the nature and severity of the violation, suspend the hosung of
any Hosled Solution that such User accesses for so long as necessary for steps to be laken that, in Hyland's reasonable judgment, will prcvcm the
violation from conunumg of reoccurring. . . ,

4, NOTICE. Unless prohibited by Jaw, Hytand shall provide User with writien notice via ¢-mail or otherwise of a violation of this AUP so tha
such violation may be comected without impact on the hosting of Hosted Solulions; Hyland shall also provide User with a deadline for User to come
inlo compliance with this AUP. Hytand reserves the right, however, to act immediately and without notice to suspend the hosting of Hosted Solutions
in response (o & cour order or government notice that cerain conduct of User must be stopped or when Hyland reatanably determines: (1) thet it may
be exposed to sanction, civil lisbility or prosecution; (2) that such viclation may cause harm to or interfere with the integrity or normal operations or
security of Hyland's network or networks wilh which Hyland is interconnected or interfere with another of Hyland's custamer's use of Hyland services
or software products; ar (3) thal such violation otherwise presents imminent risk of harm to Hyland or other of Hyland's custiomers or their respective
employees. In other situations, Hyland will use reasonable efforts to provide User with at least seven (7) calendar days' natice before suspending the
hoslmg of Hosted Solutions. User is responsible for all charges or fees due 10 Hyland up to the point of suspension by Hyland, pursuant to lhc agreement
in place between User and Hyland related to such Hosted Solutions.

5. DISCLAIMER. Hylnnd disclaims any responsibility for damages sustained by User os a result of Hyland's response to User's violstion of
this AUP. User is zolely responsible for the content and messages transmitted or made available by User using a Hosted Solution. By using a Hosted
Solution, User acknowledges that Hyland has no obligation to monitor any activities or content for violations of applicable law or this AUP, but it
reserves the right to do so. Hyland disclaims any responsibitity for 1nappropnntc use of a Hosted Soluuon by User and any Ilablllly for any other third
party’s violation of this AUP or epplicable law.

6. RESERYED.

1. WAIVER. No failure or delay in excrcising or enforcing this policy shall constitule a waiver.of the policy or of any other right or remedy.
If any provnsnon of this policy is decmed unenforceable due to law or change in lsw, such 8 provision shall be disregarded and the balance of the policy
shall remain in effect.

8 QUESTIONS. 1f you are unsure of whether any contemplated use or action is permitied, please contact Hyland, at 440-788-3000. .
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ATTACHMENT B

I0
Tl E }
SECURITY ATTACHMENT

Introductiion: Hyland's Global Cloud Services division (“GCS™) maintains and manages a comprehensive written security program designed to protect:
{n) the security and integrity of Customer Data; (b) against threals end hazards that may negatively :mpacl Customer Data; and (¢) against unauthorized
aceess to-Customer Datn. Hyland's security program includes Lhc following:

l. Risk Msnagement
a. Conducting an annual risk assessment designed 1o identify threats and vulnerabilities in the administrative, physical, legal,
reguimiary, and technical safeguards used to protect GCS, GCS critical access, and the Hosied Solution environment.
b, Maintaining a documented risk remediation process to assign ownership of identificd risks, establish remediation pla.ns and
timeframes, rnd provide for periodic monitoring of progress.
n. Information Security Program
& Mainisining a documented comprehensive information security program. This progmm will mcludc policics and procedures
sligning with industry best praciices, inctuding ISO 27001727002,
b. Such infermation security program shall include, as applicable: (i) adequate physical security of all premises in which Customer
Data will be processed and/or stored; (ii) reasonable precautions taken with respect to Hyland personnel cmploymcnt and (iii) on
oppropriate network scourity progeam. .
¢. These policics will be reviewed and updsted by Hyland management annually.

1L Organization of Information Security
' a  Assigning security responsibilitics to approprisie Hyland individuals or groups 10 facilitate protection of the Hosted Solution
_ cnvironment and associated assels.
b. Establishing information security goals 10 be met
1v. Human Resources Security
a.  Myland cmployees undergo comprehensive screening during the hiting process, Background chccks and reference validation will
be performed to determine whether candidate qualifications arc appropriate for the proposed position. Subject 10 any restriclions
imposed by appliceble law and bascd on jurisdiction, these background checks include eriminal background checks, cmploymem
validation, and education verification as applicable.
b,  Enasuring all Hyland cmployces are subject to confidentiality end non-disclosure commllmems beflore access. is pmwsloned o
Hosted Solutions and/or Customer Data.
¢ Ensuring applicable Hyland employees receive security awarencss troining designed 1o provide such employees with information
security knowledge to provide for the security, availability, and confidentiality of Customer Data.
d.  Upaon Hyland employee separation or change in roles, Hytand shall ensure any Hyland employce access is revoked i ina limely
manner and ol) Hyland assets, both information and physical, arc retumed.

V. Asset Management

a.  Mhaintaining assel and information management policics and procedures. This inctudes ownership of esscls, an inventory of assets,
classification guidelines, and hendling standards pertaining to Hytand assets.

b. Maintaining media handling procedures ta ensurc media containing Customer Data is encrypted and slor:d in a secure localion

_ subject to strict physical access controls.

¢.  When a storage device has reached the end of its usefu! lifc, procedures include a decommissioning process that is designed to
prevent Customer Daia from being exposed to uneuthorized mdlvnduals using the techniques recommended by NIST to destroy
data as part of Lthe decommissioning process.

d. If a hardware device is unable to be decommissioned using these procedures, the device will be vmunlly shredded, degaussed,
purged/wiped, or physically destroyed in accordance with industry-standard practices. Devices used in the administration of the
Customer's Hosted Soluuon that have been dccommusloncd will be subjected to these or equally effective standards.

vi. Access Contrals

a.  Maintaining a Ioglcal access policy and corresponding procedures. The logical eccess procedures will define the request, npproval
and access provisioning process for Hyland personnel. The logical access process will restrict Hylenduser (local and remote) nccess
based on Hyland user job function (role/profile based, appropriate access) for epplications and databascs. Hyland uscr access
recertification to determine access and privileges will be performed periodically. Procedures for onboarding and off-boarding
Hyland personnel users in a timely manner wilt be documented. Procedures for Hyland personnel user inactivity threshold leading
to sccount suspension and removal threshold will be documented.

b. Limiting access to Customer Data 1o its personnel who have a need Lo access Customer. Data as a candition to Hyland's pcrfonnancc
of the services under this Agreement. Hyland shall utilize the principle of “Ieast privilege” and the concept of “minimum necessary”™
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Y.

VIIL.

1X.

XL

XIL

XIIL

when determmmg the level of access for all Hyland users 1o Customer Data. Hyla.nd shall require strong passwords subject to
complexity requirements and periodic rotation.

<. Ensunng strict access conurols are in place for Cuslornﬂ Data eccess by Hyland. Cuslomer administrators conuol uSser access, user
permissions, and data retention with respect to the Hosted Solution. In the event Customer elects to modify the use of or turn off
any cncryption functionality, Customer does so al its own risk. |.

System Boundaries ' .

a. - The systems that composc a functioning Hyland cloud platform for the Hosled Solutions are limited 1o shared companents such as
network devices, servers, and software that are physically installed and operating within Hylend’s Intemet-enabled network
infrastructure. This system boundary also includes the network connectivity, power, physical security, and environmental services
provided by the third-pany provider that owns and operaies the data centers in which this network infrastructure is coltocated.

b.  Hyland is not responsible for any system componcnis that are not within this system boundary, including network devices, network
conncctivity, workstations, servers, and software owned and operated by the Customer or other third pariies. Hyland may provide
support for these components al its reasonable discretion,

Encryption

&8 Customer maintains owncrshlp of ail Customer Data uploadcd 10 their Hosted Solution through the full lifecycle perlod Customer
Data may be uploaded via SFTP, TLS/SSL, or through a Hyland services AP) over a TLS/SSL connection to the Hyland cloud
platform. Hyland will configure TLS and/or SSL certificates.

b. If Customer purchases the applicable encryption services, Customer Data shall be encrypted at rest.

c. * In the cvent Customer elects to modify the. use of or turn off encryption, Customer docs 50 at its own risk.

Physical and Environment Security

a  The hardware components associated with the Hyland cloud platform used for the Hosted Solution are physically located within
date cenicrs that align with TLA-942 Tier 3 or higher. These data centers are owned and operated by providers who have
demonstrated compliance with one or more of the following standards (or a reasonable cquivalent): International Orgenization for
Standardization (“1S0") 27001 andfor American Institute of Certified Public Accountants (“AICPA™) Service Qrggnization
Controls (*SOC™) Reparts {or Scrvices Organizations. These providers provide [ntemnet connectivity, physical socunly, power, and
environmental systems and services for the Hyland cloud platform used for the Hosted Solution.

b. An N-tiered architecture is used to suppon presentation, application, processing, and data services. For enhanced security in the
Hyland cloud platform, technologics such as firewalls, intrusion detection and prevention, and vulnerability management are used.

Operations Security

a. Maintaining documented Hyland cloud operating procedures.

b Maintaining change management controls 1o ensure changes 10 Hosted Solution production syslcms made by Hyland are properly
wuthorized and revicwed prior to implementation.

¢ Monitoring usage and capacity levels within the Hyland cloud to adcquately and proactively plan for future growth.

d.  Utilizing virus proteclion software programs and definitions, which arc configured to meet common industry standards designed
1o protect the Customer Data and equipment Jocated within the Hyland claud from virus infections or similar malicious payloads.

e lmplcmemmg disaster recovery and business continuity procedures. These will include replication of Customer Data 10 a secondary
data center in a geographically disparale location from the primary data center.

f.  Maintaining a system and sccurity logging process to capture critical system logs. These logs shall be rnamumcd for a1 least six
months and reviewed on a periodic basis.

g Maintgining sysiem hardening requirements and configuration standards for servers dcploycd within the Hyland cloud used for the
Hosted Solution.

h. - Ensuring servers, upcnumg systems, and supporting soflware used in the Hyland cloud for Hosted Solutions receive all Critical
and High security patches within a timely manner, but in no event more then 90 days after release, subject to the next sentence. n
the event any such sccurity patch would materially edversely affect the Hosted Solution, then Hyland will use reasonable efforts to
implement compensating controls until a security patch is availabic that would not materially adversely affect the Hosted Solution.

i.  Conducting Network vulncrability scans on at least a quarterly basis and remediate all critical and high vulnerabilities identified in
accordance with its patch management procedures.

J- Conducting Network penctration tests at least annua]ly

Communications Security

a  Implementing Netwark security controls to prolect information resources within the Hyland cloud. These shall include nerwork
based intrusion detection systems, network segregation through usc of statcful-inspection firewalls and a semi-trusted zone, and
restricting inbound and outbound traffic {0 only designated and predefined ports.

b.  Upon implementation and once annually thereafter, Customer may request Hyland limit eccess 10 Customer’s Hosted So!uuon 10

" alist of pre-defined IP addresses at no additional cost.

Supplier Relationships

a.  Maintaining & Vendor Management Program for its critical vendors. This progrem will ensure critical vendors are evaluated on &n
annual basis.

Security Incident
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a. Employing incident response standards that are based upon appliceble industry standards, such as 1S0 27001:2013 and National
Instituie for Standards and Techaology (“NIST), to maintain the mformnlmn security components of lhc Hasted Solution
environment. .

b. Responses to these incidents follow the Hyland documented -incident response sequcnoc This sequence includes the incident
trigger phase, evaluation phase, escalation phase, response phase, recovery phase, de-escalation phase, and post-incident n:v:cw
phase.

c. If Hyland has determined the Customer's Hosted Solution has been negatively impacted by & security or avmlnbnl:ly incident,

" Hyland will deliver & root couse anslysis summary, Such notice will not be unreasonably delayed, but will occur after initial
¢orrective aclions have been taken to contain the security threat or stabilize the Hyland Cloud Platform.

d. The root cause analysis will include the duration of the event, resolution, technical summary; outstanding issues, and follow-up,
including steps Customer nceds to take in order to prevent further issues. Solution information including data elements that require
edditional confidentiality and security measures. (including that of other customers impacled in the event) will not be publicly
disclosed. If Customers need additional details of an incideny, a request Lo the Hyland GCS Support tcam must be submitted and
handled on a case by case basis. The release of information process may rcqum: an on-site review Lo protect the conﬁdcnuallty and
sccurity of the requested information.

¢.  Hyland will notify Customer of a Security Incident within 48 hours. A “Security incident” means a determination by Hyland of
an actual disclosure of unencrypted Customer Data 10 an unauthorized person or entity.

Xiv. Information Security Aspects of Business Continuity Management

B Maintaining 8 business continuily and disaster recovery plan,

b. Reviewing and testing this plan annually. '

Xv. Audit and Security Testing

8. Moniloring ils compliance with its information security program. This includes periodic intemal rcwcws Results arc shared with
Hyland leadership and deviations tracked through to remediation.

b. Maintaining a periodic extemnal audit program. Attestations are completed on an annual schedule and as of the Effective Date of
the Agreement ulilize the SOC 2 standard. A copy of Hyland’s most recent SOC 2 report is available 1o Cusiomers upon written
request.

c. Customer mny conduct audits of Hyland's operations that participate in the ongoing delivery and support of lhc Hosted Solution
purchased by Customer on an ennual basis; provided Customer provides Hyland writtcn notice of its desire to conduct such audit
and the following criteria arc met: (a) Hyland and Customer mutually agree upon the liming, scope, end criteria of such audit,
which may include the completion of questionnaires supplied by Customer and guided review of policies, practices, procedures,
Hosted Solution configurations, invoices, or application logs, and (b} Customer agrees (o Hyland fees (at Hyland's standard mtes)
for the Professional Services that are required or requested of Hyland in connection with such audil if such audit exceeds 40-hours
of Professional Scrvices rendered by Hyland. Prior to any such audit, any third party engaged by Customer to assist with such audit,
musl be cleared by Hyland and enter into a Non-Disclosure Agreement directly with Hyland. If any documentation requested by
Customer cannot be removed from Hyland's facilities as o result of physical limitations or policy restrictions, Hyland will allow
Customer’s auditors access to such decumentation al Hyland's corporate headquarters in Ohio and may prohibit any type of copying
or the 1aking of screen shots. Where necessary, Hyland will provide privete and reasonable accommeodation a1 Hyland's corporste
headquarters in Ohio for data analysis and mectings. Upon reasonable notice, Hyland and Customer mutuslly agree 10 meke
necessary employees or contractors available for interviews in person or on the phone during such audit at Customer’s cost and
expense. Customer is prohibited {rom distribuling or publishing the results of such audit to any third party without Hyland’s prior
written approval.

d.  Customer may conduct penctralion testing against the public URL used to access the Hosted Solution on &n annual basis; provided
Customer provides Hytand with written notice of its desire 10 conduct such testing and the following criteria are met: (a) Hyland
and Customer mutually agree upon the timing, scope, and criteria of such testing, which may include common social engineering,
application, and nelwork testing techniques used to identify or exploit commeon vulncrebilities including buffer overflows, cross
site scripting, SQL injection, end man in the middle attacks, and (b) such testing is at Customer's cost and expense and Customer
pays to Hyland fees (at Hyland's standard rates) for the Professional Services that are required or requested of Hyland in connection
with such testing. Prior to any such testing, any third party cngaged by Customer to assist with such testing, must be cleared by
Hyland and enter into a Non-Disclosure Agreement directly with Hyland, Customer ecknawledges and sgrees that any such testing
performed without mutual agreement regarding 1iming, scope, and criteria may be considered a hostile attack, which may trigger
automated and manual responses, including reperting the activity to focal and federal law cnforcement agencics as well as
immedinte suspension of Customer's access o or use of the Hosted Solution. Customer is prohibited from distributing or publishing
the resuits of such penctration testing to any third party without Hyland's prior written approval.
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Attachment 1: Project Reguirements

w71
Tz 143

P -n--.Vendor‘lnstructlons T e

‘|vendor Response Column: T . - ’ - . . Placea|

"Yes" if the current release of the software can fully support ALL the functlonahty descnbed in the row, wnhout special
customization. A “Yes” can only be used if the delivery method is Standard {see delivery method i instructions below). -
Otherwise, enter an "No™; A "No” can only be used with delivery method Future, Custom, or Not Available/Not Proposing {see
delivery method instructions below).

Criticality Colu mn:

' {M) Indicates a reqmrement that is Mandatorv The State considers it to be of such great importance that it must be met in
order for the proposal tg be accepted If the proposer believes that there is something about their proposal that either

|obviates the need far this requuement or mak&s it of Iess importance this must be explained within the comments. The State |

retains the right to accept a pr0pasal if the need of the requurement is reduced or eliminated by another feature of the
proposal.

{P) Indicates a requlrement which is "Preferred®. Thns requirement is consudered by the State to be of great usefullness but
the lack of this feature is not considered serious enough to disqualify the proposal.

{O) Indicates a requirement which is "Optional”. This requirement is considered by the State to be one which usefull or
potentially usefull but not a central feature of the Project.

INSTRUCTIONS




DelxvefyMethod Column

Complete the delivery method using a Standard, Future, Custom or Not Available/Not Proposmg (as defined below) that
indicates how the requlrement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.

Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release
in the comment area.} ' ’ l ' ' )
Custom - Feature/Functioh can be provided with custom modifications. (Respondent must provide estimated hours and
average billing rate or flat cost for the software modification in the comment area. These cost estimates should add up to the
total cost for software modifications found in the cost summary table in Section X of the RFP).

Not Avidilable/Not Proposing - Feature/Function has not been proposed by the Véndor. (Provide brief description of why this
functionality was not proposed.)

Cornments Column:

For all Delivery Method responses vendors must prov:de 3 brief explanatlon of how the requirement will be met. Free form
text can be entered into this.column.

INSTRUCTIONS -

S —)
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Ability W0 st £nCrypilon Lo protect data snd consent, . K Awdmmdhsunmhhhmmnmmd&u-lmnmwnwDau!'mu:uuu
' lin Ocuflaxe:

Data at Rext: The Encrypeed Disk Groups module aliows for all dats stoved in the OnBase file system Lo be encrypied
uting the AES-256 or AES-12E algorithm when i is not in use. The Encrypoed Alph ric Keywords madle slowa for
wmhmauhumhwmwﬂﬁqwmplw
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the 1creen will not be sble 10 be roodified by 3n unauthorized parry afier 3 certain smount of Lme has patsed without
reaisthenticating to the Ongase system. Additionally, with the Encrypted Alphanumeric Leywords mockale, kyword

mmummmmm‘.mwmmmbunmlwuwm
reanbers) behing asterizks when they are on screen,

Absicy to mansgs accats and privileges through muttiple biyers tuck a3 wsens, Mo e SLAGMA  [1hy securicy model ucd in the Onflace syszem provicies lor the stgregation of data berween users, a5 well as the 2biGey

wrar growps, active direciony, document cizasificalions, document typos, rit. wmmmmmh&h.nm.w:mawmmbwawu

’ ' resiriction of basic snd sdvanced Onsase leatures. Privileges can b asigned in 36 extremely granuisr manner bn

OnBase. This inchdes securing »pplice Gona, docurment types, kolders, and features ke the sbiity 1o edit. Users an sko

(18] : ' ba given read-only rights to speeific keyward types o the Leyword valurs thermaeives can be hidden. Indexing Umits can
. : atz0 bt assigred 15 8 une prowp, in order o lmit 5 user's Bbility W index donaments with Specfic keyword viluei.

m-mwwnmwmmwkmmmmmij
mﬁmmm:wmmmmmhmmuﬂmh

| . ) commonly used wdry.
ADAITY 0 WAt 3CEss wihin ACUve Workliow Fiders, Long.T £ Storags [ Yes Standard AN OnBase System and security sdrmantstraion i d and oty ‘ﬁmt}nm-uﬁdd.mmm
s Dummnu.innwu:. - . ~w:thnd¢mmimmm“mt.mnmun

Fysiem’y Archived Libwiry documends, umdwwmmuﬁaﬂdmemudmw-muvdhummmwmmmo
. . - OnBase. wmmmmmmm-hdhm-mmtm
products, and t databs o Jons Bke thiz are often done prior Lo an official sysiem “go fwe” i

that whan uers are offacially “lve” with OnBasy, a8 back-fie do are readily rvalabie. Thh ch it
mmdd‘emm-mhwum“mummmmswwmmmw‘m
L8 . . . . {ohases of a new implementation

mmmhummmmﬁmuwf‘- tmport Pro {DUPY. The My imports batches of
:hkd-wmgmnudmwhdmuhmﬁum&uM&mihrmﬂ‘mdm:bmfw
hands-off aperaion, DIR shio lends sl to performing large Back iy comeeruians brom kegacy rysiems snd can be vaed
L 43 3 convenien 1ol vacd for system/platiorm converzions, DUP can stoo oreate glectrgnic fovmmas with metadata from »
- . ;m«mmnmﬁm*:mm

M;grarim cﬂcqc(yrmpm-to:dmodufz Lo . R et !
mﬂw\dMsMuhmmwwm M Yes _ JSandacg Th-Onaau-" unportn wniiuht wmmmuzﬂni‘buawmlm
na i k mwmnnushmuwﬂmmaummmmhm:mlu

madidm‘u- o M ] Yes ' Su.nd mmm:wmm-mhmMMMhmwhWthm
[ TR - ) ) compliance initiicwer. The kog displays U log cate, bog trne, wier name, action (2 briel description of the action that
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Wew-mmﬂ-sm 3 comytibly with te prop

hnmhpnhumdhnq.irmmﬂ lahn_pﬂuw
events, such a3 the entry date and tme, the exit data and time and U ey informa tion that Laok action on the

jon bas codes of decurmen identifiers located on the ko,

Funcrienatbty

B Tes Standard OnBase bt hacdwary indeprndent snd supports any TWAIN, 1515, or Kofax™ compliant scanaing device.
5.2 cbbw'nyo Fujitsu -6 7702 3 e wih the progsed Yes Standard OnBase is hardware Independert 1nd wpports sy TWAIN, 1SS, or Kalia™ compliant scanning device.
s Labor's two Fuiitso f1-5900c g ) bie wich the pr d Yes Standard o&-mkmmm.mwwmm_maum---mmm.
25 bs Labor”’s Fuftsu 15950 ibie with the d sohution. Tes Standard Onfiaze iz hardware independent 30d Supports say TWAIN, 1915, or Kofax™ comglisnt sanning device.
55 b Labor's Fufitsu f-7160 wpaible with the d soh, Yes Standard (OnBase is hardwire independent and Rapports any TWAIN, 1315, or Kolaa™ comgliant scanning device,
b Labor's ColorTrac SmadtLF 3C 36 patble with te d Yes Standard OnBase bt hardware independent 3nd Supports iy TWAIN, 1315, or Kofax™ compliant scanning device. Additionally,
gs.g [rokdon devicks that hawe the sbility (0 otstput the scanned image 10 2 netwark share or emaill, including Mutifunction device,
OnBase can moniicr and ingest on » regular basis.
JAbilicy ta stan 2 batch of 1-theet single sided forme each areading an Yes Standard Scan formats can be configured to automatically areat 2 sngle oe lor yvary & d inlo a particular
257 Mwmeﬂhrcm |3can queve rgeted for indexing. This ehimi the nexd for 3 U3er 10 preo the batch by inserting a sepanator sheet in
barween rvery page, or clectronically sparste sach page shall alf documants be scanned in wagether for a single Batch.
jALilty 1o scan » batch of 7-sheet singdt sided formms each creating an Yes Standard Scan formats can be configured to automatically oreaie a two-paga do dintg » Soular s quewe
indivicual document targeted for indexing. gtted for indexing This plimi 3 the need for 2 user to prep the batch by inssrting separsiar shawts, o shectronically
. M58 . e parate within the system shall a¥ do be d i cogeth hawummm thee uaer does
have options during the, indexing p to e = "', MPIIE, DD r—-'lcu.ﬂullhcmdvh'
P [AbiGy to scan 3 batch of 1-shet duplex sided forms each creating an [Yes Standard mmumhmdhm«mm magiyg the front and back of document as » single
—__Jinghi Idocument parpeted for jndexing,
|Abitiry mean s batch of randorm doturmnents made up of smplex, duples, singhe Yot Sandard Scan formrats can be configured for multiple mied batches containing simglex. duplen, single page, or multiple pages
a3t [Pede and mukipags sheets pregared for ing with bar coded Folder with barcodes and arparator sheets trgeted lor indexing. . -
Aaeparstorns and dorument separston creating documents prouped together in :
raek 4 B ot a )
LALitry for scanned documents (o te tgitd with 3 scanaing batch number [res Standard Every batzh of docurngnts contain 3 unique batch bar that is dcally gerweratad by the fysiem 28 tha time of
8331 [and document number slowing for tracking back to the hard copy. ing. Orice incleaed, every do will have 3 unigue identifier 33 well,
[AbiLity for scan opevator to grrerate and prind a scan baich cover shawt IYes Sandard Printing from OnBase 1s 2 configurable privilege that can be ensbied for S23n Operatons to generate » batch covershest
L asa2 '[dentifying batch nombser, scan date, batch chiss, scan siation, dooament - via templaiss stored sccessible within OnBase. The template or Ussity Form can be configured 0 inchude the examples
Mmmmﬂ‘wwmwhwmmhud provided, . :
LGy o callh app» names dad do bers Lo Yot . Standard Sera queuts Gin automatically set 3l documents scarned into U Goeue 1o 2 Sefaull document type.
513 Lde when sanning » batch of eitar Forms, such as 3 batch of First '
| Abitity to irally apply & names and do bers based Tes Standard Earcode recognidon is native in OnBass 31 the Unee of 5530 U3T fupports 3 variety of Garcode types. The bercode
[ES 1]

recognition engine will automaticay elrisiby and index U vahues identified in the barode.

mmuu.ummmmmmm-mwmu.aw
mewnuhmmwcmmhmmedwmw

ok B when sedordexing b anoficatie

5.1 with 3 ned asterisk. H the user tries to wload or submit 3 document snd » required keyword ek s not indexed, the user
will receive 2 wﬂgmndwmdnf-&mr-ﬁﬂmhwmwn
|Abilty for o to enter this from multiph ., such a3 tha v“— Standard mhnmammmnmmummhmummmmmﬂ
862  |scanniog process, inporTWord module, netwark sweeps and from the
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lzandm_wmnmmmdzml
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mhumwdu:hmwlummmw“unn-w\ ke or no Indexing vihues sppied. nls

Yes
ass |#resdy apolied These values should remain open for the applving of cheel Lhat if 3 dhox enters the pystem without any trywards, or keywords require subsequant indexing,
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be manually pushed into Worldiow at sy time by users having the approgeisie privileges. "
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mslwwﬁuhumaWﬂuMmmdnudM This it iizhrd by making ions to externat data sources bor Indexing. Thi cnables OnBase to mate real-tme
i indexing vehues, This LEM dytabaze I mot d to be rephaced by this N calls (o an external software applcation for indexing information. The dupl of dats or ! data antry ks nox
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throwugh 00BC connections using selecl staternents with where cauges
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for grouping do thou

documents can be ccessed either from the Folder or through other types of document retrieval.
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*wlm emalls, etc } identiod keyword indezing values, such a3 2 Case or Elevatar Mumber. will sutomatafly
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traditional hard-copy manda Folder.
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labilty for each workflow process (o have 3 unicue 161 of one or more key
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Sewret £xamphts being in the Worker Comp Coverage process the bey indezing
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Standard
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For cample

Docurment Type 1: Worken Comp Covenages
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D:umfm!:wmhuri‘ !
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Coveraer workfioen
Abillvy for 2 Socal adminisirator to madily per at BCCRLS D Yes Standard . |Authorized usen an easily modily permissions that secess to workfice) disecty within the OnBase
8711 [process workflows, . Configurstion and/or $tudio dient. OnBaix abo ke with Acthes DL ¥ 30 wncr group sdministration cn be
AQ .
Ability to manage 2cCEss to st within » process workflow through Yes Standard Onfiase Workfiow can b1aige work 1o the job pasition, employes group, or 3 tpecific role. ¥ a user b not » member-of »
[ETE | perrnissions. . lmummmmm:nmw mauwm ﬂnmﬂmha&wmwm-
MtMﬁMIWWMIMWWM the queus. .
Mg faeby b acrectbie bag g " . —
| Abifivy for a local admin @ modily perTmissions that @ BCCEST D Yis Standard Acthorized uzers tan satlly modly p izcions that g= MIRII Lo pr workfiows directly wichin the Onbass
3.1 |staps within 3 process workfiow. . Configuration and/or Studko cent. OnBase 3b0 Ntegates with Active Dirrclony 30 wier group sdminkciration can be
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.14

Mﬁvwmm;nmﬂllﬂnmmlﬂtlmtmhﬂu
An examphe being in 8 Workers Comp Hearing case when the hearing officer i
ot alowed o view 1peciic docurments within the crae tolder. Access or
viewing of these docurments by the bearing officer needs tobe prevented.

" {the case folder, access of vicwing of thew dacuments will not be avalable 10 Uve he sring officer,

W&nwrmhmandmmu&-mrmw Ia uurhamrnhudam
Mh;mmﬁﬁqnmduwm:umHeuhmhndoegmthnmwm:udﬁcmnuqﬂm

[ 28 1

process.
Az 5 ample’a mansger may hive sccess into the Worken Comp Oaima
{process, dnuﬁ\cw:utmc:nwmnptmmdalnhwm

Mummmlmummwmwmu
Folder Notas in the curmert RHDOL EDMS syitem,

mo-mmmmwmmmwwmudum.mmmm .

Abiliry for a local user 10 seT screts o viewing permistions on workfiow folder 4 Yes Standard Users with reiodea permissions hawe the ability 1o reclaisity » document that is assigned 10 2 workfiow queue or relsted

docurments. folder. Once reclassified snd indeacd the document will be remnaved fram the current workficw snd reassigned to & mew
8715 Tas an example suppon salf resporaible for reviewing » case file prior (o i workflow process i the rtw classified dotument b desigred for 2 workflow procers. ¥ the few casified document is

[mhmammim chizsify & dooy for h uchnlqui)w ot diesignard tor 1 workflow procets, wmmwlrmhuz&\hunmmbmznmdhqdum

Aevwes bug g haaring officey A

Ability withiss ranciors Work fiow Folders For the user 1o be able 1o st the P Yes Standard Wﬂﬂ:luﬂulmuhedwamlbnrwhmﬂmsﬁ;hhﬂwhulwﬁm&dmtom

et r of hiwy the documents appear In the folder. - by defsult amending or descending order, u:lhuandprbmim mwpeaheadmd;mumlucnlmanhcrﬂur
8738 hpmmhmwnesmmmmwmmmm the resats,

manually set the sequence order of each document unrebated 1o any indezing

dxta ik

| ATty tor a single user 10 have access (0 nukiple & more than one work flow [¥] Yes Standard QﬂmWMMmunmmmhhbpnﬂbnmmem.anspajﬂcw.MM's

2SSIVNCAL 10 3pBCISC work Can be based on their assigrment 10 8 $pecific gser group, which i bum can be

wsied [0 control accass 1o specilic Workfigw work quauas or the purpose of performing specitic Lasiks. If o user
48mwubero¢mﬂlphbbpr.dﬁus wpbmmmmmmvnmcanbewam

. BCCESS 10 Mutliple workfiow

Amuumﬂnmmlmham«dwammmanh m-hud.‘d:nhmm«-gmnud
LEFT cOmments, wnnkampﬁ:umeuW-khm-mnhmd:qum anhouation.” Other note
lmuhdudrdumx “saple.” MMumemdndmlnumrn.mh

.i&ﬂqnﬂ:hbt‘umm:wfun.wwkﬂwﬂidﬂhdnudmdm

they are F deummmmmm&r “redaction,” Mmu-mmdmmmumwmmm The spprarsnce snd
[Theze notes & AL Ther P logical events such a3 phone funcuonality of sy of these noie types cin be configured with » varkiy of N
lons or ey Insiruct Theie Motet the date, the OO characteristics {e.g., color, o, ete.} depending én the type. Notes can abo be modified at any time.
stall member, anry extornal party and pertingnt comments or instruction. - .
[ ¥} . -
Al folder naxer
+ Originated fromn Youth Cert
« 6/18/18 Prepared CP Lir and tav for signature. cag
+ S/15{15-ER (Chris) called Lo schedule an Informal Conference for Thursday
wm@lﬂmm[ﬂmsuﬂ'wWdetMM
10. B .
yl
mbmn-mﬂm:umaumuuwm [ Yes Standard No(munbemrtwedmdsphycpenw&hmwunlmmhnwmmmmuwm
(8] Folder Motes exist. ’ : also appear 35 an koo that best Buszrates the type of noce, lormnu:,awhﬁmwmwmﬂmn cotwerations
lre ahane » catendar woudd reorearnt a schwshrted xoocintiment etc
Abllity for Folder Notes (9 be retained 43 1 document with appropriate M Yes Standard Notes are elecuronic sticky nates are virually onnected ta the document or folder and can be retalived a3 2 permanent

nmduingmw“lmnm.%o%aﬂerhmmwmmmmh

OnBizse Custom Queries (e, wved scarches) sliow users to quickly sccess predadl

docureng, Inchuding pctive wortfiow folders pnd werk herms,
lumvonl:nhmu\dmmbe%dod-ho:bru‘emrwm&lusaulhgtudln Thes serve a3 easy
Jaccess points to the Rica, items, and inkertaces for the usens choice. MWIManhmn«lhcﬁ:ﬂqd\t

 Page cihiwan Iurtton from the Onfase Linie g
cmeucpmdﬁ:m.-hﬂwfwmwdﬂmnﬁ:nmrﬂ\ummiwmx-mmhammﬂ
or non-3clve that reside in the OnBase repositony lor scess and long4erm 1torage. For example, » user can search for

Ir LW hd

b
mwmwm-dmmmmrmm [V Yes Standard
"0z -
L ) Prrsonal
[Ablivy tor saarches to differentiate between Active Workfiow Folders snd M Yes Standard
‘833 |documents in kong term storage.
.Mwlwdthdmwmwawmuamxdw 4 Yes Sandacd
Lo Ena'n a0 Active Workflow Folder search, )

2CtEve Cases srithin 3 predefined warkfiow orocess or doted

JAutharized uters with permicgon 1o modiby, mrrh\hmmhawqmumhwuuﬁhmA
lzenumufemnmﬂuwl;ﬂwwumlnuuv:md:uddoancnuuhudmmem-ainmhmm
actiee weorkfiow dofdec search
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mumm,mmumumm

Abillty for users to perform ad hoe dooument searthes

MlnronhummondMmhwamhhmmmmwm-nmﬁumnnﬂ
access points to the files, items, and interfaces for the users choice, The Penonal Page can be opened by dicking the

LSS R}

& Fola‘erSncepmq - R X
Mvumsmﬁ:mmtwi ﬁ:lbn-humumd imporation of

docy found nto designated long-term storage, workfiows or indexing

Pecsonal Pase ribhbon hutton from tha Qrfase Uiy Cant
mmmmwnﬁh edit, re-index, etc. snd can perform the appr .,' task from 3 &
search rgwalt .

mmaauw Mmﬂcmm-bblwwmddc:mdmnauwim“
ahthwm:anmhmmmmnmﬂMI*&M
delauli import path 10 the network thare. Mmmmhﬂnlmmﬂ\nanuw Iolumt share, such a
tax server, msmdnnmvkclusolm.

On:uh.dnaﬂnmutdﬂmfhdaunaudmmumthmuammﬂmm
rantition sczordingly. otherwing, the document will remain in the OnSase repesitory for long-term stonge.

[ 8-}

a1l

Bli.x

ADITY kot NHOOLU focal admin to set up new and malntain existing Network
Folder Sweeps.

Uotumem I’d rmg tock-Ooun’

Ability to Lock- Mammmm‘um
For sample whan a dvil penalty lettar ge1s spproval from mansgement and
is lsrued to the recipiem 37y Aurther MOANCIIoN need 1o bt pravented:

[Fhve currant NMOOL EDMS rystam accomplishes this by corerting the MS *
Word documnaernt to tt format which is triggesed by eicher the DO, staff

st in the ImportWord rodule.,

nr dceess Corteols
Aﬁiﬁwwmnnﬁubmmman expont 3 docurnent t emall

b ‘&nﬁhﬂmumnﬂawhﬂqwmh i

Ted

Standard

|Authorized users can 3t up & now 1 gueve designad (o sweep 3 network directory a3 well as maintain existing
RM%WMW“RMWMW&mmaNuﬂhW&MMM
configuration options in the OnBase Configurstion Olent with over 100 options w chooae from.

Mumwaﬂwbmuhﬁdw:ﬁ‘ww tions once a pr &

. W\EMMﬂmmmmmmumem e dots = 9 shong. Whenewer a

A thod that many © wmwdmﬂwbhmwm
mmmhnmonnuumm:m Sarvicrs {EDIMW mn]med* .

docurment’s content changes, the modified docurment can be saved a3 3 revision., Pravicis revisions are retalmed,
mem:nmmummmwmmmm

Versions compri ll_tﬂﬂd Mwmmfamntamwdmd'mm.mmlhthﬁ
TR PR CRN STRTD B oy a3 ¥ version. This marks that docurnent carnplete [up 1o that paim lo dme).
Vertioning 3 documint can 340 provide » way of imiting which revisions of 3 document certaln users can e certsin
uier groups may be configured to only see stamped versions of documents, sncuring that they see Us camedt content.

Ernailing & document outside of Onliase is 3 privilege that & applied w a2 m.llmfﬂaum
ﬂulhn'mwwm-mbﬁiﬂnmﬂha&wwamﬁmmmhm
the email icon from the cllent's ribbon bar, or right cick on the document and select "1end Lo external emal,” H » wer b

nox 3 eember of 3 user group that has exernal tmall” privilcge cnabled, the user wAll not have the option to ernal a
e wnany freen NaPars

[ JE &

Iabiicy 1o st read snd/or write access privileges on documems.
Mwmm-ummmmammmm
mhmummmwmmm.

Yes

Standard

hzdmdlerurhhammthnamm#thamdlmmmm -
“Ratrigve/View" privilegs enabled, U uzer will only be sbie to retrieve and view documents that the user has access to.
Hamdﬂm\h&wmmammmﬂmhaﬂeumumhumﬂuruucd-e -
jdocument tyste. Convertely, i a war b 2 member of » user proup that has "Retriewe/View™ snd “Create” privileges
enabled, the user will be abie to retrieve, view, snd srv/creats only the doturnent Types Uy hive dctas 10,
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. .27 Siate chuvemem.s Lr WD

a— Vendor® . ’ . -
] K N e I Y ; - = =i N
Reqe’ - n'-‘."'. . . H e - A -t a
Mvmmmmmmuummmﬂu r Yes Standard mhnmhw«wmuammmwnbmmw&u-ndhﬂhuﬁvh(h&auuﬂu
|necded privileges. Jerarndas uited-account bevel. Users are shio assigned to User Groupt, which sfkown for the avsignment or restriction of
' Onlaze rights, privileges, snd features at the proup brwd, sven s it maintaing the acoountability of dstinet user
SOOIt
[ LR}

A N Onllase ks designed Lo 480w 8n sdmintstrator 15 rapidly imglement 3 Qo security profile for €ach user and User

H (Grec In U entorprisg (o help Imph the Pt of lean privilege. Uscr sccounts can be added, deleted, and
, R rreodified with sn intuitive polnt-and-ciich interface in the OnBas Configuration madule. The product rights and

. - . mmbcmuw&mmMWhmMquﬂm

lmpa-tww:t Mogule fategretion

Mrw-ﬁhm:uma.ulw-dm‘oﬂwb r uwsdtmmwshvlm ﬂuwﬂp"anmnwﬂmdmwunwu
hnmtmmhthem:dmhn . determine what changes, W any, sre required to sllow the integration with OnBase, Typically, Custaumens with third-party
l -whﬁuumw-nwadanhmnmmmﬁ.e VB.Net imporiWord and OnBase) work collectiwtly to

B1e1 ' f Pr ot umnﬂmnhsmm.mmud\nkdrmtowm
lem WnageSoft will recuire further disoussions 1 understand required scope of Lervices.

nugrolrcn ) . B ) b - ’ ' ) - . e
unmwu-umwumwmw mie.

A example b 1 Import an ncoming £mail or sn outgoing £madl with or The OnBase tntegration for Microsaht Outlook enabies wiert 10 tory email messages and scachments in the DnBase

[without sitachments into 3n active Workfiow Folder oc long 16 storsge | fyetemn through the famillar Outiook incertace., Uuruhohmmwrm&nm&ecwmu-mhu

p1s.1 |wih indeing vabues, . : ,,llMasamm&mMauﬂwm“mlmvu which is the Cument
Mmmaﬁehhmwmammm-nm mwwwmomnm

leFdd:rwbn(umW)stnmmmanemd i

[Adiity W control who and what it exporied Into an errall stschment. 2] Yes Sandard The OnBase Outiook it egration module provides user optons durng the inttalistion process sliow crrtain hanctions of

. . . the integration to be avallable or Rat appear by ensbling or dizbling Uve sppropriate option, For exsmple, the abiliey ts
1.2 i afow » wher to upkead & document rectived from email 0 OnBase, and 1earch documents from Onillase within the

. Ol.nhﬁkmn&mmbecmbhd.wus.ﬁltlﬂrvwlm'mmfmmOnhutomlunhtdn&d.

Document Retention Functlarnalty

Jabilicy o confy for s ) of ch bazad on d 4 Yes Standard The OnBaze O« R E ke sficvrs {or the tic derruction snd d ol grerified o ALs that
iretention policles, . ) . - . i . have exaeeded thelf reteation period and hrve not been marted for exchasion. me*wﬁﬂm .
hwmﬂ:-l&rw:wmmmmuu - m-muummmcmhnﬁnhmhdutm:m

mﬁmhgdnﬂnqumhr!mhhudv«wmmmm

BIED Fitionid brgin the process of being removed. suazic retention plans will stoma ticatly purge documents when the uxer-sprckied tirne Interval has ehpsed, The
retentin peviod can begin tased on cither the creation date of 3 document (date stored), the document dats, o & date
'kzmdihnhsbemamfcmdbthe type. To < claved with » $Tatic retention type,
. . . s WSt condy =0Mwltﬁ1 x ion Processcy. This may be the most effective
[abilicy for 3 KHOOL G adniv Lo st up new snd maintain existing P Yes Standard mdmmmm:mmmmhmmwmmmﬂmﬁmmmw
Docusment Retention confipurations. T ' - |eateation ereris. When modifring the length of tme for » retention plan, U new length of e b immediatdy
[ 1 8 ’ - - .

spplied to every record in the system. I & docuwmnent has alryady bren marked for purging. and an updated retention
mmmww&mwnmmurmumwmm-mmu

Creckiisr \rairdation .. .
[Abiliry to vaSda ired o preiend b a Workflow Folder prior to r Yes Standard Mnmmhmmmmmmmmhmwmmw
: mhﬂhhp\"whﬁmhﬁmﬂﬂu . documend, iy valued, or information storvd in sorme other Fystemm and sutoma tcally foute the document 10 the
[ A cxample bing within the Elevatar tnspection process 2 Workflow Folder ppropriaie work queue, if information b missing &3 required by a defined business process, uch 33 payrnent for the,
L B17.) | shoukd not be alemepd to progres 10 the “hsue Certifiaate” step undl the - cevtificate, OnBase will prevent the abillty for » uter Or 3a sUtomated syReEm ta gk 1O progress an Eleva tor Inspection 1o
Payment for the certificate i present in (he folder, mmmﬁnumhwwﬂhmmMMmkmmmmmhlm
: mmgmtenm‘whmhMMInhnulmmﬂnn.
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[ 24 8]

lee Rermiese Access
Abilivy &y access and dpikale o
cOnnECTon the 13me ki whan onsity end on the Granke domain.
An gymple being 30 Elevator inspacior being able Lo wr their Apple iPad o

#y wis 3 secure Intemet

whmmwwmmamm

the previous year's inspection report while inspecting the elevator s
an off-1ke location.

Standard

[There are radiiple cption in which OnfSisae cn provide acceis 1o oxtermal wan. One of the main things to keep in miod
drciding which option would be the mast approgriate I a given situation would be w consider the 1pedlic needs
of the external usec in Quastion 23 well 53 how NH DOL anwislon these wiers interacting with content in OnBase.

10 regards 10 extemnal sccess with mobile devices, OnBase prowickes int eriacrs for Pad, Phore, Android, and Windows
tablet devices, These interfaces s Sevelopad on the Astve OS for sach device. mmo&uuuh-mmed
the device’s native uier experients and slkowy uzers to work with thair device in 3 amiliar way.

D that are recs mhmaamunbmmwnwhymhm“

8132

Mnmuudhn:hﬂawudanchn dmmm:hﬂnpthrw
transterring tven to » third party or exporting theen to an el sttachment,

Sandard

Ad-hoc redacton i sveidable in OnBass to vy bt k MMWWWMM
documnent avallable to the Lhird party or exporting t 40 tral aTTachment.

[The end user would first select the rrdaction ion inom Lhe Onllaie viewss tooll:ar, Mext, the vsar would sehect an /83
mmmmwmwguwmmuw{ o be redacted. As the redaction
created, an iy nirw irmaga do s produced in which the annotations or bitimap images sre permanently
aMdmhMmMmhmhwa-ﬁk-mm dacted area of the & The
original version of the o n Jons, €an be 1aved and security can be applied to mil a¢cers based on
mmmmmmhww:cmwawd-mmudu»whaunﬂﬂwtoumw
emadl 3 document from OnBasa.

[ 3L 8]

AbRiry 1o iy 1t fucidds for rechiction when cerain actions uke place

fuch a1 eaporting Lo an emall sttachment. - -

Yes

Standard’

mmmmmlmmm: chnology 1o tiea By idertily sod reda1 private of

dthvy tndce fon from do " d Re-dacth hanﬂwnhﬁﬂmldlmﬂvmuﬂnuwmdﬁn
wabuirs For redaction:

* ONBata Kinpwords: Keyword values aandated with the specified Keyword Types are recacted
mmemmﬂHpnmmhunrwmhmm
-l‘mmmdumunhmdmdm

Certin Doty Types (L.a. & that requre Mtomated redactiom) could have system tasks associated with
themn, When 3 document beldngs 10 1 Document Type that by configured to use system tala, system task, such 31 “Send
w- A Buctassl -anu' Y Jmm.

819.4

Abllity 10 uncio or reversy 3 rediction, iy idersd conditionath datory
only if Redaction Capabilthes are installed.

[Yes

Standard

1. BUSINESS REQUIREMENTS
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.State Requirernenu w

R - ~ P s i X

hE 28]

MNHDOL b saeking snatytical reports for managers and departtment keaders,

r

.
\
)
15

Cwmum e - - P R

.|mq;sdx uﬂa&zﬂmsanhmdq&w{mr:mmmmbxﬁ:m?mm

. |mformation, Duhburdsnrucmauhnmalmpﬁedhmuhdudumm.mﬂu.mmmam

Mauwuhunmndnummhmmmmmmﬁmhmmm
Randard agtions for sdvancad reporting solutiond,

d report eption inchude configuration, exception, transacdon and verilication reports, OnBam abo offers 2

Report Services module which gives ongan the abilizy to gain vahuably information sbout Fysiem snd business

l-l!ch._lhpoﬂServiulilmnshrdnplayedlgdnlhm:hﬂMmlwhmﬂwmhgﬂmdun
plete picture of Onflase and the repoditoniey and processes & manages.

lmnmdnwﬁmwdgnduwsmmmkn&ﬂtm}umm.
Newer Features Eke the Repaning Dashbosrds madle, Aliiw rs t create graphical views based on relévant

more. intersctive featunes’then allow isens 16 tatily monitor performance and snalyze trends in reaktime,

JAbilicy lor mansgets snd department heads to generate tlr swn (epona o
rmanialzte existing ones,

Yes

[standard

muMMnmulicm&nr:mMnmm“ g

Marager snd depantanent heads have the abliity 1 generste thelr own reports by cxporting to .csv e fram document,
search reduls kst, workflow inventory, eic. This reporing festure s out of the box 3nd a great todd Lo create ad-hoc
reports on thelr own,

iy, Report Services and Reporting Dashiboards prosides managers and department heads Uhe sbility 1

., highlighiting bui dats

w-mmrmm”lmmwﬂmmwawawhmm
ehectronacally that produces an image with 2n actual “wet looking” signature, TrutSign ndhudes markup capabilities,

siows wiers ta spply sochors for casy one-click signing. and sllows signing by peonty, TrieSign 2ito supports electronic
sents and craevne aned rhe pram oo 5 ad chevl

2.2

Aﬁﬁnulﬂzhﬁmﬂnbunnsmabutddnnmhndmm
[suthenaicated user.

An exampis being MHDOU's Commissioner withes to be sble 10 review afl

mnmmmummmmammm.mn

l l'nr Strlng Searm -

Ahﬁyiummnafdmmm-uhmmhwm
Folder,

MmeahmMmdwwﬁuMnmu\

Mh-mwumwmmmmﬁ
Swtpn Uwrough opcical charscter recognlton {OCR].

ftem 1n 3 350 page medical report and the bearing olficer withes 1o find and
Jraad the page referencing the kem

Yes

Standard

Standard .

{Sounde, wildcard [*, 7} and Bockean fand, nox, or) operaton to quickly and sccurately locate spedific dacuments.

[TroeSign Suoports The sbility to electronically apply a signature to all dacuments in a batch tased on the suthenticated

mm:dcmdmaﬂWTmmwmmmm*mnumd\duvﬁlydnhnuu:do
sptcific string of 1ext i one or multiphe documents. The search b done whers the dits i fontd 40 Lhat OnBlate doet not
[have 10 nd 8B ihe aw datd Lo the workstation Lo rorsplete Uy se3rch, saviog time 3nd kmiting network traffic.
{Combicing kryword and ton searching Asmows e results even hather, Those “hits” can then become the basts of 3
cres-reference W another o o anocher wex seanch,

Additionaly, the Full-Text Search madule provides » simple, unifled interface for retrieving textust information stored n
(OnBase documents. This module exiends native OnBase search capabifities to both structured and unstractured data,
Admmeduar:hesﬂnhpcdunndhudmmwp‘nnnhtummmMm(am
v gy kit L ik The: ach d search hurcthony Include Rem, exact (™), huxy, theuns, nesr,

Mwmwmmmbwmaummmmhm

P "

o pndder Metwork Folder Sweepy,

Y farems and rubts, combined with an scourste snd resiable OCR enging, provide the means o
Icaly chassify and index image documents rorm any surce, mm;,hnmmumum
- i - - 4 terd broem ck Iedccs ozl _tax_etr
w2 Abifty for NHDOL lecal sdmin 1o toggie autarmated indexing viing OCR on snd r Yes Standard -mnuDﬂwtmdocucnydumgnhlnwtdmudlhouﬂﬂhedmmduswmmbal

Adminiitryton,
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C

X E . . - - '

Ab&ymocllpmﬁeduusdanhmi‘mhhﬂm

MmﬂClﬂu!h-umphuhudoulnmccmw:ammhmkwhh—mmfmrnsaeoﬁc

Iawdammmmmhm-nnmumMMMMmmm

8234

jAbilicy to lormadate 3 confidence level on an OCR read and determine et
worklow navigation path on it

The OnBase Advance Caprure module supports confidence lrved, abo referred 10 23 the “suspect level " By defaul, the

Lrval threshold s sat to 75 and the sverage score given (o 3 proceased Gedd i 20. i consldured 3 bast practice
to set the Sanpect Level 10 the default threshold of 75 1o encure that forms are cornectiy sad conistently being matched
10 documents.

anmymmoatthgbuwrm‘mamcbﬂwmllnd”.dwun&um_hw !
Bcwna it b7 10 tha resull Lt wid Feturned. A $tore returned by Lhe OCR engine higher than the Suspect Lewed

thrthold cwues the value G ptured from that zone (1o be marked as suspect, requiring further sction. AY scores lower

MmmwwwamumIMnMWh&hmwwmmwhmpuble.'

8138

[ FINRY

[ SN ]

Abiity to use kay values obtsined rom OCR t execute 5O5. salect staiements
i oboining further indexing data from QDBC connections an NHDOL'S M.

Abﬂvubwohankhmbufﬂdumaymm&mm
applcation on the NHDOL IBM, . .

A&vwmﬁmhmkmdum

Yes

Standard

Advance Capture provides the ability 10 use the keyword vadues obiained irom Lhe OCR angina to executs 3 SO select
statement m obiain further indesing dat from OOBL connections ta the KH DOL 1IBM system. This functionality is
ireferred (0 in Onlase nu\Eannuutnmhy-wdmm'vmmh:pﬁedbnwrm!mmumﬂ
|statermendt to the 1B sysiem or 3pplled

Ty by the Ads Capture OCA sngine.

third-party buskh pplications and or pr n

mm&rm“v torm be
|Onfase without 2y coding. Apphication Enabier works in Ow backpround, allowing wusers 10 access related conlent on
dernand withon eaving the screen of thelr busingas spplications,

Amﬂutbn&ublumkuwﬂlmwwﬂwﬂ- of - baszi wystem, inchudi inch tm-hnndlc.g_lm -
Green Screen), lava, W" Silveriight, HTML, and more, mm&amm&r-mmmmmmdun
that s newded to bulld integrations that retrieve the docun index doc banch workficw, creats slactranic

hmmm”e.mnmmﬁ‘ummnmucm

mmm-m»mhmmm mehmmmmwmmwm
be imported sutomatically vie Hyland Software's fax integrations. Once archived, faxzs can be indered, aasigned © &
|document cype, sam to 3 Warkficnr Ble cyche for continued rourting, o sam 10 3 3c3n queus for further processing,
.‘mmammlh

&mmmtmnmmluWhmmmm-hammmmlwm
hmrmrumwutm.mrmmmtunu jon provides chvivh
of Faxes into OnBaze, ndes-based condy Son to axsign o mu:rdmmhxu.wmmmmm

abmuwcn‘nuﬁkmdwahxmwmhxmmhmduwmm

.32

Abilicy splt an incoming 5-page faz of 1-page injury reports into five sepacate

Yes

Standard

jaccess i for sutomating busiotss processes through Lools swch 23 Workfiow. Fax metadata, inchuding the sending and

Business process owrstrs will find that fazed cocuments are archived into DnBase are kmmediately available, mot Gnly For

recaived fax numabers can be used to xally routs the do 0 1DecIc Busing1s users oF gututs 1o split
md.‘arv:ﬁlylhbnd‘ Por comgh batore p lng conti )

. 'Documcm venm}ng Fratking ,_.-_ —_

Yes

1. BUSINESS REQUIREMENTS .

To fax out of OnBase, 3 sepanate fax server application, mwumhmm.mumm

[launch the mmmmmw Hhenpﬂnl-lo—ha implsmentations sliow tor owtbound faxing from any
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BUSINESS REQUIEMENTS.

3261

Aﬁﬁty(onmn:ndmnmmﬁuddumuuﬂmmtmd.

Mauﬂxum:mmmmzm( lmu]kmm:dmhmm&:dmddnnmnuwdn
(OnBiate through revitions and wersions. This encures the Integrity of tha d [ brug bt g3inay (e risk of

Revizhons are copies of an original d t whare the has baen modified, but the same file fomat s
mnmd.mmmum mnmm:lclﬂdw- At When a d s changes, the

rmﬁﬂ-ddnanmlmhuwduim A A are retalned, 3icwing usars (0 view prios revisgions and
track dooument history. OnBase 2o keps checking on documants baing used, 10 prevent more than one user from

2 u at Uve same time. Revish of Word do . unbg'nmv:nd’uummkmm:dv.
wiat has changed banween copies.

[ 28]

Ahiwwlnu;knmuuqnﬂnndm

Yes

- jStandard

| ${%]

Abﬁylurtmddmhaudmcoﬂduuuunmhl&- workflow,

Yes

Standard

Versioning i applied 3t the individual docuraent Type within the OnBase Configuration chem and can be enabled or

Old versions that are no longer nceded can be d during defined conditions or steps in 3 workflow process.

1. BUSINESS REQUIREMENTS
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ALl

S?ECIIICA TiONS

Ability 10 access data uiing open standands aacers proterol (please spedly

Ta énsure comnpatibility with current md N\me hardware and m&wau standards, the OnBase

fon has always embraced open standards and does not use an proprietary Formatling or

Vmiythedmdryuummbtealdt)nmtmm applaw\sbefnte
ahowing use of the system 10 prevent access o inappropriate or confidential
data or services.

| pported versions in the comments feid), Yes Standard  |compression. OnBase is built an the Microsaft Platform leveraging industry standard languages and
protocols Bke NET, ODBC, SAL, XML TCPAP, and HTTPS.

Data is avadable in commonty used format over, which no entity has exclusive Data in OnBase is available in .,unﬂfmumddu:tuuuhemp:mdata
ALl control, with the exception of Natonal or International standards. Data is Yes- ) Standard format mtiswbiectlowtnwﬂm patent, nademutnrmhnmdcs:aﬂ:mna:m

ﬂolmbpﬂloaﬂvcnpvridupatmt.uadmuﬁumhutndeucﬂ

rendation . : .

Welr-based compatible and th conformance with the fallowing WAC * ) The OnBase Web Server it compatible and In conformance with the W3C standarth, which indudes
AL wa:mm.s,cs;z.x,mu Yes Standard

musmswmwwmmwwmuufmum

A standard OnBase installation provides support for the standard OnBate usermame and patsword
aythentication, NT/Active Disectory authentication, and LDAP authentication. For splutions hasted
in the Hytand Coud, standard Active Directory is nol supparted. Active Directory Federated Services
lmSlei:mm&nd which is more secure and is commanly used todary,

NT Mummuwu:me Directory allows uiers to be loned into OnBase automatically, based
upoen meusu’sNTmeD-«denlodn.nuu an dfzcﬂwmed\odfor controlling single

Yes Standard Mdmmaw.mmﬂnnmmmdmwwwrmum
- cusiomization. .
Mﬂmﬂuﬁmﬁuﬂwmmmﬂmmw:h«ﬂa&dmm&nﬁnm
appl-cahonotmtcm hmmmwmmmmﬁauduxawmus
differem areaswdhmcﬁauﬁtvhmappuobm sudh 3 document retrieval, Wukﬂo-
Mmmmw#ﬁwwuwwaﬁmu
Verify the idendty and authenticate all of the system’s human usters before| Please see the raponse 10 requirement A2.1
ALl |allowing them 1o use s capabilities mptm *cess o mappmpd:t:o- Yes _Standard .
confidential data or serdces, .
' Enforce unique uter names, . ) &mmﬁwdnu:mewﬂmemammﬂmam o-mwmuummm
A1) Yes | Standard Wuwybwmmnudnmmmbmmuﬂnmw
Enforce complex passwords for Adminlstrator Accousts in accordance with Otfers two opdon: {high and medium] for password sirength developed br Hyland security experts,
OolT's statewide User Account ond Possword Policy which alleviates the need for creating 3 complex policy from a non-security-trained admlnimmt
aa | : Yes Standard ﬂmmmhm%mmawmmemauuMM
. password poRc mmmdshrmwany cmmmrmmd\w
Irmrdacmumhdm -
Entorce the use of complex passwords for general vsersusing capita letters, Offers two opdons (high and medium) for password strength developed by Hyland security experts,
numbers and spedal characters in accordance with Pol‘ﬁ natewide User . which aleviates the need for creating a complex policy from 2 non-security-tralned administrator
ALS mcw?mwd?opq. : Yes . Standard wwwidusdidmﬁymdmwﬂsiwmwmﬂwmwm
. - mmﬂmﬂmmmbmnwlmm rotatlon, change
frequency and account bockout
Encrypt p ds in tr Ischon and at rest within the database. Passwords in OnBase combined with a value unique for €3¢h user (a process known a3 “salting”)
A26 Yes Standard

) wmmmwummw.@uuauqudmmm&w:wmm

2. APPUCATION -SOFTWARE

Aeaxishen,




Attachment 1: Pro}eét Requirements

FBubiﬂ:Mrymwbem—vdsah& adrhupauddumeh
accordance with DOIT's statewide User Account and Password Policy

i Yes

L r— ave o'

Standard

In order 10 ensure thn users e -auun; PasswOrds in 2 secuve manner, admhinﬂlou an:

* Require that 3 designated amount of hours pass between password chinges
- Designate the number o!danbdweamuwdw&umﬂmmhdwtd
-Rmvehllmwdmumﬁmmwmlhw

Provide the ability to limlt the number 6f people that can grant or change
authorizations

Yes

Standasd

“|onBase administration provides the ability to limit the number of peogple that can grant or change

authorizations. The configuration of OnBase is accessible within the Onllage Configus stion Client,
oy 10 au:horlu.d uzers that has the dient lnatalied, in addition, Granular Rights Management

| aticrws administrators to conirel 3ccets lo every part of thewr arvironment down 1o an exremety
©anular level, preventing users, inchuding sdminlstrators, from having more access than they

Establich ability to erdorce session timeouts during periods of inactiity.

Yes

Sundard

Sesion tmeouts can be configured 3t the user group level, Depending on the dient used, the dient
will either simply end its HTTP sesslon with the server after the allotted time has passed or will close
the client entirely. With both methads, the license is releited on timeout, and the user will have to
re-authenticate and consume an avallable ficerne L0 resume working within the system.

A2.10

The application shall not store suthentication credentialy of sensitive dats I
its code.

Yes

Standarg

Pazswords for authentication or sensitive data is never stored is stored tn code,

A2:11

Log 3l antempted accesses that fall identification, mhmﬂuuon and
horl 22150 ¢equis

Yes

. Swandard

Attempled access that fails identification is togged in the OnBase Uancaction bog reports and is
resuricted 10 suthorized users ondy, Error messages that disclote the reaspn for 3 login ladure (e
the usermame is incorreat, the account is locked, the password b incorrect, etc ) make i easier for
trackers 10 suecessfully login uting stolen credentials. For this reaton, the gnly ervor message that

Bds#a'cdwlmlolmdn‘afﬂcdlwnu Lndnlﬂqd.aﬂwmeuedermﬂswekwrmor
[the acxount Is locked.”

meappﬂcnlmxhaulq:ﬂmhluuwumtr.ﬂ mmmprevcmmlclo
wmmmkmdﬂmm:mm:wm

Yes

Standard

Ona.neaudlualluscMmcmmnweﬂuawuwmmmﬁamﬂ:lo‘rmue
auihblemlheﬁnnueswtemmtuswammwwﬂaﬁemmmdmswm
users with the aparopriate rights (o view transaction log reports. The bist of hems tracked is
|immense, bulindudumuusmmem:mbvmmadf failed login attempls, opening
documents, changing documents, d\angwmnwmwummamime.

All logx must be kept for one year,

Yes

Standard

laghOnBautrelepl!urtheduiredlc\nhdtiumdhuwmlue!wddubnby
i Adrin

A2.14

- rmudmpﬁormﬂmdmldlhenrmm

The application muit sfiow 3 human user 10 explicithy terminate a u:-n.nal. Ko

Yes

Standard

Administrators have the abohtyl.omwulyloct accom.t: an prevent ioon. Accounts
muuzhbck“hmﬁmmmwmmm&mﬂvmdb’madﬂhm.
jAdditionally, adminisirators may simply delete accounts that are no longer aceded.

A2.15

A2.16

The Zpplication Data shall be protected from unauthorized use when atrest

Do not u-seSohwaumdSmemSenku for anything othes than they are

Yes

Standard

ImageSoft will comply

Yes

Standard

m&éwgam&mmuubw;fwmﬁzqmdhummemmwu
encrypted uiing the AES-256 or AES-128 atgocithm when it is not in ute The Encrypted
{Nphanumeric Keywords nﬂukdbwslahcrwdvabuhﬂ\edﬂzbuelohemeduﬂn‘

A217

The application thall keep any sénsitive Data or communications private from
mwthddudlngﬁﬁduzls and programs.

Yes

Standard

Fibe AFS_ 25K o AFS-12R afrevithen

The astignment of user rights, privileges, ind User Group membenship in OnBase should follow the
principle of feast privilege. Least privilege means that users have no more permitsions, rights, or
pmdqslhanmcyfmnmcandmmenrumnmemmhrmple.ummmlym
OnBase to retrieve and irdex o hould not be astigr awuuﬁnhiw—anmprwdqu,

pﬂnmwhouenm horited (o view TH mmdnmbepvmmusm
i g

_Jsubsequen application enhancemients or upgrades shall not remove or -

rity requic

Yes

Standaed

Application enhancements and upgrades do mot remave of degrade security rtqulummu.

2. APPUCATION -SOFTWARE
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A2.19

uﬁuu :haqg mananmen\ GOCUBENT3Ton and procedures

Yes Standard

lwmm naNag L adpro:edu-a.hdﬁuu'\aﬂv wan&ne
sohutions in the Hyland Ooud, Hyland Follows internal change management procedures when
thanges are initisted by Hyland, or when a ¢ustomer requests to make 3 change on their behaif Lo
existing Systoms, of whin new systems are deployed (1o the Hyland Ooud.

Web Services : The service provicer shall uze Web services eidusively to

interface with the State’s data in near real ime when possible.

Yes Standard

The Unity AP1 s an chject-oriented programming model that corsumunicates via a .NET Web Service
that can be used to integrate with appbcations across the internet. Web Services is the preferred

integr 3ticin method (o interface with the NH DOL stite's data, and in most instances, can integrite
in rerabtirme

3

2. APPLICATION -SOFTWARE
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&WW“‘W & vﬁw*'ﬁ'%vw;& *"%.u
. ‘H-’l','z o

B e

R o il

SE sty
A5 pat af the implementation, ImageSoft will review and test the solition 1o ensure the NH
T1.1 |Al components of the Software shatl be rrviewed snd “"‘““‘ 'W"M’ Yes Standard  |DOL data is provected. Ak, please reference the responss to requirement 3.1 for funher
- mtmh&msm:ﬁe“urﬂnmmunm . “ . .
B A *| The Hyland Cloud Services SOC 3 report bs avallable without an NOA and Is svailable upon -
. The i relevant 1o Security, Avallal nd Con i s
e vendor shatlbe responsibie for oo e of security . . request report it re TIO cu-m« billry a ﬁdemniw
T1.2 |tesung a3 appropriate. 'ﬁ“t‘mw“d"cmm“ Yes * Standard i, mkm,ﬂm@mbﬁummﬁmnmmm_ﬁmﬂymﬁ.amm
P '-’,“ m“;‘_ ‘ovid he " e ;:o‘ Smem wmntnanmilpawaﬂonlmlpinnmloumsm A repont is provided on |
ccture in order 1o pe # the necessary confidentiatity, imegsity and thc-rﬁndn;s andWwwﬂesadmem:dr:spwclolhconnnepmetmmlmUm
|avantabinry. - - : dataile sha lm Lns a2 Bl
Provide cvidence thal supports the fact that identification and| A:pmofmsocsuepanmduaedbn:mmmmrm the results conclude
Authenticauon teting has been recently accomplished; supports obtainng M‘Weha_uc;mmmm s assertion that Hytand's Sofrware, Inc. maintained
informaton about those parlies allempting 1o leg onto a synem os) efTecthve controls (o provide reasonable assurance that
T3 application for security purposes and the validation of users Yes Standacd .
“thve Hyland Coud Ptatiorm was protecied againgt unauthorited access, use, or modhcation to
acheeve Hyland's Software, ne's commitments and system mq&qncnu.‘_
‘| Test for Access G I; supports the gement of permbssions for logting|
ONLo & COMPRILEr OF NETwork . Aspartolll'\emplemcmamnm hnageSoﬂwﬁlwmuslbcmw
:r A . Y . " hmmmmuENHDOLmduﬁQhertWTm(uan
14 & Scandar mwwmtuammsmsmhm
Test for encryption; supports the encoding of data for security purposes, and] As part of the implementation services, kmageSoft will review and test for encryption, in'
s for the abllity to ccess the data in a decrypted forma trom reguiced tools. Yes Standard combination with the NH DOL resources during the Lsers Acceptance Testing [UAT) process; to
suppon the encoding of data for security purpases. wi«ﬂ\elbﬂtytoaocauheminn
desrynied foroat fram rhe reoniced 190k
, Testﬁnlnuusbnnetm-on_suppomlhedelmollkgdenuwemoa mmwwmm-um.m wmnrh;suvk:smm
.TIS COMPULEr SyStem Yes' S.I i n‘l' customers, each senvice is moniiored and 1ested to assure pedmgmvctamabﬁdymu
awmmuemms:quem{e; fwewalls, dmemyplmwmdﬂecﬂm ankH
- | . s lnti-matacace)
Test the Verificatlon featwe; supports the confirmation of authordty to enter| As pan of the mplementation scrvices, lmageSdluufeviewwtstmuﬁcanm .
 computer system, application o network feature, nmmhmmuNHDa.mmNUsasmme
n_-’ ' : v Standard Testing (UAT) process, 1o support the confirmation of authority 1o enter a computer:
- ol tandard |, ciem, application, o network.
Test the Uier Management [eature; supports the administration 'or . . |As pan of the implementation senaces, IMageSoll will review ang Lest Uwe user,
computer, application and network accounts within an organiration. management feature. in combination with the NH DOL resources during the Users
T8 Y 5 nd.rd Acceplance Testing (UAT) pocess, nwummmdm
. e tanda application and network accounts within the organtration,

3. TESTING
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tEReaLirETene o T

t§ REQUIrEHeNT 2i3,.L
A T T AT .gl"‘_._,!’ H-_“—:&l ol q{"e..,__,

A R L e B Y [ RAoT e Pl S} 1.4

TmmmwmmmdaWumm mplementation r
or groups of users of 3 compuicy. application or network rmmhMmmmmmMmmmﬂ
TL.9 Yes Standard  (Accepiance Testing (UAT) process, 10 suppon the granting of abilides 10 user or groups

of users of # computer, appiication or network,

M .
Test Audic Trasd Capture and Anddysis; “supports the -dcmiﬂntion and . As part of the implementiton tervices; imageSalt will review and 1en the sudit trad capture
T1.30 |monitoring of activitics within an spplication or system Yes 51 " and analysis, In combination with the MH DOL resowrces during the Users Acceptance Testng
(mnwummmmmwmmolmendmmmhu
- - M : I:m&mhnumm'
Test Input Valdation; ercures the application is proteied hom buffer| - ]Wmammﬂmmwmmmmnbm
overfigw, crosi-tiee scrpting, SAL injection, and unauthorized access of fes T ) : [security viinerabilisies (e.g SOL inpection, XSS, XSRF. eic.}. by villzing many securky controls,
and/or directories on the server, such a3 Rrewalls, 105, and vuinerability management to ensure thal custoner dita is searre.
TL.1l . Yes Standard  {agditionally, Ooud Services uses a combination of entermrise and qustom Looks to monior the
Hytand Cloud platform. i 2dcition to thit, we contract with Actuvam Labs, inc. to perform thirdH
" party penetratdon testing againg: the software a3 part of the Ansliation process for relcase.
FoT Wb applcations, EATove The Bppcalion T beth Voled and hardened The Myland interasl RAD and Mytand Global Cloud Services {GCS) teams ace well-versed in
0 prevent critical application security laws. | ALa minknum, the $ppikcation COmmon vuinerabiities and explolts inchuding those puthned in the OWASP Top 10, Wificng
T.1.12 |shab be tested against 3 flaws outhned ia the Open Web Application M memmammﬁmmwwummmmm
Security Project [OWASP) Top Ten mwmmmmuwmmma-«wdmNmm
[Mtp e/ farvewe, owasp. org/index. pho/OWASP Top_Ten_Projearl) . .
nmuaamm Sdati oi!rdpam' “, J performed on L - mwwmwarwum&uﬁmmnmwumm
the applcation and The review may inchude 3| - : ' . [request. The repon i rcicvant to Security, Avallabilicy and Confidentiality.-
MOIMWMMMmd
the sowrce code, and et code review  (please wcdh propased . * |As part of the SOC 3 Report conchucted by a third-party security reviews, the results conchsde
Mnmwﬁtm i . . i |MW¢MWM¢M:WMW:S¢M¢ e mainrained
. . cﬂcmve;ﬁ to provide r bl e that:
*+ “the Hytand Ooud Platform was protected against unamshorized access, use, or modification

T1.13 ] M to achi mhnd's‘ frware, Inc.’s ¢ it and Sysiem requir .

‘mwwmm-uhmbmmdmmMWswg
|lrw.lmndsynemmq.im
-WMMWWBCMN.MMM.MwM
Hytund's Saftware, Inc.'s commiments ard fystem requiremens.”

Mmduﬁmmwmmumfnm

- thhMNﬂmmmmMMMhm

Tli‘ . ' . 'M v . %MUMWTM(MUMDWMNMM .

. EwNMMmmmimwmmvmmm _ e Swandard wammrmummm
i

esults of all security Lesting Lo the Oepariment of information Technology
lor review and acceplance

3. TESTING
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SR Tt
o "":«”E_‘ét_:rmw
. , . . ummmmrmmmummrmmm
T1.15 [Vendor shall provide documented procedure lor migrating application Yes Standard (mﬂmuﬁmm
rupelificstions from dwe User Acceptance Test Eovinoewnent o tee Producikon
YFANDARD
. }The Vendor must 1601 the software and {he sysiem using an industry . geSolt will comply
T2.1 |sandard and State app d testing methodology as more fubly described in Yes Standard ‘
Appersiix G-2. ' '
mv:mmpdmmmmn:tuwu\dmnmem {imageSolt wilt comply
T22 | geceribved In Appendix G-2. s, Sandard | - - - -
Onfase provides 3 Todl to help with OnBate configuration change ag W ~ Test System
Crestion. This akows a.umhhu—nors 10 taslly create copies of OnBase enwironments that are
‘wuauclortulwdcvebpmmm Andwkaldotmmdmhzhwﬁhueh
the Systems Adminisiration Module Reference Guide (MAG) under the Change Manxgemem
section. In additlon, documented procedures are svallable on how to sync production with a
lmemcmmhduummmmmlmﬂlmmMumumm
. ‘muhoéu}w'u\dudedaubau backup and restore.
The Vendor st provide documented procedure for how 1o sync " t
T23 Production with 3 spedific Testing ervironment. 75. Standard  eor somutions hosted in the Hyland Clowd, 1es systems are avaitable. however, the environment
, NWMbnumwhmebuwmu;m
Hyt; thduwdSuvknuﬁhMAdeﬁnedmmth!mulbiﬁnw
. recover the Hyland Cloud services.
T24 |The vendor musst define snd test disasier recovery procedures, . Yes Standard  |[CuRontrs who select the Hytand Cloud Patinum or Double Platinum dlass of senvice have the
Mngcmioiudauc:m:fhﬂom:mmmm_wwm.
Addtbndwwmmjmrwmcwowdoiuﬂmkmmphnmbewm

_ 3. TESTING



VuﬂuMMnnMW-ﬂlﬂyr)Dmquﬂnhm. Aderd
data canter requines 1) Multiple independont distribation paths seriing the IT

qul 2} AR IT equ W mast b dual-powsred wnd haly cormpatible with
the topology of a site’s archi and. 3)C Wy foktainable e
Infrastrucnore with expected svaitability of 99.932%

mmwﬁmhimbnﬁpumhnmmaa4m. Hylaret's hosting
facities are co-orated ¢ata cantors, with the data contor providing all of the envirormental safeguards
such a3 air cooling. fre SupErESTEN, A oW rodundncy, Howsver, Hytand owna and maintains a8 of

e spipment spporting the hosted - of Onf Hytand Sofh offors madtiphe $Orvice
cha3383 for the Hytand Cloud that commi 10 uptime ranging froem GI% 10 99.9% uptime.

H1.2

[Vendor thall madnGin » secure hosdng eting ol ¢ y

harduars, software, wlmtwmuwmmw .

PPOrt users with parmnisilon baced loging,

bres

Hytang Softwars cews ard oporatts all of the squipment comprising the Hytand Clowd platiann, and the
Hyland Cloud architecture is both specialized and optimizad ke hottnd Hytadd groducts. Hyland

St Mirgs Ihe best configuration, ard Fiyland enginsers Marage the erwinrment Tansparondy o the
wannm Spodﬂcmdvma:ﬁn&-dapwmanb"m

Fytand Clobol Cloud Sanvices utes rodundsrt, '*,-‘_" ik Onitoring appla sora 10 enzure.

mmwmmﬂ:msmmmmmh
Srurs LmEarary Spikes in activity do not result 0 2 degradation of orvice.

Ll ]

Tha Oats Center mwist be phvysically - rh Let to the site to
personngd with controbs such 3s blometric, badge. and other security solutions,
Policlyd for granting access must be In place and followed, Access shalt ondy be

0 Those with 5 fewd (o perform Liaks in the Cot Contar.

Yes

.J.m

The physical secury meaiores 3t the dal Giviter are consistent with thase of a TWA Tigr 3 or 4, 150 27001-
lcerufed data centar.

AR Hytarat (honnd date exriters are stalfed by security personmel a0d covered by surveilnce cameray. Hytand Rindts,
vyiical accexs 1o pre-authort Mmmmmmuwmwmmm
that Kmics themn to mthorired areas ondy. .
MBMWMWWM‘Wthm
wummmupmnmww‘m .
- N A, 3iF bocks, n-ﬂd-m'mwmuﬂwhymmmﬂuﬁvdm
mmwmmmwnm
~ Acre1s to hardvimry b via M- factor sshentication, . .
-nmwmwmm-mmamhm“m

&m&dw“mmehﬂuawhmﬂmMm .
= Mrornated setwork Intnolion it oy o 24/7.

X i

=

[Versdor shall install'and update a server patches, updates, and Gty willides
within 60 days of release from the mamadacturer.

Not Avaitable/Not Proposing

Patches 2re applked within 90 dans of reisiat, bat omly after they hawe betn tesied I a SON-PrOGUCTIoN
envimnement. Hyland Software evah £2ch patch rek for the Microsoft Windows operating sysiem n
Order to snsure compatibility. Cur partrership with Microsoft enhances Hytand s ability to idently and resolve
cormpatibiity baues move effectively. chmlnmmmhumwmlﬂm

Arlrabin sl

1S

Yes

mmMManqmmmmﬁmhmmmm .
ammwmwmmummwmwmmwm
ericical servers and Aetwork vosts and masntained i a kzed log r Mory. Thtis logs are kept i non-
repudiation frmat and kept for one year, Access 1o the conteil log repoaitany s Uediad 10 3 small team based 'n
Job role, Monltoring of these systoms b active and alerts ary configuned to notily appropriaie pertoveved within
hwuwmummmﬂummdnﬂummm
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'Vendor shall manage the sharing of data reuucen,

Yes

mwwh-mwmmmwwmammm
trnstance of OnBlase o each has i3 own database st disk groups, Howsrwer, the hardware and some
servers are thamed for the indivichaal Hyland Ooud cuttoeners. As 3 raolt, there it fed co-mingting of data in tha -
mwﬂmmammmmm fulers the c oty
scaide of the & s dedilated | of OnBiase. *

HLY

Vancdir shall manags dady backups, off-shie data 1mwage, and restore Speration;.

Yes

mwo«dumzmanmmmdmrw“Whmmq
data chnizr on sepaate hardware, and 2 third copy s locatad Tn 3 Gifferent dats center in 3 dilferent gtagraphic
loaden Thicse copies ary Litred mmmqomuu:nhnommwhw H.anlcnn

d e hot d. Data sankizath umhmmmummwmmﬂhmiuﬂ!
el a




mmmwmm

Retnote acoeis thall be customized to U S03te's buziness application. In

mmwmmmmm ecurity, wmmquwm each
service, nchuding hardware, hnwhﬁﬂtuwmm‘mmwm&v.mm.
- Data centes avaitabilicy wnd ¢ twironment services (.., powes, mhdmwswrm\ml

* Nafwork connactivity snd support services (e.g. HTTPS, DNS, SFTP)

* Network wecudiy services (o g, ficewalls, data oncryption, ntnzlon detection, sncvivus/sntmatware}

= Onflase processing sendces {e.g., document retsieval snd bualness process workflow)

M9

insLances where the Strte requires accest o the soplcation o serieer

mummmv«wmmnmmmwm

* [server dwcugh secure protocols wach as 3 ViRl Private Metwert (VPN),

The Vendor thall repan any breach in seaurity in condormance with State of NH

Yes

Sandard

mmmmmm-«mmmdm“mmummmum
o connett dineotly Lo SppEcation Liretrs over 3 VPN network.

Horemtwev, Hytind Qoud Services offers 3 Goud Ponal with scceas for the management of some of the
Wuumwmmww 1 BT EIMY diw g their sohution as
they see . As such, fysiem Sdiminkaton hove scoess 19 thelr ihtions v the ITEmet Al the Hyband Ooud is
2 hasted offering. U opacaton b that end-user access b owel 443, A VPW b 1 non-standand comyanent with 3
Waw.ddhrﬁ‘_nu&-u-wm:m-m.tm&m_unu-um

HL1

RSA 359-C:20. Any peron engiaged In trade or that s whject 1o R3A

ower tuch trade of cormmeria, All other perions shall Actify e New Hasmgnhire
| sttorney general's office.

Vendor shall have d d dira plmumadd-nﬂnm
dmmuuuuduwmmemuhmmwmm

" |defined recovery meeds.

353.473, | shall ako notify the' regutator which has prmary negulatory suthority

Yes

Standard

The Hyland GCS incident Rasponis Man b do as @ part of the GCS 5 Policy Solte, Procedures ace in

mhmm:wwmhh_mwdnqm ity incidk This infe won b
documented in the Hytand Global Cloud Services Security Incid [¥! Policy, The Wncident R:
Pan mancates that all Securfty incid: e 3 be A promptly and tharoughly by Guatifed team

T, :mmmﬂumnuas«mmmmm Avallabillty snd
pdncy' il follow & o incident responae. B

wwmwm-mmw(awmumwwam

K Sercurity nci &MAMtl:JNMMMMdMMM

sk wchricad Y, ot memmmmdcmm
wwunhmwmmmmmmwﬂ By has enough detalls for
CUStomeT Lo i U Communicite Kiiug 1o their end uiers. ’ '

*Note that sobstion W v - sithee d3ts ¢k

which requine additional confidentiality and
-uaﬂtynnuru(‘rd.di‘Mdmmﬂmdhhmuﬂmhpﬂh’{m.u
Hytand Goud customen notd sdditional detals of an inckient, 3 requent to Lhe GC3 SUPOON wam mugt by .
ssbenitied s handied on » case by case hasis, This Release of inf Son p MY require an on<ke Arview

0 protect the confidentisbey and security of the requested information, Hytand will st wireasonably debay this
| notice, mnﬂuwm;wm&mmhMMMmmmmmuw
u:hiﬁndumhd(:hdphﬂam .

The Hytand Cloud DR Pran catablithes procedures W provide dl y for all
daruption of service. mﬂ-hnnqmdhmmbmw&u“mwhw .
o daty center. Services are preuped Mhmhmmmhmhmmmn
Manual Thase cdstsifications ane Shver, Gold, Pad srd Ocnabbe Plati

The tofiowing objectivis st contained within this plan:
» Acxwanting of services and data sourtes
mmwhumhudmuﬂummm
« Prevend servica disruptions from occurving

+ Avoid the kous of data Unough backup ratine
wmmmnmm

-ummummanh.wm

-wmmmm )
Hmﬂvmylnﬁaﬂnm

Maummwmmdhww Dhnwlmym
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2.2 m&ummmmmmmhm mwmdhmlmwmwuudﬂduhmuwambﬁmﬂ
mm_&mmdawmu.v_hmbm dots Mes are d, and the dacabaza s log shipped to this dary wihait the log ar 3o
SyTems shall offer » level of redundancy 50 the Toka of 3 drive o power wipply appled, . '
will nex be suffichent 1o Leminate service: h ., these fadied will
hawe to be replaced. Tha Hytarat Ocud Ot phan doxs identily appropei Chexds bowr procuring additional hardware in the svent of a
PN,
ML Voredor thall adhern 10 3 defined and dooumented Back-up schwdule Md Yes Standard The Hytand Ooud Dlssster Recowery |DRR) PR was devoioped Lo aaalst the Hytwnd Clobal Oossd Services
[procadure. SEAMTMENt Lo reinbmize disruptions and meet d service levds in tha evene of 2 disaster ot one
. - ot U Hytand Coud data canters. This plan helpns advance that direvtivy by kentiying services and dana sownces
Mmmmgmmﬂw‘mamﬂ-mwm.mmm
then ncorporated into the dhary for 1 g dzrupind sarvices, with higher priority sevvice1 being
wmmmmmmmmmudumuwaunum
“|ivehaing az pre itnce of €362 e, and continal monk "€ of syater components
LA | Sach-up copies. of data are mada for the purpose of lacfioting » restore of te Yes Standard Woo\dmwmnrumﬁudhuu m-ﬁhhw&mvhummuumha
dats in the event of data Ioss o Systerm Ballury, wuuhuanluh-d}ﬂwmwwmmnmdmmwnmhm
- luﬂhuwmh‘ yod, Hard copy & e Data igues are used to
aite AX: 06 rive traers i act St b Cice xt
[HLS  [Scheduled toacihugs of all servers mest be completad regulsdy, Tha sl Yes Standard Redhurdant storage facilites, daty hackup, snd replication sre monitared daily and tested quartedy,
wmummmnmmm
H2.8 Twummmummhmmwmmmu NA NA mmmww)hm_wmnbnmmmmmmlmﬁm
sexure location to rvold mmmhmunm mmhﬁmd:umigfmmm:ﬂwnwmwh;dﬂhnm
[#rographical locatian.
-mmmmmmmmmammmmmmumm
i . . - mmlmmldl.udwcoul e empowered to g hmmdhm
ML7 DAts recwgry — In tha event LAIT racowary back to the Lt backup by not nalficen Yes Standad mwmumnmwmwmmhwu-mmmu
| frctaer State Dats, the Veador shall employ the use of database kogy In 102ts s are replicated, snd e database i log shi @ this dary Iocation wheve the logs are sha
Jacdition o backup media i the restontion of dw daCibase(s} o aiord & much 2pplied, LT . ' .
choser Lo reab-die recovery, Ta da this, kogs st be moved off D volume -
ning the database with 3 trexy 0 ratch the business reeds. .




s R

N MWMWWMWMMlhm-mhm

and daa i3 protected,

" HOSTING-CLOUD REQUIREMENTS

maﬁ?

o]

mmmhmwmmmnwwwphu“wwmﬂ hotted
data:

—mwmm;m ey and ng Mcchaninms in place, which inchades fuewalls
mmweb-rumwmtos.ndmnm " Logs s exptured from these and ather
critical serven and network hasts and maintaingd In 2 centratized log repockory, These kgt sre kept In non-
.rmﬂhu:mhmamdhmbrmnu.mwmwﬂnﬂwmkmmnmluwhudun
Jobs role. Mdmmm&mwmmmmdumw:awwhumm
the department of poteniisl security or svallabifity incideats, Stalf b rvahudnnailmwmmwahm
from these system. . .

- Hyland uzes comunercially avaitable safcguoinds 1o protect the Hytand Coud platform and hosted data from
inerusion, attack, or vinas infection. The hasts on the Hyland Goud platform empioy Snti-ving saftware, and the

nthvirus. sig e sre updated daily by an d signtture Kory. Antimabware i instalied and
lupdated requtarty within the Hyland Coud plath Soltware wendos ind & not shared extermally for

= in the Hytand Coud, 3i daia transler & cnorpted, By delavlt, the Hytand Coud uses AES - 256 kit TLS 1.2 and
SSHY tranapont encryplion. When uting 256 bl 31, data b encrypted both lrom the workstation 1o the OnBase |
indrastruct oy and vice vers. Daw transtin that uililte SFTP {SSHZ protocd) also enarypt raific in both
directions. - -

* The OnBase modvies Encrvpred Alphs Keywords and Encrypues Dt Groupt ire inchuded In standacd Hyland
MMMMMMMMWWdMMMIMMh&MMAB-
256 encryption. WMAMWIMWhhthmmﬁmMmi

' |fous on the technical, admini

protect the State’s harthwane, software, 3ad s related data ariets, Tests shall
tive and piwtical security that have
een designed into the mm:nmhwwmﬂnfmmnnm
mwm

ta view Kl or paniisl values granted to suthorkred users, Dy e ically encrypted 33 they are
ATporied intd OnBase. b ing incdeciph whven retrieved e du\emgmmww
[these fles are Ble ondy 1o perms d users. further decresting riek of expature. H .
owlm:\s-enmtrmhm@ﬁlmthmuu&nmwmmm«mgnhrtrruinx
3.2 Hsmedauhhuuamndtmhumd:uuﬂuqﬂmw-m‘ M Yes Standard In the Hytand Cloud, 38 data trantlee b ercrypted. By detault, the Hytand Cousd wses AES - 256 bic TLS 1.2 and
servers st be encrypted, SSH2 1aniport enarypiion, When uiing 256 bit 550 data bs encrypted both from the workstaton to the OnBase
inluamuwdqwm.mummkn.ummmnm{mzm}mnmmhw
N " . - M“ . . . - -
H3.3} ANl servers s devices st have cumendy supponed ind hartened operating M Yes Standard Hybad utes commenially svaltible rafeguands to rotect the Hytand Coud platform and hosted data from
systems, U Btast antiviral, anti-hacker, anthkspam, antivpgyware, snd snt- ntnzion, attack, or virws Infecson. mnmmmmmmmmw-wmm mdd\e
Serare utBities, The rvi a5 whole, shall have aggresive intnalon- anth-vinus tfnatures we daily by an d tigrsure rep Y. Arici-ratw Ishmledmd
e 4 amntertion Laatated oews tarke writhio she Fhdaod Cheexd tatfoom
M348 Al tomp of the inh yre shall be reviewed and tesied 1O enstary Oty M Yes Standard

Hytand Global Cloud Scevices wtillzes many secunky comtrols, such 1 fiecwalls, mwmnmm
Lo ensure that cusiomer daca b secure. Additionally, Coud Strvices ued s it of Prise sed

MhWhMWMthmﬁmmmmmmmuﬂm
Mmmuﬂhluﬁqmmﬂtwmumdwhmmlﬂm

LWWWMMMMMM mmmwhm exh
uﬂﬁshmdwwteMMIummemnbﬂn Thi:im:hdu

mmmw-mumk&wﬁhd«mhdmm:
Network connectivity 3nd suppon sefvices-{e 3., HTTPS, DNS, SFTP}

nennrtuc\nvsuvkes leg- forrwals, data encryption, intrysion deteciion, .nmhnhnu-md-;u:
Onbiase vices {c.g.. o MW‘ L [ workfiow}




mwmwhmlmmmmlmﬂ '
wmhmmdmmmndmm‘
Widrsatructure, . '

u@mawmmmmwmm

Wﬁhﬁﬂmmﬂﬂw*ﬁwmuwhhﬂdcﬁthﬂmdw

it we doarbiTrg of rha by o 1 madtiio cuxsom

[The Yersdor shall authorize Ure State to partorm scheduled and rand rh
mm‘mwwdmvwmm
fand/for tha application Upon regaaes.

Yes

WGGMNMMMBOZMIMWGGqSOCZMmmWM
t0 tnaure adherencs t Oy d poficies and proceduces.

Mwmmmmmmwmmmmummw
Pysienn, Customen who teect te Gold, Ptach o Doulbe Path dasses of sarvice are provided
Cotrationalfriak sudit rights. However, Use smpe of thost st bs resiricud to the customer's own data and

fgurats Upon request, amployees of Hyland Globat Clowd Serviors will facileste oustomer sudics by

g this Type of ovidencs in a manncre that has been detrmad iz epaabie by Use ouritiroes on 3 billabie basly.
mmmmdmamma)MMmh-Mm Thisin "
| don in addition w the 0 P m.mwhmumu:mmmdmm
Mmmmdbgﬂnmﬂym“pﬂnﬁﬂudbmmdbﬂa;nmwmhpuﬁd
undigs an MDA,

| An Independen thind parTy conduct Sraetration testing on the Mytand Coud network Inlrastroctuny within each
ot the Hytand Qoud datacentery 3 east once 3 year, and afler drry significant infrasinectisry or application
uurduwmm.mw:hﬂnm:mogudw«w[uemi-ﬁnlh:dm}hc

a3 siications of e wendors in it by GUI) will be remediated or mitigated, Docurnentation will be provided
uander any MDA,

AmemmnmmmwmmmMmmw
| hostad Onliase sohution. mhmwnmmmwwmmmmm
wmhhﬂwﬂmdhtm mmwum-wqmuwn-l
mmwhmwmmhhmm Mm\aunqdruu:

Hmﬂﬁnmlhﬂmmwwmh
protatied with access hmited (0 only suthoriprd adminhusion. Logs shad
rechade Syitrm, Application, web and Do base logs.

Yo

mwwm.mmmwmmhmmmm
alhwwandm“lwumwm agr Logs are o frewn these and ocher
poritcad sarvery and ek oty and ined 0 3 ad hog y. Thesa logs are kept bn non-
rtpnﬁlnnlnm\muidL:whnww.mwmmhumhiﬁduamlmmdm
Hob rofe. Mondtoring of e rrrtoms i acthve and alorts s conlifred 1 notify appropriats perionnet within
Lhe departmard of potentlal sgcurity o svallabilty bnch 3l s avallabiefon calt 2477 13 retpond 10 Marts

e

Operating Syiico (O3) 3d Oatabases {081 shall be buil and hardend by
acosrdancy with guldelings 1e1 lorth by QS NIST or NSA

Yes

27002, AIPA Truse Servicks Criterts, 35T, FREC. Audicng plans s i

. mmnm&aummmmmum-ﬁumnww

program and testing phns My developed based om induttry best

ces aned riardarts, nchading 150 -
by wexct approved by the
Mmmuwwm ding plana Inchucting st . terting fre v

Ackditional d. e alzo folk d for various Aunctions i wel.
mmmmwwmmm Unchilanues retomumended by the Mational
mmm-ﬂrmmummumuummua

phyrically destroyed in re with inc} Y
custemar's hosted sohsicn that have been d
sandyeds. '

dard praciices. O
R ——

mhmmdw
-mm-mcum

Pellaies prc Frocedures: Global Qlousd Servicrs wtitoes 3 variety of Industry frasmure ks & the beais for oo

Tha Yendor thall notify te SG1e’s Project Manager of any security breaches
hadthin tweo (2) howrs of the Lime that the Vendor lami. of thek ocoamence.

Mot Available/Not Propasing

poficier, procedyres, srd srandand; inchding NEET 52 80053, 150 27001 [dres cemen], md SO0

o Hytand has & dnard the r's Honted Sokuch MMWWM;MM
waltsbidty ncdent, Hyland will deliver 5 oot caute snalysls svmmany. Alhough the nerice will not be .
unreasconably celwed, hﬂaﬁwwmmmmmmumhm

thlra rw stabhifee rhy Mw-l Ol xt ot
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. %ﬁe‘mﬁ.@m—.‘éd :
mvmmummummmumwuud.dmm MmmmemeMhmmdam
honcsed a1 Ui kocrton(s) inchuding but not Bmited to notificaton snd sy ity Ealure or privacy evenL Ths b & thind party coverage [meaning it it (owtrage In the event & covered
damages ssseated by tha oL, - . MhmumvmlmdmmamwmmHnﬂthMum

. - ' - m-mamﬁwﬁguuﬁmﬁu Nwwmudbbﬁyndm.m:dhmqmmmurm
WL [The vendor's Syizem support Sad aalr dull wpgn the e Standard, ’ . : .

:ﬂmhnuewmmmwmmduummmmm : : imageSoft compfics whth thi requiremene

rxtension Iherenf
we.} The vercior shall maimain Ure hardwary and Sofn In accordancy with the Yes Standand - Soltwars Support:
mmwmmdmc«mmm The sohsion inchudes Imagesalt Standand snd C c-nmmmmwmw-c
upErades and fixes a1 required. Mewhurmsdmhlnwm wragesolt will Ralse with Hylind Software
-mmmmmmmuwuumcpwmm With Customer Care
wmwummmmmndummmmimmwsmmw
W‘MWMMMMN' grade £ 1 A for ok the
umvanddgmm mdnmudvﬂurﬁca mDOLhdeclumﬂmuqubw
ummmmmmmuumwmmmam
Adrrinisoratens.
Hardware Suppert;
trageSolt provides hardy o ROt for, eyl fen. 1) purchased thiough knagesofy,
For the on-premise deployment option, NHOG & Abde; few hardh and harhwars eadne through
. E Uselr hardware vendor agr For a Hytand Cloud deployment option, Wytand is responalble For the hosting
R . ‘ A . . . hardware and hardware mad we, wnd ImageSalt C Care engagts Hytend 33 necessany,
e The vondor thell repelr or rtplace the herdware or 1oMTwert, O sy poriion’ Yes Syandard . H
{hereod, 30 that the Systern operstes in rdange with the Spedfications, LT, . rougeSoft complies with this requincostet . . .
xrw] reom iy of the Cowtoacy : - -
L] ummmmmuumm‘m‘mm No Naot Avallable/Nat Proposing m“wmwwdﬁm,MMMMMMIMhlmb
bt Fully d by their h Mtaﬂmuualmuuhﬂ jerwironment, Hytand Software evaluates esch paich rob for the A it Wind bng rysteinin
ches for operating sy dalabua.uhkau.tu..lh-lkw mm:meMd&Mumw:%mmwm
mhnmﬂio]dmdmhmw“uham jcormpatibiiry ks mone effectvely.
.S TMS!M:MNMWW;.*M&EMDKM“MINW inchuded W imagtSoft Customer Care Support. See response 1o TOPIC 47 - SUPPORT AND MAINTENANCE.

FUpEerT 131 betwaren the hours of 3:30amm 10 $00pm- Monday through Fricay - B N .
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thary 5 » work sround and usey can perform Tasio: Wrikten Dooasmentation -
porsons of information are missing tut NOt ENcUEN (0 ikt e document

- [uninteifgitbie: Non Solvwary - Services were deficen, require meworking. but de

not require n-perforrance of the Service.

o mcm-m-mmammwmm
Syitern, ke priority sndjor user can use Sy virtn Dax -
mwmwdwmm Mon Softerars - Sorvices

-mmmmmummmumm

Mmdhnﬂmom&mmkﬂnﬂh

. mm:-wmu-nmmnmmmmnmm'-

hmmdﬁmhmmwmdmummm-mmnumﬂm *
Mum:www ik ith i, When an indivichapl gnlies an e, Oy

[thouid Arst and Aoremost Iy B fyathvs The liue with informal Cameracon wichin Yw ixam, Thoss biurd thit
jcunnot ba rescheed by the ariginacor within the team should be rabsed to the project manager.
[The: project managrrs will log the sue N v ssue log song with D following information:

t1ue Mumber (sequencially arsigned)

Who rakied the B {ariginater]

Date Kaised

mmuﬁm-dw—bmwmuwwl
Owner {assigned by project aanager, I'wuhl

mwmmummm (1-0,7 ) . o posib ﬁuh.unwilbenwlna
[member of the ttam tor nwchation, in the svent that Hyland and cilent project managen CAOL resohe the
1R, the nae will be batrd o the i

ASGIorally, during the discovery phate, Hytsnd will document the neguis bated off g with i
(LY d that the -ﬂhasm:iruumnhm‘aﬂddnm“d\'
Wmmnmw Tha Sclvtion Aequintments Docsmnent will be signed by the austomer|
wummwmmhmmmuwmmm -initiad testing by |-
Wﬂmmawmwmmmwhmm&hhwmw
jduring their Lest procrss.

Frorm 5 250ftware development peripective, iy softwars reatad defldences that ar ¢ which ary
| damerad 0 by st by pogalode lunues envcountared within te soffwane ielf ace handled vis our incermal
JL“ CThangs R {SCR) p Thia p k 2 Bl acftuwars nars 35 well 23 software

defmct ks Wdertiflad in 2 production release of Dhe software. mmm.nu‘hqmmw

rnpondad Lo acconding (o O following:

3. Qads A Defichencies - The Vendor shall have svallabie 1o the Seaty on-olff
teiephont asistance, with issue tracking avaitable \o the State, cight (1) hours per
dary Al Mlﬂdmlml-ﬁhmmﬂlmwiﬂhhmﬂl
nouars of requeass; thMMmMu-ﬂm
MMMWI‘IWM#:M

L |8 m.lc%-mmﬂ@mvmamm

turing regubin bugincis howrs 3nd the Yerador shal respond back wichin four (4]
hours of notfication of planned corrective action: The Vender shall repalr or

replace Software, and prowvids i of twr B actordance with
he Specitications, Tome and Arquirernents of the Coantract; )

|wmnmum

PPt s That riadly Impact prosduciion vis of the rrsise we addreased brrnsedlaicly, Hytand will
Tempt 1o entily § woriorcund wh skl iution 1o 2 sofn #Tor Chnot be prosvid ed within
2 reasonable e frame, . -

The Tachnicad S anabym xszigyedd to a sipport isuet b d o ¢ ina it impact on an end-

M:mﬁmmmw.m.n-mmmw@huu
- Irequired, . . . .

Wmﬂnmmmmwnnmmmammm
encourgad Lo contact Technical Support

Suppart b

rity kvl s v ',.hmmh@m&wtmww .

mm&.ﬁwuwmnulhmw(mm-m.?

33 3 verth Lo for dyurirm schedvied malntenaneg,

fes

Hyland coxremity (o fystens svaltabilicy ramgiag Bnorm 9% o 9999 ugtme, depunafing on the Servics Chiss
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A reutasty scheduled malntenance window shall be identifiod (uch 5 weekly,
| manchly, or quarterly) st which Ume sl relevant server patdves snd 3ppilcation
upgrydes shall be applied. ¢

‘Wﬂmﬂvmndsdnﬁm s € that ks

“THytand w0 notty o

m\dm:mwmm Whnntchlmhw Hyland provides twa types of
maintenance : scheduled ard

P ‘lohpmwumhﬁhma':'wuq
akability of hunctlansdity. The notification will typically be ient 2t lkas one week I advance, but not bess than
14 houry pricr 10 the specified siart Ume.

+ of uerichedubed maks thath d 1o Impact or potentially impect sviiem
Mhﬂmammlnmnﬂlﬁadanmlwpblrhumnkmuhnhmbutnmlunhml
[hawrs prior w0 the spectied 13 Ume,

mmm&:udﬂrnudlau-sawwuﬂrepmqmmmmw

loioadng: Server up-time; de\cer!qtuulvmmed inthadig operating
I rystern patchwes; umwmmmlmwmm
deamuwwmmmwmn-ﬂnh

o o

Soth sohedubed and ched. i witl be festiicted 4o the hours of 1000 pm. 1o £:00 &/, based on
Uhe Lot tore of the impacted data center. )
Urnhations on Uve agvegais number of hown of mal arcd d bsed o Ive customer's selected
44,30 lﬁvmhuu&mmhuukmmmmvmﬂuﬂnlm .
State’s account in an ot based wpan Uve following formsta: {Totsl Contract - )
Rern Price/3465) « Numbtr of Dy Contract fterm Mot Provided. The State mat Financial rermedics are in place and a4¢ Based on the customess chosen service dass Mvel,
shit comtly o wecizien
ML IThe Vandor shall use 8 change management policy (o notihcation snd tracking of Yes | Standard Hytand $ohores in { change manag procedures when dhanges e inthted by Hyland, or when a
jchangt requests ax well 3y oritical outages. . [astomer reguels 10 miske & change on their behalt W0 existing sysLems, o when new syitems are deployed 1o
. the Hytard Cioud, Generally king. changx reg wre submitted via a thange naaatzment system and are
i Chew evaluated by subject matter experts. Upon doprowal by such subject matier experts changrs are
M_m,wlm.mumphummhwwm@d
N MWumduMWanhmwmﬂ?muhm
sate,
H12 A cricicad castange will be deiignates) when 2 uaineis hncTion cannot be mat by a - Yes Standard [Hytand Ocud Services Definition of sysiem avattabiity:
ranpericiming $pocation snd there is o work s to dw problern. ' ' ’ )
. Hytand Gomemits to rysten avaitabiliny ranging from 99% 1 99.9% uptime, depending on the Service Ciss
~ |selected by Lhe customer. "DownthTe” Mocins the sggregate time (In minutes} each calondar month, 33 confirmed ]
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hwwm.mmdmhm‘mmhhmhmmm .
anmmhmummuhwmwmmmmsm‘mmummn
jreporiad are no longer present.
#.13 | The Verdor chall malnisin 3 record of the acthdities retated to fepadr or Yes Standard |

For Hytand Ooud custoners, Hylsnd Global Coud Services (GCS) malntairg docurment ed incident reporting
M-mmmuuwwwwmmm-mmm
sritim Customoy notification bs provided when spolicably, GES malntaing » O Procoa which
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report security and/or y bty The G, Process Maraal is opdaced snd neh d "brm
Mwmmmmwmwmmmmwkmmmw
devehoping. & i ing. and lng securiey i3 to support risk migation stratcgics,
memuolhunhdade buit mre NGt rmied 10, polkcy and procedude, kagics) snd physicad accets, snd bustng s

wwlty. Qo riy J saxcflt resustts are compiled by Uhe Gowernanct Ritk and Comgliance tesm snd sent
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- [faxes a5 required. .

- 1.2
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Iimageioft complies with 1hls requirement.

Maintain the hardware and Software in sccordance with the Specifications,
levms, and requirements of the Contract, lndudh;_ providing, upgrades and]

Yes

-Slandard

- leaise with Hyland Software support personned (o coordinate the resolution of the bug o sofiware

Soﬂmn&u?pon: .
The solution includes ImageSoft Stand. d and C Care Supp With Stangard Suppon,
lmagesd:uﬂlpravideswponlubqnfmuﬂtﬂmhhﬂaﬁd:dwfmre.lq\udoﬂwm

product error. With Customer Care Support, tmageSoft will assist NHDOL with upgrades to the
fution, which includes Customer System Review, Establishing Upgrade Vislon/Specification,
Upgrade Panning and Upgrade Execution Assistance for both the server and client software, and
remate 1echaical services. NHDOL is resporaible for testing and backup pilor 1o an upgrade. With
ImageSoht Customer Care support, we will work hand-in-hand with your SYTLems Administrators.

Hardware Support: )

ImageSoft provides hardware maintenance support for equipment {e.g.. scahners) purchased
Hough ImageSoft. For the on-premise deplayment aption, NHDOL is responsibie for hardware and
hardware maintenance through thei hardware vendor agreements. For 3 Hyland Cloud
 deployrment bption, Hyland i responsible for the hosting hardware and hardware maimenance, and
mageSolt Customer Care engages Hyland a5 neCessay. : '

13

Repalr .Software, or My portion thereol, 50 tham the Systemn operstes in
acordance with the Specifications, Lerms, and requirements of the Contract.

Yes

Standard

Included in Standsrd Support. See response to TOPIC 47 - SUPRORT AND MAINTENANCE.

514

{technical suppon staff between the howrs of 8:303m to 5:00pm- Monday
throueh Friday EST:

[The State shall Hawe urdimited access, via phone of Email, (0 the Vendor

Yes

Standard -

Included in Standand Support. See response 10 TOPIC 47 - SUPPORT AND MAINTENAMNCE,

S. SUPPORT & MAINTENANCE
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I T Tt u% = THETE, T
Er -55: ﬁ-“'mpmuyumm

The Vend
cass a3 described belorw o 33 agreed 10 by the parties: o
Jkﬁm-h&wc-w,mmhmmmmm
dround, demands immediate actlon; Wrinen Documentstion - missing
sigrificant gortions of information or wiintetSgidle ta Stite; Non Software -
[Services were nadequate and require re-perfonmance of the Service,

p time for tuppon shall conh to the 1pedhc delicency

Qs A

- Qauamwm-sdme-hwmhpﬁsmp'm

Standard .

mmmmmnomﬁsbme priority tevels. See the hsue Iluolmhn

2} diagneosis of the root cause of the problem; andllldaniﬁmlmofrnpzu
alborrqum!-oﬂwepmuum.

515 |and/or ihere is 3 work around and user can perform tanks; Wrikten | . M Yes
Documentation - portions of information are missing but NOt cnough ta make 36cti00) in the responie 10 TOPIC 47.- SUPPORT AND MAINTENANCE.
e document unintefligible: Mon Software - Services wire deficient, roquire
revenring, bt 40 8ot require re-perfomaance of the Service.
o Qa3 C Defickency - Software - n-icdnums.m:ﬁr.hmre reinienad effect
jon System, tow priority snd/or user can use System; Witten DOCmentation -
.nﬂnﬂdmmrtwwummwmg:mhkwe-
m-m:wm:mwwmnq\izrewﬁmof
FheServﬁ:e. .
vmmmmmw:mzmm:mw:d mm&:nﬁnwhwaemkmmm.mmmmmn
maintenance releases, sciccted. unctionaliey. rebeases, patches, b versions o Service de reicased K vavious tunes throu] the year,
Documentation thit asre generady offered to IS o , B o addat Subsequent packs oupriow *
14 foost M res Standard Customers automatically receive BOCEsS 0 new wersion upgrades when they are Ivailable,
|However. o vpgrade is performed withow knowledge nor are upgrades lorced. £nd
. A mnm%mwehmnwwlwnmmﬁpﬂ
For 3 maintenance Services cath, The Vondor shall grmwe the Customer Care Suppon calls collect and store Une fobowing information in our Case Management
mmwuﬂd‘“‘wmz l)wededam!J Systeme 1) nature of the Defickency stoned a3 Case Subject and Notes; 2] current status of the
Meﬁlﬂumolﬂnbt_ﬂom)hcﬂonpbnxd.mu.:mm:ﬂmd. Oeficiency stored as Status; 3) action plars, dates, and times s1ored 23 Tasks in the case. Each Tk
513, [ped actual comp tme; 5) O Y re n infor ° €) Resobved P Yes Standard  Thas an end time, duration. SUmmary 30d noLes; 4) expected and scrual completioh time stored o
- 7) Wenitying number Le. work ordes nuumber, 5) e idenificd by; : Resohution Date; 5} Deflckency reschaion information stored a3 Resihsion and Resokiion Notes, 6]
Resolved by stared 83 Case Owner, 7) identifying sumber Le. -onurdum-bernwedntau
o anm&dwnmwum .
MVMMM-&u\e&zemiﬂmﬂuwumm
wmh&suwmﬁdcnduwmlmmw A .
sie inlormation: 1) mean tme between reporied Deficencies with the Software: P Yes " Standard A large-scale Sysiem fallure or Defidiency would be defined as a CriticM Brror,  See the Issue
! + .

Resohution section in the response 1a TOPIC 47 - SUPPORT AND MAINTE NANCE

S.SUPPORT & MAINTENANCE -
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Mpmdﬂnhﬂwemammmewmmmwftwc
maintenance snd support Bsues, thalt be responded to according to the|
erauwe'tdlobymepWes:

2. Class A Deficiencies - The Vendor shal have avaitable 10 the State on-call

{tclephone assistance, with xsue tracking svaiable to the State, eight (8) hours

pet day sad five (S} days § weet -rlthemﬂl:zleﬁmusmgmhh

s :‘;:: :“" f;:fﬂ";::m‘;m' ?"’:‘:::’::‘me_-"' with " : | he deficienty dasses abgn welt 1o ImageSolt's issue priority levels” See the hsue Resolution
i ¥ ’ : ) section in the response to TOPIC 47 - SUPPORT ARD MAINTENAMCE.

‘b, Class B & C Deficiencies — The State” shall notify the Yendor of such

* |Defickencies during regular buginess hours and the Vendor shall respond back]

within four (4] "hours of notification of planhed corrective action; The Vendor| .

shall vepair or replace S0ftware, and provide malmenaace of the Software in -

sccordance with the Specifications, Terms and Requirements of the Contract;

or a3 agreed between the parties .

0 Thé Vendor shall use a change management policy for netification and] " v o ;\dard Jimagesoft comphies with this requirement. Internal change management procédures are folowed
o [rracking of change requests a3 ““_" crcal outages. . , & . S when changes are initiated by ImageSoh or Cusiomer requests 1 fake a change. . .

A critical cutage will be designated when 2 busitess function cannot be met

. - A . . . . ' . jimageSoh complies with ths requirement. A Criticad Dutm B deslomed whien the Ermor has been
5111 iw' perionming 3ps l:ndthcrusno ork a10und 0 the pro . L) T ¥es Standard :mﬁm\edmdirmr‘rruhng Number has been assigned. T'heirrwiselhﬂcwsmca Hmmﬂm
. . . . 0 . pOron ofl.hesys:emtnbeunusable mummwbﬂtmﬁmmwomm
The Vendor shall maintasin a record .of the activities related 10 1epalr o) T o
'"'*'“'“'.“ sctivitles performed for the Sute and shal repont quanterly onf- ’ " |imagesohis able to Comply with this requirement. The foflowing; reports may be requested. 1)
51,12 |ihe following: Ak change requests implemented: AP crilical outages reponed “ Yes Standard _ [service Avalabilty, 2} Technical Suppont Activity, 3) Service Configuration, 4) Service Consumpnon
finchading actual ssue and (esohution; Number of deficiendies reported h" dass] i .

“fara 5} Dauc:mer Audit. ,

mﬁ-mlrum:th\easwlnsumuodmc

Mhﬂh;m:rfotmsuushnbemubhmmlw lznhouua

) " ¥ e .
Sl:.u day, Tdaw a weds except for during sdtedultd maintenance, ) -1 e Standa - 1t complis with this requisement, R L
sae I Verdor b puide the State with possible solutions 10 /E30ve Btues (o W ves Sandard [Wduded in mageSoR Customer Tare Support. Seeresoom-ew TOPCAT- SUPPORT INU

maintain a fully functioning, hosted System. R . MAINTENANCE.
| :m';::h;:mhm mtaﬂmﬂt}e::n:;m ume ‘:?:mt::f‘;é‘“:;: . Customer will be notified of scheduted maintenance at Ieasl one week in advance, but in no evert )
.mm des shall be fed. ] ] - i N Mllsudmouubesemlcnlm_zlhouswbrtnlhexped&mnm.Int_hcev:mohnudfw
FIRH - " Yes Standarg  |unscheduled maintenance, notification will be sent 31 24 hours In advance, bt in 0o event will such
. Aotce be leas than 2 howrs peaor. Bath tcheduled and unscheduled maintenance will be restricted
) . . 0 the hours of 10 PM 1o § AM, bmdmthcummolﬂuenmeddﬂmeru\lcumu
. . . - |amangements are mutually agreed 10,
[The Vendor will give two-business days prior aotification to the State Project i Thanges, updaies and Upgraes 10 The sokfion are 31 The rmalmmhe_—
Sk1S IManager of a0 changesfupdates and ptvvice the Staic with mm “due 1o "M - Yes | Standard  |Customer, The Cutomer may ImageSoft Professional Sendees can be mdtodevebp spcciﬂc
Lhcgmges 3nd changes. : - training for their sobation.

5. SUPPORT & MAINTENANCE
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z ““’.’Efsutcﬂeqw?fp.mmawm
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. Abtmipdm 1LE

fmremmmdmvmhmhm
shall be fully wpported by thelr respective mamdacturers 2t tmes. AX

3117 |oritical patches for operating Tystems, databases, web services, ete, shall be Yes Standard 'v‘mmh"_“‘f“‘“’::i‘hwt:‘;h;“&“mf“:'%c’w‘:"“‘ .
{applied within siaty {60) days of release by their respective manufacturers. International Organization for Standardization (150) L. Service Organization Controls [SOC),
. . [andior SysTrust,
| e Vendor shalt provide the State with a personal secure FTP size to be used . :

3118 [ty the Saate for uplcuding and downioading Bles if applicabis. Yes Standard

5. SUPPORT & MAINTENANCE
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MANAGENENT
Vendor shall participate in #n bnitlad kick-off meeting.to initiate Iht'rom:x.

Yes

s B
cmuamdmua-mdmdmmwm&nmdmmm See

on paper)

1 Standard knagrsdur:spma!oTOPlcss sramutmucsmoumnnfwammdnqm;
) ) PP 19 tonduet fock-olf
Vmwmemuli‘m"h"" . l‘hzhgeﬂwumtenmdmwmmwdphwdsduum
1.2 Yes Standard  (devel . Each ber plays a phviotal role in the success of a praject. Seeuna.eSoﬂsrespmw
+ ISection va: wwaxqvmwmmupcmmwu
Vcndorshallmiuﬁmrnzdwmrhvkhhul;nuu)danaﬂcmuuw
Fward and approval by Governor and Coundl, The Work Man shafl include,
-p3  fwlthowt imituim‘admuedduaimlmdlhemmh.beﬁv«aua. Yes Standard See Imagetoft's response 1o TOPIC 43 - WORK PLAN.
critical events, Lask ¢ dencies, and pay Schedule. The plan shall be :
updated no less than every hwo weeks, ! ] . . ] .
Vendor shall provide detailed bi-weekly STatus repons on the progress of the |EFwweekly status meetings are rec 9&d and Worwr BoiR the Imagc5o and NHDOL project teams 10
Praject, which will indlude expenses incurred year to date. work cooperatively on project planning. retource planning, communications and contractual activity.
L imageSoft will prepare and distribute meeting minutes to al KHOOL Project Team members 10 ensure that
4 Yes Standard boch teams are aligned and Informed on the cument projed status, mhggsm:rupuumronczs
- FTATUS MIETIHGS AND REPORTS,
Forﬁxcdwudprokas.mursd\doemtwwalfndudemwwmdwanndnehtheh&
- - kby SEatas rronet
AR uger, technical, and System Documentation a3 wel 35 Project Schedules, imageSolt creates all projeqt document deliverables in the Mar.rusoﬁ Office sufte of tocls and stares them
plams, status reports, and cinvrespondence must be malntainved a5 projed o 0n OUr BaseCamp proje manag collaboration tood website. kuues, ﬂd:s-mddemmuue
rLY [documentation. (Define how- WORD format- Mnammonhbrayw Yes Standard

maintained In the JIRA onfine repasitony. NRA, by Attassian, is nageSolt's issue and project tracking
software, Mkuﬂdbywuicmhwared«dopmcmmdmphmcmmum SeeimageSolt's

TWMM_
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Introduction

The Hyland Cloud Customer Pracess Manual (“Procass Manual").provides Customers a descriplion of the
sarvices provided within the Hyland Cloud Platform {*Platform”) by Hyland Software, Inc. (“Hyland™). Capitalized
terms not definad in this Process Manual have the meanings as set forth in Hyland s Master Agreement, Terms of
Use, Hosling Schedule, Saa$S Schedule or other coniractual agreament between Hyland and the Customer which
mcorporales the Process -Manual by specifically referencmg the Process Manual in such underlymg agreement.

An electronic copy of the Iatest Procass Manual is available to customers through the Hyland Communily silo in
the Secure Downloads area at: hitps.//www.hyland.com/community and through the Cloud Portal at https:/ .
hitps://mycloud.onbaseonline.com/. The Process Manual Is reviewad by Hyland, periodically, and modifications or

tha revised Process Manual is posted on the listed web locations. Authorized Customer Representatives will
receive notice whan modification to the Process Manusl are released. '

System Descript|on

This system description delineates the boundarles of the various components of a functioning Platform including;
the products and services provided by Hyland and its vendors, the products and services prov!ded by Hyland’ s
authorized solution providars; and the services and obligations fulfilled by the Customer and its partners or
vendors. :

Background

The Platform Is a multi-instance hosting platform for Hyland’s cloud-based products and services. Customers
utilize these products and services to fulfil their uniqus business nesds. The Global Cloud Services (‘GCS )
department within Hyland is responsible for the administration of the Ptatform.

Infrastructure

The Platform offers hosting services for products and services developed and owned by Hyland.

Hyland may from tima to time choose additional products or services {0 have a hostlng option. Hyland provides
hosting services through co-location, internet-enabled network Infrastructure that is owned and operated by
Hyland and ISP prowdars (*Co-location Services®), or through déployment with a third-party cloud provider for
soélutions in the Platform. However deployment options are product dependant.: :

When applicable, Hyland daploys servers within each data center on an as-needed basis which may include, but
is not limited to, web, application, file and database servers. A variety of peripheral devices are al_so used. This
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may include, but is not limited 10, netwerk appliances, disk drives, and keyboard video monitor switches. This
includes industry-leading lachnology designed to.provide a load balanced, redundant, and highly available Hosted
Solution. An N-liered architecture is used to support p'resentalion application, processing, and data services. For
enhanced security in the Platform lechnologies such as, but not limited to, firewalls, intrusion detectlon and
preventlon and vulnerability management are used

Co-location Services

The hardware-components associated with the Platform’s Co-location Services are physically located within data
centers that provide the availability and resiliency necessary to operate the Platform. These data-centers are
owned and operated by Inlernet Service Providers (ISPs) who have demonstrated compliance with one or more of
the following standards (or a reasonable equivalent): International Organization for Standardization (“1SO") 27001
andfor American Institute.of Certified Public Accountants (‘AICPA”) Service Organization Controls (*SOC”)
Reports for Services Organizations. These ISPs provide Internet connectivity, physwal security, power and

- environmental systems and services for the Hyland Cloud Platform.

Third-Party, Cloud Provider

Hosting services may be provided to customers through an internet-enabled network and infrastructure that is -
owned by a third-party cloud provider. Hyland deploys and manages the servers, OS services, storage, and .
network access and is ultimately responsible for the architecture and deployment of the cloud environment used to
deploy the Platform. Solutlons can be deployed in domestic and international regions within the third-party cloud
environment. Hyland has no direct access to the physical infrastructure of the third-party cloud provnder and
enforces these :equuremants via contractual agreements with the third- pariy

Data

Customer maintains ownership of all Customer Data uploaded to thelr Hosted Solution through the full lifecycle
period.'Customer Data is uploaded via TLS/SSL or through a services APl overa TLS/SSL connaction to the
Platform. Customer Data that resides in the Platform is ancrypted at rest. Strict access control is.in place for
Customer Data within the Platform. Customer admmlstrators control user access, user permissions, and data
retention with respect to the Hosted Solution. Hyland treals Customer Data with the most restriclive data
ctassuf cation and applies technical controls as described in this Process Manual to comply with all apphcable
prwacy and confidentiality laws, rules, and regulations (e.g. data encryption at rest and in transil, strict access
controls) The Customer is responsible for ensuring thai the Hosted Solution meets the Customear's legal andlor
compliance obiigations. .
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Data Access Controls in the Hyland Cloud Platform

As a multi- mslance hosting platform, the Platform pravides Iogncally separated storage for each customar, which .
pravants the documanis and metadata belonging to multiple tenants from belng comingled. Access to documents,
meta-data, output command, confi iguration commands, and processing commands may be caontrolled via
permissions. Customers manage the user group membership and authentication records for their users. Multi-
factor authentication is required before any Hyland employes is parmitied administrative access to the Platform.
Hyland employee access is provisioned using the least privilege methodology.

Device Decommlsswmng N

Hyland procedures include a decommissioning process that is designed to prevent Customer Dala from being
exposed to unauthorized individuals. Hyland uses the tachniques recommended by NiST to destroy data as par of
the dacommissioning process. If a hardware davice |s unable lo be decommissloned using these procedures, the .
device will be virtually shredded, degaussed purged!wiped or physucally destroyed in accordance with industry-
standard practtces

People

Hyland employees must undergo cornprehenslve screening during the hiring process Background checks and
reference validation are performed to determine whether candidate qualifications are appropriate for the proposed
posmon Subject to any restrictions imposed by appllcable law, these background checks include federal, etate
and county criminal background checks, employment validation, and education verification.

Candidates for employment within GCS, including internal -transfers must be approvad by the Vice President of
Global Cloud Services and Hyland Human Resources before the employmenl positions are offered. Thts approval
may be contmgent upon the successful completion of additional secunty screening and lra:nmg

" Hyland personnel are granted only the specific pﬂwleges required for them to carry out their normal duties in
suppomng the Platform. Hyland uses a variety of preventive, deteclive, and reactive controls. These include strict
data access controls for Customer Data and confideritial information, multiple levels of monitoring, logging,
reporting, and combinations of controls that provide for the mdependenl detection of unauthorized activity.or
access to customer solutions and data

System Boundanes

The syslems that compose a functioning Platform are y limited 10 shared components such as network devices,
servers, and software that are deployed and operatlng wlthln the Platform.. This system boundary also includes the -
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network connectivity, power, physical security, and envirdnm_ental services prbvided by the third-party ISP that
owns and operates the data centers in which this network infrastructure is collocated (when applicable).

Hyland is not fesponsible for any system components that are not within this system boundary, including netywork
devices, network connectivity, workstations, servers, and software owned and operated by the Customer or other
third parties. Hyland may provide support for these comipanents atits reasonable discretion.

e e ' B 1 M
O Prlma.erauCem.el i,

',‘ .-

i

. aiipRseI uRpUnpaY L T 158
“passadsp Nredjydedoan ¢ no7 - | BT

DS & IPS Sensors

FIGURE T - GENERAL DIAGRAM OF HYLAND CLOUD PLATFORM ARCHITECTURE. ARCHITECTURE MAY YARY BASED ON PRODUCT SELECTED.
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Process Boundaries

The processas executed within the Platform are limited to those that ara executed by a Hyland employee (or
authorized third party) or processes that are exaecuted within our established system boundaries, in whole, This
includes, but is not limited to, hardware installation, software installation, data replication, data security, and
authentication processes :

Certaln business processes may cross these boundaries, meaning one or more tasks are executéd outside of the
system boundaries that have been established for the Platform, one or more tasks are executed by individuals -
who are not Hyland employees (or authorized third-partlss). or one or more tasks are executed based on written
requests placed by a Customer. In such event, Hyland will provide: support for such procaesses to the extent they
occur within Hyland's established system boundaries, but Hyland is hot responsible for. providing support for such
processes (o the extent they occur oulside of such esiabllshed system boundaries. At its reasonable discration,
Hyland may provide limited support for processes that occur outside such established system baundaries.
Examples of business processes that cross these boundaries include, but are not limited to, Hosted Solution |
conﬁguqétion‘ changes, processing that occurs within the Hosted Sotution, user authorization, and file transfers.

Special Considerations -

This section applles to Hostad Healthcare customers who are receiving designaled administration services from
the Hyland Hosted Healthcare Services Team. . .

If tha Hdsted Soluti'on includes hardware andfor softwara interfaces 1o be used for data Integration and those
resources will be remotsly managed and supported by Hyland, Customer must provide access and administrative
permiSsions to hardware and software interfaces.located on the Customar's natwork to the appropriate Hyland
personnel. Local technical and systems support for these data commumcahon lnterfaces and sysiems at the
Customer's localion may also be required. .

The Customer is responsible for maintaining all clinicaland diagnostic activity, and for implemantation and
operation of all accounting, management and reporting systems, and audit functions.

If the Hosted Solution includes Master Patient Index feads (MPI) Customer must provide such data and the
related specifications In a timely manner.

Responsibilities
Responsibilities are applicable to all Hyland Cloud products unless otherwise noted.
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Hyland Responsibilities
Hytand will;

1.

BeeNe

_Prowde access lo the Hosted Solution for use by the Customer by deploymg and managing system

components within the Platform system boundaries, as defined within this document. This hosting service

-will be dalivered in a mannaer that is consistent with the underlying agreément.

Upon request and the payrnent of applicable fees by Customer, deploy the Hosted Solution for use by
Cusiomer.

Manage Hosled Solution conﬁgurallon changes performed on behaif of Customer based on written

requests from authorized Customer employees or‘authorized third parties, when applicable.

Report and respond to qualified security incidents. If Hyland has determined the.Customér's Hosted
Solution has been negatively impacted by a sacurity incident, Hyland will deiiver a root-cause analysis
éummary to the Authorized Customer Representative. Such notice will not be unreasonably delayed, but
will only occur after initial corrective actions have been taken to contain the threat and stabilization of the

-Platform has been completed. Assistance from the Customer may be required.

Respond to reported availability incidents. This may includs, but is not limited to, activities requ:red to
restora access to the Customer's Hosted Solution. If Customer has reporled an availability incident to

Hyland Technical Support, Hyland will deliver a root-cause analysis summary to the Authorized Customer

Representative. Such notice will not be unreasonably delayed, but will only occur after-initial corrective
actions have been taken to contain the threat and stabilization of the Platform has bean completad.
Assistance fiom Customer may be required. :

Maintain disaster recovery preparations, including data replication and periodic reviews,

Use reasonable efforts to test work performed by Hyland employess and Hyland vendors,
.Use reasonable efforts to monitor the overall security and availability of the Platform.

Upon requast of Customer, provide information on available features and funcllonailty of Cuslomer’s
Hosted Solution that could assist Customer in stonng confidentiat or personal identifying information. .

Customer Responsabllihes

Customer will: .

1.

Designate to Hyland Authorized Customer Representatives, such as: .

a. Customer Security Administrator (“CSA") personne! who are autlion‘zed to communicate
Customar's policies, submit Hostad Solution configuration requests to Hyland, or speak
authoritatively on behalf of Cuslomer and shall receive and provide, as applicable, all notifications

‘related to maintenance, security, service failures and the like.

b. Failure Notification Contact ("FNC") personnel who are to be notified of circumstances aﬂ‘ectmg
access lo the Hosted Soluhon such noilﬁcatlons related to malntenance security, service failures
and the like.
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c. Or other parsonhel as réquired by Hyland during lhe deployment of the Hosted Soluuon and
associated producls. -

2. Be responsible for revocation of accass to the environmeant mmadialely for unauthorized users and

" reporting changas 1o the Authorized Customer Represenlatlva 8s soon as possible to pravent inappropriate
access and privileges.

3. Access the Hosted Solution remotely.

4, "Provide web browser software, other compatible client software, and necessary commun!cations

. equipment to access the Hoslad Solution. .

5. Install and manage systam components oulside of the Platform system boundaries, as described in this
document.

6. ‘Provide workstatlons that meet or exceed Hyland 8 minimum requlrements for each software module
Jinstailed. :

7. . Execute processes that-are outside of tha process boundanas as dascdbed in this document.

8. Identify and make use of Hosted Solution features to properly store confidential information and personal
.identifying information.

9. ‘Be responsible for ensuring the Hosted Solulion meets Customer’'s Iegal and/or compliance oblnganons

10. Be responsible for all testing of the Hosted Solution upon installation prior to any production use, except as
otherwige set forth in a Hyland Services Proposal whan applicable. '

. 11. Be responsible for all testing of any configuration changes to the Hosted Solution software, axcept as
otherwise set forth in a Hyland Services Proposal.

12. Perform Hosted Solution user authorization.

13. Control user group membership and the related permissions within the Hosted Solutlon

14. Transfer files to the Platform using supported protocols and standards, when applicable.

15. Use reasonsble efforts to monitor business processes and quality controls that are uniqua to the
"Customser's Hosted Solution. This includes batch processing of docurnents upldad'ed to the Platform.

16. Report and respond to security and availability incidents of which Customer becomes aware. Customer
should report all such incidents to Myland's Tachnicsl Support Department. The Hyland Technical Support .
represaniative will serve as the primary point of contact for the duration of the support issua unless
Customer Is advisad diffarently by Hyland.

17. Work callaboratively with Hyland to-respond to lncldents including secmty and avallablhly mcndents

Standards and Procedures

Secunty ' : ’

1. i Customer administrators believe they have experienced a securlty Incident, they should contact their
appropnate Technical Support contact as soon as possible after dlscoverlng the incident. The Hyland
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"Technical Support representalive will sarve as the primary point of contact for the duration of the support
issua unless Customer is otherwise advisad by Hyland.

2. Employees of Customer are not permitted to share their Hosted So[utnon login credentlals {e.g. passwords,
-tokens, personal certificates, aic.) with other users.

-3 Customer must remove all inactive Hosted Solution accounis ina umely manner (&. g when an employee is
terminated). )

4. Customeris rosponsnblo for all distribution of output under their control wulhm the Hosted Solution.

5. Hyland utilizes virus prolecllon software programs:-and dsfinitions, which are configured to mest common
industry standards in an attempt to protect the data and equipment located within the Hyland Cloud
‘Platform from virus infactions or similar malicious payloads. .

™ 6. Iftechnically feasible, Customer may conduct penetration testing against tha public URL used to access
the Hosted solution on an annual basis; provided, that, (a) Customer provides Hyland with at least ninety
.(90) days' prior written notice of its desire to conduct such testing, (b) Hyland and Customer mutually agree
upon the timing, scope, and criteria of such testing, which may include common social enginearing,
application, and network tesling techniques used to identify or exploit common vulnerabilities including
buffer overflows, cross site scripting, SQL injection, and man in the middle attacks, and (c) such tesling is
at Customer's cost and axpanse and Customer pays to Hyland fees (at Hyland's standard rates) for the
Professional Services that are required or requested of Hyland in connaction with such testing. Prior to
-any such testing, any third party engaged by Customer to assist with such testing, rust enter into a Non-
Disclosure Agreemonl directly with Hyland. Customer-acknowledges and agrees that any such testing
performed without mutual agreement regarding liming, scope, and criterla may ba considered a hoslile
.attack, which may trigger automated and manual responses including reporting the activity to'local and
federal law enforcement agencles as well as immediate suspension of Customer's access to or use of the
Hosted. Solution. Customer is prohibited from distributing or publishing the results of such penetration
testing to any third party without Hyland's prior written approval.

(ncident Response

Hyland employs incident response standards that are based upon applicable ISO/IEC 27001:2013 and Natlonal
Institute for Standards and Technology (“NIST") standards to maintain the information security components of the
enviroriment by protecting and proservnng the secunly, avaﬂabnhty. ‘confidentiality, and integrity of information.

Main categorie’s of incidents that are considered in the Platform include:

. Avallablllty - These are |ssues. rolaled to the ability to access any component of the solution andfor
environment. Availability issues can be a-result of a security incident antﬂor include sub types such as dala
loss or integrity.
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+  Security — Any action or event that may have resulted in one or more mdwiduals obtaining access to
additional resources bayond those allocated or circumvention of information security measures will be treated
as a Security Incident. Security incident. may also be qualified as Confidential or Privacy-to identify incidents
related-to unauthorizéd access, disclosure, and/or the.usage confidential, protected, or personal information.

Responses to these incidents follow the Hyland documented Incldent response saquence This sequence
includes the following phases: - ‘

. Preperatlon Phase ~ All work done to pravent incidents and praparé team in the evant of an incident.

. Detection & Analysis Phase - Inilial report and raview of the potential issue to determine if issue is qualified
as an incident. ' o : ' :

. Containment, Eradication & Recovery Phase - Activities involved in responding to the incident including
stabilizing impact environment componenis to normal operattons

+ Post-Incident Activity Phase — Activities involved in the closure of the incident, including fina! housekeeping
with the customers and any follow-up.

«  Any olher activities involved in the incident documentation, contifuous analysis of nsk and impact, and
communication to involved parties and stakeholders. -

If Hyland has determined the Cus(omer s Hosted. Solution has been negellvely Impacted by a security or
availability incident, Hyland will daliver a root cause anelysls summary. Such hotice will not be unreasonably
delayed, but will only occur after initial carrective actions have been taken to contain thé security threat or stabilize -
the Platform _

A

Change Management

Customar is responslble for testing all configuration changes authentication changes, and upgradas to thaeir .
Hosted Solution. In cases where the Customer reliss upon Hyland to implement changaes on its behalf, a written
request describing the change must be submitted to technical support by an Authorized Customer Reprasentative.
Hyland will make scheduled conflgurauon changes that are expecied to impact Customer access to their Hosted
Solution during a planned maintenance window. Hyland may make configuralion changes that are not expected to-
:mpact Customer during normal buslness hours.

Hyland follows inlernal change management procedures. Generally, change requests are submitted via a change-
management system and are then evaluated by subject matier expeits. Upon approval by such subject matter
experts, changes are implemanted, documented, and lestéd. In the event an Issue occurs with the approved
change, roliback procedures, documented as part of theé change request are performed in order to return the
system to its original stale.

Confidentlal - @ 2019 Hyland Soﬂware inc. -AUTHORIZED RECIPIENTS ONLY~ . 11015 -
VERSION 2019 1 . ’ . . .



Implementatlon Acknowledgement

When the Customer's Hosted Solution is first deployed on the Platform, or an existing Hosted Solution is upgraded
to a newer reléase of the software, Hyland may ask the Customer to submit written acknowledgement affirming
that the Hosted Solution has bean successfully tested to the Customer's satisfaction. Hyland may delay the
implementation of certain data protection or support services until Customer has submitted this written
acknowledgement. This acknowledgement does not prevent Customer from making independent changes to the
Hosled Solution. Rather, the intent is to facilitate effective change management by helping to ensure all parties _
work from a common point that is known to be fully functional and confirming that no loss of functlonallty has
occurred as a result of hosting the solution on the Platform. :

Maintenance Communications and Restrictions

Hyland will notify Customer of scheduled maintenance that is expected to impact or potentially fmpact system
availability or functionality. Hyland will use reasonable efforts to notify Customer of unscheduled maintenance that
is expected to impact or potentially impact system availability or functionality. Notification will typically be sent at
loast one week in advance, but in no event will such notice be sent less than 24 hours prior to the speciﬁed star
time. These notifications will be delivered electronically via e-mail or wabsite notification to the Customer's -
Authorized Customer Representative. ' ' '

Both scheduled and unscheduled maintenance will be restrictad to within the hours of 10 PM to 8 AM, based on
the time zone ‘of the impacted data center, unless other arrangements have been mutually agreed to by Customer
and Hyland. Schedulad hours for maintenance may be decreased by Hyland at Hyland's discretion, based on
Customer's selected class of service. The scheduled hours of maintenance will be communicated to each
Customer via e-mail in accordance with above notice provisions. For Customars that have purchased a Service
Class, limitations on the aggregate number of hours of maintenance are set forth in the Servnce Class Manual,
based on the Customer’s selected class of service. -

Audits
Hyland Cloud Data Centers

All third-party Internét Service and Cloud Providers used by Hyland have demonstrated compliance with the
AICPA Service Organization Controls (*SOC") Reports for Service Orgamzatlons and/or iSO 27001 attestation
standards (or a reasonable equivalent). Hyland validates the audit status of each third- paﬂy Intarmet Serwce
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Provlder on an annual basis. A copy of the most recent audit report is avallab[e to Customers in accordance wnh
the third- party s audit report distribution policies. -

Hyland Cloud Solutions

Hyiand maintains a periodic external audit program for the Ptatmum and Double Platinum Service Class
Customars as identified in their underlying agreement and for the OnBase Accelerated Financial Reporting
Management (AFRM), ShareBase, and Percaptive hosted products. Attestations are typically completed on an
annual schedule and currently utilize the SOC 2 standard: Platinum and Double Platinum Customer Hosted
Solutions are axpressly included in the SOC 2 sample size for testing. A copy of Hyland’ s most racent SOC 2
report.is available to all customers upon written roquest Hyland s S8OC 3 report is available at Hyland com.

Vulnerablllty assessments

Upon writtan request and no more lhan onca per year "Hyland wlll perform 8 vulnerablllty assessmant of the public
URL used to access the Hosted Solution, for the purpdse of identifying potential security weaknesses which may
include (but is not limited to) Inadequate input validation, sensitive data exposure, privilage escalation, cross site
scripting, and broken session management. Hyland will create a report listing the number and severity of any
weaknessas identifiad. Hyland will also provide a copy of such report to Customer, If the report contains -
vulnarabilities with a severity rating of “High” or “Critical”, Hytend will coordinate with the Customer to parform
additional analysis and/or document a remediation plan intended to reduce the associated risks. Customer is
prohibited from dlstnbutmg or pubhshmg the results of such report to any thlrd party without Hyland's pnor written
approval .

Customer Audits

Cuslomer may conduct audits of Hyland's operatlons that’ partlctpate in the ongoing delivery and suppon of the
hosting services purchased by Customar on an annual basis; provided all the following criteria are met, (a)

. Customer provides Hyland with at least ninety (90) days prior written notice of ils desire to conduct such audit, (b) '
Hyiand and Customer mulually agree upon the timing, scope, and criteria of such audit, which may include the
completion of questionnaires supplied by Customer and guided review of policies, practices, procedures, Hosted
Solution configurations, invoices, or application logs, and (c} such audit is at Customer's cost and expense and
Customer pays lo Hyland foes (at Hyland's standard rates) for the Professional Services that are requirad or
requested of Hyland in connaction with such audit. Prior to any such audit, any third party engaged by Customer to
assist with such audit, must anter into a Non-Disclosure Agreement directly with Hyland. If any documentation '
requested by Customer cannot be removed from’ Hyland's facilities as a result of physical limitations or policy
restrictions, Hyland will allow Customer's auditors access to such documentation at Hyland's corporate
headquarters in Ohio and may prohibit any type of copying or the laking of screen shots. Whare necessary,
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Hyland will previde private and reasonable accommodation at Hyland's corporate headquarters in Ohio for data
analysis and mestings. Upon reasonable nolice, Hyland and Customer mutually agree.to make necessary
employees or contractors available.for interviews'in person or on the phone.during such audit-at Customer's cost
and expense. -Customer is prohlblted from distributing or publishing the results of such audit to any thlrd party
without Hyland s prior written approval -

Business Continuity

The GCS Businass Continuity Management program establishes the standards and procedures that suppod the
availability and resiliency of the Platform. GCS Business Continulty plans are reviewed annually with
representatives in.all applicable Hyland business.and functlonal areas to ensure appropridte coverage and
consideration of business objectives. - :

When technically feamble Customers who purchase the Platinum or the Double Platinum Service Class, as
describad in the Servica Class Manual, may partlcnpate in a data center failovertest of Customer's Hosted
Solution in order to determine each party's preparedness for a disaster or sarvice failure; provided, that, (a)
Custormer provides Hyland with at least ninety (90} days’ prior written notice of its desire to conduct failover )
testing, and (b) Hyland and Customer mutually agree upon the timing, scope, and criteria of such test, which may
include document retrieval, document processing, and name resolution capabilities and (¢) such failover testing is
at Customer's cost and expense and Customer pays to Hyland fees (at Hyland's standard rates) for the
Professional Services that are required or requested of Hyland in connection with such testing. Customer is
prohibited from distributing or publishing the resulls of such lestlng to any third party without Hyland s prior written
approval .

Reporting
Customer may request the following reports for all of their Hosted Solutions in the Hyland Cloud Platform

-Service availability raport containing a list of service level availability (*SLA™) incidents that have beeh
reported by Customer. The report will reflact edch incident's confirmation or rejection by Hyland.

2. Technical Support Activity report containing a'list of issues that have been reported by Cuslomer. The
listing of each issue will reflect the current status (Open, Closed, etc.).

3. Data center audit repori containing the most recent attestation demonstrating that the third party data
‘center provider used by Hyland in support of the Customer's Hosted Solution is compliant with the AICPA
SOC Reports for Service Organizations, and/or ISO 27001 audit standards (or a reasonable equivalent).

The foliowing reports are available to Customers that purchase the OnBase product optlon in the Hyland Cloud -
Piatforrn :
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1. Serwce Configuration report for the Custornafs Hosted Solution. Thesa repors will contain an accounting
of the services that are currently configured in support of the Customer's Hosted Solution. For sach
service, the report will indicate the varsion of the OnBase softwara used, the number of servers on which il
is hosted, and the version of the oparating system in use on these servers.

Service Consumption Report containing a detatled accounting of the measurements used lo generate the

.most recent invoice for the Customer's Hosted Solution. Totals are generated in muluple categories
mcludmg disk group storage database storage and SFTP Archive storage.

n
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Introduction

" This Service Class Manual provides Customers a detailed description of the Service Level Commitments
available for purchase by Customer as part of Standard Hosting Services. Capitalized terms not defined in
this Service Class Manual have the meanings set forth in the Hasting Agreement.

‘Definitions
“Monthly Hosting Fee” means the Hostlng Fees a!locable to the month in which the appllcable service
failure occurred, '

' "Doulmtlme" means the aggregate time (tn miﬁuies) each calendar month, as confirmed by Hyland
following written notice from Customer, that: (1) Customer has experiénced Network Unavailability; (2}
_ no documents stored in the Software can be retriéved from the Hosted Solution; or (3) no.documents can
be input into the Software. The length of Downtirne will be measured from the time Customer first reports
_the covered failure condition{s) to Hyland In writing unti the time when Hyland’s testing confirms that
the failure ‘condition(s) reported are no_ longer present. Downtime does not include any failure
condition{s) described above which oceur due to an Exclusion Event. -Hélland agrees that following the
occurrence of a Downtime event, Hyland shall provide to Customer a report which will include, a.s'
‘ applicable, a detailed description of the Incident, start and end times of the incident, duration of the
_ incident, business/functionat impact of the incident, description of remediation efforts taken, and 3
description of outstanding issues or tasks relating to the incident.

“Eligible Customer Data” means all Customer Data that Hyland confirms has been stored within the
Software included in lhe'l-lo.sted Solution for a number of hours (prior to the time Hyland provides a
Fallover Noiice)_thag exceeds the applicable recovery point objective set’ fqrth in table 2 under "Service
Level Commitments” helow.

~ "Exclusion Event” means any of the following occurrences:

{1) System Maintenance that is wuthnn the: System Malnlenance hours limit of the appllcable Service
Class (see "System Mamtenance below); :

(2) failure of Customer’s equipment orfacIIItIeS'

(3) acts or omissions of Customer, including but not limited to (a) performance or non- performance
of any services by a-third party (other than Hyland) contracted by Customer to provide services,
to Customer related to the Hosted Solution, (b) any failure that Customer mutually agrees is not
due to fault of Hyfand or Hyland’s contracted third party hosting company, (c] changes in
Customer’s business requirements that are not reported in advance.to Hyland and addressed by
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the parties through 2 change order (as described in the Hosting Agreement), or (d) faiture of any
code or configurations managed or written by Customer or any third party vendor to Customer;
{4) the occurrence of a force majeure event {as described In the Hosting Agreement)

{S) Internet failure or congestion;

(6)‘ any defect or failure of any Third Party Software or hardware that is part of the Hosted Solution,
where the manufacturer has discontinued maintenance and support of such Third Party Software
or hardware, Hyland has notified Customer of such discontinuance and the need to upgrade, and
Customer has not notified Ryland (within thirty (30) days after recelpt of Hyland’s notice) that
Customer .agrees to permit Hyland to upgrade such Third Party Software or hardware to a
supported version; or . '

(7) provided that Hyland has fulfilled its obligatlons under the Process Manual with respect to virus
protection, Hosted Solution failures or other fallures caused directly or indirectly by known or

.unknown computer viruses, worms or other malicious programs.

“Fallover Notice” means a written notice provided by Hyland to Customer (which notification may be
made by electronic communication, including e-mali) Indicating that Hyland Is Initiating a data center
failover for the Hosted Solution. :

" "Monthly Uptime Percentage" means the total aumber of minutes in a ‘calendar month, minus the
- number of minutes of Downtime In such month, divided by the total number of minutas in such month.

' “Network Unavailability” means: (a) a loss of more than 1% of network traffic between the Network and
" data center provider’s Internet backbone network; or {b) a latency of more than 100 milliseconds between
the Network and the data center provrder s Internet backbone network, in each case which is tonfirmed.
by Hyland over a perlnd of at least five (S} minutes. The length of the Network Unavailability will be
measured from the time Customer first notifies Hyland in writing of the failure condition{s} to the tlme
when Hyland’s measurements Indicate that the failure :ondltton(s] descnbed are no longer present

“System Maintenance” means the maintenance of the Hosted Solution, whether such malntenance Is
-scheduled (e g., for upgrading of the Software or any other Hosted Solution components or for any other
- scheduled purpose} or unscheduled (due to emergency), and which results in the Hosted Solution being

unavailable or inaccessible to Customer. o

“Recovery Point” means the minimum number of hours (prior to the time Hyland provides a Fallover
~ Notice] that Customer Data shall be stored wlthln the Software included in the Hosted Solution to qualify
as Eligible Customer Data.
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- "Recovery TIme" means the number of hours from the time a Failover Notice is delivered to the time the
Hosted Solution has been Restored, excluding all time during that period when an Exclusion Event affects
"both the current primary and secondary data centers. ’

" “Restore” or “Restored” means that, except to the extent prevented by an Exclusion Event: {1) Eligible
Customer Data can be stored in the Software and retrieved from the Hosted Solution; and {2) new

Customer Data can be input into the Software.

- Service Level Commitments

~ Table 1: Monthly Uptime Percentage

Service Classes

Silver

Platinum

Double Platinum

Lo eore, v Monthly Uptime Fercentage, © Gt i
Monthly Uptime 99% 99.50% 99.80% 99.90%
Percentage

B LR % - Monthly Uptime Percentage Sgrvlcef.l;_evgl,;redlts;.;ﬂ.- \ 3
Monthly Uptime | Less than 99% 99.43-99% 99.79-99% 99.89-99%
Percentage ' ’

Service Credit '
) 25% of the 25% of the 25% of the 25% of the
Ranges and . .
Monthly Hosting | Monthly Hosting | Monthly Hosting | Monthly Hosting
Applicable Credit .
Fee Fee Fee Fee '
Deterrplnatlons .
' Less than 99% Less than 9% Less than 99%
50% of the S0% of the 50% of the
Monthly Hosting | Monthly Hosting | Monthly Hosting
Fee : Fee Fee
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Service Classes, Silver . Platinum: Double Platinum

A ; Buslness Contlnulty i A T O .
Recovery Point 8 hours ' - 4 hours 2 hours - T hour
Objective o ' '
Recovery Time - "168 consecutive .{ 48 consecutive 24 consecutive | 4 consecutive
Objective " hours hours ‘ hours’ hours

coty ‘ " - Buslness Contlnulty Servlce Level Credlts '
. T .l . , "
Business Continuity 50% of the | 50%.0f the 50% .of the . 50% of the
Service Level Credit Monthly Hosting -| Monthly Hosting: | Monthly Hos.tlng' ‘Morgthly Hosting
Fee . Fee - Fee Fee

. 'Servnce Level Commltment Terms

Monthly Uptime Percentage. Hyland will meet the Monthly Uptime Percentage correspondlng to the
applicable Service Class purchased by Customer, as identlfled in table 1 above, during each calendar
month. .

" .Business Continuity, Hyland shall provide a Failover Notice prior to commencing a f‘allerr of the Hosted
* Solution from the current production data center to any backup data center. In the event Hyland delivers
a Failover Notice ‘to Customer, Hyland shall restore the Hosted Solutmn within the applicable Recovery

) Time objective set forth in the table 2 above.

Exclusive Remedies Terms

Monthly Uptime Percentage: In the eifent_ the Mdnthly Uptime Percentage du'rlng any calendar month Is
less than the applicable Monthly Uptime Percentage set forth in the Tablg 1, Hyland shall provide.to
Customer the applicable credit against Hosting Fees specified in Table 1 above.

For example, purposes only, assume Customer purchased the gold Service Class. In such event:

't if Monthly Uptime Pércentage s equal to or greater than 99%, butless than 99.5%, Customer shall
receive a one-time credit against Hosting Fees In an amount eﬁual to twenty-five percent (25%)
of the Monthly Hosting Fee; or :
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{ii) If the Monthly Uptime Percentage is less than 99%, Customer shall receive a one-time credit
against Hosilng Fees in an amount equal to fifty percent (S0%) of the Monthly Hosting Fee.

Business Continuity. If, following delivery of a Failover Notice, the Hosted Solution is not restored within
the applicable Recovery Time objective set forth in Table 2, Hyland shall provide to Customer the
. applicable credit against Hosting Fees specified in Table 2 above.

Maximum Service Level Credit. Notwithstanding anything to the contrary hereln, Customer acknowledges
and agrees that Customer is only entitled to a maximum of one (1} service level credit for all events

occurring In‘a particular calendar month. _Customer.‘shall'be entitled to only the largest service level credit
which may be payable for one or more of the service level fallures occurrlng In such calendar month.

" Application of Service Level Credits. Service level-credits will be applied first to any outstanding amounts
which are due and owing from Customer, and then to future Hosting Fees.

' Tgrmlnﬂlgn Remedy. If Cui_'tomer earns 3 service level credit either: {I) in two (2) consecutive calendar
manths, or (i) in three (3) calendar months during any six {6) consecutive month period; then Cusiom_er.
may, by written notice to Hyland delivered within thirty (30) days after the last credit described in either
clause or (i) or (ii) apove is earned, termlnate the Hosting Agreement.

Exclusivity. The remedies set forth above constitute the sole and exclusive remedies available to
. Customer for any failure to meet the service level commitments set forth in this Service Ciass Manual.

System Maintenance

Table 3: System Maintenance

Service Classes’

W o4 ot SystemMalnténanes - TR LT T T LT

Monthly System | . 16 hours |16 hours 6 hours 6 hours
Maintenance Hours Limit - ' '

Except as otherwise agreed by Customer and Hyian'd, for the'purposes of an Exclusion Event, System
Maintenance shall not exceed the number of hours specified in the table abpve in any calendar month.

© Hyland Software, In¢. All rights reserved.



State of New Hampshire
Departrhent of State

CERTIFICATE

I, William M. Gardner.'Sccrctai'y of Siate of the Statc of New Hampshire, do hereby certify that HYLAND SOFIWARE, INC. is
a Ohio Profit Corporation registered 1o transact business in New Hampshire on Junc 26. 2009. 1 further certify that all fces and

documents required by the Secrctary of Stalc’s ofTice have been reccived and is in good standing as far as this office is conecernéd. -

" Business 1D: 615852
_ Cértificate Number: 0004896021

IN TESTIMONY WHEREOF,

] herelo set my hand and cause to be affixed
the Scal of the State of New Hampshire,
this .1 8th day of April'A.D. 2020.

G ok

William M. Gardner

Sccrelary of Stac




DocuSign Envelope ID; 585148A5-C797-424E-8DEA-CE0A15BDCDCS

HYLAND SOFTWARE, INC
SECRETARY'S CERT[FICATE

i, the undersigned, the duly elected and acling Secretary of Hyland Software, Inc. a
corporation organized and existing under the laws of the State of Ohio (the *Corporation™), do
hereby cenify that Noreen Kilbane, Executive Vice President & Chief Administrative Officer, is a
duly elected Officer of the Corporation and is authorized to enter into, execute, acknowledge and
atest to any agreements, instruments or documents on behalf of the Cerporation,

IN WITNESS. WHEREQF, 1 have hereunto set may hand on behalf' of the Carporation
as of the date first written above.

HYLAND SOFTWARE, INC.

Ossusigned by:
By:

ABFIT 17, SO

Date:

Name: Abby Moskoviiz’

Title: Corporate Secretary - -



DATE (MMODAYYYY}

ACORD’ CERTIFICATE OF LIABILITY INSURANCE 012020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW.. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEM THE ISSUING INSURER(3), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. ' '

IMPORYANT: If the certificate holder ks an ADDITIONAL INSUREOD, the poticy(les) must have ADDITIONAL INSURED provisions or be sndorsed.
If SUBROGATICN I3 WAIVED, subject to the terms and condlitlons of the policy, certain policies may require an endorsemonl A statement on
this cartificate doss not confer rights to the cortificats holder tn lieu of such endorssment(s).

PROCUCER "-'°"ﬁ= TT Karen Oremiston . .

The James B. Oxwaks Company ' . (216) 387.8787 | A moy;_(218) 2414520

1100 Superior Avenue East EﬁE Kommwucompanm.m

Sults 1600 DISURER(E] AFRORDING COVERAGE _ wace

Clevetand . . OH 44114 .| mgurema. Fecera! lnsurance Company 20281

INSURED : | wiureng: Groa Norhem Insurance Co. 20303
HSI Hoktlngs I, Inc. ) wgunenc: Podfic indemnity Company 20348
Hyland Software, Inc wesurzno: N8t Unlon Fira ins Co of Plttsburgh PA : 19445
28500 Clamens Road INSURER € :
Westiske OH 44145~ | wmmenr;

COVERAGES' CERTIFICATE NUMBER: 12720 GLAUTO/WORK/ REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POUICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQLIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDIMIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

| Lm ) TYPE OF INGURANCE nso | wyn POLICY MUMBER (MMDOTYYY) | MRODTYYY) Lmrrs :
D¢] COMMERCIAL GENERAL LIATUTY EACH QOCURRENCE. 3 1,000,000
| cuams-mane ‘Eoccuu ! ) DAwas s somerrcyy |3 1:090.000
|| 120 &Py orm parnory | 3 10000
Al 35783328 123172019 | 127312020 [ pempomar 4 apv iy | s 1:000.000
| GEN AGGREGATE LIMIT APPUES PER: . : GENERAL AOGREQGATE g 2.000.000
| | roucy [:If??r Loc ‘ : | pmooyCTS - coMPorang | 4 2,000,000
oTHER; : Empioyee Benofit Liab |3 1,000,000
. ‘ SOMEHED BOLE U 7000 000
| AUTOMOD.E LABRLITY ] . . . | (68 pocioen § 1.000.
> ANY AUTD | * | BOORY INJURY (Per parson) "¢ 8
[~ | owmen SCHEDULED X !
;] || Aoz omy ATOS 7352-28-83 123112019 | 1213172020 | B0OAY INJURY (Par sccident) | §
HIRED NOW-OWNED . [PROPERTY DAMALE '
| ] 'AUTOS DMLY AUTCS OMLY | (Pt gy
- ’
)_( UMBRELLA LIAD _5 occumr . . EACH OCCURRENGE § 25,000,000
A EXCESS LAB CLAMSMADE 7988-20-88 127012019 | 122172020 [\ coneanre s 25.000.000
peo || revemmon s pe’ﬁ— 1
WORKERS COMPENSATION
AND ENPLOYERS LIABTLTY ynl ) : X gt | 185 55500
C | R O Hae U TTVE Nk (20) 7471-39-93 12/31/2010 | 1273172020 | Eike EACHACCIOENT 3
(Mandasory In NH) EL Dibeasy . EAEmPLOYEE | 3 1000000
1T yos, Oeacritn urder 1,000,000
DESCRIPTION OF OPERATIONS below EL prszasz. poucyewt |3 1
Omissions Lia! .
D Ermors & Rty 03-801-87-58 123172019 | 12701/202% | Retention:$500,000 Limit: $10M

DESCRIPTION OF OPERATIONS / LOCATIONS | YEMICLES |ACORD 101, Agditienal Resnarks Schedule, may bu sttached i mars spass s remdred}

CERTIFICATE HOLDER . CANCELLATION

SHOULD ANY OF THE ADOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

Stato of WH, Depertment of information Technology ACCORDANCE WITH THE POLICY PROVISIONS.

ATTN:Chief Information Officer
AUTHORIZED REPRESENTATIVE

27 Mazen Drive ]
Concord - NH 03301 ‘dmm’n@

L

' © 1983-2015 ACORD CORPORATKON All rights ressrved.
ACORD 25 (2018/03) he ACORD nama lnd logo are I'Dglﬂand marks of ACORD



