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State of Nefo Hampshire
DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER

33 HAZEN DR. CONCORD, N.H. 03305
603-271-2791

ROBERT L. QUINN
COMMISSIONER OF SAFETY

March 19, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

Requested Action

Pursuant to RSA 21-P:43, authorize the New Hampshire Department of Safety, Grants Management Unit, to enter into a grant
agreement with the Department of Information Technology (VC# 311850-B001) in the amount of $25,000.00 for the purpose
of cyber incident response training through the State Homeland Security Program (SHSP) portion of the 2019 Homeland
Security Grant Program. Effective upon Governor and Council approval through August 31, 2022. Funding source: 100%
Federal Funds.

Funds are available in the SFY 2020 operating budget as follows with the Federal award scheduled to end August 31, 2022.

02-23-23-231010-11180000 Dept. of Safety — Office of the Commissioner — Homeland State Agency Grants ~ SFY2020
072-500576 Grants-Federal — Grants to Other State Agencies-Federal $25,000.00
23HS19SHST

Explanation

This State Agency award is funded as part of the 2019 Department of Homeland Security Grant Program under the State
Homeland Security Program (SHSP) portion for training senior leadership from multiple agencies within the State in the area
of cyber incident response impraving readiness, response and recovery efforts from cybersecurity related incidents, which may
coincide with natural disasters. Their actions will result in the protection and preservation of information critical to the safety
and security of the State.

Highway Funds or General Funds will not be used should Federal Funds become unavailable.
Respectfully submitted,
/g»&-l’ AR

Robert L. Quinn
Commissioner of Safety

TOD ACCESS: RELAY NH (7-1-1)



STATE OF NEW HA™PSHIRE N
DEPARTMENT OF SAFETY |
GRANT AWARD: Subrecipient will comply will all Terms & Conditions attached.

Agency Name: Department of Vendor Code: 311850B001

Information Technology

Program Name: Amount:

SHSP Homeland Security Grant Program $25,000.00

Grant Start Date: G&C approval State Grant Number:

Grant End Date: Aupust 31, 2021 Federal Grant Number: EMW-2019-58-00053-S01

IFS Appropriation No.: 010-023-11180000-500576 Job Number: 23HS19SHST

Head of Agency: Project Director: Fiscal Officer:
Denis Goulet, Danie} Dister, Chief Rose Curry, Director BFA
Commissioner Information Security Officer

Federal Grant Name: 2019 State Homeland Security Program

Federal Agency: Department of Homeland Security / FEMA
Bureaw/Office: Preparedness Directorate, Office of Grants and Training
CFDA Number: 97.067

Purpose of Grant: These funds are intended for training senior leadership from multiple
agencies within the state in the area of cyber incident response improving readiness, response
and recovery efforts from cybersecurity related incidents, which may coincide with natural
disasters. Their actions will result in the protection and preservation of information critical to
the safety and security of the state.

Financial Requirements:

All inventory standards for equipment must be maintained per State requirements. Final report
must include disposition of equipment valued at $5,000* or over and/or in accordance with
State and Federal requirements. (*State Inventory Requirements apply)

Match Requirements:
None

Reporting Requirements: Only DHS allowable costs will be reimbursed.

Inventory to DOS of equipment valued at $5,000* or more and/or in accordance with State and
Federal guidelines. Copies of invoices for all purchases submitted to DOS in compliance with
federal, state and local audit requirements. Copies of agency payment (o validate
reimbursement to DOS. All future DHS required reporting is mandatory. (*State Inventory

Requirements apply)
APPROVAL
Head of Agency Name: Project Director Name: NH Department of Safety:
Denis Goulet, or successor | Daniel Dister Robert L. Quinn
Title: Title: Title:
Commissioner Chief Information Security Commissioner
Qfficer 4
Sippature: EM Signature: ,_ _ Signaj::/
{yﬂ/‘\"& AN <n. ‘§/ /Q (T
Date: _ j Date:; "7 Date; v
3/6/40;() 37/(0; /2.02-0 3-1-2020

Approval by Attorney General (Form, Substance and Execution)

A % Y- 13-2020

&tto@f General, NH Dépt, af Justice Date

All terms of this grant award not valid unless signed by all authorized parties.
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FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY ACT
. SUB-RECIPIENT INFORMATION REPORTING FORM

(It is recommended this form be completed by your grant administrator or chief financia| officer.)

Section I MUST be completed by applicants seeking federal funding assistance from the Homeland
Security Grant.

SECTION I. AGENCY/INSTITUTION NAME & ADDRESS

ba&%n} i Iﬂ[prma%am’rchno/OQfL
A7 Harn Lluuf__

e+

ity Z—lﬁr ade: p3.30/1 -
Loneord- " £503I

Sub-Recipient DUNSINWiites: (/3 of( 7 {7/ -

Sub-Recipient’ Mﬁmmm‘bg (CCR Registration Number) Completed: _ Yes ___ No

. SEC'I'ION 1. SUB-RECIPIENT REVENUE INFORMATION
(Precedmg Fiscal Year)

%c‘ﬁjﬁ‘ 18 0 Yes 2 No
Rivals IL‘." Yes ¥ No
| . . Officer
~Officer Names Compensation
1,
7.
3.
1 4.
5,
Comments
PRERAREIGH! TDATE:
Bosannt. Curry, .
g briector Buuaill of FimmbL ? Adimm AU//"D/?
Blhote: 775 5’7‘1‘3’ Eai: rosanne.q. curry € — .
HS-21 (/1 1) doct. . 9&3’\/

INSTRUCTIONS ON REVERSE SIDE
(OVER)
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SPECIAL CONDITIONS - FFY 2019

SUBGRANTEE: NH Department of Information Technology GRANT AWARD AMOUNT: $25,000.00
GRANT TITLE: 2019 State Agency Homeland Security Grant Award  GRANT AWARDlDATE: 10/7/2019
GRANT PROGRAM: | SHSP CFDA#: 97.067

DHS Grant Award Number: Grant Award: EMW-2019-55-00053-501

ALL SPECIAL CONDITIONS MUST BE RESPONDED TO WITHIN THIRTY (30) DAYS FROM THE AWARD
DATE AND PRIOR TO DISBURSEMENT OF FUNDS UNLESS OTHERWISE SPECIFIED. THESE GRANT
FUNDS EXPIRE ON August 31, 2022, Accordingly per DHS/FEMA- Office of Financial & Grants Management
guide: page 21: The award period is the period of time when Federal funding is available for obligation by the recipient.
The recipient may charge to the grant only allowable costs resulting from the obligations incurred during the funding
period... Any funds not properly obligated by the recipient within the grant award period will lapse and revert back to
DOS or DHS/FEMA...The obligation period is the same as the award period listed on the award decument.
BY SIGNING THIS FORM YOU AGREE TO THE CONDITIONS OF THIS GRANT. .
L] * * L * L ] ] L] L * ® » L L] » L] » * * » L] * * » L B * ¥ L] E

1. Please note the following special conditions for your grant award:

NH Department of Information Technology — Portable Radios  $25,000.00 (SH)

a. Indicate which of the following is true regardmg the project funded with these Homeland Security dollars
byicireling{theloorechselectioni(cire elonlyone)! .
i. Sustaining or maintaining a capabllny acqmred with federal homeland security fundmg,
ii. Sustaining or maintaining a capability ecquired without federal homeland security funding; or
ili. Developing or acquiring a new core capability.

b. Per 2019 Grant Guidance, please provide your DUNS number here: 5% B L

The award letter process outline and reimbursement instructions must be followed

No purchase of this equipment can be made until it is determined if an EHP review is required. If it is, no

purchase cen be made until an EHP approval is received. As stated in the AEL: “Certain products in this

category have been identified as requiring an Environmental and Historic Preservation (EHP) review.

EHP documcnts are located at the following website:

3 - ervAlivisionsfomeland/2019/indes itinl and must be completed and submitted
eleclronically to Pumeln. Urbau-Moriaf@dos.nb.poy., )

e. Per2 CFR 208 and Subpart D, the organization must submit its most recent audit to be subject to a risk
assessment testing for fiscal practices and capabilities. You must be disclose any audit findings in the
most recent Single Audit within 15 days of the date of this award. Any findings may necessitate the
addition of more special conditions to this award accordance with the results of the standard risk
assessment review. This grant is not VALID until the risk assessment is comipleted successfully.

f. Procurement procedures per 2 CFR 200 must be followed and documentation attached must be submitted
to DOS-GMU prior to any purchase as outlined.

=

2. Project Implementation: The subrecipient agrees to implement this project within 90 days following the grant
award effective date or be subject to automatic cancellation of the grant. For projects subject to EHP/NEPA, NQ

work can begin uptil CHP/NEPA approvals are granted,  DOS-GMU will advise sub-recipient of the approval

once received.  DOS-GMU reserves the right to verify project start date. All projects must be competed at least
30 days prior to end of the grant period as specified on the Grant Special Conditions page. No work may be
completed or be eligible for reimbursement if it occurs after the grant period end date,

3. All sub-grantees must comply with the Grent Terms and Conditions included with this award,

4. All sub-grantees must comply with the National Incident Manegement System (NIMS) minimum requirements as
specified in the Fiscal Year 2019 Homeland Security Grant Program Guidelines. Additional information about

Page | of 2
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echieving compliance is available through the training officers at the NH Department of Safety’s Fire Acedemy
and EMS Bureau and the Division of Homeland Security and Emergency Management,

All sub-grantees must comply and be familiar with Homeland Seourity Presidential Policy Directive-8, the
National Preparedness System® (NPS) and the National Preparedness Goal (NPG). See:

hupe/fwww dhs. gov/presidential-policy-tlirective-R-natious |- preparedness -

It is recommended that all grant recipients modify their existing incident management and emergency operations
plans in accordance with the National Response Plan’s coordinating structures, processes, and protocols,
hupzrfwivsy. dhs govislibrarv/assets/NR [P Brochure pd |

Recurring costs/fees are not allowable for funding under the 2019 Homeland Security Grant Program. Internet
service fees, radio service fees, cellular phone fees, satellite phone fees, etc. paid for with grant funds are for 12
months during the year of equipment purchase only and cannot extend beyond the end date of the grant.

Signat

oS N r_?’ﬂfé?{ﬁ'o’fﬁ_"::j
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Instructions for Completing Sub-Recipient Information Reporting Form

nstitution d

. Please give the name and address for the agency or institution recoiving the federal funding
* Do not give a name and address of an individual's name working at the agency or institution

Sub-Recipient DUNS Number

» Tho DUNS number is a unique nine-character number that identifies Your organization. It is a tool of the
federal government to track how fedsral money is distributed. Most large organizations, libraries, colleges
and research universities already have DUNS numbers, Ask your grant administrator or chief financial
officer to provide your organization’s DUNS number,

. If your organization does not have a DUNS number, use the Dun & Bradsireet (D&B) online registration to
receive one fres of charge: http://fedgov.dnb.com/webform

. For more information on DUNS numbers, please visit the federal government’s grant administration website:
bttp://www.grants.gov/applicants/org_step1 jsp

Sub-Recipient MPIN/CCR Number (not required)

o The Central Contractor Registration (CCR) is a web-enabled government-wide application that collects,
validates, stores and disseminates business information about the federal govemment’s trading partners in
support of the contract award, grants, and the electronic payment process.

. Please check “yes” if, in the preceding fiscal year, your agency or institution received 80 percent or more of
its annual gross revenues in federal awards,

. Pleage check “no” if, in the preceding fiscal year, your agency or institution did not receive 80 percent or
more of its annual gross revenues in federal awards.

. Pleaso check “yes” if, in the preceding fiscal year, your agenoy’s or institution’s annual £ross revenues
equaled or exceeded $25,000,000 in federal funds.

. Please check “no” if, in the preceding fiscal year, your agency's or institution’s ennual gross revenues did not
equal or exceed $25,000,000 in federal awards.

Sub-Resipient Highly C  Off

If you checked “no” in the two boxes above, then this information is not required, :

If you checked “yes” in the two boxes above, and if the publio does not have access to this information
through periodic reports filed under section 13(a) or 15(d) of the Seourities Exchange Act of 1934 (15 U.S.C.
Section 78m(a), 780(d) ), or Section 6104 of the Intermnal Revenue Codo of 1986, then pleaso list the names
and compensation amounts of the five (5) most highly compensated employees within your agency or
institution.

Comments

. This is not a required filed. P!easefeelﬁ'eetoaddanyoommenmyoufeelmnmwytofullyexplamyom
answers in the above fields.
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Fiscal Year 201% DH3 Standard Tenns and Conditions- Homeland Secusity Grant Program

Articte I - Summary Description of Award

The purpose of the FY 2019 HSGP is to support state and local efforts to prevent terrorism and other
catastrophic events and to prepare the Nation for the threats and hazards that pose the greatest risk to the
secusity of the United States. The HSGP provides funding to implement investments that build, sustain, and
deliver the 32 core capabilities essential to achicving the National Preparedness Goal of a secure and resilient
Nation. Among the five basic homeland security mistions noted in the DHS Quadrennial Homeland Security
Review, HSGP supports the goal to Strengthen National Preparedness and Resilience. The building,
sustainment, and delivery of these core capabilities are not exclusive to any single level of government,
organization, or community, but mather, require the comhined cffrt of the whole community. These grant
programs fund & range of activities, including planning, organization, equipment purchase, training, exercises,
and management and administration across all core cepabilities and mission aress.

Article IT - Acceptance of Post Award Changes

In the event FEMA determines that changes are necessary to the award document sfter an awared has been
made, including changes to period of pesformance ot terms and conditions, recipients will be notified of the
changes in writing, Once notification hes been made, any subsequent request for funds will indicate tecipient
acceptance of the changes to the award.

Article II1 - Prior Approval for Modification of Approved Budget

Before making any change to the DHS/FEMA approved budget for this sward, you must request prior
widtten spprovel from DHS/FEMA where required by 2 C.F.R Section 200.308. DHS/FEMA is also
utilizing its discretion to impose an additional restriction under 2 C.F.R. Section 200.308(c) regarding the
transfer of funds emong direct cost categories, programs, functions, or activities. Therefore, for swards with
an spproved budget where the Federal share is greater than the simplified acquisition threshold (cuzrently
$250,000), you may not transfer funds among direct cost categories, programs, functions,

ar ectivities without prior written approval from DHS/FEMA where the cumulative amount of such
tranafers exceeds or it expected to exceed ten percent (10%) of the total budget DHS/FEMA last approved.
Article IV - Disposition of Equipment Acquired Under the Rederal Award

When otiginal or replacement equipment acquired undes this sward by the recipient or its sub-recipisnts is no
longer needed for the original project of program or for other activities currently or previously supported by
DHS/FEMA, you must request instructions from DHS/FEMA to make proper disposition of the equipment
putsuant to 2 C.F.R. Section 200.313.

Article V - Assurances, Administrative Requirements, Cost Principles, Representation and
Certifications . :

DHS Bnancial assistance recipients must complete either the Office of Management and Budget (OMB)
Stendard Form 424B Assurances - Non-Construction Programs, or OMB Standard Form 424D Assurances -
Construction Programs, as sppliceble. Certain sssurances in these documents may nat be applicable to your
program, and the DHS financial assistance office (DHS FAO) may require applicants to cectify additional
assurances. Applicants are required to fill out the assurances spplicable to their program as instructed by the
swarding sgency. Please contact the DHS FAO if you have any questions.

DHS financial assistance recipients are required to follow the applicable provisions of the Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards located at Title 2,
" Code of Federal Regulations (C.F.R.) Part 200, and sdopted by DHS at 2 C.E.R. Paxt 3002

Article VI - DHS Specific Acknowledgementa and Assutances

All recipients, subrecipients, successors, transferees, and assignees must acknowledge and agree to comply
with applicable provisions govemning DHS eccess to records, accounts, documents, information, fadlities, and
staff.

1. Recipients must cooperate with any compliance reviews or compliance investigations conducted by DHS.
2 Recipients must give DHS sccess to, and the right to examins and copy, records, accounts, snd other
documents and sources of information related to the federal financial assistance award and permit access to
fadlities, personnel, and other individuals and information as may be necessary, as required by DHS
regulations and other applicahle laws or program guidance.

3. Recipients must submit timely, complete, and accurste reports to the appropsate DHS officials and
maintain appropriate backup documentation to support the reports.

Page 1 of 14
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Fiscal Yeur 2019 DHS Standard Trrms and Conditions- Hemeland Security Grant Program

4. Recipients must comply with all other special reporting, data collection, 2nd evaluation requirements, as
prescribed by law or detailed in progrem guidance.

3. Recipients of federal financial assistance from DHS must complete the DHS Guif Rights Evaluation Too!
“within thirty (30) days of receipt of the Notice of Award or, for State Administering Agencies, thicty (30) days
from receipt of the DHS Civil Rights Evaluation Tool from DHS o its awarding component agency.
Recipients are required to provide this information once every two (2) years, not every time an award is made.
Alfter the initial submission for the first award under which this term applies, recipieats are only required to
submit updates every two years, not every time a grant is awarded. Recipients should

submit the completed tool, including supporting materials, to CivilRights Evaluation@hq.dhs.gov. This tocl
clarifies the civil rights obligations and related reporting requirements contained in the DHS Standard Terms
and Conditions. Subzecipients are not required to complete and submit thi DHS. The evaluation tool
can be found at Liups:/ /wwwaulhsgoy Zsies Zdefpoli/ fles /publications us-evaluation-oobd
Article VII - Acknowledgement of Federal Funding from DHS
Recipients must acknowledge their use of federal funding when issuing statements, press releascs, tequests for
proposal, bid invitations, and other documents describing projects or programs funded in whole or in part
with federal funds.

Article VIII - Activities Conducted Abroad

Recipients must ensure that project activities carried on outside the United States are coordinated s necessary
with approptiate government authorities and that appropriste licenses, permits, ot approvals are obtained
Article IX - Age Discrimination Act of 1975

Recipients must comply with the requirements of the Agr Dirmimination Aa of 1975, Pub. L. No. 94-135
(1975) (codified s amended at Title 42, U.S. Code, section 6101 ¢f seq.), which prohibits discrimination on the
basis of age in any program or activity receiving federal financial assistance.

Article X - Americans with Disabilities Act of 1990

Redpients must comply with the requirements of Titles I, 11, and IIT of the Ameriams with Disabilitisr /A, Pub.
L. No. 101-336 (1990) (codified as amended at 42 U.S.C. sections 12101-12213), which prohibits recipients
from discriminating on the basis of disability in the operation of public entities, public and private
transportation systems, places of public accommodation, and certain testing entities.

Article XI - Best Practices for Collection and Use of Pessonally Identifiable Information (P1I)
Recipients who collect PIT are required to have a publicly available privacy policy that describes standards on
the usage and maintenance of the PII they collect. DHS defines personally identfiable information (P1I) as
any information that peemits the identity of an individual to be directly o indirecdy infezred, including any
information that is linked or linkable to that individual. Recipients may also find the DHS Privacy Impact
Assessments: Privacy Guidance and Privacy Template as useful resources respectively.

Article XTI - Civil Rights Act of 1964 - Title VI

Recipients must comply with the requirements of Tite VT of the Ciwl Rights Aet of 1964 (codified as amended
at 42 US.C. section 2000d ef seq.), which ptovides that no person in the United States will, on the grounds of
race, color, or national origin, be excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any program or activity receiving federal financial assistance. DHS implementing
regulations for the Act ace found at 6 C.F.R. Part 21 and 44 CF.R.

Part 7.

Article XIII - Civil Rights Act of 1968

Recipients must comply with Title VIII of the Ciwil Rights Act of 1968, Pub. L. No. 90-284, as amended -
through Pub. L. 113-4, which prohibits recipients from disariminating in the sale, rental, financing, and
advertising of dwellings, or in the provision of services in connection therewith, on the basis of race, color,
national origin, religion, disability, famnilial status, and sex (see 42 U.S.C. section 3601 e/ sg.), a3 implemented
by the U.5. Department of Housing and Utban Development at 24 C.F.R. Part 100. The prohibition on
disability discrimination includes the requirement that new multifamily housing with four or more dwelling
units- i.e., the public end common use areas and individual apartment units (all units in buildings with
elevators and ground-floor units in buildings without elevators)- be designed and constructed with cermin
accessible features, (See 24 C.R.R. Part 100, Subpart D.)

Article XTIV - Copyright

Page 2 of 14 B_g
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Recipicnts must affix the spplicable copyright notices of 17 U.S.C. sectiona 401 or 402 and an

scknowledgement of U.S, Government sponsomhip (inchiding the award sumbez) to any work first produced
under federal finandial assistance swards,

Article XV - Debarment and Sugpension -

Recipients ate subject to the non-procurement debarment and suspension regulations implementing
Executive Orders (E.O.) 12549 and 12689, which arc at 2 CE.R. Part 180 as adopted by DHS at 2C.FR
Part 3000, These regulations restrict federal financial assistance awards, subawards, and contracts with cermin
parties that are debarred, suspended, or otherwise excluded from or ineligible for participation in federal
essistance programs or activities. '

Article XVI - Drug-Free Workplace Regulations

Recipients must comply with drug-free workplace requirements in Subpart B (or Subpart C, if the recipient is
8n individual) of 2 C.F.R. Part 3001, which edopts the Govemment-wide implementation (2 CER Part 182)
of sec, 5152-5158 of the Drug-Fret Workpiace Ast of 1988 (41 U.S.C. sections 8101-8106).

Article XVII - Duplication of Benefits K

Aay cost allocable to s particulac federal financial assistance sward provided for in 2 C.FR. Part 200, Subpast
E may not be chasged to other federal financial assistance awards to avercome fund deficiencies; to avaid
restrictions imposed by fedesal statutes, regulations, oz federal financial assistance sward terms and.
conditions; or fot other reasans. However, these prohibitions would not prechude recipients from shifting
costs that are allowable under two o more awnrds in accordance with existing fedesa) statutes, regulations, or
the federal financial assistance eward testos and conditions. :

Article XVIII - Education Amendments of 1972 (Equal Opportunity in Education Act) - Title IX
Reciplents must comply with the requirements of Tide IX of the Bduation Amendments ¢f 1972, Pub. L. No.
92-318 (1972) (codified a3 smended at 20 U.S.C. scction 1681 «f vg.), which provide that no person in the
United States will, on the basis of sex, be excluded from participstion in, be denied the benefits of, or be
subjected to discrimination under any educational program or activity receiving federal financial assistence.
DHS implementing regulstions are codified at 6 C.B.R, Part 17 and 44 C.E.R. Part 19

Article XIX - Energy Policy and Consetvation Act '

Recipients must comply with the requirements of the Buergy Podicy and Conservation Ast, Pub. L. No. 94- 163
(1975) (codified as amended at 42 U.S.C. section 6201 ¢f zg.), which contsin policies relating to enezgy
efficiency that are defined in the state energy conservation plan issued in compliance with this Act.

Article XX - Falge Claims Act and Program Fraud Civil Remedies ‘

Recipients must comply with the requirements of the False Claims Aet, 31 U.S.C. sections 37293733, which
prohibits the submission of false or Ersudulent claims for payment to the federal government. (See 31 US.C.
sections 3801-3812, which detafls the administrative remedies for false claims and statements made.)

Article XXI - Federal Debt Status

All recipients arc required to be non-delinquent in their repayment of any federel debt. Bramples of relevant

debt include delinquent payroll and other taxes, sudit dissllowances, and benefit overpsyments. (See OMB
Circulsr A-129.)

Article XXII - Federal Leadership on Reducing Text Messaging while Driving Recipients ace
encousaged to adopt and enforce policies that ban text messaging while driving as described in B.O, 13513,
including conducting initiatives described in Section 3(s) of the Order when on official government business
or when performing any wark for or on behalf of the federsl government.

Article XXTI1 - Fiy Amezica Act of 1974

Recipients must comply with Preference for U.S. Flag Air Carriers (gir cecriers holding certificates under 49
U.S.C. section 41102) for internationsl air transportation of people and property to the extent that such -
sezvice s svailable, in eccordance with the Intsrmational Aér Transportation Fair Competitivs Practices Act of 1974, 49
US.C. section 40118, and the interpretative guidelines issued by the Comptroller General of the United States
" in the Macch 31, 1981, amendment to Comptroller General Decision B-138942.

Article XXIV - Hotel and Motel Fire Safety Act of 1990

In accordance with Section 6 of the Hofe/ and Mote! Fire Safity Act of 1990, 15 U.S.C. section 22252, secipients
must ensure that all conference, meeting, convention, ot training space funded in whole or i part with
fedenal funds complies with the fire prevention and control guidelines of the Federa/ Fire Preveation and Control
Ad of 1974, codified us amended at 15 U.S.C. section 2225, :

t
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Fiscal Year 2019: DHS Standacd Terma and Conditions~ Homeland Security Grant Program

Article XXV - Limited English Proficiency (Civil Rights Act of 1964, Title Vi)

Recipients must comply with the Title VI of the Civil Rightr Act of 1964 (42 U.S.C. section 2000d ef seg)
prohibition against discrimination on the basis of national origin, which requites that recipients of federsl
financial assistince take reasonable steps to provide meaningful access to persons with limited English
proficiency (LEP) to their programs and services. For additiona] assistance and information regarding
guage access obligations, please refer to the DHS Recipient Guidance:

s £ S vewewedlis grov Jpuidance-pubbish ed- 'p-glgp;;gmm|-.t'-uppu[!s-5]-c:rlr;miz;uisn!]s-p[n\'u[c-mg;m'|||;»|,Lll-
icgess-penple-limited and additiona) resources on htp:/ /www.lep.gov.

Article XXVI - Lobbying Prohibitions

Recipients must comply with 31 U.S.C. section 1352, which provides that none of the funds provided under a
federal financial assistance award may be expended by the recipient to pay any person to influence, ar attempt
to influence an officer or employee of any agency, « Member of Congress, an officer or employee of
Congress, or an employee of s Member of Congress in connection with any federal action related to a federal
sward or contract, including any extension, continuation, renewsl, amendment, or modification.

Asticle XXVII - National Environmental Policy Act _
Recipients must comply with the requirements of the National Environmental Policy Act of 1969, Pub. L. No. 91-
190 (1970). (codified as amended at 42 U.S.C. section 4321 # se7) (NEPA) and the Couacil on Environmental
Quality (CEQ) Regulations for Implementing the Procedursl Provisions of NEPA, which requires recipients
to use all practicable means within their suthority, and consistent with other essential considerations of
national policy, to create and maintain conditions under which people and nature can exist in productive
harmony and fulfill the social, economic, snd other needs of present and future generations of Americans.
Asticle XXVIII - Nondiscrimination in Matters Pertaining to Faith-Based Organizations

Itis DHS policy to ensue the equal treatment of faith-based organizations in social service programs
administered or supported by DHS ot its component agendies, enabling those organizations to participate in
providing important social services to beneficiaties. Recipients must comply with the equal treatment policies
and requirements contained in 6 C.F.R. Part 19 and other applicable statues, regulations, and guidance
governing the participations of faith-based ozganizations in individual DHS progtams.

Article XXTX - Non-Supplanting Requirement

Recipients receiving federal financial assistance awards made under programs that prohibit supplanting by law
must ensure that federal funds do not replace (supplant) funds that have been budgeted for the same purpose
through non-federal sources,

Article XXX - Notice of Funding Opportunity Requitements

All of the instructions, guidance, limitations, und other conditions set forth in the Notice of Funding
Opportunity (NOFO) for this program are incorporated here by reference in the award terms and conditions.
All recipients must comply with any such requirements set forth in the program NOFO.

Article XXXI - Pdtents and Intellectual Property Rights

Unless otherwise provided by law, recipients are subject to the Bays-Dole Aer, 35 U.S.C. section 200 er seg.
Recipients are subject to the specific requirements governing the development, reporting, and disposition of
rights to inventions and patents resulting from federnl financial assistance awards located at 37 C.ER. Part
401 and the standard patent rights clause located at 37 C.F.R. section 401.14.

Article XXXII - Procurement of Recovered Materials

States, political subdivisions of states, and theit contractors must comply with Section 6002 of the Solid Wasts
Disposal Act, Pub. L. No. 89-272 {1965) (codified as amended by the Reroure Conservation and Recovery A, 42
U.S.C. section 6962. The requirements of Section 6002 include procuring only items designated in guidelines
of the Environmental Protection Agency (EPA) at 40 C.F.R. Part 247 that contsin the highest percentage of
recovered materials practicable, consistent with msintuining a satisfactory level of competition.

Article XXXIII - Rehsbilitation Act of 1973 .

Recipients must comply with the requircments of Section 504 of the Rehabilitation Act of 1973, Pudb. L. No. 93-
112 (1973) {codified as amended at 29 U.5.C. section 794), which provides that no otherwise qualified
handicapped individuals in the United States will, solely by reason of the handicap, be excluded from
participation in, be denied the benefits of, or be subjected to discrimination under any program or activity
teceiving federal financial assistance.

Article XXXIV - Reporting of Matters Related to Recipient Integrity and Petformance
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If the total value of any cutrenty active graats, cooperative agreements, and procurement contracts from all
Federal awarding agencies exceeds $10,000,000 for any period of ime duding the period of petformance of
this Federal award, then the recipients must comply with the requirements set forth in the government-wide
Award Term and Condition for Recipient Integrity and Performance Matters located at 2 C.ER. Pert 200,
Appendix XI1, the full text of which is incorporated here by reference in the award terms and conditions.
Article XXXV - Reporting Subawards and Executive Compensation

Recipients are required to comply with the requirements set forth in the government-wide award term on
Reporting Subawards and Executive Compensation located at 2 C.F.R. Part 170, Appendix A, the fall text of
which is incorporated here by reference in the award terms and conditions.

Article XXXVI - SAFECOM

Recipients receiving federal financial assistance awards made under programs that provide emergency
communication equipment and its related activities must comply with the SAFECOM Guidance for
Emergency Communication Grants, including provisions on technical standards that ensure and eahance
interoperable communications.

Article XXXVII - Terrordst Financing

Recipients must comply with E.O. 13224 and U.S. laws that prohibit transactions with, and the provisions of
resources and support to, individuals and organizations essociated with terrorism. Recipients are legally
responsible to ensute compliance with the Order and laws.

Article XXXVIII - Trafficking Victims Protection Act of 2000

Recipients must comply with the requirements of the government-wide finandial assistance award term which
implements Section 106(g) of the Trgfficking Victims Protecton At of 2000 (TVPA), codified as amended at 22
U.S.C. Section 7104. The award term is located at 2 C.F.R. Section'175.15, the full text of which is
incorporated here by reference.

Article XXXTX - Universal Identifier and System for Award Man agement

Recipients are required to comply with the requitemeats set forth in the government-wide financial assistance
award term regarding the System for Award Mansgement and Universal Identifier Requirements located at 2
C.F.R. Part 25, Appendix A, the full text of which is incorporated here by reference.

Article XL - USA Patriot Act of 2001

Recipients must comply with requirements of Section 817 of the Uniting and 5. trengthening America by Providing
Appropriate Tools Required to Intsrcept and Obsiruet Terroriem Act of 2001 (USA PATRIOT Act), which amends 18
U.S.C. sections 175-175¢.

Article XLI - Use of DHS Seal, Logo and Flags

Recipicnts must obtain permission from their DHS FAO priaz to using the DHS seal(s), logos, crests or
reproductions of flags oz likenesses of DHS sgency officials, including use of the United States Cosst Guard
seal, logo, crests or reproductions of flags or likenesses of Coast Guard officials.

Article XLII - Whistleblower Protection Act

Recipients must comply with the statutory requirements for whistleblower protections (if applicable) at 10
U.S.C section 2409, 41 U.S.C. section 4712, and 10 U.S.C. gection 2324, 41 U.S.C. sections 4304 and 4310.
Asticle XLIII - Eavironmental Planning and Historic Preservation

DHS/FEMA funded activities that may require an EHP review are subject to FEMA's Environmental
Planning and Historic Preservation (EHP) review process. This review does not address all federal, state, and
local requirements. Acceptance of federal funding requires recipient to comply with all federal, state, and local
laws. Failure to obtain all appropriate federal, state, and local environmental permits and clearances may
jeopardize federal funding. DHS/FEMA is required to consider the potential impacts to natural and cultural
resources of all projects funded by DHS/ FEMA grant funds, through its EHP Review process, as mandated
by the National Environmental Policy Act; National Histotic Preservation Act of 1966, as amended; National
Flood Insurance Program regulations; and, any other applicable laws and Executive Orders. To access the
FEMA's EHP screcning form and instructions, go to the DHS/FEMA website at:

s Awww e prov -libenry : wments/ W93, In order to initiate EHP review of your
ptoject(s), you must complete all relevant sections of this form and submit it to the Grant Programs
Directorate (GPD) along with all other pertinent project information. Failure to provide requisite information
could result in delays in the release of grant funds. If ground disturbing activitics occur during construction,
spplicant will monitor ground disturbance, and if any potential archeological resources are discovezed, .
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Bpf{l;m immediately cease work in that area and notify the pass-through entity, if applicable, and
Article XLIV - Operation Stonegarden Program Hold : :

The recipient is prohibited from drawing down OPSG funding under this award or reimbursing OPSG
subtecipients of this award untll each unique, specific, or modified county level, tribal, or equivalent
Operations Order ar Pragmentary Order (Frago) has been reviewed by FEMA/GPD and Customs snd
Border Protection/United States Border Patrol (CBP/USBP). The recipient will receive the official

. notification of approval from FEMA/GPD. '

NH Department of Safety HSGP Special Grant Terms and Conditions 2019
NOTE: The grant terms end conditions nvust be submitted with the grant acceptance
1. Allowable Costs: The allowabdlity of costs incurred under any grant shall be determined in
accordance with the general principles of allowsbility and standards for selected cost items as set

forth in the spplicable 2 CFR 200 end the FFY 2019 U.S. Department of Homeland Security, Grant

Progrem Guidance and Application Kit. The applicant sssures that jt will comply and all its sub-
recipients and contractors will comply, with the applicable provisions of the U'S. Departnent of
Homeland Security, FFY 2019 Homeland Security Grant Progesm Guidance and Application Kit,
and all other applicable federal laws, orders, circulars or regulations.

2 Freedom of Information Act (FOIA): FEMA recognizes that much of the information submitted in

the course of applying for funding under this program or provided in the course of its grant

management activities may be considered law enforcement sensitive or otherwise important to
national secusity intereats, While this information uader Federal control is subject to requests made
pursuant to the Freedom of Information Act (FOIA), 5, U.S.C. §552, all determinations conceming
the release of informadon of this nature sre made on a case-by-case basis by the FEMA FOIA
Office, end may likely fall within one or more of the svallable exemptions under the Act. The
spplicant is encouraged to consult its own State and locel laws and regulations regarding the release

of information, which should be considered when reporting sensitive matters in the grant application,

needs assessment and strategic planaing process. The applicant may also consult FEMA
concerns or questions sbout the release of information under State and local laws. The grantes

should be familiar with the regulations governing Sensitive Security Information (49 CFR Part 1520),

2 it may provide additional protection to certain classes of homeland security information.
3. Awallability of Federal Funds: This grant sward is contingent upon availability of feders! funds

. approved by Congress. _ ) .
4. Bidding Requirements: The subrecipient must comply with proper competitive bidding

procedures a3 2 CFR 200.310-316 and 2 CFR 200.317-326. On any items, including those bids in the
aggregate, whose total cost is less than $5,000, the bids do not have to be submitted to the DOS for
review and approval; but adequate documentation must be maintuined in the subrecipient’s files. On

any items, induding those bids in the aggregate, whose total cost is $5,000 or more, bids must be

submitted to DOS, if requested.

4. Buy American Act SEB ARTICLE IT herein) : In general, grantees are not required to comport
with the restrictions of the Buy American Act (41 U.S.C. 108) However, grants authozized under

the Stafford Act, including EMPG progrem, must follow these stendards. The Buy American Act
requires that all materials purchased be produced in the United States, unless such matecials are not

svailable, or such purchases would not be in the public interest

5. .Boadlag:Ithsuongiyrecommmdedthatnllofﬁdnlaidentiﬁedonthisgmntwhohmau&:oﬁtyno
obligate, expend or approve expenditures be bonded for an amount no less than the total amount

of the grant. -
6. Closed-Captioning of Public Service Aunouncements: Any television public service

sanouncement that is produced or funded in whole o in part by any sgency or instrumentality of

the federal government shall inchude closed captioning of the verbal content of such

announcement.
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Compliance Agreement: The subrccipient agrees to abide by all Terms and Conditions including
"Special Conditions" placed upon the grant award by DOS. Failure to comply could result in o
"Stop Payment" being placed on the grant.

Conllict Of Interest: Per 2 CFR 200 Recipients and subrecipients must disclose in writing to
FEMA or its pass through entity, any potential conflict of interest in the Federal awards lifecycle.
Personnel and other officials connected with this grant shall refer to the advice below but insure
that 2 locel policy is in place to comply gencrulized paraphrased policy sample herein and given
below:

Aduice. No official or employee of a state ot unit of local government or of non-government
gmatees/subrecipients shall participate personally through decision, approval, disapproval,
recommendation, the rendering of sdvice, investigation, or otherwise in any proceeding,
application, request fot 4 ruling or other determination, contract, grant, cooperative agteement,
claim, controversy, or other particular matter in which these funds are used, where to his
knowledge he or his immediate family, partners, organization other than a public agency in which
he is serving as officer, director, trustee, partner, or employee or any person or organization with
whom he is negotiating or has any arrangement concerning prospective employment, has a
financial interest

Appearance. In the use of these grant funds, officials or employees of state or local units of
govemment and non-govemmental grantees/ subrecipients shall avoid any action which might
result in, or create the appearance of the following:

Using his or her official position for private gain;

Giving preferentisl treatment to any person;

Losing complete independence or impartiality;

Making an official decision outside official chennels; and/or

Adversely affecting the confidence of the public i the integrity of the government or the program.
Recipients and subrecipients must disclose, in a timely manner and in writing to FEMA ot the
pass-through entity, all violations of Federal criminal law involving faud, babery, or gratuity
potentially affecting the Federal award.

Consulrants: Billings for consultants who are individuals must include at 2 minimum: 2 description
of services; dates of services; number of hours for services petformed; rate charged for services;
and, the total cost of services performed. Individual consultant costs must be within the prevailing
rates, 1ot to exceed the maximum of $650.00 per day. Permission for costs that exceed $650
pet day in total will need to be granted by DOS who must seck approval for DHS/FEMA
for an increased tate,

Continuation: The applicant agrecs that if the requested project is funded continuation is not
guaranteed.

Coantract Requirements: The applicant agrees that no coatract ot agreement may be entered into
by the subrecipicnt for execution of project activities or provision for services to a sub grant
project (other than the purchase of supplies or standard commercial or maintenance services)
which is not incorporated in the approved application. Any such arrangements will provide that
the subrecipient will retain ultimate control and responsibility for the project and that the
contractor will be bound by these conditions as well a5 the subrecipient.

Construction Projects: HSGP Program is effectively considered a non-constreution program,
However, subrecipients using funds for ancillary construction projects/work must comply with the
Doavis-Baon Act (40 U.S.C. 3141 etaeq). Grant tecipients must ensure that their contractors or
subcontractors for construction projects pay workers employed directly at the work-site no less
than the prevailing wages and fringe benefits paid on projects of a similar character. Additional
information, including Department of Labor (DOL) wage determination, is available from the
following websire: if Fwwrwwvdpl.pov,

Data Collection: The recipient agrees to cooperate with eny assessments, national evaluation
efforts, or information or data collection requests, including, but not limited to, the provision of
any information required for the assessment ot evaluation of any activitics within this agreement.
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Deobligation of Grant Funds: All grants must be decbligated at the end of the end of the grant
period. PFailure to deobligute the grant in a timely manner will result in an automatic deobligation
of the grant by DOS.

Disclosure of Federal Participation: In compliance with Section 623 of Public Law 102-141, the
subrecipicat agrees that no amount of this sward shall be used to finance the acquisition of goods
and services (including construction services) for the project unless the subrecipient sgrees to the
following;

Specifies in any announcement of the swarding of the contract for the procurement of the goods
snd services involved (including construction services) the amount of fedeml funds that will be
used to fineace the acquisition and

Expresses the amount announiced pursuant to parageaph () a3 » percentage of the total cost of the
pianned acquisition,

The sbove requirements only apply to a procurement for goods or setvices (including construction
services) that has an aggregate value of $500,000 or more. :

Eguipment: The subrecipient agrees that, when practicable, any equipment purchased with grant
funding shall be prominently marked as follows: “Purchased with funds provided by the U.S,
Department of Homelind Security and the NH Department of Safety - Grents Management Unit.”
Additionally, when pmcticable, any equipment purchssed with funding under this agreement shall
bear on it the logos of the NH Department of Safety - Grants Management Unit and U.S.
Department of Homeland Security,

Financial Responsibdity: The financial responsibility of subrecipients must be such that the
subtecipient can propesly discharge the public trust which accompanies the suthority to expend
public funds. Adequate accounting systems should meet the following criteria:

Accounting records should provide information needed to adequately identify the receipt of funds
under each grant awarded and the expenditure of funds for each grant;

Entries in accounting records should refer to subsidiary records and/or documentation which
support the entry and which can be readily located;

The accounting system should provide accusate end cutrent financial reporting information; and,
The sccounting system should be integrated with sn adequate system of internsl controls to
safeguard the funds and assets covered, check the accuracy and relishllity of accounting dat,
promote operational efficlency and encourage adherence to prescribed management policies.

Iaterest and Other Program Income: The applicant sgrees to be accountble for el interest or

,other income earned by the subrecipient with respect to sub grant funds or as a result of conduet
of the project (sale of publications, registration fees, service charges, etc) All program income
genmtedbythisgmntdu:ingthep:ojectmustbempomdtoDOSqmncﬂymdmmtbepm
back into the project or be used to reduce the grantor participation in the program. The use or
planned use of all program income must have prior written approval from DOS.

Intcroperabie Equipment: Grantee is responsible for all license requirements resulting from a
potential gmnt. Equipment must meet DHS/FEMA recommended P-25 compatible stendards

Legal Actlon: The subrecipient sgrees that should the NH Department of Safety - Grunts
Management Unit determine that it needa to take legal action agginst the subrecipient for actions
arising out of the grant, the subrecipient will waive juriadiction and have the case heard in either
state ot federal court in Concord, New

Obligation of Grant Funds: Grent funds may not be obligated prior to the effective date of the
spproved grant application and without advance written approval by DOS. No obligations are
allowed after the end of the grant perlod and the final request for payment must be submitted no
later than 30 calendar days before the end of the grant period,

Performance: This grant may be terminated or fund payments discontinued by DOS where it finds
a substantial failure to comply with the provisions of the legislation governing these funds oz
regulations promulgated, including those grant conditions or other obligations established by DOS.
In the event the subrecipient fuils to perform the services described herein and has previously
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received fnandial essistence from DOS, the subrecipient shall reimburse DOS the full amount of
the payments made. However, if the services described hesein ere partilly performed, and the
subtrecipient has previously received financial zssistance, the subrecipient shall proportionally
reimburse DOS for payments made.
Property Cootrol: Effective control and sccountshility must be maintsined for all
property. Subrecipients must adequately safeguard all such property and must assure that it is used
solely for suthorized purposes. Subrecipients should exercise caution in the use, maintenance,
protection and preservation of such property. Subrecipients sgree to Follow the terms of 2 CFR
200.317 - 200.326. In part this inchudes the fallowing long term obligation (patuphresed here for
oudinepmpocaonlybmnotmeantmbeasuhsﬁmteforundmmndingandapplyingﬂ:e 2CRF
200.310-200.316 ): Management requirements. Procedures for mansging equipment (including
replacement equipment), whether acquired in whole oz in part with grant funds, undil disposition
takes place will, as & minimum, meet the following L
(1) Propesty records must be maintained that include & description of the property, a serial number
or other identification numbet, the source of property, who holds title, the soquitition date, and
cost of the property, percentage of Federal participation in the cost of the propesty, the location,
use and condition of the property, and any ultimate disposition data including the date of disposs)
and sale price of the propesty.
2) A physical inventory of the property must be taken and the results reconciled with the property
. records at least once every two years.
(3)Am&dmmmbedcvdopedmenmadeqmmufeguudsmprmtlms,damagqm
theft of the property. Any losa, damage, or theft shall be investigated.
(4) Adequate maintenance procedures must be developed to keep the property in good condition.
(5) Ifchegnnteeonuhtcdpimtheud:o:hedoueqﬁredtosellﬂzepmpetty.pmpun]es
procedures must be estublished to ensure the highest possible return.
Dispasition. Must be reported to Grants Management and completed in accordance with 2 CFR
200. In cases where a grantee ot subrecipient fails to take appropriate dispotition actions, the
mzdh:gagencymaydimdmgnntummbredpimtmmkemmddhpodﬂontcﬁom.
Fedcﬂeqdpmmchtheemtngunmmmhmdpimthpmﬂdedfeduﬂywnedequipmt
(1) Title will remain vested in the Feders! Government. )
(2) Grantees or subrecipients will manage the equipment in accordance with Federal agency zules
and procedures, and submit an snnual inventozy listing, :
(3) When the equipment is no longer needed, the grantee or subrecipient will request disposition
instructions from the Federsl sgency. !
Right to transfer title. The Federal awarding sgency may reserve the right to transfer title to the
Fedetal Government oz g third past named by the awnrding sgency when such g third party is
othetwiaec&gibleunduuhtingmmSunhmmfmahnﬂbembjecttothefoﬂawhgsmnda:ds:
(l)ThcptopmylhallbeidmﬁﬁedinﬁxcymtOtodac:wiuemdehmtothegmnteeinw:iting.
(2) The Federal awarding sgency shall issue disposition instruction within 120 calendar days after
the end of the Federal support of the project for which it was acquired. If the Federal
sgency fails to issue disposition instructions within the 120 calendar-day period the grantee shall
follow 2 CFR 200.
(3) When title to equipment is transferred, the grantee shall be paid an amount calculated by
epplying the percentage of participation in the purchase to the current fair market vahue of the
. )
m?m&mnewm g 8gency msy reserve the right to transfer tide to the
FedemlGovemmentouﬂ:i:dpanmmedbyd:eawudingtgcncywhmmcbath.irdpartyis
otherwise eligible under existing statutes, Such transfers shall be subject to the following standards:
(1)'lhepropertyshnllbeidenﬁﬂedind:egmnto:otherwisemadehownﬂothcgn.nﬁeeinwxi&ng.
(2 The Federal ewurding egency shall issue disposition instruction within 120 calendar days after
themdofd:eFedeulsuppoﬂofthepxojectfo:whichhwnncqu&mdIfﬂxeFedem_lawuding
sgency fails to issue dispasition instructions within the 120 calendac-day period the grantee shall
follow 2 CFR 200 .
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(3) When title to equipment is tranaferred, the granteo shall be paid an araount calculated by
spplying the percentage of participation in the purchase to the cucrent fair market value of the

propesty.

Records: The epplicant will give the grantor agency or the DHS or the Office of the
Gene:al,duoughanynuﬂm:izedrepxuenndve, the access to and the right to examine all records,
books, papers or documents related to the grant.

Recording and Documentation of Receipts and Expenditures: Subredipient’s accounting
procedures must provide for accurate and timely recording of receipt of funds by source of
expenditures mede from such funds and unexpended balances. These records must contain
information permining to grant awards, obligations, unobligated balances, assets, liabilities,
expenditures and program income. Controls must be established which are adequate to engure that
expenditures charged to the sub grant activities are for allowable purposes. Additionally, effective
control and accountability must be maintained for all grant cash, real and personal property and
other assets. Accounting records must be supported by such source documentation as cancelled
checks, paid bills, payrolls, time and attendance records, contract documents, grant eward
documents, etc.

Reports: 'Ihemb.redpicnuhallmbmit,:tmdxﬁmumdinsuchfo:mum:yhepmcdbed,mch
reports as DOS may reasonably require, including financial reports, progress reports, final financial
repotts and evaluation reports.

Final and fiscal closo-out Reports The report is in addition to the cumulative Progress reports
and is also due 30 days after the end of the grant period.

Retentlon of Records: Records for non-expendable propesty purchased totally or partially with
grantor funds must be retained for three years after ity finel disposition. All other pertinent grant
records including inancial records, supporting documents and statistical records shall be retsined
for & minimum of three years after the final expenditute report. However, if any litigation, claim or
audit is started before the expiration of the three year period, then records must be semined for
three years after the Htigation, claim or audit is resolved. Re: Property records see a3 previously
noted int his section: Subrecipients agree to follow the terms of 2 CFR 200.317 — 200.326. In
part this includes the fallowing long term obligation (patsphrased here for cutine
but not meant to be a substitute for understanding end epplying the 2 CRF 200.310-200.316 ):

Suspeasion or Termination of Funding: DOS may suspend, in whole ot in part, and/ot

inate funding for or impose anothet sanction on a subrecipient for any of the following
reasons: -
Failure to comply substantially with requirements or statutory objectives of the 2003 Omnibus
Approptistions Act issued there under, or other provisions of Federal Law;

Failure to adhere to the requirements, standard conditions or special conditions;

Propoting or implementing substantial program changes to the extent that, if originally submitted,
the spplication would not have been approved for funding; <

Failure to submit reports;

Filing s false certification in this application or other report or document;
Other good ceuse shown.

Udlfization and Payment of Geant Funids: Funds awarded are to be expended only for purposes
mdacﬁviﬁuoovmdbythesubredpimt’sapptovedpmjectphnmdbudgn Items must be in
the subrecipient’s spproved grant budget in order to be eligible for reimbursement.

Utilization of Minosity Businesses: Subrecipients ere encoureged to utilize qualified minority
ﬁnmwhuecmtmdperfmanceofmajo:oonmwkwmnotconﬂictwithﬁmdingortime
schedules.

Widtten Approval of Changes: Any mutually agreed upon changes to this sub grant must be
tpproved, in writing, by DOS prioz to implementation or obligation end shall be incorporated in
written amendments to this grant. This procedure for changes to the approved sub grant is not
limited to budgetary changes, but also includes changes of substence in project activities and
dnngum&cpmieadimcwrmhypmfedondpmndidmdﬁedhd:enpp:wednppﬁmdm
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Reporting Requirement: Typing of Equipment and Training:

Ongoing HSGP Guidance, FOA, and NOF As require that all where applicable grantees report equipment
purchases and the typed capability the equipment supports (where such typing guidance exists); the
number of peaple trained in a given capability to support a reported number of defined resourcs typed
teams (e.g., 63 responders were treined in structural collapse to support 23 Type 2 USAR Teams); and the
total number of a defined type of resource and capabilities built utilizing the resources of this grant.
Grantees will specify the number of resources, capability supported, whether it is a NIMS or State/local
typed resource, the cost, and whether the resource sustains current capabilities or adds new capabilities.
The resources should be reported only after equipment is delivered or after training has occurred and the
corresponding grant funds have been expended. GMU will advise further on format for reporting upon
grant award.

As a condition of the receipt of these funds:

Funding may be suspended or terminated for filing a false certification in this application or other
reports or document as part of this program.

Tracking of Equipment:

Upkesp, maintenance, and training qfandforeqdpm:pmcumdaspwofthsﬂomlmdmmm
grant program I3 a local and/or grantee responsibillly. The inventory of this eguipment Is a local
mmmmmqsmwmw.ammmm
accounting of this equipmant may occur as a condition of this grant elther from Federal, State or other
appropriate level agency and agent.

Eguipment valued over $5,000;

To comply with omzmzoaqmmmmwmbmwmmamdmam
mummeWofsmm-GmmMmmUmfwzmw
until the ltem carries a dspreciated valus of less than $250. The disposition of the equipment must be
reported. nosz@mmmwm’:wmmmmpmnm
governing equipmert procured with Federal funds.

Certification by Official Authorized to Sign
lceﬂifydmtlundemnndandag:ee_moomplywiﬂ:thegenemlandﬁscalpmvisionsofﬂ:hgmnt
application including the terms and conditions; to comply with provisions of the regulations

) Meﬁmdomdanothu&dmlandumhws;lhmaﬂinﬁotmadonpmenmdhmmq
that there has been appropriate coordination with affected agencies; that I am duly authotized by
ﬁeAppﬂcmwpedomﬁemhofmomuAn&od:edelgnuﬁeynhtewthe
mquhemmuofﬂﬂngmntappﬂcaﬂon;thatoomhcmdpﬂorwGranmappmvnlmayumlththe
etpmd.immbehgabeotbedbyﬂnmbmdpiennmd,dmtthemefptofthmgnmﬁmdnhmugh
the Grantee will not supplant state or local fupds. CERTIFICATION: I CERTIFY THAT I AM
DULY AUTHORIZED UNDER THE STATUTES OF THE STATE OF NH TO APPLY FOR,
AUTHORIZE, OR ACCEPT THE HOMELAND SECURITY GRANT FUNDS / EQUIPMENT
HEREIN. **THE AUTHORIZING OFFICIAL MUST BE STATUTORILY ALLOWED TO SIGN A
CONTRACT FOR THE MUNICIPALITY (.. Mayor, City Manager, Town Managet, Chairperson BOS,
etc.) PER RSA 31:95b or RSA 37:6

Non-Supplanting Certification: This certification, which is & required component of the New
tppﬁuﬁoqlfﬁmmu&dmlHomehndSuudtygnmﬁmdswmbemedwmpphmmt(addm) existing
funds, and will not supplant (replace) funds that have been locally appropriated for the same
Pouentialmpplm&ngwillbeaddrmedintheappﬁcationtcviewuwdluinﬂ:epm—twardrevkw,poat
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zward monitoring, and the audit. DHS/FEMA LB. 379 allows ate a5 well as FP-205-402-125-1 which apply
to meintensnce and sustainment of grant ot in some cases non- grant acquited capabilities with specific
definitions. Applicants and/or grantees will be/may be required to supply documentation cestifying that a
reduction in non-federal resources accurred for reasons OTHER than the receipt or expected receipt of
federal Homeland Security grant funds. Supplanting funds is looscly defined (for these purposes) as using
federal grant money to “replace” or “take the place of” existing local funding for equipment ot programs.
'Ihef'mdsminmdedtoptovidelocnlentiﬂuwiﬁ:inmuedorlnm“smhedcapabiﬁﬁuormbuﬁd
capacity to address CBRNE/WMD tezrorist incidents,

National Incident Management System (NIMS) Implementation Pior to allocstion of any Federal
preparedness awards in FY 2019, recipients must ensure and malntain sdoption and implementation of
NIMS. FEMA describes the specific activities involved in NIMS implementation in the NIMS
Implementation Objectives (htepe:/ /www.fema.gov/ implementation-guidance-snd-reporting). Incident

t sctivities require carefully managed resources (petsonnel, teams, facilities, equipment and/or
supplics). Utilization of the standardized resource mansgement concepts such as typing, credentialing and
inventorying promote # strong national mutual sid cepability needed to support delivery of core capabilities.
Recipients should manege resources purchased or supported with FEMA grant funding sccording to NIMS
resource management guidance. Additional information on resource management and NIMS rescurce typing
defmitions end job titles/position qualifications is on DHS/FEMA’s website under
http://wrrw.fema. gov/ resource-mansgement-mutusl-aid,

Page 12 of 14
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Fiscal Year 2019: DHS Standard Terms and Conditions- Homeland Security Grant Program

[ CERTIFICATION BY PROGRAM MANAGER/CONTACT* l

[ certify that: (1) ] understand and agree to comply with the general and fiscal provisions of this grant
application including the terms and conditions; (2) I understand and agree to comply with provisions of
the regulations governing these funds and all other federal and state laws; (3) all information presented is
correct; (4) there hes been appropriate coordination with affected agencies; (5) [ am duly authorized by
the applicant to perform the tasks of Program Manager/Contect as they relate to the requirements of this
grant applicetion; (6} costs incurred prior to Grantee approval may result in the expenditures being
absorbed by the sub-grantee; and, (7) the receipt of these grant funds through the Grantee will not
supplont state or local funds.

5

| CERTIFICATION BY FINANCIAL OFFICER* ]

I certify that: (1) 1 understand and agree to comply with the generel and fiscal provisions of this grant
application including the terms and conditions; (2) I understand and agree to comply with provisions of
the regulations governing these funds and all other federal and state laws; (3) all information presented is
correct; (4) there has been appropriate coordination with affected agencies; (5) T am duly authorized by
the applicant to-perform the tasks of Financial Officer as they relate to the requirements of this grant
application; (6) costs incurred prior to Grantee approval may result in the expenditures being absorbed by
the sub-grantee; and, (7) the receipt of these grant funds through the Grantee will not supplant state or

local funds.
Tite: (BB nan
T AAmiA

Name:‘ ﬁmﬂfﬂ M=
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Fiscal Year 2019: DHS Standard Terms and Condidons- Homeland Security Grant Program

( CERTIFICATION BY AUTHORIZED OFFICIAL" |

[ certify that: (I) [ understand and agree to comply with the general and fiscal provisions of this grant
application including the terms and conditions; (2) I understand and agree to comply with provisions of
the regulations governing these funds and all other federal and state laws; (3} all information presented is
correct; (4) there has been appropriate coordination with affected agencies; (5) [ am duly authorized by
the applicant to perform the tasks of Authorized Official es they relate to the requirements of this grant
application; (6) costs incurred prior to Grantee approval may result in the expenditures being absorbed by

the sub-grantee; and, (7) the receipt of these grant funds through the Grantee will not supplant state or
local funds.

Title: @wwisxsumeLQE@
N “O\%jj Mailing Address: EXZIT ﬁ@l?@.hg_“ﬁ]fide

(X

— — —

Authorized Official (Per NF RSA 31955 or RSA 37.6)

Pege140f14
Inktlals of Authorized Ofﬂclal@“.@
Date: L7 a?qur___l




OMB Number: 4040-0607
Expiration Date: 02/28r2022

ASSURANCES - NON-CONSTRUCTION PROGRAMS

Publlo reporting burden for thia oollaction of Information s estimatad to
instructions, searching exlating data sources, gathering and maintal
information. Send comments regarding the burden estimate or any
reduoing (his burden, {2 the Office of Management and Budget, P

PLEASE DO NOT RETURN YOUR CO

sverage 18 minutes per response, Inchuding
ning the data needed, and complating and reviewing the collestion of
other espact of this aoilection of infarmation, including euggestions for
aperwork Reduotion Project (0348-0040), Washington, DC 20603.

} MPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET. SEND
IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY. '

time for

NOTE:  Cartaln of theso assurances may not be

applicabla to your project or progrem. If you have questions, piaase contact the

swanding egenay. Further, cortaln Fedaral awarding agancies may require applicants to certify to additions! essurances.

It such is the case, you will ba notified,

As the duly authorized representative of the appilcant, | cartify that the applicent:

1.

" and the Inatitutional,

Has the lagal autherity to apply for Federal assistance
and financial capabilty
{inoluding funda sufficlent to pay the non-Federal shars
of project cos{) to ensure proper planning, manggemsnt
and complation of the project described in thia

.. appilcation.
. Wl glve the awerding egency, ths Comptrolier General

of the United States and, if appropriate, the Stats,
through any authorized representative, access to and
the right to examine !l records, books, papers, or
doouments related to the eward: and will estebish o
prepar acoounting systom in acoordance with gensrally
accepted aocounting standards or egency directives.

Wil establish'safaguards to prohibit empioyess from
using thelr positions for a purpose that constitutes or
prezents the eppoerance of perecnal or organizational
confiict of Interest, or persanat gain.

Wi Initete and compiste the work within the applicable
time trame after recelpt of epprovel of the awanding
agency.

WU comply with the Intergovemmental Personne! Act of
1970 (42 U.8.C. §§4728-4763) relating to presorfbed
standards for maiit systems for programs funded under
one of the 10 statutss of regulations specified In
Appendix A of OPM'e Standards for a Merit System of
Pereonns! Administration (8 C.F.R. 800, Subpart F),

" Wil comply with ell Federal statutes relating to

nondiscrimination. These Include bul 2re not imited to:
{0) Title V1 of the Civil Rights Act of 1884 (P.L.85-352)
whioh prohibite discriminetion on the bas!a of rece, oolor
or national origin; (b) Title X of the Education
Amendments of 1972, as amended (20 U.B.C.§§1681-
1683, and 1685-1688), which prohidite diserimination on
the basie of sex; (0) Section 504 of the Rehabfitation

Prwvious Editon Usebie

Authorizad for Loca! Reproduction

7. WII comply, or has giready

Actof 1973, as amended (29 U.8.C. §764), which
prahibite discrimination on the basis of handicaps; (d)
the Ags Disorimination Act of 1976, as amsnded (42 U.
§.C. §568101-6107), which prohftits disorimination on
the basis of age; (a) the Drug Abuse Office and
Treatment Act of 1972 (P.L, 82-255), as emended,
relating to nondiscrimination on the bas!s of drug
abuse; (f) the Comprehensive Alcoho! Abuge and
Alochollsm Prevention, Treatmsant and Rehabiiltation
Act of 1970 (P.L. 61-816), &s amandad, retating to
rondiseriminetion on the basie of aloshe! ebuse or

" gloohalism; (g) §§523 and 527 of the Publlc Health
8ervioe Act of 1912 (42 U.S.C. §5200 ¢d-3 and 280
60~ 3), &8 amended, relating to confidontiality of elcohol
end drug abuse patient reoords; (h) Tite VIl of the Civil
Rights Act of 1868 (42 U.5.C. §§3801 et seq.), es
emsnded, ralating to nondiscrimination in the sale,
rental or financing of housing; ) any other
nondlscrimination provisions in the specific etatute(s)
undar which epplication for Fedsral assistence Is being
macde; and, () the requirements of eny other
nondisarimination statute(s) which may epply to the
application.

complied, with the
requirements of Titles |l and !l of the Uniform
Relocation Assistance and Roal Proparty Acquisition
Policles Act of 1970 (P.L. 81-846) whish provids for
fair and equitable treatment of persons displaced or
whose property is aoguired as a result of Federal or

programs. These requirements
epply to all Interests in real property aoqulred for
project purpoess regerdiess of Fedaral participation in
purchases,

8. W comply, as applioable, with provisions of the

Hatoh Act (5 U.6.C. §§1501-1508 end 7324-7328)
which Imit the poiiticel activities of employees whose
principal employment activiies are funded In whote
or In part with Federal funds,

Standard Form 4348 (Rev. 7-97)
Presciibed by GMB Clreutar A-163
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9. Will comply, as applicable, with the provisions of the Davis- 13. WIll essist the awarding agency in assuring compllance
Bacon Act (40 U.S.C. §§276a lo 2768-7), the Capeland Act with Section 108 of the Natlonal Historic Pressrvation
(40 U.8.C. §276¢ and 18 U.S.C. §874), end the Contract Act of 1986, as amended (16 U.S.C. §470), EO 11563
Work Hours and Safety Stendards Act (40 U.S.C. §§327- (identification and protaction of histaric properties), and
333), regarding labor etendards fr federally-assisted the Archaeological and Historic Preservation Act of
consiruciion subagreements. 1974 (16 U.5.C. §54692-1 et seq.).

10. Wil comply, If epplicable, with fiood insurance purchese 14, Will comply with P.L. 83-348 regarding the protection of
requirements of Section 102(a) of the Flood Disaster human subjecte Involved In research, development, and
Protection Act of 1973 (P.L. B3-234) which requires related activitien supported by this award of assistence.

o !
recipienis In e special fiood hezerd aree to perlicipate in the 15. WIll camply with the Labaratory Animal Welfara Act of
program and to purchase flood Insurance If the total cost of 1966 (P.L. 85-544, as amended, 7 U.S.C. §§2131 et
insurable canstruction and acquisition is $10,000 or mare. seq.) pertalning to.the care, han'ﬁng and treabment of

11, Will comply with environmental standards which may be warm blooded animals held for research, teaching, or

. prescribed pursuant to the following: (a) Instituticn of other activities supported by this award of assistance.

tal quali | measu der tha National
Eﬁfa’:ﬂ?"ﬁ‘éﬂm%ﬁig Adtof {989 (P.0. $1-190) and 16. Wil camply with the Lead-Based Paint Poisoning
} : Frevention Act (42 U.5.C. §§4801 et s8q.) which
Executive Order (EQ) 11514; (b) notification of violating
fadilitiea pursuant to EO 11738; (c) protection of wellands prohibils the use of lead-based paint in construction or
pursuant to EQ 11890; (d) evaluation of fiood hazards In rehabilitation of resldence structures.
fNoodplains in accordance with EQ 11988; (e) assuranca of 17. Wil causs to be performed the ired finenclal and
project consistency with the approved State managemani ’ compliance eudlt:eln accordanor:autm the Single Audit
pregram developad under the Coaate! Zone Managsment Act Amendments of 1996 and OMB Circular No. A-133,
At of 1872 (18 U.S.C. §§1451 et seq., (7) conformity of *Audils of Slates, Local Govemments. and Non-Profl
Fedaral actions to State (Clean Alr) Implementation Piens Orgenizations.”
under Section 176(c) of the Clepn Air Act of 19385, as '
amanded (42 U.S.C. §§7401 et seq.); (g) protection of 18. Will comply with all epplcabls requiremsnts of ali other
underground sources of drinking water under the Sale Federal laws, exacutive orders, regulations, and poficies
Drinking Water Act of 1974, as amended (P.L. 83-523); goveming this program.
and, {h) protection of endangered specias under the
Endangered Species Act of 1973, 8s amended (P.L. 93- 18. Wil comply with the requirements of Section 108(g) of
205). the Trefficking Victima Protection Act (TVPA) of 2000, ae
amended {22 1).5.C. 7104) which prohiblts grant award

12. Will comply with the Wikt and Scenic Rivers Act of reciplents or a sub-reciplent from (1) Engaging bn severa
1988 (16 U.s.C. §§1 271 ot M‘) I'ela!ed to pmtedlng fon-ns of mddng ln persons during the peﬁnd of ul'ne
components or potential components of the nationel that the award Is In effect (2) Procuring a commercial
wiid and acenic rivers system. sex act during the period of time that the award Is In

eftect or (3) Using forced 1ebor In the performance of the
award or subawards under the award.
SIGNATURE OF A RIZED CERTIFYING OFFICIAL _|MTLE .. - _ . :
FRLY T BPR | [Zowinesiwer & Cror -]
| . ol N\ IR = T -
j LM wed el - - _
APPLICANT ORGANIZATION o DATE SUBMITTED

Yk Y |
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ate of Peto Bampsl..e

RICHARD C. BAILEY, JR.
PERRY E. PLUMMER
ASS[STA\NT COMMISSIONERS

ROBERT L. QUINN
COMMISSIONER OF SAFETY

DEPARTMENT OF SAFETY

James H. Hayes Safety Building, 33 Hazen Drive, Concord, NH 03305

Tel: (603) 223-3889
Speech/Hearing Impaired
TDD Access Relay NH 1-800-735-2684

October 7, 2019

Commissioner & CIO Denis Goulet

NH Department of Information Technology
27 Hazen Drive

Concord, NH 03305

Re: 2019 State Agency Homeland Security Grant Awards —Cyber Incident Response Training and Exercise (SHSP)

Dear Commissioner Goulet:

Congratulations! Your division has been approved for funding specific to enhancing your Homeland Security mission of
Cyber Incident Response Training and Exercise. It is crucial for compliance with federal regulations that all requirements
associated with this grant are adhered to. There are specific special conditions attached to your grant award Terms and

Conditions that will need to be followed to ensure grant compliance and reimbursement of costs as approved. These
funds expire on August 31, 2022, All expenditures must be completed 30 days in advance of this date.

The following funds have been awarded to the NH Department of Information Technology for carrying out specific HSGP
eligible training and exercises for cyber security.

2019 State Homeland Security Program: $25,000.00
This award is for the following:

= Cyber Incident Response Training and Exercise $25,000.00

AWARD

Attached are the grant terms and conditions, special conditions, lobbying and assurances, and FFATA form. Please initia)
each page and compléte and sign the last page of the grant terms and conditions. Also, please fill out the FFATA form
and return both forms to GMU no Iater than Qctober 30, 2019. These 2019 State Homeland Security funds will expire
on August 31, 2022. All expenditures must be made and invoiced 30 days prior to that date (by July 31, 2022).

REQUISITION

Once the signed award documents have been returned to our office, you may proceed with purchasing the item(s) awarded
(subject to pre-approvals as noted herein). The following must be submitted to gur office prior to the requisition entry:



Lo ~

As noted earlier, the ho;nela.nd training support equipment must all be applied for and approved by GMU PRICR to
submitting the following for processing;

* All required information needed for the requisition form such as: the Object Class end Object Code from
the NHFIRST list, Purchase & Property Buyer name, etc.

* Background information inclusive of all attachments needed to support requisition

*  Updated quote for purchase (quote cannot be older than 30 days when attaching to requisition)

* . Sole Source justification letter (if applicable)

Please understand if the information listed above is incomplete, it will be returned to you to complete. Please also
designate someone from your division, if needed, to assist our staff here on site if the requisition entry is rejected.

We look forward to working with you as you enhance your capabilities in Homeland Security prevention, protection,
response and recavery.

Pam Urban-Morin
Grant Administrator

Ce:  Daniel Dister, Chief Information Security Officer
Rose Curry, Director ) -

Encl: Special Terms and Conditions
Federal Terms and Conditions
FFATA
Assurances and Lobbying



