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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette ‘ 29 HAZEN DRIVE, CONCORD, NH 03301

Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964

Lisa M. Morris www.dhhs.nh.gov
Director ' .

April 17, 2020

His Excelfency, Governor Christopher T. Sununu
and the Honorable Council

State House '

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services; Division of Public Health
Services, to amend an existing contract with Abacus Service Corporation (VC#223048),
Southfield, MI for information technology support for the Autémated - Hospital Emergency
Department Data (AHEDD) system, by increasing the price limitation by $10,000 from $231,189
to $241,189 and by extending the completion date from August 31, 2020 to August 31, 2021
effective upon Governor and Council approval. The original contract was approved by Governor
and Councﬂ on November 14, 2018, item #17. 100% Federal Funds.

_ 'Funds are available in the followung accounts for State Fiscal Years 2020, with the -
authority to adjust budget line items within the price limitation and encumbrances between State
fiscal years through the Budget Office, if needed and justified. :

05-95-90-902510-50940000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: DIVISION OF PUBLIC HEALTH SERVICES, BUREAU OF
INFECTIOUS DISEASE CONTROL, SYNDROMIC SURVEILLANCE CAP

State ; . Increased .
. Class / \ Job Current Revised
Fiscal Class Title : (Decreased)
Year Account . Number | Budget Amount IBudget
102- Contracts for $110,565 ’ $0 | $110,565
20.19 500731 Program Services 90027300 '
' 102- Contracts for : $90,624 $0 | $90,624
2020 500731 Program Services 90027"_300
' Subtotal | $201,189 $0 | $201,189
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05-95-90-9\02510-7039-HE_ALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, PUBLIC HEALTH CRISIS RESPONSE

State Class / Job Current Increased | Revised

-Fiscal Account Class Title Number (Modified) | (Decreased) | Budget

Year Budget Amount Amount
102- Contracts for $25,000

2920 500731 Program Services 90703902 $0 $25,000
102- Contracts for $5,000

2021 500731 Program Services 9070390.2 $0 $5.000

Subtotal $30,000 80 $30,000

05-95-90-902010-50400000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH
AND COMMUNITY SERVICES, OPIOID SURVEILLANCE.

State N : Increased - .

. Class / . Job Current Revised
Fiscal Account Class Title Number Budget. {Decreased) Budget
Year Amount

. Contracts for _ " %0 $10,000 $10,000

2020 102-590731_ Program Services 90050401
Subtotal 80 $10,000 $10,000
Total | $231,189 $10,000 | $241,189

EXPLANATION

As previously stated, the original contract was approved by Governor and Council on A
November 14, 2018, Item #17. :

The purpose of this request is to improve and sustain syndromic (disease) surveillance
coding, analysis, and reporting for the Automated Hospital Emergency Department Data
(AHEDD) system for greater efficiency and broader analytical early event detection of public
health threats. The enhanced surveillance realized from this contract will help New Hampshire
meet local and National Syndromic Surveillance System (NSSP) objectives to broaden data
representativeness, improve data quality, and to enhance knowledge and the practice of
syndromic surveillance for greater situational awareness state-wide, regionally and nationally.

The vendor will continue to work on the AHEDD system upgrade, which includes
maintenance-and development functions. Improvements such as processing of HL7 messages,
data quality, and developing log monitoring, which will help track and resolve processing issues.
Additionally, with increased funds the vendor will work with the Department and the Department
of Information Technology to migrate reports.
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The Department will monitor contracted services using the following performance
measures: :
» Ensuring the system is meeting expectations by completing comprehensive testing

of enhancements.

» Ensuring issues are tracked and resolved quickly to meet expectations and
timeliness.

e Tracking change requests, business requirement dbcuments, and work plans with
code review

+ Developing, reviewing, and tracking of change requests, business requirement
documents, and work ptans with code review to ensure vendor enhancements meet
expected results without rework).

As referenced in Section 2 of the original contract, the parties have the option to extend
the agreement for up to one (1) additional year, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approvai. The Department
is exercising its option to renew services for one {1) of the one (1) years available.

Should the Governor and Council not authorize this request the Department would have
a delayed response in mitigating the impact of disease outbreaks or health threats.

Area served: Statewide
Source of Funds: CFDA # 93.136, FAIN # NU17CE924984.
In the event that the Federal Funds become no longer available, General Funds will not

be requested to support this program.

Réspectfully submitted,

et Mtptn

Lori A. Shibinette

W, Commissioner
\

The Department of Health and Human Seruvices’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY -
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 28, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissicner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Abacus Service Corporation
as described below and referenced as Dol T No. 2017-026A.

This is a request to amend an existing contract with Abacus Service Corporation for
continued support of the Automated Hospital Emergency Department Data (AHEDD)
System. The vendor will continue to work on the AHEDD system upgrade, which includes
maintenance and development functions. Improvements include processing of HL7
messages, data quality, and developing log monitoring, which will help track and resolve
processing issues. Additionally, with increased funds the vendor will work with the
Department and the Department of Information Technology to migrate reports.

The funding for this amendment is $10,000, increasing the current contract price limitation
from $231,189 to $241,189 and the completion date is extended from August 31, 2020 to
August 31, 2021. This amendment shall become effective upon Governor and Executwc
Council approval through August 31, 2021.

_A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf
DolT #2017-026A

cc: Mike Williams, 1T Manager, DolT

"Innovative Technologies Todoy for New Hampshire's Tomorrow™



New Hampshire Department of Health and Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the Automated Hospital Emergency Department Data {AHEDD) System
Support Contract

This 17 Amendment to the Automated Hospital Ernergency Department Data (AHEDD) System Support
contract (hereinafier referred to as "Amendment #17) is by and between the State of New Hampshire,
Department of Health and Human Services (hereinafter referred 1o as the "State” or “Department”) and
Abacus Service Corporation, (hereinafter referred 16 as “the’ Contrac!or"), a corporation with a place of
business al 25925 Telegraph Rd., Suite 206 Southfield, Ml 48033.

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on November 14, 2018, (item #17)the Contractor agreed to perform certain services based upon the
terms and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules or terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services 1o support continued delivery of these services: and

WHEREAS, all terms and conditions of the Contract and prior amendments not inconsistent with this
Amendment #1 remain in full force and effect; and

NOW THEREFORE, in consideration of the !oregomg and the mutua! covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
. August 31, 2021, '
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$241,189.
3. Modify. Pan 2, Introduction, to read:

This Contract is by and between the State of New Hampshnre Depantment of Health & Human
Services (DHHS) (“State”), and Abacus Service Corporation (ASC), a Michigan Corporation,

~ ("Abacus Service Corporation” and/or "Contractor™), having its principal place of business al
25925 Telegraph Rd., Suite 208, Southfield, Michigan 48033.

4. . Modify Part 2, Section 2, Contractor Term, to read:
2. CONTRACT TERM

2.1 The Contract and all obligations of the pariies hereunder shall become effective after
full execulion by the parties and the receipl of required governmental approvals,
including, but not limited to, Governor and Executive Council of the State of New.
. Hampshire approval {Effeclive Date).

- 2.2 The Contract shall begin on the Effective Date and extend through the Complation Date
as specified in Form P-37 General Provisions, Block 1.7 Completion Date. The Term
may be extended up to one (1) additional year, (Extended Term) at the sole option of
the State, subject to the parties’ prior written agreement on applicable fees for each

extended term, upon Governor and Executive Council approval.
Abacus Service Corporation Amendmen! #1 Contractor Initials :
gi i: |61 0
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New Hampshire Department of Health and Human Services S
a (AHEDD) System Support

23  ASC shall commence work upon issuance of a Notice to Proceed by the State.

24 The State does not require ASC to commence work prior to the Effective Date.
However, if ASC commences work prior to the Effective Date and a Notice to Proceed,
shuch work shall be performed at the sole risk of ASC. In the event that the Contract
does not become effective, the State shall b under no obligation to pay ASC for any
cosls incurred or Services performed. However, if the Contract becomes effective, all
costs incurred prior to the Effective Date shall be paid under the terms of the Contract.

5. Modify Part 3, Exhibit A, Contract Deliverables, Table 2., Deliverables, Milestones, and Activities

Schedule to read.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

ACTIVITY, DELIVERABLE OR MILESTONE

DELIVERABLE DELIVERY DATE
TYPE
F-1.a Conduct Project Kickofi Non-Software Effective Date (Start Date)
F-1.b Status Meetings Email or Weekly
Conference )
F-1.c Delivery of Work Plan Wiritten Effective Date + 5 Days
F-1.c.d Invoice for Work Pian Non-Software Effective Date + 5 Days
F-1.e Delivery of the comptletion of A01 to ACG4 Software Effective Date + 25 Days
transaction mapping to the AHEDD database and -
processing (similar to AQ4 registration transaclions) —
Reference requirement B-5 , .
F-1.f Invoice of ihe completion of A01 to AQ4 Software Effective Date + 25 Days
transaction mapping to the AHEDD database and
processing (similar to AQ4 registration transactions)
F-1.g Delivery of the completion of the offioading of | Software Effective Date + 45 Days
historic data on AHEDD - Reference requirement B+
6 '
F-1.h Invoice of the completion of the offioading of | Software Effective Date + 45 Days
historic data on AHEDD '
F-1.i. Dalivery of the completion of the automation of | Software Effective Dale + 65 Days
misspelled patient town names 1o related political '
town/county/Public Health Region — Reference the | *
requirement B-7 : : : I
F-1.1.a Invoice of the completion of the automation of | Software Effective Date + 65 Days

misspelled patient lown names to related political
town/county/Public Health Region

Abacus Service Corporation

Amendment #1

RFP-2017-DPHS-026-AHEDD-AD1 Page 2 of 13
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New Hampshire Department of Health and Human Services R T
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.Lb Delivery of the completion of the addition of | Software Effective Date + 80 Days
MU Stage 3 fields and 8 HL7 fields to the AHEDD DB
— Reference the requirement B-8 .
F-1.i.c Invoice for the completion of the addition of | Software Effective Date + 80 Days
MU Stage 3 fields and HL7 fields to the AHEDD DB

F-1.1.d Delivery of the completion of the EP database| Software Effective Date + 120 Days
infrastructure lo store EP and Urgent Care (UC) -
encounters — Reference the requirement B-9

F-1.i.e Invoice for the completion of the EP and Software Effective Date + 120 Days
Urgent Care (UC) database infrastructure to store EP -

encounters

F-1.1.f Delivery of the completion of AHEDD Triage | Software Fffecﬁve Date + 140 Days

Notes reporting, of Hospital Service Area and ‘
Surround Town reporting, and other needed Cognos
Reporting - Reference the requirement 8-10

F-1.1.g Invoice of the completion of AHEDD Triage | Software Effective Date + 140 Days
Notes reporting, of Hospital Service Area and
Surround Town reporting, and other needed Cognos
Reporting — Reference the requirement B-10

F-L.i.h Delivery of the completion of ' Software Effective Date + 170 Days

AHEDD/Rhapsody log monitoring _

F-.Li Invoice of the completion of AHEDD/Rhapsody | Software Effective Date + 170 Days

log monitoring . ) .
F-1.i.j2018 SCOPE B ~ Delivery of the completion of-| Software Effective Date + 170 Days

System.Support Acceptance Testing
F-1.i.k 2018 SCOPE B - Invoice of the completion c_)f Non-Software, Effective Date + 170 Days

System Support Acceptance Testing Invoice Written

F-1.i.1 Associated documentation Wiitten Effective Date + 170 Days

F-1:i.m Knowledge transfer training Non-Software, Effective Date + 180 Days
. Written . . )

F-1.1.n Production Implémentation Software - {Effective Date + 180 Days

F-1.i.0 Invoice for Holdback Non-Software Effective Date + 210 Days

Abacus Service Corporation - ‘ Amendment #1 Contracior Initials .
RFP-2017-DPHS-026-AHEDD-AQ1 Page 3ol 13 ‘ Date A0



New Hampshire Department of Health and Human Services g
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.j Delivery of completed AHEDD system Software - Must be completed by
administration tasks (includes Nack Log Fix, Web : Project End Date
Admin DB changses, ICD10 code formatting fix, _' (03/31/2020)

standardization of relative path coding, |CD10 Code
Table update, and replacement of outdated

persistence software)
\

F-1.J.a Invoice for the completion of AHEDD system | Sofiware Must be completed by

administration asks (includes Nack Log Fix, Web Project End Date
Admin DB changes, standardization of relative path (03/31/2020)

coding, ICD10 Code Table update, and replaoement
of outdated persistence software) '

F-1.5.b Delivery of additional work completed through | Software Must be completed by
the end of March (IC10 Code Table update, .Project End Date
additional miss-spelled original town names mapped (0373172020

to political town, wh»ch includes an aulomated code

fix}

F-1.j.c Invoice for additional work through the end of | Sofiware Musl be complete by
March (iC10 Code Table update, additional miss- Project End Date
spefled original town names mapped to political town, (03/31/2020)

which includes an automated code fix)

F-1.j.d Delivery of additional task development Software Must be complete by

through end of contract (Migration of Cognos ' Project End Dale
Superutilizer reports to another reporting tool, such (08/31/2020)

as Tableau) :

F-1.J.e Invoice for additional task development Software Must be complete by
through end of contract (Migration of Cognos Project End Date
Superutilizer reports 10 another reporting tool. such " | (08/31/2020)

as Tableau) - - '

2. Modify Part 3, Exhibit B, Price and Payment Schedule, Section 1, Payment Schedule, to read:

Abacus Service Comoration Amendment #1 ' Contractor Initials

RFP-2017-DPHS-026-AHEDD-A01 Page 4 of 13 , Date D) EBlé o




New Hampshire Department of Heaith and Human Services Rpeeres
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.i Delivery of the completion of the Software | Must be completed by 0
automation of misspelled patient town Project End Date
names to retated political {08/31/2019)
town/county/Public Health Region -
Reference the requirement 8-7
F-1.La Invoice of the completion of the | Software | Must be completed by $12,730
automation of misspelted patient town Project End Date
names to related political town/county (08/3172019)
{Public Health Region »
F-1.i.b Delivery of the completion of the Software | Must be completed by 0
addition of MU Stage 3 fields and 8 HL7 Project End Date
fields to the AHEDD DB - Reference the (08/31/2019)
requirement B-8
F-1.i.c Invoice of the completion of the Software | Must be completed by $30617
addition of MU Stage 3 fields and 8 HL7 Project End Date
fields to the AHEDD DB (08/31/2019)
Paid vendor 83% for work
done but paying additional
$2,783 to complete vendor
estimate, which brings total
spent to $30,617
F-1.i.d Delivery of the completion of the EP | Software | Must be completed by 0
and UC database infrastructure to store EF Project End Date
and UC encounters — Reference the (08/31/2019)
requirement B-9 :
F-1.i.e Invoice of the completion of the EP | Software | Must be completed by $12,730
and UC database infrastructure o store EP | - Project End Date
and UC encounters (08/31/2019)
F-1.i.f Delivery of the completion of AHEOD| Software | Must be completed by 0
Triage Notes reporting, Hospital Service Project End Date
Area and Surround Town reporting, and (08/31/2019)
other needed Cognos Reporting —
Reference the requirement B-10
F-1..g Invoice of the completion of AHEDD | Software | Must be compieted by $31,692
Triage Notes reporting, Hospital Service Project End Date
Area and Surround Town reporting, and (08/31/2019)
other needed Cognos reporting
Abacus Service Corporation Amendment #1 Contractor Initials _,
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New Hampshire Dapartment of Heailth and Human Services

Automated Hospital Emergency Department Data {AHEDD) System Support

1. PAYMENT SCHEDULE

Effective Date through August 31, 20

A h0gN AS 4[D0|AD

" 1.2 Firm Fixed Price
This is @ Fimn Fixed Price (FFP) Cont %taling 241,189 for the period between the

SC shall be responsible for performing its

obligations In accordance with the Contradt. This Contract will atow ASC to mvoice the State
for the following activities, Deliverables, or milestones al fixed pricingfiales appearing in the

price and payment tables below:

ACTIVITY, DELIVERABLE OR MILESTONE | DELIVER- | PROPOSED SCHEDULE | PRICE
ABLE
 LTYRE
F-1.a Conduct Project Kickoff Meetmg Nop- * Must be completed 10 0
{reference G.2) Software | days after initial project
start date
F-1.b Status Meetings Emall or Weekly o
) Phone :
F-1.c Delivery of Wark Plan (reference G-4)} Written Must be completed within 0
‘ : 10 days after inilial
project stant date
F-1.d Invoica for Work Plan Non- Must be submitted on or | $12.725
Software about 10 days afler initial
projecl start dale
"F-1.e Delivery of the completion of AD1 to | Software | Must be completed by 0
AD4 transaction mapping to the AHEDD Project £nd Date
database and processing (similar io AO4 (0?’3"2019)
registralion transactions) — Reference )
requirement B-5
F-1.f Invoice of the completion of A1 to Software | Must be completed by $12,730
AD4 transaction mapping'to the AHEDD Project End Data
database and processing (similar to AD4 (08/31/2019)
registration transactions) ,
F-1.g Delivery of the completion of the Software | Must be completed by 0
offioading of historlc data on AHEDD Project End Date
Reference requirement B-6 (08/31/2019)
F-1.h Invoice of the compietion of the Softwgre | Must be completed by £23,834
offioading of historic data on AMEDD Project End Date
\ . {08/31/2019)
Abocug Service Comoration Amenamant #§ Contractor initiais /fé
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F-1.1.h Delivery of the comptletion of Software | Must be complete by 0
AHEDD/Rhapsody log monitoring Project End Date
(08/31/2019)
F-1.Li Invaice of the completion of Software | Must be compiete by $30,000
AHEDD/Rhapsody log monitoring Project End Date
. ‘ (08/31/2019)
Paid vendor 62% for work
done, but after limiting
scope am paying additional
$5,519 to complete new
scope of work, which brings
total spent to $30,000
F-1.i.j 2018 Scope B - Delivery of the Software | Must be completed on or 0
completion of AHEDD System Support abouwt 30 days prior to end
Acceptance Testing of Project End Date
{08/31/2019)
F-1.1.k 2018 Scope B — Invoice of the Non- Must be completed onor | $27,834
completion of AHEDD System Suppont Software, | about 30 days prior to end
Acceptance Testing Invoice Written . of Project End Date
F-1.i.1 Associated documentation Written Must be completed 8 days 0
prior to end of Project End
Date
F-1.i.m Knowledge Transfer Training Non- Must be completed on or 0
Software, | before end of Project End
Written - | Date
F-1.i.n Production Implémentation Software | Must be completed on or 0
befare end of Project End '
Date
F-1.l.o Invaice for Holdback Non-Software | Must be submitted upon $20,119
' successiul completion of
- Warranty Period® (on or before
|| 90 ¢ays after Project End Date)
Abacus Sarvice Corporation Amendment #1 Conlractor Initials
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F-1.j Defivery of the completion of AHEDD | Software | Must be completed by 0

system administration tasks (inciudes Nack Project End Date

Log Fix, Web Admin DB changes, ICD10 (03/31/2020)

code formatting fix, standardization of :

relative path coding, ICD10 Code Table

‘update, and replacement of outdated

persistence software)

F-1.J.a Invoice for the comptetion of AHEDD | Software | Must be completed by $10.156

system administration tasks (includes Nack Project End Date

Log Fix, Web Admin DB changes, (03/31/2020)

standardization of relative path coding, Using unspent funds from

ICD10 Code Table update, and log monitoring, for needed

replacement of outdated persislence . L

software) §uwelllance sy§lem- .
improvements impacting
data quality and system
performance '

F-1.J.b Delivery of additional completed Software | Mus! be completed by 0

work through the end of March (IC10 Code Project End Date

Table update, additional miss-spelled (03/31/2020

original town names mapped to political

town, which includes an automated code

fix) ' . .

F-1.j.c Invoice for additional work through | Software | Must be complete by $6.022

the end of March {IC10 Code Table update, Project End Dale

additional miss-spelied original town names (03/31/2020)

am:;gfpﬂei;g mnéc?)l‘)town which includes an | Using ur.lsp.en’t fun 'ds from
log monitoring, to improve.
surveillance detection
needs

F-1.J.d Delivery of additional task Software | Must be complete by o

development through end of contract Project End Date

{Migration of Cognos Superutilizer reports . (08/31/2020)

to another reporting tool, such as Tableau)

Abacus Service Corporation Amendment #1 . Contractor |nitisls y
RFP-2017-DPHS-026-AHEDD-AD1 Page 8 of 13 Date BIADAD
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F-1.j.e Invoice for additional task Software | Must be complete by $10,000
development through end of contract Project End Date
{Migration of Cognos Superutilizer reports (08/31/2020)
to another reporting t00l, such as Tableau)

Grant funding from ELC

grant used to migrate

Cognos reports to Tableau

{these are to expire

on12/2020)
Subtotal $241,189
TOTAL $241,189

1.3 Proposed Vendor Staff, Resource Hours and Rates Worksheet

The Proposed Vendor Slaff Position, Resource Hours and Rates Workshee! shall indicate the
individuals that will be assigned to the Project, their hours and applicable rates. Names are

required for individuals designated for key roles; tilles shall be used for others. Information is
listed by phase,
Table 1.3 : Proposed Vendor Staff, Resource Hours and Rates Worksheet
- ' ' . . Hourl
; Implementati | . Project Hours X
Title Name Initiation on Close out |- _Y Rate
Rate
Project Ram Prasad ' :
Manager Tulluri 1076.30 626 254 $36 $70,427
Senior :
Develop | Fradeep 774 1627.15 267 $32 |- $85,381
Shukla
er #1 :
Senior Praveen ' '
Develop Kumar 174 1627.15 267 $32 $85381
er #2
TOTALS $241,189.

1.4 Future Vendor Rates Worksheet

-

The State may- réquest additional Services from the selected, Vendor.

In the even! that -

additional Service is required, Table 1.4 Future Vendor Rates Worksheet shall provide this
information. "SFY™ refers to State Fiscal Year. The New Hampshire State Fiscal Year runs from
July 1 through June 30 of the following calendar year. Positions not identified in the Table 1.3

shall be included in the Future Vendor Rates Worksheet.
Contractor Initials '
} Date 3 Lﬁl a o

RN
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Table 1.4; Future Vendor Rates Worksheet

Pasition Title SFY 2019 SFY2020 | SFyz021
Project Manager $36 $37 $38
Position #1 $32 34 - $36
Posilion #2 $32 334 $36

3. Modify Part 3, Ekhibit B, Price and Payment Schedule, Section 2, Contract Price, to read::
2. CONTRACT.PRICE

2.1 Notwithstanding any provision in the Contract to the contrary, and natwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State.
Form P-37, General Provisions, Block 1.8, Price Limitation. The payment by the Slale
of the tota! Contract price shall be the only, and the complete reimbursement to ASC for
all fees and expenses, of whalever nature, incurred by ASC in the performance hereof.

2.2 The State will not be responsible for any travel or out of pocket expenses incurred
in the performance of the Services performed under this Contract.

4. Modify Part 3, Exhibit H, Requirements, 3rd paragraph after “Attachment 1: Project
Requirements is hereby incorporated within; and prior to “Section 1, Assumptions (Add
_ To/Change This As Appropriate)’, to read as follows:

In conjunction with ASC's Project Management methodology, which shall be used to manage
the Project’s life cycle, the ASC team and the State shall finalize the Work Plan at the onset of
the Project. This plan shall identify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to implement the Project. 1t shall also
address intra-task dependencies, resource attocations (both Siate and ASC team members),
refine the Project's scope, and establish the Project's Schedule. The Plan is documented in
accordance with ASC’s Work Plan and shall utilize Java, Cognos, Oracle Appex software to
support the ongoing management of the Project.

. Modify Part 3, Exhibit H, Requirements, Atlachment 1: Project Requirements, Seclion Technical
Requirements, o read as follows:
1 TECHNICAL REQUIREMENTS M/O Y/MIN | VENDOR COMMEMTS’

| The Sotution must comply with Open Standardsas | M Y
specified in RSA 21-R:10 and 21-R:13, including but
not imited to Open Data Formats

Abacus Service Corporation Amendment #1 Contracior Inilials _ﬁ's
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New Hampshire Departmant of Health and Human Services S
Automated Hospital Emergency Department Data (AHEDD) System Support

The Solution must comply with State and M Y
Federal HL7 standards as referenced in finks
below:

Federal Link —
hitps:./iwww.cdc.govinsspidocuments/guides/syn
drsurvmessagguide2_messagingguide_phn. pdf
State Link ~
https:/iwww.dhhs.nh.govidphs/bphsiidocuments/
sslocalguide . pdf

The Solution must comply with State Information| M Y
Technology (IT) currently supported web hosting
software (includes Tomecat, IS, and Java
versions).

The Sotulion must comply with State IT M Y
standards for Server Deployments. These
standards include, but are not limited to:
Logging, Directory struclures, Drive/storage,
Rights, Ports, Security and Shares,

The Solution must comply with State IT latest M Y
web browser clients (such as Internet Explorer,
etc.}, which is imporant for AHEDD application.

Abacus Service Corporation T Amendment #1 ’ Contractor Initials
RFP-2017-DPHS-026-AHEDD-A01 Page 11 0f 13 Date %



Ncw Hampshire Deparmont of Health and Human Sorvices
Automated Hospital Emergancy Departmant Dats {AHEDD) System Suppoﬂ

" This smandment sholl be effective upon the date of Goveinot and Execyiive Coundl approval,
"IN WITNESS WHERECF', the partkes Fave 54t thavr hands a5 of the date winten balow,

State of New Hompshire
Depanment of Health and Human Scrvices

AN Sk e LoAW>

Do Name: 1 49TRONS

. Title, OW.A‘SS(, (Q S\ !«Vl}\
Abacus Senace Corporation
5)a3]g0g . Guhﬁ&‘m o
Daie - e Ao ‘S’Llag

Vi€ Pses\

Ackna'wledgunem of Contractor's sxgnature

§
Stxe of (N Couty o Lokhaang on_ 1142 140 . veforethe
uncertignod olbecr, :rgonally sppeared e porson ienificd dircetly aboke. of smnlnc‘mly provente

be the person whoae namd is signed abave, and ocknowiedged thot ahe exccuted his documaeny in Lthe
capacity iInchcatad b

DA ,“,((? . /_>

Sionoture of Notary Pubke of Jusice ofth Peoco ALANNA ERVING -
e 1 Notary Public - Michigan
1 Qatand County,, b
i\\-tﬁnﬂ k_f‘\' nm r“}\ \“-_.\ }'—f My Comm, Exnlr.lc.?.l.,\.m.lﬂ. 1

Name and Trk: of Notary of, Vostice of the Pe

My Comvmnusion i:ﬁﬁes: \‘-‘ \ l‘ I a4

Atac; Sorven Copor=n ATandmeet 81
RFP-201T-OPHS 025 AHIOD A% Pngoi12ef1d



New Hampshire Department of Heaith and Human Services e,
Automated Hospital Emergency Department Data (AHEDD) System SUpporl '

The preceding Amandment, having been reviewed by this office, ks é’pproved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

Ik, '/ oL

‘Date

| hereby certify that the foregoing Amandment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: : (date of mesting)

OFFICE OF THE SECRETARY OF STATE

Date ‘ Name:
Title:
i
.
Abacus Service Comporation Amendment #1

RFP-2017-DPHS-026-AHEDD-AQ! Page 13 0f13



State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that ABACUS SERVICE
CORPORATION is a Michigan Profit Corporation rcgistércd to do business in New Hampshire as ABACUS STAFFING on
"October 28, 2011. I further certify that all fees and documents required by the Secretary of State's office ha_yc been received and

is in good standing as far as this office is concerned.

Business 1D: 661190
Certificatc Number: 0004847568

IN TESTIMONY WHEREOQF,

[ hcrctc':u sci my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 19th day.of March A:D. 2020.

Don ok

William M. Gardner

Secretary of State




o

Corporate Resolution

I, Sreeram Akunuri , hereby certify that [ am duly elected Clerk/Secretary of
(Name)
Abacus Service Corporation . | hereby certify the following is a true copy of a vote taken at

(Name of Corporation or LLC)

a meeting of the Board of Directors/shareholders, duly called and held on _March 12 ,.20£
at which a quorum of the Directors/sharcholders were présent and voting.

VYOTED: That April Szlaga, Vice President (may list more than.one person) is
(Name and Title)

duly authorized to enter into contracts or agreements on behalf of

Abacus Service Corporation

force and effect as of the date of’ the contract to which this certificate is attached. [ further.
certify that it is understood that the State of New Hampshire will rely on this certificate as

" evidence that the person(s) listed above currently occupy the position(s) indicatcd and that |
they have full authority to bind the corporation. To the extent thal there are any Iiﬁlits on the
authority of any Iisteq individual to bind the corporation in contracts with the State of New

Hampshire, all such limitations are expressly stated herein.

Sreeram Akunun

DATED: 03/12/2020 ATTEST: XGmawm-  COO/Secretary
(Name and Title)




NOTARY PUBLIC/JUSTICE OF THE PEACE

Onthe 12 dayof March - , 2020,

There appeared before me, the state and county foresaid a person who satisfactorily identified
himself as-

Sreeram Akunuri

And acknowledge that he executed this document indicated above.
In witness thereof, [ hereun m hand and official seal.

N prad— o

(Notary PubhclJustl of the Pcace)

My commission cxptrcs

18 -2t-8084

(Date)

PP e
PP a8

ALANNA ERVING i
Notary Public - Michigan ;

' Oakland Couaty, y
My Comm, Expires w Ao i

Ty

o
L o e o on ane gl e i
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| ABACSER-01
CERTIFICATE OF LIABILITY INSURANCE

CMENSER

DATE (MWDDIYYYY)

3/M12/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE {SSUING INSURER(S}, AUTHORIZED

" REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, ths policy(las) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION 1S WAIVED, subjoect to the terms and conditions of the policy, certain policies may require an endorsement. A statemant on
this certificate does not confer rights to the certlﬂcate holder in lieu of such endorsement(s}.

PRODUCER

Farmington Insurance Agency, LLC,

33215 Grand River Avenue
PO Box 519
Farmington, M1 48332

cgNTEACT Patrick M. Donnally

wc, No, ex): (734) 604-0423

I FAX
{AJC, Noj):

| 52Mlkec. patrick@farmingtoninsagency.com

INSURER(S} AFFORDING COVERAGE NAIC #
insurer A: Travelers Prop Cas Co of Amer 25674
INSURED wsuren a; Travelers Indemnity Co. 25658
Abacus Service Corporation, Abacus Service ULC wsurer ¢ : Travelers Cas & Sur Co of Amer 31194
Acorn Services Corporation S
25826 Tolegraph Rd, Ste 206 | insurer 0 : Fedaral Insurance Co . _ 20281
Southfleld, M| 48033 INSURERE :
‘| insureR E:
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR'OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

R TYPE OF INSURANCE peer by POLICY NUMBER Aeon e | o an LTS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
] ciamsmaoe [ X ] occur x| [eLp-21Poo7sa 10/17/2019 | 1011712020 | DAMAGE TOFENTED ; 500,000
|| ‘ MED EXP (Any one person) | § 10,000
- PERSONAL & ADV INJURY | 5 1,000,000
| GEN' AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
X ] pouer [ ] 8% PRODUCTS - COMPIOPAGG | § 2,000,000
| X | omer: Contractual Liabllity s
8 | AUTOMOBILE LIABILITY ’ ‘ MIE'NGLE LIMIT s 1,000,000
X | any auto X BA-N504995 - 1011712019 | 10/17/2020 | gopiLy INJURY (Per person) | 5
| OWNED SCHEDULED '
|| AUTQS ONLY AUTOS | BODILY INJURY (Par sccident)| §
RIS AOHREES N s
3 i .
A | X |umsreratias | X | occur EACH OCCURRENCE H 17,000,000
EXCESS LIAB CLAIMS-MADE CUP-1L534749 1011712019 | 10/17/2020 AGGREGATE s 17,000,000
pep | X [rerentions 10,000 s
A |WORKERS COMPENSATION . X I PER i OTH-
AND EMPLOYERS' LIABILITY STATUTE ER
MY PROPRIC TORPARTNEREXECUTIVE sl | |uB-6Joser3s 101772019 101712020 [ oo . 1,000,000
andatoryIn ﬁ'ﬁf E.L DISEASE - EA EMPLOYEE] § 1,000,000
i yos, descrbe u 1,000,000
OLSCAIPTION OF OPERATIONS below £ DISEASE - POLICY LIMIT | § il
C [Crime 0105468064 10/17/2019 [ 10/17/2020 (Crime & 3rd Party . 5,000,000
D |Employment Practices 82603320 10/17/2019 | 10/17/2020 [Empl Prac Liab 1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES -(ACORD 101, Additional Remarks Schedule, may be attached If more space is required)

CERTIFICATE HOLDER

CANCELLATION

NH DHHS
129 Pleasant Street
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREQF,

ACCORDANCE WITH THE POLICY PROVISIONS.

NOTICE WILL BE DELIVERED I[N

AUTHORIZED REPRESENTATIVE

ity

ACORD 25 (2016/03)

: © 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD




AGENCY CUSTOMER ID;: ABACSER-01 CMENSER

- ‘ -Loc# 1
ACORDr -
—— ADDITIONAL REMARKS SCHEDULE "~ Page 1 of 1
AGENCY NAMED INSURED
Farmington Insurance Agency, LLC. ’ gg;fé'%%&%’::fg'“&;fﬂﬁ% Abacus Service ULC
3!

FOLICY NUMBER Southfield, M 48033

EE PAGE 1

CARRIER NAIC CODE )

ADDITIONAL REMARKS :

THIS ADDITIONAL REMARKS FORM 1S A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD25 FORM TITLE: Certificate of Liability Insurance

Employment Practices

PROFESSIONAL E&O 8 CYBER LIABILITY: .

IINSURER A: Travelers Property Casualty Co of America

NAIC#: 25674 .

Policy Number: ZPP15T64191

Effective: 10-17-19 to 10-17-20

Occurrence Limit $10,000,000 & Aggregate Limit: $10,000,000

Retention: $50,000 ;

Third Party Liability including Errors & Omissions, Network & Information Cyber Security Liability & Communications & Media
Liability.

ACORD 101 (2008/01) © 2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD ’
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
' DIVISION OF PUBLIC HEALTH SERVICES

Jefrey A. Meyers 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
. : Fax: 603-1714827 TDD Access: 1-800-735-2964
Lisa M. Morris ) www.dhhs.nh. gov
Director . . .

October 15, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services (DHHS), Division of Public Health
Services (DPHS), to enter into a Firm Fixed Price (FFP) contract with Abacus Service Corporation,
25925 Telegraph Road, Suite 206, Southfield, Mi, 48033, (Vendor # 223048) to provide Information
Technology support for the Automated Hospital Emergency Department Data (AHEDD) System, in an
amount not too exceed $231,189, effective upon Governor and Executive Council approval through
August 31, 2020. Funding is 100% Federal Funds.

Funds for this request provided by the Centers for Disease Control and Prevention (CDC)
National Syndromic Surveillance Program (NSSP) grant through August 31, 2020 are available in the
following accounts for State Fiscal Year 2019, and anticipated to be available in the following account
for State Fiscal Year 2020, upon availability and continued appropriation of funds in the future
operating budget, with authority to adjust encumbrances between State Fiscal Years through the
Budget Office without further approval from Governor and Executive Council, if needed and
justified. Similarly 2019 and 2020 CDC Opioid Crisis funding was approved by COC but is in the
process of approval by the State of NH (reference the “TBD" annotations below).

05-95-90-902510-50940000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH SERVICES BUREAU OF INFECTIOUS
DISEASE CONTROL, SYNDROMIC SURVEILLANCE CAP {(100% Federal Funds)

State Class /
Fiscal A Class Title Job Number | Budget Amount
ccount
Year . ,
2019 102-500731 Contracts for Prografn Services 90027300 | $110,565
2020 102-500731 Contracts for Program Services 90027300 $30,624
Total; $201,189.00°



His Excellency, Governor Christopher T, Sununu
and the Honorable Council
Page 2

05-95-90-902510-7039-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
Public Health Crisis Response (100% Federal Funds)

:‘»tatel Class / Class Title Job Number | Budget Amount
Y'i(a:: Account . o g |
2019 102-500731 Contracts for Program Services 8D - $25,000
2020 102-500731 Contracts for Program Services . TBD $5,000
) Total: $30,000.00
EXPLANATION

~ Approval of this contract will allow the Department to improve and sustain syndromic {disease)
surveillance coding, analysis, and reporting for the AHEDD system for greater efficiency and broader
analytical early event detection of public health threats. All citizens of NH are impacted as this
statewide surveiillance system provides early event detection of reportable disease and other -health
risks, allowing NH Public Health to respond earlier to mltrgale {he impact of disease outbreak or health
threat. The enhanced survenllance realized from this contract will help New Hampshire meet National
Syndromic Surveillance System (NSSP) objectives to broaden data representativeness, improve data
quality, and to enhance knowledge and the practice of syndromic surveillance for greater situational
awareness state-wide, regionally and nationally. This contract will also bring DPHS into compliance
with the NSSP Data Use Agreement, improving New Hampshire's ability to share data with NSSP
regional and national partners.

This contract was competitively bid. The Department published a Request for Proposals (RFP)
for Automated Hospital Emergency Department Data (AHEDD) Services and Enhanced Surveillance
Processing (RFP #2017-026) on the Department of Health and Human Services’ website November 28,
2017 through December 29, 2017. The Department received two (2) proposals from the same vendor
for the two scopes of work, however the enhanced surveillance processing scope of work of the RFP
was found to be invalid. The Electronic Surveillance System for the Eariy Notification of Community-
-based Epidemics (ESSENCE) requirement utilizes proprietary software owned by Johns Hopkins
University Applied Physics Lab (JHUAPL). The only mechanism for obtaining these services is through
a sole source contract with JHUAPL. The remaining proposal was evaluated based upon the criteria
published in the RFP by a team of individuals with program specific knowledge and expertise. Abacus
Service Corporation was the selected vendor. See attached Summary Score Sheet. As referenced in
the Request for Proposals and in Section 2 of Contract 2017-026, this Agreement has the option to
extend for one (1) additional year, contingent upon satisfactory delivery .of services, available funding,
agreement of the parties and approval of the Governor and Council.

Should the Governor and Executive Council not -authorize this request, the Department would
be less able to respond to mitigate the impact of disease outbreaks or health threats in an expedient
manner. In addition, the Department will have to return $201,189 in federal money that has been
approved for surveillance system enhancements. Overall, these improvements will lead to early event
detection of infectious disease case in accordance with RSA 141-C.

Area served: Statewide.

Source of Funds: 100% Federal Funds from the United States Health and Human Services, Division of
Public Health Services, Bureau of infectious Disease Control, Syndromic Surveillance Cap. Code of
Federal Domestic Assistance Number (CFDA) 93.283, Federal Award ldentification Number (FAIN) 5
NU500E000065-03-00.



His Excellency, Governor Christopher T. Sununu

and the Honorable Council
Page 3

In the event that the Federal Funds become no longer available, General Funds will

not be requested to support this program.

The Depariment of Health and Human Services’ Mission is to join contmunities and famiilies .

Approved by

Respectfully submitted,

AW
isa M. Morris
Director

Jefirey A, Meyers
Commissioner

in providing opportunitics for citizens to achieve health and independence.

o

4]



New Hampshire Department of Health and Human Services
Office.of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

Automated Hospital Emergency Department Data ]
(AHEDD) Suppaort and Enhanced Survelllance - ’
Processing RFP-2017-026

‘RFP Name ' RFP-Number ' Reviewer Names
A _
1 David Swenson, AHEDD Project
* Manager, DPHS
Bidder N . Maximum Actual 2 Kenngth Oufaull, AHEDD
idder amg Pass/Fail Points Points " Surveillance Coordinator, DPHS
1. Abacus Service Corporation, Scope B : ) ) 180 163 3. Eltlen Chase-Lucard, Admn |l
2 ’ 4 Erin Metcalf, Surveillance
‘0 ' : 180 o - " Manager, BIDC, OPHS
30 _ ' 180 0




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH (03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goalet
Commissioner

October 30, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Comm issioner Meyers:

This letter mpmsents formal notification that the Department of Informahon Technology (DolT)
has approved your agency’s request to enter into 8 contract with Abacus Semcc Corporation as described
below and referenced as Dol T No. 2017-026.

This is a rcquest to enter into a contract with Abacus Service Corporation. This contract
will provide support for the Automated Hospiml Emergency Department Data (AHEDD)
System. The goal for this contract is to improve and sustain syndromic (diseasc)’
surveillance coding, analysis, and reporting for the AHEDD system for greater efficiency
and broader analytical early event detection of public health threats.

The amount of the contract is not to exceed S23|,I89.00, and shall be'come'effective
upon the date of Governor and Executive Council approval through August 31, 2020.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval. '

 siticerely, |

Denis Goulet

DG/kafick
DolT #2017-026

cc: Bruce Smith, IT Manager, DolT

“innovative Technologies Today for New Hampshire's Tomorrow”™

. . -
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FORM NUMBER P-37( versien 1/09)

STATE OF NEW HAMPSHIRE
- Department of Health & Homan Services

Automsted Hospital Emergency Depariment Data (AHEDD) System Support (2017-026)
AGREEMENT- PART 1 .

Subject: Automated Hospital Emergency Department Data (AHEDD) Sysiem Support mn-ozs)

AGREEMENT
m State of New Hampshire end the Comnaor bereby mutually agree s follows:
GENERAL PROVISIONS
I.__IDENTIFICATION. :
1.} Stnie Agency Name 1.2 Statc Agency Address
Depariment of Heslth and Humean Services 129 Pleasant Street, Concord, NH 03301-3857
13 Controctor Nemeo |.4 Contractor Address
Abacus Service Corparation 25925 Telegraph Rd., Sufle 206
Southfield, M1_48033 :
|3 Coatrector Phonie 1.6 Account Number; 3745 1.7 Completion Date 1.8 Price Limitesion
- Number 03.95.90-902510-50940000- | Augusi 31,2020 £231,189
248-322.8005 102-500731, 90027300 + 0% L
1.9 Contrecting Officer for State Agency 10333_ Sto-23 1.10 State Agency Tolephone Number
Nathan D. White 2= ooy, 3-271.9631 :
Director, Contracts & Procurements ‘ .
117 Contrector Signature . .11 Name end Titlo of Contraciar Signatary
- ' f Aprl Szlaga, Vice President

113 Acknowiolgemerl: SaTe of Michigan, County of Oakterd

On 1018 . before the undersigned officer, personally appeared the person identified In block 1. 12, or satistetorlly
groven 1o’ be the persen whose name Is signed in block 1.11, mdachnw!ndgndthalsﬂmcmmdlhhdomnmlnlhemdly
indicated in block 1,12,

LT———
1.1l Signoture of Notzry Public or Justice b7 the Pesce

b ALANNA EHVINC ' :
- ) Notary Publlc - Michigar.
e M S OaklandCounty, o\ i -
1.132 NmnMﬂﬂcofNowyorJunlceM’m jm_m L, b
/morma &Jmfy ﬂce,wnhnqd' Rt MOMQU‘
1.14 Sty Ageney Si ] B Nmnnd'mkof&uu\wysmm

Lish MERRLS, DIRTCTOR. DPHUS

: ofAdmmI.nmloa. Diviston of Personnel (if, app!lcabla)
* By - ' Director, On:

I.I? Approval by the Attom Gmal(FmSuhmnedeucmlou)

Page | of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, scting
through the agency identified in block 1.1 (“State”), engages
contractor identified in block 1.3 (“Contractor™) 1o perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement (o the
contrary, and subject to the opproval of the Governor and
Executive Council of the State of New Hempshire, this
Agreement, and all-obligations of the partics hereunder, shall
not become effective until the date the Governor and
Executive Council approve this Agreement (“Effective Date™).
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
10 the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Caontractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be lisble for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
gppropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavaileble. )

5. CONTRACT LIiMITATION/
‘PAYMENT.
5.1 The contract price, method of payment, and terms of
payment arc identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The paymeat by the State of the contract price shal) be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and ‘the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contracior other than the contract
price.

5.3 The State reserves the right 10 offset from any emounts
otherwise payable to the Contractor under this Agreement

PRICE/PRICE

Page 2 of 4
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those liquidated amounis required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected- circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block .
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection.with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon -the Contractor, -
including, but not limited to, civil rights and equal opportunity
laws. In addition, the Coniractor shall comply with all
applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual crientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as_ supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue 10
imptement these regulations. The Contrector further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary 1o perform the Services. The Contractor
warrants that afl personne) engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do s0 under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for & period of six (6) months after the
Completion. Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, fiem or
corporation with whom it is engaged in a combined effort to
perform the Services 1o hire, any person who is a State
employce or _official, who is materially involved in the
procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the eveat
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the St.alc

Contractor Initials
Date |0



8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the

Contractor shall constitute an event of default hereunder -

(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any repont required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
§.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty {30)
days from the date of the notice; and if the Evemt of Default is
not timely remedied, terminate this Agreement, effective two
(2) deys after giving the Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which, would otherwise accrue 1o the Contractor during the
period from the date of such notice uatil such time as the State
determines thal the Contractor has cured the Event of Default
shell never be paid to the Contractor,;

8.2.3 set off against any other obligations the Statc may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; andfor

8.2.4 treat the Agrocmcm as breached end pursuc any of its
remedics st law or in equity, or both.,

S. DATAIACCESSJCONFI DENTIAL[TYI
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited 1o, all stwdies, reponts,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, COmputer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received fram’

the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be retumed to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other cxisting law. Disclosure of data
requires prior written approval of the State.

10. TERMINAT[ON In the event of an early termination of
this Agreement for any reason other, than the completion of the
Services, the Contractor shall deliver to the Controcting
Officer, not leter than fifteen (15} days afier the date of
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termination, & repont {“Termination Report™) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contraclor nor eny of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall ‘not assign, or otherwisc transfer any
interest in this Agreement without the prior written consent of
the N.H. Department of Administrative Services. None of the
Services shatl be subcontracted by the Contractor without the

_ prior written consent of the State.

13. INDEMNIFICATION, The Contractor shall defend,
indemnify and hold harmless the State, its officers and

.. employees, from and against any and nH losses suffered by the

State, its officers and employees, and any and all claims,
liabilities or penaliies asserted against. the Siate, its officers
and employees, by ar on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arisc out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitutc a waiver of the
sovercign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 3 shall
survive the termination of this Agreement. .

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain -and
maintain in force, and shall require any subcontractor or
assignee 10 oblain and maintain in force, the following
insurance: _

14.1.1 comprehensive general ligbility insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $250,000 per claim and $2,000,000 per
occurrence; and

14.1.2 fire end extended coverage insurance covering all
property subject to subparagraph 9.2 herein, in an amount not
less then B0% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall -
be on policy forms and endorsements approved for use in the
State of New Hampshirc by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a cenificate(s)
of insurance for all insurance required under this Agreement,
Contractor shall also furnish to the Contracting Officer

Contractor Initials
Date



identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than fifteen (15) days prier to the
expiration datc of each of the insurance policies. The
certificate(s) of insurance and any rencwals thereof shall be
attached and are incorporated herein by reference. Each
certificate(s) of insurance shall contain a clause requiring the
insurer 10 endeavor to provide the Contracting Officer
identified in block 1.9, or his or her successor, no less than ten
(10Y days prior wrinien notice of cancellation or modification
of the policy.

_15. WORKERS' COMPENSATION.

15.) By signing this agreement, the Conlrector agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" Workers* Compensation ™},

152 To the extent the Contractor is subject to the

. requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontraclor or assignee 10 secure
and maintain, payment of Workers’ Compensation  in
connection with activities which- the person proposes 1o
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
epplicable rencwal(s) thereof, which shall be attached and are
incorpornted herein by reference.. The State shall not be

responsibte for payment of sny Workers' Compensation -

premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicabie State of New Hampshire Workers'
-Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Deféult shall
be deemed a waiver of its rights.with regard to that Event of

Default, or any subsequent Eveat of Default. No express.

failure to enforce any Event of Default shall be deemed o
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addr:sscs
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in wriling signed
by the partics hereto and only after approval of such
amendment, waiver or discharge by the Govemor and
Executive Council of the State of New Hampshire.
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19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in sccordance with the
laws of the State of New Hampshire, and is binding upon and
inures ‘to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shal) be applied egainst or
in favor of any pany.

20. THIRD PARTIES. The partics hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit. .

. 21. HEADINGS. The headings throughout the Agreement

are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, emplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by s court of competent jurisdiction to
be contrary to any state or federa) law, the remaining
provisions of this Agreement will rémain in full force and
effect. :

© 24. ENTIRE AGREEMENT. This Agreement, which may .

be executed in o number of counterparts, each of which shall
be deemed an oniginal, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Contractor [nitials
Date |0
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TERMS AND DEFINITIONS

CONTRACT 2017-026

“The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceplance
Test or Review. '

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Accepiance
process, criteria, and Schedule for Deliverables.

Accéptance Test and Review

Tests performed to determine that no Defects exist in the
application Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network

Agreement

A contract duly executed and Jegally binding.

Appendix

Supplementary material that is collected and appended at the back
of 8 document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of - acnwucs within an
application or system

Best and Final OfTer (BAFO)

For negotiated: procurements, a Vendor’s final offer following the
conctusion of discussions.

CCP Change Control Procedures-

Certilication " The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance

" Testing or Review. '

Change Control Formal process for initiating changes 1o the proposed solution or

' ‘process once development has bepun’

Change Order Forma! documentation prepared for a proposed changc in the
Specifications.

CM Configuration Management

Completion Date

End date for the Contract

Confideatial Information

Information required to be kept Confidential from unauthorized
disclosure under the Confract

Contract

This Agreement between the State of New Ha.mpshlre and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

Part | and Part 2. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties

State of NH Contract Agreement 2017-026 — PART 2
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
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CONTRACT 2017-026

with respect to the Scope of Work

Contract Conclusion

Refers to the conclusion of the Contract, for a.ny reason, including
but not limited to, the successful Comracl completion, termination
for convenience, or termination for default.

Contract. Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1}

Coatract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals. tracking costs and payments, and represenling the partiés
in all Contract administrative activities. (See Section 4: Comrac!
Mandgementi)

Contract Price .

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Prov:snons Section
|.8 as well as Exhibit B Paragraph 2.

Contractor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with. |
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it o a form that can
be used by the new System,

. Commercial Off-The-Shelf Software

COTS
CR Changée Request
Cure Period The thirty (30) day period following written notification of a default

within which.a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project"for the
State of New Hampshire

Custom Software

Software developed by the Vendor specifically for this pro_]ect for
the State of New Hampshire

Data State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
feonverted by the Vendor during the Contract Term

DBA Database Administrator

Deficiencies/Defects A failure, deficiency or defect in a Deliverable rcsulnng in a
‘Deliverable, the Software, or the. System not conformmg to its
Specifications.

Class A Deficiency - Sqfnvare Critical, does not allow System to
| operdte, no work around, demands immediate action; Writren
| Documentation - missing significant portions of information or
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STATE OF NEW HAMPSHIRE
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unintelligible to State; Non.Software - Services were inadequate and
require re-performance of the Service. /

Class B Deficiency — Soffware - important, does not stop operation
and/or there is 8 work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require rewarking, but do not require re- performance of
the Service.

‘Class C Deficiency - Software - minimal, cosmetic in nature,

minimal effect on System, low priority and/or user can use System;

' Written Documentation - minimal changes required and of minor

editing nature; Non Software - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Software, or WNon-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.
Department An agency of the State

Department of Information

The Department of Information Technology established under RSA

Technology (DoIT) 2i-R by the Legislature effective September 5, 2008.
‘| Documentation All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.
Digital Signature Guarantees the unaltered state of a file

Effective Date

The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor’s cost
experience in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expernses, including, but not
limited to; meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

GAAP

Generally Accepted Accounting Principles

Governor and Executive Council

The New Hampshire Govemor and Executive Council.

Harvest

Software 10 archive and/or control versions of software

Refers to a set of intemational standards for transfer of clinical and

Health Level Seven
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DolT Template 8/22/14 -

Page 4 of 33

Authorized ASC initials: Z !g




STATE OF NEW HAMPSHIRE
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administrative data between softwa.rc applications used by various
healthcare providers.

Identification and

Supports obtaining information about those parties attempting to

Authentication log on to a system or application for security purposes and the
validation of those users
Implementation The process for making the System fully operational for processing

the Data.

Implementation Plan

Sets forth the transition frorn development of the System to full
operation, and includes without limitation, training, business and
technical procedures,

Information Technology (IT)

Refers to the tools and processes used for the gathering, storing,

manipulating, transmitting, sharing, -and sensing of information
including, but: not limited "to, - Data processing, computing,
information systems, tclecommumcanons and various audio and
video technologies.

Input Validation

Ensure that the values entcred by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting; SQL injection, buffer
overflow, etc. '

Intrusion Detection

Supports the detection of illegal entrance into a computer system

Lavokiog Party . In a dispute, the party believing itself aggricved

Key Project Stafl Personnel identified by the State and by <CONTRACTOR> as
essential to work on the Project.

Licensee The State of New Hampshire

Meaningful Use -

The use of certified electronic health record (EHR) technology to:
Improve quality, safety, efficiency, and reduce health disparities.
Engage patients and family. Improve care coordination, and
population and.public health. Maintain privacy and security of |
patient health information.

Non Exclusive Contract

‘A contract executed by the State that docs not restncl the State from
seeking alternative sources for ™ the Deliverables or Services
provided under the Contract.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Norma!l Business Hours — 8:00 am. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4%, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guaraniees the user. unrestricted use of the
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Software as defined in RSA 21-R:1¢ and RSA 21-R:1}.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.
Operating System System is fully functional, all Data has been loaded into the
' System, is available for use by the State in its daily operations.
Operational Operational means that the System is opcratmg and fully functional,

all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

Project

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in dccordance with the Work
Plan on time, on budget and to the required’ 5pe<:1fcal|ons and
quality

.| Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
{CCP) '

Project Stafl

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response 1o the Request for a
Proposal or Statement of Work

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the
application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then
the Review Period is five {5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional

"requirements by supplying data processing product and/or Service

resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users. or groups of . users of a
computer, application or network

Saa$- Software as a Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use of the.
software as a part of their service.

Schedule

The dates described in the Work Plan for deadlines for performance
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of Services and other Project evemis and activities under the
Contract

Service Level Agreement (SLA)

A signed agreement between the Vendor and the State specnfylng
the level of Service that is expected of, and provided by, the Vendor
during the term of the Contract.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.
Software All custom Software and COTS Software provided by the Vendor

under the Contract

Software Deliverables

COTS Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms' of the Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications

The writen Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State

STATE is defined as:State of New Hampshire/Department of Health
& Human Services/Division of Public Health Services
Reference to the term “State” shall include applicable agencies

Statement of Work {(SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of -the architecture, pcrformance and design
requirements, the roles gnd responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving, .

State’s Confidential Records

State's information regardless of its form that is not subject to

" public disclosure under applicable state and federal laws and

regulations, including but not limited to RSA Chapter 91-A

Staté Data .

Any information contained within State systems in electronic or
paper format. :
State Fiscal Year (SFY) The New Ham£shlre State Fiscal Year extends from July "

through June 30™ of the following calendar year -

State Project Leader

State's representative with regard to Project oversight

State's Project Manager (PM})

State’s representative with regard to- Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
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sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of, ar
owned by, the Vendor, which is performing Services under this

. Contract under a separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning™ together in accordance with the
Specifications. ‘

TBD

To Be Determined

Techbnical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. [t must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a

new assignment; and (3) not.change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to-fulfill the requirements of the Project. It-
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination,

Transition Services

Services and support provided whcn <CONTRACTOR> s
supporting System changes.

UAT

User Acceptance Test .

Unit Test

Developers create their own test data and test scenarios 1o verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an orpanization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Verification

Supports the confirmation of authority to enter a computer system,
application or network

Walk Through A step-by-step review of a Specification, usablllty features or
design before it is handed off 10 the technical team for development
Warranty Period A period of coverage during which <CONTRACTOR> is

responsible for providing a guarantee for products and Services
delivered as defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

The Services to be provided by the Vendor during the Warranty_.
Period. . ‘

State of NH Contract Agreement 2017-026 — PART 2 Page 8 of 33

DolT Template 8/22/14 -

Authorized ASC initals: 2 z




STATE OF NEW HAMPSHIRE

_ Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support

CONTRACT 2017-026

Work Hours

Vendor personnel ‘shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshirc holidays. Changes to this
schedule may be made upon agreement with the Stale Project
Manager.

Work Plao

The overall plan of activities for the Project ¢reated in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Pian shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and thé resources that would lead
and/or participate on each task. '

Written Deliverables

Non-Software writien deliverable Documentation (letier, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology (DolT) on behalf of the Department of Health & Human Services (DHHS)
(“State”), and Abacus Service Corporation (ASC), a Michigan Corporation, (“Abacus Service
Corporation” and/or “Contractor”), having its principal place of business at 25925 Telegraph Rd., Suite
206, Southfield, Michigan 48033.

RECITALS

The State desires to have ASC provide Maintenance and Support and associated services for the State,
including;

* Information Technology (IT) support to develop and maintain database and Java system code and
Cognos; ,

s Technical development sﬁpport to-allow all New Hampshire acute-care hospital Emergency
Departments to send their data to the State of New Hampshire via Rhapsody Integration Engine
software;

= Remote set-up and support the new integrated surveillance system using a Virtual Private
Network (VPN) Remote Desktop access;

*  Working closety with the NH Department of Information Technology (Dol T) staﬁ'durmg the set-
up process.

» Provide a highly skilled team with significant experience and ckpcnisc'in their area of
technology. -

¢ Provide ateam of highly skilled developers with experience in java coding, database
management, testing and maintenance and support activities, to continuously support the
development, database and testing activities of the Department,

The Contractor desires from the State;

¢ Virtual Private Network (VPN) Remote Desktop access within two (2) business weeks of a
request, working with DolT partners (Network Operations, Desktop Services, etc.), to complete
the request allowing the Contractor to work remotely but access State equipment to perform

~ necessary contract work.
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- The parties therefore agree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract is comprised-of the following dOCumenls (Contracl Documents):

A. The Contract Agreement — General Provisions

B. Consolidated Exhibits
Exhibit A- Contract Dchvernbles .
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan .
Exhibit J- Software License and Related Terms
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Attachments and Incorporated Documents

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

8. The State of New Hampshire Terms and Conditions, Contract Agreement. -

b. State of New Hampshire, DEFPARTMENT OF HEALTH & HUMAN SERVICES
Contract 2017-026 with Exhibits

c. State of New Hampshire, DEPARTMENT OF HEALTH & HUMAN SERVICES RFP
2017-026

d. Vendor Proposal response 10 RFP 2017-026

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall” become effective afler full
execution by the parties, and the reccipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
(“‘Effective Date"). '

The Contract shall begin on the Effective Date and extend through August 31, 2020. The Term
may be extended up to one (1} additional year, (“Extended Term”) at the sole option of the
State, subject to the parties prior written agreement on applicable fees for each extended term,
upon Governor and Executive Council approval,

State of NH Contract Agreement 2017-026 — PART 2 Page 11 of 33

DolT Template 8/22/14 " Authorized ASC initials:_] Sg .



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

ASC shall commence work upon issuance of a Notice 1o Proceed by the State.

The State does not require ASC to commence work prior to the Effective Date; however, if
ASC commences work prior to the Effective Date and a Notice to Proceed, such work shall be
performed at the sole risk of ASC. In the event that the Contract does not become effective, the
State shall be under no obligation to pay ASC for any costs incurred or Services performed;
however, if the Contract becomes effective, all costs incurred prior to the Effective Date shall
be paid under the terms of the Contract.

3. COMPENSATION

31 CONTRACT PRICE

The Contract Price, method of payment, and terms of payment are identified and more
particularly described in Contract Exhibit B: Price and Payment Schedule.

The payment by the State of the contract price shall be the only and the complete reimbursement
to the ASC for atl expenses, of whatever nature incurred by the ASC in the performance hereof,
and shall be the only and the complete compensation to the ASC for the services. The State shall
have no liability to the ASC other than the Contract Price.

The State reserves the right to offset from any amounts otherwise payable to the ASC under this
Agreement those liquidated amounts required or permitied by N.H. RSA80:7 through RSA 80:7-c
or any other provision of law.

Notwithstanding any provision in this Agreement to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments authorized or actually made
hereunder, exceed the Price Limitation set forth in General Provisions Page 1, block 1.8.

3.2 NON-EXCLUSIVE, NOT TO EXCEED CONTRACT

This is a Non-Exclusive, Not To Exceed Contract with price and term limitations as set forth in the
Contract

The State reserves the right, at its discretion, to retain other vendors 1o provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
item, group of items, or total Proposal. ASC shall not be responsible for any delay, act, or omission
of such other vendors, except that ASC shall be resporisible for any delay, act, or omission of the
other vendors if such delay, act, or omission is caused by or due to the fault of ASC.

Notwithstanding any other provision of the Contract to the contrary, in no event shall total
payments under the Contract exceed the amount listed in block 1.8 Price Limitation of page 1 of the
General Provisions.
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4. CONTRACT MANAGEMENT )
The Project will require the coordinated efforts of a Project Team consisting of both ASC and
State personnel. ASC shall provide al} necessary resources 1o perform its obligations under the
Contract.. ASC shall be responsible for managing the Project to its’successful completion,

4.1 THE VENDOR’S CONTRACT MANAGER

ASC shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. ASC's Contract Manager is:

April Szlaga
Operations Director
Abacus Service Corporation
© 25925 Telegraph Rd., Suite 206
Southfield, MI 48033
Tel. 248-522-8005
Email: april@abacusservice.com

4.2 THE VENDOR'S. PROJECT MANAGER

4.2.1

422

4.2.3

Contract Project Manager

ASC shall assign a Project Manager who meets the requirements of the Contract.
ASC's selection of the Contracted Vendor Project Manager shall be subject to
the prior written epproval of the State. - The State’s approval process may
include, without limitation, at the State's discretion, review of the proposed ASC
Project Manager’s resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of ASC's
Project Manager who, in the sole judgment of the State, is found unacceptable or
is not performing to the State's satisfaction.

ASC Pro;ect Manager must be qualified to perform the obligations required of
the position under the Contract, shall have full authority to make binding
decisions under the Contract, and shall function as’ ASC's representative for all
administrative and management matters. ASC’s Project Manager shall perform
the duties required under the Contract; including, but not limited to, those set
forth in Exhibit 1, Section 2. ASC's Project Manager must be available to
promptly respond during Normal Business Hours within two (2) hours to
inquiries from the State, and be at the site as needed. ASC’s Project Manager
must work diligently and use his/ her best efforts on the Project.

ASC shall not change its assignment of ASC Project Manager without providing
the State written justification-and obtaining the prior written approval of the
State. State approvals for replacement of ASC's Project Manager shall not be
unreasonably withheld. The replacement Project Manager shall have comiparable

" or greater skills than ASC Project Manager being replaced; meet the

requirements of the Contract; and be subject to reference and background checks
described above in General Provisions, Section 4.2.1: Contract Project Manager,
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and in Contract Agreement General Provisions, Section 4.6: Reference and
Background Checks, below. ASC shall assign a replacement ASC Project
Manager within ten (10) business days of the departure of the prior ASC Project .
Manager, and ASC shall continue during the ten (10) business day period to
provide competent Project management Services through the assignment of a
qualified interim ASC Project Manager. .

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare ASC in default and
pursue its remedies at law and in equity, if ASC fails 1o assign a ASC Project
Manager meeting the requirements and terms of the Contract.

4.2.5 ASC'’s Project Manager is:
Ram Tulluri
Abacus Service Corporation
25925 Telegraph Rd., Suite 206
Southfield, M1 48033
Tel. 248-522-8005

Email: ramt{@abacusservice.com

4.3 Abacus Service Corporation KEY PROJECT STAFF

4.3.1 ASC shall assign Key Project Staff who meet the requirements of the Contract, and
can impltement the Software Solution meeting the requirements set forth in RFP
Appendix C: System Requirements and Deliverables, Table C.l: System

Requirements and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on ASC Key Project Staff. The State
reserves the right 1o require removal or reassignment of ASC's Key Project Staff
who are found unacceptable to the State. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Checks.

4.3.2 ASC shall not change any ASC Key Project Staff commitments without providing
the State written justification and obtaining the prior written approval of the State.
State approvals for replacement of ASC Key. Project Staff will not be unreasonably
withheld. The replacement ASC Key Project Staff shall have comparable or
greater skills than ASC Key Project Staff being replaced; meet the requirements of
the Contract, including but not limited to the requirements set forth in RFP
Appendix C: System Requiremenis and Deliverables and be subject to reference
and background checks described in Contract Agreement- General Provisions,
Section 4.6: Reference and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall |
' have the option to terminate the Contract, declare ASC in default and to pursue its
remedies at law and in equity, if ASC fails to assign Key Project Staff meeting the
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requirements and terms of the Contract or if it is dissatisfied with ASC’s

replacement Project staff.

4.3.3.1 ASC Key Project Staff shall consist of the following individuals in the

roles identified below:

ASC's Key Project Staff:

Key Member(s) : Title

. Ram Tulluri - Technical Manager
April Szlaga ] Operations Director
Sam Akunuri " Vice President

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative with

regard to Contract administration. The State Contract Manager is:

David Swenson
AHEDD Project Manager
Department of Health & Human Services
Division of Public Health Services
. 29 Hazen Drive
Concord, NH 03301
Tel: 603-271-7366

Email: David.Swenson@gihhs.nh.gov
- 4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Managcr s duties shall mclude the

following;

Leading the Project;

‘Engaging and managing all Contraclors
Managing significant issues and risks.
Reviewing and accepting Contract Dehverables
Invoice sign-offs;

Review and approval of change proposals, and
Managlng stakeholdcrs concems.

mmearER

The State Projecl Manager is:”

David Swenson

AHEDD Project Manager

Department of Health & Human Services
Division of Public Health Services

29 Hazen Drive

Concord, NH 03301
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" Tel: 603-271-7366 .
Email: David.Swenson{@dhhs.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The State may, at its .sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and ASC Key Project Staff. The State shall maintain the '
confidentiality of background screening results in accordance with the Contract Agreement —
General Provisions-Section | 1: Use of State s Information, Confidentiality.

5. DELIVERABLES

5.1 VENDOR RESPONSIBILITIES
ASC shall be solely responsible for meeting all requirements, and terms and conditions specified
in this Contract regardless of whether or not a subconlractor is used.

ASC may subcontract Services subjecl to the provisions of the Contract including but not
limited to, the terms.and conditions in Section 18. General Terms and Conditions herein. ASC
must submit all information and documentation relating to the Subcontractor, including terms
and conditions consistent with this Contract. The State will consider ASC to be wholly
responsible for the performance of the Contract and the.sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

ASC shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more panticularly described in Contract Exhibit
A: Coniract Deliverables.

Upon its submission of a Deliverable or Service, ASC represents that it has performed its
obligations under the Contract associated with the Deliverable or Service.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After receiving written Certification from ASC that a Non- Software or Written Dehverable is
final, complete, and ready for Review, the State will Review the Deliverable to determine
whether it meets the Requirements outlined in Contract Exhibit A: Contract Deliverables. The
State will notify ASC in writing of its Acceptance or rejection of the Deliverable within five (5)
business days of the State's receipt of ASC's written Certification. If the State rejects the
Deliverable, the State shali notify ASC of the nature and class of the Deficiency and ASC shall
correct the Deficiency within the period identified in the Work Plan. If no pcnod for ASC's
correction of the Deliverable is identified, ASC shall correct the Deficiency in the Deliverable
within five (5) business days. Upon receipt of the corrected Deliverable, the State shall have five
(5) business days to review the Deliverable and notify ASC of its Acceptance or rejection thereof,
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with the option to extend the Review Period up to five {5} additional business days. If ASC fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require ASC to continue until the Deficiency is corrected, or
immediately terminate the Contract, dectare ASC in default, and pursue its remedies at law and in

equity.

5.4 SYSTEM/SOFTWARE TESTING AND ACCEPTANCE
System/Software Testing and Acceptance shalt be pecformed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

5.5 SECURITY

The State must ensure’that appropriate levels of security are implemented and malnlamcd in
order to protect the integrity and reliability of its information technology resources, information,
and services. State résources, information, and services must be available on an ongoing basis,
with the appropriate infrastructure and security contro!s to ¢nsure business continuity and
safeguard State networks, Systems and Data.

IT Security involves all functions pertaining to the securing of State Data and Systems through
the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudialion.

All components of the Software shall be reviewed and tested to ensure they protect the State’s
hardware and softwaré and its related Data assets. See Exhibit F: Testing Services for detailed
information on requirements for Security testing.

6. SOFTWARE

" ASC shall provide the State with Software Licenses and Documentation set forth in the Contract, and
particularly described in Exhibit J: Soffware License and Related Terms.

7. SERVICES .

ASC shall provide the Services required under the Contract Documems All Services shal) meet, and
be performed, in accordance with the Specifications. -

7.1 ADMINISTRATIVE SERVICES : )
ASC shall provide the State with the administrative Services set forth in the Contract, and
particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION-SERVICES
ASC shall. provide the State with the Implementation Servaces set forth i in the Contract and
particularly described in Exhibit E: implementation Services.

7.3 TESTING SERVICES
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ASC shall perform testing Services for the State set forth in the Contract, and particularly
described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
ASC shall provide the State with training Scmces set forth in (he Contract, and particularly
described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES SR
ASC shall provide the State with Maintenance and support Services for the Soﬁwarc set
forth in the Contract, and particularly described in Exhibit G: System Maintenance and

Support.

7.6 WARRANTY SERVICES
ASC shall provide the State with warranty Services set forth in the Contract, and pamcularly
described in Exhibit K: Warranty Services.

8. WORK PLAN DELIVERABLE

ASC shall provide the State with a Work Plan .that shall include, without limitation, a detailed
description of the Schedule, 1asks, Deliverables, major milestones, task dependencies, and payment
Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. ASC shall update the Work Plan as necessary, but no less than every two weeks, to accurately
reflect the status of the Project, including without limitation, the Schedule, tasks, Deliverables, mdjor
milestones, task dependencies and payment Schedule. Any such updates to the Work Plan must be
approved by the State, in writing, prior to final incorporation into Contract Exhibit 1: Work Pian.
The updated Contract Exhibit I: Work Plan, as approved by the State, is incorporated hcreln by
reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relievé ASC from liability to the State for damages resulting from ASC’s failure to perform its
obligations under the Contract, including, without limitation, performance in-accordance with the
Schedule. .

In the event of any delay in the Schedule, ASC must immediately notify the State in wriling,
identifying the nature of the delay, i.¢., specific actions or inactions of ASC or the State causing the
problem; its estimated duration period 10 reconciliation; specific actions, that need to be taken to
correct the problem; and the expected Schedule impact on the Project. :

In the event additional time is required by ASC to correct Deficiencies, the Schedule shail not
change unless previously agreed in writing by the State, except that the Schedule shall automatically
- extend on.a day-1o-day basis to the extent that the delay does not result from ASC's failure to fulfill
its obligations under the Contract. To the extent that the State’s execution of its major tasks takes
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longer than described in the Work Plan, the Schedule shall automatically extend on a déy-to-day
basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS
The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of ASC’s receipt of a Change Order, ASC shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

ASC may request a change within the scope of the Contract by written Change Order, identifying
any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to ASC's
requested Change Order within five (5) business days. The State Agency, as well as the Department
of Information Technology, must approve all Change Orders in writing. The State shall be deemed to
have rejected the.Change Order if the parties are unable to reach an agreement in writing.

All Change Order requests from ASC to the Stale, and the State acceptance of ASC's estimate for a
State requested change, will be acknowledged and responded to, either acceptance or rejection, in
writing, If accepted, the Change Order(s) shall be subject to the Contract amendment process, as
" determined to apply by the State.

. 10. INTELLECTUAL PROPERTY-

10.1 SOFTWARE TITLE ' | ,

Title, right, and interest (including all ownership and intellectual property rights).in the Software,
and its.associated Documentation, shall remain with the State.

The State shall hold all ownership, title, and rights in any Custom Software developed in
connection with performance of obligations under the Contract, or modifications to the .
Software, and the associated Documentation including any and all performance enhancing
operational plans and Vendors' special utilities. The State shall have sole right to.produce,
publish, or otherwise use such Software, medifications, and Documentation devclopcd under
the Contract and to authorize others to do so.

In no event shall the Vendor be precludcd from developing for itself, or for others, materials
that are competitive with, or similar to Custom Software, modifications developed in
connection with performance of obligations under the Contract. In addition, the Vendor
shall be free 1o use its general knowledge, skills, experience, and-any other ideas, concepts,

State of NH Contract Agreement 2017-026 — PART 2 Page 19 of 33

DolT Template 8/22/14 Authorized ASC initials: ﬁ



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

know-how, and techniques that are acquired or used in the course of its performance under
this agreement.

10.2 STATE’S DATA AND PROPERTY

Al rights, titte and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demandor upon termination of this Agreement for any reason,

10.3 VENDOR'S MATERIALS

Subject to the provisions of this Contract, ASC may develop for itself, or for others, materials that
are competitive with, or similar to, the Deliverables. In accordance with the confidentiality
provision of this Contract, ASC shall not distribute any products containing or disclose any State
Confidential Information. ASC shall be free to use its general knowledge, skitls and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in the course of its
performance under this Contract, provided that such is not obtained as the resuli of the deliberate
memorization of the State Confidential Information by ASC employees or third party consultants
engaged by ASC.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited 1o the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other, files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyrigbt and lntellectu_'al Property Rights

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the WWW pages. All WWW
page's and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

ASC shall provide the State with a copy of the source code for the Custom Software, whlch shall
be subject to the License rights. The State shall receive a worldwide, perpetual, irrevocable, non-
exclusive paid —up right and license to use, copy, modify and prepare derivative works of any
custom developed software.

10.6 SURVIVAL
This Contract Agreement Section 10: fntellectual Property shall survive the termination of the
Contract.
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USE OF STATE’S INFORMATION, CONFIDENTIALITY
.11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, ASC may gain access to information of

the State, including State Confidential Information. “State Confidential Information™ shall

include, but not be limited 1o, information exempted from public disclosure under New

Hampshire RSA Chapter 91-A: Access to Public Records and Meetings (see e.g. RSA

Chapter 91-A: 5 Exemptions). ASC shall not use the State Confidential Information

developed or obtained during the performance of, or acquired, or developed by reason of
the Contract, except as directly connected to and necessary for ASC’s performance under

the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

1133

ASC shall maintain the confideritiality of and protecl from unauthorized use, disclosure,
publication, and reproduction (collectively “release™), all State Confidentiai Information
that becomes available to ASC in connection with its performance under the Contract,
regardless of its form,

Subjcct to applicable federal or State laws and rcgulatlons Confidential Ihformation shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a séurce other than the disclosing
party, which the receiving party believes is not prohibited from dlsclosmg such
information as a result of an obligation in faver of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior 10, any
disclosure of such information made by the disc'losing party, or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may.disclose Confidential
Information to the extent required by an order of-a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written -
approval of the State. ASC shall immediately notify the State if any request, subpoena or
other legal process is served upon ASC regarding the State Confidential Information, and
ASC shall cooperate with the State in-any effort the State undertakes to contest the request,
subpoena or other legal process, at no additional cost ta the State. -

In the evént of the unauthorized release of State Confidential Information, ASC shall
immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

YENDOR CONFIDENT[AL INFORMATION

Insofar as ASC seeks to maintain the confidentiality of its confidential or proprietary
information, ASC must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges tha
ASC considers the Software and Documentation to be Confidential Information. ASC
acknowledges that the State is subject to State and federal laws governing disclosure of
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information including, but not limited 10, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar as it is consistent with
applicable State and federal laws or regulations, including but not limited to, RSA Chapter
91-A. In the event the Siate receives a request for the information |denuf'ed by ASC as
‘confidential, the State shall notify ASC and specify the date the State will be releasing the
requested information. At the request of the State, ASC shall cooperate and assist the State
with the collection and review of ASC’s information, at no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be ASC's sole
responsibility and at ASC’s sole expense. [F ASC fails 10 obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s notice
to ASC, without any liability 10 ASC.

1.4 SURVIVAL

This Contract Agreement Section 11, Use of State’s lnformauon Confidentiality, shall
survive termination or conclusion of the Contract.

12 ° LIMITATION OF LIABILITY

12.1 STATE ,
Subject to applicable laws and regulations, in no event shall the State be tiable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to ASC shall not excecd the total
Contract price set forth in Contract Agreement — General Provisions, 8lock 1.8.

12.2 Abacus Service Corporation
Subject to applicable laws and regulations, in no event shall ASC be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and ASC's"
hiability to the State shall not exceed two times (2X) the total Contract price set forth in
Contract Agreement — Page 1, General Provisions, Block 1.8.

" Notwithstanding the foregoing, this limitation of I|abnllty shall not apply to ASC's

indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality abligations in Contract Agreement-General
Provisions Section 11: Use of State's Information, Confidentiality, which shall be
unhm:ted.

12.3 STATE'S IMMUNITY :
Notwlthsta.ndmg the foregomg, nothing herein contained shall be deemed to constnute a
waiver of the sovereign immunity of the State, which immunity is heréby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.
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13 INDEMNIFICATION.

ASC shall defend, indemnify ard hold harmless the State, its officers and employees, from and
against any and all losses suffered by the State, its officers and employees, and any and all claims,
liabilities or penaitics asserted against the State, its officers and employecs, by or on behaif of any
person, on account of, based or resulting from, arising out of (or which may be claimed to arise out
of) the acts or omissions of ASC. '

14 TERMINATION
This Section 14 shall survive the termination or Contract Conclusion.

14.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of ‘ASC shall constitute an event of default
hereunder (“Event of Default™) .
a. Failure to perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

14.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or

all, of the following actions:

a. Unless othérwise provided in the Contract, the State shall provide ASC written

notice of default and require it to be remedied within, in the absence of a greater or
lesser specification of time, within thirty (30) days from the date of notice, unless
otherwise indicated within by the State (“Cure Period”). If ASC fails to cure the
default within the Cure Period, the State may terminate the Contract-effective two
(2) days after giving ASC notice of termination, at its sole discretion, treat the
Contract as breached and pursue its remedies at law or in equity or both.

Give ASC a written notice specifying the Event of Default and suspending all
payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to. ASC during the period from the
date of such notice until such time as the State determines that ASC has cured the
Event of Default shall never be pald 1o ASC

c. Set off against any other obligations the State may owe to the Vendor any damagcs'

the State suffers by reason of any Event of Default;

d. Treat the Contract as brcached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and ASC

shall be liable for reimbursing the State for the replacement Services, and all
administrative costs directly related to the replacement of the Contract and 7
procuring the Services from another source, such as costs of competitive bidding,
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mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

14.1.2 The Vendor shall provide the State with written notice of default, and the State shall
curc the default within thirty (30) days. '

14.2 TERMINATION FOR CONVENIENCE

14.2.1 The State may, a1 its sole discretion, terminate the Contract for-convenience, in whole
or in part, by thirty (30) days writtén notice to ASC. In the event of a termination for
convenience, the State shall pay ASC the agreed upon price, if separately stated in this
Contract, for Deliverables for which Acceptance has been given by the State.” Amounts
for Services or Deliverables provided prior to the date of termination for which no
separate price is stated under the Contract shall be paid, in whole or in part, generally in
accordance with Contract Exhibit B, Price and Payment Schedule, of the Contract.

14.2.2 During the thirty (30} day period, ASC shall wind down and cease Services as quickly

.and efficiently as reasonably possible, without performing unnecessary Services or

activities and by minimizing negative effects on the State from such wmdmg down and
cessation of Services.

143 TERMINATION FOR CONFLICT OF INTEREST

14.3.1  The State may terminate the Contract by written notice if it determines that a conflict

: of interest exists, including but not limited to, a violation by any of the pames hereto

of applicable laws regarding ethics in public acqulsmons and prowremem and
‘performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if ASC did not know, or
reasonably did not know, of the conflict of interest,

14.3.2 In the event the Contract is terminated as provid_ed above pursuant to a viblation by
ASC, the State shall be entitled to pursue the same remedies against ASC as it could
pursue in the event of a default of the Contract by ASC.

14.4 TERMINATION PROCEDURE

14.4.1 Upon termination of the Contract, the State, in addition 10 any other rights provided
in the Contract, may require ASC to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract .
as has been terminated.
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14.4.2 Afier receipt of a notice of termination, and except as otherwise directed by the State,
ASC shall: _
a. Stop work under the Contract on the date, and to the extent specified, in the notice;

‘b. Promptly, but in no-event longer than thirty (30) days afiter termination, terminate
its orders and subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the State to the extent-
required, which approval or ratification shall be final for the purpose of this
Section,; . .

¢. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of ASC and in which
the State has an interest,

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the Siate, any property which is required to be furnished to the State
and which has been dccepted or requested by the State; and

e. Provide written Certification 10 the State that ASC has surrendered to the State all
said property.

f. Assist in Transition Services, as reasonably requested by the State at no additional
cost.

15 CHANGE OF OWNERSHIP

in the event that ASC should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with ASC, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with ASC, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without
liability to ASC, its successors or assigns:

16  ASSIGNMENT, DELEGATION AND SUBCONTRACTS

16.1 ASC shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights, or
duties under the Contract without the prior written consent of the Siate. Such consent shall not be
unreasonably withheld..Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole discretion 6f the State.

16:2 * ASC shall remain wholly responsible for performance of the,entire Contract even if assignees,
delegates, Subs, or.other transferees (“Assigns™) are used, unless otherwise agreed to in writing by the
State, and the Assigns fully assumes in writing any and all abligations and liabilities under the
Contract from the Effective Date. In the absence of a written assumption of full obligations and
liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall

]
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neither relieve ASC of any of its obligations under the Contract nor affect any remedies available to
the State against ASC that may arise from any event of default of the provisions of the contract. The
State shall consider ASC to be the sole point of contact with regard to all contractual matters,

_ including payment of any and all charges resulting from the Contract.

17

16.3 Notwithstanding the foregoing, nothing herein shall prombn ASC from assigning the Contract
to the successor of all or substantially all of the assets.or business of ASC provided that the successor
fully assumes in writing all obligations and responsibilities under the Contract. In the event that ASC
should change ownership, as permitted under Section 15: Change of Owneérship, the Siate shall have
the option to continue under the Contract with ASC, its successors or assigns for the full remaining
term of the Contract; continue under the Contract with ASC, its successors or assigns for such period
of time as determined necessary by the State; or immediately terminating the Contract without
liability to ASC, its Successors or assigns.

DISPUTE RESOLUTION
Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
behevmg itself ag,grieved (the “Invoking Party™) shal! call for progressive management involvement

_ in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice

to the lnvokmg Party's right to any othér remedy permitied under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted 1ime as specified below
in which to attempt 1o resolve the dispute:

Dispute Resolution Respousibility and Schedule Table

LEVEL ASC o+, |STATE .%o | |CUMULATIVE _
R S A ‘ ALLOTTED =
: S TIME
Primary, .. Ram Tallur; David Swenson 5 Business Days
;- = -| Technical Manager State Project
S Manager (PM)
First .. April Szlaga Lisa Morris 10 Business Days
L Operations Director | Director :
Second Sam Akunuri Jeffrey A. Meyers 15 Business Days

‘ | Vice President Commissioner
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The allotted time for the first level negotiations shall begin on the date the [nvoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other party.

18 GENERAL TERMS AND CONDITIONS

18.1 CONDITIONAL NATURE OF CONTRACT

Notwithstanding any provision of the Contract to the contrary, all obligations of the State,
including, without limitation, the continuance of payments, are contingent upon the. availability
and continued appropriation of funds, and in no event shall the State be liable for any payments
in excess of such available appropriated funds. In the event of a reduction or termination of
those funds, the State shall have the right to withhold payment until such funds become
available, if ever, and shall have ‘the right to terminate the Contract immediately upon giving
“ASC notice of such termination.

The State shall not be required to transfer funds from any othér account to the account identified
in General Provisions, Page 1, block 1.6: Accourit No. in the event funds in thal account are
reduced or unavailable.

182 COMPLIANCE BY ASC WITH LAWS AND REGULATIONS EQUAL
EMPLOYMENT OPPORTUNITY

18.2.1 In connection with the performance of the Contract, ASC shall comply with
all statutes, laws, regulations, orders of federal, state, county or municipal
authorities which impose any obligation or duty upon ASC, including, but
not limited to, ¢ivil rights and equal ‘opportunity laws. ASC  shall also
comply with all applicable local, State and federal licensing requirements
and standards necessary in the performance of the Contract. In addition,
ASC shall comply with all applicable copyright laws.

18.2.2 During the term of the Contract, ASC shall not discriminate against
employees or applicants for employment in violation of applicable State or
federal laws, including but not limited to non discrimination because of race,
color, religion, creed, age, sex, handicap, sexual orientation, or national
origin and shall take affirmative action to prevent such discrimination.

18.2.3 1f the Contract is funded in any part by monies of the United States, ASC
shall comply with all the provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by -the regulations of the
United States Department of Labor (41 C.F.R. Part 60), and with any rules,
regulations and guidelines as the State of New Hampshire or the United
States issues to implement these regulations. ASC funher agrees to permit
the State, or United States, access to any of ASC’ pertinent books, records,
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and accounis for the purpose of ascertaining compliance with all rutes,
regulations and orders, and covenants and conditions of the Contract.

18.3 REGULATORY/GOVERNMENT APPROVALS

ASC shall obtain applicable regulatory or other governmental approvals necessary for it to
perform its obligations under the Contract,

18.4 WORKERS' COMPENSATION. ‘

18.4.1 By signing this agreement, the ASC agrees, certifies and warrants that the ASC is
in compliance with or exempt from, the requirements of N.H. RSA chapter.281-
A ("Workers' Compensation').

18.4.2 To the extent the ASC is subject to the requirements of N.H. RSA chapter 281-A,
ASC shall maintain, and require any sub ASC or assignee to secure and maintain,
payment of Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. ASC shall furnish the
Contracting Officer identified in'block 1.9, or his or her successor, proof of
Workers' Compensation in the manner described in N.H. RSA chapter 28 1-A
and any applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be responsible for payment
of any Warkers' Compensation premiums or for any other claim or benefit for

" ASC, or any sub ASC or employee of ASC, which might arise under applicable
State of New Hampshire Workers' Compensation laws in connection with the -
performance of the Services under this Agreement.

18.5 PERSONNEL

18.5.1 The performance of ASC’ obligations under the Contract shall be carried out
by ASC. ASC shail,.at its own expense, provide all personnel, materials and
resources required under the Contract and as necessary to perform ASC’
obligations under the Contract, ASC warrants that all personnel engaged in
the Contract Services shall be qualified to perform the Services, and shall be
properly licensed and othenwsc authorized to do so under all applicable
laws.

18.5.2 Unless otherwise authorized in writing, during the term of the Contract, and
for a period of six (6) months after the Compietion Date of the Contract
(General Provisions, Page 1, Block 1.7), ASC shall not hire, and shall not
permit any sub ASC or other person, firm or corporation with whom it is
engaged in a combined effort to perform the Services, to hire any person
who is a State employee or official, who is materially invalved in the
procurement, administration or performance of the Contract. This provision
shall survive termination of the Contract.
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18.5.3 The Chief Information Officer (*CIO”) of the Department of Information
Technology, or his designee, shall be the Staie’s representative. In the event
of any dispute governing the interpretation of the Contract, the CIO’s
decision shall represent the final position of the State.

18.6 WAIVER OF BREACH. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with regard to that Event of

Default, or any subsequent Event of Default. No express failure to enforce any Event of Default
shall be deemed a waiver of the right of the State 1o enforce cach and all of the provisions hereof
upon any further or other Event of Default on the part of the ASC. '

18.7 AMENDMENT.
This Agreement may be amended, waived or discharged only by an instrument in writing sugned
by the parties hereto and only after approval of such amenrdment, waiver or discharge by the

~ Govemor and Executive Council of the State of New Hampshire. -

18.8 CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the laws of the State of New Ha.mpshlre
and is binding upon and insures to the benefit of the parties and their respective successors and
assigns. The wording used in this Agreement the wording chosen by the parties to express their
mutual intent, and no rule of construction shall be applied against or in favor of any party.

18.9 THLRD PARTIES.
The pamcs hereto do not intend to benefit any third pames and this Agrcement shall not be
construed to confer any such benefit.

18.10. HEADINGS.

The headings throughout the Agreement are for reference purposes only, and the words
contained therein shall in no way be held to explain, modify, amplify or aid in the interpretation,
construcnon or meaning of the provisions of this Agreement. '

18.11 SPECIAL PROVISIONS
Additional provisions set forth in the attached EXHIBIT C are incorporated herein by
reference. :

18.12. SEVERAB]LITY

In the event any of the provisions of this Agrecmcnt are held by a court of competent jurisdiction
to be contrary 10 any state or fedcral law, the rcmammg provisions of this Agreement will remain
in full force and effect.

. 18.13. ENTIRE'AGREEMENT. )

’
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This Agreement, which may be executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire Agreement and understanding between the parties, and -
supersedes all prior Agreements and understandings relating hereto.

18.14 TRAVEL EXPENSES
The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services. '

The Vendor must assume all travel and related expenses by “fully loading™ the proposed labor
rates 10 include, but not limited to: meais, hotel/housing, airfare, car renlals car mileage, and out
of pocket expenses.

A . —_
18.15 SHIPPING AND DELIVERY FEE EXEMPTION
The State will not pay for any shipping or delivery fees inless specifically ltemlzed in the
Contract.

18.16 PROJECT WORKSPACE AND OFFICE EQUIPMENT
" The State agency will work with ASC to determine the requirements for providing all necessary .
workspace and office equipment, including desktop computers for ASC's staff.

18.17 ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject to the applicable State and federal laws and
regulations and restrictions imposed by third parties upon the State, the State shall provide ASC
with access 10 all program files, libraries, personal computer- based systems, sofiware packages,
network systems, security systems, and hardware as required to complete contracted services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow ASC to perform its obligations under the Contract.

18.18 REQUIRED WORK PROCEDURES
All work done must conform to standards and procedures established by lhe Department of
Information chhnology and the State.

18.19 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed

or developed software, software maintained or operated by any of the State entities, systems,

equipment, Documentation, information, reports, or data of any kind (hereinafter

“Information™), ASC understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information

from unauthorized access, misuse, theft, damage, destruction, modification, .or
disclgsure. :

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
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and non-State use and that at no time shall ASC access or attempt to access any
information without having.the express authority to do so.

c. That at no time shall ASC access or attempt to access any information in a manner
inconsistent with the approved -policies, procedures, and /or agreements relating to
system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times ASC must use utmost care to protect and keep such soRware strictly
confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed, or being evaluated by the State, can
be used by ASC. Personal software (including but nol limited to palmtop sync software)
shall not be installed on any cqunpment

e. That if ASC is found to be in violation of any of the above-stated .rules, the User may
face removal from the State Contract, and/or criminal or civil prosecutlon if the act
constitutes a wolatlon of law. -

18.20 EMAIL USE

~Mail and other electronic communication messaging systems are State of New
Hampshire property and are’ to be used for business purposes onty. Email is defined as
“internal Email systems” or “'State-funded Email systems.” ASC understand and agrée that
use of email shall foltow State standard policy (available upon request).

18.21 INTERNETIINTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire accordmg to State standard policy
(avallable upon request).

18.22 REGULATORY GOVERNMENT APPROVALS
ASC shall obtain all necessary and applicable regulatory or other govemmenlal approvals
necessary to perform its obligations under the Contract.

18.23 INSURANCE

18.23.1 ASC Insurance Requirement
The ASC shall, at its sole expense, obtain and maintain in force, and shall require any sub
ASC or assignee to obtain and maintain in force, the following insurance:
8.23.1.} Comprehensive general liability insurance against all claims of bedily injury,
death or property damage, in amounts of not less than $250,000 per claim and
$2,000,000 per occurrence; and

18.23.1.2 Fire and cxtcndcd coverage insurance covering all property subject to Section
10.1 herein, in an amount not less than 80% of the whole replacement value of the

property.
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18.23.2 The policies described in subparagraphs 18.23.1.1 and 18.23.1.2 herein shall be on
policy forms and endorsements approved for use in the State of New Hampshire by the N.H.
Department of Insurance, and issued by insurers licensed in the State ofNew Hampshire.

18.23.3 The ASC shall furnish to the Contracting Officer identified in block 1.9, or his or her
successor, a certificate(s) of insurance for all insurance required underthis Agreement. ASC
shall also furnish to the Contracting Officer identified in block 1.9, or his or her successor,
certificate(s) of insurance for all renewal(s) of insurance required under this Agreement no
later than fifteen ( 15) days prior to the expiration date of each of the insurance policies. The
certificate(s) of insurance and any renewals thereof shall be attached and are incorparated
herein by reference, Each certificate(s) of insurance shall contain a clause requiring the
insurer 16 endeavor to provide the Contracting Officer entified in block 1.9, or his or her
successor, no tess than ten (10) days prior written notice of cancellation or modification of
the policy.

18.2).4 The ACORD Insurance Certificate should note the Certificate Holder in the lower
-left hand block inctuding State of New Hampshire, Department Name, name of the individual
responsible for the funding of the contracts and his/her address.

18.24 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if -
fu]ly included in lhe text.

18.25 VENUE AND JURISDICTION
Any action-on the Contract may only be brought in the State of New Hampshire, Mérrimack
County Superior Court. .

18.26 SURVIVAL
The terms, conditions and warranties contained in the Contract that by their contexl are
. intended to survive the completion of the performance, cancellation or termination of the
Contract shall $0 survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and General Provisions-Section 11: Use of State’s Information,
Confidentiality and General Provisions- Section 13: Indemnification which shall all survive
the termination of the Contract.

18.27 WORK FOR HIRE

The State shall own all right, title and interest in and-to any Software; printed materials or
other works, products or deliverables which resull from Services rendered by Vendor to the
State under this Contract (“work(s)”). The works shall be deemed -works made for hire of '
the State for all purposes of copyright law, and copyright shall belong solely 1o the State. In
the event that any such work is adjudged to be not a work made for hire, Vendor agrees to
assign, and hereby assigns, all copyright and other rights in such work to the State. Vendor
shall, at the expense of the State, assist the State or its nominees to obtain copyrights,
trademarks, or patents for all such works in the United the States and any other countries.
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Vendor agrees 10 execute all papers and to give all facts known to it necessary to secure
United the States or foreign country copyrights and patents, and to transfer or cause to
transfer to the State all the right, title and interest in and to such works. Vendor represents
and warrants that the works will be free of any rightful claim of any .third person or entity
based on patent or copyright infringement, tradé secret misappropriation, or otherwise.

18.28 FORCE MAJEURE

Neither ASC nor the State shall be responsible for delays or failures in performance resulting
from events beyond the control of such party and without fault or negligence of such party.
Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and acts
of War, epidemics, acts of Government, fire, power failures, nuctear accidents, earthquakes,
and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include ASC’s inability
to hire or provide personnel needed for ASC’s performance under the Contract.

18.29 NOTICES
Any notice of disputes, termination, term extension, or audit rights by a party hereto to the
other party shall be deemed to have been duly delivered or given at the time of mailing by
certified mail, postage prepaid, in a United States Post Office addressed to the parties at the
following addresses. Notices shall be first emaited or faxed and then confirmed, on the same
day (“Confirmation Copy"} by either registered or certified mail or by reputable expedited
courier service, returm receipt requested, postage prepaid to the addressee thereof at the
address set forth below. Notices shall be deemed received 3 days after the- Confirmation
Copy has been mailed or otherwise dispatched.

TO ABACUS SERVICE CORP.: TOSTATE: ‘
APRIL SZLAGA STATE OF NEW HAMPSHIRE

ABACUS SERVICE CORPORATION DEPARTMENT OF HEALTH & HUMAN
25925 TELEGRAPH ROAD, SUITE206 SERVICES
SOUTHFIELD MI, 48033 DIVISION OF PUBLIC HEALTH
: SERVICES
129 PLEASANT STREET
CONCORD, NH 903301
ATTENTION: DAVID SWENSON
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EXHIBIT A
CONTRACT DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Project Overview
The general scope of the project is to provide Information Technology (IT) support 10 develop and
maintain database and Java system code and Cognos reporting,.

Abacus Service Corporation (ACS) shall provide a team of highly skilled resources with significant
experience and expertise in their area of technology, (e.g. java coding, database management, testing, and
maintenance and support activities) who shall support the development, database and tesnng activities of
the Dcpartment '

The ACS team shall review existing assessments in understanding the IT support requirement for
development and maintenance of Java system code and Cognos reporting: for more efficient processing
and data quality improvements and only develop documentation where notable gaps cxist.

In addition, the ACS team shall also collaborate with the Department in understanding the ability to map
and process Admission/Visit Notification (A01) transactions; offload and store historic data from the
Automated Hospital Emergency Department Data (AHEDD)database; automate handling of
misspelled. NH patient town names (to use an existing table of misspelled town names to link to the
correct political town name for complete processing); process additional Mcanmgful Use (MU) Stage -
3 fields according to federal guidance and National Syndromic Surveillance Program (NSSP) required
HL7 fields in the database (not currently processed); add the ability 10 accept and process EP clinical
practice encounters (keeping them separate from hospital encounters);, and make needed reporting and
logging changes,

The ACS team shali accomphsh the following Goals and ObJectwes for DHHS AHEDD Enhanced
Surveillance System Integration:

* Improve syndromic surveiilance cfﬁcicncy and timeliness by enhancing surveillance functionality
with broader detection, analysis, and reporting; by being able to deal with “big data” and support
ongoing syndromic surveillance sustainability; while eliminating unsupported IT system tools.
With this level of performance, NH DPHS will be able to meet its broader public health goals to

¢ Improve data quality and broaden representativeness of surveillance data, by working with hospital
partners to improve data content reporting, and the elimination of missing data;

* Meet the need for greater New Hampshire and regional situational awareness, data sharing, and the
accessibility of information available to surveillance staff and State managers by
migrating to enhanced surveillance tools that make it easier to share data; and

* Improve the syndromic surveillance knowledge and practice by the use of modem technologtes that
can migrate to the technologies of tomorrow.
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CONTRACT DELIVERABLES

_ Team Experience: The ACS team shall provide significant experience in data analysis, mapping, mining,
database management, HL7 Formarting, java coding, Cognos reporting, and interface development. The
ACS team is shall also possess an understanding the different code formats (ICD). The ACS team shall be
lead by a Project Manager, who has exceptiona! experience in managing these types of engagements and
has successfully worked on AHEDD, WISDOM and Phoenix projects (Please refer to the Reference.
section).

General Project Assuuﬁptions

I. Abacus Service Corporation (ASC) shall provide project tracking tools and templates to record and
manage Issues, Risks, Change Requests, Requirements, Decision Sheets, and other documents used in
the management and tracking of the project. The State and ASC Project Managers will review these
tools and templates and determine which ones will be used for the project. Training on these tools and
templates will be conducted by ACS at the start of each phase in which they will be used.

2. Prior to the commencement of work on Non-Software and Written Deliverables, ASC shall provide to
the State a template, table of contents, or agenda for Review and prior approval by the State. -

3. ASC shall ensure that appropriate levels of security are implemented and maintained in order to
protect the integrity and reliability of the State’s Information Technology resources, information, and
services. Security requirements are defined in Appendix C-2 of the Request for Proposal. ASC shall
provide the State resources, information, and Services on an ongoing basis, with the appropriate
infrastructure and security controls to ensure business continuity and to safeguard the confidentiality
and integrity of State networks, Systems and Data.

4. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Soﬁwarc!System ‘Acceptance Testing, and any extensions
thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective for
the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULEA

ACTIVITY, DELIVERABLE OR . DELIVERABLE DELIVERY DATE

MILESTONE TYPE _
F-1.a Conduct Project KickofT Non-Software Effective Date (Start Date)
2017-026 Exhibit A — Contract Deliverables
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CONTRACT DELIVERABLES

F-1.b Status Meetings

Email or Conference

[Weekly

F-1.c Delivery of Work Plan Written Effective Date + 5 Days
F-1.c.a Invoice for Work Plan Non-Software Effective Date + 5 Days
F-1.i Delivery of the complction of the AG1 to | Software Effective Date + 25 Days

A0Q4 transaction mapping to the AHEDD database
and processing (similar to A04 registration
transactions) - Reference requirement B-§

F-1.i.a Invoice for the completion of the AQ1 to
A04 transaction mapping to the AHEDD database

~and pmceksing (similar to AD4 registration
transactions)

Software

Effective Date + 25 Days

F-1.i.b Delivery of the completion of the offload

Software Effective Date + 45 Days
of historic data on AHEDD - Reference ‘ :
requirement B-6
F-L.i.c Invoice for the completion of the offload | Software Effective Date + 45 Days
of historic data on AHEDD _

F-1.i.d Delivery of the completion of the Software Effective Date + 65 Days

automate assignment of misspelled patient town
names to related political town/county/Public
Health Region — Reference the requirement B-7

v

F-l.i.e Invoice for the completion of the automate
political town/county/Public Health Region

Software

Fffective Date + 65 Days

‘

F-1.i.f Delivery of the completion of the addition
of MU Stage 3 fields and & HL7 fields to the
AHEDD DB - Reference the requirement B-8

Software

EfTective Date.+ 90 Days -

F-1.i.g Invoice for the completion of the addition
of MU Stage 3 fields and HL7 fields to the
AHEDD DB ‘

Software

F(Tective Date + 90 Days

F-L.i.h Delivery of the completion of the EP
database infrastructure to store EP and Urgent
Care {(UC} encounters — Reference the
requirement B-9

Software

Effective Date + 120 Days

F-1.Li Invoice for the completion of the EP and
Urgent Care (UC) database infrastructure to store
EP ¢ncounters

Software

Effective Date + 120 Days
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F-1.i.j Delivery of the completion of AHEDD Software Effective Date + 140 Days
Triage Notes reporting, aHospital Service Area
and Surround Town reporting, and other needed
Cognos Reporting - Reference the requirement
. _B_m- . - - -
F-Li.l Delivery for the completion of " | Software [Effective Date + 170 Days
AHEDD/Rhapsody log monitoring
F-Li.n 2618 SCOPE B - System Support Software Fffective Date + 170 Days
Acceprance Testing )
F-l.i.0 2018 SCOPE B - System-Suppon Non-Software, Effective Date + 170 Days
Acceptance Testing Invoice . Written o
F-1.i.p Associated documentation i Written [Effective Date + 170 Days
F-Li.q Knowledge transfer training Non-Software, E ffective Date + 180 Days
' ' Written .

F-L.i.r Production implementation ' Software EITec\live Date + 180 Days
F-1.is Invoice for Holdback Non-Software Effective Date + 210 Days
TOTALS o S D 215 Days

Remainder of page intentionally left blank.

2017-026 Exhibit A — Contract Deliverables .

DolT Template 8/22/14 » ' : ASC Initials%_

~ Page 4 of 45



STATE OF NEW HAMPSHIRE
. Department of Health & Human Services
Automated Hospital Emergency Depariment Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

12  Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $231,189
. Date through August 31,.2020. ASC shall be responsible for performing its obligations in
accordance with the Contruet. This Contract will allow ASC to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rates appearing in the price and payment

89 for the period between the Effective

tables below:
ACTIVITY, DELIVERABLE OR DELIVER- PROPOSED.SCHEDULE PRICE
MILESTONE ABLE TYPE :
F-1.a Conduct Project Kickoff Meeting| Non-Software | Must be completed 10 days 0
(reference G-2) after initial project start date
F-1.b Status Meetings 'Email or Weekly 0
Phone
Conference
F-1.c Delivery of Work Plan Written Must be completed within 10 0
. (reference G-4) days afier initial project start
o date
F-1.c.a Invoice for Work Plan Non-Software | Must be submitted on'or about| $12,725
' 10 days after initial project '
start date )
F-1.1 Delivery of the completion of the | Software Must be.completed by Project 0
A01 to A04 transaction mapping to the ' End Date (08/31/2019)
AHEDD database and processing
(similar to A04 registration
transactions) — Reference requirement]
B-S ‘
F-1.i.a Invoice for the completionof | Software Must be completed by Project $12,730

the AO1 to A04 transaction mapping to
the AHEDD database and processing
(similar to AO4 registration ’

transactions)

End Date'(08/31/2019)
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STATE OF NEW HAMPSHIRE
. Departruent of Health & Humao Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B

PRICE AND PAYMENT SCHEDULE
F-1.i.b Delivery of the completiori of | Software Must be completed by Project 0
the offload of historic data on AHEDD End Date (08/31/2019)
- Reference requirement B-6
F-1.i.c Invoice for the completion of | Software Must be completed by Project $23.834
the offload of historic data on AHEDD End Date (08/3.11’20 19)
F-1.i.d Delivery of the completion of | Software Must be completed by Project 0
the automate assignment of misspelled End Date (08/31/2019)
patient town names to related political
town/county/Public Health Region -
Reference the requirement B-7
F-1.i.e Invoice for the completion of Software Must be compleled by ;r-’l"OjBCt - $12,730
the automate assignment of misspelled End Date (08/31/2019)
patient town names 10 related political
town/county /Public Health Region
F-1.i.f Detivery of the completion of Software Must be completed by Project 0
the addition of MU Stage 3 fields and 8 ' End Date (08/31/2019)
HL7 fields to the AHEDD DB -
Reference the requirement B-8
F-1.i.g Invoice for the completion of SoRtware Must be completed by Project $27.834
the addition of MU Stage 3 fields and 8 End Date (08/31/2019)
HL7 fields to the AHEDD DB
F-1.L.h Delivery of the completion of | Software ‘ Must be completed by Project 0
the EP an UC database infrastructure to End Date (08/31/2019)
store EP and UC encounters -
Reference the requirement B-9
F-1.i.i Invoice for the completion of the| Sofiware Must be completed by Project | $12,730
EP and UC database infrastructure to End Date (08/31/2019) :
store EP and UC encounters -
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STATE OF NEW HAMPSHIRE
' Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITB

PRICE AND PAYMENT SCHEDULE
F-1.1.j Delivery of the completion of | Software Must be completed by Project 0
AHEDD Triage.Notes reporting, End Date (08/31/2019)
Haspital Service Area and Surround
Taown reporting, and other needed
Cognos Reporting — Refereoce the
requirement B-10 . .
F-1.i.k Invoice for the completion of | Software Must be completed by Project $31,692
AHEDD Triage Notes reporting, End Date (08/21/2019)
Hospital Service Area and Surround :
Town reporting, and other needed
Cognos reporting A
F-1.i.l Delivéry for the completion of | Software Must be complete by Project 0
AHEDD/Rhapsody log monitoring End Date (08/31/2019)
F-L.i.m Invoice for the completion of | Software Must be complete by Project $48.961
AHEDD/Rhapsody log monitoring End Date (08/31/2019)
F-.l_h.n 2018 Scope B - AHEDD Software | Must be completed on or about 0
System Support Acceptance Testing 30 days prior 1o end of Project
End Date (08/31/2019)
F-1.i.0 2018 Scope B - AHEDD Non-Software, | Must be completed on or about| $27,834
System Support Acceptance Testing Written 30 days prior to end of Project
Invoice End Date
F-L.i.p Associated documentation Written - Must be completed 8 days prior 0
. 10 end of Project End Date _

F-1.i.q Knowledge Transfer Training| Non-Software, | Must be completed on or 0

Written before end of Project End Date

Software Must be completed on or 0

F-1.i.r Production Implementation

before end of Project End Date

-
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITB
PRICE AND PAYMENT SCHEDULE

F-1.i.s lovoice for Holdback Non-Software [ Must be submitted upon $20,119
successful completion of
“Warranty Period" (on or
before 90 days afier Project
End Date)

Subtotal . $231,189

TOTAL — | ~$231,189

1.3 Proposed Vendor Staff, Resource Hours and Rates Worksheet

The Proposed Vendor Staff Position, Resource Hours and Rates Worksheet shall indicate the individuals that
will be assigned to the Project, their hours and applicable rates. Names are required for mdw:duals
designated for key. roles; titles shall be used for others. Information is listed by-phase.

‘Table 1.3 : Proposed Vendor StafY, Resource Hours and Rates Worksheet

. I . . Project - | Hourly
.-Tltle Name Initiation lmplcr.nentanqn Close out Raie Hours X Rate

Project . Ram Prasad 950 600 250 $36 $64,800
Manager Tulluri
Senior Praveen Kumar 740 1415 210 $32 $75,680
Developer #1 - .
Senior Anthali Prashant 740 1410.5 684 $32 $90,709
[_)cveloper #2

TOTALS _ S I . - :$231,189

1.4 Future Vendor Rates Worksheet

The Staté may request additional Services from the selected Vendor. In'the event that additional Service is
required, Table 1.4 Future Vendor Rates Worksheet shall provide this information. "“SFY" refers to State
Fiscal Year. The New Hampshire State Fiscal Year runs from July | through June 30 of the following
calendar year. Positions not identified in the Table 1.3 shall be included in the Future Vendor Rates
Worksheet. ' ' :

2017-026 Exhibit B-Price and Payment Schedule
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Table 1.4: Futurve Vendor Rates Worluheel

Project Manager $36 $37 338 -
Position #1 ) $32 $34 $36
Position #2 $£32 $34 $36

1.5 Software Llcenslng, Maigtenance, and Support Pricing Worksheet.

Pricing shall reflect the payment of maintenance through the Contract end date Price estimates
should reflect the most optimistic implementation date. If project start date slips or if implementation
takes longer, causing a shorter maintenance period, ACS shall pro-rate the pncmg to reflect the actual
project circumstances.

2. CONTRACT PRICE

NotwnhstAndlng any provision in the Contract to the contrary, and notwithstanding unéxpected
circumstances, in no event shall the total of all payments made by the State exceed $231,189 (“Total
Contrect Price”). The payment by the State of the total Contract price shali be the only, and the complete
reimbursement to ASC for all fees and expenses, of whatever nature, incurred by ASC in the performance
hereof.

The State will not be responsible for any tmvel or out of pocket cxpcnscs mcurred in the pcrforrnance of
the Services performed under this Contract.

3. INVOICING

ASC shall submit correct invoices to the State for all amounts to be paid by the State. All invoices
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
ASC shall only submit invoices for Services or Deliverables as permitted by the Contrect. Invoices must be
in a format as determined by the State and contain detdiled information, mcludmg without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is sought; and the
Acceptance date triggering such payment; date of delivery and/or installation; momhly maintenance
charges; any other Project costs or retention amounts if appliceble. :

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated
" and shall be prompitly dispatched.

lnvoices shall be sent to:

: Financial Manager
Department of Health & Human Scrwccs
Division of Public Health 'Services

2017-026 Exhibit B-Price and Payment Schedule ,
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STATE OF NEW HAMPSHIRE
Department of Health & Humao Services
Automated Hospital Emergency Departmient Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B
PRICE AND PAYMENT SCHEDULE

29 Hazen Drive
Concord, NH 0330
dphscontractbilling@dhhs.state.nh.us

4. PAYMENT ADDRESS
All payments shall be sent to the following address:

April Szlaga, Operations Director
Abacus Service Corporation
25925 Telegraph Rd., Suite 206
Southfield, MI 48033 ‘

5. OVERPAYMENTS TO ACS

ASC_shali promptly, but. no later than fifleen (15) business days, return to the State the full amount of any
overpayment or erroneous payment upon discovery or notice from the State. .

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against .ASC’_s invoices with
eppropriate information attached.

' 7.PROJECT HOLDBACK |

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software license fees;
as set forth in the Payment Table above, until successful conclusion of the Warranty Period.

Remainder of page intentionally left blank.

2017-026 Exhibit B-Price and Payment Schedule

DolT Template 8/22/14 : .
Page 10 of 45 ASC Initials ZE



STATE OF NEW HAMPSHIRE
' Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
' CONTRACT 2017-026

EXHIBITC
SPECIAL PROVISIONS

No special provisions.

Remainder of page intentionally left blank.
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- STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospita] Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT D
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

ASC shall assume all reasonable travel and related expenses. All labor rates shall be
“fully loaded”, including, but not limited to: meals, hotel/housing, airfare, car rentals, car .
mileage, and out of pocket eXpenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically |tem|zed in the
Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the apphcable laws and regulations, the State will prowde
the ASC with access to all program files, libraries, pcrsonal computer-based systems,
software packages, network systems, securlty systems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts o provide approvals, authorizations, and decisions
reasonably necessary to allow the ASC to perform its obligations under the Contract.

4, STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

. The ASC shall prowde the State access to all State-owned documents, materials, repons
and other work in progress relating to this Contract. Upon expiration or termination of
the Contract with the State, the ASC shall turn over all State-owned documents, material,
reports, and work in progress relating to this Contract to the State at no additional cost to
the State. Documents shall be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS -
ASC hereby agrees to the conditions of all applicable State.and federal laws and regulations, ‘which are
incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
Contractor Records Retention.

ASC (and its Subcontractors if applicable) shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect all direct and
indirect costs invoiced in the performance of their respective obligations under the Contract. ASC {and
its Subcontractors if applicable) shall retain all such records for three (3) years follawing termination
of the Contract, including any extensions. Records relating to any litigation matters regarding the

2017-026 Exhibit D — Administrative Services
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
' CONTRACT 2017-026

EXHIBITD
ADMINISTRATIVE SERVICES

Contract shall be kept for one (1) year following the termination of all litigation, including the
termination of all appeals or the expiration of the appeal period.

Upon prior notlce and subject to, reasonable time frames, a!l such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the

_ State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. ASC shall include the record
retention and review requirements of this section in any of its subcantracts.

The Slale agrees that books, records, documents, and other evidence of accounting procedures and
practices related 10 ASC’s cost structure and profit factors shall be excluded from the State’s review
unless the cost of any other Services or Deliverables provided under the Contract is calculated or
derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

ASC shall maintain an accounting system in accordance with Generally Accepted- Accounting
Principles. The costs applicable to the Contract shall be ascertainable from the accounting system
and ASC shall maintain records pertaining 1o the Services and all other costs and expenditures:

-

Remainder of page intentionally lefl blank.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT E
IMPLEMENTATION SERVICES

1. STATE MEETINGS AND REPORTS
The State believes thai effective communication and reporting are essential to Project success.

ASC Key Project Staff shall paricipate in meetings as rcqucstcd by the State, in accordance with the
rcqu:remcnts and terrns of this Contract )

.a. Introductory Meeting: Participants W|II include ASC Key Project Staff and State Project leaders
from both Department of Justice and the Department of Information Technology. This meeting will
enable leaders to become acquainted and establish any preliminary Project procedures.

b. KickofT Meeting: Participants will include the State and ASC Project Team and major stakeholders
This meeting is to establish a sound foundation for activities that will follow. ‘

c. Status Meetings: Participants will include, at the minimum, the ASC Project Manager and the State
Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budget. A status and error
report from ASC shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at €ach Status Meetlng and updated, at minimum, on a bi- weckly
basis, in accordance with the Contract. : .

e. Special Meetings: Need may arise for a spccnal meeting with State leaders or PI‘O_]CC[ stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from ASC and the State. Discussion will
focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects ASC to prepare agendas and background for and minutes of meeiings. Backgrotnd for.
* cach status meeting must include an updated Work Plan. Drafiing of formal. presentations, such as a
presentation for the kickoff meeting, will also be ASC’s responsibility. ‘

The ASC Project Manager or ASC Key Project Staff shall submit monthly status reports in accordance
with the Schedule and terms of this Contract. All status reports shall be prepared in formats approved by
the State. The ASC’s Project Manager shall assist the State’s Project Manager, or itself produce reports
related 10 Project Management as reasonably requested by the State, all at no additional cost to the State.
ASC shall produce Project status reports, which shall contain, at 8 minimum, the following:

1. Project status related to the Work Plan; .

2. Deliverable status;

3. Accomplishments during weeks being reported;

2017-026 Exhibit E Implementation Services
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT E
IMPLEMENTATION SERVIC ES

'Planned activities for the upcoming two (2) week period;
Future activities; and
Issues and concemns requiring resolution.
Report and remedies in case of falling behind Schedule

A

As reasonably requested by the State, ASC shall provide the State with information or reports regarding the
Project. ASC shall prepare special reports and presentations relating to Project Management, and shall
assist the State in preparing reports and presentations, as reasonably requested by the State, all at no
additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Componehts

ASC shall employ an Implementation strategy with a timeline set forth in accordance with the
Work Plan:’

ASC and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The ASC team will provide training templates as defined in the Training Plan; which will be
customized 1o address the State's specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the Siate, providing sufficient
time for development of material as functionality is defined and.cohfigured.

ASC shall utilize an approach that fosters and requires the. participation of State resources, uses
their business expertise to assist with the configuration of the applications, and prepares the
State to assume responsibitity for and ownership of the new system. A focus on technology
transition shall be deemed a priority.

ASC shall manage Project execulion and provide the tools needed to create and manage the
Project’s Work Plan and tasks, mariage and schedule Project staff, track and manage issues,
manage changing requirements, maintain commumcahon within the Project Team, and report
status.

ASC shall adopt an Implementation time-line aligned with the State’s required time-line,

2.2 Timeline |
The timeline is set forth in the Work Plan. During the initial planning period Project task
‘and resource plans will be established for: the preliminary training plan, the change .
,management plan, comimunication approaches, Project standards and procedures finalized,
and team training initiated.
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DolT Template 8/22/14 . .
Page 15 0f 45 ASC Initials ﬁ



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITE
IMPLEMENTATION SERVICES

22.1  Project Infrastructure

The focus of the Project infrastructure work phaﬁc is the aéquisition and Implementation
of the Project’s development and production hardware infrastructure.

222 Implementation

Timing will be structured to recognize interdependencies between applications and
structure a cost cffective and timely execution.

Processes will be documented, training established, and the application will be ready for
Implementation in ‘accordance with the State’s schedule.

Implementation shall be piloted in one area/office to refine the training and
Implementation dpproach, or the}State shall choose a one-time statewide Implementation.

2.2.3 Change Management and Training

ASC's change management and training services shall be focused on developing change
management and training strategies and plans. [ts approach relies on State résources for
the execution of the change management and end user training.

Remainder of page intentionally left blank.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Aulomated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITF
TESTING SERVICES

ASC shall provide the following Products and Services described in this Exhibit F, including but not {imited
to: s

1. TESTING AND ACCEPTANCE

ASC shall bear all responsibilities for the full suite of Test Planning and preparation throughout the
Project. ASC will also provide training as necessary to the State staff responsible for test activities. ASC
shall be responsible for all aspects of testing contained in the Acceptance Test Plan including support, at
no additional cost, during User Acceptance Tcst conducted by the State and the testing of the training
materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan.- A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integi'at_ion Tests, Conversion Tests, Instaltation tests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State during User Acceptance Test
and Implementation. '

In addition, ASC shall provide a mechanism for reporting actual test results vs. expected results and for the
resolution and tracking of all-errors and problems identified during test execution. ASC shall also correct
Deficiencies and support requnred re-testing. :

1.1 Test Planning and Preparation

ASC shall provide the State with an overall Test Plan that will guide all testing. The ASC provndcd
State approved, Test Plan will include, at a minimum, identification, preparation, and Dotumentation
of planned testing, a requirements traceability matrix, test variants, test scenarios, test cases, lest
scripts, test Data, test phases, unit tests, expected results, and a tracking method for reporting actual
versus expected results as well as all errors ang problems identified dur‘ing test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon ASC’s Project Manager's Certification, in wrmng, that
ASC's own staff has successfully executed all prerequisite ASC testing, along with reporting the
actual testing resuits, prior to the start of any testing executed by State staff. The State will be
presented with a State approved Acceptance Test Pian, test scenarios, test cases, test scripts, test data,
and expected results.

" The State will commence its testing within five (§) business days of receiving Centification from ASC
that the State’s personnel have been trained and the System is installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an env:ronment independent
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from ASC's development environment. ASC must assist the State with testing in accordance with the
Test Plan and the Work Plan, utilizing test and live Data to validate reporns, and conduct stress and
performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceplance by the State.

ASC must demonstrate that thelr tesling methodology can be integrated with the State standard
methodology.

1.2 Unit Testing

In Unit Testing, ASC shall test the application components on an individual basis to verify that lhe
inputs, outputs, and processing logic of each application component functions_without errors. Unit
testing is performed in either the developmeni environment or a testing environment.

The goal is to find errors in the smallest unit of software before Jogically linking it into larger units.
If successful, subsequent testing should only reveal errors related to the mtegrauon bctween
application modules.

The ASC developer, who is responsible for a specific unit of work, will be responsible for conducting
the unit testing of their modules.

Activity i Dcvclop the scrlpt.s needcd to-unll test mdmdunl npphcatlon modulcs mlcrfncc(s) .

Description i and conversion components. K- o ! !
ASCTeam { For application. modulzs- " Eonversions 8 and mlcrfm:cs the "ASC team will identify |

Responsibilities [{.gpplicable :tesi scripts: and installation’ mstrucuons adapt them'to the Project”|
spccuﬁcs. test the process, and. compare ‘with the.documented expccted results.

P e - ——r—

Work “Unit- Testcd Modulcs that: have-been lcstcd to' verify that lhc inputs, oulputs. nnd '
Product processing loglc of edch application” module functions wuhout -errars; Individual .
Description detailed tést, séripls and mswllanon guides list all. the required actions nnd data'to

conducl the test,’ thc proccss for test-cxccution, and the expcctcd results, .- o,

1.3 System Integration Testlng

The new System is tested in integration with other application systems (icgacy and service providers)
in a production-like environment. System Integration Tesling validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in
a test environment.

Thorough end-to-end testing shall be performed by the ASC team(s) to confirm that the Application
integrates with any interfaces. The test emphasizes end-to-end business processes, and the flow of
information across applications. It includes all key business processes and interfaces being
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implemented, confirms data transfers with external parties, and includes the transmission or printing
of al} electronic and paper documents.

Activity Description

modules and other ‘systems;; and - vcnf' ies that “theé ,new Syslcm meets defined
:mcrface requlrcmenls,andrsupports execuuon of busmcss processcs This test
cmphaslzcs end-to-end, busmcss processes -and the flow of : mrormauon across they
nppllcanon “It- mcludgs inll -dkey. busmess proccsscs and mu-.rfaces be:ng
1mp]crnemcd. ,oonfirms, ala transfers with’ extemal partu:s nnd tncludcs thc'
[Aransmission ot prmtlng:of all:electronié and papcr documénts:

f Systems Intcgranon Tcstmg \Snlldatcs the: mtegrnuon between the target application .

ASCTeam
-Respousibilities

H ~Take the’lead j m dcvelopmg thc Systems Inlegnmon Test' Specnf' cations. . ' .ir'
Work Jomlly wuh-lht State to dcvclop and load thc dam prof iles. to,suppon the
lest Spemﬁcauons . -,z s 4 .

fle . .
erk Jomtiy with the’ Stnte.to validate’ componcms of thc tcst scnpl:. PR

State Responsibilities

$, l‘Work jOII‘llly with ASC to develop 'the Systcms Intcgrmnon Test: Specnﬂcnuons .
Work jOlnt]y-WIIh{ASC to dcvclop a.nd Ioad the data prof' Icsito support thc tcst-’
Spccnf‘ cations. .. v iy S

,./..,a ,-

i Work Jomtly wnh Asc t' _ahd,atc componcms of the test’ scnpts modnf cauons
‘ﬁ'«:s and othcr Syst nleractmns wuth the ASC suppl:ed Soﬁware Soluuon

o Soooed D D R P T I A

h

Work Product
Description,

~iThe . lntcgrauon-Tesxed System- lindicates . that: all mterfaces ‘bclwccn ithe®.
F apphcanon and:thé. Iegacy and third: party systcms mterfaccs and uppllcauons‘

I - lare funcuomri'g propcrly

" L ‘ ° i — vt T .!' Lol

1.4 Conversion Validation Testing
In Conversion Validation Testing, target application functions are validated.
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Activity Description

The conversion validation test should replicate the entire flow of the
converted data through the Software Solution. As the Software Solution is
interfeced to, legacy or third-party applications/interfaces, testing verifies
that the resulting flow of the converted: data through these interface points
performs correctly.

ASC.Tearm- .

|l:Respansibilities

For - conversions ond interfaces, the "ASC team will execute the applicable
validation -tests ‘and.- comparc execution results with the documented expected
results.

"State: Rgqunsibili_li es

Extract .and cleanse, if necessary the legacy dala to be converted in the data

. conversions. . : .
Work Product " Validation-Tested Conversion Progmms . These programs include conversion i
Description- , programs that have been tested to verify that the resulting converted legacy data |

pcrforms corrcclly in lhc enurc suuc of the Appllcanon

1.5 Installation Tatmg

[n Installation Testing the application components are installed in the System Tést environment to test
the installation routines and are refined for the eventual production environment. This activity serves
asa dry run of the installation steps in preparation for configuring the production system.

1.6 User Acceptance Tmtmg (UAT)

UAT begins upon completion of the Software configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

ASC’s Project Managcr must certify in wntmg, that the ASC’ s own slaﬂ' has successfully executed
all prerequisite ASC testing, along with reporting the actual testing results prior to the start of any
testing executed by State stafT. :

_The State shall be presented with all testing results, as well as written Certification that ASC has
successfully completed the prerequisite tests, meeting the defined Acceptance Criteria, and performance
standards. The State shall commence testing within five (5) business days of receiving Certification, in
writing, from ASC that the system is installed, configured, complete and ready for-State testing. The
State shall conduct the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT wiil also serve as a performance and stress test of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
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UAT provide evidence that the new System meets the User Aécgptancc criteria as defined in the

Work Plan. -

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a- letter of
UAT Acceptance and the respective Warranty Period shall commence

Activity -Descriplio_n_

! b Syslcm-Uscr1 Acceptance: Tests verify Systém functlonalny ‘against. predcf' ncd
i Acccptance criteria "thai'support the successful execution of approved processes. i . -

ASC Team 4
Responsibilities

. Prowde therSmc an:Amfptmce Jest Plan and sclecuon .of' dest scnpls for lhcl
iy 1.

E-, y AcccptanccTcst “'4 W h 2 - .:}f:w =v_ N =| o o
E ‘Monitor! thie- exccunon’lof‘ the test scrlpts and assust as- necdcd dunng (hc User

-
!

i

[State Responsibilities

:-, for use, dunng the; UscrtAcccpmncc Tesi'. 3 D Vol .;._;._- eooe i
Vahdatc thc Achptance Tcstcnvuronmcnt e .': Lo "'. B

d conduct Uscr Acccplancc Tcsl actmncs Bl el

u.Acceptance Test. results. < 3h fa e ) :,.1 "‘Hlﬁ

dclcrmmmg thc rcqulrcd rac:m'ms for problcm

"'.- o e .
g l' _.»__. . . -Jl

‘s) - Provide’ Accepmnce of the valldatcd Sys!ems’ R PR T A NIR

Work Product
Description

"Thc Dchvcrable for! User:Acccpmnce “Tests is the ‘User Acceptance: Test Results.
Thest results" prowde evidente, lhal the new‘Syslem meets, the User Acceplance.

NN -

“criteria défined i the Work Plamt e v Pl s g

1.7 Pcrformancc Tuning and Stress Testing
ASC shall develop and document hardware and Software configuration and tuning of database and
Java system code and Cognos reporting infrastnicture as well as assist and direct the State's System
Administrators and Database ‘Administrators in configuring and tuning the infrastructure to support
the software throughout the Project

1.7.1 Scope

The scope of Performance Testing shall be 10 measure the System level metrics critica! for the

development of the applications infrastructure and operation of the apphcauons in the productton

environment.

It will include the measurement of response rates of lhe application for end-user transactions
and resource utilization (of various servers and network) under ‘various load conditions. These
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response rates shall become the basis for changes and retesting until optimum System performance
is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database to provide the best results.

1.7.2 Test Types
_ Performance testing shall use two different types of testing to detenmne the stability of the
application. They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance dala and load analysis by running
scripts where the output is broken down into business transactions or functions. The-test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-
based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

7 3 Tuning. —
‘Tuning will be ASC led and occur durmg both the development of the application and load testing.

Tuning is the process whereby the application performance is maximized. This can be the result of
making code more efficient during development as well as making tuning parameter changes to the
environment.

1.7.4 Implementing Performance and Stress Test
Performance and stress test tools shall be provided by ASC for this effort. Consideration shall be
given to licensing with respect to continued use for regression testing. Any open source low/no cost
tools used for this purpose, must be identified by ACS prior to use.

1.7.5 Scheduling Performance and Stress Testing
ASC shatl perform Test Planning. The steps for planning include identification of application
functionality as well as what percentage of normal daily use is represented by each function, This
information will become the foundation for scripting so that tests closely represent what loads in
production will look like.

ASC shall provide definition and expectations from testing. This definition $hould inciude who is in
charge of testing and coordinating results, anticipated run times, logs required for tracking, their
locations and which technician is responsible to track and provide them following each test to the
team. : :

Initial test runs shall be completed to establish that the tests and data sets can be run to comﬁletion
without errors. The ratio of types of transactions which makeup the test shall be reviewed prior to
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the beginning of testing and then again once testing has bcgun to make sure lhat lcstmg accurately
reflects the system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent tests will be
compared. Tests will be considered for baseline status once two of them have been run within 2% of
each other in key and overall performance areas. No changes 10 the test scripts or data sets (with the

. exception of restores after each test) can be done to the test environment once tuning has begun S0 as
not to damage the comparison to baseline results. The systems must be restarted prior to cach test
run to_assure all cache is cleaned out. - All effort will be made to run these tests at a time when
system and network infrastructure utilization doesn't impact the results. Tests will be run in close
proximity to our infrastructure so as to eliminate the public network from our environment.

Post test reporting and result assessment will be scheduled following each test. The team will
compare these results to the baseline and a determination must be made to ‘make additional changes
to the parameter being tuned or return to the prior configuration and select another parameter (o
tune while keeping in mind that significant changes to any one parameter may require the retesting
of some others. Careful work on identifying dependencies up front should minimize this impact.

If defects are identified in the application during testing they will be recorded; however, changes to
the application code should be avoided if possible so as not to affect baseline comparisons. 1f a
change to the application is required new baselines will be established (and possibly the execution
of prior tests to validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of the interface to
rcspond 10 user input. '

During stress/load testing the tester will attempt to stress or load an aspect of the syslcm to the point
of failure. The goal is to determine weak points in the system architccture. The tester will identify
peak load conditions at which the program will faal o handle required processing loads within
fequired time spans.

During Performance testing the tester will design test case scenarios to detemmine if the system

meets the stated performance criteria (i.¢. A Login request shall be responded to in | second or less

under a typical daily load of 1000 requests per minute.). In both cases the tester will determine the
“capacity of the system under a known set of conditions.

1.8 Regression Testing

As a result of the user testing activities, problems will be identified that require correction. The State
will notify ASC of the nature of the testing failures in writing. ASC will be required to perform
additional testing activities in response to State andfor user problems identified from the testing
results. Regression testing means selective re-testing to detect faults introduced during - the
modification effort, both to verify that the modifications have not caused unintended adverse effects,
and to venfy that the modified and related (possibly affected) System components still meet their
specified requirements:
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a.) For each minor failure of an Acceptance Test, the Acceptance Period shall be extended by -
corresponding time defined in the Test Plan.

b.} ASC shall notify the State no later than five (5) business days from the ASC’s receipt of written
notice of the test failure, and when ASC expects the corrections to be completed and ready for
retesting by the State. ASC will have up to five (5) business days to make corrections to the

. problem unless specifically extended in writing by the State.

c.) When a programming change is made in response to a problem identified during usér testing, a
regression Test Plan should be developed by ASC based on the understanding of the program
and the change being made to the program The Test Plan has two objectives:

I.validate that the change/update has been properly incorporated into the program; and
2.validate that there has been no unintended change to the ather portions of the program.

d.) ASC will be expected to:
1. Create a set of test conditions, test cases, and test data that will vahdale that lhe change has
been incorporated correctly;
2. Credte a set of lest conditions, test cases, and test data that will* validate that the unchanged
portions of the program still operate correctly; and
3. Manage the entire cyclic process.

e.) ASC will be expected to execute the regression test, provide actual testing results, and centify its
completion in writing to the State pnor to passing the modified Software application to the
users for retesting,

“1n designing and conducting such regression testing, ASC will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and
effort required for conducting the regression tests. In other words, ASC will be expected to
design and conduct regression tests that will identify any unintended consequences ‘of the
modification while taking into account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests (pen tests), code analysis, and review.

2017-026 Exhibit F Testing Services :
’ Exhibit F Page 24 of 45

ASC Initials’/ \ § '



STATE OF NEW HAMPSHIRE -
Department of Health & Human Services

Automated Hospital Emergency Department Data (AHEDD) System Support -

CONTRACT 2017-026

EXHIBITF
TESTING SERVICES

Service Component

Defines the set of capabilities that: -

Identification and
Authentication

Supports obtaining -information about those pa.mes

-attempting 10 log onto a system or application for

security purposes and the validation of users

Access Control -

Supports the management of permissions for
logging onto a computer or network

Encryption

Supports the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into a’
computer system .

Verification

Supports the confirmation. of authority to enter a
computer system, application or network

Digital Signature

Guarantees the unaltered state of a file

User Management

Supports ‘the administration of computer,
application and network accounts -within an
organization. -

Role/Privilege Supports the granting of abilities to users ar groups
Management of users of a computer, application or network

Audit Trail Capture | Supports the identification and monitoring of
and Analysis ' activities within an application or system

Input Validation

Ensures the application is protected from buffer

overflow, cross-site scripting, SQL- injection, and
unauthorized access of files and/or directories on.
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availabilit r! Tests shall, at a minimum, cover-each of the service components. Test procedures shall
include 3™ party Penetration Tests {pen test) and code analysis and review.

Prior to the System being moved into production, ASC shall provide results of all security testing to
the Department of Information Technology for review and Acceptance. All Software and hardware
shall be free of ma!icious code (maiware).

1.10 Successful UAT Completlon
Upon successful completion of UAT, the State will issuc a Lctter of UAT Acceplance.

1.11 System Acceptance
Upon completion of the Warranty Period, the State shall issue a Letter of Final System Acceptance.
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Ponotration Testing shall Include;

Implement a methodology for penetration testing thal inctudes the following:

- Is based on industry-accepted penetration testing approaches (for exampte, NIST SPE00-115)

- Includes coverage for the entire COE perimeter and critical systems

- Includes testing from both inside and outside the network

+ Includes tesling to valldate any segmentation and scope-reduction controts

- Defines network-ayer penetration tesis to Include components that support network funclions a3 well as operating systems
. Inciudes review and consideration of threats and vulnerabilies experienced in the 1ast 12 months

- Specifies retention of penetration testing results and remediation sctivities results.

Peﬁo:m external penetration tesiing st leas! annually and sfler any significant infrastruciure of application upgrade or
modification (such as an operating system upgrade, a sub-network added 1o the environman), or a web server added to the
environment).

Pedorm intemal penetration testing at least annually and after any significant infrastructure or application upgrade or
modiication {such a3 an operating system upgrade, a sub-network added to the envirenmenl, or 8 web server added 10 the
environment).

~

Exploltable vulnerabilities found during penetration lesting are cormected and testing Is repeated to v-erHy the comections,

If segmentation is uged lo isotate the CDE from other networks, pesform penetration lests at least annually 'and after any
changes lo segmentation controls/methods to verify that the segmeniation methods are operational and efleclive, and Isolate

il out-oi-scope systems from in-scope sysiems,
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1. SYSTEM MAINTENANCE

ASC shall maintain and support the System in all material respects as described in the applicable
program Documentation through the Contract end date.
1.1 ASC’s Responsublllty
ASC shall maintain the Application System in accordance "with the Contract. ASC will not be
responsible for maintenance or support for Software developed or modified by the State.

1.1.1 Maintenance Releases

-

ASC shall make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, at no additional cost.

2. SYSTEM SUPPORT
2.1 ASC’s Responsibility
ASC will be respons:ble for performing on-site or remote technical support in accordance with the
Contract Documents, mcludmg without limitation, the requirements, terms and conditions contained
herein.

As part of the-Sofiware maintenance agreement, ongoing Software maintenance and support levels,
including all new Software releases, shall be responded to according to the following: :

a. Class A Deficiencies (On-site or Remote Support)
For all Class A Deficiencies, ASC shall provide remole diagnostic services, within four (4)

business hours of a request; and
AND
b. Class B & C Deficiencies ~The State shall notify the ASC of such Deficiencies during

regular business hours and the ASC shall respond back within twenty-four (24) business hours
of notification of planned comrective action;

3. SUPPORT OBLIGATIONS AND TERM

31

ASC shall repair or replace Software, and provide maintenance of the Software in accordance

with the Specifications and terms and requirements of the Contract;

3.2 ASC shall maintain a record of the activities related to warranty repair or malnlenance activities
performed for the State;

3.3 For all maintenance Services calls, ASC shall ensure the following information will be collected
and maintained:

I) nature of the Deficiency;
2) current status of the Deficiency;
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3} action plans, dates, and times;

4) expected and actual completion time;

5) Deficiency resolution information;

6) Resolved by whom,

7) Identifying number, i.e. work order numbcr and
8) Issue identified by

3.4 ASC shall work with the State to identify and troubleshoot potentially large-scale System failures
or Deficiencies by collecting the folowing information:
1) mean time between reporied Deficiencies with the Software;
2) diagnosis of the root cause of the problem; and |
3) identification of repeat calls or repeat Software problems.

3.5 If ASC fails to correct a Deficiency within the allotted period of time stated above, ASC shall be
' deemed to have committed an Event of Default, and the State shal} have the right, at its option, 1o
pursue the remedies in Part 1 Section 14, as well as to return ASC's product and-receive a refund
for all amounts paid to ASC, including but not limited to, applicable license fees, within ninety
(90) days of notification 10 ASC of the State's refund request.

Remainder of page intentionally left blank.
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Attachment |: Project Requirements is hereby incorporated within.

BUSINESS REQUIREMENTS

M/0

Y/M/N

VENDOR
COMMENTS

B-§

The Contractor shall dévelop AOI transaction
mapping to the AHEDD database and processing
{similar to A04 registration transactions). Reference
deliverable F-1.i.

Y

B-6

The Contractor shall offload and store historical data,
retaining 5 complete years of data and the current
processing year. Reference deliverable F-1.i.b.

B-7

The Cantractor shall automate processing of misspelled
patient town names to complete assignment 10 a political
town/county/Public Health Region using an cxisting table
with misspelled town names linked to correct political
towns, which NH DPHS will complete. Reference
deliverable F-1.i.d.

The Contractor shall edd Meaningful Use (MU) Stage 3
fields (https://www.dhhs.nh.gov/dphs/
bpthdocurﬁentslmuquickrel‘-pylﬂl8.pdf) and
additional fields to the AHEDD database (such as
Message Event Date/Time - EVN field 2, Admission
Type —~ PV1 ficld 4, Patient Hospital Unit — OBX field 5;
Ciinical Impression ~ OBX field 5, Pregnancy Status -
OBX field 5, Initial Temperature — OBX field 5, Initial
Acuity - OBX 5, and Trave) History - OBX field §).
Reference deliverable F-1i.f.

8-9

The Contractor shall build EP and UC database
infrastructure to accept encounters but identify these
separately from hospital encounters. Reference '
deliverable F-1.i.h.

B-10

The Contractor shall build the capability 1o report triage
notes, report by Hospital Service Areas, surround towns
{using an existing table that NH DPHS to complete), and
other needed Cognos reporting. Reference deliverable
F-l1ij. -
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EXHIBITH
REQUIREMENTS

GENERAL REQUIREMENTS! .
. . ‘ . F e -

™ Y

G-1 | The Contract shall begin on the Initial Project Start Date
and extend through 08/31/2018.

G-2 | Contractor shall participate in an initial kick-off mectingtoj M - Y
initiate the Project.-Reference deliverable F-1.a. :

G-3 | Contractor shall provide Project StafT as specifiedinthe | M Y
RFQ.

G-4 {Contractor shall submit a finalized Work Plan within M Y
ien (10) days afler Contract award and approval by
iGovernor and Council. The Work Plan shall include, a
detailed  description of the Schedule, tasks,
deliverables, task dependencies, and payment
KSchedule. A review of existing documentation will be
done and only notable gap documentation will be
pdded. The plan shall be updated weekly.

G-5 | Contractor shall provide detailed weekly status reports on | M Y
the progress of the Project, which will include expenses
ingurred year '

G-G | Alluser, technical, and system documentation &s wellas | M Y
project schedules, plans, status reports, and
correspondence must be maintained as project
documentation (formatied in Word and located in a
common location as agreed upon with agency).

TECHNICAL REQUIREMENTS *

T-1 | The Solution must comply with Open Standards es M Y
specified in RSA 21-R:10 and 21-R:13, including but not
limited to Open Data Formats ' '
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EXHIBIT I
WORK PLAN

ASC’s Project Manager and the State Project manager shall finalize the Work Plan within ten(10) days of the
Effective Date and further refine the tasks required 10 implement the Project. The elements of the preliminary
Work Plan are documented in accordance with ASC’s plan to implement the Application Software. Continued
development and management of the Work Plan is a joint effort on the part of ASC and State Project
Managers. ‘

The preliminary Work Plan creatcd.by ASC and the State is set forth at the end of this Exhibit.

In conjunction with ASC's Project Management methodology, which shall be used to manage the Project’s
life cycle, the ASC team and the State shall finalize the Work Pian at the onset of the Project. This plan shall
identify the tasks, Deliverables, major milestones, task dependencies, and n payment Schedule required
to implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
ASC team incmbcrs) refine the Project’s scope, and establish the Project’s Schedule. The Plan is
documented in accordance with ASC's Work Plan and shall utilize <SOFTWARE TYPE> to support the
ongoing management of the Project.

1. ASSUMPTIONS (ADD TO/CHANGE THIS AS APPROPRIATE)

A. General )

e The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Stafﬁng
Matrix.

All State tasks must be performed in accordance with the revised Work Plan, )

»  All key decisions will be resolved within five (5) business days. [ssues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

o Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

ASC shall provide a separate escrow agrecment for the application.

» ASC shall maintain an accounting system in accordance with Generally Accepted: Accounting

Principles (GAAP).

E. Logistics ‘

» The ASC Team shall perform'this Project at State faculmcs at no cost to ASC.

o The ASC Team may perform that work at a facility other than that furmshed by the State, when
practical, at their expense.

» The ASC Team shall honor all holidays observed by ASC or the Siate, although with permission,
may choose to work on holidays and weekends.

¢ The State shall provide adequate facilities for the ASC Team, including PCs, phones, Virtusal
Private Network (VPN) access, and modem-based dial-out capability and access to any necessary .
internal State networks and/or soflware (within State standards). A physical workspace for each
consultant, including a desk and chair, with the items mentioned above, shall be provided.
Convenient access to a high-speed printer, a high-speed copier, and a fax machine shall be
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provided to the Project Team, as ‘well as access to conference rooms for meetings. . This space,
equipment, and printer/fax supplies shall be provided at no cost 1o the ASC Team and shall be
availabte when the Project begins.

C. Project Management

» The State shall approve the Project Management Methodology used for the Project.

e The State shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

e A Project folder created within the State system shall be used for centralized storage and retrieval -
of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. ASC's Project Manager will establish and maintain this folder. The State
Project Manager shall approve access for the State team. Documentation can be stored locally for -
ASC and State team on a “shared” network drive to facilitafe ease and 5pecd, of access. Final
versions of all Documentation shall be loaded to the State System.

o ASC assumes that an Alternate Project Manager may be appointed from time to time to handle
reasonable and ordinary absences of the Project Manager.

A. Technical Environment and Mansgement

The State is responsible for providing the hardware, network, and commumcanon facilities

needed to support the Project.

» The State shall provide the hardware and operating system to host the Project’s developmem and
production instances. Hardware arid operating system environments must be sized to support a
minimum of six (6) instances of the applications (instances include: configuration, development,
system/integration testing, Acceptance Testing, training, and production). All instances shall be
installed on similar hardware configurations and operating system.

« The State’s hardware operaling environmen and supporting software shall meet ASC
certification requiréments for the applications deployment being installed. .

‘s The State is responsible for providing the internet access.

»  ASC team shall implement Release XX, Version XXX applications.

e ASC will lead an effort, including the State of New Hampshire Operations Team, 1o identify the
hardware requirements for the development, test and production environments. The State of New
Hampshire shall satisfy those hardware requirements prior to ASC and State of New Hampshire
teams building of the environment. :

* Designated Siate systems personnel shall be avaulablc during normal working hours and for
adjustments to operating systems configurations and tuning,

E. Conversnons
s The ASC Team's proposal is based on the assumption that the State’s techmcal team is capable of
implementing, with assistance from the ASC technical team, a subset of the conversions. The
- ASC Team shall lead the State with the mapping of the legacy Data to the ASC appllcallons
s Additionally, the ASC Team shall:
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1. . Provide the State with ASC application data fequirements and examples, of data mappings,

conversion scripts, and data loaders. The ASC Team shall identify the APIs the State should
_ use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues asseciated with the devclopmcnt and
[mplementation of the conversions.

F. Project Schedule
"« Deployment is planned to begin upon Governor and Exccutive Council approval on or about May
2, 2018, with a planned end date of 8/31/18.

G. Reporting
o ASC shall conduct weekly status meetings, and provide reports that mclude but are not limited
to, minutes, action items, test results and Documentation.

H. User Training

e The ASC Team shall lead the development of the end-user training plan.

e A train the trainer approach shall be used for the delivery of end-user trammg
» The Stale is responsible for the delivery of end-user training.

o The State shall schedule and track attendance on all end-user training classes.

I. Performance and Security Testing
¢ The ASC Team shall provide a performance test workshop to identify the key scenarios to be
tested, the approach and tools required, and best practices information on performance testing.
e The State shall work with ASC on performance testing as set forth in Contract Exhibit F - Testing
Services.

2. ROLES AND RESPONSIBILITIES
A. ASC Team Roles and Responsibilities

1) ASC Team Project Executive -
The ASC Team’s Project Executives (ASC and Subcontractor Project Executives) shall be
responsible for advising on and monitoring the quality of the Implementation throughout the
Project life cycle. The Project Executive shall advise the ASC Team Project Manager and the
State’s Project leadership on the best practices for implementing the ASC Software Solution
within the State. The Project Executive shall participate .in the definition of the Project Plan and
provide guidance to the State’s Team.
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2) ASC Team Project Manager
The ASC Team Project Manager shalt have overall responsibility for the day-to-day management
of the Project and shall plan, track, and manage the activities of the ASC Implementation Team.
The ASC Team Project Manager will have the following responsibilities:

3)

Maintain communications with the State’s Project Manager,

Work with the State in planning and conducting & kick-off meeting,

Create and maintain the Work Plan;

Assign ASC Team consultants 1o tasks in the [mplementation Project atcording to the
scheduled staffing requirements;

Define roles and responsibilities of all ASC Team members;,

Provide weekly and monthly update progress reports to the State Project Manager

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;

Review requirements and scheduling changes and identify the impact on the Project in order
10 identify whether the changes may require a change of scope;

implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

ASC Team Analysis
- The ASC Team shall conduct analysis of requirements, vahdale the ASC ‘Team's undcrsta.ndmg
of the State business requirements by application, and perform business requircments mapping:

Construct and confirm application test case scenarios;
Produce application configuration definitions and configure the applications;
Conduct testing of the configured application;
Produce functional Specifications for extensions, conversions, and interfaces; !
Assist the State in the testing of extensions, conversions, and interfaces;
" Assist the State in execution of the State’s Acceptance Test;
Conduct follow-up meenngs to obtain feedback, results, and concurrenceiapproval from
the State; :
e Assist with the correction of configuration problems identified during system, integration
. and Acceptance Testing; and
*  Assisl with the transition to production.

® & @& & & & @
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4)  ASC Team Tasks
" The ASC 1cam shall assume the following tasks:

Development and review of functional and technical Specification 1o determine that they
are at an appropriate level of detail and quality;

Development and Documentation of conversion and interface programs in accordance
with functional and technical Specifications;

Development and Documentation of installation procedures; and
Development and execution of unit test scripts;

Unit testing of conversions and interfaces developed; and
System Integration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager

The Staté Project Manager shall work side-by-side with the ASC Project Manager. The role of
the State Project Manager is to manage State resources (IF ANY), facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implémentation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State -
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

Plan and conduct a kick-off meeting with assistance from the ASC team;

Assist the ASC Project Manager in the development of a detailed Work Plan; -

Identify and secure the State Project Team members in accordance with the Work Plan, .
Define roles and responsibilities of all State Project Team members assigned to the Project;
Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain {mplementation tasks;
Communicate issues 10 Stale management as necessary to secure resolution of any matter
that cannot be addressed at the Project level, '

Inform the ASC Project Manager of any urgent issues if and when they arise; and

Assist the ASC team staff to obtain requested information-if and when required to perform
certain Project tasks. . ' : '

2) State Subject Matter Expert(s) (SME) :
The role of the State SME is to assist application teams with an understanding of the State’s
currenmt business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following: '
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¢ Be the key user and contact for their Agency or Department;
Attend Project Team training and acquire in-depth functional kriowledge of the relevant
applications;
Assist in validating and documenting user requirements, as needed;
Assist in mapping business requirements;
Assist in constructing test scripts and data;
Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data verification;
Attend Project meetings when requested; and ’
Assist in training end users in the use of the ASC Software Solution-and the business
processes the application supports.

* & & & & 0

3) State Technical Lead ahd__Architcct
The State's. Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

Atiend technical training as necessary lo support the Project;

Assist the State and ASC Team Project Managers to establish the detailed Work Plan;
Manage the day-to-day activities of the State's technical resources assigned to the Project;
Work with State IT management to obtain State technical resources in accordance with the
Work Pian; '

- Work with the ASC Technical Lerd and the State’s selected hardware ASC to architect and
establish an. appropriate hardware platform for the State’s Project devetopment and
production environments;

e  Work in partnership with the ASC and lead the State technical staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
ASC Deliverable and it will be expected that ASC will lead the overall effort with support
and assistance from the State; and

* Represent the technical efforts of the State at weekly Project meetings.

4) State Application DBA (DolT)
The role of the State Application DBA(s) is to work closely with the ASC Team to instalt and
maintain the Application environments throughout the duration of the Project. It is important that
the State Application DBA(s) -assumes responsibility far the support of these environments as
soon as possible and conducts the following responsibilities throughout the Implementation
Project:
* Attend Application DBA training and acquire in-depth technical knowledge of appllcanon
DBA responsibilities, if the DBA has not aiready done s0;

*  Work with the ASC to finalize machine, site, and production configuration;

*  Work wnh the ASC to finalize logical and physical database configuration; _

¢  Work with the ASC to install the ASC tools, and ASC Applications for the

development and training environment;
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s Work with the ASC to clone additional application instances as needed by the
application teams;

e  Work with the ASC upgrades to the Application instances as required by the
Teams. Maintain a consistent and constant parity with all instances as required
by the Application teams;

o  Work with the ASC and the Apphcanon teams to establish and manage an
instance management plan throughout the Project;

e Work with the ASC to establish and execute backup and recovery proccdures
throughout the Project; _

.o Manage Operating System adjustments and System Maintenance to maintain
system configurations and Specifications;

* Work with the Application Teams to manage the availability of .Application
instances throughout the Project;

e Perform routine ASC Application monitoring and tuning; ,

e Work with the ASC to define and test Application security, backup and recovery
procedures; and

e Assume responsibility for the database administration functions, upon transfer of
the Application to the State’s hardware platform.

¢ Develop and maintain role-based security as defined by the Application Teams,

e Establish new ASC Application user Ids; and

e Configure menus, request groups, security rules, and custom responsibilities.

§5) State Network Administrator (DolT)
The State Network Administrator will provide technical support regarding networking
requirements administration. The responsibilities will include:
«  Assess the ability of the State’s overall nerwork architecture and capacity to adequately
support implemented applications; '
« Establish connections among the database and application servers; and
o+ Establish connections among the desktop devices and the Application and database
SETVers.

6) State Testing Administrator
The State’s Testing Administrator will coordinate the State’s testing efforts. Responsibilities
include:
¢ Coordinating the dcvelopmcnl of system, integration, performance, and Acceptance Test
plans;
Coordinating system, integration, pcrformance, and Acceptance Tests;
Chairing test review meetings;
Coordinating the State’s team and external third parties involvement in testing;
Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution; and
Tracking Deficiencies through resolution.
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3. SOFTWARE APPLICATION

The ACS will be making modifications to the existing Oracle.database, AHEDD Java system code,
and Cognos Reporting. .

4. CONVERSIONS/INTERFACES

No conversions or interfaces will be needed.

Remainder of page intentionally-left blank.
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1. LICENSE GRANT

Subject to the payment of applicable license fees set forth iri Contract Exhibit B: Price and Payment
Schedufe, ASC hereby grants to the State a worldwide, perpetual, irrevocable, non-exclusive, non-
transferable, limited license to use the Software and its associated Documentation, subject to the
terms of the Contract. The State may allow its agents and Contractors 10 access and usc the Software,
and in such event, the State shall first obtain written agreement from such agents and Contractors that
each shall abide by the terms and condmons set forth herein.

2. | SOFTWARE AND DOCUMENTATION COPI_ES

ASC shall provide the State with a sufficient number of hard copy versions of the Software's
associated Documentation and one (1) electronic version in Microsoft WORD and PDF format. The
State shall have the right to cdpy the Software and its associated Documentation for its internal
business needs. The State agrees 10 include copyright and pr0praelary notices prOwdcd to the State by
the ASC on such copies.

3. RESTRICTIONS

Excepi as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of ASC’s proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or
c¢. ‘Cause or permit reverse engineering, disassembly or recompilation of the programs. -

4. TITLE

Title, right, and interest (:ncludmg all ownership and intellectual property rights) in the Soﬁwa_rc and
its associated Documentation, shall remain with ASC.

S. VIRUSES

ASC shall provide Software that is. free of viruses, destructive programming, and mechanisms
designed to disrupt the performance of the Software in accordance with the Specifications.

As a part of its internal development process, ASC will use reasonable efforts to test the Software lor
viruses. ASC shall also maintain a master copy of the appropriate versions of the Software, free of
viruses. If the State believes a virus may be present in the Software, then upon its request, ASC shall
provide a master copy for comparison with and correction of the State's copy of the Software.

6. AUDIT

Upon forty-five (45) days written notice, ASC may audit the State’s use of the programs at ASC's
sole expense. The State agrees to cooperate with ASC’s audit and provide reasonable assistance and
access to information. The State agrees that ASC shall not be responsible for any of the State’s
reasonable costs incurred in cooperating with the audit. Notwithstanding the foregoing, ASC's audit
rights are subject to applicable State and federal laws and regulations.
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7. SOFTWARE NON-INFRINGEMENT

ASC warrants that it has good title to, or the right to allow the Stéte to use all Serwces equipment,
and Software (“Material”) provided-under this Contract, and that such Services, equipment, and
Software do not violate or infringe any patent, trademark, copyright, trade name or other intellectual
property rights or misappropriate a trade secret of any third party.

The warranty of non-infringement shall be_an on-going and perpetual obligation that shall*survive
termination of the Contract. In the event that someone makes a claim against the State that any
Material infringe their intellectual property nghts ASC shall défend and indemnify the State against
the claim provided that the State:

a. Promptly noiiﬁes ASC in writing, not later than 30 days afier the State receives actual
written notice of such claim;

b. Gives ASC control of the defense and any settlement negotiations; and

¢. Gives ASC the information, authority, and assistance reasonably needed to defend
against or settle the claim.

Notwithstanding the foregoing, the State’s counse! may pamcnpate in any claim to the extent the State
seeks to assert any immunities or defenses applicable to the State.

If ASC believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, ASC may choose to either modify the Material to be non-infringing or
obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,
ASC may end the license, and require return of the applicable Material and refund all fees the State has
paid ASC under the Contract. ASC will not indemnify the State if the State alters the, Material without
ASC’s consent or uses it outside the scope-of use identified in ASC's user Documentation or if the State
uses a version of the Material which has been superseded, if the infringement claim could have been
avoided by using an unaltered current version of the Material which was provided to the State at no
additional cost. 'ASC will not indemnify the State to the extent that an infringemént claim is based upon
any information design, Specification, instruction, Software, data, or-material not fumnished by ASC.
ASC will not indemnify the State to the extent that an infringement claim is based upon the
combination of any Material with any products or services not provided by ASC wuhoul ASC’s
consent,

Remainder of page intentionally lefl blank,
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WARRANTIES

1.1 Services

ASC warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software
ASC warrants that the SoRftware, including but not limited to the individual modules or
functions fumished under the Contract, is properly functioning within the System, compliant
with the requirements of the Contract, and will operate in accordance with 1hc Specifications
and Terms of the Contract.

For any breach of the above Support and Maintenance warranty, the State's remedy, and
ASC’s entire liability, shall be: (a) the correction of program errors (hat .cause breach of the
warranty, or if ASC cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license and recover the fees paid to ASC for the
program license and any unused, prepaid technical support fees the State has paid for the
program license; or (b) the re-performance of the deficient Services, or (¢) if ASC cannot
substantially correct a breach in a commercially reasonable manner, the State may end the
relevant Services and recover the fees paid to ASC for the deficient Services.

1.3 Non-lnfrlngement
ASC warrants that it has good title to, or the right to allow the State 10 use, all Services,
equipment, and Software (“Material™) provided under this Contract, and that such Services,
equipment, and Software do nol violate or infringe any patent, trademark, copyright, trade
name or other mtellcctual propcrty rights or misappropriate a trade secret of any third party.

14 Viruses; Destructwe Programming

ASC warrants that the Software shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

1.5 Compatibility :
ASC warrants that all System compeonents, including bul not limited to the components
provided, including any replacement or upgraded System Software components provided by -
ASC to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.
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Services

ASC warrants that all Services to be provided under 1he Contract will be provided expedlcmly,
- in a professional manner, in accordance with industry standards and that Services will comply

with performance standards, Specifications, and terms of the Contract.

Personnel

ASC warrants that all personnel engaged in the Services shall be qualified to perform the
Services, dnd shall be properly licensed and otherwise authorized to do 50 under all applicable

Taws.

Breach of Data

The ASC shall be solely liable for costs associsted with any breach of State Data housed at
their location(s) including but not limited to notification and any damages assessed by the
courts. : '

2. WARRANTY SERVICES
ASC agrees {o maintain, repair, and correct Deficiencies in the System Software, including but not limited
10 the individual modules or functions, during the Warranty Period, at no additional cost to the State, in
accordance with the Specifications, Terms and requirements of the Contract, including, without limitation,
correcting all errors, and Defects and Deficiencies; eliminating viruses or destructive programming, and
replacing incorrect, Defective or Deficient Software and Documentation.

Warranty Services shall include, without limitation, the following:

a.
b.

Maintain the System Software in accordance with the Specifications and Terms of the Contract;
Repair or replace the System Sofiware or any portion thereof so that the System operaies in
accordance with the Specifications, terms and requirements of the Contract; -

ASC shall have available to the State on-call telephone assistance, with issue tracking available to
the State, twenty four (24) hours per day and seven (7) days a week with an email / telephone

" response within two (2) hours of request, with essistance response dependent upon issue severity;

On-site additional Services within four (4) business hours of a request;

Maintain a record of the activities related to warranty repair or maintenance activities performed for
the State;

For all Warranty Service calls, ASC shall ensure the following information will be collected and
maintained: 1)-nature of the Deficiency; 2) current status of the Deficiency; 3) action plans, dates,
and times; 4) expected and actual completion time; 5) Deficiency resolution information; 6) -
resolved by 7) Identifying number i.¢. work order number; 8) issue identified by.

ASC must work with the State to identify and troubleshoot potenitially large-scale Software failures

or Deficiencies by collecting the following information: 1) mean time between reported

Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3) identification .
of repeat calls or repeat Software problems; and
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DolT Template 8/22/14
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT K
WARRANTY AND WARRANTY SERVICES

b. Al Deficiencies found during the Warranty Period and all Deficiencies found with the Warranty
Releases shall be corrected by ASC no later than <number of days> business days unless
specifically extended in writing by the State, and at no additional cost to the State.

[n the event ASC fails to correct a Defi iciency within the allotted period of time, the State may, at its
option,: 1} declare ASC in default, terminate the Contract, in whole or in part, without penalty or liability to
the State; 2) return ASC's product and receive a full refund for all amounts paid to ASC, including but not
limited to, any applicable license fees within (90) days of notification to ASC of the State's intent to request
a refund; and 3) to pursue its remedies available at law and in equity.

Notwithstanding any provision of this Contract, pursuant to Contract Agreement -Part 2 Section 13.1, the
Siate’s option to declare ASC in default, terminate the Contract and pursue its remedies shall remain in
effect until satisfactory completion of the full Warranty Period.

3. WARRANTY PERIOD

The Warranty Period shall commence upon the State’s issuance of a Letter of Acceptance for the UAT and
extend for 90 days.

For subsequent.modules or functions, the Warranty period will extend for 90 days after each of the remaining
- major functions or modules, integrated saccessfully with the entire system, recelvcs a Letter of Acceptance
from the State.

The Warranty Period shall remain in effect until the conclusuon or termination ‘of this Contract and any

extensions, with the exception of the warranty for non-infringement, which shall survive the termination of
this Contract.

Remainder of page intentionally left blank.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT L
TRAINING SERVICES

ASC shall provide Training Services as described in:

Exhibit A, Deliverables;

Exhibit B, Price and Payment Schedule;
Exhibit E, Implementation;

Exhibit F, Testing, and

Exhibit |, Work Plan,

*« B & & &

2017-026 Exhibit L — Training Services
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

" EXHIBIT M
Attachments and Incorporated Documents

Attached are:

Contractor’s Certificate of Vote/Authority

Contractor's Centificate of Good Standing

Contractor's Centificale of Insurance

DHHS Exhibits D-J .

DHHS Exhibit K [nformation Security Requirements

Abacus Service Corporation's proposal to the Department of Health & Human-
Services in response to RFP-2017-026, Automated Hospital Emergency
Department Data (AHEDD) System Support and Enhanced Surveillance
Processing, dated November 28, 2017, is hereby incorporated by reference as
fully set forth herein. '

nmoogm»

Remainder of page intentionally left blank.
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIF]éATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS |

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Cenrtification:

ALTERNATIVE 1 - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

ThlS certification is required by the regulations implementing Sections 5151-5160 of the Drug -Fres
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41.U.S. C. 701 et seq.). The January 31,
1989 regulations were amended and published as Par |l of the May 25, 1990 Federal Regisler (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
.each grant during the federal fi scal year covered by the certification, The cerificate set out below is a
material representation of fact upen which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments ‘suspension or
termination of grants, or government wide suspension or debarrnent Contractors using this forrn should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord NH 033016505

1. The grantee certifies that-it will or will continue to provide a diug-free workplace by:

1.1. Publishing a statement notifying employees thal the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for viglation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantes’s pclicy of mainiaining a drug-free workplace,

1.2.3. Any available drug counseling, rehabilitation, ang employee assustance pragrams; and

1.24. The penalhes that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Makmg it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) thal, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the tenms of the statement; and
1.4.2. Notitythe employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such

. convliction;

1.5.  Notifying the agency in writing, within ten calendar days afler receiving notice under

- subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Cerification regarding Drug Free Contractor |nitla!s
Workplace Requirements 0 \ \l _‘B
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Contact Attachment 1 - Department of Health and Human Services Exhibits

New Hampshire bepartment of Heatth and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the

identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar deys of receiving notice under
subparagraph 1.4.2, with respect to any employee wha is so convicted

1.6.1. Taking appropriate personne) action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as

" amended; or _

1.6.2. Requiring such employee to participate satisfaclorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
taw enforcement, or cther appropriate agency,

1.7. Makmg a good faith effort to continue to maintain a drug-free workplace through

implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
conneclion with the specific grant.

Place of Performance (street address, city, county, state, zip code} (list each location)
Check O if there are workplaces on file that are not identified here.

Contractor Name:

10/11/18
Dale

N;me; A
Tile: vfice President

Exhibit D = Certificetion regarding Drug Free Contractor Inltlpls *S
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Contact Attachment 1 - Department of Health and Human Servicas Exhibits

New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Governmenl wide Guidance for New Restrictions oi Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execule the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS '
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance o Needy Families under Title (V-A
*Child Support Enforcement Program under Title IV-0
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

. *Child Care Development Block Grant under Title IV

The undersigned cenrifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement {(and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any.agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member. of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the underslgned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3 The undersugned shail require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
toans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a8 malerial representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this cerification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not tess than $10,000 and not more than $100,000 for
each such failure. .

Contractor Name:

10/11/18

Date Name: A pyil SzlﬁgaD U
Tile: vice President
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New Hampshire Department of Health and Human Services
. Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS '

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contracior's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification: :

INSTRUCTIONS FOR CERTIFICATION ‘ ‘
' 1. By signing and submitting this proposal (coniract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person 1o provide the certification required below will not necessarily result in denial
of participalion in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the cerification. The certification or explanation wil! be
considered in connection with the NH Department of Health and Human Services’ (DHHS),
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a cetification or an explanation shall disqualify such person from participation in
this transaction. ;

3. The centification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If itis later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or defautt.

4. The prospective primary participant shall provide immediate written notice lo the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant leams
that its certification was erroneous when submitted or has become erroneous by reason of changed:
circumstances. ’ :

5. The terms “covered transaction,” “debarred,” "suspended,” “ineligible,” “lower tier covered
transaction,” “paricipant,” *person,” *primary covered transaction,” “principal,” “proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and.
Coverage sections of the rules implementing Executive Order 12548: 45 CFR Pan 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS. :

7. The prospective primary panticipant further agrees by submitting this proposat that it will include the
clause litled "Centification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in a!l solicitations for lower tier covered transactions. L

8. A participant in a covered transaction may rely upon a certification of a prospective parlicipant ina
lower lier covered transaction that it is not debamed, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, bul is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Regarding Debarment, Suspension Contractor Iniliats K;
And Other Responsibility Matters “ $
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Contact Attachment 1 - Department of Health and Human Services Exhibits

New Hampshire Department of Health and Human Services .

Exhibit F

10.

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

Except for transactions authorized under paragra'ph 6 of these instructions, if a participant in 8
covered transaclion knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11,

12.

The prospective primary participant certifies 16 the best of its knowledge and belief, that it and its

principals:

11.1. are not presently debarmred, suspended, proposed for debarment, declared ineligible, or
veluntarily excluded from covered transactions by any Federat department or agency;

11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to abtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrus! -
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity

{Federa), State or local) with commission of any of the offenses enumerated in paragraph (|)(b} B

of this certification; and
11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or loca!) terminated for cause or default.

Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS ‘ ~

13.

14,

10/11/18

By slgmng and submitting this lower lier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals: -

13.1. are not presenlly debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.

13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall atlach an explanation to this proposal (contract).

The prospective lower tier pamcupant further agrees by submitling this proposal (contract) that it wu!l
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

Date

CU/DHHSH 1071 Page 202
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New Hampshire Department of Health and Human Services ‘
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: :

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

‘. the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federa! funding under this statute from discriminating, either in employment practices orin
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act -
requires certain recipients to produce an Equal Employment Opportunity Plan; '

- the Juvenite Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)} which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal )
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 {42 U.S.C. Section 2000d, which prohibits recipients of federal financia!
assistance from discriminating on the basis of race, color, or nationa! ofigin in any program or activity),

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity; )

- the Americans with Disabilities Act of 1990 {42 U.5.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State ang local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Seclions 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. it does not include
empioyment discrimination, ’ : o

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
{V.S. Department of Justice Regutations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13278 (equal protection of the laws for faith-based and community
organizations);- Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations; - : :

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistieblower protections 41 U.S.C. §4712 and The.National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisel for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is @ material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the centification shall be grounds for
suspension of payments, suspension or temmination of grants, or govemment wide suspension or
debarment. -

Exhibh G .
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New Hampshire Department of Health and Human Services
Exhibit G

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipiént will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Depariment of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor’s
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
cenrification: .

. 1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above. : :

Contractor Name:

10/41/18,

Date . Namé: ADri
ame. April Sztaga
Tile:  vsice Presngdem .
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to c¢hildren under the age of 18, if the services are funded by Federa! programs either
directly or through State or local govemments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilties funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
1o comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Seclion 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, 1o execule the following
" certification;

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
wilh al! applicable provisions of Public Law 103-227, Pant C, known as the Pro-Children Act of 1994,

Contractor Name:

10/11/18

Date’ : ‘ Name: April Szlaga
Title: - Vice President

Exhibi H ~ Certlficalion Regarding Contractor Inflials is_
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually (dentifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Assaciate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the Staté of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.’

b. “Business Associate” has the meamng given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. “Covered Eptity” has the 'meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. ‘

d. "Designated Record Set” shall have the same meanmg as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation™ shall have the same meaning as the term “data aggregatlon in 45 CFR
Section 164.501.

f. - “Health Care Operations” shall have the same meaning as the term “health care operations”
' in 45 CFR Section 164.501.

g. "HITECH Act" means the Mealth Information Technology for Economic and Clinical Health
Act, TitleX|ll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountablllty Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health -
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160.103
.and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g). - .

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services. '

k. “Protected Health Information™ shall have the same meaning as the term “protected health _
information® in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

Contractor [nltials L

2014 Exhiblt |
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0.

“Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or.
his/her desugnee

- ecuriy Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protecled Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusable, -
unreadable, or indecipherable to unauthorized individuats and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards

institute.

(2)

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH -

Act,

Business Assoclate Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PH!:
I For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below, or
. For data aggregation purposes for the health care operations of Covered
Entity. ’

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying -
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Business
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PH! pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PH! in violation of
such additional restrictions and shall abide by any additiona} security safeguards.-

Obllqatlons and Activities of Buslness Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the

" protected health information of the Covered Entity.

The Business Assaciate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be

_ limited to:

o The nature and extent of the protected health information involved, mcludmg the
 types of identifiers and the likelihood of re-identification;
o The unauthorized person used the protected health information or to whom the
disclosure was made,
o Whether the protected health information was actually acqu:red or viewed
o _The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity..

The Business Assocnate shall comply with all sectlons of the Privacy, Security, and
Breach Notification Rule. .

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. |

Business Associate shall require all of its business associates that receive, use or have.
access to PH! under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or gestroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor’s business associate
agreements with Contractor's intended business associales, who will be receiving PHI-

Exhibit | Contractor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and dlsclosure of
protected health informaticn.

Within five (5) business days of receipt of 2 written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days of receiving a written request from Covéred Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record

. Set, the Business Associate shall make such PHI available to Covered Entity for
-amendment and incorporate any such amendment to enable Covered Entlty to fulfill its

obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHi and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
1o Covered Entity such information as Covered Entity may require to fulfill its obfigations
1o provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Sectlon 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of respanding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify .
Covered Entity of such response as soon as practicable.

Wlthm ten (10) busmess days of termination of the Agreement for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. if return or
destruction is not feasible, or the disposition of the PHI has been otherwise -agreed to in

_the Agreement, Business Associate shali continue to extend the protections of the

Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business ( S
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Associate maintains such PHI.  If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its

‘Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section

164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associaté of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall profnpt!y notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate’
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity _
determines that neither termination nor cure is feasible, Covered Entity shall report the
wolanon to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended. -
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and

_Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. ' Z
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e, Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which ¢an be givén effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the

defense and indemnificalion provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit .

Abacus Service Corporation

2
TWe QO Name of the Contractor
ocll N .

Slgnature of AdthGrized Representative  Signaturd of AuthokZed F{e))resentative

[isa Moeeis April Szlaga
Name of Authorized Representative Name of Authorized Representative
Digeckor  DPHS Vice President _
Title of Autharized Representative Title of Authorized Representative
0R([IK 1011/18 '
Date Date
\)
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CERTIFICATION REGARD[NG THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA} COMPLIANCE

‘The Federal Funding Accountability and Transparency Acl (FFATA) requires prime awardees of individual
‘Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related {o executive compensalion and associated first-tier sub-grants of $25,000 or more. If the
inittal award is below $25,000 but subsequent grant modifications result in 8 total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
_ Department of Health and Human Services (DHHS) must report the following infarmation for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)
. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenyes are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made. ,

The Contractor identified in Section 1.3 of the Genera! Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
-and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor’s representative, as identified in Sections 1.11 and 1,12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

10/11/18
Date

Neme: April Szfa \l_)
Titie: Vlce Presiden

Exhibit J — Certification Regarding the Federal Funding Contractor Inliiats
Acoounlabimy And Transparency Act (FFATA) Compliance ) i
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate. '

179270991

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracls,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracls, loans, grants, subgrants, and/or
cocperative agreements?

X NO YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securilies
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or seclion 6104 of the Internal Revenue Code of
19867 :

NO YES
If the answer to'#3 above is YES, stop here
If the answaer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: :

Name: Amount;

Name: : ‘ Amount:
Name: - ‘ Amount:
Name: Amount:
Name: Amount:

Exhiblt J — Centification Regerding the Federa! Funding Conlractor Initigls _/ ;;
: Accountabllity And Transperency Act (FFATA) Compliance ‘ %
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access,.or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable iriformation,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security incident” shall have the same meaning “Computer Security
Incidént” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. T ‘.

3. “Confidential Information” or “Confidential Data™ means all confidential information
- disclosed by one party to the other such as all medical, health, financial, public’ _
assistance benefits and personal information inctuding without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. '

Confidential Information also includes any and all information owned or managed by
‘the State of NH - created, received from.or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial Information
(PF1), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4;. “End User” means any person or entity (e.g., contractor, contractor’s employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. “HIPAA” nieans the Health Insurance Portability and Accountability Act of 1996 and’
the regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to-a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or

V4. Las! update 2.07.2018 Exhibit K Contractor Initials 2 E '2
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‘consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents,.and misrouting of physical or electronic
mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and.approved, by
means of the State, to transmit) will be considered an opén network and not
adequately secure for the transmission of unencrypted Pl, PF1, PHI or confidential
DHHS data.

8. “Personal Information” (or “PI’*) means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal -
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is
linked or linkable t6 & specific individual, such as date and place of birth, mother’s
maiden name, etc.

9. “Pri{vacy Rule” shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the
United States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI™) has the same meaning as provided in the
definition of “Protected Health Informauon” in the HIPAA Privacy Rule at 45 C.F.R.
§ 160.103.

»

I1. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

I. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
“including but not {imited to al! its directors, officers; employees and agents, must not
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use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rute.

2. The Contractor must not disclose any Confidential nformation in response to a
request for disclosure on the basis that it is required by law, in response to a subpoena,
et¢.,.without first notifying DHHS so that DHHS has an opportunity to consent or
object to the disclosure.

3. 1f DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or.disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
" DHHS for the purpose of inspecting to conﬁrm complmncc with the terms of this
Contract. .

[l. METHODS OF SECURE TRANSMISSION OF DATA

I. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by -an expert knowledgeable in cyber security and that said
application’s encryption capabilities ehsure secure transmission via the internet. .

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS dats.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypled and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be secure.
SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data. ' : :

6. Ground Mail Service. End User may only transmit Confidential Data via certified
ground mail within the continental U.S. and when sent to a named individual.
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7. Laptops and PDA. !f End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. [f End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User’s mobile device(s) or laptop from which information will
be transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. 1f
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will

. be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). '

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

1. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor witl only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted

" under this Contract. To this end, the parties must: '

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. :

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. ' The Contractor agrees to provide security awareness and education for its End Users
* in support of protecting Department confidential information.

4, The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section 1V. A.2
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5. - The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compllant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protectipn.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulncrablllty of the
hosting infrastructure,

‘B. Disposition

I.  If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepled standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for
Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department -
upon request, The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

- A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
. derivative data or files, as follows:

I. The Contractor will maintain proper security controls to protect Department

V4, Last update 2.07.2018 . ' Exhiblt K Contractor inkiets / t_g

OHHS Information

Security Requirements ’
Page 6 of § ose JOLU 1S



New Hampshire Department of Health and Human Services
' Exhibit K

confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the media

" used to store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
" where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support-of protecting Department confidential information..

6. 1f the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those
for the Contractor, including breach notification requirements.

7. The Contractor wil| work with the Department to sign and comply with al) appllcablc
State of New Hampshlre and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining

-and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any appllcable sub-contractors prior to system access
being authorized.

8. 1f the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsuble for malntammg compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.
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10. The Contractor will not store, knowingly or unknowingly, any State of New
Hampshire or Department data offshore or outside the boundaries of the United States
uniess prior express written consent is obtained from the Information Security Office
leadership member within the Department.

I1. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the’
privacy and security of Confidential Information, and must in all other respects
maintain the privacy. .and security of Pl and PHI at a level and scope that is not less

.than the level and scope of requirements applicable to federal agencies, including, but
not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy
Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (43 C.F.R. Parts
160 and 164) that govern. protections for individually identifi able health information
and as applicable under State law.

13. Contractor agrees to establish and maintain appropriale administrative, technical, and
_ physical safeguards to protect the confidentiality of the Confidential Data and to

prevent unauthorized use or access 10 it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer, and additional email
addresses provided in this section, of any security breach within two (2) hours of the time
that the Contractor learns of its occurrence. This includes a confidential information
breach, computer security incident, or suspected breach which affects or includes any
State of New Hampshire systems that connect to the State of New Hampshire network.

§5. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to perform
their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
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implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. -ensure that laptops and other electronic devices/media containiAng PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted+and bcing
sent to and being received by email addrcsses of persons authorized to receive
such information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Inforration received under this Contract and individually

" identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g only authorized End Users may trarismit the Confidential Data mcludlng any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section 1V above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of thc
circumstances involved.

i. understand that their user credentials (user name and paséword) must not be_
shared with anyone. End Users will keep their credential information secure.
This applnes to credentials used to access the site directly or mdtrcctly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data .
is disposed of in accordance with this Contract. : )

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor leams of their occurrence.

~

The Contractor must further handle and report Incidents and Breaches involving PHI in
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accordance with the agency’s documcnted Incident Handling and Breach Notification

" procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’s compliance with-all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will:

. Identify Incidents;

2. Determine if personally identifiable mformanon is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to [ncidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and, contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. ‘

Incidents and/or Breaches that |mpl|cate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TQ CONTACT

A. DHHS contact program and policy:

(Insert Office or Program Name)
(Insert Thtle)
DHHS-Contracts@dhhs.nh.gov

B. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

C. DHHS contacts for Privacy issues:
. DHHSPrivacyOfficer@dhhs.nh.gov

D. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov -

E. DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy‘Ofﬁcer@ahhs.nh.gov
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