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State of Peto Bampshire

DERARTMENT OF SAFETY:
JAMES:H-HAYES BUDG. 33'HAZEN DRs
CONCORD, N.H. 03305
(6035:271:2791

ROBERTL QUINN’
COM\«IISSIONFR OF

A
SAFETY IO__(_:_}QI;::{.BP__,"'.?O?Q

Hig E‘«:cllcqcy. Governor Chnslopherfl‘ Supuny
anq the Honorab!c Councﬂ

Stale Housc

Concord Ncw Hampslurc 0330!

Requested Action
= ——C——

T

Pursuanl, 1o RSA 21-P:43: the Departiment ofaSafety, Division of'—Ftrg Safcty. Qffice.of the Eire Marshal (EMO) requests
aulhonzauon o amend lhc solc source contract w:lh AnslaTek lnc of. Larﬂ‘nc WY, 82070 (VC#3 I0049 B_gOI) by increasing,
lhc l:censc rcncwal hm:lanon I'or bmh year 2.and ycar 3 m-lhc»amounl of S‘) 325 OOJcach ycar 'for~a~total"‘|ncreasc of
518 650 00; (hcreby brmgmg “the lotal conlracl -amounl from- 357,290 0010 $75 940 OOAO Incrcasc currcnli softwnrc

c'é"p"abllmes Efﬁ:cuvc upon Govcrngr' andet Councnl approval lhrough-Seplcmb?r I8;,-20£‘L:Fi2d|ng source: 1 00% Fedéral

Funds - e S H R, Rher e WiEst £ FOTARp o Tiimats

A gl : Rl S .-..« o . !

Fundmg is available in thc SFY 707I operatmg b'ﬁ{lgclgfollicqiw; N
02-73 23-2360 1090040000 Dept. -ot’ Safety - Homcland See- Emcr Mgml - HMEP Grgnl SEY 203).
038- 500]77 chhnology Soﬂwarc Software License/Maint. Main frame/Network: : $12:650.00

Acnwty Code: 23HMEP2020!
02423:93-136010:80920000 " Dcpt ofSafcty. Fomeland. Scc-Erﬁiﬁ'gMgml— 100% EMPG Local Match:

) 085-588599 Trans. fed fufids to'othr : agcm:y' Federal, . 3 +=$:000:00.
Actlwty Code: 23EMPGr7019 ’ ‘ . § tal, $18,650.00

Tage b

ThIS- conieact amendinent: will “ificrease. the capabnhhes*of ‘the; cufrent. P8|m10p Emcrgency Action. for Chcm:cals (PEAC)‘*
soﬂwarc.va hazardous malenaISe(Hazmalj software™suilerused. for- cmergcncy-plannmg:andercsponsc They Of’ﬁccfof the-Fire:
Marshiall andall Regional Hazmat*Teams have; access to itic: PEAG: software., THis) arieiidment adds * worsl-mcasc Hazdrd.
" assessmient and analysisefincuionality dnd:a' Tier I rcportmg ponal solytigh.

Th ""worsl:casc hazard ‘asessmient: will be: avmlnbl“fto ihe, Office ice! >of: |hc‘F1re Marshall'and. (He! Regaonal Haziat- teams"Thls
funcnonahly “will help aII hazmat!l rcsponders? toi dcchOpx Spec:fclplans Tor comm‘oduy subslance and sluppmg ‘contaitier’
incidenits across: thie statew The Tier [T repor‘ungr ponaliwn'l'l"'be made’ avdilable to ail facilities in lhc‘SIBICI who! are’ currenlly
rcqunred.to report tlieir hazardoussubstances to the FMO: These facilities: will now:Berabledts enter’ Tler-ll‘reporung directly

“into,the:PEAC software:making for'a; .more efficient and effective Tier [hreporting proccss

Thé; purchase of lhc addmonal soﬂware funcuonalmcs‘ witl be: fundcd from; thc FFY 20 Hazardous- Matenals‘ Emcrgcncy
Prcparcdncss (HMEP) Grant ngram andttie FFY'2019 Emergency Managcment Performarice Grart.(EMPG) program.

I ihe event thai Federal Funds are no. longer: available; General Funds and/or. nghway ‘Euhds will ndt be fequested o § pé
this prograim.

Respectfall§:3¢Bmit

Robcn L. Qlinf
Conimissioner of Saféty-



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

October 26, 2020

Robert L. Quinn
Commissioner of Safety
Department of Safety
33 Hazen Drive
Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to amend a SOLE SOURCE contract with AristaTek, Inc., as described
below and referenced as Dol T No. 2020-018A. '

The purpose of this request is to amend an existing contract with AristaTek, Inc. to include
an annual update to the “Worst Case Analysis” data. Furthermore, the software will
undergo the addition of a portal to directly upload the agencies Tier 1l Submit forms to
AristaTek, eliminating the need for the Department of Safety to receive and manage the
Tier II data. '

The funding amount for this amendment is not to exceed $18,650.00, increasing the current
contract from $57,290.00 to $75,940.00, with no change of the current completion date of
September 18, 2022. This amendment shall become effective upon the Governor and
Executive Council approval through September 18, 2022.

A copy of this letter should accompany the Department of Safety’s submission to the Governor and
Executive Council for approval.

Sincerely,
Denis Goulet
DG/kaf

DolT #2020-018A
cc: Ronald Reed, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow”



Contract Amendiment

Additional Funding and Software Capabilities
(Purpose for Contract Amendment)

AristaTek, Inc.
(Contractor)

It is hereby agreed that the initial contract, approved by Governor and Council on October 23, 2019, ltem #85,
between AristaTek, Inc. of Laramie, WY 82070 (VC#310049-B001) as “Contractor” and the Department of
Safety, Division of Fire Safety, Office of the Fire Marshal {(FMQ) as “State,” 1o procure Palmtop Emergency
Action for Chemicals (PEAC) Software, is amended as follows:

1, GENERAL PROVISIONS, Section 1.8, Grant Limitation;
Delete in its entirety and replace with $75,940.00. !

(This amount includes the initial contract amount of $57,290.00 with the addition of $6,000.00 ($3,000/year) for
the Tier I Reporting functionally and $12,650.00 ($6,325.00/year) for the * Wdrst Case’ Analysis functionality.)

2. PART 2 — INFORMATION TECHNOLOGY PROVISIONS, Contrac; Cover She;:t, Amount of Contract;
Delete in its entirety and replace with $75,940.00.

PART 2 - INFORMATION TECHNOLOGY PROVISIONS, Ir.1troduction, Paragraph 2;

Delete item in its entirety and replace with:

AristaTek is looking to provide the State with Palmtop Emergency Action for Chemicals (PEAC) software, a
hazardous materials (Hazmat) software suite for emergency planners and responders. PEAC software consists of a
suite of software products that are designed to operate in both offline and online environments assuring
functionality during an emergency. PEAC is organized into four main functions that serve emergency planners
and responders for Hazmat: technical reference and research, hazard modeling and safe stand-off mapping,
Incident Command System (ICS)/National Incident Management System (N]MS) Reporting, and Tier 1l fixed-
facility management.

This contract will provide the State of New Hampshire with the following functionalities; perform ‘worst case'
hazard assessment and analysis on commodity substances and shipping containers, up to 1000 combinations. This
process includes PEAC 2 step data match and file conversion for access to PEAC technical reference, modeling
and analytical tools inside PEAC-WMD and PEAC-WEB to be used for emergency planning and preparing
hazmat exercises. ‘Worst Case' analysis will be delivered via AristaTek hosted secure web service PEAC-WEB
available to New Hampshire Fire Marshal office and Regional hazmat teams only. Renewals provide updates and
tech support for one year, 3 hours of online training, PEAC WEB access and Monlhly Training Tuesday
Webinars. The "Worst Case' hazard assessment reports will be generated for each commodity using proprietary
hazard analysis in order to highlight specific hazards in more detail along with'a map of the worst case model.
The "Worst Case' hazard assessment reports are delivered in data file viewable within PEAC-WMD software, with
additional access to 1504 delineated commodity substances. The hazmat substances are represented on maps by
an NFPA Hazmat Diamond/Shipping Container icon that shows the highest value in each quadrant based on
chemical, and allows users to move icon to mimic hazards in different areas of‘ the map.
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The PEAC - TIER 1 Portal Solution will provide access for facilities in New Hampsh:re to upload their Tier 1}
report to PEAC, thus eliminating the need for the State to receive and forward the data to PEAC.

3 PART 3 — Exhibit B, Price and Payment Schedule, Section 1.1, Firm Fixed Price;

Delete item in its entirety and replace with:

Activity, Deliverable or Milestone Projected Delivery Date | Price
i Signing of Vendor Contract 9/23/2019 $10,000.00
2 Software Installation 10/14/2019 $10,000.00
3 Training 10/21/2019 $10,000.00
4 Annual Licensing and Renewal 10/1/2020 $19,970.00
5 Tier 1l Reporting Capability 10/1/2020 $3.000.00
6 Annual Licensing and Renewal 10/1/2021 $19,970.00
7 Tier 1l Reporting Capability 10/§/2021 $3,000.00

PART 3 ~ Exhibit B, Price and Payment Schedule, Section 1.4, SAAS Services Pricing Worksheet, Table 1.4;

Delete item in its entirety and replace with:

SAAS SERVICES Year | Year 2 Year 3 TOTAL

Deployment and Installation of | $30,000 $30,000

Licenses

Annual Licensing & Renewal 519,970 $19,970 ! $39,940

Tier 1l Reporting Capability $3,000 $3,000 | $£6,000

GRAND TOTAL i $75,940

4. All other provnsnons of the contract, approved by the Governor and Execuuve Council on October 23,

2019 shall remain in full force and effect.

S Tomen Jy

(Contractor) /
By: Q. Bueypee King
Title: __ (2L ED
Company: A risne Tek. L.
State of : ___ LV YO Mynl 4,
Countyof: __ M eRanm ¢

On the 3() day of

appeared before me in the state and county foresaid,
a person whao satisfactorily identified himself as
! and
acknowledged that he; executed this document.
I

In witness whereof, [ hereunto set my hand and

N :

@mnce of the Peace

My Commission Expires: \Z/%/mo

ra s ol o s 2 22 ol il lads

Jordan Marun Notary Public
Zeilow  Stateo! ¢

20f3 i Albany Rl z
ie3 Decarsbes 28, 2020

i

, 20¢0 there



(Affix Seal)

STATE OF NEW HAMPSHIRE

Govemnor and Council of New'Hampshire

On____ - 20

Signed:____ - Title:
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CORPORATE RESOLUTION

I, __John'S. Nordin hereby certify that | am duly elected

Corporate ‘Secretary and Director of __ AristaTek, lric:

| hereby certify the attached is a true copy of a-vote taken at'a meeting of the;Board of

Directors/shareholders, duly called and held on _August 16,2001 at which-a

quorum of the Directors/shareholders were present and voting.. The resolution
authorized.S. Bruce King to act as the CEO (Chief Executive Officer). and.bind the

corporationi by signing contracts, agreements, and other instruments, as:necessary.

| hereby certify that said vote has not.been amended or repealed and.remains:in full

force:andeffect as.of _Der. 22, 2020 . Ifurther certify’thatit is understood that

the, -St’aiei of New, H'amps'hire will ‘rely on this:certificate as evidence that the person

(Naiie & Title)

State: Wyoming

County:, A’Ib’any‘

On;this: 98 day of Cekolna 2020, before me, _Angelita. P. Candelaria _;the
undermgned officer, personally appeared John:S. Nordln known'to me to be

the person whose hame!is sighed.on the foregoing document: and acknowledged tame:
the he signed voluinitarily for.its:stated purpose-and-that.itwas his free act and deed.

Inviwithgss théreof, | heréinto Set my harid and official seal.

Justice of the Peace/Notary'
Corhmission Expires; & -3 -8t




State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby centify that ARISTATEK, INC is
a Wyoming Profit Corporation registered 1o transact business in New Hampshire on September 10, 2019. T further certify that all
fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concemed.

Business [D: 826986
Certificate Number: 0005013262

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 30th day of September A.D. 2020.

or Lk

William M. Gardner

Secretary of State




STATE OF WYOMING
Office of the Secretary of State

I, EDWARD A. BUCHANAN, SECRETARY OF STATE of the STATE OF WYOMING, do
hereby certify that according to the records of this office,

Aristatek, Inc.
is a
Profit Corporation

formed or qualified under the laws of Wyoming did on January 19, 1999, comply with all applicable
requirements of this office. Its period of duration is Perpetual. This entity has been assigned entity
identification number 1999-000341252.

This entity is in existence and in good standing in this office and has filed all annual reports
and paid all annual license taxes to date, or is not yet required to file such annual reports; and has
not filed Articles of Dissolution.

| have affixed hereto the Great Seal of the State of Wyoming and duly generated, executed,
authenticated, issued, delivered and communicated this official certificate at Cheyenne, Wyoming
on this 30th day of September, 2020 at 4:08 PM. This certificate is assigned ID Number
039404435.

Secretary of State

Notice: A certificate issued electronically from the Wyoming Secretary of State's web site is immediately valid and
effective. The validity of a certificate may be established by viewing the Certificate Confirmation screen of the
Secretary of State's website https://wyobiz.wyo.gov and following the instructions displayed under Validate Certificate.
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CERTIFICATE OF LIABILITY INSURANCE

ARISINC-02 DELETOQURNEAU
DATE (MWODO/YYYY)

7/27/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE GERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW, THIS CERTIFICATE QF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER({S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. -~

IMPORTANT;

If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an gndorsement. A statement on
this certificate does not confer rights to the certificate hotder in liev of such endorsement(s).

PRODUCER _ﬁgﬂpﬁ Denise Letourneau
PHONE FAX
SO ERSL Statos e A2 . (307) 233-8301 [0 e
Casper, WY 82601 | 52ikag, dletourneau@wercs.com
INSURER({S) AFFORDING COVERAGE NAIC #
wsurer a;: Admiral Insurance Company 24856
INSURED | INSURERB ;
Arista Tek, Inc. INSURER C :
710 Garfield Street, #220 INSURER D ;
Laramle, WY 82070
INSURERE :
INSURER F -
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INeR TYPE OF INSURANCE i POLICY NUMBER A Bean | (O] LMITS
A | X | COMMERGIAL GENERAL LABILITY EACH OCCURRENGE s 1,000,000
| cLams-auae [ X ] occur FEIECC1648507 71312020 | 7113/2021 | BAMACE TORENTED $ 50,000
L MED EXP (Anyone person) | § 5,000
- PERSONAL & ADV INJURY _ | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3 2,000,000
I L ﬁ 5 D Loc PRODUGTS : COMPIOP AGG | § 2,000,000
QTHER: 3
A | AUTOMONILE LIABILITY (OMENE JINGLELIMIT | ¢ 1,000,000
|| ANy AuTO FEIECC 1648507 711312020 | 7/13/12021 | BoDILY INJURY (Fer person) | $
OWNED SCHEDULED
|| AuTOoS OMLY AUTOS BODILY INJURY {Per sccident) | §
i ROV omer RTINS m" s $
$
A [ X | umBRELLA LIAB | X | occur EACH OCCURRENGE [ 1,000,000
EXCESS LIAB CLAIMS-MADE FEIEXS2310104 711312020 | TH3/2021 AGGREGATE s 1,000,000
oeo | | Rerenmons s
A IWORKERS COMPENSATION I PER ] OTH-
g STATUTE ER
Pt SRR 71 FEIECC1648507 STOP GAP | TH3/2020 | 7H3/2021 |, o0 b : 1,000,000
mcemﬁuwa EXCLUDED? NiA N 1,000,000
datory in NH} E.L. DISEASE - EA EMPLOYEE] § fndeled
gé"gg'grrnon%emmns betgw E.L. DISEASE - POLICY LIMIT | § 1,000,000
A |Professional Liab FEIECC1648507 71372020 | 7143/2021 |Claim Expense Limit 1,000,000
A |Professional Liab FEIECC1648507 7/13/2020 | 7/13/2021 [Claim Expense Aggr 2,000,000

GESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additlonal Remarks Schedule, may be sttachad If more spaca Is required)

CERTIFICATE HOLDER

CANCELLATION

NH Dept. of Safety
33 Hazen Drive
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



State of Wyoming

Department of Workforce Services
5221 Yellowstone Rd
Cheyenne, WY 82002

Mark Gordon 307.777.6763 - Fax:307.777.5208 Robin Sesséons Cooley, J.D.
Governor http:/iwww. i kforce. irector
P wyomingworkiorce.org Elizabeth Gagen, J.D.
Deputy Director
Recipient: Employer:
NEW HAMPSHIRE FIRE MARSHAL OFFICE ARISTATEK INC
Aitn: JAMES STONE 710 E GARFIELD ST STE 220
33 HAZEN DR LARAMIE, WY
CONCORD, NH 03301 82070-3912

WORKERS" COMPENSATION CERTIFICATE OF GOOD STANDING

Mail Date: 9/30/2020
EXPIRATION DATE: 9/30/2021
Job Reference: Hazardous Materials Response and Reporting Software

This is to certify that the above named employer is in compliance with the Wyoming Workers' Compensation Act.
The account is in good standing as of the above date.

Wyoming Workers' Compensation monthly/quarterly payroll reports shall be submitted and payments made on or
before the last day of the month following the month for which the earnings are computed and paid. Prime
contractors may verify good standing of a sub-contractor's business by contacting the Division by telephone, after
the initial certificate has been issued.

In private work, a contractor is liable for the payment of Workers' Compensation premiums for the employees of
any subcontractor, if the subcontractor primarily liable has not paid the premiums as provided in the Act, pursuant
to Wyoming Statute 27-14-206. Contractors should request a Certificate of Good Standing from the subcontractor
before making final settlement of the contract,

If you have any further questions or concemns, please contact our office at 307-777-6763.

Sincerely,

Office Support Specialist
Division of Workers' Compensation



State of Wyoming

Department of Workforce Services
Unemployment Tax

qoaKFOQC

y h/ Jj',l/l/ "'

‘Ewwcfﬁ P

P.Q. Box 2760
Mark Gordon ' Casper, WY 82602 2760 Robin Sessions Cooley, J.D.
Governor Phone 307-235-3217 Direclor
Fax 307-235-3278 Elizabeth Gagen, J.D.

Deputy Director

NEW HAMPSHIRE FIRE MARSHAL OFFICE
JAMES STONE

33 HAZEN DR

CONCORD, NH 03301

UNEMPLOYMENT INSURANCE CERTIFICATE OF GOOD STANDING

CERTIFICATE
NUMBER: 103126
ONLY VALID AS ISSUED TO: NEW HAMPSHIRE FIRE MARSHAL OFFICE
EFFECTIVE DATE: 9/30/2020
EXPIRATION DATE: 0/30/2021
PROJECT: Hazardous Materials Response and Reporting Software

A review of the Division files indicates that ARISTATEK INC is in compliance with the Wyoming Unemployment
fnsurance requirements as of the effective date shown above.

This certificate holds you, the recipient, harmless for unpaid Unemployment Insurance debt owed by the certified
company during the period set forth above. If you continue to use ARISTATEK INC after the expiration date of this
certificate, you may be held liable for their unpaid Unemployment Insurance debt pursuant to Wyoming Statute 27-
3-502(6).

ARISTATEK INC
710 E GARFIELD ST STE 220
LARAMIE, WY 82070-3912
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State of Nets Hermpshire

DEPARTMENT OF SAFETY:
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCOQORD, N.H. 03305

603-271-2791 RO# 196 7Z (,

. ROBERT L QUINN
COMMISSIONER OF SAFETY L
-September's, 2019

His: Excel]ency, _Gcwcmor Christopher’ T, Suhuny ’ #as
and' 'Honorable Council, 4 =
State House ! /0 - 23~ Zoiq

Concord; New Hampshire 03304

‘Reqiigsted. Actioin
Pursuaiit ito’ RSA 21-P:43; the Department ‘of Safety,. Division ‘of Fire Safety; Office of the:Fire-Marshal :(FMO): requests
authorizanon to-erniter into a'sole:sourcé contrac wuh AristaTek, | ]nc of Laramle _W‘_{ 82070 (VC#3IOO49-BOOI) to-procure
Palintgp; Emergency Action; for Chcm:ca]s (PEAC) Soﬁware inta, total amount: of $57 ,2 90.00.. Effective:upon: Governor and
Council approvall through Septcmber 18,2022: wnth an optmn to fenew’ for two addmonal years at’ the sofe discretion:of the
State.. Fundmg solircé; 100%.Federal Funds,

Fundmg ds: anuc:pated 19 bg. available jin: the: SFY 2020 opcratmg budget and conungent ‘on avallablllry and contmucd_

appropnatmns iniSFY 2021 and :SFY: 2022 with ‘the authonty to adjist between: fiscal years- through {he ‘Budget Office if

reéded andj__t.ls.uﬁe.d : :

02:23-23-238010:53110000 Diépr, of Safety.~Div. of Fire Safety. - HMER'Grant. SEY:2020  SFY2021  §FY 2072

038—500177 Grams to Local Gc‘:iv'?.t;-'l?é_de“r_a_l $30,000.00° $13,645.000 i$13;645:00:
=Eig"lﬁii§tiiiii

'Ihls~contract 15 sole -source: bccausc lhe one proposa] recelved m fesponse.toda request for’ proposal51 rclensed 0n Augusl 5..

hamrdous matenals response: and reponmg soﬁware provxded by
_ Chemnca!s (PEAC) soﬂware w:II allow the Dmsmn,of Fn'e Safety

(tcchmcal reférence and rcscnrch, haznrd mode!mg»and sife ;stand-oﬁ‘ mappmg, ahd, Ingident _~~_-or_._nmand Systerﬁ ilCS]INanonaI

Tncident Management System [NlMS} Reponmg)
“The contmct w111 bc t‘unded ﬁ-om the FF A 18 Hazardous Matenals Emergency Prcparedness (HMEP) Gram__Program wh:ch
'and Hamdous Matcnals Safcty Admlmstrauon (PHMSA) to shpp' .rt ac

‘handling ‘bazardous: materials mc1dents, o~ éfiliafice implémentation; - thie Emergency P_nm‘r;g” and Comrhumty R:ghtato-
Know Act (EPCRA), and:to:encourage a comprehens:velapproach 1 Emergency Waining arid planning:;

‘In:tiie-evenitthat Federal Funds:are nolonger availablé, Geriersl Funds:and/ar Highway Funds:will not be:réquested to:support
‘this program. )

‘Respectfully ubmiitted;

Roben L JQuum
«Commissioner;of- Safety

TOOACCESS RELAY NH (7-1-1)-




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

September 17,2019

Robert L. Quinn
Commissioner of Safety
Department of Safety
33 Hazen Drive
Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a SOLE SOURCE contract with AristaTek, Inc. of
Laramie, WY as described below and referenced as DolT No. 2020-018.

The purpose of this request is to enter into-a contract with AristaTek, Inc. to provide the
Department of Safety (DOS), Division of Fire Safety, Office of the State Fire Marshal
(FMO), with Palmtop Emergency Action for Chemicals (PEAC) Software that will allow
the RMP and Local Emergency Planning Commissions (LEPCs) access to chemical
inventories as well as hazard analysis and emergency planning capabilities.

The amount of the contract is not 1o exceed $57,290.00, and shall become effective upon
Governor and Executive Council approval through September 18, 2022.

A copy of this letter should accompany the Department of Safety’s submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet
DG/kaf

DolT #2020-018
¢c: Ronald Reed, IT Manager, DolT

“Innovotive Technologies Todoy for New Hompshire's Tomarrow”



FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission 10 Governor and
Executive Council for approval. Any information that is privaie, confidential or proprictary must
be clearly identified to the agency and agreed to in writing prior 1o signing the contracl.

AGREEMENT
The State of New Hampshire and the Contractor herehy mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.
1.1 State Agency Name 1.2 Stale Agency Address
Division of Fire Safety. Office of the State Fire Marshal 33 Hazen Drive, Concord. NH. 03305

1.3 Controcior Name 1.4 Contractor Address

AristaTek, Inc. 710 Garfield, Ste 220, [ aramic, WY, 82070

1.5 Contractor Phone 1.6 Account Numbcr 1.7 Completion Date [.8 Price Limilation

Number .

877-912-2200 53110000 Scplember 18, 2022 $57,290.00

1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

Paul Parisi, State Fire Marshal 503-223-4289

1.11 Contractor Signature ) 1.12 Name and Title of Contractor Signatory
S % et i , S. Bruce King, Chief Executive Officer

.13 Acknowledgement: State of vming , Counly of Alba
9 y

OnSepkmber Jo,ao.nq before the undersigned officer, personally appeared thefcrson identified in block 1.12, or snusfaclorlly proven lo be
the person whose name is signed in block 1.11, and acknowledped thal she exed .12,
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1.18  Approvaly the Governor and Executive Council (if applicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERYICES TO BE
PERFORMED. The State of New Hampshire, acting through the
ageney identilicd in block 1.1 ("State™). engages contractor identilicd
in block 1Y (“Contractor™) 1o perform. and the Contraclor shall
perform. the work or salc of goods. or both. identificd and more
particularly described in the altached EXHIBIT A which is
incorporated hercin by relerence ("Services™).

3. EFFECTIVE DATEACOMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the conlrary.
and subject Lo the approval of the Governor and Lxecutive Council of
the State of New Hampshire, if opplicable. this Agreemenl and al)
obligations of the parties hercunder. sholl become cffective on the
datc the Governor and Excculive Council approve this Agrecment as
indicated in block 1.18, unless no such approval is required, in which
case the Agreemem shall become effective on the date the
Agrcement is signed by the State Agency as shown in block 1.14
('FEflective Date™).

3.2 I the Conlractor commences the Services.prior to the Effective
Date, all Services performed by the Contractor prior Lo the Effective
Date shall be performed al the sole risk of the Contractor, and in the
event that this Agreement does not become effective, the State shall
have no liability 1o the Contractor, including without limitation, any
obligation to pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the Completion
Daie specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
MNotwithstanding any provision of this Agreement Lo the contrary, all
obligations of the State hereunder, including, without limitation, the
contintance of payments hereunder, arc contingent upon the
availzbilily and conlinucd appropriation of funds. and in no event
shalt the State be liable for any payments hereunder in excess of such
aveilable sppropriated funds. In the event of a reduction or
termination of appropriated funds, the State shall have the right to
withhold payment until such funds become availoble, if ever, and
shall bave the right to terminate this Agreement immediately upon
giving the Contrector notice of such termination. The State shall not
be required to transfer funds (rom any ather sccount o the Account
identified in block 1.6 in the event funds in that Account are reduced
or unavailable.

5, CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, mcthod of payment, and lcrms of payment are
identificd ond more particularly described in EXHIBIT B which is
incorporated hercin by reference.

5.2 The payment by the State of the contract price shall he the only
and the compleie reimbursement to the Contractor for all expenscs, of
whatever nature incurred by the Contractor in the performance
hereof. and shall he the only and Lhe complete compensation to the
Contractor for the Scrvices. The State shall have no ligbility to the
Contractor other than the contract price.

5.3 The State rescrves the right to ofTsct [rom any amounts othenwisc
payable Lo the Contractor under this Agreement those liquidated
amounts required or permiticd by N.H. RSA 80:7 through RSA
80:7-c or any olher provision of law.

5.4 Notwilhstanding any provision in Lhis Agrcement to the contrary.
and notwithstanding uncxpected circumstances, in no event shall the
tota! of all payments authorized, or eclually made hercunder, exceed
the Price Limilation sct forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITIH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT OPPORTUNITY.
6.1 In connection with the performance of the Services. the
Conlractor shall comply with oll statuics. laws, regulations, and

orders of federal. state, county or menicipal authorities which impose
any obligation or Juty upan the Contractor. including. but nat limited
10, ¢ivil righis and equal opportunity laws. This may include the
requircment 1o ulilize auxiliary aids and scrvices lo ensure (hat
persons with commaunication disabililies, including vision. hcaring
and speech, can communicate with, receive information from, and
convey information 1o the Contractor. In addition. the Contractor
shall comply with o)l applicable copyright laws.

6.2 During the 1enm of this Agreement. the Centractor shall not
discriminale against employees or applicants for cmployment
hecause of mee, color, religion, crecd. age. sex. handicap, sexual
oricnlation, ur naliona) origin and will take afTirmative action 10
prevent such discrimination,

6.3 IT this Agreement is funded in any part by monies of the United
Siates. the Contractor shall comply with all the provisions of
Excentive Order No. HL 246 (“Equal Emplayment Opportunity™), as
supplemented by the regulations of the Uniled States Department of
l.abor (41 C.F.R. Por1 60), and with any rulcs, regulations and
guidelincs as the State of New Hampshire or the Uniled States issue
1o imptemcnl these regulations. The Contractor further agrees 1o
pennit the State or Uniled Siales aceess 1o any of the Controclor's
books. records and accounts for the purpose of ascertaining
compliance with all rules. regutations and orders, and the covenants,
lerms and condilions of this Agreement,

7. PERSONNEL.

7.1 The Contractor shall ot its own expense provide ol personnel
nceessary 1o perform Lhe Services. The Contractor warvants thal all
personncl engaged in the Scrvices shall be qualified o perform the
Services, and shall be properly licensed and otherwise suthorized to
do so under all applicable laws.

7.2 Unless othenwisc authorized in writing. during the term of this
Agreement, and for a period of six {6) months after the Completion
Date in block 1.7, the Contractor shall not hirc, and shall not permit
any subconiracior or other person, firm or corporation with whom il
is engaged in o combined cfTort 10 perform the Services to hire, any
person who is @ State employee or oficial, who is materially ]
involved in the procurement. edministration or perfermance of this
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracling Oficer specified in block 1.9, or his or her
suceessor. shall be the Sizle’s representative. In the event of eny
dispute conceming the interpretation of this Agreement, the
Contracting MMicer’s decision shall be final for the State,

8. EVENT OF DEFALILT/REMEDIES.

8.1 Any onc or more of the following acts or omissions of the
Contractor shall constifuie an evenl of Jelault hereundeor (“Event off
Defauli™: :
8.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 faiture to subemil any repon required hereunder; and/or

8.1.3 failure 1o perform any other covenant, torm or condition of this
Agrecment.

8.2 Upon the vcocurrence of any Event of Delault, the State may take
any one, or more. or all. of the Tollowing actions:

8.2.1 give the Contracior a wrilten notice specifying the Event of
Defoult and requiring it 1o he remedied within, in the absence of a
greater or lesser specification of time. thinty (30) days from the date
of the nutice: and if the Event of Default is not limely remedied.
terminale this Agreement. effective lwo (2) days afier giving Lhe
Contractor notice of lermination:

£.2.2 give the Contractor i wrilten notice specifying the Event of
Default and suspending afl payments to he made under this
Agreement and ordering that the portion of the coniract price which
woukl atherwise accrue 10 the Contracior during the period from the
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dote of such noice until such time as the State determines that the
Contraclor has cured the Event of Defaull shall acver he paid to the
Coniractor:

8.2.3 set ofT against any other obligations the Stale may owe 10 the
Coniractor any damages the Statc sufTers by reason ol any Event of
Defauh: and/or

8.2.4 1reat the Agreement os breached and pursuc any of its remedies
al law or in cquily. or both.

9. DATAIACCESSICONFIDENTIALITY/ PRESERVATION.
9.1 As used in this Agreement. the word "data”™ shall mean oll
information any things developed or oblained during the performance
of. or acquired or dcveloped by reason of. this Agreement, including.
but not limited 10, all studics. reports, files, formulae, surveys, maps.
chans, sound recondings, video recordings, pictorial reproductions.
drawings. analyscs. graphic representations, compuler programs,
compuler printouts. noles, letters. memoranda, papers, and
documents, all whether finished or unfinished.

9.2 Ali data and any properly which has been received from the Siate
or purchased with funds provided for that purpose under this
Agreemen, shall be the property of the Sinte, and shatl be retumed to
the Siale upon demand or upon termination of this Agreement for any
reason.

9.3 Confidentiality of data shall be governed by N.H. RSA chapter
91-A or other existing law. Disclosure of data requires prior wrilten
approval of the Statc. :

10. TERMINATION. In the event of an carly iermination of this
Agreement (or any reasen other than the completion of the Services.
the Contractor shall deliver Lo the Contracting OfTicer, not Inter than
1iflcen (15) davs afier tho date of termination, a report (“Termination
Report™) describing in detail all Services performed, and the contract
price carned, (o and including the date of terminalion. The form,
subject matier, content, and number of copies of the Terminotion
Report shall be identical 10 those of eny Final Report described in the
attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all respects an
independenl controctor, and is neither en agent nor an employce of
the State. Neither the Contractor nor any of its officers, employees.
agents or members shall have suthority to bind the State or receive
any bencfits, workers” compensation or other emoluments provided
by the Siate to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS. The
Contractor shall nol assign, or otherwisc transfer any intcrest in this
Agreement without the prior wrilten notice and consent of the Siatc.
None of the Services shall be subcontracted by the Conlractor
without the prior wrilten notice and conscnt of the State.

13. INDEMNIFICATION, The Contracior shall defend. indemnify
and hold harmicss the Stale, its ofTicers and cmployecs, from and
against any o all losses sufTered by the State, its officers and
cmployces, and any and all claims, liabilitics or penaltics asseried
against the State, its ofTicers and employecs. by or on behall of any
person, on account of, based or resulting from. arising out of {or
which may be claimed 10 arisc out of) the acts or omissions of the
Contrzctor. Notwithsianding the forcgoing. nothing hercin contained
shall be decmed 1o constitule n waiver of Lhe sovercign immunity of
the State, which immunity is hereby reserved to the State. This
covenant in paragruph |3 shall survive the terminalion of this
Agreement,

14. INSURANCE.
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14.1 The Contractor shall. o its sole expensc. obtain and maintain in
force. and shall require any subcontractlor or assignee 10 oblain and
maintain in force. the lollowing insurance:

14.1.1 comprehensive gencral liability insuronce against all claims of
bedily injury. death or praperty damage. in smounts of not less than
$ 1.000.000 per occurrence and 52.000.000 agpregate: and

14.1.2 special cause of loss coverage fonn covering all property
subject 1o subporugraph 9.2 hevein. in an amount not less than 80% ol
the whole replacement value of the property.

14.2 Ihe policics deseribed in subparagroph 14.1 herein shall be on
policy forms and endorsements opproved for use in the State of New
Hampshire by the N1 Departiment of Insurance. and issued by
insurcrs licensed in the Stale of New Hampshire.

14.3 The Contracior shall lumish 1o the Contracting Oficer identificd
in block 1.9. or his or her successor. a certificate(s) of insurance for
alt insurance required under this Agreement. Contractor shall alse
furnish to the Contracting (O Micer identificd in block 1.9, or his or her
successor. cenificate{s) ol insurance for all renewal(s) of insurznee
requircd under this Agreement no later Lhan thirty (30) days prier 1o
the expiration date of cach of the insurance policies. The
ceriificote(s) of insurance and any renewals thereof shall be attached
and are incorporated herein by refcrence. Each centificate(s) of
insurance shall contnin o clausc requifing the insurer to provide the
Contracting Officer identified in block 1.9, or his or her successor. no
less.than thirty (30) days prior wrillen nolice of cancellation or
modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contraclor agrees, certifics and
warrants that the Conlractor is in compliance with or exempt from.
the requirements of N.11. RSA chapter 281-A ("Workers’
Compensation ™).

15.2 To 1he extent the Contracior is subject 1o the requirements of
N.H. RSA chapter 281-A. Contraclor shall maintain, and require any
subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes (0 undertake pursuant 10 this Agreement. Contraclor
shall furnish the Controcling Oficer identified in block 1.9, or his or
her successor, prool of Waorkers' Compensation in the manner
described in N.H. RSA chapicr 281-A and any applicable renewal(s)
thereof, which shall be altached and arc incorporated herein by
reference. The Staie shall not be responsible for payment of any
Workers' Compensation preminms or for any other claim or benefit
for Contracior. or any subcontractor or employee of Contracior,
which might arisc under applicable State of New Hampshire
Waorkers” Compensation laws in connection with the performance of
the Services under this Apreement.

16. WAIVER OF BREACH. No failurc by the State (o enforce any
provisions hereol afler any Event of Default shall be deemed a
waiver of its rights with regand Lo thot Evenl of Defaull, or any
subsequent Event of Defult. No express failure to enforce any Event
of Defaubt shall be deemed a waiver of the right of the State o
enforce each and oll of the provisions hercaf upon any further or
other Event of Default on the part of the Contractor.

17. NOTICE. Any netice by a party herclo to the other party shall be
deemed to have been duly delivered or given ol the time of mailing
hy cenified mail. postage prepaid. in a United States Post Office
addressed to the partics at the addresses given in blocks 1.2 and 1.4,
herein.

Contractor Initials % K.
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18. AMENDMENT. This Apreement may be amended. waived or
discharged only by an insiument in writing signed by the partics
hereto and only afer approval of such smendment. waiver or
discharpe by the Govemor md 1ixecutive Council of the State of
New llampshire unless no such approval is required under the
circumstances pursuanl fo Staic law. rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This
Agreement shall be construed in accordance with the laws of the
State of New Hampshire, and is hinding upon and inwres to the
benefit of the parties and (heir respective successors and assigns. The
wording uscd in this Agreement is the wording chosen by the partics
10 express their mutual intent. znd ro rule of construction shall be
applicd ngainst or in faver of any party.

20, THIRD PARTIES. 'Fhe partics herelo do net intend lo benefil
any hird panics and this Agreement shall not be construed lo confer

any such benefil.

21. IHEADINGS. The headings throughout the Agreement are for

reference purposes only, and the words contained therein shall in no
way be held to explain, modify, amplify or,aid in the inlerpretation,

consiruclion or meaning ol the provisions of this Agreement. -

22. SPECIAL PROVISIONS. Additiona! provisions sci forth in the
attached EXHIBIT C erc incorporaled hercin by reference.
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23. SEVERABILITY. Inthe cvent any ol the provisions ol this
Agreement are held by a count of competent jurisdiclion 10 be
contrary to any staic or federal law. the remaining provisions of 1his
Agreemuent will remaoin in full force and effect.

24. ENTIRE AGREEMENT. This Agrecement, which may be
cxeculed in a number of counterparis. cach of which shall be deemed
an ariginal, constitutes the entire Agreement and understanding
between the pantics, and supersedes all prior Agreements and
understandings relating hercto,

Contractor Initials ﬁ’ﬂé
Date ‘i[;@(zq%



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

" DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

MARSHAL
Hazardous Materials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
Contract Cover Sheet

the Slole Fire Marshol

Software/DOS RFP 2020-03

Hampshire, Department of Safely (DOS) Division of Fire Safety, Office of the State
Fire Marshal to solicit proposals for a Commercial-off-the-Shelf (COTS) vendor
hosted web-portal hazardous materials response and reporting software 1o provide
first responders with a field-deployable comprehensive database of hazardous
matericls and decision support tools with a platform that resides on individually
 licensed and autherized computers for modeling, planning, and reporting. _

 Name of Vendor: Aristatek, Inc. Who Negollated the Contract:

‘Contract Purpose This Request ‘for Proposol (RFP) is issued by the State of New

Department of Safety / Division of Fire
Safety, Office of the State Fire Morshal _

"Compelitive Bid Process: (Explain It “No™) No - Sole Source. Cancelled Requst for
Proposal as only bid received was noncompliant regarding Dol requirements.

Background Information:

The Division of Fire Safety, Office of the State Fire Marshal currenily uses software
for chemical inveniory, hazard analysis and emergency planning that is doted and
not user friendly especially for field operations and during emergency incidents.

Special ( Concerns N/A
Amendmeni Hls!ory (it appllcable) N/A

Amount of Contract: $57,290.00 Funding Source: FFY 2019 Hazardous
Materials Emergency Preparedness
Term of Contract: September 18, 2022 Is this an amendmeni? No

Name ol Agency/Division: Department of Safety / Division of Fire Satety, Office of

Contract Number/Name: Hazardous  Materials Response and Reporfing

‘New lechnology ¢ ond software is being sought to assist and aid first responders. '

submitted By: Whiiney Welch | "Cument Dale: 9/4/2019. . . ...
Phone: 603.223.3647 Email:
] ool .. Whilney Welch@dosnh.gov |
2020-03 IT Provisions - Part 2 Page | of 36
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

MARSHAL
Hazardous Materials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

MARSHAL

Hazardous Materials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted clsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceplance
Test or Review.

Acceptance Letter

An Acceplance Letter provides notice from the State that a
Deliverable has salisfied Acceptance Tesls or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes al a minimum, the specific Acceptance
process, crileria, and Schedule for Deliverables.

Acceptance Test and Review

Tesls performed to determine that no Defects exist in the application
Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network .

Agreement

" A contract duly executed and Iega]ly binding.

Appendix

Supplementary material that is collected and appended at the back of
a document )

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or syslem

Authorized Persons

The Contractor’s emplovees, contractors, subcontractors or other
agents who need to access the Stalo’s personal data to enable the
Contractor to perform the services required.

Certification

The Vendor's written declaration with full supporting and written |,
Documeniation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceplance
Testing or Review.

Change Order

Formal documentation prepared for a proposed change in the
Specifications.

Completion Date

End date for the Contract

Confidential Information

Information required to be kept Confidential from unauthorized
disclosure wnder the Contraci

Contract

This Agrecment between the Staic of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agrecment

Part I, 2. and 3.. The documeniation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect 10 the Scope of Work

2020-03 IT va:srons P&z
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY
DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

MARSHAL

Hazardous Matcrials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Conclusion

Refers 10 the conclusion of the Contracl, for any reason, including but
not limited 1o, the successful Contract completion, termination for
convenience, or lermination for delaull.

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers

The persons identified by the Staie and the Vendor who shall be
responsible for all contractual authorization and adminisiration of the
Contract. These responsibililies shall include but not be limited to
processing Contract Documentation. obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contract
Management)

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-37).

Contractor

The Vendor and its cmployees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contracl.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.
Custom Code Code developed by the Vendor specifically for this project for the

State of New Hampshire

Custom Software

SoRware developed by the Vendor specifically for this Project for the
State of New Hampshire -

Data

Slate’s records, files, forms. Dala and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of a the State’s uncnerypted non-public
data.

DBA

Database Administirator

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Sofiware. or the System, not conforming to its
Specifications.

2020-03 IT Provisions — Part 2
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Class A Dcficiency - Software - Critical, does not allow System (o
operate, no work around, demands immediale aclion; Writien
Documentation - missing significant portions of information or
unintelligible to State; Non Sofiware - Services were inadequale and
require re-performance of the Service.

Class B Deficiency - Sofiware - important, does not stop operation
and/or there is a work around and user can perform 1asks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Sofiware - Services were
deficient, require reworking, but do not require re-performance of the
Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Soflware Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract requirement.

Department of Information
Technology (DolT)

The Department of Information Technology established under RSA
21-R by the Legjslature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Certification that guaranlces the unaltered state of a file, also known
as “code signing,”

Effective Date

The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the
State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

Enhancements

Updates, additions, modifications to, and new relcases for the
Software, and all changes to the Documentation as a resull of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, 1.¢., adjustment on the basis of the Vendor’s cost experience
in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including. but not
limited to: meals, holel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

Governor and Executive Council

The New Hampshire Govemor and Executive Council.
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Identification and

Supports obtaining information about those parties attempting o log

Authentication on to a system or application for securily purposes and the validation
of those vsers
Implementation The process for making the System-fully operational for processing

the Data.

Implementation Plan

Sets forth the transition from developmeni of the System to full
operation, and includes without limitation, raining, business and
technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transntitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies. '

Input Validation

Ensure that the values entered by users or provided .by other
applications meets the size, lype and format expected. Protecting the
application from cross site scripting, SQLU injéction, buffer overflow,
etc. ‘

Intrusion Detection

Supports the detection of illegal entrance into a computer system

Invoking Party

In a dispute, the party believing itself aggrieved. .

Key Project StafT

Personnel identified by the State and by the Contractor as essential
to work on the Project.

Licensce

The State of New Hampshife

Non Exclusive Contract

A conitract executed by the Stale that does not restrict the Stale from
seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Publi¢ Information

Data, other than personal data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is
exempt by statute, ordinance or administrative rule from access by
the general public as public information.

Non-Software Deliverables

Deliverables that are not Soflware Deliverables or Wrillen
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. Siale
holidays are: New Year's Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4® Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Procced (NTP)

The Stalc Contract Manager's writlen dircction to the Vendor to
begin work on the Contract on a given date and time_.

Open Data Formats

A data format based on an underlying Open Standard.
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Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:1 1.

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13,

Operating System System is fully functional, all Data has been loaded into the System.
is available for use by the Slate in its daily operations.

Opcrationn)l The System is operating and fully functional, all Data has becn
loaded; the System is available for use by the Siate in its daily
operations, and the Stale has issued an Acceplance Lelter.

Ordcr of Precedence The order in which Contract/Documents control in the event of a

conflict or ambiguity. A term or condition in a documeni controls
over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence .

Personal Data

Data that includes informaltion relating to a person that identifies the
person by name and has any of the following personally identifiable
information (PI1): government-issued identification numbers (e.g.,
Social Sccurity, driver’s license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) relating lo a person.

Project

The planned underiaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

v

The group of State cmployees and controcted Vendor’s personncl
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budget and to the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative with regard to Review and Acceplance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Stafl

State personnel assigned to work with the.Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

(PHE)

Protected Health Information

Individually identifiable health information transmitted by
electronic media, maintained in electronic media, or transmilted
or maintained in any other form or medium. PH! excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a}4)(B)(iv) and employmemt

records held by a covered cntity in its role as employer.
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Regression Test Plan

A plan integrated inlo the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. [f none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract
Security Incident The potentially unauthorized access by non-authorized persons

to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a Siate’s
unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident may
or may nel turn into a data breach.

Service Level Agreement (SLA)

A signed agreement between both the State and the Contractor that
is subject to the lerms and conditions in this document that unless
otherwise agreed 1o includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and addressed, and
{6) any remedies for performance failures.

Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.-

the Contractor

The vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Software

All custom Software and COTS Software provided by the Vendor
under the Contract

Software-as-a-Service (Saa8S)

The capability provided to the State to use the Contractor’s’
applications running on a cloud infrastructure. The applicalions are
accessible from various client devices through a thin-client interface
such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure including network, servers, operating systems,
storage or even individual application capabilities, with the possible
exceplion of limited user-specific application configuration settings.

Software Deliverables

Software and Enhancements

Software License

Licenses provided to the State under this Contract

2020-03 1T Provisions — Part 2

Contractor Inilials: ,sﬁg
Date: 2

Page 9 of 36




STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

MARSHAL

Hazardous Materials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Solution

The Solution consisis of the total Solution, which includes, without
limitation. Software and Services, addressing the requirements and
terms of the Contract Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response 10 this RFP,

Specifications

The wrilten provisions that set forth the requirements which include,
without limitation, this RFP, the Proposal, the Contract, any
performance standards, Documentation, applicable State and federal
policies, laws and regulations, State technical standards, subsequent
State-approved Deliverables, and other Specifications and
requirements described in the Contract Documents.  The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State

STATE is defined as:

State of New Hampshire

Department of Safety

Division of Fire Safety, Ochc of the State Fire Marshal

33 Hazen Drive

Concord, NH 03305

Reference to the term “Stale”” shall include applicable agencies

Statement of Work (SOW)

A Stalement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilitics of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving,

State’s Confidentinl Records

Statc’s information regardless of ils form that is not subject to public
disclosure under applicable state and federal laws and regulanons.
including but not limited to RSA Chapter 91-A

State Data

For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of computer
processing of or other electronic manipulation of any data that was
crealed by or in any way originaled with the State, whether such data
oroulput is stored on the State’s hardware, the Contractor’s hardware
or exists in any system owned. maintained or otherwise controlled
by the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1* through
June 30" of the following calendar year

State Identified Contact

The person or persons designated in wriling by the State to receive
security incident or breach notification.

State’s Project Manager (PM)

Staic’s representalive with regard to Project management and
technical matters. Agency Project Managers are responsible for
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review and Acceplance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

TBD

Subcontractor A person, parinership. or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separale Contract with or on behz!f of the Vendor
System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications. ‘
To Be Determined

Technical Authorization

Direction to a Vendor, which filis in details, clarifies, interprets, or
specifies technical requirements. [t must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitule a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Apreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may. consist of a tlimeline, a series of tests and test data, test scripts
and reports for the test resulis as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.

Transition Services

Services and suppori provided when Contractor is supporting System
changes. .

UAT

User Acceptance Tesl

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according Lo specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an orpanizalion

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deljverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network

Walk Through A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours Vendor personnel shall work normal business hours between 8:00

am and 5:00 pm, eight (8) hour days, forty (40) hour weeks

2020-03 1T Prowsnons - Parl 2
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excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agrecment with the State Projecl
Manager.

Work Plan

The overall plan of activities for the Project crealed in accordance
with the Contract. The plan and delineation of tasks, activities and
events 1o be performed and Deliverablcs to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detaited description of the Schedule, tasks/activities, Deliverables,
critical evenls, task dependencies, and the resources that would lead
and/or participale on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Depariment
Safety, Division of Fire Safety, Office of the Fire Marshal (“State™), and AristaTek, Inc., a Wymoing
Corporation, (“Contractor’™), having ils principal place of business at 710 E. Garfield Street. Suite 220,
Laramie, WY 82070. '

AristaTek is looking to provide the State with Palmtop Emergency Action for Chemicals (PEAC)
software, a hazardous materials (Hazmat) software suite for emergency planners and responders.
PEAC software consists of a suite of software products that are designed to operate in both offline and
online environments assuring functionality during an emergency. PEAC is organized into four main
functions that serve emergency planners and responders for Hazmat: technical reference and research,
hazard modeling and safe stand-off mapping, incident Command System (ICS)/National Incident
Managemenlt System (NIMS) Reporting, and Tier II fixed-facility management.

RECITALS

Whereas the State desires to have the Contractor brovide a hazardous materials response and reporting
software, and associated Services for the State;

Whereas the Contractor wishes to provide a hazardous materials response and reporting software.
The parties therefore agree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2020-03) is comprised of the following documents:

A. Part | - Form P-37 General Provision

B. Part2 - Information Technology Provisions

C. Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement
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Exhibit K- Warranty and Warranly Services

Exhibit L.- Training Services

Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference

Exhibit O- Certificates and Attachments

1.2 ORDER OF PRECEDENCE"
In the event of conflict or ambiguitly among any of the text of the Contract Documents, the
following Order of Precedence shall govern:
a. Stale of New Hampshire, Depariment of Safety, Division of Fire Safety, Office of the
Fire Marshal Contract Agreement 2020-03, inciuding Parts 1, 2, and 3.
b. State of New Hampshire, Department of Safety, Division of Fire Safety, Office of the
Fire Marshal RFP 2020-03.
¢. Vendor Proposal Response 10 RFP 2020-03 dated August 21, 2019.

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective afler full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval (“Effective
Date™).

The Contract shall begin on the Effective Date and extend through September 18, 2022. The
Term may be extended up to September 18, 2025 (“Extended Term™) at the sole option of the
State, subject to the parties prior writlen agreement on applicable fees for each extended term.

The Contractor shali commence work upon issuance of a Notice to Proceed by the State.

Time is of the essence in the performance of the Contractor’s obligntion under the contract.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price. Part 1, P37, block 1.8 price limilation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

32 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identifted under this procurement or make an award by item, part or portion of an item,
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group of items, or 1otal Proposal. the Contractor shall not be responsible for any delay, act. or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act. or
omission of the other vendors il such delay, act, or omission is caused by or due to the fault of the
Contractor.

4, CONTRACT MANAGEMENT

The Project will require the coordinated cfforts of a Project Team consisting of both the
Contraclor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shali be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

S. Bruce King

CEO

710 E. Garfield Street, Suite 220
Laramie, WY 82070

Tel: 307-721-216x801

Email: sbking@aristatek.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manngcr

The Contractor shall assign a Project Manager who meets the requ:remenls of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subjeet to the prior written approval of the State. The State’s approval
process may include, without limitation, at the State’s discretion, revicw of the
proposed Contractor’s Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor’s Project Manager who, in the solc judgment of the
Stale, is found unacceptable or is not performing to the Stale’s satisfaction.

4.22 The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority lo make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Coniractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit 1, Section 2. The Contractor’s Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
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4.2.3

4.2.4

4.2.5

Contractor’s Project Manager must work diligently and use his/ her best efforts on
the Project.

The Contraclor shall not change ‘its assignment of the Contractor’s Project
Manager without providing the State writien justification and obtaining the prior
wrillen approval of the State. State appravals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. The Contractor shall

assign a replacement of the Contractor s Projecl Manager within ten (10) business
days of the departure of the prior Contractor’s Project Manager, and the Contractor
shall continue during the ten (10) business day period to provide competent Project
management Services through the assignment of a qualified interim Project
Manager.

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Project Manager is:
Thayne K. Routh
AristaTek Principal
710 E Garfield Street, Suvite 220
Laramie, WY 82070
Tel: (307)721-2126 , ‘
Email: trogth(@aristatek.com '

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shail assign Key Project Staff who meet the requirements of the

Contract, and can implement the Softwarc Solution meeting the requirements set
forth in RFP Appendix C: Svstem Requirements and Deliverables, Table C.2: System
Requirements and Deliverables-Vendor Response Checklist. The State may conduct
reference and background checks on the Contraclor’s Key Project Staff. The Siate
reserves the right (o requirc removal or reassignment of the Contractor’s Key Project
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Staff who are found unacceptable to the Siale. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Checks.

The Contractor shalt not change any of ithe Contractor’'s Key Project Staff
commitments withoul providing the State written justification and oblaining the prior
writien approval of the State. State approvals for replacement of the Conlractor’s
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor’s Key Project StafT shall have comparable or greater skills than of the
Contractor's Key Project Stafl being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix C:
System Reguiremenis and Deliverables and be subject to reference and background
checks described in Contract Agreement- Genera! Provisions, Section 4.6: Reference
and Background Checks,

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contracl, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails 10 assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor’s replacemen! Project stafT,

4.3.3.1 The Contractor Key ijcél Staff shall consist of the following
individuals in the roles identified below:

The Contractor’s Kev Projcct StafT:

Key Member(s}) Title

Thayne Routh CTO

Scott Bunning Director of Marketing & Sales
Renee Soriano Account Manager

4.4 STATE CONTRACT MANAGER
The State shall assign a Contract Manager who shall function as the Statc’s rcpresentative with
regard to Contract administration. The Stale Contract Manager is:

Paul J. Parisi

State Fire Marshal
33 Hazen Drive
Concord, NH 03305
Tel: (603) 223-4289
Fax: (603) 223-4294
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Email: Paul.Parisi@dos.nh.gov

4.5 STATE PROJECT MANAGER
The State shall assign a Project Manager. The Slatc Project Manager's duties shall includc the
following: .
a. Leading the Project;
Engaging and managing all Contractors;
Managing significant issues and risks. -
Reviewing and accepting Contract Deliverables;
Invoice sign-offs;
Review and approval of change proposals; and
Managing stakeholders’ concems.

momean T

The State Project Manager is:

Danielle Cole

Deputy State Fire Marshal

33 Hazen Drive

Concord, NH 03305

Tel: (603) 223-4289

Fax: (603) 223-4294

Email: Danielle.Cole@dos.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicied of any felony or
misdemeanor offense for which incarceration

for up to | year is an authorized penalty. The Contractor shall promole and maintain an awarcness
of the importance of sccuring the Statc’s information among the Contraclor’s cmployces and
agents.

The State may, at its sole expense, coriduct reference and background screening of the Contracted
Vendor Preject Manager and the Contractor Key Project Stall. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement -
General Provisions-Scction ) 1: Usc of State’s Information, Confidentiality. *

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contraclor shall be solely responsible for meeting all requirements. and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.
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The Contractor may subcontract Services subject 10 the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. . The Contracior must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard Lo all'contractual matters,
including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables. :

53 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After receiving written Certification from the Contraclor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contrac
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the Stalc’s receipt of the Contraclor’s written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the nature
and class of the Deficiency and the Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5} business days to
review the Deliverable and notify the Contractor of ils Acceptance or rejection thereof, with the
option 1o extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct the Deficiency within the allotted period of time, the State may, al its option, conlinue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is correcled,
or immediately terminate the Contract, declare the Conlractor in defaull, and pursue its remedies at
law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the T'cst Plan and more
particularly described in Exhibit F: Tesring Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.
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7 SERVICES

The Contractor shall provxdc the Services required under the Conlracl Documents. All Services shall
meel, and be performed, in accordance with the Speclﬁcauons

7.1 ADMINISTRATIVE SERVICES
“The Contracior shall provide the Statc with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services. :

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particutarly described in’Exhibit G: System Maintenance and
Suppont.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
paymeni Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two wecks, 10
accurately reflect the status of the Project, including withoul limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Pian must be approved by the State, in writing. prior to final incorporation into Contract Exhibit
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i: Work Plan. The updated Contract Exhibit : Work Plan, as approved by the State, is incorporated
herein by reference. '

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit 1: Work Plan shall
not relicve the Contractor from liability to the State for damages resulting from the Contractor’s failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State in writing,
identifying the nature of the delay, i.c., specific actions or inactions of the Contractor or the State
causing the probliem; its estimated duration period to reconciliation; specific actions that need 1o be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previdusly agreed in writing by the Siate, except that the Schedule shall
automatically extend on a day-lo-day basis to the extent that the delay does not result from the
Contractor’s failurc lo fulfill its obligations under the Contract. To the cxtont that the State’s execulion
of its major tasks takes longer than described in the Work Plan, the Schedule shail automatically extend
on a day-to-day basis. )

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the Work
Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five (5)
business days of the Contractor’s reecipt of a Change Order, the Contractor shall advise the State, in”
detail, of any impact on cosl (e.g.. increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor’s requested Change Order within five (5) business days. The Slate Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed 10 have rejected the Change Order if the parties are unable to reach an agreement in
wriling.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's cstimatc for a State requested change, will be acknowledged and responded to, cither
acceplance or rejection, in writing. I accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determincd to apply by the Stale.

2020-03 IT Provisions — Part 2 Page 21 of 36

Contractor Inijials: 23§
Date: i[lb[g,_.gcf[



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE

10.

MARSHAL
Hazardous Materials Response and Reporting Software
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Titte, right, and interest (including al} ownership and intellectual property rights) in the Software,
and its associated Documenitation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations under the Contract, or modifications to the

" Contracted Vendor provided Software, and their associatcd Documentation including any and all

performance enhancing opcrational plans and the Vendors™ special utilitics. the Contracted Vendor
shall license back to the State the right 1o produce, publish, or otherwise use such software, source
code, object code, modifications, reports. and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itsetf, or for others, materials that
are compelitive with, or similar to Custom Sofiware, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demandor
upon termination of this Agreement for any reason. the Contractor shail not access State user
accounts or State data, except (1) in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or (4) at the State’s wrilten
request.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract. the Contractor may develop for itself, or for others,
materials that are compelitive with, or similar 10, the Deliverables. In accordance with the
provision of this Contract, the Contractor shail not distribute any products conlaining or disclose
any State Confidential Information. The Contracior shall be free to use its general knowledge, skills
and experience, and any ideas, concepts. know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memarization of the State Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject 1o public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the following: records of grand juries and petit
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juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to adminisier a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video lape sale or rental, and
other files.containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall,.where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the State purchses software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject 10 the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed sofiware. This section does not apply to the Contractor’s
proprietary software code. '

10.6 SURVIVAL

This Contract Agreement Sectioni 10: /ntellectual Property shall survive the termination of the
Contract. :

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access lo
information of the Stale, including State Confidential Information. “State Confidential
Information” shall include, but not be limiled to, information exempted from public
disclosure under New Hampshire RSA Chapler 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exempiions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION
The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication. and reproduction (collectively “relcasc™), all State Confidential
Information thal becomes available to the Contractor in connection with its performance
under the Conltract, regardless of its form. -
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Subject 1o applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicty available other than
as a result of disclosure by the recciving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independenity of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving parly also may disclose Confidential Information to the exlent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval
of the State. The Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any effort the State
undertakes to contest the request, subpoena or other legal process, at no additional cost to the
State. '

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Nolwithsianding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal taws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the Stale receives a request for the
information identified by the Contractor as confidential. the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, al no addilional cxpensc 1o the State. Any cffort 1o prohibit
or enjoin the release of the information shall be the Contractor’s sole responsibility and at
the Contractor’s solc cxpensc. If the Contractor fails 10 obtain a court order enjoining the
disclosurc. the State shall relcasc the information on the date specificd in the State’s nolice
to the Contractor, without any liability to the Contraclor.

11.4 SURVIVAL

This Contract Agreement Section 11, Use of State s Information. Confidentialitv. shall
survive lermination or conclusion of the Contract.

2020-03 IT Provisions — Part 2 Page 24 of 36
Contraclor Initials:

Date:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE SAFETY, OFFICE OF THE STATE FIRE
MARSHAL

Hazardous Materials Response and Reporting Softwarc
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

12 LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the Siate be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions. Block 1.8.

122 CONTRACTOR
Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not cxceed two times (2X) the total Contract price set
forth in Contract Agreement — P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor’s
indemnification obligations set forth in the Contract Agreement-General Provisions Section
13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section 11: Use of State 's Information, Confidentiality, which shall be unlimited.

123 STATE'S IMMUNITY.
Notwithstanding the foregoing, nothmg herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL .
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION
This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hercunder (“Event of Default™)

a. Failure to perform the Services satisfactorily or on schedule:

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:
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a. Unless otherwise provided in the Contract, the State shall provide the Contracior
wrilten notice of default and require it to be remedied within, in the absence of a
grealer or lesser specification of time, within thirty (30) days from the datc of notice.
unless othenwvisc indicated within by the State {“Curc Period™). If the Contractlor
fails 1o cure the default within the Cure Period, the State may terminate the Contracl
effective two (2) days afler giving the Coniractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both.

b. Give the Contractor a written notice specifying the Event of Default and suspending
all paymenis to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice uniil such time as the State determines that the
Contractor has cured the Event of Default shall never be paid to the Contractor.

c. Set off apainst any other oblrigalions the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies al law or in equity, or
both.

¢. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related 1o the replacement of the Conlract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shail cure

the default within thirty (30} days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 . The State miay, at ils sole discretion, terminate the Contract for convenience, in whole or

in part, by thirty {30) days written notice to the Contractor. In the evenl of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separatcly
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in pari,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract.
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13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary Services
or aclivities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1

13.3.2

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws reparding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any curremt
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

In the event the Conltract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1

Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 ARer receipt of a notice of termination, and except as otherwise directed by the State, the

Contractor shall:

The State shall be entitled to any post-termination assistance generally made available

. with respect to the services, unless a unique data retrieval arrangement has been

established as part of the SLA.
Stop work under the Contract on the date, and 10 the extent specified, in the nolice;

Promptly, but in no event longer than thirty (30) days afier termination, terminate its
orders and subcontracts relaled to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subconiracts, with the approval or ratification of the State to the exient required, which
approval or ratification shall be final for the purpose of this Section;
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d.

Take such aclion as the Stale directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contraclor and in
which the State has an interest;

During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

1. Inthe event of 1ermination of any services or agreement in entirety, the Contractor
shall not take any action 1o intentionally erase any State data for a period of:

e 10 days after the efTective date of termination, if the termination is in
accordance with the contract period

o 30 days after the cfTective date of termination, if the termination is for
convenience

¢ 60 days after the cffcctive date of termination, if the termination is for cause

2. After such period, the Contraclor shall have no obligation to maintain or provide
any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any properly which is required to be furnished to he State and
which has been accepted or requested by the State; and

The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a lime agreed to by the parties and the subsequent secure
disposal of State data;

The Contractor shall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NI1ST)-approved methods. Certificates of destruction shall
be provided to the State.

Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor. its successors or assigns for the
full remalnmg term of the Contract, continuing under the.Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Coniraclor. its successors or assigns.
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ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign. dclegale, subcontract, or olherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any altempted transfer, assignment, delegation, or other transfer made
without the Staic’s prior writien consent shall be nuil and void, and may constitute an event of dcfault
at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontraciors. or other transferees (“Assigns™) arc used, unless otherwise agreed
to in writing by the State, and the Assigns lully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contrac, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
of the contract. The State shail consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the Siate shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Conltract without liability to the Contractor, its successors or assigns.

DISPUTE RESOLUTION ,
Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itsclf apgricved (the “Invoking Party™) shall call for progressive management involvemcnt in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice 10
the Invoking Party’s right to any other remedy permiticd under the Contract.

The parties shall use reasonable efforts 1o arrange personal meetings and/or telephone conferences as
needed, at mutually convenient limes and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in
which to altempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL AristaTek, Inc. STATE CUMULATIVE
ALLOTTED
TIME
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Primary | Thayne Routh Danielle Cole 5 Business Days
| CTO State Project
Manager (PM)
First Scott Bunning Paul Parisi 10 Business Days
Dir Marketing and | Director
Sales
Second S Bruce King Rebert Quinn 15 Business Days
CEO Commissioner
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The allotied time lor the first level ncgoliations shall begin on the date the Invoking Party s notice is
received by the other party. Subsequent allotted time is days from the date that the original invoking
Pariy s nolice is reccived by the other party,

17 SAAS GENERAL TERMS AND CONDITIONS

" 17.1 COMPUTER USE
In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, soflware maintained or operaled by any of the State entilies, systems,
equipment, Documentation, informalion, reports, or data of any kind (hereinafter
“Information™), the Contractor understands and agrees to the following rules:
a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or ather private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or atlempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evaluated by the State, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment,

e. Thatif the Contractor is found 1o be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“intcrmal Email systems™ or “State-funded Email systems.” the Contractor understand and
agree that use of email shall follow Stale standard poiicy (available upon request).
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17.3 INTERNET/INTRANET USE

The Internet/Intranct is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other govcmmcmal
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual responsible for the funding
of the contracts and his/her address. '

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in Lhe texl,

17.7 YENUE AND JURISDICTION
Any action on the Contract may enly be brought in the State of New Hampshire, Merrimack
County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their contexl are
intended to survive the completion of the performance, cancellation or termination of the
Contract shail so survive, including, but not limited 1o, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting Requirements,
and General Provisions-Section 11: Use of State’s lnfonnauon Confidentiality and General
Provisions- Section 14: Termination which shall all survive the termination of the Contract.

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulling from cvents beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock ouis, riols,
and acts of War, cpidemics, acts of Government, fire, power_ faitures, nuclear accidents.
carthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
-inability to hire or provide personnel needed for the Contractor’s pcrfommncc under the -
Contraci,

[7.10 NOTICES
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Any notice by a party hereto to the other party shall be deemed 10 have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed 1o the parties at the following addresses.

TO THE CONTRACTOR TO STATE:

S. BRUCE KING STATE OF NEW HAMPSHIRE
710 E GARFIELD ST, STE 220 DEPARTMENT OF SAFETY
LARAMIE, WY 82070 DIVISION OF FIRE SAFETY
TEL: (307) 721-2126 33 HAZEN DRIVE

E.MAIL: SBKING@ARISTATEK.COM CONCORD, NH 03305
TEL: (603) 223-4298

17.11 DATA PROTECTION

_ Protection of personal privacy and data shail be an integral part of the business activities of

the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract shall become and
al! personal data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the personal data.

d. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

€. At no lime shall any data or processes — that either belong to or are intended for the use
of the State or its officers, agents or employees — be copied, disclosed or retained by the
the Contractor or any party related to the Contractor for subsequent use in any transaction
that does not include the State.

f. The Contractor shall not use any information collected in conneclion with the service
issued from this proposal for any purpose other than fulfilling the service.
17.12. DATA LOCATION . : ’
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The Contractor shall provide its services 1o the State and its end users solely from data centers
in the U.S. Storage of Stalc data ai rest shall be located solely in data centers in the U.S. the
Contractor shall not allow its personnel or coniractors to store State data on portable devices,
including personal computers. excepl for devices that are used and kept only at its U.S. data
centers. the Contractor shall permit its personnel and contractors to access State data remotely
only as required to provide technical supporl. the Contractor may provide technical user
suppori on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited in this
contract.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall inform the Siate of any security incident or data breach in accordance
with NH RSA 359C:20..

a. Incident Response: the Contraclor may need to communicate with outside parties
regarding a securily incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract,

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially rcasonable measures to address the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES
This section only applies when a dala breach occurs with respect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the apbropriatc
Stale identified contact by tclephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promplly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably belicves that there has been a
dala breach. the Contractor shall (1} cooperale with the Stale as reasonably requested by
the State to investigale and resolve the data breach, (2) promptly implement necessary
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remedial measures, if necessary. and (3) document responsive actions taken related to the
data breach. including any post-incident review of events and actions taken to make -
changes in business practices in providing the services, if necessary,

c. Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s breach
of its contract obligation (o encrypt personal data or otherwise prevent its release, the
Contractor shall bear the cosls associated with: :
(1) the investigation and resolution of the data breach;
{2} notifications to individuals, regulators or others required by State law;
{3) a credit moniloring service required by State (or federal) law;
{4} a website or a toli-frec number and call center for affected individuals required
by State law — all not to exceed the average per record per person cost calculated
for data breaches in the United States (currently $201 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon
Institute 17 at the time of the data breach; and
(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; atl [(1) through (5)] subject to this Contract’s limitation of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and cxpert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. the Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shali provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include latency statistics, user access, user access IP address, user
access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT
The Contractor shall allow the State 10 audit conformance to the contract terms. The State may

perform this audit or.contract with a third party at its discretion and at the State’s expensc.

17.18. DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit.

17.19. ADVANCE NOTICE
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The Coniractor shall give advance notice (10 be determined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a
replacement of hardware, software or firmware with a newer or better version in order to brmg
the system up to date or lo improve its characicristics. It usually includes a new version
number,

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State and’
the Contractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand cach other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers. .

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service lo customers as defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any lime 10 require that the Conlracior remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall pravide the Contractor with notice of its
determination, and the reasons il requeslts the removal. If the State signifies that a potential security
violation exists with respect to the requesi, the Contractor shall immediately remove such
individual. the Contractor shal! not assign the person 1o any aspect of the contract or future work
orders withoul the Stale’s consent.
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a. Problem Statement - The Division of Fire Safety, Office of the State Fire Marshal currently uses soflware
for chemical inventory, hazard analysis and emergency planning that is dated and not user friendly especially
for field operations and during emergency incidents. New technology and software is being sought to assist and
aid first responders.

b. Goals - Procure COTS hazardous materials response and reporting software that wili enhance planning,
response, and reporting capabilities for hazardous material incidents throughout the State of New Hampshire.

c. Project Overview

The general scope of the project is to provide the State of New Hampshire, Department of Safety, Division of
Fire Safety, Office of the State Fire Marshal with a Commercial-off-the-Shelf (COTS) vendor hosted web-
portal hazardous materials response and reporting software for the New Hampshire State Fire Marshal’s Office
and the State's nine regional hazardous malerials teams with a field-deployable comprehensive database of
hazardous materials and decision support tools with a platform that can reside on approximately 30 individually
licensed and authorized computers for modeling, planning, and reporting.

d. Statement of Work ' .

AristaTek is looking to provide the State with Palmtop Emergency Action for Chemicals (PEAC) software,
a hazardous materials (Hazmat) software suile for emergency planners and responders. PEAC software
consists of a suite of software products that are designed to operate in both offline and online environments
assuring functionality during an emergency. PEAC is organized into four main functions that serve
emergency planners and responders for Hazmat: technical reference and research, hazard modeling and safe
stand-off mapping, Incident Command System (ICS)/National Incident Management System (NIMS)
Reporting, and Tier II fixed-facility management.

e. General Project Assumptions
i. The Contractor will pravide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The State of New Hampshire and the Contractor’s Project Managers will review -
these tools and templates and determine which ones will be used for the project. Training on these tools
and templates will be conducted at the start of each phase in which they will be used.

2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the State.

3. The Contractor shall ensure that appropriate levels of sccurity are implemented and maintained in order
lo prolcct the integrity and reliability of the Statc’s Information Technology resources, information,
and services. Security requirements are defined in Appendix C-2 of the Request for Proposal. The
Contractor shall provide the State resources, information, and Services on an ongoing basis. with the
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appropriate infrastructure and security conlrols to ensure business continuily and to safeguard the

confidentiality and integrity of State networks, Systems and Data.

4. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepling 2 Deliverable, the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any exlensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be-elfective

for the Term of this Contract, and any extensions thereof,

Deliverabl Projected
Activity, Deliverable, or Milestone T ¢ Delivery
ype Dat
e
PLANNING AND PROJECT MANAGEMENT
1 [Decision by Fire Marshal’s Office on PEAC-WEB Administrators Wrilten 9123
2 [Creating PEAC-WMD License UN/PW Software 930
3 reating PEAC-WEB Administrator’s Un/PW Sofiware 9/30
:fiu’_-"‘f" TS Sy PRk __ ‘I-i%:.‘_si?'__ *w _’fo A S RN e, 2y
Installation, registration, and validation of the PEAC-WMD software, Software
Plus installation of the free Google Earth application on the plaiform
4 [for the state staff performing the Acceptance of Testing 10/14
5 [Online instruction to the state staff performing the Acceptance Testing Software 10/14
6 [Completion of the Acceptance Testing by State staff Soflware 10/14
Installation, registration, and validation of the PEAC-WMD software
lus installation of the free Google Earth application on the platform
7 _for the desipnated state users. Software 10/14
3 hj:_'gining of state users (6 sessions — approx.. 1-2 hours/session) Software I 10721
Y STEN DEPLOVMENT =5t ot o e ¢ P e L R
Software released and state users commence use of products and
5 _ rvices Software 10/21
|OPERATIONS RN S
10 |Ongoing Hosting Support Non-Software /3012022
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11 [Onpoing Support & Maintenance

Soflware

9/30/2022

12_[Conduct Projeci Exit Meeling

Non-Software

[9/30/2022
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1. PAYMENT SCHEDULE

1.1 Firm Fixed Price .
This is a Firm Fixed Price (FFP) Contract the period between the Effective Date through September
18, 2022. The Contractor shall be responsiblevfor performing its obligations in accordance with the
Contract. This Coniract will allow the Contractor to invoice the State for the following activities,
Deliverables, or milestones at fixed pricing/rates appearing in the price and payment tables below:

Activity, Deliverable, or Milestone De“lfe‘:_’;g:‘t‘e Price
| Signing of Vendor Contract 9/23/2019 $£10,000.00
2 Soflware [nstallation 10/14/2019 $10,000.00
3 Training 10/21/2019 £10,000.00
4 Annual Licensing and Renewal 10/1/2020 $13,645.00
5 Annual Licensing and Renewal - 10/1/2021 "] $13,645.00

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Scrvice is required. The following format must be used to provide this information. “SFY” refers
to State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1 through June 30 of the following
calendar year. Positions not identified in the Proposed Position Worksheet may be included in the Future
Vendor Rates Worksheet.

Table 1.4: Future Vendor Rates Worksheet

Position Title SFY 2020 SFY 2021 SFY 2022 SFY 2023
Project 150 155 160 . 165
Manager

Programmer 125 130 i35 140

SQL Database 100 105 10 115

PDF Forms 75 71 80 83

Tech

State of NH Contract 2020-03
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1.4 SAAS Services Pricing Worksheet

Pricing must reflect the payment ol maintenance through the Contract end date. Price estimate
should reflect the most optimistic implementation date. Actual payments may differ from the estimate if
project start date slips or if implementation takes longer as this will cause a shorter maintenance period.
Table should be customized to reflect the project and the cost composing the Contractor’s proposal.

Table 1.4: SAAS Services Pricing Worksheet
SAAS SERVICES Year 1 Year2 Year 3 TOTAL

Deployment and $30,000 $30,000
Instqllnlion of Licenses

Annual Licensing & . $13,645 $13.645 $27,290

Renewal

GRAND TOTAL $57,290
2, CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated in
the P-37 General Provisions Block 1.8 (“Price Limitation™). The payment by the State of the total Contract
price shall be the only, and the complete reimbursement to the Contractor for all fees and expenses, of
whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of

the Services performed under this Contract.

3. INVOICING _
The Contractor shall submit correct invoices 1o the State for all amounts io be paid by the State. All invoices

submitted shall be subject to the Statc’s prior written approval, which shall not be unrcasonably withheld.
The Contraclor shalt only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a format as determined by the State and contain detailed information, including without limitation:
itemization of cach Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly maintenance charges;

any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the

correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and

shall be promptly dispatched.
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Invoices shall be sent to:
Kelley Noel
33 Hazen Drive
Concord, NH 03305
Tel: (603) 223-4289
Fax: (603) 223-4294

4. PAYMENT ADDRESS

All payments shall be sent to the following address:
S. Bruce King
AristaTek, Inc.
710 E Garfield Street, Suite 220
Laramie, WY 82070

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to thé State the full amount
of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS
The State may apply credits due to the State arising out of this Contract, against the Contractor’s invoices
with appropriate information attached.

7. PROJECT HOLDBACK
The State shall withhold ten percent (10%) of the first year annual fee for a period of 60 days after first
productive use of the System.
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There are no changes to the terms outlined in the P-37 General Provisions

Remainder of this page intentionally left dblank
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1. TRAVEL EXPENSES
The Contractor must assume all reasonable travel and related expenses. All labor rates will
be ““fully loaded”, including, but not limited to: meals, hotel/housing, airfare, car rentals,
car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract. :

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security systems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination of
the Contract with the State, the Contractor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional cost
to the State, Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies'consistent with the Federal Acquisilion Regulations (FAR) Subpart
4.7 Contractor Records Reiention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract. The Contractor and its
Subcontractors shall retain all such records for three (3) ycars following termination of the Contract,
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including any extensions. Records relating to aﬁy litigation matters regarding the Contract shall be kept
for one (1) year following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Upon prior notice and subject 1o reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access 1o these items shall be provided
within Memrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year term following litigation relating to the Contract,
including all appeals or the expiration of the appeal period. The Contractor shall include the record
retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall b cxcluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

ACCOUNTING REQUIREMENTS

The Contractor shall ‘maintain an accounting system in accordance with Generally Accepled
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures.

Remainder of this page intentionally left blank
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1. PROJECT MANAGEMENT
The State believes that effective communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance with
the requirements and terms of this Contract.

a. Introductory Mecting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from both Depaniment of Justice and the Department of Information Technology. This meeting
will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Mecting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that wilt follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budget. A status and error
report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Conlract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Mecting: Parlicipants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Coniraclor 1o prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an vpdated Work Plan. Drafling of formal preseniations,
such as a preseniation for the kickofl meeting, will also be the Contractor’s responsibility.

The Contraclor’s Project Manager or the Contraclor’s Key Project Staff shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the Siate. The Contractor’s Project Manager shall assist the State’s Project Manager, or itsell
produce reports related to Project Management as reasonably requested by the State, all at no additional
cost to the Staie. The Coniractor shall produce Project status reports, which shall contain, at a minimum,
the following:

1. Project status related to the Work Plan;

2. Deliverable stalus;

3. Accomplishments during weeks being reported;

State of NH Contract 2020-03
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Planned aclivilies for the upcoming two (2) week period;
Future activities; and

Issues and concerns requiring resolution.

Report and remedics in case of {alling behind Schedule

Now s

As reasonably requesied by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by the
State, all at no additional cost 1o the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an mdustry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan; \

The Contractor and the State shall adopt a change management approach to identify and
plan key strategies and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan,
which will be customized to address the State’s specific requirements. Decisions
regarding format, content, style, and presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as functionality is
defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the
Project Team, and report status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost cffective and timely execulion. Processes will be documented, training
established. and the application will be ready for Implementation in accordance with the Work
Plan.

State of NH Contract 2020-03
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2.3 Change Management and Training

The Contraclor’s change managemicnt and lraining services shall be focused on developing clmngc

management and training strategies and plans. lis approach relies on State resources for the
execution of the change management and end user training.

Remainder of this page intentionally left blank
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The Conltractor shall provide the following Products and Services described in this Exhibit F, including bul not
limited to:

1.

TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspecis of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Plan and set of test materials will be prepared for each Sofiware function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the System
as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include planning, test
scenario and script development, Data and System preparation for testing, and execution of Unit Tests,
System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance Test and
Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The Contractor
shall also correct Deficiencies and support required re-lesting.

1.1 Test Planning and Preparation
The Contractor shali provide the State with an overall Test Plan that will guide all testing. The
Contractor provided, State approved, Test Plan will include, at a minimum, identification, preparation,
and Documentation of planned testing, a requirements traceability matrix, test variants, test scenarios,
test cases, test scripts, test Dalta, test phases, unit lests, expected results, and a tracking method for
reporting actual versus expecled results as well as all errors and problems identified during test
execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor’s Project Manager's Certification, in
writing, that the Contractor’s own stall has successf‘ully executed all prerequisite Contractor’s testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
scripts, test data, and expected resulis.

State of NH Contract 2020-03

Exhibit F — Testing Services — Part 3

Date: _T/16/ze14

Contractor’s Initials _gcﬁj_c Page 13 of 36



STATE:OF NEW HAMPSHIRE.
DEPARTMENT OF SAFETY

DIVISION OF FIRE SAFETY, OFFICE OF-THE STATE FIRE

MARSHAL
Hazardous-Materials Response dnd. Reporting Software
SAAS CONTRACT 26020-03
PART 3 - EXHIBITF
TESTING SERVICES

“Fhe-State will commence its testing within fifteen (15) busincss clays of i recewunb Cerlification from

.!he Conliractor that the State’s personncl: have: been trained and tlic System :is - installed,, coiifigured,

complele, and ready for State testing.. The testing will be condicted by the State 'in an environment
independent fromi ihe Contracior’s developmént env irpiment. The Contractor must assist the Slate

with testing in.accordance: wiih the Test Plan aind the Work Plan, utilizing test-and. live Data'1o-validate
repoits, and condict stress-and. performance tcslmg, at'no additional:cos!.

Testing begins upon complcluon of the Soflware: coni‘gurahon as required;and user-training according
to-the Work Plan. Testing ends upon issuance. ‘ofa letier'of UAT Acceptaice by the State-.

The Contractor, must demoristrate -that thejr testing, methodology can- be. inlegrated with ‘the Staté
standard methodology.

1.2 System Tntegration Tcstmg (lf applicable)

The new System is tésted in mtegrat:on with-other apphcauon systems’ (legacy ‘and. service providers)
ina producnon-hke environment. System: Intégration Testing validates the mtegrallon between; the
ingdividual unit applicalion modules. and verifies:that the. new System meets;défi ned, réquiréments and:
suppoits exetution 6f mlerfaces and business processes:. “The' Syslcm Intcgration. Test:is performed in
a.test'environmenit..

T hor0ugh ‘erid-toend - testing shall: be performed: by. the. ‘Contractor team(s) 10 confirm: that the:

Apphcatlon iitegrates with:any.| mterfaces The tcstemphasmcs end:to-cnd'business processes,.and the:

flow. of information dcross: appl:cahons (IF APPROPRIATE); iIt.ificludes all key’ nbusmcss processcs:

and interfaces. being mplemented confirths data transfers, with ekternal - pamcs and; includes the:

traismission or printing of.all:clectronic and paper-documents.

Systems Intcgral:on Tcslmg valldalcs lhe mlcgmlmn bctwcen.lhc mrgcl npphcnhon 4
=), modiiles and other:sysiems; and-veri ifie ics that'the new. Syslem mectsdefinediinterface

. requlrcmcnts and supports. exccution: of busmcss proccsses “This:testiemphidsizes |
enid-to-€nd: business processes:and.ihe: fiow of information:across:the: apphcauon It
_ includes all key business.processes and:interfaces; being! |mplcmemed confirinsdata
¢l transfers ‘with' external - parti¢s, sid -includes the. trandimission or pnnung of all !
43| electronic:and paper’ ‘docients. '

‘- Takc lhc Icad in: dcvclopmg tl;c Systems Inlcgmhon Tcs! Specnf canons

lesl Spcmﬁcatuons
e Work jointly-with thc State:10 validate componcms of the g8, scnpts

. Work jointly with the. Contractor o develop the Systems Imcgnhon Test
_ Specifications. i

Siate of NH Contract 2020:03
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s Work joinily with the Contractor.to devélop, and load the daia profiles to support
: the test Specifications.

2« Work Jointly with the. Contractor’ (0: validate. componcnts of the test scnpls._
modifications, fixes and othér System intcractions: with' the-Contraclor supplied
Soﬂwnrc Solution.

o The: lnlcgranon-Testcd Systém, mdacates that all interfaces' between the,
. dpplicdtion aid the lcgacy.and, lhlrd par!y systems, interfaces; and applications;
are funcl:onmg propcrly ‘ .

1.3 Conversion. Validation Testing,
I Conversion Validation. Testing; ‘targel‘app[_ica(ion' funciions:are validated.

The conversion’ validation test $hould replucatc lhe enllrc ﬂow of lhe
] converted datathrougli the Softwaré Solution, .As the' Soﬂwurc Solution'is.
2| sinferficed to-tegacy or.third-pany appl:cauonshmcrfaces tcsung verifies: thut:
he resulung Now - of the: converted: data through these mlcrl‘acchpmnls
pcrformsconeclly

For gonversions and interfaces, tha Commctor s'team w1]| execuie tie npphcablc{
i vahdauon Aests and ‘compare ‘execution results with: the documentcd cxpected_
* ,rcsults

l Extract and cleanse, |f' inecessary, the: 1egacy data. fo- bc convcrtcd in thc data
-CONVErsions:

" ‘Validation-Tested Conversmn Progmms These progmms";-nglude convcrs:on.
‘programs.-that’have been tesied 19. vcnfy that thie resilting converted Iegacy data:
; ‘performs corr;cﬂy in thie éntire/suité 6f 1he: Apphcaucn . - .

1.4 'lﬁst':inzition' Testing
In:-Installation’ Teslmg the, apphc:'mon components:arg installed inithe-Sysiem: Test environment:to fest.
the installation-routines.and‘are refined. for thié:evenial productioi gnvironment; ‘This activity serves
asia dry run of the instalfation:steps in preparation.for-configuring thié prodiction systcm

1:5'User:Acceptance; Testing (UAT)

‘YAT begins upon completion of lhe Software:configuration:as réquired and: Giger raining according to
ihe Waik! Plan Testing:ends upon issuance ol'a letier of UAT Acceplance by the State..

‘State of NH.Contract 2020-03
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The User Acceptance Test (UAT) is.a verification process performéd i a copy of the production
environment. The. User Acceptance Test verifies System:functionality againsi predcfr1cd Acceptance:
criteria:that Support the successful exetution of approved business processes.

UAT will also serve as.a performance and stress test of the System..Jt may cover any aspect of the new
Systeim, inélyding adminisirative, procedures.such as backup:and recovery:  Thé: results of the UAT
provide:évidence thiat the rieiv. Syslem mects the User Acceptance criteria as defined:in \he Waork Pian.

The esults. of the. User Acceptance. Test provide: evidence thit, the new -System meets the User
‘Acceptance criteria as defined in the Work.Plan.

Upon:successful conclusion 6f UAT and;sugcessfil System deployment,:the State: will issue a létter of
'UAT Acceptance and. the respective Warraiity’ Period shal] commenceé

The Sys!cm User Acccptance Tests verify Systcm functionality- agmnst prcdc!' ned' |’
Acccpmncc cnlcna that suppon the successful execution.of approved processes.

‘Provide lht:fStaic an; Acceplanoe Tcst Plan. and selection.of test scripts for the.
cceptnncc Test;

'Momt.or the exccunon ‘of the test, scnpls -and "assist as necded during-the User

‘Acteptance] Tcsl actmhcs

"Work _|omlly wuh lhe Stnle in delcrmmmg the required actions: for problcm

.rcsolunon

R
a .8 L B J

Approvc thie dcve]opmcnl of the‘Uscr Acceplance Test Planrand therset ol' dam
“for, us¢. durmg X

ce’pgﬁnc_é‘fe’s;!_z_lgt_ivi'ties.
Documcnt and summanzc Acccptuncc T“ 3 i
Workjointly wilh the Contracionin detefining the réquired. acuons for prob!em
resolution.

Provide. Acccptnnce of the validated Systcms:,

] The Deliverable for User. Acceptancé Tésts is-the User Acccptance Tesl Rcsults
‘These results provide. evidénce that:the few Systém ‘meets: the User Apcg:pnncc i

criteria définied ifithe Work Phin.

1.6 Performance Tuningiand Striess; Tcstlng
The Coniractor shallidevelop and documenthardivare.aid: Software; configuration-and: tunmg ol PEACG
infrasteicture as avell’ as assist and’ direct ihe Statc’s. System. Admihistiators and. Databasc:
Adn"mstmors in conllgurmg and-tuning;the ‘infrastructure. fo suppert: the. software. throughout the:
Project

Staie.of NH Contracl.2020-03
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1.7 Scope
The scope of Performance Tesling shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment,

It will include the measurement of response rates of the application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response rates
shall become the basis for changes and retesting until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a copy
of the final production database to provide the best results.

1.7.1 Test Types
Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.

a) Bascline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the output is broken down info business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, .each individual script is
run to establish a baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded. '

1.7.2 Tuning
Tuning will be the Contractor led and occur duririg both the development of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more c[Ticient during development as well as making tuning parameter changes
to the environment. .

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State will
nolify the Contractor of the nature of the testing failures in writing. The Contractor will be required to
perform additional testing activities in response Lo State and/or user problems identified from the tesling
results. Regression tesling mcans selective re-testing to detect faults introduced during the modification
effort, both to verify that the modifications have not caused unintended adverse effects, and to verily that
the modificd and related (possibly affected) System components still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and efTort required

State of NH Contract 2020-03
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for conducting the regression tests. In other words. the Contractor will be expected to design and conduct

regression tests that will identify any unintended consequences of the modification while taking into
account Schedule and economic considerations.

Remainder of this page intentionally left blank
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract.

i.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, palches, and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2  Standard Agreement
The State will adopt the Contractor’s standard mainlenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information technology
praclices.

1. SYSTEM SUPPORT

2.4 The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein. :

24 As part of the Software maintenance agreement, ongoing Software maintenance and support levels,
including all new Software releases, shall be responded to according to the following:

1..1.  Class A Deficiencies — The Contractor shall have available to the Depariment on-call
telephone assistance, with issue Iracking available to the Department, during Department
business hours (M - F, 8:00 am — 4:30 pm) with an email/telephone response within two
(2) hours of request, or the Contraclor shall provide support with remote diagnostic Services
within four (4) business hours of a request;

1.2. Class B & C Deficiencies - The Department shall notify the Contractor of such
Deficiencies during regular business hours and the Contractor shall respond back within
two (2) hours of notification of ptanned corrective action.

2. SUPPORT OBLIGATIONS AND TERM

State of NH Contract 2020-03
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2.1 The Contractor shall repair or replace Software, and provide mainienance of the Software in
accordance with the Specifications and terms and requirements of the Contraci.

2.1.1

2.1.2

The Contractor shall maintain a record of the aclivilies related to warranty repair or
maintenance aclivities performed for the Depariment. '

For all maintenance Service calls, the Contractor shall ensure the following information
will be collected and maintained: nature of Deficiency; current status of the Deficiency;
action plans, dates and times; expected and actual completion time; Deficiency resolution
information; Resolved by; Identifying number i.e. work order number; and Issue identified
by.

The Contractor must work with the Department to identify and troubleshoot potentially
large scale System failures or Deficiencies by collecting the following information: mean
time between reported Deficiencies with the Software; diagnosis of the rool cause of the
problem; and identification of repeat calls or repeat Software problems.

2.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,
al its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to retun the Contractor’s
product and receive a refund for all amounts paid 1o the Contractor, including but not limited to,
applicable license fees, within ninety (90) days of notification to the Contractor of the State’s refund

request

2.3 I the Contractor fails to correct a Deficiency within the allotted period of time staled above, the
Contractor sha!ll be deemed to have committed an Event of Default, and the State shall have the right,
at its option, to pursue the remedies in Part | Section 14.

Remainder of this page intentionally left blank
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Project Requirements is hereby incorporated within.

Remainder of this page intentionally left blank
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The Contracior’'s Project Manager and the Statc Project manager shall finalize the Work Plan for
Implementation within fifteen (15) business days of the Effective Date and further refine the tasks required 1o
implement the Project. The elements of the preliminary Work Plan are documented in accordance with the
Contraclor’s plan to implcment (he System. Continued development and management of the Work Plan is a
joint effort on the part of the Contractor and Staie Project Managers.

The preliminary Work Ptan for Implementation created by the Contractor and the State is set forth al the end of
this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-1ask dependencies, resource allocations
(both State and Contractor’s tcam members), refine the Project’s scope, and establish the Project’s Schedule.
The Plan is documented in accordance with the Contractor's Work Plan and shall utilize PEAC Software to
support the ongoing management of the Project.

1. ASSUMPTIONS

1.1 General

» The State shall provide team members with decision-making authority to support the
Implementation efforts, al the level outlined in the Request for Proposal Document State Staffing
Matrix.

«  All State tasks must be performed in accordance with the revised Work Plan.

+ Al key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

»  Any aclivities, decisions or issues laken on by the State that affect the mutually agreed upon Work
Plan timeline, scope, resources, and cosls shall be subject to the identified Change Control process.

« The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

C. Project Management

« The State shall approve the Project Management Methodology used for the Project.

+ The State shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

o A Project folder created within the State system shall be used for centralized storage and retrieval
of Project documents, work products, and other material and information relevant to the success of
the Project and rcquired by Project Team members. This central repository is secured by
determining which tcam members have access to the Project folder and granting either view or
rcad/write privileges. The Contractor’s Project Manager will cstablish and maintain this folder.
The Siate Project Manager shall approve access for the State team. Documentation can be stored
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locally for the Contractor and Stale tcam on a “shared™ network drive to facilitalc casc and speed
of access. Final versions of all Documentation shall be loaded to the State System.

« The Conlractor assumes that an Alternate Project Manager may be appointed from time to time 10
handle reasonable and ordinary absences of the Project Manager.

D. Conversions The Contractor Tcam’s proposal is based on the assumplion that the State’s technical
team is capable of implementing, with assistance from the Contractor’s technical team, a subset of the
conversions. The Contractor’s Team shall lead the State with the mapping of the legacy Daia to the
Contraclor’s applications.

« Additionally, the Contractor’s Team shall:

1. Provide the State with Contraclor’s application data requirements and examples, of data
mappings, conversion scripts, and data loaders. The Contractor’s Team shall identify the APls
the State should use in the design and development of the conversion. '

2. Provide guidance and assistance with the use of the data loaders and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions. _

5. Execution and implementation of conversions such as customized chemical data set
collcction/intcgration/migration and/or customized ‘Worst-Case’ hazard analyscs are oplional
services at an extra cost of $3,500 to §11,500 per Contractor Team's proposal referenced in
Exhibit M and are not currently detailed in Work Plan.

E. Project Schedule )
e Deployment is planned to begin immediately following the vendor’s receipt of the purchase order
with a subsequent go-live date of no later than 30 days after.

F. Reporting .
e The Contracior shall conduct <weekly / every two weeks> status meetings, and provide reports that
include, but are not limited to, minules, action items, test results, and Documentation. .

G. User Training .

e The Contractor's Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the delivery of end-user training.
The State is responsible for the delivery of end-user training.
The State shall schedule and track attendance on all end-user training classes.

H. Performance and Security Testing
. & The Contractor’s Team shall provide a performance test workshop to identify the key scenarios to
be tested, the approach and tools required. and best practices information on performance testing.

State of NH Contract 2020-03
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The State shall work with the Contractor on all lesting as sel forth in Contract Exhibit F - Testing
Services.

2. ROLES AND RESPONSIBILITIES
A. Contractor Team Roles and Responsibilities

1)

2)

Contractor Team Project Execulive

The Contractor Tcam’s Project Executives (Contractor and Subcontractor Project Executives) shall
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State’s
Project leadership on the best practices for implementing the Contractor Software Solution within
the State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.

Contractor Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

Maintain communications with the State’s Project Manager;

Work with the State in planning and conducting a kick-off meeting;

Create and maintain the Work Plan;

Assign the Contractor Team consuliants to tasks in the Implementation PrOJect according o

the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

Provide weekly and month update progress reports to the State Project Manager;

Nolify the State Project Manager of requirements for State resources in order to provide

sufficient lead time for resources (10 be made available;

Review lask progress for lime, quality, and accuracy in order to achieve progress;

Review requirements and scheduling changes and identify the impact on the Project in order to

identify whether the changes may require a change of scope;

s Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;

« Provide the State complcted PI’O_]ECI Deliverables and obtain sign-off from the State’s Project
Manager.

¢ Manage handofT to the Contracior opcrauonal staff;

s Manage Transition Services as necded.

State of NH Contract 2020-03
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3)  Contractor Tcam Analysis
The Contractor Team shall conduct analysis of requirements, validate the Contractor Tcam’s
understanding of the State business requirements by application, and perform business
requiremenlis mapping:

[ ]

Construct and conlirm application test case scenarios;
Produce application configuration definitions and configure the applications;
Conduct testing of the configured application;
Produce functional Specifications lor extensions, conversions, and interfaces;
_Assist the State in the testing of exiensions, conversions, and interfaces;
Assist the State in exccution of the Stale’s Acceplance Test;
Conduct follow-up meetings 1o obtain feedback, results, and concurrence/approval from
the State;
Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and
Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shalf assume the following tasks:

- Development and review of funclional and technical Specification to determine that they

are at an appropriate level of detail and quality,

Development and Documentation of conversion and interface programs in accordance with
functional and technical Specifications;

Development and Documentation of instdllation procedures; and

Unit testing of conversions and interfaces developed; and

System Integration Testing.

B. State Roles and Responsibilitics .
The following State resources have been identified for the Project. The time demands on the individual

State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matier Experts’ lime will vary based on the need determined by the State Leads
and the phase of the Implementation. .

1) State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The role
of the State Project Manager is 10 manage Statc resources (IF ANY), facilitate completion of all
tasks assigned to State stafT. and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
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resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
e Pian and conduct a kick-off meeting with assislance from the Contractor team;
Assist the Contractor Project Manager in the development of a detailed Work Plan;,
Identify and secure the State Project Team members in accordance with the Work Plan;
Define roles and responsibilities of all State Project Team members assigned to the Project;
Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;
e Communicate issues to Slate management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;
» Inform the Contractor Project Manager of any urgent issues if and when they arise; and
e Assist the Contractor team stafT to obtain requested information if and when required to
perform certain Project tasks.
Manage handoff to State operational stafT;
Manage State staff during Transition Services as needed.

* & o @

2) State Subject Matter Expert(s) (SME)
The role of the State SME is o assist application tcams with an understanding of the State’s current
business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:
s Be the key user and contact for their Agency or Depariment;
e Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
Assist in validating and documenting user requnremenls as needed;
Assist in mapping business requirements;
Assist in constructing test scripts and dala;
Assist in System Integration, and Acceptance Tesling;
Assist in performing conversion and integration testing and Data verification;
Attend Project meetings when requested; and
Assist in training end users in the use of the Contractor Software Solution and the business
processes the application supports.

L ]

3) State Technical Lead and Architect
The State’s Technical Lead and Archileet reports to the State’s Project Manager and is responsible
for leading and managing the State’s technical (asks. Responsibilitics include:

e Attend technical training as necessary 1o support the Project;
s Assist the State and the Contractor Team Project Managers 1o establish the dctailed Work
Plan;
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Manage thé day-16-day aclivitics of the Statc’s.tcchnical: resources assigned 1o Lhe PI’O_]CCI
Work with, State IT management to-0blain Stale technical resources in agcordance: with the
Work Plan;:

Work in parlnersfnp with” the' Contracior and 1ead. the. Slalc technical staff's cfforls in

'docurncntmg the technical operilional procedires afid processes, for ihe Project. This-is &
‘Conlraclor Dellverable and it will' be expected thatithe:Contracior will lead the averall, effort
with support'and assistance:from the State; and

‘Represent the technical eﬂ'orts ofihe State al <WEEK-LY.or EVERY TWO WEEKS> Project

mectings.

4y State Tesnng -Administrator o
The: State’s Testing Admlmslrnlor wlll coordinate the . Staic’s. testing cfforts, R&:spbnsib_ililies
inchide:,

Coordmanng lhe develiopmeiit 6 systern, htEgratgn, perl’ormancc and Acceptance Test
plans;,

-Coordinating system, mtegranon ‘performanice, dnd Acccplance‘Tests

Chairing test review meetings;

Coordmutmg the Statels teani and c\tcmal llurd pames involvement'in testing;

Ensutirg that propased-process. changes are.considered.by, Process.owners,

Establish- pnonues of Deficiéncies.requiring: rcsolutton, “afid.

Trackmg Def' ciencies through resolunon

s

3, SOFTWARE APPLICATION .
Detail what software is required for the- Comraclor fo. perj'orm the activilies.of the-Contrdct.

4. CONVERSIONS:

The following Table:d. :identifies:the conversions within the:scope:ofithis Contract.

SN S N

A. Conversion Testing Rcspunsnbllmcs
® Thc Contractor Team' and the State; based on their assigned conversion: responsubnhues as set;
Torthin Contrict Exfiibit F: Testing Services shall idemify applicable:test:scripts and installation”

Staic of NH Contract 2020:03-
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instructions; adapt ihem 1o the Project specilics, test the busingss process, and comipare with the:
documented cxpcclcd resulls.

« The Contractor Team and’ the State, based on theit usmgncd conveision rcsponsnbllme:\, shall.
execute the applicable: test scripls that:.complete. the conversioii. ‘and compare gxeculion results:
with'the documented expected results.

». The Staic is-responsible fof documenlmg the technical Spechcahons of all programs thatiextract
anil'format Dila. from the legacy sys!cms for use by the.conversion progesscs.

» The Contractor Téari afid the Staté, based on their assigncd conversion responsibilities, shall.
develop and unit test their assngned conversions, '

» The State and the Contractor Teams shall jointly conduct. System :and Integration Testing,

‘venfymg and validating'the accuracy ‘and completencss-of the conversions..

The State and the Contractor, Tearms shall Joinlly - verify. and; validate: the accuracy and

compléteness of the-conversions for Acceptance Testing and production.

5. INTERFACES.. .
Intcrl‘accs shall be lmp!emcnted in cooperatlon wnh the Stale _The followmg Tablc 5.1 -identifies the

A: Interface Responsibilities ((DEPENDENT ON WHO. IS WORK[NG ON. THIS THF
"CONTRACTOR; THE STATE OR.BOTH),

¢ 'The Gontractor- Team shall’ provide: the ‘Siate Contractor. Application Data rcqmrcmcnls and’
cxamples of dita mappmgs and'interfaces lmplcmcnted on otheriProjects. “The Contractoi Team.
shall identify ihe APIs he:State: should'use in the; de.sngn dnd developmeny of-the interface.

«. The. Contractor Team shall lead - the: State with: the: mapping of; Iégacy Data 1o ‘the¢ Contracior
Applicallon

e The.Contractor Team.shall, Jtad the revicw of funtiionial aid techmical interface Spccrt" icalions:

o The Contractdr Team shial| assist'the Staie with-the:resolution of probiems and issucs associated:
willi-the devetopmeént and Impleinentation of: lhc interfaces:.

State.of NH.Contract 2020-03
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e The Contrictor Team shafl document the functional andtiéchni¢al Specifications for'the ipterfaces.

e The Contractor Team shall-create.the initial Test-Plan and related scripis.io Unit Test the interface.
Thic'Statg shall validate und-accept, '

s  The Contractor Tcam shall develop.and Unit. Test ihe intérface.

e The State and the Contractof Team shalt jointly verify and validate the accuracy and.complcteness
of thesiiieiface;

s. The State is. rcsponsible for- documenting the procedures required. 1o suiv the intérfacés in

production.
e. ‘The, Staic shall document theé technical changes needed to- legacy ‘systems to accommodate the
© interface. 7
. The State shall ‘develop and test all legacy application changes nceded to accommodate: the
i'merface

lo supporl tesung the mterface:s

“e: The State isiresponsible:for-all; data extracts and. related formatlmg needed from legacy’ systems o
support the interfaces.

o The Siate isresponsible:for the. schedulmg of intérface opefation in: producuon

‘‘‘‘‘

6. PRELIMINARY'WORK PLAN.
The following: Table 7.1 provides the: prchmmaryaagreed upon Work Plan, forelhe Coritract.,

‘.K.;k;pf_r_@g:ﬁ-g.

Provide Liicenses and Username/Passwords 9/24 9/30
Instillation-(ingltiding IT training) T0/1 1om4
UscrAraining 10/8 1021

Conilractor s
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ATTACHMENT 4: AristaTek Ex J Software Liccnse Agreement is hereby incorporated within.

Remainder of this page intentionally left blank
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1. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

12 Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions fummished under the Contract, is properly functioning within the
System, compliant with the requiremenis of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

{a) the correclion of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

{b) the re-performance of the deficient Services, or

{c) if the Contraclor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

1.3 Non-Infringement

The Contractor warrants that it has good litle to, or the right to allow the State to use, all
Services, equipment, and Software (“Material™) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secrel
of any third party.

14 Viruses; Destructive Programming

The Contraclor warrants that the Soflware shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

1.5 Compatibility

The Conltractor warrants that all System components, including but not limited 10 the
componenls provided, including any replacement or upgraded System Software

State of NH Contract 2020-03
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components provided by the Contraclor 1o correct Deficiencies or as an Enhancement, shall
operate with the rest of the System withoul loss of any functionalily.

1.6 Services
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect untit the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

Remainder of this page intentionally left blank
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The Contractor shall provide the following Training Services.

Conduct six 1-2 hour *Kick-Off" trainings online with New Hampshire uscrs. Thesc
trainings will be recorded and provided to the users following execution. In addition,
users will have access to live monthly training webinars and multiple self-service training
resources 1o include: user guide, video archives, and tutorial guides. '
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RFP 2020-03 Hazardous Materials Response and Reporting Soltware dated August
21.2019

Remainder of this page intentionally left blank
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AristaTek, Inc. Proposal to Department of Safety, Division of Fire Safety, Office of
the State Fire Marshal, RFP 2020-03 Hazardous Materials Response and Reporting
Software dated August 21, 2019.

Remainder of this page intentionally left blank
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Attached are:

Contractor's Certificate of Good Standing
Contractor's Certificate of Vote/Authority
Contractor's Certificate of Insurance
AristaTek Ex J Software License Agreement

onwE>

State of NH Contract 2020-03

Exhibit O - Centificaie and Attachments - Part 3

Date: L2809

Contractor’s Initials 573 K, Page 36 of 36



CORPORATE RESOLUTION
or
ARISTATEK INC.

We. the undersigned. all being Directors of Arisia Tek Inc.. organized and existing uader the Liws
of Wy oming. and having its principal place of business al 365 N. O™ S Rm 222, Larinic, WY
¥2070, hereby cenify that the Tollowing is a true and correct copy of the resolution duly adopied
at i meeting of the Directors of the Corporation duly held and convencd on August 16, 2001, a1
which a quorum of the Board of Dircetors was present and voling throughout. and tha such
resolution has not been madilied. rescinded or revoked. and is at present in full foree and ellect.

Iherclore. it is resolved: That S. Bruce King assume the position of CLEOQ(Chicl Executive

OMicer) und have the authority, including signatory authority. w represient the company in
nxters requiring such authority and exceute any agreements that obligate the company.

By allinnative vote noted as signatures below. o majority vore of the Board of Dircetors ol
Aristalek Inc. with authority 10 bind the Company approves the form and coment of this

resolulion, 1o be cffective immediately.

DIRECTORS

. S‘f)y%th; _ SB‘WEE K,,\.({

Director Signatre ! Printed Name

. S_AN N Sowar 5. Nerdoo

Ditector Signature Printed Name
- l//:* ; - D"Mi{ S hee sle \
Direcior Sigmitture Printed Name -

! | .
-1 V.o
..--1';,’.}l";'.‘?.‘:'§:’)’.1-_¢_...' % A "_\ avn <o }"G':j .]Zl
Dirévior Signauee . Primed Name




