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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

101 Pleasant Street

Concord, N.H. 03301

TEL. (603) 271-3495
FAX(603) 271-1953

May 3, 2019

His Excellency, Governor Christopher T. Sununu
and The Honorable Council

State House

Concord, Nesv Hampshire 03301

REQUESTED ACTION

1. Authorize the Department of Education. Bureau of Adult Education to enter into a
contract amendment with LiteracyPro Systems, Inc. (Vendor Code 279684), of Boulder,
Colorado by increasing the price limitation by $3,400 from $207,335 to $210,735 to
provide for two additional adult education centers: effective upon Governor and
Council approval through June 30, 2019. The original contract was approved by the
Governor and Council on September 27, 2017 (Item #59). 100% Genera! Funds

2. Authorize the Department of Education, Bureau of Adult Education to exercise a
renewal option with LiteracyPro Systems, Inc. (Vendor Code 279684), of Boulder,
Colorado by increasing the price limitation by $213,628 from $210,735 to $424,363; and
extending the end date from June 30, 2019 to June 30, 2021 for continued support
and maintenance of a commercial-off-the-shelf, vendor-hosted, web-based adult

education data system, effective upon Governor and Council. The original contract
was approved by the Governor and Council on September 27, 2017 (Item #59).

Funds to support this request are anticipated to be available in the account entitled Adult
Education for FY20 and FY21 contingent upon the availability and continued appropriation
of funds in the future operating budget:

FY19

Amendment

FY20 FY21 Total

06-56-56-565010-2535-602-

500932

State

Fund Non

Match

$3,400 $3,400 .

06-56-56-562010-40390000-

601-500931

State

Match

$97,231 $1 16,397 $213,628

Total $3,400 $97,231 $116,397 $217,028

TDD Access: Relay NH 711
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His Excellency. Governor Christopher T. Sununu
qnd the Honorable Council

May 3, 2019
Page 2

EXPLANATION
I

Approval of this request will allow the Department of Education, Bureau of Adult Education,
to continue to provide a user-friendly, efficient data system for its fifty-four (54) adult
education centers across the state to meet federal and state reporting requirements.

Due to the implementation of the Workforce Innovation and Opportunity Act of 2014, all
adult education programs receiving federal funding were required to make significant
changes to the student data collected and reported. A Request for Proposals (RFP) was
released May 17, 2017 and awarded to LiteracyPro Systems, Inc. Adult educators across the
state have been trained on data entry, retrieval and analysis using this comprehensive
system. More than 10,000 adult education students have been entered into the system in the
last two years.

LiteracyPro Systems, Inc. currently contracts with more than twenty other states to provide
adult education data systems. As a company, they are invested in making sure that their
staff understands the intricacies of the National Reporting System, as well as developing
efficiencies for local and state adult education program staff. Because they represent a
large group of states, revisions to the system based on changing requirements are cost-
effective and timely.

Respectfully submitted.

oi ̂
Frank Edelblut

Commissioner of Education

TDD Access; Relay NH 711
EQUAL OPPORTUNITY EMPLOYER- EQUAL EDUCATIONAL OPPORTUNITIES



STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #I

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP # 2017-047, on
September 27, 2017, Item # 59 (herein after referred to as the "Agreement"), LitcracyPro Systems, Inc. (hereinafter
referred to as //Vendor" o'r "LiieracyPro") agreed to supply certain services upon the terms and conditions specified in
the Agreement and in consideration of payment by the Department of Education, Bureau of Adult Education
(hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Part 2: Section 2. Contract Term and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the panics thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to renew the contract;

WHEREAS, The Vendor agrees to provide a data system for adult education services;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2019 to
June 30, 2021;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $217,028.00 to bring the
total contract price to $424,363.00;

WHEREAS; the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2019 to
June 30, 2021.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $217,028.00 from
$207,335.00 to $424,363.00.

3. Replace Exhibit C with Exhibit C-1.

4. Add the following Exhibits:
Exhibit P: Contractor Obligations
Exhibit Q: Federal Debarment and Suspension
Exhibit R: Anti-Lobbying
Exhibit S: Rights to Inventions Made Under a Contract. Copy Rights and Confidentiality
Exhibit T: Termination

5. The Agreement is further amended as described in Table 1:

Da,e Cj^l //fInitial all pa^
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Table 1

STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-20I7-047

CONTRACT AMENDMENT #1

Contract

#20! 17-047

Section Number.

AMENDED TEXT

Part 2 Section 4.4 4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Arthur Ellison

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord. NH 03301

Tel: 603-271-6699

Fax: 603-271-3454

Email: Anhur.Ellison@doe.nh.gov

Change Administrator name

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Sarah Ladd Bennett

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20

Concord, NH 03301
Tel; 603-271-6699

Fax: 603-271-3454

Email: Sarah.Bennett@doe.nh.gov
Part 2 Section 4.5 4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties
shall include the following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing .stakeholders' concerns.

The State Project Manager is:

Sarah Ladd Bennett

Education Consultant

Bureau of Adult Education

3
Initial all pa
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-20I7-047

CONTRACT AMENDMENT #1

21 South Fruit Street, Suite 20

Concord, NH 03301

Tel: 603-271-6701

Fax: 603-271-3454

Email: Sarah.Bennett@doe.nh.gov

Change State Project Manager title

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties
shall include the following;

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Sarah Ladd Bennett

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20

Concord, NH 03301
Tel: 603-271-6701

Fax: 603-271-3454

Email: Sarah.Bcnnctt@doe.nh.gov
Part 3 Exhibit B 1. PAYMENT SCHEDULE

Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract for the period between the
Effective Date through June 30, 2019 with the option to be extended
up to two times for two (2) year periods ("Extended Term" at the sole
option of the State, with the applicable fees indicated below. The
Contractor shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow the Contractor

to invoice the State for the following activities, Deliverables, or
milestones at fixed pricing/rates appearing in the price and payment
tables below:

Activity, Deliverable or Milestone Delivery
Dale

Price

PLANNING AND PROJECT MANAGEMENT

Conduct Project Kickoff Meeting 9/27/2017 Included

Initial all pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-20I7-047

CONTRACT AMENDMENT #1

Status Meetings Twice

monthly
Included

Work Plan 9/27/2017 Included

Goals and Objectives Document
9/27-

9/29/2017
Included

Conduct Research and Requirements
Validation

9/27-

10/4/2017
Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan 10/11/2017 Included

Detailed Testing Plan and Testing Results 10/4-

10/16/2017
Included

Database Architecture and Data Dictionary 10/16/2017 Included

pOCUMENTATION,

Documentation of Operational Procedures 10/16/2017 Included

Systems Administration Documentation 10/2/2017-

10/16/2017
Included

User Documentation
10/2-

10/30/2017
Included

TRAINING

Comprehensive Training Plan Materials 9/27-

10/30/2017
Included

Knowledge Transfer Plan 10/16/2017 Included

Conduct Training Two sets -

Fall 17 &

Spring 18
$13,975

.  DEPLbYlMENT

Configuration Phase 9/28-

10/30/2017
Included

Software Object and Source Code
Development

9/28-

10/30/2017
Included

Software Configured to Satisfy Stale
Requirements

9/28-

10/30/2017
Included

Functioning In-bound and Outbound Interfaces 9/28-

10/30/2017
Included

Tools for backup and recovery of all
applications and Data

9/28-

10/30/2017
Included

Initial all paces
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Conduct Unit and Regression Testing 9/28-

10/30/2017
Included

Conduct Integration Testing 9/28-

10/30/2017
Included

Acceptance Testing 10/30/2017 Included

Implementation Cutover to New Software
10/31/2017 Included

• • ^'warranty', ' •

120 day Warranty 10/30/2017 Included

.  SUPPORT

Service Level Agreements (List) 10/30/2017 Included

Year 1 Application Support and

Maintenance

10/31/17-

6/30/18
$98,232

Year 2 Application Support and Maintenance 7/1/18-

6/30/19
$95,128

Year 3 Application Support and Maintenance 7/1/19-

6/30/20
$97,231

Year 4 Application Support and Maintenance 7/1/20-

6/30/21
$99,397

Year 5 Application Support and Maintenance

(upon extension approval)
7/1/21 -

6/30/22
$101,628

Year 6 Application Support and Maintenance
(upon extension approval)

7/1/22-

6/30/23
$103,925

TOTAL ■. $595,541'

Delete Activity, Deliverable or Milestone Table and replace with the Table 1.1 A
below and add Table 1.2:

Table I.IA
ActivitVi Deliverable or Milestone

Delivery
Date

Price

:  PLANNING AND PROJECT MANAGEMENT.. . . - -jr- ■

Conduct Project KickofF Meeting 9/27/2017 Included

Status Meetings Twice
monthly Included

Work Plan 9/27/2017 Included

Goals and Objectives Document 9/27-
9/29/2017

Included

5^Initial all page
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STATE OF NEW HAMPSHfRE

DEPARTiVTENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Conduct Research and Requirements
Validation

9/27-

10/4/2017
Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan 10/11/2017 Included

Detailed Testing Plan and Testing Results 10/4-

10/16/2017
Included

Database Architecture and Data Dictionary
10/16/2017 Included

,  ■ ■ - ' DOCUMENTATION -

Documentation of Operational Procedures
10/16/2017 Included

Systems Administration Documentation 10/2/2017-

10/16/2017
Included

User Documentation
10/2-

10/30/2017
Included

- TRAINING _,. •

Comprehensive Training Plan Materials 9/27-

10/30/2017
Included

Knowledge Transfer Plan 10/16/2017 Included

Conduct Training Two sets -

Fall 17 &

Spring 18
$13,975

r--'DEPLGYIV1ENT ^

Configuration Phase 9/28-

10/30/2017
Included

Software Object and Source Code
Development

9/28-

10/30/2017
Included

Software Configured to Satisfy State
Requirements

9/28-

10/30/2017
Included

Functioning In-bound and Outbound Interfaces 9/28-

10/30/2017
Included "

Tools for backup and recovery of all
applications and Data

9/28-

10/30/2017
Included

Conduct Unit and Regression Testing 9/28-

10/30/2017
Included

Conduct Integration Testing 9/28-

10/30/2017
Included

Acceptance Testing 10/30/2017 Included

Initial ail pagcs^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

implementation Cutover to New Software 10/31/2017 Included

.  '.O '■i.WAR^NTY.; n. ' ■; . ■ ; ■!
120 day Wairanty 10/30/2017 Included

.ii': - . . ' SUPPORT . -

Service Level Agreements (List) 10/30/2017 Included

Year I Application Support and
Maintenance

10/31/17-
6/30/18

$98,232

Year 2 Application Support and Maintenance 7/1/18-
6/30/19

$95,128

Year 2 Additional Application Support and
Maintenance for New Centers

11/1/18-
6/30/2019

S3,400

Year 3 Application Support and Maintenance 7/1/19-
6/30/20

$97,231

Year 4 Application Support and Maintenance 7/1/20-
6/30/21

$99,397

Contingency Funds - In the event that
additional centers need to be added to the
system. See Table 1.2

7/1/19-
6/30/2021

$17,000

Year 5 Application Support and Maintenance
(upon extension approval)

7/1/21 -
6/30/22

$101,628

Year 6 Application Support and Maintenance
(upon extension approval)

7/1/22-
6/30/23

$103,925

, TOTAL' , ;; $629,916 ^

The Stale may request additional centers to be added to the Service under Contingency
Funds as needed at the rates indicated below, not to exceed $ 17,000.

SPY . ..

'2019
■ *' sfy|;.
2020 ;

; siY.
2021

. .SPY :
2022*

■ ■ SFY .

2023*

Additional Per

Center Cost (up to
10 centers)

$1,700 $1,700 $1,700 $1,800 $1,800

* Upon second extension renewal for7/l/2021 -6/30/2023

Initial all pages-^^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Part 3 Exhibit H

Section B2.1

B2.1 The Solution

niusl provide a
method for

entering basic
information about

individuals who

enter an adult

education

program. It
consists of a

single data entry
screen to capture:

Student name, a

unique ID# that
is not a Social

Security number,
DOB, ethnicity,
gender, address,
home phone,
mobile phone,
email address and

other student

specific attributes
defined by NRS
or the Stale.

Individual student

records should

also include

country of origin
and referral

source. As

specified in the
data dictionary,
and business rules

sections, data
entry validation
checks will

prevent entry of
erroneous and

improperly
formatted data.

M Yes Standard LACES has a Student Intake

screen that allows users to

enter basic information about

students entering their
program. This screen
includes name, system-
generated ID number, dale of
birth, ethnicity, gender,
address, phone numbcr(s),
and email. Student records

also contain fields for many

Other data elements including
birthplace, and referral
source. LACES contains

numerous data checks,

beginning with required
fields at initial intake, to

ensure that information

entered into LACES is

properly formatted and
complete.

Replace with B2.IA

Initial all page
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

B2.1

A

The Solulion

musl provide a
method for

entering basic
information about

individuals who

enter an adult

education

program. It
consists of a

single data entry
screen to capture:

Student name, a

unique LD# or a
Social Security
number, DOB,
ethnicity, gender,
address, home
phone, mobile
phone, email
address and other

student specific
attributes defined

by NRS or the
State. Individual

student records

should also

include country of
origin and referral
source. As

specified in the
data dictionary,
and business rules

sections, data

entry validation
checks will

prevent entry of
erroneous and

improperly
formatted data.

M Yes Standard LACES has a Student Intake

screen that allows users to

enter basic information about

students entering their
program. This screen
includes name, system-
generated ID number, SSN
date of birth, ethnicity,
gender, address, phone
numbcr(s), and email.
Student records also contain

fields for many other data
elements including
birthplace, and referral
source. LACES contains

numerous data checks,

beginning with required
fields at initial intake, to
ensure that information

entered into LACES is

properly formatted and
complete.

57^Initial all pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Part 3 Exhibit H

Section B4.5

B4.5 The Solution

must provide data
matching without
using social
security numbers
with the National

Student

Clearinghouse as
one method of

verification of

entry into
postsecondary
education or

provide the
appropriate
interface for the

state to do so.

M Yes Standard LACES provides secondary
school diploma and
postsecondary importing on
either social security number
or the system-generated
student ID number.

Replace with Section B4.5A

84.5

A

The Solution

must provide data
matching with the
National Student

Clearinghouse as
one method of

verification of

entry into
postsecondary
education or

provide the
appropriate
interface for the

state to do so.

M Yes Standard LACES provides secondary
school diploma and
postsecondary importing on
either social security number
or the system-generated
student ID number.

Part 3 Exhibit H

Section SI.15

Add the following section:

SUPPORT & MAINTENANCE REQUIREMENTS

State Requirements Vendor

. RtquIrtmtRt OtKHpttan
\/u, r

OttkaU
V«ndor

- Ration

M

DtUvonr Mtthod CommtRtt -

S1.15

The Vendor will guide the

State with possible solutions

to resolve issues to maintain a

fully functioning, hosted

System.

M Yes Standard

Initial all pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Table 2 CONTRACT HISTORY 2017-047 Adult Education Data System

CONTRACT

! AND
AMENDMENT

. NUMBER

•AMENDMENT TTTE i  G&C
^ APPROVAL

DATE

END DATE • CONTRACT-

AMOUNT .

2017-047 Original Contract 9/27/2017

Item #59

June 30, 2019 $207,335.00

2017-047

Amendment 1

1" Amendment TBA June 30,2021 $424,363.00

-CONTRACT TOTAL ̂  -
Q  .

■  ■ ..
■ $424,363.00 ;

mjEInitial all pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

EXHIBIT C -1

1. Delete Section 5.3 from the Part 1 Agreement, Form P-37.

2. All exhibits (P-T) attached hereto are hereby incorporated into this contract and made a part hereof.
If there is any conflict between such exhibits and the State of New Hampshire Terms and
Conditions, Form P-37, Contract Agreement, the terms of the State of New Hampshire Terms and
Conditions, Form P-37 shall control.

Initial aj
Vendor Initials Date ^ /1M Pagel2of20



STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

EXHIBIT P

Contractor Obligations

Contracts in excess of the simplified acquisition threshold (currently set at $250,000) must address
administrative, contractual, or legal remedies in instances where the contractors violate or breach
contract terms, and provide for such sanctions and penalties as appropriate. Reference: 2 C.F.R. §
200.326 and 2 C.F.R. 200, Appendix II, required contract clauses.

The contractor acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies for False Claims and
Statements) applies to the contractor's actions pertaining to this contract.

The Contractor, certifies and affirms the truthfulness and accuracy of each statement of its certification
and disclosure, if any. In addition, the Contractor understands and agrees that the provisions of 31 U.S.C.
§ 3801 et seq., apply to this certification and disclosure, if any.

Breach

A breach of the contract clauses' above may be grounds for termination of the contract, and for
debarment as a contractor and subcontractor as provided in 29 C.F.R. §5.12.

Fraud and False Statements

The Contractor understands that, if the project which Is the subject of this Contract is financed in whole or
in part by federal funds, that if the undersigned, the company that the Contractor represents, or any
employee or agent thereof, knowingly makes any false statement, representation, report or claim as to the
character, quality, quantity, or cost of material used or to be used, or quantity or quality work performed or
to be perfonned, or makes any false statement or representation of a material fact in any statement,
certificate, or report, the Contractor and any company that the Contractor represents may be subject to
prosecution under the provision of 18 USC §1001 and §1020.

Environmental Protection

(This clause is applicable if this Contract exceeds $150,000. It applies to Federal-aid contracts only.)
The Contractor is required to comply with all applicable standards, orders or requirements issued under
Section 306 of the Clean Air Act (42 U.S.C. 1857 (h). Section 508 of the Clean Water Act (33 U.S.C.
1368), Executive Order 11738, and Environmental Protection Agency (EPA) regulations (40 CFR Part 15)
which prohibit the use under non-exempt Federal contracts, grants or loans of facilities included on the
EPA List of Violating Facilities. Violations shall be reported to the FHWA and to the U.S. EPA Assistant
Administrator for Enforcement.

Procurement of Recovered Materials

In accordance with Section 6002 of the Solid Waste Disposal Act (42 U.S.C. § 6962), State agencies and
agencies of a political subdivision of a state that are using appropriated Federal funds for procurement
must procure items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR
247 that contain the highest percentage of recovered materials practicable, consistent with maintaining a
satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired in the preceding fiscal year exceeded $10,000; must procure solid waste management
services in a manner that maximizes energy and resource recovery'; and must have established an
affirmative procurement program for procurement of recovered materials identified in the EPA guidelines.

Initial all . .
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-20i7-047

CONTRACT AMENDMENT #1

EXHIBIT Q

Federal Debarment and

Suspension

a. By signature on this Contract, the Contractor certifies its compilance, and the compliance of its
Sub-Contractors, present or future, by stating that any person associated therewith in the
capacity of owner, partner, director, officer, principal investor, project director, manager, auditor,
or any position of authority Involving federal funds:

1. Is not currently under suspension, debarment, voluntary exclusion, or determination of
Inellgibility by any Federal Agency; *

2. Does not have a proposed debarment pending;

3. Has not been suspended, debarred, voluntarily excluded or determined Ineligible by any
Federal Agency within the past three (3) years; and

4. Has not been indicted, convicted, or had a civil judgment rendered against the firm by a court
of competent jurisdiction in any matter involving fraud or official misconduct within the past
three (3) years.

b. Where the Contractor or its Sub-Contractor is unable to certify to the statement in Section a.1.
above, the Contractor or its Sub-Contractor shall be declared ineligible to enter into Contract or
participate In the project.

c. Where the Contractor or Sub-Contractor is unable to certify to any of the statements as listed In
Sections a.2., a.3., or a.4., above, the Contractor or Its Sub-Contractor shall submit a written
explanation to the DOE. The certification or explanation shall be considered In connection with
the DOE'S determination whether to enter into Contract.

d. The Contractor shall provide Immediate written notice to the DOE if, at any time, the
Contractor or its Sub-Contractor, learn that its Debarment and Suspension certification
has become erroneous by reason of changed circumstances.

Initial ailpagcT
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

EXHIBIT R

Antl-Lobbylng

The Contractor agrees to comply with the provisions of Section 319 of Public Law 101-121,
Government wide Guidance for New Restrictions on Lobbying, and 31 U.S.C. 1352, and further
agrees to have the Contractor's representative, execute the following Certification;

The Contractor certifies, by signing and submitting this contract, to the best of his/her knowledge and belief,
that:

a. No federal appropriated funds have been paid or shall be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence any officer or employee of
any State or Federal Agency, a Member of Congress, an officer or employee of Congress, or an
employee of a member of Congress in connection with the awarding of any Federal contract, the
making of any federal grant, the making of any federal loan, the entering into any cooperative
agreement, and the extension, continuation, renewal amendment, or modification of any Federal
contract grant, loan, or cooperative agreement.

b. If any funds other than federally appropriated funds have been paid or shall be paid to any person
for influencing or attempting to influence an officer or employee of any Federal Agency, a
Member of Congress, and officer or employee of Congress, or an employee of a Member of
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit the "Disclosure of Lobbying Activities" form in accordance
with its instructions fhttp://www.whitehouse.aov/omb/Qrants/sflllin.DdfL

c. This certification Is a material representation of fact upon which reliance was placed when this
transaction was made or entered into. Submission of this certification is a prerequisite for making
and entering into this transaction imposed by Section 1352, Title 31 and U.S. Code. Any person
who fails to file the required certification shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each such failure.

d. The Contractor also agrees, by signing this contract that it shall require that the language of this
certification be included in subcontracts with all Sub-Cpntractor{s) and lower-tier Sub-Contractors
which exceed $100,000 and that all such Sub-Contractors and lower-tier Sub-Contractors shall
certify and disclose accordingly.

e. The DOE shall keep the firm's certification on file as part of its original contract. The Contractor
shall keep individual certifications from all Sub-Contractors and lower-tier Sub- Contractors on
file. Certification shall be retained for three (3) years following completion and acceptance of any
given project.

Date Page 15 of20
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT UX

EXHIBIT S

Rights to Inventions Made Under a Contract, Copy Rights and Confidentiality

Rights to Inventions Made Under a Contract or Agreement
Contracts or agreements for the performance of experimental, developmental, or research
work shall provide for the rights of the Federal Govemment and the recipient in any resulting invention in
accordance with 37 CFR part 401, "Rights to Inventions Made by Nonprofit Organizations and Small
Business Firms Under Govemment Grants, Contracts and Cooperative Agreements," and any
implementing regulations issued by the DOE.

Any discovery or invention that arises during the course of the contract shall be reported to the DOE. The
Contractor is required to disclose inventions promptly to the contracting officer (within 2 months) after the
inventor discloses it in writing to contractor personnel responsible for patent matters. The awarding
agency shall determine how rights in the invention/discovery shall be allocated consistent with
"Government Patent Policy" and Title 37 C.F.R. §401.

Confidentiality
All Written and oral information and materials disclosed or provided by the DOE under this agreement
constitutes Confidential Information, regardless of whether such Information was provided before or after
the date on this agreement or how it was provided.

The Contractor and representatives thereof, acknowledge that by making use of, acquiring or adding to
information about matters and data related to this agreement, which are confidential to the DOE and its
partners, must remain the exclusive property of the DOE.

Confidential information means all data and information related to the business and operation of the
DOE, including but not limited to all school and student data contained in NH Title XV, Education,
Chapters 186-200.

Confidential information includes but is not limited to, student and school district data, revenue and cost
information, the source code for computer software and hardware products owned in part or in whole by
the DOE, financial information, partner information(including the identity of DOE partners). Contractor and
supplier information, (including the identity of DOE Contractors and suppliers), and any information that
has been marked "confidential" or "proprietary", or with the like designation. During the term of this
contract the Contractor agrees to abide by such rules as may be adopted from time to time by the DOE to
maintain the security of all confidential information. The Contractor further agrees that it will always regard
and preserve as confidential information/data received during the performance of this contract. The
Contractor will not use, copy, make notes, or use excerpts of any confidential information, nor will it give,
disclose, provide access to, or otherwise make available any confidential information to any person not
employed or contracted by the DOE or subcontracted with the Contractor.

To the extent this section conflicts with Section 11 ("Use of State's Information; Confidentiality") of Part 2
of the Agreement (Information Technology Provisions), Section 11 shall control in all respects.

Ownership of Intellectual Property
The DOE shall retain ownership of all source data and other intellectual property of the DOE provided to
the Contractor in order to complete the services of this agreement. As well the DOE will retain copyright
ownership fo^any and all materials, patents and intellectual property produced, including, but not limited

InitiaCall pages ^ L |,^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

to, brochures, resource directories, protocols, guidelines, posters, or reports. The Contractor shall not
reproduce any materials for purposes other than use for the terms under the contract without prior
written approval from the DOE.

To the extent this section conflicts with Section 10 {"Intellectual Property") of Part 2 of the Agreement
(Information Technology Provisions), Section 10 shall control in all respects.

Initial all pages->^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #I

EXHIBIT T

Termination

a. Termination forCause

The DOE may terminate the Contract for cause for reasons including but not limited to the
following circumstances;

1. Contractor's failure to perform the services as detailed herein and in any modifications to the
Contract.

2. Contractor's failure to complete the Contract within the timeframe specified herein and in
any modifications to the Contract.

3. Contractor's failure to comply with any of the material terms of the Contract.
If the DOE contemplates termination under the provisions of Subsections a.1., a.2., or a.3
above, the DOE shall issue a written notice of default describing the deficiency. The
Contractor shall have five (5) business days to cure such deficiency. In the event the
Contractor does not cure such deficiency, the DOE may terminate the Contract without
further consideration by issuing a Notice of Termination for Default and may recover
compensation for damages.
If, after the Notice of Termination for Default has been issued, it is determined that the
Contractor was not in default or the termination for default was otherwise improper, the
termination shall be deemed to have been a Termination for Convenience.

b. Termination forConvenience

The DOE may terminate the Contract for convenience, in whole or in part, when, for any
reason, the DOE determines that such termination is in its best interest. The contract can be
terminated due to reasons known to the non-Federal entity, i.e., including but not limited to
program changes, changes in state-of-the-art equipment or technology, insufficient funding, etc.
The Contract termination is effected by notifying the Contractor, in writing, specifying that all or a
portion of the Contract is terminated for convenience and the termination effective date. The
Contractor shall be compensated only for work satisfactorily completed prior to the termination
of the Contract. The Contractor is not entitled to loss or profit. The amount due to the Contractor
is determined by the DOE.

In the event of termination for convenience, the DOE shall be liable to the Contractor only for
Contractor's work performed prior to termination.

c. The DOE's Right to Proceed with Work

In the event this Contract is terminated for any reason, the DOE shall have the option of
completing the Contract or entering into an agreement with another party to complete services
outlined in the Contract.

Initial alj.4>agCS~^ a 1 /s
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #I

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

TN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

Date: 5"/i /
David Wilier, President J
LiteracyPro Systems, Inc.

Corporate Signature Notarized:

STATE OF pjPVcVOLf^O

COUNTY OF

On this the Py^dav of Mouot , 20 A before the undersigned officer, personally appeared
the person identified directly above7or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

NotaryTublic/Justi^^^^iilthe'Peace

My Commission Expires:

(SEAL)

CHasEAJBwai.-

NOTARY PUBUC

GTATEOFCOLORAOO-

NOTARY ID 20164008813

MY COMMISSION BCPIRQ 3/8/2020

State of New Hampshire

Frank Edelblut, Commissioner

State of New Hampshire
Department of Education

Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date:

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
Stale of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

Vendoflr!ih!^^yA Date M 7^^ Page 20 of 20
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STATE OF HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

May 9, 2019

Frank Edelblut, Commissioner
Department of Education
State of New Hampshire
101 Pleasant Street

Concord, NH 03301

Dear Commissioner Edelblut:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to arrJend a contract with LiteracyPro Systems, Inc.,
of Boulder, CO, as described below and referenced as DoIT No. 2017-047A.

I

The purpose of this request is to enter into a contract amendment with LiteracyPro
Systems, Inc., to extend it for an additional two years for the continued support of
the vendor hosted, web-b^ed adult education data system, which collects data
and produces reports to meet federal and state adult education requirements. This
amendment also allows for the implementation at two additional sites.

The amount of the amendment is $217,028, increasing the current contract price .
from $207,335 to $424,363," and the contract shall become effective upon
Governor and Council approval through June 30, 2021.

A copy of this letter should accompany the Department of Education's submission to the
Governor and Executive Council for approval.

Sincerely,

DG/ik/ck

DoIT #2017-047A

cc: Chris Hensel, IT Manager, DoIT

fenis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow"



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that LITERACYPRO SYSTEMS,

INC. is a California Profit Corporation registered to transact business in New Hampshire on August 22, 2017. 1 further certify that

all fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned; and the attached is a true copy of the list of documents on file in this ofTice.

Business fD: 777427

Certificate Number: 0004512464

Ik

o

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 8th day of May A.D. 2019.

William M. Gardner

Secretary of State



Certificate of Authority # 1 (Corporation or LLC' Non-specific, open-ended)

Corporate Resolution

I, Garth Neil , hereby certify that 1 am duly elected Clerk/Secretary of
(Name)

LiteracyPro Systems. Inc. I hereby certiiy the following is a true copy of a vote taken at
(Name of Corporation or LLC)

a meeting of the Board of Directors/shareholders, duly called and held on May 5th 2019

at which a quorum of the Directors/shareholders were present and voting.

VOTED: That David Miller (may list more than one person) is
(Name and Title)

duly authorized to enter into contracts or agreements on behalf of

LiteracyPro Systems. Inc. with the State of New Hampshire and any of
(Name of Corporation or LLC)

its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect

the purpose of this vote.

I hereby certiiy that said vote has not been amended or repealed and remains in full

force and effect as of the date of the contract to which this certificate is attached. 1 further

certify that it is understood that the State of New Hampshire will rely on this certificate as

evidence that the person(s) listed above currently occupy the position(s) indicated and that

they have full authority to bind the corporation. To the extent that there are any limits on the

authority of any listed individual to bind the corporation in contracts with the State of New

Hampshire, all such limitations are expressly stated herein.

DATED: May 9,2019 I//'
(Name & Title) ^



ACKNOWi^DGMENT

A notary public or other officer completing this
certificate verifies only the identity of the individual
who signed the document to which this certificate is
.attBched.'andi'not the trotlrhjlness, -aocuracy, -or
vatldtty. ofth^ docomem.

State of California
County of Napa J

On before me. Chris Fovtfler, Notary Public
(i

^personally appeared..

nsert' name and title of the officer)

!  ,
Who proved to me on the basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within Instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by hls/herAheir slgnature(s) on the instrument the
person(s), or the entity upon behalf of which the person(s) acted, executed the instrument.

I x»rtlfy under PENALTY OF PERJURY under the.laws-ofthe .State of Calffomla that the foregoing
paragraph Is true.and •correct.

WITNESS my hand and official seal.

Signature

CHRIS FOWIER I
COMM. #2254477 i
Notary PuMic • Calitornla 5

Napa CoiBtiy S
% Qpnim. Eniros Aug 16, aB2[

(Seal)



yXCORD CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/OOTTYYY)

08/15/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ie8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsemenL A statement on
this certificate does not confer rights to the certificate holder In lieu of such ondorsementis).

PRODUCER

Boulder Insurance Solutions

4941 10th Street

Boulder CO 80304

Employee DEFREP

(720)457-3800 302 |=« (303)223-9274
e-mAil
ADDRESS:

INSURERtS) AFFOROINO COVERAGE NAICf

INSURER A Sentinel Insurance Company LTD 11000

INSURED

1  literacvoro Systems, Incjj
INSURER B Hartford Insurance Companies 00914

INSURER C Hiscox Insurance Company Inc. 10200

^*2355 Canyon Blvd..Ste# 204

Boulder CO 80302

INSURER D

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: CL1881502840 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIGNS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE !N?o

SUUK

VWO POUCY NUMBER
POUCY EPF
IMM4KVYYYY1

pouevexp
tMM®orrYYY| UMITS

A

X COMMERCIAL GENERAL UABIUTY

E  1 X[ OCCUR

09/01/2018 09/01/2019

EACH OCCURRENCE S 1,000,000

CLAJMS-MAO
DAMACI: TU RENTED
PREMISES (Ea occurrancal

, 1.000.000

MEO EXP (Any ona panon) , 10,000

PERSONAL a ADV INJURY , 1.000.000

GEr

X

TL AGGREGATE UMIT APPUES PER:

POUCY j|^ Q LOC
OTHER:

GENERAL AGGREGATE , 2.000.000

PRODUCTS • COMP/OP AGO J 2.000,000

$

A

AU1rOMOBILE UABIUTY

09/01/2018 09/01/2019

COMBINED SINGLE UMIT
(Fa aeddani)

i 1,000.000

ANY AUTO

HEDULEO
TOS
W-OWNED

TOS ONLY

BODILY INJURY (Par paraon) s

OWNED
AUTOS ONLY
HIRED

AUTOS ONLY

SL
Al

BODILY INJURY (Par accMant) s

X X
NC
Al

PftOPEftTY DamaCE
(Par aeddani) s

s

A

X UMBRELLA UAB

EXCESS UAB

X OCCUR

CLAIMS-MADE 09/01/2018 09/01/2019

EACH OCCURRENCE , 5.000,000

AGGREGATE , 5.000.000

DEO X RETENTION S ® s

B

WORKERS COMPENSATION

AND EMPLOYERS'UABIUTY y/N
ANY PROPRIETOR/PARTNER^XECUTIVE | j
OFRCERMEMBER EXCLUDED?
(Mandnory In NH) ' '
II yas. (SMOib* undar
DESCRIPTION OF OPERATIONS below

N/A

—
09/01/2018 09/01/2019

w PER OTH-
^ STATUTE ER

e.L. EACH ACCIDENT , 1.000,000

E.L DISEASE • EA EMPLOYEE J 1.000,000

E.L. DISEASE • POLICY LIMIT , 1,000.000

C
Errors & Omission Policy
with Cyber coverage 09/01/2018 09/01/2019

$2M/S4M limits $2,500 ded

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORO lO^ddmonti Rtimrtu Schvdult. rmy bt atUchK) If mora tpac* It rM)utml)

CANCELLATION

NH Department of Education

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POUCY PROVISIONS.

101 PlBBsant Street
AUTHORIZED REPRESENTATIVE

Concord

■  1

NH 03301

ACORD 25 (2016/03)

® 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



Frank Edelblut

Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF EDUCATION

101 Pleasant Street

Concord, NH 03301
TEL. (603) 271-3495
FAX (603) 271-1963

Christine M. Brennan

Deputy Commissioner

X

May 3, 2019

Deni's Goulet
Commissioner

Department of Information Technology
27 Hazen Drive

Concord. NH 03301

Requested Action and lExplanation

The Department of Education, Bureau of Adult Education, requests approval of a
contract amendment with LiteracyPro Systems, Inc, of Boulder, Colorado for continued
support and maintenance of a commercial-off-the-shelf, vendor-hosted, web-based
adult education data system. This amendment provides for two additional sites at a cost
of $3,400.00 and also provides for a two year extension, from June 30, 2019 to June 30,
2021 for a cost of $213,628.00, increasing the contract price by $217,028.00, from
$207,335.00 to $424,363.00. The original contract was approveci by the Governor and
Council on September 27, 2017, item # 59. The project manager for this contract will be
Sarah Bennett from the Department of Education, Bureau of Adult Education.

Explanation

The Bureau of Adult Education requires a software system and associated services to
collect data and produce reports to meet federal and state adult education requirements
including annual reports for the National Reporting System under the US Department of
Education, Office of Career, Technical and Adult Education. This contract renewal will
allow the continued use of the current data system which has reduced the amount of
time required to complete data entry and increased the accuracy of the Bureau's
reporting.

The cost of this contract is based on the number of local adult education centers using
the system. The price of this contract amendment includes three components;

1. Increase the cost of the current contract by $3,400 in order to add two additional
sites.

TDD Access: Relay NH 711.
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2.

3.

Exercise the option to renew the contract for two additional years at a cost of
$ 196,628.00.
Include contingency funding of $17,000 in the event additional centers are
added. The Bureau of Adult Education will be required to compete its program
funding starting in January, 2020. The contract includes contingency funding in
the event that additional centers are funded as a result of the competition.

CAT#^EPT#-AGENCY#-ACTIVrr#-

ACCOUNTING UNIT #- DEPT

NAME-AGENCY NAME •

ACCOUNTING UNIT NAME

CLASS- OBJECT - DESC ,

Job# FY19

i

FY20 "

1

FY21 FY20&

FY21

Total

1

06-S6-565010-2535-602-S00932 'TBA $3,400 $3,400

06-66-56-562010-40390000-601 -
500931

TBA $97,231 $99,397: $17,000

t

$213,6281

Total '$3,400 $96,231; $99,397 $17,000 $217,028

Prior Related Actions.

This contract was originally approved by the Governor & Council on September 27,
2017, item #59. The contract was the result of an RFP released on May 17, 2017.

Alternatives and Benefits

NH adult education centers have been using this system for two years. It was a
considerable change from the previous data system and has required extensive training
and technical assistance provided by both the vendor and the Bureau of Adult
Education, Not renewing this contract would jeopardize the Bureau's ability to produce
accurate and timely reporting as well as requiring extensive training on a new system.

The technical staff at LiteracyPro Systems, Inc. has worked collaboratively with the
Department of Information Technology staff embedded at the Department of Education..
This continued collaboration is anticipated to continue.

LiteracyPro Systems, Inc. has expanded its national presence and is currently
contracted with more than twenty other states to provide their adult education data
system. They have worked closely with the Office of Career, Technical and Adult
Education to ensure that the data system collects and reports data in compliance with
all of the new regulations under the Workforce Innovation and Opportunities Act of
2014.

Open Standards

This is a SaaS application and is based on a recurring pricing model. The annual
software license fee includes unlimited technical support in the cost of a site license
plus the annual hosting fee.

TOD Access: Relay NH 711
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Impact on Other State Agencies and-MunlGlpallties

The Bureau of Adult Education is a core partner under the Workforce Opportunities and
Innovation Act of 2014. Data, specifically performance indicators, must be reported to
the NH Department of Business and Economic Affairs, Office of Workforce Opportunity.
Performance indicators or lack thereof have a positive or negative impact on workforce
development in New Hampshire, as described in the State Workforce Plan.

CONTACT PERSON: Sarah Bennett

Administrator

Bureau of Adult Education

NH Department of.Education
21 South Fruit Street, Suite 20
Concord, NH 03301
Telephone: (603) 271-6699
Fax:(603)271-3454
Email: Sarah.Bennett@doe.nh.gov

TOO Accam; Relay NH 711
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CERTIFICATION

The undersigned hereby certify that,the information provided in this document and any
attachments is complete and accurate and that alternatives to the solution defined in this
document have been appropriately considered.

Resi^c^ully submitted,

>arah Bennett, Administrator
Department of Education
Bureau of Adult Education

o
Norman Hensel

DOIT Liaison

Approved

Frank Edelblut

Commissioner

RFP/Contract Number: BAE-2017-047A\

cc: Norman Hensel, DOIT Representative
DolT Contracts and Procurements Manager - Irene Koffink@doit.nh.gov

TOD AccaM: Relay NH 711
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Frank EdelbJut Paul Leather
Commtssiooer Deputy Commissiooer

STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

101 Pleasant Street

Concord, N.H. 03301 '

m. (603) 271-3495

FAX (603) 271-1953

September 13, 2017

His Excellency. Governor Christopher T. Sununu
and The Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Education. Bureau of Adult Education, to enter into a contract with
LiteracyPro Systems. Inc. (Vendor Code 279684) of Boulder. Colorado, in an amount not to exceed
$ 207.335.00. to provide a commercial-off-the-shelf, vendor-hosted, web-based, adult education data
system that meets federal reporting requirements under the Workforce Innovation and Opportunities

Act of 2014. effective upon Governor and Council approval through June 30. 2019, with an option to
renew for two (2) additional two year terms. 100% General Funds.

Funds to support this request are available in the account entitled Adult Education:

Fm FY19
06-56-56-565010-2535-602-500932 State Fund Non Match $ 1 12.207.00 $95,128.00

EXPLANATION

Approval of this request will allow the Department of Education. Bureau of Adult Education, to provide
a user-friendly, efficient data system for its eighty-nine (89) adult education programs across the state
to meet federal and state reporting requirements.

Due to the recent implementation of the Workforce Innovations and Opportunity Act of 2014. all adult
education programs receiving federal funding are required to make significant changes to the
student data collected and reported. The current data system was created ln'2010 by the NH
Department of Information Technology, has only received minimal updates and is not capable of
meeting the new reporting requirements. Additionally, the Department of Education is in need of
improved.data tools to allow for analysis leading to program improvement.

LiteracyPro Systems. Inc. currently contracts with eighteen other states to provide adult education
data systems. As a company, they are invested in making sure that their staff understands the
intricacies of the National Reporting System, as well as developing efficiencies for local and state adult
education program staff. Because they represent a large group of states, revisions to the system
based on changing requirements are cost-effective and tirmely.

TDD Access: Relay NH 711
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His Excellency, Governor Christopher T. Sununu

qnd the Honoroble Council
September 13, 2017

Poge 2

A Request tor Proposals (RFP) was released May 17, 2017 on the NH Department of Education's
website, distributed through the newsletter of the National Association of State Adult Education
Directors and sent to vendors currently contracted for similar services In other states. Three proposals
were received and reviewed using the proposal criteria in the RFP for evaluating the applications (See
Attachment A). In addition to scoring, the evaluation team conducted phone interviews with vendor
references and participated in a two-hour demonstration with each vendor. The contract was
awarded to one vendor (See Attachment B).

Respectfully submitted.

Frank Edelblut

Commissioner of Education

DOE Share Doto/Common/Adult Ed/2017 Adult Ed Propo$ols/One Year Contracts/

TDD Access: Relay NH 711
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Attachment A

A request for adult education data system proposals for the term of two (2) years was released on May
17, 2017. The notice was published in the newsletter of the National Association of Adult Education State
Directors on May 18, 2017 and posted on the NH Department of Administrative Services' website, and
sent electronically to any party expressing an interest in submitting an application.

Proposal Criteria in RFP:

All proposals were required to meet the minimum standards as outlined in Exhibit B of the RFP which
included the following elements:
•  Meeting submission requirements
•  Compliance with system requirements
•  Current use of proposed software by at least one other government entity comparable In size and

complexity to the State of New Hampshire
•  Implementation service experience
•  Propose project team that includes a project manager and a subject area specialist

Proposals that met the minimum requirements were evaluated on the following criteria:

Maximum

Points

Proposed Software Solution 500

Technical Senrices. Proiect Manaqement 200

Vendor Companv 50

Staffing Qualifications 50

Solution Cost 200

TOTAL 1000

Proposed Software Solution: Factors included, but were not limited to:
Software architecture

Application
Features

Compatibility with State Systems
User Friendliness/Usability and Efficiency

Technical Services, Project Management: Factors included, but were not limited to:

Protection of data

Compatibility with State IT Expertise and Training Approach
Project Execution
Project Management Competence
Ongoing Operations

Vendor Company: Factors included, but were not limited to:

How long in business
How many years of experience with this product
Bench strength and support structures
References

Litigation
Financial strength

Vendor Staffing Qualifications; Factors included, but were not limited to:

Staff training
Staff certifications

Staff experience



•  Size and composition of vendor team

Software Solution Cost; Scores were determined using the following formula;

Lowest proposal costA^endor's proposed cost multiplied by 200 points.

Reviewers:

•  Vaughn Cobum, Systems Development Specialist V with the Department of Information
Technology embedded at the Department of Education, has more than forty years of computer
programming experience including five years as the primary liaison for the Bureau of Adult
Education providing support for tfie current adult education data system. Additionally, he
attended a three-day National Reporting System training in March of 2017 on designing adult
education data systems to meet federahreporting requirements.

•  Tammy Gluck, Adult Education Office Administrator for Exeter Adult Education, has seven years
of experience in adult education and is responsible for inputting all data for the programs at her
center.

•  Rachelle Cox, Director of Eagle Academy, an adult diploma program, has eight years of
experience in adult education and seven years of experience with the current adult education
data system.

•  Dard McCarthy, Adult Learner Services Coordinator and Program Director for the Pemi-Baker
Literacy program, has six years of experience in adult education including five years of
experience with the current adult education data system.

•  Lauren Osowski, Program Director for the Adult Basic Education, English as a Second Language
and the Postsecondary Transitions programs at the Nashua Adult Learning Center, has twelve
years of experience in adult education and four years of experience using the current data
system.

•  Sarah Bennett, Education Consultant for the NH Department of Education, Bureau of Adult
Education, has more than 20 years of experience in adult education and for two years has been
the primary person responsible for training, monitoring and analyzing all State adult education
data including all federal and state reporting. She has attended multiple training sessions on
designing an adult education data system with the National Reporting System.



Attachment B

LiteracvPro Systems, inc. Benchmark ITS TelCloud Services. LLC

Met Minimum Standards Yes Yes No

Each proposal that met the minimum standards was scored as follows:
Maximum

Points

LiteracyPro
Systems. Inc.
Average Scores

Benchmark ITS

Average Scores

Protx)sed Software Solution 500 451.17 387.00

Technical Services. Protect Management 200 182.17 155.83

Vendor Company 50 47.17 38.33

Staffing Qualifications 50 46.83 36.83

Solution Cost 200 126.00 200.00

TOTAL 1000 853.34 817.99



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.rih.gov/doit

Denis Goulet

Commissioner

September 11,2017

Frank Edelblut, Commissioner
Department of Education
State of New Hampshire
101 Pleasant Street

Concord. NH 03301

Dear Commissioner Edelblut:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with LiteracyPro Systems, Inc., of Boulder,
Colorado VA as described below and referenced as DoIT No. 2017-047.

This is a request to enter into a contract to procure a commercial-off-the-shelf, vendor
hosted, web-based adult education data system, which will collect data and produce
reports to meet federal and state adult education requirements. This system will also
allow the Department of Education to monitor the adult education program and
performance, and maintain compliance with federal reporting requirements.

The funding amount is not to exceed $207,335.00, and the contract shall become
effective upon Governor and Council approval through June 30, 2019.

A copy of this letter should accompany the Department of Education's submission to the
Governor and Executive Council for approval.

Sincerel

Denis Goulet

DG/kaf

DoIT #2017-047

cc: Chris Hensel, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow'



FORM NUMBER P.37 (version S/8/I5)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFTCATION.

1.1 State Agency Name
NH Department of Education
Bureau of Adult Education

1.2 State Agency Address
21 South Fruit Street, Suite 20

Concord, NH 03301

1.3 Contractor Name

LilcracyPro System, Inc.
1.4 Contractor Address

2355 Canyon Blvd. Suite 204
Boulder, CO 80302

1.5 Contractor Phone

Number

303-440-6906

1.6 Account Number

06-56-565010-2535-602-

500932

1.7 Completion Date

June 30, 2019

1.8 Price Limitation

$207,335

1.9 Contracting Officer for Stale Agency
Arthur Ellison. Administrator

1.10 State Agency Telephone Number
603-271-6699

l.ll Contractor Signature // y 1.12 Name and Title of Contractor Signatory
David Miller, CEO

1.13 Acloiowlcdgcmenl: Statrof .Counlyof

On /ci - / ~7 . before the undersigned officer, personally appearc
proven to be the person whose name is signed in block l.ll, and acknowledg
indicated in block 1.12.

d the person identified in block 1.12, or satisfactorily
tjiig documcnt in the capacity

1.13.1 Signature of Notary Public or Justice of the Peace

[Scan ^

'wtLAWTUM

NOTAflypUBUC
STATE OF COLORADO

notary IP- ino7iAnnn 1 1
1.13.2 Name and Title of Notary or Justice of the Peace MY COMMISSION EXPIRFfi june ,3^ 2021
1. 1^ Stay Agency Signwrc ^

' M4 Mjr Da.c:^'/3-n
1.15 Name and Title of State Agency Signatory

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: • Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (ifapplicable)

" /y, " 1/'y/l7
1.18 Appro\feP6y flic Governor and Executive^ouncil (ifapplicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Slate of New Hampshire, acting
through the agency identified in block 1.1 ("Stale"), engages
contractor identified in block ) .3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hcreunder, exceed the Price Limitation set forth in block

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hcreunder. shall become effective on the date the Governor

and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder. including,
without limitation, the continuance of payments hereunder, arc
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of

appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, stale, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
anirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the Stale of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the Stale or United Stales access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide ail
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during (he term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

of 4
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Agreement. This provision shall survive icrmination of this
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any rcpon required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of lime, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIAIJTV/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page 3

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report ('Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,

indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insiu'ancc against all
claims of bodily injury, death or property damage, in amounts
of not less than S1,000,000per occurrence and $2,000,000
aggregate ; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State ofNcw
Hampshire.
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14.3 The Contracior shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certiflcate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also fiimish to the Contracting Officer
identified in block 1.9, or his or her successor, ccrtificatc(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The ccrtificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each ccriificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less th?n thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

I S.I By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
("Workers' Compensation ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
ftumish the Contracting Officer identified in block 1.9, or his
or her siiccessor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns.' The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
arc for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITV. In the event any of the provisions of
this Agreement are held by a court of competent junsdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afier approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
Contract Cover Sheet

Name of Agency/Division:
NH Department of Education, Bureau of Adult Education
Contract Number/Name:

BAE-RFP^Ol 7-047 Adult Educotlon C^q System
Corrtract Purpose: To provide the Bureau of Adult Education on off-the-shelf-
commercial data system to collect data on NH adult education students that
meets both the National Reporting System and state reporting requirements.

Who Negotiated the Contract:

Sarah Ladd Bennett

Funding Source:

Adult Education

Is this an amendment?

No

Name of Vendor:

ItteracyPro Systems, Inc.
Amount of Contract:

$207,335

Term of Contract:

9/27/2017-5/30/2019

Competitive Bid Process: (Explain if "No")
Yes

Background Information:

The Bureau of Adult Education is currently using a state-created data system,
significant changes to federal reporting requirements under the Workforce
Innovation and Opportunities Act of 2014 and expanded state-funded local
programming have resulted In the need for a more comprehensive and
responsive system.
Special Concerns:
The proposed data system must be user-friendly, intuitive and
comprehensive. Most local adult education staff is part-time and data entry
cannot be a time-Intensive task.
Amendment History (If applicable): N/A

Submitted By:
Saroh Ladd Bennett

Phone: 603-271-5701

Current Date:

September 5, 2017.
Email:
Sarah.Bennett@doe.nh.aov

2017-047 IT^
Contractor Iniiials:

Date: _^ / 17-
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NH Department of Education
Adult Education Data System
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STATE OF NEW HAMPSHIRE

NH Department of Education

Adult Education Data System
contract 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a

Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to
by the State that describes at a minimum, the specific
Acceptance process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control Supports the management of permissions for logging onto a
computer or network.

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system.

Authorized User The Contractor's employees, contractors, subcontractors or other
agents who need to access the State's personal data to enable the
Contractor to perform the services required.

Certification The Vendor's written declaration with ftill supporting and
written Documentation (including without limitation test results
as applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

Completion Date End date for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure under the Contract.

Contract This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement Part 1, 2, and 3. The documentation consisting of both the
General Provisions and the Exhibits which represents the

Part 2vision
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STATE OF NEW HAMPSHIRE

NH Department of Education

Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work.

Contract Conclusion Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract completion,
termination for convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract
Agreement, Section 1.1).

Contract Managers The persons identified by the State and the Vendor who shall be

responsible for all contractual authorization and administration
of the Contract. These responsibilities shall include but not be
limited to processing Contract Documentation, obtaining
executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities.
(See Section 4: Contract Management)-

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions
Section 1.8 (P-37).

Contractor .The Vendor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the
contract.

Contracted Vendor/Vendor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes
Data from a legacy system and successfully converts it to a form
that can be used by the new System.

Cure Period The thirty (30) day period following written notification of a
default within which a contracted vendor must cure the default

identified.

Custom Code Code developed by the Vendor specifically for this project for
the State of New Hampshire.

Custom Software Software developed by the Vendor specifically for this Project
for the State of New Hampshire.

Data State's records, files, forms. Data and other documents or

information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized person/s that
results in the use, disclosure or theft of a the State's unencrypted
non-public data.

DBA Database Administrator

2017-047 IXPTTTvisicns^Parl 2
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STATE OF NEW HAMPSHIRE

iVH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Denciencie$A)efects A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Sjjecifications.

Class A Deficiency - Software - Critical, docs not allow System
to operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to Stale; Non Software - Services were inadequate
and require rc-pcrformancc of the Service.

Class B Deficiency - Software - important,' does not slop
operation and/or there is a work around and user can perform
tasks; Written Documentation - portions of information are
missing-but not enough to make the document unintelligible;
Non Software - Services were deficient, require reworking, but
do not require re-performance of the Service.

Class C Deficiency - Sofhvare - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use
System; Written Documentation - minimal changes required and
of minor editing nature; Non Software - Services require only
minor reworking and do not require re-performance of the
Service.

Deliverable A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department of Information
Technology (DoIT)

The Department of Infomtation Technology established under
RSA 2 l-R by the Legislature effective September 5, 2008.

Documentation All information that describes the installation, operation, and use
of the Software, either in printed or electronic format.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as "code signing." -

Effective Date The Contract and all obligations of the parties hcreundcr shall
become effective on the date the Governor and the Executive

Council of the State of New Hampshire approves the Contract.

Encryption Supports the transformation of data for security purposes.

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to. Enhancements
produced by Change Orders.

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject

2017-047 1
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to increase, i.e., adjustment on the basis of the Vendor's cost-
experience in performing the Contract.

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses.

Governor and Executive Council The New Hampshire Govemor and Executive Council.

Identification and

Authendcation

Supports obtaining information about those parties attempting to
log on to a system or application for security purposes and the
validation of those users.

Implementation The process for making the System fully operational for
processing the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Informadon Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected.
Protecting the application from cross site scripting. SQL
iniection, buffer overflow, etc.

Intrusion Detecdon Supports the detection of illegal entrance into a computer
system.

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by the Contractor as
essential to work on the Proiect.

Licensee The State of New Hampshire

Non Exclusive Contract A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract.

Non-Public Informadon Data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive
and confidential by the State because it contains information that
is exempt by statute, ordinance or administrative rule from
access by the general public as public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other.

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding Slate of New Hampshire holidays.

2017-047 ITf-wvm
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State holidays are: New Year's Day, Martin Luther King Day,
President's Day, Memorial Day, July 4''', Labor Day, Veterans
Day, Thanksgiving Day, the day after Thanksgiving Day, and
Christmas Day. Specific dales will be provided.

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time.

Open Data Formats A data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA 21 -R: 10 and RS A 21 -R: 11.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational The System is operating and fully functional, all Data has been
loaded; the System is available for use by the State in its daily
operations, and the State has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a

conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition in a
document that is lower in the Order of Precedence.

Persona! Data Data that includes information relating to a person that identifies
the person by name and has any of the following personally
identifiable information (PIT): government-issued identification
numbers (e.g., Social Security, driver's license, passport);
financial account information, including account number, credit
or debit card numbers; or protected health information (PHI)
relating to a person.

Project The planned undertaking regarding the entire subject matter of
an RFP and Contract and the activities of the parties related
hereto.

Project Team The group of State employees and contracted Vendor's
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan on time, on budget and to the
required specifications and quality.

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance
of Contract Deliverables, invoice sign ofT, and review and
approval of Change Requests (CR) utilizing the Change Control

2017-047 lT,Pf5^isions -^T<art 2
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Procedures (CCP).

Proiect Staff State personnel assigned to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work.

Protected Health Information

(PHI)

Individually identifiable health information transmitted by
electronic media, maintained in electronic media, or u^nsmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and

Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
descried at 20 U.S.C. l232g(aX4)(B)(iv) and employment
records held by a covered entity in its role as employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the

application/process.

Review The process of reviewing Deliverables for Acceptance.

Review Period The period set for review of a Deliverable. If none is specified
then the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying data processing product
and/or Service resources according to specific terms and
conditions.

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network.

Schedule The dates described in the Work Plan for deadlines for

performance of Services and other Project events and activities
under the Contract.

Security Incident The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident may
or may not turn into a data breach.

Service Level Agreement (SLA) A signed agreement between both the State and the Contractor
that is subject to the terms and conditions in this document that
unless otherwise agreed to includes (1) the technical service
level performance promises, (i.e. metrics for performance and
intervals for measure), (2) description of service quality, (3)
identification of roles and responsibilities, (4) security
responsibilities and notice requirements, (5) how disputes are
discovered and addressed, and (6) any remedies for performance
failures.
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Service The work or labor to be performed by the Vendor on the Project
as described in the Contract.

the Contractor The vendor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the
contract.

Software All custom Software and COTS Software provided by the
Vendor under the Contract.

Software-as-a-Service (SaaS)

/

The capability provided to the State to use the Contractor's

applications running on a cloud infrastructtire. The applications
are accessible from various client devices through a thin-client
interface such as a Web browser (e.g.. Web-based email) or a
program interface. The State does not manage or control the
underlying cloud infrastructure including network, servers,
operating systems, storage or even individual application
capabilities, with the possible exception of limited user-specific
application configuration settings.

Software Deliverables Software and Enhancements

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which includes,
without limitation. Software and Services, addressing the
requirements and terms of the Contract Specifications. The off-
the-shelf Software and configured Software customized for the
State provided by the Vendor in response to this RFP.

Specifications The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards. Documentation, applicable State and
federal policies, laws and regulations. State technical standards,
subsequent State-approved Deliverables, and other

Specifications and requirements described in the Contract
Documents. The Specifications are, by this reference, made a
part of the Contract as though completely set forth herein.

State

N

STATE is defined as:

State of New Hampshire
Department of Education
Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301

Reference to the term "State" shall Include applicable agencies.

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a
high level view of the architecture, performance and design

2017-047 jn^vi^ons-"Part 2
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requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that
the Vendor remains responsible and accountable for achieving.

State's Confidential Records State's information regardless of Its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA ChaDter9l-A.

State Data For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of

computer processing of or other electronic manipulation of any
data that was created by or in any way originated with the State,
whether such data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or othei^isc controlled by the State or by the
Contractor.

State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July 1"
through June 30"* of the following calendar year.

State Identified Contact The person or persons designated in writing by the Slate to
receive security incident or breach notification.

State's Project Manager (FM) State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables,
invoice sign off, and Review and approval of a Change Proposal
(CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the
Vendor.

System All Software, specified hardware, and interfaces and extensions,

integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets,
or specifics technical requirements. It must be: (1) consistent
with Statement of Work within statement of Services; (2) not
constitute a new assi^iment; and (3) not change the terms,
documents of specifications of the Contract Agreement.

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project.
It may consist of a timeline, a series of tests and test data, test
scripts and reports for the test results as well as a tracking
mechanism.
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Term Period of the Contract from the Effective Date through
termination.

Transition Services Services and support provided when Contractor is supporting
System changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to verify
the code they have created or changed functions properly as
defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar
with the scope of the Project. They create/develop test cases to
confirm the System was developed according to specific user
requirements. The lest cases and scripts/scenarios should be
mapped to business requirements outlined in the user
requirements documents.

User Management Supports the administration of computer, application and
network accounts within an organization.

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer
system, application or network.

Walk Through A step-by-step review of a Specification, usability features or
design, before it is handed off to the technical team for
development.

Work Hours Vendor personnel shall work normal business hours between
8:00 am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of tasks,
activities and events to be performed and Deliverables to be
produced under the Project as specified in Appendix C. The
Work Plan shall Include a detailed description of the Schedule,

tasks/activities. Deliverables, critical events, task dependencies,
and the resources that would lead and/or participate on each task.

Written Deliverables Non-Sofhvare written deliverable Documentation (lener, report,
manual, book, other) provided by the Vendor either in paper or
electronic formal.

O^pTTProvisions
acrer Initials: /
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
Department of Education ("Slate"), and LitcracyPro Systems, Inc., a Colorado Corporation,
("Contractor"), having its principal place of business at 2355 Canyon Blvd., Suite 204, Boulder,
Colorado.

LitcracyPro Systems, Inc. will provide a vendor-hosted, commercial-ofT-the-shcIf data system and
associated services for use by New Hampshire adult education centers and the NH Department of
Education to collect data and produce reports to meet federal and state adult education reporting
requirements.

RECITALS

Whereas the State desires to have the Contractor provide aa vendor-hosted, commercial-off-the-shelf data
system, and associated Services for the State;

Whereas the Contractor wishes to provide a vendor-hosted, commercial-off-the-shelf data system called
LACES™ (Literacy, Adult and Community Education System).

The parties therefore agree as follows;

I. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2017-047) is comprised of the following documents:

A. Part I - Form P-37 General Provision

B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services

Exhibit E- Implementation Services
Exhibit F- Testing Services >
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan

Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services

2017-047 IT^^ovisions^'^art 2 Page 12 of 33
Contractor Inhtajs: )_

Date: ^ L2



STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. State of New Hampshire, Department of Education, Bureau of Adult Education
Contract Agreement 2017-047, including Parts 1,2, and 3.

b. State of New Hampshire, Department of Education, Bureau of Adult Education RFP
2017-047.

c. Vendor Proposal Response to RFP 2017-047 dated May 17, 2017.

2. contract TERM

The Contract and all obligations of the parties hereunder shall become effective after fiill
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the Slate of New Hampshire approval
C'Effcctive Date").

The Contract shall begin on the Effective Dale and extend through the date indicated in Part I.
P-37 General Provisions Block 1.7: Completion Date with the option to be extended up to two
time for two (2) year periods, ("Extended Term") at the sole option of the State, with the
applicable fees included in this contract.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part I, P37, Block 1.8: Price Limitation, method of payment, and terms of
payment arc identified and more particularly described in Part I, P-37 Section 5: Contract Price
and /Price Limiation/Payment, and Part 3 Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT
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The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or
portion of an item, group of items, or total Proposal, the Contractor shall not be responsible for
any delay, act, or omission of such other vendors, except that the Contractor shall be responsible
for any delay, act, or omission of the other vendors if such delay, act, or omission is caused by or
due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efTorts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its successful
completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for alt
Contract authorization and administration. The Contractor's Contract Manager is:

David H. Miller

CEO

2355 Canyon Blvd., Suite 204
Boulder, CO 80302
Tel: 303-440-6906

Email: dhmiIlei@literacvoro.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4J.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the reasonable
judgment of the State, is found unacceptable or is not performing to the State's
satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
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representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Part 3 Exhibit I - Section 2: Contractor Roles

and Responsibilities. The Contractor's Project Manager must be available to
promptly respond during Normal Business Hours to inquiries from the State, and
be at the site as needed. The Contractor's Project Manager must work diligently
and use his/ her commercially reasonable efforts on the Project.

4.2.3 The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State, except in the case of the Project Manager no longer
being employed by Contractor. State approvals for replacement of the
Contractor's Project Manager shall not be unreasonably withheld. The
replacement Project Manager shall have comparable or greater skills than of the
Contractor's Project Manager being replaced; meet the requirements of the
Contract; and be subject to reference and background checks described above in
Part 2, Section 4.2.1: Contract Project Manager, and in Contract Agreement Part
2, Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor's Project Manager within ten (10)
business days of the departure of the prior Contractor's Project Manager, and the
Contractor shall continue during the ten (ID) business day period to provide
competent Project management Services through the assignment of a qualified
interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pursue its remedies at law and in equity, if the Contractor fails to
assign a the Contractor Project Manager meeting the requirements and terms of
the Contract.

4.2.5 Contractor Project Manager is:
Shannon Stangis
Project Manager/Trainer
2355 Canyon Blvd., Suite 204
Boulder, CO 80302

Tel: 303-440-6906

Email: sstangis@literacypro.com

4.3 CONTRACTOR KEY PROJECT STAFF
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4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendix C: System Requirements and Deliverables, Table C.3;
System Requirements and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on the Contractor's Key Project Staff.
The State reserves the right to require removal or reassignment of the Contractor's
Key Project Staff who are found unacceptable to the State in the State's reasonable
opinion. Any background checks shall be performed in accordance with Part 2
Section 4.6: Background Checks.

4.3.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State, except in the case of Key Project Staff no longer
being employed by Contractor. State approvals for replacement of the Contractor's
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Contractor's Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to reference and
background checks described in Contract Agreement- Part 2, Section 4.6:
Reference and Background Checks,

4.3J Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

4J3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Staff:
Kev Memberfs) Title

Frank Buran Director of Software

Development
Linda Watts Quality Assurance Director

Kent Hurd Senior Applications Developer

AmyThamcrt Technical Services Manager
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4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the Slate's representative with
regard to Contract administration. The State Contract Manager is:

Arthur Ellison

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20

Concord, NH 03301
Tel: 603-271^99

Fax:603-271-3454

Email: Arlhur3llison@doe.nh.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Sarah Ladd Bennett

Education Consultant

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301

Tel: 603-271-6701

Fax: 603-271-3454

Email; Sarah.Bennett@doe.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any stafT, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The Stale shall

V



maintain the conndentiality of background screening results in accordance with the Contract
Agreement-Part 2, IT Provisions-Section II; lj):e of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. . The Contractor must
submit all information and documentation relating to the Subcontractor, including terms and
conditions consistent with this Contract. The State will consider the Contractor to be wholly
responsible for the performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the Stale's receipt of the Contractor's written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shall correct the Deficiency within the
period identified in the Work Plan. If no period for the Contractor's correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within five (5)
business days. Upon receipt of the corrected Deliverable, the State shall have five (5) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to extend the Review Period up to five (5) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Conu-actor shall provide the State with access to the Sofhvare and Documentation set fonh in the
Contract, and particularly described in Exhibit J: Software Agreement.
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7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the Slate with the administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in the Contract,
and particularly described in Exhibit E: Implementation Services.

13 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F; Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and
Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks. Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks.
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhibit 1: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I; Work Plan shall
not relieve the Contractor from liability to the Stale for damages resulting from the Contractor's
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failure to perform its obligations under the Contract, including, without limitation, performance in
accordance with the Schedule.

In the event of any delay in the Schedule, the Contractor must promptly.notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the Slate
causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's
execution of its major tasks takes longer than described in the Work Plan, the Schedule shall
automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor's receipt of a Change Order, the Contractor shall advise the Stale,
in detail, of any impact on cost (e.g.. Increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond
to the Contractor's requested Change Order within five (5) business days. The State Agency, as well
as the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's estimate f^or a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Ordcr(s) shall be subject to the Contract
amendment process, as determined to apply by the Stale.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, ri^t, and interest (including all ownership and intellectual property rights) in the
Software, any enhancements or modifications thereto, and its associated Documentation,
shall remain with the Contractor.

In no event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In addition.



the Vendor shall be free to use its general knowledge, skills, experience, and any other
ideas, concepts, know-how, and techniques that are acquired or used in the course of its
performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the State upon demand or upon termination of this Agreement for any reason, the
Contractor shall not access State user accounts or State data, except (I) in the course of data
center operaiions, (2) in response to service or technical issues, (3) as required by the
express terms of this contract or (4) at the State's written request.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for
others, materials that are competitive with, or similar to, the Deliverables. In accordance
with the provision of this Contract, the Contractor shall not distribute any products
containing or disclose any State Confidential Information. The Contractor shall be free to
use its general knowledge, skills and experience, and any ideas, concepts, know-how, and
techniques that are acquired or used in the course of its performance under this Contract,
provided that such is not obtained as the result of the deliberate memorization of the State
Confidential Information by the Contractor employees or third party consultants engaged
by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot include information or records not subject to public disclosure under New
Hampshire RSA Chapter 91-A, which includes but is not limited to the following: records
of grand juries and petit juries; records of parole and pardon boards; personal school
records of pupils; records pertaining to internal personnel practices, financial information,
test questions, scoring keys and other examination data use to administer a licensing
examination, examination for employment, or academic examination and personnel,
medical, welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to
all Data and information, shall remain with the State. The State shall also retain all right,
title and interest in any user interfaces and computer instructions embedded within the
WWW pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

10.5 SURVIVAL

This Contract Agreement Section 10: Inlelleciual Property shall survive the termination of
the Contract.
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11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings fsee e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations. Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving parry prior to, any
disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State if any request,
subpoena or other legal process is served upon the Contractor regarding the Slate
Confidential Information, and the Contractor shall cooperate with the State in any effort
the State undertakes to contest the request, subpoena or other legal process, at no additional
cost to the State.

In the event of the unauthorized release of Slate Confidential Information, the Contractor

shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctivc relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the Slate
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or regulations.



including but not limited to, RSA Chapter 91-A. In the event the Slate receives a request
for the information identified by the Contractor as confidential, the State shall notify the
Contractor and specify the date the State will be releasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor's information, at no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor's sole
responsibility and at the Contractor's sole expense. If the Contractor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State's notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 1 1, Use ofState's Information. Confidentiality, shall
survive termination or conclusion of the Contract.

12 limitation of liability

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the
confidentiality obligations in Contract Agreement-General Provisions Section II: Use of
Stare's Information, Conjideniiality, as well as any infringement of intellectual property
rights, both of which shall be unlimited.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor's liability to the State shall not exceed two times (2X) the total Contract price
set forth in Contract Agreement - P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section I I: Use of State's Information, Confidentiality, which shall be
unlimited.

12.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL

This Section 12: Limitation of Liability shall survive termination or Contract conclusion.
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13 TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall constitute an
event of default hereunder ("Event of Default")

a. Failure to perform the Services in material compliance with the speciftcation
and schedule;

b. Failure to submit any report required hereunder; and/or
c. material breach of any other covenant, term or condition of the Contract.

I3.I.1 Upon the occurrence of any Event of Default, the State may take the following action:

a. The State shall provide the Contractor written notice of default and require it to be
remedied within, in the absence of a greater or lesser specification of lime, within
thirty (30) days from the date of notice, unless otherwise indicated within by the
State ("Cure Period"). If the Contractor fails to cure the default within the Cure
Period, the State may terminate the Contract effective two (2) days after giving the
Contractor notice of termination, at its sole discretion, treat the Contract as
breached and pursue its remedies at law or in equity or both.

I3.I.2 The Vendor shall provide the State with written notice of default, and the Slate shall
have thirty (30) days in which to cure such breach. If the State does not cure such
breach within such time period, Vendor may, in its discretion, terminate the Contract
effective two (2) days after giving the Vendor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity or
both.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services.

n



13.3 TERMINATION FOR CONFLICT OF INTEREST

13J.1 The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

I3J.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, except in the case of termination as a result of
breach by the State, the State, in addition to any other rights provided in the Contract,
may require the Contractor to deliver to the State any property, including without
limitation, Software and Written Deliverables, for such part of the Contract as has
been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State,
the Contractor shall:

a. Except in the case of termination as a result of breach by the State, the State shall
be entitled to any post-termination assistance generally made available with
respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA. ^

b. Stop work under the Contract on the date, and to the extent specified, in the
notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subcontracts related to the work which has been terminated and

settle all outstanding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of this
Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and
in which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any action
to intentionally erase any State data.
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I. In the event of termination of any services or agreement in entirety, the
Contractor shall not take any action to intentionally erase any State data for a
period of:

•  10 days after the effective date of termination, if the termination is in

accordance with the contract period

•  30 days after the effective date of termination, if the termination is for

convenience

•  60 days after the effective date of termination, if the termination is for
cause

2. After such period, the Contractor shall have no obligation to maintain or
provide any State data and shall thereafter, unless legally prohibited, delete
alt State data in its systems or otherwise in its possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is owned by the State pursuant to this
Contract; and

g. The Contractor shall implement an orderly return of State data in a CSV or
another mutually agreeable format at a time agreed to by the parties and the
subsequent secure disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the State.
Data shall be permanently deleted and shall not be recoverable, according to
National Institute of Standards and Technology (NIST)-approved methods.
Certificates of destruction shall be provided to the State.

i. Provide written Certification to the State that the Contractor has surrendered to

the State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the Stale shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS
15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its'interest,

rights, or duties under the Contract without the prior written consent of the Stale. Such
consent shall not be unreasonably withheld. Any attempted transfer, assignment, delegation,
or other transfer made without the State's prior written consent shall be null and void, and
may constitute an event of default at the sole discretion of the State.
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15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees ("Assigns") arc used, unless
otherwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
all obligations and liabilities under the Contract from the Effective Date. In the absence of a
written assumption of full obligations and liabilities of the Contract, any permitted
assignment, delegation, subcontract, or other transfer shall neither relieve the Contractor of
any of its obligations under the Contract nor affect any remedies available to the State against
the Contractor that may arise from any event of default of the provisions of the contract. The
Slate shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning
the Contract to the successor of all or substantially all of the assets or business of the
Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change ownership,
as permitted under Section 15: Change of Ownership, the State shall have the option to
continue under the Contract with the Contractor, its successors or assigns for the full
remaining term of the Contract; continue under the ConU-act with the Contractor, its
successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or
assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL LiteracyPro
Systems, Inc.

STATE CUMULATIVE

ALLOTTED

TIME

Primary Shannon Stangis
Project
Manager/Trainer

Sarah Bennett

Slate Project
Manager (PM)

5 Business Days

First David Miller

CEO

Arthur Ellison

Bureau of Adult

10 Business Days



Education

Administrator

Second Frank Edclblut

Commissioner

15 Business Days

The allotted time for the first level negotiations shall begin on: the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Parry's notice is received by the other party.

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no lime shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the Slate cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by
the Stale. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. Personal software (including but not limited to palmtop
sync software) shall not be installed on any equipment.

c. That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE

Mail and other electronic communication messaging systems are Slate of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal
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Email systems" or "State-funded Email systems." the Contractor understand and agree
that use of email shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE

The intemei/lntranet is to be used for access to and distribution of information in direct

support of the business of the State of New Hampshire according to State standard policy
(available upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, name of the individual responsible
for the funding of the contracts and his/her address.

17.6 EXHIBITS

The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION

Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section
3: Records Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and General Provisions-Section 11: Use of State's Information,
Confidentiality and General Provisions- Section 10; Termination which shall all survive
the termination of the Contract.

17.9 FORCEMAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without fault or
negligence of such party. Such events shall include, but not be limited to, acts of God,
strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire, power
failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event vof the foregoing. Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly
delivered or given at the time of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parties at the following addresses.
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LITERACYPRO SYSTEMS, INC. SARAH BENNETT:
DAVID MILLER STATE OF NEW HAMPSHIRE

2355 CANYON BLVD. SUITE 204 BUREAU OF ADULT EDUCATION

BOULDER, CO 80302 21 S. FRUIT STREET, SUITE 20
TEL: (303) 440-6906 CONCORD. NH 03301
E.MAIL: DHM1LLER@LITERACYPR0.COM TEL: (603) 271-6701

17.11 DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities
of the Contractor to ensure there is no Inappropriate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the confidentiality,
integrity and availability of State information and comply with the following conditions;

a. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or thefl of personal data and non-public data. Such security measures
shall be in accordance with recognized industry practice and not less stringent than
the measures the Contractor applies to its own personal data and non-public data of
similar kind.

b. All data obtained by the Contractor in the performance of this contract shall become
and all personal data shall be encrypted at rest and in transit with controlled access.
Unless otherwise stipulated, the Contractor is responsible for encryption of the
personal data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shall be
identified and made a part of this contract.

d. At no time shall any data or processes — that either belong to or arc intended for the
use of the State or its officers, agents or employees — be copied, disclosed or
retained by the the Contractor or any party related to the Contractor for subsequent
use in any transaction that does not include the State.

c. The Contractor shall not use any information collected in connection with the
service issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shall provide its services to the State and its end users solely from data
centers in the U.S. Storage of State data at rest shall be located solely in data centers in the
U.S. the Contractor shall not allow its personnel or contractors to store Slate data on
portable devices, including personal computers, except for devices that arc used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to
access State data remotely only as required to provide technical support. The Contractor
may provide technical user support on a 24/7 basis using a Follow the Sun model, unless
otherwise prohibited in this contract.
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17.13. SECURITY INCIDENT OR DATA BREACH NOTinCATION

The Contractor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C:20.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law^ enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the contract. Discussing security incidents with the
Stale should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law or
contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined in the
SLA.

c. Breach Reporting Requirements; If the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject to
applicable data breach notification law, the Contractor shall (1) promptly notify the
appropriate State identified contact within 24 hours or sooner, unless shorter lime is
required by applicable law, and (2) take commercially reasonable measures to
address the data breach in a timely manner.

17.14. BREACH RESPONSIBILITIES

This section only applies when a data breach occurs with respect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security
incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State identified contact within 24 hours or sooner by telephone, unless shorter time is
required by applicable law, if it confirms that there is, or reasonably believes that
there has been a data breach, the Contractor shall (1) cooperate with the Stale as
reasonably requested by the Slate to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and (3) document
responsive actions taken related to the data breach, including any post-incident
review of events and actions taken to make changes in business practices in providing
the services, if necessary.

c. Unless otherwise stipulated, if a data breach is a direct result of the Contractor's
breach of its contract obligation to encrypt personal data or otherwise prevent its
release, the Contractor shall bear the costs associated with:

(1) The investigation and resolution of the data breach;
(2) Notifications to individuals, regulators or others required by Stale law;
(3) A credit monitoring service required by State (or federal) law;



(4) A website or a toll-free number and call center for affected individuals
required by State law all not to exceed the average per record per person
cost calculated for data breaches in the United Slates (currently $201 per
record/person) in the most recent Cost of Data Breach Study: Global
Analysis published by the Ponemon Institute!? at the time of the data
breach; and

(5) Complete all corrective actions as reasonably determined by the Contractor
based on root cause; all [(!) through (5)] subject to this Contract's limitation
of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS
The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State's data under this
contract, or which in any way might reasonably require access to the data of the State, the
Contractor shall not respond to subpoenas, service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from
providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access IP
address, user access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT

The Contractor shall allow the Slate to audit conformance to the contract terms. The State

may perform this audit or contract with a third party at its discretion and at the Stale's
expense.

17.18. DATA CENTER AUDIT ^
The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request, the Contractor
may remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit report or approved equivalent sets the minimum level of a third-
party audit.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice (to be determined at the contract lime and
included in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades,
system changes) that may impact service availability and performance. A major upgrade is
a replacement of hardware, software or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually includes a new
version number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained between
the State and the Contractor. For example: virus checking and port sniffing —"the State and
the Contractor shall understand each other's roles and responsibilities.



17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation ofjob duties, require commercially reasonable non
disclosure agreements, and limit staffknowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware,
software and network support related to the services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. Contactor shall endeavor to make
the system available 24/7/365 (with agreed-upon maintenance downtime), and provide
service to customers as defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes for good
cause is detrimental to its working relationship with the Contractor. The State shall provide
the Contractor with notice of its determination, and the reasons it requests the removal. If
the State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual, the Contractor shall not assign the
person to any aspect of the contract or future work orders without the State's consent.



STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

CONTRACT 2017-047

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

a. Problem Statement The NH Department of Education, Bureau of Adult Education Is in need of a software
system and associated services to collect data and produce reports to meet federal and state adult education
requirements.

b. Goals -

•  To procure a vendor-hosted, web-based data system that is user friendly.
• To implement the new system for the 2017-2018 program year.
•  To reduce the amount of time required to complete data entry at the local level and required reporting

at the state level.

•  To increase the user's ability to organize data for analysis and program improvement.

c. Project Overview

The general scope of the project is to provide a vendor-hosted, web-based data system and its associated
services to collect data and produce reports to meet federal and state adult education requirements.

d. Statement of Work

LiieracyPro Systems, Inc. will provide the LACES (Literacy, Adult and Community Education System), a
student accountability system, for use in NH adult education centers and at the State of New Hampshire,
Department of Education, Bureau of Adult Education office.

LlteracyPro Systems, Inc. will ensure that the data system meets all requirements, policies and security
procedures outlined in this contract as well as those specified by the National Reporting System (NRS) and
the US Department of Education, Office of Career, Technical and Adult Education (OCTAE). It will be the
responsibility of LiieracyPro System, Inc. to maintain compliance with all federal rules and regulations.

The system will provide intake, testing and placement, enrollment, attendance, achievement, separation and
reporting services. LiieracyPro Systems, Inc. will provide training for local adult education staff and state
administrative staff.

e. General Project Assumptions

The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The State of New Hampshire and the Contractor's Project Managers will
review these tools and templates and determine which ones will be used for the project. Training on
these tools and templates will be conducted at the start of each phase in which they will be used.

State of NH Contract 20XX-XXX
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contract DELIVERABLES

2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall

provide to the State a template, table of contents, or agenda for Review and prior approval by the
Slate.

3. The Contractor shall ensure that appropriate levels of security arc implemented and maintained in
. order to protect the integrity and reliability of the State's Information Technology resources,

information, and services. Security requirements are deftned in Appendix C-2 of the Request for
Proposal. The Contractor shall provide the State resources, information, and Services on an ongoing
basis, with the appropriate infrastructtire and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of State networks. Systems and Data.

4. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, In whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions
thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Activity, Deliverable or Milestone Deliverable Type Delivery Date

PLANNING AND PROJECT MANAGEMENT

Conduct Project Kickoff Meeting Non-Software 9/27/2017

Status Meetings Non-Software Twice monthly

Work Plan Written 9/27/2017

Goals and Objectives Document Written 9/27-9/29/2017

Conduct Research and Requirements
Validation

Non-Software 9/27-10/3/2017

Requirements Analysis Report Written 10/3/2017

Risk and Issue Management Plan Written 10/3/2017

Deployment Plan Written 10/3/2017

End User Support Plan Written 10/3/2017

Detailed Testing Plan and Testing Results Written 10/3-10/16/2017

State of NH Contract 20XX-XXX
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CONTRACT DELIVERABLES

Database Architecture and Data Dictionary Written 10/16/2017

DOCUMENTATION

Documentation of Operational Procedures Written 10/16/2017

Systems Administration Documentation Written 10/2/2017- 10/16/2017

User Documentation Written 10/2- 10/30/2017

TRAINING

Comprehensive Training Plan Materials Written .  9/27-10/30/2017

Knowledge Transfer Plan Written 10/30/2017

Conduct Training Non-sofhvare Two sets - Fall & Spring

DEPLOYMENT

Configuration Phase Non-software 9/28- 10/30/2017

Software Object and Source Code Development Sofhvare 9/28-10/30/2017

Software Configured to Satisfy State
Requirements

Software 9/28- 10/30/2017

Functioning In-bound and Outbound Interfaces Software 9/28-10/30/2017

Tools for backup and recovery of all
applications and Data

Sofhvare 9/28- 10/30/2017

/

Conduct Unit and Regression Testing Sofhvare 9/28-10/30/2017
!

Conduct Integration Testing Software 9/28-10/30/2017 !
Acceptance Testing Sofhvare 10/30/2017

Implementation Cutover to New Software Sofhvare 10/31/2017

WARRANTY

120 day Warranty Written 10/30/2017

SUPPORT

Service Level Agreements (List) Written 10/30/2017

Year 1 Application Support and

Maintenance
Non-software 10/31/17-6/30/18

1
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CONTRACT DELIVERABLES

Year 2 Application Support and Maintenance Non-softNvare 7/1/18-6/30/19

Year 3 Application Support and Maintenance
(upon extension approval)

Non-software 7/1/19-6/30/20

Year 4 Application Support and Maintenance
(upon extension approval)

Non-software 7/1/20-6/30/21

Year 5 Application Suppon and Maintenance
(upon extension approval)

Non-software 7/1/21 -6/30/22
\

Year 6 Application Support and Maintenance
(upon extension approval)

Non-software 7/1/22-6/30/23

Slate of NH Contract 20XX-XXX
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PRICE AND PAYMENT SCHEDULE

I. PAYMENT SCHEDULE

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract for the period between the Effective Date through June
30, 2019 with the option to be extended up to two times for two (2) year periods ("Extended Term"
at the sole option of the State, with the applicable fees indicated below. The Contractor shall be
responsible for performing its obligations in accordance with the Contract. This Contract will allow
the Contractor to invoice the State for the following activities, Deliverables, or milestones at fixed
pricing/rates appearing in the price and payment tables below:

Activity, Deliverable or Milestone Delivery Date j Price

PLANNING AND PROJECT MANAGEMENT

Conduct Project Kickoff Meeting 9/27/2017 Included

Status Meetings Twice monthly Included

Work Plan 9/27/2017 Included

Goals and Objectives Document 9/27-9/29/2017 Included

Conduct Research and Requirements
Validation

9/27-10/4/2017 Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan 10/11/2017 Included

Detailed Testing Plan and Testing Results
10/4- 10/16/2017 Included

Database Architecture and Data Dictionary
10/16/2017 Included

DOCUMENTATION

Documentation of Operational Procedures
10/16/2017 Included

Systems Administration Documentation
10/2/2017- 10/16/2017 Included

User Documentation 10/2-10/30/2017 Included

TRAINING

Comprehensive Training Plan Materials
I

9/27-10/30/2017 i Included

State of NH Contract 2017-047
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PRICE AND PAYMENT SCHEDULE

Knowledge Transfer Plan 10/16/2017 Included

Conduct Training Two sets - Fall 17 & Spring
18

$13,975

DEPLOYMENT

Configuration Phase 9/28-10/30/2017 Included

Software Objcci and Source Code

Development
9/28- 10/30/2017 Included

Software Configured to Satisfy State
Requirements

9/28-10/30/2017 Included

Functioning In-bound and Outbound

Interfaces
9/28- 10/30/2017 Included

Tools for backup and recovery of all
applications and Data

9/28-10/30/2017 Included

Conduct Unit and Regression Testing
9/28-10/30/2017 Included

Conduct Integration Testing 9/28- 10/30/2017 Included

Acceptance Testing 10/30/2017 Included

Implementation Cutover to New Software
10/31/2017 Included

WARRANTY

120 day Warranty 10/30/2017 1 Included
SUPPORT

Service Level Agreements (List) 10/30/2017 Included

Year I Application Support and

Maintenance
10/31/17-6/30/18 $98,232 i

Year 2 Application Support and Maintenance 7/1/18-6/30/19 $95,128

Year 3 Application Support and Maintenance
(upon extension approval)

7/I/I9-6/30/20 $97,231

Year 4 Application Support and Maintenance
(upon extension approval)

7/1/20-6/30/21 $99,397

Year 5 Application Support and Maintenance
(upon extension approval)

7/1/21-6/30/22 $101,628
t

Year 6 Application Support and Maintenance
(upon extension approval)

7/1/22-6/30/23 $103,925

•
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PRICE AND PAYMENT SCHEDULE

TOTAL $595,541

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required. The following format must be used to provide this information. "SPY" refers
to State Fiscal Year. The New Hampshire State Fiscal Year runs from July I through June 30 of the
following calendar year. Positions not identified in the Proposed Position Worksheet may be included in the
Future Vendor Rates Worksheet.

Table 13: Future Vendor Rates Worksheet

Position Title SPY SPY SPY SPY SPY SPY

2018 2019 2020* 2021* 2022* 2023*

Project Manager $150/hour $lSO/hour SlSO/hour SlSO/hour SlSO/hour SlSO/hour

Senior Programmer S22S/hour $225/hour 5225/hour $225/hour $225/hour S225/hour

Q/A $160/hour Sl60/hour $160/hour $160/hour SlSO/hour Sl60/hour

1.4

* Upon extension approval

SAAS Services Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price estimate should
reflect the most optimistic implementation date. Actual payments may differ from the estimate if
project start date slips or if implementation takes longer as this will cause a shorter maintenance
period. Table should be customized to reflect the project and the cost composing the Contractor's
proposal.

Table 1.4: SAAS Services Pricing Worksheet

VENDOR HOSTED SERViaS

Yearl Year 2 Year 3 Year 4 Years Year6 TOTAL

Web Site Hosting Fee $25,000 $25,000 $25,000 $25,000 $25,000 $25,000 $150,000

Technical Support and updates Included Included Included Included Included Included

Maintenance and Updates Included Included Included Included Included Included

TOTAL $25,000 $25,000 $25,000 $25,000 $25,000 $25,000 $150,000

* Upon extension approval

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated

State of NH Contract 2017-047
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PRICE AND PAYMENT SCHEDULE

in the P-37 General Provisions Block 1.8 ("Price Limitation"). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State's prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be in a format as determined by the State and contain detailed information,
including without limitation; itemization of each Deliverable and identification of the Deliverable for
which payment is sought, and the Acceptance dale triggering such payment; date of delivery and/or
installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the Stale will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be
backdated and shall be promptly dispatched,

Invoices shall be sent to:

. Sarah Bennett

Bureau of Adult Education

21 South Fruit Street, Suite 20

Concord, NH 03301

4. PAYMENT ADDRESS

All payments shall be sent to the following address:

LiteracyPro Systems, Inc.
2355 Canyon Blvd., Suite 204
Boulder, CO 80302

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the Slate.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's
invoices with appropriate information attached.

7. PROJECT HOLDBACK

The Slate shall withhold ten percent (10%) of the first year annual fee for a period of 60 days after first
productive use of the System.

State of NH Contract 2017-047
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EXHIBIT C

SPECIAL PROVISIONS

1. Delete Section 5.3 from the Part 1 Agreement, Form P-37.

State of NH Contract 2017-047
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ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates will be "fully
loaded", including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the Contractor
with access to all program files, libraries, personal computer-based systems, software packages,
network systems, security systems, and hardware as required to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports, and
other work in progress relating to this Contract. Upon expiration or termination of the Contract with
the State, the Contractor shall turn over all State-owned documents, material, reptorts, and work in
progress relating to this RFP to the State at no additional cost to the State. Documents must be
provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence
of accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor
and its Subcontractors shall retain all such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (I) year following the termination of all litigation, including the termination of
all appeals or the expiration of the appeal period.

State of NH Contract 2017-047
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ADMINISTRATIVE SERVICES

Upon prior notice and subject to reasonable lime frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor's cost structure and profit factors shall be excluded from the State's
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contact shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other
costs and expenditures.

State of NH Contract 2017-047
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IMPLEMENTATION SERVICES

I. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance
with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor's Key Project Staff and State Project
leaders from both Department of Education and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor's Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimuiti, the Contractor's Project Manager and the
Slate Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan; must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

/

e. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor's responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor's Project Manager shall assist the State's Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. The Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan;
2. Deliverable status;

3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and

State of NH Contract 2017-047
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implementation services

6. Issues and concerns requiring resolution.
7. Report and remedies in case of falling behind Schedule

As reasonably requested by the Slate, the Contractor shall provide the Slate with Information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

2. implementation STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set

forth in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan
key strategies and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan, which
will be customized to address the State's specific requirements. Decisions regarding format,
content, style, and presentation shall be made early on in the process, by the State, providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project slafT, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary uaining plan, the change management
plan, communication approaches. Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2.3 Change Management and Training

The Contractor's change management and training services shall be focused on developing
change management and training strategies and plans. Its approach relies on State resources
for the execution of the change management and end user training.

Stale of NH Contract 2017-047
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TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

I. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implemeniation(s)). This shall include
planning, test scenario and script development. Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, Installation tests. Regression tests. Performance
Tuning and Stress tests. Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Contractor shall also correct Deficiencies and support required re-testing.

I.I Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided. State approved. Test Plan will include, at a minimum. Identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking
method for reporting actual versus expected results as well as all errors and problems identified
during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor's Project Manager's Certification, in
writing, that the Contractor's own staff has successfully executed all prerequisite Contractor's testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
scripts, test data, and expected results.

The State will commence its testing within three (3) business days of receiving Certification from the
Contractor that the State's personnel have been trained and the System is installed, configured,
complete, and ready for Stale testing. The testing will be conducted by the State in an environment
independent from the Contractor's development environment. The Contractor must assist the Stale
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with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptattce by the State.

The Contractor must demonstrate that their testing methodology can be integrated with the State
standard methodology.

1.2 System Integration Testing (if applicable)

The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration be^een the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in
a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that the
Application integrates with any interfaces. The lest emphasizes cnd-to-cnd business processes, and
the flow of information across applications. It includes all key business processes and interfaces
being implemented, confirms data transfers with external parties, and includes the transmission or
printing of all electronic and paper documents.

r.v-K?!'

-i.ik'i

I ^Respon^bflitii^

WorfcErotluct

Systems Integration Testing validates the integration between the target
application modules and other systems, and verifies that the new System
meets defined interface requirements and supports execution of business
processes. This test emphasizes end-to-end business processes and the flow !
of information across the application. It includes all key business processes j
and interfaces being implemented, confirms data transfers with external j
parties, and includes the transmission or printing of all electronic and paper j
documents. }

•  Take the lead in developing the Systems Integration Test Specifications. I
• Work jointly with the Stale to develop and load the data profiles to :

support the test Specifications.
• _Work joint^ly with the State to validate components of the test scrip^s^^ |

• Work jointly with the Contractor to develop the Systems Integration |
Test Specifications. i

• Work jointly with the Contractor to develop and load the data profiles to ;
support the test Specifications. i

• Work jointly with the Contractor to validate components of the test
scripts, modifications, fixes and other System interactions with the
Contractor supplied Software Solution.

The Integration-Tested System indicates that all interfaces between the •
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application and the legacy and third-party systems, interfaces, and
applications are functioning properjy^

1.3 Installation Testing

In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

1.4 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress lest of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

; ,-Res]MDubilidesi»^'

The System User Acceptance Tests verify System functionality against
predefined Acceptance criteria that support the successful execution of
approved processes. _ _ _ _

•  Provide the Stale an Acceptance Test Plan and selection of test
scripts for the Acceptance Test.

• Monitor the execution of the test scripts and assist as needed during
the User Acceptance Test activities.

• Work jointly with the State in determining the required actions for
problem resolutioji^ _ _ _

• Approve the development of the User Acceptance Test Plan and the
set of data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.
•  Execute the test scripts and conduct User Acceptance Test activities.
• Document and summarize Acceptance Test results.
• Work jointly with the Contractor in determining the required actions

for proWem resolution.
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♦ Provide Acceptance of the validated Systems.

The Deliverable for User Acceptance Tests is the User Acceptance Test
Results. These results provide evidence that the new System meets the
User Acceptance criteria defined in jhe Work Plam

1.5 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of
LACES infrastructure to support the software throughout the Project

1.6 Scope
The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measurement of response rales of the application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and retesting until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a copy
of the final production database to provide the best results.

1.6.1 Test Types
Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running

scripts where the output is broken down into business transactions or functions. The test is
like a single user executing a defined business transaction. During baseline testing, each
individual script is run to establish a baseline for transaction response time, throughput and
other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over
a long period of time while running under expected conditions. Load lest helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

1.6.2 Tuning
Tuning will be the Contractor led and occur during both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This
can be the result of making code more efficient during development as well as making tuning
parameter changes to the environment.

1.7 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
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1.8

required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced
during the modification effort, both to verify that the modifications have not caused unintended
adverse effects, and to verify that the modified and related (possibly affected) System components
still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the Stale's hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those parties attempting to log
onto a system or application for security purposes and the validation
of users

Access Control Supports the management of permissions for logging onto a computer
or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a computer system

Verification Supports the confirmation of authority to enter a computer system,
application or network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer, application and network
accounts within an organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Audit Trail Capmre
and Analysis

Supports the identification and monitoring of activities within an
application or system

Input Validation Ensures the application is protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized access of files and/or
directories on the server.
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Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include 3'^ party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

1.9 Penetration Testing
The Contractor shall provide certification that their Software and System environment has
undergone penetration testing in accordance with current recommendations from a reco^ized
industry standards organization, such as the U.S. Department of Commerce National Institute of
Standards Technology (NIST). The State requires that the Contractor has this testing performed
annually by a qualified third-party vendor at least annually, and after every major release.
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1. SYSTEM MAINTENANCE

The Contactor shall maintain and support the System in all material respects as described in the
applicable program Documentation^through the contract end date.

1.) Contractor's Responsibility
The Contractor shall maintain the System in accordance with the Contract.

l.l.l Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that arc
generally offered to its customers, at no additional cost.

,1.1.2 Standard Agreement
The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information
technology practices.

2. SYSTEM SUPPORT

2.1 The Contractor will be responsible for performing remote technical support in accordance with the

Contract Documents, including without limitation the requirements, terms, and conditions

contained herein.

2.2 As part of the Software maintenance agreement, ongoing Software maintenance and support

levels, including all new Software releases, shall be responded to according to the following:

2.2.1. Class A Deficiencies - The Contractor shall have available to the Department on-call

telephone assistance, with issue tracking available to the Department, during Department

business hours (M - F, 8:00 am - 4:30 pm) with an email/telephone response within two

(2) hours of request, or the Contractor shall provide support with remote diagnostic

Services within four (4) business hours of a request;

2.2.2. Class B & C Deficiencies - The Department shall notify the Contractor of such

Deficiencies during regular business hours and the Contractor shall respond back within

two (2) hours of notification of planned corrective action.

3. SUPPORT OBLIGATIONS AND TERM

3.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to SI.I through Si.20 of the Support and Maintenance Requirements in Exhibit H
Requirements, Attachment 1.
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The Contractor shall maintain a record of the activities related to warranty repair or
maintenance activities performed for the Department.

For all maintenance Service calls, the Contractor shall ensure the following information will be

collected and maintained: nature of Deficiency; current .status of the Deficiency; action plans,

dates and times; expected and actual completion lime; Deficiency resolution information;

Resolved by; Identifying number i.e. work order number; and Issue identified by.

The Contractor must work with the State to identify and troubleshoot potentially large scale

System failures or Deficiencies by collecting the following information: mean time between

reported Deficiencies with the Software; diagnosis of the root cause of the problem; and

identification of repeat calls or repeat Software problems.

3.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the

right, at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the
Contractor's product and receive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days of notification to the Contractor of the
State's refund request

3J If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the

right, at its option, to pursue the remedies in Part 1 Section 14.
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Attachment 1: Project Requirements is hereby incorporated within.
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The Contractor's Project Manager and the Slate Project manager shall finalize the Work Plan for
Implementation within five days of the Effective Date and further rcfme the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor's plan
to implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the Slate is set forth at the end
of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones^ task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-task dependencies, resource allocations
(both State and Contractor's team members), refine the Project's scope, and establish the Project's Schedule.
The Plan is documented in accordance with the Contractor's Work Plan and shall support the ongoing
management of the Project.

I. ASSUMPTIONS

1.1 General

•  The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved within this

initial period will be escalated to the State Project Manager for resolution.
»  Any activities, decisions or issues taken on by the State that affect the mutually agreed upon

Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

•  The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

1.2 Project Management
•  The State shall approve the Project Management Methodology used for the Project.
•  The State shall provide the Project Team with reasonable access to the State personnel as needed

to complete Project tasks.
•  The Contractor assumes that an Alternate Project Manager may be appointed from time to time to

handle reasonable and ordinary absences of the FToject Manager.

1.3 Project Schedule
•  Deployment is planned to begin on 10/2/2017 with a planned go-live date of 10/16/2017.

1.4 Reporting
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•  The Contraclor shall conduct every two weeks status meetings, and provide reports that include,
but are not limited to, minutes, action items, test results, and Documentation.

1.5 User Training

•  The Contractor's Team shall lead the development of the end-user training plan.
•  The Contractor is responsible for the delivery of initial and follow-up end-user training.
•  The State shall schedule and track attendance on all end-user training classes.

1.6 Performance and Security Testing
•  The Contractor's Team shall provide a performance test workshop to identify the key scenarios to

be tested, the approach and tools required, and best practices information on performance testing.
•  The State shall work with the Contractor on all testing as set forth in Contract Exhibit F - Testing

Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities

1. Contractor Team Project Executive
The ConUTictor Team's Project Executives shall be responsible for advising on and
monitoring the quality of the Services throughout the Project life cycle. The Project
Executive shall advise the Contractor Team Project Manager and the Slate's Project
leadership on the best practices for implementing the Contractor Software Solution within the
Slate. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2. Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
mplementation Team. The Contraclor Team Project Manager will have the following
esponsibilities;

Maintain communications with the State's Project Manager;

Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according
to the scheduled staffing requirements;
Define roles and responsibilities of all the Contractor Team members;
Provide EVERY TWO WEEKS and monthly update progress reports to the State Project
Manager;

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;

State of NH Contract 2017-047

Exhibit L- Work jOan - Part 3
Dale;

Contracto
Pr
lni Page 24 of 36



STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

CONTRACT 2017-047

PART 3 - EXHIBIT I

WORK PLAN

Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a change of scope;
Implement scope and Schedule changes as authorized by the State Project Manager and
with appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the Slate completed Project Deliverables and obtain sign-ofT from the State's
Project Manager.

Manage handoff to the Contractor operational staff;

Manage Transition Services as needed.

3.Contractor Team Analysis
The Contractor Team shall conduct analysis of requirements, validate the Contractor
Team's understanding of the State business requirements by application, and perform
business requirements mapping:
•  Construct and confirm application test case scenarios;
•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured application;
•  Produce functional Specifications for extensions, conversions, and interfaces;
•  Assist the State in the testing of extensions, conversions, and interfaces;

•  Assist the State in execution of the State's Acceptance Test;
•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval

from the State;

•  Assist with the correction of configuration problems identified during system,
integration and Acceptance Testing; and

•  Assist with the transition to production.

4.Contractor Team Tasks

The Contractor team shall assume the following tasks:

•  Development and review of functional and technical Specification to determine that
they are at an appropriate level of detail and quality;

•  Development and Documentation of conversion and interface programs in accordance
with functional and technical Specifications;

•  Development and Documentation of installation procedures; and

•  Unit testing of conversions and interfaces developed; and

•  System Integration Testing. '

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the
individual Slate team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts' lime will vary based on the need
determined by the State Leads and the phase of the Implementation.
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1. State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The
role of the State Project Manager is to manage State resources, facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State
Project Manager represents the State in all decisions on Implementation Project matters,
provides all necessary support in the conduct of the Implementation Project, and provides
necessary State resources, as defined by the Work Plan and as otherwise identified
throughout the course of the Project. The State Project Manager has the following
responsibilities:
•  Plan and conduct a kick-off meeting with assistance from the Contractor team;
•  Assist the Contractor Project Manager in the development of a detailed Work Plan;
•  Identify and secure the State Project Team members in accordance with the Work Plan;
•  Define roles and responsibilities of all State Project Team members assigned to the

Project;
»  Identify and secure access to additional State end-user staff as needed to support

specific areas of knowledge if and when required to perform certain Implementation
tasks;

•  Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressed at the Project level;

•  Inform the Contractor Project Manager of any urgent issues If and when they arise; and
•  Assist the Contractor team staff to obtain requested information if and when required to

perform certain Project tasks.
•  Manage handoff to State operational staff;
•  Manage State staff during Transition Services as needed.

2. State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State's
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
Assist in validating and documenting user requirements, as needed;
Assist in mapping business requirements;
Assist in constructing test scripts and data;

Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data verification;
Attend Project meetings when requested; and
Assist in training end users in the use of the Contractor Sofhvare Solution and the
business processes the application supports.

3. State Technical Lead and Architect
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The Slate's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

•  Attend technical training as necessary to support the Project;
•  Assist the State and the Contractor Team Project Managers to establish the detailed

Work Plan;

• Manage the day-to-day activities of the State's technical resources assigned to the
Project;

• Woric with State IT management to obtain State technical resources in accordance with
the Work Plan;

• Work in partnership with the Contractor and lead the State technical staffs efTorts in
documenting the technical operational procedures and processes for the Project. This is
a Contractor Deliverable and it will be expected that the Contractor will lead the overall
efTort with support and assistance from the State; and

•  Represent the technical efforts of the State at Project meetings.

4. State Testing Administrator
The State's Testing Administrator will coordinate the State's testing efforts. Responsibilities
include:

•  Coordinating the development of system, integration, performance, and Acceptance
Test plans;

Coordinating system, integration, performance, and Acceptance Tests;
Chairing test review meetings;
Coordinating the State's team and external third parties involvement in testing;
Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution; and
Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION

LiteracyPro Systems, Inc. is responsible for providing all software applications required to operate the
LACES system as a pan of this contract.

4. INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 4.1 identifies the
interfaces within the scope of this Contract and their relative assignment.

Table 4.1: In-Scope Interfaces
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Interface Cumponents. if
applicable

Responsible
Pariv

Description

Vaughn Cobum i Access to . LACES will be
i  through the NH DOE Single

_  i Sign On System

A. Interface Responsibilities

•  The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of data mappings and interfaces implemented on other Projects. The Contractor Team
shall identify the APIs the State should use in the design and development of the interface.

•  The Contractor Team shall lead the review of functional and technical interface Specifications.

•  The Contractor Team shall assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces.

•  The Contractor Team shall document the functional and technical Specifications for the
interfaces.

•  The Contractor Team shall create the initial Test Plan and related scripts to Unit Test the
interface. The State shall validate and accept.

•  The Contractor Team shall develop and Unit Test the interface.
•  The State and the Contractor Team shall jointly verify and validate the accuracy and

completeness of the interface.
•  The State is responsible for documenting the procedures required to run the interfaces In

production.
•  The State and the Contractor Teams shall jointly construct test scripts and create any data needed

to support testing the interfaces.
•  The State is responsible for the scheduling of interface operation in production.

5. APPLICATION MODIFICATION

To more fiilly address the State's requirements, the Contractor Team shall implement the following
application modifications. The following Table 5.1 identifies the modifications that are within the
scope of this Contract.

Table 5.1: Modifications - Contractor Developed

Requirement Componenls. if
upplicuhle

' besignatioo^':.'!'.!
'--t

: 1
i.D.esiginanonff,.'.. i

Enhancement Description

j Ability to designate students who are enrolled
• Jn regul^ high school

I Ability to designate students who are enrolled
I  In the postsecondary transitions program
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6. PRELIMINARY WORK PLAN

The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 6.1: High Level Preliminary NH Project Plan

Ta.sk Name Duration Start Finish

Plaiming I month 9/27 10/28

Implementation 10/31

Initial Training I day Oct/Nov Oct/Nov

Follow Up Training 1 day Mar/Apr Mar/Apr

Ongoing support and maintenance Contract period 9/27/17 6/30/19
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I. LICENSE GRANT

LACES is a SaaS application and is based on a recurring pricing model. The annual software license fee
(which includes unlimited technical support in the cost of a site license) plus the annual hosting fee occur on
an annual basis.
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I. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with.the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the Stale's remedy, and the Contractor's
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or
(c) if the Contractor cannot substantially correct a breach in a commercially

reasonable manner, the Slate may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

1.3 Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, and Software ("Material") provided under this Contract, and that such Services
and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third parry.

1.4 Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

1.5 Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

Stale ofNH Contract 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

CONTRACT 2017-047

PART 3-EXHIBIT K

WARRANTY & WARRANTY SERVICE

1.6 Services

The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards, Specifications, and terms of
the Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

State of NH Contract 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

CONTRACT 2017-047

PART 3 - EXHIBIT L

TRAINING SERVICES

The Comracior shall provide the following Training Services.

LiteracyPro Systems, Inc. will provide two one-day training sessions for local education
agencies and two one-day training sessions for state staff.

• Beginner Training, to be offered in the Fall of 2017, covers basic data entry and input and
an overview of searches and reports. The focus is on application access information,
navigation, Input of key data fields for students, staff, classes, assessments, outcomes and
demographics, as well as printing and exporting of data and reports. Basic federal and state
requirements are discussed, primarily in relation to the population of stale and federal tables
and reports and the NRS and WIOA requirements.

1  • Intermediate/Advanced Training, to be offered in the Spring of 2018, delves further into
searches, reports, diagnostics, and data analysis. The focus is on maximizing the
availability and usage of data to improve program efficacy through data analysis.

All training will be offered at a site at times determined by the State Project Manager in
cooperation with the Contractor Project Manager,

Stale ofNHiComract 2017-047
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state of new HAMPSHIRE

Department of Education
NHH Adult Education Data System

CONTRACT 2017-047

PART 3 - EXHIBIT M

AGENCY RFP WITH ADDENDUMS, BY REFERENCE

LiicracyPro Sysiems, Inc. RFP 2017-047 NH Adult Education Data System dated
May 17, 2017 Is hereby incorporated by reference as fully set forth herein.

State ofNHConyact 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

CONTRACT 2017-047

PART 3-EXHIBIT N

VENDOR PROPOSAL, BY REFERENCE

LitcracyPro Systems, Inc. Proposal to BAE-RFP 2017-047 NH Adult Education
Data System dated May 17,2017 is hereby incorporated by reference as fully set
forth herein.

State ofNH Contract 2017-047
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Attached are:

STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

SAAS CONTRACT 2017-047

PART 3 - EXHIBIT O

CERTIFICATES AND ATTACHMENTS

A. Exhibit H Requirements - Attachment 1
B. Contractor's Certificate of Good Standing
C. Contractor's Certificate of Vote/Authority
D. Contractor's Certificate of Insurance

E. Vendor Proposal
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STATE OF NEW HAMPSHIRE

Oepartment of Education
NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

Table C-2 System Requirements

-^e'ReoiiiremenB''' .."i":-' .'. '''
RaqliiriuTient OiHertotion ; . Critiaimy

.»'}?,rL--: .>

Bl.l The Vendor shall provide a
commercially available
wcb-based ofT-the-shelf

software solution thai meets

(he minimum requirements
listed below.

M Yes Standard LACES is a web-based COTS system that will meet
all mandatory requirements in this RFP. with the
addition of specific customizations that arc necessary
to address some of the requirements, such as B1.5.
which addresses SSO.

B1.2 ; The Vendor shall ensure
' that the Solution is NRS

i compliant.

M Yes Standard LACES is the System of Record for the Workforce
Innovation and Opportunity Act (WIOA) Title II

National Reponing System (NRS) for 17 State
Departments of Education. Labor, and Community
College systems. These states undergo regular
monitoring and audits from OCTAE to ensure their
systems are in compliance with all federal
regulations. LACES consistently meets or e.tceeds all
expectations in OCTAE monitoring, and LACES has
been recommended by OCTAE monitors to states
that have been found to be non-compliant with (heir
current systems. LACES meets all WIOA/NRS data
requirements, including intake, testing and
placement, enrollment, attendance, achievement,
separation,' tracking periods of participation, and
reporting.

State of NH Contract 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B1.3 The Vendor shall perform
updates to the Solution to
address new or changing
NRS compliance standards
ensuring NRS compliance
i.s not jeopardized.

M Yes Standard Any and all changes to NRS policies, data collection,
and/or NRS tables as a result of WlOA legislation or
OCTAE requirements are included with any contract
for LACES.

BI.4 The Vendor should ensure

that the Solution tracks and

reports on student
performance and outcomes
for all programs funded by
the NH Bureau of Adult

Education.

M Yes Standard LPS is committed to maintaining the highest
slarrdards ofdata integrity. Functionality within the
system • searches, edit checks, data entry rules, and
diagnostic tools to analyze data • all work together to
ensure the accuracy of required state and federal
reports, while reducing the administrative workload
required to generate them.

81.5 j The Vendor shall
I coordinate with the State
{ Technical Lead to obtain
i specifications and
1 implement the interface
j between the Solution and
1 the NHDOE SSO System.

M No Custom LACES already inierfaees with an SSO provider for
a current client. LPS will need to customize our SSO

interface to woik with NH's SSO. LPS shall

coordinate with the State Technical Lead to

configure LACES to be compliant with the
NHDOE's SSO system by the date of deployment.
This customization will be provided at no cost.

Stale ol NH 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

BI.6 The Vendor shall employ
checks and balances to

maintain the integrity of the
data to include at a

minimum: data validations,

exception reporting,
discrepancy checks based
on KRS and State policies.

M Yes Standard LPS is committed to maintaining the highest
standards of data integrity. Functionality within the
system • searches, edit checks, data entry rules, and
diagnostic tools to analyze data • all work together to
ensure the accuracy of required slate and federal
reports, while reducing the administrative workload
required to generate them. LACES contains
numerous data checks, beginning with required fields
at initial intake, to ensure that all information

necessary for state and federal reports is accurate and
complete, and diagnostic reports that alert the user to
missing or inaccurate data.

B1.7 i The Vendor shall provide
r training and documentation
; for the Solution.

<

M Yes Standard LPS will design a NH DOE/BAE-specific training
plan, including relevant documentation, for the
LACES deployment. This plan will include training
for both stale and local program users.

B1.8 The Vendor shall provide
operation.^ and/or
maintenance manuals, user

guides and other applicable
documentation to meet

security and other DOIT
regulations, policies and IT
nwthodologies as
appropriate.

M Yes Standard LPS maintaiiu a user guide and other security related
documentation which LPS shall provide upon
request.

BI.9 The Solution must provide
a data dictionary that
defines terms used in the

Solution, describes the

contents, format and

structure of the Solution

M Yes Standard LPS has and will provide a complete data dictionary.

NH 2017-047Slate ot
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

■ and the relationship
; between its elements.

B1.10 i The Solution must provide
j data exploration,
! dashboards and business

j intelligence tools for users
! at different authorization

! levels to access the
! flexiblity and insight
1 needed to support program
! improvement activities.

M Yes Standard The LACES Dashboard features Key Performance
Indicators (KPIs) and alerts that allow state and local
providers to easily view, via graphical representation
of the data, performance indicators known to be
extremely important for data health.

Bl.ll The Solution must be

compliant with FERPA and
ADA.

M Yes Standard LACES is FERPA-compliani and contain.^ fields for
tracking consent to release student. In addition to
SSL. LACES utilizes password protection to keep
records from unauthorized users. Role-based security
allows visibility of information at the field level. This
functionality enables different roles to be created that
can restrict viewing information within a record to
users who arc covered by releases obtained by the
agency. LPS believes our application is ADA
compliant, but to sure. LPS has contracted with a 3rd
party vendor to perform accessibility testing on the
LACES application. LPS shall remediate any
accessibility issues found during testing of the
current application and in any future version.

Bi.l2 The Solution must be

accessible on the Internet

using common web
browser. At a minimum, it

M Yes Standard LACES works with all major browsers, including
Internet Explorer. Fircfox. Chrome, and Safari.

State of NH 2017-047

Exhibit H ts - Pan 3

Date:
Initi

Page 4 of 50

Contract



STATE OF NEW HAMPSHIRE

D«partment of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

'  ' ■ ■ 1
must be accessible using
lEIO.

.Vn/rwi h'uiHlii'ii Hci)iiiiciiiein\

B2.1 Tbe Solution must provide
a meihod for entering basic
information about '

individuals who enter an

adult education program. It
consists of a single data
entry screen to capture:

Student name, a unique

that is not a Social Security
number, DOB. ethnicity,
gender, address, home
phone, mobile phone, email
address and other student

specific attributes defined
by NRS or the State.
Individual student records

should also include country
of origin and refcrraJ
source. As specified in the
data dictionary, and
business rules sections, data

entry validation checks will
prevent entry of erroneous
and improperly formatted
data.

M Yes Standard LACES has a Student Intake screen that allows asers

to enter basic inforniaiion about students entering
their program. This screen includes name, system-
generated ID number, date of birth, ethnicity, gender,
address, phone number(s). and email. Student records
also contain fields for many other data elements
including birthplace, and referral source. LACES
contains numerous data checks, beginning with
required fields at initial intake, to ensure that
information entered into LACES is properly
formatted and complete.

t 2017-047State of NH
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B2.2 The Solution must provide
the followin); functions:
Student Lookup. New
Student Entry, Update
Student Entry

M Yes Standard LACES has student intake screens for entering new-
students. Laces collects and reports on a wide
range of data, including demographics, attendance.
asscssrrKnts, and goals/achicvcmcnis. all of which
are searchable and reportable at the state, local
program, class, and individual student level. Users
can easily search LACES to locate student data,
including demographic information, assessment and
attendance history, and outcomes, edit functionality,
and robust search and reporting functionality for
student lookup.

•B2.3 The Solution must provide
a method for entering
individual characteristics

required for NRS including,
but not limited to:

employment status, highest
degree or level of school
completed, whether
education was US-batted or

non-US-based, program
type participation attd
institutional program
participation.

M Yes Standard LACES users can enter and track all NRS-required
data elements, including employment status, highest
degree or level of school completed, whether
education is U.S.-based or non-U.S.-based. program
type, program type participation and institutional
program participation.

State of
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B2.4 The Solution must provide
a tnelhod for entering
individual characteristics

required for WlOA

Statewide and Local

Performance Repons
including, but not limited to
displaced homemakers,
English language learners
including low levels of
literacy and cultural
barriers, those exhausting
TANF within 2 years, ex-

offenders. homeless

individuals, long-term
unemployed, low-income

individuals, migrant and
seasorial farmworkers,
individuals with

disabilities, single parents
and youth in foster carc or
aged out of the system.
These need to be associated

with a specific period of
participation.

Yes Standard LACES users can enter and track all WIOA-requircd
data elements required for WIOA Statewide and
Local Performance Repons. including all barriers to
employment (cultural barriers, disabled, displaced
homemakers. economic disadvantage. English
language learner, ex-offenders, exhausting TANF
within 2 years, foster care youth, homeless, long term
unemployed, low literacy levels, migrant
farmworker, seasonal farmworker, single parent or

guardian) all associated with a specific period of
panicipation.

B2.5 The Solution must provide
a method for counting the
number of individuals

receiving career services

and training services as
defined on the WIOA

M Yes Standard Classes may be created with the program 'Career
Services' or Training Services' and any student
enrolled in that class may be counted as txceiving
career and training services on the WOIA Statewide
and Local Performance Rcpon.

State of NH 2017047ontr
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

Statewide and Local

Performance Report.

1

i

B2.6 The Solution must provide
a method for entering,
updating and tracking co-
enrollment in other core

WIOA programs including
dates of panicipaiion,
whether a release of

information is on file and a

place to enter comments.

M Yes Standard LACES tracks student enrollment/withdrawal,

including dates of entry into/exit from programs.
This can be tracked through Student Enrollment
Program History and Overall Status History. The
student record has a field to indicate data sharing, as
well as allowing document upload. Comments may
be entered in (he student record.

B2.7 1 The Solution must provide
! a method for entering and
1 updating adult education
1 staff and volunteer
1  information including
j employment status.
1 program(s) of employment,
! job function.
1 courses/classes taught,
! certifications held.
! professional development
- hours and number of years
1 of leaching experience.

M Yes Standard LACES tracks staff and volunteer information,
including employment status, program, job title,
cla.ss/coursc assignments, ccnifications. professional
development hours, and number of years of leaching
experience.

B2.8 1 The Solution must allow for
i a student to be enrolled at
{ more than one local
1 education center as well as

M Yes Standard Students tracked by LACES can be enrolled in
multiple education centers and/or multiple programs
within a specific center.

njracl 2017-047

its - Part 3

State of N

Eidubit

Date:

si

Page 8 of SO

Contra



STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

in more than one program
ai each center.

B2.9 The Solution must provide
a method for program
directors to "certify" data

on at least a quarterly basis.

M Yes

■

Standard At the agency level, program directors can generate
reports for individual program/agency data, or
individual site/class/student data. LACES provides
built-in reports at the Student, Cla.s.s, and Staff
(Teacher) areas covering broad domains of
assessments, attendance, goals, and derrxigraphic
information. Users are able to run the reports on
individual students, class data, alt fiscal year

students, and other subsets and selections, on a
quarterly basis or by a custom date range. LACEiS
also provides robust uscr-dcfincd, customizable
searching capabilities, as well as several diagnostic
searches that focus on missing data and data quality.

B2.tO The Solution should be able

to import assessment data
from TABE. CASAS and

HiSET with the potential
for additional imports in
the future.

P Yes Standard LACES accepts assessment data via CSV import for
GED. HiSET. TASC. TABE. and CASAS.

B2.II Tlie Solution should use

audit columns on principal
entities such as participant
information especially
contact information as a

business rule for exit from

the program.

P Yes Standard LACES is WlOA compliant, including all business
rules pertaining to exiling the program.

Stais of iCon 2017 047
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STATE OF NEW HAMPSHIRE
Oe^rtment of Education

NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B2.I2 The Solution should

include customizable fields

or columns in a variety of
areas to allow users to

configure to handle
state/local data not

otherwise included in the

Solution.

P Yes Standard

1

LACES has many drop-down lists iltai can be
cusiomized at the State or agency level to allow for
tracking of data elements required by BAE and/or
important to local programs. LACES also provides 8
additional fields in the student record that may be

used to crack custom client dau.

Kcpiii liiii' Riuiiiin'nuuilt

B3.1 The Solution must produce
NRS Tables that can be run

for particular date ranges,
student demographics, type
of program, outcomes and
program location. Tables
should also provide a
method for verifying, cross-
referencing or validating
data such as being able to
view the data used to

populate the report. Sec
NRS Reporting Tables at
htlp://www.nrsweb.org/fou
ndations/iables.aspx

M Yes Standard LACES generates all NRS reports and populates
them with students who meet the federal

requirements for each table. Users can click into each
cell of the table and view the list of students

populating that cell. This format allows for cross-
referencing, verification, and validation of the table
data.

B3.2 The Solution must produce
data required for WlOA
Statewide and Local

Performance Report. See

Yes Sundard laces generates all WIOA NRS tables. Cuncntly,
LACES collects data to produce the 'Statewide and
Local Performance Report." and will be available in
a drill-down format by mid-July.
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

WlOA Common

Performance Reporting at:
htip://www.nrsvi«b.ory/fou
ndations/iabics-Bspx

83.3 The Solution must produce,
at a minimum, the local and

State reports as described in
Section A • 1.3.4.

M Yes Standard LACES generates all NRS reports. LACES also
currently generates over 200 reports - including
student performance, assessments, hours, and EFL
gaiiLS • and can be viewed by both local useT.s as well
as by state users and downloaded in PDF and CSV
format. LACES provides robust user-defined,
customizable searching capabilities, as well as
several diagnostic searches that focus on missing
dam and dau quality.

B3.4 The Solution must provide
options for users to print
and/or export reports to
PDF, Excel and other
standard file formats,

particularly ones that might
be used for data matching
with stele and/or interstate

wage systems. ;

M Ye-s Standard LACES allows reports to be downloaded in Excel,
and PDF and CSV format. Data can be exported

from all top-level grids and individual panels within
a record in CSV format. Current LACES clients

export data from LACES for data matching.

B3.5 The Solution must provide
options for state
administration to create and

run ad hoc reports and/or
queries.

M  1 Yes

1

•

Standard Search results and custom views can be exported in
CSV format, allowing for ad hoc report creation.
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B3.6 The Solution muii provide
annual Report Cards in
accordance with guidance
provided by NRS at:
http.7/www.Rrswcb.org/trai
nings/2007%20Rcport%20
Card/DevelopingReportCar

1 ds2007.pdf

M Yes Standard LACES already provides dashboards, graphic
reports, searches and views Nvhich will produce data
rcdccicd in the 2007 NRS Annual Report Card
document on the NRS website. If NH requires this
information be presented per the layout in the
"Program Report Card" sample provided by (he stale,
LPS shall do so at no charge.

B3.7 j The Solution should
provide the ability to run
mailing labels and create
email distribution lists by
local education center or

program for staff and
students.

M Yes Standard LACES generates mailing label repons, and users
can create email distribution lists for any
population/program by using views at the top-level
grids.

B3.8 The Solution should

provide the ability to print
trarucripts.

P Yes Standard LACES generates a transcript report thai may be
downloaded and printed.

FfOjinun Aixoinnabilily (OuU twu' Requiii'iiiciih

B4.I : The Solution must allow for

entering, updating and
removing student outcomes
for employment, wages,
credential attainment and

entry into postsccondary
education as well as any

M Yes Standard LACES users with appropriate permissions can enter,
edit, and delete student outcomes for employment,
wages, credential attainment, and entry into post-
secondary education, and any other WIOA/NRS
performance indicators.

State of NH^ntratt 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

other W10A or NRS

performance indicators.

B4.2 The Solution must allow for

measuring multiple
outcomes in each period of
participation.

M Yes Standard LACES tracks all measurable skill gains related to
NRS table 4 for each period of participation.

B4J The Solution must count

performance indicators in

accordance with WlOA

rules, including handling
more than orte indicator in a

period of participation.

M Yes Standard LACES tracks multiple outcomes in each period of
participation and reports the appropriate outcome on
Table 5 as per WIOA rules.

B4.4 The Solution must count

measurable skills gain in
accordance with WIOA

rules including handling
when more than one gain
occurs during a period of
participation.

M Yes Standard laces tracks multiple measurable skill gains in
each period of participation and reports the
appropriate gain in Table 4 per WIOA rules.

B4.5 The Solution must provide
data matching without
using social security
numbers with the National

Student Clearinghouse as
one method of verification

of entry into posisccondary
education or provide the

M Yes Standard LACES provides secondary school diploma and
postsecondary importing on either social security
number or the system-generated student ID number.
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

appropriate interface for the
slate to do so.

B4.6

!

The Solution must be able

to produce reports to be
submitted manually or 1
electronically to state

j WIOA partners that
1  includes the information
1 required for the Statewide
1 Performance Report.
1

>

M Yes Standard LACES reports may be downloaded as PDF or CSV
format and saved to the local computer for
submitting electronically or manually to state WIOA
partners. Currently, LACES collects data to produce
the "Statewide and Local Performance Report," and
will be available in a drill-down formal by mid-July.

Fitllow I'ft via Survey Hei/iiirenu'iii\

B5.I The Solution must provide
the user with the ability to
manage follow up sur%'cys
for all panicipants
including reminders of
when follow up needs to
occur and which

performance indicators
need to be measured and

entered.

M

1

1

Standard LACES contaias .searches to find students who are

eligible for employment follow-up, and an All
Foiiowup Ouicoines grid that can be used for
managing follow-up surveys.

B5,2 Solution must provide the i
ability to view contact
information, outcomes

needing surveying as well
as being able to enter,
update and remove the

M Yes
1

1

Standard The All Foiiowup Outcomes grid displays all
outcomes. This grid may be ftiiered to display
outcomes that require follovk-up. Student contact
information may be displayed alongside each
outcome on the grid. To track method of contact,
response, and foiiowup date for each outcome, the

ontract 2017-047Stale o(NH
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

method of contact, response
and date for each outcome.

user may enter this information in the Comments
section of (he student record.

B5.3 The Solution should

function to import a data
match file for follow up
purposes in addition to (he
ability to enter information
manually. The system must
have a mechanism in place

to validate match

information and save in (he

student records database.

Yes Standard Followup outcome measures may be updated
manually in the student record or data matched. Data
matching can be accomplished via a combination of
CSV expon and import. Imports for employment
outcomes, secondary school diplomas (GED, TASC,
HiSET) and entry into Postsccondary education or
(raining are available at the state agency level.
Import records that contain invalid data are not
processed or saved in the student record, and an error
log is provided to the user.
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B6.I The Solution must provide
functions for entering and
updating student attendance

hours, it should consist of a

screen that includes the

student's attendance history
during the current period of
participation, the ability to
select, add. update and

remove attendance houts.

For each entry, the user
should be able to add the

number of contact hours,
and a comment as well as

distinguish between
distance learning hours and
facc-lo-face hours.

M Yes Standard Student attendance can be entered into LACES by
hours, courses, or by time period (day/week/month).

B6.2 The Solution must include

the ability to review past
attendance hours for

previous periods of
participation in the program
year. Only the state
administrator should have

I the ability to add. update
I and remove records from
I previous panicipation
i periods.

M No Future All attendance hours are always viewable by the user
in the student record and the total attendance hours in

a period of participatitm are viewable on the PoP
Summary/Measurable Outcomes grid. Ability to
add. update, or remove hours records may be
controlled by role, however, this would apply to all
periods of participation, and not a particular date
range.

Stale ol N^^onti^ct 2017-047Exhibit H-^^yepl|nts - Part 3
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B6.3 1 Fields in (he Solution
! should be validated

consis(eni with fomiat and

ranges specified in (he data
dictionary and according to
the business rules specified.

M 1 Yes
1

!

Standard LACES enforces consistent formats across dates,

phone numbers, social security numbers, and other
data types as appropriate. Range validation is also
enforced for all numeric and date fields.

B6.4 The Solution must include

course information such as

start and end dates, days of
the week, hours per week,

1  instructor with optional
1 fields for other information
such as credit, location, etc.

M  ;

1

Yes

i
1

i

Standard

1

Class records contain fields for entering start and end
dates, meeting days and times, hours per week, as
location, as well as other fields for (racking course
and class data. Class enrollment records contain

fields for entering credit, grades, (ET, fees, and other
fields related to the student's eruoiiment in the class

or course.

.IsM'wniciit Rcifiiirciiicnis

B7.I The Solution must provide

the user with the ability to
manage assessments

including entering,
updating and removing
assessment scores.

Assessment scores must

include the type, content
area and form to ensure

NRS compliance. Only
approved NRS assessments
are allowable.

M Yes Standard LACES users with appropriate permissions can enter,
edit, and delete assessment scores. Assessment data
includes the type of assessment, content area, and
form. All NRS-approved assesstiKnu are contained
within LACES.
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STATE OF NEW HAMPSHIRE

0«psrtment of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B7.2 The Solution must provide
a remiader when a student

has received the

recommended number of

hours of instruction for

post-iesting.

M Yes Standard

1

LACES has a dashboard alert that indicates if a

student has been in the system for (x| hours without
assessment, with the (x; variable able to be set by the
program, as well as indicators for students exceeding
the minimum required hours between assessments
based on state policy, and the students exceeding the
minimum required hours between assessments based
on state policy broken down by entry EFL.

B7.3 The Solution must allow for

the entry of Carnegie
credits for the

establishment of an

Educational Functioning
Level in accordance with

the NH Data and

Assessment Policy in
Attachment 2.

M Yes Standard Students can complete ABE LS by earning enough
Carnegie credits to move to ABE L6 according to
state rule, by indicating the date the required number
of credits was met. Earned credits may be entered on
the student enrollment record.

B7.4 The Solution should

calculate the EFL

automatically in accordance
with the NRS Testing
Benchmarks found in the

NH Data and Asscsmcnt

Policy in Attachment 3.

M Yes Standard Student assessment data is automatically cross-
walked so that the EFLs are populated by LACES
based on the entered scaled score or GLE, reducing
the possibility of errors when entering the EFLs.

State ol NH Contract 2017-O47
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B8.1 The Solution must be able

to validate data when

entered by an individual
user or imported from
another source, such as data

matching.

M

1

j Yes
i

1

1
1

1

Standard All LACES data, whether entered through the Ui. or
imported, goes through the same validation and
business rule processing.

B8.2 For Ethnicity values, the
system will allow entry
only of standard NRS
ethnicity codes.

M Yes Standard LACES limits entry of ethnicity to federally
approved ethnicity values.

B8.3 For Dates of Birth, the

system will assure proper
formatting, rea.sonable
ranges and appropriate
student ages. Students must
be 16 years of age or older.
There must be a method of

filtering out students who
arc still enrolled in a

regular high school versus
those only enrolled in the
adult education program.

M  1 Yes Standard LACES validates birthdaics to a reasonable range,
and can be configured to enforce a minimum age. To
indicate thai a .student is still enrolled in regular high
school, the user may enter a value in the student field
'Current School ARcnding.' This field may be
displayed and used as a filter on the student grid.

B8.4 The format of enrollment

data will be validated. The

date of enrollment cannot

be before the intake date.

M Yes Standard Data validation will prevent the entering of
enrollment dates prior to intake dates.

88.S Assessment scores must be

within range for the test and
form administered.

M

1

Yes

1

Standard LACES validates all assessment scores according to
the ST^S Benchmarks.

Slaie ol NHp)ntrerf 2017-047
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017^47

SAAS EXHIBIT H

REQUIREMENTS

BS.6 Students must be prc-tested
prior to receiving 12
contact hours.

M No Future LACES has a business rules engine that would allow
creation of a business rule to enforce this constraint.

This rule does not currently exist. LPS intetprets this
as hours greater than 11.99 cannot be added in the
program year until the student has been pretested.
LPS shall code this change at no cost by the time of
deployment.

B8.7 Post testing scores should
be at a minimum, after the

publishers' recommended
•number of hours of

instruaion. in the case of

an exception, (he user must
be able to add a comment

or choose from a list of

reasons.

M No Future LACES has a dashboard alert that indicates if a

student has enough hours, based on the
manufacturer's recommended number of hours, to be

post tested. LACES has a ̂ siness rules engine (hat
would allow creation of a business rule to enforce the

minimum number of hours before posttcsi and an
exception list. LACES has the flexibility to do this,
but this appears to be in conflict with NRS policy.
For that reason, LPS respectfully recommends
against this functionality. However, if it is a
requirement, LPS will code this modification at no
cost by the time of deployment.

B8.8 Assessments and forms

must be appropriate for the
program tj-pe.

M Yes Standard The list of available assessments can be easily
configured to display the appropriate asscssiTKnis
and fonns based on state assessment policy.

B8.9 The prc-icst and post-test
forms must be different.

M Yes Standard LPS has created this functionality for other state
clients and we can easily implement the business
rules for NII BaE to ensure that assessments must

use alternating forms for all assessment instruments
based on state assessment policy.

B8.10 Contact hours for a student

may not exceed the contact
hours for the class during

M No Future LACES has a business rules engine that would allow
creation of i business rule to enforce this constraint.

This rule does not currently exist. LPS interprets this

Contra Inilia
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

the same period. as a required field in the class record that indicates
the max number of contact hours for the class. The

total sum of all contact hours for a student in the

class would be validated against this value. This
shall be released by September 2017.

B8.ll Students are separated from
a program 90 days after
their last service was

provided. The Solution
must provide a reminder or
trigger and a list of students
who have not received

services for 90 days.

M Yes Standard LACES has a dashboard alert that indicate if a

student has been in the system for [xj days without
hours, and a dashboard alen that indicates enrolled
students with no hours in [xj days, by current EFL.
A left date based on the last hours date will populate
for student who have not gotten hours within 90
days.

88.12 WlOA reporting rules will
determine how students arc

counted. Periods of

participation are governed
by WIOA guidelines.

M Yes Standard LACES calculates periods of participation based
strictly on WIOA/NRS rules. A period of
participation begins when a student enters the
program and has activity, and ends when the student
leaves, or docs not have additional activity 90+ days
after the last activity date. A student must have at
leajtt one period of participation in the program year
in order to count on ANY NRS table.
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NH Adult Education Data System
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SAAS EXHIBIT H

REQUIREMENTS

APPLICATION REQUIREMENTS

S- . >'X,V . .-ntt.*;.- •• - iXfa .'i • •,•-5/7 ••

(.r.vATf ii. srraric.iTKfss

Al.l Ability 10 access data using open
standards access protocol (please
specify supponed versions in Ihe
comments fteld).

M Yes Standard LPS supports a limited RESTful web
Krvicc API which allows secure access to

client data using JSON or XML formats.

A1.2 Data is available in commonly
used format over which no entity
has exclusive control, with the

exception of National or
International standards. Data is

not sul^ect 10 any copyright,
patent, tradeinark or other trade

secret regulation.

M Yes Standard LACES data may be exported in CSV, and
PDF formats, depending on the particular
location.

2017.047on Ira

nts - Pert 3

7T
State of NH
Exhibit H

Dale:
Contracicrs lr>ilt'

Page 22 of SO



STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

A1.3 Wel>4>ased compatible and in
conformance with W3C

standards: such as HTML5. CSS

2.1, XML l.i (please list
standards/versions in comments)

M Yes Standard The LACES presentation layer was
rewritten over the last three years in order to
comply with latest web standards, using
HTML5.CSS 3 and JavaScript 5.1. Only
features which are supported by all modem
browsers are used.

iiTi.ic.nwwsr.nKiry

A2.I Verify the idendtyor
surbeDticate all the system client
applications before allowing use
of the system to prevent access to
inappropriate or confidential data
or services.

M Ve-s

1

Standard All applicatiotu that acceu any component
of LACES that involves reading or updating
of client data are authenticated and

authorized by u usemame/password
combination.

A2.2 Verify the identity and
tuthenricate all of the system's
human users before allowing
them to use its capabilities to
prevent access to inappropriate or
confidential dau or services.

M Yes Standard All human asas that access any component
of LACES that involves reading or updating
of client data are authenticated and

authorized by a usemame/password
combination.

A2.3 Enforce unique user name.s. M j Ye.-!

1

Standard LACES enforce.<; unique u.ser names upon
account creation, as well as at the database

level through a unique constraint.

A2.4 Enforce complex passwords for
Administrator Accounts in

accordance with DofT's siateu'ide

User Account and Pass^nrd

Policy, available upon request.

M 1 Yes Standard Password complexity may be configured to
require a minimum length, mixed case,
numeric and special requirements. LPS
shall require Administrator accounts to
comply with that policy if more restrictive
than the LPS default policy.

State of
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STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAB EXHIBIT H

REQUIREMENTS

A2.5 Enforce the use of complex
passwords for general users using
capital Icilcrs, numbers and
^cial characters in accordance

with DoITs statewide User

Account and Password Policy.

M Yes Standard Password complexity may be configured to
require a minimum length, mixed case,
numeric and special requirements. By
default, the system requires a minimum
complexity. Clients may choose to

conHgure a diBcrent complexity if their
state policy is difTerent than our default
policy. However, it is understood that the
Sute wants to use SSO. in which case the

Slate will control password con^lexiry for
users of the LACES application.

A2.6 Encrypt pas.swords in •
transmission and at rest within the

database.

M Vc.s Standard All pas.sword.s are encrypted between
browser and server, and are also encrypted
when stored in the database.

A2.7 Establish ability to expire
passwords after a definite period

of time in accordance with

DoIT'.s statewide User Account

and Password Policy

M Yes Standard Passwords may be set to expire after a
configurable amount of lime per client.

A2.8 Provide the ability to limit the
number of people that can grant
or change authorizations

M Yes Standard Only users with role Agency System
Administrator may create user accounts end
assign roles.

A2.9 Establish ability to enforce
session timeouts during periods of
inactivit)'.

M Yes Standard LACES .sessions time out after 45 minutes

of inactivity.

A2.I0 The application shall not store
authentication credentials or

sensitive data in its code.

M Yes Standard LPS coding sundards prohibit the storage of
authentication credentials or sensitive data

in its code.

A2.I1 Log all attempted accesses that

fail idcntiftcation, authentication

M Yes Standard All failed identification, authentication and

authorization attempts arc logged by the

017-047State of NH Gon
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NH Adutt Education Data System

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

and authorization requirements. application.

A2.12 The application shall log all
activities to a central server to

prevent parties to application
transactions from denying that
they have taken place.

M No Future LACES logs all aaivities related to security
management to a central database. LPS is
planning to enhance LACES to track
changes made to all entities in the system to
the field level, to be released at the end of

December 2017.

-A2.I3 All access to Windows Server

Event Logs must be limited to
authorized administrators. They
must be incltided in the server

daily backup, sent to a centralized
log server for retention and
backup and retain a minimum of

two (2) days of evenLs.

M Yes Standard Windows server event logs can only be
accessed by authorized administrator, are
backed up daily, and retained for 30 days.

A2.I4 The application must allow a
human user to explicitly terminate
a session. No remnants of the

prior session should then remain.

M Yes Standard The user must log out to terminate the
session, otherwise the session will expire
after 4S minutes.

A2,15 The Software. System and
Services provided are not to be
used for anything other than the
purpose for which it was created.

M Yes Standard LACES is intended to only be used for
student management. Any other use is a
violation of the Services agreement.

A2.I6 The application Data shall be
protected from unauthorized use
when at rest, such as limited
authorized physical access, data
encryption etc.

M

/

Yes Standard Data at rest is protected from unauthorized
usage by strict physical controls enforced by
ViaWest. and by encrypting all backups.
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REQUIREMENTS

A2.17 The applicalion shall keep any
sensitive Data or communications

private from unauthorized
individuals and programs.

M Yes Standard All communication of sensitive data

between server and client browser is

encrypted over the HTTPS channel. In
addition. LACES comprehensive role based
security with access control to the field level
allows tailoring of what each user is able to
do.

A2.18 Subsequent application
enhancements or upgrades shall

not remove or degrade security
requirements

M Yes Standard LPS is always looking to enhance security
requirements with each new release, and not
remove or degrade in any way. Testing of
each new release ensures that security
controls are still operational.

A2.I9 Utilize change management
documentation and procedures

M Yes Standard LPS will employ change management
procedures to handle such things as "out-of-
scope" requests or changing business needs
of the state while the migration is utxicrway.
as well as lo justify changes in the
processing environment, and to ensure those
changes wilt not adversely affect
performance or availability.
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REQUIREMENTS

A2.20 Web Services : The service

provider shall use Web services
exclusively (o inierface with the
State's data in near real time

when possible. For example, the
Slate's myNHDOE SSO login and
authentication services.

M Yes Standard LPS shall use Web services to interface with

the State's myNHDOE SSO login and
authentication services.

TESTING

1

1

pmm
-RMuframMtTiiKriptldii^^^^ . .-fi OWeaDti?^'

m^m
sixcmry n:sri.\<:

11.1 All components of the Software
shall be reviewed and tested to

ensure they protect the Sute's
web site and its related Data

assets.

M Yes ' Standard ViaWest has a dual-standard SSAE 16 and

ISAE 3402 Service Organization Control
(SOC) 1 Type II. SOC 2 Type II. and SOC
3 repons covering each of ViaWest's data
centers to include operations, policies and
procedures, and physical and environmental
security controls. ViaWcsi conducts
random testing throughout the year. LPS
thoroughly tests each new sofbvarc release
and verifies that confidential data is

protected as designed.

Contra'
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TI.2 The Vendor shall be responsible
for providing documentation of
sccuncy testing, as appropriate.
Tests shall focus on the technical,

administrative and physical
security controls that have been
designed into the System
architecture in order to provide
■he necessary confidentiality,
integrity and availability.

M Yes Standard ViaWesi provides the results of security
audits to LPS on a yearly basis. LPS shall
provide documentation of its security
testing, as appropriate.

TI.3 Provide evidence that supports
■he fact that Identification and
Authentication te.siing has been
recently accomplished; supports
obtaining information about those
parties attempting to log onto a
system or application for security
purposes and the validation of
users

M Yes Standard LPS tests identification and authentication
components of the LACES application with
each relea.se.

TI.4 Test for Access Control; supports
the management of permissions
for logging onto a computer or
network

M Yes Standard Computer and network components
management by ViaWcst undergo yearly
audits as well as random testing.

T1.5 Test for encryption; supports the
encoding of data for security
purposes, and for the ability to
access the data in a decrypted
format from required tools.

M Yes Standard On a quarterly basis. LPS tests the restore of
encrypted backups, verifying they cannot be
restored to a machine without proper keys,
and that they can be restored to a machine
with proper keys.

T1.6 Test the Intrusion Detection;
supports the detection of illegal

M Yes Standard LPS uses a firewall with IDPS capability,
with all events routed to key personnel at
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entrance into a computer system LitcracyPro. LPS has the systems
penetration tested once a year by a third
party.

TI.7 Test the Verification feature;

supports the confirmation of
authority to enter a computer
system, application or network

M Yes Standard LPS tests security components with each
release including verification to enter the
LACES application.

T1.8 Test the User Management
feature: supports the
administration of computer,
application and network accounts
within an orsanization.

M Yes Standard LACES user account management is tested
prior to each new release to ensure that
users are restricted to specific functions or
are limited in the data that is available to

them.

Tl.9 Test Role/Privilege Management;
supports the granting of abilities
10 users or groups of users of a
computer, application or network

M Yes Standard LACES User account inanagcnKni is tested
prior to each new release to ensure that
users arc restricted to specific functions or
arc limited in the data that is available to

them.

TI.IO Test Audit Trail Capture and
Analysis; supports the
identification and monitoring of
activities within an application or
system

M Yes Standard LACES auditing features are tested with
each rKw release.

T1.11 Test Input Validation; ensures the
application is protected from
buffer overflow, cross-site
scripting. SQL injection, and
unauthorized access of files

and/or directories on the server.

M Yes Standard LPS conducts vulnerability testing on each
new release using the OWASP ZAP tool. In

addition, a third-party conducts
vulnerability scanning and penetration
testing on LPS network infrastructure and
the LACES web application on a yearly
basis.
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T.I.12 For web applications, ensure (he
application has been tested and
hardened to prevent critical
application security flaws. ( At a
minimum, the application shall be

tested ai^ainst all flaws outlined in
the Open Web Application
Security Project (OWASP) Top
Ten

(h(tp;//www.owasp.orit/index.php '
/OWASP Top Ten Project)) 1

M Yes Standard LPS conducts vulnerability testing on each
new release using (he OWASP ZAP tool. In
addition, a third-party conducts
vulnerability scanning and penetration
testing on LPS network infrastructure and
the Laces web application on a yearly
basis, which covers the OWASP top ten
plus more.

T1.I3
]

Provide the State with validation

of 3rd party security
reviews -performed on the
application and system
environment. The review may
include a combination of

vulnerability scanning,
penetration testing, static analysis
of the source code, and expert
code review (please specify
proposed methodology in the
comments field).

M Ym Standard LPS shall provide the State with rc.sulLs
from its internal vulnerability scans and pen
tests, as well as third party \-ulnerability
scanning and pen test results.

TI.14 Prior to the System being moved
into production, the Vendor shall
provide results of all securit)-
testing to the Efcpariment of
Information Technology for
review and acceptance.

M Yes Standard LPS shall provide results of security testing
to the DOrr prior to the statewide
deployment of LACES.

ST.i.w tRi) rrsTisn \
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T2.1 The Vendor must test the

sofhvare and the system using an
industry standard and State
at^rovcd testing methodology as
more fully described in A(^ndix

G 1.2.

M Yes Standard LPS fully tests each release prior to
deployriKnt. Unit, system integration, aixl
regression testing methods are standard
testing levels used prior to release. User
acceptarKc testing is done for all state
cu.stomizations prior to deployment.

12.2 The Vendor must perform
application stress testing and
tuning as more fully described in
Appendix G-i.2.

M Yes Standard As an alternative, LPS proposes following
its current metho<tolog>' for tuning the
system. The LACTiS application is a mature
application with a long history of
performance data. With each new monthly
incremental release, each change undergoes
peer code review, for which performance is
always a consideration. AAer every new
release, system performance is closely
followed for a week, and any decrease in
performance metrics is analyzed and fixed.
Tuning the system is an ongoing process.
Our DBA provides us with the top ten most
resource intensive queries. The queries are

analyzed and arc targeted for optimization.

T2.3 Vendor shall provide documented
procedure for migrating
application modifications from
the User Acceptance Test
Environment to the Production

Environment.

M Yes Standard LPS shall provide documentation on the
procedure for migrating application changes
from QA staging environment to
production.

T2.4 The vendor must define and test

disaster recovery procedures.
M Yes Standard LPS commits to tabietop testing of its

disaster recovery procedures on an annual
basis.
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5,

Hl.l

!

Vendor shall provide an ANSl/TlA-942 |
Tier 3 Data Center or equivalent. A tier 3
data center requires 1) Multiple
independent distribution paths serving the
IT equipment. 2) All IT equipment must be
dual-powered and fully compatible with
the topology of a site's architecture and
3)Concurrenily maintainable site
infiasiructure with expeeted availability of
99.982%

M Yes Standard The data center hosting our servers at ViaWest
is not officially rated Tier 3. but ViaWest
confirms that it meets the three requirements
listed.

Hl.l !

i

1

i

1

Vendor shall maintain a secure hosting
environment providing all necessary
hardware, software, atid Internet

bandwidth to manage the application and
support users with permission based
logins.

M Yes Standard ViaWest has a dual-standard SSAE 16 and

ISAE 3402 Service Organization Control (SOC)
'  I Type 11. SOC 2 Type II, and SOC 3 reports
: covering each of ViaWest's data centers to
include operations, policies and procedures, and
physical and environmental security controls.
LPS provides additional logical security
controls in its application including role based
permissions for users.
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HI.3 The Data Center must be physically
secured - restricted access to the site to
personnel with controls such as biometric.
badge, and others security solutions.
Policies Tor granting access must be in
place and followed. Access shall only be
granted to those with a need to perform
taslcs in the Data Center.

M Yes Standard ViaWesi maintains a Physical Security program
that consists of multiple systems and
procedures. All ViaWest facilities have video
surveillance, monitoring, dual-factor access
controls and staff performing recurring
walkthroughs or rounds at each data center.

HI.4 Vendor shall install and update all server
patches, updates, and other utilities within
60 days of release from the manufacturer.

M Ye-s Standard Windows Servers managed by ViaWe.si have
patches and updates applied monthly as
recommended by Microsoft. Software installed
by UPS is kept up to date especially with respect
to known security vulnerabilities.

H1.5 Vendor shall monitor System, security, and
application log.s.

M Yes Standard LPS and ViaWcst shall monitor system, security
and application logs.

H1.6 Vendor .shall manage the sharing ofdata
resources.

M Yes Standard LPS in concert with ViaWest tnanages the
sharing of data resources. LPS does not share
data with any third parties.

Hl,7 Vendor shall manage daily backups, ofT-
site data storage, and restore operations.

M Yes Standard Ho.sting provider ViaWe.st manages the daily
backups and off-site storage. Restore operations
may be managed jointly by ViaWest and LPS.

HI.8 The Vendor shall monitor physical
hardware.

M Yes Standard ViaWest monitors physical hardware supponing
its cloud environment on a continuous basis.

State ol NH C -047act
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REQUIREMENTS

Remote access shall be customized to ilie

State's business application, la instances
where the State requires access to the
application or server resources Dot io the
DMZ, the Vendor shall provide remote
desktop connection to the server ihrouid>
secure protocols such as a Virtual Private
Network (VPN).

M Yes Standard LPS interprets this as a request for access to our
internal iKtwork to perfonn activity such as a
vulnerability scan and agrees to such access.

HI.10

nfStSTi:H

Ki:c()n:ny

The Vendor shall report any breach in
security in conformance with State of NH
RSA 359-C:20. Any person engaged in
trade or commerce Aat is subject to RSA
3S8-A:3. 1 shall also notify the regulator
which has primary regulatory authority
over such trade or commerce. All other

persons shall notify the New Hampshire
attorney general's office.

M Yes Standard LPS maintains an incident response plan and
shall report any breaches per State ofNK RSA
359-C:20.

017-047
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REQUIREMENTS

H2.I Vendor shall have documented disaster

recovery plaits that address the recovery of
lost State data as well as their own.

Systems shall be architected to meet the
defined recovery needs.

M Yes Standard LPS has a disaster recovery plan in place that
addresses risks. The LACES application relics
on multiple systems made up of soAware and
hardware components that arc replicated to
mitigate risks of a failure of one or more of
these components. Wc regularly review
recovery plans, conduct tests, and monitor all
components and possible threats to ensure
continuity of service.

H2.2 The disaster recovery plan .shall identify
appropriate methods for procuring
additional hardware in the event of a

component failure. In most instances,
systems shall offer a level of redundancy
so the loss of a drive or power supply will
not be sufficient to terminate scrviees

however, these failed components wilt
have to be replaced.

M Yes Standard The LPS dLsaster recovery plan identifies
ViaWest as the responsible parry to provide
replacement hardware in event of failure,
whether component level or involving loss of

the primary data center.

H2J Vendor shall adhere to a defined and

documented back-up schedule and
procedure.

M Yes Standard Via West adheres to a backup policy deAned by
LPS. ViaWesi maintains documentation on its

procedures.

H2.4 Back-up copies of data are made for the
purpose of facilitating a restore of the data
in the event of data loss or System failure.

M Ye.<: Standard Back-up copies are made for the purpose of
restoring data in event of loss or system failure.

State of NH
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REQUIREMENTS

H2.5 Scheduled baclnips of all servers must be
completed regularly. The minimum
acceptable frequency is difTcrential backup
daily, and complete backup weekly.

M Yes Standard Backups are performed on a daily basis. Full
database backups occur nightly as well.

H2.6 Tapes or other back-up media tapes must
be securely transferred from the site to
another secure location to avoid complete
data loss with the loss of a facility.

M Yes Standard Backups are transferred from Denver to Utah on
a weekly basis with a 30-day offsite retention.

H2.7 Data recovery - In the event that recovery
back to the last backup is not sufTicient to
recover State Data, the Vendor shall

employ the use of database logs in addition
to backup media in the restoration of the
database(s) to afford a much closer to real
time recovery. To do this, logs must be
moved off the volume containing the
database with a frequency to match (he
bu.sines.s necd.s.

M

1

Yes Standard SQL Server transaction log backups occur on a
15-minute interval, and are stored on a separate
volume from the data or log flics. In addition,
they are copied to another server in a SQL
Server log ishipping conftguration.

uosTi.sa

SECIRITV

1 H3.I The Vctrdor shall employ security
measures ensure that (he State's

application and data is protected.

M Yes Standard Between ViaWest and LPS many physical and
logical security controls are in place to protect
the application and the State's data.

H3.2 If State data is hosted on multiple servers,

data exchanges between and among servers
must be encrypted.

M Yes ! Standard The data is stored on one database server and

backups arc encrypted before being sent offsite
for retention.

H3.3 All .servers and device.s mast have

currently-supported and hardened
operating systems, the latest ami-viral,
anti-hackcr, anti-spam, anti-spywarc, and

M Yes Standard The .servers hosted at ViaWe.st are currently-
supported versions with anti-msiware sofhvarc
installed and kept up to date. The IDPS firewall
is configured to only open ports (hat arc

State ol NH Contract 2017-047
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i

anii-malware utilities. The environment, as
a whole, shall have aggressive ininision-
detection and firewall protection.

absolutely necessary.

H3.4 All components of the infrastructure shall
be reviewed and tested to ensure they
protect the Slate's hardware, soHware, and
its related data assets. Tests shall focus on

the technical, administrative and physical
security controls that have been designed
into the System architecture in order to
provide confidentiality, integrity and
availability.

M Yes Standard ViaWcst has a dual-standard SSAE 16 and

ISAE 3402 Service Organization Control (StXT)
I Type 11, SOC 2 Type 11. and SOC 3 reports
covering each of ViaWest's data centers to
include operations, policies and procedures, and
physical and environmental security controls.
LPS has a third-party conduct vulnerability
scans and penetration testing on its LACES web
application on a yearly basis.

H3.5 The Vendor shall ensure its complete
cooperation with ihc'Statc's Chief
Informaiion Officer in the detection of any
security vulnerability of the hosting
infrastructure.

M Yes Standard LPS agrees to cooperate completely with the
State's ClO.

H3.6 The Vendor shall authorize the State to

perform scheduled and random security
audits, including vulnerability assessments,
of the Vendor' hosting infrastructure
and/or die application upon request.

M Yes Standard LPS authorizes (he State to perform scheduled
and random security audtt.s upon request.

H3.7 All servers and devices must have event

logging enabled. Logs must be protected
with acce.ss limited to only authorized
administrators. Logs shall include System.
Application, Web and Database logs.

M Yes Standard Event logging is enabled on all servers and can
only be accessed by authorized administrators.

H3.8 Operating Systems (OS) and Databases
(DB) shall be built and hardened in

M Yes Standard LPS is aware of N1ST recommendations

regarding OS and DB hardening and follows

State of NH Cintract 7017-047
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Data:

Contractor's r'tials

Page 37 ol 50



STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

accordance with guidelines set forth by
CIS, NIST or NSA

those guidelines in its practices.

H3.9 The Vendor shall notify the Slate's Project
Manager of any security breaches within
two (2) hours of the time (hat the Vendor
leams of their occurrence.

M Yes Standard LPS shall notify the state's Project Manager
within 2 hours of any security breach.

H3.I0 The Vendor shall be solely liable for costs
associated with any breach of State data
housed at their locationfs) including but
-not limited to notification and any damages
.assessed by the courts.

M Yes Standard Specific details to be finalized in the contract
with NH.

.S77<I7(7;

il.t t:i.

u:Ri:rMi:\r

H4.I The Vendor's System support and
maintenance shall commence upon the
Effective Dale and extend through the end

of the Contract term, and any extensions
thereof.

M Yes Standard LPS shall provide support and maintenance for
the duration of the contract.

H4.2 The vendor shall maintain the hardware

and Software in accordance with the

specifications, terms, and requirements of
the Conuaci. including providing,
upgrades and fixes as required.

M Yes Standard LPS shall provide upgrades and fixes as
required per the contract.

114.3 The vendor shall repair or replace the
hardware or software, or any portion
thereof, so that the System operates in
accordance with the Specifications, terms,
and requirements of the Contract.

M Yes Standard LPS shall repair or replace hardware/sofhvare as
necessary so system operates per the contract.

017-047State NH

rerpents - Part 3Exhibit

Date:

nitiatsContracto

Page 38 of 50



STATE OF NEW HAMPSHIRE

Department of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

H4.4 All hardware and software components of
the Vendor hoslin); infrastructure shall be
fully supported by their respective
manufacturers at all times. All critical

patches for operating systems, databases,
web services, etc., shall be applied within
sixty (60) days of release by their

respective manufacturers.

Yes Standard All critical patches are generally a;^lied within
30 days of their release, or sooner.

H4.5 The State shall have tinlimited access, via

;phonc or Email, to the Vendor technical
support staff between the hours of 8:30am
to SrOOpm- Monday thru Friday EST.

M Yes Standard This is standard LPS su^^xxt.

H4.6 The Vendor shall conform to the specific
deficiency class as described: o Class
A Deficiency • Software • Critical, does
ntx allow System to operate, no work
around, demands immediate action;
Written Documentation • missing
significani portion.^ of information or
unintelligible to State; Non Software •
Services were inadequate and require re-
performance of the Service.
0  Class B Deficiency - Software •
important, does not stop operation and/or
there is a work around and user can

perform tasks; Written Documentation •

portioas of information are mi,vsing but not
enough to make the document

unintelligible; Non Software - Services
were deficient, require reworking, but do
not require re-performance of the Service.

M Yes Standard LPS classifies all issues as critical, important/no
workaround, important/workaround, and
minimal.
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0 Class C Deficiency • Software -
(ninimal, cosmetic in nature, minimal
effect on System, low priority and/or user
can use System; Written Documentation •
minimal changes required and of minor
editing nature; Non Software - Services
require only minor reworking and do not
require rc-pcrformancc of the Service.

H4.7 As part of the maintenance agreement,
ongoing support issues shall be responded
to according to the following:
a. Class A Deficiencies • The Vendor shall

have available to the State on-ca!l

telephone assistance, with issue tracking
available to the State, eight (8) hours per
day and five (5) days a week with an email
/ telephone response within two (2) hours
of request; or the Vendor shall protride
support on-site or with remote diagnostic

Services, within four (4) business hours of
a request:

b. Class B A C Deficiencies -The State

shall notify the Vendor of such
Deficiencies during regular business hours
and the Vendor shall respond back within

Yes Standard LPS responds to all requests within 4 business
hours via email or telephone. Exact respoase
limes will be finalized in the contract.

State of NH
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four (4) hours of notification of planned
corrective action; The Vendor shall repair
or replace Software, and provide
maintenance of the Scfhvarc in accordance

with the Specifications. Terms and
Requirements of the Contract;

H4,8 'The hosting server for the State shall be
available rwenty-four (24) hours a day. 7
days a week except fur during scheduled
maintenance.

M Yes Standard The hosting server is available 24 hours a day 7
days a week except for scheduled maintenance
windows which occur on Friday or Saturday

evenings periodically.

H4.9 A regularly scheduled maintenance
window shall be identified (such as

weekly, monthly, or quarterly) at which
time all relevant server patches and
application upgrades shall be applied.

M Yes Standard Server patches are scheduled monthly for the
weekend following release by MicrosoA.
LACES updates are scheduled monthly on
Friday evenings per the release schedule.

H4.t0 If The Vendor is unable to meet the uptime
requirement. The Vendor shall credit
Stale's account in an amount based upon
the following formula: (Total Contract
Item Price/365) x Number of Days
Contract Item Not Provided. The State

must request this credit in writing.

M Yes Standard LPS agrees to credit the State's account per the
contract, if awarded to LPS.

H4.1 1 The Vendor shall use a change
maoagement policy for notification and

M Yes Standard At the beginning of each phase of the project,
deliverable-s are clearly defined. LPS employs

State of NH Cojitract 2(J\ 7-047
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tracking of change requests as well as
critical outages.

change management procedures to handle such
things as "out-of-scopc" requests or changing
business needs of (he State, as welt as to Justify
changes in the processing environment, and to
ensure those changes will not adversely affect
performance or availability.

H4.I2 A critical outage will be designated when a
business function cannot be met by a
nonperforming application and there is no
twork around to the problem.

M Yes Starulard LPS agrees to (his definition of critical outage.

H4.I3 The Vendor shall maintain a record of the

activities related to repair or maintenance
activities performed for the State and shall
report quarterly on the following: Server
up-time: All change requests implemented,
including operating system patches; All
critical outages reported including actual
issue and resolution; Number of

deficiencies reported by clatts with initial
response time as well as time to close.

M Yes Standard LPS agrees to maintain records on the listed
activities and report to the State on a quarterly
basis.

H4.I4 The Vendor will give two-busincss days
prior notification to the State Project
Manager of all changes/updates and
provide the State with training due to the
upgrades and changes.

M Yes Standard A post login message displays for all users prior
to a release, indicating the date of the release
and an overview of what will be in the release.

Release notes (hat explain all changes ntade to
the application are provided on the LACES User
News page. If the state wishes additional
(raining after a release, this will be provided at
an additional cost.

ratial
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SUPPORT & MAINTENANCE REQUIREMENTS -

1 Crtdotivj
SI ri'OH / .V .1/, 1 /,N'71:\ 1 ,\ (7" «/;■(>' v/e/.M/z^.N /iv
Sl.l The Vendor's System suppon and maintenance

shall commence upon the EfTeciive Date and
extend through the end of the Contract term, and
any extensions thereof.

M Yes Standard LPS shall provide support and maintenance for
the duration of the contract.

SI.2 Maintain the hardware and Software in
accordance with the Specifications, terms, and
requirements of the Contract, including providing
up;;rades and fixes as required.

M Yes Standard

j

LPS shall maintain hardware and software in
accordance with the specifications, terms, and
requirements of the contract, including providing
upgrades and fixes as required.

SI.3 Repair Software, or any portion thereof, so that
the System i^ratcs in accordance with the .
Specifications, terms, and requirements of the |
Contract.

M Yes Sundard | LPS shall repair software in accordance with the
specifications, terms, and requirements of the
contract.
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SI.4 The State shall have unlimited access, via phone
or Email, to the Vendor technical support stafT
between the hours of S:30an) to Monday

thru Friday EST;

M Yes Standard BAE stale staff and local program users have
unlimited access to our Support Team via our
dedicated telephone number, email, or our tech
suppon form. Tech support staff is available
during business hours and typically respond to al
queries submitted within 24 hours. Most issues
arc addressed within one business day.
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S1.5 The Vendor response limc for support shall
conform to the specific deficiency class as
described below or as agreed to by ibe parties:
1) Class A Deficiency • Software - CRITICAL
docs not allow System to operate, no work
around, demands immediate action; Written
Documentation - missing significant portions of
information or unintelligible to State; Non
Software - Services were inadequate and require
re-performance of the Service.
2) Class B Deficiency - Software -
IMPORTANT, docs not stop operation and/or
there is a work around and user can perform tasks:
Written Documentation - portions of information
are missing but not enough to make the document
unintelligible; Non Software • Services were
deficient, require reworking, but do not require re-
performance of the Service.
3) Class C Deficiency • Software-MINIMAL,
cosmetic in nature, minimal effect on System, low
priority and/or user can use System; Written
Documentation • minimal changes required and of
minor editing nature: Non Software - Services
require only minor reworking and do not require
re-performance of the Service.

M Yes Standard LPS classifies all issues as critical, imponant/no
workaround, important/workaround, and minimal.

S1.6 The Vendor shall make available to the State the

latest program updates, general maintenance
releases, selected functionality releases, patches,
and Documentation that are generally offered to
its customers, at no additional cost.

M Yes Standard Program updates, general maintenance releases,
selected functionality releases, patches, and
documentation are offered to all clients.
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S1.9 For all maintenance Services calls. The Vendor

shall ensure (he following information will be
collected and maintained: 1) nature of the
Deficiency: 2) current status of the Deficiency: 3)
action plans, dates, and times: 4) expected and
actual completion time; S) Deficiency resolution
information, 6) Resolved by. 7) Identifying
number i.e. work order number. 8) Issue identified

by;

P Yes Standard LPS tracks all issues in Scrvmwise and Salesforce

and can produce state-wide ticket if needed.

SI.10 The Vendor must work with the State to identify
and irotibieshoot potentially large-scale System
failures or Deficiencies by collecting the
following information: 1) mean time between
reported Deficiencies with the Sofhvarc: 2)
diagnosis of the root cause of the problem: and 3)
identification of repeal calls or repeat Sofh^'are
problems.

P Yes Standard LACES has never experienced a large-scale
system failure, however, protocols are in place for
notification and diagnosis.

State o( NHi
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SI.II As pan of the Software maintenance agreement,
ongoing software maintenance and suppon issues,
shall be responded to according to the following
or as agreed lo by the panies:
a. Class A Deficiencies - The Vendor shail have

available to the State on<call telephone assistance,
with issue tracicing available to the Slate, eight (8)
hours per day and five (5) days a week with an
email / telephone response within two (2) hours of
request; or the Vendor shall provide suppon on-
site or wth remote diagnostic Services, within
four (4) business hours of a request;
b. Class B & C Deficiencies-The State shall

notify the Vendor of such E>ericienc>es during
regular business hours and the Vendor shall
respond back within four (4) hours of notification
of planned corrective action; The Vendor shall
repair or replace Sofhvare. and provide
maintenance of the SoAware in accordance with

the Specifications, Terms and Requirements of the
Contract: or as agreed between the parties

M Yes Standard LPS responds to all requests via email or
telephone. Exact response times will be finalized
in the contraci.
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SI.12 The Vendor shall use a change management
policy for noiificaiion and tracking of change
requests as well as critical outages.

M Yes Standard At the beginning of each phase of the project,
deliverables arc clearly defined. LPS employs
change management procedures to handle such
things as "out-of-scope** requests or changing
business needs of the State, as well as to justify
changes in the processing environment, and to
ensure those changes will not adversely affect
performance or availability.

SI.13 A critical outage will be designated when a
business function cannot be met by a
nonperforming application and there is no work
around to the problem.

M Yes Standard LPS agrees to this definition of critical outage.

SI.14 The Vendor shall maintain a record of the

activities related to repair or maintenance
activities performed for the State and shall report
quarterly on the following: All change requests
implemented: All critical outages reported
including actual issue and resolution; Number of
deficiencies reported by class with initial response
time as welt as time to close.

M Yes Standard LPS agrees (0 maintain records on the listed
activities and report to the Slate on a quarterly
basis.
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pi.i Vendor shall participate in an iniiial kick-ofT
meetiott lo iniiiate the Project.

M Yes Standard LPS always recomrrKnds that all key
stakeholders hold a KickofT Meeting to set
expectations. It allows key stakeholders to
meet each other and provides everyone
with the necessary deptli and breadth of
knowledge required to set the stage for a
successful project.

Pi.2 Vendor shall provide Project StalTas speciried in
the RFP.

M Yes Standard i LPS will provide a list of all primary and
ancillary stafT connected to the RFP

12017-047

is - Part 3

State oi NH ffon!
Exhibit

Date:

Contractor,

Page 49 of 50



STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

P1.3 Vendor shall submit a rinalized Work Plan within

ten (10) days after Contract award and approval

by Governor and CouikiI. The Work Plan shall
include, without limitation, a dcuilcd description
of the Schedule, tasks. Deliverables, critical
events, task dependencies, and payment Schedule.
The plan shall be updated no less than every two
weeks.

M Yes Standard LPS subinics and updates the Work Plan
with all deliverables, events, tasks, and

change logs based on approval and
feedback from the client.

PJ.4 Vendor shall provide deuiled monthly status
reports on the progress of the Project, which will
include expenses incurred year to date.

M Yes Standard LPS maintains and sends detailed monthly
status reports and updates with all
technical and financial updates, approvals,
and obstacles

PI.5 All user, technical, and System Dtxumentaiion as
well as Project Schedules, plans, status reports,
and correspondence must Im maintained as project
documentation. The Vendor shall define how this

M Yes Standard LPS will maintain all project
documentation and schedules in

accordance with the client-approved
expectations.

nibals
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that LITERACYPRO SYSTEMS,

INC. is a Califomia Profit Corporation registered to transact business in New Hampshire on August 22, 2017.1 further certify that

all fees end documents required by the Secretary of State's office have been received and is in good standing as far as this ofEce is

concerned.

Business ID: 7T7427

<^9

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Sea! of the State of New Hampshire,

this 22nd day of August A.D. 2017.

William M. Gardner

Secretary of State



Ccrtiflc&tc of Authority # 1 (Corporation or LLC - Non-specific, open-ended)

Corporate Resolution

1, Garth Neil , hereby certify thai I am duly elected Clerk/Secretary of
(Name)

LIteracyPro Systems. Inc. I hereby certify the following is a true copy of a vote taken at
(Name of Corporation or LLC)

a meeting of the Board of Directors/shareholders, duly called and held on Sept. 12th . 20 17

at which a quorum of the Directors/shareholders were present and voting.

VOTED: That David Miller, CEO (may list more than one person) is
(Name and Title)

duly authorized to enter into contracts or agreements on behalf of

LiteracyPro Systems. Inc. with the State of New Hampshire and any of
(Name of Corporation or LLC)

its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect

the purpose of this vote.

I hereby certify that said vote has not been amended or repealed and remains in full

force and effect as of the date of the contract to which this certificate is attached. I further

certify that it is understood that the State of New Hampshire will rely on this certificate as

evidence that the person(s) listed above currently occupy the position(s) indicated and that

they have full authority to bind the corporation. To the extent that there are any limits on the

authority of any listed individual to bind the corporation in contracts with the Stale of New

Hampshire, all such limitations are expressly stated herein.

DATED: September12.2017 ATTEST: Ci
((Name & Title)



ACKNOWLEDGMENT

A notnry public or ochcr ofTiccr rumplcting this ccrtifcale vrrincs only (be iilcntily of the individual who signed ihe
document lo n hich (his cerddcxc is attached, and not Ihe (rulhrulncss. accuracy, or validity of that document.

State of California

County of Los Angeles

On SeDtember.12.2017 before me. Masoud Minaravesh. Notary Public

Personally appeared Garth Robert Neil
Who proved to me on the basis of satisfactory evidence to be the person whose name is
subscribed to the within instrument and acknowledged to me that he executed the same
in his authorized capacity , and that by his signature on the instrument the person, or the
entity upon behalf of which the person acted, executed the Instrument.

I certify under PENALTY OF PERJURY under the laws of the State of California that the
foregoing paragraph is true and correct

WITNESS my hand and official seal

MASOUD MINARAVESH -
Commission # 2U4004 ^
Notary Public • CalHornla r

Los Angeles County^r.nmm. ExpiresMar2l.2020!

Signature _ (Seal)

Attached Document Bears Embossment



AOORnf CERTIFICATE OF LIABILITY INSURANCE DATE IMMOO/YYYY)

08/17/2017

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER, THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certiflcata holder is an ADDITIONAL INSURED, the pollcy(ies) rmisl have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsemenL A statement on
this certificate does not confer rights to the certlficste holder In lieu of such endorsement(s).

PRODUCER

Souider Insurance Soiuiions

4941 10th Street

Boulder CO 80304

Employee DEFREP

Kf«,. (720)457.3800x302 (303)223-9274
eJiUIl
ADDRESS;

INSURER(8)AFFOROINO COVERAGE NAICA

MSURERA: Sentinel Insurance Company LTD 11000

WSUREO

Literacypro Systems, Inc.

2355 Canyon 8tvd.,SteS 204

Boulder CO 60302

MSURER a; Rated By Multiple Companies 00914

wsuRER c : R'acox Insurance Company Inc. 10200

MSURER 0 ;

MSURER E:

MSURERF:

COVERAGES CERTIFICATE NUMBER: CL178902351 REVISION NUMBER:

iNSff
LTR

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE USTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTVMTHSTANOING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO Aa THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
FCTOTtTT MLKVeXF

TYPE OF INSURANCE

X

POUCYNUMBER

COMMERCIAL OENERAL UABOJTY

CLAWS-MAOE OCCUR

GEffl aGGRE^TE UMIT APPLIES PER:

POJCY JECT m] UX
OTHER:

tMMjOONVYYl

09/01/2017

tMMfPO/YYYY)

09/01/2018

UMITS

EACH OCCURRENCE

UAMAUb IDUbNIkU
PREMISES lEi eecurr»r«l

MED EXP tAny en> pf»enl

PERSONAL A AOV INJURY

OENERAL AOOREOATE

PRODUCTS • COMP/OP AOO

COM8INEO SINGLE LIMIT
IE» »ce»atnt)

1,000,000

1.000.000

10,000

1.000.000

2.000,000

2,000,000

AUTOMOeU UABiUTY

ANYAUTO

1,000,000

BOOILY INJURY (Pw P«rMn|

OWNED
AUTOS ONLY

HIRED
AUTOS ONLY X

SCHEDULED
AUTOS
NON-OWNEO
AUTOS ONLY

09/01/2017 09/01/2018 BODILY INJURY (Pn •ed0«nq

PROPERTY tWMAOe
IP<f NcMenll

UMBRELLA UAB

EXCESS UAB

OCCUR

CLAIMSMAOE

EACH OCCURRENCE
5,000,000

09/01/2017 09/01/2018 AOOREOATE
5,000,000

OEO X RETEWnON $ ^0.000
WORKERS COMPENSATION

AND EMPLOYERS- UABBJTV

ANY PROPRtETORlPARTNER^CECUnVE
OFFICERMEMBER EXCLUDED?
(Mattfatofy in NH|
II y«>, M*aib« \r>Of
DCSCRtPTlON OF OPERATIONS blew

w8T*iTVr^
t * «

□ 09/01/2017 09/01/2016 E,L EACH ACCIDENT 1,000,000

E.L. DISEASE • EA EMPLOYEE 1,000,000

E.L DISEASE • POUCY LIMIT 1,000,000

Errors & Omission Policy
with Cyber coverage 09/01/2017 09/01/2018 $2M 0CC/S4M agg $2,500 dad

DESCRIPTION OF OPERATIONSr LOCATIONS I VEHICLES (ACOR0101, AMWonM Rwntrhl SOtMtA*. may Pa attacMO If mera apaea la raquIrM}

State o( NH, Department of Inrormation Technology

Chief Information OfRcer

27 Hazen Drive

Concord NH 03301

1

SHOULD ANY OP THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) The ACORD name end logo are registered marks of ACORD


