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State of Nefo Hampshire

DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHN J. BARTHELMES
COMMISSIONER

April 16,2018
His Excellency, Governor Christopher Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301

Requested Action

Authorize the Department of Safety, Division of Moter Vehicles to enter into a contract with ldemia Identity & Security USA,

LLC (VC# 206990-P001), Billerica, MA, in an amount not to exceed $1,105,693.00 to provide software and services required

to successfully install and implement a new, updated Automated Driver License Testing (ADLT) system. Effective upon -
Governor and Council through August 31, 2023. Funding Source: 82.3% Federal Funds, 17.7% Transfers from Other Agency.

Funds are available in the SFY 2019 operating budget and contingent upon availability and continued appropriations in
SFY2020, SFY2021, and SFY2022 with authorization to adjust between fiscal years through the Budget Office if needed and
justified.

3

02-23-23-233010-74680000 Dept. of Safety — Div. of Motor Vehicles — CDLIS Data Impr0vefnent Grant

SFY2019 SFY2020  SFY2021 SFY2022 SFY2023
038-509038 Technology - Software $910,425.00 :

01-03-03-030010-76230000 Dept of Information Technclogy - DolT-IT for DOS
038-509038 Agency Application Software $48,816.00 3$48,816.00 $48,816.00 $48,816.00
Job Number 03230147

Total $1,105,693.00

Explanation

This contract will facilitate the replacement of the current computerized Automated Driver License Testing (ADLT) testing
system. The new ADLT system will provide a user friendly automated system to administer and track driver licensing
knowledge examinations and test results for operator, motorcycle, and all classes of commercial driver licenses, which
combined total approximately 40,600 licenses per year. The new ADLT system, which will interface with VISION, also
provides added security and functionality to the existing program. The interface will enable VISION to pass applicant
information to ADLT which will pass exam results back to VISION increasing efficiency and reducing the time required to
complete license transactions that require an exam. The system also includes tablets for the commercial vehicle Driver
Licensing Examiners as well as a Self Scheduler for applicants to schedule a road skills examination from their computer or
electronic device. The new ADLT system will also include tests in several foreign languages.

A Request for Proposal DOS 2017-08 was issued on June 12; 2017 with responses due by July 28, 2017. Two vendors
responded to the RFP with 1demia being the selected vendor through a scoring committee.

Respectfully submitted, Respectfully submitted,

Denis Goulet
Commissioner of Information Technology

nJ. Barthelmes
Commissioner of Safety

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 9, 2018

John J. Barthelmes, Commissioner
Department of Safety

State of New Hampshire

I 10 Smokey Bear Boulevard
Concord, NH 03305

Dear Commissioner Barthelmes:

This letter represents formal notification that the Department of Information Technology (Dol T)
has approved your agency’s request to enter into a contract with ldemia Identity and Security, USA, of
Billerica, MA, as descnibed below and referenced as Dol T No. 2017-098.

The purpose of this request is to enter into a contract with ldemia Identity and Security,
USA, to provide software and services to fully implement a new and updated Automated
Driver License Testing (ADLT) system. The new ADLT system, which will also
interface with Vision, provides additional security and functionality, license tests in
several languages, an automated Self Scheduler for applicants to schedule their own road
examinations and supports the use of tablets by Driver Licensing Examiners. Support
and Maintenance is also included in the contract cost.

The contract amount is not to exceed $1,105,693.00 and will be effective upon Governor
and Council approval through August 31, 2023.

A copy of this letter should accompany the Department of Safety’s submission to the Governor
and Executive Council for approval.

L |

Denis Goulet

DG/ik
DolT #2017-098

cc: Scott Hopkins, [T Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow”



RFP DOS 2017-08 Automated Driver License Testing Software & CDL Hand-Held Devices

Vendor’s
Proposed Technical,
Software Service, and  [Vendor Company| Solution Cast
Solution Project Mgmt and Staffing (Rates and Total
35 Peints Approach Qualifications Pricing) 100 Points
Company Company Address Proposed Sclution Max. 25 Points Max 5 Points Max | 35 Points Max Max
296 Concord Rd, Suite 300
Marpho Trust USA, Inc Billerica, MA 01821 A - Vendor Hosted 35 25 5 22.5 87.5
296 Concord Rd, Suite 300
Maorpho Trust USA, Inc Billerica, MA 01821 B - State Hosted {*) 35 25 5 35 100
Solutions Thru Software 631 N. Stephanie St. #527
International Henderson, NV 89014 A - Vendor Hosted 20 18 S 31 74
Solutions Thru Software 631 N. Stephanie St. #527
International Henderson, NV 83014 B - State Hosted {*} 20 18 5 23 66

{*} State hosted solution is the selected option the State chose.

Evaluator Information

William Joseph, Deputy Director of Motor Vehicles
Jeffrey Oberdank, Supervisor of Driver Licensing
Arthur Garlow, Assistant Director of Motor Vehicles
Pamela McGovern, Business Systems Analyst Il, Dept. of Information Technology
Elizabeth Bielecki, Director of Motor Vehicles
Jeffrey Miller, Chief Driver Licensing Examiner

Scoring Date: September 8, 2017

Morpho Trust USA, Inc. is now Idemia ldentity & Security USA LLC, see attached name change document




RFP DOS 2017-08 Automated Driver License Testing Software & CDL Hand-Held Devices - State Hosted FINAL SCORING

Vendor's
Proposed Technical,
Software Service, and |Vendor Company| Solution Cost
Solution Project Mgmt and Staffing (Rates and Total
35 Points Approach Qualifications Pricing) 100C Points
Company Company Address Proposed Solution Max. 25 Points Max | 5 Points Max | 35 Points Max Max
296 Concord Rd, Suite 300
Morpho Trust USA, Inc Billerica, MA 01821 B - State Hosted 35 25 5 35 100
Solutions Thru Software 631 N. Stephanie St. #527
International Henderson, NV 89014 B - State Hosted 20 18 5 23 66




FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed 1o in writing prior to signing the contract,

AGREEMENT
The State of New Hampshire and the Contractor hercby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION,

1.1 State Agency Name 1.2 State Agency Address
Department of Safety, Division of Motor Vehlcles 23 Hazen Drive
Concord NH 03301
1.3 Contractor Name ) 1.4 Contractor Address
Idemia Identity & Security USA LLC 296 Concord Road, Suite 300
Billerica, MA 01821
1.5 Contractor Phone 1.6 _Account Number 1.7 Completion Date 1.8 Price Limitation
Number
Py 02-23-23-233010- 746me
0978-215-2713 01-03-03-030010.7623000 August 31,2023 not to exceed $1,105,693.00
1.9 Contracting Offcer for State Agency 1.10 State Agency Telephone Number
Steven Lavoie ) 603-227-4050
.11 Contracter Signature . 1.12 Name and Title of Contractor Signatory

-==¥‘+——‘” z \e ac d’m;“rr (oo

.13 Acknowledgement: State ofMﬂSSAsttﬂs County of W1 &dlasf

On APRIL 4,2013  before the undcrsi‘g’ned officer, personally appeared the person identified in block .12, or salisﬂictoaiiv
proven to be the person whosc name is signed in block 1.11, and acknowledged that s’he executed this document in the; camcn.y, -~
indicated in block 1.12. o SN

1.13.1 Signature of Notary Public or Justice of the Peace Y EY - MY=E. E \ .
o X Tt T _.-Noiafy'Pubhc e
; mucausm_, -

- YQb commlssiomExp"eS I RS
[Seal) R R\ SRt niseig] ¢
1.13.2 Name and Title 5 Notary or Justice of the Peace ‘ . 1.

Amu E. M No’rﬁg PusLC

[.14 State A ignatyss 1.15 Name and Title of State Agency Signatory

~ Steven R. Lavoie, Dir. of Administration
Date: f/ Y
1.16 Approval by the N H. Department of Administrdtiof], Division of Personnel (if applicable)

By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicabie}

oy &A FE o s/l

1.18 Approval by the Governor and Executive Council (if applicable)

By: - On:
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2. EMPLOYMENT OF CONTRACT ORISERVICES TO
BE PERFORMED, The State of New Hampshire, acting .
through the agency identified in block 1.1 (“State”), engages
contractor identified in block 1.3 (“*Contractor”) to perform,
and the Contractor shall perform, the work or sale of goads, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Serwccs")

3. EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of this Agreement tg the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and ali obhgunons of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™}.

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, mcludmg without limitation, any obligation to pay
the Contractor for any costs incurred or Services perforrned
Contractor must complete all Services by the Completion Date
specified in block 1.7,

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, mcludmg,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and cantinued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the rtghl to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contracior notice of such termination. The State
shall not be required to transfer funds from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable,

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

3.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by rl:fercnce

5.2 The payment by the State of the contract price shall be the
oniy and the complete reimbursement to the Contractor for al|
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.
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5.3 The Siate reserves the right to nffset from any amounts
otherwise payable to the Contractor under this Agrcemem
thosc liquidated amounts required or permitted by'N.H. RSA
80:7 through RSA 80:7-¢ of any other provision of law.

5.4 Notwithstanding any prowsmn in this Agreement to the
conirary, and notwithsianding uncxpecled circumstances, in
no event shall the total of all | payments autharized, 6r.actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

6.} In connection with the performance of the Services, the
Contractor shall comply with all statutes; laws, regulations,
and orders of federal, state, county or mumc:pal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opponum*t'y
taws. This, may include the requirement to utilize auxiliary
aids and sefvices to ensure that persons with’ communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information 1o the Contractor. In addition, the Contractor
shall compiy with all applicable copyright faws,

6.2 During the term of this Agreement, the Contraclor shall
not discriminate against empioyecs or appl:cants for
employmem because of race, color, religion, creed, age, sex,
handicap, sexual oricntation, or natienal origin and will {ake
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United States Departmént of Labor (41
C.F.R. Part 60), and with any rules, rcgulanons and guidelines
as the State of New Hampshire or the United States issue to
implement thesé regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertmmng complmnce with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement,

7. PERSONNEL.,

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged ini the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under aff applicable
laws.

7.2 Unless otherwise authorized in v‘vn'tirig, during the term of
this-Agreement, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, ﬁnn or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in thg:
procurement, administration or performance of this

Contractor Initials
Date



Agreement. This provision shall survive termination of this
Agreement. ) o '

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agréemént,
the Contracting Officer's decision shali be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any ohe or more of the followmg acts or omissions of the

Contractor shall constitute an event of default hereunder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or 'on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condmon
of this Agreement.

8.2.Upan the occurrence of any Event of Default, the State
may take any one, or more, or all, 6f the following actions:
8.2.1 give the Contractor a written notice Speufymg the Event
of Defauit and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thlrty (30}
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days afier giving thé Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Everit
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor dunng the
period from the date of such notice until such time as the State
delermmes that the Contractor has cured the Event of Default’
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY!/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, feports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the Siate upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 31-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the eveni of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall detiver to the Ccmtractmg
Officer, not later than fifteen (15) days after the date of
termination, & report (“Termination Report™) descnbmg in
detail all Services performed, and the contract price ¢arned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Terminatien
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A:

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent rior
an employee of the State. Neither the Contractor rior any of its
officers, employees, agents or members shall have authonry to
bind the State or receive any benefits,’ wnrkers compensation

or other emoluments provided by the S(ate to its employees.

12 ASS]GNMENTIDELEGATIONISUBCONTRACTS
The Contractor shall not assign; or otherwise transfer: any
interest in this Agreement without the prior written notice and
consent-of the State. None of the Servicés shall be
subcontracted by the Contractor without the prior written
nonce and consent of the State.

13 INDEMN[FICAT[ON The Contractor' shall def‘end
employees from and. agamst any and all losses suffered by the
State, its officers and employees, and any and all claims,
Imb1l|ues or penzlties asserted against the State, its officers
and employees ‘by or on behalf of any person, on account of,
based or resullmg from, arising out of (or which miay be
claimed to arise out of) the acls or omissions of the
Contractor. Notwithstanding the foregoing, nothmg hérgin
contained shall be deemed to constitute a waiver of lhe
sovereign immunity of the State, which i immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termmnnon of this Agreement

14, INSURANCE.

" 14.1 The Contractor shall, at its sole expense, obtain-and

maintain in force, and shall requu-e any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance agamst all
claims of bodily injury, death of property damage, in amounts
of not less than $1,000,000per occurrénce and $2,000,000
aggregate ; and-

14.1.2 special cause of loss coverage form covering.all
property subject t¢ subparagraph 9.2 herein, in an amount nat
tess than 80% of the whole replacement vatue of the property. )
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endarsements approved for usé in the
State of New Hampshire by the N.H. Depaniment of
[nsurance, and issued by insurérs licensed in the State of New
Hampshire.

Contractor Initials
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14.3 The Contractor shall furnish to the Contracting Oﬁ'lcer :
identified in block 1 9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement,
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his ar her successor, certificaté(s) of
insurance for all renewal(s) of insurance requlred under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The ceriificate(s) of
insurance and any renewals thereof shalt be attached and are
|ncorpomtcd herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block | .9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the poticy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor i agrees,
certifies and warrants that the Contractor is in compliancé with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" Workers' Compen.rqnon .

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contraétor shall
fumish the Contracting Officer identified in block 1 9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shali not be
respensible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contracior, which might
arise under applicable State of New Hampshire Workers".
Compensation laws in conriection with the performance of the
Services under this Agrecmenl

16. WAIVER OF BREACH. No failure by the Stateto
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No éxpress
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notict by a party hereto t6 the other party
shall be deemed to have been duly delivered or given at the
time of mailing by centified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afier approval of such
amendment, waiver or discharge by the Govemor and
Executive Council of the State of New Hampshire unless no

Page 4 of 4

such approval is required under the cifcumstances pursuant to
Statc law, rule or policy.

19. CONSTRUCTION OF: AGREEMENT AND TERMS,
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wordmg used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favar of any party.

20. THIRD, PARTIES The parties hereto do not inténd to
benefit any third parties and this Agreemem shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words containied
therein shall-in no way be held to cxplam, modufy amplify or
aid in the interpretation, construction or meanmg of the
provisions of this Agreement.

22. SPECIAL PROVISIONS.. Additional provisions sét
forth in the atiached EXHIBIT C are incorporated herein by
reference.

23, SEVERABILITY In the event any of the provisions of
this Agreemerit are held by a court of competent JurlSdIC[!OH to
be contrary 0 any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a numbér of counterparts, each of which shall
be deemed an original, consutulcs the entire Agreement and
understanding between the parties, and'supersedes all prior
Agreemments and understandings relating hereto,

Contractor Initials
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STATE OF NEW HAMPSHIRE
Division of Motor Vehicles

Automated Driver’s License Testing Software & CDL Hand-Held Devices

CONTRACT DOS 2017-08
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
Contract Cover Sheet

Name of Agency/Division:
Department of Safety, Division of Motor Vehicles

Contract Number/Name:
DOS 2017-08

Contract Purpose:

This contract will provide the State with an Automated Driver License Testing
System to include a full suite of knowledge testing for COL, operator, and
motorcycle tests. The automated solution must include CDL  skills
examination, including the use of portable technology for CDL Examiners.

Name of Vendor: Who Negotiated the Contract:
IDEMIA Identity & Security USA
LLC |

Amount of Contract: | " Funding Source:
$1.105.693

"Term of Contract: ' Is this an amendment? No
SYears

Competitive Bid Process: (Explain if “No")Yes
RFP 2017-08

Background Information:

Special Concerns:

Amendment History (if applicclblé):

Submitted By: - "~ Current Date: |

Phone: ' Emait:

2017-08 \T Er visions - Part 2
Date: L\\‘\ WS
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STATE OF NEW HAMPSHIRE
Division of Motor Vehicles
Automated Driver’s License Testing Software & CDL Hand-Held Devices
CONTRACT DOS 2017-08
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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STATE OF NEW HAMPSHIRE
Division of Motor Vehicles
Automated Driver’s License Testing Software & CDL Hand-Held Devices
CONTRACT DOS 2017-08
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in
document.

this

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the Siate that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by

the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement - | A contract duly executed and legally binding.

ADLT Automated Driver’s License Test :

Appendix Supplementary material that is collected and appended at the back
of a document

Audit Trail Capture and Supports the identification and monitoring of activities within an,

Analysis apphication or system

CDL Commercial Driver’s License

Certification The Vendor’s written declaration with full supporting and written

Documentation (including without limitation test results as
applicable) that the Vendor has completéd development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control Formal Process for initiating changes to the proposed solution or
process once development has begun.

Change Order Formal documentation .prepared for a proposed change in the
Specifications.

Completion Date End date for the Contract

Confidential Information Informatien required 1o be kept Confidential from unauthorized
disclosure wnder the Contract

Contract This Agreement between the State of New Hampshire and a Vendor,

which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement The documentation consisting of both the P-37Agreement, Contract
Agreement - IT Provisions, and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work

Contract Conclusion - Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination

E(;:;—OB \II\PB\V@Q%— Part 2
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for convenience, or termination for default.

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (See Section 4: Contract
Management)

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Exhibit B Paragraph 2.

CONTRACTOR

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS

Commercial Off-The-Shelf Software

Cure Period

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the |
State of New Hampshire

Custom Software

Software developed by the Vendor specificalty for this project for
the State of New Hampshire

Data

State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used

| /converted by the Vendor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person(s) that results
in the use, disclosure or theft of the State's unencrypted non-public
data

DBA

'Database Administrator

Deficiencies/Defects

A failire, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service.

2017-08 IT Provisjons — Part 2
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Class B Deficiency — Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of
the Service.

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require orily minor
reworking and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Sofiware, or 'Non-Sofiware
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.
Department An agency of the State

Departmeﬁt of Information
Technology (DolT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

DMV

Division of Motor Vehicales

Documentation

All inférmation that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Guarantees the unaltered state of a file

Effective Date

The Contract and all obligations. of the parties hereunder shali
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

Enhancements

Updates, additions, modifications 1o, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.c., adjustment on the basis of the Vendor’s cost
experience in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

Governor and Executive Council

The New Hampshire Governor and Executive Council.

Harvest

Software to archive and/or control versions of software

ldentification and
Authentication

Supports obtaining information about those parties attempting to
log on to a system or application for security purposes and the
valtdation of those users

| Implementation

The process for making the System fully operational for processing
the Data. :

Implementation Plan

Sets forth the transition from development of the System to full
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operation, and includes without limitation, training, business and
technical procedures.

Informatien Technology (IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing,” computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL injection, buffer
overflow, eic. -

Intrusion Detection

Supports the detection of illegal entrance into a computer system

Invoking Party

In a dispute, the party believing itself aggrieved

Key Project Staff

Personnel identified by the State and by Contractor as essential to
work on the Project.

Licensee

The State of New Hampshire

| Non Exclusive Contract

A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services
provided under the Contract.

Nen-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year’s Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4™, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 2i-R:i1.

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R;10 and RSA 21-R:13. .

Operational

Operational means that the System is operating and fully functional,
all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

Project

- The planned undertaking regarding the entire subject matter of an

RFP and Contract and the activities of the parties related hereto.

Praject Team

The group of State employées and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required

2017-08 IT Rroyisions - Part 2
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such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required spetifications and
quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor’s representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
{CCP)

Project Staff

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the
dpplication/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period sct for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other PrOJect events and activities under the
Contract :

Service Level Agreement (SLA)

A signed agreement between the Vendor and the State specifying
the level of Service that is expected of, and provided by the Vendor
during the term of the Contract.

Services The work or labor to be performed by the Vendor on the PrOJecl as
described in the Contract. _
Software All custom Software and COTS Software provided by the Vendor

under the Contract

Software Deliverables

The COTS Software provided under this Contract and any
Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications

The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,

2017-08 I'{ ovisigns - Part 2
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and requirements described in the Conttact Documents., The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State

STATE is defined as:

State of New Hampshire

Department of Safety, Division of Motor Vehicles

23 Hazen Drive

Concord, NH 03882 7

Reference to the term “State” shall include applicable agencics

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines.a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving.

State’s Confidential Records

State’s information regardless of its form that 1s not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A

State Data

Any information contained within State systems in electronic or
paper format.

State Fiscal Year (SFY)

The New Ham fshire Staté Fiscal Year extends from July 1
through June 30" of the following calendar year

State’s Project Manager (PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Sub Contractor

A person, partnership, or company not in the employment of, or
ownéd by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications. ‘

Technical Authorization

Direction to a Vendor, which f'lls in details, clarifies, mterprets or
specifies technical requirements. [t must bc. (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. [t
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.

Transition Services

Services and support provided when Contractor is migrating and
supporting System changes.

UAT

User Acceptance Test

Unit Test

2017-08 \T Iirovisions -~ Part 2

Date: l'" Vt <
Contractorslmtlals i’c/

Develapers create their own test data and test scenarios to verify the

Page 8 of 27




STATE OF NEW HAMPSHIRE
Division of Motor Vehicles

Automated Driver’s License Testing Software & CDL Hand-Held Devices

CONTRACT DOS 2017-08

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents,

User Management

Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Verification

Supports the confirmation of authority to enter a computer system,
application or network

Walk Through

A step-by-step review of a Specification, usability features or
design before it is handed off to the technical tcam for development

Warranty Releases

Code releases that are done during the Warrant y Period.

Warranty Period

A period of coverage during which Contractor is responsible for
providing a guarantee for products and Services delivered “as
defined in the Contract.

Work Hours

Vendor persennel shall work normal business hours between 8:00
am and 5:00 pm, eight (8} hour days, forty (40} hour weeks,
exciuding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager. ‘

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract, The plan and delineation of tasks, activities and
events o be performed and Deliverables to be produced under the
Project as specified in Apperidix C. The Work Plan shall include a
detailed description of the Schedule, tasksfactivities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format,

2017-08 IT Proyjsions - Part 2
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Safety, Division of Motor Vehicles (“State”), IDEMIA [dentity & Security USA LLC (Formerly
MorphoTrust USA, Inc.), a Delaware Corporation, (“CONTRACTOR™), having its principal place of
business at 296 Concord Road, Suite 300 Billerica, MA 01821

This contract will provide the State with an Automated driver’s license testing (ADLT) system, including
testing stations and and hand-held devices for use in commercial driver’s license (CDL) testing. The
solution to includes a full suite of knowledge testing for CDL, operator, and motorcycle tests as well as
CDL skills examination.

RECITALS

The State desires to have the Contractor provide a Commercial-off-the-shelf software system and
associated Services for the State;

The Contractor wishes to provide an Automated Drivers License Testing system.

The parties therefore agree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2017-08) is comprised of the following documents:

A. Part | - Form P-37 General Provision

B. Part 2 - Information Technology Provisions

C. Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

2017-08 \T rovisions - Part 2
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1.2 ORDER OF PRECEDENCE
In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. State of New Hampshire, Department of Safety, Division of Motor Vehicles Contract
Agreement 2017-08, including Parts 1, 2, and 3.

b. State of New Hampshire, Department of Safety, Division of Motor Vehicles RFP 2017-
08.

¢. NH ADLT Software and CDL Hand-Held Devices SOW 12-FEB-2018.pdf
d. MorphoTrust Response to RFP DOS 2017-08 ADLT System - Section VI Updated
20180212.pdf

e. Vendor Proposal Response to RFP 2017-08 dated July 28, 2017.

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approv

al
(“Effective Date™). nal 208 ﬁ
Ao psu st 0 2023
The Contract shall begin on the Effective Date and extend through September 12023, The

Term may be extended up to 2 (two) years, (“Extended Term™) at the sole option of the Smtc% \q,
&)‘)

subject to the parties prior written agreement on applicable fees for each extended term.
The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require the Contractor to commence work prior to the Effective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that the
Contract does not become effective, the State shall be under no obligation to pay the Contractor
for any costs incurred or Services performed; however, if the Contract becomes effective, all
costs incurred prior to the Effective Date shall be paid under the terms of the Contract,

ime is of the essence in th rformance of the Contractor’s obligation under th
cantract,

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price is identified in Part 1, P37, block 1.8 Price Limitation. Method of payment
and terms of payment are identified and more particularly described in section 5 of P-37
Apreement and Part 3 Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

2017-08 1Y Provisions - Part 2
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The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or
portion of an item, group of items, or total Proposal. The Contractor shall not be responsible for
any delay, act, or omission of such other vendors, except that the Contractor shall be responsible
for any delay, act, or omission of the other vendors if such delay, act, or omission is caused by or
due to the fault of the Contractor.

4, CONTRACT MANAGEMENT

. The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resourcés to perform its obligations
under the Contract, The Contractor shall be responsible for managing the Project to its successful
completion. ' '

4,1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shal! assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

John Corson

Client Executive

296 Concord Road, Suite 300
Billerica, MA 01821

Tel: (518) 283-5911

Email: John.Corson(@us.idemia.com

4.2 THE VENDOR’S PROJECT MANAGER
4.2.1 Contract Project Manager

The Contractor shall assign a Project Manager who meets the requirements of
the Contract. The Contractor s selection of the Contracted Vendor Project
Manager shall be subject to the prior written approval of the State. The State’s
approval process may include, without limitation, at the State’s discretion, review
of the proposed Contractor’'s Project Manager’s resume, qualifications,
references, and background checks, and an interview. The State may require
removal or rcaSSIgnment of the Contractor’s Project Manager who, in the sole
judgment of the State, is found unacceptablc or is not perfonnmg 1o the State’s
satisfaction.

4.2.2 The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor’s Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
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4.2.3

4.2.4

4.2.5

Contractor’s Project Manager must work diligently and use his/ her best efforts
on the Project. '

The Contractor shall not change its assignment of the Contractor Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project. Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Scction 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement Contractor’s Project Manager within ten (10) business days
of the departure of the prior Contractor’s Project Manager, and the Contractor
shall continue during the ten (10) business day period to provide competent
Project management Services through the assignment of a qualified interim
Contractor’s Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pursue its remedies at law arid in equity, if the Contractor fails to
assign a Contractor’s Project Manager meeting the requirements and terms of the
Contract.

The Contractor’s Project Manager is:

Kevin Brown, PMP

Project Manager

296 Concord Road, Suite 300
Billerica, MA 01821

4.3 Contractor’s KEY PROJECT STAFF

4.3.1

4.3.2

The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendix C: System Requirements and Deliverables, Table C.2:
Sysiem Requirements and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on the Contractor Key Project Staff. The
State reserves the right to require removal or reassignment of the Contractor’s Key
Project Staff who are found unacceptable to the State. Any background checks
shall be performed in accordance with General Provisions Section 4.6: Background
Checks.

The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
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Contractor’s Key Project Staff will not be unreasonably withheld: The replacement
of the Contractor's Key Project Staff shall have comparable or greater skills than of
the Contractor’s Key Project Staff being replaced; meéet the requirements of the
Contract, including but not himited to the requirements set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to reference and
background checks described in Contract Agreement- General Provisions, Section
4.6: Reference and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff.

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Arthur Garlow

Department of Safety

Division of Motor Vehicles

23 Hazen Drive, Concord, NH 03305
Tel: (603) 227-4050 '
Email: arthur.garlow@dos.nh.gov

4.5 STATE PROJECT MANAGER :
The State shall assign a Project Manager. The State Project Manager’s duties shall include the
following:
a. Leading the Project;
Engaging and managing all vendors working on the project;
Managing significant issues and risks;
Reviewing and accepting Contract Deliverables;
Invoice sign-offs;
Review and approval of change proposals;
Managing stakeholders’ concerns.

g ome Aar T

The State Project Manager is:

Jeff Oberdank

Department of Safety

Division of Motor Vehicles

23 Hazen Drive, Concord, NH 0330335
Tel: (603) 227-4020

Email: Jeffrey.Oberdank@dos.nh.gov
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4.6 REFERENCE AND BACKGROUND CHECKS
The State may, at its sole expense, conduct reference and background screecning of the
Contracted Vendor Project Manager and The Contractor Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agrecment — General Provisions-Section 11: Use of State s Information, Confidentiality.

5. DELIVERABLES

Date:

5.1 THE CONTRACTOR’S RESPONSIBILITIES
The Contractor shall be solely responsible for mecting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a Subcontractor is used.

The Contracior may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables. Upon its submission-of a Deliverable or Service, the
Contracted Vendor represents that it has performed its obligations under the Contract associated
with the Deliverable or Services.

53 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written
Certification. [f the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shali correct the Deficiency within the
period identified in the Work Plan. [f no period for the Contractor’s correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within five (5)
business days.  Upon receipt of the corrected Deliverable, the State shall have five (5) business
days to review the Deliverable and notify the Contractor of ils Acceptance or rejection thereof,
with the option to extend the Review Period up to five (5) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity.

2017-08 1T, Provisions - Part 2
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5.4 SOFTWARE AND DELIVERABLES REVIEW AND ACCEPTANCE

Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with Software Licenses and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software License and Related Terms.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 AleNlSTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the

Software set forth in the Contract, and particularly described in Exhibit G: System
Maintenance and Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a

detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule,

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
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accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhibit I: Work Plan. The pdated Contract Exhibit 1: Work Plan, as approved by the State, is
incorporated herein by reference. '

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor’s
failure to perform its obligations under the Contract, including, without limitation, performance in
accordance with the Schedule.

In the event of any delay in the Schedule, the Contractor muist immediately notify the State in
writing, identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the
State causing the problem; its estimated duration period to reconciliation; specific actions that need
to be taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contracior to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the Siate, except that the Schedule. shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfill its obligations under the Contract. To the extent that the State's
execution of its niajor tasks takes longer than described in the Work Plan, the Schedule shall
automatically extend on a day-to-day basis.

" Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the State,
in detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scopé of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond
to the Contractor’s requested Change Order within five (5) business days. The State Agency, as well
as the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, cither
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State.
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10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor.

10.2 STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All Data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demandor upon termination of this Agreement for any reason.

10.3 CONTRACTOR’S MATERIALS

[n accordance with the provision of this Contract, the Contractor shall not distribute any products
containing or disclose any State Confidential Information. The Contractor shall be free to use its
general knowledge, skills and experience, and any ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this Contract, provided that such
is not obtained as the result of the deliberate memorization of the State Confidential Information
by the Contractor emiployees or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include-information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape salé or rental,
and other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Capyright and Intellectual Property Rights

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shail also retain all right, title and interest in
any user inferfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State’s copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

Should any custom source code be developed, the Contractor shall provide the State with a copy
of the code, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed software. The contractor shall retain ownership rights
of the custome developed software. The State retains ownership of it’s data.

2017-08 \T Provisions - Part 2
Date: _Ht ‘i\ 1

Contractor’s Initials: Y. . Page 18 of 27




STATE OF NEW HAMPSHIRE
Division of Motor Vehicles
Automated Driver’s License Testing Software & CDL Hand-Held Devices
CONTRACT DOS 2017-08

PART 2 — INFORMATION TECHNOLOGY PROVISIONS
10.6 SURVIVAL

This Contract Agreement Section 10: Intelfectual Property shall survive the termination of the
Contract.

11. USE OF STATE’S INFORMATION, CONFIDENTIALITY
11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential
information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior to, any
disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State if any request,
subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with the State in any effort
the State undertakes to contest the request, subpoena or other legal process, at no additional
cost to the State,

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor secks to maintain the confidentiality of its confidential or
proprictary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprictary. Notwithstanding the foregoing, the State
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acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject 1o State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or regulations,
including but not limited to, RSA Chapter 91-A. In the event the State receives a request
for the information identified by the Contractor as confidential, the State shall notify the
Contractor and specify the date the State will be releasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor’s information, at no additional expense o the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor’s sole
responsibility and at the Contractor’s sole expense. If the Caontractor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State’s notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section |1, Use of State’s Information. Confidentiality, shall
survive termination or conclusion of the Contract.

12, LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability 1o the Contractor shall not exceed the
" total Contract price set forth in Contract Agreement — General Provisions, Block 1.8

12.2 CONTRACTOR
Subject 1o applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed one times {1X) the 1otal Contract price
sel forth in Contract Agreement — P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor’s
indemnification obligations set forth in the Contract Agrecment-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section 11: Use of State's information, Confidentiality, which shall be
unlimited.

12.3 STATE'S IMMUNITY
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.
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13.  TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder (*Event of Default™)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or
all, of the following actions:

a.

Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State (“Cure Pericd™. If the
Contractor fails to cure the default within theé Cure Period, the State may terminate
the Contract cffective two (2) days after giving the Contractor notice of
termination, at its sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both,

Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price which would otherwise accrue to the Contractor
during the period from the date of such notice umil such time as the State
determines that the Contractor has cured the Event of Default shall never be paid
to the Coritractor.

Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

. Treat the Contract as breached and pursue any of its remedies at law or in equity, or

both.

Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all admimistrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Contractor shall provide the State with written notice of default, and the State shall
cure the default within thirty (30) days.
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13.2 TERMINATION FOR CONVENIENCE

13.2.1

The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to.the Contractor. - In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which ne separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

13.2.2 During the thirty (30) day peried, the Contractor shall wind down and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative cffects on the State from such
winding down and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST .

13.3.1

13.3.2

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited 1o, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE

13.4.1

13.4.2

Upon termination of the Contract, the State, in addition 10 any other rights provided
in the Contract, may require the Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the State,
the Contractor shall:
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a. Stop work under the Contract on the date, and to the extent specified, in the notice;

b. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such tcrmination of orders
and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of this
Section;

¢. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State
and which has been accepied or requested by the State; and

e. Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

f. Assist in Transition Services, as reasonably requested by the State at no additional
cost.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

|l
bd

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

[5.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the ¢ntire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns”) are used, unless otherwise
agreed to in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. In the absence of a written assumption of full
obligations and liabilitics of the Contract, any permitted assignment, delegation, subcontract, or other
transfer shall neither relieve the Contractor of any of its obligations under the Contract nor affect any
remedies available to the State against the Contractor that may arise from any event of default of the
provisions of the contract. The State shall consider the Contractor to be the sole point of contact with
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regard to all contractual matters, including payment of any and all charges resulting from the
Contract.

15.3 Notwithstanding the forcgoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilitics under the Contract. In
the event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option 1o continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking

“injunctive relief with respect to intellectual property rights or Confidential [nformation}), the party

believing itself aggrieved (the “Invoking Party”} shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract.

The partics shall use reasonable cfforts to arrange personal mectings and/or telephone conferences as
needed, at mutvally convenient times and places, between negotiators for the parties at the following
successive management levels, cach of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Tabte

LEVEL IDEMIA  ldentity | STATE CUMULATIVE
& Security USA ALLOTTED
LLC TIME
Primary Kevin Brown Jeff Oberdank 5 Business Days
Project Manager State Project
Manager (PM)
First Jim McDermott Ehzabeth Bielecki 10 Business Days
Product Manager Director, Division of
_Motor-Vehicles
Second John Corson John }. Barthlemes 15 Business Days
Client Executive Commissioner
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The allotted time for the first level negotiations shall bef,in on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original [nvoking
Party’s notice is received by the other party.

'17. REQUIRED WORK PROCEDURES

All work done must conform to standards and procedures established by the Department of
Information Technology and the State,

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilitics, network, licensed

or developed software, software maintained or operated by any of the State entities, systems,

equipment, Documentation, information, reports, or data of any kind (hereinafter

“Information™), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information

from unauthorized access, misuse, theft, damage, destruction, meodification, or
disclosure.

b. That information shall bc used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or attempt (0 access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modificd, reverse engineered, rented, or sold, and that
at all times the Contractor must use wtmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by
the State. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. Personal software (including but not limited to patmtop
sync sofiware) shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Email systems.” The Contractor understand and
agree that use of email shall follow State standard poticy (available upon request).

17.3 INTERNET/INTRANET USE
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The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract,

18. GENERAL PROVISIONS

18.1 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower lefi hand block
including State of New Hampshire, Department Name, name of the individual responsible for the
funding of the contracts and his/her address.

18.2 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

18.3 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the Siate of New Hampshire, Merrimack
County Superior Court,

18.4 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit £ Section 4: Accounting
Requirements, and General Provisions-Section 11: Use of State’s Information,
Confidentiality and General Provisions- Section 14: Termination which shall all survive the
termination of the Contract.

18.5 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather. 4

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
inability to hire or provide personnel needed for the Contractor’s performance under the
Contract.
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18.6 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered

or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

TO THE VENDOR TO STATE

IDEMIA I[dentity & Security USA LLC State of New Hampshire

296 Concord Road, Suite 300 Department of Safety,

Billerica, MA 01821 Div of Motor Vehicles

078-215-2400 23 Hazen Drive
Concord, NH 03882
Tel: (603) 227-4050

2017-08 IT Provisions - Part 2
Date: H\'L-l -
Contractor’s Initials: Dﬁ - Page 27 of 27




STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

a. Problem Statement The State is looking to replace its current Automated Driver License Testing
System (ADLT) with a new system to include a full suite of knowledge testing for CDL, operator, and
motorcycie tests. In addition, the State is looking for the ability to conduct CDL skills examinations,
including the use of portable technology for CDL Examiners.

b. Geals — Implementation of a new ADLT system, replacement of current testing stations,
implementation of hand-held devices for CDL exams, conversion of the data from the State’s existing
ADLT system, interface/integration with the State system of record (VISION),

c. Project Overview

The general scope of the project is to provide the State with an Automated Driver’s License Testing
System which will meet and perform in accordance with the Specifications and Deliverables that are in
accordance with the time frames in the Work Plan,

d. Statement of Work
Attachment 3- NH ADLT Software and CDL Hand-Held Devices SOW 12-FEB-2018.pdf

A detailed work plan, mutually agreed upon by both parties, must be provided within ten (10) business
days of the contract execution.

c. General Project Assumptions

I. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The State of New Hampshire and the Contractor’s Project Managers will
review these 1ools and templates and determine which ones will be used for the project. Training on
these tools and templates will be conducted at the start of each phase in which they will be used.

2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the
State.

3. The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State’s Information Technology resources,
information, and services. Security requirements are defined in Exhibit H Requirements, The
Contractor shall provide the State resources, information, and Services on an ongoing basis, with the
appropriate infrastructure and security controls to ensure business continuity and to safeguard the
confidentiality and integrity of State networks, Systems and Data.

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES

AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD

DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

The Deliverables are set forth in the Schedule described below in Scction 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through comptetion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions
thereof,

Contractor will ensure interfaces to the system of record (Vision) are fully operational al the time of
implementation.

Implementation and conversion activities will not disrupt current operations on the production
system.

The following languages will be included for implementation: English, Mandarin, Arabic,
Portuguese, Spanish, French, ASL, Farsi. Should the State choose to implement additional
languages, implementation will commence after the base system is fully implemented and

operational. Implementation of any optional components will be completed no later than Sept. !
2019.

3

The Contractor shall ensurc that all software/systems defined in this contract are production-ready,
fully supported and do not require additional development, modification or enhancement prior to
implementation to be functional/compatible with the core system. This does not include State-
requesied modifications, such as branding, or interfacing with the State’s systems, as defined
elsewhere in this contract.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any ¢xlensions thereof.

DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

' . Deliverable Projected
Ref # Activity, Deliverable, or Milestone Type Delivery Date
PLANNING AND PROJECT MANAGEMENT
I |Conduct Project Kickoff Mecting Non-Software | 4/19/2018
2 |Project Status Reports Written 5/4/2018
3 |Work Plan Written 472712018

State of NH Contract 2017-08
Exhibit B — Price and Payment Schedule — Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

5/14/2018
Infrastructure Plan, including Desktop and
4 INetwork Configuration Requirements Written
5 Security Verification Plan Written 5/2/2018
Communications and Change 4/30/2018
6 |Management Plan ~ Written ]
7 |Software Configuration Plan Written 5/1412018
Systems Interface Plan and 5/21/2018
8  |Design/Capability . Wnittén
9 Testing Plan I Written 7/28/2018
10 |lssues Log Written 4/30/2018
11 |Request for Information Log Written 4/30/2018
12 |Deployment Plan Written " 9/11/2018
Comprehensive Training Plan and 8/31/2018
13 |JCurriculum Written
14 |End User Support Plan (SLA) Written 9/18/2018
15 |Business Continuity Plan , Written 9/18/2018
Documentation of 9/25/2018
16 [Operational Procedures _ Written '
INSTALLATION
17 |Provide Software Licenses if needed Written 9/19/2018
18 .
Provide Software Installed, Configured, and
Operational to Satisfy State Requirements Software 9/19/2018
TESTING _ _ -
19 |Conduct Integration Testing Non-Software 8/8/2018
20 |Conduct User Acceptance Testing Non-Software | 5/23/2018
21 |Perform Production Tests Nori-Software | %/14/2018
Test In-Bound and Qut- 9/7/2018
22 |Bound Interfaces Software
Conduct System Performance 9/1/2018
23 WLoad/Stress) Testing Non-Software
'SYSTEM DEPLOYMENT :

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

Converted Data [.oaded into Production
24 |Environment Software 9/20/2018
Conduct and provide Written End User
25 |Training Plan Non-Software | 9/21/2018
26 Cutover to New Software Non-Software | 10/17/2018
27 _ |Provide As-Built Work Flows Written 10/17/2018
28 IExecute Security Plan Non-Software | 10/17/2018
OPERATIONS: =~ .
29 |Ongoing Hosting Support (SLA) Non-Software | 9/25/2018
Ongoing Support & Maintenance
30 [(SLA) Software 9/25/2018
‘ 31 [Conduct Project Exit Meeting Non-Software | 10/18/2018
QUIPMENT ‘
32 | Test Stations Hardware N/A
33 | Tablets Hargware N/A

e i
1. PAYMENT SCHEDUL ;/7,3/ » Y

1.1 Not to Exceed

This is a Not to Exceed {NTE) Contract totaling $1,105,693 for the period between the Effective
Date through 9742023 The Contractor shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow the Contractor to invoice the State for the
following activities, Deliverables, or milestones appearing in the price and payment tables below.

o , Deliverable | Projécted - Price
. Refl # Activity, Deliverable, or Milestone Type Delivery (if applicable)
[PLANNING AND PROJECT MANAGEMENT' -
1 [Conduct Project Kickoff Meeting Non-Software | 4/19/2018 Included
2 |Project Status Reports Written 5/4/2018 Included
3 |Work Plan Written 412712018 Included

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY, DIVISION OF MOTOli VEﬁICLES

AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD

DEVICES

CONTRACT DOS 2017-08
PART 3 - EXHIBITB ‘
PRICE AND PAYMENT SCHEDULE

Infrastructure Plan, including Desktop and
4 [Network Configuration Requirements Written 5/14/2018 Included
3 [Security Verification Plan Written 5/2/2018 Included
Communications and Change
6 [Management Plan Written 4/30/2018 Included
7 |Software Configuration Plan Written 5/14/2018 Included
Systems Interface Plan and ‘
8  [Design/Capability Written 5/21/2018 Included
9 |Testing Plan Written 7/28/2018 Included
10 [Issues Log Written 4/30/2018 Included
11 |Request for Information Log Written 4/30/2018 Included
12 |Deployment Plan Written 9/11/2018 Included
Comprehensive Training Plan and )
13 |Curriculum Written 3/31/2018 Included
14 |End User Support Plan (SLLA) Written 9/18/2018 Included
15 ’|Business Continuity Plan Written 9/18/2018 Included
Documentation of _
16 |Operational Procedures Written 9/25/2018 1$120,042
INSTALLATION
17 |Provide Software Licenses if needed Written 9/19/2018 Included
18 Provide Software Installed, Configured, and
Operational to Satisfy State Requirements Software 9/19/2018 Included
TESTING ' '
19 |Conduct Integration Testing Non-Software | 8/8/2018 Included
20 iConduct User Acceptance Testing Non-Software | 8/23/2018 Included
21 [Perform Production Tests Non-Software | 7/14/2018 Included
Test In-Bound and Qut- 9/7/2018 Included
22 |Bound Interfaces Software
Conduct System Performance 9/7/2018 $216,074
_ 23 |(Load/Stress) Testing Non-Software
SYSTEM DEPLOYMENT

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Converted Data Loaded into Production
24  |Environment ' Software 9/20/2018 Included
Conduct and provide Written End User _
25 |[Training Plan Non-Software | 9/21/2018 Included
26 |Cutover to New Software ' Non-Software [ 10/17/2018 Included
27 |Provide As-Built Work Flows Written 10/17/2018 Included
28 |Execute Security Plan Non-Software |10/17/2018 Included
OPERATIONS '
29 |Ongoing Hosting Support (SLA) Non-Software | 9/25/2018 Included
Ongoing Support & Maintenance )
30 KSLA) Software 9/25/2018 Included
31 Conduct Project Exit Meeting Non-Software | 10/18/2018 $144,049
EQUIPMENT ~ ' - -
$3,500 ++,
32 Test Stations Hardware N/A $6,500%*
: $6,800 ++,
33 Tablets Hardware N/A $10,800**

“++ Unit pricing for optivoal IDEMIA Mdentity & Secarity USA LLC provided end user hardivare as part of the project delivery. includes
hordware, software, install, and support over the contract term.
** Pricing for additional equipment only after contract award. Includes hardware, software license, installation, end support for contract
term

Optional Pricing

Along with the equipment in lines 32 and 33, the RFP requested pricing on additional language translations and
audio recording is as follows:

$0.85 per word for translation,
$200/hour audio recording,

Adding  new  foreign - -
Additional language capabilities to $150/hour database configuration

Languages the system Minimum charge per language $800
Provide support to setup
and test annually failover
of central systems from

Disaster NH primary to NH
Recovery secondary hosting Facility $65, 225
Self- Ability for DMV $225,334 (includes 5 year niaintenance cost)

State of NH Contract 2017-08 _
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Scheduler customers to  schedule
services via web interface

Notes:
1) Total delivery price for NH hosted option with NH provided hardware = $480,165

2) Total delivery price plus five years of software, Amterican Sign Language videos, and software support {(F-
d) = $480,165 + $195,264 = $675,429

3) Total delivery price includes knowledge testing (AutoTest), skills testing (RoadTest), and scheduling
{Scheduler) software

The following attachments detail pricing information on additional, optional language translation and audio
recordings for Operator, Motorcycle and CDL tests as well as IDEMIA Self-scheduler. The State may choose
1o implement any or all optional languages at its sole discretion.

¢ NH Additional Languages FQ20180110NH01 Quote Letter.pdf — Attachment 6
¢ NH Additional CDL Languages FQ20180124NH03 (Quote Letter) v3.pdf — Attachment 7
* NH Sclf Scheduler FQ20180110NH02 Quote Letter.pdf

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

The payment schedule for the ADLT project is as follows:

[DEMIA will invoice DOS the amounts listed below upon completion of the following —
Payment 1: $120,041 upon completion of Requirements and System Design

s Deliverables:

o Project Schedule

o Product Functional Specification
o Interface Control Document

o Platform Specification

Payment 2: $216,074 upon completion of UAT Testing

s  Deliverables;
¢ Software Licenses — 50 Test Stations licenses and 15 RoadTest Licenses

Payment 3: $144,050 upon completion of Documentation, Training, and Deployment

e Deliverables:
o Pilot Delivery
o Training
o End-user product documeéntation
o Rotlout complete

Annual Support/Maintenance Payment: $48,816 per ycar upon completion of 1st year support for
years 2-7

1.2 Proposed Vendor Staff, Resource Hours and Rates Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to indicate the individuals that
will be assigned to the Project, hours and applicable rates. Names must be provided for individuals
designated for key roles, but titles are sufficient for others. Information is required by phase.

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

Table 1.2 : Proposed Vendor Staff, Resource Hours and Rates Worksheet

Phase
‘Position Title Rate Initiation | Configuration|Implementation{ Close Qut Total by
Hours Hours Hours Hours Role
Kevin Brown 180/ 200 120 120 80 520
{Project hr.
Manage-
primary)
Prasanna $200/ 160 120 120 40 440
Balaji hr.
{Solutions
Architect #1)
Michael $175/° 40 200 160 40 440
lAmarello hr.
(Developer
1)
Dan Ho 3175/ 40 120 80. 40 280
(Developer hr.
23
Tim Foley $150/ 40 120 40 40 240
(Quality hr. : :
ssurance)
Rob Gwin s140/ 40 40 160 10 250
(Trainer) hr.
David Kilie 5150/ 40 80 160 80 360
(Integration hr.
Engineer)
Peter Bates $10/ 4] 10 40 80 140
Customer hr.
Support)
Hal Songer s/ 40 40 . 120 40 240
(Deployment hr.
and
Opertions)
Total By Phase 610 850 1000 450

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required. The following format must be used to provide this information. “SFY” refers
to State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1 through June 30 of the
following calendar year. Positions not identificd in the Proposed Position Worksheet may be included in.the
Future Vendor Rates Worksheet.

Table 1.3: Future Vendor Rates Workshee

Position Title - Year6 - Year7
Project Manager ' $200/hr. $200/hr.
Solutions Architect 5225 $225
Technical Lead 5190 $190

Trainer 5150 5150
Integration Engineer 5160 $160

1.4 Software Licensing, Maintenance, and Support Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price estimate should
reflect the most optimistic implementaiion date. Actual payments may differ from the estimate if project start
date slips or if implementation takes longer as this will cause a shorter maintenance period.

Table 1.4: Software Licensing, Maintenance, and Support Pricing Worksheet

Initial Term- . : Extended Term
Year 1{. _ Year2 Year3'"| .. Yeard “Year5 ] Yearé Year 7
Licensing Included |Included Included Included Included Included Included
aintenance,
upport & Included$48,846 348 816 $48,816 $48,816 $48,816 348 816
Upgrades

Payment Terms: Payment for Year 2 and all future years of the coniract, including any Extended Terms, will be
made annually upon the anniversary date of the contract’s approval by G&C. Vendor shall be responsible to invoice
the State within 30 calendar days of the anniversary date.

" Included. See RFP Table C-3 Deliverable #17
? Included See RFP Table C-3 Deliverable #30

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

1.5 Web Site Hosting, Maintenancé, and Support Priciiig Worksheet

Not applicable. Solution is State-hosted on State-owned hardware

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the price limifation in
block 1.8 of the P-37 (“Total Contract Price”). The payment by the State of the total Contract price shall
be the only, and the complete reimbursement to the Contractor for all fees and expenses, of whatever
nature, incurred by the Contractor in the performance hereof.

The State will not be:responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State’s prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be in a format as determined by the State and contain detailed information,
including without limitation: itemization of each Deliverable and identification of the Deliverable for which
payment is sought, and the Acceptance date triggering such payment; date of delivery and/or installation;
monthly maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30} days of invoice receipt. Invoices will not be backdated
and shall be promptly dispatched.

Invoices shall be sent to:
Division of Motor Vehicles
Audit Section
23 Hazen Drive
Concord, NH 03305

4. PAYMENT ADDRESS

All payments shall be sent to the following address:
IDEMIA Identity & Security USA LLC
14438 Collection Center Drive
Chicago, IL 60693-4438

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD
DEVICES
CONTRACT DOS 2017-08
PART 3- EXHIBIT B
PRICE AND PAYMENT SCHEDULE

5. OVERPAYMENTS TO THE CONTRACTOR
The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroncous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s invoices
with appropriate information attached. :

7. PROJECT HOLDBACK
The State shall withhold ten percent (10%) of the price for each Deliverable, except Software license fees, as
set forth in the Payment Table above, until successful conclusion of the Warranty Period.

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

Use the special provision section to show appropriate changes to the terms outlined in the General Provisions.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES

AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES

CONTRACT DOS 2017-08PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates will be “fully
loaded™, including, but not limited to: meals, hotel/housing, airfiie, car rentals, car mileage, and out
of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION :
The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the Contractor
with access to all program files, libraries, personal computer-based systems, software pickages,
network systems, security systems, and hardware as required-to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports, and
other work in progress relating to this Contract. Upon expiration or termination of the Contract with
the State, the Contractor shall turn over all State-owned documents, material, reports, and work in
progress relating to this Contract to the State at no additional cost 1o the State. Documents must be
provided in both printed and electronic format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contractor shall agree to the conditions of all applicable State and federal laws and reguiations,
which are incorporated herein by reference, regarding retention and access requiremeénts, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall ' maintain books, records, documents, and other evidence
of accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor
and its Subcontractors shall retain all such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (1) year following the termination of all litigation, including the termination of
all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year

State of NH Contract 2017-08
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTIING SOFTWARE & CDL HAND-HELD DEVICES
' CONTRACT DOS 2017-08PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES '

period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appcals or the expiration of the appeal period. The Contractor shall include

the record retention and review requirements of this section in any of its subcontracis.

The State agrees that books, records, documents, and other evidence of accountiig procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated

or derived from the cost structure or profit faciors.

- 6. ACCOUNTING REQUIREMENTS

The Contractor shall matntain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other

costs and expenditures.

State of NH Contract 2017-08

Exhibit D — Administrative Services — Part 3
Date: 'j \ L &\&%
oL

Contractor’s Initials Page 15 of 51



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

1. STATE MEETINGS AND REPORTS
The State believes that effective communication and reporting are essential to Project success.

The Contractor’s Key Project Staff shall participate in meetings as réquested by the State, in accordance
with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor’s Key Project Staff and Statc Project
leaders from both Department of Justice and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract,

e. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issucs.

f. Exit Meeting: Participants will include Project leaders from-the Contractor and the State. 'Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

‘The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for cach status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor’s responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Coniractor’s Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. The Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan;

2. Deliverable status;

3. Accomplishments during weeks being reported,

4. Planned activities for the upcoming two (2) week period,;

5. Future activities; and
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Issues and concerns requiring resolution.

7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

2.

IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an Implementation strategy with a timeline set forth in accordance
with the Work Plan:

The Contractor and the State shall adopt a change managemcnt approach 1o identify and plan
key strategies and communication initiatives,

The Contractor team will provide training templates as defined in the Training Plan, which will
be customized to address the State’s specific requirements, Decisions regarding format,
‘content, style, and presentation shall be made early on in the process, by the Siate, providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall utilize an approach that fosters and requires the participation of State
resources, uses their business expertise to assist with the configuration of the applications, and
prepares the State to assume responsibility for and ownership of the new system. A focus on
technology transition shall be deemed a priority.

The Contractor shall manage Project execution and provide the tools needed to-create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report status.

The Contractor shall adopt an Implementation time-line aligned with the State’s required time-
line.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training
initiated.

State of NH Contract 2017-08

Exhibi
Date;

tE - ln'(gl mentation Services — Part 3

Contractor’s Initials (& Page 17 of 51



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES

2.2.1

2.2.2

CONTRACT DOS 2017-08
‘ PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

Project lnfrastructuré

The focus of the Project infrastructure work phase is the acquisition and Implementation
of the Project’s development and production hardware infrastructure.

Implementation

Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution,

Processes will be documented, training established, and the application will be ready for
Implementation in accordance with the State’s schedule,

Implementation shall be piloted in one area/office to refine the training and
implementation approach, or the State shall choose a one-time statewide Implementation.

2.2.3 Change Management and Training

The Contractor’s change management and training services shall be focused on
developing change management and training strategies and plans. Its approach relies on
State resources for the execution of the change management and end user training

The Vendor’s Project Methodology is described in Attachment 2: IDEMIA Identity &
Security USA LLC (formerly MorphoTrust USA, Inc. ) Proposal to Department of
Safety, Division of Motor Vehicles RFP 2017-08 Automated Driver’s License Testing
Sofiware & CDL Hand-Held Devices dated June 12, 2017, page 149-171.
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The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

1. TESTING AND ACCEPTANCE

The Contractér shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials. '

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual- test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Contractor shall also correct Deficiencies and support required re-testing.

1.1 Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided, State approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking
method for reporting actual versus expected results as well ag all errors and problems identified
during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence uvpon the Contractor’s Project Manager’s Certification, in
writing, that the Contractor’s own staff has successfully executed all prerequisite Contractor testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
scripts, test data, and expected results.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment
independent from the Contractor’s development environment. The Contractor must assist the State
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with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to

validate reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according

to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor must demonstrate that their testing methodology can be integrated with the State

standard methodology.

1.2 Unit Testing

[n Unit Testing, the Contractor shall test the application components on an .individual basis to verify
that the inputs, outputs, and processing logic of each application component functions without errors.

Unit testing is performed in either the development environment or a testing environment.

The goal is to find errors in the smallest unit of software before logicatly linking it into larger units.
If successful, subsequent testing should only reveal errors related to the integration between

application modules,

The Contractor developer, who is responsible for a specific unit of work, will be responsible for

conducting the unit testing of their modules.

Activity i Develop 1he scnpts ncedcd to unit test 1nd1v1dual apphcauon modulcs mlcrchc(s}
Description ( and conversion comporents. . . - -
Contractor’s { For application modules, conversions and interfaces the. Contractor’s team will.
Team l ldennfy applicable test scripts and installation mstrucnons adapt lhcm to theé
Responsibilities }i Project spcmﬁcq tesl the process, and comp*u’e with the documcnled expected
i I'CSl.lll.S LU L .. L. _ S TS L
Work I Unit-Tested-Modules. that have bcen tested to venfy lhat lhe inputs, outputs;. and:
Product 1 processing logic of: each application modute functions without. crrors.. Individual
Description § detailed test scnp;s_and installation guides list-all the required actions. and data to
i

conduct thc test; the process for test execution, and lhe expected resulls P

1.3 System Integration Testing

The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in

a lest environment.

Thorough end-to-end testing shall be performed by the Contractor’s team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes and
the flow of information across applications (IF APPROPRIATE). It inciudes all key business
processes and interfaces being implemented, confirms data transfers with external parties, and

includes the transmission or printing of all electronic and paper documents.
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Systems Integration:Testing. validates the integration’between the target appllcallon
modules and !Other systems, ﬂnd venf ies that the new Syslem meets defined |
interface rcqulrements and supports ‘execution of business processes. This:: test
. emphasizes end-to-end business proccssesvand,_lhe flow of information’ across the
‘application. It includes: all key business . processes and intcrfaces: being
impleménted,: confirms data transférs - with external. pames .and includes.. the

Activity Description

j
I
[
[

P e ————

! transmission of 'ermlm;, of all electronic ‘and papcr documénts::
Contractor’s Team e ' Take the lcad in developing the Systems Integraiion Test Speciﬁcalioﬁs'
Responsibilities "o “Work jointly with:the!State to dcvelop ‘and load. the data proﬁles (1) supporl the

test Specifications, :
»  Work jointly with the Stateifo valldalc components: oflhc tesi scripts.

State Responsibilitics I__- ... Work jointly with: thc Conlractor to dcvclop thc Systems lntegrauon Test
b Specifications: : .
E e Work . jointly with the Comractor 10 dcvclop and load lhc data proﬁles o],
P support the tést Specifications: =~ " .
[® L. .Work jointly with the .Coniractor to vahdale componenls of’ lhe lesL scnpls
: "+ 'modifications, -fi xcs ‘and other. Syslem mlcmcuons wuh the - Contnctors
! supphcd Sof‘twarc Soluuon Yot Do
| RN

Work Product [.ié,:;Thc Integration-Tested . System  indicates’ 1hat all interfaces bclwccn the {i

Description . application.and the legacy and third- party systems :nterfaccs and appllcauons
{ are’ funcuonmg propcrly :

Qg oo gy T e - e e — — = et S P

1.4 Conversion Validation Testing
In Conversion Validation Teslmg, target application functions are vahdatcd

P .. The conversion validation test should replicate. the -entife flow of the - -~
 converted data through the Software Soliition: :As th¢ Software So]unon is = |
i, interfaced to legacy or: third-party apphcauonshntcrfaccs, lcstmg -verifies | )
¢ that the resutting flow oflhe convened data throug,h thcsc mlerf'lce points :* | -
! performs correctly. : A N e

Activity Description

Contractor’s Team f For conversions and mtcrfaccs the Contractor s tcam will exccute the apphcable

Responsibilities » Validation. tests. and compare cwcc:uuon “results’ wuh the, documcnlcd cxpcctcd
fresults. . -0 .0 I oL ]
Contractor’s + Extract’ and’ cleanse, if.necessary, the legacy- data o be converted in the data

Responsibilitics f conversions. The extr’:cnon and cleanse process, will be coordmalcd wnh the
b State’s pro_]ccl team as spccnﬁcd in Exhxbn I'Scction 4. Convemons -

Work Product { Vaiidation- Tcswd Conversion Programs. These progr'lms ‘include conversion:
Description ‘programs that have been tested to verify that the: resulting convencd Iegacy dafa
performs correctly in lhe cnnrc suitc of the Apphcauon

1.5 Installation Testing
In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

State of NH Centract 2017-08
Exhibit F — Testing Services — Part 3
Date: %

Contractor’s Initials Qﬁ/‘ Page 21 of 51



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT F
TESTING SERVICES

1.6 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training according to

the Work Plan, Testing ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor’s Project Manager must certify in writing, that thc Contractor’s own staff has
successfully executed all prerequisite Contractor testing, along with reporting the actual testing results

prior to the start of any testing executed by State staff.

The State shall be presented with all testing results, as well as written Certification that the Contractor
has successfully completed the prérequisite tests, meeting the defined Acceptance Criteria, and
performance standards. The State shall commence testing within five (5) business days of receiving
Certification, in writing, from the Contractor that the system is installed, configured, compleie and
ready for State testing. The State shall conduct the UAT utilizing scripts developed as identified in the
Acceptance Test Plan to validate the functionality of the System and the interfaces, and verify
Implementation readiness. UAT is performed in a copy of the production environment and can serve
‘as a performance and stress test of the System. The User Acceptance Test may cover any aspect of the

new System, including administrative procedures {such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the production

environment. The User Acceptance Test verifies System functionality against predefined Acceptance

criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System: It may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The results of the UAT

provide evidence that the new System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User

Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of

UAT Acceptance and the respective Warranty Period shall commence

{ . Acceptance criteria:that support the suceessful’ c\(ccuuon of approved. Processes.

Activity Description i The System qur Accepmnce Tests: vcnfy System l‘uncuonahty 1ga|nsl predeﬁned

Contractor’s Team

Responsibilitics : Accepmnce Test.:

. Acceptance Test activities.

¢ Provide the State an’ Acceplance Test Plan zmd sclecuon of test scnpts for lhe

(e Monitor ‘the, evzecutlon of the :est SCI‘IplS and assist as necded durm;, the Uscrj

i o Work. jointly with lhe Slatc. 'm dclcrmlmng lhe reqmred actions for problem

State Respansibilities
- for use during the User Accemancc Test.
! «. :Validate the Acccptance Test énvironment.

)

I

|

}

i -

i * resolution.
!

[

e Approve the development of the User Acocptance Test Pl'm and the set of d1ta

‘. ’Executc the test scnpts ‘and conduct User. Accepmnce Tesl actwmcs -
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—— — s 1
e Document and sumniarize Accéptance ce Test rcsults ’

i -
i s« Work jointly with the Connacmr in delermmmg the reqmred acuons for
i problem resolution: - :

; s . Provide Acceptance of the Vd]l(lalcd Systems

Work Product { The Dclwcmblc for Uscr Acceptance Tests is the: User- Acceplance Tést :Resulis,
Description I These results provide evidence that the: new Systcm mccls 1he User Acccplancc .

crncna dcf'ncd in‘the-Work Plan

1.7 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of
ADLT infrastructure as well as assist and direct the State’s System Administrators and Database
Administrators in configuring and tuning the infrastructure to support the software throughout the
Project
1.7.1 Scope

The scope of performance testing shall measure the system level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment. [t will include the measurement of response rates of the application for end-user
transactions and resource utilization {of various servers and network) under various load conditions.
These response rates shall beccome the basis for changes and retesting until optimum system
performance is achieved. Optimum system performance is defined as meeting or exceeding current
system performance,

The application transactions shall be identified with specific roles and selected transactions shall be
recorded for the performance measurements. These will be compared to baselines to determine if
object and/or system performance increases as changes are made.

Performance testing shall consider the full scope of the application infrastructure with emphasis on
the most heavily used or sharcd transactions. Performance testing of the application will profile the
identified user transactions and assist in the identifying performance gaps to improve the most
critical parts of the applications.

Performance testing and tuning shall cccur in the final production environment and shall use a copy
of the final production database to provide the best results.

The Contractor must lead this effort. Responsibilities include identifying appropriate tunable
parameters and their default and recommended settings, developing scripts which accurately reflect
business load and coordinating reporting of results.

1.7.2 Test Types

Performance testing shall use two different types of tests to determine the stability of the
application. They are baseline tests and load tests
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a. Baseline Tests: Baseline tests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like a
single user executing a defined business transaction. During baseline testing, each individual script
is run (o establish a bascline for transaction response time, throughput and other user-based metrics.
Usually each business transaction is executed multiple times during a single test run to obtain an
average for the user-based metrics required for the performance testing evaluations. It must be
noted that changes made to the code after baseline testing is completed will skew the results
collected to date. All effort will be made to provide a code test base that is tested in the environment
for problems prior to the establishment of the baseline, which is used in future testing and tuning
efforts. Any changes introduced into the énvironment after performance testing has started can
compromise the accuracy of the results and will force a decision to be made whether baseline results
need to be recreated.

b. Load Tests: Load testing will determine if the behavior of a system can be sustained over a long
period of time while running under expected conditions. Load tests help to verify the ability of the
application environment under different load conditions based on work load distribution. System
response time and utilization is measured and recorded.

1.7.3 Tuning

Tuning will occur during both the development of the application and load testing. Tuning is the
process whereby the application performance is maximized. This can be the result of making code
more efficient during development as well as making tuning parameter changes o the environment.

For infrastructure tuning, parameters will be identified for all components prior to undertaking the
load testing efforts. This should include a list of the variables, their definitions, the default settings,
range of acceptable settings and the settings as testing begins. This will permit the team to identify
the arcas of most potential gain and a starting point. Tuning is a process which is repeated until the
team feels that the systems arc running at or near optimum performance.

1.7.4 lmplementing Performance and Stress Test

Performance and stress test tools must be provided by the Contractor for this effort. Consideration
must be given to licensing with respect to continued use for regression testing. 1f the Contractor is
familiar with open source low/no cost tools for this purpose those tools should be identified in your
response.

1.7.5 Scheduling Performance and Stress Testing

The Contractor shall perform Test Planning. The steps for planning include identification of
application functionality as well as what percentage of normal daily use is represented by each
function. This information will become the foundation for scripting so that tests ctosely represent
what loads in production will look like.

The Contractor shall provide definition and expectations from testing. This definition should
include who is in charge of testing and coordinating results, anticipated run times, logs required for
tracking, their locations and which technician is responsible to track and provide them following
each test to the team.
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Initial test runs shall be completed to establish that the tests and data sets can be run to completion
without errors. The ratio of types of transactions which makeup the test shall be reviewed prior to
the beginning of testing and then again once testing has begun to make sure that testing accurately
reflects the system performing in production.

Initial tests shall be used 1o establish a baseline from which all subsequent tests will be
compared. Tests will be considered for baseline status once two of them have been run within 2% of
each other in key and overall performance areas. No changes to the test scripts or data sets (with the
exception of restores after each test) can be doné to the test environment once tuning has begun so as
not to damage the comparison to baseline results. The systems must be restarted prior to each test
run to assurc all cache is cleancd out. All effort will be made to run these tests at a time when
system and network infrastructure utilization doesn’t impact the results. Tests will be run in close
proximity o our infrastructure so as to eliminate the public network from our environment.

Posttest reporting and result assessment will be scheduled following each test. The team will
compare these resuits to the baseline and a determination must be made to make additional changes
to the parameter being tuned or return to the prior configuration and select another parameter to
tune while keeping in mind that significant changes to any one parameter may require the retesting
of some others. Careful work on identifying dependencies up front should minimize this impact.

If defects are identified in the application during testing they will be recorded; however, changes to
the application code should be avoided if possible so as not to affect baseline comparisons. If a
change to the application is required new baselines will be established (and possibly the execution
of prior tests to validatc changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of the interface to
respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the system to the point
of failure. The goal is to determine weak points in the system architecture. The tester will identify
peak load conditions at which the program wil! fail to handle required processing loads within
required time spans.

During Performance testing the tester will design test case scenarios to determine if the system
mcels the stated pcrformance cntena as mutuallv agreed bv both D'IITIES prior to testing. (—|—e—Ar

per—mm&te—)—[n bolh cases the tester w1|l determine the capacnty ofthe system undcr a known set of
conditions.

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced
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during the modification effort, both to verify that the modifications have not caused unintended
adverse effects, and to verify that the modified and related (possibly affected) System components
still meet their specified requirements:

a.} For cach minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

b.) The Contractor shall notify the Siate no later than <five (5) business days> from the
Contractor’s receipt of written notice of the test failure when the Contractor expects lhe
corrections to be completed and ready for retesting by the State. The Contractor will have up to

five (5) business days to make corrections to the problem unless specifically extended in
writing by the State.

c.} When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by the Contractor based on the understanding of the
program and the change being made to the program. The Test Plan has two objectives:

I.validate that the change/update has been properly incorporated into the program; and
2.validate that there has been no unintended change to the other portions of the program,

d.} The Contractor will be expected to:
1. Create a set of test conditions, test cases, and test data that will validate that the change has
! been incorporated correctly;
2. Create a sct of test conditions, test cases, and test data that will validate that the unchanged
portions of the program still operate correctly; and
3. Manage the entire cyclic process.

e.} The Contractor will be expected to execute the regression test, provide actual testing results, and
certify its completion in writing to the State prior to passing the modified Sofiware application
10 the users for retesting.

In designing and conducting such regression testing, the Contractor will be required to assess
the risks inherent to the modification being implemented and weigh those risks against the time
and effort required for conducting the regression tests, In other words, the Contractor will be
expected to design and conduct regression tests that will identify any unintended consequences
of the modification while taking into account Schedule and economic considerations.

1.9  Security Review and Testing

IT Security involves all functions pertaining 1o the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and sofiware and iis related Data assets. Tests shall focus on the technical, administrative and physical
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security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests (pen tests), code analysis, and review.

Service Component

Defines the set of capabilities that:

ldentification and
Authentication

Supports obtaining information about those parties attempting
to log onto a system or application for sccunty purposes and
the validation of users

Access Control

Supports the management of permissions for logging onto a
computer or network

Encryption

Supports the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into a computer
system

Verification

Supports the confirmation of authority to enter a computer
system, application or network

Digital Signature

Guarantees the unaltered state of a file

User Management

Supports the administration of computer, apptication and
network accounts within an organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups of users of
a compuler, application or network

Audit  Trail
and Analysis

Capture

Supports the identification and monllormg of activities within
an application or system

Input Validation

Ensures the application is protectied from buffer overflow,

cross-site scripting, SQL injection, and unauthorized access of
files and/or directories on the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order lo provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimum, cover each of the service components. The Contractor shall
provide a centificate of application, vulnerability scanning, and 3™ party Penetration Tests (pen test)
when appropriate.

Prior to the Systemn being moved into production the Contractor shall provide results of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

1.10  Successful UAT Completion
Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

1.11  System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System Acceptance.
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date. 1.1 Contractor’s Responsibility. The
Contractor shall maintain the System in accordance with the Contract. The Contractor will not be
responsible for maintenance or support for Software developed or modified by the State.

1.1 The Contractors Responsibility
The Contractor shall maintain the System in accordance with the Contract. The Contractor will not be
responsible for maintenance or support for Software developed or modified by the State.

Maintenance Releases

The Contractor shall make available 10 the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

2. SYSTEM SUPPORT
2.1 Contractor’s Responsibility
The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein. :

As pari of the Software maintenance agreement, ongoing Software maintenance and support levels,
including all new Software releases, shall be responded to according to the following:

a. Class A Deficiencies (Telephone Support or Remote Support)

For all Class A Deficiencics, the Contractor shall provide, to the State, on-call telephone
assistance or remote diagnostic services, with issue tracking available to the State, ten (10)
hours per day and five (5) days a week with an e-mail / telephone response within two (2)
hours of request;

b. Class A Deficiencies (On-site Support)

For all Class A Deficiencies, the Contractor shall provide support on-site or with remote
diagnostic services within four (4) business hours of a request; and

c. Class B & C Deficiencies —The State shall notify the Contractor of such Deficiencies during
regular business hours and the Contractor shall respond back within eight (8) business hours of
notification of planned corrective action;
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3. SUPPORT OBLIGATIONS AND TERM

3.1

The Contractor shall repair or replace Software, and provide maintenance of the Sofiware in
accordance with the Specifications and terms and requirements of the Contract;

3.2 The Contractor shall maintain a record of the activities related 1o warranty repair or maintenance

3.3

34

3.5

3.6

activities performed for the State;

For all maintenance Services calls, the Contractor shall ensure the following information will be
collected and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3)
action plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
information, 6) Resolved by, 7) Identifying number i.c. work order number, 8) Issue identified
by; and

The Contractor must work with the State to identify and troubleshoot potentially large-scale
System failures or Deficiencies by collecting the following information: 1) mean time between
reported Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the
Contractor’s product and receive a refund for all amounts paid to the Contractor; including but not
Jimited to, applicable license fees, within ninety (90} days of notification to the Coniractor of the

State’s refund request. ' '

If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part | Section 14.

3.7 The Contractor shall support the State in any data conversion to a replacement system in the future

to include, but not limited to:

. Providing Data Dictionaries

. Providing Data Exports

. Assisting with data extracts to 3rd party test environments, user acceptance test
environments and production environments.

. Provide prompt research and response to data extract issues.

3.8 The Contractor shall provide the State with a softwarc installer and any configuration documentation

necessary to ensure that all devices will be installed consistently and properly. The Contractor will
provide updated installers and documentation for the State to maintain currency with supported
software releases.
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3.9 The State will be responsible for the user acceptance testing of new program updates, general
maintenance releases, selected functionality releases and paiches before the code is moved to
production. The New Hampshire Department of Safety will also approve releases and updates to the
production environment

4.0 The State is responsible for ensuring all hardware and software components of the State’s
infrastructure are fully supported by their respective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc., shall be applied by the State’s technical

* support within thirty (30) days of release by their respective manufacturers. Any defects resutting
from installation of critical patches will be corrected by the Vendor in accordance with the
Maintenance & Support Services Section of this contract,

4.1 The State is responsible for providing remote access capabilities (i.e. VPN) to the Vendor for the
purpose of system support and maintenance services, as outlined in this contract, in accordance
with current DolT standards for vendor access.

State of NH Contract 2017-08

Exhibit G | Maiptenance and Support Services — Part 3
Date: _\A EH(‘\
Contractor’s Initials Page 31 of 51



STATE OF NEW HAMPSHIRE .
DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES
CONTRACT DOS 2017-08
PART 3 - EXHIBIT H
REQUIREMENTS

Attachment 1: Project Requirements is hereby incorporated within.

Attachment 2: Reference Vendor responses to business requircments in Attachment 02:
IDEMIA Identity & Security USA LLC (formerly MorphoTrust USA, Inc.) Proposal to
Department of Safety, Division of Motor Vehicles RFP 2017-08 Automated Driver’s License

Testing Software & CDL Hand-Held Devices dated June 12, 2017, Section 1[I: Responses to
Requirements and Deliverables
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The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan within ten (10)
days of the Effective Date and further refine the tasks required to implement the Project. The elements of the
preliminary Work Plan are documented in accordance with the Contractor’s plan to implement the
Application Software. Continued development and management of the Work Plan is a joint effort on the part
of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor’s team and the State shall finalize the Work Plan at the onset of the Project.
This plan shali identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-task dependencies, resource allocations
(both State and The Contractor’s team members), refine the Project’s scope, and establish the Project’s
Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize Microsoft
Project or similar software to support the ongoing management of the Project.

1. ASSUMPTIONS

A. General

* The State shall provide team members with decision-making autherity to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix. ‘

*  All State tasks must be performed in accordance with the revised Work Plan.

¢ All key decisions will be resolved within five (5) business days. [ssues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

¢ Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject 1o the identified Change Controt
process.

+ The Contractor shall provide a separate escrow agreement for the application.

» The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

B. Logistics

s The Contractor’s Team shall perform this Project at State facilities at no cost to the Contractor.

+ The Contractor’s Team may perform that work at a facility other than that furnished by the State,
when practical, at their own expense.

s The Contractor’s Team shall honor all holidays observed by the Contractor or the State, although
with permission, may choose to work on holidays and weekends.

e The State shall provide adequate facilities for the Contractor’s Team, including PCs, phones,
Virtual Private Network (VPN) access, and modem-based dial-out capability and access to any
necessary internal State networks and/or software (within State standards). A physical workspace
for each consultant, including a desk and chair, with the items mentioned above, shall be
provided. Convenient access to a high-speed printer, a high-speed copier, and a fax machine shall
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be provided to the Project Team, as well as access to conference rooms for meetings. This space,
equipment, and printer/fax supplies shall be provided at no cost to the Contractor’s Team and
shall be available when the Project begins.

Project Management

The State shall approve the Project Management Methodology used for the Project.

The State shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

A Project folder created within the State system shall be used for céntralized storage and retrieval
of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a “shared’ network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

The Contractor assumes that an Alternate Project Manager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager. '

Technical Environment and Management

The State is responsible for providing the hardware, network, and communication facilities

_needed to support the Project.

The State shall provide the hardware and operating system to host the Project’s development and
production instances. Hardware and operating system environments must be sized to support a
minimum of six (6) instances of the applications (instances include: configuration, development,
system/integration testing, Acceptance Testing, training, and production). ‘All instances shall be
installed on similar hardware configurations and operating systen.

The State’s hardware operating environment and supporting software shall meet the Contractor
certification requirements for the applications deployment being installed.

The State is responsible for providing the Internet access.

The Contractor team shal! implement the most current, supported version of the applications.

The Contractor will lead an effort, including the State of New Hampshire Operations Team, to
identify the hardware requirements for the development, test and production environments. The
State of New Hampshire shall satisfy those hardware requirements prior to thé Contractor and
State of New Hampshire teams building of the environment.

Designated State systems personnel shall be available during normal working hours and for
adjustments to operating systems configurations and tuning.

Conversions

The Contractor Team’s proposal is based on the assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor’s technical team, a subset of the
conversions. The Contractor’'s Team shall lead the State with the mapping of the legacy Data to
the Contractor’s applications.
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s Additionally, the Contractor’s Team shall:

1. Provide the State with Contractor’s application data requirements and examples, of data
mappings, conversion scripts, and data loaders. The Contractor’s Team shall identify the
APIs the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues associated with the development and
[mplementation of the conversions.

F. Project Schedule
* Deployment is planned to begin on April 16, 2018 with a planned implementation date of
9/1/2018.
G. Reporting :
* The Contractor shall conduct status meetings every two weeks, and provide reports that include,
but are not limited to, minutes, action items, test results and Documentation,

H. User Training

e The Contractor’s Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the delivery of end:-user training.
The State is responsible for the delivery of end-user training.
The State shall schedule and track attendance on all end-user training classes.

I. Performance and Security Testing
e The Contractor’s Team shall provide a performance test workshop to identify. the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing.
e The State shall work with the Contractor on performance testing as set forth in Contract Exhibit F
— Testing Services.

2. ROLES AND RESPONSIBILITIES
A. Contractor’s Team Roles and Responsibilities

1) Contractor’s Team Project Execitive
The Contractor Team’s Project Executives (Contractor and Subcontractor Project’ Executives)
shall be responsible for advising on and monitoring the quality of the Implementation throughout
the Project life cycle. The Project Executive shall advise the Contractor’s Team Project Manager
and the State’s Project leadership on the-best practices for implementing the Contractor’s
Software Solution within the State. The Project Executive shail participate in the definition of the
Project Plan and provide guidance to the State’s Team.

2) Contractor’s Team Project Manager
The Contractor’s Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor’s
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Implementation Team. The Contractor’s Team Project Manager will have the following
responsibilities:

*
L]
[ ]

3)

9

Maintain communications with the State’s Project Manager,;

Work with the State in planning and conducting a kick-off meeting;

Create and maintain the Work Plan;

Assign the Contractor’s Team consultants to tasks in the Implementation Project according to
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor’s Team members;

Provide progress reports every two (2) weeks and monthly updates to the State Project
Manager, '

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources 1o be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;

Review requirements and scheduling changes and identify the impact on the Project in order
to identify whether the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;

[nform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

Contractor’s Team Analysis
The Contractor’'s Team shall conduct analysis of requirements, validate the Contractor’s
Team’s understanding of the State business requirements by application, and perform business
requirements mapping: :
+ Construct and confirm application test case scenarios;
« Produce application configuration definitions and configure the applications;
e Conduct testing of the configured application;
Produce functional Specifications for extensions, conversions, and interfaces;
Assist the State in the testing of extensions, conversions, and interfaces;
Assist the State in execution of the State’s Acceptance Test;
Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;
s Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and
*  Assist with the transition to production.

Contractor’s Tecam Tasks
The Contractor’s team shall assume the following tasks:
e Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;
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¢ Development and Documentation of conversion and interface programs in accordance
with functional and technical Specifications;

s Development and Documentation of installation procedures; and
s Development and execution of unit test scripts;

s  Unit testing of conversions and interfaces developed; and
e System Integration Testing.

B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the [mplementation.

1

2)

State Project Manager

The State Project Manager shall work side-by-side with the Contractor’s Project Manager. The
rale of the State Project Manager is to manage State resources (IF ANY), facilitate completion of
all tasks assigned to State staff, and communicate Project status on a regular basis. The State
Project Manager represents the State in all decisions on Implementation Project matters, provides
all necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the

Project. The State Project Manager has the following responsibilities:

e Plan and conduct a kick-off meeting with assistance from the Contractor’s team;

e Assist the Contractor’s Project Manager in the development of a detailed Work Plan;

s Identify and secure the State Project Team members in accordance with the Work Plan;

e Define roles and responsibilities of all State Project Team members assigned to the Project;

e Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;

e Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;

e Inform the Contractor’s Project Manager of any urgent issues if and when they arise; and

e Assist the Contractor’s team staff to obtain requested information if and when required to
perform certain Project tasks.

State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State’s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

¢ Be the key user and contact for their Agency or Department;

e Attend Project Team training and acquire in-depth functional knowledge of the relevant

applications;
s Assist in validating and documenting user requirements, as needed,
s Assist in mapping business requirements;
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Assist in constructing test scripts and data;

Assist in System I[ntegration, and Acceptance Testing;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor's Software Solution and the
business processes the application supports.

3) State Technical Lead and Architect
The State’s Technical Lead and Architect rcports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical training as necessary to support thie Project;

Assist the State and the Contractor’s Team Project Managers to establish the detailed Work
Plan;

Manage the day-to-day activities of the State’s technical resources assigned to the Project;
Work with State IT management to obtain State technical resources in accordance with the

‘Work Plan;

Work with the Contractor’s Technical Lead and the State’s selected hardware Contractor to
architect and establish an appropriate hardware platform for the State's Project
development and production environments;

Work in partnership with the Contractor and lead the State technical staff’s efforts in .
documenting the technical operational procedures and processes for the Project. This is a
Contractor’s Deliverable and it will be expected that the Contractor will lead the overall
effort with support and assistance from the State; and

Represent the technical efforts of the State at Project meetings every two {2) weeks, or as
needed,

4) State Application DBA (Dol T)
The role of the State Application DBA(s) is to work closely withi the Contractor’s Team to install
and maintain the Application environments throughout the duration of the Pro_]ect It is important
that the State Application DBA(s) assumes responsibility for the support of these environments as

So0n

as possible and conducts the following responsibilities throughout the Implementation

Project:

Attend Application DBA training and acquire in-depth technical knowledge of application
DBA responsibilities, if the DBA has not already done so;

Work with the Contractor to finalize machine, sité, and production configuration;

Work with the Contractor to finalize logical and physical database configuration;

Work with the Contractor to install the Contractor’s tools, and Contractor’s Applications
for the development and training environment;

Work with the Contractor to clone additional application instances as needed by the
application teams;

State of NH Contract 2017-08

Exhibit ] — Work P
Date:

f ci‘—Part3

Contractor s Initials &7 Page 38 of 51



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES

AUTOMATED DRI

5) State N

VER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES
CONTRACT DOS 2017-08
- PART 3 - EXHIBIT I
WORK PLAN

Work with the Contractor upgrades to the Application instances as required by the
Teams. Maintain a consistent and constant parity with all instances as required by the
Application teams;

Work with the Contractor and the Application teams to establish and manage an instance
management plan throughout the Project;

Work with the Contractor to establish and execute backup and recovery procedures
throughout the Project;

Manage Operating System adjustments and Systemi Maintenance (o maintain system
configurations and Specifications;

Work with the Application Teams to manage the availability of Application instances
throughout the Project;

Perform routine Contractor Application monitoring and tuning;

Work with the Contractor to define and test Application security, backup and recovery
procedures; and

Assume responsibility for the database administration functions, upon transfer of the
Application to the State’s hardware platform.

Develop and maintain role-based security as defined by the Application Teams;

Establish new Contractor Application user [ds; and

Configure menus, request groups, security rules, and customn responsibilities.

etwork Administrator (DolT)

The State Network Administrator will provide technical support regarding networking
requirements administration. The responsibilities will include;

Assess the ability of the State’s overall network architecture and capacity to adequately

. support implemented applications;

Establish connections amorig the database and application servers; and

Establish connections among the desktop devices and the Application and database
servers.

6) State Testing Administrator
The State’s Testing Administrator will coordinate the State’s testing efforts. Reésponsibilities

include:
[ ]

Coordinating the development of system, integration, performance, and Acceptance Test
plans;

Coordinating system, integration, performance, and Acceptance Tests;

Chairing test review meetings; '

Coordinating the State’s team and external third parties involvement in testing;

Ensuring that proposed process-changes are considered by précess owners;

Establish priorities of Deficiencies requiring resolution; and

Tracking Deficiencies through resolution.
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}. SOFTWARE APPLICATION

The ADLT system currently in place will continue to be used duririg the transition to the new system.
All current functionality/features will continue to be available to the State.

4, CONVERSIONS
The following Table 4.1 identifies the conversions within the scope of this Contract.

Table 4.1: Planned Conversions

Conversion

Existing ADLT |, .. 07
datﬂ ! o,
fo.0 "

‘Components,
If.applicalle

Lead

Description

* Responsibility

Comractor - lData cxtractcd from thc cmsung !

s e g

11 thee new ADLUT systemi. !

L

1 N 1 0 |€

=

A, Conversion Testing Responsibilities

The Contractor’s Team and the State, based on their assigned conversion responsibilities, as set
forth in Contract Exhibit F: Testing Services shail identify applicable test scripts and
installation instructions, adapt them to the Project specifics, test the business process, and
compare with the documented expected results. -

The Contractor’s Team and the State, based on their assigned conversion responsibilities, shall
cxecute the applicable test scripts that complete the conversion and compare executlon results
with the documented expected results.

The State is responsible for documenting the technical Speuﬁcauons of all programs that
cxtract and fonnat Data from the legacy systems for use by the convcrsion pr'ocesses

develop and unit test their assigned conversmns

The State and the Contractor’s Teams shall jointly conduct System and Intégration Testing,
verifying and validating the accuracy and completeness of the conversions.

The State and the Contractor’s Teams shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State. Contractor will ensure interfaces to the
system of record (Vision) are fully operational at the time of implementation. Contractor is responsible
for development, configuration and testing of the interfaces. The following Table 5.1 identifies the
interfaces within the scope of this Contract and their relative assignment.
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Table 5.1: In-Scope Interfaces

Deseription:

Compunents if | Responsible Pirty

Interface

Svstem of
Record (Vision)

| Coniractor __ |I s . The system of record (Vision).
= o 1t will call -ADLT as the test
_ requests are. created ~and will
. send! ‘6ne or many : lcst 1ask::
.. orders 10 the ADLT system. ;
i« Once a test has been’ complelcd
i (knowledge or skills), ADLT
: E Lo . ‘should respond with a'web' ™ ]
U service message tolhe systcm E
R o | of record : .
: RS . e Alltest laqk orders recewed
T o e T T from the system of record, jjl
. - scheduled or already 1'1ken_ I
oo e - Should be reachable from the
REEIREE F wo BT system ofrecord !hrougha .

B [T - web interfacé using thetest, -
* roquest. 1D which wasisent aﬁ;;-f'l

_ ‘-;3‘:‘. SIS R | R partof'lhe test task ordcr i {

10 i — |

] T z -]
I8 T r ‘ =

interface Responsibilities

The Contractor’s Team shall provide the State Contractor's Application Data requirements and
examples, of data mappings and interfaces implemented on other Projects. .The Contractor's
Team shall identify the APIs the State should use in the design and development of the interface.
The Contractor’s Team shall lead the State with the mapping of legacy Data to the Contractor’s
Application, '

The Contractor’s Team shall lead the review of functional and technical interface Specifications.
The Contractor’s Team shall assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces.

The Contractor’s Team shall document the functional and technical Specifications for the
interfaces.

The Contractor’s Team shall create the initial Test Plan and related scripts to Unit Test the
interface. The State shall validate and accept.

The Contractor’s Team shall develop and Unit Test the interface.

The Siate and the Contractor’s Team shall jointly venfy and validate the accuracy and
completenes§ of the interface. ?
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WORK PLAN
¢ The State shall document the technical changes needed to legacy systems to accommodate the
interface.
e The State shall develop and test all legacy application changes needed to accommodate the
interface.

¢ The State and the Contractor’s Teams shall jointly construct test scripts and create any data
needed to support testing the interfaces.

¢ The State is responsible for all data extracts and related formatting needed from legacy systems to
support the interfaces,

e The State is responsible for documenting the procedures required to run the interfaces in
production.

¢ The State is responsible for the scheduling of interface operation in production.

6. APPLICATION MODIFICATION

To more fully address the State’s requirements, the Contractor’s Team shall.implement the following
application modifications. The following Table 6.1 identifies the modifications that are within the
" scope of this Contract,

Table 6.1: Modifications — Contractor Developed

Requirement Components, if Enhancement Description

_ applicable

State Branding I’Tn"c'éﬁ?oni(? ;\Eency brandmg mcludmg lhe use of

g e e T e |

7. PRELIMINARY WORK PLAN

Attachment 4: NH DOS AT-RT 2017 Project Work Plan v3.pdf provides the preliminary agreed upon
Work Plan for the Contract.
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LICENSE GRANT

Subject to the payment of applicable license fees set forth in Contract Exhibit B: Price and Payment
Schedule, the Contractor hereby grants to the State a worldwide, perpetual, irrevocable, non-
exclusive, non-transferable, limited license to use the Software and its associated Documentation,
subject to the terms of the Contract. The State may allow its agents and Contractors to access and use
the Software, and in such event, the State shall first obtain written agreement from such agents and
Contractors that each shall abide by the terms and conditions set forth herein.

SOFTWARE AND DOCUMENTATION COPIES

The Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft WORD and PDF
format. The Statc shall have the right to copy the Software and its associated Documentation for its
internal business needs. The State agrees to include copyright and proprietary notices provided to the
State by the Contractor on such copies.

RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of the Contractor’s proprictary
rights;
b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or )
c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

TITLE

Title, right, and-interest (inciuding all ownership and intellectual property rights) in the Software, and
its associated Documentation, shall remain with the Contractor.

VIRUSES

The Contractor shall provide Seoftware that 15 free of viruses, destructive programming, and
mechanisms  designed to disrupt the performance of the Software in accordance with the
Specifications.

As a part of its internal development process, the Contractor will use reasonable efforts to test the
Software for viruses. The Contractor shall also maintain a master copy of the appropriate versions of
the Software, free of viruses. If the State believes a virus may be present in the Software, then upon
its request, the Contractor shall provide a master copy for comparison with and correction of the
State’s copy of the Sofiware.

AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the programs at
the Contractor’s sole expense. The State agrees to cooperate with the Contractor’s audit and provide
reasonable assistance and access to information. The State agrees that the Contractor shall not be
responsible for any of the State’s reasonable costs incurred in cooperating with the audit.
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Notwithstanding the foregoing, the Contractor’s audit rights are subject to applicable State and
federal laws and regulations,

7. SOFTWARE NON-INFRINGEMENT

The Contractor warrants that it has good titie to, or the right to allow the State 1o use all Services,
equipment, and Software (“Material”) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In the event that someone makes a claim against the State that any
Material infringe their intellectual property rights, the Contractor shall defend and indemnify the State
against the claim provided that the State:

a. Promptly notifies the Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;
Gives the Contractor control of the defense and any settlement negotiations; and

c. Gives the Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the State
seeks to assert any immunities or defenses applicable to the State.

If the Contractor believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, the Contractor may choose to cither modify the Material to be non-
infringing or obtain a license to allow for continued use, or if these alternatives are not commercially
reasonable, the Contractor may end the license, and require return of the applicable Material and refund
all fees the State has paid the Contractor under the Contract. The Contractor will not indemnify the
State if the State alters the Material without the Contractor’s consent or uses it outside the scope of use
identified in the Contractor’s user Documentation or if the State uses a version of the Material which
has been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Material which was provided to the State at no additional cost. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, data, or material not furnished by the Contractor. The Contractor
will not indemnify the State to the extent that an infringement claim is based upon the combination of
any Material with any products or services not provided by the Contractor without the Contractor’s
consent.

8. SOFTWARE ESCROW

8.1 The Contractor represents and warrants that the currently existing source code for the Software
licensed to the State under the Contract, as well as the Documentation for such Software, and
developer comments to the source code for the Software (the “Deposit Materials™) have been
deposited in an escrow account maintained at <LOCATION OF THE ESCROW AGENT>
"Escrow Agent™) as required by this Contract. Future Deposit Materials for major version
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releases (e.g., X.y.z) of the Software not otherwise delivered to the State Licensee as source code
shall be deposited in the escrow account (normally within six (6) months after the first
commercial shipment of cach such release). The Contractor shall promptly pay to the Escrow
Agent all escrow fees that become due under the Escrow Agreement to maintain the Software in
eSCrow.

The Contractor agrees that, upon execution of this Contract, the State shall be added to the
Escrow Agreement as a beneficiary. The Escrow Agent shall notify the State that it has been
added as a subscriber within a commercially reasonable time. Thereafter, upon the request of the
State, to be made no more frequently than annually, the Contractor shall provide the State with
written verification that the Software has been deposited with the Escrow Agent.

The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events"):
{(a) The Contractor has made an assignment for the benefit of creditors:
(b The Contractor institutes or becomes subject to a liguidation or bankrupicy
proceeding of any kind,
(c) A receiver or similar officer has been appointed to take charge of all or part of the
Contractor’s asscts;
(d) The Contractor terminates its maintenance and operations support services for the

State for the Software or has ceased supporting and maintaining the Software for the
State whether due to its ceasing to conduct business generally or otherwise, except in
cases where the termination or cessation is a result of the non-payment or other fault
_of the State;

(€) The Contractor defaults under the Contract; or

() The Contractor ceases its on-going business operations or that portion of its business
operations relating 1o the licensing and maintenance of the Software.

8.4 In the cvent that Deposit Materials are released from escrow to the State, the Contractor hereby

grants the State the right to use, copy, modify, display, distribute, and prepare derivative works of
the Deposit Materials, and to authorize others to do the same on behalf of the State (Contractors,
agents, etc.), solely for the purpose of completing the performance of the Contractor’s obligations
under the Contract, including, but not limited to, providing maintenance and support for the
Software and subject to the rights granted in this Contract.

8.5 The Cortractor agrees to pay all costs associated with the escrow covered by this Contract,

except for nominal fees to cover the cost of reproduction and distribution of release of the
Deposit Materials to the State, including all related reasonable administrative expenses.

State of NH Contract 2017-08

Exhibi
Date:

t ) — Software Agreement — Part 3
P

Contractor’s Initials Eg _ Page 45 of 51



STATE OF NEW HAMPSHIRE

~ DEPARTMENT OF SAFETY, DIVISION OF MOTOR VEHICLES
AUTOMATED DRIVER’S LICENSE TESTING SOFTWARE & CDL HAND-HELD DEVICES

CONTRACT DOS 2017-08
PART 3 - EXHIBIT K
WARRANTY AND WARRANTY SERVICES

WARRANTIES

1.1

1.2

1.3

14

1.5

System .
The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions fumished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the Support and Maintenance provisions, the State’s remedy, and the
Contractor’s entire liability, shall be: (a) the correction of program errors that cause breach
of the warranty, or if the Contractor cannot substantially correct such breach in a
commercially reasonable manner, the State may end its program license and recover the fees
paid to the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or (b} the re-performance of the deficient
Services, or {c) if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees paid to the
Contractor for the deficient Services.

Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material”) provided under this Contract, and that such
Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade sccret of
any third party.

Viruses; Destructive Programming

The Contractor warranis that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software components
provided by the Contractor to correct Deficiencies or as an Enhancement, shall operate with
the rest of the System without loss of any functionality.
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Services

The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performancé standards, Specifications, and terms of
the Contract,

Personnel

The Contractor warrants that all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and otherwise authorized to do so
under all applicable laws.

Breach of Data

The Contractor shall be solely liable for costs associated with any breach of State Data
housed at their location(s) including but not limited to notification and any damages
assessed by the courts.

2. WARRANTY PERIOD

The warranty Period shall remain in effect until the conclusion or termination of this

Contract and any extensions, with the exception of the warranty for non-infringement, which shall
survive the termination of this Contract.
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The Contractor shall provide Training Services as outlined in Attachment 3-F, NH ADLT
Software and CDL Hand-Held Devices SOW 12-FEB-2018.pdf.
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DOS RFP 2017-08 Automated Driver’s License Testing Software & CDL Hand-Held Devices
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Attachment 2: IDEMIA ldentity & Secunity USA LLC (formerly Morpho Trust
USA, Inc.) Proposal to Department of Safety, Division of Motor Vehicles RFP
2017-08 Automated Driver's License Testing Software & CDL Hand-Held Devices
dated June 12, 2017 is hereby incorporated by reference as fully set forth herein.
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CERTIFICATES AND ATTACHMENTS

Attached are:

mTmoompe

== xo

Exhibit H Requirements — Attachment 1

Contractor’s Certificate of Good Standing

Contractor’s Certificate of Vote/Authority

Contractor’s Certificate of Insurance

Vendor Proposal-Attachment 2

NH ADLT Software and CDL Hand-Held Devices SOW 12-FEB-2018.pdf -
Attachment 3 .

NH DOS AT-RT 2017 Project Work Plan v3,pdf — Attachment 4
MorphoTrust-name-change.pdf - Attachment 5

NH Additional Languages FQ20180110NH01 Quote Letter.pdf — Attachment 6
NH Additional CDL Languages FQ20180124NH03 {Quote Letter) v3.pdf -
Attachment 7

NH Self Scheduler FQ20180110NH02 Quote Letter.pdf — Attachment 8
MorphoTrust Response to RFP DOS 2017-08 ADLT System - Section Vil
Updated 20180212.pdf
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SECRETARY'S CERTIFICATE
Idemia Identity & Security USA LLC
[, Samuel Gallo, certify that | am Assistant Secretary of Idemia |dentity & Security USA LLC a Delaware
company (“Company”) and that | have been duly appointed and am presently serving in such capacity.
I hereby certify that Edward Casey, President and Chief Executive Officer and Pierre Chaboussant, Chief

Operating Officer are authorized to sign all contracts and agreements that shall bind the Company in
accordance with the Company By-laws.

IN WITNESS WHEREOF, | have signed this document on April 4, 2018.

o oLy BT

Samuel Gallo
Assistant Secretary
Idemia Identity & Security USA LLC




MorphoTrust USA

December 15, 2017

Via: Electronic Mail

Elizabeth Bielecki

Director, Division of Motor Vehicles

New Hampshire Department of Safety, Division of Motor Vehicles -
James H. Hayes Safety Building

23 Hazen Drive

Concord, NH 03305

Re:  Notice Regarding Upcoming Name Change

Dear: Ms. Bielecki

On December 31, 2017, MorphoTrust USA LLC will change its name to Idemia Identity &
Security USA LLC “Idemia”. We intend to update all our contracts with you to reflect this new
name. Please note that there has been no assignment, change to the corporate form, assets, or

capabilities of MorphoTrust USA LLC and Idemia will maintain the same Tax Identification
Number.

To facilitate this change, please provide the undersigned with any documentation requ1red to
update the names on MorphoTrust’s current contracts with you.

If you have any further questions, please contact John Corson at $18-956-0347or
John.Corson@us.IDEMIA.com

Very truly yours,

Samuel Gallo

Associate General Counsel

CC: John Corson

Client Executive

MorphaoTrust USA, LLC T:+1978-215-2400
296 Concord Road, Suite 300 F. +1 978-215-2500
Billerica, MA 01821 USA www.idemia.com




 State of New Hampshire
Department of State

CERTIFICATE

) 'l Wnlllam M Ga:dner Sccrctary of Statc of the Statc of New Hampshire, do hercby ccrufy that IDEMIA IDENTITY &
' SECURJTY USA LLC i isa Dclawa:e le:ted Llﬁbl]lly Company registered to transact business in New Hampshire on August 23,
2007 1 further. ccmfy that a]l fees-and documents required by the Secrclary of State’s office have been received and is in good

standing as far as this office is concerned.

‘Business ID: 583165 -
Certificate Number: 0004071649

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Scal of the State of New Hampshire,
this 2nd day of April A.D. 2018.

Do Kok

William M. Gardner
Secretary of State
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ACORD CERTIFICATE OF LIABILITY INSURANCE . 0. | "7

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this cartificate doas not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER | ockion Companies SoNTACT
444 W. 47th Strees, Suite 900 PRONE | EA% o
Kansas City MO 64112-1906 EMAIL '
(816) 960-5000 ADDRESS
INSURER(S) AFFORDING COVERAGE NAIC#
msurer »: AX A Insurance Company, 33022
INSUREC (e 8 IDENTITY & SECURITY USA LLC iNsurer 8 ; Sentry Insurance a Mutual Company 24988
1430231 596 CONCORD ROAD, THIRD FLOOR wsuren c : Sentry Casualty Company 28460
BILLERICA MA 01821 msurer o ; Insurance Company of the State of PA 19429
INSURER E :
INSURER F ;
COVERAGES CERTIFICATE NUMBER: 14727227 REVIS!ION NUMBER: XXXXXXX

THIS 1$ TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED QR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL[SUBR] JOLICY EFF T FOLICY EXP
(MWDDIYYYY) |

LTR TYPE OF INSURANCE NSO | wvn POLICY NUMBER {MM/DD/YYYY) LIMTS
A | X | COMMERCIAL GENERAL LIABILITY N | N| PCS00214817 12/1/2017 | 1/172018 | EACH OCCURRENCE s 1,000,000
| coamsmane oCCUR ' A e s 100,000
] MED EXP (anyone person) | $ 10,000
] - | PERSONAL 8 ADVINJURY | $ | .000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 1,000,000
POUCY [:l oo D Lot PRODUCTS - COMPIOP AGG | 8 1,000,000
OTHER: ' : $
B | AUTOMOBILE LIABILITY N | N| 90-17190-02 ?AOS) 512017 [ 53172018 | GOMSNED SNGLELMT 15 4 900,000
B ANY AUTO 90-17190-03 {MA) 53172017 573172018 BODILY INJURY (Per person) | § XX XX XXX
[ | e Ly || $Geoue0 BODLLY INJURY (Per sccident) 5 X X XXX XX
X0 o, [X] SRR ' FO ™ [3 X XXX
X_[$1,000 OTC/QOLL DED ) s XXXXXXX
A | X |UMBRELLALIAB | ¥ | ocouR N | N| XS500214917 12/172017 | 12/1/2018 | EACH OCGURRENCE s 3,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 3,000,000
DED } Xlneremous 10,000 $ O XX
C |, 2:':2&9&?"&?3% N 90-17196-0) sninorr | sainos | XIS R
C | ANy PROPRIETOR/PARTNER/EXECUTIVE [y 90-17190-04 (RETRO) 512007 {381/2018 | oy eack accioenT s 1.000.000
OFFICERMEMBER EXCLUDED? NIA
{Mandatory in HH} E.L DISEASE - EA EMPLOYEE] $ 1.000.000
BTN OF OPERATIONS beiow E.L. DISEASE - PovicY UM | 8 1,000,000
D |PROPERTY N N| 7533724 53172017 | 6/12018 PROP ALL RISK COVERAGE

DESCRIPTION OF OPERATIONS f LOCATIONS | VEHICLES [ACORD 101, Additional Remarks Scheduls, may ba attached if more space is required)
THIS CERTIFICATE SUPERSEDES ALL PREVIOUSLY 1SSUED CERTIFICATES FOR THIS HOLDER, APPLICABLE TO THE CARRIERS LISTED AND THE POLICY TERM(S) REFERENCED,

Re: Contract § 2010-026, Automated Driver License Testing System Certificate Holder is inctuded as Additional Insured under the General Liability policy as
their interest muy appear, but only to the extent such status is required under their written contract / agreement with the Named Insured. Subject to terms and
conditions of the policy. The Umbrella Policy is follow form on for the General Liability,

CERTIFICATE HOLDER CANCELLATION

14727227 .

ow : SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
New Hampshire Department of Safety THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Aun: Arthur Garlow, Assistant Director ACCORDANCE WITH THE POLICY PROVISIONS.

33 Hazen Drive

Concord NH

AUTHORIZED REPRESENTAVE ’
1 . U ;;’wgg
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