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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.rih.gov/doit

9iP

Denis Goulet

Commissioner

April 16,2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to amend an existing Sole Source
contract agreement with The Center for Internet Security (CIS) (Vendor #272302) of East
Greenbush, NY, in the fixed firm amount of $28,752.00 increasing the current contract from
$59,926.00 to $85,678.00, and by extending the completion date to June 30, 2022 from the original
completion date of June 30, 2020 for the purpose of continued cyber security monitoring services,
effective July 1, 2020 or upon Governor and Council approval, whichever is first, through June
30, 2022. The original contract was approved by Governor and Executive Council on June 01,
2016, Item #49 and most recently amended with Governor and Exe.cutive Council approval on
June 6, 2018, Item #062.

Source of Funds: 100% Capital Funds:

CAT#-DEPT#-AGENCY#-ACTIVIT#-ACCOUNTING

UNIT #- DEPT NAME- AGENCY NAME -

ACCOUNTING UNIT NAME

CLASS-OBJECT - DESC

Total Amount

SFY 2020

01-03-03-030030-13120000-DoIT Cyber Security Program
Enhancement

034-500099 Capital Project

$28,752.00

EXPLANATION

This is an essential sole source contract amendment because the Multi-State Information

Sharing and Analysis Center (MS-ISAC), part of the Center for Internet Security, is identified by
the U.S. Department of Homeland Security (DHS) as the key resource for cyber threat prevention,
protection, response and recovery for the nation's state, local, tribal and territorial (SLTT)
governments. The Center for Internet Security has been performing well under the current contract
and the State is satisfied with the services.
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The State ofNH has been an active MS-ISAC member for over fourteen years, leveraging
the membership benefits which include: cyber threat advisories, security webcasts, monthly
newsletters, incident response resources, cyber alert level status, forensics capabilities and
collaboration opportunities with other state governments. NH also benefits from an on-site device
that monitors the Stale's Internet traffic identifying potential security events that warrant flirther
analysis and remediation actions. This fee-based monitoring service, provided through an
agreement with Symantec (an industry leader provider of managed security services), extends the
services of the MS-ISAC by providing 24x7 monitoring of the State's core Intrusion Prevention
System (IPS). The MS-ISAC is uniquely qualified to provide these additional monitoring services
in an efficient and cost-effective manner.

This agreement will continue to provide the State with CIS 24/7/365 security device
monitoring that includes vital manual security event analysis and notification. This comprehensive
monitoring is the key to minimizing the potential business impact of increasingly sophisticated
and targeted attacks by reducing the time it takes to detect, assess and respond to security incidents.
This contract amendment is specifically for monitoring the State's core Intrusion Prevention
System (IPS) for two additional years.

Failure to procure these essential services will result in increased exposure and delayed
response to security threats targeted at State government networks.

The Department of Information Technology respectfully requests approval of this request.

Respectfully submitted,

Denis Gouiet

DG/kaf

Contract 2016-1018

RID 49305

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access; 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

April 16,2020

Daniel J. Dister

Chief Information Security Officer
Department of Information Technology
State of New Hampshire
27 Hazen Drive

Concord, NH 03301

Dear Mr. Dister,

This letter represents formal notification that the Department of Information Technology (DolT)
has approved the Information Technology Security Group Division's request to amend an existing sole
source contract agreement with The Center for Internet Security (CIS), East Greenbush, NV, as described
below and referenced as DolT No. 2016-101B.

The purpose of this request is to enter into a sole source contract amendment with CIS to
continue to provide cyber security monitoring services for cyber threat prevention,
protection, response and recovery for the nation's state, local, tribal and territorial
governments.

The funding amount for this amendment is $28,752.00, increasing the price limitation
by $28,752.00 from $56,926.00 to $85,678-00 and extending the contract completion
date from June 30, 2020 to June 30, 2022. The contract shall become effective upon
Governor and Council approval through June 30,2022.

A copy of this letter should accompany the Department of Information Technology's submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DolT #2016-1018

RID# 49305

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OrNEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016rl01

CONTRACT AMENDMENT B

WHEREAS, pursuant to.an Agreenient originally approved'by Gpyernor and Council, 2016-1,0'l .M^
ISAC Multi State Information Sharing & Analysis, on June 0.1. 2016. Item .#49, and antended on.June 06,.2018,
Item #062 (herein after referred to as the 'lAgre'ement'O. The Center .for Internet Security (Vencior #2723Q2):
(hefoinafter referred to as "Vendor') agreed to supply certain.services updn.the terms and coiiditions specitiied
in the Agreement and in consideration of payment by the Depaftment of Information Technology (hereinafter
refeired to as.the "Department), certain sums .as specified therein;

WHEREAS,rpursuant to the Agreement:Section 18: Amendment and the provisions.of the Agreement,
the Agreement may be modifiedbf.amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executi ve Council;

WHEREAS,' the Vendor .and the Department.haveagreedto.amend the Agreemctir in certain respects;

WHEREAS, (he Department wishes ti> procure resource for cyber threat preventioni protection,
response arid recovery for the nation's state, local, tribal, arid territorial goyermnerits;

WHEREAS, The Veiidbr agrees to provide continued cyber security monitoring services;.

WHEREAS, thepepartmeni and the Vendor wish to extend the completion date from June ?0, 2020
to June 30^ 2022;

WHERR^S, the Department arid the Vendor wish to increase the Contract price fey $29,752.00 to,
bring the total contract-price from $56,926.00 to $85,678.0.0:

whereas, the.Department and the Vendor seek to: clarify the Agreement.

•NOW THEREFORE, in consideration of the foregoing, and (he cpvenants,;ajid conditions contained in the
Agreement and set forth herein^ the parlies.agree as follows:

The Agreement is hereby amended as follows:

1. Atriend Section 1.7.of the Agreement (Page 1.) by extending the Completion Date-from Jurie30i 2020.'
to June 30, 2023.

2. Amend Section 1.8 of the Agreetnent.(Page 1) by increasirigbie Price Limitation by $28,752,00 from
$56,926:00 (0.$85,678.00.00,.

3. The Agreement is further amended as described iri Table 1:

Initial all p&ge.^
Vendor Initials:, j/^ Page I of 4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT AMENDMENT B

Table!

•Viv:
y

M.

DELIVERABLE
payment

SCHEDULE

Delete the stateaient:

All charges by Center for Internet Security (CIS) under this Contract,
shall be at a'fi'xed price ih accordance with'the schedules setToiih iii
Table 1 below, .Notwithstanding any other provision of this Contract,
in no event shall the total payment made by the state exceed.
$56,926.66;

:Replace with;
All chargeS by Center for lnterhct Security (CIS) under this Contract,
shall be. at a fixed price in accordance with the schedules set forth in
Table 1 belpwi Notwitlistanding any other provision of this Contract,
ih no event shall the total payment, made by the state exceed.
$85»67.8.00..

2;

FIXED PRICE
payment
SCHEDULE

Delete Table J - Prdduct and Service Prices.

Tabje.l-Product and Sendee prices

Product Qty FV2016

&2017

FY20i8

Stim.

Total

CIS - (Qty L) MSS
Advanced Seourity

Monitoring Service Nerivork
IDS orjRS and (Qty 1) M.SS
Securit)' Monitoring
initiation Service Per Block

or Device

1 S28il74.00 $28,752.00 $56^926:00

Replace Table I -Product and Service Prices

Table 1 - Product and Service Prices

Product. Fiscal Year
Total

Price

Total

Contract

Amount

Initial all pages ^
Vendor Initials:
Date: i^:j
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STATE OF NEW HAMPSHIRE

department of iNFORMATlON TECHNOLOGY
MS-ISAC MtJLTI STATE INFORMATION SHARING & ANALYSIS

2016^101

CONTRACT AMENDMENT B

CIS-(Qty D'MSS
Advanced Security
Monitoring S.efvice
Network IDS or IPS and

J-IMSS Securitj'
Monitoring.Ihitlation
Service Per Block or

Device

2016 & 2017 $28,174.00 $28,174.00

ClS-(Qty 1)MSS
AdvaiKed Security
Monitoring Service
Network ID.S or IPS and.

(Qty 1).MSS Security
Monitoring Initiation
Service Per Block or

Device

2018 & 2019. $28j752.00" $56,926:00

■CIS.-(Qty 1)MSS
Advanced Security
Monitoring Service
Network IDS.or IPS. of

. Behayiorar Analysis
DeVice.per Device

2020 & 2022 $28,752,00 $85,678:00

Table 2 CONTRACT HISTORY: 2016-101 MS-ISAC MLLTI STATE INFORMATION SHARING &
ANALYSIS

JCONTRACT
AND

Umendme '

^NUMBER

AMENDMENT TYPE APJETROVAL
DAT!

END DATE CONTRACT '
AMOl M

20:16-101 Original Contract' Jurie 01,2016 Item.#49 June 30.2018 ,$28;.l 74.00

:2P16-I0I
Amendment A

1" Amendment June 06; 2018 Item ##062 June'30,-202D .■$28,752.00

2016-101
Amendment B

2nd Ainendment TBD. June 30,2^22 ■$28:,75.2.00

CONTKACTTOTAL

Inillal all pages
Vehdpr.lnitials; 7
Datei Ljj
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STATE OF NEW HAMPSHIRE

DEPARTiVIE>IT OF INFORMATioN TEGHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT amendment B

Except as provided .herein, all provisions of ihe Agreement shaif remain in fUH force and effect,, This
modification shall take effect upon (he approval .date from die Govemor-and the .Executive Council.

IN WITNESS WHEREOF, the parties have hereunto, set tlVeir hands as' of the.day and year, first above
written.

hcia er

Se

;AJ Szesnat-Chief F
Genter for Internet

State of New Hampshire

Denls Goulei. Commissioner
Slate of New Hampshire
Department of Information Technology.

Date:' April 16. 2020

The preceding Amendment, haying been reviewed by this office, is approved as to. forni, .substance, and
execution.

Approved by Che Attorney Ceneral

D,,,, 5/5/2020
State of New Hampshire, Department of Justice

1 hereby certify that" (he foregoing amendment was approved by the Goyernor and Executive Council of the
State of New Hampshire at the Meeting ph: (date of meeting)'

Office of the Secretary of State

-By:

Titler

Date:

Initial ail pages . q
Vendor Initials: Pagc 4'of'4
Date;



ar Q Center for
Internet Security*

Center for Internet Security, Inc.

31 Tech Valley Drive

East Greenbush, New York 12061

United States

https://www.cisecurltv.orE/

Federal Tax ID Number: S2-2278213

Quote

Date Sent: 04/10/2020

Expiration Date: 05/10/2020

Billing Period: 8/1/20 - 7/31/22

i 20;008flNVi00008310C

Bill To

Daniel Dister

State of New Hampshire, NH

Bureau of Finance and Administration

Department of Information Technology
27 Hazen Drive

Concord, New Hampshire 3301

Prepared by •

CIS Services Department

Center for Internet Security, Inc.
31 Tech Valley Drive

East Greenbush, NY 12061-4134

S18-266-2088

Qty SKU .Description'
Sales

pHce

If you have any questions concerning this quote, please contact:

Total Price i

24 CIS-2a-01-5239

MSS ADVANCED SECURITY MONITORING

SERVICE NETWORK IDS OR IPS OR BEHAVORIAL

ANALYSIS DEVICE PER DEVICE

$1,198.00 $28,752.00

Sales Tax: $0.00

TOTAL: $28,752.00

CIS Services Department

CIS Servicesg'cisecuritv.ore

518-266-2088



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CENTER FOR INTERNET

SECURITY, INC. is a Maryland Nonprofit Corporation registered to transact business in New Hampshire on June 01, 2017. 1

further certify that all fees and documents required by the Secretary of State's oITice have been received and is in good standing as

far as this office is concerned.

Business ID: 772088

Certificate Number: 0004895586

A*

Urn

o

IN TESTIMONY WHEREOF,

i hereto set my hand and cause to. be affixed

the Seal of the State of New Hampshire,

this 17th day of April A.D. 2020.

William M. Gardner

Secretary of State



CERTIiFICATE OF AUTHORITY

I, Deirdre M. O'Callaghan, Secretary of the Center for Internet Security, Inc., do hereby certify that:

1. ! am the duly elected and acting Secretary of the Center for internet-Security, lnc:,.a Maryland;
corporation.(the "Corporation')-

2. I maintain and have custody .of-and am familiar with the .Seal and minute books of the
Corporation, as well as the Corporation's policies.

3. I am duly authorized to issue ,certificates on behaif of the Corporation.

4. As ofthe date of this Certlfieate, Albert Szesnat is the Chief Financial Officer:of-the. Corporation.

5. Pursuant to a resolution adopted by the. Board' of Directors of the Corporation ata-meeting held
oh the.l-lth day of December 2013„ which meetlng.was held in accordance with Maryland lav^'
and the bylaws of the. Corporation (the-'Signatory'Resolution"),.ahdty the^subsequeht signatory
authority policy dated, January, 14, 201.4, established by the Chief Executive Officer of the
Cprporatibh in accordance With the terms of the Signatory Resolution ("Signatory: Policy"), the
ChiefFihancial Officer Is authorized to enter into.and,;sign all forrrjs of agreerinents on behalf of
the Corporation, Including, without limitation,^agreements and amehdrhents with the State of
New. Hampshire.

6. As of the date o'f .thls.Certlflcate, the Signatory Policy has not been amended or repealed.

I have hereurjto. set my hand as the. Secretary of the Corporation and have.a.ffixed Its corporate, sea I this
I  day of. Ap.ri 1 . 2020.

1 ̂  ^ ^ Vsr.l Deirdre M. Q'Callaghan
=:q I SEAL i S = secretary

/yC4l.y M-l

20,00
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CENTF6C

CERTIFICATE OF LIABILITY INSURANCE

QP ID: LAS

DATE (MM/DD/YYYY)

04/16/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy/ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsementfs).

PRODUCER 518-465-3591
Austin & Co.; Inc.
20 Corporate Woods Blvd.
Albany, NY 12211-2366
Shawn T. Berger

Shawn T. Berger

ra^Exn: 518-465-3591 618-465-3968
l^kss 8berger@au8tin-co.com

INSURERISi AFFOROINO COVERAGE NAIC#

INSURER A: Chubb Group of Insurance Cos. 12777

INSURED Center For Internet Security
Al Szesnat

31 Tech Valley Drive
East Greenbush, NY 12061

INSURER Bi'^^rtford Insurance Group 29424

INSURER c: Atlantic Specialty Ins. Co. 27154

ipjsuRgPQ; Westchester Fire Insurance Co. 10030

INSURER E:

INSURER F :

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED: NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE

ADDL
iNnn

SUBR
wvn POUCYNUMBER

POLICY EFF
IMM/niWYYVJ

POUCY EXP
IMM/nrWYYVl UMITS

A X COMMERCIAL GENERAL UABIUTY

E [ 1 OCCUR 3588-66-87 ECE 01/01/2020 01/01/2021

EACH OCCURRENCE
j  1,000,000

CLAIMS.MAC
DAMAGE TO RENTED
PRPMISCe ICm

j  1,000,000

MED EXP /Anv one oeraon)
j  . 10,000

X Per Location agg
PERSONAL A ADV INJURY

j  1,000,000

GEWL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE
,  2,000,000

POLICY 1 1 |lOC
OTHFR-

PRODUCTS - COMP/OP AGG
,  2,000,000

EmpBen. j  1,000,000

A AUTOMOBILE LIABILITY

7357-37-49 01/01/2020 01/01/2021

COMBINED SINGLE LIMIT J  1,000,000

ANY AUTO

HEOULEO
TOS

BODILY INJURY /Per oeraonl s

>- >-

iii. <o<I

SC
Al BODIl Y IN.IURY IPar ecddeml s

X X s

s

A X UMBRELLA UAB

EXCESS UAS

X OCCUR

CLAIMS-MADE 7987-34-90 01/01/2020 01/01/2021

EACH OCCURRENCE
J  9,000,000

AGGREGATE
j  .9,000,000

DEO X RETENTIONS 10000 *

B WORKERS COMPENSATION
AND EMPLOYERS' UABIUTY ^ n
ANY PROPRIETOR/PARTNER/EXECUTIVE ("S

(1 yaa, deacriba undar
DESCRIPTION OF OPERATIONS below

N/A

01WBCAC0018 01/01/2020 01/01/2021

V PER OTH-
A  .STATIITF FR

E.L. EACH ACCIDENT
J  1,000,000

E.L, DISEASE • EA EMPLOYEE
J  1,000,000

E.L. DISEASE-POLICY LIMIT
s  1,000,000

C

D

E&O/Cyber

Excess E&O

760-01-05-47-0000

G71478087001

01/01/2020

01/01/2020

01/01/2021

01/01/2021

E&O/Cyber

ExcessE&O

10,000,000

10,000,000

DESCRIPTION OF OPERATIONS 1 LOCATIONS / VEHICLES (ACORD 101, Additional Raniarlci Schadula. may ba attachad If mora apaca la raquirad)

Per Policy Terms, .Conditions, and Exclusions. As Evidence of insurance.

RE: Contract#2016-101B/RID409305

CERTtFICATE HOLDER CANCELLATION

state of NH, Department of
Technoiogy
Chief Information Officer

27 Hazen Drive

iConcord. NH 03301

SHOULD ANY OP THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) (£> 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



STATE OF NEW
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

HAMP&

Denis Goulet

Commissioner

May 17, 2018

His Excellency, Governor Christopher T. Sunimu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

Requested Action

Authorize the Department of Information Technology to enter into a sole source contract
amendment with The Center for Internet Security (CIS) .(Vendor #272302) of East Greenbush,
NY, in the fixed firm amount of $28,752.00.00 increasing the current contract fiom $28,174.00
to $56,926.00, and by extending the completion date to June 30, 2020 fi*om the original
completion date of June 30, 2018 for the purpose of continued cyber security monitoring
services, effective July 1, 2018 or upon Governor and Council approval, whichever is first,
through June 30, 2020. The Governor and Executive Council approved the original contract
agreement on Jime 01, 2016, Item #49.

100% Capital Funds: Funds are available in SFY 2019 in the DoIT capital account, and are
anticipated to also be available in SFY 2020 upon.the availability and continued appropriation of
funds, with the authority to adjust encumbrances between fiscal years through the Budget Office
if needed and justified, without approval fi'om Governor and Executive Council.

CAT#-DEPT#-AGENCY#-ACTIVIT#-

ACCOUNTING UNIT #- DEPT NAME-

AGENCY NAME -ACCOUNTING UNIT

NAME

CLASS- OBJECT - DESC

FY2019 FY 2020 Total

Amount

01-03-03-030030-17030000-DoIT Cyber
Security Program Enhancement
034-500099 Capital Project

$14,376.00 $14,376.00 $28,752.00

Explanation

This is a sole source contract amendment because the Multi-State Information Sharing and
Analysis Center (MSJSAC), part of the Center for Internet Security, is identified by the U.S.
Department of Homeland Security (DHS) as the key resource for cyber threat prevention,
protection, response and recovery for the nation's state, local, tribal and territorial governments.
The MS-ISAC 24x7 cybersecurity operations c'enter provides real-time network monitoring

"innovative Technologies Today for New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 3

RespectfullVv submitted,

Denis Goulet

DG/kaf

Contract 2016-101A

RID 35064

"Innovative Technologies Todayfor New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
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across state, local, territorial and tribal govermnents to help safeguard digital assets. Tlieir
monitoring results in a comprehensive awareness of the cyber threat landscape, enhanced
intelligence and situational awareness across government entities, which enables more effective
and timely identification of cyber threats.

The State of NH has been an active MS-ISAC member for over twelve years, leveraging
the membership benefits which include: cyber threat advisories, security webcasts, monthly
newsletters, incident response resources, cyber alert level status, forensics capabilities and
collaboration opportunities with other state governments. NH also benefits from an on-site
device that monitors the State's Internet traffic identifying potential security events that warrant
further analysis and remediation actions. This fee-based monitoring service, provided through an
agreement with Symantec (an industry leader provider of managed security services), extends the
services of the MS-ISAC by providing 24x7 monitoring of the State's core Intrusion Prevention
System (IPS). The MS-ISAC is uniquely qualified to provide these additional monitoring
services in an efficient and cost-effective manner.

The Center for Internet Security (CIS) is a nonprofit organization focused on enhancing
the cyber security readiness and response of public and private sector entities. CIS operates the
Multi-State Information Sharing and Analysis Center (MS-ISAC), which is designated by the
U.S. Department of Homeland Security as the key resource for cyber threat prevention,
protection, response and recovery for the nation's state, local, tribal, and territorial (SLTT)
governments.

Through its state-of-the-art 24/7/365 Cyber Security Operations Center, CIS serves as a
central resource for situational awareness and incident response for SLTT governments, and
offers a number of strategic cyber security services to assist in detecting, protecting, responding
to and recovering from cyber threats.

This agreement will continue to provide the State with CIS 24/7/365 security device
monitoring that includes vital manual security event analysis and notification. This
comprehensive monitoring is the key to minimizing the potential business impact of increasingly
sophisticated and targeted attacks by reducing the time it takes to detect, assess and respond to
security incidents. This contract amendment is specifically for monitoring the State's core
Intrusion Prevention System (IPS) for two additional years.

Failure to procure these services will result in increased exposure and delay^ response to
security threats targeted at State government networks.

The Department of Information Technology respectfully requests approval of this
request.

"Innovative Technologies Todayfor New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964 "

www.nh.gov/doit

Denis Goniet i
Commissioner

May 17,2018

Daniel J. Dister ,

Chief Information Security Officer
Department of Information Technology
State of New Hampshire |
27 Hazen Drive

Concord, NH 03301

Dear Mr. Dister,

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved the Information Technology Security Group Division's request to enter into a sole source
contract amendment with The Center for Internet Security (CIS), East Greenbush, NY, as described
below and referenced as DoIT No. 2016-101A.

The purpose of this request is to enter into a sole source contract amendment with CIS to
continue to provide cyber security monitoring services for cyber threat prevention,
protection, response and recovery for the nation's state, local, tribal and territorial
governments. ^

The funding amount for this amendment is $28,752.00, increasing the current contract
from $28,174.00 to $56,926.00. The contract shall become effective upon Governor and
Council approval through June 30,2020.

A copy of this letter should accompany the Department of Information Technology's submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT#2016-101A

RID# 35064

"Innovative Technologies Todayfor New Hampshire's Tomorrow'



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
2016-101

CONTRACT AMENDMENT A

WHEREAS, pursuant to an Agreement approved by Governor and Council, 2016-101 MS-ISAC
Multi State Information Sharing & Analysis, on June 01, 2016, Item #49, (herein after referred to as the
"Agreement"), The Center for Internet Security (Vendor #272302) (herein^er referred to as "Vendor")
agr^ to supply certain services upon the terms and conditions specified in the Agreement and in
consideration of payment by the Department of Information Technology (hereinafter referred to as the
"Departmenf), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Department wishes to procure resource for cyber threat prevention, protection,
response and recovery for the nation's slate, local, tribal and territorial governments;

WHEREAS, The Vendor agrees to provide continued cyber security monitoring services;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30,2018
to June 30,2020;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $28,752.00 to
bring the total contract price to $56,926.00;

WHEREAS, the Department and the Vendor seek to clarify the Agreement

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in
the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30,
2018 to June 30, 2020.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $28,752.00
from $28,174.00 to $56,926.00.

3. The Agreement is further amended as described in Table 1:

Initial all pages
Vendor Initiak: 1
Date:



Table 1

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULT! STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT AMENDMENT A

Contnid . -■ - v-:. . • ' • _
#201^101 . ; AMENDED TEXT - "■ "x' ■ ■

Exhibit A: : -
Statiment .  'v ' ^ . . . . •
ofWork •  ' • Vf "

Section 6. Delete thefollowing Points of Contact:
Point of Contact State: Leslie William, CISC

State of NH
Department of Information Technology
27 Hazen Drive, Concord, NH 03301
I^slle.williamst2ldoit.nh.cov
603-223-5752

CIS: Mark Perry, Program Executive
Center for Internet Security (CIS)
31 Tech Valley Drive
East Greenbush, NY 12061
Mark.PerTy@cisecurity.org
(518)880-0699

Replace with:
State: Daniel J. Dister, CISO
State of NH
Department of Information Technology

. 27 Hazen Drive, Concord, NH 03301
Email: Daniel.Disterf2ldoit.nh.Bov
Office: (603) 223-5734

CIS: Mark Perry, Program Executive
Center for Internet Security (CIS)
31 Tech Valley Drive
EastGreenbush, NY 12061
Email: Mark.Perry@cisecurity.org
Office: (518) 266-3476

Contract
#201 (nidi AMEIWEDTEXT ■ " . .. ;V

Ejjiibit.B .  . .. • .1' ' •* * •'.* *
S'ectio'n'Nuniber
1. Delete the statement:
DEUVERABLE All charges by Center for Internet Security (CIS) under this Contract
PAYMENT shalJLrbe at a fixed price in accordance wi^ the schedules set forth in
Initial all pages
Vendor Initial
Date:

Page 2 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT AMENDMENT A

SCHEDULE Table 1 below. Notwithstanding any other provision of this
Contract, in no event shall the total payment made by the state
exceed $28,174.00.

Replace with:
All charges by Center for Internet Security (CIS) under this Contract
shall be at a fixed price in accordance with the schedules set forth in
Table . 1 below. Notwithstanding any other provision of this
Contract, in no event shall the total payment made by the state
exceed $56,926.00.

2.

FIXED PRICE

PAYMENT

SCHEDULE

Delete Table I — Product and Service Prices

Table 1 - Product and Service Prices

Product Qty 24 Month

CIS - MSS Advanced Security Monitoring Service
Network IDS or IPS

1 $26,904.00

CIS - MSS Security Moititoring Initiation Service Per
Block or Device

1 $1,270.00

Total $28,174.00

Replace Table 1 - Product and Service Prices

Table 1 - Product and Service Prices

Product Qty FY2016

&2017

FY2018

&2019

Total

CIS "(Qty 1)MSS
Advanced Security
Monitoring Service Network
IDS or IPS and (Qty 1) MSS
Security Monitoring
Initiation Service Per Block

or Device

1 $28,174.00 $28,752.00 $56,926.00

Initial all pages
Vendor

Date:

Page 3 of 5



STATE OF IVEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT AMENDMENT A

Table 2 CONTRACT HISTORY; 2016-101 MS-ISAC MULTI STATE INFORMATION SHARING &

ANALYSIS

-cor^niAal^.
.'ANP>." ̂
-amI^men -
ITN^IBE^^/:"

'.S. '{i'. Afj^OVi^L
ENi),DATE:

§m
«ONtRACT>;
®Mo%r

2016-101 Original Contract June 01,

2016 Item

#49

June 30,2018 $28,174.00

2016-101

Amendment A

1" Amendment TBD June 30,2020 $28,752.00

' co|iTRApr-TOjto ■. > ■  !r;.v ■M-m...IfJr. ' .._>>• • *

i$56,92i?:00

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date h^m the Governor and the Executive Council.

IN WITNESS
written.

, thep

St$y6Spt^o^^f0^nt
CtOtaloT Internet Secu

have hereunto set their hands as of the day and year first above

Date: . y

irate Signature Notarized:

STATE OF ^

COUNTY OF

On this the W-Hn day of Ma ./ 2018, before the'undersigned officer, personally appwed
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged tl^t s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

O'CALUGHANNola.7 Public - State of New Y{
No. 02OC6234430

'  County ,My Comm.ss.on Expires Janua^ 18, M /'

Notary Public/Justice of the Peace Nola^ Public'- Stale of New York
No. 02OC6234430

My Commission Expires:

(SEAL)

Initial all pages
Vendor

DzXcS/iX
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101

CONTRACT AMENDMENT A

State of New Hampshire

(1^!^ Date: ̂
Denis Goulct, Comnussioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date: S-ZZ-IB
State ofNew Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By: :

Title;

Date:

Initial all pages
Vendor Page 5 of 5
Date: si s.



State of New Hampshire

Department of State

CERTIHCATE

I, William M. Gardner, Secreiaiy of State of the State of New Hampshire, do hereby certify that CENTER FOR INTERNET

SECURITY, INC. is a Maryland Nonprofit Corporation registered to transact business in New Hampshire on June 01,2017.1

further certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as

far as this office is concerned.'

Business ID; 772088

CertiHcate Number 0004095187

fib

TD

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the Slate of New Hampshire,

this 10th day of May A.D. 2018.

William M.Gardner

Secretary of State



^^^5- Center for Internet Security*
31 Tech Valley Drive
East Greenbush, NY 12061 USA

518.266.3460

wvvw.clsecurlty.org

5/14/18

To Whom it May Concern:

The Certificate of Vote for the State of New Hampshire dated April 26, 2016 Incorporates all subsequent
amendments and remains In effect as of May 14, 2018.

^est Regards,

4a,

Jelrdre O'Callaghan

Secretary

Center for Internet Security. Inc.

31 Tech Valley Drive

East Greenbush, NY 12061

Delrdre.ocallaghan@cisecurlty.org

(518) 266-3460



CERTIFICATE OF VOTE
(Corporation with Seat)

I. 'De.vr-Jl rc. M. of the
maj (Corporation Representative'(Corporation Representative Nama) (Corporation Representative Title)

"fy X^/'.do hereby certify that:
(Cbrppration Name)

(1) I am the duly elected and acting of the
(Corporation Repfesentative Title)

a  6v\£i corporation (the
"Corporation'): '

(Corporation Name) (State of Incorporation)

(2) I maintain and have custody of and am familiar with the Seal and minute books of the Corporation;

(3) I am duly authorized to issue certificates;

(4) the following are true, accurate and complete copies of the resolutions adopted by the Board
of Directors of the Corporation at a meeting of the said Board of Directors held on the

26 ̂dav of Apri 1 20 which nrreeting was duly held In accordance with

(State of Incorporation)
law and the by-laws of the Corporation:

RESOLVED: That this Corporation enter into a contract with the State of New Hampshire, acting by and
through the Department of Health ar\$J Human Services, providing for the performance by the Corporation
of certain Cy services, and that the President (any Vice
President) (and the Treasurer) (or an/ of them acting singly) be and hereby (is) (are) authorized and
directed for and on behalf of this Corporation to enter Into the said contract with the State and to teke any
and all such actions and to execute, seal, acknowledge and deliver for and on behalf of this Corporation
any and ail documents, agreements and other instruments (and any amendments, revisions or
modifications thereto) as (shey (he) (any of them) may deem n^essary, desirable or appropriate to
accomplish the same;

RESOLVED: That the signature of any officer of this Corporation affixed to any instrument or docunnent
described in or contemplated by these resolutions shall be conclusive evidence of the authority of said
officer to bind this Corporation thereby;

The forgoing resolutions have not been revoked, annulled or amended In any manner whatsoever, and
remain in full force and effect as of the date hereof; and the following person(s) (has) (have) been duly
elected and now occupy the office(s) indicated below

/ft

President Name

Vice President Name

Treasurer Name



IN WITNESS WHEREOF, I have hereunto set my hand as the
(Title) "

of the Corporation and have affixed its corporate seal this day of , 2(/ 6 .

!}^f ^
(Titte) '

(Seal)

STATE OF AJgyJ

COUNTY OF (^r\5S^U-e^

On this the ^r\i^av of . 20 before me, ̂ P h^jJ . undersigned officer,
personally appeared~Lfcio'ir^ M. O^eHj^lU^fv^who acknowledge her/himself to be the

, of . a corporation, and that
•  she/he, as

(Title) (Name of Corporation)

such SgcycrW-y being authorized to do so, executed the foregoing Instrument for the
(Title) '

purposes therein contained, by signing the name of the corporation by her/himself as

IN WITNESS WHEREOF I hereunto set my hand and official seal.

y
ubIic/JusNot e Peace

My Commission expires:

RACHAa SMtoasra
Notary Public, State of Now York

NO.01SM6161257
Qualiriod in Schenectody County j ̂

Commission Expires Feb. 20.20.1 j



CENTF6C OP ID: SMS

y\CORD- CERTIFICATE OF LIABILITY INSURANCE DATE (HMIDIVYyYY)

05/04/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTinCATE DOES NOT AFRRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificato holder Is an ADDITIONAL INSURED, the policyfies) must be endorsed. If SUBROGATION IS WAIVED, eubiect to
the terms and conditions of the policy, certain policies may roquiro an endorsemant A statement on this certificate does not confer rights to the
certificate holder In lieu of such endorsementfs).

PftOOUCER

Austin & Co., Inc.
20 Corporate Woods Blvd.
Albany; NY 12211-2868
Shawn T. Borger ^

Shawn T. Bemer

f«v518-465-3591 T-fig n..: 518-465-3968
Sniwn- sbergeh&ausUn-co.com

nSURERfSI AFFORDING COVERAGE NAICS

iN8URSRA:Chubb Group of insurance Cos. 12777

wsuftco Center For Internet Security
Al Szesnat

31 Tech Valley Drive
East Oreenbush, NY 12061

INSURERB: Hartford Insurance Group 29424

iNsuRERc: Illlnola Nstionsl Insurance Co 23817

INSURERO:

INSURER 6:

INSURER P ;

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED. NOTWITHSTANDINO ANY REQUIREMENT. TERM OR CONOmON OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO VWItCH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO Ail THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. UMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INiR

iJB.
TYPBOFDISURANCE r?M7liv?In POUCY KUMBSR

COMUERCUL GENERAL UABUTY

HCLAIUS4IA0E OCCUR

GENX AGGREGATE UMTT APPUES PER:

POUCYrijg^ r^Loc
other:

S68&-66-87 ECE 01/01/2018 01/01/2019

EACH OCCURRENCE
DWACETU RENTED
PREMISES ocwoM)

MHl EXP (Any ofM pvtcn)

PERSONAL A ADV INJURY

GENERAL AGGREGATE

PRODUCTS • COMP^P AGO

Emp Ben.
COI^EO SINGLE LiUJT'
lEiACCiaefiB

1,000.000

1,000.000

10,000

1,000,000

2.000.000

2,000,000

1.000.000

AUTOMOeU UABUTY 1,000,000

AMY AUTO

AU OWNED
AUTOS

HIRED AUTOS

(18) 7357-87-49 01/01/2018 01/01/2019 BOOLY INJURY (Par paraon)

SCHEDULED
AUTOS
N0N4IWN5}
AUTOS

BOCXLY INJURY (Par aeddanO

FftVeftWbAMXSE
IParaeddaw)

UMBRELLA UAB

excass liab

DED

OCCUR

claimsmaoe

EACH OCCURRENCE 9,000,000

7987-84-90 01/01/2018 01/01/2019 AGGREGATE 9,000,000

RETENTION I 10000
■CTTT
£a_VWRKERS COMPENSATION

AND EMPLOYBRr UABtUTY y
ANYPROPRerOfVRARTNEROECUTTVE ~
OFFCERMEMBER EXCLUDED?
(Mandatory In NH)
II yat, daacrba iiidar
DESCRIPTION OF QPERATIOWS Datow

a 01WECZS9986 01/01/2018 01/01/2019

reR
STATUTE

E.L EACH ACCIDENT 1,000,000
EL DISEASE-EABitPLOYEE 1,000,00(
E.L DISEASE-POLICY UMTT 1,000,000

Profostionai Uab.

E&O/Cyber
8242-0981

081844777

01/01/2018

01/01/2018

01/01/2019

01/01/2019

Pro. Llab
E&O/Cyber

1,000,000
5,000,000

OOCRIPnON OF OPERATIGNS/LOCATIONS/VSHICLeS (ACCRO tSI. AddWonMRamkrlM Sohadwia. may ba Bttaehad II man apaaals raqdrad)

Per Policy Terms, Conditions & Exclusions - As Evidence of Insurance.
Contract - 2016-101 DolT MS-ISAC Monitoring

State of New Hampshire
Dept of Information Technology
AttnrChlef Information Officer
27 Hazen Drive
iConcord. NH 03301

SHOULD ANY OP THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DEUVERO IN
ACCORDANCE WrFH THE POUCY PROVISIONS.

AUtHORBEO REPRESEKTAT1VB

ACORO 25 (2014/01) The ACORO name and logo are registered marks of ACORD



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doil

Deofs Goalet

Commiss/orter

May 18, 2016

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a sole source contract with the
Center for Internet Security (Vendor #272302), East Greenbush, NY in the amount of $28,174.00 for two
years of cyber security monitoring services effective June 1, 2016 or the date of Governor and Council
approval, whichever is later, through June 30,2018.

Funds are available in the following account for SPY 2016. 100% Other (Agency Class 27
Funds: the agency Class 27 u^d by the agencies to reimburse DoIT for this contract is estimated to
be 39J% General and 60.8% Other).

SFY

CATl!tDEIT»-AGE3SCY)l-ACTIVirYl»-ACCTG UNITlK- DEPT NAME-
IGENCY NAME-ACCTG UNIT NAME

[XASS CODE-ACCOUNT GODE-OBJ (ACCOUNT! DESC

JOB# AMOUNT TOTALS

2016 01.03-03-030010.77030000 - DoIT- IT Consuhanu
046-S0046S 03030151 S28.174.00 $28,174.00

Total $28,174.00

EXPLANATION

This is a sole source contract because the Multi-State Information Sharing and Analysis Center
(MS-ISAC), part of the Center for Internet Security, is identified by the U.S. Department of Homeland
Security (DHS) as the key resource for cyber threat prevention, protection, response and recovery for the
nation's state, local, tribal and territorid governments. The MS-ISAC 24x7 cybersecurity operations
center provides real-time network monitoring across state, local, territorial and tribal governments to help
safeguard digital assets. Their monitoring results in a comprehensive awareness of the cyber threat
landscape, enhanced intelligence and situational awareness across government entities, which enables
more effective and timely identification of cyber threats.

The State of NH has been an active MS-ISAC member for over ten years, leveraging the
membership benefits which include: cyber threat advisories, security webcasts, monthly newsletters,

'Innovative Technologies Todayfor New Hampshire's Tomorrow "



Her Excellency, Governor Margaret Wood Hassan
and the (fonorable Executive Council

May 18,20)6
Page 2

incident response resources, cyber alert level status, forensics capabilities and collaboration opportunities
with other state governments. NH also bene^ts from an on-site device that monitors the State's Internet
traffic identifying potential security events that warrant further analysis and remediation actions. This
fee-based monitoring service, provided through an agreement with Symantec (an industry leader provider
of managed security services), extends the services of the MS-ISAC by providing 24x7 monitoring of the
State's core Intrusion Prevention System (IPS). The MS-ISAC is uniquely qualified to provide these
additional monitoring services in an efficient and cost-effective manner.

The Center for Internet Security (CIS) is a nonprofit organization focused on enhancing the
cyber security readiness and response of public and private sector entities. CIS operates the Multi-State
Infonnation Sharing and Analysis Center (MS-ISAC), which is designated by the U.S. Department of
Homeland Security as the key resource for cyber threat prevention, protection, response and recovery for
the nation's state, local, tribal, and ten-itorial (SL7T) governments. '

Through its state-of-the-art 24/7/365 Cyber Security Operations Center, CIS serves as a central
resource for situational awareness and incident response for SLTT governments, and offers a number of
strategic cyber security services to assist in detecting, protecting, responding to and recovering from cyber
threats.

This agreement will provide the State with CIS 24/7/365 security device monitoring that includes
vital manual security event analysis and notification. This compretensive. monitoring is the key to
minimizing the potential business impact of increasingly sophisticated and targeted attacks by reducing
the time it takes to detect, assess and respond to security incidents. This procurement is specifically for
monitoring the State's core Intrusion Prevention System (IPS) for two years.

Failure to procure these services will result in increased exposure and delayed response to
s^urity threats targeted at State govemmeot networks.

The Department of Information Technology respectfully requests approval of this request

Respectfully submitted,

Denis Goulet

DG/mh

Contract 2016-101

RID 18073

Innovative Technologies Todayfor New Hampshire's Tomorrow



FORM NUMBER P07 (veriion S/B/tS)

Mtttia: Thli agri»nient and all of iu attachments shall become public upon lubmltsicn to Governor and
Executive Council for approval, Any information that b private, confidential or proprietaiy must
be dearly identified to be agency and agreed to In writing prior to signing the contract

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree u follows;

GENERAL PROVISIOhiS

_L TOBNTmCATION.
1.1 State Agency Name
Dd>tttment of Information Technology

1.2 State Agency Address
27 Hazen Drive

IJ Contractor Name

Center for Internet Security
1.4 Contractor Address

31 Tech Valley Drive, East Greenbush, NY 12061 -4134

1.5 Contractor Phone

Number

518-266-3476

1.6 Account Number

010^)03•7703-0464>465

1.7 Conviction Date

6G 0/2018

1.8 Price Limitation

$28,174.00

1.9 Contracting Officer for State Agency
Denis Goulet

1.10 State Agency Telephone Number
603-223-5701

w

1.11 Contractor SIgna

fonSCUoLiA

1.12 Name and Title of Contractor Signatory
SVCsre SpA.t->o

(l0\i« »^fore the undenlgoed officer, pereonally qrpeared the person identified In block 1.12, or satisfactorily
proven to be the person whose name is signed in block l.11, and acbiowledged that a/he executed this document In the capacity
indicated In block 1.12.
1.13.1 Signature of

rScall

Public or J of Peace

Notary Peace

EACHAEL SMIOaSKI
Notary Public, State of New York

No. 01SM6161257
- Qualified lo Sclmiautady CountVio
Oommitslon Expires Feb. 20,20i^1.132 Name and ThhJ^.

Age^ Signature1.14

Date:

^15 Name and Title ofState Agency Signatory

<f- cxp
1.16 ApprovaTby foe N.H. Department of AdmlnisUraon, Diviskm of Personnel Qfappiiea\A^

By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) applicable)

On: S'.//7-//V
1.16 Approval by the Governor and Executive Council ()f applicable)

By: On:

Page 1 of4



I EMiaX>YMBNTOFCONTRACTORySERVICESTO
BE PERJFORMED. The State ofNew Hampshire, acting
through the agency identified in block 1.1 ("State"), engages
contractor id^lfied In block 1J ("ContraetoO to perform,
and the Contractor shall perform, the work or of goods, or
both, identified and more particularly described in the attached
BXHIBFT A which Is incorporated heroin by reference
CScrvicei").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision ofthis Agreement to the
contrary, tod subject to (he approval of the Oovemor and
Executive Council of the State of New Hampshire, If
^^licable, this Algreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated In
block 1.18, unless no such approval Is required, in ̂ Ich case
the Agreement shall become eflective on the date the
Agreement b signed by the State Agency as shown in block
1.14 Omcdve Date").
3.2 If the Contractor commences (he Services prior to the
Effeetive Date, all Services performed by the Contractor prior
to the Bfiective Date shall be pofoimed at the sole risk ofthe
Contractor, and faithe event that this Agreement does not
beoome ef^tlve, die State shall have no liability to the
Contractor, Including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified In block 1.7.

4. CONDinONAL NATURE OP AGREEMENT.

NotwifltstarKiing any provision of this Agreement to the
contrary, all obligations ofthe State hereunder, Including,
without ilmhatJon, the contbuaoce of payments hereunder, are
contingent upon t^ availability and c<^nued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder to excess ofsuch available ej^rropriated

In the event of a reduction or termination of

^jprx^ated fimds, dte State shall have the right to widihold
payment until such fimds become available, if ever, and shall
have the right to terminate this Agreement toiinedimely upon
^vtogtoeContractornoticeofsuchtennlnatlon. TheState
ihall not be required to transfbr fimds f^om any other account
to die Account identified in blo^ 1.6 to the event fimds to that
Account ere reduced or unavailable.

5. CONTRACT PRICE/PRICE LXMITATION/

PAYMENT.

3.1 The contract price, method of pqmient, and terms of
paymem are identified and more pardeularly described to
E30IIB1T B which Is incorporated hereto by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to (he Contractor for all
expenses, of whatever nature ineurred by the Contraetor in the
p^onnance hereof, and shall be the only and the complete
con^rensaiion to (he Cootractor for (he Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2

S J The State reserves the right to of&et from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 throu^ RSA 80:7< or any other provision of law.
5.4 Notwithstanding any provision In (his Agreement to the
contrary, and notwithstanding unexpected clreumstinces, to
no event shall the total of all payments authorized, or actwdly
made hereunder, exceed the Mce Limitation set fbrtb to block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conneotlon with the perfonnance ofthe Services, the
Contraetor shall conqrty with all statutes, laws, reguiations,
and orden of fbdeni, state, county or municipal authorities
which impose any obligation or diuty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may tochide toe requirement to utilize ausdllary
aids and strvloes to ensure that persons whh eommunieatto
disabilities, including vision, hearing and speech, can
communicate whh, receive Information from, and convey
toformadon to toe Contractor. In addition, dm Cootractor
shall comply with all applicable ct^yright laws.
6.2 During the term ofthls Agreeing the Contractor shall
not discriminate against employees oran>llcanti for
employment because ofrace, color, rdlglon, creed, age, jex,
handioq), sexual orientation, or national ori^n and take
afilnnaiive action to prevent such discrimination.
6J Ifthis Agreement b funded to aiQr part by monies ofthe
Unltod States, toe Contractor shall comply with all the
provblons of Executive Order No. 11246 ("Equal
Empt^rment Opportunity"), as lupplemented by the
regulations of toe United States Dqmnnmnt of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or toe United States Issue to
Implement these regulations. The Contractor flirtoer agrees to
pemilt the State or United States access to any ofthe
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations orden,
and the covenants, terms and conditions of this Agreement

7. PERSONNEL.

7.1 The Contractor shall at Its own expense provide all
personnel necessary to perform toe S^ces. The Contractor
warrants that all personnel engaged in (he Services shall be
qualified to perform toe Services, and shall be properiy
licensed and otherwise authorized to do so unto all applicable
laws.

7.2 Unless otherwise authorizod to writing, during the term of
this Agreement, and for a period of six (6) months after the
Conq>letlon Date to block 1.7, toe Contractor shall not hire,
and shall not permit any subcWaetor or other penon, firm or
corporation vrito vtoom It b engaged to a combined effort to
peribrm the Services to hire, aiQ' penon who b a State
employee or official, who b mm^Uy involved to the
procurement, adminbtration or performance ofthh
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Agreement This provision shell survive tenninstion of this
Agreement
73 The Contrecting Officer specified in block 1.9, or hb or
her successor, sball be the State's rqatsentatWe. In the event
of say dispute concerning the biterpretstkm of thb Agreement
the Contrecting Officer's decision shell be fiitel for the State.

8. EVENT or DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or otnissioas of the
Contractor shall codsthute an event of defeutt heteunder

("Event ofDeftuIf):
8.1.1 fkihire to perform the Services satUfactority or on
schedule;
8.1.2 failure to submit any report required hereuoder; and/or
8.13 &Uuie to perfonn any other covenant term or condition

.ofthb Agreement
8.2 Upon the occurrenqe of any Event of [>e&u!t the State
may take any one, or more, or ait ofthefi>llowlngadioRs:
8.2.1 give the Contractor a written notice specifying the Event
of Deftult and requiring it to be remedied whhin, In the
absence of a greater or lesser specification of time, thirty (30)
days IVom the date ofthe notice; and If the Event of Deftult Is
not timely remedied, tenninate tftb Agreement, effective two
(2) days after giving the Contractor notice of terrainBtioo;
t22 give the Contractor a written notice specifying the Event
of Oeftuh and su^eoding all payments to be in^ under thb
Agreement and ordering that the portion of dte etatreet price
which would odierwise accrue to the Contractor during the
period from the date ofsuch notice until such dme as the State
determines diat the Contractor has cued the Event of Defbult

shall never be paid to the Contractor;
6.2 J set off aj^inst any other obllgatloDS the State may owe to
the Contractor any damages the State suffers by reason ofany
Event of Defeutt; and/or
8.2.4 treat the Agreement as breached and pursue any of hs
remedies at bw or in equity, or both.

9. DATA/ACCESS/CONFlDENTIALrrY/

PRESERVATION.

9.1 As used hv thb Agreement, the word "data" shall mean all
Infotmatlon and things develop or obtained during the
perlbrmance of, or acquired or developed by reason of, thb
Agreement, Induding, but not limited to, all studies, reports,
files, formulae, sorveys, maps, charts, sound recordings, video
reconiings, pictorial reproductloas, drawings, analyses,
grq^ rqsresentatkms, computer programs, comptiter
printouts, notes, letters, memoranda papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
fee State or purchased fimds provided fot feat purpose
under feb Agreement, shall be fee property of the ̂ te, and
shall be returned to fee State upon demand or tqwn
termination of fe b Agreement for any reason.

Confidentlalify of data shall be governed by N.H. RSA
chapter 91-A or ofeer existing law. Dbelosure of data
requires prior written approval of the State.

Page 3

10. TERMINATION. In the event of an early termination of
thb Agreement for any reason ofeer than the completion ofthe
Services, the Contractor shall deliver to fee Contracting
Officer, not later than fifteen (1S) days after fee date of
termiudion, a report (Tcnnlnation RepofT) describing In
detail all Servtoes perfiffmed, and the coitrect price earned, to
and Including fee date of termination. Tlw form, subject
matter, content, end number of copies of fee Termination
Report shall be identical to those of any Final Report
described In the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the perfonnance of thb Agreerhent fee Contractor b b all
respects an ind^wndent contractor, and b neither an agent
an employee of the State. Neither the ContractOT nor any of its
officers, employees, agents or members shall have authority to
bbd the State or receive any beaefUs, wotken' coOTcosation
or other emolumenb provided by the State to Its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contructor shall not assign, or otbervrlte transfer any
interest in this Agreement wlth^ the prior written notice arKl
consent of the Stata None of fee Services shall be
subcontracted by the Contractor without fee prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, fiom and igainit iqy and all losses suffered by the
State, to officers and employees, and any and all clalma,
liabilities or penaftiei aseetled a^nst fee State, to officera

. and employees, by or on behalf of any person, on account of,
based or resulting from, arblng out of (or which may be
claimed to arisa out oO fee acts or omluions offee
Contractor. Notwiihsfendlng the foregoing, nofelngherehi '
contabed shall be deemed to constitute a waiver of the

sovereign hnmunfty of fee State, whld) immunity is hereby
.  reserved to fee State. Thb covenant b paragraph 13 shall

survive fee termbatkm of thb Apeement

14. INSURANCE.

14.1 The Contractor shall, at to sole expense, obtab and
maintab to force, and ihidl require any subcontractor or
assignee to obtain and matotaio b fijr^ the following
insurance:

14.1.1 comprehensive general tiabOify insurance against all
claims ofbodily l^)ury, death or property damage, b amounts
of not less than $ t ,000,00(^ occurrence and $2,000,000
aggregate: and
14.1 J2 special cause of loss coverage form eoverbgall
property subject to sut^angra^ 9.2 herein, b an amount not
less than 80H of the whole replacement value of the property.
14.2 The policies described b snbpangraph 14.1 herab shall
be on policy forms and endorsemenb approved fbr use Inlhe
State of New Hampshire by fee NJl. D^nutihent of
Insurance, and btued by buuren licensed b the State of New
Hampshire.
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14.3 The Contractor ihall fiimlsh to. the Contracting OfBcer
identified b block 1.9, or hb or her luocessor, e certificcie(i)
of faisunnce for ail insurmoa required under this Agreement.
Contractor thall also fivniib to the Contracting Officer
identified b block 1.9, orbii or her auooesior. ceftifictte(s) of
bsuranee for all renewal(i) of bsuiaace required under thb
Agreement no later than thirty (30) d^i priv to dte expiration
dateofeacfaoftbelnsonncepoliclea. Ttoeertificate(i)of
Inninmce end any reoewaU thereof ihall be attached and are
fncofporated herefa by rtfcrcnce. Each eertificate<i) of
bsuranee ihall contab a clause requiring the insurer to
provide the Contracting OfBcer {defied ta block 1.9. or his
or her successor, DO less than thirty (30) days prior written
notice of cancellfltkm or modiflca^ ofthe policy.

15. WORKERS* CGMPENSATION.

13.1 By dgiting this agreemeni, the Contractor agrees,
certifies and wamnts that the Contractor b b con^liance wHfa
or exempt from, the requirements of N Jl. RSA chapter 281 -A
C'Workirt'Ccmpt/aation").
15.2 To the extent the Conhwctor.b subject to the ■
requirements ofN.H. RSA chapter 2tl-A, Cmitractor shall
maintain, and require any subcontractor or assigitee to secure
and mabtaln, payment of Woiken'Compensation in
eonneetion wib activities which the pcriM proposes to
undertake purauanl to tfab Ayeement Contractor shall
ftimith the Ccnlractbg Officer identified in blodc 1.9, or hU
or her successor, proofof Wodcen* CompeosailoQ b tfte
nutnner described b Nil RSA ehiqiter2BI*A and any
ipplic^le renewai(s) bereo^ which shall be attadwd and are
ioooipoiated hereb Ity refhrenoe. The State shall oot be
re^tcnsible fbr p^rment of any Workers* ConqwnsaHon
pr^umi or for any other clelm or benefit for Contractor, or
any subcontractor or employee ofContractor, which might
Bibe under applicable State of New Hampshira Workers'
Compeiuation bwi ta connectbn with tite performance of the
Services under thb AgrectneoL

16. WAIVER OP BRRACR No fUhtre by the State to
enfbrce any provbioni hereof ifier any Event of Defrsuh shall
be deemed a waiver of hi righb whh regard to that Event of
Deftuh, or any subsequent Event of Default No express
biture to enforce any Event of Debuh shall be deemed a
waiver of the right ofthe State to enfbrce each and all ofthe
provblons hereof upon any ftirther or other Event of Deftull
on the part of the Contractor.

17. NOnCB. Any notioe by a par^ hereto to the other party
shall be deemed to hive bem ddy delivered or given al the
time ofmailing by certified mafl, postage prepaid, ta a United
States Post Office addressed to the parties et the eddresses
given In blodcs 1.2 and 1.4, herein.

1B. AMENDMENT. Thb Agreement may be amended,
waived or discharged only by an tastiument b writing signed
by the parties hereto and only after qrprovil ofludi
amcodinent, waiver or discharge by the Governor end
Executive Council oftiie State ofNew Hampshire unless no

such ̂ >proval b required under the circumstances punuant to
State taw, rale or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

Thb Agreement ihall be construed In aooordaaoe wib the
taws of the State of New Kan^ire, and b btadbguponind
bures to the benefit of the parties aad their retpeotive
luccesson and assigns. Tbe wording used ta thb Agreement
b the wording chosen by the parties to express tbeh mutual
Intent, and no rule of construction shall be applied against or
in fhvor of any party.

20. THIRD PARTIES. The parties hereto do oot intend to
benefit any bird parties end thb Agreement shall not be
construed to confer any such benefit

21. HEADINGS. The headings throughout tbe Agreement
ere fbr reference purposes only, and the words conned
thertb shall b no way be held to exptain, modify, amplify or
lid ta tbe Interpretation, coostruetlon or moaning of the
provbions of this Agreement

22. STECUL PROVISIONS. Additioaal provblons set
forth In the attached EXHIBIT C are incorp^ed herein by
reference.

23. SEVERABIUTY. In the event any of dw provblons of
thb Agreement ere held by a cmat ofcompetent Jurisdiction to
be contrary to any state or fbderal taw, the lemainiog
provbions ofthis Agreement will rem^ in fhll force and
•Rbct.

24. ENTIRE AGREEMENT. Thb Agreement, which may
be executed ta a number of counterparts, cecb of which shall
be deemed an original, constitutes the entire Agreement and
undentanding between tbe parties, and supersedes sil prior
Agreements and uiMierttandlngs relating hereto.
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STATE OF I^EW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULTI STATE INFORMATION SHARING A ANALYSIS
AGREEMENT 2016-101

EXHfBIT A StaCemeat of Work

imRODUCTTON

Tliii Agreement k between Oie New Kempshlre Dqiotment of Inforractkm Technology CDoTT*
or **STATE'0 and the Center for Internet Security CCIS" or "Payee**) having Ha place of business at 31
Tech Valley Drive, East Qreenbush, NY 1206M134.

REC'll'ALS

The STATE wishes to enter into an agreement to procure twenty-four hours a'day, aeven per
week (24/7) Security Operations Center (SOC), and certain fee-based Cyber Security Ser^ces) as defi^
herein) to States, Local Oovemnienta, tribal narions and United States territories ("SLTTS**) and DoIT
desires to procure soch Cyber Security Services, subject to the terms and coodkions set forth hercla

CIS, through its MuHi-State Infonnetion Sharing and Analysis Center (MS-ISAC) has been
recognized by the United States D^ttrtment of Homeland Security as foe governmental ISAC and as a
key Cyber Security resource for all fifty states, local govemmMta, tribal nadoos and Unhed States
territories (SLTTs).

Theinfore, in cooslderBtion of the foregoing recitab and the mutual covenants set forfo below.
New Hampshire and CIS now agree as follows:

1. Agreement Documents

This Agreement b comprised ofChe following documents:

a) State Terms and Cofldhiotti contained In foe Form P-37
b) Exhibit A-Statement of Work
c) Exhibit B - Payment Schedule
^ Exhibit C - Special Provisions
ie) Attachment A-Additional CIS Agreement

2. Order of Precedence

Except as ofoerwbe q>ecified In Exhibit C of this Agreement, in the event of c^flict or
amtdguity among any of tbe text of the Contract Documents, the following Order of Precedence
•haligomn:

a) The State of New Hampshire Terms and Conditions, Form P-37-Contract Agreement Part I.
b) StateofNew Hampshire, Departroentoflnfonnation Technology Agreement 2016-101 which
includes all exhibits outlined above.

3. Agncment Term (End of malntefuiBce term)
The contract shall take effect after foe NH State Governor trul CoanciPi approval. It shall
remain effective for two years from the date of the service d^ktyment The sqvioc deplqymeat

Exhibit A
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING A ANALYSIS

AGREEMENT 2016-101

EXHIBIT A SUtemtat of Work

should itirt within a month after die Governor and Council's approval or ftw date that both
parties afree but no less than two months after Governor and Coundl's approval.

4. Prodicts and Servkca

CIS ̂ 1 provide the State the foUowing device monitoring services (collectively, the
*Device Mooftoring Services") twenty-four hours a dity, seven days per wedc (24^ via
CIS's Security Operations Cente(SOC). The products and services are

a. CIS - MSS Advanced Secority Monitoriag Service Network IDS or IPS - 24 X 7 X 365
watch and warning center that provides rvtwork modtoring, dissemination of cyhec threat
warnings and vutnenbiUty identiflcation and mitigatkm reoomrneodations.

b. GS - MSS Security Monitoring Initiation Servloe Per Block or Device.

5. RcspoBstbOltks

5.1 CIS responsibHities

CIS will provide the follovring as part of the Cyber Security Services ("CSS"), as specified
below:

A. For all Device Monftoring Services, GS will provide the following:

1. 24/7 telephone (1466-7S7-4722) availability for assistance vrith events detected by the CSS.
2. Analytis of li^ from monitored security devlca ft}r attacks and malicious traffic.
3. Ana^ais of security events.
4. Correlation ofsecority data/logs/events wiftiinforx^lon from other iources.
5. NotlficctioD of security events per the Escalation Procedures provided by State.

B. For NeCfk>w/IOS Monitoring and Analysis Services, CIS will provide the follovnng:

I. Batch Queries: CIS will process batch queries cfNetflow data upon State request, with a
limit of 10 queries per mont^ CIS malntahu flow records for a period of six (6) months.

5 J State Responsilrilities

A. State acknovriedges and agrees that CIS's ability to perfr>rm the Device Moniterlng Services
purchased or provided by CIS for the benefit of State b subject to State fUffilllng certain
reqxmsibilities listed below. State acknowledges and agrees that neither GS nor any ftilrd party
prxMder shall have any responsibility whatsoever to perfocm or to cootiaue to perform Device
Monhofing Services in the event State falb to meet ite responsibilities describ^ below.

Exhibit A
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STATE OF NEW HAMPSH0tE
DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULT! STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101

EXHIBIT A Stitc&ieat of Work

B. For purposes of tfais Agreement, State acknowledges end agrees that only those security devices
suppoited ̂  CIS fall whhia the scope of this Agreement State edil ensure the correct ftmctkmiag of
devices exc^ where State selects Managed Security S«Vfoes bi which CIS manages Ore devlce(i).

C. State shall provide logitttc support In the form of rack space, electricity, Inteniet coonectivHy, and
any other infrastructure neoessary to support eomimmicatiotts at State's expense.

D. StateshallprovidetbefbilowingtoCISpriortotbeoommencementofDeviceMooitoring
Services and at any time during die Term of the Agreement if die infonnation changes:

1. Cuneot oetwock diagrams to facilitate aoatysis of aecurity events on die portton(i) of State's
network b^g monitored. Network diagrams will need to be revised whenever there is a
substantial network change;

2. Reasonable assistance to CIS, including, but not iimhed to^ providing all technica] and license
infccmatioo rdated to the Service(s) reasonably requested by CIS, to enable CIS to perform the
Service(i) for die benefit of State;

3. Supply onshe hardware, virtual machines or software thai is neoessary in providing Device
MonHoinng Servicct. State also agrees onsite hardware, vhtual machines and software will
meet qiedfieatioos set ftirdi by CIS and/or its third party providers.

4. Maintenanceofallrequtredhardware, virtual madiines, or software neoessary for the log
collection platfoim located at State's site, and enabling access to such bardwarev virtual laa^bea,
or software as necessary for CIS to provide servlcet;

5. Piiblio and Private IP address ranges including a list of servers being monitored including the
type, operating system and configuration Information;

6. Completed Pie-lnstallatioa Questioonaires (PIQ). The HQ will need to be revised whenever
there is a change that would affect CtS's ability to provide the Cyber Device Moohorittg
Services;

7. A completed Escalation Procedure Form tnchiding the name, e-mail address and 24/7 contact
Informatioa for all designated Points of Contact (POC

8. The name, email address, and landline, mobile, and pager numbera for all shipping,
installatioo and security points of contact

E. During the Term of this Agreement, State shall provide the following with respect to any Device
Monitoring Services:

Exhibit A
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULT! STATE INFORMATION SHARING A ANALYSIS
AGREEMENT 3016-101

EXHIBIT A Stitemtttt of Work

1. Written notification to CIS SOC fSOO@cisecuritv.orgl at least thirty OOl divi in advtaoe of
changes in hardware or network configarstk» affiKring OS's abniQr to provide C^ber Device
Monitoring Servtoes;

2. Written notification to CIS SOC (SQC@cisecuritvx)fgI at least twelve (12) hours in advance
of any scheduled downtime or other network and Qntem administration scheduled tasks diet
would affect ClS's abili^ to provide the service;

3. A revised Escalation Procedure Form must be submitted when there is a change to status for
any PQC.

4. Sole fcapontibility for maintaining cuntnt mafnteoasce and technical support contracts with
State's software and hardware vendors for any device suljcct to Device Monitoring Services that
has not been soj^lied by CIS;

5. Active involvement with CIS SOC to resolve uy tickets requiring State input or action; and

6. Reasonable assistance In remotely installing and troubleshooting devices including hardware
and communicatioot.

6. Point of Contact

State: Leslie Wiiliaf^ aso CS: Mark Peny, Program Executive
State of NH Center for Internet Security, Inc.
Dqttitment of Infbrmation Technology 31 Tech Valley Drive
27 Hasen Drive. Concord, NH 03301 EastOTeenbush,NY 12061-4134
Le$lie.wniiams^oltoh.gov Mark.peny^security.0J8
603-223-5752 (513)88(M)699
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STATE OP NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULT! STATE INFORMATION SHARING & ANALYSIS

AGREEMENT 2016-101

EXHIBIT B - Paymeat Schedule

1. DELIVERABLE PAYMErn* SCHEDULE

All charges by Center for Internet SecuHty (CIS) under this Contract shall be at a fixed price
in accordance with the schedules set fo^ In Table 1 below. Notwithstanding any other
provision of this Contract, In no event shall the total payment made by the state exceed
$28,174.00,

2. FIXED PRICE PAYMENT SCHEDULE

Table 1 - Product and Servtee Priees

Product Oty 24 Month

CIS - MSS Advanced Security Monitoring
Service Networic IDS or IPS

1 $26,904.00

CIS - MSS Security Monitoring Initiation
Service Per Block or Device

1 $U7D.00

Total $28,174.00

3. PAYMENTS ADDRESS

All payments shall be sent to the following address:

Center for Internet Security, Inc.
31 Tech Valley Drive
EastOieenbiish,NY 12061-4134

4. INVOICING

The State shall pay CIS within thirty (30) calendar days of the State's receipt of a correct and
undisputed Invoice.

The invoice will be cent to
Bureau of Finance and Administration

Department of Information Technology
27 Kazan Drive

Concord, NH 03301

Exhibit B
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULT! STATE INFORMATION SHARING A ANALYSIS

AGREEMENT 2016-101

EXHIBIT C ~ SpedftI FrovUlon

1. Insunoce md Bood

Section 14 of the Oeoeral Provitkms Fom P-37 reletlng to insumoce and bond requirements, pert
U.1.1 reads;

Comprehensive general liability Insurance agstbist all claims of bodily ir^uiy, death or
prop^ damage, In amounts of not less than $1,000,000 per occuirenoe and ̂ ,000,000
ag^egate;

is hereby emended to read:

Comprehensive general liability insurance against all claims of bodily injury, death or
prop^ damage, in amounts of not less Oian $250,000 per occuntoce and $1,000,000
aggregate;

2. Data/Accesi/Confidentiality/Preseryation.

Sectbn 9.1 ofthe Oeoeral.Provisions Form P-37 relating to data/access/confidentiaIity^[>reservation
requirements, part 9.1 b hereby amended to add the following sentence to the end of part 9.1:

Nothvthdstanding the foregoing, the definition of "data" shall not include the following:

a. the IP address for any malicious or attacking IP addresss idonUfied in the course of the
performance of this Agreement; and

b. any rq>ort, analysis, email alert or ofoer publication ot disclosure of data in any other form
reforming or containing information relat^ to an incident Identified in the course of the
performance of this Agreement, provided that any su^ reference b sufficiently anonymised to rrot
identify the State or any of its officers or empbywt.
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STATE OF NEW HAMPSHIRE
D^ARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULT! STATE INFORMATION SHARING A ANALYSIS
AGREEMENT 2016-101

Attachment

ADDITIONAL TERMS AND CONDITIONS APPLICABLE TO
DEVICE MONITORING SERVICES

Addittonal Teim and CondltioQi from Third Parlj Provider Applicable to Maaascd Sccarity
Serrlces

A. State adcDowledges and agrees thai as part ofpartofprovldmgMana£iedSecuri^ Services, CIS bu
contracted widt the third party provider, Symantec. State further acknowledges and agrees that to retnm
for receipt of Managed Security Services, it a^ees to the fotlowing terms end eoiKiitkmi as an end Bser of
Symantec services under diis Agreement (**End User^:

1. Information about End Users. When providing to End User through this Agreement, Symantec
may become aware of tofbrmation such as business contact ntmca, business telephone numben, and
business e-mail addresses. End user acknowledges that Symantec U a global wganizatton, and auch
information may be accesalble on a global basis by Symantec affiltatea, by Synumtec partners and
subcontractors.

2. Confidentiality. As an End User of Symantec services, the Entity may receive or obtain
knowledge of Symantec trade secrets and confidential tod proprietiiy information C'Confidefltial
Informatkm*^ which shall include, but not be limited to tofbcmatioo related to the Authorized
Services, software (both ot^ect and source codeX Symantec software or hardware products
CTroduct**), documentation, State iaformation, bustoeas data, techniques, totrilec^ property,
technology, ideaa, documentation, know-how, methodologies stmI proocsses and any materials or
documentatioh related thereto, tochidingBityftoancUl data or pricing. All Confidentia] information
shall remain the sole property of Symantec and the Entity, Hi eo^loyees and agents shall have no
interest in or right to such Confidentia] Infonnation. Entity agrees dtit all Confidential InformitioD
of ̂noantec will beheld to confidence and protected from unauthorized use, access, or disclosure to
the same manner as Entity protects its own CoofUential Information, and with no km than reasonable
care. EntHy will not use aityC^onfidentiallnfonnation for any purpose oCfaerthan in connection with
toe services provided by CIS and/or Symantec under tola Agreement without toe express written
consent of Symantec, and will disclose the Confidential Infbrmition of Symantec only to those
en^>lqyees who have a need to know such Confidential Infonnation, and who are under a duty of
confidentiality no less restrictive than toe Entity*s duty hcreuader. The provisions of this section
shall not app^ to any infcmnatkm or materials: (I) which are in or enter the public domain at toe time
of disclosure to toe Entity; (ii) which was legally in toe possession of, or known by. the Entity prior to
obtaining it to connection with services provided under toil Agreement; (ii!) which are rightfully
disclosed to toe Entity by another person not in vioiatlon of the prc^irietary or otoer ri^ts of
Symantec, or any otoer person or entity; (Iv) vtotch are todependently developed by the Entity, or (v)
is required to be disclosed by law; provided that the Entity shall be required to make reasonable
efforts, consistent with applicable law, to limit the acc^ and nature of such required disclosure. The
terms and conditions of tois section shall survive the expiration and any termination of thb
Agreement
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULT! STATE INFORMAHON SHARING A ANALYSIS

AGREEMENT 2016-101

Attfchment

3. Intellectud Property Rlghtt. Symtatec and ha licensor* end veirdora retain all titie, copyri^it, and
other pr^tfietary rî ts in tbe Authorized Servicca, and any improvementa, eahaocementi,
modlAcatiofia, and derivative woriis Otereof, inohxling without limitation dl patent, copyri^t, trade
secret and trademark ri^ts. EotHy's rights to use the Authorized Services shall be limited to those
expressly granted in die Agreement whh CIS.

4. Warranties. Symantec's sole warranties related to the services provided In connection with dus
Agreement as a third party provider to CIS ere as follows. The services will be performed in a good
and workmanlike manner and in accordance widi generally accepted industry standards. To the
maximum exteot pennhted by applicable law Symantec eoqircssty disclaims all other wamntles,
including any implied warranties of satiifitttory quality, merchantability, frtness for a peiticttlar
purpose, end statutory or other warranties of non-infHngement of Intelledual property rights whh
respect to the activities contemplated in Entity's agreement with CIS. Symantec does not warrant that
d>e services shall meet Entity's requirements or that use ofthe services shall be uninterrupted or error
free.

5. Umhation of Liability. To the maximum extent permitted by iqjplicable law and r^ardless of
whether any remedy set forth herein fails its esseotU purpose, in no event riiaU Symantec or Ha
supfdiers or vendors be liable to CIS, end user (Entity), or any other fohd party, wbefoer in contract,
tort or otherwise for I) costs of procurementofsifoi^te or replaconentgoo^ or services, lost
business profrti or revenue or lost or corrupted data, loss ofproduction, loss of contiBcti, l«s of
goodwill, or anticipated savings or wasted management and staff time; or li) any incideatal, indirect,
special or consequentia! damages, losses, expenses or costs of any kind; even ifadvised of the
possibility and whether arising directly or bdireetly out of the Agreement or use of the authorized
servioes or the performanoe, defective performance, non-performance or delayed performance by
Symantec ofany of hs obligations under or In connectiofl with the Agreement

Exhibit D

Initifll all pnges
Vendor It^als



State of New Hampshire

Department of State

CERTinCATE OF AirrHORITY OF

CENTER FOR INTERNET SECURITY, INC

The undersigned, as Sccrcta^' of Suie of the State of New Hampshire, hereby certifies that an Application of CENTER
FQR INTERNET SECURnY, INC. for a Certificate of Authority to transact business in this State, duly signed pursuant to
the provisions of the New Hampshire Business Corporation Act, has been received in this ofTlcc.

ACCORDINGLY the undersigned, as such Secretary of State, and by virtue of the authority vested in him by law, hereby
Issues this Certificate of Authority to CENTER FOR INTERNET SECURITY, INC. to transact business in this State under
the name of CENTER FOR INTERNET SECURITY. INC, aitd attaches hereto a copy of the Application for such
Certificate.

BusinesslD: 74)320

o

•w

a:

IN TESTIMONY WHEREOF, 1 hereto

set my hand and cause to be afilxed '

the Seal of the State of New Hampshire,
this 31 St day of March. 2016 A.D'.

William M. Gardner

Scaetaiy of Stale

MiOiag Address • Corporation Division, NH Department of Slate. 107 North Main Street, Room 204. Concord, NH 0330 M989

Pbyskal Locatloa - Slate House Annex. 3rdFloor, Room 317, 25 Capitol Street. Concord, NH
Phone: (603)271-32461 Fix:(603)27J-32471 Cmiil: eorporalc@sos.nh.gov | Website: sos.nh.gov



State of New Hampshire

Department of State

Accqjtcd Date:

Business Name:

Principal OiTice Address:

4/1/2016

CENTER FOR INTERNET SECURITY, INC.

31 TECH VALLEY DRIVE, East Greenbosb, NY, 1Z061, USA

RE: Acceptance of Business Formation

This letter is to confirm the acceptance of the following business formation:

Business ID: 741320

Tracking#:

Effective Date:

Payment Transaction #:

3283284

03/31/2016

97252

To maintain your business rtgislralion in good standing, you must maintain a Registered Agent at all times.
You must also file an annual report no later than April 1 st of each year.
To file your annual report please go to htip://www.sos.nh.gov/corporate/annualrepotl/.

It is incumbent upon you to keep this office informed of address or email changes to ensure that
all communications from our office reaches you.

There is no charge for address changes.

Please visit our website for helpful information regarding all your business needs. If you require assistance or should you have
any questions, you may contact the Corporation Division using the inibrmation provided below.
Please reference your Business ID in your communication.

Thank you.

New Hampshire Department of State

Corporation Division

Mailing Address - Cotporetion Division. NH Department of Suttc. 107 North Main Street, Room 204, Concord, NH 03301-4989
Piiysical Location - State House Annex, 3rdFloor, Room 317, 25 Capitol Street. Concord, NH

PfaoBc: (603)271>32461 Fax:(603)271-32471 EraaD: corporate@sos.nh.gDv j Website: sos.nh.gov



CERTIFICATE OF VOTE
(Corporation with Seal)

I. "De-vrJinc of the
(Corporation Representative Namo^ (Corporation Representative Title)

CgK4t> "ty lE-t/. do hereby certify that;
(Corporation Name)

(1) I am the duly elected and acting of the
^  (Corporation Representative Title)

a  M^v-y coiporation (the
"Corporation');

(Corporation Name) (Slateoflncoiporation)

(2) I maintain and have custody of and am familiar with the Seal and minute books of the Corporation; .

(3) I am duly authorized to Issue certificates;

(4) the following are true, accurate and complete copies of the resolutions adopted by the Board
of Directors of the Corporation at a meeting of the said Board of Directors held on the

iO_^ay of Apr/1 20 which meeting was duly held in accordance with

AWy
eof incoi(State of incorporation)

[dkr\Ji law and the by-laws of the Corporation:

RESOLVED: Tltat this Corporation enter Into a contract with the State of New Hampshire, acting by and
through the Department of Health art^uman Services, providing for the performance by the Corporation
of certain Cy services, and that the President (any Vice
President) (and the Treasurer) (or any of them acting singly) be and hereby (Is) (are) authorized and
directed for and on behalf of this Corporation to enter Into the said contract with the State and to take any
and all such actions and to execute, seal, acknowledge and deliver for and on behalf of this Corporation
any and all documents, agreements and other instruments (and any amendments, revisions or
modifications thereto) as (she) (he) (any of them) may d^m necessary, desirable or appropriate to
accomplish the same;

RESOLVED: That the signature of any officer of this Corporation affixed to any instrument or document
described in. or contemplated by these resolutions shall be conclusive evidence of the authority of said
officer to bind this Corporation thereby;

The forgoing resolutions have not been revoked, annulled or annended In any manner whatsoever, and
remain in full fofce and effect as of the date hereof; and the following person(s) (has) (have) been duly
elected and now occupy the office(s) Indicated below

President Name

Vice President Name

Treasurer Name



IN WITNESS WHEREOF, I have hereunto set my hand as the
(Title)

of the Corporation and have affixed Its corporate seal this day of , 20^ 6 .

(Title) '

(Seal)

STATE OF Voi^y-

COUNTYOF

On this the of H*y • 20_^, before me, K^lLthe undersigned officer,
personally aDDeared"Dfaroj.r<. M. O*^l/<tj^-^who acknov^fledge her/hlmsetf to be the

of 3^ ■ a corporation, and that
she/he, as
(Title) (Name of Corporation)

such Su-r^C^Bi^ being authorized, to do so. executed the foregoing instrument for the
(Title) ^

purposes therein contained, by signing the name of the corporation by her/himself as

IN WITNESS WHEREOF I hereunto set my hand and official seal.

ubiic/JustiNo e Peace

My Commission expires:

RACHAEL SMIQELSKI
Notary Public, State of New York

No. 01SM6161257
Quaiined In Schenectady County, ̂
Commission Expires Feb. 20. 20_l 1



CENTF6C OP ID:JI

^CORD- CERTIFICATE OF LIABILITY INSURANCE DATE (MMIDD/YYVY)

05/06/2016

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATe DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CER-nnCATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER|S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is sn ADDITIONAL INSURED, the poilcy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require sn endorsemsnt A statement on this certificate does not confer rights to the
certificate holder In lieu of such endorsementisl.

PROOUCEA

Austin a Co., Inc.
20 Corporate Woods Blvd.
Albany, NY 12211>2366
Shawn T. Berger

NAusf^^ Shawn T. Berqer
[aK p,,..518-465-3591 518-465-3968
A(%RRS: 8borger®au8tin-co.com

INSURERISl AFFORDING COVERAGE NAICI

INSURER A: Chubb Qrbup of bictirBne* Cm. 12777

INSURED Center For Intemet Security
Al Szesnat

31 Tech VaOey Drive
East Greenbush, NY 12081

INSURER B : HanTord Inswrwiea Group 29424

INSURER C:

INSURER D:

INSURER e:

INSURER F:

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POUCIES OF INSURANCE USTEO BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED, notwithstanding ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTinCATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

lit TYPE OP INSURANCE lUCrillv.vi

COMMERCIAL GENERAL UABILnY

ClAMS<MAOE OCCUR

GENt AGGREGATE UMIT APPLIES PER:

POUCYI

OTHER:

LOC

POUCY NUMBER UMIT8

S$U4S47 ECE 01/01/201S 01/01/2017

EACH OCCURRENCE

DAMAGE 10'RENTED
PREMISES 1^ OEeuiT>ne»)

MED EXP (Any fln> pyton)

PERSONAL &AOV INJURY

GENERALAGGREGATE

PRODUCTS • COMPIOP AGO

Emp Bon.
UMIT

IE« tcdtltnll

I.OOO.OOC

1,000,000

10,000

1,000,000

2,000,000

2,000.000

1,000,000

AUTOMOBILE UABIUTY 1,000,000

AMY AUTO

ALL OWNED
AUTOS

HtREO AUTOS

7387-37-19 01/01/2016 01/01/2017 BODILY INAIRY (Per p«r»on)

SCHEDULED
AUTOS
NON<OWNED
ALH^OS

BODILY INJURY {P«f KddPAl)

PROPCRTV DAMAOb
(Per ■eddanll

UMBRELLA LiAB

EXCESS UAB

DED

OCCUR

CLAIMS-MADE

EACH OCCURRENCE 9,O0O,OOQ
7987-34-90 01/01/2018 01/01/2017 AGGREGATE 9,000,000

X RETENTIONS 10000

WORKERS COMPENSATION
AND EMPLOYERS'UABIUTY ym
AMY PROPRIETOR^ARTNER/EXECUTIVE
OFFICERIMEMBER EXCLUDED?
(MmdUorylnNH)
n vM, dexA* unOv
DESCRIPTIOW OP OPERATIONS l>el<iw

□
S?stat

N/A
01WECEU1S41 01/01/2016 01/01/2017

ute
6tH."

iS—
B.L EACH ACCIDENT 1,000,000
E.L DISEASE • EA EMPLOYED S I.OOO.OOC

B.L DISEASE-POLICY UMIT I.OOO.OOC

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACOR0101. AddlDenil Remtrld Sehtdule, mty be aRtelied IT more epeet Is riquirt d)
Per Policy Terms, Conditions & Exclusions, The State of New Hampshire,
Department of Information Technology Is included as an Addltionaf Insured on
the General LiabiliW policy, but only with respect to the ongolna
operations of the Named Insured, if required by written contract

State of New Hampshire
Department of Information
Technology
27 Hazen Drive
iConeord. NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DEUVEREO IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORZED REPRCSENTATIVE

ACORD 25 (2014/01) The ACORD name and logo are registered merks of ACORD


