MAYOE'20 an 9:12 DAS

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 '
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 16, 2020

His Excellency, Governor Christopher T. Sununu
" and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to amend an existing Sole Source
contract agreement with The Center for Internet Security (CIS) (Vendor #272302) of East
Greenbush, NY, in the fixed firm amount of $28,752.00 increasing the current contract from
$59,926.00 to $85,678.00, and by extending the completion date to June 30, 2022 from the original
completion date of June 30, 2020 for the purpose of continued cyber security monitoring services,
effective July 1, 2020 or upon Governor and Council approval, whichever is first, through June

30, 2022. The original contract was approved by Governor and Executive Council on June 01,

2016, Item #49 and most recently amended with Governor and Executive Council approval on
June 6, 2018, Item #062.

Source of Funds: 100% Capital Funds:

CAT#-DEPT#AGENCY#-ACTIVIT#ACCOUNTING Total Amount
UNIT #- DEPT NAME- AGENCY NAME - SFY 2020
ACCOUNTING UNIT NAME
CLASS- OBJECT - DESC .
- 01-03-03-030030- 13120000 DolT Cyber Secunty Program ' $28,752.00
Enhancement .
034-500099 Capital Project

EXPLANATION

This is an essential sole source contract amendment because the Multi-State Information

Sharing and Analysis Center (MS-ISAC), part of the Center for Internet Security, is identified by.

the U.S. Department of Homeland Security (DHS) as the key resource for cyber threat prevention,
protection, response and recovery for the nation’s state, local, tribal and territorial (SLTT)
governments, The Center for Internet Security has been performing well under the.current contract
and the State is satisfied with the services.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

The State of NH has been an active MS-ISAC member for over fourteen years, leveraging
the membership benefits which include: cyber threat advisories, security webcasts, monthly
newsletters, incident response resources, cyber alert level status, forensics capabilities and
collaboration opportunities with other state governments. NH also benefits from an on-site device
. that monitors the State’s Internet traffic identifying potential security events that warrant further
analysis and remediation actions. This fee-based monitoring service, provided through an
agreement with Symantec (an industry leader provider of managed security services), extends the
services of the MS-ISAC by providing 24x7 monitoring of the State’s core Intrusion Prevention
System (IPS). The MS-ISAC is uniquely qualified to provide these additional momtormg services
in an efficient and cost-effective manner.

This agreement will continue to provide the State with CIS 24/7/365 security device
monitoring that includes vital manual security event analysis and notification. This comprehensive
monitoring is the key to minimizing the potential business impact of increasingly sophisticated
" and targeted attacks by reducing the time it takes to detect, assess and respond to security incidents,
This contract amendment is specifically for monitoring the State’s core Intrusion Prevention
System (IPS) for two additional years. '

Failure to procure these essential services will result in increased exposure and delayed
response to security threats targeted at State government networks.

The Department of Information Technology respectfully requests approval of this request.
Respectfully submitted,
Denis Goulet
DG/kaf

Contract 2016-101B
RID 49305

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT QOF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 16, 2020

Daniel J. Dister

Chief Information Security Officer

Department of Information Technology
- State of New Hampshire

27 Hazen Drive

Concord, NH 03301

Dear .Mr. Dister,

This letter represents formal notification that the Department of Information Technology (Dol T)
has approved the Information Technology Security Group Division’s request to amend an existing sole
source contract agreement with The Center for Internet Security (CIS), East Greenbush, NY, as described
below and referenced as Dol T No. 2016-101B.

The purpose of this request is to enter into a sole source contract amendment with CIS to

continue to provide cyber security monitoring services for ‘cyber threat prevention,

protection, response and recovery for the nation’s state, local, tribal and territorial
" governments. ’

The funding amount for this amendment is $28,752.00, increasing-the price limitation

by $28,752.00 from $56,926.00 to $85,678.00 and extending the contract completion

date from June 30, 2020 to June 30, 2022. The contract shall become effective upon

Governor and Council approval through June 30, 2022.

A copy of this letter should accompany the Department of Information Technology’s submission
to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet

DG/kaf
DolT #2016-101B
RID# 49305

"Innovative Technologies Todoy for New Hompshire's Tomorrow™



_ STATE OF NEW HAMPSHIRE
DEPARTMENT.OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
2016-101
CONTRACT AMENDMENT B

WHEREAS, pursuant:to.an Agreement originally approved by Governor and Council, 2016-101, MS-
[SAC Multi State Information Sharing & Analysis, on June 01, 2016, Item #49, and amended on June:086, 2018,
ftem #062 (herein after referred to as thie"Agreement™), The Center for Internet Security (Vendor: #”7"30”)
(heremaﬁer referred to as “Vendor™) agreed to supply certain:seivicés upon.the termg and conditions specified
in the Agreement and in consideration of payment by the Dépattinent of Inforination Techrology (hereinafter
referred 1o as the “Department™), certain sums as- specitied therein; .

WHEREAS, pursuant to the Agreement: Section 18: Amendment and the provisions:of the Agreement,
the Agreemierit may bé modified o amendéd only by 2 writtén instrument executed by'the parties thereto and
approved by thé Governor-and: Executive Counc:tl

WHEREAS, the Vendor.and the Department have:agreed to,amend the Agreement in certain respects;

WHEREAS, the Departient wishes tb procure resource for cyber threat pre\a'ennong profection,
response and tecovery fof the nation’s state, local, tribal and tefritorial governments;

WHEREAS, The Veiidor agrees to provide continued dy-bcr=se"c:ur‘ity monitoring services;.

W HEREAS, the Department and the Vendor wish to'extend the completion date from June 30, 2020
10 June 30, 2022;

WHEREAS, the Depanmcm and the Vendor wish 'to increase the -Confract p:‘ace by $28,752.00 to.
bring the total contract. price from $56,926.00 to $85,678.00;

WHEREAS, the Department gnd the Vendor seek-to:clarify the Agreement.

NOW THEREEORE., in consideration of the- foregomg, and'the covenants and conditigns contained in the
Agreement and:set forth hérein; the paities.dgree-as follows:

The Agreementis hereby amended.as follows:

1. Arhend Section 1.7.of the Agreement (Page 1} by extending the Completion Date-from June 30, 2020:
to June 30, 2022.

e

Amend Section 1.8 of the Agreement.(Page l) by increasing the Price L:mmtlon by $28,752.00 fromn
$56,926:00 to.$85,678.00.00. )

3. The Agreement is further amended as described iri Table 1:

‘Initial a1l -pages
Vender Initials:. ‘42 : Page | of'd
.Date; %f# .&gz.b ’



STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY,
MS-ISAC MULTI STATE INFORMATION-SHARING & ANALYSIS
2016-101
CONTRACT AMENDMENT B

1. Delete the. statevient;

DELIVERABLE All ¢harges by Center fc;r laternet Seeurity (CIS) under this Contract.

PAYMENT shall be at a fixed pricé if-accordance with'the schedules sét forth ini.-

SCHEDULE Tabje | below, Notwithstanding any other provision of this Contract,
in no event shall the total payment made ‘by the state exceed.
$56,926.00

:Replace with:
Allchiarges by Center for Internet Security- (C1S) under this Contract.
shalj be.at a fixed price in accordance with the scliedules set forth in
Table | below: Wotwithstanding any other prowsmn of this Contract,
in no event shall the total payment: made by the state e\ceed

$85,678.00.
2. Delete Table 1 — Product dnd Service Prices.
FIXED PRICE
PAYMENT ‘Table.1 — Productand Service Prices
SCHEDULE Product | Oty | FY2016 | FY2018 | Total
' & 2017 & 2019
CIS - (Qty 1) MSS 1 $28,174.00 | $28,752.00 | $56,926:00

Advanced Security -
Monitoring Service Network
IDS or.IPS and (Qty 1) MSS
Security Monitoring

| Initiztion Service Per Block:
‘| or Device

Replace Table 1+ Product and Service Prices

-Table 1 - Product and Service Prices

| Tatal Total
Product. Fiscal Year : o Contract’
SR : Price
Amount

Initial all pages |
Vendor Initials: iva
Date: _4f 1/ -g,zgz_.o“
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~ STATE QF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS -
2016-101 .
‘CONTRACT AMENDMENT B

CIS - (Qty 17MSS
- Advanced Security
Monitoring Service
Network [DS or IPS and
{Qty 1Y MSS Security
Monitoiing, [nitiation
Service Per Block or
Device:

CIS-(Qty 1) MS8
Advanced Security
Monitoring Service
Network IDS or IPS and
(Qty 1).MSS Security.
Meonitoring lnitiation

' Service Per Block or
Device

- CIS.~ (Qwy 1) MSS
Advanced Security

“Monitoring, Service
‘Network iDS.or IPS of

 Behavioral Analysis

Device.per Device

2016-& 2017 | $28,174.00 | 528,174.00

2018 & 2019 | $28,752.00° | $56,926.00

2020-& 2022 | $28,752.00 | $85,678.00

Table 2 CONTRACT HISTORY: 2016-101 MS-ISAC MULTI STATE INFORMATION SHARING &
ANALYSIS ' .

ROY!

2016901 ontr Jurie 01, 2016 St #49 | June 30, 2018

2076-101 1% Amendment June 06, 2018 Ttem #062 | Junc-30,2020 |.$28,752.00
Amendment A ‘ " ) :
2016-101 | 2nd Ansendment | TBD. June 30,2022 {$28,752.00

‘|.Améndment B

Initial-all pages { : : '
Veéndor Initials; 433- . o " Page Jof4

F)atef %{m



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
2016-101
CONTRACT AMENDMENT B -

Except as provided “herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approvat.date from the Governar-and the Excoutive Council.

IN WITNESS WHEREOF, the parties have: hereunto set their hands. as of the. day and year ﬁrst abové

written.

mf”- Date:_k/{ / gk 20
‘Al Szesnat - ChEQFFW’er-
Center for- Internet Sezurity

State of New Hadmpshire

e M —

Denis.Goulet. Commissioncr
State of New Hampshire
Department of Information Technologv.

Date:_April 16, 2020

The preceding Ameridment, having been revicived by this office, is approved as to. forni, substance ard
ekecutlon

Approved by the Attorney General

(ke Bal Date:. 5/5/2020

State of New. Hampshire, Department of Justice -

I tiereby certify that the foregoing amendment was appioved by the Governor and Execiitive Counc:] of the
State of New Hampshire at the Meeting on: (date of meeting)

" Office of the Secretary of State

Bw:

Tider

Date:

_ Initial all pages.
Vendot Initials: JAQ : _ Pége 4-of4
Date; '_—rp;hq fapn 20 :



C I Center for
- Internet Security*

Center for Internet Security, Inc.

31 Tech Valley Drive

East Greenbush, New York 12061
United States
https://www.cisecurity.org/
Federal Tax ID Number: 52-2278213

Date Sent: 04/10/2020
Expiration Date: 05/10/2020
Billing Period: 8/1/20 - 7/31/22

I N
b

Daniel Dister

State of New Hampshire, NH

Bureau of Finance and Administration
Department of Information Technology
27 Hazen Drive

Concord, New Hampshire 3301

Prepared by < .
CIS Services Department

Center for Internet Securlty, Inc.
31 Tech Valley Drive

East Greenbush, NY 12061-4134
518-266-2088

R B e RN VET ORI

PR, T L e T T o e T

A S T e Sales el T
i ©.r SKU - oL .Description”: ) ©o T Total Price
;: Q'ty oo [ )‘_:" - B p‘ : ' Price\‘u el _9- . }
, MSS ADVANCED SECURITY MONITORING )
24 €15-20-01-5239 SERVICE NETWORK IDS OR IPS OR BEHAVORIAL  $1,198.00 $28,752.00
ANALYSIS DEVICE PER DEVICE
Sales Tax: $0.00
TOTAL: $28,752.00

If you have any questions concerning this quote, please contact:

CIS Services Department
CIS Services@cisecurity.org
518-266-2088




State of New Hampshire
Department of State

CERTIFICATE

I, William M, Gardncr, Sccrctary of State of the State of New Hampshire, do hereby certify that CENTER FOR INTERNET
SECURITY, INC. is a Maryland Nonprofit Corporation registered to transact business in New Hampshire on June 01, 2017.1
further certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing as

far as this office is concerned.

Business 1D: 772088
Certificate Number: 0004895586

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to.be affixed
the Sea]lof the State of New Hampshire,
this 17th day of April A.D. 2020.

Dorlod

William M. Gardner

Secretary of State




CERTIFICATE OF AUTHORITY.

1, Deirdre. M, O’Callaghan, Seretary of the Center for Internet Secirity, Inc,, do hereby certify that:

1. lamthe duly-elected and actmg Secretary of the Center for Internet-Security, Inc:, a Maryland
corporation (the "Corporatlon Y.

2. | maintain and have custody.of and am familiar with the Seal and minute books of the
Corporation, as well-as the Corporation’s policies.

3. lam dulyauthorized to issue certificates oﬁ'behai'_f:pf-‘the Corporation.
4. Asofthe date of this Certificate, Albert Szesnat is the Chief Financial Officer:of the. Corporation.

5. Pursuant to a resolution adopted by the Board of Directors of the Corporation at a-meeting held -
on the 11th day of Decémber 2013, which meeting.was held in-accordance with Maryland law
and the bylaws of the. Corporation (the.’Signatory Resolution”), and by the'subsequent signatory
authority policy dated January, 14, 2014, established by the Chief Executive Officer-of the
Corporatioh in accordance with the terms-of thie Signatory Resoiution (“Signatory. Palicy”}, thé
Chief Financial Officer Is authorized to enterinto-andsign-all forms.of agreements.on behalf of
the Corparation, including, without limitation, agreements and amehdments with the State of
New 'Hampshire. '

6. Asof the date of this Certificate, the Signatory Policy has not beén amended of repealed.

1 have hereunto set'my handas the Secretary ofthe Corporatlon and have. affixed its corporate. seal this

[5k, day of Dr: i ,2020.

. “Q"'"'""," /__,.Mﬂw-—-.._ . . < I . .
\c" ‘\&ernet % ., " ; N
o () \\ . (;c%$:45 -y ,)/,] = T
:‘\‘. \‘.-.!..' PO :'...?.. ‘A_’," / ./'1‘1.- / ) .
ié .-.:5,0*" Ay € st
RSN Vit Deirdre M. O'Callaghan
fai A ;302 Delrdre M. (W tallag
R} SEAL : oz Secretary
""’f‘r‘*\q_lx$
”"'J “2000 ‘“\“\‘
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CERTIFICATE OF LIABILITY INSURANCE

. OPID:LAS
DATE [MMDDYYYY)
04/16/2020

CENTFGC

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE 1S ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT:

If the certificate holdor is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL {NSURED provisions or bo andorsed.
I SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an sndorsement. A statemant on
this cenlﬂcate doos not com'er rights to the certificate holder in lieu of such sndorsementis).

PRODUCER 5§18-465-3591

Austin & Co,; Inc.

CguEACT Shawn T. Berger

518-465-3591 518-465 3968

20 COrporate Woods Blvd. (AIC Ne _1b [AfC Nol:
Albany, NY"12211-2366 (AL 8 erger@austin-co.com
Shawn T. Berger
INSURER(3} AFFORDING COVERAGE NAKG 8
] insurer a : Ghubb Group of Insurance Cos. 12777

INSURED Cegm For Internat Security [ nsurer s . Hartford Insurance Group 29424

51 Tach Valley Drive nsurer c . Atlantic Spechalty Ins. Co. 27154

East Greenbush, NY 12061 wsurer p . IYestchester Fire Insurance Co. 10030

INSURERE:
. INSURER F :

COVERAGES GERTIFICATE NUMBER: REYISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED: NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

ISR TYPE OF INSURANCE ats| e POLICY NUMBER R | R LIMITS
A | X | commerclAL GENERAL LLABILITY EACH OCCURRENCE s 1,000,000
| comsanoe [ ] occur 3588-66-87 ECE 01/01/2020 | 01/01/2021 | BRFAREIGASNIED e |8 1,000,000
| MED EXP [Any cne parson} $ 1 0'000
| X | Per Location agg PERSONAL & ADV INJURY | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
FOLICY |§:] g Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: Emp Ben. s 1,000,000
A | automoanE LmsrITY | GOMBINED SINGLE LT | 1,000,000
ANY AUTO 7357-37-49 01/01/2020 [ 01/01/2021 | gODILY INJYRY (Per person) ' $
™| owNED §CHEDULED : .
|| AUTOS ONLY AUTOS BODILY INJURY {Per sccident) | §
OPERTY DAMAGE
_X_ R@F@s ONLY AB‘P '?)% FLQ _&,’M $
3
A | X |umeretawe | X | occur EAGH OCCURRENCE s 9,000,000
EXCESS LIAS CLAIMS-MADE 7987-34-90 01/01/2029 | 01/01/2021 AGGREGATE s 9,000,000
bep | X | Revenions 10000 ) s
PER OTH-
B | HorKERS SRRSO vin _ X[ St [
ANY PRORAIETOR ARTNERIEXECUTIVE _ 01WBCAC0018 01/04/2020 | 0110172021 | £, eacrn AcciDERT s 1,000,000
ﬁjrnemﬁmmn EXCLUDED? NiA ‘ . 1.000.000
andatory In NH) E.L. DISEASE - EA EMPLOYEE| § (et
If yes, gnu‘ibo under Bl T [s 1'000'000
C |E&OiCyber 760-01-06-47-0000 01/01/2020 011011’20?1 E&O/Cyber 10,000,000
D |Excess E&O (G71478087001 01/04/2020 | 01/01/2021 |ExcessEAQ 10,000,000

RE: Contract # 2016-101B/RID 409305

: DESCN#HON. OF OPERATIONS { LOCATIONS / VEHICLES {(ACORD 101, Additional Remarks Schaedula, may ba attachad if more space is required)
Per Policy Terms, Conditions, and Exclusions. As Evidence of Insurance.

_CERTIFICATE HOLDER

CANCELLATION

State of NH, Department of
Technology

. Chief Information Officer
27 Hazen Drive
IConcord. NH 03301

.| AUTHORIZED REPRESENTATIVE

SHOULD ANY OF THE ABOV.E DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS. .

Y Lunlff Poits—

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are-registered marks of ACORD
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STATE OF NEW HAMPSHIRE® "0'57 DS ®
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH (3301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 17, 2018

His Exceliency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House _

Concord, New Hampshire 03301

Requested Action

Authorize the Department of Information Technology to enter into a sole source contract
amendment with The Center for Internet Security (CIS) .(Vendor #272302) of East Greenbush,
NY, in the fixed firm amount of $28,752.00.00 increasing the current contract from $28,174.00 |
to $56,926.00, and by extending the completion date to June 30, 2020 from the -original
completion date of June 30, 2018 for the purpose of continued cyber security monitoring
services, effective July 1, 2018 or upon Governor and Council approval, whichever is first,
through June 30, 2020. The Governor and Executive Council approved the original contract
agreement on June 01, 2016, Item #49.

100% Capital Funds: Funds are available in SFY 2019 in the DolT capital account, and are
anticipated to also be available in SFY 2020 upon the availability and continued appropriation of
funds, with the authority to adjust encumbrances between fiscal years through the Budget Office
if needed and justified, without approval from Governor and Executive Council.

CATH#-DEPTHAGENCY#-ACTIVITA- FY 2019 FY 2020 Total
ACCOUNTING UNIT # DEPT NAME- : | Amount
AGENCY NAME -ACCOUNTING UNIT

NAME

CLASS- OBJECT - DESC :

01-03-03-030030-17030000-DolT Cyber $14,376.00 $14,376.00 | $28,752.00

Security Program Enhancement
034-500099 Capital Project

Exglamlation

This is a sole source contract amendment because the Multi-State Information Sharing and

. Analysis Center (MS-ISAC), part of the Center for Internet Security, is identified by the U.S.

Department of Homeland Security (DHS) as the key resource for cyber threat prevention,

protection, response and recovery for the nation’s state, local, tribal and territorial govermments.
' The MS-ISAC 24x7 cybersecurity operations center provides real-time network monitoring

"innovative Technologies Today for New Hampshire's Tomorrow”



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 3
Respectfully, submitted,
Denis Goulet

DG/kaf

Contract 2016-101A

RID 35064

"Innovative Technologies Today for New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

across state, local, territorial and tribal governments to help safeguard digital assets. Their
monitoring results in a comprehensive awareness of the cyber threat landscape, enhanced
intelligence and situational awareness across government entities, which enables more effective
and timely identification of cyber threats.

The State of NH has been an active MS-ISAC member for over twelve years, leveraging
the membership benefits which include: cyber threat advisories, security webcasts, monthly
newsletters, incident response resources, cyber alert level status, forensics capabilities and
collaboration opportunities with other state governments. NH also benefits from an on-site
device that monitors the State’s Internet traffic identifying potential security events that warrant
further analysis and remediation actions. This fee-based monitoring service, provided through an
agreement with Symantec (an industry leader provider of managed security services), extends the
services of the MS-ISAC by providing 24x7 monitoring of the State’s core Intrusion Prevention
System (IPS). The MS-ISAC is uniquely qualified to provide these additional monitoring
services in an efficient and cost-effective manner.

The Center for Internet Security (CIS) is a nonprofit organization focused on enhancing
the cyber security readiness and response of public and private sector entities. CIS operates the
Multi-State Information Sharing and Analysis Center (MS-ISAC), which is designated by the
U.S. Department of Homeland Security as the key resource for cyber threat prevention,
protection, response and recovery for the nation’s state, local, tribal, and territorial (SLTT)
governments.

Through its state-of-the-art 24/7/365 Cyber Security Operations Center, CIS serves as a
central resource for situational awareness and incident response for SLTT govemments, and
offers a number of strategic cyber security services to assist in detecting, protecting, responding
10 and recovering from cyber threats.

This agreement will continue to provide the State with CIS 24/7/365 security device
monitoring that includes vital manual security event analysis and notification.  This
comprehensive monitoring is the key to minimizing the potential business impact of increasingly
sophisticated and targeted attacks by reducing the time it takes to detect, assess and respond to
security incidents. This contract amendment is specifically for monitoring the State’s core
Intrusion Prevention System (IPS) for two additional years.

Failure to procure these services will result in increased exposure and delayed response to
security threats targeted at State government networks.
|

The Department of Information Technc;logy respectfully requests approval of this
request.

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964 -
www.nh.gov/doit

Denis Goulet .
Commissioner

May 17,2018

Daniel J. Dister .
Chief Information Security Officer .
Department of Information Technology

State of New Hampshire ' '
27 Hazen Drive

Concord, NH 03301

Dear Mr. Dister,

This letter represents formal notification that the Department of Information Technology (DolIT)
has approved the Information Technology Security Group Division’s request to enter into a sole source
contract amendment with The Center for Internet Security (CIS), East Greenbush, NY, as described
below and referenced as DolIT No. 2016-101A.

The purpose of this request is to enter into a sele source contract amendment with CIS to
continue to provide cyber security momtonng services for cyber threat prevention,
protection, response and recovery for the nation’s state, local, tribal and territorial
governments. [

The funding amount for this amendment is $;28 752.00, increasing the current contract

from $28,174.00 to $56,926.00. The contract shall become effective upon Governor and
Council approval through June 30, 2020.

A copy of this letter should accompany the Department of Information Technology s submission

to the Governor and Executive Council for approval.

Sincerely,

s

Denis Goulet

DG/kaf
DolIT #2016-101A
RID# 35064

“innovative Technologies Today for New Hampshire's Tomorrow”



. STATE OF NEW HAMPSHIRE
DEPARTMEN T OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
: - 2016-101
CONTRACT AMENDMENT A

WHEREAS, pursuant to an Agreement approved by Governor and Council, 2016-101 MS-ISAC
Multi State Information Sharing & Analysis, on June 01, 2016, Item #49, (herein after referred to as the
“Agreement”), The Center for Internet Security (Vendor #272302) (hereinafter referred to as “Vendor”)
agreed to supply certain services upon the terms and conditions specxﬁed in the Agreement and in
consideration of payment by the Department of Information Technology (hereinafter referred to as the
“Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor and Executive Couqci];

. "WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Department wishes to procure resource for cyber threat prevention, protection,
response and recovery for the nation’s state, local, tribal and territorial governments;

WHEREAS, The Vendor agrees to provide continued cyber security monitoring services;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2018
to June 30, 2020;

WHEREAS, the Department and the Vendor wish to increase thc Contract price by $28,752.00 fo
bring the total contract price to $56,926.00; .

WHEREAS, the Department and the Vendor seek to clarify the Agfeement.

'

NOW THEREFORE, in consideration of the foregoaing, and the covenants and condmons contained in
the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the )\greement (Page 1) by extending the Completion Date from June 30,
2018 to June 30, 2020,

2. Amend Section 1.8 of tl{e Agreement (Page 1) by increasing the Price Limitation by $28,752.00
from $28,174.00 to $56,926.00.

3. The Agreement is further amended as described in Table 1:

Initial all page . ) . ] _‘
Vendor Injtia Page | of 5
Date: 5S4+



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

Vendor Injtials:
Date:

2016-101
CONTRACT AMENDMENT A
Table 1
#2016101. ‘| AMENDED TEXT Al
ExhiBitA: - 7|5 -
‘| Statement- .70 T
of Work ~ .- o v,
Section 6. | Delete the following Points of Contact:
Point of Contact State: Leslie William, CISO
‘ State of NH
Department of Information Technology
27 Hazen Drive, Concord, NH 03301
Leslie.williams@doit.nh.gov
603-223-5752
CIS: Mark Perry, Program Executive
Center for Internet Security (CIS)
31 Tech Valley Drive .
East Greenbush, NY 12061
Mark.Perry@cisecurity.org
- {518) 880-0599
Replace with:
State: Daniel J. Dister, CISO
State of NH |
Department of Information Technology
. 27 Hazen Drive, Concord, NH 0330!
Email: Dapiel.Dister@doit.oh.gov
Office: (603) 223-5734
CIS: Mark Perry, Program Executive
Center for Internet Security (CIS)
31 Tech Valley Drive
East Greenbush, NY 12061 .
Email: Mark.Perry@gcisecurity.org
Office: (518) 266-3476
#2016-101. - . ' AMENDED.TEXT " - - LA
oL ., P ‘ “t, - L
ExhipitB. -0 el
Section Number - - - = " - v, -l
1. . Delete the statement: _
DELIVERABLE Ali charges by Center for Internet Security (CIS) under this Contract
PAYMENT s%be at a fixed price in accordance with the schedules set forth in
Initial all pages

Page2of 5



STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

2016-101
CONTRACT AMENDMENT A
SCHEDULE Table 1 below. Notwithstanding any other provision of this
Contract, in no event shall the total payment made by the state
exceed $28,174.00,
Replace with:
All charges by Center for Internet Security (CIS) under this Contract
shall be at a fixed price in accordance with the schedules set forth in
Table .1 below. Notwithstanding any other provision of this
Contract, in no event shall the fotal payment made by the state
exceed $56,926.00.
2. Delete Table 1 — Product and Service Prices
FIXED PRICE
PAYMENT Table 1 — Product and Service Prices
| SCHEDULE Product Qty [24 Month
CIS - MSS Advanced Security Monitoring Service | 1 526,%04.00
Network IDS or IPS -
CIS - MSS Security Monitoring Initiation Service Per | 1 $1,270.00
Block or Device
Total $28,174.00
Replace Table 1 — Product and Service Prices
Table 1 — Product and Service Prices )
Product Qty | FY 2016 FY 2018 Total
& 2017 & 2019 .
CIS - (Qty 1) MSS 1 $28,174.00 | $28,752.00 | $56,926.00
Advanced Security
Monitoring Service Network
IDS or IPS and (Qty 1) MSS
Security Monitoring
Initiation Service Per Block
or Device '
] _
Initiai all pag )
Veridor Initials: < o Page 3 of §

Date:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
2016-101
CONTRACT AMENDMENT A

Table 2 CONTRACT HISTORY: 2016-101 MS-ISAC MULTI STATE INFORMATION SHARING &
ANALYSIS

“CONTH AMENDMEN 3 | G&C - %% | ENDDATE" - HCONTRACT )
‘ANDZ' T el A TR [ABPROVAL| TR KL HMOUNT -
1 i*" T R S T e S
-2016-101 Original Cortract June 01, June 30, 2018 $28,174.00
. 2016 Item
#49 )
2016-101 1* Amendment TBD June 30, 2020 $28,752.00
Amendment A . .
g BT | S . |B693600
5}; % Bl AR ) j? ' :__éi o Maew B

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Govemor and the Executive Council.

€5 have hereunto set their hands as of the day and year first above

pra : Date:

Cepter r Internet Sec
DGrforate Signature Notarized:
sTaATEOF__New Yor 1€
coUNTY OF_Lonsse lpe—

On this the 1Y & day of __Mu ., 2018, before the'undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

L.l O
Notary Public/Justice of the Peace Notary Public - Stac!iﬁ{‘_#f\w%l:rkAN

No. 020C6234430
Quzlified in \Warren County

My Commission Explres January 18, 20 / i

. My Commmission Expires:

(SEAL)

S

Initial all pages
Vendor Lnitigls:
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. STATE OF NEW HAMPSHIRE .
"DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS

. ) 2016-101 .
CONTRACT AMENDMENT A-

State of New Hampshire

p -
(b | e S /1 7/2008

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. :

Approved by the Attorney General

46(/ 7z — ' e S-22-18

w Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: {(date of meeting)

Office of the Secretary of State

By:
Title:
Date:
ﬂ/) .
Initial all pages /2 _ _ .
Vendor Lniti : ' Page 5 of 5

Date:



State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CENTER FOR INTERNET
SECURITY, INC. is a Maryland Nenprofit Corporation registered to transact business in New Hampshire on June 01, 2017, 1
further certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing as

far as this office is concerned.

Business ID: 772088
Certificate Number: 0004095187

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 10th day of May A.D. 2018.

Db Lo

William M. Gardner
Secretary of State




31 Tech Valley Drive 518.266.3460
East Greenbush, NY 12061 USA  www.cisecurity.org

' GI\S_ Center for Internet Security*

5/14/18
To Whom it May Concem:

The Certificate of Vote for the State of New Hampshire dated April 26, 2016 incorporates all subsequent
amendments and remains in effect as of May 14, 2018. ’

Best Regards,
o]

N D

girdre O'Callaghan
Secratary
Center for Internet Security, Inc.
31 Tech Valley Drive
East Greenbush, NY 12061
Deirdre.ocallaghan@cisecurity.org
(518) 266-3460




CERTIFICATE OF VOTE

(Corporation with Seal)

1, Deirdre. M. OGllaghu— . Seryeleiy of the

{Corporation Reprasentative Namsl (Corporation Representative Title)

CCrd'e( "Fof‘ .:D\"{trmw..do hereby cartify that:

{Corporation Narme)

(1) | am the duly elected and acting Se_cr\:'h.--./ of the
(Corporalion Replesentative Title)

Cende "Cpr :_Ef\"k-'m{' w Haf-y &v-\z,l corporation  (the

*Corporation”);
(Corporation Name) (State of Incorporalion)

(2) | maintain and have custody of and am familiar with the Seal and minute bocks of the Corporation;
(3} 1 am duly authorized to issue certificates;

(4) the following are true, accurate and complete copieé of the resolutions adopted by the Board
of Directars of the Corporation at.a meeting of the said Board of Directors held on the

26 Mday of ﬂgg'l , 2010 which meeting was duly held in accordance with
My land faw and the byJaws of the Corporation:

(State of Incbrporation)

RESOLVED: That this Corporation enter into a contract with the State of New Hampshire, acting by and
through the Department of Health and Human Services, providing for the performance by the Corporation
of certain Q‘Mrﬂ'\l services, and that the President (any Vice
President) (and the Treasurer) (or any of them acting singly) be and hereby (is) (are} authorized and
directed for and on behalf of this Corporation to enter into the said contract with the State and to take any
and all such actions and to execute, seal, acknowledge and deliver for and on behalf of this Corporation
any and all documents, agreements and olher instruments (and any amendments, révisions or
modifications thereto) as (she) (he) (any of them) may deem necessary, deswable or appropnate to
accomplish the same;

RESOLVED: That the signature of any officer of this Corporation affixed to any instrument or document
described in or contemplated by these resolutions shall be conclusive evidence of the authority of said
officer to bind this Corporation thereby;

The forgoing resolutions -have not been revoked, annulled or amended in any manner whatsoever, and

remain in full force and effect as of the date hereof; and the following person(s} (has) {have) been duly
elected and now occupy the office(s) indicated below .

SHeven SPAAO President Name

N IA Vice President Name

Q_Q.LX—- AV“H'\IA-‘ Treasurer Name




IN WITNESS WHEREOF, | have hereunto set my hand as the Sccreimy

(Title)
of the Corporation and have affixed its corporate seal this Zr\o‘ day of 122 ¥ , 20& .

{Title)

-

(Seal)
STATEOF __ MNeyu Yol

COUNTYOF Renszelae—

On this the EnyAday of oy , 20 14, before me, ﬁ‘-_mw‘he undersigned officer,

personally appeared ( Y »who acknowledge her/himsetf to be the
Seerrteny , of Cerdefir :Drhnm'_&g_, a corporation, and that
shethe, as ! '
(Title) (Name of Corporation)
such Stl_rcb,-}; belng authorized to do so, executed the foregoing instrument for the
(Title) '

purposes thereln contained, by-signing the name of the corporation by her/himself as

“Deirdre H-O.Q&a‘ih.

IN WITNESS WHEREQF | hereunto set my hand and official seal.

My Commission expires: Mﬁ_

RACHAEL SMIGELSK!
Notary Public, State of New York
No. 015M6161257
Qualified In Schenectady County
Commission Expires Feb. 20, 20, Ol




- | CENTF&C OP ID: SMS
ACORD CERTIFICATE OF LIABILITY INSURANCE | N sI04z018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificato holdor is an ADDITIONAL INSURED, the policy(los) must be endorsod. (f SUBROGATION IS WAIVED, subject to
the torms and conditions of the pollcy, certain policles may roquiro an ondorsoment A statoment on this cerlificate does not confer rights to the
cortificats holder in liou of such éndorsomentis).

PROCUCER HaE: ' Shawn T. Berger
. | NAME; rge
25 Corporets Woods BIvd. Piowe " 518-465-3601 12X oy 518465-3968
‘surl:::wnny'TmB;u?\zm Aooncss: Sberger@@austin<o.com
- Borge J f INSURER{S) AFFORDING COVERAGE NAK #
msursn A : Chubb Group of insurance Cos. 12777
WEURED Cantar For Internet Security msurer & : Hartford Insurance Group 20424
3 Toah Valley Drive weunzrc : linols National insurance Co 23817
East Greenbush, NY 12061 WOURERD :
INSURER E :
_ INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

1.1!; ; TYPE OF INSURANCE w POLICY NUMBER @m% LERITS
A | X | COMMERGIAL GENERAL LIABILITY ’ EACH OCCURRENCE s 1,000,000
| camsance [X] occun 3688-86-87 ECE 01/01/2018 | 01/01/2019 | SRR IO o |8 1,000,000
. MED EXP (Any orwparson) | 8 10,0008
: PERSONAL & ADVINJURY | § 1,000,000,
GENL AGGREGATE LINIT APPLIES PER; ' GENERALAGGREGATE |8 2,000,000¢
POUCY D i3 IZ] Loc ) . PRODUCTS - COMPIOP AGG | § 2,000,00
OTHER: Emp Ben. 3 1,000,000
AUTOMOBILE UABLITY EDSINGLELIMIT | ¢ 1,000,000
A [ Javaro (18) 7357-3749 04/01/2018 | 04X01/2048 | DODILY INJURY (Per parsory | 5
; AL UHED %cw”%ui . BODILY INJURY (Per accidert) :
|~ | HRED AUTOS AUTOS | (Pef accident)
s
+] X |umareriaas | X | occur EACH OCCURRENCE $ 9,000,000
A [ |excassime | coams e 7987-34-80 01/01/2018 | 04/01/2019 | acgrecaTe s 9,000,000
pep | X | rerenmions 10000 ) 3
AND EXPLOYERS LIKBATTY 1 {sanrel [&8™ .
B |ANY PROPRIETOR/PARTNER/EXECUTIVE h 01WECZS9986 01/01/2018 | 017012019 | 5.1 EACH ACCIDENT 5 1,000,000
OFFICERMEMBER EXCLUDED? NIA
{(Mandstory In NH) ) EL DISEASE - EA EMPLOYEE] $ 1,000,000
B AON OF GPERATIONS baiow i E.L DISEASE - POUICY LIMTT | § 1,000,000
A Profossional Liab. 242-0931 01/01/2018 | 01/01/2019 |Pro. Llab . 1,000,000
C FGOICyhcr Fﬂs&ﬂ'ﬂ' 01/01/2018 | 01/01/2018 |E&Q/Cyber 5,000,000

DESCRIPTION OF OPERATIONS | LOCATIONS / VEHICLES (ACORD 101, Additions! Remirks Scheduin, may be attached If more spacs Is requined)
Per Policy Terms, Conditions & Exclusions - As Evidence of Insurance.

RE: Contract - 2016-101 DolT MS{SAC Monitoring

CERTIFICATE HOLDER : ' __CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

State of New Hampshire

Dept of Information Technology

Attn:Chief Information Officer “"‘”“““’,m‘““

27 Hazen Drive WM—

(IConcord, NH 03301

® 1988-2014 ACORD CORPORATION. All rights resorved.

ACORD 25 (2014/01) The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

‘www.nh.gov/doit

Denis Goulet
Commissioner

May 18, 2016

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a sole source contract with the
Center for Internet Security (Vendor #272302), East Greenbush, NY in the amount of $28,174.00 for two
years of cyber security monitoring services effective June 1, 2016 or the date of Governor and Council
approval, whichever is later, through June 30, 2018.

Funds are available in the following account for SFY 2016, 100% Other (Agency Class 27
Funds: the agency Class 27 used by the agencies to reimburse DoIT for this contract is estimated to
be 39.2% General and 60.8% Other).

CAT#-DEPTH-AGENCY&-ACTIVITY®-ACCTG UNTTA DEPT NAME-
SFY A GENCY NAME-ACCTG UNIT NAME JOB # AMOUNT TOTALS
CLASS CODE-ACCOUNT CODE —OBJ {ACCOUNT) DESC
2016 | 01-03-03-030010-77030000 - DoIT- IT Consuftants

046-500463 7 030301514 $23,174.00 $28,174.00

Total $28,174.00

EXPLANATION

This is a sole source contract because the Multi-State Informetion Sharing and Analysis Center
(MS-ISAC), part of the Center for Internet Security, is identified by the U.S. Department of Homeland
Security (DHS) as the key resource for cyber threat prevention, protection, response and recovery for the
nation’s state, local, tribal and territorial governments. The MS-ISAC 24x7 cybersecurity operations
center provides rezl-time network monitoring across state, local, territorial and tribal governments to help
safeguard digital assets. Their monitoring results in a comprehensive awareness of the cyber threat
landscape, enhanced intelligence and situational awareness across govcmmcnt entities, which enables
more effective and timely identification of cyber threats.

The State of NH has been an active MS-ISAC member for over ten years, leveraging the
membership benefits which include: cyber threat advisories, security webcasts, monthly newsletters,

“Innovative Technologies Today for New Hampshire's Tomorrow™



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Executive Council

May 18, 2016

Page 2

incident response resources, cyber alert level status, forensics capabilities and collaboration opportunities
with other state governments. NH also benefits from an on-site device that monitors the State’s Internet
traffic identifying potential security events that warrant further analysis and remediation actions, This

" fee-based monitoring service, provided through an agreement with Symantec (an industry leader provider
of managed security services), extends the services of the MS-ISAC by providing 24x7 monitoring of the
State’s core Intrusion Prevention System (IPS). The MS-ISAC is uniquely qualified to provide these
additional monitoring services in an efficient and cost-effective manner.

The Center for Internet Security (CIS) is a nonprofit organization focused on enhancing the
* cyber security readiness and response of public and private sector entities. CIS operates the Multi-State
Information Sharing and Analysis Center (MS-ISAC), which is. dﬁignatcd by the U.S. Department of
Homeland Security as the key resource for cyber threat prevention, protection, response and recovery for
the nation’s state, local, tribal, and territorial (SLTT) governments.

Through its state-of-the-art 24/7/365 Cyber Security Operations Center, CIS serves as a central
resource for situational awareness and incident response for SLTT governments, and offers a number of
strategic cyber security services to assist in detecting, protecting, responding to and recovering from cyber
threats,

This agreement will provide the State with CIS 24/7/365 security device monitoring that includes
vital manual security event analysis and notification. This comprehensive monitoring is the key to
minimizing the potential business impact of increasingly sophisticated and targeted attacks by reducing
the time it takes to detect, assess and respond to security incidents. This procurement is specifically for
monitoring the State’s core Intrusion Prevention System (IPS) for two years.

Failure to procure these services will result in increased exposure and delayed response to
security threats targeted at State government networks.

The Department of Information Technology respectfully requests approval of this request.
Respectfully submitted,
('L r i
W -
Denis Goulet

DG/mh
Contract 2016-101]
RID 18073

Innovative Technologies Today for New Hampshire's Tomorrow



FORM NUMBER P-37 (version /8/15)

Notice: This agreement and all of its atischments shall become public upon submission to Governor tnd
Executive Council for approval. Any {nformation that is private, confidential or proprietary must
be clearly identified to the agency and agreed to In writing prior to signing the contract,

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree us follows:
‘ GENERAL PROVISIONS
1. IDENTIFICATION. )
1.1 Stxte Agency Name 1.2 Stite Agency Address
Department of Information Technology | 27 Hezen Drive
13 Contractor Name 1.4 Contractor Address
Center for Internet Security 31 TechV:lIeyDrfvc,EnstGmenh:sh.NYl!MHly
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number
518-266-3476 01 0-003-7703-046-0465 63072018 $28,174.00
1.9 Contrecting Officer for State Agency 1.10 State Agency Telephone Number
Denls Goulet 603-223-5701
. P i
1.11 Contractor Signa . ’ 1.12 Name and Title of Contractor S|
sSyevded paro ‘
— S D Beesiden ¥ and Chie ¥ 0peradinm 08t
. N4

cknowl Mﬂ%]@”(ﬂr{‘;ﬁo«myof Y NGOV .

On 12011 + before the undersigned officer, personally appeared the person identified in block 1.12, or satisfectorily
proven {o be the peno\fwhm name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

indicated In block 1.12. P
1.13.1 Signature of $ige of thy

RACHAEL SMIGELSK)
Notary Public, State of New York
No. 0!5M6161257‘

Commission Expires Feb. 2‘3’,“2"3,_9 i

[Scal] ]
1,132 Name and Thix

114 $iate Agedly Stgnstare AChan Hls Namo and Title of Stxte Agency Signatory

Date: SAJ als A éuu-lveii\ Cﬁ"‘\""“"f:me“ ¢ D

1.16 Approvalby the N.H, Department of Administration, Division of Personmel (if applicable}
By: Director, On;

1.17 Approval by the Attorney Genquf@orm, Substance and Execution) (if qpplicable)

axgwf.u A gk o 517 [16

1.18 Approval by the Governor and Executive Council (if applicable)
By: On:

Page 1 of 4



1. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contracior identified in block 1.3 (“Contrector”) to perform,
and the Contractor shatl perform, the work or sale of goods, or
both, identified end more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
{“Services"™),

3, EFFECTIVE DATR/OOMPLETION OF SERVICES,
3.1 Notwithstanding eny provislon of this Agreement to the
coantrary, and subject to the approval of the Governor and
Executive Councll of the State of New Hampshlre, if
applicable, this Agreement, end all obligations of the parties
hereunder, shall become effective on the date the Governor
and Execytive Council approve this Agreement as indicated In
block 1.18, unless no such approval is required, in which case
the Agrocment shal] betome effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date"),

3.2 1f the Contrector commences the Services prior to the
Effective Date, all Servicas performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and In the event that this Agreement does not
became effective, the State shall have no liability to the
Contrestor, Including without limltation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropeiztion
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such avallable eppropriated
funds, In the event of a reduction or terminztion of

opristed funds, the Stats shall have the right to withhold
peyment until such funds become available, If ever, end ghall
have the right to terminate this Agreement immedintely upon
glving the Contractor notice of such terminstion. The State
shal] not be required to> transfer funds from any other account
to the Account identified in block 1.6 In the event funds in that
Account ere reduced or unavailable.

5. CONTRACT PRICE/FRICE LIMITATION/
PAYMENT,
5.1 The contract price, method of payment, and terms of
payment are ldentified and more particulerly deseribed in
EXHIBIT B which |3 incorporated herein by reference.
5.2 The payment by the Stats of the contract price shal] be the
only and the complete reimbursement to the Contrector for all
expenses, of whatever nature incurred by the Contractor in tho
performence hereof, and shall be the only and the complete
Hon to the Coatrector for the Services. The State
shal! have no liability to the Contractor other than the contract

price.

5.3 The State reserves the right to offsct from any amounts
otherwise payable to the Contractor under thls Agreement
those liquidsted amounts required of permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected clrcumstances, in
no event shall the total of all payments euthorized, or sctally

" made hereunder, excoed the Price Limitation set forth in block

6, COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

6.1 In connection with the performance of the Services, the
Contractor shal) comply with ell statutes, laws, regulntions,
and orders of feders), state, county or municipal suthorities
which impose any obligation or duty upon the Contractor,
including, but pot limbted to, civil rights and equsl opportunity
Iaws.  This may include the requirement to utilize suxiliary
aids and services to ensure thet persons with communication
disabilities, including vislon, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In sdditicn, the Contracter
shalt comply with all applicable copyright laws.

62 During the term of this Agreement, the Contrector shall
not discriminate against employees or applicants for
employment because of rece, color, religlon, creed, age, sex,
handicap, sexusl orfentetion, or natlopal origin and will take
effirmative action to prevent such discrimination.

6.3 If this Agreement Iy funded in eny pert by monies of the
Unlted States, the Contractor ghali comply with all the
provisions of Executive Order No. 11246 (“Equal
Employtment Opportunity™), &s supplementod by the
regulations of the United States Department of Labor (41 :
C.F.R Part 60), end with any rules, regulations and guldelines
as the State of New Hempshire or the United States issus to
implement these regulations. The Contractor further agrees to
permit the Stats or United States acceas to any of the
Contractor's books, records end accounts for the purpose of
ascertaining complisnce with all rules, regulations and orders,
end the covenants, terms and conditions of this Agreement.

T. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel neceasary to perform the Services, The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorlzed to do so under all appliceble
laws,

7.2 Unlesy otherwise authorized In writing, during the term of
this Agrecment, end for a period of six (6) months after the
Cornpletion Date in block 1.7, the Contractor shall not hire,
and shali not permit any subcontractor or other person, firm or
corporetion with whom h fa enguged in a combined effort to
perform the Services to hlre, any person who is & State
employee or official, who Is materally involved in the
procurement, administration or performance of this
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Agroement. This provision shall survive terminstion of this

Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the Stute’s representative. Inthe event
of sny dispute concerning the interpretetion of this Agreement,
the Coatrecting Officer’s declsion shall be firal for the State,

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Cantractor shall constituts en event of defauht hereunder
(“Bvent of Default”™):
8.1.1 faliure to perform the Services satisfactorily or on
schedule;
3.1.2 faiture to submit any repart required hereunder; end/or
8.1.3 fafhure to perform any other covenant, term or condition.
. of this Agresment.
8.2 Upon the pecutrence of any Event of Default, the State
may take any one, or more, of all, of the following actions:
8.2.1 give the Cantractor n written notice specifying the Event
of Default and requiring it to be remedied whhin, In the
ebsence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and If the Event of Default i3
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contructor notice of termination;
£.2.2 give the Contractor & written notice tpecifying the Event
of Defsult end suspending all payments to be made under this
Agreoment end ordering thet the portion of the coatract price
which would otherwiss accrue to the Contractor during the
period from the date of such notlce untl] such time ns the Stats
determines that the Contractor bas cured the Event ofDn!hull
thall never bo pald to the Contractor;
B8.2.3 sét off agzinst any other obligations the State may owe to
the Contractor any demages the State suffers by reason of any
Eveat of Default; end/or
8.2.4 treat the Agreement as breached and pursue any of ity
remedies at taw or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.
9.1 As used in this Agreement, the word “data” shall mean all
Information and things developed or obtained during the
performance of, orncqu!mdudcvelopedbymsonof this
Agreement, including, but not limited to, all studies, reports,
files, formulse, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, enalyses,
graphic representations, computer programs, computer

notes, letters, memorenda, papers, and documents,
all whether finithed or unfinished
9.2 All dsta end sny property which has been recelved from
the State or purchased with funds provided for thet purpose
under this Agreement, shall bé the property of the State, and
shal) be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentinlity of dete shafl be governed by N.H. RSA
chapter 91-A or other existing law, Disclosure of data
requires prior written approval of the State.

19. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the

* Services, tho Contractor shall dediver to the Contracting

Officer, not later than fiftwen (15) dzys after the date of
termination, a report (*Termination Report™ describing in
detail all Services and the contract price eamned, to
and [nctuding the date of termination. The form, subject
matter, content, end number of coples of the Termination
Report shall be ideatical to those of any Final Report
described In the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THR STATE. In
the performance of this Agreerent the Contractor Is kn ajl
respects an Independent contrctor, and fs neither an ngent nor
an employee of the State, Neithér the Contractor nor any of it
officers, employees, agents of mernbers shall have suthority to
bind the State or recelve any benefits, workers' campensation
or other emoluments provided by the State to its employecs.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS,
The Contractor shall not assign, or otherwise transfer eny
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13, INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmiess the Stete, its officers and
employees, from and sgainst ray and el losses suffered by the
State, Its officers end employees, and any and a!l clatma,
liebilities or penalties axserted against the State, its officers

.and employees, by or on behalf of any person, on account of,

based or resulting from, arising out of (or which may be

claimed to erise out of) the #cty o omisslons ofthe )
Contractor. Notwithstanding the foregoing, nothing hereln -
contained shall be deemed 1o constitute a walver of the
tovereign immunity of the State, which immunity is hereby
reserved to the State, This covenant In paragraph {3 shall
survive the termination of thls Agreement.

14, INSURANCE.

L4.1 The Contractor shall, et its sofe expense, obtain and
maintzin in force, and shall require any subcontructor or
assignes to obtain and malntein in foroe, the following
[nsurance:

14.1.1 comprehensive genere! Hability insurance against all
cleims of bodily injury, death or property damege, in amounts
of not fess than $1,000,000per occurrence and 52,000,000
aggregate ; and

14,1.2 speclal cause of loss coverege form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement velus of the property.
14.2 The policles described In subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Depsrtient of
insurence, and lssued by Insurers licensed In the State of New
Hzmpshire.
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14.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement,
Contrector shall also fumish to the Contracting Officer .
dentified in block 1.9, or kis or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no Inter than thirty (30) days pricr to the expiration
date of each of the Insurance policies. The certificate(s) of
insurance end sny rencwals thereof shall be ettached and are
incorporated herein by reference. Each certificate(s) of
fsurance shall contain & clause requiring the Insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellstion or modification of the policy.

15. WORKERS' COMPENSATION.
15.1 By signing thiy agreement, the Contractor agrees,
wﬁﬁesndwnmhthnmcmmabh complience with
&m&nroquhtmmofN.H RSA chapter 281-A
("Workm Com,
15.2 TotheextemﬂwCommh subjectto the .
requirements of N.H, RSA chapter 281-A, Contractor shell
me|ntaln, end require any subcontractor or assignes to secure
and meintaln, payment of Worken' Compensation in :
connection with activities which the person propeses to
undertake pursuant to this Agreement. Contractor shall
firnish the Contracting Officer identified in block 1.9, or hls
or her successor, proof of Wockens® Compensation In the
manner described fn NLH. RSA chapter 281-A and any
appliceble renewal(s) thereof, which shall be sttzched and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers® Compensation
premiums or for any other cletm or benefit for Contractor, or
any subcantractor or employee of Contrattor, which might
urise under applicable State of New Hampshire Workers'
Compensation taws In connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Defeult shall
be deemed 8 waiver of Ha rights with regand to thet Event of
Default, or any subsequent Bvent of Default. No express
failure to enforce any Event of Default shall be deemed a
walver of the right of the Stats fo enforce ezch and ali of the
provisions hereof upon any further or other Event of Default
on the pert of the Contractor,

17. NOTICE. Any notioe by » party hereto to the other party
shall be deemed to have been duly delivered or given at the
tima of mailing by eertified mail, postage prepaid, in & United
sumPostOfﬂeeaddmudtomopuﬂesutbud:hmes
givmlnblochl.zmdltl herein.

18. AMENDMENT. This Agreement may bo amended,
walved or discherged only by an Instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor end
Executive Councll of the State of New Hampahire unless no
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such epproval Is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
taws of the State of New Hampshire, and bs binding upon and
inures to the benafit of the partics snd their

successors and assigns. The wording used In this Agreement
is the wording chosen by the parties to express thefr mutual
intent, and no rule of construction shall be applied against or

"in favor of eny party.

20. THIRD PARTIES. The pasties hereto do not Intend to
benefit any third perties end this Agreement shall not be
construod to confer any such benefit,

21, HEADINGS. The headings throughouat the Agreement
ere for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the Interpretation, constructlon of meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C re incorporated heraln by
reference,

23, SEVERABILITY. In tho event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrery to eny state or federal taw, tho remalning
provisions of this Agreement will rematn i full force end
offoct,

24. ENTIRE AGREEMENT. This Agrecment, which may
be executed In 8 number of counterparts, each of which shal!
be deemed an original, constitutes the entire Agroement and
undentanding between the parties, and supersedes afl prior
Agreements and understandings relating hereto.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY .
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
EXHIBIT A Statement of Work

INTRODUCTION

This Agreement is between the New Hempshire Department of Information Technology (“DolT™
of “STATE") and the Center for Internet Security (“CIS™ or “Payee™) having its place of business at 31
Tech Vallcy Drive, East Groenbaush, NY 12061-4134,

RECITALS

The STATE wishes to enter into an agreement to procure twenty-four hours a*day, seven days per
week (24/7) Security Operations Conter (SOC), and certain feo-based Cyber Security Services) as defined
herein) to Stetes, Local Governments, tribal nstions and United States teeritories (“SLTTS™) and DolT
desires to procure such Cyber Security Services, subject to the terms and conditions sot forth herein.

CIS, through its Multi-State Information Sharing and. Analysis Ceater (MS-ISAC) has bocn
recognized by the United States Department of Homeland Security as the governmental ISAC and as a
koy Cyber Security resource for all fifty states, local governments, tribe) nations and United States
territories (SLTTs).

Therefore, in consideration of the foregoing recitals and the mutusl covenants set forth below,
New Hampshire and CIS now agree as follows:

1. Agreement Documents
‘This Agreement is comprised of the following documents:

a) State Terms and Conditions contalned in the Form P-37
b) Exhibit A - Statement of Work

c) Bxhibit B - Payment Schedule

d) Exhibit C - Special Provisions

¢) Attschment A- Additiona! CIS Agreement

2. Order of Precedence

MBMWhMMCdmisAMmL inﬂwcvmtofcpnﬂidof
ambiguity among any of the text of the Contract Documents, the following Order of Precedence

shall govern:

2) The State of New Hampshire Teems and Conditions, Form P-37-Contract Agreement Part 1.
b) State of New Hampshire, Department of Information Technology Agreement 2016-101 which
includes ell oxhibits outlined above.

3. Agreement Term (End of malotenance term) .
The contract shall take effect after the NH State Governor and Council’ s approval. It shall
remain effective for two years from the dete of the service deployment. The gervice deployment

Exhibit A
Initial all pages
Vendor Initials



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHANOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
 AGREEMENT 2016-101
EXHIBIT A Statement of Work

should start within & month after the Govermnor and Council’'s approval or the date that both
parties agree but no less then two months after Governor and Council’s approval.

4. Products and Services

CIS shall provide the State the following device monitoring services (collectively, the
“Device Monltoring Services™) twenty-four hours a day, seven days per week (24/7) via
C15's Security Operations Center (SOC). The products and services are

a. CIS — MSS Advanced Secarity Monitoring Servioe Network IDS or IPS — 24 X 7 X 365
watch and waming center thet provides network monitoring, dissemination of cyber threat
warnings and vulnerability identification and mitigation recommendations.

b. CIS — MSS Security Monitoring Initiation Servioe Por Block or Device.
5. Responsibilities

5.1 CiS responsibilities

CIS will provide the following as part of the Cyber Security Services (“CSS™), as specified
below: .

A. For all Device Monttoring Services, CIS will provide the following:

L 24ﬂ tolophone (1-866-787-4722) availability for assistance whh events detocted by the CSS.
2. Analyiis of logs from monitored security devices for attacks and malicious traffic.
3. Analysis of security events,

4. Corrclation of security data/logs/events with information from other sources.
5. Notification of security events per the Escalation Procedures provided by State.

B. For Netfiow/IDS Monitoring and Anelysis Services, CIS will provide the following:

1. Batch Queries: CIS will process batch queries of Netflow data upon State request, with a
limit of 10 queries per month. CIS maintains flow records for s period of six (6) months.

5.1 State Responsibilities

A. State scknowledges and agrees that CIS's ability to perform the Device Monitoring Sesvices
purchased or provided by C1S for the benefit of State is subject to State fulfilling certain
responsibilities listed bolow. State acknowledges und agrees that neither CIS nor any third party
provider shall have any responsibility whatsoevér to perform or to continue to perform Device
Monitoring Services in the event State fails to meet s rosponsibilities described below.

Exhibit A
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STATE OF NEW BAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SBARING & ANALYSIS
: AGREEMENT 2016-101
EXHIBIT A Statement of Work

B. For purposes of this Agroement, State acknowledges and agrees that only those security devices
supported by CIS fall within the scope of this Agreement. State will ensure the correct functioning of
devices except where State selects Managed Security Servioes in which CIS manages the dovice(s).

C. Stato shall provide logistic support in the form of rack spack, elestricity, Internet coanectivity, and
any other infrastructure necessary to support communications at State’s expenss,

D. State shall provide the following to CIS prior to the commencement of Device Monttoring
Services and st any time during the Term of the Agreement if the information changes: -

I. Current netwotk diagrams to faclitate anatysis of security events on the portion(s) of Stste’s
network being monitored. Network diagrams will need to be revised whenever there is a
substantial network change;

2. Reasonable assistance to CIS, including, but not limited to, providing all technical and license
information related to the Service(s) reasonably requested by CIS, to ensble CIS to performthe -
Service(s) for the benefit of State;

3. Supply onsite hardware, virtual machines or software that Is necessary in providing Device
Monltoring Services, State also agrees onsite hardware, virtual machines and software will
meet specifications set forth by CIS and/or its third party providers.

4. Meintonance of all required hardware, virtual machines, or software necessary for the log
collection platform located at State’s site, and enabling access to such hardware, virtusl machines,
or software as nécessary for CIS to provide services;

5, Pliblio and Private [P address ranges including a list of servers being monitored including the
type, operating system and configuration informetiod;

6. Comploted Pro-Instaliation Questionnaires (PIQ). The PIQ will noed to bo revised whenover
there is a change thet would affect CIS*s ability to provide the Cyber Device Monltoring
Services;

7. A completed Escalation Procedure Form including the name, e-mail address and 24/7 contact
information for all designated Points of Contact (POC

8. The name, email address, and landline, mobile, and pager numbers for all shipping,
installation and security points of contact.

E. During the Term of this Agreement, State shail provide the following with respect to any Device
Monitoring Services:




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
EXHIBIT A Statement of Work

1. Written notification to CIS SOC (SOC@gisecurity.org) at beast thirty (30) days in advance of
changes in hardware or network configuration sffecting CIS’s ability to provide Cyber Device
Monitoring Servioos;

2. Written notification to CIS SOC (SOC(@cisocurity.org) at least twelve (12) hours in advance
of any scheduled downtime or other network and systom administration scheduled tasks that
would affect C1S's ability to provide the service;

3. A rovised Escalation Procedure Form must be submitted when there is a change in status for
any POC.

4, Sole responsibility for maintaining current maintenanoe and technical support contracts with
State's softwere and hardware vendors for any device subject to Device Monitoring Sexvices that
has not been supplied by CIS;

5. Active involvement with CIS SOC to resolve any tickets requiring State input or action; and

6. Reasonable sssistance in runotcly installing and troubleshooting devices including hardware
and communications.

6. Polntef Contut

State: Leslie William, CISO CIS: Murk Perry, Program Executive
State of NH Center for Internet Security, Inc.
Department of Informstion Technology 31 Tech Valley Drive
27 Hazen Drive, Concard, NH 03301 East Greenbush, NY 12061-4134
Leslie.williems@dolt.nh gov Mark.perry@cisecurity.org
603-223-5752 {518)880-0699

Exhibit A
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
EXHIBIT B - Payment Schedule

1. DELIVERABLE PAYMENT SCHEDULE

All charges by Center for Intemnet Security (CIS) under this Contract shall be st a fixed price
in accordance with the schadules set forth in Table 1 below. Notwithstanding any other
provision of this Contract, in no event shall the total payment made by the state exceed
$28,174.00.

2. FIXED PRICE PAYMENT SCHEDULE

Table 1 — Product and Service Prices

Product Qiy 24 Month
CIS - MSS Advanced Security Monitoring ‘1 $26,904.00
Service Network 1DS or IPS .
CIS - MSS Sscurity MonHoring Initiation 1 $1,270.00
Service Per Block or Device

Total $28,174.00

3. PAYMENTS ADDRESS
All payments shall be sent to the following address:

Center for Internet Sccurity, Inc,
3) Tech Valley Drive
East Greenbush, NY 120614134

4, INVOICING

The State shall pay CIS within thirty (30) calendar days of the State’s recelpt of & correct and
undisputed invoice.

The invoice will be sent to
" Bureau of Finance and Administration
Department of Information Technology
27 Hazen Drive
Concord, NH 0330]

Exhibit B
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
EXHIBIT C - Special Provision

1. Insurance and Bond

Section 14 of the General Provisions Form P-37 relating to insurance and bond requirements, part
14.1.1 reads:

Comprehensive genera! liability Insursnio against all claims of bodily injury, death or
property damage, in amounts of not Jess than §1,000,000 per occurrence and $2,000,000
aggrogate; -

is hereby amended to read:

Comprehensive general liebility insurance lgmnst al] cleims of bodily injury, death or
property damage, in amounts of not less than $250,000 per occurrence and $1,000,000
aggregate;

2. Data/Access/Confidentiality/Preservation,

Section 9.1 of the General Provisions Form P-37 relating to dets/sccess/confidentiality/preservation
requirements, part 9.1 Is hereby amended to add the following sentence to the end of part 9.1:

Notiwthdstanding the foregoing, the definition of “data”™ shall not include the following:

2. the IPF address for any malicious or attacking [P nddrem identified in the course of the
potformanee of ﬂ:ll Agreement; and

b. any report, analysis, email alert or other publication or disclosure of data in any other form
referencing or containing information releted to an incident identified in the course of the
performance of this Agreement, provided that any such reference is sufficiently anonymized to not
Identify the Stats or any of its officers or employees.

Exhibit C
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
Attachment

ADDITIONAL TERMS AND CONDITIONS APPLICABLE TO
DEVICE MONITORING SERVICES

Additional Terms and Conditions from Third Party Provider Applicable to Managed Security
Services )

A. State acknowlodges and agrecs that s part of part of providing Managed Security Services, CIS has
eonm:tedwimlhcﬂ:hdpmyprovider Symantec. State further acknowledges and agroes that in return
formcdptofMamgedSeanﬂyServiw nlsrmtolhefonmgmmuﬂoondnmummdmaf
Symnntec services under this Agreement (“End User”):

|. Information about End Users. When providing to End User through this Agreement, Symantec
may become aware of information such as business contact names, business telephone numbers, and
business e-mail addresses. End user acknowledges that Symantec is a global organization, and such
information may be accessible on a globa! basis by Symantec affiliates, by Symantec pertners and
subcontractors.

2. Confidentiality. As.en End User of Symantec services, the Entity may recelve or obtain
knowledge of Symantec trade socrets and confidential and proprietary information (“Confidential
Information™), which shall inctude, but not be limited to information related to the Authorizoed
Services, software (both object and source code), Symantec software or herdwere products
(“Product”™), documentation, State information, business data, techniques, intelloctual property,
technology, ideas, documentation, know-how, methodologles and processes and any materials or
documentation related thereto, including any financial data or pricing, All Confidentizl information
shall remain the sole property of Symantec and the Entity, its employces end agonts shall have no
interest in or right to such Confidential Information, Entity agrees that all Confidentis) lnformation
of Symantec will be held in confidenoe and protected from unauthorized use, sccess, or disclosure in
the same manner es Entity protects its own Confidential Information, and with no less than reasonable
care, Entity will not use any Confidential Information for any purposs other than in connection with
the services provided by CIS and/or Symantec under this Agreement without the express written
consent of Symantec, and will disclose the Confidential Information of Symantec oaly to those
employees who have 2 need to know such Confidential Information, and who are under a duty of
confidentislity no less restrictive than the Entity’s duty hereunder, The provisions of this section
shall not apply to any information or materials: (i) which are in or enter the public domain st the time
of disclosure to the Entity; (if) which was legally in the possession of, or known by, the Entity prior to
obtalning it in connection with services provided under this Agreement; (iii) which are rightfully
disclosedmtbeEnﬂtybylno&mpemnnoﬂnviolaﬂon of the proprietary or other rights of
Symantec, or any other person or entity; (iv) which are independently developed by the Entity, or (v)
is required to be disclosed by law, provided that the Entity shall be required to make resasonsble

efforts, consistent with applicable law, to limit the scope and nature of such required disclosure. The
torms and conditions of this section shall survive the expiration and any termination of this

Agreement.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
MS-ISAC MULTI STATE INFORMATION SHARING & ANALYSIS
AGREEMENT 2016-101
Attachment

3. Intellectual Property Rights. Symantec and its licensors end vendors retain all title, copyright, and
other proprictary rights in the Authorized Services, and any improvements, enbancements,
modifications, and derivative works thereof, inchuding without limitation all patent, copyright, trade
secrel and trademark rights. Entity's rights to use the Authorized Services ehall be limited to those

expressty granted in the Agreement with CIS.

4. Warranties. Symantec’s sole wamenties related to the services provided in connection with this
Agreement as s third party provider to CIS ere as follows. The services will be performed in & good
and workmanlike manner and in sccordance with generally sccepted industry standands, To the
maximum extent permitted by applicable law Symantec expressly dicclaims all other warranties,
including any implied warranties of satisfactory quality, merchantability, fitness for a perticular
purpose, end statutory or other warranties of non-infringement of intellectual property rights with
respect to the activities contemplated in Entity's agreement with CIS. Symantec does not warant that
the services shall meet Entity’s requirements or that use of the services shall be uninterrupted or etror
free, .

5. Limitation of Liability. To the maximum extent permitted by applicable law and regardiess of
whether any remedy set forth herein fails its essential purpose, in no eveat shall Symantec or its
suppliers or vendors be liable to CIS, end user (Entity), or any other third party, whether in contruct,
sort or otherwise for: 1) costs of procurement of substitute or replacement goods or services, lost
business profits or revenue or Jost or corrupted data, loss of production, loss of contracts, loss of
goodwill, or anticipated savings or wastsd management and stafT time; or i) any incidental, indirect,
special or conssquentia! damages, Josses, expenses or costs of any kind; oven if advised of the
possibility and whether arising directly or indirectly out of the Agreemont or use of the authorized
sorvices of the performance, defective performance, non-performance or delsyed performance by -
Symantec of any of its obligations under or In connection with the Agreement.
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State of New Hampshire
Department of State

CERTIFICATE OF AUTHORITY OF

CENTER FOR INTERNET SECURITY, INC.

The undersigned, as Sccrctary of Siate of the Statc of New Hampshire, hercby certifies that an Application of CENTER
FQR INTERNET SECURITY, INC. for a Centificate of Autherity to transact business in this Statc, duly signed pursuant to
the provisions of the New Hampshire Business Corporation Act, has been received in this ofTice,

ACCORDINGLY the undersigned, as such Sccretary of State, and by virtue of the authority vested in him by law, herehy
issucs this Certificate of Authority to CENTER FOR INTERNET SECURITY, INC. to transact business in this Statc under
the name of CENTER FOR INTERNET SECURITY. INC. and atiaches hercto a copy of the Application for such
Certificate.

Business 1D: 741320

IN TESTIMONY WHEREOF, 1 hercto
sel my hand and cause to be affixed *
the Scal of the State of New Hampshire,
this 31st day of March, 2016 A.D.

%M"

Williarn M. Gardner
Sccretary of Siate

Mailing Address - Corporation Division, NH Department of State, 107 North Main Street, Room 204, Concord, NH 033014989
Physical Location - Statc House Anncx, 3rdFloor, Room 317, 25 Capitol Street, Concord, NH
Phone: (603)271-3246 | Fax:(603)271-3247 | Email: corporate@sos.nh.gov | Website: sos.nh.gov



State of New Hampshire
Department of State

Acccpted Date: 412016
Business Name: . CENTER FOR INTERNET SECURITY, INC.
Principal OfTice Address: 31 TECH VALLEY DRIVE, East Greenbush, NY, 12061, USA

RE: Acceptance of Business Formation

This leter is to confirm the acceptance of the following business formation:

Business ID: 741320
Tracking#: 3283284
Effective Dale: D3/31/2016
Payment Transaction #: 97252

To maintain your business registration in good standing, you must maintain 8 Registercd Agent at all limes.
You must also file an annual report no later than April 15t of cach ycar,
To file your annual report please go to htp:/fwwiy.sos.nh.gov/corporate/annuatreport/.

It is incumbent upon you to keep this offiee informed of address ar cmall changes to cnsure that
all communications from our office reaches you.
There is no charge for address changes.

Please visii our website for helpful information regerding all your business needs. If you require assistance or should you have
any questions, you may contact the Corporation Division using the information provided below.
Please reference your Business 1D in your communication.

Thank you.
New Hampshire Department of State
Corporation Division

Mailing Address - Corporation Division. NH Department of Siate, [07 Nosth Main Street, Room 204, Concord, NH 03301-4989
Physical Location - State House Annex, d1dFloor, Room 317, 25 Capitol Street, Concord, NH
" Phone: (603)271-3246 | Fax:(603)271-3247 | Email: corporate(@sos.nh.gov | Website: sos.nh.gov



CERTIFICATE OF VOTE

{Corporation with Seat)

|, Deirdre M. O¢llagha— Secietny of the

(Corporation Representative Namad (Corporation Reprasentativi: Title)

Cerchr - fo- :D\"Itﬂ\im:&bdo hereby cerlify that:

(Corporation Nama)

(1)} am the duly elected and acting Rere By of the
(Corporation Replesentative Title)

Ccr\-\rv- 'For' J}Hv:md' w a Mary M corporation  (the
“Corporation”); 4
(Corporation Name) (State of Incorporation}

{2) | maintain and have custody of and am familiar with the Seal and minute books of the Corporation;
(3) | am duly authorized to issue certificates;

(4) the following are true, accurate and complete copies of the resolutions adopted by the Board
of Directors of the Corporation at a meeting of the said Board of Directors held on the

206 Hay of ﬂ&:‘l ,201{, which meeting was duly held in accordance with

Mﬁv—v lan iaw and the by-Haws of the Corporation;
(State of ncbrporation)

RESOLVED: That this Corporation enter into a contract with the State of New Hampshire, acting by and
through the Department of Health and Human Services, providing for the performance by the Corporstion
of certain Cy laerseciiy sarvices, and that the President (any Vice
President) (and the Treasurer) (or any of them acting singly) be and hereby (is) (are} authorized and
directed for and on behalf of this Corporation to enter into the said contract with the State and to take any
and all such actions and to execute, seal, acknowledge and deliver for and on behalf of this Corporation
any and all documents, agreements and other Instruments (and any armendments, revisions or
modifications thersto)} as (she) {he} (any of them)} may deem necessary, desirable or appropriate to
accomplish the same;

RESOLVED: That the signature of any officer of this Corporation affixed to any Instrument or document
described in. or contemplated by these resolutions shall be conclusive evidence of the authority of said
officer to bind this Corporation thereby;

The forgoing resolutions have not been revoked, annulled or amended in any manner whatsoever, and

remain In full force and effect as of the date hereof; and the following person(s) (has) (have} been duly
elected and now occupy the office(s) indicataed below

Steven Spwxo President Name

N |1 Vice President Name

;S-th— BB Treasurer Name




IN WITNESS WHEREQF, | have hereunto set my hand as the Sn:crt?blﬂ/

(Title)

of the Corporation and have affixed its corporate seal thlséé day of He, Y 20l b

| 2:&4&\) m@‘

(Tite)

(Seal}
STATEOF __Neyo Yl

COUNTY OF _Rensselae—

On this the Zagday of Py , 20 {4, before me, M@_’&L&a undersigned officer,

personally appeared \ =, Who acknowledge her/himsef to be the
Seergtiae , of Cff&w&wd a corporation, and that
she/he, as !
(Title) {Name of Corporation)
such S:(.rcb.—,/ being authorized to do so, executed the foregoing Instrument for the
(Title) !

purposes therein contained, by signing the name of the corporation by her/himself as
' Oal

IN WITNESS WHEREOF | hereunto set my hand and official seal,

My Commission expires: _a_f_anmg_

RACHAEL SMIGELSKI
Notary Public, State of New York
No. 015N:6161257
Qualified in Schenectady County
Commission Expires Feb. 20, 20_{ 7



| | CENTF6C or m:
ACORD CERTIFICATE OF LIABILITY INSURANCE g

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: 1f the certificate holder Is an ADDITIONAL INSURED, the poilcy(les) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and condittons of the policy, certain policles may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder In lieu of such endorsament{s}, :

PRODUCER SONECT Shawn T. Berger
Austin & Co., Inc.
20 b‘:ommﬂr&ﬂ;ﬁw, PHONE 1. 518-465-3591 | {% nor; 518-465-3968
ny, - s .
Shawn T, Berger | AppREys; sberger@austin-co.com
INSURER(S) AFEORDING COVERAGE NAIC #
INSURER A : Chubh Group ef nsursnce Cos. 12777
INSURED Center For Internet Security INSURER B : Hartford insuranca Group 29424
. Al Szesnat
31 Tech Valley Drive INSURERC :
Eest Greenbush, NY 12051 INSURER D :
INSURER B :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

TMIS iS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWATHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

W TYPE OF INSURAKCE msnlwvh _POLICY NUMBER 5 Mffun:’l LIvTS
A | X ] coumencraL oEnERAL LIABILITY " | EACH OCCURRENCE 3 1,000,000
—J CLAMS-MADE [E OCCUR X 35888687 ECE 01/01/2016 | 01/01/2017 | poewises En orcumencel | 3 1,000,000
MED EXP [Any one persor) | $ 10,000
j PERSONAL & ADVINJURY | § 1,000,000
GENL AGGREGATE LIMIT APFLIES PER: GENERAL AGGREGATE 3 2,000,000
[ {roucy[ | %8% Loc PRODUCTS - COMPIOP AGG | 3 2,000,000
THER: Emp Ben. $ 1,000,000
Aurtga?nu.e LABILITY MGL& UMIT s 1,000,00
A 1 ANY AUTO 7357-3749 04/01/2016 [ 01/01/2017 | PODILY INJURY {Per parson} | §
e [ et
X | ninen auToS S | {Per woeklani] s
| 3
X |umBrewauas | X | oceun EACH OCCURRENCE s 9,060,000
A | excessuss CLAUMS-MADE 7687-34-90 01/01/2018 | 0170172017 | AGGREGATE 3 $,000,000
X N 10000 3
mmﬁjcoulsifn?ﬂo : e ] (&
B L rrorreroRmrmEREXECUTVE [ O4WECEU1541 04/04/2016 | 0470172017 | £.L EACH ACCIDENT P 1,000,000
?.E'.%?.”fm ExcLUDED? D NI E.L DISEASE - EA EMPLOYEE $ 1,000,000
ggéad?amggg' mgg QPERATIONS below E.L DISEASE - POLICY LIMIT | 8 1,000,000

DESCRIFTION OF OPERATIONS [ LOCATIONS / VEHICLES (ACORD 101, Additlonal Ramarks Scheduls, may be attached If more space Is faquired)
Pet Policy Terms, Conditlans & Excluslons, The State of New Hampshilre,

Department of Information Technology Is included as an Additional Insured on

the General Liability policy, but only with respect to the ongoin

operations of the Named [nsured, | mquiredm written contrac

'ERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN

; ACCORDANCE WATH THE POLICY PROVISIONS.
State of New Hampshire

Department of Information
Technology

27 Hazen Drive

Concord, NH 03301

AUTHORIZED REPRESENTATIVE

YrocPeal P Dclr—

© 1968-2014 ACORD CORPORATION. All rights reserved.
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