H

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Jeffrey A. Meyers 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Lisa M. Morris www.dhhs.nh.gov
Director

November 14, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services (DHHS), to amend a
sole source agreement with Chemware, LLC, 900 Ridgefield Drive, Suite 150 Raleigh,
NC 27609 (Vendor #171140) for the provision of software maintenance and support and
other optional services, by increasing the price limitation by $7,500 from $673,428 to
$680,928, with no change to the completion date of June 30, 2021, effective upon
Governor and Executive Council approval. 100% Federal Funds.

The original agreement was approved by the Governor and Executive Council on
March 9, 2016 (ltem #54).

Funds to support this request are available in the following accounts for State
Fiscal Year (SFY) 2019, and are anticipated to be available in SFY 2020 and SFY 2021,
upon the availability and continued appropriation of funds in the future operating
budgets, with authority to adjust amounts within the price limitation and adjust
encumbrances between State Fiscal Years through the Budget Office, without further
approval from Governor and Executive Council, if needed and justified.

FISCAL DETAILS

" | CAT#-DEPT#-AGENCY#-ACTIVITY#-ACCTG |-JOB# | Current | Increase/ | Revised
- UNIT#- DEPT NAME-AGENCY NAME- |~~~ ° | Amount | Decrease | Amount
) *  ACCTG UNIT NAME . N . . _ :
-SFY CLASS CODE-ACCOUNT CODE -0BJ -
(ACCOUNT) DESC :

010-003-7695-0300 - DolT- IT for DHHS

2018 | 138.500175- Agency software DPHS — LiMg | 03900078 | 83,228 30| 63,228
2017 | e Auansy software DPHS - LiMg | 03900078 | $118,040 50 | $118,040
2018 03%1_&')%2?;'57_5233‘30305;2%2'g;ﬁsof'ﬂfns 03900078 | $118,040 30 | $118,040
2019 | 010-0037695-0300 - DolT-IT for DHHS 1 43940073 | 3118040 $0 | $118,040

038-500175- Agency software DPHS ~ LIMS
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05-095-090-903010-82800000-90082801 ‘

2019 | Division for Public Health Environmental Public | 90082801 . 30 $7,500 $7,500

Health and Emergency Response

010-003-7695-0300 - DolT- IT for DHHS -

2020 038-500175- Agency software DPHS — LIMS 03900078 | $118,040 30 | $118,040
010-003-7695-0300 - DoIT- IT for DHHS

2021 038-500175- Agency software DPHS — LIMS 03900078 | $118,040 $0 | $118,040

TOTAL | $673,728 $7,500 | $680,928

EXPLANATION

This request is sole source because the Contractor is currently providing report
writing and instrument interface services for the Horizon Laboratory Information
Management System (LIMS) used by the Public Health Laboratories (PHL), and has the
expertise to develop a sophisticated custom biomonitoring report. The CDC has
awarded the New Hampshire Expanded Biomonitoring Program additional funds to add
to the report enhancement line of the contract with the PHL LIMS contractor, specifically
to develop a custom biomonitoring report.

The purpose of this request is to allow the Contractor to develop a custom
biomonitoring report. The Biomonitoring Program must present complex environmental
and clinical testing results to the general population. This request, if approved, will
provide funding to develop sophisticated reports that will allow the Department to
present information in a format that can be read and understood by the general public.
The custom reports will enable automated report generation by the LIMS, saving PHL
staff substantial time and effort, while eliminating potential data entry and transcription
errors. This custom report could also potentially be used in other environmental health -
investigations, expanding the PHL's ability to respond to environmental contamination
incidents.

Notwithstanding any other provision of the contract to the contrary, no services
shall continue after June 30, 2019, and the Department shall not be liable for any
payments for services provided after June 30, 2019, unless and until an appropriation
for these services has been received from the state legislatur,e and funds encumbered
for the SFY 2020-2021 biennium.

Should the Governor and Executive Council not authorize this request, The
Department may not be able to process complex environmental and clinical testing
results, and may not present the information to the public in a timely and efficient
manner, as required by the CDC grant.

Area served: Statewide.

Source of Funds: 100% Federal Funds from Centers for Disease Control and
Prevention, Environmental Public Health and Emergency Response Grant Catalogue of
Federal Domestic Assistance (CFDA) #93.070, FAIN # U77EH0001142.
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In the event that the Federal Funds become no longer available, General Funds
will not be requested to support this program.

Director

Mo,

Apphraved by:
Jeffrey A. Meyers
Commissioner

The Department of Health and Human Services’ Mission is lo join communities and families
in providing opporiunities for citizens to achieve health and iridependence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/do:t

|

Denis Goulet
Commissioner

November 29, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a §ole source contract amendment with Chemware,
LLC, 900 Ridgefield Drive, Suite 150, Raleigh, NC 27609 (Vendor #171140) as described below and
referenced as DolT No. 2016-021A.

The purpose of this request is to enter into' a sole source contract amendment with
Chemware, LLC, to modify the scope of services to include developing a custom
biomonitoring report for the New Hampshire Public Health Laboratory (PHL).

The funding amount for this amendment is $7,500.00, increasing the current contract .
price from $673,428.00 to $680,928.00. Th|s amendment shall become effective upon
Governor and Executive Council approval through June 30, 2021.

A copy of ‘this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council forlapproval.

Sincerely,

Denis Goulet

DG/kaf/ck
DolT #2016-021A

cc: Bruce Smith, IT Manager, DolT

/
“Innovative Technologies Today for New Hampshire's Tomorrow"




STATE OF NEW HAMPSHIRE _
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

This 1* Amendment to the Chemware Maintenance Contract (hereinafter referred to as “Amendment
#17) dated this 27" day of September 2018, is by and between the State of New Hampshire, Department of
Health and Human Services (hereinafter referred to as the "State” or "Department”) and Chemware, LLC,
(hereinafter referred to as "the Contractor"), a corporation with a place of business at 900 Ridgefield Drive,
Suite 150 Raleigh, NC 27609.

WHEREAS,'pursuant to an agreement (the "Contract") approved by the Govemnor and Executive
Council on March 9, 2016, (Item #54), the Contractor agreed to perform certain services based upon the terms
and conditions specified,in the Contract and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work,
payment schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may modify the
scope of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Governor and Executive Council; and

WHEREAS, the paries agree to increase the price limitation, and modify the scope of services to support
continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.1, State Agency Name, to read:
Department of Health and Human Services.

2. Form P-37, General Provisions, Block 1.2, State Agency Address, to read:
129 Pleasant St. Concord, NH 03301-3857- ,

3. Form P-37 General Provisions, Block 1.6, Account Number, to read:
05-095-090-903010-82800000-102-500731-90082801; 010-003-7695-0300-038-0175.

4. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
3680 928.

5. Form P-37, General Provisions, Block 1.9, Contracting Oﬂ' cer for State Agency, to read:
Nathan D. White, Director.

6. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
603-271-9631.

7. Contract 2016-021 Chemware Maintenance, Part 2, Section 1 Comract Documents, Subsection 1.1
Contract Documents, Paragraph C, to read:

Exhibit A — Contract Deliverables

Exhibit B — Price and Payment Schedule
Exhibit C - Special Provisions

Exhibit D — Administrative Services

Exhibit E — Implementation Services

Exhibit F — Testing Services

Exhibit G — Maintenance and Support Scrwces
Exhibit H — Requirements

Exhibit I — Work Plan

Exhibit } — Software License and Related Terms
Exhibit K — Warranty and Warranty Services
Exhibit L — Certificates and Attachments
Exhibit M — DHHS Standard Exhibits

2016-021 Page 1 of 4
Chemware, LLC [Type text]

¢



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

Contract 2016-021 Chemware Maintenance, Part 2, Section 4 Contract Management, Subsection 4.4 State
Contract Manager, to read: ‘
The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Amy Bergquist

Finance Administrator

Division of Public Health Services-Public Health Laboratories
29 Hazen Drive

Concord, NH 03301

Telephone: 603-271-0183

Amy.Bergquist@@dhhs.nh.gov

8. Delete Exhibit B, Price and Payment Schedule in its entirety and replace with: Exhibit B
Amendment #1, Price and Payment Schedule.

J 9. Add Exhibit M DHHS Standard Exhibits.

2016-021 Page 2 of 4
Chemware, LLC



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This

modification shall take effect upon the approval date from the Governor and the Executive Council.
IN WITNESS WHEREOF, the partles have hereunto set their hands as of the day and year first above

@ ey paie: MVl

Chemware, LLC

Corporate Signature Notarized:
stateor _ 7). £
COUNTY OF_{&)' a,«g_i,

On this the _/ & day of Mzolg before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOQF [ hereunto set my hand and official sea]

S ‘ T iy,
(\M&b W ~ WY b BEp;",

Notary Pubfi¢/)ustice of the Peace \\‘\00* 2,
My Commission Expires: 8//0/ 02O § woTAR, z
(SEAL) e e F
"1,74‘6 ‘V‘ Q\é‘"
‘5, O N
’,’,""?'l;l'?‘\‘\\\

Statew(gi{a

Lisa M. Mbms, Director

New Hampshire Division of Public Health Services ,
The preceding Amendment, having been reviewed by this office, is approved as to'form, substance, and
execution.

2016-021 ' Page 3 of 4
Chemware, LLC



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

Approved by the Attorney Geperal

Datc: i Z%é%z 20&2 )
pshire, Department of Justice |

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

2016021 B _ Pagedofd
Chemware, LLC



. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT A
DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Project Overview

The general scope of the project is to provide maintenance services for the Chemware Horizon
Laboratory Information Management System (LIMS) originally Installed in 2003. Optional services such
as report writing may be performed as needed, larger projects such as equipment interfaces will require
Department of Information Technology approval.

General Project Assumptions

1. Chemware shall ensure that appropriate levels of security are implemented and maintained in order to
protect the integrity and reliability of the State’s Information Technology resources, information, and
services. Chemware shall provide the State resources, information, and Services on an ongoing basis,
with the appropriate infrastructure and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of State networks, Systems and Data.

2. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in‘the event the
State detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions
thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective for
the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Ref # Deliverable Deliverable Type

CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 - -
6/30/2016)

CY1- 1.0 -|Maintenance and Support

CY1-1.1 Annual maintenance and support Non-software
~ for Horizon and Oracle
CY1-2.0 Optional

CY1-2.1 LIMS Upgrade to Horizon vil.1 Non-software

CONTRACT YEAR 2

2016-021 Exhibit A-Deliverables
Chemware Initials §'o Page | of 34



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3

EXHIBIT A

DELIVERABLES

MAINTENANCE, SUPPORT
AND - ENHANCEMENTS
(7/1/2016 - 6/30/2017)

CY2- Maintenance and Support
1.0 ‘
CY2-1.1 lAnnual maintenance and support Noen-software
for Horizon and QOracle '
CY2-2.0 Optional
CY2-2.1 Optional Enhancements
CONTRACT YEAR 3 !
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
. [(7/1/2017- 6/30/2018)
CY3- Maintenance and Support
1.0
CY3-1.1 [Annual maintenance and support " Non-software
for Horizon and Qracle
CY3.2.0 Optional
CY3-2.1 Optional Enhancements
CONTRACT YEAR | 4
MAINTENANCE, = SUPPORT
JAND ENHANCEMENTS
(7/1/2018 - 6/30/2019)
CY4- [Maintenance and Support
1.0 .
CY4-1.1 ° |Annual maintenance and support Non-software
for Horizon and Oracle
CY4-2.0 Optional
CY4-2.1  |Optional Enhancements
CONTRACT YEAR
SMAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2019 - 6/30/2020)
CYs- Maintenance and Support
1.0
CYs-t.1 Annual maintenance and support Non-sofiware

for Horizon and Oracle

2016-021 Exhibit A-Deliverables

Chemware Initials & 8]

Page 2 of 34




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT A
DELIVERABLES
CY5-2.0 Optional
CYs5-2.1 (Optional Enhancements

CONTRACT YEAR 6
MAINTENANCE, SUPPORT

AND ENHANCEMENTS
(7/1/2020 - 6/30/2021)
CYé6- Maintenance and Support
1.0
CY6-1.1 lAnnual maintenance and support Non-software

for Horizon and Oracle
CY6-2.0 Optional

CY6-2.1 Optional Enhancements

¥

2016-02t Exhibit A-Deliverables
Chemware Initials & [2 Page 3 of 34



STATE OF NEW HAMPSHIRE :
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT B AMENDMENT #1
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1

Firm Fixed Price ;

This is a Firm Fixed Price, not to exceed $680,928, Maintenance and Optional Services Contract
for the period between the Effective Date through 6/30/2021. Chemware shall be responsible for
performing its obligations in ‘accordance with the Contract. This Contract will allow Chemware to
invoice the State for the following activities, Deliverables, or milesiones at fixed pricing/rates
appearing in the price and payment tables below:

Ref #

Deliverable Projected Delivery Payment
Date

CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
6/30/2016})

CY1-1.0

Maintenance and Support

CYI1-1.1

lAnnual maintenance and support Ongoing $57,020
for Horizon and QOracle

CYi-2.0

Optional

CYi-2.1

LIMS Upgrade to Horizon v11.1 6/30/2016 $26,208

SUBTOTAL $83,228

CONTRACT YEAR 2
MAINTENANCE,  SUPPORT
AND ENHANCEMENTS
(7/1/2016 - 6/30/2017)

CY2-
1.0

Maintenance and Support

CY2-1.1

IAnnual maintenance and support Ongoing $114,040
for Horizon and Oracle

CY2-2.0

Optional

CY2-2.1

Optional Enhancements 6/30/2017 $4,000

SUBTOTAL $118,040

CONTRACT YEAR 3
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2017 - 6/30/2018) )

2016-021

Exhibit B-Price and Payment Schedule
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE '
CONTRACT 2016-021 PART 3

EXHIBIT B AMENDMENT #1

PRICE AND PAYMENT SCHEDULE

CY3- Maintenance and Support
1.0 '
CY3-1.1 Annual maintenance and support Ongoing $114,040
for Horizon and Oracle :
CY3-2.0 Optional .
CY3-2.1 (Optional Enhancements 6/30/2018 $4,000
. SUBTOTAL $118,040
ICONTRACT YEAR 4 '
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2018 - 6/30/2019)
CY4- Maintenance and Support
1.0 ' ]
CY4-1.1 Annual maintenance and support Ongoing $114,040
for Horizon and Qracle
CY4-2.0 Optional
CY4-2.1 (Optional Enhancements 6/30/2019 $11,500
SUBTOTAL - $125,540
CONTRACT YEAR 5
MAINTENANCE,  'SUPPORT
AND . ENHANCEMENTS
(7/1/2019 - 6/30/2020)
CYS- Maintenance and Support
1.0
CY5-1.1 [Annual maintenance and support Ongoing $114,040
for Horizon and Oracle
CY5-2.0 {Optional
Cys-2.1 Optional Enhancements 6/30/2020 $4,000
SUBTOTAL $118,040
CONTRACT YEAR 6
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2020 - 6/30/2021)
CY6- Maintenance and Support
1.0 .
CYé6-1.1 lAnnual maintenance and support Ongoing $114,041
for Horizon and QOracle )
CY6-2.0 Optional

2016-021 Exhibit B-Price and Payment Schedule

Chemware Initials & O
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021 PART 3

EXHIBIT B AMENDMENT #1

PRICE AND PAYMENT SCHEDULE

CYé6-2.1 Optional Enhancements 6/30/2021 $4,000 7
SUBTOTAL $118,040
Grand Total $680,928

1.3 Future Vendor Rates Worksheet

The State may request -additional Services from the selected Vendor and requires rates in the event that
additional Service is required. The following format must be used to provide'this information. “SFY" refers
The New Hampshire State Fiscal Year runs from July |1 through June 30 of the
following calendar year. Positions not identified in the Proposed Positiori Worksheet may be included in the

to State Fiscal Year.

Future Vendor Rates Worksheet.

Table 1.3: Future Vendor Rates Worksheet

Position SFY | SFY | “SFY | SFY |SFY2020'| SFY
Title - - 2016 2017 . 2018 - 2019 - ‘ 2021
Project $168/ | $168/ $168/ $168/ $168/ $168/
Manager | . | hour hour hour hour hour hour
Position $168/ $168/ $168/ $168/ $i68/ $168/
#1 hour hour hour hour hour hour
Position $168/ $168/ $168/ $168/ 5168/ 3168/
#2 hour hour hour hour hour | hour
Position $168/ $168/ $168/ | $168/ $168/ $168/.
#3 hour hour hour hour hour hour

1.4 Maintenance, and Support Pricing Worksheet

Pricing must reflect the payment of maintenance through thé Contract end date. Price estimate

should reflect the most optimistic implementation date. Actual payménts may differ from the éstimate if

project start date slips or if implementation takes longer as this will cause a shorter maintenance period.

Table 1.4: Maintenance, and Support Pricing Worksheet

Contract | Contract | Contract | Contract | Contract| Contract:
Year 1* | Year2 Year 3 ‘Year 4 Year 5 Year 6
SFY SFY SFY SFY SFY
2016 2017 2018 2020 2021
Licenses 1/1/16 - | 7/1/16, - TNT - A8 - Y9 - | /1720 -
6/30/16 6/30/17 | 6/30/18 6/30/19 6/30/20 | 6/30721
Central-One, unltd, 4 $35467 | $70,934 $70,934 $70,934 | $70,934 | $70,934
Processor
Data Mgmi-Vision 52 $8,760 | $17,519 $17,519 $17,519 ] $17,519{ $17,519

2016-021 Exhibit B-Price and Payment Schedule
Chemware Initials G ©
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3

EXHIBIT B AMENDMENT #1

PRICE AND PAYMENT SCHEDULE

named .
Data Mgmt-File Capture, $428 $857 $857 $857 $857 $857
5 devices .
HDM/Extraction $490 $979 $979 3979 $979 3979
Template Bldr, 1 server :
Data Management Web- $533 $1,067 $1,067 $1,067 $1,067 $1,067
Vision, | :
Report Manager-Actuate $5,468 | §10,936 310,936 $10,936  $10,936 | $10,936
2 proc
Statistical Analysis, $883 31,767 $1,767 $1,767 $1,767 31,767
NWA, 5 conc
Autofaxing, | server $227 3453 $453 $453 $453 $453
LimsLink with Interface, $2,473 $4,946 $4,946 $4,946 $4,946 $4,946
12 instrument
Data Innovations, 4 - 51,196 $2,392 $2,392 $2,392 $2,392 $2,392
instrument .
Simplelndex Barcode, 1 $94 $189 $189 3189 5189 $189
workstation
Oracle Forms Services $1,001 $2,001 $2,001 $2,001 $2,001 $2,001
SUBTOTAL $57,020 ([ $114,040 | $114,040 | $114,040 | $114,040 | $114,040
SubTotal $627,220
* Contract Year ! isa 6
months period.
1.5 OPTIONAL SERVICES
Table 1.5: Optional Services ; )
Optional Year 1 Year 2' Year 3 Year d Year 5 Year 6
SERVICES ' T ‘
Optional Services to | $26,208.
include Horizon 10
to 11 Upgrade
services ) i
Optional Services 34,000 $4,000 $11,500 $4,000 $4,000
such as Special
reports, interfaces,
desired
cnhancements, or
additional
functionality
SUBTOTAL $53,708

2016-021 Exhibit B-Price and Payment Schedule
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"DEPARTMENT OF HEALTH AND HUMAN SERVICES

1.6 SUMMARY

STATE OF NEW HAMPSHIRE

"CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT B AMENDMENT #1

Table 1.6: Optional Sevices

" PRICE AND PAYMENT SCHEDULE

—MAINTENANCE SUPPORT AND OPTIONAL SERVICES

Service Year Yearl | Year2 | Year3 Year 4 Year5 | Year6 | Totals
Maintenance and $57,020 [$114,040%5114,040| $114,040 | $114,040 .$] 14,040 | $627,220
Support Services - .

‘Optional Services | $26,208 [ $4,000 [ $4,000 | $11,500 | $4,000 | $4,000 | $53,708 -

SUBTOTALS $83,228 |[3$118,040 | 811 8,040 | $125,540 | $118,040 | $118,040

GRAND TOTAL | ' ' o $680,928

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected

circumstances, in no event shall the total of all payments made by the State exceed $753,429 (“Total .
Contract Price”). The payment by the ‘State of the total Contract price shall be the only, and the complete
reimbursement to Chemware for all fees and expenses, of whatever nature, incurred by Chemware in the

performance hereof. ’

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of

the Services performed under this Contract.

3. INVOICING

Chemware shall,submit correct invoices to the State for all amounts to be paid by the State. All invoices
submitted shall be subject to the State’s prior written approval, which shall not be unreasonably withheld.

Chemware shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices.

must be in a format as determined by the State and contain detailed information, including without
limitation: itemization of each Deliverable and identification of the Deliverable for which payment is

sought, and the Acceptance date triggering such payment; date of delivery and/or installation; monthly

maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated

and shall be promptly dispatched.

Invoices shall be sent to: .
Christine Bean
Department of Health and Human Services
Public Health Laboratory
29 Hazen Drive
Concord, NH 03301

2016-021 Exhlblt B-Price and Payment Schedule
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES .
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT B AMENDMENT #1
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS
All payments shall be sent to the following address:

Email ali remit advices to wR@dlsseen. AR C g r.ZOn‘ 'msS. Comn
ChemWare,LLC

" 28035 Network Place
Chicago, IL 60673-1280

5. OVERPAYMENTS TO Chemware

Chemware shall promptly, but no later than fifteen {15} business days, return to the State the full amount of
any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against Chemware’s invoices with
appropriate information attached.

2016-021 Exhibit B-Price and Payment Schedule
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT C
SPECIAL PROVISIONS

Use the special provision section to show appropriate changes to the terms outlined in the General
Provisions.

2016-021 Exhibit C-Special Provisions
Chemware Initials <0 Page 10 of 34



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT D
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES :

The Chemware must assume all reasonable travel and related expenses. All labor rates
will be “fully loaded”, including, but not limited to: meals, hotel/housing, alrfare car
rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide
the Chemware with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required
to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Chemware to perform its obligations under the
Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Chemware shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the Chemware shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional
cost to the State. Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
Chemware shall agree to the conditions of all applicable State and federal laws and regulations, which
are incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulatlons (FAR) Subpart 4.7
Contractor Records Retention.

Chemware and its Subconiractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. Chemware and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be
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kept for one (1) year following the termination of all litigation, including the termination of all appeals
or the expiration of the appeal period. -

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following términation of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Chemware shall include the
record retention and revieerequiremenls of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to Chemware’s cost structure and profit factors shall be excluded from the State’s
review unless ‘the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

Chemware shall maintain an accounting system in accordance with Generally Accepted Accounting
Principles. The costs applicable to the Contract shall be ascenainable from the accounting system
and Chemware shalt maintain records pertaining to the Services and all other costs and expenditures.
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1. STATE MEETINGS AND REPORTS

Because Chemware System is installed and in operation and the following meetings and processes do not
apply. This contract is primarily for the maintenance of the existing system. The Contract does however
allow for approved projects to upgrade or add to the functionality of the sofiware. In the case of such a
project the following meetings and processes may apply upon agreement between the parties. ©

Chemware Key Project Staff shall participate in meetings as requested by the State, in accordance with the
requirements and terms of this Contract.

a. Introductory Meeting: Participants will include Chemware Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and Chemware Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimum, the Chemware Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budge( A status
and error report from Chemware shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract,

€. Special 'Me.e'tings: Need may arise for a special meeting with State leaders or Project stakeholders to
-address specific issues.

f. Exit Meeting: Participants will include Project leaders from Chemware and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects Chemware 1o prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be Chemware’s responsibility.

The Chemware Project Manager or Chemware Key Project Staff shall submit monthly stafus reports in
accordance with the Schedule and terms of this Contract. Al status reports shall be prepared in formats
approved by the State. The Chemware’s Project Manager shall assist the State’s Project Manager, or itself
produce reports related to Project Management as reasonably requested by the State, all at no additional
cost to the State. Chemware shall produce Project status reports, which shall contain, at a minimum, the
following:

1. Project status related to the Work Plan,

2. Deliverable status;

3. Accomplishments during weeks bemg rcported
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Planned activities for the upcoming two (2} week period;
Future activities; and

Issues and concemns requiring resolution.

Report and remedies in case of falling behind Schedule

Newa

As reasonably requested by the State, Chemware shall provide the Siate with information or reports
regarding the Project. Chemware shall prepare special reporis and presentations relating to Project
-Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

training
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The Chemware software is fully implemented, tested and accepted and thus the following testing procedures
do not apply. . The Contract does however allow for approved projects to upgrade or add to the functionality
of the software. In the case of such a project the following testing procedures may apply.

1.

TESTING AND ACCEPTANCE

Chemware shall bear all responsibilities for the full suite of Test Planning and preparation throughout the

- Project. Chemware will also provide training as necessary to the State staff responsible for test activities.
Chemware shall be respansible for all aspects of testing containéd in the Acceptance Test Plan including
support, at no additional cost, during User Acceptance Test conducted by the State and the testing of the
training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (c.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, Chemware shall provide a mechanism for reporting actual test results vs. expected results and

for the resolution and tracking of al! errors and problems identified. dunng test execution. Chemware shall
also correct Deficiencies and support required re-testing.

1.1 Test Planning and Preparation

Chemware shall provide the State with an overall Test Plan that will guide all testing. The Chemware
provided, State approved, Test Plan will include, at a minimum, identification, preparation, and
Documentation of planned testing, a requirements traceability matrix, test variants, test scenarios, test
cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking method for
reporting actual. versus expected results as well as all errors and problems identified during test
execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon Chemware's Project Manager’s Certification, in writing,
that Chemivare's own staff has successfully executed all prerequisite Chemware tésting, along with
reporting the actual testing results, prior to the start of any testing executed by State staff. The State
will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test scripts,

test data, and expected results.

The State will commence its testing within <five (5) business days> of receiving Certification from
Chemware that the State's personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment
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independent from Chemware’s development environment. Chemware must- assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live Dala to validate
reports, and conduct stress and performance testing, at no additional cost. ’

Testing begins upon completion of the Sofiware configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

Chemware must demonstrate that their testing methodology can be integrated with the State standard
methodology.

1.2 Unit Testing
In Unit Testing, Chemware shall test the application components on an individual basis to verify that

the inputs, outputs, and processing logic of each application component functions without errors.
Unit testing is performed in either the development environment or a testing environment.

The goal is to*find errors in the smallest unit of software before logically linking it into larger units.
If -successful, subsequent testing should only reveal errors related to the integration between
application modules. ‘

The Chemware developer, who is responsible for a specific unit of work, will be responsible for
conducting the unit testing of their modules.

Activity Develop'the scripts needed to unit te«st individual appllcauon modules, mlerface(:,)
Description and conversion components, et Lo
Chemware For application moduleb, conversions- and. interfaces the Chemware:‘team will !
Team Jidentify applicable: iést, iscripts and installation - “instructions,” adapl them to the
Responsibilities Pr0_|ecl 5pe0|f'cs test the | process and compare wnh the documented expeclcd
results. .. i . L -
Work Unit-Tested Modules :that have been tested 10 venfy thal the mpuls outputs, and
Product ‘processing logic.of each:application module functions without errors. . Individual
Description detailed (ést.scripts and installation guides list all the, reqmred actions and data to
conduct the teqt lhe procees for-test executlon and the etpecled results '

1.3 System Integration Testing .

The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System lntegrauon Test is performed in
a test environment.

Thorough end-to-end testing shall be performed by the Chemware team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and
the flow of information across applications (IF APPROPRIATE). It includes all key business
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processes and interfaces being implemented, confirms data transfers with external parties, and
includes the transmission or printing of all electronic and paper documents.

Activity Description

Systems Integration Testing validates the integration. between the target-application
:modules and other: sy‘:tcms, and verifies that lhc new System meels: defined
"intérface requ:remenls and 'supports execution "of ‘business- proceq:,es “This - -test
cmphas:zee .end-to-end business proceqecq and the Mlow of |nf0rrnanon across the
appllcauon “It" includes - all* key “*business. processes” and’ interfaces . being |,
implemented, confirms - data’ transfers with-iexiernat parties, and _mc_lqdes the
[-ti'ansr'ﬁiqqion or printing ofall electronic.and papef documents. P

Chemware Team
Responsibilities

. Tal\c thc leadin dcvcloplng thc Sywlcms Inlcgrauon Tcsl Spemf'canons

" ':':tem Speuﬁcanons :‘:- y e
. WorkJomlIy with the State to validate componcnts ofthe test scnpls S

State Responsibilities

TRl bt s aaf iy R TS 3 ML)

P —————
le Work Jomlly w:th Chemware ‘0 dcvclop thc :Systems - lnlcgrauon ‘Test-

. Spccthatlons " .

the test. Spcml’canonb . 7 . .
»  Work ;jointly. with Chemware to ‘validate component‘: of the test scnpls‘-‘
.1 modifications, fixes and other Systcm mtcracnons with the Chcmwarc supphcd
~ IEffSoﬂwarc Soluuon .

Work Product
Description

¢ The:. Integration-Tested System indicates that all :.interfaces between ‘the-
: _appllcanon and the legacy and third- parly syslclm interfaces, and appllcanons

- i lare functlomn&propcrly Ln L

1.4 Conversion Validation Testing
In Conversion Validation Testing, target application functions are validated.
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4cti\_:it)‘-_l-)escripti0|| .

H mterfaccd lo lcgacy or third: party appllcatlons/mlcrfaccs tesung vcrlﬁcq:E
that. the rcsultmg flow of the conveérted data through these mtcrfacc pomts

The ccmvérsion validation test should" rephcatc 1he entire ﬂow of lhc

performe correctly.

Chemware. (. .
R@§h'2'g15‘i_hilili¢_s e

A

Ticam:

results.

For rconversmns and interfaces, the: Chcmwarc team W|1I cxecutc 1hc applncablc

. v
D

Stute"Responsibilities-,

Extract and cleanse, if:necessary, the lcbacy dala to be converted-in lhc data |

conversions;. <CAN MAKE THIS A Chemware RESPONSIBILITY>

e

f
!

Valldauon Tested Convergion Programs. These _programs.include conversion”
programs that have been tested to verify't thal the resulting convcned Icgacy data
performs corrccliy in . the. cnllrc suuc of the Apphcanon

" . Product

ChL

Work
Description

- [ p———— Prep— — - — BT

-
1.5 Installation Testing
In Installation Testing the application components are installed in the System Test environment 10 test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

I3

1.6 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training according to
the Work Plan, Testing ends upon issuance of a letter of UAT Acceptance by the State.

4
The Chemware’s Project Manager must certify in writing, that the Chemware’s own staff has
successfully executed all prerequisite Chemware testing, along with reporlmg the actual testing
results prior to the start of any testing executed by State staff.

The State shall be presented with all testing results, as well as written Certification that Chemware has
successfully completed the prerequisite tests, meeting the defined Acceptance Criteria, and performance
standards. The State shall commence testing within five (5) business days of receiving Certification, in
writing, from Chemware that the system is installed, configured, complete and ready for State testing.
The State shall conduct the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy _df the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT -will also serve as a performance and stress test of the System. It may cover any aspect of the
new System, including administrative” procedures such as backup and recovery. The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.
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The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of

UAT and successful System deployment, the State will issue a letter of

UAT Acceptance and the respective Warranty Period shall commence

Activity Description

Acccptancc crncna that: suppon the succc“ful execution of approvcd proccsch

Chemware Team
Responsibilitics

W—ﬂ
Provide’ lhe State an Acceplancc Tc‘:t Plan and bclccnon of' Lest scripts for lhe
o Acccptancc Test.. i -
.. Monitor the execution of the test scnp(s and as'usl as nccdcd dur:ng lhc User

Acccptancc Tcst acuwlnes P v eas
Work, Jomtly with' the Stalc m determmmg the requlred acuom for problch

resolution.” L. ool s

State Responsibilities |}

Approve the dcvclopmcnt of the User Acccplance Test Plan and thc set of data

for use during'the Usér Acceptance Test.
Valldalc the Acccptancc Test environment.

! ‘o Ekecute the test scrlptc and ¢ondiict User Acccplance Té's'l' 'aclwmee
»:° ‘Dacument and simmiarize Acceptance Test results. .
* Work: Jomlly with Chcmware in dctcrmmmg the, requnred actions for problcm
resolution!. SRR AN Y
o Provide Acccptance oflhc vahdated Systems. o T
Work Product ﬁm User Acceptance Tests is.the. User Acceptance Test.Results,

Description These! results prowdc cv1dcncc that lhc new Systcm mccts the User Acceptance. .
cmena def'ncd in: the Work Plan s CLU

1.7 Performance Tuning and Stress Testing

Chemware shatl develop and document hardware and Software configuration and tuning of the
Horizon infrastructure as well as assist and direct the State’s System Administrators and Database
Administrators in configuring and tuning the infrastructure to support the software throughout the
Project

1.7.1 Scope

The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the appl:canons infrastructure and operation of the applications in the production
environment.

It will include tl}e'measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until optimum System performance
is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database to provide the best results.
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1.7.2 Test Types
" Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Basellne tests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like
a smgle user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-

based metrics.
b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a

long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

1.7.3 Tuning
Tuning will be Chemware led and occur during both the development of the apphcatton and load

testing. Tuning is the process whereby the application performance is maximized. -This can be the
result of making code more efficient during development as well as making tuning parameter
7 changes to the environment.

1.7.4 Implementing Performance and Stress Test -
Performance and stress test tools must be provided by the" Chemware for this effort. Consideration
must be given to licensing with respect to continued use for regression testing. If the Chemware-is
familiar with open source low/no cost tools for this purpose those tools should be identified in your
response. .

1.7.5 Scheduling Performance and Stress Testing
Chemware shall perform Test Planning. The steps for plannlng include identification of application
functionality as well as what percentage of normal daily use is represented by each function. This
information will become the foundation for scripting so that tests closely represent what loads in
production will look like. )

Chemware shall provide definition and expectations from testing. This definition should include

- who is in charge of testing and coordinating results, anticipated run times, logs required for tracking,
their locations and which techmcxan is responsible to track and provide lhem following each test to
the teamn. .

[nitial_test runs shall be completed to establish that the tests and data sets can be run to completion
without errors. The, ratio of types of transactions which makeup the test shall be reviewed prior to
the beginning of testing and then again once testing has begun to make sure that testing accurately
reﬂects the system perfonning in production. :
r

‘Initial tests shall be used to establish a baseline from which all subsequent tests will be
compared. Tests will be considered for baseline status once two of them have been run within 2% of
each other in key and overall performance areas. No changes to the test scripts or data sets (with the
exception of restores after each test) can be done to the test environment once tuning has begun so as
not to damage the comparison to baseline results. The systems must be restarted prior to each test
run to assure all cache is cleaned out. All effort will be made to run these tests.at a time when
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system and network infrastructure utilization doesn’t impact the results. Tests will be run in close
proximity to our infrastructure so as 1o eliminate the public network from our environment.

Post test reporting and result assessment wili be scheduled following each test. The team will
compare these results to the baseline and a determination must be made to make additional changes
to the parameter being tuned or return to the prior configuration and select another parameter to
tune while keeping in mind that significant changes to any one parameter may require the retesting
of some others. Careful work on identifying dependencies up front should minimize this impact.

If defects are identified in the application during testing they will be recorded; however, changes to
the application code should be avoided if possible so as not to affect baseline comparisons. If a
change to the application is required new baselines will be established (and possibly the execution
of prior tests to validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of the interface to
respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the system to the point
of failure. The goal is to determine weak points in the system architecture. The tester will identify
peak load conditions at which the program will fail to handle required processing loads within
required.time spans. . '

During Performance testing the tester will design test case scenarios to determine if the system
meets the stated performance criteria (i.e. A Login request shall be responded to in 1'second or less
under a typical daily load of 1000 requests per minute.). In both cases the tester will determine the
capacity of the system under a known set of conditions.

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will. notify the Chemware of the nature of the testing failures in writing. . The Chemware will be
required to perform additional testing activities in response to Staté-and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced
during the modification effort, both to verify that the modifications have not caused unintended
adverse effects, and to verify that the modified and related (possibly affected) System components
still meet their specified requirements: '

a.) For each minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

b.) Chemware shall notify the State no later than <five (5) business days> from the Chemware’s
receipt of written notice of the test failure when Chemware é_igpects the corrections to be
completed and ready for retesting by the State. Chemware will have up to five (5) business days
to make corrections to the problem unless specifically extended in writing by the State.
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c.) When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by Chemware based on the understanding of the
program and the change being made to the program. The Test Plan has two objectives:

!
1.validate that the change/update has been properly incorporated into the program; and
2.validate_that there has been no unintended change to the other portions of the program.

d.) Chemware will be expected to:
1. Create a set of test conditions, test cases, and test data that will vahdate that the change has
been incorporated correctly;
2. Create a set of test conditions, test cases, and test data that will validate that the unchanged
portions of the program still operate correctly; and
3. Manage the entire cyclic process.

e.) Chemware’ will be expected to execute the regression test, provide actual testing results, and
certify its completion in writing to the State prior to passing the modified Software application
to the users for retesting.

In designing and conducting such regression testing, Chemware will be required to assess the

risks inherent to the modification being implemented and weigh those risks against the time and

effort required for conducting the regression tests. In other words, Chemware will be expected

to design and conduct regression tests that will identify any unintended consequences of the
~modification while taking into account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation. )

All components of the Software $hall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have.been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests (pen tests), code analysis, and review.

Service Component Defines the set of capabllltles that:
Identification and, Supports obtaining information about those pames
Authentication attempting to log onto a system or application for
security purposes and the validation of users
Access Control Supports the management of permissions for
' logging onto a computer or network
Encryption | Supports the encoding of data for security purposes
Intrusion Detection Supports the detection of -illegal entrance into a
computer system
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Verification Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,
application and network accounts within an
organization, :

Role/Privilege Supports the granting of abilities to users or groups

Management of users of a computer, application or network

Audit Trail Capture | Supports the identification and monitoring of

and Analysis activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or -directories on
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a mimimum, cover each of the service components. The Chemware shall
provide a certificate of application, vulnerability scanning, and 3™ party Penetration Tests (pen test)
when appropriate.

Prior to the System being moved into production Chemware shall provide results of ali security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code {malware).

1.10  Successful UAT Completion
Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

1.11 System Acceptance
Upon completion of the Warranty Period, the State shall issue a Letter of Final System Acceptance.

1.12 Penetration Testing shall include:
<delete requirements that are specific to PCI testing>

Implement a methodology for penetration testing that includes the following:

- Is based on industry-accepted penetration testing approaches (for example, NIST SP800-115)
* Includes coverage for the entire CDE perimeter and critical systems

+ Includes testing from both inside and outside the nétwork

- Includes testing to validate any segmentation and scope-reduction controls

- Defines application-layer penetration tests to include, at a minimum, the vulnerabilities listed

in Requirement 6.5 '

- Defines network-layer penetration tests to include components that support network functions

2016-021 Exhibit F-Testing Services :
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as well as operating systems ;
+ Includes review and consideration of threats and vulnerabilities experienced in the last 12
" months °
- Specifies retention of penetration testing results and remediation activities results.

Perform external penetration testing at least annually and after any significant infrastructure‘or
application upgrade or modification (such as an operating system upgrade, a sub-network added to the
environment, or a web server added to the environment). .

Perform internal penetratlon testing at least annually and after any significant infrastructure or
. application upgrade or modification (such as an operating system upgrade, a sub-network added to the
enviroiiment, or a web server added to the environment).

Explonable vulnerabilities found during penetrauon testmg are corrected and testing is repeated to
verify the corrections.

[f segmentation 15 used to isolate the CDE from other networks perform penetration tests at least
annually and after any changes to segmentation controls/methods to verify that the segmentanon
methods are operation and effective, and isolate all out-of-scope systems from in- scope systems.
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1. SYSTEM MAINTENANCE

Chemware shall maintain and support the Horizon LIMS System in all material respects as described
in the applicable program Documentation through the contract end date.

1.1 Chemware’s Responsibility
Chemware shall maintain the Horizon LIMS in‘accordance with the Contract. Chemware will not be
responsible for maintenance or support for Software developed or modified by the State.

1.1.1 Maintenance Releases
Chemware shall make available to the State the latest program updates, general maintenance

releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, at no additional cost.

2. SYSTEM SUPPORT
2.1 Chemware’s Responsibility
Chemware will be responsible for performing on-site or remote technical support in accordance with
the Contract Documents, including without limitation the requirements, terms, andconditions
contained herein.

As part of the Software maintenance agreement, ongoing Software maintenance and support levels,
including all new Software releases, shall be responded to according to the following;

a. Severity 1 Deficiencies (Telephone Support)
For .all Class A Deficiencies, Chemware shall provide, to the State, on-call telephone
assistance, with issue tracking available to the State, 8:00 AM - 6:00 PM EST Monday through
Friday with an immediate e-mail / telephone response;

" b. Severity 1 Deficiencies (On;site or Remote Support)

For all Class A Deficiencies, Chemware shall provide support on- sne or with remote
diagnostic services, within one (1) hour of a request; and

c. Severity 3 Deficiencies - The State shall notify Chemware of such Deficiencies during

regular business hours and the Chemware shall respond back within four (4) hours of
notification

3. SUPPORT OBLIGATIONS AND TERM

3.1 Chemware shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract;

3.2 Chemware shall maintain a record of the activities related to warranty repair or maintenance
activities performed for the State;

2016-021 Exhibit G-Maintenance and Support Services \
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33 For all mamlenance Services calls, Chemware shall ensure the following information will be
collected and maintained: 1) nature of the Deﬁmency, 2) current status of the Deficiency; 3)
action plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
information, 6) Resolved by, 7) Identifying number i.e. work order number 8) Issue identified
by; and

1

3.4 Chemware must work with the State to identify and troubleshoot potential]y large-scale System
failures or Deficiencies by collecting the following information: 1) mean time between reported
Deficiencies with the Software; 2} diagnosis of the root cause of the problem;-and 3) identification
of repeat calls or repeat Software problems. -

35 If Chemware fails to correct a Deﬁciency within'the allotted period of time stated above, Chemware
shall be deemed to have committed an Event of Default, and the State shall have the right, at its
option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return Chemware’s product
and receive a refund for all’amounts paid to Chemware, including but not limited to, applicable
license fees, within ninety (90) days of notification to Chemware of the State’s refund request

3. 6 If Chemware falls to correct a Deficiency within the allotted period of time stated above, Chemware
shall be deemed to have committed an Event of Default, and the State shall have the right, at its
. option, to pursue the remedies in Part 1 Section 14.
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This contract is for maintenance services of the Horizon LIMS system Wthh is already

_ installed, tested and hosted on State servers. Should a major project be proposed as part of
the contract optional project provisions, requirements shall be deve]oped and agreed upon by
the parties for that project. .

2016-021 Exhibit H-Requirements Vendor Response . v
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WORK PLAN

This contract is for maintenance services of the Horizon LIMS system which is already
installed, tested and hosted on State servers. Should a major project be proposed as part
of the contract optional project provisions, a work plan shall be developed and approved
by the DHHS Public Health Laboratory and the Department of Information Technology.

2016-021.Exhibit I-Work Plan Chemware Initials Page 28 of 34
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1. LICENSE GRANT

Subject to the payment of applicable license fces set forth in Contract Exhibit B: Price and Payment
Schedule, Chemware hereby grants to the State a worldwide; perpetual, irrevocable, non-exclusive,
non-transferable, limited license to use the Software and its associated Documentation, subject to the
terms of the Contract., The State may allow its agents and Contractors to accéss and use the Software,
and in such event, the State shall first obtain written agreement from such agents and Contractors that
each’'shall abide by the terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

Chemware shall provide the State with a sufficient number of hard copy versions of the Software’s
associated Documentatioti and one (1) electronic version in Microsoft WORD and PDF format. The
State shall have the right to copy the Software and its associated Documentation for its internal
business néeds. The State agrees to include copyrlght and proprietary nol:ces provided to the State by
the Chemware on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markmgs or any notice of Chemware’s proprietary
rights;
b. Make the programs or materials avallab]e in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or
¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software, and
its associated Documentation, shall remain with Chemware.

5. VIRUSES

Chemware shall provide Software that is free of viruses, destructive progfamming, and mechanisms
designed to disrupt the performance of the Software in accordance with the Specifications.

As a part of its internal development process, Chemware will use reasonable efforts to test the
Software for viruses. Chemware shall also maintain a master copy of the appropriate versions of the
Software, free of viruses. If the State believes a virus may be present in the Software, then upon its
request, Chemware shall provide a master copy for comparison with and correction of the State’s
copy of the Software. '

6. AUDIT

Upon forty-five (45} days written notice, Chemware may audit the State’s use of the programs at
Chemware's sole expense. The State agrees to cooperate with Chemware’s audit and provide
reasonable assistance and access to information. The State agrees that Chemware shall not be
responsible " for any of the State’s reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, Chemware’s audit rights are subject to applicable State and federal
laws and regulations.

2016-021 Exhibit J-Software License
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7. SOFTWARE NON-INFRINGEMENT . T

Chemware warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software. (“Material™) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In the event that someone makes a claim against the State that any
Material infringe their intellectual property rights, Chemware shall defend and indemnify the State
against the claim provided that the State:

a. Promptly notifies Chemware in writing, not later than 30 days afier the State receives
actual written notice of such claim; .
b. Gives Chemware control of the defense and any settlement negotlanons and

¢. Gives Chemware the information, authority, and assistance reasonably needed.to defend.

against or senle the claim. ’
Notwithstanding the foregoing, the State’s counsel may participate in any claim to the e\tent the State
seeks to assert any immunities or defenses applicable to the State.

If Chemware believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, Chemware may choose to either modify the Material to be non-infringing or
obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,
Chemware may.end the license, and require return of the appl:cablc Material and refund all fees the
State has paid Chemware under the Contract. Chemware will not indemnify the State if the State alters
the Material without Chemware’s consent or uses it outside the scope of use identified in Chemware’s
user Documentation or if the State uses a version of the Material which has been superseded, if the
infringement claim could have been avoided by using an unaltered current version of the Material

' which was provided to the State at no additional cost. Chemware will not indemnify the State to the
extent that an infringement claim is based upon any information design, Specification, instruction,
Software, data, or material not furnished by Chemware. Chemware will not indemnify the State to the
extent that an infringement claim is based upon the combination of any Material with any products or
services not provided by Chemware without Chemware’s consent.

r

8. SOFTWARE ESCROW

8.1 Chemware represents and warrants that the currently existing source code for the Software
licensed to-the State under the Contract, as well as the Documentation for such Software, and
developer comments to the source code for the Software (the “Deposit Materials™) have been
deposited in an escrow account maintained Rl P e

releases (e:g., X.y.z) of the Software not otherwise delivered to the State Licensee as source code
shall be deposited in the escrow account (normally within six (6) months after the first
" commercial shipment of each such release). Chemware shall promptly pay to the Escrow Agent
_all escrow fees that become due under the Escrow Agreement to maintain the Software in escrow.

2016-021 -_Exhibit J-Software License .
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8.2 Chemware agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. The Escrow Agent shall notify the State that it has been added as a
subscriber within a commercially reasonable time. Thereafter, upon the request of the State, to be
made no more frequently than annually, Chemware shall provide the State with written
verification that the Software has been deposited with the Escrow Agent.

8.3 The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events"):

(a)
(b)

(©)
(d)

(e)
()

Chemware has made an assignment for the benefit of creditors:

Chemware institutes or becomes subject to a liquidation or bankruptcy proceeding of
any kind;

A receiver or similar officer has been appomted to take charge of all or part of
Chemware's assets;

Chemware terminates its maintenance and operations support services for the State
for the Software or has ceased supporting and maintaining the Software for the Siate
whether due to its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment or other fault of the
State; -

Chemware defaults under the Contract; or

Chemware ceases its on-going business operations or that portion of its business
operations relating to the licensing and maintenance of the Software.

8.4 In the event that Deposit Materials are released from escrow to the State, Chemware hereby
grants the State the right to use, copy, modify, display, distribute, and prepare derivative works of
the Deposit Materials, and to authorize others to do the same on behalf of the State (Contractors,
agents, etc.), solely for the purpose of completing the performance of Chemware’s obligations
under the Contract, including, but not limited to, providing maintenance and support for the
Software and subject to the rights granted in this Contract.

8.5 Chemware agrees to pay all costs associated with the escrow covered by this Contract, except
for nominal fees 1o cover the cost of reproduction and distribution of release of the Deposit
Materials to the State, including all related reasonable administrative expenses.

2016-021 Exhibit J-Software License
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1. WARRANTIES

1.1  System ‘

*

(Chemware> warrants that the System will operate to conform to the
Specifications, terms, and.requirements of the Contract.

1.2  Software

Chemware warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within
the System, compliant with the requirements of the Contract, and will operate in
accordance with the Specifications and Terms of the Contract.

For ‘gany breach of the above Software warranty, the State’s remedy, and
Chemware’s entire liability, shall be: (a) the correction of program errors that
cause breach of the warranty, or if Chemware cannot substantially comect such
breach in a commercially reasonable manner, the State may end its program’

_ license if any and recover the fees paid to Chemware for the program license and
any unused, prepaid technical support fees the.-State has paid for the program
license; or (b) the re-performance of the deficient Services, or (¢) if Chemware
cannot substantially correct a breach in a commercially reasonable manner, the
State may end the relevant Services and recover the fees paid to Chemware for (hc
deficient Services.

1

13 Non-lﬁfringement

Chemware warrants that it has good title to, or the right to allow the State to use,
all Services, equipment, and Software (“Material”) provided under this Contract,
and that such Services, equipment, and Software do not violate or infringe any
patent, trademark, copyright, trade name or other intellectual .property rights or
misappropriate a trade secret of any third party.

1.4 Viruses; Destructive Programming

Chemware warrants that the Software shall not contain any viruses, destructive
programmlng, or mechanisms designed to disrupt the perfonnance of the Software
:n accordance with the Specifications.

1.5 Compatlbnhty

Chemware warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software

2016-021 Exhibit K- Warranty Services
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components provided by Chemware to corréct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

v )
Chemware warrants that all Services to be provided under the Contract will be
provided expediently, in a professional mariner, ‘in accordance with industry
standards and that Services will comply With performance standards,
Specifications, and terms of the Contract.

"The Warranty Period shall remain in effect until the conclusion or termination of
this Contract and any extensions. -
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Attached are:

A.  Contractor’s Cemf‘ cate of Vote/Authority

B.  Contractor’s Certificate of Good Standing
C. Contractor’s Certificate of Insurance

2016-021 Exhibit L-Certificates and Attachnients
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions.-agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 -
U.S.C. 701 et seq.}, and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-630, Title V, Subtitle D; 41 U.5.C. 701 et seq.). The January 31,
1989. regulations were amended and published as Part Il of the May 25, 1980 Federal Register (pages
21681-21691), and require certification by grantees {(and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or viglation of the certification shall be grounds for suspension of payments suspension or
termination of grants or government wide suspens:on or debarment. Contractors using this form should
send it to: .

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing,.possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for viclation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;
- 1.3, Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a),

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5.  Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the conwcted employee was working, unless the Federal agency
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has designated a central point for the receipt of such notices: Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehablhtatlon Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily i in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement :0r other appropriate agency;
1.7.  Making a good faith effort to continue to maintafn a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2 The grantee may insert in the space provided below the site(s) for the performance of work done in
connectlon with the specific grant.

I3

Place of Performance (street address, city, county, state, zip code) (list each location)

Check O if there are workplaces on file that are not identified here.

Contractor Name: Cl'\(ﬂ\\’\lﬁf‘g )-LC

/2014 C T2
Date Name: Eer ¢ Dhﬁcl)w
Title: Gfmn,\ M4vw\5f,(
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CERTIFICATION REGARDING LOBB*ING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute-the following Certification:

US DEPARTMENT OF HEALTH-AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATICN - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enfarcement Program under Title [V-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continGation, renewal, amendment, or.
modification of any Federal contract, grant, loan, or cooperative agreement (and by Speuf' c mention
sub-grantee or sub-contractor). .

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress -in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, {Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this cert|f|cat|on be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made oOr entered into. ' Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for

each such failure.
Contractor Name: Q"\h-r\ \I\L.N.

N2

Date Narme: ﬁd& /'
' Title: CF: a_mOr:“ A 1,

.
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS '

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
- Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsnbtllty Matters, and further agrees to have the Contractor's
. representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the foliowing
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract) the prospective primary participant is provudmg the
cemflcatlon set out below.

2. The inability of a perSOn to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shali submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Depariment of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall dlsquallfy such person from pamupahon in
this transaction. .

3. The certification in this clause is. a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determlned that the prospective
primary participant knowingly rendered an erroneous certification, in addltlon to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant iearns
that its certification was erroneous when submitted or has become erroneous by reason of changed
cwcumstances

5. The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the ~
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a. person who is debarred, suspended, declared ineligible, or valuntarily excluded
from participation in this covered transaction, unless authorlzed by DHHS.

7. The prospective primary participant further agrees by submtttlng thls proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactlons and in all solicitations for lower tier covered transactions. )

8. A participant in a covered transaction may rely upon a certiﬁcation of a prospeclive participant in a
lower tier covered transaction that.it is. not debarred, suspended, ineligible or involuntarity excluded
from the covered transaction, unless it knows that the certification is erroneous. A'participant may
decide the method and frequency by which it determines the ellglblllty of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

»
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 8 of these instructions, if a participant in a
covered transaction-knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ingligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government; DHHS may termlnate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment dec!ared |nehg|ble or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal (contract) been convicted &f or had
a civil judgment rendered against them for commission-of fraud or.a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I){b)
of this certification; and -

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS )

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. «are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled *Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: C\\ch.m LL(

W) /a4 ‘
Date o : ;\.‘Fq JC/

Title: C wm\ mh\&'ﬁe /
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: \ -

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the dellvery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Pian;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
referénce, the Civil rights cbligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benéfits, on the basis of race, color, religion, national origin, and sex. The Act includes. Equal
Employment Opportunity Plan requ1remenls .

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 784), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 19890 (42 U.5.C. Sections 12131-34), which prohlblts
discrimination and ensures equal opportunity for persans with disabilities in employment, State and local
- government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86) which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures): Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations), and Whistleblower protections 41 U.5.C. §4712 and The National Defense Authorization
Act (NDAA,) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Cantract Employee Whistleblower Protections; which protects employees against
reprisal for certain whistle blowing activities in cannection with federal grants and contracts.

The certificate set out below is a material representation of fact upon-which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G
Contractor Initials GQ

Certification of Compliance with r-qurnrnnnu pertaining to Federal Nondiscrimination, Equal Trestrment of Faith-Bassd Organizations
and Whistebiower protactions

_ &nTh4 ) M
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Servnces and
tothe Department of Health and Human Services Office of the Ombudsman. -

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: '

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.’

Contractor Name: Chgm\l\)cf( L L
W2 o Eon Ty

ate Name ek, Omgeeliv
Title: G‘qt(x) m‘\'\\’o{

Exhibit G
- Confractor Initials C O
Certification of Compliance with requiraments periaining to Federal Nondiscrimination, Equal Treatment of F aith-Based Organluuona
and Whisteblower protactions
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke; also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portlon of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded sclely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor tdentified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

4

1. By signing and Submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

-

Contractor Name: C)\e'mu&m LL,(

.

W2 Doy & Ty |

Dat ’ N
ate T;’:e&gr;c nt\‘:‘i;\‘b;/
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered

Entity” shall mean the State of New Hampshire, Department of Health and Human Services.
: .

1 Definitions.
a. ‘Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations..

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term “designated‘record set”
in 45 CFR Section 164.501.

e. "Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. 'HITECH Act’ means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009,

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i "Individuél" shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(q).

j.  “Privacy Rule” shall mean the Standards for Privacy of individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

32014 Exhiblt | Contractor Initials G Q

Heatth Insurance Porlability Act
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Page 1of6 ¢ Date \2”20’3




'
Exhibit M DHHS Standard Exhibits |
New Hampshire Department of Health and Human Services

Exhibit |

*

I. “Reguired by Law” shall have the same meaning as the term "Lrequired by law” in 45 CFR
Section 164.103. _ . ' .

m. “Secretary” shall mean the Secretary of the Department of Health and Human’ Serv:ces or
his/her designee,

n. “Security Rule™ shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. ‘Unsecured Protected Health information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organlzatlon that is accredlted by the Amencan National Standards
Institute.

'p. Other Definitions - All terms not otherwise defined herein shall have the meaning ‘
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

(2) Bu'siness Associate Use and Disclosure of P}otected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PH)) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constltute a violation of the Privacy and Security Rule,

b. Business Associate may use or disclose PHI T < .
L For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below: or
lil. For data aggregation purposes for the health carée operations of Covered
Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prlor to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further. disclosed only as ‘required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d.’ The Business Associate shall-not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Busmess

312014 Exhibit I Contractor Initials é‘)
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Associate shall refrain from disclosing the PHI until Covered Entlty has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and'shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

»

(3) Obligétions and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of.protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an |mpact on the’
protected health information of the Covered Entity. -

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but-not be
limited to:

o The nature and extent of the protected health.information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment.in writing to the
Covered Entity. .

C. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule. '

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor’'s business associate
agreements with Contractor's intended business associates, who will be receiving.PHI

32014 Exhibit 1 Contractor Inltials 6 Q
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pursuant to this Agreement, with rights of enforcement and indemnification from such
husiness assaciates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information. '

f. Within five (5} business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written requést from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Assaciate shall make such PHI available to,Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

I Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a reguest by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

J. Within ten (10) business days of receiving a written request fram Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164 528

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the

' individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Assaciate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PH! has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Busmess

3/2014 ' Exhibit | Contractor Inmals C 0
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Associate maintains such PHI. f Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed. ’

(4)  Obligations of Covered Entity

a. Covered-Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164,508,

c. Covered entity shall pfomptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
: to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the -Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither-termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary. '

(6) Miscellaneous

a.  Definitions and Requiatory References. All terms used, but not otherwise defined herein,
’ shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as '
amended. ‘

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. = Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 Exhibit | Contractor Initials 6! ) .
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e. Segreqation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return' or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

The State &h&( Name of the Contractor
Slgnature of Authorized Representative Signature ofAutEoélzed Representative

L bisa Mop 1S . %%\bv

Name of Authorized Representative Name of Authorized Representative
Rrdoc, TPHS , MADIHS  Genarn) Mracer
Title of Authorized Representatwe Title of Authorized Repl’ésentatwe
Wie[18™ . \Wa/do )y
Date ' Date
3/2014 ' ' Exhibitt . Contracior Innlalsc’o

Health Insurance Portability Act

Business Assaciate Agreement ' . ’! s !
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY ANC TR TRANSPARENCY
ACT (FFATA)} COMPLIANCE '

The Federal Funding Accountability and Transparency Act (FFATA) réquires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services {(DHHS) must repont the following information for any
subaward or contract award subject to the FFATA reporting reqmrements
1. Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source '
Award title descriptive of the purpose of the funding 'action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)
0. Total compensation and names of the top five executives if;

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

SN RwN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Centractor identified in Section-1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Parl 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountabthty and Transparency Act.

Contractor Name: C)’lean, u..(

N/)) oA f 5/7%—-—

Date Name: B« Dtﬂ&u\/
Title: c"‘;\ m’ﬁ‘(

S

Exhibit J - Certification Regarding the Federa! Funding Contractor Initials
Accountability-And Transparency Act (FFATA) Compliance '
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the rgSponsés to the -
below listed questions are true and accurate.

1.

2.

Accountability And Transparency Act {(FFATA) Compliance \ .
CUDHHS/1 10713 i Page 2 of 2 . Date LM

1If the answer to #3 above is Nb, please answer the following:

The DUNS number for your entity.is:" (Dlz%lbw .

in your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent ar more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants,.and/or ‘
cooperative agreements?

> _nNo __ Yes

If the answer to #2 above is NO, sto:p‘ here ,‘

If the answer to #2 above is YES, please answer the following:

Does the public have access to information about the compensation of the executives inyour
business or organization through pericdic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 I1.S.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of
19867 . '

NO YES

If the answer to #3 above is YES, stop here

. A
¥

The names and compensation of the five most highly compensated officers in your business .or
organization are as follows: '

Name: Amount:
Name: . Amount: \ .
Name: Amount;
Name: _ Amount;
Name:; L . Amaount;
Exhibit J - Certification Reganjing.lhe Federal Funding Contractor Initials GD
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DHHS Information Security Requirements

A. Definitions
The following terms 'may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition,” unauthorized access, .or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, wﬁether physical or electronic. With regerd to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology U.S. Department
of Commerce.

3. “Confidential Information” or “Confidential Data” ‘means all confidential information
disclosed by one party to the.other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course .of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information {PHi), Personal Information (Pl), Personal Financial
Information (PFI); Federal Tax Information (FTI), Social Security’ Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidentia! information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receéives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health insurance Portability ‘antd“AccountEbility Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

[y
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mail, all of which may havé the potential to put the data at risk of unauthorized
access, use, disclosure, madification or destruction,

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or -delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
‘network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS data.

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone,"or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

* 10. “Protected Health Information” (or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a-technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals ,and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF. DHHS AND THE CONTRACTOR
A. Busineés Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any ‘Confidential Information in response to a

GP
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request for disclosure on the basis that it is required by law, in response to a
.subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure. )

3. If DHHS notifies the Contractor that DHHS has ‘agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be uséd for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract,

ll. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Confractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ emaii to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons autharized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Shéring Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. énd User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8 Open Wireless Networks. End User may not transmit Confidential Data via an open
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v ¥

wireless network. End User must employ a virtual prlvate network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote. communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User’s mobile device(s) or laptop from which information will be -
transmitted or accessed.

10. S8SH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocal. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. - SFTP folders and sub-folders used for transmitting Confidential Data wili
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). .

11. Wireless Devices..If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days :to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required‘by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical iocation requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabllmes are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for.its End
Users in support of protecting Department confidential information

4. The Contractor.agrees to retain all electronic and hard coples of Confidential Data
in a secure location and identified in section IV, A.2

5. .The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment. as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written centification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and -professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such'as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy- all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services. '

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential mformatlon
where applicable. |

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential securlty events that can impact ‘State of -NH systems andlor

- v, Department confidential mformahon for contractor provided systems:

5. The Contractor‘wﬂl provide regular secunty awareness and education for its End
Users in suppart of protecting Department confidential information.

.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for ‘State of New Hampshire, the Contractor will maintain a.
program of ' an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized. T

8. If the Department determines the Contractor is a Business Associate pursuant:to 45.°
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
{BAA) with the Department and is responsible for malntalnlng compliance with the
agreement,

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

. .10.'The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department 'data offshore or outside the boundaries of the United States unless .
prior express written consent is obtained from the Information Secunty Office
leadership member within the Department.

1. Data Security Breach Liability. In the event of any secunty breach Contractor shall
make efforts to investigate the causes of the breach,’ promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs ‘associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Ihformation, and must in all .other respects
- maintain the privacy and security of Pl and PHI at a level and.scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the leve! and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps://www.nh. govldontlvendorhndex htm
for the Department of Information Technology policies, guidelines, standards, and
proCurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident .
response . process. The . Contractor will notify the State's Privacy Officer, and
- additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the -Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes,identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media contai_.n‘ing PHI, PI, or
PFl are encrypted and password protected.

d. send emails containing Confdentuai Informatlon only if e ncmgted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours {e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials {user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract,

LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Bréaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in -accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and-
notwithstanding, Contractor’s compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3." Report suspected.or confirmed Incidents as required in this Exhibit or. P-37:
4

"ldentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate

Breach notification methods, timing, source, and contents from among different
‘options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents andlor Breaches that implicate Pl must be addressed and feported, as
applicable, in accordance with NH RSA 359-C:20.

‘

VI.  PERSONS TO CONTACT

A
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DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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State of New Hampshire -
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hercby certify that CHEMWARE, LLC is
a Wisconsin Limited Liability Company registered 1o transact business in New Hampshire on February 10, 2016. | further certify

that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned. .

Business ID: 738754
Certificate Number: 0004206602

IN TESTIMONY WHEREQF,
[ hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,

‘this 31st day of October A.D. 2018.

Fir Lok

William M. Gardner

Secretary of State




CHEMWARE

A Dohmen Company

1, Eric Dingfelder, do hereby certify that | am the General Manager of Chem Ware, LLC and, as
such, am authorized to enter into contracts and to execute any and all documents, agreements and
other instruments, and any amendments, revisions, or modifications thereto, as | may deem
necessary, desirable or appropriate on behalf of Chem Ware, LLC.

E S

(Signature of Company Officer)

W2 ) A0)%

Date

STATEOF __ 7). C

COUNTY OF (A2 ﬁ—»ﬂi—(.

Onthnsthe_&_dayof_MOlS before me (\Uu,'aq Ef@a,(fv«éé

' (day) (month) J  (Ngfe of Notary Public)

the undersigned officer, personally appeared Ef L C ;ﬁ&‘bf’ <
(Company Officer- Print Name)

known to me (or satisfactorily proven) to be the person whose name is subscribed to the within
instrument and acknowledged that he/she executed the same for the purposed therem contained.
In witness whereof, I hereunto set my hand and official seal.

mmmm.,,,

So¥ Sis Elf/ QC Q
5
NOTAR )’ % (Notary Public)
COoMMISSION XPIRES g
—32@,2%?0

o)
uBLIC O
&
"'47, Coy ‘(“{ ﬁ

'mmumm\“‘

"’;

‘\‘\\\““”l lﬂ"}”’

900 Ridgefield Drive. Suite 150 « Raleigh, NC 27609 » 919.855.8716 » info@chemware.com




DATE (MM/DD/YYYY)

A [ ] i
ACORD CERTIFICATE OF LIABILITY INSURANCE 1312018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

{MPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confar rights to the certificate holder in lieu of such endorsement(s).

PRODUCER wﬂ?”
Marsh USA Inc. NAME: A
* 411 E, Wisconsin Avenue {AMG, No):
Suite 1300 MAIL
Milwaukes, Wi 53202
Aty milwaukee. cartrequesiGimarsh,com; 21 2-948-4348 INSURER(S} AFFORDING COVERAGE NAIC #
INSURER A : Travelers Property Casually Company of America 25674
INSURED . ;
ChemWere, LLG NSURER 8 : Phoenix Insurance Company 25623
900 Ridgefiekd Drive INSURER ¢ : Travelers Indemnity Company of Connecticut 25662
Raleigh, NC 27609 INSURER O : N/A NiA
INSURER E :
INSURER F :
COVERAGES CERTIFICATE NUMBER: CHI-008399403-12 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABCVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDLISUBR] P YEFF | P
lf'?g TYPE OF INSURANCE INSD | WYD POLICY RUMBER (MSIUD%NEYM {L:j%%m LIMITS
A | X | COMMERGIAL GENERAL LIABILITY B30TKA00843 032018 |03M872018 | EacH OCCURRENGE $ 1,000,000
MOAMAGE TO RENTED
X | cLAIMS-MADE D OCCUR PREMISES (Ea occurrence) | § 50,000
MED EXP (Any oné parson) | § 5,000
PERSONAL & ADVINJURY | § 1,000,000
EN'L AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE 5 3,000,000
X | roucy ] B Loc PRODUCTS - COMPIOP AGG | 5 3,000,000
OTHER: Deductible s 5,000
COMBINED SINGLE LIMIT
B | AUTOMOBILE LIABILITY BA7K397650 03He2018 062019 & tonty H 1,000,000
ANY AUTO BODILY INJURY {Per person) | §
OWNED SCHEDULED
D ONLY | ] 5cHe0 BODILY INJURY (Per accident}] $
HIRED NON-OWNED PROPERTY DAMAGE s
| X | auTos onLy AUTOS ONLY | tPor accidenty
s
A1 X | uMBRELLA LIAB OCCUR CUPTK452409 03162018 |0M62019 | EacH OCCURRENCE s 6,000,000
EXCESS LIAB X | cLaMS-MADE AGGREGATE $ 6,000,000
X Joeo | | revenmon s 10,000 s
C |WORKERS COMPENSATION UB7K398019 WANNTE [ 0362019 X | PER OTH-
AND EMPLOYERS' LIABILITY N | 55Rrure | |88
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? NiA
(Mandatory In NH} E.L DISEASE - EA EMPLOYEE] $ 1,000,000
[ E“ describe under 1,000,000
DESCRIFTION OF OPERATIONS below E.L. (ISEASE - POLICY LiMIT | § 000,

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if mors space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Department of Administrative Senvices
25 Capitol Street

Concord, NH 0331

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
of Marsh USA Inc.

Manashi Mukherjee

ACORD 25 (2016/03}

© 1986-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD




AGENCY CUSTOMER 1D: CN102165064
LOC #: Milwaukee

iy ) )
A,CO,RD° ADDITIONAL REMARKS SCHEDULE Page 2 of 2
AGENCY . NAMED INSURED
Marsh USA Inc. ChemWare, LLC
900 Ridgefield Drive

POLICY NUMBER Rateigh, NC 27608
CARRIER NAIC CODE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: 25 ForM TITLE: Certificate of Liability Insurance

Property
Policy Number: 6307K400843

Camier: Traveelrs Property Casuatty Company of America
Effective Data: 031 6/2018
Expiration Data: 031672019

Blanket Limit - Real and Personal Property: $10,000,000

All Risk Of Diract Physical Loss Or Damage To Personal Property On A Replacement Cost Basls, Subject To Policy Te(ms. Condltions And Exclugions,

Other deductibles may apply as per policy terms and conditions.

ACORD 101 (2008/01} © 2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD




STATE OF NEWHAMPsﬁiRE . |

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301 ~
“Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

February 16, 2016
Her Excellency, Governor Margaret Wood Hassan

.and the Honorable Executive Council
State House

Conc.olr'd,NITI03301 . S /Q SCU"‘CQ

REQUESTED ACTION

Authorize the Department of Information Technology (DolT), for the benefit of the Department
of Health anjd Human Services (DHHS), to enter into. a Sole Source contract with ChemWare, LLC,
Raleigh, N, (VC# 171140), in an amount not to exceed $673;428.00 for software maintenance and

support as well as other optional services effective date of Governor and Council approval through June
30,2021,

anticipated tp be available in SFY 2018, 2019, 2020, and 2021, depending on availability and continued
. appropriation-of funds with authority to adjust encumbrances in each of the State Fiscal Years through the
Budget Offige if needed and justified. 100% Federal Funds.

Fun}‘s are available in the following accounts for State Fiscal Year (SFY) 2016 and 2017, and are:

\

CATE-DEPTH#AGENCY#ACTIVITYSACCTG UNIT# DEPT

, L NAME-AGENCY NAME-ACCTG UNIT NAME | soB# AMOUNT -

SFY CLASS CODE-ACCOUNT CODE - OBJ (ACCOUNT) DESC -

2016 P10-003-7695-0300 - DolT- IT for DHHS_ 03900078 $83,228.00
038-500175- Agency software DPHS - LIMS

2017 ¢10-003-7695-0300 - Dol T- IT for DHHS - 03900078 $118,040.00
($38-500175- Agency software DPHS — LIMS _

2018 910-003-7695-0300 - Dol T- 1T for DHHS 03500073 $118,040.00
038-500175- Agency software DPHS - LIMS

2019 910-003-7695-0300 - DolT- IT for DHHS 03900078 $118,040.00
(38-500175- Apency software DPHS ~ LIMS )

2020 910-003-7695-0300 - DolT- IT for DHHS 03900078 $118,040.00

' (38-500175- Agency software DPHS — LIMS

2021 910-003-7695-0300 - DolT- IT for DHHS 03900078 $118,040.00
038-500175- Agency software DPHS — LIMS )
- ; - TOTAL $ 673,428.00

"Innovative Technologies Today for New Hampshire's Tomorrow”




Her Excellency, Governor Margaret Wood Hassan
and the Honorable Executive Council

~ Page2.

Thi

EXPLANATION

Ay

L is a Sole Source contract because no other vendor can maintain and upgrade this

vendor’s spftware, Horizon Laboratory Information Management Systems (LIMS) due to its '
proprietary|nature. It would be cost prohibitive to competitively bid for a replacement system for
Horizon, especially since Horizon has been performing to standards and meeting the business.

needs.

The purpose of the contract is to provide software ma_inténanée and support for the

ChemWare Horizon LIMS originally installed 2003. -Optional services such as report writing
may be performed as needed, and instrument interfaces will be provided. It is imperative that this
software be¢ maintained and fully operational in order to respond to disease outbreaks and other
events (bioﬁogical, chemical, and radiological) in order to protect citizens and visitors in the

State.

—DG/mh

i

The|Department of Information Technology respectfully requests your approval.

Respcct%ly submitted,

Denis Goulet
Commissioner

DolT 20161021

RID 17889|




Denis Gon
Commissior

Jeffrey A. M

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
’ 27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit <

February 17, 2016

eyers, Commissioner

State of New Hampshire

Department
129 Pleasan
Concord, NI

Dear Comm

This
has approve
below and re¢

—

The
optid
Info
$67;

d

of Health and Human Semces

Street

1 03301-3857-

ssioner Meyers:

letter represents formal notification that the Department of Information Technology (DolT).
your agency’s request to enter into a contract with ChemWare, Raleigh, NC, as described .
ferenced as DolT No. 2016-021.

purpose of this contract is to provide maintenance and support as well as other

bnal services for the Public Health Laboratories’ (PHL) Horizon Laboratory
rmation Management System (LIMS). The funding amount is not to exceed

,428.00, and the conwract shall become effective upon' Governor and Council

approval through June 30, 2021.

A cd
to the Gover

DG/mh
DolT 2016-(]

cc: Leslie D

py of this letter should accompany the Department of Information Technology’s submission

por and Executive Council for approval.

Sincerely
(u
- M L
Denis Goulet
21
Mason, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow™




FORM NUMBER P-37 (vérsion 5/8/15)

N

otice: This agreement and all of its attachments shall become public upon submiésion to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
bg clearly identified to the agency and agreed toin wrmng prior to 51gn1ng the contract.
AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

1. IDENTIFICATION. :
1.1 State Agency Name 1.2 State Agency Address

Department of Informa

27 Hazen Drive
Concord, NH 03301

tion Technology

1.3 Contractor Name

ChemWare, LLC

1.4 Contractor Address
900 Ridgefield Drive, Suite 150
Raleigh, NC 27609 ’ '

1.5 Contractor Phone
Number
(919) 855-8716

1.6 Account Number 1.7 Completion Date 1.8 Price Limitation

010-003-7695-0300-038-0175 | June 30, 2021 $673.428

‘1.9 " Contracting Offic
Michael O'Neal

er for State Agency -

.1.10 State Agéncy Telephone Number
(603) 230-3459

1.1l Contractor Signg

S

Wdﬁ

ture 1,12 Name and Titlé of Contractor Slgnalory

Eric Dingfelder, General Manager

1.13  Acknowledgemd

On Fe‘fJIO:wlb

proven (o be the persor
indicated in block 1.12

nt: State of

, County of €

, before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
whosc name is signed in block 1.11, and acknowledged that s/he cxeculew”immem in the capacity

1.13.1 Signature of N
Ut

btary Public or Justice of the Peace

2 ‘P“;P"”‘_

[Seal]

1.13.2 Name and Titlg
LaGuitn

t of Nowary or Justice of the Peace

Pepe~  Adminstralive  ASSiSing. %1+¢,UBUG

.14 Lf;ate Aggy Si
) ! \

gnature 1.15 Name and Title of S
Dale:%/‘;}/g“)'g . D@ﬂl'_(, C‘?DU’??LI C{)MMlﬁSlOi’lelf

—

1.16 Approval by the

By:

N.H. Department of Administration, Division of Personnel (if applicable)

Director, On:

.17 Approval by the

]

By: faﬁzﬂu/v

lutorney General (Form, Substance and Execution) (if applicable)

e, —af 3(}.'(..’1-%)5——-.\..4-,‘ _./‘#B:'f'lﬂ-‘(-j On: 4—(’.1'3 oA L’/’ '*Q"‘"'“ («0

1.18 Approval by the

By:

Governor and Exccutive Council (if applicable)

On:
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2. EMPLOYMENT DF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency idantified in biock [.1 (“State”), engages
contractor identified in block 1.3 (“Coniractor”) to perform,.
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is {ncorporated herein by reference
(“Services™).

3. EFFECTIVE DA’[‘EICOMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the

" contrary, and subject tp the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and ali obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Counci| approve this Agreement as indicated in
block 1.18, unless no $uch approval is required, in which case
the Agreement shall hecome effective on the date the
Agreement is signed by the State Agcncy as shown in black
1.14 (“Effective Date']).
© 3.2 If the Contractor commences the Semces prior to the
Effective Date, all Se :ces‘performed by the Contractor prior
to the Effective Date ghall be performed at the sole risk of the
Contractor, and in the|event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any{ costs incurred or Services performed.
Contractor must complete all Services by lhe Completion Date
specified in block 1.7 .

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligatiops of the State hereunder, including,
without limitation, thq continuance of payments hereunder, are
contingent upon the'ayailability and continued appropriation
of funds, and in no event shall the State be liable for any
paymenis hereunder in excess of such available appropriated
funds. In the event of|a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such fupds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required o transfer funds from any other account
1o the Account identifjed in block 1.6 in the event funds in that
Account are reduced or unavaijlable.

5. CONTRACT PR
PAYMENT,

5.1 The contract pricg, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is{incorporated herein by reference.

E/PRICE LIMITATION/

5.2 The payment by the State of the contract price shall be the -

only and the completg reimbursement to the Centractor for all
expenses, of whatevef nature incurred by the Contractor in the
performance hereof, gnd shall be the only and the-complete
compensation to the Contractor for the Services. The State
shall have no l1ab1hly to the Contractor other than the contract
price.

Page 2 of 4

5.3 The State reserves the right to offset from any amounis
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Nowwithstanding any provisien in this Agreement to the
contrary, and notwithstanding unexpected circumslances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in black
1.8. :

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. .

6.1 In connection with the performance of the Serwces the
Contractor shall comply with all statutes, laws, regulauons
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Centractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary ‘
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. Ih addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employces or applicants for -
employment because of race, color,'religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action 1o prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the

. regulations of the United States Department of Labor (41

C.F.R. Part 60}, and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue o
implement these regulations. The Contractor further agrees 10
permit the State or United States access to any of the
Contracter’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenanis, terms and conditions of this Agreement.

7. PERSONNEL. :

7.1 The Contractor shalt at its own.expense provnde all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws, '

7.2 Unless otherwise autherized in writing, during the lerm of
this Agreement, and for a period of six (6} months afier the
Completion Date in block 1.7, the Contractor shall not hire,
and shalt not permit any subconiractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

" Contractor Initials G-o

Date %/ DIEI‘



Agreement. This provision shall survive termination of lh:s
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be{the State's representative. In the event
‘of any dispute concerring the interpretation of this Agreement,
the Contracting Officel’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the

‘Contractor shall constijute an event of defau]l hereunder

(“Event of Default”):

8.1.1 failure to perfo

" schedule; '
8.1.2 failure to submu ny report required hercunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement. ’
8.2 Upon the occutrenge of any Event of Defaull, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a wrilten notice specifying the Event
of Default and requiridg it ta be remedied within, in the
absence of a greater or|lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, t¢rminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments 1o be made under this
Agreement and ordering that the portion of the contract price
which would otherwisg accruc 1o the Conitractor during the
period from the date of such notice until such time as the State

. determines that the Coitractor has cured the Event of Default -
shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe 10
the Contracter any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 weat the Agreement as breached and pursue any of ils
remedies at law or in efuity, or both.

the Services satisfaclorily or on

10. TERMINATION. In the event of an early termination of
this Agreement for any feason other than the completion of the
Services, the Contractor shall deliver to the Coniracting
Officer, not later than fificen (15) days after the date of
termination, a report (“Termination Report™) describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject’
matter, content, and number of copies of the Termination
Repott shall be identical to those of any Final Report -
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor-is in all
respects an independent contractor, and is R€ither an agent nor
an employee of the State, Neither the Contractor nor any of its
officers, employees, agents or members shall*have authority to
bind the Stale or receive any benefits, workers’” compensation
or other ¢émoluments provided by the State 1o its employees.

' 12. ASSIGNMENT/DELEGATION/SUBCONTRACTS,

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the ptior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written -
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shail defend,
indemnify and hold harmless the State, its officers and
employces, from and against any and ail losses suffered by the
State, its officers and employees, and any and 2ll claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,

" based or resuiting from, arising out of (or which-may be

claimed to arise out of} the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby

9. _DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.
9.1 As used in this Agreement, the word “data” shall mean all
information and things|developed or obtained during the
performance of, or acqpired or developed by reason of, this
Agrecment, including, dbut not limited to, all studies, reports,
files, formulac, surveys, maps, charts, sbund recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representationg, computer programs, computer
printouts, notes, letters| memoranda, papers, and documents,
all whether finished orfunfinished.

9.2 All data and any prpperty which has been received from
the State or purchascd with funds provided for that purpose
under this Agreement, shali be the property of the State, and
shall be returned to the|State upon demand or upon
termination of this Agrrement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other gxisting law. Disclosure of data
requires prior writlen approval of the State.
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reserved to the State. This covenant in paragraph 137shall
survive the termination of this Agreement. i
14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, lhe followmg
insurance:

14.1.] comprehensive gencral liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and 32,000,000
aggregaie ; and

14.1.2 special cause of loss coverage form covering all

property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property. .
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of

. Insurance, and issued by insurers licensed in the State of New

Hampshire.

Contractor Initials G‘O
Date



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9 or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also fiirnish to the Contracting Officer
identified in block 1.9] or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insgrance policies. The certificate(s) of
insurance and any rengwals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in black 1.9, or his
or her successor, no legs than thirty (30) days prior wrulen
notice of cancellation pr modification of the pohcy

15. WORKERS' C
I5.1 By signing this agreement, the Conlractor agrees,
certifies and warrants {hat the Contractor is in compliance with
or exempt from, the refuirements of N.H. RSA chapter 281-A
("Workers' Compensation”),

15.2 To the extent thejContractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require-gny subconiractor or assignee to secure
and maintain, paymen{ of Workers’ Compensation in
connection with activifies which the person proposes to
underlakc pursuant to this Agreement. Conlractor shall
furnish the Contracting Officer identificd in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) (hereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any ofher claim or benefit for Contracter, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in(connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisiong hereof after any Event of Default shall
be deemed a waiver offits rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure 10 enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contfactor.

17. NOTICE. Any nofice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by cer{ified mail, postage prepaid, in a United
States Post Office addressed to the partics at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreemen may be amended,
waived or discharged ¢nly by an instrument in writing signed
by the parties hereto apd only-after approval of such
amendment,. waiver or{discharge by the Governor and
Executive Council of the Siate of New Hampshire unless no
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such approval is required under the circumstances pursuant to
Slale law rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

© This Agreement shall be construed in accordance with the

laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties o express their mutual
tntent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not-be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words conlained

.therein shall in no ‘way be held to explain, modify, amplify or

aid in the interpretation, construction or meaning of the
provisions of this Agreement,

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. [n the event any of the provisions of
this Agreement are held by a count of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remam in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may

- be executed in a number of counterparts, each of which shall
‘be deemed an original, constitutes the entire Agreement and
undersianding between the parties, and supersedes all prior

Agreements and understandings relating hereto.

Contractor Initials < O
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TERMS AND DEFINITIONS

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

The follown]ng general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance. Notice from the State that a Deliverable has satisfied Acceptance
: Test or Review,
Acceptance Letter - An Acceptance Letter provides notice from the State that a
‘ ' Deliverable has satisfied Acceptance Tests or Review.
Acceptance Period The timeframe during which the Acceptance Test is performed
.| Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by.
' the State that describes at a minimum, ‘the specific Acceptance |
process, criteria, and Schedule for Deliverables. ~
Acceptance Test and Review Tests performed to. determine that no Defects exist in the

application Software or the System

Access Cantrol Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back
of a document

Audit Trai] Capture and Supports the identification and momtormg of activities within an

Analysis ' application or system _

Best and Fjnal Offer (BAFO) For negotiated procurements, 2 Vendor's final offer followmg the

- _conclusion of discussions.
| CCP Change Control Procedures
Certification The Vendor’s written declaration with full supporting and .written
' Documentation (including without limitation test results as

applicable) that the Vendor has completed devc]opmcnt of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review,

Change Cgntrol Formal process for initiating changes to the proposed solution or

process once development has begun.

Change Oxder

Formal documentation prepared for a proposed change in the
Specifications.

CM.

Configuration Management -

| Completion Date

End date for the Contract

Cou_lﬁdenti

| Information

Information required to be kept Conﬁdcnttal from unauthorized
disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

The decumentation consisting of both the P-37Agreement, Contract
Agreement - IT Provisions, and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work

Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including

2016-021 GChemware Maintenance Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

but not limited to, the successful Contract completion, termmatlon
for convenience, or termination for default.

Contract Doecuments

Documents that comprise this Contract {(See Contract Agreement, '
Section 1.1)

Contraé( Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments; and representing the parties
in all Contract administrative activities. (Sce Section 4: Contract
Management)

Contract Pfice -

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Exhibit B Paragraph 2.

Contractor

The Vendor whose proposal or quote was awarded the Contract with

| the State and who is responsible for the Services and Deliverables of

the Contract.

Contracted Vendor/Vendor

The Vendor whose Vprdposa] or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS Commercial Off-The-Shelf Software
CR Change Request :
Cure Period The thirty (30) day period following written notification of a default |

within which a contracted vendor must cure the default identified.

‘Cust_om Cdde

.. Code developed by the Vendor specifically for this project for the

State-of-New-Hampshire

Custom Software

1 the State of New Hampshire

Software developed by the Vcndor specnﬁcally for this prcgect for

Data State’s records, files, forms, Data and other documents or
: information, in either electronic or paper form, that will be used
Jconverted by the Vendor during the Contract Term
DBA Database Administrator
Deficiencies/Defects A failure, deficiency or defect in a Deliverable rcsultmg in a

!

Deliverable, the Software, or the System not conformmg to its
Specnt’ ications.

Severity 1 Deficiency — Sofrware - Complete loss of services;.
application unusable or inaccessible; Written Documentation -
missing significant portions of information or unintelligible to State;
Non Software. - Services were inadequate and require re-
performance of the Service.

Severity 2 Deficiency - Softw&e Severely impacted: use of

2016-021 Jhemware Maintenance Part 2
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application with no reasonable workaround; Writren Documentation
- portions of information are mlssmg but not enough to make the

-document unintelligible; Non Software - Services were deficient,

require reworking, but do not require re-performance of the Service.

Severity 3 Deficiency — Software - Maderately impucted use of
application with reasonable wdrkaround.; Written Documentation -

_minimal changcs required and of minor editing nature; Non Sofrware

- Services require only minor reworking and do not require re-
performance of the Service.

Deliverable A Deliverable is any. Written, Software, or Non-Soﬂware
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Departmert -An agency of the State

Department of Information The Department of Information Technology established under RSA

Technology (DoIT)

21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, cither in printed or electronic forrnat

Digital Sigpature

Guarantees the unaltered state of a file

Effective Date

The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption.

Supports the transformation of data for security purposes

Enhancemgpnts

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produccd by Change Orders

Firm Fixeg

Price Contract

AF irm-leed-Pnce Contract provides-a price that is not subject to
increase, i.e., adjustment on the basis of the Veador's cost
experience in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, inctuding, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

GAAP

Generally Accepted Accounting Principles

Governor hnd Execunve Council .

The New Hampshire Governor and Executive Council.

Harvest

Software to archive and/or control versions of software

Identlfcation and
tion

Authentic

Supports obtaining information about those parties attempting to
log on to a system or application for security purposes and the
validation of those users

Implementation

The process for making the System fully operational for pr0ccssmg
the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

2016-021 Chemware Maintenance Part 2
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Informatiop Technology (IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommumcatnons and various audio and
video technologies.

Input Valig

ation

.Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scnpung, SQL injection, buffer
overflow, etc.

Intrusion I

etection

Supports the detection oflllegal entrance into a computer system

Invoking Par_ty‘ In a dispute, the party believing itself aggrieved
| Key Projeck Staff Personnel identified by the State and by ChemWare as essential to
work on the Project.
Licensee The State of New Hampshire

Non Exclugive Contract

A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services
provided under the Contract. '

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
' Deliverables, e.g., meetings, help support, services, other

Normal Bu

siness Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4" Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to P

roceed (NTF)

The State Contract Manager’s written direction to the Vendor to
begin work on the Contract on a given date and time

Open Data

Formats

A data format based on an underlying Open Standard.

Open SOt

e Software

—Software—that—guarantees—the—user—unrestricted—use—of—the
Software as defined in RSA 21-R:10 and RSA 21-R:11-

Open Stang

lards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

Operating |

Bystem

System is fully functional, all Data has been loaded into the
_ System, is available for use by the State in its daily operations.

Operational

Operatignal means that the System is operatmg and fully functional,
all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter.

Order of Pr

ecedence

.The order in which Contract/Documents comrol in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
“that is lower in the Order of Precedence

Project -

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Tedm

The group of State employees and contracted Vendor's personnel |

responsible for managing the processes and mechanisms required

2016-021 C
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such that the Services are procured in accordance with the Work | -

.Plan on time, on budget and to the requnred specifications and
quality

Project My

nagement Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project,

Project Managers The persons identified who shall function as the State’s and the
- Vendor’s representative with regard. to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
: (CCP)
Project Staff State personnel assigned to work with the Vendor on thc Project
Proposal The submission from 2 Vendor in response to the Request for a
X Proposal or Statement of Work _
Regression] Test Plan A plan integrated into the Work Plan used to ascertain whether
| fixes to Defects. have caused errors elsewhere in the
application/process.
Review The process of reviewing Deliverables for Acceptance
Review Period The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.
RFP (Reqyest for Proposal) A Request For Proposal solicits Proposals to satisfy State functional

requirements by supplying data processing product and/or Servnce
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
camputer, application or network

SaaS- Softwvare as a Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use ‘of the
software as a part of their service.

Schedule

The dates described in the Work Plan for deadlines for performance

of Services and other PrOJect events and activities under the

Contract

Service Leyel Agreement (SLA)

A signed agreement between the Vendor and the State specifying
the level of Service that is expected of, and provided by, the Vendor
during the term of the Contract.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.
Software All custom Software and COTS Software prowded by the Vendor
. under the Contract
Software Deliverables COTS Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
timitation, Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the State prowded by the

| Vendor in response to this RFP.

Specificatipns

The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,

any performance standards, Documentation, applicable State and

2016-021 Chemware Maintenance Part 2
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federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State STATE is defined as:
.State of New Hampshire
Depariment of Information Technology for the Benefit of The
Departmenet of Health and Human Services Public Health
~ Laboratory :
29 Hazen Drive
Concord, NH 03301
Reference to the tenm “State” shall include applicable agencies -
Statement pf Work (SOW) A Statement of Work clearly defines the basic requirements and
) objcctives of a Project. The Statement of Work also defines a high
level view of  the architecture, -performance and design
requirements, the roles and responsub|l|t|es of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving. ‘
State’s Confidential Records State’s information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A
State Data Any information contained within State systems m electronic or
paper format.
State Fiscal Year (SFY) The New HamEs,hire' State Fiscal Year extends from July 1
through June 30" of the following calendar year
State Project Leader State’s representative with regard to Project oversight
State’s Prdject Manager (PM) State’s representative with regard to Project management and
: : technical-matters—Agency—Project-Managers-are _responsible_for.-
review and Acceptance of specific Contract Deliverables, invoice
) “5ign off, and Review and ‘approval of a Change Proposal (CP).-
Subcontragtor A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor
System - All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the |
Specifications.
TBD To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan

A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It

may consist of a timeline, a series of tests and test data, test scripts

2016-021 Chemware Maintenance Part 2

Chemware

Initials 60

Page 7 of 25



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

and reports for the test results as well as a tracking mechanism,

Term

Period of the Contract from the Effective Date through termination,

Transition Services

-

Services and support provided when ChemWare is supportmg
System changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceitance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Manapement

Supports the administration of computer, application and network
accounts within an organization '

Vendor/ Contracted Vendor

The Vendor whose proposal or guote was awarded the Contract
with the State and who is responsible for the Scrvnces and
Deliverables of the Contract.

Verificatior

-Supports the confirmation of authority to enter a computer system,
application or network

- 'Walk Thraopgh

A step-by-step review of a Specnﬁcat:on usability features or
design before it is handed off to the technical team for development

Warranty leriod

A period of coverage during which ChemWare is responsible for
providing a guarantee for products and Services delivered as
defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

The Services to be prowded by the Vendor durmg the Warranty
Period.

Work Hours

Vendor personnel shail work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work.Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
cvents to be performed-and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shalf include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Writlen Deliverables

Non-Software written deliverable Documentation (letier, report,
manual, book, other) provnded by the Vendor either in paper or
electronic format.

2016-021 Chemware Maintenance Part 2
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INTRODUCTION
This Contract is by and between the State of New Hampshire, acting through the Department of
Informatior Technology for the benefit of New Hampshire Department of Health and Human Services

(“State™), ahd ChemWare, LLC, a North Carolina Corporation, “ChemWare” having its principal place of
business at P00 Ridgefield Drive, Suite 150, Raleigh, NC 27609. .

. To provide| software maintenance and support, as well as other optional services (report writing,
instrument nterfaces, etc.) for the Laboratory Information Management System (LIMS).

- RECITALS

The State desires to have ChemWare provide maintenance and support of LIMS and associated Services
for the Statg;

ChemWare|wishes to provide maintenance and support of LIMS and associated Services.
The parties therefore-agree as foltows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS |
This Contract Agreement (2016-021) is comprised of the following documents: )

Al. Part | - Form P-37 General Provision

B. Part 2 - Information Technology Provisions
d. Part3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit-B--Price-and-Rayment-Schedule

‘Exhibit C- Special Provisions

“'Exhibit'D- Administrative Services -
Exhibit E- Implementation Services
Exhibit ¥- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software License and Related Terms
Exhibit K- Warranty and Warranty Services
Exhibit L- Cenrtificates and Attachments

1.2 ORDER OF PRECEDENCE

I the event of conflict or ambiguity among any of the text. of the Contract Doctiments, the
fallowing Order of Precedence shall govern: ‘

a. The State of New Hampshire Terms and Conditions, Form P-37 — Part |

b. State of New Hampshire Contract Agreement 2016-021 (Part 2 & 3)

2016-021 ChcmwarEVlaintenancé Part 2
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2. CONTRACT TERM
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
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The Contract and all obligations of the parties hereunder shall become effective after full

-execution by the parties, and the receipt of required governmental approvals, including, but not

1]

limited to, Governor and Executive Council of the State of New Hampshire approval
‘tEffective Date”). ' '

—

The Contract shall begin on the Effective Date and extend through June 30, 2021. The Term
ay be extended to June 30, 2025, (“Extended Term™) at the sole option of the State, subject to

m
. the parties prior written agreement on applicable fees for each extended term.

ChemWare shall commence work upon issuance of a Notice to Proceed by the State.

Tlime is of the essence in the performance of ChemWafe’s obligation under the contract.

3. COMPENSATION |

3.

1{CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of

3

payLrncnt are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Co

tract Exhibit B: Price and Payment Schedule. -

2|NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
itet, gfoup of items, or total Proposal. ChemWare shall not be responsible for any delay, act, or
omjssion of such other vendors, except that ChemWare shall be responsible for any delay, act, or
omjssion of the other vendors if such delay, act, or omission is caused by or due to the fault of -
ChemWare.

4. CON

RACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both ChemWare
and State personnel. ChemWare shall provide all necessary resources to perform its obligations
under fthe Contract. ChemWare shall be responsible for managing the Project to its successful

complgtion. "

4.1 THE CONTRACTOR’S CONTRACT MANAGER

2016-021

ehemWarc shall assign a.Contract Manager who shall be responsible for all Contract
apthorization and administration. ChemWare's Contract Manager is:

Christopher T. Couch

Director, Business Development
900 Ridgefield Drive, Suite 150
Raleigh, North Carolina 27609

Tel: (919) 896-7740

Email: ccouch@chemware.com

(hemware Maintenance Part 2
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42 | THE VENDOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
ChemWare shall assign a Project Manager who meets the requirements of the
Contract. ChemWare's selection of the Contracted Vendor Project Manager shall
be subject to the prior written approval of the State. The State’s approval process
may include, without limitation, at the State’s discretion, review of the proposed
ChemWare Project Manager's resume, qualifications, references, and background
checks, and an interview. The State may require removal or reassngnment of
" ChemWare's PrOJect Manager who, in the sole judgment of the State, is found
unacceplable or is not performing to the State’s satisfaction.

422 ChemWare Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as ChemWare’s
representative for all administrative and management matters, ChemWare's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. ChemWare's Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed.
ChemWare's Project Manager must work diligently and usc his/ her best efforts
on the Project.

4.2.3 ChemWare shall not change its assignment of ChemWare Project Manager -
“ without providing the State written justification and obtaining the prior written
approval of the State. State approvals for replacement of ChemWare’s Project
Manager shall not be unreasonably withheld. The replacement Project Manager
shall have comparable or greater skills than ChemWare Project Manager being
replaced; meet the requirements of the Contract; and be subject to reference and
background checks described above in General Provisions, Section 4.2.1:

Contract—Project—Manager—and—in—- Contract—Agreement—-GeneraE«nProwsmns,_

Section 4.6: Reference and Background Checks, below. ChemWare shall assign
a replacément ChemWare Project Manager withiin ten (10) business days™of the
departure of the prior ChemWare Project Manager, and ChemWare shall
continue during the ten (10) business day period to provide competent Project
management Services through the assignment of a qualified interim ChemWare
Project Manager,

4.2.4  Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare ChemWare in defauit
‘and pursue its remedies at law and in equity, if ChemWare fails to assign a
ChemWare Project Manager mecting the requirements and terms of the Contract.

-

4.2.5 ChemWarc Project Manager is:
Jennifer Steamns
Project Manager -
900 Ridgefield Drive, Suite 150
Raleigh, NC 27609

2016-021 C 1emwat$inte‘nanéc Part 2
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Tel: 919.896.7709
Email: jstearns@chemware.com

4.3 ChemWare KEY PROJECT STAFF

4.3.1

4.3.2

4.3.3

ChemWare shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendix C: System Requirements and Deliverables, Table C.2:
System Requirements and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on ChemWare Key Project Staff. The
State reserves the right to require removal or reassignment of ChemWare's Key
Project Staff who are found unacceptable to the State. Any background checks
shall be performed in accordance with General Provisions Section 4.6: Background
Checks.

ChemWare shall not change any ChemWare Key Project Staff commitments
without providing the State written justification and obtaining the prior written
approval of the State. State approvals for replacement of ChemWare Key Project
Staff will not be unreasonably withheld. The replacement ChemWare Key Project
Staff shall have comparable or greater skills than ChemWare Key Project Staff
being réplaced; meet the rcquircments of the Contract, including but not limited to
the requirements set forth in- RFP Appendix C: System Requirements and
Deliverables and be subject to reference and background checks described in
Contract Agreement- General Provisions, Section 4.6: Reference and Background
Checks,

Notwithstanding any other provision of the Contract to the contrary, the State shall-
have the option to terminate the Contract, declare ChemWare in default and to
pursue its remedies at law and in equity, if ChemWare fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
ChemWare’s replacement Project staff.

}

4.4 STATE CONTRACT MANAGER

‘The

4.5
The
fol

2016-021 €

Chemware
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> State shal assign a Contract Manager who shall function as the State’s representative with
reTrd to Contract administration. The State Contract Manager is:

Mary Holliday

Finance Administrator

29 Hazen Drive

Concord, NH 03301

Tel: 603-271-4450

Email: mholliday@dhhs.state.nh.us

STATE PROJECT MANAGER
e State shall assign a Project Manager. The State Project Manager's duties shall include the

hemware Maintenance Part 2
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Leading the Project;
" Engaging and managing all ChemWares;
Managing significant issues and risks.
" Reviewing and accepting Contract Deliverables;
[nvoice sign-offs; ,
Review and approval of change proposals; and
Managing stakehalders’ concems.

wWme e T

ThJ State Project Manager is:

Jonathan Lester

LIMS Administrator

29 Hazen Drive

Concord, NH 03301

Tel: 603 217-4617
Email:jonathan.lester@dhhs.state.nh.us

* 4.6 REFERENCE AND BACKGROUND CHECKS

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and ChemWare Key Project Staff. The State shall maintain
the [confidentiality of background screening results in accordance with the Contract Agreement -
General Provisions-Section 11: Use of State's Information, Confidentiality.

ERABLES

5.2|DELIVERABLES AND SERVICES .
ChemWare shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract Exhibit

iverable or Services.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
AQCEPTANCE .

2016-021 Chemware Maintenance Part 2 .
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Afier receiving written Certification from ChemWare that a Non-Software or Written Deliverable
is final, complete, and ready for Review, the State will Review the Deliverable to determine
whether it meets the Requirements outlined in Contract Exhibit A: Contract Deliverables. The
State will notify ChemWare in writing of its Acceptance or rejection of the Deliverable within

five

(5) business days of the State’s receipt of ChemWare's written Certification. If the State

rejects the Deliverable, the State shall notify ChemWare of the nature and class of the Deficiency

and

ChemWare shall correct the Deficiency within the penod identified in the Work Plan. If no

perjod for ChemWare’s correction of the Deliverable is identified, ChemWare shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and notify

Che

mWare of its Acceptance or rejection thereof, with the option to extend the Review Period up

to five (5) additional business days. If ChemWare fails to correct the Deficiency within the
allgtted period of time, the State may, at its opnon continue reviewing the Deliverable and-
require ChemWare to continue until the Deficiency is corrected, or immediately terminate the
Contract, declare ChemWare in default, and pursue its remedies at law and in equity.

So

5.4|SOFTWARE AND DELIVERABLES REVIEW AND ACCEPTANCE

are Testing and Acceptance shall be performed as set forth in the Test Plan and more

parficularly described in Exhibit F: Testing Services.
6. SOFTWARE |
ChemWare shall provide the State with Software Licenses and Documentation set forth in the

Contr

7. SERV

Chem
meet,

T1A

-Ch
an

7.3 TH
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2016-021 (
Chemware

ct, and particularly described in Exhibit J: Software License and Related Terms.

CES
are shall provide the Services required under the Contract Documents. All Services shall ’
nd be performed, in accordance with the Specifications.

MINISTRATIVE SERVICES
mWare shall provide the State with the administrative Services set forth in the Contract,

particularly described in Exhibit D: Administrative Services.

tract, and particularly described in Exhibit E: Implementation Services.

STING SERVICES ,
mWare shall perform testing Services for the State set forth in the Contract, and

icularly described in Exhibit F: Testing Services.

YAINING SERVICES: _

mWare shall provide the State with training Services set forth in the Contract, and
icularly described in Exhibit L: Training Services.

AINTENANCE AND SUPPORT SERVICES

hemware Maintenance Part 2
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Ch.mWare shall provide the State with Maintenance and support Serv:ccs for the Software

forth in the Contract, and particularly dcscnbed in Exhibit G: System Maintenance and

Support,

7.6 WARRANTY SERVICES
ChemWare shall provide the State with warranty Services set forth in the Contract and
particularly described in Exhibit K: Warranty Services.

8. WORK PLAN DELIVERABLE

ChemWare shail provide the State with a Work Plan that shall include, without limitation, a detailed
description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and payment ‘

The igitial Work Plan shall be a scparate Deliverable and is set forth.in Contract Exhibit |: Work
Plan. |ChemWare shall update the Work Plan as necessary, but no less than every two weeks, to
accurgtely reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work| Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhibit I: Work Plan. The updated Contract Exhibit [: Work Plari, as approved by the State, is

incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit [: Work Plan shall
not refieve ChemWare from liability to the State for damages resulting from ChemWare's failure to

taken|to correct the problem; and the expected Schedule impact on the Project.

[n thejevent additional time is required by ChemWare to correct Deficiencies, the Schedule shall not
unless previously agreed in writing by the State, except that.the Schedule shall automatically
on a day-to-day basis to the extent that the delay does not result from ChemWaré's failure to
its obligations under the Contract. To the extent that the State’s execution of its major tasks
takes {longer than described in the Work Plan, the Schedute shal! automatically extend on a day-to-

chandg:
exten

fulfill

day ba

Notw]thstanding ‘anything to the contrary, the State shall have the option to terminate the Contract
for dafault, at its discretion, if it is dissatisficd with the Vendor's Work Plan or clements within the

J

si5s.

Al

Work Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by writien Ch_angé Order. The State originated -
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of ChemWare’s receipt of a Change Order, ChemWare shall advise the State, in

detaill

2016-021

of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.
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Ware may request a change within the scope of the Contract by written Change Order,
fying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond

to ChgmWare’s requested Change Order within five (5) business days. The State Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
shall e deemed to have rejected the Change Order if the parties are unable to reach an agrecmcnt in

writin

.

i

All Change Order requests from ChemWare to the State, and the State acceptance of ChemWare’s
estimate for a State requested change, will be acknowledged and responded to, either acceptance or
rejectipn, in writing. If accepted, the Change Order(s) shall be subJect to the Contract amendment
process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10

1 SOFTWARE TITLE

Title, right, and interest (including all owncrshlp and intellectual property rights) in the Soﬂwarc

ang its associated Documentation, shall remain with Chemware

Uppn successful comp[euon and/or termination of the Implementation of the Project,

Ch
in

Ch

emware shall own and hold all, title, and rights in any Software modifications developed
connection with performance of obligations under the Contract, or modifications to -
emware. provided Software, and their associated Documentation including any and all

performance enhancing operational plans and the Vendors® special utilities. Chemware shall
license back to the State the right to produce, publish, or otherwise use-such software, source
code, object code, modifications, reports, and Documentation developed under the Contract.

In

o event shall the Vendor be precluded from developing for itself, or for others, materials

thal are competitive. with, or similar to Custom Softivare, .modifications developed in
corjnection with performance of obligations under the Contract. In addition, the Vendor
shall be free to use its general knowledge, skills, experience, and ‘any other ideas, concepts,
kngw-how, and techniques that are acquired or used in the course of its performance under
thig agreement,

102 STATE’S DATA AND PROPERTY

Alll rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that-purpose under
this" Agreement, shall be the property of the State, and shall be returned to the State upon
demandor upon termination of this Agreement for any reason.

10,

CONTRACTOR’S MATE_RIALS

Subject o the provisions of this Contract, ChemWare may develop' for itself, or for others,

ma
prd

2016-021
Chemware

erials that are competitive with, or similar to, the Deliverables. In accordance with the
vision of this Contract, ChemWare shall not distribute any products comaining or disclose any

hemware Maintenance Part 2
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State CoancntlaI Information. ChemWare shall be free to use its general knowledge, skills and
experience, and any ideas, concepts, know-how, and techniques that are acquired or used in the
. coyrse of its performance under this Contract, provided that such is not obtained as the result of
the{ deliberate memorization of the State Confidential Information by ChemWare employees or
thigd party consultants engaged by ChemWare.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
carjnot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petjt juries;' records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer- a licensing éxamination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT
WWW Copyright and Intellectual Property Rights
Alll right, title and interest in the State WWW site, including copyrlght to all Data and
infprmation, shall remain with the State. The State shall also retain alt right, title and interest in
- any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.§ CUSTOM SOFTWARE SOURCE CODE

ChemWare shall provide the State with a copy of the source code for the Custom Software, which
shall be subject to the License rights. The State shall receive a worldwide, perpetual, irrevocable,
non-exclusive paid —up right and license 1o use, copy, modify and prepare derivative works of
any custom developed software. :

10.5 SURVIVAL

Ttis Contract Agreement Section 107 Iarellectizal “Propertyshall-survive- the termination-of-the
Contract,

11. USF/OF STATE'S INFORMATION, CONFIDENTIALITY

1Ll USE OF STATE'S INFORMATION

In performing its obligations under the Contract, ChemWare may gain access 1o
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A; 5 Exemptions). ChemWare shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for
ChemWare’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

ChemWare shall maintain the conﬁdentlallty of and prolect from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential

2016-021 Ghemware Maintenance Part 2
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Information that becomes available to ChemWare in connection with its performance under
the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party - believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is devclopcd
by the receiving party independently of, or was known by the reccmng party prior to, any
disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior- written
approval of the Statc. ChemWare shall immediately notify the State if any request,
subpoena or other legal process is served upon ChemWare regardmg the State Confidential
Information, and ChemWare shall cooperate with the State in any effort the State
undertakes to contest the request, subpoena or other legal process.

In the event of the unauthorized release of State Conf‘ dential Information, Chem Ware shal
immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

3 CONTRACTOR CONFIDENTIAL INFORMATION A
- Insofar as ChemWare seeks to maintain the conf‘denuahty of its confidential or proprietary

information, ChemWare must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that
ChemWare considers the Software and Documentation to be Confidential Information,
ChemWare acknowledges that the State is subject to State and federal laws governing
disclosure of information inciuding, but not limited to, RSA Chapter 91-A. The State shall
maintain the confidentiality of the identified Confidential Information insofar as it is
consistent with applicable State and federal laws or reguiations, including but not limited
to, RSA Chapter 91-A. In the event the State receives a request for the information
identified by ChemWare as confidential, the State shall notify ChemWare and specify the
date the State will be releasing the requested information. At the request of the State,
ChemWare shall cooperate and assist the State with the collection and review of
ChemWare’s information, at no additional expense to the State. Any effort to prohibit or
enjoin the release of the information shall be ChemWare’s sole responsibility and at
ChemWare’s sole expense. If ChemWare fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s notice _
to ChemWare, without any liability to ChemWare.

SURVIVAL T -

This Contract Agreement Section 11, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

hemware Maintenance Part 2
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12. LIMITATION OF LIABILITY

12.1 STATE :
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to ChemWare shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8,

12.2 ChemWare

: Subject to appllcablc laws and regulations, in no event shall ChemWare be liable for any
consequential, special;, indirect, incidental, punitive. or exemplary damages and
ChemWare’s liability to the State shall not exceed two times (2X) the total Contract prlce
set forth in Contract Agreement— P-37, General Provnsxons Block 1.8.
Notwithstanding the foregomg, this limitation of liability shall not apply to ChemWare’s
indemnification obligations set forth in the Contract Agrcement -General Provisions
Séction 13: /ndemnification and confidentiality obligations in Contract Agreement-General
Provisions Section 11: Use of State’s Information, Confidentiality, which shall be
_unlimited. ‘ :

12.3 STATE’S IMMUNITY
Notwnhstandmg the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign lmmumty of the State, which immunity is hereby reservcd to the
State This covenant shall survive termination or Contract conclusion.

124 SURVIVAL
This Section 12: Limitation of Liability sha]l survive termination or Contract conclusion.
13. TERMINATION _
This Séction |3 shall survive the termination or Contract Conclusion.
13.1 TERMINATION FOR DEFAULT
Any pne or more of the following acts or omtss:ons of ChemWare shall constitute an event of

defau
a
b
c,

2016-021 @

Chemware

It hereunder (*Event of Default™)

Failure to perform the Services satisfactorily or on schedule;

Failure to submit 'any report required; and/or

Failure to perform any other covenant, term or condition of the Contract

3.1.1 Upon the occurrence of any Event of Default, the State may takc any one or more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall providc ChemWare
written notice of default and require it to be remedied within, in the absence of a-
greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State (“Cure Pcnod“) If
ChemWare fails to cure the default within the Cure Period, the State may

hemware Maintenance Part 2
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terminate the Contract effective two (2) days afier giving ChemWare notice of
termination, at its sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both. - '

b. Give ChemWare a written notice specifying the Event of Default and suspending .
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to ChemWare during the period
from the date of such notice until such time as the State determines that
ChemWare has cured the Event of Default shall never be paid to ChemWare.

¢. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reéason of any Event of Defaui;

d. Treat the Conlract as breached and pursue any of its remedies at law or in equity, or
both. : - ' E

13.1.2 The Vendor. shali provide the State with written notice of default, and the State shall

cure the default within thirty (30) days.

ERMINATION FOR CONVENIENCE

3.2.1 The State may, at its sole discretion, terminate the Contract for com"cnicnce, in whole

or in part, by thirty (30) days written notice to ChemWare. In the event of a
termination for convenience, the State shall pay ChemWare the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract. -

3.2.2 During the thirty (30) day period, ChemWare shall wind down  and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services. '

133 TERMINATION FOR CONFLICT OF INTEREST

2016-021 C
Chemware |

18.3.1

nitials

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not:limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts. :

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if ChemWare did not know, or
reasonably did not know, of the conflict of interest.

hemware Maintenance Part 2
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H3.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
ChemWare, the State shall be entitled to pursue the same remedies against ChemWare as it
could pursue in the event of a default of the Contract by ChemWare.

13.4 TERMINATION PROCEDURE -

13.4.1  Upon termination of the Contract the State, in addition to any other rights provided
in the Contract, may require ChemWare™to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

3.42  After receipt of a notice of tenninatioﬁ, and exccpt‘as otherwise directed by the Stale,
~ ChemWare shall:
- &, Stop work under the Contract on the date, and to the extent specified, in the notice;

b. Promptly, but in no event longer than thirty (30) days after termination, terminate

© its'orders and subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such termination of orders -
and “subcontracts, with the approval or ratification of the State 1o the extent
required, which approval or ratification shall be final for the purpose of this
Section; : p

¢. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of ChemWare and in
which the State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
~ directed by the State, any property which is required to be furnished to the State
and which has been accepted or requested by the State; and

e. Provide wrmcn Certification to the State- that ChemWare has surrendered to the .
State all said property

£, Assist in Transition Services, as reasonably requested by the State at no additional
cost.

14: CHANGE OF OWNERSHIP

In the gvent that ChemWare should change ownership for any reason whatsoever, the State shall have
the optjon of continuing under the Contract with ChemWare, its successors or assigns for the full
remaining term of the Contract; continuing under the Contract with ChemWare, its successors or
assigns| for 'such period of time as determinéd necessary by the State; or immediately terminate the
- Contragt without liability to ChemWare, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 ChemWare shall not aséign, delegate, subcontract, or otherwise transfer any of its interest,.
rights, pr duties under the Contract without the prior written consent of the State. Such consent shall
not be hinreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made

2016-021 Chemware Maintenance Part 2
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without the State’s prior written consent shall be null and void, and may constitute an event of default
at the spie discretion of the State.

152 IChemWare shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns”™)} are used, unless otherwise
agreed o in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. in the absence of a written assumption of full
obligatjons and liabilitics of the Contract, any permitted assignment, delegation, subcontract, or other -
transfer shall neither relieve ChemWare of any of its obligations under the Contract nor affect any
remedi¢s available to the State against ChemWare that may arise from ‘any event of default of the
provisipns of the contract. The State shall consider ChemWare to be the sole point of contact with
regard [to all contractual matters, including payment of:any and all charges resulting from the
Contragt.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit ChemWare from assigning the
Contra&t to the successor of all or substantially all of the assets or business of ChemWare provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In
the event that ChemWare should change ownership, as permitted under Section’15: Change of
Ownerghip, the State shall have the option to continue under the Contract with ChemWare, its
successprs or assigns for the full remaining term of the Contract; continue under the Contract with
ChemWare, its successors or assigns for such period of time as determined necessary by the State; or
immediptely terminating the Contract without liability to ChemWare, its SuCCessors or assigns.

16. DISPUTE RESOLUTION

Prior td the filing of any formal proceedings with respect to a dispute {other than an action seeking
injunctiye relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party”) shall call for progressive management involvement
in the djspute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Irjvoking Party’s right to any other remedy permitted under the Contract.

The parfies shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed,|at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

th+e Resolution Responsibility and Schedule Table

LEVEL | ChemWare STATE - | CUMULATIVE
' ' ALLOTTED
TIME

Primary | Jennifer Stearns " | Jonathan Lester 5 Business Days

Project Manager State Project '
Manager (PM)

First Chris Couch .| Christine Bean 10 Business Days
Director, Business Director
Development

2016-021 Chemwarg Maintenance Part 2
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Seco

nd - | Eric Dingfelder Nicholas Toumpas 15 Business Days
General Manager Commissioner o

The allotted time for the first level negotiations shall begin on the date the lnv'oki:{g Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking

Party’s

notice is received by the other party.

17. REQUIRED WORK PROCEDURES

Al

work done must conform to.standards and procedures established by the Department of

Infprmation Technology and the State.

17,1 COMPUTER USE
in tonsideration for receiving access to and use of the computer facilities, network, licensed

0
eq
i‘l’

=

Heveloped software, software maintained or operated by any of the State entities, systems,

ipment, Documentation, information, reports, or data of any kind (hereinafter = -
ormation”), ChemWare understands and agrees to the following rules:

a. Every Authorized User has the responsibility 10 assure the protect:on of informaticn

from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. ‘That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall ChemWare access or attempt to access any
information without having the express authority to do so.

¢. That at no time shall ChemWare access or attempt to access any information in a manner

inconsistent-with—the—approved—policies,—procedures;—and—/or—agreements—relating—to
system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times ChemWare must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed, or being evaluatéd by the State, can
be used by ChemWare. Personal software (including but not limited to palmtop sync
software} shall not be installed on any equipment.

e. That if ChemWare is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosécution, if the act
constitutes a violation of law.

¢

172 EMALIL USE

Ma

il and other electronic communication messaging systems are State. of New,

Hampshire property and are to be used for business purposes only. Email is defined as

2016-021 (
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“internal Emait systems” or “State-funded Email systems.” ChemWare understand and
agnee that use of email shall follow State standard policy (avaitable upon request).

173 lNTERNETf[NTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(aviailable upon request).

174 REGULATORY GOVERNMENT APPROVALS
ChemWare shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17i5 INSURANCE CERTIFICATE

The Insurance Certificate should note the" Certificate Holder in the lower left hand block"
ingluding State of New Hampshire, Department Name, name of the individua! responsible for the
funiding of the contracts and his/her address.

1716 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

177 VENUE AND JURISDICTION
action on the Contract may only be brought in the State of New Hampshire, Merrimack
nty Superior Court.

tract shall so survive, including, but not limited to, the terms of the Exhibit E Section 3:
ords Retention and Access Requirements, Exhibit E Section 4: Accounting
uirements, and General Provisions-Section 11: Use of State’s Information,
fidentiality and General Provisions- Sectlon 14: Termmatuon which shall all survive the
ination of the Contract.

17{9 FORCE MAJEURE

Negither ChemWare nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
su¢h party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
rigts, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include ChemWare’s
ingbility to hire or provide personnel needed for ChemWare's pert’ormance under_the
Cqntract.

17110 NOTICES
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y notice by a party hereto to the other party shall be deemed to have been duly delivered

glven at the time of mailing by cemﬁcd mail, postage prepald in a United Statcs Post
Office addressed to the parties at thc fo[[ow:ng addresscs

An
or

TO CHEMWARE: TO STATE:

CHEMWARE, LLC - STATE OF NEW HAMPSHIRE -
900 RIDGEFIELD DRIVE, SUITE 150 . HEALTH AND HUMAN SERVICES
RALEIGH, NC 27609 29 HAZEN DRIVE

TEL: (919) 855-8716 CONCORD, NH 0330!

TEL: (603) 271-4617
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EXHIBIT A
DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Project O

EI'VICW

) Um,

The genefal -scope of the project is- 10 provide maintenance services for the ChémWare Horizon
Information Management System (LIMS) originally Installed in 2003. Optional services such
riting may be performed as needed, larger projects such as eqmpment interfaces will require

t of Information Technology approval.

roject Assumptions .

Laborato
as report
Departme
General K
1. Chem
to pro
and se
. basis,
safeg
2. The

there

Pricing fo

Ware shall ensure that appropriate levels of security are implemented and maintained in order
tect the integrity and reliability of the State’s Information Technology resources, information,
rvices. ChemWare shall provide the State resources, information, and Services on an ongoing
with the appropriate infrastructure and security controls to ensure business continuity and to
ard the confidentiality and integrity of State networks, Systems and Data.

eliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepling a Deliverable, the State reserves the right to-reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions .

the Term of this Contract, and any extensions thereof.

2. DELIVE

RABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Deiiverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective for:

Ref # Deliverable Deliverabie Type

[CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
5/30/2016)

CYl-1.0 Maintenance and Support

CYl1-1.1 Annual maintenance and support Non-software
for Horizon and Oracle

CYl1-2.0 Optional

CYi-2.1 LIMS Upgrade to Horizon v11.1 Non-software
CONTRACT YEAR 2
MAINTENANCE, SUPPORT

2016-021 Exh)bit A-Deliverables
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DELIVERABLES
AND ENHANCEMENTS
(7/172016 - 6/30/2017)
Cy2- Maintenance and Support
1.0
CY2-1.1 Annual maintenance and support Non-software
for Horizon and Oracle
CY2-2.0 Optional
CY2-2.1 Optional Enhancements
CONTRACT YEAR 3
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2017- 6/30/2018)
CY3- Maintenance and Support
1.0 . ‘
CY3-1.1 [Annual maintenance and support Non-software
| Jfor Horizon and Oracle '
CY3-2.0 Optional
CY3-2.1 Optional Enhancements
CONTRACT YEAR 4
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2018 - 6/30/2019)
~-EY¥4 Maintenance-and-Support
1.0
CY4-1.1 Annual maintenance and support Non-software
for Horizon and Oracle -
CY4-2.0 Optional
CY4-2.1 Optional Enhancements
CONTRACT " YEAR
SMAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/1/2019 - 6/30/2020)
CYs- Maintenance and Support
1.0
CYs-1.1 Annual maintenance and support Non-software
for Horizon and Oracle
. 2016-021 Exhibit-A-Deliverables
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT A

DELIVERABLES -

CYs5-2.0 Optional

CY5-2.1 Optional Enhancements

CONTRACT YEAR 6
MAINTENANCE, = SUPPORT

IAND ENHANCEMENTS
7112020 - 6/30/2021)
CYé6- Maintenance and Support
1.0 -
CYeé-1.1 nnual maintenance and support Non-soﬁwarg

‘ for Horizon and Oracle
CY6-2.0 Optional

CY6-2.1  ||Optional Enhancements

LR

2016-021 Exh|bit A-Deliverables
ChemWare Injtials_E 0 : Page 3 of 34
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE '
CONTRACT 2016-021 PART 3
- EXHIBIT B
PRICE AND PAYMENT SCHECULE

Thiis is a Firm Fixed Price, not to exceed $673,428, Mazintenance and Optional Services Contract
the period between the Effective Date through 6/30/2021. ChemWare shall be responsible for
rforming its obligations in accordance with the Contract. This Contract will allow ChemWare to
inyoice the State for the following activities, Deliverables, or milestones at fixed pricing/rates
pearing in the price and payment tables below:.

Ref #

Deliverable

Projected Delivery
Date

Payment

CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
6/30/2016)

CY1-1.0

Maintenance and Support

CYl-1.1 :

Annual maintenance and support
for Horizon and Oracle

Ongoing

$57,020

CY1-2.0

Optional

CY1-2.1

LIMS Upgrade to Horizon vi1.1

6/30/2016

$26,208

SUBTOTAL

$83,228

CONTRACT YEAR 2

(7/1/2016 - 6/30/2017)

IMAINTENANCE,. . SUPPORT.
AND ENHANCEMENTS -

CY2-
10

Maintenance and Support

CY2-1.1

nnual maintenance and support
for Horizon and Oracle

Ongoing

$114,040

CY2-2.0

ptional

CY2-2.1

Optional Enhancements

6/30/2017

$4,000

SUBTOTAL

$£118,040

CONTRACT. _ YEAR 3
MAINTENANCE, ~ SUPPORT
AND ENHANCEMENTS
(71172017 - 6/30/2018)

2016-021

ChemWarg |

Exhibit B-Price and Payment Schedule
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. ' STATE OF NEW HAMPSHIRE
 DEPARTMENT OF HEALTH AND HUMAN SERVICES
- CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT B

PRICE AND PAYMENT SCHECULE

-CY3- Maintenance and Support -
1.0
CY3-1.1 Annual maintenance and -support Ongoing $114,040
for Horizon and Oracle
CY3-2.0 Optional . _ .
CY3-2.1 |.|Optional Enhancements 6/30/2018 $4,000 -
o - SUBTOTAL $118,040
CONTRACT YEAR 4
AINTENANCE, SUPPORT
ND - ENHANCEMENTS
(7/1/2018 - 6/30/2019) .
CY4- ’Maimenance and Support
1.0 :
CY4-1.1 Annual maintenance and support Ongoing $114,040
for Horizon and Qracle - ,
CY4-2.0 (Optional
CY4-2.1 | [Optional Enhancements 6/30/2019 - $4,000
' SUBTOTAL $118,040
CONTRACT YEAR 5
MAINTENANCE, SUPPORT .
AND ENHANCEMENTS
7/1/2019 - 6/30/2020) -
CYs- aintenance and Support
1.0 _ :
CY5-1.1 IAnnual maintenance and support Ongoing $114,040
for Horizon and Qracle
CYs5-2.0 Optional
CYS5-2.] Optional Enhancements 6/30/2020 $4,000
SUBTOTAL $118,040
ICONTRACT YEAR )
MAINTENANCE, SUPPORT
IAND ENHANCEMENTS
(7/1/2020 - 6/30/2021)
CYé- Maintenance and Support
1.0 '
CYé6-1.1 lAnnual maintenance and support Ongoing $114,040
for Horizon and Oracle '
CY6-2.0 Optional
2016-021 Exhibit B-Price and Payment Schedule
ChemWarq Initials & ‘ Page 5 of 34




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3

EXHIBIT B o
PRICE AND PAYMENT SCHECULE

CY6-2.1 Optional Enhancements 6/30/2021 $4,000 ;

SUBTOTAL A $118,040

Tx ’1- = X Ty

. g?:? J“'- ,“.
1.3 Future Vendor Rates Worksheet :
The State may request additional Services from the selected Vendor and requires rates in the event that
additional Srvice is required. The following format must be used to provide this information. “SFY” refers
to State Fiscal Year. The New Hampshire State. Fiscal Year runs from July ! through June 30 of the
following cdlendar year. Positions not identified in the Proposed Position Worksheet may be included in the
" Future Vendor Rates Worksheet, '

Tahle 1.3: Future Vendor Rates Worksheet

- Prig
should refle
project start

Table 1.4: ]

Position “sFY:: | sFY | SEY || SFys | SFY2m0% SFY
Title ' 3} 2016 2017 i 2018 15 2019: TR 2021
Projeqt 3168/ $168/ $168/ $168/ $168/ $168/
Manager hour hour hour hour . hour hour
Positipn $168/ 3168/ $168/ $168/ $168/ $168/
#1 hour hour hour hour | hour hour
Positipn $168/ $168/ . $168/ $168/ $168/ $168/
#2 hour hour . hour hour hour hour
Positibn -$168/ 8168/ 3168/ $168/ $168/ $168/
#3 hour hour | hour hour hour hour
1.4 Maintegance, and Support Pricing Worksheet ) B

ing must reflect the payment of maintenance through the Contract end date. Price estimate
ct the most optimistic implementation date. Actual payments may differ from the estimate if
date slips or if implementation takes longer as this will cause a shorter maintenance period.

laintenance, and Support Pricing Worksheet

Contract | Contract | Contract | Contract | Contract| Contract
Year1* Year2 Year 3 Year 4 Year 5 Year 6
SFY SFY SFY SFY SFY | SFY
. 2016 2017 2018 2019 2020 2021
Licenses 11/16- | 7116 - MANT- | A8 - | N9 - | 1720 -
6/30/16 6/30/17 6/30/18 6/30/19 6/30/20 | 6/30/21
Central-Ong, unltd, 4 $35467 | $70,934 | - $70,934 | 370,934 | $70934} 370,934
processor ’
Data Mgmt{Vision 52 $8,760 | $17,519-| %17,519| S§i7,519| $17519] $17,519

20i6-021 Exhibit B-Price and Payment Schedule .
ChemWare Initials & P
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
'EXHIBIT B
PRICE AND PAYMENT SCHECULE
named )
Data Mgmt-Flile Capture, § $428 $857 $857 $857 $857 $857
devices .
HDM/Extraction Template $490 $979 £979 $979 $979 $979
Bldr, | server
Data Managejnent Web- $533 $1,067 $1,067 $1,067 $1,067 $1,067
Vision, 1’ .. -}
Report Manager-Actuate 2 $5,468 | £10,936 $10,936 $10,936 | $10,936 | $10,936
proc . _
Statistical Aralysis, NWA, 3883 $1,767 $1,767 $1,767 $1,767 $1,767
S cone :
Autofaxing, | server $227 $453 $453 $453 $453 ) - $453
LimsLink with Interface, 12 $2.473 $4,946 $4.946 $4,946 $4,946 $4,946
instrument ' ' |
Data Innovatjons, 4 $1,196 $2,392 $2,392 $2,392 $2,392 $2,392
instrument :
Simplelndex|Barcode, i $94 5189 $189 3189 $189 $189
waorkstation '
Qracle Formj Services $1,001 $2,001 $2,001 $2,001 1 32,001 $2,001 .
TOTAL §57,020 | $114,040 | S114,040 | $114,040 | $114,040 | $114,040
Grand Tota $627,220
* Contract Year t isa 6 Lo
months peridd. —
" 1.5 OPTIONAL SERVICES
Table 1.5: Qptional Services -
Optional SERVICES Yearl | Year2 | Year3 Yeard4 | Year$ Year 6
Optional Services to include 26,208.
Horizon 10 to 11 Upgrade
service
_Optiongl Services suchas [ | 4000 | 4000 | 4000 | 4000 | 4000 |
Specialreports, interfaces, ‘
desired|enhancements, or
additiopal functionality
GRANI} TOTAL $46,208
1.6 SUMMARY ~ MAINTENANCE SUPPORT AND OPTIONAL SERVICES
Table L.6: (')ptiohal Services l
Service Near . Year! | Year2 | Year3 Yeard Year 5 .| Year6 Tatals
Maintenance and $57,020 | $114,040 | $114,040 | $114,040 | $114,040 [ $114,040 | $627,220
2016-021 Exhibit B-Price and Payment Schedule
ChemWare Initials _E6 Page 7 of 34 .



‘ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

circumst
Contract

" CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT B ‘

PRICE AND PAYMENT SCHECULE
Support Services .
Optional|Services.. 26,208. 4,000 4,000 4,000 4,000 4,000 $46,208
TOTALS 83,228 [ $118,040 | $118,040 | $118,040 ; $118,040 | $118,040
GRAND TOTAL $673,£8

. 2. CONT \ \CT PRICE ) _
Notwithgtanding any provision in the Contract to the contrary, and notwithstanding unexpected

inces, in no event shall the total of all payments made by the State exceed $673,428 (“Total
Price”). The payment by the State of the total Contract price shall be the only, and the complete

reimbursement to ChemWare for all fees and éxpenscs, of whatever nature, incurred by ChemWare in the
performance hereof. :

The Stat

e will not be responsible for any travel or out of pocket expenses incurred in the performance of

the Services performed under this Contract.

3. INVOICING

ChemWarg shall submit correct invoices to the State for all amounts to be paid by the State. All invoices

_ submitted

khall be subject 1o the State’s prior written approval, which shall not be unreasonably withheld,

ChemWare¢ shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices

must be i
limitation:

h a format as determined by the State and contain detailed information, including without
itemization of each Deliverable and identification of the Deliverable for which payment is

sought, and the Acceptance date triggering such payment; date of delivery and/or installation; monthly

maintenan

be-charges;-any-other—Project-costs-or-retention-amounts—if-applicable—The-Maintenance-and

Support Services price for year 1 will be prorated based upon the effective date.

Upon Acc

eptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay

the correclj and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated

and shall

Invoices s
Chr
Dep
Pub
29 H
Con

4. PAYMH
All paym
em

e promptly dispatched.

hall be sent to:

stine Bean

artment of Health and Human Services
ic Health Laboratory

Jazen Drive

cord, NH 03301

NT ADDRESS

ents shall be sent 1o the following address:
ail all remit advices to AR@dlss.com

2016-021 E
ChemWare

khibit B-Price and Payment Schedule
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

" CONTRACT 2016-021 PART 3
EXHIBIT B
PRICE AND PAYMENT SCHECULE

ChemWare, LLC
28035 Network Place
Chictigo, IL 60673-1280

5. OVERPAYMENTS TO ChemWare
ChemWare/[shall promptly, but no later than fifteen (15) business days, return to the State the full amount of
_ any overpayment of erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against ChemWare’s  invoices

with approqjriate information attached.

2016-021 Exh
ChemWare I

ibit B-Price and Payment Schedule
itials |y O ~ Page9o0f34



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
" CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT C
SPECIAL PROVISIONS

Use the spedial provision section to show appropriate changes to the terms outlined in the Gencral
Provision.

There are nqg special provisions.

2016-021 Exhibit C-Special Provisions
ChemWare |nitials k8 Page 10 of 34




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE =~ e
CONTRACT 2016-021 PART 3
EXHIBIT D o
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The
will
rent

2. SE

ChemWare must assume all reasonable travel and related expenses. All labor rates
be “fully loaded”, including, but not-limited to: meals, hotel/housing, alrfare car
s, car mileage, and out of pocket expenses.

PING AND DELIVERY FEE EXEMPTION

The Btate will not pay for any shipping or delivery fees unless specifically itemized in the
Contract. :

3. ACCESS/COOPERATION

As
the
syst

plicable, and subject to the applicable laws and regulations, the State will provide
ChemWare with access to all program files, libraries, personal computer-based
gms, software packages, network. systems, security systems, and hardware as required

to cqmplete the contracted Services.

The
reas

State wil] use reasonable efforts to provide approvals, authorizations, and decisions
onably necessary to- allow the ChemWare to perform its obligations under the

Conlract,

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The

ChemWare shall provide the State access to all State-owned documents, materials,

reparts, and other work in progress relating to this RFP, Upon expiration or termination
of the Contract with the State, the ChemWare shall turn over all State-owned documents,
matenial, reports, and work in progress relating to this RFP to the State at no additional

cost

5. RE
Che
are
limi
Con

Che
accq
cost
its 3
" Con

to the State. Documents must be provided in both printed and electronic format.

CORDS RETENTION AND ACCESS REQUIREMENTS

Ware shall agree to the conditions of all applicable State and federal laws and regulations, which
corporated herein by reference, regarding retention and access requirements, including without
ation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
racior Records Retention. '

Ware and its Subcontractors shall maintain books, records, documents, and other evidence of
unting procedures and practices, which properly and sufficiently reflect all direct and indirect
5 invoiced in the performance of their respective obligations under the Contract. ChemWare and
bubcontractors shall retain all such records for three (3) years following termination of the
ract, including any extensions. Records relating to any litigation matters regarding the Contract

2016-021 Ex
ChemWare

chibit D-Administrative Services

Initiats G§) " Page 11 of 34




‘ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
'EXHIBIT D
ADMINISTRATIVE SERVICES

shall be kept for one (1) year following the termination of all litigation, including the termination of all
appeals or the expiration of the appeal period.

Upon| prior notice and subject to reasonable time frames, all such records shall be subject to
inspegtion, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State.| Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contrpct, including all appeals or the expiration of the appeal period. ChemWare shall include the
record retention and review requirements of this section in any. of its subcontracts.

tate agrees that books, records, documents, and other evidence of accounting procedures-and
practices related to ChemWare’s cost structure and profit factors shall be excluded from the State’s
review unless the cost-of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

E

OUNTING REQUIREMENTS

ChemWare shall maintain an accounting system in accordance with Generally Accepted Accounting
Principles. The costs applicable to the Contract shall be ascertainable from the accounting system
and (hemWare shall maintain records pertaining to the Services and all other costs and expenditures.

2016-02i ExILibit D-Administrative Services
ChemWare lhitials _E0Q Page 12 of 34
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
- EXHIBITE .

IMPLEMENTATION SERVICES

TE MEETINGS AND REPORTS

hemWare System is installed and in operation and the foliowing meetings and processes do not
is contract is primarily for the maintenance of the existing system. The Contract does however
approved projects to upgrade or add to the functionality of the software. In the case of such a
E following meetings and processes may apply upon agreement between the parties.

re Key Project Staff shall participate in meetings as requésted by the State, in accordance with
ements and terms of this Contract.

a. Introductory Meeting: Participants will include ChemWare Key Project Staff and State Project
leadeJrS from both Department of Justice and the Department of Information Technology. This -
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b.” Kickpff _Meetihg: Participants will include the State and ChemWare Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Statu
State

$ Meétings: Participants will include, at the minimum, the ChemWare Project Manager and the
Project Manager. These meetings will be conducted at least bi-weekly and address overall

Project status and ‘any additional topics needed to remain on schedule and within budgct A status
and er-ror report from ChemWare shall serve as the basis for discussion. »

d. The Work Plan: must be reviewed at each Status ‘Meeting and updated, at minimum, on a bi-weekly

basis|

e. Spec
addre

in accordance with the Contract.

al Meetings: Need may arise for a special meeting with State leaders or Project stakcholdcrs to
ss specific issues.

f. Exit|Meeting: Participants will include Project leaders from ChemWare and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
‘consider. :

The State expects ChemWare to prepare agendas and background for and .minutes of meetings.

Backgro

nd for each status meeting must include an updated Work Plan. Drafting of formal

presentations, such as a presentation for the kickoff meeting, will also be ChemWare’s responsibility.

The ChemWare Project Manager or ChemWare Key Project Staff shall submit monihly status reports in
accordance with the Schedule and terms of this Contract. All status reports shali be prepared in formats
approved by the State. The ChemWare’s Project Manager shall assist the State’s Project Manager, or

itself pr

duce reports related to Project Management as reasonably requested by the State, all at no

additiong! cost to the State. ChemWare shall produce Project status reports, which shall contain, at a
minimum, the following: '

i.
2.
3.

Project status related 1o the Work Plan;
Deliverable status; |
Accomplishments during wecks being reported;

2016-021 Exhibit E-Implementation Services
ChemWare IT'nitiaIs ) Page 13 of 34




STATE OF NEW HAMPSHIRE

| DEPARTMENT OF HEALTH AND HUMAN SERVICES

Nt

CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3
EXHIBIT E
IMPLEMENTATION SERVICES

Planned activities for the upcoming two (2) week period,;
Future activities: and '

[ssues and concerns requiring resolution,

Report and remedies in case of falling behind Schedule

As feasonaply requested by the State, ChemWare shall provide the State with information or reports
ChemWare shall prepare special reports and presentations relating to Project:

regarding the Project.

Management, and shall assist'the State in preparing reports and presentations, as reasonably requested by

the

State.

2016-021 Exhibit E-Implementation Scrvices
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3

EXHIBITF -
TESTING SERVICES

The ChemWidre software is fully implemented, tested and accepted and thus the following testing procedures
do not apply.[ . The Contract does however allow for approved projects to upgrade or add to the functionality
of the software. In the case of such a project the following testing procedures may apply.

1. TESTING AND ACCEPTANCE

. ChemWare shall bear all responsibilities for the full suite of Test Planning and prcpafation throughout the
Project. ChemWare will also provide training as necessary to the State staff responsible for test activities.
ChemWare shall be responsible for all aspects of testing contained in the Acceptance Test Plan including
support, gt no additional cost, during User Acceptance Test conducted by the State and the testing of the
training materials.

The TestiPlan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for cach Software function or module.”

Ali Testipg and Acceptance (both business and technically oriented testing) shall apply to testing the
System 2 whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning,|test scenario and script development, Data and System preparation for testing, and execution of -
Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance
Tuning a d Stress tests, Security Review and tests, and support of the State durmg User Acceptance Test
and Implgmentation.

ct, State testing will commence upon ChemWare’s Project Manager's Certification, in writing,
hemWare's own staff has successfully executed all prerequisite ChemWare iesting, along with

ChemiWare that the State’s personnet have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment

2016-021 Extlibit F-Testing Services
ChemWare Imtials & Exhibit F ' Page 15 of 34



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021 PART 3

: EXHIBIT F
TESTING SERVICES

indep'ndent from ChemWare's development environment. ChemWare must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to validate
reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the| Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

ChemWare must demonstrate that their testing methodology can be integrated with the State standard
methadology.

1.2 Unit[Testing

In UrI]it Testing, ChemWare shall test the application components on an individual basis to verify that
the inputs, outputs, and processing logic of each application component functions without errors.
Unit festing is performed in either the development environment or a testing environment.

The goal is to find errors in the smaltest unii of software before logically linking it into larger units,
If successful, subsequent testing should only reveal errors related to the integration between
applitation modules.

The ChemWare developer, who is responsible for a spcmﬂc unit of work, will be responsible for .
coudhclmg the unit testing of their modules.

. Acti\r'ty o I Develop the scrlpts needed o umt test individual appllcauon modules lnterface(s)
_Dese lption ooy and conversion components, o e -__}
"Che “{a_re ‘! For application modules, conversions and mlerfaces the ChemWare team Wlll i
Tea = 1 identify applicable test scripts and installation instructions, adapt them to the i
. Res nslbihties i Project specifics, test the process, and compare with the documented expected ,
i e _results,_ - |
Wor LT ' Unit-Tested Modules lhat have been tested to verify that the inptits, outputs, and |
Prodpet it 3 processing logic of each application module functions without errors. -Individual |
_Description - } detailed test scripts and installation guides list all the required actions and data to i
5 {27 5 conduct the test, the process for test cxccution, and the expected results. - _ |

* 1.3 System Integration Testing

The pew System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
suppprts execution of interfdces and business processes. The System Integration Test is performed in
a tesf environment. :

Thor'ough end-to-end testing shall be performed by the ChemWare team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and
the flow of information across applications (IF APPROPRIATE). It includes all key business

2016-021 Exhibit F-Testing Services
ChemWare lnitials §p - Exhibit F Pape 16 of 34
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CONTRACT 2016-021 PART 3
) EXHIBIT F
TESTING SERVICES

esses and interfaces being implemented, confirms data transfers with extemal parties, -and
des the transmission or printing of all electronic and paper documents.

Systems !ntcgratlon Testmg vahdatcs the mtegrauon between the target apphcatlon i
modules and other systems, and verifies that the new System meets defined
interface requirements and supports execution of business processes. This test
emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business processes and interfaces being
1mplemented confirms data ransfers with external parties, and includes the -
transmission or printing of all electronic and paper documents.

o Take the lead in developing the Systems Integration Test Specnﬁcatlons .
»  Waork jointly with the State to develop and load the data profiles to support the
test Speciﬁcations

. Work Jomtly with ChemWare to dcvc!op lhe Systems lntcgranon Tcst:

Specifications,

*  Work jointly with ChemWare to develop and load the data profiles to support !
the test Specifications. i

+  Work jointly with ChemWare to validate components of the test scripts, -
modifications, fixes and other System interactions with the ChemWare -
supplied Software Solution. ;

* The lntcgrallon-Testcd System mdlcates thal all. :nterfaces bctween lhe
application and the legacy and third-party systems, interfaces, and apphcanons
are functioning properly.

version Validation Testing
bnversion Validation Testing, target application functions are validated.

2016-021 Ex
ChemWare
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
. CONTRACT 2016-021 PART 3

EXHIBIT F
TESTING SERVICES

y— - -

The conversion vahdanon test should repllcate the entire flow of the ;
converted data through the Software Solution. As the Software Solution is :
interfaced to legacy or third-party applications/interfaces, testing verifies
that the resulting flow of the converted data through these interface points
_performs correctly.

i

programs that have been tested 16 verify that the resulting converted legacy data !
performs correctly in the entire suite of the Application. _

SOV SN, SRR YU . - _— e e — = e
ChemWare - “" Team ! For conversions and mterfaccs, the ChemWare teamn w1II execute the appllcable i
Responsibilities - H validation tests and compare execution results with the documented expected |
P T T et
Sla eRmponslhlhties < l Extract and cleansc if necessary, the legacy data to be converted in the data i

N L _-f.‘i _conversions. <CAN MAKE THIS A ChemWare RESPONSIBILITY>
Work Product ; Validation-Tested Conversion Programs. These programs include conversion |

‘ |

1.5 Instgllation Testing

In Ingtallation Testing the application components are installed in the System Test environment to test
* the installation routines and are refined for the eventual production environment. This aclivity serves
as a dry run of the installation steps in preparation for configuring the production system,

1.6 Usen Acceptance Testing (UAT)

UAT]begins upon completion of the Software configuration as reqmred and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The ChemWare’s Project Manager must certify in writing, that the ChemWare’s own staff has
successfully executed. all prerequisite ChemWare testing, along with reporting the actual tésting
results prior to the start of any testing executed by State staff.

The $tate shall be presented with all testing results, as well as written Certification that ChemWare has
succdssfully completed the prerequisite tests, meeting the-defined Acceptance Criteria, and. performance
standards. The State shall commence testing within five (5) business days of receiving Certification, in
writing, from ChemWare that the system is installed, configured, complete and ready for State testing.
The $tate shall conduct the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovéry). :

The User Acceptance Test (UAT) is a. verification process performed in a copy of the production
envirpnment. The User Acceptance Test verifies System functionality against predefined Acceptance
criterya that support the successful execution of approved business processes.

UAT|will also serve as a performance and stress test of lhe'System. It may cover any aspect of the
new Bystem, including administrative procedures such as backup and recovery. The results of the
UAT| provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.
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results of the User Acceptance Test provide evidence that the new System meets the User

Acceptance criteria as deﬂned in the Work Plan.

Upor successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT|Acceptance and the respective Warranty Period shall commence

‘i Actwity Description

| I A

’I'hc Systcm User Acccptancc Tcsts venfy System ﬁmctnonallry agamst prcdcﬁned
Acceptance criteria that support the successful execution of approved processes,

el
R

l
_ |
i (]hemWare Team : l » Provide the State an Acceptance Test Plan and selection of test scripts for lhe

: ! Huponsnblhlies - __: " Acceptance Test. ‘
: R =-,; <. f;?‘.._, e Monitor the execution of the test scripts and assist as needed durmg the User
: ; Acceptance Test activities.
. y ;_‘;i e  Work jointly with the State in determining the required actions for problem

~ resolution.

* Approve thc developmcnt of thc Uscr Acccptancc Test Plan and the set of data
for use during the User Acceptance Test,

Validate the Acceptance Test environment.

Execute the test scripts and conduct User Acceptance Test activities.

Document and summarize Acceptance Test results. :

.« & 9 @

resolution.
.i * Provide Acceptance of the validated Systems.

Vork Product

Work jointly with ChemWare in dctermlnmg the required actions for problem -

The Deliverable for User Acceptance Tests is the User Acceptancc Tcst Results .

'; bescrlptmn s b. These results provide evidence that the new System meets the User ‘Acceptance |
i | #8 L crieriadefined inthe Work Plan. L.
1.7 Performance Tuning and Stress Testing

CherhWare shall develop and document hardware and Software configuration and tuning of ‘the
ron' infrastructure as well as assist and direct the State’s System Administrators and Database
inistrators in COnﬁgunng and tuning the mfrastructure to support the software throughout the

Hori

Te

[t will include the measurement of response rates of the application for end-user transactions
resource utilization (of various servers and network) under various load conditions. These
onse rates shall become the ba5|s for changes and retesting until optimum System performance

is gchieved.

co

Performance testing and tuning shall occur in the final production environment and shall usea .
by of the final production database to provide the best results.
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1.7.2 Test Types
Pefformance testing shall use two different types of testing to determine the stability of the

apg
4

b

slication. They are baseline tests and load tests.

) Baseline Tests: Baseline tests shall collect performance data and load analysns by running
scripts where the output is broken down into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughpul and other user-
based metrics. .

) Load Tests: Load testing will determme if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization'is measured and recorded.

chi

1.7.4 Im
Pe
i
far
res

1.7.5 S¢
Ch
fue

nin

it of making code more eff'cnent during development as well as makmg tunlng parameter
inges to the environment.

plementing Performance and Stress Test

rformance and stress test tools must be provided by the ChemWare for this effort. Consideration
st be given to licensing with respect to continued use for regression testing. If the ChemWare is
niliar with open source low/no cost tools for this purpose those tools should be identified in your
ponse.

heduling Performance and Stress Testing _
emWare shall perform Test Planning. The steps for planning include identification of application
ctionality as'well as what percentage of normal daily use is represented by each function. This

m
- .- PTS

=

Ch
wh
thg
- the

brmation will become the foundation for scripting so that fests closely represent what 10ads in
dduction will look like.

emWare shall provide definition and expectations from testing. This definition should include
o is in charge of testing and coordinating resuits, anticipated run times, logs required for tracking,
ir locations and which technician is responsible to track and provide them following each test to
team.

Initial test runs shall be completed to establish that the tests and data sets can be run to completion

wi
thg

thout errors. The ratio of types of transactions which makeup the test shall be reviewed. prior to
beginning of testing and then again once testing has begun to make sure that testing accurately

. reﬂlects the system performing in production.

ini

ial tests shall be used to establish a baseline from which all subsequent tests will be

coinpared. Tests will be considered for baseline status once two of them have been run within 2% of
each other in key and overall performance areas. No changes to the test scripts or data sets (with the
exgeption of restores after each test) can be done 1o the test environment once tuning has begun so as
noj to damage the comparison to baseline results. The systems must be restarted prior to each test

i

to assure all cache is cleaned out. All effort will be made to run these tests at a time when
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system and network infrastructure utilization doesn’t impact the results. Tests will be run in close
proximity to our infrastructure so as to eliminate the public network from our environment.

Pgsttest reporting and result assessment will be scheduled following each test. The team will
compare these results to the baseline and a determination must be made to make additional changes
to|the parameter bemg tuned or return to the prior configuration and select another parameter to
tune while keeping in mind that significant changes to any one parameter may require the retesting
oflsome others. Careful work on identifying dependencies up front should minimize this impact.

"If defects are identified in the application during testing they will be recorded; however, changes to
the application code should be avoided if possible so as not to affect baseline comparisons. If a
change to the application is required new baselines will be established (and possibly the execution -
of|prior tests to validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the abilify of the interface to
, regpond to user input.

ring stress/load testing the tester will attempt to stress or load an aspect of the system to the point
of|failure. The goal is to determine weak points in the system architecture. The tester will identify
peak load conditions at which the program will fail to handle required processing loads within
required time spans. :

During Performance testing the tester will design test case scenarios to determine if the system
mgets the stated performance criteria (i.e. A Login request shall bé responded to in 1 second or less
“under a typical daily load of 1000 requests per minute.). In both cases the tester will determine the
capacity of the system under a known set of conditions. -

1.8 Regression Testing
Asa result of the user testing activities, problems wnll be |dent1ﬁed that require correction. The State

a.)| For each minor.fai]ure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

b.) ChemWarc shall notify the State no later than <five (5) business days> from the ChemWare’s
receipt of written notice of the test failure when ChemWare expects the corrections to be
'completed and ready for retesting by the State. ChemWare will have up to five (5) business
days to make corrections to the problem unless specifically extended in writing by the State.
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When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by ChemWare based on the understanding of the
program and the change being made to-the program. The Test Plan has two objectives:

1.validate that the change/update has been properly incorporated into the program; and
2.validate that there has been no unintended change to the other portions of the program. -

ChemWare will be expected to:

1. Create a set of test conditions, test cases, and test data that will validate that the change has
been incorporated correctly; _

D. Create a sct of test conditions, test cases, and test data that will validate that the unchanged

portions of the program still operate correctly; and

B. Manage the entire cyclic process.

ChemWare will be expected 10 execute the regression test, provide actual testing results, and
certify its completion in writing to the State prior to passing the modified Software application
to the users.for retesting,

In designing and gl:onducting such regression testing, ChemWare will be required to assess the
risks inherent to the modification being implemented and weigh those risks against the time and
effort required for conducting the regression tests. In other words, ChemWare will be expected
to design and conduct regression tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

ity Review and Testing .
urity involves all functions pertaining to the securing of State Data and Systems through the
n—and—definition—of ~security —policies;—procedures—and—controls—covering—such—arcas—as
jcation, authentication and non-repudiation.

mponents of the Software shall be reviewed and tested to ensure they protect the State’s hardware
ftware and its related Data assets. Tests shal) focus on the technical, administrative and physical
y controls that have been designed into the System architecture in order to provide the necessary
entiality, integrity and availability. Tests shall, at a minimum, cover each of the service
nents. Test procedures shall include penetration tests {pen tests), code analysis, and review.

compg

Sprvice Component Defines the set of capabilities that:

Identification and Supports obtaining information about those parties

Attthentication attempting to log onto a system or application for
security purposes and the validation of users

Agcess Control Supports the management of permissions for
logging onto a computer or network

Enqcryption : Supports the encoding of data for security purposes

Intrusion Detection- Supports the detection of illegal éntrance into a
computer system
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Ver

ification Supports the confirmation of authority to enter a

computer system, application or network

Di

ital Signature Guarantees the unaltered state of a file

Use

Supports the administration of computer,
application and network accounts within an
organization.

r Management

§ to'users or groups

Role/Privilege Supports the granting of abilitie
Mahagement - of users of a computer, application or network
Audit Trail Capture | Supports the identification and monitoring of
and Analysis | activities within an application or system
Inpltt Validdtion Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.
Tests| shall focus on the technical, administrative and physical security controls that have been

desig

avai

prov

whe

Prior
testi

hard

med into the System architecture in order to provide the necessary confidentiality, integrity and
ability. Tests shall, at a minimum, cover each of the service components. The ChemWare shall
de a certificate of application, vulnerability scanning, and 3™ party Penctration Tests (pen test)
1 appropriate. :

to the System being moved into production ChemWare shall provide results of all security
g to the Department of Information Technology for review and Acceptance. All Software and
ware shall be free of malicious code (maiware).

1.10 Successful UAT Completion

Upon sficcessful completion of UAT, the State will issue a Letter of UAT Acceptance.
1.11 System Acceptance
Upon ¢

bmpletion of the Warranty Period, the State shall issue a Letter of Final System Acceptance.
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MAINTENANCE

e shall maintain and support the Horizon LIMS System in all material respects as described
licable program Documentation through the contract end date. '

Ware’s Responsibility .
Ware shall maintain the Horizon LIMS in accordance wnh the Contract. ChemWare will not be
nsible for maintenance or support for Software developed or modified by the State.-

Maintenance Releases ‘

ChemWare shall make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, at no additional cost.

SUPPORT

rt of the Software maintenance agreement, ongoing Software maintenance and support levels,
ing all new Software releases, shall be responded to according to the following:

a. Severity 1 Deficiencies (Telephone Support)
For all Class A Deficiencies, ChemWare shall provide, to the State, on-call telephone
_assistance, with_issue tracking available to the State, 8:00 AM - 6:00 PM EST Monday through

3. SUPPOI

31

32
:

Friday with an immediate e-mail / telephone response;

b. Severity 1 Deficiencies (On-site or Remote Support)
For all Class’ A Deficiencies, ChemWare shall provide support on-site, or with remote
diagnostic services, within one (1) hour of a request; and -

c. Severity 3 Deficiencies - The State shall notify ChemWare of such Deficiencies during
regular business hours and the ChemWare shall respond back within four (4) hours of
notification

T OBLIGATIONS AND TERM

ChemWare shall repair or replace Software, and provide maintenance of the Software in

gccordance with the Specifications and terms and requirements of the Centract;

ChemWare shall maintain a record of the activities related to warranty repair or maintenance
ctivities performed for the State;
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Fpr all maintenance Services calls, ChemWare shall ensure the following information will be
collected and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3)
attion plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
information, 6) Resolved by, 7) Identifying number i.e. work order number, 8) Issue identified
by; and

(hemWare must work with the State to identify and troubleshoot potentiatly large-scale System
failures or Deficiencies by collecting the following information: 1) mean time between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3) |dent|f' cation
of repeat calls or repeat Software problems :

i ChemWare fails to correct a Deficiency within the allotted period of time stated above,
ChemWare shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return

hemWare’s product and receive a refund for all amounts paid to ChemWare, including but not
timited to, applicable license fees, within ninety (%0) days of notification to ChemWare of the
State’s refund request

f ChemWare fails to correct a Deficiency within the allotted period of time stated above,
hemWare shali be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part | Section 14.
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his contract is for maintenance services of the Horizon LIMS system which is already
istatled, tested and hosted on State-servers, the requirements in Table H-1 apply.. Should a

rtLaJor project be proposed as part of the contract optional project provisions, rcquxrcments

hall be developed and agreed upon by the partles for that project.

ABLE H-1: SUPPORT AND MATNTENANCE

SUPPORT AND MAINTENANCE

R¢

quire : Requirement Description:
ent #

S1

jl| The Vendor's System support and maintenance shall commence upon the

Effective Date and extend through the end of the Contract term, and any
extensions thereof.

51

p Maintain the Software in accordance with the Specifications, terms, and

requirements of the ContracL, including providing, upgrades and fixes as
‘| required.

S1

B Repair or replace the Software, or any portion thereof, so that the System

operates in accordance with the Specifications, terms, and requirements of the
Contract.

S1

4 The State shall have unlimited access, via phone or Emall, to the Vendor

technical support staff between the hours of 8:30am to 5:00pm- Monday thru
Friday EST;

S1.p

b The Vendor shall make avatlable to the State’ the latest program updates,
general maintenance releases, selected functionality releases, patches, and

Documentation that are generally offered to its customers, at no additional
cost.

Sl

X The Vendor shaII malntam a record of the activities relatcd to rcpalr or

S1.]

f. For all maintenance Services calls, The Vendor shall ensure the following
information will be collected and maintained: 1) nature of the Deficiency; 2)

“current status of the Deficiency; 3) action plans, dates, and times; 4) expected

and actual completion time; 5) Deficiency resolution information, 6) Resolved

by, 7) ldentifying number i.e. work order number, 8) Issue identified by;

Si.

The Vendor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information: 1) mean time between reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3) identification of repeat calls
or repeat Software problems.

S1.9 The Vendor response time for support shall conform to the specific deficiency

| class as described below: 0 Class A Deficiency - Software - Critical, .
does not allow System to operate, no work around, demands immediate action;
Written Documentation - missing significant portions of information or

2016-021 Exhjbit H-Requirements Vendor Response

ChemWare Injti

tials GO

Page 26 of 34



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE

CONTRACT 2016021 PART 3
EXHIBITH
REQUIREMENTS

unintelligible to State; Non Sofiware - Services were inadequate and require
re-performance of the Service. o Class B Deficiency - Software -
important, does not stop operation and/or there is a work around and user can
perform tasks; Written Documentation - portions of information are missing
but not enough to make the document unintelligible; Non Software - Services
were deficient, require réworkinig, but do not require re-performance of the

| Service. o ClassC Deficiency - Software - minimal, cosmetic in nature,

minimal effect on System, low priority and/or user can use System; Written

‘| Documentation - minimal changes required and of minor editing nature; Non

Software - Services require only minor reworking and do not require re-
performance of the Service or as agreed to by the parties.

Si.10

A critical outage will be designated when a business function cannot be met by
a nonperforming application and there is no work around to the problem.
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This contract is for maintenance services of the Horizon LIMS system. which is already
installed, tested and hosted on State servers. Should a major project be proposed as part
of the contract optional project provisions, a work plan shall be developed and approved
by the DHHS Public Health Laboratory and the Department of Information Technology.
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1. LICENSE GRANT

Subject to the payment of applicable license fees set forth in Contract Exhibit B: Price and Payment
Schedule, ChemWare hereby grants to the State a worldwide, perpetual, irrevocable, non-exclusive,
non-transferable, limited license to use the Software and its associated Documentation, subject to the
terms{of the Contract. The State may allow its agents and Contractors to access and use the Software,
and i such event, the State shall first obtain written agreement from such agents and Contractors that
each ‘hall ahide by the terms and conditions set forth herein.

2. SOFFWARE AND DOCUMENTATION COPIES

CherrJ are shall provide the State with a sufficient number of hard copy versions of the Software’s
associated Documentation and one (1) electronic version in Microsoft WORD and PDF format. The
State [shall have the right to copy the Software and its associated Documentation for its internal
business needs. The State agrees to include c0pynght and proprietary notices provided to the State by
the ChemWare on such cop:es

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of ChemWare’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software, and
its asspciated Documentation, shall remain with ChemWare.

As a part of its internal development process, ChemWare will use reasonable efforts to test the
Software for viruses, ChemWare shall also maintain a master copy of the appropriate versions of the
Softwpre, free of viruses. If the State believes a virus may be present in the Software, then upon its
request, ChemWare shall provide a master copy for comparison with and correction of the State’s
copy of the Software.

Uipon {forty-five (45) days written notice, ChemWare may audit the State’s use of the programs at
ChemWare’s sole expense. The State agrees to cooperate with ChemWare’s audit and provide

" reasorjable assistance and access to information. The State agrees that ChemWare shall not be
respoisible for any of the State’s reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, ChemWare's audit rights are subject to applicable State and federal
laws and regulations.
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7. SOFTWARE NON-INFRINGEMENT

ChemWare warrants that it has good title to, or the right to allow the State to use all Services,
cquigment, and “Software (“Material”) provided under this Contract, and that such Services,
cquigment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other|intellectual property rights or misappropriate a trade secret of any third party.

The yarranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termipation of the Contract. In the event that someone makes a claim against the State that any
Material infringe: their intellectual property rights, ChemWarc shall defend and indemnify the State
against the claim provided that the State:

a. Promptly notifies ChemWare in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives ChemWare control of the defense and any settlement negotiations; and

¢. Gives ChemWare the information, authority, and assistance reasonably needed to defend
against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the State
secks td assert any immunities or defenses applicable to the State.

If ChemWare believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, ChemWare may choose to either modify the Material to be non-infringing
or obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,
ChemWare may end the license, and require return of the applicable Material and refund all fees the
State has paid ChemWare under the Contract. ChemWare will not indemnify the State if the State
alters the Material without ChemWare’s consent or uses it outside the scope of use identified in
ChemWare's user Documentation or if the State uses a version of the Material which has been
superseded, if the infringement claim could have been avoided by using an unaltered current version of

the Material which was provided to the State at no additional cost. ChemWare will not indemnify the.
State-tq the extent that an infringement claim is based-upon any information design, Specification,
instruction, Software, data, or material not fumnished by ChemWare. ChemWare will not indemnify the
State to)the extent that an infringement claim is based upon the combination of any Material with any
products or services not provided by ChemWare without ChemWare's consent.

8. SOFTWARE ESCROW

8.1 ChemWare represents and warrants that the currently existing source code for the Software
ligensed to the State under the Contract, as well as the Documentation for such Software, and
dgveloper comments to the source code for the Software (the “Deposit Materials”) have been
dgposited in an escrow account maintained at Business Records Management, Inc., 923 Bidwell
Street, Pittsburgh, PA 15233 "Escrow Agent") as required by this Contract. Future Deposit

aterials for major version releases (e.g., X.y.z) of the Software not otherwise delivered to the

State Licensee as source code shall be deposited in the escrow account (normally within six (6)

mpnths after the first commercial shipment of each such release). ChemWare shall promptly pay

to[ the Escrow Agent all escrow fees that become due under the Escrow Agreement to maintain
the Software in escrow,
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8.2 GhemWare agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. The Escrow Agent shall notify the State that it has been added as a
shibscriber within a commercially reasonable time. Thereafter, upon the request of the State, to be
made no more frequently than annually, ChemWare shall provide the State with written
verification that the Software has been deposited with the Escrow Agent.

8.3 The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events”):

(a) ChemWare has made an assignment for the benefit of creditors:
(b} = ChemWare institutes or becomes subject to a liquidation or bankruptey proceeding
of any kind;
(c) A recciver or similar officer has been appointed to take charge of all or part of
_ChemWare’s assets;
(d) ChemWare terminates its maintenance and operations support services for the State

for the Software or has ceased supporting and maintaining the Software for the State
whether due to its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment or other fault of the

State; _
(e) ChemWare defaults under the Contract; or . . .
{f ChemWare ceases its on-going business operations or that portion of its business

operations relating to the licensing and maintenance of the Software.

8.4 1 the event that Deposit Materials are released from escrow to the State, ChemWare hereby
grants the State the right to use, copy, modify, display, distribute, and prepare derivative works of

the Deposit Materials, and to authorize others to do the same on behalf of the State (Contractors,
“agents, etc.), solely for the purpose of completing the performance of ChemWare’s obligations
der the Contract, including, but not limited to, providing maintenance and support for the .
Sbftware and subject to the rights granted in this Contract.

=

8.5 ChemWare agrees to pay all costs associated with the escrow covered by this Contract, except
fdr nominal fees to cover the cast of reproduction and distribution of release of the Deposit
Materials to the State, including all related reasonable administrative expenses.

1. WARRANTIES
1.1 System

(ChemWare> warrants that the System will operate to conform to the
Specifications, terms, and requirements of the Contract.

1.2 Software

ChemWare warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within

2016-021 Exhjbit J-Software License
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the System, compliant with the requirements of the Contract, and will operate in
accordance with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and
ChemWare’s entire liability, shall be: (a) the correction of program errors that
cause breach of the warranty, or if ChemWare cannot substantially correct such
breach in a commercially reasonable manner, the State may end its program
license if any and recover the fees paid to ChemWare for the program license and
any unused, prepaid technical support fees the State has paid for the program
license; or (b) the re-performance of the deficient Services, or (c) if ChemWare
cannot substantially correct a bréach in a commercially reascnable manner, the
State may end the relevant Services and recover the fees paid to ChemWare for the
deficient Services. , :

Nen-Infringement

ChemWare warrants that it has good title to, or the right to allow the State to use,
all Services, equipment, and Software (“Material™) provided under this Contract,
and that such Services, equipment, and Software do not violate or infringe any
patent, trademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third party.

1.4  Viruses; Destructive Programming

ChemWare warrants that the -Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software

k.5

1.6

in"accordance with-the-Specifications:
Compatibility -

ChemWare warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Softwafe
components provided by ChemWare 10 corréct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any
functionality.

Services

ChemWare warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry
standards and. that Services will comply with performance standards,
Specifications, and terms of the Contract.
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2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of
this Contract and any extensions,

2016-021 Exhibit K-Warranty Services
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Attached are:

A.  [Contractor’s Certificate of Vote/Authomy

B.  |Contractor’s Certificate of Good Standing
C.  |Contractor’s Certificate of Insurance
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