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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

. July 1, 2020
His Excellency, Governor Christopher T, Sununu
and the Honorable Executive Council
State House
Concord, New Hampshire 03301
INFORMATIONAL ITEM

Pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order 2020-04 as extended
by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10 and 2020-14, Governor Sununu
has authorized the Department of Information Technology, on behalf of the Department of
Safety, Division of Motor Vehicles (Dos, DMV) to enter into a SOLE SOURCE Contract with
Q-Matic Corporation, of Duluth GA, in the amount of $208,920.92 to provide a hosted
scheduling and queuing system to the DMV to allow for appointment-only customer services at
DMV locations, effective upon approval through June 20, 2025,

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Department of
Safety to reimburse DolT is 100% Agency Income (Cost of Collections) funds.

Funds are available in the following account for State Fiscal Years 2021 and are contingent upon
the availability and continued appropriation of funds in future operating budgets for SFY 2022,
2023, 2024, and 2025, with the authority to adjust encumbrances between fiscal years through the
Budget Office, if needed and justified.

ATH#-DEPTH-AGENCY#-ACCOUNTING UNIT #- Activity - | SFY Total Cost

DEPT NAME- AGENCY NAME -ACCOUNTING UNIT Code

NAME CLASS- QBJECT - DESC o

01-03-03-030010-76230000 DOIT <IT for DOS : ‘

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2021 $71,356.14

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2022 $33,580.68

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2023 $34,113.88

01-03-03-030010-76230000 DOIT - IT for DOS ‘

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2024 $34,657.74

01-03-03-030010-76230000 DOIT - IT for DOS

(038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2025 $35,212.48
Contract Total | $208,920.92 |
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~%



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

EXPLANATION

The Department of Information Technology, on behalf of the Department
of Safety, Division of Motor Vehicles (DMV) requested Governor approval to enter
into a SOLE SOURCE contract with Q-Matic Corporation to provide it’s proprietary
web-based, hosted, appointment-booking interface with text messaging and other associated
services to the State as described in Q-Matic Corporation’s quote for services. Due to
COVID-19 emergency the Division of Motor Vehicles is in need of a scheduling solution to
allow for continued and safe customer support services.

Q-Matic will provide the Division of Motor Vehicles with its proprietary Scheduling
system, allowing the DMV to re-open on a by-appointment basis in response to the COVID-19
pandemic. Q-Matic currently supplies the DMV with its proprietary Queue Management System,
which fully integrates with the Scheduling system, allowing the DMV to maintain safe citizen
access to its locations. Future costs associated with this project include possible expansion to DMV
substations in the future. Funding is expected to be available in future Operating Budgets to cover
those costs. Although there were no open source solutions proposed for this project, the solution
complies with State requirements with respect to open standards and open data formats. DMV
remains open to the use of open source software for use in testing of the solution.

Currently, the State uses Q-Matic Corporation’s queue management system at five of its
locations. The current system is hosted in the Department of Safety’s datacenter. In addition to
implementation services for the appointment booking and texting solutions, the contract will
provide for moving the existing queuing system to Q-Matic Corporation’s hosting environment
and also includes on-going support and maintenance.

As referenced in the attached Agreement, the parties may extend contracted services for
(2) two times for (2) years each in addition to the initial contract term of 5 years.

With the Governor's approval, the Division of Motor Vehicles will be able to respond
to the increasing demand of its customers both in person as well as by phone while
still adhering to CDC guidance as well as the social distancing recommendations of the
Universal Guidelines. The Division is experiencing an unprecedented demand for its
in-person services (license issuance, knowledge and driving tests, etc). Currently, the
Division is utilizing an outdated application to  schedule appointments. This
application has been designed for a completely different use and bhas been
repurposed for all customer appointment scheduling during the pandemic. This legacy
system is not able to accommodate the complexity of appointment needs and does not have .
many capabilities for customization. More importantly, this legacy application can only be
accessed by DMV employees. As such, in order to schedule an appointment, a customer
has to call the DMV (we are experiencing extremely high call volumes and long wait times)
and speak to a customer service rep or request a call back. The high call volume requires the
Division to dedicate more resource to respond to calls, which in turn affects our ability to
increase availability of in person appointments. In addition, the current system has
experienced outages, which effectively have stopped all appointment scheduling abilities.

“Innovative Technologies Todayfor New Hompshire's Tomorrow”



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
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The proposed purchase will allow the Division to deploy a web based, customer facing
scheduler that will allow the customers to schedule appointments directly on our website and allow
us to divert some resources to in-person appointments,

Respectfully Submitted,

e

Robert L. Quinn
Commissioner
Department of Safety

St P o

for Denis Goulet
Commissioner
Department of information
Technology

DG/kaf
DolT #2020-100
RID: 51866

cc: Ron Reed, DolT IT Leader

b
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Fazen Dr., Concord, NH 03301 -
Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Dents Goulet
Commissioner

June 17, 2020

His Excellency, Governor Christopher T. Sununu

State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of
Safety, Division of Motor Vehicles (Dos DMYV) to enter into a SOLE SOURCE Contract with
Q-Matic Corporation, of Duluth GA, in the amount of $208,920.92 to provide a hosted scheduling
and gueuing system to the DMV to allow for appointment-only customer services at DMV
locations, effective upon approval through June 20; 2025.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Department of Safety
to reimburse DolT is 100% Agency income (Cost of Collections) funds.

Funds are available in the following account for State Fiscal Years 2021 and are contingent upon
the availability and continued appropriation of funds in future operating budgets for SFY 2022,
2023, 2024, and 2025, with the authority to adjust encumbrances between fiscal years through the
Budget Office, if needed and justified.

AT#-DEPT#-AGENCY#-ACCOUNTING UNIT #- Activity | SFY Total Cost

DEPT NAME- AGENCY NAME -ACCOUNTING UNIT | code

NAME CLASS- OBJECT - DESC .

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2021 $71,356.14

01-03-03-030010-76230000 DOIT - IT for DOS |

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2022 $33,580.68

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 |2023 $34,113.88

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2024 | $34,657.74

01-03-03-030010-76230000 DOIT - IT for DOS

038-509038 ASD DOS HW/SW FOR DMV 03230147 | 2025 $35212.48
' _Contract Total | $208,920.92
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His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

EXPLANATION

The Department of Safety, Division of Motor Vehicles (DMV) respectfully requests
approval to enter into a SOLE SOURCE contract with Q-Matic Corporation to provide its
proprietary web-based, hosted, appointment-booking interface with text messaging and other
associated services to the-State as described in Q-Matic Corporation’s quote for services. Due to
COVID-19 emergency the Division of Motor Vehicles is in need of a scheduling solution to aliow
for continued and safe customer support services.

Q-Matic will provide the Division of Motor Vehicles with its proprietary Scheduling
system, allowing the DMV to re-open on a by-appointment basis in response to the COVID-19
pandemic. Q-Matic currently supplies the DMV with its proprietary Queue Management System,
which fully integrates with the Scheduling system, allowing the DMV to maintain safe citizen
access to its locations. Future costs associated with this project include possible expansion to DMV
substations in the future. Funding is expected to be available in future Operating Budgets to cover
those costs. Although there were no open source solutions proposed for this project, the solution
complies with State requirements with respect to open standards and open data formats. DMV
remains open to the use of open source software for use in testing of the solution.

Currently, the State uses Q-Matic Corporation’s queue management system at five of its
locations. The current system is hosted in the Department of Safety’s datacenter. In addition to
implementation services for the appointment booking and texting solutions, the contract will
provide for moving the existing queuing system to Q-Matic Corporation’s hosting environment
and also includes on-going support and maintenance. ’ :

As referenced in the attached Agreement, the parties may extend contracted services for
(2) two times for (2) years each in addition to the initial contract term of 5 years.

Should the Governor not authorize this request the Division of Motor Vehicles will not be
able to respond to the increasing demand of its customers both in person as well as by phone while
still adhering to CDC guidance as well as the social ¢istancing recommendations of the Universal
Guidelines. The Division is experiencing an unprecedented demand for its in-person services
(license issuance, knowledge and driving tests, etc.). Currently, the Division is utilizing an
outdated application to schedule appointments. This application has been designed for a
completely different use and has been repurposed for all customer appointment scheduling during
the pandemic. This legacy system is not able to accommodate the complexity of appointment needs
and does not have many capabilities for customization. More importantly, this legacy application
can only be accessed by DMV employees. As such, in order to schedule an appointment, a
customer has to call the DMV (we are experiencing extremely high call volumes and long wait
times) and speak to a customer service rep or request a call back. The high call volume requires
the Division to dedicate more resource to respond to calls, which in turn affects our ability to
increase availability of in person appointments. In addition, the current system has experienced
outages, which effectively have stopped all appointment scheduling abilities.

“Innovative Technologies Today for New Hampshire's Tomorrow"
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His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Pape 3

The proposed purchase wilt allow the Division to deploy a web based, customer facing
scheduler that will aliow the customers to schedule appointments directly on our website and allow
us to divert some resources to in-person appointments.

The Department of Information Technology and the Department of Safety, Division of
Motor Vehicles respectfully requests approval of this contract.

Respectfully Submitted,

huid-

Robert L. Quinn
Commissioner
Department of Safety

ol e

for Denis Goulet
Commissioner
Department of Information

Technology

] hereby approve this request pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order
2020-04 as extended by Executive Orders 2020-05, 2020-08, 2020-09 and 2020-10. ‘

T.o~t 0,030 | \ [

Date Name: Governor Christopher T. Sununu

DG/kaf
DolT #2020-100
RID: 51866

cc: Ron Reed, DolT IT Leader

"innovative Technologies.Today for New Hampshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

The State of New Hampshire an

1. IDENTIFICATION.

AGREEMENT
d the Contractor hereby mutually agree as follows:

GENERAL PROYISIONS

1.1 State Agency Name

Department of Information Technology

1.2 Suate Agency Address

27 Hazen Dr
Concord, NH 03301

1.3 Contractor Name

Q-Matic Corporation

1.4 Contractor Address

2875 Breckinridge Blvd #100, Duluth, GA 30096

1.5 Contractor Phone
Number

770-8174250

1.6 Account Number

01-03-03-030010-76230000
038-50903%
Activity Code 03230147

1.7 Completion Date 1.8 Price Limitation

June 30, 2029 $208,920.92

Denis Goulet

1.9 Contmctiﬁg Of'ﬁr;er for State Agency

1.10 State Agency Telephone Number

603-223-5703

1.11 Contractor Signature

Y foyopeit G

Date: 06/17/2020

.12 Name and Title of Contractor Signatory

Margaret Fevriere, Financia! Controller

1.13  State Agkncy Signature

Tl &

. Date: 06/18/2020
Pl

1.14 Name and Title of State Agency Signatory
Kenneth R. Dunn for

Denis Goulet

Commissioncr, Department of information Technology

By:

' 1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

By (b Bal

Onm: 7/2/2020

G&C ltem number:

1.17 Approval by the Governor and Executive Council fif applicable}

G&C Meeting Date:

Page 1 of 4
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2, SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds

become available, if ever, and shall have the right to reduce or-

terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference,

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
Otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with ail applicable statutes, laws,
regulations, and orders of federa), state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall atso comply with all applicable intellectual
property laws.

6.2 During the term of lhls Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services, The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shell be properly licensed and
otherwise authorized to do so under all applicable taws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six {(6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.

Page 2 of 4 MF
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (*Event
of Default”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Defanlt is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

§.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agrecment and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or

§.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in-equity, or
both.

8.3. No failure by the State to enforce any provisions hereof afler
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifieen (15) days after the date
of termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price camned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. In addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and

Page 3 of 4

submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
perfaormance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE. In the
performance of this- Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assipnment. “Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of al! or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by eny provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the

Contractor Initials M_F
Date pg/12120



Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shail be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shail be attached and are incorporated herein by
reference.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers’ Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer

identified in block 1.9, or his or her successor, proof of Workers' -

Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or, for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in connection with the
performance of the Services under this Agreement. -

Page 4 of 4

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shalt be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS, In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend 1o
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22, SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference. '

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.

Contractor Initials MF
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in

this document.

DEFINITION

TERM

Notice from the State that a Deliverable has satisfied
Acceptance Acceptance Test or Review.

An Acceptance Letter provides notice from the State that a
Acceptance Letter Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is
performed.

Agreement

A Contract duly executed and legally binding.

Attachment

Supplementary material that is collected and appended at the
back of a document.

Authorized Persons / Users

The Vendor’s employees, Contractors, Subcontractors or
other agents who need to access the State’s Personal Data to
enable the Contractor to perform the Services required.

Breach of Security or Breach

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information
maintained by a person or commercial entity.

“Breach” means the loss of control, compromise,
unauthorized  disclosure, unauthorized  acquisition,
unauthorized access, or any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. Breach” shall have the same meaning
as the term “Breach” in section 164,402 of Title 45, Code of
Federal Regulations.

State of NH Contract
Date: 06/17120

Contractor’s Initials M F

Page 5 of 44




DEPARTMENT OF MOTOR VEHICLES
QMATIC ORCHESTRA 7 SCHEDULER

DOS — 2020-100

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Bug

A condition where the CFM System dees not perform to its
specifications, e.g. by an error in the CFM System’ design,
code or conflicts between Applications, which may lead to
an Error.

Business Hours

The Vendor’s personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
forty (40) hour weeks, excluding State of New Hampshire
holidays.

The reporting and logging of an Error buy the Client to

Case Qmatic.
The Vendor’s written declaration with full supporting and
written Documentation (including without limitation test
Certification results as applicable) that the Vendor has completed
ertiiicatio development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.
The Reporting and logging of an Error. by the State to
Case .
Qmatic.
CFM System The Software (i.e. all the Applications) provided by Qmatic

and licensed to the State.

Change Request/Order or CR

Formal documentation prepared for a proposed changed
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Client .

The State of New Hampshire Department of Motor Vehicles

Completion Date

End date for the Contract. (See Contract Agreement, P-37
General Provisions, Block 1.7)

State of NH Contract

Date: pgi17/00
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Computer Security Incident

“Computer Security Incident” shall have the same meaning
“Computer Security Incident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technolagy, U.S.
Department of Commerce.

Confidential Information

Information required to be kept Confidential from
unauthorized disclosure under the Contract. “Confidential
Information” or “Confidential Data” means all confidential
information disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation, Protected
Health Information and Personally Identifiable Information.

Confidential Information also includes any and all
information owned or managed by the State of NH - created,
received from .or on behalf of any state agency or-accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but is not limited to Personal Health
Information (PHI), Personally Identifiable Information (PII),
Federal Tax Information (FTI), Social Security Numbers
(SSN), Payment Card Industry (PCI), and or other sensitive
and confidential information.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3. The Documentation consisting of the P-37,
IT General Provisions, I T Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect
to the Scope of Work.

State of NH Contract
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Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents

Documents that comprise this Contract. (See Part 2, IT
Provisions — Section 1.1)

Contract Manager(s)

The persons identified by the State and the Vendor who shatl
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited: to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions — Section 1.8: Price Limitation, as well
as Part 3, Exhibit B — Paragraph 2: Contract Price.

Contractor/Contracted Vendor

The vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Custom Code

Code developed by the Contractor specifically for this
Project for the State of New Hampshire.

State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be

Data used /converted by the Vendor during the Contract Term.
The unauthorized access by a non-authorized person(s) that
results in the use, disclosure or theft of the State’s

Data Breach

unencrypted Non-Public Data.

Deficiency (-ies)/Defects

A failure, Deficiency or Defect in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

State of NH Contract
Date: 06/17/20
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Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract
requirement.

Department

An agency of the State

Department of Information
Technology (DoIT)

The Department of Information Technology established
under RSA chapter 21-R by the Legislature effective
September 5, 2008.

Documentation

All information that describes the operation, and use of the
Software, either in printed or electronic format.

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

The process of converting data to an unrecognizable or
"encrypted” form. It is commonly used to protect sensitive
information so that only authorized parties can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the Internet.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a reésult of Enhancements.

Error

Any event which is not part of the standard operation of the
CFM System and which causes, or may cause, an
interruption or a reduction in, the quality or the usability of
the CFM System, such as identification of a Bug.

State of NH Contract
Date: 06/17/20
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Event of Default

Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Defauit hereunder
(“Event of Default™):
a. failure to perform the Services satisfactorily or on
Schedule;

b. failure to submit any report required; and/or
¢. failure to perform any other covenant, term or condition
of the Contract.

Fully Loaded

Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotelthousing, airfare, car rentals, car
mileage, and out of pocket expenses.

Governor and the Executive Council

The New Hampshire Governor and the Executive Council.

Hosting Services

The management of specified software applications by an
Application Service Provider in a shared environment on
behalf of the State and exclusively for the benefit of
permitted users of the Software.

Hosting System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosting Services. :

Identification and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

The purpose of the letter of intent is to ensure there is a
“meeting of the minds” on price and key terms before the

Intent to Negotiate parties expend significant resources and legal fees in
pursuing a procurement.
: ving itself - _
Invoking Party In a dispute, the party believing itself aggrieved

State of NH Contract
Date: 06/17/20
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Personnel identified by the State and by the Vendor as

Key Project Staff essential 10 work on the Project.

Rights to use the proprietary Software, Software Updates,
License online and/or hard-copy documentation and user guides.
Licensee The State of New Hampshire

Maintenance Release

Is a release of a product that does not add new features or
content.

Maintenance Service

Access to the software patches and software upgrades.

National Institute of Standards and
Technology (NIST)

A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and
maintains measurement standards. It also has active
programs for encouraging and assisting industry and science
to develop and use these standards.

Non-Eiclusive Contract

A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Data

Data, other than Personal Data, that is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deiiverables, e.g., meetings, help support, Services, other.

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later date. A NTE value, however, downward depending
on the changes in the scope of work or in the associated
specifications.

State of NH Contract
Date: 06/17/20
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Notice to Proceed (NTP)

The State Contract Manager’s written direction to the
Vendor to begin work on the Contract on a given date and
time.

Open Data Formats

A file format for storing digital data, defined by a published
specification usually maintained by a standards
organization, and which can be used and implemented by
anyone.

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA chapter 21-R:10 and RSA
chapter 21-R:11.

Open Standards

Specifications for the encoding and transfer of computer
Data that is defined in RSA chapter 21-R:10 and RSA
chapter 21-R:13. '

Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

Order of Precedence -

The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in a document that is lower in the Order of Precedence.

Parties

The Contractor and the State of New Hampshire
collectively.

State of NH Contract
Date:
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Personal Data

“Personally Identifiable Information™ (or “Pil™) means
information which can be used to distinguish or trace an
individual’s identity, such as their name, social security
number, personal information as defined in RSA 359-C:19,
biometric records, etc., alone, or when combined with other
personal or identifying information which is linked or
linkable to a specific individual, such as date and place of
birth, mother’s maiden name, etc.

Project

The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties
related hereto.

Project Holdback

Portion of payment to a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencies
satisfaction.

Project Management Plan

A document that describes the processes and methodology
to be employed by the Vendor to ensure a successful project.

The persons identified who shall function as the State’s and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and

Project Manager(s) Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).
State personnel assigned to work with the Vendor on the
Project Staff Project.

Project Team

The group of State employees and Vendor’s personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and quality.

Proposal

The submission from a Vendor in response to the Request
for a Proposal ‘or Statement of Work.

Review

The process of Reviewing Deliverables for Acceptance.

State of NH Contract
Date: 06/17/20
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Review Period

The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and

Schedule activities under the Contract.
The work or labor to be performed by the Vendor on the
Services Project as described in the Contract.

Service Levels

The Time within Qmatic shall respond to a case.

Software

All Custom, SAAS and COTS Software provided by the
Vendor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

Software License

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor.

State of NH Contract
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Specifications

The written Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
electronic manipulation of any Data that was created by or
in any way originated with the State, whether such Data or
output is stored on the State’s hardware, the Contractor’s
hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

State Fiscal Year (SEY)

The New Hampshire State Fiscal Year extends from July 1st
through June 30th of the following calendar year.

State Project Leader

State’s representative with regard to Project oversight.

State’s Confidential Information

State Data and information and Confidentiality regardless of
its form that is not subject to public disclosure under
applicable state and federal laws and regulations, including
but not limited to RSA Chapter 91-A: Access to Government
Records and Meetings. :

State’s Confidential Records

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 91-
A: Access to Governmental Records and Meetings.

State of NH Contract
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State’s Project Manager (PM)

State’s representative with regard to Project Management
and technical matters. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving,

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under- this Contract under a separate Contract with or on
behalf of the Vendor.

Support Services

The maintenance and technical support services provided by
Contractor to the State during the Term of the Contract.

System

All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

System Maintenance

The various forms of computer or server maintenance
required to keep a computer system running properly.

Te_chnical Authorization

Direction to a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contract from the Effective Date through
Contract Conclusion or termination.

Transition Services

Services and support provided when the Vendor is
supporting system changes.

Vendor/ Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

State of NH Contract
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Verification

Supports the confirmation of authority to enter a computer
system application or network.

Warranty

o

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Vendor is responsible
for providing a guarantee for products and Services
delivered as defined in the Contract.

Warranty Release

Code release that are done during the Warranty Period.

Warranty Services

The Services to be provided by the Contractor during the
Warranty Period.

Work For Hire

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
commissioned for use as a contribution to a collective work.
Such work is considered the sole property of the State.

Work Hours

Vendor personnel shall work normal business hours between
8:00 a.m, and 5:00 p.m., eight (8) hour days, forty (40) hour
weeks, excluding State of New Hampshire holidays.
Changes to this schedule may be made upon agreement with
the State Project Manager. State holidays are: New Year's
Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

State of NH Contract
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Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Remainder of this page intentionaily left blank

S,
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology, on behalf of the Department of Safety, Division of Motor Vehicles (“State™),
and Q-Matic Corporation, (“Contractor”), having its principal place of business at 2875 Breckinridge
Blvd., Suite 100, Duluth GA, 30096.

RECITALS

Whereas the State desires to have the Contractor provide an Appointment Scheduling with text messaging
and associated Services for the State;

Whereas the Contractor wishes to provide a web-based, hosted, appointment-booking interface with text
messaging and other associated services to the State.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1. Contract Documents

This Contract Agreement DOS 2020-100 Q-Matic Scheduler is comprised of the
following documents:

A. Part | — Form P-37 General Provision

B. Part 2 — Information Technology Provisions

C. Part 3 — Exhibits

Exhibit A — Special Provisions

Exhibit B — Scope of Services

Exhibit C — Price and Payment Schedule
Exhibit D — Administrative Services

Exhibit E — Implementation Services

Exhibit F — Testing Services

Exhibit G — Maintenance and Support Services
Exhibit H — Requirements

Exhibit 1 — Work Pian

State of NH Contract
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1.2,

Exhibit J — Software Agreement

Exhibit K — Warranty and Warranty Services

Exhibit L — Training Services

Exhibit M — Agency RFP with Addendums, by reference (Not Applicable)
Exhibit N — Vendor Quote, by reference

Exhibit O — Certificates and Attachments

Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

i.  State of New Hampshire, DOS 2020-100 QMATIC Orchestra 7 Scheduler
Contract Agreement, including Parts 1, 2, and 3.

ii. Vendor Quote Dated May 13, 2020 Response to DOS 2020-100 QMATIC
Orchestra 7 Scheduler.

2. - CONTRACT TERM

2.1.

2.2.

2.3.
2.4.

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including,
but not limited to, Governor and Executive Council of the State of New Hampshire
approval (“Effective Date”).

The Contract shall begin on the Effective Date and extend through the date indicated in
Part 1, P-37 General Provisions - Block 1.7: Completion Date. The Term may be extended
up to Two (2) times, for two (2) years each, (“Extended Term™) at the sole option of the
State, subject to the parties prior written Agreement on applicable fees for each extended
term, up to but not beyond June 30, 2029 under the same terms and conditions, subject to
approval of the Governor and Executive Council.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require the Contractor to commence work prior to the Effective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that
the Contract does not become effective, the State shall be under no obligation to pay the
Contractor for any costs incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract.

State of NH Contract
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2.5.

Time is of the essence in the performance of the Contractor’s obligation under the
Contract.

e

3. COMPENSATION

3.1

3.2.

Contract Price

The Contract Price is identified in, Part 1, P-37 General Provisions - Block 1.8: Price
Limitation. Method of payment and terms of payment are identified and more particularly
described in Part 1, P-37 - Section 5: Contract Price/Price Limitation/Payment, and Part 3
— Exhibit C: Price and Payment Schedule.

Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its
obligations under the Contract. The Contractor shall be responsible for managing the Project to
its successful completion.

4.1.

4.2.

Contractor’s Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Kiran Lachumanna
2875 Breckinridge Blvd., Suite 100,

Duluth GA, 30096.

Contractor’s Project Manager

4.2.1. The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Project Manager shall be subject to

State of NH Contract
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4.2.2.

4.2.3.

4.2.4.

4.2.5.

the prior written approval of the State. The State’s approval process may include,
without limitation, at the State’s discretion, review of the proposed Contractor’s
Project Manager’s resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor’s Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Part 3 — Exhibit 1: Work Plan, Section 2:
Contractor Roles and Responsibilities. The Contractor’s Project Manager must be
available to promptly respond during normat Business Hours within two (2) hours
to inquiries from the State, and be at the site as needed. The Contractor’s Project
Manager must work diligently and use his/ her best efforts on the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2 — Information
Technology Provisions, Section 4.2: Contract Project Manager, and in Part 2 —
Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor’s
Project Manager within ten (10) business days of the departure of the prior
Contractor’s Project Manager, and the Contractor shall continue during the ten
(10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a
Contractor Project Manager meeting the requirements and terms of the Contract.

The Contractor and the State of New Hampshire will agree upon a Project
Manager within 10 business days after contract approval.

4.3. Contractor’s Key Project Staff

4.3.1.

The Contractor shail assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth within this contract.: System Requirements and Deliverables-Vendor
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4.3.2,

4.3.3.

4.3.4.

Response Checklist. The State may conduct reference and background checks on
the Contractor’s Key Project Staff. The State reserves the right to require removal
or reassignment of the Contractor’s Key Project Staff who are found unacceptable
to the State. Any background checks shall be performed in accordance with Part
2 — Information Technology Provisions, Section 4.6: Background Checks.

The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State wriftten justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor’s Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor’s Key Project Staff shall have comparabie or
greater skills than of the Contractor’s Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject
to reference and background checks described in Part 2 — Information Technology
Provisions, Section 4.6; Reference and Background Checks.

Notwithstanding any other provision of the Contract to the contrary, the State
shall have the option to terminate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff.

The Contractor and the State of New Hampshire will agree upon a Project
Manager within 10 business days after contract approval.

4.4. State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

Jeffery Bond

23 Hazen Dr.

Concord, NH, 05301
(603) 227-4027
Jeffery.Bond@dos.nh.gov

4.5. State Project Manager

4.5.1,

The State shall assign a Project Manager. The State Project Manager’s duties
shall include the following;:

a. Leading the Project;
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b. Engaging and managing all Contractors;
¢. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;

e. Invoice sign-offs;

™

Review and approval of Change Request; and

g. Managing stakeholders’ concerns.
4.5.2. The State Project Manager is:

Kelly Brudniak

23 Hazen Dr.

Concord, NH, 03301

(603) 227-4317
Kelly.Brudniak@dos.nh.gov

4.6. Reference and Background Checks

4.6.1. The Contractor shall conduct criminal background checks and not utilize any
staff, including Subcontractors, to fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

4.6.2. The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The
State shall maintain the Confidentiality of background screening results in
accordance with Part 2 — Information Technology Provisions, Section 11: Use of
State’s Information, and Confidentiality.

5. DELIVERABLES

5.1. The Contractor’s Responsibilities

5.1.1, The Contractor shall be solely responsible for meeting all requirements, and terms
and conditions specified in this Contract, regardless of whether or not a
Subcontractor is used.
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5.2

5.3.

54.

5.1.2, The Contractor may subcontract Services subject to the provisions of the
Contract, including but not limited to, the terms and conditions in the Contract
Agreement. The Contractor must submit all information and documentation
relating to the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the
Contract.

Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Part 3 — Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service,
the Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.

Non-Software and Written Deliverables Review and Acceptance

Afier receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 — Exhibit
B: Scope of Services. The State will notify the Contractor in writing of its Acceptance or
rejection of the Deliverable within five (5) business days of the State’s receipt of the
Contractor’s written Certification. If the State rejects the Deliverable, the State shall
notify the Contractor of the nature and class of the Deficiency and the Contractor shall
correct the Deficiency within the period identified in the Work Plan. If no period for the
Contractor’s correction of the Deliverable is identified, the Contractor shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period, the State may, at its option, continue reviewing
the Deliverable and require the Contractor to continue until the Deficiency is corrected,
or immediately terminate the Contract, declare the Contractor in default, and pursue its .
remedies at law and in equity.

Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 — Exhibit F: Testing Services.
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6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 — Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents, All Services
shall meet, and be performed, in accordance with the Specifications.

7.1.

7.2

7.3.

7.4.

7.5.

7.6.

Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Part 3 — Exhibit D: Administrative Services.

Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Part 3 — Exhibit E: Implementation Services.

Testing Services

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Part 3 — Exhibit F: Testing Services.

Maintenance and Support Services
The Contractor shall provide the State with Maintenance and support Services for the

Software set forth in the Contract, and particularly described in Part 3 — Exhibit G: System
Maintenance and Support.

Warranty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 — Exhibit L: Training Services.
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8. WORK PLAN DELIVERABLES

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

The Contractor shall provide the State with a Work Plan that shall include, without
limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Part 3 — Exhibit I:
Work Plan. The Contractor shail update the Work Plan as necessary, no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment
Schedule. Any such updates to the Work Plan must be approved by the State, in writing,
prior to final incorporation into Part 3 — Exhibit I: Work Plan. The updated Part 3 -
Exhibit I: Work Plan, as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Part 3 — Exhibit I: Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from
the Contractor’s failure to perform its obligations under the Contract, including, without
limitation, performance in accordance with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the
Schedule shall not change uniess previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Contractor’s failure to fulfill its obligations under the Contract. To the
extent that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

9.1.

9.2,

The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor’s receipt of a Changc Order,
the Contractor shall advise the State, in detail, of any 1mpact on cost (e.g., increase or
decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
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2.3.

attempt to respond to the Contractor’s requested Change Order within five (5) business
days. The State Agency, as well as the Department of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an Agreement in writing,

All Change Order requests from the Contractor to the State, and the State acceptance of
the Contractor’s estimate for a State requested change, will be acknowledged and
responded to, either acceptance or rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1.

10.2.

Software Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
modifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their’
associated Documentation including any and all performance enhancing
operational plans and the Contractors’ special utilities. The Contractor shall
license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. Inno event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this agreement.

States Data and Property

All rights, title and interest in State Data shall' remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the State upon demand or upon termination of this Agreement for any reason. The
Contractor shall not access State user accounts or State data, except:

2.  inthe course of Data center operations;
b.  inresponse to service or technical issues;

¢.  asrequired by the express terms of this Contract; or
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10.3.

10.4.

10.5.

d. at the State’s written request.

Contractor’s Materials

10.3.1. Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that are competitive with, or similar to, the Deliverables.
In accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential Information.
The Contractor shall be free to use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
Information by the Contractor employees or third party consultants engaged by
the Contractor. :

10.3.2. Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hampshire RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial information, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

State Website Copyright

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright
to all Data and information, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the State's copyright.

Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
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10.6.

to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor’s proprietary Software code.

Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 10:
Intellectual Property shall survive the termination of the Contract.

11.  USE OF STATE’S INFORMATION AND CONFIDENTIALITY

11.1.

11.2.

Use of State’s Information

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Contract.

State Confidential Information

11.2.1. The Contractor shall maintain the Confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively
“release”), all State Confidential Infermation that becomes available to the
Contractor in connection with its performance under the Contract, regardless, of
its form. .

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a.  shall have otherwise become publicly available other than as a result of
disclosure by the receiving party in Breach hereof;

b.  was disclosed to the receiving party on a non-Confidential basis from
a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a result
of an obligation ip favor of the disclosing party;

c.  is developed by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or
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11.3.

114.

d. is disclosed with the written consent of the disclosing party. A
receiving party alsoc may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State.

11.2.4. In the event of the unauthorized release of State Confidential Information, the
Contractor shall immediately notify the State, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctive relief, :

Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal taws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identified Confidential Information insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. In the event the State
receives a request for the information identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the State will be releasing the
requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor’s information, at no
additional expense to the State. .Any effort to prohibit or enjoin the release of the
information shall be the Contractor’s sole responsibility and at the Contractor’s sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor.

Survival

This Contract Agreement — Part 2 -- Information Technology Provisions, Section 11, Use
of State’s Information, and Confidentiality, shali survive termination or conclusion of the
Contract. ’
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12. LIMITIATION OF LIABILITY

12.1. State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — Part 1, P-37 General Provisions -
Block 1.8: Price Limitation. '

12.2. States Immunity

Notwithstanding the foregoing, nothing herein contained shail be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

12.3. Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 12:
Limitation of Liability shall survive termination or Contract Conclusion.

13. TERMINATION

13.1. Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Default hereunder (“Event of Default™):

Failure to perform the Services satisfactorily or on Schedule;
b.  Failure to submit any report required; and/or
c.  Failure to perform any other covenant, term or condition of the Contract.

13.1.1. Upon the occurrence of any Event of Default, the State may take any one or more,
or all, of the following actions:

a.  Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied

- within, in the absence of a greater or lesser specification of time, within
thirty (30) days from the date of notice, unless otherwise indicated
within by the State (“Cure Period”). If the Contractor fails to cure the
default within the Cure Period, the State may terminate the Contract
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13.1.2.

effective two (2) days after giving the Contractor notice of termination,
at its sole discretion, treat the Contract as Breached and pursue its
remedies at law or in equity or both.

b.  Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contractor.

c.  Set off against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of
© Default.

d.  Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both.

e.  Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related
to the replacement of the Contract and procuring the Services from
another source, such as costs of competitive bidding, mailing,
advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contract.

The Contractor shali provide the State with written notice of default, and the State
shall cure the default within thirty (30) days.

13.2. Termination for Convenience

13.2.1.

13.2.2.

The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
of a termination for convenience, the State shall pay the Contractor the agreed
upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the date of termination for which no separate price is stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 — Exhibit C: Price and Payment Schedule, of the Contract.

During the thirty (30) day period, the Contractor shall wind down and cease
Services as quickly and efficiently as reasonably possible, without performing
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.
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13.3. Termination for Conflict of Interest

13.3.1.

13.3.2.

The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

13.3.1.1.  In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs. The State shail
pay all other Contracted payments that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the State shall be entitled to pursue the same remedies against
the Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4. Termination Procedure

13.4.1.

13.4.2.

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall:

a.  The State shall be entitled to any post-termination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the SLA;

b.  Stop work under the Contract on the date, and to the extent specified,
in the notice;

¢.  Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to the work which has been
terminated and settle all outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State has an interest;
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€.

During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i.  In the event of termination of any Service or. Agreement in
entirety, the Contractor shall not take any action to
intentionally erase any State Data for a period of:

¢ 10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.

® 30 days after the Effective Date of termination, if the
termination is for convenience.

o 60 days after the Effective Date of termination, if the
termination is for cause.

Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the
State;

Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

Assist in Transition Services, as reasonably requested by the State at no
additional cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any State Data and shall thereafter, unless legally prohibited, delete all State Data
in its Systems or otherwise in its possession or under its control:

Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, ariy property which is required to be

" furnished to the State and which has been accepted or requested by the

State;

The Contractor shall implement an orderly return of State Data in a
CSV or another mutuaily agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data,

The Contractor shall securely dispose of all requested Data in al! of its
forms, such as disk, CD/ DVD, backup tape and paper, when requested
by the State. Data shall be permanently deleted and shall not be
recoverable, according to National Institute of Standards and
Technology (NIST)-approved methods. Certificates of destruction
shall be provided to the State; and

Provide written Certification to the State that the Contractor has
surrendered to the State all said property.
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13.5.

Survival

This Contract Agreement — Part 2 — Information Technology Provisions, Section 13:
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the State; or immediately
terminate the Contract without liability to the Contractor, its successors or assigns.

15. ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1.

15.2.

15.3.

The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State’s prior written consent shall be nuil
and void, and may constitute an Event of Default at the sole discretion of the State.

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used,
unless otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of fult obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
to the State against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters, including payment of any and all charges

‘resulting from the Contract.

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 — Information Technology Provisions, Section 14:
Change of Ownership, the State shall have the option to continue under the Contract with
the Contractor, its successors or assigns for the full remaining term of the Contract;
continue under the Contract with the Contractor, its successors or assigns for such period
of time as determined necessary by the State; or immediately terminating the Contract
without liability to the Contractor, its successors or assigns.
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16. DISPUTE RESOLUTION

16.1.

16.2.

16.3.

Prior to the filing of any formal proceedings with respect to a dispute {other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the “Invoking Party”) shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party’s right to any
other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resolve the dispute:

The allotted time for the first level negotiatidns shall begin on the date the Invoking
Party’s notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other party.

TABLE 16: Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
POINT OF CONTACT POINT OF CONTACT ALLOTED TIME

Primary | Kirk Lyle Kelly Brudniak Five (5) Business Days

First Kiran Lachumanna Jeffery Bond Ten (10) Business Days .
. Robert Quinn, Fifteen (15) Business

Second | Michetle Gorman Commissioner DOS Days

17. DOIT GENERAL TERMS AND CONDITIONS

17.1.

Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter “Information™), the Contractor understands and agrees to the following rules:

a.  Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure,

b.  That information shall be used solely for conducting official State business, and
all other use or access is strictly forbidden including, but not limited to, personal,
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or other private and non-State use and that at no time shall the Contractor access
or attempt to access any information without having the express authority to do so.

That at no time shali the Contractor access or attempt to access any information in
a manner inconsistent with the approved policies, procedures, and for Agreements
relating to System entry/access.

That all Software Licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that at all times the Contractor must use utmost care to protect and keep
such Software strictly Confidential in accordance with the license or any other
Agreement executed by the State. Only equipment or Software owned, licensed,
or being evaluated by the State, can be used by the Contractor. Personal Software
(including but not limited to palmtop sync Software) shall not be installed on any
equipment.

That if the Contractor is found to be in violation of any of the above-stated rules,
the User may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.

17.2. Email Use

Mail and other electronic communication messaging Systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
Systems” or “State-funded Email Systems”. The Contractor understand and agree that
use of email shall follow State standard policy (available upon request).

17.3. Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).

-

17.4. Regulatory Government Approvals

The Contractor shall obtain all necessan‘/ and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.
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18. GENERAL CONTRACT REQUIREMENTS

18.1.

18.2,

18.3.

18.4.

18.5.

18.6.

Insurance certificate

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address.

Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

Venue and Jurisdiction

Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive.

Force Majeure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
' performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents, earthquakes, and unusually

severe weather.

18.5.2. Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract.

Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a2 United States Post
Office addressed to the parties at the following addresses.
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TABLE 18.6: Notices
CONTRACTOR STATE -

POINT OF CONTACT POINT OF CONTACT
Michelle Gorman Jeffery Bond
2875 Breckinridge Blvd., Suite 100 23 Hazen Dr.
Duluth, GA, 30096 Concord, NH. 03301
(407) 865-2017 (603) 227-4027
Michelle.Gorman@qmatic.com Jeffery. Bond({@dos.nh.gov

18.7. .Electronic Execution

An electronically transmitted version of this Agreement may be considered the original
and the Contractor will not have the right to challenge in court the authenticity or binding
effect of any faxed or scanned copy or signature thereon. This Agreement may be signed
in counterparts and all counterparts will be considered and constitute the same Agreement.

19. DATA PROTECTION

19.1, Data Protection

Protection of personal privacy and Data shall be an integral part of the business activities
of the Contractor to ensure there is no inappropriate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the Confidentiality,
integrity and availability of State information and comply with the following conditions:

a.  The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and Non-Public Data. Such security measures
shall be in accordance with recognized industry practice and not less stringent than
the measures the Contractor applies to its own Personal Data and Non-Public Data
of similar kind. '

b.  All Data obtained by the Contractor in the performance of this Contract shall
become’ and all Personal Data shall be encrypted at rest and in transit with
controlled access. Unless otherwise stipulated, the Contractor is responsible for
Encryption of the Personal Data.
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19.2.

19.3.

¢.  Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at
rest and in transit, The State shall identify Data it deems as Non-Public Data to the
Contractor, The level of protection and Encryption for all Non-Public Data shall
be identified and made a part of this Contract.

d. At no time shall any Data or processes — that either belong to or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party'related to the Contractor for subsequent use
in any transaction that does not include the State.

e.  The Contractor shall not use any information collected in connection with the
Service issued from this Proposal for any purpose other than fulfilling the Service.

Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

Security Incident or Data Breach

The Contractor shall inform the State of any Security Incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a Security Incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing Security Incidents with the
State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the Contract.

b.  Security Incident Reporting Requirements: the Contractor shall report a Security
Incident to the appropriate State Identified Contact immediately if it reasonably
believes there has been a security incident.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed Data Breach that affects the security of any State content that is subject
to applicable Data Breach notification law, the Contractor shall (1) promptly notify
the appropriate State Identified Contact within 24 hours or sooner, unless shorter
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time is required by applicable law, and (2) take commercially reasonable measures
to address the Data Breach in a timely manner.

19.4. Breach Responsibilities

This section only applies when a Data Breach occurs with respect to personal Data within
the possession or control of the Contractor.

19.4.1. The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State Identified Contact by telephone in accordance with the agreed
upon security plan or security procedures if it reasonably believes there has been
a Security Incident.

19.4.2. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State ldentified Contact within 24 hours or sooner by telephone, unless shorter
time is required by applicable law, if it confirms that there is, or reasonably
believes that there has been a Data Breach. the Contractor shall:

a. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach,

b.  promptly implement necessary remedial measures, if necessary, and

¢. Document responsive actions taken related to the Data Breach,
including any post-incident Review of events and actions taken to make
changes in business practices in providing the Service, if necessary.

19.4.3. Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor’s
Breach of its Contract obligation to encrypt Personal Data or otherwise prevent
its release, the Contractor shall bear the costs associated with:

The investigation and resolution of the Data Breach;

a
b.  Notifications to individuals, regulators or others required by State law;

e

A credit monitoring Service required by State (or federal) law;

a

A website or a toll-free number and call center for affected individuals
required by State law —- all not to exceed the average per record per
person cost calculated for Data Breaches in the United States {currently
$201 per record/person) in the most recent Cost of Data Breach Study:
Global Analysis published by the Ponemon Institute at the time of the
Data Breach; and .

e. Complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a.) through (d.)] subject to this
Contract’s limitation of liability.
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19.5.

19.6.

19.7.

19.8.

19.9.

19.10.

Notification of Legal Requests

The Contractor shall.contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State’s Data under this
Contract, or which in any way might reasonably require access to the Data of the State.
The Contractor shall not respond to subpoenas, Service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from
providing such notice.

Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access
IP address, user access history and security logs for all State files related to this Contract.

Contract Audit

The Contractor shall allow the State to audit conformance to the Contract terms. The State
may perform this audit or Contract with a third party at its discretion and at the State’s
expense.

Data Center Audit

The Contractor shall provide audit details of its” Vendor Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level
of a third-party audit. '

Advance Notice

The Contractor shall give advance notice to the State of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and
performance. A major upgrade is a replacement of hardware, Software or firmware with
a newer or better version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

Security

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffing —
the State and the Contractor shall understand each other’s roles and responsibilities.
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19.11.

19.12,

19.13.

19.14,

Remainder of this page intentionalily left blank

Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data to that which is
absolutely necessary to perform job duties.

Import and Export of Data

The State shall have the ability to import or export Data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Data to/from other Service providers.

Responsivities and Uptime Guarantee

The Contractor shall be responsible for the acquisition and operation of all hardware,
Software and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The System shall be available
24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA.

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the State’s consent.

State of NH Contract
Date: 06/17/20

Contractor’s Initials M F
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1. SPECIAL PROVISIONS

There are no changes to the terms outlined in the P-37 General Provisions.
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The general scope of the project is to implement the appointment-scheduling component and move the
queuing system from on premise to a hosted environment.

1.

STATEMENT OF WORK '

1.1. General Project Assumptions — Qmatic

CFM System versions deployed by State must match Service Provider’s list of
supported versions. -

Qmatic, in its reasonable opinion and supported by manufacturer information, may
designate certain equipment as obsolete or defective, and therefore exclude it from
coverage under this Agreement.

Anti-virus solution must be in place, updated, with valid update subscription.
Power surge protection must be provided for all covered computers and devices.

Qmatic must be provided with convenient and timely access to the equipment (if
applicable) covered under this Agreement including remote access, adequate
working space and facilities within a reasonable distance of the equipment, and
access to and use of all information, internal resources, and facilities determined
necessary to service the equipment.

The State will be required to conduct preliminary diagnostic steps or provide
additional information related to a support request, prior to a technician being
dispatched to the State’s facilities.

The State must agree to assign one employee to be liaison or contact person to
Service Provider in order to make communications between both parties effective.

1.2.  General Project Assumptions — The State

The Contractor will provide project tracking tools and templates to record and
manage issues, risks, Change Requests, requirements, decision sheets, and other
documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor’s Project Managers will review these tools and
templates and determine which ones will be used for the Project. Training on these
tools and templates will be conducted at the start of each phase in which they will
be used.

Prior to the commencement of work on Non-Software and Written Deliverables,
the Contractor shall provide to the State a template, table of contents, or agenda
for Review and prior approval by the State.

The Contractor shall ensure that appropriate levels of security are implemented
and maintained in order to protect the integrity and reliability of the State’s
Information Technology resources, information, and services. Security
requirements are defined in Part 3 - Exhibit H: Requirements. The Contractor shall
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provide the State resources, information, and Services on an ongoing basis, with
the appropriate infrastructure and security controls to ensure business continuity
and to safeguard the Confidentiality and integrity of State networks, Systems and
Data.

d. The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any
and all Detiverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of alt Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

e. Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Payment
Schedule. Pricing will be effective for the Term of this Contract, and any
extensions thereof.

Remainder of this page intentionally left blank
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1.  PAYMENT SCHEDULE

1.1.

Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37
General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part 1, P-37 General Provisions - Block 1.7: Completion Date.
The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment tables below:

FY 21 FY 22 FY 23 FY 24 FY 25 Option Option
Table 1B: Cost Years Years
Summary FY26-27 | FY28-29
Description

SOFTWARE
SUBTOTAL $19,226.54
HARDWARE
SUBTOTAL
SERVICES
SUBTOTAL $17,092.12
ANNUAL FEES
FOR HOSTING $26,137.16 | $26,659.90 | $27,193.10 | $27,736.96 | $28,291.70 | $29,140.45 | $30,014.67
AND TEXTS '
MAINTENANCE .
SUBTOTAL - $3,460.78 $3,460.78 $3,460.78 $3,460.78 $3,460.78 $3,564.60 $3,671.54
New Features
posing for Test $3,460.00 | $3,460.00 | $3460.00 | $3,460.00 | $3,460.00 | $3,564.60 | $3,671.54

nvironment
Set up Fee for Test $1.979.54
Environment

SUBTOTAL $71,356.14 |- $33,580.68 | 334,113.88 | $34,657.74 | $35,212.48
CONTRACT
TOTAL $208,920.92
1.2.  Proposed Vendor Staff, Resource Hours and Rates Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to indicate
the individuals that will be assigned to the Project, hours and applicable rates. Names
must be provided for individuals designated for key roles, but titles are sufficient for

others,

Qmatic will charge the listed prices in Table 1C below for consultation and on-site support
where they apply.
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1.3.  Services Pricing Worksheet
Pricing must reflect the payment of maintenance through the Contract end date. Price
estimate should reflect the most optimistic Implementation date. Actual payments may
differ from the estimate if the project start date slips or if Implementation takes longer as
this will cause a shorter maintenance period.

Table 1C Deliverable

Deliverable
Type ary Description Per Unit Price
Software 1 | Orchestra 7 Upgrade 19,226.54 | 19,226.54
Service 36 | Project Management Services Hourly 157.78 | 5,680.08
Service 56 | Systems Analyst Services Hourly 168.59 | 9,441.04
Service 4 | Business Analyst Hourly 162.75 651.00
Service 8 | Trainer Level Il Hourly (Web Ex) Hourly 165.00 [ 1,320.00
Hosting Services for Orchestra (Monthly) - contact
Service Pre-sales for pricing 6,137.16 | 6,137.16
Service SMS Services - up to 2,000,000 sms per year 20,000.00 | 20,000.00
Maintenance QMatic Software Care (Starts Day One) 3,460.78 | 3,460.78
CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered “Fully Loaded”, including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.
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SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State’s prior written approval, which shall not be
unreasonably withheld. The Contractor shall only submit invoices for Services or Deliverables as
permitted by the Contract. Invoices must be in a format as determined by the State and contain
detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering

such payment; date of delivery and/or installation; monthly maintenance charges; any other
Project costs or retention amounts if applicabie.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State
will pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices
will not be backdated and shall be promptly dispatched.

INVOICE ADDRESS

Invoices may be sent to:

Lisa Lienhart

Division of Motor Vehicles

23 Hazen Dr.

Concord, NH 03301

accountspavable(@dos.nh.gov

PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to.enroll with the State Treasury for
ACH payments: hitps://www.nh.gov/treasury/state-vendors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery or notice from the State.
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9. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s
invoices with appropriate information attached.

10. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty Period
of 30 days after go-live (Issuing tickets in the new system).

Remainder of this page intentionally left blank
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ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports,
and other work in progress relating to this Contract. Upon expiration or termination of the
Contract with the State, the Contractor shall turn over all State-owned documents, material,
reports, and work in progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

3.2, The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

3.3.  Upon prior notice and subject to reasonable time frames, all such records shall be subject
1o inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost to the State during the three (3) year period following termination of the Contract
and one (1) year term following litigation relating to the Contract, including all appeals or
the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

34. The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall
be excluded from the State’s review unless the cost of any other Services or Deliverables
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provided under the Contract is calculated or derived from the cost structure or profit
factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from
the accounting system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures.
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PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.
The Contractor shall employ effective communication and Reporting strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract.

1.1.  State Meetings and Reports

1.1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

Introductory Meeting: Participants will include the Contractor’s Key
Project Staff and State Project leaders from both Department of Justice
and the Department of Information Technology. This meeting will
enable leaders to become acquainted and establish any preliminary
Project procedures.

Kickoff Meeting: Participants will include the State and the Contractor’s
Project Team and major stakeholders. This meeting is to establish a
sound foundation for activities that will follow.

Status Meetings: Participants will include, at the minimum, the
Contractor’s Project Manager and the State Project Manager. These
meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within
budget. A status and error report from the Contractor shall serve as the
basis for discussion.

The Work Plan: must be reviewed at each Status Meeting and updated,
at minimum, on a bi-weekly basis, in accordance with the Contract.

Special Meetings: Need may arise for a special meeting with State
leaders or Project stakeholders to address specific issues.

Exit Meeting: Participants will include Project leaders from the
Contractor and the State. Discussion will focus on lessons learned from
the Project and on follow up options that the State may wish to consider.

1.1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation for
the kickoff meeting, wil! also be the Contractor’s responsibility.

1.1.3. The Contractor’s Project Manager or the Contractor’s Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor’s Project Manager shall assist the State’s Project Manager, or
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itself produce reports related to Project Management as reasonably requested by
the State, all at no additional cost to the State. The Contractor shall produce
Project status reports, which shall contain, at a minimum, the foilowing:

Project status related to the Work Plan;

A

Deliverable status;
Accomplishments during weeks being reported;' '
Planned activities for the upcoming two (2) week period;

Future activities;

= 0 o n

Issues and concerns requiring resolution; and
g.  Report and remedies in case of falling behind Schedule.

1.1.4. As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management, and shall assist the
State in preparing reports and presentations, as reasonably requested by the State,
all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1.

2.2.

Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan:

a. The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change
management plan, communication approaches, Project standards and procedures
finalized, and team training initiated. Timing will be structured to recognize
interdependencies between applications and structure a cost effective and timely
execution. Processes will be documented, training established, and the application will be
ready for Implementation in accordance with the Work Plan.
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2.3. Change Management and Training

-

The Contractor’s change management and training services shall be focused on
developing change management and training strategies and plans. Its approach relies on
State resources for the execution of the change management and end user training.
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The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project.

a.  The Contractor will provide training as necessary to the State staff responsible for test
activities. '

b.  The Contractor shall be responsible for all aspects of testing contained in the Acceptance
Test Plan including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

c.  The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module.

d.  All Testing and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g., software modules or functions, and
Implementation(s). This shall include planning, test scenario and script development,
Data and System preparation for testing, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance
Test and Implementation.

e. In addition, the Contractor shall provide a mechanism for reporting actual test results
vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Contractor shall also correct Deficiencies and
support required re-testing.

1.1.  Test Planning and Preparation

1.1.1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing, The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems
identified during test execution.

1.1.2. As identified in the Acceptance Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor’s Project Manager’s Certification, in writing, that the Contractor’s
own staff has successfully executed all prerequisite Contractor’s testing, along
with reporting the actual testing results, prior to the start of any testing executed
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1.2,

1.3.

1.4.

1.5.

1.6.

by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results.

1.1.3. The State will commence its testing within Five (5) business days of receiving
Certification from the Contractor that the State’s personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor’s development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additionai cost.

1.1.4. Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of UAT Acceptance by the State.

1.1.5. The Contractor must demonstrate that their testing methedology can be integrated
with the State standard methodology as applicable.

Unit Testing - Not Applicable (N/A)

Unit Testing is not within the scope of this contract.

System Integration Testing - Not Applicable (N/A)

System Integration Testing is not within the scope of this contract.

Conversion/Migration Validation Testing - Not Applicable (N/A)

Conversion Validation Testing is not within the scope of this contract.

Installation Testing

In Installation Testing the application components are installed in the Systém Test

environment to test the installation routines and are refined for the eventual production

environment. This activity serves as a dry run of the installation steps in preparation for
configuring the production System.

User Acceptance Testing (UAT)

1.6.1. UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the State.
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1.6.2.

1.6.3.

1.6.4.

1.6.5.

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover
any aspect of the new System, including administrative procedures such as the
results of the UAT provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence,

Activity Description | The System User Acceptance Tests verify System

functionality against predefined Acceptance criteria that
support the successful execution of approved processes.

Contractor Team * Provide the State an Acceptance Test Plan and selection of
Responsibilities test scripts for the Acceptance Test.

» Monitor the execution of the test scripts and assist as needed
during the User Acceptance Test activities.

* Work jointly with the State in determining the required
actions for problem resolution.

State
Responsibilities and the set of Data for use during the User Acceptance Test.

+ Approve the development of the User Acceptance Test Plan

» Validate the Acceptance Test environment.

* Execute the test scripts and conduct User Acceptance Test
activities.

* Document and summarize Acceptance Test results.

*Work jointly with the Contractor in determining the required
actions for problem resolution.

* Provide Acceptance of the validated Systems.

Work Produet The Deliverable for User Acceptance Tests is the User
Description Acceptance Test Results. These results provide evidence that

the new System meets the User Acceptance criteria defined
in the Work Plan.
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1.7.

1.8.

Performance Tuning and Stress Testing

The Contractdr shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the infrastructure
to support the Software throughout the Project.

1.7.1.

1.7.2.

1.7.3.

Scope

8.  The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

‘b. It will include the measurement of response rates of the application for end-

user transactions and resource utilization (of various servers and network)
under various load conditions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

c.  Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide
the best results.

Test Types

Performance testing will be performed to include testing for remote sites. Baseline
tests shall collect performance data and load analysis by running scripts where the
output is broken down into business transactions or functions. The test is like a
single user executing a defined business transaction. During baseline testing,
each individual script is run to establish a baseline for transaction response time,
throughput and other user-based metrics.

Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes to the
environment.

Regression Testing

1.8.1.

As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.
Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
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unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

1.9." Security Review and Testing

1.9.1. [T Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as Identification, Authentication and non-
repudiation.

1.9.2. All components of the Software shall be Reviewed and tested to ensure they
protect the State’s hardware and Software and its related Data assets. Tests shall
focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide the necessary
Confidentiality, integrity and availability. Tests shail, at a minimum, cover each
of the service components. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning,

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES
THAT:

Identification and Authentication | Supports obtaining information about those
parties attempting to log onto a System or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for
logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes.
Intrusion Detection Supports the detection of illegal entrance into a

computer System.

Verification Supports the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guarantees the unaltered state of a file.

User Management . Supports the administration of computer,
application and network accounts within an
organization.
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Role/Privilege Management Supporis the granting of abilities to users or
groups of users of a computer, application or
network.

Audit Trail Capture and Analysis | Supports the ldentification and monitoring of
activities within an application or System.

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

1.9.3. Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architechure in order to provide the
necessary Confidentiality, integrity and availability. Tests shall, at a minimum,
cover each of the service components, The Contractor shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malticious
code (malware).

1.10. Penetration Testing (Non-PCI)
The Contractor shall provide Certification that their Software and System environment
has undergone penetration testing in accordance with current recommendations from a
recognized industry standards organization, such as the U.S. Department of Commerce
National Institute of Standards Technology (NIST). The State requires that the Contractor

has this testing performed annually by a qualified third-party Vendor at least annually,
and after every major release.

Successful UAT Completion
Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.
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SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in Part
2 — Information Technology Provisions, Section 1: Contract Documents, through the Contract
end date.

1.1.

»

Contractor’s Responsibility

The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or
modified by the State.

1.1.1.

1.1.2.

1.1.3.

Maintenance Releases

The Contractor shall make available to the State the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

Minor Release

A minor version is released to handle Bug fixes and/or to keep Applications up to
date with new technology, e.g. support for new operating systems, new database
versions or new browser applications or versions.

Minor releases are identified as x.1, x.2.

b.  If not mentioned otherwise; the previous minor version is automatically
withdrawn from the market when a new minor version is released.

c.  Minor versions are only released for the latest major version of a software
Application.

d. A minor version is compatible with the previous minor version and
functionality in these remains. If a system has been customized for the
State then the compatibility cannot be guaranteed.

e.  Technically, it is possible to update only from the previous minor version
for which Qmatic will provide the necessary tool(s) and information to
do so.

The Client may choose to install a new minor version. If a Client chooses not to
install a new minor version as advised by Qmatic, Qmatic’s responsibility to
support the Client in issues affected by that specific minor version ceases. If
Qmatic and the Client disagree whether an issue is affected by a specific minor
version or not, then Qmatic’s view shall prevail.

Major Release

A major version is released when significant changes or/and new features are
added to the CFM System.
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1.1.4.

Major versions are identified as 1.0, 2.0.

b.  Technically it is only possible to upgrade from the latest release of the
previous major release for which Qmatic will provide the necessary
tool(s) and information to do so.

A Client that decides to install a new major version may choose to utilize
Qmatic’s services for installation. The cost of the installation (time and expenses)
is then charged separately. If remote access can be used for instatlation then only -
the time will be charged.

Standard Agreement

The State will adopt the Contractor’s standard maintenance Agreement modified
to address terms and conditions inconsistent with State Statutes and general State
Information Technology (IT) practices.

SYSTEM SUPPORT

2.1,

Contractor’s Responsibility

2.1.1.

2.1.2.

The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Sofiware releases, shall be responded to as
defined below.

SUPPORT SERVICES

5.1.

5.2.

5.3.

The Support Service includes unlimited off-site support by telephone, e-mail or the
Qmatic Portal during the Service Hours, and includes the following Services:

a
b.

e o

e.

f.

Advice and guidance in response to Cases.
Identification of Bugs.
Diagnosis of Cases and problems.

Interrogation of known fault information and provision of avoidance actions where
applicable.

Providing solutions (workarounds) to the extent possible.

Responding to a Case according to its priority.

Consultation (i.e. services not based upon a Case and an Error) is subject to consultation
fees according to the prices specified in Appendix 5.2.

Availability (Service Hours), Service Levels and priority definitions for the Support

Service are specified in Appendix 5.3.
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5.4.

5.5.

5.6,

Qmatic shall strive to respond to a rasied Case according to the time (response time) as
set out in Appendix 5.3. Qmatic shall strive to have a solution {(a workaround} in place
within the time (target workaround times), in accordance to the Case priority, as set out in
Appendix 5.3.

The Client understands and hereby acknowledges that Qmatic can not guarantee that it
will provide a workable solution for every Case within the target time. Qmatic will,
however, use its best efforts in order to achieve these targets.

The Client acknowledges and agrees that Services required due to failures and/or cases
caused by any of the following circumstances are not considered normal maintenance or
support and are not covered under the Services of this Agreement.

Service and repair made necessary due to accidents, damage from fire originating
outside of equipment, water, wind, earthquakes, lightning, terrorism, transporting
equipment, vandalism, burglary, or similar circumstances.™

Service and repair made necessary by the alteration, modification or relocation of
software and/or equipment other than that authorized by Qmatic.

Service and repair made necessary by utilizing non-authorized supplies (i.e.
tickets).

Service and repair of damage or problems caused by neglect, malicious activity, or
misuse including, without limitation, use of the CFM system.

for purposes other than which it was designed, by the Client, its employees or third-
party contractors.

Service or repair due to electrical damage caused by electrical wiring at system
location or resulting from electrical surges, sags, or spikes.

Service and repair made necessary by bugs released by other software vendors,
¢.g. adverse effects from installing updates or service packs.

Development work: All development work requested and approved by the
Customer representative. Examples would include: writing reports, integration to
third party applications, database maintenance, category and button name changes,
Priority changes, Management screen changes, workstation script changes, script
changes to include: ticket text, display text, e-mail text, pager text, video text,
button script, calendar text, web text, staff text, alarm text, voice text, information
display text, Q-Net script, card reader script, category script.

Development work required when migrating to a new minor or major release. This
may include recreating custom development that exists in the current version.

Resolving user generated input problems. (User inadvertently affects the data
integrity which can only be resolved via technical intervention.)

Training and documentation material.

Training on any functionality within the application.
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m. Operating system and database level security.
n. Disaster Recovery Service.

0. Support for self-upgrades.

4, SERVICE HOURS, SERVICE LEVELS AND PRIORITY DEFINITIONS

Qmatic will provide the Support Service for the Error! Unknown document property name.
during the Service Hours and according the Service Levels as defined below.

Service Hours ,
Service Hours for help desk support (Kastern)*
Monday through Friday Saturday and Sunday
Start End Start End
7.00am . 9:00 pm - 00:00 . 1. 00:00 .

*Plus on-call personnel outside of specified times

Service Levels

| . i Response Time (Service Target Workaround
Service Priority S
v Hours) I'ime (Serviee hours)
] Critical [ 1 hour to confirm case."'. " | 8hours -
. 2 | Major |2hours. - . ¢ 16 hours
Service Support — e
3 Normal |4hours . .~ = & . " |24 hours .
4. |Minor |4hours’ © s |48 hours:’ .

Priority definitions for Cases
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Priority  Type Description

1 Critical | All CFM System services come to a total halt or if the Error! Unknown
document property name.s functionality is affected in such a way that
the system is no longer usable or crucial processes cannot be executed.

Examples:
e Error! Unknown document property name. services are not
available for all branches
¢ Data corrupted
o System hangs indefinitely, causing unacceptabfe or indefinite
delays for resources or response.
» System repeatedly crashes

2 Major Any individual element of the Error! Unknown document property
name. service or infrastructure component failing. There is a partial
workaround but the ability to maintain CFM Service is severely degraded.

Examples:

e Partial System or Application failure i.e. a severe fault or
disturbance affecting an area of functionality, but not the Error!
Unknown document property name. service.

s Severely downgraded performance due to failures in the CFM
System software, for example, prolonged response times, poor
performance in terms of email reaction and/or delivery time.

+ (Case encountered with localized or isolated impact.

3 Normal | Intermittent Cases encountered with minimal impact to Error! Unknown
document property name. service operations. These may be localized to
individuals.

There is a partial workaround but the ability to maintain CFM System
services is slightly degraded.

Examples:
¢ End users are experiencing a technical problem with Error!
Unknown document property name. services.
s Multiple attempts are required to use or access Error! Unknown
document property name. services.
4 Minor Consultation on particular functions or configuration.

Requests for documentation or information.
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5. SUPPORT OBLIGATIONS AND TERM

5.1.  The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

§.2.  The Contractor shall maintain a record of the activities related to the Warranty repair or
maintenance activities performed for the State.

5.3. If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 — Information
Technology Provisions - Section 13.1: Termination for Default, as well as to return the
Contractor’s product and receive a refund for all amounts paid to the Contractor, inciuding
but not limited to, applicable license fees, within ninety (90) days of notification to the
Contractor of the State’s refund request.

If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part 1, P-37 General Provisions - Section 8: Event of
Default/Remedies.

Remainder of this page intentionaily left blank
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1. REQUIREMENTS

Attachment 1: Project Requirements is hereby incorporated within.
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DEPARTMENT OF MOTOR VEHICLES
QMATIC ORCHESTRA 7 SCHEDULER
DOS - 2020-100

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT I - WORK PLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan within
Fourteen (14) Calendar days of the Effective Date and further refine the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s
plan to implement the requirements defined in the RFP and further described in the Contractor’s Proposal.
Continued development and management of the Work Plan is a joint effort on the part of the Contractor
and State Project Managers. '

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

1. ASSUMPTIONS

1.1. General

a.  The State shall provide team members with decision-making authority to support
the Implementation efforts, at the level outlined in the Request for Propasal
Document State Staffing Matrix.

b.  All State tasks must be performed in accordance with the revised Work Plan.

. All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the State Project Manager
for resolution.

d.  Any activities, decisions or issues taken on by the State that affect the mutually
agreed upon Work Plan timeline, scope, resources, and costs shall be subject to
the identified Change Control process.

1.2. Project Management

a. The State shall approve the Project Management Methodology used for the
Project. : .

b.  The State shall provide the Project Team with reasonable access to the State
personnel as needed to complete Project tasks.

€. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material and
information relevant to the success of the Project and required by Project Team
members. This central repository is secured by determining which team members
have access to the Project folder and granting either view or read/write privileges.
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1.3.

1.4.

1.5.

1.6.

1.7.

The Contractor’s Project Manager will establish and maintain this folder. The
State Project Manager shall approve access for the State team. Documentation
can be stored locally for the Contractor and State team on a “shared” network
drive to facilitate ease and speed of access. Final versions of all Documentation
shall be loaded to the State System.

d.  The Contractor assumes that an Alternate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Project
Manager.

Conversions - Not Applicable (N/A}

Conversions are not within the scope of this Contract.

Project Schedule

Deployment is planned to begin by July 10, 2020, with a planned go-live date of
September 18, 2020.

Reporting

The Contractor shall conduct status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation, upon reasonable

request.

User Training

The Contractor’s Team shall lead the development of the end-user
training plan.

Train the trainer approach shall be used for the delivery of end-user
training.
The State is responsible for the delivery of end-user training.

The State shall Schedule and track attendance on all end-user training
classes.

Performance and Security Measures

The Contractor’s Team shall provide a performance test workshop to
identify the key scenarios to be tested, the approach and tools required,
and best practices information on performance testing.

The State shall work with the Contractor on all testing as set forth in Part
3 -Part 3 - Exhibit F: Testing Services.
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CONTRACTOR ROLES AND RESPONSIBILITIES

2.1

2.2

Contractor’s Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall advise the Contractor Team
Project Manager and the State’s Project leadership on the best practices for implementing
the Contractor Software Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State’s Team.

Contractor’s Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor’s Implementation Team. The Contractor Team Project Manager will have the
following responsibilities:

a.  Maintain communications with the State’s Project Manager;

b.  Work with the State in planning and conducting a kick-off meeting;

c¢.  Create and maintain the Work Plan;

e

Assign the Contractor Team consultants to tasks in the Implementation
Project according to the scheduled staffing requirements;

e.  Define roles and responsibilities of all the Contractor Team members;

f.  Provide update progress reports to the State Project Manager upon
request;

g.  Notify the State Project Manager of requirements for State resources in
order to provide sufficient lead time for resources to be made available;

h.  Review task progress for time, quality, and accuracy in order to achieve
progress;

i.  Review requirements and scheduling changes and identify the impact on
the Project in order to identify whether the changes may require a change
of scope;

j.  Implement scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in
the Implementation Plan;

k. Inform the State Project Manager and staff of any urgent issues if and
when they arise;
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l.  Provide the State completed Project Deliverables and obtain sign-off
from the State’s Project Manager,

m. Manage handoff to the Cont.rgctor operational staff,
n.  Manage Transition Services as needed.
2.3. Contractor’s Team Analysis
The Contractor Team shall conduct analysis of requirements, validate the Contractor

Team’s understanding of the State business requirements by application, and perform
business requirements mapping:

Construct and confirm application test case scenarios;

b. Produce application configuration definitions and configure the
applications;

c¢.  Conduct testing of the configured application;

d. Produce functional Specifications for extensions; and

e.  Assist the State in execution of the State’s Acceptance Test;

f. Conduct follow-up meetings to obtain feedback, results, and

concurrence/approval from the State;

" g Assist with the correction of configuration problems identified during
System, Acceptance Testing; and

h.  Assist with the transition to production.

24. Contractor’s Team Tasks
The Contractor team shall assume the following tasks:

a. Development and Review of functional and technical Specification to
determine that they are at an appropriate level of detail and quality; and

b.  Development and Documentation of installation procedures.

STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.
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3.1.

3.2.

State Project Manager

The State Project Manager shall work side-by-side with the Contractor’s Project Manager.
The role of the State Project Manager is to manage State resources (If any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implementation
Project, and provides necessary State resources, as defined by the Work Plan and as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities: '

a. Plan and conduct a kick-off meeting with assistance from the
Contractor’s team,;

b.  Assist the Contractor’s Project Manager in the development of a detailed
Work Plan;

¢.  Identify and secure the State Project Team members in accordance with
the Work Plan;

d. Define roles and responsibilities of all State Project Team members
assigned to the Project;

e. Identify and secure access to additional State end-user staff as needed to
support specific areas of knowledge if and when required to perform
certain Implementation tasks;

f. Communicate issues. to State management as necessary to secure
resolution of any matter that cannot be addressed at the Project level;

g.  Inform the Contractor’s Project Manager of any urgent issues if and when
they arise;

h.  Assist the Contractor’s team staff to obtain requested information if and
when required to perform certain Project tasks;

i Manage handoff to State operational staff; and

j.  Manage State staff during Transition Services as needed.
State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the

State’s current business practices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:

a.  Be the key user and contact for their Agency or Department;

b. . Attend Project Team training and acquire in-depth functional knowledge
of the relevant applications;
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Assist in validating and documenting user requirements, as needed;
Assist in mapping business requirements;

Assist in constructing test scripts and Data;

Assist in Acceptance Testing;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor’s Software
Solution and the business processes the application supports.

3.3. State Technical Lead and Architect

The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical training as necessary to support the Project;

Assist the State and the Contractor’s Team Project Managers to establish
the detailed Work Plan;

Manage the day-to-day activities of the State’s technical resources
assigned to the Project;

Work with State IT management to obtain State technical resources in
accordance with the Work Plan;

Work in partnership with the Contractor and lead the State technical
staff’s efforts in documenting the technical operational procedures and
processes for the Project. This is a Contractor Deliverable and it will be
expected that the Contractor will lead the overall effort with support and
assistance from the State; and

Represent the technical efforts of the State at Project meetings upon

-request..

3.4. State Testing Administrator

The State’s Testing Administrator will coordinate the State’s testing efforts.
Responsibilities include:

Coordinating the development of System, performance, and Acceptance
Test plans;

Coordinating System, performance, and Acceptance Tests;
Chairing test Review meetings;

Coordinating the State’s team and external third parties involvement in
testing;
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e. Ensuring that proposed process changes are considered by process
owners;

f.  Establish priorities of Deficiencies requiring resolution; and
g.  Tracking Deficiencies through resolution.
SOFTWARE APPLICATION - Not Applicable (N/A)

Software Applications are not within the scope of this Contract.
CONVERSIONS - Not Applicable (N/A)

Conversions are not within the scope of this Contract. .

CONVERSION TESTING RESPONSIBILITIES - Not Applicable (N/A)
Conversion Testing is not within the scope of this Contract.

INTERFACES - Not Applicable (N/A)

Interfaces are not within the scope of this Contract.

APPLICATION MODIFICATION Not Applicable (N/A)

Application Modifications are not within the scope of this Contract.
PRELIMINARY WORK PLAN

The following table provides the preliminary agreed upon Work Plan for the Contract.

Phase I Task [ Description Duration

Phase I: Project [nitiation & Preparation 8 days

Includes review, confirmation, and
documentation of:

Overall Project Plan
Project Kickoff Priorities and timelines 6 days
Success criteria

Key stakeholders

Project roles & responsibilities
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Assumptions & constraints
Project Communication Plan
Risk Management strategy
Change Order process
Issues & risk logs

Project
| Communication
Plan

Controls:

Weekly status meetings

Risk log

Issues monitoring

Issue resolution meetings

Review of required Customer
IT preparation activities

Change Requests

Evaluation and reporting of
Change impacts on timeline, budget, etc.

Ongoing refinement of Project
Plan as necessary

Ongoing

Phase II: Configuration

25 days

Requirements
Review

Includes:

Solution configuration and
business process determination and
documentation

Identification of all required
interfaces

Completion of required
Customer IT preparation activities

5 days

Solution Design

Includes:

Technical Specifications
documented for interface(s) (if in scope)

Documentation of individual
site configuration requirements for all
sites

Refinement and confirmation
of Solution Testing Plan

Refinement and finalization of
Training Plan

5-10 days

Solution
Development

Includes:

Installation of Qmatic
Managed Services environment

45 days
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Configuration of application
and integration test environments as
needed

Initial baseline “sanity” testing
Connectivity testing

Phase 1II: Deployment

52 days

Implementation
Activities

Includes:

Verification Production
environmeng

Verify each branch (site) in
Production environment

Performed in
tandem with
initial site
rollouts

Site
.| rollout

Per site, rollout includes:
Verification of site
configuration
Site testing
Site Installation sign-off
User training (if needed)

Installation of any required
hardware (if needed)

* sites a day

Testing occurs at many steps along the 5-15 days
Phase IV: way during Configuration and (typically,
Testing Deployment. This Phase refers to final Customer-
- testing of the Production solution. driven)
Includes: 5 days
' Comp]et:o_n of Project sign-off (milestone)
{may include exceptions)
Phase V- el blProv:smn of any outstanding
Acceptance eliverables . S ,
Completion of Project sign-off
{without exceptions)
Handover from Qmatic Project
Team to Qmatic Support
Post- Client may be asked to complete post-

Acceptance

implementation satisfaction survey.
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The terms outlined in the Software Agreement are set forth below:

1.

LICENSE GRANT

1.1. COTS - Annual License -- Subject to the upfront payment of initial and

annual renewal license fees:

The Contractor hereby grants to the State a worldwide, perpetual, irrevocable, non-
exclusive, non-transferable, limited License to use the Software and its associated
Documentation, subject to the terms of the Contract. The State may allow its agents and
Contractors to access and use the Software, and in such event, the State shall first obtain
written agreement from such agents and Contractors that each shall abide by the terms
and conditions set forth herein.

SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights}) in the Software
provided under this agreement, and its associated documentation, shall remain with the Contractor.

SOFTWARE AND DOCUMENTATION COPIES

The State shall be entitled to copies of any work product upon request to Contractor. At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
product associated with this Agreement unless authorized by the State in writing.

Contractor shall provide the State with a sufficient number of hard copy versions of the Software’s
associated Documentation and one (1) electronic version in Microsoft Word and PDF format. The
State shall have the right to copy the Software and its associated Documentation within its
possession for its internal business needs. To the extent that the State does not have possession of
the Software, Contractor shall provide a reasonable number of copies of the Software and
associated Documentation upon request. The State agrees to include copyright and proprietary
notices provided to the State by the Contractor on such copies.

"RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of the Contractor’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or

¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.
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VIRUSES

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
efforts to test the Software for Viruses.

AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the programs
at the Contractor’s sole expense. The State agrees to cooperate with the Contractor’s audit and
provide reasonable assistance and access to information. The State agrees that the Contractor shall
not be responsible for any of the State’s reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, the Contractor’s audit rights are subject to applicable State and
federal laws and regulations.

SOFTWARE NON-INFRINGEMENT

Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software, including any all component parts thereof such as third party Software
or programs that may be embedded in the Software (“Contracted Resources™) provided under this
Contract, and that such Services, equipment, and Software do not violate or infringe any patent,
trademark, copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third-party. '

The Warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In the event that someone makes a claim apainst the State that any
contracted resources infringe their intellectual property rights, the Contractor shall defend and
indemnify the State against the claim provided that the State:

a. Promptly notifies the Contractor in writing, not later than 30 days.after the State receives
actual written notice of such claim;

b. Gives the Contractor control of the defense and any settlement negotiations; and

c. Gives the Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the
State seeks 10 assert any immunities or defenses applicable to the State.

If the Contractor believes or it is determined that any of the contracted works may have violated
someone else’s intellectual property rights, the Contractor may choose to either modify the
contracted resources to be non-infringing or obtain a License to allow for continued use, or if these
alternatives are not commercially reasonable, the Contractor may end the License, and require
return of the applicable contracted works and refund all fees the State has paid the Contractor
under the Contract. The Contractor will not indemnify the State if the State alters the contracted
resources without the Contractor’s consent or uses it outside the scope of use identified in the
Contractor’s User Documentation or if the State uses a version of the contracted works which has
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been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the contracted resources which was provided to the State at no additional cost. The
Contractor will not indemnify the State to the extent that an infringement claim is based upon any
information design, Specification, instruction, Software, Data, or material not furnished by the
Contractor. The Contractor will not indemnify the State to the extent that an infringement claim
is based upon the combination of any contracted works with any products or Services not provided
by the Contractor without the Contractor’s consent.

8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
permissions to use any third-party Software, equipment, or Services that .are component parts of
any Deliverable provided under this Agreement for the entire term of the Contract. Nothing within
this provision shall be construed to require Contractor to maintain Licenses and permissions for
Software acquired by the State directly or through third-parties which may be integrated with the
Contractor’s Deliverables.

9. CUSTOM SOURCE CODE

Should any custom source code be developed, Contractor shall provide the State with a copy of
the source code, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exciusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed software.

10. SOFTWARE ESCROW - Not Applicable (N/A)

Software Escrow is not within scope of this Contract.

Remainder of this page intentionally left blank
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1.

WARRANTIES

1.1.

1.2,

1.3.

1.4.

System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants that the Software, including but not limited to the.individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services. :

Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material™) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

Viruses; Destructive Programming
The Contractor warrants that the Software shall not contain any viruses, destructive

programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.
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1.5. Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

1.6. Services

The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD
The Warranty Period shall remain in effect until the conclusion or termination of this Contract and

any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely. :

Remainder of this page intentionally left blank
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1. TRAINING SERVICES

The Contractor shall provide the following Training Services.

Omatic Training Plan '

Required Skills for Participation In Training

¢ Counter and Reception staff will require very basic IT skills in order to use the Qmatic software,
commensurate with the skills required to operate standard computer software such as Microsoft
Word and Internet Explorer.

s Managerial users will require very little extra skill, although an understanding of spreadsheets is
desirable for reporting functions.

e [T staff will require basic networking knowledge and have the ability to follow hardware and
software troubleshooting steps which are described in Qmatic documentation on the Qmatic
Training Portal website.

Course Curriculum Development

o The curriculum for a system with standard functionality & configuration is already tried and
tested and found to be effective and comprehensive.

s Non-standard system curricula are developed through close collaboration between agency and
Qmatic training/project management staff to ensure the relevance of training materials to atypical
system designs.

s Qmatic provides a full suite of training materials explaining all user functionality of every Qmatic
software product.

Scope of Planned Training
Reception and Counter Staff
» System overview — briefly learn about customer flow and the points of data captured by the
system for statistical purposes and the need for standardized system usage.
Log in and log out — learn how this affects statistical reports.
Issue virtual tickets — learn the Reception role’s functions of adding notes and a customer’s name
to a virtual ticket.
e Call & transfer virtual tickets — learn the Counter role’s basic functions of calling customers for
service and transferring them into other queues for additional service(s).
+ User Pools/Service Point Pools — learn how to transfer customers to individual, specific, users or
locations.
¢ Provide notes for secondary service providers — learn how to provide colleagues with pertinent
customer information before transferring a ticket into another queue.
= Add Marks/Delivered Services/Outcomes — learn how to add extra information to transactions for
statistical purposes.

Managers
e System overview — learn the system’s basic architecture.

= Data capture — learn which points of data are captured and how this dictates available report
types.
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¢ Add users and assign roles — provide new staff members with log-in credentials and manage their
system permissions.

* Interpret management screens — learn how to monitor live customer and staff activity and manage
customer flow.

e Generate and interpret reports — access and understand the historical data captured by the Qmatic
system.

e Schedule reports to be emailed to specific recipients.

¢ Maintain and troubleshoot — learn basic preventive maintenance techniques to safeguard Qmatic
hardware and simple procedures for diagnosing and remedying probiems.

Administrators

e System overview — learn the system’s architecture.

* Add users and assign roles — provide new staff members with log-in credentials and manage their
system permissions.

* Manage the media display — in-depth view of the Surface Editor and optional Context Marketing
modules.

s Manage Marks/Delivered Services/Outcomes — learn how to add or disable entries which counter
workers use to provide extra statistical information.

e Create & edit profiles — learn how to create profiles which dictate the calling of customers for
service.
Edit Counter functionality - enable or disable key Counter module functions.
Maintain and troubleshoot — learn advanced preventive maintenance techniques to safeguard the
Qmatic hardware and software and procedures for diagnosing and remedying problems.

All documentation will be made available to the State of New Hampshire at the Qmatic Training Portal
website.
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1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M — Not Applicabie to this Contract.
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1. VENDOR QUOTE, BY REFERENCE

QMatic Corporation Quote May 13, 2020 is hereby incorporated and reference as fully set forth
herein.
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1. CERTIFICATES AND ATTACHMENTS
Exhibit H Requirements — Attachment 1
Contractor’s Certificate of Good Standing
Contractor’s Certificate of Vote/Authority
Contractor’s Certificate of Insurance

g o ow
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Attachment 1: Project Requirements

N State Requirements Vendor
Req # I Regquirement Description | Criticality Vendor Response I Delivery Method I Comments
Bi.1 |Qmatic Managed Services shall install and host the solution for the State M Yes Standard This has been proposed
Bl1.2 |Existing State OQmatic system shall be upgraded to Orchestra 7 M Yes Standard This has been proposed
atic shall provide setup services required for DMV H( and substations to L .
B1.3 Qm P ) up qu Q Y ' M Yes Standard Qmatic will provide
successfully use appointment scheduler
atic shall provide configuration services to confiure the State soluti ith —_ s
B1.4 Qm . p " |gu. on s . “ g soufion Wi M Yes Standard Qmatic will provide
multiple locations and Qmatic queuing solution
tic shall ide training to State staff includi limi DMV Number of hours is defined in the
BLS Qmatic provide training to State staff including but not limited to M Yes Standard . urs i i i
staff and IT staff price propaosal
With an Annual Maintenance fees,
the DMV will receive SW licenses
B1.6 |CQmatic solution shall include maintenance and upgrades M Yes Standard for upgrades at no cost.
Professional Services Fees may
apply.
matic Complies with this
B1.7 |Qmatic solution shall manage all certificates related to the solution M Yes Standard @ . ' phes wi :
requirement
With the annual maintenance, HW
will be troubleshooted, repaired,
or replaced as needed. Back u
B1.8 |Qmatic solution shall include hardware backup M No Not Proposing P . P
hardware stored onsite would be
purchased by the DMV at their
discretion. .
This is standard functionality of th
B2.1 [Customers shall be permitted to sefect date and time for service M Yes Standard It I unctionatity of the
system.
822 Self sen{ice.public web-based booking interface shall support two factor M Yes Standard This is standard functionality of the
authentication - system.
If servi li king interf hall it fimiti i This is standard functionality of the
B2.3 Sel se ce public web-based booking interface shall permit limiting multiple M Yes Standard ty
bookings system.
. This i ndard functionality of th
B2.4 |Shall include Staff Assisted booking interface M Yes Standard ¢ s standard functionality of the
system.

BUSINESS REQUIREMENTS
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B2.5

Shall support future & same-day appointments

M Yes

Same day appointments are
suppaort, but subject to availability.
If alt appointments are booked for
a day in advance, a same day
appointment may not be available.
However, if the DMV reserves
some appointment blocks for the
Staff assisted booking interface,
staff may be able to book a same
day appointment if available.

B2.6

Shall support both enterprise & local scheduling control

M Yes

Standard

This is standard functionality of the
system.

B2.7

Shall integrate with Customer Naotification module

M Yes

Standard

This is standard functionality of the
system,

B2.8

System shall support booking thresholds

M Yes

Standard

This is standard functionality of the
system.

B3l

System shall support eMail andforSMS direct communication to customers M Yes

Standard

Email communication is limited to
appointment confirmation only.
The system can send up 9 text
messages to each customer.

83.2

System shall permit the State to set expectations with customer before arrival M Yes

Standard

This can be done through texted or
emailed appointment confirmation
and texted reminders.

B3.3

System shall permit the State to share information for a successful visit M Yes

Standard

This can be done through texted or
emailed appointment confirmation
and texted reminders.

B3.4

System shall prompt for timely arrival

M Yes

Standard

The DMV will set the intervals for
appointment reminders via text
message. le 24 hours and 1 hour
from the appointment time.

B3.5

System shall keep customers informed whlie they wait

M Yes

Standard

The DMV may send up to 2
position alerts while customers
wait.

BUSINESS REQUIREMENTS
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The DMV has the ability to send a
text message when a service is

to their appointment time as possible

83.6 |System shall permit the State to connect with customers after their visit Yes. Standard complete. However, our survey
tool has not been proposed, and is
not in scope of this project.

This is standard functionality of the

B4.1 |Systern shall permit State to configure communications to customers Yes Standard system R4

Notificati hall include two-factor authentication to book an . This is standard functionality of the

Ba.2 o:tcalontypesa inclu uthentication to boo Yes Standard ty

appointment system. B
This is standard functionality of the
B4.3 |Naoticiation type shall include appointment confirmation Yes Standard system ty
. Y .
This is standard functionality of the

B4.4 [Noticiation type shallinclude appointment reminder 1 day prior Yes Standard system t
This is standard functionality of th

845 |Noticiation type shall include appointment reminder 1 hour prior Yes Standard ¢ R ¢
system. .

Ba6 Naoticiation type shall include ar'rival ticket alert / queue entry with ticket Yes Standard This is standard functionality of the

number when the customer arrives system.
iciati i j iti i i This is standard functionality of th
4.7 NOFIFIatIOH type shall include ticket position alerts while the customer is Yes Standard i onality of the
waiting system.
This is standard functionality of the

B4.8 [Noticiation type shall include ticket call alert when the customer is called Yes Standard system v
This is standard functionality of the

849 |Noticiation type shall include visit end alert Yes Standard ty
system.

Our survey toal has not been
quoted. i the DMV has their own

B4.10 |Noticiation type shall include ability to prompt customer to take a survey No Not Proposing electronic survey, you may embed
a link to that survey in your visit

. end message alert.
. . ] H H 1 H h

851 W.alk in custome.rs shall bfz seemlessly blended with appointment customers Yes Standard This is standard functionality of the

without manual intervention system.

B5.2 Appointment customers shall be automatically prioritized and called as close Yes Standard This is standard functionality of the

system.

BUSINESS REQUIREMENTS
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B5.3

System shall support self service check in

M Yes

Future

Qmatic has not proposed seif
service kiosks. Customers will check
in with DMV staff. Qmatic has
recently developed a way that
customers can self check in with
their phones by clicking a link
texted to them in the appointment
confirmation. This is a new feature
and will be ready for deployment
in the coming weeks.

B5.4

System shall support impromptu visits

M Yes

Standard

Our "Yes" response assumes that
by impromptu, you mean walk in
customers.

B5.5

System shall support late arrivals

M Yes

Standard

The DMV can set the threshold of
how late or how early a customer

may check in.

BUSINESS REQUIREMENTS
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State Requirements Vendor
Vendor Delivery
Req # Requirement Description Criticali Comments
q q pt A Response Method '
Ability to access data using open standards access protocol {please speci Qmatic insights enable users to
All Ty . gop P e pecify M Yes Standard . 8 .
supported versions in the comments field). visually see their data.
Data is available in commonly used format over which no entity has exclusive
control, with the exception of National or International standards. Data is not . .
Al.2 . ) P ) M Yes Standard Data is stored in a sql database
subject to any copyright, patent, trademark or orhter trade secret regulation.
Web-based compatible and in conformance with the following W3C
Al3 M Yes Standard |Orchestra aheres to W3C standards
standards: HTMLS, €55 2.1, XML 1.1 j
Verify the identity or authenticate all of the system client applications before We apply the Principle of Least
allowing use of the system to prevent access to inappropriate or confidential Privilege {PoLP) user, or programs
data or services.
must be able to access only the
A2.1 M Yes Standard |, ) ¥
information and resources that are
necessary for its legitimate
purpose.
Verify the Identity and authenticate all of the system’s human users before Orchestra uses a Roles based
allowing them to use its capabilities to prevent access to inappropriate or system for user access. Users must
A2.2 |confidential data or services M Yes Standard
. have one or several Roles to be
able to use the system.
A2.3 |Enforce unique user names. M Yes standard orens
: camnlay ncarnarma with ualidatinn ] -
Enforce complex passwords for Administrator Accounts in accordance with Password complexity is
DolT's statewide User Account and Password Policy configurable; the default policy
' specifies a minimum of 8
A2.4 M Yes Standard P

characters, with a mix of lower and
uppercase characters and
numbers.

- TR - APPLICATION
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remnants of the prior session should then remain.

Vendor Delive
Req # Requirement Description Criticality Respanse Methor: Comments
Enforce the use of complex passwords for general users using capital letters, Password complexity is
numbers and special characters in accordance with DolT's statewide User configurable; the default policy
S Account and Password Policy. " Yes Standard speciﬁes' a mini'mum of 8
characters, with a mix of lower and
uppercase characters and
numbers.
Encrypt passwords in transmission and at rest within the database. Orchestra files and data at rest can
ALG M Yes Standard be encrypted using 256-bit
Advanced Encryption Standard
(AES}
Establish ability to expire passwords after a definite period of time in Orchestra 7 supports force logout
accordance with DolT's statewide User Account and Password Policy for inactive user as well as
A7 M Yes Standard | automatic deactivation of inactive
accounts. The parameters are
configurable.
Provide the ability to limit the number of people that can grant or change Orchestra uses a Roles based
A28 autharizations . Yes standard system for user access. Users must
have one or several Roles to be
. able to use the system.
Establfish ability to enforce session timeouts during periods of inactivity. Orchestra 7 supports force logout
for inactive user as well as
A2.9 M Yes Standard | automatic deactivation of inactive
accounts. The parameters are
configurable,
A2.10 The application shall not store authentication credentials or sensitive data in M Yes Standard Qmatic complies
its code.
Log all attempted accesses that fail identification, authentication and Audit login will need to be add if
A2.11 o . M Yes Standard . .
authorization requirements. not already provided in quote
The application shall log all activities to a central server to prevent parties to
A2.12 |application transactions from denying that they have taken place. M Yes Standard Audit login required
A2.13 |Alllogs must be kept for (XX- days, weeks, or months) M Yes Standard QOmatic Complies
A2.14 The application must allow a human user to explicitly terminate a session. No M Yes Standard Qmatic complies

TR - APPLICATION
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interface with the State’s data in near real time when possible.

Vendar Delivery
Req # Requi t Description riticali C ts
eq equirement Descripti Criticality Response Method ommen
Do not Softwi d System Services f hing other than they are . .
A215 o Tmo use are and System Services for anything y M Yes Standard Qmatic Complies
designed for.
The application Data shall be protected from unauthorized use when at rest Orchestra files and data at rest can
be encrypted using 256-bit
A2.16 M Yes Standard e ) &
Advanced Encryption Standard
{AES)
Th licatk hall k itive Data or communications private fi . .
A2.17 & appiica :o-n S,Ef eep any sensitiv unications p rom M Yes Standard Qmatic complies
unauthorized individuals and programs.
Sub: t licati h ents or rades shall not remove or . .
A28 | sequent applica 'o,n enhancem uPg Yes Standard Qmatic Complies
degrade security requirements
A2.19 |utilize change management documentation and pracedures Yes Standard [Please refer to Project Management
Web Services : The service provider shall use Web services exclusively to X
A2.20 P v Yes Standard Please refer to Hosting Cloud

TR - APPLICATION
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State Requirements Vendor
Reg ¥ Requirement Desoiption Criticafity Vendor Response m Comments
T1.1 Al components of the Software shall be reviewed and tested to ensur| Yes Standard wedo S“f'h vertfication in our
they protect the State’s web site and its related Data assets. M service continously.
The Vendor shafl be responflble for providing documentation of Security testing is built in to our
T2 secuﬁty testing, as appr?prlale. Tests shall focus on the technicai, § standard Managed Services portfolio and
¢ ladministrative and physical security controls that have been designed €3 includes all aspects of application
into the System architecture in order to provide the necessary and data. Infrastructure is AWS
confidentiality, integrity and availability, M
Provide evidence that supports the fact that Identification and|
Authentication testing has been recently accomplished; supports) Cimatic comphresive application
71.3 [|obtaining information about those parties attempting to log ontc a Yes Standard penetration testing includes
system or application for security purposes and the validation of users authentication testing.
M,
Test for Access Control; supparts the management of permissions for] We do test access control within
T4 logging onto @ computer or network No our salution and naturally to all
servers hosting our solution
M regulary,
Test for encryption; supports the encoding of data for security this Is tested and verified in our
T1.5 |purposes, and for the ability to access the data in a decrypted format] Yes Standard | normal audits of the software and
from required tools. M in penetration tests,
Test the Intruslon Detection; supports the detection of illegal entrance We do register login attempts and
into a computer system logins continousty in our
application. We also have the
possibility to lock down access to
L6 Yes Standard specific network ranges etc. We
can also monitor changes made in
the application. The same goes for
the hosting environment which is
only accessable by our service
M team.
Test the Verification feature; supports the confirmation of authority tof Qmatic comphresive application
T1.7 |entera computer system, application or network Yes Standard penetration testing Includes
M authentication testing.
Test the User Management feature; supports the administration of] We do have SAMLv2 support for
TiE compunter, application and network accounts within an organization. ves Standard clients who wants to use federated
identity management and
M authentication

TR - TESTING
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Test Role/Privilege Management; supports the granting of abilities to|
users or groups of users of a computer, application or network

we have role based authorization
framework and this is part of our

T1.9 Yes Standard .
secure development guidelines
dictated by our 150-27001 cert.

Test Audit Trail Capture and Analysis; supports the identification and| part of our secure development

T1.10 |manitoring of acthvities within an applicatlon or system Yes Standard guldelines dictated by our ISO-

27001 cert.
Test Input Validation; ensures the application is protected from buffer] part of our secure development

T1.11 |overflow, cross-stte scripting, SQL Injection, and uvnauthorized access of] YES - Standard guidelines dictated by our 150~

files and/or directories on the server. 27001 cert.
For web applications, ensure the application has been tested and we work hard to keep up with new
hardened to prevent critical application security flaws. ( At a minimum, exploits and vulnerabifities - this
T.1.12 |the application shall be tested against all flaws outlined in the Open Yes, Standard  |includes OWASP Top Ten and this is
Web Application Security Project [OWASP) Top Ten also part of our 150-27001
{http://www. owasp.org/index. php/OWASP_Top_Ten_Project)} ceritification commitment.
Provide the State with validation of 3rd party security reviews
performed on the application and system environment. The review]
may include a combination of wuinerability scanning, penetration
T1.13 testing, static analysis of the source code, and expert code review] ves Standard Qmatic will comply
{please specily proposed methodology in the comments field).
Prior to the System being moved into production, the Vendor shalt
T1.14 |provide resuits of all security testing to the Department of Information | Yes Standard we can provide results from our
Technology for review and acceptance. latest service securty tests.
This Is provided by the
implementatign project team for
any custom development done.
T1.18 Yes Standard | The core application is managed by
Vendor shall provide docemented procedure for migrating application our standard upgrade /
modtifications from the User Acceptance Test Environment to the maintenance process and is not
Production Environment. project specific.
~ We do test our software in many
The Vendor must test the software and the system using an industry u;::)f:::: ‘;;fklg:cr:r;s
T2.1 |[standard and State approved testing methodology as more fully Yes Standard ! " '
described in Section X0, penetration etc. Not sure what
methods are state approved - Is
there a link?.
we do stress testing on our
.3 The Vendor must perform application stress testing and tuning as more| Yes Standard software regulary and we can
fully described in Section Y0000 provide documentation for pans of
- that.
The Vendor must provide documented procedure for how to sync - afthough In & hosted solytion fike

723 Production with a specific testing ervironment, ves Standard we propase here this is a service

provided by us.

TR - TESTING
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The vendor must define and test disaster recovery procedures.,

Yes

Standard

We have a defined process for
disaster recovery which we test
and improve regulary. We use
services which has concepts
around this buitt in to improve
efficency and reliability.

TR - TESTING




RSA 359-C:20, Any person engaged in trade or commerce that is subject to RSA
358-A:3, | shall also notify the regulator which has primary regulatory authority
over such trade or commerce. All other persons shall notify the New Hampshire

attorney general's office.

State Requirements Vendor
Req # Requirement Description Criticaiity Vendor Response Delivery Method Comments
-fH11 Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or equivalent. Atler 3 M Yes Standard We utilize Amazon Web
data center requires 1) Multiple independent distribution paths serving the IT Services for our service
equipment, 2) All IT equipment must be dual-powered and fully compatible with detivery which works in
the topology of a site's architecture ?nd 3)Cancurrently maintainable site alignment with the Tier 3
Infrastructure with expected availzbility of 99.982% level
H1.2 Vendor shall maintatn a secure hosting environment providing all necessary M Yes Standard Qmatic complies
hardware, software, and Internet bandwidth to manage the application and
suppart users with permission based logins.
H1.3 The Data Center must be physically secured - restricted access to the site to M Yes Standard managed by AWS. More
personnel with controls such as blometric, badge, and others security solutlans. information here:
Policies for granting access must be in place and followed. Access shall only be https:/faws.amazon.com/co
granted to those with a need to perform tasks in the Data Center. mpliance/data-
center/controls/
H1.4 Vendor shall Install and update all server patches, updates, and other utillties M Yes Standard service window needs to be
within 60 days of release from the manufacturer. defined in the
implementation project
H1.5 Vendor shall monitor System, security, and application logs. M Yes Standard QGmatic is offering Orchestra
application "as-a-service",
infrastructure is full managed
by Qmatic
HL6 vendor shall manage the sharing of data resources. M Yes Standard Qmatic is offering Orchestra
application “as-a-service®.
- infrastructure is fully
managed by Qmatic
H1.7 Vendor shall manage daily backups, off-site data storage, and restore operations. M Yes Standard
H1.8 The Vendor shall monitor physical hardware. M yes Standard
H1.9 Rermote access shall be customized to the State’s business application. In instances M No QOrchestra is being provided
where the State requires access to the application or server resources not in the to the customer As-a-Service
DMZ, the Vendor shall provide remote desktop connection to the server through
secure protocols such as 2 Virtuzl Private Network (VPN).
H1.10  |The Vendor shall report any breach in security In conformance with State of NH M Yes Standard this is part of our 150-27001

and GDPR processes as well.




H2.1 Vendor shall have documented disaster recovery plans that address the recovery Yes Standard we have a standard plan but
of lost State data as well as thelr own. Systems shall be architected to meet the in it some parts is project
defined recovery needs. specific so this is a
responsibility of the project
to complete.
H2.2 The disaster recovery plan shall identlfy appropriate methods for procuring Yes Standard this is part of the service
additional hardware in the event of a component fallure. In most Instances, } AWS provides
systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
to be replaced.
|H2.3 Vendor shall adhere to & defined and documented back-up schedule and Yes Standard If proposed. Qmatic
procedure. Orchestra application is being
offered "as-a-service”.
infrastructure is fully
managed by Qmatic
H2.4 Back-up coples of data are made for the purpose of facilltating a restore of the Yes Standard If proposed. Qmatic
data in the event of data loss or System fallure. Orchestra application is being
offered "as-a-service".
infrastructure is fully
managed by Qmatic
H2.5 Scheduled backups of all servers must be completed regularly, The minimum Yes Standard If proposed. OQmatic
acceptable frequency is differential backup daily, and complete backup weekly. Orchestra application is being
offered “as-a-service®.
infrastructure is fully
managed by OQmatic
H2.6 Tapes or other back-up media tapes must be securely transferred from the site to No Not Proposing
another secure location to avoid complete data loss with the loss of a facility.
H2.7 Data recovery — In the event that recovery back to the last backup Is not sufficient Yes Standard The frequency or RPO
to recover State Data, the Vendor shall employ the use of database logs in additlon {Recovery Point Objective)
to backup media in the restoration of the database(s) to afford a much closer to needs to be defined by the
real-time recovery. To do this, logs must be moved off the volume contalning the . .
database with a frequency to match the business needs. project. Then the service
team can configure the
services to accomodate
this..This would need to be
identified before contracts.
There is additional cost.
Ha.1 The Vendor sha!l employ security measures ensure that the State’s application and Yes Standard Qmatic Orchestra application
data is protected. is being offered "as-a-
service”. infrastructure and
security is fully managed by
Qmatic




H3.2 If State data is hosted on muttiple servers, data exchanges between and among Yes Standard Qmatic Orchestra application

servers must be encrypted. is being offered “as-a-
service". infrastructure and
security is fully managed by
Cmatic

|H3.3 All servers and devices must have currently-supported and hardened operating Yes Standard Qmatic Orchestra application

systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti- is being offered "as-a-

malware utllitles, The environment, as a whole, shall have aggressive intrusion- service”. infrastructure and

detection and firewall protection. security is fully managed by
Qnatic

H34 All components of the infrastructure shall be reviewed and tested to ensure they Yes - Standard we employ third party
protect the State’s hardware, software, and its related data assets. Tests shall security experts to audit our
focus on the technical, administrative and physical security controls that have setups regulary.
been designed into the System architecture in order to provide confidentiality,
integrity and availability.

H3.5 The Vendor shall ensure its complete cooperation with the State’s Chief Yes Standard Qmatic will comply
information Officer in the detection of any security vulnerabllity of the hosting - -

Infrastructure.

H3.6 The Vendor shall authorize the State to perform scheduled and random security Yes Standard Testing must be scheduled
audits, including vulnerability assessments, of the Vendor” hosting Infrastructure and may incur a service fee.
and/or the application upon request.

H3.7 All servers and devices must have event logging enabled. Logs must be protected Yes Standard Qmatic Grchestra application
with access limited to only authorized administrators. Logs shall include is being offered "as-a-
System, Application, Web and Database logs. service". infrastructure and

security is fully managed by
Qmatic

H3.3 Operating Systems {0S) and Databases {DB) shall be built and hardend in Yes Standard Qur secure development

accordance with gutdelines set forth by CIS, NIST or NSA policy and services /
components are selected
based on such requirements

H3.9 The Vendor shall notify the State’'s Project Manager of any security breaches yes QOmatic will comply
within two {2) hours of the time that the Vendor learns of their occurrence.

H3.10 |The Vendor shall be solely liable for costs associated with any breach of State data Yes Standard Liabtlity Limits not to exceed
housed at their Iocaiion(s] including but not imited to notification and any 10% of the contract value
damages assessed by the courts.

H4.1 The Vendor's System support and maintenance shall commence upan the Effective Yes Standard Qmatic will comply
Date and extend through the end of the Contract term, and any extensions N
thereof.




H4.2 The vendor shall maintain the hardware and Software in accordance with the yes Standard contract needs to align with
specifications, terms, and requirements of the Contract, including providing, that we do not do custom
- upgrades and fixes as required. ) versions of our service for
specific clients and changes
will follow the standard
release schedule of the
service. Customizations and
additions on top of the core
service can have a different
release schedule.
HA3 The vendor shall repair or replace the hardware or software, or any portion Yes Standard contract needs to afign with
thereof, so that the System operates in accordance with the Specifications, terms, that we do not do custom
and requirements of the Contract. versions of our service for
specific clients and changes
will follow the standard
release schedule of the
service. Customizations and
additions on top of the core
service can have a different
release schedute.
|Ha.a All hardware and software components of the Vendor hosting infrastructure shall Yes Standard Qmatic complies

be fully supported by their respective manufacturers at all times. All critical

patches for operating systems, databases, web services, etc, shall be applied

within sixty (60) days of release by their respective manufacturers.

HA.5 The State shall have unlimited access, via phone or Email, to the Vendor technical Yes Stanard Refer to your Qmatic Care
support staff between the hours of 8:30am to 5:00pm- Monday through Friday agreement
EST; -




H4.6

The Vendor shall conform to the specific deficiency class as described:o Class
A Deflclency - Software - Critical, does not allow System to operate, no work
around, demands immediate action; Written Documentation - missing significant
portions of information or unintelliglble to State; Non Software - Services were
inadequate and require re-performance of the Service.

[+] Ctass B Deficiency - Software - important, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation -
portions of information are missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require reworking, but do
not require re-performance of the Service.

o Class C Deficiency - Software - minimal, cosmetic In nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -
mintmal changes required and of minor editing nature; Non $Software - Services
require only minor reworking and do not require re-performance of the Service.

Yes

Standard

Refer to your Qmatic Care
agreement

H4.7

As part of the maintenance agreement, ongoing support Issues shall be responded
to according to the following:

a. Class A Deficiencies - The Vendor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight (8} hours per
day and five (5) days a week with an emall / telephone response within two (2)
hours of request; or the Vendor shall provide support on-site or with remote
diagnostic Services, within four [4) business hours of a request;

b. Class 8 & C Deficiencies ~The State shali notify the Vendor of such Deficiencies
during regular business hours and the Vendor shall respond back within four [4)
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordance with
the Specificatlons, Terms and Requirements of the Contract;

Yes

Standard

Qmatic Help Desk hours are
M-F, 7:00 am - 9:00 pm. On
call support is available after
hours and on weekends.
QOmatic meets or exceeds the
SLAs for each of the defined
Class Deficiencies.

H4.B

The hosting server for the State shall be available twenty-four (24) hours a day, 7
days a week except for during scheduled maintenance.

Yes

Standard

QOmatic complies

Ha.9

A regularly scheduled maintenance window shall be identified (such as weekly,
monthly, or quarterly} at which time all relevant server patches and application
upgrades shall be applied.

Yes

Standard

Omatic Orchestra application
is being offered “"as-a-
service". infrastructure and
security is fully managed by
Omatic

H4.10

If The Vendor is unable to meet the uptime requirement, The Vendor shall credit
State’s account in 2n amount based vpon the following formula: (Total Contract
Item Price/365) x Number of Days Contract Item Not Pravided. The State must
request this credit in writing.

Yes

Standard

QOmatic will comply

H4,11

The Vendor shall use a change management policy for notification and tracking of
change requests as well as critical outages.

Yes

Standard

we have a support process
which includes this also

H4.12

A critical outage will be designated when a business function ¢cannot be met by a
nonperforming application and there is no work around to the problem.

Yes

Standard

Refer to your Qmatic Care
agreement




HA.13

The Vendor shall maintain a record of the activities related to repair or
maintenance activities performed for the State and shall report quarterty on the
following: Server up-time; All change requests implemented, including operating
system patches; All critical cutages reported including actual issue and resolution;
Number of deficiencies reported by class with Initlal response time as well as time
to close.

Yes

Standard

Yes, provided on request

Ha.14

The Vendar will glve two-business days prior notification to the State Project
Manager of zll changes/updates and provide the State with training due to the
upgrades and changes.

Yes -

Standard

@ service window is agreed
upon in advance.




Attachment 1: Project Requirements

State Reguirements

Vendor

Req #

Regquirement Description

Criticality

Vendor
Respanse

Delivery Method

Comments

[The Vendor's System support and maintenance shall commence upon the|
Effective Date and extend through the end of the Contract term, and any
extensions thereof.

Yes

Standard

Qmatic Complies

Maintain the hardware and Software In accordance with the Specifications,
terms, and requirements of the Contract, including providing, upgrades and]
fixes as required.

Yes

Standard

Qmatic Complies

Repalr Software, or any portion thereof, so that the System operates in
accordance with the Specifications, terms, and requirements of the Contract.

Yes

Standard

Qmatic Complies

51.4

The State shall have unlimited access, via phone or Emall, to the Vendor]
technical support staff between the hours of 8:30am to 5:00pm- Monday]
through Friday EST;

Yes

Standard

Qmatic Help Desk hours are M
F, 7:00 am - 9:00 pm. On call
support is available after
hours and on weekends.

515

e Vendor response time for support shall conform to the specific deficiency|

class as described below or as agreed to by the parties: o©  Class A
Deficlency - Software - Critical, does not allow System to operate, no work
around, demands immediate action; Written Documentation - missing
significant portions of information or unintelligible to State; Non Software -
Services were inadeguate and require re-performance of the Service, ¢
Class B Deficlency - Software - important, does not stop operation and/or
there Is a work around and user can perform tasks; Written Documentation -
portions of information are missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require reworking, but
do not require re-performance of the Service. o Class C Deficlency -
Software - minimal, cosmetic in nature, minimal effect on System, low
priarity andfor user can use System; Written Documentation - minimal
changes required and of minor editing nature; Nen Software - Services
require only minor reworking and do not reguire re-performance of the
Service.

Yes-

Standard

Qmatic meets or exceeds the
SLAs for each of the defined
Class Deficiencies.

51.6

The Vendor shall make available to the State the latest program updates,
general maintenance releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional
cost.

Yes

Standard

Qmatic Complies

- TR - SUPPORT & MAINTENANCE




Attachment 1: Project Requirements

Req ##

Requirement Description

Criticality

Vendor
Response

Delivery Method

Comments

For all maintenance Services calls, The Vendor shail ensure the followin,
Information will be collected and maintained: 1) nature of the Deficiency; 2)
current status of the Deficiency; 3) action plans, dates, and times; 4) expected
and actual completion time; 5) Deficiency resolution information, 6) Resolved
by, 7) Identifying number L.e. work order number, 8) Issue identified by;

Yes

Standard

Qmatic Complies

The Vendeor must work with the State to identify and troubleshoot potentially]
large-scale System failures or Deficiencies by collecting the following]
information: 1} mean time between reported Deficiencies with the Software;
2} diagnosis of the root cause of the prohlem; and 3) identification of repeay
calls or repeat Software problems,

Yes

Standard

Qmatic Complies

519

As part of the Software maintenance agreement, ongoing software
maintenance and support issues, shall be responded to according to the
following or as asgreed to by the parties: a. Class A Deficlencies - Thel
Vendor shall have available to the State on-call telephone assistance, with
lissue tracking available to the State, eight (8) hours per day and five l§j days a
week with an email / telephone response within two {2) hours of request; or]
the Vender shall provide support on-site or with remote dlagnostic Services,
within four [4) business hours of a reguest; b. Class B & C Deficiencies|
—The State shall notify the Vendor of such Deficiencies during regulan
ilpusiness hours and the Vendor shall respond back within four [4) hours of]
netification of planned corrective action; The Vendor shall repair or replace
Software, and pravide maintenance of the Software in accordance with the|
Specifications, Terms and Requirements of the Contract; or as agreed
|between the parties

Yes

Standard

Qrnatic Complies

51.10

The Vendor shall use a change management policy for nottfication and|
Jtracking of change requests as well as critical outages.

Yes

Standard

Qrnatic Complies

SL11

IA critical outage will be designated when a business function cannot be met|
by a nonperforming application and there is no work around to the problem.

Yes

Standard

In the event of a service
outage within a data center,
Qmatic will work to restore

the service based on a service
request. When the Customer
apens a restore ticket with
the Service desk, the
application is restored to the
mast recent backup.

TR - SUPPORT & MAINTENANCE




Attachment 1: Project Requirements

Vendor
Req it Requirement Description Criticality Response Delivery Method Comments
[The Vendor shall maint2in a record of the activities related to repair or
maintenance activities performed for the State and shall report quarterly on
the following: All change requests implemented; All critical outages reported] . "
Si.12 including actual issue gal'ad resolution; Number of deficiencies grermrfet! by] M Yes Standard Qmatic Complies
class with initial response time as well as time to close.
The hosting server for the State shall be available twenty-four (24) hours a . .
5113 day, 7 days a week exce'pt for during scheduled maintenance. M Yes Standard Qmatic Complies
The Vendor will guide the State with possible solutions to resolve issues to . .
18 alntaina fully functioning, hosted System. M Yes Standard Qmatic Complies
A regularty scheduled maintenance window shall be identified (such as] . .
weekly, manthly, or quarterly) at which time all relevant server patches and QOmatic will notify the State of
application upgrades shall be applled. the date and time for these
$1.15 M service and maintenance
windows in reasonable time
Yes Standard prior to each occasion.
[The Vendor will give two-business days prior notification to the State Project]
5116 [Manager of all changes/updates and provide the State with training due toI M QOmatic Complies
the upgrades and changes. Yes Standard
All hardware and software components of the Vendor hosting Inlrastructure’
shall be fully supported by their respective manufacturers at all times. All
51.17 [critical patches for operating systems, databases, web services, etc, shal! be| M Qrmatic Complies
appllied within sixty (60) days of release by their respective manufacturers.
Yes Standard
s1.18 The Vendor shall provide the State with a personal secure FTP site to be used M ‘
by the State for uploading and downloading fites if applicable. No Not Proposing

TR - SUPPORT & MAINTENANCE




Attachment 1: Project Requirements

State Requirements Vendor
3 Vendor Delivery .
Req# Requirement Description Criticality Respanse Method Comments
— - il Kickoff - Te Proioct. ) )
P11 Vendor shall participate in an initial kick-off meeting to initiate the Project Yes Standard Will be provided
P1.2 |Vendor shall provide Project Staff as specified in the RFP. Yes Standard Will be provided
Vendor shall submit a finalized Work Plan within ten {10) days after Contract
award and approval by Governor and Council. The Work Plan shall include,
P1.3 Iwithout limitation, a detailed description of the Schedulg, tasks, Deliverables, M Yes Standard will be provided
critical events, task dependencies, and payment Schedule. The plan shall be
updated no less than <every two weeks.>
Vendor shall provide detailed <bi-weekly or monthly> status reports on the
P1.4 |progress of the Project, which will include expenses incurred year to date. M Yes Standard Will be provided
All user, technical, and System Documentation as well as Project Schedules,
t be maintained as project Will be provided via: Word, MS
PLS plans, status‘ reports,'and correspondence mus (? -I i p _ j M Yes Standard p : , M
documentation. (Define how- WORD format- on-Line, in a common library or Project, PDF
on paper)

TR - PROJECT MANAGEMENT




State of New Hampshire
Department of State

CERTIFICATE OF AUTHORITY OF
Q-MATIC CORPORATION

The Secretary of State of the State of New Hampshire hereby certifies that an Application of Q-MATIC CORPORATION for a
Certificate of Authority to transact business in this State, duly signed pursuant to the provisions of the New llampshire Business

Corporation Act, has been received in ihis office.

ACCORDINGLY the undersigned, by virtue of the authority vested in him by law, hereby issues this Certificate of Authority 10 Q-
MATIC CORPORATION to transact business in this Siate under the name of Q-MATIC CORPORATION, and attaches

hereto a copy of the Application for such Certificate.

Business [D: 843974

IN TESTIMONY WHEREOF,

I hereto set my hand and causc to be afTixed
the Seal of the Stale of New Hampshire,
this 10th day of June A.D. 2020.

Gom ok

William M. Gardner
Secrciary of State




Certificate of Vote

I, Jeff Green, hereby certify that [ am duly elected Clerk/Secretary/Officer of Qmatic Corporation.
[ hereby certify the following is a true copy of a vote taken at a Qmatic Corporation.

a meeting of the Board of Directors/shareholders, duly called and held on June 16, 2020,

at which a quorum of the Directors/shareholders were present and voting.
VOTED: That Margaret Fevriere is duly authorized to enter into contracts or agreements on behalf
of Qmatic Corporation with the State of New Hampshire and any of Qmatic’s agencies or
departments and further is authorized to execute any documents which may in his/her judgment be
desirable or necessary to effect the purpose of this vote.
I hereby certify that said vote has not been amended or repealed and remains in full force and
effect as of the date of the contract to which this certificate is attached. This authority remains
valid for thirty (30) days from the date of this Corporate Resolution. I further certify that it is
understood that the State of New Hampshire will rely on this certificate as evidence that the
person(s) listed above currently occupy the position(s) indicated and that they have full authority to
bind the corporation. To the extent that there are any limits on the authority of any listed individual
to bind the corporation in contracts with the State of New Hamprsh_ire, all such limitations are

expressly stated herein.

DATED: _June 16, 2020 ATTEST: GQK‘ K!

ch{rc‘)'( R Green
CEOQO, Qmatic Corporation
COO0, Qmatic AB




A.CORDG CERTIFICATE OF LIABILITY INSURANCE b '
AR 06/10/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy({ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subjoct to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certlﬂcato does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER cd‘ﬂnct Automatic Data Processing Insurance Agency, Inc.
Automatic Data Processing Insurance Agency, Inc. PA’ELNHEQ._E:H: 1-800-524-7024 [ FA oy
A'gl‘)%lE'sS:
1 Adp Boulevard INSURER(S] AFFORDING COVERAGE NAIC #
Roseland NJ 07068 INSURER A : Property And Casualty Insurance Company Of Hartford 34690
INSURED Q-Matic Corp INSURER B :
INSURER C :
2400 Commerce Avae Bidg 1100 St INSURER G :
. INSURERE :
Culuth GA 30096 INSURER F :
COVERAGES CERTIFICATE NUMBER: 1556308 w REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

(TNER ABDLISUER] POUCYEFF | FOLICY EXP
TR TYPE OF INSURANCE o | wvp POLICY NUMBER {MM/DDIYYYY) | (MMWDOIYYYY) LUK S
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $
: "DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | §
MED EXP (Any one parson) $
- PERSONAL & ADV INJURY | §
GENL. AGGREGATE LIMIT APPLIES PER:! ' GENERAL AGGREGATE $
povcy [ 78% [ e PRODUCTS - COMPIOP AGG | §
OTHER: : $
AUTOMOBILE LIABILITY & GW“GLE LMIT s
ANY AUTO _ BODILY INJURY (Per person) | §
1 owneD SCHEDULED {
ALTOS ONLY AUTOS BODILY INJURY (Per accident) | $
[~ | HIRED NON-OWNED [ PROPERTY DAMAGE s
|| auTos omwy AUTOS ONLY {Per sock
s
UMBRELLA LIAB OCCUR : EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
pep | | Revenmons . $
WORKERS COMPENSATION PEl O1H-
AND EMPLOYERS' LIABILITY N . Xlstarre | &R 00,006
ANY PROPRIETOR/PARTNER/EXECUTIVE L. 000
A | OFFICEUMEMBER EXCLUDED nia| N | 76WBGGIS191 01/01/2020 | 01/01/2021 |-k EACH ACCIDENT L
(Mandatory in NH) EL. DiSEASE - EAEMPLOvEd s 1,000,000
, descrine under
DESERIPTION OF OPERATIONS beiow E.L. DISEASE - POLICY LiMT | 3 1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS 1 VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached i more space ks required)

CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of NH Department of Information Technology attn: THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Department of Motor Vehicles. ACCORDANCE WITH THE POLICY PROVISIONS.
23 Hazen Drive
_ AUTHORIZED REPRESENTATIVE
Concord NH 03301 ' “7( ...D!W\....
|

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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ACORD
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CERTIFICATE OF LIABILITY INSURANCE

DATEQAWDDNYYYY)
0a/10r2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF

BELOW. THIS CERTIFICATE OF
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,
INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE

INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
ISSUING INSURER(S), AUTHORIZED

IMPORTANT:

If the cerificsts holkder is an ADDITIONAL INSURED, the policyies) must have ADDITIONAL INSURED provisions or be endorsed.

Holder Identifler :

H SUBRDGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require sn sndorsement. A statement on
this certificats doss not confar rights to the cartificate holder in lisu of such sndorsement{s). -
Aon Risk Services South, Inc.
;?}S"ta A fo;ce ey (B66) 283-7122 [fﬂ_,.,.p (800) 363-0105
Lenox Road NE
Suite 1700 5Heas:
Atlanta GA 30326 USA
INILIRER{E) AFFORDNNG COVERAGE NAIC ¥
INSURED INSURER A; XL Insurance Amecrica Inc 24554
Q-Matic Corparation IRSURER B:
2875 Breck1nr1dge B1vd Suite 100
puluth Ga 3009 USA INSURER C:
INSURER D:
INSUREZR B:
INBUREZR F;
COVERAGES CERTIFICATE NUMBER: 570082285002 REWVISION NUMBER:

THIS IS TO, CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERKOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

Limits shown are &s reguested]

B

ACORD 25 (2018M03)

©1883-2016 ACORD CORPORATION. All rights reserved

The ACORD nams and logo are registered marks of ACORD

TYPE OF INSURANCE WW POLICY NUMBER q { s
A | x | commencin, aexerar anamy usOOIO0I0ILT20A 057017 2020| 057017202 1| gacn occunmence $1,000, 000}
8 MADE [BXIAGE 10 RE
I o EI PREmBEE[Eamm ) $100, 0008
MED EXP {Any one parson) £5,0008
1 PERSONAL & ADV INJURY $1,000,000
GENL AGGREGATE LIMIT APPLIES PER GENERAL AGGREGATE 12,000,000
X | Poucy I:I.gcw D Loc PROCUCTS - COMP/OP ABG $2,000,000
&
ANY AUTO BODILY INJURY { Par parmon] ;
| owren SCHEDULED BODILY INJURY (Per accidere) z
[—] AHTOS DALY PROPEATY DAMAGE
|| :ﬁnma m {Par accident) é
£
UMBRELLALAD occur EACH OCCURRENCE o
| excessuna | cLamsmaoe AGGREGATE
oeo | [reTenTiON
WORKERS COMPENSATION AND Imstmns I |g;u.
EMPLOYERS® LIABRLITY o
ANY PROPRIETOR [ PARTNER { E.L. EACH ACCIDENT
EXECUTIVE OFFICERMEMBER NiA
{Mandtory in NH) E.L, DISEASE.EAEMPLOYEE
LR e 0N OF CPERATIONS below EL DISEABEOLICY LT
t—
]
DESCRIPTION OF OPERATIONS ! LOCATIONS | VEHICLES (ACORD 181, Asditionsl mey be 1t emore spacs s raquived) %
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