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STATE OF NEW HAMPSHIRE
DEPARTMENT -OF CORRECTIONS

DIVISION OF ADMINISTRATION
P.0. BOX 1806
CONCORD, NH 03302-1806
603-271-6610 FAX: 1-888-908-6609

TDD Access: 1-800-7356-2964
www.nh.gov/nhdoc

Helen E. Hanks )
Commissioner

Robin H. Maddaus
Director

January 17, 2019

His Excellency, Govemor Christopher T. Sumunu
and the Honorable Executive Council

State House _

Concord, New Hampshire 03301

REQUESTED ACTION -

Authorize the NH Department of Corrections {NHDOC) to exercise a five-year contract renewal, option,
with NaphCare, Inc. (VC# 222750), 2090 Columbiana Road, Suite 4000, Birmingham, AL 35216, in the
amount not to exceed of $2,125,000.00 increasing the current contract from $1,475,000.00 to
3,600,000.00, and by extending the completion date to June 30, 2024 from the original completion date of
June 30, 2019 for the provision of Electronic Healthcare Record (EHR) System Services, effective upon
Governor and Executive Council approval through June 30, 2024. The Governor and Executive Council
approved the original contract agreement on January 27, 2016, Item #36. 100% Other (Agency Class
27) Funds: The agency class 27 funds used by the NHDOC to relmburse DolT is 100% General
Funds.

As funds for SFY 2020 and 2021 have been budgeted in the SFY 2020 and 2021 biennium operating
budget to OIT Agency Class 027, SFY 2020 through 2024 is contingent upon the availability and
continued appropriation of funds with the authority to adjust encumbrances in each of the State fiscal
years through the Budget Office, if needed and justified.

[Amendment Agreement #A |
l Account { Job# | SFY20 | SFY21 | SFY22 | SFY23 | SFY24 I Total |
DOIT Funds

g:;gzﬁz'gi’ﬁ;(;;fgfgi;fgio”' 3460018 | 375,000 | 375000 | 375000 3750001 375,000 1,875,000
iglf:fsiﬁoa?:°_f7646'°38'5°°'75' 3460018 |- 50,000 s0.000| s0.000| 50000| 50000 250,000
Amendment #A Totals by SFY 425,000 | 425000] 425000] 425000] 425000 2,125,000
Ibrigin;al Contract, NaphCare, Inc. ' | | 1,475,000 |
[Total NaphCare, Inc. Contract | $3,600,000 |
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EXPLANATION

This amendment contract will continue the provision of an Electronic Healthcare Record (EHR) Systém
for the NHDOC by providing a cross site electronic transfer of healthcare information from their
geographically distant facilities, as well as with our community based healthcare partners.

This system allows for instant access and sharing of heaith information among health care service
providers, not only within the NHDOC, but among community partners, including emergency rooms,
hospitals, physician offices, ambulatory surgical centers, imaging centers and other allied health servicés.
Our providers who travel to our multiple sites can assist in triaging emergent care with direct access to the
electronic file allowing for enhanced decision making. Information can be provided more immediately
when emergency services are contacted to respond on-site rather than filing through a paper record
looking for the most recent medical data. The use of électronic health records allows multiple care
providers, regardless of location, to simultaneously access a patient’s record from any computer. The
electronic record can provide up-to-the-minute information on the patient’s full history, including current
test results and the recommendations of other physicians, allowing more efficient collaboration on
multiple facets of a patient’s care.

As this product will put the NHDOC at a community based standard and provide ease of access to health
information exchanges, it will ensure more efficient patient services, productivity and quality of care.

Respectfully Submitted,

COmrmSSlOner

o A

Denis Goulet
Commissioner
Department of Information Technology

HH/DG/kaf
DolT #2019-0S1A
RID: 39004

CC: Ransey Hill, DolT - IT Leader
Karen Fleming, DoIT - Contracts

Promoting Public Safety through Integrity, Respect, Professionalisin, Collaboration and Accountability
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STATE OF N}:i.'W HAMPSHIRE
DEPARTMENT OF lNFC:)RMATION TECHNOLOGY
27 Hazen Dr.,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.ﬁh.gov/doit

Denis Goulet
Commissioner

December 14, 2018

Helen E. Hanks
Commissioner
Department of Corrections
105 Pleasant Street
Concord, NH 03302-1806

Dear Commissioner Hanks:

This letter represents formal notification that the Department of Information Technology (Dol T)
has approved your agency’s request to enter into a contract extension amendment with Naphcare Inc., of
Birmingham, Alabama (Vendor #222750) described below and referenced as DolT No. 2014-051A.

The purpose of this contract amendment is for Naphcare Inc. to continue support and
maintenance of an Electronic Medical Records System. This amendment provides for the
continuation of current service levels, with no new contract provisions other than the
extension of the current contract period.

The funding amount for this amendment is $2’|125’000'00’ increasing the current contract
from $1,475,000.00 to $3,600,000.00. This amendment shall become effective upon
Governor and Executive Council approval through June 30, 2024,

A copy of this letter should accompany the Department of Corrections’ submission to Governor
and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck
2014-051A '
cc: Ransey Hill, IT Manager, Dol T




STATE OF NEW HAMPSHIRE

. ’ Helen E. Hanks
DEPARTMENT OF CORRECTIONS - ‘Commissioner
OFFICE OF THE COMMISSIONER ) _
. P.0. BOX 1806 Benjamin R. Jean
CONCORD, NH 03802-1806 Assistant

" Commissioner
603-271-6603 FAX: 603-271-6643 '
TDD Access: 1-800-7T35-2564

November 27, 2018

Denis Goulet
Commissioner :
" Department of Information Technology
27 Hazen Drive
Concord, NH 03301 b

| Reguested Action and E;planaﬂgn
Amendment to Contract Number 2014-51 -

The NH Department of Corrections (NH DOC) is secking a five-year renewal contract
amendment, Amendment 2014-51 #A, with Naphcare Inc. (VC # 222750) of 2090 Columbiana Road,
Suite 4000, Bimingham, Alabama 35216. The ongmal contract, numbered 2014-51, was approved by
Governor and Executive Council on January 27, 2016, Item #36 with an option to renew for one (1)

addmonal renewal period for up to five (5) years.

Purpose

Ky

Amendment #A will ‘continue the provision of an Electronic Healthcare Record (EHR) System

for the NH DOC for an additional fivé (5) years to commence on July 1, 2019 through June 30, 2024.
This amendment provides for the continuation of current service levels, with'no new contract provisions
other than the extension of the cu:rent contract period.

Funding Information

The amount for this contract is $2,125,000.00 and budgeted in 100% Other (Agency Class 27)
funds: The Agency Class 027 used by the NH DOC to re:mburse DolT: for this maintenance service is

100% General Funds,

CATH-DEPTH-AGENCY#-
| ACTIVIT#-ACCOUNTING UNIT
#- DEPT NAME- AGENCY NAME
-ACCOUNTING UNIT NAME
CLASS- OBJECT - :
DESCRIPTION

JOB #

FY 20

- FY2

FY 22

Total .
Amended

01-03-03-030010-76460000- DOIT -
IT for DOC -038-509038
EHR Annual Maintehance

0346001

$375,000

| §375,000

T$375.000

$375,000

$375,000

$1,875,000.00

0103-03-030010-76460000 - DOIT -
IT for DOC -038-500175

EHR Chenge Requests

| 0346001

$50,000

$50,000 .

$50,000

$50,000

$50,000

$ 250,000.00

Total

$4125,000

54125,000

$425,000 -

$425,000

$425,000

Sl,iZS,OO0.0b

Promoting Public Safety through Integrity, Respect, Professionalism, Collaboration and Accountability




Prior Related Actions

Document Type Document Date | G&C Number | G & CDate | Contract Start Date Contract End Date

Coatract-Contracts 9r29/2006 2014-51 01712772016 01/27/2016 06/30/2019

Alternatives and Benefits

The TechCare™ Electronic Health Record has been in place under the cortract with NaphCare
since November, 2016." NaphCare specializes in Correctional Hospital and Mental Health Electronic .
Health Record Services. The services provided under this contract have allowed the NH DOC to convert
from a paper medical record to an electronic record that has provided accurate and timely patient care.
Failure to procure this contract amendment will have a considerable impact on patient care.

Open Standards

Amendment #A is a renewal contract for the existing original contract in place for the
TechCare™ Electronic Health Record System at the NH DOC proprietary software to the contractor
NaphCare Inc.

Impact on Other State Agencies and Municipalities.

There is no impact on any other state agency. The sole purpose is to provide Electronic Health
Record Services to individuals under the responsibility and jurisdiction of the NH DOC.

Supporting Documentation
. Draft Amendment Attached, prior RFP and contracts are available on request.

REP NHDOC 2014-051, NHDOC - RFP 20]4-051
Addendum # 1, Addcndum ﬁl to RFP ZOIﬂé

Addendum # 4, A ‘Addend FI ectronic Health ]
Original Contract, NaphCare, Inc. Electronic Healthcare Record System, G&C 1/27/16, Item #36 -

CONTACT PERSON: . Ransey R. Hill
IT Leader - DOC
105 Pleasant St. .
Concord, NH 03301
Telephone: (603) 2714926

Email: mnsey hill@doit.nh.gov

Promoting Public Safety through Infegrity, Respect, Prolessionalism, Collzboration and Accountability



Certification
The undefsigiied hereby cenify that the informiation, provided in this document and any
attachments is-complete and-accurate and ihat alternatives to the solution defined in.this document have
been,appropriately considered.,

Rans€y HAl N\
IT Ledder -~ DOC
Department of: Information Technology

Commissioner
NH Department of Corrections

RID: 39004
RFP.. 2014-051
Contract Number: 2014-51]

¢c: DoIT Regféséntziii\gc (IT Lead for the' Agency) — Ransey Hill@doit.nh.gov
‘Dol T Contracts and Procurements Manager — karen. fleming@doit.nh.gov

Promoting Public Safety through Integrity, Respect, Profcssionalism, Collaboration and Accountability




~ * STATE OF NEW HAMPSHIRE
NH DEPARTMENT OF CORRECTIONS
ELECTRONIC MEDICAL RECORDS SYSTEM
2014-051
CONTRACT AMENDMENT A

WHEREAS, pursuant to an Agreement approved by Governor and Counci, as a result of RFP #2014-051, on:
January 27, 2016, Item # 36, (herein after referred to as the “Agreement”), NaphCare, Inc (hereinafter referred to as
“Contractor” or “NaphCare, Inc.”) agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the NH Department of Corrections (hereinafter referred to as lhe
“Department™), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the_
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Contractor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to increase the contract price by $2,125,000.00;

WHEREAS, The Contractor agrees to provide Electronic Medical Records System Services;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30, 2019 to June
30, 2024,

WHEREAS, the Department and the Contractor wish to increase ‘the Contract price by $2,125,000.00,
increasing the total contract price limitation from $1,475,000.00 to $3,600,000.00;

WHEREAS, the Department and the Contractor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and condmons contained in the
Agreement and set forth hercm the parties agree as follows: ;
The Form P-37 v. 5/8/15 Agreement/General Provisions is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completnon Date from June 30, 2019 to June
30, 2024,

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $2,125,000.00 from
$1,475,000.00 to $3,600,000.00.

3. The Agreement is further amended as described in Table 1:

Table 1

Contract
#2014-051

Part2 -
Information
Technology
Provisions

AMENDED TEXT

Section 16 Delete Section 16. Dispute Resolution, and replace with:

Contractor Initials: Q}ﬂ Page 1 of 6

Date: /2 ngch

Amendmeni template revision 9/22/17



STATE OF NEW HAMPSHIRE

NH DEPARTMENT OF CORRECTIONS
ELECTRONIC MEDICAL RECORDS SYSTEM

2014-051
CONTRACT AMENDMENT A
CUMULATIVE
LEVEL A e RE: STATE ALLOTTED
’ TIME
Primary Charlie Barranco Paula Mattis » | Five (5) Business
Software Director, Medical Days
Implementation and Forensic
Manager Services
First Byron Harrison Bernadette Ten (10) Business
Director of Campbell Days
Information Deputy Director,
Systems - Medical and
-Forensic Services
Second Brad Cain Helen E. Hanks . - r| Fifteen (10)
General Counsel Commissioner - | Business Days

"
-~

- r

Contract

#2014-051 AMENDED TEXT

Exhibit A -

Section 2 Delete Section 2. Deliverables, Milestones, and Activities Schedule

Contract

#2014-051

AMENDED TEXT

Exhibit B

Section 1.1 Delete Sub-section 1.1 Firm Fixed Price, and replace with:
“This is a Firm Fixed Price (FFP) contract totaling $3,600,000.00 for the tota] period between
the Bffective-Bate-ofJuly—1-2049 January 27, 2016 through June 30, 2024. NaphCare, Inc.
shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow NaphCare, Inc. to invoice the Sate for the following Deliverables,
Milestones, and Activities at fixed pricing/rates appearing in the Price and Payment Table
below:”

Section 1.1 Delete Table 1.1: Deliverables, Milestones, and Activities Table (without contingency

funds), and replace with:

|

Period 1: Implementation: January 1, 2016 — December 31, 2016
Period 1 Total Costs :

$425,000

Period 2 — 4: Maintenance: January 1, 2017 — June 30, 2019

Period 2 — 3: January 1, 2017 — June 30, 2018 $540,000
Period 4: July 1, 2018 — June 30, 2019 $360,000
Period 2 — 4 Total Costs $900,000

Period 5 —=9: Maintenance: July 1, 2019 — June 30, 2024

Period 9: July 1, 2023 — June 30, 2024

Period 5: July 1, 2019 — June 30, 2020 $375,000
Period 6: July 1, 2020 — June 30, 2021 $375,000
Period 7: July 1, 2021 — June 30, 2022 $375,000
Period 8: July 1, 2022 — June 30, 2023 $375,000

$375,000

Contractor Initials: % ‘

Date: o'lt 11] 10\

Amendment templaie revision 9/22/17

Page 2 of 6
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STATE OF NEW HAMPSHIRE
NH DEPARTMENT OF CORRECTIONS
ELECTRONIC MEDICAL RECORDS SYSTEM

2014-051
CONTRACT AMENDMENT A
Period 5§ — 9 Total Costs $1,875,000
e Total Implementation and Maintenance — 9 Periods $3,200,000
Section 1.2 Delete Table 1.2: Future Vehdor Rates Worksheet, and replace with:
Positi Period | Period 2 Period 3 Period 4 Period §
"T’i'“':" SFY 2020 SFY 2021 SFY 2022 SFY 2023 SFY 2024
July 12019 = [ July 12020 — | July 12021 | July 1 2022 - | July 12023 -
June 30, 2020 | June 30, 2021 | June 30,2022 { June 30, 2023 | June 30, 2024
Management $180 5180 $180 $180 ~ $130
Software
Development $180 5180 $I§0 $180 $180
Section 1.3 Delete Table 1.3: Software Licensing, Maintenance, and Support Pricing Worksheet, and
replace with:
Maintenance Support and Upgrades
Software
- Name SFY 2020 SFY 2021 SFY 2022 SFY 2023 SFY 2024
TechCare™ 375,000 375,000 375,000 375,000 375,000
Section 1.5 Delete Table 1.5: Pricing Summary (with contingency funds), and replace with:
Maintenance Support and Upgrades
TechCare™
S"""‘“g SFY 16-19 | SFY 2020 { SFY 2021 | SFY 2022 | SFY 2023 | SFY 2024
ummary
Table 1.}
Deliverables 425,000 $0 $0 s0 $0 $0
Table 1.3
Software
Licensing, 900,000 375,000 375,000 375,000 375,000 375,000
Maintenance
& Support )
C°"lf.‘l:‘f:“°y 150,000 50,000 50,000 50,000 50,000 50,000
Subtotals 1,475,000 425,000 425,000 425,000 425,000 425,000
Grand Total $3,600,000
Section 2 Delete Contract Price, and replace with:

“Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
$3,600,600.00 (“Total Contract Price™). The payment by the State of the total Contract Price
shall be the only, and the complete reimbursement to NaphCare, Inc. for all fees and expenses,

of whatever nature, incurred by NaphCare, Inc. in the performance thereof.”

—
Contractor [nitials: ~J 5&

Date: &1

Page 3 of 6

Amendment template revision 9/22/17



STATE OF NEW HAMPSHIRE
NH DEPARTMENT OF CORRECTIONS ;
ELECTRONIC MEDICAL RECORDS SYSTEM

2014-051
CONTRACT AMENDMENT A
Section 10 Delete Table Payment Schedule, and replace with:
Agency SFY SFY SFY SFY SFY SFY Total
Account # 16-19 2020 2021 2022 2023 2024
NHDOC
Capital 425,000 0 0 1] 0 0 425,000
Medical -
Dental 180,000 0 0 0 0 0 180,000
DolT _§70,000 0 0 0 0 0 870,000
SFY 16-19
Sub-totals 1,475,000 0 0 0 0 0 1,475,000
DolT
Technology
Software
01-03-03- 0 375,000 | 375,000 | 375,000 | 375,000 | 375,000 | 1,875,000
030010-7646-
038-509038-
OIT
Contingency
01-03-03-
030010-7646- 0 50,000 | 50,000 50,000 50,000 50,000 250,000
038-500175-
OIT
SFY 20-24 0 425,000 | 425,000 | 425,000 | 425,000 | 425,000 | 2,125,000
Sub-totals )
(T:"“" 1,475,000 | 425,000 | 425,000 | 425,000 | 425,000 | 425,000 | 3,600,000
ontract
Funding
Source % by 45% 11% 11% 11% 11% 11% 100%
SFY
Grand Total $3,600,000
Contract
#2014-051
AMENDED TEXT
Exhibit 1
Work Plan
Section 7 Delete Section 7. Preliminary Work Plan

Table 2 CONTRACT HISTORY 2014-051 — Electronic Health Records System

CONTRACT AND
AMENDMENT | AMENDMENT TYPE | G&C APPROVAL DATE END DATE CONTRACT
‘ AMOUNT
NUMBER
] - January 27, 2016
2014-051 Original Contract lem 836 June 30, 2019 $1,475,000.00
2014-051
Amendm-ocsnl A 1® Amendment Upon G&C Approval June 30, 2024 $2,125,000.00
CONTRACT TOTAL ' $3,600,000.00

Date:

—
Contractor Init:’als: sy Page 4 of 6

Amendment template revision 92217



STATE OF NEW HAMPSHIRE
NH DEPARTMENT OF CORRECTIONS
ELECTRONIC MEDICAL RECORDS SYSTEM
2014-051
CONTRACT AMENDMENT A

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council

IN

SS WHEREOF, the parties have hereunto set their hands as of the day and year first above written

Date: /"L//lz /c?
James S. McLane, Chief Executive Officer :
NaphCare, Inc.

-

Corporate Signature Notarized:

staTE OF Alabor e
COUNTY OF Wﬂk——

I/ A/
On this the /& day of

/Qcm«é,»zmé before the undersigned officer, personally appeared

the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above

IN WITNESS WHEREOF [ hereunto set my hand and official seal

Lk, ST (&

Notary Public/Justice of the Peace

dibae,

.s'* 0 H‘
‘l t‘ "‘i" ‘qui

RIS LT

MY COMMISSION EXPIRES:

.w,,. yaCjn;mlssmn Expires: Decamber 16, 2018

.: # o w -(«"!I"?A'~ &1‘5'

A E

L oy :,};' el ::

B0 55 133

3 -%:-.,'.. ;.,m te of- N'e‘w l-lam pshire

’/4"?;;.& g3

Date: 0\
E. Hankg/Commissioner '
State of New Hampshire

NH Department of Corrections

Contractor Ipitials: \/9£1 Page 5 of 6
Date: _fo-/ )2

Amendment template revision 9/22/17



STATE OF NEW HAMPSHIRE
NH DEPARTMENT OF CORRECTIONS
ELECTRONIC MEDICAL RECORDS SYSTEM
: 2014-051
CONTRACT AMENDMENT A

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

(NW/V\M owe:_2] 7|9

State of New Hampshite, Department of Justice

| hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at-the Meeting on: (date of meeting)

OfTice of the Secretary of State

By:

Title:

Date:

Contractor Initials: Page 6 of 6
Date:

Amendment 1emplate revision 92217



State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby cenify that NAPHCARE, INC. is
a Alabama Profit Corporation registered to transact business in New Hampshire on July 14, 2014. I further certify that all fees and

documents required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 1D; 711548
Certificate Number : 0004361663

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 3rd day of January A.D. 2019.

William M. Gardner
Secretary of State




QuickStart ' - : ' : Page 2 of 4

Business Information

Business Details

" Business Name: NAPHCARE, INC. ~ Business ID: 711548

Business Type: Foreign Profit Corporation Business Status: Good Standing.

. . N .
Business Creation 07/14/2014 ame in Stat:e of NAPHCARE, INC.

Date: Incorporation:
Date of Forr'nat.|oT1 in 07/14/2014
Jurisdiction:
Principal Office 2090 Columbiana Road Suite Mailing Address: 2090 Columbiana Road Suite
Address: 4000, Birmingham, AL, 35216, 4000, Birmingham, AL, 35216,
USA USA

Citizenship / State of

- . Foreign/Alabama
Incorporation:

Last A I
ast Annua 018
Report Year:
Next R
ext Report 5019
. Year:
Duration: Perpetual .
Business Email: brad.cain@naphcare.com Phone #: 205-536-8400
i ' ' Fiscal Year End
Notification Email: NONE iscal Tear Ene None
. Date:
Principal Purpose
S.No NAICS Code ' NAICS Subcode
OTHER / Contract with governmental
1 agencies to provide inmate healthcare
services.

Page 1of 1, records 1to 1 of ¥

https://quickstart.sos.nh.gov/online/BusinessInquire/BusinessInformation?businessID=534351 1/3/2019



QuickStart ‘ : - ' Page 3 of 4

Principals Information

Name/Title . Busmess Address

2030 Columbiana Road, Suite 4000, Birmingham, AL,
35216, USA

~ 2090 Columbiana Road, Suite 4000, Birmingham, AL
‘ 35216 USA

B. Harrison Lee / President

Connie Young / Secretary

James McLane S / Chalrman of the Board of 2090 Columbiana Road, Suite 4000, Birmingham, AL,
Dlrectors 35216 USA

Page 1 of 1, records 1to3 of 3

Registered Agent Information

Name: Concord Search & Retrieval, Inc.

Registered Office 10 Ferry Street 313, Concord, NH, 03301, USA
Address:

Registered Mailing 10 Ferry Street 313, Concord, NH, 03301, USA
Address:

Trade Name Information

No Trade Name(s) associated to this businesé.

Trade Name Owned BS{ '

No Records to View,

Trademark Information-

Trad k : . _
rademar Trademark Name Business Address Mailing Address
Number
No records to view.
Filing History Address Histdry View All Other Addresses Name History
Shares Businesses Linked to Registered Agent Return to Search = Back

'NH Department of State, 107 North Main St. Room 204, Concord, NH 03301 -- Contact Us -

https://quickstart.sos.nh.gov/online/Businessinquire/BusinessInformation?businessID=534351 "1/3/2019



Certificate of Authority # 2 {Corporation or LLC- Contract Specific, date specific)

~

Corporate Resolution

1, Connie Young , hereby certify that | am duly elected Slerk/Secretary of
{(Name)
NaphCare, Inc. . | hereby certify the following is-a true copy of a

{(Name of Corporation or LLC)

vote taken at a meeting of the Board of Directors/shareholders, duly called and held on December
(Month)

22 .20 15 at which a quorum of the Directors/sharehelderss were present and voting,
{Day) (Year)

VOTED: That ____ James S, Mclane, Chief Executive Officer  is duly authorized to enter into a

{Name and Title)

contract or agreements on behalf of NaphCare, Inc. with the
(Name of Corporation or LLC)

NH Department of Corrections State of New Hampshire and further is
(Name of State Agency)

authorized to execute any documents which may in his/her judgment be desirable or necessary to
effect the purpose of this vote.
I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of

December 12", 2018 , the date of when 2014-051 Contract Amendment A was signed. |
{Month) (Day) (Year)

further certify that it is understood that the State of New Hampshire will rely on this certificate as evidence that the
person listed above currently occupies the position indicated and that they have full authority to bind the corporation

to the specific contract indicated. N

DATED: f%/li)}/l‘{ ATTEST: ¢~ :W




DATE (MMWDD/YYYY)

.
ACORD CERTIFICATE OF LIABILITY INSURANCE | 12nenms

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be sndorsed.
If SUBROGATION 1S WAIVED, subject to the terms and condHions of the policy, certaln policles may require an endorsamant. A statement on
this certificate does not confer rights to the certificate hoider in lisu of such endorsement(s).

PRODUCER CONTACT
| HAME;
VIG, LLC., dba/The Vestavia Group ot o, ey 205-552-0244 | {A%S, oy, 205-244-8072
2090 Columbiana Road, Suite 4400 | ADOREsy: _ susan.crain@naphcare.com
Birmingham, AL 35216 ‘ o INSURER(S) AFFORDING COVERAGE NAK £
insyrer A ; lronshore-Specialty Insurance “A* XIV | 14375
INJURED INSURER 8 : )
NaphCare, Inc. - ' INSURER C :
2090 Columbiana Road, Suite 4000 INSURER D :
INSURERE :
Birmingham AL 35216 INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

Tﬁf TYPE OF INSURANCE ﬁ POLICY NuMBER POLICY EFF | POLICY EXP s
A [ X | COMMERCIAL GENERAL LIABILITY Y | N |#003886500 12/31/2018{12/31/2019] EACH OCCURRENCE s 1,000,000
| cLams mape OCCUR m, $ 50,000
— MED EXF (Any ona person) 3 5,000
. PERSONAL & ADVINJURY | 8 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE H 5,000,000
- POL'CYDJ'E& DLOC PRODUCTS - COMPIOP AGG | § 1,000,000
OTHER: ' $
OBILE COMBINED SINGLE LIRIT
| AUTOMOBILE LIABRLITY Not Applicable | (Ep pocieny $ KXXXXXX
ANY AUTO ) BODILY INJURY {Per parson) | § XXAAKXXX
o oNLY AGeULED BODILY INJURY {Per scciiend)| 3 YOO
|| WSS ony ATOS MY | PROPERTY DAMAGE s OO000XKXK
5
| [umsrenawe [ Tocour Not Applicable . EACH OCCURRENCE s XEXEXXX
- - | EXCESS LD CLAIMS-MADE ’ AGGREGATE 5 XXX XXX
pED || RETENTIONS - 3
AND EMPLOYERS: LBy YN _ | Not Applicable [Sknoe | (B
ANYPROPRIETOR/PARTNER/EXECUTIVE £.L, EACH ACCIDENT [ XXX
NiA
amemasgecins ™ [ € pepse e cuaE s 00000
DESCRIFTION OF OPERATIONS balaw : E.L. DISEASE - POLICY LIMIT [ & XOOXXXX,
Not Applicable

DESCRIPTION OF OPERATIONS [ LOCATIONY / VEHICLES (ACORD 101, Adcitionsl Remarks Schedule, may be sttached If more specs is required)

it is understood and agreed The New Hampshire Department of Corrections shall be named as Addilional Insured as respects their contract
with NaphCare, Inc.

CERTIFICATE HOLDER . CANCELLATION -

. SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Department of Corrections ACCORDANCE WITH THE POLICY PROVISIONS. ’
P. Q. Box 18086
Concord, NH 03302 AUTHORIZED REPRESENTATIVE

) JM"’W 2 Clgen
/’ © 1988-2015 ACORD CORPORATION. All rights reserved.

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



. DATE
ACORD® . CERTIFICATE OF LIABILITY INSURANCE - ™

12/28/2018

THIS CERTIFICATE 15 ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLKIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. :

IMPORTANT: If the cartificate holder Is an ADDIMIONAL INSURED, the policy(ies} must have ADDITIONAL !'NSURED provisions ¢or be endorsed.
It SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies mey require an endorsement. A statemant on
this certificate doas not confer rights to the certificate holder in lisu of such endorsement(s).

PROGUCER [ Naue: -~ Susan Crain
VIG, LLC., dbe/The Vestavia Group ""[Em"",f, Eay 205-552-0244 | FA% wey, 205-244-8072
2090 Columbiana Road, Suite 2300 ' | ASURESs:
: IMBURER(S) AFFORDING COVERAGE ' )
Bimingham ? AL 35216 msuner & ; lronshore Spaciglly Insurance AT XV 14375
MSURED msurer B : _The Travelers Insurance Company  "A+" XV 18046
NaphCare, Inc. INBURER C :
2090 Columbiana Road, Suite 4000 INBURER D :
| INSURERE :
Birmingham : AL 35216 INSURERE ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

[t TYPE OF INSURANCE POLICY NUMBER oY Wﬁ Lhurs
COMMERCIAL GENERAL LIABILITY ‘ ' EACH OCCURRENGE [ FAATHX,
| cuamsmane D OCCUR ' PREMISES (Ea poqurrynce) | 8 XXXXXX
] _ Not Applicable MED EXP (Any one person) | § XXXKXX
- PERSONAL 8 ADVINJURY | $ KIOXXX,
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s XXXXXX
o )5S [ Jiec PRODUCTS - COMPIOP AGG | § XXXXXX
OTHER: T -
e TOMBINED SINGLE L
| AUTOMOBILE LIABILITY . {£2 sondaon] - $ XXX
ANY AUTO Not Applicable BODILY INJURY (Per parson) | § OOKXX
| SCHE
| ngomv : Du.i:; a:m.vémum (Per accident)| § XXX
B .| PROPERTY DAMAGE
| { AUTOS ONLY AUTOS ONLY : | (Pt pcciven) - $ XHHAXX
s
| jumsrzuauan | foeoun - Not Applicable EACH OCCURRENCE s XOOXXX
EXCE3S LS | cLaums-maoe ' AGGREGATE s XXXXXX
DED || ReTENTIONS . ' s
WORKERS COMPENSATION " | BER l To0F
B |AND EMPLOYERS' LABILITY viN N' | TC20-UB-9D896241-18 09/30/2018 | 09/30/2019 STATUTE ER YT
mmaggpmﬁggecm wial - | TRO-UB-8D896243-18 EL EACHACCIENT , |5 000,
(Mancatory in WH) EL. DISEASE . EA EMPLOYEE] § 1,000,000
I yos. describe under ¢
DESCRIPTION OF OPERATIONS beiow } E.L. DISEASE - POLICY LIMIT | § 1,000,000
A Pro.fessional Liability Y | N | #003886500 12/31/2018 | 12/31/2018 | Each Med. Incident 1.000,000
Claims Made ) Ann, Aggregate 5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEMICLES (ACORD 101, Addlittona! Remarks. Echeculs, may be stiached i mors space s required)
Stats of New Hampshire, Depertment of Corrections,
Elactronic Health Record System Contract 2014-051,

It ts understood and agreed NaphCare, Inc., will provide thirty (30) days written nolice to the Contracting Officer, William L. Wrenn, Commissioner, or his
succesasor of cancellation or any material modification of the policias. .

CERTIFICATE HOLDER - ‘ CANCELLATION
. SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
State Of NeW Hampshire ACCORDANCE WITH THE POLICY PROVISIONS.
Depanment Of Correctlons AUTHORIZED REPRESENTATIVE
Division of Administration . P .
. 4
, Contract/Grant Unit - adiirsn 1 Chzont

_ © 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) ‘ The ACORD name and logo are roglstered marks of ACORD



NH DEPARTMENT OF CORRECTIONS
ADMINISTRATIVE RULES

I'e

Cor 307 Items Considered Contraband. Contraband shall consist of:

a)

Any substance or item whose possession in unlawful for the person or the general public
possessing it including but not limited to:

(1) narcotics

(2) controlled drugs or

(3) automatic or concealed weapons possessed by those not licensed to have them.
Any firearm, simulated firearm, or device designed to propel or guide a projectile against a
person, animal or target.
Any bullets, cartridges, projectiles or similar items designed to be projected against a
person, animal or target.
Any explosive device, bomb, grenade, dynamite or dynamite cap or detonating device
including primers, primer cord, explosive powder or similar items or simulations of these
iterns.
Any drug item, whether medically prescribed or not, in excess of a one day supply or in
such quantities that a person would suffer intoxication or illness i8f the entire available
quantity were consumed ajone or in combination with other available substances.
Any intoxicating beverage.
Sums of money or negotiable instruments in excess of $100.00.
Lock-picking kits or tools or instruments on picking locks, making keys or obtaining
surreptitious entry or exit,
The following types of items in the possession of an individual who is not in a vehicle, but
shall not be contraband stored in a secured vehicle:

{1) knives and knife-like weapons, clubs and club-like weapons,

(2) tobacco, alcohol, drugs including prescription drugs unless prior approval is
granted in writing by the facility Warden/designee, or Director/designee,

(3) maps of the prison vicinity or sketches or drawings or pictorial representations of
the facilities, its grounds or its vicinity,

(4) pornography or pictures of visitors or prospective visitors undressed,

(5) radios capable of monitoring or transmitting on the police band in the possession
of other than law enforcement officials,

(6) identification documents, licenses and credentials not in the possession of the
person to whom properly issued,

(7) ropes, saws, grappling hooks, fishing line, masks, artificial beards or mustaches,
cutting wheels or string rope or line impregnated with cutting material or similar
items to facilitate escapes,

(8) balloons, condoms, false-bottomed containers or other containers which could
facilitate transfer of contraband. '



!

COR 307.02 Contraband on prison grounds is prohibited. The possession, transport, introduction, use,
sale or storage of contraband on the prison grounds without prior approval of the commissioner of
corrections or his designee is‘prohibited under the provision of RSA 622:24 and RSA 622:25.

COR 307.03 Searches and Inspections Authorized.

a) Any person or property on state prison grounds shall bé subject to search to discover
contraband. ..
Travel onto prison grounds shall constitute implied consent to search for contraband. In such
cases where implied consent exists, the visitor wiil be given a choice of either consenting to
the search or immediately leaving the prison grounds. Nothing in this rule however, prevents
non-consensual searches in situations where probable cause exists to believe that the visitor is
or had attempted to introduce contraband into the prison pursuant to the law of New
'Hampshire concerning search, seizure and arrest.

b} All motor vehicles parked on prison grounds shall be locked and have the keys removed.
Custodial personnel shall check to insure that vehicles are locked and shall visually inspect
the plain view interior of the vehicles. Vehicles discovered unlocked shall be searched to
insure that no contraband is present. Contraband discovered during searches shall be
confiscated for evidence, as shall contraband discovered during plain view inspections.

c) All persons entering the facilities to visit with residents or staff, or to perform services at the

facilities or to tour the facilities shall be subject to having their persons checked. All items
and clothing carried into the institution shall be searched for contraband.

James S. McLane | M /;"’//2//.:"

Name Signature Date

Witness Name 3 Signatire Date



NH DEPARTMENT OF CORRECTIONS
RULES OF CONDUCT FOR PERSONS PROVIDING CONTRACT SERVICES

I. Engaging in any of the following activities with persons under departmental control is strictly
prohibited:
a. Any contact, including correspondence, other than the performance of your services
for which you have been contracted.
b. Giving or seiling of anything
¢. Accepting or buying anything

2. Any person providing contract services who is found to be under the influence of intoxicants or drugs
will be removed from facility grounds and barred from future entry to NH Department
of Corrections property.

3. Possession of any item considered to be contraband as defined in the New Hampshire code of
Administrative Rules, Part COR 307 is a violation of the rules and the laws of the State of New
Hampshire and may result in legal action under RSA 622:24 or other statutes.

4. In the event of any emergency situation, i.e., fire, disturbance, etc., you will follow the instructions of
the escorting staff or report immediately to the closest available staff. (

wh

. All rules, regulations and policies of the NH Department of Corrections are designed for the safety of
the staff, visitors and residents, the security of the facility and an orderly flow of necessary movement
and activities. If unsure of any policy and procedure, ask for immediate assistance from a staff
member. ;

6. Harassment and discrimination directed toward anyone based on sex, race, creed, color, national
origin or age are illegal under federal and state laws and will not be tolerated in the work place.
Maintenance of a discriminatory work environment is also prohibited. Everyone has a duty to
observe the law and will be subject to removal for failing to do so.

7. During the performance of your services you are responsible to the facility administrator, and by your
signature below, agree to abide by all the rules, regulations, policies and procedures of the NH
Department of Corrections and the State of New Hampshire.

8. In lieu of Contracted staff participating in the Corrections Academy, the Vendor through the
Commissioner or his designees will establish a training/orientation facilitated by the Vendor to
supplement this requirement and appropriate orient Vendor staff to the rules, regulations, policies and
procedures of the Department of Corrections and the State of New Hampshire.

James S. McLane /)-// 2—// f
Name Sfgnature Date

\luﬂmﬁm\dngz = lnlf
Witness Name Signature 0 Date




NH DEPARTMENT OF CORRECTIONS
CONFIDENTIALITY OF INFORMATION AGREEMENT

| understand and agree that ali employed by the organization/agency 1 represent must abide by all
rules, regulations and laws of the State of New Hampshire and the NH Department of Corrections that
relate to the confidentiality of records and alt other privileged information.

I further agree that all employed by or subcontracted through the organization I represent are not to
discuss any confidential or privileged information with family, friends or any persons not
professionatly involved with the NH Department of Corrections. If inmates or residents of the NH
Department of corrections, or, anyone outside of the NH Department of Corrections’ employ
approaches any of the organization’s employees or subcontractors and requests information, the
stafffemployees of the organization I represent will immediately contact their supervisor, notify the
NH Department of Corrections, and file an incident report or statement report with the appropriate
NH Department of Corrections representative.

Any violation of the above may result in immediate termination of any and all contractual obligations.

James S. McLane A ——— })n//J— /3

Name gnature Date

QVuﬂmHLszﬁ:Lv whzlly
itness Name Sigpature O Date




NH DEPARTMENT OF CORRECTIONS
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and with the
Standards for Privacy and Security of Individually Identifiable Health Information, 45 CFR Parts 160 and
164. As defined herein, “Business Associate” shall mean the Contractor and subcontractors and agents of
the Contractor that receive, use or have access to protected health information under this Agreement and
“Covered Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions

a. “Designated Record Set"” shall have the same meaning as the term “designated record set” in 45 CFR
Section 164.501. -

b. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR Section
164.501.

¢. “Health Care Operations” shall have the same meaning as the term “health care operations” in 45 CFR
Section 164.501.

d. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-
191.

e. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 164.501 and shall
include a person who qualifies as a personal representative in accordance with 45 CFR Section
164.501(g).

f. “Privacy Rulg” shall mean the Standards for Privacy of Individually Idéntifiable Health Information at
45 CFR Parts 160 and 164, promulgated under HIPAA by the United States Department of Health and
Human Services.

g. “Protected Health Information” shall have the same meaning as the term “protected health information”
in 45 CFR Section 164.501, limited to the information created or received by Business Associate from or
on behalf of Covered Entity.

h. “Required by Law” shall have the same meaning as the term “required by law” in 45 CFR Section
164.501.

i. “Secretary " shall mean the Secretary of the Department of Health and Human Services or his/her
designee.

J- “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health
Information at 45 CFR Part 164, Subpart C, and amendments thereto.

k. Other Definitions - All terms not otherwise defined herein shall have the meaning established under 45
C.F.R. Parts 160, 162 and 164, as amended from time to time.

\

(2) Use and Disclosure of Protected Health Information

State of NH, Department of Corrections Page | of 5
Division of Medical and Forensic Services '
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a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information (PHI)
except as reasonably necessary to provide the services outlined under Exhibit A of the Agreement.
Further, the Business Associate shall not, and shall ensure that its directors, officers, employees and
agents, do not use, disclose, maintain or transmit PHI in any manner that would constitute a violation of
the Privacy and Security Rule.
e

b. Business Associate may use or disclose PHI:

(i) for the proper management and administration of the Business Associate;

(ii) as required by law, pursuant to the terms set forth in paragraph d. below; or

(iii) for data aggregation purposes for the health care operations of Covered Entity.

¢. To the extent Business Associate is permitted under the Agreement to disclose PHI to a third party,
Business Associate must obtain, prior to making any such disclosure, (i) reasonable assurances from the
third party that such PHI will be held confidentially and used or further disclosed only as required by law
or for the purpose for which it was disclosed to the third party; and (ii) an agreement from such third party
to immediately notify Business Associate of any breaches of the confidentiality of the PHI, to the extent it
has obtained knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to provide services
under Exhibit A of the Agreement, disclose any PHI in response to a request for disclosure on the basis
that it is required by law, without first notifying Covered Entity so that Covered Entity has an opportunity
to object to the disclosure and to seek appropriate relief. If Covered Entity objects to such disclosure, the
Business Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be bound by
additional restrictions on the uses or disclosures or security safeguards of PHI pursuant to the Privacy and
Security Rule, the Business Associate shall be bound by such additional restrictions and shall not disclose
PHI in violation of such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate

a. Business Associate shall report to the designated Privacy Officer of Covered Entity, in writing, any use
or disclosure of PHI in violation of the Agreement, including any security incident involving Covered
Entity data, of which it becomes aware, within two (2) business days of becoming aware of such
unauthorized use or disclosure or security incident.

b. Business Associate shall use administrative, physical and technical safeguards-that reasonably and
appropriately protect the confidentiality, integrity and availability of protected health information, in
electronic or any other form, that it creates, receives, maintains or transmits under this Agreement, in
accordance with the Privacy and Security Rules, to prevent the use or disclosure of PHI other than as
permitted by the Agreement.

¢. Business Associate shall make available all of its intemal policies and procedures, books and records
relating to the use and disclosure of PHI received from, or created or received by the Business Associate
on behalf of Covered Entity to the Secretary for purposes of determining Covered Entity’s compliance
with HIPAA and the Privacy and Security Rule.

d. Business Associate shall require all of its business associates that receive, use or have access to PHI
under the Agreement, to agree in writing to adhere to the same restrictions and conditions on the use and
disclosure of PHI contained herein, including the duty to return or destroy the PHI as provided under
Section (3)b and (3)k herein. The Covered Entity shall be considered a direct third party beneficiary of the
Contractor’s business associate agreements with Contractor’s intended business associates, who will be

State of NH, Depariment of Corrections Page 2 of §
Division of Medical and Forensic Services
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receiving PHI pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard provision #13 of this Agreement for the purpose of
use and disclosure of protected health information.

e. Within five (5) business days of receipt of a written request from Covered Entity, Business Associate
shall make available during normal business hours at its offices all records, books, agreements, policies
and procedures relating to the use and disclosure of PHI to the Covered Entity, for purposes of enabling
Covered Entity to determine Business Associate’s compliance with the terms of the Agreement.

f. Within ten (10) business days of receiving a written request from Covered Entity, Business Associate
shall provide access to PHI in a Designated Record Set to the Covered Entity, or as directed by Covered
Entity, to an individual in order to meet the requirements under 45 CFR Section 164.524.

g. Within ten (10) business days of receiving a written request from Covered Entity for an amendment of
PHI or a record about an individual contained in a Designated Record Set, the Business Associate shall
make such PHI available to Covered Entity for amendment and incorporate any such amendment to
enable Covered Entity to fulfill its obligations under 45 CFR Section 164.526.

h. Business Associate shall document such disclosures of PHI and information related to such disclosures
as would be required for Covered Entity to respond to a request by an individual for an accounting of
disclosures of PHI in accordance with 45 CFR Section 164.528.

i. Within ten (10) business days of receiving a written request from Covered Entity for a request for an
accounting of disclosures of PHI, Business Associate shall make available to Covered Entity such

information as Covered Entity may require to fulfill its obligations to provide an accounting of

disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

Jj. In the event any individual requests access 1o, amendment of, or accounting of PHI directly from the
Business Associate, the Business Associate shall within two (2) business days forward such request to
Covered Entity. Covered Entity shall have the résponsibility of responding to forwarded requests.
However, if forwarding the individual’s request to Covered Entity would cause Covered Entity or the
Business Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate shall
instead respond to the individual’s request as required by such law and notify Covered Entity of such
response as soon as practicable. ‘

k. Within ten (10) business days of termination of the Agreement, for any reason, the Business Associate
shall return or destroy, as specified by Covered Entity, all PHI received from, or created or received by
the Business Associate in connection with the Agreement, and shall not retain any copies or back-up tapes
of such PHI. If return or destruction is not feasible, or the disposition of the PHI has been otherwise
agreed to in the Agreement, Business Associate shall continue to extend the protections of the Agreement,
to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or
destruction infeasible, for so long as Business Associate maintains such PHI. If Covered Entity, in its sole
discretion, requires that the Business Associate destroy any or all PHI, the Business Associate shall
certify to Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its Notice of Privacy
Practices provided to individuals in accordance with 45 CFR Section 164.520, to the extent that such
change or limitation ‘may affect Business Associate’s wuse or disclosure of PHL

State of NH, Department of Corrections Pageiof §
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b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of permission
provided to Covered Entity by individuals whose PH] may be used or disclosed by Business Associate
under this Agreement, pursuant to 45 CFR Section 164.506 or 45 CFR Section 164,508,

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or disclosure of
PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522, to the extent that such
restriction may affect Business Associate’s use or disclosure of PHI.

’ !

(5) Termination for Cause

In addition to standard provision #10 of this Agreement the Covered Entity may immediately terminate
the Agreement upon Covered Entity’s knowledge of a breach by Business Assoctate of the Business
Associate Agreement set forth herein as Exhibit I. The Covered Entity may either immediately terminate
the Agreement or provide an opportunity for Business Associate to cure the alleged breach within a
timeframe specified by Covered Entity. If Covered Entity determines that neither termination nor cure is
feasible, Covered Entity shall report the viotation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein, shall
have the same meaning as those terms in the Privacy and Security Rule, as amended from time to
time. A reference in the Agreement, as amended to include this Exhibit I, to a Section in the
Privacy and Security Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is necessary
to amend the Agreement, from time to time as is necessary for Covered Entity to comply with
the changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable federal
and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights with
respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved to
permit Covered Entity to comply with HIPAA and the Privacy and Security Rule.

e.- Segregation. If any term or condition of this Exhibit 1 or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the terms
and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section 3 k, the defense and
indemnification provisions of section 3.d and standard contract provision #13, shall survive the
termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this HEALTH INSURANCE
PORTABILITY AND ACCOUNTABILITY ACT BUSINESS ASSOCIATE AGREEMENT.

State of NH, Department of Corrections Page 4 of §
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NH Department of Corrections - NaphCare, Inc.

State of New Hampshire Agency Name tractor Name
Représentative Céftractor Representative Signature
Helen E. Hanks ‘ James S. McLane
Authorized DOC Representative Name Authorized Contractor Representative Name
Commissioner ' Chief Executive Officer
Authorized DOC Representative Title Authorized Contractor Representative Title
Lisha (2/12/18
Datd I Date
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF CORRECTIONS oon & ranke
DIVISION OF ADMINISTRATION
P.0. BOX 1806 Robin Maddaus
CONCORD, NH 03302-1806 Director

603-271-6610 FAX: 1-888-908-6609
TDD Access: 1-800-735-2964
www.nh.gov/nhdoc

PRISON RAPE ELIMINATION ACT
ACKNOWLEDGEMENT FORM

The Prison Rape Elimination Act (PREA) of 2003 (with Final Rule August 2012) is a federal law
established to address the elimination and prevention of sexual assault and sexual harassment within
correctional systems and detention facilities. This Act applies to all correctional facilities, including
prisons, jails, juvenile facilities and community corrections residential facilities. PREA incidents involve
the following conduct:

Resident-on-resident sexual assault

* Resident-on-resident abusive sexual contact

e Staff sexual misconduct

o  Staff sexual harassment, assault of a resident

The act aimed to curb prison rape through a “zero-tolerance” policy, as well as through research and
information gathering. The NH Department of Corrections has zero tolerance relating to the sexual
assault/rape of offenders and recognizes these offenders as crime victims. Due to this recognition and
adherence to the federal Prison Rape Elimination Act (PREA) of 2003, the NH Department of Corrections
extends the “zero tdlerance” to the following:

*  Contractor/subcontractor misconduct

e Contractor/subcontractor harassment, assault of a resident

As a Contractor and/or Subcontractor of the NH Department of Corrections, 1 acknowledge that | have
been provided information on the Prison Rape Elimination Act of 2003 Public Law 108-79—Sept. 4,
2003 and have been informed that as a Contractor and/or Subcontractor of the NH Department of
Corrections, sexual conduct between Contractor and/or Subcontractor and offenders is prohibited. Sexual
harassment or sexual misconduct involving an offender can be a violation of NH RSA 632-A:2, 632-A:3
and 632-A:4, Chapter 632-A: Sexual Assault and Related Offenses, and result in criminal prosecution.

As a Contractor and/or Subcontractor of the NH Department of Corrections, 1 understand that | shall
inform all employees of the Contractor and/or Subcontractor to adhere to all policies concerning PREA,
RSA 632-A:2, RSA 632-A:3, RSA 632-A:4 and departmental policies including NHDOC PPD 3. 19 -
PREA; NHDOC Administrative Rules, Conduct and Confidentiality [nformation regarding my conduct,
reporting of incidents and treatment of those under the supervision of the NH Department of Corrections.
(Ref. RSA Chapter 632-A, NHDOC PPD 5.19 and Administrative Rules, Rules of Conduct for Persons
Providing Contract Services, Confidentiality of Information Agreement).

Name (print): James S. McLane Date: /.-'?-//;1-//4é

mﬁgnamw}
Signature: -

(8ignature of Contract Signatory)

Promoting Public Safety through Integrity, Respect, Professionalism, Collaboration and Accountability



STATE OF NEW HAMPSHIRE

e e ae e N William L. Wrenn,
DEPARTMENT OF CORRECTIONS Commissioner
DIVISION'OF ADMINISTRATION .
'P/0, BOX'1808 Doreon Wittenberg
CONCORD) NH53502: 1606 Director
603-271-8810 FAX: 608-271:6689
TDD Accesa: '1-800:735-2964 s
) - C&E
Janua |3, 2016 = Y e Ll
v - [Pendingi ,
Her Excellency, Governor. Margnrct Wood Hassan. ' " - d‘ pst Zﬂ’:lth_n 2
i SADPIrovVEd =i 270, 2000 -
and’he Honorable Executive Council. . ) ,p[?,“\‘.m.\fs—:; L T e e NG,
Siate House neEdE 3. . . em .

Concord, New Hampshire 03301.

REOUESTED.A'CTION

Auihorize the New Hampshire Department ‘of:Corrections (NHDOC) to' enter into' a-contract with.NaphCare, Inc:: (VC [
222750), 2090 Colunibiana Road, Suite:4000, Bu'mmgham,vAL 352I6 .in-the’amount of $1,4.75,000: 00 forithe provision of
Elecironic Health.Record:(EHRY); System serwces effecuve upon Oovcmor and Executive Council approval throughi:June:30;

2019. 28.8% Capital (Generaly Funds 59% Dol T (Agency class 027 General Funds), 12.2%:General.Funds

Fundmg is available as followsiin SFY 2016 and SFY 20]7 operating ‘budget and ‘in SFY 2018 and SFY 2019 contingent
upon the availability -and. ‘continued: appropnauon ‘of funds: with the authorityto adjust encumbrances in each of-the State
fiscal ycars through the Budget Office,’ if: needed.and-justified.

Il‘jnthnre,-]ﬂc.~. . ]‘ ) _
l __ Account | Description. ‘| ""Job#i "] SEY.16 | SFY17 | SFYa8s | SFY.a9 |
NHDOC Finds : _ :
02-46-46:460030-1291 034500099, N“D‘I_?f n;”"“' 03460009 | 425000.00 | woo. 706 0'00
{o2-itcdsuassoiogase. 0a:s0n6ss NHDOCMedicah| gaséooos | odb | isogdoca|  Giod 050
% NHDOC Capial & General Firids' ' 288% | 12.2% 0% 0%
"DOIT Fords 1 _
glgxlg;oggglgsg:ng:s50017son‘ | ompungs: | dsdsons 'b:oo‘:- 000, | s000000| 36000006
g;?;;?:;iﬁjggf;g’.“m"°‘?"”"T' OiTFinds. | 03450009 | 000 | s000000| s0,00000| - 5000000
% of OIT - General Funds 0% % 20% 2%
[Totals by SFY, | 425.000.00 | 230,000.00 | 410,000.00.]  416,000.00 |

15 1:475,000.00']

[Totat NaphCare; Iné, Contract

Promoting Public Snt'ct) lhmugh lntcgnty, Rﬁpcci meusslonnhsm. ollnbommn and Accommblllry
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This contract will prov1de a Commerclal-Off-'Iht.-Shelf (COTS) software system and assoclatad services: for the New
Hampshire Department -of Corrections_to create cross site clectronic transfer of healthcare’ information from their
geographncally distant facilities, as well as with their community. based healthcare partners, to provide appropriate healthcare
services to clients under the-custody and care of the NHDOC.  The product in tum will put the NHDOC at a community
based standard and’ prowde ease of access to health information exchanges. In addition, this' contract will provide a solution
to the current paper based medical record with an’eléctronic altemative that will ensure patient safety and.efficient patient
services. This system will allow for instant access and sharing of health information among health care service providers, not
only within the NHDOC but also among commiunity partners; including emergency rooms, hospitals, physician offices,
.ambulatory surgical centers, imaging centers and other allied health services. The system will work to reduce errors inherent
with & paper record process. Our providers who travel to our multiple sites can assist in triaging emergent care with direct
access to the electronic file allowing for enhanced decision making. Information can be provided more immediately when
emergency services are contacted to respond on-site rather than filing through a paper record looking for the most recent
medical dats. Our inmates often require the care of multiple doctors, tracking his or her history, including allergies, blood
type, current medications, past procedures and other relevant information can be problematic when relying on paper charts.

The use of electronic health records allows multiple care providers, regardless of location, to simultaneously access a
patient’s record. from any computer, The electronic record can provide up-to-the-minute information on the patient’s full
history, including current test results and the recommendations of other physicians, allowing more efficient collaboration on
multiple facets of a patient’s care. An electronic health records system of information eliminates the problem of lost and/or
misplaced patient files, mitigates physical paper flow and storage issues and increases efficiency, productwlty and quality of
care for the inmate population.

'I"he RFP was posted on the New. Hampshire Department of Comections website: Mm&hmm&uumm
for ten (10) consecutive weeks and notified ten (10) potentiel vendors of the RFP postmg As a result.of the issuance of the
RFP, seven (7) potential vendors, responded by submitting their proposal. After the review of the proposals, in accordance
with the RFP Terms and Conditions, the New Hampshm: Dcpartmem of Corrections awarded the contract, in the amount of
$1,475,000.00, to NaphCare, Inc.

This RFP was scored utilizing a consensus methodology by a six (6) person evaluation committee for the purposes of
preserving the privacy of the evaluators. The evaluation committee consisted of New Hampshire Department of Corrections
employees: Dr. Jeffrey Fetter, Chief Medical Officer, Division of Medical & Forensic Services; Paula Mattis, Director,
Division of Medical & Forensic Services; Ransey Hill, Deputy Director, Division of Medical & Forensic Services; Linda
Socha, IT Manager IV, NH Department of Information Technology; Joyce Leeka, Medical Operations Administrator,
Division of Medical & Forensic Services and Jennifer Lind, Contract & Grant Administrator, Divisien of Administration.

Respectfully Submitted,

William L. Wrenn
. Commissioner .

Pmmoting Public Slfdy Ihmugh lrucgrity. Respea. Profuslomllsm. Collaboration and Accountability ™
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October 25,2016

..Assistant Commissloner

NEéw Hampshlre DepanmerilzéfJC(')'rféEtioh'S}
105 Pleasant Street,

Concord NH 03302+ 1806

RE: TechCare® EHR'Go:Live Activiliés & GCommitimient for Néw. Hafigsire DOC:

Déar Ms; Ha'iiliﬁ":

The precedlng ‘months’ hard. work;on-both the State’s and. NaphCare s;side are approachlng

concreté’ results as we: enter into the final's ges for the deploymént 6f TechCarewithin your ‘fatilities:
As we,approach these ftnal stages, we. woutd Ilke tor review and conhrm several, important |tems below

1) Tieling;, The below tablé,gitines Items éssential 1giune iiccéssful go-live of TechCare: Please:
Fevigw this schieduled'énsire it méelsthe éxpectations of yGurteam: '

2)

Week of 10/18/16 ~ Live, Online. Introductory Trainlng

‘Week of 10/24/16.— Live, Online: Introductory Tralning

"Wegk of 10/31/16 - On:siteiSuper.User Training

Weekiof 11/7/16- On:site-User Tralning & Migration Activities;

11/14/16 ~'11/20/16 - TechCare. Go-Live with NaphCare Training Téam oh-sité

Data Migration Approach: Having: 8 well'populated EHR o‘n‘tﬁé'flrs“t"iiay ’o‘f‘g'o -liveis criticalito
the ‘overall success of the: pro]ect To' accompllsh thls, NaphCare ‘focuses jon- confif irming
population of the followung key.items; along with: the expecled approach for the import

Medications_

Prescriptions, .

Kalos "{CIPS- pharmacy ‘vendor) ‘outpiis :a full data extract of ‘active. and future
Amedicationst ~2° weeks before go live that. intludes NDC aumber, Drug Name ‘Drug-
Strength ‘Start .Date, . Duration and :Prescriber NPI amongst other: .ﬂelds TechCares
developmenl confrrms acguracy, slg, frequency, etc and:runs:the: Import

NaphCare's Pharmacy’is consulted should-an exception occur:-and.the:Iritial.extract can
be re-imported foltowing further improvemenits-with NaphCare Pharmagy uiers input.
Resotirces.are, then schediiléd to perfoim a Go-Live extract:and IMpdH closer 10,86 live
(ustially morningiof);

Formula[y
State Pharmacy.users export a tex filg report from CIPS of.all formulary medications. by

NDC number.. NaphCare’s Implementation Team uses -an algorithm to convert those




4)

NDCs into Medispari‘s unique numibers.for automatic import: Infé: TeghiCare's: DRUGS

"table as;the'Formulary Category. Thij is:a.Gnestime;impoititosyic.thedyitem for. golive;
and pharmacy-staff.is shown how'to manually Gpdaté formularies in TechCire:going
forward., '

Allergie 5}
Kalos,outputs.a full-data extract ohall.active: patlents miedications allergies.. A crosswalk

of CIPS-to Mednspan allergies Is:. utilized to confirm accurate import and lto ensure

mgerfaca‘.wlgh‘CIPs

Appointments

Dunng the week of 11/1, the medical records :staff (for- Medical -and Behavioral Heaith
appomlmcms) will-have their Iogin credentials activated:in the Productlon TechCare system ln'
order-to mput and.review, currently scheduled appointments..

Problém’ Lists, Flags, Chronic:Conditions.

Durmg the"week'of 11/1, the Médical Records téamwill be: adding Chmnlc«flags to-TechCare-as
wéll'ascritical Medical.aind Behaworal Hedlth.Problenis: / Flags, eg lnterstate Compact

bl'éts
!98!"‘ ‘,cr?de.n..tl.als_ acil.\fate.si ;in, t.bs --Prqdyc.t..-gn T?.gh.c,.arg .S.vst.sm Inr.o,rsitzr -..to manyaltv .e‘n!er .al' '
dié'is: .

Legacy Documents. (Paper Charts)

Medical Records staff Kas, been scannlng paper charts into ‘the State owned document
management system, F:IcHoId TechCare’s Main Screen has been updated to. allow the user.fo
simply search for a patient and.access.the legacy paper chart by clicking the FileHold button.

3) has'e"'ll Billiﬁg A"s o'f the 'writing o'f lhis Iet'l'er”tlié Cbuntiﬁ éiiStéfhi'zed ver'éiéfi bf"t'hé"TeéhGai‘é

the prqject 1o the State follo,wmg_ the contract.

Confirmation of Go-Live-Events: Attached to the letter is,a signature page indicating a ‘Golive

date of November 15, 2016. We request'a review of this letler and, if agreed, commitment: on

the timing of the' remaining events so that NaphCare resources. can be formally scheduled foi

training and Golivé. .We request this ‘cohfirmation o later than 2 weeks: priof to’ go-live,
November 1, 2016. '



i NaphCare:remains: commntted to working with the:State onithe finalization. .of:this; project :and
: fooks forward -to"a:successful. -g0: :live.;Should you have.any questlons regardlng lhlS matter,,,please ‘f,eel
free to-contact me- at (Z05) 552 1734-at your convemence

‘Sinéerély;,

iBYTGH B, Hariison; MS
‘Director-of Infofmation Systems:

¢t PaulaMattis
Ransey Hill
Linda'Socha



TechCare EHR Implementation.Commitment

ACCEPTANGE ¢f TéehCire Go-Live, November 15,2016
by
, NEW HAMPSHIRE DEPARTMENT OF CORRECTIONS:

~ */_ﬁf/cr;
Tie: . Ass:

Signed Datc: O(‘;’-nbu 26 'H' 20/ (o




Septémber 14,2016

Heleh Hanks

Assistant.Commis§ioner
‘New'Hampshire'lepartment of Corrections
PO Box! 1806

‘Concord, NH 03302,

RIE:  YechCare® 1R Services for New Hampshire. Department of Correciions
Dear. Assistant Commissioner Hanks:

NaphCire!is pleasced, 10, 86Chitve uicritical Titilestone i the lmplcmenlauon of the TechCare®/EHR
System. for New llumpshlrc Dcpm’l:mnl ol Corrections. Spccnﬁcally. we havercompleted the- rcqum:menls
‘gathering phase ol thic. project » wlmh’allow s ourteam of° dcvclopers* tor begm the process-of:developing:the
1ailored version of ‘TechCare® for- your- facilities:

. resull of several dclmled sessions wnlh Stale subJecl maner experts ‘on. the prescnt and. sfulure. State-
specific; version: o the TechCire® appllcat:on "The nppllcauon functlonallly described ‘in {his document
will.beincluded:in ihe gozlive-version of the I‘cchCare@ System ifor the: Stafc: Accordmgly, théré-are no
cifcurstarices which may Tesult in. Fevisions; to fhe rcqulrements document !at this point in the pro_ject’
Any néw funcuunailly QUISIE the. scope: of 'the; requlrcments documient will be pé't‘poncd 10 4 fulurc
«release daie. This is lo cnsure timcly ‘implementafion and.a-siable version .of the application Tor testing;
tralmng dnid gULTivE.

Should you. have any<questions regarding this matter, please feel free to contaci me al‘(‘?OS) 552-
['734 %1 youk CORVCTIENCE, WO B conimiugd 16 fully unplemenllng oar EHR 0 your. Tacilities: while
imgintaining a high' lexel-ol upcrabnlm sand? 'patient care: IF indlly, 1 havcwncluded signature :blocks .on ‘the
'Iollowmg page.1 5l|llp|lly thsigi GiTon Uie tequirements docuiment and-go-live,

Sincerely,

Byron P: Harrison, MS$
Directorof Informatlon Systems
NaphCarc IRE.

cer Paula l\_d'al}is
L:inda Socha
Raiisey Hill



TéghiCare EHR Implemeiitation Commitments

ACCEFIANCE of v1.3:0f TechCare Requiremeénts Document
The:Statepf New Hampshire Department.of Corréttions
QLS .

By: .

Rame: Helén Hawlbes -
_ Tiile, ,44_5_5?5 Fand C O KAT.S: 5‘_/“'03«_'1?,7
Signed Date: ?/ & 3/ 76 .




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
' 27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

January 12, 2016

William L. Wrenn
Commissioner
Department of Corrections
P.O. Box 1806

Concord, NH 03302-1806

Dear Commissioner Wrenn:

This letter represents formal notification that the Department of Information Technology
(DolIT) has approved your request to enter into a contract with NaphCare, [nc. (NaphCare) to
provide and support an Electronic Medical Records System as described below and referenced as
DoIT No. 2014-051. ‘ '

The purpose of this contract is to provide an Electronic Medical Records System
to replace the current paper based medical records that will help ensure patient

- safety and efficient patient services. It will allow for instant access and sharing
of health information between the State and authorized health care service
providers. - It shall become effective upon Governor and Executive Council
approval and extend through June 30, 2019, with the option to renew for an
additional five years. The total contract value is $1,475,000.

A copy of this letter should accompany the Department of Corrections’ submission to the
Governor and Executive Council for approval. - S

Sj'ncerely{;

Denis Goulet

DG/dcp

cc:  Ransey Hill, DOIT IT Lead at DOC
David Perry, DolT



STATE OF NEW HAMPSHIRE

DEPARTMENT OF CORRECTIONS Willlam L Wrenn
DIVISION OF ADMINISTRATION Commisaloner
P.O. BOX 1806 . )
CONCORD, NH 03302-1806 Doreen Wittenberg
Director

603-271-5610 FAX: 603-271-5639
TDD Access: 1-B00-735-2864

January 7, 2016

Denis Goulet .

Commissioner

Department of Information Technology
" 27 Hazen Drive

Concord, NH 03301

Requested Action

Authorize the New Hampshire Department of Corrections (NH DOC) to enter into a contract with
NaphCare, Inc. (Vendor # 222750}, 2090 Columbiana Road, Suite 4000, Birmingham, AL 35216, for the
provision of an Electronic Health Record (EHR) System in the amount not to exceed $1,475,000.00 with-
a completion date of June 30, 2019.

The purpose of this contract is to provide solution to the current paper based medical record with an
electronic altemative that will ensure patient safety and efficient patient services. This system will allow

* for instant access and sharing of health information among health care service providers, not only within
the NH DOC but also among community partners, including emergency rooms, hospitals, physician
offices, ambulatory surgical centers, imaging centers and other allied health services.

Funding for this contract will come from two sources: NH DOC Capital Funds and NH DOC Class 027.

Funding is available in the NH DOC Capital Funds, NH DOC Medical-Forensic Fumds and NH DOC
Agency Technology-Software accounts for State Fiscal Year (SFY) 2016-2019, contingent upon the

availability and contmued appropriation of funds.

Account Job # Ducrlpdon SFY: SFY SFY SFY Amount
, - 2016 2017 2018 | 2019
02-46-46-460030-1291- NHDOC Cnplml _
034.500099 03460008 | 0 425,000 0 0 0 $425,000
02-46-46-463010-8234- NHDOC Medical-
103-502664 03460008 | porensic Funds | - O | '80.000 ) O 0 $180.000
010-003-7646-038- '
0175 0346000§_ OIT Funds 0 0 360,000 | 360,000 $720,000
010-003-7646-038- OfT Contingency
0175 03460008 | L - 0 50,000 | 50,000 | 50,000 $150,000
T Tt ~ TR - S1AT5,000

Promoting Public Safety through Integrity, Respect, Professionalism, Collaborstion and Accountability
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Open Standards

Consideration of Open Standards does not apply to this service since this is a vendor operated, closed
network.

Ite (=¥ nefits

- The servicés provided under this contract will improve staff productivity and reduce the number of errors
associated with a paper based medical record system. It will also provide the NH Department of
Corrections the ability to improve tracking and reporting on cost and levels of care with regards to
chronic and infectious diseases, an aging population, drug and alcohol treatment and behavioral health
services.  Accessibility and utilization of the data within the EHR system will provide a more
comprehensive understanding of the risks and impact to services within the NH DOC heaith care delivery -
systems that include the NH State Prison for Men, NH State Prison for Women. Northemm NH
Correctnonal Facility, Secure Psychiatric Unit and Community Corrections,

act on Other State e_ci an nicipalities

There are no system impacts on other state agencies or municipalitics. There may be an opportunity to
interface with state agencies, specifically the NH Department of Health & Human Services, NH Division
“of Public Health and NH Hospital, and other community health service partners with rcspect to
information and data exchange. :

Summary of uested Action

Date of most recent AITP: 3-2015
NHITP Initiative / Project Name: - Electronic Health Record System
NHITP Initiative / Project Number: 2014-051

A&E RID#: 17692

Requisition Information:

Vendor Name: NaphCare, Inc.

2090 Columbiana Rd.
Suite 4000

Birmingham, AL 35216

" Promoting Public Safety through Integrity, Respect, Professionatism, Collaborstion and Accountability
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Funding Sources and Amounts:

-Account . X . .
aniber 'Ducrlptltlm SFY 16 Sf‘Y 17 ‘ SFY'IS : SF'Y 19 - Total

NHDOC

02-46-46- Copital g T
460030-1291- F‘:j; ” 425,000 0 0 0 . 425,000
034-500099 : . -

024646 : =
460108234 | Medial | g gg000 0 0. 180,000
| 103-502664 S | <

Subtotal . 425,000 180,000 0 0 605,000

DolT

010-03-03- Technolo '
030010-7646- il 0 d - 0 360,000 360,000 720,000

038-500175 Software

010-03-03- - , _ .-
030010-7646- | Contingency |. 0 50,000 50,000 50,000 150,000
038-500175 .

DolT Subtotal L 50,000 410000 | 410,000 870.000

Frund.ing‘ o :
Source % by 29% 15% 28% 28% 100%
SFY

CONTACT PERSON:  Ransey Hill
IT Manager.
State of New Hampshire
Department of Information Technology
105 Pleasant Street
Concord, NH 03301
Telephone: (603) 271-4926
Ransey. Hill2@doc.nh.gov

Prometing Public Safety through [niegrity, Respect, Professionalism, Collaboration and Accountability
Page $ of 5 ' '



Certification

The undersigned hereby certify that the information provided in this document and any attachments is
complete and accurate and that alteratives to- the solution defined in this document have been
appropriately considered.

Respectfully submitted,

William L. Wrenn
. Commissioner

Department of Information Technology

RID: 17692 .
Contract Number: 2014-051 ; '

Cc: Ransey Hill, DolT IT Manager
Leslie Mason, DolT IT Manager
Theresa Pare-Curtis, DolT Director

Promoting Public Safety through Integrity, Respect, Professionalism, Collaboration and Accountability

Page 5 of 5



FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract. -

. AGREEMENT
The State of New Hampshu-e and the Contrector hereby mutually agree as follows:
. . GENERAL PROVISIONS
1. IDENTIFICATION. ‘

1.1 State Agency Name 1.2 State Agency Address

NH Department of Corrections _ . P.O. Box 1406
Concord, NH 03302

1.3 Contractor Name _ . 1.4 Contractor Address

NaphCare, Inc. 2090 Columbiana Road , Suite 4000
Birmingham, AL 35216

1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date .1.8 Price Limitation

Number See Exhibit B Para 10. Payment .} June 30, 2019 $1,475,000

(205) 536-8400 Schedule

1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

William L. Wrenn, Commissioner 603-271-5603

Denis Goulet, Commissioner : 603-223-5744

111 Con Signature 1.12 Name and Title of Contractor Signatory
James S. McLane, Chief Executive Officer

113 Acluﬁwledgement State of Alabama, County of Jefferson

5 20/L  ,before the undersigned officer, personally appeared the person identified in block 1. 12, or
et to be the person whose name is signed in block 1.11, and acknowledged that s’he executed this documem in

‘the iumm block 1.12.

MY COMMISSION

E EXPRES:
1.132 Nm"n"e and Title of Notary or Justice of the Peace k.
Chyistian Sharpe Co ) {ary Public, State at Large :

i / ' 1.15 Name and Title of State Agency Signatory
pe——— Dite: //2//6 William L. Wrenn, Commissioner

Date: | l ! 5, 391k | Denis Goulet, Commissioner
1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable) '

By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

BY#QGM“"—.:V o e

118 A | by the Governor and Executive Council (g'f applicabla)’ _
DEPUTY SECRETARY OF STATE

Page 1 of 4
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2. EMPLOYMENT OF CONTRACTOR /SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (“Contractor”) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approvel of the Govemnor and
Executive Counci! of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties

- hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approvel is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
I.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contrector prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incumred or Services performed.
Contractor must complete atl Services by the Completion Date
- specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT."
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
* without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and In no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of & reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable. ‘o

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. .

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B, which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever.nature incurred by the Contractor in the
performance hercof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contrect
price.

5.3 The State reserves the right to offset from any amounts
otherwisc payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or zny other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in’
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block

1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

6.1 In connection with the performance of the Services, the
Contractot thall comply with all statutés, laws, regulations,
and orders of federal, state, county, or municipal authorities; -
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights end equal opportunity
taws. ‘This may include the requirement to utilize auxiliery
aids and services to ensure that persons with communication
disabilities, including vision, hearing and specch, can
communicate with, receive information form, and convey
information to the Contractor, In addition, the Contractor shall
comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or epplicants for .
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination,

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with el the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R, Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue 1o
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the

“Contractor's books, records and accounts for the purpose off

ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1, The Contractor. shall at its own expense provide al|
personne! necessary 1o perform the Services, The Contractor
warrants that a!l personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly .
licensed and otherwise authorized to do so under ali epplicable
laws.

7.2 Unless otherwise authorized in wriling, during the term of
this Agreement, and for a period of six (6) months after the
Cémpletion Date in block 1.7, the Contracior shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved In the
procurement, administration or performance of this

Page 2 of 4
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Agreement. This provision shall survive termination of this
Agreement.

1.3 The Contrecting Officer specified in block 1.9, or his or
her successor, shell be the State’s representstive. In the event
of any dispute concemning the interpretation of this Agreement,
the Contracting Officer’s decision shall be fina! for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hercunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice: and If the Event of Default Is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event

of Default and suspending afl payments to be made under this -

Agreement end ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be pald to the Contractor;

8.2.3 set off agrinst any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the

. performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulac, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drewings, analyses,
grephic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property, which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be retumed to the State upon demand or upon
termination of this Agreement for any reason,

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data

- requires prior written approval of the Stae,
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contrector shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report {“Termination Report™) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Finzal Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement, the Contractor is in all
respects an independent contractor, and s neither an agent nor
en employee of the State. Neither the Contractor nor any of its
officers, employees, agents or membérs shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractar without the prior written

- consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
Indemnify and hold harmiess the State, its officers and
employees, from end against any and all losses suffered by the
State, its officers and employees, and any and all claims,

“ liabilities or penalties asserted against the State, fts officers

. and employees, by or on behalf of any person, on account of,
based or resulting from, erising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute & waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14, INSURANCE.

14.1 The Contrzctor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in foree, the following
insurance:,

14.1.1 comprehensive general lisbility insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000 per occurrence and $2,000,000
aggregate; and

14.1.2 special cause of loss coverage form covering a1 property
subject to subparagraph 9.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 hercin shail be
on policy forms and endorsements approved for use in the State

of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New

Hampshire,
Contractor Initials M
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a éertificate(s) of
insurance for all insurance required under this Agreement.
Coentractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for ell renewal(s) of insurance required under this -
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are

 incorporated herein by reference. Each certificate(s) of
{nsurance shall contain a clausc requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less then thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION. .

15.1 By signing this agreement, the Contractor agrees,
certifics and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers' Compensation™).

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activitics which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewel(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall'not be
responsible for payment of eny Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Defauit shall
be deemed a waiver of its rights with regard to that Event of
Default, or eny subsequent Event of Default. No express
Failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default on
the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given et the
time of mailing by certified mall, postage prepaid, in a United
States Post Office addressed to the partics at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after epproval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and

" inures to the benefit of the parties and their respective

successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual*

- intent, and no rule of construction shall be applied against or

in favor of any party,

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties end this Agreement shall not be
construed to confer any such benefit.

21, HEADINGS. The headings throughout the Agreement

. are for reference purposes only, and the words contained

therein shall in no way be held to explain, modify, emplify or
aid in the intcrpretation, construction or meaning of the
provisions of this Agreement. .

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are mcorpora.ted hercin by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect. '

24, ENTIRE AGREEMENT. This Agreement, which may

be executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes eli prior
Agreements and understandings relating hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and deﬁnmons apply except as specifically noted elsewhere

in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.
Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.
Acceptance Period The timeframe during which the Acceptance Test is performed.
| Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by

the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables. ]

Acceptance Test and Review

Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control

Supports the management of permissions for logging onto a
computer or network.

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back
of a document.

Audit Trail Capture and Supports the identification and monitoring of activities within an .

Analysis application or system.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

CCP Change Control Procedures

Certification The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance

_ Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or
process once development has begun.

Change Order

Formal documentation prepared for a proposed changc in the-
Specifications. ;

Chief Information Officer (CIO)

Cofiguration Management (CM) .

Configuration Management

Completion Date

End date for the Contract

"Confidential Information

[nformation required to be kept Confidential from unauthonzcd
disclosure under the Contract.

Contract

This Agreement between the State of New Hampshire and a Vendor,

which creates binding obligations for each party to perform as

State of NH Contract Agreement DOC 2014-051 - PART 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

specified in the Contract Documents.

Contract Agreement

Part | and Part 2. The documentation consisting of both the
General . Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal 'legal rights and
duties of the parties with respect to the Scope of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination
for convenience, or termination for default.

Contract Docum‘enls

Documents that comprise this Contract (See Contract Agreement,
Section 1.1).

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. {(See Section 4: Contract
Managemen).

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as, Exhibit B, Paragraph 2.

Contractor The Vendor whose proposal or quote was awarded the Contract

with the State and who is responsible for the Services and
Deliverables of the Contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

COTS

Commercial Off-The-Shelf Software

CR

Change Reguest —

Criminal Justice Information
Services (CJIS)

The CJIS Security Policy provides Criminal Justice Agencies (CJA)
and Noncriminal Justice Agencies (NCJA) with a minimum set of
security requirements for access to Federal Bureau of Investigation
(FBI) Criminal Justice Information Services {CJIS) Division
systems and information and to protect and safeguard Criminal
Justice Information (CJI). This minimum standard of security
requirements ensures continuity of information protection. The
essential premise of the CJIS Security Policy is to provide the

" appropriate controls to protect CJI, from creation through

dissemination; whether at rest or in transit.

Cure Period

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire, . '

Custom Software

Software developed by the Vendor specifically for this prdject for

State of NH Contract Agreement DOC 2014-051 — PART 2
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STATE OF NEW HAMPSHIRE
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ELECTRONIC HEALTH RECORD SYSTEM
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the State of New Hampshire .

Data State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term.

DBA Database Administrator
Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a
: ' Deliverable, the Software, or the System, not conforming to its
Specnf' cations.

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Writren
Documentation - missing significant portions of information or
unmtcllnglble to State; Non Software - Services were madequate
and require re-performance of the Service.

Class B Deficiency — Software - important, does not stop operation
and/or there is a work around and user can perforrn tasks; Written
Documentation - portions of information are missing but not
enough to make the document unintelligible; Non Software -
Services were deficient, require reworking, but do not require re-
performance of the Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System
Written. Documentation - minimal changes requmed and of minor
editing nature; Non Soﬂware - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable A 'Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requ:rement

Department , ) An agency of the State

Department of Information The Department of Information Technology ‘established under RSA

Technology (DoIT) 21-R by the Legislature effective September 5, 2008.

Documentation | All information that describes the installation, operation, and use of
S the Software, either in printed or electronic format.

Digital Signature Guarantees the unaltered state of a file.

Effective Date . The Contract and all obligations of the parties hereunder shall

become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract,

Encryption ' Supports the transformation of data for security purposes.

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
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Enhﬁncements, inciuding, but not limited to, Enhancements
produced by Change Orders.

Exhibit

All references to Exhibit refer to one of more of the Exibits hsted in
Contract DOC 2014-051 Part 3, Exhibits

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase,. ie., adjustment on the basis of the Vendor's cost
experience in pert’ormn_g the Contract.

Fully Loaded Rates -are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses.

GAAP Generally Accepted Accounting Pnnc:ples

General Provisions

All references to General Provisions denote Contract DOC 2014-
051 Part 1 P-37 General Provisions.

Governor and Executive Council

. The New Hampshire Governtor and Executive Council.

Harvest Software to archive and/or control.versions of software.

Identification and Supports obtaining information about those parties attempting to

Authentication log on to a system or application for security purposes and the
validation of those users.

Implementation The process for making the System fully operational for processing

the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without hmltatlon training, business and
technical procedures.

Information Technology (IT)

Refers to the tools and processes 'used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, .computing,
information systems, telecommunications, and various audio and
video technologies.

Information Technology

All references to Information Technology Provisions denote terms

Provisions and conditions which are contained in Contract DOC 2014-051 Part
- 2 — Information Technology Provisions.
Input Validation Ensure that the values entered by users or provided by other
’ applications meets the size, type and format expected. Protecting -

the application from cross site scripting, SQL injection, buffer
overflow, etc. .

Intrusion Detection Supports the detection of illegal entrance into a computer system.

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by NaphCare as essennal to
work on the Project.

Licensee The State of New Hampshire

‘NH Department of Corrections “NHDOC,”

00)

Non Exclusive Contract

A contract executed by the State that does not restrict the State from

State of NH Contract Agreement DOC 2014-051 - PART 2
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seeking alternative sources for the Deliverables or Services
~ provided under the Contract.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other.

Normal Business Hours

Normal Business Hours - 8:00 am. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4%, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided. .

Notice to Proceed (NTP)

The State Contract Manager’s written direction to the Vendor to
begin work on the Contract on a given date and time.

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational

Operational means that the System is operating and fully functional,
all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter, ]

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous ‘term or condition in a document
that is lower in the Order of Precedence.

PREA

Prison Rape Elimination Act; federal law established to address the
.elimination and prevention of sexual assault and sexual harassment
within correctional systems and detention facilities to include
prisons, jails and corrections residential facilities,

Project

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required specifications and

quality.

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor’s representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of

Change Requests (CR) utilizing the Change Control Procedures

DolT Template 8/31/15-
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(CCP).

Project Staff State personnel assigned to work wnth thé Vendor on the iject

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors _elsewhere in. the
appllcatlon/process

Review The process of rev:ewng Delwerables for Acceptance

Review Period The period set for review.of a Deliverable. If none is specified then

, - -| * the Review Period is five (%) business days, -
Revised Statutes Annotated Forms the codified laws of the State subordinate to the New
(RSA) Hampshire State Constitution.
| RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State’ functlonal
requirements by supplying data processing product end/or Serv:ce
‘ . resources according to specific terms and conditions.

Role/Privilege Management Supports the granting of abilities to users“or groups of users of a
computer, application or network.

SaaS- Software as a Service - Occurs where the COTS application is hosted but the State does not

' own the license or the code. The vendor allows the use of the
software as a part of their service.

Schedule The dates described in'the Work Plan for deadlines for performance

of Services and other Project events and activities under the
Contract,

Service Level Agreement (SLA)

A signed agneement between the Vcndor and the State specifying
the level of Service that is expected of, and provided by, the Vendor
during the term of the Contract.

Services The work or labor to be performed by the Vendor on the Project as
. described in the Contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract.

Software Deliverables COTS Software and Enhancements.

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Specifications. The off-the-she!f Software and
configured Software customized for the State provided by the

. Vendor in response to this RFP.
-| Specifications The written Specifications that set forth the requirements which

include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents: The.
Specifications are, by this reference, made a part of the Contract as

State of NH Contract Agreement DOC 2014- 051 -PART 2
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though completely set forth herein.

State , Reference to the term “State” shall include applicable agencies
State Mailing Address State Mailing Address is defined as:
U.S. Postal Service Overnight Deliveries
State of New Hampshire State of New Hampshire
Department of Corrections Department of Corrections
P.O. Box 1806 105 Pleasant Street
Concord, NH 03302 - Concord, NH 03301
Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and

objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible.and accountable for achieving.

State’s Confidential Records

State’s information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to Mter 21-A

State Data

Any information contained wulhm State systems in electronic or
_paper format.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July l"
through June 30" of the following caiendar year.

State Project Leader

State’s representative with regard to Project oversight.

State’s Project Manager (PM)

State’s representative with regard to Project management and
technical- matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor.

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement.

Test Plan

A plan, integrated in the Work Plan, to verify the code

. (new or changed) works to fulfill the requirements of the Project. [t

may consist of a timeline, a series of tests and test data, test scripts

and reports for the test resuits as well as a tracking mechanism.

State of NH Contract Agreeme. DgC 2014-051 - PART 2
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Term Period of the Contract from the Effective Date through termination.

Transition Services Services. and support provided when NaphCare is supporting
System changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements,
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

| User Management Supports the administration of computer, application and network
accounts within an organization.

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract

- with the State and who is responsible for the Services and
‘ Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network.

Walk Through A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for
development.

Warranty Period A period of coverage during which NaphCare is responsnblc for

providing a guarantee for products and Services delivered as
defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

_The Services to be provided by the Vendor during the Warranty

Period.

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan

The overall plan of activities for the Project created in accordance -
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables.to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (Ietter, report,
manual, book, other) provided by the Vendor either in paper or
electromc format.

State of NH Contract Agreement 2014-051 - PART 2
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Corrections (“State™), and NaphCare, Inc. an Alabama Corporation, (“NaphCare™), having its principal
place of business at 2090 Columbiana Road, Suite 4000, Birmingham, AL 35216-2158.

The New Hampshire Department of Corrections (NHDOC) is engaging NaphCare, Inc. to provide a
software system and associated services to create a multiple site electronic transfer of healthcare
information from its geographically distant facilities, as well as with its community based healthcare
partners, to provide appropriate healthcare services to clients under the custody.and care of the NHDOC
identified and more particulary described in Exhibt A, Deliverables which is incorporated herein by
reference (“Services”). The product in tum will put the NHDOC at a community based standard and
provide ease of access to health information exchanges.

RECITALS

The State desires to have NaphCare provide 'a an Electronic Health Record System, and associated
Services for the State;

NaphCare wishes to provide an Electronic Health Record System.
The parties therefore agree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS _
This Contract Agreement (2014-051) is comprised of the following documents: -

A. Part | — Form P-37 General Provisions
B. Part 2 - [nformation Technology Provisions
C. Part3 - Exhibits - :
Exhibit A- Contract Deliverables - .
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
, Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software License and Related Terms
Exhibit K- Warranty and Warranty Services
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Exhibit L- Training Services ‘

Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- NaphCare Proposal, by reference

Exhibit O- Certificates and Attachments

1.2 ORDER OF PRECEDENCE
In the event of conflict or ambiguity among any of the text of the Contmct Documents, the
following Order of Precedence shall govern:
a. State of New Hampshire, NHDOC Contract Agreement 2014-051.
b. State of New Hampshire, NHDOC RFP 2014-051.
¢. NaphCare Proposal response to NHDOC - RFP 2014-05[ Electronic Health Record
System. '

2, CONTRACT TERM .
The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State' of New Hampshire approval
(“Effective Date™).

The Contract shall begin on the Effective Date and extend through June 30, 2019. The Term
may be extended for one additional period of up to five (5) years, (“Extended Term™) at the sole
option of the State and approval by the Governor and Executive Council, subject to the parties
prior written agreement on applicable fees for the Extended Term, unless terminated earlier.

NaphCare shall commence work upon issuance of a Notice to Proceed by the State

. 3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, General Provisions, block 1.8 price limitation, method of payment, arid
terms of payment are identified and more particularly described in section 5 of the P-37
General Provnsmns and Exhibit B: Price and Paymen.' Schedule. |

32 ‘NON-EXCLUSIVE CONTRACT -

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or
portion of an item, group of items, or total Pmposal NaphCare shall not be responsible for any
delay, act, or omission of such other vendors, except that NaphCare shall be responsible for any
delay, act, or omission of the other vcndors if such delay, act, or omission is caused by or due
to the fault of NaphCare. ' :

Authorized NaphCare initials:
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4, CONTRACT MANAGEMENT

The Project will require the coordinated efforts of & Project Team consisting of both NaphCare
and State personnel. NaphCare shall provide all necessary resources to perform its obligations
under the Contract. NaphCare shall be responsible for managing the Project to its successful
completion.

4.1 NAPHCARE'S CONTRACT MANAGER

NaphCare shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. NaphCare’s Contract Manager is:

Byron Harrison

Director of Information Systems

2090 Columbiana Rd, Ste 4000
Birmingham, AL 35216

Tel: (205) 552-1734

Email: Byron harrison@naphcare.com

42 NAPHCARE'S PROJECT MANAGER

4.2.1 Contract Project Manager

. NaphCare Project Manager must be quallﬁed to perform the obligations required of the
position under the Contract, shall have full authority to make binding decisions under
the Contract, and shall function as NaphCare's representative for all administrative and
management matters. NaphCare’s Project Manager shall perform the duties required
under the Contract, including, but not limited to, those set forth in Exhibit I, Section 2.
NaphCare’s Project Manager must be available to promptly respond during Normal
Business Hours within two (2) hours to inquiries from the State, and be at the site as
needed. NaphCare’s Project Manager must work diligently and use his/ her best efforts
on the Project.

422 NaphCare shall not change its assignment of NaphCare Project Manager without
providing the State written justification and obtaining the prior written approval of the
State. State approvals for replacement of NaphCare’s Project Manager shall not be
unreasonably withheld. The replacement Project Manager shall have comparable or
greater skills than NaphCare Project Manager being replaced; meet the requirements of
the Contract; and be subject to reference and background checks and fingerpring
described above in Information Technology Provisions, Section 4.2.1: Contract Project
Manager, and in Contract Agreement Information Technology Provisions, Section 4.6:
Reference and Background Checks, below. NaphCare shall assign a replaoement
NaphCare Project Manager within ten (10) business days of the departure of the prior
NaphCare Project Manager, and NaphCare shall continue during the ten (10) business
day period to provide competent Project management Services through the ‘assignment
of a qualified interim NaphCare Project Manager,
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423 Notwithstanding any other provision of the Contract, the State shall have the option, at
its discretion, to terminate the Contract, declare NaphCare in default and pursue its
remedies at law and in equity, if NaphCare fails to assign a NaphCare Project Manager
meeting the requirements and terms of the Contract. .

4.2.4 NaphCare Project Manager is:

Charlie Barranco

Software Implementation Manager
2090 Columbiana Rd, Ste 4000
Birmingham, AL 35216

Tel: (205) 536-8417

Email: Chaclie.barranco(@naphcare.com
4.3 NAPHCARE KEY PROJECT STAFF

4.3.1 NaphCare shall assign Key Project Staff who meet.the requirements of the Contract,
and can implement the Software Solution meeting the requirements set forth in RFP
Appendix C: System Requirements and Deliverables, Table C.1: System Requirements
and Deliverables — Vendor Response Checklist. The-State shall conduct reference and
background checks and fingerprinting on NaphCare K¢y Project Staff. The State
reserves the right to require removal or reassignment of NaphCare's Key Project Staff
who are found unacceptable to the State. Any background checks and fingerprinting
shall be performed in accordance with the Terms and Conditions as described in
Information Technology Provisions, Section 4.6: Reference and Background Checks.

432 NaphCare shall not' change any NaphCare Key Project Staff commitments without
providing the State written justification and obtaining the prior written approval of the
State. State approvals for replacement of NaphCare Key Project Staff will not be
unreasonably withheld. The replacement NaphCare Key Project Staff shall have
comparable or greater skills than NaphCare Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set forth in
RFP Appendix C: System Requirements and Deliverables and be subject to reference
and background checks and fingerprinting as described in Information Technology
Provisions, Section 4.6: Reference and Background Checks.

433 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare NaphCare in default and to pursue its
remedies at law and in equity, if NaphCare fails to assign Key Project Staff meeting the
requirements and terms of the Contract or if it is dissatisfied with NaphCare’s
replacement Project staff.

4.3.3.1 NaphCare Key Project Staff shall consist of the following individuals in the
roles identified below:
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Charhe Barranco

' , ':Software,lmplementatlon Manager‘ ‘

Nathan Newman

Software Development Manager’

_BobHooper..

. | Clinical Implémentation.Specialist.

Byron' Harrison

Director of Information Systems .

_Jason:Douglas:

.| VP of:Information:Systems

4.4 STATE.CONTRACT MANAGER

The State shall assign a’ ‘Contract Manager who shall function as:ihe State’sirepresentative ivith
regard‘to Coritract administration. The State Contract Manager is:

Pauia Mattis,

Director of Medical.and Forénsic Services

P.O. Box 1806

Concord, NH 03302
Tel:(603)271:5563

Fax: (603) 271-5539

Email: Paula. Mattis@doc:rh.gov

4:5¢ STATE'PROJECT MANAGER

The Statc shall assign-a Project:Manager. The Statc Project Manager’s duties-shall‘include the

following:
'Lcadlng the: Project,

Invoice & sugn -offs;

Managing stakeholders’ concerns:

worerse

The State Project Manager is:'

Ransey: Hill

IT Manager DolT Admmlstratlon ‘

P.O. Box' 1806
Caiicord; NH 03302
Tel: (603) 2718018
Fax: (603)271-5539
Email Rarisey. Hil[2@doc:nh.gov

Engaging and managmg NaphCare '
Managing s:gmf' cant issugs-and risks:
Rewewmg and. accepting Contract Delwerab]es,

Review and approval.of change proposals; and
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46 REFERENCE AND BACKGROUND CHECKS

The State shall, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and NaphCare Key Project Staff. The State shall maintain

. the confidentiality of background screening results in accordance with the Contract Agreement
~ Information Technology Provisions, Section 11: Use of State s Information, Confidentiality.

5. DELIVERABLES

5.1 VENDOR RESPONSIBILITIES
NaphCare shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used. _

NaphCare may subcontract Services subject to the provisions of the Contract, including but not
limited to, the terms and conditions in the Contract Agreement. NaphCare must submit all
information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider NaphCare to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

52 DELIVERABLES AND SERVICES
NaphCare shall provide the State with the Deliverables and Services in accordance with the
" time frames in the Work Plan for this Contract, and as more particularly described in Exhibit A:
Contract Deliverables. In the event of a delay solely and exclusively on the part of the State,
NaphCare shall not be found to be in default of any contractual obligations as a result of same.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certifi cation from NaphCare that a Non:Software or Wntten
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Exhibit A: Contract Deliverables. The
State will notify NaphCare in writing of its Acceptance or rejection of the Deliverable within
five (5) business days of the State’s receipt of NaphCare’s written Certification. If the State
rejects the Deliverable, the State shall notify NaphCare of the nature and class of the Deficiency
and NaphCare shall correct the Deficiency within the per:od identified in the Work Plan. If no
period for NaphCare s correction of the Deliverable is identified, NaphCare shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and notify
NaphCare of its Acceptance or rejection thereof, with the option to extend the Review Period
up to five (5) additional business days. If NaphCare fails to correct the Deficiency within the
allotted period of time, the State may, at its optlon continue reviewing the Deliverable and
require NaphCare to continue until the Deficiency is corrected, or immediately terminate the -
Contract, declare NaphCare in default, and pursue its remedies at law and in equity.
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54 SYSTEM/SOFTWARE TESTING AND ACCEPTANCE .
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and ,
more particularly described in Exhibit F: Testing Services.

6. SOFTWARE

NaphCare shall provide the State with Software Licenses and Docurnentatlon set forth m the
Contract, and particularly described in Exhibit J: Software License and Related Terms.

7. SERVICES

NaphCare shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
NaphCare shall provide the State with the administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services.

7.2 [MPLEMENTATION SERVICES
NaphCare shall provide the State with the Implementation Services set fonh in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
- NaphCare shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
NaphCare shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

- 1.5 MAINTENANCE AND SUPPORT SERVICES
NaphCare shzlil provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and

Support,

7.6 . WARRANTY SERVICES
"NaphCare shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty Services.

8. WORK PLAN DELIVERABLE .

NaphCare shall provide the State with a Work Plan that shall mclude without llmltatlon a detailed
description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and payment
Schedule.
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The initial Work Plan shall be a separate Deliverable and is set forth in Exhibit I: Work Plan.
NaphCare shall update the Work Plan as necessary, but no less than every two weeks, to accurately
reflect the status of the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencles and payment Schedule. Any such updates to the Work Plan must be
approved by the State, in writing, prior to final mcorporatlon into Exhibit I: Work Plan. The updated
Exhibit 1: Work Plan, as approved by the State, is incorporated herein by reference,

Unless otherwise agreed in writing by the State, changes to the Exhibit 1: Work Plan shall not relieve
NaphCare from liability to the State for damages resulting from NaphCare's failure to perform its
obligations under the Contract, including, without hmmmon, performance in accordance with the
Schedule.

In the event of any delay in the Schedule, NaphCare must immediately notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of NaphCare or the State causing
the problem; its estimated duration period to reconciliation; specific actions that need to be taken to
cotrrect the problem; and the expected Schedule impact on the Project. :

In the event additional time is requnred by NaphCare to correct Deficiencies, the Schedule shall not
change unless prewously agreed in writing by the State, except that the Schedule shall automatically
extend on-a day-to-day basis to the extent that the delay does not result from NaphCare's failure to
fulfill its obligations under the Contract. To the extent that the State’s execution of its major tasks
takes-longer than descnbed in the Work Plan, the Schedule shall automatically extend on & day-to-
day basis. . : -

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default; at its discretion, if it is dissatisfied with NaphCare’s Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS i :
The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shali be approved by the Department of Information Technology. Within five (5)
business days of NaphCare s receipt of a Change Order, NaphCare shall advise the State, in detail, of
.any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

NaphCare may ‘request a change within the scope of the Contract by written Change Order,
1dcnt|fymg any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to -
NaphCare's requested Change Order within five (5) business days. The State Agency, as well as the
Department of Information Technology, must approve all Change Orders in writing. The State shall
be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from NaphCare to the State, and the State acceptance of NaphCare’s
estimate for a State requested change, will be acknowledged and responded to, either acceptance or
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rejection, in writing. If accepted, the Change Order(s) shall be sub_;ect to the Contract amendment
process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE
State hereby understands and acknowledges that, as between the parties, NaphCare owns
all rights, title and interest in the Software, including all modifications, customizations, and
copies thereof. Certain U.S. federal and state laws as well as international laws protect the
Software, including, without limitation, copyright, trademark laws and international
conventions and treaties. State shall have no ownership rights of any kind in the Software.

In no event shall NaphCare be precluded from developing for itself, or for others, materials
that are competitive with, or similar to Custom Software, modifications developed in
connection with performance of obligations under the Contract. In addition, NaphCare
shall be free to use its general knowledge, skills, expenence, and any other ideas, concepts,
know-how, and techmques that are acquired or used in the course of its performance under
thls agreement.

10.2 STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose
under this Agreement, subject to the exclusions set forth in Section 10.1 hereinabove, shall be
the property of the State, and shall be retumed to the State upon demandor upon termination of
this Agreement for any reason. .

103 VENDOR'’S MATERIALS

Subject to the provisions of this Contract, NaphCare may develop for itself, or for others,
materials that are competitive with, .or similar to, the Deliverables. In accordance with the
provision of this Contract, NaphCare shalt not distribute any products containing or disclose
any State Confidential Information. NaphCare shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the
result of the deliberate memorization of the State Confidential Information by NaphCare
employees or third party consultants engaged by NaphCare.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshlre .
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries
and petit juries; records of parole and pardon boards; personal school records of puplls, records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature,
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10.4 STATE WEBSITE COPYRIGHT
WWwW Copyright and Intellectual Property Rights
All right, title and interest in the State WWW site, including copynght to all Data and
information, shall remain with the State. The State shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the WWW. pages. All WWW
pages and eny other Data or information shall, where applicable, display the State's copyright.

-10.5 SURVIVAL .
This Contract Agreement Section 10, Intellectual Property shall survive the termination of the
Contract .

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1° USE OF STATE'S INFORMATION

In performmg its obligations under the Contract, NaphCare may gain access to information of
the State, including State Confidential Information. “State Confidential Information” shall
include, but not be limited to, information exempted from public disclosure under New
Hampshire RSA Chapter 91-A: Access to Public Records and Meetings (see ¢.g. RSA Chapter
91-A: 5 Exemptions). NaphCare shall not use the State Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the Contract, except
as directly connected to and necessary for NaphCare’s performance under the Contract.

112 STATE CONFIDENTIAL INFORMATION

NaphCare shall maintain the confidentiality of and protect from unauthorized use, disclosure,
publication, and reproduction (collectively “release™), all State Confidential Information that
becomes available to NaphCare in connection with its performance under the Contract,
regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall not [
nclude information which: (i} shall have otherwise become publicly available other than as a
result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the receiving
party on a non-confidential basis from a source other than the dlsclosmg party, which the
receiving party believes is not prohibited from dlsclosmg such information as & result of an
obligation in favor of the disclosing party; (iii) is developed by the receiving party
independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction. -

Any disclosure of the State Confidential Information shall require the prior written approval of
the State. NaphCare shall immediately notify the State if any request, subpoena or other legal
process is served upon NaphCare regarding the State Confidential Information, and NaphCare
stiall cooperate with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State.
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[n the event of the unauthorized release of State. Confidential Information, NaphCare shall
lmmedlnlcly notify the State, and the State may immediately be entitled to pursue any remedy
. atlaw and in equity, including, but not llmlted to, injunctive relief.

113 VENDOR CONFIDENTIAL INFORMATION

[nsofar as NaphCm secks to maintain the conﬁdcntlahty of its confidential or proprietary
information, NaphCare ‘must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that
NaphCare considers the Software and Documentation to be Confidential Information.
NaphCare acknowledges that the State is subject to State and federal laws goveming disclosure
of information including, but not limited to, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar as it is-consistent with

" applicable State and federal laws or regulations, including but not limited to, RSA Chapter 91-
A. In the event the State receives a request for the information identified by NaphCare as
confidential, the State shall notify NaphCare and specify the date the State will be releasing the
requested information. At the request of the State, NaphCare shall cooperate and assist the
State with the collection and review of NaphCare’s information, at no additional expense to the
State. Any effort to prohibit or enjoin the release of the information shall be NaphCare's sole
responsibility and at NaphCare’s sole expense. If NaphCare fails to obtain & court order
enjoining the disclosure, the State shall release the information on the date specified in the
State’s notice to NaphCare, without any liability to NaphCare.

11.4- SURVIVAL

This Contract Agreement Section {1, Use of State s Information, Confidentiality, shall survive
termination or conclusion of the Conlract :

: 12. LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, -or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to NaphCare shall not exceed the total
Contract price set forth in General Provisions, Block 1.8.

12.2 NAPHCARE
Subject to applicable laws and regulatmns in no event shall NaphCare be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and NaphCare’s
liability to the State shall not exceed two times (2X) the total Contract price set forth in
Contract Agreement — P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply. to NaphCare's
indemnification obligations set forth in the General Provisions Section 13: Indemnification and
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confidentiality obligations in General Provisions Section 11: Use of State's Information,
Confidentiality, which shall be unlimited.

12.3 STATE'S IMMUNITY -
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver
of the sovereign immunity of the State, which immunity is hereby reserved to the State. This
covenant shall survive termination or Contract conclusion. .

12,4 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13. TERMINATION
This Section 13: Termination shall survive the termination or Contract Conclusion.

- 13.1 TERMINATION FOR DEFAULT : -
Any one or more of the following acts or omissions of NaphCare shall constitute an event of
default hereunder (“Event of Default™)

a. Failure to perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide NaphCare
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State (“Cure Period™). iIf

- NaphCare fails to cure the default within the Cure Period, the State may terminate
the Contract effective two (2) days after giving NaphCare notice of termination, at
its sole discretion, treat the Contract as breached and pursue its remedies at law or
in equity or both.

b. Give NaphCare a written notice specifying the Event of Default and suspending all
payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to NaphCare during the period from
the date of such notice until such time as the State determines that NaphCare has
cured the Event of Default shall never be paid to NaphCare.

¢. Set off against any other obligations the State may owe to NaphCare any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both; mcludmg reimbursement for all tosses associated with the default,
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13.1.2 In the event NaphCare determines a default has occurred on the part of the Stats,
NaphCare shall provide the State with written notice of default, and the State shall
cure the default within thlrty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13 2.1 The State may, at its-sole discretion, terminate the Contract for convenience, in whole
or in part, by a minimum of thirty (30) written notice to NaphCare. In the event of a
termination for convenience, the State shall pay NaphCare the agreed upon price, as set
forth in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination
for which no separate price is stated under the Contract shall be paid, in whole or in
part, generally in accordance with Exhibit B, Price and Payment Schedule, of the
Contract. Written notice to NaphCare may extend the termination period up to a
maximum of sixty (60) days. -

13.2.2 During the initial thmy (30) day period or the extended period of up-to ninety (90)
days, NaphCare shall wind down and cease Services as quickly and efficiently as
rcasonably possible, without performing unnecessary Services or activities and by
minimizing negative effects on the State from such winding down and cessation of
Services.

133 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by written notice if it determines that a conflict of
interest exists, including but not limited to, a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any cument
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if NaphCare did not know, or
reasonably did not know, of the conflict of interest.

1332 In the event the Contract is terminated as provided above pursuant to.a violation by
NaphCare, the State shall be entitled to pursue the same remedies against NaphCare as
it could pursue in the event of a default of the Contract by NaphCare.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided i in
the Contract, may require NaphCare to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as

has been terminated.
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13.4.2 After receipt of a notice of termmat:on, and except as othenmse directed by the State,
NaphCare shall:
‘a. Stop work under the Contract on the date, and to the extent speclﬁed in the notlce

b. Promptly, but in no event longer than thirty (30) days after termmat:on, ten'nmate

 its orders and subcontracts related to the work which has been terminated and settle

all outstanding liabilities and all claims arising out of such termination of orders

and subcontracts, with the approval or ratification of the State to the extent

required,” which approval or ratification shall be final for the purpose of this
Section; . ,

"¢ Take such actnon as the State dlrects ‘or as necessary to prcserve and protect the

" property relsted to the Contract which is in the possession of NaphCare and in

which the State has an interest;

d. Transfer titie to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State
and which has been accepted or requested by the State; and

é. Provide written Certification to tﬁe State that NaphCare has surrendered to the
State all said property.

f. Assist in Transition Services, as reasonably requested by the State at no additional
cost.

14. CHANGE OF OWNERSHIP

In the event that NaphCare should change ownershlp for any reason whatsoever, the State shall have

the option of continuing under the Contract with NaphCare, its successors or assigns for the full
remaining term of the Contract; continuing under the Contract with NaphCare, its successors or
assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to NaphCare, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 NaphCare shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights,
or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. . Any attempted transfer, assignment, delegation, or.other transfer
made without the State’s prior written consent shall be null and void, and may constitute an
‘event of default at the sole discretion of the State.

15.2 NaphCare shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, SubNaphCares, or other transferees (“Assigns”} are used, unless otherwise
agreed to in writing by the State; and the Assigns fully assumes in writing any and all ,
obligations and liabilities under the Contract from the Effective Date. In the absence of a
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written assumption of full obligations and liabilities of the Contract, any permmed assignment,
delegation, subcontract, or other transfer shall neither relieve NaphCare of any of'its obligations
under the Contract nor affect any remedies available to the State against NaphCare that may
arise from any event of default of the provisions of the contract. The State shall consider
NaphCare to be the sole point of contact with regard to all contractual matters, including
payment of any and all charges resuiting from the Contract.

153 Notwithstanding the foregoing, nothing herein shall prohibit NaphCare from assigning the
. Contract to the successor of all or substantlally all of the assets or business of NaphCare
provided that the successor fully assumes in writing all obligations and responsibilities under
the Contract. [n the event that NaphCare should change ownership, as permitted under Section
15: Change of Ownership, the State shall have the option to continue under the Contract with
NaphCare, its successors or assigns for the full remaining term of the Contract; continue under
the Contract with NaphCare, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminating the Contract without liability to NaphCare,

its successors or assigns.

16. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party™) shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shail be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

. LEVEL; STATE ~CUM]
P Ransey Hill Five (5) Busmess
. +{ Software Implementation Manager Deputy Director, Days
i Medical and
o Forensic Services
First: "' | Byron Harrison Paula Mattis Ten (10) Business
-~ .- | Director of Information Systems Director, Days
' Medical and :
i Forensic Services
Second ... | Brad Cain . William Wren Fifteen (15) Business
"~ - | General Counsel Commissioner Days
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The allotted time for the first level negotiations shall begm on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other party. )

17. REQUIRED WORK PROCEDURES

All work done must conform to standards and procedures established by the Department of
Information Technology and the State.

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment, Documentation, information, reports, or data of any kind
(hereinafter “Information™), NaphCare understands and agrees to the following rules:

a. Every Authorized-User has the responsibility to assure the protection of information
) from wunauthorized access, misuse, theft, damage, destruction, modification, or

disclosure. -

b. That information shall be used solely for conducting official State business, and all other

. use or access is strictly forbidden including, but not limited to, personal, or other private

and non-State use and that at no time shall NaphCare access or attempt to access any
information without having the express authority to do so.

c. That at no time shall NaphCare access or attempt to access any information in a manner
inconsistent with the approved .policies, procedures, and for agreemcnts relatmg to
" system entIy/access

d. That all soﬁware Ilcensed developed, or being evaluated by the State cannot be copned
shared, distributed, sub-licensed, modified, feverse enginiecred, rented; or sold, and that
at all times NaphCare must use utmost care to protect and keep such software strictly
confidential in accordance with, the license or any other Agreement executed by the

b State. Only equnpment or software owned, licensed, or being evaluated by the State, can
be used by NaphCare, Personal software (including but not limited to palmtop sync
software) shall not be mstalled on any equipment.

¢. That if NaphCare is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law. .

172 EMA[L USE
Mail and other electronic oommumcat:on messaging systems are State of New
Hampslure property and are to be. used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Enail systems.” NaphCare understand and
agree that use of email shali follow State standard policy (available upon request).
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17.3 .INTERNET/INTRANET USE
The Interiet/Intranet is to be used for access to and ‘distribution of mforrnanon in direct
support of the business of the State of New Hampshire accordmg to State standard policy
{available upon request)

17.4 REGULATORY GOVERNMENT APPROVALS
NaphCare shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 .INSURANCE CERTIFICATES
The Insurance Certificate should nate the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the individual responsible for
the funding of the contracts and his/her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are mcorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract.shall so survive, including, but not limited to, the terms of the Exhibit E Section
3: Records Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and Information Technology Provisions, Section 11: Use of State's
Information, Confidentiality and Information Technology Provisions, Section 13:
Termination which shall all survive the termination of the Contract.

17.9 FORCE MAJEURE
Neither NaphCare nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclcar
accidents, earthquakes, and unusually severe weather

Except in the event of the foregomg, Force Majeure events shall not include NaphCare's
inability to hire or provide personnel needed for NaphCare’s performance under the
Contract.
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NOTICES
Any notice.by-a party hereto to the other. party shall be deeried to ave béeii .duly-delivered or-given-

‘at the time of- ‘mailing by certified mail; postage prepaid; in a United States’ Post‘Oﬁ“ ce-addressed to

the partiés at' the: fol]owmg “addresses.

[ NG %wam_mmﬁmk ]
; 4 ISTATE OF NEW. HAMPSHIRE . :
AL, : DEPARTMENT OF CORREC'[IONS
UI'I'E4000 E e POBOXISOG‘ o
BIR.M]'NGHAM_ AL.35216 S CONCORD; NH' 03302
- TEL(205) 552-1734 . .TEL:(603)271:5563 _
LOCATIONS

Locations-per-contract year may be increased/decreased and or: rea551gncd to:alternate-facilities:during;
the Gontract-term’ at the; discretion of the: -Department.- Locations may be added and/or deleted after
the .awarding of a Coiitract .at the discretion of the ‘Depirtimeéntsand upon:utial dgrecmient of-the:

Commissioner.and the’Department of Corrections and the:Coniractor.

PERIODIC-AUDITS

Contractor agrges to comply with any recommendations; afising. from periodic audits .6n. the
pcrformance of this contract; providing they. do not require any unreasonable hardship, which: would
ngrmaily affect the'value of the'Contract,

PRISON RAPE'ELIMINAT[ON ACT (PREA)'

(w1th final Rule Augustz20]2) is:a: federal law estabhshed to address the- ellmmatlon and prevenuon
of sexual’ assault and.sexual hiarassmiérit‘within correctiohal systems and detention fac:]ttles to lnclude
prisons; jails -and corrections residential facilities.. With this, acknowledgcmcnt the:NH Department'
of Correctlons suppons 8 zero tolerance” po! lcy agamst pnson sexual mnsconduct abuse

NH D_epartment of Correctlons It is the Cont_gactors r¢5pon51b|hly 1o’ mform .thelr‘employces.

With that said,, contractors must comply: with the Prison Rape Elimination Act (PREA) 'of 2003

(Federal Law a2 U:s. C.15601 et. seq.); with all applicable: Federal PREA standards -and withall State

policiés: and standards relitéd to PREA. for preventmg, -dctectmgﬂ monitofing, mvestlgatmg, -and
eradlcatmg any form of sexual abuge within facﬂmes/programs/ofﬁces owned, operated, or
contracted Contractors ‘shiould acknowledge that, in addition to sclf-momtonng requifements, the
State will conduct compliance monitoring including PREA standards. which may. require an outside
mdependent audit.

For, additional information regarding the Prison Rape Elimination Act (PREA) of 2003, please refer to
the PREA Public Law 108-79 atid PREA Fedéral Register28 CFR Part 115 dociiments posted to the
RFEP Resource page of NH Department of Correclions website using the following link:
http//www.nh. govlnhdocfbusmess_ifp bidding toolshtm.  The NH Denartment of Cortections
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NH Denartmcnt - of _ Comections welzsu; using __the h following link;

ttp:/lwww /) -

22; CRIMINAL JUSTICE INFORMATION SERVICES (CJIS) SECURITY ADDENDUM

A. PURPOSE

The CJIS Security Policy prowdcs Criminal Justice Agencies (CJA) and Noncnmmal Justice
Agencies (NCJA) with a minimum set of security requirements for access to Federal Bureau of
Investigation (FBI) Criminal Justice Information Services (CJIS) Division systems and
information and to protect and safeguard Criminal Justice Information (CJI). This minimum
standard of security requirements ensures continuity of information protection. The essential
premise of the CJIS Security Policy is to provide the appropriate controls to protect CJI, from
creation through dissemination; whether at rest or in transit.

The CJIS Security Policy integrates. presidential directives, federal laws, FBI directives, the
criminal justice community’s Advisory Policy Board (APB) decisions along with nationally
recognized guidance from the National Institute of Standards and Technology (NIST) and the
National Crime Prevention and Privacy Compact Council (Compact Council).

B. SCOPE
A government agency may pnvatme functions traditionally performed by criminal justice
agencies (or noncriminal justice agencies acting under a management control agreement),
subject to the terms of this Security Addendum.

This Security Addendum, appended to and incorporated by reference in a government-private
sector contract entered into for such purpose, is intended to insure that the benefits of
privatization are not attained with any accompanying degradation in the security of the national
system of criminal records accessed by the contracting private party. This Security Addendum
addresses both concemns for personal integrity and electronic security which have been
addressed in previously executed user agreements and management control agreements.

If privatized, access by a private contractor’s personnel to National Crime Information Cetiter

(NCIC) data and other CJIS information .is restricted to only that necessary to perform the

privatized tasks consistent with the government agency's function and the focus of the contract.

If privatized the contractor may not access, modify, use or disseminate such data in any manner
. not expressly authorized by the government agency in consultation with the FBI.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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1.  DELIVERABLES, MILESTONES AND ACTIVITIES

1.1. PROJECT OVERVIEW

The general scope of the pro_|ect is to provide a Commercial-Off-The-Shelf (COTS) software
system and associated services for the NH Department of Corrections (“NHDOC™) to create
cross site ‘electronic transfer of healthcare information from their geographically distant
facilities, as well as with their community based healthcare partners, to provide appropriate
healthcare services to clients under the custody and care of the NHDOQC., The product in tumn
will put the NHDOC at a community based standard and provide ease of access to health
information exchanges.

12 GENERAL PROJECT ASSUMPTIONS ' .

A.

NaphCare will provide project tracking tools and templates to record and manage [ssues,
Risks, Change Requests, Requirements, Decision Sheets, and other documents used in the
management and trackmg of the project. The State of New Hampshire and NaphCare
Project Managers will review these tools and templates and determine which ones will be
used for the project. Training on these tools and templates will be conducted at the start of
each phase in which they will be used.

Prior to the commencement of work on Non-Software and Written Deliverables, NaphCare

. shall provide to the State a template, table of contents, or agenda for Review and prior

approval by the State.

NaphCare shall ensure that appropriate levels of security are implemented and maintained
in order to protect the integrity and reliability of the State’s Information Technology
resources, information, and services. Security requirements are defined in Appendix C-2
of the Request for Proposal NephCare shall provide the State resources, information, and
Services on an ongoing basis, with the appropriate infrastructure and security controls to
ensure business continuity and to safeguard the confidentiality and integrity of State
networks, Systems and Data.

. The Deliverables are set fonh in ‘the Schedule described below in Section 2. By

unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in whole or in part,
through completion of all Acceptance Testing, including but not limited to
SoftwardSystem Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Contract Agreement DOC 2014-051 - Consolidated

E.
Exhibits, Exhibit B: Price and Payment Schedule. Pncmg will be effective for the Term of
this Contract, and any extensions thereof
Exhibit A — Deliverables ~ Pagelof121
DolT Template 8/22/14
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT A
DELIVERABLES

2. DEUVERABLES, MILESTONES, ANb ACTIVITIES SCHEDULE

] gt Do o Mieme| | PR | TP
“ . .. . Type _Date
Project Management
Conduct Project Kickoff Meetiig - Non-Software Week 2
Project Work Plan, including milestones Written " Week 4
Requirements Documentation - Written Week 6
Participate in Design Review . Non-Software Weekly
33:)1:1: ;}:iortslMeetings and update to Non-Software Bi-W eek!y
System Software
;iitﬁg::ﬁ;i::-mady and User Software Week 10
TechCare™ Walkthrough/Review Non-Software Week 12
User Acceptance Test (UAT)
Train Testers ' Non-Software Week 10
Exhibit A — Deliverables Page 2 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT A
DELIVERABLES
I‘;‘“ Activity, Deliversble or Milestone, | Deiverable’ | “p livery -
: . SR SRR Date. .
Test Plan and scripts Written Weeks 10-12
Test Functionality Non-Software | Weeks 10-12
Test Security Non-Software | Weeks 10-12
Support State during UAT/Share All )
Tésting Results with State Project Team | Tom-Software | Weeks 12-16
TechCare™ SWAT Team Training Peer-to-peer Training
Training plan and schedule Written Week 12
User Training on TechCare™ Non-Software | Weeks 16-19
TechCare™ Go-Live Software ‘Week 18
, Deployment '
"|-Deployment Plan Written |, © Week 6
. - T.ﬁ . . .
Set up Bl:ld configure TechCare for,New Sof Weeks 610
Hampshire .
| Implement Customized Software Software | Weeks 10-12
Exhibit A — Deliverables - - Page 3 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBITA
DELIVERABLES
Uslcr Operation Manual Written Week i6
User Support Plan Written Week 12
Ongoing Support and Maintenance Non-Software On-Going
Other

Custom Reports Completed Software Week 21
Pr(;ject close out meeting and holdback Non-Software | Week 22-24
payment '

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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STATE, OF-NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS: .
ELECTRONIC HEALTH RECORD SYSTEM
‘CONTRACT.2014:051-PART 3
EXHIBIT B
PRICE AND PAYMENT SCHEDULE

.....

1.1 FIRM FIXED PRICE
Eﬂ'ectwe Date through June 30 2019 NaphCafe‘ 'shall be‘ 'responsﬂ:le for performmg its
obhgatlons in accordance with:the Contract. This Contract:will, allow NaphiCare to invoice: ‘the '
State for'the followmg activities; Deliverables; ‘or milestones at fixed pncmg/rates appearing | in
the:price and-paymerit-tables below:

Phaso (= Ptannlng
‘Project:Kickoff Mesting

a1 . . -

Schedule; waekly progress Lipdats; meetlngs

Conduct onsite:faclity.tours

Review devalopment, user.acceptance-and production environments
" Deploy Standard, TechCare® Installation

Provide, TechCare® Manua)

'Walkthrough of TechCare®,
Piovide joint projéct fidnagemant plan/schedula: . .

Phase'l Conclusion Megting,

_ Phase!1 Involce:Amount. $108,000.00

| {iPhase'll = Developmaent: & Tesﬂni
Critical,Interfaces < Requlrements Gntherinq

Workflow'and.Ferm.Customitzations - Requirements Gathering
Deliver Requirernents; Document fof Signoft.

Iifertaces - Developmert and Test,

Workfiow:and Form Customiizations’s Deveiopmeni'and Test.
Deliver Application for User Accaptance Testing. Signoff

Phass |l.Involce Amount $80,000

‘Phass [I] - Migration'and User Training

Configure produclion”environment

Define training and education schedules.

Provide Siate specific. TechCere®manuals

Identify and train super user staff”

Onsite role-based training 2 weeks prior {o production:deployment

_ Phaselil Involce Amouni: J  srzo00
Phase iV - Deployment & Go-Live A o i
Go:Live,& On-Site User Traifing. - $112,500
.Acceptance/Hold Back $42,500
Exhibit B — Price and Payment Schedule Page;5 of12]

DolT Template:8/22/14
Authorized NaphCare. lmtla]s_

751




STATE OF NEW HAMPSHIRE
DEPARTMENT. OF CORRECTIONS
ELECTRONIC HEALTH . RECORD SYSTEM

CONTRACT, 2014-051-PART 3
EXHIBIT B ‘
PRICE AND:PAYMENT SCHEDULE

Phase IV invoice Amount I $155,000

o ) o _.$425,000

\Reriod 3 — SFY'2018 - July1 2017 June; 3o 2018 ' :sse'djboﬁ

| .Period 4 = SFY'2019 -Jify1; 2018~ Jufié 30, 2019 ... 1 _saso000
. : Total' Implementntlon ) Maint. Fe"e‘s over4 poriods " | s1:325,000 ¢

12. FUTURE VENDOR-RATES WORKSHEET

1.3~

Thie ‘State miay request additioiial Services frof. the. selected "Vendor, dnd féquires;rates lin:the.
event: that additional. Service iis required. The followmg format’ must’ be: used fo: prowdc this
information. “SFY™irefers:to State Fisédl Year. The New Hampshlre State ‘Fiscal Year runs
from Julyl throdgh June 30:of the - followmg calendar :year. Positions mot identified in the
Proposed Posntlon Worksheet may. be, mcluded in,the Future Viendor Rates’ Worksheet

Table1:2: Future Vendor:Rates Worksheef

Position Title, - | | SFY2016 '| SFY'2017 [SFY.2018' | SFY'2019
Mafiggeinent [ 8190 S$190 | sio0 | 190
| Software Deveélopment 1 si70 ] st | s170 80
| Infrastruéture Services. $140 $140. '$140 $140

SOFTWARE LICENSING, MAINTENANCE, AND:SUPPORT PRICING.
‘WORKSHEET

Prlcmg must reflect the payment of maintenanice through thie Contraét efid.date. Pricé estimiate:
should reflect thesmost optimistic:implementstion.date. Actual payments: may-differ from the:
estimate if project start dafe slips or if, implementation takes longer as' this will cause g shorter
maintéhafice’ period.

Table 1.3::Software Licensing, Maintenance,.and'Support Pricitig' Worksheet.

R S ICIU Iy . .—Mainté'iia-'n'-ce'.'SiJ'ppoﬂ'a'ﬁd Upgrades. _

, SoftwareName - - | Initial Cost’ =opery e ™=Tery 17 | SFY18. . [SEY10

TechCare™ %0 $180,000 | $360,000 | $360,000
14 CONTINGENCY

To. Support Chianges to the: softwaré, the State will contribute -an incremenital $50,000' (417
developer hours) of Software Support Services during-each twelve:(12) monthState Fiscal Year
pcrlod of this agreement (and all renewal periods) to a Contmgency Fuind, “heid by ‘NH

Exhibit B - Price:and Payment Schedule
DolT Termiplate 8/22/14 gy
Authorized NaphCare Initials 2.3/
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1.5

STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT B

. PRICE AND PAYMENT SCHEDULE

Depan:ment of Corrections. NaphCare services will be billable agamst this fund at the time of
services rendered.

PRICING SUMMARY .
Pricing must reflect the payment of maintenance through the Contract end daxe Price estimate
should reflect the most optimistic implementation date. Actual payments may differ from the
estimate if project start date slips or if lmplementahon takes longer as this will cause a shorter
maintenance period.

Table 1.5: Pricing Summary
S"“‘"“ N""" oL SEYa6 ] SFY.17- | SFY18 | SFY19.
Tablel lDehverables $425,000 $0 $0 50
“Table 1.3 SWLicensing. - .
‘Maintenance & Support $0 $180,000 8360?000 $360,000
Connngency Fund e $0 $50,000 _$50,000 $50,000
"Subtotals, . L $425.000 $£230,000 $£410,000 $410,000
Grand.TotaI . L $1,475,000

" 2. CONTRACT PRICE

Notwiﬂastanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $1,475,000 (“Total
Contract Price™). The payment by the State of the total Contract price shall be the only, and the
complete reimbursement to NaphCare for all fees and expenses, of whatever nature, incurred by
~ NaphCare in the performance hereof.

2.1 The State will. not be responsible for any travel or out of pocket expenses incurred in the

performance of the Services performed under this Contract.

2.2 Should it be judged by the State that the project has undergone a delay whxch a third party

. vendor is solely responsible for, NaphCare shall not be held responsible and payment shall not

be withheld for the inability, noncooperation, nonperformance or noncompliance of.those
interface vendors or third party vendors. In the event NaphCare discovers inability,
noncooperation, nonperformance or noncompliance by interface vendors or third party vendors
it shall inform State in writing and State shall have the latitude to make a partial payment to
cure the stated issues raised by NaphCare, covering the work NaphCare has already perfonned
with respect to the joint contract. If NaphCare receives such payment it shall not re-invoice
the state'for work it has already been reimbursed for.

INVOICING

NaphCare shall submit correct invoices to the -State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State’s prior written approval, which shall not be

Exhibit B — Price and Payment Schedude . " Page 7of 121
DolT Template 8/22/14
Authorized NaphCare Initials 7 §/M\



STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051-PART 3
EXHIBIT B ,
PRICE AND PAYMENT SCHEDULE

unreasonably withheld. NaphCare shall only submit invoices for Services or ‘Deliverables as
permitted by the Contract. NaphCare must receive approval from the state in writing before
performing tasks which fall outside of ongoing maintenance and support defined in the agreement.
Examples include customization of the software System post go-live, that were not included within
the initial Requirements Document. NaphCare may track and invoice the State for such authorized,
and approved invoices on a quarterly basis. Invoices must be in a format as determined by the State
and contain detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering such
payment; date of delivery and/or installation; monthly maintenance charges; any other Project costs or
retention amounts if applicable. .

Upon Acceptance of a Deliverable, and a properly documented and undlsputed invoice, the State will -
pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not
be backdated and shall be promptly dispatched.

Invoices for Period 1 will be sent upon completion and acceptance of phase activities as identified in
Section 1.1 of Exhibit B. Invoices for Periods 2, 3, 4 shall be billed in full on the first day of the
period as identified in Section 1.1 of Exhibit B.

Invoices shall be sent to:

State of New Hampshire Department of Corrections
Ransey Hill

PO Box 1806

Concord, NH 03302-1806

PAYMENT ADDRESS

All payments shall be sent to the following address:
‘NaphCare, Inc.
2090 Columbiana Road
Suite 4000
Birmingham, AL 35216

OVERPAYMENTS TO NAPHCARE

NaphCare shall promptly, but no later than fifteen (15) busmcss days, retumn to the State the fu!l
amount of any overpayment or erroneous payment upon discovery or notice from the State.

CREDITS

The State may apply credits due to the State arising out of this Contract, agamst NaphCare’s
invoices with appropriate information attached. _

Exhibit B - Price and Payment Schedule Page 8 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS -
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
: EXHIBIT B
PRICE AND PAYMENT SCHEDULE

7. PROJECT HOLDBACK
The State shall withhold ten percent (10%) of the price for each Phase Completlon/DellvcrabIe,
except Software license fees, as set forth in the Payment Table above, until successful conclusion of
the Warranty Period.

8. INTEGRATIONS
Third Party integrations, such as FileHold, FastFind, and Active Directory are considered critical
interfaces and are included in the provided cost structure.

9. PROGRAMMING TIME . ‘

9.1 IMPLEMENTATION PROGRAMMING TIME '
The Complete customization of the TechCare® product is included in the provided fixed fee
cost and allows for an unlimited number of hours, without charge. The Go-Live Requirements
Document that is created jointly between NHDOC and NaphCare specifies all changes to the
“out-of-the-box” version of TechCare® so that it can conform t6 the needs of NHDOC. The
resulting requirements document, which includes provisions of this scope of work, becomes
the final say in what will be completed for the system prior to Go-Live. NaphCare will
complete these changes within the timeline presented in the RFP without limit to programming
time/hours.

9.2 POST-IMPLEMENTATION PROGRAMING TIME
Following go-live and the completion of all customization outlined in the Go-Live
Requirements Document, additional programming time falls in two categories:

9.2.1. Bug Fixes, Version Upgrades/Releases, etc.: NaphCare provides an unlimited number
of hours, without charge for this categorization of programming time. All bug fixes,
future version/releases and associated testing are included without limit.

9.2.2. Change/Customization Requests: For these requests, NaphCare will carry an additional
charge set forth in accordance with the Future Vendor Rate Worksheet in paragraph 1.2
of the Contract Agreement DOC 2014-051 — Consolidated Exhibits, Exhibit B, Price
and Payment Schedule. This categorization includes all items that are not a part of the
Go-Live Requirements Document and that are requested by NHDOC post-
implementation. There is no cap or limit as to how many hours per month are
dedicated to NHDOC for such reguests.

10. PAYMENT SCHEDULE

Account | 1\ ription | SFY 16 sFY17 | seyis | sFY1s | Tota
Number - - K -
NHDOC
024646- — — :
460030-1291- %‘;‘:;i' 425,000 0 0 0 425,000
034-500099 T .. .
ExhlbxtB Price and Payment Schedule ' _ Page 9 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT B
PRICE AND PAYMENT SCHEDULE

02-46-46- Medical-
465010-8234- Dental 0 . 180,000 0 0 180,000
103-502664 :

NHDOC

Subtoma] 425,000 180,000 0 0o .| 605000
T T e g T B A . B B A
DolT

010-03-03- : )
030010-7646- | Toomo o8 0 0 360,000 | 360000 | 720,000
038-500175 fware

010-03-03- :
030010-7646- | Contingency o . 50,000 |- 50,000 50,000 150,000
038-500175 i

Source % by 29% 15% 28% 28% 100%
SFY S : '

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT C
SPECIAL PROVISIONS

SPECIAL PROVISIONS

A. GO-LIVE PROVISIONS

The commitment for the completion and go-live of the overall EHR project shall be determined by
both parties. NaphCare shall not be liable for any project delay(s) unless such delay(s) is (are) due to
NaphCare's fault. State shall provide written confirmation to NaphCare of go-live start date two (2)
weeks in advance of agreed upon date. Should State change go-live date within two (2) weeks
preceding start date NaphCare shall be eligible for reimbursement for all non-refundable costs
incurred by NaphCare related to go-live activities to the extent that funding for these costs are
aveilable within the contingency fund. Such activities include but are not limited to: hotel
accommodations, transportation costs, and personnel back-fill costs related to those individuals
involved in the go-live training and implementation activates provided by NaphCare. Go-live start
date shall not occur within 7 days of a national holiday.

INTENT OF SOFTWARE

State acknowledges and understands that the Software is being used for an intended purpose and goal,
specifically to facilitate the delivery and administration of healthcare services in State’s correctional
system; however, State further acknowledges and understands that NaphCare cannot and does not
guarantee that such intended purpose and goal will be met by the Software and that other methods and
services currently in place or contemplated to be put into place must also work independently and in
tandem to achieve success. State acknowledges and understands, and shall communicate to each user
of the Software, that the Software is a support tool only and expressly is not to be relied upon as a
sole source of information in connection with medical advice or the provision of medical sérvices. -

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

’ EXHIBIT D
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

NaphCare must assume all reasonable travel and related expenses. All labor rates will be “fully
loaded”, including, but not limited to: meals, hotel/housmg, airfare, car rentals, car m:leage and out

of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION
- The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESSICOOPERATION

As applicable, and subject to the applicable laws and regulations, the State mll provide NaphCare
with access to all systems, as required to complete the-contracted Services limited to the
infrastructure directly supportmg the EHR system as outlined below:

Support Tools:

NaphCare shall install and maintain a support server that is located in NaphCare's cloud
infrastructure. The server shall be dedicated to the suppot activities of the State and be completely
‘isolated from all outside networks and domains.

Connection Methods: N

State and NaphCare will establish a static, point-to-point virtual private network (V PN) connection
between State network and NaphCare support server. The mutually established VPN will traverse
the existing Internet connections of both State and NaphCare using mdustry standard protocols and
encryption techniques.

Traffic Access: )
State shall allow communication across the following ports within the before mentioned point-to-
pomt VPN connection and client-VPN connection methods.
TCP-3389 - Remote Desktop
TCP 1433, 1434 - SQL
TCP 139, 445 - SMB Windows File Share
"UDP 137, 138 - SMB Windows File Share
ICMP - Ping

Credentials: ,
State shall provide NaphCare with a network/syslmn account that maintains local administrative
privileges on server infrastructure that supports the application including but not limited to the
database, file, and interface servers. State shall prowde NaphCare with a local SQL account for
accessing the database.

Failure of the State to provide access methods or properly maintain those methods outlined above
will result in NaphCare being unable to provide support and maintenance activities as outlined in
this contract. The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow NaphCare to perform its obligations under the Contract,

Exhibit D ~ Administrative Services Page 12 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT D
ADMINISTRATIVE SERVICES

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

NaphCare shall provide the State access to all State-owned documents, materials, reports, and other
work in progress relating to the Contract. Upon expiration or termination of the Comract with the
State, NaphCare shall turn over all State-owned documents, material, reports, and work in progress
relating to the Contract to the State at no additional cost to the State. Documents must be prowded in
both printed and electronic format

RECORDS RETENTION AND ACCESS REQUIREMENTS

NaphCare shall agree to the conditions of all applicable State and federal laws and regulations, whlch
are incorporated herein by reference, regarding retention-and access requirements, including without:
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
Contractor Records Retention. .

NaphCare and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. NaphCare and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be
kept for one (1) year following the termination of all Imgatlon including the termination of all
appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. NaphCare shall include the
record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and

pract:ces related to NaphCare’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

ACCOUNTING REQUIREMENTS

NaphCare shall maintain an accounting system in accordance with Generally Accepted Accounting
Principles (GAAP). The costs applicable to the Contract shall be ascertainable from the accounting
system and NaphCare shall maintain records pertaining to the Services and all other costs and
cxpendltures :

Exhibit D — Administrative Services Page 13 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
_EXHIBIT E
[MPLEMENTATION SERVICES

1. STATE MEETINGS AND REPORTS
The State believes that effective communication and reporting are essentml to Project success.

NaphCare Key Project Staff shall participate in meetings as requested by the Smte, in accordanece
with the requirements and terms of this Contract.

A. Introductory Meeting: Pearticipants will include NaphCare Key Project Staff and State Project
leaders from both Department of Corrections and the Department of Information Technology.
This meeting will enable leaders to become acquainted and establish any preliminary Project
procedures.

B. Kickoff Meeting: Participants will include the State and NaphCare Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

C. Status Meetings: Participants will include, at the minimum, NaphCare Project Manager and the
State Project Manager. These meetings will be conducted at least weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A
status and error report from NaphCare shall serve as the basis for discussion.

D. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a
weekly basis, in accordance with the Contract.

E. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address Speclf ic issues. :

F. Exit Meeting: Participants will include Project leaders from NaphCare and the State.
Discussion will focus on lessons Ieamed from the Project and onfollow up options that the State
may wish to consider.

The State expects NaphCare to prepare agendas and background for and minutes of mectings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be NaphCare’s responsibility.

The NaphCare Project Manager or NaphCare Key Project Staff shall submit monthly status reports in
accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. NaphCare's Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. NaphCare shall produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan, |
2. Deliverable status;
3. Accomplishments during weeks being reported

Exhibit E - Implementation Services Page 14 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS . ..
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART3 -
EXHIBIT E
IMPLEMENTATION SERVICES . .

4, Planned activities for the upcoming two (2) week period;

5. Future actwntles,
6. Issues and concems requiring resolution; and
7. Report and remedies in case of falling behind Schedule.

As reasonably requested by the State, NaphCare shall provide the State with information or reports
regarding the Project. NaphCare shall prepare speclal reports and ‘preséntations reiating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested
by the State, all at no additional cost to the State.

IMPLEMENTATION STRATEGY

2.1

2.2

KEY COMPONENTS

NaphCare shall employ an [mplementation strategy with a timeline set forth in accordance
with the Contract Agreement DOC 2014-051 — Consolidated Exhibits, Exhibit 1, Work Plan.
NaphCare and the State shall adopt a change management approach to identify " and plan key
strategies and communication initiatives. -

The NaphCare team will provide training templates as defined in the Training Plan, which
will be customized to address the State's specific requirements. Decisions regarding format,
content, style, and presentation shall be made early on in the process, by the State,
providing sufficient time for development of material as functionality is defined and
configured.

NaphCare shall utilize an approach that fosters and requires the participation of State
resources, uses their business expertise to assist with the configuration of the -applications,
and prepares the State to assume responsibility for and ownership of the new system A
focus on technology transition shall be deemed a priority.

NaphCare shall manage Project execution and provide the tools needed to create and manage
the Project’s Work Plan and tasks, manage and schedule Project staff, track and manage
issues, manage changing requlrements maintain communication within the Project Team,
and report status. :

NaphCare shall edopt an lmplementati.on time-line aIiéned with the State’s required time-line.

TIMELINE
The timeline is set forth in the Contract Agreement DOC.2014-051 - Consolidated Exhibits, '
Exhibit [, Work Plan. During the initial planning period Project task and resource plans will be
cestablished for: the preliminary training plan, the change management plan, communication
approaches, Project standards and procedures finalized, and team training initiated.

Exhibit E - Implementation Services : Page 15 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBITE .
IMPLEMENTATION SERVICES

22.1 PROJECT INFRASTRUCTURE

The focus of the Project infrastructure work phase is the acquisition and
Implementation of the Project’s development and production hardware infrastructure.

222 IMPLEMENTATION

Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. '

Processes will be documented, training established, and the application wiil be ready
for Implementation in accordance with the State's schedule.

Implementation shall be piloted in one area/office to refine the training and
Implementation approach, or the State shall choose a one-time statewide
+ Implementation.

2.2.3 CHANGE MANAGEMENT AND TRAINING

NaphCare's change management and training services shall be focused on developing
change management and training strategies and plans. Its approach will rely on State
resources for the execution of the change management and end user training.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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NaphCare shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

1. TESTING AND ACCEPTANCE

NaphCare and the State shall jointly own responsibilities for the full suite of Test Planning and
preparation throughout the Project. As such, NaphCare will provide training as necessary to the State
staff responsible for test activities. NaphCare shall be responsibie for aspects of testing contained in
the Acceptance Test Plan including support, at no additional cost, during User Acccptancc Test
conducted by the State and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan, The created Test Plan will be prepared for Software functions and/or modules that were
customized as a part of the requirements gathering process pre-acceptance testing.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and
execution of Unit Tests, System Integration Tests, Installation Tests, Regression Tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State during User Acceptance
Test anid Implementation.

In addition, NaphCare shall provide a documented process for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified dunng test
exccution. NaphCare shall also correct Deficiencies and support required re-testing.

Finally, the TechCare® EHR software System is ONC certified by the Federal Government as a
Complete EHR. The certification process covers all aspects of the test methodology below, in detail.
As such, NaphCare shall focus testing on changes and: or customizations to the software System
requested by the State and developed by NaphCare as a part of the implementation process. The
Requirements Document that outlines all requested changes shall, accordingly, be the driver for all
testing activities, scenarios, etc.

1.1 TEST PLANNING AND PREPARATION

NaphCare shall provide the State with an overall Test Plan that will guide all testing. The
NaphCare provided, State approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix to
associate individual customization with test activities, test variants, test scenarios, test cases,
test Data, unit tests, expected results, and a documented process for reporting actual versus
expected results as well as all errors and problems identified during test execution.

As identified in the Aéceptance Test Plan, and documented in accordance with the Work Plan
and the Contract, State testing will commence upon NaphCare’s Project Manager’s
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Certification, in writing, that NaphCare’s own staff has successfully executed all prerequisite
NaphCare testing, along with reporting the actual testing results, prior to the start of any testing
executed by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test data, test plans and expected results.

The State will commence its testing within five (5) business days of receivitig Certification
from NaphCare that the State’s personnel have been trained and the System is installed,
confi gured complete and ready for State testing, The testing 'will be conducted by the State in
an environment independent from NaphCare’s development environment.. NaphCare must
assist the State with testing in accordance with the Test Plan and the Work Plan, utilizing test
and live Data to validate reports, and conduct stress and performance testing, at no additional
cost.

Testing begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the
State.

NaphCare must demonstrate that their testing methodology can be integrated with the State
standard methodology.

1.2 . UNIT TESTING .
In Unit Testing, NaphCare shall test the appllcatxon components on an 1ndw1dual basis to
verify that the inputs, outputs, and processmg logic of each. application component functions
without errors. Unit testing is performed in either the development or testing environment

maintained by NaphCare.

The goati is to find errors in the smallest unit of software before logically linking it into larger
units. If successful, subsequent testing should only revéal errors related to the integration
between application modules.

The NaphCare developer, who is responsible for a specific unit of work, will be responsible for
conducting the unit testing of their modules.

Actlvity - | Develop the scnpts needed to unit tect mdmdunl appllcanon modu!es. mterfaoe(s)
‘Description . | and othercomponents
- NaphCare For apphctmon modules and- mterﬁees the NaphCare team will ldentlf’y applicable
Team = test scenarios and installdtion instrugtions, adapt them to the’ Project specifics, test
Responsibilities | the procéss, and compare with the documented expected results.
Work - .| Unit-Tested Modules that have been tested to verify that the inputs, outputs, and
Product processing logic of each application module functions without errors. ‘Individual
Description detailed test scenarios and installation guides list all the required actions and data
) to conduct the test, the process for test execution, and the expected results.
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SYSTEM INTEGRATION TESTING

The new System is tested in integration with other application systems (legacy and service
providers) in a production-fike environment. System Integration Testing validates the
integration between the individual unit application modules and verifies that the new System
meets defined requirements and supports execution of-interfaces and business processes. The
System Integration Test is'performed in a test environment maintained by the State.

Thorough end-to-end testing shall be performed by the NaphCare team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes
and the flow of information across epplications (IF APPROPRIATE). It includes all key
business processes and interfaces being implemented, confirms data transfers with external
parties, and includes the transmission ‘or printing of all electrénic and paper documents.

[

ActtvltyDescrlption ;Systems Integration. Testing validates ‘the -integration betwoen .the target

. __,spphc'aﬂon‘ ‘modules and other systams and veriﬁes that the now. Systcm meets -
i .| “defined}interface requiremetlts ‘and supports- execution ‘of businéss processes.

| “Thiis tést emiphasizes end-to-¢nd buisiness procésses' dnd.the flow of information
across the application. It includes all key business processes and -interfaces’
being implemented; conﬁ:ms data transfers with external parties, end mcludes
:the tranismission or printiqg of all electronic and paper documents.

.]-

NaphCare Team ¢  Take the lead in developing the Systems Integratlon Test Spectﬁcanons

Responsibilities.. - | o Work jointly with the State to develop and load the data profiles to suppart
- G the test Specifications. .
. s |- e Work jointly with the Stete to validate components of the test scenarios.
State ~ ".|.¢ Work jointly with NaphCareto develop the smems Integmion Test

'Responslbllltlu | - Specifications.

¢  Work jointly with- Naj Caretodovc!opand loadﬁledntaproﬁlwto
support the test Specifi . ’

»  Work jointly with NaphCare to validate’ components of the test scenarios,
niodifications, fixes and other System interactions with the NaphCare

" supplied Software Solution.
Work Product . | e The Integration-Tested System indicates that all interfaces between the
_Ducriptlon 1| . opplication and the legacy and third-party systems, interfaces, and

applications are functioning properly.

1.4 RESERVED

1.5 INSTALLATION TESTING
In Installation Testing the application components are installed in the System Test
environment of the State to test the installation routines and are refined for the eventual
production environment. This activity serves as a dry run of the mstnllatton .steps in
preparation for conf iguring the production system.
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1.6 USER ACCEPTANCE TESTING (UAT)
UAT begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testmg ends upon issuance of a letter of UAT Acceptance by the
State.

NaphCare’s Project Manager must certify in writing, that NaphCare s own staff has
succcssfully executed all prerequisite NaphCare testing, along with reporting the actual testing
results prior to the start of any testing executed by State staff.

The State shall be presented with all testing results, ‘as well as written Certification that
NaphCare has successfully completed the prerequisite tests, meeting the defined Acceptance
Criteria, and pcrformance standards. The State shall commence testing within five (5) business
days of receiving Certification, in writing, from NaphCare that the system is installed,
conﬁgured complete and ready for State testing. The State shall- conduct the UAT utilizing
scenarios developed as identified in the Acceptance Test Plan to validate the functlonahty of the
System and the-interfaces, and verify Implementation readiness. UAT is performed in a copy of
the production environment and can serve as a performance and stress test of the System. The
User Acceptance Test may cover any-aspect of the new System, specifically related to software
functionality.  Testing auxiliary systems, such as backup and recovery, are the joint
responsibility of NaphCare and the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the
production environment. The User Acceptance Test verifies System functionality against
predefined Acceptance criteria that support the successful executlon of approved business
processes.

UAT will also serve as a performance and stress test of the System it may cover any aspect of
the new System, including administrative procedures such as backup and recovery. The results
of the UAT provide evidence that the new System meets the User Acceptance cntcna as
defined in the Work Plan.

The results of the User Acceptance Test prov:de evidence that the new System meets the User
Acceptance criteria as def'med in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a
letter of UAT Acceptance and the respective Warranty Period shall commence.

2

Activity Description . [ The System ‘User Acteptance Tests verify System furictionslity against
© 0 0t | Vpredefined Acceptancs; criteria that sipport’ the” successml execution of

approved processes.
NaphCare Team ‘| » Provide the State an Acceptancc Test Plan and selocnon of test
Responsibilities " scenarios for the Acceptance Test.

o Monitor the execution of the test scenarios and assist as needed during |
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mi| e the User Aooeptance Test activnies :

ey Work jointly - mth!the Stite in determining the required .actions for -
A AT L problmmohmom
State Responsibilitles | »  Approve the development of the Uw Acceptance Test Plan lmd the
e -wtofdatnforusedmmgﬂ:eUserAcoeptnnoeTm -
e I Y .;ValjdatetbeA nce Test environment.- .

® . Bxecute” the “test scennnos ‘and conduct User Acceptance Test

uctmtiea - '
. Documem and summarize Aeceptance Test resuits.
. Work jointly with .NaphCa.re in detcrmmmg the required actions for

_problem resolution! -
; s - ProvideAcceptnneeofthovnhdatedSystems
' Work Prodnct " ’| The Deliverable for User Acceptance Tests is the User Acceptanee Test

Descrlption : Results. These results provide evidence that the new System meets the
_ User Acceptance criteria defined in ﬂ:le Work Plan.

1.7 PERFORMANCE TUNING AND STRESS TESTING
NaphCare shall develop and document hardware and Software confi guratlon and tuning of the
infrastructure as well as assist and direct the State’s System Administrators and Database
Administrators in confi iguring and tuning the infrastructure to support the software throughout
the Project.

1.7.1 SCOPE
The scope of Performance Testing shail be to measure the System level metrics
critical for the development of the applications infrastructure and operation of the
applications in the production environment. Tools and resources utilized to conduct
performance testing within the State’s environment will be the responsibility of the
State. .

It will include the measurement of response rates of the application for end-user
transactions and resource utilization (of various servers and network) under various
load conditions. These response rates shall become the basus for changes and retesting
until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production envirbnmcnt and
shall use a copy of the final production database to provide the best results.

1.7.2 TEST TYPES .
Performance testing shall use two different types of testing to determine the stability of
- the application. They are baseline tests and load ‘tests.-
a)  Baseline Tests: Baseline tests shall collect performance data and load analysis
by running scripts where the output is broken down .into business transactions or
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functions. The test is like a single user executing a defined business transaction,
During baseline testing, each individual script is run to establish a baseline for
transaction response time, throughput and other user-based metrics.

b) Load Tests; Load testing will determine if the behavior of the System can be
sustained over a long period of time while running under expected conditions.
Load test helps to verify the ability of the application environment under
different load conditions based on workload distribution. Systcm response time
and utilization is measured and recorded.

1.7.3 TUNING ‘

Tuning will occur during both the development of the apphcat:on and load testing,
Tuning is the process whereby the application performance is maximized. This can be
the result of making code more efficient during development as well as making tuning
parameter changes to the environment. Responsibility for completing the tuning
process as it relates to hardware and infrastructure will be joint, Responsibility for
completing the tumng process as it relates to the System software will be held by
NaphCare. :

1.8 REGRESSION TESTING

As a result of the user testing activities, problems will be identified that require correction. The
State will notify NaphCare of the nature of the testing failures in writing. NaphCare will be
required to perform additional testing activities in response to State and/oi user problems
identified from the testing results. Regression testing means selective re-testing to detect faults
introduced during the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly affected)
System components still meet their specified requirements:

A. For cach minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

B. NaphCare shall notify the State-no later than five (5) business days from NaphCare’s
receipt of written notice of the test failure when NaphCare expects the corrections to be
_completed and ready for retesting by the State. NaphCare will have up to five (5) business
days to make corrections to the problem unless specifically extended in writing by the
State.

C. When & programming change is made in response to a problem identified during user
testing, a regression Test Plan should be developed by NaphCare based on the
understanding of the program and the change being made to the program. The Test Plan
has two objectlves

1. Validate that the change/update has been properly. incorporated into the .program; and
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2. Validate that there has been no unintended change to the other portions of the
program.

D. NaphCare will be expected to:

1. Create a set of test conditions, test cases, and test data that will validate that the change
has been incorporated correctly;
.2. Create a set of test conditions, test cases, and test data that will val:date that the
unchanged portions of the program still operate correctly; and
3. Manage the entire cyclic process.

E. NaphCare will be expected to execute the regression test, provide actual testing results, and
certify its completion in writing to the State prior to passing the modified Software
application to the users for retesting.

In designing and conducting such regression testing, NaphCare will be required to assess
the risks inherent to the modification being implemented and weigh those risks againist the
time and effort required for conducting the regression tests. In other words, NaphCare will
be expected to design and conduct regression tests that will identify any unintended
consequences of the modification while taking into account Schedule and economic
considerations.

1.9 SECURITY REVIEW AND TESTING

iT Security involves all functions pertaining to the securing of State Data and Systems through
the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

As an ONC Certified Complete EHR, the software System. has attested to- and undergone
federally mandated security testing. Results of this testing will be provided to the State. All
further security testing, as outlined below, will be a joint.

All components of the Software shall be reviewed and tested to ensure they protect the State’s
hardware and software and its related Data assets. Tests shall focus on the technical,
administrative and physical security controls that have been designed into the System
architecture in order to provide the necessary confidentiality, integrity and availability. Tests
shall, at a minimum, cover each of the service components Test procedures shall include
penetratnon tests (pen tests) and review.

Service Component Defines the set of capabilities that:
Identification and Supports obtaining information about those parties attempting to
Authentication log onto a system or application for security purposes and the
. validation of users
Access Control Supports the management of permissions for logging onto a
Exhibit F — Testing Services ) ' : Page 23 of 121

DolT Template 8/22/14
Authorized NaphCare [nitials Z{ !



STATE OF NEW HAMPSHIRE
DEPARTMENT OE CORRECTIONS:
ELECTRONIC HEALTH RECORD:SYSTEM.
CONTRACT 2014:051:PART.3

EXHIBIT E
“TESTING SERVICES.
_ . __computer or network, L
Encryption, Supports the éncoding ol data for.securlty purposes
Tntrusion:Detection. | Supports the:detection.of illegal entrance into a:computer system' .
‘Verification h Suppoits the coifirmation of lalithority 1o enter .a, (computer
. .| system, applicalion or, nétwork: .
Digital Sighature Guarantees the-unaliered state of a file
‘User'Management ‘Supports the. -adminisiration of computer ;application: :and
| Hetwork accounts-withiin an.organization:
Role/Prwnlege ‘Supports the granting; of. abilities to users or; ‘groups. of users of a
Management computer, appllcatlon or network, * '
-Audit' Trail- Caplure and. | Supports the-identification and tmomtorlng ‘o activities w1th|n an
[ Analysis application orsystem
' Input Validation Ensures:the appllcatlon 8. protected from.buffer overflow, cross-
site; -scnptmg, SQL injection; and unauthorized access 'of files
and/or directories on theserver.

“Tests shall focus on the technical, admmnstratwe and, physncal secunty .controls that have been
designed’into the System ; archltecture m order'to provide the necessary. conﬁdentmllty, integrity-
and. ‘availability., Tésts shall at a inifimum, cover gach of the SErVICE: components Test

procedures:shall include 3% ‘party:Penctration Tests.(pen-test) and-code: analysm and.review..

Prior-to: the System ;being moved into producticn NaphCare. shall - prowdc résults of all ‘sécurity:
testing to the Department of Information TechnOIOgy f'or review:and Acceptance. All Soﬂware:
and. hardware shall be free of mahcnous ¢ode (malware)

1.10 PENETRATION TESTING. -
IT Security involves all functions pertainingto the secufing of State Data and.Systéms through
the:creation and definition‘of security po]|c1es proceduresand controls covering such areastas
ideiitifi catlon, authentncatton afid non- repudlatlon

As an ONC Certified, Complete , EHR, the' softivare- System has atiésted 1o anid undergonc
federally mandated:secunty testmg ‘Results of this testing will be provided to the: State:. All
further penetration: testmg, asroutlmed bélow, will be:a joint responsrblhty

1.i0.i PENETRATION TESTING SHALL INCLUDE

lmplement a methodology for. penetratlon testing that includes. the followmg
- 1s based on mdustry-accepted penetratlon testing approaches. (for
example, NIST SPB0O- L. 15);
- Includes coverage:for the.entire CDE: penmeter and critical syslems;
- Includes testin _g_from both inside and outside the network;
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- Includes testing to validate any segmentation and scope-reduction controls;

- Defines applicaticn-lnyer penetration tests to include, at a minimum, the
vulnerabilities listed in Regitirement 6.5;

- Defines network-layer penetration tests to include components that support
network functions as well as operating systems;

 Includes review and consideration of threats and vulnerebilities experienced.in
the last 12 months; and

- Specifies retention of penetration testing results and remediation activity
results.

Note: This update to Requiremens 11.3 is a best practice until June 30, 20135, after
which it becomes a requirement. PCI DSS v2.0 requirements for’ penefrafiou testing
must be followed until v3.0 is in place.

2, Perform exfernal penetration testing at least mnnually .and afer any significant
infrastructure or application upgrade or modification (such as an.operating system
upgrade, & sub-network added-to the environment, or a web server added to the
environment).

3. Perform internal penctration testing' at least ennually and after any significant
infrestructure or application upgrade or modification (such as an operating system
upgrade, 8 sub-network added to the environment, or a web server added to the

environment).

4. Exploitable vulnerabilities found during penetration testing are corrected and testing is
repeated to verify the corrections.

5. If segmentation is used to isolate the CDE from other networks, pcrfcnn penetration

tests at least annually and after any changes to segmentation controls/methods to verify
that the segmentation methods are operational and effective, and isolate all out-of-
scope systems from in-scope systems.

1.11 SUCCESSFUL UAT COMPLETION
Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance

1.12 SYSTEM ACCEPTANCE

Upon comipletion of the Warranty Period, the State shall issue a Letter cf Final System
Acceptance.

d
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1. SYSTEM MAINTENANCE

NaphCare shall maintain and support the System in all material respects as described in the
applicable program Documentation through the Contract end date.

1.1 NAPHCARE’S RESPONSIBILITY
" NaphCare shall maintain the Apphcauon System. in accordance with the Contract. NaphCare
will not be responsible for maintenance or support for Software developed or modified by the
State. '

A. MAINTENANCE RELEASES

NaphCare shall make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1 NAPHCARE'S RESPONSIBILITY
NaphCare will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and
conditions contained herein.

As part of the Software maintenance agreement, ongoing Software maintenance and support
levels, including all new Software releases, shall be responded to according to the following:

A. CLASS A DEFICIENCIES - NaphCare shall have available to the State on-call telephone
assistance, with issue tracking available to the State, eight (8) hours per day and five (5)
days a week with an email/telephone response within two (2) hours of request; or
NaphCare shall provide support on-site or with remote diagnostic Services, within four (4)
business hours of a request; and

B. CLASS A DEFICIENCIES (ON-SITE OR REMOTE SUPPORT) - For all Class
A Deficiencies, NaphCare shall provide support on-site, or with remote diagnostic services,
within four (4) business hours of a request.

2.2 STATES'S RESPONSIBILITY

The State will be the initial line of contact for system users through a "Super Users" program
at each correctional facility. State Service Desk will then diagnose and resolve problems which
clearly relate to State areas of responsibility. Problems which cannot be resolved by State will
be referred to NaphCare. Support for the EHR will be structured in Three (3) tiers. State is
responsible for Tier zero (0),'and one (1), Tier two (2) shall be a joint responsibility; NaphCare

is responsible for Tier three (3) support and services. Definitions of these support tiers are -
provided in the table below.
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Tier Res.ponsibilities
0-Super |e At each location, a State“Super User” will be selected with good
Users ? overall workmg knowledge of computers and the EHR application. These persons
will assist local EHR users with gcneral computer and application problems and
will be able to generally distinguish between hardware, operating system, network
and application errors, If level zero (0) is unable to resolve the problem, it will be .
referred to the Level one (1) Service Desk.
1 — State « Functioning as secondary line of support during normal working hours; resolving
Service service tickets involving system access problems, passwords, system downtime
Desk and errors ' o
«  Provide user assistance in use of the EHR and any related third party software
¢+ Refer as needed any clearly identified problems.to State IT (Tier 2) or the
NaphCare (Tier 3) o
o State After hours support or a designee shall facilitate communications between
NaphCare and State in the event an issue arises after hours. '
2 — State » Troubleshoot al! hardware and network problems ‘
Software * Troubleshoot ali database integrity and performance problems
Support * Responsible for restore from backup, routine maintenance, software updates aﬁd :
enhancement loads
* Resolve operational problems such as scheduling and production
e Maintain all required third party software licenses
 Coordinate problem resolution between all third party vendors - not related to the
EHR application -
¢ Refer as needed any identified problems to NaphCare (Tier3)
3- » Provide "24 X 7" support to diagnose and resolve application errors
NaphCare [e Resolve problems with the EHR applications software including all core
Support functionality, intérfaces and other middleware proposed by NaphCare
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¢ Resolve problems with ahy third party software which has been imbedded

3. SUPPORT OBLIGATIONS AND TERM

3.1

32

33

3.5

NaphCare shall repair or replace Software, and provide maintenance of the Software in
accordance with the Spec'if' cations and terms and requirements of the Contract.

NaphCare shall maintain a record of the activities related to warranty repalr or maintenance
activities performed for the State.

For all maintenance Services calls, NaphCare shall ensure the following information will be
collected and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3) .
action plans, dates, and times; 4) expected and actual completion time; 5) Deficiency
resolution information, 6) Resolved by, 7) Identifying number i.e. work order number, 8) Issue
identified by.

NaphCare must work with the State to identify and troubleshoot potentially large-scale System
failures or Deficiencies by collecting the following information: 1) mean time between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.

If NaphCare fails to respond to a Deficiency within the allotted period of time stated above,
NaphCare shall be deemed to have committed an Event of Default, and the State shall have the

- right, at its option, to pursue the remedies in Contract Agreement DOC 2014-051 — General

Provisions, Section 13, as well as to return NaphCare’s product and receive a refund for all

' amounts paid to NaphCare, including but not limited to, applicable license fees, within ninety

{90) days of notification to NaphCare of the State’s refund request.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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1. REQUIREMENTS

. STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

v

. EXHIBIT H

' REQUIREMENTS

The following requirements table reflects those n:qum:ments listed in Department of Comections RFP 2014-051 Appmduc C-2 and the
'NaphCare response to those requnrcmmts in their Proposal in response to RFP DOC 2014-051.

1.1 BUSINESS REQUIREMENTS

St-te Reg_lmnenu

Req #

Requirement Deurlptlon

Criticallty |. .VeRdors

. .. . "

ID Tithe

. [ Shiumlt;‘

PC.1 Care Management

DC1LY Heatth information capture,
management, and review

For those functions relsted to dats capture,
dats may be captured using standasdized
code sets or nomenclature, depending on the
nature of the data, ot captured a3
unstructured data. Care-setting dependent
data is entered by a variety of caregivers,
Details of who entered dats and when it was
captured should be tracked, Data may also
be captured from devices or other Tele-
Health Applications.

Yes

1dentify and maintain &
patient recoed

[H-A RN N

Identify and maintsin a single
patient record for each patient.

Key identifying information is stored and
linked to the patiert record. Static data
elements 3 we!l as data clements that will
change over time are maintained. A lookup
function uses this information to uniquety
identify the patient,

DC.1.1.2 Manege patient

demographics

Capture and maintain
demogrephic infarmation.

Where appropriate, the data

v

Contact info including

and phone pumbers, s well as key

demographic information such as date of

Exhibit H - Requirememn:s
Dol T Template 8/22/14

Authorized NaphCare Initials ng ’

Page 29 of 121



STATE OF NEW HRAMPSHIRE
DEPARTMENT OF CORRECTIONS

ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051-PART 3
‘ EXHIBIT H
REQUIREMENTS

i ey i, . i

_State Requirements

Req # . Requirement Descriptica

Criticallty

eyt

Vendor. LEDelivery

Sadamb s ianndel o i amansiendany =

D Title Ststement Description

should be clinically relevant, birth, pex, and other Information is stored
reportable and trackable over | and maintained for reporting purposes and
time. for the provision of care.

System
Interface and
additions)

DC.LL3 Manage Summasry Lists Create and maintein petient- Patient summary lists can be created from
specific summary lists that are | patient specific data and displayed and
structured and coded where maintained in 2 summary format The
appropriate, functions below ere important, but do not
exhaust the porsibllities,

Yes

DC.1.13.1 | Manage Problem List Create and maintsin petient- A problem list may Include, but is not
specific problem lists. limited to: Chronic conditions, disgnoses,
- suicide risk or symptoms, fimctional
limitations, visit or stay-gpecific conditions,
diagnoses, or symptonis, Problem [ists are
mansged over time, whether over the course
of & visl or stay or the life of a patient,
allpwing documentation of historical
Information and tracking the changing
character of problem(s) and their priority,
All pertinent dstes, inctude date noted or
disgnosed, datey of ey changes in problem
specification or prioritization, and date of

Yes

resolution are stored. This might include

Exhibit H — Requirements
DolT Template 8722/14
Authorized NaphCare Initiats 5%
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
' CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREM]‘::NTS
YT T —
Req ¥ Requirement Description Criticatity y i
B e T e Rt o
R timg stamps, where useful and

The entire probiem history for any problem
in the list Is vicwable.

DC.1.1.3.2 | Mansge Medication List . | Creste ind maintain patient.
! specific medication lists,

Medication lists are managed over time,
whether over the course of a vislt or stay, or
the lifetime of u patient. All pertinent dates,
Including medicatlon start, modification,
and end datsy are stored. The entire
medication history for say medication is
viewable, Medication lists are not limited 1o
medication orders recorded by providers,

procedures and processes shall be s pant of
the EHRS. :

Yes

DC.1.1.3.3 | Manege Allergy and Creste and maintain patient-
Adverse Reaction List specific allergy snd adverse
reaction lists,

Allergens, including imrmmizstions, and
substances wre identificd and coded
{whenever porsible) and the list is managed
over time, All pertinent dates, including
patient-reporied events, are stored end the
description of the patient allesgy and
adverse resction is modifiable over time.
The entirc allergy history, including
reaction, for any allergen is viewable, The

Yes

- Exhibit H — Requirements-
DoIT Template 8/22/14
Authorized NaphCare Initials
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS

0 A .
AR T, PR

State Requirements —

Req ¥ Requirement Description Critleality | di
m Title Statement Description

list{s) inchude drug resctions that ere not

classifiable &3 a true allergy and

intolersnces to dictery or environmental

triggers. Notations indicating whether item

is paticot reported and/or peovider verified

are suppoied.

DC.1.1.4 Manage Ptient History ‘| Capture, review, and ranage | The history of the current iliness end patient | Mandstory | Yes Through
medlcal hwmmwmmw ., record history
social and fxmily history diagnoses, surgerics and other procedures on main
Iluding the capture of performed on the patient, including an screen,
pertinent positlve and mmunization history, and relevant heatth
ncgative histories, patient- conditions of family members is captured
reported or externally through such methods as paticnt reporting
lvalllblepuiemclmwal . (for cxemple Interview, medical alert band)
history. or electronic or non-electronic historical

data. This data may take the form of &
positive or a negative such as: "The
paticnt/family memnber bus had...* or “The
patient/family member has oot had .~
When first scen by 8 beatth care povider,
patients typically bring with them clinical
information from past encounters. This and
similar information is captored and
presented alongside locally cagrured
documentxtion snd notes wherever
sppropriste. : .

DC.1.1.S Summarize Health Record | Present a chronological, [ Akey festure of an clectronic health record | Mandatory | Yes Through
filterable, and comprehensive | s its sbility 10 present, summarize, filter, patient
review of » patient's EHR, and facilitate scarching through the large summary.
which may be summarized, | amounts of data collected during the
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS ,
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS
State Requirements , _
g Y Lot . e
Req ¥ Requirement Description 2, &ypﬂ?%‘
. - . e i 2 PR P MR P PP Y ST PPV o ) i b
D Tt Statement Description N
subject W privacy and provision of patient care. Much of this data
confldentiality requirements. | is date or date-range specific and should be *
’ ' prescated chronologically. Local - 2
confidentiality ruley that prohibit certain
, users from accessing certain paticnt 7
_ . . | informstion must be supported. . * i
DC.1.1.6 Marsege Clinical Create, addend, cormect, .| Qlinical documents end potes may be Mandatory { Yes Through
Documents end Notes nuthenticate and close, &5 | created in a namrative form, which may be terapiates end
needed, tranacyibed or /| based on a templste. The documents may . SOAP pores.
directly-entered clinieal also be structured documents that result in :
documentstion and notes. ¢ | the caprure of coded data. Each of these
forms of clinical documentation ere
important and sppropriate for dlfTerent users
and situstions.
DC.1.L.7 Capture External Clinical Incorporate clinical Mechanisms for Incorporating external Mandatocy | Y Through
Documents documentetfon fom extemal | clinical documentation (including attach records
SOUTCES, Identification of source) such 5 image module.
documents and other clindcally relevent dats
mrs wvailable. Dats incorporated through
these mechanisms bs presented slongside .
iocally ceptyred documentation end notcs
wherever & EHRS system shat|
bave print capebility for record relesse
DC.L.1.8 Caprure Patient-Originated | Capture end explicitly label It is critically important 10 be able w Mrndatory | Yes As defined
Data patient-provided and patient- | distinguish patient-provided and patient- . during form
entered clinical dats, and entered dats Bom clinically suthenticsted custxnization.
Support provider data Patients may provide dats for entry
Exhibit H — Requirements Page 33 of 121
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STATE OF NEW HAMPSHIRE
DEFARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS
State Reqoirements
Reg ¥ Requirement Description
. Ly T iagnia P P S ST o i
ID Title Statement Description
authentication for inclusion in | into the health record or be given a
patient history. mechanism for entering this data directly.
Putley d data intended for use by
care providers will be availahle for their
use.
DC.1.1.9 Capture Patient end Capture patient and guardian | Patient and guardisn prefeyences regarding | Mandxtory | Yes Through
Guardian Preferences prefereaces st the point of issucs such as language, religion, cutnure, mate
care. etoeters - muy be importent to the delivery additiona!
: of care. [t is Important to capture these &t information,
the point of care s0 that they will be
available to the provider.
| DC.1.2 Care Plany, Guidelines, and Pri K E
DCa21 Prescnt Caro Plany, Present organizational Cage plans, guidelines, and protocols may Mandstory | Yes Through
Guidclines, and Protocols | guidelines for patient carcas | be site specific, commuanity or industry- Chronic Care
sppropriate to support order - | wide standards. They may need to be Module.
entry and clinfca! oanaged &IOS ORC OF MOre providers.
documentation, ¢.g. ACA, Tracking of implementation or spproval
NCCHC, JACHO, NH court dates, modificetions and rclevancy to
orders and decroes. specific domaing or coatext i3 provided, g
ACA, NCCHC, JACHO, NH court orders
and decrees.
DC.122 Minage Guidelines, Provide adrainistrative tools Quidelines or pr ks cray in goals M Yes
Protocols and Patient- for organizations to build care | or tergets for the patient, specific guidance \
Specific Core Plans. plans, guidelines and to the providers, suggested orders, and
protocols for use during nursing interventions, among other items,
’ patiesis care plenning and care, ' )
DC.1.2.3 Generate and Record Generate and record patient When a patient I3 scheduled for a test, Mandstory | Yes Through
Patlent-Specific specific instructions related to | procedure, or discharge, specific . patient |
[nstructi pre~- and post-procedural and instructions sbout diet, clothing, cducation

-Exhibit H - Regquirements. .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART )

EXHIBIT H
REQUIREMENTS

Stats Requirements

'Vu'tdor

Criticality |

Vesdor <]

Requirement Deseription

PR S g

‘Respotse!

o

Statemeat

post-discharge requirements.

tensportation essistance, convalescence,
follow-up with physician, cicetera. msy be
generated and recorded, including the

module, -

DC.A3 Mecdication Ortlering and

timing reletive to the scheduled cvent

Management
DCIJ.1T | Order Medication

Creste prescripdons or other
medication orders with detail
sdequate for correct filling
and administration. Provide
information regarding
complisnce of medication
orders with formularies,

Different medication orders, inctuding
discontinue, refill, and rencw, require
different levels and kinds of detall, 83 do
medication orders placed in differemt
situstions. The correct details sne recorded
for each situstion. Administration or paticnt
instructions are available for selection by
the ordering ¢linicians, or the ordering
cliniclan Is Baeilitated in creating such
instructions. Appropriste time stamps for all
medication relxted activity are groeraed,
This Includes serics of orders that are pest
of a therapeutc regimen, ¢.g. Rena!
Dinlysis, Oocology, detox. When &
clinician places en order for a medication,
that order may or may not comply with &
formulery specific to the patient's location
or insurance coverngr. if applicable.
Whether the order complies with the
formutsry thould be communicated to the
ordering clinician at an appropriete point 10
allow e ordering clinician to decide
whether 10 continue with the order.
Formulary-compliant alternatives to the

Yes

Through dnig
end cMAR.

Exhibit H — Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS
Stats Requirements Vendor
Reqtt Requirement Deseription Criticality Rvmp E*;.ig ::vadg‘ ;| Comments
b Tithe Statement Description .
medicstion being ondered may also be
presented. Supports non-clinical forme
DC.1.3.2 Mansge Mcdication Presen! to eppeopriste -| In a setting in which medication ordersare | Mandatory | Yes Through
Administration clinicians the list of 10 be administered by a clinlcizn rather than eMAR
medications that are 10 be the patlent, the necessary information is
adminisiered to s patient, presented including: the list of medication
.| under what cireumstances, orders that are 10 be administered;
anxd capture sdministration sdministration instructions, times or other
details. : conditions of administration; dosc and
route, etcetern. Additionalty, the cliniclan is
bl to record what actually was o was not
sdministered, whether or not these facts
conform to the order. Approprimce lime
stamps for all medication related activity
- 1¢ penerated,
DC.1.4 Orders, Referrals, and Resolty Management
DC.1.4) Place Patient Care Ovders Capture and rack orders Orders that request actions o items can be | Mandatory | Yes Through
- based on input from specific capturced end tracked, Exarmples include trestments.
carc providers. orders (o transfer s paticnt between unhs, o
tmbulste a patient, for medical supptics,
-, durable medical equipment, bome IV, and
diet or therapy orders. For each orderable
ltem, the sppropriste deteil, inctuding onder
Identification and instructions, can be
captured. Orders should be communicated
10 the correct reciplent for completion If
. appeopriae. .
DC.1.4.2 Order Disgnostic Testy Subxmii disgnostic test orders | For each orderable item, the appropriate Mandatory | Yes | Through
. . . ‘| based on input from specific detafl end instructions must be available for disgnostic
Exhibit H — Requirements Page 36 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS

State Requlﬁmcnu

Vendor

Req ¥

Requirement Desa'ipﬂﬂn

Criticality

~Veador |
yeador

L . L

. X

care providers.

the ordering coe provider 1o corplete,
Onders for disgnoatic tests should be
trangmiited to the correct destinathon for
completion or genersts appropriste
requisitions for communication to the
rebevant resulti

DC.1.43

Provide order scts based on
provider lnput or systcm

Onder sets, which muy include medication
orders, allow & care provider to choose
common orders foc a particuler
circumstance or discase state acconding 1o
best practice or other criteria
Recommended order scty may be preseated
bascd on patient data or other contexts,

Yes

DC.1.44, Manage Refermls

Enable the origination,
documentiion and tracking of
refomals. -

Documentstion and tracking of a referrad
from ove care provider to another by
wupponied, whether the referred 1o or
referring providers are intemal or extornal
to the healthenre organization. Guidelines
for whethver a particular referral fora
pasticular patient is eppropriate in s clinica)
contexi and with regerd to administrative
factors such as innmance may be provided
to the care provider a1 the time the refermal
fs created.

Through sick
call

and/or offyite

DC.1A4S | Manage Results

Routte, manage end present
current and historical test
results 1o appropriate clinfesl
personnc| for review, with the
abiliry w filter and compere

| resuls

Rexults of tests are presented in &n casily
scoessible manner and 1o the appropeiste -
care providers. Flow theets, graphs, or other
tools sllow care providers to view or
uncover trends in test data over time. In
addition to making results viewable, it is

Yes

Through
dashboards.

Exhibit H — Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS

State ﬁaqulnments

Req ¥

Critieaity |.

A ELAT

et dia,

Requirement Deseription

R R Y O TP T UEY 7 g 1.

Statsment

often necenary to send results o
spproprizte care providers using sn
elecronk: metsaging systems, pagers, or
other mochanism. Resuls may also be
routed to patients edectroaically or in the
form of a letter. Documentetion of
not!fication ks dawcd.

Ordez Blood Products aad
Other Blologics

DC.1.48

Communicate with
sppropriato sources or
registries to onder blood
products or other biologics.

Interact with a blood bank sysiem or other
souTce 1o manage onders for blood products
or other biologics. Use of such products in
the provision of care is captured. Blood
bank or other functionality that may come
under feden! of other regulation (such as by
the FDA in the United States) is not
required; functional communication with
such & system is required,

| intertace

defined during
gathering.

DC.1.3.1 Manage Consents and
Authorizstions

| PC.LS Consents, Authorization and Directives

Trestment decisions are documented and
inchade the extent of informstion,
verification levels end exposition of
trestment options. This documentation
belps ennsre that decisions made &t the
discretion of the patient, guardisn, or other

govern the actusd care that |

responsible party
is delivered or withheld.

Yes

A

32 Mznage Patient Advance
Directives

Capture, maintain and provide
access Lo patient advance
directives.

P:ﬂuuadvmmpmida
DNR orders can be captured as well as the
date and circumstances under which the
directives were received, and the locatkon of

.| Yes

custom forms.

any paper records of sdvance directives as

Exhibit H - Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS

State Requirements

Req ¥ Requirement Description Criticality |- .~
D Title Statsment Description
sppropriste.
DC.2 Clinical Support
DC1IM Health Information to Enable Daciston Support :
DC2M1 Suppont for Stendsrd Offer promprs 1o suppon the * | When s cliniclen fills out &n assessment, -Mandsiory | Yes Through
Asscsments adherence to care plans, dats entered triggers the system Lo prompt customization
guidelines, and protocols & the asscssor to consider issucs el would of nursing
the point of information hetp atsure o completo/accursic exscsement protocols,
capture. A simple demographic valuc or presenting templates,
problem (o combination) could provide s guidclines,
template for data gathering that represents and standard
best practice In this situstion, e.g. Type 1l acITMONL
diabetic review, full and 70+, rectal forms defined
bleeding erceters. As another example, to during
t the use of restraints, requirements
&n online alert I3 presented defining the gathering.
. requirements for & behavioral health
. . - resiraint when it bs sclected. !
DC21.2. Support for Patient Offer prompts beaed on When o clinician {illy out en exsessment, Mandaiory | Yes
Contexi-Enabled patient-specific data at the daia entered s matched againe data already
Asscssments point of information capture. in the system to identify potential linkages.
For cxample, the system could scan the
dication list end the knowledge bascio |
sce if any of the symptoms sre side cffects
of medication already prescribed. Important
but rere diagnoscs could be brought to the
.| doctor's attention, for instence ectopic
pregnancy in & womaen of child bearing age
: who has abdominal pain, .
DC213 Support for Identfication | Identify trends thal may kead | When personal health information i3 Mandatory | Yes
of Potcntial Problems and 1o significant problems, and collected directly during = patient visi: input
Exhibit H — Requirements Page 39 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
"CONTRACT 1014-051-PART 3

EXHIBITH
REQUIREMENTS

Stato lhqulrémenh

D || Commesiy |

Req# Requlrement Description
1D Title Statament Description
Trends - provide prompts for by the patient, or scquired from & extermal
consideration. souroe {lab regults), It is important 1o be
able o ideatify potential problems and
trends that may be patlent-specific, glven
the individual's personal health profile, or
changes werrsating further assessment. For
example: significant trends (lab results,
weight): & decreasc in creatinine clearance
for a petient on metformin, or en ebnormal
increase in INR for & paticnt on warfkrin,
DC.2.0.4 Support for Patient and Support the integrazion of Decision support functions should permit Yes Through
Quardien Preferences patient and guardisn consideration of patient/guandian additional
preferences into clinkcal preferences and concems, such as with infocmation
decition support at all Language, religion, culture, medication module and
sppropriats opportunities. choice, invasive testing, and advance CDS module
directives. custornization.
DC.2.2 Care Plamy, Guidelines and Protocob
DC.2.2.1 Sepport for Condition Based Care Plany, Guidelines, Protocsls
DC.2.2.1.1 | Scpport for Stsnderd Care | Support the use of appropriste | At the time of the ciinical 3 Yes
Plany, Guidelines, Protocols | standerd carc plans, guidclines | standard care protocols are presented. These
and/or protocols for the may Include site-specific considerations.
, management of specsific
conditlens,
DC2.2.12 | Support for Context- Identify and present the AT the time of the clinieal Yes
Sensitive Care Plans, sppropriate care plans, {problem ldentification), recommendstions
Quidelines, Protocols guidelines and/or protocols for tests, treatments, medications,
for the management of Immuonizations, referrals and evalustions are
specific conditions that are presented based on cvaluation of patiem
patieni-specilic. specific dats, thelr health profils and any
: site-specific considerations. These may be
Exhibit H — Requirements Page 40 of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBITH
REQUIREMENTS
State Requirements -
Req # Requirement Description Critleallty | s
ID Titla Statemest Description -
modified ca the besis of new clinical dets st
subsequet encounters,
DC.2.2.1.3 | Capture Variances from ldentify variances from Varlances from care plans, guidelines, or Mendatory Yes Through CQI
Standard Care Plans, patient-specific and standard | protocols are identified and tracked, with reporting.
Guidelines, Protocols care plans, guidclines, and alerts, notifications end reporty a3 clinically
protocals. sppropriste. This may include systematic
devistions from protocols or variances oa'a
exse by case basis dictated by the patient's
ar circumstances.
DC.221.4 | Support Mansgement of Provide support for the Populstions or groups of paticnts that shere | Mandstory | Yes Through
Patient Groups or management of populations of | disgnoses (such as disbetes or admissions
Populations paticnits that share disgnoscs, | hypertensicn), problems, demographic menagement
problems, demographic characteristics, and medication orders are module.
characteristics, and ctecters, | Identified. The elinlctan may be notificd of N
cligibility for a particular test, therapy, or
follow-up; or results from sudits of
complience of these populations with
di MANKgEment p 0
DC.2.2.1.5 | Support for Rescarch Provide support for the The clinician is presented with protocol- Options! Yes Through
Protocols Reletive 1o management of patients bescd care for patients enrolied in rescarch thronic care
Indtvidusl Puatlent Cere enrolled in research protocols | studies. Sec 5.3.3.1 for support od
and management of patients enrollment of pati in h p Is. admissions
enmolled in rescarch protocols. ' management
modules.
DC221.6 | Suppon Self-Care Provide the patient with Patlents with specific conditions need to Optional Yes Through
. decision support for. self- follow scif-management plans that may . active
management of a condition include schedules for home monitoring, lab problem besed
between patient-provider tests, and clinical check ups; patient
encouniers, recommendations sbout nutrition, physical information is
activity, tobsceo use, etocters; and guidence on
Exhibit H - Requirements " Page 4] of 121
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS
State Requirements Vu:dor
Req#® Requirement Description Criticallty va;“"?:. ::%En"ﬂl 1
ID Titie Statement . Deseription -
of remindery about medications, discharge. |
DC.2.3 Medieation sad Immunization Menagement :
DC.2.3.1 Support for Mediestion #nd Immuntention Orderieg
DC.2.3.1.1 | Support for Drug Identify drug interaction The clinlcian ls sleried 0 drug-drug, drug- | Mandutory Yes TechCure
Interaction Checking warnings &t the point of - sllergy, end drug-food interactions &t levels utilizes Medi-
medication ordering. sppropriste 1o the health care entity. These Span for all
. alerts may be customized to suit the user or drug , dosxe
group. . . end allergy
related
warmings
DC.23.12 | Patient Specific Dosing and | [dentify and peesent The clinician is alerted w drug-condltion Mandatory | Yes
Warnings appropriate dose interactions xnd patient specific
recommendations based on contraindications end wamnings e.g. clile
patlent-specific conditions and | sthiets, pregnancy, brean-feeding or
characteristics 2t the time of occupationsl risks. The preferences of the
medication ordering. patient mary also be presented ¢
reluctance to use an antthiote. Additional
paticnt parameters, including age, Ht, Wt,
BSA, may also be incomporated.
DC.23.1.3 | Medication Rocommend treatment and Offer alternative trestments on the basis of | Mendatory | Yes
Recommendations monitoring on the basts of best practice (e.g. cost or adherence to
cost, local formutarics or guidelines), s peneric brand, & different
therspeutic guidetines and dozage, a different drug. or no drug
protocols. (watchful weiting). Suggest lab onder
monitoring a3 sppropriste. Support
- expedited eatry of serics of medications thet
sz part of & trextment regimen, ie. renal
dialysis, Oncology, transplant medications,
cicetern,
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS
State Requirements A
Req # Requlrement Description “Comments’
ID Title Statement Description
DC2.32 Support lor Medication and | Alert providers in real-time 1o | To reduce medication crrors st the time of Mandatory | Yes
Imowindzathon : potential sdministration errors | administration of a medication, the patient
Administration or Supply such #3 wrong patient, wrong | is positively identified; checks on the drug,
drug, wrong dosc, wrong the dose, the routs and the time arc
route and wrong time in faciliteted. Documentstion is & by-product
sapport of medication of this checking: administration details and
sdminlstration or pharmacy additional patient information, such &3
dispease/supply mansgement | injection site, vital signs, and pein
nd workflow, asscssments, re captured. [n additlon,
access to online drug monogreph .
Information allows providers to check
dewalls about s drug and enhances patient
education. .
DC_2.4 Orders, Referrals, Results and Care Management .
DC2.4.1 Suppont for Non- Tdentify necessary order entry | Possible order entry components include, Mandstory Yes Defined in
Medication Ordering componenty for non- but ere not limited 1o: missing results templates and
medication orders that make required for the order, suggested corollary orderediutilize
the order pertinem, relevant orders, notification of duplicate orders, d in SOAP
and resource-conservative 1 instinsdon-specific order guidelines, notes.
the time of provider onder guideline-bised orders/order scts, order
entry; flag sny inspproprisc scts, order reference text, patient diagnosis
orders based on patient specific recommendations pertaining to the
profile. order. Also, wernings for orders that may be
Insppropriste or contraindicated for specific
patients (eg X-ruys for pregnant women)
are
DC.242 | Suppon for Result Evaluste results and notify Possible result interpretations include, bt | Mandatory | Yar Through
Interpretation provider of resuts within the | are not limited to: abnormal result . dashboard.
of the patient's clinkcal | evalusiion/wotification, rending of results
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State Requirements

Req ¥

Requirement Description

Criticality [

L . .

[ omacs

.Stltunmt

dsta.

(such as discrete lab vatues), evalustion of
pertinent results at the time of provider
order entry {such as evaluation of lsb results
.8 the time of ordering s diclogy exam).
evalustion of incoming results againse
active medication orders.

DC243 Scpport for Referrsls

Support for the Referra!
Process Based Upon the
Specific Patient’s Clinical
Data

DC.2.4.3.0

Evaluate refernels within the
context of a patient's clinical
deta '

When a healthcare referral is made,
pertinent bealth information, including
pertinent results, demographic and
insurance data elements {or lack thereof) art
prescated w the provider, Protocols for
sppropriste workup prior 10 referrad may be
preacated. This may be pertinent wo transfers
between inpaticnt facilitics and SNFs.

Support for Refemal
Recommendations

f

DC2432

Evaluste petient data and
recommend Ut s paticat be
referred besed on the specific
patient's clinlcel deta

Yes

Entry of specific patient conditions mmy
lead to recommendstions for refermal e g. for
smoking cessation counseling il the petient
s prescribed a medication to sepport
cesrstion,

Yes

for Care Dellvery

DC.244.1 | Suppont for Safe Blood

Administration

Alert provider in real-time to
potential blood administration
efrocs.

To reduce biood adminisration errors at the
time of administration of blood products,
the peticnt is positively identified and
checks on the blood product, the amount,
the route and the time arc facilitated.

Dx fon is a by-product of this

checking.

Yes

trestments and
alerting
profiles.
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Req # Requirement Description Critleality i, Comment
. " et e, i h " st i et i et
1D Thtie Staternant Description
‘ g Yes Through
DC.2.4.4.2 | Support for Accurste Alen providers in real-time to | To ensure the accurscy of specimen Optional diagnastic
Specimen Collection ensure specimen collection i3 | coliection, when & provider obtaing ordering
supponed, specimens from a patient, the clinicizn can system
match each en collection identifier ,
and the paticar's D bracelet. The provider b
notified in real-time of potential collection
crrors such &s wrong patient, wrong
specimen type, wrong mezns of collection,
wrong site, and wrong date end time,
Documentation of the collection is a by-
’ peoduct of this checking.
DC.2.5 Support for Heatth Malntsnanes: Preventive Cars and Weltlnen » 1 .
DC2.5.1 Present Alerts for Al the point of clinical Al the time of an encounter, the provider or | Mandatory | Yes
Preventive Services and decision makdng, identily - patient {s presented with due or overdue
Wellness -paticnt specific ' activitics besed on protocols for preventive
piggestionyreminders, mmdwellm.&mpluimludehum
- screcning testy/exams, end nof liznited 19, izxtions, sdult
other preventive services in | and well baby care, age and sex appropriste
support of routine preventive | screening exams, siach a3 PAP smears,
standurds. -
DC.2.5.2 Notifications and Between healtheare The provider can generste notifications 0 |*Mandatory. | Yau
Remindzrs for Preventive encounters, notify the patient | patients regarding activitics that are due ot '
Services and Wellness and/or sppropriate provider of | overdue and these communications can be
. .those preventive services, captured. Examples inctude but are not
tests, o behavioral actions limited to time sensitive patient and
that are due or overdue, provider notification of: follow-up
tppobmmu.ltbmrym
immunimiomor
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Req # ) Requirement Description

Criticanty . ¥$299¢

<} Comments

ENCTI B

1] Tige . — T Statement

. n...."m. "

nollflcations can be customized in terma of
timing, repetitions and sdministretion
reports. Eg. a Pap test reminder might be
sent to the pstient a 2 months prior to the
test being due, repeated ot 3 month
intervals, end then reported to the
sdminigrator or clinician when 9 months
overdue.

DC.2.6 Suppert for Population Health

DC.26.1 | Support for Clinical Health | Support clinical health siate
State Monitoring Withina | monitocing of aggregate
Poputation patlent data for use in
identifying health risks from
the environment and/or
population.

Standerdized surveillance performance
meatures that ere based on known patierns
of discase presentation can be ldentified by
aggregating data from multiple input
mechantsms, For example, elements
include, bt are not limited to patient
demographics, reseurce utilization,

involves aggregaron and analysls of these
dxta clements by existing relationships.
However, the identification of new patterns
of discase requires more sophisticated
patiern recognition anatysia, Eerly
recognition of new patierns requires data
points svailable cxarly In the discase

P jon. Demographics, ordering

Through
advanced

modules.
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Req # Requirement Deseription
. e . e -
1D Tithe Statement Description
patterns and resource use (¢.g., ventilxior or
intensive care utilization pattemn changes)
are often available carller in the
presentation 6f pon-predictable discases,
Ci 2 d information is sisc
yehmable with to surveillence cfforts.
DC2.62 for Notification Upon notificetion by an Upon recelpt of notice of a health risk Optioaal Yo Reportable
and Response cxtenal, suthoriixtive source | within » cared-for population from public rigk flags can
of a bealth risk within the heatth authorities or other external be added to
cared for population, alert suthoritative sourcen, identify and notify the patient’s
. relevant providers regarding individual cere providers or carc managers profilc end
specific powentially at-risk that & risk has been identified and requires slenting on.
patients with the appropriste aftention inchuding suggestions on the
level of notifieation. appropriate course of action. This process
gives & care provider the ability to influence
how patients are notifled, if necessary.
DC263 Support for Monitoring In the event of a health risk Identifics that expected follow-up fora Mandstory | Yes
Responsc to Notifications alert and subsequent specific patient event (e.g., follow up to
Regarding o lodlvidual notification related 1o 8 error alerts or absence of an expected lab
Patients” Health, Incloding | specific patient, monitor if resuh) has not occurred and communicate
Approprizie Follow-Up expected actions have been the omission w appropeiste care providers
Notificztions taken, and execute follow-up | in the cheis of suthority. Of grest
notification if they have pot. | importance to the netification process s the
abllity to match & care provider's clinfeal
privileges with the ctinical requirements of
the notification. .
DC.2.7 Suppart for Knowledge Acress
DC.2.1.1 Access Clinieal Guidance Provide relcvant evidence- Examples include but are not limited to: Essential Yes
besed information and evidence on treatment of conditions and Future
krowledge to the point of care | wellnegs, oy well as contexi-specific links 1o
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Sﬁte Ilaqulmncnu-

Req #

Requirement Description

Criticatity | '8

s , - .

e

-éllm!

Destription

for use in clinical decisions
o eare planning,

other knowledge resources. For example,
when a condition is diagnosed provider is
direeted to redevant online evidence for

Specific Patient Education A
Access

DC2.12

Enable the accessibility of
reliable information about
wellness, disexse
management, treatments, and
related information that is
relevant for e specific patient,

mansgement.

A provider will be able to find reliable
Information to answer ¢ heaith question,
follow up from a clinical visit, identify
treatment optlons, o other health |
Information noads, The information may be
linked directly from entries in the health
record, or may be accessed through other
means such a3 key word searching.

Yes

DCI Operations Mansgement and Commealcstion

DC.3.1 Clinical Workflow Tasking

Schedule and mensge tasks
with sppropriste timeliness,

Since the electronic bealth record will
replace the peper chart, tasks thet were
bescd oo the peper antifact must be
effectively mansged in the elestronic
environment. Functions must exist in the
EHRS that mpport clectronically any
work{low that previously depended on the
existence of & physical artifact (such es the
paper chart, s phone message slip) ina
paper based system. Tasks differ from other
more generic communication smong
participents in the carc process because they
arc a call to action and targer completion of
» specific workfiow in the context of s
patient's health recoed (including  specific
componeni of the record). Tasks also

require disposition (final resolution). The

Yes

TechCare
provides role

that define
workflows for
an electronic
health care
review
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Req ¥

Stats Requirements

Re;u:lremnnt Description

Critieality

PP T kit e adi

Bl
3

Sﬁumnt

Initlator may optionally require a response,
For example, in & paper based system,
physically placing chasts in plles for review
creates o physical quens of tagks relxted (o
thase charts. This queve of tasks (for
example, » et of patient phone calls to be
returned} st be supported clectronically
50 that the [ist (of patients to be calicd) is
vigible to the approprixte wser or role for
disposition. Tesks arc time-limited {or
finke). The gace transition (g, created, -~

. performed and resolved) may be mansged

by the user explicitly or sutomatically besed
on rules. For emmple, if o user has a sk to
signoff on & test result, that task should
wstomatically be marked complete by the
EHR when the test result linked to the task
is signed In the system. Patients will
become more involved i the care process

- by resclving tasks related 1o thelr care.

Exzrmples of petient related tasks include
scknowledgement of receipt of a test result
foresrded from the provider, or & request to
schedule an appointment for & pep smear
{based oo age and frequency criterls)
generated autpedically by the EHRS oo
behalf of the provider.

Clinical Task Assignment
and Routing

Assignment, delegation end/or
trarsmission of tasks (o the

Sppropriate parties.

Tasks are o 2l] times assigned to al least
one user or role for disposition. Whether the
task is axzignable and to whom the task can

Yes

and work flow
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L L o g 'l

7 ‘§um Req#l:'cméﬁﬁ

Reg# Requirement Description Critieatity | 5h°

R p 2 P _ . , o

D it BT Description

be assigned will be determined by the definitions.
specific needs of practitioners in & care
scing. Task-assignment lists help users
prioritize and complete assigned tasks. For
example, after receiving a phone cafl from a
patient, the triage nurse routes of assigns a
’| task w retum the patient's call ta the
physiclan who is on call. Task crestion and
sssignment may be automated, where

An cuampic of » system-
triggered tick Is when leb results are
rectived electronically; a tesk 10 review the
result [s sutomatically generated and
assigned to » clinician. Task mssignment
cosures that all tacks are disposed of by the
spproprisic person or mole and allows
efficient interaction of entities in the care

[ DC3.12 - Clinica! Task Linking Linksge of wsks to patients Clinjcal meks gre Jinked to a patientorioa | Mandstory | Yes
and/or & relevant part of the component of a paticnt's medical record. An
clectronic health recond. cxample of a well defined task {s "Dr. Joncs
must review Mr. Smith's blood work
results.” Efficient workflow is facilitsted
bry navigating to the sppropriste area of the .
fecond (o engure that the appropriste test
result for the correct patient is reviewed.
Onher examples of tasks might involve
fulfillment of orders or responding Lo

patient phone calls.
DC.3.1.3 Clinlcat Task Tracking Tirnck tasks to p that In order 1o reduce the risk ol errors during Mandatory | Yes ' Through CQI
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. EXHIBITH
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State Requirements

Req#

Requoirement Description

Criticality

ID

Title

Su,;tn;ﬂt

Description

each task is carried out and
completed appropristely.

the care process due 10 missed tasks, the
provider is able to view snd track un-
disposed tesks, current work lins, the status
of each task, unassigned tasks or other sy
where a risk of omission exists. For
cxample, & provider is ablc 1o create & repont
0 show tost results that have not been
reviewsd by the ordering provider besed oo
n interval sppropriate to the care setting

[DC3.13.1

Clinical Task Timeliness
Tracking

Track and/or report on
timeliness of task completion,

Capablilty to track and review mports on
the timeliness of certain tasks in scoondance
with relevant lsw and sccredlstion
sizndards !

Yes

Through
reporting.

DC.3.2

Support Clinkeal
Communication "

Healthcare requires secure mmﬁnicuims
ameong various participants: patienty,

EHRS suppocts communicaiion scross el
relevant participents, reduces the overhead
end costs of healthcare-related
communications, and provides sutomatic
tracking snd reporting. The bst of
communication participents (s determined
by the care seiting and may change over

-} 1ime. Becauss of concerns about scatability

of the specificstion over time,

communlcation participants for all care
scttings or acrosy care gettings are not
enumernied here because it would limit the

~Yes
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State Reqnhen;nub

Req ¥ Requirement Deseription Criticallty . | ‘Comments
ID Title Statement buu_lzﬂu
poxsibilities available to each cure sciting
and inplemetation. However,
communtbcstion between providers and
between paticnts and providers will be
supported in #l! eppropriste cere scttings
ard across care setrings. [meplemeniation of
the EHRS ensbles new and more effective
channels of communication, significently
improving cfficichcy and patient care. The
communication functions of the EHRS will
cventually change the way participants
collaborete end distribute the work of
paticnt care,
DCJ2.1 Inter-Provider Suppont steure clectronic Communication among providers invelved | Mandatory | Yes Through *
Communication communication (inbound end | in the cere process can range from reat time messaging
outbound) between peoviders | communication (for exemple, Rulfiltment of maodule,
'| o tigger or respond to an injection while the patient is i the cuam
pertinent actions in the care room), 1o Zrynchronous communication (for
process (including refermal), exsmple, consult reports between
document non=clectronic physicigns). Some forms of inter-
conmunbcation (such & practitioner communication will be peper
phone calls, comrespondence bascd end the EHRS must be able to
or pther encounters) and produce appropriate documents,
[geneTRie paper meszage
artifacts where sppropriste,
DC3.2.2 Phermacy Communication | Provide features $0 enable When s medication is prescribed, routed to | Mandatory | Yes interface.
secure bidircetional the pharmacy of another intended reciplem
communicstion of information | of pharmacy ordery, This information is
electronically between EHRS | used 1o svold transcription errors and
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State Requirements Vendor
Req # Requirement Description Criticality | R‘és‘poul g M'uhdﬂ"'",?- 1. Comments
ID Thtie Statement Description
and phermacies or between Eacilitate detection of potential adverse
practitioner and intended resctions. Upon filling the preacription,
reciplent of pharmacy orders. | information is sent back to the practitioner
through the EHRS to ndicate that the
patient received the medication. If there s o
question from the pharmacy, thet
communication can be presenicd to the
provider with their other tasks within the
_ EHRS. .
DC3.23 Provider and Patient or Trigger or respond 10 The clinicien iy able to conmumicate with Future Yes
Guardizn Communication | clectronic communication patients and others, capturing the nature and
(Inbound and outbound) content of electronic communieation, or the
between providers and time and detalls of other communication.
patients or patient . For example: when test results asmive, the
‘| representatives/guerdians with | clinicien may wish to email the petient that
pertinent sctions in the care tegt result was normad (details of thiy
process. communication are captured): a paticot may
wish to request a reflll of medication by
emailing Ui physician; paticats with
ssthma may wish to communicate thelr
peak flow logw/dizries to their provider; or a
hospital may wish 0 communicaze with
xlected paticnts ebout a new smoking
cessation
DC.3.2.4 Patient, Guardian Identify and make svailable The provider or patient is presented with s | Mandatory | Yes Through
. Education electronically or in print sny library of educational materials and where facilityfgite
educationa! or support appropriste, given the opportunity to defined
resources for patients, end document patient/caregiver comprehension, resources,
guardians that are most The materials can be printed or
pentinent for a given health electronically commumicated to the patient,
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N _ State Requirements
Req # Requirement Deseription
1) Tile - Staterment Description
concer, condition, or
disgnosty and which are
_ sppropriste for the person (s). |
DC323 Communication with Support communlcation and Communication with medical devices is Essential Yes Abbdott,
Medical Devices :| presentstion of dute caphoed | supported s appropriats to the care sctting. | Future . LifeScan and
from medica! devices. Exampies include: via! signs/pulse- Welch Allyn
oximeter, megthesis machines, home devices ke
diagnostic devices for chronic discase . point of care
manageroent, lsborstory machines, bar devices thay
coded artifacts (medicine, imrmunizations, have been
demogrephies, history, and identifieation). auppotted. |
S.1 Clinles! Support
S.1.1 Registry Notification Enable the sutomated transfer | The user can export personal heatth Essential Yes TechCare is
of formatted demogrephic and | information to disease specific registries, Future : ' Stage 2
clinical information to and other notiftable registries like immuniztion meaningful
from local disease specific registries, and add new registrics through uge centified.
registries (end other notifiable | the addition of standard dats transfer Part of
registries) for patient protocols or messages. interoperabilit
monitoring and subscquent y testing
epidemiologica! snalysis. during the
centification
requires u3 to
communicate
with public
health
registrics
) . ({immunization
. - ).
S$.1.2 Donor Mansgement Provide capability to cagture | The user is able to capture or receive Optional
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Req ¥ Requirement Description Critleallty

D Title Statement , Description

Support or recefve, and share necded information on potential organ end blood
information on potential organ | donors and reciplents. The user can make
wnd blood donors and this information available to internal and

. . ‘recipients. external donor matchi

513 Provider Directory Provide a current directory of | Maintaln or scoess cummens directry of Yes
practitioner, lexm, provider kxformation in accordance with

ion, and | relevant laws, reguistions, and conventions,
ctoctern, information in including full name, address or physical
sccordance with relevant location, and 3 24x7 telecommunications
Iswy, regulations, and adddress (e.g. phone or pager acorss number)
conventions, for the purposes of the following fimctions.

S.L3.1 Provider Demographics Provide & current directory of | Provider demographics may Include any Mandsiry | Yes DEA and
practitioners thet, in sddition | credentials, certifications, or any other ticense
to demographic information, information thet may be used to verify that [nformmstion Is
contains data necded to n provider [s permitted to perform certaln tracked and
determine levels of access xrvices, maintainable
required by the EHR security within
fyniem. TechCarc.

S5.132 Provider’s Location within | Provide provider location or Optional Yes

Facillty ' contact [nformation on a
fuil'g's premises. .

S.14 Facility/Housing Rosters Provide a current directory of | Provide » aurrent directory of patient Opticoal Yes MaphCare will
pazlent information in information In accordance with refevamt work with
sccondence with relevant privacy and other spplicable laws, NHDOC to
privacy snd other applicable regulations, end conventiong, including, develop an up
laws, regulstions, and when available, il name, address or to date
conventions. physical location, altenate contact person, trantafer of

primary phonc number, and relevant health paticnt
#tatus information for the purpases of the demographic
following functions, This function should and housing
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Req ¥ Requirement Description Criticatity
L, P S Oy Py e o P . R . s
1D Tite Statement ) Dexcription .
interface with the OMS. information
using
TechCare's
interface
phugin
et
S.1.4.t Patient Demographics Support bi-directional The minimum demogrephic data set must Mandatory | Yes
interfaces with other systems, | bnclude the data required by realm-specific
spplications, and modules 1o lews governing health carc ransactions and
ensble the maintensnce of repocting. This may also include data input
updated demographic of death status information.
Informatlon in sccordance .
with reatm-specific
recondkeeping requiremets.
5.1.42 Patient’s Location within s *| Provide the petient's location Example: The patient census b & prison Mundatory Yes
Facility Information within s facility’s | setting.
premises. r i
S.1.43 Patlent’s Housing for the Provide the patient’s housing Mandstory | Yes
Providon end information solety for
Administration of Scrvices | purposes relsted to the
provision and administration
of services to the patient,
patient transport, and as
required for public health
reporting,
S.14.4.4 Optimize Ptient Bed Support interactions with Mandstory | Yes
Agsignment other systems, spplications,
and modules to ensure that the
patient’s bed assignments
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REQUIREMENTS
State Requirements
Req # Requirement Dmrfpuon Critleallty | 25
" . i a P ALY s g, s
i Title Statemant Ducrlptiol
within the facility optimize
carc and minimize risks c.g.
of exposure o contagious
- i putients. .
515 De-identified Data Request | Provide petient data in a Whmmimwwmdmm Mandatory Yer Through RCI
Mansgerment manner that meets local patient data and that party requests de- redaction
requirements for de- ident{ficd data (or is not entitled 1o identify coatrol.
[dextification, patient information, either by law or K
custom), the user can export the data in a
feshion that mects Yocal requirements for
de-identification. An audit trall of these ,
requests end exports is maintained. For '
internal clinice) sudit, & re-identificstion
key may be added to the data. .
516 Scheduling Support Interactions with The system user can schedule events as Mandatory | Yes Through
. other gystems, epplications, required. Relevant clinical or demographic interface with
and modules 1o provide the information can be Lnked to the ek, curmrently
neceysary data (0 & scheduling available
system for optimat efficiency scheduling
in the scheduling of patient sywem 83
care, for cither the paticnt or a . defined in
resource/device. requirements
gathering -
S17 Healthcare R Support Intcractions with In times of identified kocal of naziona) Oyional Yos Through
Availability other sysicms, applications, emergencies and upon request from interface with
. and modules 1o enable the  + | authorized bodies, provide current stams of currently
distribution of loca! heatthcare | healtheare resources including, but not available
respurce information in times | limited 1o, availsble beds, providers, scheduling
of local or nations! support personal, sncillary care arcas and sytem us
emergencics. devices, operuting theaters, medical defined in
- Exhibit H — Requirements ‘Page 57.0f 121
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' REQUIREMENTS

étlhe l?:e’qilmeub

Req #

Requirement Description

b, i e il b

N b sk ar et

tement

suppiies, vaccines, and pharmaceuticals.
The lntent is for the guthorized body 1o
distritarte elther resources or patlem load to

5.2 Messorement, Analysts, Research snd Reports
s Measurement, monitoring, | Support messurement snd

and analysis

EeYRni UTpOIes.
8211 Outoome Measures end the capture xnd

the anatysis of outcomes of
cafe provided to populations,
in facilitles, by providers, and
in communities.

Yo

8.2.10 Outcome Mexsures and Support the capture and

Analysis

reporting of information for
the anatysis of outcomes of
care provided to populations,
in facilitics, by providers, and
in communities.

Yes

5212 Pedbmnnn: md
Accountability Mcasures reporting of quality,
wd

Support the capture and

perforomance,

scoountebility messares o
which
providerv/facilitiesdelivery
systems/communities are held
accountable inchuding
mexsures related 1o

outcomes, end/or costs of

Yes
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State Rn:qulumenu

Vendor

Req#

Requirement Description

Criticality [,

1D Title

Statement

Deacription

care, may be used in ‘pay for

s.22 Report Generation

Provide report generation
features for the generation of
stendard and sd hoc reports.

A user can creaie standard and ad boc
reports for clinical, sdministrative, and
financisl decision-making, and for patient
use - including structured data and/or

| unstructured 1ext from the patients health

record, Reports may be linked with
financial and other external data sources
{i.c. data external o the exntity). Such
reports may include patient-level reports,
providerilacility/delivery system-level
reports, population-level reports, end
reports to public health agencies. Examples
of patient-leve reports include:
administratively required patient assessment
forms, admi reports,
operative and procedure reports,
consultation reports, and drug profiles.
Exampies of population-lcvel reports
include: reports on the efTectiveness of
clinical pathways end other evidence-based
practices, tracking completeness of clinical
documentstion, cteeters.  Examples of
reports to public health agencies include:
vilad statistics, reportable diseeses,
discharge summarics, imnunization data
including adverse outcomes, cancer daia,

Yes

gt
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EXHIBIT H
REQUIREMENTS .
State Requirements . Vendor  ~
Req # Reguirement Description Criticality | & L
ID Title Statement Description "
: and other such data necessary to maintain 3
the publics’ health (including suspicion of
newly emerging Infectious disease and non-
. ratura! cventy
5221 Health Record Outpat Allow uscrs to define the Provide hardcopy and electronic output that | Mandatory | Yes Through
records and/or reports that sre | can fully chronicies the bealtheare process, discherge and
considered the formal helth supponty seiection of specific sections of the patient
record for disclosure health recond, and aflows bealthearc . fummery.
purposcs, end provide a ocganirations to define the report andlor
mechanism for both documents that will comprise the formal
chronclogical end specified health record for disclosure purposes.
record element outprt.
5.3 Administrative and Financial . :
831 Encounter/Episode of Care | Mansge and document the Using data standards end technologies that Yes HL7 end CCD
Management bealth care needed and support interoperability. encounter documents are
delivered during an MANAZEMERL ProMOtey paticnt- supported
ecounter/episode of care. centeredoriented care and ensbles real siandands that
time, immedistc poim of service, point of provide
care by facilitating efficient work fiow and interoperabillt
to ensure the y between
integrity oft (1) the health record, (2) supported
pubtlc heatth, financlal snd sdministrative fystems.
reponing, «nd (3) the healtheare delivery
process,  This support is necessary for
direct care functionality that relies on
providing user Interaction and workflows,
which ere configured according 10 clinical
protocols and business rules based on
specific values guch a8 care
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TR L = Px o DM LT B O T = " " 3 e
State' Requirements ‘Yendor
Req # ' Requirement Description Criticality. .Ryem!:_;‘e l;:g;:z Comt_nen;s
ID Thtle . - Statement’ Description

sctting; encointer type (inpatient;
autpatient, home health, ctcetera), provider
1ype. patfcnt’s EHR: health stats,
dcmognph::s. and the injtial purpose of the'

. § crdiinter. .
8311 - ‘Specialized Views Presen) specialized views The sysiem user is prescnted with's Mandatory |Yes' -
based.on the encounter- presentation view and sysicm imieraction,
specific values, clinical approprizte t the contexi with éapture of

protocols and business rukes. encolimer-specific values, clinical protocols
B and business rules. This "uscr view" may be
configurable by the uscror system
technicians, As sn example, s provider
Wuld bé présented ‘with 8 shicide risk
asscsyment :pecnﬁc worklow. synchmu!f:d
lo the currml patient’s ca:! plan and
lallnrcd 1o support the intérventions
uppmpnue for this patieny, including : .
:hromc disease management protécols both
‘medical snd psychiatric.

$.312 ‘Encounter. Specific Provide uslsume in. Workflows, based on the Mendstory | Yes
‘Functionality #aembling approprime data, managemert settings, will assist in
suppoumg “data collection and dctcrmining the eppropriatc dats collccuon.
processing outpul froma inipon, export, extraction, linkages and
specific éncounter. rensformation. As an example, 4 provider

is preserited with diagnostic and procedure
codes specific 10 internal medicine:
‘Business rules enable sulomatic collection
of necessary dta from (he pticit's hicalth
record and patient registry. As the pravider
cnters data, workflow processesare
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" 3 £l skt . Las = LD e
" State Reqnirements Vendor
Réq# Requirement Descriptioa Criticality R""“’::c ’:;:;‘3 Cominests
SRS e i s S e i TR————
[ Title ' Staiement Description
triggered 1o populate epproprisic
transactions and documents, For, example,
data entry might populaie &n cligibility
yerifiemion tansaction or query the
immunization registry.
5.3 -Automatic Gmmuon of Provide patients clinical data | A-user can generwic a bill based on health) Mandstory | Yes During
Administrative and 10 support sdministrative and’ | record data. Maximizing the extent 10 which ‘cusiomizaiion
Finaieisl Data from Ririancial reporting. administrative and financia) data ¢an be process.
Clinical Record derived or dzveloped from clifiical dats witl détermine
lessen provider reporting burdens and the codes
Lime'it takes Lo complete administrative end sssociaied
_ financial processes such as claim - with .
reimburiement. This mey be implemented trextments and
by mtppm; of clinicd terminologies in use ‘encounlers; .
lo adminisirative and'financial Then thal can
lerminologies. be reported
: mgainst.
53.1.4 Suppon Remate Healtheare | Support remote health care Enables remote treatment of patients using | Future More: More.
' Services u_'r\jic'e"s.such"i's'_i_elx.?(u)(x-f and | monitoring devices; end two way : Informétion information as
remote device monitoring by | communicstions between provider and Required. it relares 10 the
Integraing records and data’ patient or provider and provider. - Promotes currenl of
collected by these means inlo pattient empowermient, sei~determination future
the paticnt’s EHR for care and ability 10 maintain health status.in the NHDOC
menagement: billing and communjy. Pramotes persorial healih, _processes in
public health reponting wellness and preventive care. For exsmple, -place for tcle-
prirpases, a disbelic pregnant Mom can sc!f-monitor’ health.
her condition from her home and usc web
TV to report 10 her provider, The same TV.
intemét conncchvlty allows her to get
dictary and other health promoting
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EXHIBITH
REQUIREMENTS
State Requirements Vendor
Req# Requirement Description Criticality Vcnd::c m:g Comménts
i dena Tt Al s R = E - e
1D Title Statement. Descriptien
| information ta assist hef with managing her
. highsrisk pregnancy.
§32 Information Access for ‘Support extraction, Using data standards and 1echnologies tha Yes
Supplemental Use Jransformation end linkage of | support intcroperability, infarmaticn drctss
information from strucwured functionalities serve primary and monduy
data and unstructired teit In, |- record use and reporting with continuous
the patient’s health record for | record availability and 8 sccess lhal ensure
care management. financial, the'iniegrity of (1) the health record, (2)
sdministrative; arid public public healih, findncial and administrative
heaith purposes. reporting, and (3) the healthcare dchvﬂy
|| process.
5321 Rules-Driven Clinical -Meke aveilable all pertingnt " | The user is assisted in coding information Mandaiory | Yes Through
Coding Assistance pnlem informailon needed 1o | for clinical reponing rcxsons. For. r.nmplr., . custom
support coding of disgnoses. a professional coder may have 1o tode the, reporting.
procedires and oulcomes. - | principal dlagmsis in the curnent, applicable
. ' ICD &s & basis lor hospital funding. All
diagnases and procedures during the
episode may, be presented to the coder, as
will g5 the lp'plluhle ICD hicrarchy
] | conining these codes: s
"5322 Rules-Driven Financial and | Provide financial and The user is assisied in coding information Mandatory Yes Through
Administrative Coding sdministrative coding for bilting or sdminizrative reasons. Fof custom
Assistence assistance besed on the example, the HIPAA 837 Professional reporting.
structured data and cliim requires the date of the last menstrual
unstruciuied 1exi available in | cycle for claims involving pregnancy. To
the encounter documncntation. | support the generadion of this ransaction,
the clinicizn'would need 0 be promptcd te
enter this date when the patient is first
. determined Lo be pregnant, then moking this
information aveilable for the billing
Exhibit H - Requirements Page 63 of 121
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State Requirements Yendor .
o | Vendor Dellvery .
Requiremenl Descriplion Criticality Response Methid Commen!s
oo - S D Biia ’ ad =
iD Titte Statement Description
L process:
5323 Integratc Cost/Financial Suppon i interactions with ‘The provider is alerted of presented,with'the’ | Mandatory | Yes Formulery
Information other syslcms. apphcanons. most.cost-cffective services, referrals, calcgorics can
&nd  modiles fojenible the use ‘devices and cicétena, 10 recommend 10 the, be epplied ib
of cost managemem paticni, This may. be tailored 10'the patient's medications,
informailon required 1o guide. henlth insurance/plan coversge rules. Irewimieniis and
users and workfipws: Mecdicationy may. be presented in order of disgnostic
.oost or the cost ofspociﬂc interveniions orders.
may be preséntisd ‘at the time'of ordering,
833 Administrative Transaction' | Support the creation Support the creation (including using’ Yés Through CCD
Processing (includ ing using citcrnal data [ external dm sources,. if necessary l. documents
’ sokirces, if pecessary), chetironic Iiterchazige, dnd pe ing of and interfaces
clectronic interchange, and transactions listed below Uuu may be with 3™
processing of transactions necessary.for encounter management during partics ns
listed below that may be -an‘eplsode of.care. .> The EHR sysiem shall requested by
necessary for,encounter capture the patient health:relaied NIHDOC
management during en information needed for, administrative and during,
episode of care. financial purposes Including customization
) rcimbursement. >Captures the cpisode and process,
encounter information to pass 1o
admmisu—wvc or financial processes (e.g.
Lriggers rrinsmissions of charge wranssciions
&3 by-product of on-line interaction,
including ordér entry, order status, result
entry, docrmentation entry, medication
sdministration chaning.) > Automatically
retrieves information needed Lo verify
coverage and medical necessity: > Asa
byproduct of care delivery and,
documentation: captures and presenis all
Exhibit H - Reguirements Page:64 of 121

DolT Templatc 8/22/14
Authorized NaphCare [nitials

Y



STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECI'IONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051.PART 3

EXHIBITH
‘REQUIREMENTS

. Y wwmap—.
'sme Reqniremeuts Vendor
i i Vendor' | Delivery
thmrtmcnt Dcscripliun Crlﬁcall{y : pse. | Method Con_m_ngnt_s
o e T s E o L Rk T
1D Titte Statement Dﬂcripllon
patient information needed 1o support
coding. Ideally performs coding based on
documentetion. >.Clinically sutomated
revenue cyele - examples of reduced'denials
and error raics in claims. > Clinical,
information necded lor bilim; is available
on e date of service. >Physician and
¢linical teams do not perform additional
data cnuyf tasks exclusively 1o suppon.
adminiérative or fingncial processes.. '

5.3 Enroltment of Paticnts Support interactions with Expedites determination of health insyrance Yes. Needs funther
other systems, nppl:cuﬂons. -covernge, therdby; incrmmg patient access definilion
and modules to. cnablc to gare, The provider niay be alerted that “during

enyollment of uninsured, insured patients may he cligible for requirementy
pattenis [nto subsidized and bsidized health i < or other health gathering to
unsibsidized hedlth plans, and | progiams through the Affordable Care Act, determine
cnroliment of patients who arc | becausc they meet cligibilily.riteria bascd! feasibility
cligible on the basis of health | on démographics andfor health status. For. with state:
gnd/of financial status in’ example: a provider is notified that the health ™
social service and other wninsured patient may now be eligible foc a cxchange,
programs, inchiding ¢linical new subsidized health insurance program:'a
{rials and the Affordable'Care | provider of n pregnani patient is presented
Act. with information ebout ¢ligibiliry for

subsidy. Links may he provided 10 online

enrolimentforms, When enrollment is

determined, the health coverage information

needed for processing sdministrative and

fingncial documentalion, reports of

yransaciions is captured,

5.3.3.2 Eligibility Verification and | Suppornt interactions with Automatically retricves information needed | *Essential "Yes  NaphCare has
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State'Requirements Veéndor ?
D it 1 ,‘ Veador Delivery | ...
Reqiirement Description ‘ C_rftigallly Retgolnse Method Comments

ID Title Statement’ Drescription .

’ “Detérmiriation 6f Covernge | other systems. pplications, 10 support verificelion of coveruge at the! Future worked with
end modules to cnable appropriate juncture in the encounter Stue
cllglbillly verification for. workflow. Improves patient access to cxchanges in
healthinsurance'end special | covered care and reduces clifm denifals, the New
programs, including: ‘When chglbtluy is verified, the EHRS En:hnd
vcnﬁullon -of benefits and woild capture cligibility information’ region 1o .
pre-deltnnlnnuon of needed for protcessing administrative and electronically
cOvETage, fingncial docurnenialion, reports of- obiein

transactions - updsting or fagging iny eligibitity
inconsisten! data. In addition 10 health verification of
insurance cligibility, this function would ‘coveTage.
suppart verification of registration in
programs end registries, such lschrom:
care casc'm it and §
reglslrics An ENRS would likely. \r:ﬁfy
healihinsurance etigibility priot to'the. !
cncoumcr. bm wi nuld v :nl'y ncgistrllion in
14 uuu or ir
uglstrles during the encounter.

5333 +Service Auliorizations Support interactions. with Automaticaliy retricves information needed | Future Yes TechCare
other systems, epplications, to suppon verification of medica) necessity’ provides®’
and modutes 10 cnable the and pﬂor authorization of services 8 the utilization
creation of FCQUES!S, FESPANSES appropriale juncture in the entounter, dathboard that
and 2ppeals related 10 sérvice | workilew: [mproves timeliness of patient’ supposts this

- suthorizaiion, including prior | care and reduces claim denials. workflow.
suthorizations, refemals, and
_pre-centfication.
8334 _Supporef Scmcc Support interactions with ‘Automatically retrieves siructured data, Future Yes
“Requests and Claims other sysiems,-applicaiions, includifg Inb, imaging Bnd dévice '
‘| and_modules to supporthe monitoring data; and unstructured lext-
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REQUIREMENTS
State Requirements Vendor
quulrem:nl Description Criticality Veador | ‘Delivery Comments
o ETFE - Responsc.:| . Method
1D Title Statement . '| Deseription. R
crention of hezlth care ' "based, on rules or requests for. additional
attdchments for submining clinicel information’in Suppon of seivice
additional clinica) information | requesy or cladms ar the approprisie
in suppont of scrvice regiiests | juncture in the encounter wotkflow.
and claims, )
§335 Claims and Encounter Support imeractions with Automatically retrieves information needed | Essentiat More We are
Reports fof reimbirsement | other. syslems; applications, Lo sippont claims and encounler reporiing et | Future Information capable of
wnd modules (o enable the the appropriale junctire in'the encounter Necded geherating
ereation of claims and ‘workflow, electronically
cncounlcrwponst’or x12 5010
reimbursement, siendard 8371
and 837P
documents for
claims
' submiission,
We would
m:_eg to work.
with NHDOC.
medica)
jeadership in
order to define
u super bill
cheeklist.
5136 Health Service Reporis at Support the creation of health | EfTective vae of this function means that Essentisl Yes TechCare
the Conclision of an service feporls'et the clinicians do not perform additional dath ‘Future sdheres 1o
Episode of Care: conclusion of &n episode of “entry io supporl heslth management Mumng,l’ ul
care; Suppor\ the creation of pmgnms ‘ind Teporting. - Lse Smgc I
health service reports 10, and Stage 2
autharized health entities, for interoperabilit
exainple public hieath, such'as y standards.
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EXHIBIT H
REQUIREMENTS
; ! & e M i T B A T e R S S A L S
‘Sute Requiremenu Vendor N
Vesdor. Delfvery PRTI
Reqnlremem Da:riptlou Crttlcallty R ndises] SMethod Comj E_nts
deanas o . " 4 o il ) , s !’F‘ﬂl! T S TR A e T Y
‘1D Thtle- Stitement Description
notifiable com'diﬂm‘mpom:
immunization, cancer registry.
and dts:hnrgc data that &
provider.may be| requlrcd 10
genernte ot the contlusion of
an episode of care. .
5.34 .| Manage Proctitioner/Patient | Identify. re!lumslupa zmong | This function addrexses the ability to sccess | Mandatory | Yes ‘TechCare
Relnichships providers trexting a single and update current informetion abowt the ' provides role
patient, and provide the “ability rtluionships between ceregivers and the: ' bazed
to mansge patient lists subjects of care. This information should be .continvity of*
assigned 1o & perticular nbic to flow seamlessly between the, care
provider. different components of the EHRS, and -workflows
between the EHRSmdothctmm "based on end-
Busmm rules may.be reflected in the ‘user job
presemation of, and the access 10 this sfunction.
information. The relationship kmong
providers mlng a single patient.will
include any. necessary, chain of '
authomylmpousibiu:y Enmple In a'care
setting with multiple providers, where the
patient can only.see certain kinds of
providers {or zn individual provider); allow
the selection bl only the wppropriste
providers. 'Example: The user is presented
with llmofpwplcmwodmamvm
practitioner and may alter the assignment a3
requined - to & group, 1o another. individual
or by sharing thcustm-m ent.
535 Subject to Subject Cl.pmre relationships between | A user may assign the relationship of parent Yes { Patient
Relationship patients and others lo facililate | 0 8 person who'is their offspring. This sdditional .
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'EXHIBITH .
REQUIREMENTS,

Sme Requln:menu

- Requlrement Dc:pt.hn 'm:g |. Comments,
1D ‘| Title, . Statement Description * i
appropriate sccess 1o, their relationship may facilitate access to umr ) ‘information, is
| heatth record on this basis health record a3 parent of a young child, cepable of
(e.g. parentofa chitd) ir being taptured
wrapnuc fromthe
demographic
. panel
with each
palicat’s:
profile..
53.5.1 Relnted by Genealogy Provide information of QOptional Yes'
Relsited by genealogy (blood
relatives)
§35.2 ‘Related by Insurznee | Supportinicraciions wuh Optional *| Yes
. othet systems, spplications, .
and rnodulcs [} pmvnde
{nformation of Related by
insurance (domesti¢ partner,
| spouse, end gusrsnior):
5.3.5.3. Relsted by Living Situation |'Provide information of Opcional Yes
. i Rdnted by living situation (ln
same houschold)
S.3.54 Related by Other. Mexns "Provide inforrmm ofrehted Mandstory Yes
“by,other meésbs (e.g.,
epidemiologic exposure or
other person authorized to see
records,'Living Will cases).
S.3.6 Acuity end Severity Provide the data rieccssary for Mandatory | Yes
the capubllny to suppon and
manage patient acuity/severity
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EXHIBIT H
REQUIREMENTS

- o R
Sute_Réqulnmenu - * Vendor
. . . : : Vendor Delivery ;
Requirement. Description. Criticality Response | Method Comments
" e . S e 4 T = =
1D Titke Statement Description,
: of illness/risk-adjustment.
537 Maintenance and Update EHR supportive
Supportive Functions content on an automated
‘basls,
5371 Clinical. Decision Suppon Recelve and validate ’ Mandatory Yes TechCare has,
Sysicm'Guidelines Updates | formetied’inboind & built in
communications 1o facilitate clinical
updating of clinical decision : detision
siipport sysiem guidelines and suppart ehgine
sssocisted reference material. that generates,
olc based
\ . guidelines and.
+ | recommendati
©ns on paient
. profiles..
§.3.7.2 .| Account lor Patient Receive and volidate Mandatory Yes ‘As education
Ediication Material Updates | formatted inbound comenl
communlcations w facilitaie defined by
updating of patieni ediication NHDOC;
maierial. '
§.1.73 Patient Reminder Receive and validate Mandatory | Yes, As education
Information Updates formatted inbound content
communications lo facilitate’ defined by
pdating of paticnt reminder NHDOC.
information from external
. 'sources such as Cancer or
‘Immunization Rcgistrics..
5374 Public Health Related “Reccive and validate Mandatory | Yes Essentiat if | As defined by
Updatés formetied inbound ’ 1he public NH Public
€ ications \o facilitate B} health _Health
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EXHIBIT H
REQUIREMENTS
Slue"‘Rcduir'emelg : Vendor:
Reg # Requiremént Description Criticatity, | veodor | Delivery | < 0 oots
- * | Response Method
Bl Ly .n_"T" ;ﬁ.— " ey TR ik

14} Title Statement’ Description
updating of public health functiona)- | Department.
reporting guidelings ity is

implerment-
ed

L Security

11 Security Secure the'secess to an EHR- | To enferce security, all EHR-S applicstions
S and EHR linformation. st adhert i the rules established 10
Manage (he sets of aciess coritrol access’and proteet the privacy of
control permissions granted * EHR information, Security measures assist
within an EIIR-S. Prévent in preventing unauthorized usc of data and
unauthofized use of data, data | protect againsy foss, tempering end
Ioss, lnmpcnng end destruction. '
desiruction.

11 ‘Emity Authentication Authentieate EHR-S'users Both users end application are subject 16 Mandatory | Yes Liser name,
andfor entitles before allow ing | suthentication. The EHR-S must provide TPassword
access fo an EHR-S. mechanisms.for.users and opplications to be. futhentication

authenticnted, Userswil) have 1o be is included.
suthenticated when they atiempt (o use the TechCare is
epplication, the epplications must capable of
euthenilcate themseives before accessing: intcgrating
EHR information managed by other with Active
sapplicaiions or remote EHR-S" Inorder for Directory
autheniication 10 be established a Chain of direarly.
Trust agreement is assumed to be in place. Secure oken
Examples of entity suthentication include: [two-form) -
> Uscrname/ password: > Digial suthentication
centificate; > Seeure token; > Biomctrics can be
supported:
NaphCare will
work with &
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EXHIBIT H
REQUIREMENTS

e

Sulc Requlremeuls

Vendar

Requlr:menl Dul:ription Crilieality | RVendor ‘ l;;g:ﬁ Comments
¥ T - b s TR TR PRI pan-C e
D Title Statemeni Description
| NHDOC
preferred.
token vendor
1o.implement
if' sdditional
levets of
1 sinhenticaticn
are required.
1.1.2 Entity Authorization Manage the scts of sccess- | Entities thet use an EHR-S (EHR-S Users} | Mandatory [ Yés
; controf permissions granted 19 | Are authorized 1o Use the comporents of an. ’
entities that use an EHR-S. EHR-S lccurd:ns 1o ideniity, robe, work- - -
(EHR. S Uscrs) Eoable EHR- | ‘sssignment, | prcs:m conidition and/or
S security sdministrators to ‘locatlon in accordance with an entity's :
grant suthorizations to.users, | 'scope of practice within a Jegal jurisdiction.
fori roles., end within contexts. | > User based suthorization refers’to the
‘A combination of ihe; ‘permissions grenied or denied based on the
suthdrization Jevels may be identity of an individual. An’example’of :
applicd 10 control sccess to .. | Lser based authorization is a patient defined
EHR:S functions or data desiial of poctss to all or part of a fecord o'
within an EHR-S, including &t | 'panticular pasty for rexsons such es privacy.
the application or.the Anolber user based suihorization is for,s
‘opénating system'level. tede-monitor device o Tobolic access 1o an
EHR-S for prescribed directions and other
input. > Rolkc-based authorization fefers lo
the nesponsibility. or function performed in e
particular operstion or process. Example |
roles inclide: an ' spplication o device { 1ele-
monitor or robotic); or A nurse, dictician,
adiinistrator. Jégal guardian, and auditor,
> Context:based Authorization'is defined
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‘EXHIBIT H
REQUIREMENTS
- e i thats R L e e AT
N c State Requireménts. : : Vendor
’ ; i . - Vendor Delivery .
Req ¥ Requiremeni Descriplion ‘Criticallly Response | Method Comments
T e S Py el ; T e
1D Title Statement Description
) o by 150 as'security-relevant properties of the
context in which an sccess mqucsl occurs,,
explicitly Lime, loeation, Toute of aécess!
end quality of authentication. In addition 10 '
lhe mndml. coniext suthgrization, for an’ )
EHR-S is extended 1o satisfy specnl :
cire such ms, assignment, b
tonsenis; or other heahhcre-related factors.
A context-besed exantple migm bea righ:
pranied for s limited period to View/those,
mda\lydlue,l:!mmcmdscmmmadlol ;
specific topic of investigation.
L3 'Entity Access Control- Verify.and enforce access Thiz is  fundamental function of an EHE- Yes.
control.io all EHR-S S.. To ensure access is controlled, an EHR-
comiponents,"EHR S mus! pcrfo:m (h) :dendur lookup ol‘ users
information and functions for | or apph:mon for any opr.mmn that
end-usérd, applichiions, sites, | required it (duthentication, aithorization,
etc.,, 10 prevent unauthorized secure routing; querying, €tc. }md enforce
use ofu resource; inchding ihe sysicm and information accesy rulcs that M
the prwcnuon oruscof & +| have been defined.
resource in an unagthorized
manner, .
(AR N Patient Access Enable a healtheare A healthcare professions! will be abie 1o Mandatory | Yes
Management " | professional w rmanage s manage a paticnt's abilify io view his/her
patient's sccess io the patienr's | EHR, &nd 10 alert'other prqv:dcr_s accessing
ersorial héslth infi ion the'EHR about any constrainis on patient’
Patient access-management access placed by this pmwdcr ‘Typically, n
Inclirdey aflowing s paticnt ‘patient has the right (o view hisher EHR.
wceess to the patient's Howgver,s healtheare provider may
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ELECTRONIC HEALTE RECORD SYSTEM
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EXHIBIT H
REQUIREMENTS
e T e T C Vo o b s Opa ol o o e T
) :State Requirements
Requlrcmen( Dmription Criticality, Comments
1D Title Statement Description
information and festricting sometimeés néed to prevent a patient (or
access by the patient or guerdian) from- vucwmg pars of the record,
guardian 1o information that-is | For example, a pailent receiving psychiatrie
potentialty harmful (o the care might harnt himself (or'others) if he '
patient.. reads the doctor's cvalustion of his \
conditien. Firthermore, féading the doctdr's
lhenpy plu: might aciually cause the pl:.n
to full,
| K] Nan-repudiation Limit an EHR-5 user's ability’ | ‘Non-repudisticn ensires that an entered ora | Mandstory Yes
o deny (rtPUdme) n transfirred message “has been entered, seat,
I:Ieurbmc data exchange or received by the partics claiming to have
nngmn:d received or | cmcred. sentor recgived the message. Non-
authorized by that user, repudiation’is a way fo guaranice that'the
sender’of & message carino! later deny,
having sent the.messege and that the-
! ‘| recipient cannot deny having received the
meysage, Non-repudiation may.be achieved
through the use of: > Digital signsture!
which scrves'as a unique identifier foran
‘individua) {much like 8 wrinen slznamrc)
> Confirmation service, which utilizes s’
message tnsfer agent to create a digita)
rweip! (pmvldmg confirmation that s
message was;sent and/or received) and >
Timestamp, which- proves ihai a document
existed st a certain date and.time.
LS $Secure Data Exchange Secure's!l modes of EHR data | “Wheneveran exchange of EHR. information | Mandmory | Yes
exchange. occurs, ‘it requires a.ppropﬂue sccurily and
wprivacy considerations, inclading data’
obfuscation as.well as bothdestination and
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_STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC BEALTH RECORD SYSTEM

" CONTRACT 2014-051-PART 3

EXHIBITH |
REQUIREMENTS

State Requirements

Requirement Dacription

Critleality |2 YE2t

- Comuieiits

Statement

“Descriptien

source avthentication when necessary. For

-example, it may be necessary to encrypt

data sent o remote or externa] destinations.
This function requires that there [y an
overill coordination regarding what
Information is ¢xchanged between EHR-S
cntitics and how that exchange s expected
to occer. The pollcies spplicd ot differem
locations must be consistent or conpetible
with each other in order to ensure that the
information is protected when it crosses
entity boundarics within an EHRS or
external 1o an EHRS.

Secure Data Rovting

Route electronically
exchanged EHR data only
to/from known, registered,
and muthenticated
destinstions/sources
{according 10 spplicable
healtheare-specilic rules and
relevant standards).

An EHR-S necds to ensure that it is
exchanging EHR Information with the
catities (applications, institutions,
directories) (1 expects. This function |
depends on entity authorization and
suthentication 10 be available In the system,
For eumple, a provider practice
mansgement pplication in an EHR-S might
send clinical ettachment information 1o an
cxternal entity. To sccomplish this, the
spplication nust e 8 gecure routing
method, which ensures that both the sender
and receiving sides are suthorized to engage
in the informatlon exchange.

Mandatory

Yes

Techcare
supports direct
messaging as
cutlined tn
Meaningfu!
vse Stage 2

Information Attestation

Mannge clectronic anestation
of information including the

Thcﬁtu'pouofmmtion i to thow
suthorship and assign responsibility for an

Mandatory

Yes
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o o]

EXHIBIT H
REQUIREMENTS

* State Reguirements

Req# Requirement Description Criticality "Ygg?f f . 'godninu,
» . Lt e e
10] Title Statement Description
retention of the signature of a1, event, condition, opinion, or diagnosts
attextation (or certificate of Every entry in the hesith record must be
suthentleity) associsted with | identified with the suthor and should not be
incoming ar outgolng made or signed by someone other than the
information. avthor(Note: A senior clinician may sttest
to the accuracy of enother’s statcment of
cvents.) Attestation ks required for (paper or
clectronic) entries such x3 nemative or
Progress notes, assessments, flow theets,
and orders. Digital signatures may be used
to implement document sttestation. For en
incoming document, the record of
aftestation is retained if inchaded.
Attestatlon functionality must meet -
applicable legal, regulstory and other
_ applicsbl durds or
LIS Enforcemnent of Enforee the spplicabke A patient's privacy may be adversely Mandstory | Yes
Confidentiality Jjurisdiction's patient privacy | affected when EHRs are not held in
. rules as they spply to various | coafidence. Privacy ruke enforcement
paris of an EHR-S through the | decresses unauthorized acotss and promotes
implementstion of security the level of EHR confidentiality.
mechanisms,
L9 Health Record Information | Manege EHR information  * | Since EHR information will typically be Yo Through CQI
‘snd Menagement across EHR-S epplications by | svailsble on a variety of EHR-S reporting,
ensuring tha clinica) applications, en EHR-S mmust provide the
information entered by sbility 10 access, manage end verify
providers Is s valid y and compl of EHR
representation of clinical information, and provide the ability to sudh
notes; and is accurate and the use of uxd sccess to EHR information.
complete aceording 1o clinical
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State Requirements
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Requirement Descripton Critieallty | - Vendor m‘:‘? Commeats
D Tithe T Statement Deacription
rules and trecking
mmendments to cliniea)
document. Ensure that
information entered by or on
behalf of the patient is
sccurstely represented. d —
121 Data Retention, Retain, cnsure availability, Discrete end structured EHR-S data, records | Mandstory | Yes By supporting
Avaflability and and destroy health record and reports must be: > Made pvailshie to process end
Destruction information sccording to users in a timely fashion; > Stored and procedure of
organizational stendards. This | retrieved in a semanticatly intelligent and NHDOC
inchudes: > Retuining all useft! manner (for example, retention
EHR-S dxta and ctinical chronologically, retrospectively per a given policy.
documents for the time period | disexse o event, or in stcordance with
designated by policy or legad | business requirements, local policies, or
requirement; >Retaining Tegal %, > Retained for s
N inbound documents as Tegally-proscribed period of time; wnd
originally recsived >Destroyed In a systematic manner in
(unaltered); »Ensuring reiztion to the applicable retention period.
availability of laformation for | An EHR-S must also aflow an organlzation
the legally prescribed period | 1o identify deta/records to be destroyed, xnd
of tlime; and >Providing the 10 revicw and spprove destruction before it
wbility to destroy EHR occury. . 11 s critically important to ensure
datarecords in & sysematic that duta comundtted 1o EHR database is
way sceonding 1o policy end woturste. Extreme values outside of normal
after the legally prescribed ranges can affect the dosing. care planning,
retention period. and Isb triggers within the EHR. In
addition, these brrational values can
frvatidate deciston support systems and
— provide false positives within searches. - o
[ 1.2.2 Audit Trall Provide sudit irail capabilitfes | Audlt functionality extends to sccurity Mandatory | Yes
Exhibit H — Requirements Page 77 0f 121
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EXHIBITH
REQUIREMENTS
: 3 s e = =
' , State Requirements ) Vendor
Req# : Requirement Description Criticaliry | veador | Delivery | oo b onts
. Response Method
1D Title Siatement . Description

Tor resource access and isage”

indicating the author, the
modification (where
pcnlnmt). ‘nd the deie and
Llime &l 'Which 8 fecord Vs
cruled ‘modified, viewed,
extracied, or deleted. Audit
trails exlend lo information.
exchange.and to wdil of
{10, suppon DC. S.I)md to
enity suthentication am:mpls.
Audit functmnahty inchides
ihe abnlny to generate. sudii’
feports and 1o interactively
view change history for
individual health récords or
for an'EHR-S!

sudits, dat sudits, sudits of.data exchange,
and the ability-10, genergie audit reponts, |
Audit trail settings should be configurable:
to meei the needs of Jocal policies.
Examples of audited arcas inclade: >
Security ludn. which logs access: ltlcmpts
and resource. un;e including user login, e
Beoess) other various’ activities, and whether
any acuusl or atiempied security violations
occumed; > Data aidit, which records who,
when, and by which system e EHR record
was created, updated, trensiuted, viewed,
extracted, o (if local polu:y permiils)
deleted. Audil-data may refer io  Sysiem
sctup data or.lo "clinical and pa:nem
rnamgemcm daia;.and > Information
cxchmgc rudit. fecord data exchanged
between EHR:S npphunons (I’or example,
sending application; the nature, hisiory, and
content of the information exchanged): and
information about daia ransformations {for
example; vocabulary trenstations, reception’
event details. ete.}). > Audit reports should
be Mexible knd address vérious tiscrs’ necds.

| For example, a legal aulhotity may. want 10
‘| knew how many paticnis n given healtheare

provider treatéd whilc the pmvudcfs license
was su:pcndcd Snmnlnrly in some cases a
‘repont defailing all those who modified o’
‘viewed's corigin paticnt: record. nay be.
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EXHIBIT H
REQUIREMENTS

'+ State Requirements

T

* Vendor

Reqw

Requlrement Description

Critieality

Z

Title

8| -

Statement

necded. > Security aadit trails end data
sudh trallsare uscd 1o verlfy enforcement of
business, daa integrity, security, and
sccess-control rules. There s a
requirement for system sudit tralls for the
following cvents: > Loadlng new versions
of, or changes 10, the clinical system; >
Loading new versions of codes and

beses; > Changing the datz and
time where the clizica! system allows this to
be done; > Taking and restoring of
backup; > Archiving eny date; > Re-
ictivating of en erchived patient record; >
Eotry to and exiting from the clinical
sygeny > Remolo sctess connections
inchuding those for systern support and
maintenance activities

123 ~Synchronization

Maintsin ization
involving: >Interaction with
eatity directories; >Linkage of

An EHR-S may consist of a set of
components or applications; each
spplication maneges 4 subsex of the health

fecord En synchrony. For example, if a
phyzician orders an MR & set of disgnostic
images and a radiology report will be *
crested. The patient demographics, the
order for MR, the diagnostic images
essociated with the order, and the report

Yo

interfaces with
respective
thind pertics.
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REQUIREMENTS
; T e I T e ey e o T TGRS == -
- State Reguirements ’ " _'Vendor,
Requlrcmcnl Dm:rlpllon Critieality. l::;:::e lg:m [ Comments
- —— fane anl ity MLt 4 o i -
1D Title Statement Description
‘essociated with the study, fiust all be.
synchronized in order.for the clinicians 1o
‘view the complete record. -
1.24 Extractién of Health Manage dats extraction in ‘|-An EHR-S enibles an authorized user, such- | Mandatory | Yes Through
Record Information sccordance, with enalysisend | asa clinician, 10 access and spgrepate the: ' “paticrit!
reponting requirements. The disiributed information, which corresponds summaries:
extracted daia may requirc-use | -10'the heslth record'or mqrds that are’
ol morc Lhan onc application. | needed for viewing, reporting. disclosure,
and il may be pn-pmccsscd ct¢; An EHR:S must suppon dats’ exiraction
for r.xl.mplc. by being de- openations acroas the complete data st that .
identified) before . ‘Constinites the heshth record of &n
transmission, ‘Data exiractions | individisal and provndz an qutput that fully
may be used 10 exchenge dsla | chroriicles the healtheare process. Dau-
and provide reports for extractions are uscd as infhit Lo continuity o
primary mnd mcmuy care records., Inaddition. data extractions
purposes! -can be used for sdminigritive; financisl,
“research, qulluy wnalysis,'and public. health:
PUTPOsCS.
13 Unique Identity, Registry, Enable secure use of regisiry Unique identity, registry; and directory Yes ‘Through
and Dircetory Services services end directories (o service functions are critical to successfully | interfaces and
. ' uniqucly identify and supply | managing the security, interoperabillty; end associsted
links for.retrieva) and 1o “the consistency of the health recond dars work (lows,
identify the location of ‘scross an EHR-S.
subjects of care: paticrits and
providers for.health care
purposcs: payers. health plans,
sponsors; smployers and
public health agencies for
admihistrative and financial
purposes: and health carc
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBIT H
REQUIREMENTS

State Requirements

Requirement Description

Critteallty |2 55000 1,

Descripcion

resources end devices for
FesourCe meanagement
131 Disributed Registry Access | Enable sysiem communication | An EHR-S relies on a set of infrastrucnure Mandatory | Yes TechCam is
with registry services through | seyvices, directorics, end registries, which capable of
standardized interfaces and may be organized hiererchically or interoperabilit
extend to services provided federated, that suppon communication ‘| y with heatth
externally to an EHR-S. between EHR-5'. For example, a patient informstion
trested by a primary care physician for s cxchanges
chronk condition may become ill whike out utilizing
‘ of NHDOC facilities. The new provider's industry
EHR-S interrogates & local, regional, or record
national registry to find the patient’s : summary
previous records. From the primary cane standards,
recerd, & remote EHR-S retrieves relevant
information in conformance with spplicable
paticnt privacy and confidentiality nidex. An
exurrple of bocal regisiry usspe is sn EHR-S
spplication sending » query message to the
Hospital Information System to retricve o
: petient’s demogrephic daa,
14 Health Informatics snd Ensure consistent Examples that an EHR-S needs to support Yos
Torminalogy Standards terminologies, dats are 8 consistent sct of terminologics such
corectness, and - a1: LOINC, SNOMED, applicable ICD,
Interoperability in sccordance | CPT and messaging standards such as X12
‘with realm specific .| and HL7. Vocabularics may be provided
requirements by complying through s terminology service internal or .
with stendards for health care | ‘extern) to an EHR-S.
transactions, vocabuleries,
code se1x as well as artifincts
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EXHIBITH
REQUIREMENTS

R Ty =T o

‘State Requirements : ! Yendor
‘Requirement Description Critleality Vendor | Delivery | o dients
- R B Respotise. Methgd
1D Title Statement ‘| Deseription
such &s: templatés. sysiem
interfaces, decision support
syntax and algorithins, and
clinical document
architecture, Suppon
rtfﬂmcc 1o standard'and local
1=minolog|cs nnd ﬂmr
versiond in,a manner that
ensures comparable and
consistent uge of vocabulery,
such as 1hc (,omrnon
Termmology ‘Services
: mﬁcmon .

141 Maintenance and Enable version control "Version control allows for multiple setsor - | Future Yc3
Versioning of Healih wcordmg to cuﬂommed versions of the same.lerminology (o exint! *
Informatics2nd policlcs {0 ensire. -&0d be distinctly ‘rbco'gi\l'r,éd over lime.,

Terminology Standards.. maintenance of utilized Terminology versioning supports

sizndards. fetrospeciive analysis and research as well
| -4z interopersbility with systems that comply
with different releases of the standard.
Similar functionality must exist for
messaging and other. informatics based
standards It shouild bé possible 1o rétire
.depm:tled versions when epplicable
business cycles arc compleied while
maintaining obsalescent code sets for
‘pessible clsims adjustment throughout the
claim's lifecycle.
142 Mazpping Local, - | Map or translzic local An EHR:S, which uses locnl terminology. ‘Mendatory | Yes
Torminology, Codes, and terminology. codes and must be capable of mapping and/or
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EXHIBIT H
REQUIREMENTS

T T~

State Requirements

Requirement Description Metho Comments
1D Tiie Ststement Description
Formats formats to standerd converting the loca! terminology into a
teminology, codes, and standard tominology. For example, & bocal
formats to comply with health | term or code for "lonized Calcium® must be
Informatics standards, mapped to an equivalent, standardized
. : (LOINC) tam or code when archiving or
: ing artifacts.
15 Standsrds-Based Provide sutomsted heatth Interoperabllity standerds coable an EHR-S Yes
Enteroperability delivery processes and 10 operste &5 o act of spplications.
seammless exchinge of key
clinical end ad¢ministrative
Information through,
nmandards-bescd solutions.
1.5.1 Interchange Standards Support the abillty to operaie | An EHR-S must adhere to standands for Ye
scamlcssty with connectivity, information stroctures, and
conplementary systems by semantics (Cinteropersbility standards™),
adherence to key An EHR-S, which may exist locally or
interoperabitity snderds. remotely, must support scamicss operations
Systems may refer (o other between complementary systems,  An
EHR-S', spplications within EHR-5 mus! fupport realm specific
an EHR-S, or other suthorized ity standards such as: HL7
entities that intersct with en Clinies! Documen Architecture
EHR-5, (CDA), X1IN healthczre transactions,
CCR, and Digital Imaging end
Communication in Medicine (DICOM). An
EHR-S must be capable of common
semantic represcntations (o support
information exchangs.
An EHR-S may usc different standardized
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EXHIBIT H
REQUIREMENTS

State Requirements
Requirement Description

Statement

Description

or tocal vocabularies in scooniance with
realm specific requirements. In order to
reconcile the sementic differences across
vocshularizs, sen EHR-S nnest swihere o
sundard vocebulary or leversge vocabulsry
loolnp and mapping capabilities that xre
Encluded in the Health Informmatics and
Terminology Standards. An EHR-S must
support multiple interaction modes to
respond to differing levels of immediscy
wnd types of cxchange. For oxxmple, -
messaging is effective for many nesr-reat

time, axynchronous data exchange scenarics

but may not b approprisie if the end-user is
requesting an immediate responsc from s

remote application.  [n eddition, In the case
whero storo-and-forward, message-oriented

_ | interoperability is used; the spplications
. may peed to support the

interaction mode, For examplc: Unsolicited
Event Notificstlons, Query/Response,
Query for display, Unsolicited summary,
stroctured/discrete, end unstroctured clinlea!
documents

152 Standard-Based

Application integration complementary systems end

Similar to standsrd-based messaging,
standard-based application integration
requires that an EHR-S use standardized
programming interfaces, where applicable.
For example, CCOW may be uaed for
vizual integration and WIMC for workfiow

Future

Yes

TechCare
suppores HL?
format as it
relates to
communicatio
n methods,
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- REQUIREMENTS
State Requirements Vendor
Req# Requirement Deseription Critleatity | (Yerdor { Deltvery | 0 ot
L1 Title Statement Description
Interfaces (for example, integration, More
CCowW). information is
required a3 it
relates to the
additional
services end
L33 « | Inwerchange Agrecments Support interaction with entity |- An EHR-S uses the entity regisries o Mundstory | Yes With project
directoriza to determine the determine the sccurity, sddressing, and support from
recipients’ address profile and | retiability requirernents between pertners. NHDOC
data exchange requirements, An EHR-S uses this information 1o define leadership.
and use these rules of how data will be exchanged between the
interaction when exchanging | scnder and the recelver. '
information with pastners
Lé Business Rulcs Manage the ability to create, An EHR-§ business rule implementation Mandstory | Yes | As defined
Management update, delete, and version functions include: declsion support, : through
business rules including disgnostic upport, workflow control, Jrequirements
Institatbona! preferences. accesy privileges, as well g3 system and user gathering.
Apply busincas rules from defanits and peeferences. An EHR-S
neccssary points within an supports the ability of providers and -
EHR-$ to control system institutions to customize declsion support
bebavior. An EHR-S sudits components such as triggers, rules, or
changes made to business algorithms, 22 well as the wording of alerts
rakes, as well g3 compllance to | and advice to meet realm specific
and overrides of applied requirements and preferences. Exemples of
business rules. epplied business rules Inclade: >
Suggesting disgnosis based on the
combination of symptoms (Nu-like
medisstinum suggesting anthrax); >
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051.PART3

G

EXHIBIT H
REQUIREMENTS -

State Regulnnenu
Requirement Description

Statement

and mansgement may be implemented by »
desigrsted application or distributed scross
an EHR-S.

)]
Classifying a pregnant paticnt as high risk
doe to factors such as age health siatus, and
| prior pregrancy ouicomes; > Sending sn
update to an immunization registry when o
vaccination is sdministered; > Limiting
access to mental health information 1o o
patient's prychiatrist/psychologist, >
Esiablighing system level defaults such s
for vocabuilary date scts to be impiemented.;
nd > Establishing uscr leve) preferences
such a3 allowing the use of health
information for research purposes.
L7 Workflow Management Support workflow Workflow management functions that en Yo
management finctions EHR-S supports include: > Distribution of
Including both the information to xnd from internal and
management gnd set up of external parties; * > Support for task-
work quetes, personnel, and | management as well as parailel and geria)
' Interfaces a3 well as tesk distribution; > Support for notification
. the implementation funclions | and task routing based on system tiggers;
thut uae workflow-related end > Support for task assignments,
business rules to direct the escalations end redirection by acoordence
with business rules. Workdlow definitions
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONICHEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3
EXHIBIT H
REQUIREMENTS

12 APPLICATION REQUIREMENTS

-.WE@W.-ESZ&E?’Z‘J&'T‘,T&TS DRL'M N BEA AT T KT g 17 i LA e A e T T T
State Requirements Vendor
: - e . Yendor Delivery
Req# Requirement Description Criticality Resnonse Method Comments
All ‘Ability to.access data.using open standards access. drivers. {pleasel specify ‘supported “versions In the M Yes SQL Server ‘NaphCare
comments ficld).. suppons
. wersions of
‘Microsoft SQL.
2008 R2 and.
newer
Al2 The system software adheres 10 open standards and is nol proprictary. M Yes’
AlY The gatbase platform adhercs 10 open standands: M “Yes
ALY The Solution must comply with Open Standards-as specified -in RSA ‘21-R: 10 and 21-R:13, M Yes
incloding but pot limited 1o Gpen Data Formats., )
AlS Web-based compatible and in conformance with the lallowing WIC standards: M Yes
Al.6 XHTML 1.0 M Yes
ALT £ss2.] M Yes
Al S XML 1.0 (fourth edition) M Y<s
Al9 Utilizes the Microsoft platform 1] Yo ANET
: .Framcwork
[T T T R R R R e e T T P e S T T G e ; BT TR
ALl Verify the identity or suthenticate all of the system client epplications before allowing use’of the M Yes “TechCare TechCare meets
system 10 prevent access to inappropriste or confidentin! data or services: the outlined
npplication
segurity.
. - requirements
A22 Verify:the identity or. authenticate-a)l of the sysiem.s: uscrs before allowing them to use'its M Yes
capabilities to prevent access 1o Inappropriate or confidemial data or services.
A3 Enforce. unique user names. - M Yes
A2A4 Enferce complex passwords for Adminisirater Accounts of ten charsciers or more in accordance M Yes
with Dol T's simiewide User Account and Password Policy. i
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STATE OF- NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS:
ELECTRONIC HEALTHRECORD SYSTEM

) CONTRACT. 2014—051-PART 3

":4-» Y

- Siate! Requiremenls i ) v ' Vendor:
i - . Vendor ‘Delive
Regq # Requirement Description Critleality Response Methorz Comments
A2S Enforce the use of complex passwords for general Users using:capital lewers, numbers: and M Yes
special characters. .
A6 | Encrypt pesswords in transmission and at rest-within the database. M Yes
AL7 Expire passwords after 90.Days ~ M Yes
{ A28 Authorize usets and clientt applications 10 prevent access to hupprupriwc or,confideniial data or: M Yes
services,
A29 Provide ability to Imzﬂnmmbuofpeopleﬂmmmwmammnﬁau M Yes
A2.10 Establish'ability 10 eniforce seasion tirneouts during periods of inactvity.- M Yes
A2:11 ‘| Ensure application’has been tested and hasdened to prevent eritical application security flaws, M Yes
(Alnmlm:rmm.mclpphcumﬂnllbemdlgun.nlllﬂmwﬂumdmtheOmecb
.Application Security Project (OWASP) Top, Ten’
.| thatpitrwww owasp.orgfindex php/OWASP Top Ten PmJact))
A2.12 The spplication shall not store authentication credentials or sensitive Data in its code! M Yes
A2.13 ;Audi1 all mempwd scesses that fail idemtification authestication and  authorization M Yes K
A2 14 : ‘The npphwlon shnll log sl ‘activities 10 .8, central. server to, prevent parties, 1o, applicalion M Yes
. | ‘transactions from denying that they have taken pisce. The Iogs must be'kept for. (36 manths)
A2:13 The applicatlon must sllow a uscr'to explicitly terminate a'session. No.remnanis of the prior- M Yes
: scssion:shotild then remain. . .
A216 "Use only the Software and Systemn Services designed for uss M Yes:
A2.17 | The application Data shall be protected: from unauthorized use when i rest M Yes
A2.18 Keep ‘any sensitive! Data or communications private from unauthorized Tndividuals -and M Yey
A2.19 : Subanucm spplication: enhancements or upgrldu shall. not, remove or ‘degrade security M Yeu
| requirements
| A220 Create change’ mnnag_mcm documenmnon and procedires M Yes
1.3 HARDWARE REQUIREMENTS
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART'3 -
EXHIBITH

REQUIREMENTS

Sute Requirements 7 . . B , Vendor .

Requirement Description

B 40 rf-'-‘f'-""‘!"\"'.'l'.'?'.‘ e e aTa S L e e e T AT '\J—"'.‘,'., B

Eld vatdc & herdwere recommendation for, server-and client, machitiey for both minimum eid- opumal J{ Yes
configurailen, .
El2 ‘Provide:server and network topology H Yes
E13 Provide an overview of dats security for interna) and exiernal mlerflccs H : Yes TechCare
ulilizes sftp, s8]
and direct
irieisaging Lo
'provide dua
.secyrity.of
internal and
extemnal
interfaces.

EZ1 Scrvcrs should i Windows 2008, OS or mer H Yes o - ~
‘E2.2 Application should use Microseft SQL 2008 or greater Tor.the datsbase. H Yes .
‘E23 mede o' sirategy ‘for upgrades to OS and’ Database softwore iand outline who would be H Yes NaphCare. wilt
ru'pom:blc for upgrades. « . defer 1o
NHDOCs IT
tezm a3 it
retates to O
and Databiise
timelines,
NaphCare will
asgiat with
recommendatio
n3 and best
upgrade

practices.
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1.4 TESTING'

STATE OF NEW, H.AMPSHIRE
DEPARTMENT OF CORRECTIONS

"ELECTRONIC HEALTH'RECORD SYSTEM

“CONTRACT 2014-051.PART 3
EXHIBIT B’
REQUIREMENTS

DolT Termplate 8/22/14

Authorized NaphCare Initials M

L. . ) State. Requirements Yendor: *
; = Pracer ] L. | Vendor -| ' Delivery .
Req# Requirement Description Criticallty Reigonsé | . Meéthed Comments
€T ‘All oomponems of the: Soﬂ'wue shall bc reviewed lnd l&ﬂed to ensure they proted lhc Smm 3 wcb Yes
' site and i1s related Data assets. ]
Ti2 The Vendor shall be respansible for security testing. as eppmp:me. Tests shall focus on the technical, M Yes . NaphCare will
administrative snd physical secuirity ‘controld thiai bave been designed into the, . System erchitecture, in : pur'uclpl:: in’
order t provide the. necesary confidentiatity, integrity and svailability. suth'testing
with NHDOG
s both parties
have [nierest
and muthofity,
' s . : i . on'sich topics: }
TT13 Test for Identification and .Authentication; supporis obisining information about those parties M Yes
’ . sttempting fo log onlo & system or applitation for security purpdses and the validation of users.
T14 Test for Access Control: supponsvthe mendgement of peimissions for Ioggmg onto, n ‘comipiiterior’ M Yes
nctwork. .
T1.3 Tex for encryption; suppons the encoding of data for security purposes. M Yes.
T1.6 Test the Intrusion Detection; supparts the detection of iflegal cntrence into 8 compules. system, M Yes .Specific to
' ’ ) ) ’ TeehCare
software only.
TL7? Test the Verification fealure; supports the confimnation of authority 10 enter a computer . sysiem, M Yes This fésture iy
application of ictwork, NHDOC
defined, based
‘on User Role
within
TechCire
) software only,
T1.8 Test the Digital Signature, gu: the unaltered state of a file.. M Yes
TI.9 Test the.User Management feature: supporty the administration of computer, applicstion-and network- M Yes
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DoIT Template 8/22/14

Authorized NaghCaré Initials,_220-9

" Staté Requirements Vendor
¢ M Veodor Delivery ; .
Req # Requirement Description cmk.m}-_ Response Methoo ~ Commeits.
accounts within an orgenization.
TI.10 Test Role/Privilege Management; supporis-the granting of ‘sbilities (o users or groups of.uscrs of a M Yes
computer, lr_)gl:canon or network. A
T Test ‘Auidit Trail Capture and Andlysis; supports the identification.and manitoring'of activities.within M Yes
an epplication or system.
TLIZ Test Inpul Validation; ensures the application is pmlmcd from bufTer overflow, cross-site; scﬂpung, M Yes
. SQL In;cu:on. and unsuthorized aceess of-files and/or dircctorics on the server.. 5
T1,13 \Prior 10 the' Sysiem being moved into production, ‘the Vendor shall pmﬂdc resulis: ol lll security M Yes <A it
lesting to the Department of Iriformation Technology for review dnd acceptance. ’ | retmies 1o
' TechCaré
ERR
.- only,
A N () -
T2 'l"he V:ndor st pedorm application lesting usmg an mdustry stzndard end. Sume appmvcd lesting, Yes
| methodology: . '
1722 All testing results must be ghared with the State. ) M Yes
T2.3 The Vendor must perform application stress testing and tuning, M ‘Yes
"-"' 'l" w S s 0 v ey o tl b Eieciibas) A LadiEo) il B
T3 Testing beging upon compledon (ot the Software configurstion ias required and user training M Yes
eccording to the Work Plan, Texting ends upon jssuance of o'létter of UAT Acceplante by the State.
Vendor must’ demonstiate that their testing methodoby cxn be mtewued with the Stele standard
:methodology. '
T3.1. Unit Testing:
T30 Application components arc n:smd onen individus! basis wo verify that' the inputs; ouspuls; and ‘M Yes
proousing logic of each lppllauon companent’ functions,withoui errors.  Unit Testing is pcrfomwd
in either the, development environment or a lstmg environménl. The gnal is 10 find érrors in the
‘gmallest unit of Sofware! II successful, subscquent integration lesting should only reveal emons
-related 10 the integration’ beiween IEE]IC!“M‘I componenty: -
T2 System Lntegration Testing
T.21 The Systems Imcgranon Testis perfnm\cd in:a tesl environment. Validaies the intcgration between ‘M Yes
the individual unit spplication components end verifies: thar the new S)nem meets defined
Exhibit H = Requirements Page.91 of 121



STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 2014-051-PART3

_EXHIBIT H.
R -REQUIREMENTS
“ Sme Reqnlrtments VYendor.
_— . . Vendor- Delivery
. Requirement Dﬂcriplian, Criticality, Responsé Method Comments
and suppons ton of interfaces and business processes.
T3.2.2 Emphasxm end-toend business: processes, ‘ind the flow of information -across epplicaticns.. It M Yes
linctodes all key business processes and. mlcrfmcs “being implemented, confirms data transfers With
‘exteral parties. and inciudes the transmission or pmimgofll] ‘electronic and pmigcumu.
T3.23 The'State will conduct .Sysiem Integrtion Testing; utilizing scripts developed, as identified in the M Yes
Test Plan, to validsie the functionaliry of ihe System end its modifications, fixes-and other, Sysiem ’
Interactions with the deer ‘supplled’ in:uﬁcrs “The State will al30'Gsc Sysiem lmegnuon Testing to
validate Software Sohdtion,
T3.3, EonversionfMlgraﬂon_Vllidldm Testing .
Ti3.1 The Conversion/Migration Validation Testing should’ mpl:wc the entire flow of the converied data N/A Yes
through, the S6fwirc Solution. As the Softwaré, Solunnn is interfaced 10 legacy or ‘third-party
spplications; the lutin! verifics that the res.ntung converted Igpcy_da.u performs eomectly: )
T34, Tnstaltation Testing
T34t Application components are installedin the Systemtest cnvmmmmt to test the dnstallazion routines M Yes
and are refined for the cventual-production.cnvironment, 'This sctivity serves‘'as:a dry run of the- "
frisialimion stepd it preparation for confipisring the productioh Sy
T3.5: ‘User Acceptaiice Testing (UAT).
T3.5.1 TheiUser Acceptance  Test (UAT)'is s verification process, pcrfonncd in & copy, of the production. M Yes
‘environment: The User Accoptance Test vr.nf' es S)‘sxem functionality against predefined Acceptance:
criterin thar support the successful execution of xpproved business p
T3.5.2 The Vendor's Project Menager must cmll'y iniwriting. that the' deor 5 own sfT has successfully M 'Yes
executed ‘ill prereduisite Vendor testing, slong with.reporting the sctual testing' results prior to the -
star ofmywmg executed by State stafl,
T335.3 The,S1ate will be presented with-a State, zpproved Test Plan, test:scenasios, lest cascs; test scripts, M Yes
‘Lest data, ind expected resulta. as well gs writien Cortification of the Vendor's having compieied the
prerequisite tesis, prior (o the Steic staff involvemen in Eny testing activitics
T3.5.4 UAT will also serve as & performance.and siress test of the System. I1may cover any aspect of the, M. Yes
new System, including adminfstrativé procedures such:as blckup'md n:covcry “The-results of the
UAT provide cvidence:thal. the-new: System meets the User Acccpunce criteria a5 defined in die
Work Plan, .
T.85 | 'Upon successful conclusion of UAT and'successful System'deployment, the State will issue a letter M Yes
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STATE OF NEW HAMPSHIRE
DEPARTMENT-OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
* CONTRACT 2014-051-PART 3
’ EXHIBIT. H

REQUIREMENTS-
State Requirements ~ Vendor
1 . Vendor Delbvery L
Req #. R uirement Deseription ) S .
qE eq ptl Criticality Respoiise Method Comments
of UAT Acceplance s lnd the| r::pccme Warranty Period shall commence a3 described in Section H- .
25.10.1;: Warnanty Period.
Tié Performlnce Toning and Stress Testing
Ti.6.1. Upon successful iconclusion of UAT vendor will provide~mesults of pcffomnoe and’ stress ‘M “Yes'
testi ing resuits. UM wtance of the resully, the Statc will issuc a letter of Acceptance:
1.5 SUPPORT & MAINTENANCE REQUIREMENTS
. y RN PRORLAMAINTANANCE REQIUBEMENTS < B X
- ) State Requiréments Vendor
chulremen( Dcscrlplion
e -.“ L REQ Tl -.'., e = g ie
Si The Vendor's System. suppon and mai 3 upon the Eﬁ'ccuve Date'and exiend M Yes NzphCare peovides
through the end'of the full raifitcatnee.
and support of the:
| system’
51.2 Maintain the hardware and Software in sccordanee with the Specifications, terms, and requircients of Yes' TechCare EHR
the Cobract; including providing, upgrades and fixes 85 required. . soltware only.
513 Repair‘or replace the hardware or Software,.or'any portion thercof, so thet the System operstes in Yes TeehCare EHR
sccordance with the Specilications, lerms, .and requirements 6f the Contract, _ .| soRwerz'only.
514 The Siste:shall have uniimited. sccess, via phonc or Emall. 10 the Vendor. lechnical ‘support stafT Yes Helpdesk is
between the hours of 8:30am to 5:00pm- Monday thru Eriday EST. gvailable 24x7x365
. {phone or email)
S1.5 The Vendor response time for.support shall.conform to the, specific deficiency class as ‘described in M Yes Escalation ]
the specificarions, terms and requiremcnts of the Contract procedures witl
tonform 1o
deficiency class
-5).6 The Vendor will guide the ‘State ‘with possible -solutions 1o resolve: issues. to maintzin a fully M Yes
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STATE.OF NEW. HAMPSHIRE
DEPARTMENT OF CORRECTIONS

ELECTRONIC HEALTH RECORD SYSTEM

CONTRACT 20]4-051-PART3
EXHIBIT.H_ .
‘REQUIREMENTS
SMELQAL & MAINTENANCE REGUIBEMENTS s
* State Requirements. ) ' ‘Vendor
Reath | Rankiresia .o | Yendor | ‘Delivery o
R_e_q.#_l . Requiremient Descriptlon Criticality Response | Method ] Qo;qm_en_u
.| functloning, hosted Sysiem.
sSLY “"The Vendor shall make lvnll.ble 1o the State ‘the Inest progrun pdat | M Yes New software .
srebenses, sedected, functd lity rel pudm.mdDocummlonmumgmaulyoffmd to'its reicases and
customers; at no addiional o3t functionality sdded
'for‘other sites is
.available 10 the
I state
S1.8 “The Vendor. shall ‘maintzin a record. of e activities | rtluod w wm'mry ™pair or meintenance M Yes Activities are &ll,
‘activities performed. fonhe State. Hogged-and
ireporuable via our
. Ucket managemient,
system,
s19 'For ‘ell maintenence Services’ calls, The Vendor shall ensure the following information. will be. M Yes NaphCare will
collected and maintained: 1) nsture of the Dcﬂcicncy. 2) current status:of the Deficiency; 3) action _provide monthly
plans, dates, and times: 4) expected and actual completion time;'5) Deficiency resolution information, statistics and
6) Resotved by, 7) Identifying number.ize. work order number, 8) Issuc identified by.- :repafts of all
pending and closed
troube tickets;
HEH The' Vendor must work ' with” the State'to |du1||fy and uoubluhoot potentially, large-scale System | M Yes'
faitures or Deficicncies by collecting the: following information: 1) mean dme between reported
Dcﬁc::nmcs with the: Software:2) diaghosis of the root cause of the problem; and 3)identification of
, c:llsw pest Software probiems:
sl Mn.inmn me Sym:m Software in accordanee wilh the Speclﬁuuom and Tums of the Conm "Naphcare will.
comply with all
software wartanty
services as
specified in the
terms of the
, contmct.
$2.2 Repair ‘or_replace the System Software or_sny- portion. thereof 3o that the System opermtes in M Yes TechCart EHR
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS

ELECTRONIC HEALTE RECORD SYSTEM

CONTRACT 2014-051-PART 3 *

DolT Template 8722114

Authorized NaphCere Initials Z 5-4

EXHIBITH -
REQUIREMENTS
Kah KM NEIENAMNCR REQUIREMENTS ¥ 5
Sute Requirements Vendor M
Rea: . Vendor | Delivery I
Req # Requlremem Description Critlcality Response | Method Comments
lncurdanec with 1he Specifications, terms and requirements of the Contract. 1sofiwire only,
§2. | The Vendor. shall have availsble 1o the Stale on-call ielephone assistince, with issue wracking av ailablc M Yes'
10:the State, twcmy four (24),hours per day n.nd seven (7) dly:m weck with an email / 1clcphonc
. response within'two (2) hours'of reqiest’ with'a irice response dépendent upon'issue severity:
52.4 " | On-site additional Services within: ro_ur.(4) busiriess hours of a rqqqc;:. ’ ’ ‘M Yes. ‘For urgenveritical
- X . down issues thal
caingl be resolved
efficiemly.
remelely,
5235 "Muintnin a n.‘cont of the activitics: rebaied 10 ‘warrsnly.sepair or mainienance acuivitics performicd for Yes:
the State..
s2.6 For sl Wnrnnry Serviee.calls, the, Vendor shall ensure the following;information will be collccted M Yes ‘NaphCarc's
-afid maintained? 1) nature of the Deficiéncy: 2) curfént suiis of the Deflcienicy; 3) aetion plans, ducs, licketing sysiem
'end times; 4) r.xpec:ed ‘and sctual completion time; 5) Deﬁclcncy resolution information; 6) ruolv:d colleers and
by 7) Idcm:fymg number i.e. work order number; 8) issue ideritifled by. - .manzges ail dita
listed and can be
inctuded in &
‘week] y.or monlh!y.
: . ,gcnmlcd repodt.
827 ‘The Vendor musi- work with the State:to identify and troubleshoot pmcnu:lly large-sczle Software M Yes
faitures or Deficiencies, by colleciing the following informatign: |) mean time between reparted
‘Deficiencies with'the Software;-2) diagnosis of the root causc of the problem; and 3} identification of
.repest‘calls of repeat Software problems:
5238 All Deficiencies found. during the; Warranty- Period -and 1l Deficiencies found “with' the Wamanty M Yes
Releases shall be ‘corrected by the Vendor no’ Ill:r than'$ bugincss days, unless specifically exiended
in wmmgby the Siate, end a1 no additional cosi io the'State.
~
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD.SYSTEM
' ' CONTRACT 2014-05i-PART 3

‘EXHIBIT H
REQUIREMENTS
1.6 PROJECT MANAGEMENT
i3 . ) Y o PR e MANALERIE DT i R ) gt I
State Requirements i Vendor
Req# chuiremeni Descriplion Criileality Vendor. lmn"’?‘ Comments
. } } . "~ | Response | Method
PRASLL 4 MANEGEMED ~ W 4 o e

Pl1.1 " Vendor shall partbc:pw: in n lnllhl kick-on’ mecdng 10 mllwu: the Projcct M 'Yes: On-Site
Pl.2 Vendor shall provide Prn;ecl Siaff as specified in'the' RFP. M Yes ™
P13 Vendor shall submit a finstized Work Plan within 1en (10) days after Contract award and approval by M Yes Remote

\Gov;rnor €nd Couintil, The Work Piin shall/include, withowt lifnitation, 8 "détailéd description of the

Schedul usks. Deliverables, critical events, task depend:nmes. tnd paymem Schedule. The plan

shall be ugdaled 0o less thah every week.

Pl4 Verdn. shall provide, detailed bi-weekly status-reporis on the progress of the Project, which will M Yes

include £xpenses incurred year 10 date.
Pi.S All user, technical, snd Sysiem Documentation as well &3 Prwecl Schedules, plans; status reponts, and [ Yes:

comrespondence, must be miid affied as prcjcct ‘do fitation, (Défine How-- WORD formn on-Line,

in a common hbmy 01,00 papet).

'THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
', : i
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF CORRECTIONS
ELECTRONIC HEALTH RECORD SYSTEM
CONTRACT 2014-051-PART 3

EXHIBITI.
WORK PLAN

NaphCare’s Project Manager and the State Project manager shall finalize the Work Plan five (5) days
after the Effective Date and further refine the tasks required to implement the Project. The elements of the
preliminary Work Plan are documented in accordance with NaphCare’s plan to implement the Application
Software. Continued development and management of the Work Plan is a joint effort on the part of
NaphCare and State Project Managers.

The preliminary Work Pian created by NaphCare and the. State is set forth at the end of this Exhibit.

In conjunction with NaphCare's Project Management methodology, which shall be used to manage the
Project’s life cycle, the NaphCare team and the State shall finalize the Work Plan at the onset of the
. Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and NaphCare team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with NaphCare’s Work Plan-and shall:
utilize Microsoft Project to support the ongoing management of the Project.

1. ASSUMPTIONS

1.1 GENERAL :

* The State shall provide team members with decision-making authonty to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State
Staffing Matrix,

All State tasks must be performed in accordance with the revised Work Plan.

» All key decisions will be resolved within five (5) business days. Issues not resolvad
within this initial period will be escalated to the State Project Manager for resolution.

= Any activities, decisions or issues taken on by the State that affect the ‘mutually agreed
upon Work Plan timeline, scope, resources, and costs shall be subject to the identified
Change Control process.

o NaphCare shall participate in an escrow agreement with a 3 Party or, if they choose,
NaphCare may elect to have the code held by the State of New Hampshire (not DOC) at
no additional cost.

 NaphCare shall maintain an accounting systcm in accordance with Generally Accepted
Accounting Prmclples (GAAP).

12 LOGISTICS '

e The NaphCare Team shall perfonn this Project at State facilities at no cost to anhCarc

* The NaphCare Team may perform that work at a facility other than that furnished by the
State, when practical, at their own expense.

» The NaphCare Team shall honor all holidays observed by NaphCare or the State, although
with permission, may choose to work on holidays and weekends.

 The State shall provide adequate facilities for the NaphCare Team, including PCs, phones,

: Virtual Private Network (VPN) access as defined in Exhibit D, Item 3, and modem-based

dial-out capability and access to any necessary intemnal State networks and/or software
(within State standards). A physical workspace for each consultant, including a desk and
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chair, ‘with the items mentioned above, shall be provided. Convenient access to a high-
speed printer, a high-speed copier, and & fax machine shall be provided to the Project
Team, as well as access to conference rooms for meetings. This space, equipment, and
printer/fax supplies shall be provided at no cost to the NaphCare Team and shall be
available when the Project begins.

1.3 PROJECT MANAGEMENT
¢ The State shall approve the Project Management Methodology used for the Project.
« The State shall provide the Project Team with reasonable access to the State personnel as
needed to complete Project tasks.

-» A Project folder created within the State system shall be used for centralized storage and
retrieval of Project documents, work products, and other material and information relevant
to the success of the Project and required by Project Team members. This central
repository is secured by detcrmmmg which team members have access to the Project
folder and granting either view or read/write privileges. NaphCare's Project Manager will
establish and maintain this folder. The State Project Manager shall approve access for the
State team, Documentation can be stored locally for NaphCare and State team on a

“shared” network drive to facilitate case and speed of access. Final-versions of all
Documentation shall be loaded to the State System. .
»  NaphCare assumes that an Alternate Project Manager may be appomted from time to time
to handie reasonable and ordinary absences of the Project Manager.

1.4 TECHNICAL ENVIRONMENT AND MANAGEMENT
o The State and NaphCare are jointly responsible for all supporting infrastructure including
but not limited to servers, virtualization, operating system software, database software, .
computers, network, equipment, and communication facilities including its configuration
needed to support the Project. Specifically, the State is responsible for the technical
environments under their management, including all aspects outlined below, that relate to
the on-site production and test environments for the software’ system. NaphCare is
responsible for the technical environments under their management that support the state
in deployment and backup of the software system.
o Software licensing from third parties which shall include, but not be limited to, the
_ following:
* Microsoft SQL Server
Microsoft Windows Server -
SQL Client Access Licenses
Windows Server Access Licenses
Other necessary licenses to be determined by NaphCare and State
» The hardware and operating system to host the Project’s development and productlon
instances. Hardware and operating system environments must be sized to support a
minimum of two (2) instances of the applications and six (6) instances of the applications
(instances include: configuration, development, system/integration testing, Acceptance
Testing, training, and production). All instances shall be installed on similar hardware
configurations and operating system,
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» _ The State’s hardware operating environment and suppomng software shall meet NaphCare
certification requirements for the applications deployment being installed.

¢ The.State and NaphCare are responsible for providing the lnternet access at their
respective locations.

+ NaphCare team shall implement Release TechCare““ Version 4.5 applications.

NaphCare will lead an effort, 1nclud|ng the State of New Hampshire Operations Team, to
identify the hardware requirements for the development,- test and productlon
environments. The State of New Hampshire shail satisfy those hardware requirements
prior to NaphCare and State of New Hampshire teams building of the environment.

» Designated State systems personnel shall be available during normal working. hours and

. for adjustments to operating systems confi igurations and tuning.

e As it pertains to the location of the data stored, the State and NaphCare shall be jointly
responsible for all aspects of server and data security, user names, passwords and all on-site
medical records, whether stored clectronically or otherwise, including privacy restrictions
and regulations as well as the Health Insurance Portability and Accountability Act.of 1996
and its implementing regulations, each as amended from time to time (“HIPAA”). State
shall be solely responsible for the remote access of the server and electronic medical
records by anyone on behalf of State or any other authorized or unauthorized user other
than NaphCare’s access thereof in the performance of its obligations under this Agreement.
State shall be solely responsible for regular on-site backup as well as transmitting electronic
medical records.and data to State’s designated off-site back-up/storage, if any.

e NaphCare shall make available updates/patches/versions of the TechCare application
throughout the contract term based on a deployment schedule mutually agreed upon. The
maximum frequency by which NaphCare will provide updates to the application is every
thirty (30) days. Exceptions to this frequency are only by discovery of software "bug(s)"
that have a direct impact to patient care at which point a patch will be prowded as soon as
possible, on a best effort basis.

+ NaphCare shall provide all application updates through the secure TechCare File Portal.
Application update files will be appropriately named with version and date identifiers along
with appropriate technical documentation. The State will be responsible for the retrieval
and exccution of application and database updates for the test and production application
environments based on the files and documentation provided.

» The State will provide written notification to NaphCare when installing versions of the
application to the test and production environments. '

1.5 PROJECT SCHEDULE
e Deployment and go live dates are as agreed upon in the Work Plan,

1.6 REPORTING
* NaphCare shall conduct weekly status meetings, and provide reports that include, but are
not limited to, minutes, action items, test results and Documentation.
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1.7 USER TRAINING

The NaphCare Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the detivery of end-user training.
The State is responsible for the delivery of end-user training.

The State shall schedule and track attendance on all end-user training classes.

1.8 PERFORMANCE AND SECURITY TESTING ,
o The State shall work with NaphCare on and security and performance testing as set forth
in Contract Agreement DOC 2014-051 — Consolidated Exhibits, Exhibit F — Testing
Services.

2. ROLES AND RESPONSIBILITIES
2.1, NAPHCARE TEAM ROLES AND RESPONSIBILITIES

A. NAPHCARE TEAM PROJECT EXECUTIVE

The NaphCare Team’s Project Executives (NaphCare and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the
Implementation throughout the Project life cycle. The Project Executive shall advise the
NaphCare Team Project Manager and the State’s Project leadership on the best practices for
implementing the NaphCare Software Solution within the State. The Project Executive
shall participate in the definition of the Project Plan and provnde guidance to the State's
Team.

B. NAPHCARE TEAM PROJECT MANAGER
The NaphCare Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the NaphCare
Implementation Team. The NaphCare Team Project Manager will have the following
responsibilities:
* Maintain communications with the State’s Project Manager;
s  Work with the State in planning and conducting a kick-off meeting;.
* Create and maintain the Work Plan,
¢  Assign NaphCare Team consultants to tasks in the Implementation Project according

to the scheduled staffing requirements; :

Define roles and responsibilities of ali NaphCare Team members;

» Provide weekly update progress reports to the State Project Manager;

* Notify the State Project Manager of requirements for State resources in order to
provide sufficient lead time for resources to be made available;

¢ Review task progress for time, quality, and accuracy in order to achieve progress
Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a change of scope;

¢ Implement scope and Schedule changes as authorized by the State Project Manager
and with appropriate Change Control approvals as identified in the Implementation
Plan;
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Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s
Project Manager.

C. NAPHCARE TEAM ANALYSIS
The NaphCare Team shall conduct- analysis of requirements, validate the NaphCare
Team’s understanding of the State business requirements by application, and perform
business requirements mapping:

Construct and confirm application test case scenarios;

Produce application configuration definitions and configure the applications;

Conduct testing of the configured application;

Produce functional Specifications for extensions, and interfaces;

Assist the State in the testing of extensions, and interfaces; '

Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetings to obtain feedback, resuits, and concumnce/approval
from the State;

Assist with. the correction of configuration problems identified during system,
integration and Acceptance Testing; and '
Assist with the transition to production.

D. NAPHCARE TEAM TASKS
The NaphCare team shall assume the followmg tasks:

Development and review of functional and technical Specification to determine that
they are at an appropriate level of detail and quality;

Development and Documentation of interface programs in accordance with functional
and technical Specifications;

Development and Documentation of installation procedures
Development and execution of test scenarios;

Unit testing of interfaces developed; and

System Integration Testing.'

22. STATE ROLES AND RESPONSIBILITIES
The following State resources have been identified for the Project The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts' time will vary based on the
need determined by the State Leads and the phase of the Implementation.

A. STATE PROJECT MANAGER
The State Project Manager shall work side-by-side with the NaphCare Project Manager
The role of the State Project Manager is to manage State resources, facilitate completion of
all tasks assigned to State staff, and communicate Project status on a regular basis. The
- State Project Manager represents the State in all decisions on Implementation Project
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matters, provides ail necessary support in the conduct of the Implementation Project, and
provides necessary State resources, as defined by the Work Plan and as otherwise
identified throughout the course of the Projec: The State Project Manager has the
following responsibilities:

Plan and conduct a kick-off meeting with assistance from the NaphCare team;
Coordinate State staff for meetings; ’

Gather contacts necessary for interfaces with 3™ party software;

Facilitate relationships between TechCare™ and any 3™ party software;

Assist the NaphCare Project Manager in the development of a detailed Work Plan;
Identify and secure the State Project Team members in accordance with the Work
Plan;

Define roles and responsibilities of all State Prq;ect Team members assngned to the
Project;.

Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implementation
tasks;

Procure classrooms for training;

Assist with staff training prioritization;

Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressed at the Project level,

Inform the NaphCare Project: Manager of any urgent issues if and when they arise; and
Assist the NaphCare team staff to obtain requ&sted -information if and when required to
perform certain Project tasks.

Ensure that all documentation is communicated to the appropriate staff; and
Communicate any noted deficiencies, -

B. STATE SUBJECT MATTER EXPERT(S) (SME) '
The role of the State SME is to .assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
pamc:pate in the Implementation. Responsibilities of the SME include the following: |

¢ Communicate to TechCare™ the current process of caring for an inmate;

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the
relevant applications;

Assist in validating and documenting user requirements, as needed; .

Assist in mapping business requirements;

Assist in constructing test scenarios and data;

Assist in System Integration, and Acceptance Testing;

Assist in performing integration testing and Data verification;

Attend Project meetings when requested;

Assist in training end users in the use of the NaphCare Soﬂware Solution and the
business processes the application supports;

Trained at a Super User level on TechCare™:;
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Understand how TechCare™ is designed to care for an inmate;

Communicate any forms electronic or paper documents regularly used to care for an
inmate

Review forms/protocols in TechCarem and report any deficiencies in comparison to
the current paper forms;

Carry out workflows in TechCare™ and give feedback to enhance workflow; and
Perform on-site regression testing with new releases and prowde feedback on any
deficiencies.

C. STATE TECHNICAL LEAD AND ARCHITECT _
The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical training as necessary to support the Project; _

Assist the State and NaphCare Team Project Managers to establish the detailed Work
Plan;

Manage the day-to-day activities of the State’s technical resources assigned to the
Project;

Work with State IT management to obtain State techmcal resources in accordance with
the Work Plan;

Work with the NaphCare Technical Lead and the State’s selected hardware NaphCare
to architéct and establish an appropriate hardware platform for the State’s Project

* development and production environments;

Perform testing to ensure that uptime is guaranteed,;

Stress testing during implementation and Go-live/post-live;

Perform TechCare™ version updates;

Work in partnership with NaphCare and lead the State technical staff’s efforts in

- documenting the technical operational procedures and processes for the Project. This

is 8 NaphCare Deliverable and it will be expected that NaphCare will lead the overall
effort with support and assistance from the State;

Reports issucs affecting software to TechCare™; and

Represent the technical efforts of the State at weekly Project meetings.

D. STATE APPLICATION DBA (DolIT)
The role of the State Application DBA(s) is to work closely with the NaphCare Team to
install and maintain the Application environments throughout the duration of the Project.
It is important that the State Application DBA(s) assumes responsibility for the support of
these environments as soon as possible, and conducts the followmg responsibilities
throughout the Implementation Project:

Attend Application DBA training' and acquire m—depth technlcal knowledge of
application DBA responsibilities, if the DBA has not already done so; '

*  Work with NaphCare to finalize machine, site, and production configuration;
*  Work with NaphCare to finalize logical and physical database configuration;
Set up Replication;
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Work with NaphCare to install the NaphCare tools, and NaphCare Applications for the
development and training environment;

Work with NaphCare to clone additional appllcatlon instances as nceded by the
application teams;

Work with NaphCare upgrades to the Application instances as required by the Teams.

Maintain & consistent and constant parity with all instances as required by the
Application teams,

Work with NaphCare and the Application teams to establish and manage an instance

management plan throughout the Project;

Work with NaphCare to establish and execute backup and recovery procedures

throughout the Project;

‘Manage Operating System adjustments and System Maintenance to maintain system

configurations and Specifications;
Work with the Application Teams to manage the availability of Application instances
throughout the Project;

- Perform routine NaphCare Application monitoring and tuning;

Work with NaphCare to define and test Application security, backup-and recovery
procedures; and '

Assume responsibility for the database administration ﬁmctlons, upon transfer of the
Application to the State’s hardware platform.

Develop and maintain role-based security as defined by the Application Teams;
Establish.new NaphCare Application user Ids;

Configure menus, request groups, security rules, and custom responsibilities;

Testing to ensure uptime is guaranteed and monitoring;

Reports software related issues to TechCare™;

Stress testing and monitoring; and

Reports issues affecting software to TechCare™

E. STATE NETWORK ADMINISTRATOR (DoIT)
The State Network Administrator will provide technical support regardmg networking
reéquirements administration. The responsibilities will include:

Assess the ability of the State’s overall network architecture and capacity to
adequately support implemented applications;

Establish connections among the database and application servers;

Establish connections among the desktop devices and the Application and database
servers; : .

Installation of routers;

Ensure communication between locations;

Testing to ensure uptime is guaranteed; and

- Monitor and report issues affecting software to TechCare™,

F. STATE TESTING ADMINISTRATOR
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Respénsibilities: include:
. Coordmatmg the developmem of system, ‘integration, performance and Acceplance-'

‘Test plans;

coordinate the Siat'-f:!‘.s esting efforts.

Coordmatmg system, integration, pcrformance .and ‘Acceptance Tests;
Chamng test rewcw meetmgs, :

EnSurmg lhal proposed process ch'anges -are consndered by process JOWNErs;

Establtsh priorities of Deficiencies requiring resclution;:and
* Tracking Deficiencies. l‘hrough resolution.

3. SOFTWARE APPLICATION

The Siafe utilizes the Microsoft Office suite: for-daily. functions: Documents. musl be:provided. in a
foriat thal‘can be accessed. by thése toals:

4. RERSERVED
5. INTERFACES,

Interfaces shall be implemented in cooperation with'the! State, The following Table 5.1 identifies the
intérfaces:within the, scope: of this Cofitract and théif relative: a551gnment

Table 5.1 ‘l'n.-Si‘.ope.lnt'erl'aces

: Interface

3 Party

Responsible Party

NHDoIT | NHDOG/NaphCare | Ceiirrilized Data Warelicuse |
- . P Offender Managemcm System: 3"’
CORIS® I NaphCare/NHDOC party vendor _!
; Lab Corp _J _,NaphCarefNHDOCJ _ Lab resilts- 3“’ :party vendor f
‘ mdinlogﬂmri‘ﬁw f]‘ . MoblleX ] ,NaphCare/NHDOCJ _ _X Ray results- 3'f’ pgrty_ vendor |
ﬁPharmacy J- CIPS®. i NaphCare/NHDOC_I Pharinacy-3" party vefidor '|
¢ Amerisource’ , PR — Medication Ordcrmg/Managcmem-
Bergen i ng h(,:arngHDOC 3" party-vendor
: e NHDOC NaphCare/NHDOC . Mental Health'System
i’,l“ilefioldm«m 3 ___ FileHold _ '__|.'5Naphcﬂre/NHDOG | ';abdtfumiehi—hi;ﬁagrémcni Sjsie’fn |
EREIVE birec Vil NHDOC Active | .. . ) RS
ﬁ};«gé’;jﬁ‘%’ W Difectory NaphCare/NHDOC Actie. Directory
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Interlace R I’:nrt_\' Rupunslhlt Party l)uulptum
Vendor/Agency

Federal Hedlth Information’Portal

‘NaphCare. for- Heslthcare Proyiders,

511, INTERF ACE RESPONSIBIL[TIES (DEPENDENT ON'WHO IIS ‘WORKING ON THIS

. The NaphCarerTcam s all prowde the StateJNaphCare Application Data. requirements-and
examiples; of data mappmgs and interfaces |mplemented onothier Projects; The; NaphCare
Team: shall identify the; APls the State. should use in the design -and development.of the
interface:

s The NaphCare Team shall lead the State with the mapping: of business process to ‘the
"NaphCare -Application.

®  The NaphCare Team shall lead the review of functlona] and technical sinterface
Spec:ﬁcatlons

. The NaphCare Team shall assist the State wnh the -resolution 'of ‘problems :and issues
associited with thé development and. Implementauon of the. intérfaces..

‘s The NaphCare Tearv shiall dociiment ‘the: funictional and technical Spemﬁcatmns for the
intérfaces.

« ‘The NaphCare Tear shall create the initial Test Plan and related:scenarios to Unit Test.the
intefface. Thé State:shall validate:and accepl.

» The NaphCare Team shall develop and Unit Tést'the interface:

. The State and thc NaphCare Feam' shll ‘joinily “verify and ‘validate the accuracy.-and

. The State shall documem the techmcal changes needed to legacy' systems 1o accommodate
the nterface:

® - “TheState shall develop.and test all legacy apphcaupn_ chériges npgded to accommodate’the
mterface

o The State and the, NaphCare Tedms shall Jomlly omstruct 'test scenarios: and, create- -any
dats needed 1o support testing the interfaces.

« The State is. résponsible. foi- ail data extracts and rélated formattmg rieéded from legacy
systems1o:support the interfaces.

* The Siate is résponsible for documenting the procedures rcqunrcd 1o fun the mterfaces in
productlon :

s Thg State is. fesponsible for the schedulmg of interface operation in production.

(3 APPLICATION MODIF]CATION

‘To more fully address the Siate’s requ:remems the NaphCare Team shall. |mpicmcnl the following
_ appllcauon modifications. "Thé following Table 6.1 iidéntifies the modific catlons that -aré-within ‘the
1scope of, this Contract
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Table.6.1: Modifications —NaphCare Developed

" FEl: Eléctronic. Health Record
(EHR), Practice

: Managcmcm Systcrn

) (PMS)MComputenmd
Physician Order Entry
(CPOB), Electronic

- Decision Suppon (CDS)
Clinical Ddia Exchangc

‘ (CDE) & Piug-lnllmcrfacc‘
Mma&cr )

il Reguirement Components, if
: applicable _

Préséribing (RX), Clinical I

Enhancement Deserviption

F uncuonahty defined within the Requirements Document:. -
jomlly developed’ by ‘the:Stalc and NaphCarc post contract

GXCCUHOH

Evolving ceriification stnndards. i.e. NCCHC ACA
. JCAHO ONC HIT.

Evo!vmg certification standards. ic. NCCHC ACA
JCAHO, ONC HIT.

{ Evolwng cemﬂcauon standards, 1 & NCCHC ACA:“

_JCAHO,.ONC HIT!

7. PRELIMINARY WORK'PLAN
The followmg Table 7.1 provides the prélifinary.agreed ipon ‘Work Pla for'the Conlract-.

r-'l"'af:lc 7:1: High Level Préliminary NH Project Plan

Projeci:Manapement:
_ Conduct Project.Kickoff:Meeling _ 14Days | ‘Week 2
Praject Work Plan'with Milestones ~ 28-Days ‘Week4
. Design Docuniernitation 42 .Days week 6
_Participate in Design Réview. - Weekly
Status Reports/Meetings'and Update:
PO Work Pglsan Updateito Weekly
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yslein Software
TechCare™ Review—Ready and User
Acceptance Testing 70 Days Week 10
TechCare™ Walkthrough/Review 84 Days Week 12
[User Acceptance Test (UAT)
Train Testers 70 Days Week 10
Test Plan and Scenarios 70-84 Days Weeks 10-12
Test Functionality 70-84 Days ‘Weeks 10-12
Test Security 70-84 Days Weeks 10-12
Support During UAT/Share All
Testing Results with State Project. Co
Team 84-112 Days Weeks 12-16
TechCare™ Peer-to-Peer Training .
Training Plan and Schedule 84 Days Week 12
User Fraining on TechCare™ 112-133 Days Weeks 16-19
TéchCare™ Go-Live 126 Days Week 18
[Deployment : .
Deployment Plan 42 Days Week 6
Set up and Configure TechCare™ Weeks 6-10
Implement Customized Software 70-84 Days Weeks!0-12
User Operation Manusl 112 Days Week 16
User Support Plan 84 Days Week 12
Ongoing Support and Maintenance On-Going
[Other -
Custom Reports Completed 147 Days Week 21
Project Close Out. Meeting/Final .| .
Accéptance/Holdback Payment 168-182 Days Weeks 24-26

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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1. LICENSE GRANT
The Software License shall grant the State a worldwide, perpetual, irrévocable, non-exclusive, non-
transferable, limited license to use the Software and its associated Documentation, subject to the
terms of the Contract. Upon the termination of this contract, NaphCare shall maintain no
responsibility whatsoever for the software system's operation, maintenance, warranties and/or
support. As of the termination daté, the software shall remain as-is with NaphCare maintaining no-
obligations or further responsibility for the workmanship of said software.

The State may allow its agents and Vendors 1o access and use the Software, and in such event, the
State shall first obtain written agreement from such agents and Vendors that each shall abide by the
terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

The NaphCare shall provide the State with a sufficient number ‘of hard copy versions of the
Software’s associated Documentation-and one (1) electronic version in Microsoft, WORD and PDF
format. The State shall have the right to copy the Software and its associated Documentation for its
internal business needs. The State agrees to includé copynght and proprietary notices provided to
the State by the Vendor on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:

A. Remove or modify any program markings or any notice of NaphCare's proprietary nghts

B. Make the programs or materials available in any manner to any third party for use in the third
party’s business operations, except as permitted herein; or

C. Cause or permit reverse engineering, disassembly or recompilation of the programs.

In addition, except as may be expressly authorized in this Contract, State shall not do, nor shall it
authorize any person do, any of the following: (i) use the Software for any purpose or in any manner
not specifically authorized by this Contract; (i) make any copies or prints, or otherwise reproduce or
print, any portion of the Software, wheth'er in printed or electronic format; (iii) distribute, republish,
download, d:splay, post, or transmit any portion of the Software; (iv) create or recreate the source
code for, or re-engineer, reverse engineer, decompile, or disassemble the Software; (v) modify, adapt,
translate, or create derivative’ works from-or based upon any part of the Software, or combine or .
merge any part of the Software with or into any other software, document, or work; (vi) refer to or
otherwise use any part of the Software as part of any effort to develop a product or service having any
functional attributes, visual expressions, or other features or purposes similar to those of the Software;
(vii) remove, erase, or tamper with any copyright, logo, or other proprietary-or trademark notice:
printed or stamped on, affixed to, or encoded or recorded in the Software, or fail to preserve all
copyright and other proprietary notices in any copy of any portion of the Software made by State,
except as otherwise prescribed in the escrow provisions (viii) sell, market, license, sublicense,
distribute, rent, loan, or otherwise grant to any third party any right to possess or utilize any portion of
the Software w1thout the express prior written consent of NaphCare (which may be withheld by
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NaphCare for any reason or conditioned upon execution by such party of a confidentiality and non-
use agreement and/or other such other covenants and warranties as NaphCare in its sole discretion
deems desirable); (ix) use the Software to gain or attempt to gain access to any software applications,
computer systems, or data not expressly authorized under this Contract; (x) lease, rent or use the
Software in a time- sharing ‘or bureau arrangement; or (x) attempt to do or assist any-party in
attempting to do any of the foregomg.

The data and medical records from this System is are owned by the State which has total access
to it and has unlimited rights to develop reports using it.

4. TITLE
NaphCare holds the right to allow the State to use the Software or hold all title, right, and interest
(including ‘all ownership and intellectual property rights) in the Software and its associated
Documentation.

5. THIRD PARTY

NaphCare shall ndent:fy all third pany contracts to be provided under the Contract with the Vendor's
Proposal. The terms in any such contracts must be consistent with this RFP and any resulting
Contract, including, but not limited to State of New Hampshire Terms and Conditions General
Provisions Form P-37.

6. SOFTWARE NON-INFRINGEMENT

NaphCare warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software (“Material™) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or iisappropriate a trade secret of any third party.

The warranty of non-infringement shali be an on-going and perpetual obhgatlon that shall survive

" termination’ of the Contract. In the event that someone makes a claim against the State that any
Material infringe their intellectual property rights, NaphCare shall defend and indemnify the State
against the claim provided that the State: | ;

A. Promptly notifies NaphCare in writing, not later than thirty (30) days after the State receives
actual written notice of such claim;

B. Gives NaphCare control of the defense and any settlement negotiations; and '

C. Gives NaphCare the information, authority, and assistance reasonably needed to defend against or
settle the claim,

Notwithstanding the foregoing, the State s counsel may participate in any claim to the extent the State
. seeks to assert any immunities or ‘defenses apphcable to the State.

If NaphCare believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, NaphCare may choose to either modify the Material to be non-infringing
or obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,
NaphCare - may end the license, and require return of the applicable Material and refund all fees the
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" State has paid NaphCare under the Contract. NaphCare will not indemnify the State if the State alters
the Material without NaphCare’s consent or uses it outside the scope of use identified in NaphCare’s
user Documentation or if the State uses a version of the Material which has been superseded, if the
infringement claim could have been avoided by using an unaltered current version of the Material
which was provided to the State at no additional cost. NaphCare will not indemnify the State to the
extent that an infringement claim is based upon any information design, Specification, instruction,
Software, data,.or material not furnished by NaphCare. NaphCare will not indemnify the State to the
extent that an mfrmgemcnt claim is based upon the combination of any Material with any products or .
services not provided by NaphCare without NaphCare’s consent. ‘

7. SOFTWARE ESCROW

NaphCare shall place the source code of the Software in an escrow account setup and maintained by
NaphCare and a third party or the State. If Source Code is obtained by State through escrow, such
Source Code shall remain subject to every license restriction, proprietary rights protection, and
other State obligations specified in this Agreement. State may use Source Code for the sole purpose
of supporting its use of the Licensed Software as expressly permitted under this Agreement, and for
no other purpose whatsoever. ‘'When Source Code resides in, a central processing unit, State shall
limit access to its authorized employees or agents who have a need to know in order to support the
Licensed Software. State shall at all times implement strict access security measures in order to
prevent unauthorized disclosure, use, or removal of Source Code. State also agrees that all
persons with access to the Source Code shall execute confidentiality agreements consistent with
the obligations of State hereunder. Soiirce code held in escrow may be tested for authenticity and
reliability at designated times by State. The source code shall be released to the State if one of the
following events has occurred:

A. NaphCare has made an assignment for the benefit of creditors:

B. NaphCarc institutes or becomes subject to a liquidation or bankruptcy proceeding of any kmd

C. A receiver or similar officer has been appointed to take charge of all or part of NaphCare’s
assets, .

D. NaphCare terminates its maintenancé and operations support services for the State for the
Software or has ceased supporting and maintaining the Software for the State whether due to its
ceasing to conduct business generally or otherwise, except in cases where the. tenmnanon or
cessation is a result of the non-payment or other fault of the State;

E. NaphCare defaults under the Contract; or :

F. NaphCare, ceases its on-going business operations or that portion of its business operauons
‘relating to the licensing and maintenance of the Software.
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1. WARRANTIES

1.1  SYSTEM

NaphCare warrents that the System will operate to conform to the Specifications, terms, and
requirements of the Contract, subJect to the disclaimers set forth herein below.

12 SOFTWARE
NaphCare shall warrant that the Software is properly ﬁmctmnmg within the System compliant
with the requirements of the Contract, and will operate in accordance with the Specifications.
Software shall be archived and or version controlled through the use of Harvest Software.

a). sibiljty for Medical Use. State shall communicate to each authorized user that the

Software is a support tool only and expressly is not to be relied upon as a sole source of
information in connection with medical advice or the provision of medical services.

b). Other Disclaimers. Staté will be exclusively responsible as between the parties for, and
NaphCare makes no representation or warranty with respect to, ensuring the accuracy of any
State data, or selecting, procuring, installing, operating, and maintaining the technical
infrastructure for State’s access to and use of the Software. NaphCare shall not be liable for,
and shall have no obligations with respect to, any aspect of the Software that is modified by any
person other than NaphCare or its contractors, use of the Software other than in accordance
with the most current operating instructions provided by NaphCare, malfunctions or failures
caused by defects, problems, or failures of software or hardware not provided by NaphCare, or
malfunctions or failures caused by acts or omissions of State or any third party. State
acknowledges that the operation of the Software will not be error free in all circumstances, and
that the operation of the Soﬂwm may be interrupted for reasonable periods of time to cure any
_ defect in the software,

1.3 NON-INFRINGEMENT
NaphCare warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software (“Material™) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade
name or other intellectual property rights or misappropriate a trade secret of any third party.

1.4 VIRUSES; DESTRUCTIVE PROGRAMMING
NaphCare warrants that the Software shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt, disable, harm, or otherwise impede the operation thereof or
of any associated software, firmware, hardware, computer system, or network {sometimes
referréd to as “viruses” or “worms™).

1.5 COMPATIBILITY

NaphCare warrants that all System components, including but not limited to the components
provided, including any replacement or upgraded system Software components provided by
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NaphCare to correct Deficiencies or as an Enhancement, shall operate with the rest of the
System without loss of any functionality, subject to the disclaimers set forth here:nabove

1.6 SERVICES
NaphCare shall warrant that all Services provnded under the Contract will be provided in a
professional manner in accordance with industry standards and that Services will comply with
performance standards. : '

1.7 PERSONNEL
NaphCare warrants that all personnel engaged in the Services shall be quallf' ied to perform the
Services, and shall be properly licensed and otherwise authorized to do so under all applicable
laws.

1.8 BREACH OF DATA ' ‘
NaphCare shall not be liable to State for any loss or damage arising out of or relating to State’s
failure to maintain its own security obligations with the exception of a data breach occurring
solely as a result of NaphCare’s negligence in maintaining its intemal servers housed at
NaphCare location(s). NaphCare shall be solely liable for costs associated with any breach of .
State Data housed at NaphCare's location(s) including but not:timited to notification and any
damages assessed by the courts.

2. WARRANTY SERVICES
NaphCare agrees to maintain, repair, and correct Defi ciencies in the System Software, including but
not limited to the individual modules or functions, during the Warranty Period, at no additiona! cost
to the State, in accordance with the Specifications, Terms and requirements of the Contract,
including, without limitation, corvecting all errors, and Defects and Deficiencies; eliminating viruses
or destructive programming;. and replacing incorrect, Defective or Deficient Software and
Documentation.

Warranty Services shall include, without limitation, the foliowing:

A. Maintain the System Software in accordance with the Specifications and Terms of the Contract;

B. Repair or replace the System Software or any portion thereof so that the System operates in
accordance with the Specifications, terms and requirements of the Contract;

C. NaphCare shali have available to the State on-call telephone assistance, with issue. tracking
available to the State, twenty four (24) hours per day and seven (7) days a week with an email/
telephone response within two (2) hours of request, with assistance response dependent upon
issue severity;

D. On-site additional Services within four (4) business hours of a request for items that cannot be
efficiently resolved remotely and that are considered critical;

E. Maintain a record of the activities related to warranty repair or maintenance activities performed
for the State;

F. For all Warranty Service calls, NaphCare shall ensure the following information will be collected
and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3) action plans,
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dates, and times; 4) expected and actual completion time; 5) Deficiency resolution information; 6)
resolved by 7) Identifying number i.c. work order number; 8) issu¢ identified by.

G. NaphCare must work with the State to identify and troubleshoot potentially large-scale Software
failures or Deficiencies by collecting the following information: 1) mean time between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems; and

H. All Deficiencies found during the Warranty Period and all Defi ciencies found with the Warranty

' Releases shall be corrected by NaphCare no later than five (5) business days, unless specifically
extended in writing by the State at no additional cost to the State.

]n the event NaphCare fails to reSpond to or correct a Deficiency within the allotted period of time,
the State may, at its option: 1) declare NaphCare in defauit, terminate the Contract, in whole or in
part, without penalty or liability to the State; 2) return the Vendor’s product and receive a refund for
all amounts paid-to the Vendor, including but not limited to, applicable license fees within ninety (90)
days of notification to the Vendor of the State’s intent to request a refund; and 3) to pursue its
remedies available at law and in equity. '

Notwithstanding any provision of this Contract, pursuant to Contract Agreement DOC 2014-051 -
General Provisions, Section 13.1: Termination For Default, the State’s option to declare NaphCare in
default, terminate the Contract and pursue its remedies shall remain in effect until satnsfactory
completion of the full Warranty Period.

3. WARRANTY PERIOD

The Warranty Period shall commence upon the State s issuance of a Letter of Acceptance for the
UAT and extend for ninety (90) days. If within the last thirty (30) calendar days of the Warranty
Period, the Software fails to operate in accordance with its Specifications, the Warranty Period will
cease, NaphCare shall correct the Deficiency, and a new thirty (30) calendar day Warranty Period will
begin. Any further Deficiencies with the Software must be corrected and run fault free for thirty (30)

consecutive calendar days.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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- TRAINING SERVICES

NaphCare shall provide the following Training Services. -

1. USER TRAINING APPROACH ‘
NaphCare shall use “peer-to-peer” approach and provide experienced NaphCare clinical staff to

train on-site.
11. PHASE I- INTRODUCTIONS

A. New Hampshire Learns TechCare™
o. During the first phase of implementation, as NaphCare and the New Hampshire
Department of Corrections (NHDOC) begin working together, a “sandbox”/out-of-the-
box (COTB) version of TechCare™ will be installed for State stakeholder and project
management staff to review. Beginning interaction with our software in the earliest
possible phases of implementation will allow the State’s pI'O_]eCt manager’s ample time
- to learn the’ basic Iayout of the software and aid them in decision makmg for
customization,
¢ Knowing the current product and having daily access to this instance will be'a
tremendous aid for State staff, versus just a screenshot library or user manual. The
sandbox will be made available via remote terminal server, making it accessible from -
- virtually any computer with an internet connection. State stakeholders will not be
limited to specific computers in offices with this option and can run the program during
internal planning meetings that will likely occur prior to requirements sessions with
NaphCare's IT department.

B. NaphCare Learns New Hampshire
o NaphCare is an expert on correctional EHR products and solutions, but we are not an
expert on NHDOC. For this reason, NaphCare clinical dnd implementation staff will
be on-site to leam the State’s current workflow and processes. This is done so that
NaphCare can be a partner with the State in customizing the solution to best fit the
- State's needs.

* NaphCare will also use this opportunity to provide training of the COTB version for the
stakeholders and Project Management staff at the NHDOC. As access is granted to
those users that will need it, NaphCare will assess the makeup and determine if a
classroom style training environment is best or simply 1:1 training based on -
stakeholder role (MD'MD HSA:HSA, System Administrator & PMs:IT, etc.).

1.2, PHASE 2 - TRAINING THROUGH USER ACCEPTANCE TESTING

A. Coordinating with lmplementatlon
o In the latter part of Implementation Phase 2; User Acceptance Testing (UAT) will
begin as a part of the overall customization and implementation process. We recognize
that more individuals outside of the State project management and stakeholder staff
may be brought in for UAT. Therefore, clinical training staff will be on-site for
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additional training sessions prior to UAT to get everyone up to speed on the COTB
solution and the newly customized NHDOC version of TechCare™. This will likely .
be classroom-style, instructor based training. As a value-add, NaphCare can provide a
set of training laptops so that all users have access to their own workstation.

13 PHASE 3 - END-USER TRAINING

A. Organizing the Training
NaphCare’s training director and clinical trammg staff will rely on NHDOC stakeholders
and project managers for training attendee lists and decision-making with scheduled times
and locations. The NaphCare training director will prov:de a training schedule based on the
State’s medical staffing lists provided,

B. Super Users
Initially during User Training, we provide the opportunity for select users to advance their
understanding of the software to that of a Super User. Super User training usually lasts 1
week with roughly four (4) (based on the number of Super Users) NaphCare clinical staff
members in a classroom-style environment.

C. Classroom Training
Sessions are normally scheduled in 3.5-4 blocks over the course of the tmmmg period.
Scheduling can also be planned for evening sessions in order to cover 2* and 3" shift
employees without disrupting their normal work schedule. As with any project, training .
will be prepared ahead of time and session-time adjustments will be made accordingly
based on the customization level and workflow changes within NHDOC’s version of
TechCare™ and to suite the States schedule.

D. On-Site Presence & Curriculum
.Based on the State’s needs, clinical staff would be on-site for one to three (1 3) weeks
" conducting training for standard users. User training also involves classroom-style,
instructor led sessions. Training curriculum is established based on the experience level
and job responsibilities of the intended users attending each session (whether State IT
personnel, MDs, directors, project managers, shift supervisors, pharmacy staff, charge
nurses, etc.). .

For example, all staff would learn the basic modules of the software. However, IT
personnel training may emphasize software configuration by facility, role administration
and user administration training; while pharmacy training would focus - heavily on
Pharmacy menu items and dashboards.

14 PHASE 4 - ACCOMPANIED GO-LIVE

A. Supporting the Movc
¢ Go-Live can be the most stressful part of an implementation. It is not from a lack of
preparation, but rathcr the stress related to changing the way in which staff does their
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jobs. To help alleviate this concem, during Go-Live NaphCare clinical staff members
are on-site twenty-four (24)-hours per day for at least one week. All shifis are covered
during Go-Live for staff support needs.

» This peer-to-peer approach utilizing RNs, LPNs, and MDs better equips staff for their
primary job of providing care while putting them at ease that patient care is maintained
and properly documented in the new system. Some users leamn best in a classroom,
others learn better in action: NaphCare addresses both styles.

« Additionally, peer based support through the Go-Live promotes clear and effective
communication. NHDOC medical staff communicates with peers. NaphCare’s clinical
training staff, which is comfortable and accustomed to conveying support issues to IT
developers, will then pass along the necessary information.

2. ONGOING TRAINING
As TechCare™ experts, Super Users provnde on-going, peer-to-peer training post Go-Live. Training
videos, manuals, a training database environment are all made available for ongoing use when
training users after the EHR is deployed and in usé fulltime. And as mentioned below, NaphCare
clinical and IT staff remains prepared to come on-site for follow-up training activities.

3. ADDITIONAL POINTS ] - _
© 3.1 What type of training (instructor led vs. computer based) will be used for each purpose and.
' why?

- Based on over a decade of experience, web-based/video training used alone does not result in
well-prepared staff. This can directly impact patlent care and is a significant risk. In response,
NaphCare employs direct interaction for training by clinical, TechCare™ experts. Qur
classroom sessions are instructor led and our Go-Live support puts TechCare™ experts, side-
by-side with the State’s staff to ensure complete comfort and support throughout the entire
process. :

3.2 What methods will be employed to evaluate training activities?
NaphCare's Training Director and clinical training staff are experienced correctional healthcare
‘employees accustomed‘ to correctional system workflows. Throughout training, the training
director will be in close contact with State stakeholders and Project Management. Should any
training deficiencies be noted, the training curriculum will promptly be updated in order to
conﬁnn State healthcare staff is fuilly proficient using TechCare™ prior to the Go-Live period.

Ultlmately, prior to Go-Live, NaphCare wiil present each functlonal area’s staff members with
an evaluation of key tasks that are necessary to complete their job function. Through our
experience, passing these carefully crafted evaluations show a direct correlation with being able
to function, without assistance, within the TechCare™ System.
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3.3 How will training be coordinated with other User support activities?
NaphCare’s Software Implementation team is responslble for managing the entire process of
Implementation, Training, and User Support. Leaders of this team are well aware of the tight
interaction of these areas and work together to coordinate activities. Please refer to the outline
above for more information on this coordination.

3.4 Will manuals be adequate to enable tralned Users to research answers to their own
questions?
Yes, NaphCare provides a process driven, “customized User Manual to cover all aspects of
system workflows and processes within TechCare™. As a part of our on-site, peer-to-peer
training, we show staff how to efficiently navigate the manual to find the mformatlon they need
quickly and efficiently. . .

‘Further, and more effective, NaphCare employs a “Wiki” online manual that allows users to
qunckly gather snippets of key information based on processes. The content of this custom
Wiki is driven by NaphCare’s experience and the most common helpdesk issues reported
Alone, this significantly eliminates issues and calls reported to the helpdesk, etc..

. 3.5 Ifthe perception is that rhey are not adequate, can those manuals be quick{v revised?
o Yes, a customized user manual is included in all of NaphCare’s Scope of Work documents and
if the State does not find lt adequate it will be corrected immediately at no addltlonal cost,

3.6 How will the State be prepared to conduct ongoing training aﬁer Implcmentaﬂon is

comp!efed?

Training is more than just a one-time event; NaphCare embraces training as an ongoing
process. During initial training, we provide the opportunity for select users to advance their
understanding of TeckCare™ to that of a Super User. As TechCare™ experts, Super Users
provide on-gomg, peer-to-peer training at the State. Further, with any mgmﬁcant change (i.c. a
new version, a significant customization change, or a change in a major role/staff) NaphCarc
will provide re-training activities to the State’s Super Users.

3.7 Are training manuals on-line and maintained as part of @ maintenance agreement?
Yes, all manuals are accessible online and are contmually maintained as a part of ongomg
maintenance.
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1. RFP DOC 2014-051 with all of the following addenda is hereby incorporated by. reference.

ADDENDUMS TO RFP 2014-051 EHR:

1.1
1.2
1.3

1.4

ADDENDUM # 1 to RFP 2014-051 EHR
ADDENDUM # 2 to RFP 2014-051 EHR

ADDENDUM # 3 to RFP 2014-051 EHR

ADDENDUM # 3 to RFP 2014-051 EHR

Exhibit M — ~Agercy RFP With Addendums, by Reference
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Napthre Proposal to NH Department of Corrections (NHDOC), RFP 2014-051 Electronic Health
Record System dated August 15, 2014 is hereby incorporated by reference as fully set forth herein.
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1. ATTACHED ADDENDUMS, CERTIFICATES AND ATTACHMENTS ARE:
A. ADDENDUM #1 to RFP 2014-051 EHR: '
WWW ents/nh e H
B. ADDENDUM #2 to RFP 2014-051 EHR:
Jfw do hd i 2.0df;
'C. ADDENDUM # 3 to RFP 2014-051 EHR:
littp;//www nh.govinhdoc/business/documents/nhdoc2014 051 _adden3.pdf;
D. ADDENDUM # 4 to RFP 2014-051 EHR:
J//www.nh.gov/ in nts/! 2014-0 4.pdf;
E. CONTRAC'I' OR'S CURRENT CERTIFICATE OF GOOD STANDING (obtamed from
the NH Secretary of State’s Office by the Contractor);
CONTRACTOR'S CERTIFICATE OF VOTE/AUTHORITY:
ttp://www.n biddi

. G. * CONTRACTOR'S CERTIFICATE OF INSURANCE;
H. COMPREHENSIVE GENERAL LIABILITY INSURANCE ACKNOWLEDGEMENT
FORM: http://www.nh.gov/nhdoc/business/rfp_bidding_tools.htm;
L HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT BUSINESS
ASSOCIATE AGREEMENT: http://www.nh.gov/nhdoc/business/rfp_bidding_tools.htm;
J. NHDOC ADMINISTRATIVE RULES, CONDUCT AND CONFIDENTIALITY
INFORMATION:;: http://www hdoc/busi iddi
K. FBICJHS SECURITY ADDENDUM: '
Hwww ines iddin
L. PREA CONTRACTOR ACKNOWLEDGEMENT FORM
Jfwww nh.gov/nhd iddj Is
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Bepurtment of State

GERTIFICATE

I, Williant M. G‘ardncr;,..'s'_‘é'c‘fefafy ‘of State of the State of-Néw Haripshire, ;d'o_ ‘hereby
certify that thli_Garg‘,, Inc. is:a New Hampshu-c _’ddl;pd;-'at'i_bn _duly“ii_1'<;o“rpor§;qd.j‘un.der"'the‘ '
laws.of: thc State of New:" Hénpéhi,te son July 14, 2014: I:further cerfify that all fees and
:annual ‘reports required by the ‘Secretary ‘of State's office have been.received and that

warticles-of dissoliition Favenot béen:filed.

n TESTIMONY. WHEREOF; I hereto
set:my hand-and cause to be affixed
‘the Seal of:the. State of, New Hampslire;
this21% day of December,.A:D..2015

'- , .“.

William M. Gardrier
Secretary of State




Certificate of Authority #1 . (Corporation of LLC- Non-specific, open-gndeﬂ

Corporate Resolution

I, Con_nle Young, hereby certify that | am duly elected GleAe/Secretary ot; NaphCare, Inc. I

hereby certify the following .is a true copy of a vote taken at a meeting of the Board of
Directorséshareholders, duly called and held on December 22, 20]5 at which a quorum of the
Directorsésharehelders were present and voting.

VOTED: "l;hqt ng' es S, Mclane, Chief Executive Officer is duly authorized to enter into
contracts or agreements on behalf of NaphCare, Inc, with the State of New Hampshire and any of

its agencies or departments and further is authorized to execute any documents which may in

hisfher judgment be desirable or necessary to effect the purpose of this vote.

I hereby certil'y that S&ld vote has not been amended or repealed and remains in full force and
effect as of the date of the contract to Wthh this certificate is attached. | further cemfy that it is
understood that the State of New Hampshire will rely on this certlf cate as ewdence that the person(s)
Ilstod above currently occupy the position(s) indicated and that they have full authority to bind the
corporation. To the extent that there are any limits on the authority of any listed individual to bind the

" corporation in contracts with the State of New Hampshire, all such limitations are expressly stated herein,

DATED: 94««444 S, M

~




Certificate of Authority #2 (Corporation of LLC- Contract Specific, date specific)

Corporate Resolution

I, Connie Youn‘g, hereby certify that 1 am duly elected Glesi¢/Secretary of NaphCare, Inc, 1
hereby certify the following is a true copy of a vote taken at a meeting of the Board of
Directorsishareholders, duly called and held on December 22, 2015 at which a quorurﬂ of the
Directorsisharehelders were present and voting.

VOTED: That James cLane, Chief tive Officer is duly authorized to enter into a

contract or agreements on behalf of Ng,phg' are, Inc. with the NH Department of Corrections State

of New Hampshire and further is authorized to execute any documents which may in histher

Jjudgment be desirable or necessary to effect the purpose of this vote,

I hereby certify that said vote has not been amended or repealed and remains in full force and

effect as of the %wagpf - ,20 /. 1 further certify that it is understood that

the State of New Hampshire will rely on this certificate as evidence that the persoh listed above currently

occupies the position indicated and that they have full authority to bind the corporation to the specific

contract indicated.

DATED: Qmacﬂ-dgof 5, A0/ b
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CERTIFICATE OF LIABILITY INSURANCE

DATE (KIDDIYVYYY)
-06115/2016

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISBUING INSURER(S), AUTHORIZED

EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

TMPORTANT: f the certificels holdst is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provistons or be ondorsed.
' SUBROGATION |8 WAIVED, subjact to the terms and conditions of the policy, certain pollcles may require an endorsement. A statemant on
this certificats does not confer rights to the ‘certificate holder In lisu of such sndorssmant(s).

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION

PRODUCER ; ‘
| VIG, LLC., dbe/The Vestavia Group e pra_ 205-552:0244 [ s 205-244-8072
2080 Columbiana Road, Suite 4400 | ADDREYY; susan.crain@vestaviagroup.com
Birmingham, AL 35216 NSUR E NAC §
' a: ProAssurance Casuaity Company "A+" Xl {30954
(NSURED | epunens ;
NaphCare, inc. [ synenc: The Trevelers Insurance Company “Av+" XV_| 19048
2090 Columblana Road, Suile 4000 ERERD :
Bimingham AL 35216 mm‘
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUCIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

Ptk AR A

LTR TYPE OF (INSURANCE POLICY KUMBER ] P N
A COMIZRCIAL GENERAL MATRLITY ES1840 09/30/16 | 09/30/17 | EACHOCCURRENCE s 1,000,000
| cmisamos [X] occun | PREMISES (€2 commrence) | § 50,000
- MED EXP (Any o perscr) | 3 5,000
— - PERSONAL 8 AV RJURY | § 1,080,000
AGGREGATE LIMIT APPUES PER: Lommmm s .s.ooo'om
poucy || 366 ch PRODUCTS - COMPIOR AGG | § 1,000,000
— . -
ALTOMOBLELARLITY Not Applicable |5 xoooo00x
j ANY AUTO BO0KLY INJURY (Pur peraon) | X000
|| RS ony P BOOILY NIURY (Par sccident)] § J000CKON
- %Nﬁ AUTOS ONLY 4 FIODCO0ICK
1
— ucmmm | OCCUR Not Applicable EACH OCCURRENCE s 300000000
CLAMS MADE AGGREGATE s XIOUODOOX
peo || revomons — .
C A Ckriovens uARLITY | | N[TconuBa2618723-18 | oersarte | osrsony | X [Bnae [ THY
PP EAMEUSERE wial | TROUB-4251B760-16 EL EACH AGGIDENT 1,000,000
(Msndstory I NH) - | EL DISBASE . EA s 1,000,000
SMMQE' EL DISEASE - POLICYLMIT | & 1.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | YEHICLES mlnummmmumlmwhm

It is understood and agreed if polices are changed or materially modified a thirty (30) day written notloe will
be provided to the Contracting Officer, New Hampshire DOC.

CERTIFICATE HOLDER

CANCELLAYION

ACORD 25 (2016/03)

New Hampshire DOC BHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
( Contract effective 1/27/2016) ACCORDANCE WITH THE POLICY PROVISIONS. .+ o ouvees W
P. O. Box 1406 '
Concord, NH 03302 AUTHORIZED REPRESENTATIVE R
\ J&.ﬂ&ﬂ- . Craim
! - ©19588-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD




N . o DATE (MDY YYY)
jCORD. CERTIFICATE OF LIABILITY INSURANCE | 12r2212015

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT- BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATNE OR PRODUCER, AND THE CERWIFICATE HOLDER.

[ IMPORTANT: I the certficats holder is an ADDITIONAL INSURED, the policy{les} must be sndorsed. [f SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certaln policies may require an andammnt. A statement on l.hls cerilficate does not confor rights to the
certificate holder in lieu of such ondorutnom_[g)

VIG, LLC., dba/The Vestevia Group 5755570044 I ey 205-244-8072
2090 Columbiana Road, Suite 4400 m - - '
Birmingham, AL 35216 : __INSURER(S) AFFORDING COVERAGE : HAIC 9
: msuzen o ; Evanston Insurance Company *A" XV 35378°
INSURED wsyrsr e ; The Travelers Insurance Company “A+™ XV | 19046
NaphCare, Inc. MESURERC ¢ ' -
2090 Columbiana Road, Suite 4000 MSURERD: - -
. INSURER &
Birmingham AL 35216 p—
COVERAGES CERTIFICATE NUMBER: ' ‘REVISION NUHBER.

THIS I3 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INBURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED B8Y THE POLICIES DESCRIBED HEREINISWBJECTTOALLTHETERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LUIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TX | coumenenL GENERAL LIABRLITY 'ﬁl? SMB09760 1 16 | macki oGCURRENCE 3 1,000,000 |
Josamsoe Klocom |- - e PR Y
- — . MED EXP (Arycrm purvory | § 5,000
- - ! ' PERSOMAL & ADV BLARY - |3 1,000,000
GENL AGGREGATE LIT APPLIES PER: . GENERAL AGGREGATE |3 5,000,000
WD?&% Dr.oc . | PRODUCTS - COMPIOP AGG | 1,000,000

R ' i 3
ino?;zuumw Not Applicable W s KOO0
ANY AUTO BOOILY INJURY (Perpersony |8 XOOKXXXX
| A ggwen SCHEDULED BOOKLY NRRY (Per scckie) 3 XXOOXX
|| men avtos P W XXX
. s
|| vusrELLA LAB occuR Not Applicable EACH OCCURRENCE s X000
EXCESILIAD CLAIMS-MADE AGGREGATE 3 KIOOOX
R - _ s X00000K
B WORKERS COMPENSATION ;ﬁiﬁgiﬁ?ﬂ%ﬁ? 06a/30/15 | 09730716 | x |ﬁ{m I |g“-
ANY : EL EACHACCIDENT . |3 1,000,000
oy WA e niA ' €L pisaass -enewmoved s 1,000,000
| R S TiOn OF OPERATIONS beiow £.L DISEASE - POLICY LT | 8 1,000,000
A |Professional Liability N | N |SM909760 08/30715 | 08730716 [Each Med. Incident $1,000,000
Claims Made Ann. Aggregate $5,000,000

OPERATIONS / LOCATIONS / VEHICLES [ACORD 181, Addional Remarks Schedule, may be stiached If more space is required)

DEBCRIPTION OF

State of New Hampshire, Department of Comections,

Electronic Health Record System Contract 2014-051.

Itis understood and agreed NaphCare, Inc. will provide thirty (30) days written notice to the Contracting
Officer, William L. Wrenn, Commissioner, or his successor of cancellation or any material modification of
the policy as respects General Liability coverage.

CERTIFICATE HOLDER ' CANCELLATION
State of New Hampshire ' -
Department of Corrections W%%ﬁﬁmm?%ﬁ?ﬁ WL 92 OELVERED ™
Division of Administration ACCORDGANCE WATH THE POLICY PROVISIONS.
Contract/Grant Unit . AT e T TVE

o Jm w. Craen/
© 1988-2014 ACORD CORPORATION. All rights reserved.
_ACORD 25 {2014)01) _ The ACORD name and logo are registared marks of ACORD




ACORD" CERTIFICATE OF LIABILITY INSURANCE o0 | 7728014 -

DATE cumwm

THIS CERTIFICATE 3 ISSUED AB A MATTER OF IRFORMATION ONLY AND CONFERS NO RIGHTS UPQON THE CERTIFICATE HOLDER. THIS
: CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
"BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONBTITUTE A CONTRACT BETWEEN THE 18SUING INBURERIS). AUTHDREED

REPRESENTATIVE OR PRODUCER; AND THE CERTIFICATE HOLDER.

IMPORTANT: f the certificate holder ts an ADDITIONAL INSURED, the pollcy{les) must be endorsed. If SUSROGAHON 8 WAMED. subject to
the tarms and conditions of the policy, certaln policles miay require an sndorsement. A tmomml on this certificate doss not confer rlghu to the
cartificate holder in [lsu of such endorsement(s).

. | protucER Lockion Companies

1326378 3090 Columbiana Road, Suite 4000
Bimmingham, AL 35216-2158

8110 E. Union Avenue T
Suite 700 , I
Denver CO 80237 -
(303) 414-6000 e INSURERI) AFFORDING CQVERAGE L]
INSURER A : i oy 7370
. W N Inc. . ny. Led: LOG0

e 'I‘rav_elen ns Co (Accident Dept)

prpurens;

EXCLUSIONS AND CONDITIONS OF SUCH
[V ___TYPE OF DISURANCE

COVERAGES NAPCAOI _CERTIFICATE NUMBER‘

TH!SISTOCER'HFYWATTHEPGJCIEBOFINSLRANCEUSTE)BEOWHAVEBEBHSSUEDTOMINSURE)NAHEDABOVEFORTHEPGJCYPERIW
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH.

ES. MSHGNNMAYHAVEBEENREDUCEDBYPNDCI.M

REVISION NUMBER:

RESPECT
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
POLICH

TO WHICH THIS

Juns
A | X | COMMERCIAL GENERAL LABIITY 2 1,000 000
| camswunce [Z]oocun $_50.000
3 5,000
] $ 1,000,000
roucy || 585 Loc 31000 000
Om . $
B | AUTOMOBILE LASILITY N 34UUNAQS3IZE 913072013 |91072014 LA I 1.000.000
X | wovauro BOBLY POVRY (o ey |+ X XXX XX
ALL CWNED SCHEDULED BODHLY MVRY (P
|| HIRED AUTOS AUTOS et 18 0000 |
, 3 X000
A |__|VMBASUALAD | | occur N CFX1000051P5 93072013 [9/30/2014 | EACH OCCURRENCE 3 5.000.000
Bxcess L CLAMSMADE AGGREGATE 3 5 000.000
OED | |uemmom |3 XXXXXAX |
e R I I BT T 7 P e L il
SrmCeRmENBEA Exct et e [y Jwra EL EACH ACCIOENT 3 1,000,000
(Weadatory W0 £ DISPASE - EA EXPLOVEE] 3 | 000,000
EL . s 1,000,000
A | Professions) Lisbility N PFP 1000098PS 9102013 | 9302014 | Each Claim: $IM
’ Annusi Agg.: $5M

"GESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES (ACORD

(ACORD 1901, Addisienal Remarks Scheduls, may be stisched if mere spess s

RE: RFP #2014-03] Eloctronic Health Record System; The Swte of New Hempshire
(10) days prios written mtwcorunoelhmotmodlﬂaﬁnn of the policy. Coverage

roquived}
Wof&m«hmmﬂhm@dmlw“m

llbeeﬂ'mumctmcepuon

ERTIFICA LDER

13048431
State of New Hampshire
Department of Corrections

PO Box 1806
Concord NH 03302

¢/o Director of Medical & Forensic Ser\nm

CANCELLATION

»

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BEC;NCEI.LED BEFORE
. THE EXPIRATION DATE THEREGQF, NOTICE WiILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVIBIONS.

ACORD 26 (2014/01) ’ - The ACORD name and logo are reg!stared marke of ACORD

; Zar/q M. /"f RlAn

© 1988-2014 ACORD CORPORATION. All rights resorved.



New Hampshire Department of Corrections
Diviston of Administration
Contract/Grant Unit

Comprehensive General Liabllity Insurance Acknowledgement Form

The New Hampshire Office of the Attorney General requires that the Request for Proposal (RFP) package inform
all propossal submitters of the'State of New Hampshire's general liability insurance requirements. The limits of
liability required are dependent upon your corporation’s legal formation, and the annual total amount of contract
work with the State of New Hampshire.

Please select only ONE of the checkboxes below that best describes your corporation’s legal formation and
annual total amount of contract work with the State of New Hampshire:

Insurance Requirement for (1) - 501(c) (3) contractors whose annual gross amount of contract work
with the State does not exceed $500,000, per RSA 21-1:13, X1V, (Supp. 2006): The general liability insurance
requirements of standard state contracts for contractors that qualify for nonprofit status under section 501{c)(3) of
the Internal Revenue Code and whose annual gross amount of contract work with the state does not exceed
$500,000, is comprehensive general liability insurance in amounts of not less than $1,000,000 per claim or
occurrence and $2,000,000 in the aggregate. These amaounts may NOT be modified.

O The contractor certifies that it IS a 501(c) (3) contractor whose annual total amount of contract work
with the State of New Hampshire does not exceed $500,000. .

Insurance Requirement for (2) - All other contractors who do not qualify for RSA 21-1:13, XIV, (Supp.
2006), Agreement P-37 General Provisions, 14.1 and 14.1.1. Insurance and Bond, shall apply: The Contractor
shall, at its sole expense, obtain and maintain in force, and shall require any subcontractor or assignee to obtain
and maintain in force, both for the benefits of the State, the following insurance: comprehensive general liability
insurance against all claims of bodily injury, death or property damage, in amounts of not less than $250,000 per
claim and $2,000,000 per incident or occurrence. These amounts MAY be modified if the Steie of NH determines
contract activities are a risk of lower liability,

# (2) The contractor certifies it does NOT qualify for insurance requirements under RSA 21-1:13, XIV
{Supp. 2006). . '

Please indicate your current comprehensive general liability coverage limits below, sign, date and retumn with
your proposal package.

Per Claim $1,000,000 Per Incident/Occurrence  $.5,000,000 General Aggregate

Chief Executive Officer A
& Title Dal

$

Sign

This acknowledgement must be retumed with your proposal.

1




NH DEPARTMENT OF CORRECTIONS
HEALTH INSURANCE QBIABIL!! AND ACCOUNTABILITY ACT

BU ) SOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and with the
Standards for Privacy and Security of Individually Identifiable Health Information, 45 CFR Parts 160 and
164. As defined herein, *“Business Associate” shall mean the Contractor and subcontractors and agents of
the Contractor that receive, use or have access 10 protected health information under this Agreement and

. “Covered Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions

a. “Designated Record Set” shall have the same meaning as the term “designated record set” in 45 CFR
Section 164.501.

b. “Data_Aggregation” shall have the same meaning as the term “data aggregation™ in 45 CFR Section
164.501.

¢. “Health Care Operations” shall have the same meaning as the term “health care operations” in 45 CFR
Section 164.501.

d. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-
191,

¢. “Indjvidual” shall have the same meaning as the term “individual” in 45 CFR Section 164.501 and shall
- include a. person who qualifies as a personal representative in accordance wnth 45 CFR Section
164.501(g). -

f. “Privacy Rule” shall mean the Standards for Privacy of lndividuﬂlly Identifiable Health Information at
45 CFR Parts 160 and 164, promulgated under HIPAA by the United States Department of Health and
Human Services.

g “Protected Health Information” shall have the same meaning as the term “protected health information™
in 45 CFR Section 164.501, limited to the information created or received by Business Associate from or
on behalf of Covered Entity. :

h. “Required by Law"” shall have the same meaning as the term “required by Iaw" in 45 CFR Section
164.501.
i. “Secretary” shall mean the Secretary of the Department of Health and Human Services or his/her

designee.

J- “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health
‘Inforination at 45 CFR Part 164, Subpart C, and amendments thereto.

k. Other Definitjons - All terms not otherwise defined herein shall have the meaning established under 45
C.F.R. Paits 160, 162 and 164, as amended from time to time.

(2) Use and Dlstiosure of Protected Health ‘lnformatlog -

State of NH, Depertment of Corrections - ) Page 1 of §
Division of Medical and Forensic Services :
‘) . ’ . ’ Vendor lnlﬁ!h&\



a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information (PHI)
except as reasonably necessary to provide the services outlined under Exhibit A of the Agreement.
Further, the Business Associate shall not, and shall ensure that its directors, officers, employees and
"agents, do not use, disclose, maintain or transmit PHI in any manner that would constitute a violation of
the Privacy and Security Rule.

b. Business Associate may use of disclose PHI:
(i) for the proper management and administration of the Business Associate;
(ii) as required by law, pursuant to the terms sel forth in paragraph d, below; or
{iii) for data aggregation purposes for the hesalth care operations of Covered Entity.

¢. To the extent Business Associate is permitted under the Agreement to disclose PHI to a third party,
Business Associate must obtain, prior to making any such disclosure, (i) reasonable assurances from the
third party that such PHI will be held confidentially and used or further disclosed only as required by law
or for the purpose for which it was disclosed to the third party; and (ii) an agreement from such third party
to immediately notify Business Associate of any breaches of the confi dentlallty of the PHI, to the extent it
has obtained knowledge of such breach. :

d. The Business Associate shall not, unless such disclosure is reasonably necessary to provide services
under Exhibit A of the Agreement, disclose any PHI in response to a request for disclosure on the basis
that it is required by law, without first notifying Covered Entity so that Covered Entity has an opportunity
to object to the disclosure and to seck appropriate relief. If Covered Entity objects to such disclosure, the
Business Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all remedies.

¢. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be bound by
additional restrictions on the uses or disclosures or security safeguards of PHI pursuant to the Privacy and
Security Rule, the Business Associate shall be bound by such additional restrictions and shall not disclose
PHI in violation of such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Actlvities of Business Associate

a. Business Associate shall report to the designated Privacy Officer of Covered Entity, in writing, any use
or disclosure of PHI in violation of the Agreement, including any security incident involving Covered
Entity data, of which it becomes aware, within two (2) business days of becoming aware of such
unauthorized use or disclosure or security incident.

b. Business Associate shall use administrative, physical and technical safeguards that reasonably and
appropriately protect the confidentiality, intcgrity and availability of protected -health information, in
electronic or any other form, that it creates, receives, maintains or transmits under this Agreement, in
accordance with the Privacy and Secumy Rules, to prevent the use or disclosure of PHI other than as
permitted by the Agreement.

c. Business Associate shall make available all of its internal policies and procedures, books and records
relating to the use and disclosure of PHI received from, or created or received by the Business Associate
on behslf of Covered Entity to the Secretary for purposes of dctcmumng Covered Entity’s compliance
with HIPAA and the Privacy and Security Rule.

d. Business Associate shall’ rcquire all of its business associates that receive, use or have access to PHI
under the Agreement, to agree in writing to adhere to the same restrictions and conditions on the use and
disclosure of PHI contairied herein, including the duty to return or destroy the PHI as provndcd under
Section (3)b and (3)k herein. The Covered Entity shall be considered a direct third party beneficiary of the
- Contractor's business associate agreements with Contractor’s intended business associates, who will be

State of NH, Department of Corrections : ) T Pagelof$
Division of Medical and Forensic Services
Vendor Initials: ’\



receiving PHI pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard provision #13 of this Agreement for the purpose of
use and disclosure of protected health information.

e. Within five (5) business days of receipt of a written request from Covered Entity, Business Associate
shall make available during normal business hours at its offices all records, books, agreements, policies
and procedures relating to the use snd disclosure of PHI to the Covered Entity, for purposes of enabling
Covered Entity to determine Business Associate’s compliance with the terms of the Agreement.

f. Within ten (10) business days of receiving a written request from Covered Entity, Business Associate
shall provide access to PHI in-a Designated Record Set to the Covered Entity, or as directed by Covered
Entity, to an individual in order-to meet the requirements under 45 CFR Section 164,524,

g. Within ten (10) business days of receiving a writien request from Covered Entity for an amendment of
PHI or 2 record about an individual contained in a Designated Record Set, the Business Associate shall
make such PHI available to Covered Entity for amendment and incorporate any such amendment to
enable Covered Entity to fulfill its obligations under 45 CFR Section 164.526.

h. Business Associate shall document such disclosures of PHI and information related to such disclosures
. as would be required for Covered Entity to respond to a request by an individual for an accounting of
disclosures of PHI in accordance with 45 CFR Section 164.528.

i. Within ten (10) business days of receiving a written request from Covered Entity for a request for an
accounting of disclosures of PHI, Business Associate shall make available to Covered Entity such
information as Covered Entity may require to fulfill its obligations to provide an accounting of
disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

j- In the event any individual requests access to, amendment of, or accounting of PHI directly from the
Business Associzate, the Business Associate shall within two (2) business days forward such request to
Covered Entity. Covered Entity shall have the responsibility of responding to forwarded requests.
However, if forwarding the individual’s request to Covered Entity would cause Covered Entity or the
Business Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate shall
instead respond to the individual’s request as required by such law and notify Covered Ennty of such
response as soon as practicable,

k. Within ten (10) business days of termination of the Agreement, for any reason, the Business Associate
shall return or destroy, as specified by Covered Entity, all PHI received from, or created or received by
the Business Associate in connection with the Agreement, and shall not retain any copies or back-up tapes
of such PHI. If retum or destruction is not feasible, or the disposition of the PHI has been otherwise
agreed to in the Agreement, Business Associate shall continue to extend the protections of the Agreement,
1o such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or
destruction infeasible, for 5o long as Business Associate maintains such PHI. If Covered Entity, in its sole
discretion, requires that the Business Associate destroy any or all PHI, the Busmess Associate shall
certify to Covered Entity that the PHI has been destroyed. - '

4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its Notice of Privacy
Practices provided to individuals in accordance with 45 CFR Section 164.520, to the extent that such
change or limitation may affect Business Associate’s use or disclosure of PHI.

State of NH, Department of Corrections Page 3 of 5
Division of Medlcal and Forensic Services K
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b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of pcﬁnission
provided to Covered Entity by individuals whose PHI may be used or disclosed by Business Associate
under this Agreement, pursuant to 45 CFR Section 164.506 or 45 CFR Section 164.508.

¢. Covered entity shall promptly notify Business Associate of any restrictions on the use or disclosure of
PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522, to the extent that such
restriction may affect Business Associate’s use or disclosure of PHI.

(5) !el:mlgatlgn for Cnnse

In addition to standard provision #10 of this Agreement the Covered Entity may immediately terminate
the Agreement upon Covered Entity’s knowledge of a breach by Business Associate of the Business
Associate Agreement set forth herein as Exhibit-I. The Covered Entity may either immediately terminate
the Agreement or provide an opportunity for Business Associate to cure the alleged breach within a
timeframe specified by Covered Entity. If Covered Entity determines that neither termination nor cure is
feasible, Covered Entity shall report the violation to the Secretary. .

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein, shall
have the same meaning as those terms in the Privacy and Security Rule, as amended from time to
time: A reference in the Agreement, as amended to include this Exhibit I, to a Section n the
Privacy and Security Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Assaciate agree to take such action as is necessary
to amend the Agreement, from time to time as is necessary for Covered Entity to comply with
the changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable federal
and state law.

c. Data Owncrshi'p. The Business Associate acknowledges that it has no ownership rights with
respect to the PHI provided by or created on behalf of Covered Entity. -

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved to
permit Covered Entity to comply with HIPAA and the Privacy and Security Rule.

e. Segregation. If any term or condition of this Exhibit 1 or the application thereof to any
person(s) or circumstance is held invalid, such- invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the terms
and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section 3 k, the defense and
indemnification provisions of section 3.d and standard contract provision #13, shall survive the
termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this HEALTH INSURANCE
PORTABILITY AND ACCOUNTABILITY ACT BUSINESS ASSOCIATE AGREEMENT.

State of NH, Department of Corrections FPage dof §

Division of Medicel and Forensic Services /L\
‘ Vendor lnllhls7 ;



NH Department of Corrections

NaphC'are, Inc.

State of New Hampshire Agency Name

i

Contractor Name

Yo bt

Signature of Authorized Representative

.Willfem L. Wrenn, Commissioner

Contractor l.gcpresemat_ive Signature

James S. McLane

Authorized DOC Representative Name

Connﬁ_:lass ioner

Authorized Contractor Representative Name

Chief Executive Officer

Authorized DOC Representative Title

| | '4/7/& |
Date”

Authorized Contractor Representative Title

Qafam €, 20/(,.
Ifatc ~/

State of NH, Department of Corrections
Division of Medical and Forensic Services .

Page S of §

Veador Initlaly: x\



NHDEPARTMENT OF CORRECTIONS
ADMINISTRATIVE RULES

COR 307 Ttems Considered Contraband. Contraband shall consist of:

a)

b}

d)

¢)

g)
h)

i}

Any substance or item whose possession in unlawful for the person or the gcncral public
possessing it including but not limited 1o:

(1) narcotics

(2) controlled drugs or

(3) automatic or concealed weapons possessed by those not licensed to have them.

Any firearm, simulated firearm, or dévice designed to propel or guide a projectile against a
person, animal or target.

Any bullets, cartridges, projectiles or similar items designed to be projected against a person,
animal or target.

Any explosive device, bomb, grenade, dynamite or dynamite cap or detonating device
including primers, pnmer cord, explosive powder or similar items or simulations of these
jtems, -

Any drug item, whether medically prescribed or not, in excess of a one day supply or in'such
quantities that a person would suffer intoxication or illness if the entire available quantity
were consumed alone or in combmauon wnh other available substances.

Any mtox1catmg beverage.

Sums of money or negotiable instruments in excess of $100.00. -

Lock-pnckmg kits or tools or instruments on picking locks, making keys or obtammg
surreptitious entry or exit

The following types of items in the possession of an individual who is not ina vchlcle (bul
shall not be contraband if stored in a secured vehicle):

Knives and knife-like weapons, clubs and club-like weapons,

(1) tobacco, alcohol, drugs including prescription drugs unless prior approval is
granted in writing by the facility Warden/designee, or Director/designee,

(2) maps of the prison-viciaity or sketches or drawings or pictorial representations of
the facilities, its grounds or its vicinity,

(3) pornography or pictures of visitors Or prospective visitors undressed,

(4) cell phones and radios capable of monitoring or transmitting on.the police band in
the possession of other than law enforcement officials,

(5) identification documents, ticenses and credentials not in the possession of the
person to whom properly issued,

(6) ropes, saws, grappling hooks, fishing line, masks, artificial beards- or mustaches,
cutting wheels or string rope or line impregnated with cutting material or similar
items to facilitate escapes,

(7) balloons, condoms, false-bottomed containers or other containers which could
facilitate transfer of contraband.



. COR 307.02 Contraband on prison gro:mds is prohibited. The possession, transport, inu&duction, use,
sale or storage of contraband on the prison grounds without prior approval of the commissioner of
corrections or his designee is prohibited under the provision-of RSA 622:24 and RSA 622:25.

COR 307.03 Searches and Inspections Authorized.

a) Any person or property on state prison grounds shall be subject to search to discover
contraband. ..
Travel onto prison grounds shall constitute implied consent to search for contraband. In such
cases where implied consent exists, the visitor will be glven a choice of either consenting to
the search or immediately leaving the prison grounds. Nothing in this rule however, prevents
non-consensual searches in situations where probable cause exists to believe that the visitor is
or had attempted to introduce contraband into the prison pursuant to the law of New
Hampshire concerning search, seizure and arrest.

b) All motor vehicles parked on pnson grounds shall be locked and have the keys removed.
Custodial personnel shall check to insure that vehicles are locked and shall visually inspect
the plain- view interior of the vehicles. Vehicles discovered unlocked shall be searched to
insure that no contraband is present. Contreband discovered during searches shall be
confiscated for evidence, as shall contraband discovered during plain-view inspections.

c) All persons entering the facilities to visit with residents or staff, or to perform services at the
facilities or to tour the facilities shall be subject to having their persons checked. All itemns
end clolhmg carried into the institution shall be searched for contraband.

James S. McLane ' A e S ) S A0/6

Name ate
Bradley J. Cain A0/ (,
Witness Name te 4



E CT
RULES OF CONDUCT FOR PERSONS PROVIDING CONTRACT SERVICES

‘1. Engaging in any of the following activities with persons under departmental control is strictly
prohibited:
a. Any contact, including comrespondence, other than in the performance of your
services for which you have been contracted.
b. Giving or selling of anything
¢. Accepting or buying anything

2. Any person providing contract services who is found to be under the inﬁuence of intoxicants or
drugs will be removed from facility grounds and barred from future entry to the NH Department
of Corrections property.

3. Possession of any item considered to be contraband as defined in the New Hampshire code of
Administrative Rules, COR 307 is a violation of the rules and the laws of the Stite of New
Hampshire and may result in legal action under RSA 622:24 or other statutes.

4. In the event of any emergency situation, i.e., fire, disturbance, etc., you'will follow the
instructions of the escorting staff or report immediately to the closest available staff.

5. All rules, regulations and policies of the NH Department of Corrections are designed for the
safety of the staff, visitors and residents, the security of the facility and an orderly flow of
necessary movement and activities. If unsure of any policy and procedure, ask for immediate
assistance from a stall member.

6. ‘Harassment and discrimination directed toward anyone based on sex, race, creed, color, national
origin or age are illegal under federal and state laws and will not be tolerated in the work place.
Maintenance of a discriminatory work environment is also prohibited. Everyoné has a duty to
observe the law and will be subject to removal for failing to do so.

7. During the performance of your services you are responsible to the facility administrator, and by
your signature below, agree to abide by all the rules, regulations, policies and procedures of the
NH Department of Corrections and the Siate of New Hampshire.

8. In lieu of Contracted staff participating in the Corrections Academy, the Vendor through the
Commissioner or his designees will establish a training/orientation facilitated by the Vendor to
supplement this requirement and appropriate orient Vendor staff to the rules, regulations, polices

and procedures of the Departm ections gad the State of New Hampshire.

ate

James S. McLane
Name

Bradley J, Cain
Witriess Name




RTMENT O CTIO
ITY OF INFO N AG

I understand and agree that all employed by the organization/agency I represent must abide by all rules,
regulations and laws of the State of New Hampshire and the NH Department of Corrections that relate to
the confidentiality of records and all other privileged information,

I further agree that all employed by or subcontracted through the crganization I represent are not to
discuss any confidential or privileged information with family, friends or any persons not professionally
involved with the NH Department of Corrections. If inmates or residents of the NH Dcpartment of
Corrections, or, anyone outside of the NH Department of Corrections’ employ approaches any of the our
organization’s employees or subcontractors and requests information, the staff/employees of the
organization 1 represent will immediately contact their supervisor, notify the NH Department of
Corrections, and file an incident report or statement report with the appropriate NH Dcpartmcnt of
Corrections representative.

. Any violation of the above may result in immediate termination of any and all contractual obligations.

James §. McLane %"L—z’ %Aﬁ%_f

Name
5“ Mé

J

- Bradiey J. Cain
Witness Name

ate



APPENDIXH SECURITY ADDENDUM

The following pages contain the legal authority, purpose, and genesis of the Criminal Justice
Information Services Security Addendum (H2-H4); the Security Addendum itself (H5-H6);
and the Security Addendum Certification page (H7).

8/472014 , H-1
CJISD-ITS-DOC-08140-5.3



FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
" SECURITY ADDENDUM

Legal Authority for and Purpose and Genesls of the '
Security Addendum

Traditionally, law enforcement and other criminal justice agencies have been
responsible for the confidentiality of their information. Accordingly, until mid-1999, the
Code of Federal. Regulations Title 28, Part 20, subpart C, and the National Crime
Information Center (NCIC) policy paper approved December 6, 1982, required that the
management and exchange of criminal justice information be performed by a criminal
justice agency or, in certain circumstances, by a noncriminal justice agency under the
management contro! of a criminal justice agency.

In light of the increasing desire of governmental agencies to contract with private
entities to perform administration of criminal justice functions, the FBI sought and obtained
approval from the United States Department of Justice (DOJ) to permit such privatization
of traditional Jaw enforcement functions under certain controlled circumstances. In the
Federal Register of May 10, 1999, the FBI published a Notice of Proposed. Rulemaking,
+ announcing as follows: : ‘

. Access to CHRI [Criminal History. Record Information] and
Related Information, Subject to Appropriate Controls, by a Private Contractor
Pursuant to a Specific Agreement with an Authorized Governmental Agency
To Perform an Administration of Criminal Justice Function (Privatization).
Section 534 of title 28 of the United States, Code authorizes the Aftorney
General to exchange identification, criminal identification, crime, and other
records for the official use of authorized officials of the federal government,

- the states, cities, and penal and other institutions. This statute also provides
however, that such exchanges are subject to cancellation if dissemination is

. made outside the. receiving departments or related agencies. Agencies
authorized access to CHRI traditionally have been hesitant to disclose that
information, even in furtherance of authorized criminal justice functions, to
anyone other than actual agency employees lest such disclosure be viewed as
unauthorized. In recent. years, however, governmental agencies seeking
greater efficiency and economy have become increasingly interested in
obtaining support services for the administration of criminal justice from the
private sector. With the concurrence of the FBI's Criminal Justice
Information Services (CJIS) Advisory Policy Board, the DOJ has concluded
that disclosures to private persons and entities providing support services for
criminal justice agencies may, when subject to appropriate controls, properly
be viewed as permissible disclosures for purposcs of compliance with 28
U.S.C. 534.

We -are therefore proposing to rcvisc 28 CFR 20.33(a)(7) to provide
express authority for such arrangements. The proposed authority is similar to
the authority that already exists in 28 CFR 20.21(b)(3) for state and local
CHRI systems. Provision of CHRI under this authority would only be
permitted pursuant to a spcc1f'1c agreement with an authorized governmental

8/412014 .
CJISD-ITS-DOC-08140-5.3
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agency for the purpose of providing services for the administration of
criminal justice. The agreement would be required to incorporate a security
addendum approved by the Director of the FBI (acting for the Attorney
General). The security addendum would specifically authorize access. to
CHRY], limit the use of the information to the specific purposes for which it is
being provided, ensure the security and confidentiality of the information
consistent with applicable laws and regulations, provide for sanctions, and
contain such other provisions as the Director of the FBI (acting for the
Attorniey -General) may require. The security addendum, buttressed by
ongoing audit programs of both the FBI and the sponsoring governmental
agency, will provide an appropriate balance between the benefits of.
pnvat:zatlon, protection of individual privacy interests, and preservation of
the secunty of the FBI's CHRI systems.

The FBI wilt develop a security addendum to be made available to
interested governmental agencies. We anticipate that the' security addendum
will include physical and personnel security constraints historically required
by NCIC security practices and other programmatic requirements, together
with personal integrity and electronic security provisions comparable to those
in NCIC User Agreements between the FBI and criminal justice agencies,
and in existing Management Control Agreements between criminal justice
agencies and noncriminal - justice govemnmental entities. The security
addendum will make clear that access to CHRI will be limited to those
officers and employees of the private contractor or its subcontractor who
require the information to properly perform services for the sponsoring
governmental agency, and that the service provider may not access, modify,
use, or disseminate such information for inconsistent or unauthorized
purposes.

Consistent with such intent, Title 28 of the Code of Federal Regulations (C.F.R.)

was amended to read:

8/4/2014

§ 20.33 Dissemination of criminal history record information.

a) Criminal history record information contained in the Interstate
Identification Index (III) System and the Fingerprint Identification
Records System (FIRS) may be made available:

1) To criminal justice agencieés for criminal justice purposes, which
purposes include the -screening of employees or applicants for
employment hired by criminal justice agencies.

2) To noncriminal justice governmental agencies performing criminal
justice dispatching functions or data processing/information services
for criminal justice agencies; and

3) To private contractors pursuant to a specific agreement with an
agency identified in paragraphs (a)(1) or (a)(6) of this section and for
the purpose of providing services for the administration of criminal
justice pursuant to that agreement. The agreement must incorporate a
security addendum approved by the Attomey General of the United

CHSD-ITS- DOC-08|40—5.3
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States, which shall “specifically authorize access to criminal history
record information, limit the use of the information to the purposes for
which it is provided, ensure the security and confidentiality of the
information consistent. with’ these rcgulauans provide for sanctions,
and contain such othcr provisions as the Attorney General may
require. The power and authority of the Attorney General hereunder
shall be exercised by the FBI Director (or the Director’s designee).

Thls Security Addendum, appended to and mcorporated by reference in a

government-private sector contract entered into for such purpose, is intended to insure that.

the benefits of privatization are not attained with any accompanying degradation in the
security of ‘the national system of ‘criminal records accessed by the contracting private
party. This Security Addendum addresses both concerns for personal integrity. and
electronic security which have been addressed in previously executed user agreements and
management control agreements.

A govemment agency may prlvatlze functions trad1t10nally performed by criminal
justice agencies (or noncriminal justice agéncies acting under a management control
agreement), subject to the terms of this Security Addendum. If privatized, access by a
private contractor's personnel to NCIC data-and other CJIS information is restricted to only
that necessary to perform the privatized tasks consistent with the government agency's
function and the focus of the contract. If privatized the contractor may not access, modify,
use or disseminate such data in any manner not expressly authorized by the government
agency in consultation with the FBI.

8142014
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security ‘Addendum is to require that the Contractor maintain 8
secunty program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Scmces (ClIS) Advusory Policy
Board (APB).

This Security Addendum identifies the duties and responSIbllltles with respect to the
installation and maintenance of adequate internal controls within the contractual relationship
so that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks
and support facilities supporting and/or acting on behalf of the government agency.

1.1 Definitions

1.2 Contracting Government Agency (CGA) - the govemment agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a
private contractor subject to this Security Addendum.

1.3 Contractor - a private business, organizaiion or individual which has entered into an
agreement for the administration of criminal Justice with a Criminal Justice Agency or a
Noncriminal Jusucc Agency.

C21 Respons:bllmes of the Contracting Government Agency.

2.2 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such rccelpt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be -
.signed by hand or via digital signature (see glossary for definition of digital signature).

3.1  Responsibilities of the Contractor.

3.2 The Contractor will maintain a security program consistent with federal and state laws,
. regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by
the Criminal Justice Informatlon Services (CJIS) Advisory Policy Board (APB).

‘4,1  Security Vlolatlons

81412014 . 'Hes
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4.2  The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with -indic_at_ions of actions taken by the CGA and Contractor.

4.3  Security violations can justify termination of the appended agreement.
4.4  Upon notification, the FBI reserves the right to:
2. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links.
The FBI will provide the CSO with timely written notice of the suspension.
Access and services will be reinstated only after satisfactory assurances have been
provided to the FBI by the CGA and Contractor. Upon termination, the
Contractor's records containing CHRI must be deleted or returned to the CGA.

5.1 Audit

52  The FBI is-authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.1  Scope and Authority

6.2  This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor CGA, CJA (where applicable), CSA,
and FBL.

6.3  The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.4  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor. '

6.5  This Security Addendum may only be modified by the FBI, and may not be modlﬁed
by the parties to the appended Agreement without the consent of the FBL

6.6 Al notices and correspondence shall be forwarded by First Class mail to:

Assistant Director

Criminpal Justice Information Services Division, FBI
1000 Custer Hollow Road. ‘
Clarksburg, West Virginia 26306

8/4/2014 _
. CHISD-ITS-DOC-08140-5.3
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM -

CERTIFICATION

I hereby certify that | am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations; Part 20, and agree to be bound
by their provisions.

1 recognize that criminal history record information and related data, by its very
nature, is sensitive and has potential for great harm if misused. [ acknowledge that access to
criminal history record infonnation and related data is therefore limited to the purpose(s) for
which a govemnment agency has entered into the contract incorporating this Security
Addendum. 1 understand that misuse of the system by, among other things: accessing it
without authorization; accessing it by exceeding authorization; accessing it for an improper
purpose; using, disseminating or re-disseminating information received as a result of this
contract for a purpose other than that envisioned by the -contract, may subject me to
adminjstrative and criminal penalties, 1 understand that accessing the system for an
appropriate -purpose and then using, disseminating or re-disseminating the information
received for another purpose other than execution of the contract also constitutes misuse. [
further understand that the occurrence of misuse does not depend upon whether or not 1
receive additional compensation for such authorized activity. Such exposure for misuse
includes, but is not limited to, suspension or loss of employment and prosecution for state and

federal crimes, '
%mg;,.?b/a
Date

James S. Mc _ i 944-4,«»44 5, 2o/
Printed Name/Signature of Contractor Representative - Date

NaphCare, Inc., Chief Executive Officer

Organization and Title of Contractor Representative

3412014 ' H-7
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF CORRECTIONS - Wiliam L Wrenn
DIVISION OF ADMINISTRATION
P.0. BOX 1806 Doreen Wittenberg
CONCORD, NH 08302-1306 Director

603-271-6610 FAX: 603-271-56639
TDD Access: 1-800-735-2564

PRISON RAPE ELIMINATION ACT

. ACKNOWLEDGEMENT FORM

The Prison Rape Elimination Act (PREA) of 2003 (with Final Rule August 2012) is a fcdcral law
established to address the elimination and prevention of sexual assault and sexual harassment within
correctional systems and detention facilities. This Act applies to all correctional facilities, including -
prisons, jails, juvenile facilities and community corrections residential facilities. PREA incidents involve
the following conduct:

* Resident-on-resident sexual assault

¢ Resident-on-resident abusive sexual contact

¢ Staff sexual misconduct

e Staff sexual harassment, assault of a resident

The act aimed to curb prison rape through a “zero-tolerance” policy, as well as through research and
information. gathering. The NH Department of Comrections has zero tolerance relating to the sexual
assault/rape of offenders and-recognizes these offenders as crime victims. Due to this recdgmtlon and
“adherence o the federal Prison Rape Elimination Act (PREA) of 2003, the NH Department of Corrections
extends the “zero tolerance” to the following: :

¢ Contractor/subcontractor misconduct

s Contractor/subcontractor harassment, assault of a resident

As a Contractor and/or Subcontractor of the NH Department of Corrections, 1 acknowledge that I have
been provided information on the Prison Rape Elimination Act of 2003, Public Law 108-79—S5ept. 4
2003 and have been informed that as a Contractor and/or Subcontraclor of the NH Depanment of
Corrections, sexual conduct between Contractor and/or Subcontractor and offenders is prohibited. Sexual
harassment or sexual misconduct involving an offender can be a violation of NH RSA 632-A:2, 632-A:3
and 632-A:4, C : ; nses, and result in criminal prosecution,

As a Contractor and/or Subcontractor of the NH Department of Corrections, 1 undcrstand that I shall

inform all employees of the Contractor and/or Subcontractor to adhere to all policies concerning PREA,

RSA 632-A:2, RSA 632- A 3 RSA 632-A 4 and departmcnlal pollcu:s including NHDOG PPD 5.19 -
s, Cond C I regarding my conduct,

reporting of incidents and treatment of those undcr the supems:on of the NH Departmént of Corrections.
(Ref. RSA Chapter 632-A, NHDOC PPD 5.19 and Administrative Rules, Rules of Condiict for Persons
Providing Contract Services, Confidentiality of Information Agreement).

ames S. McLane : . Date: %WM s /¢
ame of Contract fgnatbry) <

(Signature of Contract Signatory)

* Name (print);

.Slgnature:'

Promoting Public Safety through Integrity, Respect, Professionalism, Collaboration and Accountability



STATE OF NEW HAMPSHIRE

DEPARTMENT OF CORRECTIONS William L Wrean
DIVISION OF ADMINISTRATION © BobMullen

P.0. BOX 1806
CONCORD, NH 03302-1806

603-271-5610 FAX: 603-271-5639
TDD Access: 1-800-736-2964

ADDENDUM # 1 to RFP 2014-051 EHR

THIS DOCUMENT SHALL BE INITIALED BY THE QQNTRACT SIGNATORY AND
SUBMITTED WITH THE VENDOR'S BID RESPQNSE

RFP: 2014-051 Electronic Health Record System Services
RFP Deadline: August 15,2014, no later than 1:00 EST

(1) Addendum Dcécn'ptor: Change/Correction/Clarification: Request for Proposal (RFP), Terms and Conditions,
Vendor Schedule; notation, p. 2 of 130

Delete: Vendor CONfErence. ............cvveeereienreivrnernesesinnassenesens June 27, 2014 1:00PM EST

Insert: Vendor Conference. .ccooovriviiiiiiiiiiiiiinniererieinraneennnes June 27, 2014°'10:00AM-1:00PM
EST

(2) Addendum Descriptor: Change!Correcuon!Clanficauon Requcst for Proposal (RFP) Terms and Condmons.
Section 2. Schedule of Events:, Table of Events: notation, p. 6 of 130 . .

De!ete:

EVENT: Optional Vendor Conf:rcncc Iocanon identified in General Instructions, Section 4.3;
DATE: lune 27, 2014;
TIME: 10am

Insert:
EVENT Optional Vendor Conference; location identified in General Instructions, Sectmn 4.3;

DATE: June 27, 2014;
TIME: 10am - 1:00pm

Promoting Public Safety thr;ough [ntegrity, Respect, Professionallsm, Accountability and Collaboration

Sratf of NH, Departrient of Corrections RFP 2014-051EHR, closing date: 8/15/2014

Veador Iﬂﬂsk#\



STATE OF NEW HAMPSHIRE
Willlam L. Wrepn

DEPARTMENT OF CORREC"I“IONS . Commistioner
DIVISION OF ADMINISTRATION l . Bob Mullen
' . P.0. BOX 1806 . Dirsctor
CONCORD, NH 03302-1806 =

603-271-6610 FAX: 603-271-5689 *
TDD Access: 1-800-735-1964

- ADDENDUM #2 to RFP 2014-051 EHR

4

THIS DOCUMENT SHALL BE INITIALED BY THE CONTRACT SIGNATORY AEQ
- FORWARDEDTO. i

State of New Hampshire
" Department of Corrections
c/o Director of Medical & Forensic Services
P.O. Box 1806, Concord, NH _ 03302

RFP: 2014-051 Electronic Health Record System Services

(1) Addendum Descnptor ChangdCorrccuonlClanﬁcanon Request for Proposal (RFP), Terms and Conditions,
Section 2., Schedule of Events; notation, p. 6 of 41.

Delete; Section 2., Schedule of Events:

EVENT - s . . DATE - TIME

RFP released to Vendors (on or aboitt) o1 June6, 2014 2 pm

Vendor Inquiry Period begins (on or about) ' June 9, 2014 2pm

Notification to the State of the number of representatives attending the June 20, 2014 2pm

Optional Vendor Conference

Optional Vendor Conference; location identified in General June 27, 2014 10 am

Instructions, Section 4.3

Vendor Inquiry Period ends - : . July 3, 2014 | 2pm

Final State responses to Vendor inquiries July 25, 2014 1pm

Final date for Proposal submission (deadline) ' August lS 2014 . 1pm

Invitations for oral presentations ' Week of September 2nd, TBA

. 2014

Vend_or presentations/discussion sessions/interviews, il necessary Week of S;gu:mbcr 15th, TBA
- 14

Anticipated Governor and Council approval . December 2014 TBA

Anticipated Notice to Proceed 7 January 2015 TBA

Promoting Public Safety through Integrity, Respedt, Professionallsm, Accountabllity and Collaboration

State of NH, Department of Corrections RFP 2014-051EHR, closing date: 8/15/2014
Vendor Lnitials: E



Add: Section 2., Schedule of Events:

EVENT . DATE TIME
RFP released to Vendors (6n or about) June 6, 2014 2pm
Vendor Inquiry Period begins (on or about) June 9,2014 2pm
Notification to the State of the number of representatives attending the | June Zb. 2014 2 pm
Optional Vendor Conference . .
Optional Vendor Conference; location identified in General Jure 27, 2014 10 am
Instructions, Section 4.3 '
Vendor Inquiry Period ends ) July 3,2014 2 pm
Final State responses to Vendor inquiries July 25, 2014 1 pm
Final date for Proposal submission (deadline) o August 15, 2014 'l pm ’
lnviﬁllom for oral presentations - Week of September TBA
) 15th, 2014 ‘
Vendor presentations/discussion sesslons/interviews, if necessary Week of October 6™, TBA
) 2014
Anticipated Governor and Council approval _ December 2014 TBA
Anticipated Notice to Proceed _ : January 2015 TBA

Promaoting Public Safety through Lntegrity, Respect, Professionallsm, Accouniability and Collaboration
State of NH, Department of Corrections RFP 2014-05S1EHR, closing date: 8/15/2014

Vendor Initiatsdi 32N



STATE OF NEW HAMPSHIRE
Willinm L. Wrenn

DEPARTMENT OF CORRECTIONS o et
DIVISION OF ADMINISTRATION Bob Mullen
P.0. BOX 1806 Director

CONCORD, NH 03302-1806

603-271-6610 FAX: 603-271-5639
TDD Access: 1-800-735-2564

ADDENDUM # 3 to RFP 2014-051 EHR

THIS DOCUMENT SHALL BE INITIALED BY THE CONTRACT SIGNATORY AND
' FORWARDED TO:
State of New Hampshire
Department of Corrections
¢/o Director of Medical & Forensic Services
P.O. Box 1806, Concord, NH 03302

RFP: 2014-051 Electronic Health Record System Services

8} Adciendum Descriptor: Change/Correction/Clerification: Request for Proposai (RFP), Terms and Conditions,
Section 2., Schedule of Events; notation, p. 6 of 41,

Delete: Section 2., Schedule of Events:

EVENT DATE TIME
RFP released to Vendors (on or about) : June 6, 2014 2pm
Vendor Inquiry Period begins (on or about) June 9, 2014 2pm
Notification to the State of the number of representatives aucndi.ng the June 20, 2014 - 2pm
Optional Vendor Conference

Optional Vendor Conference; location identified in General _June 27, 2014 10 am
Instructions, Section 4,3

Vendor Inquiry Period ends ' July 3,2014 2pm
Final State responses to Vendor inquiries July 25. 2014 Ipm
Final date for Proposal submission (deadline) August 15, 2014 1 pm
Invitations for oral presentations Week of September TBA

15th, 2014 -
Vendor presentations/discussfon sessionsfinterviews, if necessary Weel; of October 6%, TBA
2014

Anticipated Governor and Council approval : December 2014 TBA
Anticipated Notice to Proceed Januvary 2015 TBA

Promaolting Public Safety through Integrity, Respect, Professionalism, Accountabllity and Collaboration
State of NH, Department aj_‘ Corrections . RFP 2014-051ERR, closing dote: 8/15/2014

Vendor Inftlals: ﬁf s



Add: Section 2., Schedule of Events:

EVENT DATE TIME

RFP released to Vendors (on or about) June 6, 2014 2pm
Vendor Inquiry Period begins (on or about) : June 9, 2014 2.pm
Notification to the State of the number of representatives attending the June 20, 2014 2pm
Optionzl Vendor Conference

Optional Ven-dor Conference; location identified in General June 27, 2014 10 am
Instructions, Section 4.3

Vendor Inquiry Period ends - July 3, 2014 2pm
Final State responses to Vendor inquiries July 25, 2014 ~ lpm
Final date for Proposal submission (deadline) August 15,2014 1pm
Invitations for oral presentations Week of Scptembér TBA

15th, 2014

Vendor presentations/discussion sessions/finterviews, if necessary Week of2 00;:;0!:« 6", TB-A
Anticlpated Governor and Council approval © May 2015 TBA
Anticipated Notice to Proceed June 2015 - TBA

Promoting Public Safety through Integrity, Respect, Professionalism, Accountability and Collaboration
State of NH, Department of Corvections ) RFP 2014-0S1EHR, closing date: 8/15/2014

Vendor lnitlals:\B_:_‘\



STATE OF NEW HAMPSHIRE
William L. Wrenn

DEPARTMENT OF CORRECTIONS Piatobibi
" DIVISION OF ADMINISTRATION Bob Mullen
P.0. BOX 1808 Director

CONCORD, NH 03302-1806

603-271-5610 FAX: 603-271-8639
TDD Access: 1-800-735-2964

ADDENDUM # 4 to RFP 2014-051 EHR

THIS DOCUMENT SHALL BE INITIALED BY THE CONTRACT SIGNATORY AND
' FORWARDED TO:
State of New Hampshire
Department of Corrections
c/o Director of Medical & Forensic Services
P.O. Box 1806, Concord, NH 03302

RFP: 2014-051 Electronic Health Record System Services

(1) Addendum Descriptor: Change/Correction/Clarification: Request for Pro})osal (RFP), Terms and Conditions,
Section 5., Proposal Evaluation Process; Paragraph 5.3.4 Best and Final Offer

Delete: Paragraph 5.3.4 Best and Final Offer: “The State will not be requesting a Best and Final Offer. The
State plans to negotiate pricing with the highest scoring Vendor. If an agrccmem is not reached, the State reserves
the right to move on to negotiations with the second-highest scoring Vendor.”

Add: Paragraph 5. 3.4 Best and Final Offer: “The State may.be rcqucéting a2 Best and Final Offer. The State
~ may negotiate pricing with the highest scoring Vendor. If an agreement is not reached, the State reserves thc right
to move onto negotiations with the second highest scoring Vendor.”

Promoting Public Safety through Integrity, Respect, Professionallsm, Accountability and Collaboration

State of NH, Depertment of Corrections . RFP 2014-051EHR, closing date: 8/15/2014

Vendor mmmjﬁ\



NHDOC Electronic Hesith Record {EHI_} RFP 2014-051
|Fieianctat Asmtyits - Intial Cont phus Yaar 1 Softwvare pliss Addt’t Cost of Hardware
|nHDOC wt: $500,

RFP Committes Poiit [Siata Buget/Proposal) Cart Allocation; 300

TN

nmu!:_u,n R T ] mﬁ‘m AR
] v s | O Folr A R ECR A A5 BT st

o
SRt Tasgag w1 "

T e 1 o
H¥at: 7

'[GEReathem s Fusion $T 44000 =) ) To{1(443. 44500 4 15,000.0G1/4 15, 000.06) 300
[Nexs Gen Heafthcare | $340375.00 18 1 “{1{540,875-475.000.00)/425.000001° 300 ____|
(NaphCare, Inc. $415 060,00 0. 300 o{1-1475,000-00-47%,000.001/474,000.00}" 300
; "‘i.;g—,qx.—
K »F&.Eﬂa::.?ﬁ"‘w
GE Healthcare Fusion 374,500.00 —$67,540.00 $442 445.00° -sm,mm
NaphCare, Ing; 18425,000.00 .$0.00 428 000,00 $74,000.00
Next Gen Hesttheare! {427, 854 00 $113,019.00 340,475.00 $579,000.00

Budget Yean 2:10: Mot scored - Cost Depradent upon huture RHOOC enacted blelnriium budgets.

[VERDOR NAMES ] vean2 YEAR 3 | veana | vians | veaxs | YEAR 7 | YEAR 3 YEAR § T viamid | SUSTOTALYEAR 210 |  tommTOTAL |

Naphlare, Inc. TS 360,000.00. “360.000.00 | 5 360.00000] §  ds000000] § 35000000]S 36000000 [ S 36000000 [ § 36000000 | 350,000.00 3.240,000.00 | 3,463,000.00
itd Tethihb BIxu{v 50,000,00 85000000 | 6 ssnoco0o | 250,000.00 B5C00000 | S 8000000 | § R300000G | §  #50000.00 £§350,000.00 7,650.000.00 19,824,000.00

GE Healthcars Futlon 67.940.00 67,540.00 62,940.00 £7,940.00 [ §' £7,940.00 £7,940,00 ) § 67,540.00 | 5 57,940.00 b7,50.00 1.460.00 1.053,900.50

[¢Cilnlo Works ¢ 0I0RPT| § 276.290.00 | - Yreamo.00| §.  2re.z0.00 000 S IMMOD0 ]S 2T | 273,280.00 278,290.00 178,200.00 | 8. ,504,520.00- 3,000, 383,00

Med Unlson e isseaetid] § 12936000  129,360.00 129,350.00 129,350.00 | §' 253, 780.00 1153,780.00 | § 153,780.00 35379000 | § 15378000 | ,2785,340.00 1,645,530.00

Next Gen Heshhesre $ 11301800 113,019.00 113.019.00 113.019.00 113.019.00 '113,015.00 113,019.00 11,019.00 113.018.00 | §, 1,017,171.00 045.00 |

Kaiee T e n el | § _ 179,087.00. o . 18266800 §' 38RAN00 190,040.00 | §  '193 846.00 /157, 723.00 20167800] § 70571100 ] 5" 20982600 | 4 1,745,909.00°| 2,214,474.00

Foatnotes”

TN inlo Tech Mropoued 10-vear cont pian 100 excessive; CNT netified prior 0 inltied review that bid sbm wil not be d

o(linical Works Wnitisl bid proposal: Siyesr cost plan, did not conform to RFF raquirements.

Med Unlson inc, MMMMmMMmMWMwWIWMWWMWWWmhM

Kazee; inc. Oracle based; no back up rectmery option; sdditionsl et for routing tasks: (2) NHDOC FTC's for Help Desk



State of New Hampshire:

Depariment of Corres Hiowi Sealing 6/8/15"
DOC - REP. 2014051 ‘Eletironic Health' Record System .
POINTS GIVEN'
ot

.‘evm.Umon SCORING SHEET'

PROPOSED SOFTWARE SOLUTIONS:

Fugion | ' Ing.

Heakhtare | Naphcare

Next Gen
Heakhtare'

|pictiiex uteiatiirearia Produa Deseription; 175 375,
|sotriase ans system Architecturs 2% KT
Software: Nelensest 278 s
Ad Hoc/Required Reporting: (I 1]
User'triendhianets and Uiability 4D, , 45
Intaitacé Standards ] 18 . 375
Product Dévitapnient 15 ‘137 3255
Applicaiion Functionality ) 0 1375 B8
100 100 100

IT! HIPAA Standards/Cusrent ONC/CIS

TECHNICAL SERVICE & PROIECT. MGMT E!PEI!IENCE

Security & Protection of. Date . ~

_!Svnern Securlty .

|Bickipwiid Récovery-

Assursnce’of BUsineds Contlnulty.

|acchwing:

Compatabitity with State Personnel & Training -

|Preparation of Siate Statt’

User Training Approsch:

Technical meledse Tmufzr

Project Euemlnﬁ

*|implémeniation Approaeh

Testing

Migration Strategy

Intarfaces:

Environment Setup

Data Conversiaon

Project MGMT Competenie:

System Acceptince Critéils’

Siatius Mietings and Reports

Risk and Issue' MGMT

Scope Control

Quality AssUrance Approach

Work Plan

Ongoing Cperstions

Additional Services!

Hélg Deik Suppert

i Supoﬂl Maintenance: |

VEHDO!I COMPANY.

Firancia! Strength

T
References

STAFFING QUALIFICATIONS:

VEndaor Project' Manager Qualifications
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DOIT-DOC HARDWARE COST REVIEW-LINDA SOCHA
JUNE 12, 2015

Electronic Health Record Hardware Cost Estimates

Estimates are provided with the following qualifications:

e Estimates are based on a set cost for servers and licensing. Costs wlII vary based on exact server specifications.

e Estimate for Implementing a wireless network for Berlin and Concord main areas ONLY at approximately $7SK-100K
and would depend on signal strength and security specifications. This leveis the costs since GE and Nextgen have
wireless devices but Naphcare can work without wireless in a “offline mode”

» Estimate for Disaster Recovery includes failover production servers at 27 Hazen data center. It does not include 4
redundant lines or effort to switch to the new site. This levels the costs since Naphcare offers free disaster recovery
at their site. '

GE FUSION (Based on Response)

5 Servers {up to 100 users) @ 6,000 per server-(hardware only) = - 30,000
) e 1-Development Server
» 1-Testing Server
e 1-Production Server (4 core) **DR**
» 1-Interface Server (4 core) **DR**
s 1-File/Image Server **DR**

5 Operating System Licenses/Backup/Virus/etc. @ 1,000 = * 5,000
2 SQL Server Licenses {Production & Interface) @ 60,000 = 120,000
2 SQL Server Development Licenses (Dev & Testing) @ 125.00 = 250
Wireless Network Estimate ' .= 75,000
Disaster Recovery Estimate = 141,000

TOTAL COSTS (Estimated) = 371,250

** NOTE: Does not include costs for JBoss Application Server or Apache web server as it is assumed that they will be
using free-ware versions.

**DR Includes 3 servers, 2 SQL licenses, 3 OS licenses

Naphcare (Based on propésal)

2 Servers @ 6,000 per server {(hardware only) 12,000
o 1-Database Server — Production
» 1-Interface Server — Production
o ' O-lmage server {will use Filehold server)
e All other servers will be provided by Naphcare
2 Operating System Licenses/Backup/Virus/etc @ 1,000
1 5QL Server Licenses (Production & Interface) @ 60,000

TOTAL COSTS (Estimated) = 74,000

"

2,000
60,000

Nextgen (Based on response for 50-100 users for Production ONLY)

72,000

12 Servers @ 6,000 per server (hardware only)



DOIT-DOC HARDWARE COST REVIEW-LINDA SOCHA |
JUNE 12, 2015

1-Database Server (6 core) **DR**
1-Image Server (TB space) **DR**
1-Interface Server **DR**

8-Citrix Servers **DR**

1-Report Server **DR**

12 Operating System Licenses/Backup/Virus/etc @ 1,000 = 12,000
2 SQL Server Licenses {Production & Report) @ 90,000 = 180,000
8 Citrix Server Licenses {XenServer 6.5) @348 = 2,784
Wireless Network Estimate ’ = 75,000
Disaster Recovery Estimate = 264,000

TOTAL COSTS (Estimated) = 528,000

** (Does not include costs for CITRIX products on desktops-—-Unclear as to how it was applied In environment.
Desktop licenses appear to be approx. 110.00-240.00 per device depending on level of license needed.)

**DR Includes 12 servers, 2 SQL licenses, 12 OS licenses, B Citrix Server Ilceﬁses



