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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF HUMAN SERVICES
DIVISION OF CLIENT SERVICES

129 PLEASANT STREET, CONCORD, NH 03301

Nicholas A. Toumpas

Commissioner
603-271-9404 1-800-852-3345 Ext. 9404
Carol E. Sideris Fax: 603-271-4232 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Director

December 28, 2015

Her Excellency, Governor Margaret Wood Hassan

and the Honorable Council
State House 63\ 4 6 OuwvCe.
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the State of New Hampshire, Department of Health and Human Services, Division of
Client Services to amend an existing sole source contract (PO# 7000896) with Deloitte Consulting
LLP, 2601 Market Place, 2" Floor, Harrisburg, PA 17110 (Vendor # 174776), by increasing the price
limitation by $16,494,946 from $54,592,543.33 to an amount not to exceed $71,087,489.33, and to
extend the end date from September 30, 2016 to September 30, 2018, effective February 1, 2016, the
date the Centers of Medicare and Medicaid (CMS) approval or the date of Governor and Executive
Council approval, whichever is later. This Agreement was originally approved by Governor and Council
on October 3, 2012, Item # 36. It was amended on the following dates: April 3, 2013, item # 40 B,
January 15, 2014, Item # 39, May 8, 2014, Item 43A, and April 8, 2015, Item 14. 90% Federal, 10%
General Funds.

Funds are available in the following accounts(s) in State Fiscal Year 2016 and are anticipated to
be available in State Fiscal Year 2016 upon the availability and continued appropriation of funds in the
future operating budgets, with authority to adjust amounts within the price limitation between State
Fiscal Years without further approval from Governor and Executive Council.

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR'S OFFICE

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45-451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA
FIELD SVCS

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $8,842,495.00 $0.00 | $8,842,495.00
SFY 2015 046-500464 | Consultants $9,265,028.00 $0.00 | $9,265,028.00
SFY 2016 046-500464 | Consultants $927,442.00 $902,828.00 | $1,830,270.00
Sub Total $19,034,965.00 $902,828.00 | $19,937,793.00
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05-95-49-490510-2985 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
DIVISION OF COMMUNITY BASED CARE, COMMUNITY BASED CARE SERVICES, BALANCED
INCENTIVE PROGRAM BIP

State Class/Object Description Current Increase Revised

Fiscal Maodified (Decrease) Modified

Year Budget Amount Budget
SFY 2015 102-500731 | Contracts Prog. Svc $436,800.00 $0.00 $436,800.00
SFY 2016 102-500731 | Contracts Prog. Svc $0.00 | $1,726,000.00 | $1,726,000.00
Sub Total $436,800.00 | $1,726,000.00 | $2,162,800.00

05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES, OFFICE OF INFORMATION
SERVICES

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2016 102-500731 | Contracts Prog. Sve $0.00 | $3,465,000.00 | $3,465,000.00
Sub Total $0.00 | $3,465,000.00 | $3,465,000.00

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW
HGHTS RENEW

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems $1,181,145.00 $0.00 | $1,181,145.00
SFY 2015 034-500099 | Major IT Systems $523,880.00 $0.00 $523,880.00
SFY 2016 034-500099 | Major IT Systems $178,122.00 $727,284.00 $905,406.00
Sub Total $8,534,449.00 $727,284.00 | $9,261,733.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 034-500099 | Major IT Systems $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems $7,649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00
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05-95-45-451030-5269 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, 15-220:1-VII-H — NEW
HEIGHTS

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2016 034-500099 | Major IT Systems $0.00 | $6,849,733.00 | $6,849,733.00
Sub Total $0.00 | $6,849,733.00 | $6,849,733.00

05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW
HEIGHTS INC

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems $7,131,779.00 | $2,824,101.00 $9,955,880.00
SFY 2017 034-500099 | Major IT Systems $1,269,633.33 $0.00 $1,269,633.33
Sub Total $8,417,809.33 | $2,824,101.00 | $11,241,910.33
Total | $54,592,543.33 | $16,494,946.00 | $71,087,489.33

EXPLANATION

This is an amendment to a sole source contract because it is in the best interest of the State of
New Hampshire and the Department of Health and Human Services to contract with Deloitte Consulting
LLP for these enhancements. Any vendor other than Deloitte would have a tremendous learning curve
and the timelines do not support the lag time that would be required to bring a new team on board. The
deliverables contained in this amendment are directly related to the work currently under development
in the contract, therefore it is not possible given the tight timelines and criticality of this functionality to
consider another vendor.

The purpose for this amendment include multiple project threads that span across all of the
major DHHS systems.

Security Thread:
e New HEIGHTS Web Based Access
Security Governance and Risk Management
Third-party Risk Management (TPRM) Program
CMS MARS-E 2.0 System Security and Privacy Plan Development
Vulnerability Management
New HEIGHTS Access Manager
DHHS Data Classification
Insider Threat Management

Long Term Supports and Services Thread:
o Disability Determination Eligibility Tracking Automation
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e NH Bridges Master Client Index & Multi-System Dashboard Interfaces
e lLong Term Supports and Services Training

New Hampshire State Bonus Expenditure Plan Reductions in SNAP error rate Thread:
Food Stamp Replacement Notices of Decision

Case Tracking Tools

Program Access Improvements

Redetermination Reminders

Telephonic Signatures

ABAWD Tracking & Enhancements

NH EASY Changes for On-Line FS Application Compliance

Service modernization Improvements Thread:

¢ Interface with Department of Corrections for Medicaid eligibility

¢ Enhanced web based client self-service enhancements including, ability to save and
submit partial applications, presumptive eligibility, updating of authorized
representatives, view of spenddown spans and amounts,

o Extended electronic data exchange/integration (including Verify Lawful Presence and
Bulk Redetermination)

e Application and screening for multiple DHHS programs

Should Governor and Council determine to deny this request, the Department of Health and
Human Services will not be able to retain the 90% Federal match rate for these initiatives. The State
will be working with Deloitte Consulting daily ensuring that the deliverables outlined in this contract
amendment are met. Additionally, the Centers for Medicare & Medicaid Services are also working
closely with both the State and the vendor to ensure timely implementation.

Geographic area served: Statewide
Source of Funds: 90% Federal Funds and 10% State General Funds

In the event the Federal Funds become no longer available, General Funds will not be
requested to support this activity.

Carol E. Sideris
Division of Client Services

Approved by: b &&& ;
Nicholas A. Toympas \
Commissioneru\/

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF INFORMATION SERVICES

129 PLEASANT STREET, CONCORD, NH 03301-3857

Nicholas A. Toumpas 603-271-9469 1-800-852-3345 Ext. 9469
Commissioner Fax: 271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Steven J Kelleher
Chief Information Officer
(Interim)

December 23, 2015

Denis Goulet, Commissioner
Department of Information Technology

27 Hazen Drive

Concord, NH 03301

The Department of Health and Human Services (DHHS), Division of Client Services (DCS), respectfully
requests approval to amend the existing contract with Deloitte LLP of 2601 Market Place, 2nd Floor, Harrisburg,
PA 17110, PO # 7000896, ), by increasing the price limitation by $16,494,946 from $54,592,543.33to an amount
not to exceed $$71,087,489.33, effective February 1, 2106, the date the Centers of Medicare and Medicaid (CMS)
approval or the date of Governor and Executive Council approval, whichever is later. This Agreement was
originally approved by Governor and Council on October 3, 2012, Item # 36. It was amended on the following
dates: April 3, 2013, Item # 40 B, January 15, 2014, Item # 39, May 8, 2014, Item 43 A, and April 8, 2015, Item

14.

The purpose for this amendment includes multiple project threads that span across all of the major DHHS

systems.

Requested Action and Explanation

Security Thread:

New HEIGHTS Web Based Access

Security Governance and Risk Management

Third-party Risk Management (TPRM) Program

CMS MARS:-E 2.0 System Security and Privacy Plan Development
Vulnerability Management

New HEIGHTS Access Manager

DHHS Data Classification

Insider Threat Management

Long Term Supports and Services Thread:

Disability Determination Eligibility Tracking Automation

NH Bridges Master Client Index & Multi-System Dashboard Interfaces
Long Term Supports and Services Training

Migration of most of Options functionality to New HEIGHTS

New Hampshire State Bonus Expenditure Plan Reductions in SNAP error rate Thread:
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Service modernization Improvements Thread:

Food Stamp Replacement Notices of Decision
Case Tracking Tools

Program Access Improvements
Redetermination Reminders
Telephonic Signatures

ABAWD Tracking & Enhancements
NH EASY Changes for On-Line FS Application Compliance

¢ Interface with Department of Corrections for Medicaid eligibility
¢ Enhanced web based client self-service enhancements including, ability to save and submit partial
applications, presumptive eligibility, updating of authorized representatives, view of spenddown

spans and amounts,

e Extended electronic data exchange/integration (including Verify Lawful Presence and Bulk
Redetermination)
¢ Application and screening for multiple DHHS programs

Funds are available as noted below in the following accounts for Fiscal Years (FY) 2013 thru 2017:

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR'S OFFICE

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45-451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA

FIELD SVCS
State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $8,842,495.00 $0.00 | $8,842,495.00
SFY 2015 046-500464 | Consultants $9,265,028.00 $0.00 | $9,265,028.00
SFY 2016 046-500464 | Consultants $927,442.00 $902,828.00 | $1,830,270.00
Sub Total $19,034,965.00 $902,828.00 | $19,937,793.00

05-95-49-490510-2985 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
DIVISION OF COMMUNITY BASED CARE, COMMUNITY BASED CARE SERVICES, BALANCED

INCENTIVE PROGRAM BIP

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2015 102-500731 | Contracts Prog. Svc $436,800.00 $0.00 $436.,800.00
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SFY 2016 102-500731 | Contracts Prog. Sve $0.00 | $1,726,000.00 | $1,726,000.00
Sub Total $436,800.00 | $1,726,000.00 | $2,162,800.00

05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES, OFFICE OF INFORMATION
SERVICES

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2016 102-500731 | Contracts Prog. Svc $0.00 | $3,465,000.00 | $3,465,000.00
Sub Total $0.00 | $3,465,000.00 | $3,465,000.00

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW
HGHTS RENEW

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems $1,181,145.00 $0.00 | $1,181,145.00
SFY 2015 034-500099 | Major IT Systems $523,880.00 $0.00 $523,880.00
SFY 2016 034-500099 | Major IT Systems $178,122.00 $727,284.00 $905,406.00
Sub Total $8,534,449.00 $727,284.00 | $9,261,733.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 034-500099 | Major IT Systems $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems $7,649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-451030-5269 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, 15-220:1-VII-H — NEW
HEIGHTS

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2016 034-500099 | Major IT Systems $0.00 | $6,849,733.00 | $6,849,733.00
Sub Total $0.00 | $6,849,733.00 | $6,849,733.00
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05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS,
HHS TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW
HEIGHTS INC

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems $7,131,779.00 | $2,824,101.00 $9,955,880.00
SFY 2017 034-500099 | Major IT Systems $1,269,633.33 $0.00 $1,269,633.33
Sub Total $8,417,809.33 | $2,824,101.00 | $11,241,910.33
Total | $54,592,543.33 | $16,494,946.00 | $71,087,489.33

Prior Related Actions

This Agreement was originally approved by Governor and Council on October 3, 2012, Item # 36. It was
amended on the following dates: April 3, 2013, Item # 40 B, January 15, 2014, Item # 39, May 8, 2014, Item
43A, and April 8, 2015, Item 14.

Alternatives and Benefits

This is an amendment to a sole source contract because it is in the best interest of the State of New
Hampshire and the Department of Health and Human Services to contract with Deloitte Consulting LLP for these
enhancements. Any vendor other than Deloitte would have a tremendous learning curve and the timelines do not
support the lag time that would be required to bring a new team on board. The deliverables contained in this
amendment are directly related to the work currently under development in the contract, therefore it is not
possible given the tight timelines and criticality of this functionality to consider another vendor.

Impact on Other State Agencies and Municipalities

DHHS does not anticipate any impact to other state agencies.

Requisition Information:

Vendor Name  Deloitte LLP

Funding Sources and Amounts:
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* Object | FY2013 FY2014- Total

Code(s) FY2017
STATE 034-500099 $1,209,578.00 | $10,128,268.33 $11,337,846.33
FEDERAL 034-500099 $5,441,724.00 | $25,261,091.00 $30,702,815.00
FEDERAL 046-500464 $4,448,520.00 | $19,406,508.00 $23,855,028.00
FEDERAL 102-500731 $0.00 [ $5,191,800.00 $5,191,800.00
OTHER (Specify Source, ie.
Registration Fees)
TOTAL $11,099,822.00 | $59,987,667.33 $71,087,489.33

CONTACT PERSON

Laurie Snow, New HEIGHTS Project Manager
NH Department of Health and Human Services
Division of Client Services
7 Eagle Square, Suite 301
Concord, NH 03301
Telephone: (603) 227-0326
Fax: (603) 226-2154
Email: Isnow(@dhhs.state.nh.us
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CERTIFICATION

The undersigned hereby certify that the information provided in this document and any attachments is
complete and accurate and that alternatives to the solution defined in this document have been appropriately
considered.

Respectfully submitted,

e J elld,

Steven J. Kelleher
Chief Information Officer (Interim)

Carol Sideris, Director
Division of Client Services

I ASDLS

Michael O’ Neil
Information Technology Manager, DHHS
Department of Information Technology

Nicholas A. Toumpas N
Commissioner N

Approved by:

CC: Leslie Mason, IT Manager
Laurie Snow, Project Manager

The Department of Health and Human Services’ Mission Is to join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

January 4, 2016

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency’s request to enter into a contract amendment with Deloitte
Consulting LLP, of Pittsburgh, PA as described below and referenced as DolT No. 2013-063E.

The purpose of this contract amendment is to enhance and improve the existing
multiple DHHS projects that span across all of the major DHHS systems. The
amendment project includes security, long term supports and services, NH State
Bonus Expenditure Plan Reduction in SNAP (Supplemental Nutrition Assistance
Program) error rate, and service modernization improvements. The amendment
increases the contract funding by $16,494,946 from $54,592,543.33 to an amount
not to exceed $71,087,498.33 and effective February 1, 2016, the date of the
Centers of Medicare and Medicaid approval or the date of Governor and
Executive Council approval, whichever is later.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/mh
Contract #2013-063E

cc: Laurie Snow, Project Manager
Leslie Mason, DolT

“Innovative Technologies Today for New hampshire’s Tomorrow”



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
New HEIGHTS
Service Modernization and Incremental Renewal
Amendment 5

This ath Amendment to the Deloitte Consulting LLP Contract (hereinafter referred to as Amendment 5)

dated this22"day. of ‘ ) gc(,MOlS, is by and between the State of New Hampshire, Department of Health
and Human Services (hereinafter referred to as the “State” or the “Department” or “DHHS”) and Deloitte
Consulting, Limited Liability Partnership (hereinafter “Deloitte” and/or “the Contractor”) with a place of business
at 1000 One PPG Place, Pittsburgh, Pennsylvania 15222-5414.

WHEREAS, pursuant to an Agreement (the Contract) approved by Governor and Executive Council, on
October 3, 2012, Item #36, P.O. Number 7000896, the Contractor agrees to supply certain services upon the terms
and conditions specified in the Contract and in consideration of certain sums as specified therein; and

WHEREAS, pursuant to section 17 of the General Terms, Form P-37 (1/09) the Contract may be
modified or amended only by a written instrument executed by the parties thereto, and only after approved of such
modification by the Governor and Executive Council; and

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;
and

WHEREAS, this Agreement may be amended by mutual agreement of the Parties subject to formal
approval by the Governor and Executive Council of the State of New Hampshire and

WHEREAS the Department wishes to amend the New HEIGHTS contract to increase the not to exceed
amount, extend the contract and to authorize Contractor to provide services in support of enhanced security and
service modernization, and in this regard the Department and the Contractor hereby agree to amend the Scope of
Work and the terms and conditions of the Contract;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Contract and set forth herein, the parties agree as follows:

1. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect on February 1, 2016, or upon the approval of the Governor and Executive
Council, whichever is later.

2. General Provisions, Form P-37 (1/09) is hereby amended as follows:
2.1.Block 1.7, Completion date is amended as September 30, 2018.

2.2.Block 1.8, Price Limitation, increase by an amount not to exceed $16,494,946 from $54,592,543 to
$71,087,489.
2.3.Block 3, “Effective Date: Completion of Services” is amended by adding the following sentences to 3.1:

“The effective date of the original contract is October 4, 2012. This Amendment, Amendment 5, is
effective on the date of Governor and Executive Council approval, Centers of Medicare and Medicaid
CMS) approval or February 1, 2016, whichever is later.

Initial all pages / Service Modemization and Incremental Renewal, Amendment 5
Vendor Initials Page 1 of 6




3. Exhibit A Contract Scope of Work is hereby amended as follows:

3.1

3.2.

33.

3.4.

3.5.

The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.1. Purpose is amended by Inserting
the following thereafter:

; including the Attachment B - Addendum for Amendment 5 New HEIGHTS Security and Service
Modernization Statement of Work.

The provisions of Contract Exhibit A: Period of Performance Paragraph 1.3 is amended by striking:
services to be rendered through September 30, 2016.
And inserting in its place:

services to be rendered through September 30, 2018 using (2) of the (3) extensions years defined in
section 10.2 of the base contract.

The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.5.1 are amended by Inserting the
following thereafter:
¢ Amendment 5

- Attachment A “Attachment A — Addendum for Amendment 5 New HEIGHTS Staff Loading”

- Attachment B “Attachment B — Addendum for Amendment 5 Security and Service
Modernization Statement of Work”

- Attachment B-1 “Attachment B-1 — Addendum for Amendment 5 Security and Service
Modernization Milestones”
- And any and all other attachments and/or appendices and/or tables.

The provisions of Contract Exhibit A: Scope of Work, Paragraph 3.1 (a) are amended by inserting the
following thereafter:

A baseline complement of Contractor staff will be provided for Amendment 5 according to Attachment
A — Addendum for Amendment 5 New HEIGHTS Staff Loading, to perform work under the Services,
Requirements, and Staffing as defined in Attachment B — Addendum for Amendment 5 Security and
Service Modernization Statement of Work (the "Work™). Work shall be scheduled full time for all
resources on the project as defined in Attachment A. Full time is defined as forty hours per week. The
total hours provided by the contractor shall meet the full time equivalents (FTE) defined in Attachment A
with an average equal to 173.33 hours per month per FTE.

The provisions of Contract Exhibit A: Scope of Work Paragraphs 4. PROJECT MANAGEMENT AND
RESPONSIBILITIES, 5. COMMUNICATION AND REPORTING, 6. TESTING, 7. SYSTEM
DOCUMENTATION are amended by replacing each instance of “Attachment B New HEIGHTS
Statement of Work and Attachment B — Addendum for Amendment 4 Statement of Work Security
Enhancements” with “Attachment B New HEIGHTS Statement of Work, Attachment B — Addendum for
Amendment 4 Statement of Work Security Enhancements and Attachment B — Addendum for
Amendment 5 Security and Service Modernization Statement of Work.”

Initial all pages Service Modernization and Incremental Renewal, Amendment 5
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4. Exhibit B Payment Terms is hereby amended as follows:
4.1. Amend Exhibit B Section 1, Price, by striking:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$54,592,543.

And inserting in its place:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$71,087,489, as stated in the General Terms and Conditions, Form P-37, Section 1.8.

4.2. Amend Exhibit B Section 2(a), Terms of Payment by striking:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,302,620.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

e CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,416,974.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$40,496,021.00.

e CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title [V-E Foster Care/Adoption
Assistance in the amount of $8,928.00

And inserting in its place:

b) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$11,337,846.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

e CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,868,388.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$55,200,611.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Balancing Incentive Program in the amount of
$2,162,800.00

e CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $8,928.00

¢ CFDA #93.558, Federal Agency Department of Health and Human Services, Administration
for Children and Families, Title IV-A Temporary Assistance to Needy Families in the amount
of $508,915

4.3. The provisions of Contract Exhibit B Section 2(b), Terms of Payment is hereby stricken and replaced
with the following:
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¢) The State will make payment to the Contractor for completion of milestones as defined in the New
HEIGHTS Milestones included as Attachment B-1, Attachment B-1 Addendum for Amendment 4
Security Enhancement Milestones and Attachment B-1 Addendum for Amendment 5 Security and
Service Modernization Milestones. The schedule of payments and milestone may be modified in
writing with the mutual agreement of both the State and the Contractor, provided the modifications do
not exceed the total amounts of General Provisions, Form P-37 (1/09) Block 1.8, Price Limitation.
4.4. Amend Exhibit B Section 2(c), Terms of Payment by striking:
c) A portion of the funding totaling $54,592,543 towards this contract is budgeted and available in the
following accounts for the current biennium:
05-95-45-450030-0967: $8,534,449
05-95-95-950030-0977: $13,720,000
05-95-45-450010-6125: $4,448,520
05-95-45-450030-2924: $8,417,809
05-95-45-450010-7993: $19,034,965
05-95-49-490510-2985: $436,800

And inserting in its place:

d) A portion of the funding totaling $71,087,489 towards this contract is budgeted and available in the

following accounts for the current biennium:

05-95-45-450030-0967: $9,261,733

05-95-95-950030-0977: $13,720,000

05-95-45-450010-6125: $4,448,520

05-95-45-450030-2924: $11,241,910

05-95-45-450010-7993: $19,937,793

05-95-49-490510-2985: $2,162,800

05-95-95-950040-5952:$3,465,000

05-95-45-451030-5269:$6,849,733

4.5. The provisions of Contract Exhibit B Section 2 (e), Terms of Payment is hereby stricken and replaced
with the following;:

e) The Parties further agree that the invoices for Amendment 5 will contain the payment number and the
services as indicated in Attachment B-1 — New HEIGHTS Milestones, Attachment B-1 Addendum
for Amendment 4 Security Enhancement Milestones and Attachment B-1 Addendum for Amendment
5 Security and Service Modernization Milestones and the Contractor has no obligation to provide
details in the invoice for state and federal cost allocations.
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IN WITNESS WHEREOF, the parties have set their hands as of the dates written below.

State of New Hampshire
Department of Information Technology

Date i“’l/}D/ls %A‘ / W

Steven Kellelr
Acting Director

State of New Hampshlre

Date \‘2 !’52 lf;;Q\S

Carol E. Sideris
Director

State of New Hampshire
De ent of Health and Hum ices

Date_ /2/ ;zZ, (2075 Approved by: / :

Nicholas A Toumpas
Commissioner

DeloxéConsultmg, LLP < X L/

Sundhar Sekhar, Principal ©
Deloitte Consulting LLP

Date \A\?)]j\'\(
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.

'l L 2

Date: \// \l/\}(

OFFICE WRNEY GENERAL
v ¥ / NP
g gl A

/ \

I hereby certify that the foregoing contract was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on:

; yd

(date of meeting)

Office of the Secretary of State

By:

Title:

Date:

Initial all pag:{

Vendor Initi

Service Modemization and Incremental Renewal, Amendment 5
Page 6 0of 6



State of Netw Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby
certify that a notice of registration to transact business in this state was filed by
DELOITTE CONSULTING LLP, a Delaware registered limited liability partnership, on
March 10, 2004. 1 further certify that all fees including annual fees required by the

Secretary of State's office have been paid.

In TESTIMONY WHEREOF, I hereto
set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 6™ day of October, A.D. 2015

Zer ol

William M. Gardner
Secretary of State




CERTIFICATE

I, Jason Reilly, Principal of Deloitte Consulting LLP, do hereby certify that:

1.

I am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting™);

I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and a list of the Principals of Deloitte Consulting assigned to the Camp Hill,
Pennsylvania Office;

I am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals;

I have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal of Deloitte Consulting to enter into and sign agreements in the name
of and on behalf of Deloitte Consulting;

Sundhar Sekhar, is on the date hereof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the name of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
deliver the contract with the State of New Hampshire, acting through the Office of the
Governor, providing for the performance by Deloitte Consulting of certain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thereto) as he may deem necessary,
desirable, or appropriate to accomplish the same;

The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Consulting thereby;

The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect
as of the date thereof;

LJ
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9. The following persons, whose signatures appear below, have been duly appointed or
assigned to and now occupy the positions indicated below in Deloitte Consulting:

Jason 1 Reilly, Prmcnp‘_r'

Delontte Consultjyg LLP
ill Offic \’—/g éy,
[4

Sundf{ar Sekhar, Principal
Deloitte Consulting LLP
Camp Hill Office

10. INl&ITNESS WHEREQOF, I have bereunto set my hand as Principal of the Partnership this
7 day of 40/‘ , 2015.

— = .

Jason Reilly —

PENNSYLVANIA

COUNTY OF CUMBERLAND

Onthis 27 day of | A:_CGMQ)G@ ,2015, before me, _ \6<SEPH Z_/\AAMK

the undersigned officer, personally appeared Jason Reilly who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, I hereunto set my hand and offjcial seal.
T RO
My Commission Expires: UNG g ZO‘ é‘ C
Nol7 Re)t{ublic

4

_COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL
Joseph Lahan I, Notary Public
East Pennsboro Twp., Cumberiand County
My Commission Expires June 3, 2019
MEMBER, PENNSYLVANIA ASSOCIATION OF NOTARIES
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CERTIFICATE EXHIBIT A

I, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

1. Tama Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting”).

2. Ihave custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and all actions on behalf of and in the name
of Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all
documents, agreements, and other instruments (and any and all amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. lam duly authorized to issue this Certificate.

IN WITmWHERE , [ have hereuntg-set my hand as a Principal of Deloitte Consulting

LLP this day of £cev— ZOISQ —&
Sundhar Sekhar
PENNSYLVANIA
COUNTY OF CUMBERLAND
NP B N
On this ZZ day of DE;CEMSC" R , 2015, before me, \_M 5 LA AANS

the undersigned officer, personally appeared Sundhar Sekhar who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand %1;1;;
Sone 2 ) Fobar T
My Commission Expires: UNC g Z.O ‘ q

Re ublic
COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL
Joseph Lahan [ll, Notary Public
East Pennsboro Twp., Cumberiand County Contractor Initials

My Commission Expures June 3, 2019 Date
~PENNSYLVANIA ASSOCIATION OF NOTARIES 3 "
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DATE (MM/DDIYYYY)

~ Ve
ACORD CERTIFICATE OF LIABILITY INSURANCE 051282015

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsement(s).

CONTACT
PRODUCER 5
Marsh USA, Inc. Pron |
1166 Avenue of the Americas | (AIC, No, Ext): (AlC,No}:
New York, NY 10036 EbMDAk"éss

INSURER(S) AFFORDING COVERAGE NAIC #

709965-$25M--15-16 INSURER A : National Union Fire ins Co Pittsburgh PA 19445
INSURED . New Hampshire Insurance Co. 23841
Deloitie LLP; Deloitte & Touche LLP; MNSURER B : d
Deloitte Consulting LLP; Deloitte Tax LLP; INSURER C : The Insurance Company of the State of PA 19429
Deloitte Financial Advisory Services LLP; INSURER D - lllinois National Insurance Company 03817
Deloitte Transactions and Business Analytics LLP
695 East Main Street INSURER E :
Stamford, CT 06901 INSURERF :
COVERAGES CERTIFICATE NUMBER: NYC-007819845-15 REVISION NUMBER:13

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDL[SUBI
i) TYPE OF INSURANCE NeD | POLICY NUMBER MEIDON YY) | (MRBONYYY) uMTS
A | X | COMMERCIAL GENERAL LIABILITY IGL 9575209 06/01/2015 06/01/2016 EACH OCCURRENCE s 1,000,000
CLAIMS-MADE OCCUR EQMAFE? RENTE D $ 1,000,000
L MED EXP (Any one person) $ 10,000
— PERSONAL & ADV INJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
poLICY I:] Viss Loc PRODUCTS - COMP/OP AGG | § 2,000,000
OTHER: s
A | AUTOMOBILE LIABILITY ICA 6758477 (MA) 06/01/2015  |06/01/2016 00@ rﬁgﬁgnsmsm LMt $ 1,000,000
A X | anvauTo ICA 6758478 (AOS) 060172015 |06/01/2016 | BODILY INJURY (Per percon) | §
| ALLOWNED SCHEDULED ;
|| auTOS AgToS | BODILY INJURY (Per accident) | §
| | HIRED AUTOS AuToe T E0 “Auto Physical Damage™ R e AMAGE $
"$500 DEDUCTIBLE COMP/COLL™ $
A | X | umsrELLA LAB ')% OCCUR 19961989 06/01/2015  [0BD12016 | CacH OCCURRENCE s 4,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 4,000,000
pep | | rerenmions s
B |WORKERS COMPENSATION WC 021942776 (AOS) 06/01/2015  [06/01/2016 X | PER J OTH-
AND EMPLOYERS' LIABILITY YIN STATUTE ER
C | ANY PROPRIETOR/PARTNER/EXECUTIVE NIA WC 021942777 (CA) 06/01/2015 06/0172016 E.L. EACH ACCIDENT s 1,000,000
OFFICERMEMBER EXCLUDED?
D |(Mandatory in NH) WC 021942778 (FL) 0600172015 060172016 | £\ pispAsE - EAEMPLOYEH S 1,000,000
C R RITION OF OPERATIONS beiow WC 021342779 (MAND,OHWAWLWY) (06012015 108012018 | & pisease-PoLICY LMT | s 1,000,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be If more space s required)
STATE OF NEW HAMPSHIRE 1S INCLUDED AS AN ADDITIONAL INSURED AS RESPECTS GENERAL LIABILITY AND AUTOMOBILE LIABILITY COVERAGE.
“WORKERS COMPENSATION INSURANCE COVERAGE IS PROVIDED UNDER DELOITTE'S POLICY, MEETING NEW HAMPSHIRE'S STATUTORY REQUIREMENTS.”
CERTIFICATE HOLDER CANCELLATION
State of New Hampshire SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
Department of information Technalogy THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Commissioner ACCORDANCE WITH THE POLICY PROVISIONS.
129 Pleasant Street
Concord, NH 03301 AUTHORIZED REPRESENTATIVE
of Marsh USA inc.
| Robert A. Mazzaro Pk~ A - Iht o mnem

© 1988-2014 ACORD CORPORATION. All rights reserved.
ACORD 25 (2014/01) The ACORD name and logo are registered marks of ACORD
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New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

1 INTRODUCTION

1.1 New HEIGHTS Background

The New HEIGHTS system is the backbone of the eligibility determination and case management for the
New Hampshire Department of Health and Human Services (DHHS). New HEIGHTS supports
approximately 1,000 DHHS staff that process new applications, manage cases and complete
redeterminations. It automates more than 125 public assistance program variations, including 55
different Medicaid categories and manages approximately $1.3 billion in annual benefits to over
180,000 Medicaid consumers with 40,000+ clients in the New Hampshire Health Protection Program (NH
HPP) for expanded Medicaid. New HEIGHTS is a fully integrated eligibility system that provides shared
client intake, eligibility, client notices and other features seamlessly across programs to fully automate

multi-program case management.

New HEIGHTS is fully integrated with a document imaging solution which includes scanning and
indexing, document workflow and enterprise content management. Additionally, New HEIGHTS
supports extensive interfaces with federal and state systems such as MMIS, NECSES (New England Child
Support), NH Bridges (Child Welfare), SSA and CMS.

The New Hampshire Electronic Application System (NH EASY) is an innovative, web-based application
that is fully integrated with New HEIGHTS and allows providers and clients self-service access to many
programs and functions including screening for program eligibility, apply, change reporting,
redetermination, check benefit status and online client notices.

1.2 Purpose

This scope of services supports DHHS's needs to reduce SNAP error rates and to modernize service
delivery based on requirements defined by the Centers for Medicare and Medicaid Services (CMS). The
scope of services supports DHHS objectives, including:

e Reduce SNAP error rate

¢ Improve operational efficiency

¢ Enhance benefits management

¢ Extend the enterprise integrated eligibility model to reduce redundancy by leveraging licensing,
infrastructure and services

¢ Modernize and improve long term care and adult pratective services IT infrastructure

¢ Augment web-based client self-service

¢ Improve program integrity through electronic data exchanges with third parties

¢ Automate processes that support disability determinations for Medicaid

s Strengthen security protections and contingencies

7N
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New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

2 FUNCTIONAL REQUIREMENTS

The scope of services is comprised of multiple projects organized into groupings, including:

¢ Long Term Support Services
e SNAP Quality

e Service Modernization

e Security Enhancements

The scope of services for each category is described below:

2.1 Long Term Support Services

The following projects support Long Term Support Services (LTSS) goals including No Wrong Door
(NWD), Single Point of Entry (SPE), person centric delivery, and enabling clients to tell their story “one
time”.

2.1.1 Disability Eligibility Tracking Automation
This project will enhance the New HEIGHTS management of the determination process for
individuals qualifying for Aid to the Permanently and Totally Disabled (APTD). This includes digitized
workflow management for the medical approval cycle and the creation of a “digital” Disability
Determination Unit (DDU) packet used to support the medical evaluation in New HEIGHTS. This will
extend the existing document imaging functionality and will allow DHHS to provide the
documentation electronically to the assigned medical evaluator. The project will also include the
creation of log files and dashboards to manage the process lifecycle.

2.1.2 Bridges Master Client Index & Multi-System Dashboard Interfaces

2.1.2.1 MCl Interface

This project integrates the Bridges interfaces with New HEIGHTS to clear new clients against
the Master Client Index (MCI} and to maintain identifiers, name, SSN, birthdate, gender and
address in the MCl system of record. New clients will be cleared against the MCi with New
HEIGHTS returning complete, partial or no match results. For the Bridges system, this project
will include the establishment of Web services capabilities to facilitate interaction with the
MCI.

The Contractor will facilitate changes to the existing Bridges system functions necessary to
utilize the MCI. Any changes beyond the MCl Web services and/or batch interfaces will be
designed, developed, tested, and implemented by the State DHHS team.

2.1.2.2 Multi-System Dashboard - Bridges

This scope of work includes development of an interface between Bridges and New HEIGHTS
for the multi-systems dashboard. The multi-system dashboard will provide DHHS staff with a
consolidated view of data across New HEIGHTS and Bridges. The interface will consist of Web

7
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New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

services and/or batch interfaces of approximately 30 read-only Bridges data elements as inputs
to the dashboard functions. This scope of work includes the enhancements required for the
Bridges systems to interface with New HEIGHTS to supply input data for the dashboard.

2.1.3 LTSS Training
The LTSS enhancement projects introduced significant changes to the end to end business processes
being utilized by the LTSS Unit to capture, track, manage, and determine medical eligibility within
the New HEIGHTS application. The enhancement projects will decommission offline and paper-
based processes for the LTSS Unit and enhance the functionality within New HEIGHTS.

The New HEIGHTS training project will provide the LTSS Unit with pre-implementation training and
support. This project will include (1) full day training for DHHS staff prior to the first release, (3) half-
day trainings for community partners and a half-day training for DHHS staff prior to the second
release. The training will include a dashboard placemat, trips and tricks instructions cards and “how
to guides” and appendices.

2.2 SNAP (Food Stamp) Quality
The Supplemental Nutrition Assistance Program (SNAP) of Food Stamp projects are part of the DHHS
error reduction plan approved by the Food and Nutrition Service (FNS), including:

2.2.1 Food Stamp Replacement Notices of Decision
This project will provide denial notices to clients who are denied replacement benefits for food lost
in a disaster. The Department currently only notifies the client when their request is approved, not
when it is denied.

2.2.2 Food Stamp Case Tracking Tools
This project will provide enhancements to Error Prone Profiling and Case Reviews. Since
implementation several years ago, the field has identified necessary enhancements to this process
to better ensure reductions in the FS error rate. The contributing errors have been cataloged in the
New HEIGHT lJira tracking system and will be utilized to finalize the scope during requirements and
design.

2.2.3 Reminder Functionality for FS Redeterminations
These projects will provide reminder functionality to clients about upcoming redeterminations. For
NH EASY clients who have gone green and opted in for text messaging, the NH EASY system will be

2.2.4 ABAWD Tracking & Enhancements
This project will allow for exemptions for Able Bodied Adults Without Dependents (ABAWDS) to be
reported by town, rather than by DO.
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ABAWDS are individuals between the ages of 18 and 50 who may receive just 3 months of benefits
in a rolling 3 year period, unless engaged in a work activity for an average of 80 hours per month.
FNS regulations require states to provide numbers of ABAWDS receiving benefits according to
whether they are in qualifying activities. Currently ABAWDS can be exempted by DO only, but FNS
requires exemptions be reported by towns.

2.2.5 NH EASY Changes for On-Line FS Application Compliance
This project supports the FNS requirement for clients to have the ability to submit an application at
any point in time as long as they provide the minimum required information. The only required data
is their name, address, and a signature. Currently clients applying for FS can choose to provide this
limited information and submit. However, once they start a full application, they currently cannot
submit until all data is provided. This project will also allow for submission of partially completed
applications.

2.3 Service Modernization Enhancements
The following enhancements will improve customer service, program integrity and operational
efficiency.

2.3.1 Electronic Data Exchanges
The following projects serve to enhance data exchange capability, which is a key component of
improved program integrity and data coordination to manage service eligibility.

2311 Renewals and Redeterminations Verifications (RRV)

This project supports CMS requirements to use the Renewals and Redetermination Verification
(RRV) service for bulk redetermination while streamfiining the redetermination process for case
workers and clients.

Presently, this is completed as a real-time transaction on a case-by-case basis executed during
the redetermination driver flow while the case worker is processing the case. Bulk

redetermination provides a method to simultaneously process multiple Medicaid/CHIP annual
renewals and Marketplace annual APTC/CSR redeterminations for verification of the following

information:
¢ Indication of death
e Disability indication
e Income (i.e., IRS annual, SSA Title il annual, SSA Title Il monthly, and current)
e Medicare Part A eligibility

2.3.1.2 Verify Lawful Presence (VLP) Steps 2 & 3

This project supports CMS requirements to use Steps Two (2) and Three (3) of the Verify Lawful
Presence (VLP) service delivered through the Federal Data Services Hub (FDSH). Presently, the
State only supports Step One (1) using an electronic data exchange. The scope includes
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interface enhancements for Steps (2) and (3) as well as New HEIGHTS integrated eligibility
system modifications to process the response results.

2.3.1.3 DOC Interface & Eligibility Changes

This project supports continuity of care for formerly incarcerated Medicaid applicants. This
project will include a two-pronged approach to improve service continuity. For clients on
Medicaid at the time of incarceration, their Medicaid eligibility would be suspended, rather
than closed, during the term of their incarceration. This will allow for an expedited process to

the Department of Corrections (DOC) to identify potential clients not enrolled with Medicaid
and scheduled for release. If appropriate, the enroliment process for this candidate pool can
be coordinated to provide continuity of care when their incarceration period is complete.

2.3.2  NH EASY Self Service
The following projects will extend NH EASY functionality to improve the e-governance of Medicaid
and other benefit programs.

2.3.2.1 Save and Submit Partial Applications

The functionality to save and submit partial applications as part of the initial application
process will allow clients save and submit options for Medicaid applications at any point in the
application process, without requiring a fully completed application. For partially completed
applications, the system will be enhanced to import (save) the data for pages that have been
fully completed. This data would be directly imported into New HEIGHTS, while any remaining
information (incomplete pages) would be saved in the PDF application form and stored in the
worker inbox for processing. This enhancement augments the FNS/SNAP specific adjustments
unique to that program and separate from this scope of work which benefits Medicaid.

2.3.2.2 Presumptive Eligibility

This project will serve to modify NH EASY to incorporate a revised driver to handle presumptive
applications as well as to allow clients to submit full applications after being determined
presumptively eligible.

When applications are submitted by qualified entities, presumptive eligibility alows clients to
get access to Medicaid or CHIP services without having to wait for their application to be fully
processed. Current Medicaid presumptive eligibility applications are paper-based. Medicaid
beneflts may be terminated If the full application is not received by the last working day of the

month following the month presumptive eligibility was determined.

2.3.2.3 Update Authorized Representative Information in NH EASY

This project will enhance NH EASY to enable clients to maintain and add authorized
representatives when they reapply for benefits, renew eligibility, and as a stand-alone process.
Clients will also be able to grant access to authorized representatives. This will be made

v
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possible by modifying NH EASY account pages to grant access to the Authorized Representative
information and modifying the import/export process to add and update the information in
New HEIGHTS with the information coming in from NH EASY.

Currently the authorized representative for a case can only be updated by a State case worker
at the request of the client. This process introduces barriers to effective case management for
clients who require support from family and/or community providers. The NH EASY
enhancements will allow a client to update and maintain his/her authorized representatives

online.

This enhancement works in tandem with the New HEIGHTS multiple authorized representative
changes described below. This project allows clients and representatives to manage the
process online via the Web and NH EASY.

2.3.2.4 Muitiple Authorized Reps

This project will provide changes to New HEIGHTS to collect multiple authorized
representatives, when appropriate. This will provide the client with more comprehensive
support and allow the addition of authorized representatives regardless of case status.

Currently each set of benefits in a user account can only be associated with one authorized
representative. This is problematic because there are situations where a client can have more
than one, e.g. co-guardians, etc. Additionally, the authorized representative can only be added
to an open case, further complicating the process.

This enhancement works in tandem with the change described above allowing clients access
and update capability for maintenance of authorized representative through NH EASY.

=z
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2.3.2.5 Provider Disability Determination Self-Service and Workflow

This project will decommission offline and paper-based processes for disability determinations.
The NH EASY update will extend the current long term care providers functionality to the
providers involved in the disability determination process. This update also complements the
New HEIGHTS functions included in the BIP project scope for disability determination. This
functionality includes the following enhancements to NH EASY:

o  Ability for DHHS to assign tasks to internal and external entities using a digital
workflow integrated with NH EASY

o  Ability to electronically capture necessary documentation and attach applicable
supporting materials for submission to the DHHS

o  Ability to capture, submit, and manage Correspondences between the provider
organization and the appropriate division within the DHHS

o  Ability to download and upload disability determination forms from a single location

o  Ability to attach supplemental documentation about a client for submission to the
DHHS

o Ability to manage open activities that require action through a provider dashboard

As a result of this project, providers supporting disability determinations and DHHS staff will
complete execution, management and monitoring through the NH EASY online gateway. When
automated, each link in the chain will be tracked systematically.

2.3.2.6 Spenddown Spans/Amounts
This project will create a history view in NH EASY to show the spenddown spans and amounts.

Spenddown spans and history view amounts will be helpful for clients to keep track of
expenses and request application of bills to meet their spenddown requirements and thereby
open Medicaid on time.

v
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2.3.2.7

Screening, Applying & Referral
This project will extend services to educate consumers and provide greater access to services
information through NH EASY. A potential list of programs that will be added are identified

below:
Program Short Description
& P Program Description
Name for contracts

Referral and

Through this screening, current and potential Medicaid clients will
have the opportunity to indicate they are seeking support for

Substance ] .
Abuse recommendation for | substance abuse concerns. Based on the client request for
Concerns substance abuse assistance, Medicaid screening will be offered. In addition to
support Medicaid referrals, other supports and referrals will also be
provided, when applicable.
Screening and Based on screening inputs, prompts will be provided to inform the
Tobacco referral for DHHS user of smoking cessation counselling and aids (NRT Path, etc.). In
Prevention programs related to | addition to Medicaid referrals, other supports and referrals will also
tobacco prevention | be provided, when applicable.
Based on screening information, when appropriate, clients will be
Colorectal Referral Screening referred providing them information on colorectal screening
Cancer to decrease benefits offered by Medicaid. In addition to the Medicaid referral,
screening colorectal cancer referrals to the New Hampshire Colorectal Cancer Screening

Program will be provided, when appropriate.

Vaccines for
children

Age based referrals
for families seeking
assistance in paying
for recommended
vaccines

Based on demographic data and screening responses that indicate
consumer interest in immunizations, a Medicaid referral will be
provided, if appropriate, based on other screening data. If not, a
referral will be provided to the broader immunization program
under which children through the age of 18 years are able to
receive all recommended vaccines at no cost for the vaccine in New
Hampshire. .

Homelessness

Application,
screening and
referral for various
aid programs for the
homeless

New Hampshire provides an array of statewide services for the
homeless and for homelessness prevention. Through this project,
clients who indicate they are without housing will be provided
online referrals to applicable services for the homeless based on
referral rules defined by DHHS.
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Program Short Description ]
Program Description
Name for contracts
Application,
screening and Based on referral criteria, clients will receive information on Head
Head Start verifications for Start via NH EASY. Head Start is a program that helps eligible young
families seeking to children between the ages of three and five grow up ready to
enroll their children | succeed in schoo! and in life.
in Head Start
The New Hampshire Employment Program (NHEP) supports TANF
NHEP M clients. NH EASY will be enhanced to provide online access to
Y TANF Web Self- . W ] . P .
Account & . critical work programs information and will be able to screen,
service
Upload apply, manage cases, upload and perform other functions currently
available for other benefiting programs.
2.3.2.8 Long Term Support Services (LTSS) Roster

This project will provide the LTSS Nursing Facility and Choices for Independence (CFl) provider
community with the capability to view a roster for clients who are associated with their
organization. The roster functionality will enable the providers to track and manage key
information associated with the financial and medical eligibility determination for their
associated and authorized case-load {(clients).

2.3.3 Options Enterprise Integration
The “Options” system is the Long Term Care Support Services (LTSS) and Adult Protective Services
{(APS) system for DHHS. This project will consolidate existing Options functionality into the
integrated eligibility system which already supports a sub-set of the long term care and home and

community based care application and eligibility management process.
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The drivers for this project including the following:

@) (@ (¥

Aging PowerBuilder Non web based Limited
Ui requiring an application Configuration
upgrade
Limited use of Desktop Limited to (2)
contemporary deployments Releases Per Year
products required

The modernization and integration strategy will be based on a service enterprise architecture re-
using New HEIGHTS services and extending them as illustrated below and will include intake, plan
and case management. Using this model, the existing Options Oracle database and supporting
infrastructure will be retained while utilizing the New HEIGHTS user interface, business/persistence,
notices and ESB framework.

‘New HEIGHTS.

The Options project estimate was based on a function point analysis that decomposed all of the
existing system requirements at the object level. The scope of work is to migrate the intake,
plan/assessment and case management reporting objects included in the Options system to New
HEIGHTS object conversion mapping inventory based on the existing business and system rules.

7
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2.3.4 Medicaid Strategy
This project will include the following enhancements for improving customer service, program
integrity and operational efficiency of the Medicaid program:

ACTIVITY DESCRIPTION
Medicaid Transformation Drive the transformation to ‘whole person’ service delivery
Implementation Support through the entire organization, including establishment of an

operating model that maximizes enhancements to the Medicaid
eligibility system, including business intelligence analysis of
industry best practices.

Assessment of Status of DHHS | Conduct implementation support to facilitate the organizational
Transition transition to an integrated, whole-person approach to service
delivery and the Medicaid Care Management model.
Implementation support will be aligned to the needs of DHHS, as
identified in the as-is assessment; however, it is likely to include
communications support, and capacity-development with the
managers leading the transition to integrated service delivery.

Communications Support Plan and conduct communications to staff in the District Offices in
order to standardize and integrate the delivery of services across
all DHHS programs. Conduct implementation support for
organizational transition.

Capacity-Development As identified in the assessment, conduct leadership and/or
visioning/planning sessions with DHHS leaders to further drive
the ‘whole-person’ model of integrated service delivery through
all offices and functions of DHHS.

2.4 Security Enhancement Projects
The following projects will be conducted to enhance the security capabilities at DHHS:

2.4.1 New HEIGHTS Web Based Access
This project includes security and architecture enhancements to provide access to New HEIGHTS via
the internet. Currently New HEIGHTS is only available to DHHS staff and authorized partners via the
Intranet or through a Virtual Private Network (VPN). These enhancements include:

R
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I T T

2 Split the web application The server architecture will be modified separating
from the User Interface (Ul) and business/persistence
backend(Refactoring) layers to create an additional layer of abstraction.

3 Secure Server to Server Server to server data transmissions will be

encrypted reducnng vulnerabmty of exposure of the
application via the internet. ~

4 Screen Navigation / URL New HEIGHTS pop-up screens, model dialogs, Ajax
masking Calls, and other similar functions expose data via
the URL call parameters, server side encryption will
be used to secure these channels with
approximately 550+ calls requiring modification.

5 Accessing Documents When a user accesses the documents from Onbase,
New HEIGHTS retrieves the documents without
passmg any credentlals to the OnBase Docpop

' Act:ve X control currently used to. open document
|mages : ~

6 Accessing Notices/Letters  When users access client correspondence
(notices/letters) from the hfs file system their ID
and password are currently passed through in clear
text.

The system will be enhanced to utilize service
encryption when reading the file system. This
enhancement is dependent on notice/letter
conversion to HP Exstream being completed under
a separate project.

/ R /
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KN T

7 Disable Export & Print Using Export and Print functionality, a user can
export any sensitive data (i.e. SSN, names, bank
account details, etc.) to a PC hard drive.

The print/export feature will be removed for
Application Entry case-based screens and other
similar no-list based screens. Print and Export will
also be disabled when New HEIGHTS Is accessed via
the Internet.

8 Disable Password Resets Authorized administrators can currently reset
passwords and [Ds using the New HEIGHTS security
modules.

These functions will be disabled when the
application is accessed via the Internet; however,
will still be available when accessed via the
Intranet.

9 Timeout 15 minutes The timeout for system users accessing the
: . - application via the Internet will be changed to 15
minutes. ‘
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The refactored architecture separating the Web presentation and business/persistence layers is
illustrated in the graphic below.

New HEIGHTS Presentation Layer

New Generated EJB Proxy Layer

Server -1 (Application-1)

Remote Remoate Remote Remote Remote Remote Remote
RMi/HOP RMI/HOP RMI/NOP RML/ItOP RML/IIOP RMI/1IOP RMI/HOP

2.4.2 Security Governance and Risk Management Program
The intent of this project is to build and develop an agency-wide Security Governance and Risk
Management program to govern systems processing Medicaid data and manages risks as Medicaid
data flows through DHHS systems. Elements in scope include the Security Governance charter for
DHHS processes and policies. Furthermore, a commercial off-the-shelf (COTS) Governance Risk and
Compliance (GRC) tool (Archer) will be deployed to automate, track and manage security risks across
the agency systems dealing with Medicaid data. The Security Governance and Risk Management
program will cover the people, processes, and technology required to provide better risk
management to the Medicaid systems.

The diagram below illustrates the risk management strategy that will be deployed:
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2.4.3 Security Governance and Risk Management Program
2.4.3.1  Phase 1: Security Governance and Risk Management Program Fundamentals

2.4.3.1.1 Cyber Security Charter
This initiative will entail creating a charter for the DHHS security group. The overarching charter for the
DHHS Cyber Security group will identify the organizational structure for the agency-wide cyber security
role and responsibilities, including:

e Scope, mission, objectives and authorities of the DHHS Security group

e DHHS business hierarchy structure and functional requirements supporting the DHHS risk
management program

e Standardized approach, process, and triggers for conducting security related risk and
compliance assessments

* Processes to track and prioritize risks and remediation activities

Attachment B 17 Contractor Initials

Date



New Hampshire Department of Heaith and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

2.4.3.1.2 Security Policy and Standards Improvement

This phase will include developing policy lifecycle management processes to draft security policies
applicable to DHHS policies and policy exception management. Through this initiative, the Contractor
team working with DHHS security group and capturing their input will:

e Develop templates for security policies, procedures and standards
¢ Develop the Security Policy Handbook that covers:
1. Access control management policy

2. Third-party risk management policy
3. Risk management policy
4. Incident management policy

* Process for exception management and tracking policy compliance

Policy needs
identification

Policy

maintenance

Policy
development

Policy

implementation Policy approval

2.4.3.1.3 Risk Management Foundation
Through the initiative, the Contractor will help DHHS establish the following foundational components

for effective technology-driven Risk Management:

Risk
Management
Foundation

\
\
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Risk Governance Model - The model will provide the strategy and architectural blueprint required to
improve the Governance, Risk & Compliance (GRC) management process. The model will define the
following:

* Roles and responsibilities for security risk management

® Reporting and accountability requirements

* Policy alignment and management

e Integrated risk and compliance strategy
Risk Methodology - The methodology will provide the ability to rationalize risk controls and manage
enterprise risks including:

¢ Identification of enterprise risk categories

e Risk profile

¢ Risk register design concept

®  Architecture design for linking risks to controls
Risk Harmonization - Through Risk Harmonization, DHHS will have a single integrated view of
requirements with traceability to select regulatory sources. Specifically the following will be performed:

e Rationalize and harmonize six (6) authoritative sources. The following sources will be in-scope:

1. NIST Cyber Security Framework

2. Health Insurance Portability and Accountability Act (HIPAA) — Security Rule

3. Center of Medicare and Medicaid Services Minimum Acceptable Risk Standards for
Exchange (CMS MARS-E)

4. Internal Revenue Services (IRS) 1075

5. Security requirements from Office of the Administration for Children and Families (ACF)

6. Security requirements from Select-agent requirements for Center for Disease Control and
Procedures (CDC)

e Establish a repository that can be centralized for single point of truth for risk and compliance
activities

24.3.14 Deliverable(s)
e Security Governance and Risk Management Program Charter
® Policy Lifecycle Management Process
®  DHHS Security Policy Template
e Security Policy Handbook covering following policies:
o Access Control Policy
o Third-Party Risk Management Policy
o Risk Management Policy
¢ Incident Management Policy
¢ Rationalized controf framework from identified six (6) authoritative sources
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e Processes to update and maintain the harmonized risk requirements
e Risk assessment methodology and processes

2.4.3.1.5 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this initiative:

¢ The Contractor will develop draft security policies for the in-scope domains. DHHS will be
responsible for approving, publishing and sharing the policies within the agency

e The Contractor will develop the draft Security Governance and Risk Management program
charter. DHHS executive leadership will provide necessary inputs towards the development of
the charter. DHHS will be responsible for ratifying and operationalizing the charter

e The Contractor will facilitate up to three (3) workshops with the DHHS executives to determine
the mission, vision, goals and scope for the charter

2.4.3.2  Phase 2: Governance, Risk and Compliance Tool Deployment

During this Phase, the Contractor will configure Governance, Risk and Compliance (GRC)
solution based on the charter, policies and risk management definitions. DHHS plans to deploy
the EMC RSA Archer GRC tool to drive risk, compliance and policy management processes.

The following phased approach will be leveraged to deploy the GRC tool and configure the

features defined for the GRC deployment scope.
Planning and analysis Test and Deploy

- Identify primary DHHS « Define the target state . - Develop test strategy, Systems
contributors and model to be developedin =~ - Oonﬁgute in-scope use integration Testing (SIT)
stakehoiders Archer GRC. cases within Archer Scripts

Al - Create and review project - Document the « Develop reporting « Perform SIT

= pian and objectives, configuration details, templates « Conduct Technical Security

32 scope, timeline and including application fields Testing

& deliverables. and layout, user roles and » Conduct Performance Testing

_T; « Conduct workshops to groups setup, and repoits « Assist with User Acceptance

¢ understand and document  and dashboards setup in Testing (UAT)

2 requirements the design document. - Conduct knowledge transfer
and fraining session for DHHS

team
« Migrate sofution to production

. B Project Pian = Design Document. - Solution Configured in « Test Strategy Document
_i: « Stakehoider interview plan Development environment - SIT Test Scripts

Il - Workshop schedule « Solution configured in
A - Document Request List (fo Production

2 understand existing

a process)

Project management

2.4.3.2.1 GRC Technology Enablement
The Contractor will configure workflows and dashboards based on requirements established during the

o
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solution design. Out-of-the-box reporting will be configured to track risk management activities through
the GRC tool.
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Dashboards © Repors
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2.4.3.2.2 Risk Management GRC Use Cases
During this phase, the following GRC use cases will be configured.

[ e e e e e e = = = = = -
I . .

Risk
Management
Use Cases

2.43.2.2.1 Enterprise Management
During the enterprise management module the business hierarchy (up to three levels — Company,
Division and Business Unit) and configuration of enterprise assets based on business requirements for
the following solution components will be defined:

e Business Processes

e Applications

e Contacts

243222 Policy Program Management
During this phase, the Policy Program Management plan will be developed. It will in turn enable DHHS to
centrally manage security policies and standards enabling DHHS to:

+ Centralize the poiicies and standards content

e Establish processes to communicate policies agency-wide

e Manage policy exceptions

e Support compliance initiatives within the agency
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2.4.3.2.2.3 Risk Management
The module will be configured to help DHHS manage risks to systems processing Medicaid data by
formalizing the infrastructure and process to identify, evaluate and remediate or accept risk. Through
the module DHHS can:

e ldentify and track potential risks

¢ Maintain a library of assessment questions
¢ Track and report on findings and risk profile

2.4.3.2.24 Compliance Management

DHHS will utilize its Integrated Control Framework (ICF) to define the risk and controls library.

This will be based on the control framework developed in the Risk Management Foundation initiative of
Phase 1.

2.4.3.2.3 Deliverable(s)
e GRC Project Plan
® GRC Tool Deployment (Non-production environment and production environment)
¢ Functional Requirements Document
e Solution Design Document
¢ Test Strategy Document
e User Acceptance Test Scripts
e GRC Deployment Strategy
e GRC Deployment Guide
e Knowledge Transfer Presentation

2.43.2.4 Assumptions
in addition to the General Security Assumptions, the following assumptions apply to this initiative:

® Project team will conduct up to ten (10) workshops, these workshops will be scheduled in the
initial three (3) weeks

o The hardware and software necessary for the Archer GRC platform setup will be obtained by
DHHS and set up by Department of IT (DolT) in accordance with the project timelines

o The Contractor advisory will assist in the deployment of the Archer GRC platform, however
platform deployment accountability will be solely with DHHS

e Data migration for Policy Management Solution will be limited to migrating up to ten (10) DHHS
policies only within this scope

o  DHHS shall work with the Contractor to resolve project issues and provide direction on a timely
basis {within 5 days). Delayed decisions might impact the overall project schedule and fees

e DHHS and DolT will provide the required infrastructure supporting the development, test and
production Archer environments (e.g., hardware, operating systems, and servers) based on the
project timelines outlined by the Contractor

¢ DHHS and DolT will provide required resources to support the infrastructure related activities
{e.g., database administrators, network administrators)

.
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e Appropriate level of access will be granted to the Contractor to begin configuration work

¢ Custom coding is not in scope of this project

e External system integration / data feeds into Archer will be out of scope

e The Archer control framework will leverage framework developed in Phase 1

e Upto 10 reports are in scope for this project

e DHHS will remain responsible for all management decisions and performance of security
controls

e Upto a maximum of three environments are considered, these include Development, Test, and
Production environment

e Up to two (2) workshops will be conducted for training

¢ Migration to production environment will be supported by the Contractor but will be owned by
DHHS

¢ Knowledge transfer materials will be for end users only and will be limited to the functionalities
implemented in this project (i.e., policy management, business hierarchy, risk management, and
compliance management)

¢ Input will be provided by DHHS for content needs for the “Enterprise Management” module
(e.g., application listing, contacts) for input / migration into Archer

¢ The Contractor will provide test scripts for User Acceptance Testing, as well as testing guidance.
DHHS representative(s) will be responsible for testing

2.4.3.3 Roles and Responsibilities
The following state and contractor groups are anticipated to be a part of the Information Security
Enhancement projects governing risk management and GRC deployment:

Group Anticipated Role

State of New Hampshire o Provide resources to assist in configuration

o Department of IT (DolT) of the GRC tool within the DHHS network

and data center, as needed

Attachment B 23 Contractor Initials “7 ) /
Date__ o g A\ N

T



New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

Group Anticipated Role

gfeitels

2.4.4 Third-party Risk Management (TPRM) Program
DHHS has various third-party vendors providing services directly to the agency (e.g., technology
contractors) and to the citizens of the State of New Hampshire (e.g., Managed Care Organizations).
These DHHS vendors have access to the Medicaid data to provide required services. Through this
initiative, the Contractor will help DHHS establish a governance mode! and framework to manage

third-party risk.

Attachment B 24 Contractor Initials E S 5 e
Date__. 5 %S’ AN



New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

Third Party Lifecycle Stages

1. Plan, Evaluate, and Select: identify and
assess all risks / perform due diligence

Plan. Evaluate &

2. Contractand Onboard: Incorporate risk, Select
compliance, and performance Contract&
requirements in contracts Onboard
Third-Party
‘ Risk
3. Manage and Monitor: Management
Perform cyber risk management inate (TPRM)
and work together with the third party to .
manage the risk exposure appropriately ' ) Manage &

Monitor

4. Terminate and Offboard:
Detemine need to terminate the third party
and manage the offboarding process

"o
Q/)a . e(?‘\
9ing Thirg party CY®

TPRM activities will include:

e  Conducting up to six (6) workshops with stakeholders (i.e., security group and contracting
group) to review existing third-party management lifecycle processes and identify gaps

e  Developing the Risk-Tiering Questionnaire/Model to be used for inherent risk rating

¢  Developing a risk and control matrix to document required controls based on risk criteria

¢ Identifying a sample of up to fifteen (15) third-parties that handle Medicaid data to pilot the
Risk-Tiering Questionnaire/Model

e Developing a TPRM enhancement roadmap, including consideration of people, process, and
technology

The following phased approach will be followed for Third-party Risk Management:

pRvd

~
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; 2. Develop TPRM 3. Define Foundational 4. Pilot and Strategic
1. Discover Current State Enhancement Roadmap

. Pilot Risk-tiering
Review TPRM practices TPRM Governance Risk Tiering P s Questionnaire for up to
and identify gaps Model 15 third-parties
Third-Party Assessment -
Risk Tiering Model P (precontract Shhg:: Enhancement
and ongoing) osdmap
Risk and Control Matrix ¢ m;’:mntl
Termination Process

The following state and contractor groups are anticipated to be a part of the Information Security
Enhancement project to manage third party risk:

Anticipated Role

State of New Hampshire Contractors: o Lead information gathering workshops

o Deloitte Consulting (Security Team) with security group and contracting group

o Develop the Risk-Tiering
Questionnaire/Model

o Develop the risk and control matrix

o Develop the strategic program

enhancement roadmap

2.4.4.1 Deliverable(s)
e  Risk-Tiering Questionnaire/Model
e  Risk and Control Matrix
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Third-Party Risk Management (TPRM) Operating Model
Develop training materials for TPRM process
TPRM Program Roll-Out Development Plan and pilot report

2.4.4.2 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

2.4.5

DHHS will identify stakeholders and information gathering workshop participants from the
appropriate agency groups (i.e., stakeholders in the third-party management processes)
The initiative is limited to identifying gaps and risks as it relates to security of sensitive
data

TPRM program will not be integrated into Archer as part of this initial phase

The risk assessment process and questionnaires will be reviewed and approved by DHHS
security group

Roll-out of the TPRM strategy and process will be done by DHHS security. The Contractor
will provide the training and communication material that can be leveraged by DHHS. The
Contractor will assist DHHS initially by jointly conducting up to two (2) sessions

DHHS will select and provide the details of up to fifteen (15) third parties for the risk-
tiering pilot activity. (e.g., third-party name, services provided, and type of sensitive data
handled for instance)

Conducting risk assessments is out of scope. The Contractor will provide the process and
supporting tools; DHHS will be responsible for roll-out and conducting of assessments
DHHS will be responsible to ensure active stakeholder participation and timely response
to the risk tiering questionnaire for the risk tiering pilot exercise

The TPRM process training will be limited to the DHHS security group

DHHS is responsible for working with the third-parties to address/remediate findings

CMS MARS-E 2.0 System Security and Privacy Plan Development

This project is to perform an assessment of the New HEIGHTS system based on the new security and
privacy controls in CMS’ Minimum Acceptable Risk Standards for Exchanges (MARS-E) 2.0 package.
Through this project, security and privacy documentation required to CMS compliance will be
developed. Workshops will be conducted with the application development teams, Department of
IT teams supporting the application and business stakeholders to get an understanding of the
current capabilities to document and/or update the security and privacy workbooks and the Privacy
Impact Assessment. Based on the information collected through the workshops and documentation
of the current-state a Pian of Action and Miiestone {POA&ivi) wiii be deveioped to aiign New
HEIGHTS with the CMS requirements where the system’s security and privacy capabilities can be
enhanced.

The security controls in place for New HEIGHTS will be assessed based on new requirements from
CMS and will take into account the documented New HEIGHTS system boundary that covers the
following components:

</
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e  New HEIGHTS application
e NH EASY application
e  New HEIGHTS Mainframe (including z/0S, zLinux, Apache, WebSphere, and DB2) .

The following is a high-level illustration of the approach that will be used:

= Define updated system boundary to « Review current SSP artifacts = Document and update New HEIGHTS
account for architecture changes = Conduct workshops with key stakehoiders system description in the SSP
= Obtain updated system design and to understand existing processes and » Document and update controls in the
architecture documentation technoiogies security and privacy workbooks
= Identiy key stakehoiders for securtty and = Understand and document existing = Submit DRAFT SSP, security and piivacy
privacy control areas controis in piace or planned for workbooks and POASM to DHHS for
« Schedule interviews with key stakehoiders implementation submission
= Confirm control ownership and
responsibiiities
= |dentify gaps for controis not in place or
where control is not adequate for

addressing CMS requirement

The following state and contractor groups are anticipated to be a part of this initiative:

Group _ Anticipated Role

State of New Hampshire: o Answer questions/surveys and provide data
o Department of Health and Human Services as requested by the Contractor
(DHHS) o Participate in interviews & workshops
o Department of Information Technology o Provide strategic overview of current process
(DolT) & procedures
o Systems & Communications Sciences, Inc. o Provide an understanding of unique business

operations, regulatory requirements, and
risks specific to the institution
o Provide the relevant documents for New

HEIGHTS as requested by the Contractor to

=
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Group Anticipated Role

support information provided during

workshops

2.4.5.1 Deliverable(s)

e  New HEIGHTS Security Workbook

e  New HEIGHTS Privacy Workbook

e New HEIGHTS Privacy Impact Analysis

¢ New HEIGHTS System Security Plan (SSP)

e New HEIGHTS Plan of Action and Milestones (POA&M)

2.4.5.2 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

e  The assessment will be based on interviews and documentation review. Controls will not
be tested for completeness or ettectiveness of implementation

The system boundary for the MARS-E 2.0 assessment will be limiied to the
NH EASY applications, and the key supporting infrastructure components (i.e., New
HEIGHTS Mainframe including z/0S, zLinux, Apache, WebSphere, and DB2)

e CMS MARS-E 2.0 requirements will be the assessment framework used to document the

New HEIGHTS current-state as required by CMS to maintain the Authority to Connect

(ATC)

] . e
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e  The Contractor will document responses as required by CMS based on information
provided by the workshop participants on behalf of New HEIGHTS, DHHS, and DolT

e New HEIGHTS and DHHS retain ownership of the documents prepared by the Contractor

e DHHS will submit the documentation to CMS

s  Remediation of the identified gaps is not in scope

e For the Privacy Impact Assessment document, DHHS Privacy SMEs will provide the
requested data that will be needed for the completing the document, where available

e  Main effort level of the assessment and documentation will be conducted over a four (4)
month period

2.4.6 Vulnerability Management

As part of the Vulnerability Management thread in this scope of work, a sample of in-scope system
components that support DHHS operations will be selected for vulnerability testing and secure
device configuration reviews. The system components that will be tested are outlined in the scope
section.

The vulnerability assessment of security controls for systems is an investigative process; as such,
multiple forms of testing are needed to gain more awareness of the potential security issue. Tools
will be used to accelerate the identification of potential vulnerabilities. Identified vulnerabilities will
be manually reviewed to reduce false positives and identify issues when used in combination with
other vulnerabilities. The Contractor will undertake the following initiatives:

2.4.6.1 Internal Network Testing

This thread will help DHHS in the identification of as many security vulnerabilities that are
accessible from inside DHHS. The focus is to identify the breadth of potential security issues on
systems that are accessible from within the State of NH network, emulating a threat from an
internal resource, such as an employee, contractor, or business partner. Up to 6 selected Class
C ranges will be in-scope as part of the test.

2.4.6.2 External Network Testing

The objective of this thread will be to identify potential vulnerabilities which might be used by
attackers to compromise DHHS data and external networks. It includes internet facing network
devices such as firewalls that are used to support DHHS systems handling Medicaid data. Up to
15 Class C ranges will be in-scope as part of the test.

2.4.6.3 Secure Configuration Review

The secure configuration review will include configuration review of select internal devices
(e.g., firewalls, routers, critical servers) that support DHHS systems processing Medicaid data,
to identify variances from industry standard practices. Up to 16 devices will be in-scope as part
of the review.

The following state and contractor groups are anticipated to be a part of the Vulnerability
Management initiative:

= .
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Group Anticipated Role

State of New Hampshire Contractors: v o Lead the vulerability assessment v

o Deloitte Consulting (Security Team) activities

2.4.6.4 Deliverable(s)

¢ Internal network testing report

' External network testing report

e  Device Secure Configuration assessment report

2.4.6.5 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

e  Uptosix (6) selected Class C ranges will be in-scope for the internal network testing
e Upto fifteen (15) Class C ranges will be in-scope for external network testing
e  For network (both internal and external) testing the Contractor may carry out the
following:
o  Using port scanning software to identify any open ports or services on devices or
servers reachable via the Internet
o  Connecting to open ports using TCP or UDP network utilities to determine the
type(s) of operating system(s), firewall application(s), and network service
versions being used
o  Using open source, commercial and proprietary vulnerability testing tools and
technigues such as custom validation and reporting scripts to identify specific
vulnerabilities or exposure points {e.g., shared drives and NFS mounts, SNMP
management vulnerabilities, insecure Windows registry settings, etc.)
o Using vulnerability scanning software to identify known problem areas of
operating systems, mail servers, web servers, DNS servers, routers, and firewalls
e  The Contractor will use a combination of tool based and a manual investigative approach
to scan for potential vulnerabilities in DHHS environment and external network

(74\/
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s  Up tossixteen (16) devices will be under scope for secure configuration reviews

s DHHS will be responsible for assigning appropriate resources for the remediation and/or
for accepting the identified vulnerabilities

s  Testing will be carefully planned and controlled and will be performed in close
coordination with DHHS and DolT personnel. DHHS and DolT will identify at least one staff
member to serve as a “trusted agent.” The “trusted agent” will {1} make decisions to
proceed with applicable testing, (2) participate in all testing (internal, Internet, and
external), and (3) identify the Client’s and its affiliates’ mission-critical systems that could
potentially be affected by the applicable testing. The “trusted agent” will not permit the
Contractor to have access to such systems, and the Contractor shall have no responsibility
with respect to such systems

e  We understand that certain of DHHS' and DolT’s information technology components,
such as web servers, may be owned, hosted, or operated by one or more third-party
vendors, such as application service providers or Internet service providers, under various
arrangements with the State. Prior to the Contractor’s performance of any vulnerability,
penetration or diagnostic testing against any such components, the State will obtain
explicit, written authorization, from the applicable third party that will, among other
things, authorize the Contractor to conduct vulnerability testing against such components,
identify at least one staff member from such third party and DolT to serve as a “trusted
agent” during testing of such components and release the Contractor from all claims,
liabilities, and expenses relating to such vulnerability, penetration and diagnostic testing.
We will endeavor to work with the applicable third-party vendor's “trusted agent” in the
testing of the information technology components owned, hosted, or operated by such
third-party vendor and expect that such “trusted agent” will be involved in making
decisions about whether to proceed with applicable testing. We will promptly bring to
DHHS’ attention significant problems, if any, that we encounter while working with any
“trusted agent”

2.4.7 New HEIGHTS Access Manager
This project will establish an Access Management solution using [BM Security Access Manager
(ISAM). ISAM will be used to centralize centralizing identity lifecycle management processes for New
HEIGHTS for consistent enforcement of agency security policies around authentication, coarse-
grained authorization and session management.

The following table provides a high level description of the proposed Access Management solution:

# Requirement High-Level Solution Description

1 Centralized Authentication Configure IBM’s ISAM tool to point to the
case worker and citizen credentials store to
manage NH EASY and New HEIGHTS

=
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# Requirement High-Level Solution Description

authentication. This will require a onetime
setup of workflow processes within the tool
and the application authentication

mechanism.
2 Centralized New HEIGHTS Pagé—Level Configure IBM’s ISAM tool to evaluate
Authorization user’s role in order to authorize New

HEIGHTS application access at a page-level.
This will require a onetime setup of
workflows and integration between ISAM
and the existing IBM Security Identity
Manager (ISIM) solution. The fine-grained
(component-level) application authorization
evaluation processes will not be changed.

The applications/systems that will be covered as part of the Access Management (AM) solution roll
out outlined in this contract will include:
e NH EASY
o User Population: ~50,000 user accounts (Citizens and Providers)
o Platforms:
=  IBM WebSphere Application Server running on zLinux and z/0S
= DB2 Database
¢ New HEIGHTS
o User Population: ~1,200 user accounts (State employees, state contractors, and
privileged accounts)
o Platforms:
= |BM WebSphere Application Server running on zLinux and z/0S
=  RACF/LDAP
®»  DB2 Database

The Services to be performed include:

1. Gathering requirements and designing of the access management services needed for the

New HEIGHTS system:
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The table below shows use case mapped to the Access Management (AM) process.

Use case AM Process Business process
Authentication Authentication method Allow access to New HEIGHTS and NH EASY
(username/password) applications for case workers and citizens
validation respectively based on a set of validated

credentials (username and password)

Authorization Authorization Service Authorize page level access to New
HEIGHTS application for case workers
based on assigned roles. Component-level
authorization processes designed within
the application will not change.

a. Review and finalize requirements for providing following AM services:
e  User Authentication
o Case workers (New HEIGHTS users)
o Citizens (NH EASY users)
¢  Coarse-grained (page-level) Authorization
o Case workers (New HEIGHTS users)
b. Design the following AM services:
e ISAM and ISIM integration
s  Authentication Methods/Operations
e  Security realms/domains
e  Authorization Service
2. Build and unit test AM services components to support integration with New HEIGHTS and
NH EASY.
a. Install ISAM virtual appliance
b. Deploy centralized WebSEAL for enforcing access management policies for INTRANET in
the test environment
c. Integrate ISAM with ISIM
d. Configure ISAM per design in the test environment:
e  Configure user directories

¢  Define junctions and reverse proxies in WebSEAL for NH EASY and New HEIGHTS

A
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e Define domain and appropriate object space for NH EASY and New HEIGHTS
e  Build login pages for NH EASY and New HEIGHTS

e  Configure authentication mechanism for NH EASY and New HEIGHTS
Configure password self-service features for NH EASY and New HEIGHTS

Define access roles and authorization policies for NH EASY and New HEIGHTS
Develop build guide for AM components

Deveiop unit test and depioyment vaiidation test pians

Perform unit testing of AM services such as authentication and authorization

Document test results from the test environment

3. Deploy AM services in integration and Syétems environments

a.

b.

Develop performance test scripts

Develop performance test plan utilizing the test scripts

Develop code and configuration migration plan and steps

Execute the following steps in the Integration environment:

e Install ISAM virtual appliance

e  Deploy centralized WebSEAL for enforcing access management policies for
INTRANET in the Integration environment

e  Export and configure tested IBM AM roles and policies in the Integration
environment

e  Perform and document deployment test

Execute the following steps in the Systems environment:

e  |[nstall ISAM virtual appliance in HA mode

o  Deploy centralized WebSEAL for enforcing access management policies for
INTRANET in the Systems environment

e  Deploy centralized WebSEAL for enforcing access management policies for
INTCRNLT in the Systems environment

e  Export and configure tested iBiVi AiVi roies and poiicies in the Systems environment
e  Perform and document deployment test
e  Execute the performance test plan in the Systems environment

e Document test results in the Systems environment
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* Investigate and determine root cause for issues/errors discovered during testing
e  Remediate and fix issues discovered in the Systems environment
4. Provide roll out support for the IdM services in the Production environment:
a. Assist the state with the deployment of the configurations to production
e  Support installation of ISAM virtual appliance in HA mode
e  Support deployment of centralized WebSEAL for enforcing access management
policies for INTRANET in the Production environment
e  Support deployment of centralized WebSEAL for enforcing access management
policies for INTERNET in the Production environment
b. Export and configure tested IBM AM Roles and policies in the Production environment
c. Perform initial seeding of AM system with Production user data
d. Perform smoke test of the Production AM system
e. Document the deployment steps

This project will require a coordinated effort between the various State organizations (i.e., DHHS
and DolT) to effectively meet the requirements in a timely manner. The table below defines the
responsibilities by stakeholder group:

Group : Anticipated Role

State of New Hampshire: Provisioning and configuration of the hardware at
o Department of Information Technology the datacenter that is needed for the AM solution
(DolT) ' o Provide resources for configuring firewalls and

load balancer policies

o Answer questions/surveys and provide data as
requested by thé Contractor

o Participate in interviews & workshops

o Provide strategic overview of current process &

procedures

(ﬁ
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Group Anticipated Role

2.4.7.1 Deliverable(s)

e  Access Management Project Plan

®  Access Management Architecture and Design Specification

e Access Management Code Build Package for Test Region

e  Access Management Integration and User Acceptance Test cases

®  Access Management Solution Migration Documentation

*  Access Management Code Build Package for Integration and Systems Region
®  Access Management Code Build Package for Production

®  Access Management Closeout Report

7
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2.4.7.2 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

*  The in-scope New HEIGHTS user types for the access management implementation

covered in this contract are:
o State Employees synchronized in IdM from LAWSON
o Non Employees — Contractors / Citizen
. Contractors created by New HEIGHTS application in idM
. Citizens created by NH EASY application in IdM

e  DHHS will provide access to administrative privileges across the servers to host the access
management solution software in the non-production environments to provide the
services under this contract

e  The Integration, Systems, and Production environments will have infrastructure setup, and
maintained by DolT, with supported base image (virus scan, patches, etc.) already
installed and hardened within DolT standards

e  DolT wilt maintain, configure, and setup required network communications, including
configuration of firewalls, proxies, antivirus, backup/recovery, etc.

*  New HEIGHTS infrastructure {(network equipment, middleware, firewall, authoritative
source, etc.) and application architecture redesign is not within the scope of the project

o  The AM solution will be configured as a centralized authentication and authorization
service provider for DHHS applications serving a common user interface for collecting user
credentials

e  The AM implementation will leverage the out of the box form based authentication
scheme to provide authentication services to New HEIGHTS and NH EASY application

e  The AM solution will provide authorization services to New HEIGHTS and NH Easy at the
page level (coarse-grained) only. Authorization to components within the page will
continue to be managed by the application

e  The non-production (Test, Integration and System) environments will have non-
production data that may be utilized for testing purposes, and will not contain client
identifiable data or personally identifiable data

e  The Systems and Production infrastructure should be of similar configurations to
determine exact performance response time during performance testing of authentication
and authorization configuration of the AM solution

e  The Systems and the Production environments will be configured in a Highly Available
(HA), fault tolerant mode. These environments will leverage the hardware infrastructure
setup as part of the Identity Management solution deployment

e  The production support for the solution is limited to a month from production
deployment

Al
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2.4.8 DHHS Data Classification
The following projects will comprise a data classification program with the purpose of identifying,
classifying and protecting sensitive information.

The following tasks define the data classification project:

2.4.8.1 Data classification schema

DHHS will identify business units and stakeholders who use sensitive information as part of
their business processes to understand the types of sensitive information that DHHS uses and
identify the impact that the loss or theft of the information would have upon DHHS.

After identifying the types of sensitive information used by the business units, DHHS will define
the categories of sensitive information used in the organization and prioritize them based on
the importance of the information to DHHS. The data classification schema will consist of three
to four classification levels and assign information types to each of the classification levels. The
following is a sample data classification schema for reference only:

Restricted - Information of this type, if disclosed, may in the judgment of the relevant Agency
cause severe harm to well defined interests of the Agency or their stakeholders

Confidential — Information of this type, if disclosed, may in the judgment of the relevant
Agency cause serious harm to well defined interests of the Agency or their stakeholders

Official Use Only - Information of this type, if disclosed, may in the judgment of the relevant
Agency cause harm to well defined interests of the Agency or stakeholders. Sharing “Official
Use Only” information with the general public or the press is not permitted

Public - Information of this type, if disclosed, will in the judgment of the relevant Agency not
cause harm to well defined interests of the Agency or stakeholders. Sharing “Public”
information with the general public or the press is permitted

2.4.8.2 Data classification policy
The Contractor will develop the draft agency policy that defines the categories and types of
sensitive information that DHHS uses and specifies the following:

o How sensitive information will be marked, based upon its sensitivity
¢ Who can access sensitive information, based on the classification level
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2.4.8.3 Data classification procedure

The Contractor will assist in defining the steps the agency and employees will take to identify,
classify and mark sensitive information when created, used, stored or transported. The data
classification will define the marking text (e.g., Restricted, Confidential, Official Use Only),

&
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based on the Data Classification Policy, and specify the location that the agency will add the
data classification tag. Examples of the location where data classification tags are added
include the following:

¢ Document header and/or footer

o Watermark in the background of the document
¢ Metadata field of the document

¢ Email subject line

¢ Email message footer

2.4.8.4 Data flow mapping

The Contractor will meet with business unit leaders, stakeholder and data owners to
understand the types of information that is used throughout the course of a business process
and map how the information is created, used, stored and transported during the business
process for five (5) business units. The data flow mapping will accomplish the following:

+ [dentify the point where sensitive information is used during the process

¢ Track how the information is used by specific information systems

* Map how information moves across information systems

¢ Identify where sensitive information is stored

» Specify how information is protected during transport and storage

» Develop an asset inventory that identifies the containers that use or store sensitive
information, defines the types and categories of sensitive information and the medium
that is used to store the information (e.g., paper, CD, USB, file type, database, etc.)

2.4.8.5 Data handling policy

The Contractor will define the steps the agency and employees will take in order to protect
sensitive information when it is being stored, used and transported as part of normal business
processes. The data handling procedure will specify the acceptable methods by which sensitive
information can be safely used and the levels of protection that will be applied prior to the
sensitive information being placed in a repository or transported to another location. The data
handling procedure will apply specific controls and processes based on the classification level
of the sensitive information and provide explicit instructions for storing or using sensitive
information during an authorized business process.

The approach for data classification will be executed as follows:

7  \
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Conduct data flow workshops with

Develop Data Classification

Data Classification High Level Data Flow Deliverabie composition Final Review
Framework (3 weeks) {5 weeks) (4 weeks) {2 weeks)

- Gather existing Data

Classification documentation stakeholders schema, poilicy and procedures pmcedur&s hlgh
flow maps
Identify key stakeholders & key Documnent high level data flow from - Develop Data Handling policy mlu::‘?:asﬁ with
business processes based on external parties, DHHS business units, . flow DHHS
risk state agencies, local agencies and : De‘;”p high level data
1] federal agencies ma| . conten
= o eation y - Develop data protection use Zﬁ‘ire:zgm Her
h=d workshops with key Identify and rationatize additional Data pro
- stakeholders Ciassification requirements (IP, cases « Present final content
= "
O Discuss the types of sensitive regutatofy, contractual) - Rt:\;(lew deﬁvetrmv:;sd :ﬂeh key to DHHS executives
¥  fonnation DHHS uses aspat - Enhance Data Classification :romsedampoﬂaes'” pres A
of noimal business provesses fTamEWOTK aind approach based on
(] £ works| use cases and data flow maps
4 . Develop draft version of the output o hiops
classification schema and data Document business use cases for data
classification poficy protection
Schedule high level data flow - Identify data handling requirements
workshops with business units and standards

Deliverables
Data Ciassification Policy (includes classification schema)
Data Classification Procedure

TR R

Data Handiing Policy
High Leve! Data Flow Maps
Data Protection Use Cases

The roles and responsabilities for DHHS data classification are as follows:

State of New Hampshire:

Group

o Department of Health and Human Services

(DHHS) System Teams

Anticipated Role

Answer questions/surveys and provide

data as requested by the Contractor

o Participate in interviews & workshops

o Provide strategic overview of current

process & procedures

o Provide the reievant documents as

requested by the Contractor to support

information provided during workshops
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Group Anticipated Role

2.4.8.6 Deliverable(s)

¢  Data Classification Policy

e  Data Classification Procedure

¢  Data Handling Policy

e  Five (5) High Level Data Flow Maps

¢  Up to Fifteen (15) Data Handling Use Cases

2.4.8.7 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

¢  The Contractor will meet with DHHS and conduct up to four (4) data classification
workshops that will be used to develop the data classification policy and schema

e  The high level flow of information will be defined as the movement of information
between DHHS and one organization, company, business unit, partner or government
agency. Additionally, the high level flow of information will include the category of
sensitive information and the method by which the information is exchanged by DHHS

e  The Contractor will meet with up to five (5) DHHS business units, conduct up to five (5)
high level data flow mapping workshops and schedule up to five (5) follow up meetings to
address any open questions regarding the high level movement of sensitive information

e  The Contractor will use the information gathered during the data flow mapping
workshops to identify the sensitive data handling use cases. The Contractor will schedule
up to five (5) follow up meetings to review the use cases with business unit stakeholders

2.49 Insider Threat Management
The security initiatives in this and prior projects help DHHS in establishing security controls and
processes to protect and secure the Medicaid data. Through this project, DHHS will expand on its
security initiatives and develop a strong insider threat program to examine input from human
resources, user behaviors, and technical controls to evaluate risks associated with insiders. When
combined with an Insider Threat governance structure that focuses on continuing to evolve the
program, DHHS plans to create a strong defensive posture while identifying and preventing specific
threats.

To begin the Insider Threat Program, the Contractor will develop use cases using data currently

collected; a preliminary scoring system for insider threat risk measurement will be developed using
existing monitoring infrastructure. The following foundational elements will be in-scope:

A Yl
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o  Afacilitated workshop with cross-functional stakeholders (e.g., Fraud, HR, and Enterprise
Information Security) involved in the insider threat mitigation process

o The workshop objectives will include defining organizational risk tolerance,
prioritizing insider threats, identifying vulnerabilities, and documenting next steps.
The lab will be informed by a targeted survey and up to ten (10) interviews with key
stakeholders

¢  Development of an insider threat prioritization framework based upon identified risks and

threat vectors that

o The framework will provide a structure for how DHHS can collect, correlate, and
visualize potential risk indicators across the workforce and potentially disrupt

emerging insider threats

o The initial framework will consist of select data elements that will include attributes
(e.g. what people have access to, their role, etc.)

e Development a sample of up to five (5) use cases in accordance with the prioritization
framework, workshops, and prior assessment findings
o Use cases will focus on common ways data can be exfiltrated and other key threats
(e.g., sabotage and espionage) and documented in order to capture key data
elements

e  Development of an actionable and prioritized roadmap designed to mature the Insider
Threat Program
The approach for insider threat management is as follows:

Insider Threat Workshop Insider Threat Framework Priortized Roadmap

- bdentify key stakeholders & key * Review existing processes and » Develop a rosdmap for DHHS to
business processes capabilities focused on identification of improve their insider threat

- Conduct insider Threat workshop potential threats program

. Identify risks and threst rs = Develop the insider thresat priaritization

The following state and contractor groups are anticipated to be a part of the insider Threat program
project:

{”MW " Group o Anticipated Role l

],
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Group Anticipated Role

State of New Hapsire Coror: | o Lead the insider threat program activities
o Deloitte Consulting (Security Team) o Lead and facilitate workshops
o Develop insider threat framework and use

cases

2.4.9.1 Deliverable(s)

e Insider threat prioritization framework

e  Five (5) insider threat use cases

o Insider Threat Program maturity roadmap

2.4.9.2 Assumptions
In addition to the General Security Assumptions, the following assumptions apply to this
initiative:

e  The Contractor will facilitate up to ten (10) information gathering sessions with key
stakeholders identified by DHHS that are integral to the management DHHS personnel
(e.g., Human Resources)

e  The Contractor will facilitate one (1) cross-functional workshop to discuss the DHHS
Insider Threat Program

e  The Contractor will define up to five (5) use cases based on input from DHHS and risk
tolerance

e  The current project excludes implementation of any use cases identified

e  DHHS is responsible for operationalizing the Insider Threat Program

3 PROJECT MANAGEMENT PLAN

Key activities will be managed using a structured project management methodology. Over the term of
the contract, the Project Management deliverables will include:

e MS Project Plan based on the deliverable matrix with added drill down task management for
milestones based on complexity and duration using a “rolling wave” project management
approach

o Risk/issue status and tracking

¢ Lifecycle management and (defect/change) tracking by project using the Jira methods and tools
established for New HEIGHTS

il U
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¢  Weekly performance reports to keep the management team abreast of the project
3.1.1 Activity 1 - Project / Contract Management and Support
Task 1 - Perform Project Management Functions

Requirements of Task
Throughout the execution of the project, the state’s project management team (which is

comprised of the New HEIGHTS Project Manager, Deputy Project Manager and core State
staff and contracted Subject Matter Experts) will:

Expert
e  Provide oversight.for the activities conducted by the Contractor
e  Provide review and approval for all deliverables

¢  Help ensure Contractor’s access to critical State resources

e  Facilitate ongoing status reporting and conduct periodic project reviews

e  Serve as liaison to federal partner agencies, DHHS Executive staff, systems external
to New HEIGHTS, DolT and State regulatory agencies

o  Conduct scope management in conjunction with the Contractor

The contractor is generally responsible for managing the overall contract from its
company’s perspective, including but not limited to:

¢  Financial management — producing bills/invoices

¢  Subcontractor management — managing subcontractors, contracts and
relationships

e  Scope management in conjunction with State staff

Deliverables from Task
e  Project Plan

¢ Issue and risk management
®  Resource time (effort) tracking/reporting using the FTE bank

e  Producing and processing bills/invoices using standard procedures established for
New HEIGHTS

e  Status Reports — due to the state project manager on Thursday of each week for
prior week’s activities. Status reports shall include: ‘
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3.1.2

o Major accomplishments
o Major upcoming work

o Significant issues and concerns for the overall project

Roles and Responsibilities Related to Task

Function/Task Responsibility

Create the Project Plan content Contractor

Provide tools to facilitate the planning, execution, and control of  State
the project

Manage subcontractors Contractor

Review, approve, and pay invoices State

Participate as critical members of the project management team State, Contractor

Project Management Roles and Responsibilities
The state and contractor staff will perform various tasks as part of managing the project.

Activity 2 — Technical Planning and Support
Task 1 - Define and Procure Application Infrastructure

Requirements of Task
Develop a technical architecture to support development, testing, training, and production

of the proposed solution by project.

The Technical Architecture Plan will include:

7\
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e  Required servers and the minimal hardware specifications per server, identifying
each server by its purpose and its environment

¢  Required new software for each server, including number of licenses and versions

e  Additional hardware required (such as routers and load balancers), including
recommended vendors, versions, and specifications

e  Other new software required, including the total number of licenses and the
structure of pricing and usage of the iicenses

Deliverables from Task
e  Technical Architecture Procurement Plan — due prior to procuring infrastructure

components with sufficient lead time for acquisition

Roles and Responsibilities Related to Task

Function/Task Responsibility

Procure all New HEIGHTS hardware and software State

Application Infrastructure Procurement Roles and Responsibilities
The state and contractor staff will define and procure an application infrastructure.

Task 2 - Install, Configure and Maintain Technical Environments

Requirements of Task

The Contractor will be responsible for collaborating with DolT, TSG and the New HEIGHTS
maintenance team for application to configure and install the technical environments for
the New HEIGHTS project during the scope of the project.

Deliverables from Task
*  Capacity Plan — Initial draft; updated as required thereafter

Cmambimssmmdtoee RA oo oo onn oo a F AN 2 ) P HPRL TS DS R UYL DR pIs: [Pt SRS |
Luttnigut activtn iviallageiniecim {(Livi) rian = liiuat urdiy, upuatcu ad> lﬂqullﬂu

thereafter

L]

s  Technical Environments — due for each identified environment per timeframe
outlined in Contractor’s approved Project Plan
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Roles and Responsibilities Related to Task

Function/Task Responsibility

Assist in setup/installation/configuration of technical New HEIGHTS
environments Maintenance Team

State, TSG

New HEIGHTS
Maintenance Team

Develop Configuration Management Plan New HEIGHTS
Maintenance
Contractor

Technical Environment Roles and Responsibilities
The state and contractor staff will Install, configure and maintain technical environments.

3.1.3 Activity 3 — Requirements Definition & Design
Task 1 - Perform Requirements & Design Definition

Requirements of Task

The functional requirements will be driven using joint application design (JAD) sessions. The
State will be responsible for providing subject matter experts and other analysts to define
and clarify requirements for new functionality included in the scope work.

The design task is intended to translate requirements into a set of deliverables that can be
used to drive and support the building of software artifacts — code, configuration data, and
rules. For new functionality, each standard unit of development effort - whether an

iteration cycle, a milestone, a functional module, or a release - will be completed using the

7
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New HEIGHTS Change Control Document (CCD) standard which will typically require the
following items:

e  Alist of proposed schema changes
*  Web page mockups for new pages and pages with enhanced functionality
e  Business rules and logic definitions

e  Configuration changes in the apnlication or framework to enable the necessary

g e b

functionality

e  Descriptions of common user interface objects such as menus and other
navigational items

Deliverables from Task
e  Change Control Document — identifies new or changed business processes based
on the agreed upon requirements and design.

Roles and Responsibilities Related to Task

The Contractor is responsible for providing one (1) business liaison to assist the State with
coordination of DHHS tasks across systems for up to 24 FTE months. In addition, the
Contractor will provide management support for State tasks for up to 24 FTE months and
“track management” support for up to 96 FTE months.

Function/Task Responsibility

Provide business subject matter experts on current State State
business policy and procedure as required an in support of new
functionality requirements definition

Provide change control documentation for new functions Contractor

Requirements Definition Roles and Responsibilities
The state and contractor staff will perform analysis/requirements definition.

/ 4 \/
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3.1.4 Activity 4 — Application Development
Task 1 ~ Build and Unit Test System

Requirements of Task

The Contractor will have sole responsibility for developing New HEIGHTS source code,
configuration data with respect to frameworks, rules, the batch schedule, and the creation
of build inputs for migration through the various environments. The Contractor shall Unit
test all of the resulting artifacts.

In addition to unit testing, the Development Team shall perform Integration testing in the
Development environment when units of work are deployed as an integrated build.

The Contractor will mark components as ready for State Systems test once Unit and
Integration testing are complete. Components will be marked for migration to Regression
and Production based on State approval.

Deliverables from Task
e  Software artifacts — timeframe to be determined based on Contractor’s
methodology and project schedule

Roles and Responsibilities Related to Task

Function/Task Responsibility

Contractor

Initiate/submit database change requests Contractor

Apply database change requests New HEIGHTS
Maintenance
Contractor

Change to other systems (Cisco, NECSES, Bridges, Options, WIC,  State
Text services and other systems outside of New HEIGHTS)

N

Attachment B 50 Contractor Initials
Date




New Hampshire Department of Health and Human Services
Attachment B — Addendum for Amendment 5 Security and Service Modernization Statement of Work

Construction Roles and Responsibilities
The contractor staff will build and test the system.

3.1.5 Activity 5 — Testing
Task 1 - Develop Test Plans

Requirements of Task
The Contractor is required to complete Unit and Integration testing.

Deliverables from Task

e  Test software for migration to Systems test

Roles and Responsibilities Related to Task

Function/Task Responsibility

Systems and Regression test plan {using resources provided State
through staff augmentation)

Test Plan Development Roles and Responsibilities
The state and contractor staff will develop test plans.

Task 2 - Perform System and Regression Test

Requirements of Task
The State will execute Systems and Regression tests in accordance with the test plan
developed by the State.

Deliverables from Task
¢  Systems Test Results Document — due at the completion of the Systems test cycle

e Regression Test Results Document — due at the completion of the Regression test
cycle

*  Production-ready system — due at the completion of Regression testing

Roles and Responsibilities Related to Task

The Contractor is responsible for providing four (4) testers to assist the State with the work
+n O FTE manthe

S e se RIS,
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Function/Task Responsibility

Document test resulits State

System and Regression Test Roles and Responsibilities
The state staff will execute Systems and Regression tests in accordance with the test plans.

Task 3 - Perform Software Implementation

Requirements of Task

The Contractor is responsible for promoting the software to each environment, including
Production, based on state approvals and will assist in the resolution of problems, issues,
and errors as they arise.

Deliverables from Task
e  Software Promotion Approval Form - due prior to each release for state approval

Roles and Responsibilities Related to Task

Function/Task Responsibility

Identify new batch jobs and order of execution when combined  Contractor
with other batch jobs

Approve the build components State

Promote releases to testing and environments New HEIGHTS
Maintenance
Contractor

Software Promotion Roles and Responsibilities
The contractor staff will promote the software to each environment, including Production, based on state approvals.

gy
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3.1.6 Deliverables
The State will approve all Deliverables according to the review process described below.

a) Each Deliverable that conforms in all material respects with the applicable specifications
agreed by the parties in writing (“Specifications”) will be approved by the State, without
condition. Within ten working days from its receipt of a Deliverable, the State will provide the
Contractor with (i) written approval of such Deliverable or (ii) a written statement of
conditional approval (in which case the State will proceed to pay the Contractor for the
Deliverable) or rejection, which identifies in reasonable detail the deficiencies preventing
approval without condition (the “Deficiencies”). The review process begins with receipt of the
Deliverable by the State. The date of receipt is the first working day after the date of delivery
to the State.

b)  Within five working days of Contractor’s receipt of a notice of Deficiencies, it will clarify with
the State the reasons for conditional approval or rejection. The Contractor will have thirty
working days from the end of the clarification period to complete corrective actions in order
for such Deliverable to conform in all material respects to the applicable Specifications.
Within five working days of the State’s receipt thereof, it will complete its review of the
corrected Deliverable and notify the Contractor in writing of acceptance, conditional
acceptance, or rejection.

¢) Notwithstanding the foregoing provisions of this Section, approval of a Deliverable (including a
Deliverable that was previously conditionally approved or rejected) will be deemed given by
the State without condition if the State has not delivered to the Contractor a notice of
Deficiencies for such Deliverable during the period for State review thereof as set forth in this
Section, or if the State uses the Deliverable in production.

3.2 Milestone Resources

DHHS will work with the contractor to manage the functional requirements within the estimates
provided in the table below. If the scope of an individual project causes the Contractor to exceed the
hours budgeted, the Department will work with the Contractor to process scope adjustments, including
across other projects, in order for the Contractor to complete the scope of work within the defined
resources constraints (defined by the hours per project in the table below and the staff load in
Attachment A — New HEIGHTS Client Service Enhancements Staff Loading). If resources are required
beyond Attachment A, the Department will request a change order or prioritize New HEIGHTS
Maintenance Contractor resources to support additional effort.

Category Project

AFD/Medicaid Modernization  DOC Interface & Eligibility Changes 3,293
AFD/Medicaid Modernization LTSS Roster 1,953
AFD/Medicaid Modernization =~ Medicaid Strategy 2,125
AFD/Medicaid Modernization =~ Multiple Authorized Representatives 10,418

N
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Category Project Hours

AFD/Medicaid Modernization =~ NHEP My Account & Upload 4,893
AFD/Medicaid Modernization ~ Options — Case Management 11,467
AFD/Medicaid Modernization ~ Options — Intake 19,112
AFD/Medicaid Modernization  Options — Plan and Assessment 7,645
AFD/Medicaid Modernization  Presumptive Eligibility 5,860
AFD/Medicaid Modernization  Provider DDU in EASY 3,907
AFD/Medicaid Modernization ~ Save and Submit Partial Applications 3,907
AFD/Medicaid Modernization  Screening, Applying and Referral for Medicaid Benefits 6,333
AFD/Medicaid Modernization ~ Screening, Applying and Referral for Other Benefits 3,166
AFD/Medicaid Modernization  Spenddown Spans and Amounts 1,953
AFD/Medicaid Modernization ~ Update Authorized Representative Info in NH EASY 1,628
DDU Process Enhancements Disability Determination Unit (DDU) Enhancements 3,462
FFM & FDSH Bulk Redetermination Service 3,581
FFM & FDSH Verify Lawful Presence (VLP) Steps 2 & 3 4,067
Master Client Index MCI/MSD Bridges 5,712
New HEIGHTS Enhancements New HEIGHTS Web Based Access 5,538
SNAP Bonus Scope ABAWD Tracking & Enhancements 693
SNAP Bonus Scope Casg Tracking Tools — Error Prone Profiling/Case 1,750

Review
SNAP Bonus Scope Food Stamp Replacement Notice of Decision 1,733
SNAP Bonus Scope NH EA?Y Changes for On-Line FS Application 3,466
Compliance

SNAP Bonus Scope Reminder Functionality 1,039
Training LTSS Training 1,250

3.3 Assumptions

a. The New HEIGHTS maintenance contractor will provide DBA, desktop/LAN support (for staff housed
in the State provided facility), operations cycle support, change/configuration management, subject
matter expertise, and post implementation support for work associated with this Agreement.

b. The New HEIGHTS maintenance and State Operations staff will be available during and after normal
business hours to assist the Contractor’'s enhancement team to successfully run batch jobs in the
Integration and Systems/acceptance test environments and for conversion/implementation support.

¢. DHHS will provide the NH EASY Screening, Apply and Referral rules as well as the referral
information (i.e. web-site, link, PDF, etc.). The programs/services selected for screening, apply and
referral will be finalized at the end of the requirements and design sessions. The scope of the NH
EASY Self Service work will be managed to the overall effort hours based on prioritization of
functionality set by DHHS.

d. The Contractor team working with Bridges will be located at 7 Eagle Square or at a facility provided
by DHHS where the team can be co-located with Bridges staff.

e. The Bridges team will provide oversight, subject matter expertise, system test, regressions test, DBA
and infrastructure support for the MCl and MSD interfaces. The Contractor team witl provide

e
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project management, requirements and design specifications, development services,
Unit/Integration testing and support for Systems/Regression testing.

The scope of the Bridges MCI/MSD project does not include the manual conversion activities
required to reconcile conflicting records within the source system or across systems as part of the
overall MCl initiative.

The Options project scope includes reverse engineering of the existing intake, plan and case rules as
currently defined and operational with modifications as required to integrate with and re-use New
HEIGHTS functions.

The Options team will provide oversight, subject matter expertise, quality assurance support, DBA
and infrastructure support as needed to define and implement the Options intake, plan, and case
management functions in New HEIGHTS. The Contractor team will provide project management,
application development services, Unit/Integration testing and support for Systems/Regression
testing.

Contractor support for Systems and Regression testing includes defect correction, cycle execution
and staff augmentation within the constraints of full time equivalent (FTE) months allocated to
quality assurance.

The State will develop and execute training plans, materials and programs in support of work
associated with this Agreement, with the exception of LTSS training for DHHS staff and providers to
be delivered as specifically defined in this statement of services.

Milestone and deliverable dates of this agreement and the project plan shall be regarded as
estimates.

The Contractor shall use diligent efforts to meet such dates and shall notify the State promptly if
significant delays are encountered in completing the services or deliverables through updates to
JIRA project dates and/or the New HEIGHTS Master Project Plan.

. The management team will manage to the overall project hours and/or augment with maintenance
team support or additional resources using the change order process.

The following general security assumptions are specific to the Security thread:

1. DHHS project sponsors will provide guidance to project leadership, review deliverables,
accept project milestones, and assist in resolving project issues in a timely (within five
business days for issue resolution and ten days for deliverable review and acceptance)
manner, specifically in areas where multiple State stakeholders are involved

2. DHHS is responsible for supporting the project, and for providing appropriate in-house
resources to provide information and feedback based on State security policies, procedures,
processes and technical controls

3. DHHS will make the necessary personnel available for facilitated sessions, interviews and
meetings as required

4. DHHS will identify functional stakeholders who are available for interviews as determined by
the project schedule. DHHS will make available updated documentation including
organizational charts, process flows, tools architecture, business and functional
requirements documents, etc. as reasonably required and scheduled for the completion of
the services

S. Deliverables that inciude any prioritization, categorization or rating will not be considered
an opinion expressed by the Contractor

6. Information requested from the designated State of New Hampshire points-of-contact will
be provided on a timely basis
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7. DHHS retains both decision-making authority and the responsibility for choices made with
regards to this project and the associated deliverables. The Contractor will not perform
management functions, make management decisions, or perform in a capacity equivalent to

that of an employee of the State
8. DHHS will share previously conducted analysis, data and outcomes with the Contractor to

aid them in completing their activities successfully

/ v
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Attachment B-1 — Addendum for Amendment 5 Security and Service Modernization Milestones

Contract Amendment Project Milestone Amount Target State Fiscal Federal
Milestone Date Year Fiscal Year
Number
Amendment 5 146 Spenddown Spans and Amounts System Test
$40,631 | 8/11/2017 $690,067 | $7,850,471
Amendment 5 147 LTSS Roster Implementation $20,315 | 8/25/2017 $710,382 | $7,870,786
Amendment 5 148 Options - Case Management Requirements & Design $357,775 | 8/25/2017 | $1,068,157 | $8,228,561
Amendment § 149 Spenddown Spans and Amounts implementation
$20,316 | 8/25/2017 | $1,088,473 | $8,248,877
Amendment 5 150 Screening, Applying and Referral for | System Test
Medical Benefits $131,719 | 9/22/2017 | $1,220,192 | $8,380,596
Amendment 5 151 Screening, Applying and Referral for | Implementation
Medical Benefits $65,860 | 10/27/2017 | $1,286,052 $65,860
Amendment 5 152 Screening, Applying and Referral for | Requirements & Design
Other Benefits $98,789 | 11/3/2017 | $1,384,841 $164,649
Amendment 5 153 Options - Case Management Construction & Integration $477,031 | 11/17/2017 | $1,861,872 $641,680
Amendment 5 154 Screening, Applying and Referral for | Construction & Integration
Other Benefits $131,719 | 12/15/2017 | $1,993,591 $773,399
Amendment 5 155 Options - Case Management System Test $238,515 | 12/29/2017 | $2,232,106 | $1,011,914
Amendment 5 156 Screening, Applying and Referral for | System Test
Other Benefits $65,860 | 1/12/2018 | $2,297,966 | $1,077,774
Amendment 5 157 Options - Case Management Implementation $119,258 | 1/26/2018 | $2,417,224 | $1,197,032
Amendment 5 158 Screening, Applying and Referral for | Implementation
Other Benefits $32,930 | 1/26/2018 | $2,450,154 | $1,229,962
N/A N/A Total N/A $16,494,946 N/A $16,494,946 | $16,494,946
Initial all pages e Security and Service Modernization, Amendment 5
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STATE OF NEW HAMPSH . l
BB11'15 an 8:10 DAS
DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF HUMAN SERVICES
DIVISION OF CLIENT SERVICES

Nicholas A. Toumpas

Commissioner 129 PLEASANT STREET., CONCORD, NH 03301

603-271-9404  1-800-852-3345 Ext. 9404
Carol E. Sideris Fax: 603-271-4232 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Director

January 16, 2015

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House 63\ ¢ W Ce

Concord, New Hampshire 03301
PR T~

REQUESTED ACTION

Authorize the State of New Hampshire, Department of Health and Human Services, Division of
Client Services to amend an existing sole source contract (PO# 7000896) with Deloitte Consulting
LLP, 2601 Market Place, 2™ Floor, Harrisburg, PA 17110 (Vendor # 174776), by increasing the price
limitation by $4,368,000.00 from $50,224,543.33 to an amount not to exceed $54,592,543.33, effective
February 1, 2015 or the date of Governor and Executive Council approval, whichever is later with no
change in the completion date of September 30, 2016. This Agreement was originally approved by
Governor and Council on October 3, 2012, Item # 36, amended on April 3, 2013, ltem # 40B, amended
on January 15, 2014, Item # 39, and again on April 22, 2014, Item 43A. The purpose of this contract
amendment is to enhance the security of Medicaid data within the integrated eligibility domain. 90%
Federal, 10% General Funds.

Funds are available in the following accounts in State Fiscal Year 2015 and are anticipated to
be available in State Fiscal Year 2016 upon the availability and continued appropriation of funds in the
future operating budgets, with authority to adjust amounts within the price limitation between State
Fiscal Years without further approval from Governor and Executive Council.

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR'S OFFICE

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA FIELD SVCS

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $8,842,495.00 $0.00 | $8,842,495.00
SFY 2015 046-500464 | Consultants $5,333,828.00 | $3,931,200.00 | $9,265,028.00
SFY 2016 046-500464 | Consultants $927,442.00 $0.00 $927,442.00
Sub Total $15,103,765.00 | $3,931,200.00 | $19,034,965.00




Her Excellency, Governor Margaret Wood Hassan
And the Honorable Council

January 16, 2015
Page 2

05-95-49-490510-2985 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, DIVISION
OF COMMUNITY BASED CARE, COMMUNITY BASED CARE SERVICES, BALANCED INCENTIVE PROGRAM

BIP
State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2015 102-500731 | Contracts Prog. $0.00 $436,800.00 $436,800.00
Svc

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW HGHTS RENEW

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems $1,181,145.00 $0.00 | $1,181,145.00
SFY 2015 034-500099 [ Major IT Systems $523,880.00 $0.00 $523,880.00
SFY 2016 034-500099 | Major IT Systems $178,122.00 $0.00 $178,122.00
Sub Total $8,534,449.00 $0.00 | $8,534,449.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF

HEALTH AND HUMAN SVCS, HHS

COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:ViI-Q ACCESS FRONT DOCR

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 034-500099 | Major IT Systems $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems $7.649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW HEIGHTS INC

State Class/Object Description Current Modified Increase Revised
Fiscal Budget (Decrease) Modified Budget
Year Amount
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems $7,131,779.00 $0.00 $7,131,779.00
SFY 2017 034-500099 | Major IT Systems $1,269,633.33 $0.00 $1,269,633.33
Sub Total $8,417,809.33 $0.00 $8,417,809.33
Total | $50,224,543.33 | $4,368,000.00 | $54,592,543.33
EXPLANATION

This is an amendment to a sole source contract because it is in the best interest of the State of
New Hampshire and the Department of Health and Human Services to contract with Deloitte Consulting
LLP for these enhancements. Any vendor other than Deloitte would have a tremendous learning curve
and the timelines do not support the lag time that would be required to bring a new team on board. The
deliverables contained in this amendment are directly related to the work currently under development
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in the contract; therefore it is not possible given the tight timelines and criticality of this functionality to
consider another vendor.

The purpose of this contract amendment is to enhance the security of Medicaid data within the
integrated eligibility domain. This includes security enhancements and monitoring services for the
Security Information and Event Management (SIEM) system. In addition, DHHS is in the process of
deploying enhancements impacting Medicaid including a Master Client Index, Cisco call center
Integration with New HEIGHTS and self-service electronic forms. Each of these projects requires a
security investment to improve overall data protections and privacy for Medicaid eligibility data.

The scope of services for this amendment includes multiple project threads that span across all
of the major DHHS systems. These threads include:
Identity Management
ldentity, phone and e-mail proofing
Vulnerability management
CMS MARS-E revision support
Medicaid data exposure assessment
+ Multi-system audit, logging, and monitoring SIEM
+ Disaster recovery plans and testing
+ Security awareness and training

Should Governor and Council determine to deny this request, the Department of Health and
Human Services will not be able to retain the 90% Federal match rate for these initiatives.

Federal funding for this Amendment has been secured from the Centers for Medicare and
Medicaid Services by their approval of the federally required Implementation Advanced Planning
Documents submitted by the Department of Health and Human Services.

The State will be working with the vendor daily ensuring that the deliverables outlined in this
contract amendment are met. Additionally, the Centers for Medicare & Medicaid Services are also
working closely with both the State and the vendor to ensure timely implementation.

Geographic area served: Statewide

Source of Funds: 90% Federal Funds and 10% State General Funds

In the event the Federal Funds become no longer available, General Funds will not be

requested to support this activity.
CarotE-Sideni '

Division of Client Servj

Approved by: i E,&&( /

Nicholas A. Toump
Commissioner

The Department of Health and Human Services’ Mission is to join communities and families
tn providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Steven J. Kelleher
Acting Commissioner

January 15, 2015

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract amendment with Deloitte
Consulting LLP, of Pittsburgh, PA as described below and referenced as DolT No. 2013-063D.

This is a request to amend the contract to modify the New HEIGHTS scope of
work to enhance the security of Medicaid data within the integrated eligibility
domain. This includes security enhancements and monitoring services for the
Security Information and Event Management (SIEM) system. In addition,
DHHS is in the process of deploying enhancements affecting Medicaid including
a Master Client Index, Cisco call center integration with New HEIGHTS and
self-service electronic forms. The amendment increases the contract funding by
$4,368,000.00 from $50,224,543.33 to an amount not to exceed $54,592,543.33,
effective upon Governor and Executive Council approval.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,

) s

Steven J. Kelleher

PCH/Itm
Contract #2013-063D

cc: Brian Earp, DHHS
Leslie Mason, Dol T



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
New HEIGHTS
Service Modernization and Incremental Renewal
Amendment 4

This 4th Amendment to the Deloitte Consuiting LLP Contract (hereinafter referred to as Amendment 4)
dated this @ day of Jaavacy 2015, is by and between the State of New Hampshire, Department of Health
and Human Services (hereinafter referred to as the “State” or the “Department” or “DHHS”) and Deloitte
Consulting, Limited Liability Partnership (hereinafter “Deloitte” and/or “the Contractor™) with a place of business
at 1000 One PPG Place, Pittsburgh, Pennsylvania 15222-5414,

WHEREAS, pursuant to an Agreement (the Contract) approved by Governor and Executive Council, on
October 3, 2012, Item #36, P.O. Number 7000896, the Contractor agrees to supply certain services upon the terms
and conditions specified in the Contract and in consideration of certain sums as specified therein; and

WHEREAS, pursuant to section 17 of the General Terms, Form P-37 (1/09) the Contract may be
modified or amended only by a written instrument executed by the parties thereto, and only after approved of such
modification by the Governor and Executive Council; and

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;
and

WHEREAS, this Agreement may be amended by mutual agreement of the Parties subject to formal
approval by the Governor and Executive Council of the State of New Hampshire and

WHEREAS the Department wishes to amend the New HEIGHTS contract to support enhanced security,
the Department and the Contractor hereby agree to amend the Scope of Work and the terms and conditions of the
Contract;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Contract and set forth herein, the parties agree as follows:

1. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect on February 1, 2015, or upon the approval of the Governor and Executive
Council, whichever is later.

2. General Provisions, Form P-37 (1/09) is hereby amended as follows:

2.1.Block 1.8, Price Limitation, increase by an amount not to exceed $4,368,000 from $50,224,543 to
$54,592,543.

2.2.Block 3, “Effective Date: Completion of Services” is amended by adding the following sentences to 3.1:

“The effective date of the original contract is October 4, 2012. This Amendment, Amendment 4, is
effective on the date of Governor and Executive Council approval or February 1, 2015, whichever is later.

3. Exhibit A Contract Scope of Work is hereby amended as follows:

Initial all pages : Service Modemization and Incremental Renewal, Amendment 4
Vendor Initial Page 1 of 6



3.1. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.1. Purpose is hereby stricken and
replaced with the following:

This document defines the specific services Deloitte Consulting LLP (Contractor) will provide to the
State. In general, these services include enhancement of the New HEIGHTS system in support of the
scope of work defined in Attachment B — New HEIGHTS Statement of Work; including the Addendum
for Amendment 4 New HEIGHTS Security Enhancements Contract.

3.2. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.5.1 are amended by Inserting the
following thereafter:
e Amendment 4

- Attachment B “Attachment B — Addendum for Amendment 4 Security Enhancements Statement
of Work”

- Attachment B-1 “Attachment B-1 — Addendum for Amendment 4 Security Enhancement
Milestones”
- And any and all other attachments and/or appendices and/or tables.

3.3. The provisions of Contract Exhibit A: Scope of Work Paragraphs 4. PROJECT MANAGEMENT AND
RESPONSIBILITIES, 5. COMMUNICATION AND REPORTING, 6. TESTING, 7. SYSTEM
DOCUMENTATION are amended by replacing each instance of “Attachment B New HEIGHTS
Staternent of Work” with “Attachment B New HEIGHTS Statement of Work and Attachment B —
Addendum for Amendment 4 Statement of Work Security Enhancements™.

Initial all pages Service Modemization and Incremental Renewal, Amendment 4
Vendor lnitialsj/%’ Page 2 of 6



4. Exhibit B Payment Terms is hereby amended as follows:
4.1. Amend Exhibit B Section 1, Price, by striking:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$50,224,543.

And inserting in its place:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$54,592,543, as stated in the General Terms and Conditions, Form P-37, Section 1.8.

4.2. Amend Exhibit B Section 2(a), Terms of Payment by striking:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,302,620.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

o CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,416,974.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$40,496,021.00.

e CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $8,928.00

And inserting in its place:

b) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,302,620.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

s CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,416,974.00.

o CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$44,427.221.00.

* CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Balancing Incentive Program in the amount of $436,800.

o CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $8,928.00

4.3. The provisions of Contract Exhibit B Section 2(b), Terms of Payment is hereby stricken and replaced
with the following:

c) The State will make payment to the Contractor for completion of milestones as defined in the New
HEIGHTS Milestones included as Attachment B-1 and Attachment B-1 Addendum for Amendment 4
Security Enhancement Milestones. The schedule of payments and milestone may be modified in
writing with the mutual agreement of both the State and the Contractor, provided the modifications do

"~ not exceed the total amounts of General Provisions, Forin P-37 (1/09) Block 1.8, Price Limitation.

Service Modemization and Incremental Renewal, Amendment 4
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4.4. Amend Exhibit B Section 2(c), Terms of Payment by striking:
¢) A portion of the funding totaling $50,224,543 towards this contract is budgeted and available in the

following accounts for the current biennium:

05-95-45-450030-0967: $8,534,449

05-95-95-950030-0977: $13,720,000

05-95-45-450010-6125: $4,448,520

05-95-45-450030-2924: $8,417,809

05-95-45-450010-7993: $15,103,765

And inserting in its place:

¢) A portion of the funding totaling $54,592,543 towards this contract is budgeted and available in the
following accounts for the current biennium:
05-95-45-450030-0967: $8,534,449
05-95-95-950030-0977: $13,720,000
05-95-45-450010-6125: $4,448,520
05-95-45-450030-2924: $8,417,809
05-95-45-450010-7993: $19,034,965
05-95-49-490510-2985: $436,800

4.5. The provisions of Contract Exhibit B Section 2 (e), Terms of Payment is hereby stricken and replaced
with the following:

e) The Parties further agree that the invoices for Amendment 4 will contain the payment number and the
services as indicated in Attachment B-1 and Attachment B-1 Addendum for Amendment 4 Security
Enhancement Milestones and the Contractor has no obligation to provide details in the invoice for
state and federal cost allocations.

Initial all pages / Service Modemization and Incremental Renewal, Amendment 4
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IN WITNESS WHEREOF, the parties have set their hands as of the dates written below.

State of New Hampshire
Office of Information Systems

Date 1 //6/ 2015 W% 4 E@( e

William L. Baggeroer
Director

State of New Hampshire

Date \ ) \\g l i) S‘)\X

Carol E. Sideris
Director

State of New Hampshire
Department of Health and Human Se

) J
Date ¢ 4{9_0 4/;;'@( 5/ Approved by: l){\ }\,2\ 7/"\
Nicholas A. Toumpas
Commissioner

Deloitte Consulting, LLP

YA ES]s O iy g —

Sundhar Sekhar, Principal
Deloitte Consulting LLP

ices
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.
OFFICE OF THE ATTORNEYGENERAL
By: J‘W/\/
Date: /L/‘]/IS J
7y

1 hereby certify that the foregoing contract was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

et

Service Modemization and Incremental Renewal, Amendment 4
Page 6 of 6
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State of Netw Hampshire
Bepartment of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby
certify that a notice of registration to transact business in this state was filed by
DELOITTE CONSULTING LLP, a Delaware registered limited liability partnership, on
March 10, 2004. 1 further certify that all fees including annual fees required by the

Secretary of State's office have been paid.

In TESTIMONY WHEREOQOF, I hereto
set my hand and cause to be affixed

the Seal of the State of New Hampshire,
y this 16" day of September, A.D. 2014

Ty Bkl

William M. Gardner
Secretary of State



CERTIFICATE

I, Jason Reilly, Principal of Deloitte Consulting LLP, do hereby certify that:

1. I am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting”);

2. I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and a list of the Principals of Deloitte Consulting assigned to the Camp Hill,
Pennsylvania Office;

3. Tam duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals;

4. [have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal of Deloitte Consulting to enter into and sign agreements in the name
of and on behalf of Deloitte Consulting;

5. Sundhar Sekhar, is on the date hereof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

6. As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the name of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
dcliver the contract with the State of New Hampshire, acting through the Office of the
Govemnor, providing for the performance by Deloitte Consulting of certain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thercto) as he may deem necessary,
desirablc, or appropriatc to accomplish the same;

7. The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Consulting thereby;

8. The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect
as of the date thereof;
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9. The following persons, whose signatures appear below, have been duly appointed or
assigned to and now occupy the positions indicated below in Deloitte Consulting:

-
Jason Reilly, Princi.pD
Deloitte Consulting LLP

_ Camp-Hill Office
me&\/% A=
Sundhar Sekhar, Principal

Deloitte Consulting LLP
Camp Hill Office

10. IN WITNESS WHEREOF, | have hereunto set my hand as Principal of the Partnership this
(g+h day of Tan < c\r\\‘[ ,2015.

%
Jasofi Reilly —

PENNSYLVANIA

COUNTY OF CUMBERLAND

On this (S day of Jﬂhu(l”/\ , 2015, before me, L,Lhdﬁ- Qﬁﬂojﬂru F&U{U

the undersigned officer, personally app}ared Jason Reilly who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, I hereunto set my hand and official seal. qfw

My Commission Expires: C(/}OU’LUCV?/ Q", 09 % Mﬂ %4b+fm

Notz;/ry Republic

COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL

Linda Christine Fow!ar, Notary Public

Camp Hill Boro, Cumberiand County

My Commission Expires Jan. 4, 2019
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CERTIFICATE EXHIBIT A

I, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

1. lam a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting™).

2. I have custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and all actions on behalf of and in the name
of Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all
documents, agreements, and other instruments (and any and all amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. [ am duly authorized to issue this Certificate.

IN WITNESS WHEREQF, | have hereunto set my hand as a Principal of Deloitte Consulting

LLP this {6 ™ day of S qQny acy ,2015.
1
W g(\C —
N VN
Sundhar Sekhar
PENNSYLVANIA
COUNTY OF CUMBERLAND

On this ([‘l"f’\é day of \)aﬂ Ul Vb{ , 2015, before me, LU\CQ@ th&ﬁrw 7%“’)1«%

the undersigned officer, personally apgpeared Sundhar Sekhar who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand and official scal. %
/
My Commission Expires: Johi (lm’f q, JOI 9 @de/a Ch,ﬂ&‘bfu NLU/A’\

Notary Republic

COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL

Linda Christing Fowler, Notary Public

Camp Hilt Boro, Cumberiand County

My Commission Expires Jan. 4, 2013

NRSTLVANIA ASSOCIATION OF NOTARIES /9{
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDD/YYYY)
081672014

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

certificate holder in fieu of such endorsement(s}.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. f SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

PRODUCER GONTACT
Marsh USA, inc. _ | PHONE [ X
1166 Avenue of the Americas e (AIC, No):
New York, NY 10036 ADbRESS: — ]
INSURER(S) AFFORDING COVERAGE NAIC
709965-$25M—14-15 INSURER A - National Union Fice Ins Co Pittsburgh PA 19445
lNSUREDDdaﬂe wp INSURER B : Néw Hampshire Insurance Co. 23841
Deloitte & Touche LLP INSURER C : The Insurance Company of the State of PA 19429 ]
Deloitie Consulting LLP INSURER D : VA NA
Deloitte Tax LLP, Deloitte Financial Advisory Services LLP .
Ten Westport Road INSURER E :
Witton, CT 06897-0820 INSURERF : —
COVERAGES CERTIFICATE NUMBER: NYC-005362029-14 REVISION NUMBER: 13
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
ADBLISUBR] POLIC POLIC ]
o TYPE OF INSURANCE | WvD POLICY NUMBER (ﬂmom (um% umMrs
A | GENERAL LIABILITY GL 7266969 06/01/2014  |06/01/2015 EACH OCCURRENCE s 1,000,000
X | COMMERGIAL GENERAL LIABILITY D T o) | 1,000,000
CLAIMS-MADE OCCUR MED EXP (Any one person) | § 10,000
| PERSONAL & AOVINJURY | § 1,000,000
B GENERAL AGGREGATE s 2,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMP/OP AGG | $ 2,000,000
] pouicy FRO- | X | Loc $
MBINED S T
A | AUTOMOBILE LIABILITY CA 7062846 060172014 |060172015 | COMBINED SINGLE L s 1,000,000
X | anv auto BODILY INJURY (Per person) | §
L QLU':rggWED ’S\S;‘ggULED “Auto Physical Damage™ | BODILY INJURY (Per accidert)| §
- R
HIRED AUTOS KSTNE,%MED *"$500 DEDUCTIBLE COMP/COLL PROPE TYlli')AMAGE s
s
A | X | UMBRELLA UAB X | occur ; 49131379 06/01/2014 06/01/2015 EACH OCCURRENCE s 4,000,000
EXCESS UAB CLAMSMADE| AGGREGATE s 4000000
oep | | ReTENTIONS s
B | WORKERS COMPENSATION WC 027527701 (AOS) 06/01/2014 06/0112015 X | WC STATU- ] lom-
AND EMPLOYERS' LABILITY YIN TORY LIMITS ER
C | ANY PROPRIETORIPARTNEREXECUTIVE [N]nra WC 027527702 (ILKYNCNHUTVT) 106012014 (06OV2015 | £\ gach ACCIDENT s 1,000,000
C | (Mandatonyin ) — CrUDED? WC 027527703 (MAND.OHWAWIWY) (06012014 06012015 | £\ pisease - EA EmPLOYEH 5 1,000,000
H ys, describe under
C_| DESCRIPTION OF OPERATIONS beiow WC 027527704 (NJ.PA) 06012014 |0BO12015 | ¢ | pisEasE - POLICY LM | $ 1,000,000
C |WORKER'S COMP WC 027527705 (CA) 06/01/2014 06/0172015
C |WORKER'S COMP WC 027527706 (AK,AZ,GA VA) 06/01/2014 06/01/2015

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (Attach ACORD 101, Additional Remarks Schadule, If more space is required)
STATE OF NEW HAMPSHIRE 1S INCLUDED AS AN ADDITIONAL INSURED AS RESPECTS GENERAL LIABILITY AND AUTOMOBILE LIABILITY COVERAGE.
*"WORKERS COMPENSATION INSURANCE COVERAGE 1S PROVIDED UNDER DELOITTE'S POLICY, MEETING NEW HAMPSHIRE'S STATUTORY REQUIREMENTS.

CERTIFICATE HOLDER CANCELLATION
State of New Hampshire SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
Department of Information Technology THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Commissioner ACCORDANCE WITH THE POLICY PROVISIONS.
129 Pleasant Street
Concord, NH 03301

AUTHORIZED REPRESENTATIVE
of Marsh USA Inc.

Robert A. Mazzaro ko™ A, Yl e

ACORD 25 (2010/05)

© 1988-2010 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

1. Introduction

1.1 Purpose

The purpose of this contract is to enhance the security of Medicaid data within the integrated
eligibility domain. This includes security enhancements and monitoring services for the Security
Information and Event Management (SIEM) system. In addition, New Hampshire is in the
process of deploying enhancements impacting Medicaid including a Master Client Index, Cisco
call center integration with New HEIGHTS and self-service electronic forms. Each of these
projects requires security investment to improve overall data protections and privacy for

Medicaid eligibility data.

2 Medicaid System Security Enhancement Scope

The scope of services for Medicaid data security is comprised of multiple project threads

described below:

2.1 Security Enhancement Projects

2.1.1 Identity Management (IdM) and Privileged Identity Management (PIM)

Currently user and privileged identities for the Integrated Eligibility Medicaid systems for the
Department of Heaith and Human Services (DHHS) are managed primarily through manual,
interactive processes that utilize a combination of e-mail and hard copy requests; this will be
managed systematically using IBM’s Identity Management (IdM) and Privileged Identity

Management (PIM) solutions.

21.11 Purpose
The following table provides a high level description of the proposed IdM/PIM solution:

Requirement High-Level Solution Description

User Account Registration Configure workflows within IBM’s IdM
solution to automate the provisioning

e Provide users of the in-scope
and de-provisioning of user accounts.

applications with the ability to self-

Initial all pages ’ Attachment B for Amendment 4
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New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

Requirement

register their user account via a portal
page using [dM web-services.

High-Level Solution Description

This will require a onetime setup of
the workflow process.

2 Update User Profile

Provide users of the in-scope
applications the ability to modify
selected attributes on their user
account profile using IdM web-services.

Attributes stored in RACF and Lawson
HR and |dM will be synchronized to
keep the back-end identity
repositories in sync.

3 Self-service: Forgotten Password with New
HEIGHTS provided notification service

Provide the ability for a user to reset
their forgotten password via IBM IDM
web-services

Users will be able to reset their
passwords, even if they have
forgotten their current password
leveraging IBM IdM web-services

4 Self-service: User Password Change

Provide the ability for users of the in-
scope systems to change their
password using IdM web-services.

Users will be able to change their
passwords online leveraging IBM
IdM’s configurable self-service
features, including user password
change.

The solution will synchronize the
modified password between IBM |dM
and the in-scope applications.

5 Help-desk: User Password Reset

The IBM IDM web-service will allow for
New HEIGHTS and NH EASY to call
related self-service features such as
password reset.

Help-desk will be able to leverage IBM
Identity Manager’s web interface to
reset user passwords.

6 Automated User Account Provisioning/de-
provisioning

Automatically create user accounts in
the user account repositories used by
New HEIGHTS and related applications,
specifically RACF.

The ldentity Service will remove or

deactivate accounts when they are no
longer needed.

Leverage IBM IDM’s out-of-the-box
adapters for provisioning/de-
provisioning accounts for the in-scope
applications.

Additionally, IBM IdM’s workflows will
be used to request approvals and to
automate the provisioning/de-
provisioning of user accounts.

7 Automated management of privileged
accounts

Leverage IBM’s Privileged identity
Manager (PIM) to automate the
privileged account lifecycle
operations including creation,

Vendor initi
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New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

Requirement High-Level Solution Description

Automate the provisioning/de- modification deletion, password
provisioning of privileged system operations and audit trails for their
accounts use.

e Associate privileged identities to a
named user for accountability of
privileged actions

e Provide detailed audit trails for
privileged account use and actions for
tracking and accountability

8 Synchronize users’ attributes from Lawson | Connector will be used to synchronize
HR to IBM IdM directory. existing users’ attributes, including
passwords, from the HR system to
IBM I|dM directory.

2.1.1.2 Scaope

2.1.1.2.1 Applications and systems

The applications/systems that will be covered as part of the Identity Management roil out
outlined in this contract will include:
e NH EASY
o User Population: ~49,000 open case accounts (Citizens and Providers)
o Platforms: IBM WebSphere Application Server running on zLinux and z/0S
e New HEIGHTS
o User Population: ~1,200 (State employees, state contractors, and privileged
accounts)
o Platforms:
* |BM WebSphere Application Server running on zLinux and z/0S
* RACF/LDAP
* DB2 Database
e Cisco Client Service Center Call Center
o User Population: ~50 (State employees)

o Platform: Cisco

e DHHS Human Resources system {Lawson HR)

Initial all pages [ Attachment B for Amendment 4
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New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

2.1.1.2.2 Processes and services

The Services to be performed include:

1. Gather requirements and design of the IdM/PIM services needed for the New HEIGHTS
system:

The table below shows portal process and mapped |dM service.

User registration

Create user

IBM Tivoli Identity Manager (1BM I1dM)
IBM z/0S RACF

Privileged Account

Check-in/Check-out

Update profile Modify user IBM IdM
Change password Change password IBM IdM
Reset password Reset password IBM IdM
Privileged Account Create, modify, IBM PIM
Management delete accounts

Change, reset

passwords
Infrastructure Privileged Account | IBM PIM

Use

a. Review and finalize requirements for providing following IdM services:
¢ Non-privileged accounts
o Create user
o Modify user
o Change password
o Reset password
o Migrate users’ attributes from Lawson HR and RACF to IBM idM directory
e Privileged Accounts
o Create account

o Modify account

Initial all pages
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New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

o Delete account
o Change password
o Reset password
o Privilege Account Usage
b. Design IdM/PIM services:
e Design the following IBM IdM components:
i. Adapters for RACF and Lawson HR
ii. Roles
iii. Policies
o Identify IBM IdM web-services to:
i. Create user
ii. Modify user
iii. Change password
iv. Reset password
e Design the following IBM PIM components:
i. Integration between IBM IdM and [BM PIM
ii.  Policies
c. Gather requirements for exposing the web-services provided by [BM [dM Application
Program Interfaces (APIs) to the New HEIGHTS portal for the web-services
2. Build and unit test IdM services components to support integration with New HEIGHTS.
a. Configure IdM components per design in Test environment, including:
¢ Configure IBM IdM adapter to connect to RACF and LDAP servers.
e Configure IBM IdM adapter to connect to Lawson HR.
e Create IBM IdM policies to provision accounts.
e Create roles and policies in IBM IdM to create users during self-registration process in
New HEIGHTS.
e Create IBM IdM policies to modify user functionality for updating security attributes

(email address, phone number, postal address, security questions).

Initial all page Attachment B for Amendment 4
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New Hampshire Department of Health and Human Services
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Configure {BM IdM to provide change password and reset password functionalities

using web-services.
b. Design and Develop connector to migrate and synchronize existing users’ attributes,
including passwords, from Lawson HR and RACF to IBM IdM.
c. Design and develop integration for IBM I[dM and iBM PIM for privileged account
provisioning and de-provisioning.
d. Design and develop privileged account policies to govern usage and auditing.
e. Expose IBM IDM web-services and provide details to New HEIGHTS team to call IBM IdM
web-services.
f. Develop test harness for the IBM 1dM web-services.
g. Develop integration guide for IBM IdM web-services.
Develop unit test and deployment validation test plans.
i. Perform unit testing of IdM services such as create, modify user account in RACF from
IBM IDM user interface.
j. Document test results from test environment.
3. Deploy IdM services in Integration and Systems environments.
a. Develop performance test scripts.
b. Develop performance test plan utilizing the test scripts.
c. Integration environment:
e Export and configure tested IBM IdM roles and policies in the Integration
environment.
e Expose IBM IdM web-services and provide details to New HEIGHTS team to call IBM
IdM web-services.
e Deploy connector to migrate and synchronize existing users’ attributes, including
passwords, from Lawson HR and RACF to IBM IdM.
s Configure integration between IBM |dM and IBM PIM for privileged account
provisioning and de-provisioning.
e Deploy the privileged account policies to govern usage and auditing.

e Perform and document deployment test
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New Hampshire Department of Health and Human Services
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d. Systems environment:

Export and configure tested IBM |dM roles and policies in the Systems environment.
Expose IBM IDM web-services and provide details to New HEIGHTS team to call IBM
IdM web-services.

Deploy connector to synchronize and migrate existing users’ attributes, including
passwords, from Lawson and RACF to IBM (dM.

Deploy the integration between IBM IdM and IBM PIM for privileged account
provisioning and de-provisioning.

Deploy the privileged account policies to govern usage and auditing.

Perform and document deployment test

Execute the performance test plan in the Systems environment.

Document test results in the Systems environment.

Investigate and determine root cause for issues/errors discovered during testing.

Remediate and fix issues discovered in the Systems environment.

4. Provide roll out support for the IdM services in Production environment:

a. Export and configure tested IBM IdM Roles and policies in the Production environment.

b. Expose IBM IdM web-services and provide details to New HEIGHTS team to call IBM IdM
web-services.

c. Deploy connector to migrate existing users’ attributes, including passwords, from
Lawson and RACF to IBM IdM.

d. Deploy the integration between IBM IdM and IBM PIM for privileged account
provisioning and de-provisioning.

e. Deploy the privileged account policies to govern usage and auditing.

f. Document the deployment steps.

g. Assist the state with the deployment of the configurations to production.
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2.11.3 Approach

The deployment of the IdM/PIM solution will be performed in a phased approach:

Buig Pre-production

* Define project charter * Conduct workshops to » Prepare test plan * Prepare deployment plan
» Develop governance plan odiscusa solution * Prepare test scripts and environments * Perform production
* Prepare project plan archieciure and design data * Migrate WWPIM  soltion deployment
- * Develop communication approach + Establsh MPIN solution 1o pre-production * Go-ve scivihes
& plan * Develop soltion buid reposiory environments * Producion verification
S * Review curreni archiecture * Build development « Perform System Testing testing
< documentation * Develop solition design environment * Condudl training * PN zoltion go-ive
‘3? + Condutt workshops to * Prepare tes! sirategy * Buid IM/PIWM  solution + System integration * Prepare operational
= dentify and valdate * Prepare traning strategy * Prepare solution buid Testing documentation
= business requirements. * Develop and Define use document Prepare Training materials » Update project
il - identify OMPIL business cases * Execuie unt testing Performance Testing documentation to refiect

User Acceptance Testng as-buil status
Production readness
review

modeing forprocessand * Conduct Proof of Concept + Perform solulion QA
organization (POC)

Figure 1: Identity Implementation Phases

2.1.1.4 Roles and Responsibilities

This project will require a coordinated effort between the various State organizations (i.e.,
DHHS and DolT) to effectively meet the requirements in a timely manner. The table below

defines the responsibilities by stakeholder group:

Group Anticipated Role

St

State of New Hampshire: o Provisioning ad configuration of te
o Department of Information hardware at the datacenter that is needed
Technology (DolT) for the 1dM solution

o Provide resources for connection and
integration of identity connectors with HR
Lawson and RACF using jointly agreed upon

interface specifications
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Group

Anticipated Role

Provide current inventory of infrastructure
privileged accounts and application privileged
accounts

Answer questions/surveys and provide data
as requested by Deloitte

Participate in interviews & workshops
Provide strategic overview of current
process & procedures

Responsible for data feed cleansing (e.g.,
removal of duplicate or orphaned accounts)

required for configuration with I[dM solution

 Provide current inventory of infrash
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Group Anticipated Role
State of New Hampshire: o Provide resources for connecting and
o Cisco Call Center vendor integration of identity connectors with Cisco

Call Center solution

o Provide resources for Cisco call center
integration services, including configuration
or customization required within the Cisco
system to utilize the IdM solution

o Answer questions/surveys and provide data

as requested by Deloitte

o Participate in interviews & workshops
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Group Anticipated Role

o Support Project Management Office (PMQ)
functions

o Complete defined deliverables

o Conduct closeout workshops with the

stakeholders.

2.1.1.5 Deliverables
¢ |BM IdM/PIM Project Plan and Roadmap
e IBM IdM/PIM Architecture and Design Specification
e [BM IdM/PIM Solution Configuration and Code Build Package
o Unit Testing Execution Summary Results
e IBM IdM/PIM Solution Testing
o Test Cases and Execution Summary Results for Integration and System region
deployment
o Test Cases and Execution Summary Results for the Production roll out
e IBM IdM/PIM Solution Migration Documentation
o Technical solution migration plan and implementation
o Operational and systems documentation for the I[dM solution
e Post Go-Live System Evaluation Plan
o Validation of implementation results consistent with requirements and design
per the implementation monitoring checklist jointly agreed upon prior to

implementation

2.1.1.6 Assumptions

In addition to the assumptions listed in Appendix 1: General Assumptions, the following specific
assumptions apply to the Identity Management thread:

1. The in-scope New HEIGHTS user types for the IdM deployment covered in this contract are:
e Employees in Lawson HR
o Lawson HR will be used as the authoritative source for State employees (Full-time

and temporary)
pd
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e Non Employees not in Lawson HR

o Contractors and citizen {IDs managed through New HEIGHTS Mainframe RACF)
o New HEIGHTS and RACF privileged accounts

2. DHHS will provide access to administrative privileges across the servers to host the IdM/PIM
software in the nonproduction environments to provide the services under this contract.

3. DHHS will coordinate appropriate resources to make configuration changes to the Lawson
system to integrate with the IdM/PIM solution and provide flat-file to synchronize data in
Lawson HR solution and IdM/PIM solution.

4. DHHS and Lawson HR system owners will be responsible for data quality and cleansing of
that data before Integration Testing of the implementation.

5. The Integration, Systems, and Production environments will have hardware setup, and
maintained by DolT, with supported base image (virus scan, patches, etc.) already installed
and hardened within DolT standards.

6. DolT will maintain, configure, and setup required network communications, including
configuration of firewalls, proxies, antivirus, backup/recovery etc.

7. New HEIGHTS infrastructure (network equipment, middleware, firewall, authoritative

source, etc.) and application architecture redesign is not within the scope of the project.

2.1.2 Ildentity, Phone and Email Proofing

2.1.2.1 Purpose

This project will enable DHHS clients complete to validate e-mail, phone and identity using
services integrated with Experian to enhance web self-service. The service will be used to
validate the e-mail address through which New HEIGHTS alerts clients when a new
correspondence has been posted to their secure NH EASY online account. For clients electing
to “go green” and receive correspondence digitally, this provides an additional safeguard
supporting timely and accurate noticing. Phone numbers will also be validated using the
Experian phone validation service to increase the accuracy of client contact information. The
system will also be enhanced to support utilization of remote identity proofing (RIDP) as an
additional safeguard when users establish an online account which is linked to existing client

data in New HEIGHTS. Collectively all three enhancements improve data accuracy and security.
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2.1.2.2 Scope
The scope of this thread is to:

e Update NH EASY to validate e-mail addresses from the account maintenance page
¢ Update NH EASY to validate phone numbers from the household page
e Update NH EASY to allow for RIDP validation at the time of account

creation/maintenance for known New HEIGHTS case heads

2.1.2.3 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of this project:

Group Anticipated Role i

State of New Hamp ’hire. S . ° Ownershm and overs:ght-’l f the. prOject

§ ) Deﬁne poucy‘and' pnvacylsecunty

‘ reqmrernents

State of New Hampshire Contractor: o Provide infrastructure administration

o Systems & Communications Sciences, Inc. support for integration with Experian

2.1.2.4 Deliverables

o Development, integration testing and deployment to systems
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2.1.3 Vulnerability Management

2.1.3.1 Secure Code Review

2.1.3.1.1 Secure Code Review Purpose

The objective of secure code review activity is to perform static code analysis and identify

insecure coding practices within the custom developed application code of New HEIGHTS and

NH EASY applications that may lead to application security vulnerabilities. Secure code review

process includes the following activities:

Review of the application source code (static analysis) using an automated code review
scanner.

Manual analysis of vulnerabilities reported by the automated scanner to filter the false-
positives.

Identify security severity of the vulnerabilities and map them to leading industry
standard, Open Web Application Security Project (OWASP) top 10 vulnerabilities.
Suggest remediation steps for mitigation of the identified vulnerabilities.

Provide detailed secure code review assessment report with vulnerability descriptions,
suggested mitigations, vulnerability locations along with security vulnerability severity

and mapping to OWASP top 10.

2.1.3.1.2 Secure Code Review Scope

The scope of this contract for the Secure Code Review is limited to:

Two (2) rounds of secure code reviews will be performed for New HEIGHTS and NH EASY
application code. The reviews will be conducted to identify potentially insecure coding
practices and vulnerabilities at code level.

Secure code review assessment reports will be generated with information about

identified vulnerabilities and suggested remediation steps for mitigation

Following is the scope of the activities that will be performed:

Automated code review scans will be performed using HP Fortify Static Code Analyzer
(SCA) licensed to Deloitte specifically for this engagement. The tool will be setup on

Deloitte’s testing machine.
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The tool will be used to scan the development/integration code based on testing

window agreed upon between Deloitte and application stakeholders.

Manual analysis of critical/high/medium/low on up to 20 vulnerability categories (and

up to 4 instances each) reported by the tool.

2.1.3.1.3 Secure Code Review Approach and Methodology

The following phased approach will be used to conduct the Secure Code Review:

Phase 1 - Initiation:

As part of this phase, the security team will setup HP Fortify as the code scanning utility
on their testing machine. The team will procure the tool licensing and review the
application documentation to understand the application architecture and design. The
security team will work with the application team to obtain the code for New HEIGHTS

and NH EASY.

Phase 2 — Analyze:

As part of this phase, documents related to the application architecture and design will
be studied to identify the application flow and the data flow. This phase will help
understand the business functionality and the underlying logic surrounding the

application. We will also identify external dependencies of the application.

Phase 3 — Examine and Assess:
This phase serves to execute automated scans on the custom developed New HEIGHTS
and NH EASY application source code through HP Fortify and populate reports from the

tool to test and perform manual analysis.

The vulnerabilities identified during this phase are categorized based on the

modules/functions and security severity. Following will be the outcomes of phase 3:

o Vulnerabilities identified will be classified based on severity rating

o lIdentify technical control suggestions to mitigate the identified vulnerabilities
Phase 4 — Reporting:
As part of this phase a detailed report encompassing the identified vulnerabilities and

the remediation steps applied to mitigate the vulnerability will be created.
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2.1.3.2 Web Application Vulnerability Assessment

2.1.3.2.1 Web Application Scan Purpose

The objective of the web application vulnerability assessment is to perform a controlled web
application scan of the external facing web application in order to understand the effectiveness
of the existing security controls present in the application and to identify the security
vulnerabilities. The activities of this assessment include:
e Conduct dynamic analysis scans using an automated vulnerability scanner.
e Manual analysis of vulnerabilities reported by automated scanner to filter the false-
positives.
» Perform additional manual assessment techniques to identify false-negatives that are
related to application/business functionality
¢ Identify security severity of the vulnerabilities and map them to leading industry
standard, Open Web Application Security Project (OWASP) top 10 vulnerabilities.
e Suggest remediation steps for mitigation of the identified vulnerabilities.
» Provide detailed vuinerability assessment report with vulnerability descriptions,
suggested mitigations, vulnerability locations along with security vulnerability severity

and mapping to OWASP top 10.

2.1.3.2.2 Web Application Scan Scope

The scope of this contract for the web application vulnerability assessment is limited to:

e One (1) round of web application assessment both “black-box” testing (without
“privileged” or “end-user” knowledge) and “grey-box” testing (with user credentials)
will be performed on NH EASY web application

» Up to thirty (30) web pages will be considered for automated and manual web
application assessment.

e Automated web application vulnerability scans will be performed using IBM AppScan
Standard Edition.

IBM AppScan will be used to perform the automated web application scan for the public facing

NH EASY web application. The following activities will be in scope:
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e Manually browse the application through the provided menus, buttons and interfaces.

e Discuss with the application stakeholders to identify critical components/web pages to
be considered in-scope for the automated and manual scanning activity.

» Analyze the process and workflow of the in-scope application web pages.

e Conduct automated vulnerability scans and manual assessment tests to identify
application related vuinerabilities. The checks include:
o Input validation checks
o Input, cookie, query string, parameter and header tampering
o Session and authentication attacks
o Generation of application run-time errors
o Injection Attacks (SQL Injection, Script injection, Cross-site scripting, Cross-site
request forgery, XPATH injection etc.)
o Unsecured application settings
o Access control weaknesses
o Server database access

o Application URL handler validation

2.1.3.2.3 Web Application Scan Approach

Deloitte will use the following approach to perform “black-box” testing and “grey-box” testing
on the public facing NH EASY web application:

Perform Gray-box Application Assessment (Assessmént with test user credentials):

o The public-facing NH EASY web application will be in scope for the external Gray-box

web application assessment.

e With user credentials, attempt to identify security weaknesses in the application layer

using manual and automated techniques.

s Automated testing of application using IBM AppScan to identify the web application

vulnerabilities

e Perform manual verification of vulnerabilities identified by IBM AppScan.
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Perform Black-box Application testing (without user credentials):

e The public-facing NH EASY web application will be in scope for Black-box web

application assessment.

e Without user credentials, attempt to identify security weaknesses in the application

layer using manual and automated techniques

¢ Automated testing of application using IBM AppScan to identify the web application

vulnerabilities

e Perform manual testing of the applications, through the use of browser proxy tools, in

attempt to discover application weaknesses via methods of injection attacks, input,

cookie, query string and header tampering, session and authentication attacks, etc.

e Review of information disclosed from the error pages.

2.1.3.3 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of the Vulnerability

Management project:

Anticipated Role

State of New Hampshire Contractors:
o Deloitte Consulting (Application
Development Team)

o Deloitte Consulting (Security Team)

3 - Y e - 5 = N .
o Perform automated secure code review

scans, using HP Fortify SCA, on New
HEIGHTS and NH EASY application source

code
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Group Anticipated Role

o Develop the Secure code review report
and identify remediation actions

o Perform automated web application
vulnerability scan, using IBM AppScan, for
NH EASY

o Develop the application vulnerability
assessment report and identify
remediation actions

o Complete defined deliverables

2.1.3.4 Deliverables

e Two (2) New HEIGHTS Secure code review reports
e Two (2) NH EASY Secure code review reports

¢ NH EASY Web application vulnerability assessment report

2.1.3.5 Assumptions

In addition to the assumptions listed in Appendix 1: General Assumptiohs, the following specific

assumptions apply to the security code review and application vulnerability testing activities:

1. The assessment does not include performing exploitation and infiltration testing such as
potential denial of services attacks and vulnerabilities including buffer overflows and brute
force testing.

2. Deloitte will use limited automated password guessing tools, and may manually attempt to
log into systems or use automated vulnerability assessment tools that test well known
default passwords for systems.

3. Web application vulnerability scans on NH EASY application will be performed only in the
application lower environments such as Development, Integration or Systems

4. External Web application vulnerability scans on the NH EASY application will be originated

from Deloitte’s security assessment lab.
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5. DHHS will be responsible for assigning appropriate resources for the remediation and/or for

accepting the identified vulnerabilities.
2.1.4 CMS MARS-E Revision Support

2.14.1 Purpose
The upcoming release of CMS MARS-E based on NIST 800-53 revision 4 will contain new

security requirements for New HEIGHTS and DHHS to assess. This project is to perform an
assessment of the key components for New HEIGHTS as defined in the scope based on the

updated requirements of NIST 800-53 revision 4.

2.14.2 Scope

The security controls in place for New HEIGHTS will be assessed based on new requirements
from CMS and will take into account the documented system boundary that covers the
following components:

e New HEIGHTS application

e NH EASY application

e New HEIGHTS Mainframe (including z/0S, zLinux, Apache, WebSphere, and DB2)
Deloitte will work with New HEIGHTS to update:

e System Security Plan and System Security Workbooks

o Plan of Action and Milestones (POA&M)
Deloitte will assess the controls and populate the gaps in the Plan of Action & Milestones
(POAM). The assessment will be conducted based on CMS’ Minimum Acceptable Risk Standards
(MARS-E). The remediation of the gaps identified within the POA&M is not covered as part of
this contract. The State will be responsible for the remediation of gaps identified within State

processes.

2.1.43 Approach

The following is a high-level illustration of the approach that will be used:
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In;nat‘on 8 Plannlng

* Conduct workshops with key stakeholders

= Define updaled system boundary

= Documenl and update Hew HEIGHTS

= Develop Document Request List for New fo gam detaded understanding of New system descnpbon in the SSP
HEIGHTS Heights system — hardwere, softwere, * Document and updata controls in the SSP
« Obtain updated system design and imerfaces, system boundshes, efc. workbook
architecture documentation * Understand and document existing * Submit DRAFT SSP, SSP workbook and
« Identify key stakehokders for SSP control controks m place or pianned for POASM 1o DHHS for review
areas implementation * Address comments besed on DHHS

* Schedule inerviews with key stekeholders r ibilti

* Confum control ownership and

review
= Update and finalize documentation

* ldentify gaps fof controis not in place of
where controt is nol edequete for
addressing CMS requirement

Figure 6: CMS MARS-E Revision Phases

2.1.44 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of this project:

Group

Anticipated Role

sme‘of Ne)u Hampshlre. .

ent of "ealth and Human

© Ownershlp and ¢ iersught ,fthe“ro;ect

State of New Ha‘.mpgi‘l'irAe;

o Department of Health and Human
Services {DHHS)

o Department of Information Technology

(DolT)

o Systems & Communications Sciences, Inc.

o Answer questions/surveys and provide

data as requested by Deloitte

o Participate in interviews & workshops

o Provide strategic overview of current
process & procedures

o Provide an understanding of unique
business operations, regulatory
requirements, and risks specific to the

institution
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Group Anticipated Role

o Provide the relevant documents for New
HEIGHTS as requested by Deloitte to
support information provided during

workshops

State of New Hampshlre Contractors o lead the a$§essr_n¢nt activities

o Delontte Consultong (Applvcation Team) o Develop theSSP, SSP Workbooks,and
o Delortte Consulting (Secunty Team) POA&M or:i?behal:féof DH_i{iS. ‘v |

’ o Review and "analy’ze the ékisting’ "controls

p . Identlfy gaps in existmg implementation of

. the controls g
, o Develop the POA&M on beha!f 'fVDHHS

2.1.4.5 Deliverables
s Updated System Security Plan (SSP)

e Updated Plan of Action and Milestones (POA&M)

2.14.6 Assumptions

In addition to the assumptions listed in Appendix 1: General Assumptions, the following specific

assumptions apply to the CMS MARS-E Revision Support thread:

1. The assessment will be based on interviews and documentation review. Controls will not be

tested for completeness or effectiveness of implementation.
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2. CMS MARS-E will be the assessment framework used to update the documents required to

comply with CMS requirements for Authority to Connect (ATC).

3. Deloitte will update the documentation required by CMS based on information provided by
the workshop participants on behalf of New HEIGHTS and DHHS. New HEIGHTS and DHHS
retain ownership of the documents prepared by Deloitte.

4. DHHS will submit the documentation to CMS.

5. Remediation of the identified gaps is not in scope.

6. Up to 10 workshop sessions will be conducted for the assessment of New HEIGHTS.

2.1.5 Medicaid data exposure assessment

2.1.5.1 Purpose
The purpose of this thread is to perform an assessment of the NECSES, Options and Bridges

systems to review the downstream Medicaid system data flow to understand the impact to

security.

2.1.5.2 Scope
As part of the CMS MARS-E Support project:

e Arisk assessment framework will be developed based on NIST 800-53 Rev 4, IRS 1075,
HIPAA, and CDC to conduct a high level risk assessment of systems in scope listed below.
® An assessment of the exposure of Medicaid data across the following systems will be
performed:
o NECSES (New England Child Support Enforcement System)
o Options (system used for adult protection and elderly and adult long term services
and supports)
o Bridges (system used by child protection, foster care and adoption (SACWIS
compliant))
s The scope of this effort will be limited to reporting of high level program security

findings and development of a remediation roadmap.
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2.1.5.3 Approach

Following is a high-level approach for the assessment:

Project Initiation Current.state Assessment Analysis and reporting

« Conduct kickoft meeting
+ Identify project stakeholders
« Develop project plan

- Create/distribute document request
list, questionnaires

- Develop an integrated Risk
Assgssment Framework taking into
account securtty requirements from
NIST 800-53. HIPAA, CDC, and
IRS

< Conduct leadership interviews to
discuss pain points, business
risks/impacts, target maturity etc.

Documentation review:

o Review policies, procedures,
technical documentation, etc.

o Analyze against assessment
framework for maturity

Questionnaires

o Review responses from
questionnaires

o Conduct follow-up interviews as
needed

Interviews

o Interview subject matter specialists

o Analyze responses against the
program assessment framework for
maturity

2.1.5.4 Roles and Responsibilities

Perform program capabiltiy and maurity
analysis

Identify mitigation options to address
gaps and improve program maturity
Review mitigation options with DHHS
stakeholders and prioritize
recommendations
Develop 3 to § year program road map
Present the assessment summary and
program roadmap o executive
leadership

The following state and contractor groups are anticipated to be a part of this project:

Anticipated Role

(DolT)

State of New Hampshire and Contractors:

o Department of Information Technology

o System owners, stakeholders and

contractors for NECSES, Bridges, Options

o Answer questions/surveys and provide

data as requested by Deloitte
o Participate in interviews & workshops
o Provide strategic overview of current

process & procedures
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Group Anticipated Role

| o Systems & Communications Sciences, Inc. | o Provide an understanding of unique

o NECSES system contractor (Protech business operations, regulatory
Solutions Inc.) requirements, and risks specific to the
institution ‘

o Provide the relevant documents as
identified by the document request list

(DRL)

State of New Hampshire Contractors: i Lead the assessment actlvlties g
o Delortte't:onsu ting (A (".vlication Team)

Xe) Delonte Consufﬂng( cuntv?‘eam)

: Review and analyze the existing controls
Conduct current-state asessment i

Perform Prolect Management Off‘ ce (PMO

2.1.5.5 Deliverables

* Security Risk Assessment Integrated Framework

e Security Risk Assessment Report

2.1.5.6 Assumptions
In addition to assumptions listed in Appendix 1: General Assumptions, the following
assumptions apply to the Medicaid data exposure assessment:
1. The assessment will be based on interviews and documentation review. Controls will
not be tested for completeness or effectiveness of implementation.
2. Up to 5 workshop sessions will be conducted for the assessment of each system,
NECSES, Bridges, and Options.
3. DHHS will identify at least one staff member to serve as a Point of Contact for each

division (NECSES, Bridges and Options). The Point of Contact will (1) coordinate that all
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appropriate resources for assessment workshops are present, and (2) participate in all

workshops and (3) coordinate required follow up requests and documentation requests.
4. The remediation of the gaps identified is not in scope. DHHS remains responsible for the
implementation of the options suggested by Deloitte for remediation.
5. The system in scope assessment NECSES, Bridges and Options will be performed based
on a pre-determined system boundary as agreed to by Deloitte and DHHS.
6. DHHS will identify regulatory requirements to which the systems in-scope are subject to.
7. Deloitte and DHHS will utilize an agreed upon prioritization and risk ranking scale for the

gaps identified through the assessment.
2.1.6 New HEIGHTS Audit, Logging and Monitoring SIEM Use-case Refresh

2.1.6.1 Purpose

This project is to assess and update the monitoring use cases in light of the revised CMS NIST
800-53 standard. The upcoming NIST 800-53 revision 4 changes will require an assessment of
the existing New HEIGHTS use cases and logging standard and make updates to address CMS's

Audit, Logging and Monitoring controls.

2.1.6.2 Scope
The scope of this thread is to:

e Update existing use cases for New HEIGHTS and configure new use cases within the

DHHS SIEM based on CMS NIST 800-53 rev 4.

2.1.6.3 Approach

The integration of the log sources and configuration of the use cases will follow the approach as

described below:
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3 1: SIEM Requirements &
2 Sceping
o
+ Update Audit and « Update DHHS SIEM = Update weekly and monthly
Accountability Policy. and Standard Operational trend reports on use cases
logging and monitoring Procedures (SOP) that {e.g . unauthorized access.
standard aligned with CMS includes use cases for account modifications)
requirements (NIST 800-53) monitoring
9 * Update deﬁned'scope of * Integrate in-scope system
=] system and validate logs with SIEM tool
2 boundary for monitoring ~ Configure and deploy
g - ldentify information captured custom connectors if needed
in currently generated ~ Update configuration of
system logs automated custom alerting
= Identify options to account based onthresholds (e.g..
for technology limitations for unauthorized accessto
selected solution system resources, multiple

failed login attempts)
« Fine-tune SIEM to suppress
normal business actnities

Figure 7: New HEIGHTS SIEM Use-case Refresh Phases

2.1.6.4 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of this project:

Group Anticipated Role

Stéte of New Hampshire Contré&or: o} Péfﬁéipaté in assessment and

o Systems & Communications Sciences, Inc. configuration workshops

o Configure log sources to integrate and
provide events to QRadar

o Participate in log fine-tuning workshops

o Fine-tune log sources based on the

workshops
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Group

Anticipated Role

State of New Hampshire Contractors:
o Deloitte Consulting (Application Team)

o Deloitte.Consulting (Security Team)

o Conduct workshops to identify currently
generated logs and information contained

within the logs

o Conduct fine-tuning workshops S}vlth

system admimstrators as needed

o Refresh momtonng use cases to ahgn wath

- CMS NIST 800-53 revnsnon 4 reqmrements
o Conﬂgure QRadar to reoeive addltlonal log

f les. - o
lo Complete deﬂned deliverables

2.1.6.5 Deliverables

e DHHS SIEM Audit Logging and Monitoring Standard

¢ Documentation on current status of logging by device and event type

e SIEM design and architecture

e S|EM Build & Configuration Manual

¢ SIEM monitoring use case documentation

e SIEM solution build and configuration

2.1.6.6 Assumptions

In addition to the assumptions listed in the Security Monitoring and SIEM Management section

2.2.6 and Appendix 1: General Assumptions, the following are specific assumptions for the ALM

thread:

e The New HEIGHTS system components (Mainframe z/0S, zLinux, DB2, WebSphere, and

Apache) can provide events needed for new and updated use cases.
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2.1.7 NECSES, Bridges and Options Audit, Logging and Monitoring Use-case development

and SIEM Configuration

2.1.7.1 Purpose

An assessment of the audit, logging and monitoring capabilities for NECSES, Options and
Bridges which integrate with New HEIGHTS will be conducted to analyze the downstream

Medicaid system data flow and a limited set of audit control will be implemented within the

SIEM solution.

2.1.7.2 Scope
1. Conduct an assessment of the logs generated by NECSES, Bridges, and Options to identify

events captured within the logs.

2. ldentify monitoring requirements for NECSES, Bridges and Options

3. Map events captured currently generated by the in-scope system logs, with the monitoring
requirements for NECSES, Bridges and Options

4. Up to Thirty (30) use cases will be configured for monitoring NECSES, Bridges, and Options,

within the DHHS SIEM based on the assessment of the logs.

2.1.7.3 Approach

The integration of the log sources and configuration of the use cases will follow the approach as

described below:

4
E
o.

- Update Audit and Accountability - Update DHHS SIEM Standard
Policy, and logging and Operationat Procedures (SOP)
monitoring standard aligned with that includes use cases for
requirements identified (e.g.. monitoring
NIST 800-53) - Integrate in-scope system logs

€ - Updatedefined scope of system with SIEM tool
= and validate boundary for - Configure and deploy custom
= monitoring connectorsif needed
2 + Identily information capturedin « Update configuration of
currently generated system logs automated custom alerting based

- ldentify options to account for on threshotds (e.g., unauthorized
technology limitations for seiected access to system resources,
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Figure 8 NECSES, Bridges & Options Use-case development & SIEM configuration phases

Following is an overview of the planned SIEM architecture taking into account the revised

system boundary:
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Figure 9: Conceptual future-state SIEM Architecture

2.1.7.4 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of this project:

Group Anticipated Role

State of New Hampshire: o Participate in assessment & workshops

o Department of Information Technology o Configure log sources for NECSES, Bridges

{DolT) and Options
o NECSES systems vendor (Protech o Create and manage the log file interfaces
Solutions Inc.) to transfer logs to QRadar using a standard
o Bridges and Options system owners input format for QRadar log files as

defined by the security vendor
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Group

Anticipated Role

o Sample log files, transportation protocols, ,
log file format and contents to be provided |
per the timeline established at project
kick-off and based on the existing SIEM
system configuration and infrastructure

o Review and approve use cases developed

State of New. HampshlreContrac'tors- 3
o Delo:tte Consultmg (Applicataon Team)
o Delontte Consulting (Secunty Team)

o Conﬁgure QRadar to reoelve Iog ﬁles for

o) Conduct workshops to identnfy current]y
generated logs and mformatlon contamed

11

w:thm the lpgs

NECSES Br]dges and Options

2.1.7.5 Deliverables

e DHHS SIEM Audit Logging and Monitoring Standard

e Documentation on current status of logging by device and event type

e NECSES, Bridges and Options Use-case documentation

e SIEM solution build and configuration

2.1.7.6 Assumptions

In addition to the assumptions listed in the Security Monitoring and SIEM Management section

2.2.6 and Appendix 1: General Assumptions, the following are specific assumptions for the ALM

thread:

e The systems used for NECSES, Bridges, and Options can be configured in time to provide

logs compatible with the DHHS SIEM (QRadar).

e NECSES, Bridges, and Options system owners will provide necessary approvals and

resources to configure logs in time to capture events needed for the use cases

developed.
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e Monitoring for the NECSES, Bridges and Options defined use cases is not included in

scope of this contract.

2.1.8 Disaster Recovery

2.18.1 Purpose
The execution of the HEIGHTS DR Plan (DRP) requires coordinated table-top exercises with

business (divisions within DHHS that use the New HEIGHTS system) and technology
stakeholders (DolIT and New HEIGHTS application teams) walking through their responsibilities

in case of a disaster.

2.182 Scope

The scope for the Disaster Recovery thread will include:

1. Facilitating information gathering sessions for enhancements to the New HEIGHTS Disaster
Recovery Plan and update the New HEIGHTS plan based on information provided by the
appropriate stakeholders.

2. Conducting 1 table-top exercise for New HEIGHTS recovery stakeholders.

3. Provide oversight during the connectivity test required by CMS.

2.1.83 Approach

Deloitte will facilitate the following activities for recovery and continuity enhancements as part
of this contract:
e Business continuity updates to the New HEIGHTS DRP that include:
o Defined business continuity roles and responsibilities
o Documented procedures for use when a New HEIGHTS disaster declaration has been
declared
o Updates to the DR plan section 5, New HEIGHTS Activation and Notification Phase,
to include DHHS stakeholder’s communications that begin when the DRP is activated
e The definition of a New HEIGHTS disaster recovery test process that includes:
o Project plan that details the test preparation, test administration, test execution and
test reporting process

o Defined roles and responsibilities
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o Defined recovery status reporting, issue tracking and progress communications

process

e Facilitate a joint business / technology table-top exercise. The table top exercise activity

will simulate a potential scenario allowing participants to walk through their roles and

responsibilities during a potential scenario. The objectives of the table-top exercises are

to:

o Build Awareness - The exercise will provide a forum for the teams responsible for

responding to a New HEIGHTS service interruption to interact with each other

o Understanding of Roles and Responsibilities — The exercise will help participants

understand their roles and responsibilities and what to expect from other team

members while responding to a service interruption

o Understand the Escalation Process - The exercise will be designed to challenge the

existing escalation criteria and processes defined for New HEIGHTS, and identify

gaps or inaccuracies in the processes

2.1.8.4 Roles and Responsibilities

The following table defines roles and responsibilities this activity:

Group

Anticipated Role
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Group

Anticipated Role

State of New Hampshire:
o Department of Information Technology

(DolT)

Participate in project planning

Develop and implement technology
strategies required to meet New HEIGHTS
recovery and acceptable data loss
requirements

Provide resources to develop recovery
procedures for network and platforms that
DolT manages in relation to New Heights
environment

Participate in table top exercise
Participate in the development and
execution of one {1} New HEIGHTS disaster
recovery test

Define DR strategies for New HEIGHTS
dependent technologies: network, access
to the recovery site by technical support,
district offices, citizens and external
interfaces

Define disaster recovery sequence,
estimated recovery times, recovery
dependencies and technology specific
recovery milestones for DolT owned
systems required for recovery of New

HEIGHTS
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Group

Anticipated Role

lo Update and develop del'v{' able

o Build content for table-top exercise for
New HEIGHTS stakeholders
o Facilitate one (1) table—top exercrse wrth

New HEIGHTS stakeholders identlﬂed S

having roles in the recovery of ew
HElGHTS o

o Develop test processes for the Q i faster

Recovery

0 Advlse the Pro;ect Mana
(PMO) "

State of New Hampshire Contractors:

o Other vendors as required

o Systems & Communications Sciences, Inc.

o Provide resources to document and
develop recovery procedures for the
mainframe environment

o Participate in table top exercise

2.1.8.5 Deliverables

e New HEIGHTS DRP section 7 updates - Disaster Recovery Milestones

e New HEIGHTS DRP section 9 updates — New HEIGHTS Business Processes

e New HEIGHTS Disaster Recovery test process

e New HEIGHTS Table-top Exercise Delivery Content

e New HEIGHTS Table-top Exercise Debrief Report

2.1.8.6 Assumptions

In addition to assumptions listed in the Appendix 1: General Assumptions, the following are

specific assumptions for the Disaster Recovery thread:

1. New HEIGHTS business continuity enhancement work will be coordinated through a DHHS

point of contact.

2. DHHS is the owner of the New HEIGHTS Disaster Recovery plan.

Vendor Initials
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3. Deloitte will make the identified updates to the New HEIGHTS Disaster Recovery plan on

behalf of DHHS.

4. Recovery Procedures far systems required for recovery of New HEIGHTS and maintained by
DolT will be documented by DolT.

5. DolT will implement the netwaork infrastructure required to support a New HEIGHTS disaster
recovery.

6. The DR contract with IBM Sterling Forest covers the data center requirements to support
the recovery and post recovery production processing for the New HEIGHTS solution and all
dependent systems.

7. This plan enhancement project is not intended to document procedures to recover a state
District Office following an incident or disaster.

8. Service agreements are maintained with hardware, software, and communications
providers to support emergency system recovery.

5. DolT will participate in technology recovery workshops focused on building the detailed
recovery procedures required to recover the New HEIGHTS solution and all dependencies at

the IBM hot site.
2.1.9 Security Awareness and Incident Response

2.19.1 Security Awareness and Training

The New HEIGHTS Security Awareness Training program will be developed at an agency-level
for DHHS divisions that will use Medicaid data. The new program will take into account:
e Appropriate trainings needed to increase awareness about security.
® Role-based trainings will be developed for:
o New HEIGHTS Technical Users (e.g., Mainframe administrators)
o New HEIGHTS End-users (e.g., case workers)
® A process to maintain, conduct and track trainings at the agency level in accordance
with CMS requirements.
e Conduct Two (2) trainings for:
o New HEIGHTS Technical Users (e.g., Mainframe administrators)
o New HEIGHTS End-users (e.g., case workers)
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The following approach will be used to develop the DHHS Security Awareness Program:

op learning
objectives for the 2 roles
Delivery Method

ertly goals dentiy the method(s) in  DUSIMESS processes and whether the training
«  Role Analysis which contert wil be coliect real ife examples “'A'em"."d‘s wm"
identify 2 roles and conveyed 1o each role of apphication of training objectives, whether
assess the skills, i fonal cortent modifications. or s
tapabiities and needs Strategies »  Content Development required
of each roie \dentify the activities Deveiop training content
»  Content Analysis and methods that will be mcludng role-specific
Work with subject used 1o achieve the gc;wnsarﬂemﬂes
matter experts (SMEs) leaning objectives (e.g., wil resonate with
to identify topics and case study, discussion, leamers
cortent for each role demonstration, role
play)
*  Content Outiine
Develop a plan for the
sequence of instruction
for each role

Figure 10: Security Awareness Program Development Phases

2.19.2 Incident Response

In order to have an operational incident response plan, roles and responsibilities, and
communication channels will be defined as part of the plan that account for the different users
of New HEIGHTS within DHHS. The Incident Response process will be implemented at the DHHS
level to enable communication and coordination between the different teams responsible for
maintaining the New HEIGHTS system. The process will include:

e Communication processes for breach notification and disaster declaration in alignment

with CMS security requirements.
e Testing and training activities that will be implemented as part of the Incident Response

plan.

2.1.9.3 Roles and Responsibilities

The following state and contractor groups are anticipated to be a part of this project:

Group Anticipated Role
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Group

Anticipated Role

o Department of,HeaIth and Human
Services (DHHS)

o Participate in security awareness
trainings

o Review and accept deliverables

State of New Hampshire and Contractor:
o Department of Information Technology

(DolT)

o Systems & Communications Sciences, Inc.

o Participate in security awareness trainings
o Participate in the incident response

development process

StaféofNeiil’Hampshire Contractors: ;
o Delblrt Consut:mg (Apphcatlon Team)
o oitt Consu hg (SecurityTeam)

© Lead the development of the awareness -

trammg prOgram

lo Faculltate workshops for

2.1.9.4 Deliverables
e Security Awareness Training for:
o New HEIGHTS Technical users
o New HEIGHTS End-users

e DHHS Incident Response Plan

2.19.5 Assumptions

In addition to the assumptions listed as part of Appendix 1: General Assumptions, the following

assumptions apply to the Security Awareness and Incident Response program:

e DHHS will take ownership of the security awareness training content and conducting

follow up trainings on a periodic basis.
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2.1.10 Security Project Management and Quality Assurance

A Security Project Management track will be established to oversee the security initiatives and
provide guidance for security considerations as part of the development process for system
enhancements. The Security Project Management track will include a dedicated Project
Manager on-site (minimum of 3.5 days physically on-site per week) responsible for day-to-day
activities and provide project oversight, track progress, distribute project information and
manage expectations. The Project Manager Office (PMO) and Quality Assurance work also
includes contributions from the individual project threads and the Senior Executives quality
assurance representatives. This track will leverage services for the duration of this project and
will be responsible for:

e QOverseeing the security initiatives

e Tracking projects status

e Providing oversight and advisory to each of the security projects above
The projects included in the scope of work for this APDU will employ the same rigorous project
management process described in the original APD for New HEIGHTS project initiatives.
Deloitte's project management experience will be leveraged in this engagement. We will
identity, assess, and resolve issues, as well as monitor the overall progress of the engagement

in coordination with DHHS.

2.1.10.1 Deliverables
¢ Detailed project plan — project plan, timelines, and project milestones
o Status reporting template and status meeting schedule — template to be used
for status reports and schedule for status meetings as agreed to by DHHS and

New HEIGHTS.

2.2 Security Monitoring and SIEM Management

2.2.1 Purpose

This Statement of Work incorporates the terms and conditions between the State of New

Hampshire Department of Health and Human Services and Deloitte Consulting, LLP for the

Attachment B for Amendment 4

Initial all pages /
Vendor Initials _@‘/ Page 42 of 54



New Hampshire Department of Health and Human Services
New HEIGHTS Security Enhancements

continuous monitoring services of the New HEIGHTS application as outlined below. The

monitoring will be performed through August 2016.

2.2.2 Activities
To align New HEIGHTS program with the Center of Medicare and Medicaid Services (CMS)

requirements, State of New Hampshire Department of Health and Human Services (DHHS)
contracted Deloitte to configure a centralized SIEM (System Incident and Event Monitoring)
tool, IBM QRadar, to collect, monitor, correlate and alert on potential security incidents within

the New HEIGHTS environment.

2.2.3 Scope
The DHHS New HEIGHTS QRadar instance has been setup at the State of New Hampshire Data

Center and New HEIGHTS system components (z0S, WebSphere, Apache, zLinux, DB2, RACF)
are configured to provide logs containing events in alignment with CMS requirements for
QRadar to process. State accepted use cases that align with CMS requirements have been
configured on QRadar to monitor the incoming logs. Deloitte will provide State of New
Hampshire monitoring services remotely through the QRadar console. Following is an overview

of the New HEIGHTS SIEM architecture:
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Figure 11 New HEIGHTS SIEM Architecture

2.2.4 Roles and Responsibilities

2.2.4.1 Deloitte Responsibilities
e Deloitte will provide SIEM monitoring services on an 8x5 basis (i.e., business days from 9
amto 5 pm EST)
¢ Monitoring will be performed based on defined and State accepted use cases (Appendix
2) for the following New HEIGHTS components utilizing QRadar SIEM:
a. DB2
b. WebSphere

c. RACF
d. z2/0S
e. Apache
f. zlinux

¢ Monitoring services will be provided remotely with scheduled on-site touch points
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o Deloitte will perform daily and weekly analysis of security alerts generated based on the

accepted use cases implemented within the New HEIGHTS SIEM instance which are
discovered through the collected Security Event data

e For the components in scope, Deloitte will provide daily event reports, weekly summary
reports, and monthly trend reports for events captured and processed by the New
HEIGHTS SIEM instance to stakeholders identified in Appendix 3)

¢ Deloitte will hold monthly threat summary calls with New HEIGHTS personnel. Daily calls
will be held during ongoing incident investigations or as agreed upon between Deloitte
and the State of New Hampshire during periods of excessive threat activity.

¢ Deloitte provides recommendations, as requested by the State, for potential
improvement and expansion of the New HEIGHTS SIEM instance including monitoring
coverage, processes, and policies.

o Deloitte will document updates to the monitoring use cases listed in Appendix 2 based
on requirement changes from CMS (e.g., updates from NIST 800-53 Rev 3 to Rev 4).
These changes will be submitted for approval by State prior to configuration in the New
HEIGHTS SIEM instance.

¢ Deloitte will provide health and operations monitoring of the New HEIGHTS SIEM
instance on a 5-day x 8-hour basis via site-to-site VPN connection.

e Per approval from the State, Deloitte will apply vendor-provided patches to the New
HEIGHTS SIEM instance on a quarterly basis and implement vendor-provided upgrades
one a yearly basis.

s Deloitte will provide Operational Incident management and response services for the
New HEIGHTS SIEM instance as follows:

a. Deloitte will notify an authorized State representative (Appendix 3) of outages
within the SIEM environment

b. Deloitte will work with an authorized State representative (listed in Appendix 3)
and, where required, the SIEM tool vendor to work towards resolving outages

c. Outages will be tracked in Deloitte’s web-based ticketing system
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2.2.4.2 State Responsibilities
Monitoring services provided by Deloitte depend on participation and support from the State, following
are State responsibilities required by Deloitte for providing the services:

¢ The State will provide information, equipment, access, and device configuration to
enable the site-to-site VPN and connection to the SIEM instance. The following is a list
of the VPN and connectivity criteria:

a. Allow Deloitte Personnel to ping and traceroute to the QRadar instance

b. Allow Deloitte Personnel to connect to the New HEIGHTS SIEM instance on the
required TCP/UDP ports

c. Privilege rights granted to the login accounts utilized by Deloitte personnel for
the New HEIGHTS SIEM instance

d. Enable the New HEIGHTS SIEM instance to notify Deloitte of alerts using SMTP,
or make other configuration changes that provide the appropriate alerting

¢ Network and perimeter device monitoring will be performed by the State Department
of IT (DolT).

e The New HEIGHTS SIEM instance will be wholly owned by the State.

e The State will provide contact information for alerting and incident management
purposes and notify Deloitte in writing of changes to such information.

e The State is responsible for investigation and resolution of alerts and incidents. The
State will notify Deloitte of the resolution for such alerts and incidents identified by the
New HEIGHTS SIEM instance.

e The State is responsible for in-scope monitored systems to be able to provide logs in
suitable format to the New HEIGHTS SIEM instance.

e The Stateis responsible for the resolution of outages or system issues that impact the
SIEM operations.

o The State shall notify Deloitte at least two (2) business days in advance of planned
upgrades, maintenance or other changes to network devices, computer systems, or
source devices or data sources that may impact the functioning of the New HEIGHTS
SIEM instance. This includes, but is not limited to, patching or upgrading servers, actions

to maintain the State ISP service, changes to the State’s remote access devices (VPN),
Initial all pages 2 Attachment B for Amendment 4
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and other network infrastructure maintenance activities that might impact Deloitte’s
ability to access the New HEIGHTS SIEM instance.
e The State will be responsible for the following related to Non-Actionable Events
generated by the SIEM within five (5) Business Days of such request by Deloitte:
a. Approving changes to the use case(s) or use case parameter(s) to be performed
by Deloitte, and/or
b. Making updates to the source systems in terms of log contents being sent to the
SIEM solution.
e State shall provide sufficient resources to review and provide feedback on the New

HEIGHTS SIEM instance output.

2.2.5 Deliverables

The following deliverables will be part of the services provided:
o Daily Event Report: The report will list out events identified by deployed use cases in
QRadar
e Weekly Summary Report and Trend Analysis: The report will be a summary of the
weekly events and a trend analysis on deployed use cases based on previously reported

events

2.2.6 Assumptions

In addition to assumptions listed in Appendix 1: General Assumptions, the following
assumptions apply to the Security Monitoring and SIEM Management thread:

s The State represents and certifies that it has legal license to software and hardware
components of the monitored systems (including the appropriate granted permission
for Deloitte to access such components as needed to perform services), and that
maintenance and support contracts are in place.

¢ Deloitte is nat responsible far performing the services when required log sources are
not available.

s  While we believe our proposed services will assist the State and New HEIGHTS with
security monitoring objectives, due to the complexity, subjectivity, and use of third-

party systems, Deloitte does not warrant that it will find actionable security incidents
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while providing its monitoring services to New HEIGHTS or that all security incidents can

or will be identified by the monitoring service based on the defined use cases.
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3 Milestone Inventory

Below is a preliminary timeline of the project activities:

Identity & Access
Management

2015

2016

June | September

July

ldentity Proofing

Vulnerability Management
CMS MARS-E Revision

Medicaid Data Exposure
Assessment

Audit, Logging and
Monitoring

Disaster Recovery

Security Awareness &
Incident Response Program

SIEM Monitoring D
Hilestone ®
Figure 12 Security Enhancement Timeline
Following is the project schedule for the security initiatives:
Milestones Estimated
Completion Date
1 | Identity Management and Privileged Identity Management
1.1 | IBM IdM/PIM Project Plan and Roadmap 3/20/2015
1.2 | IBM |dM/PIM Architecture and Design Specification 5/29/2015
1.3 | IBM IdM/PIM Code Build Package for Test Region 8/15/2015
1.4 | IBM IdM/PIM Solution Migration Documentation 10/1/2015
1.5 | IBM IdM/PIM Code Build Package for Integ and Systems Region 10/30/2015
1.6 | Post Go-Live System Evaluation Plan 5/30/2016
1.7 | I1BM IdM/PIM Code Build Package for Production 2/26/2016
1.8 | 1BM IdM/PIM Post Go-Live Support 6/30/2016
1.9 | Phone and Email Proofing development, integration and systems 2/27/2016
deployment
Vulnerability Management
2.1 | New HEIGHTS Secure code review round 1 report 7/31/2015
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2.2 | NH EASY Secure code review round 1 report 7/31/2015
2.3 | NH EASY Web application vulnerability assessment report 9/30/2015
2.4 | New HEIGHTS Secure code review round 2 report 4/30/2016
2.5 | NH EASY Secure code review round 2 report 4/30/2016
3 | cMS MARS-E Support
3.1 | Final System Security Plan (SSP) 10/2/2015
3.2 | plan of Action and Milestones (POA&M) 11/30/2015
4 | Medicaid Data Exposure Assessment
4.1 | Risk Assessment Integrated Framework 3/27/2015
4.2 | Risk Assessment Summary Report 6/30/2015
5 | New HEIGHTS Audit, Logging and Monitoring SIEM Use-case Refresh
5.1 | DHHS SIEM Audit Logging and Monitoring Standard 3/30/2015
5.2 | Documentation on current status of logging by device and event type 4/30/2015
5.3 | SIEM design and architecture 8/29/2015
5.4 | SIEM Build & Configuration Manual 8/29/2015
5.5 | DHHS SIEM Use Case Documentation 10/2/2015
5.6 | SIEM solution build and configuration 11/6/2015
6 | NECSES, Bridges and Options ALM Use-case development &
Configuration
6.1 | DHHS SIEM Audit Logging and Monitoring Standard 4/30/2015
6.2 | Documentation on current status of logging by device and event type 4/30/2015
6.3 | NECSES, Bridges and Options Use-case documentation 10/2/2015
6.4 | SIEM solution build and configuration 11/6/2015
7 | New HEIGHTS Disaster Recovery plan
7.1 | Updated New HEIGHTS DRP 4/30/2015
7.2 | New HEIGHTS Disaster Recovery test process 5/30/2015
7.3 | New HEIGHTS Table-top Exercise Content 4/30/2015
7.4 | New HEIGHTS Table-top baseline recovery capabilities exercise 5/30/2015
7.5 | New HEIGHTS Table-top core process functionality exercise 10/4/2015
8 | Security Awareness Training ]
8.1 | privileged User Security Awareness Training Final 9/15/2015
8.2 | Non Privileged User Security Awareness Training Final 9/30/2015
8.3 | DHHS Incident Response Plan 11/30/2015
9 | Security Monitoring and SIEM Management
9.1 Security Monitoring and SIEM Management — Milestone 1 2/27/2015
9.2 Security Monitoring and SIEM Management — Milestone 2 5/29/2015
9.3 Security Monitoring and SIEM Management — Milestone 3 9/4/2015
9.4 Security Monitoring and SIEM Management — Milestone 4 12/31/2015
9.5 Security Monitoring and SIEM Management — Milestone 5 4/1/2016
9.6 Security Monitoring and SIEM Management — Milestone 6 5/30/2016

10 | Security Project Management and Quality Assurance
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10.1 Project Management Milestone 1 2/27/2015
10.2 Project Management Milestone 2 4/3//2015
103 Project Management Milestone 3 5/1/2015
104 Project Management Milestone 4 5/29/2015
10.5 Project Management Milestone 5 7/2/2015
10.6 Project Management Milestone 6 7/31/2015
10.7 Project Management Milestone 7 8/28/2015
10.8 Project Management Milestone 8 10/2/2015
10.9 Project Management Milestone 9 10/30/2015
10.10 |  Project Management Milestone 10 12/4/2015
10.11 Project Management Milestone 11 12/30/2015
10.12 Project Management Milestone 12 1/29/2016
10.13 Project Management Milestone 13 2/26/2016
10.14 |  Project Management Milestone 14 4/1/2016
10.15 |  Project Management Milestone 15 4/29/2016
10.16 Project Management Milestone 16 6/30/2016

Refer to Attachment A for the Deliverable schedule.

4 Appendix

4.1 Appendix 1: General Assumptions

e This engagement will be performed in accordance with the Standards for Consulting

Services of the American Institute of Certified Public Accountants (“AICPA”) and will not

constitute an engagement to provide audit or attestation services as described in the

professional standards issued by the AICPA. Accordingly, Deloitte will not provide any

assurance concerning the reliability of any assertion that is the responsibility of another

party. The services will not result in the issuance of any written or oral communication

by Deloitte expressing a conclusion or any form of assurance with respect to financial

data or internal controls.

involved.

DHHS project sponsors will provide guidance to project leadership, review deliverables,
accept project milestones, and assist in resolving project issues in a timely (within three

business days) manner, specifically in areas where multiple State stakeholders are

Vendor Initials
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DHHS is responsible for supporting the project, and for providing appropriate in-house
resources to provide information and feedback based on State security policies,
procedures, processes and technical controls.

DHHS will make the necessary personnel available for facilitated sessions, interviews
and meetings as required.

Project Management Office (PMO) functions are limited to day to day functions of the
security team activities covered as part of this contract.

Deliverables that include any prioritization, categorization or rating will not be
considered an opinion expressed by Deloitte.

Information requested from the designated State of New Hampshire points-of-contact
will be provided on a timely basis.

DHHS will provide Virtual Private Network (VPN) access to the project environment
resources to offsite (working from other Deloitte office locations in U.S) resources.
Remote access will be provided on a 24x7 basis for Deloitte's project team during the
duration of this project in order for them to perform development, testing and
production support activities in a timely manner.

DHHS retains both decision-making authority and the responsibility for choices made
with regards to this project and the associated deliverables. Deloitte will not perform
management functions, make management decisions, or perform in a capacity

equivalent to that of an employee of the State.

4.2 Appendix 2: Monitoring Use Cases

4.2.1 User Activity Monitoring

1.1. Privileged User Account Modified

1.2. Privileged User Account Created

1.3. Privileged User Account Deleted

1.4. Privileged User Group Modified

1.5. Successful Access to Audit Configuration File

1.6. User Account Modified

1.7. User Account Deleted

1.8. User Account Created

1.9. Multiple Login Failures
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1.10.
1.11.
1.12.
1.13.
1.14.
1.15.

1.16.
1.17.

1.18.

User Access to Resource — Unsuccessful
User Access to Resource — Successful
Privileged User Login Failed

Privileged User Login Successful

User Login Failed

User Login Successful

Brute Force Login Attempts

Privileged User Login Successful
Privileged User Login Failed

4.2.2 Database Activity Monitoring

1.1.
1.1.
1.2
1.3.
1.4.
15.
1.6.
1.7.
1.8.
1.9.
1.10.

Privileged User Activity Monitoring
Non-Privileged User Access Monitoring
Database Service Activity Monitoring
User Account Added to DB2 DBA Group
User Account Removed from DB2 DBA Group
Privileged User Account Modified

User Account Modified

User Account Deleted

User Account Created

Multiple Database Login Failures

User Login Successful

4.2.3 Host Activity Monitoring

1.1
1.2.
1.3.
14.
15.

Unix Batch Process Monitoring
Dataset Profile Created

Dataset Profile Deleted

Dataset Profile Modified

Application Service Activity Monitoring

4.2.4 Application Monitoring

11.
1.2.

4.3 Appendix 3: New HEIGHTS Contacts

Application Service Activity Monitoring
Application Error Handling

4.3.1 ReportDelivery Recipients

The following individuals will receive the periodic reports by email, as set forth below.

Daily Event Reports:

Contact Name Email

S&Cs|

ibmtsg@nh.gov
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Vinod Brahmapuram

vinod.brahmapuram@dhhs.state.nh.us

Scott Workman

sworkman@deloitte.com

Komma Surendranatha

skomma@deloitte.com

Weekly Summary and Monthly Trend Reports:

Contact Name

Email

S&CSi

ibmtsg@nh.gov

Vinod Brahmapuram

vinod.brahmapuram@dhhs.state.nh.us

Komma Surendranatha

skomma@deloitte.com

Laurie Snow

Isnow@dhhs.state.nh.us

William Baggeroer

william.baggeroer@dhhs.state.nh.us

4.3.2 SIEM Operational Support:

Deloitte will reach out to the following individuals for issues with log sources, SIEM outages, or
access to the SIEM consoles:

Contact
Email Office # Mobile # Preference
Name
Vinod
Vinod.Brahmapuram@dhhs.s
Brahmapura 603.271.9401 | 603.540.0835 | Office
tate.nh.us
m
Scott
sworkman@deloitte.com 412.402.5290 | 603.630.2355 | Office
Workman
Robert
robert.romeril@doit.nh.gov 603.223.5789 | 603.930.5115 | Office
Romeril
Craig Dudley | Craig.Dudley@doit.nh.gov 603.223.5798 | 603.271.1506 | Office
Jim Tyree Jim.tyree@doit.nh.gov 603.271.6846 | N/A Office
Dean Nai Dean.Nai@doit.nh.gov 603.271.1529 | N/A Office
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF HUMAN SERVICES
DIVISION OF CLIENT SERVICES
129 PLEASANT STREET, COh—lCORD, NH 03301

603-271-9404 1-800-852-3345 Ext. 9404
Fax: 603-2714232 TDD Access: 1-800-735-2964 www.dbhhs.nh.gov

Nicholas A. Toumpas
Commissioner

Carol E. Sideris
Director

April 22,2014

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

Qs smAeCE

Nod, ta/emj M

REQUESTED ACTION
/[ L Geaead

Authorize the State of New Hampshire, Department of Health and Human Services, Division of Client
Services to amend an existing sole source contract (PO# 7000896) with Deloitte Consulting LLP, 2601 Market
Place, 2™ Floor, Harrisburg, PA 17110 (Vendor # 174776), by increasing the price limitation by $5,568,907.00
from $44,655,636.33 to an amount not to exceed $50,224,543.33, effective May 8, 2014 or the date of Governor
and Executive Council approval, whichever is later. This Agreement was originally approved by Governor and
Council on October 3, 2012, Item # 36, amended on April 3, 2013, Item # 40 B and amended on January 15,
2014, Item # 39. The purpose of this contract amendment is to modify the New HEIGHTS scope of work to
accommodate the recent legislation mandating the implementation of the New Hampshire Health Protection
Program (NHHPP) to provide a coordinated strategy to access private insurance coverage for uninsured, low-
income citizens with income up to 133 percent of the federal poverty level (FPL) using available, cost-effective
health care coverage options for Medicaid newly eligible individuals at the earliest practicable date. Funds are
available in the following accounts(s) in State Fiscal Year 2014 and are anticipated to be available in State Fiscal
Years 2015 ~ 2017 upon the availability and continued appropriation of funds in the future operating budgets,
with authority to adjust amounts within the price limitation and amerid the related terms of the contract without
further approval from Governor and Executive Council.

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR’S OFFICE

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45-451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA FIELD

SVCS
State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $3,892,495.00 | $4,950,000.00 | $8,842,495.00
SFY 2015 046-500464 | Consultants $4,714,921.00 $618,907.00 | $5,333,828.00
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SFY 2016

046-500464

Consultants

$927,442.00

$0.00

$927,442.00

Sub Total

$9,534,858.00

$15,103,765.00

$5,568,907.00

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW HGHTS

RENEW
State Class/Object Description Current Increase Revised
Fiscal Modified {Decrease) Modified
Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems | $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems | $1,181,145.00 $0.00 | $1,181,145.00
SFY 2015 034-500099 | Major IT Systems $523,880.00 $0.00 | $523,880.00
SFY 2016 034-500099 | Major IT Systems $178,122.00 $0.00 | $178,122.00
Sub Total $8,534,449.00 $0.00 | $8,534,449.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:V1I-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2014 034-500099 | Major IT Systems | $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems | $7,649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW HEIGHTS

INC
State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year : Budget Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems | $7,131,779.00 $0.00 | $7,131,779.00
SFY 2017 034-500099 | Major IT Systems | $1,269,633.33 $0.00 ! $1,269,633.33
Sub Total $8,417,809.33 $0.00 $8,417,809.33
Total | $44,655,636.33 | $5,568,907.00 | $50,224,543.33
EXPLANATION

This is an amendment to a sole source.contract because it is in the best interest of the State of New
Hampshire and the Department of Health and Human Services to contract with Deloitte Consulting LLP for these
enhancements. Any vendor other than Deloitte would have a tremendous learning curve and the timelines do not
support the lag time that would be required to bring a new team on board. The deliverables contained in this
amendment are directly related to the work currently under development in the contract, therefore it is not
possible to given the tight timelines and criticality of this functionality to consider another vendor.
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The purpose of this contract amendment is to modify the New HEIGHTS scope of work to accommodate

the recent legislation mandating the implementation of the New Hampshire Health Protection Program (NHHPP)
to provide a coordinated strategy to access private insurance coverage for uninsured, low-income citizens with
income up to 133 percent of the federal poverty level (FPL) using available, cost-effective health care coverage
options for Medicaid newly eligible individuals at the earliest practicable date. The approved legislation
necessitates significant changes to the New HEIGHTS system which includes:

A process to implement the health insurance premium payment (HIPP) program to determine if it is more
cost effective for the department to pay premiums for employer sponsored health insuranceand their spouse
and dependents if applicable. This includes a new interface with the HIPP vendor as well as an import of
decisions into New HEIGHTS and processes to send changes to the MMIS as well as the managed care
organizations.

A new process to determine if applicants are medically frail after completion of a health questionnaire
screening. This includes new notices to give applicants a choice of the Alternative Benefit Plan or standard
Medicaid, integration with the HIPP process, interface changes to pass plan information to the MMIS and the
managed care organizations.

Implementation of the voluntary bridge to marketplace premium assistance program in order to provide
medical assistance for newly eligible adults and their spouse and dependents, if applicable, who are ineligible
for the HIPP program. In order to receive medical assistance through the program, newly eligible adults shall
choose health insurance coverage either from qualified health plans (QHPs) offered on the federally-
facilitated exchange if cost effective or an alternative benefit plan (ABP) offered by one of the managed care
organizations (MCO) awarded contracts as vendors to implement Medicaid managed care.

Implementation of the marketplace premium assistance program for newly eligible adults who are ineligible
for the HIPP program for a January, 2016 timeframe. Once the marketplace for premium assistance is
established, a conversion will be required to move eligible members from the alternative benefit plan (ABP)
offered by a managed care organization (MCO) during the voluntary bridge to marketplace premium
assistance program. Members will be automatically enrolled at the beginning of open enrollment in a
comparable QHP by that same MCO if one is available unless, such newly eligible adult subsequently
chooses a different QHP during the enrollment period. In addition to providing conversion support, New
HEIGHTS will also be modified to support enroliment in the QHP, premium calculation, reporting and other
downstream functions. :

Other changes in this amendment include:

Implementation of the second phase of Care Management which is planned to be completed in 2014/2015
and will require changes to New HEIGHTS. Changes will include modifications in the managed care
enrollment logic, interfaces to the managed care organizations and MMIS, client notices and other similar
adjustments to include the new groups being added into managed care with Step II.

The added complexities of managing expanded Medicaid in addition to infrastructure and service
modernizations will require more project management infrastructure and support. The PMO will include a
dedicated project plan specialist ta maintain the project plan and two functional support specialists to assist
the DHHS New HEIGHTS staff as liaison to stakeholders for requirements, design and testing functions.
Real time eligibility determinations for cases that can be cleared systematically and where sufficient data
exists to support automation, New HEIGHTS will be enhanced to offer “no touch” eligibility processing.
This feature would support real-time opening of eligibility for applicants utilizing the Web based NH EASY
self-service solution.

Changes to ensure that the New HEIGHTS and NH EASY systems are handicapped accessible under Section

508.



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

April 22,2014

Page 4

* Adjustments to previous deliverable dates to accommodate the aggressive timelines required by the
legislation as well as a slight reduction in the original scope of work.

 Support for initiatives such as the State Innovation Mode! Testing Grant Application; completion of the high
level vision of future organization structure; development of detained organizational chart for the future state
organization, development of an implementation road map to the future state organization, ongoing DHHS
change management training and support initiatives; campletion of a work flow model for the organizational
structure, and management support for the implementation of the organization redesign roadmap

Should Govemor and Council determine to deny this request, the Department of Health and Human
Services will not be able to retain the 90% Federal match rate for these initiatives.

The State will be working with Deloitte Consulting daily ensuring that the deliverables cutlined in this
contract amendment are met. Additionally, the Centers for Medicare & Medicaid Services are also working
closely with both the State and the vendor to ensure timely implementation.

Geographic area served: Statewide
Source of Funds: 90% Federal Funds and 10% State General Funds

In the event the Federal funds become no longer available, General Funds will not be requested to
support this activity.

spectfully Submitted,

0 SR

Carol E. Sideris
Division of Client Services.

W, c

Peter Hastings
Commissioner
Department of Information Technology

Approved by: Qrm

Nicholas A. Toumpas
Commissioner

-~

The Depariment of Healih and Human Services' Mission Is lo join communities and fomilies
in providing opporiunities for citizens 1o achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF INFORMATION SERVICES

129 PLEASANT STREET, CONCORD, NH 01301-3857
603-271-9469  1-800-852-1345 Ext. 9469

Nicholas A. Toumpas
Fax: 271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Commissioner

William L. Baggeroer
Chief Information Officer

April 22,2014

Peter Hastings

Commissioner

Department of Information Technology
27 Hazen Drive

Concord, NH 03301

Requested Action and Explanation

The Department of Health and Human Services (DHHS), Division of Client Services (DCS), respectfully
requests approval to amend the existing contract with Deloitte LLP of 2601 Market Place, 2nd Floor, Harrisburg,
PA 17110, PO # 7000896, by increasing the price limitation by $5,568,097.00 from $44,655,636.33 to an
amount not to exceed $50,223,733.33, effective May 8, 2014 or the date of Governor and Executive Council
approval, whichever is later.

The purpose of this contract amendment is to modify the New HEIGHTS scope of work to accommodate
the recent legislation mandating the implementation of the New Hampshire Health Protection Program (NHHPP)
to provide a coordinated strategy to access private insurance coverage for uninsured, low-income citizens with
income up to 133 percent of the federal poverty level (FPL) using available, cost-effective health care coverage
options for Medicaid newly eligible individuals at the earliest practicable date. The approved legislation
necessitates significant changes to the New HEIGHTS system which includes:

e A process to implement the health insurance premium payment (HIPP) program to determine if it is more
cost effective for the department to pay premiums for employer sponsored health insurance and their spouse
and dependents if applicable. This includes a new interface with the HIPP vendor as well as an import of
decisions into New HEIGHTS and processes to send changes to the MMIS as well as the managed care
organizations.

e A new process to determine if applicants are medically frail after completion of a health questionnaire
screening. This includes new notices to give applicants a choice of the Alternative Benefit Plan or standard
Medicaid, integration with the HIPP process, interface changes to pass plan information to the MMIS and the
managed care organizations.

» Implementation of the voluntary bridge to marketplace premium assistance program in order to provide
medical assistance for newly eligible adults and their spouse and dependents, if applicable, who are ineligible
for the HIPP program. In order to receive medical assistance through the program, newly eligible adults shall
choose health insurance coverage either from qualified health plans (QHPs) offered on the federally-
facilitated exchange if cost effective or an alternative benefit plan (ABP) offered by one of the managed care
organizations (MCO) awarded contracts as vendors to implement Medicaid managed care.

» Implementation of the marketplace premium assistance program for newly eligible adults who are ineligible
for the HIPP program for a January, 2016 timeframe. Once the marketplace for premium assistance is
established, a conversion will be required to move eligible members from the alternative benefit plan (ABP)
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offered by a managed care organization (MCO) during the voluntary bridge to marketplace premium
assistance program. Members will be automatically enrolled at the beginning of open enrollment in a
comparable QHP by that same MCO if one is available unless, such newly eligible adult subsequently
chooses a different QHP during the enrollment period. In addition to providing conversion support, New
HEIGHTS will also be modified to support enrollment in the QHP, premium calculation, reporting and other
downstream functions.

Other changes in this amendment include:

* Implementation of the second phase of Care Management which is planned to be completed in 2014/2015
and will require changes to New HEIGHTS. Changes will include modifications in the managed care
enroliment logic, interfaces to the managed care organizations and MMIS, client notices and other similar
adjustments to include the new groups being added into managed care with Step I1.

¢ The added complexities of managing expanded Medicaid in addition to infrastructure and service
modermizations will require more project management infrastructure and support. The PMO will include a
dedicated project plan specialist to maintain the project plan and two functional support specialists to assist
the DHHS New HEIGHTS staff as liaison to stakeholders for requirements, design and testing functions.

» Real time eligibility determinations for cases that can be cleared systematically and where sufficient data
exists to support automation, New HEIGHTS will be enhanced to offer “no touch” eligibility processing.
This feature would support real-time opening of eligibility for applicants utilizing the Web based NH EASY
self-service solution.

e Changes to ensure that the New HEIGHTS and NH EASY systems are handicapped accessible under Section -
508.

¢ Adjustments to previous deliverable dates to accommodate the aggressive timelines required by the
legislation as well as a slight reduction in the original scope of work.

¢ Support for initiatives such as the State Innovation Model Testing Grant Application; completion of the high
level vision of future organization structure; development of detained organizational chart for the future state
organization, development of an implementation road map to the future state organization, ongoing DHHS
change management training and support initiatives; completion of a work flow model for the organizational
structure, and management support for the implementation of the organization redesign roadmap

Funds are available as noted below in the following accounts for Fiscal Years (FY) 2013 thru 2017:

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR’S OFFICE

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45-451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA FIELD

SVCS

[ State | Class/Object |  Description | Current |  Increase | Revised |
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Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $3,892,495.00 | $4,950,000.00 | $8,842,495.00
SFY 2015 046-500464. | Consultants . $4,714,721.00 $618,907.00 | $5,333,828.00
SFY 2016 046-500464 | Consultants $927,442.00 $0.00 $927,442.00
Sub Total $9,534,858.00 | $5,568,907.00 | $15,103,765.00

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VIl-G NEW HGHTS
RENEW

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems | $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems | $1,181,145.00 30.00 | $1,181,145.00
SFY 2015 034-500099 | Major IT Systems $523,880.00 $0.00 | $523,880.00
SFY 2016 034-500099 | Major IT Systems $178,122.00 $0.00 $178,122.00
Sub Total $8,534,449.00 30.00 | $8,534,449.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 034-500099 | Major IT Systems | $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems | $7,649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW HEIGHTS
INC

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems $7,131,779.00 $0.00 | $7,131,779.00
SFY 2017 034-500099 | Major IT Systems |  $1,269,633.33 $0.00 | $1,269,633.33
Sub Total $8,417,809.33 $0.00 | $8,417,809.33
Total | $44,655,636.33 | $5,568,907.00 | $50,224,543.33

Prior Related Actions
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The Governor and Executive Council approved the original contract on October 3, 2012, Item #36.
Amendments to this contract were approved on April 3, 2013, Item #40b and January 15, 2014 #39.

Alternatives and Benefits

This is an amendment to a sole source contract because it is in the best interest of the State of New
Hampshire and the Department of Health and Human Services to contract with Deloitte LLP for these
enhancements. Any vendor other than Deloitte would have a tremendous learning curve and the timelines do not
support the lag time that would be required to bring a new team on board. The deliverables contained in this
amendment are directly related to the work currently under development in the base contract, therefore it is not
possible to given the tight timelines and criticality of this functionality to pursue any other options.

Impact on Other State Agencies and Municipalities

DHHS does not anticipate any impact to other state agencies.

Requisition Information:

Vendor Name Deloitte LLP

Funding Sources and Amounts:

* Object | FY2013 FY2014- Total

Code(s) FY2017
STATE 034-500099 $1,209,578.00 | $7,093,042.33 $8,302,620.33
FEDERAL 034-500099 $5,441,724.00 | $17,007,785.00 |  $22,449,509.00
FEDERAL 046-500464 $4,448,520.00 | $15,023,894.00 $19,472,414.00
OTHER (Specify Source, i.e.
Registration Fees)
TOTAL $11,099,822.00 | $39,124,721.33 $50,224,543.33

CONTACT PERSON

Laurie Snow, New HEIGHTS Project Manager
NH Department of Health and Human Services
Division of Client Services
7 Eagle Square, Suite 301
Concord, NH 03301
Telephone: (603) 227-0326
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Fax: (603) 226-2154
Email: Isnow@dhhs.state.nh.us

CERTIFICATION

The undersigned hereby certify that the information provided in this document and any attachmients is
complete and accurate and that altematives to the solution defined in this document have been appropriately

considered.

Respectfully submitted,

William L. Baggeroer
Chief Information Officer

Carol Sideris, Director
Division of Client Services

Wit il

ichael O’Neil
Information Technology Manager, DHHS
Department of Information Technology

Approved by: <.

Nicholas A. Toumpas
Commissioner

CC: Leslie Mason, IT Manager
Laurie Snow, Project Manager

The Deparimenti of Health and Human Services* Mission is 1o join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Peter C. Hastings
Commissioner

April 24, 2014

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DolIT) has approved your agency’s request to enter into a contract amendment with Deloitte
Consulting LLP, of Pittsburgh, PA as described below and referenced as DoIT No. 2013-063C.

This is a request to amend the contract to modify the New HEIGHTS scope of
work to accommodate the recent legislation mandating the implementation of the
New Hampshire Health Protection Program (NHHPP) to provide a coordinated
strategy to access private insurance coverage for uninsured, low-income citizens
with income up to 133 percent of the federal poverty level (FPL) using available,
cost-effective health care coverage options for Medicaid newly eligible
individuals at the earliest practicable date. The amendment increases the contract
funding by $5,568,907.00, from $44,655,636.33 to an amount not to exceed
$50,224,543.33 and shall be effective upon Govemnor and Council approval.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

i C

Peter C. Hastings

PCH/Itm
Contract #2013-063C

cc: Mary Calise, DHHS
Leslie Mason, DolT



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
New HEIGHTS
Service Modernization and Incremental Renewal -
Amendment 3

This 3rd Amendment to the Deloitte Consulting LLP Contract (hereinafter referred to as Amendment 3)
dated thisﬂ’éay of /’7/ 2014, is by and between the State of New Hampshire, Department of Health
and Human Services (hereinafter referred to as the “State” or the “Department” or “DHHS”) and Deloitte
Consulting, Limited Liability Partnership (hereinafter “Deloitte” and/or “the Contractor”) with a place of business
at 1000 One PPG Place, Pittsburgh, Pennsylvania 15222-5414.

WHEREAS, pursuant to an Agreement (the Contract) approved by Governor and Executive Council, on
October 3, 2012, Item #36, P.O. Number 7000896, the Contractor agrees to supply certain services upon the terms
and conditions specified in the Contract and in consideration of certain sums as specified therein; and

WHEREAS, pursuant to section 17 of the General Terms, Form P-37 (1/09) the Contract may be
modified or amended only by a written instrument executed by the parties thereto, and only after approved of such
modification by the Governor and Executive Council; and

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;
and

WHEREAS, this Agreement may be amended by mutual agreement of the Parties subject to formal
approval by the Governor and Executive Council of the State of New Hampshire and

WHEREAS the Department wishes to amend the New HEIGHTS contract to support Expanded
Medicaid, the Department and the Contractor hereby agree to amend the Scope of Work and the terms and
conditions of the Contract;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Contract and set forth herein, the parties agree as follows:

1. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect on April 23, 2014, or upon the approval of the Governor and Executive Council,
whichever is later.

2. General Provisions, Form P-37 (1/09) is hereby amended as follows:

2.1.Block 1.8, Price Limitation, increase by an amount not to exceed $5,568,907 from $44,655,636.33 to
$50,224,543.

2.2.Block 3, “Effective Date: Completion of Services” is amended by adding the following sentences to 3.1:

“The effective date of the original contract is October 4, 2012. This Amendment, Amendment 3, is
effective on the date of Governor and Executive Council approval or April 23, 2014, whichever is later.

3. Exhibit A Contract Scope of Work is hereby amended as follows:

Initial all page Service Modemization and Incremental Renewal, Amendment 3
Vendor laitials Page 1 of 7



3.1. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.1. Purpose is hereby stricken and
replaced with the following:

This document defines the specific services Deloitte Consulting LLP (Contractor) will provide to the
State. In general, these services include enhancement of the New HEIGHTS system in support of the
scope of work defined in Attachment B — New HEIGHTS Statement of Work. The scope of services
includes projects to support CMS’s standards and conditions for enhanced Medicaid funding,
modernization of the New HEIGHTS technology architecture, enhancements to support the DHHS
Access Front Door (AFD) service modernization initiative, integration with the Federally Facilitated
Exchange (FFE) and the Federal Data Services Hub (FDSH), security, accessibility, Medicaid
enhancements, the New Hampshire Health Protection Program (HPP) as well as supporting changes to
the New HEIGHTS and NH EASY systems.

3.2. The provisions of Contract Exhibit A: Scope of Work, Paragraph {.5.1 Order of Precedence is hereby
stricken and replaced with the following:

For interpretive purposes, in the event of conflict or ambiguity among the document elements of this Agreement,
such conflict or ambiguity shall be resolved by giving precedence to the document elements in the following order:
o New Hampshire Standard Agreement Terms and Conditions, Form P-37;
e Exhibits A,B,C,C-1,D,E,F,G,H,LJ;

3.3. The provisions of Contract Exhibit A: Scope of Work, Paragraph 3.1 (a) are amended by inserting the following
thereafter:

A baseline complement of Contractor staff will be provided according to Attachment A New HEIGHTS
Staff Loading, to perform work under the Services, Requirements, and Staffing as defined in Attachment
B ~ New HEIGHTS Statement of Work (the "Work”). Work shall be scheduled full time for all resources
on the project as defined in Attachment A. Full time is defined as forty hours per week. The total hours
provided by the contractor shall meet the full time equivalents (FTE) defined in Attachment A with an
average equal to 173.33 hours per month per FTE.

3.4. The provisions of Contract Exhibit A: Scape of Work, Paragraph 3.2 (e) is hereby stricken and replaced
with the following:

Facilities and desktop computing hardware and software for up to 85 implementation services Contractor
staff housed at the 7 Eagle Square site or an equivalent location.

3.5. The provisions of Contract Exhibit A: Scope of Work Paragraphs 4. PROJECT MANAGEMENT AND
RESPONSIBILITIES, 5. COMMUNICATION AND REPORTING, 6. TESTING, 7. SYSTEM
DOCUMENTATION are amended by replacing each instance of “Attachment B New HEIGHTS Scope
of Services, Attachment B - New HEIGHTS and FFE Scope of Services Amendment 1, and Attachment
B — Addendum for Amendment 2 Security, Accessibility and Medicaid Enhancements Scope of
Services” with “Attachment B New HEIGHTS Statement of Work.”

o
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4. Exhibit B Payment Terms is hereby amended as follows:
4.1. Amend Exhibit B Section 1, Price, by striking:

;-a) The total price for all services and facilities provided under this Agreement shall not exceed
$44,655,636.33.

And inserting in its place:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$50,224,543 33, as stated in the General Terms and Conditions, Form P-37, Section 1.8.

4.2. Amend Exhibit B Section 2(a), Terms of Payment by striking:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,222,749.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

o CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,522,048.00.

» CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$34,896,985.00.

» CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $13,854.00.

And inserting in its place:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,302,620.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

» CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,416,974.00.

s CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$40,496,021.00.

e CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $8,928.00

4.3. The provisions of Contract Exhibit B Section 2(b), Terms of Payment is hereby stricken and replaced
with the following:

b) The State will make payment to the Contractor for completion of milestones as defined in the New
HEIGHTS Milestones included as Attachment B-1. The schedule of payments and milestone
definitions pursuant to Attachment B-1 may be modified in writing with the mutual agreement of both
the State and the Contractor, provided the modifications-do not exceed the total amounts of
Attachment B-1.

4.4. Amend Exhibit B Section 2(c), Terms of Payment by striking:

Service Modemization and Incremental Renewal, Amendment 3
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¢} A portion of the funding totaling $53,378,700 towards this contract is budgeted and available in the
following accounts for the current biennium:
05-95-45-450030-0967: $7,500,000
05-95-95-950030-0977: $15,000,000
05-95-45-450010-6125: $4,500,000
05-95-45-450030-2924: $16,843,842
05-95-45-450010-7993: $9,534,858

And inserting in its place:

c) A portion of the funding totaling $50,521,574 towards this contract is budgeted and available in the
following accounts for the current biennium:
05-95-45-450030-0967: $7,500,000
05-95-95-950030-0977: $15,000,000
05-95-45-450010-6125: $4,500,000
05-95-45-450030-2924: $8,417,809
05-95-45-450010-7993: $15,103,765

4.5. The provisions of Contract Exhibit B Section 2 (e), Terms of Payment is hereby stricken and replaced
with the following: ’

e) The Parties further agree that the invoices for Amendment 3 will contain the payment number and the
services as indicated in Attachment B-1 — New HEIGHTS Milestones and the Contractor has no
obligation to provide details in the invoice for state and federal cost allocations.
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IN WITNESS WHEREOF, the parties have set their hands as of the dates written below.

State of New Hampshire
Office of Information Systems

Datei/_z_f_/; 7 a%*- ﬁw\_«

William L. Baggeroer i
Director

Date ‘;‘/a’s///y

Carol E.
Director

State of New Hampshire

Department of Health and Huma; i
\SAN
Date Qy// Approved by: . \>

Nicholas A. Toumpas
Commissioner

Deloitte Consulting, LLP K/

e A G N2

Sundhar Sekhar, Principal
Deloitte Consulting LLP
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STATE OF
COUNTY

On this the 2@44 day of QF‘“t 2014, before me, 4izts Mo
the undersigned officer, personally appeared /) 7/, 22 'ﬁgr;fm A dpsd frdwn to me (or satisfactorily
proven) to be the person whose name subscribed to the within instrument, and acknowledged that he/she cxecu‘ted

the same for purposes therein contained. /

In witness thereof 1 hereto set my hand and official seal. , . S ‘l\‘g
. ; ol A%

K}ﬁjdﬂﬂﬁ?&wé_ = ! o |

otary Public O I B
My Commission Expires_py /i< (;ZQ / K

STATE OF , ;
COUNTY - .

On this the??wg; day of Clg ;4./

the undersigned officer, personally appeared y
proven) to be the person whose name subscribed to the within mstrument, and acknowledged that h

the same for purposes therein contained. N
In witness thereof I hereto set my hand and official seal.

_ 2014 before me , >

STATE OF
COUNTY

On this the Q *‘ day of AQE / 2014, before me /(JIIQ/&L 6&)/1//7'5

the undersigned officer, personally appeared _('4x04 [ . 5 DELLT , known to me (or satisfactorily
proven) to be the person whose name subscribed to the within instrument, and acknowledged that he/she executed

the same for purposes therein contained.

In witness thereof | hereto set my hand and official seal. ( 2 , &) M
Notary Public
My Commission Expires 4[27[23
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CERTIFICATE EXHIBIT A

I, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

1. Iam a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting”).

2. Ihave custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and all actions on behalf of and in the name
of Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all
documents, agreements, and other instruments (and any and all amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

S. I am duly authorized to issue this Certificate.

IN WITNESS WHEREOF, ] have hereunto set my hand as a Principal of Deloitte Consulting
LLP this F3Y day of ,2014.
\
%M -,

Sundhar Sekhar

PENNSYLVANIA

COUNTY OF CUMBERLAND

On thisﬁa@day of (LOM , 2014, before me, Llhd 0 (}/h”gﬁﬂ—‘ W
the undersigned officer, personally appeared Sundhar Sekhar who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such

Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WETOF, 1 hereunto set my hand ang official seal.

My Commission Expires: g T - 4, )101 5 4 @/w,.shn-('/,/‘ﬂ('&&
J

Notary Republic

COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL

Linda Christine Fowler. Notary Public

Camp Hill Boro, Cumberiand County

1 My Commission Expires Jan. 4, 2018

MEWSER. PENNSYLVANIA ASSOCIATICN GF WOTARI




9. The following persons, whose signaturcs appear below, have been duly appointed or
assigned to and now occupy the positions indicated below in Deloitte Consulting:

=,
Jaso? Reilly, Principal
Deloitte Consulting LLP
Camp Hill Office

O N Sh—

Sundhar Sekhar, Pringigal—

Deloitte Consulting LLP
Camp Hill Office

10. IN WITNESS WHEREOF, I have hereunto set my hand as Principal of the Partnership this
AAN day of _(A_ul ,2014,

t

2
Jason Reilly ——

PENNSYLVANIA

COUNTY OF CUMBERLAND

on this 47 ay of | ) ud , 2014, before me, Luda O””Sﬁ/lﬂj@"g"

the undersigned officer, personally appeared Jason Reilly who acknowledged himself to be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.
My Commission Expires: qu : ‘4/ A0 15 m Wﬁﬁ/vﬁw&“
[

No(ary'Repu blic

COMMONWEALTH OF PENNSYLVANIA
NOTARIAL SEAL

2 Linda Christine Fowler, Notary Public
Camp Hill Boro. Cumbertand County

My Commisgion Expires Jan. 4, 2015
WEXBER, PENNSTLVARIA ASSOCIATIGN OF NOTARIES




CERTIFICATE

1, Jason Reilly, Principal of Deloitte Consulting LLP, do hereby certify that:

I am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting”);

| maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and a list of the Principals of Deloitte Consulting assigned to the Camp Hill,
Pennsylvania Office;

I am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals;

I have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal of Deloitte Consulting to enter into and sign agreements in the name
of and on behalf of Deloitte Consulting;

Sundhar Sekhar, is on the date hereof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the name of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
deliver the contract with the State of New Hampshire, acting through the Office of the
Govemor, providing for the performance by Deloitte Consulting of certain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thereto) as he may deem necessary,
desirable, or appropriate to accomplish the same;

The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Consulting thereby;

The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect

as of the date thereof;



STATE OF (-ﬁn[]ﬁj} il

county oF ___ UMy an
On this the éawoday of { “2{1}20[4 before me, L\W}G& (‘)]I’Bhn; 4(!"the ungarsigned officer, personally
appeared Jurqu S{U,]a v who acknowledged himself/herself to be a 1 Z H WA lﬂl of Deloitte

Consulting LLP, a Delaware registered limited liability partnership, and that he/she, as such

being authorized to do so, executed the foregoing instrument for the purposes therein contained, by signing the name
of the corporation by himself/herself as Principal. urd mﬂ K ’7& 4

"IN WITNESS WHEREOF, | hereunto set my hand and official seal.

COMMONWEALTH OF PENNSYLVANIA .
NOTARIAL SEAL ‘J C}Uu%ﬁru

tinda Cheistine Fowler. Notary Public - ;
Camp Hill Boro, Cumbertand County Notary Public/Justice of thefeace '
My Commission Expires Jan. 4, 2015 My commission expires: . 4, 020] f_)/

MENBER, PENKSYLYANIA ASSOCIATION OF WOTARIES

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL
. By: _
Date: l/—ZF* 4

I hereby certify that the foregoing contract was appkoved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

-

By:

Title:

Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF HUMAN SERVICES
DIVISION OF CLIENT SERVICES

129 PLEASANT STREET, CONCORD, NH 03301
603-271-9404  1-800-852-3345 ExL 9404
Fax: 603-2171-4232 TDD Access: 1-800-735-2964 www.dbhs.nh.gov

Nicholas A. Toumpas
Commissiooer

Carol E. Sideris
Director

December 23, 2013

Her Excellency, Governor Margaret Wood Hassan »
and the Honorable Council . oy,

State House ' ﬁa? Sﬂ/g é

Concord, New Hampshire 03301 ‘ : {

REQUESTED ACTION y .
|0 (ﬂww’l

Authorize the State of New Hampshire, Department of Health and Human Services, Division of Client
Services to amend an existing sole source contract (PO# 7000896) with Deloitte Consulting LLP, 2601 Market
Place, 2™ Floor, Harrisburg, PA 17110 (Vendor # l74776), by increasing the price limitation by $11,345,012.00
from $33,310,624.33 to an amount not to exceed $44,655,636.33, effective January 1, 2014 or the date of
Governor and Executive Council approval, whichever is later. This Agreement was originally approved by
Governor and Council on October 3, 2012, Item # 36, and amended on April 3, 2013, Item # 40 B. The purpose
of this contract is to complete the modemization of the New HEIGHTS infrastructure, and to provide
functionality to support DHHS’s strategic vision for improved service delivery. Funds are available in the
following accounts(s) in State Fiscal Year 2014 and are anticipated to be available in State Fiscal Years 2015 -
2017 upon the availability and continued appropriation of funds in the future operating budgets, with authority to
adjust amounts within the price limitation and amend the related terms of the contract without further approval
from Governor and Executive Council.

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR’S OFFICE

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budpget
SFY 2013 046-500464 | Consultants $4,448,520.00 $0.00 | $4,448,520.00
Sub Total $4,448,520.00 $0.00 | $4,448,520.00

05-95-45-451010-7993 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF CLIENT SERVICES, CLIENT SERVICES - DFA FIELD

SVCS
State Class/Object Description Current Increase Revised
Fiscal Modified {Decrease) Modified
Year Budget Amount Budget
SFY 2014 046-500464 | Consultants $0.00 | $3,892,495.00 | $3,892,495.00
SFY 2015 046-500464 | Consultants $0.00 | $4,714,921.00 | $4,714,921.00
SFY 2016 046-500464 | Consultants 30.00 $927,442.00 $927,442.00
Sub Total $0.00 | $9,534,853.00 | $9,534,858.00




Her Excellency, Govemnor Margaret Wood Hassan
and the Honorable Council

December 23, 2013

Page 2

05-95-45-450030-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW HGHTS

RENEW

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems | $6,651,302.00 $0.00 | $6,651,302.00
SFY 2014 034-500099 | Major IT Systems $748,645.00 $432,500.00 | $1,181,145.00
SFY 2015 034-500099 | Major IT Systems $0.00 $523,880.00 | $523,880.00
SFY 2016 034-500099 | Major IT Systems $0.00 $178,122.00} $178,122.00
Sub Total $7,399,947.00 | $1,134,502.00 | 38,534,449.00

05-95-95-950030-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised

Fiscal Modified (Decrease) Modified

Year Budget Amount Budget
SFY 2014 | 034-500099 { Major IT Systems | $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 034-500099 | Major IT Systems | $7,649,112.00 $0.00 | $7,649,112.00
Sub Total $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-450030-2924 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 13-195:VII-E — NEW HEIGHTS

INC

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget . Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems | $6,456,127.00 $675,652.00{ $7,131,779.00
SFY 2017 034-500099 | Major IT Systems | $1,269,633.33 $0.00 | $1,269,633.33
Sub Total $7,742,157.33 $675,652.00 | $8,417,809.33

Total | $33,310,624.33 | $11,345,012.00 | $44,655,636.33

EXPLANATION

This is an amendment to a sole source contract because it is in the best interest of the State of New
Hampshire and the Department of Health and Human Services to contract with Deloitie Consulting LLP for these
enhancements. Any vendor other than Deloitte would have a tremendous leaming curve and the timelines do not
support the lag time that would be required to bring a new team on board. The deliverables contained in this
amendment are directly related to the work currently under development in the contract, therefore it is not
possible to given the tight timelines and criticality of this functionality to consider another vendor.
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The purpose of this contract is to complete the modemization of the New HEIGHTS infrastructure, and
to provide functionality to support DHHSs strategic vision for improved service delivery. The areas that will be
addressed include:

¢ Design, development and implementation requirements necessary to ensure compliance with security
standards and 508 requirements for access to the system by handicapped citizens;
¢ Support for the Department's service modemization initiatives;

¢ DHHS Medicaid transformation support;
o Testing and quality assurance resources to ensure successful implementation of the New HEIGHTS

incremental renewal project.

Should Govemnor and Council determine to deny this rcqucs;l, the Department of Health and Human
Services will not be able to retain the 90% Federal match rate for these initiatives.

The State will be working with Deloitte Consulting daily ensuring that the deliverables outlined in this
contract amendment are met. Additionally, the Centers for Medicare & Medicaid Services are also working

closely with both the State and the vendor to ensure timely implemeantation.
Geographic area served: Statewide

Source of Funds: 90% Federal Funds and 10% State General Funds

In the event the Federal funds become no longer available, General Funds will not be requested to

support this activity.
Cp,ectfu S i
’ \w

~ o=

Carol E. Sideris
Division of Client Services

240 Yt

Peter Hastings
Commissioner
Department of Information Technology

Approved by: M )
’%g)licho as A. Tdumpas
Commissioner ‘

The Department of Health and Human Services’ Misgion is to join communities ond families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
Z7 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
. www.nh.gov/doit

Peter C. Hastings
Acting Commissioner

December 26, 2013

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract with Deloitte Consulting LLP,
of Harrisburg, PA, as described below and referenced as Dol T No. 2014-117.

This is a request to enter into a second contract amendment to complete the

modemization of the New HEIGHTS infrastructure, and to provide functionality

to support DHHS’s strategic vision for improved service delivery, including:

- Design, development and implementation requirements necessary o ensure
compliance with security standards and 508 handicap access requirements;

- Support for the Department'’s service modemization initiatives;

- DHHS Medicaid transformation support; and

- Testing and quality assurance for the New Heights incremental renewal

project.

The contract value is increased by $11,345,012 to a new not to exceed contract value of
$44,655,636.33. Contract expiration date is unchanged.

A copy of this letter should be included with the Department of Health and Human

Services® submission to the Governor and Executive Council.
Siz

Peter C. Hastings

\

PCH/Itm
Contract #2014-117

CC: Michael O'Neif, DolT
Leslic Mason, DolT



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
New HEIGHTS
Service Modernization and Incremental Renewal
Amendment 2

This 2nd Amepdment to the Deloitte Consulting LLP Contract (hereinafter referred to as Amendment 2)
dated this Zj_qaay of l)_('CQ’ NEY 2013, is by and between the State of New Hampshire, Department of Health
and Human Services (hereinafer referred to as the “State” or the “Department”” or “DHHS”) and Deloitte
Consulting, Limited Liability Partnership (hercinafter “Deloitte” and/or “the Contractor”) with a place of business
at 1000 One PPG Place, Pittsburgh, Pennsylvania 15222-5414.

WHEREAS, pursuant to an Agreement (the Contract) approved by Governor and Executive Council, on
October 3, 2012, Item #36, P.O, Number 7000896, the Contractor agrees to supply certain services upon the terms
and conditions specified in the Contract and in consideration of certain sums as specified therein; and

WHEREAS, pursuant to section 17 of the General Terms, Form P-37 (1/09) the Contract may be
modified or amended only by a written instrument executed by the parties thereto, and only after approved of such
modification by the Governor and Executive Council; and

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;
and

WHEREAS, this Agreement may be amended by mutual agreement of the Parties subject to formal
approval by the Governor and Executive Council of the State of New Hampshire and

WHEREAS the Department wishes to amend the New HEIGHTS contract to support Affordable Care Act
(ACA) requirements including security, accessibility and Medicaid enhancements, the Department and the
Contractor hereby agree to amend the Scope of Work and the terms and conditions of the Contract;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Contract and set forth herein, the parties agree as follows:

1. Except as provided herein, ail provisibns of the Agreement shall remain in full force and effect. This
modification shall take effect on January 1, 2014, or upon the approval of the Govemor and Executive
Council, whichever is later.

2. General Provisions, Form P-37 (1/09) is hereby amended as follows:

2.1.Block 1.8, Price Limitation, increase by an amount not to exceed $11,345,012 from $33,310,624.33 to
$44,655,636.33 .

2.2.Block 3, “Effective Date: Completion of Services” is amended by adding the following sentences to 3.1:

“The effective date of the original contract is October 4, 2012. This Amendment, Amendment 2, is
effective on the date of Governor and Executive Council approval or January 1, 2014, whichever is later.

3. Exhibit A Contract Scope of Work is hereby amended as follows:

Service Modemization and Incremental Renewal, Amendment |
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3.1. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.1. Purpose are amended by inserting
the following thereafier: Attachment B — Addendum for Amendment 2 Security, Accessibility and
Medicaid Enhancements Scope of Services.

3.2. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.5.1 are amended by inserting the
following thereafler:

o Amendment 2

o Attachment A “Attachment A — Addendum for Amendment 2 Security, Accessibility and Medicaid
Enhancements Staff Loading”’

o Attachment B “Attachment B — Addendum for Amendment 2 Security, Accessibility and Medicaid
Enhancements Scope of Services”

o Attachment B-1 “Attachment B-1 — Addendum for Amendment 2 Security, Accessibility and Medicaid
Enhancements Implementation Services Milestones”

» And any and all other attachments and/or appendices and/or tables.

3.3. The provisions of Contract Exhibit A: Scope of Work, Paragraph 3.1 (a) are amended by inserting the
following thereafter:

A baseline compltement of Contractor staff will be provided for Amendment 2 according to Attachment A
— Addendum for Amendment 2 Security, Accessibility and Medicaid Enhancements Staff Loading, to
perform work under the Services, Requirements, and Staffing as defined in Attachment B — Addendum
for Amendment 2 Security, Accessibility and Medicaid Enhancements Scope of Services (the "Work™).
Work shall be scheduled full time for all resources on the project as defined in Attachment A - Addendum
for Amendment 2. Full time is defined as forty hours per week. The total hours provided by the

contractor shall meet the full time equivalents (FTE) defined in Attachment A with an average equal to
173.33 hours per month per FTE.

3.4. The provisions of Contract Exhibit A: Scope of Work, Paragraph 3.2 (e) is hereby stricken and replaced
with the following:

Facilities and desktop computing hardware and software for up to 60 implementation seryices Contractor
staff housed at the 7 Eagle Square site or an equivalent location.

3.5. The provisions of Contract Exhibit A: Scope of Work Paragraphs 4. PROJECT MANAGEMENT AND
RESPONSIBILITIES, 5. COMMUNICATION AND REPORTING, 6.TESTING, 7. SYSTEM
DOCUMENTATION are amended by inserting the following after each instance of Attachment B New

HEIGHTS Scope of Services: and Attachment B — Addendum for Amendment 2 Security, Accessibility
and Medicaid Enhancements Scope of Services.

Initial all pages Service Modemization and Incrementa) Renewal, Amendment 2
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4. Exhibit B Payment Terms is hereby amended as follows:
4.1. Amend Exhibit B Section 1, Price, by striking:

a) The total price for all services and facilities provided under this Agreement shall not exceed
$33,310,624.33.

And inserting in its place:
a) The total price for all services and facilities provided under this Agreement shall not exceed
$44,655,636.33 , as stated in the General Terms and Conditions, Form P-37, Section 1.8.

4.2. Amend Exhibit B Section 2, Terms of Payment by striking:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$7,088,247.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

e CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,522,048.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$24,686,475.00.

» CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title [V-E Foster Care/Adoption
Assistance in the amount of $13,854,00.

And inserting in its place:

b) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$8,222,749.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

e CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,522,048.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$34,896,985.00.

e CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption

Assistance in the amount of $13,854.00.

4.3. The provisions of Contract Exhibit B Section 2, Terms of Payment are amended by Inserting the
following thereafter:

¢) The State will make payment to the Contractor for Amendment 2 as defined in the Milestone
Payment Schedule included as Attachment B-1 — Addendum for Amendment 2 Security,
Accessibility and Medicaid Enhancements Implementation Services Milestones. The schedule of
payments and milestone definitions pursuant to Attachment B-1 may be modified in writing with the
mutual agreement of both the State and the Contractor, provided the modifications do not exceed the

total amounts of Attachment B-1.
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4.4. Amend Exhibit B Section 2, Terms of Payment by striking:

a).

An

a)

A portion of the funding totaling $27,000,000 towards this contract is budgeted and available in the
following accounts for the current biennium:

05-95-45-450030-0967: $7,500,000

05-95-95-950030-0977: $15,000,000

05-95-45-450010-6125: $4,500,000

A combination of Capital and Operating funding requests is being submitted for the full funding of
this contract as part of the budget process for SFY 201472015,

d inserting in its place:

A portion of the funding totaling $53,378,700 towards this contract is budgeted and available in the
following accounts for the current biennium:

05-95-45-450030-0967: $7,500,000

05-95-95-950030-0977: $15,000,000

05-95-45-450010-6125: $4,500,000

05-95-45-450030-2924: $16,843,842

05-95-45-450010-7993: $9,534,858

4.5. The provisions of Contract Exhibit B Section 2, Terms of Payment are amended by I[nserting the

fo

b)

llowing thereafter :

The Parties further agree that the invoices for Amendment 2 will contain the payment number and the
services as indicated in Attachment B-1 — Addendum for Amendment 2 Security, Accessibility and
Medicaid Enhancements Implementation Services Milestones and the Contractor has no obligation to
provide details in the invoice for state and federal cost allocations.
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IN WITNESS WHEREOF, the parties have set their hands as of the dates written below.

State of New Hampshire
OfTice of Information Systems

Date ‘I¢ZZ‘///'5 //{%‘ {6’7‘1&‘—0’(""”

William L. Baggeroer
Director

State of New Hampshire
Division of Client Services

Date lg}ajlli ‘h'l‘
arolE Sldcns

Director

State of New Hampshire
Department of Health and Human Services

Date_ | g} 24 ! |13 Approved by:
’wicholu A. Toumpas
Commissioner

Deloittec Consulting, LLP

Date \é\?ﬁ'}z\ D gv-vvg‘\”géﬁ/j{//

Sundhar Sekhar, Principal
Deloitte Consulting LLP

Service Modemization and Incremental Renewat, Amendment 2
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STATE OF

COUNTY
On this the ,.l_-\li'i day of__ﬁu,m_fgl_ml} before %&Z&‘ { %ﬂﬂ
the undersigned ofTicer, personally appeared 2.0 @) o me (or satisfactorily

proven) to be the person whose name subscnbed to the wnhm*{nstrument, and acknowledged that he/s\he executed
the same for purposes therein contained. FO .
7 . fRE G

In witness thereof | hereto set my hand and official seal.

, : i
" Notary Public ¢ 0,' -
My Commission Expiresﬂ /4 ﬁ/?)';.._’/ '
STATE OF s
COUNTY =

On this the e‘ﬂﬁ— day ou&i_mﬁu__zon before me -
the undersigned officer, personally appeared Fe (>, /%) 24 ) R to me (or satisfactorily
proven) to be the person whose name subscribed to the within instrument, and acknowtédged that he/she executed
the same for purposes therein contained.

In witness thereof [ hereto set my hand and official seal,

STATE OF

COUNTY .

On this the day of 2013, before me,

the undersigned officer, personally appeared , known to me (or satisfactorily

proven) to be the person whose name subscribed to the within instrument, and acknowledged that he/she executed
the same for purposes therein contained.
In witness thereof I hereto set my hand and official seal.

Notary Public
My Commission Expires

Initial alf pages Service Modemization and Incremental Renewal, Amendment 2
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STATE OF p 388 gql\/dﬁu,

COUNTY OF f)auoh N
On this the Z:! day ong’gngrzon before me, l i’ Ih O “Df th the u crsxgned offoer, personally

appeared Sufd\m{ A who acknowledged himselffherself to be a t’ thG D& of Defoitte

Consulting LLP, a Delaware registered limited liability partnership, and that helshe, as such

being authorized to do so, executed the foregoing instrument for the purposes therein contained, by signing the name

of the corporation by himself/herself as Principal.

Nde Sed

IN WITNESS WHEREOF IMWR set my hand and official seal.
Linda Qiwistine Horton, Notary Public
Susquehanna Twp., Dauphin County

Cnishra #ﬁm\—-
My Commission Explres Jan. 4, 2015

ANTA ASSOCIATION OF NOTARIES Notary Public/Justice of the Peace ¥
e sson expives: _Cnigutf 4T, 2045

My commission expires:

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFW THE ATTORNEY GENERAL
By: 11C
Date: 12 { L l 3

I hereby certify that the foregoing contract was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeling on: (date of meeting)

OfTice of the Secretary of State

By:

Title:

Date:
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CERTIFICATE

1, Christina Dorfhuber, Principal of Deloitte Consulting LLP, do hereby certify.that:

| am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting”),

I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte .
Consulting and a list of the Principals of Deloitte Consulting assigned to the Camp Hill,
Pennsylvania Office;

1 am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals;

I have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal of Deloitte Consulting to enter into and sign agreements in the name
of and on behalf of Deloitte Consulting;

Sundhar Sekhar, is on the date hereof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the name of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
deliver the contract with the State of New Hampshire, acting through the Office of the
Govemor, providing for the performance by Deloitte Consulting of certain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thereto) as he may deem necessary,
desirable, or appropriate to accomplish the same;

The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Consulting thereby;

The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect

as of the date thereof;



9. The following persons, whose signatures appear below, have been duly appointed or
~ assigned to and now occupy the positions indicated below in Deloitte Consulting:

istina Dorfhuber, Princi
Deloitte Consulting LLP
Camp Hill Office

C»«&L [SYqT

Sundhar Sekhar, Principal
Deloitte Consulting LLP
Camp Hill Office

10. IN WITNESS WHEREOF, 1 have hereunto set my hand as Principal of the Partnership this

AN G—

Clb'(t“\a Dorfhuber

Pennsylvania

COUNTY OF Dauphin

On this Z&mday of DCC‘.C)’Y]bCV _, 2013, before mc.wa Chhﬁhru "MY\‘

the undersigned officer, personally appeared Christina Dorfhuber who acknowledged herself'to
be a Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that she, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing her name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.

My Commission Expires: § ;Z! l!jj“[# ﬂﬁ’z 2015 ah
Notary Republic

COMMONWEALTH OF PENNSYLVANIA
Notarfal Seal
2 Uinda Quistine Horton, Notary Public
Susquehanna Twp., Dauphin Courky
My Cormmi Expires Jaa. 4, 2015
MEMBER, PENNSYLVANIA ASSOCIATION OF NOTARIES




CERTIFICATE EXHIBIT A

1, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

l. I'am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting™).

2. | have custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and all actions on behalf of and in the name
of Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all

“documents, agreements, and other instruments (and any and all amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. lam duly authorized to issue this Certificate.

IN WIT NESSWHEREOF, kgmve hereunto set my hand as a Principal of Deloitte Consulting
\

LLP this L day of v hod 2013,
G
- A= - - ,

Sundhar Sekhar

Pennsylvania

COUNTY OF Dauphin

on this 23P dayof [etmbey ,2013,bcforeme,LU'd1 Chghry 4@/@\‘

the undersigned officer, personally appeared Sundhar Sekhar who acknowledged himselflto be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREQF, | hereunto set my hand and official seal.

My Commission _Expir;s: qu.n,u_afu]) ’{ﬁ'?, 205 ﬁbﬂd&‘llh/u Sﬁm {{5‘4‘\

‘Notary Republic

COMMONWEALTH OF PENNSYLVANIA
Noaral Seal ]

Linda Christine Horton, Notary Public
Susquehanna Twp., Dauphin County
Jan. 4, 2015

EMBER, PENNSTLVANTA ASSOCIATION OF NOTARIES
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF HUMAN SERVICES :
DIVISION OF CLIENT SERVICES

Nicholas A. Toumpaa
Commissioosr 129 PLEASANT STREET, CONCORD, NH 03301
603-271-640¢ 1-800-852-3348 Ext, 5404
Carol B. Sideris Fax: 603-271-4132 TDD Access: 1-800-785-2064 www.dhbs.nh.gov
b

GSBArIEEd

v-3-\3

Her Excellency, Govemor Margaret Wood Hassan
and the Honorable Council
State House

Date

Concord, New Hampshire 03301

1o

ltem#

REQUESTED ACTION

Authorize the State of New Hampshire, Department of Health and Human Services, Division of Client
Services to amend an existing sole source contract (PO¥ 7000896) with Deloitte Consulting LLP, 2601 Market
Place, 2™ Floor, Harrisburg, PA 17110 (Vendor # 174776), by increasing the price limitation by $4,942,800.00
from $28,367,824.33 to an amount not to exceed $33,310,624.33, effective April 3, 2013 or the date of Governor
and Executive Council, whichever is later. The purpose of this amendment is to provide integration with both the
Federally Facilitated Exchange and the Federal Data Services Hub, as well as provide the necessary
modifications to New HEIGHTS, ensuring compliance with the Affordable Care Act. Governor and Council
approved the original contract on October 3, 2012, Agenda Item #36. Funds are available in the following
accounts(s) in State Fiscal Year 20(3 and are anticipated to be available in State Fiscal Years 2014 — 2017 upon
the availahility and continued appropriation of funds in the future operating budgets, with authority to adjust
amounts within the price limitation and amend the related terms of the contract without further approval from

Govemnor and Executive Council. /O///WP ot T = ﬁ% Lo /0% @

05-95-45-450010-6125 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, DIRECTOR'S OFFICE

State Class/Object Description Current Increase Revised

Fiscal Modified {Decrease) Modified

Year Budget Amount Budget
SFY 2013 046-500464 | Consultants $0.00 | $4,448,520.00 | $4,448,520.00
Sub Total $0.00 | $4,448,520.00 | $4,448,520.00

05-95-45-450010-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VIl-G NEW HGHTS

RENEW
State Class/Object Description Current Incredse Revised
Fiscal e — - Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2013 034-500099 | Major IT Systems | $6,157,022.00 | $494,280.00 | $6,651,302.00
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SFY 2014 034-500099 | Major IT Systems $748,645.00 $0.00 | $743,645.00
Sub Total $6,905,667.00 | $494,280.00 | $7,399,947.00

05-95-95-950010-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
- Year - R Budget Amount Budget
SFY 2014 | 034-500099 | Major IT Systems | $6,070,888.00 $0.00 | $6,070,888.00
SFY 2015 | 034-500099 | Major IT Systems | $7,649,112.00 $0.00 | $7,649,112.00
- Sub Total _ $13,720,000.00 $0.00 | $13,720,000.00

05-95-45-450010-TBD HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, TBD

State Class/Object Description Current Increase Revised
Fiscal Modified (Decrease) Modified
Year Budget Amount Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00 $0.00 $16,397.00
SFY 2016 034-500099 | Major IT Systems |  $6,456,127.00 $0.00 | $6,456,127.00
SFY 2017 034-500099 | Major IT Systems |  $1,269,633.33 30.00 | $1,269,633.33
Sub Total $7,742,157333 $0.00 | $7,742,157333

3 3
Total | $28,367,824.33 | $4,942,800.00 | $33,310,62433

EXPLANATION

This is 2n amendment to a sole source contract because it is in the best interest of the State of New
Hampshire and the Department of Health and Human Services to contract with Deloitte Consulting LLP for these
enhancements. Any vendor other than Deloitte would have a tremendous learning curve and the timelines do not
support the lag time that would be required to bring 8 new team on board. The deliverables contained in this
amendment are directly related to the work currently under development in the contract, therefore it is not
possible to given the tight timelines and criticality of this functionality to consider another vendor.

At the time of the original contract submission, the scope of the Affordable Care Act work included an
analysis of requirements to establish a Health Insurance Exchange interface with a State, Regional or Federal
exchange. A determination has been made to integrate New HEIGHTS with the Federally Facilitated Exchange.
This amendment is to provide functionality to complete the work of implementing the Heaith Insurance Exchange
within the aggressive time limits required under the Affordable Care Act.

The arcas that need to be addressed as part of the Health Insurance Exchange implementation include:

» [InterSix web services are planned as part of the Federally Facilitated Exchange/Federal Data
Sharing Hub integration for the October 2013 target date. The purpose of these services-is to
provide near real-time data verification with federal agencies to facilitate real-time eligibility
determination. The Federal Data Sharing Hub centralizes verification data from multiple federal
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agencices, and makes it accessibie through web services. The web services can then be called by
New HEIGHTS and NH EASY. New Hampshire will also provide services to the Feders] Data
Sharing Hub, specifically to confirm coverage in Medicaid/CHIP and to send application
information to the Federal Data Sharing Hub for applicants who may be eligible for a Qualified
Health Plan to facilitate the “no wrong door” concept.

Significant Changes to New HEIGHTS, NH EASY and supporting work that are related to the
Federally Facilitated Exchange/Federal Data Sharing Hub interfaces. The major areas where

these changes need to be made are are:

00 0000000000000 O0

Federal Data Sharing Hub Mangement Services

Remote ID Proofing

Social Security Administration Composite

Verify Lawful Presence

Verify Annual Household Income

Account Transfer (Federally Facilitated Exchange to New Hampshire)
Account Transfer (New Hampshire to Federally Facilitated Exchange)
Check Existing Coverage

Medicaid Only Application

Notifications

- Verifications and Related Changes

Redeterminations and Change Reporting
Reports

Configuration and Performance Management
Medicaid Processing Re-engineering

Post Implementation Support

Should Governor and Council determine to deny this request, the Department of Health and Human
Services will not be able to become compliant with the implementing of the Health Insurance Exchange required

under the Affordable Care Act in October 2013.

The State will be working with Deloitte Consulting daily ensuring that the deliverables outlined in this

contract amendment are met.

Additionally, the Centers for Medicare & Medicaid Services are also working

closely with both the State and the vendor to ensure timely implementation.

Geographic area scrved: Statewide

Source of Funds: 90% Federal Funds and 10% State General Funds

In the event the Federal funds become no longer available, General Funds will not be requested to
support this activity.

(R‘ spectfully iubm
. S \1\& \\\\

Carol E. Sideris
Division of Client Services
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Interim Commissioner
Department of Information Technology

Approved by: b:‘ U\ A""/;"

Nicholas A. Toumpas
Commissioner

The Deparimen: of Health and Human Services' Mistlon It 10 join communitles and families
tn providing opportunities for clitzens 1o achieve heolth and tnciependence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 V
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www . nh gov/doit

Peter C, Hastings
Acting Commissioner

March 15, 2013

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
{DolT) has approved your agency's request to enter into a contract amendment with Deloitte
Consulting LLP, of Pittsburgh, PA as described below and referenced as Dol T No. 2013-063A.

This is a request to amend the contract to ensure compliance with the Affordable
Care Act (ACA), the modemization of the New HEIGHTS infrastructure, and to
provide functionality to support DHHS’ strategic vision for improved service
delivery. Deloitte has performed an analysis of requirements to establish a
Health Insurance Exchange (HIX) interface with a State, Regional, or Federal
exchange, The Department has now determined that it will pursuc a strategy to
integrate with the Federally Facilitated Exchange (FFE). This amendment is to
provide functionality to complete the work of implementing the HIX within the
aggressive time limits required under the ACA. The amendment increases the
contract funding by $4,942,800.00, from $28,367,824.33 to an amount not to
exceed $33,310,624.33 and shall be effective upon Govemor and Council

approval.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Govemor and Exccutive Council for approval.

A, Mo

Peter C. Hastings

PCH/ltm

Contract ¥2013-063A

cc: Mary Calise, DHHS
Lestic Mason, DolT



STATE OF NEW HAMPSHIRE
Department of Health and Haman Services
New HEIGHTS
Service Modernization and Incremental Renewal
Amendment 1

This, 1st Amendment to the Deloitte Consulting LLP Contract (hereinaRer referred to as Amendment 1)
dated this@ day of 2013, is by and between the State of New Hampshire, Department of Health
and Human Services (hereinafter referred to as the “State” or the “Department” or “DHHS™) and Deboitte
Consulting, Limited Liability Partnership (hereinafter “Deloitte” and/or “the Contractor™) with a place of business
at 1000 One PPG Place, Pittsburgh, Pennsylvania 15222-5414.

WHEREAS, pursuant to an Agreement (the Contract) approved by Governor and Executive Council, on
October 3, 2012, Item #36, P.O. Number 7000896, the Contractor agrees to supply certain services upon the terms
and conditions specified in the Contract and in consideration of certain sums as specified therein; and

WHEREAS, pursuant to section 17 of the General Terms, Form P-37 (1/09) the Contract may be
modified or amended only by a written instrument executed by the parties thereto, and only after approved of such
maodification by the Governor and Executive Council; and

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;
and

WHEREAS, this Agreement may be extended by mutual agreement of the Parties for up to three (3)
additiona] years subject to formal approval by the Governor and Executive Council of the State of New
Hampshire and

WHEREAS the Department wishes to extend the New HEIGHTS contract to support a Federally
Facilitated Exchange (FFE) under the Affordable Care Act (ACA) including system interfaces between the
Federnl Data Services Hub (FDSH) and New HEIGHTS as well as supporting changes to the New HEIGHTS and
NH EASY systems, the Department and the Contractor hereby agree to amend the Scope of Work and the terms
and conditions of the Contract;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Contract and set forth hercin, the parties agree as follows:

1. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect on March 6, 2013, or upon the approval of the Governor and Executive Council,
whichever is later.

. 2. Genoeral Provislons, Form P-37 (1/09) is hercby amended as follows:

2.1.Block 1.8, Price Limitation, increase by an amount not to exceed $4,942,800.00 from $28.367,824.33 to
$33,310,624.33.

2.2.Block 1.15 Contracting Offer for State Agency is amended by replacing “Terry R. Smith, Director” with
“Carol E. Sideris, Director Division of Client Services”.

2.3.Block 3, “Effective Date: Completion of Services” is amended by adding the following sentences t0 3.1:
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“The cffective date of the original contract is October 4, 2012, This Amendment, Amendment |, is
“effective on the date of Governor and Executive Council approval or March 6, 2013, whichever is later.

3. Exhibit A Contract Scope of Work is hereby amended as follows:

31

32

33.

34.

. The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.1, Purpose is hereby stricken and

replaced with the following:

This document defines the specific services Deloitte Consulting LLP (Contractor) will provide to the
State. In general, these services include enhancement of the New HEIGHTS system in support of the
scope of work defined in Attachment B —~ New HEIGHTS Statement of Work and the associated
Attachment B — Addendum 1, FFE Scope of Services. Attachment B includes projects to support CMS’s
standards and conditions for enhanced Medicaid funding, modemization of the New HEIGHTS
technology architecture, enhancements to support the DHHS Access Front Door (AFD) service
modernization initiative and integration with the Federally Facilitated Exchange (FFE) and the Federal
Data Services Hub (FDSH) as well as supporting changes to the New HEIGHTS and NH EASY systems.

The provisions of Contract Exhibit A: Scope of Work, Paragraph 1.4 Definitions are amended by
Inserting the following thereafter:

1.4.11 Federally Facilitated Exchange (FFS) Health care exchange operated federally which
requires integration with State Department of Health
and Human Services New HEIQHTS eligibility
system.

1.4.12 Federal Data Services Hub (FDSH) Federally msintained data integration hub through

which States exchange data in support of Medicaid
openations and FFE integration

The provisions of Contract Exhibit A: Scope of Fork, Paragraph 1.5.1 are amended by Inserting the
following thereafter:

* Amendment |

o Attachment A “Service Modernization, Incremental Renewal and FFE Siaff Loading Amendment 1"

o Attachment B “New HEIGHTS Scope of Services" and “Attachment B — Addendum I, FFE Scope of
Services”

o Attachment B-1 “New HEIGHTS Service Modernization, Incremental Renewal and FFE Milestones

Amendment 1™
» And any and all other attachments and/or appendices and/or tables.

The provisions of Contract Exhibit A: Scope of Work, Paragraph 3.1 (a) is hereby stricken and replaced
with the following:

A baseline complement of Contractor staff will be provided, according to Attachment A - Service
Modemnization, Incremental Renewal and FFE Staff Loading Amendment 1, to perform work under the
Services, Requirements, and Staffing as defined in Attachment B-New HEIGHTS and FFE Scope of
Services (the "Work™) Work shall be scheduled full time for all resources on the project as defined in
Attachment A. Full time is defined as forty hours per week. The total hours provided by the contractor

_. shall meet the full time equivalents (FTE) defined in Attachment A. with an average equal to 173.33 hours

per month per FTE.

Service Modemization and Incremental Renewal, Amendment |
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3.5. The provisions of Contract Exhibit A: Scope of Work, Paragrapb 32 (c) is hcrcby stricken and rcplaced
with the following:

Facilitics and desktop computing hardware and software for up to 40 Contractor staffed housed a1 the 7
Esgle Square site or an equivalent location.

3.6. The Contract Exhibit A: Scope of Work Paragraphs 4. PROJECT MANAGEMENT AND
RESPONSIBILITIES, 5. COMMUNICATION AND REPORTING, 6.TESTING, 7. SYSTEM
DOCUMENTATION arc amended to strike references to Attachment B - New HEIGHTS Scope of
Services and replace them with references to Attachment B New HEIGHTS Scope of Services and
Attachment B ~Addendum 1, FFE Scope of Services.

4, Exhibit B Payment Terms is hereby amended as follows:

4.1. Amend Exhibit B Section 1, Price, by striking

) The total price for all services and facilities provided under this Agreement shall not exceed
$28,367,824.00.

And inserting in its place:
a) The total price for all services and facilities provided under this Agreement shall not exceed
$33,310,624.33, as stated in the General Terms and Conditions, Form P-37, Section 1.8.

4.2. Amend Exhibit B Section 2, Terms of Payment by striking:

a) This Agreement is funded with funds: from the New Hampshire General Fund in thc amount of
$6,593,967.00 and with federal funds made available under the following Catalog of Federl
Domestic Assistance:

o CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,522,048.00.

e CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$20,237,955.00.

o CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Semccs '
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $13,854.00.

.And inserting in its place:

a) This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$7,088,247.33 and with federal funds made available under the following Catalog of Federal
Domestic Assistance:

o CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of §1,522,048.00.

o CFDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$24,686,475.00.

~ o CDFA K93.658 and #93.659, Federal Agency Department of Health and Human Services,
<= -~ - -- - Administration for Children and Families, Program Title [V-E Foster Care/Adoption
Assistance in the amount of §13,854.00.

Initiat alt pages Service Modernization and Incremental Renewal, Amendment |
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4.3. Amend Exhibit B Section 2, Terms of Payment by striking:

b) The State will make payment to the Contractor as defined in the Milestone Payment Schedule
included as Attachment B-1. The schedule of payments and milestonc definitions pursuant to
Attachment B-| may be modified in writing with the mutual agreement of both the State and the
contractor, provided the modifications do not result in total state fiscal year amounts that exceed the
total state fiscal year amounts of Attachment B-1.

And inserting in its place:

b) The State will meke payment to the Contractor as defined in the Milestone Payment Schedule
included as Attachment B-1 New HEIGHTS Service Modernization, Incremental Renewal and FFE
Milestones Amendment 1. The schedule of payments and milestone definitions pursuant to
Attachment B-1 may be modified in writing with the mutual agreement of both the State and the
contractor, provided the modifications do not result in total state fiscal year amounts that exceed the

total state fiscal year amounts of Attachment B-1.

4.4. Amend Exhibit B Section 2, Terms of Payment by striking:
a) A portion of the funding totaling $22,500,000 towards this contract is budgcted and available in the

following accounts for the current biennjum:
05-95-45-450030-0967: $7,500,000
05-95-95-950030-0977: $15,000,000

A combination of Capital and Operating funding requests is being submitted for the full funding of
this contract as part of the budget process for SFY 2014/2015.

And inserting in its place:

a) A portion of the funding totaling $27,000,000 towards this contract is budgeted and available in the
following accounts for the current biennium: -
05-95-45-450030-0967: $7,500,000
05-95-95-950030-0977: $15,000,000
05-95-45-450010-6125: $4,500,000

A combination of Capital and Operating funding requests is being submitted for the full funding of this
contract as part of the budget process for SFY 2014/2015.

4.5. Amend Exhibit B Section 2, Terms of Payment by striking:

a) The Parties further agree that the invoices will contain the payment number and the services as
indicated in Attachment B-1: Service Modemization and Incremental Renewal Milestones and the
Contractor has no obligation to provide details in the invoice for state and federal cost allocations.

And inserting in its place:

a). The Parties further agree that the invoices will contain the payment number and the services as
indicated in Attachment B-1: Service Modemization, Incremental Renewal and FFE Milestones
Amendment | and the Contractor has no obligation to provide details in the invoice for state and

federal cost allocations.
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IN WITNESS WHEREOF, the partics have set their hands as of the dates written below.

Date 05¢ lt!/?

Date ’}Q"s\k

State of New Hampshire
Office of Information Systems

William L. Baggeroer ¢/ ©
Director

Carol E. Sideris
Director

State of New Hampshire
Department of Health and Human ices

DA
N,
Approved by: b )

Nicholas A. Toumpas
Commissioner

Deloitte Consulting, LLP

G Ssd

Sundhar Sckhar, Principal
Deloitte Consulting LLP

Initial all pages
Vendor Initial
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STATE OF

COUNTY
ontisthe_ 127 day of Paecle 2013, before me, “Aioagrn M Ias -
the undersigned officer, personally appeared known to me (or satisfactorily

proven) to be the person whose name subscribed to the within instrument, and acknowledged that he/she executed
the same for purposcs thercin contained.

In witness thereof I hereto set my hand and official seal. E; %

Notary Public
My Commission Exputs
THERESA M. JONES. Mct=ry Pubilo

STATE OF wwmwwmn
COUNTY

On this the /t("' dayofcﬂfg G—_ 2013, before m ‘(-huqu_ LT

the undersigned officer, personally appeared known to me (or satisfactorily

proven) to be the person whose name subscribed to the within mstrumcnt, and acknowledged that he/she executed

the same for purposes therein contained.
In witness thereof I hereto set my hand and official seal. ‘Q
&m

“Notary Public
My Commission Expires____m JONES, Notary Pubilc
My Cormmission Expires Beptember 19, 2017
STATE OF
COUNTY
Onthisthe, A dayof_ aszk. 2003, beforeme, . thouese M. ovm
the undersighed dfficer, personally appeared 9/m 2, known to me (or satisfactorily

proven) to be the person whose name subscribed to the within mstmment, and acknowledged that he/she executed
the same for purposes therein contained.

In witness thereof I hereto set my hand and official seal. % Z Cz/\ﬂ—/

Notary Public
My Commission Expires

Notary Publo
nﬁﬂhu&;%w.mn

Inltial all pages - Service Modemization and Incremental Renewal, Amendment |
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STATE OF M\. CL\\ C:\JA"\

COUNTY OF

.
On this the day of| 013, before me, J; 11 M. gehgm the undersigned officer, personally

appeared Smihd%ﬁ_ who acknowledged himself/herself to be M of Deloitte

Consulting LLP, a Delaware registered  limited  liability partnership, and that he/she, as such

being sutharized to do so, executed the foregoing instrument for the p: ﬂmukzinuincd. by signing the name
of the corporation by himseltherself as Principal. ﬂ .;32,,: g: Sé: L .

—

IN WITNESS WHEREOF, | hereunto set my hand and officiel seal.

Public/)

commission expir;: lﬁ i ~2013

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
executian,

OFFICE OF THE ATTORNEY GENERAL

By: m o wz_a,_i i~
AN P HTn Cie, Pferm

L
Date: Bar. 20:3

I hereby certify that the foregoing contract was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: (date of meeting)
Office of the Secretary of State
By:
Title:
Date:
Initial all pages Service Modemization and Incremental Renewal, Amendment 1
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CERTIFICATE

1, David Parent, Principal of Deloitte Consulting LLP, do hereby certify that:

1'am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting™);

I maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and a list of the Principals of Deloitte Consulting assigned to the Camp Hill,
Pennsylvania Office;

I am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals;

[ have attached hereto as Certificate Exhibit A, a centificate of authority setting forth the
authority of a Principal of Deloitte Consulting to enter into and sign agreements in the name
of and on behalf of Deloitie Consulting;

Sundhar Sekhar, is on the date hercof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the name of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
deliver the contract with the State of New Hampshire, acting through the Office of the
Govemor, providing for the performance by Deloitte Consulting of ceriain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thereto) as he may deem necessary,
desirable, or appropriate to accomplish the same;

The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Consulting thereby;

The centificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect

as of the date thereof’



9. The following persons, whose signatures appear below, have been duly appointed or
assigned to and now occupy the positions indicated below in Deloitte Consulting:

Do & A

David Parent, Principal
Deloitte Consulting LLP
Detroit Office

Qw—g\\v S“%’ |

Sundhar Sekhar, Principal™
Deloitte Consulting LLP
Camp Hill Office

10 MTNESS HE , | have hereunto set my hand as Principal of the Partnership this
day of 2013.
L4 P

David Parent

MICHIGAN

COUNTY OF INGHAM

On this& day of}v( 4[9_[/3 , 2013, before me.jfl\\ M. Ladham |

the undersigned officer, personally appeared David Parent who acknowledged himsIf to be a
Principal of Deloitte Consulting LLP, 8 Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREQF, [ hercunto set my hand and official seal.
My Commission Expires: __ [ () — (? -20I g3

No cpublic




CERTIFICATE EXHIBIT A

I, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

1. Tam a Principal of Deloitte Consulting LLP; 2 Delaware limited partnership (“Deloitte
Consulting”).

2. I have custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and all actions on behalf of and in the name
of Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all
documents, agreecments, and other instruments (and any and al] amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. 1am duly authorized to issuc this Certificate.
IN WHEREOQF, | have percunto set my hand as a Principal of Deloitte Consulting

LLP this day of‘ are , 2013,
(S

Sundhar Sckhar

MICHIGAN

COUNTY OF INGHAM _—

Onthim day of W(‘cj’\ , 2013, before me, J ;\\ ‘ & Lﬂllﬁ‘m
the undersigned officer, personally appeared Sundhar Sekhar who acknowledged himselfto be a

Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.

My Commission Expires: I O’ (:}" 201%

JH M Lapham
Notary Public of Michagan
ingnarm County
Expuaes 1017,
Actng in the County of

3-6-2013




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF FAMILY ASSISTANCE

129 PLEASANT STREET, CONCORD, NH 03301-3357
603-271-9474 1-800-852-3348 Est. 9474

Nicholas A. Toompas
Commissioner FAX: 603-271-4637 TDD Access: 1-800-735-2964 www.dbbanh.goy

Terry R Smith
Director

August 28, 2012

His Excellency, Governor John H. Lynch ' -APPROVED Y
and the Honorable Executive Council DATE /d/ 5/2/
State House
Concord, New Hampshire 03301 PAGE gl
e # 7¢

REQUESTED ON .

Authorize the State of New Hampshire, Department of Health and Human Services, Division of Family
Assistance to execute 8 sole source contract with Deloitte Consulting LLP, 2500 One-PPG Place, Pittsburgh,
Pennsylvania 15222-5401 (Vendor #174776), to provide enhancements to the New HEIGHTS public assistance
cligibility system for the purpose of modemizing New HEIGHTS infrastructure and providing functionality to
support the Department of Health and Human Services’ strategic vision for improved service delivery in an
amount not to exceed $28,367,824.33, effective October 4, 2012 or the date of Governor and Council approval,
whichever is later, through September 30, 2016. Funds are available in the following accouats(s) in State Fiscal
Year 2013 and are anticipated to be available in State Fiscal Years 2014 —~ 2017, upon the availability and
continued appropriation of funds in the future operating budgets, with avthority to adjust amounts through the
Comptroller, if needed and justified, between State Fiscal Years.

05-95-45-450010-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW HGHTS

RENEW

State Class/Object Description Current

Fiscal Modified

Year Budget
SFY 2013 034-500099 | Major IT Systems $6,157,022.00
SFY 2014 034-500099 | Major IT Systems 3748,645.00
Sub Total _ $6,905,667.00

05-95-95-950010-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VII-Q ACCESS FRONT DOOR

State Class/Object Description Current

Fiscal - Modified

Year Budget
SFY 2014 034-500099 | Major IT Systems $6,070,888.00
SFY 2015 034-500099 | Major IT Systems $7,649,112.00
Sub Total $13,720,000.00




His Excellency, Governor John H. Lynch
and the Honorable Executive Council
August 28,20]2

Page 2
05-95-45-450010-TBD HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS

TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, TBD

State Class/Object Description Current

Fiscal Modified

Year Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00
SFY 2016 034-500099 | Major IT Systems $6,456,127.00
i SFY 2017 034-500099 | Major IT Systems $1,269,633.33
-~ ~. .| Sub Total $7,742,157.33
Total | $28,367,824.33

EXPLANATION

This request is sole source because it is in the best interest of the State of New Hampshire and the
Department of Health afid Human Services to contract with Deloitte Consulting LLP, the current vendor
responsible for maintenance of the New HEIGHTS system. As the current vendor responsible for maintenance of
the New HEIGHTS system, Deloitte Consulting LLP is uniquely qualified to provide this enhancement due to
their role with the Department of Health and Human Services/Division of Family Assistance in the development
and implementation of the New HEIGHTS system. Because enhancements to the system involve the core
subsystems within New HEIGHTS that arc-maintained by Deloitte, it is in the State’s best interest to preserve
contractor accountability for the changes being made to the system. To contract with a different vendor could
place the State in a situation whereby neither Deloitte nor another contractor accept respoasibility for a
malfunction that could result in costly litigation for the State to pursue a remedy to the problem. In addition, there
may be greater risk for failure of these projects if the vendor lacks experience on New HEIGHTS and the
business processes being enhanced. Also, the process of procuring a new vendor would require reallocation of
the Department of Health and Human Services’ resources that are critical to the State's modemization efforts
based on enhanced Medicaid funding requirements. Given the time limitations of federal and State priorities, the
defay would likely result in New Hampshire’s inability to support federal and State projects that cannot be
deferred.

The Department of Health and Human Services considered a number of alternatives to provide the
required service modemization features, Medicaid enhanced funding conditions and standards, and the long term
needs of the Department of Health and Human Services far into the future. The analysis of altemnative approaches
compared the pros and cons of four altematives to implemeating a new eligibility determination and case
management system for the Department of Health and Human Services. These alternatives included:

1. Malutain Status Quo — Continue maintaining New HEIGHTS as is;

2. Grouund Up Developmeunt — Construct a system from scratch;

3. Incremental Infrastructure Modemization — Enhance and build upon the existing New HEIGHTS
architecture using an incremental deployment strategy and a combination of COTS and Java framework
components; and

4. Transfer/Commercial Off The Shelf (COTS) System — Transfer another 5tate’s integrated system or
buy and build a system using a health and human services framework solution provided by COTS

products
The initial qualitative analysis indicated that there might be two viable approaches, both of which were further
analyzed in a costbenefit analysis. The last two options, transferring a system from another state or
implementing a COTS solution were compared to modemizing the existing system.
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A transfer solution and COTS development effort were combined for purposes of comparison due to the similar
attributes of both alternatives, including state resource requirements, financial investment and implementation
duration. From a qualitative perspective, the long-term benefits of both an incremental modernization and a new
system are essentially equal. However, from a timeline perspective and the management of state resources, the
most cost beneficial of the two approaches is to incrementally modemize the infrastructure.

This requested action is to provide infrastructure modemnization of New HEIGHTS and critical system
enhancements to support the Department of Health and Human Services’ strategic vision for improved service
delivery. The New HEIGHTS infrastructure modemization project is a critical necessity. New HEIGHTS has
been in operation in New Hampshire for 13 years and is rapidly approaching the end of its anticipated 15-year
life expectancy. While New HEIGHTS continues to support the business needs of the Department of Health and
Human Services, the technology has become outdated and is becoming more costly to operate and more
expensive to maintain and enhance. The system uses an IBM mainframe, COBOL programming language, DB2
database technology, and a PowerBuilder user interface. Obtaining the resources to maintain and enhance the
system at an affordable price is becoming increasingly difficult. For example, it is already challenging to find
system analysts and programmers with PowerBuilder experience. Additionally, the existing infrastructure
technology presents challenges as the State embarks on key initiatives requiring interoperability with other
systems and applications. Since New HEIGHTS provides eligibility defermination for critical public assistance
programs including Medicaid/Children’ Health Insurance Program, Supplemental Nutrition Assistance Program,
Temporary Assistance to Needy Families (TANF), Child Care, Adoption Subsidy/Foster Care and Emergency
Assistance, the modemization of New HEIGHTS is one of the highest priority projects for the Department of

Health and Human Services.

The modemized New HEIGHTS infrastructure will support streamlined seryice delivery that improves
the quality of client service while minimizing service delivery cost. The planned service modemization
enhancements will provide significant improvements for both Department of Health and Human Services® staff

and clients. These improvements include:

o Many enhancements to NH EASY, New Hampshire’s Electronic Application System, which is the online

self-service function for New NEIGHTS;
A variety of worker productivity improvements to the electronic imaging and workflow functionality

contained in New HEIGHTS; and
Many process improvements to the base New HEIGHTS system which will increase productivity and

accuracy in the eligibility determination process.

This project was identified in the New Hampshire Information Technology Plan 2005 — 2009, Appendix
VII, Project ID 79 — Contractor operational support of existing system with the Strategic Theme of Improving and
Standardizing State Govermment IT Infrastructure.

Geographic area served: Statewide

Source of Funds: Federal Funds of 76.76% from multiple benefiting federal programs and 23.24% State
General Funds. :

In the event the Federal funds become no longer available, General Funds will not be requested to support this
activity.
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Commissioner
Department of Information Technology

st DS M2

Nicholas A. Toumpas
Commissioner

The Department of Health and Human Services® Mission is to foin communiiies and families
in providing oppartunities for cliltens to ochleve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF INFORMATION SERVICES

129 PLEASANT STREET, CONCORD, NH 01301-3857
603-271.9469 1-800-8523345 ExL 9469
Fax: 27)-4912 TDD Actess: 1-800-735-2964 www.dhhenh gov

Nicholss A. Toumpas
Commlssioner

William L. Bagperoer
Chicf Information Officer

August 28, 2012

_S. William Rogers
Commissioner
Department of Information Technology
27 Hazen Dnive
Concord, NH 03301

Requested Action and Explanation

The Department of Health and Human Services (DHHS), Division of Family Assistance (DFA),
respectfully requests approval to enter into a sole source agreement with Deloitte LLP of 2601 Market Place, 2nd
Floor, Harmrisburg, PA 17110. The purpose of this project is the modemization of the New HEIGHTS
infrastructure and to provide functionality to support DHHS’s strategic vision for improved service delivery. The
contract is to be cffective upon date of Govemor and Council approval through September 30, 2016, in an
amount not to exceed $28,367,824.33. .

New HEIGHTS has been in operation in New Hampshire for 13 years now and is rapidly approaching the
end of its anticipated 15 year life expectancy. While New HEIGHTS continues to support the business needs of
DHHS, the technology has become outdated and is.becoming more expensive to operate, maintain and enhance.,
DHHS must modcmize the New HEIGHTS infrastructure and implement enhanced service delivery
functionalities as the infrastructure modemization project will provide DHHS with a modernized n-tier object
oricnted architecture. The modemized New HEIGHTS infrastructure will also support streamlined service
delivery that increases the quality of client service while minimizing the cost of service delivery.

The service modemization enhancements will provide significant improvements for both DHHS staff and
clients alike. These improvemeats include projects to enhance the self-service program, NH™ EASY,
enhancements to the eligibility determination process for long term care applicants, enhancements to the imaging
and content management functionality to provide efficiencies for workers, as well as other improvements to

support DHHS.

Funds are available as noted below in the following accounts for Fiscal Years (FY) 2013 thru 2017:

05-95-45-450010-0967 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVYCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, 11-253:1:VII-G NEW HGHTS

RENEW

State Class/Object Description Current

Fiscal Modified

Year Budget
SFY 2013 034-500099 j Major 1T Systems $6,157,022.00
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SFY 2014 034-500099 | Major IT Systems $748,645.00
Sub Total . : $6,905,667.00

05-95-95-950010-0977 HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
COMMISSIONER, OFFICE OF THE COMMISSIONER, 11-253:1:VI-Q ACCESS FRONT DOOR

State Class/Object Description Current

Fiscal Modified

Year - Budget
SFY 2014 034-500099 | Major IT Systems $6,070,888.00
SFY 2015 034-500099 | Major IT Systems $7,649,112.00
Sub Total $13,720,000.00

05-95-45-45001 0-TBD HEALTH AND SOCIAL SERVICES, DEPT. OF HEALTH AND HUMAN SVCS, HHS
TRANSITIONAL ASSISTANCE, DIVISION OF FAMILY ASSISTANCE, TBD

State Class/Object Description | Current
Fiscal Modified
Year . Budget
SFY 2015 034-500099 | Major IT Systems $16,397.00
SFY 2016 034-500099 | Major IT Systems | $6,456,127.00
'SFY 2017 034-500099" | Major IT Systems ' | $7,269,633.33
Sub Total $7,742,157.33
rior Relat ion

There are no prior related actions.

Altemnatives and Benefits

" Potential alternatives to executing a new contract with Deloitte LLP, were evaluated but it was concluded
that the other alternatives were not viable given current mandates and time constraints. This is a sole source
contract because it is in the best interest of the State of New Hampshire and the Department of Health and
Human Services to contract with Deloitte LLP for these enhancements. Any vendor other than Deloitte would
have a tremendous [eaming curve and the timelines do not support the lag time that would be required to bring a
new team on board. It is anticipated that it would have taken another vendor an additional 6 — }2 months to get
enough transition to be able to perform the work in this contract, therefore, the costs would be greater with
another vendor.

As the current vendor responsible for maintenance of the New HEIGHTS system, Deloitte LLP is
uniquely qualified to provide these enhancements due to their role with DHHS/DFA in the development and
implementation of the New HEIGHTS system. In addition, because enhancements to the system involve the core
infrastructure and subsystems within New HEIGHTS that are maintained by Deloitte, it is in the State’s best
interest to preserve contractor accountability for the changes being made to the system. To contract with a
different vendor could place the State in a situation whereby neither Deloitte nor another contractor would accept
responsibility for a malfunction that could result in costly litigation for the State to pursue ‘a remedy to the
problem. More importantly there is a greater risk for failure of these projects if the vendor lacks experience on
New HEIGHTS and the business processes being enhanced. The process of procuring a new vendor would
require reallocation of DHHS resources that are critical to the State’s modernization efforts based on the
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enhanced Medicaid funding requirements. Given the time limitations of federal and state priorities, the delay

would likely result in New Hampshire’s inability to support federal and state projects that cannot be deferred.

New Hampshire has considered a number of slternatives to provide the required service modemization
features, and the long term needs of DHHS far into the future. This analysis of alternative approaches compared
the pros and cons of four alternatives to-implementing a new eligibility determination and case management
system for DHHS. These alternatives include:

1. Maintain Status Quo — Continue maintaining New HEIGHTS as is

2. Ground Up Development — Construct a system from scratch

3. Incremental Infrastructure Modernization — Enhance and build upon the existing New HEIGHTS
architecture using an incremental deployment strategy and a combination of COTS and Java framework
components

4. Transfer/COTS System — Transfer another state’s integrated system or buy and build a system using &
health and human services (HHS) framework solution provided by COTS products

The initial qualitative analysis indicated that there were two viable approaches, both of which were
further analyzed via a cost/benefit Analysis (CBA). The last two options, transferring a system from another state
or implementing a COTS solution were compared to modemizing the existing system.

A transfer solution and- COTS development effort were combined for purposes of compari'son due to the
similar attributes of both altematives, including state resource requu'emcnts. financial’ investment and

implementation duration.

From a qualitative perspective, the long-term benefits of both an incremental modemization and a new
system are essentially equal. However, from a timeline perspective and the management of state resources, the -
most cost beneficial of the two approaches is to incrementally modemizs the infrastructure.

All costs associated with the two approaches are summarized below. This includes initial development
and implementation costs, as well as conversion, training and maintenance and operations costs during this

timeframe. Costs are identified in constant dollars.

System Lile Costs Iheremental Transfer Solution
Inteastructure
Moaodernizution

SR i S

-Cdntract Staff (DDI Vendor)
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*The nonrecurring and recurring costs of the selected option provide a strong return on investment compared to
other alternatives.

The high level benefits of the alternatives under consideration include improved case work productivity
and workflow management ﬂcxibnhty, system longevity, and compliance with all Federal standards and
conditions.

The benefits shown in the table below are categorized-as quantitative or qualitative. Quantitative benefits
are measurable cost savings or redirected government funds. Quantitative benefits include direct cost savings
(¢.g., reduction in long-term maintenance costs for a new system), as well as indirect cost savings (e.g., labor-
related costs). Indirect quantitative benefits result from changes in systems and business processes that enable
increased staff productivity and greater efficiency. Labor savings can be redirected to other activities such as
family self-sufficiency, early intervention, employment services, and prevention services.

Qualitative benefits do not result in a measurable cost savings to the State; however, these benefits are
real and substantive. The citizens of New Hampshire, families who receive assistance, state personnel, and
service delivery partners, will realize many qualitative benefits from the New HEIGHTS initiative.

Anticipated benefits of the New HEIGHTS initiative include:

Benetit Type Benefit Deserintion — L

Reduction in IT system.maintenance and operations costs assocmted thh
réliance on z/OS. opa'anng system and gencml purpose mamﬁ'amc CPU
capaclty in the form of reduced ongoing price escalatlon ’

Qualitative ~ Improved policy support at lower cost from reduecd lmplcmentatwn timc
Py n e :for progrqp: polxcy, and systcm- changes.

.Qualitative . Léss stressed workfom due to the workload refief provided by cnhanced
‘workflow management and load balancing across remote and-central

facilitics and staff
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Impact on Other State Agencies and Municipalities

DHHS does not anticipate any impact to other state agencies.

Reqﬁisition Information:

Vendor Name  Deloitte LLP

Funding Sources and Amounts:

* Object Code(s) | SFY 2013 SFY 2014-SFY | Total

. 2017

STATE 034-500099 $715,298.00 | $5,878,669.33 $6,593,96733
FEDERAL : 034-500099 $5,441,724.00 | $16,332,133.00 | $21,773,857.00
OTHER (Specify Source, i.e.: '
Registration Fees)
TOTAL $6,157,022.00 | $22,210,302,33 ] $28,367,824.33

CONTACT PERSON

Laurie Snow, New HEIGHTS Project Manager
NH Department of Health and Human Services
Division of Family Assistance
7 Eagle Square, Suite 301
Concord, NH 03301
Telephone: (603) 227-0326
Fax: (603) 226-2154
Email: Isnow(@dhhs.state.nh.us

CERTIFICATION

The undersigned hereby certify that the information provided in this document and any attachments is
complete and accurate and that alternatives to the solution defined in this document have been appropriately

considered.
Respectfully submitted,

A A

William L. Baggeroer
Chief Information Officer
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R. Smith, Director
Division of Family Assistance

I Tl

Steven Kelleh
Information Technology Manager, DHHS
Department of Information Technology

Approved by:

olas A Toumpns
Commlsswncr

cc: Leslie Mason, IT Manager -
Laurie Snow, Project Manager

The Department of Health and Humaon Services® Mission I3 to Join ¢ itles and families
in providing opportunities for clitrens to achieve health and Independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

- www.nh.gov/doit )

S. William Rogers
Commissioner

Septembgr 7,2013

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 0330]-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract with Deloitte Consulting LLP,
of Pittsburgh, PA as described below and referenced as DoIT No. 2013-063.

This is a request to enter into a contract to provide enhancements to the New
~ HEIGHTS system for the purpose of modemization of the infrastructure and to

support the DHHS strategic vision of improved service delivery. The amount of
_the contract is not to exceed $28,367,824.33 and shall be cffective upon

Governor and Council approval from October 4, 2012 to September 30, 2016.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerel

S. William Rogers

SWR/Itm

Contract #2013-063

cc: Mary Calisc, DHHS
Leslic Mason, DolIT
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FORM NUMBER P-37 (version 1/09)
Subject: | odernization and entn] Rencwal
AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follaws:

: GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 12 State Agency Address
Dept of Health & Human Services 129 Pleasant Street
Division of Family Assistance Concord, NH 03301
13  Contractor Name 14  Contractor Address

2601 Market Place, 2nd Floor
Deloitte Consulting LLP Harrisburg, PA 17110
1.5 Contractor Phone 1.6  Account Number 1.7  Completion Date 18  Price Limitation
Number

+1 (717) 6516240 Scptember 30, 2016 $28,367,224.33
1.9 Contracting Officer for State Agency 1.10  State Agency Telephone Number
Mary Calise ' 603-271-9285
L11 Contractor Signatare 112 Name and Title of Contractor Signatory

AT S i

1.13 Acknowledgement: State o PA, County of Dauphin

On 8' re the undersigned officer, personally sppeared the person identified In block 1.12, or satisfactorily proven to be the
person whose name is signed in block 1.11, and acknowledged that she executed this document in the cepacity indicated in block
1.12. :

1.13.1  Signature of Notary Public or Justice of the ;%CK/ -

. Iseal] ,d l “3 ( ] -
1.132 Name and Title of Notary or Justice of the Peace 17 .
Angela L pmhd, nofzvy ublie
(8
1.14  State Ty : 1.15 Name and Title of State A gency Signatory
Terry R. Smith, Director

1.16 A,d;nml By € N.H. Depa rtment of Administration, Division of Personnel (i applicable)

By: Director, On:

1.17  Approval by the Attoroey General (Form, Substance and Execation)

b4 e,

By: o P. HerAHek, Aorrnes, On Sl ¥otpn, 2215

1.18 Approvzl by the Governor and Execntive Council

By: On:
* COMMONWEALTH OF PENNSYLVANIA

Notartal Seal Page | of 4
Angela L. Bentad, Notary Public Contractor Initials:
Susquehanna Twp., County Date:
Commission Expires June 8, 2015 ;

PENNGYLVANIA ASSOCIATION OF NOTARIES
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2.EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the sgeacy identified in block 1.1 (“State™), engages
contractor identificd in block 1.3 (“Contractor”™) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by refercace
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshlre, this
Agreement, and all obligations of the parties hereunder, shall
not become effective until the date the Governor and
Executive Council approve this Agreement (“Effective Date™).
32 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement docs not
become cffective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appsopristed
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
peyment until such funds become available, if ever, and shall

* have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the cvent funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. .
5.1 The contract price, method of psyment, and terms of
payment are identified and more particularly described in ©
EXHIBIT B which [s incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complcte
compensation 10 the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
ce. .
5.3 The State resarves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitied by NH. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
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no cvent shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conncction with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or munlcipel authoritics
which impose eny obligation or duty upon the Contractor,
including, but not limited lo, civil rights and equal opportunity
laws. In addition, the Contractor shall comply with all
applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, arecd, age, sex,
handicap, sexusl orientation, or national origin and will take
affimative action to peevent such discrimination.

63 If this Agrecment Is funded in any part by monles of the
United States, the Contracior shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the Unlted States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
a3 the State of New Hampshire or the Unlted States issuc to
Implement these regulations. The Contracior further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
pessonnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Sarvices shall be
qualified to perform the Services, and shall be propaly
licensed and otherwise authorized to do so under all applicable
laws,

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afler the
Completion Date in block 1.7, the Contractor shall not hire,
end sha!l not permit any subcontractor or other person, firm or
corporstion with whom it is engaged in a combined effort to
pesform the Scrvices 1o hire, any person who is 2 State
employec or official, who is materially involved in the
procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the cvent
of any dispute concemning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State,

8. EVENT OF DEFAULT/REMEDIES.

Contractor inllals:
Dala: -
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8.1 Any ope or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default”):
8.1.1 failure to paform the Services satisfactorily or on

" schedule; . b
8.1.2 failure to submit any report sequired hereunder; and/or
8.1.3 failure to parform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, o all, of the following actions:
8.2.1 give the Contractor & written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greaier or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminste this A greement, effective two
(2) days after giving the Contractor notice of termination;
82.2 glve the Contractor a writlen notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Eveat of Default
shall never be paid to the Contractor;
8.2.3 sct off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of Its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of|, this
Agreement, Including, but not limited to, all studies, reports,
files, formulac, surveys, maps, charts, sound recordings, video
recordings, pictorial repeoductions, drawings, analyses,
grephic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinisbed. .

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shai] be the propaty of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidcatiality of data shal] be governed by N.H. RSA
chapter 91-A or other existing lew. Disclosure of data requires
prior writlen approval of the State.

10. TERMINATION. In the eveat of an carly termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fiftcen (15) days after the date of
tezmination, a report (“Tamination Report”) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matter, content, end nurnber of copics of the Termination
Report shall be identical to thosc of any Final Report

described in the atteched EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATRE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall bave authority to
bind the State or receive any benefits, workers’ compensation
or other cmoluments provided by the State to its employeces.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise tranafer any
interest in this Agreement without the prior written consent of
the N.H. Department of Administrative Services. Nonc of the
Scrvices shall be subcontracted by the Contractor without the

" prior written consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employecs, and any and all claims,
lisbilities or penaltics asscerted against the State, its officers
and employces, by or oa behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstending the foregoing, nothing bherein

- contained shall be dcemed to constitute a waiver of the

sovereign immunity of the State, which Immunity is hereby
reserved 10 the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14. INSURANCE.

14.1 The Contractor shall, &t its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following

14.1.1 comprchensive geaeral liability insurance against al
claims of bodily injury, death or property damage, in amounts
of pot less than $250,000 per clalm and §2,000,000 per
occurrence; and

14.12 firc and extended coverage insurance covering all
property subject to subparagraph 9.2 berein, in en amount not
Jess than 80% of the whole replacement value of the property.
14.2 The policics described in subparagraph 14.1 berein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire. ’

143 The Contractor shal! furnish to the Contracting Officer
identified in block 1.9, or bis or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identificd in block 1.9, or his or ber successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agrecment no later than fiftecn (15) days prior to the
expiration date of each of the insurance policies. The
certificate(s) of insurance and any rencwals thereof shall be
attached and are incorporated herein by reference. Each
certificate(s) of insurance shall contzin a clause requiring the
insurer lo endeavor to provide the Contracting Officer

Page 30f4

Contractor inftials:
Date:
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identified in block 1.9, or his or her successor, no less than ten
(10) days prior written notice of cancellation or modification
of the policy.

15. WORKERS’ COMPENSATION.

- 15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapier 281-A
(“Workers’ Compensation”).

15.2 To the extent the Contractor is subject to the
requircments of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignec to secure
and maintain, payment of Workers’ Compensation in
copncction with activitics which the person proposes o
undertake pursuant to this Agreement. Contractor shall furnish
the Contracting Officer idcatified in block 1.9, or his orher
successor, proof of Workers® Compensation in the manner
described in N.H. RSA chapter 281-A and sny applicable
renewal(s) thereof, which shall be attached and are
incorporated hercin by reference. The State shafl not be
responsible for payment of any Workers’ Compensation
premlums or for any other claim or benefit for Contractor, or
any subcontractor or employec of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WATIVER OF BREACH. No failure by the State to
eaforce any provisions hereof after any Event of Default shall
be deemed & waiver of Its rights with regard to that Event of
Default, or any subsequent Event of Default, No express
failure to enforce any Event of Default shall be deemed &
walver of the right of the Statc 1o enforce each and all of the
provisiofs hercof upon aay further or otier Event of Defeult
on the part of the Contractor.

17. NOTICE. Any noticc by a party hercto 1o the other party
shall be deemed 10 have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by en instrument in writing signed
by the parties hercio and only efter approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
-This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agrecment is
the wording chosen by the parties to express their mutual
intent, and no rule of construction shal] be applied against or
in favor of any party.

10. THIRD PARTIES. The partics hereto do not intend 10
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposcs only, end the words contained thercin
shall in no way be held to explain, modify, amplify or aid in
the inlezpretation, construction or meaning of the provisions of

~ this Agreement.

22, SPECIAL PROVISIONS. Additional provisions set forth
in the attached EXHIBIT C arc incorporated herein by
reference.

23. SEVERABILITY. In the event sny of the provisions of
this Agrecment are held by & court of competent Jurisdiction to
be contrary to 2ny state or federal law, the remaining
provisions of this Agreement will remain in full foroe and
effect.

14. ENTIRE AGREEMENT. This A greement, which may
be executed In a number of counterparts, cach of which shall
be deamed an original, constitutes the entirc Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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EXHIBIT A
SCOPE OF WORK

1.0 INTRODUCTION

1.1 PURPOSE

This document defines the specific services Deloitte Consulting LLP (Contractor) will provide to the State. In
general, these services include enhancement of the New HEIGHTS system in support of the scope of work defined
in Attachment B — New HEIGHTS Scope of Services, Attachment B includes projects to support CMS’s standards
and conditions for enhanced Medicaid funding, modemization of the New HEIGHTS technology architecture and
cohancemants to support the DHHS Access Front Door (AFD) service modernization inltiative.

1.2 SCOPE

Contractor will provide the abave services as specified in the Scope of Work (as hereinafter defined; “SO\V") The
SOW defines the tasks related to the enhancement of the New HEIGHTS.

1.3 PERIOD OF PERFORMANCE

The work defined by this document begins on October 4, 2012 oc the date of Govemnor and Council approval,
whichever is later and shall be comprised of enhancement services to be rendered through September 30, 2016.

14 DEFINITIONS

1.4.1 Contractor Project Manager Representative designated by Contractor

142 DFA Department of Health and Human Services
Division of Family Assistance

143 NewHEIGHTS Project Manager Representative designated by the State

144 DolT Department of Information Technology

145 Project Management Team The New HEIGHTS Project Manager, the Contractor
Project Manager and Contraclor Project Partner

1.4.6 New HEIGHTS Maintenance Contractor The New HEIGHTS contractor providing oh.oing
maintenance and enhancements to New HEIGHTS

147 State The NH Department of Health and Human Services
and/or the NH Department of Information
Technology as applicable

148 Scopeof Work (SOW) The tarm “Scope of Work” means this document,

including ell Exhibits, Attachments, Specificstions or
materials referenced within this document, which are
cither physically included with this portion of the
Statement of Work or available separately, and are
incorporated herein by reference.

149  System New HEIGHTS

Contractor initiats:
Date:
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1.4.10  Technical Support Group (TSG) Technical support group responsible for zOS
mainframe operations, upgrades including system
administration and systems database administration.

1.5 Order of Precedence

The Agreement between the State and Contractor shall comprise 1) this Agreement (including all Exhibits and
Attachments),

1.5.1  For interpretive purposes, in the event of conflict or embiguity among the document elements of this
Agreement, such conflict.or ambiguity shall be resolved by giving precedence to the document elements in
the following order:

e New Hampshire Standard Agreement Terms and Conditions, Form P-37;
s Exhibits A,B,C,C-I,D,E F,G,H,1J

1.6 Reviews

Revicws are the process of Contractor and State agrecing upon the validity and content of system documentation,
deliverables, and weekly project status reviews. All approvals of deliverables will be done in writing through the
New HEIGHTS Project Manager or designee.

2.  NOTICES

All notices under this Agreement shall be deemed duly given: 1) upon delivery, if delivered by hand against receipt,
or 2) three days after posting if sent by registered or certified mail, return receipt requested.

Notices to the Contractor shall be delivered o the address below:

Mr. Sundhar Sckhar
Deloitte Consulting LLP
2601 Market Place

2" Floor

Harrisburg, PA 17110-9373

Notices to the State shall be delivered to the address below:

Ms, Lauric Snow

7 Eagle Square
Suite 301

Concord, NH 03301

Either party may change its address for notification purposes by giving written notice of the change and setting forth
the new address and an effective date.

3.  SCOPE OF SERVICES

3.1 The Contractor shall provide the State with:

a) A bascline complement of Contractor staff will be provided, according to Atiachment A-Service
Modemization and Incremental Renewal Staff Loading in this Agreement, to perform work under the
Services, Requirements, and Staffing as defined in Attachment B-New HEIGHTS Scope of Services
(the "Work™) Work shall be scheduled full time for ali resources on the project as defined in

Conlractor inftials.
Dale:
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Attachment A. Full time Is defined as forty hours per week. The total hours provided by the coatractor
shall meet the full time equivaleats (FTE) defined in Attachment A with an averzge oqual to 17333
hours per month per FTE.

12 The State shall provide the Contractor with:

a) Timely access to staff’ and execution of responsibilities defined for the State’s New HEIGHTS Project
Team, the Department of Information Technology (DolT), the Technical Support Group (TSG), the
New HEIGHTS Maintenance Contractor and other outside agencies required for work associated with
this Agreement.

b) Personnel knowledgeable in the business requirements of the State and operations of State information
systems lo participate, in a timely manner, for work associsted with this Agreement including all
phases of design, review, testing and implementation.,

c) Systems administration support through the DolT and the Technical Support Group (TSG) for
mainframe infrastructure and PC server support, including hardware upgrades, installation and
configuration of third party software, systems administration/maintenance and performance
management.

d) Adequate infrastructure including telecommunicstions, networks, hardware (server capacity, disk
space, ctc.) and software licensing for development and operations in the current and any newly agreed
upon database regions. This includes procurement of new hardware and software required to support
the scope of work defined in this Agreement.

¢€) Facilities and desktop computing hardware and software for up to 20 Contractor staffed housed at the 7
Eagle Square sits or an equivalent location.

4,  PROJECT MANAGEMENT AND RESPONSIBILITIES

The success of the project requires a highly ¢oordinated joint project management effort.by the Contractor, the State
and the New HEIGHTS maintenance team. The State and Contractor shall provide adequate resources to manage
the project. All Parties are committed to sharing of project management responsibilities and to the successful
completion of the project. To this end, the Puties are committed to an intograted management approach. The State
shall be responsible for the performance of its personnel and agents, including the DolT, TSG, the New HEIGHTS
maintenance contractor and other third parties. The Contractor shall be responsible for performance of its personnel
and its sub-contracted staff in support of this agreement. The State consents to the Contractor using third parties, on
a staff augmentation basis, to perform a portion of the services under this agreement.  The Contractor is responsible
for the performance of its sub-contractors’ services to the same extent that Contracior would be responsible to the
State if the Contractor had performed such services. Project management responsibilities arc detailed in Attachment
B New HEIGHTS Scope of Services.

5. COMMUNICATION AND REPORTING

The Contractor shall establish and maintain a communication plan which includes a weekly status meeting with
State and Contractor management to review ecach active project or sub-project to casure the projects are on track
with the approved work plan. The status report will give an update of current activities in all areas of the project and
will be provided electronically in advance of the status mecting.

The Contractor will utilize a tracking utility provided by the State to manage all in progress work and to track
defects identified during System and regression testing. Communication and reporting services are detailed in

Attachment B - New HEIGHTS Scope of Services.
Contractor initials: s
Date:
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6. TESTING

A comprehensive testing approach, which includes Unit, System, Regression, and Integration testing will be
followed as described in Attachment B - New HEIGHTS Scope of Services,

7.  SYSTEM DOCUMENTATION

The Contractor will be responsible for system technical documentation according to the requirements in Attachment
B ~ New HEIGHTS Scope of Services, Section 3 Project Management. The State shall be responsible for the
content of the User Guide, Policy Manuals, and On-Line Screen Help and the definition of links to New HEIGHTS
screens for on-line access. The State shall also be responsible for maintaining the User Manual, Policy Manuals, and

On-Line Screen Help.

8.  ASSUMPTIONS AND DEPENDENCIES

During the course of the Agreement the State reserves the right to require the Contractor to reassign or otherwise
remove from the project any contractor or subcontractor employee found unacceptable by the State within 30 days
from written notification from the New HEIGHTS Project Manager.

In connection with the services contemplated by the agreement, each party shall comply with the obligations
applicable to such party under the Health Information Technology for Economic and Clinical Health Act provisions
at 42 USC §§17921-17954 and all assoclated implementing regulations, as amended (*"HITECH"), as of the date that
compliance with such obligation is required under such law, and the obligstions applicable to such perty under
HIPAA (as defined in Exhibit I). In furtherance thereof (1) each provision of HITECH and HIPAA that is required
to be included in business associate agreements pursuant to HITECH and is not already set forth in Exhibit 1 is
bereby incorporated into Exhibit I by reference; and (2) to the extent that the provisions of Exhibit I are unclear,
such provisions shall be construed to allow for compliance by the parties with HIPAA and HITECH. .

Regarding Protected Health Information, and other personally identifiable information (“PI1™), the State will provide
such data to the Contractor to the minimum extent necessary to perform the services. The State will also ensure that
access by Contractor to PHI and Pl is limited to access within the State’s facilities, network, data, equipment,
software and working space at the State’s facilities which are in secured environments and only where there is

controlled access.

9. CHANGE ORDERS

The State may, with written notice to the Contractor and written consent of the Contractor, make changes within the
general scope of this Agreement. Such changes may include modification in the functional requirements and
processing procedures, other changes specifically required by new or amended Federal or State laws and regulations,
changes in Departinent priority and/or to adjust milestones as required to manage scope within the constraints of the
resource requirements defined in Attachment A.

The State may slso request that the Contractor provide a fixed price bid for sdditional major enhancements to the
New HEIGHTS system beyond the resources defined in Attachment A.

The written order issued by the State shall specify whether the change is to be made on a certain date or placed Into
cffect only afier approval of the Contractor price proposal as described in the following paragraph. The State and
Contractor will agree upon the impact of the change order on the total project schedule and upon the date of

implementation of the change.

As soon as possible afler receipt of a written change order request, but in no cvent morc than thirty (30) days
thereafter, the Contractor shafl provide the State with a written statement detailing the change request analysis and

Contracior inltiats:
Date:
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fixed price or time and materials cost involved in implementing the change. The cost to the State resulting in a
change in the work shall specify the total cost based on the number of staff-hours required to complete the change,
times the change order rate. The change order rates will be negotiated based on the specific circumstances for each
change order. This Agreement shall be emended to include the additional scope of services and shall be subject to
and effective upon approval of Governor and Council.

If the State does not accept the Contractor’s proposal, the State may:
a) withdraw its change request; or

b) modify its change request, in which case the procedures set forth above will apply to Contractor's
responsc to the modified change request

The Contractor will be required to use all commercially reasonable efforts to implement a change request described
in the change order in accordance with the terms of such change order.

All daims, disputes, and other matters in question between the State and Contractor erising out of or relating to
change orders shall be decided in the manner set forth in Section 10 Dispute Resolution.

10. DISPUTE RESOLUTION

The Contractor and the State shall work in good faith toward accomplishment of the objectives that form the basis of
this Agreement. Notwithstanding Section 1.5 of the Agreement , the following dispute resolution process shall be
followed in the event of any dispute or disagreement between the parties relating to any provision of the Agreement
or an interpretation thereof and before exercising any termination right for default or breach or any other right to
remedy under or relating to the Agreement whether provided by law or under the Agreement, within thirty days of
such a dispute may pursue in good faith the dispute resolution process set forth below,

Al dispute resolution meetings, consistent with the intent of the Agrecment, shall be conducted at the State’s place
of business, 129 Pleasant Street, Conoord New Hampshire 03301,

10.1  Invocation of Progressive Dispute Negotistion.

The party believing itself aggrieved (the “Invoking Party”™) shall call for progressive management iovolvement in the
dispute negotiation by written notice to the other party.

102  Progression of Management Involvement.

The Parties shall use their best efforts to arrange personal meetings and/or telephone conferences as nceded, at
mutually convenient times, between negotiators for the parties at the successive management levels set forth below:

* Levell
=> New HEIGHTS Project Manager
=> The Contractor Project Manager
o Lewel2
=> Division of Famlly Assistance Director and the New HEIGHTS Project Manager
= The Contractor Project Partner
e Level3
= Comumissioner of the Department of Health and Human Services and/or the Chief Information
Officer of the Department of Information Technology.
= Contractor Quality Assurance Partner

The negotistors at each level shall have a period of ten business days in which to attempt to resolve the dispute. The
allotted time for first level negotiators shall begin on the date of receipt of the Invoking Party’s notice.
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1f & resolution is not achieved by ncgotiators at any given management level at the end of their allotted time, then the
allotted time for the negotiators at the next management level, if any shall begin immediately.

If resolution is not achieved by ncgotiators at the final management level, each party reserves all rights at law or in
equity.

Initiation of the dispute resolution process cannot, in and of itsclf, cause work to stop on any part of the project.
Work must continue for all portions of the work not in dispute during dispute resolution unless suspended by the

State per this Agreement.

This Agreement may be extended to include additional services for up to three (3) one year exiensions subject to
formal approval by the Governor and Council of the State of New Hampshire; such extension shall be subject to all
terms and conditions herein. Any amendments to this Agreement regarding the price limitation shall require
approval of the Governor and Council of the State of New Hampshire.

6
Conlracior iniliats: X ’

Date:
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EXHIBIT B
PAYMENT TERMS

1. Price:

8)

The total price for all services and facilities provided under this Agreement shall not exceed
$28367,824.

2, Terms of Payment

a)

b)

<)

d

This Agreement is funded with funds from the New Hampshire General Fund in the amount of
$6,593,967.00 and with federal funds made available under the following Catalog of Federal Domestic
Assistance:

o CFDA #10.561, Federal Agency Department of Agriculture, Food and Nutrition Services,
Program Title Food Stamp State Administration in the amount of $1,522,048.00.

s (FDA #93.778, Federal Agency Department of Health and Human Services, Centers for
Medicare and Medicaid Services, Program Title XIX (Medicaid) in the amount of
$20,237,955.00.

» CDFA #93.658 and #93.659, Federal Agency Department of Health and Human Services,
Administration for Children and Families, Program Title IV-E Foster Care/Adoption
Assistance in the amount of $13,854.00.

The State will make payment lo the Contractor as defined in the Milestone Payment Schedule included
s Attachment B-1. The schedule of psyments and milestone definitions pursuant to Attachment B-1
may be modified in writing with the mutual agreement of both the State and the contractor, provided
the modifications do not result in total state fiscal year amounts that excced the total state fiscal year
amounts of Attachment B-1.

A portion of the funding totaling $22,500,000 towards this contract is budgeted and available in the
following mocounts far the current bienninm:

05-95-45-450030-0967: $7,500,000

05-95-95-950030-0977: $15,000,000

A combination of Capital and Operating funding requests is being submitted for the full funding of this
contract as part of the budget process for SFY 2014/2015,

The State will make reasonable efforts to achieve Contractor payments within 45 workdays afler
reccipt of invoice. The Contractor may halt further scrvices hereunder until payment is received on
past due invoices, which have been outstanding for more than 75 days and are not in good faith dispute
between the Parties.

The Parties further agree that the invoices will contain the payment number and the services as
indicated in Attachment B-1: Service Modemization and Incremental Renewal Milestones and the
Contractor has no obligation to provide detalls in the invoice for state and federal cost allocations.

The State’s lisbility for deliverables in each State fiscal year shall not exceed the amount appropriated.

g) This Agreement may be extended o include additional services for up to three (3) one year extensions

subject to formal approval by the Governor and Council of the State of New Hampshire; such
extension shall be subject to all terms and conditions herein. Any amendments to this Agreement
regarding the price limitation shall require approval of the Governor and Counci! of the State of New
Hampshire.

Contracior initials:
Date:
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132

13.3

13.4

13.5

13.6

3

EXHIBIT C
SPECIAL REQUIREMENTS

The State and the vendor agree that in the event of a failure to meet staffing commitment according to the staff-
loading chart included in Attachment A, or any mutually agreed upon performance standards included in the
Service Level Agreement developed by the Contrecior and approved by the Stale at the start of the project,
damage shall be sustained by the State and that it is and will be impractical and extremely difficult to ascertain
and determine the actual damages which the State will sustain by reason of such failure. The partics agree that
the Service Level Agreement, as agreed upon by the State and the Contractor, will establish the baseline for
measuring vendor performance and establish the schedule of liquideted damages. It is therefore agreed that the
State may require the vendor to pay liquldated damages for such failures. The Contractor shall have five
workdays or other mutually agreed period from the date of receipt of written notification of s failure to correct
the failure set forth in the written notification. If the failure is not resolved within this period, liquidated
damages may be imposed retroactively to the date of expected delivery. The remedy of termination will remain
aveilable to the state. Liquidated damages may not exceed the total payment for said month, included in
Attachment B-1.

The vendor shall be liable for liquidated damages that are related to delays directly caused by the above acts
action or omissions by the vendor. The vendor shall not be liable for liquidated damages for events that are
directly caused by the failure of the State or any State agency to perform any required activity.

Standard State Agreement Paragraph 13, Indemnification, is deleted, and in place thereof is inserted:

The Contractor shall defend, indemnify and hold harmless the State, its officers and employees, from and
against any and all losses suffered by the State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers and employees, by or on behalf of any person,
on account of, based or resulting from, arising out of (or which may be claimed to arise out of) the acts or
omissions of the Contractor, its subcontractors, and assignees. .

The Contractor shall require any subcontractor, delegates, or transferees to agree in wriling to defend,
indemnify and bold harmless the State, its officers and employees from and against any and all losses
suffercd by the State, its officers and employees, and any and all claims, liabilities or penalties asserted
against the State, its officers and employees, by or on behalf of any person, on account of, based or
resulting from, arising out of (or which may be claimed to arise out of) the acts or omissions of the
subcontractor, delegate, or transferee.

The Contractor’s monetary limitation liability to the Stato shall not exceed two times the total Agreement
price, except it shall not apply to the following provisions.

No(wuhstandmg the monetary limitation contained in paragraph 13.3 above, in the event a claim or action
is brought against the State in which infringement and/or a violation of HIPAA is alleged, the Contractor, at
its own expense, shall defend, indemnify and hold harmless the State against all such claims or actions for
any expenses, costs or damages, Including legal fees and expenses, incurred by the State in connection with
such claims or actions.

Further, notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver of
the sovereign immunity of the State, which immunity is hereby reserved to the State.

This covenant shall survive the termination of the Agreement.

Following Standard State Agreement Paragraph 9.3 insent:

Contractor initials:
Date:
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93.1 All applicant and/or recipient matcrials and information provided to the Contraclor by the State or
acquired by the Contractor on behalf of the State whether oral, written, magnetic tape, cards or otherwise shall
be regarded as confidential information in accordance with the provisions of federal and State law and ethical
standards, and all necessary steps shall be taken by the Contractor to safeguard the confidentiality of such
material or information in conformance with federal and State law and ethical standards.

9.32 This provision shall not apply to any informstion, or any portion thereof, which is required to be disclosed
by order of a court of competent jurisdiction, administrative agency or governmental body, or by subpoena,
summons or other legal process, or by law, rule or regulstion provided that prios to such disclosure by the
Coutractor the State is given reasonable advance notice of such order and an opportunity to object to such
disclosure. The Contractor shall carry out its confideatiality obligations using the same degroe of care that it
uges in protecting its own proprietary information, but at least a reasonable degree of care. Notwithstanding
anything herein to the contrary, the Contractor shal] have the right to retain one copy of confidential information
and sny summaries, analyses, notes or extracts peepared by the Contractor which are based on or contain
portions of confidentlal information evidencing its services for the State as required by law, regulation,
professional standards or reasonable business practice.

4 Notwithstanding anything (o the contrary in this Agreement, the State shall have all rights of ownership of all
deliversbles, application software and documentation associated with this project for which the State has made
payment in accordance with the terms and conditions of this Agreement.

e The State shall have the unrestricted authority to publish, disclose, distribute and otherwise use, in whole or
in part, any deliverable, application software and documentation associsted with this project for which the
State has made payment in accordance with the terms and conditions of this Agreement.

*  With the prior approval of the State, to the extent that the Contractor utilizes any of its property (including,
without limitation, any hardware or proprictary sofiware of the Contractor or any proprietary or
confidential information of the Contractor or any trade secrets of Contractor and excluding the State’s
spplication software, deliverables, and documentation) in performing services hercunder, such property
shall remain the property of the Contractor and the State shall acquire no right or interest in such property.
Nothing in this Agreement shall be construed as precludipg or limiting in any way the right of the
Contractor to provide consulting, euditing or other services of any kind or nature whatsoever to any person
or entity as the Contractor in its sole discretion deems appropriate. In furtherance of the foregoing and not
in limitstion and notwithstanding any contrary provision of this Agreement, the Parties hereby
acimowledge and agrec that the Contractor shall have ownership and copyright ownership of, including,
without limitation, all rights to use, disclose and otherwise employ ils ideas, concepts, know-how, methods,
techniques, processes, and skills, and adaptations thereof (including, without limitation, function, system
and data models; the generalized festures of the structure, sequence and organization of software and the
user interfaces and screen designs; general purpose routines, tools and utilities; and procedures, processes,
logic coberence and methods of operation of systems) In coaducting its business (including, without
limitation, providing services or creating programming or materials for other clients), and the State shall
not assert against Contractor or it personnel any prohibitions or restraint from so doing.

e  Appropriate Federal and/or State representatives will have access to work in progress and to pertineat cost
records of the Contractor and its subcontraciors et such intervals, as any represeatstive shall deem
necessary.  All records associated with this project must be retained for a period of five years after final
payment or resolution of any litigation.

5  The Stale, or eny of its entities, shall not hire or contract with any Contractor personnel or sub-contractor
personnef that have been directly and substantively involved in the work related to this Agreement during the
term of this Agreement and for three (3) months following the end of this Agreement unless written consent is
granted by the Contractor.

6  Should the State fail to make all payments in a timely manner as required hereunder, or otherwise be in breach
of this Agreement, including, without limitation, failure of the State to timely perform its obligations under
this Agreement, following the unsuccessful conclusion of dispute resolution as described in Section 10 of
Exhibit A, Contractor upon thirty (30) days written potice to the State, may terminate this Agreement if the
State fails to0 cure its breach within such thirty (30) days notice period or in the absence of a greater

2

Date:
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specification of time. The State shall have all rights to dispute any determination by the Contractor of breach,
or the cure thereof, by use of the Dispute Resolution provisions of Section 10 of Exhibit A or other legal
process.

7 To the extent that Contractor, has entered into other contracts with any other state, exchange, or the Federal
Govemment, relating to the design, development, implementation, or operation of a health benefit exchange as
described in the Section 1311 of the ACA to which the requirements of 45 CFR 95 and 45 CFR 92 apply,
Contractor will proactively identify for, review for, discuss with, and submit recommendations to the State
regarding reuse of work from these other contracts or other shared efforts with these third-parties that could
lead to efficiencies in accomplishing the specific requirements of or the objective of this Contract.

8 The federal government reserves a royalty-free, non-exclusive, and irrevocable license to reproduce, publish,
or otherwise use, and to authorize others to use, for federal govemment purposes, the copyright in any work

developed under a grant, sub-grant, or contract under a grant or sub-grant or any rights of copyright to which a
contractor purchases ownership.

9 The contractor shall comply with the Clean Air Act, Section 306 and Clean Water Act, Section 309.

3 @’
Contractor initlals: i
Dale:
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Exhibit C-I
Additional Special Provisions

1) Gratulties or Kickbacks

The Contractor agrees that it is a breach of this Agreement to accept or make a payment, gratuity or offer of
employment on behalf of the Contractor, any Sub-Contractor or the State in order to influence the performance of
the Scope of Work detafled In Exhibit A of this Agreement. The State may terminate this Agreement and any sub-
contract or sub-agreement if It is determined that payments, gratuities or offers of employment of any kind were
offered or received by any officlais, officers, employees or agents of the Contractor or Sub-Confractor.

2) Retroactive Payments-individual Services

Notwithstanding anything to the contrary contained in this Agreement or in any other document, agreement or
understanding, it is expressly understood and agreed by the parties hereto, that no payments will be made
hereunder to reimburse the Contractor for any services provided to any individual prior to the Effective Date of this
Agreement and no payments shall be made for expenses incurred by the Contractor for any services provkied prior
to the date on which the individual applies for services or (except as otherwise provided by the federal regulations)
prior to a determination that the individual is eligible for such services.

3) Retroactive Payments-Contractor Services

Notwithstanding anything to the contrary contained in this Agreement or in any other document, agreement or
understanding, it is expressly understood and agreed by the parties hereto, that no payments will be made
hereunder to reimburse the Contractor for any costs incurred for any purposes prior to the Effective Date of the

Agreement.
4) Audit Requirement

On or before the date set forth In Section 1.7 of these Genefal Provisions, the Contractor shall deliver to the State,
at the address set forth in Section 1.2 of these General Provisions, an independent audit performed by a Certified
Publc Accountant, of the Contractor, Including the funds recelved under this Agreement.

The foliowing requirement shall apply if the Contractor is a State or Local Govemment or an Institution of Higher
Education or Other Non-Profit Organization: If the federal funds expended under this or any other Agreement from
any and all sources exceeds $300,000 in the aggregate in a cne year fiscal period the required audit shall be
performed In accordance with the provisions of OMB Circular A-133, Audlts of States, Local Governments, and
Non-Profit Organizations for fiscal years ending on or after June 30, 1997.

6) Credits

All documents, notices, press releases, research reports, and other materials prepared during or resuliing from the
performance of the services or the Agreement shall Include the following statement: °“The preparation of this
(report, document, etc.) was financed under an Agreement with the State of New Hampshire, Department of Health
and Human Services, Division of (name), with funds provided in part or In whole by the (State of New Hampshire
and/or United States Department of Health and Human Services.)

6) Debarment, Suspension and Other Responsibility Matters

it this Agreement is funded in any part by monies of the United States, the Contractor shall comply with the
provisions of Section 319 of the Public Law 101-121, Limitation on use of appropriated funds to influence certain
Federal contracting and financial transactions; with the provisions of Executive Order 12548 and 45 CFR Subpart
A, B, C, D, and E Section 78 regarding Debanment, Suspension and Other Responsibillty Matters, and shal
complete and submit to the State the appropriate certificates of complance upon approval of the Agreement by the

Govemnor and Council.
Contracior initials: -
Date:
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CERTIFICATE

I, Deborah Ferreira, Director of Deloitte Consulting LLP, do hereby certify that:

I

1 am a Director of Deloitte Consulting LLP, a Delaware limited partnership (*Deloitte
Couosulting™);

1 maintain and have custody of a copy of the Mémonndum of Agreement of Deloitte
Consulting and a list of the Principals/Directors of Deloitte Consulting assigned to the Camp Hill,
Pemnsylvania Office;

1 am duly awthorized to issue certificates with respect to Deloitte Consulting and such
Principals;

1 have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal/Director of Deloitte Consulting to enter into and sign agreements in the name of
and on behalf of Deloitte Consulting;

Sundhar Sekhar, is on the date hereof, and since 2003 has been, a Principal of Deloitte
Consulting as referred to in Certificate Exhibit A attached hereto;

As a Principal of Deloitte Consulting, he is fully authorized on behalf of and in the pame of
Deloitte Consulting to enter into and take any and all actions to execute, acknowledge, and
deliver the contract with the State of New Hampshire, acting through the Office of the
Governor, providing for the performance by Deloitte Consulting of certain management
consulting services, and any and all documents, agreements, and other instruments (and any
and all amendments, revisions, and modifications thereto) as he may deem necessary, desirable,
or appropriate to accomplish the same;

The signatures of Sundhar Sekhar, as Principal of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal to bind Deloitte Cansulting thereby;

The certificate of authority of Deloitte Consulting attached as Exhibit A has not been revoked,
annulled, or amended in any manner whatsoever and remains in full force and effect as of the

date thereof;

| &8
Contractor inftials: :
owe:_—ZAan
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9, The following persons, whose signatures appear below, have been duly appointed or assigned
to and now occupy the positions indicated below in Deloitte Consulting:

MMW

Deborah Ferrei
Deloitte Coas
Camp Hill O

G s

Sundhar Sekhar, Principal
Deloitte Consulting LLP
Camp Hill Office

10. IN WITNESS WHEREOF IlnvchemnosdmyhandasDu'ectmonhePummlupms
17_dayof _Buqut] F 2002 |

DebonhFem:iraﬂ

PENNSYLVANIA

COUNTY OF DAUPHIN

Onthis_| 7 dayof 4‘“]%5'" 2012, before me,_AMgele L W

the undersigned officer, personally appeared Deborah Ferreira who ackrdwledged herself to be a Director
of Deloitte Consulting LLP, a Delaware limited partnership, and that she, as such Director,

being authorized to do so, executed the foregoing instrument for the purposes therein

contained, by signing her name thereto as Director.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.

My Commission Expires: __00[08(2016 &M
otary REpublic

OOMMONWEALTH OF PENNSYLVANIA 2
Lms«l %54
Amgela L Bertzel, Notary Public ?
Susquehanna Twp., Dauphin County Contractor Initais: :
Comenission Expires June 8, 2015 Date: \

MEMBER, PENNSYLVANIA ASSOCIATION OF BOTANIES
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CERTIFICATE EXHIBIT A

I, SUNDHAR SEKHAR, DO HEREBY CERTIFY THAT:

1. 1am a Principal of Deloitte Consulting LLP, a Delaware limited partnership (“Deloitte
Consulting™).

2. 1have custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list of
Principals of Deloitte Consulting assigned to its Camp Hill, Pennsylvania office.

3. Principals of Deloitte Consulting are fully authorized by the Memorandum of Agreement of
Deloitte Consulting to enter into and to take any and al} actions on behalf of and in the name of
Deloitte Consulting to execute, acknowledge, and deliver contracts providing for the
performance by Deloitte Consulting of management consulting services, and any and all
documents, agreements, and other instrumnents (and any and all amendments, revisions, and
modifications thereto) as may be necessary, desirable, or appropriate to accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. 1am duly authorized to issue this Certificate.

IN WITNESS WHEREOQF, | have to set my hand as a Principdl of Deloitte Consulting
LLP this 1O day of 2012.

GRS

Sundhar Sekhar

PENNSYLVANIA

COUNTY OF DAUPHIN

Onthis 11 dayof MS+ , 2012, before me, Ml& L &V\’le
the undersigned officer, personally appeared Sundhar Sekhar who ackrdewledged himself 1o be a
Principal of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal, being authorized to do so, executed the foregoing instrument for the purposes therein
contained, by signing his name thereto as Principal.

IN WITNESS WHEREOF, | hereunto set my hand and official seal.

My Commission Expires: _ (b !09 !20 L5 g glzﬂ% é’ﬁ J\A &deg’(-

N Regpublic

COMMONWEALTH OF PENNSYLVANIA

Notarial Seat
Angels | Bentzel, Notary Public
Susquehanna Twp., Dauphin County
My Cammission Expires June 8, 2015
PERNSYLVANIA ASSOCIATION OF NOTARIES

Contractor intials:
Date:




