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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH

Lori A. Shibinette 129 PLEASANT STREET, CONCORD, NH 03301

Commissioner 603-271-9844  1-800-852-3345 Ext. 9544
‘ . Fox: 603-271-4332 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Katjs S, Fox
Director

June 11, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council .

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Behavicral Health,
to amend an existing contract with Portland Webworks, Inc. (VC#282677-B001, Portland, ME to
continue supparting and hosting the website that provides information and. services related to
substance use disorder, by exercising a contract renewal option with no change to the price
limitation of $200,000 and extending the completion date from June 30, 2020 to September 29,
2020 effective upon Governor and Council approval. 100% Federal Funds.

. The original contract was approved by Governor and Council on December 5, 2018, item
#23A. : '

Funds are available in the foltowmg account for State Fiscal Year 2021, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified. .

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG & ALCOHOL,
STATE OPIOID RESPONSE (SOR) GRANT.

2 W

State Increased

. Class /. . Job Current Revised
Fiscal Account Class .Tltle Number | Budget (Decreased) Budget
Year Amount
2019 102-500731 Contracts for 92057040 $£150,000 $0 $150,000

Prog Svc
2020 | 102-500731 Contracts for 92057040 $50,000 ($2,500) $47,500
Prog Svc
2021 102-500731 Contracts for 92057040 $0 $2,500 1 $2,500°
Prog Svc
Total $5200,000 | S0 $200,000
EXPLANATION

The purpose of this request is to continue supporting and hosting the website that provides
information and services related to substance use disorder to the public. This service supports
the Department's goal to re-align the substance use disorder service access system into a



His Excellency, Govémor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

- streamiined and standardized approach as part of the State Opioid Response grant, as awarded
by the Substance Abuse and Mental Health Services Administration.

User analytics indicate that approximately 7,500 individuals will access the website from
July 1, 2020 to September 28, 2020.

The Department is continuing services for additional three (3) months to allow time for
transitioning the maintenance and hosting of the website to the Department. As of today, the
Contractor works closely with the Department to maintain the DoorwayNH website, after
experiencing a rapid-and successful development of the website as a key component of the
Doorway rollout in the winter of 2018-2019.

The website is a key component of the system established to improve access to substance
use disorder services and supports, statewide. Individuals who seek information about substance
use disorders are directed to the appropriate resources, including the 2-1- 1 NH call center and
the regional Doorways, through the website. .

As referenced in Exhibit C-1 Revisions to General Provisions of the original contract, the
parties have the option to extend the agreement for up to four (4) additional years, contingent.
upon satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval. The Department is exercising its option to renew services for three 3
months of the four (4) years available.

Should the Governor and Council not authorize this request, the DoorwayNH website will
no longer be available to those seeking information and resources regarding substance use
disorders, which could result in critical delays to accessing substance use disorder treatment
services.

Area served: Statewide

Source of Funds:- 100% Federal Funds from DHHS Substance Abuse ‘& Mental Health
Services Administration, Center for Substance Abuse Treatment, State Opioid Response {(SOR)
Grant-SAMHSA (FOA) No. TI-18-015. FAIN #T1081685 -.;.

: In the event that the Federal Funds become no longer avallable General Funds will not "
be requested to support this program. . :

R specthlly submitte

The Department of Health and Human Services’ Mission is to join communilies and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 11, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of [nformation Technology (DolT)
has approved your agency’s request to amend a contract with Portland Webwaorks, Inc., Portland, ME as
described below and referenced as Dol T No. 2019-020A.

This is a request for approval to amend a contract with Portland Webworks, Inc., for

continued support and hosting of the DHHS website that provides information and services

related to substance use disorder. This is a time extension only. DHHS is continuing these

services for-additional three months to allow time for a transition of the DoorwayNH

website for the DHHS.

The completion date will be extended from June 30, 2020 to September 29, 2020, effective
upon the date of Governor and Executive Council approval through September 29, 2020.

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincerely,

W’gi‘“’ for

Dentis Goulet

DG/ik/ek
DolT #2019-020A

cc: Michael Williams, DolT - I'T Manager

"tnnovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
2019-DBH-05-WEBS|/Website Development for Substance Use Disorder Information
And Services

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the

2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Information
And Services

This 1% Amendment to the 2019-DBH-05-WEBSIWebsite Development for Substance Use Disorder
Information and Services contract (hereinafter referred to as "Amendment #1°} is by and between the State
of New Hampshire, Department of Health and Human Services (hereinafter referred to as the "State” or
"Department”) and Portland Webworks, Inc. (hereinafter referred to as "the Contractor”), a for profit
corporation with a place of business at 5 Milk Street, Portland, Maine, 04101.

WHEREAS, pursuant to an agreement (the “"Contract”) approved by the Governor and Executive Council
on December 5, 2018 (ltem #23A), the Contractor agreed to perform certain services based upon the terms
and conditioris specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1 Revisions to
General Provision, Paragraph 3, the Contract may be amended upon written agreement of the parties and .
approval from the Governor and Executive Council: and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date; to read:
September 29, 2020. ' ‘

2. Modify Exhibit B-2, Budget Period: July 1, 2019 - June 30 2020, by reducing the total budget:
amount by $2,500, which is identified as unspent.funding that is being carried forward to fund the
activities in this Agreement for SFY 21 {(July 1, 2020 through September 29, 2020}, as specified in
Exhibit B-3 Amendment #1 Budget, with no change to the contract price limitation. .

3. Add Exhibit B-3 Amendment #1, Budget, which is attached hereto and incorporated by reference
herein. ' '

4. Modify Exhibit B, Methods and Condilions Precedent to Payment, Section 2.1, to read:

2.1 Payment shall be on a cost reimbursement basis for actual expenditures incurred in
the fulfillment of this Agreement, and shall be in accordance with the approved line
items in Exhibit B-1, Exhibit B-2 and Exhibit B-3 Amendment #1 Budget.

6. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 2.5, to read:

2.5 in-lieu of hard copies, all invoices may be assigned an eleclrenic signature and
emaited to dhhs.dbhinvoicesbdas@dhhs.nh.qov or invoices may be mailed to:
Financial Administrator '
Department of Health and Human Services
Bureau of Drug and Alcohol Services
105 Pleasant Street
Concord, NH 03301

Portland Webworks, Inc. Amendment #1 . Contractor Initials
RFP-2019-DBH-05-WEBSI-01-A01 Page 1of 3 Date 20




New Hampshire Department of Heaith and Human Services
2019-DBH-05-WEBS!/Website Development for Substance Use Disorder lnformation

And Services

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #1
remain in ful force and effect. This amendment shall be eﬂectwe upon the date of Governor and Executive

Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

(-3 -0

Date

G/H-]ZOCO

Date

Portland Webworks, Inc.
RFP-2019-DBH-05-WEBS|-01-A01

State of New Hampshire
~ Depariment of Health and Human Services

Tite: )ﬁwaﬁk Grrnm;.ssw

Portland Webworks, Inc.

A

Name: JustTin D. DAvS
Title:
Presibent

Amendmeni #1
Page 2 0of 3




New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Infarmation
And Services '

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

June 11, 2020 | e C%WMA Wlarakall

Date Ndme;

Title: Assistant Attorney General

I hereby cenrtify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: : (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date - Name:
Title:
{
Portland Webworks, Inc. Amendment #1

RFP-2019-DBH-05-WEBSI-01-AQ1 Page 3 of 3




2019-DBH-I5-WEBSIAYe bsster Developrnent for Sulstantd Uve Disondur Inloemninion

Ang Services

Exhibet B-3 Amncimant 21, Budget

New Hampshira Gepartment of Hezlth and Human Services N
N COMPLETE ONE BUDGET FORM FOR EACH BUDGET PERIOD
Corrractor name Poriland WebViarks, inc.
Budget Request fos: 2043-08H-08.V/EBSVWebsste tod Bub Use Di nfomationAnd Services
Budgit Petiod: HIF1020-%792020
L T . .t ot “Total Program Cosi .- B IR " Contracior Share/ Match - . - - -Funded'by DHHS contract share - .. o |
Lihe ftem =" +_Direct “- Indirect - Total Direct . ..+ Indirecl * -~ Total ~ Direct -y - Indirect .. Total [
Toud SalayiWag 3 167500] % - 3 1.675.00 | § . S - > - 3 1,675001 8 s 1.675.00
Empioyce Benefits H - S - ] - s . $ - ] : - 3 $ -
3. Consulynis 3 - 3 3 s - [} - - 3 s -
4. Equipment: b - - 3 - 3 - - 3 -
Romnl 3 - - - > - - - > -
Repair and Was e - 3 - - - 3 .
Putchii se/Deprecaton - E] - - 3 . - - - 3
5 Supphies: - 3 - 3 - 5 - -
Educationnl - - 3 - - -
Lab - - - - - 5 - - -
Pharrmacy - - 3 -
Medical - - - $ - - s Ik -
Ofttice 3 - - - - 3 - s -
6 Tavel 3 - $ - 3 -] -
7. _Occupancy 3 - - - - 3 - - § -
3, Cument Sxpersas - $ - - E - 3 $ $ -
Telephone - 3 - - -
Postage - - - - - - - -
| Subscriplions S - E3 . - . - - - -
Aurdt #nd Legal 3 3 - S - $ - - -
I NELranee $ . s - Y - 3 - - 3 - S -
Boerd Expenses S - 5 - S - S - - 3 5 -
|3, Schware 3 - 3 - s - H - s - 3
10, Marketing/C wcalions - 3 - 3 - - 3 1 - ] S .
11 Stali Ecucation and Training - E - 3 - - - - - 5 -
12, SubcomractsiAgresments - - - - - E - 3 :
13, Website Hostirg ) 3 325 00 5 8325 00 - - 3 825.00 S 825 00
- - 3 - 3 - $ - 3 - 3 - $ -
3 - - - 3 - - 3 - S - $ -
3 - - 3 5 3 - 5 -
TOTAL $ 2.500.00 | - 1S 2,500.00 - - (8 - | s 2,500,00 | § $ 2,500.00
Inciract As A Parcynt of Dawel EL] .

Portand Wobwoels, inc
PFP-2019-DEH-05-WEBS101
Eantxt B-3 Armengirment # 1, Buiget
Page 1 0t 4
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Conracio Inum_\l_

Oate.




. State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Scerctary of State of the Siate of New- Hampshire, do hereby certify that PORTLAND WEBWORKS,
INC. is a Main¢ Profit Corporation registered to transact business in New Hampshire on October 11, 2018. | further certify that all
. fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerncd,

Busincss 1D: 804957
Certificatc Number: 4004925936

INTESTIMONY WHEREOF,

I hereto set my hand and causc to be affixed
the Scal of the State of New. Hampshirc,
“this Sth day of June A.DD, 2020. :

Gkl

William M. Gardner

Secretary of State




DocuSign Envélope ID: D19BO0DF-8C83-4DD3-98DF-1BF5CIB75A2A

- CERTIFICATE OF AUTHORITY

I, James F. Keenan, Jr., hereby certify that:

1. | am the duly-eiected Clerk of Portland Webworks, Inc. {the *Corporation”), a shareholder-run
corporation formed and existing under the laws of the State of Maine.

2. The following is a true copy of a resolution approved by Written Consent of the sole-shareholder
of the Corporation effective as of June 4, 2020:

RESOLVED: That Justin D. Davis, as President, is duly authorized on behalf of
the Corporation to enter into contracts or agreements with the State of New
Hampshire and any of its agencies or departments and further is authorized to
execute any and -all documents, agreements and other instruments, and any
amendments, revisions, or modifications thereto, which may in his judgment be
desirable or necessary to effect the purpose of this resolution.

3. | hereby certify that said resolution has not been amended or repealed and remains in full force
and effect as of the date of the contract amendment to which this Certificate of Authority is
attached. This authority remains valid for thirty {30) days from the.date of this Certificate of.
Authority, | further certify that it is understood that the State of New Hampshire will rely on this
Certificate of Authority as evidence that the person listed above currently occupies the position
indicated and that he has full authority to bind the Corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State
of New Hampshire, all such limitations are expressly stated herein,

DocuSigned by:

- ‘ q_;mr; . kﬂu.‘., @
Dated: June 4, 2020 2673018431 ABEA
Signature of Elected Officer
Name: James F. Keenan, Jr.
Title: Clerk

Rev. 03/24/20



— PORTWEQ-01 EIRISH
ACORD" CERTIFICATE OF LIABILITY INSURANCE oaTEmus )

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERYIFICATE HOLODER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, cartain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s}.

PRODUCER GRNIACT
R o, 100 A REK e, (7] 746257 e (207) 1742954
PO Box 3 24 | ks, info@clarkinsurance.com
Portland, ME 04104-3543 INSURER(S) AFFORDING COVERAGE NAKC
nsurer a ; Citizens Ins Co of America 31534

INSURED ‘ wsuren s : Allmerica Financial Benefit 41840

5:3&"&?%?:’8::;'“' : - wsurer ¢ : Maine Employers Mutual Ins Co 11149

5 Milk Stroot, Ste 2 : : INSURER D ; ‘

- Portland, ME 04101 : . INSURERE :
) ' INSURER F : .

COVERAGES . CERTIFICATE NUMBER: REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED QR MAY PERTAIN, THE INSURANCE AFFORDEQ BY THE POLICIES DESCRIBED HEREIN, IS SUBJECT TO ALL THE TERMS,
© EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. |

ek TYPE OF INSURANCE oSt e ._POLICY NUMBER arncAll LIMITS
A | X | cOMMERCIAL GENERAL LIABILITY \ EAGH OCCURRENGE 3 1,000,000
| cLames-mape OCCUR OBPH139370 1712020 | 11772021 | DRM e O R ey |8
| i ’ MED EXP (Any one person) | $ 5,000
- : " | PERSONAL 8 ADV INJURY | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: . . | GENERAL AGGREGATE 3 2,000,000
|| PoLiY iai Lec PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: : s
B | auTomoBILE LABILITY M‘F'NGLE LIMIT = | 1,000,000
X. | anv auto AWPH139355 WT12020 | 17772021 | BooILY INJURY (Per person) | §
[ | OWNED SCHEDULED - ;
| | AUTOS ONLY AUTOS ) BODILY INJURY (Per accident) | §
RTY DAMA
| i‘fﬁ%os ONLY KBP&%‘E'E? |.( a?ggddent GE 3
. . ) s
A | X |umereLtame | X]occur . | . i ’ EACH OCCURRENGE s 3,000,000
. EXCESS LIAB CLAIMS-MADE OBPH139370 1712020 1712021 AGGREGATE s 3,000,000
oeo | X | merentions  10,000] _ s
PER OTH-
C [HoRKERs SomPENEATION, . L HEAEEY
. AN\"F‘FE!FO!.'PRIE‘I’OF!JF’»\I“~!TNER!‘E-\(E(:l.lTl\c'E NiA 1_81 0106528 9/23/2019 9’23’2920 E.L. EACH ACCIDENT s 1,000,000
8“"""“"“%“&? "' | EL OISEASE - £A EMPLOYEE] § 1,000,000
i p25. geacre und 1,000,000
DESCRIPTION OF QP£MTON§ below E.L. DISEASE - POLICY LIMIT [ § ! '
A |Professional Liabili [OBPH139370 1712020 | 17712021 |Professional Limit 5,000,000

DESCRIPTION OF OPERATIONS { LOCATIONS { VEHICLES (ACORD 101, Additional Remarks Schedule, may be sitachad if more space s regulired)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN

State of New Hampshire ' ACCORDANCE WITH THE POLICY PROVISIONS.
Department of Health and Human Services

129 Pleasant Strest
Concord, NH 03301 AUTHORIZED REPRESENTATIVE

! D —

ACORD 25 (2016/03) © 1988-2015 ACORD CORPORATION. All rlghté reserved.,
The ACORD name and logo are registered marks of ACORD

v



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH
BUREAU OF DRUG AND ALCOHOL SERVICES

JelTrey A. Meyers

Commissioner 105 PLEASANT STREET, CONCORD, NH 03301
' 603-271-6110  1-800-852-3345 Ext. 6738
Katjs 5. Fox Fax: 603-271-6105 TDD Access: 1-800-135-2964
. Oircctor ' : www.dhhs.nh.gov

October 19, 2018

" His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House- _

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Behavioral Health,
Bureau of Drug and Alcohol Services, to enter into an agreement with Portland Webworks, Inc,
Vendor #282677-B001, 5 Milk St., Portland, ME 04101, for the provision of designing,
developing, implementing, hosting and managing a single,. consolldated website for the
purpose of ensuring the general public has access to consistent and accurate information on
services related to Substance Use Disorders (SUD), in an amount not to exceed $200,000,
effective upon date of Governor and Executive Council approval through June 30, 2020 100%
Federal Funds

‘Funds are available ‘in the following account for State Fiscal Years 2019 and is.

anticipated to be available in State Fiscal Year.2020 upon the availability and continued

appropriation of funds in the future operating budget, with authority to adjust encumbrances.

- between State Fiscal Years through the Budget Office without further approval from Governor
and Executive Council, if needed and justified.

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND.

HUMAN SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG &
ALCOHOL, STATE OPIOID RESPONSE (SOR) GRANT

State . Total
. Fiscal CIassIAccoqnt Class Title | Job Number . Amount
Year L
2019  102-500731 Contracts for Prog Svc _ 92057040 $150,000
2020 _102-500731 Coﬁtracts for Prog Svc 92057040 $50,000
| T Total: | $200,000

W
% NOU27'28 pr 2:44 DAS 0754 N}”



His Excellency, Governor Christopher T. Sununu
and the Honorable Cauncil
Page 2 of 3

EXPLANATION

The purpose of this request is to enter into an agreement with Portland Webworks, Inc.
to provide website design and hosting services in support of the Department's goal to re-align
the substance use disorder (SUD) service access system into a streamlined and standardized
approach as part of the State Opioid Response (SOR) grant, as awarded by the Substance

'Abuse and Mental Health Services Administration (SAMHSA). ' .-

The establishment of a single website for information and service referral is critical to
the Department's Opioid Response Plan. In the current environment, a multitude of disparate
websites and resource lists are available for individuals seeking information and services for
SUD. The website that results from this agreement will serve as a single repository designed to
capture Department vetted information about prevention, treatment, recovery and harm
reduction services. Funds will be utilized by Portland Webworks, Inc. to design, develop,
implement, provide the hosting for and manage a single, consolidated website that ensures the

" general public in New Hampshire has access to consistent and accurate information on SUD
" gervices available in New Hampshire. - '

This website will ensure individuals who seek information about SUD are directed to the

appropriate resources, including the 2-1-1 NH call center and Regional Hub services.

Portland Webworks, Inc. was selected for this procurement through a ‘competitive bid

process. A Request for Proposals was posted on the Department of Health and Human
Services' website from September 14, 2018 through October 4, 2018. The -Department
received three (3) proposals. The proposals were reviewed and’ scored by a team of
individuals with program specific khowledge. The Score Summary is attached.

i As referenced in the Request for Proposals and in the Exhibit C-1 of this contract, this

Agreement has the option to extend for up to four (4) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of
the Governor and Executive Council. ' ' ’

Notwithstanding any other provision of the Cohtract to the-contrary, no serv-ices shall |

cbntinue after June 30, 2019, and the Department shall not be liable for any payments for
services provided after June 30, 2019, unless-and until an appropriation for these services has
been received from the state legislature and funds encumbered for the SFY 2020-2021
biennium. ' ' ‘ -

Should the Governor and Executive Council not authorize this request, communications,
iinformation and resources available regarding SUD to individuals will continue to be separate

and not communicate with a consistent message, which may to result in delays to accessing .

care for SUD for individuals. _
Area served: Statewide. .

Source of Funds: 100% Federal Funds from DHHS, Substance Abuse & Mental Health
Services Administration, Center for Substance Abuse Treatment, State Opioid Response
(SOR) Grant - SAMHSA, (FOA) No. TI-18-015. FAIN #T1081685 '



His Excellency, Govemnor Christopher T. Sununu ‘ _
and the Honorable Council :
Page 3 of 3.

In the event thétthe Federal (or Other) Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,
Katja Fox _
Direptor. Division for Behavioral Health

. ) _
Approved by:' L A
N
Jeffrey A. M
f@ yersﬁ.
Commissioner

The Department of Health and Human Services’ Mission is Lo join comm unities and. fomilies
in providing opportunilies for citizens to achieue health and independence.



New Hampshire Department of Health and Human Services
Office of Business Operations
_Contracts & Procurement Unit
Summary Scoring Sheet |

Websito Development for Substance

Use Disorder Information and Services + ' RFP-2019-DBH-05-WEBSI
RFP Name ) ) RFP Numbser Reviewer Names
4 Abby Shockley, Snr Policy Analyst,
' Substnc Use Srvs DBH
Maximum | Actual Randy Moser, Health Promotion
Bidder Name PassiFall| Points Polnts 2. pdvisor, BOAS

1 . . Jacob Leon, Direcior-of

* Portland Webworks . 400 i 3. communications. DHHS
2 . : . 4 Lauris Heath, Business Admin Il

* Silvertech : 400 244 ' DBH/BDAS Finance

3. The Attos Group, LLC 400 18 s

David Wisters, Director, Bureau of
Information Sarvices




|
STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

November 16, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301 o -

Dear Commissioner Meyers:

-

\

This letter represents formal notification that the Department of Information Technology (Dol T)
has approvéd your agency’s request 0 enter into a cc:mtract with Portland Webworks, Inc., of Portland,
ME as described betow and referenced as DolT No. 2019-020. _ -

The purpose of this request is for the Department of Health and Human Services to enter
into a contract agreement for the design; development, implementation, hosting and
management of a consolidated website for thejpurpose of ensuring the general public has
access to consistent and accurate information on services related to Substance Use
Disorders. ' ‘

The amount of the contract is not-1o exceed $200,000 and is effective upon Govemor and
Executive Council approval, through June 30, 2020.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council forlapproval.

Sincerely,
. —_—
%Jégﬁlnu 17
Denis Goulet

DG/ik
Dol T-#2019-020

"cc: Bruce Smith, IT Manager, DolT

"innovative Technologies Today for New Hompshire's Tomorrow”™




FORM NU'MBER P.37 (version 5/8/15)

Subject: MMMMMML&LMMW
And S¢rvices

Notice: This agreement and all of its attachments shall become public upon submission to Governor end
Executive Council for epproval. Any information that is pnvnlc, confidential or proprictary must
be clearly identified to the ngency and ogreed to in writing prior to signing the contract.

AGREEMENT
The Sme of New Hampshire and the Contractor hereby mutunlly agree as follows:
GENERAL PROVISIONS :
1.  IDENTIFICATION. - ) )
1.1 State Agency Nome ’ 1.2 State Agency Address
NH Depariment of Health end Human Scr\rloes 129 Plensant Strest
Concord, NH 03301-3857
1.3 Contracior Name 1.4 Contraclor Address .
Portland Webworks, Inc. 5 Milk Street ‘
‘ : Portland, ME 04 10)
1.5 Contractor Phone .| 1.6 Account Number 1.7 Completion Date 1.8 Price Limitstion
Number ’ )
207- 773-6600 05-95-92-7040-500731- June 30, 2020 $200,000
92057040 . .
1,9 Conirncting Officer for Stete Agency | 1.10 Statc Agency Telephone Number
Nathan D. White, Director ., : 603-271-9631 )

' Burcau of Contrects and Procurement

1.1} Contrsctor Signature 112 Name ond Title of Contractor Signntory

B' c,._-..- ' . Justih ‘Davis, President

113 Acknowledgement: State of M(UY\Q, , County of - L\me \M d

On lD 'Zg \&0,5 before the undersigned officer, persanally nppeared the person identified in block 1.12, o salul'aclorily
proven ta be the person whose name is signed in block 1.1}, end ncknow]cdgcd that sfhc excculed this document in the cnpncity
indicated in block 1.12.

it or Justice oflhc Pence

1.13.1 Signature of,

Iﬂ? ALISON MARIE SCHESTOPOL

' ; Notsry Public-Malne
fSesl) My Commigsign Expirgs
1.132 Nome thllcofNomryorJgsllce { the Peace =, AptitYe, 2022 °
= Thlson Marw, Schestopol
1.14  Sinte Agency Slgmmre 1.15 Name and Title of S1ate Agency Signatory

/)W&b@ Date: ”/7’“{ . \/——n-k'\n-s Hﬁ(,n//é-C—'f‘D/—

116 Approval by the N.H. Depariment of Administration, Division of Pers"ﬁnel {if applicable)

By: _ Director, On:

i.\7 Approvsl by. thgAttorney General (Form, Substence and Exccution) ({f applicable)

P VVN e Atre- VL

118 Approvel by e Governor and Executi ncil (U‘ap;(jabie} 7

By:
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FORM NUMBER FP-37 (version 5/8/15)

Subject: 2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Inforpation
Notice: This agreement and all of its attachments shail become public upon submission to Governor and

Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed 1o in writing prior (o signing the contract.

AGREEMENT
Thc State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
NH Depanment ot‘HcaIth and Human Scrvnccs - 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name . 1.4 Contractor Address
Portland Webworks, Inc. 5 Milk Street
Portland, ME 04101

1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation

Number i K
207-773-6600 - 1 05-95-92-7040-500731- June 30, 2020 $200,000 -
92057040 ' :
1.9 Contracting Officer for Staic Agcncy 1.10 State Agency Telephone Number
Nathan D, White, Director 603-271-9631
Bureau of Contracts and Procurement ‘
1.11 Cantractor Signature 112 Name and Title of Contractor Signatory
Z b B ' Justin Davis, President
13 Acknowiedgcmenl Staie of , County of
on ¢ . ° , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily ‘
proven & be the person whosc name is s:gncd in block 1,11 and acknowledged that s/he executed this document in lhe capecity

| indicated in block 1.12.
| 1.13.1 Signature of }

i# or Justice of the Peace

. m ALISON MARIE SCHESTOPOL
I [b ] ‘ Notary Public-Msino
- [Seal

. — My Commiggion Expiros
1.13.2 "Name and Title of Notary or Jystice fthc Peace ' = “Aptll 16,2022
Alison Maru Schestpol -
1.14 State Agéncy Signature 1.15 - Name and Title of State Agency Signatory

N B 1/—;& Date: IR < \4,.,&-\,‘..3 oy, B\//&c/fﬁ/—

I.16 Approval by the N.H. Department of Administration, Division oI'PersonncI {if applicable)

By: : " . Director, On:

1.17 Approval by the/Attorney General (Form, Substance and Execution) (if applicable)

VN e bebpe /115

118 Approval by fc Governor and Executi ncil (if ap;(ﬁablc) /

By:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshirg, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (*Contractor™} to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as-shown in block
1.14 (“Effective Date™).

3.2 if the Contractor commences the Services prior to the
Effective Date, a)l Services performed by the Contractor prior
10 the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation-to pay
the Coniracior for any cosls incurred or Services performed.

Contractor must complete all Serviees by the Completion Date

specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availabilily and continued appropriation
of funds, and in no event shall the State be liable for any.
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the Siate shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the Siate of the contract price shall be the

only and the complete reimbursement to the Contractor for all -

expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the.only and the complete
compensation to the Contractor for the Services. The State
shail have no.liability to the Contractor other than the contract
price.

5.3 The State reserves the right to offse1 from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with sll statutes, laws, regulations,

‘and orders of federul, state, county or municipal authorities

which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to wtilize auxiliary
aids and services 1o ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for

. employment because of race, color, religion, creed, age, sex,

handicap, sexual oriéntation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 if this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opponunity™}, as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60); and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to

permit the State or United States access to any of the

Contractor's books, records and accounts for the purpose of
ascertgining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7.PERSONNEL. _

7.1 The Contractor shall at ils own expense provide all
personnel necessary 1o perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and othenwise authorized to do so under all apphcable

 laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services 10 hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Page 2 of 4
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer spcclﬁcd inblock 1.9, or his or
her successor, shall be the State's representative. In the event

of any dispute concerning the interpretation of this- Agreement,

the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
{"Event of Default”):

8.1.1 failure to perform the Services satisfactorily.or on
schedule;

B.1.2 failure to.submit any report required hcrcundcr andfor
8.1.3 failure 1o perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Defauli, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of'tlme thirty {30)
days from the date of the notice; and if the Event of Defauli is
not timely remédicd, terminate this Ageeement, effective two
(2) days after giving the Coniractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Defauli and suspending all payments to be made under this
Agreement and ordering that the portion of the contract jprice
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 sct off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or '

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVYATION.

“9.1 As used in this Agreement, the. word “data” shall mean ail
information and things devcloped or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer’
printouts, notes, letters, memoranda, papers, and documents,
all whether ﬁmshed or unfinished.

9.2 All data and any property which has been recewcd from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be retumed to the State upon demand or upon
termination of this Agreement for any reason,

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10, TERMINATION. In the event of an early termination of
this-Agreement for any reason cther than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Repon™) describing in
detail al) Services performed, and the contract price eamed, 10
and inctuding the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical 10 those of any Final Report
described in the artached EXHIBIT A,

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers'. compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Scrvices shall be :
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmiess the Siate, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and. employees, by or on behalf of any person, on account of,
based or reSuItmg from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby

" reserved to the State. This covenant in paragraph 13 shall

survive the termination of this Agreement.

14, INSURANCE.

14.1 The Contractor shall, at its sol¢ expense, obtain and
maintain in force, and shall requlrc any subcontractor or
assngnee to obtain and maintain in force, the following
insurance: .

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounis
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.

_ 14,2 The policies described in subparagraph £4.1 herein shall

be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Departmenl of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials J0
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14.3 The Contractor shali furnish to the Contracting Officer
_identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in-block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The centificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of -
insurance shall contain-a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days priot written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifics and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{"Workers' Compensation”).

15.2 To the extent the Contractor is subject to the
requirements of N.H: RSA chopter 281-A, Contractor shal
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identificd in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H, RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in conneclion with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof afier any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Defauli, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor,

17. NOTICE. Any notice by a party hereio (o the other party
shail be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver gr discharge by the Governor and
Executive Counci) of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shali be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective:
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties 1o express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties ﬁqrcto do not intend to
benefit any third parties and this Agreement shall not be
construed 1o confer any such benefit,

21. HEAD]NGS. The headings throughout the Agreement’
are for reference purposes only, and the words contained -
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22.SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT Care |ncorporalcd hereinby
reference.

23. SEVERABILITY. In the event any of the pmvisions of
this Agreement are held by a court ofcompctcnljurusducuon 10
be contrary 10 any state or federal law, the remaining’
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all pnor
Agreements and understandings relating hereto.
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New Hampshire Department of Health and Human Services
2019-DBH-0S-WEBSIWebslte Devetopment for Substance Use Disorder Information
And Services _ ‘

Exhibit A

- ~ Scope of Services
1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the. Services described herein, the State Agency has the right to

“modify Service priorities and expenditure requirements under thlS_
Agreement so as td achieve compliance therewnh

1.2.  Notwithstanding any other_provision of the Contract to the contrary, no. .
“ services shall continue after June 30, 2019, and the Department shall not
be liable for any p.ayments:for services provided after June 30, 2019, unless
and untit an appropriation for these services has been received from the
state Ieglslature and funds encumbered for the SFY: 2020 2021 b|enn|a

2. _Scope of Work
2.1, Busuness Requnrements

2.1_1. The Contractor shall desngn develop, |mplement ensure hosting _

for and provide ongoing management, support and mamtenance

for'a website which shall contain information for mdlwduals seeklng
information around SUD and avallable services.

2.'1 2. The Contractor shall work dlrectly with the Department and lead a
-~ wholly collaboratlve process to develop the website.

2.1.3.'1 The Contractor shall ensure lndlvuduals seeklng mformatlon
‘" through this website: :

2.1.3.1. Receive consistent, guality web-based information on a
variety of topics related to substance use disorder and
substance misuse that is easﬂy accessible, and-

_ 213.2. Can_access landing pages for topics provgded by the
’ - Department that include, but are not be limited to;

2.13.2.1. Prevention; R
21322, Treatment;
2.1.3.23. Recovery, and

2.1.3.24. Harm Reduction. (such as, Access to
' Na!oxone (Narcan))
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New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSL/Website Development for Substance Use Disorder Information

And Services

Exhlblt A

2186, -

217,

218,

2.1.10.

.m:’.. |
+am

N

Ponland Webworks Inc'

. _',_, o RFP 2019—DBH-05-WEBSI
o i

2411,
Il"ﬂ .‘...,.

Ty e T _a

"’W@-“ Fops a&"“miéﬁf—%'é" i

2.1.3.3. Receive immediate information and direction to call 211
- orvisit their Regional Hub to access services

'2.1.3.4.'. Receive assurances that no Protected Health
Information (PHI) or .Personally Identifying Information
(PIl) will be retained as a result of accessing the website.

The Contractor shall ensure that if the performance of services on.

behalf of the Department involves the creation, receipt, collection,

transmission, maintenance, storage, or disposition of confi dennal _

information, including but not limited to Pl, PHI, PFl or other

- confidential information the information will be safeguarded as

requrred by the applicable state rule, and state and federal laws.

The Contractor shall ensure that if performance of the services on
behalf of the Department involves the receipt, collection,

transmission, storage, or disposition of confidential. information

" relating to an individual's substance use disorder treatment, the

information-will be safeguarded as required by the appllcable state
rule, and state and federal laws, and, _

The Contractor shall ensure compllance-with'ail consent and notice

2.

Th_é Contractor shall work with the Departrnent to establish and
manage the Domain Name System (DNS) and Uniform: Resource

requirements. prohibiting re-disclosure as required by 42 CFR Part

Locator (URL) for the website. (In selecting a URL for the 'website, '

the selected Contractor must consnder a State URL).

The Contractor shall not charge visitors for accessing, rednectmg
to, Ianked 'sites -or visiting the websute

The Contractor shall ensure all advertlsements are not approved
by.the Department prior to adding to the website.

The Contractor shall develop and execute a formal pro;ect plan;
which shall include, but is not Ilmated to: .

2_.1 10.1. Development activities,
2.1.10.2. Testing Activities, and"

12:1.10.3. Implementation activities.

The Contractor shalf design and establish a full brand fe-design as

. a component of the website; that includes, but is not limited to, a..

_fogo re- desrgn to promote the new serwce access, mfrastructure
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New Hampshire Department of Health and Human Services
2018-DBH-05-WEBSI/Website Development for Substance Use Disorder Information _
And Services

Exhibit A

2.2. - Website Design

221. The Contractor shall provide a website layout proposal to the
Department for approval, prior to initiating any development, which -
shall include, but not be limited to:

2.2.1.1. Website Information Architecture.
' 2.2:1 2. Overall structure of the website. -
2.2.1.3.  Navigational flow between pages.
"+ 2.2.1.4. Elementsflinks available on pages.
2.2.1.5. How content will behave across the site.
2.2.1.6. Buudmg and utilizing AP!Is for future system mtegrahons

2.2‘._1.7. Utf|lZlﬂg styie sheets, fonts, colors and other user -
interface guidelines as adopted by the State of New. :
Hampshire

2.2.1.8. The Contractor shall ensure the web sne is compllanl-
with all federal'and state laws, mcludmg but not limited.
to the provision for equally effective and substant:ally
equivalent ease of use for:

2.21.81. Persons with disabilities, as required by the .
: ~ Americans with Disabilities Act (ADA) and
Federal Rehabilitation Act; and :

22.1.8.2. Individuals with Limited English Profmency
~ (LEP) as required by federal civil rights laws
and Section 1557 of the Affordable Care Act

(ACA) of 2010.

'2.21.9. The Contractor shall ensure the websne design is

: visually consistent with State of New Hampshire DHHS
brand and aligns with = website standards
(bttps:/iwww.nh.gov/doit/Contractor/documents/nh-

website-standards.pdf ).

2.2.2. The Contractor shall ensure that the design |s reviewed and
approved by the Depariment prior to launch and;"

22.21.. Includes a clean, professional homepage design,
' reflectmg ihe de5|gn of other Department websites;

T BT e i

;.Ponland Webwarks Inc: .

-Rev Bar2iris. ..; :2) L-

st :
BRI R

¥,

L H
e,
A 2 - Fo
s ] o LA S0 sl v it ol s o o iy Yl T bnd e ST
o ~“‘*F-'-£P~'§ fo" ; I e - e S v b s O A <A e
P YR - S NP SURL Il SOOI i T .-.n....-_L....;.s. bt et et S8 T i DL i PR - i SRR WG TS - fapi
PRI, o el - e ) - TUAVIm T el sy e wtTL LA e ware e
. -t : ...- E "- b s -l :.1.--- ﬂ.n..n lf \—b..-.v- T W - Al e aaid B T P i DL L i S P i
& ; Py firign; Nit s }r 3 """{ ] R n e .._.-.'i\-- SR T T R S



. v ud-r-&»- -'rw'n-?f‘udt\

‘New Hampshire Deparlrnent of Health and Human Services
'2019-DBH- 05—WEBSI/WebsIte Development for Substance Use Disorder Information
And Services _

Exhlbit A

2.2.2.3. s intuitive to users

2.2.24. Includes the development of all related graphnc assets
- for site launch, including;

22241, Additional’ page templates mcludmg but .
' not limited to;

© 22.2411. mobile design, _
1222412, contaci form, and -
222413 style sheet, etc.
22242 Rollover effects;
2.2.2.4.3.' Haader'irhages as applicable.

. '~ - 2225 Is in"accordance with best practice standards, and
' federal and state laws, for language and commumcatron
accessibility, mcludlng but not limited to:. :

. 222541, Google Translate functlon

22252 Accessible at the top and - bottom of all |
. “webpages, '

2.2.253. - For at least the top 15 Ianguages as
- established by the Department,

2.2.254. Including a disclaimer statement similar to
‘ the current Department . website
{(https:/fwww.dhhs.nh.gov/disclaimer.htm),

22255 If not Google, another comparable product
that is at least as accurate.

22256. Any vital documents _avallable on the
website must include translated versions,
translated by qualified translators.

2.2.2.5.7. Publish taglines, short statements in non-
English languages, in the top 15 languages,
as established by the Department, in
accordance with "ACA .:'Section = 1557.
(Sample: ATTENTION: if you speak [insert
Ianguage] language assistance services,
free of charge, are availabje to you. Call1-

e - XXX<XxX-XXXX (TTY: 1-xxx* xxx XXXX). - o
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New Hampshlre Department of Health and Human Services
2019-DBH-05-WEBSUVWebsite Development for Substance Use Disorder Information
And Services

Exhibit A -

2.2.258. Include the notice of nondiscrimination on
- the homepage, in the Ilanguage(s)
established by the Department.

2.2.26. -Utilizes Cascading Style Sheets (CSS) as well as
- JavaScript, as needed : -

22261, For accessublllty compliance, -all content
shall be availableto the user without the use
of client-side programming or scnptlng
language like JavaScript. -

2227, Integrates interactive mapping capabilities for address
locations within the snte

2.2.28. Allows for the addmon as weli as removal of social
medla services, as needed )

2229 s formatted to meet any current browser and software -
. * operating systems currently avallable for use; -

222107 Presents all content to be displayed/proportioned- -
. correctly on all standard mobile dlsplays and. dewces
including, but not limited to;

22210.1. Computers,
2.2.2.10. 2 Tablets;
222 10 3 Smart devuces

223 The Contractor shall ensure the installation and use of a Secure
Sockets Layer (SSL) certificate.

2.24. The Contractor shall ensure the website desugn ahgns with the
Department s existing online presence.

225 The Contractor shall specify a non-proprietary Content
Management System (CMS) to be used to support the
management of the content of web pages. ‘

2.26. The Contractor shall ensure the application of patches and plugm
updates to the defined CMS.

2.2._‘?. The 'Contractor shall use images provided by the Department
within the design of the websute

228 The ‘Contractor shall ensure that any moblle mterface(s) have low

AR o page load ‘times, which® perform at mobile* website: speedS' "
..'..1:!:" __-_acceptable to the Department that. mm|m|ze dataxusage
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And Services

Exhibit A

2.29.

2.2.10.

2.3.

232

233,

234,

3.1 . .
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The Contractor shall define Search Engine Optimization (SEO) as
. @ component of their desrgn proposal. This must mclude but not
be limited to; .

2.2.91. Identlfcauon of mam keywords. for each page in the

sitemap.

2.29.2. Research of US search query infarmation, to develop
proper URL naming conventions and tanguage-
appropriate metadata, including page tltles meta

descriptions and other page metadata.

The Contractor shall ensure that mduwdual or identifiable data is
not collected or scraped. :

2.2.10.1. Unless specifically required and unless clear notice is
- provided to usérs of the website or social media, the
Contractor shall ensure that site visitation will not be
tracked, disclosed or used for website or somal media

analytics or marketing. -

Webs_ile content
23.1.

The Contractor shall present a detailed project plan, defining how
existing content from other Department sponsored or endorsed
sites (including, but not limited to: page content, text, images,
videos, other media) will be mventoned and m:grated to the new
website.

The Contractor shall ensure any v:deo media mcludes closed
captlonmg .

The Contraclor shall ensure that both an HTML sitemap‘page as
well as an XML sitemap file are components of the new site, Wthh
shall also be uploaded to Google and Bing:

The Contractor shall ensure any services using social media or a

website to solicit information of individuals, or Department data, the .

selected Contractor | shall work with the

Cqmmunications Bureau to ensure that;
2.341.

Department’s

medija requnrements and or policies,
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New Hampshire Depaniment of Health and Human Services

2019-DBH-05-WEBSIWebslte Development for Substance Use Digarder Information

And Services -~
Exhlbit A

2.3.4.2. Any protected bhealth information (PHI), personal
information (Pl), or other confidential information
solicited either by social media or the website, must not
" be maintained, stored or captured and must not be
further dlsctosed except as expressly provided for in the
- contract.

2.3.4.3. The solicitation or disclosure of any PHI ‘Pl, or other

~ confidential information shall be subject to the
requirements in the contract Exhibit K, Exhibit |, and all
applicable state rules, or state or federal law. .

2.4, anctionatity
2.4.1‘.' The Contractor shall define the core functionality of the websne
: ~including, but not limited to:
2.4.1.1. Direct contact phone call _from mobile; and
24.12. Language and communication accessib'ility

242 The Contractor shail. ensure the - Department retains " local
Admlmstrator rughts to the website upon implementation.’

- 2.5 Ongoung Management Support and Maintenance

2.5.1. The Contractor shall provide ongomg management .support and
: mamtenance for the site, which includes, but is not limited to:

251.1. Immedlate resolution of any design defects errors, bugs
project and/or content omissions and website faltures

25.1.2. Ongoing phone and email support to the Department"

2.5.1.3.  Support for plugin updates customization and/or script
o and/or content changes which require updates.

. 25.2. The Contractor shall have practices and procedures, and provide
' - its staff, subContractors, and/or end users, as defined in Appendix
B, Exhibit K, with periodic training in practices and procedures to-
ensure compliance with Department, information security, privacy
_and confidentiality rules and state and federal taws

2.6. Business'Analysis
2.6.1." The Contractor shall:

26.1.1. Facilitate and document dlscovery sessions for
o . " o Jdentification of current websites _and programs to be
e _' i ':,_-:,_ e st s Ilnked tncorporated for content or-connected to the: srte
-
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New Hampshire Department of Health and Kuman Services '
2019-DBH-05-WEBSI/Website Development for Substance Use Disarder Information
And Services

Exhibit A .

2.6.1.2. Facilitate and document additional requirements for site
: design and use;

2.6.1.3. I|dentify site content and system migration methodology
and implement based on department approval.

2.7. Testing and Acceptance ,

271- The Contraclor shall establish a test enwronment to conduct User
Acceptance Testing.

r

2.72. The Contractor shall provide a test plan for the conduct of User -
: Acceptance Testing that includes the ability to conform to the
- . standards defined within this agreement.

2.7.3.  The Contractor shall correct al! deficiencies noted by the State and
: provide the opportunity for retesting of the corrected test pages.

2.74. The Contractor shall ensure that acceptance is determined when '
the State verifies all of the deliverables are met.

2.7.5. The Contractor shall test for ADA compllance using Web Content A
- Accessibility Guidelines (WCAG) 2.0 AA; :

,2-7-6-. " The Contractor shall:

2.76.1. Provide a report defnmg any issues uncovered through
testing, and .

2.7.6.2. 'Defineits resolution plan to address uncovered issues.
2.8. Intellectual Property (Ownershlp and Control)

2.8.1. The Contractor shall ensure that all logos and brands developed
: and delivered through this contract are owned by the Department
and may only be released or shared with other. entities with the

wntten approval of the Department.

2.8.2. The Contractor shall ensure the Departrnent is the sole owner of all
data and solutions and must approve all access accordlngly

2.9. Prolect Management

291. The Contractor shall coordlnate and manage the project plan.

1 2.9.2. The Contractor shall conduct a project kick-off meeting within f‘ve
(5) business days of the contract effective date

2.93. The Contractor shall _provide a work planltlmelme that defines the:'
mllestones aclivities., deliverables, and due dates wnthm five (5)
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Exhlbll A

The Contractor shall provide written weekly progress reports that
provides at a minimum; .

2941. A summary of the key work performed dunng the weekly
period, .

2.9.4.2. Encountered and foreseeable key issues and problems;
and-

2943, Scheduled work for the upcoming ' period including
- progress against the work plan

The Contractor shall identify potential risks and issues and include
a mitigation strategy for each, in the weekly progress reports.

The Contractor shall be responsible for scheduling weékly project
status meetings, and providing notes from the meetings to the
Department within two (2) business days from the. date of the

- meeting.

The Contractor shall provide weekly demonstrations to DHHS'
identified project team of the site for review and changes to User
Experience (UX) or User Interface (UI) and plan for the following
week's product delivery.

The Contractor may adjust and update reportmg and
demonstration, schedules following deployment of the Minimal
Viable Product (MVP), upon Department approval.

Delegatlon and SubContractors

If any services required in the Scope of Servuces are prowded in
whole or in part, by a subcontracted agency or provider, the
Department must be notn‘"ed |n wntmg prior to the initiation of the
subcontract. :

Reporting and Deliverable Requirements
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. The Contractor shall work with DHHS to 5mplement a business
associate agreement o provide website analytics including:

2.11.1.1. Total number of individuals. who have accessed the
website

2

2.11.1.2. Most common link utilized ' i
2.11.1.3. Language(s) by which the website is accessed :

"21i1.4, Average llme spent on page b "
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Exhlbit A

2.11.1.6. Peak visit hours
2.11.1.7. Visitor Geographic Location

2.11.1.8. Bounce rate

2.11.2. The Contractor shall ensure that any personal information to be. -
reported upon is defined as;

2.1-1.,2.1. De-identified,
2.11.2.2.. Aggregate, .
2.11.2.3. Includes PHI, Pl or PFI, or
. 2.11.2.4, Includes other confidential information

2.11:3. The Contractor.shall ensure all reporting of confidential information,
PHI, PIl and/or PFI complies with all state or federal laws and
complies with the minimum necessary requirement found in 45
CFR 164. :

2.11.4. The Contractor shall safeguard 42 CFR Part 2 inforrha_tidri, as
required, and shall ensure compliance ‘with all consent and notice
requirements prohibiting re-disclosure.

2;11.5 The Contractor shall adhere to Department and state standards
: and guidance regarding; -

2.115.1. State owned devices,
2.11.5.2. Systems, '
2.11.5.3. Network usage, and
21154, Standards defined from: ,
.2.11.5.4.1. The Department of Information Technology,

211542 The Department Information Security
Office, and .

2.11.5.4.3.- The Privacy Office.

3. | Deliverables

3.1. Contractor shall debloy a mutually agreed 'upor'\: Minimal Viable' Product
‘ (MVP)-no later than January 1, 2019, unless an alternative tumehne has .
been reviewed and approved by the Department :

3.2. Contractor shall secure 3 Hosting Solutlon for the MvP through the coniract
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Exhlbit A

3.3. Contractor shall deploy update(s) to Minimal Vlable Product as agreed upon
with the Department

3.4. Contractor shall provide a twelve-month warranty covering the resolution of
any bugs, errors and omissions at no cost to the Department which shall
begin on June 30, 2019. :

4. State Opioid Resp_onse (SOR) Grant Standards

4.1. - The Contractor shall provide the Department with timelines and.
’ implementation plans associated with SOR funded activities to ensure
services are in place within thirty (30) days of the contract effective date.

4.1.1. The Contractor shall submit an updated implementation plan to the
Department for approval that outlines anticipated service start
dates, if services cannot.be in place as indicated within this
agreement,

412, The Department reserves the right to terminate the contract and
' liquidate unspent funds if services are.notin place within ninety (90)
days of the contract effective date.
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4 Exhibit B

Method and Conditions Precedent to Payment

1) The State shall pay the Conlractor. an arnount not to exceed the Form P-37, Block 1.8, Price Limitation for the
services provided by the Contraclor pursuant to Exhibit A, Scope of Services.

1.1.  This Agreement is funded wilh funds from the Depantment of Health and Human Services, State Targeted
'Response fo the Oplord Crrsrs Grants, CFDA #93 788, Federal Award Identification Number FAIN |
#H79Tl081685

1.2, The Contractor agrees to prov:de the services in Exhibit A, Scope of Service in compliance with funding
requirements. Failure to meet ithe scope of services may jeopardrze the funded Contraclor's current

g andfor future funding.-
)" 'Paymenl-for said services shall be made monthly a$ 1ol|ow5'

2.1, Payment shall be on a cost reimbursement basis for actual expendllures mcurred in the fulfillment of this
Agreement, and shall be in accordance with the approved line item:

122, The Contractor will submit an invoice in a form satrsfaclory to the State by the twentieth workrng day of
each month, which identifies and requests reimbursement for authorized expenses incurred in the prior
month. The invoice must be completed signed, dated and returned to the Department in order to initiale.
payment. The Contractor agrees to keep records of their activities relaled to Depar!ment programs and
services.

2.3 The State shall make payment to the Contractor within thirty {30} days of receipt of each mvorce
: subsequent to approval of the submmed invoice and if sufficient funds are available. The Contractor will
: keep detailed records of their achvrtres related 1o DHHS-funded programs and services.

2.4, The final invoice shall be due o the Siate nolater 1han forty (40) days after the.contract Form P-37, Block
1,7 Completion Date.

2.5. In liev of hard copies, aII mvorces may be assigned an electronic srgnature and emailed to

PHScontragbrllrgg@gbns nh gg or invoices may he mailed to

Financial Administrator .

Depariment of Health and Human Services
Bureau of Drug and Alcohol Services

129 Pleasant Street

Concord, NH 03301

2.6. Payments may be withheld pendrng receipt of required reports or. docurnentation as |denlrf ed in Exhibit -
A, Scops of Services and in thrs Exhibit B. .
' - 3) Notw-thstandlng paragraph 18 of the G|eneral Provisions P-37, changes limited 1o adjusting amounts between
budget fine items, rela:ed items, amendmenls of related budget exhibits wnhrn the price fimitation, and to adjusting
" encumbrances between State Frscal Years, may be made by written agréement-of both parties and- may be made
. e without obtalmng :approval of the Govemor and: Execuhve Councr! e .
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Exhihit C

ar'asctar..eagmms
Contractors Oblrgatrons The Contractor covenants and agrees that all funds received by the Contractpr
under the Contfact shall be used only as payment to the Contractor for services provided o eligible

individuals and, in the furtherance of the aforesaid covenants, the Conitractor hereby covenants and
agrees as foltows

1. Compliance with Federal and State Laws: If the Conlractor is permrtted to determrne the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federa) and
state laws, regulations, orders guidelines, policies and procedures.

2. Time and-Mannor of Determination: Elrgrbrhty determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade al such times as 'are prescnbed by .
the Department. :

3. Documentatlon in addrtron to the determination forms required by the Department, the Contractor’
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Depariment requests. The Contractor shall furnish the Depanment with all forms and documentanon
regarding eligibility determmatrons that the Department may requesl or require,

- 4, Fair Hearings: The Contractor underslands that all applrcants for services hereunder, as well as
individuals declared ineligible have a right 1o a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicanl shall be informed of his/her nght to afair
heanng in accordance with Department regulations. .

5. Gratuities or Kickbacks: The Conlraclor agrees t that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Conltract. The State may terminate this Contract and any sub-contract or sub-agreement if it is

"determined thal payments, graluities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor

6. Retroactive Payments: Notwithstanding anyth:ng to the contrary conlained i in'the Contract or inany
other document, contract or understanding, it is expressly understood and agreed by the parties
herelo, that no payments will be made hereunder to reimburse the Contraclor for costs incurred for
any purpose or for any services provided to any individual prior. to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Conlractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provrded by the
federal regulatrons) prror to a determination that the individual is elrgrble for such services.

7. Conditions of Purchasa: Notwrlhstandrng anything lo the contrary contarned in the Contract nothing
herein contained shall be deemed to obligate or require the Department to purchase gervices
hereuhder at a rate which reimburses the Contractor in excess of the Contractors costs, ot a rate
which excieeds the amounts reasonable and necessary to assure the quality of such service, or at a
rale which exceeds the rate charged by the Contractor to ineligible individuals or other third parly
funders for such service. If at any time during the term of this Contract or after receipt of the Final

- Expenditure Report hersunder, the Depariment shall determine that the Contractor has used )
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rales charged by the Contractcr to ineligible mdrvrduals

- or.other third party funders, the Depariment may electto: = - s _ '-“.
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New Hampshire Department of Health and Human Services
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. 7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Defeult hereunder. When the Contraclor is
pemmitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department ta the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services al
any time during the period of retention of records established herezn

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records in addition to the eligibility records specifi ed above the Contractor
.covenants and egrees to maintain lhe following records during the Cantract Period:

8.1. Fiscal Records books, records, documents and other dala evidencing and reﬂeclmg all costs
“and other expenses incurred by the Contractor in the performance of the Contract, and.all
income received or collected by the Contractor during the Contract Period, said records lo be
_maintained in accordance with accounting procedures and praclices which sufficiently and
- propery reflect all such costs and expenses, and which are acceptable to the Depariment, and
~ toinclude, without imitation, :all tedgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor trme cards, payrolls and other records requested or requrred by the
- Department.

8.2. Statistical-Records: Slahstlcal enrollment, attendance or visit recards for each recipient of .
services dufing the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine efigibility for each such recipient), records
regarding the provrs:on of services and all invoices submitted to the Department to oblam
payment for such services.

8.3. Medical Records: Where appropriate and as prescnbed by the Department regulatuons the -
Contractor shall retain medical records on each patient/recipient of semces :

9. Audit: Contractor shall submit an annual audit to the Depanment within 60 days after the close ofthe
agency fiscal year, It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of Stales, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Organizalions,
Programs, Activities and Functions, issued by the US General Accounting Office (GAQ slandards) as -
they pertain lo financial compliance audils. .

8.1.  Audil and Review: Dunng the term of this Contract and the period for retention hereunder, the
Department, the United States Depariment of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuantto
the Conlract for purposes of audit, examination, excerpts and transcripts.

"9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Caontractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been dlsallowed because of such an
excephon

10. Confidentiality of Records: Al information, reports, and records maintained hereunder or collected
in'connection with the per‘formance of the services and the Contract shall be confidential and shalinot
be disclosed by the Contraclor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to

. public officials requiring such information in connection with their official duties and for purposes
- + . directly:connected to the administration of the services and the Conlract; and provided further, that e
the use,or disclosure by any party,of any information concerning a recipient for any purpose not | .
L -”dlrectly ‘Connecled, wnh the admm_lelranon of: lhe Department or Ihe Contraclor's l'eSpOl‘lSIbllllISS wrth I
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New Hampshire Department of Health and Human Services
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever,

11. Reports: Fiscal and Stalistical: The Contractor agrees o submit the followmg reports at thefollowing
times if requested by the Department,

11.1.  Interim Financial Reports: Written interim-financial reports containing a detalled description of
alf cosls and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to i

. Justify the rate of payment hergunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Depariment,

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term -

‘ of this Contract. The Fina! Report shall be in a forrm satisfactory to the Department and shalt
‘contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the -Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
- maximum number of unils provided for in the Contract and upon payment of the price limitation’
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as,

" by the terms of the Contract are to be performed after the end of the term of this Conlract and/or
survive the termination of the Contract) shall terminate, provided however, that'if, upon review ofthe
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or lo recover such sums from the Contractor.

13. Credits: All documents nolices, press releases research reports and olher materials prepared
during or resulting from the performance of the services of the Contract shall include thefollowing
statement:

13.1.  The preparation of this (repod document etc.) was fi nanced under a Contract wilh the State
of New. Hampshire, Department of Health and Human Services, wilth funds provided in pan
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States-Depariment of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the conlract shall have prior approval from DHHS before printing, produclion,
distribution or use. The'DHHS will retain copyright ownership for any and all original materials .
produced, including, but not fimited to, brochures, resource directories, pratocols or guidelines, - -
poslers, or reports. Contractor shal! not reproduce any malerials produced under the contractwithout ‘
prior wntten approval from DHHS
15. Operatnon of Facilities: Compliance with Laws and Regulations in the operation of any facilities
for providing services, the Contractor shall comply-with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuvant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at alf times comply with the terms and
conditions of each such license or permil. In connection with the foregoing requirements, the
- Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with &ll rules, orders, regulalions, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shali be in conformance with local building and zoning codes. by-
laws and regulations.

. : . # . - i "1 W
. . 16. Equal al.LEmployment Opportunity,Plan (EEQP): The Conlractor wﬂ] .provide an Equal. Employment
e e ;iOpportunlty Plan (EEOP) to:the:Office for Civil Rights; Ofﬁce of Justlce Programs (OCR) if.it has. ;

] = :recewed a snngle award of 5500 000 or more. If the reclplent rece:ves 525 000 or more and has 50 or
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New Hampshire Department of Health and Human Services
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more employees, it will maintain a current EEOP on file and submit an EEQP Cerlification Form to the |
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying It is nol required lo submit or maintain an EEOP. Non-
profit organizations, indian Tribes, and medica! and educational institutions are exempt from the

EEOP requirement, but are required to submit a certification form to the OCR to claim tha exemption.
EEOP Certification Forms are available at: hitp:/Awww.ojp.usdoj/aboutiocr/pdfsicert. pdf.

17. Limited English Proficiency (LEP): As clarified by Execulive Order 13188, Improving Access 10
Services for persons with Limited English Proficiency, and resulting agency guidance, national origin’
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Contro!l and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1964, Contraclors must take reasonable steps lo ensure that LEP persons have
meaningful access loits programs <

18. Pilot Progran{ for Enhancement of Contractor Employee Whistleblower Protacfions The -
followang shall apply to all contracts that exceed the Simplified Acquisition Threshold as deﬁned ind48 ’
CFR 2.101 (currenlly. $150,000) ,

CONTRACTOR’ EMPLOYEE WHISTLEBLOWER RJGHTs AND REQUIREMENT TO INFORM EMPLOYEES OF
. WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subjecl to the whistleblower rights

and remedies in the pilot program on Contractor employee whistleblower protections established at’

41 U.5.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908. . _ .

{b) The Contractor shall inform its employees in wriling, in the predominant language of the workforcs,
. of employee whistleblower rights and protections under 41 U.S.C, 4712 as described in section ’
3.908 of the Federal Acquisition Regulation. .

(¢} The Contractor shall insert the substance of this clause, mcludmg this paragraph {c), in all
- subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Cantractor may choose lo use subconlractors'with

-greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s}. This is accomplished through a written agreerent that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if

. the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual

. conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance

with those conditions.

When the Contraclor delegates a function to a subcontractor, the Contractor shall do the following:

"19.1.  Evaluate the prospective subcontractor's ability to perform the aclivities, before delegahng
the function
19.2: Have a written agreemerit with the subcontractor that Specaf gs activities and reporting
responsibilities and how sanctions/revocation wnl .be managed if the subcantractor’s
performance is nol adequale
e Do, .. 18.3% Monitor the, subconlractors performance on.zn ongomg baStS
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New Hampshlre Depaﬂment of Health and Human Services
Exhlbit C

19.4.  Provide to DHHS an annual schedule |dent|fymg all subcontractors, delegated functionsand
responsibitities, and when the subcontractor's perfomance will be- reviewed
19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for mprovemenl are identified, the Contractor shall
take cormreclive action,

' 20. Contract Definitions:

20.1. COSTS: Shall mean those direct and indirect items of expense determined by the Depanment
to be aflowable and reimbursable in accordance with cost and accounting pnnmples established
in accordance with state and federa! laws, regulations, rules and orders.

20.?. DEPARTMENT: NH Department of Health and Human Services.

20.3. PROPOSAL: If applicable, sha!l mean the document submiitted by the Contractor ona
form or forms required by the Department and containing.a description of the services and/or
- goods to be provided by the Conlractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract

20.4. UNIT: For each service lhal the Contractor is to provide to eligible individuals hereunder, shall

mean that period of time or that specified activity detérmined by the Department and specuﬁed
- - in Exhibit B of the Contract.

20.5. FEDERALISTATE LAW Wherever federal or state laws, regulations, rules, orders, and
policies, etc, are referred to in the Conlract, the said reference shall be deemed to mean
all 5uch laws, regulations, etc. as they may be amended or revised from lime to time. .

206. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract w:ll not 5upplanl any exlstmg federal funds available for these services.
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" New Hampshire Department of Health and Human Services
; ' Exhibit C-1.

REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the Genera! Provisions of this contracl, Conditional Nature of Agreement, is
replaced as follows:' )

4, CONDITIONAL NATURE OF AGREEMENT., o :
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in pan,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or execulive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a réduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever, The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or.modification.
The State shall not be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
~ account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding the '
following language; :

10.1 The State may terminate the Agreement al any time for any réason, at the sole discretion of
the State, 30 days after giving the Contractor written notice that the State is exercising its
option to'terminate the Agreement. ' : -

10.2 In the"event of early termination, the Conlractor shall, within 15 days of notice of early
temmination, develop and submil to the State a Transition Plan for services under the
Agreement, including bt not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs. '

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not timited to, any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Pian to the State as
reguesled. )

10.4 Inthe event that services under the Agreemenl, including bul not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the ‘State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan. - '

10.5 The Contractor shall establish a method of nolifying clients and other atected individuals
about the transition. The Contractor shal include the proposed communricalions in its
Transiti_on Plan submitted 1o the State as described above. .

-

3. Renewal: .
The Depariment reserves the right to extend this Agreement for up to four (4)-additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Governorian.d Executive Council. ) - :
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New Hampshire Department of Health and Human Services
. Exhiblt D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-650, Title V, Subtitle D; 41
U.5.C. 701 el seq.), and further agrees to have the Conlractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification: .

ALTERNATIVE | - FOR GRANTEES OTHI':;R THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This cedification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D: 41 U.S:C. 701 et seq.). The January 31,

- 1889 regulations were amended and published as Part 1| of the May 25, 1930 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace.  Saction 3017.630(c) of the
regulalion provides that a grantee (and by inference, sub-grantees and sub-contractors) tha! is a State
may elect 1o make one certification to the Deépartment in each federal fiscal year in lieu of certificates for
each granl during the federal fiscal year covered by the cenification. The cerlificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False

_certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment, Contraclors using this form should
send it tg: . . ' ' ' .

Commissioner

"NH Depariment of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies'that it will or will continue to provide a drug-free workplace by:

1.1, Publishing a statement notifying employees that the unlawful-manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’'s -
workplace and specifying the actions that wifl be taken against employees for violation of such
prohibition; T .

1.2, Establishing an ongoing drug-free awareness. program lo inform employees about
1.2.1. .The dangers of drug abuse in the warkplace;

1.2.2." The grantee's policy of maintaining a drug-free workplace;

1.2.3.  Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace; _ :

1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be

" given a copy of the staternent required by paragraph (a);

1.4.  Notitying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employaa will '

1.4.1. - Abide by the terms of the statement; and o :

1.4.2. Notify the employer in writing of his 6r her conviction for a violafion of a criminal drug
statute occurring in the workplace no later than five calendar days after such

-

conviction; - . ‘ :
1.5.. Notifying the agency in writing, within ten calendar days after receiving nolice under .
v subparagraph 1.4:2‘from an employee or otherwise receiving actuai notice of such conviction, -+
I . . _wm. Employers of convicted employees must provide ppticq,_inquding position title, to every grant . |
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New Hampshire Department of Health and Human Services
Exhibit D

has designated a cenlral point for the receupl of such notices. Notuce sha!l include the
identification number(s) of each affected grant;
1.8. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respecl to any employee whao is so convicted
- 1.6.1. Taking appropriate personnel action against such an employee, up to and including
’ termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to parhclpale satlsfactoniy in 3 drug abuse assistance or -

rehabilitation program approved for such purposes by a Federa!, State, or local health,
law enforcement, or other appropriate agency;

' 1.7.. . Maklng a good faith effon to continue to maintain a drug-free workplace through’
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2 The grantee may inseit in the space prowded below the site(s) for the peformance of work done in
connectlon with the specific grant. ‘ -

Place nf Performance {streel address. city, county, state, zip code) (Iist each location)

Check'0 if there are workplaces on fite that are not identified here.

Vendor Name:
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New Hampshire Depanment of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Govemment wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Conlraclor's representalive, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

‘Pragrams (indicate applicable program covered):
“*Temporary Assistance to Needy Families under Title IV-A
"Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX X ) . N
*Medicaid Program under Title XIX :
*Community Services Block Grant under Title Vi
*Child Care Development Block Grant under Title |V,

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federa! appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of.Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continualion, renewal, amehdment, or
modification of any Federal conlract, grant, loan, or cooperatwe agreement {and by ‘specific menuon
sub-grantee or sub-contractor).

2. If any funds other than Federal appropnated funds have been paid or will be paid to any person for -~
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in conneclion with this
Federal contracl, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with ils instructions, attached and identified as Standard Exhibit E-l)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subconlracts, sub-grants, and contracts under grants,
~ loans, and cooperative agreements) and that all sub-recipients shall cerify and dlsclose accordingly.

. This certification IS a material representation of fact upon which reliance was placed when this fransaction '
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall bé subject to a civil penany of not less than $10,000 and not more than $£100,000 for
each such failure )

Vendor Name;

ame: Justin Davis

- Date : -
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT, §QSEEH‘ SION
' AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the Presiden, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsmulny Matters, and further agrees to have the Contractors
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the fol]owung
Certification: .

INSTRUCTIONS FOR CERTIF!CATION :
By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to prowde the certification requ:red below will not necessarily result in denial
. of participation in this covered transaction, If necessary, the prospective participant shall submit an
explanation of why it cannot provide the cerlification. The certification or explanation will be
considered in connection with the NH Depariment of Health and Human Services' (DHHS)
" determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumish a certification or an explanation shall dlsquallfy such person from participation in
this lransachon

3. The cenffi cauon in this clause is a material representation of fact upon whxch re!:ance was placed

" when DHHS determined to enter inta this transaction. If it is later determined that the prospective
primary panicipant knowingly rendered an erraneous cerification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause of default,

4. The prospective primary participant shall provide mmed:aie written notice to the DHHS agency lo
whom this proposal {contracl} is submitted if at-any time the prospective primary participant leams .
that its centification was erroneous when submmad or has become erroneous by reason of changad )
crrcumstances ' .

5 The terms “covered transaction,” *debarred,” ‘suspended,” “ineligible,” *lower tier covered L
transaclion,” *participant,” "person,’ “primary covered transaction,” “principal,” *proposal,” and
‘voluntarily excluded,” as used in this clause, have the meanings set oul in the Definitions and
Coverage sections of the rules mptementmg Execulwe Order 12549: 45 CFR Part 76. Seethe
attached definitions.

‘6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaclion be entered into, il shall not knowingly enter into any lower tier covered
{ransaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded .
from participation in this covered transaction, unless authorized by, DHMHS,

7., The prospective primary participant further agrees by submitting this proposal that it will include the
clause litled *Centification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all selicitations for lower tier covered transactions.

8. A perticipant in a covered transaction may rely upon a certification of a prospective participant in 8
lower tier covered transaction that.it is not debarred, suspended, mehglble or involuntarity excluded
from the covered transaction, unless it knows that the cedification.is erconeous. A participant may..
decide the melhod and frequency by which it determines the eligibility of its principals. Each

- panicipanl may, but'is not réquired to, check the Nonprocurement List {of excluded parties). "

N 1+ N =}Nothmg contalned i i_;he foregomg shall.be: conslrued to require, eslabhshment ofa 8- system of- rgcords PRI
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New Hampshire Department of Health and Human Services
Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
- person in the ordinary course of business dealings. ' '

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters inlo a lower lier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default. '

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
-principats: : .
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency,
11.2. have not within a three-year period preceding this proposa! (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federa!, State or local)
transaction or a contract under a public transaction; violation of Federa! or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;
11.3. are not presently indicted for otherwise criminally or civilly charged by & governmental entity
(Federal, State or local} with commission of any.of the offenses enumerated in paragraph (I}(b)
of this centification; and : R o
11.4. .have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default. : C

12. Where the prospéctive primary participant is unable to cerlify to any of the statements in this
ceriffication, such prospective participant shall attach an explanation to this proposal {(contract).

LOWER TIER COVERED TRANSACTIONS '
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as ‘
defined in 45 CFR Part 76, cerlifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any féderal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective paricipant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Cenrtification Regarding Debarment, Suspension, Ineligibility, and - .
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered -

“transactions and in all solicitations for lower tier covered transactions. '

Vendor Name:

LR

[0/29 [2418 |
Date/ /' N :Name: Justin Davis
' Title: President
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New Hampshlre Department of Heatth end Human Services
Exhibit G

_ CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of thé Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and wrlf require any subgranlees or subcontraclors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Sireets Act of 1968 {42 U.S.C. Section 3788d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefils, on the basis of race, calor, religion, national origin, and sex. The Act
requires-certain recipients to produce an Equal Employment Opportunity Plan; -

- the Juvenile Justice Dellnquency Prevention Act of 2002 (42 U).S.C. Section 56?2(b)) whlch adopts by
reference, the civil rights obligations of the Safe Streels Act. Recipients of federal funding under this _
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the.basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opponunrty Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C’ Section 2000d, which prohibits recnpuents of federal financial
assistance from discriminating on the basis of race; color, or nalronal origin in any program or actlwty)

- the Rehabilitation Act of 1973 (28 U.5.C. Section 794), which prohibits recipients of Federal financial
assislance from duscwmrnatrng on the basis of disability, in regard 10 employment and the delivery of
'servrces or benefits, in any program or aclivity,

- the Americans with Disabiltties Act of 1990 (42 U.S.C. Sections 12131 -34}, which prohrblts
discrimination and ensures equal opporiunity for persons with disabilities in employment, State and loca!
government services, public accommodahons commercral facilities, and transportation;

- the Education Amendments of 19?2 (20U.5.C. Sectrons 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted educalion programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07) which prohibits duscnmrnatron on the
basis of age in programs or activities receiving Federal financial assistance. It does not rnclude
employment discrimination; .

- 28 C.F.R. pt. 31 {U.S. Department of Justice Regulations — 0JJDP Grant Programs) 2BCF.R. pt. 42
(U.S. Department of Juslice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures), Executive Order No. 13279 {equal protection of the laws for faith-based and community
organizations), Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith- based and neighborhood organlzalrons

-28C.FR.pt. 38(U.S. Departmenl of Justice Regulations — Equal Treatment for Faith-Based
Organizations). and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
"Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whlstleblower Protections, which protects employees against
repnsal for certain whistle blowing acuvmes in connectlon with federal grants and contracts.

The cemf cate set out below is a material representatron of fact upon which relrance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments suspensron or termmahon of grants or governmenl wide suspensron or

" debarment.
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New Hampshlire Department of Health and Human Services
Exhlbit G

In the event a Federa! or Stale court or Federal or Stale administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex

- against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, lo
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Depariment of Health and Human Services Off ce of the Ombudsman,

The Vendor identified in' Sectron 1.3 of the Genera! Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
cerlification:

1. By signing and submitting this proposal (contracl) the Vendor agrees to comply with the provisions.
indicated above.

Vendor Name:

Jv[‘z‘!/?—qﬂ
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New Hampshire Department of Health and Human Services
Exhlblt H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Pait C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either -
., directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private. residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcoho! treatmenl. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/for the imposition of an administrative compliance order on the responsible entity.-

The Vendor identified in Section 1.3 of the General Provisions agrees, by signalure of the Coniractor's
fepresentative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: - ) - T ‘ '

1. By signing and submitting this contréct, the Vendor agrees to make reasonable efforts to comply with -
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Vendor Name:

."’/2;37%'9 B | ]RZDM‘ -

Date . ame:. Justin Davis-
: Title:  President
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New Hampshire Department of Health and Human Services

Exhibit i

HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to

comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and

with the Standards for Privacy and Security of Individually Identifiable Health Information, 45

CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business

Associate” shall mean the Vendor and subcontractors and agents of the Vendor that receive,

use or have access to protected health information under this Agreement and “Covered Entity”
- shall mean the State of New Hampshire, Department of Health and Human Services.

(1 Definlitions.

a. 'Breach” shall have the same meamng as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations. .

b. "Business Associale” has.the meanung given such term in section 160. 103 of Title 45, Code .
" - of Federal Regulahons .

c. "Covered Entity” has the meaning given such term in section 160.103 of Tlt!e 45
o Code of Federal Regulations. ‘ )

d. “Designated Record Set” shall have the same meaning as the term “de3|gnaled record set”
in 45 CFR Sectlon 164.501. - :

~ e. -“Data Aggregation™ shall have the same meaning as the term “data aggregahon in 45 CFR
Section 164.501. '

f. “Health Care Operations” shall have the same meaning as the term “health care c')perations"‘
in 45 CFR Section 164 501.

g. - “HITECH Act” means the Health Informatlon Technology for Economlc and Clinical Health
Acl, TitleXIll, Subtitle D, Part 1 & 2 of the Arnencan Recovery and Reinvestmenl Act of
2008.- i

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104191 and the Standards for Privacy and Security of Individually Identifiable Health
information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meanihg as the term “individual” in 45 CFR Section 160 103
and shall include a person who qualifies as a personal representative in accordance wnh 45
CFR Section 164. 501(g).

i F’riva‘cy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Pars 160 and 164, promulgated under HIPAA by the Umted States
Department of Health and Human'Services.

. . e
e k. " rotected Health Informagno shall have the same meamng as the term protected health Do
= e ;- Anformatighin 45:CFR” Section:160.103; hmned to the. information: crealed of: recewed by, ~ i
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New Hampshire Department of Health and Human Services

Exhibit|

I. “Required by Law” shall have the same meamng as the term “required by law” in 45 CFR
Seclion 164.103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
nhis/her designee.

n. "Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Pant 164, Subpart C, and amendments thereto.

o "Unsecu[edlErotected Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusable,

“unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing orgamzatlon that is accredited by the American National Standards
Instltule

p.- Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to tlme and the
HITECH
Act.

(2) Bu'siness 'Assgciate Use and D'isclosure of Protected Health Informetlon.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit

_PHIin any manner that would constrtute a violation of the Privacy and Security Rule.

b. Business ASSOCtate may use or disclose PHI: -
i For the proper management and administration of the Busmess Assoorate
" As required by law, pursuant to the terms set forth in paragraph d. below; or
- L For data aggregation purposes for the health care operations of Covered
Enllty

. C. To the extent Busmess Associate is permitted under the Agreement to dlsclose PHI to a

) third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality' of the PHI, to the extent it has obtained
knowledge of such breach.

d. - The Business Associate shall not, unless such disclosure is reasonably necessary to .
provide services under Exhibit A of the Agreement disclose any PHI in response to a
o : request for disclosure on the‘basis that it is required by law, without first notifying
.se .o - . Covered Entity so that Covered Entity has an opporiunity: to. object to the disclosure and
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Exhibit

Associate shall refrain from disclosing the PH! until Covered Entity has exhausted all
remedies. :

e . If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
. be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
_ - . shall be bound by such additional restrictions and shall not disclose PHI in violation of
- such additional restrictions and shall abide by any additional security safeguards.

4

(3)  _Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity. - - )

b. . The Business Associate shall immediately perform a risk assessment when it becomes -+
© - aware of any of the above situations. The risk assessment shall include, but not be
limited to: '

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification:

o The unauthorized person used the protected health information or to whom the
disclosure was made; _ : _

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated. . ' C

The Business Aésociate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. : . ’

C. The Business Assoc'iate shall comply with all sections of the Privacy, Security, and
. Breach Notification Rule. o '

d. Business Associate shall make available all of its internal policies and procedures, books
. and records relating to the use and disclosure of PH! received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shallrequire all of its business associates that receive, use or have ‘
access to PHI under the Agreement, to agree in writing to adhere’to the same . oo
restrictions and conditions on the use and disclosure of PHi contained herein, including

e the'duty to return or destroy the PHI as provided ider Section 3 {l). The Covered Entity .
Ee Lt L, Shallbe-considered a direct:third, party beneficiary:of the, Contractor's-business associate - . _.ise- .
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be govemed by standard Paragraph #13 of the standard
_contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected heallh information.

f Within five (5) busmess days of receipt of a written request from Covered Enlny
Business Associate shall make available during normal business hours al ils offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

0. Within ten (10) business days of recewmg a wiitten request from Covered Entity,
" Business Associate shall provide access to PHi in-a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. :

h. Wlhln ten (10) business days of receiving a written requesl from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
. . Set, the Business Associate shall make such PHI available to Covered Entity for _ _
- ' amendment and incorporate any such amendment to enable Covered Entity to fulfill its .
obligations under 45 CFR Section 164.526, ‘ -

Business Associate shall document such disclosures of PHI and information related to -
such disclosures as would be required for Covered Entity to respond to a request by.an
individual for an accountmg of dlsclosures of PHI in accordance wlth 45 CFR Section
164.528. :

Within ten (10) business days of receiving a wnﬂen request from Covered Enhty fora’
request for an accounting of disclosures of PH|, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance wnh 45 CFR

A Sectlon 164.528.

—

k. In the event any mdlwdual requests access to, amendment of, or accounting of PHI
-directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entlity. Covered Entity shall have the
responsibitity of responding to forwarded requests. 'However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such Iaw and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI: If return or

o ) destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in . o '

B the he Agreement, Business Associate shall continue to extend the protections of the '
R Agreement to sich PHI'and limif further use's and:disciosures;of. slich PHItQ thosg = o EZZ
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Associate maintains such PHI. If Covered Enttty in its sole discretion, requires that the -
‘Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4)  Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in |ts
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI,

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. . \

C. Covered entlity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164. 522,
to the extent that such restriction may affect Business Associate's use or dnsclosure of.
PHI. )

(8) - Termlnatlon for” Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
1 Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate o cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
. determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

{6) Miscellaneous -

a. Definitions and Regulatom Reference All terms used, but not otherwise def ned herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhlblt I, to
a Section in the Privacy and Security Rule means the Section as in effect or as *
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered-
Entity to comply with the changes in the requirements of HIPAA, the anacy and -
Security Rule, and applicable federal and stale law.

c. Data Qwnership. The Business Associate acknowledges that it has no owneérship nghts ©

. . ) with respect-to the PHI provided by or created on behalf of Covered Entlty . .
i R LA -lntergretatlo - The. partles -agree thal any. amb:guuty in: the Agreement shall be £e§gjv'ed .._'.;’*; i
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e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition: to this end the
terms -and conditions of this Exhibit | are declared severable.

1. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI,-exiensions of the protections of the Agreement in section (3) |, the.
defense and mdemmf cation provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

1

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit ).’

Department of Health and Human Services Portland Webworks, Inc.
* The State _ Name of the Vendor .

Lo e Do

Signature-of Authorized Represent_atlve ~ Agnature of Authorized Representative

¥k o < 0 : Justin Davis_

Name ofAukhorized Representative _Name of Authorized Representative -
Dxr,e /T ~ President
Title of Authorized Representative - Title of Authorized Representative
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- CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABIL!TY AND TRANSPARENCY
: . ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to execulive compensation and associated first-tier sub-grants of $25,000 or more. If the _
initial award is below $25,000 but subsequent grant modifications result in a total award equa! to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency .
NAICS code for contracts / CFDA program number for grants
Program source . ’
- Award title descriptive of the purpose of the funding action
Location of the entity :
Principle place of performance
Unique identifier of the entity {DUNS #) '
. Total compensation and names of the top five executives if: :
10.1. More than 80% of annual gross revenues-are from the Federal government, and those
revenues are greater than $25M annually and _
10.2. .Compensation information is not already available through reporting to the SEC. .

SLRENObL WM

o

Prime granl recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendmént is made. N : : o :

~ The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Conltractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification: . .
The below named Vendor agrees to provide needed information as outlined above to the NH Depariment
of Health and Human Services and to comply with all applicable provisions of the Federal Financial
Accountability and Trarisparency Act. . - ' .

“Vendor Name:

1ofzalzag
Date . ‘Ndme: Justin Davis
Titte:  President
" . e - ; b s
Lt oo \ T il Sl e 00 - ! .S Lt . Lo = -
T G SRR e o EEER L iR

Te b B R . el Lo L e

+ vris EXNBILJ = Cetification Regbrding the.Federd! Funding. ... Viendd inftiats -_.. 3 -"ﬁ'-“:i::——';- S
“:Aéi:ouh;abﬂityﬁnd Transparency-Act (FFATA)Compliance’s ;i 5 - he 737 2 smmememsely < ode .
o lB i T L U Page 1R feeet s e Pyt wen i s s

e A o |t L e N B WL M I 1t FUT T il s ot RUMY S VOeopi o Ehey e g
; PRy S P SR Mﬂﬁ—&éﬁh&;&mﬁ PR ¥ i TN YN S TP ik 3
S iy ALl s St (Vi AT 2 A P e 2t AR Tt 1 E bt 9 gl S A p e g A Aol i s, oy =
PR st i - T o] St MRS v u e ] Y e AT 47 S 6T

CUVDFHS/ 10717 e - 1

il £
et

AP 1 - RS TSN S MY SR WA Jhger i

iy AR P —d e L e T Tl
(I VP '--..__';':!. . -—ﬂ‘e-.--'f:’ul ?'—'-‘1'3- il F3N -d ..'e-.‘.\?l o Pl '.h..".
- - e M Rt el . . . - s .- 2 . i



.1Eig

Flodu TN

e S

ey

New Hampshire Department of Health and Human Services

Exhibit J

EORM A

As the Vendor identified in Seclion 1.3 of the General Provusuons | cemfy that the responses to the .
below listed questions are true and accurate.

1. The DUNS number for your entity is: __ 141995121
2. Inyour business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federa! contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
" gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?
X NO YES
- If the answer to #2 above is NQ, stop here
If the answer to #2 above is YES, pleése answer the'_following:
3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S. C 78m(a), 780(d}) or section 6104 of the Inlernal Revenue Code of
19867 N
NO - YES
If'thelanswer to #3 above is YES, stop here : )
If the answer to #3 above is NO, p!ease answer the following:
4, The names and compensalion of the five most highly compensated officers in your business or
organization are as follows:
Name: Amount:
° Name: Amount:
Name: Amount:
. "Name: Amount:
Name: Amount:
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach® means -the loss of control, compromise, unauthorized disclosure,
unautherized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or ‘electronic. With regard to Protected Health

~ Information, “ Breach" shall have the same meaning as the term 'Breach" in section- .
164 402 of Title 45, Code of Federal Regulatlons :

2. "Computer Secunty Incident” shall have the same meaning Computer Security
Incident” in section.two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Nallonal Institute of Standards and Technology, U. S Department
of Commerce

3. "Confidential Information” or “Confidential Data” means all confi dential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without iimitation, Substance
Abuse Treatment Records, Case Records, Protected Health - Information and
Personally Identifiable Informahon

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protectton and disposition is governed by
state or federal law or regulation. This information inctudes, but is not limited to
Protected Health Information (PHI), Personal information (PI), Personal Financial
Information .(PFl), Federal Tax Information (FTI), Sacial Security Numbers (SSN),
Payment Card Indusiry (PCI), and or other sens:twe and confidential information.

4. “End User means any person or enhly (e.g., contractor, contractor's employee,
’ business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

. 5. "HIPAA" means the Health Insurance Portablltty and Accountability Act of 1996 and the
© regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service,.the unauthorized use of
a system for the processing-or slorage of data; and changes to system hardware,

t firmware, orssoftware characteristics: without the owner's knowledge, instruction, or-
o ek consent. Incidents include the Ioss_qf_data through theft or device misplacement, loss; o
N, _."t-lE.- , =0l mlsplacement of hardcopy documenls and. mnsroutmgrof physrcal 0., electromc- a .';;..._ ;
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.mail, all of which may have the potentlal to put the data at risk of unauthonzed
access, use, dlsclosure maodification or destruction.

7. "Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS data. :

8. ”Personal Information” (or “PI"} means information which can be used to distinguish
or trace an individual's |dem|ty such as their name, social security number, personal,
information as defined in New Hampshire RSA 359~C 19, biometric records, elc.,
alone, or when combined with other personal or identifying information which is Ilnked
or linkable to a specific individual, such as date and place of blrth mother s matden
name, etc.

9. “Privacy Rute" shall mean the Standards for Privacy of Individually ldentifiable Health '
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
. States Depantment of Health and Human Services.

10. “Protected Health Information” (or “PHI" ) has the same'meaning és provided in .the
_definition of “Protected Health Information” in the HIPAA' anacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Informatiori at 45 C.F.R. Part 164, Subpart C, and amendments
thereto

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured. by a techndlogy standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute. .

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except:as reasonably necessary as outlined under this Contract. Further, Contractor, -
including ‘but not limited to all:its directors, officers, employees and agents, must not
use, distlose, maintain or transmit PHI in any manner that would constitute a violation

i of the-Privacy and Security Rule. -+ w oo
. e ‘_-E': ERN 2 The Conlractor musl nol dlsclose- any Confldentlal Informatlon m fesponse:: to a ‘
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requeét for disclosure on the basis that it is required by law, in response to a
subpoena, etc., withoul first notifying DHHS so that DHHS has an opportunity to
consent or object 1o the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
_restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
"additional restrictions and must not disélose PH! in violation of such additiona!
restrictions and must abide by any additional security safeguards. :

4.. The Contractor agrees that DHHS Data or derivative there from disclosed to an End -
- User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are naot md1caled in this Contract.

6. The Contractor agrees to grant access to the data 1o the authorized repiesentatives
of DHHS for the purpose of inspecting to confirm compliance wnh the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application® Encryption. . If End User is transmitting DHHS data contammg-
Confidential Data between applications, the Contraclor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable-storage devices, such as a thumb drive, as'a method of transm:ttmg OHHS
data

3. Encrypled Email. End User may only employ email to transmit Conf‘dentlal Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information. :

4. Encrypted Web Site. If End User is empfoymg the Web to transmit Confi dentsal-
Data, the secure socket layers (SSL) must be used and the web site must be
- secure. SSL encrypts data transmitted via a Web site.

5 File Hostlng Ser\nces also known as File Sharing Sites. End User may not use file -
hosting services, such as Dropbox or Google Cloud Storage to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmnt Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices. to transmit

_,; Confidential Data said devices must be encrypled and password-protected. e
R -3 Open Wireless.Networks. End User may not.transmit Confidential Data via.an.open ..
.v T K ..—:\.E_.__.... .:- :_., S “‘_“;Jc-:- , ‘ﬁ‘ r._‘."'. .._,. '1 - __‘5.. e P T -:T,:: ;‘ = ., ey
‘.’ ‘:-'f:‘ ’ . '."':‘ . - LA - "L, U T -.':: ‘.‘.“ -:t'. ‘.’:..' N

T Y
% ,:;_\é«t uaupdmmmzmav" e -

“! - '_ -t g -r ; r._.,. ..r IR, ~

P gt YAk i l'ﬁ'( e ' _'4"" Soq- ’"m-'em‘ nAreme "'—'m_' LY g Ry . '- S '3—7- = \.n.-h- e

Jﬁ;‘fsﬁz..-%f;ﬁs J'{rﬂ"{ :d-.-:i?’—‘&:.;F C EUAE=ER p,y;*d‘gw,:w r??‘ﬁk‘f‘;.ﬁ:..—.sﬁ;:ém ﬁmﬁ.ﬁ 0428 18,-1*—%: 155‘_.
rbrt) Pl tot, T 7»-1-'“’!"'4—0-0\ ﬂwm.dw..a\'.u W -v-wr-ﬂrhvruhm- --—w mmw SR

Sy b S e "vd‘\ﬁnléhl,ﬂ-cm_bl_b&vi % oo ’-wa i .---a-*suhvv

..fa._-.b'-... L '—-v—-'-ul-(. --m\.— IJ.-*--.-..vaf n.ﬂs...). - ‘I'""' ————— -y




New Hampshire Department of Health and Human Services
| Exhibit K |
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network. '

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from whlch information will be -
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Conﬂdential Data will be deleted every 24
hours).

11. Wiretess Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lil. RETENTION AND D!SPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retam the data and any derivative of the data for the duration of this -
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permltted
under thns Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the. services rendered under this Contract outside. of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to delect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide securjty awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electrgnic and hard copies of Confidential Data
' In a secure location and identified in section IV. A2 .-

5. The Contractor agrees Confidential Data stored‘in a Cloud must be in a

.FedRAMP/HITECH compliant solution and comply with all applicable statutes and

regulations regarding the privacy and security. All servers and devices must have

A o curréntly-supported and hardened operating systems the latest anti-viral, anti-
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure. ’

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented pracess for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the

Contractor or any subcontractors as a part of ongoing, emergency, and or disaster '

recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media ({for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written cerlification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements wnII be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. : ,

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Conf' dential Data
by means of data erasure, also known as secure data wupmg,

iv. PROCEDURES FOR SECURITY

A.

'Iu.., '..n Sl 4 --H-.-

Contractor agrees to safeguard the DHHS Data recewed under th:s Contract, and any
derivative data or files, as follows:

1.
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The Contractor will maintain proper security controls to protect Departmenl
confidential information collected, processed, managed and/or stored in the delivery
of cantracted serwces

The Contractor will maintain policies and procedures to protect Depariment
confzdentlal mformatlon throughout the information Infecycle where appllcable (from
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10.

1.

29 ~»h.aL-.‘u-‘-“.ﬂ. l--I.- --'!

A Wt

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Departiment confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

{f the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a3 minimum
match those for the Contractor, including breach notification requirements,

The Contractor will work with the Depariment to sign and comply with ail applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining ‘access to any Department system(s). Agreements will bé
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant {0 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and (s responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request to complete’ a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is. obtained from.the  Information Security Office’
leadership member within the Department. .

Data Security Breach Liéb’i!ity In the event of any security breach Contractor shall
make, efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resultmg from the breach.

-._The State shall recover fiom the Contractor all costs of :esponse and rec_?‘very drom 0 T
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

the breach, including but not limited to: ¢redit monitoring services, mailing costs and
costs associated with website and telephone call center services .necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the

- privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps:/mwww.nh. gov/doit/'vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshlre network

15. Contractor must restnct access to the Confideéntial Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in -Section IV A. above,
implemented to protect Confidential Information that is' furnished by DHHS
under this Contract from loss, theft or ina_clvprtent disc!_osure.

b. safeguard this information at all times.

- .c. ensure that laptops and other electronic dewceslmedua contalning PHI, PI, or
. - PF| are encrypted and password-protected. - -

' - «#d. send emails contaln:ng Confidential tnformation only if .encrypted: and being S ew
. sent to and bemg:;ecewed by email addresses of persons, authonzed lo_
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Nev;: Hampshire Department' of Health and Human Services
Exhibit K
DHHS Information Security Requirements

e. limit disctosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys
biometric identifi ers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations’ until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and

Program Manager of any Security Incidents and Breaches within two (2) hours of the

time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures
Contractor's procedures must also address how the Contractor will: i

1. Identify Incidents; ,
Determine if personally identifiable information is involved in Incidents;
Report suspected or confirmed Incidents as required in this Exhibit or P-37;

Idéntify and convene a core response group to deierm_ine the risk level of Incidents
and determlne nsk based responses to Incldents and
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New Hampshire Department of Health and Human Services
. Exhibit K
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 358-C:20.

V. PERSONS TO CONTACT _

A. DHHS contact for Data Management or Data Exchange issues:
DHHSinformation SecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security issues:

" DHHSInformationSecurityOffice@dhhs.nh.gov
D. DHHS contact for Breach notifications:

DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov’
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