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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/ doit

Denis Goulet
Commissioner

May 12, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Techndlogy, on behalf of the Depar&nent of
Revenue Administration (DRA) to amend the contract with NuHarbor Security, Inc. of Essex
Junction, VT, (VC# 273554) by exercising a contract renewal option and by increasing the price
by $98,000 from $499,000 to $597,000, extending the completion date from June 30, 2023 to
June 30, 2024, to conduct a multi-faceted security assessment on the Revenue Information
Management System (RIMS), effective’'upon Governor and Executive Council approval through
June 30, 2024. The original agreement was approved by Governor and Executive Council on
October 2, 2019, Item #24 and amended on May 06, 2020, Item #74 and June 2, 2021, Item 5b.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Departrnént of
Revenue to reimburse DolT is 100% General Funds.

CATE-DEPTH-AG ENCY#—ACTIV[TY#—-ACCTG UN]T#— Ac’tivity"

CLASS —OBJECT.~ACCOUNT DESC

DEPT NAME -ACCTG UNITNAME o+ » "7 21 A0 | FY20237  TOTAL AMOUNT | .

01-03-03-030010-76840000 — DolT- IT for DRA . J .
038-500177 IT Technology Software . 03840098 | $98,000 $98,000

EXPLANATION

NuHarbor Security, Inc. will conduct a multi-faceted security assessment of DRA's
implementation of the Revenue Information Management System (RIMS). The detailed
assessment will be a comprehensive catalog of observations for each NIST SP 800-53 control
family assessed during the engagement. A penetration test of the Web Application Portal, Granite
Tax Connect (GTC) will be performed as required by IRS Publication 1075.

“Innovative Technologies Today for New Hampshire's Tomorrow”

&



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment. '

Respectfully submitted,

Denis Goulet

DG/ik
DolT #2018-111C
RID: 69520

"Innovative Technologies Todoay for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 12, 2022

Lindsey M. Stepp, Commissioner
Department of Revenue Administration
State of New Hampshire

" 109 Pleasant Street
Concord, NH 03301

Dear-Commissioner Stepp,

This letter represents formal notification that the Department of Information Technology
(DolT) has approved the Department of Revenue Administration’s (DRA) request to amend a
contract with NuHarbor Security, Inc. of Essex Junction, VT, as described below and referenced
as DoIT No. 2018-111C.

The purpose of this request is for NuHarbor Security, Inc. to conduct a multi-faceted
security assessment of DRA's implementation of the Revenue Information Management .
System (RIMS). The detailed assessment will be a comprehensive catalog of observations
for each NIST SP 800-53 control family assessed during the engagement. A penetration
test of the Web Application Portal, Granite Tax Connect (GTC) will be performed as
required by IRS Publication 1075.

This amendment will increase the price limitation by $98,000, from $499,000 to
$597,000, and extend the completion date from June 30, 2023 to June 30, 2024. -
The contract amendment shall become effective upon Governor and Executive
Council approval through June 30, 2024,

- A copy of this letter will accompany the Department of Information Technology’s
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DGrik
DolT #2018-111C

"Innovative Technologies Today for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111

Comprehensive Cyber Security Risk Assessment, on QOctober 2, 2019, [tem #24, and amended on May 06,

2020, Item #74 and June 2, 2021, Item 5b (herein after referred to as the “Agreement”), NuHarbor Security,

Inc., (hereinafter referred to as “Contractor”) agreed to supply certain services upon the terms and

conditions specified in the Agreement and in consideration of payment by the Department of Information
. Technology (hereinafter referred to as the “Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the .
Agreement, the Agreement may be modified or amended only by a written instrument executed
by the parties thereto and approved by the Governor and Executive Council unless no such
approval is required under the circumstances pursuant to State law, rule or policy;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects; '

WHEREAS, the Department wishes to have the Vendor conduct a multi-faceted security assessment of the
Department’s implementation of the architecture provided by FAST;

WHEREAS, The Vendor agrees to conduct a multi-faceted security assessment of the Client’s
implementation of the architecture provided by FAST;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30,
2023 to June 30, 2024;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $98,000 to bring the

total contract price to $597,000;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFOQRE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1.

Initial all Pages

Amend Section 1.7 of the Agreement {Page 1) by extending the Completion Date from June 30, 2023 to
June 30, 2024. .

Amend Section 1.8 of the Agreement {Page 1} by increasing the Price Limitation by $98,000 from
$499,000 to $597,000. :

Contractor Initials krc Date 5/10/2022

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C

3. Amend Exhibit B Section 1, Payment Schedule by adding Table 1.2 Department of Revenue
Administration Security Assessment as follows:

Table 1.2 Department of Revenue Administration Security Assessment

Description_

CA-SEC Technically Oriented Controls Assessment

2 Analysts
NIST 800-53 rd Security Controls Assessment and Gap Analysis. 5 WeelI(s each
Deliverables include: .
s Executive Summary ' Hourly Rate:

The executive summary serves as a high-level synopsis of $175 / Hour
the engagement. This will include summarized results,
prevailing themes, and {where applicable), strategic Phase Total:
initiatives to improve the Client’s security posture. $70,000

o Detailed Assessment Report
The detailed assessment report will be a comprehensive
catalog of observations for each NIST SP 800-53 control
family assessed during the engagement. Controls within
each family will be assigned an implementation status
(Implemented, Partially Implemented, Absent, or Not
Applicable), and remediation priority based on NuHarbor
Security’s understanding of the Client’s business goals and
other factors. This may be attached as an appendix to the
Executive Summary at NuHarbor Security’s discretion.

TT- Penetration Test of Granite Tax Connect (GTC) Application Labor:.
WEBAPP : 1 Engineer
A penetration test of the Web Application Portal. Deliverables 4 Weeks
include: :
¢+ Technical Report — A comprehensive explanation of the Hourly Rate:
penetration test and findings. $175 / Hour
« Al supporting evidence is property of the Client, and is
attached as an Appendix to the report. Phase Total:
$28,000

Total Amount |~ USD $98,000.00¢
-

Initial all Pages
Contractor Initials kre Date 5/10/2022
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DEPARTMENT OF INFORMATION TECHNOLOGY

STATE OF NEW HAMPSHIRE

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT -
CONTRACT 2018-111 -- AMENDMENT C '

4. Amend Exhibit H by adding the following:

EXHIBIT H — Attachment 2:

5. Amend Exhibit O by replacing

A, Exhibit H Requirements - Attachment 1

with

A. Exhibit H Requirements - Attachment | and Attachment 2.

Table 2 CONTRACT HISTORY

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

CONTRACT AND-| AMENDMENT |G&C. " >. |'‘ENDDATE | CONTRACT-
,AMENDMENT, . |TYPE . .' .. |APPROVAL . || . ... |AMOUNT -
NUMBER I - T o | DATE ‘ . . ] Lo
2018-111 Onginal Contract | October 2, 2019, | june 30,2020 | $499,000.00
ltem'#24
2018-111 1¥ Amendment May 2, 2020, Item | June 30, 2021 $0.00
Amendment A #74
2018-111 2nd Amendment June 2, 2021, Item | June 30, 2023 | $0.00
Amendment B 5b '
2018-111 3rd Amendment TBD June 30, 2024 | $98,000.00
Amendmént C
‘ . 'CONTRACT TOTAL, | $597,000.00,
Initial all Pages
Contractor [nitials krc Date 51072022
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

Katherine Cheney Date: May 10, 2022

NuHarbor Security, [nc.

STATE FNEWEEA%}ESHIRE '
Date: 5122022

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. '

Approved by the Attorney General

Is! Stncce 2 lanser Date: May_16, 2022

N

State of New Hampshire, Department of Justice.

| hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

40f4



. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C .
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

EXHIBIT H — Attachment 2: IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

Initial all Pages

I. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume responsibility
for compliance by officers or employees with the following requirements: '

(1) All work will be performed under the supervision of the contractor.

(2) The contractor and contractor’s officers or employees to be authorized access to FTI
must meet background check requirements defined in IRS Publication 1075. The contractor
will maintain a list of officers or employees authorized access to FTI. Such list wiil be
provided to the agency and, upon request, to the IRS. |

{3) FT)in hardcopy or electronic format shall be used only for the purpose of carrying out
the provisions of this contract. FTI in any format shall be treated as confidential and shall
not be divulged or made known in any manner to any person except as may be necessary
in the performance of this contract. Inspection or disclosure of FTI to anyone other than
the contractor or the contractor’s officers or employees authorized is prohibited.

{4} FT! will be accounted for upon receipt and properly stored before, during, and after
processing. In addition, any related cutput and products require the same level of
protection as required for the source material.

{S} The contractor will certify that FTI processed during the performance of this contract
will be completely purged from all physical and electronic data storage with no output to
be retained by the contractor at the time the work is completed. If immediate purging of
physical and electronic data storage is not possible, the contractor will certify that any FTI
in physical or electronic storage will remain safeguarded to prevent unauthorized
disclosures. :

{6) Any spoilage or any intermediate hard copy printout that may result during the
processing of FTI will be given to the agency. When this is not possible, the contractor will
be responsible for the destruction of the spoilage or any intermediate hard copy printouts
and will provide the agency with a statement containing the date of destruction,
description of material destroyed, and the destruction methed.

{7} All computer systems receiving, processing, storing, or transmitting FTI must meet the
requirements in IRS Publication 1075. To meet functional and assurance régquirements, the
security features of the environment must provide for the managerial, operational, and

Contractor Initials kre Date 5/10/2022
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT C
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

technicat controls. All security features must be available and activated to protect agéinst
unauthorized use of and access to FTI.

{8) No work involving FTI furnished under this contract will be subcontracted without the
prior written approval of the IRS.

{9) Contractor will ensure that the terms of FT! safeguards described herein are included,
without modification, in any approved subcontract for work involving FTI.

{10} To the extent the terms, provisions, duties, requirements, and obligations of this.
contract apply to performing services with FTI, the contractor shall assume toward the
subcontractor all obligations, duties and responsibilities that the agency under this contract

- assumes toward the contractor, and the subcontractor shall assume toward the contractor

all the same obligations, duties and responsibilities which the contractor assumes toward
the agency under this contract.

{11) In addition to the subcontractor’s obligations and duties under an approvéd
subcontract, the terms and conditions of this contract apply to the su bcontréctor, and the
subcontractor is bound and obligated to the contractor hereunder by the same terms and
conditions by which the contractor is bound and obligated to the agency under this
contract.

{12) For purposes of this contract, the term “contractar” includes any officer or employee
of the contractor with access to or who uses FTI, and the term “subcontractor” includes
any officer or employee of the subcontractor with access to or who uses FTI.

{13} The agency will have the right to void the contract if the contractor fails to meet the
terms of FTI safeguards described herein.

Il. CRIMINAL/CIVIL SANCTIONS

{1) Each officer or employee of a contractor to whom FTl is or may be disclosed shall be
notified in writing that FTI disclosed to such officer or employee can be used only for a
purpose and to the extent authorized herein, and that further disclosure of any FTI for a
purpose not authorized herein constitutes feIony‘punishabIe upon conviction by a fine of as
much as $5,000 or imprisonment for as fong as 5 years, or both, together with the costs of
prosecution.

(2) Each officer or employée of a contractor to whom FTl is or may be accessible shall be
notified in writing that FTI accessible to such officer or employee may be accessed only for

Contractor Initials _krc Date 5/10/2022
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT C
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

a purpose and to the extent authorized herein, and that access/inspection of FTI without
an official need-to-know for a purposeA not authorized herein constitutes a criminal
misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment
for as long as 1 year, or both, together with the costs of prosecution. :

(3) Each officer or employee of a contractor to whom FTl is or may be disclosed shall be
notified in writing that any such unauthorized access, inspection or disclosure of FTI may
also result in an award of civil damages against the officer or employee in an amount equal
to the sum of the greater of $1,000 for each unauthorized access, inspection, or disclosure, .
or the sum of actual damages sustained as a result of such unauthorized access, inspection,
or disclosure, plus in the case of a willful unauthorized access, inspection, or disclosure or
an unauthorized access/inspection or disclosure which is the result of gross negligence,
punitive damages, plus the cost of the action. These penalties are prescribed by IRC
sections 7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n})-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, S 1.5.C. 552a.
Specifically, 5 U.S.C. 552a(i}{1), which is made applicable to contractors by 5 U.S.C.
552a(m}(1], provides that any officer or employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which
contain ihdividually identifiable information, the disclosure of which is prohibited by the
Privacy Act or regulations established thereunder, and who knowing that disclosure of the
specific material is so prohibited, willfully discloses the material in any manner to any
person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not
more than $5,000.

{4) Granting a contractor access to FTI must be preceded By certifying that each officer or
employee understands the agency’s security policy and procedures for safeguarding FTI. A
contractor and each officer or employee must maintain their authorization to access FTI
through annual recertification of their understanding of the agency’s security policy and
procedures for safeguarding FT). The initial certification and recertification’s must be
documented and placed in the agency's files for review. As part of the certification and at
least annually afterwards, a contractor and each officer or employee must be advised of
the provisions of IRC sections 7213, 7213A, and 7431 (see Exhibit 4, Sanctions for
Unauthorized Disclosure, and Exhibit S, Civil Damages for Unauthorized Disclosure}. The
training on the agency’s security policy and procedures provided before the initial
certification and annually thereafter must also cover the incident response policy and
procedure for reporting unauthorized disclosures and data breaches. {See Section 10) For

5/10/2022




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT:
CONTRACT 2018-111 -- AMENDMENT C
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

_the initial certification and the annual recertification’s, the contractor and each officer or
employee must sign, either with ink or electronic signature, a confidentiality statement
certifying their understanding of the security requirements.

NI, INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the
offices and plants of the contractor to inspect facilities and operations performing any work with
FTl under this contract for compliance with requirements defined in IRS Publication 1075. The
IRS’ right of inspection shall include the use of manual and/or automated scénning tools to
perform compliance and vulnerability assessments of information technology {IT) assets that
access, store, process or transmit FTI. Based on the inspection, corrective actions ma'y be
required in cases where the contractor is found to be noncompliant with FTI safeguard
requirements.

Initial all Pages
Contractor Initials krc Date 5/10/2022




State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hercby centify that NUHARBOR SECURITY INC. is
a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. I further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this'office is

concemned,

Business [D: 735135
Certificate Number: 0005765961

TN TESTIMONY WHEREOF.,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 25th day of April A.D. 2022

David M. Scanlan

Sccretary of State



NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE
OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE
CORPORATE STRUCTURE OF YOUR COMPANY,

CERTIFICATE OF VOTE
(Corporation With Seal)

I, Justin Fimlaid, do hereby represent and certify that:

(1) I am Managing Director of NuHarbor Security, an S-corporatmn (the
"Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

* (3) 1 am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3™, 2021, which meeting was duly held in accordance with Vermont
iaw and the by-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, | have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 27% of April, 2022.

i . .
JWlaid, naging Pirector, 04/27/2022




DATE (MM/DOIYYYY}

~™ '
ACORD CERTIFICATE OF LIABILITY INSURANCE 4/25/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S] AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If tha cartificate holder is an ADDITIONAL INSURED, tha policy{ies) must ba endorsed. {f SUBROGATION 1S WAIVED, subject to
the terms and conditions of tha policy, certain policies may require an endorsement. A statement on this cartificate does not confer rights to the
cartiflcate holder in lleu of such endorsement(s).

PRODUCER CONTITY Ronan Cooper
Polly Insurance Agency, LIC PHONE  (802) 655-9000 Iffém (5021 071-3404
’ o Egs. TCooper@winooski.com '

2300 St. George Road INSURER(S) AFFORDING COVERAGE Y

Williston VT 05495 INSURER A : Undarwriters at Lloyds, London 15642

INSURED INSURER B: The Harford - Rating by Multiple Co's 19682

NuHarbor: Security, Inc. INSURER € : Scottsdale Ins. Co. 41297

553 Roosevelt Highway INSURER 0 : Landmark American Insurance Company 33138
INSURER E: Mt Hawley Insurance Company 37974

Colchester VT 05446 INSURER F :

COVERAGES CERTIFICATE NUMBER:CL2212620499 - REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

|EER DL [SUBR POLICY EFF_ | POLICY EXP
LTR TYPE OF INSURANCE ﬁum WYD POLICY NUMBER {(MMIDDAYYYY] | (MMDBYYYY) ) umirs
X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $ 2,000,000
. [DAMAGE TO RE
A ] cuamsmace [ x ] occur | PREWISES (Ep scomence) | $ 100,000
. WGOO0GLTITAL 1/25/2022 | 1/25/2023 | MED EXP {Any one parson) s 5,000
PERSONAL & ADV INJURY $ Excluded
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE [ 4,000,000
X | rouicy D.SE& D woc PRODUCTS - COMPIOPAGG | § 4,000,000
OTHER: $ .
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY {Ep nogdent) s 2,000,000
A ANY AUTO BOODILY INJURY (Pes person} | §
ALL OWNED SCHEDULED ; -
AUTOS AUTOS HGOOO01737AC . 1/25/2022 | 1/25/2023 | BOOWY INJURY {Per accident) | §
NON-OWNED PROPERTY DAMAG
HIRED AUTOS AUTOS | (Per sccident} £ $
. s
X | UMBRELLA LIAB OCCUR EACH OCCURRENGE ‘|5 2,000,000
A EXCE3S LiAB X | cLamsmane AGGREGATE s 2,000,000
DED 1 tRETENT‘ION s ACX1019522 1/25/2022 | 1/25/2022 $
WORKERS COMPENSATION Excluded - Justin Fi ] PER OTH
AND EMPLOYERS' LIABILITY YIN xalw vetin Fimlaid X IST"TWE ER
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBER EXCLUDED? E NIA .
B (Handnlory In NH} O4NBCAFID70 4/9/2022 4/972023 | £, DISEASE - EAEMPLOYEE | § 1,000,000
83, describa under
o SCRIPTION OF OPERAnous below EL. DISEASE - POLICYLIMIT | § 1,000,000
A | Madia/Teach/Data/Network w/E&O WGOOO01TITAL 1/25/2022 1/25/2023 | Limitof Lisbitity 82,000,000
Including Cyber Liability
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 104, A Remarks Schedule, may be it mors spsce ls required)

Insurer Letter: C - Excess Liability (Excess of $4M): Carrier - Scottsdale Ins Co; Policy B EKS3416317;
Policy Pericd 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000

Insurer Letter: D - Excaess Liability (Excess of $6M); Carrier - Landmark American Ins Co: Policy #
LHZ794154; Policy Periocd 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000

Insurer lLetter: E ~ Excess Liability (Excess of $8M); Carrier - Mt Hawlaey ins Co; Policy # MEO0002029;
Policy Period 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE!
State of MH THE EXPIRATION DATE THEREOQF, NOTICE WILL BE DELIVERED 1N

, ICY PROVISIONS.
Department of Information Technology ACCORDANCE WITH THE POLIC ovisio

Attn: Chief Information Officer
27 Hazen Drive )

Concord, NE 03301 ‘
Ronan Cooper/RC %——

AUTHORIZED REPRESENTATIVE

l -
© 1988-2014 ACORD CORPORATION. All rights reserved.

ACORD 25 (2014/01) The ACORD name and logo are registared marks of ACORD
INS025 (201401 .
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Contract #2018-111C DOIT Cyber Security Risk Assessment
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MAY12'21 P 2:45 RCUD 55

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNQLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House
Concord, NH 03301

REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar, <

Authorize the Department of Information Technology to enter into a contract amendment
with NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) to accomplish the original
scope of the cyber security project by extending the completion date from June 30, 2021 to June

30, 2023 with no increase to the Price Limitation of $499,000.00. The original agreement was .

approved by Governor and Executive Council on October 2, 2019, Item #24 and most recently
amended with Governor and Executive Council approval on May 6, 2020, Item #74.

EXPLANATION

This time-only extension is being requested to address the optional services features of the

~ original contract. The additional time request allows for both the state and the vendor to

appropriatcly address the optional services features based on the final reports created during the
assessment that were not able to be completed during the COVID-19 pandemic. : \

The contract with NuHarbor Security, Inc. will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State’s cybersecurity posture, a key. outcome of this
assessment will be a roadmap to improve the sccurity, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture.

"Innovative Technologies Today for New Hampshire's Tomorrow”

¥



His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Council
Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment. . . '

Respectfully submitted,
Denis Goulet

DG/kaf
DolT #2018-111B
RID: N/A

“innovative Technologies Today for New Hompshire's Tomorrow™



- STATE OF NEW HAMPSHIRE

DEPARTMENT QF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021
Daniel Dister
Chief [nformation Security Officer
Department of [nformation Technology
. State of New Hampshlrc
. 27 Hazen Drive
Concord, NH 03301

Dear Director Dister,

This letter represents formal notification that the Depariment of Information Technology (DolT)
has approved the Division’s request to enter into a contract amendment with NuHarbor Security, Inc. of
Esscx Junction, VT, as described below and rcferenccd as DolT No. 2018-111B.

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber security project by extending the completion -
date from June 30, 2021 to June 30, 2023. [n addition, the time request allows for both the
state and the vendor to appropriately address the optional services features based on. the
final reports created during the asscssmem that were not able to be completed during the
COVID-19 pandemic.

This contract amendment includes the extznsion of the contract from June 30,2021 to June
30, 2023. There is no additiona} funding requested under this time extension. The contract
amendment shali become effective upon Govcmor and Executive Council approval
through June 30, 2023.

A copy of this Iener will accompany the Department of Information Technology's submlssmn to

the Governor and Executive Council for approval.

Denis Goulet

Sincerely,

" DG/kaf
DolT #2018-111B

“Innovative Technologies Today for New Hompshire's Tomorrow*



: LTABLEI CONTRACT HISTORY, "

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT B

INTRODUCTION
WHEREAS, pursuant to an Agreement approved by Governor and Council, as a resuit of RFP 2018-111

" Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Hem #2, and amended on May 06,

2020, ltem #74 (herein after referred (o as the “Agreement”), NuHarbor Security, Inc., (hereinafler referred
10 as “Contractor“) agreed to supply certain services upon the terms and conditions specified in the

-, Agreement and in consideration of payment by the Department of Information Technology (hereinafter
_ referred to as the “Department™), certain sums as Spemﬁed thereln .

WHEREAS, pursuant to the Agreement Section 18: Amendment and the'provisions of the' Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and

apprgved by-the Governor and Executive Council unless no such approval is required under the
circumstances pursuant to State law, rule or policy;

WHEREAS, the Verndor and the Department have agreed lo amend the Agreement in certain‘respecls;

WHEREAS, the Department and the Contractor wish io extend the completion date from June 30, 202I (o

* June 30, 2023;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agréement and set forth herein, the parties agree as follows: The Agreement is hereby amendéd as follows:

Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by cxtendmg the Completion
Date from June 30, 2021 to June 30, 2023

|— .-u..,-‘ "

rCONTRACT AND ,AMENDMENT fsr';_'_‘&_

IAMENDMENT | TVRE n o

INUMBER'" -+, DN TS | | AL (I B N

2018-111 Original Contract | October 2, 2019, | June 30, 2020 | $499,000.00
. ltem ¥24

2018111 - 1* Amendment May 06, 2020, | June 30,2021 | $0.00

Amendment A ltem #74 -

2018-111 : 2nd Amendment | TBD June 30,2023 | $0.00

Amendment B

R IR D

TR g
H'CONTRACT a*o*rA L

(T
Lo

State of NH Contract

Date:

Contractor's initiats KC

Page

lof3



STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT B

CONTRACTOR

Except as provided herein, all provisions of the Agreement shal! remain in full force and effect. This

- modification shall take effect upon the approval date from the Governor and the Executive Council -

AN WITNESS WHEREQF, the parties have hereunto set their hands as of the day and year first above .
written. : ' -

Katherine Cheney ' " Date: April 20, 2021

. NuHarbor Security, Inc.

* STATE OF NEW HAMPSHIRE .

M B ' Date: May 10, 2021

Denis Goulet, Commissioner

- State of New Hampshire

Department of information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

. execution.

Approved by the Attorney General

/s/ Stacie M. Moeser _ Date: -May 10, 202}

State of New Hampsr_iire, Department of Justice:

State of NH Contract

Date:

Contractor's [nitials KC

Page

20f3



STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT |
CONTRACT 2018-111 -- AMENDMENT B

" | hereby certify that the foregding amendment was approved by the Governor and Executive Council of -
- the State of New Hampshire at the Meeting on: » - (date of meeting)

Office of the Secretary of Sltate

" Date:

- State of New Hampshire, Department of Administration.

State of NH Contract

Date: '

Contractor’s Initials KC )

Page : 3of 3



‘State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secrelary of State of the State of New Hampshire, do heeeby cenify that NUHARBOR SECURITY TNC. is

-8 Vermont Profil Corporation registered o transact business in New Hampshire on November 18, 2015. [ further certify thal oll
- fees and documents required by the Secrctary of State’s office have beén received and is in go-od' standing as for as this office is

concemnced.

 Business ID: 735135

Certificale Number: 0005362896

N TESTIMONY WHEREQF,

I hereto set my hand and cause to be affixed
the Scal of the Stote of New Hompshire,
this 5th day of May A.D. 2021.

Gty fodlr

Willinm.M.'Gnrdncr ‘

Secrciary of State



CERTIFICATE OF VOTE

I, J ustin Fimlaid, do hereby rcpreécm and certify that:

(1)  am Managing Director of NuHarbor Security, an S-corporation (the | .
"Corporation"). _

(2) | maintain and have custody of and am familiar with the Seal and the minutes of the
Carporation. '

(3) 1 am duly authorized to issue certificates with respect o the contents of such books.
]

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
hetd on August 3%, 2020, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation. -

{5) The signature of Katherine Cheney, Director of this Corporation affixed to any |
“contract instrument or document shall bind the corporation to the-terms and conditions
of the contract instrument or document.

{6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full-force and effect as of the date hereof.

IN WITNESS WHEREOF, | have hereunto set my hand as Managing Director of the
Corporation and hav ed ils corporate seal this $™ of May, 2021.

Fimlgid, Managing Director, OSIOSIlm




gy o o . - DATE (MMDOATYYY)
. ACO_RD - ' CERT]FICATE OF LIABILITY INSURANCE )

4/23/2021

THIS CERTIFICATE IS 1SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR-NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. TKiS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERYIFICATE HOLDER.

IMPORTANT: .H the certificats holder ts an ADDITIONAL INSURED, the policy(les) must be sndorsed. |f SUBROGATION 13 WAIVED, subject to
the terms and conditions of the policy, cartaln policles may require an endorsement. A statement on this certificate don not confer rights to the
certificate holder In llsu of such sndorssment{s).

PROOUCER . . ﬂﬂ Ronan Cooper
Winooski, LLC . PHONE . (802) 655-9000 lt oyt LHHRIITI-RERE
DealerPolicy Insurance Agency ADORESS: rcoopariwincoski.com
2300 se. Ceorge Rosd INJURER{S] AFFORCING COVERAOS MAKC 8
Williston VT 05495 - WIURER Ao Undarwriters at Lloyda, I Londen ~ |asgad
INSURED ~ mIURER B Hartford 19682
NuMarbor Security. Inc. . | msuner ¢ Hincox Insurance Company Ing. AA1122000
5533 Roosevelt Highway MIURER O : .

. | myuRERE: -
Colchaster VT 05446 WYURER # |
COVERAGES CERTIFICATE NUMBER:CL2142319293 REVISION NUMBER:

THIS S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TOALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

N BT RN ¥ *
LT TYPE OF NSURANCE a0 [wvo POLICY NUMBER m%_ﬁ%m uNTS
X | COMMERCIAL QENERAL LIABILITY EACH OCCURAENGCE [] 2,000,000
: ’ ["BARAUE TO RERTED
A . !m E OCCUR . ' PREMSES (F3 ccogrance! ] 100,000
w30000171TAN ‘ 171872021 | 171872022 { MED EXP {Any one person) s 5,000
| PERIONAL & ADV INARY |3 Ixcluded
QENL AGGREGATE LIMTT APPLIES PER: ' | GENERAL AGOREGATE 3 4,000,000
X | poucy D s D~LDC . PRODUCTS . COMPIOPAGD | § 4,000,000
omgr; " : ' s
ONEIWED ENGLE TTY
AUTOMOBRL LABILITY f:usemn [} 2,000,000
" ANY AUTO - BOOILY MNJURY (Pof parson) - | §
AL, OWNED scu!nun.!o wCo0001737AS ] 187207 | 171871022 | BODILY INJURY (Per mecicent) | 3
% | NOW-vNED [PROPERTY DAMAGE . s '
| X | wRED AUTOS AUTOS . | (Per gogiten]
R Y X
X | umMsRELLA Lu.l || occum EACH OCCURRENCE ! - 5,000,000
A AXCESI LIAB x | cLamsane . . AGOREGATS 1 5,000,000
osp | X | merewmon 3 10,000 cx9314221 1issa0m | 171372012 s
WORRERS COMPENIATION Exciuded = Justin Flslaid . T X FER 244
AND EMPLOYERS LIABILITY YiN -
ANY PROPRIETORPARTNEREXECUTIVE . L. EACH ACCIDENT 3 1,000,000
OFFICE RAGE MBER £XCLUDEDT NIk
B |{Mandatory In NH) - Q4NBCAFIDTO - /v/1021 4/9/2021 | g1 OISEASE - EA EMPLOYEE | § 1,000,000
i yen, describe under - - :
DESCRWTION OF OPERATIONY below : B.L DISEASE /POUCY LIMIT | § 1,000,000
C | Eacess Policy (Excesa of §10M) ' WPLA2E3NIY. 21, 1/18/1070 | 1/13/1032 | Ui ol Lnpely a $3,000,000
A [ Hedia/Tech/Data & Natwork © | meoon0173AR 1715/2021 | 1/15/2022 | Umitef Uty : 95,000,000

DESCRIPTION OF OPERATIONS FLOCATIONS { VEMICLES [ACORD 101, Asdrtonal Remarks Schedule, mry be stisched H mors space bs requined)

CERTIFICATE HOLDER ' CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED PQLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, MOTICE WILL BE DELIVERED IN

State of NH - Department of Information T ACCORDANGE WITH THE POLICY PROVISIONS.

Attn:Denis Goulet

27 Hazen Drive

Concord, NH 031301 AUTHORIZED NEPRESENTATIVE
3

Ronan Cooper/RC %

© 19682014 ACORD CORPORATION. Al rights reserved.

ACORD 25 (2014/01) The ACORD nama and logo are registerod marks of ACORD
INS025 (201401) .

L
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. I j
STATE OF NEW ‘HAMPES] , 7% '
DEPARTMENT OF INEORMATION ngg%gl.gé 75 RS :
' 27 Hazen Dr., Cencord; NH 03301 ’
Fax: 603-271-1516 TDD Access: 1-800-735- 2964
www.nh;.go_v/ doit

Denis Coulet
Commissioner

" His Excellency, Govemor Christopher T. Sunun
and the Honorable Executive Council

State House
Coqcord, NH 03301

|

|

|

1 -

I | March 17, 2020
|

ugygsxgp ACTION

The Department of [nformation Technol!)gy requests placing this item on ghi: Consent
Calendar. , ) L

Authonze the Department of Information Technology to amend an existing contact with
NuHarbor Security, [nc. of Essex Junction, VT, (VCH 273554) to accomplish the original scope
of the cyber security project by exercising a contract renewal option by exiending the completion.
date from June 30, 2020 to June 30, 2021. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Itcm|#24 Time extension only, no new funding.

EXPLANATION

This time-only extension is being requested to address the optional services features of the

" original contract. The additional time request| allows for both the_ state and the vendor to

appropriately address which optional features are most 1mportnnt to pursue, based on the final
reports created during the assessment. I

‘ The contract with NuHarbor Security, lncI will assist with comprehensive cyber secusity
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State's cybersecunry posture, a key outcome of this
assessment will be a roadmap to improve the seclirity, readiness and effectiveness of the State of

New Hampshire’s cybersecurity posture. '
|

"innovative Te'chnologfes Todoy fo:r New Hampshire's Tomorrow”

1



. and the Honorable Executive Council

!
His Excellency, Governor Christepher T, Sununu |
~ Pege2 i

The Department of Information Techndlogy 'respec;ful‘ly requests approval of this
contract amendment. . i

Respectfully submitted,
. )

Y
[

Denis Goulet

DG/kaf
DolT #2018-111A

"innovotive Technologles Today _fo' New Hampshire's Tomorrow"




STATE OF N

27 Hozen Dr.
Fax: 603-271.1516 1
www.nh

"Denis Goulet
Commissioner

Danict Dlstcr
Chief Information Security Officer
Department of Information Technology
" State of New Hampshire

. 27 Hazen Drive
- Concord, NH 03301

"Dear Director Dister,

This lerter represents formal notification that

EW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
I Concord, NH 03301

DD Access: 1-800-735-2964 .
gov/doit

March 17, 2020

he Department of Information Technology (Dol T)

has approved the Division's request lo enter into a ¢o
Essex lunction VT, as described below and referen

ntract amendment with NuHarbor Security, Ine. of
8s DolT No. 2018-111A.

The purposé of this requcst is to amcnd an cx:stmg contract with NuHarbor Security, Inc.
to accomplish the original scope, of the cyber: securlry project by extending the completion
date from June 30, 2020 to June 30, 2021. In addmon the time request altows for both the

state and the vendor to appropriately address w

pursue, based on the fina!l reports created durin

This contract amendment includes the extensio
30,2021, There is no additional funding reque
amendment shall become effective upon G
through fune 30,2021

hich optiona) features are most important to
g the assessment.

n of the contract fr,om.Junc 30,2020 to June
ted under this time extension. The contract
overnor and Executive Council approval

A copy of this leter will accompany the Dcpsnm'ent of Information Technology’s submission to

. the Governor and Executive Council for approval.

DG/kaf
DolT #2018-111A

"tngovotive Technologles Today fo

Sincerely,

Denis Goulet

r New Hampshire's Tomorrow”




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMEN'I‘ '
CONTRACT 2018-111 -- AMENDMENT A

INTRODUCTION .

. 1
WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111
Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #2, (herein after referred to as
the “Agreement"), NuHarbor Security, Inc., (hercinafier referred to s “Contractor”) agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Department of lnfor'manon Technology (hereinafter referred to-as the “Department™), certain sums
as specified therein,;

© WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agrcemcnt, the

Agreement may be modified or amended only by & written instrument executed by the parties thereto and
approved by the Govemor and Executive Council; -

WHEREAS. the Vendor and the Department have a'grce_d' to amend the Agreement in certain respects;

WHEREAS the Dcpmment wishes to extend the contract completion date for an addlt:onal year in ordér

" to address the optional services fearures of the original contract. The additional time request allows for
- both the state and the vendor to appropriately address which optional features are most important (o pursue,
- based on the final reports created during the assessment. This amendment does not expand or decrease
- the overall Statement of Work and/or Deliverables, or does.not change the contract to expand ot decrease
the total payment amount beyond what is defined in the original contract

WHEREAS, the Dcpartmenl and the Vendor wish to extend the completion date from June 30, 2020 S
June 30, 2021;

'

WHEREAS, the Department and the Vendor seek to clarify the Agreement. '

* NOW THEREFORE, in consu‘]cmtlon of the foregoing, and the covenants and conditions comalned in the
‘Agreement and set forth herein, thie parties agree as follows:

The A'greement is'hereby amcndcd as follows:

I Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extcndmg the

Compleuon Date from June 30, 2020 to June 30, 2021.

State of NH Contract
Date: 0300720

Contractor's [nitials .Ze/

Page

.lofd



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-1t1 -- AMENDMENT A.

-

‘TABLE I: CONTRACTHISTORY - L L

CONTRACT AND | AMENDMENT |G&C . |ENDDATE | CONTRACT

AMENDMENT TYPE - - |APPROVAL . . | amoUNT

NUMBER . DATE . u

201811t | Original Contract | October 2, 2019, | June 30,2020 | $499,000.00
ftem #24 |

2018-111 I Amendment | TBD ‘ June 30,2021 | $0.00

Amepdment A . ,‘ _

CONTRACT TOTAL | $499,000.00

State of NH Contract” . 1
Date; 0309720 '

Contractor's Initials Ao~ i ‘
Page -~ - ' ) 2of4



- STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-1i1 - AMENDMENT A

CONTRACTOR

+ Except as provided herein, all provisions of the Agﬁcmcni shall remain in full force and efféct. This
. -modification shall take effect upon the approval date from the Governor and the Executive Council.

WHEREOQF, the parties have hereunto set their hands as of the day and year first above -

S

Date: 03/08/2020

- NuHarbor Security, Inc.

Corporate Signature Notarized:
Kelsey Adams, Notary Public

© STATE OF Vermont

. CbUNTY of Chittenden

‘On this the 9N day of March , 202, before the undersigned officer, personally appeared the
person identified directly above, or satisfactory proven to be the person whose name is signed above, and
acknowledged that s/he executed this document in the capacity indicated above.”

1

N WITNESS WHEREOF | hereunto set my hand and official seal.

Notary Public/Justice of the Peaée

\\‘u\”””'“

O,

" My Commission Expires: January 31, 2021 3“ ‘.

- § O SW0TARLN

(SEAL) 0 e VB

oL Augul [ F

"’i, LE.F&MO"“ W )
TN .
 State of NH Contract
Date: 009720 .

Contractor's Initials  £¢~ .

Page . . 3 {_;f4



' STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY.
. COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
" CONTRACT 2018-111 - AMENDMENT A '

!

-.STATEOF:NEW.H'{\' PSHIRE © o o
: (Q‘Q,M\).Qﬁ"' ~ Date: 3/}7['10;0

Dcnis Goulet, Commissioner

- State of New Hampshire

. Department of Information Technology

]
L)

" The preceding Amendment, having been reviewed by this office, is apprbvcd as to form, substance, and
execution. — -

¥

Approved by the Attorn oerdl _ i

Y 7 A

State of New Hampshire, Department of Justice - .

| hereby ccnii’y that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: _ {date of meeting)

" Office of the Secretary of State

Oate:

State of New Hampshire, Department of Administration

State of NH Contract . ) \
Date: 0308720 . . '

Contractor's [nitials y :
Page ' .« 40f4



State of New Hampshire
Departm’e’ht of State

CERTIFICATE

I, Willinm M. Gardner, Sel;'relnry of State of the State ;:f New Hampshire, do hereby cmif§ that NUHARBOR SECURITY
INC. is a Vermont Profit Corporation regisiered to Iransact business in New Hampshire o November 18, 2015. | further centify -
“that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as this '

- ofTice is concemed.

Business 1D: 735135 . . ’
Centificate Number: 0004534898 Co

IN TESTIMONY WHEREOF,

T héreto set my hand and ceuse to be affixed
the Seal of the State of New Hampshire,
this 15t day of July A.D. 2019.

Wiltiam M. Gardner -
Secrctary of State




CERTIFICATE OF VOTE

1, Justin Fimlaid, do hereby represent and certify that:

(1) ] am Managiog Director of NuHarbor Security, an S-corporation (the .
"Corporaticn"). . S ,

(2) ! maintain and have custody of and_‘am'famil_iar with the Seal and the minui_es of the
Corporation. . :

(3) [ am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August'3™, 2018, which meeting was duly held in accordance with Vermont
law and the bg-laws of the Corporation. ] . :

{5) The signature of Katherine Cheney, Director of this Corporation affixcd to any
contract instrument or document shall bind the ¢orporation to the terms and conditions
of the contract instrument or document. i

"(6) The foi-egoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREQF, | have hereunto set my hand as Maoaging Director of the
Corporation and have affixed its corporate seal this 9 of March, 2020.

(SEAL)

STATE OF Vermont """'lmu:nuu“"' '
COUNTY OF Chitteaden

On this the 9th day of March, 2020, before me, Justin Fimlaid, personally appeared and
acknowledged himself 1o be the Managing Director, of NuHarbor Security, 8 :
Vermont corporation, and that he, as such being authorized to do so, executed the
foregoing instrument. '

R
s N A : § '.. AR ‘\ "’:
Kelsey Adams, Notary Pufllic 03/09/2020 2 -&01 Y Yz

. = . - ! =
My Commission Expires: Jaouary 31, 2021 ';-,’ pug\,\o : 1 3



Acono‘

CERTIFICATE OF LIABILITY INSURANCE

OATE UDErTYYT)
4/10/2020

REPRESENTATIVE CR PRODUCER, AND THE CERTIFICATE HOLDER,

‘I’HIS CERTIFICATE 13 IBBUED A A MATTER OF INFORMATION ONLY ANO CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIAICATE DOES NOT AFFIRMATIVELY OR NEQATIVELY AMEND, EXTEND OR ALTER THE CovERaGE AFFORDED BY THE poLICIES
BELOW. THIB CERTIFICATE OF INBURANCE DOES NOT COMSTITUTE A CONTRACT BETWEEN T‘NE llSUlHG lNlURER(I}, AUTMORIZED

certificats holder In Meu of such sndorsément{s).

IMPORTANT: If the certificats holder s an ADDITIGNAL INSURED; the policy{les) must ba aridaruad. H SUBRCOATION ls_wuv b, whhcl 10
the terms and conditions of the pollcy, cartaln policles may require an ondommom A sistarhent on this eerttliests doas not'conter rmm to uu

PROCUCTLR
wincoshi, LLC
DealerPolicy lnsuzance Agency

ﬂ" Tracie Niggins

oKt 1902) €35-9000 Ty

| spoatas; © ‘.t-ncnr\!-l.no_onl. . con

B ML L LT L]

2J00 st. Ceorge Road " COvIRAOH nax &
Williaton v 03495 l“!gﬂi-madlg sni!!s’ ance Coopany 31328
MIuRED ' 'pyyren s Haceford . 19692
NURARBOR §ECURITY INC HAUREE C )
553 ROOSLVELT MIGHWAY | mayting:
) | ravnen g
COLENELTER VT 634463931 T A -
COVERAGES CERTMFICATE NUMBER:CL2041017844 REVISION NUMBER:
THIS 15 TO CEATIFY THAT TME POLICIES OF INSURANMCE LISTEDQ BELOW MA 20 TO THE BD NAMED LICY pemoo
INDICATED, NOTWITHETANDING ANY REOUIREMENT, TERM OR CONDITION orm CONTRACLY, O OTHEA DOCUMENT WITH RESPECT TO WiICH TH1S
CERTIFICATE MAY BE [SSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES OESCRIBED HEREIN 13 SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POUICIE S, LIMITS SHOWN MAY MAVE AEEN REDUCED BY PAID CLAIMY,
BB rommmuc _ JSRERT oy [ PSSIED YRRHEET e
X | comueatng contaaL Lasnsty ‘ ] ACH %mncc s 2,000,000
A | cmuon E]'occw' : , . |G (R eaertis 14 300,000
i ' DOVIIIEIN- 10 10147308 | 1672472038 | et b (amp e penen) [ 10,000
] PeRIONAL & 4OV WARY |3 —
CHNASAARAATE LAST AP S PER: QENTAM AQGRIZATY 3 4,000,000
X | souscy (:];5."& PROCUCHE - COMPIPADE | 8 .
AV ]
ol .
AUTOBGRALE LASRITY - . . (V117 1) .
: e ASTO ) = COCRY PLAAY (Pw perseny | §
ML OwwgD wm ‘SOORT AT (Por scchiern} | 3
- (PR INTS BT
|| reneoaures onSgamtn btk € )
. [
UNBATLLA Lisk occun | EACH OCCURRENCY H
txbers wan CLAMIAADL AGCAEOATE ]
o | RETZHTXON § L : L]
WORREA § COWPLNRATION X I PER | I UTre
AND [MPLOYERDY LABSITY rin
PROPICE TORPARTME ML KT CLTIVE wih EA, BACH ACCDENT 3 300,000
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- STATE OF N, HAMPSHIRE
DEPARTMENT OF mioamnon TECHNOLOGY
' 27 Hazen Df Concorg, NH 00301
© Fax: 603-271-1516 100 Accens: 1-800-735- 2964
www.nhlgov/doit

Denls Goutet
Commissioner

August 21, 2019
His Excellency, Governor Christopher T. Sununi

and the Honorable Executive Council
- State House

.Cencord, NH 03301 , .
_ m&m :

Authorize the. Department of Information Technology to enter into & contract with

NuHarbor Security, [nc. of Essex Junction, VTI (VCH 273554) in the amount not to exceed.

.$499,000.00 for the purpose of providing 8. comp'rehenswc cybersecunity risk assessment of the
. Executive Branch information technology emerphse effective upon Governor and Executive

Council approval through June 30, 2020, with an option 10 renew up to (1) one time for (1) one

* year upon consent of both parties and Governor nnd Executive Council approval.

100% Capital Funds: Funding is available: ir the Department of Information Technology
accounts as follows. 100% Capilal Funds. .

CATHDEPTHAGENCY&ACTIVITY#- ACTIVITY FY 20
| ACCOUNTING UNIT - DEPT NAME- AGENCY |  CODE -
NAME -ACCOUNTING UNIT NAME CLASf- -

OBJECT - DESC ' :
01-03-03-030030-17030000 - DoIT Cyber Secuﬁrx N/A - $499,000.00

Program Enhancement

034-500099 Capital Project

EXPLANATION

Asa publié enlit}, the State of Néw Hamps‘aire js €éxposed to the full range of cyber threats

on a continual basis: malware, botnets, ransomware, and denial of service attacks do not

discriminate - any nectwork connected to the Entemet is exposed to these threats. The old. '

boundaries of cybersecurity and cyberattacks aredisappearing — from the network perimeter, to
distinct types of malware, to nation-state 1acticd vs. that of the cybercriminal. The sttacker's
advantage lies in this fluidity, exploiting endpoint vulnerabilities and inadequate security

*Innovative Technologles Todoy for New Hampshire's Tomarrow*



" DoiT #2018-111

His Excellency, Govemnor Christopher T. Su'nmq
. and the Honoreble Execulive Council

. Page

controls; reshaping attacks to evade detectign; and repurposing tactics, lechniques and’
‘procedures for their own use. It has been said ;hut “You don’t know what you don't know" and
1o that end, the State of New Hampshire 'us pursuing an independent,  comprehensive
.cybcrsccu.rity risk assessment in order 10 focus cybersecurity resources on the biggest fisks and
gaps in our security posture. The contract with NuHarbor Security, Inc. will assist” with
' comprehensive cybersecurity risk assessment ofithe Executive Branch information technology
enterprise. [n addition to determining gaps or shonfalls in the State's cybersecurity posture, 8
key outcome of this assessment will be a roadmap-to improve the security, readiness and .
effectiveness of the State of New Hampshire's cybersecurity posture.

- The alternative - without this contract - would leave DolT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gsps and. vuinerabilities across our
‘enterprise networks, servers and applications tha! contain sensitive and confidential ¢itizen and
siate data. The state does not possess the resources, expentise or time 1o conduct a comprehensive
and independent cybersecurity assessment of this scope and depth, so the state will continue to

. be at significant cyber risk of unknown magmtude

This conuact is -the result of a compemnve solicitation” under DolT 2018 ll |
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring’ .
committee consisted of {5) five sate employccs,!each with expertise in the RFP review process’
and- expcnjse in e required areas. The sconnglteam determined NuHarbor Security, Inc. met
the minimum qualifications and received the highest overall score of all ‘proposals to the RFP.
The Department of Information Technology recommends Nanrbor Security, Inc. be awarded
this contract.
[ ' -~
The Depmment of (nformation T:chnology respecifully rcquem npproval of this
conirac. . .

Rcspecifully submitted,
Wﬂu‘w/ 74

" Denis Goulel

DG/kaf

" RID: 43666

“Inngvotive Technologles Todoy for New Hampihiré's Tomortow®
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Vendor Name-

T_e'_chriir.al Price - ll;vited to

points points  Total points Present
furdrbor-. ~- -, LT TR T T T T T o 5250000000 | 635 " 98— 933 yes
Cyber Defense Technology $393,400.00 625 63 688 ves
Janus Assac. * $196,169.00 535 127 662 ves
Schneider Downs $189,000.00 470 132 602
s - - " $111,000.00 340 225 565
ATET $422,000.00 480 59 539
CBTS- $191,000.00 185 131 516
Presidio Networked Solutions - $S00.,000.00 380 SO © 430
SHI $321,700.00 305 78 383.
Veritable Security $291,000.00 275 BS 361
iC Synergy Int. $175.000.00 o 143 143.
Connection 5$394,000.00 0 63 63
Reviewers . Job Clagsification & Qualifications
Daniel Dister Chief Information Security Offiter - DolT

' [Theresa Pare Cuntis

- |Director of Web Services - OoIT

Richard Bailey

Assistant Commissianer - DOS

.|Dave vigneau hasbeen the senior member on the

-|David Vigreau “|IT Manager V - ColT - state’s IT Security team for aver 10 years.
' : Don Amendum is the state’s senior networking
expén, with resp‘qnsibi!iry for nch-nqrt SQ(‘Ul'il"l[ for
Don Amendum over 15 years. :

1] Maﬁager v - DolT




FORM NUMBER P-37 (version 8/8/15)

Notice: This agreement and ol of its anachments shall !;ecome public upon submission to Governar and
Executive Countil for approval. Any information that is privéte, conlidential or proprieiary must
be clearly identified 10'the agency and agreed 10 in wriling prior 10 signing the contratl.

"AGREEMENT’
The State of New Hampshire and the Contractor-hereby mutually. agm o l'o!lows

GCENERAL PROVISIONS

I.__IDENTIFICATION.

1.} Swuic Agency Name i 1.2 Stste Agency Address
Department of Information Technology 17 Haxen Drive, Conccrd NH OJJOI
J 1.3 Contrucior Name . I.4 Contractor Address
NuHarbor Security, Inc.  ° 19 River Raodl, Suite 4
e Essex Juntction, YT- 04542
1.5 -Comractor Phone 1.6 _J'\ccoum Number 1.7 Completign Date 1.8 Price Limitation
.Number ' ’
800-9127.5719 01-0303-010030-17030000. | June 30, 2020 . $499,000.00
- 034-300099 .
1.9 Contracting Officer for Siate Agency 110 State Agency Telephone Number
Denis Goulel, Commissioner .| 6903-223-5703 .
(.1l Contrpttor Signature 112 Name tnd Title of Contrector Signatory
el
pmcnt@e of County of
.On re the undmilned officer, personally appeared the penon fdentifed In block 1.12, or satisfactorily. '
proven to be the person whose name i3 yigned in block 1.11, and acknowledged thal p/he executed this documeni in the capmty
indicated in block 1,12, R o g i
1.13.1 Signature of Notasy Public or Jus)] SRR,
. :‘:‘ 2 ‘\OTARy . 1'-:
Seat) S ! eam 303
1.1).2 Name and Titte o Notary or Justice /\t? Pence z p o -]
AR UB\\ 5
_Kelsey ms., Nomry i S

Agency. Si 113 N(ﬂu:, ofSuate Agency Signatory

MJ Date: 9/;/ //? £t u..u zgw/ wamuq

ppfoul by the N.H. Depanmem of Administratioh, Diviilon af Personnt| (if applicable)

1.14  Stat

Director, On: |

N

Wﬂml (Form, Subswace and Execution) (f applicoble)
/ ' - On q/ lo/ 2 q

118 Approval by the Govemor end Exceutive Councll. {if applicabls)

. By On:

Page 1 of 4



2. EMPLOYMENT OF CONTRACTOR/SERYICES TO
BE PERFORMED. The State of Néw Hampshire, acting
throigh the agency identified in block 1.1 (“State”), engages .
contracior identified in block 1.3 (**‘Comracior™) 10 perform,
and the Contractor shall perform, the work of sale ol goods, or
both, identified and more panicularly described in the atiached
EXHIBIT A wlu:h it incorporated herein by reference
("Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Norwithstanding any provisien of this Agreement to the
contrery, and subject to the approval of the Governor and

. Executive Councit of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shell become elfeciive an the'date the Govemor
and Exscutive Couneil spprove this Agreement as indicated In
block 1. 18, unicss no such epprove! is required, in which case
the Apeemem thall becoms effective an the date the
Agreement is signed by the Staic Agency a3 shown in block
|14 (“EMective Dute™).

3.2 11 ihe Contractor commences the Services prior to the

Eective Date, all Services performed by the Contractor prior -

10 the Effective Date shall be performed 2t the sole risk of the
Contracior, and in the event that this Agreement does not:
become effeciive, the State shall have no linbility to the
Caontractor, Including without limitation, eny obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Complelion Date
specified.in block 1.7,

¢. CONDITIONAL NATURE OF AGREEMENT.
Notwithsiending any provision of this Agreement to the
cantrary, all obligations.of the State hereunder, including,
withou! limitation, the continuance of psymenis hereunder, are
contingent upon the availability and continued appropristion
of funds, and in.no event shall the State be liadie for any
payments hereunder in excess of suth available appropriated
funds, (n the event of & reduction or terminatian of
nppmpnned funds, the State 1hall have 1he righi 10 withhold
payment until such funds become available, if ever, and shall
have the right to terminate (his Agreement immedistely upon
giving the Contractor notice of such termination. The State
shall not be required ro manafer funds from any other account
10 the Account identified in blotk 1.6 in the event funds in that
Account sre réduced or unavailable.

5, CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

.1 The conmec) price, method of payment, and terms of |
payment are [dentified and more particylarly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimburgement 16 the Contractor for all
expenses, of whatever nature incurred by the Contescror in the
performance-hereof, and shall be the only end the complete
compensation to the Contractor for the Services. The State
shall have no lisbility 1o the Contractor other than the conmact

price.

Page 2ofd.

5.3 The State reserves the right 10 offter fram any amounts
otherwise payable 1o the Contractor under this Agréement
those liquldated emounts required or permitted.by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law,

5.4 Norwlthsanding any provision in this Agreement to the
contrery, and notwithstanding unexpected circumstances, in -
no event shali the 1ol of all payments authorized, ar actually
made hereunder, exceed the Price Lsmlunon set forth in blo:l:

6. COMPLIANCE BY couﬂucroa WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

‘6.1 In connection with the performance of the Services, the

Conirsctor shall comply with &ll statules, laws, regulations,
and ordery of federsl, nate, counry or municipsl authorlties
which impase any obligation or duty upon the Centracior, |

-in¢luding, but not limited to, civil rights and equal npponumry

laws. This msy include the requirement to utilize suxitiary
sids and services (o ensure that persons with communication * -
disabilities, including vision, hearing end speech, can '
communicaie wilh, receive information from, &nd convey

" information’to the Contractod, In eddition, the Coniractor

shall comply with a1} spplicable copyvight laws.
6.2 During the term of this Agreement, the Contractor shal!
ao! discrimingie against employees o7 epplicants for

-employmen) becsuse of rice, color, religion, ‘creed, age, 3éx,

handicap, sexual ofientation, or nationsl origin and will 1ske
affirmative sction (9 prevent uch discrimination. :
6. iFthis Agreement is funded in eny part by monics of the
United Siates, the Contenctor shall comply with all the
provisions of Executive Order No, 11246 ("Equsl
Employment Opportunity'), as supplemented by the
regulations of the United States Depsnment of Lebor (4]

. C.F.R, Part 60}, and with ony rules, regulations and guidelines

as the Staie of New Hampshire or the United Siates fssue to
mpl:menl these regulations. The Contrsctor further agrees 1o
penmit the State or United States eccess 1o any of the
Contracior's books, records and accounts for the purpose of

‘sscentaining complinnce with all rules, regulations and orders,

snd the covenants, terms end oonduion: of thiy Agreement.

7 PERSONNEL.

7.1 The Contrector thall st its own expense provide all
personnel necessary 16 perform the Services, The Congractor
werrants that ali personnel-engaged in the Services shall be
qualified 10 perform the Services, end shall be properly

- licensed and olherwnn authorized to do so undcr all spplicable

laws.
7.2 Unless otherwise authorized in writing, dunn. the term of
this Agreement, arid for ¢ period of six (8) months after the

" Completion Date in block 1.7, the Contractor shall a0t hire, *

and shall not permit any subcontractor or other person, fim or
corporation with whom It is ¢ngaged in & combined effon (o
perform the Services to hire, any person who is & State
employee or official, who i1 materially involved in the
procuremenl, ;drnmumuon or performance of this

Contractor Initials
Date



Agreement. This provision shall survive termination of this
Agreement.

7.3 The Conracting Officer specified in block 1.9, of his or
her successot, shall be the Siate's representative. Inthe event
of any dispute concerning the Interpreiation of this Agreement,
the Contracling Officer's decision shall be final for the Stte.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following-acis ar omissions of the
Contractor 1hall constitute an event of default hereunder
(“Event of Default™'):

- 8.1.1 Meilure 10 perform the Services satisfoctorily or on
schedule; ’
8.1.2 failure 10'submit any repont required hereunder; and/or
8.1.3 Moilure 1o perform any olhtr covensing, lerm or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, of more, ot all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Evemt )

of Default and requiring it 1o be remedied within, in the
absence of a greater or leaser ipcciﬁcnuon of time, thirty {30)
days from the date of the natiee; wnd if the Event of Default is
not limely remedicd, terminsie this Agreement, effective two
{2) days afer giving the Cantracter notice of termination;
8.2.2 give the Contrector a wrinten notice specifylng the Event
of Defoult and suspending all payments to be made under this
Agreement and ordering hat the portion of the contract price
which wauld otherwise accrue 10 the Contractor during the

period from the date of such notice until such time a3 the State
determines that the Conmractor has cured the Event of Defeuh -

shell never be paid to the Contractor:

8.2.3 set ofT againsi eny other obligations the State moy owe ta
the Contractor any dameges the State sufTers by reason of any
Event of Defavl; and/or

8.2.4 treat the Agreement 83 breached and pursue any of s
remedics a1 law or in equity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.t As used in this Agreement, the word “date” shel) mean al) -

information and things developed of oblained during the
performance of; or atquired or develaped by redson of, this
Agreement, including, bui not limlted to, all ttudies, reports,
files, formules, surveys, maps, chasts, sound recordings, video
: rtcordlnp. pictarial reproductions, drawings, enalyses,
piphi¢ representations, Computer programs, computer
printouts, naies, letters, memorands, papers, and documents,
all whether finished or unfinished.

9.2 All data and eny property which has betn rectived from
the State of purchaszd with funds provided for that purpose
under this Agreement, shall be the property of the State, and
thall be retyrned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Canfidentislity of dats shatl be governcd by N.H. RSA
chaprer 9t-A or other existing.law. Disclosure of dite
requires prior written approval of the State.

Pagelof4

10. TERMINATION. In the event of an early termination of
ihis Agreement for eny reason other than the eemplction of the

" Services, the Contractor thall deliver to the Contracting

OfMicer, not Juser than fifleen (15) days siter the date of -
terminsiion, ¢ repon (“Termination Repont™) du:nhm; in
detail sll Services performed, and the cantract price eamed, to

- and including the date of 1ermination. The form, subject

maner, content, and number of chpies of the Termination
Repont shall be identical to those of any Final Repon
described in the anached EXHIBIT A

i I CONTRACTOR'S RELATION TO THE STATE. In
the performence of this Agreemeni the Contractor is in all
respects an independent contractor, and is nelther a0 agent nor
an employee of the Stite. Neither the Contrictor nor any of ity

" officers, employees, agenis of members shall have autherity (o

bind the State or receive kny benefits, workers' compensation
or other emoluments provided by the State to i1t employees.

11 ASSICHMENTIDELEGATIONfSU BCONTRACTS.

The Contractor shall not assign, or otherwise (ransfer any”
interest in this Agreement: without the prioe writien natice end
consent of the State. None of the Services shall be
subcontracied by.the Contractor without the prior written |
noti:e and consent ol‘the Suate. :

I3. INDEM NIFICATION The Contrsctor shall defend,.

. indemnify and hold harmess the State, its officers and

employees, from and agsinsi any and el loases suffered by the
State, its officers and-employees, and aiy and afl claims,
ilabilities or penalties asserted against the State, its officers
and-empléyees, by or on behalf of any person, an account of,

" based or resulting from, arising out of (or which may be

claimed 10 Arise oul of] the ecis or omissions of thé
Contractor. Notwithstanding ihe foregoing, nol.hing herein
contained shail be deemed o constitute 8 waiver of e -
sovereign immunity of the State, which immunity is heceby
reserved to the State. This covenant in prragraph 13 shall
survive the terminaiion of this Agreement.

. 14. INSURANCE.

14.1 The Conmractor shall, et its sole e,xpcnse obain and
maintain in force, and shall require eny subcontractar or
usignee 10 obiain and maintain in force, the l‘ollowmg
insurance:

RTRR ccmpcehehme 3enmi liability imurnn:e ualml all

claims of bodily injury, desth or property damage. in amounts
of not less than $1,000,000per occurrence and $2,000, 000

.aggregate | and

14.1.2 special cause of loss covetqe form co\'eun; ali
property subject (0 subparagraph 9.2 hereln, in 8n smount not
less than 80% of the whole replmm:nt value of the property.
14.2 The policles described in subparagraph 14.1 herein shalt

- be on policy forms and endorsements #ppraved for uge in the

Sute of New Hampshire by the N.H. Department of
Insurance, and issued by i ingurers licensed in the State of New

Hampshire.’ -
Contractor Initials i
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14.3 The Contractor shall furnish to the Contracting OfTicer
identified in'block 1.9, or his or her successor, a certificate(s)
of insurance for ali insurance required under this Agreement.
Contractor shall'slzo furnish to the Contracting Officer -

identified in block 1.8, or his or her successor, centificate(s) of

insurance foc all renewal(s) of insuranes uqutr:d under this
Agreement no later than thiry (30) days prior to the expirstion
date’of each of the insurance policies. The certificate(s) of
insuraice and any renewals thereof shall be attached and are
incorporated herein by reference. Esch certificate(s) of
insurance shatl contain s cleuse requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (J0) days prior wrinten
natice ol‘ cance Hation or modification of the policy.

18, WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
cenifies and warrants that the Contractor is in compliance with
or exefpt from, the requicements of N.H. RSA chapter 8.A
(" Workers' Compensation™). "

3.2 To the extent the Contracior is mb;cct to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require eny. subcontracior or essignee 10 seture
and maintain, payment of Workers’ Compensation in
connection with acrivilles which the person proposes 1o

_ undertake pursuant {0 this Agreement. Contractor shall
furnish the Contracting Officer identified in btock 1.9, or his
or her successor, proof of Workers' Compensation in the
manner deseribed in NH, RSA ehapier 281-A and any
applicayle rencwal(s) thereof, which shail be anached end are
: mcorponted herein by reference. The State shall not be -
responsible for payment of sny Workers® Cormpensalian -
premiums or for any other claitm or benefit for Contractor, or
any sibcontracior or employce of Contracior, which might
Brise under nppllcable State of New Hampshire Workers'
Compensaticn laws in connection with the performance of the
Scmccs under thig Agreement.

16 WAIVER OF BREACH. No failure by the Siate 1o

enforee any provisions hereof after any Event of Default shall -

be deemed-a waiver of its fights with regard to that Eventof |
Default; or uny subsequent Event of Defauht. No express
failurs to enforce any Event of Default sholi be deemed &
waiver of the right of Lhe State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on ths pan of the Contraclor,

17. NOTICE. Any notice by a parry hereio 10 the other party
shsl) be deeméd 10 have been duly delivered or given at ihe
time of mailing by centified mail, postage prepsid, in 8 United
States Post Office eddressed 1o the parties at the addresses
given in blodu 1.2 and 1.4, hertin.

18. AM ENDMENT. This Agreement may be smended, -
waived or discharged anly by an instrumeni in wriling signed
by the peniies hereto end only sfter approval of such
smendment, waiver or discharge by the Governorand
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances punumt o
State law, rule or polecy

19. CONSTRUCYION OF AGRESM l'.NT AND TERMS.

" This Agreement shall be construed in accordance with the

laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the partics and their respective

* successors and assigns. The wording used in this Agreemens
-is the wording chasen by the paties 10 express thelr mutyal

intent, and no rule of canstruction shall be applied a;amsl or
in favor ofuny party.

10. THIRD PARTIES. The parties hereto do not intend 10
benefit any third pacties and this A greemient shail not be
congtrued to confer any such benefit.

21, HEADINGS. The headings througheut the Agresmant

- are for reference purposes only, and the wordy contained

-

therein shall in ne way be held 10 explain, modify, smplify or
eid in the interpretation, construction or meaning of the .
provisions of |hu Agreement.

12. SPECIAL PROVISIONS. Additions provisions se1

forth in the attached EXHIBIT C we incorporsted herein by
reference.

13. SEVERABILITY. in the event any of the provisions of
this Agreement are held by & court of competent jurisdiction to.
be contrary (o any state or federal law, the remaining
provisions of this Agreanent will remain in full fortc and

’ cﬂ':r.t

Paged of 4

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterpans, each of which shall

‘be deemed an original, constitutes the entire Agreement and

understanding berween the parties, snd supersedes all pruor
Agreements and undenundmls relating hereto.

Contractor Initials L
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS



STATE OF NEW HAMPSHIRE

" DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 S -

PART 2 - INFORMATION TECHNOLO'GY PROVISIONS

_-TERMS AND DEFINITIONS
The following general contra:nng terms and deﬁnmcns apply ‘except as tpeciﬁcalty noted :lscwhere in

.- this documcnt

Acceptance

Notice from -the State that' a Detiversble has satisfied
Acceptance Test or Review.

Acceptance Letter

An Acceptance Lener provides notice from the State that o
Oeliveradle has satisfied Acceptance Tests or Review.

Access Control

—

Supports the ma.nagemem of penmmons for Ioggmg onlo &
computer or network,

Agreement '

A Contract duly exccuted and legslly binding.

Appendix

Supplementary materisl that is collected and sppended st the
back of o document.

Audit Trail Capture and
Analysis

Suppons the rdennﬁcmon énd monitoring - of aclivities
within an nppl:cnuon of system, .

‘Authorized Persoos -

The Contractor's employées, contractors, subcontractors or
other sgents who need to access the State’s personal data’to -

enable the Contractor to perform the sérvices required.
cce Change Control Procedures.
The Vendor's written. declaration with full supporting and |
written’ Documeniation (inéluding without limitation test
Certification results “as applicable) that the Vendor .has . completed
development of the Deliverable.
: ’ Formal documentiation prcp.ued for 8 proposed change in Lhe ’
Chaoge Order Specifications.

Completion Date

End date .fo_r the Contract,

1

Confldential Information

Informetion required 1o be kept confidentisl from
unamhdn'md diulosur\é under the Contrect.. '

State pFNH Contract 2018-111 Comprehenswc Cyber Security Risk Asmsmcnl

Pant 2 =
Dasie:.

IT

isions

Contractor’s Initiaty: Lo -
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STATE OF NEW. HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT -

CONTRACT 2018-111

PART 2 - INFORMATION TECH'NOLOGY PROVlSIONS

—

Contract

This Agreement ‘behvcen the State ofﬂeu} Hampshire and a
Vendor, which creates binding obligations for each party to
perform a3 specified in the Contract Documents.

Contract Concluslon

Refers 1o the conclusion of tha Contracl, for any reason,
Jingluding but not limited to, the .successful  Conirect
completion, termination for convenience,'or termmalion for
defoult

Contract Documents

Pnn 1, 2, and 3. The documentation consisting of both the -
Genenst Provitions and the Exhibits which represents’ the
vndersiahding and acceplance of the reciprocal legal rights
" and duties of the pamés with respect to the Scope of Work.

Coatract Managen

The persons identified by the State and the Vendor who shall
be responsible for all contractual authorization and
admlmstrauon of the Contract. These mponnbnlmes shall
include’ but not be limited to processing Contract
Documentation, obtsining executive spprovals, mckmg
costs .and payments, and representing the parties m “all |
Contract administrative ectivities. '

Conluct Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is lmed in the Gcncrnl Provisions
Scctlon 1.8 (P37).

Contractor

The Veéndor and its employees, subcontractors, sgents and
afTilistes who are providing the services agreed to undcr the
contract. .

Contracted Yendor

The Vendor whose Proposal or quote was swarded the
Contract with the Slate and who is responsible for the
Services arid Deliverables of the Contract.

.CR

Change Request

Suwte of' NH Contract 2018 1) Comprehcnswe Cyber Secumy Risk Assessment .
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
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PART 2 - INF OR.MATION TECHNOLOGY PROVISIONS

Data

State's records, files, forms; Data and other document
information, in either electronic or paper format, that will be
used/converted by the Vendor during the Contract term.

Data Breach

The unsuthorized sccess by & noa- authorized 'personl's thot
results in the use, disclosure or theft of a Siate's unencrypted
non-pubhc deta.

Deficiencies/Defects

A flilurc, deficiency or defect in a Deliverable resulting'in a
Deliverabie, the Software, orthe System, not conforming to
ils Specifications.

Dellvemb}t

A Deliverable is the specified wark product, produced by the
Vendor for the Stats under the terms of this Contract.

. Department

An sgency of the State.

‘Department of Informatlon -

Thie Department. of Information Technology established
under RSA 21-R by the Legisiature. effective September S,

Technology (DolIT) 2008,

’ . Al infom;alion that describes the installation, operstion, and
Documentation usc of the Software, either in prifited or elettronic format.
L . Cenification thet guarantees the unaltered state of e file, also

Digltal Sigoature

_known as “code signing”.

Effective Dace

The Contract and all obligations of the. parties hereunder
shall become effective on the date the Govermnor and the

Exccutive Council of the State of New Hampshire approves
the Contract,

Encryption

Suppons the transformation of data for sccurit'y purposes.

" Goveroor and the Executive

Council

The New Hampshire Govemor and the Executive Council.

Part 2 -
Date:

State of NH Contract2018-111 Comprchenswc Cyber Sccunry Risk Assessment
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ldentification and
Authentication

Supports obtaining infermation  about those parties
mamphng to lag on 10 a system or spplication fqr secunty :

- purposis and the valsdmon of those users.

Informatian Technology
mn

Refers to lhn tools and processes used for the gathering,

storing, manipulating, transmitting, sharing, and sensing of

information including, but not limited to, Data procéssing,
computing, information systeins, telecommunications, and
various audio and vided technalogies,

Input Validitioo

Ensure that the values entered by users or provided. by other
applications, meets the size, fype and format expected.
Protectingthe application from cross site seripting,. SQL
injection, buffer ovcrﬂow etc.

Intrusion Detection

Suppom the detection of |llcgn| entnnce into a r.omputer
syttem,

) 'I:'woldng Party

In a disputé, the party believing itself aggrieved.

Non Exclusive Contract

A ‘contrect executed by the Stale that does not rt:.;tricl the
State from’secking slterative sources for the Deliverables
or Services provided under the Cantract.

Non-Public Information

Data, other than personal dats, that is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statule, ordinance or
admnmsmuvc rule from access by the geneml public as
publuc mformauon

- Néu-Soflwaré Deliverables

Delivérqbles that are not Software Deliverables or w'l.'imn
Deliverables, ¢.g.,'meetings, help suppon, services, other.

Normal Business Houry

Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidsys. State holidays sre: New Year's Doy, Mortin
Luther King Day, President's Day, Memorisl Day, July dth,

Labor Day, Veterans Day, Thanksgiving Day, the dey after

Pert2 -
Dale

Conteactor's Initials: f/ q/ﬁ

State of NH Contrnct 2018111 Comprehensive Cyber Security Risk Asmsmcnl
IT Provisions .
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mmksglvmg Day, and Chns:mu Day. Specifis dalcs will
be provided,

Notice to Proceed (NTP)

The State Contract Manager's, written direction 1o the
Vendor o begin work on the Contract on a given date ond
time.

Onrder of Precedence

Thc order in which Contract/documents control in the event
of 8 conflicr or ambiguity. A term or condition in s document
controls over a conﬂtctmg or ambiguous term or condition
in a document tlm is lower in the Order of Pmcedence

-

Personnl Data

Deata that includes information relsting to a person that
identifies the peeson by name and has eny of the following
personally identifiable information (PII): govemment-issued
ideniification numbers (e.g., Social Secunity, driver's
licehse, passport); financial account information, including
sccount number, credit or debit card numbers; or protecied
health information (PHI) relating to & person.

Project

The plnr;nud underteking regarding the entire subjeci matter
of an.RFP and Contrzct and the actwmes of the pamcs i
related heréto,

Project Team

The group of State employ:cs and Contrected Vendor's
personnel: responsible for mansging the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan, budget, requured
Speclf' i¢ations and quality standards, -

Project Managers

The persom identified who shall function as the State's and
the Vendor's representative with -regards (o review .and |
Acceptance of the Contract, invoice sign off, and review and
approval of Change Requests (CR} utilizing the Change
Control Procedures {CCP).

Project StafY

State pemnncl uugned to work with the Vendor on the
Project. .

" Proposal

The submission from a Vendor in response to the request for

“a.Proposal or smemcnl ofwork

Sme of NH Contraci 2018-1 (1 Comprehenswc Cyber Security Risk Assessment -

Pant 2 - IT Proyisions
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Protected Health
Informatian (PHT)

Individuslly identifisble heslth information transmitted by
tlettronic -media, maintained in electronic media, or
transmitted or maintained in any other form or medium. PH)
excludes education records covered . by - the  Family
Edutational Rughu and Privecy Act (FERPA), a3 amended,
20 US.C. 12325, records - described ot 200 U. s.C.

+12)2g(aX4XB)}iv) and employment records held by &

covered entity in ita role as employer.

Report

All Written Deliveﬁblu under the t‘bnmcl.

. Review

The process of reviewing Deliverables for Acceptance.

Review Period

The peri'od set for review of a Deliverable.

" RFP (Requiest for Propasal)

A Request for Proposal which solicits proposali to's-atlsfy
State requuremcms by supplying Data processing service
resources accord\ng to specific terms and conditions.

Review Period

The period set for mvicw of & Deliversble. if aone is
specified then the Review Period is five (8) business days.

Schedule

The dotes described. in the Work. Plen for deadlines for
performance of Services and other proJect evénts. and
sctivities-under the Contm:t .

Security lacident

The potentisily nnaurhon:ed ‘access by non-nuthom.ed .
persons to personal.data or non-puhhc data 1he Contractor
beiieves could reasonably result in Ihe use, disclosure or
theft of a State's unem:rypled personal dats or non-public
data within the possession or control of the Contractor. A
sc:umy incident may or may nol tum mto 8 data breach,

) Services

The worl: ‘or labor (0 be perforrned by the Vendo:- on the
pro_;ect 83 described in the contract.

Software

All Software provided by the Vendor under the Contrac..

State of NH:Contract 2018111 Comprehensive Cyber Security Ritk Assessment

Part 2 = [T Provisions

Date:
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The written Specifications they sct forth the requirements
which mcludc without limitation, this RFP, the Proposal,
the Contrect, any performance standards, ‘applicable State
and federa) poticies, laws and regulniions, siate technical -
' Specifieations - ' standards, subsequent Sutc-lppmvcd Deliverables, and

. PR other Specifications and requirements descrided in the -
Contract Documents. The’ Specifications are, by this
rcference, mads a part of the Conmcl a3 though completely
se! forth herein.

State is defined es:
State of New Hampshire
. Department of lnformation Technology
. 17 Hazen Drive
State Contord, NH 03301

Reference o the term “State” shlll include lpphcable .
agencies. .

A Statement of Work clenrly defines the basic requirements
and objectives of & Project. The Swstement of Work also
_ defines & high level view of the architecture, performance
Staterhent of Work (SOW) and design requirements, the roles and responsibilities of the
State and the Vendor. The Contrict Agreement SOW
defines the results that the Vendor remains raspons:blc and
accountable for echieving.

Stdte's information regardless of its form that is not subject
to public disclosure under applicable state and federnl laws
State's Confidential Records and regulations, including but nat limited to RSA Chapter
91.A.

Any information contsined . within Snle systems in
State Data ‘ ¢lectronic or paper format.

] The New Hnmpshure State Fiscal Year extends from July Int
State Fisenl Year (SFY)- through Juné 30th ol’ the following calendar year. ’

. The person or persons designated in writing by the Siate 10
State Idcatified Contacs reccive séeurity incident or breach notification.

Sute of NH Contract 2018-1 H Comprehenslve Cyber Sccurlry Rlsll Asussmen!

Part 2 - T, Prgvisions . ) ' .
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State Project Leader

State's ‘rep_reumalive. with rééard to projecl oversight.

State Project Manager (PM)

Sutc $ repmenunwe with regard to- pro;ecl mansgement '
and technical matters. The Agency Project Manager is

“responiible for review and Acceptance of specific Contract

Deliverables, invoice sign ofT, snd review and approvsl of &
Changa Order.

Subcontractor

A persoh, partnership, .or-company not in the employment
of, or owned by, the Vendor, which is performing Services
under, this-Contrect, under a separate Contract with or-on
behalf of the Vendot. .

System

All So&wm, specified hardwara end interfaces ‘and
extensions, integrated and. functioning together in
accordanee with the Specifications.

TBD

To Be Deiermined

Technleal Authorlzafion

Direction t6 » Vendor, whnch fills in dewils, clanf'es
interprets, or speclﬁes technical requirements. [t must be:
(1) consistem with Statement of Work within statement of
Services; (2) not constitute a new assignmen; snd (3) not
change ihe terms, documents of specifications of the
Contract Agresment. .

“Term

Period of the Contract from- the Eﬂ'ecnve Dnte through
expcc{cd termination date.

- Teansition Sérvices

Services and suppont provided whef{-Comﬁctor is
Supponin; System changes.

User Management

Suppom the tdmmmranon of compuler, wpplication end
network accounts within an organization. -

_Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the
Contrect with the State and who is responsible for the

‘Services and Deliverables of the Contract.

State of NH Contract 2018-1¢ Compfehenswc Cyber Sccumy Rnsk Asmsmem
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Verification

Suppom the confirmation of'au!ho.rity 1o enter a computer
system, application or network. -

Warro nty Period

A period of coverage during which the Contracted Vendor is
responsible for providing a guammntee for products and
Services-delivered as defined in the Contract. "

Work Plan

The oyerall plan of aclivities for the project created in
accordance with the'Contraet. The plan andd delinestion of
tasks, activities and events to be performed and Deliverables -
16 be produced under the project as specified in Appendix C:
Scope, Requirements and Duliverables. The Work Plan
shal) include o dewsiled déscription of the Schedule,
tasks/activities, Deliverables, critical events,. task
dependenties, and the resources (hat would 1éad and/or
participate on esch task.

- Written Deliverables

Non-Software Written Deliverable documentation-.(lener,
repert, manusl, book, other) pmvtded by the Vendor either
in paper or elecuomc format.- .

Remainder of this page intentlonally left blank

State of NH Contract 2018-111 Comprehensive Cyber Secumy Risk Assessment
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STATE.OF NEW HAMPSHIRE -
. DEPARTMENT OF INPORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Himpshire, acting through New Hampshure Deperrtment
of tnformation Technology (“State™), and NuHarbor Security, Inc., (“Contractor™), h nvmg its ‘principal
‘ plnee of business at 39 River Roed Suite 4, E.sm Junction, VT 04342,
RECITALS

_ Whereas the State desires (o have the Contractor provide a r.omprehen!uve cybersceurity risk assessmeni of
the Executive Branch informstion technology enterprise. In eddition to determining gaps or,shortfalls in
. the State’s cybersecurity posture, a key outcome. of this assessment will be a rosdmap to improve ihe
securiry, readiness and effectiveness of the State of New Hamp:hire's cybersecurity posture. '

Wherus the Contractor wushes to provide Inl'ormauon Seeuruy, Risk Manag:rnem end Cybersecurity
. managed and prqfessional information secucity semees .

" Thé parties therefore ogreé as follows:’
. ‘1. CONTRACT DOCUMENTS

1l CONTRACT DOCUMENTS
This Contract Agreement (2018-111) iy compmed of the followmg documenu

fan | - Form P-37 General va:s1m '
Part 2 - Information Technology Provisions
Pert 3 - Exhibits ’
Exhibit A - Contract Deliverables
' Exhil_;ii B - Price and Payment Schedule
" Exhibit C - Specia) Provisions '
Exhibit D - Administrative Services .
Exhibit E = Managed and Profeisional informstion Security Serwces
Exhibit F - Testing Services (Not Applicable)
Exhibit G ~Mueintenance and. Suppont Services (Not ;\pplicable)_
Exhibit H ~ Requirements L
" Exhibit L- Work Flan o
~ Exhibit 1 - Software Ag.r;eement (Not Applicable)
Exhibit K - Warranty and Warrsnty Services
Exhibit L - Training Services (Not Applicable)

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Aﬁe.ssmcnl '
Part 2 = | T,Proyisions

Date: ¥ ' ' L
Contfoctor'llnilills:,ﬁg_'/ . . Pageliofldl



. STATE OF NEW HAMPSHIRE
" DEPARTMENT OF INFORMATION TECHNOLOGY
COMPR.EHENS!VE CYBER SECURITY msx ASSESSMENT
CONTRACT 2018.11] °

1.2

2. CON
Ry

12

13

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit M - A_gcncy RFP with Addendums, by reference
Exhibit N » Vendor Proposal; by reference | '
Exhibit O - Centificates and Attachments

OR.DER OF PRECEDENCE . .
_In the event of conflict or ambiguity among my of the text of the Contract Documenls the
followmg Order of Precedence shall govern
1. Siste of New Hampshire,” Dcpanment of Information chhnology Contract
Agreement 2018-111, including Parts 1, 2, and 1.

2. State of New Hampshire, Oepartment of Information Technology RFP 2018-111
Comprehensive Cyber Securiry Risk Assessmedl, .

3. Vendor Propossl Response io RFP 2018111 Comprehcnswe Cyber Secunry Rlsk
- Assessmenl dated February 14, 20!9

TRACT TERM

" The Contract end »l! obligations of the pames hereundér shell become cffective after full

execution by the partics, and the receipt of required govemmental appravals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire epproval
(“Effective Date”) and extend through the date indicated in Pan 1, P-37 Gene:al valsuons
Btock 1.7: Completion Dats. .. '

The Term may be extended for one (I) additional term of one ()} yeer, under the Ierms and
conditions contsined in the agrecment and subject to spproval by ¢ the Now Hampshire Govcmor
and Executive Council.

The Contractor shall commence work upon issuance ofa Notic_e'lo Proceed by the State.

3. -COMPENSATION.

31

CONTRACT PRICE
The Contract Price, Part |, PB? block 1.8 price hmnmnon method of paymenl "and terms of

_paymeni are identified and more particularly described in Section $ of P-37 Agreement, and -

32

Part ) Conmct Exhibit B: Price nnd Psyment Schedule.

NON-EXCLUSIVE CONTRACT
The State reserves the right, at its discretion, to retain other vcndors 10 prowde any of the

" Services or Deliverables identified under this procurement or make an award by item, pan or

portion of an item, group of items, or tolal Proposal. the Contractor shall not be responsuble for

- any delay, act, or omission of such other vendors, except that the Contractor shall be

mponnbie for any delay, act, or omission of the other vcndors if such delay, act, or omission
is caused by. or due to :he fault of lhe Conrraclor

State of NH Contract 201811} Comprehenslve Cyber Security Pusk Assessmenl
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CONTRACT 2018-111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

‘s, CONTRACT MANAGEMENT . 3 : : L

The Project will require the coordinated efforts of a Pro;ec: Team consnsnng of both the Contractor
and State personnel. The Contractor shall provide all necessary resources 10 perform its obligations
under the Contract, The Contractor $hall be responsible for menaging the Project to its successful
completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER.

The Contractor shell assign 8 Contracy Mnnnger who shnll be responsublc for all Conmct
authotization and admnmmtlon .o

. The Cootractor's Contract Manager lx
. Luc Martin

19 River Road, Suite 4

Essex Junction, VT 04542

Email: Imartin@nuharborsecurity.com

' 42 THE CONTRACTOR'S PROJECT MANAGER

421  The Contractor shalt assign a Project Mansger who meets the requirements of the
Contract. The Contracior’s seleition of the Project Manager sholl be subject to the prior
written approval of the State. The State' approval process may include, without
limitation, at the State's discretion, review of the proposed Contractorl Project
Manesger's resume, qunhﬁ:alnom references, and background checks, and an interview.
' The State may require removel or rcmlgnment of the Contractor's Project Manager who,
in the sole judgment of the State, is- found unaccep!able or is-not performing to the State’s
satisfaction.

"+ 421  The Contrsctor's Project Manager must be qualified to perfonn the obligations required
: of the position under the Contract, shall have full suthoriry 10 meke binding decisions
under the Contract, end ghall. function as the Contractor's représeniative for ell
administrative and mansgement matters. . The Coniractor’s Prbject Manager ghall

perform the duties required under, the Contract, including, but not limited to, those set

forth in Exhibit 1, Section 2. The Contractor's Project Meneger must be available to

" promptly respond during Normal Business Hours within two (2) hours ta inquiries from

.the Siate, and be at the site as needed. The Contractor's Project Manager must work -

diligently end use his/ her best eflons on the Project.

4.1.3  The Contractor shall not change its assignment of the Contractor's Project Manager
without providing the State written justification and 6btaining the prior written spproval
of the State. State approvals for reptacement of the Contracior's Project Manager shalt
nol be uaressonably withheld. The replacement Project Manager shall have comparable
or greater skills than' of‘the Contractor's Project Manager being replaced; meet the
requirements of the Contract;-and be subject to reference end beckground, checks

.described above in General Provisions, Section 4.2.1: Controct Project Manager, and in
Contract Agnement G:neral ProvisiOni, Section 4.6: Reference ond Bockground

Sulte of NH Controct 2018-111 Compnhenswe Cyber Security Ruk A:sessmeng .

Part 2 - IT,Proyisions -
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Checks, below. The Contractor shall assign s replacement of the Contractor's Project
Manager within ten (10) business days of the departure of the pricr Contractor's Project

* Manager, and the Contractor shall continue during the ten (10) business day period lo
provide competent Projeci mansgemen) Scrvuces through the ass:gnmem of a qualified”
interim Project Manager.

4.2.4° Notwithstanding eny other provmon of the Contrnct, the State shall have'the option, at
Its discretion, to terminate the Contract, declare the Contractor in defeult and pursue its
.remedics ot low and in equity, if the Contractor fails o assign s the Contractor Project

- Manager-meeting the requirements and terms of the Contract.

The Contractor’s Project Manager ty:
Kevin Moss

19 River Road, Suite 4

Essex Junction, VT 04542

Emoil: kmoss@nuharbersecurity.tom

43 CONTRACTOR KEY PROJECT STAFF

43.1  TheContractor shall assign Key Project Staff who meet the requirements. oflhe Contract,

. and can provide the Services and Deliverbles identified in the requirements set forth'in

RFP Appendix C: Requirements, Table €-3: Requirements. The State may conduct

reference and heckgmund checks on the Contractor's Key Project Stoff. The State

reserves the right 1o require removel or reassignment of the Coatrector's Key Project

Suff who are found unacceptable to the State. Any background checks shall be
performed in accardance with Genersl Provisidns Section 4.6: Background Checks.

431  The Coniractor shall not change any of the Coniractor’s Key Project Staff commitménts
without providing the State wrinen jusiification and obteining the prior wnnen'approval
of the State. State approvels for replacement of the Contractor's Key Project Staff will
not be unreasonably wiihheld. The replacement of the Contractor's Key Project Suff

“shall have comparable or greater skills thaa of the Controctor's Key Project Smﬂ’ being
repleced. - :

413 Notwnthmndmg any other promlon of the Contract to the contrary, the State shall have
the option 10 terminate the Contract, declare the Contractor in default and 1o pursue its’
remedies al law and in equity, if the Contractor fails to assign Key Project Staff meeting
the requirements and terms of the Contract or if it is dissatisfied with the Contractor's
replacement Project smﬁ' . R
433.0  The Contractor Key PI'OJBCI Staff shall consist of the following mdmduals in

the roles identified below:

Table 433.1: The Contractor's Key Project Staflf

Suste of NH Conlract 2018-11) Comprehensive Cyber Secunry Rnsk Assessment

Part 2 - LT Prgvitions _ -
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KEY MEMBER(S) o TITLE
Pavl Dusini Director, Information Assurance
Jeffrey Bamberger . | Senior Analyst - '
Kristof Holm - Senior Analyst
Eric Kobelski . Senior Engincer
Randy Duprey . Senior Engineer
Kevin Moss Operations Coord inator
Ben Weber ~ . Senior Network Engineer
Bill Giglio Senior Nerwork Enginect
Rick Sotomayor ) : Pre-Sales Engineer ..
Nick Cslderan .~ Pre.Sales Engineer

64  STATE CONTR.ACT MANAGER

The State shall assign a Contract Manager who shall funcnon as the State's rcprcunm:vc with
regard.to Contract edministration,

The Sme Contract Manager is:

Karen Fleming

-NH Department of Information Ter.hno!ogy
OfMice: 603-223-5766

Email: Karen.Fleming@doit.nh.gov

45  STATE PROJECT MANACER

The State shall assign a Project Mnnagcr The Stete Project Manager ] dutues shnll include the .
following:

a. Leading th-c Project;

b. Engaging and managing all Contrectors,

¢. Managing significant issues and risks. '

d. Reviewing and acccp{ing_Contricl Deliverables; |
Invoice sign-offs; S

- Review and approval of chmge propoms, ind

o~ oo

§- - Managing siakeholders’ concerns.

The State Project Manager is:

Daniel Dister

NH Department of Information Technology
Office: 603.223-5734 -

Mobile: 603-931-9234

State of NH Contraet 2018.111 Camprehensive Cyber Security Ruh Assessment
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Ernml: Damel.Dmer@dogt.nh.gov

46  REFERENCE AND BACKGROUND CHECKS

4.6.1  The Contructor shall conduet criminal background checks and not ulilize any staff,

" including subcontractars,’to fulfill the obligations of the contract who have been

convicted of sny crime of dishoresty; including but not limited to criminal fraud, or

. otherwise convicted of any felony ar misdemeanor offense for which incarceration

for up 1o | year is an authorized penalty. The Contractor shall promote and mainain

an awsreness of the importance of securing the State’s information smong the
Contrector's cmployec: snd agents.

4.6.2  The State may, at its sole expen.se. conduct reference and background- screening of
the Contractor Staff. The State shall maintain the confidentiality .of background
screening results in accordance with the Contract Agreement - General Provisions-
Section 11: Use of State's Information, Confidentiality.

'S, DELIVERABLES

8.1 commcron RESPONSIBILITIES

511 The Conmctor shall be §olely responsnble for meeting all rcqmremcnts, and terms and
conditions specified in lhu Conuul.. regurdless of whether or not 8 subcontractor is
used

5.1.2 - The Contractor may subcontrect Services subject to the provisions of the Contratt,
. including but not limited to, tha terms and conditions in the Contract Agreement. The
Contractor must submit all ‘informstion and docuimentstion relsting to the
Subcontractor, including terms and conditions consistent with this Contract. The State
will consider the Contractor to be wholly responsible for the performance of the
Contract and the sale point of contact with regard to ell contraciyal metters, including
payment of any and all charges resulting from the Contract,

512 DELIVERABLES AND SERVICES

" The Contractor shal! provide the Sute with the Deliverables and Services in ar.condance with
the time frames in the Work Pfan for this Contract, and 83-more particularly described in
Contract Exhibit A: Contrect Deliverables. .

$3  DELIVERABLES REVIEW AND ACCEPTANCE

Afer receiving written Certification from the Contractor that a Deliversble is finsl, complete,
ond ready for Review, the State will-Review the Deliverable Lo determine whether it meets the
Requirements outlined in Contract Exhibit A: Contrect Deliverables. The State will notify the
Contractor in writing of its Acteptance or rejection of the Déliverable within five (5) business
days of the State's receipt of the Contractor’s written Certification. ' If the State rejects the
Deliverable, the State shall nolify the Contracior of the neture and class of the Deficiency and
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the Contractor shall correet the Defmen:y wnhm the period identified in lhe Work Plan. [fno
period- far the Centrector's correction of- Lhe Deliversble is idemtified, the Continctor shall
correct the Deficiency in the Deliverable within five ($) business dayl. Upoa receipt of the
corrected Deliverable, the State shall have five ($) business days to review the Deliverable and
notify the Contractor of its Acceplance or rejection thereof, with the option to extend the’
Review Period up to five (5) additional business days. If he Contractor fails to correct the
Deficiency within the allotied period of time, the State may, at ils optien, continue feviewing
the Deliverable and require the Contracior to continue until the Deficiency is corrected, or
lmmedlalely terminate the Contract, decllre the Contractor in defauls, nnd pursue its remedies -
at law and in equity. .

SOFTWA.RE REVIEW AND ACCEPTANCE (NOT ;\PPLICA.BLE)

System/Software Testing and Accepunce shall bo performed as set forth in the Test Plan and
more particularly deseribed in Exhibit F: Testing Services.

6. .SOFTWARE (NOT APPLICABLE)

The C

ontractor shall provide the State with sccess 1o the Software and Documentanon set fonh inthe

Conteacy, and panicularly described in E.xhnbn) Sofhvare Agrumem .

7. SERVICES ' |
" The Contraclor shall provide the Services required under the Contract Documenu All Semoe; shall -

meet,

1)

1.2

73

14

and be performed, in accordance with the Specifications.

ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the admmmmwe Services set forth in lhe Contracy,
and particulerly described in Exhibit 0 Adminisirative Serwcu '

MANAGED AND PROFESSIONAL INFORMATION SECUR.ITY SERVICES

The Contractor shall pnowde the ‘State with the Services sel forth in the- Conrrm and
particularly described in Exhibit E: Managed and Profeufoaal Informa:ion Security Serwce: .
implementation Services. . _

TESTING SERVICES (NOT APPLICABLE)
The Contractor.shall perform testing Services for the State set forth in the Contract, and’
particularly described in Exhibit F: Testing Services.

TRAINING SERVICES (NOT A.PPLICABLE)

The Contractor shall provide the State. with training Services sei forth in the Contrm. snd
panu:ulnrly descnbed in Exhibit L: Training Scmcu
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MAINTENANCE AND SUPPORT SERVICES (NOT APPLICABLE)

The Contractor shall provide the State with Maintenance and Support Services séi forth in the
Contract, and panticularly described in Ex!ubll G: System Maintanance and Support.

)

) WARRANTY SERVICES

The Contractor shal! provide the State with werranty Services set forth in the Contracy, and
particularly d:scribcd in Exhibit K: arranty & Horronty Services. |

'8.  WORK PLAN DELIVERABLE

8.2

The Contractor shall provide the State with o WOrk Plan that shall include, without limitation,
8 dewiled description of the Schedule, tasks, Deliverables, musjoi milestones, task’
dependencics, and payment Schedule. . .

The initial Work Plan shalt be a separate Deliverable and is set (orth in Contrect Exh;bu I:
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than every two
weeks, 10 accurately reflect the status of the Project, including without timitation, the Schedule,

* 1asks, Deliverables, major milestones, task dependencies, and payment Schedule. Any such

83

8.4

updates to the Work Plan must be spproved by the State, in writing, prior to final incorporation
into Contract Exhibit I: Work Plan. The-updated Contract EKhlbll I: Work Plan, as approved
by the State, is incorporated herein by referénce.

Unless otherwise agreed in writing by the State, changes to the-Contract Exhibit I: Work Plan
shall not relicve the Contractar from lisbility 10 the State for damsges resulting from the
Contractor's failure to perform its obligationy under the Contrect, mc!udmg wuthout limitwation,
performance in accordance with the Schedule.

In the event of any delay in the Sch'edule. the Contractor must immediately notify the State in

. writidg, |denufym3 the nature of the delay, i.e., specific-actions or inactions of the Contracior

. 8.5

8.6

ot the State causing the problem; its eslimated duration period to reconcilistion; specific actions
that need to be taken to correct the problem; and the expected Schedule impact on the Pl‘OjCCl

In the event additional time is required by the Contractor to oorvect Deﬁ:uencles, the Schedule:
shall not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend ‘on a day-10-day basis to the extent that the delay does not result from the
Contrector's feilure to fulfill its obligations under the Contract. To the extent that the Siate's
execution of its major tasks takes longer than desciibed in the Work Plan, the Schcdule shall
automaticslly extend on s day-lo-day basis. -

'Norwuhsmndmg anything to the contrary, the Suue shall have the option to terminate the

- Controct for dcfuull. ot its discretion, if it is duullsﬁed with the Vendor's Work Plen or

clements within the Work Plen.

State of NH Contract 2018-111 Comprehenswc Cyber Secunry Risk Assessment
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9. CHANGE ORDERS

9.1  The State may make changeés or revisions to the agreed upon Slalement of Wark (SOWJ g any
time by written Change Order. The State originated changes dr revisions shall be spproved by
the Department of [nformstion Technology. Within five (5) business days, unless otherwise
mutuslly agreed upon of the Contractor's receipt'of 8 Change Order, the Contractor shal! odvige
the State, in deuul of any impact on'cost (e.g., increase or decmuu) the Schedule, or the Work
Plan.

9.2  The Contractor may request a change within the scope of the Conmcl by wrinen Changé Order,’
identifying any impact on-cost, the Schedule, or the Work Plan. The State shall dntempt to
respond to the Contractor's requested Change Qrder within five (5) business days, unless
otherwise mutuslly agreed upon. The State Agency, as well'as the Oepartment of Informetion
Technology, must spprove sl Changc Orders in writing. The State shall be deemed to have -
rejected the Change Order if the parties are unable (o reach sn agreement in writing.’

9.3  Ali Chenge Order requests from the Contractor 10 the State, and: the State acceptance.of the
Contractor's estimate for a State requested-change, will be ackndwledged and respohded 1o,
cither acceptance or rejection, in writing. -If sccepted, the Change Order(s) shall be subject to
the Contract amendment process, as determined to apply by the State. -

10. "INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE (NOT APPL!CABLE)

10.1.1  In the even that the ‘State purchases software all mlc right, and interest (mciudmg all |
‘owncrship and intellectusl property rights) in the Software, and it associated
Documentation, shall remain with the Contractor. .

10.1.2  Upon successful completion and/or termination of the Implementation of the Project, the
Contractor shall own and hald al, title, and_rigj'ni in ‘any Software modifications.
developed in connection with performance of obligations under the Contract, or
modifications to the Contractor provided Software, and their sssociated Documentation
including any and all performance enhancing operational plans snd the Conlraciors'

" special utilities, The Contractor shall license back to the State the nght to produce,
publish, or otherwise.use such soflwm, source code, object code, rnod :ﬁcanom. repors,
_and Documentation developed under the Contuct

10.1.3  In no event shafl the Contractor be precluded from d'cveloping for itsell, .or for éthers,
malcrials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Contractor shall be free to use its general knowledge, skills, experience, and’
any other idess, concepts, know-how, ‘and techniques that are ecquired or used in the
course of its performance under this agreement.

-

.
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103 STATE'S DATA AND PROPERTY

All nghu title and interest in State Data shall remain with the State. All data-and any property
which has been received from the State or.purchased with funds provided for that purpose under
this Agreement, shell be the property of the State, and shall be retumed to the State upon
demand or upon termination of this Agreement for any reason. The Contractor shall not access

Stace user accounts or State data, excepl: '

s. 1n the course of data center operalions;
b. In response (o service or technical issues;

As required by the express terms of this contract; or

b

d. At the Staie's wriften request.

103 CONTRACTOR'S MATERIALS

103.1  Subject to the provisions of this Contract, the Contractor may develop for itself, or for,

others, materials that are competitive with, or similar to, the Deliverables. In accordance

. with the provision of this Contract, the Contractor shall not distribute any products

containing or, disclose any State-Confidential Information. The Contractor shali be free

1o use its gencral knowledge, skills snd experience, and any ideas, coacepts .know-how,

and techniques that are ncqunred or used in the course of its performance under this

. Contract, provided that such is not abtdined as the cesult of the deliberaté memorization

of the State Confidentisl Information by the Contractor employees or thm:l parry
consultants engsged by the Conrractor. .

103.2  Without limiting the foregomg, the parties agree that the general knowledge referred to
herein cannot include information or records not subjcct 10 public disclosure under New'
Hampshire RSA Chapter 91-A, which includes bui is not limited to the following:
records- of grand juries.and petit juries; records of parole and pardon boerds; personal
school records of puplll, records pertaining to interhal personnel practices, financial
information, test qushoru scormg keys and ather examination data use to edministers a
licensing examination, éxamination for employment, or scademic examination and

-personnel, medical, welfare, library use, video tape salc or cental, and other f'les
containing personally identifiable information that is pnme in nature, .

104 = STATE WEBS[TE COPYRIGHT

WWW Copyright and Intellectual Property Rights. All nght utle and interest in- the State
WWW site <NH.GOVY, ete.>, mc!udmg copytight to all Data’and information, shall remain
with the State. The State shall also retdin all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages. - All WWW-pagés and any othér

Dats or information shall, where apphclblc display the Staté's copyrlght

“State'of NH Contm:t 2018-111 Comprehcnme Cyber Secunry Risk Assessment
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108

- 1.6

CUSTOM SOFTWARE SOURCE CODE (NOT APPLICABLE)

In the event that the Stale purchues mﬁware development services, which resulu in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom’
Software, which- shall be subject to the: License rights. The State shall receive a worldwide,

perpetual, irrevocable, and non-exclusivepaid ~up right and license to use, copy, modify and
prepere derivative works of any custom developed software. “This section does not apply to the
Contrector's proprietary software code. |

SURVIVAL '

This Contract Agreement Section 10: [mellectual Property shall survive the termination of the
Contract. .

11. USE OF STATE'S INFORMATION, CONF_’IDENTML[TY

11.1

11.2

USE OF STATE'S INFORMATION

in performing its obligations under the Contract, the Contractor may gain access toinformation
of the State,including State Corifidential Information. "Siate Confidentisl Information™ shall -
include, but'not be limited to, information exempted from public disclosure under New
Hampshire RSA Chapter 91-A; Access fo Public-Records and Meetings (soe ¢.g. RSA Chapter
Ol.A: S Ermp.rlom) The Contractor.shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or developed by reason of the
Contract, except as directly connected to and necessary for the Coniractor's performance under
the Contraet,

STATE CONF[DENTI.AL [NFORMATION

11,3,1  The Contrector shall maintain the confidentislity of and protect from unnu(horlzzd use,

disclosyre, publication, and reproduction {collectively “release™), all Sme Confidential
- Information that becomes available to the Contractor in connection with is pcrfonmr;ce .
under the Contract, regnrdless of its form.”

11.22  Subject to “applicable federal or Stte l8ws and regulauons. Confidential Informauon

shall no: include informalion whnch

a. Shall have otherwise become pubhcly available other than as & ﬂ:sult ofdlsclosurc by
the recciving party in breach hereof; _
b. Was disclosed to the recéiving partyona non-conﬁdemml basis from & ‘source Other than

the disclosing party, which the receiving party believes is not prohibited from disclosing
. such information as a result of an obl:gauon in favor of the disclosing party;

¢ s developcd by the receiving party mdcpcndemly of, or was known by the reoeiving -
party prior to, any disclosure of such information made by the disclosing party;‘or

Partd -
Date: -
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d. s disclosed with the written consent of-the disclosing party. A ré:eivfng party also may
disclose Confidentisl Information 10 the extent requ:rcd by an order of a court of
. competent jurisdiction. .

11.1.3  Any disclosure of the Smc Confidential Informmon shall requuc the prior written
approval of the Stete. The Coniractor shal} immediately notify the State'if any request,
"subpoena or other legal process it served upon the Contractor regarding the State
Confidential (nformation, and the Contractor shall coopérate with the State in any effort
the State ondertskes to contest the request, subpoena or other legal process, at no
add itional cost to the State.

11.2.4  Inthe event of the unauthorized refease of State Confidentia! [nformation, the Contractor
shall immediately notify the State, and the State may immediately be entitled.to pursue
wny remedy ot law and in equuy, including, but nol limited to, injunctive reluef

113 CONTRACTOR CONF[DENTIAL INFORMATION

Insofar as the Contractor seeks 1o maintain the confidentiality of its coaﬁdcnual or propneta.ry
information, the Contractor must clearly idenlify in writing sl) information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that the
Contractor considers their Documentacion. to be Confidéntial Information. The Contractor
- acknowledges that the State is subject 10 State and federal laws goveming disclosure of
information including, but.not limited to, RSA Chapter 91-A. The State shall maintsin the
confidentiality of the identified Confidential Information insofar as it is consistent with
applicable State and federal [aws or regulations, including but not limited.to, RSA Chapter 91-
A. Inthe event the State receives 8 request for the information identified by the Contractor as
_confidential; the State shall notify the Contractor and specify the date the State will be re!easmg
the requested information. At the request ol the State, the Contractor shall cooperate and assist
the State with the collection and review of the ‘Contractor’s information, a1 no additional
" expense to the Sigte. Any effort to proh:but or enjoin the releass of the informaticn shall be the
Contractor's sole mponsublluy and st the Contractor's sole expense. If the Contractor fails to
oblain & court order enjoining the disclosure, the State shall release the information on the date,
~ specified in the State's notice 10 the Contractor, without any liability to the Contractor.

1.4 SURVIVAL
This Contract Agreement Secticn | I, Use'of Stare’s Injormanon Confdznnaluy, shnl! survive
termination or conclusion of the Conmct

" 12. LIMITATION OF LIABILITY

121 STATE

Subject (o sppliceble laws and regulations, in no evenl shall the State be liable for any
gonsequential, special, indirect, incidental, punitive, or exemplary damages.” Subject to

- applicable laws and regulations, the State's Ilnbuhry to the Contrector shall not exceed the total
Contract price set forth in Contract Agreement-ceneral Provisions, Block 1.8.

"y
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122  STATE'S IMMUNITY

Notwithstanding the foregoing, nothmg hmm <ontained thal] be deemed to constitute a waiver
of the sovereign immumty of the State, which immunity is hereby reserved to the State. This
covenanl shall survive termination or Contract conclunon .

123 SURVIVAL

This Section 12: Limliation of Libility shell survive termination or Contract conclusion,

~ 13. TERMINATION

13.1 TERMIJ\'ATION FOR DEFAULT

Any one or more of the follwm; scts or omissions of the Conlm:tor shall constitute an event
of default hereunder ("Event ol‘ Dernuh“)

8. Failureto perfon'n the Services misfnuoi'ily or on schedule;

b. Failure to submil any report requnred and/or

¢. Failure to perform any other covehant, teem o condmon of the Contrnct

13.1.1 Uponthe occurmence or.ny Event ofDefaull the State may take eny one or more or all
of the. fol!owmg actions: : .

Unless otherwise provnded in the Contrac, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the sbsence of

"o grester of lesser specification of time, within thirty (30) days from the date of

notice, unless otherwise indicated within by thé State (“Cure Period”). [ the
Contractor fails to cure the default within the Cure Period, the State may
terminate the Cantract effective two (2) days after giving the Contractor notice’
oflermmmon at its sole discretion, treat the Contract as brtached and pursug

its remedics at law or in equity or both. .
Give the Contraclor & written notice speci?ying- the Event of Defauit and

. suspending all payments te be mede under the Contract and ordering that the

portion of the Contrect price which would othcrwis'.; accrue to the Contractor
during the period from the date -of such notice until such time as the State

“determines Lhat the Contractor hu tured the Evem of Defnull shall never be psid

1o the Contracior. .
Set off against any other obligations the Siate may owe to the Contractor any,

’ dcmages the Sme suffers by‘reason of sny Event of Oefault;

Treal the Conmct as brcached and pursue any of‘ its remedles al law or in equity,
or both. .

Procure Services ther are thé subject of the Ccntract from another séurge gnd the
Contractor thall be liable for reimbursing the State for the replacement Services,

. ond sl] administrative costs directly related to the replacement of the Conrract

Sme of NH Contreer 2018-111 Comprehensive Cyber Secumy Risk Amssmem .

Part 2 - IT Provisions

Date: 822 Zrd _
Contractor’s lm'linls:b,

Page 23 0f 33



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
~ CONTRACT 2018111 . .
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

-and procuring the Services from another sourcé, such as costs of competitive
bidding, mailing, advertising, applicabie fees, charges or pensities, and stafftime
costs; all of which shall be subjeﬂ 1o the limitations of lisbility set forth in the
Contrect.

13.1.2 The Contractor chall provide the State with written notice of default, and the State shall
‘cure the default within thirty (30) days.

132 TERMINATION FOR CONVENTENCE

13.2.1 The State may, st its sole dtscrcnon lenmnate the Conmact for convenience, m whole or
in part, by thirty (30) days writicn notice to the Contractor. In the event of 8 termination
for convenience, the State shéll pay the Contractor the agreed' upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separsie price is stated under the Contract shall be paid, in whole or in pant,
genertlly in sccordance wn(h Commct Exhibit B, Price and Paymem Schedule, of the
Contract.

13.2.2 During the thirty (30) day perlod lhe Contractor shail wind down and ce.mr Services as
qulckly and cfficicntly as reasonably pomble without performing unnecessary Services

-or sctivities and by minimizing negative cl’fccts on the State from such winding down
and cessation of Servnccs

13.3  TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State.may tenminate the Contract by written notice if it determines that a conflict of.
interest exists, including but not limited to, & violation by any of the parties hereto of
applicable taws regarding elhacs in public acquisitions and procurement and performance
of Conrracts. . . -

133.2° In such case, the State shall be cnmlad toe pro-rated refund of any current developmenl
support, and maintenance cOsts. The State shall pay sll other contracied psyments that
~would have become due and poyable if the Contrnclor did not know, or reasonably did

not know, of the conflict of interest.
13.3.2 In the event the Contract is, lermmmd 8§ provided above pursuant tos vnolatnon by the

Contractor, the State shall be entitied 10 pursue the same remedies against the Contractor
as it could pursue in the event of o defsult of the Contract by the Contractor.

124 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addmon to'any other nghu provided in
the Contract, may require the Contractor to deliver to the State any property, including
" without limitation, Wrinen Deliverables, for such pant of the Contract as has been

-1crmmaled

13.4.2 Aﬁer receipt of a notice of termination, and except as o!h:rwase dnrecled by Lhe State,
the Contrector shall:
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~

s. The State sheil be entitled 16 any post-temihntién assistance generally made
available with respect to the services, unless & unique data retrisval arrangement

has been established as pan of the SLA,

b, Stop work under the Contract on the date, nnd to the extent: spemﬁed in the

notlce

¢. Promptly, but in no évent Ion;er then thirty (30) days afier termination, termmm
_its orders and subcontracts related to the ‘wark which has been terminated and
settle all outstanding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval ar eatification of the State 1o the extent
required, which approval or ratification shall be i nul for the purpose of this

Section;

d. Take such aétnon a3 the St'nte directs, or as necessary to preurve and protect the
property related 10 the Contract which is in the po:sesuon of the Contractor and

in which the State has an inlerest;

¢. During any petiod of service suspension, the Cont ractor shall not-take any action
to intentionally erase any State data. n the event of termination of any services
-or agreement in entirety, the Contractor shall not take any action to mtenhonully

erase any State data for a period of:

i. 10 days afer the effective date of termination, if the termination is io

accordance with the contract period

< il 30days after the effective datc of terminatian, if the. termination is-for

convenience .

il. 60 days aftee the effective date of :cnmnanon if the :ermmnuon is for

Cause

iv.  ARersuch penod the Contractor shall have no obligation t6 meintain_
' or proyide any State- dats and shall thereafler, unless legally
prohibited delete all State data in its systems or otherwise: in its

possession or under its-control.

f. Transfertitle to the State and deliver in the manner; at the times, and to the extent
directed by the State, any property which is required to be furnished to the Siate

and which has been aceepted or requested by the State; and

g Tho Conimctor shall implement an orderly retum of State dm in a CSV or
another mutually agreeable format 4t 8 time egreed to by the parties and the

© subsequent secure disposal of State data;

h. The Contractor shal) sccurely dispose of all requested dm in all of its forms, -
- such as disk, CD/ DVD, backup tape and paper, whén requested by the Siate.
Data shell be permanently deleted and shsll not be recoverable, sccording to
National lastitute of Standards and Technology (NIST)-approved methods.”

Cemﬁcms of destruction shail be provided (0 the State.

i, Provide written Certification to the State that the Connctor has surrendered to

the State al) said propeny
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SURVIVAL - '
This Section [3: Termination shall survive termination ot Contract conclusion.

14, CHANGE OF OWNERSHIP

In the

event that lhe Contractor shoutd chunge ownership for any reason whatsoever, the Sutc shall

“have the option of continuing under the Contrect with the Contractor; ils successors or assigas for the

 ullre

maining term of the Contract; continuing under the Contract with the Contractor, its successors,

_or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without ligbility to the Contractor, itf successors or assigns.

15, ASSI
15.1

. 182

CNMENT, DELEGATION AND SUBCONTRACTS

The Contractor shall not assign, delegate, subcontract or otherwise transfer any of ils interest,
rights, or duties under the Contract without the prior written consent of the Staté, Such consent
shall not be unreasonably withheld. Any attempted transfer, sssignment, delegatian, or other
transfer made without the Staie's prior written consent shall be null and vaid, and may
constitute an event of default at the sole discretion of the State.

The Contractor, shall remain wholly’ responnblc for performance of lhe entire Contract even if
assignees, delegates, Subcontractors, .or other transferces (“Assigns”) are used, unless
otherwise agreed to in writing by the Siate, and the Assigns fully agésumes in wriling any and
ol obligations and liabilities under the Contrect from the Effective Date: In the ebsence of s
written assumption of full obligations-and liabilities of the Contract, any permitted assignment,

" delegation, subcontract, or other transfér shall reither relieve the Contracior of any of ius

183

obligations under the Contract nor affect eny remedies available. to the State agsinst the
Contractor thet may arise from any event of default of the provisions of Ihe cantract, The State
shall consider the Contractor to be the ‘sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all ar substantislly all of the assets ot business of the Contractor
provided that the successor fully assumes in writing sll obligstions and responsibilities under
the Contract. [n the event that the Contractor should ‘change ownership, s permitted under
Section 15: Changc of Owncrshlp, the-State shall have the option to continue under the Contrect
with the Contractor, its successors: or assigns for the full remaining term of the-Contrect;

" continve under the Contract with the Contracior, its successors or assigns for such period of

time as determined necessary by the Siate; or immediately temmalmg the Contrnct without
liability to the Contractor, its successars or uslgns .

16. DISPUTE RESOLUTION

16.1

Prior 10 the ﬁl:ng of eny formal proceedmgs with respect to a dispute (other than an action
seeking injunclive relief with cespect to intellectual property rights. or. Confidential
Information), the party believing itself oggrieved (the “Invoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the other

State of NH Conrraci 2008-111 Compnhcnswe Cyber Security Ri!k Asscs:menl
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party: ‘Such notice shall be withoul prqud:ce to the Invokmg Pnrty s right 10 nny other remedy
permitted under the Contract.

162 The parties shall use reasonabie chons to wrrange. personsl meetmgs and/or lalephone
conferences s necded, 6t mulually convenjent limes and places, between negotiators for the
parties at the following successive manugement levels, each of which shall have a period of
allotted time as specificd below in which to srtempt to r:soive the dispute:

Table 16.1: DISPUTE RESOLUTION RESPONSLBILITY AND SCHEDULE TABLE
: S CUMULATIVE
LEVEL . CONTRACTOR . o STATE ALLOTTED
. . ) TIME
| Daniel Dister- )
Luc Martin State Project Manager (PM) )
Primary Project Manzger (PM) - | Chief Information Security | § Business Days
. ) Officer . )
Scoft Mosher . - . P )
. e . _* Denis Goulet 10 Buginess
First ) Vice President Comminioner . " Days

163  The allored time for the first fevel ncgomuom shall begm on the dete the (nvoking Party's
" notice is received by the other party. Subsequent allotted time is deys from the date that the
origina| Invoking Party's notice is received by the other party.

17. DEPARTMENT OF INFORMATION TECHNOLOCY GENERAL TERMS AND
CONDITIONS

13 CON[PUTERUSE

In consideration for receiving sccess to and use of the computer facilities, nerwork, licensed or
developed software, systems and equipment, Documentation, . nnforrnnuon reports, or dats of
any kind (hereinafter “Information™), the Contractor undersiands and agrees to the followmg
rules:

n. Every Authorized User has the mbonsnbnhty to assure the protestion of information from
_ unauthorized access, rmsuse. theft, damage, d:strucnon modification, or disclosure.

b. That information shall be used solely for canducting official State business; and &ll other
use or access is strictly forbidden including, but not limited to, personal, or otfier private
-and non-State use and that at no time shall the Contracior access o attempt to access nny. '
mformanon without having the express nuthonty to do so.

State of NH Contract 2018-111 Comprehenswe Cyber Sccunry Risk Assessment
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1.2

113

17.5

1.6

12.7

¢. That a1 no time shall the Contracior access or anempt to access any information in a
manncr inconsistent with the approved policies, procedures, and for agreements relating.
10 system eniry/access.

d. That all software licensed, developed, or being evaluated by the Smc cannot be copied,
- shared, distributed, sub-licensed, modified, reverse engineered, rented; or sold, and that
at all times the Contractor must use utmosi cars 10 protect and keep such software strictly
'conﬁdcnml in accordence with. the license ar any other Agreement exccuted by the State.
"Only equipment or softwaro owned, licensed, or being evaluated by the State, can be
used by the Contractor. Personsl software (including but not limited to pnlmmp 5ync
software) shall not be installed on iny.equipment.

e. That if the Contracror is found to be in viclation of any of the abovc-smed rules, the '
User may face removal from the State Contract, and/or criminsl or cml prosecution, if
the act constitutes a violation of law. .

EMAIL USE

Email and other electronic communication messaging sysleh'ts are State of New Hampshire
property and are (o be used for business purpos:s only. Email is defined es "internal Email

" systems” or “State-funded Email sysiems.” Thé Contractor understand and agree that use of

email ghali I‘ollow State standard policy (avmlable upon request). .

INTERNETIINTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct suppon
of the business of the State of New Hnmpsh:re sccording 10 State standard policy (nvmlablc
upon regquest). .

‘REGULATORY GOVER.NMENT ABPROVALS

The Conteactor shall obtain all necessary and applicable regulatory or other gov:mmcnul

. approvals necessaryto perform its obligations under the Contrect.

INSURANCE CERTIFICATE

The Insurance Certificate should note the Cenificate Holder in the .lower left hand block
including State of New Hampshire, Department Name, and name of the mdmdual responsible
for the funding of the contracts and huslhcr address.

EXHIBITS

The Exhibils referred-to, in and macbed 10 the Contract are incorparated by reference as if
fully mcluded in the texi. .

. VENUE AND J'U'RISDICTION

Any BCtion on the Contract may only be brought in the State oi' New Hampshire, Merrimack,
County Superior Court.

State of NH Contract.2018-111 Comprehansive Cyber Sccunry Rusk Asscssmcnt
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17.8  SURVIVAL

The terms, conditions and warranties contained. in the Cohtract that by their context are
intended to survive the completion of the performance, caneellauon or termmauon or the
Contract shell 5o survive.

17,9 FORCE MAJEUR.E

Neither the Contractor nor the State shali be respansible for delays or failures in performance
resulting from events beyond the control of such party and without faultl or negligence of such
party. Such events shall include, but aot be limited to, acts of God, strikes, lock outs, riots, and
acts of Wer, cpidemics, acis of Govemment, fire, power failures, nuclear accidents,
earthquakes, and unususlly severe weather. Except in the event of the foregoing, Force Majeure
events shall nat include the Contractor’s inability to hire or pmwde personnet needed for the -
Conrractor’ s performance under the Contract.

. 17.10 NOTICES

Any notice by a. party hereto 1o-the Gther paity shall be deemed to.have been duly delivered or
given at the time of meiling by cenified mail, posiage prepmd in a United States Post Office
addressed to the pacties at the following addresses. :

Table 17.10: Notices .
TOTHECONTRACTOR . | TOTHESTATEOF NEW HAMPSHIRE -
KATHIE CHENEY § - “DANIEL DISTER
'  DEPARTMENT OF INFORMATION
NuHARBOR SECURITY | T CHNOLOGY
39 RIVER RD SUITE 4 . “27°HAZEN DRIVE
ESSEX JUNCTION, VT 04542 CONCORD, NH 03301
TEL: (soz Yy 231.0308 ' ' TEL: (603) 223-5734

17.11 DATA PROTEC’TION

Protection of personal privacy and duta shall be an mteg:a] part of‘ the business activities of thc

Contractor to ensure there is no mappropmlc or unzuthorized use of State infdrmation at any

time. To this end, 1he Contractor shall safeguard the confidentiality, integrity and avaslabnhty
. of Suie ml’onmt:on and comply with the !‘ollowmg conditions:

a. The Contactor shall implement and maintain nppropnnte sdministrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personai data-and non-public dsta. Such security measures shall be in accordance
with rc:ogmzcd industry practice and not less stringent than the measures the Conu-actor
applies to its own personel date md non-public deta of similar kind.

Sute nf NH Contmt 2018-11} Comprehcnnvc Cybcr Sccunly Risk’ Auessrnenl
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b. AM data obisined by the Contractor in the performance of this contract shall become and -
- all personal data shall be encrypted-at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for cncrypnon 6f the p:rsanal data.

c. Unless otherwise stipulated, the Conlraclor shell encrypt al! non-public dsta at rest and
in transit. The State shatl identify dats it decms as non-public data to the Contractor. The
level of protection end cncrypnon for ull fion- pubhc data shall be identified and madea’
part of this contract, -

d. Alno time shall any dete or pmccncs ~— that either belong to or arg intended for the use
of the State or its officers, agents or employees ~— be copied, disclased or retained by the
Contractor or any party related to.the Contractor for subsequent use in nny trpnsaction

_that does not include the Suate.

e. The Contractor shall not use any mformalron tollected in connection with the service
issued from this proposat for any purpose other than fulﬁllmg ihe service.

17.12 DATA LOCATION

The Contractor shall provide its Services 10 the State and its end users'solely from data centers
within the Continentat United States. All stornge, processing and transmission of State data
shall be restricted to.information technology systems within the Continental United States. The
Centractor shall not sllow its personnel or sub-contractors, 16 store’ Slate dats on portable
devices, including personal compuiters, except as specified and allowed by the contract, and
then only on devices that are used and kept a1 its data centers within the Continental United
States. The Contractor shall permit i1 personnel ‘end Contractors to sccess State data remotely
. -dnly (0 provide technical suppoh end o3 specuﬁed or required by the contract,

17.13 SECI._IR.ITY INCIDENT OR DATA BREACH NOTIFICAT[ON

The Contractor shalt inform the State of any security incident or data breach in aécordance with
NH RSA 359-C.

a. Incident Response: the Contractor may need (o communicale with outside parties
regardung a security incident, which may include contacting law enforcement, fielding
.media i mqumcs and secking cxl:rm! expertise a3 mutually sgreed upon, defined by law
or contained in the contract. Discussing security incidents with the State should be
handled on en urgent asineeded basis, as pan of the Contractor communication and
mitigation processes as mutually a;reed upor, deﬁned by law or contained in the
contract,

b. Security Incident Reporting Requirements: the Contractor shail report 8 security incident
to the approprisie State identified contact immediately as defi ned in the SLA.

¢. Bresch Reporting Requirements: I the Contractor has dctual knowledge of a confirmed
data breach that affects the security of any State conlent that is subject to applicable data
breach notification lsw, the Contractor shall {1) prompily notify the appropriate State
"identified contact within 24 hours or sooner, unless shorter time is required by applicable
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1aw nnd (2) take commercmlly reasonable measures to address the data bmch in o
timely manner.

17.14 BREACH RESPONSIB[LITI:ES

This section only applies when a date bmch oceurs with rtspect to per:onal data within the * -

possessian or contral of the Comractor

8. The Contractor, unless siipulated ‘otherwise, shall imme&imely notify the appropriste
State identified contact by telephone in accordance with the agreed updn security plan or
security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within twenty four (24) hours or sooner, by telephone, unless shoner
time is required by applicable law, i it confirms ther there is, or reasonably believes thet
there has ‘been a data bresch. the Contraclor shall (1) cooperate with the Stste as
reasonably requested by the State 1o investigate and resolve the data breach, (2) promptly

. implement necessary’ remedial measures, i necessary, and {3) document responsive -
sctions taken related to the data-bresch, including any post- .incidént review of events and
actions taken 1o make changes in business practices m prowdlng the services, if
-NECessary.

¢. Unless ol_hcrwisc stipulated, if a data breach is a direct resu)t of the Contracior's breach
of its contract obligation to encrypt personal daw or otherwise prevent its release, the
Contractor shatl bear the costs sssociated with:

I Thc investigation and rtsolunon of the data breach;

i’ Nohﬁcmons 1o mdmduals regulators or others required by State taw,

lil. A credil monitoring service required by State (or.federal) law,

v A websiteor atoli-free number and call center for affected individuals required -
‘by State law — all not to exceed the average per record per person cost
calculnted for data breaches in the United States in the maost recent Cost of
Data Breach Study:-Global Analysis-published by the Ponemon [nstitute ) 7 at
the time of the data breach; end

v.  Complete 8}l corrective sctions as reasanably determined by the Contrattor
based on root cause; all [(i.) lhrough {v.)) Subjec( to this Conl.racl s Iamntmon
of liability. )

17.15 NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any ctccu'omc discovery, Iullgmon holds,
discovery searches and expent testimonies relsted o the Stste's data under this contract, or .
which in any way might rc.uonlbly require access (o the-data of the State. The Contractor shell
not respond to subpoenas, service of process and other legal requests related to the State without

* first hotifying the State, unless prohlbuted by Iaw from providing such notice.
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17.16

17.17

ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shali provide reports to the State in 8 format as ngrccd to.by both the Contractor
and the State. Reports shall include latency statistics, user access; user access 1P eddress, user
sccess history and security logs for all Swate files related 1o this contract,

CONTRACT AUDIT :

The Contrector shalf allow the State to sudit conformance 10 the contract terms. The State may

- perform this audit or contract with s third party'a1.ils discretion and at the State's sxpense.

17.18

17.19

. DATA CENTER AUDIT

The Contractor shall perfarm an independeni audit of its data centers at least annually at its

expense, and provide a redacted version of the audil report upon request. The Contractor may . -

remove its proprictary information from the redacted version. A Service Orgamm:on Convol
{SOC) 2 sudit report or spproved cquwnlenl se the minimum level of a third- -party, audit,

ADVANCE NOTICE

The Contractor shall give advance natice (o be dercn-nmed st the contract time and mcludcd
in the SLA) to the State of any upgredes (¢.g., mojor upgrades, minor upgrades, system

“changes) that may impact service availability and performence. A major upgrade is_a.

17.20

11.21

replacement of hardware, software or firmware with a newer or bener version in grder to bring
the sysiem up to date o 10 improve its charscteristics. 1t usuafly includes a new version number.

SECURITY .

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such tha) adequate protection and flexibility can be anained between the State and
the Conrractor, For example: virus checking and pon sniffing.— Lhe State and the Cnntraclor
shal! undersiand each pther's roles snd responsibilities.

NON-DISCLOSURE AND SEPARATION OF DUTIES'

"The Contractor shall enforce separation of job duties, require commercially reasonsble non-

1122

17.23

disclosure agreements, and limil s1aff knowlédge of ‘State data to that which is absolutely
necessary 1o perform job dunes . . "
[MPORT AND EXPORT OF DATA .

The State shall have the ability 1o impart or expant data in pwc:]nul or in cntirety ot ils
discretion without interference from the Contractor. This includes the ability I'or the State to
import or export ‘data to/from other service providers.

RESPONSIBILITIES AND up'rl'mz GUARANTEE

. The Concractor shall be responsible for the acquisition and operation. of all hardware, software

and network support reisted 1o the services being provided. The technicel and professional
aclivilies required (or establishing, managing and rna‘mlaining the environmenis are the
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responsibilities of the Contractor, The mlem shall be available 24!7/]65 (wilh.ugrecd-up_on
maintenance downtime), end provide service o customers as deﬁnc_d in the SLA.

1724 RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to requice thet the Contractor remove from interaction
with Stafe any the Contractor representative who the State believes is detrimental to its warking
relalionship with the Contractor. The Siate shall provide the Contractor with notice of s
determination, and the reasons it requests the removel. If the State signifies that a potential

gecurity violstion exists with respect to the request, the Contractor shall immedistely remove - -

such individual. The Contractor shall not assign the person to any aspect of the contract or
future work ordm without the State's consent.

'Remainder of 1his page intentionally left blank
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1. CONTRACT DELIVERABLES
‘The State of New Hampshire, Department of Information Technology, (the “State™) requires

:omprch:nswe cybersecurity risk sssessment of the Executive Branch information’ technology
enterprise. la addition lo determining gaps or shortfalls in the State's cybersecurity posture, 8 key

< outcome of this assessment will be & rozdmop to improve the sec\mry. readiness and eﬂ'ectwcncss of

the State of New Hampshira't cybeuecumy posLure.

As a pudlic entity, the Stote of New MHampshire i3 exposed to the full nnge of cyber thruu ona
continual basis: malware, botnets, ransomware, and denial of service artecks do not discriminate - any
nerwork connected (o the Intemet is exposed o these threas. The old boundiries of cybersecurity and -
cyberattacks are disappesring — from the network perimeter, 10 distinet types of malware, 10 nation-

state tactics ve. that of the cybercriminal. The attacker's advantage lies in this fuidity, exploiting ~

endpoint vuinerabilities and inadequate security controls; tesheping attacks to evade detection; and

‘repurposing tactics, techniques and procedures for theit own use. it has been said that'“You don'l

know what you don't know™ and to thal end; the State of New Hampshirs is pursumg an indépendent,

: comprehenswe cybersecuruly risk assessment in onder to.focus cybcrsu:unry fesources on the bnggest

risks and gaps in.our secunry posture,

GOALS AND OBJECTIVES FOR THE COMPREHENSIVE CYBERSECUR.ITY RISK -
ASSESSMENT: ) .
i Independcmly asscss the cybersecunry maturity level as measured agsinst the NIST
Cybersecurity Framework and the Cemer for Intemet Secunty {C18) 20 Crmcul Security
Controls; . ‘
. Review (he network’ mhucctun. mc)udmg L2 snd L3.routing approach, use of
redundant/survivable equipmeni configurations, use of Firewalls, use of sécess control lists
and remote sccess methodologies and. tvaluate its conformance with best practices for &
network of this size and complexity; .

ili.  Identify eny security gaps, prioritize them and descnbc the level of effort required to -
mitigate thcm, . .

Iv. Dnswvenng aon-existent and/or weak mforrnnnon security mnnagerncnt pmcesses within
the organization; . .

v.  Identifying opportunities to mprpvc the nerwork mhnecture. network consoludanon
simplification and cost reduction;

vl.  Confirm cyber-protection systems and processes sre properly secured from mternnl and
cxternal threats; and

vii.  Prepare and present a technical rondmap to improve the security, readiness and ¢fTectiveness
of the State of New Hampshire's cybersecurity posture.
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"11  GENERAL PROJECT ASSUMPTIONS

11! The Contractor will provide project irecking tools and templstes 1o.record and manage
‘tssues, risks, Change Requests, requirements, decision sheets, and other documents used -
in the management and tracking of the Project. The State of New Hampshire and the
Contractor’s Project Managers will Review these tools and templates snd determine
‘which ones will be used for the Project. Training on these tools and templates will be
conducted of the start of cach phase in which they will be used. :

1.1.2 Prior 1o the commencement of work on Non-SoRware and Wrirten Deliverables, the
Contractor shall provide (o the State o templne lable of r.onlenu or agenda for Review
and prior approval by the State.

1.13  The Contractor shall ensure that appropnale levels of security are implemented and
maintained in order to protect the integrity and relisbility of the Staie's Information
Technology resourcés, information, and services. Security.requirements are defined in
Part 3 - Exhibit H: Requirements. The ‘Contractor shall provide the Stare resources,
information, and Services on an ongoing basis, with the appropriate infrasiructure and
‘'security controls to ensure business continuity and to safeguard the Confidentiality. and
integrity of State networks, Systems and Data.

1.1.4 The Delivernbles are set forth in the Schedule described. below in Section 2.2. By

. uncon_:litionally aceepting & Deliversble, the State reserves the right to reject any and all

Deliverables in the event the State detects any Deficiency in the System, in whole or in

"pan, through completion of all Acceptance Testing, including but not Inmucd to,
'SoﬁwarelSyslem Acceptance Tesung and any extensions thercof

1.1.% Pricing for Deliverables set forth in Pm 3 - Exhibil B: Price and Payment Schedule.
Prlcmg will be cfiective for the Term of this Contract, and any extensions thereof.

2, DELI'VERABLES MILESTON'ES AND ACTIV'ITIES SCHEDULE

Tl scopsopwoax

. The Contractor will conduct a_cormpreliensive cybersecurity risk assessment of the State’s

Information Technology {IT) environment in -order to evaluate adherence 1o the Stae's
Information Security Policies, National Institute of Standards and Technology (NIST)
siandards, and best prictices. The assessment shall include nrtpres’enuhve ssmpling of devices
{10 be defined by the State) from across 8!l Executive Branch sgencies. The following services
must be provided to meet the Contract n:qu:nm:m.s

" 2.4.(C-i.1). IT ASSET INVENTORY AND MANAGEMENT

Provide the Siate with comprehenswe inventary ol all IT ums within
. the scope of Exccuuve Branch agencies. .

State of NH Conrract 2018-111 Comprehensive Cyber Secumy Risk Assessmcnt

Part 3 - Exhibt A = Contract Deliverables . :
Dater 4[;2 (Ez B .
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: STATE OF NEW HAMPSHIRE .-
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ’
PART 3 - EXHIBIT A
CONTRACT DELIVERABLES

8. Utilize sctive and passive discovery tools to identify all devices
connected o the State's network and populaie s searchable and
* editable hardware asset mvcmory

b. Ensure that the hardware zsset mvmtory records the aetwork -
address, hardware address, machine name, Operating System .
(O5), OS patch level, open ports and running services for each
asset that has Been delected/discovered on-the network.

¢.  Assess the current state and capsbility for 8 comprehensive IT
hardware end soﬁwue asset inventory and: menogement
syﬂem ’

d. Optnonal Deliver a comprehcnnve IT hardware and software
asset discovery snd mventory mmagemcn{ system.

a1 (C-l 1) NETWORK SECURITY AND ARCHITECTURE ASSESSMENT

Provide the Sute with & network architecture review which svaluates
the fundamental architecture spproach for eficiency,. maintainability,
throughput, sutvivability/redundancy and security posture highlighting
current strengths and wesknesses of |mplemented contrals. The vendar
should consider different assessment scenarios such as lovel of sccess
and point of access durmg their assessments.

The Technical Security Assessment chon' should include:.
a. Nerwork Topology and-Architecture '
" 1. From e best practices perspective
. Frome security perspective

b. Network Segmentstion

¢ Network Switch Configuration

d. Network Access Control (NAC)

e. Firewalls Configuration

f. 1DP/IDS Configuration

g Router Conﬁgurnlmn :

h. Virtual Private Network (VPN) Conﬁgurlnun

Wireless Networking Conﬁgufauon
.J.  Remots Sites - )
k. Data Centers . .
I Voice Ov:r IP (VoIP) Conﬁguranon <

State of NH .(_:ontract_:201 8.111 Comprehensive Cyber Security Risk Assessment
Part 3 - Exhipit A - Contract Deliverables

Date: C : ) o .
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. STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY _
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART ) ~ EXHIBIT A
CONTRACT DELIVERABLES

m. Network based su_:urity controls 6.g. DLP, Antispam, etc.
b. _Conﬁgurlation mansgemenl methodology
i. -Of Hardware
Il Of software configumiions

6 Optional: Provide: technica!) assistance to actively mitignie
critical ‘and high risk findings from the Nerwork Secunly
Assessmeni. .

-

2.1.(C-1.3) HOST/SERVER SECURITY ASSESSMENT

Provide the State with a ucunry focused host/server archileciure
" review, with additional security-related information about the Stale's
hosVserver opernting system conﬁgqrmons that cannot be obtained
through network scanning. The additiona) granularity 6f the host/server
security assessment should enable the' State to identify and 8ssess the
presence snd effectivencss of technical controls and the fevel of
compliance with State policies and other relevant industry s1anduds
’ : : and best practices. Focus should be given to:

8. Hardening issues - Provide en in-depth review of a system's
security configuretion, and evaluating if available the security .
controls that are being used baged on the roles and (unctions of

. the hoit.

b. Idcnufy known vuinerabllmcs nnd OS and Jrd parry software
issues.-

Y Identify hon dependencies from  the Service/End User
standpoint and interconnection between multiple services
which can cmprom:sc an end user service.

d. Optionel; Provide techmcal sssistance to “sctively mitigste
critical and high risk findings from the Hos/Server Secunty.
Asmsmenz

1.1.(C-1.4) ENDPOINT SECURITY ASSESSMENT L
" The vendor will test a pre-determined samplirig of workstations and
peripheral endpoints in different depantments/divisions from across
Executive Branch agencies 1o perform the assessment, .Provide the
State with an assessment of endpoints/worksiations and end. user
security agsinst NiST, CIS and mdustry biest practices, including but
not limited 10: ' .

a. Workswation Configurstion
b. Anti- Malwart

State of NH Contrac1 2018-111 Comprehensive Cyber Sccumy Risk Assessment T

Part 3 - Exhiyt A - Contrncl Dcluvcrables . . ‘ .
Date: ; . _ .
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 :

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES
c. Endpoint Encryption
d. User Righus (Locs/Domain)
e Medis Access '
A lfassword Pnclicé:
g- OSand Third-Party Software Pntcﬁing
B. Peripheral Device (network printers, scanners) conﬁgu;'nlion'
. Mobile Device Security and Munagement

i

Optional:  Provide technical assistance 1o aclively mitigate
critical and high risk fmdmgs from the Endpoint Security
Asu:sment

11.(C-15) APPLICATION SECURITY ASSESSMENT - '

Condutt an Application Security Atsessment that analyus the

Intemet, Extranct, and Intranet-applications for existence and

strength of epplication security controls. Conduct this
pssessment in accardance to the OWASP top 10 reference and

other baselines for application secunity (e.g. assessment of

suthentication mechanisms and authorization mechanisms,

session context contro! mechanisms, sudit loggmg, intrusion
detection and detecrence).

Conduct Application Security Amnmcnu that mgex the
security cepabilities of critical applications. Assess if the
epplications have capabilities to secure information/dsia
communications and whether the capabilities have been fully
utilized. To sccomplish this, the Vendor must quslitatively .
assess vulngrabilities that exist within targeled applicelions
relstive to both technicel and non-technical security controls.

For State in-house developed applicstions, the oversll security
framework used for the application development process must
be reviewed, .

The application ‘security review should evaluate availsble
security festures and “security-relevant configuration items
within the appli¢ation to conclude if those controls have been
configured to provide the Stote with the level of ‘protection
required by business, rtguin:ory. and corporate drivers. )

Qptional; Prov:de technicel essistance to actively mmgalc
critical and high risk findings frorn the Application Security
Assessment,

State of NH Contrct 20t8 111 Comprehensive Cyber Sccunty Risk ‘Asscssment

Part 3 - Eyhibjt A - Contract Deliverables
Date: %Zgétﬂ
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECANOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-111
PART 3 - EXHIBIT A
CONTRACT DELIVERASLES

"2.1.(C-16) DATA SECURITY ASSESSMENT

Provide the State with an assessmeni regarding the classification,
storoge, transmission and use of structured and unstructurcd data acriss -
the Enterprise.

. Data classification policies and procedures
Transmission and handling of Senitive data -

4

Data Access Control
Data Destruction” .
Privacy policies, protection and compliance

™ & o n

‘Provide technical assistance 10 actively mitigate critical and
high tisk findings from the Data Security Assessment )

g Optional; Provide administralive assistance to develop and
deliver new or updated documentation based on gaps or critical
findings from the Data Security Assessment.

2.1.(C-1.7) CYBERSECU'RITY AND R]SK MA.NAGEMENT PROGRA.M
ASSESSMINT )

Provide the sme with assessment, gap analysis and a slrutegu: roadmnp
for i improvement against NIST, CIS and best practices in the following
program areas:

. .Cybmccmity ‘Program and Orgnniuiion
Govemnance and Compliance Management

&

Risk Management Policies, Practices and Procedures

User Security Awareness and Training

a.n

Sccuruy Policies and Procedures
Business Continuity and Disaster Recovery Planmng

g. Optional: Provide administretive assistance to develop and |
deliver newor updated program documentation based on gaps
or critical findings from the Cybersecurity ond Risk
Management Program Assessment.

non

12 DELIVERABLES

Veador shall create and provide detsiled rt:pom to DalT as 8 result of analysis and assessment
mcludmg but_not limited to the following: .

State.of NH Contract 2018-111 Comprehensive Cyber Secunry Risk Assessmcm
Part 3 = Exhigit A - Contract Dclwcrablu

Date: . D ' )
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. STATE OF NEW HAMPSHIRE . .
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER.SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXHIBIT A
CONTRACT DELNERABLES

J
k

.. An executive summary with ob;er.uves scop-e, background summary of findings, and

recommendations
A repoct which uses the NIST Cybemcunry Framcwork to:
. Desecribe the State of New Hampshire's current cybersecuriry posturs;

il.  Identify and prioritize opportunities for improvement within the context of
a continuous and repestsble process; and

i Déscribe the State ofNew Hempshire's current Framework lmple mentation
Tiers .

[dentification of the techaical or pfogm'mmntic cyber secucity gaps.

Rccommcndmons for eliminating, or at least reducmg, security gaps and increasing
the leve] of cybersecunty maturity

Summary of areas reviewed /. exsmined along with the me!hodolog:es { procedures -
uscd .

A 1is1 of security wesknesses in lhc form of findings, mnl:mg ofn:k severuty, and s list
of pricritized recommendations

- A multi-year securily improvement roadrnap mcludmg edditional re:omm:ndnnons or

future considerations

Rmmmcndstnons on industry standard sccuriry'ﬁ'nmcworks / best practices 1o
1mplement . '

Cost pfOJcctlon! for unplementmg the optional recommendations and roadmap -
including Iabor hours and licehsing for software 100ls :

Listing of sil software 100ls used.to perfon-n the Assessment

Any related reference material

23 DELIVERABLE METHODOLOGY

For each deliverable that requires the vcndor to complete’ an Assessment lhe following
methodology shall be used: .

Vendor ‘shsll prepnre an oullmc of the report which includes a scope statement and
proposed iable of contents for the asse.ssmem report. and provide il to the State for
review and comment,

Vendor shall meet with the State team, no-sooner Lha.n $ Business deys aﬁcr the outline
was provided to discuss the proposed outline and appmach

’ Upon spproval of the. outliie and approach by the ‘State Project Moru:gct the vendor

may commence the analysis/investigation required for the assessment.

Smc of NH Contract 2018-111 Comprehensive Cyber Sccumy Risk Assessment

Part 3 = Exhibig A - Contract Deliverables o ) . '
Date: 2{4’(21& . . .
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXHIBIT A i
CONTRACT DELIVERABLLES

If a1 any time during the analysis the vendor discovers what they consider 1o be'a .-

critical security vulnersbility they shall immediately no:ify the State Project Manager.

During the sssessment ‘the vendor should prov:de a-starus updm on the asussmem
during regular project rneeungs .

Upon completion of the lnnlyn#’nvesugmcn the vendor shall prepare a draft repont

" inconformance with the npproved outlme {Step 3).and provide it to the State for review

and comment.
Vendar thal), no sooner than $ business after submitiing ihe draft report, meet with the.
State team to present the ﬁndinp and discuss the drafl repon.

After consideration of the feedback from the State, thé vendor shnll prepare and submit
8 finai report to the State Project Manager. '

After acceptance by the Suate.Project Menager the vendor may uwou:e for the
deliverable. .

Remalndet of this page intentionally left blank
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STATE OF NEW HAMPSHIRE .
- DEPARTMENT OF INFORMATION TECHNOLOGY
' COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT.SCHEDULE
1.1 NOTTO EXCEED

This is 8 Not 1o Exceed (NTE) with a muirnum Contract velye indicated in the Contract Pant

1, P-37 General Provisions - Block 1.8: Price Limitation for the period between the Effective.
P:37 General Provisions -
Date. The Contractor shall be mponnble for perfommg its obhy:lon; In accordance with

Oaré through the date indicated in Part |,

.Block 1.7: Completion

the Contract. This Contract will allow the Contractor to invoice the Suate for the fotlowing
activities, Deliverables, or milestones appea.nng in the price and paymenl tables below:

‘| Table 1.1: Not toExceed total Project Cost & Payment Dates
Ass.eument ‘ . Estimated Total
- Task Name Duration | Completion | Dellverable | Involce Date
Number . !
Date Cost
. | 1T Asset
C1.3 Inventory and
Managerent
1 Weeks .
Host/Server Total o .
. . 09/20/1 Includ N/A
¢13 | Security (3 Days /20119 1 Included /
Assessment Onsite)
Endpaoint
Cl4 Security
.| Assessment
ForeScout 3 Howrs
CounterACT 1§ (5niie '
Meeting | Final Report © | '09/25/19 included N/A
Scheduling N
Oebrief 180) .
Meeting T

State ofNH Contract 2018-111 Comprchenswe Cybcr Sccumy Risk Asscssmenl )

Part 3 - Exhiby B - Price and Payment Schedule
Date: 2[:252
Contraclnr s nmnts .
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STATE OF NEW HAMPSHIRE
_ DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
. PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Network .
Security and .- )
¢-1.2a Architecture 11 Weehks | 11/22/19 $77,000 11/29/19
| Assessment
. .| Applicatien : . .
€15 | Security 1 7Tweeks | 11/22/39 | $49,000 11/29/19
Assessment -
External
Network R
C-1.2b Penetration 3 WQ‘eks 11/15/19 $21,000 !‘.IIZ 2/19
Test
6 Weeks
{*aot
) :‘:‘;:\:‘o’rL tonsecutive ’
€A | penatration - - weeks, 01/17/20 - | 542,000 01/24/20
Test - accoumlng .
. for Holiday
periods}).
Data Security -
CLE | assessment
Cybersecurity | Sweeks | 02/28/20 | s70000 | 03/06720
and Risk o B
c.1.7 Management
Program
Assessment
Assessment Toral | $259,000

State of NH Contract 201811 | Comprehensive Cyber Sccurity Risk Assessment

Part 3 - Exhity1 B - Price and Peyment Schedule . '
Date:. Ej:sz . - -
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STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY - .
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

. $240,000

Optional ; As .
€2 Services T80 requested (not to T80
. . g:eeed).

‘Project Totsl $499,000

" .2, CONTRACT PRICE ‘ )

11 Notwwithitanding any provision in the Contract lo the contrary, and notwithstanding unexpecied.
circumstances, in no cvent shall the totai of all payments made by the State exceed the amount -
indicated in Part |, P-37 Géneral Provisions - Block 1.8: Price Limitation. The payment by the
State of the tolal Conmc: price shall be the only, and the complete reimbursement to the
Contractor for all-fees and expenses, of whatever. nature, incurred by the Contractor in the
performance hereof,

.21 The State will not be responsible for any travel or. out of pocket-expensés incumd in the
performance of the Services performed under this Contract: The Contractor must esswmic al)
reasonable travel and related expenses. All labor rates will be “Fully Loaded”, including, but
not limited 10: meals, hotel/housing, wirfare, car rentals, car mileage, and out of pockel

expenses,

3. INVOICING

3.1 The Contractor shell submil correct invoices to the State for all amounts to be paid by the State.

' All invoices submitted shall be subject to the State's prlor wrifien approval, which shall not be
unreasonably withhetd. The Contractor shall only submit invoices for Services or Deliverables

as perminied by the Contract, Invoices must be in a formsar as determined by the State and

contain detailed information, including without limitation: itemization of each Deliverabile and
identification of the Deliverable for which payment is sought, and the Acceptance dste
triggering such payment; date of delivery and/or.insiailation; monthly maintenance charges;

any ather Project costs or mtention amounts if applicable. C

32 Upon Acceptnnce of & Deliverable, md 8 properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receept
Invoices will aot be backdated and shall bc promptly dispatched.

33 ALL-INVOICES SHALL BE SENT TO: .
DEPARTMENT OF INFORMATION TECHNCLOGY
BFA . )
27 HAZEN DRIVE
CONCORD, NH 03301

State of NH Contmer 2018-111 Comprehensive Cyber Secumy Risk Asscssm:nl
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STATE OF NEW HAMPSHIRE
"DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 20i8-111 '

PART 3} - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

4.1 ALL PAYMENTS SH.AI..L BE SENT TO THE FOLLOWI'NG ADDRESS

FINANCE DEPARTMENT
NUHARBOR SECURITY

39 RIVER ROAD, SUITE ¢
ESSEX JUNCTION, VT 05432

" 43 Payments shall be made vie ACH. Use the following link to enroll with the State Treasury for
ACH payments: haps://www.nh.gov/ireasury/stale-vendors/index. htm

" 5. OVERPAYMENTS TO THE CONTRACTOR

. The Contrnctor shal) promptly, but no-later than fifteen (15) business days, retum to ‘the State the full
amouni of any overpayment or emoneous payment upon discovery or notice from the Sme ’

1

".6. CREDITS

The State may spply credits due to the State arising out of this Comruct egainst the Contractor'’s -
invoices with appropriate information aruched

7. PROJECT HOLDBACK

"The State shall withhold ten percem (10%) of the lest milestone payment for esch’ asscssment
Deliverable as set forth in the Payment Table above, unlll suceessful :onclusuon of the Warranty
* Period.

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

) _Exhidit C = There are no éhapges to the tenms omline& in the P-37 General Provisions

* Remalinder of this page Intentionally left blank

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment

Pant J - Exhibij C - Special Provisions - _ :
Daie: 2(;2 ZLZ ' .
Contractor's Initisls: 44 . . " .. Pagel4ofds



STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume o)l ressonable wravel and refated expenses. All Isbor rates will be "Fully
: Losded”, including, but.not limited to: rneals holelfhousmg, sirfare,-car renuls car mileage, and out
of pocket cxpenses. .

2. SHIPPING AND DELIVERY FEE EXEMPT|ON
" The Stte wull not pay for any shipping or dellvery fees unless spccuf‘cally itemized in the Conmct

3 ACCESS/COOPERATION

31 As applicable, n.nd subject.10 the applucablc lews and regulations, the State will provide the
Contractor with sccess to all program files, libraries, personsl computer-based "Systems,
Software packages, network Systcms sccunry Syslems and-hardware 83 required (0 complete
the Contracted Services.

32 The State will use reasonsbie effons to prnvi&!e -approvals, authorizations, and degisions
- reasonably necessary 10 sllow thc Conmc}or to perform its obligalions under the Contracl,

' 4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access 1o al) Statc-owned documcnts. materials, reports, and -
other work in progress relanng to this Contrect.. Upon expiration or termination of the Contract with
the State, the Contractor shall turn over all State-owned documerits, materinl, reports, and work in
progress relating to this Contract to the State a1 no additional cost to the Suate. Documents must be

. provided in bath printed and electronic format .

5. RECORDS-RETENTION AND ACCESS REQUIREMENTS

5.1 . The Contractor shall agree to the conditions of sl apphcable ‘State dnd federal laws and
regulations, which are incorporated herein by reference, regardmg retention and acéess
requirements, including without limitetion, reteiition policies consistent with the Fedcral,
Acquisition Reaulanons (FAR) Subpm 4T Conmctor Records Retention.

£2  The Contractor and its Subcontractors shall maintain books, records, documents, and other -
evidence of eccounting proccdum and practices, which properly and sufficiently reflect ol)
direct and indirect costs invoiced in the performance of their respective obligdtions under the
Contrect. The Contractor and its Subcontraciors shall retain all such records for three (3) years
following termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one {1} year following the termination
of al) litigation, including the termination of alk appeals or the expiration of the appes) period.

4.3 Upon prior notice and subject to reasonabile nm: frames, ail such records shall be subject 1o
inspection, cxammanon audit and ¢opying by personnel 50 autharized by the Stste and federnl

" State of NH Contract 2018111 Comprehcnsivc Cyber Security Risk Assessmeni -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECH'NO'LOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

officials so authorized by law, rule, regulation ar Contracy, as applicable. Access to these ifems
shall be provided within Merrimack County of the State of New Hampshire, unkss otherwise
sgreed by the State, Delivery of and access 10 such records shall be at no con 1o the Stare
during the three (3) year period following terminstion of the Contract and one (1) year term
following litigation reisting to the Contracy, including all o.ppeals or the expiration of the appes|
period: The Contractar shell include the n-.cord retention and Review requirements of this
lecuon in any of its subcontracty.

5.4  The Swste egrees ihat books, records, documents,-and other evudcnce ‘of aceounting procedures
and prectices related 1o the Contraclor's cost structure and profit factors shall be excluded from
the Stare’s Review unless the cost of any other Services or Deliverables provided under the
Contrect is calculated or derived from the cost structure or profit fectors. .

6. ACCOUNTING REQUIREMENTS

* The Cantracior shall maintain an sccounting System in sccordance with Generally Accepled
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
Sysiem and the Contractor shall maintsin records. pertaining to the Services and all other costs and

expenditures.

. Remainder of this page intentionally left lank
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" STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

. PART 3 - EXHIBIT E
MANAGED AND PROFESSIONAL INFORMATION SECURITY stnwcss

STATE MEETING AND REPORTS . )
Lt " The State believes that effective cdmrmunication and repomng are essential to Pro_;ect success.

1.1_ The Contractor Key Project Staff shall participate in mc.enny as requested by the State, in
aceordance with the requirements and terms of this Contract, )

8. lotroductory Meeting: Perticipants will include the Contraclor's Key Project. Staff .
snd State Project feaders from both the Department of [nformation Technology and
The Contractor. This meeting will enable leaders to become acquainted and establish
any preliminary Project prOc:dum

b. Kickoff Meetlng: Pammpams will include the State and the Conmcior 3 Project Team
_and major stakeholders. This rnettmg is to esublush a sound foundstion for ncnvmes
that will follow,

¢.. Status Meetings: Pimicipams will include, ot the minimum, the Contractor's Project
Manager and the State Project Manager. These meetings will be conducted at least bi-
weekly and.address overall Project status and any additional topics needed 10 remain
on Schedule and within budgel. A status and error repont from the Contracior shall
serve os the basis for discussion,

d. The Work Plan: must be Reviewed i elch Status Meeting and updnted “at minimum,
on a bisweekly basis, in sccordance w:lh the Contract. .

e. . Special Meetings: Need may erise for . specual meenng with State Ieadm or Projcct
’ sukeho!dm to eddress specific-issues., .

f. Exll Meeting: Participants will include Project leadérs. from. the Contractor and the
- State. Discussion will focus on lessons leamed from the Project and on follow up
options that the State may wish 1o consider.

13 The Statc expects the Contractor to prepure agendas a.nd background for and minutes of
" meelings. Background for each status meeting must inctude an updated Work Plan. Druhmg

of formal presentations, such as & presenmuon for the kickoff meeting, wlll also be the
Contractor’s responsibility.

1.4 *~ The Contractor's Pro;ecl Manager or the Contractor’s Key 'Prdjcct Staff shall submit monthly
status reports in sccordance with the Schedule and terms’of this ‘Contract.  All status reports
shall be prepared in formats approved by the Stare. The Contractor’s Project Ménager shali
assigt the State's Project Manager, or itsell produce reports relsted to Project Mansgement 3.

- reasonably requested by the State, all ot no edditional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at 8 minimum, the following;:
8. Project status relsted to the Work Plan; '
. b. Deliversble starus; -

Accomplishments during weeks being reported;
d." Planced activities for the upcoming two (2) week period;.

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 ) '
PART 3 - EXHIBITE
MANAGED AND PROFESS[ONAL INFORMATION SECURITY SERVICES -

& Future sciivities;
f. lssues and concemns requining resolution; and
§- Report and remedies in case of falling behind Schedule:

1.5 As reasonsbly requested by the State, the Contractor shall provide the State with information

or reporis regarding the Project. The Contractor shall prepare special reponts and presentations

'relating 10. Project Management, and. shell assist the -Stele n preparing reports and
presentations, as mmably requested by the Smu, sl at no additional cost 10 the Siste,

2 ASSESSMENT STRATEGY

2.1 KEY COMPONENTS

The Comractor shall employ an industry. stnndurd lmplemenunon steategy with a8 timeline set
forth in accordance with the Weork Plan:

8. The Contracior and the State shell adopt a chang: mnnagemen! upprouh 10 identify
and.plan hey strategies and communication initigtives,

. b. The Contractor’s team will provide training templates ss defined in the Training Plan,
. which will be customized to address the Swie's. specific requirtmcnu. Decisions
regarding formay; conlent, styte, and presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as funcuorul:ly is
defined and configured.

.¢. The Contractor shall manage Pnojecrexecution and provide the tools needed to create -
and mansge the Projeél 8 Work Plan and tasks, manage and’ Schedule ijm s ff,
treck and manege issucs, manage changing roqmn-.mcnu maintain communication
within the Project Team, and repon sutus. . -

d. The Contractor shall adopt en Implemcnmnon time-line eligned with the State's
required time-line, . - :

1.2 TIMELINE

The timeline is set forth in the Work Plan: During the initial planning period Project task end.
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Projeci standards and procedures finalized, and team treining

' initiated. Timing will be structured to recognize interdependencies berween applications and -

structure 8 cost efective and timely execution.. Processes will be documented, training
established, and the spplicetion will be ready for implementation in accordmce with the Work
Plan.

1.3 CHANGE MANAGEMINT ANDTRAMG

The Contractor's change. management end training services shall be focused on. devclopmg
change management and troining strategies and plans; [is appmch relies on State fesources,
for the exccunon of the change management ¢ and end user tenining. .

State of NH Contract 2018-111] Comprchcnswc Cyber Security R:sk Assessment

Pant 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
- CONTRACT 2018-111
PART 3 - EXHIBIT E ' '
MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
' . DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 20i8-111
~ * PART 3-EXHIBITF
TESTING SERVICES

" Exhibit F ~ Not Applicable to this Contract

" Remainder aof this page intentionally I‘¢_ﬂ bdenk
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT G
MAINTENANCE AND SUPPORT SERVICES

" Exhibit G ~ Not Applicable 1o this Contract .

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE . -
DEPARTMENT OF INFORMATION. TECHNOLOGY = -
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT-
CONTRACT 2018-111
PART ) - EXHIBIT H
REQUIREMENTS

Exhibit H - Attachment 1: Project Requirements is hereby incorporated wi'thjn.

Remainder of this page intentionally left blank
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: STATE OF NEW HAMPSHIRE
. -DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
' CONTRACT 2018-111
PART 3 - EXHIBIT |
WORK PLAN

The Contreclor’s PrOJeCI Manager and'the Stote Project manager shall ﬁnaluzc the Work Plan for
Implementation within thirty (J0) business days of the Effective Date end further refins the tasks
required to implement the Project. Continued development and management of the Work Plan is s

" joint effort an thc. pant of the Contractor and Suu: Project Managers.

The preliminary Work Plan for Project execution crested by the Contractor and the State is set fcmh

.at the end of this Exhibit,

In conjunction wilh the Contrector's Project Management melhodology, whuch shall be used to
manage the Project’s life cycle, the Contractor team and the State shall finalize the Work Plai ot the
onsei of the Project.” This pian shall identify the tasks, Deliverables, major milestones, task

' ‘dependencies, and 8 payment Schedule required 10 implement the Project. It shall also sddress intra-

task dependencies, resource allocations (both Statc and Contractor's team members), refino the
Project’s scope, and establish the Project's Schedule. The Plan is documented in accordance with the

- Contractor's Work Plan and shall utilize soﬁwm thet is agreed upon by both parties to support the

ongoing management. of the Project.

1. ASSUMPTIONS - .

1.1 GENERAL.

8. The State shall provide team mcmbers with decision. rnllung suthority to support the
Implementation efforts, et the level outlined in the Request for Pmposal Document
Suate Staffing Matsix.

b. Ali State thsks must be pcrfonned in eccordance with the revised Work Plan,

¢. - All.key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the Sute Project Manager for resolulion,

d. Any.sclivities, decisions or issues taken on by the State that affect the mutuslly agreed
upon Work Plan timeline, scope, resources, end costs shall be subject to the identified .
Change Contro! process. :

e. The Contractor shall maintain an ac.coummg Systcm m accnrdmce with Generslly
Acceptcd Accounting Prmclplcs (QAAP).

1.2 PROJECT MANAGEMENT
. The Stete shall approve the Project Mlnlg:mcnr Mclhodology used for the PijBcl

h The Statc shall provide the Pro_qeci Team with rusonnblc access (o the State personnel
a3 needed 1o complete Project tasks.

c. A Project folder created within the State System shall be used for centralized ;(onge
end retrievel of Project documenu ‘work prodqcls. and other material and information -
relevant 10 the success of the Project and required by Project Team iembers. This
centra) repositary is secired by determining which team members have sccess to the
Project folder and geanting either view or read/write privileges. The Conirector's

State of NH Contract 2018-) () Comprehcnswc Cyber Security Risk Assessmeni
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART } - EXHIBIT. |

WORKPLAN -

1.4

1.5

1.6

- 1.7

Project Managcr will establish and maintain this folder. Thc State Pro;cct ‘Manager
- shall'spprove access for the State team, Documeniation can be stored locslly for the

Contrector snd State team on a "shared” network drive (0 focililate case and speed.of -

access: Final versions of all Documentation shall be foaded to the State System.

d. The Conrrsctor assumes that en Altemate Project Manager may be appointed from lime
to time to handle reasonable and ordinary ebsences of the Project Manager.
CONVERSIONS (NOT APPLICABLE)

The Contractor Team's proposal is based on the assumplion thai the State’s rc:hmcnl team is
capabie of implementing, with assistance from the Contractor's techiical team, a subset of the
conversions. The Contractor's Team shall tead the Staie with the mapping of the Iegacy Data
to the Contracior's appltcauons Additionally, lhe Contractor's Team shall:

.a; Provide the State with Contracior's spplication Data requirements and examples, of -
Deto mappings, conversion scripts, and Data loaders. The Contractor's Team shall
identify the APIs the State should use in the design and.davelopment of the conversion.

b. Provide guidance and assistance wnh the use of the Data loaders and conversion seripts
provided,

¢. Lead the Review of functional end technical Specifications.

d. Assist with the resolution of problcms and issues associoted with the devclopmenl and
' lmplcmentuuon of the conversions. . Co

PROJECT SCHEDULE
The project is plnnned to begin within 30 days of contrac! approval.‘

REPORTING
The Contractor shall conduct status m:cnngs, and provide rcporu that m:lude but are not
limited to, minutes, action items, test.results, and Documentation as mutually agreed upon.
USER TRAINING (NOT APPLICABLE) ,

s, The Contractor’s Team shall lead the development of the cnd-user training plnn

b. Truin the trainer npproach shall be used for the delivery.of end-user mmmg

¢ The Stateis rcsponslblc for the delivery of end-user training.

.d. The State shalt Schedule and track attendance on el end-user training classes.

SCENARIO TESTING

The Contractor's Team shall prowde o test workshop to identify the key scenarios to be tested,
the approach and tools requm:d and bc:l practices information on performance teshng

Siste'of NH Contract 2018-111 Comprehensive Cyber Sccunry Risk Assessment
Part 3 = Bxhipit | = Work Plan
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. STATEOF NEW HAMPSHIRE
" DEPARTMENT OF INFORMATION TECHNOLOGY.
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-11)
PART 3 - EXHIBIT I

" . WORKPLAN .
1. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1 CONTRACTOR'S TEAM PROJEC"I" EXECUTIVE

The Contractor Teem's Project Executives (Contractor and Subcontractor Project Executives)
shall be responsible for edvising on and monitoring the quality of the Services throughout the
Project life eycle. The Project Executive shall ndvise the Contractor Team Project Manager
and the Stata's Projoct leadership on the best practices for |mplem¢n||ng the Contractor

- Sofrware Solution within the State. The Project Exccutive shall participsie in the dcﬁmuon of
the Project Plan and provide gundancuo the Sme s Team.

22 CONTRACTOR'S TEAM PROJ’EC‘!‘ MA.NAGER
The Contractar Tum Project Manager shal) have overs| rr.sponsub:hry for the day- to-day‘ .
management of the Project and shall plan, track, and manage the activities of the Contrecior's
Implementation Team. The Con(ﬂclor Team Proje:t Manager will huve the following
respansibilities: .

a. Mainiain communications with the State’s Project Manager; -

b. Work with the State in planning and conducting a kick-off meeting;
¢. Create snd meintain the Work Plan; ’
d

- Assign the Contractor . Team consultants 1o tasks in the Implementation Project
according to the scheduled staffing requirements;

"Define roles and responsibilities of-all the Contractor Team members;

L]

Provide updated progress reports 1o the State Project Manager upon request;

g. Notify the State Project Manager of requirements for Siale resources in onder to
provide sufficient lead time for resources to be made available;

b. - Review task progress for ;ime.'qynlity, and accuracy in arder to schieve ﬁmgfess;

. Review ;cquir:mcnrs and scheduling changes and ideatify the impacton the Project in
_ order to identify whéther the changes may require a change of scope;

j. Implement scope and schedule changes as suthorized by the State Project Manager and
with appropriate Change Control approvals as identified in the [mplementation Plan;

k. [aform the State Project Manager and staff ol any urhenl issues if and when they arise;

I Provide the Sisic completed Project Deliverables and obtain sign-off from the Siste's
Project Manager,

m. Manage handoff 1o the Contractor operational staff;

n. Manege Transition Services as nceded.

State of NH Contract 2018-111 Compr!:hcnswe Cyber Security Risk Asmsmcm .

" Part3- xh it| - Work Plan ‘ . .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMEN’T
- CONTRACT 2018-111
PART ) -EXHIBIT I
- WORX PLAN

.13  CONTRACTOR'S TEAM ANALYSIS
The Contrector Team shall conduct analym of requirements, vnh'dale the Contrector Team's
understanding of the State husmcu requlrcrncnu by application, and perfon'n business
requirements mapping:
8. - Construct ond confirm lpphnilon test case scenarios;
b. Produce npphcmon configumstion definitions and :onl‘sure the applications;
¢. Conduct testing of the configured spplication;
d. Conduct follow-up mectings té obtain feedback, results, and concurrence/approval
from the State;
2.4 CONTRACTOR'S TEAM TASKS’
The Contractor team shall assume the following tasks:

Oevelopment and Review of funcnonai and techmcal Specification to defermine that
they are a1 an appropriate level of detail and qunlnry,

3. STATE ROLES AND RESPONSIBILITIES

. The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Martter Experts’ time will vnry based on the need determined by the State
Leads and.thé phue uf the Implemenlsnon

3l STAT[ PROJECT MANAGER

The State Project Manager shalt work side-by-side with the Contractor's Project Menager. The,
role of the Siate Project Mansper is to manage State resources (IF ANY), facilitate completion
of &1i tasks assigned to State staff, and communicate Project status on o regular basis. The State
Project Manager represents the Stote in all decisions on Implementalion Project maers,
provides all necessary support in the conduct of the implementation Projéct, and provides
necessary State resousces, as defined by the Work Plan and as otherwise identified throughout
the course of the Project. The Siate Project Manager has the following responribilities:

8. - Plan and conduct a kick-off meeting with assistance from‘th.e Contractor's tesm;
b. Assist the Contractor's Project Mgnnge} in the development of 8 detsiled Work-Plan;
e. [dentify and secure the Siate Project Team members in accordance with the Work Ptan;-

d. Define roles and responsibilities of all State Projeci Team members assigned to the '
" Project; ' . ’

Stale of NH Contract 2018-1 11 Comprehennvc Cyber Securuy Risk Assessment
Pan J - Exhibit | - Work Plan
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. -STATE OF NEW HAMPSHIRE -

. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3 -~ EXHIBIT |
WORK PLAN

e. |dentify and secure access o sdditionsl State end-user staff as needed to support
- spcmﬁc erens of knowledge if and when required (o perform certain Implementation
-usks ' .

(.. Communicate issucs to $tate managerhent as necessary lo secure moluhon of sny
marter thal cannot be addressed at the Project level; -

g lnfo'rm the Contractor's Project Manager of any urgent issues if and when they srise;

h. Aum the Contractor's team slnl’flo obisin requested mformanon |fand when required
10 pcrl'crm certain Project tasks; : '

i. Maneage hendoff to State opcml:onll staff, and
i Mnnngc State saff during Transition Services o5 n:eded

32 STATE sumcr MATTER EXPERT(S) (SME)

. The role of ihe State SME is ro assist spplication teaing with an understanding of the Staté's
current bulmess practices and processes, provide agency knowledge, and. participate in the’
Implemenunon Responsibilities of the: SME include the following:

Be thc key user and contact for their Agency or Department;

Anend Project Team iraining and acquire in-depth funclional knowledge of the
relevant apphcanons

T »

c. . Assm in valideting ead documemmg user requirements, u needed;
d. Assnst in'mapping business requnremenls

e Agsist in constructing lest scripts snd Data; AND

[. Anend Project meetings when requested.

33 STATE TECHN]CAL LEAD
The State’ schhmcal Lead reports 10 the State's Project Manager and ] respcnublc for leading
and managing the State’s technical tasks. Respons;bnlmes include: :

] .
a. - Anend technical training as'necessary to suppoct the Project:
b. Asmt the Suate and the Contracter's Tcam Project Manaacrs to establish the dm:lcd
Wo:k Plan;

< Manage the day- :o—dly aclivities of the State's technical resources assigned to :he
Project, , )
d. Work with State IT managemem to obiain State technical resources in accordnncc with
" the Work Plan;

e Work in portnership wulh the Contractor and lead the State echnical stafl's effons in _
documenting the technical operational procedures and pro:esm for the PI‘OJGCI This

State ofNH Contrect 2018-111 Comprehenswe Cyber Secumy Risk Assessment
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 : :
PART ) - EXHIBIT I
WORK PLAN.

is 8 Contractor Deliverable and it will be expested that the Contractor will lesd the
overall effort with support end assistance from the State; and

f. Reprcscm the technical eflorts ur the Siate a1 Project meelings as requested.
4. SOFTWARE APPLICATION (NOT APPLICABI..E)
‘ S. CONVERSIONS (NOT APPLICABLE)
6: INTERFACES (NOT APPLICABLE)
R} APPLICA_T_IZON_MOD!FICATIOI.V'(NOT APPLICABLE)

8. . PRELIMINARY WORK PLAN ,
The following Table 8.1 provides the preliminary sgreed upon Work Pian for the Contract.

‘| Table 8.1: High Level Preliminary NH Project Plan.
Assesament Task Name : Durstion . Start | Fiobh
Number . . T
c-1.1 IT Asset (nventory and
’ | Menagement
HosVServer Security TWecks Tol (30ay3 | g9 | 20-8ep-19
1€-1.3 . Onsite)
Agaeszment ) . .
- Endpolnt Security
C14 Assessment
For‘tScoul CounterACT = . . .
Meeting Fins! Repon Debrief J Houns (0'.}";‘5-)3"‘““"“‘ 25-Sep-19 23-5ep-19
Meeting . . ’ .

Staie of NH Contract 2018-1 1 | Comprehensive Cyber Security Risk Assessment
Part 3 = Gxhipit ) - Work Plan
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY -

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTR.ACT 2018-111 .
PART 3 - EXHIBIT [ - '
WORK PLAN.
Network Sccurity end N - ' A
¢12 Archileciure Asacasment A Weelu. 9';“"'9 | 3Nov-19
. Applicatian Securiry ' . 59, .
C-15 Atsessment 7 Weeks 7-0c1-19 21-Nov-19
| External Network i L
C-15a | Penetration Test 3 Weeks .28-0c}-|9 .IS-Nov-I9
- 6 Weeks (*not consecutive
C-1.5b :,T::;:t::‘::: weeks, accounting for - 18-Nov-19 17-Jan-20 .
: Holiday periods)
C1.6 | Dann éccuriry Assessment
$ Weeks 1 . 27-lan-20 28-Feb-20
Cybersecurity and Risk ’
1617 Mansgement Program
Adgessment
‘Remainder of this ;':ngt intentionally left blank
Staie of NM Contract 2018-) 1 1 Comprehensive Cyber Seeurlty Risk Assessment
Part J - Exhipit I - Work Plan
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. STATE OF NEW HAMPSHIRE :

. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3-EXHIBIT J

S5OFTWARE AGREEMENT

* Exhibil J « Not Applicable to this Contrect

" Remainder of this page Intentionatly left blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
| CONTRACT 2018-111

PART 3= EXHIBIT K

L

WARRANTY & WARRANTY SERVICE

WARRANTIES

1.2

13

i4

1.5

SYSTEM (NOT APPLICABLE)

The Contractor warrants that the Deliversbley will operate and conform.to the Specifications,
terms, and requirements of the Contrect:

" SOFTWARE (NOT APPLICABLE)

1.2.t  The. Contractor warmants that the Deliverable, including but not Iil:nit_ed to the

" individuel modules or functions furnished under the Contract, is properly functioning
within the System, compliant with the requirements of the Cantract, and will operste

" in sccordence with the Specifications und Terms of the Contract. ’

122 For eny Breach of the above Sofrwire Waranty, the State's remedy, and the
Contractor's entire liability, shallbe: '

8. The correction of program crrors that ceuse Breach of the Warranty, or if the
Contractor cannot substantially. correct such Breach in & commercially
reasonable manner, the State may end its program license il any and recover the

" fees paid 10 the Contractor for the program license and any. unused; prepaid
‘technical support fees the State has paid for the program license; or

b. The re-perfonmnce of the deficient Services; or

¢. Il the Contractor cannot submnlully correct & Breach in & commercially
reasonable manner, the State may end the relevanat Services and recover the foes
paid to the Contractor for the deficient Services.

NON-INFRINGEMENT
The Contractor warrants that it has good title to, or the right 0 nllcw the Suue to use, il

. Services, equipment, and Software (“Masterisl™) provided under this Contract, and that such

Services, equipment, and Software do not'violate or infringe any patent, tredemark, copyright,
trade name or other intellectual propérty rights or misappropriate 8 trade secret af any third

party. : . . -
VIRUSES: DESTRUCTIVE PROGRAMMING

The Contrector warrsnts that all Software used shall nol contsin any viruses, destruttive
programming, of mechanisms designed to disrupt the performance of the Sue of New
Hampshire Network and Systems in sccordance with the Specifications. -

COMPATIBILITY (NOT APPLICABLE)

- The Contractor warrants that all System components, .including but not limited to the

components provided, including any replacement or upgraded System Software comgponents

. State of NH Conmcl 2018-11 I Comprehensive Cyber Securiry Risk Alsessmcnt
Pan 3 - Gxhibit K = Warranty and Warranty Services
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNQLOGY
COMPREHENS!VE CYBER SECURITY RISK Asssssmem
CONTRACT 2018-111

. PART 3 - EXHIBIT K
- WARRANTY & WARRANTY SERVICE

provided by the Contractor to correet Deficiencies or as an.E,nhuncemcnl. shall operste with-
the rest of the System without loss of any functionality. '

1.6 SERVICES o
The Contractor warrants thal all Services to be provided under the Contrect will be provided
expediently, in a professional manner, in sccordance with industry standards and that Services
will comply with performance standerds, Specifications, end terms of the Contract.

1.7 PERSONN'EL

The Contractor warrants that all personnel engaged in the Services :hall be qualified to perform
the Services, and shal) be properly h:cnscd and otherwise au!honud to do so under all’
applicable laws..

1.8 BREACH OF DATA

The Contractor shall be solely liable for costs associated with any Breach of State Data housed
81 their location(s) including but net limited to notification and any damages assesscd-by the
couns, .

z

2. WARRANTY PERIOD

The Warranty Period shall remain in effecs unlil the conclusion or termination of this Contract end any
extensions, with the exception of the Wnrrumy for non-mfnngemenl which shall survive the
“termination of this Contract.

"Remairder of this page Intentlonally left blank
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-113
PART J-EXHIBIT L
TRAINING SERVICES

Exhidit L - Not Agplicable 10 this Contract

. 'Remainder of this page Intantionally left blank

State of NH Contrect 2018-111 Comprehensive Cyber Security Risk Assessment
Part X - Bxhipil L - Training Services

Date: :
Contracior's Initials: kﬂ/ ‘ _ - ) Page 33 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY,
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-§11
PART ) - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFER.ENCE

-,Sme of New Hampshire,. Dcpmmenl of Information Tochnology RFP-2018-111. Comprch:nswc Cyber -
- Security Risk Assessment is heredy incorporated by reference as fully set forth herein.

_ Remainder of this page intentionatly left blank

Stateof NH Contract 2018111 Comprehenswe Cyber Sccunry Risk Assessment
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" STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION. TECHNOLOGY.
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT .
. CONTRACT 2018-111 .
PART 3 - EXHIBIT N
VENDOR PROPOSAL, BY REFERENCE

Vendor Proposal Response to RFP 2018-111 Comprehensive Cyber Security Risk Assessment dated
February 14,2015 is hereby incorporsted by rcfcrl:nq: as fully set forth herein.

" . Remainder of this page intentionally left dlank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3- EXHIBITO
CERTIFICATES AND ATTACHMENTS

Anlu:he’d are:

A. Exhibit H Requirements - Arachmeni 1
B. Contractor's Certificale of Good Standing

- C. Contractor's Centificate of Vote/Authority
D. Contracior’'s Centificate of Insurance

Remainder of this page intentionoily left blank
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~ State of 'N'ewj Hampshire
Department of State:

CERTIFICATE

[, Wiltiam M, Gudncr..Scemnry of Sitie of the State of New Mpnhim. do hereby cenify that NUHARBOR SECURITY
INC. is ¢ Vermont Profit Corpuuiéu registered (o transact busineds in New Hempshire'on November-(0, 2015, | further cenify
that 3] fees and documents required by the Secretasy of Siate’s office havc‘bcgn received and B in good standing as far us this

office is concerned.

Business |D: TIS138
Centificate Number: 00045)485%8

IN TESTIMONY WHEREOF,

| hereto-sel my hand and cause to be affixed
the Seal of the Suie of New Hempshire,
this l'ﬂ day of July AD 2019

Fir B
Willism M. Cardner C
Secrelary of Stne




(Corporstion With Seal)
1, Justin Fimlald, do hereby represént and ccnify that; : Y

(1) ) um Managlag Director of NuHarbor Sccurity. an S-corporntion (the
"Corporttion"”),

(2) | maintain and have custody of and am familiar with the Seal and the minuies of the
Corparation.

() | am duly authorized to issue cenificates with respect to the contents of such books.

(4) The following statements are true and accurmo based on'the resolunons adopted by

the Board of Directors of the Corparation a1 a meeting of the said Board of Directdri

held on August 3™, 2018, which meeting 'was duly held in accardanu wuth Vermont
" law and the by-laws of the Corponmon

(5) The signawre of Ketherine Cheaney, Director of this Corporation affixed io any
contract instrument or document shall bind the corporation to the terms and conditions
of the contrect mstrument or document. . . .

(6) The forcgomg signature suthority has not been revoked, annulled or amended in sny
manner whatsoever, and remains in full force and effect as ofthe date hereof,

N WITNESS WHEREQF, | have hereunto s my hand as Maoaglog Director of the -
Corporation and have affixed its corporate seal this 19 of August, 2019.

(SEAL)

STATE OF Vermont -

COUNTY OF Chlmnden

On tms the 191b day of August, 2019, before me, Justia Fimlaid, personally appeared
and acknowledged himseif to be the Madsging Director, of NuHarber Security, 8
Yermont corporation, and that she/he, as such being authorized to do so, executed the
foregoing instrument. . c :

N WITNESS WHEREOF- Ybereunto set r'n'y hand and officiel scal.

Kelsey Adams, Nots . u l!c.all9ll9

My Commission Expires: Jaauary 31,2021



A,C@,' CERTIFICATE OF LIABILITYINSURANCE : [ e

$/37/3019
'I'Hl! CERVIFICATE I3 {B3UED AB A MATTER OF INFORMATION ONLY AND CONF(RI RO RIOHTO UPON THE CERTIFICATE HOLDER THIS
CERTIPICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, €XTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
OELOW THIS CARTIFICATE OF INSURANCE DOL S8 KOY COHITITUT! ACONIRACT QETWEEN THE 1$8UING NSUREH(I) AUTNORIZED

* REPRESENTATIVE OR PRODUCER, AND THE.CEATIFICATE NOLO!R " .
MPORTANT: Il the cariificats holdsr s 8n ADOITIONAL INSURER, Ih# pollcyie) muol be endorsed. ! SUBROGATION 13 WAJV'!D subjeci to
the te1ms and conditions of (he policy, cartaln policies may reguire an andomement. A statament.on lNu cortificate dowa nol unlu rights 1 the
eoritlicale helder In lllu of such -ndenunm{-}

rasein . . Tiwt:" Tracis Higglns ]
Wineeski, LiC : - ) MR {002)] 635-9000 I'.ll_ém“"“"‘““
2300 8t. Geergs Rosd . - ‘ Eﬁ:" tracishieinecsdi.com
. - - - .
Jvilitaten VT 03493 HyyR{hs Travelers ’rgg’_rty'c-‘wnlu Ins Co 28163
s © Dmaverany - : a
MuRstbar Bscurity, Inc. ) [ ] . _ o
I River Asad 14 i | wavetny,
o - © NECT. T
Eeasx Jat VT 03432 .m E . .
COVERAGES ' . CERTIFICATE NUMBEA: cunnnln - B REVISIOM NUMBER:
ATIFY THA IN USTEO BELUW KA 1 THE INSURED MAMED Y PLAIOD

INDICATED. MOTWATHSTANDING ANY REQWIREMENT, TERM OR CONOITION OF ANT CONTRACT OR QTHER DOCUMENT WATH RESPECT TO WHICH THIY
CAATIFICATE MAY BE LSSUED OR MAY PERTAN, THE INSURANCE AFFORDSEO0 Y THI POUCIES D SCAISED KEALWN 1S SUBJECT TO ALL THE TERMS,
LXCLUSIONS AND CONDIMONS OF SUCH AOUCIES, LIMITS SHOWN MAY HAVE BEEN REOUCED BY PAID CLAIMY.

[ TYPS 08 MEURANCE Fn‘_ MYy M C . umme
X | COMMERCIAL QERERAL LWIRUTY ] o . s ALK . ' 1.000.000
A .} coamsannct @ octum ) . i 160,000
IO TS . e | enriense | uno axe paiy g parseny  1s 3,000
- . LD §5P fAy o
. i .. : . PERIOMA SV ARy 13 Wev Insludad
QLA ASSRLDATE LT APPLED PR - L e man 4,000,000
Y i D \oc ' ot " |proougrs . comromand |t 4,000,000
lopaw . : i [ : _
[+uromcand ussaTs ] . w_‘m““l‘_‘uim' ] 1,000,000
A MCOLY MAMY (P parwpn} | 4
B &LMI! : - FUTLAIE " s7i2a000 | ofir/aele | SOTRY BLAY (Pe i) | §
T . PRSI SaIEY t
i "RED W re- o .
WAL LS ootum L . GACH OCCYMRDely [
— - .
[raryeny fuacwng | ‘ . AQORIOATE 1
oeo | - Ineremomy : i
WORREAS CORPM DAL N ] ._.h'ﬂnm T IiF
ARG LN RLOTERE LIAARITY el - , -
ey emorer oyt #w D' nE . | L aoe accotnt - 1)
(owdrimy in r-rhe ’ T L an
St Of 07 DAY POy b f .
A |Cyhsr Liabllicy nunn X [TARTS )] Wit | e . . l.’on.m
Profansionsl Liakdiity D s . v | e | s 3,000,000

DA TPTION OF OeRATIONS 1 LOCATIONS | YOMCLES (ACORD 191, Aftipons Ramarts bunadiie, me) B SIS By o sda b A and)

CERTIFICATE HOLOER CANCELLATION

$HOULD ANY OF TKE ABOVE DISCATSLD POLICIES O CANCELLED BEFORE
THE EXMAATION DATE PMEREOR, HOTICE WiLL 8E DELVERIDIN  *+

" Otate of ¥ - Departaent of Informstion 7 ACCORGANCE WITH THE POLICY PROVIBIONY.

Attn:Danié Goulet
. 27 Raten Drive

Congord, NN 03301 wngERD ST _ _
. c - -, . -
L ' Tracie Migglns/Taa J‘q:.‘%\na i
. : - . ; ) "o1 14 ACORD C TON. Al rights reserved.
ACORD 28 {201401) The ACORD nama snd loge are ragistsrsd marxs of.ACORO ’ :

INSO2S (1epy



