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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

May 12,2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of
Revenue Administration (DRA) to amend the contract with NuHarbor Security, Inc. of Essex
Junction, VT, (VC# 273554) by exercising a contract renewal option and by increasing the price
by $98,000 from $499,000 to $597,000, extending the completion date from June 30, 2023 to
June 30, 2024, to conduct a multi-faceted security assessment on the Revenue Information
Management System (RIMS), effective'upon Governor and Executive Council approval through
June 30, 2024. The original agreement was approved by Governor and Executive Council on
October 2, 2019, Item #24 and amended on May 06, 2020, Item #74 and June 2, 2021, Item 5b.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Department of
Revenue to reimburse DoIT is 100% General Funds.

CAT#-DEPT#.AGENCV#-ACTIVITV#.ACCTG unit#-:
DEPTNAME-ACCTG UNIT NAME . ^ /
CLASS-OBJECT-ACCOUNT DESC '

Activity
.  Code

FV 2023 , TOTAL AMOUNT^

01-03-03-030010-76840000 - DoIT-IT for DRA

038-500177 IT Technology Software
03840098 $98,000 $98,000

EXPLANATION

NuHarbor Security, Inc. will conduct a multi-faceted security assessment of DRA's
implementation of the Revenue Information Management System (RIMS). The detailed
assessment will be a comprehensive catalog of observations for each NIST SP 800-53 control
family assessed during the engagement. A penetration test of the Web Application Portal, Granite
Tax Connect (GTC) will be performed as required by IRS Publication 1075.

"Innovative Technologies Today for New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

Denis Goulet

DG/ik

DoIT #2018-1110

RID: 69520

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr„ Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

May 12, 2022

Lindsey M. Stepp, Commissioner
Department of Revenue Administration
State of New Hampshire
109 Pleasant Street

Concord, NH 03301

Dear Commissioner Stepp,

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved the Department of Revenue Administration's (DRA) request to amend a
contract with NuHarbor Security, Inc. of Essex Junction, VT, as described below and referenced
as DoIT No. 2018-1 lie.

The purpose of this request is for NuHarbor Security, Inc. to conduct a multi-faceted
security assessment of DRA's implementation of the Revenue Information Management .
System (RIMS). The detailed assessment will be a comprehensive catalog of observations
for each NIST SP 800-53 control family assessed during the engagement. A penetration
test of the Web Application Portal, Granite Tax Connect (GTC) will be performed as
required by IRS Publication 1075.

This amendment will increase the price limitation by $98,000, from $499,000 to
$597,000, and extend the completion date from June 30, 2023 to June 30, 2024.
The contract amendment shall become effective upon Governor and Executive
Council approval through June 30, 2024.

A copy of this letter will accompany the Department of Information Technology's
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2018-1 lie

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111
Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #24, and amended on May 06,
2020, Item #74 and June 2,2021, Item 5b (hereinafter referred to as the "Agreement"), NuHarbor Security,
Inc., (hereinafter referred to as "Contractor") agreed to supply certain services upon the terms and
conditions specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed
by the parties thereto and approved by the Governor and Executive Council unless no such
approval is required under the circumstances pursuant to State law, rule or policy;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Department wishes to have the Vendor conduct a multi-faceted security assessment of the
Department's implementation of the architecture provided by FAST;

WHEREAS, The Vendor agrees to conduct a multi-faceted security assessment of the Client's
implementation of the architecture provided by FAST;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30,
2023 to June 30, 2024;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $98,000 to bring the
total contract price to $597,000;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2023 to
June 30, 2024.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $98,000 from

$499,000 to $597,000.

Initial all Pages
Contractor Initials krc Date 5/10/2022
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

CA-SEC

3. Amend Exhibit B Section 1. Payment Schedule by adding Table 1.2 Department of Revenue
Administration Security Assessment as follows;

Table 1.2 Department of Revenue Administration Security Assessment

Description

Technically Oriented Controls Assessment

NIST 800-53 r4 Security Controls Assessment and Gap Analysis.

Deliverables include:

•  Executive Summary

The executive summary serves as a high-level synopsis of

the engagement. This will include summarized results,
prevailing themes, and (where applicable), strategic

initiatives to improve the Client's security posture.

•  Detailed Assessment Report

The detailed assessment report will be a comprehensive

catalog of observations for each NIST SP 800-53 control

family assessed during the engagement. Controls within

each family will be assigned an implementation status

(Implemented, Partially Implemented, Absent, or Not

Applicable), and remediation priority based on NuHarbor
Security's understanding of the Client's business goals and

other factors. This may be attached as an appendix to the

Executive Summary at NuHarbor Security's discretion.

2 Analysts
5 Weeks each

Hourly Rate:

$175/Hour

Phase Total:

$70,000

WEBAPP

Penetration Test of Granite Tax Connect (GTC) Application

A penetration test of the Web Application Portal. Deliverables
include:

•  Technical Report - A comprehensive explanation of the
penetration test and findings.

•  All supporting evidence is property of the Client, and is
attached as an Appendix to the report.

Labor:.

1 Engineer

4 Weeks

Hourly Rate:

$175/Hour

Phase Total:

$28,000

Total Amount • USD $98,000.00
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

4. Amend Exhibit H by adding the following:

EXHIBIT H - Attachment 2; IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

5. Amend Exhibit O by replacing
A. Exhibit H Requirements - Attachment 1

with

A. Exhibit H Requirements - Attachment 1 and Attachment 2.

Table 2 CONTRACT HISTORY

CONTRACT AND

,AMENDi^NT„
NUMBER

AMENDMENT: ■

TYPE .. .

G&C

APPROVAL

DATE. ■

END DATE CONTRACT

AMOUNT

2018-111 Original Contract October 2, 2019,
ltem#24

June 30, 2020 $499,000.00

2018-111

Amendment A

1" Amendment May 2, 2020, Item
#74

June 30, 2021 $0.00

2018-111

Amendment B

2nd Amendment June 2, 2021, Item

5b

June 30, 2023 $0.00

2018-111

Amendment C

3rd Amendment TBD June 30, 2024 $98,000.00

V ;  CONTACT TOTAL $597,000.00.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in fiill force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

Date: May 10. 2022

NuHarbor Security, Inc.

STAT^^NE^jL^^SHIRE
Date: 5/12/2022

Denis Goulet, Commissioner

State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date: Mav 16. 2022

State of New Hampshire, Department of Justice.

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

Page 4 of4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT C

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

EXHIBIT H - Attachment 2: IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

I. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume responsibility

for compliance by officers or employees with the following requirements:

(1) All work will be performed under the supervision of the contractor.

(2) The contractor and contractor's officers or employees to be authorized access to FTI

must meet background check requirements defined in IRS Publication 1075. The contractor

will maintain a list of officers or employees authorized access to FTI. Such list will be

provided to the agency and, upon request, to the IRS.

(3) FTI in hardcopy or electronic format shall be used only for the purpose of carrying out

the provisions of this contract. FTI in any format shall be treated as confidential and shall

not be divulged or made known in any manner to any person except as may be necessary

in the performance of this contract. Inspection or disclosure of FTI to anyone other than

the contractor or the contractor's officers or employees authorized is prohibited.

(4) FTI will be accounted for upon receipt and properly stored before, during, and after

processing. In addition, any related output and products require the same level of

protection as required for the source material.

(5) The contractor will certify that FTI processed during the performance of this contract

wilt be completely purged from all physical and electronic data storage with no output to

be retained by the contractor at the time the work is completed. If immediate purging of

physical and electronic data storage is not possible, the contractor will certify that any FTI

in physical or electronic storage will remain safeguarded to prevent unauthorized

disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during the

processing of FTI will be given to the agency. When this is not possible, the contractor will

be responsible for the destruction of the spoilage or any intermediate hard copy printouts

and will provide the agency with a statement containing the date of destruction,

description of material destroyed, and the destruction method.

(7) All computer systems receiving, processing, storing, or transmitting FTI must meet the

requirements in IRS Publication 1075. To meet functional and assurance requirements, the

security features of the environment must provide for the managerial, operational, and

Initial all Pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT C

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

technical controls. All security features must be available and activated to protect against

unauthorized use of and access to FTI.

(8) No work Involving FTI furnished under this contract will be subcontracted without the

prior written approval of the IRS.

(9) Contractor will ensure that the terms of FT! safeguards described herein are Included,

without modification. In any approved subcontract for work Involving FTI.

(10) To the extent the terms, provisions, duties, requirements, and obligations of this,

contract apply to performing services with FTI, the contractor shall assume toward the

subcontractor all obligations, duties and responsibilities that the agency under this contract

assumes toward the contractor, and the subcontractor shall assume toward the contractor

all the same obligations, duties and responsibilities which the contractor assumes toward

the agency under this contract.

(11) In addition to the subcontractor's obligations and duties under an approved

subcontract, the terms and conditions of this contract apply to the subcontractor, and the

subcontractor is bound and obligated to the contractor hereunder by the same terms and

conditions by which the contractor is bound and obligated to the agency under this

contract.

(12) For purposes of this contract, the term "contractor" Includes any officer or employee

of the contractor with access to or who uses FTI, and the term "subcontractor" Includes

any officer or employee of the subcontractor with access to or who uses FTI.

(13) The agency will have the right to void the contract if the contractor fails "to meet the

terms of FTI safeguards described herein.

II. CRIMINAL/CIVIL SANaiONS

(1) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be

notified In writing that FTI disclosed to such officer or employee can be used only for a

purpose and to the extent authorized herein, and that further disclosure of any FTI for a

purpose not authorized herein constitutes felony punishable upon conviction by a fine of as

much as $5,000 or Imprisonment for as long as 5 years, or both, together with the costs of

prosecution.

(2) Each officer or employee of a contractor to whom FTI Is or may be accessible shall be

notified In writing that FTI accessible to such officer or employee may be accessed only for

Initial all Pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

a purpose and to the extent authorized herein, and that access/inspection of FTI without

an official need-to-know for a purpose not authorized herein constitutes a criminal

misdemeanor punishable upon conviction by a fine of as much as $1,000 or Imprisonment

for as long as 1 year, or both, together with the costs of prosecution.

(3) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be

notified in writing that any such unauthorized access, inspection or disclosure of FTI rhay

also result In an award of civil damages against the officer or employee in an amount equal

to the sum of the greater of $1,000 for each unauthorized access, inspection, or disclosure,

or the sum of actual damages sustained as a result of such unauthorized access, inspection,

or disclosure, plus in the case of a willful unauthorized access, inspection, or disclosure or

an unauthorized access/inspection or disclosure which is the result of gross negligence,

punitive damages, plus the cost of the action. These penalties are prescribed by IRC

sections 7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n)-l.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of

the penalties for Improper disclosure Imposed by the Privacy Act of 1974,5 U.S.C. 552a.

Specifically, 5 U.S.C. 552a(i){l), which is made applicable to contractors by 5 U.S.C.

552a{m)(l), provides that any officer or employee of a contractor, who by virtue of his/her

employment or official position, has possession of or access to agency records which

contain individually identifiable information, the disclosure of which is prohibited by the

Privacy Act or regulations established thereunder, and who knowing that disclosure of the

specific material Is so prohibited, willfully discloses the material in any manner to any

person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not

more than $5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each officer or

employee understands the agency's security policy and procedures for safeguarding FTI. A

contractor and each officer or employee must maintain their authorization to access FTI

through annual recertification of their understanding of the agency's security policy and

procedures for safeguarding FTI. The initial certification and recertification's must be

documented and placed in the agency's files for review. As part of the certification and at

least annually afterwards, a contractor and each officer or employee must be advised of

the provisions of IRC sections 7213, 7213A, and 7431 (see Exhibit 4, Sanctions for

Unauthorized Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure}. The

training on the agency's security policy and procedures provided before the initial

certification and annually thereafter rriust also cover the incident response policy and

procedure for reporting unauthorized disclosures and data breaches. (See Section 10) For
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

the Initial certification and the annual recertification's, the contractor and each officer or

employee must sign, either with ink or electronic signature, a confidentiality statement

certifying their understanding of the security requirements.

III. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the

offices and plants of the contractor to inspect facilities and operations performing any work with

FTI under this contract for compliance with requirements defined in IRS Publication 1075. The

IRS' right of inspection shall include the use of manual and/or automated scanning tools to

perform compliance and vulnerability assessments of information technology (IT) assets that

access, store, process or transmit FTI. Based on the inspection, corrective actions may be

required in cases where the contractor is found to be noncompliant with FTI safeguard

requirements.
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state of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan. Secretary of Slate of the State of New Hampshire, do hereby certify that NUHAR-BOR SECURITY INC. is

a Vermont Profit Corporation registered to transact business in New Hampshire on November 18. 2015.1 further certify that all

fees and documents required by the Secretar>' of State's ofTice have been received and is in good standing as far as this'office is

concerned.

Business ID: 735135

Certificate Number: 0005765961

y

IN TESTIMONY WHEREOF.

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 25tli day of April A.D. 2022.

David M. Scanlan

Secretary of State



NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE
OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE
CORPORATE STRUCTURE OF YOUR COMPANY.

.  CERTIFICATE OF VOTE

(Corporation With Seal)

I, Justin Fimlaid, do hereby represent and certify that:

(1) I am Managing Director of NuHarbor Security, an S-corporation (the
"Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

■  (3) I am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3"*, 2021, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 27* of April, 2022.

Justin Fknlaid, MHi^ging...0irector, 04/27/2022



ACORD CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/Domnrrj

4/25/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSUR6R(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy{les) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsementis).

PRODUCER

Polly Insurance Agency, LLC

2300 St. George Road

Williston VT 05495

NAME*''* Ronan Cooper
TaKo f«.- <802) 655-9000 hp.:

rcoopergwinooski. com

INSURER(S) AFFORDING COVERAGE NAIC 1

INSURER A: Underwriters at Llovda, London 15642

INSURED

NuHarbor-Security, Inc.

553 Roosevelt Highway

Colchester VT 05446

iNSURERB:7he Harford - Ratine bv Multiple Go's 19682

INSURER c : Scottsdale Ins. Co. 41297

INSURER D: Landmark American Insurance Company 33138

INSURER EiMt Hawley Insurance Companv 37974

INSURER F :

COVERAGES CERTIFICATE NUMBER:CL2212620499 REVISION NUMBER:

INSR
LTR

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HA\^ BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

POLICY 6XP
TYPE OF INSURA r!

POLICY EFF
LIMITSNCE M>ll?47!| POLICY NUMBER

COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE H OCCUR

GENl AGGREGATE LIMIT APPLIES PER:

PRO
JECTPOLICY □ SS □

OTHER;

RC00001737AC

(MM/DD/YYYYt

1/25/2023

IMMfllDIYYYYI

1/25/2023

EACH OCCURRENCE
■DxnxBrrmtEFTTEB
PREMISES IE« oetiifTerK:«l

EXP (Any on« patton)

PERSONAL & AOV INJURY

GENERALAGGREGATE

PRODUCTS • COMP/OP AGG

2,000,000

100,000

5,000

Excludad

4,000,000

4,000,000

AUTOMOBILE LIABILITY COMBINED SINGLE LIMIT
(£■ acddenti 2,000,000

ANY AUTO

ALL OWNED
AUTOS

HIRED AUTOS

BOdLY INJURY (Per p«non)

SCHEDULED
AUTOS
NON-OWNED
AUTOS

MC00001737AC 1/25/2022 1/25/2023 BODILY INJURY (Par acddani)
PROPERTY DAMAGE
fPar acddentl

UMBRELLA LIAB

EXCESSLUB

DED

OCCUR

CLAIMS44A0E

EACH OCCURRENCE 2,000,000

2,000,000

RETENTION S ACX1019522 1/25/2022 1/25/2023
6th-WORKERS COMPENSATION

AND EMPLOYERS' LUBILITY

ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandalwy In NH)
II yea, dea^M under
DESCRIPTION OF OPERATIONS Oelow

H

excluded - JueCin Piadeid

04N8CAF9070

V PER
^ I STATUTE

E.L. EACH ACCIDENT 1,000,000

4/9/2022 4/9/2023 E.L. DISEASE - EA EMPLOYEE 1,000,000

E.L. DISEASE - POLICY LIMIT 1,000,000

Madift/Tach/DatA/NdtworX w/BSO

Including Cyb»r Idebility

NC00001737AC 1/25/2022 1/25/2023 UmN o( LMbtty 92,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101. Addltiottel RtmerXe Schedule, mey be etteched If mere apace la required)
Insurer Letter: C - Sxceas Liability (Excess of $4M); Carrier - Scottsdale Ins Co; Policy ff EKS3416317,
Policy Period 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000
Insurer Letter: D - Excess Liability (Excess of $6m); Carrier - Landmark American Ins Co; Policy f
LHZ794154; Policy Period 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000
Insurer Letter: E - Excess Liability (Excess of $8MK' Carrier - Mt Hawley ins Co; Policy # KE00002029;
Policy Period 1/25/2022 - 1/25/2023; Limits of Liability $2,000,000

CERTIFICATE HOLDER CANCELLATION

State of HH

Departuaent of Infoin&ation Technology
Attn: Chief Information Officer

27 Hazen Drive

Concord, HH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS."

AUTHORIZED REPRESENTATIVE

Ronan Cooper/RC

ACORD 25 (2014/01)
INS025 (201401)

® 1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



COMMENTS/REMARKS

Contract #2018-111C DOIT Cyber Security Risk Assessment

OFREMARK COPYRIGHT 2000, AMS SERVICES INC
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STATE OF NBV HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301

Fax: 603-271.1516 TDD Access: 1-600-735-2964

www.nh.gov/doit

Denis Coulet

Commissioner

May 10,2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Slate House

Concord. NH 03301

REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar.

Authorize the Department of Information Technology to enter into a contract amendment
with NuHarbor Security, inc. of Essex Junction, VT, (VC# 273554) to accomplish the original
scope of the cyber security project by extending the completion date from June 30, 2021 to June
30, 2023 with no increase to the Price Limitation of $499,000.00. The original agreement was
approved by Governor and Executive Council on October 2, 2019, Item #24 and most recently
amended with Governor and Executive Council approval on May 6, 2020, Item #74.

EXPLANATION

This time-only extension is being requested to address the optional services features of the
original contract. The additional time request allows for both the state and the vendor to
appropriately address the optional services features based on the final reports created during the
assessment that were not able to be cpmpleted during the COVID-19 pandemic. ,

The contract with NuHarbor Security, Inc. will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State's cybersecurity posture, a key. outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture.

"innovative Technologies Today for New Hampshire's Tomorrow'



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

DC/kaf

DolT #2018-1 1 IB

RID: N/A

Denis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax: 603:271-1516 TDD Access: 1-800-735-2964
www.r^h.gov/doit

Denis Goulet

Commissioner

May 10,2021
Daniel Dister

Chief Information Security Officer
Department of Information Technology
Slate of New Hampshire

27 Hazen Drive

Concord, NH 0330! ,

Dear Director Dis^r,

This letter represents formal notification that the Department of Information Technology (DolT)
has approved the Division's request to enter into a contract amendment with NuHafbor Security, Inc. of
Essex Junction, VT, as described below and referenced as DolT No. 2018- II1B.

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber security project by extending the completion '
date from June 30,2021 to June 30, 2023. In addition, the time request allows for both the
state and the vendor to appropriately address the optional services features based on, the
final reports created during the assessment that were not able to be completed during the
COVID-19 pandemic.

This contract amendment includes the extension of the contract from J une 30, 2021 to June
30,2023. There is no additional funding requested under this lime extension. The contract
amendment shall become effective upon Governor and Executive Council approval
through June 30, 2023.

A copy of this letter will accompany the Department of Information Technology's submission to
the Governor and Executive Council for approval.

Sincerely,

iU
Denis Goulet

DG/kaf

DolT#20l8-l l lB

"innovative Technologies Today for New Hampshire's Tomorrow'



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPRiEHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-m - AMENDMENT B

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a resgit ofRFP 2018-111
Comprehensive Cy^r Security Risk Assessment, on October 2,2019, Item U2, and amended on May 06,
2020, Item #74 (herein after referred to as the "Agreement"), NuHarbor Security, Inc., (hereinafter referred
to as "Contractor") agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Departrnent of Information Technology (hereinafter
referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the'provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council unless no such approval is required under the
circumstances pursuant to State law, rule or policy;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain'respecls;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30,2021 to
June 30, 2023;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:Thc Agreement is hereby amended as follows:
Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the Completion
Date from Jurie 30, 2021 to June 30, 2023.

^TABLE L^'PPNTIUCT.HISTORY;;- - v-,'!' ..V-

tpONTRACT. AND ;
TAMENDIViENT'"
^NUh^BER -'

.AMENDMENT 'ii
.TYPE.'-'.;-
.-:v: . ■ ■■j'

. : ''.t; . -i

;ABPRovAL;'->=-i. ••
■DATE-^r; :'

lENa-DATElii^:

r .- ..-v. •

eoNTRAex
AMOUNT

20|8-in Original Contract October 2, 2019,
Item #24

June 30. 2020 $499,000.00

2018-111
Amendment A

1" Amendment May 06, 2020,
Item #74

June 30, 2021 $0.00

2018-11!
Amendment B

2nd Amendment TOD June 30.2023 $0.00

%49?.0fl&0;

Stale of NH Contract
Date:
Contractor's Initials
Page of 3



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT B

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall lake effect upon the approval date from the Governor and the Executive Council.-

•IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

April 20. 2021

NuHarbor Security, Inc.

STATE OF NEW HAMPSHIRE

Denis Goulet, Commissioner

State of New Hampshire

Department of Information Technology

Date: May 10. 2021

The preceding Amendment, having been reviewed by this ofTlce, is approved as to form, substance, and
execution.

Approved by the Attorney General

/s/Siacie M. Moeser .May 10,2021

State of New Hampshire, I!)epanment of Justice-

State of NH Contract

Date:
Contractor's Initials KC

Page 2 of3



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111--AMENDMENT B

I hereby cenify that the foregoing amendment was approved by the Governor and Executive Council of
the Slate of New Hampshire at the Meeting on: ^ • (date of meeting)

Office of the Secretary of State

Date:

Stale of New Hampshire, Department of Administration

State of NH Contract

Date:
Contractor's Initials KC

Page 3 of 3



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner. Sccreiary of Slate of the State ofNew Hampshire, do hereby certify that NUHARBOR SECURITY INC. is

a Vermont ProHi Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify that all

fees and documents required by the Secretary of State's ofTice have been received and is in good standing as for as this ofilcc is

concerned.

Business 10: 73S13S

Certificate Number: 0005362896

QSf

I&.

O

%
%

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the Slate of New Hampshire,

this Sth day of May A.D. 2021.

William M. Gardner

Secretary of Slate



CERT[F1CATE OF VOTE

I, Justin Flmleid, do hereby represent and certify that:

(1) [ am Managing Director of NuHarbor Security, an S-eorporation (the
"Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

(3) 1 am duly authorized to issue certificates with respect to the contents of such books.
I

(4) The following staiements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3"^, 2020, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Katherinc Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Managing Director of the
Corporation and hav&affixed its corporate seal this S'" of May, 2021.

Justi Fimliid, Managltfg Director, 0S/0S/2tI21



/tCONO* CERTIFICATE OF LIABILITY INSURANCE OATI (MM/DOrrYYY)

4/23/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: .K the certincete holder le an ADDITIONAL INSURED, the pollcyflee) must be endorsed. If SUBROGATION IS VVAjVEO. eubject to
the (erme and eondlUone of the policy, certain poilclai may require an endortemant. A ttetemant on thie certificate doee not confer rights to the
certificate holder In lieu of tuch endorBemenl(e). - -

PRoeucu

Ninooeki, LLC

DeelerPolicy Ineuranee Agency

2300 8C. George hoed

Nilliaton VT 05495

hlJSp**'' Aonan Cooper
(802)455-9000

Aoniliiat- ccooper>winooalci. con
tNiuRcarii AppoeoiMO coveraoi NAIC '

MSUPERA:Underwriters at Llovda. London 15442

INSUREO '

NuHerbor Security, Inc.

553 Rooeeveit Highway

Colcheater VT 05444

MSUPER B: Hartford 19482

MSURCRC:Hiicex Insurance CoRDsnv Inc. XA1122000

MSURCRO:

M3URCR1: -

••fVRIRP.

COVERAGES CERTIFICATE NUMBER:CL21423192»3 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLIDES OF INSURANCE LISTED 8EL0W HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, notwithstanding ANY REOUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. '

MSA

ilS. TYHOFMSinUHCa fpmrm

CpMMtftClAL OtNtAAL llASIUTy

""1 CLAMS-MAOe nn OCCUR

oem. AOORCOATE nun APPLIES PER:

PRO
JECTPOOCY □ □

OTWER:

POLICTKUMBEW Icwj0 iiil %i i i iiB uuni

meooiTiiAA i/is/aoai i/u/aoia

EACH OCCURRENCE
BAMKU TO RENTCO

MEO EXP (Any or» pf»en)

PERSONAL « AOV IMAJRY

GENERAL AOOREOATE

PROOWCTS • COMPW AOO

COCldlliU SuiatlTlUiT'
lEi

2.000,000

100,000

3,000

tKcludpd

4,000,000

4,000,000

AUTOUOtILt UAStUTV

ANYAUrO
ALL OVMEOLL 0W1

3,000,000

BOOtr PUURY (p*f ppfMA)

UTOS

HtREO AUTOS 'X

SCHEDULED
AUTOS
NON-OVYNEO
AUTOS

P0WM173TAI 1/11/2031 l/lS/2022 BOOaV MJURY <Pw MdMM)

WraPERTVBOTASr
IPwegRNNI

UMBREUALUO

(XCISSLUB

OED

OCCUR

CLAMS-MAOE

EACH OCCURRENCE S.000,000

5.000,000

RETEWnOHl
YlORRERS COMPENSATION
AND CHPLOYERr LttSILriY
ANY PROPRIETOR/PAATNERIEXECUTR/E
oxpKiCRACuefR cxcLuoeoT
|H«n4«Wy InNM)'
n n*. dMcNbt unMr
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S
lielwdAtf • Jaatln PLalalO

o«ncArTOTe

RTATUTT
rBTFT
Ier
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4/1/2031 4/P/2022 S.L. OlSEASS - EA EMPLOYEE 1.000.000

e.u oseasb -'poucv limit 1.000,000

Kacppp Polioy (txe««4 of SIOK)

HAdiAyTMCh/DAtA t KAtvork

KPU2i3S]«.21.

AOOOOOI73TAI

l/l»/3e21

l/lS/1021

1/13/2023

1/13/2023

LMMLMAtr

LMMLbtAIr

>3,000,000

>3,000,000

OESCRIPnOHOF OPERATION) /LOCAnOHS/VEHlCLBS (ACORO lOI.AtdRtonM R4mNk* )ehiduli. miy A* MUCMX H nw* tpAM it r»Aiilrt4|

CERTfFICAre HOLDER CANCELLATION

Stato of HH - OopartiMnt of Infoirraation T
AttnrDnnls Ooulet
27 Haenn Driva
Concord, HH 03301

•  1

SHOULD ANY OF THE ABOVE OCSCRIBEO POUCiSS BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESCKTAnvE

Ronan Coopet/RC

ACORD 2S (2014/01)
INS025 (201400

The ACORD name end logo ere registered merits of ACORD



STATE OF NEW.HAM^|^IJ.f^| 3,^5 3^5
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Huen Dr., Concord.' NH 0J301
Fax: 6Q3-271.1516 "fOOAcceM: 1400.735-2964

www.nh;goy/doit

7L.

Denis Coulet

Commijsionfr

March 17, 2020

His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Council

State House

Concord, 1^ 03301

REQUESTED ACTION

The Department of Information Technoljigy requests placing this item on the Consent
Calendar. . , i

Authorize the Department of Information -Technology to amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) to accomplish the original scope
of the cyber security project by exercising a contract renewal option by extending the completion
date from June 30, 2020 to June 30, 2021. Thcpriginal agreement was approved by Governor
and Executive Council on October 2,2019, Item|#24. Time extension only, no new funding.

EXPLANATION

I
This time-only extension is being requested to address the optional services features of the

original contract. The additional time requestj allows for both the. state and the vendor to
appropriately address which optional features are most important to' pursue, based on the final
reports created during the assessment.

The contract with NuHarbor Security, Inc will assist vrith comprehensive cyber security
risk assessment of the Executive Branch Information technology enterprise. In addition to
determining gaps or shortfalls in the State's cybersecurity posture, a key outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture. j

'Innovotlvt Technologlts Today for NewHompshlre's Tomorrow'



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this'
contract amendment.

Respectfully submitted;

Denis Goulct

DG/kaf

DoIT #20I8.UIA

'Innovotiyfe Technologies Today for New Hompshire's Tomorrow



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hsien DrJ Concord, NK 03301
Pax; 603-271-1516 TOO Acceu: 1-000-735-2964.

www.nh gov/doit

Denb Goukt

Commissiontr

March 17. 2020

Daniel Dister ■

Chief information Security Officer
Department of Information Technology
State of New Hampshire
27 Hazen Drive

Concord, NH 03301

Dear O.irecior Dister,

This letter represents formal notification that he Department of Information Technology (DolT)
has approved .the Division's request to enter into a contract amendment with NuHarbor Security, Inc. ofEssex Junction, VT, as described below and rcferencctj as DolT No. 2018-11 iA.

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber security project by extending the completion
date from June 30, 2020 to June 30, 2021. In aiidition, the time request allows for both the
state and the vendor to appropriately address which optional features are most important to
pursue, based on the nnal reports created during the assessment.

This contract amendment includes the extension of the contract from June 30,2020 to June
30,2021. There is no additional funding requested under this time extension. The contract

.  amendment shall become effective upon Gbvemor and Executive Council approval
through June 30,202!

A copy of this letter will accompany the Dep^ment of Information Technology's submission to
the Governor and Executive Council for approval.

Sincerely,

DG/kaf

DolT«018.lliA

\

Denis Goulet

"tnnovof/ve ftchnologles Today for New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGV

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018.111 - AMENDMENT A

INTRODUCTION
I

WHEREAS, pursuant to an Agreement approved by Governor and Councri, as a result of RFP 20 IS* II)
Comprehensive Cyber Security Risk Assessment, on October 2,2019, item #2, (herein after referred to as
the "Agreement"). NuHarbor Security, Inc., (hereinafter referred to as "Contractor") agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Department of Information Technology (hereinafter referred to as the "Department"), certain sums
as specified therein;

WHEREAS, pursuant to the Agreement Section 18; Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by th^ parties thereto and
approved by the Governor and Executive ̂ uncil;

WHEREAS, the Vendor and the Department have ajgreed'to amend the Agreement in certain respects;

WHEREAS, the Department wishes to extend the contract completion date for an additional year in order
to address the optional services features of the original contract. The additional lime request allows for
both the state and the vendor to appropriately address which optional features are most important to pursue,
based on the final reports created during the assessment. This amendment does not expand or decrease
the overall Statement of Work and/or Deliverables, or does not change the contract to expand or decrease
the total payment amount beyond what is defined in the original contract;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2020 to
June 30. 2021;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows;

I. Amend Section 1.7 of the State of New Hampshire P07 General Provisions by extending the
Completion Date from June 30, 2020 to June 30.2021.

State of NH Contract
Date; 0^0^20

Contractor's initials

Page . 1 of 4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT A

TABLE 1: CONTRACT HISTORY j

CONTRACT AND

AMENDMENT

NUMBER.

AMENDMENT

TYPE

G&C

APPROVAL

DATE

END DATE

i
I

contract

AMOUNT

201^111 Original Contract October 2. 2019,
Item U2A

June 30.2020 $499,000.00

2018-111

AmeDdment A

1" Amendment TED
t

June 30,2021 $0.00

CONTRACT TOT^ $499,000.00

Slate of NH Contract'

Date; 0^09^

Contractor's Initials

p»g« 2 of 4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECIBHTY RISK ASSESSMENT

'  CONTRACT 2018-1 il - AMENDMENT A

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force .and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

rN^i22i£SSWHER£OF, the parties have hereunto set their hands as of the day and year first above

^ ^ °3/09/.2020 ^ ,
Katheiine Cheney. Directed

NuHarbor Security, inc.

Corporate Signature Notarized:

Kelsey Adams' Notary Public

STATE OF Vermont

COUNTY OF Ch>ttender>

On this the 9th day of March 202-O, before the undersigned officer, personally appeared the
person identified directly above, or satisfactory proven to be the person whose name is signed above, and
acknovt'ledged that s/he executed this document in the capacity indicated above.

fN WITNESS WHEREOF I hereunto set my hand and official seal.

Notary' Public/Justice of the Peace

My Commission Expires: January 31, 2021

(SEAL)

-

/ /\kOJARy\ \

V *•. '' S

State of NH Contract
Date; 03A)9/20

Contractor's Initials

Page 3 of 4



STATE OF NEW HAMPSHIRE i

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT A

STATE OF NEW HAMPSHIRE

\
DMc:

Denis Goulet, Cbmmissionqr

. Stale of New Hwnpshirc

.  Department of Infomiatlon Technology
t

\  '

The preceding Amendment, having been reviewed by this office, is approved as to fonn, substance, and
execution. .

Approved by the Attor^

Date:

Stale of New Hampshire. Department of Justice

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State ofNew Hampshire at the Meeting on: (date of meeting)

OfHce of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NK Contract .

Date:

Contractor's Initials J-C^
Page . 4of4



State of New Hampshire

Department of State

CERTIFICATE

I. -Williim M. Cordner, Secretory of State of the State of New Hampthire. do hereby certify that NUHARSOR. SECURITY

INC.. is a Vermont PrcHt Corporation registered to transact business in New Hampshire on-November 18, 2015. 1 further certify

that all fees ̂  documents required by the Secretary of Slate's office have'been received and is in good standing as far as this

office is concerned.

Business 10: 73S13S

Cenificaie Number: 0004534898

la.

o

A

%

tN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this Is'l day of July A.p. 2019.

^4

William M. Gardner

Sccrctary'of State



CERTIFICATEOFVOTE

1, Justio Fimlaid, do hereby represent and certify that:

(1) I am Managing Director of NuHarbor Security, an S^orporatioo (the
"Corporation").

(2) I maintain and have custody of and am'farriMar with the Seal and the minutes of the
Corporation. ,

(3) ( am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said- Board of Directors
held on August s'^, 2018, which meeting was duly held in accordance with Vermont
law and the b^-laws of the Ccrporalion.

(5) The signature ofKatberine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of.the contract insiniment or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHER£OF, I have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 9" of March, 2020.

ector, 03/09/202agingmlald, Maustin

(SEAL)

STATE OF Vermont

4|l*l

88AL
»I5

COUNTY OF Chltteoden

Oii this the 9tb day of March, 2020, before me, Justin Flmlaid, personally appeared and
acknowledged himself to be the Managing Director, of NuHarbor Security, a
Vermont corporation, and that he, as such being authorized to do so, executed the
foregoing instrument.

IN WITNESS WHEREOF 1 hetiunto set my hand and-ofTicial seal.

Kelscy Adams, Notary Puiflic .03/09/2020

My Commission Expires: January 31,2021
^ ."C



ACC>RCf CERTIFiCAtE OF LIABILITY INSUf^NCE Mfl (MMJOrrrrr)

4/10/2020

THIS CERTIFICATE IS ISSUED AS AIRATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFIOATE DOES NOT AFFIRMATIVELY OR KEOATIVELY AMEND, EXTENO Oft ALTEft THE COVERAOE AFFOROEO BY THE POLICIEB
BELOW. THIS CEftTIPtCATE OF INSURANCE DOES NOT CONSTrTUTE A CONTRACT BETWEEN THE ISSUiNO tN8URER(8}. Al/TMOftlZEO
REPRESENTATIVE Oft PRODUCER, AND THE CBftTIFICATC HOLDER. .

IMPORTANT: If lha MfOricFta haldar la an AOOITIONAL INSURED; Ih# pol!ev(lta) mutt bt aridoritd. If SUBROGATION IS,WAIVED, aubfael to
tha tarma and eondltlona of dia oelky. eartaln.poUcla« may rapiiira an anOomamant. A atatarhant on ihia eanineaia deaa'noi'confar rlphta le tha
caniDcata heldar In Itau of auch'andonamant(a).

FFCevCU

Mineoihi', LLC

DaalarTeliey Inaurane* Aganey

3300 fc. Caaro* Aoad

■illiaten VT 05495

Traeia Niogina

K?".'. • HOJI •»-»0«0 1 J- S:
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HUKXMOR' aXCintXTY ZHC

S53 ROOOtVttT MIOKMXT

coLCNtarcR vr 0S44t*5i3i

aititiKHrHartfsrd 194S3
MauRIKCi

RtUFtaO!

ntuFcaa.

AtvatF f. .
COVERAGES CERTIFICATE KUMBER:Ct204101TI44 RgVIStON KUMBER:

THIS ts TO CeRDPr THAT TXE POUOES OF IMSUAANCE IISTIO OELOW HAVE OEEn ISSU&O TO THE MiuflEO NAMED A&6vd T>li tk^LICY PeiUOO'
MOtCATCO. NOTVffTHSTMONO ANT RtOUWtUEVT. TERM OR CONOmON OF AKY COKTRACT OR OTNtR OOCUMCKT mT^ RfSRiCT TO WMtCH THIS
CCRTIFPCATE MAY tl ISSUEO OR MAY PERTATN. TMfi INSVRAMCE AFFORDED BY THt POUOtS OlSCftlSSD HSRCM iS SUBJECT TO ALL THE TERMS.'
exausiOHS and coNomoNS of such POLtOES. limits sh^ivn may have seen reduced by pao claims.
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STATE OF NEW HAMPSHIRE
DEPAJlTMeNT OF (NI^ORMATION TECHNOLOGY

27 Hatvn O'rJConcard. NH OUOT
Fax: 6a»-271-lS16 tDDAccm.-l-«(»-739'2964

vvvw.nhlgov/doit

3*1

Danb Goulet
Cemmasiofier

His Excellency, Governor Christopher T. Sunun»
and the Honorable Executive Council

State House

Concord. NH 0330!

August 21,20.19

REQUESTEI^ ACTION

Authorize the-Depanment of Information Technology to enter into a contract with
NuHarbor Security, Inc. of Essex Junction, VtJ (VC# 273554) in the amount hot to exceed.'

■ $499,000.00 for the purpose of providing a comprehensive cybersecurity risk assessment pf the
Executive Branch information technology ehterplise,,effective upon Governor and Executive
Council approval through June 30, 2020, with an option to renew up to (I) one lime for (t) one
year upon consent of both parties and Governor and Executive Council approval.

100% Capital Funds: Funding is available itt the Department of Information Technology
accounts as follows. 100% Capital Funds.

CAT«-DEPT#iAGENCYIJ.ACTIVITY#-

ACCOUNTING UNIT DEPT NAME- ACE
NAME .ACCOUNTING UNIT NAME CLAS

OBJECT. DESC

NCY

:■ ■ ■
activity

CODE
FY 20

01-03-03-030030-17030000 - DoIT Cyber Sccui
Program Enhancement
034.500099 Capital Proiect

;ty N/A ■ $499,000.00

.  . EXPLANATION

As a public entity, the Stale of New Hampslirc js exposed to the-ftil! range of cyber threats
on a continual basis: malware, botnets. ransomware, and denial of service attacks do not
discriminate - any network connected to the ^temet is exposed to these threats. The old-
bouhdaries of cybersecurity and cyberattacks areuisappearing — from the network perimeter, to
distinct types of maJware. to nation'State tactics vs. (hat of the cybercriminal. The attacker's
advantage lies in this fluidity, exploiting end)oint vulnerabilities, and inadequate security

'Innovative Technoiogles Today fo New Hompshlrt'i Tomonow'



Hit Gxeellency, Governor Chrlitophcr T. Sununu
•  ind Che Honorable Executive Council

P8«e2

controls; reshaping attacks to evade detection; and repurposing tactics, techniques and'
procedures for their own use. It has been said piat "You don't know what you don't know" and
10 that end. the State of New Hampshire is pursuing an independent.' comprehensive
cybersecurity risk assessment in order to focus cybersecurity resources on the biggest risks and
gaps in our security posture. The contract vfith NuHarbor Security, Inc.- will assist with
comprehensive cybersecurity risk assessment of; the Executive Branch information technology
enterprise. In addition to determining gaps or shortfalls in the State's cybersecurity posture,' a
key outcome of this assessment will be a roadmap to improve the security, readiness and
effiectiveness of the State of New Hampshire's cybersecurity posttire.

J

The aJternative • without this.contract • wojuld leave DoIT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gaps and. vulnerabilities across our
enterprise nctworks.'servers and applications thai contain Mnsitive and confidentia] citizen and
state data. The state does not possess the resources, expertise or time to conduct a comprehensive
and independent cybersecurity assessment of thi^ scope and depth, so the state will continue to
be at significant cyber risk of unknown magnitude.

This contract is the result of a competitive solicitation under DoIT 2018-11 1
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring'
committee consisted of (5) five state employees,!each with expertise in the RFF reviesy process'
and-expertise in the required areas. The scoring team determined NuHarbor Security. Inc. met
the minimum qualifications and received the hij hest overall score of all proposals to the RFP.
The Department of Information Technology recommends NuHarbor Security, Inc. be awarded
this contract.

The Department of Information Technology respectfully requests approval of this
contract.

Respectfully submitted.

DC/kaf

DoIT #2018-1II

RID; 43666

Denis Goulet

'Mnovor/ve Technologies Today for New Hompshlti's To/norrow'



T^hnical ' Price Invited to

Vendor Name- Proposal Cost - points points Total poirits Present

1 tMurtiftSoi-■ -• *■. .-.S259:0(XJ:0b .■62'5:* ' r -96 : : Tml yes
2 Cyber Defense Technology $393,400.00 62S 63 688 yes
3 JaniiS Assoc. $196,169.00 535 127 662 yes
4 Schneider Dowm $189,000.00 470 132 602
S ICS ■ $111,000.00 340 225 565
6 AT&T S422,000.00 480 S9 539
7 CBTS $191,000.00 385 131 516
8 Presidio Networled Solutions - $500,000.00 380 50 -  430
9 SHI $321,700.00 305 78 383-
10 Veritable Security $291,000.00 275 86 361
11 iC Synergy Int. $175,000.00 0 143 143
12 Connection 5394,000.00 0 63 63

Reviewers . Job Oassdication & Quaiiflcatidns
A Daniel Dister Chief Information Security OfTiter - Dorr
B Theresa Pare Cunis Director of Web Services - Dorr
C Richard Bailey Assistant Commissioner • DOS

Dave yigneau has been the seniot member on the
o David Vigrteau IT Manager V - DolT • state's IT Security team for over 10 years.

Don Ameivfum is the state's seruor networfcing
expert, with responsibility for network security for

k Don Amendum IT Manager V • DolT over 15 years.



rORM NUMBER PO"? (venlon S/t/IS)

Notice: This Agreement and ill of its anachments shall heeoma public upon submliilon to Governor and
Executive Council for approval. Any infoirnailon ihoi it private, conndeniial or propriei^ must
be clearly ideniined lo'the agency ai^ agreed to in writing prior to signing the contract.

AGREEMENT ! ^ '
The Slate of New Hampshire and the Conmctorhereby muiuaily-agtte as follows:

GENERAL PROVISIONS

IDENTIFICATION.

I.I State Agency Name
Oepa/tmeni of Information Technology

1.2 State Agency Address
27 Haxen Drive, Concord. NH 02301

1.3 Contractor Name

NuHarbor Security, lr>c.

1.4 Contractor Address

39 River Reod. Suite 4

Eaieii Junction. VT 04342

IJ Contractor Phone

.Number

SOO-917.3719

1.6 Aecount Number

0l-03-03-030030.i7030000>

034.300099

1.7 Compleiipn Date

June 30,2020

1.8 Price Limitation

S499.000.00

1.9 ContraaingOfneerforSiaie Agency
Oenis Gbulei, Commissioner

1.10 State Agency Telephone Number
<0).22).37O3

1.12 Name and Title of Contractor Signatory(.1 1 Contncior Signature

1.13 Acknowl , County of

On ^"Wbrcihe undersigned offker, personalty appear^ the person Identified In block 1. 12. or satisfactorily-
proven to be the person whose name is signed in block I.I I, and acknowledged that i/he executed ihisdocumeni in (he capacity
indicated in block J.12. ^

,  ; j 5

1.13.1 Signature of Not^ Public or Jusiiu of the Peace

. 13.2 Name and Title of Notary or Justice of tlw Peace

.^iilii^Adah^s , NoUr^-
1.14 Sta^ Agenc^Sigtlpturt . 13 N^t i^^f^iaie Agency Signatory

- 1.16 .Approval by the N.H. Department of Administratio

- 8y:

Date: 9'Ll//^
Administretioh, Division of Personnel (i/eppllcebit)

Director, On: .

1.17 App omey

•By;

eral (Form, Substance end Execution) (i/opplieeblt)

On:

1.18 Approval by the Govemor and Exeeuiive Council. epplleabit}

By. On:

Page I of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Stite ofNcw Hampshirt, ic(in|
through the tiency iden(ifled in block I.I C'Siiu"), eniiget ■
concnciot idcrtiiflcd in block 1.3 ("Contrvctor") to perfonn,
ond'the ContT«c(or shall pcrforrn, (he work or ule of goods, or
both, idenlified and more panicularly described in the anaehed
EXHIBIT A Which it incorporated herein by rererence
rServiecs").

3. EFFECTIVE DaTE/COMPUTION OF SERVICE.
3.1 Norwiihsianding any provision of this Agr^m^i to the

,  contrtry, and subject to (he approval of the Governor and
.  Executive Council of the State of New Hampshire, if

applicable, this Agreement, and all obligations of the panics
hertunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as Indicated In
block 1.11. unlcuno such approval is required, in which eue
(he Agreemeni shall become efTectiva on the date the
Agreement is signed by the State Agency u shown in block
1.14 f'EfTeeiive Date*').
3.2 I f i.he Contractor commences (he Services prior to the
EfTcciive Date, all Services performed by the Contractor prior
to the EfTcciive Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limlution, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Data
tpcciHed.in block 1.7.

4. CONDITIONAL nature OF agreement.
Notwithstanding any prDvition of ihis Agreement to the
contrary, all obligitioni-of ihe Suie hereunder. including,
without l.imitation, the continuanca of payments hereunder, are
contingent upon the availability and'cohlinued appropriition
of hmds. and in.no event shall the Sute be liable for any
payments hereunder in exc^.of such available appropriated
funds.. In the event oft reduction or icrminatlon of
appropriited funds, ihc State shall have the right to withhold
payment until such funds become available, if ever, and spall
have the right to terminate this Agreement immediately upon
giving the Contnctornotice of such terrriinition. The Slate
shall not be required to transfer hinds from any other account
to the Account identified In block 1.6 in the event fbndi in that
Aceoiini are reduced or unavailable.

5. contract pric&trice limitation/
payment.

3.1 The'contract price, method of payment, and terms of.
payment are identified and more panlculirly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the Suie of the contract price shall be the
only and the complete reimbursement to (he Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance-hereof, and shall be the only and (he complete
eompcnsitlon to the Contractor for the Services. The State
shall have no liability to the Contractor other than the coAtraci
price.

Page 2 of4

5.3 The State reserves the right to ofTset from any amounts
otherwise payable to (he Contractor under this Agreemeni
those liquidated amounts required or permined-by N.H. RSA
10:7 through RSA t0:7>c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding-unexpected circumsunees, in '
r>o event shall the total of all payments auihoriud. or aeiually
made hereut>der, exceed the Price Limitation set fonh in block
1.1

6. compliance by contractor with laws
AND RCCULATIONS/ equal EMPLOYMENT
opportunity.'
6.1 in connectioi> with the performance of tha Seivlces. the
Contractor shall comply with ail statutes, laws.'regulations,
and orden of federal, itaie, counry or munieipal authorities
which ifflpoje any obligation or duty upon thi Contractor. . .

■ Including, but not limited to, civil rights and equal cpponunity
laws. This may include the requirement-to utilize auxiliary
aids and services to ensure that penoru with communication
dittbiiirics, including vision, huring and speech, can
communtcite with, receive information from, and convey
infonnaiion'to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.'
6.2 During the term of this Agreement, Ihc Contractor shall
not discriminate'against employees or applicants for
employment because of race, color, religion, creed, age. s4x,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any. part by monies of the
United Slates, the Comraetor shall comply with all the
provisions of Executive Order No. 11246 C'Equal
Employment Oppominily"), as supplemented by the
regulations oftheUniied States Depanmem of Labor (4|
C.F.R. Pan 60), and with any rules, regulations and guidelines
OS the Slate of New Hampshire or the United States Issue to
imp'lemerii these regulations. The Contractor hirther agrees to
permit the State or United States access to any of the
Cdmrattor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide alt
personnel necessary id perform the Services. The Contractor
wantnts that all personnel-engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in wriiing, during the term of
this Agreement, add for a period of lix (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,'
and shall not permit any subcontroclor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is mktertally involved In the
procurement, admlnistratiori or performance of this

Contractor Iriiiials
Daial^S^



Aj^cmeni. TTtii proybion ihall aurviva termination of this
Agreement.
7.3 TVie Contracting OfTicer specified in block 1.9. or his or
her successor, shell be the State's representative. It> the event
of any dispute coneeming the Interprttaiionofthis Agreement,
the Contracting Officer's decision shall be Anal for the State.

8. CVCNTOF DEFAULT/REMEOieS.
8.1 Anyone or more of the following-acisor omissions of the
Contractor shall constitute an event of default hereunder
("Event of Default");
i I. ( (kilure to perform the Services latisbciorily or on
schedule;
8.1.2 failure lo'submii any repen rcpuired hereunder. and/or
8.1.3 raiiure to perform any other covenant, term or condition
of this.Agrtemcnt.
8.2 Upon the occumnce of any Event of Default, the Slate
may take any one. or more, or all, of the following actions;
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or leaser ipcclfteation of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give (he Contractor a wrinen notice ipecifying.the Event
of Default and suspeisding all payment! to be made under this
Agreement and ordering that the portion of the contract price
which'would otherwise accrue to the Contractor during the
period ̂ m the date of such notice until lueh time as the State
determines ihit.(hc Contraetor has cured the Event of Default '

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may o we to
(he Contraetor any damages the State suffen by reason of any
Event of Dehuit; and/or

8.2.4 treat the Agreement as breached and pursue any ofits
remedies at law or in equity, or both.

9. data/access/confidentialitv/
PRESERVATION.

9.1 As used in this Atrcemcni, the word "data" shall mean all
information and things developed of obtained during the
performance of.' or acquired or developed by reason of. this
Agreement, including, but not limited to, all studies, reports.
Ales, formulae, turveyt, mapsj charts, sound recordings, video
recordings, pkioriai reproductions, drawings, analyses,
graphie representations, computer programs, computer
prinioiiu, notes, tetters, memoranda, papers, and documents,
all whether Anbhed or unAnished.
9.2 All data and any property which hoa been received IVom
the State or pu/ehaMd with furrds provided for that purpose
under (his Agreement, shall be (he property of (he State, and
shall be returned to the State upon demar>d or upon
termination of this Agreement for any reason.
9.3 Conndcntiality of date shall be governed by N.H. RSA
chip(er9l*Abrotherexis(ing.)aw. Disclosure of ddta
requires prior written approval of the State.

Page

10. TERMINATION. In the event ofin early termination of
thb Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
OrAcer, not later than Aftben (13) days aAer the date of •
termination, i report ('Te'rmlnarion Report") describing In

^ ■ detail all Services perfo.rmed, and the contract price earned, to
- and ineluding the date of termination. 1)te form, subject
miner, ebnient, and number of copies of the Termination
Report shall be Identical to those ofony Final Report
described in (he anached EXHIBIT A.

i I. CONTRACtOR'S RELATION TO THE STATE. In
(he performance of this Agreement (he Contractor ia In all '
respects on independent contractor, and is neither an agent nor
on employee of the State. Neither the Contraetor nor any of Its
ofAeeri, employees, agema or mernbcn shall have authority to
bind the State orirecciye any beneAu, workeri' compcnsailoh
or other emoluments provIiSed'by (he State to its employees.

12. ASSICNMENT/OELECATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer ony*^
interest (n this Agreement without the prior wrfnen notice end
consiem of the State. None of the Services shall be

subconoacied by-thi Contractor without the prior wrinen
notlee and consent of the State.

13. INDEM NIFICATION. The Contractor shall defend,-

indemnify and hold harmless the Sute, its ofAcert and
employees, from and against any and ell tosses suffered by (he
State, iu ofTicen and employees, and any and all claims,
llabilliies or. penoltles asserted against the' State, its ofTicera
and employees. by or on behalf of any person, on account of,
based or resulting from, arising out of (or which mty be
claimed to o/Ik out of)' ihe acts or omissions of thd
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute e waiver of the -

sovereign inimuniry of the State, which immuniry is hereby
reserved to the Sute. This covenant in paragraph 13 shall
survive (he termination of this Agreement.

U. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
tstijptee to obtain and maintain In force, the following
insurance;

MIL! ccmprehehsive general liability insuranec against all
elaimt of bodily injury, death or property damage, in omounii
of rwi leu than S i ,000,000per occurrence and S2.000,000
ag^giie; and
14.(.2 special cause of loss coverage form covering all •
property subject to tubpa/agraph 9.2 herein, in an amount not .
leu than 80Hof(h« whole replacement value of the property.
14.2 The.pollcles described in subpongraph 14.1 herein shall
be on policy forms and endorsements ipprbved for use in the
State of New Hampshire by the N.H. D^ortment of
Insurance, and issued by insurers lieenKd in the State of New
Hampshire.

3of4 .
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14.3 The Connc(or ihtll himish to the Conmciing Officer
ideniined in block 1.9, or his or her uicceuor. • certincitc(i)
of insurtncc for lit insurance required under this Agreement.
Contreciorthell'ilio furnish to the Contracting OfTicer
idemined in block 1.9, or his or her succeuor, certin€e<e(i) of
insurance for ell rcnewal(t) of insurance required under this
Agreement no liter thin thirty (30) deys prior to the expiration
date'of each of the insurance policies.' The certifiuie(s) of
insurance and any rettewals thereof shall be attached and are
incorporated herein by reference. Each certincate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting OfTicer id^iified in block 1.9, or his
or her successor, no less than thirty (3.0) days prior written
notice of cancellation or modiHcation of the policy.

IS. WORKCRS'COrvtPCNSATlON.
13.1 By .signing this agreement, the Coixractor agrees,
certifies and wamnii that the Contractor is in compliance with
or exempt from, the rcquirementsof N.H. RSA chapter 211 -A
(" Worktri' Comptnsetlon ").'
jy2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 2S1'A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain; payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuvi to this Agreement. Contractor shall
furnish the ̂ nlraciing Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 2SI-K and any
applicable ren€w«l(s) thereof, which shall be anuhcd and are
incorporated herein by reference. The State shall not be ■
responsible for payment of any Workers'-' Compensalion -
premiums or for any other claim or benefit for Contractor, or
any iiibcontrecior or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
.Compensation laws in connection with the performance of the
Services under this Agreement.

Id. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall -
be decmed-a waiver of its rights with regafd to that Event of
.Default; or any subiequeni Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the pan of the Contractor.

17. NOTICE. Any notice by 8 parry hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing byceitiried mail, postage prepaid, in a United
Siaiu Post OfTice addressed to the parties at the addresses
given in bl.ocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agrtemem may be amended, -
waiv^ or discharged only by an instrumeni in wri|mg signed
by the paniu hereto and only after approval of such
amendment, waiver or discharge by the Covemor and
Executive Council of.the State ofNew Hampshire unless rto

such approval is required under the circumstances pursuant to
Stale law, rule or policy. .

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of (he SuteofNew Hampshire, and is binding uport and

.  inurts to the beiieni of the parties and ihiir rtspeciiVe
tuccessora and assigns. The wording used in. this Agreement
is the wording chosen by the ptnies to express cheir mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20: THIRD PARTIES. The parties hereto do not intend to
beneni any third parlies and this Agreement shall not be
construcd'to confer any such benern.

31. HEAOINCS. The headings throughout (he Agmment

' art for reference purposes only, and the words contained
(herein shall in no way be held to explain, modify, amplify or
aid in the interpretation, corutniction or meaning of the •
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERASILITY. in the event vy of the provisions of
this Agreement are held by a court of competent jurisdiction lo
be contrary to any state or federal law. the remaining

( provisions of this Agreement will remain in full force and
' effect.

24. ENTIRE AGREEMENT. This Agreement, which may.
be executed in a number of coumerpans, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agrcemenis and understandings relating hereto.

Page 4 of 4
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DEPARTMENT OF INFORMAtlON TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCY

COMPREHENSIVE CYBER SECUWtY RISK ASSESSMENT
CONTRACT 201M11

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting tenns and deHnitions apply'except as ipecincaliy noted (Isewhere in
this document.

Acecptaoce
Notice from the Suie that' a Deliverable has laiisfied
Acceptance Test or Review.

Acceptaocc Letter
An Acceptance Letter provides notice from the State that e
Oetiverab.le hail taiiifled Accepunce tests or Review.

Access CoDtrol
Supports the management of permissions for logging onto a
computer or nerwork.

Agreement ' A Contract duly executed and legally binding.

Appeodia
Supplementary material that it collected ar)d appended at the
back of a document.

Audit Trail Capture aod
Analysb

Supports the identification and rnoniioring-of activities
within an application or system.

Authorized Peraooi

The Contractor's employees, controctora, subcontroctort or
other agents who need to access the State's persona) data'to -
enable the Contractor to perform the services required.

CCP Change Control Procedures.

Cciiincatlon

The Vendor's writtep. declaration with full supporting and
wrinen'Oocurrieniaiion (indiuding without limitation test
results as applicable) that the Vendor .has completed
developmeni of the Deliverable.

Chaoge Order
Formal documentation prepared for a proposed change in the
Specifications.

Complctloo Date End date for the Contract.

Confldcotial lofottnation Information required to be kept confideniial from
unauthorised disclosure under the Contract..

State pf-NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
Part 2 - IT Prcwiiions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SRCURiTV RISK ASSESSMENT
CONtkACt 2018.111

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

Cootraet

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specifted in the Contract Documents.

Contract Cooclutloa

Refers to the conclusion of the Contract, for any reason,
.including but not limited to, the - successful . Contract
completien, termination for convenience, or termination for
default.

Cootraet Documents

Part 1, 2, artd 3. The documeniatipn consisting of both the '
General Provisions and the Exhibits which represents' the
ui^erstahding and acceptance of the reciprocal legal rights

' and duties of the parties with respect to the Scope of Worlt.

Cofltraet Manogcn

The persons identified by the State and the Vendor who shall
be responsible for. all cohiraciual authorization and
administration of the Contract.' These res^nsibilities-shall
include' bui not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs .and payrhents, and representing the parties in all .
Contract administrative activities. ' '

CoBiract Price

The total, not to exceed amount to be paid by the State to (he
Contractor for product and services describ^ in the Contract
Agreement. This amount is listed In the General Provisions
Section 1.8 CP-37). .

Contraetor

The .Vendor and its employees, subcontractors, agents and
afniiates who are providing (he services agreed to under the
contract. •

Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract .wiih the State and who is responsible for the
Services and Deliverables of the Contract.

CR
Change Request

Suie ofNH Contract 2018-:
Part 2 - )T P^vislons
Daic;jMl_ ^
ContractOr'i Iniiitti; JkA^
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CONTRACT 2bl8-in
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

bafa

State's records, files, forms,- Data and other document
information, in either electronic or paper format, that will be
used/converted'by the Vendor during the Contract tetm.

Data Breach

The unauthorized access by a noo-'authoriied perMcVs that
results in the use, disclosure or theft of a State's unencrypted
non«public data.

DeneieDCles/Defects

A failure, deficiency Or defect in a Deliverable resulting'in a
Deliverable, the Software, orihe System, not conforming to
its Specifications.

Deliverabic
A Deliverable is the specified work product, produced by (he
Vendor for the State under the terms of this Contract.

, Departmeot An agency of (he State.

-Departmeot of Information
Teebnolocy (DoIT)

The bepadment- of Information Technology established
under RSA 21-R by the Legislature.effective September S,
2008.

Oocumeotation
All information that describes the installation, operation, and
use of the Sofhvare, either in printed or electronic format.

Digital Signature
Cenification that guarantees the unaltered state of a file, also
known 81 "code signing".

EfTectlvc Date

The Contract and all obligaiions of the. parties hereunder
shall become effective on the date the Governor and the

Executive Council of the State of New Hampshire approvcf
the Contract.

Encryption Supports the transformation of'data for security pulses.

Governor and the Executive

Council
The New Hampshire Governor and the Executive Council.

S(ste of NH Conirect'-201$• 11) Comprehensive Cyber Security Risk Assessment
Pert 2 - IT Pwvisions

Contrsctor's Inliials: Page 4 of 33.



STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
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PART 2. INFORMATION TECHNOLOGY PROVISIONS

IdentiricatioQ aod

Aulhenlication

Suppons obtaining information about those parties
attempting to log on .to a system or application fpr security

■ purposes and the validation of those users.

InrormatiOQ Technology
(IT)

Refers to the tools end processes used for the gathering,
storing, manipulating, transmitting,-sharing, and sensing of
information including, but not limited to, Data proceasing,
computing, infomiaiion systems, telccommunicetions, end
various audio and video technologies.

loput Vitiddtioo •

Ensure that (he values entered by users or provided, by other
applications, metis the size, .type' and format expected.. -
Protecting'the application from cross site scripting,-SQL
injection, buffer overflow, etc.

ItitrusioD Octectloa
Supports the detection of illegal entrance into a computer
ayiterh.

Invoking Party In 8 dispute, the party believing itself aggrieved.,

Nqn Exclusive Contract

A coniract executed by (he Stale (hat does not reAn'ct the
Stare from'seeking aliemative sources for the D.eliverables
or Services provided under the Contract.

N.oo*Public Information

Data, other than .personal data, that is not subject to
distribution to the public as public information. It is deemed
10 be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by (he general public as
public information.

- Noo-Software Deliverables
Deliverables (hat are not Software Deliverables or Written

Delivertbles, e.g., meeting help support, services, other.

Normal Butlniesa Houra

Normal Business Hours - t:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. State holidays are: New Year's Day, Martin
Luther King Day, Preiideni'a Day, Memorial Day. iuly 4th,
Labor Day.' Veterans Day, thanksAivmn Day. the day after

Slate of NH Contnct 20IS«I I i Comprchentive Cyber Securiry Risk Assessment
Pert 2-IT Provisions
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STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT i018.111-
PART 2 . INFORMATION TECHNOLOGY PROVISIONS

Thanksgiving Day, v^d Christmas Day. Specific dates will
be provided.

Notice to Proceed (NTP)

The State Contract Manager's, written direction to the
Vendor to begin work on the Contract on a given date end
time.

Order ofPrecedence

The order in which Contract/documents concroi in the event

ofa cortflicr or ambiguity. A term or condition in a document
controls .over a conflicting or ambiguous term or condition
in a document that is lower In the Order of Precedence.

f

Personal Dota

Data that includes information relating to a person that
identines the person by name and has any of the following
personally identifiable information (Pll): government-issued
ideniirication numbers (e.g., Social Security, driver's
licehie, passport); financial account information, including
account number, credit or debit card numbers; or protected
health information (PHI) relating to a pereon.

V

Project

The planned undertaking regarding the entire subject matter
of an.RfP and Contract and the activities of the parties
related hereto. .

Project Team

The group of Slate employees and Contracted Vendor's
personnel; responsible for managing the processes and
mechanisms requi^ such that the Services are procured in
accordance with the Work Plan, budget, required
Specificatipns.and quality standards. '

Project Managers

The persons identified who shall function as the State's and
the Vendor's representative with-regards to review-and .
Acceptance of the Contract, invoice sign off, and review and
approval of Change Requests (OR) utilizing the Change
Control Procedures (CCP).

Project Staff
State personnel assigned to work with the Vendor on the
PhDject. ' . .. .

Proposisl The submission (irpm o Vertdqr in response to (he request for
'a.Proposal or statement of work.

State of NH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
Pan 2 - IT Provisions
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STATE OF NEW HAMPSHIRE
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Protected Reaitb

InformatlOQ (PHI)

Individually identifiable health information transmitted by
aieOtronie media, maintained in electronic media, or
transmitted or maintained In any other form or medium. PHI
excludes education records covered . by - the Family
Educational Rights and Privacy Act (FER?A),'as amended.
20 'U.S.C. - 1232a. records' described at 20- U.S.C. '

■ l232g(aX4XBXiv) and employment records held by a
covered eniity in its role as employer.

Report All Written Deliverables under the Contmet.

. Review The process of.revfewing Deliverables for Acceptance.

Review Period The period set for.rtyiew of a Deliverable.'

RFP (Rcqiicatfor Proposal)

A Request for Proposal which solicits pro^sals to satisfy
State requirements by supplying Data procesiing service
resources according to specific terms end conditions.

Review Period
The period set for review of a Deliverable. If none is
speeified then the Review Period is five (S) business days.

Schedule

The dates described, in the Work- Plan for deadlines for

performance of Services and other project events, and
activlties-under the Contract.

Security locideai

The potentially unauthoriied access by non<a.uthorizi»l ■
persons to personal.data or non-public data the Contractor
believes could reasonably result in Ihe use. disclosure or
Ihefl of a Stale's unencrypted personal data or non-public
data within the possession or control cf.lhe Contractor. A
security incident may or may not turn into a data breach.

Servicei
The wprk or labor to be performed by the Vendor on the
project as described in the.contract.

Software
All Software provided by the Vendor under the Contract.-

State ofNHConiraci 2018* 11 1 Comprehensive Cyber Security Risk Assessment
Pan 2 - IT Provisions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURiTV RISK ASSESSMENT

CONTRACT 2018.111
PART 2 . INFORMATION TECHNOLOGY PROVISIONS

Spceifieacioos

The written Specineaiions tha( set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Contract, any performance standards, applicable State
and federa.l policies, laws and regiiliiions. state technical
standards; subsequent State-approved Deliverables, and
other Specifieiiiorts and requirements described in the ■

Contract Documents. The' Speciflcetions are. by this
reference, made e pan of the Contract is though completely
set forth herein.

State

State is defined as:

State of New Hampshire
. Deparimeoi of Information Technology
27 Ha^n Drive

Concord. NH 03301

Reference to the term "State" shall include applicable .
agencies.

Staterficnt of Worit (SOW)

A Statement of Work clearly defines the basic requirements
and objec.ti.ves of a Project. The Statement of Work also
defines a high level view of the architecture,-performance
and design lequirtments, the roles and responsibilities of the
State and the Vendor. The. Contract Agreement SOW
defines the results' (hat the Vendor remains responsible and
accountable for achieving.

State's CoDfitfeotial Records

Slate's informaiion. regardless of its form that is noi subject
to public disclosure under applicable nate and federal laws
and regulations, including but'ndl lirhiied to RSA Chapter
91-A. .

State Data
Any informaiion coritained . wiihjn State ' systems in
electronic or paper formal.

State Fiscal Year (SFY) -
The New Hampshire State Fiscal Ypar extends from July 1 st
through June 30th of the following calendar year.

Stale IdcDtified Coolacl
The person or persons designated in writing by the State to
receive security incident or breach noiificalion.

SuteorNH Contract 2018*

Part 2 - rr, Pr

Date;

Contractor'
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STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

contract 2018.111

PART 2 - information TECHNOLOGY PROVISIONS

State Project Leader Stale's repreuntaiive with regard to project oversight.

State Project Manager (PM)

State's representative with regard to-.project management
and technical matters. The Agency Project Manager is
responsible for review and Acceptance of specific Contract
Oellverahles. invoice sign ofT/and rtview and approval of a
Change Order.

SabcoQtractor

A person, partnership, or Mmpany not in.the.emptoyment
of, or owned by, the Vendor, which is performing.Services
ur>der.(his -Concract, under a separate Contraa with or-on
behalf of the VendoK .

System

All Software, tpMified hardware, and interfaces and
extensions, integrated and. functioning together in
accordance with the Specifications.

TBD To Be Determined

Techolcal Authorlzaifion

Directipn to a Vendor, which fills in detail^ clarifies;
interprets, or specifies technical requirements. It must be:
(1) consistent with Statement of Work within statement .of
Services; (2) not constitute a new assignmeni; and (3)'not
change ihe terms, documents of specifications of the
Contract Agrtement.

Term
Period of ihe Contract from-the CfTeciive Date through
expected termination date.

- transition Services
Services and support provided when - Contractor is
supporting System changes.

User Management
Supports the administration of'computer, application and
netNvork accouttts within an orjganizaticn.

Vehdor/ Cootracted Vendor

The Vendor whose proposal or quote was awarded the
Contract with the S.iate and'who is responsible for the
'Services and Deliverables of (he Contract.

State brNH Contnci 2018-1 11 Comprehensive Cyber Security Risk Assessment
P#rt'2 - (J.Proviiiorfs
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CONTRACT 2018-J11

PART 2 ■ INFORMATION TECHNOLOGY PROVISIONS

VeriflcatloD
Supports the connrrhation ofauthority to enter a computer
system, application or network. •

Warranty Period

A period of coverage during which the Contracted Ver>dor is
responsible for providing a guarantee for products and
ServiceS'delivered as defined in the Contract.

Work Plan

The overall plan of activities for the project .created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the project as specified in Appendix C:
Scope. Ri^uiremenn and Diliverobles. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events,, task
dependencies, and the resources that would lead and/or
participate on each task.

- Writteo Deliverabicj

Non-Software Written Deliverable documentation .(Ictier,
report, rtianual, book, other) provided by the Vendor either
in paper or electronic format. - '

Rtmalndtr o/this page intentionally left blank

State of NH Comrsct 20)8-1

Part 2 - IT Provisions "
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STATfi OF NEW HAMPSHIRE

DEPARTMENT OP INPORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 201S.m

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Con(rec( ts by snd between (he State ofNew Htmpshire. acting through New Hampshire Department
of Information Technology C'Staie"), and NuHarbor Security, Inc., ("Contractor"),'having its principal
place of business at 39 River Road Suite 4, Essex Juridion, VT 04542.

RECITALS

Whereas the State desires to have the Contractor provide a eomprehenlive cybcrseeurity risk asiessnient of
the Executive Branch information lechnolo^ enterprise. In addition to determining gaps or.shorTfalls in
the State's cybersecurity posrure, a key outcome' of this assessment will be a.roadmep to improve the
security, readiness and effectiveness of (he State of New Hampshire's cybersecurity posture.

Whereas the Contractor wishes to provide Information Security, Risk Management, and Cybersecurity
. managed and prqfeisional infprmation security services.

The parties therefore agree as follows:'

1. contract DOCUMENTS

i;i CONTRACT DOCUMENTS

This Contract Agreement (201 soil) is comprised of the following documents:

Pan I - Form P-37"Ceneral Provision

Part 2 • Information Technology Provisions

Part 3 • Exhibits

Exhibit A • Contract Deliverables

Exhibit B • Price and Payment Schedule

Exhibit C • Special Provisions

Exhibit D • Administrative Services .

Exhibit E > Managed and Profeislonai Information Security Services

Exhibit F • Testing Services (Not Applicable)

Exhibit C oMainiehance and.Support Services (Not Applicable)

Exhibit H - Requirements

Exhibit L-Work Plan ■

Exhibit J-Software Agreement (Not Applicable) •

Exhibit K - Warranty and Warranty Services

Exhibit L' Training Services (Not Applicable)

State of NH Contract 20)9*1 11 Comprehensive Cyber Security Risk Assessment'
Part 2 - ITiProvisions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOCV

COMPREHENSIVE CVBER SECURITY RJSK ASSESSMENT

CONTRACT20l8.ni *
PART 2 • INFORMATION TECHNOLOGY PROVISIONS

Exhibit M • Agency RFP with Addehdums, by reference

Exhibit N • Vendor Proix>SAii-by reference

Exhibit 0 • Certincates ar>d Attechments

1.2 ORDER OF PRECEDENCE-

In the event of conflict or ambiguity among any of the text of (he Contract Documents, the
following Order, of Precedence shall govern:

1. State of New Hampshire,; Dcparrment of Information Technology Contract
Agreement 2018-1) 1, including Parts ), 2, and 3.

2. State of New Hampshire, Oepa/tment of Information Technology RFP 20)8*l l 1
Comprehensive Cyber SKurity Risk As5essmt>\l.

3. VendorProposalResponse<oRFP20l8-lll ComprehensiveCyberSecurity Risk
Assessment dated February 14,2019.

2. CONTRACT TERM

2.1 The Contract and ail cbligalions of the parties hereundCr shall become effective after full
execution by Ihe'partics, and the receipt of required governmental approvals, including, but not
limited to. Governor and Executive CourKil of the State of New Hampshire epproval
("Effective Date") and extend through the date indicated in Part 1, POT'Ceneral Provisions •
Block 1.7: Comp/ez/on Da/e. '

2.2 The Term may be extended for one (I) additional term of one (I) year, under the terms and
conditions contained in the agreement and subject to approval by the New Hampshire Governor
and Executive Council.

2 J The Contractor shall commence work upon issuance of i Notice to Proceed by the State.

3. COMPENSATION.

3.1 CONTRACT PRICE

The Contract Price, Part l,'P37, block 1.8 price limitation, method of payment.'and terms of
paymeni are identified and more particularly described in Section 5 of P-37 Agreement, and
Part 3 Contract Exhibit 8; Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the.
' Services or Deliverables identified under this procurement or make an award by item, part or

portion of an item, group of items, or total Proposal, the Contractor shall not be responsible for
- any delay, act, or omission of such other vendors, except that the Contractor shall be
responsible for any delay, act, or omission of the other vendors if such delay, act, or omission
is caused by- or due to (he fault of (he Contractor.

State of NH Contract 2018^1 11 Comprehensive Cyber Security Risk Assessment
Pan 2 - IT/Prcwisions
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STATE OP NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT20I8.111
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4. CONtRACT MANAGEMENT

The Projeci will require the coordinated effons of t Project Team consisting of both the Contrcclor
and Slate personnel. The Contractor shall provide ill necessary resources to perform its obligations
under (he Contract. The Contracior ihall be responsible for managing'the Project to its successful
completion.

4.1 THE CONTRACTOR'S CONTRACT manager

The Contrsetor shell assign a Contract Manager who shall be responsible for all Contract
authorlcation and administration.

Tba Cootnictor'i Conlraet Maoagcr is:
. tuc Martin

39 River Road. Suite 4
Essex Junction, VT 04542
Email: lmanin(^nuherborsecuriiy.com

4.2 THE CONTRACXOR*SPROJtCT MANAGER

4.2.1 The Contrectof shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's leleition of the Project Manager shall be subject to (he prior
written approval of the State. The State's approval process may include, .without
limitation, at the State's ditcren'on, review of the proposed Contractor's Project
Manager's resume, quafificaiions, references, and background checks, and an interview.
The State may require removal or reassignment of the Contractor's Projeci Manager «vho,
in the sole judgment of (he State, lifound unacceptable or is-not performing to the State's
satisfaction. ^ '

t  4.2.2 The Contractor's Project Manager must be qualified to perform the obligations required
of the position under the Contract, shall have full authority to make binding .decisions
under the Contract, and shall, function as .the Contractor's representative for alt
administraiive and management rnatters. .The Contractor's Project Manager shall
perform the duties required under.the Contract, including, but not limited to. those set
forth in Exhibit I, Section 2.'The Contractor's Project Manager must be available to
' promptly respond during Normal Business Hours within two (2) hours to inquiries from
. the Slate, and be at the site as needed. The Contractor's Project Manager must work
diligently and use his/ her best efforts on-the Project.

4.2J The Contractor shall not change its assignment of the Contractor's Project Manager
without providing (he State wrirten'justification and obtaining the prior written approval
of the Stale. State approvals for replacement of the Contractor's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than'of'the Contractor's Project Meager being replaced; meet (he
requirements of the Contract; and be subject to reference and background, checks

■ described abdye in General Provisions, Section i.2A: Ccntroci Project Manager, and in
Contract Aprement General Provisions, Section .4.6: Reference and Background

SuteofNH Contract 20 IS-1II Comprehensive Cyber Security Risk Assessment .
Part2-IT.PfOvisions *
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Cheeks, b<low. The Contractor ihall aiiign a replacement of the Contractor'! Project
Manager within ten (ID) husineu dayi of the departure of the prior Contractor'! Projew

• Manager, and the Contractor shall continue during the ten (10) busineu day period to
provide competent Projeici management Services through the assignn^nt of a qualified'
inie/lm Project Manager.

4.2.4 * Notwithstanding any other provision of the Contract, the Stale shall have'lhe option, at
Its discretion, to terminate the Contract, declare the Contractor in default and pursue its

. remedies at law and in equity,.if the Contractor fails to uiign a the Cootractor Project
• Manager-meeting the requirements and terms of the Contraet.

the Contractor's Project Manager la:.
Kevin Moss

30 River Road, Suite 4 ■ "
Essex Junction, VT 04542
Email: kmoss^nuharborsecurity.fcom

4J contractor KEY PROJECT STAFF

4 J.I The Contractor shall assign Key Project Sutffwho meet the requiremenis of the Contract.
. and can provide the Services and Deliverables identified in the requirements set forfh'in
KFP Appendix C: Requirements, Table C-3: Requiremtnu. The State may conduct
reference and backgrourid checks on the Contractor's.Key Project Staff. The State
-reserves the right to require removal or reassignment of the Contractor's Key Project
Staff who arc found unacceptable to the State. Any background checks shall be.
performed in accordance with General Provisidns Section 4.6: Background Checks.

4 J.2 The Contractor shall not change any of the ConirBctor|s Key Project Staff commitments
without providing the State wrinen justification and obtaining the prior' vrritten'approval
of the. Slate. State approvals for replacement of the Contractor's Key Project Staff will
not be unreasonably wiihheld.- The replaeement of the Contractor^! Key Project Staff
' shall have comparable or greater skills than of the Contractor's Key Project Staff being
replaced. • - .

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall have
(he option to terminate the Contract, declare the Contractor In defiult and to pursue its-
remedies at taw and in equity, if the Contractor fails to assign Key Project Sta^ meeting
(he requirements and terms of the Contraet or if it is dissaiisfied with the Contractor's
replacement Projeet staff.

4JJ.1 The Contractor Key Project Staff shall consist of the following individuals in
the roles identified below;

Table4JJ;i: Tbc Contractor's Key Projeet Staff

State of NH Contract 2018-III Comprehensive Cyber Security Risk Assessment
Pan 2 - IT Provisions
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KEYMEMBER(S) TITLE

Paul Dusini Director, Informaiion Assurance

Jeffrey Samberger Senior Analyst -

■Kristof Holm Senior Analyst
Erie Kobelski Senior Engineer
Randy Duprey Senior Engineer

Kevin Moss Operations Coordinator
Ben Weber -* .  Senior Network Engineer
Bill Giglio Senior Network Engineer

Rick Sotomayor Pfc-Sales Engineer . .
Nick Calderan Pre-Sales Engineer

4.4 STAtE CONTRACT MANAGER

The Sb(e ihftll essign a Contract Manager who shall function as the State's rcpreicnrative with
regard.to Contract administrttion.

The State Contract Maooger b:
Karen Fleming
NH Department oflnformation Technology
Omce; 603-223-5766
Email: Karen.Fleming@dbit.nh.gov

4.5 STATE PROJECT manager

The State shall assign a Project Manager. The State Project Manager's duties shall ineludc the
following: • . ,

a. Leading the Project;

b. Engaging and managing all Contractors;

€. Managing significant issues and rislts.
d. Reviewing and accepting Contract Deliverable's; .
e. Invoice sign-offs;
r. ■ Review and approval of change proposals; snd

Managing stakeholders' concerns.

The State Project Manager is:
Daniel Dister
NH Department of Infomiation Technology
Office: 603.223-5734 •
Mobile: 603.931-9234

State ofNH Contract 2018.11) Comprehensive Cyber S^urity Risk Assessment
Part 2 - LT Provisions
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Emfiil: Daniel.Oistert^oit.nh.gov

4.6 REFERENCE ̂  BACKGROUND CHECKS

4.6.1 The Contractor shall conduct criminal background checks and not utilise any staff,
including subcontreciora.'io Tuinil the obligations of the contract who have been
convk'ted of any cnme of diihonesry; including but not jimited to criminal fraud, or

I  otherwise convicted of any felony or misdemeanor offense for which incarceration
for up to I year is an autfkrized penalty. The Contractor shall promote and maintain
an awareness of the importance of securing the State's infonriaiipn among the
Contractor's employees and,agents.

4.6.2 The State may, at its sole expense, conduct reference and background- screening of
the Contractor Staff. The State shall maintain the confidentialiTy.of background
screening results in accordance with the Contract Agreement - General Provisions-
Section 11: Use of Slate's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

5.1.1 The Contractor shall be lolely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is
used.

5.1.2 ' The Contractor may subcontract Services subject to the provisions of the Contract,
.  including but not limited io,.iha tenris and conditions in the Contract Agrtemeru. The
Contractor must submit all information and documentation relating to the
Subcontractor, including terms and conditions consistent with this Contract. The State
will consider the Contractor io.be wholly responsible for the performance of (he.
Contract and the sole point of contact with regard to all contracival maners, including
payment of any and all charges resulting from the Contract.

5.1 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with
the time frames in the Work Plan for this Contract, and as-more particularly described.in
Cohtraci Exhibit. A: Contract Deliverables.

5.3 DELIVERABLES review and ACCEPTANCE

Afler receiving written Cenificaiion from the Contractor that a Deliverable is Hnal, complete,'
and ready for Review, the State will Review the Deliverable to determine whether it meets the
Requirements outlined In Contract Exhibit A: Contract Deliverables. The State will notify the
Contractor in writing of its Acceptance or rejection of the Deliverable within-five (S) business
days of the State's receipt of the Contractor's written Certification. If the Slate rejects the
Deliverable,'the State shall notify the Cbntracior of (he nature and class of the Deficiency and

State of NH Contract 201.8-1) I Comprehensive Cyber Security Risk Assessment
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the Contreclor shall correct the Deficiency within the period ideniiried in the Work Plan. If no
period- for the Contractor's correction of the Deliverable Is identified, the Contractor shall
correct the Deficiency in the Deliverable within five (S) business days. Upon receipt ofthe
corrected Deliverable, the State shall havie five (5) business days to review tM Deliverable and
notily the Contractor of its Acceptance or rejection thereof, with the option to extend the'
Review Period up to five (S) additional business days. If the Contractor fails to correct (he
Deficiency within the allotted period of time, the State may, at its option, continue ̂ viewing
the Deliverable and require the Contmior to continue until the Deficiency is corrected, or
immediately terminate the Contract, declare the Contractor in default, arid pursue iu remedies
at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE (NOT APPLICABLE)

Syttem/SofSvara Testing and Acceptance shall- be performed as set forth in (he Test Plan and
more particularly described in Exhibit F:.resr/ngS«rv/ces. .

6. SOFTWARE (NOT APPLICABLE) .

The Contractor shall provide the State with eeoess to the Software and Documentation set forth in.ihe
Contract, and particularly described in Exhibit J:5oy?wore •

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall '
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the State wjth the administrative Services set forth In the Coniract,
end particularly described in Exhibit 0; Adminisiraiiye Strvictf.

7.2 Managed and professional tNFORMATlON SECURITY SERVICES

The Contractor shall provide the Stale with the Services set forth in the • Contract, and
particularly described in Exhibit E: Managed and Profeaionoi Informoilon Security Servieef
Implementation Services. . ■

7J TESTING SERVICES (NOT APPLICABLE)

The Contracior.shall perform testing Services for the State set forth in (he Contract, and
particularly described in Exhibit P: Tesiing Services.

7.4 TRAlTflNC SERVICES (NOT APPLICABLE).

The Contractor shall provide the State with (raining Servicq set forth in the Contract, and
particularly described in Exhibit L: rro/n/n^iServ/ces.

State ofNH ̂ntract 201S-t 11 Comprehensive Cyber Security Risk Assessment
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7.5 MAINTENANCE AND SUPPORT SERVICES (NOT APPLICABLE)

The Contractor shall provide the Slate with Maintenance and Support Services set forth in the
Contract, and particularly described in Exhibit G; Systtm Maintinonct and Support.-

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: >

8. WORK plan deliverable

■  8.1 The Contractor shall|>rovide the State with a Work Pl^ that shall include, without limitation,
a detailed description of the Schedule, tasks, Deliverables, major milestones, task'
dependencies, and payment Schedule. .

8.2 The initial Work Plan shall be a separate Deliverable and is set fonh in Contract Exhibit 1:
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than every two
weeks, to accurately reflect the status of the Project, including without limitatiot}, the Schedule,
tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any such
updates to the Work Plan must be approved by the State, in writing, prior to final incorporation
into Contract Exhibit 1: Work Plan. The-updated Contract Exhibit I: Work Plan, as approved
by the Stale, is incoqwrated herein by reference.

8J Unless otherwise agreed in writing by the Stale, changes to Ihe-Contraci Exhibit I: Work Plan
shall not relieve the Contractor from liability to the State for damages resulting from the
Contractor's failure to perform its obligations under the Contract, including, without limitation,
performance in accordance with the Schedule.

8.4 In the event of any delay in the Schedule, the Contractor must immediately notify the State in
. wriiihg. identifying the nature of the delay, i.e.. tpecincaetions or inactions of the Contractor

Of the State causing the problem; its estimated duration period to reconciliation; specific actions
that need to be taken to correct the problem; and the expected Schedule impact on the Project.

8.5 In the eveni.additional lime is required by the Contractor to correct Deficiencies, the.Schedule-
shill not change unless previously agreed in writing by the State, except that the Schedule shall
automatically e.x'tend on a day-to-day basis to the extent that the delay does ttot result fit)m the
Contractor's failure to fulfill its obligations under the Contract. To'the extent that the State's
execution of its major tasks lakes longer than described in the Work Plan, the Schedule shall
automatically extend on a day-to-day basis.

8.6 'Notwithstanding anything to the contrary,, the State shall .have the option to terminate the
' Contract for default, at its discrtlibn. if it is dissatisfied with the Vendor's Work Plan or

elements withlri the Work Plan.

Slate bfNH Contract 2018-111 Comprehensive Cyber Security Risk Assessment .
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9. CHANGE ORDERS

9.1 The Suie may make changes or revisions to the agreed upon Statement of Work (SOW) at any
time by written Change Order. The State originated changes or revisions shall be approved by
the Departmeni of Information Technology. Within five (5) business days, unless otherwise
mutually agreed upon of the Contractor's receipi'of a Change O.rdier, the Contractor shall advise
the State, in detail, of any impact on cost (e.g., increaseordecre^e), the Schedule, or the Work
Plan.

9.} The Contractor may request a change within the scope of the Contract by wririen Change Order,'
identifying any impact on-cost, the Schedule, or the Work Plan. The State shall attempt to
respond to the Contractor's'requesled Change Order within five (5) business days, unless
otherwise mutually agreed upon. The Slate Agency, as weM'as the Department of Information
Technology, must approve all Change Orders in writing. The State shall be deemed to have
rejected the Change Order if (he parlies are unable, to reach an agreement in writing.'

9.3 All Change Order requests from the Contractor to the State, and' the State acceptance.of the
Contractor's estinuie for a State requested-change, will be acknowledged and Vespohded to,
either acceptance or rejection, in writing. -If accepted, the Change Order<i) shall be subject to
the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

lO.i software TITLE (NOT APPLICABLE)

10.1.1 In the'event that the State purchases sofhvare ail title, right, and interest (including all
ownership and intellectual property rights) in (he Software, and its associated
Documentetion, shall remain with the Contractor.

10.1.2 Upon I'uccesshjl completion and/or termination of the Implementation of the Project, the
Contractor shall own and hold all, title, and rights in any Software modineaiions.
developed in connection with performance of obligat'ioni under the Contract, or
modificatfons to the Contractor provided Softwiare, and (heir associated Documentation
including any and all performance enhancing operaiional plans and (he Conlraciors'

' special utilities. The Contractor shall license back to the Stare the right to produce,
publish, or otherwtse.use such software, source code, object code, modincations.-reports.
and Documentation developed under the Contract.

10.U In no eVent shall the Conbactor be precluded from developing for itsclf,.or for Others,
malerials that are competitive with, or similar to Custom Software, modincations
developed in connection with performance of obligations under the Contract. In
addition, the Contraaor shall be fixe to use its general knowledge, skills, experience, and'
any other .ideas, concepts, know-how, and techniques (hat ere acquirxd or used in the
course of its performance under this agreement.

State of NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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10.2 STATE'S DATA AND PROPERTY

All righu, title and interest in State Data shell rethairt with the State. All data and any property
which has been received from the State or.purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demand or upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or State data, except:

a. In the course of data center operations;

b. In response lo service or technical issues;

c. As required by the express lerms of this contract; or

d. At the Slate's wrinen request.

lOJ CONTRACTOR'S MATERIALS

10.3.1 Subject to the provisions of this Contract, (he Contnctor may develop for itself, or for.
others, materials that are competitive with, or similar to, the Deliverables. In accordance

. with the provision of this Contract, the Contractor shall not distribute any produces
containing or disclose any Slate-Confidential Information. The Contractor shall be free
to use its general knowledge, skills and experience, and any ideas, concepts, know-how,
and techniques that are acquired or used in the courae of its performance under this
.Contract, provided thai such is'noi obtained as the result of the deliberate memorization
of the Sute Confidential information by the Contractor employees or third party
donsulianis engaged by the Cdntractor.

IOJ.2 Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot include Information .or records not subject to public disclosure under New'
Hampshire RSA Chapter 91-A, which includes but is not limited to the following;
records-of grand juries.and petit juries; records of pafele and pardon boards; personal
school records of pupils; records pertaining to internal personnel practices,-financlQl
information, test questions, scoring keys and other examination data use to administer a
licensing examination, examination for emplpyment, or academic examination and

-.personnel, medical, welfare, library use, video tape uie or rental, and other files
containing personally Identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights. All right, title and interest in-the State
WWW site <NH.GOV, ete.>, including copyright to all Data'and information, shall remain
with the State. The State shall also reutn all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages.' All .WWW-pages and any other
Data or information shall, wherie applicable, display the State's copyright.

Statc ofNH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
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10.5 CUSTOM SOFTWARE SOURCE CODE (NOT APPLICABLE)

In the event that the Stile purchiies software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which-shall be subject to the; License rights. The Slate shall receive a woMdwide,
perpetual, irrevocable, and non>exclusive'pald -up right and license to use, copy, modify and
prepare derivative works of any .custom developed software. This-sectipn does not apply to the
Contractor'] proprietary software code. .

•  10.6 SimVTVAL

This Contract Agreement Section 10; Intellectual Property shall survive the termination'of the
Contract.

II. USE OF STATE'S INFORMATION, CONnOENTULITY

11.1 USE OF STATE'S INFORMATION'

In performing its obligations under the Contract, the Contractor may gain access to information
of the State.-including Stata Corifidentia) Information. "Slate Conndenlial Information" shall
include, but'not be limited to, information exempted from public disclosure under New
Hampshire RSA Chapter 91-A: Access to Public-Records and Meetings (itt e.g. RSA Chapter
91-A: 5 Exemptions). The Contractor-shall not use the State Confidential Information
developed or obuined during the performance of, or acquired, or developed by reason of the

.  . Contract,exceptisdIrectlyconnectedtoahdnecessaryfortheContractor'tperformanceunder
the Contract.

11.2 state CONFIDENTIAL tNFORMxnON

11.2.t The Contractor shall maintain (he confidentiality of and protect from unauthorized use,
disclosvre, publication, and reproduction (collectively "release"), at! State Confidential

'  Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

11.2.2 Subject to applicable federal or State laws and regulations, Confidential Information
shall not include information which:

a. Shall havo otherwise become publicly'available other than as a result of disclosure by
the receiving party in breach hereof;

b. Was disclosed to the receiving party on a non^onfidenual basis from a sou^ other than
the disclosing party, which the receiving party believes is not prohibited from disclosing

. such Information as a result of an obligation in favor of the disclosing party;

c. Is developed by the receiving patty independently of, or was known by the receiving-
party prior to, any disclosure of such Information made by the disclosing party; or

Slate ofNH Contract 20IS-III Comprehensive Cyber Security Risk Assessment
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d. Is disclosed with the wrinen consent of-the disclosing party. A receiving party also may
disclose Confidenilal Information-to the extent required by an order of a. court of

. competent jurisdiction.

11.23 Any disclosure of (he State Confidential Infonmation shall require (he prior written
approval of the State. The Contractor shall immediately notify the Slate* if any request,
subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with the State in any effort
the State Ondertakei to contest the request, subpoena or other legal proeess, at no
additional cost to the State.

.  11.2.4 In the evertt of the unauthorited release of State Confidential Information, the Contractor
Shall immediately notify the State, and the Stale may immediately be entitled.io pursue
any remedy at law and in equity.' including, but not limited to, injunclive relief^.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain (he conHdentialiry ofits confideniial or proprietary
information, the Contractor must clearly ideniify in writing all Information It claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that the
Contractor considers their Documentation, to be Confidenttdl .Information. The Contractor
acknowledges (hat the State is subject to State and federal laws governing disclosure of-
information including, but.not limited to, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar as it is consinent with
applicable Stale and federal laws or regulations, including but not iimitedto, RSA Chapter9l«
A. In the event the State receives a request for the information identified by the Contractor as
confidential; the State.shall notify the Contractor end specify the date the State will be releasing
the requested information. At the request of the State, the Contractor shall cooperate and assist
the State with the collection and review of the Contractor's information, at no additional
expense to the State. Any effort to prohibit or enjoin the release of the information shall be the
Contractor's sole responsibility and at the Contractor's sole expense. If the Contractor fails to
obtain a court order enjoining the disclosure, the State shall release the information on the date,
specified in (he Stete's notice to the Contractpr. without any liability to (he Contractor.

11.4 SURVIVAL

This Contract Agreement Section 1 1, UstofStait'i Information. Confidiniiality^ihtW survive
termination br conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1 STATE

Subject 10 applicable laws and regulations, in no event shall (he State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages." Subject to

' applicable laws and regulations, the Stale's iiability to the Contractor shall not e.xceed the total
Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

Stale of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
Part 2 - IT Pro/isions
Date;. .F/y/y ,
Conlniclfor'i Initials: P8ge22of33



STATfi OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK A^ESSMENT
CONTRACT 2018.111

PART 2. INFORMATION TECHNOLOGY PROVISIONS

12.2 STATE'S IMMUNITY

Notwithstanding the foregoing, noihihg herein contained ihalj be deemed to constitute a waiver
of (he sovereign immunity of the State, which immunity is hereby reserved to the State. This
covenant shall survive termination or Contract conclusion.

123 SURVTVAL

This Section 12; Umltothn of UabUiry survive termination or Contract conclusion.

13. TERMINATION

13.1 termination FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shali constitute an event
of default hereunder C'Eveni of Default")

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

e. Failure to perform ariy other covehint, term or condition of the Contract.

13.1.1 Upon, the occurrence of any Event of Default, the Slate may take any one or more, oral!,
ofihc following actions: '

a.. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of
' a greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State ("Cure Period"). If the
Contractor fails to cure the default within thie Cure Period, the State may
terminate the Contract effective two (2) days after giving the Contractor notice'
of termination, et its sole.discreiion, treat the Contract as breached and pursue
its remedies at law or in equity or both.

b. Give the Contractor a written notice specifying- the Event' of Default and
.  suspending all payments (o be made under the Contract and ordering that the

portion of the Contreei price which would otherwise accnie to The Contractor
during the period from the date of such notice until such time as the State
' determines that the Contractor has cured the Event of Default shall never be paid
to the Contractor.

c. Set off against any other obligations the Slate may owe tp the Contractor any.
damages the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at lawor in equity,
or both.

e.. Procure Services that ait the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract
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■ and procuring (he Services from anoiher souroe, such as costs of competitive
bidding, mailing, 8dveriisihg,applicable fees, charges or penalties, and staff lime
costs; all of which shali be subject to the limitations of liability set forth in the
Contract.

12.1.2 The Contractor shall provide the State With written notice of default, and the State shall
cure the default within thirty (20) days.

13.2 TERMINATION FOR CpNVENTENCE
L3.2.1 The State may, at its sole discretion, tehninate the Contracl for convenierice, in whole or

in part, by thirty (30) days wrinen notice to the Contractor. In the event of a termination
for convenience, the State shill pay the Contractor the agreed'upon price, if separately
stated In this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Paymeni Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services

. or activities-and by minimizing negative effects on the State from such'winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

I3J.1 The State-may terminate the Contract by wrinen notice if it determines that a conflict of
interest exists, including but not limited lo, a violation by. any of the parties hereto of
applicable taws regarding ethics in public acquisitions and procurement and performance
of Contracts. . . • ^

13 J.2' In such case, the State shall be entiiled to a pro-rated refund of any current development,
support, ond maintenance costs. The Stale shall pay all other contracted payments that
•would have become due and payable if the Contractor did not loiow, or reasonably did
not know,ofthe conflict of interest.

13J.2 In the event the Contract is terminated as pr.ovrded above pursuant to a violation by the
Contractpr, the State shall be entitled to pursue the same remedies against the Contractor
as it could pursue in the event of a default of the Contract by the Contractor.

13.4 termination PROCEDURE . .

13.4.1 Upon termination ofthe Contract, the Slate, in addition toany other rights provided in
the Contract, may require the Contractor to deliver lo the Slate any property,, including

.without limitation, Written Deliverables, for such part of the Contract as has been
•terminated.

■'13.4.2 Afler receipt of a notice of lermlnaiion, and except as otherwise directed by the State,
the Contractor shall:

State of NH Contract 2018«1 II Comprehensive Cyber Security Risk Assessment
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a. The Slate shell be entitled I6 any posmennination uiittance generally made'
available with respect to the services, unless a unique data retrieval arrangement
has been established as partofthe SLA.

b. Stop work under the Contract on the date, and to^the extent'specified, in the
notice; ' _ .

c. Promptly, but in noevent longer than thirty(30)days after termination, terminate
its orders and subcontracts related to the work which has been terminated and
settle all ouitronding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or raiincailon .of the Slate to the extent
required, which approval or ratificalion shall be'final for the purpose of this
Section;

d. Take such action as the State directs, or as nccessao* to preserve and protect the
property related to the Contract which is in the possession qf the Contractor and
th which the Stale has an interest;

e. During any pefio'd orservlce suspension, the Contractor shall noi iake any action
to intentionally erase any Stale data, n the event of tenrtinaiion of any services

■or agreement in entirety, the Contractor shall not take any action to intentionally
erase any State data for a period of:

I. 10 days after the effective date of termination, if the termination is in
accordance with the contract period

■  It. 30'days after the effiKtive date of terminalion, ifihe-termination is'for
convenience . '

ili. 60 days after the effective date of termination, if the termination is for
cause

Iv. After such period, the Contractor shall have no.obligation td maintain
or provide any State- data and shall thereafter, unless legally
prohibited, delete all State data in its systems or otherwise- in its
possessionof under iiS'Control.

f. Transfertitle tothe State anddeliver in the manner; atthe times, and to the extent
directed by the State, any ^periy which is required to be furnished to the State
and which has been accepted or requested by the Slate; and

g. The Conimctor shall implen^ent an orderly return of State data in a CSV or
another mutually" agreeable formsl it a lima agreed to by the parries and the

'  subsequent secure disposal of State data;

h. The Contractor shal.) securely dispose of all requested data in all of its forms,
'  • such as disk, CD/ DVD, backup tape and paper, when requested by the State.

Data shall be permanently deleted and shall not be recoverable, according to
National Institute of Standards and Technology (NIST).approvcd methods.
Certificates of dcstfticiion shall be provided to the State.

1. Provide written Certification to the State that ih'e Contractor has surrendered to
the Stale all said property.
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13.5 SUR.YIVAL

This Section 13: Terminaiion shall survive lermination or Contract conclusion. '

14. CHANGE OF OWNERSHIP

In the event that the ConirKtor should change ownership for any reason whatsoever, the State shall
.  have the option ofconiinuing under the Contract with the Contractor; its successors or assigns for the

full remaining term ofthe Contract; continuing under Che Contract with'tha Contractor, its successors,
or assigns for such period oftime as determined necessary by the State; or Immediaiely terminate the
' Contract without liability to the Contractor, iti successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTis

15.1 The Contractor shall not assign, delegate', subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the Stat4. Suchconsem
shall not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other
transfer made vyithout the State's prior written consent shall be null and void, and may
constitute an event of default at the sole discretion of (he State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontracton, .or other transferees ("Assigns") are . used, unless
otherwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
all obligations and liabilities under (he Contract from the Effective Date: In the absence of a
written assumption of full obligations-and liabilities of the Contract, any permined assignment,
delegation, subcontract, or other transfer shall neither relieve (he Contrector of any of its
obligations tinder the Contract nor effect any. remedies available, to the Stale against (he
Contractor that may arise from any event of default of the provisions of the contrect. The State
shall consider the Contractor to be the sole p-oint of contact- with regard to all contractual
metters, including payment of any and all charges resulting from the Contrect.

'15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigningthe'
Contract to the successor of all or substantially all of the assets or business of the Contractor
provided'that the successor fully assumes In writing ell obligations and responsibilities under
the Contract. In the event (hat the ContrKtor should change ovynership, as permitted under
Section 15: Change ofOwnership, theState shall have the option to continue under the Contract
with the Contrector, its successors-or assigns for the full remaining term of the Contract;
continue under the Contract widi the Contractor, Its successors or assigns for such period .of
time as determined necessary by the Slate; or immediately terminating the Contract without
liability to (he Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1 Prior to the fdlng of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intcliectu.al property rights, or. Confidential
Information), the party believing itself aggrieved' (the "Invoking Party") shall, call for
progressive management involvement in the dispute negotiation, by written notice to the other
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party: Such notice thai) be wiihoul prejudice to the Invoking Party's right to any other remedy
permitted under the Contrect.

16.2 The parties shall use reasonable efforts to arrange, personal meetings and/or telephone
conferences as needed, tit mutually convenient times and places, between negotiators for the
parties at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:

Table Ifi.i: DISPUTE RXSOLUTION RESPONSLSiUTY AND SCHEDULE TABLE

LEVEL . CONTRACTOR STATE.
CUMULATIVE

ALLOTTED

TIME

Primary
Luc Ma/tin

Projeci Manager (PM)

Daniel Oilier'

State Project Manager (PM)
Chief Information Security

Officer

5 Business Days

First

•  Scon Mosher

Vice President
' penis Goulet
Commissioner

)0 Business

Days

16J The allotted time for the first level negotiations shall begin on the date the Invoking Party's
notice Is received by the other party. Subsequent allotted time is days from the date that the
onginallnvoking Party's notice is received by the other party.

17. DEPARTMENT OF INFORMATION TECHNOLOGY GENERAL TERMS AND
CONDITIONS

.  17.1 COMPUTER USE

In considerailon for receiving access to and use of the computer facilities, nerworii, licensed or
developed sofhvare, systems and equipment, Documentation, information, reports, or data of
any kind (hereinafter "Information"), the Contractor understands and agrees to the following
rules:

a. Every Authorized Userhastheresponsibilitytoassuretheprotectionofinformatlon from
unauthorized access, misuse, theft, damage, descruciion, modification, or disclosure.

b. That information shall be used ulely for conducting oiTicial State business,'and all other
use or access is strictly forbidden including, but not limited to, personal, or other private

'.and non-State use and that at no time shall the Contractor access or aRempt to access any
infofmaticn without having (he express authority to do so. ,

State ̂ f NH Contract 2018-
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c. That Bi no lime shall the Contractor access or attempt'to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating-
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
• shared, distributed, sub-licensed, modined, reverse engineered, rented; or sold, and that
at ail times the Contractor must use utmosi care lo protect and keep such software strictly
confidential in accordance with-the license or any other Agreement executed by the State.
' Only equipment or software owned, licensed, or being evaluated by the Stale, can be
used by the Contractor. Personal software (including but not limited to palmtop sync
software) shall not be installed on any.equipment.

e. That if the Contractor is found to.'be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of tew.

17.2 EMATLUSC

Email and other electronic communication messaging systerns are State of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal Email
systems" or "State-funded Email systems." Thi ContrKlor understand and agree that use of

, email shall follow State standard policy (available upon request)..

17J INTERNET/INTRANET USE

The Intemet/intranel is to be used for access to and distribution of information In direct support
of the business of (he State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note (he Certificate Holder in the lower left hand block'
ir>eluding Slate of New Hampshire, Department Name, and name of the individual responsible
for the funding of the contracts and his^er address.

17.5 EXHTBITS

The Exhibits referred to, in and attached to the Contract are incorporated by'reference as if
fully included in the text.

17.7 VENUE AND JinUSDICTION

Any action on the Contract may only be brought in the State of New Hampshire, Merrlmack.
County Superior Court.

State of NH Contrac(.201'8-1 11 Comprehensive Cyber Security Risk Assessment
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17.8 survival

The terms, conditions and warranties contained, in the Cohtraci that by their context are
intended to .survive the completion of |he performance, cancellation or termination of the
Contract shall so survive.

17.9 FORCE MAJEURE

Neither the Contreclor nor the Sute shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
parry. Such events shall include, but not be limited to, acts of Cod, strikes, iMk outs, rlou, and
acts of War. epidemics, acts of Gqvemtnent, fire, power failures, nuclear accidents,
eanhquakes, and unusually severe weail^.. Except In the event of the foregoing, Force Majeure
events shall hot Include the Concractor's inability to hire or provide penonnel needed for the
Contractor's performance under the Contract.

17.10 NOTICES

Any notice by a party hereto to the other.paKy shall be deemed to-have been duly delivered or
given at the time of mailing by cenified mail, ̂ stage prepaid, in a United States Post Offtce
addressed to the parties at the following addresses.-

Table 17.10: Notices

TO the CONTRACTOR . TO THE STATE OF NEW HAMPSHIRE

KATHIE CHENEY DANIELDISTER-

NuHARBOR SECURITY
DEPARTMENT OF INFORMATION

TECHNOLOGY

39 RIVER RD SUITE 4 27 HAZEN DRIVE

ESSEX JUNCTION. VT 04542 CONCORD. NH 03301

TeL:(802)2)|.0308 TEL: (603) 223-5734

!?.n DATA PROTECTION

Protection of personal privacy and data shall be an integral pairt of the business activities of the
Contractor to. ensure there is no inappropriate or unauthorized use of State infdrmation at any
time. To this end, the Contractor shall safeguard the conndenilaliry, integrity and availability

.  of State information and comply with the following conditions; .

a. The Contractor shall implement and mtintain appropriate administrative, technical and
organizational security measures to sifcguard against unauthorized access, disclosure or'
theft of personal data-and non-public data. Such security measures shall be in accordance
with recognized industry practice end not less stringent than the measures the Contractor
applies to its own ̂ rsonal data and non-public data of similar kind.

State of NH Contract 2018-111 Comprehettsive Cyber Security Risk'Assessmeni
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b. All datA obtained by the Contractor in the performance of this contract shall become artd
- all personal data shall be encrypted at rest and in-transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless otherwise stipulated, the Contractor shall encrypt alt non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a'
part of this contract. ■

d. At no lime shall any data or proctsset — ihst either belong lo or are iniended for the use
of the Slate or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to.thc Contractor for subsequent use in any trf nsaction
that does not include the State.'

e. The Contractor shall not use any information collected in connection with the service
issued from this proposat'for any purpose other than fulfilling the service. ■

17.12 DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing.and transmission of State data
shall be restricted to.infonmation technbiogy systems within ihe Continental United States. The
Contractor shall not allow its perionnel or sub-contractors, to store'State data on portable
devices, including personarcompiiters, except as specified and allowed by the contract, and
then only on devices that an used and kept at As data centers within the Continental United
States. The Cpntracior shall permit its personnel and Contractors to access Stale data remotely

.  • only to provide technical suppoK and as specified or required by the contract.

17.13 SECURITY INCCDENT OR DATA BREACH NOTinCATION

The Contractor shall inform the Slate of any security incident or data breach in accordance with
NH RSA 359-C.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding

. media inquiries and seeking exitmil e.xpemse as mutually agreed upon, defined by law
or contained in the contract. Discussing security incident) with the State should be
handled on on urgent as'-needed basis, u pan of the Contractor communication and
mitigation processes as mutually agreed upon, defined by law or contained in the
contract.

b. Security Iricident Rcpohing Requirements: the Contractor shall report a security incident
to the appropriate State identified contact immediately as defined in the SLA.

c. Breach Reporting Requirements: Ifthe Contractor has actual knowledge ofo confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, (he Contractor shall (I) promptly notify the appropriate State

' identified contact within 24 hours or sooner, unless shorter time is required by applicable

Slate ofNH Contmct 2018-111 Comprehensive Cyber Security Risk Assessment'
Part 2 - IT Provisions

Date:

Contracfef's lnitials:^^iL,j_:^ Page 30 of 33



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATtON TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018.111

PARTI - INFORMATION TECHNOLOGY PROVISIONS

law, and (2) take commercia))y reasonable measures (o address (he data breach in a
timely manner.

17.14 BREACH RESPONSmiLrTCES

This section only applies when a data breach occurs with respect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify fhe appropriate
Slate identified contact by telephone in aeeordanee with the agreed upon security plan or
security procedures if it reasonably believes (here has been a security incident.*

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within twenty four (24) hours or sooner by telephone, unless shorter
time is required byappliuble law, if it confirms that there is, or reasonably believes (hat*
(here has^been a data breech, the Contractor shall (I) cooperate with the -State as
reasonably requested by the State to investigate and resolve the data breach, (2) promptly

.  implement necessary^ remedial measures, if necessary, and (3) document responsive
actions taken related to the data-breach, including any posi.incident review of events and
actions uken to make changes in b.usiness practices in providing i.he services, if
•necessary.

c. Unless otherwise stipulated, if a data breach is a direct result of (he Contractor's breach
of ill contract obligation to encrypt personal data or otherwise prevent its -release, the
Contractor shall bear the costs associated with:

i. The investigation and resolution of the data breach;

ii.' Notifications to individuals, regulators or others required by State law;
HI. A credit monitoring service required by Slate (or.federal) law;
Ivi A websiteoratpll-free number andcall center foraffected individuals required

by Slate law — all not to exceed the average per record per person cost
calculated for data breaches in the United States in the mpst recent Cost of

-  Data Breach Study:-Global Analysis-published by the Ponemon Institute 17 at
the time of the data breach; and

V. Complete all corrective tctions as reiuonably determined by the Contractor
based on root cause; all [(i.) through (v.)] subject to this Contract's limitation-
of liability.

17.15 NOTIFICATION Of legal REQUESTS

The Contractor shall contact (he State upon receipt of any electronic discovery, liligation holds,
discovery'searches and expert testimonies related (o the State's data under this contract, or
which in any way might reasonably require access to ihe-data of the Slate. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State without

■  first notifying the State, unless prohibited by law from providing such notice.

State ofNH Contract 20I6'1 1 1 Comprehensive Cyber Security Risk Assessment
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17.16 ACCESS TO SECURITY LOGS ANP REPORTS

The Coniractof shall provide reports (o the State in a format as agreed to by both the Coniracior
and the State. Reports shall include latency statiitiei, user access,- user access IP address, user
access history and security logs for all State files related to this contract.

■  17.17 CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
' perform (his audit or contract with a third party'ai.ilt discretion and at the Stata's expense.

17.18 . DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at iu
expense, and provide a redacted version of the audit report upon request.. The Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level ofa third>party.audit.

17.19 ADVANCE NOTICE

The Contractor shall give advance notice (to be determined at the contract time and included
in the SLA) to (he State of any upgrades (e.g., major upgrades, minor up^des, system

'changes) that may impact service availability and perfdrmahce. A major upgrade is. a.
replacement of hardware, software or firmware with a newer or bener version in order to bring
the system up to date or to improve Us characteristics. It usually includes a new veraion number.

17.20 SECURITY

The Contractor shall disclose its non-proprietary security presses and technical limitations
to the State such thai adequate protection and flexibility can be attained between the State and
the Co.nirector. For example: virus checking and port sniffing— the State and the Contractor
shall understand .each other's roles and responsibilities.

17.21 NON DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable ndn-
-  disclosure agreements, and (imii staff knowledge of State data to that which is absolulely

necessary 10 perform job duties. ■ i

17.22 IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference .from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23 RESPONSmamCS AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation.of all hardware, software
and network support relat^ to the services l^ing provided. The technical and professional
activities required for establishing, managing and mamiaining the environments are the

Slate of NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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responsibilities of the Contractbr. The system shall be evsilable 24/7/36S (wiih.flgreed>uppn
maintenance downtime), and provide service to customers as defined in the SLA.

17.24 RIGHT TO .REMOVE INDrvmUALS

The State shall have the right at any time io require that the Contractor remove from interaction
with State any the Contractor representative who the State believea is detrimental to its worfting
relationship with the Contractor. The State shall provide the Contractor with notice ofjis'
detenninetion, end the reasons it requests the removal. If the State signifies that a potential
security violation exists with respect to the request, the Contractor shall immediately remove
such individual. The Contractor shall not assign ihe person to any aspect of ihe contract or
furure work orders without the State's consent,

Remainder of this page intentionally le/l blank
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CONTRACT DELIVERABLES

1. CONTRACT DELIVERABLES

The State of New Hampihire, Department of Information Technology, (the "State") requires
comprehensive cybersecurity risk assessment of the Executive Branch information'technology
entertxise. In addition to determining gaps or shortfalls in the State's cybersecurity posture, a key

■  outcome of this assessment will be a roadrnap to improve the security, readiness and e^eciiveness of
the State cfNew Hampshire's cybersecyrity.ponure.

As a public entity, the State of New Hampshire is exposed to the full range of cyber threats on a
continual basis: malware, boinets, ronsomware, and denial of service attacks do not discriminate - any
network connected to the Internet is exposed to these threats. The old boundaries of cybersecurity and
cyberaRacks are disappearing — from the network perimeter, to distinct types of malware, to nation-
state tactics vs. that of the cybercriminal. The anacker's advantage lies in this fluidity, exploiting
endpoint vulnerabililies and inadequate tecurit)' controls; reshaping attacks to evade detection; and
repurposing tactics, techniques and procedures for their own use. It has been said thaf'Vou don't
know whet you don't know" and to thai end, the State of New Hampshire is pursuing an independent,

•  comprehensive cybersecurity risk assessment in order to-focus cybersecurity resources on the biggest
risks and gaps in our security posture.

COALS AND OBJecnVES FOR THE COMPREHENSIVE CYBERSECURITY RISK
ASSESSMENT;

i. Independently assess the cybersecurity maturity level as measured against the NISI
Cybersecurity Framework and the Center for Intcmel Security (CIS) 20 Critical Security
Controls;

H. Review (he network architecture, including L2 and L3 routing approach, use of
redundant/survivabie equipment connguralion's, use of Firewalls, use of aCcess control lists
and remote access methodologies and-evaluate iu conformance with best practices for a
network of (his size and complexity;

ill. Identify any security gaps, prioritize ihem and describe the level of effort required to
mitigate them;

iv. Discovering non-existent and/or weak information security management processes within
the organization;

V. Identifying opportunities to improve, the network architecture, network consolidation,
simplificaiion and cost reduction; '

vl. Confirm cyber-proiection systems atxl processes are properly secured from internal and
external threats; and

vli. Prepare and present a technical roadmap to improve the security, readirtess and effectiveness
of the Stale of New Hampshire's cybersecurity posture.

State of NH Contract 20IS-111 Comprehensive Cyber Security Risk Assessment
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contract DELIVERABLES

1.1 GENERAL PROJECT ASSUMPTIONS

1.1.1 The Contractor will provide project tracking tools and templates lo.record and manage
' issues, risks, Change Requests, mquiremenu. decision sheets, and other documents used
in the management and tracking of the Project. The'State of New Hampshire and the
Contractor's Project Managers will Review these tools and templates and determine
which ones will be used for the Project. Training on .these tools and templates will be
conducted at the start of each phase in which they will be used.

1.1.2 Prior to the commencement of work on'Non-SoRware and Written Deliverables, the
Contractor shall provide to the State a template, lable of contents, or aigends for Review
and prior approval by the Scate.

1.1.3 ;The Contractor shall ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reli.abiliry of the Slate's informalion
Technology resource. Information; and services. Security-requirements are defTned in
Part 3 - Exhibit H: Requirements. The Contractor shall provide the State resources,
irtformaiion, and Services on an ongoing basis, with the appropriate infiraslructure and
security controls to ensure business conlirtuity and to safeguard the Confidenllality.and
integrity of State networks, Systems and Data.

1.1.4 The Dellverabtei are set. forth in the Schedule described, below in Section 2.2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any. Dericiency in the System, in whole or in
part, through completion of all Acceptance Testing, including but not limited to.
Software/System Acceptance Testing, and any'extensions thereof.

1.1.5 Pricing for Deliverables set forth in Pan 3 • Cxhibil.B: Price and Payment Schedule.
Pricing will be effective for the Term of (his Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTrVrTlES SCHEDULE

2.1. SCOPE OF WORK

.The Contractor'will conduct a corhprehentive cybersecurity risk assessment of the State's
Informalion Technology (IT) environment in -order to evaluate adherence to the State's
Informalion Security Policies, National Institute of Standards and Technology (NIST)
standards, and best practices. The assessment shall Includearepreseniaiivesamplmgofdcvices
(to be defined by the State) from across ell Executive Branch agencies. The following services
must be provided to meet the Contract requirements:

2.1. (C-i.l) rr ASSET inventory and management

provide the Slate with a comprehensive inventory Of all IT assets within
.  the scope of Executive Branch agencies.

State of NH Conrrect 20IM11 Comprehensive Cyber Security Risk Assessment
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a. Utiliu active and passive discovery tools to identify all devices
c'onnected'lo the State's network and populate a searchable and

' editable hardware asset inventoiy.

b. Ensure that the hardwere asset inventory records the network
address, hardware address, machine name. Operating System
(OS), OS patch level, open ports and running services for each
asset that has been detected/discovered on-the network.

c. Assess the current state and capability for a compfeheniive IT
hardware and software ass.et inventory and- management
syitem.

d. Optional; -beliver a compfthensive IT hardware and software
asset discovery and inventory management system.

2.1. (C-I.l) NETWORK SECURITY AND ARCHITECTURE ASSESSMENT

Provide the State'with a network architecture review which evaluates
the fundamental architecture approach for efriciency,.maintain8biliry.
throughput, sufvivability/red'undancy and security posture highlighting
current strengths and syeaknesses of implemented contro ls. The vendor
should consider different assessment scenarios such as level of access
and point ofaccess during their assessments. . .

The Technical Security Assessment Report should include: ■

a. Nerwork Topology and Archftecture

1. F.rom a but practices perspective

li. From a seeuriiy perspective

b. Network Segmenteiibn

c. Network Switch Configuration

d. Network Access Oonlrol (NAC)

e. Firewalls Configuration

f. lOP/IDS Configuration

g. Router Configuration

h. Virtual Private Network (VPN) Configuration

i. Wireless Networking Configutatio'n

• J. Remote Sites •

k. Data Centers

I. Voice Over IP (VoIP) Configuration

State of NH Contract-2018-111 Comprehensive Cyber Security Risk Assessment
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.  . m. Network btsed security conirbis e.g. OLP. AnHspam. cic.

D. Configuration managemenl methodology

I. OFHaxdwa/e

'(I. Of software configurations

0. Opiiorut: Provide-technical assistance to actively mitigoie
critical and high- risk findings from the Network -Security
Assessment.

2.I.(C-1.3) HOST/SERVER SECURITY ASSESSMENT

Provide the Slate with a security focused host/server architecture
review, with additional security'reiatedinformalion about the Stale's
host/server operating system eonfigurations that cannot be obtained
through network scanning. The additional granularity of the host/server
security assessment should enable ihe'Staie to identlly and assess the
presence and efTectiveness of technical controls ^d the level of
compliance with State policies and other relevant industry standards

'  and best practices, focus should be given to:

a. Hardening issues • Provide an-in-depth review of a system's
security conngureiion, and evaluating if available the sccuri^
controU that are being used based on the roles and functions of
the host. ■

b. Identify known vulnerabilities and OS and 3rd party software
issues.-

.  c. Identify host dependencies from the Service/End User,
standpoint and intereonneclion be^een multiple services
which can compromise an end user service.

d. Optional: Provide technical assistance to "actively mitigate
c'riiical and high risk findingis from the Host/Server Security .
Assessment.

2.!.(C.1.4) ENDPOINTSECURnYASSESSMENT

The vendor will test a pre-determined samplirig of svorkstations and
peripheral endpoihu in different departments/division^ from across
Executive Branch agencies to perform the assessment. -Provide the
State with an assessment of endpoints/workstaiions and end. user
security against NIST, CIS and industry best practices, including but
not limited to:

a. Workstation Configuration

b. Anti-Malwart

State of NH Conirtci 2018-111 Comprehensive Cyber Security Risk Assessment ' '
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c.' Endpoini Encryption

d. User Rights (Loctl/Domsin)

e. Media'Acoess

, f. Password Practtcea

g. OS and Third-Party Software Patching

b. Peripheral Deviea (network prinle'ra, scanners) configuration

i. Mobile Device Security and Management

j. Optional: Provide technical assistance to actively mitigate
critical attd hi^ risk findings from the Endpoini Security
Assessment.

2.1.(0-1.5) APPLICATION SECinUTY assessment

a. Conduct an Application Security A-tsessmeni that analyteitha
Internet, Extranet, and Intranet-applications for existence and
strength of application security controls. Conduct this
assessment in accordance to the OWASP top 10 raference and
other baselines for application security (e.g. assessment of
authentication mechanisms and auihoritalion mechanisms,
session context control mechanisms, audit logging, intrusion
detection and deterrence).

b. Conduct Application Security Assessments, that target the
security cspabiliiies of critical applications. Assess if the
a'pplicfliions have capabilities to secure information/data
communications and whether the capabilities have'been fully
utilized. To accomplish this, the Vendor must qualitatively .
assess vulnerabilities that exist within targeted applications
relative to both technical and non-technical security controls.

c. For State in-house developed applications,- the overall security
framework used for (he application development process must
be reviewed.

d. The application security review' should evaluate available
security features and security-relevant configuration items
within the application to conclude if those controls have been
configured to provide the State with the level of protection
required by business, regulatory, and corporate drivers.

c. Optional:' Provide technical assistance 'to actively mitigate
critical and high risk findings from the Application Security
Assessment.

State ofNH Contract 2018-1II Comprehensive Cyber Security Risk Assessment
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2.1. (C-1.0 Data SECURITY assessment

Provide ihe Stele with en essetsmerii regerding ihe clusificetion,
storegc, transmission end use of struonircd and unstructured deto ocrOss
iht Enierprise.

a. Oets clossincetion policies and procedures

b. Transmission and handling of Sensitive data

. c. Date Access Control

d. Date Destruction'

e. Privacy policies^ proteclion and compliance

f. Provide technical assistance -to actively mitigate critical and
high risk findings from the Data Security Assessment

g. Opiional: Provide administralive assistance to develop and
deliver newer updated documentation based on gaps or critical
findings horn the Data Security Assessment.

2.1.(C-1.7) CYBERSECURHY AND RISK MANAGEMENT"PROGRAM
ASSESSMENT

Provide the state with assessment, gap analysis and a strategic roadmap
for improvement against NIST. CIS and best practices in the following
program areas;

a. Cybersecurity Program and Organization

b. Governance and Compliance Management

c. Risk Management Policies, Practices and Procedures

d. User Security Awareness and Training

e. Security Policies and Procedures

f. Business Continuity and Oitast^ Recovery Planning

g. Opiional: Provide administrative assistance to develop and .
deliver new or updated program documentation based on gaps
or critical findings from the Cyberseeurity and Risk
Managemeni'Program Assessment.

2.2 DELIVERABLES

Vendor shall create and provide detailed reports to DoIT as a result of analysis and assessment
including bul.noi lirriited to the following;

Siate.ofNH Contract 2018-III Comprehensive Cyber Security Risk Assessment
Pan 3 - ExhiUt A -Contract Deliverables

OM j/iSM- /
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CVBER,§ECURJTV RISK ASSESSMENT
CONTRACT 2018.111

PART 2 - EXHIBIT A

CONTRACT DELIVERABLES

a.. An executive sumnxery xviih objeciives, scope, back^und, summary of findings, and
recammendailons

b. A report.which uses thcNIST Cybenecufiry Framework to:

I. Describe the State of Hampshire's current cybersecurity posture;

ii. Identify and prioritize opportunities for improvement within the context of
a continuous and repeatable process; and

iil. Describe the State of New Hampshire's current Framework,Implementation
Tien , .

c. Idenliflcation of the technical or programmatic cyber security gaps.

d. Recommendations for eliminating, or at least reducing, security gaps and increasing-
the level ofcybersecuri.ty maturity

e. Summary of areas reviewed /. examined along with the methodologies / procedures
used

f. A list of security weaknesses In the form of findings, ranking of risk severity, and a list
.  of prioritized recommendations

g. ■ A multi'year security irnprovemeni roadmap including additional recommendations or
future considerations

h. Recommendations on industry ttandard security frameworks / best practices to
implement

i. Cost projections for implementing the optional recommendations and roadmap
including labor hours and licensing for software tools

j. Listing of at! softwa/e tools used.io perform the Assessment

K Any related reference material

2J DELIVERABLE METHODOLOCV .

For each deliverable that requires the vendor to compile'en Assessment the following
methodology shall be used:

a. Vendor shall prepare an outline of the rcpon which includes a scope statement and
proposed table of contents for the assessment report and provide it to the State for
review and comment. • .

b. Vendor shall meet with the State team, no sooner than 5 business days after the outline
was provided to discuss the proposed outline and approach.

c. ■ Upon approval of the. outline and approach by the State Project Manager the vendor
may conimence the analysisyinveitigatron required for. the assessment.

Slate ofNH Contract 2018.111 Comprehensive Cyber Security Risk Assessment
Part 3 T Exhibit A - Contract Deliverables

Contractor's Initials: Page8of3ti



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURJTV RISK ASSESSMENT
CONTRACT 2018-111
PART 0 - EXHIBtT A

CONTRACT DELIVERABLES

d. If ai any tima during Ihe analysis the vendor discovers what they consider to. be a
critical security vulnerability they shall immediately notify the State Project Manager.

e. During the assessment (he vendor should provide a-status update on the assessment
during regular project meetings.'

f. Upon completion ofthe analysisfinvestigation the vendor shall prepare a draf\ report
' in conformance with the approved outline (Step l).Bnd provide it to the State for mview
and comment.

g. Vendor shall, no sooner than 5 business after submitting ihe draft report, meet with the.
Slate team to present findings and discuss (he draft report.

h. After coniidereiion ofthe feedback from the Slate, ihd vendor shall prepare and submit
a final report to Ihe State Project Manager.

i. After acceptance by the Sute. Project Manager the vendor may invoice for the
deliverable.

Rtmohder ofthis pogt intentioneUy lef blank

State ofNH Contract 2018-M 1 Comprehensive Cyber Security Risk Assessment
Pan 3 - Exhibit A - Contract Deliverables
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STATE OF NEW HAMPSHIRE
DEPArtTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber security Risk ASSE^MENT
CONTRACT 2018-111

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT.SCHEDULE

1.1 NOT TO EXCEED

This is 0 Not to Exceed (NTE) with e mA.t{mum Contract value indicated in the Contract Pan
I, P-37 General Provitidns • Block 1.8: Price Limitation for the period between the Effective-
Oate through the date indicted in Part I, P07 General Provisions - Block 1.7: Completion
Date. The Contractor ahal'l be rttponsi'ble for performing its obligations In accordance with
the Contract. This Contract will allow the Contracior to invoice the State for the following
activities, Deliverables, or milestonesappearing in the price and payment tables telow:

Tabl^ 1.1: Not to Exceed total Pfo]ect Cost & Payment Dates

Assessment

Number
Task Name Duration

Estimated

Complctloni
■  Date

Total

.Deliverable

Cost

Invoice Oate-

C-l.l

C-1.3

€•1.4

IT Asset

Inventory and

Managerttent

Host/Server

SecuritY
Assessment

2 weeks

Total

(3 Days

Onslte)

09/20/19 Included N/A

Endpoint

Security

Assessment

Meeting

ForeScout

CounterACT

final Report

Debrief

Meeting

3 Hours

(Onslte,

Scheduling

TBD)

09/2S/19 Included N/A

State of NH Contract 2018-i 11 Comprehensive Cyber Security Risk Assessment
Part 3 ' Exhiby 8 - Price and Payment Schedule
D»"; imlii.
Contractor's Initials; Page 10 of 36



STATE OF ryEW HAMFSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber security risk assessment

CONTRACT 2018-HI

PART 3 - EXHIBIT B

PRICE AND payment SCiaDULE

C-1.2a

Network

Security and
Architecture

Assessment

11 weeks- 11/22/19 S77.000 11/29/19

C-1.5

Application

Security

Assessment

7 Weeks 11/22/19 $49,000 li/29/19

C-1.2b

external

Network

Penetration

Test

3 Weeks 11/15/19 ■ ■ $21,000 11/22/19

C-1.2C

internal

Network
Penetration ■

"Test

6 Weeks

(•not
consecutive

weeks,

accounting
for Holiday

periods).

01/17/20 ■ $42,000 01/24/20

C-1.6 .
Data Security

Assessment

S Weeks 02/28/20 $70,000 03/06/20 .

C-1.7

Cybersecurity

and Risk

Management

Program

Assessment

Assessment Total $259,000

Slate of NH Contract 201 11 1 Comprehensive Cyber Security Risk Assessment
Part 3 - ̂hibt B - Price and Payment Schedule
Date:.

Cohlracfor'a Initials; Page 11 of'36



STATE OF NEW HAWPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber security risk assessment

CONTRACT 2018-111

Part 3 - EXHIBIT B

PRICE AND Payment SCHEDULE

C-2
Optional

Services
TBO

As

requested

. $240,000

(not to
exceed).

TBO

ProJectTotal $499,000

2. contract PRICE

2.1 Norwithstanding

2.2

 any provision in the Contract to the contrary, and notwithstanding unexpected,
circumstances, in no event shalt (he (otai of a|l payments made by the State exceed the amount
indicated in Pert i, PO? General Provisions • Block 1.8: PriceLimitation. The payment by the
State of Ihe total Contract price shall be the only, and the complete reimbursement to the
Contractor for all-fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

The State will not be responsible for any travel or out of pocket-expenses incurred in the
performance of the Services perfonped under this Contract-. The Contractor must assume all
reasonable travel and related expenses. All labor rates will be "Fully Loaded", including, but
not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of pocket
expenses.

3. INVOICING

** • - * • ,

3.1 The Contractor shall submit correct invoices to the State forall amounts id be paid by the State.
All invoices submitted shall be subject to the Stale's prior written approval, which shall not be
unreuonably withheld. The Contractor shall only submit invoices for Services Or Deliverables
as permined by the Contract. Invoices must be in a format as determined by the State and
contain detailed iriformation, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, an(( the Acceptance date
triggering such payment; date of delivery and/or. installation; monthly maintenance charges;
any other Project costs or retention amounts if applicable.

3.2 Upon Acceptance of a Deliverable, Bi>d a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shalt be promptjy dispatched.

.  3J ALL-INVOICES SHALL BE SENT TO:

DEPARTMENTOF INFORMATION TECHNOLOGY

BFA -

27 HA2EN DRIVE

CONCORD, NH 03301

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
-Part 3 ExhiUt B - Price and Payment Schedule

0'": thhl i
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

4.1 ALLPAYMENTSSHALLBESENTTOTHEFOLLOWING ADDRESS:

FINANCE DEPARTMENT

NuHARBOR SECURITY
39RJVERROAO, SUITE4
ESSEX JUNCTION. VT 05452

4.2 Pftyments shall be m&de via ACH. Use Che following link to enroll with (he.Scale Treasury for
ACH payments: htTps://www.nh.gov/treasury/staie-vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no.later than fifteen (I S) business days, rerum to the Slate the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The Stale may apply credits due to the State arising out of this Contract, against the Contractor's -
invoices with appropriate information ariached..

7. PROJECT HOLDBACK

The Stale ihall withhold ten percent (IOV«) of the last milestone payment for each' assessment
Deliverable as set forth in the Payment Table above, until suceessful conclusion of'the Warranty

•  Period.

Remainder of this page intentionally left blank

Stale ofNH Contract 20IS-1 1 1 Comprehensive Cyber Security Risk Assessment
Part T-Ei^ibivB - Price and Payment Schedule
D.l«: 9//r 19
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSTVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 20IS-UI
PART 3 - EXHIBIT C

SPECUL PROVISIONS

Exhibit C - There &re no changes to the terms outlined in the P07 General Provisions

Rcmaindtt of this pefft InfinthnaUy Uf\ blank

State ofNH Contract 2018*111 Comprehensive Cyber Security Risk Asseument
Pan 3 - Exhibi) C - Special Provisions3-E/hibisC-:
OMjJjild.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CVBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

FARTJ-EXHffilTD

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume alt reasonable travel and related expenses. All labor rates will be "Fully
- Loaded", including, but not limited to: rheats, hotelAousing, airfare,-ear rentals, car mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping pr delivei^ fees unless tpecincall)r itemized in the Contract.

3. ACCESS/COOPERATION

3.1 As applicable, and subject.to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, librafies, personal computer-based -Systems,
Software packages, network Systems, security Systems, and-hardware as required to complete
the Contracted Services.

3.2 The Stale will use reasonable efforts to provide-approvals, authorizations, end decisions
- reasonably nqcessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED Documents AND COPYRJCHT PRIVILEGES

The Contractor shall provide the Slate access to all State-owned documents, materials, reports, end -
other work in progress relating to this Contract.. Upon expiration or termination of the Contract with
the State, the Contractor thai! turn over all State-owned documerits. material, reports, and work in
progress relating to this Contract to the State at no additional cost to the State. Documents must be

< provided in both printed and electronic format. .

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1 .The Contractor shall agree to'the conditions',of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retehtion policies consistent with the Federal.
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

5.2 The Contractor and iu Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, -which properly and sufficiently reflect all
direct and indirect costs invoiced in the perforTnance of their' respective obligations under the
Contract. The Contractor and its Subcontractors shall retain all such records for three (3) years
following termination of the Contract, Including any exleniioni. Records relating to any
litigation matters regarding the Contract shall be kept for one(l) year following the termination
of all litigation, including the termination of all'appeals or (he,expiration of the apical period.

SJ Upon prior notice and subject to reasonable lime'frames, all such records shall be subject to'
inspection, examination, audit and copying by personnel so authorized by the State and federal

Slate ofNH Contract 2018-11 1 Comprehensive Cyt^r Security Risk Assessment -
Pan 3 - ̂hibit 0 - Administrative Services
Date: g/zp /yf .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

Part 3 - EXHIBIT D

administrative SERVICES

officials so authorized by taw, rule, regulation or Contract, as applicable. Access to these items
shall be provided within Merrima^ County of the State ofNew Hampshire, unless otherwise
agreed by the Stale. Delivery of and access to such recOrdi shall be at no cost to the State
during the three (3) year period following termination of the Contract and one (I) year term
following litigation relating to the Contract, including all apjMals or the expiration of the appeal
period.- The Contractor shall include the record retentlon'and Review requirem'enif of this
section in any of'its subcontracts.

5.4 The State agrees that books, records, documents, and other evidence of accounting procedures'
and practices related to (he Contractor's cost structure and profit factors shall be excluded from
the State's Review unless the cost of any other Services or Oefiverobles provided under the
Contract is calculated or derived from the cost structure or profit factors..

6. ACCOUNTING REQUIREMENTS .

- The Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles. The costs applicable to the'Contract shall be ascertainable from the accounting
System and the Contractor shall maintain records pertaining to the Services and ell other costs and
expenditures. '

Remainder of this page Inienllonally Ufibiank

State ofNH Contract 2018*111 Comprehensive Cyber Security Risk Assessment
Part 3 - BxhiNt D-Administrative Services
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STATE OF NEW HAMPSHIRE

DEPARTMENT OP INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-1II

PART 3 - EXHIBIT E

MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

STATE MEETING AND REPORTS .

M  The StBte believei (hat efTective c6mmunieation and reponing are' essential to Project success.

1.2 The Contractor Key Project Staff shall participate in frie.etings as requested by (he State, in
accordance with the requirements and tenrts of this Contract.

a. lolrodu'ciory Meeting: Participanis will include the Contractor's Key Project. Staff
and State Project leaders from both the Department of Information Technology and
The Contractor. This'meeting will enable leaders to become acquainted and establish
any preliminary Project procedures.

b. KIckofTMeetlDg; Participantswill include the State and the Contractor's Project Team
and major stakeholders. Tb.is meeting ii to establish a sound foundation for activities
that will follow.

c. Status Meetings: P^iclpants will include, at the minimum, (he Contractor's Project
Manager and the State Project Manager. .These meetings will be conducted at least bi
weekly and. address overall Project status and any additional topics needed to remain
on Schedule and within budget. A status and error report from the Contractor shall
serve at the basis for discussion.

d. The Work Plan: must be Reviewed at each Status Meeting and updated, at minimum,
on a bi-weekly basis, in Bccohlance with the Contract.

e. . Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues..

f. Exit Mcetlog: Participants will include Project leaders, from- the Contractor and the
'  State'. Discussion will focus on lessons learned from the Project and on follow up

optiorts that the State may wish to consider.

IJ The Stale expects (he Contractor to-prepare agendas and. background for and rriinutes of
' meetings.' Background for each status meeting must include an updated Work Plan. Drafting
of formal presentations, such as a pretahtation for the kickoff meeting, vyill alto be (he
Contractor's res^nsibiliry.

1.4 ■ The Contractor's Project Manager or the Contractor's Key Prdject Staff shall submit monthly
slams reports in accordance with the Schedule.and terms'of this Contract. All status reports
shall be prepared in formats approved by the State. The Contractor's Project Minager shall
assiv (he Stale's Project Manager, or iiielf produce reports reiaied to Project Management as.

■ reasonably requested by the State, all at no additional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at a minimum, the following:

a. Project status related to the Work Plan;.

.  b. Deliverable status;- ^

c; Accomplishments during weeks being reported;

d.' Planried activities for (he upcoming two (2) week period;.

State "of NH Contract 2018-11 1 Comprehensive Cyber Security Risk Asseisrneni
Part 3 - &(hib/t E - Managed and Professional Information Security Services
Date; 9Mp9
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.  STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

.  COMPREHENSIVE CYBER SECURITY RISK assessment

CONTRACT 2018-1II

PART 3 - EXHIBrr E
MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

, t. Future ficiivities;

f. Issues and concerns requinng resolution; and

g. Report and remedies in case of rallinj} behind Schedule:

.  1.5 As reasonably requested by the State, the Contractor shall provide the Sute with inrormaiion
or reports regarding (he Project.' The Contractor shall prepare special reports and presentations
delating to. Project Management, and- shell assist the -Stale 1n preparing reports and
presentations, as reasonably requested by the State, all at no additional cost to (he State.

2. ASSESSMENT STRATEGY

2.1 KEY COMPONENTS

The Contractor shall employ an (ndustry«standard Implementation strategy with a timeline set
forth in accordance with the Work Plan:

d. The Conlracior and (he Slate shall adopt a change management approach to identify
and.plan key strategies and communication initiatives.

b. The Contractor's team will provide training templates as defined in the Training Plan,
which will be cusiomited to address the Siaie's-speciric requirements. Decisions
regarding formajt; content, style, and plantation shall be made early on in the process,
by the State, providing sufTlcicnt time for development of material as functionality is
defined and configured.

. c. The Contractor shall manage Project execution and provide the tools needed to create
and manage the Project's Work Plan and tasks, manage and Schedule Project staff,
track and monage Issues, manage changing rcqulrtments, maintain communication
within the Project Team, and report status. ' - -

d. The Contractor shall adopt'an Implementation time-line aligned with the State's
required time-line.

2.2 TIMELINE

The timeline is set forth in (he Work Plan. During the initial planning period Project (ask and.
resource plans will be established for: the preliminary training plan, the ehange management
plan, communiciation approaches. Projedi standards and procedures finalized, and team training
initiated. Timing will be ttruetured to recognize interdependeneies between applications and '
strticture a cost efTeetive and timely exeeutlon.- Processes will be documented, training
established, and the application will be ready for Implementation irt accordance with the Work
Plan.

2.3 chance MANAGEMENT AND TRAINING

The Contrsaor'i change, management and training services shall,be focused on-developing
change management and troining strategies and plans; Its approach relies on State resources,
for the execution of the change management ̂ d end user training.

State cfNH Contract 2018-111 Comprehensive Cyber Security Risk Assessment .
Part 3 - ̂hibit E - Managed and Professional Infcnnation Security Services
vm-SLuIM- /)
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CONTRACT 2018-m
PART 3 - EXHIBIT E

MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

Remainder of(his page intentionally lefl blank
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STATE QF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 20i8-lll
^  PART 3-EXHIBIT F

TESTING SERVICES

Exhibit F - Not Applicable (o this Contract

Remainder of this page IntenllonoUy left blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018.111

PART 3 - EXHIBIT C

MAINTENANCE AND SUPPORT SERVICES

Exhibit G " Not Applicable to this Contrect

Remolndir of thispo^t Inttntlonally UP blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 3 - EXHIBIT H

•  REQUIREMENTS

Exhibit H - Attxchment 1: Project Requiremenu is hereby incorporated within.

Jtemolnder ojthis page IntentionoUy blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF. INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3 - EXHIBIT I

WORXPLA^

The Cbntreclor's Project Minager ind the Stole Project manager shall Tinal.ize the W^rk Plan for
implementation within thirty (30) business days of the EfTective Date and further'refine the (asks
required to Implement the Project. Continued development and management of the Work-Plan is e
joint effort on the pan of the Contractor and State Project Managers.

The preliminary Work Plan for Project execution created by the Contractor and the Slate is set forth
■at the end of this Exhibit.

In conjunction with the Contrsctor'a Project Management methodology, which ihall be used to
manage the Project's life cycle, the Contractor teem wd the State shall rmalite the Work Plan at the
onset of the Project.' This plan shall identify the tasks. Deliverables, major milestones, cask
dependencies, and a payment Schedule required to implement the Project. It shall also address intra-
task dependencies, resource Bllocatlons (both State end Contractor's team members), rerme the
Project's scope, and establish the Project's Schedule. The Plan is documented in accordance with ^e

• Contractor's Work Plan and shall utilize software that is agreed upon by both parties.to support the
ongoing management'Of the Project.

I. ASSUMPTIONS - .

1.1 GENERAL.

a. The Stale shall provide te^ members with decision'making authority to support the
Implemenietion efforts, et the level outlined in the Request for* Proposal Document
State Stiffing Matrix.

b. All State tasks must be performed In accordance with the revised Work Plan.
c. • All key decisions will resolved within five (S) business days. Issues not resolved

within this initial period will be escalated to the State Project Manager for rtsbluiion.

d. Any. activities, decisions or issues taken on by the Stale that affect the mutually agreed
upon Work Plan timeline, scope, resources, end costs shall be subject to the identined
Change Control process.

e. The Contractor shell maintain an accounting System in accordance with Generally
Accepted Accounting Principles (OAAP). ■

1.2 PROJECT management

a. - The State shall approve the Project Management Methodology used for the Project.
b. The Stale shall provide the Projeci Team with reasonable access to the Slate personnel

as needed to complete Projecnasks.

c. A Project folder created within the Slate System shall be used for centralized storage
end retneval of Project document], work products, and other maierial and information
relevant to the success of the'Project and required by Projeci Team members. This
centra) repository is secured by determining which team'members have.access to the
Projeci folder and granting either view or read/write privileges. The Contractor's

State ofNH Contract 2018-1 ( I Comprehensive Cyber Security Risk Assessment
Part >-Exhibit I- Work Plan
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STATE OF NEW HAMPSHIRE
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CONTRACT 2018-in

PART J-EXHIBIT. I

WORK plan

Project Manager will establish and maintain this folder. The State Project Manager
■ shaH'approve access for the State team. Documentation can be stored locally for the
Contractor and Stale team on a "shared" network drive to facilitate ease and spced.of'
access. Final versions of all Oocumentation shall be loaded to the Stale System.

d. The Contractor assumes (hat an Alternate Project Manager may be appointed from time
to lime to handle reasonable and ordinary absences of the Project Manager.

IJ CONVERSIONS (NOT APPLICABLE)

The Contractor Team's proposal is based on the assumption that the State's technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead (he State with the mapping of the legacy Data
to the Contractor's applications. Additionally, the Contractor's Team shall:

a: Provide the State with Contractor's application Data requirements and examples, of-
Data mappings, conversion scripti, and'Data loaders. The Contractor's Team shall
identify-the APIs the State should use'in the design and-development of (he conversion.

b. Provide guidance and assistance with the use of the Data loaders and conversion scripts
provided.

c. Lead the Review of functional and technical Specincations.

d. Assist with the resolution of problems and issues associated with the development and
'  Implementation of the conversions.

1.4 PROJECT SCHEDULE

The project is planned to begin within 30 days of contract approval.

IJ REPORTING .

The Contractor shall conduct status meetings, and provide reports that include, but are not
limited to, rhinutes, action items, test.results, and Documentation as mutually agreed upor).

!.« USER.TRAINING (NOT APPLICABLE)

a. The Cohtrictor's Team shall lead the development of the end*user training plan.

b. Train the trainer approach shall be used for the delivery.of end'user training.'

c. The State is responsible for the delivery of end-user tmining.

d. The State shall Schedule and tnek attendance on all end-user training classes.

1.7 SCENARIO TESTING

The Contractor's Team shall provide a test workshop to identify the key scenarios to be tested,
the approach and tools required, and best practices information on performance testing..

State'ofNH Contract 2018-1II Comprehensive Cyber Security Risk Assessment
Part 3 t Sxhibii I - Work Plan
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STATE OF NEW HAMPSHIRE

DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-1 n

PART 3 - EXHIBIT 1

. WORK PLAN

2. CONTRACTOR ROLES AND RESPONSIBILITIES

M  CONTRACTOR'S TEAM PROJECT EXECUTIVE

The Conuecior Team's Project Executives (Contractor and Subcontractor Project Executives)
shall be responsible for edvising on and monitoring the quality of the Services throughout the
Project life cycle. The Project Executive shall advise the Cbrttractor Team- Project Manager
end the Staie'i Project Iciderchip on (he best practicci for implementing the Contractor

- Software Solution within the State. The Project Executive shall pirsicipale in the definiiion of
the Project Plan and provide guidance-to.the State's Team. '

2.2 CONTRACTOR'S TEAM PROJECT MANAGER

The Contractor Team Project Manager thai) have overall responsibility for the day-to-day
management of the Project and shall plah, track, and manage the activities of the Conirector's
Implementation T^m. The Contractor Team Project Manager will have the following
responsibilities:

a. Maintain communications with the Slate's Project Manager;

b. Work with the State in planning and conducting a kick-off meeting;

e. Create and maintain (he Work Plan;

d. Assign (he Contractor Team consultants to tasks in the Implementation Project,
according to the scheduled stafTing requirements;

c. Define roles and responsibilities of all the Contractor Team members;

f. Provide updated progress repcrts.to the State Project Manager upon request;

g. Notify the State Project Manager of requirements for State rosour«s in order to
provide sufficient lead time for resources to be made available;

b. - Review task progress for time, quality, and accuracy in order to achieve progress;

I. Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a 'change of scope; . .

J. implement scope and schedule changes as authoriied by the State Project Manager and
with appropriate Change Control approvals as identifi^ in the Implementation Plan;

Ic Inform the State Project Manager and staff of any urgent issues if and when they arise;

I. Provide the State completed Project Deliverables and obtain sign-off fyom the State's
Project Manager;

m.- Manage handoff to the Contractor operational siaFT;

n. Manage Transition Services as needed.

State of NH Contract 20)8-11 1 Comprehensive Cyber Security Risk Assessment -
Part 3 - Exhibit I - Work Plan
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CONTRACT 2018-111

PART3-EXHIBIT I

WORK PLAN

2J CONTRACTOR S TEAM ANALYSIS

The Contractor Team thall conduct inalysis of requiremenu, validate the Contractor Team.*!
understanding of the State busineu requirements, by application, and perform business
requirements mapping;

a.' Construct and confirm application lest caM scenarios;

b. Produce application conrigurslion dermitiont and configure the applications;

c. Conduct testing of the configured application;

d. Conduct rollow-up meetings tP obtain feedback, results, and concurrence/approval
from the State;

2.4 CONTRACTOR'S TEAM Tasks .

The Contractor team shall assume the following tasks;

a. Development and Review of functional and technical Specification to determine that
they are at an appropriate level of detail end quality;

3. STATE ROLES AND RESPONSIBILITIES

■ The following State resources have been identified for the Project. The time demands on the individual
State team members, will vary depending on the phase and specific tasks of the Implementation. The
demands on (he Subject Matter Experts' time will vary based on the need determined by the State
Leads and^ihe phase of the Implementation.

3.1 STATE PROJECT MANAGER

The Slate Project Manager shall work side-by'Side with the Contractor's Project Manager. The.
role of (he Slate Project Manager is to manage State resources (IF ANY), facilitate completion .
of all tasks assigned to State staff, and communicate Project status on. a regular basis. The State
Project Manager represenis (he State in all decisions on Irftplementaiion Project matters,
provides ell necessary support in the conduct of the Implementation Project, and provides
necessary State resources, as defined by the Work Plan end as otherwise identified throughout
the course of the Project. The State Project Manager has the following responribiHiics;

a. ■ Plan and conduct a kick-off meeting with assistance from the Contractor's teem;

b. Assist the Contractor's Project Manager in the development of a detailed Work-Plan;

c. Identify and secure the State Project Team members In accordance with (he Work Plan;-

d. Define roles end responsibilities of all State Project Team members assigned to the
Project;

Stale of NH Contract 2018-t 11 Comprehensive Cyber Security Risk Assessment
Pen 3 - ̂hiblt I - Work Plan
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CONTRACT 2018-111

PARTSrEXHffim
WORK PLAN .

«. Identify and secure access (o additional Slate end-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implementation

• tasks;-

f. - Communicate issues to.State managerhent as necessary to secure resolution of any
matter thai cannot be addressed at (he Project level; -

g.' Inform the Contractor's Project .Manager of any urgent issues if and when they arlu;
b. Assist the Contractor's team siaffio obtain requested information if and when required

10 perform certain Project tasks; '

I. Manage handoff to State operational staff; and

j. Manage Slate staff during Transition Services as need.ed.

3.2 STATE SURJECT MATTER EXFERT(S) (SME)

■ The role of the State SME is to assist application tea'ms wiih an understanding of the State's
currtnt business practices and processes,'provide agency knowledge, and, participate in the"
Implementation. Responsibilities of the-SME include (he following:

a. Be tlK key user and contact for their Agency or Department;

b. Anend Project Team training and acquire in-depth functional knowledge of the
relevant applications;

e. . Assist in validating and documenting user requirements, as needed;

d. Assist in mapping business requirements;.

e.' Assist in constructing test scripts and Data; AND

f. Anend Project meetings witen requested.

3J state technical LEAD

The State's Teclitical Lead reports to the State's Project Manager and ii responsible for leading
and managirtg the Slate's technical tasks. Responsibilities include:

I  ■ . . '
a. - Attend technical training u nece.ssary to support the Proj^;

b. Assist the State and the Conrracior's Team Project Managers to establish the detailed
WofkPlan;

I

c. Manage.the' day-co-day activities of the Slate's technical resources assigned to the
Project;

d. Work with State IT management to obtain State icchrtical resources iii accordance with
the Work Plan;

e. Work in partnership with the Contractor and lead the State technical stafTi efforts in
documenting the technical operational procedures and processes for the Project, this

State of NH Coniraci 2018-111 Comprehensive Cyber Security Risk Assessment
Part 3- I - Work Plan
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WORK PLAN

-  is t Contracior Oellvenble ind it will be expected that the Contractor will lead the
overall effort with support and assistance from the State; and

f. Represent the technical efforts of the State at Project meetings as requested.

4. SOFTWARE APPLICATION (NOT APPLICABLE)

5. CONVERSIONS.(NOT APPLICABLE) .

6; INTERFACES (NOT APPLICABLE)

7. APPLICATION MODIFICATION (NOT APPLICABLE)

8. PRELIMINARY WORK PLAN

The following Table 8.1 provides (he prelimirtary agreed upon WorV Plan for the Contract.

Table 8.1: High Level Pretinunary NH Protect Plan.

Aisuiracnt

NumtKr
Task Name Duration. Start FittUh

C-1.1
IT Asset Inventory irvd
Management

C-1.3
Host/Server Security
Atwumcni

7 Weeks Total (3 Days
Oniite)

.9-Sep-l9 20-Scp-l9

C-1.4
Endpoint Security
Assessment

Meeting

PoreScout CounterACT

Pinal Aepon Oebrief
Meeting

3 Hours (Onsite, Scheduling
T8D)

25-S<p-i9 25-Scp>l9

Stale of NH Concrecl 2018* I I I Comprehensive Cyber Security Risk Assessment
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WORK PLAN

C-1.2
Network Securiryand
Archliccture Aueument

.1 1 Weeks 9.Sep-l9 22-N0V-I9

C-1.5
Application Security
Auessmcni

7 Weeks 7-Oct-l9 22-NOV-I9 ■

C-l.Sa
Exiemal Network

Penctniion Test
3 Weeks .2B-Oct-l9 ■ lS-Nov-19

C-l.Sb
Inlemal Network

Penetrtti^Test

6 Weeks (*not consecutive
weeks, accounting for .

Holiday period)'
ll-Nov-19 l7-Jan-20 .

C-1.6 Dill ̂ curity Assessment

5 Weeks 27Oan.20 2t-Feb-20

.C-1.7

Cyberteeurity and Risk
Management Program
Aisestment

.  Remainder of this page intentionally left blank
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software agreement

Exhibil J ' Not Applicable to this Contreci

Rtmolndtr of this page intentionoily left blank
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STATE OF NEW HAMPSHIRE
DEPAJITMENT OF rNFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018.111
PART 3-EXHIBIT X

warranty A WARRANTY SERVICE

1. warranties

1.1 SYSTEM (NOT APPLICABLE)

The Contractor warrants that the Oeliverablcf will operate and conform.to the Specifications,
terms, and requirements of (he Contract:

1.2 " SOFTWARE (NOT APPLICABLE) .

1 J.I The- Contractor warrants that the Oeliverable, including but not limited to the
individuaj modules or functions furnished under (he Contract, is properly (functioning
within (he System, compliant, with the requirements of the Contract, and .will operate

' In accordance with the Specifications and Terms of the Contract.

1J.2 For any Breach of (he above Software Warranty, the State's remedy, and the
Contractor's entire liability, shall be;

a. The correctior) of program erron that cause Breach of the Warr^ty, or If the
Contractor cannot substantially, correct such Rreach in a commercially
reasonable manner, the State may ent) Its program license if any and recover the
fees paid to the Ccntraeteif for the program license and any unused; prepaid
technical support fees the State has paid for the program license; or

b. The re-performance of the deficient Services; or

c. If (he extractor cannot substantially correct a Breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees .
paid to the Contractor for the deficient Services.

IJ NON-INFRINCEMENT

The Contractor warrants that it has good title to, or the right to allow (he State to use, all
■ Services, equipment, and Software ("Material") provided urider this Contract, and (hat such
Services, equipment, and Software do not violate or infringe any patent, trademark, copyright,
trade name or other jntcllectual propeny.rights or misappropriate a trade secret of'any third
party. ■ ■ ^ '

1.4 VIRUSES; DESTRUCTIVE PROGRAMMING

The Contractor wamnts that all Sofhvare used shall noi contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the State of New
Hampshire Network and Systems in accordance with the Specifications. -

1.5 COMPATraiLITY (NOT APPLICABLE)

- The Contractor warrants that all System components, .including but not limited to the
components provided, including any replacement or upgraded System Software cornponents

Sute of NH Contract 2018-1I I Comprehensive Cyber Security Risk Assessment
Pari 3 - Exhibit K - Warranty and Warranty Services
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT.
CONTRACt20l8.ni '
PART3-EXHIBrrK

warranty A warranty SERVICE

provided by the Contractor to correct Deficiencies or as an Enhancement, shall operate with-
the rest of the System without loss of any functionaliiy.

1.6 SERVICES

The Contractor warrants (hat all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordartce with industry standards and that. Services
will comply with performance standards. Specifications, end terms of the Contract.

1.7 PERSONNEL

The Contractor warrants thai ell personnelengag^ in the Services shall be qualified to perform
the Services, and shall be properly licensed artd otherwise atithorized to do so under all'
applicable laws.-

1.8 BREACH OF Data

The Contractor shall be solely liable for costs associated with any Breach of.State Data housed
ai their location(s) including but not limited (o notification and any damages assessed-by the,
courts.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, with the exception of the Wananiy for non-infringement, which shall survive the
' termination of this Contract

Rtmoifider of this poge Intentionally /e/> blank
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PART 3-EXHIBIT L

TRAINING SERVICES

Exhibit L - Not Applicable to this Contrecl

Hemainder ofihU pagt IntontlonoHy Uf blank
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STATE OF NEW HAMPSHIRE
department of information technology,

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 3-EXHIBIT M
AGENCY RFF WrfH ADDENBUMS; BY REFERENCE

Slate of New Hampshire,. Department of Inrormation Technology R/P-20I8-111 Comprehensive Cyber
Security Risk Assessment Is hereby ineorporated by reference as fully set forth herein.

Remainder of this page Intentionaily blank

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RJSK ASSESSMENT

. CONTRACT 2018-111 '

PART 3-EXHIBIT N

VENDOR PROPOSaU BY REFERENCE

Vendpr Proposal Response lo RFP 20)8-l )l Comprehensive Cyber Security Risk Aucssmeni dated
February 14,2019 Is hereby incorporaied by reference as fully set forth herein.

■ Remainder ofthis page Intentionally left blank

State of NH Contract 2018-111 Comprehensive Cyber'Securiiy Risk Assessment '
Pan 3 - ̂hibk N - Agency RFP With Addendums, By Reference'

imj/f . ,
Contractor's [nilials:



STATE OF NEW HAMPSHIRE
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CERTIFICATES AND ATTACHMENTS

Anached art:

A. Exhibit H Requirtmenti - Attachmeni 1
B. Contnctor'i Ccrtincate of Good Standing

- C. Contractor's Ceriificaie of Vott/Auihority
D. Contractor's Ccrti neaie of I nsurance

Remainder of this page IntenilonoUy lefi blank
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state of New Hampshire

Department of State

CERTIFICATE

I, Wiliiim M. Gwdncr, Stcrttary ofSutte of ihe Sutc of New Htmpthire, do hereby eenliy ihit NUHAR.BOR SECURITY

INC. is • VermoAi Rrofii Corponiion registered to trvMCt businelt in New Htmpshire on Npvcmbcr-ll. 201). I farther cenliy

ihsi til fees and documenu required by (he Secreury of Suic't office hoce^been received and b in good sanding u far as this

office is concerned.

Business 10:73313$

Ceniftciie Number: 0004$34gM

£
%

S

o •o

%

IN TESTIMONY WHEREOF.

I hcrcto-Ki my hand and cause to be affixed

the Seal of ihe Suic of New Hempthirc,

ihii lit day of July A.D. 2019.

Williim M. Gardner

Secretary of State



CERTtnCA-n-QP VOTE

(Corporation With Seal)

(, Justio l^imlald, do hereby rtpresent and cenify that:

(1) I arh Managlog Director of NuHarbor Security, an S<orponitloD (the
"Corporation"). •

(2) I maintain and have custody of and am familiar with the Seal and the minute's of the
Corporation.

(3) I am duty authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on'the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directdrt
held on August 3*^, 3018, which meeting was duly held in accordance with Vermont

'  law and the by*laws of the Corporation.

(5) The signature of Kelberioe Cbeoey, Director of (his Cisrporation affixed to eny
contract instrument or document shall biiid the corporation to the terms end conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full iWce and effect as of the date hereof.

IN WITKESS WHEREOF, I have hereunto set my hand as Meoaglog Director of the ■
CorpciPtion and have affixed its corporate seal this 19^ of August, 2019.

li^altllMaJiagiiig Director, fl'/19/19

(SEAL)

STATE OF Vermont

COUNTY OF Cbltleoden

On this (he 19lb day of August, 2019, before me, Juttio Fimlald, personally appear^
and acknowledged himself to be the Madiiglng Director, of NuHarbor Security, a
Vcnoooi corporation, and that she/he, as such being authorized to do so, executed the
foregoing instrument.

fN WITNESS WH£R.£OF-|^reuniD set my hand and official seal.

Keliey Adami, Nou^ public 8/19/19

My Commission Expires: Jaouary 31,2021



ACGRhf CERTIFICATE OF LIABILITY INSURANCE
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i/n/soii

THIS CeXTIPICATe IS ISSUED AS A MATTCft Of INfOAMATlON ONLY ANO CONFf AS NO RIOHTS UPON TMB CSRTIFtCATC HOLDER. TNIS

CERTIfICAtE DOES NOT AFFIRMATIVELY OR NEOATIVELT AMEND, EXTEND OR ALTER THE COVERAOE AFFORDED BX THE POLICIES
BELOW.' THIS eiRTIfICATE OF INlORANCE OOES NOT CONSTITUTE A COKTAACT BETWEEN THE iSSUINO P<SURBR(S). AUlHORliEO

' REPRESENTATIVE OR PRODUCER. ANO ThE.CERTlFICATE HOlOCR.

tMPOATANT: II ID* carUflcataholdai la aA AOOmONAL MSUREO, lha paile

iNa la.ina ar>d eandlOana of iHa (Mlcy. cartain pollcUi may 'aavPa an anda
aaHlflaala halda; In Uau of aueh andomimant(a|.

ir(laa) mual ba andoraad. 11SUBROOATION IS WAIVED. avb)aci le
raamariL A ataiimanten Ma carttricata deaa aoI tenlar rlghia to tha

vinaaaki. LIT

3300 St. Caar«a'Road

vlilLacoA VT 094P9

ii?3i«5-»ooo •

4SM^tii bfaeiah|«indaa)ii.eaa

'  aiiuaiMti *rMa'»MO eowMoa -  KMC f

■tuaia^-Travalaca PtaoartvCaaualev Xna C« 34141

iiMMU

NwHacaar aaewrlty, inc.

3S'Ai«ar Mad 14

Kaaaa Jet VT 0Sa53

aiimtaii

•twataer '

ntuan ■ >

awtfiirs
C0V6RA0E8 . CewriyiCiMg WUMagft:CU>»l7nni - . REVI8I0H KUMBBH:

V>C» li Id tlNTirr T>lC ^ICIIS Of INiUJWCI USTCO eElOW HAVE MCM lUUf0 TO TK6 WMACD MMEO A0Ovt FQA blE ^k)UCV MAJOO
iNOiCAito. NOTynmsTAwocNC un RCOumcMCHT. tikm ox ccNomoM amt ccNnucr cm ot>4x oocumikt witm xcspcct TomiiCH tmq
CaXn^lCATI MAV U l&SUSO on MAV PCRTAM.YVa INSUNANCC tSfOKAO ir n<l XCUQIS OCSCMSID MEAew 4 susjsct to AUTMS tcxus.
ftxausiONS AXD OoNomoNS Of such xouais. limits shown may havi se'cn reoucco sy paid ccaim.

ior m< e» UWtl
ilX

CeaitCWUL OCHtAA^MVUT*
uu»4Mei a eccM

et»L AOOttOATi uMT *Anai

aamA;

TlACA oeetitxuct li j.eao.eao
ai-i I Kii t ammm

irrffrtrtTTiffNry^ne
MM ttftmi

f IWOWi* t tit* WAWT

Cp.t^M)^A»AT|
woouCTt • eoi«>ieA*oo

iM.eoe

i.oao

i.MO.eoa

«.oeo.oo»

avtOKQMI ULNUTt

MWM/T9
HAOMina
•uiat

COUAUi|9l««AlUHir* },oa»,eo»

•OOAr fA« I

KKtOAU
*UT©I
A-OwtO
M/TOS

•/n/Ni* •OOAT MAMr (»« mMM]

SRWim&UUfll

WMUUtW*

UCUIuU

ata I ■ I BrnwTWw i

OOCUM

ctAMnmn

tM> OCtWP^ •
«0aRia*Ti ■

ti«*KUI COkMpft Oa
4 B» u^anar taUA/n
AurAwemrwunfPwuta/TM
ewcuw«MiaAtciuai»t
(Ma^HVT u w>)

!!»■--I l».
w

« f ■

□
AA. t<l&« ACCOIXt

lA. ortiAii • e» tm.OTH

^ReATTW^tMntWi-a. AA.WAtAAI-aCUCTAMIT

CyWr U«AiLl«r

UkkliAty • /U/KIt

i/it/Mia .•ftO.OM

MiC»rTa«eae*«aATtti>Lae*nMi;vo«m (acopb m. ■ mvm * —'mk* Maxwa.—i *» wuam a.*^ MMWawMt

' OtAta of HM ' OapacbMnt of- Infenatlon T
AtCniDarvid Oeulat

. 2T lUian Driva
Canard, HH 03901

1  •

•MOULC ANY OF TKS ASOVI OS ICRfSIO POllCIIS OS CANCILLEO OIFORI
TMIIXHRADONOATC rKSRIOF.NOnCI W1U01 DCLIVIAtOtM
ACC940ANCE WTN TMI PCLCV PR01W0NI.

wraemou itAaiitxTAmt

Tracla Mlgsina/TWl

ACOftO 2S (2014/01)
iNSess

Tha ACORO Mina and tofla ara raeftia/ad marna of.ACORO


